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IKE CERT 55— : group?
PSK : Tipseckey]
BED ID : ssh

16
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6. HEEERTEM ~ NAT FSAN—HILZERHER 1 ~

[y FTAIILRERTE ]
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6. HEEERTEM ~ NAT FSAN—HILZRHER 1 ~

6-4. VPN Clinent M=% 7E
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6. HEREGERTEM ~ NAT FSAN—HILZRER 1 ~

[T A= DFRFE ]
EREE 2

% IKE (&4 PSec IRHBOE/15: - HIBERELE S,

~IKE {&1H

ST L |aDES =l
£ AR |SHA-1 =l
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6.

B ER ~ NAT RS AN—H)LZRAL R 1 ~
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¥ PMTU {Path Maximum Transfer Unit) 2ER T3 M)
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T8 1P 7L AR T 5 ¢ NAT BB a3 .
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8.

VPN Client @B ZZDWLNT

VPN Client TIX TIKEDBY D4V R #RRSESHZ
LT, lpsec DIREFIBETHEMNTEET,

AM— IPsec MHEILTERIMEEL O RIS &
T, HOBREQREERMNAIRETY,

CCZTIl&, IPsec NI TERWNWEEDELROATDHEAA
FEEALET,

[ERICHERTERLLEETOOTRTH ]

0.0.0.0:500 (Initiator) <=> xxx.XxX.xxx. xxx:500

{ bee8ab89 5a000003 - 647¢c30a6 94998148 [-1] /
0x00000000 } Aggr; MESSAGE: Phase 1 version = 1.0,
auth_method = Pre shared keys, cipher = 3des-cbc,
hash = shal, prf = hmac-shal, life = 0 kB / 14400
sec, key len = 0, group = 2

Phase-1 [initiator] between fqdn (udp:500, [0..2]=ssh)
and ipv4(any:0, [0..3]=xxX. XXX. XXX. XXx) done

0.0.0.0:500 (Initiator) <=> xxx.XxX.xxx. xxx:500

{ bee8ab89 5a000003 - 647c30a6 94998148 [0] /
Oxbaf3de8e } QM; MESSAGE: Phase 2 connection suc-
ceeded, Using PFS, group = 2

0.0.0.0:500 (Initiator) <=> XxXX.XXX.XXX. Xxxx:500
{ bee8ab89 5a000003 - 647¢30a6 94998148 [0] /
Oxbaf3de8e } QM; MESSAGE: SA[0][0] = ESP 3des

= 409600 kB/3600 sec, group = 2, tunnel, hmac—
shal-96, key len = 0, key rounds = 0

life

Phase-2 [initiator] done bun-
dle 2 with 2 SA"s by rule 21: ipsec

2]



8. VPN Client @B 4ZIZDLVT

[IKE 2z —X 1 LTSRN EZETOOTRT
Bl ZFn1]

0.0.0.0:500 (Initiator) <=> XxXX.XXX. XXX. Xxx:500
{ 22196204 1000003 - 00000000 00000000 [-1] /
0x00000000 } Aggr; Connection timed out or error
calling callback

Phase-1 [initiator] between fgdn(udp:500, [0..2]=ssh)
and ipv4 (udp:500, [0..3]=xxx. xxx. xxx. xxx) failed;
Timeout.

ZOOJIEIKE 2z—X1 2T T—2 3 0M5 T BtA

TETWHEWIEEZRLTWET, UTORECHERCE

LY,

* IPsec ¥— b9 zA4DIP7 RLREKE

XRAE : KREBDHRE /1 V2 T—ADIPF7FLXR]

SSHEI : €F¥a)F4—RYP— TEFXFa2)T4—45—F
241 (P.8)

AR T7—XID

XR A : IKE/ISAKMP 7R1) & —5&%E 41 > 27z —X®D D]

SSH {8l : BaRTEEHEZE MND) ORA M RKAASL 2% (P.6)
X XR Al <@ID> m A A, SSHAENXLID> DAS

- E— FREELW

XR 48 : IKE/ISAKMP 7R1) & —3&%E E— FDERTE
SSHAI : |MAID T /T« [IRFA—%1&#HI (P.9)
XEBLLY” aggressive E—F” THRELEY.

*XREITRT—FIILINT Y L VARG L 3 UDBNERIC
HoTWEBAN?EHIIZH->TWADThHNIE, EXHIC
TEh, IPsec BED T4 IILEAEBTEZLTLESLY,

[IKE 7z —X 1 AL TELRWNEETDATERT
Bl Zd 2]

0.0.0.0:500 (Initiator) <=> xxX.XXX. XXX. Xxx:500
{ 878a3c¢20 b4000000 - Oe6adab9 116f8cc3 [-1] /
0x00000000 } Aggr; Hash value mismatch

Phase-1 [initiator] between fqdn (udp:500, [0..2]=ssh)
and ipv4 (udp:500, [0..3]=xxx. xxx. xxx. xxx) failed;
Authentication failed.

0.0.0.0:500 (Initiator) <=> xxX. XXX. XXX. Xxx:500
{ 878a3c20 b4000000 - Oebadab9 116f8cc3 [-1]1 /
0x00000000 } Aggr; Error = Authentication failed (24)

COATIFIKE2z—X1 RIS IT— a3 FBHTLE
TH, RAMBIETERRLTWAIEEZRLTLWET, #
AREENEEZ > TVLHAEENASLDO T, UTORED
BERLFZELN,

XR {8 : IKE/ISAKMP /K1) & —ERED BEDELTE ] aggres—
sive E— FDHEEIEXPSK AXDOAFEATEETT,

SSHEl : fREE ITn/A5711 (P.6)

XECXFIDREANLET,

28



8.

VPN Client @B 42D\ T

[IKEZz—X2HAHEILTELZNEETOATERT
i ]

0.0.0.0:500 (Initiator) <=> xxx.XXX.XXX. xxx:500

{ 02021991 16000008 - Oe6adab9 116f8cc3 [-1] /
0x00000000 } Aggr; MESSAGE: Phase 1 version = 1.0,
auth_method = Pre shared keys, cipher = 3des—cbc,
hash = shal, prf = hmac-shal, life = 0 kB / 14400
sec, key len = 0, group = 2

Phase-1 [initiator] between fqdn (udp:500, [0..2]=ssh)
and ipv4(any:0, [0..3]=xxX. XXX. XXX. xxx) done

0.0.0.0:500 (Initiator) <-> XXX.XXX.XXX. Xxx:500 {
0202991 16000008 - Oe6adab9 116f8cc3 [0] / Oxb-
00c7f69 } GM; Connection timed out or error, calling
cal Iback

Phase-2 [initiator] for ipv4(icmp:0, [0..3]=192. 168
100.1) and ipv4(icmp:0, [0..3]=192.168.1.1) failed;
Timeout.

COAJIFIKEZz—X2RxTIT—23 0N 5FTE
TWEWIEEZRLTVWET . UTORZE CHEREL LS,

XR f81: IPsec AR1) > —E&%E [REZEER D LANBDO Ry FD—
97 RLR] & THFAO LANBOARY FO—5
7 KLXR]

SSHAI : £FxaUTF4—RYS— TRy hI—HITF 14
CHEBOTO/NT4 (REIPFZRKLZ] (P.9)
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