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gboobogooogoo

goboobmoboboooooooboboboooooobooo

[OOO Ipsec000O0O0O0OOOOOOOOO]

gogogoogno

Aug 3 12:00:14

localhost ipsec_setup:

...FreeS/WAN IPsec started

Aug 3 12:00:20
104 “xripsecl”

Aug 3 12:00:20
106 "xripsecl”
STATE_MAIN_I1;

Aug 3 12:00:20
108 "xripsecl”
STATE_MAIN_12;

Aug 3 12:00:20
004 "xripsecl"
established

Aug 3 12:00:20
112 "xripsecl”

Aug 3 12:00:20
004 "xripsecl”

localhost ipsec_ plutorun:
#1: STATE_MAIN_I1: initiate

localhost ipsec_ plutorun:
#1: STATE MAIN_12: from
sent MI2, expecting MR2

localhost ipsec__plutorun:
#1: STATE _MAIN_13: from
sent MI3, expecting MR3

localhost ipsec_ plutorun:
#1: STATE_MAIN_I14: 1SAKMP SA
localhost ipsec_ plutorun:

#2: STATE QUICK I1: initiate

localhost ipsec_ plutorun:
#2: STATE_QUICK_I2: sent QI2,

IPsec SA established

oo0oo0oo00o0oooog
Apr 25 11:14:27 localhost ipsec_setup:
...FreeS/WAN IPsec started

Aug 3 11:14:34 localhost ipsec__plutorun:
whack:phl_mode=aggressive whack:CD_ID=@home
whack: ID_FQDN=@home 112 "xripsecl" #1:
STATE_AGGR_I1: initiate

Aug 3 11:14:34 localhost ipsec_ plutorun: 004
"xripsecl™ #1: SAEST(e)=STATE_AGGR_I2: sent
Al12, ISAKMP SA established

Aug 3 12:14:34 localhost ipsec_ plutorun: 117
"xripsecl™ #2: STATE_QUICK_I1: initiate

Aug 3 12:14:34 localhost ipsec__plutorun: 004

"xripsecl™ #2: SAEST(13)=STATE_QUICK_ 12: sent
QI12, IPsec SA established
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oooobgoodipsecOODO0OOnoonoon
gooboobooboobooboooboobo
oooogooo

[OO0OIPsecO0O0OO0OO0OOOOO]

000 interface ipsecO0/ethl 218._XXX.XXX.XXX
000

000 "xripsecl™: 192.168.xxX.xxx/24
===218 . XXX XXX XXX [@<id>] ---218 . XXX . XXX . XXX - -

000 "xripsecl™: ...219_ XXX.XXX.XXX
===192.168 . XXX . XXX . XXX/ 24

000 "xripsecl": ke life: 3600s; ipsec life:
28800s; rekey margin: 540s; rekey fuzz: 100%;
keyingtries: 0

000 "xripsecl”: policy: PSK+ENCRYPT+TUNNEL+PFS;
interface: ethl; erouted

000 "xripsecl”: newest ISAKMP SA: #1; newest
IPsec SA: #2; eroute owner: #2

000

000 #2: "xripsecl™ STATE_QUICK_ 12 (sent Ql2,
IPsec SA established); EVENT_SA_REPLACE in
27931s; newest IPSEC; eroute owner

000 #2: "xripsecl™ esp.32a406C4@219 XXX . XXX .XXX
esp.-1be9611c@218 . XXX . XXX . XXX

tun. 10020219 . XXX . XXX . XXX
tun.10010218 . XXX - XXX . XXX

000 #1: "xripsecl™ STATE_MAIN_I14 (ISAKMP SA
established); EVENT_SA REPLACE in 2489s; new-
est ISAKMP

gboobooboboobon

O ISAKMP SA established
O IPsec SA established

gboooboobgobogipsecbognog
gboobooobooobooogn
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i) T4 :
Dezcription Ihterface =& 1D CLASS | Priority Rate Packet M;ﬁlrn;?m Confieure
I Size
|‘l_ | ethll | 1 | 1] | 1 | 100000Kbit = | 1000 | 100 Edit, Bemove

geLAssOooooooog)

oOUbUObOODOODO
Configure DO OEdItODO OO UOOODOOOOOODOOOODOODOOOODOOOODO

oUOUobOobOOoOboOODO
ConfigureO O ORemovel DO OO ODOOOODOODOOOOOOOOOOOODO
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OOo0b00O00o0000Oanoan

[QueueingD OO O]JOOO
gooobbobooooobbbuoooobobobooooobpooooobbbobobbboooo o
gooooooooo

qdisc pfifo 1: limit 300p
Sent 9386 bytes 82 pkts (dropped 0, overlimits 0)

qdisc gooooooo
1: gboobooooooooboobobolnd
limit gboboooooooboobaobo

Sent (nnn) byte (nmm) pkts (00000000 OOOOOO

dropped ooooooooon

overlimits Jdddddooooooooo

qdisc sfg 20: limit 128p quantum 1500b flows 128/1024 perturb 10sec
Sent 140878 bytes 206 pkts (dropped 0, overlimits 0)

limit (nnn)p 0D000000OO0O0OO0O0DO

quantum gobogooooo

flows (nnn)/(mmm) mmO0 O0O0000000000000000000000nmnO00O0
perturb (n)sec doooooogao

qdisc tbf 1: rate 500Kbit burst 1499b/8 mpu Ob lat 4295.0s

Sent 73050 bytes 568 pkts (dropped 2, overlimits 17)
rate ooooooooo
burst ooooooo
mpu ooooooooo
lat D0DO0O0tfo000DDOO0O0ODO

qdisc cbg 1: rate 1000Kbit cell 8b mpu 64b (bounded,isolated) prio no-transmit/8 weight
1000Kbit allot 1514b
level 2 ewma 5 avpkt 1000b maxidle 242us
Sent 2420755 bytes 3945 pkts (dropped 0, overlimits 0)
borrowed 0 overactions 0 avgidle 6399 undertime 0

bounded, isolated0 O O OO0 OO0
(bounded0 D OO OOOODOMsolatedd DO OODOOO)

bounded, isolated

prio O0OO0@OO0rootDO0OOO0OO0OpriocOO0ODOOO)
weight goboodobooooboooo

allot goboooogooobdg

ewma gogooooooon

avpkt ggooooobogd

maxidle goo0oooooobooooobooo

borrowed goooooboooboooobooo

EWwAD OOOoOOooOoboboooooooobobobooobooo
avgidle gboboooooboobooobobobobooooboooobooobotetd
gboboooooobobobooooo
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OOo0oo0O0O0O000000n

[CLAssOOOO]joOO
gbobooobobooobobgooooobo

ool <ceboood >
class cbg 1: root rate 1000Kbit cell 8b mpu 64b (bounded,isolated) prio no-transmit/8
weight 1000Kbit allot 1514b
level 2 ewma 5 avpkt 1000b maxidle 242us
Sent 33382 bytes 108 pkts (dropped 0, overlimits 0)
borrowed 0 overactions 0 avgidle 6399 undertime 0
class cbg 1:10 parent 1:1 rate 500Kbit cell 8b mpu 64b prio 1/1 weight 50Kbit allot 1500b
level 0 ewma 5 avpkt 1000b maxidle 6928us offtime 15876us
Sent 0 bytes 0 pkts (dropped 0, overlimits 0)
borrowed 0 overactions 0 avgidle 181651 undertime 0

class cbg 1:1 parent 1: rate 1000Kbit cell 8b mpu 64b (bounded,isolated) prio 3/3 weight
100Kbit allot 1500b

level 1 ewma 5 avpkt 1000b maxidle 242us
Sent 2388712 bytes 3843 pkts (dropped 0, overlimits 0)
borrowed 2004 overactions 0 avgidle 6399 undertime 0

class chq 1:20 parent 1:1 leaf 20: rate 500Kbit cell 8b mpu 64b (bounded) prio 2/2 weight
50Kbit allot 1500b

level 0 ewma 5 avpkt 1000b maxidle 6928us offtime 15876us
Sent 142217 bytes 212 pkts (dropped 0, overlimits 0)
borrowed 0 overactions 0 avgidle 174789 undertime 0

parent ooooim

gd2<PQUOo0ffnon >
class prio 1: parent 1: leaf 1001:
class prio 1: parent 1: leaf 1002:
class prio 1: parent 1: leaf 1003:

prio ooo
parent ooooip
leaf leafO0 OO ID
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OOo0b00O00o0000Oanoan

[cLAssOOO0O0O0OOOOOO]jood
gbooboobobooobobgooooobon

gol<cBeboon >

[ PARENT 1: ]

filter protocol ip pref 1 u32

filter protocol ip pref 1 u32 fh 805:

filter protocol ip pref 1 u32 th 805:
match c0a8786f/FFFFFFff at 16
match 00060000/00FF0000 at 8

filter protocol ip pref 1 u32 fh 804:

filter protocol ip pref 1 u32 th 804:
match c0a87800/FFFFFf00 at 16
match 00060000/00FF0000 at 8

filter protocol ip pref 3 u32

filter protocol ip pref 3 u32 th 805:

filter protocol ip pref 3 u32 fh 805:
match c0a8786f/FFFffFff at 16
match 00060000/00Ff0000 at 8

filter protocol ip pref 3 u32 th 804:

filter protocol ip pref 3 u32 fh 804:
match c0a87800/FFFfff00 at 16
match 00060000/00Ff0000 at 8

ht divisor 1
:800 order 2048 key ht 805 bkt O flowid 1:20

ht divisor 1
1800 order 2048 key ht 804 bkt O flowid 1:10

ht divisor 1
1800 order 2048 key ht 805 bkt 0 flowid 1:20

ht divisor 1
1800 order 2048 key ht 804 bkt 0 flowid 1:10

protocol goooooooon

pref ooad

u32 oooooooooooo@ooliPO0ooooD)yooooooooooooog
oooooooooo

at 80 at16 0000000ooo00ooooooo0ooooooooooooooon
at8u 0 0oooooooiuoooooooooon

flowid 00oooooooooooogd

002<PQOOOOO >
[ PARENT 1: ]

filter protocol
filter protocol
filter protocol
filter protocol
filter protocol

ip pref 1 fw
ip pref 1 fw handle 0x1 classid 1:3
ip pref 2 fw
ip pref 2 fw handle 0x2 classid 1:2
ip pref 3 fw

filter protocol ip pref 3 fw handle 0x3 classid 1:1
pref ooo
handle TOSO 00 0 MARKD
classid 0o0o0o00o0oooooogin
000Ii:(n)0000100(n):0000000
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Ooo0boooobOoooon

[Packet00ODOOO]O0O00
0O0000000000000000

pkts bytes target prot opt in out source destination
272 39111 MARK all -- eth0 any 192.168.120.111 anywhere MARK set Ox1
83 5439 MARK all -- eth0 any 192.168.120.113 anywhere MARK set 0x2
447 48695 MARK all -- eth0O any 192.168.0.0/24 anywhere MARK set 0x3
0 0 FTOS tcp -- eth0 any 192.168.0.1 111.111.111.111 tcp spts:1024:
65535 dpt:450 Type of Service set 0x62
pkts 0o(@Oo)oooooooog
bytes oo@o)yooooooo
target 00000 (MARKO T0SO )
prot goood
in gooboobooooboo
out goobooboooboo
source goowrgoog
destination goomwroooo
MARK set 0000 0dMARKO
spts oooooooo
dpt goooooog
Type of Service set gooogTosooonO
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O rootO OO
Jdo0d0ooooooooooooooooo
odoooooooooooooooooooon
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ooooo
gboobooboboobobobooobo
googiloeodbooboobgon

ooooo

gboobooboboobobgon
goooboooboobobboobooobooobo
gbooobobgooboobobg

O leaf(O)O OO
leaf OO O00DO0OOOODOOODOODOOODOOO
gooo

O qdisc
goobooooon
gooooooboooooooooo

[DOO1ID0000]

00000000 1000000

00O IDOMAJORO OO MINRO OO 20000

000000000000000000
<MAJORO O >O<MINORO O >

OrootD OO O0O1:000000O0OmmOOCOODO

ooboooooooovacROODonoonooon
oogon

OMINNROOODODOODOOqdiscO0DOD0O0OO0O
gbooboooboboooooog

<gooooooo»>

1: root qdisc
1:1 O
1:10 1:20 1:30 O
10: O leaf
30: qdisc

1001: 1002: leaf
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00 0OTOS

PO O0OOOO0OTOSODOOO0ODOODOOOOOoOonDgon
gboobgooobooboobobooboobboobooboobooboboobooboboon
ooooooood

IPOCOOOOTOSOODOODDOOODOODOOOODOO0ObOoObOOobDbOOoDO<O >
oooo 100 0o

8 Minimize delay (nd)

4 Maximize throughput (mt)
0010 2 Maximize reliability (mr)

1 Minimize monetary cost (mmc)

0 Normal Service

mdOO0OOOO0OmOO000O0O0O0OO00O0OmOO00OO0OO0O0OmcO00O0O0O0O0DOODOODOOODOOO
goobooobooboooo

oooobooooooooTosOboboooooboooooob<d 2

T0S goo oo LinuxO O oo aod
0x0 0 Normal Service 0 Best Effort 1
0x2 1 Minimize Monetary Cost 1 Filler 2
0x4 2 Maximize Reliability 0 Best Effort 1
0x6 3 mmc+mr 0 Best Effort 1
0x8 4 Maximize Throughput 2 Bulk 2
Oxa 5 mmc+mt 2 Bulk 2
Oxc 6 mr+mt 2 Bulk 2
Oxe 7 mmc+mr+mt 2 Bulk 2
0x10 8 Minimize Delay 6 Interactive 0
0x12 9 mmc+md 6 Interactive 0
0x14 10 mr+md 6 Interactive 0
0x16 11 mmc+mr+md 6 Interactive 0
0x18 12 mt+md 4 Int. Bulk 1
Oxla 13 mmc+mt+md 4 Int. Bulk 1
Oxlc 14 mr+mt+md 4 Int. Bulk 1
Oxle 15 mmc+mr+mt+md 4 Int. Bulk 1

gboogooooboo
o00Oo0O000O0OO0O0DOOOOOUOO0ODOUOObO3OoOobosgo)yooo
OO0D00ODO0OPQ Paramater D0 OO OO BandD OO DODOODOOOOODOODOOOO 4O

LinuxODOOOOOOOOOLinuxOO TOSOOODOOOOOOO
000 PQ Paramater OO OO Priority-map0 0000000000 ODOOODOODO Priority-map00O
ooooooag 302
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0O 00TOS

O00Do000ooOo000oOo00ooOoO0UoOoO0DooOOoDO (RrC13490
gooobgoobogTesboboobooboboooboob<g 3

oooooooo | TosOOOO | 0o
__________ _I___________I_____________
TELNET | 1000 | (minimize delay)
__________ _I___________I_____________
FTP | |

Control | 1000 | (minimize delay)

Data | 0100 | (maximize throughput)
__________ _I___________I_____________

TFTP | 1000 | (minimize delay)
__________ _I___________I_____________
SMTP | |

Command phase | 1000 | (minimize delay)

DATA phase | 0100 | (maximize throughput)
__________ _I___________I_____________
Domain Name Service | |

UDP Query | 1000 | (minimize delay)

TCP Query | 0000 |

Zone Transfer | 0100 | (maximize throughput)
__________ _I___________I_____________

NNTP | 0001 | (minimize monetary cost)
__________ _I___________I_____________
ICMP | |

Errors | 0000 |

Requests | 0000 (mostly) |

Responses | <same as request>| (mostly)

O o0oTos0000ObDbDO)YdD<O200000000000D0O0

TesOooboboooboooboobobDbooboooboobooboboboobooboobooo
gbooobooboobobbboobooobooboobobooon
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00 O O DSCP

OOooooobspiffserv)DOOO0OOOOODOOOOODODOOOO
pSsOOpUooOoooiiroooobooToSsO0bOoboooboooooodiffservdOOnooooonoon
gboogeSObooboooooboobooooboon

DiffServ0 0O 0IDOOODSOOODOODOODSCPOOOODOODOQSOODOOOOODOODOOOOOD

o TOSODSOOODOODOOOOO
grosooooOooOon
o 1 2 3 4 5 6 7
[ R S S ————
|Precedence |Type of Service|CU |
Tt U S
gpscPODODOODOO
o 1 2 3 4 5 6 7
S S S . S————
| DSCP | CU |
T
DSCP: differentiated services code point
CU:  currently unused 0O OO OO

pscPO D OO ObOoobOoobobooobOoobobDboobDoobonbon

O 0oooooo 0 DSCPO oood

EF(Expedited Forwarding) 0x2e 00000000000 (RFC3246)

AF(Assured Forwardingd ADD0O000OO00O0300b0ooboobon
AF11/AF12/AF13 Ox0a / Ox0c / Ox0e | OO OODODOOODOODO@MOOHYDODOO
AF21/AF22/AF23 0x12 / 0x14 / Ox16 | OO OO OO OO OO O (RFC2597)
AF31/AF32/AF33 Oxla / Oxlc / Oxle |DOODOOODOODO@M)1>2>3>4(0)
AFA1/AFA2/AF43 0x22 / 0x24 / Ox26 (OO OOOOOO (@) 1>2>3(0)

CS(Class SelectorQd gooToesooooooooooooonooon
cs1 0x08 Precedencel(Priority)
CS2 0x10 Precedence2(Immediate)
CS3 0x18 Precedence3(Flash)
Cs4 0x20 Precedence4(Flash Override)
CS5 0x28 Precedence5(Critic/ESP)
CS6 0x30 Precedence6(Internetwork Control)
Cs7 0x38 Precedence7(Network Control)

BE (Best Effort) 0x00 oo0oooooo@oooog)
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© FAE LA LTt 3 { ~-43200)
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gbobooboboobooban

IPPELZA
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Failed to send to license server[error message] do0dooopooooooboood
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O [error message]l0 000000000000 DOOOOOODOCODO
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PING 211.14.13.68 (211.14.13.86): §6 data bytes

64 bytes from 211.14.13.66: icmp_seq=0 t1/=52 tine=49.5 ns
E4 bytes from 211.14.13.66: icmp_segq=1 tt1=62 tine=65.7 ns
B4 bytes from 211.14.13.66: icnp_seq=2 ti11=52 tine=11.7 ns
E4 bytes from 211.14.13.66: icmp_segq=3 tt1=62 tine=12.0 ns
B4 bytes from 211.14.13.66: icnp_seq=4 t11=52 tine=63.0 ns
B4 bytes from 211.14.13.66: icmp_segq=h t1]=62 tine=52.2 ns
B4 bytes from 211.14.13.66: icnp_seq=8 t11=52 time=12.0 ns
B4 bytes from 211.14.13.66: icmp_segq=7 tt1=62 time=71.4 ns
B4 bytes from 211.14.13.86: icnp_seq=8 tt|=62 time=12.0 ns
B4 bytes from 211.14.13.66: icmp_segq=9 t11=62 tine=11.8 ns

-- 211.14,13.88 ping statistics ---
10 packets transmitted, 10 packets received, 0% packet loss
round-trip minfavg/max = 11.7/37.3/71.4 ns
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PING 211.14.13.86 (211.14.13.88]: 66 data bytes
B4 bytes from 211.14.15.88: icmp_seq=0 ttI1=62 time=12.4 ns

-- 211.14.18.66 ping statistics ---

1 packets transmitied, | packets received, 0% packet loss

round-trip minfave/max = 12.4/12.4/12.4 ns
traceroute to 211.14.13.66 (211.14.13.66), 30 hops max. 40 byte packets
1 192.168.120.16 (192.168.120.15) 1.5456 ms 2.253 ms 1.607 ms

2 192.168.100.50 (192.168.100.50) 2.210 ms 4.955 ms 2,309 ms

3 172.17.264.1 (172.17.264.1) 8.777 m= 21.189 ms 13.946 ns

4 210.136.182.108 (210.135.192.108) 8.205 ms 8.353 ms 9.310 ms

5 210.186.208.34 (210.135.208.34) 36.638 ms 13.323 ms 14.744 n=

B 210.186.208.10 (210.135.208.10) 41.641 ms 40.478 ms R3.233 m=
7O210.171.224.116 (210.171.224.116) 43.948 ms  27.255 ms  36.767 ms
8 36,861 ms  22.890 ms 37.670 ms
36,865 mz 47.161 ms 18.431 ms
62.67% ms 12.989 ms B50.067 ns
38.777 ms 11.380 ms 17.282 ns

211.14.5.288 (211.14.3.233)
3 211.14.3.148 (2171.14.3.148)
10 211.14.3.108 (211.14.3.105)
11 211.14.2.198 (211.14.2.193)
12 % &
13 211.14.12.249 (211.14.12.243) 19.692 ms !X * 15.213 ns ¥
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Apr 26 OOI050TT Tocalhost -- WARE -- ﬂ

Apr 2B 00:25:11 localhost -- MWARK --

hor 20 01:47:59 Iocalhost ranedL438] Glounad cache of § Afssts _
hpr 26 00:37:59 localhost named[436]: USAGE 1013743079 1019556843

CPU=2.52u/2.24s CHILDCPU=0u/0s

Apr 28 00:37:53 localhost named[436]: MSTATS 1013743078 1013556848 A=5

hpr 26 00:37:59 localhost named[436]: XSTATS 1019743073 1019556843 RR=0 RNXD=0
RFwdR=0 RDupR=0 RFail=0 RFErr=0 RErr=0 RAXFR=0 RlLame=0 ROpts=0 SS8ysH=1 Shns=0
SFwdR=3 SDup@=19233 SErr=4 RO=3 RIO=0 RFwdR@=0 RDup@=0 RTCP=0 SFwdR=0 SFail=0
SFErr=0 SNahns=0 SNED=0

hpr 28 01:08:08 localhost -- MARK -- F T MO etz — A FEERLE T,
Apr 26 01:26:00 localhost -- MARK --

Apr 26 01:38:57 localhost named[436]: Cleaned cache of 0 RRsets
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pr 26 02:07:06 localhost - HARK —- godoouobooooooooomoooono
pr 76 02327108 localhost -- MARK —-

her 26 02:99:54 localhost named[436]: Cleansd cache of 0 RRset

Aer 26 02533154 loca host naved[4381: USAGE 1019756394 1019556843 Oo0oooOoooooooa

CPU=2.58u/2.84s CHILDCPU=0u/0s

Apr 26 02:39:54 localhost named[436]: MSTATS 1010756394 1019556843 A=3

Apr 26 02:39:54 localhost named[436]: XSTATS 1019756394 1019556843 RR=0 RNXD=0
RFwdR=0 RDupR=0 RFail=0 RFErr=0 RErr=0 RAXFR=0 RlLame=0 ROpts=0 33vsf=1 SAns=0
SFwd@=3 SDupl=18233 SErr=4 RO=3 RIA=0 RFwdR=0 RDupl=0 RTCP=0 SFwdR=0 &Fail=0
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