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O O O O O
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IPsecO00D0O0OD0O0O0ODOO0ODOOODOODOODODOODLOODODOOODDOODOODbDO0ODbDOODbDODO
gboobogooogoo

goboobmoboboooooooboobooooobooo

[OOO IPsecOO00O0OOOOOOOOOOO]

goooooogo

Aug 3 12:00:14

localhost ipsec_setup:

...FreeS/WAN IPsec started

Aug 3 12:00:20
104 "xripsecl"

Aug 3 12:00:20
106 "xripsecl"
STATE_MAIN_I1;

Aug 3 12:00:20
108 "xripsecl"
STATE_MAIN_12;

Aug 3 12:00:20
004 "xripsecl"
established

Aug 3 12:00:20
112 “xripsecl”

Aug 3 12:00:20
004 "xripsecl”

localhost ipsec_ plutorun:
#1: STATE_MAIN_I1: initiate

localhost ipsec_ plutorun:
#1: STATE _MAIN_12: from
sent MI2, expecting MR2

localhost ipsec__plutorun:
#1: STATE _MAIN_13: from
sent MI3, expecting MR3

localhost ipsec__plutorun:
#1: STATE_MAIN_I14: 1SAKMP SA
localhost ipsec_ plutorun:

#2: STATE QUICK I1: initiate

localhost ipsec_ plutorun:
#2: STATE_QUICK_I2: sent QI2,

IPsec SA established
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Apr 25 11:14:27 localhost ipsec_setup:
...FreeS/WAN IPsec started

Aug 3 11:14:34 localhost ipsec_ plutorun:
whack:phl_mode=aggressive whack:CD_ID=@home
whack: ID_FQDN=@home 112 "xripsecl™ #1:
STATE_AGGR_I1: initiate

Aug 3 11:14:34 localhost ipsec__plutorun: 004
"xripsecl™ #1: SAEST(e)=STATE_AGGR_I2: sent
Al2, ISAKMP SA established

Aug 3 12:14:34 localhost ipsec__plutorun: 117
"xripsecl™ #2: STATE_QUICK_I1: initiate

Aug 3 12:14:34 localhost ipsec_ plutorun: 004
"xripsecl™ #2: SAEST(13)=STATE_QUICK_I2: sent
Ql2, IPsec SA established
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oooobgoodipseciDOoonooonoon
gboobobooobooboobgobobuoobo
oooogooo

[OOO0 IpsecO0O0O0O0O0O0O0OOOO]

000 interface ipsecO0/ethl 218._XXX.XXX.XXX
000

000 "xripsecl": 192.168.xxx.xxx/24
===218 . XXX XXX XXX [@<TA>] ---218 . XXX . XXX . XXX . -

000 "xripsecl™: ...219_ XXX.XXX.XXX
===192_168 . XXX . XXX . XXX/ 24

000 "xripsecl”: ike_life: 3600s; ipsec_life:
28800s; rekey margin: 540s; rekey fuzz: 100%;
keyingtries: 0

000 "xripsecl”: policy: PSK+ENCRYPT+TUNNEL+PFS;
interface: ethl; erouted

000 "xripsecl”: newest ISAKMP SA: #1; newest
IPsec SA: #2; eroute owner: #2

000

000 #2: "xripsecl™ STATE_QUICK_ 12 (sent Ql2,
IPsec SA established); EVENT_SA_REPLACE in
27931s; newest IPSEC; eroute owner

000 #2: “"xripsecl™ esp.32a406c4@219 XXX . XXX . XXX
esp.-1be9611c@218 . XXX . XXX . XXX

tun. 10020219 . XXX . XXX . XXX
tun.10010218 . XXX - XXX . XXX

000 #1: "xripsecl™ STATE_MAIN_14 (ISAKMP SA
established); EVENT_SA REPLACE in 2489s; new-
est ISAKMP

gboboobobooobon

O ISAKMP SA established
O IPsec SA established

goooboobobogipsecbngonOO
oood
gboobooooobooboon
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ooo0b0o0ooooOoooon

[CLASsOOOO]oOO
00000000000000000000

gol<ceboo >
class chg 1: root rate 1000Kbit cell 8b mpu 64b (bounded,isolated) prio no-transmit/8
weight 1000Kbit allot 1514b
level 2 ewma 5 avpkt 1000b maxidle 242us
Sent 33382 bytes 108 pkts (dropped 0, overlimits 0)
borrowed 0 overactions 0 avgidle 6399 undertime 0
class cbg 1:10 parent 1:1 rate 500Kbit cell 8b mpu 64b prio 1/1 weight 50Kbit allot 1500b
level 0 ewma 5 avpkt 1000b maxidle 6928us offtime 15876us
Sent 0 bytes 0 pkts (dropped 0, overlimits 0)
borrowed 0 overactions 0 avgidle 181651 undertime 0
class cbg 1:1 parent 1: rate 1000Kbit cell 8b mpu 64b (bounded,isolated) prio 3/3 weight
100Kbit allot 1500b
level 1 ewma 5 avpkt 1000b maxidle 242us
Sent 2388712 bytes 3843 pkts (dropped 0, overlimits 0)
borrowed 2004 overactions 0 avgidle 6399 undertime 0
class chg 1:20 parent 1:1 leaf 20: rate 500Kbit cell 8b mpu 64b (bounded) prio 2/2 weight
50Kbit allot 1500b
level 0 ewma 5 avpkt 1000b maxidle 6928us offtime 15876us
Sent 142217 bytes 212 pkts (dropped 0, overlimits 0)
borrowed 0 overactions 0 avgidle 174789 undertime 0

parent ooooi

0o02<PQOOon >
class prio 1: parent 1: leaf 1001:
class prio 1: parent 1: leaf 1002:
class prio 1: parent 1: leaf 1003:

prio ood
parent oooaiup
leaf leafO OO ID
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OOO0oOo0O0O00O0O00000

[cLAssO0OO0O0O0OOOOOO]o0OO
gobbooobobooooobooooobooo

goil1<cBoOdooon >

[ PARENT 1: ]

filter protocol ip pref 1 u32

filter protocol ip pref 1 u32 fh 805: ht divisor 1

filter protocol ip pref 1 u32 fh 805::800 order 2048 key ht 805 bkt 0 flowid 1:20
match c0a8786F/FFffffff at 16
match 00060000/00Ff0000 at 8

filter protocol ip pref 1 u32 fh 804: ht divisor 1

filter protocol ip pref 1 u32 fh 804::800 order 2048 key ht 804 bkt 0 flowid 1:10
match c0a87800/FFFfff00 at 16
match 00060000/00Ff0000 at 8

filter protocol ip pref 3 u32

filter protocol ip pref 3 u32 fh 805: ht divisor 1

filter protocol ip pref 3 u32 fh 805::800 order 2048 key ht 805 bkt 0 flowid 1:20
match c0a8786f/FFFFffff at 16
match 00060000/00Ff0000 at 8

filter protocol ip pref 3 u32 fh 804: ht divisor 1

filter protocol ip pref 3 u32 fh 804::800 order 2048 key ht 804 bkt 0 flowid 1:10
match c0a87800/FFFFFF00 at 16
match 00060000/00Ff0000 at 8

protocol oboboooooo

pref ood

u32 oooooooooooo@UuoIwpPOoDooOoO)oooUooDUoooDDooDoDoo
oooooooooo

at 80 atl6 gooooooooooooooooUUoUUUoUoLUULUOLUoLooo
at80 0000000090000 OOoOoooooon

flowid ooooooooopoopoooo

002<PQO0O0OO0 >

[ PARENT 1: ]

filter protocol ip pref 1 fw

filter protocol ip pref 1 fw handle 0x1 classid 1:3
filter protocol ip pref 2 fw

filter protocol ip pref 2 fw handle 0x2 classid 1:2
filter protocol ip pref 3 fw

filter protocol ip pref 3 fw handle 0x3 classid 1:1

pref oo

handle TOSO O [0 MARKO

00000000O0O0OO0OID
OO0O0ID1:(n) 0000100(n):0 000000
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OOo0Oo0O0O00O0O00000

[PacketODOOOOO]OOO
gboboobobooobobgoooo

pkts bytes target prot opt in out source destination
272 39111 MARK all -- eth0O any 192.168.120.111 anywhere MARK set Ox1
83 5439 MARK all -- eth0O any 192.168.120.113 anywhere MARK set 0x2
447 48695 MARK all -- eth0 any 192.168.0.0/24 anywhere MARK set 0x3
0 0 FTOS tcp -- eth0O any 192.168.0.1 111.111.111.111 tcp spts:1024:
65535 dpt:450 Type of Service set 0x62
pkts oo@o)yoooooooo
bytes oo@o)yooooooo
target 00000 (MARKO T0SO )
prot goood
in ogoooooooooooo
out ogoooooooooooo
source gooriwroooad
destination gogoiwroooo
MARK set 00000 MARKO
spts ogooooood
dpt gooooood
Type of Service set gooogTosdoonO
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booOb0b00o0oO0OOoO0O0000n

ceeUbbbobobooboobooobooboboon
oood

O rootO0O0O
gbooboobobooobobooooobon
gobobooobobobooobooooboonbo
gooog

ooooao
goooboobobooboobobooobo
goioooooooooon

ooooao
goooboobobooobooboboobo
goooboobobooboboobuoobo
ooooooooo

O leaf(Q)OODO
leaf 0000000 O0DO0OO0ODOODOOOOOOO
gooo

O qdisc
godobobobooooooooboboboooooo
oono

[0OO1Ip00o0oj

00000000 1ID000000000 IDO
MAJORO OO MINRO OO 20000000000
000000000000

<MAJOR O O >O<MINORDO O >

OrootO0O00O0OO1:0000ooooimpmoogon
oo

goooboooboooMAROOOOonbooon
goooo

OMINOROOODOODODOOOOqdiscOOO0O0O0O
goooboobobooobobogn

<gbgooobgoo >

1: root qdisc
1:1 O
1:10 1:20 1:30 O
10: 1l leaf
30: qdisc
1001: 1002: leaf
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oooTosOonOn

iPOO0ODOO0ODOOOTOSODOOOO0ODO0bOOoobOoooobooboboboobooobOooDbOon
goooboobgooboboobooboobobooboobooobobo

iPOO0OOOoToOSOO 00O DOUOOOoUooOoboOooooboooooDoOoo<O 1>

oooo 1000 OO0
8 Minimize delay (md)
4 Maximize throughput (mt)
0010 2 Maximize reliability (mr)
1 Minimize monetary cost (mmc)
0 Normal Service

mdOOOOOOOmOOOO0ODOOCOOODOOmmOOOOOCOCOmcOO0O0ODOOOOODOODODOOOO
oooooobooooboon

oboooboooooooooTosOboboooooboooooob<d 2>

T0S ooo oOd LinuxO o oo aoo
0x0 0 Normal Service 0 Best Effort 1
0x2 1 Minimize Monetary Cost 1 Filler 2
0x4 2 Maximize Reliability 0 Best Effort 1
0x6 3 mmec+mr 0 Best Effort 1
0x8 4 Maximize Throughput 2 Bulk 2
Oxa 5 mmc+mt 2 Bulk 2
Oxc 6 mr+mt 2 Bulk 2
Oxe 7 mmc+mr+mt 2 Bulk 2
0x10 8 Minimize Delay 6 Interactive 0
0x12 9 mmc+md 6 Interactive 0
0x14 10 mr+md 6 Interactive 0
0x16 11 mmc+mr+md 6 Interactive 0
0x18 12 mt+md 4 Int. Bulk 1
Oxla 13 mmc+mt+md 4 Int. Bulk 1
Oxlc 14 mr+mt+md 4 Int. Bulk 1
Oxle 15 mmc+mr+mt+md 4 Int. Bulk 1

goooooooooboobooOoUooUoboUobobDUoOoobOobobbOOoD3ooobo3ocgH)ooo
OOO0000PQ ParamaterD 00000 BandI 00 DODOOOCOOOOOOODOOOO 4)0

LinuxOOOOODOOOOLinuxDOOTOSOOOOOOOOOOOOO PQ Paramater O O O O Priority-
mpOd 0000000000 0OO0OOOOO Priority-mpO000O0OOOOO
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gooTosoonOo

O000ooO0o00ooOooO00ooOoo00oDoOoO0O0ooDoOOOO (RRCL349)0
gooooooooTesobooooooooboooboo<g 3»

oooooooo | TosOOOO | 0o
__________ _I___________I_____________
TELNET | 1000 | (minimize delay)
__________ _I___________I_____________
FTP | |

Control | 1000 | (minimize delay)

Data | 0100 | (maximize throughput)
__________ _I___________I_____________
TFTP | 1000 | (minimize delay)
__________ _I___________I_____________
SMTP | |

Command phase | 1000 | (minimize delay)

DATA phase | 0100 | (maximize throughput)
__________ _I___________I_____________
Domain Name Service | |

UDP Query | 1000 | (minimize delay)

TCP Query | 0000 |

Zone Transfer | 0100 | (maximize throughput)
__________ _I___________I_____________

NNTP | 0001 | (minimize monetary cost)
__________ _I___________I_____________
ICMP | |

Errors | 0000 |

Requests | 0000 (mostly) |

Responses | <same as request> | (mostly)
__________ 4l

goooTosOODOOOOD)YOO<O2000000000D0DO0O

ToSOboooOobooobooboboboboooboobobobooboooboobooboobon
gbooboobobobobobooboobooboobobooon
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O 0O O DSCP

oooo

OOOoobsEiffserv)UO0ODDOOOOOOODOOO

gooooopsgbooooooowroooogon

ToesO0ODUoOooOooOooogbiffServd D OD0O0OD0ODOODOOODOOQSOODOOODOODODOO

OOOoOoooOodpiffserv0O0OO0OOODSOOOO
oooooood

o TOSODSOOODOOOOODOOO
gTosooooooon
o 1 2 3 4 5 6 7
[ R S S ————
|Precedence |Type of Service|CU |
Tt U S
gpscPOOOOOoOnOO
o 1 2 3 4 5 6 7
S S S . S————
| DSCP | CuU |
T

goooscePUbbonoonboOoSoonoonoog

DSCP: differentiated services code point

CU:  currently unusedd OO OO OO

pscPO D OO ObOoobOoobobooobOoobobDboobDoobonbon

O oogooood 0 DSCPO

AF(Assured Forwarding

AF11/AF12/AF13 0x0a / 0x0c / 0x0e
AF21/AF22/AF23 0x12 / 0x14 / 0x16
AF31/AF32/AF33 Oxla / Oxlc / Oxle
AF41/AF42/AF43 0x22 / 0x24 / 0x26

CS(Class Selectord

CSs1 0x08
€S2 0x10
CS3 0x18
CS4 0x20
CS5 0x28
CS6 0x30
CS7 0x38
BE (Best Effort) 0x00

A0000000O030000o0o0ooooon
0ooooooooooo@oo)yoooo
0000000000 0ORFC2597)
oooooooog@)1>2>3>4(0)
gooooooo @)1>2>3 (@)
gooToesooooooooooooonooon
Precedencel(Priority)
Precedence2(Immediate)
Precedence3(Flash)
Precedence4(Flash Override)
Precedence5(Critic/ESP)
Precedence6(Internetwork Control)
Precedence7(Network Control)
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OOweb OOOOOOO

OWeb OODOO0DOOOOOOODDOOOODOOO
gbooboboobooboboboobooobgoon
god
gbooboboobobobooboooobooo
gboobooobobooooog

gooo
Web OOOOOOWh ODDOODOODOOOOODOOO
gbooobobooooDg

oo0oono

[ web ZEEE BASE) |
. EEEE 000 21-YEE RADIUS 555
MACFFL- 23453 2L AEFE OSSR5E

F 1k EE [OR == AN O {ElTS
2 O Ll (URLESED A ® ¥3
80/tep ES1R [ON G TN O 73

MACT I L 2 o)l © {EALL O #=ETs

URL | |
B SRR
SEHIIETEE %

O 7
O 7

G Tt FI40 R
3 frivigl P2 - ERURL

& O—fi. O RADIUSH —Ji—O—HJlr O RADIUSH —) 4

© FARILAA LT 43 01 ~43200)
O wyavB(LFob % 0~-43200)

O FBEFF B Web TSN D D ERL S E T

Web OODODOOOOOOOOOOODODOOO
god

w

o [O0O
Joodoooooooooooooooooon
Joooooooooooo
00o00oooooooooooOodRLODOOnO)d
J0o0000dooodooooooooooooon
odooooooooooooooog

o 80/tcp O[O
OooooooooiwoDooooooTcPOOO
g Doo0oUuoooOoooooooooooo
O0DO0000OO0O0OoOOOwW OOODOOOO
oo

o MACOUOOODOODO
mcoOoDoobuoobooooboooobooo
gboobooobgo

[VRLO O]
o URL
O000OuURLOOOODOO

ocygnoonoOO
ooooboooboobDOweh DO0OO0OuRLODO
gboobooboboobobobooobo

ocygnoonoOO
gooboboobooobobooboogouwrLDon
gboobooboboobobobooobo
ooooooboooboDoso/tep DOOODOODODO
gbooood

[0OO0]
o0oono
000000000000/000000

o RADIUSO OO -0O00O
gooRADISOODOODOOODOOODOOODOD
gbooboobooboboobooon

o RADIUSO OO
ooOoRrRADINSOOOOOODOODOOODO/OD0O
gog

02



0340 wWweb OOOO

OOweb OOOOOOO

[DoOoOoOO] ooooon

0000000 oooooooooooooog Oo0dobooooobooode4ntdd
gbooobobooooooodoogogoodn

oO0DDOOOOOODO 00o00000000000000
000000000000000000000O

BASE | I-Y®E  RADIUSHF
0000000000000000 T L ART nses
00000300000 No.1 ~16% T

ocOODOODOODODO

| | ]
L] I ]

gboooboooboboobooboboobo
OO0O0OD0OOWwWeh ODOODOODOODOOODODO

0000000000000 000000000 1 | ] O
0oooooooon .| I | L]
000000000000 0000000000 3 ] ] Ll
00000000000000 | . ] O
| I I | =

oc0D0000OWhOODODOOODODDOOOODODOO 6 ] ] O
000 | . I | =
0000000000000000000000 8 ] ] O
000000000 000000 o ] ] O
0000000000000000000000 0 ] ]
uoboobooooooonoo 1 ] ] []
Web0OOODDDOO00000000000000 G | | 0
oO0oooooog T ] =
O

O

O

ooooobooobobooobooboobon

Wb OO0O0O0O0OMOOOOOOOOOOOODOO
OOoO000oO0oOoOo0oo0ooooooOooO0OoOono
ooo0000000oogao

oQgog b
oOogonOd
gboobooobobooooog

gooimooooooooboobgoobooboo
goon
oobooobo@G)oooboooooooobo

o[dQd
00000000 oooooooooooooa

ooboooob/0b000oboOoobobobooooo
god
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OOwWeb OOOOODOO

O RADIUSO O
Oo0oobooobooooboooorADIUSO OOO
gobobooooboboobooooboo

}

32—
) !I E—Ei.--.

Ehm

MACFF L2213 OSSR

PTFLR [

R=tEFES ® 18645 O 1812 OEFEJJEEE:
ensUs-sgE
FPELR ]

H—tEE  ©ieds Omiz O Febdm=
HosistiEseE
NAS-TP- Address [ ]
NAS-Tdentifier ]

TAF A LT I
tru i g AL LTIk

BT
| $5ELAL

BREEE

[OO0O0O0O0O0O00O0]
0000000000000000000

o IPODDOO

o0oooQ

o secret

RADIUSO O OO IPOOOOOOOD DD O secret
00oooooo

[O00DO0000O0O0O0]
0000000000000000000000
o IPODDODO

Nalafalaln

o secret

w

[pOOOOooO]
RADIUSOODOOO0D0D0O0O0000000O0OO
NASOOOOOOOOOORMDMUISOOOOOOO
NASOOODOODODODOO00D0O000
0000000000000

o NAS-1P-Address
oooooooimwrooooooooooo

o NAS-ldentifier
oooooooooooon
oooooooooooon

[DOOOOOORADINSOOOOOOOOOOO
oooOoooooog
oooooboooooooooooboooooooo
oooooo

oD ObOODODOODLO
goboooobobobooobgoooobonbo
FAR I AA LT O

B EL AL

Idle-Timeout 28
fzcend-Idle-Limit 244529
Azcend-Idle-Limit 244

gooooo
rRADILSOOOODOOOOODOODOOOOODO
gooooobgooooboboob
gbooobgoboboboboobobobon
gooooobobooooo

0O Idle-Timeout 28
Idle-Timeout (Type=28)0 OO0 0O OOOONO
ooooooooooon

O Ascend-Idle-Limit_244/529
Ascend-lIdle-Limit (Vendor-Specific Attribute
Type=26, Vendor-1d=529, Attribute Type=244)
g0o00oooooobooooooooog

O Ascend-Idle-Limit_244
Ascend-ldle-Limit (Type=244) OO O0ODOOO
oooooooooooooo

04
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OOweb OOOOOOO

ocOObOODOODODO
gbobooobobooobooboooobonbog
tZo il A L7 Ok ETELAL v

Session-Timeout 27
fizcend-Maximum-Time 194/628
O0o0oo Azcend-Maximum=-Time 124

rRADILSOOOODOOOOODOODOOOOOD
gooooobooooboboob
gbooobgobobobobooboobob
goopooobobooooo

[0 Session-Timeout 27
Session-Timeout (Type=27)0 00 OO0 OONO
ooooooooooogoo

O Ascend-Maximum-Time_194/529
Ascend-Maximum-Time (Vendor-Specific Attribute
Type=26, Vendor-1d=529, Attribute Type=194)
00000D00oo00oooOoooOooooooon

0 Ascend-Maximum-Time_194
Ascend-Maximum-Time (Type=194)0 00000
oooooooooooooooo

O 0DoOoO0oOooDoograbusoonooog

U obobooobgoooobooboo

gbooooboogbboobooboobob
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OOweb OOOOOOO

OMACOOOODOOOO

Web OO0DODOOO0O0ODODOOOOODOOOODOO
gbooobooooovacobbonoooogoon
gboboooooooopgbooboobgobobon
goooo

gooobooovAChOoobonoooMaconon
gooowrobgooooooooobgoonooo
gooooDiwoooooobo/ocobDooiaro
gboobooooobooboon
gooobooosacoonboobboboboonoo
gbooboooboboooooog

BERE I-FHE RADIUS 5% 5
MACTFL2DL8  2ULBHE DZ3E
MACTFLA 2872 =2 hik HEXE

MACEE L2 2L A REAETT

MAGT | 2 241200 3R IE TN

oboooooovacObooooboobobooog
O0oobmvACO D ODO0OD OO0 0D OO MAC
goggogoogoogooonooogooon

MACTFLATILEM B
MACTFRL A | |
ABTz -2 | |

81
BN

[MAicOODODOODODODOO OO]

o MACODO OO
goooboobobobooboboooMACchOonoo
gooogog

onogoouoOoO
gbobooobobobooobooooboonbo
gbooooboobond
ooooboobobobooboooboobon
O00AOO0OO0ODOOOODOOOOOOOO0DOOOO0

o[dQd
000o0oooooooooooooooooon
oooooooobooooooooooo

gobooboooobomoobooooboobooo
gooogo
gbobooboboboobgobooboobo

00:01:02:03:04:05 ethl el iR HIER

gboooobobooboboooboobuoobo
gooogo

o[dQd

0000000000000 oooooooooa
ooooooon
00000000000 o0 oooooooooa

o0
ood0obodoodoooobOooooooooo
oooooood
0odobodoooooobDmooooooog
0oooooboooooboooooooo
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OOweb OOODOOOO

ooooooo ooooao
Web 0000000000 00O00OO0ODOO0OO Wb OOODOOODOOOOODOODOOOOOOOO
00000000000000000000000 000000

000000000000000 [ Web pue g |
000000000000000000000000 Mmﬁiﬁﬁ 1 SE RADIUS SR
MACFFLZTL3  24L2HF = OUHEF
00000000 oo0ooo
LS=a [OFCS:=: AN O aysloel 2 B1%
D00000000000000O0O00oOn T ot A0 @) AL O syshoel = 15
[ Web ASEOCNABZE | —
E-¥ 30 I-WEFE RADIUS S5 5 HEXRE

MAGFFLZ20l%2 ZqLBFBE | OS3FE

gbobooboboobobgoobo

opogonoO
Web OO0ODOOODOOOOODOODOOOO

goboobobooobooboobobuoobo
gboobogooogoo

OWeb 00000000 DOOOODOOOO <00o0ooooood»>
Mo 11k Apr 7 17:04:45 localhost httpd[21529]:

T
[ AAi || Eks | BAZE | Web Dl

[ fr=m=a wm | en | gmbae | RARTILA EMRAH| BTATIUA  BCAE-E P ve/on EUAMOTILA L0d W

1 m | .

ke < LGOI E 19,

[error] [client 192.168.0.1] user abc: au-
thentication failure for "/": password mis-
‘ “oua 3 % match
oooooooIwrooooooooooooon
Web OODOOODODODOOODOODOODOO

Ooooboboooooo2r0 OOODOOO0OoO ocbpgooon
ooo0oo0oocooooboogono Web DUOOODOOOOOODOOOOOODO

<doooooooog >

Apr 7 17:04:49 localhost authgw: 192.168.0.1
- abc [07/Apr/2003:17:04:49 +0900] "GET /
HTTP/1.1" 200 353
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OOweb OOOOOOOOOO

gooooooooonod

looooDooooDOooOoOoDOooo
goboboobobobooboboooobon

http://<0000 IPODODOQO >/login.cgi

2000000000000000000000
goooogimbooboooboooooon

3 000000000000000000000

gboboooobooboboboooooboon
gooog

<O00O0Ooooooo»>
You can connect to the External Network

(abc@192.168.0.1).

Date: Mon Apr 7 10:06:51 2003

oooo0o0000000000

Web 00000000000 OO00OO00OOO
000000000000000000000O0
Doooooo
0D0000O0000O0O000000

RADILSOOOOONO
goooboorADIUSOOOODOOOOOODOOOn
goOoRADIUSOOOOODOOOOODOODOOO
oogon

RADINSO OO OO0ODOODOOODOO0ODOOS000
oooooos3oogon
gooobooboboooboobobooobo
goobooobobooooooDg

oooaoo

goooboooboboOmrAaDIUSODODOOOO
gooobooobobooo -cooboobg
OOHTTP BasicO OO OODOOOOO

OOMRADIUSOOOOO0OOODOOOOOOO -
RADIUSO OO OO User-Password D 0 OO 0O
(PAPHOODOODOODOO
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OOweb OOOOODOODOODOO

Oweb OOOOO0OOODOODODOOOODODOOO
ooobooboooobooo@oo)yomwooo
ooooo/000oooOooobboooooon
gooogno
gbooooobooobobooboobuoobo
go

gooboobobooobobooooobon

Dooooo(@oooon) |
0
0
D0D000O(Web 00DO000)
0
0
| MACO OO ODODO |
0
0
| web 0DODOOOOIPOODOO |
0
0
00000D000D0000000

OWeb OOODOOO0ODOODOOOOODOOOO
gboooboobooobobooboo

ooooooooooooooooooOwen 0O
goboboobobobooboboooobon
Web OOOODOOOOOODOOOOOODODOOO

Web OO0DOOOOO0ODOOOOmMOOOODOO
gboboobobooobobgooobo
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BEIL 2 OB OFEETs
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PEESIEE
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D000000000000000000Onon
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goooboooooboooproPOOOODOOO
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gboobooobobooooog

o Log
gobooboooobooboooboooboboooo
ooooooooogoo
oobooooboooboooboooobbOoooo
goooobobooooobooboboooobooo
ooooooo

o4O
gboboooooooopgbooboobobobon
gbobooboboooboo

gxXRroooooboboooboboobuooobon
gooogog
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gboboooooooopgbooboobobobon
gboobooobobogoooobg
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ooooad

EEDA

goboboooboboboobobooboonbo
ooooboobobooobooonogon

oOd0O
gooooooooooooooxxoooogo
O000D00000oooODo0o0o0oooobooo
ooooooooooo

000 - MEWRM  Microsoft Internet Explorer

] S-THRTINALE & 10-37b

god
goooopcOb0bObDO0ODbDObODbDODO
gogo

oogd
gooobogoepcOo0boobooboobg

oQQd
0o0o0oooooooOo0oo0oooooooooo
oooooooooooooooo

O OWeb OOOODOOC 80/tcp0O00O0ODOURLD
gbooobooboboooboobooobo

OWeb OOOOODOOOOODOOODODOO
Oweb OOODOOODOOOODOODODOOODOOO
RrLOODDODOOOODOO
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Failed to connect to external DB[error message] goooooooooooooooo
Failed to send to external DB[error message] gooooooooooooooog
Failed to receive from external DB[error message] goooooooooooogoooo
Failed to connect to license server[error message] 00o0o0oooooooooooooo
Failed to send to license server[error message] oo0o00ooobooooooooa
Failed to receive from license server[error message] Jo0o0ooobOooDooooooon
Failed to authenticate with license server 00o000o0obOooooooooo

O [error message]J 00O 0OOO0OOOODOOOOODOOOOO
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FQDNE 2| ZIPFE LA

AR =Dz — A Mg E LB
O EERE O FI-FH2 O FILF# O TILF#4
() Ether0 () Etherl

p
ing & Edih l:l

gl
count zize timeout
=T

FQDNE 2| ZIPFE LA

Trace Route AFwal
(&) UDP O IGMP
=T
O EERE O TILFH2 O FIFHE3 O FIFH
() Ether@ () Etherl
ST kAT Ozom |
(=7 | [#E#xr

Device [::::::] CapCount[:::::] CapSize [::::]

Dump Filter

PacketDump TypePcap

R I D RAT A X IERET 94 Mbyte TH
e T ERT T FOAEEL DS BUET

[ =7 | [ #8&7% |

0000 XR-5100

[PingOOO]
000000000000 PingD00O0O0OODO

o FQNO OO IPODDODO
FODN(ww.xxx.co.jp00000000)00000
IPOO0O00D0OOOO0

ocOOODOObOObOObOOO
pigD00000OC0O00OCOO0O0DOOOO0OO
gbooobooooooooobooon

ocOOoOO

[ count
OO0O0OpingDODOOOOODOOODOO
oooobgoobi-10000 boobwooo

Osize
O00D0oooood@yte)DOOooono
O00o0o0O00odse-1500000000056000
gsuoooiIcMpOOOODOOODOOODOOOe40
gooiMPODODOOOOOOOOMOd

0 timeout
pig0 00000000000 DOO0OO
O000000001-300000000 3000

gboooboboooboboobboobooobon

gogog

EITHR

PING 211.14.13.66 (211.14.13.86): §6 data bytes

B4 bytes from 211.14.13.66: icmp_seq=0 t11=52 tine=44.5 nsz
E4 bytes from 211.14.13.66: icmp_seq=1 tt]=62 time=65.7 msz
B4 bytes from 211.14.13.66: icmp_seq=2 t11=52 tine=11.7 ns
E4 bytes from 211.14.13.66: icmp_seq=3 tt]=62 time=12.0 nsz
64 bytes from 211.14.13.66: icmp_seq=4 t11=52 tine=69.0 ns
E4 bytes from 211.14.13.66: icmp_seq=5 tt]=62 time=58.3 ns
64 bytes from 211.14.13.66: icmp_seq=6 t11=52 tine=12.0 ns
E4 bytes from 211.14.13.66: icmp_seq=7 tt1=62 tine=71.4 nsz
B4 bytes from 211.14.13.66: icnp_seq=8 t11=52 tine=12.0 ns
B4 bytes from 211.14.13.66: icmp_segq=9 t11=62 tine=11.8 ns

-- 211.14,13.B8 ping statistics ---
10 packets transmitted, 10 packets received, 0% packet loss
round-trip minfavg/max = 11.7/37.3/71.4 ns
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PING 211.14.13.86 (211.14.18.88]): 66 data byles
B4 bytes from 211.14.18.66: icmp_seq=0 tt1=62 time=12.4 ms

== Z11.14.13.86 ping statistics ---

1 packets transmitted, 1 packets received, 0% packet loss

round-trip minfave/max = 12.4/12.4/12.4 ns

traceroute to 211.14.13.66 (211.14.13.66), 30 hops max, 40 byte packets
192.168,120.15 (192.168.120.15) 1.545 ns 2.253 ms 1.607 ms

2 192.168.100.50 (192.168.100.50) 2.210 ns 4.955 ms 2.308 ms
172.17.264.1 (172.17.264.1) 8.777 ms  21.189 m=  13.946 ns
210.135. 192,106 (210.135.192.108) 8.205 ns 8.953 ms  9.310 ms
210.135.208.54 (210.136.208.34) 35.536 ns  18.923 ms  14.744 ms
210.135.208.10 (210.135.208.10) 41.641 ns 40.476 ms £3.283 ms
210.171.224.116 (210.171.224.115) 48.348 ns 27.255 ms 3B.767 ms
EU01.14.3.288 (211.14.8.288) 96.881 me  B3.390 ms 37.879 ns

9 211.14.3.148 (211.14.3.148) 38.386 m= 47.161 ms  18.491 ms

10 211.14.3.106 (211.14.3.106) §3.573 ms 12.889 ms 50.057 ms

11 211.14.2.1893 (211.14.2.193) 17.282 ms

12 ko

13 211.14.12.249 (211.14.12.249)

33.777 me 11.380 ms

19692 ms M & 15.213 ms '¥

PingOTrace RouteO O OO OOOOOOOODO
OooO00OO0OOoOoNsODOODOODOODOOOO
o00o00oDOoOoO0o0ooooOoOoDoooOowooo
oo0oooOo0oOoDooooonooo
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[PacketDump TypePcapO O O]
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00000000000000D00000000
000000000000

o Device
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o CapCount
Ooodoooooooooooooono
1-9999990 00000000
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