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[DOO IPsecO0OO0OOO0ODOOOOODOOO]

gogogogoon

Aug 3 12:00:14 localhost ipsec_setup:
...FreeS/WAN IPsec started

Aug 3 12:00:20 localhost ipsec_ plutorun:
104 "xripsecl™ #1: STATE_MAIN_I1: initiate

Aug 3 12:00:20 localhost ipsec_ plutorun:
106 "xripsecl™ #1: STATE_MAIN_I2: from
STATE_MAIN_I1; sent MI2, expecting MR2

Aug 3 12:00:20 localhost ipsec_ plutorun:
108 "xripsecl" #1: STATE_MAIN_I3: from
STATE_MAIN_I2; sent MI3, expecting MR3

Aug 3 12:00:20 localhost ipsec_ plutorun:
004 “xripsecl" #1: STATE_MAIN_I4: 1SAKMP SA
established

Aug 3 12:00:20 localhost ipsec_ plutorun:
112 “xripsecl" #2: STATE_QUICK I1: initiate

Aug 3 12:00:20 localhost ipsec_ plutorun:
004 “"xripsecl™ #2: STATE_QUICK_ 12: sent QI2,
IPsec SA established

oo0ooooooogogoo
Apr 25 11:14:27 localhost ipsec_setup:
...FreeS/WAN IPsec started

Aug 3 11:14:34 localhost ipsec__plutorun: whack:
phl_mode=aggressive whack:CD_ID=@home

whack: 1D_FQDN=@home 112 “xripsecl" #1:
STATE_AGGR_I1: initiate

Aug 3 11:14:34 localhost ipsec__plutorun: 004
"xripsecl” #1: SAEST(e)=STATE_AGGR_I2: sent Al2,
ISAKMP SA established

Aug 3 12:14:34 localhost ipsec__plutorun: 117
"xripsecl” #2: STATE_QUICK_I1: initiate

Aug 3 12:14:34 localhost ipsec__plutorun: 004
"xripsecl™ #2: SAEST(13)=STATE_QUICK_I2: sent QI2,
IPsec SA established
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Ooooooo O ISAKMP SA established
O IPsec SA established

[OOO IpsecO000O0O0O0OOOOO]

000 interface ipsec0/ethl 218.XXX.XXX.XXX
000

000 "xripsecl™: 192.168.xxx.xxx/24
===218 . XXX . XXX . XXX [@<Td>] -—-218 . XXX . XXX - XXX - . .

000 "xripsecl™: ...219.XXX.XXX.XXX
===192. 168 . XXX . XXX . XXX/ 24

000 "xripsecl”: ike_life: 3600s; ipsec_life:
28800s; rekey margin: 540s; rekey fuzz: 100%;
keyingtries: 0

000 "xripsecl”: policy: PSK+ENCRYPT+TUNNEL+PFS;
interface: ethl; erouted

000 "xripsecl": newest ISAKMP SA: #1; newest
IPsec SA: #2; eroute owner: #2

000

000 #2: "xripsecl" STATE_QUICK 12 (sent QI2, IPsec
SA established); EVENT_SA REPLACE in 27931s;
newest IPSEC; eroute owner

000 #2: "xripsecl" esp.32a406c4@219 . XXX . XXX . XXX
esp.1be9611c@218 . XXX . XXX . XXX
tun.1002@219 . xxX. XXX . XxX tun.1001@218.XXX.XXX.XXX

000 #1: "xripsecl” STATE_MAIN_I4 (ISAKMP SA
established); EVENT_SA REPLACE in 2489s; newest
1SAKMP
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goooooooon

qdisc pfifo 1: limit 300p
Sent 9386 bytes 82 pkts (dropped 0, overlimits 0)

qdisc > 00000000

20: > 000000000000O0O0OO1ID

limit > 0000000000000 O0OO

Sent (nnn) byte (mmm)pkts -> OO0 0O00OOOO0ODOOO
dropped -> 00O O0OO0OO0O

overlimits > 0000000000 ODOOOO

qdisc sfg 20: limit 128p quantum 1500b flows 128/1024 perturb 10sec
Sent 140878 bytes 206 pkts (dropped 0, overlimits 0)

limit (nnn)p -> 000000000 O0O0OO

quantum -> DO OO0 Q0O4Qg

flows (nnn)/(mmm) -> mmmO0 000 0000000000000 0O0O000O00CO nnnO00O
perturb (n)sec -> 0000000000

qdisc tbf 1: rate 500Kbit burst 1499b/8 mpu Ob lat 4295.0s
Sent 73050 bytes 568 pkts (dropped 2, overlimits 17)

rate > 000000 O0QdoO

burst -> 0000000

mpu > 0 O0O0O0O00O0O0O

lat > 00000tfO0OD0OO0O0OOO0OO

qdisc cbq 1: rate 1000Kbit cell 8b mpu 64b (bounded,isolated) prio no-transmit/8 weight
1000Kbit allot 1514b
level 2 ewma 5 avpkt 1000b maxidle 242us
Sent 2420755 bytes 3945 pkts (dropped 0, overlimits 0)
borrowed 0 overactions 0 avgidle 6399 undertime 0

bounded, isolated -> bounded,isolated 0 0000000 (boundedD 0O 000 OO O isolated

ooooooog)

prio > J000000@OOO reotODO0O00O0OOprio0OOCOOOO)

weight -> 0 0000000000000

allot -> 00000000000

ewma -> 0000000000

avpkt -> 000000000

maxidle -> 00000000 0OOCOOODODOO

borrowed -> 0000000000 OCOO0OOO

avgidle -> EWAO OO ODOOOOOOOOOODOOOOODOOOODOOO
goddoOoodOooooOoUobooOooOoogooooogoro*gooon
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[CLAssOOOO]JoO0O0
gobooooboboobobgoooobo

goiceooonon)

class cbg 1: root rate 1000Kbit cell 8b mpu 64b (bounded,isolated) prio no-transmit/8
weight 1000Kbit allot 1514b
level 2 ewma 5 avpkt 1000b maxidle 242us

Sent 33382 bytes 108 pkts (dropped 0, overlimits 0)

borrowed 0 overactions 0 avgidle 6399 undertime 0
class cbq 1:10 parent 1:1 rate 500Kbit cell 8b mpu 64b prio 1/1 weight 50Kbit allot 1500b
level 0 ewma 5 avpkt 1000b maxidle 6928us offtime 15876us

Sent 0 bytes 0 pkts (dropped 0, overlimits 0)

borrowed 0 overactions 0 avgidle 181651 undertime 0

class cbq 1:1 parent 1: rate 1000Kbit cell 8b mpu 64b (bounded,isolated) prio 3/3 weight
100Kbit allot 1500b

level 1 ewma 5 avpkt 1000b maxidle 242us
Sent 2388712 bytes 3843 pkts (dropped 0, overlimits 0)
borrowed 2004 overactions 0 avgidle 6399 undertime 0

class cbg 1:20 parent 1:1 leaf 20: rate 500Kbit cell 8b mpu 64b (bounded) prio 2/2 weight
50Kbit allot 1500b

level 0 ewma 5 avpkt 1000b maxidle 6928us offtime 15876us
Sent 142217 bytes 212 pkts (dropped 0, overlimits 0)
borrowed 0 overactions 0 avgidle 174789 undertime 0

parent -> JO 40 ID

dd2Po00000)
class prio 1: parent 1: leaf 1001:
class prio 1: parent 1: leaf 1002:
class prio 1: parent 1: leaf 1003:

prio -> 000
parent -> JO 40 ID
leaf -> leaf O O 0O ID
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[ PARENT 1: ]

filter protocol ip pref 1 u32

filter protocol ip pref 1 u32 th 805: ht divisor 1

filter protocol ip pref 1 u32 fh 805::800 order 2048 key ht 805 bkt 0 flowid 1:20
match c0a8786f/FFFFFFff at 16
match 00060000/00Ff0000 at 8

filter protocol ip pref 1 u32 th 804: ht divisor 1

filter protocol ip pref 1 u32 fh 804::800 order 2048 key ht 804 bkt 0 flowid 1:10
match c0a87800/FFFfff00 at 16
match 00060000/00Ff0000 at 8

filter protocol ip pref 3 u32

filter protocol ip pref 3 u32 fh 805: ht divisor 1

filter protocol ip pref 3 u32 th 805::800 order 2048 key ht 805 bkt O flowid 1:20
match c0a8786F/FFFFffff at 16
match 00060000/00Ff0000 at 8

filter protocol ip pref 3 u32 fh 804: ht divisor 1

filter protocol ip pref 3 u32 th 804::800 order 2048 key ht 804 bkt O flowid 1:10
match c0a87800/FFFFFf00 at 16
match 00060000/00Ff0000 at 8

protocol -> 0O 0O0OOOOOO

pref -> 000

ul2 > 0000000000000 00D00000o0o0og

at 80atl6 > 0000000000 DOODOODOOODOODOOOOOOODOOODOODOOO
at 80 0000000090000 DOODOODOoOoO

flowid > 000000000000 0O0O0O

go2eo0ooog)

[ PARENT 1: ]

filter protocol ip pref 1 fw

filter protocol ip pref 1 fw handle 0x1 classid 1:3
filter protocol ip pref 2 fw

filter protocol ip pref 2 fw handle 0x2 classid 1:2
filter protocol ip pref 3 fw

filter protocol ip pref 3 fw handle 0x3 classid 1:1

pref -> 000
handle -> TOSO O O MARKO
classid -> 0000000000O0OCOID
gogiu il:(n) doooloon:00ooood
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[Packet0 00OO00]000
000000000000000000

pkts bytes target prot opt in out source

272 39111 MARK all -- eth0 any 192.168.120.111
83 5439 MARK all -- eth0 any 192.168.120.113

447 48695 MARK all -- eth0 any 192.168.0.0/24
0 0 FTOS tcp -- eth0 any 192.168.0.1

65535 dpt:450 Type of Service set 0x62

pkts -> 00 @O 0)OODODOODOOO
bytes -> 00 (@ 0O)ODOODOOOO
target -> 00 00O (MARKO TOSO)
prot -> 0O0QOO0OO
in->0000000000000
out > 0000000000O00O0O0O
source > QOO IPOOOO
destination -> OO O IPOOOO
MARK set -> 00O 00O MARKO
spts > 0JOoodoooo

dpt > 00000000

Type of Service set -> 00000 TOSOODOO
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iPOO0O000OO00OOOTOSODOOOOOOOOOOOO0DOObOOOoDOOobOobOOoOoDLOOobbOODODO
goooboobooboobobooboobuoobobooboobooo

iPODO0OOTOSOOOODOOO0DOOLDOOOODbOOobOOoOobOoobOobDoDOo<b 1>

oooo 1000 00
8 Minimize delay (md)
4 Maximize throughput (mt)
0010 2 Maximize reliability (mr)
1 Minimize monetary cost (mmc)
0 Normal Service

mdOOOOOO0OOmtOO0OO0O0OCOOOO0OOmOOO0OOOCOmcO0O0O0ODOOOOODOODOOOO
gboooboobgooobon

gooobgobgobooooboTosgoboboobooboobod<g 2>

TOS ooo 0Od LinuxDO OO ooo
0x0 0 Normal Service 0 Best Effort 1
0x2 1 Minimize Monetary Cost 1 Filler 2
0x4 2 Maximize Reliability 0 Best Effort 1
0x6 3 mmc+mr 0 Best Effort 1
0x8 4 Maximize Throughput 2 Bulk 2
Oxa 5 mmc+mt 2 Bulk 2
0xc 6 mr+mt 2 Bulk 2
Oxe 7 mmc+mr+mt 2 Bulk 2
0x10 8 Minimize Delay 6 Interactive 0
0x12 9 mmc+md 6 Interactive 0
0x14 10 mr+md 6 Interactive 0
0x16 11 mmc+mr+md 6 Interactive 0
0x18 12 mt+md 4 Int. Bulk 1
Oxla 13 mmc+mt+md 4 Int. Bulk 1
Oxlc 14 mr+mt+md 4 Int. Bulk 1
Oxle 15 mmc+mr+mt+md 4 Int. Bulk 1

cooooooooboooboObOUOoOoDObOUOOODObOODbOUOODDOOOy@EOOO3uO)YDDODO
OO0000PQ ParamaterU 00000 BanddD 0O ODOOCOOODOOCOOODOOOO 4O

LinnxOOOOOOOOOLinuxODOTOSOOOODOODOODOOODOO PQ Paramater 0 O OO Priority-
mpdO0O00000O00O0OO0ODOOOOON Priority-mapO000OO0O0OO0OOO
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ooooooooooobooooooboooooDbooOooooDboOoOn (RRCL349)0
gobogoooogogrTesoooboobobooboob<d 3>

ooooooog | TosOODOO | 00
__________ _I___________I_____________
TELNET | 1000 | (minimize delay)
__________ _I___________I_____________
FTP | |

Control | 1000 | (minimize delay)

Data | 0100 | (maximize throughput)
__________ _I___________I_____________
TFTP | 1000 | (minimize delay)
__________ _I___________I_____________
SMTP | |

Command phase | 1000 | (minimize delay)

DATA phase | 0100 | (maximize throughput)
__________ _I___________I_____________
Domain Name Service | |

UDP Query | 1000 | (minimize delay)

TCP Query | 0000 |

Zone Transfer | 0100 | (maximize throughput)
__________ _I___________I_____________

NNTP |  ooo01 | (minimize monetary cost)
__________ _I___________I_____________
ICMP | |

Errors | 0000 |

Requests | 0000 (mostly) |

Responses | <same as request>| (mostly)
__________ S S

googTosO0OooOoODOoO)ydO<O20000000000000

Teshoooooooboobobooboobooboooboooooboobooboooboobo
gboobooboobobbooobooboboobooboon
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OOoOooobseiffserv)U00DOOO0OO0OO0OODOOOODOOODSOOOOOOOOMWRODOODOOO
TosOOOoOopoOoOoooooOodbiffservd 00000 DOOOODOOQSOOODOOOOODOO
DooooogogpiffServD000D00OODSOOODODOOODSCPOOOOODOOOQsSOODODOOOO
gooood

o TOSO DSOOOOOODOODOOO
gToesgoooOooon
0 1 2 3 4 5 6 7
s T R AP
|Precedence |Type of Service|CU |
S SRS S S S_—
gpscPOOOCOOOnOO
0o 1 2 3 4 5 6 7
S SRS S
| DSCP | CU |
T T T T
DSCP: differentiated services code point
CU:  currently unusedD 0 OO0 OO

pscPObboOogbOobooobooboboogbobooobooboooooDo

O 0oooog 0 DSCPO oooo
EF(Expedited Forwarding([ Ox2e 00000000000 (RFC3246)
AF(Assured Forwarding[ A00000000300000000000
AF11/AF12/AF13 0x0a / Ox0c / Ox0e | DOOODOOOOOOOO@OO)DODOO
AF21/AF22/AF23 0x12 / O0x14 / Ox16 | OO OO0 DO O OO O (RFC2597)
AF31/AF32/AF33 Oxla / Oxlc / Oxle (DOODOODOODO@)1>2>3>4(0)
AF41/AFA2/AF43 0x22 / 0x24 / Ox26 (DO ODOOOOO ((@)1>2>3(0)
CS(Class Selectord gpooToesoooopooooooooooad
Cs1 0x08 Precedencel(Priority)
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<O000opooooog >

Apr 7 17:04:45 localhost httpd[21529]:
[error] [client 192.168.0.1] user abc: au-
thentication failure for "/": password mis-
match

<dooooooooo >

Apr 7 17:04:49 localhost authgw: 192.168.0.1
- abc [07/Apr/2003:17:04:49 +0900] "GET /
HTTP/1.1"™ 200 353
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You can connect to the External Network

(abc@192.168.0.1).

Date: Mon Apr 7 10:06:51 2003
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FRDME fIRIPFE L2

A2 8=z — ZAMIEE (LB
O E@E| ¢ FFee & FIFH O FILFH

{~ Ether0 (™ Ether {~ Ether?

—

=T

Fing

* Toit

FRDME fZIPFE L2

Trace Route

=£{T

(o E@H & 7 FH2 O FikFH: O Tl Fae

(" Etherl (™ Etherl

—

=1 |

i~ Ether2

Ao  Emith

fERFET

o pingO OO
0000000 XR-54000 PingDOOOCOOO
FQDN(www.xxx.co.jp0 000 0000)YDODOODO
IPOO00OO00O0ODOCDODOO0OO0OODOOOOOO
O0pingDO000O0O0OOOODOOODOOODOODO
oooooo@oo)

googno

EiTiRE

PING 211.14.13.66 (211.14,13.66): 56 data bytes

E4 bytes from 211.14.13.66: icnp_seq=0 tt1=562 time=49.5 ms
E4 bytes from 211.14.13.66: icmp_zeq=1 tt1=52 time=65H.7 ms=
E4 bytes from 211.14.13.66: icmp_seq=2 1t1=H2 time=11.7 ms
B4 bytes from 211.14.13.66: icmp_seqg=3 1t1=5H2 time=12.0 ms=
E4 bytes from 211.14.13.66: icnp_seq=4 tt1=52 time=69.0 ms
B4 bytez from 211_.14.13.66: icmp_seqg=§ 1t]=52 time=68.3 ms=
B4 bytes from 211_14.13.86: icmp_seg=F 1t1=52 time=12.0 ms=
E4 bytes from 211.14.13.66: icnp_seq=7 tt1=562 time=71.4 ms
E4 bytes from 211.14.13.66: icnp_seq=% tt1=562 time=12.0 ms
E4 bytes from 211.14.13.66: icmp_zeq=9 tt1=52 time=11.8 ms

--- 211.14.13.88 ping statistics ---
10 packets transmitted, 10 packets received, 0¥ packet loss
round-trip minfave/max = 11.7/37.3/771.4 ns

o traceroute O 0O
godoooobouoooobodoooon
O000pingDOOOOFNOOOO IPOODO
gofdoooooooobooooonood

googn
EITER

PING 211.14.13.86 (211.14.13.66): 56 data bytes
B4 bytes from 211.14.13.66: icmp_seq=0 1t1=52 tine=12.4 ms

--- 211.14.13.6F ping statistics ---

1 packets tranzmitted, 1 packets received, 0¥ packet loss

round-trip minfavg/max = 12.4/12.4/12.4 ns
traceroute to 211.14.13.66 (211.14.13.868), 30 hops max, 40 bvle packets
1 182.168.120.15 (192.168.120.16) 1.545 ms 2.253 mz 1.B07 ms

2 192.166.100.50 (192.168.100.50) 2.210 ms 4.956 ms 2.309 ms
3172.17.284.1 (172.17.284.1) 8,777 ns 21.189 ms  13.946 ns

4 210.186.192.108 (210.136.192.108) 9.206 ms £.963 ms 9.210 ms

5 210.135.208.34 [210.135.208.34) 35.538 m= 19.923 ms 14,744 ns

B 210.135.208.10 (210.135.208.10) 41.641 m= 40.476 ms B3.293 ms
TO210.171.224.118 (210,171,224, 1160 43.948 ns  27.255 ms  36.767 ms
8 211.14.3.283 (211.14.3.233) 3B.8B1 ms 33.890 ms 37.879 ns

9 211.14.3.148 (211.14.3.148) 36.966 ms 47.161 ms 18.491 ns
10 211.14.3.1068 (211.14.53.1068) 53.67% ms 13.889 ms 60.067 ns
11 211.14.2.193 (211.14.2.188)  33.777 ms 11.380 ms 17.282 ns
12 % & ®
13 211.14,12.249 (211.14.12,248)  19.692 ms !¥ # 15.213 ns !X

pingdtraceroute 0000 00O0OO0OOOOOODO
OO0O00O0OO0OOpNSOOO0O0oOoOooooon
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Apr IE UUEUEEII Tocalhost - WARL -- B
:E; gg ggg?é; lsgzmzi ;;m!:’?iﬁéi: Cleaned cache of 0 RRsets M
APr’_ES 00:237:69 \Dca\hosf named [438]1: USAGE 1019743079 1019566843
hor 2500157555 lasa host naned[1SE]: NSTATS 1019745078 1019856043 43 bodbooooboobaobodoaoodn

4pr 28 00:37:59 localhost named[436]: XSTATS 1013743079 1019568842 RR=0 RNXD=0

RFwdR=0 RDUpR=0 RFail:0 RFErr=0 RErr=0 RANFR=D RLane=0 RDpts:] 3SysO=| Shns=0 B S

SFudl=d SDupQ=19299 SErr=4 RO=3 RIQ=0 RFnd0=0 RDupd=0 RTCP=0 SFwaR=0 SFail=n0 Tt A —2iRdkE LT T,
SFErr=0 ShaAns=0 SNXD=0

fpr 25 01:08:03 localhost == HARK --

Apr 25 01:28:09 localhost —- HARK --

4pr 28 01:38:57 localhost named[436]: Cleaned cache of I RRsets s

fpr 25 01130157 locslhost named[4361: USAGE 1019752737 1019568843 Ei7dS

CPU=2.58u/2. 343 CHILDDPU=Du/D3
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CPUS2.581,/2.34s CHILDCPU=0u/0s cUO0O0oUooOOooOooUoooooDooogn
for 26 02108354 localhost naned 4OE1: NSTATS 1014756004 1010556043 42

4pr 26 02183154 lonalhost naned[4361 ¥STATS 1018756334 1018556843 RR=0 RNXD=0

REWcRZ0 RDU=R0 RFail20 RFErred RErre RAXFAZD RLawsch ADptss SSwsdi! SAncd Oo0o0oo0ooooo0o0o0ooooa

SFwd=3 SDup0=19233 SErr=4 RD=3 RI0=0 RFwdD=0 RDuRO=0 RTCP=0 SFwdR=0 SFail=D —

SFErr=0 Sadns=l SNXD-D [ |

o XR-5400 00 00DLO0O0OO0ODLO0ODODO
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