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[ODOO Ipsec000O0O0O0OO0OOOOOOO]

gogogoogno

Aug 3 12:00:14

localhost ipsec_setup:

...FreeS/WAN IPsec started

Aug 3 12:00:20
104 “"xripsecl”

Aug 3 12:00:20
106 “xripsecl”
STATE_MAIN_I1;

Aug 3 12:00:20
108 “xripsecl”
STATE_MAIN_12;

Aug 3 12:00:20
004 "xripsecl”
SAestablished

Aug 3 12:00:20
112 “xripsecl”

Aug 3 12:00:20

004 "xripsecl"™ #2: STATE_QUICK 12: sent Ql2,

localhost ipsec_ plutorun:
#1: STATE_MAIN_I1: initiate

localhost ipsec_ plutorun:
#1: STATE_MAIN_I2: from
sent MI2, expecting MR2

localhost ipsec_ plutorun:
#1: STATE_MAIN_I3: from
sent MI3, expecting MR3
localhost ipsec_ plutorun:

#1: STATE_MAIN_I14: 1SAKMP

localhost ipsec_ plutorun:

#2: STATE_QUICK_I1: initiate

localhost ipsec__plutorun:

IPsec SA established
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Apr 25 11:14:27 localhost ipsec_setup:
...FreeS/WAN IPsec started

Aug 3 11:14:34 localhost ipsec__plutorun:
whack:phl_mode=aggressive whack:CD_ID=@home
whack: ID_FQDN=@home 112 "xripsecl" #1:
STATE_AGGR_I1: initiate

Aug 3 11:14:34 localhost ipsec__plutorun: 004
"xripsecl™ #1: SAEST(e)=STATE_AGGR_I2: sent
Al12, 1SAKMP SA established

Aug 3 12:14:34 localhost ipsec__plutorun: 117
"xripsecl™ #2: STATE_QUICK_I1: initiate

Aug 3 12:14:34 localhost ipsec_ plutorun: 004
"xripsecl™ #2: SAEST(13)=STATE_QUICK_ 12: sent
Ql12, IPsec SA established
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[OOO0O Ipsec00O0O0O0O0O0OOOO]

000 interface ipsec0/ethl 218.XXX.XXX.XXX
000

000 "xripsecl": 192.168.xxx.xxx/24
===218 . XXX . XXX . XXX [@<Td>] ---218 . XXX . XXX - XXX . . .

000 "xripsecl™: ...219.XXX.XXX.XXX
===192. 168 . XXX . XXX - XXX/ 24

000 "xripsecl”: ike_life: 3600s; ipsec_life:
28800s; rekey margin: 540s; rekey fuzz: 100%;
keyingtries: 0

000 "xripsecl”: policy: PSK+ENCRYPT+TUNNEL+PFS;
interface: ethl; erouted

000 "xripsecl": newest ISAKMP SA: #1; newest
IPsec SA: #2; eroute owner: #2

000

000 #2: "xripsecl" STATE_QUICK 12 (sent QI2, IPsec
SA established); EVENT_SA REPLACE in 27931ls;
newest IPSEC; eroute owner

000 #2: "xripsecl” esp.32a406c4@219.XXX.XXX . XXX
esp.1be9611c@218 . XXX . XXX . XXX
tun.1002@219.xxX . XXX . XXX tun.10010218.XXX.XXX.XXX

000 #1: "xripsecl" STATE_MAIN_I4 (ISAKMP SA
established); EVENT_SA_REPLACE in 2489s; newest
1 SAKMP
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[QueueingD OO DO]JOOO

gboobgoooboboobgooboboobooboobobobobooboobbboobobobon

gboogooooboo

qdisc pfifo 1: limit 300p

Sent 9386 bytes 82 pkts (dropped 0, overlimits 0)

qdisc gooboood
1: gbobobobobooooooooib
limit gboobobobooooooog

Sent (nnn) byte (mmm) pkts

gbobobooooobooog

dropped

gbobooogo

overlimits

gbobobobooooooon

gdisc sfg 20: limit 128p quantum 1500b flows 128/1024 perturb 10sec
Sent 140878 bytes 206 pkts (dropped 0, overlimits 0)

limit (nnn)p

gboooooooboobdobo

quantum

gooooood

flows (nnn)/ (mmm)

mmO O0O000000000000000000000OnnO0O0O

perturb (n)sec

gooooooon

qdisc tbf 1: rate 500Kbit

burst 1499b/8 mpu Ob lat 4295.0s

Sent 73050 bytes 568 pkts (dropped 2, overlimits 17)
rate ooooooooog
burst ooooooo
mpu ooooooooo
lat D0000tf00OO0O0O0O0O0O0O0

qdisc chg 1: rate 1000Kbit cell 8b mpu 64b (bounded,isolated) prio no-transmit/8 weight

1000Kbit allot 1514b

level 2 ewma 5 avpkt 1000b maxidle 242us
Sent 2420755 bytes 3945 pkts (dropped 0, overlimits 0)
borrowed 0 overactions 0 avgidle 6399 undertime 0

bounded. isolated bounded, isolated0 OO0 00O O0O
’ (boundedD D OO OOOODOusolatedd D OO OOOO)

prio go0Oo@OO0OOrootDOOOD0ODOprioc0O0OD0O0O)

weight 0o0ooooooooooogog

allot ooooooooooo

ewma oooooooood

avpkt ooooooooo

maxidle gooooooooooooogoo

borrowed goboooooooooooooo
EWwAD OOOOUOOoO0Oooooooooooooooooooo

avgidle 0000000000000 ooooooooT
00o00o0oooooooooooooo
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[CLAssOOOO]jo0OO
gbobooobobooobobgooooobo

dol<cebooog >
class cbg 1: root rate 1000Kbit cell 8b mpu 64b (bounded,isolated) prio no-transmit/8
weight 1000Kbit allot 1514b
level 2 ewma 5 avpkt 1000b maxidle 242us
Sent 33382 bytes 108 pkts (dropped 0, overlimits 0)
borrowed 0 overactions 0 avgidle 6399 undertime 0
class cbg 1:10 parent 1:1 rate 500Kbit cell 8b mpu 64b prio 1/1 weight 50Kbit allot 1500b
level 0 ewma 5 avpkt 1000b maxidle 6928us offtime 15876us
Sent 0 bytes 0 pkts (dropped 0, overlimits 0)
borrowed 0 overactions 0 avgidle 181651 undertime 0
class cbg 1:1 parent 1: rate 1000Kbit cell 8b mpu 64b (bounded,isolated) prio 3/3 weight
100Kbit allot 1500b
level 1 ewma 5 avpkt 1000b maxidle 242us
Sent 2388712 bytes 3843 pkts (dropped 0, overlimits 0)
borrowed 2004 overactions 0 avgidle 6399 undertime 0
class cbq 1:20 parent 1:1 leaf 20: rate 500Kbit cell 8b mpu 64b (bounded) prio 2/2 weight
50Kbit allot 1500b
level 0 ewma 5 avpkt 1000b maxidle 6928us offtime 15876us
Sent 142217 bytes 212 pkts (dropped 0, overlimits 0)
borrowed 0 overactions 0 avgidle 174789 undertime 0

parent ooooi

002<PQO0OO0g >
class prio 1: parent 1: leaf 1001:
class prio 1: parent 1: leaf 1002:
class prio 1: parent 1: leaf 1003:

prio ooo
parent ooooip
leaf leafO OO ID
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[cLAssO0OO0O0O0OOOOOO]o0OO
gobbooobobooooobooooobooo

goil1<cBoOdooon >

[ PARENT 1: ]

filter protocol ip pref 1 u32

filter protocol ip pref 1 u32 fh 805: ht divisor 1

filter protocol ip pref 1 u32 fh 805::800 order 2048 key ht 805 bkt 0 flowid 1:20
match c0a8786F/FFffffff at 16
match 00060000/00Ff0000 at 8

filter protocol ip pref 1 u32 fh 804: ht divisor 1

filter protocol ip pref 1 u32 fh 804::800 order 2048 key ht 804 bkt 0 flowid 1:10
match c0a87800/FFFfff00 at 16
match 00060000/00Ff0000 at 8

filter protocol ip pref 3 u32

filter protocol ip pref 3 u32 fh 805: ht divisor 1

filter protocol ip pref 3 u32 fh 805::800 order 2048 key ht 805 bkt 0 flowid 1:20
match c0a8786f/FFFFffff at 16
match 00060000/00Ff0000 at 8

filter protocol ip pref 3 u32 fh 804: ht divisor 1

filter protocol ip pref 3 u32 fh 804::800 order 2048 key ht 804 bkt 0 flowid 1:10
match c0a87800/FFFFFF00 at 16
match 00060000/00Ff0000 at 8

protocol oboboooooo

pref ood

u32 oooooooooooo@UuoIwpPOoDooOoO)oooUooDUoooDDooDoDoo
oooooooooo

at 80 atl6 gooooooooooooooooUUoUUUoUoLUULUOLUoLooo
at80 0000000090000 OOoOoooooon

flowid ooooooooopoopoooo

002<PQO0O0OO0 >

[ PARENT 1: ]

filter protocol ip pref 1 fw

filter protocol ip pref 1 fw handle 0x1 classid 1:3
filter protocol ip pref 2 fw

filter protocol ip pref 2 fw handle 0x2 classid 1:2
filter protocol ip pref 3 fw

filter protocol ip pref 3 fw handle 0x3 classid 1:1

pref oo

handle TOSO O [0 MARKO

00000000O0O0OO0OID
OO0O0ID1:(n) 0000100(n):0 000000
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[Packet0O0OOODO]OO0
000000000000000000

pkts bytes target prot opt in out source destination
272 39111 MARK all -- eth0O any 192.168.120.111 anywhere MARK set Ox1
83 5439 MARK all -- eth0O any 192.168.120.113 anywhere MARK set 0x2
447 48695 MARK all -- eth0 any 192.168.0.0/24 anywhere MARK set 0x3
0 0 FT0S tcp -- eth0 any 192.168.0.1 111.111.111.111 tcp spts:1024:

65535 dpt:450 Type of Service set 0x62

pkts 0o(@O)oooooooon
bytes oo@o)yooooooo
target 00000 (MARKDO TOSO)
prot goooo

in ooboooooonooon
out gobooboboobooon
source gooiwoogoo
destination gooimwpoooo

MARK set U000 0OMARKO

spts goobooobogd

dpt oooooooo

Type of Service set gooooTosoooad
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god

O rootO0O0O
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000000o0ooooooooooooooon
ooooo

oooon
goboobooooboobooboboobo
goloooooooooon

oooon
gobooboobobooboobobuoobo
gboooboobobobooboobuoobo
gooogooogo

O leaf(O)OOO
leafOCOO0OO0ODOOO0OODOOODOOODOOO
gooo

O qdisc
gogboboboboooooooobooboonoogoa
gono

[DOD1wooo0o]

00000000 1000000000 100
MAJORO OO MINRO OO 20000000000
000000000000

<MAJOR O O >O<MINORO O >

OrootOOOOO1:00000000 IDOODOO
go

ooooboooooovAROOOOODOODO
goooo

OMINOROODOOODOODOOOqdiscOODOOO
gbooboobobooooobgn

<gboobogooo >

1: root qdisc
1:1 O
1:10 1:20 1:30 0
10: 1 leaf
30: qdisc
1001: 1002: |leaf
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IPOODOOoToSOOObOOOoOoooobOooooooooboooooOooo<d
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Domain Name Service | |
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Cs6 0x30 Precedence6(Internetwork Control)
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[error] [client 192.168.0.1] user abc:

«essmerisamnes  @Uthentication failure for "/": password
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You can connect to the External Network
(abc@192.168.0.1).
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Osize
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PING 211.14.13.68 (211.14.13.66): 56 data bytes

B4 bytes from 211.14.13.88: icnp_seq=0 tt1=62 time=48.5 ns
B4 bytes from 211.14.13.66: ifcmp_seq=1 t11=52 time=65.7 ns
64 bytes from 211.14.13.66: icnp_seq=2 tt1=582 time=11.7 ns
B4 bytes from 211.14.13.662 icmp_seq=3 tt1=52 time=12.0 ns
64 bytes from 2 icmp_seq=4 tt1=52 time=69.0 ns

14.13.66: %
E4 bytes from 2 14.13.662 icmp_seq=§ tt1=562 time=58.3% ns

1
1
1
E4 bytes from 211.14.13.66:

64 bytes from 211.14.15.66:
B4 bytes from 211.14.13.66:

icmp_seq=7 tt1=562 time=71.4 ns
icmp_seq=§ tt1=52 time=12.0 nz
icmp_seq=3 tt1=562 time=11.% ns

I
1.
15,
64 bytes from 211.14.13.66: icnp_seq=f tt1=82 time=12.0 ns
I
1.

-- 211.14,13.B8 ping statistics ---
10 packets transmitied, 10 packets received, 0¥ packel loss
round-trip minfavg/max = 11.7/37.3/71.4 ns
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5 210.135.208.34 (210.135.208.34) 35.538 ms 19.923 ms 14.744 ms
B 210.135.208.10 (210.135.208.10) 41.641 ms 40.476 ms 63.293 ms
TO210.171.224.115 (210,171,224, 118) 43,948 ns  27.255 ms  36.767 ms
g 211.14.3.233 (211.14.3.233) 36.861 ms 23.890 ws 37.878 ms
9 L14.3.148) 36.865 ms  47.151 ms  18.431 ms
1] 13.889 m= 50,057 ms
1 11.380 ms 17.282 ms
7
3

211.14.3.148 (211
211.14.3.105 (211.14.3.105)
211.14.2.183 (211.14.2.133)
]

21 14.12.248 (211,14

§3.573 ms
33.777 ns

L12.248) 19.882 ms ¥ % 15.213 ms !X
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