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IPsecU 0000000000 O0DOOODOODOO
gooobobobboboobooboooon
gbobooboboon

goboobmooobooboooboboobooDo
gooogno

[OOO IpsecO0000O0O0OOOOODOOO]

gogogoogno

Aug 3 12:00:14 localhost ipsec_setup:
...FreeS/WAN IPsec started

Aug 3 12:00:20 localhost ipsec_ plutorun:
104 "xripsecl™ #1: STATE_MAIN_I1: initiate

Aug 3 12:00:20
106 "xripsecl”
STATE_MAIN_I1;

localhost ipsec_ plutorun:
#1: STATE_MAIN_I2: from
sent MI2, expecting MR2

Aug 3 12:00:20
108 "xripsecl”
STATE_MAIN_12;

localhost ipsec_ plutorun:
#1: STATE_MAIN_I3: from
sent MI3, expecting MR3

Aug 3 12:00:20
004 "xripsecl"
SAestablished

localhost ipsec_ plutorun:
#1: STATE_MAIN_I14: 1SAKMP

Aug 3 12:00:20
112 "xripsecl”

localhost ipsec_ plutorun:
#2: STATE_QUICK_I1: initiate

Aug 3 12:00:20 localhost ipsec_ plutorun:
004 “xripsecl™ #2: STATE_QUICK_12: sent QI2,
IPsec SA established

90

IPsecO0000O00O00O0O0O

o0oo0dooooooon
Apr 25 11:14:27 localhost ipsec_setup:
.. .FreeS/WAN IPsec started

Aug 3 11:14:34 localhost ipsec__ plutorun:
whack:phl_mode=aggressive whack:CD_ID=@home
whack:1D_FQDN=@home 112 "xripsecl™ #1:
STATE_AGGR_I1: initiate

Aug 3 11:14:34 localhost ipsec_ plutorun: 004
"xripsecl™ #1: SAEST(e)=STATE_AGGR_I2: sent
A12, ISAKMP SA established

Aug 3 12:14:34 localhost ipsec_ plutorun: 117
"xripsecl™ #2: STATE_QUICK_I1: initiate

Aug 3 12:14:34 localhost ipsec_ plutorun: 004
"xripsecl" #2: SAEST(13)=STATE QUICK 12: sent
Ql12, IPsec SA established
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goooboog ipsecUDooonooonoon ooboooobooobooo
goobooboobooboobobooboobo

0ooooooo O ISAKMP SA established

O IPsec SA established
[DO0OIPsecO0OOOOOOOOO]

000 interface ipsec0/ethl 218.XXX.XXX.XXX 000000000000 IPsecO 000000
000 gooooooooooooon

000 "xripsecl™: 192.168.xxx.xxx/24
===218 . XXX XXX XXX [@<Td>] ---218 . XXX - XXX - XXX - - -

000 "xripsecl™: ...219.XXX.XXX.XXX
===192. 168 . XXX . XXX . XXX/ 24

000 "xripsecl": ike_life: 3600s; ipsec_life:
28800s; rekey margin: 540s; rekey fuzz: 100%;
keyingtries: 0

000 "xripsecl™:  policy: PSK+ENCRYPT+TUNNEL+PFS;
interface: ethl; erouted

000 "xripsecl": newest ISAKMP SA: #1; newest
IPsec SA: #2; eroute owner: #2

000

000 #2: "xripsecl" STATE_QUICK 12 (sent QI2, IPsec
SA established); EVENT_SA REPLACE in 27931s;
newest IPSEC; eroute owner

000 #2: "xripsecl" esp.32a406c4@219 . XXX . XXX XXX
esp-1be9611c@218 . XXX - XXX . XXX
tun.1002@219 . xxX. XXX .XxX tun.1001@218 . XXX .XXX.XXX

000 #1: "xripsecl" STATE_MAIN_I14 (ISAKMP SA
established); EVENT_SA REPLACE in 2489s; newest
1 SAKMP
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[QueveingD OO O]JODOO
Oo0o0ooooooooooooooooooooooooooooooooooobooooooon
gooooooooo
O qdisc pfifo 1: limit 300p

Sent 9386 bytes 82 pkts (dropped 0, overlimits 0)

gdisc -> O0O00O0OO0O0OOO

1: -> 0DO00000oooooooooooin

limit -> 00000000 O0OOOOOOO

Sent (nnn) byte (nmm)pkts -> OO000O00O000OO00OO0O
dropped -> O0O0OOOOOOO

overlimits -> 00000000 O0ODOODOO

gdisc sfg 20: limit 128p quantum 1500b flows 128/1024 perturb 10sec
Sent 140878 bytes 206 pkts (dropped 0, overlimits 0)

limit (nnn)p > O0000O000OOOOOOOO

quantum -> OJUOQOOOOOO

flows (nnn)/(mmm) -> mmmO 0000000 CO0OO0OOO0DOOOOOOO0OOnNNO0O0O
perturb (n)sec -> OOOO0OOOOOO

qdisc tbf 1: rate 500Kbit burst 1499b/8 mpu Ob lat 4295.0s
Sent 73050 bytes 568 pkts (dropped 2, overlimits 17)

rate -> 000000000

burst -> O00O0O0O0OOO

mpu -> O0O00O0O0OOOOO

lat -> 00000 tfOODODOOODOOOOO

qdisc cbg 1: rate 1000Kbit cell 8b mpu 64b (bounded,isolated) prio no-transmit/8 weight
1000Kbit allot 1514b
level 2 ewma 5 avpkt 1000b maxidle 242us
Sent 2420755 bytes 3945 pkts (dropped 0, overlimits 0)
borrowed 0 overactions 0 avgidle 6399 undertime 0

bounded, isolated -> bounded,isolated 0 0 000 00O 0O (bounded 0 00000 O OO isolated

ooooooog)

prio -> O0O00@OO0O reotOO000O0OO0Opric000O0O0OONO)

weight -> 0O00OOO0OO0OOOCOOOOO

allot -> 0000OO00ODOOOO

ewma -> 0000000000

avpkt -> 0O0OOO0OOOO0O

maxidle -> 0000O0000OCOCOO0OOOOCO

borrowed -> 000000000 DOOOOOOO

avgidle -> EMAO OODOOOOOOOOOOOOOOOOOOOOOOOOO
000ooOo000ooooooooooooooooooooooor 0'™d
o0ooooooooooooooooon
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[CLAssOOOO]jo0OO
gbobooobobooobobgooooobo

O01eebioonon)

class cbg 1: root rate 1000Kbit cell 8b mpu 64b (bounded,isolated) prio no-transmit/8
weight 1000Kbit allot 1514b
level 2 ewma 5 avpkt 1000b maxidle 242us

Sent 33382 bytes 108 pkts (dropped 0, overlimits 0)

borrowed 0 overactions 0 avgidle 6399 undertime 0
class cbg 1:10 parent 1:1 rate 500Kbit cell 8b mpu 64b prio 1/1 weight 50Kbit allot 1500b
level 0 ewma 5 avpkt 1000b maxidle 6928us offtime 15876us

Sent 0 bytes 0 pkts (dropped 0, overlimits 0)

borrowed 0 overactions 0 avgidle 181651 undertime 0

class cbg 1:1 parent 1: rate 1000Kbit cell 8b mpu 64b (bounded,isolated) prio 3/3 weight
100Kbit allot 1500b

level 1 ewma 5 avpkt 1000b maxidle 242us
Sent 2388712 bytes 3843 pkts (dropped 0, overlimits 0)
borrowed 2004 overactions 0 avgidle 6399 undertime 0

class cbg 1:20 parent 1:1 leaf 20: rate 500Kbit cell 8b mpu 64b (bounded) prio 2/2 weight
50Kbit allot 1500b
level 0 ewma 5 avpkt 1000b maxidle 6928us offtime 15876us
Sent 142217 bytes 212 pkts (dropped 0, overlimits 0)
borrowed 0 overactions 0 avgidle 174789 undertime 0

parent -> 00O 00O ID

gd2ro0o0oon)
class prio 1: parent 1: leaf 1001:
class prio 1: parent 1: leaf 1002:
class prio 1: parent 1: leaf 1003:

prio -> 00O
parent -> 0O 0O0OOID
leaf -> leafOOO ID
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[CLAssOOO00O0O0O0O0O00]ooO0
gooobobgoooobobooboboon

goesooooo)

[ PARENT 1: ]

filter protocol ip pref 1 u32

filter protocol ip pref 1 u32 fh 805: ht divisor 1

filter protocol ip pref 1 u32 fh 805::800 order 2048 key ht 805 bkt 0 flowid 1:20
match c0a8786f/FFFFffff at 16
match 00060000/00FF0000 at 8

filter protocol ip pref 1 u32 fh 804: ht divisor 1

filter protocol ip pref 1 u32 fh 804::800 order 2048 key ht 804 bkt 0 flowid 1:10
match c0a87800/FFfFfff00 at 16
match 00060000/00FF0000 at 8

filter protocol ip pref 3 u32

filter protocol ip pref 3 u32 fh 805: ht divisor 1

filter protocol ip pref 3 u32 fh 805::800 order 2048 key ht 805 bkt 0 flowid 1:20
match c0a8786F/FFFfffff at 16
match 00060000/00Ff0000 at 8

filter protocol ip pref 3 u32 fh 804: ht divisor 1

filter protocol ip pref 3 u32 fh 804::800 order 2048 key ht 804 bkt 0 flowid 1:10
match c0a87800/FFFfff00 at 16
match 00060000/00FF0000 at 8

protocol -> 0000000 O0OO

pref -> 000
ud2 > 000000000000 (OO IPOO0OOCOO) 0DDO0ODOOO0OO0 DOODOOOO
ooooooo

at 80atle > 00000 DOOO0OOODOO0ODOO0ODOODODOOODOODbDOObOODDObOO
at 8000000 Oo0ooYuubobobobo0bon
flowid > 0000000000 O0O0OOO

gd2eo0oood)

[ PARENT 1: ]

filter protocol ip pref 1 fw

filter protocol ip pref 1 fw handle 0x1 classid 1:3
filter protocol ip pref 2 fw

filter protocol ip pref 2 fw handle 0x2 classid 1:2
filter protocol ip pref 3 fw

filter protocol ip pref 3 fw handle 0x3 classid 1:1

pref -> 000
handle -> MARK O
classid -> 00000000 OOOO0OID
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vil.OOOooooOooao

[Packet0 000001000
000000000000000000

pkts bytes target prot opt in out source destination

272 39111 MARK all -- eth0O any 192.168.120.111 anywhere MARK set Ox1
83 5439 MARK all -- eth0 any 192.168.120.113 anywhere MARK set 0x2

447 48695 MARK all -- eth0 any 192.168.0.0/24 anywhere MARK set 0x3
0 0 FTOS tcp -- eth0 any 192.168.0.1 111.111.111.111 tcp spts:

1024:65535 dpt:450 Type of Service set 0x62

pkts -> OO@O)oooooOoOoOO
bytes -> OO0@O)YOOODOOO
target -> O0OO0O0O(MARKO TOSO)
prot -> 00000

in > 0000000000000
out -> JO0OODOOODOODOOD
source -> OO0 IPOOONO
destination -> OO0 IPOODOO
MARK set -> 00O 00O MARKO
spts -> O00O00O0O0O0OO0O

dpt -> OOOOOOCOO

Type of Service set -> OOOOOTOSOOOO
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ceooonooobobobooboooboobonog
god

O rootO0 OO
gbooboooboboooboboooobon
gboboobobobooobgobooooboobo
goooo

oooon
gboooboboooboobooboboobo
goloooobooobonog

oooon
goooboobobooboobobuoobo
goooboobobooobobobooboobo
gooogoogo

O leaf(O)OOO
leaf OO O0O00O0OODOO0OOOODOODOOOO
gooo

O qdisc
doooooooobooooooooooooo
god

[0OO1Ip0000]
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MAJORO OO MINRO OO 20000000000
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<MAJORO O >O<MINORO O >

QrootO O OOoOo1:00000000IIDOODOO
go

goooboooooovAROOOODOODO
gooog

OMINOROODOOODOODOOOqdiscOODOOO
gboboobobooboobao

<O0oooooa@)s

1 root qdisc
|
1:1 (]
0| O
o | O
0 | 0
1:10 1:20 1:30 (]
| |
| |
| |
| |
10: | leaf
|
30: qdisc
od
1001: 1002: leaf
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IX. TOSOO0Oad

iPOO00O00ODOOOOTOSOOObOOoOoOoobOooooooooooobobooooboooooDooo
goooboobobbooboooboobooboooobooboobooo

IPOCOOOOTOSOODOODDOOODOODOOOODOO0ObLOoOobOOobDbOOonbDO<o >

oooo 100 OO
8 Minimize delay (nd)
4 Maximize throughput (mt)
0010 2 Maximize reliability (mr)
1 Minimize monetary cost (mmc)
0 Normal Service

mdOOOO0OOOmOO00O0O0O0000O0OmOO0O0O0OO0OO0OmcOO0O0O0ODO0ODO0O0OODOODOO
gboboobobooobon

goooboobobooooToesOoboooboooboobonbDooOo<g 2>

T0S goo oo LinuxO O oo oog
0x0 0 Normal Service 0 Best Effort 1
0x2 1 Minimize Monetary Cost 1 Filler 2
Ox4 2 Maximize Reliability 0 Best Effort 1
0x6 3 mmc+mr 0 Best Effort 1
0x8 4 Maximize Throughput 2 Bulk 2
Oxa 5 mmc+mt 2 Bulk 2
Oxc 6 mr+mt 2 Bulk 2
Oxe 7 mmc+mr+mt 2 Bulk 2
0x10 8 Minimize Delay 6 Interactive 0
0x12 9 mmc+md 6 Interactive 0
0x14 10 mr+md 6 Interactive 0
0x16 11 mmc+mr+md 6 Interactive 0
0x18 12 mt+md 4 Int. Bulk 1
Oxla 13 mmc+mt+md 4 Int. Bulk 1
Ox1c 14 mr+mt+md 4 Int. Bulk 1
Oxle 15 mmc+mr+mt+md 4 Int. Bulk 1

gooooooooooiOopooOoO0bOOOUOU0bOOODOOOOU0ODOOoOOyDooO3gOH)YDoo
OO0D00ODO0OPQ Paramater D0 OO OO BandD OO DODOODOOOOODOODOOOO 4O

LinnxOOOOOOOOOLinuxOO TOSOOOODOOOODOOOOO PQ Paramater 00O OO Priority-
mpOd 00000000000 OOOOOO Priority-mapO000000O0O0O
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IX. TOSOO0Oa4d

0000000000000 0b0o0oDO0bObO0b0oobOOobbOODO(REC13490
gooobooogrTestubooooooooooooboo<g 3

0o0o00oooo0 | TOsODODOO | o0
__________ _I___________I_____________
TELNET | 1000 | (minimize delay)
__________ _I___________I_____________
FTP | |

Control | 1000 | (minimize delay)

Data | 0100 | (maximize throughput)
__________ _I___________I_____________

TFTP | 1000 | (minimize delay)
__________ _I___________I_____________
SMTP | |

Command phase | 1000 | (minimize delay)

DATA phase | 0100 | (maximize throughput)
__________ _I___________I_____________
Domain Name Service | |

UDP Query | 1000 | (minimize delay)

TCP Query | 0000 |

Zone Transfer | 0100 | (maximize throughput)
__________ _I___________I_____________

NNTP | 0001 | (minimize monetary cost)
__________ _I___________I_____________
ICMP | |

Errors | 0000 |

Requests | 0000 (mostly) |

Responses | <same as request> | (mostly)
__________ [

gopoogTosOonoooObDbDoO)ydo<o20000000000000

TosiooooooooouobooboooooboboooboooobboooobobLboooDbobLo
ooooboooboobobobbobooobooboobooooo
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X. bSscPO OO0

OOOoobseiffserv)yDODODDOOOOOODOOOOODOOOOODSOODOOOODOOIIPOOOOODOTOSO
OO00oO0DOOooooooobiffSservd 000000 0ODO0O0ODOODOOQSOO0ODO0ODOODODOODOODODO
OOpiffServO 00 00O00ODSOOOOODOODSCPOOODOOOODOQSOODOODOOOOODOOO

o TOSO DSOOOOOODOOOOO
oTosoonooooon
o 1 2 3 4 5 6 7
SRS S
|Precedence |Type of Service|CU |
R S Y Y — ——
gpscPOOOnOOODOO
o 1 2 3 4 5 6 7
R S R S S " —
| DSCP | CU |
S S S S
DSCP: differentiated services code point
CU:  currently unused OO O OO0

pscPO0 0 0OO0OObOobOOoObOoOoOoooboobbooooboobooDoobo

O oopooood DSCP [ oood
EF(Expedited Forwarding[ 0x2e 0000000 0O0od(rRFC3246)
AF(Assured ForwardingO A0000bOooo3gbooboobooo
AF11/AF12/AF13 0x0a / 0x0c / 0xOe 000000000000 @OoOo)ooon
AF21/AF22/AF23 0x12 / 0x14 / 0x16 00000000000 ORFC2597)
AF31/AF32/AF33 Oxla / Oxlc / Oxle ooooooo@)1>2>3>4(0)
AFA1/AFA2/AFA3 0x22 / 0x24 / 0x26 oooooo (@)1>2>3(0)
CS(Class Selector] gooTmoesOonooooooooooood
CS1 0x08 Precedencel(Priority)
CS2 0x10 Precedence2(Immediate)
CS3 0x18 Precedence3(Flash)
Cs4 0x20 Precedence4(Flash Override)
CS5 0x28 Precedence5(Critic/ESP)
Csé 0x30 Precedence6(Internetwork Control)
CS7 0x38 Precedence7(Network Control)
BE (Best Effort) 0x00 oooooooo@oooon)
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o URL
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PPELR ]

H-+&S @645 O1miz O ahskE| |

secret ]
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MAS-IP-Address I:l
MAS-Tdentifier ]

FARNAA LT I | HEELEL v|
eyl aqL Tl | EELLL v|

oJODOOO/0OD000OODOOOO
RADIUSO OO O IPOOODODODDOOD secret
goboobooooboobobboobuoobon
gooobobogoobobooooboboooo

oOonoOoOO

rRADILSO OO OOOOOODOOOOODOODOO
NASOODOOOoDoooborAUISOODOOOO
NASOO DO Oooooobooooooooboood
gooooo

" NAS-IP-Address” O IPOOO0OOODOOODOO
gooimwrgooooooboon

" NAS-ldentifier” OO0 OO0D0O0OOOO0DOOOO

gbooobobogoooobo

ocbOUObOUOOOODbO
ocbObUODbDOODODO

rRADILSO OO ODOOOOODOOOOODOOO
goboobooboobooboobobuoobo
gboooboboobobboobooobuoobo
goboobooboboboooboobuoobo
gbobooooobobon

Idle-TimeoutO O O OO O0O0O0OOO
Ascend-Maximum-TimeO OO O O0OOO0OOO0ODO
Ascend-Ildle-Limit0 0000000000

gooobooooobogorADISOOOODOOOO
goboboooobobogooo

gooooboobboobooboboon
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gboboobobobooobgobooooboobo
ooooboobobooobovacobononoon
gboboobobobooobgobooooboobo
gboogooooboo

OoooboobovACODODDOOonoONvMACOO

gooooiwpboobobooobgooboboo
ooooomwrooboooooo/oooogone
OO00ooboooobDOobo0oooooOooDon MAC
goooboboooboobooooboobo

gooogn

obooooogcacOoboooooobboon
gbooboobmvACchboonoooboooonoo
oOoMACOODOOOODOODOOOOOoOoDbOoon
oogon

MACTFLADLSD 8
MACTELZ | |
ATz =2 | |
i
o MACOODOD

goooboobobobooboboooMACchOonoo
gooogog

oboouoOoO
gbobooobobobooobooooboonbo
gboooboooomoboooboobobo
o0oobooooboobOon0 Auoobgoobon

o QO
00o0ooooooooooo0oooooooo
oooooooobooooooooooo

gobooboooobomoobooooboobooo
gbooobobooobooboboooboobo
gooogno
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gobooboboobooooooboooooon
gbobooboboon
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I. 0000000000000

gooooon goooo
0000000000000000000000 0000000000000000000000
000000000000000000000 0000000000
0000000000000000000000 - R |
D000000000000000000000  (E292 - OfREE - Ossledl s
THEARY  OmELsLY OswskeIWs

ooooooooooooDooon
oooooooooooooboooooDoon nobbobboobobiooont
'b0ddo0o00O0OooOooOOoOoOoOoOOoOooooaon

00000 DOoOoOoooOooooOo oobooo
ooooooooooobboooooobooogoo

oooooooooooon

-_--_-_-

[ [rrormim v [Em v 2T | I \
[ J|[irorsies v[# v)[2T || || H I | <gbOopobooboogs>

Apr 7 17:04:45 localhost httpd[21529]: [error]
[client 192.168.0.1] user abc: authentication
failure for "/": password mismatch

goooodg 0O o0obooboobobooon
gbooobgoobobo

goopooob 0o oboooboboobooo
gbooobooogn

ooooooowprooodoooogooooog
O00o00ooOoooooooooooooooo
OO0@ooooooooo2rogooooog
O0ooooooooooooo)a <J0000ooooog s>
Apr 7 17:04:49 localhost authgw: 192.168.0.1 -
abc [07/Apr/2003:17:04:49 +0900] "GET / HTTP/
1.1" 200 353
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1. 0000000000000 000
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12 % &
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4pr 26 00:37:59 localhost named[436]: Cleaned cache of 0 RRsels

dpr 26 00:37:59 localhost named[436]: USAGE 1019743079 1013556843

CPU=2.58u/2. 345 CHILDCPU=0uf0s

hpr 26 00:37:59 localhost named[436]: NSTATS 1019743078 1013556843 A=3

dpr 26 00:37:53 localhost named[436]1: MSTATS 1019749079 1019556043 RR=0 RN¥D=0
RFwdR=0 RDupR=0 RFail=0 RFErr=0 RErr=0 RAXFR=0 Rlame=0 ROpts=0 S8ysl=1 S&ns=0
SFwd=3 SDup@=19233 SErr=4 RO=3 RIO=0 RFwd@=0 RDup@=0 RTCP=0 3FwdR=0 SFail=0
SFErr=0 SNadns=0 SNXD=0

Apr 2B 01:06:08 localhost -- MARE --
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