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0:

$ snmpwalk -v2c -c public 192.168.0.254 centurysys
CS-RA-PRODUCT-MIB: : csRASystemCPUUser.0 = INTEGER: 0
CS-RA-PRODUCT-MIB: :csRASystemCPUSystem.0 = INTEGER: 1
CS-RA-PRODUCT-MIB: :csRASystemCPUldle.0 = INTEGER: 99
CS-RA-PRODUCT-MIB: :csRASystemMemoryTotal .0 = INTEGER: 4123252
CS-RA-PRODUCT-MIB: : csRASystemMemoryFree.0 = INTEGER: 4009080
CS-RA-PRODUCT-MIB: :csRAPowerStatus.0 = INTEGER: ok(1)
CS-RA-PRODUCT-MIB: :csRAPowerType.0 = INTEGER: typel(l)
CS-RA-PRODUCT-MIB: :csRARaidLdLevel .1 = INTEGER: raidl(2)
CS-RA-PRODUCT-MIB: :csRARaidLdStatus.1 = INTEGER: ok(1)
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0000000 create basic D OOOOOOO
o00ooooooooooooooooooao
ooooooon

config_id ooooooon

O oooooooooooo
oooooooooooo
gooooo

profile_name goooooo

auth_type oooo

0 PAP/CHAP

1 EAP-MD5

2 EAP-TLS

3 EAP-PEAP

4  EAP-TTLS/PAP,CHAP

7 EAP-TTLS/EAP-MD5

googon
iPOO0OD0O00O0O

simul_conn_count
ipaddress_allocate
0 OO0

1 RADIUSOOOODOO
2 00oooooo

3 00

addrpool oooooon

o [RADIUS| DD ODOOO |00D0D0O000]
0000000000 000000000000
0ooo

oog

[RADIUS|OOOOODO |ODOODOOO0O0O]
create profile
config_id=config0l
profile_name=authOl
0000000 create profile DD OOO0OO
ggoboobooooooobobuooooooobo
gooboboooon

config_id oooooooo

O oooooooooooo
oooooooooooo
oooooo

profile_name oooooon

gooobobogooboboooobooboooo
googooobod

o [RADIUS| DO OODOO |00D000O0000]
0000000000 000000O000

gog

[RADIUS|OOO0ODO0 |D0ODO0OD0OO0ODODOO]
create attribute
config_id=config01
auth=auth01
attribute=Cal led-Station-1Id
value=000000000000

0000000 create attribute DO OOO0O
0000000 00000o0o0oo0ooo0ooon
Ooo0oooooooo

config_id oooooooo

0 ooooooooooon
gooooooooooo
oooood

auth doooooood

attribute gooooon

value O
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goob0ObO00oOoOoOO0O0O0OOOooOoaon

o [RADIUS| DO OOOO |D000O0O0000]

o [RADIUS|DODOOOOD |0D00D0O0000] e

gooooobgobooobobgoboboboo

god
god

gog

[RADIUS| OO0 O00O0OD |ODODDOO0O0O0O0O0OO]
create attribute

config_id=config0l

resp=resp01

attribute=Reply-Message

value-aaaaaa

[RADIUS|OOOOODO JOODDODODOODOO]
create profile
config_id=config01l
profile_name=resp01

0000000 create profile 0000 0O0O0O
oooooooOoooOoOoOOOOOOOOOO0
Oooooooooo

OO00O00O000 create attribute OO OO0OO0O0O
00o0o0ooooooooooooooboooooa
ooooooon

config_id ooooooog

config_id ooooooon
0 DO00000oDo0DOo | 000000000000
000000000000 Oooooo0000000
nooooo 0ooooo
profile_name nooooon resp sfs)sfsisfs)sfsls
attribute ooooooo
D000000000000000000000 o 0

ooooooog
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Oo0oo0oo00O0Ob0O0O00O0O0000a0

o [RADIUS| OO OOOO |OOOO ID] o [RADILS|DOOODODO ODDO]
0ooOowoooo0oo000o0ooooooooon 00000o0o0oooooooooooon
ooog
ooo [RADIUS| DO OODOD |O000]
create cert
[RADIUS| DO O OO0 [0000 D] config_id=config01
profile_name=cert0l

create group
config_id=config0l
profile_name=group01
group_id=ggg

version=3
key_length=1024
sign_algorithm=SHA-1

format= subject_ou=
subject_o=
bject_I=

0000000 create group0 000000000 SHIect
subject_s=

goobooobobooooboboobooobgn subject_c=Jp

noooo not_before_year=2006
not_before_month=5
config_id oooooooo not_before_day=1
O oo0ooooooooono not_before_hour=0
O00oooooooooon not_before_min=0
0ooo0oo not_after_year=2006
profile_name goooooo :2:—:::::—22;t2;12
group_id Hooo not_after_hour=23
format oo not_after_min=59
(000000 UserlD@Groupld digitalSignature=on
0 ntdomain GroupID¥User 1D nonRepudiation=
keyEncipherment=on
dataEncipherment=
keyAgreement=
keyCertSign=
CRLSign=
enciperOnly=
decipherOnly=

ExtendedKeyUsage=clientAuth
CRLDistributionPoints=
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oOoooO0O0O0OO0OO0O0O0O0O00O00aO0

0000000 create cert OO OOOONO
O000o0O0ooOooboOoOooOooooooon
Oooooooon

config_id oooooooo

O gooooooooooo
oo0o0obooooooon
oooooo

profile_name goooooo

version oooobo:-1000 3

key length OO :
(O verl.11.0) 2048, 1024, 512
(verl.12.0 O 1.13.1) 2048, 1024
(verl.14.0 O ) 2048

sign_algorithm Signature Algorithm:
(O verl.8.4)0
0 SHA-10 0O O O O Mb50O
0 (verl.8.5 0 1.11.0)
O SHA-512[TT7 SHA-384[111 SHA-256[11
OSHA-1ODOMp5O0 00000
(verl.12.0 O 1.13.1)
0 SHA-512[TT] SHA-384[TT] SHA-256[11
OSHA-1ODODOOOO
(verl.14.0 O )
O SHA-512[TT7 SHA-384[111 SHA-256[11
ooooo

subject ou
subject_o
subject |
subject_s
subject c
not_before_year
not_before_month
not_before_day
not_before_hour
not_before_min
not_after_year
not_after_month
not_after_day
not_after_hour
not_after_min
digitalSignature

nonRepudiation

keyEnciphermen

dataEncipherment

keyAgreement

keyCertSign

CRLSign

enciperOnly

decipherOnly

ExtendedKeyUsage

CRLDistributionPoints CRL Distribution Points
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Organizational Unit
Organization
Locality
State or Province
Country
oooo
oooo
oooo
oooo
oooo
oooo
oooo
oooo
oooo
oooo o
digitalSignature:

on 000 OODOO
nonRepudiation:

on 000 OODOO
keyEncipherment:

on 000 OODOO
dataEncipherment:

on 000 OODOO
keyAgreement:

on 000 OODOO
keyCertSign:

on 000 OODOO
CRLSign:

on 000 OODOO
enciperOnly:

on 000 OODOO
decipherOnly:

on 000 OODOO
ExtendedKeyUsage:

serverAuth,

clientAuth,

codeSigning,

emailProtection

Oooooooond



goob0bOo0o0oOoOoO0O0OO0O0OoooOan

o [RADIUS|COOODOO |ODOOOODOOO] o [RADIUS| O O O]

oo0ooooooooooooooooa goooooooooooo
oon agoad
[RADILS|CODOODOO |CO0OD0ODOOn] [RADIUS| OO O]
create userprofile create user
config_id=config01 config_id=config0l
profile_name=profile0l user_id=user01
base=base01 password=pass01
auth=auth01 profile=prof0l
cert=cert01 locked=onloffO O OO 0O
resp= ipaddress=
group= netmask=

notes=
0000000 create userprofile OO00O0O0O
Jo0o0oooooooooOooOOOOOOODOOO

0o0o0oooooooog 0000000 create user OO OO OOOO0O
0ooooobooooooooooooooon
config_id oooooooo ooogoo
O 0oo0ooooooooon
oo0oOoooooooooo config_id gooooooo
oooooo O ooooooooooaon
profile_name 0oooooo oooooooooooo
base ooooooooooao odoood
auth ooooooooo user_id Oooo I
resp ooooooooo password ooooo
group 00000000oooon profile ooooooo
cert 00o00oooooo locked O00:on 00O off
(oooooffOO0O)
ipaddress IiPOOO0O
netmask oooooo
notes g

gbooobooooboobg
gboooboboobgoobg
gooobooobooog
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o [RADIUS|O OO |0O]
0000000000C0C0O0000000000

gogd

[RADIUS|O OO |OO]

create base
user=user01
config_id=config0l
user_profile=profile0l
auth_type=2
simul_conn_count=3
ipaddress_allocate=2
addrpool=pool01

0000000 create base DO O ODOOOODOO
Jodo0ododooooOooooooDboooon
goooo
user odooooooooobooa
gooomoooooood

ooooobooboobgon

ooooooo

config_id ooooogoon

O coooooooooooog
oO0ooooooogooooo
od

user_profile gooooooood
O ad 00 ODO00oOOooooooooooo
o0oDoooooooooooo
ooooooo

gooo
PAP/CHAP
EAP-MD5
EAP-TLS
EAP-PEAP
EAP-TTLS/PAP,CHAP

7 EAP-TTLS/EAP-MD5
ooooo
IPOO0OOODOO0O

0 OO0

1 RADIUSODOOOOO

2 JOopooooo

3 00
ooooogoo

auth_type

~ w NN - O

simul_conn_count
ipaddress_allocate

addrpool
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o [RADIUS|O0 OO |OD000C0OOO0O0]
000000000000000000000000

gog

[RADIUS|O OO |OOODOOOOOO]
create auth
user=user01
config_id=config0l
user_profile=profile0l
attribute=Calling-Station-1d
value=000000000000
mode=override

0000000 create auth OO O OOOOOO0O
O00o000o0oO0oO0oooooooboooooa
oooon

gboooboobogooobogn
goooimobooooog
gobooobooboobgon

user

ooooooo

config_id oooooooo

ad ooooooooooooog
00oooooooooooo
Ood

gboooboooooo
gooobobgoboooboon
gbgooboobobooobob

user_profile

ooooo
attribute goooooon
value O
mode ooooo
override oono
remove aad



OOoooOO00O00O0O00O00O0000a0

o [RADIUS|O OO |ODODOOOO0OO] o [RADIUS|D DD [ODOOODO]

0000000000000000000 0000000000000 000000000
0od

000

[RADIUS| O OO |OD00000OD0O0]

create resp 0o
user=user01
config_id=config0l [RADIUS|O OO |OUO0OO]
attribute=Session-Timeout user=userol
value=100 config_id=config0l
mode=append passphrase=password
version=3
000000 create resp U O OUOQOQOooonO key_length=1024
goooooooobobobooooooooogad sign_algorithm=SHA-1
ogoooo subject_email=
subject_cn=user01
user 00000000000000 subject_ou=
subject_o=
goooimwoooooooo _
subject_I=
dooooooooobooo subject_s=
ooooooon subject_c=JP
config_id gooooood not_before_year=2006
0 gooooooooood not_before_month=5
ooooooooooon not_before_day=1
oooooo not_before_hour=0
user_profile 0000000000 not_before_min=0

not_after_year=2006
not_after_month=12
not_after_day=31
not_after_hour=23

ugbooboogboboooo
goopooobobooooo
goooooog

attribute ooooooo not_after_min=59

value 0 digitalSignature=on
nonRepudiation=

mode ooooo ) _

i keyEncipherment=on
override 000 dataEncipherment=
append ot keyAgreement=
remove od keyCertSign=

CRLSign=
enciperOnly=
decipherOnly=

ExtendedKeyUsage=clientAuth
CRLDistributionPoints=
cSr=-- FILE

M1 1BEZCBvg 1 BADBZMQSWCQYDVQQGE. . .
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.. .UB40rpxTVdU7TdMsrzALK6+WxaLrWi

0000000 create cert OO OOOOOONO
Oo000O000000o0oooooooooooa
ooooo

user ooooooooomwoon
ooooooooooood
0o0po0ooooooooo

config_id gooobooboo

O oooooooogoooo
oo0oooooooooon
oooooo

passphrase gooooo

version goooo: 1000 3

key_length OO :
(O verl.11.0) 2048, 1024, 512
(verl.12.0 O 1.13.1) 2048, 1024
(verl.14.0 O ) 2048
sign_algorithm Signature Algorithm:
(O verl.8.4)0
00 SHA-10 0O 0 0O O MD50]
O (verl.8.5 0 1.11.0)[
[0 SHA-512[TT] SHA-384[1T] SHA-256[T]
O SHA-1ODO M50 00000
O (verl.12.0 O 1.13.1)
[J SHA-512[TT] SHA-384[TT] SHA-256(T]
OSHA-1OOOOOd
O (verl.14.0 O )
[0 SHA-512[TT] SHA-384[1T] SHA-256[T]

ocoooo
subject_email email
subject cn Common NameO O O O O OO
ooooooo

gbooobgooobobooobgimboooooon
gbooobooboobooboboobooboon
gbooboobobgobooobooboooo

subject_ou Organizational Unit
subject o Organization
subject_1I Locality

subject_s State or Province
subject_c Country
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not_before_year
not_before_month
not_before_day
not_before_hour
not_before_min
not_after_year
not_after_month
not_after_day
not_after_hour
not_after_min
digitalSignature

nonRepudiation

keyEnciphermen

dataEncipherment

keyAgreement

keyCertSign

CRLSign

enciperOnly

decipherOnly

ExtendedKeyUsage

CRLDistributionPoints CRL Distribution Points

csr

oood
oood
oood
oood
oood
oood
oood
oood
oood
ooood o
digitalSignature:

on 00O OOOO
nonRepudiation:

on 00O OOOO
keyEncipherment:

on 00O OOOO
dataEncipherment:

on 00O OOOO
keyAgreement:

on 00O OOOO
keyCertSign:

on 00O OOOO
CRLSign:

on 00O OOOO
enciperOnly:

on 00O OOOO
decipherOnly:

on 00O OOOO
ExtendedKeyUsage:

serverAuth,

clientAuth,

codeSigning,

emailProtection

OooOooooobooogd

Ooo0oooo(@)



go0b000O0O0o0000O0O0o0ooan

0000000 oooooooooooooog
0000000 (Certificate Signing Request)[
O000ooO0oooooooooooooon
csvooooooooom
000000000000 00 esrO0O PKCS#10
(BASE64 encoded)D 0O OO DOODOOOOODODO
Oo0oo0ooo00oooooooooooood
Odo0ooodooooooooogoooog
OO0000csr00000DO0OOOOO

coooooooooogooimooooooo
0 O O Signature Algorithmd Common Name(l O O
goooooOoOooooOoobooooooooo
goooopoooooooooooooooog
gooooooooooooooogooobooo
Oo00ooooOoooooooooogooooog
goooooooopooooooooobooog
oooooooogoo
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oOoooO0O0O0OO0OO0O0O0O0O00O00aO0

gogoogogogon

m0Qgg01

[RADIUS|OODOO00 |O0DO]

create basic
config_id=config0l
profile_name=base0l
auth_type=2
simul_conn_count=
ipaddress_allocate=0
addrpool=

mJggno?2

create userprofile

config_id=config0l
profile_name=prof0l
base=base01

auth=

cert=

resp=

group=

[RADIUS| DO O0OOO |OD000C0OO0O0]

mJogos3

[RADIUS| OO O]

create user
config_id=config0l
user_id=user01
password=pass01
profile=prof0l
ipaddress=
netmask=
notes=

create user
config_id=config01
user_id=user02
password=pass02
profile=prof0l
ipaddress=
netmask=
notes=

goboilobooo3gboooboooobooon
OO0ooooooooooggno® baseo1” OO
gooooooooobo® profol” ODODOO
“prof0l” OOOOOODOOODOODOOOO
“user01” OO0 user02” DOOOOODOOOO
gogo

gooopoooOoooooooooooo
O config_id=config01[]
goooooOooooooboooooooo
config_id 0000 O0OODOOODOODOO
goooooog
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Ooooo

[Acct-Authentic]
gobooooboobooorASOOODOOODOO
000DOO0DbOO00O00D0O0DOO0OD000RadiusOOOOd
OoNASOOO0O0O0ODOO0OoDOOooooooooo
ggboooobuooboobboooboo

[Acct-Delay-Time]
000000000 0O0ODRADISOOODOODODOO
RADIUSOODOODODODOODOOODOOODODOODODOOO
gl oooooo
goobooddoddoddooooooooooooooo
ooooooooo

[Acct-Input-Octets]

000000000 0O0OORAISODODOODODOOO
goooooooooooopoopoooopopooo
000000000 0ODOAcct- Status-Typed Stop O O
00oo00o0o0o0ooooooooooooooooog

[Acct-Input-Packets]
0bobobooooooRrADISOOOOODODO
gdoooobooboobobooboooboobog
g0O0bO0b00O000Acct- Status-Type O Stop U O O
0000o000o0o0o0o0o0oOooDOoooDoDoDooOOo

[Acct-Output-Octets]

000000000 0O0OORAISODODOODODOOO
goooooooooooopoopoooopopooo
000000000 O0ODOAcct-Status-Type O Stop O O
00oo00o0o0o0ooooooooooooooooog

[Acct-Output-Packets]
ObobobooooooRrADISOOOOODODO
gdoooobooboobobooboooboobog
00000000 OAcct-Status-Type [ Stop U O O
0000o000o0o0o0o0o0oOooDOoooDoDoDooOOo

[Acct-Session-1d]

000000000 0O0OORAISODODOODODOOO
ooooooooooooompoooooooooo
oooooooooOooOooopooooooooooo
00oo0o0o0oOooOoOoooooooUooopDooo
Acct-Session-1dO0 0000000

[Acct-Session-Time]
gobooooboobooorASOOODOODOO
goooooboobooobobooboooooAcet-
Status-Type O Stop0 0D OO0 DOOOOODODOO0O
gogboooobouooboboooobo

[Acct-Status-Type]

000000000 00OORAISOODOODOODOO
gl oooooo
goodbodooooooooooo

[Acct-Terminate-Cause]
Jo0oooobOoooooRrADNSOOODOOODOOO
goobdddddodoooooooooooo
Acct-Status-Type U Stop 0 OO OO OO OOOOO
oooooooooogog

[CA]

gbobobooooobooboboboooog
gobooooooboboooboooooobooooboooo
gbooboooooboon

[Called-Station-1d]
O0D0ODOONASOORADIUSODOODDOODOODODODOO
gl oooooo
goooooogsez.aXxooooovacooooooo
ogoooooad

[Calling-Station-1d]

OOoOogOoNASODORADISOODODODOODDOOO
goooooboobooobobooboooboooog
ooooops2.1XxOooooovMaCcOODOOoOooooOo
goood

[CADOO]

CADDODOOOODO0O0CADOOOODDODOCAOD
000000000000000000000000
0000000000000000000000000
ooooo

[CHAP]

PPPOOOOCOOOOOODODD0O0O0O0O0ONONOOO
O0000O0OOOOOPAPOOOOOOOOOOOODO
0000000000000000000000000
ooo

[client IP address]
00000000oO0ooooDooDoooo
RADIUSO O OODODOWODODODODODDOODOOOO

[clientAuth]

X.509 3000 ooooooooooooooooo
goooogossw/TLsoooooooooooogn
gdbobooboooboobbooboboobbooo
oo
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[codeSigning]
X.509 v30 0000000000000 0O0O0O0O0OO
gooddddodoooooooooo

[Common Name]
X.5090 000000000000 SubjectdD OO
gogboooobuoobooboboon

[Country]
X.5090000000000000 SubjectOOODO
goooododooooooo™wProooogog

[CRL]
000000000000000000000000
oooo

- 0O0oooo

[CRL Distribution Points]
CRLOODDOOODOOOURIChttp://...0)000O00ODODO
- CRL

[cRLSign]
X.509 3000000000 ooobooooooon
gl oooooo

[CSR]
- 0000000

[dataEncipherment]
X.509 3000 ooooooooooooouoooo
gogboboobouooobooboobboon

[decipherOnly]

X.509 v3O0O0O0OOOOOOOOOOOOOOOOO
ooooooOoOooOoOooooooopoooooo
keyAgreement 0000000000 OO0OOODOO

[DERDO O]
goddddooooooooooooooobob
gooooooooogooao
Netscape D O OO OOODOOOO

[PFOOO]
0000000000 IP000O00O0OOOOOOO
000000000000

[digitalSignature]
Xx.509 3000 ooooboooboon
goobooobooooooobooonoo

[Distinguished Name]
ITU-T X.500 D O0OOO0OOOOOOOOOOOOO
ggooooogd

[EAP]
000000000000000000000000
0000000O0PPOOOOOOOOOOOODOODO
ooooooo

EAP-TLSO EAP-TTLSO EAP-PEAP0 0000000000
ooooo

[EAP-MD5]
EAPO00OO0COCOOOD CHAPODDODOOOOODODOO

[EAP-PEAP]
EAP-TTLSO0O0O0O0O0D0D0D000000000000
00000000000O000RAODODODODOOO 30
0000000000000

[EAP-TLS]
TLSO Transport Layer Securityd 0 OO OOO00OOO
0ooooooooooooooooo

[EAP-TTLS]
gooooobooboooboooboobogo
oooooooooooo

IETF O Proposed StandardO

[emailProtection]
X.509 3000 ooooooooooooooooo
gdooboooboobobooobooboboo

[encipherOnly]

X.509 v3O0O0O0OOOOOOOOOOOOOOOOO
ooooooooooooooooooogooo
keyAgreement 0000000000 OOODOODOO

[Extended Key Usage]
KeyUsage U DO OOOOdOooooooooooon
gooooooooad

[FQDN]

gbobobooobooboboboboboooooon
gbobobobooobooboooboobobobooboo
goobooood

[Framed-1P-Address]
RADILSO O DO0ODOOOODDODOObOOOobbooobd
gooimwrooobooooogo
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[Framed-Protocol]
RADIUSO OO OOOOOOOOOOPPPOODODOO
gooddddodoooooooooo

[HTTPSOO0O0O000]
000000000 HKTTPSO0000000000
ooooooo

[Key Usage]
X.509 v30 0000000000000 0O0O0O0O0OO
gooooooogooooo

[keyAgreement]
X.509 v30 0000000000000 0O0O0O0O0OO
gooooooogooo

[keyCertSign]
X.509 v30 0000000000000 0O0O0O0O0OO
goooooododdogooooo

[keyEncipherment]
X.509 3000 ooooooooooooooooo
ggoooobuoobooboboobooobooobog

[LDAP]
000000000000000000000000
0000000000

[LDAPO O O]
0000000000000000000000000

[LDAPS]
TLSO Transport Layer Securityd 00O OOO00OOO
goooooooooooopoopoooopopooo

[Locality]
X.5000000000000000 SubjectOOODO
ooooopoooooo

[M1B]
SWPOOOOOODODODODDOD00000000000
OO0O0OMIB-IIORFC 12130000000000

[NAS]

0000000000000 ORADISOOOOODOD
00000000000000000000000000
~RADIUSOOOOOO

[NAS-Identifier]

RADIUSO DO OODOODODOODO DO Access-Request [
O00O0ONASODDOODOOD0OO0O0ODOrRDNOOOOO
ooooog

[NAS-1P-Address]

RADILSO O OOOOOOOOOOOOOOOOOOO
OOONASO IPOO0ODOODODOO O Access-Request
oooooooooooooog

[NAS-Port]

RADIUSO O OOOOOOOOOOONASOOOOOO
00000 0OOAccess-RequestI 0O OOOOOO
ooog

[NAS-Port-Type]

RADINSO O OO OODODOOOOOONASOOOOODO
0000000 OAccess-RequestI 00O O0O0OOOO
oooo

[Netscape O O ]
O0000D00O0D0OO Netscape DOODDODOOODODODO
gooodoogooog

[nonRepudiation]

X.509 v30O0O0D0O0O000000000O0O0O0O0OO
gl oooooo
ooao

[NWMOOOO]
UTF-16LE0 0000000000 00000M400
00000000 1600000000

[0csP]
0000000000000 000CRLOOODNO0O
O0oCSPOOCOOONONDDNOOOOOOONONONDNOOO
ooo

[OCSPSigning]
x.509v3l0ooonooooooobocAoonobooo
gooogoocsk DOODDOUOboooobDOoOgcCcAd
ooo0oooOooooooooocse DoOOoOOO
gobobooboooboa

[Organization]
X.5000 000000000000 SubjectdD OO
ggbooooboooboooobooao
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[Organizational Unit]
X.5000000000000000 SubjectOODODO
oooooooooog

[PAP]
ppPOOOOOCOOOOOOOOOOOOOO /OO0
oooooOoooooooooobooo

[PEMO O]
000000000000000000000000
00000000O000000

[RA]
RA-14000RA-930000000O00O0OO0OO0O0O0ORA-
14000RA-9300 0 000OOOOOOOOODOODOOO
od

[RADIUS]
000000000000000000000000
0000000000000 000000000000
000000000 RFC28650 RFC2866 0 000000
oooo

[RADIUS Proxy]

RADIUS OO OOOODODOOODOCOOODODOOOODO
00000 RADIUS OOOOOOOOOOO

RADIUS Proxy OO OO OO RADIUS O OO (RADIUS
Proxy JOO) ODORADIUS OO OOOOOOOO
RADIUS OODOOCOODOOOOODODO

[RADIUSOOOODODO]

RADILSO O D O0ODO0OOODDOOObOOObLbooobd
gooooobooooboo

OO0 LLANDODOOOODDOOOOOOOOOODONAS
(Network Access Server)D 0O OO0 OO

[RADIUSOOOOOO]
O0000000O000EAP-TLSOO000000000
00000000O000000

[RADIUS O O O]
RADILSOOOOOO0O0D000000000000

[serverAuth]

X.509 v30OO0O0OoOOoOoOooooooooooooo
oopoossw/TLsCcoopoopoooopoooooooo
ooooo0ooOoooooopopopoooo

[Service-Type]

RADILSO OO0 D 000000 ODODODONODONOONOOOO
gl oooooo
oo

[Session-Start-Time]
OO0oOoRADINSOOODODOODODOOODODOOODOOO

[Signature algorithm]
ooooooooooooooooo

[SNVP]
TCP/IPOD0D0O0000000O0OOOOOOOOOOO

0000000000000000000000000

0000000000000000000000

[StartTLS]
LDAP O O TLSO Transport Layer Securityd 0 OO0
0oooooooooooooooo

[State or Province]
X.5090000000000000 SubjectOOODO
goooodoogooooo

[Subject]
X.5090 0000000000000

[timestamp(epoc time)]
goooo0o0ooOooOoooooooo
000000000O0oo0oob0oooo1970/01/01 00:
00:00 DO ODOOOODOOO

[timestamp(yyyy-mm-dd hh:mm:ss)]
Oooooooooooooooooo
g0obO0bOoO0oboOoboOooOoDbDOomo20040 100 31
0 1900502000000 00"2004-10-31 19:05:20"
goooooboooooooo

[timeStamping]

Xx.509 3 00odonoooooooboooboon
goooooboobooobobooboooboooog
ooooooooooooooooooo

[User-Name]
RADILSOOOOOODOOOOOOOOODCOOODOO
ooooooooog
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[VSA]
- 000000000000

[X.509 OO0 v3 OO]
X.500000000000000000000000
oooooo

gboobobobooboooboobooboboobobooo

RFC 328001

[DOODO0O0O00O0]
RADISO O DOOO0COOOODODODOOOOOOONODO
0000000000000 000000000000

[D0O0O00oooo0]
RADISO O DOOO0COOOODODODOOOOOOONODO
oooooo

[DO0O0O0O0O0O0]
RADIUSO O OO RADIUSOOOOOOODODOOOOOO
00000000000000000000

[DO0O0O0O0O0O0]
0000000000000000IPO000O00O0

[OoOoOoOooOooOo]
000000 RADIVSOOOORADINSOOOOOOOO
000000000

[COO0DOCOO0O00OoOoOoooog]

goooooobouooboooboDoboOoOooDoONASO
gbobobooobooboobobooboboboobooo
gbobobobooobooobooobooboboboobooo
gooboboooogoon

[0000O00000(LDAP)]
000000000000000000000

[0O00]
0000000000 OMASTEROOOSIAVEO OO OO
ooo

[DOO0O0OO0]
1000000000000000000000000
oooo

ool
gbobobooboobooboboboboooooo
gboobobobooobooog

[DoOoOoOoOo]
~ RADIUSOOOOOO

[DOODO ID]

OO0 IDO "user@centurysys.co.jp" OO0 ”
CENTURYSYS¥user” 00 DO O0OOOOOOOODOOO
gogboboobouooobooboobboon

[DOO0O 1Io00000]
0000000000000000000000 100
0000000000000000000000000
000000000000000000000000
oo

[DoooOooOo]

S\WP 00000000000000 SWPOOOOO
0000000000000 00O0SWPOOOOD0ODO
000000000000

[DooOoOoOo]
000000000000000000000000
0000000000000000000000000
oo

- ooo

[0O TTL]
000000000000 000TL00000000
OoO0O0O0ooooooo

[DOO0O0OO0]
IEEE802.1X0 00 0000000000000 00
O00PCOODDOOOOOONODDOOOOOO

[DOO0O0OO0]

RADIUSO O OO RADISOOOOOOODODOOOOOO
O0O0O0OORADISOOODODOOOOOOOODDOO
00000000000000000000000

[DoOoooOo]
000000/00000000000000000
O

(ool
gboboooobooboobobobobooooon
gobobobobooooooboooboobooboobooboo

[oooj
oooooooooO
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gooano

[OoOoOoOooOooOo]
CRLOOODOOOOO
~ CRL

[DoOoO]
00000000000

- 00

[ooo]
000000000000000000000000
0000000000000000000000

[DoOoOoDOo0]
Certificate Signing Request (CSR).
ooo0oooooooOoooooOooooooooo
ggoooobuoobooboboobooobooobog
gobobooobocACbboobobooobooboboorboo
gooo

[ooOoOoOoooo]

000000000000000000000000
0000000000000000000000000
0000000000000000000000000
oo

[DoOoO]
000000000000000000000000
MASTERDO 0 0000 SLAEC OO0 OO

[DoOoO]
000000000000000000000000

[DOOO (RADIUS VSA)]
RADIUSOOOOOOODODD0O00000000000
000000000

[Doooooo]
0000000000000000001000000
00000100 MASTERD 100 SLAEOOOOOO
oo

[DooOoOoOo]
0000000000000000000000000
0000000000010000000000000
ooooooo

[DOoDO]
0000000000000000000000000
00000000000

[DOoOOoO]
RADILSOOOOOO0D0D0O000000000000

[ooo]
RADIUSOOOOOOODOD00D00000000000
000000000

[oOoOoOoOoooOo]
000000000000000000000000
000000000000000000

[COO0DOOO0O00OOOoOoooDoO]

gboboboooobooboboboboooooon
gobooooooboboooboooooobooooboooo
gbobobooooobooboobooboboboooo
gbobooooobooon

[0O0O0O0]
O0000o0ooo
_ PAP, CHAP, EAP-MD5, EAP-TLS, EAP-PEAP, EAP-TTLS

[0O0O0O0]
00000000000000000000

[0 OO0 (LDAP)]
LDAPO0O0000000000000000000

[DooOoOoOo]
00000000000000000000000

[DoOoooOo]
oooooooooO

[COODOOO (RADIUS VSA)]

RADINSO O OODO0ODDOOOODOODOODOOOOOO
000D00ODO0OD0OOD text, string, address,
integer, ipvbaddressO0 00000

[DoOoooOo]
000000000000000000000000
0000000000

- 000000000000000000000000
000000000000000000000000
0000000000000000000000 100
ooooo
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[DOO (RADIUS VSA)]
RADILSOOOOOOO0D0D0000000000000
oooooo

[OODO ID (RADIUS VSA)]
RADILSOOOOOOO0D0D0000000000000
ooo 1o

[OO0OOOoOoOooooOo]
RADILSOOOOOOD0D0O0000000200000

0000000000000000000000000

0000000000000000000000

[DOOO (RADIUS VSA)]
RADISO O DOOO0COOOODODODOOOOOOONODO
ooooo

[DOO0O0OO0]

000 (RA-14000RA-930)0 000000000000
000 RA-14000RA-930 0 D O OO OO
0000000

[0O0O0O0000 (SWP)]
00000000000 OSNWMPOOOODOD0O000

[DO0D0O0O0000 (SNP)]
000000000000 O0SNWPOOOOOOOO0

[DOO0O0OO0 (SNP)]
00000000000000000000000
0oooosO0O0OOOOOOOOSNWOOOOOOO
oo

[000000 SNWP)]
0000000000000 FQDND OO 00 0SNPO
Oooooooo

[0O0O0O0]
O0000oooo
[0O00]

RADIUSO O OO

[0OO 0]
RADILSOOOOOO0O0D000000000000

[DooOoOoOo]
RADIUS 0000000000000 O0O0OOOOOOO

gobOoooooboboboooon RA-14000
RA-930 DD DO DOO0OODODOOODOOOOODOOODO
-000oooon

[DoOoOoOoOoOo]
00000000000 IPO000000000000
000000000 RADINSOOOOOOOOOO

[COO0ODOCOO0obOooooo]

gooooooobobooooooooobooboooooooo
gbobobooooobooboobooboboboooo
gbobobobooobooboooboobobobooboo
goooo

[DoOoooOo]
00000000000000000000

[DO0ODO0O0O0o0O0O0]
000000000000000000000000
0000000000000000000000000
0000000000000000000000000
0000000000000 ID0000000000
o0oooo
L000000000000000000000000
0000000000000000000000000
0OO00O0OoIoooooo

[ODOO (realm)]
0000000DO0o00bDOO0OOO0DoOdRADIUS OO
ooooooooo
ooooooOoOooOoooooooooooooooo
00000 (User-Name) DO DOODOOD e ODODOOO
goooooooooopoooo
goooooooooooopopoooopooooo
000000o0o0oooooooooogg (rAblus
Proxy) 000000000000
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m00
(1O YYYY-MM-DD hh:mm:ss,RADIUS,RADIUS start
(2)O YYYY-MM-DD hh:mm:ss,RADIUS,RADIUS stop
(3O YYYY-MM-DD hh:mm:ss,RADIUS,RADIUS restart
(4)O YYYY-MM-DD hh:mm:ss,system,peer up: PEER DEVICE (A.B.C.D)
(50 YYYY-MM-DD hh:mm:ss,system,peer down: PEER DEVICE (A.B.C.D)
(6)0 YYYY-MM-DD hh:mm:ss,system,peer up: A.B.C.D
(7)OYYYY-MM-DD hh:mm:ss,system,peer down: A.B.C.D
(8)0 YYYY-MM-DD hh:mm:ss,system, [CFG_ID:PEER DEVICE] invalid request found.
(9O YYYY-MM-DD hh:mm:ss,NTP,NTP start
(10) YYYY-MM-DD hh:mm:ss,NTP,NTP stop
(11) YYYY-MM-DD hh:mm:ss,NTP,NTP restart
(12) YYYY-MM-DD hh:mm:ss,SNMP,SNMP start
(13) YYYY-MM-DD hh:mm:ss,SNMP,SNMP stop
(14) YYYY-MM-DD hh:mm:ss,SNMP,SNMP restart
(15) YYYY-MM-DD hh:mm:ss,RADIUS,Unknown client A.B.C.D:E
(16) YYYY-MM-DD hh:mm:ss,AD Interaction,AD Interaction restart
00 verl 8300000000000
(17) YYYY-MM-DD hh:mm:ss,DHCP,DHCP start
(18) YYYY-MM-DD hh:mm:ss,DHCP,DHCP stop
(19) YYYY-MM-DD hh:mm:ss,DHCP,DHCP restart
mJ0od
OHoOeuIoogoRrRADISODOOOODOODOODOODOODOOO
@QoOculooooRrRADISOOOOODOODODOOOOODOOO
@GoeuloodoRrRAINSOODODOODODOOODODOOODOODOOODOODOORADINSODOODOONO
oooooooooooo
GOHOooooobooooooooboooooooooobooooooooDoog
G)Uooooooooooooooooooooooooooooooooon
GYUDODODoDODDOOoOooDooDooOooDoOoooooooooooooon
MHooooooooooooooooooooooooooooooon
@GOODODODOOOMASTERODO SLAVED OO ODOOODOOOSLAVEDODODOODOODODOOOO
MASTERO O OOODOOODODOODOOOODOO00OOODOODOOOOODOO0OO
OoeuooooNPOODODOODODODOOODODOO
() culooooNPO0ODOODOOOODOODOOODOOOO
A euIgoooNPOODODOOOODOODOOODOOOOO
(2 culgoooswPOOOooooooooooooooog
W eoulgoooswPOoooooDooDoooooooooog
H eulooooswPOODOOooOooooDooooooooon
(15 0O0D0ORADISOODODODOODOODODOOODODOOOODOOD
(16) AADDOOODOOOOORADINSODOOOM@MYDODODODODODOOODODODOO
00 verl 8300000000000
Q7 eulooooobHcPO O OO ODOOODOODODOOOOOODO
(18) culoDooObHCPO OO D ODOOODODOOOODOODO
() cuIdoooodbHcPO DO DODOOOODODOOODOODOODODO
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m000000

goboobooobooobooobgoobo

YYYY-MM-DD hh:mm:ss OO O

©O10)
PEER DEVICED DD OO0O00O0O
A.B.C.D00OODOOOOOIPOOODO

@
A.B.C.D00OOOOOIPOOO0O

®
CFG_IDD OO O0DO0ODO CONFIG_ID
PEER_DEVICED OO DO ODOODO

(15)

A.B.C.DORADIUSTO OO ODODOO IPOODOO
EORADILSO OO ODOOODOOODOOODOO
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00o0000000000O0O0
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OoOO000 reasonO000O00O00O0O

gbodbUd0Oreasond 0000000000 reason0 00000000000 0O0O00O0O0O0DO0O

Incorrect password (password) [type] O OO Incorrect password [type]
goooooooooooooooooboooooobooobooo
RADIUSOOO0DOCOOO0O0ODOCOO0OODOOO0ODOO0O0ODOOOOUODOOODOODoOOO
(password)J 0000000 DOOODOOOOOODOOOOOO0O0OOOOO0OOOOODOOPAPOO
O EAP-TTLS/PAPO O ODOOCOOODO
gooooooosoooooooooooo3igooooooooooobogsooonDoon
0 O O (loooooooo000000000000ng passwo -..)O0 00O O0O0O0OO0O
typeOOO0DOOOOO0ODOOOOODOOOODD (OODO)O

Empty password [type]
00do0oo0o0ooooooooooooooooooooooon

No username in request [type]
gooobooooooooooooooooooooooooobooooDbbooooDbUoLnDOb
goooooo

Too many sessions (number) [type]
gooooooooooooogooooooooooobooooooboooo
number0 0000000 0OOOODO

User not found [type]
OOO00ORAD LDAPOOOODOOOODOOOOOORAODOODOOOODODODOODODODOOODLO
goooOowAPO00DOOO000ODOOOO0oDOoOOoooDoogg

Type not permitted [type]
goooooooooooooooooboooooo
OOOOEAP-PEAPO 0 00DOOCOOO0DOOCOOPAPOOOODOOOODODOOOODODO

(7) Attributes unmatched [type]

©))

®

gbooboboobobobooobobooboboobobooboobo

No address [type]
odoooooooooo@uoouooo)yoooooooo

No address (cannot connect) [type]

oooooooooooo@uooooo)yooooooo
goboboobboobuooboobobbooboobuooboo
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00000 reasonO00O0000O0O0O

(10) No address (response timed out) [type]
ooooooooogooo@oooooo)oooooooo
gooooooOoooodoobooooUooOoUUoooogoDoUooooogoo

(11) TLS verification error (string) [type]

TLS0o0o0ooooDooooooooobooo0ooDoDbooDn

string0 0000000000000 0D000D00ODO00O0000OO0

(a) unable to get local issuer certificate

000o000oo0oOooDRrRAODOOODOCAODODOODODOODODODOOODOO

(b) certificate revoked

Jooodooooooooooooooooooooo

(c) certificate is not yet valid

Jo0oodooooooooooooooooOoRADDDODODOODOODODO

(d) certificate has expired

0oo0o0ooooooooDoooooDooodoRrRADODODOODOODODOOO

(e) CRL 1is not yet valid

000o0000o0oooDoooooDooooognast Update) OO RAODDOOODOODOOOOO
ooood

(f) CRL has expired

000000000000 0D00D0000000((next Update) OO RADODOOODODOOODOO
oono

(9) unsupported certificate purpose

00000000000 Key UsageO O OO OOOODOODO digitalSignature 0 O O keyAgreement
00o00oo0ooboooooooboooooo

00000000000 Extended Key UsageO O OO OOO0O0O0O0O clientAuthO OO OO0ODO0O
ooooopooooo

(12) TLS alert sent (level description) [type]
Oo0oopDooTS alertD00000O0ODOOOO
level 00 0O description0 Oalert0 00000000
OO0OORFC 52460 00000000000
0000000000000 000000D000 (cipher suite) 0000000000 ODOODOO
00O 000 (fatal handshake failure)0 000 0O

(13) TLS alert received (level description) [type]
OooopooodTsalert OO0 OO0O0DOOOODOOOOO
level 0 0 O description0 Oalert 00000 0O0O0O0O0OQOORRC 52460000000000O
00

(14) Unexpected EAP-Message [type]
00000 EAP-Message 0 0 OO0 OO0O0O0OO0OOOO
OO0O0ORADOUDODDDOUODDODOUDOOOOEAP-TLSODDOOOOODOOOODDOOOOD
Oodooooooooooooooooooooo
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(15) Type not supported [type] OO O Type not supported [type]
OO0O0ODOOOOOEAP typeOD OO OOOORADIUSODOOOOOOODOOOOODOOOOODDO
gooopooooooooooobo0ooboooU0ooooOboooooobooogo
0:
Type not supported [PAP]
RADIUSOOOODODO PAP/CHAPO O OO OODOOOOOOPAPOODODOOOODOODOODO
Type not supported [??7]
0o0ooooodooooooooooogoooooogg
Type not supported [EAP-TTLS/PAP]
RADIUSO OO OODO PAP/CHAPO OO OO OODOOOOEAP-TILS/PAPO 0O DODOOOODODOOOODO
EAP-TTLS not supported [EAP]
RADIUSOOOODOOEAP-TTILSO OO0 O0ODOOODOUOOOEAP-TILSOODOOO NakO OO ODOOODO
cooooo
EAP-SIM not supported [EAP]
EAP-SINMO O O0ODONkOOOOODOOOODOOO
EAP-GTC not supported [EAP-TTLS/EAP]
EAP-TTLS/EAP-GTCO OO OO NakO OO OOOOOOODODOO
Type-41 not supported [EAP]
EAP-SPEKECO OO OO NakO OO OODOOOOODOOO
Type-0 not supported [EAP]
OO00O0DtwpeOOOO0ODOOOOONKkOOOOOODOOOODOO
EAP-MD5 not supported [EAP-TTLS/EAP]
RADIUSO O OODOOEAP-MD50 0000000000 OEAP-TTLS/EAP-***O0 0000 NakO O OO
oooooooogod
Type not supported [EAP-SIM]
0000000 ldentityDOD0OOODOCOEAP-SINMDOO0ODOOOOOOOOOODOOOO
Type not supported [EAP-MSCHAPv2]
EAP-MSCHAPV2O O OO DODOOO0ODODOOOO
Type not supported [Notification]
NotificationOO OO OOOOOODOOOO

(16) LDAP ([Idap-name): Password not configured [type]
000000 LWAPOODODO0000000000000000LWAPOODOODODOODODDOODDODOO
ooooo
000000000 EAP-TTILS/CHAPO 0 000000000000 OOOLWAPODODDODDODOOO
0000000000000 0
Idap-name 0000000000 WDAPO O OOODOOO(@OOO)O

(17) LDAP ([Idap-name): Incorrect password (password) [type] O 0O O
LDAP ([Idap-name): Incorrect password [type]
LPAPO00DOO0O0O00DOOO0ODOOO0ODDOOOODOOOODOOOODO
(password)d O O O O O Incorrect password (password) [typelU 000000000 ODOOOO
oo
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(18) LDAP ([Idap-name): TLS error (number) [type]
LbAPO O DOOOOODOTSODOOOO0O0OObOOoooooooo
number0 0 000000CO0O0ODOO

(19) LDAP ([Idap-name): Connection failed (number) [type]
LAPO O OOOO0DODOO0OODOOOODOOOODOm
TCPOO0ODOODOOUOOODO T rejectd 00000000 ODOO0ODOODOOOODOOODODODOO
oooooo

(20) Remote server
RADIUS Proxy OO0 O OODO0DOOO0OOOOOODOOOOOOOOOOOO

(21) Remote server: No response (number)
RADIUS ProxyU O O OOOOODOOOOODOOOODODOOOOOOOODOODOOO
number0 0000 (OO: 0O) 00O

(22) Active Directory [type]
Active Directory0 OO0 O OQO0OOO0O0O

(23) Protocol error number [0 O O Protocol error number [type]
Oo00dooooooooooooooooooooooooooooooooooooon
number0 000 00000000O0O

(24) Fatal error number

RADIUSO ODOO0ODOODOODLOO0ObOOO0bOOoObOobDooboooboobDoobooboon
Oo0OooooooooooooO0dOmumber00000DOO0O0ODOO
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