EAP 00O RADIUS OOOOOOOOONO

RA-11OO Verl1.8.6
FutureNet RA—73O Verl.8.6
RA-G630 s

gooobooon

l;ﬁ:mmmr SYSTEMS



I 5
I R 6
O 100000000 ceeioeeaecaaecaaecaaacasecascaascaasaasacasanasmaascaaamaseaasanansns 7
e 8
I 9
I 1 11
I 18
O200000000D00D00D0ODD0OD weceaaeaeeaacaacaacaacaacaaamaaaaacaaanan 19
OOWindows XP O O 0 O 0 O O O 0 o e e e et e et e e et e e e e e e e e e e e aaaaeaanmnn 21
OOWindows VistaO OO OO0 OO 00 4o meees o e i e i e et et e e e ececeaeaeaeanaeaeaaaaaaaann 22
I T oA 23
I I = T 1 TG I 24
O3000000000000D0D scecaeeaaecaaecaaecaaccasccasccaasccaascasscaaccascaasannns 25
I I 26
I o I I 7 27
O4000000D00D0 00000 ¢ iecaeesaeaaeaaecaaccaacaacaacaaamaaamaacaacaaanan 34
I 35
N 38
e 38

225 39
T 40
e 41
N 42
ST 43
7 44

B NP L e aaee e aaaaaa 45
0 I 48
10.CA - RADIUS O O O O O 0 v e e et e et e e e e e e e e et e ee e c e ee i ceeecaeemaaeeaaaanannn 50
07 o B 1= I 51
12.CA - LDAP O O O O O O O O 0 ee e e e e et e et e e e e e e e e eem e aeeamaeeaaaenaaaannnnn 51

1 T 07 I Y o 51
3 52

15 RADIUS = [0 0 [ [ e ie e et et e e et e e et e e e e e e e e e e e e e e e ee e ae e a e 53
16.RADIUS = [0 00 [0 o et e et e et e e et e e et e e et e e e e eee e cmeemcaeemcaeeaaeaaaaanannn 54
502 U T I 55
18.RADIUS = OO O O O O 0 et e e e e e et e et e e e e e e e e mee e aee e aeecaeeaaaenaaaannnnn 56
19.RADIUS = [0 0 O O O [ et et e e et e et e e e e e e e e e e e e e e e e e meeee e aeaaaeaaaan 57
20.RADIUS = O 0 O 0 O O 0 o e et e e et e e e e e e e e e e e e e e ae e mmaeecmeenaaaenaaanaannn 58
21.RADIUS — ACTIVEDIIECHO Y - .ottt e et et et e e e e caececeeceeaenaeeaaaanean 60

22 RADIUS = LDAP & ettt e et e e e aaee s 62

P22 2151 11 T I 67

P =13 U I 69

25 RADIUS - OO O 0 O O O O 0 4o e e e e et e e e e e e e e e e et e e e e e caaeaaaann 71

24 Z0 0 73

247 21 1 10 T 74



< 0 2 ) U 75

29.RADIUS = T 0 0 O 0 o e 76
0 84
1 I Y 85
2 86
1 87
Y U 89
1 90
] 91
I DA 92
0 93
O 60 O RADIUS O [ oo e e e e e et e eeemmm e e e aeeemmmmmmm i mmaaaaeeaaann 95
I 96
5 96
4 97
R 98
0 99
L 101
L 102

A Y XY= 0L =T o ] 103

B LD AP L e e e e 105
e 110
I 112
I 113
22 0 114
L 116
I 118
5 120
L 121

I 124
T 124
2 1 132
0 I 133
S 134
5 I 135

I I 136
I 07 137
I 139
< 143
I 144
S 144

P 145
I 146

A DN S L e e e e e e e e e e e 148
5T 149
B NP L L e 150
I 154

I 154



2 155

R 0 156

S 157

52 158

L 159
7.00 OO RA-11000 RA-73000 . s e et et e e e e e e et e et e e e e e e eeceaaeaaeaaas 160
2 161

S I 162

0 0 163

I I I 171
0 172
I 172
2 174
I 175
I 175

2 176

2 I 178
I 180
I 181

2 I 182

2 183
I 185
I 186
I 187
I 0 I 188
N 189
I 5 I 190
I 191
I 192
0 O 193
I 194
I 195
0120000000000 PCODODO ceeneeeaaeeaaeeaasecaaacaaacaaanasacassnassaasnaaanaanns 196
I I €= o 1 T 197

I I I (=7 S o 199

I I I =72 o I 202

I I 203
LR o QL 1 204
I I 205
I - T I 207
OO0 COO0O00OO00O0O000000O0O0O0DO0D0 ceeeeeiaaeaeeaacnaaacanscasscannaannaanns 209
I I 0 I 219
I I I 227
U0 rFrO0000000D00D00D0D00D000000D00 weeeeeaeeaaecanmcansaannaannannns 230

I I 233



gogn
10odooobogobgooboobooboobooboobooboboboobooboobooo
goooboobobboobooboobobooooboobobboboobooboboo
gbooobooboobooo

20gbooogoboboooooobobooobooboobobooooobobobDobbooboOoDbOobo
gooobobgoboooboboobon

sgbooboboobooboobooboboboobooboboon

A0000000b00o0obobobooboobooboobobDboobooDbooboooboobon
gogo

sutbgobobooboobobobooboobooooboobooobooboboobooboobon
gooobooboobooobobogn

oooooo
OOFutureNetO OO OO O0ODO0D0OO0OO0OO0OODODOOOOODOOOO
0000000000 Microsoft Corporation0 0000000
Microsoft Windows[] Windows 9500 Windows 980 Windows 20000] Windows Me[ Windows XPO
O Windows Vistall Windows 701 ActiveDirectory
0O MacintoshOMac OS XO OO OOOOOOOOOOOO
00o00doobo0ooooooooooooooooooooooooooo

Ooodoooooooooooo
oooooooooooooog
O RFC 2865 Remote Authentication Dial In User Service (RADIUS).
0 RFC 2866 RADIUS Accounting.
O RFC 2867 RADIUS Accounting Modifications for Tunnel Protocol Support.
RFC 2868 RADIUS Attributes for Tunnel Protocol Support.
RFC 2869 RADIUS Extensions.
RFC 3162 RADIUS and IPv6
O RFC 3575 IANA Considerations for RADIUS (Remote Authentication Dial In User Service).
(O RFC 3579 RADIUS (Remote Authentication Dial In User Service) Support For Extensible
00000 Authentication Protocol (EAP).
O RFC 3580 IEEE 802.1X Remote Authentication Dial In User Service (RADIUS) Usage
OO0000 Guidelines.
O RFC 3748 Extensible Authentication Protocol (EAP).
O RFC 4590 RADIUS Extension for Digest Authentication.
RFC 4675 RADIUS Attributes for Virtual LAN and Priority Support



oooboododoooon

gboobooobobooboobgoooboobooboobobooboobooobo
obooboooboooboobooboooboobon

gbooboooboboobooboboobooboooobooboobooobo
oooooood

HEN RA-1100 | RA-730 | RA-630
HEN gud
UTPO O OO (CATS, DO DO OO, 1m) HEN U HEN
UTPO O OO (CATse, DD OO O, 1m) U ug U
googooogcb-R U U HEN
goboo HEN U HRN
ACODO OO g g U
gobooboboooodad ud
ERERN ug
ERERN ug
gobbobboodoodad HEN U U
gbooboooobogn 00 0 U




oooooad



FutureNet RA-7300 O O FutureNet RA-6300 0O 0O O
RADIUSOOOOOOOODODOOOOIP-VPNOOODODO
RADIUSO DO ODOODOOODOOODOODODOODOOO/ZO
OLANDOODODOO0ODODOOOIEEES2.1XO0 D0 O ODOO
0oooooodooooooooobooooooo

FutureNet RA-11000 00000000 0ODOO0OO
RADINSO O D ODOO0OO0OO0ODLOODOO0bOOoDoOn
gobooboooobooboob20boboboooon
O IP-YPNO OO OORADIUSOODOOODODODOODOO
god

gooobog

UEAPODOOODO

PAP,CHAP [0 OO [0 O DEAP-MD5LIEAP-TLSLJEAP-PEAPLIEAP-
TS oooobooooooooooon

OActiveDirectory, LDAPO O OO OONO
goooooooooboooobooooobooo
ActiveDirectoryO OO LDAPOOOOOODOOOODOO
goooooooooooobooooooooo
ActiveDirectory0 0 OO O OO OOONT DomainO O
gooooooooopoooobooooobbooooo

gobooboooboooo
gobobooobobooboobo™boboooboonbg
goboboobouobobobobooboobooog
gbobmoboobobobobooboboooboonbg
OOOODOVLAN 1IDOD00D00000D0O0DOO RADIUS
gbobooobobooooboboooon

goooobgnocA
cabogoboooooboooooboooooon
00000 bDODEAP-TLSODOODO0ODOODDOO
gooogno

gobgobobooboobobo
NTPOODODOOODOOONPOOODOODOODOD
gboooobobooboboobooboboobo
gboboobobobooboboooobobooon

OwebOOOOODOODOOODOODODOOODOO
OoooboOwphdOOOOOODoeUIODOoooOoOoO
Dooooobooogsstobooooonboobdnbiweb

8

gbboobboobooobooooboobboogon
gogo

gobooboboooboobgn
gbooboboobooboboooboobobooo
googograDIUSOonooobgooooboooon
gbooboboobooboboooboobobooo
goooooobogn

goobogooobgo
goboobooboobobooboboobogon
goooboboooboobobooboobooo
gobobooobgoobooobobobon

goobgoboooog
gbooobboooboooooooboooboboogoo
gobooobooooboobooobooboobo
gboboboboboobobobobobom™obooo
oobooooboooobooomoooobooooog
gbobobob™@ooboboboboboboo
gboobooogbomoooobobooooog
gobobomobooboobooonoooomo
goompooobobooboboboobooboon
gbooobboooboooooooboooboboogoo
gboooo

gogoooodg
gboobobgoboobobooooobobooon
gboobooboooboooboboobuooobobo
gboobobgoobobooooboboooo
g

gooogoo
gooogooboboooobobobuooboobo
goboobooobgooboboobobuoobooo
OO0O0OOsyslogDOOOOOOOOODOOO

goobogoooog
goboboboboboobgoobobooboo
gooboobgoboboobboboobooogoobo
gobooboobooboobooboobobooo
goooboooboobobooobonooobgooo
gbooooobogn



gobood OO0 LAN

l HER| AN AP

]
b FuturaMat |

gbooge.1Xxgood L ANODOobDooboobgoooooo
gobodbwLANOOOooOooooopPCcO0O ANODOODOODOOOODOODOOODODLANDODODO
gboobgoobobooboobobooboobooboobooobboobooboobobobooo
O000bo0oooob0obo0oob0O0obDObOnEAP-MDSH EAP-TLSO EAP-PEAPO EAP-TTLSO O O O OO
gooobooood

gooon bobgooog

]
b FuturoMaot [0

-y

goooiisoNOboooobooooooboooooboooooo
gooopCO0O0DODOODODOOODOODODOOOOERANS)UIODODOODOODODOODOODODO
O000DOOo0o00o00ooo00ooo00ooOo00bOOooO0OooOoOUOooOoOooDoPAr/
CrAPO D O0DOD0DOO0ODLOO0O0DODOODOO0ODbOO0DbO0ODOOObDO0DbOobDbOORASOODOODO
gbooogooogoo




0010 000000

goboo oboood

l \ RS F

P
/

gboogoso.iXxuooooooooobooooooooboobo
pcOO0OO00OO0OO0ODOOO0O0ODOObOOOOO0DbOO0bOOOOObOOObOObOOobOOobObOOoDObOOD
Ubooobooboboobooboobobb0obOobdOD UEAP-MDSM EAP-TLSH EAP-PEAPL EAP-
TTISOdooooooooooboooooobobovMchobobobooviANdO Do oooonDono
goboobobobobooboobgobbooboobooboobooboboePcoobooboon
gbogviAaNOOoobooooboooooobobooog

Oooogd web OO (OOODOODO)

]
- FuturaMet

KRN =) —2

B —

OO0OXROOOOOOOOODOOWeh OO0 (DOOOODOO)Y)Y ODOODOUODOOOODOOOODO
ob0oobooboboooboobobDbooobobopPAPODODDOODODODDOODOOXRRDOODODO
gbooobgoobooboboobgoobobooboo

10



0010 000000

O .

OOo0000ooon

Joddd 0ORA-11000

@.-® @ @

é) @1® WO ‘ @
O_%S%é 60060 888888883338]93533|6 6600 O%%%:O
C) (o] QENTum systEms FutureNet OI ' OI 1 C)
S ] ¢| =] ¢ [s55o

O O System Status LED(e )
000000000000000()OOOO

O O AUX LED(e )
O000AXODODODODOOOOOOOO (e )00
0o

0O OUSB Status LED
oooooog

O0OReleaseO0 OO0
goooood

OO0 Init Status LEDO » O
Int0 0 0000000000000 o0ooog
gooooooooonod

OOmitoooo
gooobuoobobboboobobobooboo
Oooooooogooooi1so oooo it
(NIMOoOooooooboooobooo

00O Temp LEDO e [
go0o0oOoOoOoOoOoOoOoOoOOoOOOUOedOO
oo

OOEther 1 LEDO o [0
EtherlOOOODODOOOOOOOLInk upO OO
O0D0eODOOODO

11

OO0OEther 0 LEDO e O
EtherOO OO OODOODOOODOOLINKk upOOd0O
OO00Oe OOOODO

O0OCF LEDO » O
crOO0OO0OODOODOOOOO

O O Power LEDL e [J
oo0oobo0obobboboooboobe O
gogd

O0OPoweroOnQOno
PowerJOOOOODOODOODOODOODOO (@O
oooooo)o
ooooboooobooobooboobon
goooboboooboboboobuoobon
ooooooog

oooooobobooobobgooboboonboo
U0Power0 0000 4000000000000O
ooooooboooobobooon
gbooooboobooooboooboobog
oooooobobooooo

0 ORS-232 1/F(RJ-45)
00oo0ooo

oouse I/F
ooooooo



O. 00000000

JOo0dodo 0RA-11000

@) @)

@) @)

C) _ . ) °° . . ’ﬂ‘! . C)
@ @ R@5e®

DooooooOoooo O O Etherl 0 O O (RI-45)

goobooobgoboobobgobobobo EtherODO0ODOOOOO0ODOOOODDOOOODO

OO0d0d0o0ooU0oooodUoooo0oUoboooOo DODOoOoOoOoDOoORrADISOOOOOOO LAND
gboboooboboboooboooobonbo
gboooboobooboobooboboobo
O0o00oboooooooutPOOOO (LAN
oooOo)oooooooooooooooooo

OORS-232000
goooooboboooo

Ooooooooo

Ethernet 000000000 000000000

0000000000 /000000
10Base-TOO OO O OO (m)
100Base-TXO OO O OO0 (m)
1000Base-TO OO O OO0 (=)

oo0o0o0oO0oOOoOO0OOoOoOOO/0000000
goodoOoO0ooOoooooo

0 O Ether0 0 O O (RJ-45)

00 LANOODODODOD0O0DO0O000000000
000000000 UTPOOOOANDOOOO)O
00000000000000000

O LINNOOO(=)
Ethernet0 0000000 OO0OOOOOOOO
oo0ooooooooooooo/000000
Link Up OOQO(m)
Link Downd O O (m )

12



O .

oooooooo

Joogdd 0ORA-7300

ooussoOnOO
ooooooo

0O O Status LED
Status LEDO OO OOODOODOODOODOO

(¢ ¥ OOOODOOOOODODOOODOOOODO

2(e Y 00OODDOOOODOOOOOO

3(+ Y 0000000000000000
4(e YO RADIUSO DD DO OOOOOOOOOODO
5(« Y OOOO0O0OO

6(e ) OOOODODODO

7(+ Y O0D0DOO0D0OO

8(e ) OOODDOODO

OO0OStatus LEDO OO OOOOOOOOOOO
goooogoog

oouss 1000
ooooooo

0O O Storage LED

1(e ): DOODODOODO

2(e): 00DDDODOO

3(e): JODOODODDOODODCFOODDOODOOO
0ooooo@)oooo

4(e): O0DODOODOO

O O Power LED O Standby LED

Joooooooooooooooono

Power LED(e )0 : OO0 OO0 (e )DO OO

Standby LED(e ): OO O(DOOOODODO)DODO

(e)ODOODO

13

((,CENTURY SYSTEMS | Futurenet RA-730
||||| CF Card ,_l RADIUS Server Appliance
[ Josoe Joso O ® @
2 4 6 8 2 4 Standby
® @ ® @ ® ©® © ® ©

O OOperationO0 00O
goooobboobooooooooboooo
O000o0ooooOOoOoOoOooooooOoOooo
OOooO0O0oO0OODOOOOOOOOOOOOOOO
OOooooOoOoooooOoOoOooo
goobob400000000000000DOO
dooooooboobobbooooooooooo
OOooO00o0OOo0OO0OO0OOoOOOOOOOOOOO
ooooo

0oopo@oooooon) boboboooood
gogoooo
gdobdoooooouobbooooobooboobo
gooooooooooooog

OOmwmitooono
gboooboooooboobooboooboobo
gooobobooboobooooooboobo
gooobooobgo
Oo0obOOoO0oobOO0Status LED 3000 (# )
gogo

OO0OoptionO OO0
ogoooood

O0OSerial 2 000
ogooooog

gocFOoOoooooan
ooooooo



O. 00000000

RA-7300 Status LEDO O O Power LEDO Standby LEDO OO0 O OO OOOOODOODOOCOODOOO
gooobog

LEDD O O
Power
Status 0 alsfalsfalsfals
ooooood c
0000000 | standby
ef[le[loe[]e °
elee[e . -000(@ooooon)
[ ]
eee e . -000000 (025000)
elele[e . -0o0ooo
OO0e e Te . -00000(@00000000000000000)
-0oooo
eleDele . -0000000000000nitd00000)
ODO0elele . -0ooooo
elleljo[]e . -0ooooo
ellelelle . -00ooooo
e[le[loe[]e )
elele[e . -RADIUS DO OOODOOCRADIISOOOOOO)
e e [Je °
O0e e e . -00o0oooooog
Dele . -000000(@OO0o0oooon)
ODO0O0e e . -00000000000(@O000o0ooon)
u °
0000000 . -000000 (000000o000)

goLepooo@Oo)y ooooooobo

goLebgoo@oH)yooooooooo
e JOLEDODOO(@MO)YOODOODODODO
OooLwbooo@o)yoooooobooo
e ULEDODODOODOODODOO

14



uol0 oooooo

O. 00000000

oot 0ORA-7300

@ RADIUS Server Appliance FutureNet RA-730

oobpc 1ev O0OOOOO
oobOobAC ODOb0O0obooooonDn

O Fe(COOO0OOO
goooboobobooboboobuoobo
oogon

O0OSerial 0 OOOOSerial 1 OO0
ooooogo

O O SPEED LED

Ethernet 0000000 00000000
0O 10Base-T DO OO m O

[0 0 100Base-TX OO O (m )

0 0 1000Base-T OO0 O0= O

O O LINK/ZACT LED

Ethernet OO DO OOD0OODODOODOODO
O O Link Up(m )

O O Link Down(m )
oooooopoo@a@o)y

O O Ether 0O Ether 10 Ether 2
oooooooodoooodoooogoooog
00O 0O Ethernet 0 O O O O Gigabit Ethernet
(1000BASE-TYO DO OO OO OO
O0ooooooouTP OOO0OAN ODDOOO)
Oooooooooooooooogo

15



ooil0 O0o0oo0ooo

O .

oooo0ooon

oo ORA-6300

‘;III‘II!I'IHII

oF |ither &
0 ome

O

itk 1
(Sl
o

18]

&)

Ether 2/HLU0
o O
O o O

OO0
FutureNet

RA-630

MADLIS Server Agplance

Statun | Povner

0 oow
O M

G2 O

®

@

0 OCF LED(e )
0000000 CFOOODO0O0OOO0O0OnoOO
OOCFOOO(e )IOODO

OOEthernetO OO LED
OEthernet0 000000 O0OCOOOO

LWNOOOD0OOOOO000OO0O0000Oo00n
LINK/ACT LED(e )OO0 (e )0 O ODO

100M LED(e )0 O10Base-TO OO OO DO OO0
(e )O100Base-TXO O OO OOOOODOO (e )0
0oo

OOO0DOOLINK/ACT LEDOD OO (e )OO OO

16

D@

O O STATUS LED 1(e YISTATUS LED 2(e )
0000000000 000000000000
O00000STATUSL(e )OO O (e )IO OO

0000000000000 00000OSTATUSL
ooo(@)oooo

gooobooooboboooobooooo
googboobobooboobooobobo
0 0O OSTATUSI(O )O STATUS2(O0)H)O O OO OoDDO
gogo

O O POWER LED(e )
00000000000 O0bOOoOonoOoboee)o
gog



o010 000000

O .

oooo0ooon

oot ORA-6300

POWER

ETHERO ETHER1

ETHER2/ HUB
1 @ 2 = 3 e 4

AC100V
INPUT

@

oo0ooooOooooo
gooobooooboboooobooboooo
goooboboobooboboboobuoobon

oooooooao
goooov/00000bDO0O0ODOODOOO

O0ORsS-232000
gooobobooooboo

gomNIToon
gooobobogooboboobooobooboooo
gbooooo

O OLINK/ACT LEDO m O

Ethernet0 000000000 OOOOOOOO
oooooooooo/000000

OO0OLink Up O: Om 0O

OO0 0OLink Downd : Om)
O000OO0OODOOLINK/ACT LEDO OO (m)O O OO
00000000 Ehternet0 00 O00D00OOOO
ooo

17

©)

OOEtherOO OO
golNpDgoobgoboboobooobgooobooo
oooooooooutrrOOO0O@ANDODOO)NO
gboooboooboooboobgoon

0 0 100M LEDO = O

Ethernet 0 000000000000 O00000O
OO00O000/000000

000 10Base-TO D000 (m)

00 0 100Base-TXO O O OO w O

OOEtherlO OO

EtherOO OO OODOODOOODOODODOOODOO
OO000O0O0ODORADISOOODODODO LAND
oooobobgooooboboooboboooo
goooboobgooobobooboobooo
oooooooooooooutPOOOO (LAN
oooo)oooooooooooogoooooo

OOEther2000O
gooobooobooobrBODOnO
goooboobooboobobooboboboobg
gutrPOO0O0O@ANODOOD)YODOODODODOO
goooooogo



uol0 oooooo

gbooboobobboobooooboboobuooboobobbobo

gboobogooogo

UbOo00oob0obo0oobo0obOo0OoODOioBase-TO OO 100Base-TX1000Base-T L LANO [
O/00000000000000DODOO

gooobooboboboboboboboboooooobooboboboboboboboo

gooboobobooobooboobobbobooboobobbobboobooboon
gooogno

ooooooooo
OTcr/IPOOOODOOOSOOOODOOOODOOOOD

goooobobooooobooogoboooooob1boobobUoboboooDoboooboog
000000000 Internet Explorer 8 DO 0000 OD0OODOOODO

goboobooogboboobooboooboobooooboooooobobogoesuonooDO
goboobooogpboostubpoobouobooooobuooboobooboooooLLANODOoo /o
gbogobooboboobgooboobobooboobooboboobooboobbobg
gobooboobobobooboobgoobooo

18



go0b000oooo0boooon



0020 ODO00O0O0O0OO0OO0O0OO0OO0O0O0O0O0

oooOb0o0ooooooao

OooobDoOoOwbhOOOoooOOoOoooOOoOooboOOoOooobOOoOooDbObOoOooDobooOO
go

OO0O00oDOOo0o0OoOooOomwriooOOoOez.168.0.2540 0000000000000 0O0O0OO
gbooboobobooboobobuoob bbb obooboobooboobon
gooogno

gobooboboooobobooooobooooboboooooobooesooboooooon
goboobgoobgooestubooboooobooobooboobooboo

20



0020 OO0O00O0O0OO0OOOOOOOO0O0O0

OOWindows XPOOOOOOOOO

OO0O0OOWindowsxPO ODOODOODOODOODODOODOODODODODOOODOODODODOO

] DooooooOoO0OO0O0-00000000
gboobmooboobooobooboobo

2 00000000000000000000
gboooooboboooooobg

4 Ooooooooooooogacer/ipyoon

goomooimwrooboobobobgooobg

gboooooboboooooobg
IPOODOOO192.168.0.10
UO00000000255.255.255.00
0000000000 On192.168.0.2540

- 0—Hhi TYP BEDILE

=y R
i
EEyS i
G 5 B 182320
EE: 100 Mbp=
ENPEIAIR
- % = %z
Midrak: 7269 | a7
[FOrsET [ BT |

{85k O, TCPAPYDI OIS 1
2 |

FubO-ATIORRENE A - FENTODE S, 1P EER S BRI B T
ﬁ%?‘gﬁﬂ?h RENTLRIFEE, Sy PO -DEIRRSENG P SREER ST

OIF PELAEE SENATESE Q)
@0 [P PELAEESE

P PELAT: 192 168 0 1
749k W
Tk A=A D) 192 168 0 254

D3 H—/ @7 [ A% E BhE AR 2 E

L ]

() DNS =/ —OP B LAEEE:
{RSE DNS H-/i—Ex
S DNS =5 — ()

REEZZT

3 000ooO0oO0O0O000000000000

O000mMmobOooooooooonTce/ip)b

gbooobbooboboboboobuoobo
go

4 O TUFHREOFIONT 1«

=8 |EL | EReEsRE

EEOHE
| BB Realtek RTLS139 Family PCI Fast Etherret NIG |

COERLROEB RERALET Ok

B Microzoft Su bI—HERSA Tk
B Microsoft oy MI-HFZPLE U RS
B Oos ok 24515

A 8=k 2030 CTCPAIR)

AVAR= 0.
25eA

IEERIET0 DA 8=k T0 R, TSN

Aok —IROEER TS, BRIV £510-5 J0k

R0

[ 4asby B EDTREH o L — R T g 5

[ ok R

]

21

5 ooowkooooooooooooooooo

gobobooobobobooobobooboonbo



0020 ODOoO0OO0OO0OOOOOO0OOOOO0OO0

O0OWindows VistaOOOOOOOOO

OOOOWindows VistaODDO OOOOOOOOOOOOOOODOOOOOOOO0ODOOOOO
]l oooooooooO0O0 -00000000 4 DopoooOoO0OO0O000O0O0O00000 4

gboobob-go0booboboobooo (TCP/IPVAH)0 00 O0DO0M DO IPOODOODOO
gmgbooobooogoobooboo gbooboobobboboobooobooboon
IPOODOOOL92.168.0.10
OO000000O0D0O0O0O255.255.255.00
U00000000000192.168.0.2540

2 00000000000000000000
gboobooobobooooog

(0 o—nL TuTESORE [ 8 1 [426—xwtTorani—sa>aaeympaorossy 2] 8 ]
T =X
Fo b —HTC QRS - FENTUORIB S, [P B R R e IE T B T
EErE EEa PO BT, Ry DR b P e R At
IPud 1515 A=k Lzt
T inie, Brealh O F PELAEEHIIAETHO)
P PR A © R0 P PELAEENS)
g Ofncon P PELA®D: i 1se L 0 .1
AR ThgMhes Hquk TAA(L 955 . 255 . 9ES . 0
SFRBLEL.. FIILk F 14D} 9 18 0 %
. DNS 4 i -7 ELA% BEEC ST 2(E)
Ehi'ERR @ R DNS H =) =7 KL AR{FIE:
p——y 5 DNS H—15—(P: i
= I!‘! - =i Iig DN 4 ): (A
P —=lh—=(a)
fiA b 12720138 | 147 454044
SRR V).

[ @Zosz4r | [Omhcdain] [ 2G|

ok | [ e |
3 000o0o0O000000000000000 5 ooowkooooooooooooooooo

O0oo0mOoobooboooooooobooooo goooooobooooooobooooooon
4(TCR/IPVAH)0 0O 0ODODDODOOOODOODO
ooooooooo

[ § o-n1 TuTFEESTOIS . S

Fobl-0 |ty

[ Iij Broadcom Metktreme Giegabit Ethernet |

FEERIC)..
IR RDEE RHERLETOr

B irtual Machine Network Services -

0SStk A5

M B Microsoft o NI —0RTA e R b

™ L‘f.)’f?“? - 7I:II*:IJH'1~.J3.J & (TCP/IPvE) £
: z Tigie 4 (TGRAPw4)

yer Topology Dlscovery Mapper L-"O Drriver

i i G

AARB. ] [ AR F0HTAR)
L

(RO RO o i — ek 20 L FBE SR EE E
i%léj DR SERIE TS, BECDA F TVF fabi-4 70

[ ok J[ #et |

22



0020 ODOOO0OO0OOOOOOOOOO0OO0O0

OOWindows 7000000000

OOd0OD0Owindows 70000000 OOOCOOOOOOOODOOOODOOOODOOO

]l DoOoDOODOOO0O 00000000 4 nooooooooooooooooon 4

oooooooo-obo0oooooooooo (TCP/IPVA)D D O0DOO0DOMmMOO IPOODOOO

00000mOoobO0oooo0oo0o00on 00000000000000000000000
IPOD0O0O0192.168.0.10
000000000 255.255.255.00

2 00000000000000000000
0000000000 On192.168.0.2540

gooooobobooooonog

[§ o TurmsoRE | [osrrTora ey s ooy, o
|[2 2 '
1] 2obo—bTs o - L ENTUBIBAI, TP SRS ARSI BCENT
$Hi 23, PA-NENC GBS, 21D PERSCRS P e RROEDE
IPvd 351 A=k PAEARL TS
IPvf 3555 1Bk PHEABL | OPPEAESOETRETH0) i
AT PO Hh || enor RS |
g 00:10:05 || PrR2G e 18 0 1 |
BE: 10 Gops i H¥nk TAB) 365 . 256 . 255 . 0
TN S =D 192 0 168 . 0 . 254
) i DNS =/~ K LA % S B0 ARE T 5B
OB | @ 7R DNS =1 —OF FLAEENE: !
) i | {B%E DNS H =5~} [ ——— |
T gg iz I k e S ;g
[ | i 8 DNS H—)i—(a) . . . I
15 b 7.817 | 27.166
[C) 8 TISCERERRIT S DL SEREERE(V).. .
= e ZHG | I
[(&7nsrdp | [HEshizgam)] | G | | g |
R |

5 ooow«ooooooooooooooooo

3 0ooooooO0OO000000000000
gboboooboboboooboooobonbo

gbooomoboooooooboooooboobo
ACTCP/IPVAH) DO DOODOO0ODOOOOODDOODO
goooooog

_ _ .
0 O-hL TUFPESOTO S ¢ [
WROHE
| 8 Feahtek RTL166E/8111E Family POIE Gigabit Ethernet NIG |
FHR%(C..

LR ROEE RERLE IO
& Microsaft Fy FO—HOFRS Pk ‘
B it [P Security (IPsec) for Vista/7 ]
BlOos Sy ArTa—3 £
[w] ngcrosoﬂ FaubI—=0F7rA L R-8E ]
M *U?h? J"‘ j?l:l mn, IS eV (TCPHPVB)

[ AzAb=in. | | AR | [ Zos5«R |

£HER
TZAE RO )L
Ao FI—ORMIRI S R IE
I it

ok 0L BRSNS 3
1S, IO IVF 22020k

ok ) [LEeen ]|




o020 ODO000O0OO0O0OO0OO0OO0OO0O00OO0

O0OMac OS XOOOOOOOOO

UbO00OOMac OS XOODODODOOOOODOOOOO
goooo

] oooooooOooOoOO0O0O0000000
gooood

2 0000000000000 O0000O0

EthernetD IPVAO OO0 DO0OOOOOOOOOODO

gbooobooboboobo
IPOODOONO192.168.0.10
U0O00D000DDO255.255.255.00
00000192.168.0.2540

‘@00 Zy kD=5 i
Co—
Fyho—vBEE: g (s
#m | IR Ethernet i+
[ TCP/IP | PPPoE | AppleTalk 7%  Ethernet
IPva OE: (FAA (s

IP7ZRLA: 192.168.0.1
H7xy h¥AY 0 255.255.255.0

Jb—%—: 192.168.0.254|

DNS #—/¢:

BRERACY (F7w3)
IPv6 ZRLZA

@

Iingirgm\;wﬁmuz#mu-mbﬂ., (ForFvr) ((53<mm )

3 0DooooOooOO0O0O0O0000000000
oooooooooboobooooboobon

24



oooObooooooooad



O30 0000000000

O .

OO00000000000

oooOOdwebODOOOODOODOOOODOOO
OO0o0O0DOwbhDODODOOOODDOODODODOOO
goboooooobooboon

]l oooooooooood

2 0000000000000000000

00000 HTTP(O O 0O 80)HTTPS(O 00 0 443)01
gooboobobooon
O00O0O0O0D00OO0000HTTP(80) HTTPS(443)1
o0o00oO00O0ooooooo

HTTP(O OO so)ooooooood
gogoobooboooooobbuwegoboog
gogo

http://192.168.0.254/

0192.168.0.2540 0 0Ether00 0O OO OODO
oooooooboboooboobgooboboo
gboooboobooboobooobogn

HTTPS(O OO0 43000000000
goooooobogoobobobouwLooboooo
gogo

https://192.168.0.254/
(0192.168.0.2540 0 OEther00 0000000

oooooooboboooboobgooboboo
gboooboobooboobooobogn

HTTPSO OO ODOOO0DOO0oO0O030 booogo
oooo NnATTPSO0OD0O0ODOCcCADODDOOO
gboooboobogooboobogo

3 00D00O0000000000000000

192 168.0.254 (1
D
Wielcome to RA-Series Setup
3 —H—FiUk |ﬂ [
JEAT— PR | |
ClHAD—RaEREd 5 R

[ ok ][ #etu |

4 poooooO0O0O0O0O0O00000000

gobobogoboboooobobboooobboo
OadminD O O0O00O00ODOOO0ODOOODOODOOO
ggooobooboooooboooboooobooo
gbooogooogobo

192168 0.254 (35
A

Wielcome to RA-Series Setup

|ﬂ admin

|n|c:|c:|c:|c* |

Ol /420 - FasRied BiR

i = (1)
PAT— R

[ ok ][ #etu |

5 oooooooooooooooo

"CENTURY SYSTEMS
"FutureNet

googoodrTpSODO0DODOODCADDOD
goooboi1.74000000000
googoil.7.20000o0oobooobon

BIREH:  E AR

O0000O0O0O0O000O0 Internet Explorer 8

gooooooooooooooooOoooooo

ooooooOooOo0oOooooOonooOooooo

goooooooooooooOooOoooooon
26 000000O00OOOODOOODOOOOOO



O30 0000000000

O . HTTPSOOOOOOcCAODOOOOOODOOOO

gobogboopcocAODOODOODOoOoDOd
00000000 OoHTTPEI 000443000000
gbmoboobobooobobooboooboon
HTTPSO DO DODOOODODODOOOOOoOoOoDoOoon
cCAlO00oboobooobepchobbobbonbn
gooobooog

goboopoopcObOCADDODOODOODOOO
oshoboonboobonobooboooboobo

O Windows XP Professional SP2
gooooao
O Internet Explorer 6

OJ
O Windows Vista

oooooo
O Internet Explorer 7

ggooooboooooobbogoooooo
goooboboobo

O Windows XP Professional SP2

OO0 Internet Explorer 6

Windows XP Professional SP2(] Internet Explorer
60000 0OoooopPcOdODOCADOOODO
ooooooood

cA0000000000O0O000O0O000AOHxHTTPS
oooo
cAO00oboobogbepcoobbobboonbO
goooboooodrTPSO0onogooboonoo
gboooboboooboobooboboooboon
ooooooooo

AT TIRESN SRR T DR LEE LT,

r'Q
] St A RERI TSR Web _EDENDEEEREIENED
CdENEE A

&, COBEEFT LA

T

NEET

oooog
EEIF DL Ed

@ COHA MR TEIBAZ QRS L R, ERTEEE A, SfTLETNT?

T |

| [ GEREORTY |

O ooooooboooooogooooobooon
gboboooboboboooboooobonbo

gbooobooocknoOobhbooMmmoooooog
gooobobooobobooooog

PXalz10EL

O beARISE A R, EMOADSSER RIS T E NS (TS
A A LML, SO DT T HiRS RN a3 .

M izl T4E5R
FaFRTLT. cDE

(£, (ERFE DRt MSFITEN TLER . SEBH
P (2R BN E L TR

@ cotERlTEEREOETIIENTE.
mn E*%J.U:'HEEW%(D%E&?J‘%&JJ'C‘B%?J\ FRES MaE—RLEE

ETLETM?

[ Ew [ woal | [(ERE0ETW |

oooM™bobooboooooboooobooo
gooobogoooooooglrrTPOb00onooon
ooo—[bo0oboooboobobooobooon

27



030 oOoooooooao

O. HTTPSO000O0O0cCAODDOOOOOODOOOO

cADO00ODOOoooo
gbooboboboooocAiboboboobon
ooooDooboboooboboooboogon

cA0b0Db0oboDo0obooboboooboobmo
ooooooooooooooooooo@moo
oooboooboboon

R cOf FeERIEOTIERL, ENOADSSH RN TR EN SIS
AFHE fue LWL DM MOEFU T2 ERZZIERENENE S .

A COtETEERRE, (ST ALETENTLEE b 598
EEETLL. CORD A S A SR LT R

@ CotElTEERZOETERMTT.
a E#J.U:T'arEEEH%GJ:%EﬁJ'J“%&JJE'B%fJ\ TR Far—HLEE

EEfTLEEIT

[ motr [ beaiy |3

gboooooobonboon

242|550 | SFERMA |

HREONE

{SHENCIAEEA_ QAR ERITEI Y Ao

FEITHE: RA-1100

FEITH: FutureMet Series GA

HihEARE 2008/0416 M6 2036/01/01

FEITEOAT - AL HE

o0o0o0oDoooopooDmooooo@ebooo
gbooboboobooboboboboobgooo
MODOooDooooo

4% | B8R | SIRAMSAA

EEBAMISA R
Futurehet Series GA
=] Ra-1100

SEEREDFRTOL

SFEREMIARRE)
{ %;%511,?":»— HEEBRIRREMA FPITEE LoD GA L - MRS RERENT

0o0o0ooooooooooooDoboooD@obo
gooocADbobDoobooobooobonoon
gooo

A e

AT O

<@ CA JL— FEEIRBUSEENTOEE A (SHEEHCIDL
%EQEHHEEE WML — FHAEEOARPEA AL LTE

T3k FutureMet Series G#&

FEITH: FutureMet Series G#&

HihEARE 2008/0416 G 2036/01/01

| EEBREO AR,

FEITEOAT - A HE)

28



O30 0000000000

O

HTTPSOOOOOO cAODOOOOOOOOOO

goobooboobooobooooboooboon
ocooMoooooooooboogoo

SHZOAA—F D —F

SEEAEZDA i — i -1 OFLE

Pt o e ST T

: S8R0 b, EEUEEIAZ S
FET RS R

—LEd.

SEORRERAIC o TR TENZSIARET, 1 -4 1D %R, T4
wiFsELAD iﬂ;t’i\aUrftf e (| W 2 ko3
SHEDD §§ﬁ%‘§.‘u (9. SREA U SRS INEE ol
BUATLLEOFEETT.

FATHBIL. DA BApaL TS

goobobobobobooboooooooogoo
gooobooobooboobooboboon

00oO000D0000000

HITEINATHSLERTDIOAMED GA) DHEBAE &AM —LLESELTUGS:
FutureNet Series

A

SEREINSER
nEd. Xm&%(x;miﬂ%%ﬁ"jﬁi?

BEN {chalk FOBIOIF0 933EIA4F DFTEI4IE COABDEFA 09558 A0

" SO0 THSIN SIVERSTTEE Ao * FutureNet Ser

'_GJJI/ MEEAERT VAN =L IBE, SO CA (28 TRITENLETER
Bodld vRalTo kL BRRTE, 0] EDU/’J@‘Z)}: O

CORIEREE V2 h— L

Lot E,

Lo B

R4

goooooobooboboooboooboOmmo
gbooobooboboobooboooboboon
gooQooooboooobooo

SIZ@ Ak oI X
SHHFALT
SEREA M. SRR AN AT L LT T,
Windows (FHREA P HEEIENCERE YA, SRRSO BITEEIELNTET.
HELF TR
Of
[ | [ =8E
[ <@ [ &> | [ s ]
goooooooooooo
SRED Ak I X

SEEAEDA A S RO T

SEBREMA A — b - FANERICTE T L bize

ADEREIHEESNZE L

EIRSNEEEREALTY Y -FTEENCIRESNET
P& SEAE

<E38 FET Feu

29

gbobooobobobooboo
FHEO VA 75— F [X]

\i‘) ELAA A FENELE,

cA0000O0O0O00OOO0O0ODOOOOxTTPSODOOO0O
cA0bboboobooechOobooboobo
gogHrTTPSO0 00 ooboooooonooonDon
gooogog

EX1TOBEE X
Ef o0 NS I, ENOANSEBMENENE BN DI
S DA UL COHA OB SRS RN el

Ciz& ) T2 EERE . (SFREN AR SR TEN TO 3.

@ CobF T EEREOE IENT .

O

FTLETHT

E#JLU:_r-fEEEHE(D%EﬁfJ‘@ﬂJfﬁé?J\ FEIA R —ELEE

o

T anw ) [ voaw ) [GEREosTw |

oooooooo@ooiwroooo)yooooo
CommonNameO OO OO UOOOOOOOOOOOO

ooooboomooMmmoooooooooo
gbooogooogoo

s CA" (LB LTRITE SR LB

(T8 EhE fgﬁéﬂiﬁ BB T BT E SR AB A A - T




030 0000000000

O. HTTPSO000O0O0cCAODDOOOOOODOOOO

O Windows VistaO Internet Explorer 7
Windows VistaO Internet Explorer 700000

gbogobgpcOobogocAbbODOoOonDoon
oogon

cA00D000D00O00D0O0OO00D0O0O000OHTTPS
oooo
cAbOobooboobepcoobbobboOonO
goooboooodrPSO O Oonoooogoon
gooboooboobogooo

B HNRTS - FEY 23370y SENELR. - Windows Intermet Explorer
@\ )~ | htps://192.168.0.254/

[P
< Lo th JWord R - o,|x|'|iw-s.-..nn £ -
I7OUE) WEE) RN BECADR) Y-uUD) ALTH)

i g | RIS +ES—2a A0SR .. foow B v o ow A=) v Gy v

@ T Web Yot hOEFL U 1 MMEICERMAE D ET,

Web 1 FTIERENS S UT  ITARE. EfNIEREMSRiTa N

bt hTETENL bt USRS o web t boF EL2A

ERdTEnrenT

VOO —ShsY—) = CERETNSREEE

[ @ cov-rommennTa mranzea).

= WG

A= THERENELR H100% -

@ A F—Fy | RHE- W

oooobooboobobbobooboooooOono
gboboooooooopgbooboobgobobon

gooobooob—0boobooooobgoon
L5 ]

192.168.0.254 g

gogn

Welcome to RA-Series Setup @1 —/{— 1921680254 ({12 —4—
BENAT-FNEETS,

-
HAT- R

€ adnin pe
sseee

CIRA7-FaRsaR

goooooogoooooogo

@ FutureNet RA-1100 - Windows Internet Explorer
@.\_J - [ hetpaijj102.168.0.254/ = i immozs— [ [ | Live search D =
[ oraniE) MEE BRY) SKCAN®) Y-uD ~F@

W G | 8 FutureNet RA-1100

foe B v oo A=) v G y-ie) v

caDO000O0O000ao0
gbooboooooopogocAbobobooboon
gooboobobooobobooooobon

cA0booboobobobobooobooboono
gbobooobooobooboobooobooboon
gbooobooooboooobooboooon
god

&8 FutureNet RA-1100 - Windows Tnternet Explores
G ) - e hmpinsaiseoasy
I7AILF) REE) BRV) 131 e

ZDWeh o FTRRENREE L UT A
BT - B0FT.

T el

r'e

T
AR S -l

Y EOET

@ @ TF—Fu bk | FNE—F: #H

H100% v

EE

=5

Gp  EmEOWNE

{SHENEEIVARBANC OSIAS ERZE T EL T Ao

FEfTE: RA-1100

FETH: FutureMet Series CA&

AxhHARE 2008/0416 IvH 2036010

ErE0AT Mg |
SR HE R TR LR




O30 oO0oooooooa

O . HTTPSOOOOO0O0cCAODDOOOOOOOOO0OO0

goodboboooooomoooobo@ebobo oobooobooooobooboobboboooooo

gboooboboooboobooboboobooo
MODOoooooooo

EZE =5

EFEAMI AR

FutureMet

L RA-1100
SEEREDFET(M

SIBAEMIRRRS):
l%é%ilbbhl*ﬁﬂﬁﬂ%ﬁ@l FRICTFTE LA oM CA - FSEBREIIEIRENT
=78

ooooooooooboooooooooooo
gooocAboboobobooooooobgoon

gogn

=50

(o=

Sp  EREORE

@ Ga JL— FEIIRBHEEEN TLd P b (SHERDETDER
%RE“HEEE WENZN — FEIHEEOARPEA AL TE

FEITHE: FutureMet Series GA

FEiTH: FutureMet Series GA

HhEARE 2002/04416 W& 203601/

[ BFEOAT-UHE |

oooboooooobooooo

HEAZDA 2Ai— b DrH—R

==

FAAEDT R— b T H— FoRE

e CO T, SHAZ. SHORE1EHAUA b BLUIIRZ AN
Al ARETALMGIHERE ANFIIIE-LET.

SERRARARC E T RITENAEIRE, 1 -4 — D #HEEL. 72
AiRasLL, Bl veal S TiRsE Ny OB A
Joithmiathes ATLE S SERFAM T SEREMAEEN
B AT LIRERT .

FHTEB DRl BpaL T RS

e )

gboooooomoboooooooooooon

gboobogooogo
ooooboooobooooooobo¢Gouoo
Oomoo@®ooooooooooooo

SEAEDA MR- b T -1

=

AEZA 7
SHREARTEL. SIEASMAEENSL ATA LORHT S,

Windows (ZSERRFA R EE SENSERS BN, S RE BT EISE TRl TEE S,

© SEREOEECETLT. BEEERRA T EEHRIE0)
© SEREEIATADA M IILEEE
EEREA

[ <Rm | awaln> | [ st |

goooboobooboboobooobooog
gooooo

(== rromR o]
(BT AR A M PEERLT D)
| cPRESTERIES
L SRR
L SHRENTL VL SR -
(482 b PR TEEE)
[ ok | [ F=kr |

31



030 oOoooooooao

O. HTTPSO000O0O0cCAODDOOOOOODOOOO

EREO A= DF—F & pQpooo000000000D000000O0OOO0
Ei:Erded

SHORE A FP(E. STOREMMREEN 2 AT L LOREET S, D D D D D D DD D D D D D D D D D D D D D D D
) « ) ) ooo)0oDooooooooo

Windows (ZSFBRE R FPREENNSERE SN, SIOREMIEFIEISET B ENTERT,
AEMHERACEIOT, BEENCEEAER FPEEIRT B EFIUTAES &
AEETATEOANPIEETHE

ED b REEHNTHDETET SIHME (CA) HSIRSEA A M—

N LLESELTVET:
FutureNet Series CA
SEEREHTERRIC "FutureNet Series CA" MSDED THINEDINE

#IHTETHA. "FutureNet Series CA" [CEEL TRTATHEET
IBEFHVET. ROBSECOBBTRUSET:

[<mE | EWws ] [Fobn | 180 (shal): FBBOY3F0 933E9A4F DF7B349E COABDSFA
30955BA0
ooMNoooooooooooooobooo =

ZMIL— MEEZZEA VA M—ILTEE, TO CA T THRTEN

EHED A b DT 1 (o RS EERNCERSNET. EESN TV B =0
ERAVAMIILTEZ . PFa1UFTs L BRTY. FWZE

FIBRED A ii—b D F—FOET SUwadse, COBBEEREUELICRDET.
— BET] Hhuehdal., SRR At - E AT, COEREEA AL LETH?

SHRSHILIL—MEERATERE
SHEAE

LA (N)

gooboooboboooooobgn

(ERED-r A= b orT— R =5

(=B =7 ] [ ®=ti |

@ ELL A 2R~ bEnELE.

32



O30 0000000000

O . HTTPSOOOOO0O0cCAODDOOOOOOOOO0OO0

cAlO000D0OO0ODOOODOOOoOHdHTTP,SOOOO
cAbO0DbOobDooboepcOObDbObDOoOobOooDO
goHTTPSO 0 0000DOO0DO0ODODO0ODOOoOobDoon

aooo

@ HBETS—: TS avRIOwSENFELE. - Windows Internet Explorer = [ [l
@U < |g, https://192.168.1.254/ < Coivh IWordtE R v|&,‘ X HLive Search o~
i IPOUE) BEE) BNV BTCADEA) YIUI) ~LTH)

g |@EmErs—: rer—s=sudnysEn.. ] | B @Bt G "

@ 20D Web Y1 hOFLUT A SR CEREmA B 0 ET,

T Web B bTIERENEEF 1 USRS 30 Web T b FLRACRITENIZEDT
EN

TFIVFIASOMECES ST, S, SEVOILE1I—ID5Y—/(—[CRESNSREEE
HBBEENRRENTVSBAENSDEY.

TOA—IFBLT. T0 Web Y1 FOBB#ET LRV S #IERLET.
@ CTEIUYILTIOD Web A—TEBL 3.

|® cov+ rommeanTs rEanzes). |
@ HEER

gbooobgoboboobooooboboobogon
oboboooboboobooobon

CADDODOO0OO00O0ODDoDOoOoOoHTTP,SSO O DODO0O00Ooon
0oododooDoooopooooooooooooooa
oooooooooooo@oowproooo)yoooo
O CommonName O O O OO OOOOOOOOOOONO

@ FutureNet RA-1100 - Windows Internet Explorer =]

&) - el mmsiinzimiza - | @ amzors= 4| x] | tve searcn 2 -
TrALE) EEE) BRV) ‘

RJ 7rLARF-BLFEA

s e |§qur—emet RA-1100
0 Web B hTRERSNIZEFIUT
SEERS(E, B0 Web B bOF RL-ARIC
HTENEE0TY.

I—H-ERTDELTVSH /-
ICERENET—SEERLLIELTY
BEEENHENET.

B CoWen ~—TEBUBCEEMELE
b

SEAETS-0HEA

33



oooObooooooooad



0040 ODOOOOOOCOOOOO

OO00O0000000

ggboboboboooooboboooooobobood
gbooobooboboobobooboobo
ggboboboooooboobboooobobood
goboobooobobooboobooobo
gooboooboooooooog
gobooooooobooboobooobuoobo
gogbobogooboooonoo

QCENTIJRV SYSTEMS
'FutureNet I}
TR

gboobooboboooboboooobon
oooooobood

FutureNet

RADIUS CA TR e HEr—F

BEIF DA —

goboboooooogd

gobobooobobooooobobooooboobod
gboboobobooobobgoooo

[ RADIUS(EAP)
OD00O0EAPDO0DDDOOOOOOOOOODO
000000000000000000000
ooooooooon

O RADIUS(PAP/CHAP)
OOO0OPAP/CHAPO O OOODOOOODO
OooobgoporADILSOOODOO0ODOOOO
goooboobobooboobooobon
gbooooboobooon

goooo

35

goooiwrobooboobooooobo

oooboooboboooboboooobon
gboooboboogorADIUSOOonOoonog

O0o00obo0obOoobOooorADIUSODO OO
gboooboooobooboobooboon
oboooooooo

gooogn
gooobgobgorADILSOODOODOO
oooobooboboboboooboooon
goobooboboooboboooo

gooobgooog
gbobooobobooobobooboonbo
gooobooboboobooooboon
gbooboooboboooboboooobon
gbooogooogoo

gooboooooooon

gogoobooogobobooobobobogo
gbooogooogobo

goboobobogoobonobobooobuoobo
oooooboboboboooobooobuoobo
gbooooooobooboon

gobobooobobobooobobooboonbo
ooooooooobooboooboooboobo
gobooboobobooboboooboobo
oooobbooboboooooooboobo
goboobooboboooobobobobo
oooooboobon



0040 OOOOOOOODOOOO

ooooooooon

[DOO00O0]

PIEE
A 1H 128 0w 0%

gboooboboobooboobobooobo
gobobooobooboooobooooobomo
goboobooboboooboobuoobo
gooogo

[000O00]

IR
zoos Eflo RN R [ERo B0 [

gboooboobbooboboobouobo
goboobooboboobooboboobo
gbooboobobooboboboooobob

gbogobobobooboobooboboobob
gboooboobobooboboooboobo
gobooobooboboboboobuoobo

36

OOOORADIUS(EAP) D OO OOODOODOOOO
gbobooboboooboo
RADIUS(PAP/CHAP) D DO OO DODODOOOOD
goboobooboobooboobooobuoobo
gboboobobooboboooo

gooobooogoob wpPObOonnORrADIUS
gobooboobobobooboobuoobo
gbobooboboboobgobooboobo
gbobooboboooboo



ob40 OO0O0OO0OOOCOOOO0O0

ooOo0o0OOoO0OO0oo0ao

RADIUS RADIUS gooo goooo |obooo
(EAP) (PAP/CHAP)
ooooo Oo Oo Oo 0P.38
oooooooooooon Oo Oo Oo OP.39
oooooo Oo Oo Oo OP.40
oooo Oo Oo Oo 0OP.41
ooooooooooo O o Oo Oo 0OP.42
O O DNS Oo Oo Oo 0P.43
L1 OONTP Oo Oo 0o OP.44
O O SNWP Oo Oo Oo OP.45
OOcCA-0000 Oo OP.48
100 CA-RADIUS O OO O OO Oo OP.50
110CA-HTTPSO OO DO OO Oo OP.51
120CA-LbAPO OO0 OO ODOOO Oo OP.51
130 CA-LDAPO OO O DO O Oo OP.51
uMoooooooooog Oo Oo Oo 0OP.52
150RADIUS-C O OO Oo Oo OP.53
1600 RADIUS-0O O O Oo Oo O P.54
170 RADIUS- 0O O Oo Oo OP.55
180O0RADIUS-0 00O OODO Oo Oo O P.56
190 RADIUS-O0 O O0ODOO Oo Oo 0OP.57
200RADIUS-0OODODOODO Oo Oo OP.58
210 RADIUS-ActiveDirectory Oo 0P.60
2200 RADIUS-LDAP Oo 0P.62
230RADIUS-00O00OODODO Oo Oo 0 o OpP.67
A0RADIUS-00000DOOODO Oo Oo 0 o OP.69
250RADIUS-00000DOOODO Oo Oo 0 o OP.71
260 RADIUS-COO OO ID ad o Oo 0 o OpP.73
270RADIUS-CD O OO OO Oo 0 o OP.74
280RADIUS-00 00 0OODOOODO Oo Oo 0 o OP.75
290RADIUS-0 0 OO0 Oo Oo 0 o OP.76
300 RADIUS-AD OO O O Oo OP.84
310 RADIUS-LDAP O O O Oo OP.85
0000000 Oo Oo Oo OP.86
B0O0ogo Oo Oo Oo OP.87
340 RADIUS O O Oo Oo 0OP.89
JpOOooooo Oo 0o Oo 0 o 0P.90
36000 Oo Oo Oo 0 o OP.91

0. 00ooobooboobooboobo
37



0040 ODOOOOOOCOOOOO

ooOooooOooo

1.000

0ododobDdooooooooooooon 0odooooooooooooooooooooo
0ooooOooODooooooOooooDooon oooooooooooao
Oo0oo0ooooooooooooooooon ogoooobooimwoooooooooooooooa
0oooooooooooooooooiwooo
dododbodoodoooDoooooooooa
0ooooooooopooobooooooog
ood
0ooooo0odoooodnogooooong
Oadmind O O 0O

c0000ID
0oO0O0o00O000O0O0O0O00O0O0Owooog CO000IDO00000000000000000

e — oooooooo
_ 1ESNHE T O *+- . /<=>20[1"_"{I}~

B

P S

admin i3

ocdononoao
O0o0O000O00O0O0o0oooooooo mwoooo
Oo0o0ooooooooooooooa

i 4

goooboboboobooobooboobon

gbobooboobobobooboobgoobooo
gbobooboboobobgoooobo

38



0040 OOODOOOOOOOOO

OoO0o0000oo0oan

2. 0000000000

goooimwprgobgoboooboobgooooboo

oooboooboboon

ORA-7300 O ODOODOOMM

Ether0O EtherlOd Ether2

(O RA-11000 O Ether0O Etherl OO DO OD
goooooodoboooooooobooood
goodoooooooooon
oodoooooboooooa

192 168.0.264./24

1500

© Autc @ 10MHaIf @ 10MFull @ 100MHsIf @@ 100M Full ¢ 1000M Full

o MTU

O Path-MTU-Black-HOLEO O O OO OOOOOOOO

ORA-7300 00 0O0ODOOM

o IpPOODOO

EtherUO OO IPOODOOOOOOODOODOOO
god

ooooooomwoooooono r@oooo)
gbooobobooobuoobooboogbgrro
gbooQ 192.168.1.10 OO0 OoOoOoboOoOoOO
OO00000255.255.255.00 000000000
gooogo

0000D0192.168.1.10/24

OO0OO0Ethernet00000O0O0OOOOOOOO
000000 oooo0o0oooOoOooOooooo
oooooooooao

oooobobgobobooboboobon
OO0000O0001500Bytes D00 ODOOOO
gooo

ocpoonOoO
EtherOOOOOOODOOODOOODOODOOO
ooo0doOobooooOooooooobooo
OH)yJooooooooooooooooooooo
oooobooooobo

(O RA-63000)
000O0O0O01000M FUIIDOOO0O00000O0O00O
Ether20 000000000 0000OOO

ooooooooooo
goooboobgoooboobpoobobobobo
gooobooboobooobobogn

39

ocbOooooboOobDOO
gbooboobooobobooboowrboon
goooboobooobo

gbooboomobooboobooobgoon
gbooood

oooooooooOoOoOooooOoOooooon
O0ooooo0o0o0o000O0OOOOO0OO0OO0O0o
iPOO000O0O0OO0OOOOOOOOOO0 wrO0
0000OoOo0oooooooooooooo



0040 ODOOOOOOOOOOO

ooOoo000o0oo0oo

3.0000

goboooooobooboon

goboobobobobooboboboobobuoobo
gbooobogbooboboobo

[@EEE

BN (s OME BN O Dl

=T

000
2000000000000 0ODO0OO

gbooboboobooboobooobob

40



0040 ODOOOOOOOOOOO

Ooooo0ooon

4.00

gobooboboboobooboobooobooobo
obooooboboobooobono

3R

m000000
gobobooboboooboboooo
goboobobobobobobobobobuoobo
ooooboooboobgobooboooo

mJO000ooog

o g

LOCALD v

® HRiBLAEL

oOOoOpOoO
gobobogobobooooobbooooboboo
gogn

oOOoOpOoO
gogooobooboobooobboooooogd
goboboooboboboobobooboonbo
gooboooboooooooog

LOCALD  »

LOC AL
LAl
LoCaL2?
LoCALS
LOCALL
LOCALE
LOCALE
LOGAL?
BUTHFRIW
ISER

gboobobmobooboooboobooboo
ooooboobooooboobooboo

m000n
gboboobobobooobgobooooboobo
goooo
gboboobobobooobgobooooboobo
goooboobobooobooooboobo
gboboobobooobobgoooobo

gooobgoboobooboobooboooon

41

oood

s 0000000

oOoOnOoO
gbooboooboboooboboooobon
gobobooooboboobooooboo

onogoiIPOODOO
goobooobobooobobooon
O0O0O0DoOO0OOdO0syslogDOOO0OO0ODOOOO
goooo

gboobo0omobooboooboobooboo
gooogn
gbooooboobooon

gooobosgobooooboooboonbg

ooooao
gboboooboboboooboooobonbo
gboooboobobobooboobuoobo
gboooobobobmoboboobooboo
gooogoogo

gdoodooOodOoOoOoO0oOO0oOoOooOoooooo
OO0000OO0O00O0o0oO00000O0O0O0O0OOO0
syslogD0O0O0O0O0O0OOOOOOOOOOOO
oo



o040 OOOOOOOCOOOOO

oooobobooan

5.000000000

gboboobobobooobgobooooboobo
oo

oooobobooobooboboooboobon
god

e 000000000000

o IpPOODOO
gboooboobobooobgooobomwpoboono
gooogn
gbobooobobooobobooboonbo
gooooocomwooooooo r@oooo)
gbooobooboobooobooboobooomwro
o000 192.168.1.0 DOOOO0OODOODOOO
000000255.255.255.0000 0D 000000
gooogoogo

0000192.168.1.0/24

ogobooboooooogr
gooogoogo
0000192.168.1.1

/32 00000 Iwoo

oOODOOO
P00 0000000000000 000000040
oooobooooboobooooboobo

gbooboo0Dmobooboooboobooo
gbooobgooboboobooobgon
gbooooboobooon

gbooboobobooooooobgooon
gooogno

42

ooooo
gooooobgobooobobgoboboboog
gboobuoobobbobooboboboobog
gboobooboboboooboomooooo
gbooooobgoooobob



o040 OOOOOOOCOOOOO

oooooboooo

6.DNS

googoooogooNsboboooboobgon

goboboooboooooboooobooboboo
googoobooboobooboboo

m DNS

oOOobOObDODO
gooooboNsOoogomwrooogoooooog

oOoobooobOgDn
googooNsooooiwoooogoooooo

goboboomoboooobooboooon

gbooooo
gbooobobogoooobo

43



0040 ODOOOOOOCOOOOO

ooOooooOooao

7.NTP

oooooNTPOOOODOO/00000D0O00OO
goooooooooooooobooooooo
000000 NTP(Network Time Protocol)d O O
OoNPOOODOOOODODOOOOOODOOO
goooooood

Hah (FiE

RIECDIARE
e

51k FizEh

EEAEO Rk ntpl jst mfeedad jp

I A —)

m00000
goNPOODOODOODOOOODmMODOn
gobooboonoooooobooooobooo
NTPOODOOODOOOOO

NTPOOOOOODOODOO0O0O0OO0DOmooOooog
gooogn

000 oboobOoooooogNTPOoonbDgon
U00DmoooobomuobooogoooonTe
goobooobooboooo

m NTPOOO
gboogbooognNrOOOoboobooboon
goooboooboooboooooboboobooboo
goooobooooobooobooon

m NTP

ocboonooooO
gooooNPOODOIPOODOOODOODO FODN
gooooogo

ocboonooooO
gooooNPOODOIPOODOOODOODO FODN
gooooogo

gboooboobomoboobooboobooobooDbo
goooooog

googdoogoooogoodgoggntPogn
goggodogooooo
gooobooobooboobooboo

goNPOOO0O0OOO0O0O
googoNPOODOODOODOODODO
gogo

O Ontpl.jst.mfeed.ad.jp
O Ontp2.jst.mfeed.ad. jp
O Ontp3.jst.mfeed.ad. jp

44



o040 OOO0OOOOOCOOOOO

ooOo0OoO00Oooao

8.SNMP

SweODOOOoboOOoOooooooosw,oOoooo ocnbgonouoOoO

oooooowss-11 (RRC1213)0000000OO ooobooobooooboooon
ooooooood gooosnwODoooobooobgooooboo
520 (AL noooog

HIEDIREE
- i

S — c00000D
0000000000000000000 FQNO O
ooooooo

SNMPo—) §

Ea =T

n

AL
i) 4| 3
Iof) fnf| ot
i
proF e
ol 55| 3
i
=

FEEDRE i
L= P
FEEOERE oconoog
rapiE{EsE]
TapE(EIE2 dooooooooobooooooa
rapiE S5
rapiX{EsEd
tapiE{S7En
PUIEFRZRAE

TS T ERTE ocOUdOOoOOoOOonO
goooooooooooooooooog

f 5

ocygonoooog

m0oooo 0000000000000 0000Oooo

goSNnwOOooDoOooDoobooomoooogg
oooobomoobobooooboobooo

S\MPODODOOO o Trap0 00105

Trap0 OO0 (S\WPODOODOO) ODwpooooono

SWPOOOODOOOOOOOmooooooon JHH880
D00MO00000000000000 SNWP oooooooooooan
Do00o0o0DoDooDDmOooooooooon  OUOoooddubtweplDOOOO0OOO00
000000 SNWPODOOODDOODDDO00O 00 50000000000

00
o CPUOOODOO
m SNMPO OO CPuDDODDODOOOOOOOO
poboooboooooouoooogood 000 00000000 1000 100 00000
0oo0ooooooooo Oo000o0on

goboobooooooooboooobobogoa o0o00000o0oooooon

Hobooooooooooooon 00000000000000 trap0 000000

oo
0 obgboooooboooobgooo

m SNMP

ublic

R&DIUS _Appliance

ocation

=

= - 5l i
X
o
i
=
3

dministrator

goooobgoboboobooobgchy DOoobon
gbooobobooobooboboooboooon
gbobooobobobooobobooooobon
gboobooooobooboon



o040 OOOOOOOCOOOOO

Ooooo0ooon

obuoobooboonoOd

gboo obobooboooobon
ooo0keOOOODOO 100000D00000OO
gbooobobogoooobo
goboboobooobudtwapbgnoonog
RN

gooooooooooooo@o)y ooooooo
RN

gboobobgoboobobooobooboboooo
gog

000bO0obo0oo0o0oooOoboOooODiesss (16 mB)
goboboobooboooonboo

00pD0oooooboooDooooooDooo
0ooodoooooooooooooooooooo
0-9, a-z, A-Z, -, _
ooooood
0-9, a-z, A-Z, -, _, .
oooooooo
0-9, a-z, A-Z, -, , 0, <, >, .
JooooobmooobooooooobOobooon
oooooo

googoogoooogoogoogsnweO g

googogooooan
gooobooboobgoboboooboo

ooooooo
RAOODDOOOOODODO/D0DOO00O0ODOOO
gooooobooooooooo
doodoooooopooooooooboooooodg
Joooooboooooooooooooo
dodoooooooo/o00o00o00oooooon
0ooooooopboooooooooooDoog
ooooo

0000000 (csRASystemMemoryFree)d O O 0O O
dooooopooooog
0oooooooooboboooooooboog
O (csRASystemMemoryFree) 01 O O O 0O OO

46

SNMP trap

00000000 SNMPOOOOOO SNWP trapO O
ooooo

00000 trap0 00000000

OSNMPOOUOOODOOO Cold Startd 0 O
gocriOoonoooboobobooonogon
gocuboonoooooboobooooboooo

cPu00OOo0oOooDOoOo@oyooooooo
gboooboobobooobobooboooon
UbooobobDwapd00OOD0O0O
goooboobooboobobobobooobon
gooopoooobo@ob)yooooooooood
O00OtwrapO0OO0O0OOO
swPOOOOOUODOOOODOODOOoOoOoOD trap
oooogooo

gbooboooboboooooog

gooobooboboobooboooobo
goooog

gooobooboboobooboooobo
gooo



0040 ODODOOODOOOOODOO

ooOooooooao

oooobooogboboo@o)yoooobooo
gbooboobobooboobobuooboobobboobtbwapbogboon
goooboooooboooooooboobobooboooooboooo@ob)yooobooooooboo
00 twrap000O0D0OOO

SweO oOoooobDoobobbobooboOwapdonbonoo

gboobooobobooooog

OFEthernet0 0000000 link downO OO
OEthernet0 0000000 link upO 00O

EthernetO OO ODOODOO link up/down OO OO trapd 0 O0O0O00OO
SN\NPOOOODOCOOOO Hink down OO0 trapd 000000
link up OO0OOQODOOOOO

(O RA-6300 0)
OO0O00Ether 2 00000 OO0 link up/down 000000000 uwlOOOOO0OO0OOO

gbooboobobboobuoobuoobooboobboboobooboobo

OO0OCPU ODOOOO0ODOOOOGetRequest0 0O OODODOOO
U:

$ snmpwalk -v2c -c public 192.168.0.254 enterprises
enterprises.20376.3.1.1.1.1.0 = 4

enterprises.20376.3.1.1.1.2.0 = 1
enterprises.20376.3.1.1.1.3.0 = 95
enterprises.20376.3.1.1.2.1.0 = 256608
enterprises.20376.3.1.1.2.2.0 = 194280

$ snmpwalk -v2c -c public 192.168.0.254 -m CS-RA-PRODUCT-MIB.txt enterprises
enterprises.centurysys.csMtRA.csRASystem.csRASystemObjects.csRASystemCPU. csRASystemCPUUser .0
=4

enterprises.centurysys.csMtRA.csRASystem. csRASystemObjects.csRASystemCPU. csRASystemCPUSystem.0
=1
enterprises.centurysys.csMtRA.csRASystem.csRASystemObjects.csRASystemCPU.csRASystemCPUldIe.0
=95
enterprises.centurysys.csMtRA. csRASystem. csRASystemObjects.csRASystemMemory . csRASystemMemoryTotal .0
= 256608
enterprises.centurysys.csMtRA_csRASystem.csRASystemObjects.csRASystemMemory . csRASystemMemoryFree.0
= 194280

47



O040 OOOOOOOODOOOO

ooOo0oo0o0ooao

9.CA-0000O

gogoocAbDO0DbOooDoonogon

ggobobbogoboobboooooboboooo
gooog

ject

on Mame

m CA
oQuonooO
oo0oooOoo0ooooooooOovsoonooo

o[dQd

RSADOOODODOOODOO
000000512017 102401020480 OO D OO O
oooooooooooo

o Signature Algorithm
o0oDoooooooooooo
Overl.8.400

OSHA-1O O OOoowMsO0O00o0oooooon
oo

Overl.8.500

[J SHA-512[TT] SHA-384[1T] SHA-256[11] SHA-1[T]
gm0 0o0oooooooooooooon

48

o Subject
SubjectDO D OO OOOOOODOOO

0 Common Name
CANameOOODOOUOOOODOODOOOOODO

Oemail
oooooooooooooo

OOrganizational Unit
Oo0ooooooooooo

0 Organization
goOoopoooOooooooooogo

OLocality
ooooooooogo

00 State or Province
oo0oooooooooo

[ Country
ooooooooo
oooobooomIpOooonoon

oQnognO
goooboobobobooobooobooboon

m 00000

oOoOnOoO
gbooobgoosboboo3oonooonogoon
gooog

e 00000000
ocOOOobOObOOoOO
gbooboobobobooobooboooo
1-3650 000000000
gooooboooboooboobgobo
ORA verl. 8.1000 300

UORA verl.8.2000 3650



0040 OOOOOOOODOOOO

OoO0o0000oo0oan

oooooooooooooboooooon
oooooo

OodOOoO@no)

Oo OO

0 o Signature Algorithm

0 o subject

0 O O Common Name

OoOODOO

OoO0OOoonOOd

OoedDOOODODOOO

g00ooo0ooooooooooooboooo
0 E-mai lAddress
0-9, a-z, A-Z, -.0@

0 Common Name
godooooooooooooo

O Organizational Unit/Organization/Locality/
State or Province/

0 verl.8.400: 0-9, a-z, A-Z, -_

O verl.8.500: 0-9, a-z, A-Z, -_",.SPACE

U Country
A-Z

goboobooomobooooooboocAOnn
gooogog

cCAUD00U0D00ODbO0OO0OO0OODOOmcCcA/CcRLO O
gboooboboooboboobooboboon
gooogo

GAZ

CASERRE
o oA @ SR [Fn

AL AR

gboboobobooooboboooo

m CAODOO

o CcA/OODOOOOODO
gooooopbbocAb/0cobboobooobooo
oboooooboooboboooogcAboon
gooobobooobobooooog

o CADOD

gooooooooobooboooobocAnn

49

gocRLObOboboooooboobon

m CADOODOO0
cAbogbboobogooboboooboobono
googbocA0boobooobooboobon
gobooboobob peMmO00 DER DODO
goooboboobo

e J000000og
goboboobooobooboooobon
gobgobooobooocLbDbboobooobooon
gog

gobooboobob PeMODO DER DODO
gboobobooobo

s J000000g
gobobooobooobooobgooboobo
gboocLOUbDOoooooooooooon



0040 OODOOCOOOOOODOO

gooooboon

10.CA - RADIUSOOOOOO

EAPOODODOOOOODOO0ODOO0ODOODDOOnOO

gooog

gbooobobooboobooboobooobon
oood

o = 2 e =
=b1 EX Ef EN B B

oooooboooooooomorOo cAaoO 1.
oodo0 oO0ODOD0DDODbOODODODODOO

oooobooDmoboooooboobooo
gooogo

goboboobobobooobobooboonbo
oood

FrhB e

17 101317 2011-01-01 01:01:00

(b 114 BH

50

os/NDOo0o0oboooooboobooboogoo

gogoobobobooooboboooooobooog

ZIERE AR
) Pros# 2 v BEl ChgithE-S
LB

&

gboooboobgobooogn
00 70 cCAOO 11.000 oODODOOODODOO
goooooog



0040 OOOOOOOODOOOO

oooo0o0ooo

11.CA - HTTPSOOOOOO

goooboobooboooobosstoonboobon
gbooboobobooobooboooo
0000ob00obOob0ODbDOO010.CA-RADILSD OO
gboooooobooobgn

12.CA - LDAPOOOOOOOOO

gbooobgowAPODO0ODOO0o0ooDooO
OOStartTLSO OO LDAPSO O OOOODOOOO
gboooboobobobooboobuoobo
oood
oo0oobooogboi1o.CA-RADILSO DO O OO
gobooobgoobon

51

13.CA - LDAPOODOOOO

gooobooowAPODODODOoOobooDbOo
OO0OStartTLSO OO WbAPSO O OO OODOODOO
goooooobogoowAPOD DO OOoDooooon
goooo

00000 0o0bDOooOdl0.CA-RADISO OO OO
goobgooboobooobgoobobobog
goooooobogoowAPOD DO OOoDooooon
gogo



0040 OOOOOOOODOOOO

ooo0o0o0ooon

4. 0000000000

goboboooboboboobobooboonbo
gboobogooogo

H-FEE

HTTP+— iport 80D £l
HTTPSH—) i (port 443) i

m HTTPSOOOOOO
ooooboobobooobobooobobon
goHTTPSO 000000 MOOO00O0ODOoon
gboooooooobooboboooboobo
oo
gboooboboboboobooboboboobo
gooboooobobogooo
oooooooooobooovrO cAoO .o
oooooooboobooon

gbooobooboooboooobbobobg
gooobooobooobooobogon

= 0000000

HTTP O O O (port 80)/HTTPS O O O (port 443)0
0000000000000000000000
oooo
0000000000000000000000

m HTTPSO O OO OO
gooobobobooobobogooooboboon
ocAliboooooooboooobboooooDo
ood
goboboooboooboobooobgoooooboo
oooobooboboooboobobboooog
oooooobooooooooooogebogon
goooog

oooobo0omobooobooooobooon
gbooboooboobobooboooooon

52



0040 ODOOOOOOCOOOOO

ooOooooOooao

15.RADIUS - O OO0

goooooogoobDgorADISOODOOODOOO
googoorADILSOOODOOOOO0ODOOODOO
gogo

m RADIUSOOOOOO
gooobooboboooboboooboobo
gooRrRADISOODOOODODOODOODOOO
goooboogooo
gobooooboooboobobobooboooo
goooboboooboo
oooooooooboooooro cAoO 1.0
ooooooooooobo

goobooooboooboobooooboooono
goboooobobooobooobooobooboo

EAP-MDE
EAP-PEAR
EAP-TTLS

s 00000

RADIUSO O O O O O AuthenticationD OO0 OO O
OO000O0OAccountingDODODOOOOODOOODO
gorADISOOODDOOODOODOOO0ODOOODOOO
goboboobobboobooboobooo
goooboboooboboon

0 0 0 1645/1646

00 01812/1813

00O 01645/16460 1812/1813 O O O
gooogooo

gobooboooboobooboobooobooo
goooogo

53

0000b00b0onboooO102400 600000000
gooooobgobooooboobgoobobobg
oooooooooo

mJ0go
oooooobobooobobgooboboonboo
gbooobobooobooboooboboboooboo
goooo

0 O O PAP/CHAP
0 0O O EAP-MDS
O O O EAP-TLS
U O O EAP-PEAP
0 O O EAP-TTLS

gooooobgobooobobgoboboboog
000000000 MOTEAP-PEAPO O O O O EAP-
TTLSO D0 0000000 MMIEAP-TLSOD O D O OO
oooooooooo

UOMEAP-TTLSD OO ODODOODOO0O TILSO O
oooooobobooobobgoobobooog

m RADIUSO O O0ODOO

0 O O I EAP-TLSLLLI EAP-PEAPLI O O [0 J EAP-
TTLSO 00 0D000DoOoOoOoRrADIUSOOODOOO
gooooobgo
oooobgoocAibDboboooboooboono
oooooomoryO caOODODOM
gogobobobboooooooboobbobobood
goooboobbobbooboboooboobo
gogobobobboooooboboboooooobooo
le0oooooonog
ggoooboboobbboooooooobooog
ooooboooobobooooobooo@o
oooooooooo)o

oo0oobo0omoboooooboobooo
gooooood



0040 OOO0OOOOOCOOOOO

OoO0o0000ooan

16.RADIUS - O OO

gooobobooboboobooooboobo
gooogog

gbooobooooboobobogooobuoobo
goooboobgoobobooboo

54

m (00
o QO
O000O000oOo00oo0ooooooooo

opogonoO

ocOOoOO
gboooboobobooboobobuoobo
goobobobobooooboobobo
gooobobooobooboooobobooon
oooobbooboboobooboboobo

m 0000
goooboboooboobobooobuoobo
ooooooooo

o IPOODOO
goooomwrgoboooboooon

oOoDOO

ocO0ODbOOOODOODO

oOoDOO
gbobooobobobooobobooooobon

gbooboo0Dmobooboooboobooo
goobooood

gboboooboboboooboooobonbo
UMmgbOrFO0O0OO0OODOOOO0ObOO00DOO
oooobooboboooboooogon



0040 ODOOOOOOODOOOO

ooOo0o0o00ooao

17.RADIUS - OO

RADIUSO OO OO0ODOOO0DOO0ODOO0ODbLOO0ODOO
oooooobood

gooobooboboobuobogooboboobo
oooobooobgoobobooboooo

Q RgT L

LOCALD  |w»

@ FRELE

@ LA

55

m 0000

oOQOO

RADIUSOD O D DOODOOODOO0ODOO0DOO0DOO
ooooooooo

ocOODOOO
gbooobobooobooooobgoboobuoobo
gbooboooboooobobogooboo
gobobooooboboobooooboo

e 000000000
ocDOObOODOOODO

RADIUSO OO DOODOOODOOODOOO0ODOO0ODOO
gooogn

oOoOnOoO
gooobooboobooobgoobboobon
gboboobobobooobgobooooboobo
oooogooo
gobobooooboboobooooboo

oQOonO
goooboobobooobooooboobo
gooogoogo
OoOoobDooooDboODOend RADIUSOO
00000 s.0bboobboooooogno

gboobobomoboobooobooobobo
oooooobo



0040 OOO0OOOOOCOOOOO

OOoO0o0000an

18.RADIUS - OOOOOOO

gogoimwpgoooooooooboooobgoap
gboobooboboobon

gboooboboobobobooboobuoobob
god

mJO0000000o0oo

o00000000
00000020000000000000000
0000000000000 000000000
00000000000000000000000
000000000000000000¢ -)00
0oo0O0( _")0Dooooo

onIpOOODO
gooobogoowrobgooboooimwbooo
goobogog

oo IPOOODO
oooooooIwronooooooowoooo
ooooooooowoooooooowoo
ooodoooomwoobooooooooooo
0000000000000 00O0ORADIUS OOO
O0000ODOFramed-1P-AddressO0 0 0 OO 00O
RADIUS OO DO ODOOODOODOOODOO

oOogoonOoO
goobooboboooboboooo
gooobooooobogrADISOOOODOOOO
O Framed-1P-NetmaskO O O O O O ORADIUSO O O
gbobooboboon

gobooboomooobobooooobooo
gboobooboboobooobgon

56

gbooobooboobobbooboobobo
goooo

RA-1100: 1000

RA-730 : 100
RA-630 : 100
ooooo

goooboobgobooobobooboboooo
gboooboobooboboobobooobog
gboobooboooobobobmooboo
gboobobgoobobobg



0040 ODOOOOOOCOOOOO

oooooOooon

19.RADIUS - OODOOOO

gbooboboboobooRrADIUSODOOOODOOO
gooobog

gboooboboobobobooboobuoobob
god

mJ000000000d

{ETELAELY v

o00O0O0DODODO
00000020000000000000000
00000000000000¢-")0000on
0o 000000

o IpPOODOO
RADIUSO OO OODOOIIPODOODOODOODOO

oOOonbOoO

rRADILSO OO OOOODOODOOOOODOOOOO
gbooobgobgorADIUSOOnOoonooon
gboboobobobooboboooo

opbogoouonoO
gooimwpoobooobgoobgoobooboo
gboooboboobobbooboobuoobo
gobobobooboobooboooboobo
gboooboooboboomwruoobgoooboobo
gbooobooboboooboobooobo
god

57

gooobooobooobooboORADIUS-0O0DO0O
gobooboobobbooboobgoobo
gooobooobooobgooomwoboobon
goboboobooboboobooobooo
goooboobooowrobooobuoobgoon
gbooboboobooboboooobo
goboboooboooboobobogooobooo
goooboowrgboobooobuooobon
gobobobomoobooboobooboon
gooboogoiwbooboobooboobob
goooboboobo

dooodoopooooooooomwooooon
000000Db0o0oOoDOoRrADISODODODOO
0000000000 O NAS-IP-Address0 0 O

Access-Request ] D D DO OOOOOODODOOO

boooboobmoobobobooooobooo
gobooboobooobooobgobo

gobooboooboobgooboboooboboo
gogo
RA-1100: 1,0000

RA-730 : 2500
RA-630 : 2500
gooon

gooobobogooboboooobooboooo
goboboobooobobodoboobooo
goboobooboobooobobomooooon
gbooboboobobon



0040 ODOOOOOOCOOOOO

ooOooooOooo

20.RADIUS - OOOODOOO

RADIUSO OO ODOO0ODOODODODOOMOOODOODOO
gooo@wsAhOoooooooooooooo
gbobooobobobooobobooooobon
gbooogbgooobobobobooboobo
gbooobooboboooboboobooboon
vsADOoooooooooooooooo

AillEs:

m00000
gooboobobooobobooooobon

e 0000000000000
0ooooooooOoDoooboooooooaon
gooogoog
oooooooooooooooooboooooon
Ostandard00 0O O0OO0O000O0O0ODO D standarddO
oooooooooooooooooboooooon
0oodoooooooooood

58

gooobooobooobooon
goboboobooboooboboobooobon

s JO0gogog

oom

doodoooooooDoooooooo2000
dooooo0o0oOoooOooooooooooo
goooy-Hooooooo Hoooooo

oQoglIb
gooooooooobooboooimobon
gooooo

gobooboomoobooooooboobooon
goooboobog

gooooolooboobooobooboobon

oo
gobooooooboooboobooboooooo
goboobgobooboobgn
gooobooooboboooobooooo
goooooogn



0040 OOODOOOOODOOOO

ooO00o00ooao

gobooobobooboobooboooo
goboboboboboobgoobobooboo

e 0000000000 00000

FUE 2 —1 2R3R3E0

ogn
gooobobogobooobobogooo

oOooO
0000000000000000000000
00000000000000000200000
0000000000000000000000
0oO0(-)0000000( _")000000

oQQnO
0000000000000 00010 255000
ooooooooooo

ocOOOODO

goooooooooobooooboooooo

doodooodoosooooooooooo
[] text
do00o0dodopDoooOooogAscoa
ooooooooooo

Ostring
oo0ooooooooooooooooon
o0ooooooooooo

[0 address
ooooooooooooooowroooo
oooooooooooo

O integer
odoooooooooooooooooon
oo0ooooo

O ipvbaddress
OO0oooooooooooooipveOOn
oo0ooooooooooon

gobooboomooobooooooboobooo
gboobooboboobooobgon

gbooboobobooobgooboboboin
gboobooboboobon

ooooo
gbobooboboboobgobooboobo
gobobooobobobooobobooboonbo
gbooobobobooboobuooboooboo
gbmoboooobobobobooboobooboo



o040 OOOOOOOCOOOOO

oooono

oooo

21_.RADIUS - ActiveDirectory

000000 Active Directory0 OO0 O OQO0O0O
oooooooo

O000000O00O0OEAP-PEAPO OO ODODOO
000000000000 Active Directoryd 0
o0oo0oooooooooooooooooon

Active DirectoryiE{%

gbooboobooobobooboobuoobob
god

m ActiveDirectory

@ FHELLL O FETE
ad.exatple.co.jp
example.co.jp

operatar

o Active Directoryd [
ActiveDirectory0 OO0 OO0 O0DOOO0OOODOO
ooooooooog

o Active Directoryd O[O

Active Directory0 00O O0O0OODOOODOODO
000000000 FDNOOOIPODODOOODO
ooooo

opbooouonoO
gboboobobooobobgoooo

oOOoOpOoO
gbobooboboobobgoooobo
goboboooboboboobobooboonbo
gooobog

60

oOOOOODO ID
0000000000 D0ODOO0O0 ActiveDirectory
O0o00oooooooooooo

000000 Administrators0 000000
AccountOperators0 0 000000 QOQOOoOOOO
O0oDooooooooooooooooooon

ocOUobOoObOOO
gbooobgmmbobooboobuooboobob

gobooboomogbooooobooooooDn
gooogog
goooogoogodogoogodrADIUSH O

gogoogogooooon

RADIUSO O OODOOOOORAODODOODOOODOODO
00000000 ID0O0O0O0O0OActive Directory
gooooooboooooobobooooooooo



0040 OODOOCOOOOOODOO

gooooboon

Active Directory OO0 OOOOOOOOOOO
OActive Directory0 OO0 O O0O0DOODOOOOOO
oNSOOOo@oooooooooobooo
oO-OpNsDOOOCOOOOOOODoNSODOoOOd
ooooooooooooooo

OActive DirectoryD OO0 DO OO0O0OO0DOOOO
OO00o0o0o0Oooooooon (Windows 20000
O0O0)oOOODOOODOActive Directoryd OO0 0O
OO0oo0ooooooooooooooon
ABC.EXAMPLE.COMO O OO OO OO O O (Windows
0000 0)Y0ACODOODOOODOOOg

00000000 Windows 20000 00)00
Active Directory0 00O OO0 OOOOODOO
OO0oooooooooo@oooo Windows
20000 0)00)HO

OAPO O OODOOOOEAP-PEAPO O ODODODO
O OActive Directory0D OO0 O OO0 OQOO0O
oooooooogo

OActive DirectoryD OO0 DO O0O0OO0DOOOO
O0O00000OActive Directory0 0O OO0 0O
oooooooboooooo

Active Directory0 0 OO OO0OOOO
Active Directory0 00O OO00OOOO0ODOODO
RAOOOODOOOODOOOO

OoO0ooo0OrRAODOOOOO

Active Directoryd OO OO0OOOO 1100 | =A730 | mAce30
Windows Server 2008 R2 1.8.4 1.8.3 goo
Windows Server 2008 1.8.4 1.8.3 1.8.6
Windows Server 2003 R2 1.7.0 1.8.2 1.3.0
Windows Server 2003 1.7.0 1.8.2 1.3.0

000000000000 Active Directoryd [
gooooooboooooobooooooo

61



0040 OOODOOOOOOOOO

ooooooooao

22.RADIUS - LDAP

wAPO OO DOOoOooOOooooboooboobon
gooogoogo

PAP/CHAPO EAP-MD50 EAP-PEAPU EAP-TTLS/PAPT

CHAPO EAP-TTLS/EAP-MD5 0 0 OO0 OODOCOOO
O0oooooogLwAr DO0ooboooboon
goobooobobooooooDg

(EB e e i

RADIUSF M2 — LDAPTHIE2 — wE I
Framed-1P-Addr raFramedIP Ac

Framed-IP-P raFramedl!

LDAP H—) i—

L 2= S . O

1 ldap [E3 Al

gogoobboooooooboogo

62

m LDAP
LAPO OO DO DODOOOOOooDbObDbOboOogd
gbobooboboooboo

goboobobobobobobobobobuoobo
oooobooobgoobobooboooo

m | DAP

® ALY O ERTD
@ Local — LDAP @ LDAP — Local

o LDAP

LAPO OO DOOOOOOoODODbOoooooooon
gooogog

oQnQgonO

LAPO OO DODOOOOO0OoDODOOoOoooonDn
gobobooobobobooobobooboonbo
gobobogoooooooboboogo

Olocal -~ LDAPODO OO OODOODODOODOOODOO
ggbobobooogbooboooooobobood
Uboooboobobooboobdgob LbAP

gobobogooooooobobogo

OLDAP - LocalD DO DO OO OOLAPODOODOOO
gooboooooooon

gdbooodboooobooboooonon
APO OO Ooooobooobooboobon
LAPO O OO0 oboooooooog



oi40 OOOOOOOCOOOO0O

oooono

oooao

m LpAPOOOOOOOOOOON

wAPO O OO Ooooobooobooboobon
WAPO O UODOOOoOOoOOo0boooboboo
RADIUSO O D DOODOOODO0ODOOO0ObOODOOn
gbooboboooooLwAbgboobooooobon
gogn

WAPO DO O0DOODOOO0OOOOMAPODOODOOO
goobooboboon

gooobLwAPOODOOo0oDoobooobon 10
god

gbooobooboboobuoobobuoobo
gbooboooobobogooo

goooboboobooboobooobuoobon
APO O OO0 OO0OO00O0o0bOoooban
gooogo
gboooowAPODO00Ooooobooboo
RADIUSO O ODOOO0DOODOODOODOODO
gooogno

m DAPODOO00OO0O0OO00O00DOO

Acct-Tunnel-Connection

o RADILSOOODOODOO
rRADILSOOOO0ODOOOOODOOOODLOOOO
gboboobobooobobgoooo

o LDAPO D OODOODO

APO O OO0 OO0OO00O0o0bOoooban
gbooboooobobogooo

U LAPODO0O00O0D000O0D0OODNDODOD
gbooboobobobooboob wAPOODO
gboobobooobuoobobLwAPO DO
goboobooboooobmpoobgoobooo
gboobogooogo

ooooooooooooooooo
0-9, a-z, A-z, -(0x2c), _(Ox5F)O
OoOoobDobo4dverl 8300020000000

gbooogooogobo
63

gboooboooboobooboobo
oo
gbooboboboguwAPODOODOoobDoon
gbobooboboobooban

RADIUSO OO DOODOODOOODOODLOODOO
gbogwAPOODO0ODOO0OO0OOO0O0O00O0

oo
gboobobobogwAPODOODOoOoDbDoon
gbobooboboobooban



o040 OOO0OOOOOCOOOOO

oooooooon

m LDAPOOOOO
gooobooooobooogwAPOoonoon
gboooboobolboobOoboon LArPO
goboboooooogd

gogoooboobbobobbbbobodogoooaa
go

64

o No.

OO0 LWAPOOODODO0O000O0DODODO000O
OdooDOo0ooooooLwAPOOooooooo
oopoooooo

OO0 LWAPOODODOOOO0ODOODOOOOOOoOO
0000000 o000gLwAPOODO0OOO0OooOO
Od000DOOoDOO00OooobOOO0OoOdn LbAP
Jd0o0o0o00o0oboooooooooooooao

o LDAP[
gboobgoobob2o0boobgobobo

o LDAPO OO
WDAPO OO OO FNODOO IPOODOOODOODO
god

oo

DAPO O O0DOOO0DOOO0DOODODOO
0oodoDooboOoooodso, 443, 8020000
o300 000o0o0ano

00000 LDAP(StartTLSO O )OO O 0O O 3890
LDAPSO O OO O 6360 00O OONO

o 00O DN
ooooboobooooboooLwAODODODO
000000000000 0D0O0OD0O Distinguished
NameO OO QOOQOO
<pOOood >
o=example, c=jp

c=jp

uid=user0l1 uid=user02 uid=Manager

o=example

o ooooobgooobon



0040 OOODOOOOOOOOO

gooooObOoan

o000 DN
0000000000000 oLwAPDODODO
O0000000D00OD0DO0O0O Distinguished Name
ooooooo
O0D0ooooooooooooooooon
oo0ooooooo
OO0oOooONOODOOO0OD0ODOLWAPOODOOODO
oo0booooooog

<gogd >

uid=Manager, o=example, c=jp

opogonoO
goobgoooNoboooboobgooboobo
goon
gooooNOOoOoOooog@pbAPOOODODO
oooooooo)ooboooooooooo

ocbOUObOUOOOODbO
gooogog

cddOoOOOOOoODOO
00o0o0bOoooooooogLwAPOOOoon
odoooOooooooooooooooooa
ooooooooo

<gogd >

uid

LDAPO OO O OO Active Directory0 0O O 00O
0000oooooobooooooa
sAMAccountName

oOooonOoO

APO O OO Ooooobooobooboobon
gbooboooboboooo
ONoneUODOODOODOOODOOLDAPODOODO
gboobooboooobogoon

O StartTLSIO LDAPSO DO DO ODOOODOOO0ODOO
gbobooboboboobgobooboobo

o00O0O0O0D0ODO
00000000 StartTLSO O O O O LDAPSO O O
0000000000000000000000
oooooooo
000000000CADDDDDDO000oDOdO
00000000000QD070 cAOO 11.00
0o000)o
00000000000000001600000
0ooo

00000000000 00000000000
00000000000000000000 (LDAP
00000000 0)O

ocnogonoQ
OStartTLSU O OO OLDAPSO O DO OO LDAPO OO
goooooboboooboobgooooon
gbooobgobobowAPDDOD0O0oooon
gooobgobgobowAPODO0oDoooon
goooooo

LAPO OO OOOOCNDODOOOOoOoDbOooog
ooooooboboooooboooooo

ooooboomobooboooboobooo
goopoooog

LAPO OO ODOO1000000000Db0O0O0OO
oo

ooooao

LAPO O ODOOO0DLOOODDOOODOODbOOo0ODOn
goooboobobooboboooboobo
oooobobooooobm™moooooobooon
goooooooog

65



0040 ODODOOCODOOOOODOO

ooOooooooo

LoAPOOO0OOOOOOOOO0OO
LDAPO DO DOOO0OO0DOO00DOO0ODOO0ODbO0
0300o0ogogeerl.8.3000100)0

() Dooo@o)
0000000000000 LWAPDOO00O0O0O
0(@O)O0D0O0O0O0OPAPO OO EAP-TTLS/PAP
oooooo0O0ooOoO

gooobooLwAPO0DOo0DDoO00O0O0OLwAPOd
gooobobogoobobooooboboooon
gbobooboobogoog

() DooDoood(verl.8.40000)
LDAPO O OO userPassword0 00O O OOOOO
oo0oooooooobDoooooooRrRADODO
Joodoodomwooooooooooooo
0 O 0O O CHAPO EAP-MD5[0 EAP-PEAP] EAP-TTLS/
CHAPO EAP-TTLS/EAP-MDS 0 O OO OOODODODOO

LAPOOO0DOOOO0ODOOOOODOOOO
{CLEAR}O O O {CLEARTEXT}O OO OO ODOOOO
ooooooogoo
gooooooooooooobbooooooo
{CLEAR}H{clear}{Clear}0 OO0 OO OOOODO0O
oooo

gooobooRrRADODOODOUOLPAP OO OO
gobooboooboobooboboobooo
gooobompwobooboobooboobob
goooboboobobooon

(3) NTLMO O OO (verl.8.40000)
LAPOOOONIMOODODOD0000000000
ORADOOOOOOODOOOOIDODDNONOOO
O00000O0O0O00EAP-PEAPO0OOOOODO
ooo

NTIMO O ODOODOUTF-1leLE0 DO 0D O00OO
goooooww4boooobooognDoiednon
gooogo

66

WAPOOOORAOODOOODOODODODO
sambaNTPassword 0 O O OO0 OO OOOO
CSRANTLMHashO OO OO OO0 OOO0O0OO
OooooNTMmMOOODOooooDoooooo
ooooo
0odooooi1e000pDoooOoooiend
0ooooo32000000000000000
O 0 O(0 - 00112233445566778899AABBCCDDEEFF) [
oooooobooooobooooo

UboobgRrRAODODOODOOWAPODOODOO
goboobooboboobooboobooobo
gogimoboooNTM obooboooboon
gbobooboboooboo

NTIMO D ODOODOoobooobooboooo
gooooNTwmobooobgoobobooobo
gbobooobobooooboboooo

UOOOEAP-PEAPO OO ODOOONTIMOODODO
gboboobobobooboboooobob
NTIM DD ODOooooogoo

LAPO OO OODOOOODOOOO
LDAPOOOOOOODO EAP-PEAPO 0 OO OOODO
Active Directory0 00O OO0 OODOOODOODO
ooooooo



Ob040 OOO0OOOOOCOOOOO

OoOo0o000ooan

23.RADIUS - OOOODOOO

gboooboboobooboobbooobon
goooboboobooboobooooooboo
gbooobooboboobooboooboobo
oooobooobon
gbooboomoobooboooooooo
gooomooboboboobooomoooooo
goompoobooooobooboobgooooo
gbooobobooobooobobooobobooobon
gboobooboooboobooboobooobo
gboooboboobooboobooboooboo
gbooobooboobon

gbooobgoobobooobgooobooo o
gbobooobobobooobooooboonbo
gbooooobogoobooboobooobuoobo
oboboooboooobon

oooobobooobooboboooboobon
god

e 0000000000 b000g0oonDg

A7 1l $rRIEN
[

|
O FEH @ R

$EELAL v

ocOOOobooOoO
ooboobo20booooobooog
oooboobooooo@mooboboooooon
gboogobooooboobboobgooobgooo
oboboooboboooooboooon

000000000000000000¢ -)00
00000 _»)0ooooo
0000000000 0000m

oQnognO
gboobooboboooobobgooo
goooboooboyooooboooboobo
gooog

0O O O PAP/CHAP

0 O O EAP-MDS

0O O O EAP-TLS

U O O EAP-PEAP

0O O O EAP-TTLS/PAP,CHAP

O O O EAP-TTLS/EAP-MD5

0O O O EAP-TTLS/EAP-PEAP

0000000000000 OORADIUS-O000
gdoooOo0ooOoooooooooOOOOoOoon

ORADIUS-OO0O0O0O0O0OOOOOOOOOOOO

67

go0oooooooooooooooooooon
ooooooo

oogonO
ooooboooooRrADIUSODOOOODOODO
gobooboooobooboobooobuoobo
gbobooboboboobobooboobo
god
gbooboobobomigooobonboo
gooboooboobobooboobuoobo
gooogn

o IPOODOODOOODO
gboobgoobobooobgooobimwrobobo
oooboooboboooo
IPOO00OD00OO0O0O0DOO0DO0ODOO0ObOO0n
obooooboooo

RADILSO OO OOOODOOOOODOODOOOO
gooorADISOOOODOOODOOODOOO
gbobooobobobooobgobooooboobo
gobomooboobobobooobooon
goimwprgbooobooobgoobobooboo
oMmoooooobgooobooo



o040 OOO0OOOOOCOOOOO

Ooo0o0b0oan

ocpooooOoO
iPO0OO000O0O00O0O0O0DOO00O0O0O0O0O0OO00
gbooobogoooboobgn

goboobooobobooboboboboobon
gooobooobooooboobooboobooobo
gboooooo

gboooboobomoboobooboobooobooDbo
gooooboooboobgoooboonooo

gooooboobgobooobobooboboooo
gboobooobogonboo

RA-1100: 1000

RA-730 : 200

RA-630 : 200

ooooo
gboooboobgobooobobooboboooo
ooooboooboobobobobooobooboo
goooboobobbooboooboooobon
goooboooboobobooobgoobo

68



Ob040 OOO0OOOOOCOOOOO

OoOo0o000ooan

24.RADIUS - OOOODOOOOO

goboboooboboboobobooboonbo
googoboooorADIUSOODOOOOODOOO
goboboooboboboobobooboonbo
gbobooboboon
goboboooboboboobobooboonbo
gboboobobobooboboooboobo
god
gboboobobobooboboooboobo
gboobobobooboobomuooboobooo
gboobooobobooooog

FRAIEN

JEa =t —&

R W ez h
N s 192 1251 RE HIFg

s(0000000000O0O000O0O0O0O
gboooobobobooobooooboonbo
goboboobooboon

s 00000000000
gboooobobobooobooooboonbo
gboboobobooobobgoooobo

69

s(00000000000OOC0O00OOO
gbobooboboboobgobooboobo
gooobooobobooboboobuoobo
gboboobobooobobgooo

s J0000000000boobooobooon

SREETHIE S — FIOT )L FiARIEN

ocnbogonouoOoO
gobooboz20b0ooogobooog

gboooooooboomoobobooooooon

gboogobobooboobobobgoobobo
gooboobobooobobooooobon

goomooboobboobooooboooo
gbobooboooboobooon

gooobooooooobooboog2dbn
goboboooobobogooo

oo
goboboooboboboooboboooboobo
gbooobboobboboobooboobon



o040 OOO0OOOOOCOOOOO

Ooo0o0b0oan

s00000000O0O0
goboboooboboboobobooboonbo
gbooboogboboboboooboon
gboobooboobooboobobuoobo
gbobooboboboobobooboobo
gboooboobooobooboobog
gboobooobobooooog

e 000000000000

Callback-Id “

ocnbgoouoOoO
gbooboooboboooboboooobon

ocnbgoouoOoO
goboboooboboboobobooboonbo
gboobogooogo
gobooboboobooboooooooboon
gb0obobo0obOobDOm™RrADIUS-0O00000O
gbobooooboobobobooboooobooo
gogn

o

000000 0000oooooooooooon
o0o0oo0oo0o0bo0000o0ooooooooooo
oo0o0ooooooon

Otext(ASCIIODOO)
AsSCliODC0O00O0OO0OOOoDooOooooDo
OO00o00O0o00boooo00d standard0 O
OO00O0oO0o0oOgOoo2s3000oggoon
oooooOoOooobooooo24700o0oO

godn: century

OstringOOOOOO)
le00o0ooooooooooooooog
ooxoooooo
0000000000000 standard O O
00000000 2300000 (20 5060
OHYydoooooooooooooooooo
02700000@0O49400)000

000 : 63656e74757279
(century" DOODOOODOODO)

Oaddress(IPO OO O)
IPMAO OO0 O0O0OO0OO0000O0000
000: 192.168.0.1

Ointeger(0 O)
Ddoooooooooooooooon
0000000000 42949672950 0 O

000 : 65536

O ipv6address(IPv6Od 00O 0O)
Ipv6O0000O00OO0OO0OODOOOODO
O00: fe80::1111

goboobooomoboooooooboooboon
goobooboobooobooobgoobo

obooooobolgoobooogoboo b
goooboboooboboon

ooooao
gooobooooboboooobooooo
gooooboooboobooboobgooo
gobooooboooboobbooobobooon
gboooboobobbooboobgoobo

70



Ob040 OOO0OOOOOCOOOOO

OoOo0o000ooan

25.RADIUS - OOOODOOOOO

gbooobgrADISODOOODOOODOO0ODOO
gbooboobobooboboboooobob
goboboobobobooboboooobon
gbooobobooobobboboobuoobo
goboboobobobooboboooobon
gboooboooobobooboobuoobob

2 — bSO —B

iR

IS —| —F

R A = 1
pe 2 &

s(0000000000O0O000O0O0O0
gbobooobobobooobobooooobon
gbobooooobooboon

s 00000000000
gbobooobobobooobobooooobon
gbooboobobooobobooooobon

s(00000000000OOC0O00OOO
gbobooboboboobgobooboobo
goboobobobobooboboboobo
gboboobobooobobgooo

s J0000000000boobooobooon

—FZFO77 )1 $rRiEhD

opbuoouoOnoO
gboobgoz20bobooboonbg

gbooobooboobobuooboobon
goboobooboboobooboboobo
gbobooboboboobgobooboobo
god

gbomoobboobobooobooboobo
gboboobooobooboon

gooobooooooobooboog2dbn
goboboooobobogooo

oo
gobobooobobobooobobooboonbo
gbooobbooobboboobooboobob

71



o040 OOO0OOOOOCOOOOO

Ooo0o0b0oan

s00000000O0O0
goboboooboboboobobooboonbo
gboooboooboboboobobobon
gboobooboobooboobobuoobo
gbobooboboboobobooboobo
gboooboobooobgoooboobo
gboobooobobooooog

e 000000000000

Callback-Id -

gbooboobobooboboboooobob

ocOOOoooOoO

RADIUSO O ODOOO0ODOOODDOODOOO0ODOO0ODOO
gbooboooooboboon
goooboobobooobooooboobo
oooobooooooboorADIUSOODODO
gbobooobobobooobooooboonbo
goobooobobooooooDg

o[
0ooo0obDOooooooooooooo
0od0o00DdoDoooobOooooooog
doodoooooooooooooooooog
opooog

gbooboo0Dmobooboooboobooo
gbooobooboboobooobgon

oooobooboi1gbobooooooboonon
oboboooboooobon

ooooao
gbobooobobobooobooooboonbo
gbooobooboboboboobgobo
ooooboobobooobooobooonbo
gboobobooboboobooooboo

72



Ob040 OOO0OOOOOCOOOOO

OoOo0o000ooan

26.0000 1D

OO0 IDO "user@centurysys.co.jp™ OO0 QO 7
CENTURYSYSYuser” DO O DO0ODOOOOODOOOO
godooooooouoopoooooooood
ooog
gooooooompooogooooooooo
oooooooooooooooooooooon
godooooooouoopoooooooood
Oomooooooooooobooooooo
goodUooooOoUoooooooooooo
coompooooooooooooooooo
goooOoimpogoooogoooooooooo
oood

oooobobooobooboboooboobon
god

s (000 Imooooooooon

I $rERIEN

oOOogoonOO
gobogoboz2oobooobooobooon
gbooobgoobobooobooboob o
goboooobobbooboobooobooo
gbooboboobobon

oOoooID
0000000000000000000
00400000000000000000000
0000000000(-")00000¢ .")00
oooo

o
gooompoooopwoogbooooooobo
ooooooooo

UserID@GrouplID OO0 OO GrouplD¥UserID OO OO
ooog

boooboobmooobobooooobooo
gobooboobooobooobgobo

ooooimobooobogoogsoooboonoo
gooogoogo

oooono
gbooomppooboobobooboobooo
oooobooboboboboooboobon
gooobooboboobobooboooog
oooobooboboooboooboobooo

73



o040 OOO0OOOOOCOOOOO

ooo0o0o0o0oon

27.RADIUS - OOOODOO

goboboooboboboobobooboonbo
oooboooboooobobooon
goooboobobboboobgooobon
oobobooobobooooboooobonbo
gboobobooboobmobooobooobooboo
ooobooobooon

ggobobbogoboobboooooboboooo
god

/|- RIEND

l I

=g

= B
<

<

1EELALY ~

GRL Distribution Points | GG

g
= -l =
s = I - e

0000000000000 0O 60 RADIUSO
O Nn.ooo0oooo e.0D0O0O0OO0OO0OODDOO
oooogooog

oooobooDmoboooooboobooo
gbooobooboboobooobogon

gbooboobobooz200booobgoon
oooogon

74

ooooao
gooobooooboboooobooooo
goboboooboooboobobogooobooo
gobooboooboooboboooboomoon
gboobobogoooobooboon



Ob040 OOO0OOOOOCOOOOO

OoOo0o000ooan

28.RADIUS - OO OODOOOOO

OOoooRrADIUSOOODOOO0ODOOOOOODOOOOn
gooobobooobobooboobonoon
gbooobooboooboobooOoooon
gboobobmoboooboobooonoob

goooommoobooobooboooboobooono
goooogon

IR
wE | [ HER

Bl
1

prafilel base

FRARAEMD

gbooobobooboobooboobooobon
oood

e 000000000000

TETELALY v

ocpogonouoOoO
goboobo20b0ooobooog
goboobooobobpoobooobuoobo
gbooobooobobobooboobuoobo
gbobooboboooboo
Oooooooooobooogooooge-"Hoo
ooooo mHoooooo

b gboooooboobo

b gobooboobboo

goo

b obooboobboo

obOOd DOOOO I1IbO
gbooobooboboobooboobobo
gbooobobooobooooobooboooo
gbooobgobooog
gooooboobobbooboobooobo
goooooobobobobooomoobooo
gobooboobooooobon

o O O O

75

oooobo0omoboobooobooobogooo
gboooboobooobgooooooo

goooboobooboboobgooboog
goooooo

RA-1100: 1000

RA-730 : 200
RA-630 : 200
ooooo

gboooboobgobooobobooboboooo
ooooboooboobobooobobobooboo
gbooboobooooobobobomoooon
gooobobogoobooboboo



o040 OOO0OOOOOCOOOOO

ooo0o0o0o0oon

29.RADIUS - OOOOO

gboobooooooobogboobooboboobon
oooooobood

ggboobooooobooboboobobogod
goooooboogooooog

22— #RIEm

R 0000000
o000 ID
000000000000000
000 ID000020000000000000
0000000000000000000000
00oooo

18 ()*+- . /<=>20[]"_“{|}~

o0O00OO
0000000o000oooon
O000000000200000000000000
0000000000000001I00ooooo
00000000000000000

JI¥

ocOUODOODO
gboobooooooobogboobooboboobon
goooboooobmmobooboooooobogooo
oboooobobooooobooooo

s IPOOODOO0ODOO

o IpPOODOO
gooiwroobogooooooboobooooo
gooobooimwroooboooboonoo
gobooobobgooboorADIUSOODDOOODO
O Framed-1P-AddressO0 00 O O O ORADIUSO O O O
gbooogooogobo
gboboooooooooooooboooooboon
gbooooooooogooooiwrgboooo
gooooboooobooboooooboobon

ocOUODOODO
goobooboboooboboooo
gooobooboooraDIUSOODOODOOOO

O Framed-1P-NetmaskO O O OO O ORADIUSO OO

ooobooobooon
gobobooobobobooobobooboonbo
gooobooboooobooobowprbooono
gooobbgoobboobobobooboobo
oood

000000000

oo
ooooooooooobmooooooooo
ooooooogo
0000Doo0Dooooooooon
dododobodooooooooooo

gmooooogo

OORADIUS DO DOODDIOODOoobDooDOd
gbooogooogobo

gocl Doooobooobon

omoooooo
ORADIUS OO OODOODODOO Reject O
oooogooog
geuloboooobooogon

gooobgooooboboooboobuoobon
OlockDODO x OODOODODODOO

76

goboobooboboobooboboobo
ogoboooobobogooo

oooobooDmobooboooboobooo
gboobooboboobooobgon

oooooboobooooobooooooooobooo
RA-1100: 50,0000
RA-730 = 2,0000
RA-630 : 2,0000



Ob040 OOO0OOOOOCOOOOO

OoOo0o000ooan

O OODOOO0EAP-TLSOODOOODOODOOnoO m00000
gboooboobobooobooboooo o gbooboooooboboboooooboobobogon
gooboobobooobobgooo

O0OoooobDooooDbogO Subjectd m00000000
Common Name O D DO DO OO IDODOODODOO gboboobobobooboboooobon
goobooobobooobobooon gbooogooooo

gooobooboboobooooboobo
gbooboobobobooobooboooo m00000
m000 goooboobooboobobobobobobooon

i : goboboodbobooooobbooooobooog
e e e N = 7 FrEL
1 ofile - = =

oboooooboooboobooboooboobon
gooogn
3

eff 1-2ff

gboooboobobobooboobuoobo
goobooobobooobobooon

ooooooooao
ooooboobobooobooobuooobo
goboboooboboboobobooboonbo
oogon

gboooboboboboooboooboooon
oooboooboboooo

oo
gbooooobogooboobpoobooobuoobon
gooogn

EAP-PEAF

E Sk

77



o040 OOO0OOOOOCOOOOO

Ooo0o0b0oan

ooooooooo

s000000000
gobobooobobobooobobooboonbo
gboooboboboobooboobobuoobo
gobobooobobobooobobooboonbo
gboooboobooooobod
gobobooobobobooobobooboonbo
gbooobooboboobuoobobuoobo
gobobooobobobooobobooboonbo
go
gobobooobobobooobobooboonbo
gbobooboboboobobooboobo
go

gboobooobobooooobg
oog
god
oog

goooboobobooobooboboboobo
gbooboobobobooobgobooooboonbo
oboboooboboobooobon
gbooboobobobooobgobooooboonbo
oooboooboboon
gbooboobobobooobgobooooboonbo
ooooooooo

oogd

oo
gbobooobobobooobooooboonbo
gboboobobobooobgoboooboobo
ooooboobobooobooobooonbo
gooog
goooboobobooboboooboobo
gbmoooobooobooooboobo

oo
gooobooboboobooooboobo
gboooboboboobooboobbooobbo
gboogooooboo

gog

god

oo
gooobooboboobobooboooboobo
gboooboooboboooboobouoobo
oooobooboboooobooboobooobo
gogn

goobooobobooobobooon

00000000000 0O00O0O oOoo g
ocnogoouooO
gboboooboboboooboooobonbo
gboogoobgooboboobooobuooobon
gboooooboboooooobg

oQd

ogo0o0ooooooooooooa
ooooooooboboo0ooooooooooo
oo0oooooooo

opogonoO
oo ooooooooooogoon
U0 ooooooboboooboooboboooo
gooogm

oogon
gooobobgoooobobooboobogon
ooooboobobooobooboobooo
gboooboobooboboobooboobon
gooobobooobooboboooboboon
gooooogo

god
gooobobooobooboboooboboon
gboobooboboobooooboo
ooooboooboboboobooboobon
gooobobgoooobobooboobogon
ood
gooobobgoooobobooboobogon
gooobooomooboboboboooo
gboooooogo

78



Ob040 OOO0OOOOOCOOOOO

OoOo0o000ooan

oood
gooobobgooobobooboboon
oooooooboobobobooboomwooo
goooboobgobooobobooboboooo

googooboobopoooboobuoobon
ooooboobooosbooooboonDg
gboboobobooobobgoooo

oo
gobobogoboboooobobobooooboboo
goboobooboboobooobooobo
gooooooon

ooooboobobooobooboobooobo
gobooboboooboobooboboobo
oooboooboooobobogoooo
goboboooboboooobgoboooboonbg
ooooooooobooDooboooboobo
gobobooobobobooobgoboooboonbo
gooooboooboobobooboooobooon
gboboobobooobobgoooo

oooooooooo
EAP-TLSOODDOD0D0O0D00O0DO0O0DbO0DOn
gooobooboboobo
goooboooboboboboooboboooboon
gbooobobooobbbooboobgoooo

(0 cAUDO0DOO0DODOoboboooobonooog
goooboobooocAgobgocAobgonono

Mo, 1] ZOZ7 L P72
o |

1 prafilel

gooooboooboobbobooboobooo
ooooooogoo

1EELALY v

GRL Distribution Point= |G

:
B = - S
#7E = I - e e

m 00

ocooonO

.00 bgooooboobooboooooonoo
goon
goboooboboooboboooobooooboo
goooog

o(n

RSA ODOOOOOOOOOOO
O000Odobizedll 10241120480 0 0O OO O
oooooobooooooo

o Signature Algorithm
00000oo0oOooooooono

Overl.8.4 OO

OSHA-1O DO DoOMSOO0DO00D0O0DO00O00O0
Overl.8.5 0O

[J SHA-512[1T7 SHA-384[T1] SHA-256[11] SHA-1[1TJ MD50J
gooooooooooooooood



o040 OOO0OOOOOCOOOOO

Ooo0o0b0oan

o Subject

[ 0 Common Name
ooomwooooooooooomooo
0odopoooooooimwoooooaoo
ooooooooowooooooom
Common Name O D O OO OO OOOOOOO

gooobobogoobobooooboboooon
goboboobooboobobooobooo
gobopooooooboobobobooboooo
gboobobogooboooobo

0 Oemail

opogonO
oooobooboboboooobooobooo
gooooeMr(bobooboono)yooobooog
000000000 2006/12/31 23:590 0000
gooooobgnD 20060 120 310 140 59007
oooobogon

s JOogoo
ocoonoonO
gboobuoobobboboooboboobog
gooobuoobobboboobobbooboo
gs00go3oooooooooooooon

gboboobobooobobgooo

0 OOrganizational Unit
Oo0oooooooooooo

0 OOrganization
gooooOoOooooooooooodg

0O OLocality

(RA-1100 ver1.7.40 00 RA-630 verl.7.200)
0000000000000000000000
ooo

(RA ver1.7.6 0O)
00000000000000000Ceeee
oooooooo

goooooooogn

00 O State or Province
oooooooooooo

0 O Country
ooooooood
OooooooomJPooooon

000000000oooooooooooo
O emai
0-9, a-z, A-Z, -.0_

O Organizational Unit/Organization/Locality/
[J State or Province/

0 verl.8.4 O00O: 0-9, a-z, A-Z, -_

0 verl.8.5 00O: 0-9, a-z, A-Z, -_",.SPACE

O Country
A-Z

80




0040 OOODOOOOOOOOO

ooooooooao

m X.5090 00 v30 OO RFC32800
goooogooox.seovdnoooooooooono
gbooobooboboobooboooobo
gooobooobgooboboobooobobo
gbooobooboboboboobgoobobdg
goooboobooobo

goooboboooboobobbooboobon

o Key Usage
gboooobooobooooboooboooooo
O0OKeyUusageO O OO OOOOODOOO

O O digitalSignature
0000000000 0oOoooooooooo
gooooooooo

0 O nonRepudiation
Odooooooooooooooooood
O0o0oo0ooooooooooooooon

O O keyEncipherment
ooooooOooooooobooogooooo
ooooooooooooooooo

0 O dataEncipherment
0o0oooooooooooooooooog
oooooooo

O O keyAgreement
gooooooooooooooooooogoo

0 O keyCertSign
Odoooooodoooooooooooo
oooooooooo

O O cRLSign
Odoooooodoooooooooooo
oooooooooooo

0 O encipherOnly

OO0 OkeyAgreement0 D OO0 OO0OOOO0O
0ooooooooooooooooooog
ooooopobooooooooog

0 O decipherOnly

OO0 OkeyAgreementO 0 OO0 OO0O0OO0O0O
ooooooooooooooooooooon
odoooooooooooooooo

81

o Extended Key Usage

Key Usage0 00 OO0 O0OD0OOOO0O0ODOOOOOO
oodooooooooo

Extended Key Usage0 OO0 OO0 OOOOOOd

O O serverAuth
oooTLS0o0oooooooooooooo
ooooooon

O O clientAuth
go0oTLS0o0o0ooooooooooooo
oooooooooon

0 O codeSigning
gooooooboooooobooooooo
gooooooogd

O O emailProtection
0o0o0o0ooooooooooooooooa
gooooooooooon

o CRL Distribution Points
0ooooboooooooooooobooooa
dodobodoodooooooobooooooa
O0OouwRLOOODOODO

O http://(0000OCOOO) ceri/crl.crl



o040 OOOOOOOCOOOOO

oooooOooon

m Netscape O U

o nsCertType

Netscape OO O ODOOO0OOOOODOODOODOODO

O0OnsCertType DD OO OOOOODODOO
Oclient
goooopooooooooboooooooo
ood

U server
0o0doopooodoooooooooooo

Oemail
S/MINMEDOODOOOOOOOODOOOOOOO
ooooooon

Oobjsign
Java0 OO OOOOOODOOODOOOODOO
oooooooooo

O ssICA
SSLO00O0O0o0ooooooooooooon

OemailCA
S/MINEOODODOOOOODDODOOOOOO
oo

O objCA
0odoodoooooooooooooon
ooooooo

o nsComment

Netscape D O DO DOO00OO0OOOOODOOOOO
ooooooooooo-")Hooooooo

( Hooooodo

82

oobooooooooooobooboooDbo
ooooo

ooooo

od

Signature Algorithm

oooo

ooooo

oJOODOODO

(¢]
o
(¢]
o

0oOoo0opDo300o0oooooooDooooDo

oooooooooooooooooooodg
00000 Key Usage/Extended Key Usage [0 [
odoodoooooooooooooooog
oono

o Key Usage

OdigitalSignature

O keyEncipherment

o Extended Key Usage

O serverAuth

goboboooboboboooboboooboobo
gboobooobobooooog

gobooboomooobooooooboobooo
gooogog



o040 OOOOOOOCOODOOO

oooooObooon

oooooooooao m 000000
gooboobobooobobooooobon oobdoboooooboobodooooogn
gbooobooboboobuooobooobo uobOobooooboboooboooooon
gooobooood gboobogog
gboooboobobobooboobuoobo

gbobooobobooobobgooooobo o0

O PKCS#12[1D PEMIO DERD OO O ODOODODO

o0
gcAl0DO0O0O0O00000Ooooooooonm
T O0o0o00Oooooooooooooooa

OPKCSHI2000O00ODOOO
gboobooboboooboboooobob
gooogo

O PEMODERO OO ODOODO
goobooboboooboboooobon
gbooobobooobobbooboobuoobo

gbooboooboooobobgoonboo

oooooood
gboboobobobooobgoboooboobo
gboooobobobooobooooboonbo

nooodoo m000000

gboobooboboobuoobobbmo
gbobooboobobooboobgobo
gooboobobooobobooon

oooooo
OS/NDO0000000000000000000
0000000000000000000000 o
00o00000o0000o0o0oooooonoon U Ounspecified

000000000000
00

O O keyCompromise
OS/NDO0O0O0000000000000000 Q0O0O00000000000000000000

ooooooooo goobooobooooooog

O OO CACompromise
gocAlODoOO0U0OoooOooooooooo

O O affiliation Changed
Oo00ooooooooooooooooood

ENELEE TS
oo [ = T e O O superseded

gooboooboboooboboooobon

0 O cessationOfOperation

0000000000000000000000
000000000000000000 alalufalalals

O O removeFromCRL
000000000000 00O0000000n

83



o040 OOO0OOOOOCOOOOO

Ooo0o0b0oan

30.AD0 00

Active Directory0 00O OO00O0OO0OODOODO

oooooooooooo

Active Directory0 OO0 O OO0OO0DOOOO0O
oooooooooooogoobooooooo
gooOopooooooOooOgOobooooooo
oooooooooooogoooooooooo
goOoOopoooooooooooogooo

gbooobooooboobobogooobuoobo
ooooboooboobgobooboooo

m ADODOO

A0

84

ocOOOobOObOOoOO
gbobooobobooobobooooobo

gboogobooooboobgooboooobon
oooooobod

Active Directoryd 0 0O EAP-PEAPO 0O OO DO
gooopoooOoooooooboooooooo
O EAP-PEAPO0O0DODOOOODODOOOODOO
OoooooooooOooooooooomoon
Oooooodoooogoooood



Ob040 OOO0OOOOOCOOOOO

OoOo0o000ooan

31.L0APO OO

wAPO OO Ooooobooobooboobon
gooogno

wAPO OO Ooooobooobooboobon
gbooboobobooboboboooobob
gbooobgoobobooboobooboo
gboboobobobooboboooboobo
goooboboooboobooboobon

LDAPZ—

Idap profilel RE

gboobooboboowADOoooooon

gbooobobooobobboboobuoobo

m LDAPOODOODO

oOouobOobOooo
gbobooobobooobobooboonbo
OO0O000 PAP/CHAPL EAP-MD501 EAP-PEAPL] EAP-
TTLS/PAP,CHAPLI EAP-TTLS/EAP-MDS O O O O O
(verl.8.30 O O O PAP/CHAPLI EAP-TTLS/PAP,CHAP
ooooOo)oooooooooooooooobo
gooobog

gobooboooobobobooooobmoo
goooboobgooboboboooboo

gbooobgooboboobooboooboo

gooboood



o040 OOO0OOOOOCOOOOO
ooood

goono

2.000000

gboboobobobooobgobooooboobo
gooobgoorADISODOOODOO0ODOOOO
gboboobobobooobgobooooboobo
goooo

oooobobooobooboboooboobon
god
goooboobobooimwbooooooboono
god

e 000000000

odJQoonoibp
Ogooooouooooboooooooboooo
ooo

1HSHE" O *+- . /<=>20 1" {1}~

ocOOOO
000000 0o000oooiImoooooooon
oo0oooooooooooo

- 4

o[Om

0ododpoodoooooooooao
0od0o00DdoDoooobOooooooog
0odoodoDomooooooooooooo
opooog

gbooboo0Dmobooboooboobooo
gbooobooboboobooobgon
gboooooobonboon

goooboobosgoboboooboonDg
god

86

oooon
gobobooobobobooobobooboonbo
gbooobobobobooboboobuoobo
gboobobobboboomoobobobo
gbobooboboon



Ob040 OOO0OOOOOCOOOOO

OoOo0o000ooan

33.0000

gobobogobobooooobbooooboboo
goboooboobobooboooboobo
gogbbooobobooobobooooooo

gobobogobobooooobbooooboboo
gooobooood

0000000 (TCP/UDP/ICMP)
ooooo/0o0b0wpooDbo
ooooo/00000000

T - EhiE

m0000000
oooobooboboboobooboobon
gboboobobobooobgoboooboobo
gboogooooboo

goboobooooooooboooobobogoa
goooboobgooboboooboo

mJggoog

o accept
Jodooodoooooooooooooon
gooooouoooobood

o drop
0000000000000 000000ooOO
goooooooooboood

gdoodoobooboooooboooogo

gbooooooobooboon

O00O00O0OO0dropD0OO0O0O0OODOOOOOO
doodoOoO0OoO0oO0oO0oOoO0oO0oOoooooooo
ooooooooOoOooooooooOoooao
doodooOoO0OoO0OO0oO0oO0oO0oO0oOoooooooo
oooooooOoOo0o0OoooOonooOoooaoon

doooOoOoooooooo

RADIUSO OO OO UbP/(O0 0O)

RADIUSOO OO OOOOOODO ubpP/(00O)

goooooooooo TCP/80201 809

NTP UDP/123

O0000O0oooooHTTR) TCP/80

O0O000ooOooogHTTPS) TCP/443

Hboun 5 D32/z13;3;3(it|*3)

SNMP UDP/161

SNMP trap UDP/162

DNS UDP/53

LDAP TCP/(O O)

SYSLOG UDP/514
m000000

gogobboooboboboooobbooonoo
gooobobogooboboooobooboooo
ggoobooboogobobbooooobooog
gobobooobooobgooboboooboobo
ggobobooobobobooooboboooooo
god

gboobooooboooobooboooboon

ug

mJgooogd

paeot— - N =7+ -




o040 OOO0OOOOOCOOOOO

Ooo0o0b0oan

o No.
0d0000ooooooooooooooo
O0oo00ooooooooooooooooon
00000000o0ooooooooooooon
o0l10o00ooooooooo
000000o0ooooooooooooooon
odoodooooo0oooooooooooooon
000000o0ooooooooooooooon
oo0oDooDoooooooooo

oJO0OOO
O00o0oo0ooo0oooooooooodanyd
OtepdDudpd D icmpO 00 OO0 OOO0OOO
CanyDOODOOOO0OO0OOOO0OOOOOODOOOO
ooooo

onogiIPOOOO
gboobooboboobooooboawpboono
gbooboooboobooboboobob
gobobooboboooboboooo

<OOood >
oooimwroooooooooa
[0192.168.253.19 (" /32" OO O0O0O)
odoooooooooooo
[1192.168.253.0/24

ocOOOODO
gbooobooboboobobooboobo
oooogooo
gboooboboooboobooboboobo
goobooobobooobobooon

gbobooobobobooobooooboonbo
gboboobobobooobgobooooboobo
gbobooobobobooobooooboonbo
gooogn
goooboobobooobooooboobo
gboboobobooobon

OicmpU D0 0O0any0 00 O0D0OO0OOCODOODO
gboobooobobgobooobooboooo

88

opbuoouoOnoO
gbooboobobboobobooobwbooo
gboooboooboboboboobooon
goobooboboooboboooo
gbooobogogbowbooboooooo

oOooonOoO
gobooboobobooboboobuoobo
gboobogog
goboobooboboobooboboboobo
gboobooobobooooog

o
ooooooooboboo0ooooooooooo
go0ooooooooooooooooao

gobooboomooobooooooboobooo
gboobooboboobooobgon
gbobooooobobon

goboobooooboz2b0bbooboboon
gogn

oooon
gobobooobobobooobobooboonbo
gbooobobobobobooboobuoobo
gboooobobobmoboboobooboo
gboobogooogo



Ob040 OOO0OOOOOCOOOOO

OoOo0o000ooan

34.RADIUS O O

mJoooo
gorAISODOOOOOOODOOOOODOODO
gooogooogo

- 1Z1
BRIEDARRE _

rRADILSO OO OOO0ODOODOOOOODOOOOO
gooogog

=gty

BRIECOIARE
Ehi'eh

121k AieEn

rRADIUSOOODOONO

RADIUSOD OO OODOOODODODMmMOobDOoooog
goooboooooboorADISOOOODOOOO
go

OOO0O0015.RADIUS-00000000000
O0O0000000000O0DODOOOOORADIUS
doooooooooo
OOOO0OO0OO0OO0O0O19.RADILS-O000000000
dood0oO0O0O0O0O0O00OOOOoOoOoOoooo
RADIUSOOOOOOODODODOO

RADIUSOOODOONO

RADIUSOD OO OODOOODODODMmMOobDOoooog
gooobooooobogorADISOOOODOOOO
go

RADIUS OOOOOOO

rRADILSO OO OOOODOOOOODOODOOOO
gbooobgorADILSOODOODOO0ODOOn
ooooboboooobOoboooogbRrADIUSO O
gbobooboboooboo

doodoOoO0OoO0oO0oO0oOoO0oO0oOoooooooo
oooooOooo

89



o040 OOO0OOOOOCOOOOO

ooo0o0o0o0oon

3p.00000

Oodoodooooooooobooooa gfddobooooooooooobooooood
goooooboootoodobooooon
O000000O0Ooo00Oo0o0oooOoOoooon ogoooooood
O0dOO0ORSADODOOOOOOOOOOOHTTPS
O000oo0OooOoooOoooooooooooan O Version[d
oo ORAODDUOOUOOOUOOOUOODOODOOOO
O000000OOOoOOoO0O0oooOoveNO OO M godoooooooon
goo0000O00O0o0OO0O0OoOOoOooOOoOoooa
ooooo [ Userd
gooobooboooodoooon
e 0000000
HERE 0 Address[
gdoodooooooooooooooo e

gboooo

e ’ ® EUCIF @

1#TF

oOOonOO

O0O00oooOoOooDoooooOoOoogeuctmo [ Datel]

OSJISCR+LA) M SJIscrp oo oooooooon goooboobgoooobobog
god

gboogobooboobobobooobuoobon
oo

ooo0oooooooooogooonooon
goobooooooboobobooobuoobo
oo

gooobooboboooboobooboobo
goobooobooboooo
gobobooobobooooboooobonog
gboboobobooobon

90



Ob040 OOO0OOOOOCOOOOO

OoOo0o000ooan

36. 00
goboboobobobooboboooobon
gboooboobobooboobobbogon
gbooooooobooon

000

91



oooOboooooao



Os0 0000000000

gobbooobobooooobooooobooo ggboboboooooboobboooooboog
goboboooboboboobobooboonbo gobobooobobobooobobooboonbo
EEN

QFm sy
FutureNet [

QCENTIJRV SYSTEMS
'FutureNet

RADIIS 3 ELL L B

0000000000000000000000
000000000000000000 0000000000000000000000
Critireniet RA-630 0000000000000000000000
0000000000000000000000
000000000000000

E L B

gobobooobobobooobobooboonbo
ooobooobooon

RADIUS
— oo
— oogoog

O0000O0DDD0DORAIUSOCAD DO DO DOO — oood
00000M0O000D000ooooooooo — oog
00000000000 00000Doooon — ooooooo
000000000000 0000DooooO — ooooooo
00000000000 0000o0o0onono — oooooo
000000000000 D00000ODOOO — ActiveDirectory
00000000000 00000DooooO — LDAP

00000000000000000000000 — 0o
—Ooooooa
i e

FutureNet R A- 63 — 000000000
. S ——— L Louoooo
@ s~ S — 00O00ooooodg
3 — 0O0O00o0ooooo
— 0000 I
— gpoo
— 000
L 00O
L ADO OO
— LDAPO OO
L 0Jpooooooo
— 0pooo

93



ostd OooOooooooon

CA goooood
CA/CRL RADIUS(EAP)
oono RADIUS(PAP/CHAP)

oooo

ooon agoooo
—O0ooooo ooooood

— O0odad

— O0odooooooad

— O0odad

— DNS

— NTP

— SNMP
— O0ood

— O0ogdad

— 04ad

— Uo0oooDooooobg
— 0oooooog

— Uogooooooon
— 0ogd

— Uogd

— Joooooooog
— gogoooo

0ooo

—— 00000

L oooooo

L ooooooo

—ooon

- oooooo

L oooo

— Dooooooooo

| ooooooooo

- ooooo

- 0oooo

— 000000000

L oooooo

L 0ooO0o00

L gooooo

L _noooooo
l_oooooo

94



RADIUS O O



060 RADIUSO O

oooooon

1.00000

RADIUSODODDOODOODOODODLOOOOODOO rRADIUSOODOOOO
gboobogog RADIUSO OO OODOO0ODODODODMMOoODOoooog

oooobooooogorADISOOOODOOOO
gorAISODOOOOOOODOOOOODOODO oo
gooogooogo

et (5L ooooo0ooOO0oDOO0ODOOooOOoOoDoOooOooo

P oo0o0oooO0o0o000000000aO0dORADIUS
s ooooooooOoo0oooooOooooooon
gooo000o0000000000000O0O0
RADISOOODOOOOODOOOOODOOOO00OO OO0OO0O0O00OO0000OrADISOOOOOOOO
ooooooDo ogoo
[T

IRFEDIRIE
EhiER

FE B rRADIUSOODOOOO
RADILSOOOOODOODOOOOMOOOoOOOno
goooboobobooraDIUSOODOODOOOO
go

RADIUS OO OOOOO

RADILSO OO OOOODOOOOODOODOOOO
gbooobgorADILSOODOOODOO0ODOOO0O
oooooboooobooboooogDRrADIUSOO
oboboooboooobon

ooooooooooOoOooooOoOoooooa
gooooooo

96



060 RADIUSO O

oooooon

2.0000

gooobooboooboooobgoobo
RADIUSO O DOOO0ODOODOODOOORADINSO OO
gbooboooboboooooobg

RADIUSOODDOODOODDOODOODOOODOODO
gooobobooobooboboooboobo
oood

ooooboobobooobobooobobon
RADISO D ODOODOODOODLOODDOOn
ooooooood
ooooboobobooobooboboboooo
goobooobooboooo
OoooobooooooboooovyO cAoO .o
ooooooboobooog

goooboobobooobooobobobo
oooobooboobooboooooboobo

JiEHEAE

K- EE RA

m 0000

RADIUSO O O O O O AuthenticationD OO OO O
OO0O00O0OAccountingD O OO OOOODOODODO
gOorRADISOODOOO0ODOODOODOO0ODOOOO
gbooooobogoobooboobooobuoobo
oboboooboooobon

0O 0O O 1645/1646

00 01812/1813

0 0 O 1645/16460 1812/1813 0 O O
oboobogooo

97

gooooooboooobooboobooboo

gbooobooooobobooboobolzan
geoocoinoooboonoooboooboon

gooobooooboboobooobo

| JEREREEN
gogoobooobobooobobobouooobooboo
gooobooobobooboobgoooboobo
goooo

O O O PAP/CHAP
0 O O EAP-MD5
0 0O O EAP-TLS
0 O O EAP-PEAP
U 0O O EAP-TTLS

gooobobogooooboboooboboooo
00000000 OIEAP-PEAPT O O O U EAP-
TTLSO D0 0000000 EAP-TLSOD O DO ODOO
goooogooog

OOMMEAP-TTLSOD OO O0ODOOODOO TILSO O
gbooooboobgoooobobooboboooo

m RADIUSO O O000O00

0 O O I EAP-TLSLITI EAP-PEAPDI OO [0 O [J EAP-
TS0 googoogbogrADINSOOD OO0
ooooooogn
gbooobogocAobooboooonboon
oooooomovOo cAOO nn.ooooo
EREN
oooobooobooobooboooboboboo
goooboobboooboooboboboobog
goooboooboobooboboboboboboo
le0DOOoOoOoOoOO
gooooboobooooooobooboboo
ooooooOooboooooooOoooo@wo
gooooooooo)o

oooobo0omobooobooooobooon
goooooog
doo0ooonooooooodndORrADIUS

googgodogoogogooon




060 RADIUSO O

oooooon

3.000

gooobbooboboboboooboobo
gboobogog

RADILSO OO OO0DOOOOOOO0OOOODOOO
goboobobogoobooboobooobuoobo

gbooobooooboobobogooobuoobo
goooboobgoobobooboo

98

m 00
o[JQd
ooooooooooooboooooooo

ocOOOO

opogonoO
gooobooboboooboobobooobo
gboobooooboboooobgobo
goooboobooboobooobooobooon
gooobboooboboboboooboobo

000
goooboobobooobooooboobo
gooogoogo

o IpPOODOO
gooobomwroobooboooon

ocOOOODO

oOUbOObOOOObOODO

ocOOOODO
gbobooobobobooboboooobon

gboobobomoboobooobooobobo
oooooobod
gooooooooogogooonOrADIUS

gooooooooonooooon

gboboobobobooobgobooooboobo
OMoOFOOOOOODOODODOODOOODOO
gooobgooboboobooogn



060 RADIUSO O

oooooon

4.0000000

RADINSO DO ODOOO0DODOOODOODOOODOOd
ooooogwshyooooooooooooooo
gbobooooooooooobooboobooobon
gomooboobooboobooobooobgooo
goooboboboobooboobooobogooo

gooovsADoooooooooooooooon

RADIUSODODDODOODOOOO0O0ODOO0ODO

ooboooboobbooboboooboobo

oooogon
%

I
HIER:

m00000
gobbooobobooooobooooobooo

e00000000O00O000
gboobooooooobogboobooboboobon
oooobobobooboobooogoobgooo
OO0O00bO000O0standardDO00O0OD0OODO
OO0Mstandardd 000000 OD0OOOOO
gbooboboooboobobboooobooo
oogon

gbobooobobobooboo
gogboobooooboooboooobooog

mJggoog

oOOO
00000000000000000020000
0000000000000000000000
0000(-")0000000(_)000ooo

oQdogib
gboobgoobobooobgoobombooo
gooogon

gboobo0omobooboooboobooboo
gooboood

gboobgolloboobobooboobgoon

oo
gbooobooboboobooboboobo
gboooboooboooobooon

gboboooboboboooboooobonbo
gooogoogo

goooboobobooobooboooobo
gboobooboboboooboobuoobo
gboogooooboo

s 0000000000000 0O0

7L — | 2R

oQO0O0O
oo0ooooooooooooooa

o000
O000000000000000000000
00000000000000000200000
O000000000000000000000
000 -)0000000¢ _»)00o0ooo



060 RADIUSO O

oooooon

oQO0O
ogo0o0ooooooooooooo
l1025500000000000000

oOODOODO
0oooooooooooobooooooog
0odobDooooOosoo0oooooooa
[] text
doodoooooooooogAscHoo
oooobooooooa

Ostring
00ooooooooooooooooon
00ooooooooooon

[J address
ggoooooDoooooooowroooo
goooooooooog

O integer
oooooooooooooooooooo
ooooooo

O ipv6address
oooooooooooooooipve0Od
00ooooooooooo

gobooboomooobobooooobooo
gboobooboboobooobgon

goooboooobooboboboooboiion
gbobooboboooboo

oooon
gobobooobobobooobobooboonbo
gbobooboboboobgobooboobo
gooobooboboobuoobouoobog
oomooooooooboooooboobooo

gbooboobobooboboobuoobo
gbooooooobooboon

100



060 RADIUSO O

oooooon

5.0000000

gooiwpgoboobooooooboooobooap
gboobooboboobon
goboobooboboobooboboboobo
gbooboobobobooboobbuoobo
gobooobgooboboobgoobbuoobo
gboobogooogo

RADILSO OO OOOOODOOODOOODOODOOO
gbobooboobboobobooobuoobo
gooogno

FELAT -l

(P FspreL ket bois ek i

pooll 19216811 192168.1.100

R AllFfR

FhAFIEN

gboooboboobobobooboobuoobob
god

mJO0000000o0oo

ocOUobOoObOOO
goboobo20b0oogobooog
goboboooboboboobobooboonbo
gboobooobooobooboboobuoobo
gooog
Oooooooooobooogooooge-"Hoo
oooooe mHoooooo

oo iIpOOOO
gboooooowrgboobobobowbobo
gooogog

oo iIpPOOOO
gooobogooiwrobgobbobowbobo
gooogog
gomwooobooooiwrgboobooog
IPOO00O0OD00O0O0O0O00OO0bLO0DbOn

oOooOoono
O0oo00oooooooooooo
O000000000OgRrRADISOOOODOOOO
O Framed-1P-NetmaskO O 0 O OO ORADIUSO O O
odooooooooo

gboobobmobooboobooboobo
gbooobooboboobodoobon

gbooobooboboobuoobobuoobo
gooog
RA-1100: 10000

RA-730 : 100
RA-630 : 100
goooao

gbobooboboboobgobooboobo
gobooboobobooboboobuoobo
goboobooooooobooooomoooo
gboobooobobogoooobg

goboobooobbobbooboooobuoobon

gbobooboboboobgobooboobo
gooog

101



060 RADIUSO O

oooooon

6.000000

gbooboboboobooRrADIUSODOOOODOOO
gooobog

RADILSOODOO0OOOOOOOOOODOODOOO
gobooboooobooboboooboobo
gogn

557

DSAPURRIPPEL  [PFLRF-L R [l

HAST 1921682251 LML

wE HIER:

FRRIEND

gooobobooboobooboobuoobon
god

s 000000000

TEELAELY v

ocO0OOOOODO
00000020000000000000000
00000000000000(-")00000
0O0( _»)0Dooooo

o IpPOODOO
RADILSOOODOODOOIWROOODOOOOOOOO

oogoonOoO

RADIUSO OO DOOO0DOODOODOODbDOODO
gobooboooooboraUSOOOOODOOOO
gbobooobobooooboboooon

ocnbgonouoOoO
gogimwrooboobgooboobooboo
gooboobobooon
gbooobooboboobooobbuoobo
gboooobobboobooobooboooon
P00 00000000000 000000b0

gbooobooooboobon

gboooboobobboobgoobooobo
gboooboobobboobooooboon
gooooimwpobobobobooboobgoon
gboobooobooobooboboobuoobo
gipO0boobooboboboobogoobgoon
gbooobooboboobooboobob
gbobooboboobobooboobooarbO
goboobooboooooboboooooomo
gboobooooboobooboooirgon
gboboobobobooboboooobob

gboobgooboboobgoowooboono
gbooobooboboooboRrRADINSODODDOOO
OO0O00D0O0O000DDO NAS-IP-Address 0 O

Access-Request 0 D D OO OODODOOOOOOO

gboobobmobooboobooboobo
gbooobgooboboobooobon
googogoogoogodondOrADIUS

gogoggodgogoogoan

gbooobobooobooboobobuoobo
gogn
RA-1100: 1,0000

RA-730 : 2500
RA-630 : 2500
ooooao

gboboobobobooobgobooooboobo
goooboobobooobobobooboobo
gboobooboboobobooomoobooog
oboboooboooobon

102



Oo0enO RADIUSOO

goooooao

7.ActiveDirectory

000000 Active Directory0 0O OO0 OO0
oooooooo

O000000O00O0OEAP-PEAPO OO ODOODOO
000000000000 Active Directoryd O
O0oo0oooooooooooooooooon

RADIUSO O OODODOOOOODDActive
Directoryd 000D OOOOOODOOOODODO
gooogooogo

ry
Active Directory B fE I
Active Directoryth —) ¥

goobooboooboobpoobooobooobon
oood

m ActiveDirectory

@ FALLL O AT

E—=]

o Active Directoryd [
Active Directory0 0000 ODOOODOODODO
oo0ooooooooon

o Active Directoryd O O

Active Directory0 000 OD0OOOOODOODOO
000000000 FDNOOOIPODODOOODO
ooooo

ocOOOoooOoO
gooboobobooobobgooo

oOoDOO
gbobooobobooobobooboonbo
gboboobobobooobgoboooboobo
goooo

oOOOOOID
O000000000000000 ActiveDirectory [
O00O00D0oo0ooooDooo

000000 AdministratorsO 0O 000030
AccountOperators0 0 000000 QOQOOoOOOO
O0oDooooooooooooooooooon

ocOUobOoObOOO
gbooobgmmbobbooboobooboobob

gobooboomogbooobooooooobn
gooogog
goodogoogoooododnoOrADIUST O

gogoogogpoooogn

RADIUSOOOODOOOOORAODODOODOOODOODO
00000000 ID0O0O0O0O0OActive Directory
gooooooboooooobobooooooooo

103



0060 RADIUSOO

goooooad

Active Directory OO0 OOOOOOOOOOO
OActive Directory0 000000000 OODO0O
oNnNSOOoOo@oooooooooooooogo-
goNsDOOOoOoOoOooogogoNsgooooooo
oooooooogoo

OActive Directory0 0000000 OOOOO
OO000o0o0Oooooooon (Windows 20000
O0O0)oOOODOOODOActive Directoryd 00 0O
oo0ooooooooooooooooon
ABC.EXAMPLE.COMO O OO OO OO O O (Windows
0000 0)Y0ABCODOOODOOODOOOg

00000000 Windows 20000 00)0 0
Active Directory0 OO0 OO O0OOOOOOO
OO0oooooooooo@ooono Windows
20000 0)00O)O

OWAPOOOOODOOD EAP-PEAPO OO OODO
O OActive DirectoryO D0 OO0 OOOOOOO
oooooooogo

OActive Directory0 0000000 OOODOO
O0O0000O0OActive Directory0 00O OO0
oooooooboooooo

Active Directory0 0 OO OOODOO
Active Directory0 00O OO0O00OO0O0ODOODO
RAOOOODODOOODOODOOOO

OooO0oorRAOOOOOO

Active DirectoryD 00D 0O00O00O 1100 | 7a730 | rAoso
Windows Server 2008 R2 1.8.4 1.8.3 ooo
Windows Server 2008 1.8.4 1.8.3 1.8.6
Windows Server 2003 R2 1.7.0 1.8.2 1.3.0
Windows Server 2003 1.7.0 1.8.2 1.3.0

O00000000D0000 Active Directory 0
gooooooboooooobooooooo

104



060 RADIUSO O

oooooon

8.LDAP

wAPO OO Ooooobooobooboobon
oboooooooo

PAP/CHAPL EAP-MD50 EAP-PEAPL] EAP-TTLS/PAPL

CHAPO EAP-TTLS/EAP-MD5 000000 0D OODO
goooooobogLwAr Doboobgoooo
goooooboboooooog

RADIUSO ODOODODOOO0OO0OOLWAPOD OO
gooooobooboboooboobuoobaon

LDAPFHUE 2 — k=7 i3

RADIUS 7
Framed-1P-

npFRmr =4

-
e [

FRAREND

m LDAP
wAPO ODODOODOO0ODOODOOOO0ODbO0ODbOOn
gbooooboobooon

gooobooboboobuobobooboobo
goooboobogoobgooboooboo

o LDAP

wAPOODOO0DOOODO0ODOO0DbOO0bOO0DO
oooogooo

oOOoO

wAPO ODODOODOOO0ODLOOOO0ODbOO0ODbOoOn
gboboooboboboooboooobonbo
gboobooboboooobobgooo

OLlocal -~ LDAPOOOODOODOODODOOODOODOO
gbooobooboboboobooobuoobo
00o00obo0obOob0ooboo0obOgoD LbAp

goobooboboooobobgooo

OLDAP - LocalD DO D OODOOLWAPODOOODOO

gboobooooobooboon

gooboobooboboobdobdULpbAp
00ooboobOooooboobOobDOLbAP
gbooboobobooobobooon

105



060 RADIUSO O

oooooon
m LDAPOOOOOOOOOOOO 00000000000000000000
LDAPOOO000O000DD0O0O0000OODO
LAPOO 000000000000 00000 00

RADILSO OO OO0000000oooooooon oooooododLwAPddooodooadd
0000000000WAPD 000000000 n booouooooboooodod

goon rRADILSO OO OOOODOOOOODOODOOOO
LAPO D0 00000000 OWAPOD O OO0 DOO OoowAOooooooooooood
gooooobgooo

oo
O0000LwAPOOODO0ODO0DOODOooooo1o0 O00000000LWAPOOOOOO0O0O0O0O0M0
o0 gbobooobobobooboo

gbooboobobboboobooboobog
goopooobooboooo

gooobobooobooboboobuoobon
APOD O ODOOO0DOODOOOObOO0bOO0DbOon
goooon
gboogowAPODOO0oDooooboobod
RADIUSOD O ODOODODOODOOODOODOODOO
gooooo

m DAPODOO00OO0O0O000O00DOO

Acct-Tunnel-Connection |«

o RADILSO O ODOODOO
rRADILSOOOOODOOOOODOOOODOOOO
gooooobgoooobobooobo

o LDAPO DO ODOODO

APOD O ODOOO0DOODOOObOO0bOO0DbOon
goopooobooboooo

U LAPO DO O0O0O000D0O00OO0D0ODNDODOD
gboooboobobooboobob wAPOODO
gboooboobobodgbuooLwAPO DU
gooobobobooobompoobgobooo
gooooobgo

ooooooooobooobooooo
0-9, a-z, A-z, -(0x2c), _(Ox5F)O
OoooDobbD4dverli 8300020000000

gbooooooog
106



060 RADIUSOI O

Oooooono

m LDAPOOOOO
gboobobobooboobgLwAOOnDoon
0000ob0o0obOolbo0obOoooon LArPO
gbooboooobobogooo

gooobobooboobooboobuoobon
oo

m [ DAPO OO0

LDAPFRARIEND

@ More @ StartTLS @ LDAPS

@ ST @ HEEELAL

o No.

OO0 wWwAPOODO0OO0OO00OO0ODOOO0OO0OOO
000000000000 LwAPOODODODOO
O0000o0oooogwAPOODOOO0OODOoOnO
0000000000 0000000D00 LDAP
000000000ooooooooooogn
DO00000WAPOODOODODODOOOODODOO
ooooooooo

o LDAPO
gboobgobob20booboobgoon

o LDAPO OO
LDAPOOOOOFNODOO IPOOODOODOOO
gogd

oo

LAPO OO DODOODOOODOOODO0O0
gooobogoboooboso, 443, 8020000
1010230 00000000

OOO00D0 LDAP(StartTLSO O )OO OO O 3890
LbAPSO O OODO 63600000000

o OO0 DN
00000o00o0oooooooLwADODODO
000000000000 000OdDistinguished
NameO OO OO OO

<OOood >

o=example, c=jp

c=jp

uid=user01 uid=user02

o=example

uid=Manager

g oogooobgoobon

107



060 RADIUSO O

ooo0ooono

odOOO DN
000000000oooooLwADODODO
00000000 00DOD Distinguished Name
oooooog
oooodoooooooooDoooooooooo
ooooooono
ooooOooNDODOO0O0OO0odwWwAPOODOODO
goooooooog

<pgod >

uid=Manager, o=example, c=jp

ogbogonoy

gobooooooNbboobooboboobgon

god

o000D0DOD
00000000 StartTLSO 00 0 O LDAPSO O O
0000000000000000000000
oooooooo

000000000 CADDDDDNOOOOOOO
000000000000QO70 cAOO 11.0
0D0O000)C
00000000000000001600000
oooo
0000D000000000000000000
00000000000000000000O (LDAP
000O0O0O0O000)0

oDOgo0O

oooooNODOOOoOODO(@bAPODOODOODOO DOsStartTLSOOODOOLDAPSODO OO DO LDAPO OO

ooooooo)yoooooooooooo

ocbouobobooOooO
gooogooo

oc00D0OOOOOOODO
000000000oooooLwADODODO
oo0oo0ooopooooooooooooooon
ooooooono

<pgod >

uid
LDAPO OO O OO Active Directoryd0 0O O 00O
ooooooooooooooooo

sAMAccountName

ooonoonO

LAPO O OOODDOOOOODbOObOobODbDOoDO

gbooooobgood
ONoneUODOODOOODOODODOOLDAPODOODOO
gbobooobobooobgn

O StartTLSLO LDAPSO DO OO ODOOODOOODOO
gooooobgoboobobgoboobobo

108

gbooboboooboboooobon
gooobooooogwAPODoobooooon
gooobooobooguwAPODOO0ODOooDon
goooooo

LAPO O OOOOOoCNNODODODOOOoooDoo
goooboboobooobobogoooobo

goboobooomoboooobooobooboon
googooog
goodoogooooooodndORrADIUS

googogoaggogogood

LAPOOOODOOWOO0O00O0OO0OOO0DOn
oo

ooooao

LDAPO DO DOOODOO0ODOOO0DOODbOObDOO
goboobooobgooboobooobgoooobo
goboobooooooobomobooboooon
goboobooogog



060 RADIUSO O

ooooooo

LAPOOOOOOOOODOOOOO0
APO O O0OOO0DOOOO00OO0o0bOooobon
O3000000(verl.8.3000100)0

() Dooo@o)
0000000000000 LWAPOODD0O000
0(@O0)00O0O0D0O0OPAPO OO EAP-TTLS/PAP
0o0000O0O0oOoo

gbooobgLwAPODO0D00D00O0D0OLPAPO O
goboboooboboboobobooboonbo
gboobogooogoo

(2 DOoooOooO(verl.8.40000)
LDAPOOODO userPassword D DO OO OOQOOO
00o0o0oOoooooooooooooRrRAODO
ooooooooimoobooooooooooo
0 O O O CHAPDO EAP-MD5[] EAP-PEAPL] EAP-TTLS/
CHAPO EAP-TTLS/EAP-MDS 0 0 0O O OOODO OO

LAPOOOOO00ODOOOOODOOOODOO
{CLEAR}O O O{CLEARTEXT}O O OO ODOOOOO
gooooooogd
oooooooooooogoooboooooo
{CLEAR}H{clear}{Clear}0 DO OO OO OODOO
oood

Ub0oobdgRAOODOOODOLArP ODOOO0
gbooobooboboobooboboboobo
gbooooboimobooboboobuoobooo
gbobooboboooboo

(3) NTLMO O OO (verl.8.40000)
LDAPOOOONTIMOOOOO0D000000000
ORADDOOOOCOOOOOOIDOOD0ONO0OO
000000000 DEAP-PEAPO0O0O0DODODODO
0oo

NTIMO O ODOODUTF-16LED D 00D O0D0OO
goooboow4OooboooogoD 1O
gooog

109

LDAPO O OO RAODODOOODOOODODO
sambaNTPassword 0 0 O 00O O OO0OOO
cSRANTLIMHashO OO 0 OO O0OOOoOOOO
JooooNTwmoODoooOoooooooooo
ooooo
do0ooodoDi1e0DO00bDODOoODie00n
oooooo3x000000000000000
00O O(0 - 00112233445566778899AABBCCDDEEFF) [
goooooooooobooooo

goboobOoRrRADOODODODOLAPODODODOO
goboooobooboobobobooboooo
gobomooooNTim oobgoobgobob
goooboboobobooon

NTIMOD D ODOOoDoobgoooboooobooo
goooonNwwoobobbooboobobob
gbooboboooboboooobon

UOODOEAP-PEAPO OO OODOONTIMOODDOO
gboobobogoobobobooboboobo
NTIM DO ODODOo0oDgn

LoAPO OO ODOOOODOOOON

IDAPO OO O0ODOO EAP-PEAPO OO OODOOO
Active Directory0 00O O O0D0OO0DOOODOODO
ooooooo



060 RADIUSO O

oooooon

9.00

RADIUSO ODOO0ODOOO0DOO0ODOODLOO0ODOO 000000000

goooooon ocbObUOOOnODbO
OOORADISOODODDOOOODODODOOOOOO RADIUSO O D DOODOODOOODOO0ODOODOO
oboooooob@moboooboobooo ogooooo

RADIUSD OO OODOOO0ODOODOODOODOO0ODOO ocuooono
gooobobooobooboobooobon gooobooboobooobooobbooboon
2l S gobobooobobobooobobooboonbo
oooogooog
gbobooobobobooboo

onQgonO
goboooooobooooobooobobooo
gbooooooobooboon
gobbogoboboooooo

[ User-Name
Oo000o0ooooooon

gogbooboooooooobooooobobood
goooboobgoobobooboo O NAS-1P-Address
gogoobooooiwrgooooog

9 Mmif¥a

[ NAS-Port
00000000000 0oooooo

9 iEd D
)
U Service-Type

oboboooboboobooobon

0O Framed-Protocol
gpPPOOO000DODODODOOOOODDODOOO

0O Framed-1P-Address
ooooooooooIwrooooooon

|

0O Called-Station-1d
0000 ONASOOOOOoooooooono

oOOO
RADIUSOD O ODOODO0DOODDOODOO0ODOO0ODO
ooooooooo

O Calling-Station-1d
Ooo0oooOooOoOOoOOoOOOOOOO

OO NAS-Identifier
oOODOODO ONASOOOODODODORADIUSO OO O NASO
oodoooodooooobooooooooa oooooooouoooo
0od0o0do0bOoooooOoooooo

[JNAS-Port-Type
oooooobobooooobono

gboboooboboooooboooon
110



060 RADIUSO O

Ooo0o0ooao
0 Acct-Status-Type 0000000MO0000000000000
OStart(CO000), Stop(0000)0O0DO 0ooooooo
00000000000000000000 000000000000000000RADIUS

gogoggodgogoogoan

O Acct-Delay-Time

Hboboobooon gboooboooboobooboboobob

0 Acct-Input-Octets 0000000 oobooobooooooo
Oo000o0oooooooooooao O0o0o00oooDsyslogOODOO0OOOOOO

ooooooooooood
0 Acct-Output-Octets

gbooboobobooobooboooo

[0 Acct-Session-1d
gooooomwoooooooo

0 Acct-Authentic
OrRADIUSO O OO0O0OOOODOOOOOOOODODOO

[0 Acct-Session-Time
oooooooooooon

0 Acct-Input-Packets
000000000000000000

[ Acct-Output-Packets
Oooooooooooooooooon

0O Acct-Terminate-Cause
ooopooooooooon

Oclient IP address

ONASOOODOODoDoOooooooowoooo

oooo

O0000O0ONAS-IP-AddressO0 000000
NAS-1P-Address 0 RADIUSO O OO NASO OO O

0ooooooooooooooooobooooa

dodoodbodoooooogoooo

O timestamp(yyyy-mm-dd hh:mm:ss)
goooooooooooooo

(10 2004-10-31 19:05:200 0000000
00040 100 310 190050 200)000

O timestamp(epoc time)
ooooooooooooooo
[0 1970-01-01 00:00:000 0D 00O OOOO

111



060 RADIUSO O

Oo0000o0oo

gbooobmoooboobooboooboon
goboobooboobobooboobomooooo
gbobooooooobobobobobobon
goooobgn

gobooboboobobooboobomooooo
gbooboboobobooooboobobooboo
gooooooo

gooboobomobboooboogooooo
gbobmoobobobooboOoooooooo
goompoboobooooboboooobogooboo
gbooboboobboooobooboobooo
gogo
gbobooooooobgobobobobobon
gboobmooboobooboooboon
goooog

gbobooooooobgobobobobobon
god

112



060 RADIUSO O

oo0b0oooo

il.000000000

goggraADNSOO 00 0O00000000000

ugb oboobooooo

googoogooooogoogogoogdno
gbooooobooogoboboboooooamo
gobooboo™mobooboobooygoo
omogogimiogoooobooooooon
goooobogooboo
gboboboboboboooooooogogn
goooboooboobooboo

RADILSO OO OODOOOOOOODOOOODOOOn
gooobooobooobooobooobobooobog
goooboobooobo

a2+

=N
B S = S T N TV = T
profilel basel  authl =13 BiFR

2RSSR

gobooboobooobooboboobugobob
god

mJ00000o0ooooog

a— ARIEN0

E—
=]
EEE

ocboobooonO
gooobogoz20boobobboboo
goboboboooboobooboboboobog
gooobooooboobooboboboooboo
gbooboobgobobon
ooooboobooooobooogoooe-mHoo
ocooooy mHooooomooooobooo
goooom

b oboobooobboo

goo

b oboobooobboo

oUbu4d bDOoooOoO b
gobooboobobooboobooboobo
gboobboobooooboboobooobg
goooboobooog
gbooobobooobobboooboobooobo
gbooboobooboobooomonbooo
gboboobooboobooon

o O O O

gobooboomooobooooooboobooo
gbooobooboboobooobogon

gobooboboooboobooboboobo
gboobogog
RA-1100: 1000

RA-730 : 200
RA-630 : 200
oooon

gobobooobobobooobobooboonbo
gboooboobobooboboobuoobo
gboobooboboboooob™oboooon
gbooboobobooooog

gbobooboboboobgobooboobo
goboobobooboboobooobuoobo
gbobooboboboobgobooboobo
gogn

gobobooobobobooobobooboonbo
gboobogooogo

gbooobbooboboobooobooooon
gbobooboboboobgobooboobo
gobooboobobobooboobuoobo
go

113



060 RADIUSO O

Oo000ooo

2.0000000

goooboimwgoooboobooboobon
gooobobooobo
gooobobogoooboboboobooboooon
goooboogooo
gbooboboboboboboboooooon
goooooobooboooboobooobon
goooboboobo

RADIUSOD OO OO0OOODOO0ODOO0OO0O0OO00DOO
goboooboobobooooooobooo
goooooogn

2RI O )L

EEE R - T
basel e ill:3

#rRIEND

goooboboobobooobooobooboon
gog

e 0000000000000 000
2 iS00 1 $T3RIEN

|
PAP/GHAP s

|
© FEH @ RAC

HEELRL v

oOOObOODOO
gobogbozoobooboooobooo
gbooobooboboobooobooboobon
gobooobooobooobooobooobooobobo
oooobobobooobobooooobon

oOOO
goooboooobobooooooo
gobogbooooboryooboobooobgooo
goooo

0 O O PAP/CHAP

0 O O EAP-MD5

0 0O O EAP-TLS

0 O O EAP-PEAP

0 O O EAP-TTLS/PAP,CHAP

0 0O O EAP-TTLS/EAP-MD5

0 O O EAP-TTLS/EAP-PEAP

OOOO0O0O0O0O0O0O0O0O00O0ORADIUSOOOOO
doo0ooO0O0OOoOoOo0000O0O0O0OO0O00O0O
oooooooOoOooOoOooooooooooon
doooooOo0o0o0oO0O0OOO0OOOOO0OoO
oooo0oooooooO0ooooOoooooo

opogooO
gboobgobgoboRrAINSOODOOODOOO
oooobooboboooboooooboobo
gboboobobobooobgobooooboobo
god
ooooboobobomiooooooooo
gboobobobooobgoooboobuoobo
gooogo

o IPODODOODOODO
gbooboobobooobgoooboimwpobobo
ogoboooobobogooo
IiPOO00OD00OO0OO0ODOO0ODbOODOOObOOOn
oooooooooo

RADIUSO OO DOODOODOOODOODLOODO
gooorADISOODOODODDOOOOODOODOO
gobobooobobobooobobooboonbo
oo0moboooooooooboooooop
gbooboobobooboobuoobmo
oobooobooooog

ocOOOoOOoOO
IiPOD00O0ODOOO0DOO0O0DLODOOODObOOn
oooobooboooboooon
goboobobooboboobgoobbuoobo
ooooboobobooobooboboobo
gbooooooobooboon

gboobobmobooboobooboobo
oooobooboboooboooogon

ooboboooboboboooboooobonbo
gobooobgooobon

RA-1100: 10000

RA-730 : 200

RA-630 : 200

114



060 RADIUSO O

ooooooon

ooooo
gbobooboboboobgobooboobo
gobooboobobooboobooboobo
gbogobobobooboobooobooobob
gooobgooboboobooobogon

gobobooobobobooobgoboooboonbo
gboobooobooobooboboobuoobo
gbobooobobooobobgooooobo

gobobooobobobooobgoboooboonbo

gbobooboboboobobooo
goooboobobobpooboobuoobon

gbobooboboobooban

115



060 RADIUSO O

Oo000ooo

3.000000000

gbobooboboboobobooboobo
gbooobgoorADIUSODOOODO0ODOOO
gbobooboboboobobooboobo
gooboobobooon
gbobooboboboobobooboobo
goboboooboboboobobooboonbo
god
gboobooooooobogboobooboboobon
gobooboooobooboooobobooo
gooboobobooon

RADISOODODOODOODOOODOOO0OOO0OO0ODOO
gooobooooboboobobooobuoobo
gooboobobooon

UEa =t IODR) —E

EiEEra %] B
Aautn

ABR:

TEEFHEa—F —H

G2 L)

R I
192 1 W= Fillpf:

authl

s00000000O00D0OO00O0O00O0
gboboobobobooobgobooooboobo
oooboooboboon

s00000000O0O0
gboboobobobooobgobooooboobo
gbobooobobooobobooboonbo

s(00000000000OOC0O00OOO
gbobooboboboobgobooboobo
gooobooobobooboboobuoobo
gboboobobooobobgooo

s J0000000000boobooobooon

R — b IO27-1 )1 $iFRAEND

opbgoouonoO
gboobgoz0b00boobuoobo

gbooobgoboobobooboobob
goboobooboboobooboboobo
gbobooboboboobgobooboobo
god

gbomoobbobobobooboobgooboo
gboboobooobooboon

gobooboooooobooboog2dbn
goboboooobobogooo

oo
gobobooobobobooobobooboonbo
gbooobboobboboobooboobon

gbobooboboboobgobooboobo

gooboobobooobobooooobon
gboooboobobobooboobuoobob

gbobooobobobooboo

116



060 RADIUSO O

oo0b0oooo

s00000000O0O0
goboboooboboboobobooboonbo
gboooboooboboboobobobon
gboobooboobooboobobuoobo
gboboobobobooboboooboobo
gboooboobooobgoooboobo
gboobooobobooooog

e 000000000000

Callback-Id v

ocOOOoooOoO
gbooboobobooboboboooobob

ocOOOoooOoO
gboooobobobooobooooboonbo
gooogoogo
goooboobobooobooooboobo

oooobooooooboOorADIUSOODODO

gboooobobobooobooooboonbo
goobooobobooooooDg

o[

Ostring(OOOOOO)
le000000ooooooooooood
Ooxoooooo
0000000000000 standard0 O O
00000000 2300000 (20 5060
OH)yooooooooooooooooooo
02700000@0O49400)000

OO0 : 63656e74757279
Ccentury” OOODOOODOODO)

Oaddress(IPO OO O)
IPMAO OO O0O0OO0OO0OO0O0OOO0Ooooon
O00: 192.168.0.1

Ointeger(0O)
oooooooooooooooooon
0000000000 42949672950 0 O

OO0 : 65536

O ipv6address(IPv60 0O 0)
Ipv6OO0O000O0OO0OO0DOOOODO
OO00O: fe80::1111

gboobobmobooboobooboobo
gbooobooboboobodoobon

obooobooooboobooboboooboon

goooboboooboobooboooobon
goboboobooboon

Otext(ASCIIO O O)
ASCIIOOOOOD0OOO0ODOOODO0nO

0000000000000 standard OO
gbooobogobo2s3000o0onooona

0o0o0oooobooobOo2a70poogono
000 : century

gobooboooi1gboboooogoobonbon
gbobooboboooboo

oooon
gobobooobobobooobobooboonbo
gboooboobobbobooboobo
goboobooboboobooobouoobo
gbooboobobbooboobgoobo

gbobooboboboobgobooboobo

gooooobooobooboobooobuoobo
gbobooboboobobgoooobo

117



060 RADIUSO O

Oo000ooo

4.000000000

gbooobgrADISODOOODOOODOO0ODOO
gboooboboboboobooboboboobo
goboboooboboboobobooboonbo
gbooobobooobobboboobuoobo
goboboobobobooboboooobon
gbooboboboboobuooboobon

RADILSOOOOO0OOODOODOOOOOODOOO
gobooboooboboobobooobuoobo
gbobooboboon

a2 —FIOTw L —E

B

—f =%

A S A I N
2 e (13
1 e HIER

s00000000O00D0OO00O0O00O0
gboboobobobooobgobooooboobo
oboboooboooobon

s00000000O0O0
gboboobobobooobgobooooboobo
gbobooobobobooobooooboonbo

s(0000000000O0O0O00O0OO
gooobobogooooboboooboboooo
goooboobgoooboobdoooobobooog
gooobobogooboboobooobo

0000000000000 00bDOn

WEEFHIE 2 — AT $ERIEN

ocnooooOoO
ooooooz20boobooooooboo

gooooooboobobooobooboon
goooboobooboobobooboobobo
gooobobogooooboboooboboooo
gog

gbomoobobooboooobooboon
gooooboooboobon

goooboooboobooboobooo2bon
gooooooooooo

oo
gboooboobgobooobobooboboooo
goooboooobboobobobobooobon

gooobobogooooboboooboboooo

gooobobgoooobobooboobogon
gooooooboooboboobobooonboon

gboooboobooboobooobogn

118



060 RADIUSO O

oo0b0oooo

s00000000O0O0
goboboooboboboobobooboonbo
gboooboooboboboobobobon
gboobooboobooboobobuoobo
gboboobobobooboboooboobo
gboooboobooobgoooboobo
gboobooobobooooog

e 000000000000

Callback-Id -

ocbgoouoOoO
gbooboobobooboboboooobob

ocbgoouoOoO

RADIUSO O ODOOO0DOODOODOOODOODO
gbobooooobobon
goboobobobooboobobooobuoobo
gooobooooogoborADIUSOODODO
goboboooboboboobobooboonbo
gboobooobobooooog

o[
ooooooooooooooooooon
oooooooobobooooooooooooo
oo0o0ooooooon

Otext(ASCIIOODO)
ASCHOODOUOU0OOOoOOoDoooOooo
0000000000000 standard O O
OO000O00oOgOo2s30000p00ogoon
ooooooOooboooo24700000

godn: century

Ostring(OOOOOO)
le000000ooooooooooood
Ooxoooooo
0000000000000 standard0 O O
00000000 2300000 (20 5060
OH)yooooooooooooooooooo
02700000@0O49400)000

OO0 : 63656e74757279
Ccentury” OOODOOODOODO)

Oaddress(IPO OO O)
IPMAO OO O0O0OO0OO0OO0O0OOO0Ooooon
O00: 192.168.0.1

Ointeger(0O)
oooooooooooooooooon
0000000000 42949672950 0 O

OO0 : 65536

O ipv6address(IPv60 0O 0)
Ipv6OO0O000O0OO0OO0DOOOODO
OO00O: fe80::1111

gboobobmobooboobooboobo
gbooobooboboobodoobon

gobooboooi1gboboooogoobonbon
gbobooboboooboo

oooon
gobobooobobobooobobooboonbo
gboooboobobbobooboobo
goboobooboboobooobouoobo
gbooboobobbooboobgoobo

gbobooboboboobgobooboobo

gooooobooobooboobooobuoobo
gbobooboboobobgoooobo

119



060 RADIUSO O

Oo000ooo

5.0000 1D

gooino
CENTURYSYS¥user DO D DO OO OO0OOOOO

"user@centurysys.co.jp" oono ”

oboouoOoO
gbooboz2000b000booboo

gobobooobbooboooboooboobbo oboobooobobobooboobooDb b

gobogooomuoobooooooboon
goboobobooooboobooooooboon

gogogoobobobooobboboboogooogd

gooomoboobooboobooboobmmon
oooobooooobgooboooooimgono
gbooboboooboobooboboomwuoo
ooobooobooooboooon

RADIUSODODDOODOODOODOOO00O000DOO
gipgoodoooooooooobgooooboo
oooogooog

HrIRAEN

oooobobooobooboboooboobon
god

s (000 IIoOoooooooon
()L IFIRE

uplD @ GrouplDgUserlD

gooobooooboobobooboooboobo
gboboobobooobon

oOOOOID
000000000000000000O0
00400000000000000000000
0000000000 -")00000( .”)00
oooo

oQQ

oooomoogo mwoooooooobooo
ooooooooo

User1D@GrouplID O O O GrouplD¥UserID OO OO
oooo

gboobobomoboobooobooobobo
oooobooboboooboooogon

goooimoboobgoooosoobooonbog
gooogoogo

oooono
gbooompmpooboboboboobgoobooboo
oooobooboboboboooboobon
gboooboooobooboooboooong
ooooboobobooobooboobDoo

gboboooboboboooboooobonbo
gooboooooobooboboobuoobo
gbobooobobooobobooboonbo

gboboooboboboooboooobonbo

gimpoooooobooboobon
oooobooboboobooboooboobon

gobobooooboboobooooboo

120



060 RADIUSO O

oo0b0oooo

6.000
goboboooboboboobobooboonbo
ooobooobooooboooon
gobobooboboooboboooo
gboboooooooooooooboooooboon
goboobobooboobooboonobooon
ooobooobooon

RADILSODODOOO0OD0OO0DO0O0ODO0ODOn

goboobooooboboobooobuoobo
oogon

SEERE IO IL—H

FIRIEM

ggobobbogoboobboooooboboooo
god

FEELAL

HEE o
l 1Tk g

<

<

| B1 B
B |

e 000000000000
ocOOOooonOoO
gbooobgzbbo0boooboooo

w0

oDOODOO

X500 00dooooodooonoooooog
opooog
dodoooooooooooooooooog
oooooo

o[dQd

RSADOODDOODOOODOOO
000000512017 102401020480 0O O D O O O
oooooooooooo

o Signature Algorithm
o0oDoooooooooooo

Overl.8.400
OSHA-1OOOOoowMsO0O00oooooooon
oo

Overl.8.500

[J SHA-512[TT] SHA-384[1T] SHA-256[T1] SHA-1[T]
gm0 0ooooooooooooooon

O

121



060 RADIUSO O

ooo00oooo

o Subject

SubjectDOOOOOOOOOOODO

0O OOrganizational Unit
0000000000 0o0oo

0 O Organization
Odooooooooooooogooo

O O Locality
ooooooooooo

0 O State or Province
oo0oooooooooad

0 O Country
ooooooooon
go0oooooomJIPO0dnooOon

O0o0oooooooooooooooo

0 Organizational Unit/Organization/Locality/
0 State or Province/

0 verl.8.400: 0-9, a-z, A-Z, -_

O verl.8.500: 0-9, a-z, A-Z, -_",.SPACE

U Country
A-Z

000

onQgonO

oQnbogno
gobobooobobobooobobooboonbo
gogn

gboogbogg?zs50 -203s000000000
goooevT(obOoOoDOoO)Y DOooDoOo
OO00OOoOoDbDOn0 2006/12/31 23:59 0OOO
Oo00oooooDOoD 20060 120 310 140 59
g obogoog

0O Ooboobooobooboobobobooboobo
ooooo

OoOOODDO

Oo OO

0 o Signature Algorithm

m X.5090 00 v30O OO RFC3280)
gooobogoox.seev3dtogooonooooon
gboooboobobooboboobuoobo
gboooboobobooboboooboobo
gboobobooboobooboboobo
gooboobobooon

gboooobobboobooobooboooon

o Key Usage
gooooooooooooobooboboboboooon
KeyUsagel OO OOOOOOOOOO

O OdigitalSignature
00000000000 000000o0ooOoO0
oooooooooo

O O nonRepudiation
Oo0dooooooooooooooooon
Oo00ooooooooooooooooono

O O keyEncipherment
O0o00o0o0o0o0o0oO0o0O0OOODOOOOOOO
0000000000000 0000

O O dataEncipherment
00000000000000000o0oo0o00
oooooooo

O O keyAgreement
gooooooboooooobobooooooooo

O O keyCertSign
Oo0d0ooooooooooooooooon
oooooooooog

O O cRLSign
gooooooooooooboboooooooo
goodooooooooo

O OencipherOnly

OO0 OkeyAgreementd D OO0 OO O0OOOOO
o0ooooooooooooooooooog
00DoDO00ooooooooooooo

O O decipherOnly

OO0 OkeyAgreementd D OO0 OO0O0OOOO
o0o0ooooooooooooooooo
O00O00oO0ooDooooboonoo

122



060 RADIUSO O

ooooooon

o Extended Key Usage

Key Usage0 00O O0O0OO0OO0OOO0OO0OO0OOOOOO
O000000000D0DOdExtended Key Usage O
oooooooooooo

0 O serverAuth
gooTLSs0ooooooooooooooo
ooooooon

O OclientAuth
goOoTLSs0ooooooooooooooo
ooooooooooo

O O codeSigning
Oo0dooooooooooooooooo
oooooooooog

O O emai lProtection
0o0o0o0ooooooooooooooooa
gooooooooooon

o CRL Distribution Points
0oooooooooooooooobooooa
dodobodoodooooooooooooa
O0oOouwRLOOOOOooDO

O http://(00OO000COOO) cri/crl.crl

gboobobmobooboooboobooboo
gbooobooboboobodoobon

gobooboooobogob2000b0onooon
gooogno

ooooo
goooboobgobooobobooboboooo
gbooobooboobobobobooobobo
gboooboobooboboboobobomoon
gboobooboboobobgon

gboobooboboooboboobobooo

goooboobgoooobobog
goboobooboooobobboboobon

gobooboobgoboobobogn

123



O0enO RADIUSOO

OO0oooono

1.000

gboboboooooobobobobooboon
ooooooogd
gbooobooboobobboobooboooo
oooobooboboboooooogoobooo
gooooobgobooobobooobobgon

RADIUSODODODOODOODDOODODOODbOODO
oooobooooboobobobobooobo
goooo

=1

Mo, Jock|2—FI0 PS>0 PrFL2 [ R |
i [ 1 - z

T profilel

2 profilel

et 12 BER™

gooododoobooououooonooun
gbodoooooooouooooooooon

gooobooboboooboobboobo
oooooobooooboonog

0000000
oOQOOID
0ooooo0o000000O0OoO
00010000 20000000000000
0000000000000000000000
oooooo

Psne” O*+-./<=>20[1"_"{I}~

ogogonoQ
gooooobobooooonog
obooobgooob2b0ob0ooboooboon
gboobgooboboobooobomwuooobgoo
gooooobgooooboboob

¥

o ooono
gooboboboboboboboooooon
goobooooboomoooooboobon
gbooboboooboboooobon

e 0 IPOO0ODOO0ODOO

o IPOODOO
goomwprbooboooobooboobondo
gooobooimwroboobgoooooboo
gobobooobooooorADIUSOOOODDOOOO
O Framed-1P-AddressO0 O O O O ORADIUSO OO O
goooboogooo
gboobobobobobobobooooooon
gbooboboboboobooooomwrgooobon
goobooooooboobgoobobooobgon

oDUdoogno
oooobobobooobobooooobon
goboooobooooborADIUSOOOODOOOO
O Framed-1P-NetmaskOJO O O O O ORADIUSO O O O
goboobooogog
gooboboboboboboboooooon
gboobobobobooooooomwrgboboo
goobooooooboobooboboooboon

e 00000000
oo
gooooboboooboomobooboobon
googoobog
gooobooooobobobooboobo
gbooboboooboboooobon
gooboooog
gorADILSO D O0ODOOO0O0ODOOO0OODOO
gooobooogn
goeuioooooooobgoon

gooogoo
OrRADILSOOOOOOOODO Rejectld

goooogo
geulooooooboooon

goboobooobooobooobooboboon
OlockDDOOO x OOODOOOODO

124



OO0 60 RADIUSOO

Ooooooo

gboobdooboobooboobooooobobo
goooooooog

gboooboonmoobbooboobgoobooo
gbooboobooobooobgb

00000o000ooooooooooooooo

RA-1100: 50,0000

RA-730 = 2,0000

RA-630 : 2,0000
O OO0O0OOEAP-TLSO O DO O0OD0DDDOO0O0O
Jo0oboooobooooooooao
OOomwooooooooooooooooooag
000000000000 00 Subjectd Common Name
ooooooomwooooooooooooooog
ooooooogoo

goooooooo
gbooboobooboooboobbooobooboo
gboooboobooooobooboobooooobo

EAP-PEAP

FiER

m00000
ooooooboboooboboboooboboooo

sO0O000O0C@O)
0000000000000000000000
000O0O0ooooo

m00000
gooobooobooboboobooobooo
gbooobobobooboboboobob

oo
goboboobobooboobooobooboo

E=}

SRIE

gobobooboobooobooooboobo
gbooobobogoooobo

oo
gobobgooboboobgoobooooboo
gooooo

ooooooon

= 00000(@0O)
0000000000000000000000
0000000000000000000000
0000000000000000000000
000000000000000
0000000000000000000000
0000000000000000000000
0000000000000000000000
0000000000000 000000000
0000000000000000000000
0ooo

gboooboboooboboooo
ood
god
ood

125



0060 RADIUSOO

Ooooooano

gboobooboboobuoobobboobo
gobobooobobobooobobooboonbo
gboboobobooboobao
gobobooobobobooobobooboonbo
gboooboboobobbooboobuoobo
gbobooobobooobobgooooobo

god

oo
gboobooooooobogboobooboboobon
gbobooooooobgobobobobobon
gbooboboobooboooboobpoobooon
gbobgobobooboopobobooboon
gbomoobboobooboooon

oo
gboooboboboogobobboobooobooo
gboobobobooboobooooobbooon
gooboood

opogonoO

oo ooboooboobobomo
gbogoboboboobooobobbooboon
0 [

gogno
gbooobooobboboobooboobon
gboooboobooboobuooboobon
gbboobooooooboobogobooooboo
gbooboooboboboboobobobon
goooooog

god
gooobooooDbobooobooboobon
gbooobooboobooboobooobon
ooooobobooooooooogooooboo
goobooobobobooboooobobobon
ooooboooobobooobooboobon
gboobooboobomobboooooo
gooobooboobooobo

oo0
ooog 0000000000000000000000
ooog 000000000000 0000000000
oo 000000000000 o0oooooooo

gbooboboboobobooboboooboon
gbogooboboobooboboobooooo

goooooo

000000000 oooooooool ooooooooOooo0ooDoOoooOoOooOonoo
oo0o0obooooogosgooooooooon

gbooboobobooboboooo

Callback-1d -

ENfEE—F

goobooobobooobobooon

oo

gboboooooooopgbooboobobobon
gooobobooobooboobooooboon
gooogog

s JO000000obooooogoge
ocbgoouoOoO
gbobooboboboobobooboobo
gboomoboboboboboooooooogon
gboobooboboobon

gog o

gbooobobooboogoooooboooobgooo
gbooobobobooboobooboboooon
gobobooooboboobooooboo
gbobooooooooooobooboobooobon
gooooooooobobbbbbbbbood
goooobooboboooboobooooboon
goooboboobooboooboooobgooo
oboboooboooobon

o
000000 0o0ooOoooooooooooooa
O00oooooooooooooooooooa
oo

126



OO0 60 RADIUSOO

OO0oooono

oooooooooo
EAP-TLSOO0ODOD0DDOODOODODOO0ODOOnOn
gboboobobooobon
gooobooboboooboboooboobo
gboooboooboooboooboboon
(0 cAUD0DOO0U0bOOobOoobooooboooo
gbooobobobobobcAoOonDocADO
ooooooooD

=i

] »

profilel

goooobooboobooooboooboobon
gbooogooogoo

3w

s

v

|
B = -
#7855 = - e e

127

m 00

oQngonoO
x.50000000000b0o0booooooo
gooooo
ggoooobbobooobboouoboboobo
gooooo

o0

RSAODOOOOOODOOOOO
000000512010 102411020480 0 00 00O
godooooooodo

o Signature Algorithm
ooopoooooooooooo

Overl.8.4 OO

OsSHA-1 OO OOOoMsO0O0goooooooon
aad

Overl.8.5 0O

O SHA-512[TT1 SHA-384[T11 SHA-256[111 SHA-1[T]
M0 000000000000 0DOOoOon



OO0 60 RADIUSOO

OoooOooo

o Subject

0 O Common Name
oooibbooooooooboomooo
odooooooooomwooooooao
oooooooooiioooooooO
Common Name O D O OO OO OOOOOOO

gboooobobobooobooooboonbo
gboooboobobooboobobuoobo
gooobooboboooboobobooobo
gboobooooobooboon

O Oemail
god0o0ooooooooooooboooo

0O OOrganizational Unit
gooOoOoOoOoOooooooo

00 O Organization
O00o00o0d0ooooooooooo

0 O Locality
Ooooooooooo

0 O State or Province
ooooooooooon

0 O Country
oooooooog
oooooooomIpODooonon

gogboobooogobobobuoooobooo

O emai
0-9, a-z, A-Z, -.0_

O Organizational Unit/Organization/Locality/

0 State or Province/
O verl.8.4 O0O: 0-9, a-z, A-Z, -_
0 verl.8.5 O00O: 0-9, a-z, A-Z, -_",.SPACE

O Country
A-Z

ocJOoonO
gobooboobobooboobooboobo
gooboeMr(UDODODODO)Y ODODODOO
OO00000000 2006/12/31 23:590 0000
oo0oopooOgnD 20060 120 310 140 5907
goooogn

mJO0goog

oOooonOoO
gobooboobobooboboobuoobo
gbooobooboboobuoobobuoobo
gsboodbo3boonooobooboonboo

(RA-1100 verl.7.40 0 O RA-630 verl.7.200)
O000o0ooooooooDoooooooood
ood

(RA verl.7.6 00O)
O0000o0o0oo0000oo0ddle e e e
oooooooo

128




0060 RADIUSO O

ooooooo

m X.5090 00 v30 O 0O RFC32800
oooopoooox.soevsboooooooonon
gooobooobobooobooboboboooo
goooboobgooobobooobobobooobog
gooobooobobobobooobooobooo
gbooooobogooo

goooooboooboobobooobgobon

o Key Usage
oo0oooooOooDooboboooboboooo
O0KeyUsageO O OO OOOODOODOOO

O OdigitalSignature
pooooooogooooooooooooboo
oooooooogo

0 O nonRepudiation
pooooooogooooooooooooboo
gooooooooooooooooooo

O O keyEncipherment
ooooooooobooooooooooooon
ooooooooooooooooo

0 O dataEncipherment
pooooooogooooooooooooboo
oooooood

O O keyAgreement
oooooooooooobooooooooooo

O O keyCertSign
Odo0oooodooooooooooog
oooooooooo

O O cRLSign
Odo0oooodooooooooooog
oooooooooooo

0 O encipherOnly
OO00OkeyAgreement0 OO0 O O0O00ODOOODO
ooooooooooboooooobooog
gooooboobooboooboooog

O O decipherOnly

OO0 OkeyAgreementd DO OO0 OO0OOO0OO
oooodoooooooooooooooog
ooooooooooooooooog

o Extended Key Usage

Key Usage 0 000D O00D0ODOOODODOO
ooooooooooood

Extended Key Usage 0 OO0 OO0 D0 OO0OOOOO

O O serverAuth
oooTLS0o0oooooooooooooo
ooooooon

O OclientAuth
oooTLS0o0oooooooooooooo
ooooooooooo

O O codeSigning
Oo0dooooooooooooooooo
oooooooooog

O O emai IProtection
o00oDoDoooobooooboooooooo
ooooDoooooooon

o CRL Distribution Points
00000000o00ooooooooooogon
odo0oDo0oooooooooooooooon
OO0OouwLOODOoOooo

O http://(00000CO0OO)cri/crl.crl

129



OO0 60 RADIUSOO

OO000000

m Netscape O O

o nsCertType

Netscape OO O OOOOOOODOOOOODOOO
O0OnsCertType 00O O0D0O0DOODODOOO

Oclient
oodo0odoooooDOoooooooDoaon
ood

[ server
dodoodoooooooooooooao

Oemail
S/MINED DO OOOOOOOODOOoODOoOoooao
oooooooo

Oobjsign
Jawval OOODODOODODOOOOODOODOOOO
oooooooooo

O ssICA
SSLOO00O000O0o0o0oO0o0oooooon

O emai ICA
S/MINEOOOOOOOOODODODODOOOOO
ood

[ objCA
ooooooooooooooooooooon
ogooooon

o nsComment

Netscape D 0 OO0 O O0OD0OOOOODOOOOO
gooooooooooy-"HYyooooooo
(Hoooooo

0000oo00oooooooooooooooo
ooooo

ooooo

od

Signature Algorithm

oooo

ooooo

oJOoooO

o
(¢]
o
(¢]

ooo0ooO0o300oo0oooogooooogoag

ooooooooooooooooooooon
00000 Key Usage/Extended Key Usage O
gooooooooooooboooooDooo
ood

o Key Usage

OdigitalSignature

O keyEncipherment

o Extended Key Usage

O serverAuth

gboboooboboboooboooobonbo
gbooboooboboooooog

gboobobomoboobooobooobobo
oooogooo

130



O0eO RADIUSOO

OoO000oon

gooOooooooao CRERE
0000000000000 00000nonoon UPKCS#120010 PEMODDERO O OO OO OO OO O
O000O000000o00oO0O0o0ooooooooa

Do0000O0000ooooooooooooo odd
0000000000000 DDODOOoooon gcAOODODO0OOoooOoooOnoooooooom

00 gbooopnooooooboobgoong

OPKCS#I2O0OOOODOO
odooooooooooobooooooog
oooooad

O PEMODERO OO OOODO
od0o0oOoodoooooooooooooo
O00000000o0ooooooon gooooobodoooooboboooogo

AENFETT

oooooooo m0ooooon
0000000000000000000000 oooooooooooooooooooo

000000000000000000oooon HO0booooboooooobooooood
ooooo 00000000000o0oooooon

O O unspecified
oooood o0ooooooooooo
Os/NDOODO0O00O000Ooooooooooooon
O0o0000000000000O0O00OO0ODOO0OO0
0000000000000 00000000OO0O0O

O O keyCompromise
oo0o00oO0oO0o0oO0oO0OO0OO0O0OODOOOOOOOO
00000000000 00on

OS/NDODOODDO0DO0O0O0ODoooooooog O OCACompromise
ooooooooon O0cADDDOO0ODODO0OODOOODDOO

A&

O Oaffiliation Changed
Ooodoooooooooooooooooog

0 O superseded
gooooooooooooboboooooooo

SRS METF - -
. o (T O [0 cessationOfOperation

FRJEL goboboooboboboobobooboonbo
goobogog

00 O removeFromCRL
0000000000000 ooooo00oo00 OoUuoobUoobDOoobooOobooooooon

000000 (RA ver1.8.000)
0000000000000000000000 00000000000000O0O0
00000000000000000000000
oooooo

131



OO0 60 RADIUSOO

Ooooooo

2.AD000

Active Directory0 00O OO00O0OO0OODOODO
oooooooooooo

Active Directory0 OO0 O OO0OO0DOOOO0O
oooooooooooogoobooooooo
gooOopooooooOooOgOobooooooo
oooooooooooogoooooooooo
go0o0opoooOooooOooooooooooo
ooooo

RADILSO OO OODOOOOOOOOADODOOOO
gooobobooobooboboooboobo
god

an2—*f

22— IO profilel

gbooobooooboobobgooboobuoobo
ooooboooboobgobooboooboo

m ADODO0O

AD2—4

I—HF02wA

TEELAELY v

ocOOoobOoObOOooOo
gbooooboooobobooboonDo

oooobooboboooboooogon

132

gboobooooobooboon

Active Directoryd O 0O EAP-PEAPO 0O OO O
Oo0d0ooooooooogooooooooo
OEAP-PEAPO 0 0D0DOOO0ODODOOOOOO
O00000o000ooo0oooooomon
Oo0ooooooooooooooo



Oo0enO RADIUSOO

Oooooono

3.LOAPO OO

wAPO OO Ooooobooobooboobon gboooboooogooboLwAPODOoooobon
gooogno goooboooboboooboobobbooo
wAPO OO Ooooobooobooboobon

gboooboboboboobooboboboobo m 0000
gobooboobooboboboobooobo
gboboobobobooboboooboobo
goooboboooboobooboobon

RADIUSO OO OODOODOOOO0OOLAPOODOO ocbogonoooooO
gbooobooobobobooboobuoobo 000000000 oo0oooooooono

oo 00000 PAP/CHAPL] EAP-MD5C] EAP-PEAPL] EAP-
I TTLS/PAP, CHAPL] EAP-TTLS/EAP-MD5 [ [0 0 (1 O
) ot L3 (verl.8.30 O O O PAP/CHAPL] EAP-TTLS/PAP, CHAP
00000)D00000000000000OO
ooooQ

gooobooboboboboooboobmon
gooobooboooboooobogoon

gboooobooboobobboobouobon
goooooog

133



O0enO RADIUSOO

OoO000oon

4.00000000

goboboooboboboobobooboonbo
gbooboobobooboboboooobob
goboobooboboobobooboobo
gbooboobobooboboooo
goboboooboboboobobooboonbo
go

RADILSO OO OOOOODOOODOOODOODOOO
gooobobooobooboobooobon

m RADIUSOOOO0O0O0O0000OO

oQnQgonO

oog
goboboooboboboobobooboonbo
god

gobooobgoobobobobooobuoobon

gboboobobooobobgooo
gboboobobooobobgoooo

gogo
gbobooboboboobobooboobo
gooogno

oOOonbOoO
gbobooboboboobobooboobo
gobooboooobooboboooboobo

oobbOoOcOoOoOoOoOoOoOoOooooooon

oooooboooooogno

gbooobobobobooboooooboob-o0
gbooobobobooboobooobuoobo
gboboooboboboooboooobonbo
go

gdoodooOodOoOoOoO0oOO0oOoOooOoooooo
OO0O000O00O0O0OOoOoooooooa
gdooooooooooooo40000000
OO00O0O000000000000O0O0O0O0O0
gooooooooooo0oO0OOoO0OoOOoOoOOooon
oOoOooOoOooooooao

ooooooooooOoOooooOoOoooooa
gdood0oO00d0O0O0O00O0OOO0OOOoOoooo
ooooooooooOoOooooOoOoooooa
ogoo

134



O0enO RADIUSOO

OO0ooooono

5.00000

gbooooboobobooboobbooboon
oogon

RADIUSOODODOODOOODOODOODOODODOODOOO

BELAELY v

@ EELEL @0

FETELMELY
-
FEELAELY v

FEELALY v

Il ETELAEL Y v
FETELALY v

FHIEL — S
2RI
THME2 =& FEFELAL Y

e I

SHERESA

goboboooooogd

mJO00Qgn0o
gooimooooomoboogoooooooog
oooimooboobooooobooboobon
gobooboooomppbooboobgoobooboo
0o0oomoboobooooooooboom
gooobooboboobooobon
oooobooobooooooooo

s 0000000
goboobobobboobooboooboooon

m 0000
gbobooobobobooobobooooobon
ggobobooobobbooooboboboooon
god

e 00000000
gboobooboobooboobobuoobo
gbobooobobobooobobooooobon
gboooboooooboobooon

gboboooboboboooboooobonbo
gbooobooboboobobooboobo
gbobooobobooobobgooooobo
goobooobobooobobooon
gboboobobobooobgobooooboobo
goboboobobobooboboooobon

mJO0ogo

gobobooobobobooobobooboonbo

oboboooboboobooobon

gooogooo
gboooooboboobooboboooo

gooogd
gboooooboboobooboboooo
oo

gogo
goooooobooboobooooboo
gboooooboboobooboboooo
ooooooog

gogo
goooboobobooobobobooobo
gooood

oooooooo
1000o00boboobobobooobon
goooooo

ooooboobooobobooboboooo
gobobooobobobooobobooboonbo
l0o0oooobobooboooonboo

goboobobobooooobgoboouoobo
gooooboooboobobooboooboobo
ooooooboo

gooobooboboooboobobooobo
obooooboboobooobono

135



CAOO



o770 CAOO

00 CA/CRLO O

O0/000

gbooocAboobonboonbogon
CAOUODUODOCA/CRLODODODODOOODOOD
gocAbOobDoonooonogon

ggobobbogoboobboooooboboooo
gooog

m CA
o0O00O
O0000o00ooooooooovioooono

o0

RSADOOOOOODODOOOO
0000005120000 10240020480 0 0 0 00O O
gotdoooogoood

o Signature Algorithm
oooopooooooooood

Overl.8.400
OSHA-1O0ODOOOMSOOO0OOOOO0DOOOO
aad

Overl.8.500

0 SHA-512[TT] SHA-384[111 SHA-256[111 SHA-1[T1
omMbsO00OCO0OO0DOOOOODOOOoOoDOd

137

o Subject
SubjectDO D OO OOOOOODOOO

O O Common Name
CANameOOOOOOOOOOOOOOOO

O Oemail
ooooooooooooon

0O O Organizational Unit
gooooooooooooo

O O Organization
oooooooooooobooooo

O O Locality
ooooooooooo

00 O State or Province
oooooooooooa

0 O Country
oo0ooooooon
oooooooomopoooon

oQnQgonO
gogbooboooobtooooooooobooo

m0ggoo

oOoonOoO
oooobgoosbopobo3oooooogoon
gooog

m 000000000
cdOODOOOOODO
0d0o0bOoodooooooooooon
1-3650000000000
odo0Dodoboooooooooooooo
Overl.8.1000 300

Overl.8.2000 3650



o770 CAOO

00 CA/CRLO O

0 00booOooooboooooobooon
oooooo

ODoO0Ooooo@o)

Oo0O0O

0 o Signature Algorithm

0o subject

0 O O Common Name

ODoOOOO

OoOOoOonOd

DodOOooooooOad

ooobooooooooobooboooooooooo
Oemail
0-9, a-z, A-Z, -.0_

[0 Common Name
Oo00o0ooooooooooon

O Organizational Unit/Organization/Locality/
0 State or Province/
0 verl.8.400: 0-9, a-z, A-Z, -_
0 verl.8.500: 0-9, a-z, A-Z, -_",.SPACE
O Country

A-Z

goooboomobooboooboobcAbon
gboooooo

CAUD0O0OO0O0OD0O0ODO0ODOO0OCA/CcRLD O
gbooobgoobobooboboobuoobob
gooooo

CASIERZ
4 @ sz [Fn

Certifi

gboobobgobobooboboobob

m CAODOO

o CA/UUIDOODODO
OooobDooocAO/00ooooooooDon
gboobobobobooboogobcAbonono
gboboobobooobobgooo

o CAODDO

gboooboobobboobooobgoocAnn

gocRlObbooobooooooon

ood0oo0ooOO0oOOoO0OoO0ObOOoOOoOooon
SLAVEO HTTPSO OO OODOOODOO0ODOOn
O00o0oOoOoOoOOSLAVED cAD D ODOoDO
god

CAODODOOD SLAVEO HTTPSO OO DOODOOO
gooobobobooobom™oboso 1nn.ogo
O o.00b0Oooobooobobooboboon

m CAOOOODOO
cAldbuoooboobooobooboonbo
googocAbooooboboooboobooo
gooobuoobgobnb PeM OO0O DER ODODO
gbobooboboon

s J00000og
goooboobobbboboooboon
goboobooooocoooooobooon
god

gbooobuoobobb peMm OO0 DER ODODO
gooboobobooon

mJO000ooog
gboooboboobboobbooboobooo
gocLbobDboobooboooonbooo

do0o00o0o0oooo0o0o00O0O00O00o0o0On
OOO000O0O0O00000O0000O0O0OoOoOO
do0oo0O0OOoOooooooooooao
oOooO00O0O0OO0O0OO0OO0OO0OO0OO0OO0OOO0OOOOOoo
dooooooooo0oO0oO0O0O0OOOOO0Oo0oO
ooo
goorADIUSOOOOO0O0O0O0O0O0000000

oooO0OorADISOOOOOOOOOOOOOO

138



o770 CAOO

oono

ggoooboogboobobooooobooboboood
go
D00cA/RLOOO0OO00CcCAODDODODnOoOn

gogogoo

cAl0buoooobobobooboobonoo
goooooboooobobooobonoo

1-11-11 111

1-11-111
=11-11 111
11-11 11:11:00

it 14 B%

oooooboooobooboobomooooo
goboobooooboobooboobomo
gdoooooooboboooboboboobobood
goooobgn

gobobooobobobooobobooboonbo
oboobooobooon

gboobobooobooobgobbuoobo
goooooboboooooog

HESE TR

| B3 N N Y ES
B% = 2 s

m0gd

oOogonOd

X500 0000b00oooonooobooboog
gooog
gogboboboooboooboboonobobood
gooogo

o[dad

RSADOODODOODOOODOOO
000000512000 102400020480 00 0 OO O
oooooooooooo

o Signature Algorithm
goodooooooouooooo
Overl.8.400
OSHA-1O0DOOOOMBOO0ODOOOO0ODOOOO
aad

Overl.8.500

0 SHA-512[TT] SHA-384[111 SHA-256[117 SHA-1[T1
gm0 COoOoOopooOoOoOooooooood

139



O70 CAOO

ooooo

o Subject
SupjectD OO OODOOOOODOO

O O Common Name
CAName OO OOOOOOOOOOOOOO

O Oemail
oo0oooooooooooo

O OOrganizational Unit
Dooooooooooooon

O O Organization
oooooooooooobooooo

O O Locality
oooooooogoo

00 O State or Province
oooooooooooa

0 O Country
oobooooooon
oooooooomopoooon

gboboobobooobobgoooobo

0O E-mai lAddress
0-9, a-z, A-Z, -.0_

[J Common Name
O00o0o0o00oooooooooa

OOrganizational Unit/Organization/Locality/
0 State or Province/

Overl.8.400: 0-9, a-z, A-Z, -_
Overl.8.500: 0-9, a-z, A-Z, -_*",.SPACE

O Country
A-Z

oOOoO
gboboobobobooobgoboooboobo
gooooeMr(CODOODOoOOoO)Y OoDobooo
OO0O0000O00O0 2006/12/31 23:59 0O OO0
oobOoboon 20060 120 310 140 5907
gooogog

mJO0goog

oOOOODO
ooooboos0o0bo0os3boooonooon
goooo

m X.5000 00 v30O O ORFC32800
obooooooox.sevstoooooooooo
goboooobooboboobooobooobooo
goboobooobooobobooooooboooo
gobooooobooboobobooobooboo
goooboboobo

gobooboboboboobgooboboobooboo

o Key Usage
gooooOooooDoOOobOoDoobooooo
O0OKeyUusage OO O OO OOOOOOOO

O OdigitalSignature
odoooooodoooooooooooog
oooooooooo

0 O nonRepudiation
gooooooooooobooooooobog
godopoooooooooooooooo

0 O keyEncipherment
ooooooooooooobbooooooo
gojopooodooooooooo

0 O dataEncipherment
gooooooooooobooooooobog
ooooooog

0 O keyAgreement
goooooooooooboooooobooboogo

0 O keyCertSign
odoooooooooooooooooog
oooooooooo

0 O cRLSign
odoooooooooooooooooog
0o0oooooooooo

O O encipherOnly

OO0 OkeyAgreement0 0 OO0 O OO0O0OOOO
Joooooooooooooooooood
0opDoooooboooooooDoboo

0 O decipherOnly
OO0 OkeyAgreement0 0 OO0 OO0O0OO0DO0O
obooooooooboobooogooboooo

Hyooooooooooooooboooo



o770 CAOO

o Extended Key Usage

Key Usage 0 000D O0O00OO0ODOOODOOOOO
O0oooooooooon

Extended Key UsageC OO0 OO0 OOOOOOO

0 O serverAuth
goOoTLSs0ooooooooooooooo
ooooooon

O OclientAuth
oooTLSOo0oooooooooooooo
ooooooooooo

O O codeSigning
Oo0dooooooooooooooooo
oooooooooog

O O emai lProtection
o00oDoDoooobooooboooooooo
ooooDoooooooon

o CRL Distribution Points
0000d000000o0oooooooooooon
Odo00d0Do0o0ooDooooooooooooon
OWwRLOODOOooOoOd

O http://(00000CO0OO) cri/crl.crl

m Netscape 0 U

o nsCertType

Netscape OO O OOO0OOOOOODOOOOOO
O0OnsCertType 0D OO0 OODOOODOOODO

O Oclient
doooooooooobooooobon
doooooooooa

[l [ server
dodo0ododooobooooooo
oooooood

0 Oemail
Oo0oOS/MINMEOODODODODOOOOOOOOOO
oooooooooobooo

O Oobjsign
ODO00Javal OO0 O0OO0OOOO0OOOOOO0ODOOO
O00oooooooooooog

0 OssICA
ooossLoooooooooooooooo
ooooog

O OemaiICA
OO0OS/MINEOOOOOODOOOOOOOO
oooooono

0 O objCA
00000000000000000000O0
0000000000000

o nsComment

Netscape D OO OO OO0OODOOOODOOODOO
ooooooooooo-"Hyooooooo

( Hoooooo

O 0000o00ooooobooboooobooo
oooooo

ODoOOOOO

Oo OO

0 o Signature Algorithm

0 o Subject

0 O O Common Name

OoOOOO

OoO0OooOonOOd

O o0gboos3goooogooooooooDo
gbooobobooobooboobooobon

0o Key Usage

O O OdigitalSignature
0 O O keyEncipherment
[0 o Extended Key Usage
0 O O serverAuth

0O 000D Key Usage/Extended Key Usage O O O
goooooooooooobobooooooboobooo

141



o770 CAOO

gboooboobomoooboboooooboobo
goooon

ogooooooooooOoboOoDbooOOODOODDOO
RA-1100: 10,0000
RA-730 : 2,00001
RA-630 : 2,00001

oooooooooobooomsmMmoooDooo
gooooboooboobobobooboobo
god

Fit PAEY OASIERE SEIRE TR v

gooooobgooooboboobo

mJO0ogod
gboobooobgobooboobobooon
gooobooboboobobooboobbo
gooogooo

oQQd
OPKCS#120OO PEMOIO DERO OO OO OO OO OO

o[O0O
gcAU0DDOO0O00DO00oOnooooooom
00000 oooooooDooooooo

O PKCS#L1200 0O ODOOO
gooooobgoboobobgoobobon
goooon

O PEMODERO DO DO OO
gooooobgobooobobooobobgon
gbooobobooobooboboobuoobo

142

mJO0goog
oboooboobobooobooboobmo
goboobooboooboobgobo
goobooobobooobobooon

O O unspecified
ooooooooooooon

0 O keyCompromise
oooooooooooooboobooooo
goodooooooooooooooo

O O CACompromise
goocAbooooooooobooooo
oooooo

O Oaffiliation Changed
gooooooboooooobooooooo
oooooo

O O superseded
goooooobooooooboooooooooo

O [0 cessationOfOperation
Oodooooooooooooooooon
oooooooooog

00 O removeFromCRL
oooooooooooooooooooa
gooooao

EAP-TLSOOOOOOOO0O0O0O0O0DODOOOOO
goOoOorADISOOOOO0O0O0O0O0OOOO
goOoOocacRLOOOOOOOOOOOOOOO
goORrADIUSOOOOOOOOOOOOOO

(RA ver1.8.000)
000000000000000O0




gooao



o8n0 OoOoono

oooooooo

1.0000

gboooiwrgoboobobooboobooo
gooboooobobogooo

goooboobooobuoobobooboobo
gboooobooboooboboobuoobo
gooogog

TSR T [

ORA-7300 0O 0O0OOODOMI

Ether00 EtherlO Ether2

(O RA-11000 O Ether0O Etherl OO DO O D)
godoodooboooboooooooooon
gooouooodobouooooooboooa
godoooooboooooa

192.168.0.254,/24

1500

© Auto @ 10MHalf @ 10MFull @ 100 Half @ 1000 Full @ 1000 Full

ORA-7300 000000
o IpPOODOO
EtherUDO OO IPOODOOOOODOODOODOO
gogn
oooobooiwoboooooo 27@ouoon)
gboooboboooboobooobobooomwro
gboonQ 192.168.1.10 Do Oooooooon
OO000D00255.255.255. 000000000000
gooogno
0 0000192.168.1.10/24

OO0O0Ethernet00000O0O0OOOOOOOO
000000 oooo0o0oooOoOoOooooo
oooooooooao

o MTU

0 Path-MTU-Black-HOLEO O OO O OO0 O0OO0DODO
dooooooooooooooooon
00000000 1500Bytes0 00 OO0 DOOOO
oooo

oDOgo0O
EtherUDOODOODOOOOOODOODOOOO
goooooOoooooOQOoooooooboooog
OHoooboooobooobooooooboo
goooboboobo

(O RA-630 01 1)
OooOooo1000M FUNIOOOOOO0OOOOOO0O
Ether20 000000000 O0OOOOOCO

oo0ooooooooo
goboooooboooboooboooboboo
gbooobobogoooobooboon

oO00ODOODOODOODO
goboobooobooobgooooooowrbon
gooobobooobo

gooooo0omobooobooooobooon
gooooo
gooobobogoooobo

oooooobooooOOoOoOoooOOoOooooao
gooooOoOoOoOooooooooOOOoOoon
iPOO000O0O0OO0OOOOOOOOOOO0 OO
gooooooooooooooooooo

144



o8n0 OOOnO

oo0b0oooo

2.000000000

gbooobobgoobobobooboboooo
RN

gobooooobooboobooboooooooo
gobooboobobooobooboboooobooon
gooobobooobgo

23—
N PFELZ 5t iRE[AE
118 /24

1921 ®E | [ A&

goboobobgoboboboobooboooon
gog

e 000000000000

o IPOODOO
gooobooobooobooooowoobob
gooooo
goboobobogoboobobgoooobo
goooogoomwooooooo r7@ooon)
gobooboobooobooboobobooomwro
obo0 192.168.1.0 DOO0OOODOOOOOO
O000D0O0O255.255.255.00 00 0D OOOOoOO
gooobooogn

O000DO192.168.1.0/24

ooooooooooo' /32 gOooooard
goooboogooo
O0o00Di192.168.1.1

oDUdoogno
P00 00000000000 00000b000OO
gobooboobobooboobooobooo

gobooboomoboooooooboboon
gobooboooooobooobgoobo
gboooboogoooobo

obooooobooogoobobooooobooo

ooooao
gboboooboboboooboooobonbo
gboooboobobooboooobuoobo
gboooboobobobooooomooooo
gboboobobooobon

gooooo 145



o8O OOOO

Oo000ooo

3.0000

gboboobobobooobgobooooboobo
gooooboobobooobooooboobo
gboboobobooobobgoooobo

gboboobobobooobgobooooboobo
ooooooood

OOoOoooooo (TCP/UDP/ICMP)
oobooo/000IP0DOnO
oooooo/00000b0OO

goboobobobooobuoobobobobo
goooobooboooboboooboobo
oooogooog

T - EhiE

cp 2171.0/24 1024-6 dop [ RE | BEE

m0000000
gbooobooboboobooboobon
oobobooobobooooboooobonbo
gbooogooogobo

gooobooboboobobogooboboobo
oooobooobgoobobooboooo

mJ000oon

o accept
godododoobooboooooooooon
oodoooooboooooa

o drop
0000000000000 00000000OO0
0000000000000 0

gdboooobgobobboooooboobobood
go
gooboooooooon

O0000O0OO0drop00O0O0O0OODOOOOOO
doodoOoO0OoO0oO0oO0oOoO0oO0oOoooooooo
ooooooooOoOooooooooooooa
doodoOoO0OoO0oO0oO0oOoO0oO0oOoooooooo
oooooooOoOoO0o0oooooooooooa
doooOoOoooooooo

RADIUSTI 0 0 00 0 UDP/(01 1)
RADIUSO OO 00000000 | WP/
00000000000 TCP/80201 809
NTP UDP/123
0000000000 (HTTPY | TCP/80
0000000000 (HTIPS) | TCP/443
e Sggﬁﬁﬂ%)
SNIP UDP/161

SNVP trap UDP/162

DNS UDP/53

LDAP TeP/(01 1)
SYSLOG UDP/514

" 000000

gobbooobobooooobooooobooo
gobobooboboooboboboobobon
gogbobobooooobooooobboboooon
goooboobobboboboobuoobon
gobobooobobooooboboboooobboo

gogoboboboooobobbooooboboboooo

gooogno

mJO000ooog

|
|
pet—r I s 7¢-+

L
repste— - N <7+

146



o8n0 OOOnO

oo0b0oooo

o No.
0d0000ooooooooooooooo
O0oo0ooooooooooooooooon
0J000D00o0o0ooooooooooooon
o0l10o00ooooooooo
000000o0ooooooooooooooon
odoodooooo0oooooooooooooon
000000o0ooooooooooooooon
oo0oDooDoooooooooo

oJO0OOO
O000o0oo00o0ooooooood anydtepd
udpOicmpd OO O0O0OO0DO0ODOanyOOOOO0O
Oodooooooooooooooo

ocdooiIwrOOOO
oooooooooooooooooiwroooo
odooooooboooooooobooooog
odooooooooooooooa
<pgOod >
gooimwrPoDooooooood
[J192.168.253.19 (" /32" OO QOQO0O)
oodoooooooooooo
[1192.168.253.0/24

oOOoOpOoO
gbooobobobobooboboobuoobo
gooogog
gboobobooboobooboboobo
gobobooboboooboboooo

goboboooboboboobobooboonbo
gboboobobobooboboooboobo
goboboooboboboobobooboonbo
gooogno
goboobobobooboobobooobuoobo
gboobooboboobon

OicmpU OO0 0O0anyd 00 O0D0OO0OCODOODO
gbobooboboboobobooo

opbuoouoOnoO
gbooboobobboobobooobwbooo
gboooboooboboboboobooon
goobooboboooboboooo
gboooboooogboiwbooboooooo

oOogoonOoO
gobooboobobooboboobuoobo
gboobogog
gbooobooboboobooboboboobo
gboobooobobooooog

o
ooooooooboboo0ooooooooooo
go0ooooooooooooooooao

gobooboomooobooooooboobooo
gboobooboboobooobgon
gbobooooobobon

gobooboooobz2b0bbooboboon
gogn

ooooo
gbobooboboboobgobooboobo
gobooboobobobooboobuoobo
ooooobooboobmoobooooboobooo
gooogooogo

147



o8O OOOO

Oo000ooo

4_.DNS

gooobgoooNsoooooboooon oOobDOObOOO

O0O0O0O0ODNSOOOD IPODOOO0ODOOOOOn
00000000000000000000DNSD
0000000000000000000000 o00000000

oooo O0OOOODNSOODODIPODODOOOOOOOO
RO %2 155075
0000000000000 0o0ooooon
. oooooo
0000000000000

goboobobobobooboboboobobuoobo
gbooobogbooboboobo

m DNS
3

148



080 O0OOO

oo0b0oooo

5.NTP

OO0OOMINTPOOOOOO/0000000000O
oood
Oo0o0o0oo0ooooooooooooooood
O NTP(Network Time Protocol)O O 0O ONTPO O[O
Oo0odoooooooooooooooooooo
00

UboooboboboooobooboboOoboonTPOo
gboobooooboboobooobuoobo
gboboboooboboooo

sl (51

RTETIARE
Enfe

21k FHitEh

NTPH =11

TS 7T —1 ntpl jst.mteed.ad jp
I A —)

m00000
goNPOODOODOODODOOODmMODOD
gboooboooobmmobooboooooobgooon
NTPODODOOOOO0OOOO

NTPOOODOOOODOOODOO0OmMOooobooog
U0b00bmooooogbooooogDonTe
gbooooboobboo™obooobooooboo
goooboognNPODOODOODOODOO

149

m NTPOOO
googooogNPOOObDOoobooobooon
goooboooboooboooooboboobooboo
goooobooooobooobooon

ocbOOoOooobOO
oooooNPOOOOIIPOOODODOO FQDN
goooooo

ocbOOoOooobOO
oooooNPOOOOIIPOOODODOO FQDN
goooooo

oooobo0omobooobooooobooon
goooooog

googoogoooogoogoagNtrogn

gooogodogoooooo
gooobooobooobgoobgooo

goNPOOOOOOO

googonNrPhOOob0OO0ObDOooboooonbDo
gooo

O Ontpl.jst.mfeed.ad.jp
O Ontp2. jst.mfeed.ad. jp
O Ontp3. jst.mfeed.ad. jp



080 O0OOO

Oo000ooo

6.SNMP

SweO O oOooDooboobgoswoboooog
OoooowB-11 (RFCI213) DO O O0OOODOO0O
gooogno

O000obOo0obOooobOoobOoboDoSshveh
ooooboooobooooboooboobon
gooboobobooon

Eah- {71k
FRIEDIRAE

SNMPH—/§

032 =718
FEEDET
FEEDIEA
FIEEDSRER
FEELEEE
rapiA[S5E1
rapiE 52

rapiE{E7E3
rapIX{55E4
rapiE( S5E5
PUERERAE
EUES F RIS

s 00000
gosSwpPOODOODOO0DDOODODmOOoooDoboOon
U000mobooboobobDboOoDOO SNMPO
gooogn

sweOOooDoobDobDoomoooooobooo
O0moOo0oooobDooboobDoOonosSnweO OO
ooooboooomooboobooboobon
goSN\nwPODOODOO0ODOODOO

m SN\NMPO OO
gbooobooboobooboboboboobon
ogobooooboboooo
gboooboboooboboboboboobooon
gooobooobooooobooon

150

m SNMP

public
R&DIUS _Applisnce
ocation

Administrator

= = o
=
o
@
a
@

oOOOODOO
goooboogoboobobogoo
gooosnwOODOOODOoobOoobooboooDbog
gooogo

oDUdoogno
goooooobDoboboOoboo0obOoon rRDbNDO O
goooogo

oDUdoogno
goooboooobooobobogooo

oOODOODOODO
gbooboboooboboooobon

obOogoobOoOO
goooboboobooobobgoooobo

o Trapd QOO 105

TrapO0 OO0 (S\WPODOOOO) D IPODCOOOODO
goooo

oooobooooooogo
goboobo00Owap0 00000 onOonO

oo soooooooogon

oo



o8 ooon

oooooooo

o U

CUODODOODODOODO
oooooobooono 1000 1000000000
gogo

gboobodobobooobo
goooboooboobodbweap0bgoooonog
oo UUuoooooboooooooon
gooboobgboobooobcevbooboog
gboobooboboobobooboobobo
gboboooobgobooboboboobobooo
gbooooogooog

ocoonouooooO

gbo obobooboboobob
oo0okOOOOooOooD 1gbooooooooboo
gboobodobobooobo
goooboooboobodbweap0bgoooonog
pooooooogoooooo@o)y ooooooo
oo

gboboooobgobooboboboobobooo
gog

O0000o0bo0o0o0oOobOon0oOoODiesss (16 mB)
gbooobobogooboboboobo

00000000000 000000000
000000000000000000000000
0-9, a-z, A-Z, -, _
0oooooo
0-9, a-z, A-Z, -, _, -
00000000
0-9, a-z, A-Z, -, _, 0, <, >, .

goooboomoboooboboobooobogoon
gbooood

goodoogoooogoogoggsnweO oo
goggodogoooo
gooobooobooboobooo

151

opooooo
RADODODOODODOODO/0000000D000O
oooooooooooooooon
0o0o0oooooooboooDoooooooo
0ooooooooooooooooooog
0o0ooooooooo/00b00000D000OO
0ooodoooooooboooooooooooon
goooo

0000000 (csRASystemMemoryFree)d O 0O 0 O
oooooooboooooo
00o0odoDooDooooooooooooooon
O (csRASystemMemoryFree) 0 0 O OO0 0O O



o8O0 OOOO

ooo0b0oooo

SNMP trap

00000000 SNMP OOOODOO SNMP trap O
oooooo

00000 trap00000OD0ODOODO

OOSNMPOOOODODODOO Cold Startd O O
gocribobonoooboooboooonbDoo
gocrvobooboooogoooboooooobon

cuooooooooo@oyooooooo
goo0opoooOoOoooOooooooooooo
OoOooooOO0oOdwepddOOOOO
goo0ooooOooooOooooooooooo
gooooooooo@oo)ooooooooo
O0O00D0twtrap0 000000

S\wPO O OOOOO0O0OO0OO0O00DOO0OO00ODO
trap0 00 oo
goooooooooooooo

gboobogoobooboobooboboon
gooobooood
gboobogoobooboobooboboon
gooogo

oo0ooooooooooo@o)yooooooo
0000bO00oD0oDoooooooooooon
00000000 trapO0 000000
0000bO0oo0oD0ooO0oooooooooobooo
oooooooooo@oHyooooooooo
D0000trap000OD0OODO
S\wWPOOODODODOOODOODOOO0ODOOOO
trap0 000000
O0oooDooooooogoo

OEthernet0 0000000 link downO OO
OEthernet0 00000000 link upO OO

Ethernet0 OO0 O OO O link up/down O OO
OtrapdO0OO00OO
SN\KWNPO O OODOOODOO link down OO0 trap
ooooooo

linkup 00OO0Q0ODOOO0O

152

(O RA-6300 00)
O00O0OEther200000 OOO link up/down
Oooooooooduwdoooooooo

gobooboboooboobooboboobo
gboobooobobooooog



o8O0 OOOO

oo0b0oooo

OO00OCPU DODOO0O0OO0ODODOGetRequestD DO DO OO DOODO
U:
$ snmpwalk -v2c -c public 192.168.0.254 enterprises

enterprises.20376.3.1.1.1.1.0 = 4
enterprises.20376.3.1.1.1.2.0 = 1
enterprises.20376.3.1.1.1.3.0 = 95
enterprises.20376.3.1.1.2.1.0 = 256608
enterprises.20376.3.1.1.2.2.0 = 194280

$ snmpwalk -v2c -c public 192.168.0.254 -m CS-RA-PRODUCT-MIB.txt enterprises
enterprises.centurysys.csMtRA.csRASystem.csRASystemObjects.csRASystemCPU. csRASystemCPUUser .0
=4
enterprises.centurysys.csMtRA.csRASystem.csRASystemObjects. csRASystemCPU. csRASystemCPUSystem.0
=1
enterprises.centurysys.csMtRA.csRASystem.csRASystemObjects.csRASystemCPU. csRASystemCPUIdlIe.0
=95
enterprises.centurysys.csMtRA.csRASystem.csRASystemObjects. csRASystemMemory . csRASystemMemoryTotal .0
= 256608
enterprises.centurysys.csMtRA.csRASystem.csRASystemObjects. csRASystemMemory .csRASystemMemoryFree .0
= 194280
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o [RADIUS| OO O0OOCO |ODO0O0]
00000000000O00000000

sign_algorithm Signature Algorithm:

O (verl.8.400) O [JSHA-1O0 0O 0O O O MD5O
O (verl.8.50 0) O OJ SHA-512[117 SHA-384[1]
ooo O [1J SHA-256 111 SHA-1[T]
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[RADIUS|OOOOOO |OOO] subject_ou Organizational Unit
create cert subject_o Organization
config_id=config01 subject_I Locality
profile_name:certOl subject_s State or Province
version=3 subject ¢ Country
k«_ay_lengthT1024 not_before_year ooodo o
sign_algorithm=SHA-1
subject_ou= not_before_month ooood o
subject_o= not_before_day oooo o
subject_I= not_before_hour oooo d
subject_s= not_before_min oooo d
subject_c=JP not_after_year oooo o
not_before_year=2006 not_after_month oooo O
not_before_month=5 not_after_day 0000 O
not,_before_day=1 not_after_hour ooodo o
not_before_hour=0 )
not_before_min=0 not_after_min good o
not_after year=2006 digitalSignature digitalSignature:
not_after_month=12 on ot ot
not_after_day=31 nonRepudiation nonRepudiation:
not_after_hour=23 on OO ODOOO
not_after_min=59 keyEnciphermen keyEncipherment:
digitalSignature=on on 000 OO0OO
nonRepudiation= dataEncipherment  dataEncipherment:
keyEncip_)hermentzon on 000 OOOO
dataEncipherment=
keyAgreement= keyAgreement keyAgreement:
keyCertSign= on DD OOUL
CRLSign= keyCertSign keyCertSign:
enciperOnly= on OO ODOOO
decipherOnly= CRLSign CRLSign:
ExtendedKeyUsage=clientAuth on OO0 OOOO
CRLDistributionPoints= enciperOnly enciperOnly:
on 000 OOOO
gooboboogd create cert OO ODDOOOO decipherOnly decipheroOnly:

oooobooboboooboobobobooboo
goooooog

on OO0 OOOO
ExtendedKeyUsage ExtendedKeyUsage:

serverAuth,
config_id oopoooood clientAuth
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o [RADIUS| DO DOOOO |0000O00000]
0000000000 000000O000

gog
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base 0o0ooooooooon
auth oooooooog
resp goooooogd
group oooobooooono
cert oooooooooo

o [RADIUS| OO O]
0000000000000

gog

[RADIUS| OO O]

create user
config_id=config0l
user_id=user01
password=pass01
profile=prof01
ipaddress=
netmask=
locked=on|offO 0 O OO

0000000 create user OO0 OoOd
O000o0o0O0oboO0ooOboOoOooOooooooon
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ipaddress IPOOO0O
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o [RADIUS|O OO |OO]
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[RADIUS| O OO O O O]

create base
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config_id=config0l
user_profile=profile0l
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ipaddress_allocate=2
addrpool=pool01

0000000 create base DO O OOOOOOO
odobOoooobooooooooooooooo
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godoimoooooooo
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gboooboobobooobo
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1 RADIUSOOOODOO
2 JOooooood
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gboooogno
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[RADIUS| O OO |OOOOoOooood]
create auth
user=user01
config_id=config0l
user_profile=profile0l
attribute=Calling-Station-1d
value=000000000000
mode=override

0000000 create auth OO O OOOOOO0O
O00o0000oO0o0o0ooooooboooooa
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gooobgooboboobg
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gbogobgoboobon
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o [RADIUS|O OO |ODODODODOOOOO] o [RADIUS|D DD [DOOOO]
oooooooooDoooooooooon Oooooooooooboooooooboooo
ooo
odn
(RA verl.7.6 O0O)
[RADIUS|ODODO |DO000D0O00O00] [RADIUS|O OO |0D0000]000000000
create resp godoooooooooooon
user=user01
config_id=config0l 000

user_profile=profile0l
attribute=Session-Timeout
value=100

mode=append

[RADIUS| O OO |ODODODOO]
create cert
user=user01
config_id=config0l

oooooo0 create resp U000 Ooooond passphrase=password
gogoboboooobbooobbboogobboo version=3
goooo key length=1024
sign_algorithm=SHA-1
user 0o00000000000on subject_email=
O0oowoo0oooon subject_cn=user01
subject_ou=

goooobooobooooo

subject_o=
ggoooogd 8
subject_I=
config_id 0ooooood subject_s=
user_profile Jooooooooo subject_c=JP
ooooooooooooo not_before_year=2006

Ooo0o0oO00o00o0oon not_before_month=5
not_before_day=1

goooooon not_before_hour=0

attribute goooooo not_before_min=0

value 0 not_after_year=2006
not_after_month=12
not_after_day=31
not_after_hour=23
not_after_min=59
remove gg digitalSignature=on
nonRepudiation=
keyEncipherment=on
dataEncipherment=
keyAgreement=
keyCertSign=
CRLSign=
enciperOnly=
decipherOnly=
ExtendedKeyUsage=clientAuth

mode ooooo
override 0O0O0O
append oo
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CRLDistributionPoints=

csr=-- FILE

M1 1BEzCBvg IBADBZMQswCQYDVQQGE. . .
.. .UB40rpxTVdU7TdMsrzALK6+WxaLrWi

-- FILE--

0000000 create cert DOOOOOOO
O000000o0oo0ooooOooooooon
Oooooooo

user

config_id

passphrase

version

key_length

sign_algorithm

O (verl.8.400) 0O

O(verl.8.400) 0O
O
O

subject_email

subject cn

subject ou
subject_o
subject |
subject_s
subject ¢
not_before_year
not_before_month
not_before_day
not_before_hour
not_before_min
not_after_year
not_after_month
not_after_day
not_after_hour
not_after_min

goooiup

oooooooo
gooooo
oooodo:-1000 3
00 :2048, 1024, 512
Signature Algorithm:

00 SHA-10 0O 0 O O MD50]

[0 SHA-512[TT] SHA-384[T]
[0 SHA-256[1T11 SHA-1[TJ
om0 00000

email

Common Name: OO O IDO
oooooooomoog
omppooooooooog
ooooooooooo
ooooooooooon

0 m

Organizational Unit
Organization

Locality

State or Province
Country
oood
oood
oood
oood
oood
oood
oood
oood
oood
oood

OO ooogogooogogQg

digitalSignature digitalSignature:

on 00O OOOO
nonRepudiation nonRepudiation:

on 00O OOOO
keyEnciphermen keyEncipherment:

on 00O OOOO
dataEncipherment dataEncipherment:

on 00O OOOO
keyAgreement keyAgreement:

on 00O OOOO
keyCertSign keyCertSign:

on 00O OOOO
CRLSign CRLSign:

on 00O OOOO
enciperOnly enciperOnly:

on 00O OOOO
decipherOnly decipherOnly:

on 00O OOOO
ExtendedKeyUsage ExtendedKeyUsage:

serverAuth,

clientAuth,

codeSigning,

emailProtection
CRLDistributionPoints CRL Distribution Points
csr gooooooda@)

ooooooooooobogooooooooo
0000000 (Certificate Signing Request)
oooooooooobooooboooooooo
000000 csrdO PKCS#10 (BASE64 encoded)
goooooobooooooboooooooooo
goOoooooOdOoooogoooooooooo
Oo0Oo00oooOo0ooooOboO0o0nDon cesrt
gooooooogd

Ooooooooooooooimoooooog
O O O Signature Algorithm Common Name( OO [
Oo0oooooooooooooooooooo
O000o0ooooooooDoooooooooo
Oo0oooooooooooooooooooon
O000ooo0oooooooooooooo
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[Acct-Authentic]
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000DOO0DbOO00O00D0O0DOO0OD000RadiusOOOOd
OoNASOOO0O0O0ODOO0OoDOOooooooooo
ggboooobuooboobboooboo

[Acct-Delay-Time]
000000000 0O0ODRADISOOODOODODOO
RADIUSOODOODODODOODOOODOOODODOODODOOO
gl oooooo
goobooddoddoddooooooooooooooo
ooooooooo

[Acct-Input-Octets]

000000000 0O0OORAISODODOODODOOO
goooooooooooopoopoooopopooo
000000000 0ODOAcct- Status-Typed Stop O O
00oo00o0o0o0ooooooooooooooooog

[Acct-Input-Packets]
0bobobooooooRrADISOOOOODODO
gdoooobooboobobooboooboobog
g0O0bO0b00O000Acct- Status-Type O Stop U O O
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(2)0 System, YYYY-MM-DD, hh:zmm:ss,RADIUS,,RADIUS stop
(3)0 System, YYYY-MM-DD, hh-mm:ss,RADIUS,RADIUS restart
(4)0 System, YYYY-MM-DD, hh:zmm:ss,system,peer up: PEER DEVICE (A.B.C.D)
(5)0 System, YYYY-MM-DD, hh:zmm:ss, system,peer down: PEER DEVICE (A.B.C.D)
(6)0 System, YYYY-MM-DD, hh:-mm:ss,system,peer up: A.B.C.D
(7)0 System, YYYY-MM-DD, hh:-mm:ss, system,peer down: A.B.C.D
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