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1. Policy Based IPsec E% %€
1-1. EE IP 7L A TOH#ra% E 5l (MainMode D F| )

1-1. B IP 7FL A TOE#HERTEHI (MainMode D FIF)

LAN_A 192.168.10.0/24 & LAN_B 192.168.20.0/24 D xyrT—2(Z8%% NXRA, NXR.B [T IPsec FoRIL%E
BEL. LAN BL@{EZFTREICLET . IPsec ZF AT B/L—E2D WAN I IP PRLRIEELIZEE IP PRLRIZ
BYET,

LAN_A : 192.168.10.0/24 LAN_B : 192.168.20.0/24
NXR_A O IPsec ) NXR_B
., _ —— (s —— - -
Eth0 Eth1 10.10.10.254  10.10.20. 254 Eth1 Eth0
192.168.10.100 |99 165 1. 1 10.10.10. 1 10.10. 20. 1 192.168.20.1 | 192 168.20.100
- _ —

IPsec ZFIfY HLTISAKMP RIS —, U RILRYS—RETENENUTOLSLGTAR—FILE
BETILELNHYET

XT 7AW THRESH TS TAR—HFLICEL TR, FREDI—F—XHAFEISBT S,
COFREFITIXISAKMP RS —(T7x—X1) THIATH5TOR—HFILIFLUTDESYTT,

AT ILTUX L SHA-1
EEETILTUR L AES-128
Diffie-Hellman(DH)% JL—7 Group5
xR DFRIEA X ERTHHH (Pre-Shared Key)
AL IT—3EF—F Main
FATRA L 10800(s)
DFREFI T, RILRYS—(Tz—X2) THATEITAR—FILIEUTOELSYTY,
FETITUX L ESP-SHA1-HMAC
ESETILTUR L ESP-AES128
Diffie-Hellman(DH)J JL— Group5
FATEA L 3600(s)

ERHERBIINMEIFER —DED (ZZTIE ipseckey) ZHRTETIALELHYET,
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1. Policy Based IPsec

RIE

1-1. E%E IP 7KL A TO#EKEERE B (MainMode D FIFH)

[ &EH ]
(NXR.A DE&TE)

nxr120#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr120(config)#thostname NXR_A

NXR_A(config)ttinterface ethernet 0O

NXR_A(config—if)#ip address 192.168.10.1/24
NXR_A(config—if)#exit

NXR_A(config)#ip route 0.0.0.0/0 10.10.10.254
NXR_A(config)#tipsec access—list LAN_B ip 192.168.10.0/24 192.168.20.0/24
NXR_A(config)ttipsec local policy 1
NXR_A(config—ipsec—local)#taddress ip
NXR_A(config—ipsec—local)#exit

NXR_A(config)ttipsec isakmp policy 1
NXR_A(config—ipsec—isakmp)#tdescription NXR_B
NXR_A(config—ipsec—isakmp)#tauthentication pre—share ipseckey
NXR_A(config—ipsec—isakmp)#hash shat
NXR_A(config-ipsec—isakmp)#encryption aes128
NXR_A(config—ipsec—isakmp)#tgroup 5
NXR_A(config-ipsec—isakmp)#lifetime 10800
NXR_A(config—ipsec—isakmp)#tisakmp—mode main
NXR_A(config—ipsec—isakmp)#remote address ip 10.10.20.1
NXR_A(config—ipsec—isakmp)#tkeepalive 30 3 periodic restart
NXR_A(config—ipsec—isakmp)#local policy 1
NXR_A(config—ipsec—isakmp)#exit

NXR_A(config)#tipsec tunnel policy 1
NXR_A(config—ipsec—tunnel)#description NXR_B
NXR_A(config—ipsec—tunnel)#negotiation-mode auto
NXR_A(config—ipsec—tunnel)#set transform esp—aes128 esp—shal—hmac
NXR_A(config—ipsec—tunnel)#set pfs groupb
NXR_A(config-ipsec—tunnel)#set sa lifetime 3600
NXR_A(config-ipsec—tunnel)#set key—exchange isakmp 1
NXR_A(config—ipsec—tunnel)#match address LAN_B
NXR_A(config—ipsec—tunnel)#exit

NXR_A(config)ttinterface ethernet 1

NXR_A(config—if)#ip address 10.10.10.1/24
NXR_A(config—if)#fipsec policy 1

NXR_A(config—if)#exit

NXR_A(config)#texit

NXR_A#save config
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1. Policy Based IPsec

RIE

1-1. E%E IP 7KL A TO#EKEERE B (MainMode D FIFH)

(NXRB D&E]

nxr120#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr120(config)#thostname NXR_B

NXR_B(config)ttinterface ethernet 0

NXR_B(config—if)#ip address 192.168.20.1/24
NXR_B(config—if)#exit

NXR_B(config)#ip route 0.0.0.0/0 10.10.20.254
NXR_B(config)#tipsec access—list LAN_A ip 192.168.20.0/24 192.168.10.0/24
NXR_B(config)ttipsec local policy 1
NXR_B(config—ipsec—local)#taddress ip
NXR_B(config—ipsec—local)#exit

NXR_B(config)#tipsec isakmp policy 1
NXR_B(config—ipsec—isakmp)#tdescription NXR_A
NXR_B(config—ipsec—isakmp)#authentication pre—share ipseckey
NXR_B(config—ipsec—isakmp)#hash shat
NXR_B(config-ipsec—isakmp)#encryption aes128
NXR_B(config—ipsec—isakmp)#tgroup 5
NXR_B(config-ipsec—isakmp)#lifetime 10800
NXR_B(config—ipsec—isakmp)#tisakmp—mode main
NXR_B(config—ipsec—isakmp)#remote address ip 10.10.10.1
NXR_B(config—ipsec—isakmp)#tkeepalive 30 3 periodic restart
NXR_B(config-ipsec—isakmp)#local policy 1
NXR_B(config—ipsec—isakmp)#texit

NXR_B(config)ttipsec tunnel policy 1
NXR_B(config—ipsec—tunnel)#description NXR_A
NXR_B(config—ipsec—tunnel)#negotiation-mode auto
NXR_B(config—ipsec—tunnel)#set transform esp—aes128 esp—shal—hmac
NXR_B(config—ipsec—tunnel)#set pfs groupb
NXR_B(config-ipsec—tunnel)#set sa lifetime 3600
NXR_B(config—ipsec—tunnel)#set key—exchange isakmp 1
NXR_B(config—ipsec—tunnel)#tmatch address LAN_A
NXR_B(config—ipsec—tunnel)#exit

NXR_B(config)ttinterface ethernet 1

NXR_B(config—if)#ip address 10.10.20.1/24
NXR_B(config-if)#tipsec policy 1

NXR_B(config—if)#texit

NXR_B(config)#texit

NXR_B#save config
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1. Policy Based IPsec E% %€
1-1. EE IP 7L A TOH#ra% E 5l (MainMode D F| )

[ BREHIFDR ]

(NXR.A DE&E]

1. GRRME DR E>

[ nxr120(config)#hostname NXR_A
RARE%E NXRA ERELET,

2. <Ethernet0 1A 7x—RAERE >

NXR_A(config)#tinterface ethernet 0
NXR_A(config-if)#ip address 192.168.10.1/24

Ethernet0 12271 —AD IP PRL A2 192.168.10.1/24 2% FELET .

3. KRETAVII—IEETE >
| NXR_A(config)#ip route 0.0.0.0/0 10.10.10.254

TIAIWMIL—FERELET S — I/ TRLRIZEFIL—FD IP PRLAFEZELET,

4. <IPsec 7R RFRE>
| NXR_A(config)ttipsec access—list LAN_B ip 192.168.10.0/24 192.168.20.0/24 |
Policy Based IPsec Tl&. IPsec 7VERY AP THRELIZIL—ILIZEDE IPsec TESP LT EMESHAIRE

ENFET, Ko T . STTHRELEET, BBEIPTRLRIZYYF LI/ A ybh Psec DATEILIE R FELY
F7,

CCTIE IPsec 7UHRYRME%E LANB &L EETTIP PR X 192.168.10.0/24, 585 IP 7L X
192.168.20.0/24 #/ELE T,

5. <IPsec O—AJLARYL—ERE >
[ NXR_A(config)#tipsec local policy 1
IPsec A—AILR)—1%/RELET,

| NXR_A(config-ipsec—local)#address ip

IPsec o RILDEIETT IP PRLRAZEHELET .

ZDIPF7RLRIE, AR TT—REKTET ipsec policy 1 EHEELI=A2VFTT—AD IP PRLANEHEIMIZHRTE
EnFET,

6. <IPsec ISAKMP RIS —E&E >
[ NXR_A(config)#tipsec isakmp policy 1
NXRB &M IPsec #EH CEAT S ISAKMP RS —12 R ELET,

| NXR_A(config-ipsec—isakmp)#description NXR B
ISAKMP 7R —1DERBAEL T, ST TIENXRB EERELET

| NXR_A(config—ipsec—isakmp)#tauthentication pre—share ipseckey
FREEAKEL T pre—share(FERIL AR #EIRL. FATHEEHEL Tipseckey ZRELFET,
COEFRFEIL. RO NXR ERCEZHRETIDLELAHYET .
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1. Policy Based IPsec E% %€
1-1. EE IP 7L A TOH#ra% E 5l (MainMode D F| )

| NXR_A(config-ipsec—isakmp)#hash shaf

PET7ILTURLERELES . COTlE shal ERELET S

| NXR_A(config-ipsec—isakmp)#encryption aes128

EEILTILTVXLERELETS . CCTlE aes128 E/ELET

| NXR_A(config-ipsec—isakmp)#group 5

Diffie—Hellman(DH)Z IL— 7%/ ELE T, CZ Tl group 5 ZRELET,

| NXR_A(config-ipsec—isakmp)#lifetime 10800

ISAKMP SA DA 734 LERELET, ZZTIX 10800 EHRELET,

| NXR_A(config-ipsec—isakmp)#isakmp—mode main

IJ1—R1DARITVI—3 0 F—FEBELET, CCTIE IPsec ZERAT B/IL—2D WAN il IP FRL AHNED
[CEEIP FRLAD=8H, A E—REHRELET,

| NXR_A(config-ipsec—isakmp)#remote address ip 10.10.20.1

@@ NXR O WAN {8 IP PRLRZHRFELES . CTIEXIE D NXR 0 WAN {8] IP 7RL R 10.10.20.1 25X E
LET.

| NXR_A(config-ipsec—isakmp)#keepalive 30 3 periodic restart

IKE KeepAlive(DPD)%E&E L EJ . DPD(Dead Peer Detection)ld ISAKMP SA ZEStR 3 ZHLRET. X AD NXR
@D WAN BITEENRELLIGELEECENEZREL, WEMAL TS SA ZHIBRLZY SA ZHIBRLTE®
OV I—2av% 7oV 5L EDHENHYET,

%# DPD (FEICEEAMISEEINSDITTIIAL AED NXR KU IPsec /37 ybaZELTLSIGEIF.
DPD /\rykMFEEFITHONEE A,

CCTIXER%E 30 BT 3 ERSAE1TL), keepalive LBRBFIZ SA #HIBRL. IKE DRI IT—avEH
1adBHESICHRELET,

| NXR_A(config-ipsec—isakmp)#local policy 1

BEDIT%1T5 IPsec A—AILRY S —%EELET .
CC Tl IPsec O—AJLARY S —1 EBEED ITEITLET,

7. <IPsec b HRJILIRYS —ERTE>

| NXR_A(config)#ipsec tunnel policy 1

NXRB & IPsec i CHERT A RILRI—1EHRELET .

| NXR_A(config-ipsec—tunnel)#description NXR_B

Fo IR —1DERBAEL T, CSTIENXRB ERELET,

| NXR_A(config-ipsec—tunnel)#negotiation—-mode auto
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1. Policy Based IPsec E% %€
1-1. EE IP 7L A TOH#ra% E 5l (MainMode D F| )

Psec RYL—DRILI—LavE—RERELFET . COREICLOTRIVI—LavaELRKLEY, &
[CODEBHERLEL RISV I —2aVERIBLIEVNEN IR EMNFIRETT
CCTRERIVI—2avE—FZauto [TRELFET . CHICKYITELNLRIL I —a vz T 5 ENT
3

| NXR_A(config-ipsec—tunnel)#set transform esp—aes128 esp—shal—hmac
IPsec hY IR —THERTENSV R TH—L(TAR—FILVERELET .
CCTI BEEIE7ILT X Ls esp—aes128, FREE7 /L) X L esp-shal-hmac ZEXELE T,

| NXR_A(config-ipsec—tunnel)#set pfs group5
PFS(Perfect Forward Secrecy) DEETEEFNIZHES DH T IIL—TEHTELETT,
ZZTIEPFS#HEAL.DH Y IL—TFELT groups #RELET

| NXR_A(config-ipsec—tunnel)#set sa lifetime 3600
IPsec SA DA TRALEHRFELET , CCTIE 3600 MEFRELFET

| NXR_A(config-ipsec—tunnel)#set key—exchange isakmp 1
BEED+%175 ISAKMP RYS—%HEELET,
CCTIL ISAKMP RS —1 EBEEDHEFITVVET,

| NXR_A(config-ipsec—tunnel)#match address LAN_B
#HT S IPsec 7O ERJRNERELET

CCTlE IPsec 7OEAYAN LANB ZEHELET,

8. <Ethernetl /A7 —RAERE >

NXR_A(config)#finterface ethernet 1
NXR_A(config-if)#ip address 10.10.10.1/24

Ethernet! 12271 —XM IP PRLAELT 10.10.10.1/24 2B ELET .

| NXR_A(config-if)#ipsec policy 1

DA BTT—AD IPsec FURILDIURRA UMD ESHRELET .
CCTHETBHDIL., IPsec A—HILIRYL—LEYET,

ZCTlE IPsec O—HILR) O —12BRELET .

(NXRB D% 7E]

1. <IRREDEE >

[ nxr120(config)#hostname NXR B
RAR%%ENXRB ERELET,
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1. Policy Based IPsec E% %€
-1. BRE IP 7FL A TO##RR E 5] (MainMode D F| )

2. <Ethernet0 1227 —RAERE >

NXR_B(config)#interface ethernet 0
NXR_B(config-if)#ip address 192.168.20.1/24

Ethernet0 12271 —AD IP PRL A2 192.168.20.1/24 2% FELET .

3. <RATAVIIN—FERED>
[ NXR_B(config)#ip route 0.0.0.0/0 10.10.20.254
TIHIWMIL—FERELET S ITATRLRFLEGIIL—EDIP PRLRAZERELET,

4. <IPsec P7OUHLRIJRMERTE>
| NXR_B(config)ttipsec access—list LAN_A ip 192.168.20.0/24 192.168.10.0/24 |
Policy Based IPsec Tl&. IPsec 7R AR TEHRELIL—ILIZEDE IPsec TESP b T EMESIHIRE

INFET, Ko T SSTHRELIEET, FEEIP FRLRIZTYFLIZ/ Ay IPsec DATILIE R F EEY
EX P

CCTIX IPsec 7UEAYRAM%ZE LANA EL.EEX IP 7RL R 192.168.200/24, 58% IP 7KL X
192.168.10.0/24 %X FELET

5. <IPsec O—AILARYS—EETE>

NXR_B(config)#ipsec local policy 1
NXR_B(config—ipsec—local)#address ip

IPsec A—AILARYL—1ZHRELET .

IPsec FoRILDZEETIP PRLRAZERELET .

CDIPFRLARIE, /23T —REKTET ipsec policy 1 EFRELF-ARTT—AD IP FRLU AN EERIIZERTE
INET,

6. <IPsec ISAKMP 7R|JS—ERTE >
NXR_B(config)#ipsec isakmp policy 1
NXR_B(config—ipsec—isakmp)#tdescription NXR_A
NXR_B(config—ipsec—isakmp)#tauthentication pre—share ipseckey
NXR_B(config—ipsec—isakmp)#thash shal
NXR_B(config-ipsec—isakmp)#encryption aes128
NXR_B(config-ipsec—isakmp)#group 5
NXR_B(config-ipsec—isakmp)#lifetime 10800
NXR_B(config—ipsec—isakmp)#tisakmp—mode main
NXR_B(config—ipsec—isakmp)#tremote address ip 10.10.10.1
NXR_B(config-ipsec—isakmp)#keepalive 30 3 periodic restart
NXR_B(config—ipsec—isakmp)#local policy 1

NXRA & IPsec #E#E CEAT S ISAKMP RS — 1B ELET,

ISAKMP 7R —1DEHBAEL T, CETIE NXRA EERELET .

FRREAXEL T pre—share(FRTHAR) 2B IRL. BRTHBEBRLELL Tipseckey #ERELFET S

COFREL. MmO NXR EEILEZHRET IDENHYET,

%[ NXR @ WAN {8 IP 7RL R&ELT 10.10.101 2R ELET

ZDMDFZRFEANEIENXRA LEFETT DT, ML, 6. <IPsec ISAKMP RS —BTE>ETSHBT I,
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1. Policy Based IPsec E% %€
1-1. EE IP 7L A TOH#ra% E 5l (MainMode D F| )

7. <IPsec hRILRYS—ERTE>
NXR_B(config)#ipsec tunnel policy 1
NXR_B(config-ipsec—tunnel)#description NXR_A
NXR_B(config—ipsec—tunnel)#negotiation—mode auto
NXR_B(config—ipsec—tunnel)#set transform esp—aes128 esp—shal—hmac
NXR_B(config-ipsec—tunnel)#set pfs group5
NXR_B(config-ipsec—tunnel)#set sa lifetime 3600
NXR_B(config-ipsec—tunnel)#set key—exchange isakmp 1
NXR_B(config-ipsec—tunnel)#match address LAN_A

NXR.B &M IPsec i CREAT A RIILRIS—1EBRELET,

o RILR)S—1DERBAEL T, CSTIE NXRB EERELET,

CCTIXERT % IPsec 7UERURN LANA ZRELET,

ZOMDFREANRENXRA LRIETTOT, H#MlllE 7. <IPsec FYRIVKRYS—ERES>ETSHETSLY,

8. <Ethernetl /A7 —RAEE >

NXR_B(config)#tinterface ethernet 1
NXR_B(config-if)#ip address 10.10.20.1/24

Ethernet! 12271 —AM IP PRLAELT 10.10.20.1/24 2B ELET .

| NXR_B(config-if)#ipsec policy 1

DA BTT—AD IPsec FURILDIURRA UMD ESHRELET .
CCTHETBHDIL., IPsec A—HILRYL—LIEYET,

ZCTlX IPsec O—AHILR) S —12HRELET .

[ RVaLnEEH ]

LAN A @/3Ja> LAN B /33y
IP7FLZR 192.168.10.100 192.168.20.100
HITRIRTRY 255.255.255.0 255.255.255.0
TIHINT =k A 192.168.10.1 192.168.20.1
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1. Policy Based IPsec E% %€
1-2. BB IP 7L AT ##ta% FE 5 (AggressiveMode D Fl| )

1-2. B8 IP 7RL XA TO#EHR % TE 5 (AggressiveMode D F| )

NXR @ WAN f8] IP 7RL RADEHD=UNIZEHBEHH) IP PRLRIRIETY IPsec #FIBATAHZEMNAIEETT,
F=F2LE5—A D NXR D WAN Il IP PRL R XEE IP PRLANRBHEELLZYET,

LAN_A : 192.168.10.0/24 LAN_B : 192.168.20.0/24
NXR_A O IPsec ) NXR_B
., _ ——{ s —— - -
Eth0 Eth1 10.10.10.254  10.10.20. 254 Eth1 Eth0
192.168.10.100 | 99 168 1. 1 10.10.10. 1 DHCPT M 192.168. 20,1 | 192 168.20.100
IP7 KL X EEES
- _ —

IPsec FRILEREET DHRIE. BTEIRIP 7FRLAD NXR DO RTT—a #FIBLET .

IPsec #F|FA9 5L TISAKMP RS —, FURILRYS—FRETUTOLSLTOR—FILEERET S
BENHYET,

XTIV TRESNTOSTAR—FILICEAL T EREDI—F—XAAFETSET L,
COFREFITIXISAKMP R —(T7x—X1) THIATH5TOR—HFILIFLUTDESYTT,

ST ILTUX L SHA-1
EEETILTUR L AES-128
Diffie-Hellman(DH)% JL—7 Group5
xR DFRIEA X ERTHHH (Pre-Shared Key)
FIT— 3 F—K Aggressive
FATRA L 10800(s)
DFREFI T, RILRYS—(Tz—X2) THATEITAR—FILIEUTOELSYTY,
FETITUX L ESP-SHA1-HMAC
ESETILTUR L ESP-AES128
Diffie-Hellman(DH)J JL— Group5
FATEA L 3600(s)

ERHERBIINMEIFER —DED (ZZTIE ipseckey) ZHRTETIALELHYET,
CDETIE NXRB @ WAN Il IP PRLADERI IP PRLADT=H.IP PRLRAZID ELTHRIFAT S
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1. Policy Based IPsec E% %€
1-2. BB IP 7L AT ##ta% FE 5 (AggressiveMode D Fl| )

CENTEFEE A TDT=8 NXRA TI& ISAKMP 7R1) > —E%%E T remote identity . NXR_B Tl IPsec

A—AJLRY L —ERTE T self-identity #ERELET

(=) identity (X IKE DRI T—2 a3 BFIC NXRZHAITADITHERALET . TDT=8 self-identity (X
*tE D NXR D remote identity LR EEZEHEIDENHYET,
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1. Policy Based IPsec E% %€
1-2. BB IP 7L AT ##ta% FE 5 (AggressiveMode D Fl| )

[ &EH ]
(NXR.A DE&TE)

nxr120#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr120(config)#thostname NXR_A

NXR_A(config)ttinterface ethernet 0O

NXR_A(config—if)#ip address 192.168.10.1/24
NXR_A(config—if)#exit

NXR_A(config)#ip route 0.0.0.0/0 10.10.10.254
NXR_A(config)#tipsec access—list LAN_B ip 192.168.10.0/24 192.168.20.0/24
NXR_A(config)ttipsec local policy 1
NXR_A(config—ipsec—local)#taddress ip
NXR_A(config—ipsec—local)#exit

NXR_A(config)ttipsec isakmp policy 1
NXR_A(config—ipsec—isakmp)#tdescription NXR_B
NXR_A(config—ipsec—isakmp)#tauthentication pre—share ipseckey
NXR_A(config—ipsec—isakmp)#hash shat
NXR_A(config-ipsec—isakmp)#encryption aes128
NXR_A(config—ipsec—isakmp)#tgroup 5
NXR_A(config-ipsec—isakmp)#lifetime 10800
NXR_A(config—ipsec—isakmp)#tisakmp—mode aggressive
NXR_A(config—ipsec—isakmp)#tremote address ip any
NXR_A(config—ipsec—isakmp)#remote identity fqdn nxrb
NXR_A(config—ipsec—isakmp)ttkeepalive 30 3 periodic clear
NXR_A(config—ipsec—isakmp)#local policy 1
NXR_A(config-ipsec—isakmp)#exit

NXR_A(config)ttipsec tunnel policy 1
NXR_A(config—ipsec—tunnel)#description NXR_B
NXR_A(config—ipsec—tunnel)#negotiation-mode responder
NXR_A(config—ipsec—tunnel)#set transform esp—aes128 esp—shal—hmac
NXR_A(config—ipsec—tunnel)#set pfs groupb
NXR_A(config-ipsec—tunnel)#set sa lifetime 3600
NXR_A(config—ipsec—tunnel)#tset key—exchange isakmp 1
NXR_A(config—ipsec—tunnel)#match address LAN_B
NXR_A(config—ipsec—tunnel)#exit

NXR_A(config)ttinterface ethernet 1

NXR_A(config—if)#ip address 10.10.10.1/24
NXR_A(config-if)#ipsec policy 1

exiNXR_A(config—if)#exit

NXR_A(config)#texit

NXR_A#save config
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1. Policy Based IPsec E% %€
1-2. BB IP 7L AT ##ta% FE 5 (AggressiveMode D Fl| )

(NXRB D&E]

nxr120#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr120(config)#thostname NXR_B

NXR_B(config)ttinterface ethernet 0

NXR_B(config—if)#ip address 192.168.20.1/24
NXR_B(config—if)#exit

NXR_B(config)#tipsec access—list LAN_A ip 192.168.20.0/24 192.168.10.0/24
NXR_B(config)ttipsec local policy 1
NXR_B(config-ipsec—local)#address ip
NXR_B(config-ipsec—local#self-identity fqdn nxrb
NXR_B(config—ipsec—local)#exit

NXR_B(config)ttipsec isakmp policy 1
NXR_B(config—ipsec—isakmp)#tdescription NXR_A
NXR_B(config—ipsec—isakmp)#authentication pre—share ipseckey
NXR_B(config—ipsec—isakmp)#hash shat
NXR_B(config-ipsec—isakmp)#encryption aes128
NXR_B(config—ipsec—isakmp)#tgroup 5
NXR_B(config—ipsec—isakmp)#tisakmp—mode aggressive
NXR_B(config—ipsec—isakmp)#remote address ip 10.10.10.1
NXR_B(config—ipsec—isakmp)#tkeepalive 30 3 periodic restart
NXR_B(config—ipsec—isakmp)#local policy 1
NXR_B(config—ipsec—isakmp)#texit

NXR_B(config)ttipsec tunnel policy 1
NXR_B(config-ipsec—tunnel)#description NXR_A
NXR_B(config—ipsec—tunnel)#tnegotiation-mode auto
NXR_B(config—ipsec—tunnel)#set transform esp—aes128 esp—shal—hmac
NXR_B(config—ipsec—tunnel)#set pfs groupb
NXR_B(config-ipsec—tunnel)#set key—exchange isakmp 1
NXR_B(config-ipsec—tunnel)#tmatch address LAN_A
NXR_B(config-ipsec—tunnel)#exit

NXR_B(config)ttinterface ethernet 1

NXR_B(config—if)#ip address dhcp

NXR_B(config—if)#tipsec policy 1

exitNXR_B(config—if)#exit

NXR_B(config)#texit

NXR_B#save config
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1. Policy Based IPsec E% %€
1-2. BB IP 7L AT ##ta% FE 5 (AggressiveMode D Fl| )

[ BREHIFDR ]

(NXR.A DE&E]

1. GRRME DR E>

[ nxr120(config)#hostname NXR_A
RARE%E NXRA ERELET,

2. <Ethernet0 1A 7x—RAERE >

NXR_A(config)#tinterface ethernet 0
NXR_A(config-if)#ip address 192.168.10.1/24

Ethernet0 12271 —AD IP PRL A2 192.168.10.1/24 2% FELET .

3. <RATAVIIN—FERED>
[ NXR_A(config)#ip route 0.0.0.0/0 10.10.10.254
TIHIWMIL—FERELET S ITATRLRFEGIIL—EDIP PRLRAZERELET,

4. <IPsec P7OUHRIJRMERTE>
| NXR_A(config)ttipsec access—list LAN_B ip 192.168.10.0/24 192.168.20.0/24 |
Policy Based IPsec Tl&. IPsec 7R AR TEHRELIL—ILIZEDE IPsec TESP b T HMESHIRE

SINFET &oT . CITHRELIZEET, L IPTRLRIZYYFLIz/ A yk B IPsec DA T EILER R ELY
EX P

CC Tl IPsec 7R RAME%E LANB L. EETTIP 7L R 192.168.10.0/24, 585 IP 7L X
192.168.20.0/24 %X FELET

5. <IPsec A—AJLR)—ERE >
[ NXR_A(config)#tipsec local policy 1
IPsec O—AILKRYS—1%FFRELET,

[ NXR_A(config-ipsec—local)#address ip |
IPsec > RILDEETTIP PRLRAEIRELET

CDIPF7RLARIE, /12371 —REFETipsec policy 1 EHELI=AE3T—AD IP PRLANBEEIRIIZERTE
SNFET,

6. <IPsec ISAKMP 7R\ —E%E >
[ NXR_A(config)#tipsec isakmp policy 1
NXR_B & IPsec i CERT S ISAKMP /RS —1ZR/ELET,

[ NXR_A(config-ipsec—isakmp)#description NXR_B
ISAKMP R —1DEBAEL T, CCTIE NXRB EERELET

[ NXR_A(config-ipsec—isakmp)#authentication pre—share ipseckey
FREIARELT pre—share(FBERTHER) ZFIRL. FATHABEEL Tipseckey ZERELFET .
COERTEIX. ®ED NXR ERILEFRETIDHENHYET,
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1. Policy Based IPsec E% %€
1-2. BB IP 7L AT ##ta% FE 5 (AggressiveMode D Fl| )

| NXR_A(config-ipsec—isakmp)#hash shaf
BREE7 IOV A LERELET , C2Tld shal ZERELET,

| NXR_A(config-ipsec—isakmp)#encryption aes128
BB L T7INTVRLEFRELET . CCTlE aes128 R ELET,

| NXR_A(config-ipsec—isakmp)#group 5
Diffie—Hellman(DH)Y' L—J &R ELE T, ZZTld group 5 #RELFET

| NXR_A(config-ipsec—isakmp)#lifetime 10800
ISAKMP SA D54 734 LEHRELFET , CZTIE 10800 EEFZELET

| NXR_A(config-ipsec—isakmp)#isakmp—mode aggressive |
Jr—X1DARITVI—2avE—RERELET, ZZTlE IPsec ZFHTBIL—FD WAN il IP PRL AN F
BIEE IP PRLAD =, FI LY TE—REHRELET,

| NXR_A(config-ipsec—isakmp)#remote address ip any |
XA NXR @ WAN ] IP PRLRZERELET . CSTIEXTMD NXR @D WAN {8l IP 7REL XDV E# IP 7RL
ADTF=. any ZHRELET,

| NXR_A(config-ipsec—isakmp)#remote identity fqdn nxrb |
XA D NXR O identity ZEXELFEY o R EMNDEGIEHE (L. @D NXR O WAN ] IP 7RL XA ENH) 1P
TRLADT=&H.IPTRLAZID ELTHRIAYTHEMNTERV=HTY, CTIXID EL T nxrb & fadn AR T
BELET .

| NXR_A(config-ipsec—isakmp)#keepalive 30 3 periodic clear |
IKE KeepAlive(DPD)%#E8E L% 9, DPD(Dead Peer Detection)ld ISAKMP SA #ES2H 3 2148 T, XI[E SG D

WAN I TREENRELIIGELREICTAERAL ., WEFMMAL TS SAZHIBRLZY SAZHIBRLTERIT Y
I—2avE 1o T 5 EDEEEAHYFET .

%# DPD (FEICEEAMISEEINSDITTIIAL AED NXR &KUY IPsec /37 vbEZELTLSIGEIF.
DPD /\rykDFEERFITHOhEE A,

CCTIXEER%E 30 BT 3 @RS AE1TL), keepalive LBRBFIZ SA ZHIBRLET . IKE DRIV IT—ay
(FBAIRLEE A

| NXR_A(config-ipsec—isakmp)#local policy 1
BEDIT%#1TS IPsec O—AHILAR) S —ZEELET,
ZZTlE IPsec A—AILAR)—1 EBEAEDITEITLNET,

7. <IPsec hRILRYS—ERTE>
| NXR_A(config)#ipsec tunnel policy 1
NXRB &0 IPsec ¥ THEAT D RILKRYS—1EFRELET,
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1. Policy Based IPsec E% %€
1-2. BB IP 7L AT ##ta% FE 5 (AggressiveMode D Fl| )

| NXR_A(config-ipsec—tunnel)#description NXR_B
o RILR) S —1DERBAELT, ZSTIE NXRB ERELET,

| NXR_A(config-ipsec—tunnel)#negotiation—-mode responder |
Psec RYY—DRIVI—LaVE—RERELFT . COREICL>THRIVI—LavEeELMMLEEY., &
[CLDERHEELELARIT VI —avERIALGNELN IR EMNFRETT ,

CCTRAIDI—3VE—FZ responder [ZERELFT . cITEYITHohbWLINVESHIGEE(Rekey ZEL)
[CENTH, AT IT—avERBRT HEEHYFEEA,

| NXR_A(config-ipsec—tunnel)#set transform esp—aes128 esp—shal—hmac
IPsec hY IR —THEARTENS VR TH—L(TAR—FILVERELET .
CCTIX BBEIET7 LT X L esp-aes128, FREF7 /L) X L esp—shal-hmac ZRELE T,

| NXR_A(config-ipsec—tunnel)#set pfs group5
PFS(Perfect Forward Secrecy) DEETEEFNIZHES DH T IIL—TEHTELETT,
ZZTIEPFS #EAL.DH ¥ IL—FELT groups ZRELET .

| NXR_A(config-ipsec—tunnel)#set sa lifetime 3600
IPsec SA DA TRALEHRFELET , CCTIE 3600 MEFRELFET

| NXR_A(config-ipsec—tunnel)#set key—exchange isakmp 1
BEED+%175 ISAKMP RYS—%8ELET,
CCTIL ISAKMP RS —1 EBEED T EFITLVET,

| NXR_A(config-ipsec—tunnel)#match address LAN_B
#HT S IPsec 7O ERJRNERELET

CCTlE IPsec 7OEAYAN LANB ZHELET,

8. <Ethernetl /A7 —RAERE >

NXR_A(config)#finterface ethernet 1
NXR_A(config-if)#ip address 10.10.10.1/24

Ethernet! 124271 —AXMD IP PRLR&ELTI10.10.10.1/24 1% ELE T,

| NXR_A(config-if)#ipsec policy 1

DA BTT—AD IPsec FURILDIURRA UMD ESHRELET .
CCTHETBHDIL, IPsec A—HILRYL—LEYET,

ZCTlE IPsec O—HILR) O —1%2BRELET .
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1. Policy Based IPsec E% %€
1-2. BB IP 7L AT ##ta% FE 5 (AggressiveMode D Fl| )

(NXRB D& E)

1. <IRRAFEDHRE>

[ nxr120(config)#hostname NXR_B
RAME%E NXRB EERELET,

2. <Ethernet0 1A 7x—RAERE >

NXR_B(config)#interface ethernet 0
NXR_B(config-if)#ip address 192.168.20.1/24

Ethernet0 12271 —AD IP PRL A2 192.168.20.1/24 2% FELET .

3. <IPsec 7OtRRMRE >
| NXR_B(config)ttipsec access—list LAN_A ip 192.168.20.0/24 192.168.10.0/24 |
Policy Based IPsec Tl&. IPsec 7R AR TEHRELIL—ILIZEDE IPsec TESP b T EMESHIRE

INFET, Ko T SSTHRELEET, FEEIP FRLRIZYYFLIz/ Ay IPsec DATILIE R F LY
EX P

CC Tl IPsec 7V RYRAMBEZE LANA EL, EFETTIP 7L R 192.168.20.0/24, 585 IP 7L X
192.168.10.0/24 %X FELET

4. <IPsec A—AJLR)—ERE >
[ NXR_B(config)#tipsec local policy 1
IPsec O—AILKRYS—1%FFRELET,

[ NXR_B(config-ipsec-local)#address ip |
IPsec P RILDEIETTIP TRLRERELET

CDIPF7RLARIE, /12371 —REEFETipsec policy 1 EHELI=A3T—AD IP PRLANBEEIRIIZERTE
ENFEY,

[ NXR_B(config-ipsec—local)#self-identity fqdn nxrb |
AEBED identity ZIRELFET . ARENBHELIEHIL, WAN ] IP PRL AN EIRY IP PRLRADT=8 . xtHE
D NXR THREEBED IP PRLRAFE ID ELTHRELTHLIENTELRNZHTT, SSTIXID ELT nxrb % fadn
AFATHRELET,

5. <IPsec ISAKMP Ry —E&5E >

NXR_B(config)#ipsec isakmp policy 1
NXR_B(config—ipsec—isakmp)#tdescription NXR_A
NXR_B(config—ipsec—isakmp)#tauthentication pre—share ipseckey
NXR_B(config—ipsec—isakmp)#thash shal
NXR_B(config-ipsec—isakmp)#encryption aes128
NXR_B(config-ipsec—isakmp)#group 5
NXR_B(config-ipsec—isakmp)#lifetime 10800
NXR_B(config—ipsec—isakmp)#tisakmp—mode aggressive
NXR_B(config—ipsec—isakmp)#tremote address ip 10.10.10.1
NXR_B(config-ipsec—isakmp)#keepalive 30 3 periodic restart
NXR_B(config—ipsec—isakmp)#local policy 1

NXR_A & IPsec I THEBAT B ISAKMP 7/RYS — 1%/ ELET,
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1. Policy Based IPsec E% %€
1-2. BB IP 7L AT ##ta% FE 5 (AggressiveMode D Fl| )

ISAKMP RS —1DERBAEL T, CCTIE NXRA EERELET

FREIAKELT pre-—share(FRIHEH) ZFIRL. FRTH AR EL Tipseckey ZRELET

COFEFT. HED NXR ERILEZEZRETILENHYET

A @ NXR @ WAN fil IP 7FL &L T 10.10.10.1 R ELET

ZOMDEFEFERNEIEL NXRA LRIFETT DT, #FHMlld. 6. <IPsec ISAKMP RUYL—ERES>ETSRTELY,

6. <IPsec FoRILRYI—ERTE>
NXR_B(config)#ipsec tunnel policy 1
NXR_B(config—ipsec—tunnel)#description NXR_A
NXR_B(config-ipsec—tunnel)#negotiation—mode auto
NXR_B(config—ipsec—tunnel)#set transform esp—aes128 esp—shal—hmac
NXR_B(config-ipsec—tunnel)#set pfs group5
NXR_B(config-ipsec—tunnel)#set sa lifetime 3600
NXR_B(config-ipsec—tunnel)#set key—exchange isakmp 1
NXR_B(config—ipsec—tunnel)#match address LAN_A

NXRA & IPsec R THEAT A RILKRYS—1EFRELET,

FoRILR) S —1DEFBAELT, ZSTIE NXRA EERELET,

CCTIEERTVI—30F—FRFauto [THRELET . CNICKYITELNLRTLI—2 3V FMIRT 5IEMNT
EFET,

CCTIXERT % IPsec 7URRYRN LANA ZRELET .

ZDMDFRENEIENXRA LEAFETTOT, ML, 7. <IPsec FURILKRYS—BESHETSETIL,

7. <Ethernetl 1371 —RAKE >

NXR_B(config)#interface ethernet 1
NXR_B(config-if)#ip address dhcp

Ethernetl 12371 —AD IP FRLANEIR IP D1=6. DHCP U547 hELTEMET B LSITERELET,

| NXR_B(config-if)#ipsec policy 1 |
ZDABITT—AM IPsec FURILDIURIRA UM ELEDESRELET,

CCTHRETIDIE., Psec O—AILRY L —ERYETS,

CCTlE IPsec A—ALRY—1EFRELFET

[ RVavnBzEH )

LAN A @/\YaY LAN B ®/\VaY
IP7FLZR 192.168.10.100 192.168.20.100
YITRIRTRY 255.255.255.0 255.255.255.0
TIAINT—roxA 192.168.10.1 192.168.20.1
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1. Policy Based IPsec E% %€
1-3. RSA ARABERE S A X TO TR E 4

1-3. RSA RIS S A X TO EHERTEH

IKE D7x—X1TxE M NXR DFBEEIZ RSA ARAEBEESAREFIRTEHENTEET, RSA XHBERBESH
REFATIESILIKE DITT—X1 TAMUE—FEFERTIBNELRHYET,

LAN_A : 192.168.10.0/24 LAN_B : 192.168.20.0/24
NXR_A O IPsec ) NXR_B
., _ —— (s —— - -
Eth0 Eth1 10.10.10.254  10.10.20. 254 Eth1 Eth0
192.168.10.100 | 99 168 1. 1 10.10.10. 1 10.10. 20. 1 192.168.20.1 | 192 168.20.100
- _ —

RSA AR S AXEF AT IBEIXIKE DTT—RX1 TAIVE—REFERTILENHYET,
AFRIER A D NXR D ISAKMP RS —ERE THEALET DT, & NXR D ISAKMP R —ER E /I
FTICAMBEERLTHEDELHYFET,

RSA AFBESARXEFIATBH5E(E. & NXR D IPsec A—HJLR I —E&TE, ISAKMP RS —E%
FE T identity BREMNBAICGEYET,
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1. Policy Based IPsec E% %€
1-3. RSA A BABERE 5 A X TR EH

[ &EH ]
(NXR.A DE&TE)

nxr120#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr120(config)#thostname NXR_A

NXR_A(config)ttinterface ethernet 0O

NXR_A(config—if)#ip address 192.168.10.1/24

NXR_A(config—if)#exit

NXR_A(config)#ip route 0.0.0.0/0 10.10.10.254

NXR_A(config)#tipsec access—list LAN_B ip 192.168.10.0/24 192.168.20.0/24
NXR_A(config)ttipsec generate rsa—sig—key 1024

RSA-SIG KEY generating...

NXR_A(config)ttexit

NXR_A#show ipsec rsa—pub—key

RSA public key :
0sAQNe9Ghb4CNEaJully67aSxECLJDHhvndH10puMs6P8yGiTNIcGeSOQ8XEy8iYTst2bv022XUxSt37
RhORSIRiY1i83TXkQZbhndDCNJv+rtX/aro745MbJ9auXT1L5tda4C54S7SELboAtU28sD3si00wlzLW
tE7yRUqLP4ZiiNMw==

NXR_A#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
NXR_A(config)ttipsec local policy 1

NXR_A(config—ipsec—local)#address ip
NXR_A(config—ipsec—local)#self-identity fqdn nxra
NXR_A(config—ipsec—local)#texit

NXR_A(config)ttipsec isakmp policy 1
NXR_A(config-ipsec—isakmp)#description NXR_B
NXR_A(config—ipsec—isakmp)#authentication rsa—sig 0sAQOx8kE6uhZTvWMikunsy3uK5/7]
IkTXsCjQpgo4B+X64UAVeuxFQZ3KG3bzyjmyCbpktOxEiU+v1kFAAOAOXoDfgND+KAdEky/YWgQYzMuu
uu2uy/KB6E9JA24NACufugMagGSXch1fJ/6V5Qi9YtVd7TTWBkZQSZJJADBHs/YyYD9Q==
NXR_A(config-ipsec—isakmp)#thash shatl
NXR_A(config-ipsec—isakmp)#encryption aes128
NXR_A(config-ipsec—isakmp)#group 5

NXR_A(config—ipsec—isakmp)#lifetime 10800
NXR_A(config—ipsec—isakmp)#tisakmp—mode main
NXR_A(config—ipsec—isakmp)#remote address ip 10.10.20.1
NXR_A(config—ipsec—isakmp)#tremote identity fqdn nxrb
NXR_A(config—ipsec—isakmp)itkeepalive 30 3 periodic restart
NXR_A(config-ipsec—isakmp)#local policy 1
NXR_A(config—ipsec—isakmp)#exit

NXR_A(config)ttipsec tunnel policy 1
NXR_A(config—ipsec—tunnel)#description NXR_B
NXR_A(config—ipsec—tunnel)#negotiation-mode auto
NXR_A(config—ipsec—tunnel)#set transform esp—aes128 esp—shal—hmac
NXR_A(config-ipsec—tunnel)#set pfs group5
NXR_A(config—ipsec—tunnel)#set sa lifetime 3600
NXR_A(config—ipsec—tunnel)#tset key—exchange isakmp 1
NXR_A(config—ipsec—tunnel)#match address LAN_B
NXR_A(config—ipsec—tunnel)#exit

NXR_A(config)ttinterface ethernet 1

NXR_A(config—if)#ip address 10.10.10.1/24

NXR_A(config—if)#tipsec policy 1

NXR_A(config—if)#exit

NXR_A(config)#texit

NXR_A#tsave config
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(NXRB D&E]

nxr120#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr120(config)#thostname NXR_B

NXR_B(config)ttinterface ethernet 0

NXR_B(config—if)#ip address 192.168.20.1/24

NXR_B(config—if)#exit

NXR_B(config)#ip route 0.0.0.0/0 10.10.20.254

NXR_B(config)#tipsec access—list LAN_A ip 192.168.20.0/24 192.168.10.0/24
NXR_B(config)ttipsec generate rsa—sig—key 1024

RSA-SIG KEY generating...

NXR_B(config)#texit

NXR_B#show ipsec rsa—pub—key

RSA public key :
0sAQOx8KE6UhZTvWMikunsy3uK5/7jIkTXsCjQpgo4B+X64UAVeuxFQZ3KG3bzyjmyCbpktOxEiU+v1k
FAAOAOXoDfgND+KAdEky/YWqQYzMuuuu2uy/K6E9JA24NACufugMagGSXc51fJ/6V5Qi9YtVd7TWBKZQ
SZJJADBHs/YyYD9Q==

NXR_B#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
NXR_B(config)ttipsec local policy 1

NXR_B(config—ipsec—local)#address ip
NXR_B(config—ipsec—local)#self-identity fqdn nxrb
NXR_B(config—ipsec—local)#exit

NXR_B(config)ttipsec isakmp policy 1
NXR_B(config-ipsec—isakmp)#tdescription NXR_A
NXR_B(config—ipsec—isakmp)#authentication rsa—sig 0sAQNe9Ghb4CNEaJully67aSxECLJD
HhvndH10puMs6P8yGiTNIcGeSOQ8XEy8iYTst2bv022XUxSt37RhOR5IRiY 1i83TXkQZbhnJDCNJv+rt
X/aro745MbJ9auXT1L5tda4C54S7SELboAtU28sD3si00wlzLWtE7yRUgLP4ZiiNMw==
NXR_B(config-ipsec—isakmp)#hash sha1l
NXR_B(config-ipsec—isakmp)#encryption aes128
NXR_B(config—ipsec—isakmp)#tgroup 5

NXR_B(config—ipsec—isakmp)#lifetime 10800
NXR_B(config—ipsec—isakmp)#tisakmp—mode main
NXR_B(config—ipsec—isakmp)#remote address ip 10.10.10.1
NXR_B(config—ipsec—isakmp)#tremote identity fqdn nxra
NXR_B(config—ipsec—isakmp)itkeepalive 30 3 periodic restart
NXR_B(config—ipsec—isakmp)#local policy 1
NXR_B(config—ipsec—isakmp)#exit

NXR_B(config)ttipsec tunnel policy 1
NXR_B(config—ipsec—tunnel)#description NXR_A
NXR_B(config—ipsec—tunnel)#negotiation-mode auto
NXR_B(config—ipsec—tunnel)#set transform esp—aes128 esp—shal—hmac
NXR_B(config-ipsec—tunnel)#set pfs group5
NXR_B(config—ipsec—tunnel)#set sa lifetime 3600
NXR_B(config—ipsec—tunnel)#set key—exchange isakmp 1
NXR_B(config—ipsec—tunnel)#tmatch address LAN_A
NXR_B(config—ipsec—tunnel)#texit

NXR_B(config)ttinterface ethernet 1

NXR_B(config-if)#ip address 10.10.20.1/24

NXR_B(config—if)#tipsec policy 1

NXR_B(config—if)#exit

NXR_B(config)#texit

NXR_B#save config
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[ BREHIFDR ]

(NXR.A DE&E]

1. GRRME DR E>

[ nxr120(config)#hostname NXR_A
RARE%E NXRA ERELET,

2. <Ethernet0 1A 7x—RAERE >

NXR_A(config)#tinterface ethernet 0
NXR_A(config-if)#ip address 192.168.10.1/24

Ethernet0 12271 —AD IP PRL A2 192.168.10.1/24 2% FELET .

3. <RATAVIIN—FERED>
[ NXR_A(config)#ip route 0.0.0.0/0 10.10.10.254
TIHIWMIL—FERELET S ITATRLRFEGIIL—EDIP PRLRAZERELET,

4. <IPsec P7OUHRIJRMERTE>

[ NXR_A(config)ttipsec access—list LAN_B ip 192.168.10.0/24 192.168.20.0/24 |
Policy Based IPsec Tl&. IPsec 7R AR TEHRELIL—ILIZEDE IPsec TESP b T HMESHIRE
INFET, Ko T SSTHRELIEET, FEEIP FRLRIZTYFLIZ/ Ay IPsec DATILIE R F EEY
F79,

CC Tl IPsec 7UtEARYAMEZE LANB ELE{ETTIP 7RL R 192.168.10.0/24, 585 IP 7KL R
192.168.20.0/24 #/RELET .

5. <RSA Signature Key D {Ek >
[ NXR_A(config)#tipsec generate rsa—sig—key 1024

IPsec MDFBEETE AT % RSA Signature Key Z1ERLET . ZZTI& 1024bit THERLET

6. <RSA ABIRDFER>
NXR_A#show ipsec rsa—pub—key
RSA public key :
0sAQNe9Ghb4CNEaJully67aSxECLJDHhvndH10puMs6P8yGiTNIcGeSOQ8XEy8iYTst2bv022XUxSt37

RhORSIRiY1i83TXkQZbhndDCNJv+rtX/aro745MbJ9auXT1L5tda4C54S7SELboAtU28sD3si00wlzLW
tE7yRUgLP4ZiiNMw==

ERLLT= RSA NBHBEREZELET . CCTRIRSN-ABHB I XM D NXR @ IPsec ISAKMP 7R & —E&E T
FRALET,

7. <IPsec A—HhJLRY—E&E >
[ NXR_A(config)#tipsec local policy 1
IPsec O—HILKRYS—1%ERELET,

[ NXR_A(config-ipsec—local)#address ip |
IPsec FYRILDEETIP PRLRAERELE T,
CDIPF7RLARIE, /12371 —REFETipsec policy 1 EHELI=AE3T—AD IP PRL AN BEERIIZERTE
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ShFET,

| NXR_A(config-ipsec—local)#self-identity fqdn nxra |
KEBED identity R ELFET . RSA LFHREBESAXZF AT HZE L. identity FREMNMBAIZHEYET, 2
TIXID &L T nxra & fqdn AXTHRELET,

8. <IPsec ISAKMP 7R\ —E&7E >
| NXR_A(config)#ipsec isakmp policy 1
NXR_B & IPsec G THEAT S ISAKMP /RS — 1%/ ELE T,

| NXR_A(config-ipsec—isakmp)#description NXR_B
ISAKMP R —1DERBAEL T, CCTIE NXRB LR ELET S

NXR_A(config-ipsec—isakmp)#authentication rsa—sig 0sAQOx8kE6uhZ TvWMikunsy3uK5/7j
IkTXsCjQpgo4B+X64UAVeuxFQZ3KG3bzyjmyCbpktOxEiU+v1kF4AOAOXoDfgND+KAdEky/YWqQYzMuu
uu2uy/K6E9JA24NACuUfugMagGSXc51fJ/6V5Qi9YtVd7TWBKZQSZJJADBHs/YyYD9Q==

REEAXELT rsa—sig RFABESAR) ZFIRL.NXRB TERLE-ARBRERELEFT .. COREDHIE
TITX @D NXR D AFRBITERL THEDLELHYFET,

[ NXR_A(config-ipsec—isakmp)#hash shat
AT IINT)RLEERELET , Tl shal #/ELFET,

[ NXR_A(config-ipsec—isakmp)#encryption aes128
EEETINTVALERELEFT, CCTld aes128 R ELET,

[ NXR_A(config-ipsec—isakmp)#group 5
Diffie-Hellman(DH)J JL—T &% ELE T, ZZ Tl group 5 #RELET

| NXR_A(config-ipsec—isakmp)#lifetime 10800
ISAKMP SA DA 73 A LEFRELET , CZTIL 10800 EHRELET S

[ NXR_A(config-ipsec—isakmp)#isakmp—mode main |
Jr—X1DARITVI—2avE—RERELET . RSANHBES AREFEITZEEIE. AMMUE—FEFEHA
FTEDLENRHYET,

[ NXR_A(config-ipsec—isakmp)#remote address ip 10.10.20.1 |
D NXR O WAN il IP PRLRZEERFELET . CSTIERREOD NXR 0 WAN ] IP 7RL X 10.10.20.1 ZE%5E

Lij—o

| NXR_A(config—ipsec—isakmp)#tremote identity fqdn nxrb
X} I HEERF D identity #ERELFE T CCTILID ELT nxrb % fadn AXTHRELET

| NXR_A(config—ipsec—isakmp)itkeepalive 30 3 periodic restart
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IKE KeepAlive(DPD)%E&E L E 9 . DPD(Dead Peer Detection)ld ISAKMP SA ZEStR 3 ZHLRET. XA D NXR
@D WAN BITEENRELLIGELEECENEZREL, WEMAL TS SA ZHIBRLZY SA ZHIBRLTE S
OV I—2av% 7oV 9 5L EDRENHYET,

%# DPD (FEICEEAMISEEINDDITTIIAL AED NXR &KUY IPsec /37 vbEZELTLSIGEIF.
DPD /VrykDFEEFITHONEE A,

CCTIXER%E 30 BT 3 E'RSAE1TL), keepalive LBRBFIZ SA #HIBRL. IKE DRI IT—avEH
1adBHESICHRELET,

| NXR_A(config-ipsec—isakmp)#local policy 1

BEDIT%1T5 IPsec A—AILRY S —%EELET .
CC Tl IPsec O—AJILARY S —1 EBEEDITEITLET,

9. <IPsec FURIJILRYS—ERTE >

| NXR_A(config)#ipsec tunnel policy 1
NXRB &0 IPsec ¥ THEAT D RILKRYS—1EFRELET,

| NXR_A(config-ipsec—tunnel)#description NXR_B
o RILR)S—1DERBAELT, CSTIE NXRB ERELET,

| NXR_A(config-ipsec—tunnel)#negotiation—-mode auto

Psec RYL—DRIVI—LaVE—RERELFT . COREICL>THRIVI—LaveELMMLEEY. &
[CLAERHEELELARIT VI —avERIALGENELNIRENFRETT ,
CCTRERILI—2avE—FFauto ITERELET . CNITEYTELNoRI LI —2aVZRMIET H2ENT
CEXR

| NXR_A(config-ipsec—tunnel)#set transform esp—aes128 esp—shal—hmac
IPsec hY IR —THERTENSV R TH—L(TAR—F IV ERELET .
CCTIX BBEIET7 LT X L esp-aes128, FREE7 /L) X L esp—shal-hmac ZRELET,

| NXR_A(config-ipsec—tunnel)#set pfs group5
PFS(Perfect Forward Secrecy) DEETEEFNIZHES DH T IIL—TEHELETT,

CZTIEPFS ##AL.DH ZIL—FELT groups #/ELE T,

| NXR_A(config-ipsec—tunnel)#set sa lifetime 3600
IPsec SA DA TRALEHRELET , CCTIE 3600 MEFRELFET

| NXR_A(config-ipsec—tunnel)#set key—exchange isakmp 1
BEED+%175 ISAKMP RYS—%HEELET,
CCTIL ISAKMP RS —1 EBEEDHEFITVVET,

[ NXR_A(config-ipsec—tunnel)#match address LAN_B
#HT 5 IPsec 7O ERJRNERELET
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CCTlE IPsec 7OEAYAN LANB ZHELET,

10. <Ethernetl /2271 —RXE&E>

NXR_A(config)#finterface ethernet 1
NXR_A(config-if)#ip address 10.10.10.1/24

Ethernet! 12271 —AM IP PRLAELT 10.10.10.1/24 2B ELET .

| NXR_A(config-if)#ipsec policy 1

DA BTT—AD IPsec FURILDIURRA UMD ESHRELET
CCTHETBHDIL, IPsec A—HILIRYL—LIEYET,

ZCTlX IPsec O—HILR)—1%2BRELET .

(NXRB D% 7E]

1. <IRREDEE >

[ nxr120(config)#hostname NXR B
HRAMEZE NXRB ERELET .

2. <Ethernet0 /> 37x—XE&E >

NXR_B(config)#interface ethernet 0
NXR_B(config—if)#ip address 192.168.20.1/24

Ethernet0 122 7T—AMD IP PRLR[Z 192.168.20.1/24 % FELET .

3. KRETAYIIL—IERE>
| NXR B(config)#ip route 0.0.0.0/0 10.10.20.254
TIAIWML— b EERELES . ¥ —FIZAFRFLREERIIL—ED IP PRLRERELET,

4. <IPsec 7R RFRE>
| NXR_B(config)#tipsec access—list LAN_A ip 192.168.20.0/24 192.168.10.0/24 |
Policy Based IPsec Tl&. IPsec 7R AP THRELIZIL—ILIZEDE IPsec TESP b T EMESHAIRE

SNFET, Lo T . ISTHRELEETR, FBEIPTFRLRIZYYF LIz A yb A Psec DATEILIER FELY
F7,

CCTIE IPsec 7UEARYRME%E LANA EL.EEX IP 7RL R 192.168.200/24, 58% IP 7RFL X
192.168.10.0/24 #RELE T,

5. <RSA Signature Key D £ >
| NXR_B(config)ttipsec generate rsa—sig—key 1024
IPsec MFREETHEAY % RSA Signature Key ZERLFET . CCTIE 1024bit THERLET
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6. <RSA AEARDTER >

NXR_B#show ipsec rsa—pub—key

RSA public key :
0sAQOx8KE6UhZTvWMikunsy3uK5/7jlkTXsCjQpgo4B+X64UAVeuxFQZ3KG3bzyjmyCbpktOxEiU+v1k
F4AOAOXoDfgND+KAdEky/YWqQYzMuuuu2uy/K6E9JA24NACufugMagGSXc51fJ/6V5Qi9YtVd7TWBKZQ
SZJJADBHs/YyYD9Q==

YERLT- RSA NEABEREZELET , CCTRRSN=LBFREII X E D NXR @ IPsec ISAKMP 7R —E&ET
FERLET,

7. <IPsec O—AHILARY)—EKTE>
[ NXR_B(config)#tipsec local policy 1
IPsec A—AILR)—1%/RELET,

| NXR_B(config-ipsec—local)#address ip

IPsec o RILDEIETT IP PRLRAZHRELET .

ZDIPF7RLRIE, AVBTT—RERTET ipsec policy 1 EHEELI=AVFTT—AD IP PRLANEHEMIZHRTE
EnFET,

[ NXR_B(config-ipsec—local)#self-identity fqdn nxrb |
AREBOD identity #FHELFET . RSA LFARBEEAXZRAT HZEIL. identity FREMNBAIZHEYES, 22
TIELID LT nxrb % fadn AR TEHRELET .

8. <IPsec ISAKMP ;R\ —E&E >

NXR_B(config)ttipsec isakmp policy 1

NXR_B(config—ipsec—isakmp)#tdescription NXR_A
NXR_B(config—ipsec—isakmp)#tauthentication rsa—sig 0sAQNe9Ghb4CNEaJully67aSxECLJD
HhvndH10puMs6P8yGiTNIcGeSOQ8XEy8iYTst2bv022XUxSt37RhORSIRIY 1i83TXkQZbhnJDCNJv+rt
X/aro745MbJ9auXT1L5tda4C54S7SELboAtU28sD3si00wlzL WtE7yRUqLP4ZiiNMw==
NXR_B(config—ipsec—isakmp)#thash shal

NXR_B(config—ipsec—isakmp)#tencryption aes128

NXR_B(config-ipsec—isakmp)#group 5

NXR_B(config—ipsec—isakmp)tlifetime 10800

NXR_B(config-ipsec—isakmp)#isakmp—mode main

NXR_B(config-ipsec—isakmp)#remote address ip 10.10.10.1
NXR_B(config-ipsec—isakmp)#remote identity fqdn nxra
NXR_B(config—ipsec—isakmp)itkeepalive 30 3 periodic restart
NXR_B(config-ipsec—isakmp)#local policy 1

NXRA & IPsec #E#E CEAT S ISAKMP RS —12BELET,

ISAKMP /RS —1MEHBAEL T, CETIE NXRA EERELET .

REEARELT rsa—sig NRAREESAX) £BIRL.NXRA TERLEABRBERELES .. COREDHTE
TIZXME D NXR D AR IEERLTHEMLELNHYET,

A NXR @ WAN ] IP 7RL RELT 10.10.10.1 R ELET

%D NXR O identity #ERXELFET . CSTIXID ELT nxra % fagdn AR THRELET,
ZDMDEFERNEIEL NXRA LRIFETT DT, ##llld. 8. <IPsec ISAKMP RUL—ERTE>ETSBT LY,
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9. <IPsec hoRILKRYI—ERTE>
NXR_B(config)#ipsec tunnel policy 1
NXR_B(config—ipsec—tunnel)#description NXR_A
NXR_B(config—ipsec—tunnel)#negotiation—mode auto
NXR_B(config—ipsec—tunnel)#set transform esp—aes128 esp—shal—hmac
NXR_B(config-ipsec—tunnel)#set pfs group5
NXR_B(config-ipsec—tunnel)#set sa lifetime 3600
NXR_B(config-ipsec—tunnel)#set key—exchange isakmp 1
NXR_B(config—ipsec—tunnel)#match address LAN_A

NXRA & IPsec R THEAT A RILKRYS—1EFRELET,

FoRILR) S —1DEFBAELT, ZSTIE NXRA EERELET,

CCTIXERAT % IPsec 7UERYRN LANA ZRELET .

ZDMDFRENEIENXRA LRAFETTOT, FHMlE. 9. <IPsec FURILKRYS—BESHETSETIL,

10. <Ethernetl /2371 —RERTFE >

NXR_B(config)#interface ethernet 1
NXR_B(config—if)#ip address 10.10.20.1/24

Ethernetl £ 71—AMD IP PRLRAELT 10.10.20.1/24 #HFELET,

| NXR_B(config-if)#ipsec policy 1

ZDABITT—AM IPsec FURILDIURIRAUMELEDESRELET,
CCTHRET DD, IPsec O—AILRY L —ERBYETS,

CCTl& IPsec A—ALRY—1EF/RELFET .

[ RVavnBzEH )

LAN A ®/\YVaY LAN B ®/\V3aY
IP7FLR 192.168.10.100 192.168.20.100
HYITRIYRTRY 255.255.255.0 255.255.255.0
TIAINT—roxA 192.168.10.1 192.168.20.1
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1-4. X509 (TR EBRAZREE) AKX TOEHKRRTES

IKE D 7x—X1TxA D NXR EDFREEIC X509 (TP RIILBRRI) AREFIAT HEMNTEET,
RELTHIAT HIEBAEPHEIL, FutureNet RA )—XWFIE CA ETERICAEBELTHLELSHYET
(NXR TIEEIBAZ D FEITEITICEIETEE LB A) . X509 ARFMATSHIHAIEL IKE DTT—X1TASUE—
FEFERTILENHYET .

LAN_A : 192.168.10.0/24 LAN_B : 192.168.20.0/24
NXR_A O IPsec ) NXR_B
- . —— "
Eth0 Eth1 10.10.10.254  10.10.20. 254 Eth1 Eth0
192.168.10.100 |99 165 1. 1 10.10.10. 1 10.10. 20. 1 192.168.20.1 | 192 168.20.100
- _ —

X509 AXEFIATBHEE X TT—X1 TAMUE—FEERTIDELHYET,

X.509 THELLDHIEAELRIE NXR V) —XTIEFHTET HENTEEFEAD T, FutureNet RA &
)—ZXTRITTDIH. Fli& CAZETRHELTEDELHYET,

BIEEIBAZE (L. FTP 8K SSH IZKBAVR— M A[RETT . COEREFITIE FTP H—/3\hoD (1>
R—rETVET,

SFAEEFEEL TS Y —/3% 192.168.10.10, 192.168.20.10 £LFET,

H—/RIZE ENEN NXRA, NXRB DIL—2THEAT PEAELL TUTDIRAENRESN T
F7,

192.168.10.10 M H—/\ 192.168.20.10 M H—/\
AEAE 4 I7AIV% ALAES I7AIV%
CA I[BRE nxrCA.pem CAEEBRE nxrCA.pem

CRL nxrCRL.pem CRL nxrCRL.pem

NXR A FREEERZE nxraCert.pem NXR B FRSERRZE nxrbCert.pem
NXR_A & nxraKey.pem NXR_B i nxrbKey.pem

CCTCIREIBHEDILEFELT pem ZFALET,
(=) BIEAEILDERFEIZPEM A —I Y THLTIIRYFERF A BEEDTA— Y EDIEBAENE
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SMIT7AILDIEEF TEHBMIZHIBEINET . Ko TPEM DB AL pem,DER DB A (X der F
T= cer DILEFTHEIFNITHYEE Ao
HTT )L DES THREESN-BI7/ILIXERTRIENATEEE A,
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RIE

1-4. X509 (TR ILELEREE) AR TOEHEREHI

[ &EH ]
(NXR.A DE&TE)

nxr120#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr120(config)#thostname NXR_A

NXR_A(config)ttinterface ethernet 0O

NXR_A(config—if)#ip address 192.168.10.1/24

NXR_A(config—if)#exit

NXR_A(config)#ip route 0.0.0.0/0 10.10.10.254

NXR_A(config)#tipsec access—list LAN_B ip 192.168.10.0/24 192.168.20.0/24
NXR_A(config)ttipsec x509 enable

NXR_A(config)ttipsec x509 ca—certificate nxr ftp://192.168.10.10/nxrCA.pem
NXR_A(config)ttipsec x509 crl nxr ftp://192.168.10.10/nxrCRL.pem
NXR_A(config)ttipsec x509 certificate nxra ftp://192.168.10.10/nxraCert.pem
NXR_A(config)ttipsec x509 private—key nxra key ftp://192.168.10.10/nxraKey.pem
NXR_A(config)ttipsec x509 private—key nxra password nxrapass
NXR_A(config)ttipsec local policy 1

NXR_A(config—ipsec—local)#taddress ip

NXR_A(config—ipsec—local)#x509 certificate nxra
NXR_A(config-ipsec—local)#self-identity dn /C=JP/CN=nxra/E=nxra@example.com
NXR_A(config—ipsec—local)#exit

NXR_A(config)ttipsec isakmp policy 1
NXR_A(config—ipsec—isakmp)#description NXR_B
NXR_A(config—ipsec—isakmp)#authentication rsa—sig
NXR_A(config—ipsec—isakmp)#thash sha1
NXR_A(config-ipsec—isakmp)#encryption aes128
NXR_A(config—ipsec—isakmp)#group 5

NXR_A(config—ipsec—isakmp)#lifetime 10800
NXR_A(config—ipsec—isakmp)#tisakmp—mode main
NXR_A(config—ipsec—isakmp)#tremote address ip 10.10.20.1
NXR_A(config—ipsec—isakmp)#tremote identity dn /C=JP/CN=nxrb/E=nxrb@example.com
NXR_A(config-ipsec—isakmp)#keepalive 30 3 periodic restart
NXR_A(config—ipsec—isakmp)#local policy 1
NXR_A(config—ipsec—isakmp)#exit

NXR_A(config)ttipsec tunnel policy 1

NXR_A(config—ipsec—tunnel)#description NXR_B
NXR_A(config—ipsec—tunnel)#negotiation-mode auto
NXR_A(config-ipsec—tunnel)#set transform esp—aes128 esp—shal-hmac
NXR_A(config—ipsec—tunnel)#set pfs groupb
NXR_A(config—ipsec—tunnel)#set sa lifetime 3600
NXR_A(config—ipsec—tunnel)#set key—exchange isakmp 1
NXR_A(config—ipsec—tunnel)#tmatch address LAN_B
NXR_A(config—ipsec—tunnel)#texit

NXR_A(config)ttinterface ethernet 1

NXR_A(config—if)#ip address 10.10.10.1/24

NXR_A(config—if)#ipsec policy 1

NXR_A(config—if)#exit

NXR_A(config)#texit

NXR_A#tsave config
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(NXRB D&E]

nxr120#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr120(config)#thostname NXR_B

NXR_B(config)ttinterface ethernet 0

NXR_B(config—if)#ip address 192.168.20.1/24

NXR_B(config—if)#exit

NXR_B(config)#ip route 0.0.0.0/0 10.10.20.254

NXR_B(config)#tipsec access—list LAN_A ip 192.168.20.0/24 192.168.10.0/24
NXR_B(config)ttipsec x509 enable

NXR_B(config)ttipsec x509 ca—certificate nxr ftp://192.168.20.10/nxrCA.pem
NXR_B(config)ttipsec x509 crl nxr ftp://192.168.20.10/nxrCRL.pem
NXR_B(config)ttipsec x509 certificate nxrb ftp://192.168.20.10/nxrbCert.pem
NXR_B(config)ttipsec x509 private—key nxrb key ftp://192.168.20.10/nxrbKey.pem
NXR_B(config)ttipsec x509 private—key nxrb password nxrbpass
NXR_B(config)ttipsec local policy 1

NXR_B(config—ipsec—local)#taddress ip

NXR_B(config—ipsec—local)#x509 certificate nxrb
NXR_B(config—ipsec—local)#tself-identity dn /C=JP/CN=nxrb/E=nxrb@example.com
NXR_B(config—ipsec—local)#exit

NXR_B(config)ttipsec isakmp policy 1
NXR_B(config—ipsec—isakmp)#description NXR_A
NXR_B(config-ipsec—isakmp)#authentication rsa—sig
NXR_B(config—ipsec—isakmp)#thash sha1
NXR_B(config-ipsec—isakmp)#encryption aes128
NXR_B(config—ipsec—isakmp)#group 5

NXR_B(config—ipsec—isakmp)#lifetime 10800
NXR_B(config—ipsec—isakmp)#tisakmp—mode main
NXR_B(config—ipsec—isakmp)#tremote address ip 10.10.10.1
NXR_B(config—ipsec—isakmp)#tremote identity dn /C=JP/CN=nxra/E=nxra@example.com
NXR_B(config—ipsec—isakmp)#tkeepalive 30 3 periodic restart
NXR_B(config—ipsec—isakmp)#local policy 1
NXR_B(config—ipsec—isakmp)#exit

NXR_B(config)ttipsec tunnel policy 1

NXR_B(config—ipsec—tunnel)#tdescription NXR_A
NXR_B(config—ipsec—tunnel)#negotiation-mode auto
NXR_B(config—ipsec—tunnel)#tset transform esp—aes128 esp—shal—hmac
NXR_B(config—ipsec—tunnel)#set pfs group5
NXR_B(config—ipsec—tunnel)#set sa lifetime 3600
NXR_B(config—ipsec—tunnel)#set key—exchange isakmp 1
NXR_B(config-ipsec—tunnel)#tmatch address LAN_A
NXR_B(config—ipsec—tunnel)#exit

NXR_B(config)ttinterface ethernet 1

NXR_B(config—if)#ip address 10.10.20.1/24

NXR_B(config—if)#tipsec policy 1

NXR_B(config—if)#exit

NXR_B(config)ttexit

NXR_B#save config
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[ BREHIFDR ]

(NXR.A DE&E]

1. GRRME DR E>

[ nxr120(config)#hostname NXR_A
RARE%E NXRA ERELET,

2. <Ethernet0 1A 7x—RAERE >

NXR_A(config)#tinterface ethernet 0
NXR_A(config-if)#ip address 192.168.10.1/24

Ethernet0 12271 —AD IP PRL A2 192.168.10.1/24 2% FELET .

3. <RATAVIIN—FERED>
[ NXR_A(config)#ip route 0.0.0.0/0 10.10.10.254
TIHIWMIL—FERELET S ITATRLRFEGIIL—EDIP PRLRAZERELET,

4. <IPsec P7OUHRIJRMERTE>
| NXR_A(config)ttipsec access—list LAN_B ip 192.168.10.0/24 192.168.20.0/24 |
Policy Based IPsec Tl&. IPsec 7R AR TEHRELIL—ILIZEDE IPsec TESP b T HMESHIRE

SINFET &oT . CITHRELIZEET, L IPTRLRIZYYFLIz/ A yk B IPsec DA T EILER R ELY
EX P

CCTIX IPsec 7UERAYAM&ZE LANB EL.EET IP 7RL R 192.168.100/24, 58%E IP 7KL R
192.168.20.0/24 %X FELET

5. <X.509 DEFZIL>
[ NXR_A(config)ttipsec x509 enable

X.509 #REFHAMIZLET,

6. <CAEEAZEDHRE>
[ NXR_A(config)#tipsec x509 ca—certificate nxr ftp://192.168.10.10/nxrCA.pem
FTP H—/\192.168.10.10 (2355 CA SEBAZ I 71 JL nxrCApem A R—kLZET,

7. <CRL DERE>
[ NXR_A(config)#tipsec x509 crl nxr ftp://192.168.10.10/nxrCRL.pem
FTP H—/X192.168.10.10 [Z35 CRL 774 JL nxrCRL.pem A >h—kLET .

8. <NXRA FAFBIEAE DRE >
[ NXR_A(config)ttipsec x509 certificate nxra ftp://192.168.10.10/nxraCert.pem
FTP H#—/3192.168.10.10 3% NXR.A FA/ABASEEEBAZE 7 1)L nxraCertpem A R—kLFET,

9. <NXRA ABEZRDERTE >
[ NXR_A(config)#tipsec x509 private—key nxra key ftp://192.168.10.10/nxraKey.pem
FTP H#—/3192.168.10.10 284 NXRA FARE R T 71 )L nxraKey.pem A R—kLET,
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10. <NXRA BA#WHER/RIL—XDHE>

| NXR_A(config)#tipsec x509 private—key nxra password nxrapass
NXRA FAMZEED/INATL—XTHA nxrapass THRELET,
(&) NRIL—X#EREEILT H5E(E hidden AT aVE/ELET,

11. <IPsec O—AJILRY)—E&E >
| NXR_A(config)#ipsec local policy 1
IPsec A—ALR)—1%H/RELET,

| NXR_A(config-ipsec—local)#address ip |
IPsec FRILDZERETIP FRLAZFRELE T,

ZDIPTFRLRIE, /23T —RRTET ipsec policy 1 EEELI=A22T7T—AD IP PRL AN B EIRIIZERTE
SNET,

| NXR_A(config-ipsec—local)#x509 certificate nxra
X509 CH|BTAAEZIEELE T, ZZTlE 8. NXRA FHEFBAZ M E TR ELT= certificate name nxra
FRELET,

| NXR_A(config-ipsec—local)#self-identity dn /C=JP/CN=nxra/E=nxra@example.com |
KIEED identity ZERTELFE T, X.509 TlL. #235D identity [& DN(Distinguished Name) A CERE T DL EM
HYFET, TTDT, RFERNZFEBAEZ D DN F7=[F subject FEZHER TSN,

ZZ Tl&/C=JP/CN=nxra/E=nxra@example.com & ELFE T,

15 X509 FI AT HIHFE . identity X E (FAAICHEYET,

12. <IPsec ISAKMP RS —ER5E >
| NXR_A(config)#ipsec isakmp policy 1
NXR_B & IPsec G THEAT B ISAKMP /RS — 1%/ ELE T,

| NXR_A(config-ipsec—isakmp)#description NXR_B
ISAKMP R —1DERBAEL T, CCTIE NXRB LR ELET S

| NXR_A(config-ipsec—isakmp)#authentication rsa—sig
FREEARELT X509 ZFAT BIHE L. rsa—sig ZEIRLET,

| NXR_A(config-ipsec—isakmp)#hash shaf
FREE7 IOV R LERELET , C2Tld shal ZERELET,

| NXR_A(config-ipsec—isakmp)#encryption aes128
EE L 7INTVRLEFRELET . CCTlE aes128 R TELET,

| NXR_A(config-ipsec—isakmp)#group 5
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Diffie—Hellman(DH)Z IL— 7%/ ELE T, CZ Tl group 5 ZRELET,

| NXR_A(config-ipsec—isakmp)#lifetime 10800

ISAKMP SA DA 734 LERELET , ZZTIX 10800 WEHRELET,

| NXR_A(config-ipsec—isakmp)#isakmp—mode main

TJ1—X1DARTLI—a3VF—RERTELET X509 FFHATEERF AMVE—FEFERATILELAHY
9,

| NXR_A(config-ipsec—isakmp)#remote address ip 10.10.20.1

xtE D NXR 0 WAN Il IP 7RL RZERTELE S, TS TIERME D NXR 0 WAN 8] IP 7KL X 10.10.20.1 5% 5
LET.

| NXR_A(config-ipsec—isakmp)#remote identity dn /C=JP/CN=nxrb/E=nxrb@example.com

*f[E D NXR O identity X ELET

@D NXR 0 identity [ZB8L T+ DN(Distinguished Name) FX THREL T T D T, SREBTCRED NXR DEE
BHZ M DN F1=I% subject EHCHR TSN,

ZZ TlE/C=JP/CN=nxrb/E=nxrb@example.com & ELF T,

12E X509 #FI AT BIHE (L. identity FRE(THBIZHEVET,

| NXR_A(config-ipsec—isakmp)#keepalive 30 3 periodic restart

IKE KeepAlive(DPD)%E&E L EJ . DPD(Dead Peer Detection)ld ISAKMP SA ZEStR 3 ZHLRET. X AD NXR
D WAN BICEZENRKELIIBEREICZThERAML. WEMAL TS SA ZHIBRLIZY SA ZHIBRLTE®
OV I—2av% 7oV 5L EDHENHYET,

7% DPD [FEICEHMISEESINEHITTIEAL MED NXR &Y IPsec /3 ybEZELTVSHEEE.
DPD /\rykMFEEFITHOhEE A,

CCTIXEEMR%Z 30 RAFRT 3 @ RS AEITL). keepalive 2 BREFIZ SA ZHIRRL. IKE D RIS IT—a %6
1adBHESICHRELET,

| NXR_A(config-ipsec—isakmp)#local policy 1

BEDIT%1T5 IPsec A—AILRY S —%EELET .
CC Tl IPsec O—AJLARY S —1 EBEED ITEITLET,

13. <IPsec FoRILKRYS—ERE>

| NXR_A(config)#ipsec tunnel policy 1

NXRB & IPsec i CHERT A RILRI—1EHRELET .

| NXR_A(config-ipsec—tunnel)#description NXR_B

Fo IR —1DERBAEL T, CSTIENXRB ERELET,

| NXR_A(config-ipsec—tunnel)#negotiation—-mode auto

IPsec RUL—DRITLI—3 0 E—RERELET . CORTEICL>THRILI—LavEEHOMIALEY., #
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[CWODEBIEEEELART VI —a ERRLENEWNSRENRIEETT,
CCTIEIRTOI—230F—FR% auto ITRRELFET . CNICKYTELNLRILI—L 3 FRIRTHIED
TEET,

| NXR_A(config-ipsec—tunnel)#set transform esp—aes128 esp—shal—hmac
IPsec hY IR —THERTENSV R TH—L(TAR—F IV ERELET
CCTI BEEIE7ILT X Ls espaes128, FREE7 /L) X L esp-shal-hmac ZEXELE T,

| NXR_A(config-ipsec—tunnel)#set pfs group5
PFS(Perfect Forward Secrecy) DEETEEFNIZHES DH T IIL—TEHELETT,

CZTIEPFS ##AL.DH ZIL—FELT groups #/ELE T,

| NXR_A(config-ipsec—tunnel)#set sa lifetime 3600
IPsec SA DA TRALEHRFELET , CCTIE 3600 MEFRELFET

| NXR_A(config-ipsec—tunnel)#set key—exchange isakmp 1
BEED+%175 ISAKMP RYS—%HEELET,
CCTIL ISAKMP RS —1 EBEEDHEFITVVET,

| NXR_A(config-ipsec—tunnel)#match address LAN_B
#HT S IPsec 7O ERJRNERELET

CCTlE IPsec 7OEAYAN LANB ZEHELET,

14. <Ethernetl 12271 —RE&E>

NXR_A(config)#finterface ethernet 1
NXR_A(config-if)#ip address 10.10.10.1/24

Ethernet! 12271 —XM IP PRLAELT 10.10.10.1/24 2B ELET .

| NXR_A(config-if)#ipsec policy 1

DA BTT—AD IPsec FURILDIURRA UMD ESHRELET .
CCTHETBHDIL., IPsec A—HILIRYL—LEYET,

ZCTlE IPsec O—HILR) O —12BRELET .

(NXRB D% 7E]

1. <IRREDEE >

[ nxr120(config)#hostname NXR B
RAR%%E NXRB ERELET,

2. <Ethernet0 />3 7x—XE&E >

NXR_B(config)#interface ethernet 0
NXR_B(config—if)#ip address 192.168.20.1/24
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Ethernet0 12271 —AD IP PRL RA1Z192.168.20.1/24 2B FLET .

3. KRATAVIIW—IERE>
[ NXR_B(config)#ip route 0.0.0.0/0 10.10.20.254
TIHIWRIL—FERELET S —FIZATRLRIFEGIL—ED IP PRLREZRELET,

4. <IPsec 7O RJRMERE >
| NXR B(config)#ipsec access—list LAN_A ip 192.168.20.0/24 192.168.10.0/24 |
Policy Based IPsec Tld. IPsec 7R AL THRELIZIL—ILIZEDE IPsec TESP LT BMESHDIRTE

ENFET, &oT. ZITHRELERIETR, 5BEIP ZRLRIZRYF LI/ A yb i IPsec DA T EILIE R R ERY
9.

CCTIX IPsec 7UEARYRAMEZE LANA EL.EET IP 7RLR 192.168.200/24, 58% 1P 7RL X
192.168.10.0/24 %R ELE T,

5. <X509 DEMILHIUVERASEDHRE>

NXR_B(config)#ipsec x509 enable

NXR_B(config)#tipsec x509 ca—certificate nxr ftp://192.168.20.10/nxrCA.pem
NXR_B(config)ttipsec x509 crl nxr ftp://192.168.20.10/nxrCRL.pem
NXR_B(config)ttipsec x509 certificate nxrb ftp://192.168.20.10/nxrbCert.pem
NXR_B(config)#tipsec x509 private—key nxrb key ftp://192.168.20.10/nxrbKey.pem
NXR_B(config)#ipsec x509 private—key nxrb password nxrbpass

X509 #EEE AL, FAIAZOMERZD AU R— IS KURBFRICH T H/IRTIL—REHRELET A
UR—MIKBERTEIE NXRA LRIZETT DT, ###MllF 5. <X.509 DEZE>, 6. <CA FEBAEDRE >,

7. <CRL MF/HFE>, 8. <NXRA AABHRIIFAEDEE>, 9. <NXRA AMERDIRTE >,

10. <NXR A ARFR/ SAIL—XDE/ES>HFTSHETELY,

6. <IPsec O—AHJLARY) L —KE>
| NXR B(config)#ipsec local policy 1
IPsec A—ALR)—1%H/RELET,

| NXR B(config-ipsec—local)#address ip |
IPsec FRILDZERETIP FRLAZFRELE T,

ZDPFRLRIE, /23T —RRTET ipsec policy 1 EHEELI=A2TT—AD IP PRL AN B EIRIIZERTE
SNET,

| NXR B(config-ipsec—local)#x509 certificate nxrb
X.509 THIFBT BIIBAELEIEELET, COTIE 5. NXR B BABIRIIBAEDHRTE THRE LT certificate name
nxrb ZERELET

| NXR_B(config-ipsec—local)#self-identity dn /C=JP/CN=nxrb/E=nxrb@example.com |
KIEE D identity ZERTELFE T, X.509 TlL. #3235 identity [& DN(Distinguished Name) A CERE T DLEM
HYET, TY DT, REAEEBHAE D DN E7=[S subject FETHER TSN,
ZZTlE/C=JP/CN=nxrb/E=nxrb@example.com X ELE T,
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HE X509 =R AT BB AL, identity SBFEIXHBIZHYET,

7. <IPsec ISAKMP RS —E&E >

NXR_B(config)#ipsec isakmp policy 1
NXR_B(config—ipsec—isakmp)#tdescription NXR_A
NXR_B(config—ipsec—isakmp)#authentication rsa—sig
NXR_B(config—ipsec—isakmp)#thash shal
NXR_B(config—ipsec—isakmp)#tencryption aes128
NXR_B(config-ipsec—isakmp)#group 5
NXR_B(config-ipsec—isakmp)#lifetime 10800
NXR_B(config-ipsec—isakmp)#isakmp—mode main
NXR_B(config—ipsec—isakmp)#tremote address ip 10.10.10.1
NXR_B(config-ipsec—isakmp)#remote identity dn /C=JP/CN=nxra/E=nxra@example.com
NXR_B(config-ipsec—isakmp)#keepalive 30 3 periodic restart
NXR_B(config-ipsec—isakmp)#local policy 1

NXRA & IPsec ¥R THEAT S ISAKMP RS — 1% ELFET

ISAKMP RS —1DERBAEL T, CCTIE NXRA EERELET

REEAXELT X509 ZFI AT BB E(E. rsa—sig ZRIRLET

A @D NXR @D WAN fil IP 7FL R&ELT 10.10.10.1 R ELET

@D NXR 0 identity [ZB8L T+ DN(Distinguished Name) FX TRELE T D T, SREBTCKED NXR DEE
BIZ D DN F7=I4 subject EFTHER TSN,

ZOMDBEARILNXRA LRIZETT DT, ML 12. <IPsec ISAKMP RUS—RTE>ETSHBT I,

8. <IPsec FURIJILRYS—ERTE >

NXR_B(config)#ipsec tunnel policy 1
NXR_B(config-ipsec—tunnel)#description NXR_A
NXR_B(config—ipsec—tunnel)#negotiation—mode auto
NXR_B(config—-ipsec—tunnel)#set transform esp—aes128 esp—shal—hmac
NXR_B(config-ipsec—tunnel)#tset pfs group5
NXR_B(config-ipsec—tunnel)#set sa lifetime 3600
NXR_B(config-ipsec—tunnel)#set key—exchange isakmp 1
NXR_B(config-ipsec—tunnel)#match address LAN_A

NXRA &D IPsec R CREAT A RIILRS—1EHRELET,

o RILR)S—1DERBAELT, ST TIE NXRA EERELET,

CCTCIXERT % IPsec 7UERRANLANA ZRELET,

ZDMDFREANREIENXRA LFETT DT, ML 13. <IPsec P RILKRYS—EBES>ETSBTILY,

9. <Ethemetl /A7 —RERE>

NXR_B(config)#finterface ethernet 1
NXR_B(config-if)#ip address 10.10.20.1/24

Ethernet! 12271 —AXM IP PRLAELT 10.10.20.1/24 2B ELET .

[ NXR_B(config-if)#ipsec policy 1

ZDABATT—AMN IPsec FURILDIURIRAU R DBESERELET,
CCTHEETANDIL. IPsec A—HILRY S —EEYET,
ZCTlE IPsec O—HILR) S —12HRELET .

44/244



1. Policy Based IPsec E% %€
1-4. X.509 (T4 ERFREE) A X TO X E i

[ XVavnEEH ]

LAN A /N> LAN B ®/\YVaY
IP7FLR 192.168.10.100 192.168.20.100
HITRIYRTRY 255.255.255.0 255.255.255.0
TIHINT =k x4 192.168.10.1 192.168.20.1
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1-5. PPPoE ZFl| AL 7= IPsec $&#5EE% E fI

PPPoE £ TG4 IPsec #F|A T A EIEAEETT . CSTIFTT—X1TNXRA(EZVH) — NXRBHLR) fEIEA
AVE—F% NXRA(EV%) — NXRCHLR)REIET /Ly TE—FERALTERLTVET . BHIIT
[THLEFE D IPsec BAHATHBEIZITVEE A,
FEICTREBREANSDA U A—RYMT I ERE/HEIZT 51201, T1ILAEETE (SPI), NAT E&R3E (IP Y XA
L—F), DNS BREZITLET,

LAN_B : 192.168.20.0/24
LAN_A : 192.168.10.0/24 NXR_B
ppp0
10.10. 20. 1 -
] Eth0 4
192, 168. 20. 1 192.168. 20. 100
NXR_A
- — b
192.168. 10f. 100 EthO ppp0
192.168.10. 1 10.10.10.1
LAN_C : 192.168.30.0/24
-.. - NXR_C
v Illl
ppp0 EthO 4
IP7 FLXBBIERE 192.168.30. 1 192.1168. 30. 100

NXR A——NXRB fl[EA1E—F (BRTH A RIS ipseckeyl), NXRA——NXR C [IET7F Ly TE
— R (ERTEEEIL ipseckey2) ZFALET,

COFREHITIL. IPsec BETOWARBBEIXITLEEA,
BREDNSDA A= YT I 2REREEIZT 5128 NAT EIE (IP Y RAL—F) 074 J)LAEETE (SPI)
HELU DNS FBEFITLET

46/244



1. Policy Based IPsec E% %€
1-5. PPPoE % F| AL 7= IPsec ##i 5% 7E 1l

[ &EH ]
(NXR.A DE&TE)

nxr120#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr120(config)#thostname NXR_A

NXR_A(config)ttinterface ethernet 0O

NXR_A(config—if)#ip address 192.168.10.1/24
NXR_A(config—if)#exit

NXR_A(config)#ip route 0.0.0.0/0 ppp 0

NXR_A(config)ttip access—list ppp0_in permit any 10.10.10.1 udp 500 500
NXR_A(config)ttip access—list ppp0_in permit any 10.10.10.1 50
NXR_A(config)ttipsec access—list LAN_B ip 192.168.10.0/24 192.168.20.0/24
NXR_A(config)ttipsec access—list LAN_C ip 192.168.10.0/24 192.168.30.0/24
NXR_A(config)ttipsec local policy 1
NXR_A(config—ipsec—local)#address ip
NXR_A(config—ipsec—local)#exit

NXR_A(config)ttipsec isakmp policy 1
NXR_A(config—ipsec—isakmp)#tdescription NXR_B
NXR_A(config—ipsec—isakmp)#tauthentication pre—share ipseckey1
NXR_A(config-ipsec—isakmp)#hash shai
NXR_A(config—ipsec—isakmp)#encryption aes128
NXR_A(config—ipsec—isakmp)#tgroup 5
NXR_A(config—ipsec—isakmp)#lifetime 10800
NXR_A(config—ipsec—isakmp)#tisakmp—mode main
NXR_A(config—ipsec—isakmp)#tremote address ip 10.10.20.1
NXR_A(config-ipsec—isakmp)#keepalive 30 3 periodic restart
NXR_A(config—ipsec—isakmp)#local policy 1
NXR_A(config—ipsec—isakmp)#exit

NXR_A(config)ttipsec tunnel policy 1
NXR_A(config—ipsec—tunnel)#description NXR_B
NXR_A(config—ipsec—tunnel)#negotiation-mode auto
NXR_A(config-ipsec—tunnel)#set transform esp—aes128 esp—shal-hmac
NXR_A(config—ipsec—tunnel)#set pfs groupb
NXR_A(config—ipsec—tunnel)#set sa lifetime 3600
NXR_A(config—ipsec—tunnel)#set key—exchange isakmp 1
NXR_A(config—ipsec—tunnel)#match address LAN_B
NXR_A(config—ipsec—tunnel)#exit

NXR_A(config)ttipsec isakmp policy 2
NXR_A(config—ipsec—isakmp)#description NXR_C
NXR_A(config—ipsec—isakmp)#authentication pre—share ipseckey?2
NXR_A(config—ipsec—isakmp)#hash shatl
NXR_A(config-ipsec—isakmp)#encryption aes128
NXR_A(config—ipsec—isakmp)#tgroup 5
NXR_A(config-ipsec—isakmp)#lifetime 10800
NXR_A(config—ipsec—isakmp)#tisakmp—mode aggressive
NXR_A(config—ipsec—isakmp)#tremote address ip any
NXR_A(config—ipsec—isakmp)#tremote identity fqdn nxrc
NXR_A(config—ipsec—isakmp)ttkeepalive 30 3 periodic clear
NXR_A(config—ipsec—isakmp)#local policy 1
NXR_A(config-ipsec—isakmp)#exit

NXR_A(config)#ipsec tunnel policy 2
NXR_A(config—ipsec—tunnel)#description NXR_C
NXR_A(config—ipsec—tunnel)#negotiation-mode responder
NXR_A(config—ipsec—tunnel)#set transform esp—aes128 esp—shal—hmac
NXR_A(config—ipsec—tunnel)#set pfs groupb
NXR_A(config-ipsec—tunnel)#set sa lifetime 3600
NXR_A(config—ipsec—tunnel)#tset key—exchange isakmp 2
NXR_A(config—ipsec—tunnel)#tmatch address LAN_C
NXR_A(config—ipsec—tunnel)#exit

NXR_A(config)ttinterface ppp 0

NXR_A(config—ppp)#ip address 10.10.10.1/32
NXR_A(config—ppp)#ip masquerade
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NXR_A(config—ppp)#ip access—group in ppp0._in
NXR_A(config—ppp)#ip spi—filter
NXR_A(config—ppp)#ip tcp adjust—-mss auto
NXR_A(config—ppp)#no ip redirects
NXR_A(config—ppp)#ppp authentication auto
NXR_A(config—ppp)#ppp username test1@centurysys password test1pass
NXR_A(config—ppp)#ipsec policy 1
NXR_A(config—ppp)#exit
NXR_A(config)ttinterface ethernet 1
NXR_A(config—if)#no ip address
NXR_A(config—if)#pppoe—client ppp 0
NXR_A(config—if)#exit

NXR_A(config)#dns
NXR_A(config—dns)#service enable
NXR_A(config—dns)#exit

NXR_A(config)ttexit

NXR_A#save config

(NXRB DE&E]

nxr120#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr120(config)#hostname NXR_B

NXR_B(config)ttinterface ethernet 0

NXR_B(config—if)#ip address 192.168.20.1/24
NXR_B(config—if)#exit

NXR_B(config)ttip route 0.0.0.0/0 ppp 0

NXR_B(config)#ip access—list ppp0_in permit 10.10.10.1 10.10.20.1 udp 500 500
NXR_B(config)#ip access—list ppp0_in permit 10.10.10.1 10.10.20.1 50
NXR_B(config)#tipsec access—list LAN_A ip 192.168.20.0/24 192.168.10.0/24
NXR_B(config)ttipsec local policy 1
NXR_B(config—ipsec—local)#address ip
NXR_B(config—ipsec—local)#exit

NXR_B(config)ttipsec isakmp policy 1
NXR_B(config—ipsec—isakmp)#tdescription NXR_A
NXR_B(config—ipsec—isakmp)#authentication pre—share ipseckey1
NXR_B(config—ipsec—isakmp)#hash shat
NXR_B(config—ipsec—isakmp)#encryption aes128
NXR_B(config—ipsec—isakmp)#tgroup 5
NXR_B(config—ipsec—isakmp)#lifetime 10800
NXR_B(config-ipsec—isakmp)#isakmp—mode main
NXR_B(config—ipsec—isakmp)#tremote address ip 10.10.10.1
NXR_B(config—ipsec—isakmp)#tkeepalive 30 3 periodic restart
NXR_B(config—ipsec—isakmp)#local policy 1
NXR_B(config—ipsec—isakmp)#texit

NXR_B(config)ttipsec tunnel policy 1
NXR_B(config-ipsec—tunnel)#description NXR_A
NXR_B(config—ipsec—tunnel)#tnegotiation-mode auto
NXR_B(config—ipsec—tunnel)#set transform esp—aes128 esp—shal—hmac
NXR_B(config—ipsec—tunnel)#set pfs groupb
NXR_B(config-ipsec—tunnel)#set sa lifetime 3600
NXR_B(config—ipsec—tunnel)#set key—exchange isakmp 1
NXR_B(config—ipsec—tunnel)#match address LAN_A
NXR_B(config—ipsec—tunnel)#exit

NXR_B(config)ttinterface ppp 0

NXR_B(config-ppp)#ip address 10.10.20.1/32
NXR_B(config—ppp)#ip masquerade

NXR_B(config—ppp)#ip access—group in ppp0_in
NXR_B(config-ppp)#ip spi-filter

NXR_B(config—ppp)#ip tcp adjust—-mss auto
NXR_B(config—ppp)#no ip redirects
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NXR_B(config—ppp)#ppp authentication auto
NXR_B(config—ppp)#ppp username test2@centurysys password test2pass
NXR_B(config—ppp)#ipsec policy 1
NXR_B(config—ppp)#exit
NXR_B(config)ttinterface ethernet 1
NXR_B(config—if)#no ip address
NXR_B(config—if)#pppoe—client ppp 0
NXR_B(config—if)#exit

NXR_B(config)#dns
NXR_B(config—dns)#tservice enable
NXR_B(config—dns)#exit

NXR_B(config)#texit

NXR_B#save config

[(NXR C DERE]

nxr120#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr120(config)#thostname NXR_C

NXR_C(config)#interface ethernet 0

NXR_C(config—if)#tip address 192.168.30.1/24
NXR_C(config—if)#exit

NXR_C(config)#ip route 0.0.0.0/0 ppp O

NXR_C(config)#ip access—list ppp0_in permit 10.10.10.1 any udp 500 500
NXR_C(config)#ip access—list ppp0_in permit 10.10.10.1 any 50
NXR_C(config)#tipsec access—list LAN_A ip 192.168.30.0/24 192.168.10.0/24
NXR_C(config)#ipsec local policy 1
NXR_C(config-ipsec—local)#address ip
NXR_C(config—ipsec—local)#self-identity fqdn nxrc
NXR_C(config—ipsec—local)#exit

NXR_C(config)#ipsec isakmp policy 1
NXR_C(config—ipsec—isakmp)#description NXR_A
NXR_C(config—ipsec—isakmp)#authentication pre—share ipseckey?
NXR_C(config—ipsec—isakmp)#hash shafl
NXR_C(config—ipsec—isakmp)#encryption aes128
NXR_C(config—ipsec—isakmp)#group 5
NXR_C(config-ipsec—isakmp)#lifetime 10800
NXR_C(config-ipsec—isakmp)#isakmp—mode aggressive
NXR_C(config-ipsec—isakmp)#remote address ip 10.10.10.1
NXR_C(config—ipsec—isakmp)#keepalive 30 3 periodic restart
NXR_C(config-ipsec—isakmp)#local policy 1
NXR_C(config—ipsec—isakmp)#exit

NXR_C(config)#ipsec tunnel policy 1
NXR_C(config-ipsec—tunnel)#description NXR_A
NXR_C(config-ipsec—tunnel)#negotiation—-mode auto
NXR_C(config-ipsec—tunnel#set transform esp—aes128 esp—shal-hmac
NXR_C(config-ipsec—tunnel)#set pfs group5
NXR_C(config—ipsec—tunnel)#set sa lifetime 3600
NXR_C(config-ipsec—tunnel#set key—exchange isakmp 1
NXR_C(config-ipsec—tunnel)#match address LAN_A
NXR_C(config—ipsec—tunnel)#exit

NXR_C(config)#interface ppp 0

NXR_C(config—ppp)#ip address negotiated

NXR_C(config—ppp)#ip masquerade

NXR_C(config—ppp)#ip access—group in ppp0_in
NXR_C(config-ppp)#ip spi-filter

NXR_C(config—ppp)#ip tcp adjust-mss auto
NXR_C(config—ppp)#no ip redirects

NXR_C(config—ppp)#ppp authentication auto
NXR_C(config—ppp)#ppp username test3@centurysys password test3pass
NXR_C(config—ppp)#ipsec policy 1
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NXR_C(config—ppp)#exit
NXR_C(config)#tinterface ethernet 1
NXR_C(config-if)#no ip address
NXR_C(config—if)#pppoe—client ppp 0
NXR_C(config—if)#exit
NXR_C(config)#dns
NXR_C(config—dns)#service enable
NXR_C(config—dns)#exit
NXR_C(config)#exit

NXR_C#save config
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[ BREHIFDR ]

(NXR.A DE&E]

1. <IRRA+EDERTE >

[ nxr120(config)#hostname NXR_A
RARBICNXRA EHRELET,

2. <Ethernet0 1A 7x—RAERE >

NXR_A(config)#tinterface ethernet 0
NXR_A(config-if)#ip address 192.168.10.1/24

Ethernet0 12271 —AD IP PRL A2 192.168.10.1/24 2% FELET .

3. KRETAVIIN—IFRE>
[ NXR_A(config)ttip route 0.0.0.0/0 ppp 0 |
TIHIMIL—LERTELET . PPPoEZ#F|IAT BI5E8 (X BES — I/ ELTppp VBT —RERELE

TO

4, <IP PHHERYAFRE >

NXR_A(config)#ip access—list ppp0_in permit any 10.10.10.1 udp 500 500
NXR_A(config)ttip access—list ppp0_in permit any 10.10.10.1 50

TAIVEADEMEERET HIL—IL)ANEERLET,

ZITIEIP 7OERYRNE% ppp0in ELET

—fTBIF5ESE IP 7RLR 10.10.10.1 3A{55T UDP /R—h&F- 500 5E5E UDP 7R—h&S 500 O/ /7y & EFa

THEETT

Z4TBIFIEE IP 7RL X 10.10.10.1 FORIJLEE 50(ESP) D/ yhEEFal T HRETT .

BEZD P TIERRAMEEIX., ppp0 A VB TT—RBRETERLES,

(=) IP7OER)AMEERFELEZTTIEI N ZELTEMICIEGYER A, TLE) T LIz R T1—
RATOEZIBEITHYETS,

(=) UDP7R—F500FHLUTALIILES 50(ESP) [LIPsec DAITLI—av BLUBIETHEALET,

5. <IPsec 7OtR)AFERE>

NXR_A(config)ttipsec access—list LAN_B ip 192.168.10.0/24 192.168.20.0/24
NXR_A(config)ttipsec access—list LAN_C ip 192.168.10.0/24 192.168.30.0/24

Policy Based IPsec Tl&. IPsec 7R AP THRELIZIL—ILIZEDE IPsec TESP b T EMESMAIRE
SNFET, Lo T SITHRELIZREET, FEEIP TRLRIZTYFLIz/ vk IPsec DA T EILER R LY
F7,

—1TB X IPsec 7OV R A% LANB ELEETT IP 7FL-R 192.168.10.0/24, 585 IP 7RL R
192.168.20.0/24 #R{ELE T,

—1TBIX IPsec 7R AMEZE LANC &L EIETTIP 7R R 192.168.10.0/24, 585 IP 7RL R
192.168.30.0/24 #RELE T,
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6. <IPsec O—AHJLARY L —KE>
| NXR_A(config)#ipsec local policy 1
IPsec A—ALR)—1%H/RELET,

[ NXR_A(config-ipsec—local)#address ip |
IPsec FRILDZEREFETIP FRLAZFRELE T,

ZDIPFRLRIE, /2R T7T—RRTET ipsec policy 1 EEELI=A22TT—AD IP PRL AN B EIRIIZERTE
SNFET,

7. <IPsec ISAKMP RS —E&E1>
| NXR_A(config)#ipsec isakmp policy 1
NXR_B & IPsec G THEAT S ISAKMP 7/RYS — 1%/ ELE T,

| NXR_A(config-ipsec—isakmp)#description NXR_B
ISAKMP R —1DERBAEL T, CCTIE NXRB ERELET

| NXR_A(config-ipsec—isakmp)#authentication pre—share ipseckey
BRI AR EL T pre—share(FRTH AR ZEIRL . BRTH AR EL Tipseckeyl ZERELET,
CDERFEIE. xIAD NXRB LRICEZZRET IDENHYET,

| NXR_A(config-ipsec—isakmp)#hash shaf
BREE7 IOV R LERELET , C2Tld shal ZERELET,

| NXR_A(config-ipsec—isakmp)#encryption aes128
BB LTI TVRLEFRELET . CCTlE aes128 R TELET,

| NXR_A(config-ipsec—isakmp)#group 5
Diffie-Hellman(DH)J JL—J&&ELFET . ZC Tl group 5 ZRELET

| NXR_A(config-ipsec—isakmp)#lifetime 10800
ISAKMP SA D54 734 LEHRELFET , CZTIE 10800 EEFZELET

| NXR_A(config-ipsec—isakmp)#isakmp—mode main |
IJ—X1DRITL I -3 F—RERTELE T, CSTIENXRA, NXRB 412 WAN {8l IP PRL AHAEE IP
TRLAD=®, A E—FRZHRELET,

| NXR_A(config-ipsec—isakmp)#remote address ip 10.10.20.1 |
¥ E @D NXRB D WAN ] IP PRL RZEFRFELET , CCTIEXRD NXRB D WAN {i] IP 7FL X 10.10.20.1 &

|/ELFET

| NXR_A(config-ipsec—isakmp)#keepalive 30 3 periodic restart |
IKE KeepAlive(DPD)#E&5E L E 9, DPD(Dead Peer Detection)ld ISAKMP SA #E51R9 HHEET. EA D NXR

D WAN BITIEENRELBEREITETNZRAML. WEMAL TS SA ZHIFRLTZY SA ZHIBRLTER
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OV I —2av%& 7oV 5L EDHENHYET,

%# DPD (FEICEEAMISEEINDDITTIIAL AED NXR &KUY IPsec /37 ybaZELTLSIGEIF.
DPD /VrykDFEEFITHOhEE A,

CCTIXEER%E 30 FREIFET 3 ERSAE1TL), keepalive LBRBFIZ SA #HIBRL. IKE DRI IT—LavEH
1adBHESICHRELET,

| NXR_A(config-ipsec—isakmp)#local policy 1
BEDIT%1TS IPsec O—AILAR) S —ZEELET,
CZ Tl IPsec A—AILAR)—1 EBEAEDITEITLVET,

8. <IPsec P HRILRYL—ERTE1>
| NXR_A(config)#ipsec tunnel policy 1
NXRB &M IPsec G CHEAT AL RILKR) S —1E/RELET,

| NXR_A(config-ipsec—tunnel)#description NXR_B
o RILR)S—1DERBAEL T, ZSTIE NXRB EERELET,

| NXR_A(config-ipsec—tunnel)#negotiation—-mode auto |
Psec RYL—DRIVI—LaVE—RERELFT . COREICL>THRIVI—LaveELMMLEEY. &
[CLAERHEELELARIT VI —avERIALGENELNIRENFRETT ,
CCTRERILI—2avE—FFauto ITERELET . CNITEYTELMoRI LI —2aVZ/MIaT HIENT
CEXR

| NXR_A(config-ipsec—tunnel)#set transform esp—aes128 esp—shal—hmac
IPsec hY IR —THERTENSV R TH—L(TAR—F IV ERELET .
CCTIK BEEIE7ILT X Ls espaes128, FREE7 /L) X L esp-shal-hmac ZEXELET .

| NXR_A(config-ipsec—tunnel)#set pfs group5
PFS(Perfect Forward Secrecy)DEETEEFNIZHES DH T IIL—TEHTELETT,

CZTIEPFS ##AL.DH ZIL—FELT groups #/ELE T,

| NXR_A(config-ipsec—tunnel)#set sa lifetime 3600
IPsec SA DA TRALEHRELET , CCTIE 3600 MEFRELFET

| NXR_A(config-ipsec—tunnel)#set key—exchange isakmp 1
BEED+%175 ISAKMP RS —%EELET,
CCTIL ISAKMP RS —1 EBEEDHEFITVVET,

| NXR_A(config-ipsec—tunnel)#match address LAN_B
#HT 5 IPsec 7O ERJRNERELET

CCTlE IPsec 7OEAYAN LANB ZEHELET,
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9. <IPsec ISAKMP 7R\ —E&E2>
| NXR_A(config)#ipsec isakmp policy 2
NXR_C & IPsec ¥E#E THEHT 5 ISAKMP /RS —2% R/ ELE T,

| NXR_A(config-ipsec—isakmp)#description NXR_C
ISAKMP R —2MERBAEL T, ST TIE NXR.C ERELET,

| NXR_A(config-ipsec—isakmp)#authentication pre—share ipseckey?2
SRR AR EL T pre—share(FHTHEHE) Z:FIRL. BRTH AR EL Tipseckey2 #RELET,
COERFEIE. AD NXRC LRILEEERET ABENHYET,

| NXR_A(config-ipsec—isakmp)#hash shaf
FREE7 IOV R LERELET , C2Tld shal ZERELET,

| NXR_A(config-ipsec—isakmp)#encryption aes128
EE L 7INTVRLEFRELET . CCTlE aes128 R TELET,

| NXR_A(config-ipsec—isakmp)#group 5
Diffie—Hellman(DH)Y L—J %% ELE T, ZZTld group 5 #RELFET

| NXR_A(config-ipsec—isakmp)#lifetime 10800
ISAKMP SA D54 734 LEHRELFET , CZTIE 10800 EEFZELET

| NXR_A(config-ipsec—isakmp)#isakmp—mode aggressive |
7r—X1DARITLVI—LaVvEF—FREHRELET, CZTIERMED NXR.C 0 WAN ] IP PRLRAABIR IP 7K
LAD=H. TILy o TE—FERELET,

| NXR_A(config-ipsec—isakmp)#remote address ip any |
NXR.C 0 WAN {8 IP 7RL RZERELE T, ZZTIE NXR.C D WAN ] IP PRLANEH IP FEL AD =8,

any ZERELET,

| NXR_A(config-ipsec—isakmp)#remote identity fqdn nxrc |
XA ER D identity ZERELF T . ARENDELGTIEHIL NXR.C D WAN Il IP 7RL XA EIRI IP 7RLAD
= IPFPRLREID ELTHIAT HIEMNTELRNZHTT , SSTIXKID EL Tnxrc F fadn AR TEHRELET

| NXR_A(config-ipsec—isakmp)#keepalive 30 3 periodic clear |
IKE KeepAlive(DPD)%E25ELE 9, DPD(Dead Peer Detection)ld ISAKMP SA ZEStH 9 BHEET. MM NXR

@D WAN BITEENRELIGELEECEREZREL, WEMAL TS SA ZHIBRLZY SA ZHIBRLTE®
OV I—2av% 7oV 5L EDHENHYET,

%# DPD (FEICEEAMISEEINSDITTIIAL AED NXR &KUY IPsec /37 vbaZELTLSIGEIF.
DPD /\rykDFEERFITHOhEE A,

CCTIXEER%E 30 BRI T 3 @RS AE1TL), keepalive LBRBFIZ SA ZHIBRLET . IKE DRIV IT—ay

54/244



1. Policy Based IPsec E% %€
1-5. PPPoE % F| AL 7= IPsec ##i 5% 7E 1l

FFBLEE A,

| NXR_A(config-ipsec—isakmp)#local policy 1
BEDITE#1TS IPsec O—AHILAR) O —ZEELET,
CZTlE IPsec A—AILAR)—1 EEAEDITEITLET,

10. <IPsec hFURILKRYS—ERE2>
| NXR_A(config)#ipsec tunnel policy 2
NXR.C & IPsec ¥ THEAT DU RILKRY S —25H/ELET

| NXR_A(config-ipsec—tunnel)#description NXR_C
o RILR) S —2MERBAEL T, CSTIENXRC EERELET,

| NXR_A(config-ipsec—tunnel)#negotiation—-mode responder |
Psec RYY—DRIVI—LaVE—RERELFT . COREICL>THRIVIT—LaveELMMLEEY . &
[CLOAEEHEELELARIT VI —avERIALENEN IR EMNARETT ,

CCTRAILI—3VE—FZ responder [ZERELFT . cITEYITHohbLINVESHIGEE (Rekey ZEL)
[CENTH, AT IT—avaRRT HEEHYFEE A,

| NXR_A(config-ipsec—tunnel)#set transform esp—aes128 esp—shal—hmac
IPsec hY IR —THERTENS VR TH—L(TAR—FIL)ERELET .
CCTIE BBEIET7 LT X L esp-aes128, FREF7 /L) X L esp—shal-hmac ZRELET,

| NXR_A(config-ipsec—tunnel)#set pfs group5
PFS(Perfect Forward Secrecy)DEETEEFNIZHES DH T IIL—TEHELETT,

CZTIEPFS ##AL.DH ZIL—FELT groups #/ELE T,

| NXR_A(config-ipsec—tunnel)#set sa lifetime 3600
IPsec SA DA TRALEHRFELET , CCTIE 3600 MEFRELFET

| NXR_A(config-ipsec—tunnel)#set key—exchange isakmp 2
BEED+%175 ISAKMP RS —%EELET,
CCTIL ISAKMP RS —2LBEE D+ HFITLVET,

| NXR_A(config-ipsec—tunnel)#match address LAN_C
#HT 5 IPsec 7O ERRNERELET

CZTlE IPsec 7UEAJARLANC 2B FLET .
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1. <ppp0 1B I7T—RERTE >

NXR_A(config)#interface ppp 0

NXR_A(config-ppp)#ip address 10.10.10.1/32

NXR_A(config—ppp)#ip masquerade

NXR_A(config—ppp)ttip access—group in ppp0_in

NXR_A(config—ppp)#ip spi—filter

NXR_A(config-ppp)#ip tcp adjust-mss auto

NXR_A(config-ppp)#no ip redirects

NXR_A(config—ppp)#ppp authentication auto

NXR_A(config—ppp)#ppp username test1@centurysys password test1pass
NXR_A(config—ppp)tipsec policy 1

ppp0 A AT —REHRFELET,

BIEDIP PRLAMNEIY BTN TSI, IP 7RL X 10.10.10.1/32 Z5RELFET

IP RANL—FKIZED NAT REB LUVRAT—R IR YD ARSIV ZE DI IV EERELET,

IP 791 R)XMEETE THELT= ppp0-in & in Z1LAITEALET , ChITEKY ppp0 1R T —XTRIELT-
NXR B &N/ yMIHLTIP 7RV ANMILSFvIMNiThnET,

IPsec A—ALRYS—1FFBALET, CNICKYIDAUFTT—R D IPsec FURILDIURRARERYE
ER

12. <Ethernetl 12871 —R&KE>

NXR_A(config)ttinterface ethernet 1
NXR_A(config-if)#no ip address
NXR_A(config-if #pppoe—client ppp 0

Ethernetl 42271 —2RX% PPPoE V547 hEL. ppp0 1A TT—REFERATESLIHELET

13. <DNS &E>

NXR_A(config)#dns
NXR_A(dns—config)#service enable

DNS H—ERZEHHIZLET,

(NXRB D&E]
1. <IRRREDRED>

[ nxr120(config)#hostname NXR_B

RARBIZNXR B ZERELET .

2. <Ethernet0 1A 7x—RAERE >

NXR_B(config)#interface ethernet 0
NXR_B(config-if)#ip address 192.168.20.1/24

Ethernet0 12271 —AD IP PRL A2 192.168.20.1/24 2% FELET .

3. KRETAVYI—IERTE >

[ NXR_B(config)#ip route 0.0.0.0/0 ppp 0

FIHILMIIL—FERELET . BES —bI4ELTppp 13T —REHEELET,
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4 <IP 7HRRJRFERE>

NXR_B(config)#ip access—list ppp0_in permit 10.10.10.1 10.10.20.1 udp 500 500
NXR_B(config)#ip access—list ppp0_in permit 10.10.10.1 10.10.20.1 50

TAIVEADEEERTET DIL— L) RNEERLET

ZCTIKIP 7R RNE% ppp0.in ELFET

—4TBIE%EEFTIP PRL X 10.10.10.1 585 IP 7KL X 10.10.20.1 %45 7T UDP /R—r&S 500 385E UDP 7R—

FEE 500 D/ Y bEEFRAI T B ETT .

ZATBRIREET IP PRFL R 10.10.10.1 8% IP 7KL-X 10.10.20.1 FOFILEE 50(ESP) D/ 4y hEEFa]

THRETT

CDIPF7IER)AMEEIL ppp0 12 TT—RERTETEHRLET,

(=) IPT7OERJRMERELIZEZFTIETAIILAELTEMIZTBYEE A T2V T L3 T—
ATOEHENDEIZGYET,

(=) UDP7R—k500FHLUTORILES 50(ESP) [£IPsec DRIV I—LavB I BIETHEALET,

5. <IPsec 7OtRRANRE >

| NXR B(config)ttipsec access—list LAN_A ip 192.168.20.0/24 192.168.10.0/24

Policy Based IPsec Tl&. IPsec 7R AR TEHRELIL—ILIZEDE IPsec TESP b T HMESHIRE
ENFT . FoT. COTRELEIET, FBEIP FRLRIZRYF LIz T YD IPsec DATRILIER R ERY
FY,

IPsec 7RI ALE% LANA EL. E{ETT IP 7RL X 192.168.20.0/24, 385¢ IP 7FL X 192.168.10.0/24 %
BELET,

6. <IPsec O—AILARYL—EETE>

[ NXR_B(config)#tipsec local policy 1

IPsec O—HILKRYS—1%ERELET,

[ NXR_B(config-ipsec-local)#address ip

IPsec o RILDIFEETIP PRLRAEIEELET,
ZDIPFPRLARIE, /2R3 T7T—REKTE T ipsec policy 1 E3EELI=AV2T7—AD IP FRLADEHEMIZERTE
SNFET,

7. <IPsec ISAKMP RS —E&E 1>

[ NXR_B(config)#tipsec isakmp policy 1

NXR.A & IPsec #EHETHERT S ISAKMP /RS —1ZR/ELET,

[ NXR_B(config-ipsec—isakmp)#description NXR_A

ISAKMP 7R —1DERBAEL T, ST TIENXRA ERELET,

[ NXR_B(config-ipsec—isakmp)#authentication pre—share ipseckey1

FRAEARELT pre—share(FRTHAH) ZRRL. FATHAREL T ipseckey! ZRELFET
COREIL, HED NXRA ERLIEZRES DBEAHYES
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| NXR_B(config-ipsec—isakmp)#hash shaf

PET7ILTURLERELES . COTlE shal ERELET S

| NXR_B(config-ipsec—isakmp)#encryption aes128

EEILTILTVXLERELETS . CCTlE aes128 E/ELET

| NXR_B(config-ipsec—isakmp)#group 5

Diffie—Hellman(DH)Z IL— 7%/ ELE T, CZ Tl group 5 ZRELET,

| NXR_B(config-ipsec—isakmp)#lifetime 10800

ISAKMP SA DA 734 LERELET, ZZTIX 10800 EHRELET,

| NXR_B(config-ipsec—isakmp)#isakmp—mode main

TJ1—X1DRTLI—a v F—FREHRTELET, ZSTIENXRA, NXRB &11Z WAN il IP PRLAAEFE IP
FRLADT=80. A E—FEHELET,

| NXR_B(config-ipsec—isakmp)#remote address ip 10.10.10.1

FHE D NXRA @D WAN ] IP PRLRZERELET , CZTIEIRH D NXRA D WAN 8] IP 7KL X 10.10.20.1 %
HELEY,

| NXR_B(config-ipsec—isakmp)#keepalive 30 3 periodic restart

IKE KeepAlive(DPD)%E&E L EJ . DPD(Dead Peer Detection)ld ISAKMP SA ZEStR 3 ZHLRET. X AD NXR
@D WAN BITEENRELLIGELEECENEZREL, WEMAL TS SA ZHIBRLZY SA ZHIBRLTE®
OV I—2av% 7oV 5L EDHENHYET,

%# DPD (FEICEEAMISEEINSDITTIIAL AED NXR KU IPsec /37 ybaZELTLSIGEIF.
DPD /\rykMFEEFITHONEE A,

ZCTIEEER%E 30 #REIFRT 3 | RS A%4TL). keepalive KEXFFIZ SA ZHIBRL IKE ® L IT— 3 %
1adBHESICHRELET,

| NXR_B(config-ipsec—isakmp)#local policy 1

BEDIT%1T5 IPsec A—AILRY S —%EELET .
CC Tl IPsec O—AJLARY S —1 EBEED ITEITLET,

8. <IPsec FURJLRYS—ERTET1>

| NXR_B(config)#ipsec tunnel policy 1

NXRA &M IPsec B CHERAT A RILRI—1EZRELET .

| NXR_B(config-ipsec—tunnel)#description NXR_A

FoRILARYL—1DERBAEL T, CSTIENXRA ERELET,
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| NXR_B(config-ipsec—tunnel)#negotiation—-mode auto

Psec RYL—DRILIT—LavE—RERELFET . COREICLOTRILI—LavEELRKLIEY, &
[CODEBHERLEL RISV I —2aVERIBLIEVNEN IR EMNFIRETT
CCTRERIVI—2avE—FZauto [TRELFET . CHICKYITELNLRIL I —a vz T 5 ENT
3

| NXR_B(config-ipsec—tunnel)#set transform esp—aes128 esp—shal—hmac

IPsec hY IR —THERTENSV R TH—L(TAR—FIL)ERELET
CCTIE BBEIE7 LT X L esp-aes128, FREF7 /)L X L esp—shal-hmac ZRELET,

| NXR_B(config-ipsec—tunnel)#set pfs group5

PFS(Perfect Forward Secrecy) DEETEEFNIZHES DH T IIL—TEHTELETT,
ZZTIEPFS#HEAL.DH ¥ IL—FELT groups ZRELET .

| NXR_B(config-ipsec—tunnel)#set sa lifetime 3600

IPsec SA DSATRALERELET, CZTIE 3600 EFHRELET,

| NXR_B(config-ipsec—tunnel)#set key—exchange isakmp 1

BEED (%475 ISAKMP RS —%i8ELE T,
CCTIXISAKMP RS —1 EBED HETULVET,

| NXR B(config-ipsec—tunnel)#match address LAN_A

HAY S IPsec 7TOERYAREIEELET,
CCTlE IPsec 7OEAYAN LANA ZHELET,

9. <ppp0 1B TT—REEE>

NXR_B(config)#interface ppp 0

NXR_B(config-ppp)#ip address 10.10.20.1/32

NXR_B(config—ppp)#ip masquerade

NXR_B(config—ppp)tip access—group in ppp0_in

NXR_B(config—ppp)#ip spi—filter

NXR_B(config-ppp)#ip tcp adjust-mss auto

NXR_B(config-ppp)#no ip redirects

NXR_B(config—ppp)#ppp authentication auto

NXR_B(config—ppp)#ppp username test2@centurysys password test2pass
NXR_B(config—ppp)tipsec policy 1

ppp0 A1V B T —RERELFET .

BIED IP PRLAMNEIY BTN TSI IP 7RL X 10.10.20.1/32 Z5RELFET .

IP RANL—FKIZED NAT REB LUV RT—R IR YR VARG IUIZE DI IV EERELET,

IP 79X AREFE TEE LT ppp0-in & in TAI)LAITERALET . ChIZKY ppp0 12T —RATRIELL:
NXR B H3ED/ N yMIHLTIP 7RV ANMILSFvIniThnET,

IPsec A—AIRYL—12BRALET, CHIZEYZDA2E3TI—RAD IPsec FURILDIVRRAUREITYE
ER
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10. <Ethernetl /12271 —RXE&E >

NXR_B(config)#tinterface ethernet 1
NXR_B(config—if)#no ip address
NXR_B(config-if#pppoe—client ppp 0

Ethernetl 412271 —RX% PPPoE V547 hEL. ppp0 1A TT—REFERATESLIZELET

11. <DNS &E>

NXR_B(config)#dns
NXR_B(dns—config)#service enable

DNS H—ERZHMIZLET,

(NXR.C DE&RE)

1. <IRREDEE >

[ nxr120(config)#hostname NXR_C
RRARZIZNXRC ZHRELET,

2. <Ethernet0 />3 7x—XEKE >

NXR_C(config)#tinterface ethernet 0
NXR_C(config—if)#ip address 192.168.30.1/24

Ethernet0 122 7T—AMD IP 7KL R[Z 192.168.30.1/24 #FELET .

3. KRETAYII—IEETE >
| NXR_C(config)#ip route 0.0.0.0/0 ppp 0
TIHIWMIL—FERELET  BET—FITA(ELTppp 12T —REFIBELET,

4 <IPPHRARYRMEE>

NXR_C(config)tip access—list ppp0_in permit 10.10.10.1 any udp 500 500
NXR_C(config)ttip access—list ppp0_in permit 10.10.10.1 any 50

TAVZDEEERET HIL—ILYAMEERLET,

ZITIKIP 7R ARG % ppp0.in ELET

—fTBIEEET P 7FLZ 10.10.10.1 345 5T UDP /R—h&S 500 5E5t UDP R—h&S 500 D/ Vv hE5F

A BHERETT

Z4TBIEZEETIP PRL X 10.10.10.1 FORILES 50(ESP) D/ Ny A3 5 ETY

ZDIPFUERJRNEEIL ppp0 1A TT— AR ETEHFLET,

(&) IPT7IERVAMERELIZFEZFTTEI N AELTEMICIFRYER A, T1ILR) T LE-NAU3T1—
ATOERNDLEIZGYET,

(&) UDPAR—Kr500&FH LUV TOLILES 50(ESP) [LIPsec DRI I—av B LUPEETHERLET,

5. <IPsec 77 tRJRFEE>
| NXR_C(config)#ipsec access—list LAN_A ip 192.168.30.0/24 192.168.10.0/24 |
Policy Based IPsec Tld. IPsec 7V RAY AL THRELIZIL—ILIZEDE IPsec TESP LT EMESHIIRTE

ENFET LT IITHRELZEIET, 5B IP PRLARIZTYF LI/ Ay DY IPsec DATEILIERI R EGY
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EX I
IPsec 7OtERAIJRLE%E LANA &L, EETTIP 7RL X 192.168.30.0/24, 385 IP 7FL X 192.168.10.0/24 %

|/ELFET .

6. <IPsec O—AHJLARY) L —KE>
| NXR_C(config)#ipsec local policy 1
IPsec A—ALR)—1%H/RELET,

| NXR_C(config-ipsec—local)#address ip |
IPsec FRILDZEREFETIP FRLAFRELE T,

ZDIPTFRLRIE, /23T —RRTET ipsec policy 1 EEELI=A22T7T—AD IP PRL AN B EIRIIZERTE
SNFET,

| NXR_C(config-ipsec—local)#self-identity fqdn nxrc |
AEED identity ZERELET . AREADELZEHIT, WAN ] IP PRLZAEE P TRLAD =8, 3iE
DNXRATIP7RLRZID ELTRELTHELIENTELGWHTY , CSTIHID ELTnxre & fadn ART
BELET .

7. <IPsec ISAKMP RS —E&E1>
| NXR_C(config)#ipsec isakmp policy 1
NXR.A & IPsec I THEAT B ISAKMP /RS — 1%/ ELET,

| NXR_C(config-ipsec—isakmp)#description NXR_A
ISAKMP R —1DERBAEL T, CCTIE NXRA ERELET

| NXR_C(config-ipsec—isakmp)#authentication pre—share ipseckey2
BRI AR EL T pre—share(FHTH AR ZEIRL . BRTH AR EL Tipseckey2 R ELET,
COERFEIE. FAD NXRA LRICELZZRETIDENHYET,

| NXR_C(config-ipsec—isakmp)#hash shal
BEE7 IOV R LERELET , C2Tld shal ZERELET,

| NXR_C(config-ipsec—isakmp)#encryption aes128
BB LTI TVRLEFRELET . CCTlE aes128 R TELET,

[ NXR_C(config-ipsec—isakmp)#group 5
Diffie—Hellman(DH)Y' L—J &R ELE T, ZZTld group 5 #RELFET

| NXR_C(config-ipsec—isakmp)#lifetime 10800
ISAKMP SA D54 734 LEHRELFET , CTTIE 10800 EEHZELET
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| NXR_C(config-ipsec—isakmp)#isakmp—mode aggressive
TJr—R1DRITV I -3V E—FRERELET, CCTIEARZEED WAN B IP PRL AN IP PRLADT=
D TILYTE—REHRELET,

| NXR_C(config-ipsec—isakmp)#remote address ip 10.10.10.1
XD NXRA O WAN il IP PRLREZERFELET . CCTIEXI MDD NXRA O WAN 8] IP 7KL X 10.10.10.1 &

|/ELFET,

| NXR_C(config-ipsec—isakmp)#tkeepalive 30 3 periodic restart
IKE KeepAlive(DPD)%E25ELE 9, DPD(Dead Peer Detection)ld ISAKMP SA ZEStH 9 BHEET. MM NXR

@D WAN BITEENRELIGELEECENEZRAL, WEMAL TS SA ZHIBRLZY SA ZHIBRLTES
OV I—2av% 7oV 5L EDRENHYET,

%# DPD (FEICEEAMISEEINDDITTIIAL AED NXR &KUY IPsec /37 vbEZELTLSIGEIF.
DPD /\rykDFEEFITHOIEE A,

CCTIXEER%E 30 BRI T 3 ERSAE1TL), keepalive LBRBFIZ SA #HIBRL. IKE DRI IT—avEH
1adBHESICHRELET,

| NXR_C(config-ipsec—isakmp)#local policy 1
BEDIHE1TS IPsec A—HILKRY L —ZFBELE T,
CZTlE IPsec A—AILAR)—1 EBEAEDITEITLVET,

8. <IPsec P RILRYL—ERTET1>
| NXR_C(config)#ipsec tunnel policy 1
NXRA &D IPsec &8 CERAT DL RILKRY D —1E/ELET,

| NXR_C(config-ipsec—tunnel)#description NXR_A
o RILR)S—1DERBAELT, SSTIE NXRA EERELET,

| NXR_C(config-ipsec—tunnel)#negotiation-mode auto |
Psec RYY—DRIVI—LaVE—RERELFT . COREICL>THRIVIT—LavEeELMMLEEY., &
[CWAERIBZELRLRI VI —2avERMIBLENENSEREATRETT .
CCTRRIVI—2avE—FEauto ISRELET . chITKYTHoMoRI L I—LaVEFIET HTEMNT
EFY,

| NXR_C(config-ipsec—tunnel)#set transform esp—aes128 esp—shal—-hmac
IPsec hY IR —THEARTENS VR TH—L(TAR—FILVERELET .
CCTIE BBEIET7 LT X L esp-aes128, FREF7 /L) X L esp—shal-hmac ZRELE T,

| NXR_C(config-ipsec—tunnel)#set pfs group5
PFS(Perfect Forward Secrecy) DEETEEFNIZHES DH T IIL—TEHTELETT,
ZZTIEPFS#EAL.DH ¥ IL—TFELT groups ZRELET .
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| NXR_C(config-ipsec—tunnel)#set sa lifetime 3600
IPsec SA DA TRALEHRELET , CCTIE 3600 MEFRELFET

| NXR_C(config-ipsec—tunnel)#set key—exchange isakmp 1
BEED+%175 ISAKMP RYS—%HELET,
CCTIL ISAKMP RS —1 EBEEDHHFITVVET,

| NXR_C(config-ipsec—tunnel)#match address LAN_A
#HT S IPsec 7O ERJRNERELET

CCTlE IPsec 7OEAYAN LANA ZBELET,

9. <ppp0 1A TT—REEE>

NXR_C(config)#tinterface ppp 0

NXR_C(config—ppp)#ip address negotiated

NXR_C(config-ppp)#ip masquerade

NXR_C(config—ppp)#ip access—group in ppp0_in

NXR_C(config—ppp)iip spi—filter

NXR_C(config—ppp)#ip tcp adjust—-mss auto

NXR_C(config—ppp)#no ip redirects

NXR_C(config—ppp)#ppp authentication auto

NXR_C(config—ppp)#ppp username test3@centurysys password test3pass
NXR_C(config—ppp)#ipsec policy 1

ppp0 1B DT —RERELFET .

I IP PRLRAMNEIY B TEN TS, IP PEL R ELT negotiated #RELET S

IP RANL—FKIZED NAT REB LUV RT—R IR YD ARG IUIZE DI IV EERELET,

IP 791 R)XNEETE THELT= ppp0-in & in Z1LAITEALET, CHITEKY ppp0 1R T —XTRIELT-
NXR B &N/ yMIHLTIP 7RV ANMILSFvIMNMiThNnET,

IPsec A—ALRYS—1FFBALET, CNICKYIDAUFTT—RA D IPsec b RILDIURRARELRYE
ER

10. <Ethernetl /2871 —R&KE>

NXR_A(config)ttinterface ethernet 1
NXR_A(config-if)#no ip address
NXR_A(config-if #pppoe—client ppp 0

Ethernetl 42271 —RX% PPPoE V547 hEL. ppp0 1A TT—REFERATESLIHELET

11. <DNS §&%E>

NXR_A(config)#dns
NXR_A(dns—config)#service enable

DNS H—ERZEHHIZLET,
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[ XVavnEEH ]

LAN A /N3y LAN B ®/\YaY LAN C ®/\YY
IP7FLZR 192.168.10.100 192.168.20.100 192.168.30.100
HITRIRTRY 255.255.255.0 255.255.255.0 255.255.255.0
TIHINT—ko A 192.168.10.1 192.168.20.1 192.168.30.1
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1-6. IPsec NAT FS/\—H )L 1E4E L E I

NXR MTSAR—, Ry, T—HRIZHBEESTO—N)L IP PRLRZEETELRNVWSSLBIRE T R—#AIZ
8=V IP PRELRZREFLTLNS NAPT L—E03H S5 E . CDIL—E2ZEFEHEL T NXR TIE NAT hS5/3\—
HILEWLWSHET IPsec ZFATEEY,

— -
192. 168.10. 100 192.168. 20,100
| | LAN_A : 192.168.10.0/24 LAN_B : 192.168.20.0/24
IPsec )
NXR_A NXR_B
Etho PpPO G Etht Etho
192.168. 10. 1 10.10.10. 1 192.168. 120. 254 192.168.120.1  192.168. 20. 1

NAPT JL—EMEFET HHE . NXRB M oEESNTZ IKE DRI IT—2av /Yy DEETAR—

FEHMINTLEIT—ADHYET . FD1=8 NAT F5/3—H )L TIE NXRA & NXRB DT NATPT

IL—2DBEERHETVET,

NAT FSN—HILTORTLIT—2aV DT T LI5S, EREORIEL ESP /7y bTIE%S UDP /37

wkERRYFES(ESP /37y hE UDP THTILIET %),

NAT bSA\—HIILDBETHAL TV Sy a EHiE NAPT L—2 THFESE 5182 NXR TlE

NAT bSN—H X —TT7SAT b EEHMICEELET .

NAT FSN\—HILEFIRT HHEE L NAT RSN —FILBBEZ BT AR ELHYET,

COERTIE. NXRB @ WAN il IP PRLAMNT A R—KIP PELADT=8 . IP PRLRA% ID £LTHI

912, NXRA Tl ISAKMP /K1) & —E% % T remote identity %, NXR B Tl& IPsec B—AJLR) S —

% 5E T self-identity ZEX¥ELET .

(=) identity (X IKE DRI T—S a3 B2 NXRZHFITADICHERALET . TDT=8 self-identity (X
¥t E D NXR D remote identity LR EEZEHEIDENHYET .

FEWEDSDA U BE—RY T I ERERABEIZT 51281 NAT ERFE (IP YRAL—F) 0T/ ILZETE

(SPD) & KT DNS FREETLET S

MNAPT L—R(EA =R IR T I ERBES LU NXRB ADIL—FREMNTETLTLDELET,
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[ &EH ]
(NXR.A DE&TE)

nxr120#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr120(config)#thostname NXR_A

NXR_A(config)ttinterface ethernet 0O

NXR_A(config—if)#ip address 192.168.10.1/24
NXR_A(config—if)#exit

NXR_A(config)#ip route 0.0.0.0/0 ppp 0

NXR_A(config)ttip access—list ppp0_in permit any 10.10.10.1 udp any 500
NXR_A(config)ttip access—list ppp0_in permit any 10.10.10.1 udp any 4500
NXR_A(config)ttipsec access—list LAN_B ip 192.168.10.0/24 192.168.20.0/24
NXR_A(config)ttipsec nat—traversal enable

% restart ipsec service to take affect.

NXR_A(config)ttipsec local policy 1
NXR_A(config—ipsec—local)#address ip
NXR_A(config—ipsec—local)#exit

NXR_A(config)ttipsec isakmp policy 1
NXR_A(config—ipsec—isakmp)#tdescription NXR_B
NXR_A(config-ipsec—isakmp)#authentication pre—share ipseckey
NXR_A(config—ipsec—isakmp)#thash shatl
NXR_A(config—ipsec—isakmp)#encryption aes128
NXR_A(config—ipsec—isakmp)#group 5
NXR_A(config—ipsec—isakmp)#lifetime 10800
NXR_A(config—ipsec—isakmp)#tisakmp—mode aggressive
NXR_A(config-ipsec—isakmp)#remote address ip any
NXR_A(config—ipsec—isakmp)#tremote identity fqdn nxrb
NXR_A(config—ipsec—isakmp)itkeepalive 30 3 periodic clear
NXR_A(config—ipsec—isakmp)#local policy 1
NXR_A(config—ipsec—isakmp)#exit

NXR_A(config)ttipsec tunnel policy 1
NXR_A(config-ipsec—tunnel)#description NXR_B
NXR_A(config—ipsec—tunnel)#negotiation-mode responder
NXR_A(config—ipsec—tunnel)#set transform esp—aes128 esp—shal—hmac
NXR_A(config—ipsec—tunnel)#set pfs groupb
NXR_A(config—ipsec—tunnel)#set sa lifetime 3600
NXR_A(config-ipsec—tunnel)#set key—exchange isakmp 1
NXR_A(config—ipsec—tunnel)#match address LAN_B
NXR_A(config—ipsec—tunnel)#exit

NXR_A(config)ttinterface ppp 0

NXR_A(config-ppp)#ip address 10.10.10.1/32
NXR_A(config—ppp)#ip masquerade

NXR_A(config—ppp)#ip access—group in ppp0_in
NXR_A(config—ppp)#ip spi-filter

NXR_A(config—ppp)#ip tcp adjust—-mss auto
NXR_A(config—ppp)#no ip redirects

NXR_A(config—ppp)#ppp authentication auto
NXR_A(config—ppp)#ppp username test1@centurysys password test1pass
NXR_A(config—ppp)tipsec policy 1

NXR_A(config—ppp)#exit

NXR_A(config)ttinterface ethernet 1

NXR_A(config—if)#no ip address

NXR_A(config—if)#pppoe—client ppp 0

NXR_A(config—if)#exit

NXR_A(config)#tdns

NXR_A(config—dns)#service enable

NXR_A(config—dns)#exit

NXR_A(config)#texit

NXR_A#save config
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(NXRB D&E]

nxr120#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr120(config)#thostname NXR_B

NXR_B(config)ttinterface ethernet 0

NXR_B(config—if)#ip address 192.168.20.1/24
NXR_B(config—if)#exit

NXR_B(config)#ip route 0.0.0.0/0 192.168.120.254
NXR_B(config)#tipsec access—list LAN_A ip 192.168.20.0/24 192.168.10.0/24
NXR_B(config)#tipsec nat—traversal enable

% restart ipsec service to take affect.

NXR_B(config)ttipsec local policy 1
NXR_B(config—ipsec—local)#taddress ip
NXR_B(config—ipsec—local)#self-identity fqdn nxrb
NXR_B(config—ipsec—local)#exit

NXR_B(config)ttipsec isakmp policy 1
NXR_B(config—ipsec—isakmp)#tdescription NXR_A
NXR_B(config-ipsec—isakmp)#authentication pre—share ipseckey
NXR_B(config-ipsec—isakmp)#hash shai
NXR_B(config—ipsec—isakmp)#encryption aes128
NXR_B(config—ipsec—isakmp)#group 5
NXR_B(config—ipsec—isakmp)#isakmp—mode aggressive
NXR_B(config—ipsec—isakmp)#tremote address ip 10.10.10.1
NXR_B(config—ipsec—isakmp)ttkeepalive 30 3 periodic restart
NXR_B(config—ipsec—isakmp)#local policy 1
NXR_B(config—ipsec—isakmp)#exit

NXR_B(config)ttipsec tunnel policy 1
NXR_B(config—ipsec—tunnel)#description NXR_A
NXR_B(config—ipsec—tunnel)#negotiation-mode auto
NXR_B(config—ipsec—tunnel)#set transform esp—aes128 esp—shal—hmac
NXR_B(config-ipsec—tunnel)#set pfs group5
NXR_B(config—ipsec—tunnel)#set key—exchange isakmp 1
NXR_B(config—ipsec—tunnel)#tmatch address LAN_A
NXR_B(config—ipsec—tunnel)#exit

NXR_B(config)ttinterface ethernet 1

NXR_B(config—if)#tip address 192.168.120.1/24
NXR_B(config-if)#ipsec policy 1

NXR_B(config—if)#exit

NXR_B(config)#dns

NXR_B(config—dns)#service enable

NXR_B(config—dns)#exit

NXR_B(config)#texit

NXR_B#save config
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[ BREHIFDR ]

(NXR.A DE&E]

1. GRRME DR E>

[ nxr120(config)#hostname NXR_A
RAREE NXRA ERELET,

2. <Ethernet0 1A 7x—RAERE >

NXR_A(config)#tinterface ethernet 0
NXR_A(config-if)#ip address 192.168.10.1/24

Ethernet0 12271 —AD IPv4 PRL A[Z 192.168.10.1/24 #/ZELET,

3. KRETAVIIN—IFRE>
[ NXR_A(config)ttip route 0.0.0.0/0 ppp 0 |
TIHIMIL—LERTELET . PPPoEZ#F|IAT BI5E8 (X BES — I/ ELTppp VBT —RERELE

TO

4, <IP PHHERYAFRE >

NXR_A(config)#ip access—list ppp0_in permit any 10.10.10.1 udp any 500
NXR_A(config)ttip access—list ppp0_in permit any 10.10.10.1 udp any 4500

TAIVEADEMEERET HIL—IL)ANEERLET,

ZITIEIP 7OERYRNE% ppp0in ELET

—4TBIX3E5 IP 7RL X 10.10.10.1 385 UDP ;R—hr &S 500 D/ yhEH AT 5% ETT

Z4TBIX3ESE IP 7RL R 10.10.10.1 385E UDP ;R—h&EE 4500 D/ 7y Al § 5 ETT .

D IPF7IER)ANEEL ppp0 A B TT—RRETEHRLET

(=) IP7UERJRMERFELIFZFTIE T IILRAELTEMIZFBYER A T4IL2) T LIz T1—
ATOEZIDBEITHYETS,

(=) NAT bZ/3—H LTI, UDP 7R—Fb 500 FEH KU UDP /R—FFEE 4500 (& IPsec DRI I—avEH &
VRIETHEALET,

5. <IPsec 7R RFRE>
| NXR_A(config)ttipsec access—list LAN_B ip 192.168.10.0/24 192.168.20.0/24 |
Policy Based IPsec Tl&. IPsec 7VERY AP THRELIZIL—ILIZEDE IPsec TESP LT EMESMAIRE

INFET, Ko T SSTHRELIEET, 5adk IPv4 FRLRIZTYFLIz/ ATy D IPsec DATILIERRE

TYET,

IPsec 7R X+%% LANB &L, #E{E5T IPv4 7RL X 192.168.10.0/24, 35 IPv4 7KL X 192.168.20.0/24
BELFET,

6. <IPsec NAT FS/\—H )LDOEHE>

| NXR_A(config)ttipsec nat—traversal enable

NAT bS/A—HILEFIZLET,
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7. <IPsec A—AILR)S—E&E >
| NXR_A(config)#ipsec local policy 1
IPsec A—ALR)—1%H/RELET,

[ NXR_A(config-ipsec—local)#address ip |
IPsec o RILDFEETIP FTRLRAERELET,

CDIPF7RLRIE, 18T —RFKTE T ipsec policy 1 EIFELI-ZD A ETT—AD IP PRL AN BEIRAIC
BRESNFET,

8. <IPsec ISAKMP 7R\ —E&5E >
| NXR_A(config)#ipsec isakmp policy 1
NXR_B & IPsec G THEAT S ISAKMP 7/RYS — 1%/ ELE T,

| NXR_A(config-ipsec—isakmp)#description NXR_B
ISAKMP R —1DERBAEL T, CCTIE NXRB ERELET

| NXR_A(config-ipsec—isakmp)#authentication pre—share ipseckey
FRREA X EL T pre—share(FRTHBR)ZEERL . BRTHBBELEL T ipseckey #ERELFET S
COERFEIL. xtF\ NXRB ERICEERET HADENHYET,

| NXR_A(config-ipsec—isakmp)#hash shaf
BREE7 IOV R LERELET , C2Tld shal ZERELET,

| NXR_A(config-ipsec—isakmp)#encryption aes128
BB LTI TVRLEFRELET . CCTlE aes128 R TELET,

| NXR_A(config-ipsec—isakmp)#group 5
Diffie-Hellman(DH)J JL—J&&ELFET . ZC Tl group 5 ZRELET

| NXR_A(config-ipsec—isakmp)#lifetime 10800
ISAKMP SA D54 734 LEHRELFET , CZTIE 10800 EEFZELET

| NXR_A(config-ipsec—isakmp)#isakmp—mode aggressive |
7r—X1DFRITLVI—aVE—RERELEFT, S TIERTMOD NXRB D WAN il IP 7RL AN TSA R—fk
IP7RLAD=8. 7Ly TE—FREHRELET,

| NXR_A(config-ipsec—isakmp)#remote address ip any |
NXR B ® WAN {8 IP PRL RZERELFE T, ZZTIENXRB O WAN {8l IP PRL AWM TSAR—KIP 7RLAD

=&, any #F/RELFT,

| NXR_A(config-ipsec—isakmp)#remote identity fqdn nxrb |
xtEIAEERR D identity ZERXELET - NRENDELIHIL. NXRB O WAN il IP PRLANTSAR—KIP 7
FLRADT=HTF, CETIEID ELT nxrb & fadn AR TEHRELET .
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| NXR_A(config-ipsec—isakmp)#keepalive 30 3 periodic clear
IKE KeepAlive(DPD)%E25ELE 9, DPD(Dead Peer Detection)ld ISAKMP SA ZEStH 9 BHEET. M D NXR

@D WAN BITEENRELLIGELEECENEZRAL, WEMAL TS SA ZHIBRLZY SA ZHIBRLTES
OV I—2av% 7oV T 5L EDHENHYET,

%8 DPD [FEICEHMITEESN S DT TIFARL K@ NXR &Y IPsec /37 ybEZ{ELTIVSHI5E (L. DPD
NrybDEEIXITHREE A,

CCTIXEER%E 30 BT 3 @RS AE1TL), keepalive LBRBFIC SA #HIBRLET . IKE DRIV IT—ay
(FBAIRLEE A

| NXR_A(config-ipsec—isakmp)#local policy 1
BEDIT%#1TS IPsec O—AHILAR) S —ZEELET,
CZTlE IPsec A—AILAR)—1 EBEAEDITEITLET,

9. <IPsec b RILIRY—ERTE>
| NXR_A(config)#ipsec tunnel policy 1
NXRB &0 IPsec #E#i CEAT AL RILKRY S —12/ELET,

| NXR_A(config-ipsec—tunnel)#description NXR_B
o RILR)S—1DERBAELT, CSTIE NXRB ERELET,

| NXR_A(config-ipsec—tunnel)#negotiation—-mode responder |
Psec RYL—DRIVI—LaVE—RERELFT . COREICL>THRIVI—LaveELMMLEEY. &
[CLOAEEHEELELARIT VI —avERIALENELN IR EMNARETT ,

CCTRAILI—3vE—FZ responder [ZERELFET . cITEYITHohbWLINVESHIGE(Rekey ZEL)
[CENTH, AT IT—avaRRT HEEHYFEE A,

| NXR_A(config-ipsec—tunnel)#set transform esp—aes128 esp—shal-hmac
IPsec hY IR —THERTENS VR TH—L(TAR—FIL)ERELET .
CCTIE BB 7 LT X Ls espaes128, FREE7 /L) X L esp-shal-hmac ZEXELE T,

| NXR_A(config-ipsec—tunnel)#set pfs group5
PFS(Perfect Forward Secrecy) DEETEEFNIZHES DH T IIL—TEHELETT,
ZZTIEPFS#EAL.DH ¥ IL—FELT groups ZRELET .

| NXR_A(config-ipsec—tunnel)#set sa lifetime 3600
IPsec SA DA TRALEHRFELET , CCTIE 3600 MEFRELFET

| NXR_A(config-ipsec—tunnel)#set key—exchange isakmp 1
BEED+%175 ISAKMP RYS—%HEELET,
CCTIL ISAKMP RS —1 EBEED T EFITLVET,
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| NXR_A(config-ipsec—tunnel)#match address LAN_B |
E/AT % Psec 7OERYRNEIRELET .

CCTlE IPsec 7OEAYAN LANB ZEHELET,

10. <ppp0 1B I7T—RERTE >

NXR_A(config)#interface ppp 0

NXR_A(config-ppp)tip address 10.10.10.1/32

NXR_A(config-ppp)#ip masquerade

NXR_A(config—ppp)ttip access—group in ppp0_in

NXR_A(config—ppp)tip spi—filter

NXR_A(config—ppp)#ip tcp adjust-mss auto

NXR_A(config-ppp)#no ip redirects

NXR_A(config-ppp)#ppp authentication auto

NXR_A(config-ppp)#ppp username test1@centurysys password test1pass
NXR_A(config—ppp)ttipsec policy 1

ppp0 1R TT—RAERELE T,

BEE®DIP 7RLRAAEIY B TOEN TS8O IP PFLR 10.10.10.1/32 & ELFE T,

IP RRAL—FRIZ&S NAT REE LUVRT—FIILINT YA VARG LUK BT IEERELET
IP7O1R)ARRTETERE LTz ppp0-in Z in Z4ILAITERALET . CHIZKY ppp0 12T —RXTRIELT
NXR BHSED /N7 yMMIHLTIP 772AYAMIESF IV INTHONET,

IPsec A—AILRYS—1ZEALFET , CNICKYIDAUFTT—ZAM IPsec FURILDIURRAUMEGYE
ED

11. <Ethernetl /2371 —RRFE >

NXR_A(config)#interface ethernet 1
NXR_A(config—if)#no ip address
NXR_A(config-if #pppoe—client ppp 0

Ethernet! 12271 —RX% PPPoE 7547 h&L. ppp0 1A TT—REFERTESLIB/ELET,

12. <DNS &%E>

NXR_A(config)#dns
NXR_A(dns—config)#service enable

DNS H—ERZHMIZLET,

(NXRB D& E]

1. <IRRAFBDEKE>

[ nxr120(config)#hostname NXR B
RAFBIZNXR B EEHZELET,

2. <Ethernet0 1>427x—XKE>

NXR_B(config)#interface ethernet 0
NXR_B(config—if)#ip address 192.168.20.1/24

Ethernet0 12271 —AD IP PRL R1Z192.168.20.1/24 2B FLET .
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3. KRATAVII—IERE>
| NXR_B(config)#ip route 0.0.0.0/0 192.168.120.254
TIHIWRIL—FEHRELET . F—bIOZATRELRIE LD NAPT JL—E®D IP 7RL R)

4. <IPsec 7R RAMKE >

| NXR B(config)#ipsec access—list LAN_A ip 192.168.20.0/24 192.168.10.0/24 |
Policy Based IPsec Tld. IPsec 7R AL THRELIZIL—ILIZEDE IPsec TESP LT BMESHDIRTE
INFT, &oT. ZSTHELIEET, BEIP 7PRLRIZTYFLIZ/ My h¥ IPsec DAT )L R R EEY
F9,

IPsec 7O R X% LANA &L EETT IP 7RL R 192.168.20.0/24, 585 IP 7RL X 192.168.10.0/24 %

|/ELFET

5. <IPsec NAT FS/\—H5 )LD EZHIE>

| NXR B(config)#ipsec nat—traversal enable

NAT FSA—HILEBBIIZLET,

6. <IPsec O—AHJLARY L —KE>
| NXR B(config)#ipsec local policy 1
IPsec A—ALR)—1%FH/RELET,

| NXR B(config-ipsec—local)#address ip |
IPsec o RILDFEETIP FRLRAERELET,

SO IPFRLRIE, 128 TT—REKTE T ipsec policy 1 EIFELIZED A ATI—RAD IP FRLAH EEIHIIC
BRESNFET,

| NXR_B(config-ipsec—local)#self-identity fqdn nxrb |
AEE D identity ZERELET . ARENVELIERAIL. WAN ] IP PRLANTSAR—KIP PELAD =8
T9 ., ZCTIXID ELT nxrb % fadn AKX THRELET,

7. <IPsec ISAKMP RS —ERE >
| NXR_B(config)#ipsec isakmp policy 1
NXR.A & IPsec I THEBAT B ISAKMP 7/RYS — 1%/ ELE T,

| NXR_B(config-ipsec—isakmp)#description NXR_A
ISAKMP RS —1DERBAEL T, CCTIE NXRA ERELET

| NXR_B(config-ipsec—isakmp)#authentication pre—share ipseckey
FRREAXEL T pre—share(FHIHFAR) Z:EIRL. BRTHABBRLL Tipseckey #ERELFET S
COFEF. @D NXRA ERICELZRET 2LENHYET

| NXR_B(config-ipsec—isakmp)#hash shaf
BREE7 IOV R LERELET , C2Tld shal ZERELET,
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| NXR_B(config-ipsec—isakmp)#encryption aes128

EEILTILTVXLERELETS . COTlE aes128 E/ELET

| NXR_B(config-ipsec—isakmp)#group 5

Diffie-Hellman(DH)Z IL—F# &/ ELE T, CZ Tl group 5 ZRELET,

| NXR_B(config-ipsec—isakmp)#lifetime 10800

ISAKMP SA DA 734 LERELET, ZZTIX 10800 WEHRELET,

| NXR_B(config-ipsec—isakmp)#isakmp—mode aggressive

TJ1—X1DARTLIT—a3VF—REBRTELE T, CSTIEAREZE D WAN ] IPv4 PRLAAEBI IP PRLAD
=6 . 7Ly TE—REBRELET,

| NXR_B(config-ipsec—isakmp)#remote address ip 10.10.10.1

FHE D NXRA @D WAN ] IP PRLRZERELET , CZTIEIRH D NXRA D WAN 8] IP 7KL X 10.10.10.1 %
HELEY,

| NXR_B(config-ipsec—isakmp)#keepalive 30 3 periodic restart

IKE KeepAlive(DPD)%E&E L E$ . DPD(Dead Peer Detection)ld ISAKMP SA ZEStR 3 ZHLRET. XA D NXR
@D WAN BITEENRELIGELEECENEZRAL, WEMAL TS SA ZHIBRLZY SA ZHIBRLTES
OV I—2av% 7oV 5L EDHENHYET,

%# DPD (FEICEEAMISEEINDDITTIIAL AED NXR &KUY IPsec /37 vbaZELTLSIGEIF.
DPD /VrykMFEEFITHOhEE A,

CCTIXEER%E 30 BREIRT 3 @Y RSA%E4TL). keepalive 2k BXBIZ SA ZHIBRL IKE D I IT—1av%xH
1adBHESICHRELET,

| NXR_B(config-ipsec—isakmp)#local policy 1

BEDIT%1TS IPsec A—AILRY L —%EELET .
CC Tl IPsec O—AJLARY S —1 EBEED ITEITLET,

8. <IPsec FURIJILRYS—ERTE >

| NXR_B(config)#ipsec tunnel policy 1

NXRA &M IPsec B CHERT A RILRI—1EZRELET .

| NXR_B(config-ipsec—tunnel)#description NXR_A

FoRILARYL—1DERBAEL T, CSTIENXRA ERELET,

| NXR_B(config-ipsec—tunnel)#negotiation—-mode auto

IPsec RUL—DRITLIT—3 0 E—RERELET . CORTEICL>THRILI—LavEEHOMIBLEY., #
[CWHAERBELBELAT LI -3 FIBLEWEWNSIRENFIEETY .
CCTRERIVI—avE—FRZauto ITRELET . CNICKYTELMSRT L I—2a 0 FFIRTHEMNT
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EFY,

| NXR_B(config-ipsec—tunnel)#set transform esp—aes128 esp—shal—hmac
IPsec hY IR —THERTENSV R TH—L(TAR—F IV ERELET .
CCTIE BBEIET7 LT X L esp-aes128, FREF7 /L) X L esp—shal-hmac ZRELET,

| NXR_B(config-ipsec—tunnel)#set pfs group5
PFS(Perfect Forward Secrecy) DEETEEFNIZHES DH T IIL—TEHELETT,

CZTIEPFS ##AL.DH ZIL—FELT groups #/ELE T,

| NXR_B(config-ipsec—tunnel)#set sa lifetime 3600
IPsec SA DA TRALEHRELET , CCTIE 3600 MEFRELFET

| NXR_B(config-ipsec—tunnel)#set key—exchange isakmp 1
BEED+%175 ISAKMP RYS—%HEELET,
CCTIL ISAKMP RS —1 EBEEDHEFITVVET,

| NXR B(config-ipsec—tunnel)#match address LAN_A
#HT S IPsec 7O ERJRNERELET
ZCTlXIPsec 7UVEAVAM LANA ZRELET

9. <Ethemetl /A JT—RERE>

NXR_B(config)#finterface ethernet 1
NXR_B(config-if)#ip address 192.168.120.1/24

Ethernet! 12371 —AM IPvd PRLAELT 10.10.20.1/24 /R ELET,

| NXR_B(config-if)#ipsec policy 1

DA BTT—AD IPsec FURILDIURRA UMD ESHRELET
CCTHETBDIL, IPsec A—HILIRYL—LIEYET,

ZCTlE IPsec O—HILR) S —1ERELET .

10. <DNS &>

NXR_B(config)#dns
NXR_B(dns—config)#service enable

DNS H—ERXZE#IZLET,

[ RVavnBzEH )

LAN A ®/\YVaY LAN B ®/\V3aY
IP7FLR 192.168.10.100 192.168.20.100
HYITRIYRTRY 255.255.255.0 255.255.255.0
TIAINT—roxA 192.168.10.1 192.168.20.1
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2-1. [E%E IP 7L AT O % E il (MainMode D F| )

2-1. B IP 7RFL A TH#EHER EH (MainMode D FI|FH)

LAN_A 192.168.10.0/24 & LAN_B 192.168.20.0/24 D xyrT—2(Z8%% NXRA, NXR.B [T IPsec FoRIL%E

BEL. LAN BL@{EZFTREICLET . IPsec ZF AT B/L—E2D WAN I IP PRLRIEELIZEE IP PRLRIZ
BYET,

[ #E ]

LAN_A : 192.168.10.0/24 LAN_B : 192.168.20.0/24

NXR_A O IPsec ) NXR_B
Eth0 Eth1 10.10.10.254  10.10.20. 254 Eth1 Eth0
192.168.10.100 |99 165 1. 1 10.10.10. 1 10.10. 20. 1 192.168.20.1 | 192 168.20.100

¥

Route Based IPsec Tl& Policy Based IPsec TOREIZHLTUTDEHREEEBMTINENHYET,
R RIIA AT —REETE

JL—RERERET T IL—EERTE, RIPv1/v2,0SPF,BGP)

1-1. EE IP PFL A TOELHEEH (MainMode DFIA) DNABEEL—ESEIZHYETDOT.CSEBT
=y,

76/244



2. Route Based IPsec 5% F
2-1. [E%E IP 7L AT O % E il (MainMode D F| )

[ &EH ]
(NXR.A DE&TE)

nxr120#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr120(config)#thostname NXR_A

NXR_A(config)ttinterface ethernet 0O

NXR_A(config—if)#ip address 192.168.10.1/24
NXR_A(config—if)#exit

NXR_A(config)tip route 192.168.20.0/24 tunnel 1
NXR_A(config)#ip route 0.0.0.0/0 10.10.10.254
NXR_A(config)ttipsec access—list LAN_B ip 192.168.10.0/24 192.168.20.0/24
NXR_A(config)ttipsec local policy 1
NXR_A(config—ipsec—local)#taddress ip
NXR_A(config-ipsec—local)#exit

NXR_A(config)ttipsec isakmp policy 1
NXR_A(config—ipsec—isakmp)#tdescription NXR_B
NXR_A(config—ipsec—isakmp)#authentication pre—share ipseckey
NXR_A(config—ipsec—isakmp)#thash shat
NXR_A(config-ipsec—isakmp)#encryption aes128
NXR_A(config-ipsec—isakmp)#group 5
NXR_A(config—ipsec—isakmp)#lifetime 10800
NXR_A(config—ipsec—isakmp)#tisakmp—mode main
NXR_A(config—ipsec—isakmp)#remote address ip 10.10.20.1
NXR_A(config—ipsec—isakmp)itkeepalive 30 3 periodic restart
NXR_A(config—ipsec—isakmp)#local policy 1
NXR_A(config-ipsec—isakmp)#exit

NXR_A(config)ttipsec tunnel policy 1
NXR_A(config—ipsec—tunnel)#description NXR_B
NXR_A(config—ipsec—tunnel)#negotiation-mode auto
NXR_A(config—ipsec—tunnel)#set transform esp—aes128 esp—shal—hmac
NXR_A(config—ipsec—tunnel)#set pfs groupb
NXR_A(config-ipsec—tunnel)#set sa lifetime 3600
NXR_A(config—ipsec—tunnel)#tset key—exchange isakmp 1
NXR_A(config—ipsec—tunnel)#match address LAN_B
NXR_A(config—ipsec—tunnel)#exit

NXR_A(config)ttinterface tunnel 1
NXR_A(config-tunnel)#tunnel mode ipsec ipv4
NXR_A(config—tunnel)#tunnel protection ipsec policy 1
NXR_A(config—tunnel)#ip tcp adjust-mss auto
NXR_A(config—tunnel)#exit

NXR_A(config)ttinterface ethernet 1

NXR_A(config—if)#ip address 10.10.10.1/24
NXR_A(config—if)#tipsec policy 1

NXR_A(config—if)#exit

NXR_A(config)#texit

NXR_A#save config
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(NXRB D&E]

nxr120#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr120(config)#thostname NXR_B

NXR_B(config)ttinterface ethernet 0

NXR_B(config—if)#ip address 192.168.20.1/24
NXR_B(config—if)#exit

NXR_B(config)tip route 192.168.10.0/24 tunnel 1
NXR_B(config)#ip route 0.0.0.0/0 10.10.20.254
NXR_B(config)t#tipsec access—list LAN_A ip 192.168.20.0/24 192.168.10.0/24
NXR_B(config)ttipsec local policy 1
NXR_B(config-ipsec—local)#taddress ip
NXR_B(config—ipsec—local)#texit

NXR_B(config)ttipsec isakmp policy 1
NXR_B(config—ipsec—isakmp)#tdescription NXR_A
NXR_B(config—ipsec—isakmp)#authentication pre—share ipseckey
NXR_B(config-ipsec—isakmp)#hash shatl
NXR_B(config-ipsec—isakmp)#encryption aes128
NXR_B(config—ipsec—isakmp)#tgroup 5
NXR_B(config—ipsec—isakmp)#lifetime 10800
NXR_B(config—ipsec—isakmp)#tisakmp—mode main
NXR_B(config—ipsec—isakmp)#remote address ip 10.10.10.1
NXR_B(config—ipsec—isakmp)#tkeepalive 30 3 periodic restart
NXR_B(config-ipsec—isakmp)#local policy 1
NXR_B(config—ipsec—isakmp)#texit

NXR_B(config)ttipsec tunnel policy 1
NXR_B(config—ipsec—tunnel)#description NXR_A
NXR_B(config—ipsec—tunnel)#negotiation-mode auto
NXR_B(config—ipsec—tunnel)#set transform esp—aes128 esp—shal—hmac
NXR_B(config—ipsec—tunnel)#set pfs groupb
NXR_B(config-ipsec—tunnel)#set sa lifetime 3600
NXR_B(config—ipsec—tunnel)#set key—exchange isakmp 1
NXR_B(config—ipsec—tunnel)#tmatch address LAN_A
NXR_B(config—ipsec—tunnel)#exit

NXR_B(config)ttinterface tunnel 1
NXR_B(config—tunnel)#tunnel mode ipsec ipv4
NXR_B(config—tunnel)#tunnel protection ipsec policy 1
NXR_B(config—tunnel)#ip tcp adjust-mss auto
NXR_B(config—tunnel)#exit

NXR_B(config)ttinterface ethernet 1

NXR_B(config—if)#ip address 10.10.20.1/24
NXR_B(config-if)#tipsec policy 1

NXR_B(config—if)#texit

NXR_B(config)#texit

NXR_B#save config
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2. Route Based IPsec 5% F
2-1. [E%E IP 7L AT O % E il (MainMode D F| )

[ BREHIFDR ]

(NXRA DE&E]

(&) ZIICRBEOLVRTEERIE., 1-1. BE IP 7RL A TR E B (MainMode DFI ) M
(NXRA DEFFEINSEIZGYET DT, Tb0Z2ISHRTIL,

1. <RETAY7IV—bERE>

| NXR_A(config)#ip route 192.168.20.0/24 tunnel 1

IPsec THEATHRFITAVIIL—bEERELET,

CCTHRELEEBE IP PRLRIZYYF LI/ YA IPsec DATILIER R ELYET,
T—=r2TATEL AL IPsec THEAT D RILAVETI—RERELFT .

ZZTI& LANB [HIFDJIL—FT NXRB EDED IPsec hoRILICh O RIIIA 3 TI—REERLET DT,
F—b,DzA AR T7x—XIL tunnel 1 ZERELET,

2. <IPsec 7OERJRIERE>
| NXR_A(config)#ipsec access—list LAN_B ip 192.168.10.0/24 192.168.20.0/24 |
Policy Based IPsec Tld. IPsec 7R AL THRELIZIL—ILIZEDE IPsec TESP LT BMESHDIRTE

SN FELT =S, Route Based IPsec Tl& IPsec 7R RAMEIKE 7z—X2MD ID ELTHAMEALET

(=) Route Based IPsec TESP {t T AMEM L IPsec FIERAMTIFHL O RILA VR TI—RES —k
VIA(ETHIL—IEREDHETREVET,

CC Tl IPsec 7V RYRAME%E LANB &L, EETTIP 7RLR 192.168.10.0/24, 585 IP 7L X

192.168.20.0/24 /¥ ELFE T,

3. <FPURNAVBIT—REETED>
| NXR_A(config)ttinterface tunnel 1
PRIV A TT—RERELET,

[ NXR_A(config-tunnel)#tunnel mode ipsec ipv4
P RIIARTI—RATHERT SN RILE—RERELET .
ko RILA2BTT—R% Route Based IPsec TERT BHIHE L. ipsec ipvd EERELET .

[ NXR_A(config-tunnel)#tunnel protection ipsec policy 1 |
EAT % IPsec FoRILRYL—ZHRELET , CCTIE IPsec hoRILRYS—1EBEDFETVET DT,
ipsec policy 1 EERELET .

(&) IPsec A—HILKR)—TIEHYELADT, THEETILY,

| NXR_A(config-tunnel)#ip tcp adjust-mss auto |
TCP MSS D E#AEEA —MIRELET,

TCP MSS FAEEMEEIL TCP DRI T— a3 BF(C MSS EZFAEET AL T, YA XD AREL TCP /X7 ubg
BRiX T BIRICTST AN KB RIL—TYLDBETEINF T HBESICFALET .
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2. Route Based IPsec 5% F
2-1. [E%E IP 7L AT O % E il (MainMode D F| )

(NXRB D&% E ]
(=) CCIZRHOLHLBRTFIERIL, 1-1. BE IP PFL A TOEREERFEH (MainMode DF|A) @
(NXRB DEREINSEIZLYFEIT DT, Fb0ETSHBTILY,

1. <RETAY7IV—bERE>

| NXR_B(config)#ip route 192.168.10.0/24 tunnel 1

IPsec THEATHRFITAVIIL—bEERELET,

CCTHRELEEBE IP PRLRIZOYF LI/ YA IPsec DATILIER R ELYET,
T—r2TATEL AL IPsec THEAT D RILAETI—RERELFT .

CZTIE LANA FIFDIL—FTNXRA EDED IPsec FRILIZA Y RIL 1 A23T72—REFERALTLNET D
T H—;ITA (BT —R(& tunnel 1 ZERELET,

2. <IPsec 7OERJRIERE>
| NXR B(config)#ipsec access—list LAN_A ip 192.168.20.0/24 192.168.10.0/24 |
Policy Based IPsec Tl&. IPsec 7R AL THRELIZIL—ILIZEDE IPsec TESP LT BMESHDIRTE

SN FELT=HS, Route Based IPsec Tl& IPsec 7R RAMEIKE 7z—X2MD ID ELTHOMAHMEALET

(=) Route Based IPsec TESP {t T AMEM L IPsec FIERAMTIFHLM O RILA VB TT—RES —k
VIA(ETHIL—IEREDHETREVET,

CC Tl IPsec 7O RYRMEZE LANA ELEETTIP 7R R 192.168.20.0/24, 585 IP 7L X

192.168.10.0/24 #/ELFE T,

3. <FPURNAVBIT—REETED>
| NXR_B(config)ttinterface tunnel 1
PRIV A TT—RERELET,

[ NXR_B(config-tunnel)#tunnel mode ipsec ipv4
P RIIARTI—RATHERAT SN RILE—FERELET,
ko RILA2BTT—R% Route Based IPsec TERT BHIHE L. ipsec ipvd EERELET .

[ NXR_B(config-tunnel)#tunnel protection ipsec policy 1 |
EAT % IPsec FoRILRYL—ZERELET  CCTIE IPsec hoRILRYS—1EBEDFETVET DT,
ipsec policy 1 EERELET .

(&) IPsec A—AILRYL—TREHYFELEAD T, TEETIL,

| NXR_B(config-tunnel)#ip tcp adjust-mss auto |
TCP MSS D E#AEEA —MIRELET,

TCP MSS FAEEMEEIL TCP DRI T— a3 BF(C MSS EZFAEET AL T, YA XD AREL TCP /X7 ubg
BRiX T BIRICTST AN &K BRI =TI DIBETZINFH T HBESICFIALET .
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2. Route Based IPsec 5% F
2-1. [E%E IP 7L AT O % E il (MainMode D F| )

[ XVavnEEH ]

LAN A /N> LAN B ®/\YVaY
IP7FLR 192.168.10.100 192.168.20.100
HITRIYRTRY 255.255.255.0 255.255.255.0
TIHINT =k x4 192.168.10.1 192.168.20.1
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2. Route Based IPsec 5% F
2-2. B IP 7RL R TO#%#RER EHI (AggressiveMode D F| )

2-2. I IP 7R X T EHRER TEHI (AggressiveMode D FI )

NXR @ WAN Il IP PRL RADEREDEIZEH DM IP PRL RBETEH IPsec ZFIBT A EMNAIEETT, 1=
ZLE5—A D NXR D WAN il IP PRL RIZETE IP PRLAD LB ETYET,
F- ISAKMP ORI T—2a Tl 7O LYY TE—REFEARALET,

[ #E ]

LAN_A : 192.168.10.0/24 LAN_B : 192.168.20.0/24

NXR_A O IPsec ) NXR_B
= = —

Eth0 Eth1 10.10.10.254  10.10.20. 254 Eth1 Eth0
192.168.10.100 |99 165 1. 1 10.10.10. 1 DHCPT® 192.168. 20,1 | 192 168.20.100
IP7 KL X BEES

¥

Route Based IPsec Tl& Policy Based IPsec TOREIZHLTUTDEHREEEBMTINENHYET,
R RIIA AT —REETE

JL—RERERET T IL—EERTE, RIPv1/v2,0SPF,BGP)

1-2. B IP PRL R TO RS 5| (AggressiveMode DFIFA) DIARL—EHSEIZHYETDT. Z
SHETE,
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2. Route Based IPsec 5% F
2-2. B IP 7RL R TO#%#RER EHI (AggressiveMode D F| )

[ &EH ]
(NXR.A DE&TE)

nxr120#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr120(config)#thostname NXR_A

NXR_A(config)ttinterface ethernet 0O

NXR_A(config—if)#ip address 192.168.10.1/24
NXR_A(config—if)#exit

NXR_A(config)tip route 192.168.20.0/24 tunnel 1
NXR_A(config)#ip route 0.0.0.0/0 10.10.10.254
NXR_A(config)ttipsec access—list LAN_B ip 192.168.10.0/24 192.168.20.0/24
NXR_A(config)ttipsec local policy 1
NXR_A(config—ipsec—local)#taddress ip
NXR_A(config-ipsec—local)#exit

NXR_A(config)ttipsec isakmp policy 1
NXR_A(config—ipsec—isakmp)#tdescription NXR_B
NXR_A(config—ipsec—isakmp)#authentication pre—share ipseckey
NXR_A(config—ipsec—isakmp)#hash sha1l
NXR_A(config-ipsec—isakmp)#encryption aes128
NXR_A(config-ipsec—isakmp)#group 5
NXR_A(config—ipsec—isakmp)#lifetime 10800
NXR_A(config—ipsec—isakmp)#tisakmp—mode aggressive
NXR_A(config—ipsec—isakmp)#tremote address ip any
NXR_A(config—ipsec—isakmp)#tremote identity fqdn nxrb
NXR_A(config—ipsec—isakmp)ttkeepalive 30 3 periodic clear
NXR_A(config-ipsec—isakmp)#local policy 1
NXR_A(config—ipsec—isakmp)#exit

NXR_A(config)ttipsec tunnel policy 1
NXR_A(config—ipsec—tunnel)#description NXR_B
NXR_A(config—ipsec—tunnel)#negotiation-mode responder
NXR_A(config—ipsec—tunnel)#set transform esp—aes128 esp—shal—hmac
NXR_A(config-ipsec—tunnel)#set pfs group5
NXR_A(config—ipsec—tunnel)#set sa lifetime 3600
NXR_A(config—ipsec—tunnel)#tset key—exchange isakmp 1
NXR_A(config—ipsec—tunnel)#match address LAN_B
NXR_A(config—ipsec—tunnel)#exit

NXR_A(config)ttinterface tunnel 1
NXR_A(config—tunnel)#tunnel mode ipsec ipv4
NXR_A(config—tunnel)#tunnel protection ipsec policy 1
NXR_A(config—tunnel)#ip tcp adjust-mss auto
NXR_A(config—tunnel)#exit

NXR_A(config)ttinterface ethernet 1

NXR_A(config—if)#ip address 10.10.10.1/24
NXR_A(config-if)#ipsec policy 1

NXR_A(config—if)#exit

NXR_A(config)#texit

NXR_A#save config
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2. Route Based IPsec 5% F
2-2. B IP 7RL R TO#%#RER EHI (AggressiveMode D F| )

(NXRB D&E]

nxr120#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr120(config)#thostname NXR_B

NXR_B(config)ttinterface ethernet 0

NXR_B(config—if)#ip address 192.168.20.1/24
NXR_B(config—if)#exit

NXR_B(config)tip route 192.168.10.0/24 tunnel 1
NXR_B(config)#tipsec access—list LAN_A ip 192.168.20.0/24 192.168.10.0/24
NXR_B(config)ttipsec local policy 1
NXR_B(config—ipsec—local)#taddress ip
NXR_B(config-ipsec—local#self-identity fqdn nxrb
NXR_B(config-ipsec—local)#texit

NXR_B(config)ttipsec isakmp policy 1
NXR_B(config—ipsec—isakmp)#tdescription NXR_A
NXR_B(config—ipsec—isakmp)#authentication pre—share ipseckey
NXR_B(config-ipsec—isakmp)#hash shatl
NXR_B(config-ipsec—isakmp)#encryption aes128
NXR_B(config—ipsec—isakmp)#tgroup 5
NXR_B(config—ipsec—isakmp)#isakmp—mode aggressive
NXR_B(config—ipsec—isakmp)#remote address ip 10.10.10.1
NXR_B(config—ipsec—isakmp)#tkeepalive 30 3 periodic restart
NXR_B(config-ipsec—isakmp)#local policy 1
NXR_B(config—ipsec—isakmp)#texit

NXR_B(config)ttipsec tunnel policy 1
NXR_B(config—ipsec—tunnel)#description NXR_A
NXR_B(config—ipsec—tunnel)#negotiation-mode auto
NXR_B(config—ipsec—tunnel)#set transform esp—aes128 esp—shal—hmac
NXR_B(config—ipsec—tunnel)#set pfs groupb
NXR_B(config-ipsec—tunnel)#set key—exchange isakmp 1
NXR_B(config—ipsec—tunnel)#match address LAN_A
NXR_B(config—ipsec—tunnel)#exit

NXR_B(config)tinterface tunnel 1
NXR_B(config—tunnel)#tunnel mode ipsec ipv4
NXR_B(config—tunnel)#tunnel protection ipsec policy 1
NXR_B(config—tunnel)#ip tcp adjust—-mss auto
NXR_B(config—tunnel)#exit

NXR_B(config)ttinterface ethernet 1

NXR_B(config—if)#ip address dhcp

NXR_B(config-if)#tipsec policy 1

NXR_B(config—if)#exit

NXR_B(config)#texit

NXR_B#save config
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2. Route Based IPsec 5% F
2-2. B IP 7RL R TO#%#RER EHI (AggressiveMode D F| )

[ EEGIREDR ]

(NXRA DE&E)

(=) CCICEREDHVBEEIELIL. 1-2. B IP 7RL R TOERESREHI (AggressiveMode DFIF) D
(NXR A DEFINSEICHYET DT, Z60ETSBTEL,

1. <RETAYYIL—ERE>
[ NXR_A(config)#ip route 192.168.20.0/24 tunnel 1

IPsec THEATHIRITAVIIL—PEERELET,

ZCTERELIFEE IP PRLRIZRYF LIz 9k B IPsec DATEILIER R ERYET,
T—hIzAT7RLURIE IPsec THERAT D RILAATI—REFZFELET,

CZTIX LANB [ITDIL—FT NXRB EDEID IPsec o RILICP ORIV AT —REFERALTHVNET D
T =,z AA3T72—X L tunnel 1 ZHRELFET,

2. <IPsec 7OtRRANERE >
| NXR_A(config)ttipsec access—list LAN_B ip 192.168.10.0/24 192.168.20.0/24 |
Policy Based IPsec Tl&. IPsec 7R AR TEHRELIL—ILIZEDE IPsec TESP b T HMESHIRE

SN FELT=H. Route Based IPsec Tld IPsec 7R RAMIIKE 7z—X2MD ID ELTHOAERALET,

(=) Route Based IPsec TESP {t T AMEM L IPsec FIER) AMTIFHLM U RILA VB TI—RES —k
VIA(ETHIL—IREDHETREVET,

CC Tl IPsec 7V R RAME%E LANB L, EETTIP 7L R 192.168.10.0/24, 585 IP 7L X

192.168.20.0/24 %X FELET

3. <FURIAVEIT—RERE >
| NXR_A(config)ttinterface tunnel 1
bR AVBT—REBRELET,

[ NXR_A(config-tunnel)#tunnel mode ipsec ipv4
P RIIARTT—RTHERAT I RILE—FERELET .
Fo R ILAL2RTT—R% Route Based IPsec TIEAT DI AL, ipsec ipvd EERELET,

| NXR_A(config-tunnel)#tunnel protection ipsec policy 1 |
AT HIPsec b RILRYS—FERELET, CSTlEIPsec b RILRY S —1EBEEDFEITVET DT,
ipsec policy 1 £EERELFET,

(=) IPsec A—AILKR)L—TIEHYFEFLEAD T, TEETIL,

[ NXR_A(config-tunnel)#ip tcp adjust-mss auto |
TCP MSS D EMEEZA —MIBRELFE T,

TCP MSS FHZH#AEIL TCP DRIV IT— 3 BT MSS [EZ AT H2ET, YA XD KEL TCP /7 yhE
Bk T BMRIZ TSI AVNI K BRI =TV DETEMH T HEEIZHALES,
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2. Route Based IPsec 5% F
2-2. B IP 7RL R TO#%#RER EHI (AggressiveMode D F| )

(NXRB D&E]
(&) CCIZRHBOHVRTEE L. 1-2. B IP PRL A TO R T I (AggressiveMode D FIF) D
(NXRB QB EINSEICHYET DT, TELESSB T,

1. <RETAY7IV—bERE>

| NXR_B(config)#ip route 192.168.10.0/24 tunnel 1

IPsec THEATHRFITAVIIL—bEERELET,

CCTHRELEEBE IP PRLRIZOYF LI/ YA IPsec DATILIER R ELYET,
T—r2TATEL AL IPsec THEAT D RILAETI—RERELFT .

CZTIE LANA FIFDIL—FTNXRA EDED IPsec FRILIZA Y RIL 1 A23T72—REFERALTLNET D
T H—;ITA (BT —R(& tunnel 1 ZERELET,

2. <IPsec 7OERJRIERE>
| NXR B(config)#ipsec access—list LAN_A ip 192.168.20.0/24 192.168.10.0/24 |
Policy Based IPsec Tl&. IPsec 7R AL THRELIZIL—ILIZEDE IPsec TESP LT BMESHDIRTE

SN FELT=HS, Route Based IPsec Tl& IPsec 7R RAMEIKE 7z—X2MD ID ELTHOMAHMEALET

(=) Route Based IPsec TESP {t T AMEM L IPsec FIERAMTIFHLM O RILA VB TT—RES —k
VIA(ETHIL—IEREDHETREVET,

CC Tl IPsec 7O RYRMEZE LANA ELEETTIP 7R R 192.168.20.0/24, 585 IP 7L X

192.168.10.0/24 #/ELFE T,

3. <FPURNAVBIT—REETED>
| NXR_B(config)ttinterface tunnel 1
PRIV A TT—RERELET,

[ NXR_B(config-tunnel)#tunnel mode ipsec ipv4
P RIIARTI—RATHERAT SN RILE—FERELET,
ko RILA2BTT—R% Route Based IPsec TERT BHIHE L. ipsec ipvd EERELET .

[ NXR_B(config-tunnel)#tunnel protection ipsec policy 1 |
ERATBHIPsec FURILRYS—ERELFET, Tl IPsec b RILRYL—1EEEDHETVET DT,
ipsec policy 1 EERELET .

(&) IPsec A—AILKR)L—TIEHYFEFLADT, TEETILY,

| NXR_B(config-tunnel)#ip tcp adjust-mss auto |
TCP MSS D E#AEEA —MIRELET,

TCP MSS FAEEMEEIL TCP DRI T— a3 BF(C MSS EZFAEET AL T, YA XD AREL TCP /X7 ubg
BRiX T BIRICTST AN &K BRI =TI DIBETZINFH T HBESICFIALET .
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2. Route Based IPsec 5% F
2-2. B IP 7RL R TO#%#RER EHI (AggressiveMode D F| )

[ XVavnEEH ]

LAN A /N> LAN B ®/\YVaY
IP7FLR 192.168.10.100 192.168.20.100
HITRIYRTRY 255.255.255.0 255.255.255.0
TIHINT =k x4 192.168.10.1 192.168.20.1

87/244



2. Route Based IPsec 5% F
2-3. RSA AFABERE S A X TOE#REREH

2-3. RSA A BHBRIE B AKX THEHREEH

IKE D7x—X1THRMED NXR DFEEEIC RSA ARBES AR EFIATHENTEET , RSA NFHBESA
KEFIATEEEEIKE DT—R1TAMVE—REFERTIDLELHYET .

[ #E ]

LAN_A : 192.168.10.0/24 LAN_B : 192.168.20.0/24

NXR_A O IPsec )

NXR_B
Eth0 Eth1 10.10.10.254  10.10.20. 254 Eth1 Eth0
192.168.10.100 | 99 168 1. 1 10.10.10. 1 10.10. 20. 1 192.168.20.1 | 192 168.20.100

Route Based IPsec Tl& Policy Based IPsec TODREIZHLTUTDEHREEZEBMTINENHYET,
R RIIAATT—REETE

JL—RERERET T IL—EERTE, RIPv1/v2,0SPF,BGP)
1-3. RSA NS AR COEHKREFNDOABTLSEIZHYETDTISETEL,
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2. Route Based IPsec 5% F
2-3. RSA 1~ FAREE B A X TOEGRREH

[ &EH ]
(NXR.A DE&TE)

nxr120#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr120(config)#thostname NXR_A

NXR_A(config)ttinterface ethernet 0O

NXR_A(config—if)#ip address 192.168.10.1/24

NXR_A(config—if)#exit

NXR_A(config)tip route 192.168.20.0/24 tunnel 1

NXR_A(config)#ip route 0.0.0.0/0 10.10.10.254

NXR_A(config)ttipsec access—list LAN_B ip 192.168.10.0/24 192.168.20.0/24
NXR_A(config)ttipsec generate rsa—sig—key 1024

RSA-SIG KEY generating...

NXR_A(config)#exit

NXR_A#show ipsec rsa—pub—key

RSA public key :
0sAQNe9Ghb4CNEadJully67aSxECLJDHhvndH10puMs6P8yGiTNIcGeSOQ8XEy8iYTst2bv022XUxSt37
RhORSIRIY1i83TXkQZbhndDCNJv+rtX/aro745MbJ9auXT1L5tda4C54S7SELboAtU28sD3si00wlzLW
tE7yRUqLP4ZiiNMw==

NXR_A#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
NXR_A(config)ttipsec local policy 1

NXR_A(config—ipsec—local)#address ip
NXR_A(config—ipsec—local)#self-identity fqdn nxra
NXR_A(config—ipsec—local)#texit

NXR_A(config)ttipsec isakmp policy 1
NXR_A(config—ipsec—isakmp)#tdescription NXR_B
NXR_A(config—ipsec—isakmp)#authentication rsa—sig 0sAQOx8kE6uhZ TvWMikunsy3uK5/7]
IkTXsCjQpgo4B+X64UAVeuxFQZ3KG3bzyjmyCbpktOxEiU+v1kF4AOAOXoDfgND+KAdEky/YWqQYzMuu
uu2uy/KBE9JA24NACufugMqgGSXc51fJ/6V5Qi9YtVd7TWBkZQSZJJADBHs/YyYD9Q==
NXR_A(config—ipsec—isakmp)#hash sha1l
NXR_A(config-ipsec—isakmp)#encryption aes128
NXR_A(config—ipsec—isakmp)#group 5

NXR_A(config—ipsec—isakmp)#lifetime 10800
NXR_A(config—ipsec—isakmp)#tisakmp—mode main
NXR_A(config—ipsec—isakmp)#tremote address ip 10.10.20.1
NXR_A(config—ipsec—isakmp)#tremote identity fqdn nxrb
NXR_A(config-ipsec—isakmp)#keepalive 30 3 periodic restart
NXR_A(config—ipsec—isakmp)#local policy 1
NXR_A(config—ipsec—isakmp)#exit

NXR_A(config)ttipsec tunnel policy 1
NXR_A(config—ipsec—tunnel)#description NXR_B
NXR_A(config—ipsec—tunnel)#negotiation-mode auto
NXR_A(config-ipsec—tunnel)#set transform esp—aes128 esp—shal-hmac
NXR_A(config—ipsec—tunnel)#set pfs groupb
NXR_A(config—ipsec—tunnel)#set sa lifetime 3600
NXR_A(config—ipsec—tunnel)#set key—exchange isakmp 1
NXR_A(config—ipsec—tunnel)#match address LAN_B
NXR_A(config—ipsec—tunnel)#exit

NXR_A(config)#interface tunnel 1

NXR_A(config—tunnel)#tunnel mode ipsec ipv4

NXR_A(config—tunnel)#tunnel protection ipsec policy 1
NXR_A(config—tunnel)#ip tcp adjust-mss auto

NXR_A(config—tunnel)#exit

NXR_A(config)ttinterface ethernet 1

NXR_A(config—if)#ip address 10.10.10.1/24

NXR_A(config—if)#ipsec policy 1

NXR_A(config—if)#exit

NXR_A(config)#texit

NXR_A#tsave config
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2. Route Based IPsec 5% F
2-3. RSA 1~ FAREE B A X TOEGRREH

(NXRB D&E]

nxr120#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr120(config)#thostname NXR_B

NXR_B(config)ttinterface ethernet 0

NXR_B(config—if)#ip address 192.168.20.1/24

NXR_B(config—if)#exit

NXR_B(config)tip route 192.168.10.0/24 tunnel 1

NXR_B(config)#ip route 0.0.0.0/0 10.10.20.254

NXR_B(config)t#tipsec access—list LAN_A ip 192.168.20.0/24 192.168.10.0/24
NXR_B(config)ttipsec generate rsa—sig—key 1024

RSA-SIG KEY generating...

NXR_B(config)#exit

NXR_B#show ipsec rsa—pub—key

RSA public key :
0sAQOx8KE6UhZTvWMikunsy3uK5/7jlkTXsCjQpgo4B+X64UAVeuxFQZ3KG3bzyjmyCbpktOxEiU+v1k
F4AAOAOXoDfgND+KAdEky/YWqQYzMuuuu2uy/K6E9JA24NACufugMagGSXc51fJ/6V5Qi9YtVd7TWBKZQ
SZJJADBHs/YyYD9Q==

NXR_B#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
NXR_B(config)ttipsec local policy 1

NXR_B(config-ipsec—local)#address ip
NXR_B(config-ipsec—local#self-identity fqdn nxrb
NXR_B(config—ipsec—local)#exit

NXR_B(config)ttipsec isakmp policy 1
NXR_B(config—ipsec—isakmp)#tdescription NXR_A
NXR_B(config—ipsec—isakmp)#authentication rsa—sig 0sAQNe9Ghb4CNEaJully67aSxECLJD
HhvndH10puMs6P8yGiTNIcGeSOQ8XEy8iYTst2bv022XUxSt37RhOR5IRiY 1i83TXkQZbhnJDCNJv+rt
X/aro745MbJ9auXT1L5tda4C54S7SELboAtU28sD3si00wlzLWtE7yRUgLP4ZiiNMw==
NXR_B(config-ipsec—isakmp)#hash shatl
NXR_B(config—ipsec—isakmp)#encryption aes128
NXR_B(config—ipsec—isakmp)#group 5

NXR_B(config—ipsec—isakmp)#lifetime 10800
NXR_B(config—ipsec—isakmp)#tisakmp—mode main
NXR_B(config—ipsec—isakmp)#tremote address ip 10.10.10.1
NXR_B(config-ipsec—isakmp)#tremote identity fqdn nxra
NXR_B(config—ipsec—isakmp)#tkeepalive 30 3 periodic restart
NXR_B(config—ipsec—isakmp)#local policy 1
NXR_B(config—ipsec—isakmp)#exit

NXR_B(config)ttipsec tunnel policy 1
NXR_B(config—ipsec—tunnel)#tdescription NXR_A
NXR_B(config—ipsec—tunnel)#negotiation-mode auto
NXR_B(config—ipsec—tunnel)#set transform esp—aes128 esp—shal—hmac
NXR_B(config—ipsec—tunnel)#set pfs groupb
NXR_B(config—ipsec—tunnel)#set sa lifetime 3600
NXR_B(config—ipsec—tunnel)#set key—exchange isakmp 1
NXR_B(config-ipsec—tunnel)#tmatch address LAN_A
NXR_B(config—ipsec—tunnel)#exit

NXR_B(config)ttinterface tunnel 1

NXR_B(config—tunnel)#tunnel mode ipsec ipv4

NXR_B(config—tunnel)#tunnel protection ipsec policy 1
NXR_B(config—tunnel)#ip tcp adjust-mss auto

NXR_B(config—tunnel)#exit

NXR_B(config)ttinterface ethernet 1

NXR_B(config-if)#ip address 10.10.20.1/24

NXR_B(config—if)#tipsec policy 1

NXR_B(config—if)#exit

NXR_B(config)#texit

NXR_B#save config
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2. Route Based IPsec 5% F
2-3. RSA AFABERE S A X TOE#REREH

[ BREHIFDR ]

(NXRA DE&E]

() CCICEEHOLEVERTEIEBIL. 1-3. RSA 2HRBEE AR TOEFKHEHDINXRA DFEFEINSEIC
BYEIT DT, TL0ETSHBTI,

1. <RETAY7IV—LERE>

| NXR_A(config)#ip route 192.168.20.0/24 tunnel 1

IPsec THEATHRFITAVIIL—bEERELET,

CCTHRELEEBE IP PRLRIZYYF LI/ YA IPsec DATILIER R ELYET,
T—=r2TATEL AL IPsec THEAT D RILAVETI—RERELFT .

CZTIEZ LANB RITDIL—FTNXRB EDEID IPsec P RILIZR Y RIL 1 42372 —REFERALTWVNET D
T H—;ITA (BT —R(& tunnel 1 ZERELET,

2. <IPsec 7OERJRIERE>
| NXR_A(config)#ipsec access—list LAN_B ip 192.168.10.0/24 192.168.20.0/24 |
Policy Based IPsec Tld. IPsec 7R AL THRELIZIL—ILIZEDE IPsec TESP LT BMESHDIRTE

SN FELT =S, Route Based IPsec Tl& IPsec 7R RAMEIKE 7z—X2MD ID ELTHAMEALET

(=) Route Based IPsec TESP {t T AMEM L IPsec FIERAMTIFHL O RILA VR TI—RES —k
VIA(ETHIL—IEREDHETREVET,

CC Tl IPsec 7V RYRAME%E LANB &L, EETTIP 7RLR 192.168.10.0/24, 585 IP 7L X

192.168.20.0/24 /¥ ELFE T,

3. <FPURNAVBIT—REETED>
| NXR_A(config)ttinterface tunnel 1
PRIV A TT—RERELET,

[ NXR_A(config-tunnel)#tunnel mode ipsec ipv4
P RIIARTI—RATHERT SN RILE—RERELET .
ko RILA2BTT—R% Route Based IPsec TERT BHIHE L. ipsec ipvd EERELET .

[ NXR_A(config-tunnel)#tunnel protection ipsec policy 1 |
ERATBHIPsec FURILRYS—ERELFET, CCTlREIPsec b RILRYL—1EEEDHETVET DT,
ipsec policy 1 EERELET .

(&) IPsec A—AILKR)L—TIEHYFEFLADT, TEETILY,

| NXR_A(config-tunnel)#ip tcp adjust-mss auto |
TCP MSS D E#AEEA —MIRELET,

TCP MSS FAEEMEEIL TCP DRI T— a3 BF(C MSS EZFAEET AL T, YA XD AREL TCP /X7 ubg
BRiX T BIRICTST AN KB RIL—TYLDBETEINF T HBESICFALET .
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2-3. RSA AFABERE S A X TOE#REREH

(NXRB D&% E ]
(=) ZZICERHOLEULERTEIERIL, 1-3. RSA AFHEBEES AR TOEHRREHNDINXRB DEEINSEI(C
BYET DT, FELFTSHETS,

1. <RETAY7IV—LERE>

| NXR _B(config)#ip route 192.168.10.0/24 tunnel 1

IPsec THEATHRFITAVIIL—bEERELET,

CCTHRELEEBE IP PRLRIZOYF LI/ YA IPsec DATILIER R ELYET,
T—r2TATEL AL IPsec THEAT D RILAETI—RERELFT .

CZTIE LANA FIFDIL—FTNXRA EDED IPsec FRILIZA Y RIL 1 A23T72—REFERALTLNET D
T H—;ITA (BT —R(& tunnel 1 ZERELET,

2. <IPsec 7OERJRIERE>
| NXR B(config)#ipsec access—list LAN_A ip 192.168.20.0/24 192.168.10.0/24 |
Policy Based IPsec Tl&. IPsec 7R AL THRELIZIL—ILIZEDE IPsec TESP LT BMESHDIRTE

SN FELT=HS, Route Based IPsec Tl& IPsec 7R RAMEIKE 7z—X2MD ID ELTHOMAHMEALET

(=) Route Based IPsec TESP {t T AMEM L IPsec FIERAMTIFHLM O RILA VB TT—RES —k
VIA(ETHIL—IEREDHETREVET,

CC Tl IPsec 7O RYRMEZE LANA ELEETTIP 7R R 192.168.20.0/24, 585 IP 7L X

192.168.10.0/24 #/ELFE T,

3. <FPURNAVBIT—REETED>
| NXR_B(config)ttinterface tunnel 1
PRIV A TT—RERELET,

[ NXR_B(config-tunnel)#tunnel mode ipsec ipv4
P RIIARTI—RATHERAT SN RILE—FERELET,
ko RILA2BTT—R% Route Based IPsec TERT BHIHE L. ipsec ipvd EERELET .

[ NXR_B(config-tunnel)#tunnel protection ipsec policy 1 |
ERATBHIPsec FURILRYS—ERELFET, Tl IPsec b RILRYL—1EEEDHETVET DT,
ipsec policy 1 EERELET .

(&) IPsec A—AILKR)L—TIEHYFEFLADT, TEETILY,

| NXR_B(config-tunnel)#ip tcp adjust-mss auto |
TCP MSS D E#AEEA —MIRELET,

TCP MSS FAEEMEEIL TCP DRI T— a3 BF(C MSS EZFAEET AL T, YA XD AREL TCP /X7 ubg
BRiX T BIRICTST AN &K BRI =TI DIBETZINFH T HBESICFIALET .
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2-3. RSA 1~ FAREE B A X TOEGRREH

[ XVavnEEH ]

LAN A /N> LAN B ®/\YVaY
IP7FLR 192.168.10.100 192.168.20.100
HITRIYRTRY 255.255.255.0 255.255.255.0
TIHINT =k x4 192.168.10.1 192.168.20.1

93/244
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2-4. X509 (T RILE LRI AR TO R EHI

2-4. X509 (T ORI BL B A X TOEHEREH

IKE D7x—X1TxED NXR DEREEIC X509(T A ERZRI) ARENATEHIENTEET,
REFCHIFAT BEEBAZOHEIL. FutureNet RA &) —X X0 CA ETEANCAEZELTBMLENHYET

(NXR TIZEFBAZ D HITEITOICEIEITEEF R A) . X509 AXEFIATEEEILIKE DITT—X1THALVE—
REFERTHILENHBYET,

[ #E ]

LAN_A : 192.168.10.0/24 LAN_B : 192.168.20.0/24

NXR_A O IPsec ) NXR_B
Eth0 Eth1 10.10.10.254  10.10.20. 254 Eth1 Eth0
192.168.10.100 |99 165 1. 1 10.10.10. 1 10.10. 20. 1 192.168.20.1 | 192 168.20.100

¥

Route Based IPsec Tl& Policy Based IPsec TOREIZHLTUTDEHREEEBMTINENHYET,
R RIIA AT —REETE

L—bRERS T )L—FERE, RIPv1/v2,0SPFBGP)
1-4. X.509 (T ORI E R FREL) AX TOEBBEFDABTHLSEIRYFET DTISHETSL,
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2-4. X509 (T RILE LRI AR TO R EHI

[ &EH ]
(NXR.A DE&TE)

nxr120#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr120(config)#thostname NXR_A

NXR_A(config)ttinterface ethernet 0O

NXR_A(config—if)#ip address 192.168.10.1/24

NXR_A(config—if)#exit

NXR_A(config)tip route 192.168.20.0/24 tunnel 1

NXR_A(config)#ip route 0.0.0.0/0 10.10.10.254

NXR_A(config)ttipsec access—list LAN_B ip 192.168.10.0/24 192.168.20.0/24
NXR_A(config)ttipsec x509 enable

NXR_A(config)ttipsec x509 ca—certificate nxr ftp://192.168.10.10/nxrCA.pem
NXR_A(config)#tipsec x509 crl nxr ftp://192.168.10.10/nxrCRL.pem
NXR_A(config)ttipsec x509 certificate nxra ftp://192.168.10.10/nxraCert.pem
NXR_A(config)ttipsec x509 private—key nxra key ftp://192.168.10.10/nxraKey.pem
NXR_A(config)ttipsec x509 private—key nxra password nxrapass
NXR_A(config)ttipsec local policy 1

NXR_A(config—ipsec—local)#taddress ip

NXR_A(config-ipsec—local)#x509 certificate nxra
NXR_A(config—ipsec—local)#self-identity dn /C=JP/CN=nxra/E=nxra@example.com
NXR_A(config—ipsec—local)#exit

NXR_A(config)ttipsec isakmp policy 1
NXR_A(config—ipsec—isakmp)#tdescription NXR_B
NXR_A(config—ipsec—isakmp)#authentication rsa—sig
NXR_A(config-ipsec—isakmp)#hash shail
NXR_A(config—ipsec—isakmp)#encryption aes128
NXR_A(config—ipsec—isakmp)#tgroup 5

NXR_A(config—ipsec—isakmp)#lifetime 10800
NXR_A(config—ipsec—isakmp)#tisakmp—mode main
NXR_A(config—ipsec—isakmp)#tremote address ip 10.10.20.1
NXR_A(config—ipsec—isakmp)#fremote identity dn /C=JP/CN=nxrb/E=nxrb@example.com
NXR_A(config—ipsec—isakmp)ttkeepalive 30 3 periodic restart
NXR_A(config—ipsec—isakmp)#local policy 1
NXR_A(config—ipsec—isakmp)#exit

NXR_A(config)ttipsec tunnel policy 1
NXR_A(config—ipsec—tunnel)#description NXR_B
NXR_A(config-ipsec—tunnel)#negotiation-mode auto
NXR_A(config—ipsec—tunnel)#set transform esp—aes128 esp—shal—hmac
NXR_A(config—ipsec—tunnel)#set pfs groupb
NXR_A(config—ipsec—tunnel)#set sa lifetime 3600
NXR_A(config-ipsec—tunnel)#set key—exchange isakmp 1
NXR_A(config—ipsec—tunnel)#tmatch address LAN_B
NXR_A(config-ipsec—tunnel)#exit

NXR_A(config)ttinterface tunnel 1

NXR_A(config—tunnel)#tunnel mode ipsec ipv4

NXR_A(config—tunnel)#tunnel protection ipsec policy 1
NXR_A(config—tunnel)#ip tcp adjust—-mss auto

NXR_A(config—tunnel)#exit

NXR_A(config)ttinterface ethernet 1

NXR_A(config—if)#ip address 10.10.10.1/24

NXR_A(config—if)#ipsec policy 1

NXR_A(config—if)#exit

NXR_A(config)#texit

NXR_A#tsave config
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2-4. X509 (T RILE LRI AR TO R EHI

(NXRB D&E]

nxr120#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr120(config)#thostname NXR_B

NXR_B(config)ttinterface ethernet 0

NXR_B(config—if)#ip address 192.168.20.1/24

NXR_B(config—if)#exit

NXR_B(config)tip route 192.168.10.0/24 tunnel 1

NXR_B(config)#ip route 0.0.0.0/0 10.10.20.254

NXR_B(config)t#tipsec access—list LAN_A ip 192.168.20.0/24 192.168.10.0/24
NXR_B(config)ttipsec x509 enable

NXR_B(config)ttipsec x509 ca—certificate nxr ftp://192.168.20.10/nxrCA.pem
NXR_B(config)ttipsec x509 crl nxr ftp://192.168.20.10/nxrCRL.pem
NXR_B(config)ttipsec x509 certificate nxrb ftp://192.168.20.10/nxrbCert.pem
NXR_B(config)ttipsec x509 private—key nxrb key ftp://192.168.20.10/nxrbKey.pem
NXR_B(config)ttipsec x509 private—key nxrb password nxrbpass
NXR_B(config)ttipsec local policy 1

NXR_B(config—ipsec—local)#taddress ip

NXR_B(config-ipsec—local)#x509 certificate nxrb
NXR_B(config—ipsec—local)#self-identity dn /C=JP/CN=nxrb/E=nxrb@example.com
NXR_B(config—ipsec—local)#exit

NXR_B(config)ttipsec isakmp policy 1
NXR_B(config—ipsec—isakmp)#tdescription NXR_A
NXR_B(config-ipsec—isakmp)#authentication rsa—sig
NXR_B(config—ipsec—isakmp)#thash sha1
NXR_B(config—ipsec—isakmp)#encryption aes128
NXR_B(config—ipsec—isakmp)#group 5

NXR_B(config—ipsec—isakmp)#lifetime 10800
NXR_B(config—ipsec—isakmp)#tisakmp—mode main
NXR_B(config—ipsec—isakmp)#tremote address ip 10.10.10.1
NXR_B(config—ipsec—isakmp)#tremote identity dn /C=JP/CN=nxra/E=nxra@example.com
NXR_B(config—ipsec—isakmp)#tkeepalive 30 3 periodic restart
NXR_B(config—ipsec—isakmp)#local policy 1
NXR_B(config—ipsec—isakmp)#exit

NXR_B(config)ttipsec tunnel policy 1
NXR_B(config—ipsec—tunnel)#tdescription NXR_A
NXR_B(config—ipsec—tunnel)#negotiation-mode auto
NXR_B(config—ipsec—tunnel)#set transform esp—aes128 esp—shal—hmac
NXR_B(config—ipsec—tunnel)#set pfs groupb
NXR_B(config—ipsec—tunnel)#set sa lifetime 3600
NXR_B(config-ipsec—tunnel)#set key—exchange isakmp 1
NXR_B(config-ipsec—tunnel)#tmatch address LAN_A
NXR_B(config-ipsec—tunnel)#exit

NXR_B(config)ttinterface tunnel 1

NXR_B(config—tunnel)#tunnel mode ipsec ipv4

NXR_B(config—tunnel)#tunnel protection ipsec policy 1
NXR_B(config—tunnel)#ip tcp adjust—-mss auto

NXR_B(config—tunnel)#exit

NXR_B(config)ttinterface ethernet 1

NXR_B(config—if)#ip address 10.10.20.1/24

NXR_B(config—if)#tipsec policy 1

NXR_B(config—if)#exit

NXR_B(config)#texit

NXR_B#save config
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2-4. X509 (T RILE LRI AR TO R EHI

[ BREHIFDR ]

(NXRA DE&E]

(&) CCICREBOGEWVEFREEEBE, 1-4. X509 (TURILERFRI) AR TOEKEEFDINXRA DEETFE]
NEEIZGYET DT, T2 SRBTIL,

1. <RETAY7IV—bERE>

| NXR_A(config)#ip route 192.168.20.0/24 tunnel 1

IPsec THEATHRFITAVIIL—bEERELET,

CCTHRELEEBE IP PRLRIZYYF LI/ YA IPsec DATILIER R ELYET,
T—=r2TATEL AL IPsec THEAT D RILAVETI—RERELFT .

CZTIEZ LANB RITDIL—FTNXRB EDEID IPsec P RILIZR Y RIL 1 42372 —REFERALTWVNET D
T H—;ITA (BT —R(& tunnel 1 ZERELET,

2. <IPsec 7OERJRIERE>
| NXR_A(config)#ipsec access—list LAN_B ip 192.168.10.0/24 192.168.20.0/24 |
Policy Based IPsec Tld. IPsec 7R AL THRELIZIL—ILIZEDE IPsec TESP LT BMESHDIRTE

SN FELT =S, Route Based IPsec Tl& IPsec 7R RAMEIKE 7z—X2MD ID ELTHAMEALET

(=) Route Based IPsec TESP {t T AMEM L IPsec FIERAMTIFHL O RILA VR TI—RES —k
VIA(ETHIL—IEREDHETREVET,

CC Tl IPsec 7V RYRAME%E LANB &L, EETTIP 7RLR 192.168.10.0/24, 585 IP 7L X

192.168.20.0/24 /¥ ELFE T,

3. <FPURNAVBIT—REETED>
| NXR_A(config)ttinterface tunnel 1
PRIV A TT—RERELET,

[ NXR_A(config-tunnel)#tunnel mode ipsec ipv4
P RIIARTI—RATHERT SN RILE—RERELET .
ko RILA2BTT—R% Route Based IPsec TERT BHIHE L. ipsec ipvd EERELET .

[ NXR_A(config-tunnel)#tunnel protection ipsec policy 1 |
ERATBHIPsec FURILRYS—ERELFET, CCTlREIPsec b RILRYL—1EEEDHETVET DT,
ipsec policy 1 EERELET .

(&) IPsec A—AILKR)L—TIEHYFEFLADT, TEETILY,

| NXR_A(config-tunnel)#ip tcp adjust-mss auto |
TCP MSS D E#AEEA —MIRELET,

TCP MSS FAEEMEEIL TCP DRI T— a3 BF(C MSS EZFAEET AL T, YA XD AREL TCP /X7 ubg
BRiX T BIRICTST AN KB RIL—TYLDBETEINF T HBESICFALET .
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2-4. X509 (T RILE LRI AR TO R EHI

(NXRB D&% E ]
(&) CCICEREORWERTEB(X, 1-4. X509 (T ERRIL) AR TOELGREH DINXRB Di%E]
NESEIZEYET DT, FborTSHBTIL,

1. <RETAY7IV—bERE>

| NXR_B(config)#ip route 192.168.10.0/24 tunnel 1

IPsec THEATHRFITAVIIL—bEERELET,

CCTHRELEEBE IP PRLRIZOYF LI/ YA IPsec DATILIER R ELYET,
T—r2TATEL AL IPsec THEAT D RILAETI—RERELFT .

CZTIE LANA FIFDIL—FTNXRA EDED IPsec FRILIZA Y RIL 1 A23T72—REFERALTLNET D
T H—;ITA (BT —R(& tunnel 1 ZERELET,

2. <IPsec 7OERJRIERE>
| NXR B(config)#ipsec access—list LAN_A ip 192.168.20.0/24 192.168.10.0/24 |
Policy Based IPsec Tl&. IPsec 7R AL THRELIZIL—ILIZEDE IPsec TESP LT BMESHDIRTE

SN FELT=HS, Route Based IPsec Tl& IPsec 7R RAMEIKE 7z—X2MD ID ELTHOMAHMEALET

(=) Route Based IPsec TESP {t T AMEM L IPsec FIERAMTIFHLM O RILA VB TT—RES —k
VIA(ETHIL—IEREDHETREVET,

CC Tl IPsec 7O RYRMEZE LANA ELEETTIP 7R R 192.168.20.0/24, 585 IP 7L X

192.168.10.0/24 #/ELFE T,

3. <FPURNAVBIT—REETED>
| NXR_B(config)ttinterface tunnel 1
PRIV A TT—RERELET,

[ NXR_B(config-tunnel)#tunnel mode ipsec ipv4
P RIIARTI—RATHERAT SN RILE—FERELET,
ko RILA2BTT—R% Route Based IPsec TERT BHIHE L. ipsec ipvd EERELET .

[ NXR_B(config-tunnel)#tunnel protection ipsec policy 1 |
ERATBHIPsec FURILRYS—ERELFET, Tl IPsec b RILRYL—1EEEDHETVET DT,
ipsec policy 1 EERELET .

(&) IPsec A—AILKR)L—TIEHYFEFLADT, TEETILY,

| NXR_B(config-tunnel)#ip tcp adjust-mss auto |
TCP MSS D E#AEEA —MIRELET,

TCP MSS FAEEMEEIL TCP DRI T— a3 BF(C MSS EZFAEET AL T, YA XD AREL TCP /X7 ubg
BRiX T BIRICTST AN &K BRI =TI DIBETZINFH T HBESICFIALET .
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[ XVavnEEH ]

LAN A /N> LAN B ®/\YVaY
IP7FLR 192.168.10.100 192.168.20.100
HITRIYRTRY 255.255.255.0 255.255.255.0
TIHINT =k x4 192.168.10.1 192.168.20.1
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2-5. PPPoE Z#I AL 7= IPsec $&fnak E 5l

2-5. PPPoE %L 7= IPsec fE#tE%E 5l

PPPoE £ TG4 IPsec #F|A T A EIEAEETT . CSTIFTT—X1TNXRA(EZVH) — NXRBHLR) fEIEA
AVE—F% NXRA(EV%) — NXRCHLR)REIET /Ly TE—FERALTERLTVET . BHIIT
[THLEFE D IPsec BAHATHBEIZITVEE A,

FIITE, FWENSDA A=Y T VL RERHEIZT 5102, T1)LEFRTE (SP), NAT 8RE (IP X
#IL—K), DNS BEZIT>TLFET,

LAN_B : 192.168.20.0/24
LAN_A : 192.168.10.0/24 NXR_B
ppp0
10.10. 20. 1 -
] Eth0 4
192, 168. 20. 1 192.168. 20. 100
NXR_A
- — b
192.168. 10f. 100 EthO ppp0
192.168.10. 1 10.10.10.1
LAN_C : 192.168.30.0/24
-.. - NXR_C
v Illl
ppp0 EthO 4
IP7 FLXBBIERE 192.168.30. 1 192.1168. 30. 100

Route Based IPsec Tl& Policy Based IPsec TOREIZHLTUTDEHREEEBMTINENHYET,
RURIABTI—REETE
L—RERERFT197)L—REEE, RIPv1/v2,0SPF,BGP)
CDEREHITIE. IPsec BATORAMBEFITVEE AL
FEWEDSDA U BZ—RY T I EREAHEIZT 51281 NAT ERFE (IP RRAL—F) 0T ILZETE
(SPDH KLU DNS BEEZEITOTLET .
1-5. PPPoE Z F| L 1= IPsec R EHDNBLSEITLHYET D TISHET I,
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2-5. PPPoE Z#I AL 7= IPsec $&fnak E 5l

[ &EH ]
(NXR.A DE&TE)

nxr120#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr120(config)#thostname NXR_A

NXR_A(config)ttinterface ethernet 0O

NXR_A(config—if)#ip address 192.168.10.1/24
NXR_A(config—if)#exit

NXR_A(config)tip route 192.168.20.0/24 tunnel 1
NXR_A(config)ttip route 192.168.30.0/24 tunnel 2
NXR_A(config)#ip route 0.0.0.0/0 ppp 0

NXR_A(config)ttip access—list ppp0_in permit any 10.10.10.1 udp 500 500
NXR_A(config)ttip access—list ppp0_in permit any 10.10.10.1 50
NXR_A(config)ttipsec access—list LAN_B ip 192.168.10.0/24 192.168.20.0/24
NXR_A(config)#tipsec access—list LAN_C ip 192.168.10.0/24 192.168.30.0/24
NXR_A(config)ttipsec local policy 1
NXR_A(config—ipsec—local)#address ip
NXR_A(config—ipsec—local)#texit

NXR_A(config)ttipsec isakmp policy 1
NXR_A(config-ipsec—isakmp)#description NXR_B
NXR_A(config—ipsec—isakmp)#authentication pre—share ipseckey1
NXR_A(config—ipsec—isakmp)#thash shatl
NXR_A(config—ipsec—isakmp)#encryption aes128
NXR_A(config—ipsec—isakmp)#tgroup 5
NXR_A(config—ipsec—isakmp)#lifetime 10800
NXR_A(config—ipsec—isakmp)#tisakmp—mode main
NXR_A(config—ipsec—isakmp)#remote address ip 10.10.20.1
NXR_A(config—ipsec—isakmp)t#tkeepalive 30 3 periodic restart
NXR_A(config—ipsec—isakmp)#local policy 1
NXR_A(config—ipsec—isakmp)#exit

NXR_A(config)ttipsec tunnel policy 1
NXR_A(config-ipsec—tunnel)#description NXR_B
NXR_A(config—ipsec—tunnel)#negotiation-mode auto
NXR_A(config—ipsec—tunnel)#set transform esp—aes128 esp—shal—hmac
NXR_A(config—ipsec—tunnel)#set pfs groupb
NXR_A(config—ipsec—tunnel)#set sa lifetime 3600
NXR_A(config-ipsec—tunnel)#set key—exchange isakmp 1
NXR_A(config—ipsec—tunnel)#match address LAN_B
NXR_A(config—ipsec—tunnel)#exit

NXR_A(config)#tinterface tunnel 1

NXR_A(config—tunnel)#tunnel mode ipsec ipv4
NXR_A(config—tunnel)#tunnel protection ipsec policy 1
NXR_A(config—tunnel)#ip tcp adjust—-mss auto
NXR_A(config—tunnel)#exit

NXR_A(config)ttipsec isakmp policy 2
NXR_A(config—ipsec—isakmp)#description NXR_C
NXR_A(config—ipsec—isakmp)#authentication pre—share ipseckey?2
NXR_A(config—ipsec—isakmp)#thash shatl
NXR_A(config-ipsec—isakmp)#encryption aes128
NXR_A(config-ipsec—isakmp)#group 5
NXR_A(config—ipsec—isakmp)#lifetime 10800
NXR_A(config—ipsec—isakmp)#tisakmp—mode aggressive
NXR_A(config—ipsec—isakmp)#tremote address ip any
NXR_A(config—ipsec—isakmp)#tremote identity fqdn nxrc
NXR_A(config—ipsec—isakmp)ttkeepalive 30 3 periodic clear
NXR_A(config-ipsec—isakmp)#local policy 1
NXR_A(config—ipsec—isakmp)#exit

NXR_A(config)#ipsec tunnel policy 2
NXR_A(config—ipsec—tunnel)#description NXR_C
NXR_A(config—ipsec—tunnel)#negotiation-mode responder
NXR_A(config—ipsec—tunnel)#set transform esp—aes128 esp—shal—hmac
NXR_A(config-ipsec—tunnel)#set pfs group5
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NXR_A(config—ipsec—tunnel)#set sa lifetime 3600
NXR_A(config—ipsec—tunnel)#set key—exchange isakmp 2
NXR_A(config—ipsec—tunnel)#tmatch address LAN_C
NXR_A(config—ipsec—tunnel)#texit
NXR_A(config)ttinterface tunnel 2
NXR_A(config—tunnel)#tunnel mode ipsec ipv4
NXR_A(config—tunnel)#tunnel protection ipsec policy 2
NXR_A(config—tunnel)#ip tcp adjust-mss auto
NXR_A(config—tunnel)#exit

NXR_A(config)ttinterface ppp 0

NXR_A(config—ppp)#ip address 10.10.10.1/32
NXR_A(config—ppp)#ip masquerade
NXR_A(config—ppp)#ip access—group in ppp0._in
NXR_A(config—ppp)#ip spi—filter

NXR_A(config—ppp)#ip tcp adjust—-mss auto
NXR_A(config—ppp)#no ip redirects
NXR_A(config—ppp)#ppp authentication auto
NXR_A(config—ppp)#ppp username test1@centurysys password test1pass
NXR_A(config—ppp)#ipsec policy 1
NXR_A(config—ppp)#exit

NXR_A(config)ttinterface ethernet 1
NXR_A(config—if)#no ip address
NXR_A(config—if)#pppoe—client ppp 0
NXR_A(config—if)#exit

NXR_A(config)#dns

NXR_A(config—dns)#service enable
NXR_A(config—dns)#exit

NXR_A(config)ttexit

NXR_A#save config

(NXRB DE&E]

nxr120#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr120(config)#hostname NXR_B

NXR_B(config)ttinterface ethernet 0

NXR_B(config—if)#ip address 192.168.20.1/24

NXR_B(config—if)#exit

NXR_B(config)ttip route 192.168.10.0/24 tunnel 1

NXR_B(config)#ip route 0.0.0.0/0 ppp 0

NXR_B(config)#ip access—list ppp0_in permit 10.10.10.1 10.10.20.1 udp 500 500
NXR_B(config)tip access—list ppp0_in permit 10.10.10.1 10.10.20.1 50
NXR_B(config)#tipsec access—list LAN_A ip 192.168.20.0/24 192.168.10.0/24
NXR_B(config)ttipsec local policy 1
NXR_B(config-ipsec—local)#taddress ip
NXR_B(config—ipsec—local)#texit

NXR_B(config)ttipsec isakmp policy 1
NXR_B(config—ipsec—isakmp)#tdescription NXR_A
NXR_B(config—ipsec—isakmp)#authentication pre—share ipseckey1
NXR_B(config—ipsec—isakmp)#hash shat
NXR_B(config-ipsec—isakmp)#encryption aes128
NXR_B(config—ipsec—isakmp)#tgroup 5
NXR_B(config—ipsec—isakmp)#lifetime 10800
NXR_B(config—ipsec—isakmp)#tisakmp—mode main
NXR_B(config—ipsec—isakmp)#remote address ip 10.10.10.1
NXR_B(config—ipsec—isakmp)#tkeepalive 30 3 periodic restart
NXR_B(config—ipsec—isakmp)#local policy 1
NXR_B(config—ipsec—isakmp)#texit

NXR_B(config)ttipsec tunnel policy 1
NXR_B(config—ipsec—tunnel)#description NXR_A
NXR_B(config—ipsec—tunnel)#negotiation-mode auto
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NXR_B(config—ipsec—tunnel)#set transform esp—aes128 esp—shal—hmac
NXR_B(config—ipsec—tunnel)#set pfs groupb
NXR_B(config—ipsec—tunnel)#tset sa lifetime 3600
NXR_B(config-ipsec—tunnel)#set key—exchange isakmp 1
NXR_B(config—ipsec—tunnel)#match address LAN_A
NXR_B(config—ipsec—tunnel)#exit
NXR_B(config)ttinterface tunnel 1
NXR_B(config—tunnel)#tunnel mode ipsec ipv4
NXR_B(config—tunnel)#tunnel protection ipsec policy 1
NXR_B(config—tunnel)#ip tcp adjust—-mss auto
NXR_B(config—tunnel)#exit

NXR_B(config)ttinterface ppp 0

NXR_B(config-ppp)#ip address 10.10.20.1/32
NXR_B(config—ppp)#ip masquerade
NXR_B(config—ppp)#ip access—group in ppp0_in
NXR_B(config—ppp)tip spi—filter

NXR_B(config—ppp)#ip tcp adjust-mss auto
NXR_B(config—ppp)#no ip redirects
NXR_B(config—ppp)#ppp authentication auto
NXR_B(config—ppp)#ppp username test2@centurysys password test2pass
NXR_B(config—ppp)#ipsec policy 1
NXR_B(config—ppp)#exit

NXR_B(config)ttinterface ethernet 1
NXR_B(config—if)#no ip address
NXR_B(config—if)#pppoe—client ppp 0
NXR_B(config—if)#exit

NXR_B(config)#dns

NXR_B(config—dns)#tservice enable
NXR_B(config—dns)#exit

NXR_B(config)#texit

NXR_B#save config

[(NXR C DERE]

nxr120#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr120(config)#thostname NXR_C

NXR_C(config)#interface ethernet 0

NXR_C(config—if)#tip address 192.168.30.1/24
NXR_C(config—if)#exit

NXR_C(config)#ip route 192.168.10.0/24 tunnel 1
NXR_C(config)#ip route 0.0.0.0/0 ppp 0

NXR_C(config)#ip access—list ppp0_in permit 10.10.10.1 any udp 500 500
NXR_C(config)#ip access—list ppp0_in permit 10.10.10.1 any 50
NXR_C(config)ttipsec access—list LAN_A ip 192.168.30.0/24 192.168.10.0/24
NXR_C(config)#tipsec local policy 1
NXR_C(config-ipsec—local)#address ip
NXR_C(config—ipsec—local)#self-identity fqdn nxrc
NXR_C(config-ipsec—local)#exit

NXR_C(config)#ipsec isakmp policy 1
NXR_C(config—ipsec—isakmp)#description NXR_A
NXR_C(config—ipsec—isakmp)#authentication pre—share ipseckey?2
NXR_C(config—ipsec—isakmp)#hash shafl
NXR_C(config—ipsec—isakmp)#encryption aes128
NXR_C(config—ipsec—isakmp)#group 5
NXR_C(config-ipsec—isakmp)#lifetime 10800
NXR_C(config—ipsec—isakmp)#isakmp—mode aggressive
NXR_C(config—ipsec—isakmp)#remote address ip 10.10.10.1
NXR_C(config—ipsec—isakmp)#keepalive 30 3 periodic restart
NXR_C(config—ipsec—isakmp)#local policy 1
NXR_C(config—ipsec—isakmp)#exit
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NXR_C(config)#ipsec tunnel policy 1
NXR_C(config-ipsec—tunnel)#description NXR_A
NXR_C(config-ipsec—tunnel)#negotiation—-mode auto
NXR_C(config-ipsec—tunnel)#set transform esp—aes128 esp—shal—-hmac
NXR_C(config-ipsec—tunnel)#set pfs groupb
NXR_C(config—ipsec—tunnel)#set sa lifetime 3600
NXR_C(config—ipsec—tunnel#set key—exchange isakmp 1
NXR_C(config-ipsec—tunnel)#match address LAN_A
NXR_C(config—ipsec—tunnel)#exit
NXR_C(config)ttinterface tunnel 1
NXR_C(config—tunnel)#tunnel mode ipsec ipv4
NXR_C(config—tunnel)#tunnel protection ipsec policy 1
NXR_C(config—tunnel#ip tcp adjust—-mss auto
NXR_C(config-tunnel#exit

NXR_C(config)#interface ppp 0

NXR_C(config—ppp)#ip address negotiated
NXR_C(config—ppp)#ip masquerade
NXR_C(config—ppp)#ip access—group in ppp0_in
NXR_C(config-ppp)#ip spi—filter
NXR_C(config—ppp)#ip tcp adjust—-mss auto
NXR_C(config—ppp)#no ip redirects
NXR_C(config—ppp)#ppp authentication auto
NXR_C(config—ppp)#ppp username test3@centurysys password test3pass
NXR_C(config—ppp)#ipsec policy 1
NXR_C(config—ppp)#exit

NXR_C(config)#tinterface ethernet 1
NXR_C(config-if)#no ip address
NXR_C(config—if)#pppoe—client ppp 0
NXR_C(config—if)#exit

NXR_C(config)#dns

NXR_C(config—dns)#service enable
NXR_C(config—dns)#exit

NXR_C(config)#exit

NXR_C#save config
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[ BREHIFDR ]

(NXRA DE%E]

() CCICREHDEVEEFEIEEB (L., 1-5. PPPoE ZFIFLT: IPsec #Efmak EHIDINXR A DERFEINSEITL
YEFTDT. ZELETSETIL,

1. KRETAVIIL—RE>
NXR_A(config)#ip route 192.168.20.0/24 tunnel 1
NXR_A(config)#ip route 192.168.30.0/24 tunnel 2

IPsec THEATHIRITAVIIL—FEERELET,

ZCTERELIFEE IP PRLRIZRYF LIz 9k B IPsec DATILIERRERYET,
T—hIzAT7RLURIE IPsec THERAT D RILAATI—REHZFELET,

—1TEIX LANB MITDJ)L—FTNXRB ED®D IPsec h RILICR U R AT —REFERALTLVET D
T =,z AA3T72—X L tunnel 1 ZHRELFET,

Z1TBEIXLAN.C MITDIL—FTNXR.C EDE®D IPsec h RILICR U RV 24 B3T—REFERALTLVET D
T b4 42272 —X & tunnel 2 B ELET,

2. <IPsec 7OtR)RANRE >

NXR_A(config)t#tipsec access—list LAN_B ip 192.168.10.0/24 192.168.20.0/24
NXR_A(config)ttipsec access—list LAN_C ip 192.168.10.0/24 192.168.30.0/24

Policy Based IPsec Tl&. IPsec 7UERY AP THRELIZIL—ILIZEDE IPsec TESP LT EMESMHAIRE

SN FELT=H. Route Based IPsec Tld IPsec 7T RYRAMIIKE 7z—X2MD ID ELTHOAERLET,

(=) Route Based IPsec TESP {t T A5MEM L IPsec PIER)AMTIFHL M RILA VR TI—RES —+
VIAETHIL—IREDHETREYET,

—1TB X IPsec 7R A% LANB &L, EETT IP 7FL- X 192.168.10.0/24, 585 IP PRL R

192.168.20.0/24 #/ELE T,

—1TBIX IPsec 7R AMEZE LANC &L EIETT IP 7R R 192.168.10.0/24, 585 IP 7RL R

192.168.30.0/24 #RELE T,

3. <PURIAABTT—RERTED>
[ NXR_A(config)#tinterface tunnel 1
oL 1 AR TI—RERELET,

| NXR_A(config—tunnel)#tunnel mode ipsec ipv4
PRI AVETI—ATEAT A RILVE—FEZERELET,
b RILA2BTT—R% Route Based IPsec TIERT BG5S (L. ipsec ipvd EERTELET,

| NXR_A(config—tunnel)#tunnel protection ipsec policy 1 |
FEAT BHIPsec b RILRYS—ERTELET  CSTlEIPsec boRILRY L —1EBEEDITETVET DT,
ipsec policy 1 EERELFET,

(=) IPsec A—AIILKRYL—TIRIBYFRADT, TEE TS,
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| NXR_A(config—tunnel)#ip tcp adjust-mss auto |
TCP MSS DFE#AEEA —MIRELET,

TCP MSS FAEEMEEIL TCP DRI T— 3 BF(C MSS fEZFAEET AL T, A XD AREL TCP /N7 ubg
BT AMRICT ST AVMIK BRI —T YL DIE T EFI T HIGEIFALET,

4. <FURIV2AVBTT—RERE>
| NXR_A(config)ttinterface tunnel 2
o RN248T—RERELET,

[ NXR_A(config-tunnel)#tunnel mode ipsec ipv4
P RIIARTI—RATHERT SN RILE—RERELET,
ko RILA2 BT —R% Route Based IPsec TERT BHIHE L. ipsec ipvd EERELET .

| NXR_A(config—tunnel)#tunnel protection ipsec policy 2 |
ERATBHIPsec FURILRYS—ERELFET, Tl IPsec b RILRY L —2LEE I HETVET DT,
ipsec policy 2 EERELET .

(&) IPsec A—AILKR)L—TIEHYFEFLEADT, TEETILY,

| NXR_A(config-tunnel)#ip tcp adjust-mss auto
TCP MSS DFfEE#EET A —MIRELFET .

(NXRB D&% E ]
(=) ZZIZERHBOLEULERTEIER L. 1-5. PPPoE Z#HIALT= IPsec EHEEFHI D INXR B DEEINSE(ZL
YET DT, FH0ETSHBTEL,

1. KRETAYDIN—IEEE >

| NXR _B(config)#ip route 192.168.10.0/24 tunnel 1

IPsec THEATHRFITAVIIL—bEERELET,

CCTERTELSEE IP PRLRIZTYF L=/ YA IPsec DATEILIER R EHTYET,
T—r2TATEL AL IPsec THEAT D RILAV BT —RERELFT .

ZZTI& LANA [|IFDIL—FT NXRA EDED IPsec FoRILICR O RILIAATI—REFERALTHNET D
T =, ITA AR TT—R(& tunnel 1 ZERELET,

2. <IPsec 7R RMRE>

| NXR B(config)#ipsec access—list LAN_A ip 192.168.20.0/24 192.168.10.0/24 |

Policy Based IPsec Tl&. IPsec 7R AL THRELIZIL—ILIZEDE IPsec TESP LT BMESHDIRTE

SNFELTH. Route Based IPsec Tl& IPsec 7V ERJAMEIKE 7z—X2MD ID ELTOMHERLET,

(=) Route Based IPsec TESP {t 5 EM L IPsec 7IERYARTIEHL O RILA R TT—RES—
VIAETHIL—IREDHETREYET,

CCTlE IPsec 7 ERURAME%E LANA ELEfEFT IP 7RL X 192.168.20.0/24, 585 IP 7L X
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192.168.10.0/24 & FELET .

3. <FURIAVEBITT—RERE>
| NXR_B(config)ttinterface tunnel 1
PR AUBTI—RERELET

[ NXR_B(config-tunnel)#tunnel mode ipsec ipv4
P RIIARTI—RATHERT SN RILE—RERELET .
ko RILA2BTT—R% Route Based IPsec TERT BHIHE L. ipsec ipvd EERELET .

[ NXR_B(config-tunnel)#tunnel protection ipsec policy 1 |
ERATBHIPsec FURILRYS—ERELFET, CCTlREIPsec b RILRYL—1EEEDHETVET DT,
ipsec policy 1 EERELET .

(&) IPsec A—AILKR)L—TIEHYFEFLEADT, TEETILY,

| NXR_B(config-tunnel)#ip tcp adjust-mss auto |
TCP MSS DFE#AEEA —MIRELET,

TCP MSS FAEEMEEIL TCP ORI T— a3 BF(C MSS EZFAEET 5L T, YA XD AREL TCP /N7 wbg
BRiX T BIRICTST AN KB RIL—TYLDBETEINF T HEESICFIALET .

(NXR.C DE&RE]
(=) ZZIZERHFOLEULERTEIER I, 1-5. PPPoE #FIALT= IPsec X EHI D INXR C DEEINSEIZH
YET DT, FH0ETSHBTEL,

1. <RETAY7IV—LERE>

| NXR_C(config)#ip route 192.168.10.0/24 tunnel 1

IPsec THEATHRFITAVIIL—bEERELET,

CCTHRELEEBE IP PRLRIZOYF LI/ YA IPsec DATILIER R ELYET,
T—r2TATEL AL IPsec THEAT D RILA BT —RERELFT .

ZZTI& LANA [|IFDIL—FT NXRA EDED IPsec FoRILICR O RILIAATI—REHERALTHNET D
T =, ITA AR TT—R(& tunnel 1 ZERELET,

2. <IPsec 7OERRIERE>
| NXR_C(config)#ipsec access—list LAN_A ip 192.168.30.0/24 192.168.10.0/24 |
Policy Based IPsec Tl&. IPsec 7R AL THRELIZIL—ILIZEDE IPsec TESP LT BMESHDIRTE

SN FELT=HS, Route Based IPsec Tl& IPsec 7V 2R RAMEIKE 7z—X2MD ID ELTHOAHMEALET

(=) Route Based IPsec TESP {t T AMEM L IPsec FIER)AMTIFHLM U RILA VR TI—RES —k
VIAETHIL—FEREDHETREVET,

CC Tl IPsec 7V RYRME%E LANA ELEETTIP 7R R 192.168.30.0/24, 585 IP 7L X

192.168.10.0/24 #/ELFE T,
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3. <FURIAVEBITT—RERE>
[ NXR_C(config)#interface tunnel 1
PR AUBTI—RERELET

| NXR_C(config-tunnel)#tunnel mode ipsec ipv4
P RIIAVBTI—RATHERAT SN RILE—RERELET,
ko RILA2BTT—R% Route Based IPsec TERT BHIHE L. ipsec ipvd EERELET .

| NXR_C(config-tunnel)#tunnel protection ipsec policy 1 |
AT SIPsec b RILRY—FHRFELET, CSTlEIPsec FoRILRYS—1EBEEDFEITVET DT,
ipsec policy 1 EERELET .

(&) IPsec A—AILKR)L—TIEHYFEFLEADT, TEETILY,

| NXR_C(config—tunnel)#ip tcp adjust—-mss auto |
TCP MSS DFE#AEEA —MIRELET,

TCP MSS FAEEMEEIL TCP ORI T— a3 BF(C MSS EZFAEET 5L T, YA XD AREL TCP /N7 wbg
BT AMRIZT ST AVMIK BRI —TYEDIE T EHFI T HIGEIFALET,

WAVE=WIOE 32D

LAN A /N3y LAN B ®/\YaY LAN C ®/\YY
IP7FLR 192.168.10.100 192.168.20.100 192.168.30.100
HITRIRTRY 255.255.255.0 255.255.255.0 255.255.255.0
TIHINT—ko A 192.168.10.1 192.168.20.1 192.168.30.1

108/244



2. Route Based IPsec 5% F
2-6. IPsec NAT 5/ \—4 )L3ERR % TE

2-6. IPsec NAT FS/3N—H )L IEHE SR SEH

NXR MTSAR—, Ry, T—HRIZHBEESTO—N)L IP PRLRZEETELRNVWSSLBIRE T R—#AIZ

8=V IP PRELRZREFLTLNS NAPT L—E03H S5 E . CDIL—E2ZEFEHEL T NXR TIE NAT hS5/3\—
HILEWLWSHET IPsec ZFATEEY,

—_ —_
192. 168. 10,100 192.168.20. 100
| | LAN_A : 192.168.10.0/24 LAN_B : 192.168.20.0/24
IPsec
NXR_A NXR_B
Eth0 pppO aw Etht Etho
192.168. 10. 1 10.10. 10. 1 192. 168. 120. 254 192.168.120.1  192.168.20.1

Route Based IPsec Tl& Policy Based IPsec TOREIZHLTUTDEHREEEBMTINENHYET,
R RIIA AT —REETE

L—RERERFT 197 )IL—REEE, RIPv1/v2,0SPF,BGP)
1-6. IPsec NAT bS/N\—HLIEGEEFDORNBELSEITLYET D TISHETIL,

BWEANSDAEA—R YT I EAETHEIZT BT=HIZ NAT SRE(IP YRAL—R) 0I(IILEERTE
(SPD B XU DNS FBHEZEITOTWET
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[ &EH ]
(NXR.A DE&TE)

nxr120#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr120(config)#thostname NXR_A

NXR_A(config)ttinterface ethernet 0O

NXR_A(config—if)#ip address 192.168.10.1/24
NXR_A(config—if)#exit

NXR_A(config)tip route 192.168.20.0/24 tunnel 1
NXR_A(config)#ip route 0.0.0.0/0 ppp 0

NXR_A(config)ttip access—list ppp0_in permit any 10.10.10.1 udp any 500
NXR_A(config)ttip access—list ppp0_in permit any 10.10.10.1 udp any 4500
NXR_A(config)ttipsec access—list LAN_B ip 192.168.10.0/24 192.168.20.0/24
NXR_A(config)#ipsec nat—traversal enable

% restart ipsec service to take affect.

NXR_A(config)ttipsec local policy 1
NXR_A(config—ipsec—local)#address ip
NXR_A(config—ipsec—local)#texit

NXR_A(config)ttipsec isakmp policy 1
NXR_A(config-ipsec—isakmp)#description NXR_B
NXR_A(config—ipsec—isakmp)#tauthentication pre—share ipseckey
NXR_A(config—ipsec—isakmp)#thash shatl
NXR_A(config—ipsec—isakmp)#encryption aes128
NXR_A(config—ipsec—isakmp)#tgroup 5
NXR_A(config—ipsec—isakmp)#lifetime 10800
NXR_A(config-ipsec—isakmp)#isakmp—mode aggressive
NXR_A(config—ipsec—isakmp)#tremote address ip any
NXR_A(config—ipsec—isakmp)#tremote identity fqdn nxrb
NXR_A(config—ipsec—isakmp)itkeepalive 30 3 periodic clear
NXR_A(config—ipsec—isakmp)#local policy 1
NXR_A(config—ipsec—isakmp)#exit

NXR_A(config)#tipsec tunnel policy 1
NXR_A(config—ipsec—tunnel)#description NXR_B
NXR_A(config—ipsec—tunnel)#negotiation-mode responder
NXR_A(config—ipsec—tunnel)#set transform esp—aes128 esp—shal—hmac
NXR_A(config—ipsec—tunnel)#set pfs groupb
NXR_A(config-ipsec—tunnel)#set sa lifetime 3600
NXR_A(config-ipsec—tunnel)#set key—exchange isakmp 1
NXR_A(config—ipsec—tunnel)#match address LAN_B
NXR_A(config—ipsec—tunnel)#exit

NXR_A(config)ttinterface tunnel 1

NXR_A(config-tunnel)#no ip address
NXR_A(config-tunnel)#tunnel mode ipsec ipv4
NXR_A(config—tunnel)#tunnel protection ipsec policy 1
NXR_A(config—tunnel)#ip tcp adjust-mss auto
NXR_A(config—tunnel)#exit

NXR_A(config)ttinterface ppp 0

NXR_A(config—ppp)#ip address 10.10.10.1/32
NXR_A(config—ppp)#ip masquerade

NXR_A(config—ppp)#ip access—group in ppp0_in
NXR_A(config—ppp)#ip spi—filter

NXR_A(config—ppp)#ip tcp adjust—-mss auto
NXR_A(config—ppp)#no ip redirects

NXR_A(config—ppp)#ppp authentication auto
NXR_A(config—ppp)#ppp username test1@centurysys password test1pass
NXR_A(config—ppp)#ipsec policy 1

NXR_A(config—ppp)#exit

NXR_A(config)ttinterface ethernet 1

NXR_A(config—if)#no ip address

NXR_A(config—if)#pppoe—client ppp 0

NXR_A(config—if)#exit

NXR_A(config)#dns
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NXR_A(config—dns)#tservice enable
NXR_A(config—dns)#exit
NXR_A(config)#texit

NXR_A#tsave config

[(NXRB DE&E]

nxr120#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr120(config)#thostname NXR_B

NXR_B(config)ttinterface ethernet 0

NXR_B(config—if)#ip address 192.168.20.1/24
NXR_B(config—if)#exit

NXR_B(config)tip route 192.168.10.0/24 tunnel 1
NXR_B(config)#ip route 0.0.0.0/0 192.168.120.254
NXR_B(config)ttipsec access—list LAN_A ip 192.168.20.0/24 192.168.10.0/24
NXR_B(config)ttipsec nat-traversal enable

% restart ipsec service to take affect.

NXR_B(config)ttipsec local policy 1
NXR_B(config—ipsec—local)#address ip
NXR_B(config—ipsec—local)#self-identity fqdn nxrb
NXR_B(config—ipsec—local)#texit

NXR_B(config)ttipsec isakmp policy 1
NXR_B(config—ipsec—isakmp)#tdescription NXR_A
NXR_B(config—ipsec—isakmp)#authentication pre—share ipseckey
NXR_B(config—ipsec—isakmp)#hash shat
NXR_B(config—ipsec—isakmp)#encryption aes128
NXR_B(config—ipsec—isakmp)#tgroup 5
NXR_B(config—ipsec—isakmp)#tisakmp—mode aggressive
NXR_B(config-ipsec—isakmp)#remote address ip 10.10.10.1
NXR_B(config—ipsec—isakmp)t#tkeepalive 30 3 periodic restart
NXR_B(config—ipsec—isakmp)#local policy 1
NXR_B(config—ipsec—isakmp)#exit

NXR_B(config)ttipsec tunnel policy 1
NXR_B(config-ipsec—tunnel)#description NXR_A
NXR_B(config—ipsec—tunnel)#negotiation-mode auto
NXR_B(config—ipsec—tunnel)#set transform esp—aes128 esp—shal—hmac
NXR_B(config—ipsec—tunnel)#set pfs group5
NXR_B(config—ipsec—tunnel)#set key—exchange isakmp 1
NXR_B(config-ipsec—tunnel)#tmatch address LAN_A
NXR_B(config-ipsec—tunnel)#exit

NXR_B(config)ttinterface tunnel 1

NXR_B(config—tunnel)#no ip address
NXR_B(config—tunnel)#tunnel mode ipsec ipv4
NXR_B(config—tunnel)#tunnel protection ipsec policy 1
NXR_B(config—tunnel)#ip tcp adjust—-mss auto
NXR_B(config—tunnel)#texit

NXR_B(config)ttinterface ethernet 1

NXR_B(config-if)#ip address 192.168.120.1/24
NXR_B(config—if)#tipsec policy 1

NXR_B(config—if)#exit

NXR_B(config)#dns

NXR_B(config—dns)#service enable

NXR_B(config—dns)#exit

NXR_B(config)#texit

NXR_B#save config
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[ BREHIFDR ]

(NXRA DE&E]

(&) CCICERHEDLROERTEIEB L. 1-6. IPsec NAT h5/3—H JLIEREREHI D INXR A DR FEINSEITH
YEFTDT. ZLETSETIL,

1. <RETAY7IV—bERE>

| NXR_A(config)#ip route 192.168.20.0/24 tunnel 1

IPsec THEATHRFITAVIIL—bEERELET,

CCTHRELEEBE IP PRLRIZYYF LI/ YA IPsec DATILIER R ELYET,
T—=r2TATEL AL IPsec THEAT D RILAVETI—RERELFT .

ZZTIX LANB [HIF®DJL—FT NXRB EDED IPsec hoRILICR U RILIAATI—REFERALTHNET D
T H—;ITA (BT —R(& tunnel 1 ZERELET,

2. <IPsec 7OERJRIERE>
| NXR_A(config)#ipsec access—list LAN_B ip 192.168.10.0/24 192.168.20.0/24 |
Policy Based IPsec Tld. IPsec 7R AL THRELIZIL—ILIZEDE IPsec TESP LT BMESHDIRTE

SN FELT =S, Route Based IPsec Tl& IPsec 7R RAMEIKE 7z—X2MD ID ELTHAMEALET

(=) Route Based IPsec TESP {t T AMEM L IPsec FIERAMTIFHL O RILA VR TI—RES —k
VIA(ETHIL—IEREDHETREVET,

CC Tl IPsec 7V RYRAME%E LANB &L, EETTIP 7RLR 192.168.10.0/24, 585 IP 7L X

192.168.20.0/24 /¥ ELFE T,

3. <FURIAVEBITT—RERE>
| NXR_A(config)ttinterface tunnel 1
PR AUBTI—RERELET

[ NXR_A(config-tunnel)#tunnel mode ipsec ipv4
P RIIARTI—RATHERT SN RILE—RERELET .
ko RILA2BTT—R% Route Based IPsec TERT BHIHE L. ipsec ipvd EERELET .

[ NXR_A(config-tunnel)#tunnel protection ipsec policy 1 |
ERATBHIPsec FURILRYS—ERELFET, CCTlREIPsec b RILRYL—1EEEDHETVET DT,
ipsec policy 1 EERELET .

(&) IPsec A—AILKR)L—TIEHYFEFLADT, TEETILY,

| NXR_A(config-tunnel)#ip tcp adjust-mss auto |
TCP MSS D E#AEEA —MIRELET,

TCP MSS FAEEMEEIL TCP DRI T— a3 BF(C MSS EZFAEET AL T, YA XD AREL TCP /X7 ubg
BRiX T BIRICTST AN KB RIL—TYLDBETEINF T HBESICFALET .
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(NXRB D&% E ]
(=) CZIZERRHOLELETIERIL. 1-6. IPsec NAT FS/\—H JLIEHEEHIOINXR B QEEINSEIZL
YET DT, FH0ETSHBTEL,

1. <RETAY7IV—LERE>

| NXR_B(config)#ip route 192.168.10.0/24 tunnel 1

IPsec THEATHRFITAVIIL—bEERELET,

CCTHRELEEBE IP PRLRIZOYF LI/ YA IPsec DATILIER R ELYET,
T—r2TATEL AL IPsec THEAT D RILAETI—RERELFT .

ZZTI& LANA [|IFDIL—FT NXRA EDED IPsec FoRILICR O RILIAATI—REHERALTHNET D
T H—;ITA (BT —R(& tunnel 1 ZERELET,

2. <IPsec 7OERJRIERE>
| NXR B(config)#ipsec access—list LAN_A ip 192.168.20.0/24 192.168.10.0/24 |
Policy Based IPsec Tl&. IPsec 7R AL THRELIZIL—ILIZEDE IPsec TESP LT BMESHDIRTE

SN FELT=HS, Route Based IPsec Tl& IPsec 7R RAMEIKE 7z—X2MD ID ELTHOMAHMEALET

(=) Route Based IPsec TESP {t T AMEM L IPsec FIERAMTIFHLM O RILA VB TT—RES —k
VIA(ETHIL—IEREDHETREVET,

CC Tl IPsec 7O RYRMEZE LANA ELEETTIP 7R R 192.168.20.0/24, 585 IP 7L X

192.168.10.0/24 #/ELFE T,

3. <FURIAVEBITT—RERE>
| NXR_B(config)ttinterface tunnel 1
PR AUBTI—RERELET

[ NXR_B(config-tunnel)#tunnel mode ipsec ipv4
P RIIARTI—RATHERAT SN RILE—FERELET,
ko RILA2BTT—R% Route Based IPsec TERT BHIHE L. ipsec ipvd EERELET .

[ NXR_B(config-tunnel)#tunnel protection ipsec policy 1 |
ERATBHIPsec FURILRYS—ERELFET, Tl IPsec b RILRYL—1EEEDHETVET DT,
ipsec policy 1 EERELET .

(&) IPsec O—AILRYS—TEBHYFLADT, TEFETILY,

| NXR_B(config-tunnel)#ip tcp adjust-mss auto |
TCP MSS D E#AEEA —MIRELET,

TCP MSS FAEEMEEIL TCP DRI T— a3 BF(C MSS EZFAEET AL T, YA XD AREL TCP /X7 ubg
BRiX T BIRICTST AN &K BRI =TI DIBETZINFH T HBESICFIALET .
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[ XVavnEEH ]

LAN A /N> LAN B ®/\YVaY
IP7FLR 192.168.10.100 192.168.20.100
HITRIYRTRY 255.255.255.0 255.255.255.0
TIHINT =k x4 192.168.10.1 192.168.20.1
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2-7. FYRT—IARUERET IPsec bR ILEEISR

2-7. ZYRT—DARIIBEET IPsec FRILEESR

NXR I —XTERYRT—TARUREVNSHENHY . CNEHIERAROKREELERAMLIFERIZ. &
ESN=BEEITIENIHAEETT . COMBEZFIAL T Ping BEfRZ1TL). Ping ICEAEFRENR IPsec ZH

EHELET,
LAN_A : 192.168.10.0/24 LAN_B : 192.168.20.0/24
< Al PingBstR ) >
NXR_A U IPsec ) NXR_B
- .y
Eth0 Eth1 10.10.10.254  10.10.20. 254 Eth1 Eth0
192.168.10.100 |99 165 1. 1 10.10.10. 1 DHCPT M 192.168. 20,1 | 192 168.20.100
IP7 KL X BEES
- _ —

Ping BE R4 RE TIEE L 1=3855(192.168.10. I L THEE LB, VS EHERETUVESE

BAMTEDLIICLET,

CCTIE 10 ERTERETL. 2BV AL TERENBONGEVEE IXEERELHIRLET,

(=) RYRT—VARUMERETEREZTIBE . BELRILTOVEWNMEE ERT—2X (T up &Y,
BEEEZRAMLI-EE I down ERYFET,

Ping SR CIEEZRMLIZIZEIC IPsec bR ILDBIEMEITAD LD IPsec ISAKMP RIS —ERE T

IPsec DEBEHREEELET .

2-2. IR IP 7RL XA TO 1K E I (AggressiveMode DFIA) DANBRESEIZLHYEIT D TTSET

by,
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(NXR.A DE&TE)

nxr120#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr120(config)#thostname NXR_A

NXR_A(config)ttinterface ethernet 0O

NXR_A(config—if)#ip address 192.168.10.1/24
NXR_A(config—if)#exit

NXR_A(config)tip route 192.168.20.0/24 tunnel 1
NXR_A(config)#ip route 0.0.0.0/0 10.10.10.254
NXR_A(config)ttipsec access—list LAN_B ip 192.168.10.0/24 192.168.20.0/24
NXR_A(config)ttipsec local policy 1
NXR_A(config—ipsec—local)#taddress ip
NXR_A(config-ipsec—local)#exit

NXR_A(config)ttipsec isakmp policy 1
NXR_A(config—ipsec—isakmp)#tdescription NXR_B
NXR_A(config—ipsec—isakmp)#authentication pre—share ipseckey
NXR_A(config—ipsec—isakmp)#hash sha1l
NXR_A(config-ipsec—isakmp)#encryption aes128
NXR_A(config-ipsec—isakmp)#group 5
NXR_A(config—ipsec—isakmp)#lifetime 10800
NXR_A(config—ipsec—isakmp)#tisakmp—mode aggressive
NXR_A(config—ipsec—isakmp)#tremote address ip any
NXR_A(config—ipsec—isakmp)#tremote identity fqdn nxrb
NXR_A(config—ipsec—isakmp)ttkeepalive 30 3 periodic clear
NXR_A(config-ipsec—isakmp)#local policy 1
NXR_A(config—ipsec—isakmp)#exit

NXR_A(config)ttipsec tunnel policy 1
NXR_A(config—ipsec—tunnel)#description NXR_B
NXR_A(config—ipsec—tunnel)#negotiation-mode responder
NXR_A(config—ipsec—tunnel)#set transform esp—aes128 esp—shal—hmac
NXR_A(config-ipsec—tunnel)#set pfs group5
NXR_A(config—ipsec—tunnel)#set sa lifetime 3600
NXR_A(config—ipsec—tunnel)#tset key—exchange isakmp 1
NXR_A(config—ipsec—tunnel)#match address LAN_B
NXR_A(config—ipsec—tunnel)#exit

NXR_A(config)ttinterface tunnel 1
NXR_A(config—tunnel)#tunnel mode ipsec ipv4
NXR_A(config—tunnel)#tunnel protection ipsec policy 1
NXR_A(config—tunnel)#ip tcp adjust-mss auto
NXR_A(config—tunnel)#exit

NXR_A(config)ttinterface ethernet 1

NXR_A(config—if)#ip address 10.10.10.1/24
NXR_A(config-if)#ipsec policy 1

NXR_A(config—if)#exit

NXR_A(config)#texit

NXR_A#save config
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nxr120#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr120(config)#thostname NXR_B

NXR_B(config)ttinterface ethernet 0

NXR_B(config—if)#ip address 192.168.20.1/24
NXR_B(config—if)#exit

NXR_B(config)tip route 192.168.10.0/24 tunnel 1
NXR_B(config# track 1 ip reachability 192.168.10.1 interface tunnel 1 10 3
NXR_B(config)#tipsec access—list LAN_A ip 192.168.20.0/24 192.168.10.0/24
NXR_B(config)ttipsec local policy 1
NXR_B(config-ipsec—local)#taddress ip
NXR_B(config-ipsec—local)#tself-identity fqdn nxrb
NXR_B(config—ipsec—local)#exit

NXR_B(config)ttipsec isakmp policy 1
NXR_B(config—ipsec—isakmp)#description NXR_A
NXR_B(config-ipsec—isakmp)#authentication pre—share ipseckey
NXR_B(config-ipsec—isakmp)#hash shatl
NXR_B(config-ipsec—isakmp)#encryption aes128
NXR_B(config—ipsec—isakmp)#group 5
NXR_B(config—ipsec—isakmp)#isakmp—mode aggressive
NXR_B(config—ipsec—isakmp)#remote address ip 10.10.10.1
NXR_B(config—ipsec—isakmp)#tkeepalive 30 3 periodic restart
NXR_B(config-ipsec—isakmp)#local policy 1
NXR_B(config-ipsec—isakmp)#netevent 1 reconnect
NXR_B(config—ipsec—isakmp)#exit

NXR_B(config)ttipsec tunnel policy 1
NXR_B(config—ipsec—tunnel)#description NXR_A
NXR_B(config—ipsec—tunnel)#negotiation-mode auto
NXR_B(config—ipsec—tunnel)#set transform esp—aes128 esp—shal—hmac
NXR_B(config-ipsec—tunnel)#set pfs group5
NXR_B(config—ipsec—tunnel)#set key—exchange isakmp 1
NXR_B(config—ipsec—tunnel)#tmatch address LAN_A
NXR_B(config—ipsec—tunnel)#exit

NXR_B(config)ttinterface tunnel 1

NXR_B(config—tunnel)#tunnel mode ipsec ipv4
NXR_B(config—tunnel)#tunnel protection ipsec policy 1
NXR_B(config—tunnel)#ip tcp adjust-mss auto
NXR_B(config—tunnel)#exit

NXR_B(config)ttinterface ethernet 1

NXR_B(config—if)#ip address dhcp

NXR_B(config-if)#tipsec policy 1

NXR_B(config—if)#texit

NXR_B(config)#texit

NXR_B#save config
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[ EEGIREDR ]

(NXRA DE&E]

(=) BTEHEBIX. 2-2. BB IP 7RL A TO KRR EHI (AggressiveMode D FIF) D INXR A DERTFEINESH
IZHEYET DT, ZE0E2TSRTIL,

(NXRB D&E]
(&) CCIZRHBOHVRTEE L. 2-2. B IP PRL A TO R T 5 (AggressiveMode D FIF) D
(NXRB QB EINSEICHYET DT, TELESSB T,

1. <FZYIE&EPIng B1R)>
| NXR B(config)# track 1 ip reachability 192.168.10.1 interface tunnel 1 10 3 |
Ping B5t8% track No.1 L TEERLFET,

SRS IP PRL A% 192.168.10.1(NXR_A O Ethernet0 12271 —RXD IP PRLR)ELE AV A TT—R%E
tunnell A2 R37x—RELET,
(&) AVBITI—RBEIRELBSEFDAUETI—ADIP PRLANER /My DEETIP PRLRE
wYET,
BEFRILAATI—AD IP TRLREEED no ip address DIZE I ifindex AN/ NSNS AT —X
(o BR) D IP PRLAMMERSNET , BEIL Ethernet0 /22T —AD IP FRL AN FERINET,
EERRE 10 R TIE I ZETL. BEDBONLGMEE I down ITIKREEBLET

2. <IPsec ISAKMP RS —8&7E >

| NXR B(config-ipsec—isakmp)#netevent 1 reconnect |

ISAKMP RS —1TRYNT—JARURERELFET

COFREE track AITUFTHEL-ERTRELRAMLULIGEIC, BRE& NXR TERTIHEMELIEEL-D

MDTY,

CCZ Tl track 1 AT R THEELT: Ping BEtR TIEEFZIRALTIZI5E . IPsec b RILDBIEHREITOEMEETE

ELFET,

(&) RYRT—DARULT IPsec #IRE T DIHE (L. KE B TOIETE L% ST IPsec tunnel R L —EXTE
TlE7< IPsec ISAKMP R L —E&EITHYET

WAVE=WIOE 32D

LAN A /Ny LAN B ®/\YaY
IP7FLZR 192.168.10.100 192.168.20.100
HITRIRTRY 255.255.255.0 255.255.255.0
TIHINT =k x4 192.168.10.1 192.168.20.1
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2-8. IPsec FRILTHEAFZIYII—T142%5 (OSPF)ZEFIHT S

Route Based IPsec Tld Policy Based IPsec MEF&EELY, IPsec DA T OSPF #F AT HZEARIRETT,
CZTIENXRARRHTIPsec TOMWABBEEETL. EMENSETNETNA U EI—R VT I ERAERREIZT S
Fz8I1Z, T4 ILAERTE (SPD), NAT 5% 7E (IP Y XAL—K), DNS B EETo>TLET,

[ #E ]

LAN_B : 192.168.20.0/24

LAN_A : 192.168.10.0/24 NXR_B

ppp0
10.10.20. 1 -

] Etho

192 168,201 | 192.168.20.100
NXR_A
192. 168. 10. 100 EthO ppp0
192.168.10. 1 10.10.10. 1
LAN_C : 192.168.30.0/24
-.. - NXR_C
ppp0 EthO ¥

IP7 KL BEERE 192.168.30,1 | 192 168.30-100

FoRILADBTT—RXTOSPF D/ ybaERIET B1=OIZE P RILAETI—RIZIPFTRLRE
BETILENHYFET,

P RILADBTT—RT OSPF ZEESE BIHE . RYFT—22 4T Point to Point E1EWE T,
FEWEDSDA U BE—RY T I EREAHEIZT 51281 NAT ERFE (IP YRAL—F) 0T ILZETE
(SPD) B KU DNS BREZITOTLET,

2-5. PPPoE Z#I|fAL 1= IPsec R EFHDNBLESEITLYET D TISETIL,
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[ &EH ]
(NXR.A DE&TE)

nxr120#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr120(config)#thostname NXR_A

NXR_A(config)ttinterface ethernet 0O

NXR_A(config—if)#ip address 192.168.10.1/24
NXR_A(config—if)#exit

NXR_A(config)#router ospf

NXR_A(config—router)#router—id 172.31.0.1
NXR_A(config—router)#network 192.168.10.0/24 area 0
NXR_A(config—router)#tpassive—interface ethernet 0
NXR_A(config—router)#exit

NXR_A(config)#ip route 0.0.0.0/0 ppp 0

NXR_A(config)ttip access—list ppp0_in permit any 10.10.10.1 udp 500 500
NXR_A(config)ttip access—list ppp0_in permit any 10.10.10.1 50
NXR_A(config)ttipsec access—list LAN_B ip 192.168.10.0/24 192.168.20.0/24
NXR_A(config)ttipsec access—list LAN_C ip 192.168.10.0/24 192.168.30.0/24
NXR_A(config)ttipsec local policy 1
NXR_A(config-ipsec—local)#address ip
NXR_A(config—ipsec—local)#exit

NXR_A(config)ttipsec isakmp policy 1
NXR_A(config—ipsec—isakmp)#tdescription NXR_B
NXR_A(config—ipsec—isakmp)#tauthentication pre—share ipseckey1
NXR_A(config—ipsec—isakmp)#hash sha1l
NXR_A(config-ipsec—isakmp)#encryption aes128
NXR_A(config—ipsec—isakmp)#group 5
NXR_A(config—ipsec—isakmp)#lifetime 10800
NXR_A(config—ipsec—isakmp)#tisakmp—mode main
NXR_A(config—ipsec—isakmp)#tremote address ip 10.10.20.1
NXR_A(config—ipsec—isakmp)itkeepalive 30 3 periodic restart
NXR_A(config-ipsec—isakmp)#local policy 1
NXR_A(config—ipsec—isakmp)#exit

NXR_A(config)ttipsec tunnel policy 1
NXR_A(config—ipsec—tunnel)#description NXR_B
NXR_A(config—ipsec—tunnel)#negotiation-mode auto
NXR_A(config—ipsec—tunnel)#tset transform esp—aes128 esp—shal—hmac
NXR_A(config-ipsec—tunnel)#set pfs group5
NXR_A(config—ipsec—tunnel)#set sa lifetime 3600
NXR_A(config—ipsec—tunnel)#tset key—exchange isakmp 1
NXR_A(config—ipsec—tunnel)#match address LAN_B
NXR_A(config—ipsec—tunnel)#exit

NXR_A(config)ttinterface tunnel 1

NXR_A(config—tunnel)#ip address 192.168.10.1/32
NXR_A(config—tunnel)#tunnel mode ipsec ipv4
NXR_A(config—tunnel)#tunnel protection ipsec policy 1
NXR_A(config—tunnel)#ip tcp adjust-mss auto
NXR_A(config—tunnel)#exit

NXR_A(config)ttipsec isakmp policy 2
NXR_A(config-ipsec—isakmp)#description NXR_C
NXR_A(config—ipsec—isakmp)#authentication pre—share ipseckey?2
NXR_A(config—ipsec—isakmp)#thash shatl
NXR_A(config—ipsec—isakmp)#encryption aes128
NXR_A(config—ipsec—isakmp)#tgroup 5
NXR_A(config—ipsec—isakmp)#lifetime 10800
NXR_A(config-ipsec—isakmp)#isakmp—mode aggressive
NXR_A(config—ipsec—isakmp)#tremote address ip any
NXR_A(config—ipsec—isakmp)#tremote identity fqdn nxrc
NXR_A(config—ipsec—isakmp)itkeepalive 30 3 periodic clear
NXR_A(config—ipsec—isakmp)#local policy 1
NXR_A(config—ipsec—isakmp)#exit

NXR_A(config)#tipsec tunnel policy 2
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NXR_A(config—ipsec—tunnel)#description NXR_C
NXR_A(config—ipsec—tunnel)#negotiation-mode responder
NXR_A(config—ipsec—tunnel)#set transform esp—aes128 esp—shal—hmac
NXR_A(config—ipsec—tunnel)#set pfs groupb
NXR_A(config-ipsec—tunnel)#set sa lifetime 3600
NXR_A(config—ipsec—tunnel)#set key—exchange isakmp 2
NXR_A(config—ipsec—tunnel)#tmatch address LAN_C
NXR_A(config—ipsec—tunnel)#exit
NXR_A(config)ttinterface tunnel 2
NXR_A(config—tunnel)#ip address 192.168.10.1/32
NXR_A(config—tunnel)#tunnel mode ipsec ipv4
NXR_A(config—tunnel)#tunnel protection ipsec policy 2
NXR_A(config—tunnel)#ip tcp adjust-mss auto
NXR_A(config—tunnel)#exit

NXR_A(config)ttinterface ppp 0

NXR_A(config—ppp)#ip address 10.10.10.1/32
NXR_A(config—ppp)#ip masquerade
NXR_A(config—ppp)#ip access—group in ppp0._in
NXR_A(config—ppp)#ip spi—filter

NXR_A(config—ppp)#ip tcp adjust—-mss auto
NXR_A(config—ppp)#no ip redirects
NXR_A(config—ppp)#ppp authentication auto
NXR_A(config—ppp)#ppp username test1@centurysys password test1pass
NXR_A(config—ppp)#ipsec policy 1
NXR_A(config—ppp)#exit

NXR_A(config)ttinterface ethernet 1

NXR_A(config—if)#no ip address
NXR_A(config—if)#pppoe—client ppp 0
NXR_A(config—if)#exit

NXR_A(config)#dns

NXR_A(config—dns)#tservice enable
NXR_A(config—dns)#exit

NXR_A(config)ttexit

NXR_A#tsave config

(NXRB DEEE]

nxr120#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr120(config)#hostname NXR_B

NXR_B(config)ttinterface ethernet 0

NXR_B(config-if)#ip address 192.168.20.1/24

NXR_B(config—if)#exit

NXR_B(config)#router ospf

NXR_B(config-router)#router—id 172.31.0.2
NXR_B(config-router)#tnetwork 192.168.20.0/24 area 0
NXR_B(config-router)#tpassive—interface ethernet 0
NXR_B(config—router)#exit

NXR_B(config)#ip route 0.0.0.0/0 ppp 0

NXR_B(config)ttip access—list ppp0_in permit 10.10.10.1 10.10.20.1 udp 500 500
NXR_B(config)ttip access—list ppp0_in permit 10.10.10.1 10.10.20.1 50
NXR_B(config)ttipsec access—list LAN_A ip 192.168.20.0/24 192.168.10.0/24
NXR_B(config)ttipsec local policy 1
NXR_B(config—ipsec—local)#address ip
NXR_B(config—ipsec—local)#exit

NXR_B(config)ttipsec isakmp policy 1
NXR_B(config—ipsec—isakmp)#tdescription NXR_A
NXR_B(config-ipsec—isakmp)#authentication pre—share ipseckey1
NXR_B(config-ipsec—isakmp)#hash shai
NXR_B(config—ipsec—isakmp)#encryption aes128
NXR_B(config—ipsec—isakmp)#group 5
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NXR_B(config—ipsec—isakmp)#lifetime 10800
NXR_B(config—ipsec—isakmp)#tisakmp—mode main
NXR_B(config—ipsec—isakmp)#remote address ip 10.10.10.1
NXR_B(config—ipsec—isakmp)#tkeepalive 30 3 periodic restart
NXR_B(config—ipsec—isakmp)#local policy 1
NXR_B(config—ipsec—isakmp)#exit

NXR_B(config)ttipsec tunnel policy 1
NXR_B(config—ipsec—tunnel)#description NXR_A
NXR_B(config—ipsec—tunnel)#negotiation-mode auto
NXR_B(config—ipsec—tunnel)#set transform esp—aes128 esp—shal—hmac
NXR_B(config-ipsec—tunnel)#set pfs group5
NXR_B(config—ipsec—tunnel)#set sa lifetime 3600
NXR_B(config—ipsec—tunnel)#set key—exchange isakmp 1
NXR_B(config—ipsec—tunnel)#match address LAN_A
NXR_B(config—ipsec—tunnel)#exit
NXR_B(config)ttinterface tunnel 1
NXR_B(config—tunnel)#ip address 192.168.20.1/32
NXR_B(config—tunnel)#tunnel mode ipsec ipv4
NXR_B(config—tunnel)#tunnel protection ipsec policy 1
NXR_B(config—tunnel)#ip tcp adjust-mss auto
NXR_B(config—tunnel)#exit

NXR_B(config)t#tinterface ppp 0

NXR_B(config—ppp)#ip address 10.10.20.1/32
NXR_B(config—ppp)#ip masquerade
NXR_B(config—ppp)#ip access—group in ppp0_in
NXR_B(config—ppp)#ip spi-filter

NXR_B(config—ppp)#ip tcp adjust—-mss auto
NXR_B(config—ppp)#no ip redirects
NXR_B(config—ppp)#ppp authentication auto
NXR_B(config—ppp)#ppp username test2@centurysys password test2pass
NXR_B(config—ppp)#ipsec policy 1
NXR_B(config—ppp)#exit

NXR_B(config)ttinterface ethernet 1

NXR_B(config—if)#no ip address
NXR_B(config—if)#pppoe—client ppp 0
NXR_B(config—if)#exit

NXR_B(config)#dns

NXR_B(config—dns)#service enable
NXR_B(config—dns)#exit

NXR_B(config)#texit

NXR_B#save config

[(NXR.C D&E]

nxr120#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr120(config)#thostname NXR_C

NXR_C(config)#interface ethernet 0

NXR_C(config—if)#ip address 192.168.30.1/24

NXR_C(config—if)#exit

NXR_C(config)t#trouter ospf

NXR_C(config-router)#router—id 172.31.0.3
NXR_C(config-router)#network 192.168.30.0/24 area 0
NXR_C(config—router)#tpassive—interface ethernet 0
NXR_C(config—router)t#ip route 0.0.0.0/0 ppp 0

NXR_C(config)#ip access—list ppp0_in permit 10.10.10.1 any udp 500 500
NXR_C(config)#tip access—list ppp0_in permit 10.10.10.1 any 50
NXR_C(config)ttipsec access—list LAN_A ip 192.168.30.0/24 192.168.10.0/24
NXR_C(config)#tipsec local policy 1

NXR_C(config—ipsec—local)#address ip
NXR_C(config-ipsec—local)#self-identity fqdn nxrc
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NXR_C(config—ipsec—local)#exit

NXR_C(config)#ipsec isakmp policy 1
NXR_C(config—ipsec—isakmp)#description NXR_A
NXR_C(config—ipsec—isakmp)#authentication pre—share ipseckey?
NXR_C(config—ipsec—isakmp)#hash shafl
NXR_C(config—ipsec—isakmp)#encryption aes128
NXR_C(config—ipsec—isakmp)#group 5
NXR_C(config—ipsec—isakmp)#lifetime 10800
NXR_C(config—ipsec—isakmp)#isakmp—mode aggressive
NXR_C(config-ipsec—isakmp)#remote address ip 10.10.10.1
NXR_C(config—ipsec—isakmp)#keepalive 30 3 periodic restart
NXR_C(config—ipsec—isakmp)#local policy 1
NXR_C(config—ipsec—isakmp)#exit

NXR_C(config)#ipsec tunnel policy 1
NXR_C(config—ipsec—tunnel)t#tdescription NXR_A
NXR_C(config-ipsec—tunnel)#negotiation—-mode auto
NXR_C(config-ipsec—tunnel#set transform esp—aes128 esp—shal-hmac
NXR_C(config—ipsec—tunnel)#set pfs groupb
NXR_C(config—ipsec—tunnel)#set sa lifetime 3600
NXR_C(config-ipsec—tunnel#set key—exchange isakmp 1
NXR_C(config—ipsec—tunnel)#match address LAN_A
NXR_C(config—ipsec—tunnel)#exit

NXR_C(config)#interface tunnel 1

NXR_C(config—tunnel#ip address 192.168.30.1/32
NXR_C(config—tunnel)#tunnel mode ipsec ipv4
NXR_C(config—tunnel)#tunnel protection ipsec policy 1
NXR_C(config—tunnel#ip tcp adjust-mss auto
NXR_C(config-tunnel)#exit

NXR_C(config)#interface ppp 0

NXR_C(config—ppp)#ip address negotiated
NXR_C(config—ppp)#ip masquerade

NXR_C(config—ppp)#ip access—group in ppp0_in
NXR_C(config—ppp)#ip spi—filter

NXR_C(config—ppp)#ip tcp adjust-mss auto
NXR_C(config—ppp)#no ip redirects
NXR_C(config—ppp)#ppp authentication auto
NXR_C(config—ppp)#ppp username test3@centurysys password test3pass
NXR_C(config—ppp)#ipsec policy 1
NXR_C(config-ppp)#exit

NXR_C(config)ttinterface ethernet 1

NXR_C(config—=if)#no ip address
NXR_C(config—if)#pppoe—client ppp 0
NXR_C(config—if)#texit

NXR_C(config)#dns

NXR_C(config-dns)#service enable
NXR_C(config—dns)#exit

NXR_C(config)#exit

NXR_C#save config
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[ BREHIFDR ]

(NXRA DE&E]

() CCICREHDEVEEFEIEEB L., 2-5. PPPoE ZFIFLT= IPsec #EfmaR EHIDINXR A DERFEINSEITL
YEFTDT. ZELETSETIL,

1. <OSPF &B%E>
| NXR_A(config)#router ospf
OSPF #8&ELFEY,

| NXR_A(config-router)#router—id 172.31.0.1
OSPF MJL—4ID #E&ELFET .

| NXR_A(config-router)#network 192.168.10.0/24 area 0 |
OSPF DIU7HELUEDIITICFRT 21V T—VEHRELET .

ShIZKY 192.168.10.0/24 DAY T—IIZBT HA VB TT—ATIYT70ELT OSPF /N7 ubDPYEYNT
EHEIHYET,

[ NXR_A(config-router)#passive—interface ethernet 0 |
Ny TLBTT—RELT Ethernet0 ZEXELFE T . C(E Ethernet0 127 —R D LAN [Zft(Z OSPF

ZEIESE TLVBIL—AH 5L, Ethernet0 12271 —A M5 OSPF /N4y b DHOY EY DILBENLEWN=HTY,

2. <IPsec 7OtRJRAMRE >

NXR_A(config)#ipsec access—list LAN_B ip 192.168.10.0/24 192.168.20.0/24
NXR_A(config)ttipsec access—list LAN_C ip 192.168.10.0/24 192.168.30.0/24

Policy Based IPsec Tl&, IPsec 7R AR TEHRELIL—ILIZEDE IPsec TESP b T EMESHIRE

SN FELT=H. Route Based IPsec Tld IPsec 7R RAMIIKE 7z—X2MD ID ELTHOAERLET,

(=) Route Based IPsec TESP {t T AMEM L IPsec 7O ER)AMTIFHLP U RILA VB TI—RES —k
VIA(ETHIL—IREDHETREVET,

—1TB (X IPsec 7UHER A% LANB EL, EfETT IP 7RL X 192.168.10.0/24, 585 IP 7RL R

192.168.20.0/24 %X FELET

—17BI(X IPsec 7UHERAMEZ LANC &L EIETT IP 7R X 192.168.10.0/24, 585 IP 7L R

192.168.30.0/24 %R ELET

3 <k, T1ABT—RETED>
| NXR_A(config)ttinterface tunnel 1
RN BTI—RERELET

| NXR_A(config-tunnel)#ip address 192.168.10.1/32
FoRILTAUBTI—AD IP PRLAIZ 192.168.10.1/32 2R ELE T,

CNIZEYRURILABTT—RT OSPF D/ ybDOYEYNRTEEESI1ZHYET,
(=) LAN(Ethernet0 /47— AIER—DHRYLT—IIZBRTHIP PRLRIZIEY, T Ryb<RD(3/32
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TRELET.

[ NXR_A(config—tunnel)#tunnel mode ipsec ipv4

PRI ARTI—RATCERAT I RILE—RERELET,
ko RILA2BT—R% Route Based IPsec TERT BHIHE L. ipsec ipvd EERELET .

| NXR_A(config—tunnel)#tunnel protection ipsec policy 1

AT BIPsec b RILRYL—ERELET, CCTlEIPsec b RILIRYS—1EBAEDITEITLVET DT,
ipsec policy 1 EERELET .
(=) IPsec A—AIRYL—TIEHYFEBEADT, TEETSLY,

| NXR_A(config-tunnel)#ip tcp adjust-mss auto

TCP MSS D FAEEMAEEA —MIRELET,
TCP MSS FAZ44RE(X TCP ORI IT— 3 B2 MSS [EE AT HET. HA XD KEL TCP 1\ vbhE
k9 AMRICTST AUMILBRIL—TYrDIETEINHTHEEIFALET,

4. < RN 24BITT—RERTE >

| NXR_A(config)ttinterface tunnel 2

roRIL 24 TT—REERTELET,

| NXR_A(config-tunnel)#ip address 192.168.10.1/32
P RIL24BTT—AD IP FRLRIZ, 192.168.10.1/32 #XELE T,

(=) FoRIL2AEBTI—RER—DIP PRLARAZHRETHENTEET,

[ NXR_A(config-tunnel)#tunnel mode ipsec ipv4
P RIIARTI—RATHERAT SN RILE—FERELET,
ko RILA2BTT—R% Route Based IPsec TERT BHIHE L. ipsec ipvd EERELET .

| NXR_A(config—tunnel)#tunnel protection ipsec policy 2

AT SIPsec b RILRY—FRFELET, CSTlEIPsec FoRILRY S —2LBEDFEITVVET DT,
ipsec policy 2 EERELET .

() IPsec O—AILRYS—TEBHYFELADT, TEFETILY,

| NXR_A(config-tunnel)#ip tcp adjust-mss auto
TCP MSS DFfZE#EEE A —MIERELFET .
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(NXRB D&% E ]
(=) ZZIZERHBOLEULERTEIER L. 2-5. PPPoE Z#FIALT= IPsec EHREEFH D INXR B DEEINSE(ZL
YET DT, FH0ETSHBTIL,

1. <OSPF &85>

| NXR B(config)#router ospf

OSPF #E&ELE T,

| NXR_B(config-router)#router—id 172.31.0.2

OSPF MJIL—2 D 2B FELET,

| NXR_B(config-router)#network 192.168.20.0/24 area 0

OSPF DIUTELUVZEDIVTICFRET DRV T —0%RELET,
ZhIZkY) 192.168.20.0/24 DAY T—IIZB T HAR2TT—RATIYF0OLLT OSPF /Ay hDOYEYMNT
EHEIIHYFET,

| NXR_B(config-router)#passive—interface ethernet 0

NS TAUBTT—RAELT Ethernet0 #RTELE T, Zhl Ethernet0 41227 —X Al LAN [Z{hIZ OSPF
ZEMESE TULBIL—EHE L Ethernet0 1287 T — XA M5 OSPF /Ay DPOY EYDILWENLLN=6HTT,

2. <IPsec 7OtRJRAMRE >

| NXR B(config)#ipsec access—list LAN_A ip 192.168.20.0/24 192.168.10.0/24

Policy Based IPsec Tld. IPsec 7R AL THRELIZIL—ILIZEDE IPsec TESP LT BMESHIIRTE

SN FELT=HS, Route Based IPsec Tl& IPsec 7V 2R RAMEIKE 7z—X2MD ID ELTHOAMEALET

(=) Route Based IPsec TESP {t T AMEMN L IPsec FIERAMTIFHLM O RILA VB TI—RES —k
VIAETHIL—IEREDHETREVET,

CCTlX IPsec 7UERAREZE LANA EL,E{ETT IP 7R R 192.168.20.0/24, 585 IP 7L R

192.168.10.0/24 #/ELFE T,

3. <FURNWAVBITT—RERTE >

| NXR_B(config)ttinterface tunnel 1

oI BTI—REERTELET,

| NXR_B(config-tunnel)#ip address 192.168.20.1/32

P RILIABATT—RD IP TRLRIZ 192.168.20.1/32 £F/ELET

CHNIZEKYRDRILABTT—RT OSPF D/ ybDOYEYNTEDLSIZHYET,

(&) LAN(Ethernet0 122 7x—X)ILR—DHRYET—VIZET B IP PRLRIZIEY, TRy
FYRHI1E/32 THRELET .

[ NXR_B(config-tunnel)#tunnel mode ipsec ipv4

o RINARATI—RATHERT I RILE—FERELET,

126/244



2. Route Based IPsec 5% F
2-8. IPsec b RILTHAFIVII—T42%7 (OSPR)EFIAT S

ko RILA2 BT —R% Route Based IPsec TERT BHIHE L. ipsec ipvd EERELET .

[ NXR_B(config-tunnel)#tunnel protection ipsec policy 1 |
AT SIPsec b RILRYS—FERFELET, CSTlEIPsec FoRILRYS—1EBEEDFEITVET DT,
ipsec policy 1 EERELET .

() IPsec O—AHILRYS—TEBHYFELEADT, TEFETILY,

| NXR_B(config-tunnel)#ip tcp adjust-mss auto
TCP MSS DFfEE#EEE A —MIERELFET .

(NXR.C DE&RE]
(=) ZZIZERHOLEULERTEIER (L. 2-5. PPPoE #FIALT= IPsec EfZEHI D INXR C DEEINSEIZL
UET DT, TbodTSHETI,

1. <OSPF &B%E>
| NXR_C(config)#router ospf

OSPF #E&ELE T,

| NXR_C(config-router)#router—id 172.31.0.3
OSPF MJL—4ID #E&ELFET .

| NXR_C(config-router)#network 192.168.30.0/24 area 0 |
OSPF DIU7HELUEDIITICFRT 2T —VEHRELET .

ShIZ&KY 192.168.30.0/24 DAY T—DIZET HA B TT—ATIYT70ELT OSPF N7 ubDPYEYNT
EH&IHYET,

| NXR_C(config-router)#passive—interface ethernet 0 |
Ny TLBTT—RELT Ethernet0 ZEXELFE T . “H(E Ethernet0 1227 —R (D LAN [Zft(Z OSPF

ZEI{ESE TLVBIL—EH 5L, Ethernet0 12271 — A M5 OSPF /345y b DHOY EY DILBEMNLEWN=HTY,

2. <IPsec 7OERRIERE>
| NXR_C(config)#ipsec access—list LAN_A ip 192.168.30.0/24 192.168.10.0/24 |

Policy Based IPsec Tl&. IPsec 77 ERAY AL THRELIZIL—ILIZEDE IPsec TESP LT BMESHDIRTE

SN FELT=HS, Route Based IPsec Tl& IPsec 7R RAMEIKE 7z—X20D ID ELTHOAHMEALET,

(=) Route Based IPsec TESP bt A5MEM I IPsec 7IERYRANTIFAGL b RILAUERT
I—RES—bITAETHIL— DEETREVET,

CCTlX IPsec 7UERAREZE LANA EL,E{ETTIP 7R R 192.168.30.0/24, 585 IP 7L R

192.168.10.0/24 /¥ ELFE T,
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3. <FURIAVEBITT—RERE>
[ NXR_C(config)#interface tunnel 1
PR AUBTI—RERELET

| NXR_C(config-tunnel)#ip address 192.168.30.1/32
FoRILIAVBTI—AD IP PRLRIZ 192.168.30.1/32 #XELE T,

CNIZKYRRILABTT—AT OSPF D/ ybDHOYEYNTEBELSTHEYET,
(=) LAN(Ethernet0 124 7x—R)AIER—DRYNT—DIZETBIP PRLRIZHY ., TRy
F<RX1%/32 TEHRELED,

| NXR_C(config-tunnel)#tunnel mode ipsec ipv4
P RIIARTI—RATHERT SN RILE—RERELET,
ko RILA2BTT—R% Route Based IPsec TERT BHIHE L. ipsec ipvd EERELET .

| NXR_C(config-tunnel)#tunnel protection ipsec policy 1 |
AT SIPsec b RILRY—FHRFELET, CSTlEIPsec FoRILRY S —1EBEEDFEITVET DT,
ipsec policy 1 EERELET .

() IPsec O—AILRYS—TEBHYFELADT, TEFETILY,

| NXR_C(config—tunnel)#ip tcp adjust-mss auto |
TCP MSS DFE#AEEA —MIRELFT,

TCP MSS FAEEMEEIL TCP DRI T— a3 BF(C MSS fEZFAEET AL T, A XD AREL TCP /X7 wbg
BRiX T BIRICTST AN KB RIL—TYLDBETEINFH T HBESIFRALET .

WAVE=WIOE 32D

LAN A /N3y LAN B ®/\YaY LAN C ®/\YY
IP7FLZR 192.168.10.100 192.168.20.100 192.168.30.100
HITRIRTRY 255.255.255.0 255.255.255.0 255.255.255.0
TIHINT—ko A 192.168.10.1 192.168.20.1 192.168.30.1
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3-1. AX—h,T#+2 &M L2TP/IPsec 1% E 45l

3-1. AV—hkI742ED L2TP/IPsec ¥4 E% SE 51

Android %2 i0S DAY —RIAUIZIBEHIN TS L2TP/IPsec ) VPN #EEEFIAT AL T NXR & VPN
T ACENTEETT . BB DB TEHITIL IPsec TETHAREZF AL TEHELEITOVES,

[ #E ]

LAN_A : 192.168.10.0/24

Androidifi R

(/)\ \) EhEYIP
NXR L2TP over IPsec )
—
% Etho Mg poo0
192.168.10.100 | 192168101 10.1040. .
L L2TP over IPsec | -
=X SRR (¢
| EhHIIP

L2TP/IPsec £ TE T AHB T RELD T TUTDRENBEELLYET,

- IPsec 5%

- L2TP R} E

- virtual-template 1 271 —REKE

-7t AH—/\N(RAS) R TE

IPsec [EFTVRR—FE—FZEFEAL. L2TP /N b EREBIELET,

L2TPv2 ) LNS ##E(Z & 57515 Tl virtual-template 127t —REHRALET .
BRLCELAY—FIAVIZIEIPTRLRT—IILEY P PRLRZEIYETET , COFREHITIE2EIC
IP7RLRZEIY S TEHOIP PRLRE2DHREL. M D21—HF D BIHEELZIP TRLRZEIVAT
E3 8
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[ &EH ]
(NXR DE&E]

nxr120#configure termina

Enter configuration commands, one per line. End with CNTL/Z.
nxr120(config)#hostname NXR

NXR(config)ttinterface ethernet 0

NXR(config—-if)#ip address 192.168.10.1/24

NXR(config-if)#exit

NXR(config)#ip route 0.0.0.0/0 ppp 0

NXR(config)#ip access—list ppp0_in permit any 10.10.10.1 udp 500 500
NXR(config)#ip access—list ppp0_in permit any 10.10.10.1 50
NXR(config)#tipsec local policy 1
NXR(config—ipsec—local)#address ip
NXR(config-ipsec—local)#exit

NXR(config)#ipsec isakmp policy 1
NXR(config-ipsec—isakmp)#description smartphone
NXR(config-ipsec—isakmp)#authentication pre—share ipseckey
NXR(config-ipsec—isakmp)#hash shal
NXR(config—ipsec—isakmp)#encryption aes128
NXR(config-ipsec—isakmp)#group 5
NXR(config—ipsec—isakmp)#lifetime 86400
NXR(config-ipsec—isakmp)#isakmp—mode main
NXR(config-ipsec—isakmp)#remote address ip any
NXR(config—ipsec—isakmp)#local policy 1
NXR(config-ipsec—isakmp)#exit

NXR(config)#ipsec tunnel policy 1
NXR(config-ipsec—tunnel)#description smartphone
NXR(config-ipsec—tunnel)#set transform esp—aes128 esp—shal—hmac
NXR(config-ipsec—tunnel)#no set pfs
NXR(config-ipsec—tunnel)#set sa lifetime 28800
NXR(config—ipsec—tunnel)#set key—exchange isakmp 1
NXR(config-ipsec—tunnel)#match protocol |12tp—smartphone
NXR(config-ipsec—tunnel)#exit

NXR(config)#ppp account username android01 password android01pass
NXR(config)#ppp account username ios01 password iosO1pass
NXR(config)#ppp account username test1@centurysys password test1pass
NXR(config)#taccess—server profile 0

NXR(config—ras)#ppp username android01 ip 172.16.0.10
NXR(config-ras)#exit

NXR(config)#access—server profile 1

NXR(config—ras)#ppp username ios01 ip 172.16.0.11
NXR(config-ras)#exit

NXR(config)tip local pool smartphoneip address 172.16.0.10 172.16.0.11
NXR(config)#interface virtual-template 0

NXR(config—if—vt)#ip address 172.16.0.1/32

NXR(config-if—vt)#ip tcp adjust-mss auto

NXR(config-if-vt)#no ip redirects

NXR(config—if-vt)#no ip rebound

NXR(config—if-vt)#peer ip pool smartphoneip
NXR(config-if-vt)#exit

NXR(config)#|2tp udp source—port 1701

NXR(config)#l2tp 1

NXR(config—I12tp)#tunnel address any ipsec
NXR(config-12tp)#tunnel mode Ins

NXR(config—I12tp)#tunnel virtual-template O
NXR(config-I2tp)#exit

% Restarting 12tp service. Please wait.....

NXR(config)#interface ppp 0

NXR(config—ppp)#ip address 10.10.10.1/32

NXR(config—ppp)#ip masquerade

NXR(config—ppp)#ip access—group in ppp0_in
NXR(config—ppp)#ip spi—filter
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NXR(config—ppp)#ip tcp adjust-mss auto
NXR(config—ppp)#no ip redirects
NXR(config—ppp)#ppp username test1@centurysys
NXR(config—ppp)#ipsec policy 1
NXR(config—ppp)#texit
NXR(config)#interface ethernet 1
NXR(config-if)#no ip address
NXR(config—if)#pppoe—client ppp 0
NXR(config-if)#exit

NXR(config)#dns
NXR(config-dns)#service enable
NXR(config—dns)#exit

NXR(config)#exit

NXR#save config
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[ RIS ]

(NXR DF&E]

1. <RRA+EDERE>

| nxr120(config)#hostname NXR
RRAMEITNXRERELET .

2. <LAN f] (ethernet0) 1871 —REEE >

NXR(config)#tinterface ethernet 0
NXR(config-if)#ip address 192.168.10.1/24

Ethernet0 12271 —AD IP PRL A2 192.168.10.1/24 2% FELET .

3. KRETAVIIN—IFRE>
[ NXR(config)#ip route 0.0.0.0/0 ppp 0 |
TIHIMIL—LERTELET . PPPoEZ#F|IAT BI5E8 (X BES — I/ ELTppp VBT —RERELE

TO

4, <IP PHHERYAFRE >

NXR(config)#ip access—list ppp0_in permit any 10.10.10.1 udp 500 500
NXR(config)tip access—list ppp0_in permit any 10.10.10.1 50

TAIVEADEMEERET HIL—IL)ANEERLET,

ZITIEIP 7OERYRNE% ppp0in ELET

—1TBI$5E5% P 7RLZ 10.10.10.1 3A{E5T UDP R—h&S 500 585E UDP R—h&S 500 O/ /7y hEFFA]

THEETT

Z4TBIFIEE IP 7RL X 10.10.10.1 FORIJLEE 50(ESP) D/ yhEEFal T HRETT .

BEZDIPT7IERA)ARKEIL ppp0 1 BT —ARETEELET .

(=) IP7OER)AMEERFELEZTTIEI N ZELTEMICIEGYER A, TLE) T LIz R T1—
ATOEHBHDEITHYETS,

(=) UDPR—F500FHLUTALIILESF 50(ESP) [LIPsec DAITLI—ar BLUBIETHEALET,

5. <IPsec O—AILARYL—ERE>
| NXR(config)#ipsec local policy 1
IPsec A—AILR)—1%H/RELET,

[ NXR(config-ipsec—local)#address ip

IPsec o RILDEIETT IP PRLRAZHRELET .

ZDIPF7RLRIE, AR TT—RERTET ipsec policy 1 EHEELI=AVFTT—AD IP PRLANEHEIMIZHRTE
EnFET,

6. <IPsec ISAKMP 7R\ —E&E1>
[ NXR(config)#ipsec isakmp policy 1
AX—h T4V EDEHFTHERT B ISAKMP R —12RELET,
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| NXR(config-ipsec—isakmp)#description smartphone |
ISAKMP 7R1) 2 —1MEEBAEL T, ZETIE smartphone EFRELET

| NXR(config-ipsec—isakmp)#authentication pre—share ipseckey
FRREA X EL T pre—share(FRIHBR)EERL . BRTH BB LEL T ipseckey #ERELFET S
COEREX, RAR—F I+ ERICEFRETIHENHYET,

| NXR(config-ipsec—isakmp)#hash shal
BREE7 IOV R LERELET , C2Tld shal ZERELET,

| NXR(config-ipsec—isakmp)#encryption aes128
BB LTI TVRLEFRELET . CCTlE aes128 R TELET,

| NXR(config-ipsec—isakmp)#group 5
Diffie-Hellman(DH)Y JL—TJ &/ ELET . CC Tl group 5 #XELET

| NXR(config-ipsec—isakmp)#lifetime 86400
ISAKMP SA D54 734 LEHRELFET , CZTIE 86400 EEHZELET

| NXR(config-ipsec—isakmp)#isakmp—mode main
Zr—RX1OFRTAVIT—LaVE—RERELET  CCTERAMVE—RERELET .

| NXR(config-ipsec—isakmp)#remote address ip any
MADAY—bTHDIP FRLRAZERELE T CCTlE any ZRELFET

| NXR(config-ipsec—isakmp)#local policy 1
BEDIT%#1TS IPsec O—AHILAR) S —ZEELET,
CZZTlE IPsec A—AILAR)—1 EBEAEDITEITLVET,

7. <IPsec FRILKRYS—ERTET1>
| NXR(config)#ipsec tunnel policy 1
AYX—hI+ LB THEAT A RIILR) S —1ERELET,

| NXR(config-ipsec—tunnel)#description smartphone
FoRILRYS—1MERBAEL T, 22 Tld smartphone EERELET,

| NXR(config-ipsec—tunnel)#set transform esp—aes128 esp—shal-hmac
IPsec hY IR —THEARTENS VR TH—L(TAR—FILVERELET .
CCTIIBESIE7ILT ) X Ls esp—aes128, 57 /LT X Ls esp—shal-hmac ZRELE T,

| NXR(config-ipsec—tunnel)#no set pfs
PFS(Perfect Forward Secrecy) D& EEFNITHES DH U IIL—TEHELE T,

CCTIXPFS &R ELET,
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| NXR(config-ipsec—tunnel)#set sa lifetime 28800

IPsec SA DSAITRALEHRELET , CZTlE 28800 HERELET,

| NXR(config-ipsec—tunnel)#set key—exchange isakmp 1

BEED (%475 ISAKMP RS —%i8ELE T,
CCTIXISAKMP RS —1 EBED HETULVET,

| NXR(config-ipsec—tunnel)#match protocol |2tp—smartphone

AX—hI7+2 EDREIT L2TPV2 over IPsec 1E#i 3 ARIZERELET .
KEEEBVICTHETRRDERENAINELY. Psec EREITIRICTERD/NTA—INEHHREINTT,
*protocol-mode — transport

*negotiation-mode — responder

‘IPsec TLU% — LUTOIIICHBRESNTT,

ID RAA—K | NXRI AI—bT+ A
IPv4 7EL R host host
Jora UDP uDP
R—rHE 1701 any(EDR—FTHR(H{F1T5)

8. <PPP 7Hh o h&E>

NXR(config)#ppp account username android01 password android01pass
NXR(config)#ppp account username ios01 password iosO1pass

PPP D7 HhOUMEERTELET,
CZTIE L2TPv2 ) LNS #EEC KA FERDI—F ID, NRT—FZHELET,
(&) CCTHRELETAIUMITOERY—N\ERETHALES,

| NXR(config)#ppp account username test1@centurysys password testipass

ZCTlE ppp0 (VR T—RTHEATLIA—HHK, INRATV—FE#HRELFET,
(&) CCTHRELETAIUME ppp0 127 —ADZRETHALET,

9. <F7HHAY—/N(RAS) FTAT7AILEREOD>

| NXR(config)#access—server profile 0

TORAY—N\TOTI7/4IL 0 E/BELET,

| NXR(config-ras)#ppp username android01 ip 172.16.0.10

d1—H4 android01 [2172.16.0.10 D IP PRLRAFE|Y HTAHLSBELET,

10. <FHOEAY—/3(RAS)TOT7AILERTET1>

| NXR(config)#access—server profile 1

TORAY—N\TOI7/4IL 1 #/BELET,

| NXR(config-ras)#ppp username ios01 ip 172.16.0.11

135/244



3. L2TP/IPsec ¥
3-1. AX—h,T#+2 &M L2TP/IPsec 1% E 45l

dA—H 4 ios01 1217216011 D IP PRLRZE|Y X TEHESHRELET,

1. <IP PRLRT—ILERE >

| NXR(config)#ip local pool smartphoneip address 172.16.0.10 172.16.0.11 |
IP7RLRT—ILEZELET,

CZTIXIP PRLRAT—ILE % smartphoneip ELAY—R I+ IZEIYH TS 172.16.0.10~172.16011 D IP 7

FLRZRELETT .

12. <virtual-template 0 1227 —RE&RE >
| NXR(config)#interface virtual-template 0
virtual-template 0 1227 —R&EHRELET,

virtual-template 1 2 71— X [FRBHL A2 TI—ATHY . ERIZEREINSDITTIEHYEE A,
virtual-template 1 27T —R&EAT5E0—IILEZIT=BEICPPP D /O—2%ERKL . K/ —FDHREAR
L PPPICHEALET . HE PPP IO—2 DAL AT —RABEIL. AEBENBHMICEIYVLTET,

| NXR(config-if-vt)#ip address 172.16.0.1/32
virtual-template /2271 —AD IP 7L R(Z172.16.0.1/32 25X ELET .

| NXR(config-if-vt)#ip tcp adjust-mss auto |
TCP MSS D FE#AEEA —MIRELET,

TCP MSS FAEEMEEIL TCP DRI T— a3 BF(C MSS fEZFAEET AL T YA XD AREL TCP /N\rubg
BRiX T BIRIZTST AN &K BRI =TI DBETEINF T HBESICFIALET .

| NXR(config-if-vt)#no ip redirects
ICMP YA AL MEBEZ TR ELET

| NXR(config-if-vt)#no ip rebound
IPUNDURRBEEBIITERTELET,

| NXR(config-if—vt)#peer ip pool smartphoneip
FRATBHIP PRLRAT—ILERELET,
CCTIRT7I9ERY—NEBRETHELIZIP PRLRAT—)L£ smartphoneip ZEXELET .

13. <L2TPv2 &8>
[ NXR(config)#l2tp udp source—port 1701
L2TPv2 CERAT 5EETR—rE 1701 IZRELET .

| NXR(config)#12tp 1
ARX—hrIA2 EDERTHERT S L2TP1ZRELFES .

| NXR(config—I2tp)#tunnel mode Ins
L2TPv2 Db RV E—FREERELE T CCTIELNS Z3EELE T,
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| NXR(config—I2tp)#tunnel address any ipsec |
BHEICIP PRLRELT any ZRELET,

F1- any IEERFIC/NAURTBTARIIILELT IPsec FIEFELET , CALITKY IPsec SA DFEIZLI=IFA4 T
EOSDEHGEOHEHTLES,

| NXR(config—I2tp)#tunnel virtual-template 0
LNS FI| B (Z{#E AT 3 virtual-template 0 {2271 —REHFELET .

14. <WAN fill (ppp0) 1 BT x—RXE&E >
| NXR(config)#interface ppp 0
WAN {8l (ppp0) 1 AT —REHRELET,

| NXR(config—ppp)#ip address 10.10.10.1/32
IP 7EL X% 10.10.10.1/32 1252 FELE T,

| NXR(config—ppp)#ip masquerade
IP YRAL—FREERELET,

| NXR(config—ppp)#ip access—group in ppp0_in |
IP 701X RMETETHRELT: ppp0_in % in FJLRIZEARALET , ZNIZEY ppp0 102 TT—RATRIELT:
Ny (NXR BE%E) IZRLTIP 7ORAYRMIEDFIvIDITHhNET,

| NXR(config-ppp)#ip spi—filter |
ATF—RINWNT YO ARGLIUERELET .

AT—bIIINTYR O ARG IUIF Ty EBERL TNy b IV U TEB 2 MERFE E 3 HHEEET.
B/ YR DL A) T HEEELTRIATEE T,

BHAUFTI—ATIDREEAMNLIEE. BEZTDAITI—ATRELIZ/A\ T YMNILTHEINE
TR, ZDAUEAT—AMDREESNTz/ AT IMIH BT ERYNT MR LTI T IR EHFTLET,
INIZKYBEMIC WAN Do DR BLRT VR EFIHTHIENAIEETT

| NXR(config—ppp)#ip tcp adjust-mss auto
TCP MSS D EMEEEZA —MIBRELFET,

| NXR(config—ppp)#no ip redirects
ICMP JF AL U MEREEBHICERELET,

| NXR(config—ppp)#ppp username test1@centurysys
PPPoE i CEAT 51— ID #RELFET .
ZCTIXPPP 7HOURRTE CTIERLT- testl@centurysys R ELE T,

| NXR(config—ppp)#ipsec policy 1
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IPsec O—AILR)—1EBALET , CNIZEKYZDAB2TT—AD IPsec b RILDIURRAUNELRYE
ERS

15. <ethernetl 12271 —RERE >
| NXR(config)#interface ethernet 1
ethernetl 1271 —REHELET,

| NXR(config-if)#no ip address |
ethernet] 1227 —XIZIP PRLRZEIY HTHRNEREEZLET,

PPPoE #E#t CTANAFENSEIY B TOND IP TRLRIFA—H RYM VBT —XTIE%PPP 1247
—R([ZENYHTONET DT, PPPoE DA THATHBEIXIP PRLADREIFFETY,

| NXR(config-if)#pppoe—client ppp 0 |
ethernet! 1227 —X ETppp0 13T —REFEHAT H-ODEEZEZLET,

PPPoE T PPP 1> 271—R%EHERAT 515 (L. pppoe——client AXUFICk DA AT —REEE THE LI
RIZGYFET,

16. <DNS &%E>

NXR(config)#dns
NXR(dns—config)#service enable

DNS H—ERZHMIZLET,
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[ RR—FTAEEREH ]

(Android DX TE]

() CCTREBLEREIHETHITTOT, SHATELTLS Android HXRICEOTRENELZIBE
NHYES,
BEDFEMIETFIATD Android RO EIRHAEEECHA TS,

(=) REFEHIE Android IR EDEBHMERTTIEDOTIEHYFE LA
CHRIATERICIZH A HREE T ETOSHIAESELBLES .,

1. AZa—EEIGIEREIZHYTILES,

2. REE@ECTIERERVNTI—D1F2YTLET,
3. E{EAVNT—VUEETIVPN REIZIVILET,

Fmigezy h0—7

BRE—K

VPNERTE

FHI T

Wi-Fi Direct

ENTILRY ND—T

4. VPN SREEBETIVPN 2y rT—ODEMIZ2YTLET,
=] veNsgz

VPNZw KD —7 DEND
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5.

6.

VPN 2yb T —VDmETUTORERZRELREFLES .

VPNZRy k=7 DimsE

Bl
NXR L2TP/IPsec PSK
i
L2TP/IPSec PSK
= IN=IZ R
10.10.10.1
L2TP 2 U T 1 {R:E

IPSec ID

IPSecEBRIHAR

@A S azERRITD
Fv>otl REF
REEE HEB ES
& i NXR L2TP/IPsec PSK EEDEMERELET
BA4T L2TP/IPSec PSK
H—/N\—TFKLR 10.10.10.1 NXR @ WAN fil IP PRL RZEEELFET
L2TP ¥ TR (RERA) AREEEFTIEEALTOVEEA
IPSec ID (REERA) AEEFTIHERALTHVEEA
IPSec ERTH AR ipseckey NXR CEREL-FHaHAREZERELET
HMA T avERTTS i35

VPN Z&TNXR L2TP/IPsec PSKIDMERESNFET D T, EBLTI=TNXR L2TP/IPsec PSK &2y TLET,

= vPNsRE

NXR L2TP/IPsec PSK
SEHTHARTEDL2TP/IPSec VPN

VPNZw RO —7 D&
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7. A—YRENRT—RFDAANBERINRRINET DT, L2TP/IPsec AIZEELF- PPP D 1—H £ L/ X
JT—FEANLFEYS,

NXR L2TP/IPsec PSKIC it

1—%'—-3
android@1

v ThOYNERERET S

vt i

8. AN&ERESVT T HE VPN EGZERIAL. HEENT T () 95& VPN 2O TFIMEHShEL)
ERTRSNFET,

ERNNE

NXR L2TP/IPsec PSK
ERINELLE

VPNZw RO —7 DEND
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(i0S DERFE]

(=) CCTRBLERERBET—HITTOT, CHAENTNS i0S BEHRICESTRENBELDBE
WHYET,
BEDHMEISFIARO 0S HARDIBRBEESE R TS,

(=) ARREBHL0S WREDEHEMERTITHLDTIEHYEE A,
SR BATEKRICZH A HBRIEE T o ETOCHBAESEVELET.,

1. R—LBEEMISIEREIZFYTILET,

—i% >

B rovE > |
.Q B35 & /B4R > |
ﬁ TS5 IK— > ‘
& clows >
X—LEEE ALY T— >

™ x= >

YT >

—
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3. —E@ETIVPNIZAYTLET,

il SoftBank & 14:09 @ 88% mmr

B >
YIND PPV TTF—b >
fERRR >
Siri >
ENAINT—YBEE F> >
VPN EHIShTWERA >
iTunes Wi-Fi[aHl >
Spotlight#&5 >

4. VPN EETCIVPN #/%EEM... 128y TLET,
HKIDPITETtest IEVWVSHRENERINTLNSEZAIZ VPN REZEBMLET,

il SoftBank & 14:09 @ 88% mmr

VPN ) A7)
test

& ARG I ©
VPN ZENN... >

143/244



3. L2TP/IPsec

RE

3-1. AX—h,T#+2 &M L2TP/IPsec 1% E 45l

5. HRZEEMEETIL2TPIZERLUTOEEREBERELREFLES .

@ 87% mmp

il SoftBank 14:10

H—X 10.10.10.1
FHAIYE iosOi

RSA SecurlD

IKAT—FK ececcccce

V=LY eeecccee

SR NXR L2TP/IPsec PSK

) AT

TrToESERE EPN )
O3y,
ZEEH REE B
S5 BA NXR L2TP/IPsec PSK EEDRMERELEFT
H—/\ 10.10.10.1 NXR ® WAN {8 IP PRL RZFRELET
THhoUb ios01 PPP I CHERT A7 h I EEELET
RSA SecurlD Iz —
INR)—FK iosO1pass PPP FREICEAT H/N\RT—RZHRELET
—ILvk ipseckey NXR CHREL-BaHERERELET
TRTDEBEEE v -
pA=ES *7 -
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6. VPNHERINXR L2TP/IPsec PSKIAMERSNET DT, FyINDNTWBIEFRERLET . Fovin
DNTUWVRLMESIEERLT- VPN #/E2 YT LET,
ZLTVPN#A>IZL VPN E#ERIELED,

il SoftBank & 14:10 @ 87% mmp

VPN Y A7)
v 3?% IZ\2TP/IPsec PSK ©
test g
VPN##ER ZEM.... >

7. VPNEBTETRIIUTOISGEERARTINET,

aill SoftBank = IR 14:10 @ 87% mmp

K% B 0:17 >

B ZEIR..

v rj\lj);((RgIZ?TP/IPsec PSK g
test g
VPNEREZENN... >

BENKRIEZYTTHIETIP PRLRGEED VPN EFEBARTEINET,
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aill SoftBank = IR 14:10 @ 87% mmp
H—/J\ 10.10.10.1
bed ] S 0:21
& 172.16.0.1
IP7KL R 172.16.0.11
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3-2. AYX—FITA2ED L2TP/IPsec 4% EH| (CRT)

Android X2 i0S DAY —r I+ IZEBEHEIN TULVS L2TP/IPsec ) VPN #R:Z2FI 9 52 & T NXR & VPN
FBIEMNTRETT , COEREHITIL IPsec TREFICSIAZEZ AL TESEZTVLET,

[ #E ]

LAN_A : 192.168.10.0/24

Androidifi R
] s (( (
(/)\ \) EhEYIP
NXR L2TP over IPsec )
.
4 e
192.168.10.100 | 192168101 10.1040. .
L L2TP over IPsec | -
=X SRR (¢
EhHIIP

BERLTEAY—hIA VI IP PRLRT—ILEYIP PRLRZEIVETET , COFREHITIE2EIC
IP7RLRZEIYHTAHOIP PRLRE2DEREL. MDA —HF ID BITHEELZIP TRLRZEIVAT
F7,

X.509 TWHELIGDIBAE LRI NXR V) —XTIEHKTETHIENTEELEAD T, FutureNet RA &
)—XTRITTIH. Fli& CAEZETRHELTEDLELHYET,

EZIEMAAEIL.NXR TIX FTP R ETAUR—IAA[RETT . COEEHITIEL FTP H—hSD AR
—rEITVET,

SIBAZEZREBEL TS Y —/ % 192.168.10.10 &L, H—/NNIZIXU T DIEHENRESNTVET,

192.168.10.10 M H—/\
ALAE S I7AIV%
CAEEBRE nxrCA.pem
CRL nxrCRL.pem
NXR FREERAZE nxrCert.pem
NXR A& nxrKey.pem

CCTCIXBIIBAEDIEEFEL T pem ZEALET,
(=) RBEBAZEIIDERFE-IIPEM 74—V TCHLTIIRYFE B A BHEEDT+—IVRDEIBAENE
IMET7AILDIRFTEHIMICHIBIESNE T, Ko TPEM DIHFEIL pemDER DIHFE L der F
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f= cer DILEFTHEIFNITHYEE Ao
HT )L DES THEESEESN-BI7/ILIZERTRIENATEEE A,

Android THNIE SD H—KD IL—FF4LIRIADAE—. iPhone THNIE iPhone L —F 1) T« % E B
T AHETIHREEAVR—, T HIENTEET,

EAZEDAUR—MIDWTRIFARBOT a7 LEETSHETSEL,
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[ &EH ]
(NXR DE&E]

nxr120#configure termina

Enter configuration commands, one per line. End with CNTL/Z.
nxr120(config)#hostname NXR

NXR(config)ttinterface ethernet 0

NXR(config—-if)#ip address 192.168.10.1/24

NXR(config-if)#exit

NXR(config)#ip route 0.0.0.0/0 ppp 0

NXR(config)#ip access—list ppp0_in permit any 10.10.10.1 udp 500 500
NXR(config)#ip access—list ppp0_in permit any 10.10.10.1 50
NXR(config)t#tipsec x509 enable

NXR(config)t#tipsec x509 ca—certificate nxrCA ftp://192.168.10.10/nxrCA.pem
NXR(config)#tipsec x509 crl nxrCA ftp://192.168.10.10/nxrCRL.pem
NXR(config)#ipsec x509 certificate nxr ftp://192.168.10.10/nxrCert.pem
NXR(config)t#ipsec x509 private—key nxr key ftp://192.168.10.10/nxrKey.pem
NXR(config)t#tipsec x509 private—key nxr password nxrpass
NXR(config)#tipsec local policy 1

NXR(config—ipsec—local)#address ip

NXR(config-ipsec—local)#x509 certificate nxr
NXR(config-ipsec—local)#exit

NXR(config)#ipsec isakmp policy 1
NXR(config-ipsec—isakmp)#description smartphone
NXR(config—ipsec—isakmp)#authentication rsa—sig
NXR(config-ipsec—isakmp)#hash shal
NXR(config-ipsec—isakmp)#encryption aes128
NXR(config—ipsec—isakmp)tgroup 5

NXR(config—ipsec—isakmp)#lifetime 86400
NXR(config-ipsec—isakmp)#isakmp—mode main
NXR(config-ipsec—isakmp)#remote address ip any
NXR(config—ipsec—isakmp)#remote identity dn C=JP,CN=smartphone,E=smartphone@example.com
NXR(config-ipsec—isakmp)#local policy 1
NXR(config-ipsec—isakmp)#exit

NXR(config)#ipsec tunnel policy 1
NXR(config-ipsec—tunnel)#description smartphone
NXR(config-ipsec—tunnel)#set transform esp—aes128 esp—shal—hmac
NXR(config-ipsec—tunnel)#no set pfs

NXR(config-ipsec—tunnel)#set sa lifetime 28800
NXR(config-ipsec—tunnel)#set key—exchange isakmp 1
NXR(config-ipsec—tunnel)#tmatch protocol 12tp—smartphone
NXR(config-ipsec—tunnel)#exit

NXR(config)#ppp account username android01 password android01pass
NXR(config)#ppp account username ios01 password iosO1pass
NXR(config)#ppp account username test1@centurysys password test1pass
NXR(config)#taccess—server profile 0

NXR(config—ras)#ppp username android01 ip 172.16.0.10
NXR(config-ras)#exit

NXR(config)#taccess—server profile 1

NXR(config—ras)#ppp username ios01 ip 172.16.0.11
NXR(config-ras)#exit

NXR(config)#ip local pool smartphoneip address 172.16.0.10 172.16.0.11
NXR(config)#interface virtual-template 0

NXR(config—if-vt)#ip address 172.16.0.1/32

NXR(config—if-vt)#ip tcp adjust—-mss auto

NXR(config—if-vt)#no ip redirects

NXR(config-if-vt)#no ip rebound

NXR(config—if—vt)#peer ip pool smartphoneip

NXR(config—if—vt)#exit

NXR(config)#12tp udp source—port 1701

NXR(config)#|2tp 1

NXR(config-I12tp)#tunnel address any ipsec

NXR(config-I2tp)#tunnel mode Ins
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NXR(config—I12tp)#tunnel virtual-template O
NXR(config-12tp)#exit

% Restarting 12tp service. Please wait.....
NXR(config)#interface ppp 0
NXR(config—ppp)#ip address 10.10.10.1/32
NXR(config—ppp)#ip masquerade
NXR(config—ppp)#ip access—group in ppp0_in
NXR(config-ppp)#ip spi-filter
NXR(config—ppp)#ip tcp adjust—-mss auto
NXR(config—ppp)#no ip redirects
NXR(config—ppp)#tppp username test1@centurysys
NXR(config—ppp)#ipsec policy 1
NXR(config—ppp)#exit
NXR(config)#interface ethernet 1
NXR(config—if)#no ip address
NXR(config—if)#pppoe—client ppp 0
NXR(config-if)#exit

NXR(config)#dns

NXR(config—dns)#service enable
NXR(config—dns)#exit

NXR(config)#exit

NXR#save config

3. L2TP/IPsec ¥
3-2. RAY—F,ITA+2ED L2TP/IPsec 1E§E % EHI(CRT)
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[ BREHIFDR ]

(NXR DE&RE ]

(&) CCICERBEDHVERTEIEBIX. 3-1. AX—FT4+2&D L2TP/IPsec &L EH NS EIZHYET
DT, FELEZSETAL,

1. <X.509 DEZE>
| NXR(config)#ipsec x509 enable

X.509 #REF=HIICLET,

2. <CAEHAEDETE >
| NXR(config)#ipsec x509 ca—certificate nxrCA ftp://192.168.10.10/nxrCA pem
FTP #—/X192.168.10.10 285 CA FEBAE 774 )L nxrCApem A R—hLFET,

3. <CRL M&E>
| NXR(config)#ipsec x509 crl nxrCA ftp://192.168.10.10/nxrCRL.pem
FTP $—/1192.168.10.10 [Z% % CRL 774 JL nxrCRLpem A R—kLET,

4. <NXR A FRIEAEDRE >
| NXR(config)#ipsec x509 certificate nxr ftp://192.168.10.10/nxrCert.pem
FTP #—/X192.168.10.10 284 NXR A ABARELIBAE 77 1)L nxrCertpem A R—kLFET,

5. <NXR i ZRDERE >
| NXR(config)#ipsec x509 private—key nxr key ftp://192.168.10.10/nxrKey.pem
FTP #—/3192.168.10.10 285 NXR AT HE T 71 )L nxrKey.pem A R—kLET,

6. <NXR A#ZR/IAIL—XDEE>

| NXR(config)#ipsec x509 private—key nxr password nxrpass
NXR AMERD/INNRIL—XTHS nxrpass ZRELET .

(=) NRIL—XFEEILTBIGEIL hidden A TLaVFHRELET

7. <IPsec A—HILAKRY—ERE>
| NXR(config-ipsec—local)#x509 certificate nxr
X509 THIATAHEBHEELHRELE T, 22T 4. NXR ALBIRIIBAZNDRTETRELS: certificate name

nxr ZERELET

8. <IPsec ISAKMP RS —8%7E >
| NXR(config-ipsec—isakmp)#authentication rsa—sig

EREIARELT X509 #FIAHT HHEAE L. rsa—sig #FBRLET,

| NXR(config-ipsec—isakmp)#remote identity dn C=JP,CN=smartphone E=smartphone@example.com
MR DRAY— T+ D identity ZRELE T,
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X B DAY —KT#+> D identity IZBIL TId DN(Distinguished Name) A X TRELET DT, RERINHMAT
—h I+ DEEAZE D DN Ffz[d subject FETHEE TS,
7585 X509 #FI AT BIHEE (L. identity B E (FHAITHEYET,
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3-2. RY—FT42ED L2TP/IPsec 1E#ERE HI(CRT)

[ RR—FTAEEREH ]

(Android DX TE]

() CCTREBLEREIHETHITTOT, SHATELTLS Android HXRICEOTRENELZIBE
MHYET,
BEDHMIETHIAHRO Android SR DEIRERAE S E A TS,
FEAZEL SD h—KRDIIL—+TaLHRJIZaE—LET,
HERZER CILEBHERFT TITAUR— EAHELET

(=) AFREHIE Android IR EDEFHMERITT 2D TIEHYE L Ao
CHIATECEICIZ+ AR E T o= E TSR AESEVBLET .,

1. Aza—EEIIEEIZFYILET,

2. BREE@TIERERVNTI—V1E29TLET,

3. EREAVRIT—VBEMETIVPN BEIZZVTLET,
Fmigezy h0—7

ol

BRE—K

VPNERTE

FHI T

Wi-Fi Direct

ENTILRY ND—T

4. VPN SREEBETIVPN 2y rT—ODEMIZ2YTLET,
=] veNsgz

VPNZw KD —7 DEND
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5. VPN RyrT—UDmETUTOREREZRELRELET,

VPNZ Yy KD —7T DiR&E

E2Yen)
NXR L2TP/IPsec CRT
S
L2TP/IPSec RSA
= N=T R L2
10.10.10.1
L2TP 21U F 1 {R:E
|
IPSec1—1'—SE8AE
nxr L2TP/IPsec
IPSec CASIEBAZ
nxr L2TP/IPsec
IPSecty —/\—sF8AZE
(H—N—H5FE)

HMA T azERRTD
E R Pad REF
REEE HEB B
e NXR L2TP/IPsec CRT EEDRMERELEFT
B4T L2TP/IPSec RSA
H—/N\—TFKLR 10.10.10.1 NXR @ WAN fil IP PRL RZEEELFET
L2TP ¥ TR (RERA) AREEEFTIEEALTOVEEA
IPSec 1—H—3IBAZE nxr L2TP/IPsec AVR—FLI-EEAEZRIRLET
IPSecCA iFBAE nxr L2TP/IPsec AUR—LI-EEAEZRBIRLET
IPSec H—/\—iEBAE (H—N\—h%{E)
HMA T A ERTTS 35

6. VPN Z&INXR L2TP/IPsec CRTIMERESNET DT, ¥EBLT=INXR L2TP/IPsec CRT |Z4YFLEY,

= vPNsaE

NXR L2TP/IPsec CRT
SEBAZE (S = DL2TP/IPSec VPN

VPNZy k7 —7 DEND
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7. A—YRENRT—RFDAANBERINRRINET DT, L2TP/IPsec AIZEELF- PPP D 1—H £ L/ X
JT—FEANLFEYS,

NXR L2TP/IPsec CRT(Z &t

Tl
android@1

v ThOYNERERET S

Fv>otl &

8. AN&EHESIVTTHE VPN BEGZERAL. HEENT T () 95& VPN 2O TFIMEEhELR)
ERRSNFET,

EANENES S

NXR L2TP/IPsec CRT
BREEINnELLE

VPNZy RO —7 DEND
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(i0S DE&TE)

iOS Tl& iPhone B A—T ) T1&EHATHLETIREEAVR— T HIENTEET,

F71- VPN DEETEL iPhone BRI L—T 1 T1&ERATHETITICEN TEE Y SIAZZA(VR— T 5L

NTEET,

iPhone #1—TA)TADERAZEZFICTODVNTIII=ZaTZILELETSETIL,

(=) AERFEHIL i0S ImKREDEMHMEERIIET DD TREBHYFEE A,
CHIATERICIE+ AR E T o - L TOCHAESELBLET,
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3. L2TP/IPsec X5
3-3. ATX—hTAED L2TP/IPsec NAT hS/ 38— )L $E5 2% T2 451

3-3. AV—hkT7A2ED L2TP/IPsec NAT FS/\—H )L 4% ES TE I

Android 2 i0S M RAY—r 742 NAT IREBETIZHDIEEITNXR & L2TP/IPsec &t 9 5 EHI T ., CDER
EHITIE IPsec THEREERZFALTEREZITVET,

[ #E ]

LAN_A : 192.168.10.0/24

- ] (C

Jay \ BEYIP
{ L2TP over IPsec

Androidif R

NXR

}

o e T (25
192.168.10.100 | 192168101 10.10.10.1_ oSNNI .
L L2TP over IPsec .
- - ‘{ NAT ( ( (
EHIIP

BRLTERATY—hIAVIZIEIPTRLRT—ILEY IP PRLRZEIY S TES . COEREFITIE2E S
DIP FRLREFRELET  FHERLTERIHERDOI—F D IZHLTIP PRLRAT—ILOEEAAI,S
BMICIP PRLRZEIVETET,

IP 7RLRAT—ILDEE L NXR @ LAN IRy cT—IRDTRLRET 128 virtual-template 0 1%
JI—ATTAFY ARPEZEBMICLET,
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[ &EH ]
(NXR DE&E]

nxr120#configure termina

Enter configuration commands, one per line. End with CNTL/Z.
nxr120(config)#hostname NXR

NXR(config)ttinterface ethernet 0

NXR(config—-if)#ip address 192.168.10.1/24

NXR(config-if)#exit

NXR(config)#ip route 0.0.0.0/0 ppp 0

NXR(config)#ip access—list ppp0_in permit any 10.10.10.1 udp any 500
NXR(config)#ip access—list ppp0_in permit any 10.10.10.1 udp any 4500
NXR(config)ttipsec nat—traversal enable

% restart ipsec service to take affect.

NXR(config)#ipsec local policy 1

NXR(config-ipsec—local)#address ip

NXR(config-ipsec—local)#exit

NXR(config)#ipsec isakmp policy 1
NXR(config—ipsec—isakmp)#description smartphone
NXR(config-ipsec—isakmp)#authentication pre—share ipseckey
NXR(config-ipsec—isakmp)#hash shal
NXR(config—ipsec—isakmp)#encryption aes128
NXR(config—ipsec—isakmp)#group 5
NXR(config-ipsec—isakmp)#lifetime 86400
NXR(config-ipsec—isakmp)#isakmp—mode main
NXR(config-ipsec—isakmp)#remote address ip any
NXR(config-ipsec—isakmp)#local policy 1
NXR(config—ipsec—isakmp)#exit

NXR(config)#ipsec tunnel policy 1
NXR(config-ipsec—tunnel)#description smartphone
NXR(config-ipsec—tunnel)#set transform esp—aes128 esp—shal—hmac
NXR(config-ipsec—tunnel)#no set pfs

NXR(config-ipsec—tunnel)#set sa lifetime 28800
NXR(config—ipsec—tunnel)#set key—exchange isakmp 1
NXR(config-ipsec—tunnel)#tmatch protocol 12tp—smartphone nat—traversal
NXR(config-ipsec—tunnel)#exit

NXR(config)#ppp account username android01 password android01pass
NXR(config)#ppp account username ios01 password iosO1pass
NXR(config)#ppp account username test1@centurysys password test1pass
NXR(config)#ip local pool smartphoneip address 192.168.10.10 192.168.10.11
NXR(config)#interface virtual-template 0

NXR(config-if-vt)#ip address 192.168.10.1/32

NXR(config—if-vt)#ip tcp adjust—-mss auto

NXR(config—if-vt)#no ip redirects

NXR(config-if-vt)#no ip rebound

NXR(config—if—vt)#peer ip pool smartphoneip

NXR(config-if—vt)#peer ip proxy—arp

NXR(config-if—vt)#exit

NXR(config)#l2tp udp source—port 1701

NXR(config)#|2tp 1

NXR(config-I2tp)#tunnel address any ipsec

NXR(config—12tp)#tunnel mode Ins

NXR(config—I12tp)#tunnel virtual-template 0

NXR(config-12tp)#exit

% Restarting 12tp service. Please wait.....

NXR(config)#interface ppp 0

NXR(config—ppp)#ip address 10.10.10.1/32

NXR(config—ppp)#ip masquerade

NXR(config—ppp)#ip access—group in ppp0_in

NXR(config-ppp)#ip spi-filter

NXR(config—ppp)#ip tcp adjust—-mss auto

NXR(config—ppp)#no ip redirects

NXR(config—ppp)#tppp username test1@centurysys
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NXR(config—ppp)#ipsec policy 1
NXR(config—ppp)#exit
NXR(config)ttinterface ethernet 1
NXR(config—if)#no ip address
NXR(config-if)#pppoe—client ppp 0
NXR(config—if)#exit
NXR(config)#dns
NXR(config—dns)#service enable
NXR(config—dns)#exit
NXR(config)#exit

NXR#save config
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[ RIS ]

(NXR DF&E]

1. <RRA+EDERE>

| nxr120(config)#hostname NXR
RRAMEITNXRERELET .

2. <LAN f] (ethernet0) 1871 —REEE >

NXR(config)#tinterface ethernet 0
NXR(config-if)#ip address 192.168.10.1/24

Ethernet0 12271 —AD IP PRL A2 192.168.10.1/24 2% FELET .

3. KRETAVIIN—IFRE>
[ NXR(config)#ip route 0.0.0.0/0 ppp 0 |
TIHIMIL—LERTELET . PPPoEZ#F|IAT BI5E8 (X BES — I/ ELTppp VBT —RERELE

TO

4, <IP PHHERYAFRE >

NXR(config)#ip access—list ppp0_in permit any 10.10.10.1 udp any 500
NXR(config)ttip access—list ppp0_in permit any 10.10.10.1 udp any 4500

TAIVEADEMEERET HIL—IL)ANEERLET,

ZITIKIP 7R RN % ppp0.in ELET

—4TBIX3E5 IP 7RL X 10.10.10.1 385 UDP ;R—hr &S 500 D/ yhEH AT 5% ETT

Z4TBIX3ESE IP 7RL R 10.10.10.1 385E UDP ;R—h&EE 4500 D/ 7y Al § 5 ETT .

BEZD P T7IER)AMKEI ppp0 13T —ARETERLES

(=) IP7UERJRMERFELIFZFTIE T IILRAELTEMIZFBYER A T4IL2) T LIz T1—
ATOERIDEIHEYET,

(=) UDP 7R—k 500 FH LU 4500 F (L IPsec NAT FSNA—H DRIV I—avBLBETHEALE

ER

5. <IPsec NAT FS/\—H )LDOERHE>

| NXR(config)ttipsec nat—traversal enable

NAT b= ILEFIZLET,

6. <IPsec O—AHILARYL—ERE>
[ NXR(config)#ipsec local policy 1
IPsec A—AILR)—1%/RELET,

[ NXR(config-ipsec—local)#address ip

IPsec o RILDEIETT IP PRLAZHELET .

ZDIPF7RLRIE, AR TT—RERTET ipsec policy 1 EHEELI=AVFTT—AD IP PRLANEHEIMIZHRTE
EnFET,
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7. <IPsec ISAKMP 7R\ —E&E1>
| NXR(config)#ipsec isakmp policy 1
AX—bIAEDEHETHERT D ISAKMP /RYS — 1%/ ELET,

| NXR(config-ipsec—isakmp)#description smartphone
ISAKMP 7R1) 2 —1MEEBAEL T, ZETI smartphone EFRELET

| NXR(config-ipsec—isakmp)#authentication pre—share ipseckey
FRREA X EL T pre—share(FRTHBR)EERL . BRTHBBLEL T ipseckey FERELFET S
CDHREF, RAR—F I+ ERICEFRETIHENHYET,

| NXR(config-ipsec—isakmp)#hash shal
FREE7 IOV R LERELET , C2Tld shal ZERELET,

| NXR(config-ipsec—isakmp)#encryption aes128
EE L 7INTVRLEFRELET . CCTlE aes128 R TELET,

| NXR(config-ipsec—isakmp)#group 5
Diffie-Hellman(DH)Y JL—TJ &/ ELET . CCTld group 5 #XELET

| NXR(config-ipsec—isakmp)#lifetime 86400
ISAKMP SA D54 734 LEHRELFET , CZTIE 86400 EE/ZELET

| NXR(config-ipsec—isakmp)#isakmp—mode main
Z2r—RX1DFRTAVIT—LaVE—RERELET  CCTERAMVE—RERELET,

| NXR(config-ipsec—isakmp)#remote address ip any
MADAY—bTHDIP FRLRAZERELEF T CCTlE any ZRELFET

| NXR(config-ipsec—isakmp)#local policy 1
BEDIT%1TS IPsec O—AHILAR) S —ZEELET,
CZ Tl IPsec A—AILAR)—1 EBEAEDITEITLVET,

8. <IPsec P HRILRY—ERTE1>
| NXR(config)#ipsec tunnel policy 1
NXRB &M IPsec G CHEAT AL RILKR) S —1E/RELET,

| NXR(config-ipsec—tunnel)#description smartphone
FoRILRYS—1MERBAEL T, 22 Tld smartphone EERELET,

| NXR(config-ipsec—tunnel)#set transform esp—aes128 esp—shal-hmac
IPsec hY IR —THERTENSV R TH—L(TAR—FIL)ERELET .
CCTIE BBEIET7 LT X L esp-aes128, FREF7 /L) X L esp—shal-hmac ZRELE T,
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| NXR(config-ipsec—tunnel)#no set pfs
PFS(Perfect Forward Secrecy) D& E EFNIZHES DH I IIL—TEEZELE T,

CCTIXPFS #&ENIZHRELET,

| NXR(config-ipsec—tunnel)#set sa lifetime 28800
IPsec SA DA TRA LEHRELFES , CCTIE 28800 HZEERELFETS .

| NXR(config-ipsec—tunnel)#set key—exchange isakmp 1
BEED+%175 ISAKMP RS —%EELET,
CCTIL ISAKMP RS —1 EBEED T EFITLVET,

| NXR(config-ipsec—tunnel)#match protocol |2tp—smartphone nat-traversal |
ARX—rIA2EDEIT L2TPV2 over IPsec NAT b/ N\—H JLIERGR T AEIZHRELET,

REEEEMCTHETROFBENENELY ., Psec EREITORICTERD/NTA—FEEERELET,

*protocol-mode — transport

*negotiation-mode — responder
‘IPsec ZLUA2 — UTDESICEHERELET , £z NAT bS/A—H L ESIEFE NATBE TOEDTRL R
MoDERLZITFTES,

ID R4O—K | NXRAI RAI—hT+24
IPv4 7REL R host host
Jora UDP UDP
R—rHE 1701 any(EDR—FTHR(H{F1T5)

9. <PPP 7Hh o r&E>

NXR(config)#ppp account username android01 password android01pass
NXR(config)#ppp account username ios01 password iosO1pass

PPP D7 hOUMEETELET,
CZTIE L2TPv2 ) LNS #EEC KA FBERDI—F ID, NRAT—FZHELET,
(&) CCTHRELETAIUMITOERY—N\ERETHALES,

| NXR(config)#ppp account username test1@centurysys password testipass
CCTlE ppp0 1A T—RATHERATH1—H R, INRT—FREHRELET,
(&) CCTEHRELETHIUME ppp0 13T —ADERETHALET,

10. <IP 7RLRT—ILERE>

| NXR(config)#ip local pool smartphoneip address 172.16.0.10 172.16.0.11 |
P 7RLRT—ILEERELET,

ZZTIE IP PRLURT—)LE % smartphoneip ELAY—R I+ (ZEY TS 172.16.0.10~172.160.11 D IP 7
FLRZERELEY,
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11. <virtual-template 0 1> 27T —R&RE >
| NXR(config)#interface virtual-template 0
virtual-template 0 127 —R&EHRELET,

virtual-template 1 271 —X [FRBHL A2 TI—ATHY . ERIZEREINSDITTIEHYEE A,
virtual-template 1 27T —R&EAT5E0—ILEZIT=BEICPPP D /O—%ERL . K/ —FDHREAR
L PPPICHEALET . HE PPP IO—2 DAL AT —RABEIL. AEENBHMICEIYVLTET,

| NXR(config-if-vt)#ip address 172.16.0.1/32
virtual-template /2271 —AD IP 7RL X2 172.16.0.1/32 25X ELET .

| NXR(config-if-vt)#ip tcp adjust-mss auto |
TCP MSS D E#AEEA —MIRELET,

TCP MSS FAEEMEEIL TCP ORI T— a3 BF(C MSS EZFAEET 5L T, YA XD AREL TCP /N7 ubg
B T BMRICTST AVMIK BRI —TYEDIETZEIH T HGEIFALET,

| NXR(config-if-vt)#no ip redirects
ICMP YA ALV MEBEZ TR ELET,

| NXR(config-if-vt)#no ip rebound
IPUNDURBBEEBIITERELET,

| NXR(config-if—vt)#peer ip pool smartphoneip
FAHTBHIP PRLRAT—ILERELET,
CCTIRT7I9ERY—NERETHELIZIP PRLRAT—)L£ smartphoneip ZEXELET .

| NXR(config-if-vt)#peer ip proxy—arp
JOXL ARP R ELET .

12. <L2TPv2 &% >
[ NXR(config)#l2tp udp source—port 1701
L2TPv2 TERT X ETTAR— £ 1701 IZERELE T,

| NXR(config)#12tp 1
AX—h I EDEHETHERAT S L2TP1ZERELE T,

| NXR(config—I2tp)#tunnel mode Ins
L2TPV2 Db RV E—FREERELE T CCTIELNS Z3EELET S

| NXR(config—I2tp)#tunnel address any ipsec |
BHEICIP PRLRELT any ZRELET .

Fl-any IEBIZ/ANAMURTA7ARIILELT IPsec ZHEELE T SNIZKY IPsec SA DFEILLI=OS54(4T7 >
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N DERDAZHRTLES

| NXR(config—I2tp)#tunnel virtual-template 0
LNS FI| B (Z{#E AT 5 virtual-template 0 12271 —REHFELET .

13. <WAN i (ppp0) 12827 T—REXKE >
| NXR(config)#interface ppp 0
WAN {8 (ppp0) 1 37T —RZEEEZELET

| NXR(config—ppp)#ip address 10.10.10.1/32
IP 7EL X% 10.10.10.1/32 I EFLE T,

| NXR(config—ppp)#ip masquerade
IP YRAL—FREEELET,

| NXR(config—ppp)#ip access—group in ppp0_in |
IP 701X RMEE THRELT: ppp0_in % in FJLRIZEALET , ZNIZEY ppp0 102 TT—RATRIELT:
Ny (NXR BE3E) ITRLTIP 792AYRMIKSFvIBNThnET,

| NXR(config-ppp)#ip spi—filter |
AT—=b I YR VARG LAV ERELET

AT—bIIINT YR O ARG IUIF Ty b EBERL TNy b TV U TEB 2 MERFE E 3 HHEEET.
B/ TR TR O T HEEE L THRIATEE T,

BHAUFTI—ATIDREEAMNLIEE. BEZTDAFITI—ATRELIZ/A T YMNILTHEINE
TR, ZDAUEAT—AMDREESNTz/ YN TERYNT MR LTI T IR EHFTLET,
INIZKYBEMIC WAN Do DR BLRT VR EFIHTHIEMNAIEETT

| NXR(config—ppp)#ip tcp adjust-mss auto
TCP MSS D EMEEEZA —MIBRELET,

| NXR(config—ppp)#no ip redirects
ICMP JF AL U MEREEBMICERELET,

| NXR(config—ppp)#ppp username test1@centurysys
PPPoE i CEAT 51— ID #RELFET .
ZCTIEPPP 7HOURRTE CTIERLT- testl@centurysys R ELE T,

| NXR(config—ppp)#ipsec policy 1 |
IPsec A—AILARY S —1ZEALFET . CNICKYI DA FTT—ZM IPsec FURILDIURRAUMEGYE
ERS
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3-3. AY—F,ITAED L2TP/IPsec NAT b5/ 8\—H )L IEHEER T

14. <ethernetl 12271 —RERE >
| NXR(config)#interface ethernet 1
ethernetl 1271 —REHELET,

| NXR(config-if)#no ip address |
ethernet] 1227 —XIZIP PRLRZEIY HTHRNEREEZLET,

PPPoE #E#t CTANAFENSEIY B TOND IP TRLRFA—H RYM VBT —X TG PPP 1247z
—R([ZENYHTONET DT, PPPoE DAHTHATHBEIXIP FRLADREIFFETY,

| NXR(config-if)#pppoe—client ppp 0 |
ethernet! 1237 —X ETppp0 12T —REFEHAT H-ODEEEZLET,

PPPoE T PPP 1271 —R%EERAT 55 (L. pppoe——client AXUFICk DA AT —REEE THE LI
RIZGYET,

15. <DNS §&%E>

NXR(config)#dns
NXR(dns—config)#service enable

DNS H—ERZHMIZLET,
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[ R=—FI42&EH )
[(Android ME&%5E )
3-1. AX—rTH2ED L2TP/IPsec 1525 EHI 0D [Android DB EIERI—TT D TEFLLEZISBT &L,

(i0S MERE]
3-1. AY—+T#2ED L2TP/IPsec &R EF D [0S DRFEIER—TIT D TELLEZSE TS,
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3-4. RTX—RITA2ED L2TP/IPsec FQDN #4555 E 4

3-4, AYX—RIA2ED L2TP/IPsec FQDN $E#5E% £ 151

REEHITIEF 42y DNSEFIALTTRLATRTE D NXR & Android 42i0S DAY —k T+ T L2TP/IPsec
[CEHBEETVET,

FAF2vY DNS #FIFHT HZETNXR D WAN il IP PRL AN R EDIRETE L2TP/IPsec #FIFATEET,
CITIEAA4F3YY DNS —E REL TH#E#E AR L TULVS WarpLinkDDNS Ht—E RZHERALET

[ #E ]

LAN_A : 192.168.10.0/24 Androidifi >k

A ) ((<

{ L2TP over IPsec BEIP

NXR

192.168.10.100

Etho e pppO
192.168.10.1 El:) I
(test.subdomain

warplink.ne jp)

H _ ] L2TP over IPsec

o (C

WarpLink DDNSH—/\

i0SHH AR

EhRIIP

NXR T WarpLink ##§£% 2% % L WarpLinkDDNS 4 —E XZEi{ESE#E T,
(=) WarpLinkDDNS H—E R [F 81t AR L TLVSHHED DDNS H—ERELVFET,
EMIIETEC URL AADTHESE T &L,
http://www.warplink.ne.jp/ddns/index.html
NXR (X B & ® IP 7L X% WarpLinkDDNS H—/\[ZE8&LF T . TLTRAY—r T4 [3 WarpLinkDDNS
H—/NICEHFINTULVHNXRD FADNZEZFE L. €D FQDNZDNS H—/\IZfEL & L L2TP/IPsec

EHELES.
3-3. AX—hT#2ED L2TP/IPsec NAT FSN\—H LERSRERNORABTLSEIZLYET O TISHE
T&LY,
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[ &EH ]
(NXR DE&E]

nxr120#configure termina

Enter configuration commands, one per line. End with CNTL/Z.
nxr120(config)#hostname NXR

NXR(config)ttinterface ethernet 0

NXR(config—-if)#ip address 192.168.10.1/24

NXR(config-if)#exit

NXR(config)#ip route 0.0.0.0/0 ppp 0

NXR(config)#ip access—list ppp0_in permit any any udp any 500
NXR(config)#ip access—list ppp0_in permit any any udp any 4500
NXR(config)ttipsec nat—traversal enable

% restart ipsec service to take affect.

NXR(config)#ipsec local policy 1
NXR(config-ipsec—local)#address ip
NXR(config-ipsec—local)#exit

NXR(config)#ipsec isakmp policy 1
NXR(config—ipsec—isakmp)#description smartphone
NXR(config-ipsec—isakmp)#authentication pre—share ipseckey
NXR(config-ipsec—isakmp)#hash shal
NXR(config—ipsec—isakmp)#encryption aes128
NXR(config—ipsec—isakmp)#group 5
NXR(config—ipsec—isakmp)#lifetime 86400
NXR(config-ipsec—isakmp)#isakmp—mode main
NXR(config-ipsec—isakmp)#remote address ip any
NXR(config-ipsec—isakmp)#local policy 1
NXR(config—ipsec—isakmp)#exit

NXR(config)#ipsec tunnel policy 1
NXR(config-ipsec—tunnel)#description smartphone
NXR(config-ipsec—tunnel)#set transform esp—aes128 esp—shal—hmac
NXR(config-ipsec—tunnel)#no set pfs
NXR(config-ipsec—tunnel)#set sa lifetime 28800
NXR(config-ipsec—tunnel)#set key—exchange isakmp 1
NXR(config-ipsec—tunnel)#tmatch protocol 12tp—smartphone nat—traversal
NXR(config-ipsec—tunnel)#exit

NXR(config)#ppp account username android01 password android01pass
NXR(config)#ppp account username ios01 password iosO1pass
NXR(config)#ppp account username test1@centurysys password test1pass
NXR(config)#ip local pool smartphoneip address 192.168.10.10 192.168.10.11
NXR(config)#interface virtual-template 0

NXR(config-if-vt)#ip address 192.168.10.1/32
NXR(config—if-vt)#ip tcp adjust—-mss auto

NXR(config—if-vt)#no ip redirects

NXR(config-if-vt)#no ip rebound

NXR(config—if—vt)#peer ip pool smartphoneip
NXR(config-if—vt)#peer ip proxy—arp

NXR(config-if—vt)#exit

NXR(config)#l2tp udp source—port 1701

NXR(config)#|2tp 1

NXR(config-I2tp)#tunnel address any ipsec
NXR(config—12tp)#tunnel mode Ins

NXR(config—I12tp)#tunnel virtual-template 0
NXR(config-12tp)#exit

% Restarting 12tp service. Please wait.....

NXR(config)#interface ppp 0

NXR(config—ppp)#ip address negotiated

NXR(config—ppp)#ip masquerade

NXR(config—ppp)#ip access—group in ppp0_in
NXR(config-ppp)#ip spi-filter

NXR(config—ppp)#ip tcp adjust—-mss auto

NXR(config—ppp)#no ip redirects

NXR(config—ppp)#tppp username test1@centurysys
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NXR(config—ppp)#ipsec policy 1
NXR(config—ppp)#exit
NXR(config)ttinterface ethernet 1
NXR(config—if)#no ip address
NXR(config-if)#pppoe—client ppp 0
NXR(config—if)#exit
NXR(config)#twarplink
NXR(config-warplink)#service enable
NXR(config—warplink)#account username warplinksample password warplinksamplepass
NXR(config—warplink)#exit
NXR(config)#dns
NXR(config—dns)#service enable
NXR(config—dns)#exit
NXR(config)#exit

NXR#save config
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3-4. RTX—RITA2ED L2TP/IPsec FQDN #4555 E 4

[ EEHfEDR ]

(NXR D% 7E ]

(=) CCICREHORVEEEEEIE. 3-3. AX—hrT42 LD L2TP/IPsec NAT b5/\—H )UK R EHI A S
BITRGRYET DT, EboETSHETSL,

1. <IP 7HERYRAFERTED>

NXR(config)t#ip access—list ppp0_in permit any any udp any 500
NXR(config)#ip access—list ppp0_in permit any any udp any 4500

TAIVEADEEERTET DIL—IL)RNEERLET

ZCTIKIP 7R RNE% ppp0.in ELET

—4TB[E385E UDP /R—rESE 500 D/ yh A3 5%ETT .

Z$TBE (X585 UDP R—FEE 4500 D/ v Al R ETY .

BEIDIPTIER)AMEEIL ppp0 13T —ARETEHELEY .

(=) IPT7UERJRMERFELIZEZFTIEIIILAELTEMICTRBYEE A T1IL2) T LIz 3T—
ATOEBHDEITHYETS,

(=) UDP 7R—h 500 FEFH KU 4500 FlL IPsec NAT bS/A—HILDRTLI—2avBLNEETHEALE

ED

2. <WAN fB[(ppp0) 1 BT T —REXTE >

NXR(config)#interface ppp 0

NXR(config—ppp)#ip address negotiated
NXR(config—ppp)#ip masquerade
NXR(config-ppp)#ip access—group in ppp0._in
NXR(config-ppp)#ip spi—filter

NXR(config-ppp)#ip tcp adjust-mss auto
NXR(config-ppp)#no ip redirects
NXR(config—ppp)#ppp username test1@centurysys
NXR(config-ppp)tipsec policy 1

WAN {8l (ppp0) 1 37— REHRELET,
IP 7PRLRIEAEDT=8 negotiated ZHTELFET ,

3. <WarpLink RE>
[ NXR(config)#warplink
WarpLink ZE&ELET .

[ NXR(config-warplink)#service enable

WarpLink —E X ZH®IZLET,

| NXR(config-warplink)#account username warplinksample password warplinksamplepass
WarpLink H—E R CERTH1—H D, /SRT—FZHFELET,
C ZTl& WarpLink 4 —E X 11— ID % warplinksample, 7N X" —K% warplinksamplepass ELET,
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[ R2—bTAEREH ]

(Android M E&XE]

() CCICREBDZVERTFEBE. 3-1. AX—hT+2ED L2TP/IPsec 5% D [(Android DERTFEIH
SEICGYET DT, T2l SRBTIL,

VPN 2yb =V DmETUTORERZRELREFLEY,

VPNZR v KD —7 Dim&

EX0)
NXR L2TP/IPsec NAT-T FQDN
S
L2TP/IPSec PSK
=N
test.subdomain.warplink.ne.jp
L2TPt 2 1) 7 1 185

IPSec ID

IPSecEBRIHAR

A T3 ERRIT D

Fv>otl RF

HEHH X ENE =
EA| NXR L2TP/IPsec PSK EEDRMERELET
247 L2TP/IPSec PSK

H—/I\—FKL R test.subdomain.warplink.ne jp NXR ) FQDN % FELE 9
L2TP ¥ Tr1R5E (REERA) AEEFTIEERLTOEEA
IPSec ID (REEA) AEEFTIEERALTLEEA
IPSec BRI HRE ipseckey NXR CEREL-SEAARERTELFET
HMA T avERTT D 3]
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(i0S ME&E]
() CZICEBOLEWERTIERIX. 3-1. AX—LI42ED L2TP/IPsec R EHDI0S DEEINSE
SEIZHYET DT, Zb0ETSETIY,

BRZEMEE CIL2TPIZRRLUTOFEBERELRELEY,

aill SoftBank 56%

HiEA NXR L2TP/IPsec PSK
H—I\ test.subdomain.warplink....
FPHAIYE ios01

RSA SecurlD VAT
IRAT—K eoccccccce
Y—YULYhF eceecece

TRTDESERE (4> @)

winE 1))
HERHE HEE L
Bl NXR L2TP/IPsec PSK EREDOAMERELEYT
H—/N\ test.subdomain.warplink.ne jp NXR @ FQDN %X ELET
ThIUk i0s01 PPP BRI CHERAY A7 h IV ERELEY
RSA SecurlD *2 -
INAT—FK iosO1pass PPP BRI CEARAT B/ AT —FEHRELE
El
o—JLvk ipseckey NXR CERELI-BAIHAREZELET
TRTOESTEEE T -
Joxy *2 -

L2TP/IPsec MDIEHIRR XK 1ZE2YTTHETHRETEET,
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il SoftBank = @ 15:19

VPN

2

1 —J\ test.subdomain.warplink.ne.jp

bed ] S 2:19
& 192.168.10.1
IPPKL R 192.168.10.10
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IPsec fEftHESR A &

IPsec &R AEER A &

o RT—HRADWER
IPsec DELRIVIKRE—E THEZRT S5 51X, show ipsec status brief AYREFRALET,

<ETHD>
nxr120#show ipsec status brief
TunnelName Status
tunnell up
tunnel2 down

IPsec SA MHEILL TUL VS (IPsec established)t D% up, F N LIS % down ELTRRLET,

IPsec M SA KR EZTERT D5 E L. show ipsec status AU REFEALET,
F 1= show ipsec status AV KD tunnel <R L—BB>EIRTET D &IZLKY tunnel IR —EIZRT—
ARZRFSEDIENTEEFT NI ZMRNBERTHEL DR —FHERTIDIZEMTT,
<ETHD
nxr120#show ipsec status
000 “tunnel1”:192.168.30.0/24===10.10.30.1[nxrc]...10.10.10.1[10.10.10.1]===192.168.10.0/24; erouted; eroute
owner: #2
000 “tunnel1™:  ike_life: 10800s; ipsec_life: 3600s; margin: 270s; inc_ratio: 100%
000 “tunnel1™:  newest ISAKMP SA: #1; newest IPsec SA: #2;
000 “tunnel1”:  IKE proposal: AES_CBC_128/HMAC_SHA1/MODP_1536
000 “tunnel1”:  ESP proposal: AES_CBC_128/HMAC_SHA1/MODP_1536
000
000 #2: “tunnell” STATE_QUICK_I2 (sent QI2, IPsec SA established); EVENT_SA REPLACE in 3212s; newest
IPSEC; eroute owner
000 #2: “tunnell” esp.7abcb4c1@10.10.10.1 (0 bytes) esp.9867e772@10.10.30.1 (0 bytes); tunnel
000 #1: “tunnell” STATE_AGGRI2 (sent AI2, ISAKMP SA established); EVENT SA REPLACE in 10291s;
newest ISAKMP
000
Connections:
Security Associations:
none

® N7 DR

A4 [& show syslog message AV K TR T AT EMNTEET,

(&) ZZTHRELTWSSRATDTSA4H)T4IE infoWIHAE)ERRYET , CDTSA4 AT 1% debug [TE
BIbHlLlcLYiYz<nnrnEhsnEzd,

IPsec &S TBEICIXLUT O LSO AHAIhET,
> AV I—RZTAUE—FFI AR

<H A

pluto[XXXX]: “tunnell” #1: initiating Main Mode

pluto[XXXX]: “tunnell” #1: received Vendor ID payload [strongSwan]

pluto[XXXX]: “tunnell” #1: received Vendor ID payload [XAUTH]

pluto[XXXX]: “tunnel1” #1: received Vendor ID payload [Dead Peer Detection]

pluto[XXXX]: “tunnel1” #1: ISAKMP SA established

pluto[XXXX]: “tunnel1l” #1: Dead Peer Detection (RFC 3706): enabled

pluto[XXXX]: “tunnell” #2: initiating Quick Mode PSK+ENCRYPT+TUNNEL+PFS+UP {using isakmp#1}
charon: 03[KNL] interface tunnell activated

pluto[XXXX]: “tunnel1” #2: sent QI2, IPsec SA established {ESP=>0x14bd33f0 <0xf49c1f56 DPD}
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» LRARUE TAMUE—FFIAR

<H B>

pluto[XXXX]: packet from 10.10.10.1:500: received Vendor ID payload [strongSwan]
pluto[XXXX]: packet from 10.10.10.1:500: received Vendor ID payload [XAUTH]
pluto[XXXX]: packet from 10.10.10.1:500: received Vendor ID payload [Dead Peer Detection]
pluto[XXXX]: “tunnell” #3: responding to Main Mode

pluto[XXXX]: “tunnel1” #3: sent MR3, ISAKMP SA established

pluto[XXXX]: “tunnell” #3: Dead Peer Detection (RFC 3706): enabled

pluto[XXXX]: “tunnell” #4: responding to Quick Mode

charon: 03[KNL] interface tunnell activated

pluto[XXXX]: “tunnel1l” #4: IPsec SA established {ESP=>0x9c4fb981 <0xc30f38e1 DPD}

> AL I—RTF7ILyLTE—FFIAR
<HAB

pluto[XXXX]: “tunnell” #1: initiating Aggressive Mode #1, connection “tunnell”

pluto[XXXX]: “tunnel1” #1: received Vendor ID payload [strongSwan]

pluto[XXXX]: “tunnel1” #1: received Vendor ID payload [XAUTH]

pluto[XXXX]: “tunnell” #1: received Vendor ID payload [Dead Peer Detection]

pluto[XXXX]: “tunnell” #1: sent Al2, ISAKMP SA established

pluto[XXXX]: “tunnel1l” #1: Dead Peer Detection (RFC 3706): enabled

pluto[XXXX]: “tunnel1” #2: initiating Quick Mode PSK+ENCRYPT+TUNNEL+PFS+UP+0x4000000
{using isakmp#1}

charon: 03[KNL] interface tunnell activated

pluto[XXXX]: “tunnell” #2: sent QI2, IPsec SA established {ESP=>0xc5e28ab0 <0x899ed286 DPD}

> LARRUVETTZI LY TE—KRFI AR
< A

pluto[XXXX]: packet from 10.10.30.1:500: received Vendor ID payload [strongSwan]

pluto[XXXX]: packet from 10.10.30.1:500: received Vendor ID payload [XAUTH]

pluto[XXXX]: packet from 10.10.30.1:500: received Vendor ID payload [Dead Peer Detection]
pluto[XXXX]: “tunnel1”[1] 10.10.30.1 #1: responding to Aggressive Mode from unknown peer 10.10.30.1
pluto[XXXX]: “tunnel1”[1] 10.10.30.1 #1: ISAKMP SA established

pluto[XXXX]: “tunnel1”[1] 10.10.30.1 #1: Dead Peer Detection (RFC 3706): enabled

pluto[XXXX]: “tunnel1”[1] 10.10.30.1 #2: responding to Quick Mode

charon: 03[KNL] interface tunnell activated

pluto[XXXX]: “tunnel1”[1] 10.10.30.1 #2: IPsec SA established {ESP=>0x899ed286 <0xc5e28ab0 DPD}

[NSAKMP SA established /Y ISAKMP SA MIEILLT=C&%. [Psec SA established 1A' IPsec SA MFEILLT=C
LERLTLET,

IPsec EHEAELRKRTAEICH ASNBO5ELTUTOLSIGEEDOAEIFOLNET,
> RFAEIRHSDIEEDLEN (A E—R)

A= TR0 T HHE>
pluto[XXXX]: “tunnell” #1: initiating Main Mode

pluto[XXXX]: “tunnell” #1: max number of retransmissions (20) reached STATE_MAIN_I1. No response(or no
acceptable response) to our first IKE message

pluto[XXXX]: “tunnell” #1: starting keying attempt 2 of an unlimited number

pluto[XXXX]: “tunnell” #2: initiating Main Mode to replace #1

(=) XMEJL—BD) WAN E#EMNEFHEISNTULSD . /S Y EAELTULS A, IPsec DT« JLF (UDP500) [ EF
AENTULSD, IPsec H—E ADEEIL TLINEH ., WREIIL—FTZYT S IPsec REMNELSERESINT
WBEHIEEFREZEL TS,
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> FABBHSDIEELLEN(TIT LY TE—NR)
A= IT—HBE0RT HAED
luto[XXXX]: “tunnell” #1: initiating Aggressive Mode #1, connection “tunnell”

pluto[XXXX]: “tunnell” #1: max number of retransmissions (20) reached STATE_AGGR I1
pluto[XXXX]: “tunnell” #1: starting keying attempt 2 of an unlimited number
pluto[XXXX]: “tunnel1” #2: initiating Aggressive Mode #2 to replace #1, connection “tunnell”

(=) RMEIL—E20D WAN ERAEHRSNTOSEH, /3y ANEUL TS DY, IPsec DT JL4 (UDP500) [EE5
AIEN TSN, IPsec H—EZXAFREIL TLVDH ., REIL—FTEZU TS IPsec REMNELSRESNT
WAEHIEEFREZEL TS,

> BYUTEHZRIVHALBENAZSI—EDBAME—R)
LLRKRUA RIS H A

pluto[XXXX]: packet from 10.10.20.1:500: initial Main Mode message received on 10.10.10.1:500 but no
connection has been authorized with policy=PSK

(=) Zz—X1DE—FIFELLA. FEADIL—EDIP PRLADEEIFELLID . IPsec DERFEDREED I+
[FELLAOEGEFFEZRL TS,

> BETBERIVUALENAZI—EANTI LY TE—R)
LLRRUAEIOBS H AFD

pluto[XXXX]: packet from 10.10.20.1:500: initial Aggressive Mode message received on 10.10.10.1:500 but no
connection has been authorized with policy=PSK

(&) 7z—X1DE—FRIXELLIA, IPsec DERTEDEED (FIXIELLVAEEZREEL TN,

> FBEAHAREOFA—B(ASVE—F)

LLRRUAEIOBS H AFD

pluto[XXXX]: “tunnell” #1: responding to Main Mode

pluto[XXXX]: “tunnell” #1:"tunnell” #1: next payload type of ISAKMP Identification Payload has an unknown
value

pluto[XXXX]: “tunnel1” #1: probable authentication failure (mismatch of preshared secrets?):

malformed payload in packet

(=) BEVLDII—FTHREL-FAHEERE (PSK) DEMNELLAMEZELTESLY,
A= T—42EInaSH AFD

pluto[XXXX]: “tunnell” #1: initiating Main Mode
pluto[XXXX]: “tunnell” #1: next payload type of ISAKMP Hash Payload has an unknown value:

(=) BEVDIIL—FTRELEAHER (PSK) DEAELVDAERL TS,

> BRIHBEBOLR—B(TILYITE—R)
LLRRUA RO AHD
[ pluto[XXXX]: “tunnel2”[1] 10.10.30.1 #1: responding to Aggressive Mode from unknown peer 10.10.30.1
(=) BEVLDII—FTHREL-EFAHERE (PSK) DEMNELLMEELTIZELY,
A= T—HBElORT HAED
pluto[XXXX]: “tunnell” #1: initiating Aggressive Mode #1, connection “tunnell”

pluto[XXXX]: “tunnell” #1: received Hash Payload does not match computed value
pluto[XXXX]: “tunnell” #1: sending notification INVALID_HASH_INFORMATION to 10.10.10.1:500
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(=) BEVDIIL—FTRELEEAHER (PSK) DEAELVDAERLTZE,

> 7x—X1D ID F—B (A= IT—4D self-identity ~—E)

LLRRUAEIOBS H AFD

pluto[XXXX]: “tunnel2”[1] 10.10.30.1 #1: no suitable connection for peer 'nxr’
pluto[XXXX]: “tunnel2”[1] 10.10.30.1 #1: initial Aggressive Mode packet claiming to be from 10.10.30.1 but no

connection has been authorized
pluto[XXXX]: “tunnel2”[1] 10.10.30.1 #1: sending notification INVALID_ID_INFORMATION to 10.10.30.1:500

(=) ipsec isakmp policy FREE—KR D remote identity AT/ KR THRELI-E(D 24T &) HAxt AIEII[D
self-identity E—EL TLVAHEESRL TSN,

A= T—HBloas EAED>

pluto[XXXX]: “tunnell” #1: initiating Aggressive Mode #1, connection “tunnell”
pluto[XXXX]: packet from 10.10.10.1:500: ignoring informational payload, type INVALID_ID_INFORMATION

(=) ipsec local policy R EE—KF D self-identity AV F THRELI-E (D 24 TE2EL) H%AIEEIZD remote
identity E—EL TLVBEMERL TLEELY,

» TJ—X10O ID F—H(LARUH D self-identity F—E)

LLRKRUA RIS E A

pluto[XXXX]: “tunnel2”[1] 10.10.30.1 #1: responding to Aggressive Mode from unknown peer 10.10.30.1
pluto[XXXX]: packet from 10.10.30.1:500: ignoring informational payload, type INVALID_ID_INFORMATION

(=) ipsec isakmp policy FREE—KF D remote identity AXFTHRELI-E(D 24T &) HAxI MIEEI[D
self-identity E—EIL TLV\AHMHEZEL TS,
A= x—5lOaT H HE>

pluto[XXXX]: “tunnell” #1: initiating Aggressive Mode #1, connection “tunnell”
pluto[XXXX]: “tunnell” #1: no suitable connection for peer '10.10.10.1
pluto[XXXX]: “tunnel1” #1: initial Aggressive Mode packet claiming to be from 10.10.10.1but no connection has

been authorized
pluto[XXXX]: “tunnell” #1: sending notification INVALID_ID_INFORMATION to 10.10.10.1:500

(=) ipsec local policy ERFEE—K®D self-identity AV K THRELE(D 24475 &8L) Nt mEFD
remoteidentity &E—EL TLVSMEERL TSZELY,

> J—X 20D F—

LRRUAEIOOSH AH>

pluto[XXXX]: “tunnel2”[1] 10.10.30.1 #1: responding to Aggressive Mode from unknown peer 10.10.30.1
pluto[XXXX]: “tunnel2”[1] 10.10.30.1 #1: ISAKMP SA established

pluto[XXXX]: “tunnel2”[1] 10.10.30.1 #1: Dead Peer Detection (RFC 3706): enabled

pluto[XXXX]: “tunnel2”[1] 10.10.30.1 #1: cannot respond to IPsec SA request because no connectionis known
for 192.168.10.0/24===10.10.10.1[10.10.10.1]...10.10.30.1[nxrc]===192.168.30.0/24

pluto[XXXX]: “tunnel2”[1] 10.10.30.1 #1: sending encrypted notification INVALID_ID_INFORMATION
t010.10.30.1:500

(=) ipsec access—list AV R TEHRELI-IENT FEEIFEX ZHEOTNBHNERL TS,

A= T—2EIOAT HHE>

pluto[XXXX]: “tunnell” #1: initiating Aggressive Mode #1, connection “tunnell”

pluto[XXXX]: “tunnell” #1: sent AI2, ISAKMP SA established

pluto[XXXX]: “tunnel1l” #1: Dead Peer Detection (RFC 3706): enabled

pluto[XXXX]: “tunnell” #2: initiating Quick Mode PSK+ENCRYPT+TUNNEL+PFS+UP+0x4000000 {using
isakmp#1}

pluto[XXXX]: “tunnell” #1: ignoring informational payload, type INVALID_ID_INFORMATION
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IPsec fEftHESR A &

(=) ipsec access—list AV R CEREL-EN T RIHEIREX (ZAE>TLVAHMHEZEL TLESLY,

» PFSSBREDT—H(LARS AR TOH PFS ZRTE)

LLRRUAEIOBS H AFD

pluto[XXXX]: “tunnel2”[1] 10.10.30.1 #1: responding to Aggressive Mode from unknown peer 10.10.30.1
pluto[XXXX]: “tunnel2”[1] 10.10.30.1 #1: ISAKMP SA established

pluto[XXXX]: “tunnel2”[1] 10.10.30.1 #1: Dead Peer Detection (RFC 3706): enabled

pluto[XXXX]: “tunnel2”[1] 10.10.30.1 #2: we require PFS but Quick I1 SA specifies no GROUP_DESCRIPTION
pluto[XXXX]: “tunnel2”[1] 10.10.30.1 #2: sending encrypted notification NO_PROPOSAL_CHOSEN to
10.10.30.1:500

(=) ipsec tunnel policy EXTEE—K®D set pfs AV R THREL-EA X R E—BIL TS MREZEL TS
0y,
A= x—5lOaT HHb)>

pluto[XXXX]: “tunnell” #1: initiating Aggressive Mode #1, connection “tunnell”

pluto[XXXX]: “tunnell” #1: sent Al2, ISAKMP SA established

pluto[XXXX]: “tunnel1” #1: Dead Peer Detection (RFC 3706): enabled

pluto[XXXX]: “tunnell” #2: initiating Quick Mode PSK+ENCRYPT+TUNNEL+UP+0x4000000 {using isakmp#1}
pluto[XXXX]: “tunnell” #1: ignoring informational payload, type NO_PROPOSAL_CHOSEN

(=) ipsec tunnel policy EXTEE—F® set pfs AV FEHRTFELTLAMNEZRL TLEELY,
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L2TP/IPsec iR A %

L2TP/IPsec &R A%

o AT—RAADWER
L2TP/IPsec Tl IPsec, L2TP, PPP D& THAEIL S KUVEH LTV AR ENHYET,
IPsec DhURIVIKRE—ETHEZE T HI5E (X, show ipsec status brief AYUFEFERALET,

<ETHD>
NXR#show ipsec status brief
TunnelName Status
tunnell up

IPsec SA MFEILL TLVA(Psec established)t D% up, ZN LI % down ELTERRLET . HERY—FT+>
EHRADOM RILR)DITERLGLDIP TRLANLDEBIEREHFAILTLSH ERDRAT—FT+Uh\ &R
LTAGETHLERDIIERRELGYET,

IPsec M SA HELIK R EFHER T DIE S (L. show ipsec status AXUREFFRALET,

FE 1= show ipsec status AT KD I tunnel R —BE>FIRET D EIZKY tunnel /RY S —FIZRT—
ARERIRSEBBENTEET, CNIEZHAINBERTEL DR —EHERTHDIZHEMTT,
<ETHD

NXR#show ipsec status
000 “tunnel1”: 10.10.10.1[10.10.10.11:17/1701..%any[%any]:17/%any; unrouted; eroute owner: #0
000 “tunnel1™:  ike_life: 86400s; ipsec_life: 28800s; margin: 270s; inc_ratio: 100%
000 “tunnel1”™:  newest ISAKMP SA: #0; newest IPsec SA: #0;
000 “tunnel1”[1]: 10.10.10.1[10.10.10.1]:17/1701..10.10.20.10[10.10.20.10]:17/50891; erouted; eroute owner; #2
000 “tunnel1”[1]:  ike_life: 86400s; ipsec_life: 28800s; margin: 270s; inc_ratio: 100%
000 “tunnel1”[1]:  newest ISAKMP SA: #1; newest IPsec SA: #2;
000 “tunnel1”[1]:  IKE proposal: AES_CBC _256/HMAC_SHA1/MODP_1024
000 “tunnel1”[1]:  ESP proposal: AES_CBC_256/HMAC_SHA1/<N/A>
000
000 #2: “tunnel1”[1] 10.10.20.10 STATE_QUICK_R2 (IPsec SA established); EVENT_SA REPLACE in 3451s;
newest IPSEC; eroute owner
000 #2: “tunnel1”[1] 10.10.20.10 esp.26594af@10.10.20.10 (528 bytes, 14s ago) esp.44242e17@10.10.10.1 (562
bytes, 14s ago); transport
000 #1: “tunnel1”[1] 10.10.20.10 STATE_MAIN_R3 (sent MR3, ISAKMP SA established); EVENT_SA REPLACE
in 3449s; newest ISAKMP
000
Connections:
Security Associations:
none

L2TP DFEIRREMEZ T HIG S (X, show 12tp AV REFEALET,
<ETH>

NXR#show |2tp

NumL2TPTunnels 1

Tunnel MyID 62277 AssignedID 8 NumSessions 1 PeerIP 10.10.20.10 State established
Session LNS MyID 48685 AssignedID 1055 State established

PPP MEHIRREFIEZR T HIEE L. show ppp AU FEFRHLET,
<ETHD>
NXR#show ppp

PPP100 session state is connected, line type is L2TP(LNS), time since change 00:00:21
See also 'show 12tp’ command.
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L2TP/IPsec iR A %

o OJDHER

L2TP/IPsec 5T T BICIXLUT O LSO AH hIhET,

a7 A b>

pluto[XXXX]:
pluto[XXXX]:
pluto[XXXX]:
pluto[XXXX]:
pluto[XXXX]:
pluto[XXXX]:
pluto[XXXX]:
pluto[XXXX]:
pluto[XXXX]:
pluto[XXXX]:
pluto[XXXX]:
pluto[XXXX]:
pluto[XXXX]: “tunnel1”[1] 10.10.20.10 #1:
pluto[XXXX]: “tunnel1”[1] 10.10.20.10 #1:
pluto[XXXX]: “tunnel1”[1] 10.10.20.10 #1:
pluto[XXXX]: “tunnel1”[1] 10.10.20.10 #1:
pluto[XXXX]: “tunnel1”[1] 10.10.20.10 #2:
pluto[XXXX]: “tunnel1”[1] 10.10.20.10 #2:
[2tp[XXXX]: L2TP Session Established

pppd[XXXX]: L2TPv2 plugin loaded.
pppd[XXXX]: pppd 2.4.4 started
pppd[XXXX]: Using interface ppp100
pppd[XXXX]: Connect: ppp100 <—>

packet from 10.10.20.10:500:
packet from 10.10.20.10:500:
packet from 10.10.20.10:500:
packet from 10.10.20.10:500:
packet from 10.10.20.10:500:
packet from 10.10.20.10:500:
packet from 10.10.20.10:500:
packet from 10.10.20.10:500:
packet from 10.10.20.10:500:
packet from 10.10.20.10:500:
packet from 10.10.20.10:500:
packet from 10.10.20.10:500:

ignoring Vendor ID payload [RFC 3947]

ignoring Vendor ID payload [4df37928e9fc4fd1b3262170d515¢662]
ignoring Vendor ID payload [8f8d83826d246b6fc7a8a6a428c11de8]
ignoring Vendor ID payload [439b59f8ba676c4c7737ae22eab8f582]
ignoring Vendor ID payload [4d1e0e136deafa34c4f3ea9f02ec7285]
ignoring Vendor ID payload [80d0bb3def54565ee84645d4c85ce3ee]
ignoring Vendor ID payload [9909b64eed937c6573de52ace952fabb]
ignoring Vendor ID payload [draft—ietf—-ipsec—nat—t—ike—03]
ignoring Vendor ID payload [draft—ietf-ipsec—nat—t—ike—02]
ignoring Vendor ID payload [draft—ietf-ipsec—nat—t—ike—02_n]
ignoring Vendor ID payload [FRAGMENTATION 80000000]
received Vendor ID payload [Dead Peer Detection]

responding to Main Mode from unknown peer 10.10.20.10

received IPSEC_INITIAL_CONTACT, delete old states

sent MR3, ISAKMP SA established

Dead Peer Detection (RFC 3706): enabled

responding to Quick Mode

IPsec SA established {ESP=>0x026594af <0x44242e17 DPD}

= 62277/48685

[2tp[XXXX]:  Peer IP = 10.10.20.10, port = 50891
[2tp[XXXX]:  Local Tunnel/Session ID
[2tp[XXXX]:  Remote Tunnel/Session ID = 8/1055

charon: 02[KNL] interface ppp100 activated
pppd[XXXX]: local IP address 172.16.0.1
pppd[XXXX]: remote IP address 172.16.0.11

L2TP/IPsec AN KK I ABICH DTN EO05 ELTUTOESIBEONEFONET,
XIPsec MIEHEEREFDOY X IPsec EHER A ZEZZSBT LY,

> L2TP T® PPP &GO 1—FEHARIE
<O%4 HAEI(L2TP #R5Rk >

[2tp[XXXX]: L2TP Session Established

[2tp[XXXX]: Peer IP = 10.10.20.10, port = 59139
[2tp[XXXX]:  Local Tunnel/Session ID =51172/15957
[2tp[XXXX]:  Remote Tunnel/Session ID = 18/1354
pppd[XXXX]: L2TPv2 plugin loaded.

pppd[XXXX]: pppd 2.4.4 started

pppd[XXXX]: Using interface ppp102

pppd[XXXX]: Connect: ppp102 <—>

pppd[XXXX]: No CHAP secret found for authenticating ios011
pppd[XXXX]: Peer ios011 failed CHAP authentication

[2tp[XXXX]: L2TP Session Closed

(=) NXRBELUVRY—FT4+0TA—HFEADNELEEESNTLEDNEHERL TS,
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L2TP/IPsec iR A %

> L2TP T® PPP #EfHEFRD/ARAT—F BN IE

<5 HAHI(L2TP 9k >

[2tp[XXXX]: L2TP Session Established

[2tp[XXXX]: Peer IP = 10.10.20.10, port = 53244
[2tp[XXXX]:  Local Tunnel/Session ID = 48235/16523
[2tp[XXXX]:  Remote Tunnel/Session ID = 19/1360
pppd[XXXX]: L2TPv2 plugin loaded.

pppd[XXXX]: pppd 2.4.4 started

pppd[XXXX]: Using interface ppp102

pppd[XXXX]: Connect: ppp102 <—>

pppd[XXXX]: Peer ios01 failed CHAP authentication
[2tp[XXXX]: L2TP Session Closed

(=) NXRBLURT—FIAVTNHRAT—RARELLEESN TSN EEZEL TS,
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X EH show config B> 7L

HEH show config ieXH>TIL

1-1. EE IP 7RL XA TO#EHEEEH (MainMode D FIFA)
(NXRA DE&E]

I
I Century Systems NXR-120 Series ver 5.22.2 (build 29/16:42 01 02 2013)
I

hostname NXR_A
telnet—server enable

http—server enable
]

ipv6 forwarding

no fast—forwarding enable

]

]

!

ipsec local policy 1
address ip

]

!

ipsec isakmp policy 1
description NXR_B
authentication pre—share ipseckey
hash shal
encryption aes128
group 5
isakmp—mode main
remote address ip 10.10.20.1
local policy 1

]

I

ipsec tunnel policy 1
description NXR_B
set transform esp—aes128 esp—shal—hmac
set pfs groupb
set key—exchange isakmp 1
match address LAN_B

]

I

interface ethernet 0
ip address 192.168.10.1/24

]

interface ethernet 1
ip address 10.10.10.1/24
ipsec policy 1

]

dns
service enable

]

syslog
local enable

]

]

I

system led ext 0 signal-level mobile O

]

]

]
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I
I
I
ip route 0.0.0.0/0 10.10.10.254
I

ipsec access—list LAN_B ip 192.168.10.0/24 192.168.20.0/24
]

]
!
end

(NXRB DEEE]

I
! Century Systems NXR-120 Series ver 5.22.2 (build 29/16:42 01 02 2013)
I

hostname NXR_B
telnet—server enable
http—server enable

ipv6 forwarding

no fast—forwarding enable

]

]

I

ipsec local policy 1
address ip

]

I

ipsec isakmp policy 1
description NXR_A
authentication pre—share ipseckey
hash shal
encryption aes128
group 5
isakmp—mode main
remote address ip 10.10.10.1
local policy 1

]

I

ipsec tunnel policy 1
description NXR_A
set transform esp—aes128 esp—shal—hmac
set pfs groupb
set key—exchange isakmp 1
match address LAN_A

]

I

interface ethernet 0
ip address 192.168.20.1/24

]

interface ethernet 1
ip address 10.10.20.1/24
ipsec policy 1

]

dns

service enable
]
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syslog
local enable

]
]
!
system led ext 0 signal-level mobile 0

ip route 0.0.0.0/0 10.10.20.254
]

ipsec access—list LAN_A ip 192.168.20.0/24 192.168.10.0/24
]

I
!
end

X EH show config B> 7L
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X EH show config B> 7L

1-2. BRI IP 7RL R TO## % E 5l (AggressiveMode D F| )
(NXRA DEEFE]

I
I Century Systems NXR-120 Series ver 5.22.2 (build 29/16:42 01 02 2013)
I

hostname NXR_A
telnet—server enable
http—server enable

ipv6 forwarding

no fast—forwarding enable

]

]

!

ipsec local policy 1
address ip

]

!

ipsec isakmp policy 1
description NXR_B
authentication pre—share ipseckey
keepalive 30 3 periodic clear
hash shal
encryption aes128
group 9
isakmp—mode aggressive
remote address ip any
remote identity fqdn nxrb
local policy 1

]

I

ipsec tunnel policy 1
description NXR_B
negotiation—-mode responder
set transform esp—aes128 esp—shal—hmac
set pfs groupb
set key—exchange isakmp 1
match address LAN_B

]

I

interface ethernet 0
ip address 192.168.10.1/24

]

interface ethernet 1
ip address 10.10.10.1/24
ipsec policy 1

]

dns
service enable

]

syslog
local enable

]

]

I

system led ext O signal-level mobile 0

]

]

]
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X EH show config B> 7L

I
I
I
ip route 0.0.0.0/0 10.10.10.254
I

ipsec access—list LAN_B ip 192.168.10.0/24 192.168.20.0/24
]

]
!
end

(NXRB DEEE]

I
! Century Systems NXR-120 Series ver 5.22.2 (build 29/16:42 01 02 2013)
I

hostname NXR_B
telnet—server enable
http—server enable

ipv6 forwarding

no fast—forwarding enable

]

]

!

ipsec local policy 1
address ip
self-identity fqdn nxrb

]

!

ipsec isakmp policy 1
description NXR_A
authentication pre—share ipseckey
hash shal
encryption aes128
group 5
isakmp—mode aggressive
remote address ip 10.10.10.1
local policy 1

]

I

ipsec tunnel policy 1
description NXR_A
set transform esp—aes128 esp—shal—-hmac
set pfs groupd
set key—exchange isakmp 1
match address LAN_A

]

I

interface ethernet 0
ip address 192.168.20.1/24

]

interface ethernet 1
ip address dhcp
ipsec policy 1

]

dns
service enable
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X EH show config B> 7L

syslog
local enable
]
]
!
system led ext 0 signal-level mobile 0

ipsec access—list LAN_A ip 192.168.20.0/24 192.168.10.0/24
!

!

!

end
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X EH show config B> 7L

1-3. RSA A FHEE S AR THO R EH
(NXRA DE&E]

I
I Century Systems NXR-120 Series ver 5.22.2 (build 29/16:42 01 02 2013)
I

hostname NXR_A
telnet—server enable
http—server enable

ipv6 forwarding
no fast—forwarding enable
]
!
ipsec generate rsa—sig—key 1024
]
ipsec local policy 1
address ip
self-identity fqdn nxra
]
!
ipsec isakmp policy 1
description NXR_B
authentication rsa—sig 0sAQOx8kE6uhZTvWMikunsy3uK5/7jIkTXsCjQpgo4B+X64UAVeuxFQZ
3KG3bzyjmyCbpktOxEiU+v1kF4AOAOXoDfgND+KAdEKY/YWqQYzMuuuu2uy/K6E9JA24NACufugMqgGS
Xc51fJ/6V5Qi9YtVd7TWBkZQSZJJADBHs/YyYD9Q==
hash shal
encryption aes128
group 5
isakmp—mode main
remote address ip 10.10.20.1
remote identity fqdn nxrb
local policy 1
]
I
ipsec tunnel policy 1
description NXR_B
set transform esp—aes128 esp—shal—hmac
set pfs groupb
set key—exchange isakmp 1
match address LAN_B
]
I
interface ethernet 0
ip address 192.168.10.1/24
]
interface ethernet 1
ip address 10.10.10.1/24
ipsec policy 1
]
dns
service enable
]
syslog
local enable
]
]
]

system led ext 0 signal-level mobile O
]
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X EH show config B> 7L

ip route 0.0.0.0/0 10.10.10.254
!

ipsec access—list LAN_B ip 192.168.10.0/24 192.168.20.0/24
!

!

!

end

[(NXRB DE&FE]

]
I Century Systems NXR-120 Series ver 5.22.2 (build 29/16:42 01 02 2013)
]

hostname NXR_B
telnet—server enable
http—server enable

ipv6 forwarding
no fast—forwarding enable
]
!
ipsec generate rsa—sig—key 1024
]
ipsec local policy 1
address ip
self-identity fqdn nxrb
]
!
ipsec isakmp policy 1
description NXR_A
authentication rsa—sig 0sAQNe9Ghb4CNEaJully67aSxECLJDHhvndH10puMs6P8yGiTNIcGeSO
Q8XEy8iYTst2bv022XUxSt37RhORSIRIY 1i83TXkQZbhnJDCNJv+rtX/aro745MbJ9auXT1L5tda4C54
S7SELboAtU28sD3si00wlzLWtE7yRUgLP4ZiiNMw==
hash shal
encryption aes128
group 5
isakmp—mode main
remote address ip 10.10.10.1
remote identity fqdn nxra
local policy 1
]
!
ipsec tunnel policy 1
description NXR_A
set transform esp—aes128 esp—shal—-hmac
set pfs groupb
set key—exchange isakmp 1
match address LAN_A
]
I
interface ethernet 0
ip address 192.168.20.1/24
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interface ethernet 1
ip address 10.10.20.1/24
ipsec policy 1

]

dns

service enable
|

syslog
local enable
]
]
!
system led ext 0 signal-level mobile 0

ip route 0.0.0.0/0 10.10.20.254
I

ipsec access—list LAN_A ip 192.168.20.0/24 192.168.10.0/24
!

]
I
end

X EH show config B> 7L
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X EH show config B> 7L

1-4. X.509 (7RI B A RBEE) AX TOEREEH
(NXRA DE&E]

I
I Century Systems NXR-120 Series ver 5.22.2 (build 29/16:42 01 02 2013)
I

hostname NXR_A
telnet—server enable
http—server enable

ipv6 forwarding
no fast—forwarding enable
]
!
ipsec x509 enable
ipsec x509 ca—certificate nxr
ipsec x509 certificate nxra
ipsec x509 private—key nxra key
ipsec x509 private—key nxra password nxrapass
ipsec x509 crl nxr
]
ipsec local policy 1
address ip
self-identity dn /C=JP/CN=nxra/E=nxra@example.com
x509 certificate nxra
]
!
ipsec isakmp policy 1
description NXR_B
authentication rsa—sig
hash shal
encryption aes128
group 5
isakmp—mode main
remote address ip 10.10.20.1
remote identity dn /C=JP/CN=nxrb/E=nxrb@example.com
local policy 1
]
I
ipsec tunnel policy 1
description NXR_B
set transform esp—aes128 esp—shal—hmac
set pfs groupb
set key—exchange isakmp 1
match address LAN_B
]
I
interface ethernet 0
ip address 192.168.10.1/24
]
interface ethernet 1
ip address 10.10.10.1/24
ipsec policy 1
]
dns
service enable
]
syslog
local enable
]
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X EH show config B> 7L

|
!
system led ext 0 signal-level mobile O

ip route 0.0.0.0/0 10.10.10.254
I

ipsec access—list LAN_B ip 192.168.10.0/24 192.168.20.0/24
]

]

!

end

(NXRB DEEE]

I
! Century Systems NXR-120 Series ver 5.22.2 (build 29/16:42 01 02 2013)
I

hostname NXR_B
telnet—server enable

http—server enable
]

ipv6 forwarding
no fast—forwarding enable
]
!
ipsec x509 enable
ipsec x509 ca—certificate nxr
ipsec x509 certificate nxrb
ipsec x509 private—key nxrb key
ipsec x509 private—key nxrb password nxrbpass
ipsec x509 crl nxr
]
ipsec local policy 1
address ip
self-identity dn /C=JP/CN=nxrb/E=nxrb@example.com
x509 certificate nxrb
]
!
ipsec isakmp policy 1
description NXR_A
authentication rsa—sig
hash shal
encryption aes128
group 5
isakmp—mode main
remote address ip 10.10.10.1
remote identity dn /C=JP/CN=nxra/E=nxra@example.com
local policy 1
]
I
ipsec tunnel policy 1
description NXR_A
set transform esp—aes128 esp—shal—hmac
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set pfs group5
set key—exchange isakmp 1
match address LAN_A
]
!
interface ethernet 0
ip address 192.168.20.1/24
]
interface ethernet 1
ip address 10.10.20.1/24
ipsec policy 1
|
dns
service enable
]
syslog
local enable
|
|
!
system led ext 0 signal-level mobile O

ip route 0.0.0.0/0 10.10.20.254
I

ipsec access—list LAN_A ip 192.168.20.0/24 192.168.10.0/24
]

]

!

end

X EH show config B> 7L
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X EH show config B> 7L

1-5. PPPoE #H| L 1= IPsec ##ta% 4l
(NXRA DE&E]

I
I Century Systems NXR-120 Series ver 5.22.2 (build 29/16:42 01 02 2013)
I

hostname NXR_A
telnet—server enable
http—server enable

ipv6 forwarding

no fast—forwarding enable

]

]

!

ipsec local policy 1
address ip

]

!

ipsec isakmp policy 1
description NXR_B
authentication pre—share ipseckey1
hash shal
encryption aes128
group 5
isakmp—mode main
remote address ip 10.10.20.1
local policy 1

]

ipsec isakmp policy 2
description NXR_C
authentication pre—share ipseckey?2
keepalive 30 3 periodic clear
hash shal
encryption aes128
group 5
isakmp—mode aggressive
remote address ip any
remote identity fqdn nxrc
local policy 1

]

!

ipsec tunnel policy 1
description NXR_B
set transform esp—aes128 esp—shal—hmac
set pfs groupb
set key—exchange isakmp 1
match address LAN_B

]

ipsec tunnel policy 2
description NXR_C
negotiation—mode responder
set transform esp—aes128 esp—shal—hmac
set pfs groupb
set key—exchange isakmp 2
match address LAN_C

]

I

interface ppp 0
ip address 10.10.10.1/32
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no ip redirects
ip tcp adjust—-mss auto
ip access—group in ppp0_in
ip masquerade
ip spi—filter
ppp username test1@centurysys password test1pass
ipsec policy 1
]
interface bridge 0
no ip address
]
interface ethernet 0
ip address 192.168.10.1/24
]
interface ethernet 1
no ip address
pppoe—client ppp 0
|
dns
service enable
]
syslog
local enable
|
|
I
system led ext 0 signal-level mobile O

ip route 0.0.0.0/0 ppp O
I

ip access—list ppp0_in permit any 10.10.10.1 udp 500 500
ip access—list ppp0_in permit any 10.10.10.1 50
]

ipsec access—list LAN_B ip 192.168.10.0/24 192.168.20.0/24
ipsec access—list LAN_C ip 192.168.10.0/24 192.168.30.0/24
!

|
!
end

[(NXRB DE&E]

i Century Systems NXR-120 Series ver 5.22.2 (build 29/16:42 01 02 2013)
I

hosthame NXR_B
telnet—server enable
http—server enable

ipv6 forwarding

no fast—forwarding enable
]

I
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ipsec local policy 1
address ip

]

!

ipsec isakmp policy 1
description NXR_A
authentication pre—share ipseckey1
hash shal
encryption aes128
group 5
isakmp—mode main
remote address ip 10.10.10.1
local policy 1

]

!

ipsec tunnel policy 1
description NXR_A
set transform esp—aes128 esp—shal—hmac
set pfs groupb
set key—exchange isakmp 1
match address LAN_A

]

I

interface ppp 0
ip address 10.10.20.1/32
no ip redirects
ip tcp adjust—mss auto
ip access—group in ppp0_in
ip masquerade
ip spi—filter
ppp username test2@centurysys password test2pass
ipsec policy 1

]

interface ethernet 0
ip address 192.168.20.1/24

]

interface ethernet 1
no ip address
pppoe—client ppp 0

]

dns
service enable

]

syslog
local enable

]

]

I

system led ext O signal-level mobile 0

ip route 0.0.0.0/0 ppp O
I

ip access—list ppp0_in permit 10.10.10.1 10.10.20.1 udp 500 500
ip access—list ppp0_in permit 10.10.10.1 10.10.20.1 50
]

ipsec access—list LAN_A ip 192.168.20.0/24 192.168.10.0/24
!

X EH show config B> 7L
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end

[(NXR.C M&E]

I Century Systems NXR-120 Series ver 5.22.2 (build 29/16:42 01 02 2013)
]

hostname NXR_C
telnet—server enable

http—server enable
]

ipv6 forwarding

no fast—forwarding enable

]

]

!

ipsec local policy 1
address ip
self-identity fqdn nxrc

]

!

ipsec isakmp policy 1
description NXR_A
authentication pre—share ipseckey2
hash shal
encryption aes128
group 5
isakmp—mode aggressive
remote address ip 10.10.10.1
local policy 1

]

!

ipsec tunnel policy 1
description NXR_A
set transform esp—aes128 esp—shal—hmac
set pfs groupb
set key—exchange isakmp 1
match address LAN_A

]

!

interface ppp 0
ip address negotiated
no ip redirects
ip tcp adjust—-mss auto
ip access—group in ppp0_in
ip masquerade
ip spi—filter
ppp username test3@centurysys password test3pass
ipsec policy 1

]

interface ethernet 0
ip address 192.168.30.1/24

]

interface ethernet 1
no ip address
pppoe—client ppp 0
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|
dns

service enable
]

syslog
local enable
|
]
I
system led ext 0 signal-level mobile O

ip route 0.0.0.0/0 ppp O
I

ip access—list ppp0_in permit 10.10.10.1 any udp 500 500
ip access—list ppp0_in permit 10.10.10.1 any 50
]

ipsec access—list LAN_A ip 192.168.30.0/24 192.168.10.0/24
!

]

I

end
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1-6. IPsec NAT F5/\—H )L 45558 52 451
(NXRA DE&E]

I
I Century Systems NXR-120 Series ver 5.22.2 (build 29/16:42 01 02 2013)
I

hostname NXR_A
telnet—server enable
http—server enable

ipv6 forwarding

no fast—forwarding enable

]

!

ipsec nat—traversal enable

]

ipsec local policy 1
address ip

]

I

ipsec isakmp policy 1
description NXR_B
authentication pre—share ipseckey
keepalive 30 3 periodic clear
hash shal
encryption aes128
group 5
isakmp—mode aggressive
remote address ip any
remote identity fqdn nxrb
local policy 1

]

I

ipsec tunnel policy 1
description NXR_B
negotiation—mode responder
set transform esp—aes128 esp—shal—hmac
set pfs groupb
set key—exchange isakmp 1
match address LAN_B

]

I

interface ppp 0
ip address 10.10.10.1/32
no ip redirects
ip tcp adjust—mss auto
ip access—group in ppp0_in
ip masquerade
ip spi—filter
ppp username test1@centurysys password test1pass
ipsec policy 1

]

interface ethernet 0
ip address 192.168.10.1/24

]

interface ethernet 1
no ip address

pppoe—client ppp 0
]

dns
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service enable
]

syslog
local enable
]
|
I
system led ext O signal-level mobile 0

ip route 0.0.0.0/0 ppp O
I

ip access—list ppp0_in permit any 10.10.10.1 udp any 500
ip access—list ppp0_in permit any 10.10.10.1 udp any 4500
]

ipsec access—list LAN_B ip 192.168.10.0/24 192.168.20.0/24
!

!

!

end

(NXRB DE&E]

]
I Century Systems NXR-120 Series ver 5.22.2 (build 29/16:42 01 02 2013)
]

hostname NXR_B
telnet—server enable
http—server enable

ipv6 forwarding

no fast—forwarding enable

]

!

ipsec nat—traversal enable

]

ipsec local policy 1
address ip
self-identity fqdn nxrb

]

!

ipsec isakmp policy 1
description NXR_A
authentication pre—share ipseckey
hash shal
encryption aes128
group 9
isakmp—mode aggressive
remote address ip 10.10.10.1
local policy 1

]

I

ipsec tunnel policy 1
description NXR_A
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set transform esp—aes128 esp—shal—hmac
set pfs groupb
set key—exchange isakmp 1
match address LAN_A
]
!
interface ethernet 0
ip address 192.168.20.1/24
]
interface ethernet 1
ip address 192.168.120.1/24
ipsec policy 1
]
dns
service enable
]
syslog
local enable
]
]
I
system led ext O signal-level mobile 0

ip route 0.0.0.0/0 192.168.120.254
I

ipsec access—list LAN_A ip 192.168.20.0/24 192.168.10.0/24
]

!
!
end

X EH show config B> 7L
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2-1. BE5E IP 7FL A TO KR EH (MainMode D F|FH)
(NXRA DE&E]

I
I Century Systems NXR-120 Series ver 5.22.2 (build 29/16:42 01 02 2013)
I

hostname NXR_A
telnet—server enable
http—server enable

ipv6 forwarding

no fast—forwarding enable

]

]

!

ipsec local policy 1
address ip

]

!

ipsec isakmp policy 1
description NXR_B
authentication pre—share ipseckey
hash shal
encryption aes128
group 5
isakmp—mode main
remote address ip 10.10.20.1
local policy 1

]

I

ipsec tunnel policy 1
description NXR_B
set transform esp—aes128 esp—shal—hmac
set pfs groupb
set key—exchange isakmp 1
match address LAN_B

]

I

interface tunnel 1
no ip address
ip tcp adjust—mss auto
tunnel mode ipsec ipv4
tunnel protection ipsec policy 1

]

interface ethernet 0
ip address 192.168.10.1/24

]

interface ethernet 1
ip address 10.10.10.1/24
ipsec policy 1

]

dns
service enable

]

syslog
local enable

]

]

]

system led ext 0 signal-level mobile O
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ip route 192.168.20.0/24 tunnel 1
ip route 0.0.0.0/0 10.10.10.254
I

ipsec access—list LAN_B ip 192.168.10.0/24 192.168.20.0/24
!

]
I
end

[(NXRB DE&E]

i Century Systems NXR-120 Series ver 5.22.2 (build 29/16:42 01 02 2013)
I

hosthame NXR_B

telnet—server enable

http—server enable
]

ipv6 forwarding

no fast—forwarding enable

]

]

!

ipsec local policy 1
address ip

]

!

ipsec isakmp policy 1
description NXR_A
authentication pre—share ipseckey
hash shal
encryption aes128
group 5
isakmp—mode main
remote address ip 10.10.10.1
local policy 1

]

I

ipsec tunnel policy 1
description NXR_A
set transform esp—aes128 esp—shal—hmac
set pfs groupd
set key—exchange isakmp 1
match address LAN_A

]

I

interface tunnel 1
no ip address
ip tcp adjust—-mss auto
tunnel mode ipsec ipv4

tunnel protection ipsec policy 1
]
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interface ethernet 0
ip address 192.168.20.1/24
]
interface ethernet 1
ip address 10.10.20.1/24
ipsec policy 1
|
dns
service enable
]
syslog
local enable
|
]
!
system led ext 0 signal-level mobile O

ip route 192.168.10.0/24 tunnel 1
ip route 0.0.0.0/0 10.10.20.254
}

ipsec access—list LAN_A ip 192.168.20.0/24 192.168.10.0/24
!

]
!
end

X EH show config B> 7L
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2-2. B8 IP 7RL X TO##Hi sk E Hl (AggressiveMode D FI M)
(NXRA DEEFE]

I
I Century Systems NXR-120 Series ver 5.22.2 (build 29/16:42 01 02 2013)
I

hostname NXR_A
telnet—server enable
http—server enable

ipv6 forwarding

no fast—forwarding enable

]

]

!

ipsec local policy 1
address ip

]

!

ipsec isakmp policy 1
description NXR_B
authentication pre—share ipseckey
keepalive 30 3 periodic clear
hash shal
encryption aes128
group 9
isakmp—mode aggressive
remote address ip any
remote identity fqdn nxrb
local policy 1

]

I

ipsec tunnel policy 1
description NXR_B
negotiation—-mode responder
set transform esp—aes128 esp—shal—hmac
set pfs groupb
set key—exchange isakmp 1
match address LAN_B

]

I

interface tunnel 1
no ip address
ip tcp adjust—mss auto
tunnel mode ipsec ipv4
tunnel protection ipsec policy 1

]

interface ethernet 0
ip address 192.168.10.1/24

]

interface ethernet 1
ip address 10.10.10.1/24
ipsec policy 1

]

dns
service enable

]

syslog
local enable

]
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|
!
system led ext 0 signal-level mobile O

ip route 192.168.20.0/24 tunnel 1
ip route 0.0.0.0/0 10.10.10.254
!

ipsec access—list LAN_B ip 192.168.10.0/24 192.168.20.0/24
]

!
!
end

(NXRB DE&E]

i Century Systems NXR-120 Series ver 5.22.2 (build 29/16:42 01 02 2013)
]

hosthame NXR_B

telnet—server enable

http—server enable
]

ipv6 forwarding

no fast—forwarding enable

]

]

!

ipsec local policy 1
address ip
self-identity fqdn nxrb

]

!

ipsec isakmp policy 1
description NXR_A
authentication pre—share ipseckey
hash shal
encryption aes128
group 5
isakmp—mode aggressive
remote address ip 10.10.10.1
local policy 1

]

I

ipsec tunnel policy 1
description NXR_A
set transform esp—aes128 esp—shal—hmac
set pfs groupb
set key—exchange isakmp 1
match address LAN_A

]

I

interface tunnel 1
no ip address

207/244



ip tcp adjust—-mss auto
tunnel mode ipsec ipv4
tunnel protection ipsec policy 1
]
interface ethernet 0
ip address 192.168.20.1/24
|
interface ethernet 1
ip address dhcp
ipsec policy 1
]
dns
service enable
]
syslog
local enable
]
|
!
system led ext O signal-level mobile 0

ip route 192.168.10.0/24 tunnel 1
|

ipsec access—list LAN_A ip 192.168.20.0/24 192.168.10.0/24
|

|
!
end

X EH show config B> 7L
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2-3. RSA RS HA X TOEHEREH
(NXRA DE&E]

I
I Century Systems NXR-120 Series ver 5.22.2 (build 29/16:42 01 02 2013)
I

hostname NXR_A
telnet—server enable
http—server enable

ipv6 forwarding
no fast—forwarding enable
]
!
ipsec generate rsa—sig—key 1024
]
ipsec local policy 1
address ip
self-identity fqdn nxra
]
!
ipsec isakmp policy 1
description NXR_B
authentication rsa—sig 0sAQOx8kE6uhZTvWMikunsy3uK5/7jIkTXsCjQpgo4B+X64UAVeuxFQZ
3KG3bzyjmyCbpktOxEiU+v1kF4AOAOXoDfgND+KAdEKY/YWqQYzMuuuu2uy/K6E9JA24NACufugMqgGS
Xc51fJ/6V5Qi9YtVd7TWBkZQSZJJADBHs/YyYD9Q==
hash shal
encryption aes128
group 5
isakmp—mode main
remote address ip 10.10.20.1
remote identity fqdn nxrb
local policy 1
]
I
ipsec tunnel policy 1
description NXR_B
set transform esp—aes128 esp—shal—hmac
set pfs groupb
set key—exchange isakmp 1
match address LAN_B
]
I
interface tunnel 1
no ip address
ip tcp adjust—mss auto
tunnel mode ipsec ipv4
tunnel protection ipsec policy 1
]
interface ethernet 0
ip address 192.168.10.1/24
]
interface ethernet 1
ip address 10.10.10.1/24
ipsec policy 1
]
dns

service enable
|

syslog
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local enable
]
]
!
system led ext 0 signal—-level mobile O

ip route 0.0.0.0/0 10.10.10.254
ip route 192.168.20.0/24 tunnel 1
}

ipsec access—list LAN_B ip 192.168.10.0/24 192.168.20.0/24
]

end

(NXRB D&E]

!
I Century Systems NXR-120 Series ver 5.22.2 (build 29/16:42 01 02 2013)
I

hostname NXR_B
telnet—server enable

http—server enable
]

ipv6 forwarding
no fast—forwarding enable
]
!
ipsec generate rsa—sig—key 1024
]
ipsec local policy 1
address ip
self-identity fqdn nxrb
]
!
ipsec isakmp policy 1
description NXR_A
authentication rsa—sig 0sAQNe9Ghb4CNEaJully67aSxECLJDHhvndH10puMs6P8yGiTNIcGeSO
Q8XEy8iYTst2bv022XUxSt37RhORS5IRiY 1i83TXkQZbhnJDCNJv+rtX/aro745MbJ9auXT1L5tda4C54
S7SELboAtU28sD3si00wlzLWtE7yRUgLP4ZiiNMw==
hash shal
encryption aes128
group 5
isakmp—mode main
remote address ip 10.10.10.1
remote identity fqdn nxra
local policy 1
]
I
ipsec tunnel policy 1
description NXR_A
set transform esp—aes128 esp—shal—hmac
set pfs groupb
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set key—exchange isakmp 1
match address LAN_A
]
!
interface tunnel 1
no ip address
ip tcp adjust—mss auto
tunnel mode ipsec ipv4
tunnel protection ipsec policy 1
]
interface ethernet 0
ip address 192.168.20.1/24
|
interface ethernet 1
ip address 10.10.20.1/24
ipsec policy 1
]
dns
service enable
]
syslog
local enable
]
|
I
system led ext 0 signal-level mobile 0

ip route 0.0.0.0/0 10.10.20.254
ip route 192.168.10.0/24 tunnel 1
|

ipsec access—list LAN_A ip 192.168.20.0/24 192.168.10.0/24
I

]
!
end

X EH show config B> 7L
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X EH show config B> 7L

2-4. X.509 (TR B BEL) AKX TOEL R EH

(NXRA DEE]

i Century Systems NXR-120 Series ver 5.22.2 (build 29/16:42 01 02 2013)
I

hostname NXR_A
telnet—server enable
http—server enable

ipv6 forwarding
no fast—forwarding enable
]
!
ipsec x509 enable
ipsec x509 ca—certificate nxr
ipsec x509 certificate nxra
ipsec x509 private—key nxra key
ipsec x509 private—key nxra password nxrapass
ipsec x509 crl nxr
]
ipsec local policy 1
address ip
self-identity dn /C=JP/CN=nxra/E=nxra@example.com
x509 certificate nxra
]
I
ipsec isakmp policy 1
description NXR_B
authentication rsa—sig
hash shal
encryption aes128
group 5
isakmp—mode main
remote address ip 10.10.20.1

remote identity dn /C=JP/CN=nxrb/E=nxrb@example.com

local policy 1
]
!
ipsec tunnel policy 1
description NXR_B
set transform esp—aes128 esp—shal—hmac
set pfs groupb
set key—exchange isakmp 1
match address LAN_B
]
I
interface tunnel 1
no ip address
ip tcp adjust—mss auto
tunnel mode ipsec ipv4
tunnel protection ipsec policy 1
]
interface ethernet 0
ip address 192.168.10.1/24
]
interface ethernet 1
ip address 10.10.10.1/24

ipsec policy 1
]
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dns

service enable
]

syslog
local enable
|
|
!
system led ext 0 signal-level mobile O

ip route 192.168.20.0/24 tunnel 1
ip route 0.0.0.0/0 10.10.10.254
]

ipsec access—list LAN_B ip 192.168.10.0/24 192.168.20.0/24
]

!

!

end

(NXRB DE&E]

]
I Century Systems NXR-120 Series ver 5.22.2 (build 29/16:42 01 02 2013)
]

hosthame NXR_B
telnet—server enable
http—server enable

ipv6 forwarding
no fast—forwarding enable
]
!
ipsec x509 enable
ipsec x509 ca—certificate nxr
ipsec x509 certificate nxrb
ipsec x509 private—key nxrb key
ipsec x509 private—key nxrb password nxrbpass
ipsec x509 crl nxr
]
ipsec local policy 1
address ip
self-identity dn /C=JP/CN=nxrb/E=nxrb@example.com
x509 certificate nxrb
]
I
ipsec isakmp policy 1
description NXR_A
authentication rsa—sig
hash shal
encryption aes128
group 5
isakmp—mode main
remote address ip 10.10.10.1
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remote identity dn /C=JP/CN=nxra/E=nxra@example.com
local policy 1
]
!
ipsec tunnel policy 1
description NXR_A
set transform esp—aes128 esp—shal—hmac
set pfs groupb
set key—exchange isakmp 1
match address LAN_A
]
!
interface tunnel 1
no ip address
ip tcp adjust—mss auto
tunnel mode ipsec ipv4
tunnel protection ipsec policy 1
]
interface ethernet 0
ip address 192.168.20.1/24
]
interface ethernet 1
ip address 10.10.20.1/24
ipsec policy 1
]
dns
service enable
]
syslog
local enable
]
]
I
system led ext 0 signal-level mobile O

ip route 192.168.10.0/24 tunnel 1
ip route 0.0.0.0/0 10.10.20.254
}

ipsec access—list LAN_A ip 192.168.20.0/24 192.168.10.0/24
!

!

!

end
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2-5. PPPoE #FIFL 7= IPsec #E#EEEHI
(NXRA DE&E]

I
I Century Systems NXR-120 Series ver 5.22.2 (build 29/16:42 01 02 2013)
I

hostname NXR_A
telnet—server enable
http—server enable

ipv6 forwarding

no fast—forwarding enable

]

]

!

ipsec local policy 1
address ip

]

!

ipsec isakmp policy 1
description NXR_B
authentication pre—share ipseckey1
hash shal
encryption aes128
group 5
isakmp—mode main
remote address ip 10.10.20.1
local policy 1

]

ipsec isakmp policy 2
description NXR_C
authentication pre—share ipseckey?2
keepalive 30 3 periodic clear
hash shal
encryption aes128
group 5
isakmp—mode aggressive
remote address ip any
remote identity fqdn nxrc
local policy 1

]

I

ipsec tunnel policy 1
description NXR_B
set transform esp—aes128 esp—shal—hmac
set pfs groupb
set key—exchange isakmp 1
match address LAN_B

]

ipsec tunnel policy 2
description NXR_C
negotiation—mode responder
set transform esp—aes128 esp—shal—hmac
set pfs groupb
set key—exchange isakmp 2
match address LAN_C

]

I

interface tunnel 1
no ip address
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ip tcp adjust—-mss auto
tunnel mode ipsec ipv4
tunnel protection ipsec policy 1
]
interface tunnel 2
no ip address
ip tcp adjust—mss auto
tunnel mode ipsec ipv4
tunnel protection ipsec policy 2
]
interface ppp 0
ip address 10.10.10.1/32
no ip redirects
ip tcp adjust—-mss auto
ip access—group in ppp0_in
ip masquerade
ip spi—filter
ppp username test1@centurysys password test1pass
ipsec policy 1
]
interface ethernet 0
ip address 192.168.10.1/24
]
interface ethernet 1
no ip address
pppoe—client ppp 0
]
dns
service enable
]
syslog
local enable
]
]
I
system led ext 0 signal-level mobile 0

ip route 192.168.20.0/24 tunnel 1
ip route 192.168.30.0/24 tunnel 2
ip route 0.0.0.0/0 ppp O

I

ip access—list ppp0_in permit any 10.10.10.1 udp 500 500
ip access—list ppp0_in permit any 10.10.10.1 50
]

ipsec access—list LAN_B ip 192.168.10.0/24 192.168.20.0/24
ipsec access—list LAN_C ip 192.168.10.0/24 192.168.30.0/24
!

]
!
end

X EH show config B> 7L
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(NXRB D&E]

I
I Century Systems NXR-120 Series ver 5.22.2 (build 29/16:42 01 02 2013)
I

hosthame NXR_B
telnet—server enable
http—server enable

ipv6 forwarding

no fast—forwarding enable

]

]

!

ipsec local policy 1
address ip

]

!

ipsec isakmp policy 1
description NXR_A
authentication pre—share ipseckey1
hash shal
encryption aes128
group 5
isakmp—mode main
remote address ip 10.10.10.1
local policy 1

]

I

ipsec tunnel policy 1
description NXR_A
set transform esp—aes128 esp—shal—hmac
set pfs groupb
set key—exchange isakmp 1
match address LAN_A

]

I

interface tunnel 1
no ip address
ip tcp adjust—mss auto
tunnel mode ipsec ipv4
tunnel protection ipsec policy 1

]

interface ppp 0
ip address 10.10.20.1/32
no ip redirects
ip tcp adjust—-mss auto
ip access—group in ppp0_in
ip masquerade
ip spi—filter
ppp username test2@centurysys password test2pass
ipsec policy 1

]

interface ethernet 0
ip address 192.168.20.1/24

]

interface ethernet 1
no ip address

pppoe—client ppp 0
|
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dns

service enable
]

syslog
local enable
|
|
!
system led ext 0 signal-level mobile O

ip route 192.168.10.0/24 tunnel 1
ip route 0.0.0.0/0 ppp O
}

ip access—list ppp0_in permit 10.10.10.1 10.10.20.1 udp 500 500
ip access—list ppp0_in permit 10.10.10.1 10.10.20.1 50
]

ipsec access—list LAN_A ip 192.168.20.0/24 192.168.10.0/24
!

]
I
end

[(NXR.C D& E]

i Century Systems NXR-120 Series ver 5.22.2 (build 29/16:42 01 02 2013)
I

hostname NXR_C
telnet—server enable

http—server enable
]

ipv6 forwarding

no fast—forwarding enable

]

]

!

ipsec local policy 1
address ip
self-identity fqdn nxrc

]

!

ipsec isakmp policy 1
description NXR_A
authentication pre—share ipseckey2
hash shal
encryption aes128
group 5
isakmp—mode aggressive
remote address ip 10.10.10.1
local policy 1

]

]

ipsec tunnel policy 1
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description NXR_A

set transform esp—aes128 esp—shal—hmac
set pfs groupb

set key—exchange isakmp 1

match address LAN_A

interface tunnel 1

no ip address
ip tcp adjust—mss auto

tunnel mode ipsec ipv4
tunnel protection ipsec policy 1

interface ppp 0

ip address negotiated

no ip redirects

ip tcp adjust—-mss auto

ip access—group in ppp0_in

ip masquerade

ip spi—filter

ppp username test3@centurysys password test3pass
ipsec policy 1

interface ethernet 0

ip address 192.168.30.1/24

interface ethernet 1

no ip address
pppoe—client ppp 0

dns

service enable

syslog

local enable

system led ext 0 signal-level mobile O

ip route 192.168.10.0/24 tunnel 1
ip route 0.0.0.0/0 ppp O
}

ip access—list ppp0_in permit 10.10.10.1 any udp 500 500
ip access—list ppp0_in permit 10.10.10.1 any 50
]

ipsec access—list LAN_A ip 192.168.30.0/24 192.168.10.0/24
!

end

X EH show config B> 7L
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X EH show config B> 7L

2-6. IPsec NAT F5/3—H )L 158 52 51
(NXRA DE&E]

I
I Century Systems NXR-120 Series ver 5.22.2 (build 29/16:42 01 02 2013)
I

hostname NXR_A
telnet—server enable
http—server enable

ipv6 forwarding

no fast—forwarding enable

]

!

ipsec nat—traversal enable

]

ipsec local policy 1
address ip

]

!

ipsec isakmp policy 1
description NXR_B
authentication pre—share ipseckey
keepalive 30 3 periodic clear
hash shal
encryption aes128
group 5
isakmp—mode aggressive
remote address ip any
remote identity fqdn nxrb
local policy 1

]

!

ipsec tunnel policy 1
description NXR_B
negotiation—mode responder
set transform esp—aes128 esp—shal—hmac
set pfs groupb
set key—exchange isakmp 1
match address LAN_B

]

I

interface tunnel 1
no ip address
ip tcp adjust—-mss auto
tunnel mode ipsec ipv4
tunnel protection ipsec policy 1

]

interface ppp 0
ip address 10.10.10.1/32
no ip redirects
ip tcp adjust—mss auto
ip access—group in ppp0_in
ip masquerade
ip spi—filter
ppp username test1@centurysys password test1pass
ipsec policy 1

]

interface ethernet 0
ip address 192.168.10.1/24
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interface ethernet 1
no ip address
pppoe—client ppp 0

]

dns
service enable

]

syslog
local enable

]

|

!

system led ext O signal-level mobile 0

ip route 192.168.20.0/24 tunnel 1
ip route 0.0.0.0/0 ppp O
|

ip access—list ppp0_in permit any 10.10.10.1 udp any 500
ip access—list ppp0_in permit any 10.10.10.1 udp any 4500
]

ipsec access—list LAN_B ip 192.168.10.0/24 192.168.20.0/24
!

!
!
end

(NXRB D&E]

!
I Century Systems NXR-120 Series ver 5.22.2 (build 29/16:42 01 02 2013)
I

hostname NXR_B
telnet—server enable
http—server enable

ipv6 forwarding

no fast—forwarding enable

]

!

ipsec nat—traversal enable

]

ipsec local policy 1
address ip
self-identity fqdn nxrb

]

I

ipsec isakmp policy 1
description NXR_A
authentication pre—share ipseckey
hash shal
encryption aes128
group 5
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isakmp—mode aggressive
remote address ip 10.10.10.1
local policy 1

]

!

ipsec tunnel policy 1
description NXR_A
set transform esp—aes128 esp—shal—hmac
set pfs groupb
set key—exchange isakmp 1
match address LAN_A

]

I

interface tunnel 1
no ip address
ip tcp adjust—mss auto
tunnel mode ipsec ipv4
tunnel protection ipsec policy 1

]

interface ethernet 0
ip address 192.168.20.1/24

]

interface ethernet 1
ip address 192.168.120.1/24
ipsec policy 1

]

dns
service enable

]

syslog
local enable

]

]

I

system led ext 0 signal-level mobile O

ip route 192.168.10.0/24 tunnel 1
ip route 0.0.0.0/0 192.168.120.254
]

ipsec access—list LAN_A ip 192.168.20.0/24 192.168.10.0/24
!

!
!
end

X EH show config B> 7L
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X EH show config B> 7L

2-7. ZYRT—DARUBEET IPsec P RILEETR
(NXRA DE&E]

I
I Century Systems NXR-120 Series ver 5.22.2 (build 29/16:42 01 02 2013)
I

hostname NXR_A
telnet—server enable
http—server enable

ipv6 forwarding

no fast—forwarding enable

]

]

!

ipsec local policy 1
address ip

]

!

ipsec isakmp policy 1
description NXR_B
authentication pre—share ipseckey
keepalive 30 3 periodic clear
hash shal
encryption aes128
group 9
isakmp—mode aggressive
remote address ip any
remote identity fqdn nxrb
local policy 1

]

I

ipsec tunnel policy 1
description NXR_B
negotiation—-mode responder
set transform esp—aes128 esp—shal—hmac
set pfs groupb
set key—exchange isakmp 1
match address LAN_B

]

I

interface tunnel 1
no ip address
ip tcp adjust—mss auto
tunnel mode ipsec ipv4
tunnel protection ipsec policy 1

]

interface ethernet 0
ip address 192.168.10.1/24

]

interface ethernet 1
ip address 10.10.10.1/24
ipsec policy 1

]

dns
service enable

]

syslog
local enable

]
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|
!
system led ext 0 signal-level mobile O

ip route 192.168.20.0/24 tunnel 1
ip route 0.0.0.0/0 10.10.10.254
!

ipsec access—list LAN_B ip 192.168.10.0/24 192.168.20.0/24
]

!
!
end

(NXRB DE&E]

i Century Systems NXR-120 Series ver 5.22.2 (build 29/16:42 01 02 2013)
]

hosthame NXR_B

telnet—server enable

http—server enable
]

ipv6 forwarding

no fast—forwarding enable

]

]

I

ipsec local policy 1
address ip
self-identity fqdn nxrb

]

I

ipsec isakmp policy 1
description NXR_A
authentication pre—share ipseckey
hash shal
encryption aes128
group 5
isakmp—mode aggressive
remote address ip 10.10.10.1
local policy 1
netevent 1 reconnect

]

I

ipsec tunnel policy 1
description NXR_A
set transform esp—aes128 esp—shal—hmac
set pfs groupb
set key—exchange isakmp 1
match address LAN_A

]

]

interface tunnel 1
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no ip address
ip tcp adjust—-mss auto
tunnel mode ipsec ipv4
tunnel protection ipsec policy 1
]
interface ethernet 0
ip address 192.168.20.1/24
]
interface ethernet 1
ip address dhcp
ipsec policy 1
|
dns
service enable
]
syslog
local enable
|
|
I
system led ext 0 signal-level mobile O
]
]
|
I
track 1 ip reachability 192.168.10.1 interface tunnel 1 10 3
]

!
ip route 192.168.10.0/24 tunnel 1

]

ipsec access—list LAN_A ip 192.168.20.0/24 192.168.10.0/24
]

I
I
end

X EH show config B> 7L
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X EH show config B> 7L

2-8. IPsec PRIV THEAFZIYII—T12% (OSPF)ZFIFAT 5
(NXRA DEE]

I
I Century Systems NXR-120 Series ver 5.22.2 (build 29/16:42 01 02 2013)
I

hostname NXR_A
telnet—server enable
http—server enable

ipv6 forwarding

no fast—forwarding enable

]

]

!

ipsec local policy 1
address ip

]

!

ipsec isakmp policy 1
description NXR_B
authentication pre—share ipseckey1
hash shal
encryption aes128
group 5
isakmp—mode main
remote address ip 10.10.20.1
local policy 1

]

ipsec isakmp policy 2
description NXR_C
authentication pre—share ipseckey?2
keepalive 30 3 periodic clear
hash shal
encryption aes128
group 5
isakmp—mode aggressive
remote address ip any
remote identity fqdn nxrc
local policy 1

]

I

ipsec tunnel policy 1
description NXR_B
set transform esp—aes128 esp—shal—hmac
set pfs groupb
set key—exchange isakmp 1
match address LAN_B

]

ipsec tunnel policy 2
description NXR_C
negotiation—mode responder
set transform esp—aes128 esp—shal—hmac
set pfs groupb
set key—exchange isakmp 2
match address LAN_C

]

I

interface tunnel 1
ip address 192.168.10.1/32
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ip tcp adjust—-mss auto
tunnel mode ipsec ipv4
tunnel protection ipsec policy 1
]
interface tunnel 2
ip address 192.168.10.1/32
ip tcp adjust—mss auto
tunnel mode ipsec ipv4
tunnel protection ipsec policy 2
]
interface ppp 0
ip address 10.10.10.1/32
no ip redirects
ip tcp adjust—-mss auto
ip access—group in ppp0_in
ip masquerade
ip spi—filter
ppp username test1@centurysys password test1pass
ipsec policy 1
]
interface ethernet 0
ip address 192.168.10.1/24
]
interface ethernet 1
no ip address
pppoe—client ppp 0
]
router ospf
router—id 172.31.0.1
network 192.168.10.0/24 area 0
passive—interface ethernet 0
]
dns
service enable
]
syslog
local enable
]
]
I
system led ext 0 signal-level mobile O

ip route 0.0.0.0/0 ppp O
I

ip access—list ppp0_in permit any 10.10.10.1 udp 500 500
ip access—list ppp0_in permit any 10.10.10.1 50
]

ipsec access—list LAN_B ip 192.168.10.0/24 192.168.20.0/24
ipsec access—list LAN_C ip 192.168.10.0/24 192.168.30.0/24
I

|
!
end

X EH show config B> 7L
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X EH show config B> 7L

(NXRB D&E]

I
I Century Systems NXR-120 Series ver 5.22.2 (build 29/16:42 01 02 2013)
I

hosthame NXR_B
telnet—server enable
http—server enable

ipv6 forwarding

no fast—forwarding enable

]

]

!

ipsec local policy 1
address ip

]

!

ipsec isakmp policy 1
description NXR_A
authentication pre—share ipseckey1
hash shal
encryption aes128
group 5
isakmp—mode main
remote address ip 10.10.10.1
local policy 1

]

!

ipsec tunnel policy 1
description NXR_A
set transform esp—aes128 esp—shal—hmac
set pfs groupb
set key—exchange isakmp 1
match address LAN_A

]

!

interface tunnel 1
ip address 192.168.20.1/32
ip tcp adjust—mss auto
tunnel mode ipsec ipv4
tunnel protection ipsec policy 1

]

interface ppp 0
ip address 10.10.20.1/32
no ip redirects
ip tcp adjust—-mss auto
ip access—group in ppp0_in
ip masquerade
ip spi—filter
ppp username test2@centurysys password test2pass
ipsec policy 1

]

interface ethernet 0
ip address 192.168.20.1/24

]

interface ethernet 1
no ip address

pppoe—client ppp 0
|
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router ospf
router—id 172.31.0.2
network 192.168.20.0/24 area 0
passive—interface ethernet 0
]
dns
service enable
]
syslog
local enable
]
|
I
system led ext O signal-level mobile 0

ip route 0.0.0.0/0 ppp O
I

ip access—list ppp0_in permit 10.10.10.1 10.10.20.1 udp 500 500
ip access—list ppp0_in permit 10.10.10.1 10.10.20.1 50
]

ipsec access—list LAN_A ip 192.168.20.0/24 192.168.10.0/24
!

!

!

end

[(NXR.C D&E]

]
I Century Systems NXR-120 Series ver 5.22.2 (build 29/16:42 01 02 2013)
]

hostname NXR_C
telnet—server enable

http—server enable
]

ipv6 forwarding

no fast—forwarding enable

]

]

!

ipsec local policy 1
address ip
self-identity fqdn nxrc

]

!

ipsec isakmp policy 1
description NXR_A
authentication pre—share ipseckey2
hash shal
encryption aes128
group 5
isakmp—mode aggressive
remote address ip 10.10.10.1

229/244



local policy 1
]
!
ipsec tunnel policy 1
description NXR_A
set transform esp—aes128 esp—shal—hmac
set pfs groupb
set key—exchange isakmp 1
match address LAN_A
]
!
interface tunnel 1
ip address 192.168.30.1/32
ip tcp adjust—-mss auto
tunnel mode ipsec ipv4
tunnel protection ipsec policy 1
]
interface ppp 0
ip address negotiated
no ip redirects
ip tcp adjust—mss auto
ip access—group in ppp0_in
ip masquerade
ip spi—filter
ppp username test3@centurysys password test3pass
ipsec policy 1
]
interface ethernet 0
ip address 192.168.30.1/24
]
interface ethernet 1
no ip address
pppoe—client ppp 0
]
router ospf
router—id 172.31.0.3
network 192.168.30.0/24 area 0
passive—interface ethernet 0
]
dns
service enable
]
syslog
local enable
]
]
I
system led ext 0 signal-level mobile 0

ip route 0.0.0.0/0 ppp O
I

ip access—list ppp0_in permit 10.10.10.1 any udp 500 500
ip access—list ppp0_in permit 10.10.10.1 any 50
]

ipsec access—list LAN_A ip 192.168.30.0/24 192.168.10.0/24
I

X EH show config B> 7L

230/244
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end

231/244



X EH show config B> 7L

3-1. AT—hk7+2&D L2TP/IPsec #E#REHI

(NXR DE&FE ]
!
I Century Systems NXR-120 Series ver 5.22.2 (build 29/16:42 01 02 2013)
I

hostname NXR
telnet—server enable
http—server enable

ipv6 forwarding

no fast—forwarding enable

|

ppp account username android01 password androidO1pass
ppp account username ios01 password iosO1pass

ppp account username test1@centurysys password test1pass
]

I

[2tp udp source—port 1701

|

i2tpv3 udp source—port 40001
]

ipsec local policy 1
address ip
]
!
ipsec isakmp policy 1
description smartphone
authentication pre—share ipseckey
hash shal
encryption aes128
group 9
lifetime 86400
isakmp—mode main
remote address ip any
local policy 1
]
I
ipsec tunnel policy 1
description smartphone
set transform esp—aes128 esp—shal—hmac
no set pfs
set key—exchange isakmp 1
set sa lifetime 28800
match protocol 12tp—smartphone
]
I
12tp 1
tunnel address any ipsec
tunnel mode Ins
tunnel virtual-template 0
]
interface virtual-template 0
ip address 172.16.0.1/32
no ip redirects
no ip rebound
ip tcp adjust—-mss auto

peer ip pool smartphoneip
|

interface ppp 0
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ip address 10.10.10.1/32
no ip redirects
ip tcp adjust—mss auto
ip access—group in ppp0_in
ip masquerade
ip spi—filter
ppp username test1@centurysys
ipsec policy 1
]
interface ethernet 0
ip address 192.168.10.1/24
]
interface ethernet 1
no ip address
pppoe—client ppp 0
]
dns
service enable
]
syslog
local enable
]
I
access—server profile 0
ppp username android01 ip 172.16.0.10
]
access—server profile 1
ppp username ios01 ip 172.16.0.11
]
I
system led ext 0 signal-level mobile 0

ip route 0.0.0.0/0 ppp O

!

ip local pool smartphoneip address 172.16.0.10 172.16.0.11
]

ip access—list ppp0_in permit any 10.10.10.1 udp 500 500
ip access—list ppp0_in permit any 10.10.10.1 50
]

I
!
end

X EH show config B> 7L
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X EH show config B> 7L

3-2. AT—kTA2ED L2TP/IPsec ##: 2% E HI(CRT)
[(NXR DE&E]

i Century Systems NXR-120 Series ver 5.22.2 (build 29/16:42 01 02 2013)
I

hostname NXR
telnet—server enable
http—server enable

ipv6 forwarding

no fast—forwarding enable

]

ppp account username android01 password androidO1pass
ppp account username ios01 password iosO1pass

ppp account username test1@centurysys password test1pass
]

ipsec x509 enable

ipsec x509 ca—certificate nxrCA

ipsec x509 certificate nxr

ipsec x509 private—key nxr key

ipsec x509 private—key nxr password nxrpass

ipsec x509 crl nxrCA

]

[2tp udp source—port 1701

]

[2tpv3 udp source—port 40001
]

ipsec local policy 1
address ip
x509 certificate nxr
]
!
ipsec isakmp policy 1
description smartphone
authentication rsa—sig
hash shal
encryption aes128
group 5
lifetime 86400
isakmp—mode main
remote address ip any
remote identity dn C=JP,CN=smartphone,E=smartphone@example.com
local policy 1
]
I
ipsec tunnel policy 1
description smartphone
set transform esp—aes128 esp—shal—hmac
no set pfs
set key—exchange isakmp 1
set sa lifetime 28800
match protocol 12tp—smartphone
]
I
2tp 1
tunnel address any ipsec
tunnel mode Ins

tunnel virtual-template 0
]
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interface virtual-template 0
ip address 172.16.0.1/32
no ip redirects
no ip rebound
ip tcp adjust—-mss auto
peer ip pool smartphoneip

]

interface ppp 0
ip address 10.10.10.1/32
no ip redirects
ip tcp adjust—-mss auto
ip access—group in ppp0_in
ip masquerade
ip spi—filter
ppp username test1@centurysys
ipsec policy 1

]

interface ethernet 0
ip address 192.168.10.1/24

]

interface ethernet 1
no ip address
pppoe—client ppp 0

]

dns
service enable

]

syslog
local enable

]

I

access—server profile 0
ppp username android01 ip 172.16.0.10

]

access—server profile 1
ppp username ios01 ip 172.16.0.11

]

]
system led ext 0 signal-level mobile O

ip route 0.0.0.0/0 ppp O
I

ip local pool smartphoneip address 172.16.0.10 172.16.0.11
]

ip access—list ppp0_in permit any 10.10.10.1 udp 500 500

ip access—list ppp0_in permit any 10.10.10.1 50
|

I
!
end

X EH show config B> 7L
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X EH show config B> 7L

3-3. AT—F,742&D L2TP/IPsec NAT FS5/\—Y LR EH
(NXR DE&E ]

!

I Century Systems NXR-120 Series ver 5.22.2 (build 29/16:42 01 02 2013)

I

hostname NXR
telnet—server enable
http—server enable

ipv6 forwarding

no fast—forwarding enable

]

ppp account username android01 password android01pass
ppp account username ios01 password iosO1pass

ppp account username test1@centurysys password test1pass
]

ipsec nat—traversal enable
]

[2tp udp source—port 1701

]

[2tpv3 udp source—port 40001
]

ipsec local policy 1
address ip

]

!

ipsec isakmp policy 1
description smartphone
authentication pre—share ipseckey
hash shal
encryption aes128
group 5
lifetime 86400
isakmp—mode main
remote address ip any
local policy 1

]

I

ipsec tunnel policy 1
description smartphone
set transform esp—aes128 esp—shal—hmac
no set pfs
set key—exchange isakmp 1
set sa lifetime 28800
match protocol [2tp—smartphone nat—traversal

]

I

2tp 1
tunnel address any ipsec
tunnel mode Ins

tunnel virtual-template 0

]

interface virtual-template 0
ip address 192.168.10.1/32
no ip redirects
no ip rebound
ip tcp adjust—mss auto
peer ip proxy—arp
peer ip pool smartphoneip
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interface ppp 0
ip address 10.10.10.1/32
no ip redirects
ip tcp adjust—-mss auto
ip access—group in ppp0_in
ip masquerade
ip spi—filter
ppp username test1@centurysys
ipsec policy 1
]
interface ethernet 0
ip address 192.168.10.1/24
]
interface ethernet 1
no ip address
pppoe—client ppp 0
|
dns
service enable
]
syslog
local enable
|
|
]

system led ext 0 signal-level mobile O

ip route 0.0.0.0/0 ppp O
I

ip local pool smartphoneip address 192.168.10.10 192.168.10.11
]

ip access—list ppp0_in permit any 10.10.10.1 udp any 500
ip access—list ppp0_in permit any 10.10.10.1 udp any 4500
]

I
!
end

X EH show config B> 7L
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X EH show config B> 7L

3-4. RAT—KkI742LD L2TP/IPsec FQDN &5 3% 52451
(NXR D&% E]

I
I Century Systems NXR-120 Series ver 5.22.5 (build 4/18:30 28 03 2013)
I

hostname NXR
telnet—server enable
http—server enable

ipv6 forwarding

no fast—forwarding enable

]

ppp account username android01 password androidO1pass
ppp account username ios01 password iosO1pass

ppp account username test1@centurysys password test1pass
]

ipsec nat—traversal enable
]

[2tp udp source—port 1701

|

[2tpv3 udp source—port 40001
]

ipsec local policy 1
address ip

]

!

ipsec isakmp policy 1
description smartphone
authentication pre—share ipseckey
hash shal
encryption aes128
group 5
lifetime 86400
isakmp—mode main
remote address ip any
local policy 1

]

I

ipsec tunnel policy 1
description smartphone
set transform esp—aes128 esp—shal—hmac
no set pfs
set key—exchange isakmp 1
set sa lifetime 28800
match protocol [2tp—smartphone nat—traversal

]

I

2tp 1
tunnel address any ipsec
tunnel mode Ins
tunnel virtual-template 0

]

interface virtual-template 0
ip address 192.168.10.1/32
no ip redirects
no ip rebound
ip tcp adjust—mss auto
peer ip proxy—arp
peer ip pool smartphoneip
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interface ppp 0
ip address negotiated
no ip redirects
ip tcp adjust—-mss auto
ip access—group in ppp0_in
ip masquerade
ip spi—filter
ppp username test1@centurysys
ipsec policy 1
]
interface ethernet 0
ip address 192.168.10.1/24
]
interface ethernet 1
no ip address
pppoe—client ppp 0
|
dns
service enable
]
syslog
local enable
|
warplink
service enable
account username warplinksample password warplinksamplepass
]
]
I
system led ext 0 signal-level mobile 0

ip route 0.0.0.0/0 ppp O

!

ip local pool smartphoneip address 192.168.10.10 192.168.10.11
]

ip access—list ppp0_in permit any any udp any 500
ip access—list ppp0_in permit any any udp any 4500
]

]
!
end

X EH show config B> 7L
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HYHR—bTRIANDOEBNEDHEICELT

YR—,TRIANDERNEDLEIZELT

HYR—FTRIIZERBNELEITRERE. U T OEHRELS MO ETRIT D EMBERCHIESE TR EMNFRET
TOT. CHHELENELET,

¥FutureNet Y R—bTRVSEICCTIRBIEEFELERIE. EROBHEELEESR—IEHELUNDOBMIZIE
FRABLFEEA,
BETRBIBFEROBYBDIZOVWTHREAHAHISEICIE. BEVEHLEREEIF/MIZTOEITE
BTIV, (BREIF7AILDOTOANATERY Psec DERIFAREFERZHIRL THEEVIEUGELL)
BHDTSAN\—RY)—IZDVTIETEE URL DINBESHEE TSI,
http://www.centurysys.co.jp/company/privacy.html

B CHABEVTOSNXRBEREEFSORVNTI—IE/RE
(CRHIATEVTOSEROIL—F2ZEORINT—IHERD IP TRLRZEHLI-LD)
B BEE-TEEONBHLUVTOBRFIE
(WDEZTAFEITOIIGEICEDKILBRENRELI=DOHETESEITEAMICE ML E TS
O RLEhERAEHI
OHAOBOOKOOREXYHE A LHL A B DET IPsec IZKAHBIEMN TELRLG oz, EEFHAH
FCIXMREALKFI AT REE oz, M LZIADIL—ED LAN fi] IP PRLRIZH LT Ping 2k D BE(E
R TEA. }RAIL—ED LAN il IP 7RL X, B2 T DIREKIZx L TIE Ping [Tk D BRE ISHER TSR,
PEERAMNMEZTHAE B O/N\YI7YTEBRELTENSILH—REERL. pppl 1P TI—RADHREET
otz REFTICRT LBEREILEEET S,
MO NEET X NTP TRIHZIToTLVS,
O RELEhEREHI2
- H4EHE
OAROHBHOOKOORE
- REHSE
B AB i
- EERNE
IPsec [CKDBEMNTELE-T=,
- YR ITRE
IL—AE T DIHEIND L EZMADIL—ED LAN ] IP PRL RIZX LT Ping & B BU@E MR E

e,
®EIL—ED LAN 8l IP 7RL X, B2 T DimFRIZH LTI Ping ICKDBRERERA ],
- EEXRLEREZETOEE
IL—BDBRELEFORYNT—IICEETHEEETTOTLEL,
- &5

PEERLERTE CIIMELRF AR o=,
WERONEEET IR ADEBETI10 7. R B DEHETS D ENTLVD,
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HYHR—bTRIANDOEBNEDHEICELT

O FLabhErEHI3

RTE IPsec MEXTEPFIZH. —ED IPsec SA DFEILH KU IPsec DBEEMN TETLVEL, IPsec ZEXTE
LTWBAENDA A=Y T I ERE LV R A AAND Ping (CLHBEBHERLAIRE, REHIE,
EFERADOOT —EE LU NXR 20T —EIFREE,

O B<EVLREIWLEDLE RSN
VPN M TELLY,
—>VPN ELTHIBLTWATORILIE M, VPN DR RILDFEIL TELZLD A BENTELZL O,

HETRH,
O BLELEWEHERES2
BENTELEL,

—EDIIGBENNDECTTELU (FFTELELGo1) DAL TR,

NXR TOIFHMBIAEREUTOESYTT,
KIFMEEIG SN DA
V)T VERTHERZIRGSNDE S [FIEAICTRav U FERITL TS,
#terminal width 180 (N EAEICER 915 E & terminal no width)
B CFIATEVTLS NXRBEGTOFREGRERODY
AJEUTOITU/RTHAShET,
#show syslog message
B CHATENTLS NXREEDTIZHILHR—MEROFHER
TOZANYR—MEBEUATOIARURTHAShETS,
# show tech—support
B [EEREROENMNLEEITUFOETHER (BN A—FFIAEOH)
#show mobile <N> ap
#show mobile <N> phone—number
#show mobile <N> signal-level
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E-mail: support@centurysys.co.jp
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