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nxr120#configure termina

Enter configuration commands, one per line. End with CNTL/Z.
nxr120(config)#hostname NXR

NXR(config)ttinterface ethernet 0

NXR(config-if)#ip address 192.168.10.1/24
NXR(config-if)#exit

NXR(config)#ip route 192.168.20.1/32 tunnel 1

NXR(config)#ip route 0.0.0.0/0 ppp 0

NXR(config)#ip access—list ppp0_in permit any 10.10.10.1 udp 500 500
NXR(config)#ip access—list ppp0_in permit any 10.10.10.1 50
NXR(config)ttipsec access—list NETG ip 192.168.10.0/24 192.168.20.1/32
NXR(config)#ipsec local policy 1
NXR(config-ipsec—local)#address ip
NXR(config-ipsec—local)#exit

NXR(config)#ipsec isakmp policy 1
NXR(config—ipsec—isakmp)#description NETG
NXR(config—ipsec—isakmp)#authentication pre—share ipseckey
NXR(config-ipsec—isakmp)#hash shai
NXR(config—ipsec—isakmp)#encryption aes128
NXR(config—ipsec—isakmp)tgroup 2
NXR(config—ipsec—isakmp)#lifetime 10800
NXR(config—ipsec—isakmp)#isakmp—mode aggressive
NXR(config-ipsec—isakmp)#remote address ip any
NXR(config-ipsec—isakmp)#remote identity fqdn netg
NXR(config-ipsec—isakmp)itkeepalive 30 3 periodic clear
NXR(config-ipsec—isakmp)itlocal policy 1
NXR(config-ipsec—isakmp)#exit

NXR(config)ttipsec tunnel policy 1
NXR(config-ipsec—tunnel)#description NETG
NXR(config-ipsec—tunnel)#negotiation-mode responder
NXR(config—ipsec—tunnel)#set transform esp—aes128 esp—shal—hmac
NXR(config-ipsec—tunnel)#set pfs group2
NXR(config-ipsec—tunnel)#set sa lifetime 3600
NXR(config-ipsec—tunnel)#set key—exchange isakmp 1
NXR(config-ipsec—tunnel)#tmatch address NETG
NXR(config-ipsec—tunnel)#exit

NXR(config)#interface tunnel 1

NXR(config—tunnel)#tunnel mode ipsec ipv4
NXR(config—tunnel)#tunnel protection ipsec policy 1
NXR(config—tunnel#ip tcp adjust—-mss auto
NXR(config—tunnel)#exit

NXR(config)#interface ppp 0

NXR(config—ppp)#ip address 10.10.10.1/32
NXR(config—ppp)#ip masquerade

NXR(config—ppp)#ip access—group in ppp0_in
NXR(config—ppp)#ip spi—filter

NXR(config—ppp)#ip tcp adjust—-mss auto

NXR(config—ppp)#no ip redirects

NXR(config—ppp)#ppp username test1@centurysys password test1pass
NXR(config—ppp)#ipsec policy 1

NXR(config—ppp)#exit

NXR(config)ttinterface ethernet 1

NXR(config—if)#no ip address

NXR(config—if)#pppoe—client ppp 0

NXR(config—if)#exit

NXR(config)#system led aux 1 interface ppp 0
NXR(config)#tsystem led aux 2 interface tunnel 1
NXR(config)#dns

NXR(config-dns)#service enable

NXR(config—dns)#exit
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NXR(config)#exit
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1-2. EREZEF2({RIE IP PTRLRZFERALLGEWLEETE)

[ EH ]
(NXR D E&E]

nxr120#configure termina

Enter configuration commands, one per line. End with CNTL/Z.
nxr120(config)#hostname NXR

NXR(config)ttinterface ethernet 0

NXR(config-if)#ip address 192.168.10.1/24
NXR(config-if)#exit

NXR(config)#ip route 0.0.0.0/0 ppp 0

NXR(config)#ip access—list ppp0_in permit any 10.10.10.1 udp 500 500
NXR(config)#ip access—list ppp0_in permit any 10.10.10.1 50
NXR(config)ttipsec access—list NETG ip 192.168.10.0/24 host
NXR(config)#tipsec local policy 1
NXR(config-ipsec—local)#address ip
NXR(config-ipsec—local)#exit

NXR(config)#ipsec isakmp policy 1
NXR(config-ipsec—isakmp)#description NETG
NXR(config—ipsec—isakmp)#authentication pre—share ipseckey
NXR(config-ipsec—isakmp)#hash shal
NXR(config-ipsec—isakmp)#encryption aes128
NXR(config—ipsec—isakmp)#group 2
NXR(config—ipsec—isakmp)ilifetime 10800
NXR(config-ipsec—isakmp)#isakmp—mode aggressive
NXR(config-ipsec—isakmp)#remote address ip any
NXR(config—ipsec—isakmp)#remote identity fqdn netg
NXR(config-ipsec—isakmp)#keepalive 30 3 periodic clear
NXR(config-ipsec—isakmp)i#local policy 1
NXR(config-ipsec—isakmp)#exit

NXR(config)t#ipsec tunnel policy 1
NXR(config-ipsec—tunnel)#description NETG
NXR(config-ipsec—tunnel)#negotiation—-mode responder
NXR(config-ipsec—tunnel)#set transform esp—aes128 esp—shal-hmac
NXR(config-ipsec—tunnel)#set pfs group2
NXR(config-ipsec—tunnel)#set sa lifetime 3600
NXR(config-ipsec—tunnel)#set key—exchange isakmp 1
NXR(config-ipsec—tunnel)#tmatch address NETG
NXR(config-ipsec—tunnel)#exit

NXR(config)#tinterface ppp 0

NXR(config—ppp)#ip address 10.10.10.1/32
NXR(config—ppp)#ip masquerade

NXR(config—ppp)#ip access—group in ppp0_in
NXR(config—ppp)#ip spi—filter

NXR(config—ppp)#ip tcp adjust—-mss auto
NXR(config—ppp)#no ip redirects

NXR(config—ppp)#ppp username test1@centurysys password test1pass
NXR(config—ppp)#ipsec policy 1

NXR(config—ppp)#exit

NXR(config)ttinterface ethernet 1

NXR(config—if)#no ip address

NXR(config-if)#pppoe—client ppp 0

NXR(config—if)#exit

NXR(config)#system led aux 1 interface ppp 0
NXR(config)#dns

NXR(config-dns)#service enable

NXR(config—dns)#exit

NXR(config)#texit

NXR#save config

NXRDFRES VAT ROMFEHRICEALELTIE. CFRIATBEVTLANXREFZ D A—F—XHA/R(CLIRE &
U FutureNetNXR % EFIE IPsec faE S BBIEE0Y,
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1. <BEEHNIEH#(Pre Shared Key) DERE >

2. <ID DERE>

3. <EFaUT4RIS—DF’E>
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2-1. IPsec NAT FS/A—H)LEREURIE IP PRLRZFERAL-RE)

2-1. IPsec NAT bS5/ N\—HLERTE (R IP PRLURAZEALT-E&E)

CDERERFIL. IPsec NAT FS/8A—H JLEFIFALT: IPsec BEfEDHREFTT . MEBIZAF—RVETHIER
H®D NAT JL—4h%HY . ZDOETIZ VPN Client/NET-G A AR—ILLT=/3VaV i HhBERK T,

LAN_A : 192.168.10.0/24 LAN_B : 192.168.120.0/24
NXR IPsec )
- |
g eth0 ppp0 GW
192.168.10.100 | 445 165 10, 1 10.10. 10. 1 192 168.120. 254 \;I;)Nz.()]lﬁisén]tz/oNIE]To—OG
RAEIP7 FL R
192.168.20. 1
-,

ZDERERF TIE NXR D IPsec R TEEL T Route Based IPsec #{# L E Y ., (Policy Based IPsec %I
$HIELABETY)

NXR B2 T DinRIE NXR BHTIUE—RIb T IERZITVET,

CDEEHITIE NXR D RT L LED FRFE T ppp0 1A TT—R TV THE, b RILAVRATT—RT VT
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2-1. IPsec NAT FS/A—H)LEREURIE IP PRLRZFERAL-RE)

[ EH ]
(NXR D E&E]

nxr120#configure termina

Enter configuration commands, one per line. End with CNTL/Z.
nxr120(config)#hostname NXR

NXR(config)ttinterface ethernet 0

NXR(config-if)#ip address 192.168.10.1/24

NXR(config-if)#exit

NXR(config)#ip route 192.168.20.1/32 tunnel 1

NXR(config)#ip route 0.0.0.0/0 ppp 0

NXR(config)#ip access—list ppp0_in permit any 10.10.10.1 udp any 500
NXR(config)#ip access—list ppp0_in permit any 10.10.10.1 udp any 4500
NXR(config)ttipsec access—list NETG ip 192.168.10.0/24 192.168.20.1/32
NXR(config)#ipsec nat—traversal enable

NXR(config)#ipsec local policy 1
NXR(config-ipsec—local)#address ip
NXR(config-ipsec—local)#exit

NXR(config)ttipsec isakmp policy 1
NXR(config—ipsec—isakmp)#description NETG
NXR(config-ipsec—isakmp)#authentication pre—share ipseckey
NXR(config-ipsec—isakmp)ithash shal
NXR(config—ipsec—isakmp)#encryption aes128
NXR(config—ipsec—isakmp)#group 2
NXR(config-ipsec—isakmp)#lifetime 10800
NXR(config—ipsec—isakmp)#isakmp—mode aggressive
NXR(config-ipsec—isakmp)#remote address ip any
NXR(config—ipsec—isakmp)#tremote identity fqdn netg
NXR(config-ipsec—isakmp)itkeepalive 30 3 periodic clear
NXR(config-ipsec—isakmp)#local policy 1
NXR(config-ipsec—isakmp)#exit

NXR(config)ttipsec tunnel policy 1
NXR(config-ipsec—tunnel)#description NETG
NXR(config-ipsec—tunnel)#negotiation-mode responder
NXR(config-ipsec—tunnel)#set transform esp—aes128 esp—shal—hmac
NXR(config-ipsec—tunnel)#set pfs group2
NXR(config-ipsec—tunnel)#set sa lifetime 3600
NXR(config—ipsec—tunnel)#set key—exchange isakmp 1
NXR(config-ipsec—tunnel)#match address NETG
NXR(config-ipsec—tunnel)#exit

NXR(config)#interface tunnel 1

NXR(config—tunnel)#tunnel mode ipsec ipv4
NXR(config—tunnel#tunnel protection ipsec policy 1
NXR(config—tunnel#ip tcp adjust—-mss auto
NXR(config—tunnel)#exit

NXR(config)#interface ppp 0

NXR(config—ppp)#ip address 10.10.10.1/32

NXR(config—ppp)#ip masquerade

NXR(config—ppp)#ip access—group in ppp0_in
NXR(config—ppp)#ip spi—filter

NXR(config—ppp)#ip tcp adjust-mss auto

NXR(config—ppp)#no ip redirects

NXR(config—ppp)#ppp username test1@centurysys password test1pass
NXR(config—ppp)#ipsec policy 1

NXR(config-ppp)#exit

NXR(config)ttinterface ethernet 1

NXR(config-if)#no ip address

NXR(config—if#pppoe—client ppp 0

NXR(config—if)#exit

NXR(config)#system led aux 1 interface ppp O
NXR(config)#tsystem led aux 2 interface tunnel 1
NXR(config)#dns

NXR(config—dns)#service enable
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VPN Client/NET-G i FHE% &
2-1. IPsec NAT b/ N—HLEREURTE IP PR RZFERAL-RE

NXR(config—dns)#exit
NXR(config)#exit
NXR#save config

NXRDFBRESIVaAT U ROMAERICEALELTIE. CHRIHABELVTWWANXREFZ O I —H—XHAR(CLIRE &
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2-2. IPsec NAT FS/A—HJLERTE (R IP PRL RZERALLZLERTE)
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2-2. IPsec NAT S/ N—HLEREURE IP 7R RZEFERLAELERE)

[ EH ]
(NXR D E&E]

nxr120#configure termina

Enter configuration commands, one per line. End with CNTL/Z.
nxr120(config)#hostname NXR

NXR(config)ttinterface ethernet 0

NXR(config-if)#ip address 192.168.10.1/24

NXR(config-if)#exit

NXR(config)#ip route 0.0.0.0/0 ppp 0

NXR(config)#ip access—list ppp0_in permit any 10.10.10.1 udp any 500
NXR(config)#ip access—list ppp0_in permit any 10.10.10.1 udp any 4500
NXR(config)ttipsec access—list NETG ip 192.168.10.0/24 host
NXR(config)ttipsec nat—traversal enable

NXR(config)#ipsec local policy 1
NXR(config-ipsec—local)#address ip
NXR(config-ipsec—local)#exit

NXR(config)#ipsec isakmp policy 1
NXR(config—ipsec—isakmp)#description NETG
NXR(config—ipsec—isakmp)#authentication pre—share ipseckey
NXR(config-ipsec—isakmp)#hash shai
NXR(config—ipsec—isakmp)#encryption aes128
NXR(config—ipsec—isakmp)tgroup 2
NXR(config—ipsec—isakmp)#lifetime 10800
NXR(config—ipsec—isakmp)#isakmp—mode aggressive
NXR(config-ipsec—isakmp)#remote address ip any
NXR(config-ipsec—isakmp)#remote identity fqdn netg
NXR(config-ipsec—isakmp)itkeepalive 30 3 periodic clear
NXR(config-ipsec—isakmp)itlocal policy 1
NXR(config-ipsec—isakmp)#exit

NXR(config)ttipsec tunnel policy 1
NXR(config-ipsec—tunnel)#description NETG
NXR(config-ipsec—tunnel)#negotiation-mode responder
NXR(config—ipsec—tunnel)#set transform esp—aes128 esp—shal—hmac
NXR(config-ipsec—tunnel)#set pfs group2
NXR(config—ipsec—tunnel)#set sa lifetime 3600
NXR(config-ipsec—tunnel)#set key—exchange isakmp 1
NXR(config-ipsec—tunnel)#match address NETG nat—traversal
NXR(config-ipsec—tunnel)#exit

NXR(config)#interface ppp 0

NXR(config—ppp)#ip address 10.10.10.1/32
NXR(config—ppp)#ip masquerade

NXR(config—ppp)#ip access—group in ppp0_in
NXR(config—ppp)#ip spi—filter

NXR(config—ppp)#ip tcp adjust-mss auto

NXR(config—ppp)#no ip redirects

NXR(config—ppp)#ppp username test1@centurysys password test1pass
NXR(config—ppp)#ipsec policy 1

NXR(config—ppp)texit

NXR(config)ttinterface ethernet 1

NXR(config-if)#no ip address

NXR(config—if#pppoe—client ppp 0

NXR(config—if)#exit

NXR(config)#system led aux 1 interface ppp O
NXR(config)#dns

NXR(config-dns)#service enable

NXR(config—dns)#exit

NXR(config)#exit

NXR#save config

NXRDFBRESIVaAT U ROMERICEALELTIE. CHRIHABELVTLWANXREFZ O I—H—XHARCLIRE &
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8%
IPsec IKREFESR A&

IPsec IREEFER A X

[(NXR]
o RT—HRADWEDR
IPsec D& RIVIKRE—E THEZRT S5 51X, show ipsec status brief AY U REFRALET,

<ETHD>
nxr120#show ipsec status brief
TunnelName Status
tunnell up
tunnel2 down

IPsec SA MHEILL TUL VS (IPsec established)t D% up, F N LIS % down ELTRRLET,

IPsec M SA FEIIKREZTER T DI5E L. show ipsec status AT REFEALET,
F 1= show ipsec status AT KD I tunnel RY—BE>FIRET D EIZ&Y tunnel IRY S —FIZRT—
ARZRFSEDIENTEEFT  CNIIZMRNBERTHEL DR —FHERTIDIZEMTT,
<ETHD>
nxr120#show ipsec status
000 “tunnel1”:192.168.30.0/24===10.10.30.1[nxrc]...10.10.10.1[10.10.10.1]===192.168.10.0/24; erouted; eroute
owner: #2
000 “tunnel1™:  ike_life: 10800s; ipsec_life: 3600s; margin: 270s; inc_ratio: 100%
000 “tunnel1™:  newest ISAKMP SA: #1; newest IPsec SA: #2;
000 “tunnel1”:  IKE proposal: AES_CBC_128/HMAC_SHA1/MODP_1536
000 “tunnel1”:  ESP proposal: AES_CBC_128/HMAC_SHA1/MODP_1536
000
000 #2: “tunnell” STATE_QUICK_I2 (sent QI2, IPsec SA established); EVENT_SA REPLACE in 3212s; newest
IPSEC; eroute owner
000 #2: “tunnell” esp.7abcb4c1@10.10.10.1 (0 bytes) esp.9867e772@10.10.30.1 (0 bytes); tunnel
000 #1: “tunnell” STATE_AGGRI2 (sent AI2, ISAKMP SA established); EVENT SA REPLACE in 10291s;
newest ISAKMP
000
Connections:

Security Associations:
none

® N7 DR

A4 [& show syslog message AV K TR T AT EMNTEET,

(&) ZZTHRELTWASRATDTSA4H)T41E infoWIHAE)ERRYET , CDTSA4A )T 1% debug [TE
BIbHiLlcLYiYZ<nnsnEhsnEzd,

IPsec ST TEICIXLUT O LSO AHAIhET,
> AV I—RZTAUE—FFI AR
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IPsec IKREFESR A&

<H B>

pluto[XXXX]: “tunnell” #1: initiating Main Mode

pluto[XXXX]: “tunnell” #1: received Vendor ID payload [strongSwan]

pluto[XXXX]: “tunnell” #1: received Vendor ID payload [XAUTH]

pluto[XXXX]: “tunnell” #1: received Vendor ID payload [Dead Peer Detection]

pluto[XXXX]: “tunnel1” #1: ISAKMP SA established

pluto[XXXX]: “tunnel1l” #1: Dead Peer Detection (RFC 3706): enabled

pluto[XXXX]: “tunnell” #2: initiating Quick Mode PSK+ENCRYPT+TUNNEL+PFS+UP {using isakmp#1}
charon: 03[KNL] interface tunnell activated

pluto[XXXX]: “tunnell” #2: sent QI2, IPsec SA established {ESP=>0x14bd33f0 <0xf49c1f56 DPD}

> LRARUE TAMUE—FFIAR

<H D

pluto[XXXX]: packet from 10.10.10.1:500: received Vendor ID payload [strongSwan]
pluto[XXXX]: packet from 10.10.10.1:500: received Vendor ID payload [ XAUTH]
pluto[XXXX]: packet from 10.10.10.1:500: received Vendor ID payload [Dead Peer Detection]
pluto[XXXX]: “tunnell” #3: responding to Main Mode

pluto[XXXX]: “tunnel1l” #3: sent MR3, ISAKMP SA established

pluto[XXXX]: “tunnel1l” #3: Dead Peer Detection (RFC 3706): enabled

pluto[XXXX]: “tunnell” #4: responding to Quick Mode

charon: 03[KNL] interface tunnell activated

pluto[XXXX]: “tunnell” #4: IPsec SA established {ESP=>0x9c4fb981 <0xc30f38e1 DPD}

> A=V I—BTT7ILyITE—RFI AR
< D

pluto[XXXX]: “tunnel1” #1: initiating Aggressive Mode #1, connection “tunnell”

pluto[XXXX]: “tunnell” #1: received Vendor ID payload [strongSwan]

pluto[XXXX]: “tunnell” #1: received Vendor ID payload [XAUTH]

pluto[XXXX]: “tunnell” #1: received Vendor ID payload [Dead Peer Detection]

pluto[XXXX]: “tunnel1” #1: sent AI2, ISAKMP SA established

pluto[XXXX]: “tunnel1” #1: Dead Peer Detection (RFC 3706): enabled

pluto[XXXX]: “tunnell” #2: initiating Quick Mode PSK+ENCRYPT+TUNNEL+PFS+UP+0x4000000
{using isakmp#1}

charon: 03[KNL] interface tunnell activated

pluto[XXXX]: “tunnell” #2: sent QI2, IPsec SA established {ESP=>0xc5e28ab0 <0x899ed286 DPD}

> LARRUETTILYTE—RFIAR
<HAB>

pluto[XXXX]: packet from 10.10.30.1:500: received Vendor ID payload [strongSwan]

pluto[XXXX]: packet from 10.10.30.1:500: received Vendor ID payload [XAUTH]

pluto[XXXX]: packet from 10.10.30.1:500: received Vendor ID payload [Dead Peer Detection]
pluto[XXXX]: “tunnel1”[1] 10.10.30.1 #1: responding to Aggressive Mode from unknown peer 10.10.30.1
pluto[XXXX]: “tunnel1”[1] 10.10.30.1 #1: ISAKMP SA established

pluto[XXXX]: “tunnel1”[1] 10.10.30.1 #1: Dead Peer Detection (RFC 3706): enabled

pluto[XXXX]: “tunnel1”[1] 10.10.30.1 #2: responding to Quick Mode

charon: 03[KNL] interface tunnell activated

pluto[XXXX]: “tunnel1”[1] 10.10.30.1 #2: IPsec SA established {ESP=>0x899ed286 <0xc5e28ab0 DPD}

» LARUETTZYI Ly TE—K+NAT bS5/8—H )LF| ARG A : VPN Client/NET-G)
<H D
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IPsec IKREFESR A&

pluto[XXXX]: packet from 10.10.40.1:500: ignoring Vendor ID payload [SSH Sentinel 1.4.1]

pluto[XXXX]: packet from 10.10.40.1:500: received Vendor ID payload [RFC 3947]

pluto[XXXX]: packet from 10.10.40.1:500: ignoring Vendor ID payload [draft—stenberg—ipsec—nat—traversal—-02]

pluto[XXXX]: packet from 10.10.40.1:500: ignoring Vendor ID payload [draft—stenberg—ipsec—nat—traversal—-01]

pluto[XXXX]: packet from 10.10.40.1:500: ignoring Vendor ID payload [draft-ietf-ipsec—nat—t—ike—03]

pluto[XXXX]: packet from 10.10.40.1:500: ignoring Vendor ID payload [draft—ietf-ipsec—nat—t—ike—02_n]

pluto[XXXX]: packet from 10.10.40.1:500: ignoring Vendor ID payload [draft—ietf-ipsec—nat—t—ike—02]

pluto[XXXX]: packet from 10.10.40.1:500: ignoring Vendor ID payload [draft-ietf-ipsec—nat—t—ike—00]

pluto[XXXX]: packet from 10.10.40.1:500: received Vendor ID payload [XAUTH]

pluto[XXXX]: packet from 10.10.40.1:500: received Vendor ID payload [Dead Peer Detection]

pluto[XXXX]: “tunnel1”[1] 10.10.40.1 #1: responding to Aggressive Mode from unknown peer 10.10.40.1

pluto[XXXX]: “tunnel1”[1] 10.10.40.1 #1: NAT-Traversal: Result using RFC 3947: both are NATed

pluto[XXXX]: “tunnel1”[1] 10.10.40.1 #1: ISAKMP SA established

pluto[XXXX]: “tunnel1”[1] 10.10.40.1 #1: Dead Peer Detection (RFC 3706): enabled

pluto[XXXX]: | NAT-T: new mapping 10.10.40.1:500/4500)

pluto[XXXX]: “tunnel1”[1] 10.10.40.1:4500 #2: responding to Quick Mode

charon: 03[KNL] interface tunnell activated

pluto[XXXX]: “tunnel1”[1] 10.10.40.1:4500 #2: IPsec SA established {ESP=>0x085012f6 <0x7df01563
NATOA=0.0.0.0 DPD}

FISAKMP SA established 1HY ISAKMP SA MFEIZLT=C&% . [Psec SA established ]HY IPsec SA AFEIZLT=C
EERLTWET,

IPsec AR T AEICH ASNBZOT5 ELTUTOISIHEDAEIFONET,
> XRBEINSDIEENEN(AMVE—FR)

A= T—4lnnsHHED>
pluto[XXXX]: “tunnell” #1: initiating Main Mode

pluto[XXXX]: “tunnell” #1: max number of retransmissions (20) reached STATE_MAIN I1. No response(or no
acceptable response) to our first IKE message

pluto[XXXX]: “tunnell” #1: starting keying attempt 2 of an unlimited number

pluto[XXXX]: “tunnell” #2: initiating Main Mode to replace #1

(=) XMEJL—BD) WAN E#EMNEHRSNTULSD ., /S Y EAELTULS A, IPsec DT« JLZ (UDP500) [ EF
"IN TS, IPsec H—E ADEEIL TLINEH ., WREIL—F T T S IPsec REMNIELSERESINT
WBHIEEFREZEL TS,

> FABHNSDIEELLEN(TI LY TE—NR)
A= T—HBEl0aT HABD
luto[XXXX]: “tunnell” #1: initiating Aggressive Mode #1, connection “tunnell”

pluto[XXXX]: “tunnell” #1: max number of retransmissions (20) reached STATE_AGGR.I1
pluto[XXXX]: “tunnell” #1: starting keying attempt 2 of an unlimited number
pluto[XXXX]: “tunnell” #2: initiating Aggressive Mode #2 to replace #1, connection “tunnell”

(=) SEIL—F0) WAN BN EREISN TS D . /Ny bAELTULS A, IPsec D T4JL42(UDP500) I%EF
A INTULVSD, IPsec H—E AN EEIL TLINSH ., RAIIL—FTZET S IPsec HEMNIELEREINT
WBHIEEFREZELTIESLY,

> BUTEZRIVHALBNAZSI—EDRAE—R)
LRRUFEIOOS H AF>

pluto[XXXX]: packet from 10.10.20.1:500: initial Main Mode message received on 10.10.10.1:500 but no
connection has been authorized with policy=PSK

(=) Zz—X1DOE—FIFZELLA . JFEDIL—ED IP PRLRADHREIXIELLIA ., IPsec DEETFEDREED (T
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[FELLAVEEERHERL TS,

> EHETEIRYUABNAZS I —ENT I LY TE—R)
LRARUFRIOOT H HHD>

pluto[XXXX]: packet from 10.10.20.1:500: initial Aggressive Mode message received on 10.10.10.1:500 but no
connection has been authorized with policy=PSK

(=) Zz—X1DE—FIXELLD, IPsec DRFEDEEDIFTIZIELLIMNREERERL TS,

> BHHEROR—B(AVE—F)

LLRRUAEIOBS E AFD

pluto[XXXX]: “tunnell” #1: responding to Main Mode

pluto[XXXX]: “tunnell” #1:"tunnell” #1: next payload type of ISAKMP Identification Payload has an unknown
value

pluto[XXXX]: “tunnel1” #1: probable authentication failure (mismatch of preshared secrets?):

malformed payload in packet

&) BELOIL—FTHRELL-FAHAR (PSK) OEMNELLAHERLTIZSL,
A=2T—5flOBTHAH>

pluto[XXXX]: “tunnell” #1: initiating Main Mode
pluto[XXXX]: “tunnell” #1: next payload type of ISAKMP Hash Payload has an unknown value:

(=) BELDIIL—FTRELEEAHER (PSK) DEAELVDAERLTZE,

> BRIHBEBOLR—B(TILYITE—R)
LRRUA RO AHD
[ pluto[XXXX]: “tunnel2”[1] 10.10.30.1 #1: responding to Aggressive Mode from unknown peer 10.10.30.1
(=) BEVLDII—FTHREL-EFAHER (PSK) DEMNELLMEELTIZELY,
A= T—HBEI0RT HAED
pluto[XXXX]: “tunnell” #1: initiating Aggressive Mode #1, connection “tunnell”

pluto[XXXX]: “tunnell” #1: received Hash Payload does not match computed value
pluto[XXXX]: “tunnel1” #1: sending notification INVALID_HASH_INFORMATION to 10.10.10.1:500

(=) BEVDIL—FTREL-ZAHER (PSK) DEAELVDAFERL TS,

> J—RX1D D F—H(A=ZLIT—HD self-identity F—2)

LRRUAEIOOSH AH>

pluto[XXXX]: “tunnel2”[1] 10.10.30.1 #1: no suitable connection for peer 'nxr’
pluto[XXXX]: “tunnel2”[1] 10.10.30.1 #1: initial Aggressive Mode packet claiming to be from 10.10.30.1 but no

connection has been authorized
pluto[XXXX]: “tunnel2”[1] 10.10.30.1 #1: sending notification INVALID_ID_INFORMATION to 10.10.30.1:500

(=) ipsec isakmp policy FREE—KF D remote identity AXFTHRELE(D 24 T2 &) HAxI MEEI[D
self-identity E—EIL TLV\AHMHEZEL TS,
A= x—52lOaT HHE)>

pluto[XXXX]: “tunnell” #1: initiating Aggressive Mode #1, connection “tunnell”
pluto[XXXX]: packet from 10.10.10.1:500: ignoring informational payload, type INVALID_ID_INFORMATION

(=) ipsec local policy X EE—KF D self-identity AV F THRELI-E (D 24 T2 EL) N3t AIEEIZED remote
identity E—EIL TLH M ERRL TKIZELY,

» TJ1—X10D ID F—HH(LAKRUHS D self-identity T —)
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LLRARUAEIOBS E AFD

pluto[XXXX]: “tunnel2”[1] 10.10.30.1 #1: responding to Aggressive Mode from unknown peer 10.10.30.1
pluto[XXXX]: packet from 10.10.30.1:500: ignoring informational payload, type INVALID_ID_INFORMATION

(=) ipsec isakmp policy SREE—K D remote identity AT /R THREL-E (D 34 TEEL) A%t AIEI{D
self-identity &E—EBIL TL\AMEESRL TS,

A= I—F@longHAd>

pluto[XXXX]: “tunnell” #1: initiating Aggressive Mode #1, connection “tunnell”
pluto[XXXX]: “tunnell” #1: no suitable connection for peer '10.10.10.1
pluto[XXXX]: “tunnel1” #1: initial Aggressive Mode packet claiming to be from 10.10.10.1but no connection has

been authorized
pluto[XXXX]: “tunnell” #1: sending notification INVALID_ID_INFORMATION to 10.10.10.1:500

(=) ipsec local policy SREE—KF® self-identity AYKFTHEL{E(D 2472 &) At AR D
remoteidentity &E—E L TLVAMEESRL TS,

> JI—X 20D AFR—

LLRRUAEIOBS H AFD

pluto[XXXX]: “tunnel2”[1] 10.10.30.1 #1: responding to Aggressive Mode from unknown peer 10.10.30.1
pluto[XXXX]: “tunnel2”[1] 10.10.30.1 #1: ISAKMP SA established

pluto[XXXX]: “tunnel2”[1] 10.10.30.1 #1: Dead Peer Detection (RFC 3706): enabled

pluto[XXXX]: “tunnel2”[1] 10.10.30.1 #1: cannot respond to IPsec SA request because no connectionis known
for 192.168.10.0/24===10.10.10.1[10.10.10.1]...10.10.30.1[nxrc]===192.168.30.0/24

plutolXXXX]: “tunnel2”[1] 10.10.30.1 #1: sending encrypted notification INVALID_ID_INFORMATION
t010.10.30.1:500

(=) ipsec access—list AV R CEREL-EN T RIHEIREX (ZAE>TLVAHMHEZEL TLESLY,

A= IT—HBI0RT HABD
pluto[XXXX]: “tunnell” #1: initiating Aggressive Mode #1, connection “tunnell”
pluto[XXXX]: “tunnell” #1: sent AI2, ISAKMP SA established
pluto[XXXX]: “tunnel1l” #1: Dead Peer Detection (RFC 3706): enabled
pluto[XXXX]: “tunnell” #2: initiating Quick Mode PSK+ENCRYPT+TUNNEL+PFS+UP+0x4000000 {using
isakmp#1}
pluto[XXXX]: “tunnel1” #1: ignoring informational payload, type INVALID_ID_INFORMATION

(=) ipsec access—list AV R CEREL-EN T RIHEERET (CIE> TSN HEZEL TLESLY,

> PFSEREDT—HB(LARUSAITOH PFS ZERTE)

LLRRUA RO AHD
pluto[XXXX]: “tunnel2”[1] 10.10.30.1 #1: responding to Aggressive Mode from unknown peer 10.10.30.1
pluto[XXXX]: “tunnel2”[1] 10.10.30.1 #1: ISAKMP SA established
pluto[XXXX]: “tunnel2”[1] 10.10.30.1 #1: Dead Peer Detection (RFC 3706): enabled
pluto[XXXX]: “tunnel2”[1] 10.10.30.1 #2: we require PFS but Quick I1 SA specifies no GROUP_DESCRIPTION
pluto[XXXX]: “tunnel2”[1] 10.10.30.1 #2: sending encrypted notification NO_PROPOSAL_CHOSEN to
10.10.30.1:500

(=) ipsec tunnel policy BXTEE—K®D set pfs AV R TEREL-EAXTAEIFE—BLTWAIMEEL TS
0y,

AZ2T—2EIOOT HHE>

pluto[XXXX]: “tunnell” #1: initiating Aggressive Mode #1, connection “tunnell”

pluto[XXXX]: “tunnell” #1: sent AI2, ISAKMP SA established

pluto[XXXX]: “tunnel1l” #1: Dead Peer Detection (RFC 3706): enabled

pluto[XXXX]: “tunnell” #2: initiating Quick Mode PSK+ENCRYPT+TUNNEL+UP+0x4000000 {using isakmp#1}
pluto[XXXX]: “tunnell” #1: ignoring informational payload, type NO_PROPOSAL_CHOSEN

(=) ipsec tunnel policy EXTEE—F® set pfs AV FEHRTFELTLAMEZEL TEELY,
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(VPN Client/NET-G]
VPN Client/NET-G TIZ, IPsec H#EFRF DO Z MG T D EMNFIRETT
CNIZ&Y Psec NFEIL TELMEE LA EHRTHEICLYRREBRAFRETY .
045 %8G 51=HI(ZI&. VPN Client/NET-G DA A= 1—m ST EERE |->TIKE AS 1V RHER TR 12N
LET . XEEMIL. VPN Client/NET-G D1—H—I =27 IILETSEBT LY,
RRESNTNBATDLARILIETLow | ZEELTLVET,
(&) RIRSNDEREIL. FERLELRIVICKYERLGYET,

IPsec T THRIZIILUT OISO NHE hEhE T,
> Ty TE—RFIABENAT bS/\—H LR FER)
< A

Security: Info: The remote server at 10.10.10.1:500 is '88 2f €5 6d 6f d2 0d bc 22 51 61 3b 2e be 5b eb’

Security: Info: The remote server at 10.10.10.1:500 is 'draft—beaulieu—ike—xauth—02.txt’

Security: Info: The remote server at 10.10.10.1:500 is 'RFC3706 Dead Peer Detection’

DEBUG: *** SSH_IPADDR_ANY ***:500 (Initiator) <=> 10.10.10.1:500 { 502966dd 9ab4ff3b — ddf1a62a 8393f65e [-1] / 0x00000000 } Aggr;

MESSAGE: Phase 1 version = 1.0, auth_method = Pre shared keys, cipher = aes—cbc, hash = shal, prf = hmac-shal, life = 0 kB / 14400 sec,

key len = 128, group = 2

Auth: Info: Phase—1 [initiator] between fqdn(udp:500,[0..3]=netg) and ipv4(any:0,[0..3]=10.10.10.1) done.

DEBUG: *#* SSH_IPADDR_ANY ***:500 (Initiator) <-> 10.10.10.1:500 { 502966dd 9ab4ff3b — ddfia62a 8393f65e [0] / 0xfc394794 } QM;

MESSAGE: Phase 2 connection succeeded, Using PFS, group = 2

DEBUG: #** SSH_IPADDR_ANY ***:500 (Initiator) <-> 10.10.10.1:500 { 502966dd 9ab4ff3b — ddfia62a 8393f65e [0] / 0xfc394794 } QM;

MESSAGE: SA[0][0] = ESP aes, life = 409600 kB/3600 sec, group = 2, tunnel, hmac—sha1-96, key len = 128, key rounds = 0

Auth: Info: Phase-2 [initiator] done bundle 11 with 2 SA’s by rule 199: ipsec
ipv4(any:0,[0..31=192.168.20.1)<->ipv4_subnet(any:0,[0..71=192.168.10.0/24)(gw:ipv4(any:0,[0..3]=10.10.10.1))’

Auth: Info: SA ESP[10b9f3f4] alg [aes—cbc/16]+hmac[hmac—-sha1-96] bundle [11,0] pri 0O opts src=ipv4(any:0,[0..3]=192.168.20.1)

dst=ipv4_subnet(any:0,[0..7]=192.168.10.0/24)

Auth: Info: SA ESP[5da4a656] alg [aes—cbc/16]+hmac[hmac—sha1-96] bundle [11,0] pri O opts
src=ipv4_subnet(any:0,[0..7]=192.168.10.0/24) dst=ipv4(any:0,[0..3]=192.168.20.1)

> Ty TE—RFIABENAT b5/ \—H)L{E )
< D

Security: Info: The remote server at 10.10.10.1:500 is '88 2f €5 6d 6f d2 0d bc 22 51 61 3b 2e be 5b eb’

Security: Info: The remote server at 10.10.10.1:500 is 'draft-beaulieu—ike—xauth—02.txt’

Security: Info: The remote server at 10.10.10.1:500 is 'RFC3706 Dead Peer Detection’

Security: Info: The remote server at 10.10.10.1:500 is 'RFC3947 NAT Traversal’

DEBUG: ***x SSH_IPADDR_ANY **#:500 (Initiator) <> 10.10.10.1:4500 { 7b70fdb2 70773115 — 937a8c44 a5ecc2b0 [-1] / 0x00000000 }
Aggr; MESSAGE: Phase 1 version = 1.0, auth_method = Pre shared keys, cipher = aes—cbc, hash = shal, prf = hmac-shal, life = 0 kB /
14400 sec, key len = 128, group = 2

Auth: Info: Phase—1 [initiator] between fqdn(udp:500,[0..3]=netg) and ipv4(any:0,[0..3]=10.10.10.1) done.

DEBUG: **x SSH_IPADDR_ANY ***:4500 (Initiator) <—> 10.10.10.1:4500 { 7b70fdb2 70773115 — 937a8¢44 a5ecc2b0 [0] / 0x0101c2¢f } QM;
MESSAGE: Phase 2 connection succeeded, Using PFS, group = 2

DEBUG: *** SSH_IPADDR_ANY ***:4500 (Initiator) <=> 10.10.10.1:4500 { 7b70fdb2 70773115 — 937a8¢c44 a5ecc2b0 [0] / 0x0101c2¢f } QM;
MESSAGE: SA[0][0] = ESP aes, life = 409600 kB/3600 sec, group = 2, udp—encap—tunnel, hmac—sha1-96, key len = 128, key rounds = 0
Auth: Info: Phase-2 [initiator] done bundle 4 with 2 SA’s by rule 79: ipsec
ipv4(any:0,[0..3]=192.168.20.1)<->ipv4_subnet(any:0,[0..7]=192.168.10.0/24)(gw:ipv4(any:0,[0..3]=10.10.10.1))’

Auth: Info: SA ESP[5fee317d] alg [aes—cbc/16]+hmac[hmac—sha1-96] bundle [4,0] pri 0 opts udpencap src=ipv4(any:0,[0..3]1=192.168.20.1)
dst=ipv4_subnet(any:0,[0..7]=192.168.10.0/24)

Auth: Info: SA ESP[c6b838a5] alg [aes—cbc/16]+hmac[hmac—shal-96] bundle [4,0] pri O opts udpencap
src=ipv4_subnet(any:0,[0..7]=192.168.10.0/24) dst=ipv4(any:0,[0..3]1=192.168.20.1)
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IPsec AR T AEICH ASNBZOT ELTUTOISIHEDAEIFLNET,
> RABEIINODIEEMNEL
<Ay HAp>

DEBUG: *¥* SSH_IPADDR_ANY ***:500 (Initiator) <=> 10.10.10.2:500 { 85430614 874bf810 — 00000000 00000000 [-1] / 0x00000000 } Aggr;
Connection timed out or error, calling callback
Auth: Info: Phase—1 [initiator] between fqdn(udp:500,[0..3]=netg) and ipv4(udp:500,[0..3]=10.10.10.2) failed; Timeout.

(=) NXR D WAN EIfRAMERSNTLSD ., /ATy EL TS D, IPsec DT )LA (UDP500) [EEF A SN T
LBM, IPsec H—E XAEEIL TLVSH . NXR T HT 5 IPsec EMNELSEESN TSI LRELHE
BLTLEELY,

VPN Client/NET-G I TIZLL F DR EZHERL TSN,
X 1)T4RYS— DTBBIOTO/RT1 DT F—b Iz 1P PRLR]

> 7x—X1ID OFR—K
<a4gHHED>

DEBUG: ***x SSH_IPADDR_ANY #***:500 (Initiator) <> 10.10.10.1:500 { 374e78d5 eaa19830 — 00000000 00000000 [-1] / 0x00000000 }
Aggr; Connection timed out or error, calling callback
Auth: Info: Phase—1 [initiator] between fqdn(udp:500,[0..2]=net) and ipv4(udp:500,[0..3]1=10.10.10.1) failed; Timeout.

(=) VPN Client/NET-G & NXR TEREL7T—X 10D ID A—HL TL\SHHEFEL TEZALY,
VPN Client/NET-G, NXR ZNZ N TUT DEHELHERL TZEL,
VPN Client/NET-G {8l : TEE£N £ FH1->TIDIDRAMR AL F
NXR {8]: ipsec isakmp policy X E—F— remote identity AR

> BEATEAROF—H
<45 H A

DEBUG: **x SSH_IPADDR_ANY ***:500 (Initiator) <-> 10.10.10.1:500 { 251499¢cb fa741ae5 — 37¢74116 1f9e0c81 [-1] / 0x00000000 } Aggr;
Hash value mismatch

Auth: Info: Phase—1 [initiator] between fqdn(udp:500,[0..3]=netg) and ipv4(udp:500,[0..3]=10.10.10.1) failed; Authentication failed.

DEBUG: #** SSH_IPADDR_ANY ***:500 (Initiator) <> 10.10.10.1:500 { 251499¢cb fa741ae5 — 37¢74116 1f9e0c81 [-1] / 0x00000000 } Aggr;
Error = Authentication failed (24)

(=) VPN Client/NET-G & NXR TEREL-FRILAH (PSK) DEN—HBL TLAMHERL TS,
VPN Client/NET-G, NXR ZNENTUT DR EEHEZL TS,
VPN Client/NET-G {8 : TERAN £ HHE 1> HEF L —IL vk

NXR {8l :ipsec isakmp policy % FEE—K— authentication pre—share A< K

> Ji—X 20D F—
<a4gHHED>

Security: Info: The remote server at 10.10.10.1:500 is '88 2f e5 6d 6f d2 0d bc 22 51 61 3b 2e be 5b eb’

Security: Info: The remote server at 10.10.10.1:500 is 'draft-beaulieu—ike—xauth—-02.txt’

Security: Info: The remote server at 10.10.10.1:500 is 'RFC3706 Dead Peer Detection’

DEBUG: ##* SSH_IPADDR_ANY #*##:500 (Initiator) <-> 10.10.10.1:500 { 81b43121 2d49f76d — caca254c 532dcef2 [-1] / 0x00000000 } Aggr;
MESSAGE: Phase 1 version = 1.0, auth_method = Pre shared keys, cipher = aes—cbc, hash = shal, prf = hmac—shal, life = 0 kB / 14400 sec,
key len = 128, group = 2

Auth: Info: Phase—1 [initiator] between fqdn(udp:500,[0..3]=netg) and ipv4(any:0,[0..3]=10.10.10.1) done.

DEBUG: #** SSH_IPADDR_ANY #***:500 (Responder) <-> 10.10.10.1:500 { 81b43121 2d49f76d — caca254c 532dcef2 [1] / Ox1ee1633f } Info;
Received notify err = Invalid ID information (18) to isakmp sa, delete it

Auth: Info: Phase-2 [initiator] for ipv4(icmp:0,[0..3]=192.168.20.10) and ipv4(icmp:0,[0..3]1=192.168.10.1) failed; Aborted notification.
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(=) VPN Client/NET-G & NXR TEREL=7z—X20 ID N—FL TS FERRL TEELY,
VPN Client/NET-G, NXR ZNZ N TUT DEREEFHERL TZEL,
VPN Client/NET-G il : ¥ T4RY—1->TRAIDTONTA1>MREB IP PRLRERET 51>
MR IP PRLR ]
X2 T4R)— 1->MRRAOTO/T1 1>TE—bRYET—25 |
NXR {8l :ipsec access—list ATK

ipsec tunnel policy 2 E—F— match address A< F
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FHEF D show config oKX FIL

1-1. EEKREF1 (R IP PRLURZHERALERTE)

(NXR DE&E ]
|
I Century Systems NXR-120 Series ver 5.18.6 (build 7/10:35 29 08 2012)
I

hosthame NXR
telnet—server enable

http—server enable
]

ipv6 forwarding

no fast—forwarding enable

]

]

!

ipsec local policy 1
address ip

]

!

ipsec isakmp policy 1
description NETG
authentication pre—share ipseckey
keepalive 30 3 periodic clear
hash shal
encryption aes128
group 2
isakmp—mode aggressive
remote address ip any
remote identity fqdn netg
local policy 1

]

!

ipsec tunnel policy 1
description NETG
negotiation—-mode responder
set transform esp—aes128 esp—shal—hmac
set pfs group2
set key—exchange isakmp 1
match address NETG

]

I

interface tunnel 1
no ip address
ip tcp adjust—-mss auto
tunnel mode ipsec ipv4
tunnel protection ipsec policy 1

]

interface ppp 0
ip address 10.10.10.1/32
no ip redirects
ip tcp adjust—-mss auto
ip access—group in ppp0_in
ip masquerade
ip spi—filter
ppp username test1@centurysys password test1pass
ipsec policy 1
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interface ethernet 0
ip address 192.168.10.1/24
]
interface ethernet 1
no ip address
pppoe—client ppp 0
]
dns
service enable
]
syslog
local enable
]
]
!
no system led ext 0
system led aux 1 interface ppp 0
system led aux 2 interface tunnel 1

ip route 192.168.20.1/32 tunnel 1
ip route 0.0.0.0/0 ppp O
I

ip access—list ppp0_in permit any 10.10.10.1 udp 500 500
ip access—list ppp0_in permit any 10.10.10.1 50
]

ipsec access—list NETG ip 192.168.10.0/24 192.168.20.1/32
]

!
end

1-2. EXRZEH2 (RE IP PRLREFEALLGLERE)
(NXR DEFE]

i Century Systems NXR-120 Series ver 5.18.6 (build 7/10:35 29 08 2012)
]

hosthame NXR
telnet—server enable
http—server enable

ipv6 forwarding

no fast—forwarding enable

]

]

!

ipsec local policy 1
address ip

]

!

ipsec isakmp policy 1
description NETG
authentication pre—share ipseckey
keepalive 30 3 periodic clear
hash shal
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encryption aes128
group 2
isakmp—mode aggressive
remote address ip any
remote identity fqdn netg
local policy 1

]

!

ipsec tunnel policy 1
description NETG
negotiation—mode responder
set transform esp—aes128 esp—shal—hmac
set pfs group2
set key—exchange isakmp 1
match address NETG

]

I

interface ppp 0
ip address 10.10.10.1/32
no ip redirects
ip tcp adjust—mss auto
ip access—group in ppp0_in
ip masquerade
ip spi—filter
ppp username test1@centurysys password test1pass
ipsec policy 1

]

interface ethernet 0
ip address 192.168.10.1/24

]

interface ethernet 1
no ip address
pppoe—client ppp 0

]

dns
service enable

]

syslog
local enable

]

]

I

no system led ext 0

system led aux 1 interface ppp 0

ip route 0.0.0.0/0 ppp O
I

ip access—list ppp0_in permit any 10.10.10.1 udp 500 500
ip access—list ppp0_in permit any 10.10.10.1 50
]

ipsec access—list NETG ip 192.168.10.0/24 host
!

!
end

8%
EREHD show config e TIL
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2-1. IPsec NAT ;5/3—HILERTE (k%8 IP PRLRAZERL-EE)
(NXR DE&RE ]

!

I Century Systems NXR-120 Series ver 5.18.6 (build 7/10:35 29 08 2012)

I

hostname NXR
telnet—server enable
http—server enable

ipv6 forwarding

no fast—forwarding enable

]

!

ipsec nat—traversal enable

]

ipsec local policy 1
address ip

]

!

ipsec isakmp policy 1
description NETG
authentication pre—share ipseckey
keepalive 30 3 periodic clear
hash shal
encryption aes128
group 2
isakmp—mode aggressive
remote address ip any
remote identity fqdn netg
local policy 1

]

!

ipsec tunnel policy 1
description NETG
negotiation—mode responder
set transform esp—aes128 esp—shal—hmac
set pfs group2
set key—exchange isakmp 1
match address NETG

]

I

interface tunnel 1
no ip address
ip tcp adjust—-mss auto
tunnel mode ipsec ipv4
tunnel protection ipsec policy 1

]

interface ppp 0
ip address 10.10.10.1/32
no ip redirects
ip tcp adjust—mss auto
ip access—group in ppp0_in
ip masquerade
ip spi—filter
ppp username test1@centurysys password test1pass
ipsec policy 1

]

interface ethernet 0
ip address 192.168.10.1/24
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EREHD show config e TIL

interface ethernet 1
no ip address
pppoe—client ppp 0
]
dns
service enable
]
syslog
local enable
]
|
I
no system led ext 0
system led aux 1 interface ppp 0
system led aux 2 interface tunnel 1

ip route 192.168.20.1/32 tunnel 1
ip route 0.0.0.0/0 ppp O
}

ip access—list ppp0_in permit any 10.10.10.1 udp any 500
ip access—list ppp0_in permit any 10.10.10.1 udp any 4500
]

ipsec access—list NETG ip 192.168.10.0/24 192.168.20.1/32
I

end

2-2. IPsec NAT FS/\—H)LERTE (RE IP PRLRZEALAZVERTE)

(NXR D% E]

i Century Systems NXR-120 Series ver 5.18.6 (build 7/10:35 29 08 2012)

hosthame NXR
telnet—server enable

http—server enable
]

ipv6 forwarding

no fast—forwarding enable

]

!

ipsec nat—traversal enable

]

ipsec local policy 1
address ip

]

!

ipsec isakmp policy 1
description NETG
authentication pre—share ipseckey
keepalive 30 3 periodic clear
hash shal
encryption aes128
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EREHD show config e TIL

group 2
isakmp—mode aggressive
remote address ip any
remote identity fqdn netg
local policy 1

]

!

ipsec tunnel policy 1
description NETG
negotiation—-mode responder
set transform esp—aes128 esp—shal—hmac
set pfs group2
set key—exchange isakmp 1
match address NETG nat—traversal

]

!

interface ppp 0
ip address 10.10.10.1/32
no ip redirects
ip tcp adjust—-mss auto
ip access—group in ppp0_in
ip masquerade
ip spi—filter
ppp username test1@centurysys password test1pass
ipsec policy 1

]

interface ethernet 0
ip address 192.168.10.1/24

]

interface ethernet 1
no ip address
pppoe—client ppp 0

]

dns
service enable

]

syslog
local enable

]

]

I

no system led ext 0

system led aux 1 interface ppp 0

ip route 0.0.0.0/0 ppp O
I

ip access—list ppp0_in permit any 10.10.10.1 udp any 500
ip access—list ppp0_in permit any 10.10.10.1 udp any 4500
]

ipsec access—list NETG ip 192.168.10.0/24 host
]

end
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FutureNet 7 R—hr T RIOANDEBNVEHEIZELT

FutureNet 7 R—F T XINDEENEHEIZELT

HYR—FTRIIZERBNEHLETRERE. LT OREHRELS MO ETRIT D EMBERCHISSE TR EMNFRET
TOT. CHHESENELET,

¥FutureNet 7 R—bTRVIBICTIRETESELFERIE. RREOSMEEHESR—IEHB LSO BMIZIF
FRBLFEEA,
BETRBIBFEROBYBDIZOVWTHREAH DS SICIE. BEVEHLEREEIE/MIZTOEITE
BTEV, (BREIF7AILOTOANATERY Psec DERIHARFERZHIRL THEEVIEUGELLE)
BHDTSAN\—R)—IZDVTIETEE URL DINBESHEER TSI,
http://www.centurysys.co jp/company/privacy.html

<NXR,VPN Client/NET-G #£18 >
B CHABEVTOSNXRBEREEFSO RN T —IERE
(CRIATEVTOSEROIL—F2ZEORILT—IHERD IP FTRLRZEHLI-LD)
B EBEE-TEEONBHLUVTOBRFIE
(WDECTRIET> B EICEDISHMBIFREL-OIETELLEITEAMIZEMSE TELY)
O BL&heErREs
OAOHOOKOORELYHR A LR B DT IPsec ICKDBIEN TEHL A>T, BERAER
FCIXMRELLFI A REE oz MAA LM B D IL—EOD LAN 8l IP PRL RIZx LT Ping [C&2EE
BISHERTELA, HFEIIL—F2D LANIIP PRL R, BB TFOIHKRIZH L TIE Ping [Tk 2 EE LR T
ERV, EERLERE TR B D/N\YI7yTERELTENSIA—REERL. pppl 122 TT—R
DREEToI-. REZTICRT ERIERSIMREET S,
B DO NEET X NTP TRIHZIToTULVS,
O BL&ahternEsl2
- REBR
OAOHOOKOO%E
- REHS
B AB i
- BERE
IPsec IZ&HBIEMTEE o1,
- YR ITRE
IL—EERTOIHmRND HZMWEADIL—2D LAN il IP 7RLRIZH LT Ping IZX A BB HERATHE,
®EIL—ED LAN 8l IP 7RL X, B2 F DimFRIZH LTI Ping ICKDBERERA A,

- EERERERTOEE
IW—BDREEBEORYNT—VICEET HERFITOTLVELY,
- w5

PEERLERTE CIIMELRF AR o=,
WERONEEET IR ADEBETI10 7. s B DEBETS 7 ENTLVD,
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O FELabhtErREHI3
7L IPsec MERTERTZH . —EL IPsec SA DHEILH LU IPsec DBEEMNTETULVELY, IPsec ZEXTE
LTWBBENDA U E—RINT I ERABE LV EZEIEAD Ping IZLHEBHEELRIRE, SHEHIK
BLUREFERNDOOT —EIERIER,

O B<EVLREWLEDLE RSN
VPN M TELLY,
—>VPN ELTHRIBLTWWATORa)LIE A, VPN DR RILDFEIL TELZLDO M BIENTELZLOM

LETH,
O BLELEWEHERES2
BIEMNTELEL,

—EDIITBENNDECTTELU (FFTELELGo12) DAL TR,

<NXR>

KIFEHMEIIGESNBHIIC

)T IVER CTEREIRGEINSBEIXIERIICTRITUREERTL TS,
#terminal width 180 ({1 EAEICER 915 E & terminal no width)

CFIAEVTLS NXR #GETOFREGREROAY
AJEUTOITU/RTHAShET,
#show syslog message
CHATELTULS NXR REDTI=HILHR—MEROFER
TOZANHR—MEBEUATOIARURTHASKETS,
# show tech—support
FEEREROENMVEEITUFORTHER (BN A—FFIREDOH)
#show mobile <N> ap
#show mobile <N> phone—number
#show mobile <N> signal-level

KA EE'ANAILTINARFUN

<VPN Client/NET-G>

FutureNet VPN Client/NET-G 4> Xb—)LLTLV\DEREKD OS 1FHR

CFIFATELYTLYS FutureNet VPN Client/NET-G D/ \—23 &S

CHRATELTLNS VPN Y547 TOFEEGRERORY

O %G9 57=5HIZ1&. VPN Client/NET-G DA A=a—WSEEE |-TKE O D R IERTIE
BIRLET, XEEHMIE. VPN Client/NET-G DA1—H—I =27 ILETSE TS,
(BEWEDHETEEIZERBT 505 LAILIL, [Detailed I THRELVBLET)
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BEEYR—F

FiEHS:0422—-37—-8926

BIETORGITUT OBBFETITVET,

AR ~ £EH 10:00 AM - 5:00 PM

L. EOEHINER . BHOEDIERFRIIBREET,

EFA—IILYR—k

E-mail: support@centurysys.co.jp

FAXHHR—k

FAX &%5:0422—55—3373

BFA—IL.FAX (X 88 24 BEZTHFTTEYET,

F2EL VRTLDAVTFUVARE LD ERRRDIZHELTIHEELHYET ., TOBRILEMLR—LR
—SHICTERITTERLZLET,
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