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m show

o show config

ooooooo running-config(C OO OOO0OOODOO)OOODOOOO
goooood  show config (Jxml)

o

show config file

ooooooo 00000o000ooo0oooDoooooooDoooooooo
Ooooood  show config file FILENAME xml

ooooooo show config file diskO:nxr.xml xml

o show startup-config

OOOoOoooo  startup-config(flashDO OO DOOUOOODOOO)ODOOOOOO
ooooooo show startup-config xml

OOOoOoooo  startup-config OO OOXMLOOOODOOOOODOO

o show config section

ooooooo odoooooooooooooooon

gooooogd  show config
(crp]dhcp-relay]dhcp-server|dns|ntp|qos|route-map
|router rip|router ospf|router bgp|snmp|syslog|upnp)

o show config ipsec
ooooooo IPsec000000O0O0OO0O0OPolicy ID/Tunnel IDODOO0O0ODOOO0OOOO
OO0 Policy/Tunnel OO0 00000000000 DOOOOOOOO
goooooo show config ipsec
(Jisakmp policy <1-65535>]local policy <1-255>]tunnel <1-65535>)

o show config 12tpv3
0000000 L300 0000000000Group ID/Tunnel ID/Xconnect IDO OO0 O0OOOO
0000000 Group/Tunnel/Xconnect 00 O 00000000 ODOOOOODOODOO
goooooo show config 12tpv3
(lgroup <1-4095>]tunnel <0-4095>|xconnect <1-4294967295>)

O show config ipv6 dhcp-client

ooooooo ipv6 dhcp-client0 000000000

0oooood  show config ipve dhcp-client (JWORD)

ooooooo ipv6 dhcp-client WORDO OO OO OwWORDO OO OO DOOO
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O show ip route
ooooooo Ooodoooooooooooooo
ooooooo show ip route (]bgp]connected|ospf|rip]|static)
show ip route cashe
show ip route database (]bgp]connected]ospf|rip]static)

O show ipv6 route
ooooooo IPv600 00000000000 O00OO
ooooooo show ipv6 route (]Jconnected|static)

show ipv6 route cache

show ipv6 route database (]connected]|static)

O show ip protocols
ggoboboodbbbooobbbouooobbooobobbooobo
OO0 ODODOO0O show ip protocols (Jospf|rip)

O show ip access-list
oooooooowoooooboooooooog
00000000 show ip access-list [1Pv4- ACL-NAME]

O show ip access-list
ooooooo iMAOOO00O0OO0O0DOODOO0OO
goooooo ip access-list IPv4-ACL-NAME (permit]deny) SRC-IP DST-IP
ip access-list IPv4-ACL-NAME (permit]deny) SRC-IP DST-IP PROTOCOL
ip access-list IPv4-ACL-NAME (permit]deny) SRC-IP DST-IP ICMP
ip access-list IPv4-ACL-NAME (permit|deny) SRC-IP DST-1P TCP/UDP
ip access-list IPv4-ACL-NAME (permit]deny) SRC-IP DST-IP TCP-OPTIONS

ooooooo
SRC-1P : ALB.C.D | A.B.C.D/M | any | FQDN
DST-IP : A.B.C.D | A.B.C.D/M | any | FQDN
PROTOCOL 1 <0-255> - Protocol number
1CMP : icmp | icmp <0-255> - ICMP <ICMP type>
TCP/UDP > tep | udp

: tep | udp <sport:1-65535>|any|range <min:1-65535> <max:1-65535>
<dport:1-65535>]any|range <min:1-65535> <max:1-65535>
TCP-OPTIONS : tep syn : TCP syn packets
. tep <sport:1-65535>|any|range <min:1-65535> <max:1-65535>
<dport:1-65535>]any|range <min:1-65535> <max:1-65535> syn
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O show ip default-gateway
0o0oooooooooooooooooooooooo
0000000 DOshow ip default-gateway

O show ip (snat]dnat)
OO0O0D0O0OO SNAT | DNATODOOODOODO
oo oooo show ip (snat]dnat) [NAT-RULE-NAME]

O show (ip]ipv6) connection
0o0ooo oo Tep/ubPO00 00O histeningD OO0 OODOODO
OO0 DO0O show (ip]ipv6) connection

O show ip statistics
ooooo OO Ooooogorro TcPO UDPO ICMPOOOOOOOODOOOOO
ooo OO0 show ip statistics

m show ip conntrack

o (ip]ipv6) conntrack
OO000O00ODO0Oconntrack tableD OO OOOO
00000000show (iplipvé) conntrack

o (ip]ipv6) conntrack limit
0000000  session limitOOOOOOdrop0 0000000 O0ODOODOOODOOO
0oooood  show (iplipve) conntrack limit

o (ip]ipv6) conntrack invalid-status-drop

goooooo session invalid-status-drop0 00000 drop0 00000000 OOODOODO
ood

gooogoog  show (ip]ipve) conntrack invalid-status-drop

O show ip spi-filter
OO0oOoooog Skl filterODOOOOOO
ooogood  show ip spi-filter

O show ip upnp

0oooooo UnP OOOOOOOOOOCOONATOODOOOOOD
OO00000O00O0D0O0NATOOOUPRP OOO0OO0OO0OD0OOCOO0OO0OOO0O0OO

goooooon show ip upnp (access-list|nat)
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O show ipv6 access-list

goooogon
goooogo

IpveO0 000000 OODOOOOO

show ipv6 access-list [IPv6-ACL-NAME]

O show ipv6 access-list

goooboon
goooogo

goooooo
SRC-1PV6
DST-1PV6
PROTOCOL
1CMPV6
TCP/UDP

TCP-OPTIONS

IPv60 00000000 DO0OOO0OO

ipv6 access-list IPv6-ACL-NAME (permit]deny) SRC-IPV 6 DST-IPV6

ipv6 access-list IPv6-ACL-NAME (permit]deny) SRC-1PV6 DST-1PV6 PROTOCOL
ipv6 access-list IPv6-ACL-NAME (permit]deny) SRC-IPV6 DST-1PV6 ICMPV6

ipv6 access-list IPv6-ACL-NAME (permit]deny) SRC-1PV6 DST-1PV6 TCP/UDP
ipv6 access-list IPv6-ACL-NAME (permit]deny) SRC-IPV6 DST-I1PV6 TCP-OPTIONS

DX IXEX ] XiXziiXiX/M | any | FQDN)
TXEXIIXIX ] XiXDiXiX/M | any | FQDN)

1 <0-255> : Protocol number
> (icmpv6 | icmpv6 <0-255>) : IPv6 ICMPv6 <IPv6 ICMP type>
> (tep | udp)

> (tep | udp) (<sport:1-65535>]any|range <min:1-65535> <max:1-65535>)
(<dport:1-65535>]any|range <min:1-65535> <max:1-65535>)
: tep syn : TCP syn packets
: tep (<sport:1-65535>]any|range <min:1-65535> <max:1-65535>)
(<dport:1-65535>]any|range <min:1-65535> <max:1-65535>) syn

O show ipv6é forwarding

goooogon

IPv60 0000000 Oon/offO00OCOOODO

00000000 show ipve forwarding

O show ipv6 interface

goooogon
goooooo

IpveO0 O O0OOO0OODOOOOODOOOO

show ipv6 interface (]INTERFACE|brief)

O show ipv6 default-gateway

goooogon

IpveO O O0OOOOODOOOOODOOOOO

00000000 show ipve default-gateway

O show ipv6 statistics

goooogon
goooooo

IpveO O OO0OOOODOOO0OOODOODOOO

show ipv6 statistics

O show ipv6 spi-filter

goooogo
goooooo

IPv6 SPI filterODOOOODOO

show ipv6 spi-filter
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O show ipvé dhcp client pd

ooooooo ipv6 dhcp-client0 000000000 0ODO0O
Joooood  show ipve dhep client pd WORD
OO00oOoooo  weRroOOOprefixDOOODODOO

O show ipv6 ndp proxy
ooooooo IPv6 NDP proxyO proxy OO OOOOOOOOO
goooooo show ipv6 ndp-proxy interface ethernet <0-XX>

O show ipv6 ra proxy
ooooooo IPv6 RA proxy O prefixOO OO OOO
goooooo show ipv6 ra-proxy interface ethernet <0-XX>

O show ip web-auth access-list
ooooooo  wbhODOOOOODOOODOOO
goooooo show ip web-auth access-list (JWEBAUTH-ACL-NAME)

O show ntp
gogooood NTPOOUOODOOODOOOOODOOOO
ooooboon show ntp

O show dns
gooooog DNSOOOQOOoOoOooooog
Oo0o0ooono show dns

O show dhcp

0000000 DHPOUDOOOODOOOOODOOOOODOO
ooooooo show dhcp lease
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O show syslog

oooooog  syslogOOOOOOO

goooooo show syslog (message|bootlog|maillog) (Jl1ine:1-99999) (|]reverse)

ooooood

O0OOOsyslog0 OO0 O000000000O0O000O00OOOOOreverse0 00000000000
ooooooo

0oooooo wmonitor00000000000O0OOSsyslog0O00O000OOCODOODO0O

goooooo show syslog message monitor

oooooog

Omonitor0 0000 syslog0 0000000000000 ODOODOOOOODOOOOOOOOO0OO
beginexcludeOinclude 000000000 ODOOOO

ooooood O00O00ooooOooodsyslogOOooog
goooooo show syslog file FILENAME (]Jline:1-99999) (]reverse)
ooooood Oo0doooooooooooooooon
00 show syslog file disk0:syslog.log
syslogU OO0 OO0 O0OO0OO0O0O0DOOdsyslogmoded 00000000 OOOO
00 nxr230(config)#syslog
nxr230(config-syslog)#local file disk0:syslog.log

O show arp
O00000O00OARPOO0ODOOOOOOOO
00000000 show arp

O show ipv6 neighbors
ooooooo IPv60 0000000000
0000000 0Odshow ipve neighbors

O show (diskO]diskl)
Joooooodoooooooooooooooon
00000000show (disko]diskl)

O show uptime
ooooooo Oo0d0ooooooooooog
gooooodg  show uptime

O show tech-support

0000000 OJOO0o0oO0oOoOooooOODOOOOOoOOO
gooooogd  show tech-support
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O show memory
oooooon
oooooono

O show process
ooooooo
oooooono

O show clock
goooood
gooooog

O show history
ooooooo
oooooono

view(exec) mode

00o00oo0o0oooooood
show memory

O00DO00oo0oooooooDoooDoooooo
show process

o0ooooooobooooooo
show clock

0000000000000 00000ooooo
show history

O show File systems

gooooogo

goobooboboooooog

00000000 show file systems

O show loadavg
ogoooood
oooooono

m show 12tp
o show 12tp
oooooood
ogoooood

cPuOODODODODODODOODDOODDODO
show loadavg

L2TP O tunnel/sessiond0 0 00000 OO

show 12tp

show 12tp tunnel (]<TunnellD:1-65535>)

show 12tp session (|<TunnellD:1-65535>)

show 12tp session <TunnellD:1-65535> <SessionlD:1-65535>

o show 12tp peer

goooogo
goooooo

0000 tunnelDO00O000O0OO address pool D0 O0O00OOO0OO
show 12tp peer <0-1> ip pool
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m show 12tpv3

o show 12tpv3

goooood LT3 ooooooooo
goooooo show 12tpv3

o show 12tpv3 tunnel
gooooog L2thv3i00000000DOO0DOOO
0000000  show 12tpv3 tunnel (|<TID:1-4294967295>) (|detail)

o show 12tpv3 session
Oo0oO0o0o0o0O LIP30 00000000000000
OO0OoO0oOoOoOg  show 12tpv3 session (|<SID:1-4294967295>) (|detail)

o show 12tpv3 interface
0000000 XconnectU OO OOOOOOOOOOOOO
OO0Oo0O0oogd  show 12tpv3 interface (]INTERFACE) (|detail)

o show 12tpv3 fdb
goooood L2TPv3 FDBO OO OO OO OO
goooooo show 12tpv3 fdb (local|forward])

o show 12tpv3 fdb interface
OO0O0O0O0O0O0 XeonnectOOOODOOOODORBOOOOODODOOO
goooooo show 12tpv3 fdb interface INTERFACE (local|forward])

o show 12tpv3 group
OO0ooooo L300 00o0oooooo
goooooo show 12tpv3 group (<GID:1-4095>])

o show 12tpv3 peer
oo0ooooo  LTPv3d0000O0O0O0O0O0O
gooooog  show 12tpv3 peer (A.B.C.D])

o show 12tpv3 access-list
Oo00oO0o0o0o0O L300 0000000000000
goooooo show I2tpv3 access-list
show 12tpv3 access-list interface (|INTERFACE)
show 12tpv3 access-list xconnect (]<1-4294967295>)
show 12tpv3 access-list (root|layer2]ip|ipv6]arp|vlan]ieee802-3) (JWORD)
show 12tpv3 access-list detail (root]layer2]vlan) (JWORD)
show 12tpv3 access-list detail root WORD layer2 WORD
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O show interface
ooooooo Oo00do0ooooooooooooooooooooon
ooooooo show interface (|mode|power-save)
show interface INTERFACE (|mode|power-save)
show interface bridge <0-4095> (Jall]stp|mac)
show interface bond <0-0> (]Jall|mode)
show interface bond <0-0> vid <1-4094>
oo oo (mode |power-save)(] ethernet I/FO OO O0O0O0OOOOO0O0O

0O show route-map
goooboon Route-mapO 0O OO OO
0ooogood  show route-map (|detail) (JWORD)

O show class access-list
ooooooo class access-list0D 000000
0ooogood  show class access-list (JWORD)

O show bridge access-list
0000000 QOO0 access-list000O000O0
0000000  show bridge access-list (|detail) (JWORD)

O show ssh-public-key
0000000 NetconfOODO SSHOOOOOOOODODO
0ooogood  show ssh-public-key user netconf

O show users
oooooog O0o0Do0oo0oooooooooboooon
ooooooo show users

0 show debugging

ooooood oooooDoooooooN/oFHOOOoooooooooooonooo@oon
Oo0ooopDoooooo)yooooooo

ooooooo show debugging (12tpv3]|netevent|ppp)
show debugging timer (]<1-5>)

O show vrrp
0000000 VRRPOODOOOODOOOODOOOO
ooooodno  show vrrp

O show ppp
oooooood PPPOOOOOOOOOOOOOOO
Oooooog  show ppp (]<0-4>)
show ppp (]<100-256>)
oo OO0  show ppp <100-256> 0 PPP(over6Il_:_>2TP IN)DOODODDODDO0000000



O 50 view(exec) mode

view(exec) mode

O show pppoe-bridge
0000000  PPPoE bridge0 0O DO OO00ODODOOOODODOO
0oooood  show pppoe-bridge

O show ipsec
oo0ooooo IPsec0 000000000
0O00oOooogd  show ipsec ca certificates
show ipsec certificates
show ipsec crls
show ipsec policy
show ipsec public-keys
show ipsec rsa-pub-key
show ipsec sa
show ipsec status (Jtunnel <1-65535>) (|brief)
show ipsec status (versionl|version2)
show ipsec leases (versionl|version2)

O show ip rip
ooooooo  RPOCOOOOODOOOO
goooooo show ip rip
show ip rip interface (]INTERFACE)
show ip rip database
O show ip ospf
oO0ooooo  osPFOOOOODOOOO
goooood  show ip ospf
show ip ospf neighbor (]Jdetail)
show ip ospf interface (]INTERFACE)
show ip ospf database (]external|summary|network]router|asbr-summary)
show ip ospf route
show ip ospf virtual-links

O show ip bgp
ooooooo sBePOOOODOODODOODO
gooooogd  show ip bgp
show ip bgp (A.B.C.DJA.B.C.D/M)
show ip bgp neighbors (A.B.C.D|X:X::X:X)
show ip bgp neighbors (A.B.C.D|X:X::X:X) (advertised-routes|received-routes|routes)]
show ip bgp route-map ROUTE-MAP
show ip bgp scan
show ip bgp summary
show ip bgp regexp LINE OBGP AS paths 00 OO OO OODO
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O show bgp ipv6
Ooooooo BePOOOCOODOOOOO
ooooooo
show bgp ipv6 X:X::X:X
show bgp ipv6 X:X::X:X/M
show bgp ipv6 Filter-list ACL-NAME
show bgp ipv6 neighbors (A.B.C.D|X:X::X:X)
show bgp ipv6 neighbors (A.B.C.D|X:X::X:X) (advertised-routes|received-routes|routes)]
show bgp ipv6 regexp LINE
show bgp ipv6 route-map ROUTE-MAP
show bgp ipv6 summary

O clear bgp ipv6
oooooon
OBGP DD OOOODODOOOOODOO
oGP0 000000 0OU0OOOOUOOODOOoOOUOOoOOOBGPOOIODOOOOUOODOOOOOO
oooo
-softout OOOOO
BePO OO OOOOODDOOOODDOOOODODODODOOOOoOecPOOODODDODODOOOOOODOOOO
O0000D00O0Osoftout00000000OOO0DOOODOOONOOBGP neighbord UPDATEO O
goooooooon
-soft inO0QO0QO0O
BGP neighbor [0 ROUTE-REFRESH OO0 OO OO O OO Oneighbor OOOOBGP DO OO DOOODOO
OOROUTE-REFRESH 0O OO OOOOOODOOOOUPDATE DO OO DOODOOOOOOODOOODOOO
-hard OO OO
BGPO TCPO OO DOOODOOODOOOneighbor OO O0OO OO Okeepalive O holdtime O OO OO
gbodbooddoboooouobobooouobooooooooooooboooobon
O0000DbO0o00oOoOooodsoeft (injout)DO0O0DOOOOO

Oooooog  clear bgp ipve * soft (injout)
0000000 OOO0OneighboroOO0O0OO0COOOOODODODODODO

goooooo clear bgp ipv6 X:X::X:X

clear bgp ipv6 X:X::X:X soft (in]jout)
OOOO0D0O0O Neighbor O IPv6 OO0ODOOOOODOCOOOODOOOODOOOODO
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m show mobile
ooooood 0000000 O0oOoooooooooon

oOODOOODOOO
OO0oD0oOooogd  show mobile (]<0-1>)

Oap
O0O0oOooo ANOODOOOOOOO0OO0O0DOO0OO0OOOpppU0OOOOO0DOOCOOOO
ooooooo show mobile <0-1> ap

o network-reg-status
oooooog
00oo0ooooooooooooooonoooooooodopep0000oooooonOg
OO00o0doogd  show mobile <0-1> network-reg-status
ogoboooo nxr230#show mobile 0 network-reg-status

Network Area : 3G

o phone-number
ooooooo 00000000 000o0o0oooo0oopep0000O0OOOOOOnO
ooooooo show mobile <0-1> phone-number

o signal-level
ooooood 0000000 0000ooooooo0o0ppp0000OO0OOOOOOO
ooooooo show mobile <0-1> signal-level
ooooooo nxr230#show mobile 0 signal-level
Signal Level : 3 [Area: 3G]
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O show fast-forwarding

ooooood Fast-forwardingOD 00000000000

gooooog  show fast-forwarding

0O000o000d 0OFast-forwarding is ond 0 0O O 0O Fast-forwarding is of {00 0000000

O show fast-forwarding status

0O0O0O0ooo0  Fast-forwardingD OO O O00O0O0OO00ODOOOOOO

0oooood  show fast-forwarding status

ooooooo

0000 0Fast-forwardingd IP forwardingD O OO0 O0O0O0O
nxrl155#show fast-forwarding status
total forward count 644
3s udp 192.168.0.1:63->192.168.10.1:63 count:9 byte:12564 fw4 natp4 src 192.168.1.254:63 O
4s udp 192.168.10.1:63->192.168.1.254:63 count:9 byte:12564 natp4 dst 192.168.0.1:63 fw4 O
ooooolrp forwardingD OO OOOOOOOO

000 00OFast-forwardingd IPsec0 00000000
nxrl55#show fast-forwarding status
total forward count 661

7s esp 192.168.1.253->192.168.1.254 count:9 byte:12564 ESP_IN spi:$95e97067 fw4 O
7s udp 192.168.10.1:63->192.168.0.1:63 count:8 byte:11168 fwl O
5s udp 192.168.0.1:63->192.168.10.1:63 count:9 byte:13158 fw4 ESP_OUT spi:$44f8bc92 0

go00o0Do0obooOooOoesPOODODOODOODOODO IP forwardingD OO OODOODOO ESP
goooocggip forwardingD OO OOOOODOCOCO
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O show product

gooogog
oooogooo
goooogo

m show netevent

o track

ooogooog
oooooog
ooogoooog

o action

ooooooo
ooogoooog
ooooooo

O show warplink

oooogooo
gooogoo
ooooooo

ooooopoooooooood

show product
O000000D0D0O00o00U0oo0o00oooooooooooooooooog
Doooooooooooood

Netevent [ track object(U OO O0)IDO0OODOODOOODOODOO
show netevent track (]|<object id:1-255>) (]detail|brief)
Object IDO OO OODOODOODOO track statusO OO0 OO0
brief000000OC0OOOOOODOOOOO

detail D0 00D0OO00O0O0ODODOOOOO

Netevent O track object(0O O O)OOODODOOO actionD OO OOOO
show netevent action (]<object_id:1-255>)
Object IDOODOCOOOOODO IDODOOOODOOO actionOOOOODOO

WarpLink ManagerO O OO O O0OO0O0OODODODO
show warplink
00000 3200WarpLink mode0 000000 O0OO

O show monitor-log

gooogoo
ooooooo
gooooogo

O show service

oooogooo
gooogoo
oooogooo

O show wimax
ooooooo
ooooOoog

ooooooo
gbooogoo

Monitor-logO0 00000 0O
show monitor-log (reachability]resource)
00000 3500Monitor-log mode 0000 OOOOOO

oooooooooooooooo
show service
00o00o00oooodnOuwiOODOdwnOOOOooOoono

WiMAXODDOoOOoOoOooooooooooo
show wimax (]<0-0>)

WivAXO O DODOoooooooOoooooooohoooooooooooo
show wimax O version
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O show ngn-sip
0000000 NeN SIPOOODODOOOOOD
doogoood  show ngn-sip

O show ip dhcp route
0000000 NeNOOODHCPvAO OO DO OO static route0 000000
0ooogood  show ip dhep route

O clear ngn-sip call
ooooooo Oodoooooooooooogo
0ooogood  clear ngn-sip call <1-99999>

O clock set

ooooooo 00oo00o0ooooogd

0oooood  clock set HH:MM:SS Day Month Year

OO0000o0O 20100120 310120340 56000000000000000000000
clock set 12:34:56 31 12 2010

O delete
ooooooo 00oo00o0ooooogd
0O00oO0ood  delete bootlog ObootlogO O OO
O delete dump OdumpODOCOODOODO
delete file (diskO:FILENAME|disk1:FILENAME)O (disk0=USBO, disk1=USB1)
delete syslog Osyslogd OO @OO)O
delete reachability-log (reachability0 000 d)
delete resource-log (resource0 00O O0O)

O save config
oo0oo0oooO0 OOoOoOoOoooooooOOOoOoOo
gooooog  save config

O dir

goooooo

gooooooEseo, UseHOODOODDODOODDODODOODOOODOOODOOD

OoOooooO  dir (Jdisko]diskl)

oooooood ysBoO OO OdOdOouUsSB FlashOOOOOOODODOOOOdiskoOOOOOdOoO
UsBlIOOOOODOUSB FlashO OO OOOOOOOOOdisklODOOOOOOO
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m copy
o (bootlog|dump]syslog]reachability-log]resource-log )
goooooo bootlog, dump, syslog, reachability-log, resource-log0 0000000
ooooood
copy (bootlog]dump]syslog|reachability-log|resource-log)
ssh://<user@(A.B.C.D|X:X::X:X)>/FILENAME (]source A.B.C.D|X:X::X:X)
copy (bootlog]dump]syslog|reachability-log|resource-log)
ftp://<A.B.C.D|X:X::X:X>/FILENAME (]source A.B.C.D|X:X::X:X)
copy (bootlog]dump]syslog|reachability-log|resource-log)
(diskO:FILENAME |diskl:FILENAME)
gooooog
00oO0oooooooooooooooog
gssHOOOOOoOOooOoO0oOooo0o0oo0ooooooooooooooooooooooooooono
O ssh://user@A.B.C.D/FILENAMED 0 0220000000 00O OO =ssh://user@A.B.C.D:22/FILENAMECT]
- IPv4  ssh://user@A.B.C.D:port/FILENAME
- IPv6 ssh://[user@®X:X::X:X]:port/FILENAME

o configDOOOODOO
goooooo 0000oo00oooo0Uooooooooooooooooog
gooooood
copy (config|show-config) ssh://(<user@A.B.C.D|X:X::X:X)>/FILENAME
(Jall) (Jsource A.B.C.D|X:X::X:X)
copy (config|show-config) ftp://<A.B.C.D|X:X::X:X>/FILENAME
(Jall) (Jsource A.B.C.D|X:X::X:X)
copy (config|show-config) (diskO:FILENAME|disk1:FILENAME) (Jall)
gooooood
DallOOODO0OODOiMpsecO00O0OD0OconfigD tgzOOODDOODODODOOOODOODOODOODOconfig
OO0O0xmlO0OOCOOODOCOO
OO0O00O0000 show configD OO ODOOODOODOODOOOshow-configd ODODOOODO
gooooooOoopoooooooooooo
OgssHOODODOOOODOoO0oOooodooooooooooooooooooooooooooopooo
O ssh://user@A.B.C.D/FILENAMECD 0 02200000000 O OO =ssh://user@A.B.C.D:22/FILENAVECT]
- IPv4  ssh://user@A.B.C.D:port/FILENAME
- IPv6 ssh://[user@X:X::X:X]:port/FILENAME
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o configOOO
ooooooo 000000000 ocal flashOD OO USB/CFOOODO)YOOOOODOO
ooooood
copy ssh://user@(A.B.C.D|X:X::X:X)/FILENMAE
(startup-config|diskO:FILENAME|disk1:FILENAME) (]source A.B.C.D|X:X::X:X)
copy ftp://(A.B.C.D|X:X::X:X)/FILENAME
(startup-config|diskO:FILENAME|disk1:FILENAME) (]source A.B.C.D|X:X::X:X)
copy (diskO:FILENAME|diskl:FILENAME)
(startup-config|diskO:FILENAME |disk1:FILENAME)
ooooood
Odisk0 --> diskOO diskl --> disk1 O O copyd O OO disk0 <--> disk1 OO copyd OO
Joooo0oooooobooDooOoooog
gssHOOOOOODODODOO0OOO0OoO0DOO00DO0DOooooooooooooooooooooooo
O ssh://user@A.B.C.D/FILENAMED 0 0220000000 00O O O =ssh://user@A.B.C.D:22/FILENAME[T]
- IPv4  ssh://user@A.B.C.D:port/FILENAME
- IPv6 ssh://[user@X:X::X:X]:port/FILENAME

o sshOOOOOOOOO
ooooogoo gooooEews)ooooopooossHooooooooooood
ooooood
copy (ssh://<user@(A.B.C.D|X:X::X:X)>/FILENAME)
ssh-public-key user netconf |<0-4> (]source A.B.C.D|X:X::X:X)
copy (ftp://<A.B.C.D|X:X::X:X>/FILENAME)
ssh-public-key user netconf |<0-4> (]source A.B.C.D|X:X::X:X)
copy (diskO:FILENAME]diskl:FILENAME)
ssh-public-key user netconf |<0-4> (]source A.B.C.D|X:X::X:X)
ooooood
goo0o0oooooooobOooDoooooog
gssHOOOOOOODOODODOO0OOO0OoO0DOO00DO0DOoooooooOoooooooooooooooo
O ssh://user@A.B.C.D/FILENAMED 0 0220000000 00O OO =ssh://user@A.B.C.D:22/FILENAME[T]
- IPv4  ssh://user@A.B.C.D:port/FILENAME
- IPv6 ssh://[user@X:X::X:X]:port/FILENAME

o tech-supportd 00O

0o0o0ooogd tech-support0 0000000 ODOOODOOO

ooooooo
copy tech-support ssh://<user@(A.B.C.D|X:X::X:X)>/FILENAME (]source A.B.C.D|X:X::X:X)
copy tech-support ftp://<A.B.C.D|X:X::X:X>/FILENAME (]source A.B.C.D|X:X::X:X)
copy tech-support (diskO:FILENAME]diskl:FILENAME)

O configure
ooooooog OOoO0oDoOoOoooooDoOglobal mdeD OO OOOODO
oooooon configure terminal
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O firmware update
goooood gooooooogoooooooooo
goooooo
firmware update ssh://<user@(A.B.C.D|X:X::X:X)>/FILENAME (]source A.B.C.D|X:X::X:X)
| firmware update ftp://<A_B.C.D|X:X::X:X>/FILENAME (]source A.B.C.D|X:X::X:X)
firmware update (diskO:FILENAME|diskl:FILENAME)
goooooo
gooooooOoOooooooooooooo
OgssHOOOOoOO0OoOoOOoooooOooooooooooooooooooooooooooooooo
O ssh://user@A.B.C.D/FILENAMEC O 022000000000 O O =ssh://user@A.B.C.D:22/FILENAVET]
- IPv4  ssh://user@A.B.C.D:port/FILENAME
- IPv6 ssh://[user@®X:X::X:X]:port/FILENAME
0000000oo0o00Do0o0O0ooDooo0oDoOoO00oOooO0ooDoOoooDoOooOoooDooooon
0000000000000 00DOO00mOgU E:Firmware updated 0O O00O0O0OOOODO

O restart
0000000 00000000000000
0000000  restart bgp (B6POODOODODOOOOOO)

restart ddns @ooNsOOoooooooooo)
restart dhcp-relay (HCPO OO DOODOODOOOODOO)
restart dhcp-server (HCcPO OO OODOODOOO)

restart dns ONSODODoDooooooo)
restart http-server (HTTPOODOODOODOOO)
restart ipsec (lpsec0O000OO0ODOODOO)
restart 12tp (LetTPv200000000O00O0DOO)
restart 12tpv3 (LeTp300000000O00O)

restart monitor-log (Monitor-log0 OO0 O0OODOOODOO)
restart netconf-server (NetconfO OO OO ODOODOO)

restart ngn-sip (NGN SIPOOODOOOOODOOO)
restart ntp (NTPODODOOOOOO0O)
restart ospf (OsPFOODOOODOODODO)
restart rip RIPODODOOOOOOO)
restart snmp (SN\POODOOODOODOODO)
restart ssh-server (SsHOOooooopoood)
restart syslog (SyslogU O ODOOODOOODOO)
restart system (ooooooooo)

restart telnet-server (TelnetOOODOOOOODOO)
restart upnp (UPPOOOOCODOODOODOO)
restart vrrp (VRRPOODOOODOODODOODO)
restart warplink (WarpLinkODOODOOOOOOODOOO)

restart waplink send-config (WarpLink ManagerO O O OO config OO ODOO)
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m dump
O0O0O0oO0oO0OO0 NROOOOOOOOOOOdmpOODDOODODOOOOOdumpOOOOOOOOOO
(UsBOCHODODOOODOSSHOOOODODOOOOOOOoDoooooooooo
O0O0dumpO0O0ORMMOOOIDOOODOOUSEROOOOOOOOOODOOO memory O
J00000o0oooooooooOooOOOODOODOOOO
00 0OO0Doo 000000000000 fast-forwawding O disable(no fast-forwarding enable)
oooooooo

o dump
0000000  dump interface INTERFACE
00 0OO0Oo INTERFACED 000 00DDO0O0O0ODOD
[ethernet <0-2> (|vid<vlan_id:1-4094>) | ppp <0-4> | tunnel <1-255>]

o dump filter
ooooooo dump interface INTERFACE filter (ssh|telnet]tcp880)

o dump pcap
0000000  dump interface INTERFACE pcap count <1-99999> (size <64-1518>))
(filter {ssh|telnet|tcp880}|)

O clear 12tpv3 fdb

Oo0oO0OooO0o  LeTpv30 FDBOOOOOOOOOOOO

OO0ooooo  clear 12tpv3 fdb (CooorBOOOOOOOO)
clear 12tpv3 fdb local ethernet <0-2> (Jvid <1-4094>)
clear 12tpv3 fdb forward
clear 12tpv3 fdb forward <gid:1-65535>
clear 12tpv3 fdb forward ethernet <0-2> (Jvid <1-4094>)

O clear 12tpv3 counter

oooOoOoOo0o  LLW3DOD0DO0O00Ooooooooo

ooooooo clear 12tpv3 counter ethernet <0-2> (Jvid <1-4094>)
clear 12tpv3 counter peer
clear 12tpv3 counter peer A.B.C.D
clear 12tpv3 counter session <session-id:1-4294967295>
clear 12tpv3 counter tunnel <tunnel-id:1-4294967295>

O clear 12tpv3 counter access-list
ooooOoOoo0 L3000 0000000o0o0o0ooooooooo
clear 12tpv3 counter access-list
clear 12tpv3 counter access-list interface (]INTERFACE )
clear 12tpv3 counter access-list xconnect (]<1-4294967295>)
clear 12tpv3 counter access-list (root|layer2]ip|ipv6]arp|vlan]ieee802-3) (JWORD)
clear 12tpv3 counter access-list detail (root]layer2]vlan) (JWORD)
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O clear 12tpv3 tunnel
ooooooo OO0Oomwoooooooo ooooooLtv3d0noooooooog
goooooo clear 12tpv3 tunnel <tunnel-id:1-4294967295> <session-id:1-4294967295>

O clear 12tpv3 remote-id
ooooooo O0O0ooooimooooooLTvddnooon
goooooo clear 12tpv3 remote-id <remote-id:A.B.C.D>

O clear 12tpv3 group
ooooooo OO0oomwooooooLTv3a0ooooon
goooooo clear 12tpv3 group <group-id:1-65535>

m clear ip bgp
oooooon
gpePO OO OODOOOOOOOoOO
PO 0000000000 oooooooomBecPO OO0 ooooooooonon
agoad
- soft outD OO 0O
PO 0D 000NN DO0O0OOOoOoDOOOOoooDOoomBePOOD OO0 OOoooooooDnO
O000000O0softout0 00 00D0O00DO0DOOO0DOODDOOOBGP neighbor™ UPDATED O O O
ogoooooog
-soft inO0 QOO0
BGP neighbor 0 ROUTE-REFRESHO O OO OO OO OOneighbord 0 OO BCPO OO OOOODOODOO
ROUTE-REFRESHO O O OO O ODOOOOOOOUPPATED DO O ODOODOOOOOOOOOOOO
- hard0 00O
BGPO TCPO OO ODODODODOOOneighbor0 000 O OO Okeepalived holdtimeO O OO0 O
o000 ooboooooooon
O0000O00oo0oDbOoOoOsoft (injout) DD OOOOODO

© bgp *
goooooo clear ip bgp *
clear ip bgp * soft (injout)
0000000 OO0OO0peer0000000O0O0O0OODOOO

o bhgp <AS:1-65535>
goooooo clear ip bgp <AS:1-65535>

clear ip bgp <AS:1-65535> soft (injout)
Jooodoodo AsO0o0ooooooooooooooooood

o bgp A.B.C.D
goooooo clear ip bgp A.B.C.D
clear ip bgp A.B.C.D soft (injout)
O0OO0OO0O0OOO NeighborO IPOO0O0OO0O0OOOOOODOOODOOODODOODODOO
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O clear arp
Ooooooo ARPODOOCOOOOOCOO0OO0
goooooo clear arp A.B.C.D

O clear ipv6 neighbors
ocoooooo IPv6eO0 00000000000
goooooo clear ipv6 neighbors X:X::X:X ethernet <0-2>
clear ipv6 neighbors X:X::X:X ethernet <0-2> vid <1-4094>
clear ipv6 neighbors X:X::X:X ethernet <0-2> vid <1-4094> <id:1-255>

O clear ppp
goooooo gooopPPOOOOODOOOOOOO
0000000  clear ppp <0-4>

O clear 12tp
000000o0doooooLLoooooooooooaa
OO0O0000oOclear 12tp

O clear ipsec tunnel
ogoooood o000 IPsec tunnel DO OOODOO
goooooo clear ipsec tunnel <tunnel policy:1-65535>

O clear ipsec state
ogoooood 0000 IPsec state DO OO QOO
goooooo clear ipsec state <state number:1-4294967295>

O clear wimax
gooooog winvaAXO O ooooooo
oo0ooooo clear wimax <0-0>

O clear ip route cache
gooooon IPO0O00OOOOOOOOOOOOO
goooooo clear ip route cache

O clear ip access-list ACL-NAME fqdn

0000000 FQONODO O access-list0 0000000
goooooo clear ip access-list ACL-NAME fqdn
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O clear ipv6 route cache
ooooooo IPv60 00000000000 O00OO
ooooood clear ipv6 route cache

O clear ipv6 access-list ACL-NAME fqdn
0000000 FQNOODO access-list0 0000000
ooooood clear ipv6 access-list ACL-NAME fqdn

O clear ssh-public-key
0ooooog ssHOOOooooDooooo
ooooood clear ssh-public-key user netconf <0-0>

O clear dns cache
ooooooog DNS cacheOD OO OO OO0
Oo0oooon clear dns cache

O clear mobile <0-2>
gooooog ood0oooooooboooooboooooooDooo
Oo0oooon clear mobile <0-2>

O clear ppp <0-4> mobile limitation

0ooooog wmobileDOODOOOOOO

ooooood clear ppp <0-4> mobile limitation

ooooooo

Omobile limit (reconnect|time)0 000 000000000000 OOOOOOOODOOmobile
limit (reconnect|time)0 00 0000000000000 O0O0MOOOODODOOOODODOOOOO
oooo

O clear netevent counter track <1-255>
0000000 netevent00000000O0DOOOO
ooooood clear netevent counter track <object_id:1-255>
ooooooo
O show netevent track <1-255> detail 00 0O 0 00O History counter0 00000000

O clear route-map
goooogon route-map 0 O 0 O (packet/byte 0 0 000 O0)OOOOOOODO
gogooood clear route-map <NAME> counter

O clear class access-list

goooooo class access-list0 000 (packet/byte D 000 O0O0)DOOOD0OODODO
Oo0oooon clear access-list <NAME> counter
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m terminal

o length
ogoooooo
ooooooo
oo o og
ooooooo

o width

gboooooo
gooooogo
gbo o 0o

m connect

o connect ppp
ogoooood
ooooooo

o reconnect ppp
ogoooood
ooooooo

o connect 12tp
gogoooog
goooooo

O00D00oooopoooboooooo

terminal length <0-512>

terminal no length
oOd00D0O0DODOOoOOoOoDOOO0ODODOoOoOoOooOooOon

O00D00oooopoooboooooo
terminal width <40-180>
terminal no width (= terminal width 80)

PpPPOODOOOOOOOOPPOOOOODOOOLOOOOODOODOO
connect ppp <0-4>

PPPOOOOOOOOOOPPPOOODUOOODOOOOOOODOOO
reconnect ppp <0-4>

LtrOdO0noOoooooo
connect 12tp

o connect 12tpv3

gboooobgo
goooobgn

goooobon

o connect ipsec
gogoooog
goooooo

o connect wimax
goooood
goooood

O disconnect
goooood
goooood

L3I0 000000000

connect 12tpv3 ethernet <0-2> (]JA.B.C.D)

connect 12tpv3 ethernet <0-2> vid <1-4094> (]JA.B.C.D)
A.B.C.DO U Remote Router-1D0 O[O

IPsec0 00000000 OIPsecO000O0OOO0OODOOOOODOOO
connect ipsec <1-65535>

WiMaXO O oOooooooo
connect wimax <0-0>

Oo00ooooooooooooo
disconnect console (
disconnect vty <VTY line_number:0-10>

console CLIDOOOOOOOOOD
SSH/TelnetD OO OOOOOOOOD

~
11
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O format
ooooooo 000000000000000000
ooooood  format (diskO]diskl)

O eject
ooooooo 0000000000000 00000
0000000  eject (disk0]diskl)

O inject
ooooooo 0000000000000000
0000000  eject (diskO]diskl)

0 ping
oo0ooooo ping0 000000
ooooooo ping ip (A.B.C.D | FQDN)
ping ipv6 (X:X::X:X | FQDN)
ooooooo O00ooo0OdpigOO0OOO0OOOOOOOODOOODOODOOODOO

nxri120#ping ooooboobonog

Protocol [ip]: Oip|ipvé

Target IP address: OA.B.C.D|XzXz:X:X]FQDN
Repeat count [5]: 0 1-2147483647

Datagram size [100]: (J 36-18024

Interval in seconds [1]: 0 0-10

Extended commands [n]: On(ping0DO00)y(OOOODOODOODOODOOO)
0 Source address or interface: O A.B.C.D|X:X::X:X] INTERFACE
0 Type of service [0x0]: [ 0x00-0xff

0 Set DF bit in IP header? [no]: [ no|yes

(0 Data pattern [OxABCD]: [0 0x0000-0OxffFff

O traceroute
googoogon traceroute 0 0 0O OO0
goooooo traceroute (icmp|icmpv6) (A.B.C.D]FQDN)
traceroute (ip|ipv6) (A.B.C.D]JFQDN)
oo0ooooo 000000O¢traceroute0 00000000000 O0ODOOOOODOOOOOO

nxrl20#traceroute ooooooooboo
Protocol [ip]: Oiplipv6

Target IP address: OA.B.C.D|X:Xz:X:X]FQDN
Source address: OA.B.C.D|X:Xz:X:X
Numeric display [n]: Only

Timeout in seconds [2]: J 0-3600

Probe count [3]: 0 1-65535

Maximum time to live [30]: 0 1-255

Port Number [33434]: 0 1025-65535
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O ssh
Oo0ooooo  ssHOooooooooo
coooooo
ssh (iplipve) (A.B.C.DX:X::X:X]FQDN) user USERNAME [(source A.B.C.D|X:X::X:X)]
ssh (iplipv6) (A.B.C.D|X:X::X:X]|FQDN) user USERNAME version 1
[cipher (3des|blowfish]des)] [(source A.B.C.D|X:X::X:X)]
ssh (iplipv6) (A.B.C.D|X:X::X:X|FQDN) user USERNAME version 2
[cipher (3des-cbc|aesl28-cbc|aes128-ctr|aesl92-cbc
|aes192-ctr|aes256-chc|aes256-ctr|arcfour|arcfourl28|arcfour256
|blowfish-cbc|cast128-chc)] [(source A.B.C.D|X:X::X:X)]
gooooofo OoOOoOoUoOopoboooooooboooooo

O telnet

OO0O0Ooooo  TelnetOOOODOOOO

ooooood  telnet (A.B.C.D]X:X:X:X::X]FQDN) [source (A.B.C.D|X:X::X:X)]
0000000 OOoO0oO0o0OO0OO0ODOOO0O00O00O00O0O000d

O logout
ooooooo cuooooooooooo
ooooooo logout

O get system statistics cpu

goooooo
ocPuO00000000000000000000000
000o0O0o0o0O0O0O0O0O0O0O0D0000000000000000OocPl0000oooooooooon
00000ooO0ooooocPI00 0000 oOooooooooooo

0000000  get system statistics cpu <interval(sec):1-86400> <count(J ):1-65535>

0 0 0 OJOO0O00ooooooooo

nxrl20#get system statistics cpu 1 5

14:20:02 %CPU %user %nice  %system %idle Y%iowait
14:20:03 22.00 17.00 0.00 5.00 78.00 0.00
14:20:04 23.00 11.00 0.00 11.00 77.00 0.00
14:20:05 100.00 65.00 0.00 35.00 0.00 0.00
14:20:06 4.95 3.96 0.00 0.00 95.05 0.00
14:20:07 0.00 0.00 0.00 0.00 100.00 0.00
AVERAGE 29.99 19.39 0.00 10.20 70.01 0.00

O reset
ooooooo DooooooOwiMXDOooOOoooooooooooooooo
goooood reset mobile <0-2>

reset wimax <0-0>
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m debug/undebug

o 12tpv3

000ooooo VDO oooooooooood

0000000  debug 12tpv3 (Jall]error|session]tunnel)

O No O undebug 12tpv3 (Jall]error|session|jtunneDO0 = O0O00O0O000OO0OOOOOOO0

o netevent

OO00OoOoo0gd NeteventQOOOOOQOOOOOOOOO

goooooo debug netevent (Jaction]all]error|track)

O No O  undebug netevent (Jactionjall]errorjtrack)J (= OO O0O0OODOOO0OOCODOOOCOD

© ppp
gboogooboo pPPOOODOODOOODOOODOOO

OoooognO  debug ppp
O No 0 undebug pppC (= OO0 O ODOOODOODOOOOOOD

o timer
gooooog timer 0 timeout OO OO0 OO conmandD OO0 OO00O0O
goooooo debug timer <1-5> <5-86400> interface ethernet <0-2> (shutdown|no shutdown)
debug timer <1-5> <5-86400> interface ppp <0-4> (connect|clear]|reconnect)
O No 0  undebug timer <1-5>0 0000 IDO0DO0O0O0OODOODOOODOOOODO
ooooood
O interface ethernet <0-2> shutdown/no shutdown timer O timeout O O O configuration mode O O O
JO00OuUsEROODOO0O0O00OOoO0DOOo00oDoooooooooooooooooooog
cmd-timer: cmd-id 1 start
cmd-timer: cmd-id 1 error(VTY configuration is locked by other vty)
jooo0ooob0o0oD0ooDOoooobOobOoobDOooDOobooon
cmd-timer: cmd-id 1 start
cmd-timer: cmd-id 1 finished
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O show flash
ooooooo flashOO configD OO OOOOOOOOXMLOOOOMM
Ooo0ooooo show flash FILENAME xml

O show version
ooooooo 00000000oo0oooooooood
goooooo show version

show version flash (]<1-2>) ONXR-230/CO 00O

O erase flash
gooooon gooooooooooooboooo
ooooooo erase flash

O delete flash
goooooo gooooooooobooobooobooooooboooooo
goooooo delete flash FILENAME

O delete bootup-config
goooooo bootup-configd DO OO OOOO configD OO DOODOOODOODO
gO00oOoDbOoO  delete bootup-config

O copy config startup-config

gooooon config O startup-configO O OO0 OOdO

goooooo copy config startup-config (Jall)

ooooooo

OallOOOOOOOOOconfigd O startup-configQ OO O OOOO

OallOOOOOO0Oconfig/ssh ZipsecO OO DO OODO flashDOODOOODO (save configO OO OO)O

O show temper
goooood 0000000000000 00000O0ONXR-230/C0O 0O [
goooooo show temper
ggooooo nxr230#show temper
status : normal
degrees: 61.5

O get system statistics
gooooodOo cPuObDcCcPUOODOO0ODODOONXR-230/CO0O M
goooooo get system statistics cpu <interval:1-86400> <count:1-65535>
get system statistics (cpuO]cpul|cpu-all) <interval:1-86400> <count:1-65535>
goooood 00o0oD00o0oooooooooooooooooooooood
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O show memory ecc

0000000 QOECCO00DOO00ODDOO0O0ODDOOOODONXR-350/CO0OMMT

0ooogood  show memory ecc

ooooooo

0000001000000 0DO000U0DOooOUoDooOoooD200000000000
ooooodoooooooo
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O OO0 command

nxr130#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxrl130(config)#

m show

o show config

gooooogo running-config(C OO OO0OO0OO0OO0OO0OO)DO0OO0OOO
goooooo show config (|xml)

o show startup-config

0oooood  startup-config(flashO O OO OO OO0OOO0OOO0)IODODOOOO
goooooo show startup-config xml

0oooood  startup-configO OO0 OXMLOOODOODOOOOOOO

O hostname

oooooog 0opoooobooooooog

goooooo hostname HOSTNAME

ooooood Joo00o0oooooooOoooooOooDooo
nxr130(config)#hostname NXRO1
NXRO1(config)#
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O fast-forwarding
goooood  fast forwardingD OO O OO0 .
goooooo fast-forwarding enable oogon
OO0 O OO0 no fast-forwarding enable 0000
O no O no fast-forwarding enable
ooooooo
0000000000000 00000O0Ofast-forwardingD OO0 000000
- Layer4 TCP/UDP/ESP
- Layer3 IPv4
- Layer2 Ethernet(VLAN/PPPoE 0 O O O
0000000000000 00000DO00d fast-forwardingDd OO OOOO
IPO0OCOOO0DOCOO0ODOOONROOOODOOOOODOOO
Ethernet0 0000000 /00000000000
IPvAO0O0OO02000000000000000000DOOOO0ODOOOOO
0000000000000 00000000D00O000D0D0O000D0O0O0O0OTCP SYNO FINDD
-000000DOoO00OoooOoUooOooOOoDoOoOoUoorFPOOOODOOSIPODOODODOOOO
000000000 fast-forwardingD OO0 OO0O
- IPOO00ODOCOOODCOOOODCOO
- 0000000000000 QesO000D0O0DOOfast-forwardingD 00000 O0O00ODODOOO
-WiMAXOOOODOOOODODoOOOo wOooooOUOoOoOoDOoOdfast-forwardingdOOOOO
O fast-forwarding O O O L2TPv3 fast-forwarding OO0 0000000 O0ODOODOODOOOO

O NXR-120 NXR-125 NXR-130 NXR-155 NXR-1200
fast-forwarding 16,383 65,533
L2TPv3 fast-forwarding 16,192 62,462

- fast-forwarding 0000000000000 ODOODOOOfast-forwarding 00000 OOOO
oooooo

- fast-forwarding O L2TPv3 fast-forwarding 0000000000000 DOOOOCOOOOODO

gbooooooooobobo0obO0obobOe,3830NXR-1200 DD OO O65,5330 00000
gooooooo

- L2TPv3 fast-forwarding O O O O O Oglobal mode O 12tpv3 fast-forwarding OO OO0 OO
oooooog
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m ip access-list
Access-List(ACL)O OO O OIPv4 packetd filteringD OO DO O0O0DOOOOOFilteringD 0000
OO0matchO OO matchO O actionD OO0 O0O0O0OCOOO
o matchO O
IPv4 source address/netmask
IPv4 destination address/netmask
Protocol (0 OO protocol DO O OO OO protocol D OO 0O)
Source port(TCP,UDPO O OODOODOO)
Destination port(TCP,UDPO OO OO ODOO)
TCP syn
icmp type/code 0 O (icmpO OO ODO)
source mac address
o matchOD O OO

permit 00000 packetd OO acceptd 0000
deny O000D0000 packetOOO dropd D O0ODO
goooooo

o 1ip/protocol

ip access-list ACL-NAME (permit]deny)
<source:>(any|A.B.C.D/M]JA.B.C.D|FQDN) <destination:>(any|A.B.C.D/M]A.B.C.D]FQDN)
(]<protocol :0-255>|icmp|tcpjudp) (|mac HH:HH:HH:HH:HH:HH) [log (]JWORD)]

o 1icmp

ip access-list ACL-NAME (permit]deny)
<source:>(any|A.B.C.D/M]JA.B.C.D|FQDN) <destination:>(any|A.B.C.D/M]A.B.C.D]FQDN)
icmp (Jtype code) (|mac HH:HH:HH:HH:HH:HH) [log (JWORD)]

o tcp/udp

ip access-list ACL-NAME (permit]deny)
<source:>(any|A.B.C.D/M]JA.B.C.D]FQDN) <destination:>(any|A.B.C.D/M]A.B.C.D]FQDN)
(tcpludp) [(<sport:1-65535>]any|range <min:1-65535> <max:1-65535>)
(<dport:1-65535>]any|range <min:1-65535> <max:1-65535>)] (|mac HH:HH:HH:HH:HH:HH)

[log (JWORD)]

o TCP option

ip access-list ACL-NAME (permit]deny)
<source:>(any|A.B.C.D/M]A.B.C.D|FQDN) <destination:>(any|A.B.C.D/M]A.B.C.D|FQDN)
tep [(<sport:1-65535>]any|range <min:1-65535> <max:1-65535>)
(<dport:1-65535>]any|range <min:1-65535> <max:1-65535>)] (]syn)
(Imac HH:HH:HH:HH:HH:HH) [log (JWORD)]

o negate
no ip access-list ACL-NAME
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m ip access-list (00O)

ooooooo

OIPv4O IPv6 O ACLO OO table OO OO OOOOOACL-NAMEDO OO OO OODODO

00000 ACLOOOODOOO0DOOIup access-group d O 0O O (interface/tunnel/ppp mode 0 0O 0O )OO
ACLOOO0OOO0OD0OOO0OO0oooooon

Ologg0 0000000000000 OOsyslogmoded 0000000000 DOOOOODODOOOO
OO00O0O0oo0OdO00O0syslog0 00000010000 0000O0 logOOO0OOOOO10000000O
OCO0ACLO0DOD0ODO0O000O0O0DO000D0O000DO000DoOo0OoDooooDoOOooon
oooooooooooooon

Olgg0 0000000000 0000000D00O00000000000D0OO0OO0O0DOO0OO
oooo
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m ipv6 access-list
Access-List(ACL)O O OO O IPv6 Packetd FilteringO OO OO0 OO OFiltering0 000 OO O match
O0OmatchO O action0D OO0 OO0O0OO0O0O
o matchO O
IPv6 source address/prefix length
IPv6 destination address/prefix length
Protocol(J OO protocol DO OO DOONO protocol DO O0O)
Source port(TCP,UDPO DO OO ODOO)
Destination port(TCP,UDPO OO OOOODO)
TCP syn
icmpv6 type/code 0 0 (icmpve O O O O0O)
o matchO O OO

permit 00000 packetO OO accept OO0 O
deny 00000000 packetO OO dropd 0000
ooooooo

o ip/protocol

ipv6 access-list ACL-NAME (permit]deny)
<source:>(any | XXz :X:X/M]X:X::X:X]FQDN) <destination:>(any|X:X::X:X/M]X:X::X:X]FQDN)
(l<protocol :0-255>]icmpv6 | tcpludp) (|mac HH:HH:HH:HH:HH:HH) [log (JWORD)]

o icmpv6

ipv6 access-list ACL-NAME (permit]deny)
<source:>(any | X:X: :X:X/M]X:X::X:X]FQDN) <destination:>(any|X:X: :X:X/M|X:Xz:X:X]FQDN)
icmpv6 (Jtype code) (|mac HH:HH:HH:HH:HH:HH) [log (JWORD)]

o tcp/udp

ipv6 access-list ACL-NAME (permit]deny)
<source:>(any | XXz :X:X/M]X:Xz:X:X]FQDN) <destination:>(any|X:X::X:X/M]X:Xz:X:X]FQDN)
(tcpludp) [(<sport:1-65535>|any|range <min:1-65535> <max:1-65535>)
(<dport:1-65535>]any|range <min:1-65535> <max:1-65535>)] (|mac HH:HH:HH:HH:HH:HH)

[log (JWORD)]

o TCP option

ipv6 access-list ACL-NAME (permit]deny)
<source:>(any | X:X: :X:X/M]X:X::X:X]FQDN) <destination:>(any|X:X: :X:X/M|X:Xz:X:X]FQDN)
tep [(<sport:1-65535>]any|range <min:1-65535> <max:1-65535>)
(<dport:1-65535>]any|range <min:1-65535> <max:1-65535>)] (]syn)
(Imac HH:HH:HH:HH:HH:HH) [log (JWORD)]

o negate
no ipv6 access-list ACL-NAME
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m ipv6 access-list (0 0O)
gogooobod
OIPval IPv6e 0 ACLODOO tableDO DO OOOOODOACL-NAMEO ODOODOOODO

O000O0ACLODDOODOOODOOipve access-group 0 O O O (interface/tunnel/ppp mode O 00 O)
OO0ACLOO00ODO0ODO0O0DOODoOoooooon

Ologg0 0000000000000 OOsyslogmoded 000000000000 OOOODOOOO
00000000 00syslog0 000000100 000000 logODODOOO0OOWC0O0000O0
OO0ACLO0DDODO0O00D0OO00ODOO000DO000DO00D00oOO00ooOo0ooooDOooon
oooooooooooooon

OlgOO00O0oooooboogooooogoooooooooooooobobooboogooDooo
gogo
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O ip route access-list
ooooooo
route-map 0 matchO OO OO match ip address0 0 0000000000000 0ODOOOOOO0O0OODO
BePOOOOUOODOOOset0DOOUOOODODOOOODOUOOODOOOOOOBGPO distribute-list
o0oooooogooooooooooood
goooood ip route access-list ACL-NAME (permit]deny) A.B.C.D/M (]exact-match)
ip route access-list ACL-NAME (permit]deny) any
O no 0  no ip route access-list ACL-NAME (permit]deny) A.B.C.D/M (]exact-match)
no ip route access-list ACL-NAME (permit]deny) any
od od
Oexact-matchO OO O0OO0O0OprefixDOMOOOOODOOOOODOOexact-matchO OO DOO0O0O
OO0OprefixOOMOOWDO 32)D0000CO0O0DOOO
J0.0.0.0/0 exact-match O [0 default route(0.0.0.0/0)0 0000 00.0.0.0/0(exact-match0 O )0 O
any0O0Q0QOOO

O ipv6 route access-list
ooooooo
route-map 0 matchO 0O 0O 0O 0O match ipv6 addressO0 0000000000000 DOOO0OODODOOO0O
OOBPOODODOOOODODOsetd 000D O00DOODOODODOODOOOOOOBGPO distribute-
listOOOO0OOOO00O0O0OO000o0O00oooo
goooooo ipvé route access-list ACL-NAME (permit]deny) X:X::X:X/M (Jexact-match)
ipv6 route access-list ACL-NAME (permit]deny) any
O no O no ipvé route access-list ACL-NAME (permit]deny) X:X::X:X/M (]exact-match)
no ipv6 route access-list ACL-NAME (permit]deny) any
ood 0od
Oexact-matchO O OO0 0000 OprefixOOMODOODODOOOOOODOOexact-matchO OO 0000
OO00OprefixOOMOOWD 128) 00 0000000O0O0O
0::/0 exact-match 0 O default route 0 000 O [k :/0(exact-matchO O )0 Danyd OO0 OO0
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m ip (snat|dnat)

OoOoOoOooo NTOODOODODODDOODOO

ooooooo

o 1ip

ip (snat]dnat) NAT-NAME ip
<src:>(any|A.B.C.D/M]JA.B.C.D) <dst:>(any|A.B.C.D/M]A.B.C.D)
<to:A.B.C.D> (]Jto-end:E.F.G.H)

o TCP/IP

ip (snat]dnat) NAT-NAME (tcp|udp)
<src:>(any|A.B.C.D/MJA.B.C.D) (]<sport:1-65535>]any|range <min:1-65535> <max:1-65535>)
<dst:>(any|A.B.C.D/MJA.B.C.D) (]<dport:1-65535>]any|range <min:1-65535> <max:1-65535>)
<to:A.B.C.D> [(Jto-end:E.F.G.H) (]<port:1-65535>|range <min:1-65535> <max:1-65535>)]

o protocol
ip (snat]dnat) NAT-NAME <protocol:0-255>
<src:>(any|A.B.C.D/M]A.B.C.D) <dst:>(any]A.B.C.D/MJA.B.C.D) <to:A.B.C.D> (]Jto-end:E.F.G.H)
goooooo protocol D 0O udp/tep 0 000000 port000O0O0ODO0O
(000000 udp/tecpO000O0DOOOO)

o static
ip (snat]dnat) NAT-NAME ip
<src:>(any]A.B.C.D/M]JA.B.C.D) <dst:>(any|A.B.C.D/M]A.B.C.D) static <to:>A_B.C.D/M

o negate
no ip (snat]dnat) NAT-NAME
0000000 NATOOOONAT-NAMEO OODOOOOODO

no ip (snat|dnat) NAT-NAME NAT-RULE

0000000 NTOODOODODOODOOD
000000000000 NTOODODODO0ODODOo0OooOooon
no ip snat test ip 192.168.0.0/24 any 1.1.1.1

ooooooo
o snatO0 000 : Private IPO DO OO (192.168.0.0/24)0 Global IP(1.1.1. )00 00000O0OOO
ip snat test ip 192.168.0.0/24 any 1.1.1.1

odnatdODODO: 1.1.1.1:800 0000000 192.168.1.1:8800 00000 O
ip dnat test tcp any any 1.1.1.1 80 192.168.1.1 880

o static snat0 00O 0O:
ip snat test ip 192.168.0.0/24 192.168.10.0/24 static 192.168.10.0/24
00000192.168.0.2450 0 192.168.10.2470 000000 00O0OSNATOOO src IPO OO
(192.168.0.245 - 192.168.10.245)0 000 O
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m system (snat]dnat)
goooogod system snatld system dnat0 000000
oooooog

o system (snat]dnat)
system snat SNAT-NAME
system dnat DNAT-NAME

o negate
no system (snat]dnat)
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m ip web-auth access-list

goooooo

WebO O filterOODOOO0OOOODODOO hostd networkO interfaceD 00O OWebO OO OO OOOO
doooooooooad

ooooooo

o ip/protocol

ip web-auth access-list ACL-NAME (permit]deny)
<source:>(any|A.B.C.D/M]JA_.B.C.D|FQDN) <destination:>(any]A.B.C.D/M]A.B.C.D|FQDN)
(l<protocol :0-255>]icmp|tcpjudp) (|mac HH:HH:HH:HH:HH:HH)

o icmp

ip web-auth access-list ACL-NAME (permit]deny)
<source:>(any|A.B.C.D/M]JA.B.C.D|FQDN) <destination:>(any|A.B.C.D/M]A.B.C.D|FQDN)
icmp (Jtype code) (|mac HH:HH:HH:HH:HH:HH)

o tcp/udp

ip web-auth access-list ACL-NAME (permit]|deny)
<source:>(any|A.B.C.D/M]JA.B.C.D|FQDN) <destination:>(any]A.B.C.D/M]A.B.C.D|FQDN)
(tcpludp) [(<sport:1-65535>]any|range <min:1-65535> <max:1-65535>)
(<dport:1-65535>]any|range <min:1-65535> <max:1-65535>)] (|mac HH:HH:HH:HH:HH:HH)

o TCP option
ip web-auth access-list ACL-NAME (permit]|deny)
<source:>(any|A.B.C.D/M]JA_.B.C.D|FQDN) <destination:>(any]A.B.C.D/M]A.B.C.D|FQDN)
tep [(<sport:1-65535>|any|range <min:1-65535> <max:1-65535>)
(<dport:1-65535>]any|range <min:1-65535> <max:1-65535>)] (]syn) (|mac HH:HH:HH:HH:HH:HH)

o negate
no ip web-auth access-list ACL-NAME

ooooooo

o WebODOOODODO: 192.168.0.100 00000 WebhO 0D O0OOWODOODOODOODOOO
ip web-auth access-list FORWARD-IN permit any 192.168.0.10 tcp 80 any
ip web-auth access-list FORWARD-OUT permit 192.168.0.10 any tcp any 80

o OD0DUO0OODOUODD: DOOWhOODODDOODOOWNOOODOODOODDOOOODOD
interface ethernet 1
ip webauth-filter forward-in FORWARD-IN
ip webauth-filter forward-out FORWARD-OUT
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O pppoe-option sent-padt
OOoOoOoOooOo  PPPEO0OIODOOOOOOOOO
gooooog pppoe-option sent-padt
(all|prev-pppoe-session|unknown-ip-packet]unknown-lIcp-echo)
oo O oo pppoe-option sent-padt all
O no 0  no pppoe-option sent-padt
(] prev-pppoe-session|unknown-ip-packet|unknown-lcp-echo)

O pppoe-bridge

OOoO0oOoOooO  PPPoE bridgeO OO O OODO

gooooog pppoe-bridge ethernet <0-2> ethernet <0-2>
OO0 0O OO0 no pppoe-bridge

O no O no pppoe-bridge

O dhcp-server

OO00oOooo0Od DbHCPOODOOOOOOIWOOOOOOODODOOOO
goooooo dhcp-server bind HH:HH:HH:HH:HH:HH A.B.C.D

O no 0  no dhcp-server bind HH:HH:HH:HH:HH:HH

m ssh-server
o ssh-server enable
gooooog SSHOOOOOO /00000000

ooooooo ssh-server enable Ooag
o0 0O 00 no ssh-server enable
O no O no ssh-server enable 00

o ssh-server version
gooooog SSHOOOOOOOOooooooooo

Joooood  ssh-server version 1)2 > SSHvl or SSHv2
ssh-server version 1 2 : SSHvl and SSHv2

OO0 0O OO0  ssh-serverversion 1 2

g no g no ssh-server version (=ssh-server version 1 2)

o ssh-server ciphers

ooOooooo ssHOOOOoooooooooood

ooooooo ssh-server ciphers (aesl128-chc|3des-chc|blowfish-cbc|castl128-chc|arcfourl28]
arcfour256]arcfour|aes192-cbhc|aes256-cbc|aesl28-ctr|aesl92-ctr|aes256-ctr|)

o0 0o Oo0o0oo0oooooo

O no 0  no ssh-server ciphers
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m ssh-server(O0O)
o ssh-server address-family
ogooooood SSHOODODOODOOODOOOoODOooDOoooadpva/ipve)do0n0oonod

0000000  ssh-server address-family ip : IPv4 access only
ssh-server address-family ipv6 : IPv6 access only

oo o oo no ssh-server address-family

0 no | no ssh-server address-family I any

o ssh-server port

000ooooo ssHOOOODOOoOoOoOOoOOoOoO0DOooOoooDoOoOo00000000000000A0
goooooo ssh-server port (22]512-65535) (22]512-65535)

OO0 0O OO0  ssh-server port 22

a no 0 no ssh-server port (=ssh-server port 22)

o ssh-server authentication

0ooodooo ssHOOODODOOOODODOOODOODOdplain-text password 0 RSA public-key O
oooooooo

0000000  ssh-server authentication (password|public-key)

a no 0 no ssh-server authentication (password|public-key)

oo 00 Default O O O password 0 O ORSAO O (verl/ver2)D OO0 OO0 OO

o ssh-server public-key
ooooooo admin00O0000D0OSSHOOOODODOOODOO@DOS0000000)0
0000000  ssh-server public-key username admin <0-4>
ssh://<user@(A.B.C.D|X:X::X:X)>/FILENAME (]source A.B.C.D|X:X::X:X)
ssh-server public-key username admin <0-4>
ftp://<A.B.C.D|X:X::X:X>/FILENAME (]source A.B.C.D]|X:X::X:X)
ssh-server public-key username admin <0-4>
(diskO:FILENAME|disk1:FILENAME) (]source A.B.C.D|X:X::X:X)
O no 0  no ssh-server public-key username admin <0-4>
ood o0
ooooooOoooooOoobooooooo
ossHOOOOOOOoOoOOoOooDoOooOoooooooooooooooooooooogoooooooo
O ssh://user@A.B.C.D/FILENAMEC 0022000000000 OO =ssh://user@A.B.C.D:22/FILENAMECT]
- IPv4  ssh://user@A.B.C.D:port/FILENAME
- IPv6  ssh://[user@X:X::X:X]:port/FILENAME

o ssh-server vty authentication

0000000 RSAODOOOpasswordDOOO0OO0O0O0OO0OO0OO0DOOIOpassword OO 0O0OIDO
oo0ooooooooo

goooooo ssh-server vty authentication

O no 0  no ssh-server vty authentication

oo 00 RSA public-keyO O O 0O O O O (ssh-server authentication public-key)O OO
gdoooOoOoOoOoOoOoOooOooooooOooOoo
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O telnet-server enable

ooooooo
goooooo
oo o oo
0 no 0

http-server
enable
ogooogao
ooooood
o o oo
no 0

OooOoQgo m

oooood
oooooo
O oo

no 0

O oOooo o

TelnetOODOOOO/000000D00O

telnet-server enable oo
telnet-server enable
no telnet-server enable oo

HTTPOOOOOO/0D0000000

http-server enable (CREED)
http-server enable
no http-server enable 00O

ip access-filter

OO00OD0OwhOOODODOODOOODODO P ACLODODODOOO
http-server ip access-filter 1Pv4-ACL-NAME

source IPOUOOOOODODOOO

no http-server ip access-filter

ipv6 access-filter

[e]

gooooao
ogoooooo
oo oo
0 no 0

session

OOO0O0DwebhDOOOODOOOOODOIPG ACLOODODOOOO
http-server ipv6 access-filter IPv6-ACL-NAME

source IPOO0OO0OOOOO0O

no http-server ipv6 access-filter

session udp timer

]
o
gbooooboo
g

oooooo
oo 0O 0Oad
O no O

wrPpOOOO0ODOODOODODOOOOOOO

session udp timer <sec:1-8589934> (NXR-12000 )
session udp timer <sec:1-2147483> (NXR-1200)
session udp timer 30

no session udp timer(=session udp timer 30)

o session udp-stream timer

googoooo
gboooobgo

oo 0O oO0o
O no O

wrpOOOODOODOOOODOODOOOODOOOO

session udp-stream timer <sec:1-8589934>[1 (NXR-12000 [O0)
session udp-stream timer <sec:1-2147483> (NXR-1200)
session udp-stream timer 180

no session udp-stream timer (=session udp-stream timer 180)
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m session (O 0O)

o session tcp timer

ooooooo TcPOOOOCUOOOOODOOOOOOOOn

0000000  session tcp timer <sec:1-8589934>(1 (NXR-120/C0 NXR-125/CX[] NXR-130/C)
session tcp timer <sec:1-2147483>[1 (NXR-1200)

OO O OO  session tcp timer 3600

O no O no session tcp timer (=session tcp timer 3600)

o session tcp time-wait

O000O0O0Og  TCPOUOOOOOTIMEWAIT OO0OODOOOODOOO

goooooon session tcp time-wait <1-85889934>

0000000  session tep time-wait 120(sec)

O no 0  no session tcp time-wait

goooooo

OTIMEWAIT OOODOQOTCP D0 0O0OO0ODO0DDOOOOO00O0OODODODOODOODOOOOODOOO
OTIMEWAIT O0D0OOOOO0OO0OO0O00O0OD0OO0OO0O0OO00000O0OOOOOOO0O00O00ooooooooon
0000000000000 00000ooooooooo0oooooooooon
OTIMEWAITOOOOOOOOOOTIMEWAITOOODODOOODOOOOODODODOOODOODODDOOOODODOO
oooooooooo

o session max

ooooooo OoOoOooopoboogooooo

OO000000  session max <4096-32768> (NXR-1200000)
session max <4096-65536> (NXR-1200)

oo 0O oOo0o session max 4096 (NXR-12000 O)
session max 32768 (NXR-1200)

g no O no session max (=00000O0)

o session limit
goooooo
O IP address 0 O conntrack session0 000000000 DOOOO USERDO O O Oconntrack session O
dododdbdooooooooooooooooa
OO0D0OO00O0OforwardingD O O0O0O packetOODOD0OODOOOO
doddoOdOoOodlIP addressO O sessiond 00000000
ooooooo session limit <0-32768> (NXR-120/C0 NXR-125/CX[1 NXR-130/C)
session limit <0-65536> (NXR-1200)
oo 0O oOd session limit 0
a no O no session limit
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m session (O0O)

o session tcplimit

gooooog NXROOOGOOOTCPOOOODDODODODOOOOODODODOOOOOO

0000000  session tep limit (<16-16384>])  (NXR-120/CL NXR-125/CXCJ NXR-130/C)
session tcp limit (<16-32768>])  (NXR-1200)

OO0 O 00O  session tcp limit 6400 (NXR-120/C0 NXR-125/CX[J NXR-130/C)
session tcp limit 1024 (NXR-1200)

O no O no session tcp limit 0=0000

ooooood

UNARROOODOO0DOO0OOO0OO0DOO0bOO00ObO0obO0o0booobonDoo

Oipvy/iPv6 00000000000 0ODOOOOOODOOOODO1600000000 1Pv4aD IPVEDO
TcPOO0OO0O0O0OO0OO0OO0OOOODODOOOOODOOOODO

gboobobooooboobooboobooboboobooboboboboobobobon
gbooooboobgooooboboobo

o session invalid-status-drop enable
goooobgn NXRO packetd O OO OO OconntrackD 0 OO0 00O OOOO Ostatusd NEW state
ooO)yoooDooopooOooDoOooOoooestablishOOOOOO
OO000O0O00 packetUOODOOOOODOOOOODO(ex. tecpO OO0 OO session
000000 RST+ack O packet 0 00D 00000 ) stated invalidD OO0 OO
0000000000 Invalid state 0 0O session 0 match O O packet O drop O
OO00000DefaultO OO ODOOO
0OooOooogd  session invalid-status-drop enable
oo o odo no session invalid-status-drop enable
O no 0  no session invalid-status-drop enable
ooooooo
gooooooOoUoOoooUdOobOooUoUobOCoOoUOoUoUOooOoOUUbOOOUOOoOoOOoDOoOoOOoDoO
session invalid-status-drop-interface enable D0 000000000 Oppp OODCOOOOODOOO
oooooooooooo
nxr125(config)#no session invalid-status-drop enable
nxr125(config)#interface ppp 0
nxri125(config-ppp)#session invalid-status-drop-interface enable

o session checksum

0oooood  tep/udp/icmp packet 00 OO0 00O Ochecksum error0 000000000 NATO OO
0000000000000 000000D0000Ochecksum error0 000000
NAT(masquerade 0 0 )0 OO OO0ODOO
DefaultD DO O00O0ODOOOOver5.6. 1000 versionOO0OO0OO00OOOODOOO

goooooo session checksum enable

oo 0O oOd no session checksum enable

a no O no session checksum enable
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m password

o password

gooooon
goooooo
oo o oo
d no g
aad 0o

o gui password
goooobod
goooooad
gg 0O 0o
g no O
ud o o

m CLI

global mode

cLiDdooooooooooooooog

password (|hidden) PASSWORD

password admin

no password (= password admin)
O0ooooo1-9%50000000000D0D000d
OO00ooogoooooooogis#s=+_.;;040~e <000

aliDO000oooOoUoOooooooooog

gui password (|hidden) PASSWORD

gui password admin

no gui password (= gui password admin)
O0ooooo1-950000000000D0D000d
OO00ooooooooooogis#s=+_.;040~e <000

o console idle-timeout

ooooooo
ooooooo
oo o oo
0 no a

Console0 000 O0OOOOODOOOOOO

console idle-timeout <minutes:0-35791> (]<seconds:0-2147483>)
console idle-timeout 0 3600

no console idle-timeout (=console idle-timeout O 0)

o console terminal length

ooooooo
ooooooo
oo o oo
0 no a
goooooo

console0 00 0OO00OO0DOOOOODOOOOODOO

console terminal length <0-512>

console terminal length 24

no console terminal length (=console terminal length 24)
ogOooOOOO0OoOOoOOobDOOoOoOoDOOoOobODoOoOoO

o console terminal width

oooooao
goooooo
oo O oo
0 no 0

console 000 000D0OO0ODOODOOOOODOODOO
console terminal width <40-180>

console terminal width 80

no console terminal width (=console terminal width 80)
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m CLI (ODO)

o vty session-max

ooooooo viyydOOOOQOOOOOOOODOOOO
goooooo vty session-max <1-10>

00 0O OO0 vty session-max 4

o vty idle-timeout

ooooooo vty OQoooooooooooooo

0ooooogd vty idle-timeout <minutes:0-35791> (|<seconds:0-2147483>)
o0 O 00 vty idle-timeout 0 600

O no 0  no vty idle-timeout (=vty idle-timeout 0 0)

o vty terminal length

oo0ooooo  viyOOOOOOODOOOODOOOOO

0oooood vty terminal length <0-512>

oo 0O OO no vty terminal length

O no 0 no vty terminal length

0000000 DefaultOOOterminal D000 0O00OO0DOOOOODODO
od0OO0O0O00ODOOOUO0ObDOOOUODOOOOODODOOOn

o vty ip access-filter

ooooooo  vyOoIipvaOODOODODOOOCOODODOO
0ooooogd vty ip access-filter 1PV4-ACL-NAME

O no O no vty ip access-filter

o vty ipv6 access-filter

ooooooco  vtyOlIpveOOOOOOOOOOOOOODO
goooooo vty ipv6 access-filter IPV6-ACL-NAME

O no 0 no vty ipv6 access-filter
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m 12tp
gogooooo OCN IPv6e O OO ODOOODO0ODOOO0ODOOONROODDODODDOOOPPPPOOOODOO
LTPO0D0DODO0O0O0OWNSDODOOO0O0OODODODO0O0OOOoO

o udp source-port

ooooooo
Joo0oooooooooooooooooNROODOOOoooDooooO2TPOO00n0oooonooo
src port0 00O UDP/17010 00000 OLTR/PPPOC OO ODOOCOOOOOOOOOOOODOOOO
000000000000 LLTPO0O0OOOsrcport OOOO00O0OO0OOODOOOOdstOOOO
UDP/1701(00)0 OO OO

OJo0ooLTev30UDPO O OO OOOOOLTPVIO LZTPO OO OOO OO portD 00000 OOOOOO

goooood 12tp udp source-port <src_port:1024-65535>

ogo 0O 00 12tp udp source-port 40001

o hostname

ooooooo LPOOO0O0ODOOOODOOO

ooooood 12tp hostname L2TP-HOSTNAME

<00O0O0O0 > 0O0O0OOOhestnamed DO0OOOOOOOOODOOOOOO
O no O no 12tp hostname
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m L2TPv3
ooooooo
ONXROODOODO L2TPV3O OO OLAC-LACOODDODOD L2ZTPOODODDDOODDOO OO OEthernet0 00O
000000000000000 End-to-End00 L2000000000000O0OOORFC3931000
oooooo
OLAC-LACO DO 0DODOOLAC-INSOO OO NS-INSO OO0 O0DO0ooooo(20000onon
oooooo)o
O30 0000000000 0000000L2TPv3 over IP (D000 OOO 115)00 0 0 L2TPv3
over DPO OO DOOOOOO
OLTPO000000000D0OOOL2TPV30O L2ZTPO UDPOOOOOOODOOOODODOOOODODOO
00000000oO0oO0oO0ooooooooooooOOoOn
gL2tp(v2) 0000000 OOO0O
OLTPV3 OOIPV4 OO0 OO0O0O0O0OOOOOIPG DD0ODO0D0OODOODOOOOOOOOOOO
0000000000 RODODOODODOD0OOOEthernetd 000 (0)00O 802.1Q VLANDOODODO
OOOXconnect 000000000 DODOOOODODOOEthernet OO O VLAN OO0
O Ethernet 0 00 00O 0O OEthernet 11, IEEE 802.3 Raw, IEEE 802.3 with LLC, IEEE 802.3
with SNAP OO 0000
00000 Ethernet 00000000 O802.1Q in 802.1Q 00 ODODODODO 1522 0O O (FCS O
oo0)yooo
OCookie 00O O L2 Specific Sub layer O OO DOODOODO

o hostname

goooood 0000000000000 0O0DOLCCE(L2TP Control Connection Endpoint)d0 0 00O
oooooo

ooooood 12tpv3 hostname L2TPv3-HOSTNAME

0000000 OQOOO0O0Ohostnamed 000000 OOOODODOOOODOO

O no 0  no 12tpv3 hostname

o router-id

0000000 OQOOoODOoOompOooPODOO0O0O0ODOCO0OODODOCCEDDOODOIODOODOOn
ood

goooooo 12tpv3 router-id A.B.C.D

O no 0  no I12tpv3 router-id
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o mac-learning

ooooood

OLLTPv3 MACO OO D ODOOOOOO /000000000
-000000b00obDOooDovMACOD0D0DOO0DO0DbO00DO0ODO00DOD0DOD0DOOD0ODOODOOD
-0d0000000oooooo0oooooooovMAcO0D0DooooooDoooooooDo
goooooo 12tpv3 mac-learning (Jalways) (Junique)

oo 0o oo 12tpv3 mac-learning

O no O no 12tpv3 mac-learning

ooooood

OalwaysO OO 00O OOL2TPv3 MAC AddressO 0O AlwaysO O OO0 O OO0 OO

-L2TPv3 MAC Advertise Frame O O 0 0O 0O O OO mac-advertise enable0 0000 O0O00OO0OO0ODOO0O
0000000000 O0D0OOL2TPv3 MAC Advertise Frame OO OO OO0 OXconnectO OO OO OO
0000100000000 o0ooo0oooooooooooovACO00DOooooooooogn
goooooovMacOOoDbOooDobDoooonoog

-Always 0000000000000 1000000000000000000DOOO0OO0OMACODO
gopooboooooo

-000@Iways) DO OOOO0OOOOOO
Ounique00000OO0OL2TPv3 MAC AddressCO O unique0 0 OO0 OO0 DOODO
-000000000000112tpv3 xconnect mode 0 00O OO0 OOOOOOOO
nxrl120(config-12tpv3-xconnect)#mac-learning unique enable
-0000000000000000000 Xconnect Local TableOFDBO OO MACOO O D ODOO
J00000oO000o00oD0DoD0o0o00O0DDO00D00D0O0MACODD OO OLocal Tableld FDB
Joo0doooDooooooooooooooooooooooooooooog

-0 0000 Xconnect 1 [J LoopDetect U 0 U 0 00O OO O LoopDetect I FrameDrop U O O O 0O OO
000D00DooOooOooovNACODODOOuwiqued 0000000 OOODOOOOO
-000@nique)D00O0O0O00O0ODOOODOO
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m L2TPv3 (O O)

o mac-aging

ooooooo O0oooooovACODOO0Ooooooooooooon
ooooooo 12tpv3 mac-aging <seconds:30-1000>

oo o od 12tpv3 mac-aging 300

O no O no I2tpv3 mac-aging (=12tpv3 mac-aging 300)

o loop-detect

ooooooo Ooodoooooooooooo

ooooooo 12tpv3 loop-detect

oo o oo no 12tpv3 loop-detect

O no O no 12tpv3 loop-detect

ooooooo
0dd00000o0oo00U0ooooooo0ooood0oooooooooooooooooogog?2
00o0ooooooooooooooon

OXconnect DO DO DO0OO0OUO0DOOOODOOOODOONMACOODOOORBOODODOOOOO
OLTPOODOOCO0ODOOO0ODOOO0ODOOONACOOO0ODOOOONMACOODODOOOOOOOO

o send-known-unicast

gooooog L2TPv3 0O known unicast 00 0000000 O0O

goooood 12tpv3 send-known-unicast

oo O oo no 12tpv3 send-known-unicast

O no 0  no I12tpv3 send-known-unicast

ooooooo

known unicast0 00 O000OMACOODOOOOODOCOuwicastOO0O0O00ODOOOOOOOOOOODOOO

0000000000000 uwicast00000000DODOO0OOO

OXconnectD OO OODOOOOOOOOUnicastDOOODOOOONMACOODODOO Local MACOOODODO
goooooo

o udp source-port

ooooooo L2TPv3 over UDPO OO OO src port0 0000000 O0OOOOO

goooooo 12tpv3 udp source-port <1024-65535>

oo o oo 12tpv3 udp source-port 1701

O no O no 12tpv3 udp source-port (=12tpv3 udp source-port 1701)

O00oooo0d  Srcport0000000O0O0ODOOL2TPv3 over UDPO OO OO OO tunnelOO OO
OO00oO0D0o0o0oTPv3 over IPOOOOOODOODOOOOODOODOOOOODOOO
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m L2TPv3 (O O)

o udp path-mtu-discovery

gooooogo

ogoooooo
oo o oo
0 no 0
goooooo

L2TPv3 over UDP O O O O OPath MTU DiscoveryD O OO0 /000000000
oooooooog

12tpv3 udp path-mtu-discovery

no 12tpv3 udp path-mtu-discovery

no 12tpv3 udp path-mtu-discovery

0000000000000 000 L2Tpv30 0000 DF(Don’ t Fragment)O O 0O O
l0d00oooo0OoooOooopFO0bOCOO0boOCO0gooDoooogooDooog
O0oo0ooooooooooooMii00ooooooomoooooooooon
gooooobrFOCO0OOODOOOOODOOO

o path-mtu-discovery

gboooooo

ooooooo
oo 0O OO0
O no O

o snmp enable
gooooog

ooooooao
oo 0O oO0o
O no O

o snmp trap
ooooooo

ooooooo
o0 0O OO0
O no O

o tos
gooooogo

L2TPv3 over IPO O OO OPath MTU DiscoveryO DO OO /000000000
ooooooood

12tpv3 path-mtu-discovery

no 12tpv3 path-mtu-discovery

no 12tpv3 path-mtu-discovery

L2TPv30 0 S\WPO OO OOOODOOCOOODODOOOODOOOOODOOOOOL2TPV3O
oooMmBOOODOOOOODODOOO

12tpv3 snmp enable

no I12tpv3 snmp enable

no 12tpv3 snmp enable

L2TPVvZO SNMP trap0 00000000000 O0OOODODOOOL2TPv3O OO O Trap
ooooooooooo

12tpv3 snmp trap

no 12tpv3 snmp trap

no 12tpv3 snmp trap

OLTv3i 000000000000 000 LBOOD0OOOIIPOOO PO O0OOOIP/IPVE header
0 ToSO (IPv6 O O O Otraffic class)O USERO O OO O ToSO O 12tpv30 0 0 0O O IP header O 1Pv4
ToS field(L2TPv3 session packet)d 0 OO0 00O O OControl message 0 O0xd0O OO OO OO

ooooooo
oo o oo
0 no 0
goooooo

12tpv3 tos
no I12tpv3 tos
no 12tpv3 tos

OToSOOODOODOOODOIN2tpv3 tunnel tosO OO DO OOOODOOControl messaged ToSO O OO O
goooooogo
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m L2TPv3 (O O)

o tunnel tos

00oooogno  L2Tpv3d ToSO OO O OO OO OControl messageD ToSO O OO ODODODOODOOOO
ooooooon 12tpv3 tunnel tos []<0-252>]

oo o oOOd 12tpv3 tunnel tos 208 (=12tpv3 tunnel tos)

O no O no 12tpv3 tunnel tos

ooooooo
OL2TPv3 ToS 0000000/ 000000000000000 ToS 00000000000000
L2TPv30 ToSO 0 O O 0000000000007 ToST
oo no 12tpv3 tos ood 0x0
000 2080 0xdOL]
0o 12tpv3 tos 0ooo 0-25207 0x0-0xFel]

o fast-forwarding

oooooao L2TPv3 0 O O fast-forwardingO O OO0 0O O O

oooooog 12tpv3 fast-forwarding enable

oo 0O oo no I12tpv3 fast-forwarding enable

O no O no I12tpv3 fast-forwarding enable

oooooog

Ofast-forvardingD OO0 00000000 /0000MACOODOODOOOOODOODOODOOOOOO
-MACODOODODODOOODODO/0000000D0000DO0O000Ofast-forwardingDdODO0OO0O0O
- 00000 fast-forwvardingOD OO OO OOOCOOOOIPVA/TCR/UDPOOOOOOOOOOO

J000Db0oo0DgoLRMPY3DD0000o0oDooooboo0oo0ono0d0ooooOonDodfast-
forwardingO OO OOOO0OODOODOQO fast-forwardingd OO0 O M

00000000 0Db00000oD0bO000D0DO00D00DO000DOdL2TPYd tunnelingd OO
L2TPv3 over IPsecO policy based 00 O O O fast-forwardingU O OO OO OO0

- L2TPv3 over IPsec (route base)l] O fast-forwardingO OO O 00O 0O

0000000oD0o0oooooooooog L2tev3d0d 0O O fast-forwardingD O 0O O

O L2TPv30 MACODODOODOODOODOOOD200000LAND O local tableOWANO O FDBO O O
- LT3 000000000000 000O00MACOOOODOFBOOOODOOOODONO fast-
forwardingOD OO OO OOO0DOOOO

- LT3 00 0000000000000 000OMACOODOO local tableDOOOOOOOOOO
0 fast-forwardingO OO OO OO0OOOOOO

- LTPVv3I0 00000000000 000000OMACOO0ODOOFBOOODOODOOO D WAN-WANO O
O00Ofast-forwardingD 0000000000000 O0DOOO0ODOODOOO0ODOODOOOODDO
oooooo
O 0doooDoooOdlocal tableD OO0 FBOOOMACOOODOOODOO fast-forwarding O O
OO0000O00O0D0OOMAC aging-timeO0 0 O0O0O0OO0OO0OOOOONocal tableOD OO0 FDBO
OO00OMMCOODODOODODOOODDOODO fast-forwarding0 OO0 0O0OD0O0O0O
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m L2TPv3
o fast-forwarding (0 0O)
gogooobod

O fast-forwarding 0 O O L2TPv3 fast-forwardingD OO0 O O0O0O0O0OOOOOOOOOOO

O NXR-120 NXR-125 NXR-130 NXR-155 NXR-1200
fast-forwarding 16,383 65,533
L2TPv3 fast-forwarding 16,192 62,462

- L2TPv3 fast-forwardingO OO0 0000 O0OO0O0OOOOOOOODOOL2TPv3 fast-forwarding O O
ooooooooooooon

- fast-forwarding O L2TPv3 fast-forwardingO 0O 000000 OOO0OOOOOOOOODOODOO
000000000 o0oD0ooooonDooe,3830NXR-12000000065,5330 0000000
oooooo

- fast-forwarding O O O O O O global mode O fast-forwardingD O OO OOOOOODOOOO

ooooood
000 00L2TPv30 fast-forwardingd 0 Ov5.11.10 00 0000000000000 O0OO0OODOODOO
vb.12.00 000000000
00000O0000oO0obO0ooooDoooooooooDooo
000000 fast-forwardingD D OO O0O0OOdefaultOD OO0 O
nxr120(config)# fast-forwarding enable
OLLPVIONACODODOODODOD0DO0O0OOdefault0 0000
nxr120(config)# 12tpv3 mac-learning
O L2TPv3 0 fast-forwardingU D OO OO0 OdefaultO OO0 O MO
nxr120(config)# 12tpv3 fast-forwarding enable
gcLi0dooDOo0oDoOoooooooDooD0DodoooooDoooOoognOshow configd O
0000000000 0b0o0oDoooooobOooDooDoooooooDooo
o O00O0O0O0O fast-forwardingD O O O O OL2TPv3 O fast-forwardingD OO O OOOO
nxrl120(config)#l12tpv3 fast-forwarding enable
% First configure "fast-forwarding enable™ on global mode.
o L2TPv3 0 fast-forwardingO OO OO OL2TPV30 MACOO OO ODOODOOODOODODODO
nxrl20(config)#no 12tpv3 mac-learning
% First deconfigure "12tpv3 fast-forwarding enable™ on global mode.
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m L2TPv3
o fast-forwarding (0 O)
ooooooo
e PtoP OO /700
NXR_10O fast-forwardingO OO O O00O0OD0OO0OOOOOODOOOOODOODOOODOODOOODOODO
PCAOPCBOOOOODOOOOODOODOODOODO
PC A -——- NXR_1 L2TPv3 NXR_2 ----- PC_B
o PCAOOPCBOOODOpingDDOOOOODO
OPCAOOARP REQUESTO OO DODOODOODOODOODO
ONXR_1O0O local tableO PCAOMACOOOOODOOOOOO
OPCBODOPCAOOARP REPLYO D ODOODO
NXR_1IOOFBOOPCBOMACODOODOOODOODOOO
PCAOMACOOOODOODIocal tableODODODOODOOODOODOOfast-forwardingdO OO OO0 O
gooooooogoo
OPCAODOPCBOOICMP REQUESTO O OO DO OO
PCBONMACOOUDORBOOOOODUOOOOOOOfast-forwardingD OO OOODOOOOOO
ooooo
OPCBODOPCAOOICMP REPLYO DO ODOOOO
Fast-forwardingO O OO O0O00OOD0OOODOODOODO O fast-forwardingD 00O O
OPCAODOPCBOOICMP REQUESTO OO OOODO
Fast-forwardingO 0D OO O0O00OOD0OOODOODOODO O fast-forwardingD 00O O

e PtoVP OO O DO
NXR_10O fast-forwardingD OO OO0OOO0OOCOOOO0ODOCOCOOODOOOOODOOUOODOOOO
PCAOPCBOPCCOOUOODODODOODODODOODO
PC C ——-—-- NXR_1 L2TPv3 NXR_2 ----- PC_A
L2TPv3 NXR_3 ----- PC_B
o PCAOOPCBOOODOpingDDOOOOODO
OPCAOOARP REQUESTO OO DODOODOODOODOODO
ONXR_1IOONXR2OODO FDBOOPC AONACOOODOOOODOO
OPCBODOPCAOOARP REPLYO DO ODOODO
NXR_IOONXR 3OOO FBODOPCBOMACODOODOOODOOOOO
PCAOMACOOOODOONXR 2000 FBOOODOOODOODOODODO fast-forwardingd O 0 O
ooooopoooogooooog
OPCAODOPCBOOICMP REQUESTO OO OO OO
PCBOMACOOODOOONKRBOOD FBOODOCOOOODOCOOOOfast-forwardingD OO 0O
0doooDoooogoooooog
OPCBODOPCAOOICMP REPLYO DO ODOOOO
Fast-forwardingO O OO O0O00OOD0O0OO0DOODOODO O fast-forwardingD 00O O
OPCAODOPCBOOICMP REQUESTO OO OOODO
Fast-forwardingO O OO O0O0OOD0OOODOODOODO O fast-forwardingD 00O O
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m IPv4

O arp

ooooooo OOoOooooAPOOCOOOOO

Oooooogd  arp A.B.C.D HH:HH:HH:HH:HH:HH

O no O no arp A.B.C.D

ooooooo
OStatic RPOOOOOOODOOOOOGratuitous ARPO ARPO OO OOODOOOOODOOOOODO
Ol00HWODOOODOoOoOoIMO0D00000D0O00D00ODO0ODODOO1I00IIPVMA0DO0O00O0
oowDhoOooopoooooooooooooo

O ip route
ooooooo IPMADOO0O0D0O0OO000D0O0OO0O000O0OO0
ooooood ip route A.B.C.D/M (<gateway:E.F.G.H>] INTERFACE|null)
(Jtag <1-65535>) (]<distance:1-255>)
(|netevent <trackid:1-255> (active]inactive))
OO0O0O0 INTERFACEODDDOODDODDOO
ethernet <0-2> (|vid <1-4094>) | ppp <0-4> | tunnel <0-255>
O no O no ip route (A.B.C.D/M GATEWAY|INTERFACE|null)
(Jtag <1-65535>) (]<distance:1-255>)
ooooooo
OO00000O0ooO00OoOOooO0obDOoOoOUObOOdistancel 000000 O0O0ODOOOODODOODO
0000000000000 00000000D0O000D0DD0000000Oround robinO0O0O
goooooooooooo
025500 000000000000
OO0000000O0O0O0O0O0OOO0 (ethernetd 802.1Q VLA O OO OOOOODOOOOODODO
0ddoooodoooo0oooo0oU0ooo0ooooo0oooogooooooooDooooon
OOMRPOOCOOODOCOOOLANOOOCOOProxy RPOOOOODOOCOOOODO)Y)YOODOOO
0O00O00O0Point-to-POInt0 0000000000 DODOOOOODOOOODODOOOODO
goooooooooooooooo
oo null OO
CnullOOO0O00D0OCOOOOO0ODOOOOO0ODCOOOODCOOwKODOOOOODOODODOOO
ooooo
CnullCO000CO0O0O0up/down0 00000000 DOCO route0000O0DOOCOOOO
route0 0 0000000000000 00ODOO0O0ODOO0OODOOO0OOODOOOODOOOO
goooooooooOoOoOooOoOoOoOoooOogoooOoooooooooDoUOoooOogm
000000d0ooo0o0oooO0ooo0odO0ooDooo0ooDoOOoOoDO00ooOooDOoooDooooon
O00OdropO0 00 00O0OOO0O0O0OOOO0OOOOO0OOOuNIODOO0OODOOOOD
distance0 0000000 O0OODOOODODOOO
Oip route/ipv6 route 0 00000000000 0OCO0OO0O0O
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O ip icmp-errors-inbound

goooooo

goooooad
oo o oo
0 no 0
goooooad

00000000000 OICMP error message O OO ODOOICMP errord 00000
O packet 0 00O 0O O interface 0 primary address0 0000000

ip icmp-errors-inbound

no ip icmp-errors-inbound

no ip icmp-errors-inbound

ODefault OO 0ODOOOODOODOODODOrouting tableD O O00OO0DOOOOODOODOOOOODO
primary address0 0000000

OICMP error message] IPsec0 00000 0ODO0OO0ODOOOODO0OODOOpacketdOOODOOOO
oboooooobooooboooboooooooo

O ip arp-invalid-log

goooooo

goooooad
oo o oo
0 no 0
goooooad

Ethernet/VLAN interfaced OO 0O OO O OO interfaceO IPv4 network O O O IPv4
addressO arp request0 0 00 000Osyslog0 000000000 ODOOOOOOO
ip arp-invalid-log

no ip arp-invalid-log

no ip arp-invalid-log

Invalid arp00000000COCOO0OO logd syslogODOOOOOCOOOOO

0000D000000D0OO0Omessage 000000000 OODOODOOOISyslog message suppress [
O(syslog mode0 O0)OODOOOOOOOOOOOOOO

<< Invalid arp0 O log format >>
Jun 16 18:21:06 nxrl20 arp_detect: received invalid arp on ethernetO from 10.10.1.143
(00:90:fe:12:48:8¢c) to 10.10.1.110

ethernet0 :

00 00O interface

10.10.1.143 : arp request] sender IP

00:90:fe:12:48:8c :

sender mac address

10.10.1.110 : Target IP address
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m IP martian-logO O

O Source/destination IPOOOOOOODOODOARP sender IP/target IPO Omartiand0 000000
IPVADODOOO/ARPOO0O0OOOOOOOOOOOOOODODOODO

Omartian0 000000000 OCO000O0ODOO00OO0ODOO0DOO0OO0O00Omartian000000D0OO0O
O0000oo0O0o0oooo0oOooo0ooooooooooooooo

O000Omartian0 00000000 Oip martian-log0 00000000000 DO0ODOOOOO
oooooo

-Target IPO0127.0.0.0/80 00 0000000000000 00O00O0O0OOO0OOOOOOOO
ARPODOOOOOOOOOOmartian-log0 0000000

-Source/destination0 0 [00.0.0.00 000000000000 O00DOOO0OODOOOOOOOOO
goooooooo

OMartianO OO QCOOODOO
o martian source

SourceJO0OO0OOODOARP sender IPOOCO0O0DOOCO0ODOOCOODOOOODOOOOOOOOO
martian-log0 0 00000000000 OMACOODODOODOOOOOMACOOODOOOODODO
ood
ooDoooooooooog
oo0Oooo0ooOoglzr.0.0.100 0.0.0.0000000DOO0OOO
OARPOODODDOOOODOOOODODO IPOsender IPOODOOOODO
OOOOO0IIPOO0OD0ODOOsource IPOOOOOOIPOOODOOOOOOOOOOOOO
OO0 Oip nat-loopback 0 O 0O 0O OO OO source/destination IPOO000O0OO0OOOOODOOO
OOOOmartian-log0 000000000 OOOCOOO

o martian destination
O000 IPOD0DOO0O destination IPOO0O0O0ODOOO127.0.0.100 0.0.0.00 000000
oooo

O ip martian-log
ooooooo IP martian-log0 000 00O000O0O

ooooood ip martian-log oood
oo 0o goo no ip martian-log goon
O no 0  no ip martian-log
goooooo

gooobooobooboboooboooboobooooboooOopbestdetcOoonbDOoOoO
goooboooboobobboobobobooboobobooobooboobobooobOoobon
gsgdoopbobooooobooogoboicoboboobobooooboooom
gobooooboobooboboooOobOoO0OoODsupress message 00000000 0OO0O

113



0O 60 global mode

global mode

O ip reassemble-output

ooooooo

goooooooodMiooooeMTUCODOOODOOOOON forwardingDOOOOOOODOOO
0000000 oooo0o0oooDood0ooooCoooDoooooooDooOooooDoon
OO0O0oOoOoONRROOOOOOOOO0ODOOOOU0ODOOOUOODOOODOOOOODOODOOO
- fragmented packet(U O OO0 O0OD0)OMUODOOOOOODOOOOOODOODOOOOOOOMTUO
ooooopoocoooooooooo
- fragmented packet(CO OO OOO)OMUOOOODOOODOODOOD fragmented packetD OO O
coooooo
-000000oooo0oMU00DO000ooOD00oooD0oooODO0ooooDoo

goooood ip reassemble-output

oo O OO ip reassemble-output

O no 0 no ip reassemble-output

ooooooo

gooo0opoodoOoooU0U0obDOo™CooooO0ooooUUbOOooOUoDooUOoDooOoooDo
00000000ooo00ooo00oo0o0DooooooooOooDoooO IPOODODOOOOD
gooooo0ooooOoOoOooOoOUooOooUOOoOoooUOUoOoOoOOoUoODoogOoDbDooOooDo
0000000000000 00ooD0ooO000o0o0000ooO000DoOOoONXROODO
oooooooooooOoooocOoOwooOoOoOOobOOoOoUOboOogOoDooooo
- fragmented packet(CO O OOOO)ONMUDOODOOODOOODOOD fragmented packet D MTUO O
oooooooooooooogo
- fragmented packet(QCO OO OOO)ONMUOOOOODOOODOODO fragmented packetd O OO
coooooo
- 00000000000 MIUODDO000D0DO00DOO0 fragmented packet0 000000000
cooooo

ODefaultO Oglobal DO O OO interface0 00000000 OGIobal 0 OO interfaced OO AND
od0oOOo0oDOoCOoUOOoDooOoOoooOooboooooogOgrr forwardingO ODOOOOODOOO
ooooo

goodooooU0oOoOoooO0UoboOooOU03x200000O0oDoox’3ooooooooooooDo
0000000000 0000000D0O00Oip reassemble-output 000000000 DOOOO
oood

ooooooo

Oglobal mode O O no ip reassemble-outputD O 0O O 0O O ipsec tunnel interface 0 O no ip frag-
ment-reassembly0 0 0000 O0OOOOno ip fragment-reassemblyD0 00000000
00000 no ip fragment-reassemblyd0 000000 tunnle interface0 0000000000
reassemble 000000000 Oconntrack 0000000000 DOOODOODOODOOODOconntrack
OO0OO0OCOOOONATOO /SPIl/session0 000000000 DOODOCOO0ODOCOOOOOODOOO
000 packet coloringD 0O OOO0OOOODOOO

(M no ip reassemble-output0 000000 OO0OO0OO tunnel interface 0 Ono ip fragment-
reassemblyd O O ip fragment-reassemblyD 0000000000 OODOO
(no ip fragment-reassembly 00000000000 OWarningO OO OOO0OD

Oip fragment-reassembly 000 000000000000 O0OOODO0OO ip reassemble-output O
goooooooooooooo
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m ip local pool

o address

ooooooo IPOCOO0O00DOOOOODOOOO

oooooog ip local pool WORD address A.B.C.D (]JA.B.C.D)
O no O no ip local pool WORD

o exclude-address

ooooooo IPO0O0O0O0ODOODODOODODOOOIPOOOOOOOOIPO000O0OOOOOOOOOD
ooboOoooo ip local pool WORD exclude-address A.B.C.D (]A.B.C.D)

g no g
Oexclude-addressO 0 00O no ip local pool WORD exclude-address
ooooooooo no ip local pool WORD exclude-address A.B.C.D (]A.B.C.D)
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m [Pv6

O ipvé forwarding

goooooo

goooooo
oo 0O oo
0 no a
oooooio

ooooo 20

O ipv6 neighbor

opoOooooao
ooOooooa
O no O

O ipvé route

goooooo
oooogooo

OO0 null OO

IPv6OO0O00OD0OCOO0OO0OO0OOCOO0ODOOOOIWPeOOO0OOOOO0Oo/OOODODOOODO
Oo0ooooooooo

ipv6 forwarding

no ipv6 forwarding

no ipv6 forwarding

IPv6 forwardingU OO OOOOOO

O Neighbor Advertisement IsRouter flagO OO OO OO0

ORouter SolicitationO0 0 O0OOOOO
ORedirects0 00O 0O00O00OO0OOOOMO

IPv6 forwardingU OO OOOOOO

ONeighbor Advertisement IsRouter flagO OO OO OO0 OO
000000 ORouter SolicitationO OO DOO0O0O
ORedirects0000O0OO0ODOredirects00000O0O00DOOOOOO

ipve0 0000000000000 0000
ipv6 neighbor X:X::X:X HH:HH:HH:HH:HH:HH ethernet <0-2> (]Jvid <1-4094>)
no ipvé neighbor X:X::X:X ethernet <0-2> (Jvid <1-4094>)

ipv60 00 0000000000000

ipv6 route X:X::/M GATEWAY (]<distance:1-255>)

ipv6 route X:X::/M INTERFACE (]<distance:1-255>)

ipv6 route X:X::/M GATEWAY INTERFACE (]<distance:1-255>)
no ipv6 route X:X::/M GATEWAY (]<distance:1-255>)

no ipv6 route X:X::/M INTERFACE (]<distance:1-255>)

no ipv6 route X:X::/M GATEWAY INTERFACE (|<distance:1-255>)

CnullO0OOCO00OODOODOCOOODOOOOODOOOOOOOOIPODOOOODOOOODOOO

goooo

OnullO00000000Oup/down0 0000000 OO0 route00000O0ODOOOOO
routeJ00000000000DOOO0DOOOO0ODODOO0ODODOO0OOODOOODOOOOODO
go0OooO0oOoOoOoOoOoOOOOOOUOOOOOOOOOOOOOOOOOOOOoOoOoOoOOooOon

0000000000000 ooooooogooooooooooooooon
OO0O00Odrop0 00O O0OD0ODODOODODOODODODODODODODOOOIDDODOOOOOOOOO
distanceJ 000 O00DOO0OO0O0ODODOOOODOO

Oip route/ipv route 0 000000000000 ODOO0O0O
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O ipv6 bridge
goobooogo

ooooooo
O no O
ooooooao

doooooooooooiIskdoooooooooooooooiwprvednoonon
00o00o0ob0oopbooooO0ob0ooooooooooDobDooDoooooooDOoo
ooooood

ipv6 bridge ethernet <0-2> ethernet <0-2>

no ipvé bridge

IPve OO 00000000 OONROD IP6OOOOONRODOOOOOOO
non-unicast] NXRO O OO IPv6eO0 OO OO0OODOODOOOO (non-unicast OO0
OONXROODODOOOOODOODOODODOO)O
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m track
ooooooo
ONetevent O track object 00D OOOOOOONeteventD OO0 OO0DOODOODO F NeteventD OO
ooooooogod
ooooooo
o delay/retry
gO0O0O0OCvent up0O0O000O0D0)DD0ODO0OuwOOactionODOOOODOOOdelayOOOOOOO
O00000ODRelay timer0 00000000 O0Otrackd down state0 0000000000 ip
reachability checkDO DO OODOOOO
ODelay timerd OO0 O event down O (retry00)0 00000 Odelay timerd cancel DO DO OO
ODelay timerd timeoutO OO Oevent upU actionD 00000000000 ODOdelay timerd
0000000 ip reachability fail count0 0000000 Oaction0D 00000
reachability check DO DO OO0ODOOO
o initial-timeout
0 OSPF/BGP4 [0 neighbor 0 OO0 OO interface link 000000000 track OO0 init0d0O0Od
OO0 trackDOODOOOODOODOOOODODOOODOO
Oneighbor0 00 @ OODO interface link up)DOO0OO0OO0O0O0O track up0O0D0OD0OOODO
Oneighbor0 00000000 @MOODO interface link down)J 000000 ODO track down
J000O0000ODOobOoOooOdinitial timeoutD timeout D O O OOSPF/BGP4 0 O /interface
00o00o00oCoOd0OdownOOODOOOODOOOOOOOOtrack downO O O0O0O 0O Odown
actionODOOOOODO
O Initial timeoutO OdefaultOOOOOODOO OO defaultO initial timeoutd O 180sec
OO0O000initial timeout0 0010 O 3600sec0 0000000 O00DOOOODODO

o interface linkODODOO
ooooooo
track <trackid:1-255> interface INTERFACE
track <trackid:1-255> interface INTERFACE initial-timeout (]<10-3600>)
track <trackid:1-255> interface INTERFACE delay <10-3600>
track <trackid:1-255> interface INTERFACE initial-timeout <10-3600> delay <10-3600>
ooooooo
O INTERFACE O [(ppp<0-4>| tunnel<0-255>|ethernet<0-2>)0 0 00000 O

<ggogoog »
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m track (OO)
o ping/ping6 0 00O reachabilityd O OO0
ooooood
track <trackid:1-255> (ip|ipv6) reachability (A.B.C.D]JFQDN) (]source A.B.C.D|interface IFNAME)
(J<interval:10-32767> <retry:0-255>) (|delay <delay:10-3600>)
oooooog
O ip/ipv6 reachabilityd OO OO O icmp/icmpve echo-request/reply packetD OO O OO0
Olnterval O Oping0D 00000000 pingDO0O0OOO0OO0DOOOOreplyd0d0D0O0O0OOO
O0pingD 00000 ODODOOODOODOOO
Olnterval D00 retry0000OUSEROODOOODOODOODOOO
OPing O timeout D O 10secO OO
Oip reachability0 0O 000 interface0 00 0000O0OO0DOOO

o IKE SADODOOO
goooooo track <trackid:1-255> ipsec isakmp <IKE-POLICY:1-65535>
track <trackid:1-255> ipsec isakmp <IKE-POLICY:1-65535> delay <10-3600>

o OSPF neighbor 0 O
ooooood

track <trackid:1-255> ospf neighbor <PEER RID:A.B.C.D>

track <trackid:1-255> ospf neighbor PEER_RID delay <10-3600>

track <trackid:1-255> ospf neighbor PEER RID initial-timeout (]<10-3600>)

track <trackid:1-255> ospf neighbor PEER_RID initial-timeout <10-3600> delay <10-3600>
ooooooo 0000 router-idO 0 neighborD 000000 state0 OO0 O0OO0OOOO0O

o BGP peerd O
ooooood
track <trackid:1-255> bgp neighbor <PEER IP:A.B.C.D>
track <trackid:1-255> bgp neighbor PEER_IP delay <10-3600>
track <trackid:1-255> bgp neighbor PEER_IP initial-timeout (]<10-3600>)
track <trackid:1-255> bgp neighbor PEER_IP initial-timeout <10-3600> delay <10-3600>
track <trackid:1-255> bgp neighbor <PEER IPVv6:X:X::X:X>
track <trackid:1-255> bgp neighbor PEER_IPv6 delay <10-3600>
track <trackid:1-255> bgp neighbor PEER_IPv6 initial-timeout (]<10-3600>)
track <trackid:1-255> bgp neighbor PEER_IPv6 initial-timeout <10-3600> delay <10-3600>
ooooooo 0000 peer ipO0neighbor0 000000 stated 0O O0O0OOOOONO

o VRRPOOOODO
goooooo track <trackid:1-255> vrrp ip <vrrpid:1-255> interface ethernet <0-2>
O no O  no track <trackid:1-255>
ooooooo
Oethernet0 000000
Omaster O O backup/initd 0 000000 backup/initd0 O master 00O O0OOOO0OOO
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O ipsec nat-traversal

oooooon
O00O0OO0OONAT-Traversal DO 00000 O0O0ODOOOCDOONATODOOODOOODODOODOODOO
do0O0OIPsecO0000OOOODODOOOO
OIKEVIOOONAT-Traversal 00000 /0000000000000 0COOKEV200000000
gooooboooooooooboooa

ONAT-Traversal OO IPVAO OO OOOOODOO

goooood ipsec nat-traversal enable (NAT-Traversal 0 O0)
g no g no ipsec nat-traversal enable (NAT-Traversal O O0)
OO O OO0 no ipsec nat-traversal enable

ooooooo

O Transport 0 O O O NAT-Traversal 0 O O
NATODOO Transport 000000000 DOOO0ODOOOOOOODOOOOODODOOOODOOO
oooopoooooooo

ooooooo
NATOOO Transport 000000 O00DOCOOOO0ODOOOO0ODOOOCOONATOODOOOOOO
o0oooooooooooo

OTcP/UDPO OODOODO
TCP/UDPO OO ODOOOOODOODOOOODOODOODOOIIODDOODODOOODOODOODODO
OO00esPO00O0CO0O0DOCOOODOOODOONATOOOOODOOOOODOOOOODOOOOO
00000000oo0o00oDo0ooooo00oooDO0U0oooooDOoo0oooooOoooon
ooooooo0oooOoOoU0oooOoUOOooUOUbOOooOUobDOo0UbooUOoDoooOooDoUOUoo
00000000ooooo0ooooO0do0oooodooooooogoooooooDoooon
OOOTransportD OO0 NAT-Traversal DO OO0 O0O0OCOOESPOOCOOODOOOOODOOO
oooooo

O ipsec path-mtu-discovery
gogoooog pvTUDO O OQOODOOO
gooooog ipsec path-mtu-discovery enable

O no 00  no ipsec path-mtu-discovery enable
oo O OO ipsec path-mtu-discovery enable
ooooooo

OlIPsecd 000 PMTU discovery0 0O OO0 OOODFbitD 1000 tunnel MTUOODOOOODOO
000000 tunneling0 000000000 ODOOouterd ip headerd DF bitO OO 00000
oooo

OlIPsecO OO0 PMTU discovery0 OO OO OOODFItO 1000 tunnel MTUOODOOOOOOOO
fragment needed0 0000000 OpacketD drop0 00 0O0O0OOOOouterd IP header O
DFbit O O O tunneling packet 00 OO0 OO OO0OO
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O ipsec xauth

goooooo IPsec XauthD OO OO OO0 O0O0O0O0O0OooooooQ

goooooo ipsec xauth username USERID password (]hidden) PASSWORD

O no 00 no ipsec xauth username USERID

00 00 00OoOooool-950000000000D0000
OO00ooooooooooogis#e=+_..;0¢0~ <000

O ipsec x509 enable
OO0oOoooo  Xxs50000000000000000000
ooooood ipsec x509 enable

O no O no ipsec x509 enable
oo o oOd no ipsec x509 enable
00 00 IPsecOmain0 00000000 O00DOOOOO

O ipsec x509 validity-period-check

OO0ooooo X500 0000000000000000000

goooooo ipsec x509 validity-period-check

O no O no ipsec x509 validity-period-check

oo 0O 00 ipsec x509 validity-period-check

od oo
J00d00ooo0ooodoooodoooo0ooo00oooooooo0oooooouooon
ooo
Jo0dd0oo000oo0ooo00ooo000oooooooooccRLODO0O0Dooooood
ooo

O ipsec x509 ca-certificate
OO0O0Ooooo X500 cAD00ODOODOOODOOOO
coooooo
ipsec x509 ca-certificate NAME ssh://<user@(A.B.C.D|X:X::X:X)>/FILENAME
(Jsource A.B.C.D|X:X::X:X)
ipsec x509 ca-certificate NAME ftp://<A_B.C.D|X:X::X:X>/FILENAME
(Jsource A.B.C.D|X:X::X:X)
O no O no ipsec x509 ca-certificate NAME
od o0
g0oooogooooooooooooooo
gssHOOoOOoOoOoooOoOooOooOoUooooOoUoOoooUOOoooOooUoUoboooUoooUooooooo
O ssh://user@A.B.C.D/FILENAMEC 0 022000000000 O O =ssh://user@A.B.C.D:22/FILENAMELT]
- IPv4  ssh://user@A.B.C.D:port/FILENAME
- IPv6  ssh://[user@X:X::X:X]:port/FILENAME
ODER(*.der, *.cer)U OO PEMC*.pem)0 00 0O00DOOCOO0OOCOODOOOOODOOOODOOO
00000000ooO000oDo0o0ooDdoooobDESO00DOO00oooO0oooDOoouooD
oooooo
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O ipsec x509 certificate
000ooooo  x.500000000000000000O0
ooooooo
ipsec x509 certificate NAME ssh://<user@(A.B.C.D|X:X::X:X)>/FILENAME
(]source A.B.C.D|X:X::X:X)
ipsec x509 certificate NAME ftp://<A_B.C.D|X:X::X:X>/FILENAME
(]source A.B.C.D|X:X::X:X)
O no O no ipsec x509 certificate
od od
0000oooo0Oooooooopooooo
gssHOOoOoOoOoOoOooOooooOoOoooOooOoooOoooobOoUoUOoooooooUgoboooOooo
O ssh://user@A.B.C.D/FILENAMEC 0 0220 0000000 0O OO =ssh://user@A.B.C.D:22/FILENAMELT]
- IPv4  ssh://user@A.B.C.D:port/FILENAME
- IPv6  ssh://[user@X:X::X:X]:port/FILENAME
ODER(*.der, *.cer)D OO PEMC*.pem)J 000000 DOOCOOODOCOOODOOOOOOODOOODOO
000o0D0o000ooo00ooo0ooogdooogoEs0doooooooooooDooooooo
gooooo

O ipsec x509 private-key
OO00O0oog X.5090 private keyO OO OO OO
ooooooo
ipsec x509 private-key NAME key ssh://<user@(A.B.C.D|X:X::X:X)>/FILENAME
(]source A.B.C.D|X:X::X:X)
ipsec x509 private-key NAME key ftp://<A.B.C.D]X:X::X:X>/FILENAME
(]source A.B.C.D|X:X::X:X)
g no d no ipsec x509 private-key NAME key
od od
0000oooOo0ooooooopoooooo
gssHOOOoOoOoOoOoOoOoooOoOoOoooOoOoOoooOoUoobOoUoUooooooooUOobooOooo
O ssh://user@A.B.C.D/FILENAMEC 0 02200000000 0O OO =ssh://user@A.B.C.D:22/FILENAMELT]
- IPv4  ssh://user@A.B.C.D:port/FILENAME
- IPv6  ssh://[user@X:X::X:X]:port/FILENAME

O ipsec x509 private-key

oooooog  x.5000000000000000d

ooooooo ipsec x509 private-key NAME password (hidden]) WORD
O no 0  no ipsec x509 private-key NAME [password]
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O ipsec x509 crli
ooooooo ooooooooooooooon
oooooog
ipsec x509 crl NAME ssh://<user@(A.B.C.D|X:X::X:X)>/FILENAME (]source A.B.C.D|X:X::X:X)
ipsec x509 crl NAME ftp://<A.B.C.D|X:X::X:X>/FILENAME (|source A.B.C.D|X:X::X:X)
O no 0 no ipsec x509 crl NAME
0ood oo
dooooooooooooooooooog
gssHOOOOOoOooOOoDOOoO0DoO0oOooooooDOdoooooooooooooDooooooond
0 0O ssh://user@A.B.C.D/FILENAMED 0 022000000000 OO =ssh://user@A.B.C.D:22/
FILENAME[T]
- IPv4  ssh://user@A.B.C.D:port/FILENAME
- IPv6  ssh://[user@X:X::X:X]:port/FILENAME

O ipsec access-list
ooooooo IPsec00000000D0ODOOOOOO
oooooog ipsec access-list ACL-NAME ip (any|host]|A.B.C.D/M any|host|A.B.C.D/M)
ipsec access-list ACL-NAME ipv6 (any|host|X:X::X:X/M any|host]X:X::X:X/M)
O no O no ipsec access-list ACL-NAME ip (any|host]A.B.C.D/M any|host]A.B.C.D/M)
no ipsec access-list ACL-NAME ipv6 (any|host]X:X::X:X/M any]host]X:X::X:X/M)
no ipsec access-list ACL-NAME
0o oo
OO OO0 IPsec access-listd Omatch addressO0 0000000 IPsec tunnel DO OOCOODOO
match addressO0 000000 OO O IPsec tunnel policy mode0 OO OO0OODOOO
0000 access-list0 ipO ipv6000000000O0O0O0O0OOOOOOOOOOOOOOOOOO
00lgooooooooooooog
OIKE2O DO ip0ipv6 000 0000000000000 00O0OKEVIOOOOOOOOOOOOOO
ooooooo
O IPsec access-listO00 host rule0 000000000 DOOCOOODOOOO
O1IPv4 hostO IPv6 host DO OO OOOOOOUPVAODOO IPVGODOODOOIKEDOODODO IP
protocol 000 000)J000000100host hostDOOODOOOOOOOOOOO 100
00000000000000000o0oo0o0o0
ex) ipsec access-list test ip host host
O ipsec access-list test ipv6 host host
OhostOO DO host0OOO0ODODOODDODODDODODODDOODOOODOOOOhost hostO OO OO
O00O0Doo0o00Ovwle00O0TTS(OOOOO0OODOO)Y)YOOODOODOODODOOO
ex) ipsec access-list test ip host host
ipsec access-list test ipv6 2001::/64 2002::/64

O ipsec generate

0000000  RSA signature keyO OO O OGO .

ogoboooo ipsec generate rsa-sig-key <key length: 512-1024>
O no 0O  no ipsec generate rsa-sig-key
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O ipsec eap radius (IKEv2O O)
goooood
O Account 0 OO OO RADIUS server O IP address[OUDP port0 OO0 OO (secret)J 00O O0OODO
OO00D0O0OUDP port0 00 defaultd 01812000 0OWeb0 00 00DODO radius port0 000000
oooooooooooo
ONAS-identifier Attribute D OUSEROOOOOOOO@G20000)000000000O00O0DO0O O De-
fault O OO OO -1Psec(ex.NXR120-1Psec)d [0 O
goooooo ipsec eap radius (A.B.C.D|X:X::X:X) password (]hidden) WORD
(]port <1-65535>) (|nas-identifier WORD)
g no g no ipsec eap radius (JA.B.C.D|X:X::X:X)
ooooooo
O IPsec clientd O O EAP message [0 O NXRO [0 RADIUS message O O O O O O O ORADIUS server O O
oooooooooooooo
ORADIUS serverD OO0 O0ODOOODOODO timeoutd 200retry0 0000 30000retryD O
timeout O 1000000
0000 0O0Oauthentication local/remote(ipsec isakmp policy mode) DO OO OOODOOO

O ipsec eap identity (IKEv2OO)
JoooooOo EAPO0ODCODOODOIDODODOODOODODOOD
goooooo ipsec eap identity string WORD password (hidden]) WORD
ipsec eap identity key WORD password (hidden]) WORD
g no | no ipsec eap identity string WORD
no ipsec eap identity key WORD
goooood
00000 Oauthentication local/remote(ipsec isakmp policy mode)D OO OO OO OOO
000oo0oooo-95000000000000000000000000000001$#=*+-__:;0

oO-<000

O ipsec pre-share identity (IKEv2O0O)
ooooooo IKEv2O0 OO0 0O00O000ooopPsKOOOOODOODOOOOOO
goooooo ipsec pre-share identity fqdn WORD password (Jhidden) WORD
ipsec pre-share identity user-fqgdn WORD password (|hidden) WORD
ipsec pre-share identity key WORD password (]hidden) WORD
g no | no ipsec pre-share identity fgdn WORD
no ipsec pre-share identity user-fgdn WORD
no ipsec pre-share identity key WORD
goooooo
0000 0O0Oauthentication local/remote(ipsec isakmp policy mode) DO O OO OODOOO
O00000001-9%000000000000000000ooooooooooOIs#E*+_.:;0
{30™~e<>000
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O interface ethernet

goooooo interface mode D0 OO OOODO profile0 000000 ODOOODO
goooooo interface ethernet <0-2>

oooooono ethernet interface0 0000

O interface loopback

goooood interface mode 00000000 profile0 000000 ODOOODO
ooooooo interface loopback <0-9>

O no 0  no interface loopback <0-9>

O interface ethernet <0-2> vid <1-4094>

goooooo interface modeJ OO0 O0OOODO profile0 000000 ODOOODO
goooooo interface ethernet <0-2> vid <1-4094>

O no O no interface ethernet <0-2> vid <1-4094>

O interface tunnel

goooood interface tunnel mode 00O O0OO0OOO profile0000O0O0OO0OOOO
goooooad interface tunnel <0-255>

a no a no interface tunnel <0-255>

O interface ppp

goooooo interface ppp modeJ OO OOOODO profileD 000000 ODOOODO
goooood interface ppp <0-4>

O no O no interface ppp <0-255>

O interface bridge

goooood interface bridge mode 00000000 profile0 0000000 OOOO
ooooooo interface bridge <0-4095>

O no 0  no interface bridge <0-4095>

O 12tp

goooooo I2tp modeD OO0 OOD0OO profile0 000000 0O00OOODO
ooooooo 12tp <0-1>

g no O no 12tp <0-1>

O access-server profile

0000000  access-server profile mode0 0000000 profile00000000DOOO0O
ooooooo access-server profile <0-31>

O no 0  no access-server profile |<0-31>

O interface virtual-templare

goooooo interface virtual-template mode0 OO OO0 OO profileD 0 O0OOOOOODOOO
goooood interface virtual-template <0-0>

O no O no interface virtual-template <0-0>
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O 12tpv3 tunnel

gooooogo

ooooooao
O no O

12tpv3-tunnel mode 0O OO OO OO0 profile0000000O0DOOO0O
no0000OOCOIDOOOODOO0OOOOO0ODOO

12tpv3 tunnel <tunnnel_id:0-4095>

no 12tpv3 tunnel <tunnnel_id:0-4095>

O 12tpv3 xconnect

gooooogo

ooooooao
O no O

O 12tpv3 group

gooooogo

ooooooao
O no O

O ntp

ooooooo
ooooooo
0 no 0

O dns

ooooooo
gooooao
0 no 0

O snmp

goooooo
ooooooo
0 no 0

0O syslog

oooooono
ogoooood
0 no 0

O dhcp-server
oooooon
oooooono
0 no 0

12tpv3-xconnect mode 0 0 000000000 OOOOOOOOO
no0000OCOIDOOOODOO0OOOOOODOO

12tpv3 xconnect <xid:1-4294967295>

no 12tpv3 xconnect <xid:1-4294967295>

12tpv3-group mode 0 0000000 OD0OODOOODOODOOODO
no0000OCOIDOOOODOO0OOOOOODOO

12tpv3 group <gid:1-4095>

no 12tpv3 group <gid:1-4095>

ntp mode0 00O OO0OOprofileD 000000
ntp

no ntp EGNTPOODODOOOOOO profiled00OO0O0D

dns modeO OO ODOOO profileDODOODOOO
dns

no dns GEONSOODOOOOoOoOoOOprofiled00OO0OD

snmp mode 0O OO0 OO0 profile0 000000
snmp

no snmp GESNWPOOOODOODOO0OO0 profiled 000000

syslog mode0 0O ODOOO profileD 0 0OO0OONO
syslog
no syslog (=syslog0 000000000 profile0 000000

dhcp-server mode 0 0 OO0 00O profile0 00 OO0OO
dhcp-server <1-5>
no dhcp-server(]<1-5>) (=DHCPO OO DO DOOOOO profile0D 0D O OO0
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O monitor-log
gogooobod
goooooo
u no U

O track

oooooog
ooooooo
0 no 0

O router rip
goooooo
gooooog
u no u

O router ospf
oooooood
ogooooon
0 no 0

monitor-log mode D OO OO OO profileO OO ODOOO
monitor-log

no monitor-log EOOOOOOOOOODOOOOOOGpprofiledODOODOOD

extended track (ip]ipv6) reachability modeO0 OO OO OO profile0D OO OOOO
track <2048-4095> (ip|ipv6) reachability
no track <2048-4095>

RIPmodeO OO DOODOO profile0 0 OO0DOODO
router rip

no router rip ERIPOOOCOOODOOOO profileDOODOOOD

OSPF mode 0 OO DOODOO profile0 0 ODOOODO
router ospf

no router ospf (OSPFOCOOOCOODOOOO profiledOOD0OOOD
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m sip-nat

o enable

OoOoooog  SIPNATOOOODOOOO
0000000  sip-nat enable
ooooooo no sip-nat enable
O00Ono0 OO no sip-nat enable

o port

opoooooo OO0DouwrPODOODODOOOOOODOODOSIP-NATOODODODOODODOODO
0000000o0oOo70000000000DefaultOd UDPS0600 00O OOOO

goooood  sip-nat port .<1-65535>

gogooooo sip-nat port 5060

O00OnoO OO no sip-nat port

o port-translate

ooooooo

gsiPO000000000O000OO0OIPOO00DOO0ODOO0ODODOO0ODOOOOOOOOOOOlIP
OO00000od0oooooooooooooooooog

Obefanlt0 00 OOO0ODOO0ODOOOODODOOODODO

Oboooogno  sip-nat port-translate enable

goooood  sip-nat port-translate enable

OO00OnoOO0O  no sip-nat port-translate enable

o exclude-interface

oooooog
0000oooooOoooooooooooooogLLANODOODSIP-NATOODODODOOOOOOon
0000000000000 00000OoSIPO000O00OD0O0O0O00OO00OO00O0Oethernet0D 000
Oo0ooooooooooooo

Oo00o0oood  sip-nat exclude-interface INTERFACE

0000000  no sip-nat exclude-interface

O00OnoO OO no sip-nat exclude-interface
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m CRP

global mode

o udp source port

oO0oopooo  CcrRPOUDPOOODODOOOOODOOO
0O00O0oo0d  crp udp source-port <1024-65535>
oo O oo crp udp source-port 10625

g no d no crp udp source-port

o hostname

oO0ooooo  crRPOODCOODOOOODODO
goooooo crp hostname HOSTNAME

O no O no crp hostname

o customer-id

0000000 CRPO customer-idd0 00O 0OOOO
goooooo crp customer-id CUSTOMER-1D
O no 0  no crp customer-id

o cpe-id

0000000 CRPOcpe-id0 OO OODODO
0ooogood  crp cpe-id CPE-ID

O no O no crp cpe-id

o client

ooooooo crRPODOCOOOODOOODOOO
goooooo crp client <1-2>

O no 0 no crp client (<1-2>])

o advertise
oooooog
ooooooog

CRPOODOODOOO

crp advertise (ip|ipv6) interface ppp <0-4> (port <1-65535>]) (secondary])
crp advertise (ip|ipv6) interface ethernet <0-3> (port <1-65535>|) (secondary]|)
crp advertise address A.B.C.D (port <1-65535>|)
crp advertise address X:X::X:X (port <1-65535>|)
crp advertise nat (port <1-65535>])
O no 0  no crp advertise
goooboon interfaceJ 0000 2000000100 secondaryd 00O 0O
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m netconf-server
gooooooooooooooo

o enable

oooooao
ooooooo
0 no 0

o lock timeout
ooooDooo
goooooo
0 no 0

o auto-config
goooood
ooooood
g no g

netconfO OO ODOOOOOO
netconf-server enable (tcplover-ssh)
no netconf-server enable

netconfO OO OOOOOODOODDOOOOOOOOO
netconf-server lock timeout <10-3600>
no netconf-server lock timeout

auto-configD O OO OOO0O
netconf-server auto-config enable
no netconf-server auto-config enable
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m QoS
0O00oOooog QesOOoOdOooood
ooooooo
oJOOOOOgono
class policy NAME
oooooo
no class policy NAME
ooooooo
class filter <2-254>
ooooooo
no class filter <2-254>
Mark O O OO
priority-map <1-255> (high|middle]low|normal) ip mark <1-4095>
TBFO OO
pirority-map <1-255> (high|middle]low|normal)
queue shape <RATE:1-1000000> <BUFFER:1-65535> <LIMIT:1-65535>

o

o

o

o

o

@)

SFQO OO
priority-map <1-255> (high|middle]low|normal) queue fair-queue
FIFODO OO
priority-map <1-255> (high|middle]low|normal) queue fifo (limit <1-16384>)
o default classO 00O
defaultO classO0 00000 Odefault classO 00000000 ODOO packetO OO OO0 classO
OO0000Odefault classOO0O0O0O normal O O O
priority-map <1-255> default (high|middle|normal]low)
o priority-mapd 00
0000 classO priority-map 0000000
no priority-map <1-255> (high|middle]normal|]low])
o default classO OO0
defaultd class 0 default(norma)0 000000
no priority-map <1-255> default
o MarkOOOOO
OO00OclassO MarkDOOOODOOODO
no priority-map <1-255> (high|middle|normal|low) ip mark
o default queue(FIFO)O OO
no priority-map <1-255> (high|middle|normal]low) queue

@)

B route-map
goooboon route-map 0 0 0O OO0
goooood route-map NAME (permit]deny) <1-1024>
g no O no route-map NAME : NAMEO route-map OO0 OO OO0
no route-map NAME (permit|deny) <1-1024> : OO0 rouet-map0 0000000
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m class access-list
ooooood
route-map 0 matchO OO0 0O match ip addressO 000000000000 OOOOOOOOOOOOO
ToSOONMARKOOODOODOsetOOOOOOOODOOODOODOODOOOOO
o ip
class access-list ACL-NAME ip (|not) <source:>(any|A.B.C.D/M]A.B.C.D)
<destination:>(any|A.B.C.D/M]A.B.C.D)
o protocol
class access-list ACL-NAME ip (]not) <source:>(any|A.B.C.D/M]JA.B.C.D)
<destination:>(any|A.B.C.D/M]A.B.C.D) (Jnot) (<protocol:0-255>]icmp]tcpjudp)
o icmp
class access-list ACL-NAME ip (|not) <source:>(any|A.B.C.D/M]A.B.C.D)
(Jnot) <destination:>(any|A.B.C.D/M]JA.B.C.D) icmp (|not) type code
o tcp src dst
class access-list ACL-NAME ip (]not) <source:>(any|A.B.C.D/M]JA.B.C.D)
(Jnot) <destination:>(any|]A.B.C.D/M]JA_.B.C.D)
tcp (Jnot) (J<sport:1-65535>]any) (|<dport:1-65535>]any)
o tcp src-range dst
class access-list ACL-NAME ip (]not) <source:>(any|A.B.C.D/M]JA.B.C.D)
(Jnot) <destination:>(any|A.B.C.D/M]JA_.B.C.D)
tcp (Jnot) (Jrange <min:1-65535> <max:1-65535>) (]<dport:1-65535>]any)
o tcp src dst-range
class access-list ACL-NAME ip (]not) <source:>(any|A.B.C.D/M]JA.B.C.D)
(Jnot) <destination:>(any|A.B.C.D/M]A_.B.C.D)
tcp (Jnot) (J<sport:1-65535>]any) (]Jrange <min:1-65535> <max:1-65535>)
o tcp src-range dst-range
class access-list ACL-NAME ip (]not) <source:>(any|A.B.C.D/M]JA.B.C.D)
(Jnot) <destination:>(any|A.B.C.D/M]JA.B.C.D)
tcp (Jnot) (Jrange <min:1-65535> <max:1-65535>) (Jrange <min:1-65535> <max:1-65535>)
o udp src dst
class access-list ACL-NAME ip (]not) <source:>(any|A.B.C.D/M]JA.B.C.D)
(Jnot) <destination:>(any|A.B.C.D/M]A_.B.C.D)
udp (Jnot) (]<sport:1-65535>]Jany) (]<dport:1-65535>]any)
o udp src-range dst
class access-list ACL-NAME ip (]not) <source:>(any|A.B.C.D/M]JA.B.C.D)
(Jnot) <destination:>(any|A.B.C.D/M]JA.B.C.D)
udp (Jnot) (Jrange <min:1-65535> <max:1-65535>) (|<dport:1-65535>|any)
o udp src dst-range
class access-list ACL-NAME ip (]not) <source:>(any|A.B.C.D/M]JA.B.C.D)
(Jnot) <destination:>(any|A.B.C.D/M]JA_.B.C.D)
udp (Jnot) (]<sport:1-65535>Jany) (Jrange <min:1-65535> <max:1-65535>)

<gboooboog >
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m class access-list(O0O)
o udp src-range dst-range
class access-list ACL-NAME ip (|not) <source:>(any|A.B.C.D/M]A.B.C.D)
(|not) <destination:>(any]A.B.C.D/M]A.B.C.D)
udp (Jnot) (Jrange <min:1-65535> <max:1-65535>) (Jrange <min:1-65535> <max:1-65535>)
o no (class access-listd 0 0)
no class access-list ACL-NAME ip

m mobile

o mobile

000ooooo 3ec000000000PPOdODOOOODDOOOODOOOO
Joooood  mobile <0-1> ppp <0-4>

0 no O no mobile <0-1> ppp

o mobile error-recovery-restart

goooooo wmobileDDODOOOODOODOO0ODOODOOOODODOODOODOOO
systemO0 0000000000 ODefaultd OO OO0

0OooOdood  mobile error-recovery-restart

0 no | no mobile error-recovery-restart

o mobile error-recovery-reset

oooooog wmobileDOOODOCOOOOOOOOODOOOUOOOOOODODOOODOO
mobileD reset0 000000 ODefault0 DO DO OO

OOooOdood  mobile error-recovery-reset

0 no | no mobile error-recovery-reset

goooood

OError recoveryd OO netevent 0 0 OO O Mobile/WiMAX reset 00000000000 ODOOODO

goooooOoOooooooooogoooo

o mobile frequency-band NXR-1550 00 O

ooooooo O000DooOooooogoog3cWw-covaO O DD O0oooogoo

0Ooooood  mobile <2> frequency-band (w-cdmajauto)

a no O no mobile <2> frequency-band

O00O0O0OO0  DefaultOODOAutoOLTED 3600000000
PPPOCOC00OCOO0OO0OO0OO0OO0OO0OO0OU0UODOUODUUDODUDOUOODO
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m system led
oooooon AUX LED/STS LEDO OO /000000 USERODOODODOODOOODOODOOODO

o system led ext

ooooooo

000000oo0OO0o0o0oO0O0o0O0O0O000D00000OOUoDOWIMXODDODDODODODOODODOODOODOO

OOOOOAULED 1, 2000 /000000000

0oooood  system led ext 0 signal-level mobile <0-0> (]interval <0-60>)
system led ext 0 signal-level wimax <0-0> (]interval <0-60>)

O no 0  no system led ext 0

OO0 0O OO0  system led ext 0 signal-level mobile O interval 5

ooooooo Interval 0 000 0000000000000 0OOOO
0000000000000 000000UDUUoULkEbOD 00D ODDOOO
PPPOO0O0O0O0OOOOOOOOOOOOPPPOOIOIOOOOLEDODODODODODODODO

o system led aux
ooooooo
oOoOoOooOPPOtunnelD 00O WiMMXOODDODO /0000000000000 /000000
OO0o0oOoooOd  system led aux <1-2> interface tunnel <0-255>
system led aux <1-2> interface ppp <0-4>
system led aux <1-2> interface wimax <0-0>
system led aux <1-2> track (<1-255>]<2048-4095>)
O no O  no system led aux <1-2>
O00O0O0O0O0 EXTOOAUX/20000000000000000ETODOODOOOODOAUXL/200
O000D0000000AX/20000000000TOODDOOOODODOOOOO

o system led status
ooooooo
OO0o0ooPPPOwnrelD00OWiMAXODODOO/000O00O0DODO0ODOO0OODO /000000
Ongn-sip congestion0 OO OSTSL LEDO O OO OOONNDOOOODOODODOODODODODODOODODOOO
0000000 0oooooooooooooooooooooooooogd
0ooOooogd  system led status <1-1> interface tunnel <0-255>
system led status <1-1> interface ppp <0-4>
system led status <1-1> interface wimax <0-0>
system led status <1-1> track (<1-255>]<2048-4095>)
system led status <1-1> ngn-sip congestion
O no O no system led status <1-1>
ooooooo SISl LepO0O0O0O0OO0OO0OO0OOOOODOOOOOOO

0 as-path

goooooo BGP autonomous system path filterO O OO QOO0

goooood ip as-path access-list ACL-NAME (permit]deny) LINE

O no O no ip as-path access-list ACL-NAME (permit]deny) LINE
no ip as-path access-list ACL-NAME
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m schedule
goooooo
go0ooooo/00/0000PPPOO0O/Z00/0000000000O00DOO0OOOODOODODOO

o PPPO scheduleO O /00 /000
ooooooo
oooooogpPO0O0O /00 /00000000000 /00000PPPOOOODODOOOODODODO
000000000o000ooooooooooooooooooooooooooooooooo
0000000000000 D00O000DoOUsERODODOO000ooooooooooooooooon
goooo
ooooooo oooo
schedule <1-255> HOUR:MIN DAY MONTH interface ppp <0-4> (connect]disconnect]reconnect)
0000000 0OOO00(Dbow: bay Of the Week)
schedule <1-255> HOUR:MIN DOW (|DOW) interface ppp <0-4> (connect|disconnect]|reconnect)

o 00000000 scheduleD O OO
ooooooo
0000000000000 000000000000PPPO0OOOOOOOOODODOOOODODODO
PPPOCOOOODODOOOODOOPPOOIONDDOOOIONDDODOODOODOODOOOPPPO on-
demand0 0000 0OOPPPODODODONODODONONONONOOOODOOODOOODODOODODOODODOODODODO
0000000000000 00000000oooo
0000000O00O0O0O0O0OO0OO0OOODR20-30000000000D0DODODOOODOODODODOODOOO
0000000000000 000000000D000ooooooooo
ooooooo oOooo
schedule <1-255> HOUR:MIN DAY MONTH mobile <0-2> clear
ooooooo O0OO000(Dow: Day Of the Week)
schedule <1-255> HOUR:MIN DOW (]DOW) mobile <0-2> clear

oJUOUUOODOODOODO
ooooooo
000000 Osyslog0 rotate0 0 0000000000000 rotate00000D0O000ODOOO
O 0Osyslog moded rotate 000000000
ooooooo oooo
schedule <1-255> HOUR:MIN DAY MON syslog rotate
0000000 0OOO0(Dow: bay Of the Week)
schedule <1-255> HOUR:MIN DOW (|DOW) syslog rotate
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oJUUODOOOOOODODO
ooooooo
gooOgodOmonitor-log0 00 logO OO rotate 000 0000DOOODOODOOO rotated OO
0000000000 Omonitor-log reachability/resource 000000000
ooooooo oooo
schedule <1-255> HOUR:MIN DAY MON monitor-log reachability rotate
schedule <1-255> HOUR:MIN DAY MON monitor-log resource rotate
oO0Ooooog OOO0(ow: bay Of the Week)
schedule <1-255> HOUR:MIN DOW (|DOW) monitor-log reachability rotate
schedule <1-255> HOUR:MIN DOW (]DOW) monitor-log resource rotate

oc00OUOOOOOONPOOOODO
0000000 OCOUOU0ODOCOOONTP O0OD0OO0O0D0OOCOO0O0O0O
oooooog oogod
schedule <1-255> HOUR:MIN DAY MON ntp adjust
oOoooooo ooOooopow: Day Of the Week)
schedule <1-255> HOUR MIN DOW (]DOW) ntp adjust
0000000 NPUODODDOOUODOOOODOOOODONTP OOOOODOOnNtp modeDOOOODOO

oJUooooO
O000OO0o0O0 O0OO00000systemO0OO000O00O0O0OOO
ooooooo oooo

schedule <1-255> HOUR:MIN DAY MON system restart
0000000 0OOdO00(ow: bay Of the Week)

schedule <1-255> HOUR:MIN DOW (|DOW) system restart
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oc0OOOOODODOO
gbooogoo
gbooooOoorPOSSHOODOOODDOODODOODODOODOODODDOODODOOODOODbOObOOOOobOOoDDbO
ooooboooobgo
oooogooo ooon

Oe FTP schedule <1-255> HOUR:MIN DAY MON firmware update
ftp://<A.B.C.D|X:X::X:X>/FILENAME (]source A.B.C.D|X:X::X:X) (]hold)
(0 e SSH schedule <1-255> HOUR:MIN DAY MON firmware update

ssh://<user@(A.B.C.D|X:X::X:X)>/FILENAME password (]hidden) PASSWORD
(|source A.B.C.D|X:X::X:X) (]hold)

Oe O0ODOODO schedule <1-255> HOUR:MIN DAY MON firmware update
(diskO:FILENAME |disk1:FILENAME) (]hold)

ooooooo 0000 (DOW: Day Of the Week)

Oe FTP schedule <1-255> HOUR:MIN DOW (|DOW) firmware update
ftp://<A.B.C.D|X:X::X:X>/FILENAME (]source A.B.C.D|X:X::X:X) (]hold)
(0 e SSH schedule <1-255> HOUR MIN DOW (|DOW) firmware update

ssh://<user@(A.B.C.D|X:X::X:X)>/FILENAME password (]hidden) PASSWORD
(|source A.B.C.D|X:X::X:X) (]hold)
Oe O0ODOODO schedule <1-255> HOUR:MIN DOW (JDOW) firmware update
(diskO:FILENAME|disk1:FILENAME) (]hold)
goooooo
OFTfPOCOCO SSHOODOOODOOOOOOOODOOOOODOOO
OssHOOOOODOOOOpasswordOOOOOOOOOO
gssHOoOooooooooooooooboooooooooobooOoooooooobooobooooo
O ssh://user@A.B.C.D/FILENAMEC 0 02200000000 0O OO =ssh://user@A.B.C.D:22/FILENAMELT]
- IPv4  ssh://user@A.B.C.D:port/FILENAME
- IPv6  ssh://[user@X:X::X:X]:port/FILENAME
ONXR-1250 000000000000 00O0O0O000DOO000OCOOhodO0O0ODOOOOOODO
goooooO0O0oo0oO0U0bOOo0oO0O0ooOo0o00oDooU00UoooDo0OooooOoooooOom
poooooooboooooooOooooogoooOooooooooogoDboOoooDbooOooDo
0d0dd0oooOo0OoooO0ooo0U0OoooO0U0oOoOo00oOoO0oDooOOoOODOoOd configO
gooooooooopooobo0ooooboooboooooooogooboood™
QOooQo flashOOOOOOOOOOOODOODOODOOOOODOOOOODOOOODOOOODO
cooooooooooooooooooobooooooooooooooDbooooo
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o WiMAXODDOOUODOODOOO/O0DO/000

ooooooo

O0000DoOoOwiMMXODODO /00/00000000000000000OWIMMOODOOOOOO
oooooo

0000000000000 00oooo0o0oDoo00oooo0o0Do000ooDOo0ooooDoooon
000000 000000oooo0ooo0ooooooooooooooooooooooon
O000o0oooooooooooooooooooo

ooooooo oooo

schedule <1-255> HOUR:MIN DAY MON interface wimax <0-0> (connect]disconnect]reconnect)

ooooood 0000 (oW: Day Of the Week)

schedule <1-255> HOUR MIN DOW (|DOW) interface wimax <0-0> (connect|disconnect]|reconnect)

oWiNAXODODODODOOOOO
ooooood
DooDoooowiMvXODODOODooOoDoooooooooooooooowiMvaXooooooooo
WiMMXOOOOODOOOOODOOOOoOOoooooooowiMXooooooooooooooo
ODO00OOOnetevent D0 0000000000000 OOWIMMAXDOODOOODODOO
ooooood oood
schedule <1-255> HOUR:MIN DAY MON wimax <0-0> clear
ooodgooo 0000 (oW: Day Of the Week)
schedule <1-255> HOUR MIN DOW (]DOW) wimax <0-0> clear

oQonooOO
ooOooooa no schedule <1-255>

oJODOOODO oJOODODODO
el 00DOOO e JO00TOODODO 00000
schedule 1 *:00 * * schedule 1 *:10 monday
e (10 1:20000 e J00O0OODO 1:10000
schedule 1 1:20 1 * schedule 1 1:10 sunday
e 01000 1:20000 e weekday O 4:100 00
schedule 1 1:20 10 * schedule 1 4:10 monday friday

ooi1o000o0oz20000
schedule 1 *:20 10 *
/10000200000
schedule 1 *:20 10 1
17100 10:200 0 0O
schedule 1 10:20 10 1
10000 1020000
schedule 1 10:20 * 1
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m WiMAX

O error-recovery

ooooooo

OwiMAXO OO OUoOoooOooooooooOooooooooooooooooooogooooooo
ooooooo
Jo0o0d0ooo0dUoooooooooooowiMaxDODooooooooooooooooooo
odooooooooooooooooooooo

ooooooo wimax error-recovery (restart|reset)

g no g no wimax error-recovery
oo 0O 00 no wimax error-recovery
oooooog

Jood0ooo0doooo0o0ooDoooooDpO0ooooDooooog
e IOODOOODOODO
6000 0000000000000 0RBOODOODDOOOODOOOODODOOerror-recoveryld
gooooOoOoOoooooOooooooooowaxOoooooooooooooogooooo
ooo
OowiMXOOODOOOoOooooooooooooooodg
Ogwr0O00000D00D000DOC0Oss status O O DeviceNotFoundYet O O O
e I0ODODOODOO
0000D0o000oooooe00 000000000000 DOOO00O0300000000d error
recovery0 00000000000 O0O0OOOODOOCOOOODOWIMXODODOODOOOOODOOO
OOerror-recovery0 000000000000 000DDO0O0O0DODO0OOODOO0OOOOOO
goooooooooooodg
OwiMAX OO0 0000000000000 000oogo
Oss status O Connected OO OO Oantenna level 01 0000000
godfdeco000000DOO0OODO0OOODOerror-recoveryd 0000000000 DO Q600
O00000Oerror-recovery0 000000 O00O0OCU statusO connectedd O O IPVAO OO ODOOO
0000000000000 0000000D0O0OOerror-recovery0 000000000
OError recovery 000 netevent 0 0 00O O Mobile/WiMAX reset 00000000000 ODOOO0O
Joooooooopooooooooooo

o netevent

ooooooo
00000ooooooDdwnOOODOWIMAXDOOOODOOOOODOOOODODOOOOO
ooddbOuwpbOOOOOOOoOOoooo

ooooooo wimax <0-0> netevent (<1-255>]<2048-4095>) reset

mobile <0-2> netevent (<1-255>]<2048-4095>) reset

g no g no wimax <0-0> netevent

ooooooo

OError recoveryd OO neteventJ 0 OO O Mobile/WiMAX reset D0 000000000 ODOOOO
oo0ooooooooOoobooooooo
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0 system netevent

ooooooo
ogoooooo
0 no 0
oooooao

m 0000000

gboooobgo
goooooo

o mail server

gboooooo
goooooo

o no mail server

gooooogo
goooooo
goooooo

o mail from

ooooooo
goooooo
0 no 0
goooooo

O0oooOoOoOoOoO0O0downO 00000000000 OOOooOooo
system netevent (<1-255>|<2048-4095>) restart

no system netevent

OO000OuwdODOOOOODOOO

0000000000 0000O0o0o0bDo00oOoOooon
O0O0000000O00Omail server modeO O OOO0OOO0OOO

mail server modeC O OO OO0
mail server <0-2>

oooooooooooooooooo

no mail server (]<0-2>)
gooooooooooooooOoooobooboooo
goo0oooOd0oOoooOoooooooogooooooooooo

g0o0ooooooooobooooooa
mail from WORD
no mail from

gworRDO O DOODOODOOODOODODOdcenturysys@xxx.isp-ne.jp0 0000000
Omail send fromO OO OO interface ppp/wimax modeD 0 OO0 O0O0OO0OOOOODOODOOOOODO
goooooooooooooooooooboOooooon

o mail to

goooooo
goooooo
0 no 0
goooooo

ooooooooooooooooa
mail to WORD
no mail to

gworRoO OODOOODOODOODOOODOOuser@centurysys.co.jpd 0000000
Omail send toO O OO0 interface ppp/wimax mode0 0 0 OO0 D0 O OOOODOOODOODOOODOOO
Jooodoooooooooooooooooooon
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O system boot flash

0000000 OO000000000000000000ooo0O0o0O00
gooooogd  system boot flash <1-2>

0000000 QOOO0O0Oconfig DODODOOmHODODOOOODOOOO

O system config flash

OO0oOoOooob0 OoOO0Ob0OoOOodOO0config0OOOOOODOOOOODOOOO

ooooooo system config (flash:FILENAME]diskO:FILENAME)

OO00OnoO OO no system config

oooooog no system config

0oooood  flash:startup.config 000 OO0 Osave config OO config OO O O0OOO
USBOOOODOconfig 000D O0OODOOdiskO:FILENAMED OO ODODOO
no system configd ObootupO0 000000000 Ostartup-configd 0000 O

O ppp account username

oooooog
OpPPOOO0OOODOODOOODOOOO(PPPPOO)IOIODODOORASOODOOODODODOO

goooooo ppp account username USERNAME password (]|hidden) PASSWORD

ddOnoO0O no ppp account username USERNAME

ooooood

O00000001-95 00000000000000000000000000000 1$#=*+-__:;0
{/~~e<>"%?0 0 O

Oppp username O 0O 0O 0O O ppp interface mode O O O O O USERNAMEC password D O OO OO0 0O OO
oooooooon
Oo0000ooo200000000o@mceriO+dvi 0000000 mM?200000000000

O show config ipv6 dhcp-client

goooood ipvé dhcp-client0 D0 OO0 000000

goooooo show config ipv6 dhcp-client (JWORD)

goooood ipvé dhcp-client WORDO O O OO QOwoRDD OO O OO OO
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m ip policy access-list

ooooooo

00000000000 O0OPBR(Policy Based Routing)D O OO OOOOOOOODOOOO

OOO0DACLOO0ODDOOODOOOODOOOOOOI p policy route-map0 00000 O0ODOCOCO
O0O0bOOoboooooogodip local policy route-mapd0 000 OO0OOOODO

OPBROOODOCOOOON Policy Based RoutingD OO OO OOODOO

o ip
ip policy access-list ACL-NAME (|not) source:any|A.B.C.D/M]A.B.C.D
destination:any|A.B.C.D/MJA.B.C.D (Jtos (|not) <0-255>)

o protocol
ip policy access-list ACL-NAME (|not) source:any|A.B.C.D/M]A.B.C.D
destination:any|A.B.C.D/MJA.B.C.D (]not) <protocol:0-255>]icmp]|tcp|udp
(Jtos (|not) <0-255>)

o icmp
ip policy access-list ACL-NAME (]not) source:any|A.B.C.D/MJA.B.C.D
(Inot) destination:any]A.B.C.D/MJA.B.C.D icmp (]not) type code (]Jtos (]not) <0-255>)

o tcp src dst
ip policy access-list ACL-NAME (]not) source:any|A.B.C.D/M]A.B.C.D
(Inot) destination:any|A.B.C.D/M]A.B.C.D tcp
(Jnot) [<sport:1-65535>]any] [<dport:1-65535>]Jany] (Jtos (]not) <0-255>)

o tcp src-range dst
ip policy access-list ACL-NAME (|not) source:any|A.B.C.D/M]A.B.C.D
(Inot) destination:any]A.B.C.D/M]A.B.C.D tcp
(Inot) [range <min:1-65535> <max:1-65535>] [<dport:1-65535>]any] (Jtos (|not) <0-255>)

o tcp src dst-range
ip policy access-list ACL-NAME (]not) source:any|A.B.C.D/M]A.B.C.D
(Jnot) destination:any|A.B.C.D/M]A.B.C.D tcp
(Jnot) [<sport:1-65535>]any] [range <min:1-65535> <max:1-65535>] (Jtos (]not) <0-255>)

o tcp src-range dst-range
ip policy access-list ACL-NAME (|not) source:any|A.B.C.D/M]A.B.C.D
(Inot) destination:any]A.B.C.D/M]JA.B.C.D tcp
(Inot) [range <min:1-65535> <max:1-65535>] [range <min:1-65535> <max:1-65535>]
(Jtos (Jnot) <0-255>)

<gobgooog >
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ip policy access-list(00O)
o udp src dst
ip policy access-list ACL-NAME (|not) source:any|A.B.C.D/M]A.B.C.D
(Inot) destination:any]A.B.C.D/M]A.B.C.D udp
(Inot) [<sport:1-65535>|any] [<dport:1-65535>]any] (Jtos (|not) <0-255>)

o udp src-range dst
ip policy access-list ACL-NAME (]not) source:any|A.B.C.D/M]A.B.C.D
(Inot) destination:any|A.B.C.D/M]A.B.C.D udp
(Jnot) [<sport:1-65535>]any] [range <min:1-65535> <max:1-65535>] (Jtos (]not) <0-255>)

o udp src dst-range
ip policy access-list ACL-NAME (|not) source:any|A.B.C.D/M]A.B.C.D
(Inot) destination:any]A.B.C.D/M]A.B.C.D udp
(Inot) [<sport:1-65535>|any] [range <min:1-65535> <max:1-65535>] (Jtos (|not) <0-255>)

o udp src dst-range
ip policy access-list ACL-NAME (|not) source:any|A.B.C.D/M]A.B.C.D
(Inot) destination:any|A.B.C.D/M]JA.B.C.D udp
(Inot) [range <min:1-65535> <max:1-65535>] [range <min:1-65535> <max:1-65535>]
(Jtos (|not) <0-255>)

o negate
no ip policy access-list ACL-NAME (]-.--. )

O ipsec priority-ignore
OOOO0DoO0O  PrioritydO0 IPsec SAUODOOOOODOOCOOODOCOO
IKEviO Oroute based IPsecO0 000000000 OODOOOO

ooooood ipsec priority-ignore enable

OO00OnoOO0O no ipsec priority-ignore

coooooo

O Route based IPsecJ 0 Ophase2d IDOOIPsec SAOD DO OOOODO IDO0OO0OOOOOOOOOO
OOOPriority0D00O0O0O0etcO000O0O0OO0O0O0ODOOOOOOOODOOOUODOODOODOOOOO
phase2 IDOOOOOOO IPsec SAODDDOOOODOODOOOOODO

ORoute based IPsec 0 00 00O route based IPsec policy based IPsec0 0000000 0OO0O
Policy based IPsec0 000 O00O0OO0DOODO

COoOO0DoOIsPOVNODOOOOOOphase2d IDO any/any0 00 0000O0COO0OOOOOOO
oooooo
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O ethernet error-recovery

ooooood

0000000000000 OEthernet0000000DO0O0O0ODODOO0OOOOOODOOOOODOO
ooooooooo

OEthernet0 OO 00O switching hubOO OO OOOO0ODODOOO0OOOOOODOOOODODOOOOO

ooooooo ethernet error-recovery restart 0 NXR2300 NXR-35001

ethernet error-recovery (restart]reset)

ddOno OO no ethernet error-recovery

goooooo no ethernet error-recovery

ooooood

(M restartjresetd OO reset 00 000000000000 O000ODODOO0OODOO0OO0OODODOO
0oo0doobOooooooDooooooooooooDooon

[(Mrestart|jreset0 0 Orestart 0000 0000000000000 0ODOOO00OODOO0OOODO
ONXR-2300NXR-3500 0 00000000000 O0O0O0O0OODO0O0O0O0O0OODOO0O0ODOODO0O0O0OOd
000000O0C restart0 0000000000 DOOODDOOOODOOOOO

144



O 60 global mode

global mode

m Mode-config
OO0OOVPN client 00 0000000000000 000O0DOODOOOmode-config 0000
O0O0O0O0IKEVI/IKEV2 0000000000000

O ipsec local pool

ooooooo

OVPN clientO0 00000000 local poolDOOIP address0 0000000 O0OOOOO

gboooooo ipsec local pool WORD address A.B.C.D/M

O00OnoOO0O  no ipsec local pool WORD

ooooooo

Olocal pool OO OO0OOOOclient configuration 0 0O OO ipsec isakmp policy OO0 O0O0O
ooooo

OVPN client OO 0OOOOIPO0OO0ODOODOOOODOOshow ipsec leases 0O 00O (view 00O 0)O
oooooo

O ipsec ike/ike2 client configuration dns-server
0000000 VPNclientOOOOOOOOODNSODODOOOOODODOOOOOO
gboooooo ipsec ike client configuration dns-server A.B.C.D (A.B.C.D])
ipsec ikev2 client configuration dns-server A.B.C.D (A.B.C.D])
OO00OnoOO0O  no ipsec ike client configuration dns-server
no ipsec ikev2 client configuration dns-server
ooooooo
OIKEVI/IKEv2 OO0 000000 Oprimaryd secondaryd 2000 0000000000CDO
000000000000 0OO0OISAKW O0000D0DD00000O000gm

O ipsec ike/ike2 client configuration netbios-server
ggoooon VPN client0 0O 0O00O0OOOWINS server0000000000O0O0OO
gboooooo ipsec ike client configuration netbios-server A.B.C.D (A.B.C.D])
ipsec ikev2 client configuration netbios-server A.B.C.D (A.B.C.D])
OO00OnoOO0O  no ipsec ike client configuration netbios-server
no ipsec ikev2 client configuration netbios-server
goooooo
OIKEVI/IKEV2 OO0 00000 OOprimaryd secondaryd 200 000000000000
0000000000000 OooIsSAkKM ODO0oDoOooboooooooom
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O OO0 command

nxrl30#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#interface ethernet <0-2> [vid <1-4094>]
nxrl30(config-if)#

nxr130(config)#interface loopback <0-9>
nxr130(config-loopback)#

O ip address

ooooooo oooooooowrooooooooooo
goooooo ip address A.B.C.D/M (]secondary)

0 no 0 no ip address A.B.C.D/M (]secondary)

O ip address

oooooood DHCPO OO IPOOODOOOOOOOO
goooooo ip address dhcp (|HOSTNAME)

0 no | no ip address dhcp

O ipv6 address
ooooooo ooooooogimwpeOdooooooooo
goooood ipv6 address X:X::X:X link-local : OO0O0OOOOO0OLLADOOOOO
ipv6 address X:X::X:X/M (Jeui-64)
Deui-6400 000 ipv6-address O prefixO DO OO0
ipv6 address autoconfig
g no | no ipv6 address X:X::X:X link-local
no ipv6 address X:X::X:X/M (Jeui-64)
no ipv6 address autoconfig
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O ipv6 address DHCPv6-PD

ooooood DHCPv6 Prefix Delegation0 000000

goooooo ipv6 address DHCPv6-PD X:X::X:X/M (Jeui-64)

O no 0  no ipv6 address DHCPv6-PD (|X:X::X:X/M)

ood 00

O ipv6-address O O sub-prefixO host 00O O 0OOO0OO0OOODOOO

ODHCPv6-PD O ODHCPv6 PDO O D OO prefixU OO OO OO OO DO O ODHCPV6-PD O ODHCPV6 O O O O
00000000000 @DODOoOoooooOoO)ooOipvs dhep client pd0OO0O0OO0O0OOO
ooooo

O ipv6 dhcp client

0000000 000000000000 00DHCP6O D00 OO0 O0DO0DO0DO0DOO0DOO0DO0O0OO0OOO
goooooo ipv6 dhcp client WORD

O no 0  no ipv6 dhcp client

O ipvé dhcp client pd

0000000 DHCPve PDO prefix0 0 OO0 DOOOOODODOOOODODO

oooooog ipv6 dhcp client pd DHCPv6-PD

O no O  no ipv6 dhcp client

ooooooo

ODHCPV6 PDOODOOODOOOODODOOODODODOO

OO0000ODHCPvG PDO (D0 O)IODODODOODODOOOOOOOOOOOipve address DHCPv6-PD O O
ooooooooo

Oipv6 dhcp client WORDO ipv6 dhcpvé pd DHCPv6-PDO OO0 D D0 OO OOODOOOOOO
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O speed
000000 OOoOOOoOoOoOoooooOoOOOcCuiZhal®OoOOOOO0
Default O O auto-negotiation0 0 OO0 OO0 ethernet Port 00000 OO0O0OODO
0000000 SWHUB port0 00000000 Oswitched port0 00000000
oo0ooooooogd
0oooood  speed (auto]10-full]10-half]100-full]100-half]auto-limit) (|port <1-4>)
oo 0O oo speed auto
O no 0  no speed
o0 0o
Oauto-limit0 00O 00O O 0O auto-negotiation O 0 10/100M O O advertise 0 0O O O Gigabit interface
00o0oo0ooo10MG)O inkD DD OO0 Jautoc 0000 O0ODOOO (auto-limitd O O 1000M
linkDODODOODOOODODO)O
Oport <1-4>0 HBOODOOOOODOOOODOOOO
Oauto-negotiation0 0 000000000 ODOOOO
000 (@)d1000M > 100M-Full > 100M-Half > 10M-Full > 1OM-HalfO OO 0O (O)
0000000 auto-negotiation0 00 0O0O0O0OO0OOOOOOOOOOOOOOOOODDOOOOOO
oooooooooOooooooooood

oo0opoooooo OOopoooooog oooood
auto 100M-Full 100M-Hal ¥ X
auto 100M-Half 100M-Hal ¥ 0
auto 10M-Full 10M-Hal ¥ X
auto 10M-Hal ¥ 10M-Hal f o

O mdix auto

ooooooo

000 portO MDI/MDI-XO OO OOODODOODOOOODOOO
oooOoMIOMI-XOOOOOOODOOODODODOD0OO0O00O0o0oooooooooow O moigml-xo
MDI-XOOOOOD0OOO0O0O0OOo0o0o0ooooooooooo

Cauto MDI/MDI-XO OO OOOOODODOOO/0000000000D0OC000DODOOOODOOOOO
ooooo

0000000  mdix auto (Jport <1-4>)

OO0 O OO0 mdix auto

O no O no mdix auto (]port <1-4>)

o0 oo

Oport <1-4>0 HBOOOOOOOOOOOO

Odefault 0 O Oauto-negotiation0 00000 Mmdix auto0 000000 OO auto mdi/mdi-x 0 O
ooooooooo

O00O0Ospeed/duplex0 0000000000000 OOOOOOOOOOOOOOOOOOOOOO
O00OD0OONXR-2300 00 NXR-350(0 0 0 Oeth3, eth40 0 0)0Omdix auto0 00000000
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O active power save mode

ooooboon

goooooad
oo O od
0 no 0
oad oad

O bandwidth
gooooog

ooooooao
O no O
oo oo

Ethernet 0 O O Switching HBO OO O OO PHYODO OO DOOOODOOOODOOO
O001lport000000000000D0O0O0OOOOOOODODOOOM™
O00000default000000DOO0O000OD0ODOOO0OPHYOOODOODOOOOOO
102000000000000000
oo0o0o0o0oO0oO0oO0OO0OO0O0O0O0O0OO00OO0OO0O0OO0OOOO0OOOOOOOOOOOOOOO
0000ooo0oooooo

gloooM DOOOODODDOOOODO

OCabledO O 1m0 O OO0

power-save enable (]port <1-4>)

no power-save enable (|port <1-4>)

no power-save enable (]Jport <1-4>)

port <1-4>0 HBOOOOOOOOOOOO

000000000000000000ooooooon

bandwidthO OO 0O 0O 0O 106bps 0 O O

bandwidth <1-10000000000[k/m/g]>

no bandwidth

goopooosPFODOOOO0ODDOODOODOODOOO
000000000 0Oauto-costd 000 (ospf mode)D O OO DOOODO
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O mtu

ooooooo  wMuooooooooo
ooooooo mtu <bytes:68-1500>

OO0 O OO0  mtu 1500

O no O no mtull (= Set defaults)

O ip proxy arp

OO0Ooooog  Proxy ARPOOOOOOOO

goooooo ip proxy-arp

OO O OO0 no ip proxy-arp

g no O no ip proxy-arp

ooooooo

OProxy ARPODDOIO0DOOODO0ODODOOOOOOOOODDOARP request010000000DOOOODO
oooo

Oforwvarding0 00 0000000000000 O0ODODOO0DOODOO0ODOOOO0ODOOOOOOO ARP
request0 00000000

O ip local proxy arp

goooooo Local proxy ARPO O OODOODOO

goooooo ip local-proxy-arp

gg O 0Od no ip local-proxy-arp

O no O no ip local-proxy-arp

ooooood

Olocal proxy RPO DD O0D0O0DOO0ODODOODOODOOOOODARP requestD 00 0O0O0OODOOO
goooood

ODefaultd 0O O O OEthernet/VLAN/bridge 0 0D 0000000 O0DOOODOODOODOODO
OforwardingD 00 0000000000000 O0OO0OO0OODOO0OOOOOOOOOODOOO0OO ARP
requestJ J 0000 0O0OO

Olocal proxy RPO OO DOODOOODOODOOOOOOOOVIANOO etcOODOODOOOOOOODOOO
gopooboooooooo

Olocal proxy ARPOOOOOODOOOODOODOOOOODOOOOODOODOOCOODDNIp send-redirects
Joo0oboooooooboooooo

OLlocal proxy RPO OO OOOODOOOOODODOO

Osender IPO target IPOOOOO0O

Otarget IPOOO00O0COD0O0OO0OOODOODOOOOODOOOO

O ip directed-broadcast

ogooooon Directed Broadcast D 0 O OO0 OO0 OODOOOOOO
oooooog ip directed-broadcast

oo O oo no ip directed-broadcast

O no O no ip directed-broadcast
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O ip redirects
oooooog
OICMP redirectO type=50 00 00000C00OO0O0OODOOOOOOOOOOOOOOOOOOO
000000000RFC792
OOO0DO Send redirect0000O0O0OOICMP redirect0 00000000 OCO0OOOCOODOOOO
goooood ip redirects
googooog ip redirectsdd (OO)
OoO0ONeO OO no ip redirectstl (O 0O)
ooooooo
OO0O0 ICMPRedirect D0 OO O OOOICMP Redirect DO DO OO0 OHestD OO DODOOODODOO
Oodooo00ooooooooooooooooooog
0 Host A0 OHost B(192.168.1.100)0 0 IPv4A0 0 00 0O default gv(NXR) D OO OO OO
ONROOOODOOOODODOOOD192.168.1.0/2400 0 next hopO 192.168.1.2530 00000
O0O0ORouter ADDOODOOO
O O0O0OO0Onext hopO Router ADOOOOOHest AUODODOOOOOOOOOOOOHost AO
ICMP Redirect0 0O OO OO
O Host ADOOOOHost BOODO IPMAOOOODOOICMP Redirect0 00O OO next hopO OO
OORouter AUODOOODODO
OOOOOOICMP Redirect 000 00DOOOOO0ODOOCOOODOOOODOOODODOOODOOOOOO
000000000 d forwardingD O OO OOOOO

PC B: 192.168.1.100

A
e — .
|
|
T
192.168.1.0/24 !
|
AET AT I—hk
192.168.1.0/24 (gw) 192.168.1.253 NXR Router A
192.168.0.254 1192.168.0.253
. v |
Send Redirect# %) -~ ‘ @ IP to 192.168.1.100 !
|
_____________ L1
I 192.168.0.0/24
| @) 1P to 192.168.1.100

(3) Redirect (Next hop=192.168.0.253) I
IP to 192.168.1.100

&

PC A: 182.168.0.100
Default GW=192.168.0.254
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O ip tcp adjust-mss

ooooood

O Path MTU Discoveryd PMTUDO O OO End-to-endD 00000000000 OODOONMIUODOOO
000000000 000oo00ooo0ooo00oooooooo0oo0ooooooooooon
O0O0ooooiIpvad00000O0O00O0O ICMP fragment needed 0000000000 OOOODOO
O000000ooooooooDoooPNTUDO0O0OO0O0O0OO0OO0O0O0O0o0OooonoddPMTUD
0000000ooooooooooMmU0D000Dooo0oo000o000o0o0O00o00dOEnd-
to-end0 000000000000 ODOODOODODOODOOOOOOTCPOO  SYN/SYN-ACKODODOO
omMsSOO0DoO0OooooooooooooooooooooTcPOOO0ODODOODOOOODOO
00000000o000ooo0oooooo00ooo0ooooooooooooo

goooooon ip tcp adjust-mss (auto]<500-1460:bytes>)

oooooon no ip tcp adjust-mss

OooONeO OO no ip tcp adjust-mss

ooooood

OlpvA0 00000000 O0ODOTCPOOODOOODOOOOTCPODODDOOOOOOODOOODOOO
O00oooooooooooooooowsscoooooon

O0O0O0ooooMssO00000000Dautoc00000O0OOOMSSOOODODOOMSSOOOODO
ooooooooooooooo

O000oooOooooooMssOo00ooooooMsSsO00o0ooooooooooooooo
ooo

ouwPOICMPOOOOOODOOOOOOOOODOOODOOODOOODFOOODOOOOOODODO
O000000000o000ooo00oooooo0ooooooogooooon

(I no ip tcp adjust-mssO0 0 00O OOOTCP MSSOOODOOODOOODOOODO
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O ip mask-reply
ooooooo
OOpenvViewO OO OOOOOOOODOOOODOOOODOOOODODOO ICMP address mask request
Otype=17000000C00DOCOODOCOOODOOOODOOODODOOODOOODDOOODOOO
oooooogooooooooood™
O00O0O000DOICMP address mask request0 0000000000 OOOOODODOODO
goooooo ip mask-reply O ICMP address mask requestd O 00O 00O M
goooood no ip mask-replyd ICMP address mask requestd 0 00O 0O 0O 0O [
gooONoD OO no ip mask-reply
ooooooo
O ICMP address mask request/reply0 0000000

ISP~ __ppp0 (10.0.0.196/32)

//F ICMP address mask reply D%
//
a NXR#1 NXR#2
192.168.0.254 192.168.0.253
8 A
ICMP address mask replyh" &3 Request (to 10.0.0.196)
Request (to 192.168.0,254)
192.168.0.0/24
y Reply (mask=255.255.255.255)

Reply (mask=255.255.255.255)

S

OpenView
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O link-check
goooooo
OEthernet linkOOOOODOOODOODODefaultd 10[sec]U 0 O0O0[sec]O OO OODO link down
COooooo@UOuwbOOoOOoOOoO)OLinkOOOOOODOOOOUOOOOODOOOODOOOOO
OO
O00Oethernetd 0 vianO OO OO OO0 OO ethernetd link up/down 0 O O vlan interface O
linkOOO up/down0 00000 OOVLAN interface 0O linkOOOOOOOOOOODOO

up0 0o downO O OO

Connected route(] 0 OO (RIB/FIBO OO O) Connected route(] 0 OO (RIB/FIBO OO O)

0 O interfacel] O O interface 0 O routed 0 O O 0 O interfacel O O interfaced 0 O routed 0 O O
Interface0 00 000000O0OIPaddressD 00000

Interface0 000000000 IPaddress0 0000 (0 0O ip/ipvé access-linkdownd O O O O O O linkdown
oooooooono)

BindOOODOODOUOODOOOOOO BindDOOOOOOoOooooono

Network eventO O OO O OO Network eventO O OO O OO

Router solicitationd O O (IPv6) -

O Connected route0 000 /700 00O Oshow ip route database 0 00000 O000OODOOO
ORIBO Routing Information BaseO O 0000 0000000000000 O000OOOOOOOOO
0000000000000 UUUUUUOUUUOUoUUoUOoUOo™
OFIBO Forwarding Information BaseO O O IPO 00000 ODOO0OOOOODOOODOODOOOOO
RBOOOOOODODOOODOOOOODOOOUOOOOODOOOOOOoOrRBOOOOOOOO

ooooooo link-check (]<0-60sec>)
oo o 0OOd link-check 10
O no O  no link-check (=link-check 0)
0od oo
OhindOOODOOODOODOOOOO/00000000
Ethernet interface 0 O tunnel interfaced PPPOE0 00O OO ODOOODOlink downOD OO0 OO0
0000 interface0 downO0 0000000 O0ODOOODOTunnel interfaced PPP interface O up/
downO0OO0O0O0O keepaliveO OO ODOODOOOOOOUSERODO OO bindD O (OO interface
down O trigger O L2TP tunnel/session0 0000 00)0O00O0OO0O0OODOODOOOODOOODOOO
oooo
OSwitching HUBO O O OO O OO ethernet interfaced linkO OO O OO
000 Switching HBO O OO OO OO ethernet interface0 0 linkDOOOOOODOOOO
switching hub port 0000 link downd O 0O 00O O ethernet link downOD 0001000 switch-
ing hub portO linkO upO0 0O OO Oethernet link up00O000O000O0O0O
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O ip access-linkdown

goooogn

ooooooo
O no O
oo oo

00000000 000Nnk downO OO O0OOO interfaced IPv4 address [
o0ooooooooooo

ip access-linkdown

no ip access-linkdown

Default 0O OO O (no ip access-linkdown)d 0O O

O ipv6 access-linkdown

goooogoo

ooooooo
O no O
oo 00

00000000 OoO0link downdOOOOOOO interfaced IPv6 address
oooooooogoooo

ipv6 access-linkdown

no ipv6 access-linkdown

Default D O OO (no ipv6 access-linkdown)d O O

O ip arp reachable-time

googooog
goooooo
goooooo
goONoO OO
googoog

ODOODOO0DAP O0D0O0000000D00D0OODODODOO0O0OO msecO OO

ip arp reachable-time <30000-3600000>

ip arp reachable-time 30000

no ip arp reachable-time

show arp 00000000000 REACHABLEO OO DODOOOOOOO
O000000J0.5 0 1.50x reachable-time0 00000000000

O ip arp queue length

goooogo

OEthernet/Vlan interface0 00 IPVAO OO0 OO0 OO OO (nexthop)d mac addressO0 00000
OO0000OO0Omac address0 0000000 queveingD 00000 O0OOOOOODOCOOO0ODOOO
OQueue O OneighborOD entry0 00 0O0D0OO0O

Oqueueingd 00 packetODaddress0 00000000000 OOODOODOO

OQueueD fullOODOODOODO packetO OO OO0OOquevte0 0 OO0 dropd D O0ODO

goooooo
oo O 0o
0 no 0
oo oo

ip arp queue length <1-1000>

no ip arp queue length (=3[packets])

no ip arp queue length

IPvAO IPv6 00000000 Ounterface0 0000000000 O0OO
IPv6 00O OO0 Oipve nd queue lengthO OO0 O OCOO0O0O0O

O ipv6 tcp adjust-mss

goooooo
goooooo
oo O OO
0 no 0

TCP/IPv6O MSSO DO OO DOOOO

ipv6 tcp adjust-mss (auto]500-1460)
no ipvé tcp adjust-mss

no ipv6 tcp adjust-mss
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m NDP

Ethernet/VLAN/Bridge D O O OO O0DOOOORADOODOOOOODOOOOOORADDODOOODODOO
OO000000CO000DOOOO00RADODOOOOIPYE address prefixO gatewayO OO OO O0O0O0OO
ooooooo
OO0000000oOOo000ooOoO0U0OoOooUdU0DOOoOoRADOIO0ODOOOODOOODOODOOODODOO
ocooooom

O prefix information: ipv6 address autoconfigd O O OO0 OO Oprefix informationO OO OO
od

O router preference: OO RAODODOUODOOODO preferenceD 000 OOODOOOhigh>middle>low
goooooogo

OMTUODOOORAOUODOOOUOODOOOODOOOOSshow 1pv6 interface0 00000000000
OOo0DoOrRADOOOODOOOODOOOOODRAODODOODOOOOMUDODOOODOOOOORA
00000000 MTUDOCOOshow ipve default-gatewayl 00O OO0 O00O00OOOOO
Odefault-gateway: RAO OO DOOOOODOOOOOOOOODOOOOODOO

Opreferred lifetime

Ovalid lifetime

Orouter lifetime

Ohop limit:O OO RAODODODOODOOODOODODODOODOSshow ipve interface0 00000000
00000C00RADIODCOOUOODODOOODODOOOORAODOODOOOO hop-limitDOOOOO
O0O000ORAOODOOODOOO hop-limitO OO show ipve default gatewayO OO OO OO OOOO
od

Ons interval: OO O RAOODOOOOOOOODOOODOODOOOOOODOOOODO
Oreachable-time: OO0 RAOOOOODOOODODOOOOOOOOOOODOOOOODOOOO
ORAODOODOOOOOODORAODODOOOOODODOODOODOODOCLIDOOOODOOOODOO
0000d0oood0dRAODOOO0ODOOOOOO0ODOOOODOOOODODOOOOOOsShow ipve
interface0 00000000 O0OOOOOOMMD
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O ipv6 nd send-ra
goooooo IPv6 RA(Router AdvertisementD OO OO0 OO0

goooood ipvé nd send-ra a@ao)
g no O no ipv6 nd send-ra ao)
od o0

ORAO OO prefixO OO OEthernet/VLAN/bridge 0 0000000000 O0OOO
goo0O0oooOoUooooO0OoOoo0ooOo0oU00oDoOo0OooOoOOoDOOoUOUOODRAODODOOOOD

-router lifetime: ipv6 nd lifetimeJ O OODOO

-hop limit: ipv6 hop-limit0O OO0 OO (default:64)

-reachable-time: ipv6 nd reachable-time 0 OO0 OO

-retransmit timer: ipv6 nd ns-interval 000000

RA flags

-default router preference: ipv6 nd router-preference d 00 0O O O (default:medium)

-managed-config-flag: ipv6 nd managed-config-flag O O O O O (default:0)

-other-config-flag: ipv6 nd other-config-flag O 0O O O O (default:0)

O home agent flag, proxy flagOD OO OO 0000 ODOOODO

O00D0O0O0O0O0OODHCPYG serverJ 00 O00O0O0OOOOOOO flagDOOM flagh 10000

OO DHCPv6 serverD DO OO ODODOO

Prefix information: ICMPv6 type3U ipv6 nd prefixO OO OOOOO M

-prefix/prefix length

-preferred lifetime

-valid lifetime

-autonoumous address-configuration flag ipv6 nd prefix X:X::X:X/M no-autoconfigd OO 00O
000000000000 10 default:1

-on-link flagd ipv6 nd prefix X:X::X:X/M off-link D0 D000 O0ODOOOODOODOOO 10
default: 10000 Oipve nd prefixOO OO0 prefixODOO prefixDOODOOOOOOODOO
connected route 000000 OOOOCOIPYE addressU 0000000 OODOCOOOOOOOO
0ooo o

-router address flagn OO 0

MTUO iCMPv6 type5

-NTUODDOCOOO0ooowmug

Source link-layer address: iCMPv6 typel

-link-layer address(] ipv6 nd no-advertise-link-address0 00000000000 O0ODO0O
000000000000 00000 link-layer address(MACO OO O)O0OD OO O Odefault:O
ooooopoooooooood

O ipv6e nd accept-ra

ooooooo

goooood ipv6 nd accept-ra

O no O no ipvé nd accept-ra
og 0o

O1ipv6 address autoconfigD DO DOODOODOOOOODOODOO
000000 (ipvée address autoconfigd OO0 O0)JOOODORAOD OO O OO stateless address [
oooooooo
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O ipvé nd prefix

goooogo IPv6 RAO Router Advertisement)D OO OO0 prefixODOOOODOO
goooooo ipvé nd prefix X:X:X:X::X/M
<valid-liftime:0-4294967295> <preferred-lifetime:0-4294967295>
(J{off-link]no-autoconfig})
ipv6 nd prefix X:X::X:X/M (]{off-link]no-autoconfig})
ipv6 nd prefix X:X::X:X/M no-advertise
g no g no ipv6 nd prefix (JX:X:X:X::X/M)
oo o0

O0000prefixO0DOO0O0OD0O0OO0OO0OO0OODOOOO IPV6eO OO OO prefixd 00O OO auto-
configurationD OO DO ODOD0OOD0MMOOOOOODOO prefixD O OO DHCPv6-PDO OO DO OO O
OprefixOVRRPV3O OO OO ODOOODOO

00000000000 0D000 prefix000O0O0O0ODOO prefixXODHCPv6-PDO OO O OO OO
prefixOOODOODOO0OOOOOprefixOOOOODOODO

Ovalid/preferred lifetimeOOOOODOODOOO prefixDOODOOOOODOODOO preferred
lifetime O 604800secl] valid lifetime O 2592000secC 00 00000

0000000000 prefixDOOODOODODOOOODDOODOOODODODOOOODOODOOODOODO
oooooooon
Ono-advertise0 OO O0OOO0O0O prefixO DO OODOOOOdefault: 111
Ooff-1ink0 00000000 prefixd on-link flagD 00 00O OD0O0ODOOOdefault: 1M
Ono-autoconfig O OO0 0O0OOO prefix O autonomous address-configuration flag 00 00O
0000000default: 1
ORAOOODOO prefixDOODOOODOOODODODO prefixUOOODOO 1000 preferred lifetime O
00 valid lifetimeO 72030 0000 RAO OO OO O OPreferred lifetimed 00 RAOODOODODO
J00000OWLNDODOOODOODOOoOooOwweD OOOoOOoOOODODODODOOORAODDODODODO
preferred lifetimed 00O O OO OOO Orouter lifetimeD 0000 OODOOONO

O ipv6 nd ra-lifetime

goooooo IPv6 RA(Router AdvertisementO OO0 OO0 O0OOO0OODOO0O
oooooog ipv6 nd ra-lifetime <0-9000>

oo 0O oo ipvé nd ra-lifetime 1800

g no g no ipv6 nd ra-lifetime

oo oo ra-lifetime >= ra-interval max

O ipvé nd ra-interval

ooooood IPv6 RA(Router Advertisementd 00000 O0O00OD0OO0O
goooooo ipvé nd ra-interval <min:3-1350> <max:4-1800>

oo o od ipv6 nd ra-interval 200 600

O no O no ipvé nd ra-interval

Ood od

Omin <max x 0.750000000000000C00O
OVRRPV3IO OO UOOOODOOOOODOODOOODORAODODOODOODOODOOORAODODOODODO
OOOVRRPOOOOODOOOODOOOODODODOOOEprefixOCOOOOODOOOODOO
OO0 IPv6 address prefixU O OO OODO IPv6 address prefixUODOOOOOOO IpveO O OO
O0ooDoOoO0DprefixODOOOODOO 159
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m RSOOO
RADODODO0OODO0DO0O0ODO00O00000000000U0DODOODoDOoOORSOOOOOOQ
OLLAODO /000000

0000000000administratively down0 000000 shutdownO OO upO OO0 OO0
00000D0O000oDo000o00downDOupODOOOOO
ORSOORADDODODODOODODODODODODDODODODODOD

m RSOOO
IPv6 forwardingD OO0 000000 0ODOOODORSOOOODOOOORADODOODODOOODOODOO
OOneighbor000000O0OCOOOO

O ipv6 nd rs-interval

oooogooo IPv6 Router Solicitation0 00O O0OO0OO0OODOOODO
oooooog ipv6 nd rs-interval <interval:1-10sec>

oo 0O oo ipv6 nd rs-interval 1

O no 0 no ipv6 nd rs-intervald (0O 0O)

O ipv6 nd rs-count

ogoboooo IPv6 Router SolicitationO0 00000 OOO0OODO
oooooog ipv6 nd rs-count <count:1-2147483647>

o0 o oOd ipv6 nd rs-count 3

O no 0 no ipv6 nd rs-countd (0O 0O)

O ipv6 nd reachable-time

0000000 O0O0000000000000000000
oooooog ipv6 nd reachable-time <msec:0-3600000>
o0 O OO0 ipv6 nd reachable-time 30

O no 0 no ipv6 nd reachable-time (0 O0O)

O ipv6é nd managed-config-flag

ooooooo RA flag(managed-config-flag)D OO OO OOOOODOOO
oooooog ipv6 nd managed-config-flag OM flag=10

oo 0O 00 no ipvé nd managed-config-flag (M flag=0)

O no O  no ipv6 nd managed-config-flag

O ipv6é nd other-config-flag

oooooon RA flag(other-config-flag)U O OO DO ODOOOOODODO
oooooog ipv6 nd other-config-flag (0 flag=1)

oo 0O 00 no ipvé nd other-config-flag (0 flag=0)

O no 0  no ipv6 nd other-config-flag
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O ipv6 nd router-preference

goooooo RA flag(router-preference)J 000000000000
gooooboo ipv6 nd router-preference (high|low|medium)

oo o oo ipv6 nd router-preference medium

| no g no ipv6 nd router-preference

O ipv6 nd no-advertise-link-address
JOooOoooggd  Source link-layer address option0 00000 /00000000000
gooooboo ipv6 nd no-advertise-link-address
oo o oo no ipv6 nd no-advertise-link-address
O no O  no ipv6 nd no-advertise-link-address
oo 00 0O O Osource link-layer address option0 000000
O O Osource link-layer address option0 0 OO0 0O0O0O

161



O 70 interface mode

interface mode

m NDP Proxy

ONPOODDOOOODODOOOOODOOONTTNGND IPCEDDO0ODDODOO0ODetcODDOOO
gooooo

goNPOOODODOOOOODOONDP ProxyOODDODOODOODDODOOOODOO
-NSOOOO0:000000000RAProxyDODODOOORAOODOOD prefixODOODONSODOOODO
000000 00oONAOOODOOooooooooooNSOoOooDbooooooooobooooooo
RAOODODOODODOODOOORAProxyOOOODOODOOODOprefixDODODOOODODOODOOODORAO
000000000 00ooDoOoOogognNee proxy OOO0OoOoooOoOOoO
-NAOOOOONAODOOODOOOoODOOoooooooobgono
-RSO00000RSODOOODOODDOODOODOODOD

-RAO 00000000 RAOIDDODDOODOOODOODDOODOOOOOODOOORA ProxyODDOQOQO
Od00ORAODDODODOOOOOOOODODOOOOoOOObOOoOoOooao

m RA Proxy

ORA ProxyOOODODORAODOOOOOprefixDODODODOOOODODODOOODODOODODODOODODODODOO
ooooo
OprefixO0OOODODOOOODODOOO0OO0OO0DO0O0O0000000000000D0DODODODODOOOOOOOO
Om

OOOOONGN IPBEDOOOORADDOD prefixOOODODODODOORADDDODODODOOODOODODOOO
O00000RADOIOOOOOOOOOOOOOOOOOLANODDODODDODODauto configurationd
000000000000 000000000Dooooooooo
Oipv600000000RAOOOOOOOOOOOOOOCOOCOCOOOCOOOOOOCOOOORA Proxy
O00O0O0layer3a0 000000000000 DOOODOOODOOODOOODOODODOOODOOODOOO
oo

O0000O0O0OoO0prefixOOO 1000000000 prefixO0OD0D0OO0OOOOOWANOOODOO RA
0000000000000 00000RADDO0NONONONONODONDONDOOODODOOoOoOooooooooon
0000000000000000000000000D0DUoDoUORADDDODODDODODODDODO

O ipv6 nd accept-ra proxy
ooooooo
goooood ipv6 nd accept-ra proxy ethernet <0-X>
(]rs-interval <0-604800> rs-count <1-255>)
od od
ORA ProxyOODOONDP Proxy OO O OD0O0ODOO0O0OOOONSOOOODOOOODODOOOOD
NDP Proxy OO OOORA ProxyUOOODOOOOOOOODOOOOO
O000000O00ONDP ProxyOOOODDOOOOODOOOOODOOORA Proxy00O0OODODOOO
ood
ODefault OO ONDP ProxyUOO RA ProxyUO DO DOOODO

e RA(2001::) gewmp RA(200]::)
I—!'_

AN
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O ipvé nd ns-interval

ooooooo
goooooo
oo O do
0 no 0

NSOODODOoOoooooo

ipv6 nd ns-interval <msec:1000-3600000>
ipv6 nd ns-interval 1000

no ipvé nd ns-interval

O ipvé nd dad attempts

ooooooo
goooooo
oo O do
0 no 0

IPvé DADO O OO OODOODOOOO
ipv6 nd dad attempts <0-600>
ipv6 nd dad attempts 1

no ipvé nd dad attempts

O ipvé nd accept-redirects

gooooogo

ogoooooo
oo o oo
oo oo
0 no 0

IPv6 forwardingO OO O OO OOICMPYE redirects0 00000 OOOODO
oooooo

ipv6 nd accept-redirects

no ipvé nd accept-redirects

IPv6 forwardingD OO0 000000000 ODOODOOODOODOOO

no ipvé nd accept-redirects

O ipv6é nd queue length

gooooogo

O Ethernet/Vlan interface 0 0 IPv6e 000 OO0 OO O OO O ONeighbor Discoveryd O OO OO0
O (nexthop)d mac addressO 000000000 COODOOmac addressd 000000 queueingd O
ooooooooooooooooooo

OQueue T Oneighbord entry0 00 O0OOODODO

Oqueueingd OO packetO OaddressO 0000000000 OOOOOOOO

OQueueD fullUDOODOODO packetU DO OO0 Oqueved 0 OOOdropd D OODO

goooooo
oo O do
0 no 0
oo oo

ipv6 nd queue length <1-1000>

no ipvé nd queue length (= 3[packets])

no ipvé nd queue length

IPvaO IPveO O OO O0OO0OOOInterface0 0000000 ODOOOOO
IPvAOOOOOOup arp queue lengthO O OO OOOOOO

O ipv6 hop-limit

ogoooooo
goooooo
oo O do
0 no 0
oo oo

IPv6 hop-limitD 000000000000
ipv6 hop-limit <0-255>

ipv6 hop-limit 64

no ipvé hop-limit

00000 hop-limitd RAOO O OO OO current-hop-limit0 00000 O0O
OO000000O0hep-limit0 0000000000000 OCO0OIPV6OOOON hop-limitO OO0

goooo

gooooooOoonooooogbDhep-lmitbO000D00ODOOOOODOOO
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O ip rip receive version

oooooogo RPOOCOOODCOOOODOOO
gooobooo ip rip receive version (1]12) (]1]12)

oo o ogo ip rip receive version 2

oo OO version 1, version 2, version 1 & 2000000
O no 0 no ip rip receive version

O ip rip send version

0oooooo RIPOODOOOODOOOODDOOO
goooooo ip rip send version (1]2) (]1]2)

oo 0O OO ip rip send version 2

od OO0 version 1, version 2, version 1 & 2000000
| no g no ip rip transmission version

O ip rip split-horizon

gooooooo godoooooooooooooo
goooooo ip rip split-horizon (]poisoned)
oo o oo ip rip split-horizon

| no ] no ip rip split-horizon
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O ip ospf cost

oooooog  oSPFOODOODOOODOODOOO
oooooog ip ospf cost <1-65535>

O no O no ip ospf cost

O ip ospf hello-interval

ggooogd HelloDOODOOOOOOODODOO
ooboOoooo ip ospf hello-interval <1-65535>
O no O no ip ospf hello-interval

O ip ospf dead-interval

0000000 DeadDODOOODODOODOOODO
oooooog ip ospf dead-interval <1-65535>
O no O no ip ospf dead-interval

O ip ospf retransmit-interval

gogooooa RetransmitD 0 OO0 O0O0ODOOOO
ooboOoooo ip ospf retransmit-interval <1-65535>
O no O no ip ospf retransmit-interval

O ip ospf transmit-delay

oooogooo Transmit Delay0 0 OO OO0
oooooog ip ospf transmit-delay <1-65535>
O no O no ip ospf transmit-delay

O ip ospf authentication

0000000 O0OO0O0OO0oO0ooooOOo

ooooooo ip ospf authentication (null]|message-digest)
O no O no ip ospf authentication

O ip ospf authentication-key

ooooooo Ddoooooooooooo
oooooog ip ospf authentication-key PASSWORD
O no O no ip ospf authentication-key

O ip ospf message-digest-key

Oooo0oooO wMs000000000000

ooboOoooo ip ospf message-digest-key <keyid:1-255> md5 PASSWORD
O no O  no ip ospf message-digest-key <keyid:1-255>
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O ip ospf priority

gogooogod ggoobooooobooooo
ooooooog ip ospf priority <0-255>

O no O no ip ospf priority

O ip ospf mtu-ignore

oOoooooo bpepOOMUODOOOOODOO
goooooo ip ospf mtu-ignore

g no g no ip ospf mtu-ignore
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O vrrp ip address

OOo0oO0O0oOoO0O VRRPOOOODOOODIPODOOOWIPODODODODDODOOO
0Ooooood  vrrp ip <vrrpid:1-255> address A.B.C.D

O no 0  no vrrp ip <vrripd:1-255> (address A.B.C.D|)

O wvrrp ip priority

O00ooooo  VRRPOOOODOODOOOODOOO

0O00oo0oogd  vrrp ip <vrrpid:1-255> priority <1-254>

o0 O OO0  wvrrp ip <vrrpid:1-255> priority 100

O no 0  no vrrp ip <vrrpid:1-255> priority

ooooooo
goooooOodOopriorityl0000O0COO0ODOCOOpriority0000000OOO

O wvrrp ip preempt

0000000  Preemptd 0000000

0000000  vrrp ip <vrrpid:1-255> preempt

o0 O OO0  wvrrp ip <vrrpid:1-255> preempt

O no O  no vrrp ip <vrrpid:1-255> preempt

ooooooo

OPreemptOD 00000 OpriorityJ 00000000 OC0O0OOODOOODOOOOODOOO
Opreempt0 0000 OOpriority0000000CO000D0OCOOOOOODOOOOOOOOOOO
ooooooooooooooOooooboooooo
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O vrrp ip preempt delay

goooooo

OPreempt OOOO0OOO0DOOOOU0DOCOCOOODOCOOODOOOOadvertise JO0OOOOODO
000oodoooo0ooooooooooooooooooooooooooon

Opreempt delay0 0001 O 1000(0)00dooo@OoOO)yYoOoOoO

go0oooog  vrrp ip <vrrpid:1-255> preempt delay <1-1000sec>

O no O  no vrrp ip <vrrpid:1-255> preempt delay

ooooooo

OPreempt delay OO O O00OOCOOO0ODOOOODOOOOODOOOOODOOOOODODOOODOOOO
000ooooo0d0ooooooooooooooOon

o JOOOOOOODO

- master down timerJ0 O OO0 delay timer OO0 0OO0O0ODOODO advertise OO0OO0O0OODOOO
oooooooogod

- 00000000000 advertise 00000000000 O0OO0OODOO0ODOOOO0ODOOO
(delay timer OO OO0O0OO0OO0ODOOOOO)HO
-0000000D00D00 advertise JO0ODOOO0OD0OODOOOOdelay timerOOD0O0ODO delay
timerO0 000 Omaster down timer 000000000000 Odelay OO00OO0O0OODOOOOO
advertise 000000000 DO0O0ODOOOODOO(delay timer0 000 OdO)d

o JOOODOOO

- 00000000000 advertise 000000000000 0ODOOOODODOOOODODO

- 00000000000 advertise JO00OOO0O0ODOadvertise OO0OOODO@OODOOOOO
Oooooooooog)o

O vrrp ip timers

OO0OO0O0OO0OO0O VRRPO advertise0 0O OOOOOOOOO
0000000  vrrp ip <vrrpid:1-255> timers advertise <1-255sec>
OO0 O OO0  vrrp ip <vrrpid:1-255> timers advertise 1

O no O  no vrrp ip <vrripd:1-255> timers advertise

O vrrp ip netevent
OO0OO0OOoOoO0O  VRRP trackingD OO OOODO
0000000000000 00000000oooooooog
0O00oO0oOggd  vrrp ip <vrrpid:1-255> netevent <trackid:1-255> priority <1-254>
vrrp ip <vrrpid:1-255> netevent <trackid:2048-4095> priority <1-254>
O no 0  no vrrp ip <vrripd:1-255> netevent
ooooooo
Otrack eventO downO0 0000000000000 priority0000000000000000OO
Opriority0 00000000000 priority0 000000000000
Oevent downO OO OOpriority0 0 0000000000000 0O0OO0OOOOOOOOOOOO
oooo

oo 00oogodOpriority>0000000000priority
Event downd O O O0oOo0goO0Opriority<00000O0ODOOOpriority
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O ip access-group

ooooooo

Oglobal mdeD O O0OOACLOODOOCO0ODOOOODOOUOODODOOODOOOOOODOOOODOOO
Ooooooo

ooooogoo ip access-group (injout|forward-in|forward-out) IPV4-ACL-NAME

OO00ONeO OO no ip access-group (injout]forward-in]forward-out)

ooooooo

0000000000 0000000D0000D000000(@ DO Packet TravelingD O O)OODO
Oo400000

in(local input) NXROOOOOOOODOOOODOOOODOOOOOOO

out(local output) NXRO O O OO OODOOOOOOOOOOOOOOO

0000000000ooO0oNRRODODDOO0DDODDOoooOoooooooooo

forward-in NXROOOOOOOOOOOOOOO forwardingOOOOODOOOOOOO

forward-out NXRO O OO ODOODOODOODOODOO forwardingOODOODOOOOOOODO

OmacO 0000 ACLOOoutO OO forward-out0 OO0 O0O00O0OOOOOOOO

O ipv6 access-group

O000Doo0 OOoOOooooooiwpveOODOO0OOODOO0ODOODOO
ooooood ipv6 access-group (injout]forward-in|forward-out) IPV6-ACL-NAME
Oo0 0O OO 0Ooo00o

O no O  no ipv6 access-group (in]out|forward-in]forward-out)

O ip masquerade

ooooooo

goooooOoobooO0oUoooOoO0oooOoOoooUOoooUOooOoIwprv4d0DOOOOOOOOOOO
OOmivAaO0D0OD0O00D00000D00000

ooooogoo ip masquerade 0000

ooooogon no ip masqueraded 0 OO

OO0OO0NeO OO  no ip masquerade

ooooooo

000000000000 (Ethernet/VLAN/PPP/Tunnel/WivAX) D O OO OO OOOOOODO

OTCP/UDF/ICMPO 0D OO0DOOOO0OODOODODOOODODOOODOOOODOOOODDOOO

Olpve0O0O0O0O0OIWPOOOOOOODOOOOOO

Oforward out/local output 0 00000000 OO0DOOOODOOIPOOOOOOOODOOOOO

O ip (snat-group]dnat-group)

goooooo

Oglobal mode0 OO OO SNATOOODNATOOODODOOODODOOODDOOODDOOODStatic NATO
oooooooooooOoo

OSNATO OO OOOO0O000O0o0o0o0oooooDNATOOOO0000ooooooooooon

ooooogoo ip (snat-group|dnat-group) NAT-NAME

OO00ONO OO no ip (snat-group|]dnat-group)

000oO0oOon0o NATODODODOOOOOiup snat/ip dnat)d OO0 (global mode)OD OO OO O
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O ip webauth-filter

ooooooo
OwebOOODOODODODOOOOOOODODOODOODOODOODOODOOOODOODOODOODOOOOO
00000 Owhd0DO0oOOooDooOoboboooooooog
OwebODODODOODDOOOOODOODOOODOINOUTOODOODOODODOODOOOOOOOOO
O0Default0 D ODOODOODOODO

gooooon ip webauth-filter (forward-in]forward-out) WEBAUTH-ACL-NAME

Oo0oONeO OO no ip webauth-filter (forward-in|forward-out)

goooooo

OWebOODODODOODOOODOOOOOOip web-auth access-listO 0O 0O O Oglobal moded OO OO
gooood

OWebDOODOOOOOOWeb Authenticate mode0 000 O00ODOONO

O pppoe-client ppp

0ooooodo  PPPEO0OOODOODOOODOODOOO
goooooo pppoe-client ppp <PPP-INTERFACE-NUMBER:0-4>
gbo 0o 0o no pppoe-client ppp

oo oo 0000000OEthernet interfaced 00O

O no O  no pppoe-client ppp <0-4>

O ip spi-Ffilter

ooooooo

0000000000 O000O0O00OSPIO Sstateful Packet InspectionD 000000000 OO

000000000000 0ooO0ooooDoDOOooOoDO0DOO0oO0ooDO0oDOO0oDOO0DbOO0ObOOoDODOODOOD
goog

ooooooon ip spi-filter 0OO0OO

gooooon no ip spi-filterD OO O

OooONeO OO no ip spi-filter

goooooo

O000D0000000O0OestablishedO0 OO related0 0000000000 OO0OOODOOO
OEstablishedD 000 0O0OOOOOOO0OOOCOODOOO0ODOOOODODOOOOOOOOOODOOOO
ORelated 00 0000D0OO0D0O0OOO0ODOODODOODOODODOOFPOODODOODOODOODOO
oood

000000000000 0syn000000ODO0ODOODOODODODOODOODOOO

OsSPIOOforward inOO0O local Input0 00000000000 O0ODOOCO0ODOOOODOOOOO
gooooog
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O ipvé spi-filter

goooooo
ooooooo
oo 0O oo
0 no 0

IPv6 SPI filterOD DO OOODO
ipv6 spi-filter

no ipvé spi-filter

no ipv6 spi-filter

O ip spi-filter log
O ipv6 spi-Filter log

goooooo

googoogn

googoogn

goONoO OO

googoogn

OO000O00O0O0OOsyslog mded O0O0O00OO0OOOOO
Jo000ooosPI000o0DOoooooogOosyslog0 00000000 ODOOO
ip spi-filter log [limit <0-100>]

ipvé spi-filter log [limit <0-100>]

ip spi-filter log limit 10

ipv6 spi-filter log limit 10

no ip spi-filter

no ipv6 spi-filter

Clhimitd 0000001000000 00O0000DOOO0O0OOO00DWOOOOY/DO0O0O0O
gwaopoDooooobooooooobshobooboobooobooobbooboobooobooon
gbooobbooboobooboob

O shutdown

ooooooo
ogoooooo
oo o oo
] no 0

O shutdown port
gooooon

ooooooa
0 no O

O000000(ethernet <0-3>)0 000000000 0OD0O0OOOODO0O
shutdown

no shutdown

no shutdown

(NXR-1250 0 O NXR-1550 0)

OO0D0dO00Othernet ) UOODOOOODOODOODOOODOOODOODOOOOO
000000000000 00000000000Ono shutdownO OO O

shutdown port <1-4>

no shutdown port <1-4>
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O ipsec policy

0000000 OO0OO0OO0OO0O0O0OOooOoOoOlrrsecOdOODOODOOOOCOOOOO

ooooooo ipsec policy <local policy:1-255>

OO00ONeOOO  no ipsec policy (J<local policy:1-255>)

ooooooo

0000000000 OlIPsecOO000OCOCOO0OODOD400000000000000OODODOOO
0000000000000 iIPsec0 00000000 OOOOODODODOOOOOO

O ipsec policy-ignore

ooooooo

OlPsec policy OO0 0O0O00OD0OO0O0ODOODOODODOOOOOOIPsec policy OO0 any OOOO
000000000 0DOOO0ODO IPsec DOOODOOOODODOODOOUODOOOODO

0000000 ipsec policy-ignore (Jinputjoutput)

0000000 no ipsec policy-ignored 00O

OO0 ONoO OO no ipsec policy-ignore

ooooooo

Olnput0O000O0O0O0OOinbound policy check OO DOOOOOOOIPsec DOOOOODOODODO
OO0O000O0 Dooboooooooooooogooooog

Ooutput 0 0000000000000 O0O0OOO0O00OOO0OOOOODOOOIPsec policy D000
goooooOoOooooooooo
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m QoS
ogoooood QSO DOoooon

o HTBO OO

ooooooo queue policy POLICYNAME bandwidth <1-1000000> (]ifg-pa-fcs)

ooooood
OHTBOOODOODOOOclass policyD OO OOOODOO class policyD OO OOOO
go0o0000Oclass policyDOOOOOO0OOclassOOOOO0OO0DOOOO0OO class policyd 00O

000o0oooolBOOODooood

ObandwidthO Oclass policyC OO0 OO0O0OOO0OOO
Oifg-pa-fes(0O0)0DOO0OD0ODOOOOOOODefaultdOdOnOd

o PQUOO

goooooo queue priority-group <PRIORITY-MAP-NUMBER:1-32>

ooooooo
OPQOOODOOOOOglobal moded OO OO priority-map0 000000
00000dpriority-map0 00 0000000000000 default classOO 000000 PQO
O00000O0o0ooopriority-map0 0000000000 PQODOOOOOOO
O00classO0000O000O00OO0OOOdefault classO0 0000000000

o SFQO OO
goooooo queue fair-queue

o FIFODO OO
goooooo queue fifo (Jlimit <1-16384>)
ooooooo IlimitO FIFCOODODOO0OO0O0O0OO0DOO00ODOO0DOOO

o TBF(shaping)d O 0O
ooooooo
queue shape <RATE:1-1000000> <BUFFER:1-1000000> <LIMIT:1-1000000> (]ifg-pa-fcs)

ooooooo

[0 <RATE:1-1000000>  ShapingC OO (Kbps)O O OO OO O

[J <BUFFER:1-1000000> Bucket O O O (bytes)D OO DO O OO

O<LIMIT:1-1000000> TokenO OO OO OOOODOOOOODOOOOOOOOOOOOOODO (bytes)

ooooooo
Oifg-pa-fcs(OO)DODDOOD0O0ODOOOO0OODRefault0 0O OODO

O Nno queue

0O00Odo0dO  no queue
ooooooo 0000000 queued OO0 00O Odefault queuel pfifo fastO O OO O OO0
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m QoS (00O)

o classify

goooooo classify (inputjoutput) route-map ROUTEMAP

goooood

Joodoooooooooooooooooolioooooooo0goOianputd outputd 0O OO
0oooooooooo

Oinput00000000DOODOOPRE-ROUTING(O O O Packet TravelingO O O)OODOOODOODO

Ooutput 00O O0OOODOODOODOOPOST-ROUTING(O O O Packet TravelingD 0 0)0DOOOOOOO

o no classify

ooooooo no classify (]input]output)

ooooooo

Jod0oooo0doooooooooooooooooon

MnoclassifyD 000000000 @nputT output) D0 0000000 OODOOOOODOOOO
input0 00 output0D OO OO OO

e ifg-pa-fcs
g0000O0O0O0O0O0O0O0O0O0O0OO0O0OO0O0O0OO0OO0OO0OO0OO0OO0OO0OOOOOOOOOOOOODOOO shapingO
OOFCSO IFGO PADDODDOOO0ODDOOD rate0 000000000 DODOOshaping rated 000
O000O0O0OODOEthernet0 000000000000 OOOOOORCSO IFGO PADOODOOOO
0000000000000 000ooD000oo000000oDoO0O0U0oDoOOoOUOEethernet/
WiMMXOODODOOOOOODOOODOOshaping rate0 000 OO IFG(inter-frame-gap0 000 OO
12000000)OFCSA00D0)dPA(preamble:80 0 0)00000DOO0O0ODODOOOODODOOOOO
O0000ooOOo0o0oooooOoOO0oOoODoO0oO0o0O0O0oOD0O0OoODOODODOOODOOODOOOOOOOOOODOOO
Default D0 DO 0ODOOODOODOOODOIFGOPAORCS DDOODODODOOOODODOO
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O (iplipv6) rebound

oooooog

JoooooooooooooooooooooooooooDooooooOooDooOnDao (fForwarding)
0000000000 00ONROODODOODO0O0D0D000000000000D0000ONXRODOTTL
goobooooopDoooooooooog

OIP rebound0 0000000000 00DOODO0O0ODOODOODOOODOODOO0ODOODOODODOODODODO
O00000D00D0O0O0 destination unreachable0 00O 00O

Obefault0 00D ODOMIOOOOODOODOOODODODOOODOODODODODOODOODOO)O

ooooood (ip]ipv6) rebound

oo 0O o0 (iplipv6) rebound

O no O no (ip]ipv6) rebound

O ip reassemble-output

ooooooo
dooooooooMTooogpPMmuiDOODOoOoOooogolIP forwardingD OOOODOODOODOO
00000000 ooo00o0ooo000ooo00mMooo0o00ooooooooooooon
OO0O0O00O0ONRROODOOO0ODOO0O0O0O0D0O00000000000000000oooogo

- fragmented packet(0 00O O00D0)OMUDOOOOODOOOODOOOOOOOOODOOONMTUDO
ooooooooooooooooon

- fragmented packet(C OO OO OO)DOMIUOOODOOODOODODOODO fragmented packet 0 O 0O 0O
ooooood

- 00000000000 MUO0000000D0D000000000D0DO0O00DOoO0OO

ooooooo ip reassemble-output

oo 0O o0 ip reassemble-output

O no O no ip reassemble-output

ooooooo
O000000o000ooo00o0m@mouoooouooooooooooooooooooooon
0000000 00ooo00Dooo0o0ooo00ooooooooooooooIwr0oooooon
O00000000o0o0o0u0ooooooooooooooooooooooooooooooon
00000000000 0oo0ooooo00Doo000Doo0oo0Dooooo0ooONROOO
O0o00oo0oooooooooOowooooooooooooooooooon

- fragmented packet(C OO OO OO)OMUOOOOOOOOODOO fragmented packetd MTUD O
oooooooooooooooo

- fragmented packet(C OO OO OO)ONMUOOOODOOODOOOODO fragmented packet O OO O
ooooood

- 00000000000 MUODDO000D0000D00OO fragmented packet0 000000000
oooooo

ODefaultO Oglobal OO OO0 interface0 00000 OO0OOGIobal OO0 interface 0 OO AND
O0000oo0o0o0o00ooooooooooooooogglP forwardingOOOOODOOOOO
ooooo

O00000000000oo000ooo0d0320000000033 000000000000000
0000000000000 D000000OOiIp reassemble-output 0000 0000000000
OO
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O session invalid-status-drop-interface
ooooooo
Osession invalid-status-drop OO0 (global mode 0 OO OO D OODOOODOODOOOOOODOOODOO
O0D0000defaultO0 0000 0O
goooooo session invalid-status-drop-interface enable
oo 0O oo no session invalid-status-drop-interface enable
O no O no session invalid-status-drop-interface enable
ooooooo
0000000000 O0o0oOoo0oooooooodndglobal mode O session invalid-status-drop O
0000000000000 D0o0o0oooooooDoooonoOgodOethernet 0000000
o0oooooooooooog
- global mode O [0 session invalid-status-dropd 0 000000
nxrl25(config)#no session invalid-status-drop enable
-000000ooooOooooooooooon
nxrl25(config)#interface ethernet 0
nxri125(config-if)#session invalid-status-drop-interface enable

O ip dhcp mode ngn

ooooooo NeNOOOODOOOODOOODOODOOODOODOoOoo

oooooog ip dhcp mode ngn

O no O no ip dhcp mode

goooogo noOOOOO0OOip dhep request classless-static-routeD 00000000

O ip dhcp request classless-static-route

goooooo NeNOOOODOOoDOOoooooooboooooadcePPh)OOOOOooDooooooon

oooooog ip dhcp request classless-static-route

O no O no ip dhcp request classless-static-route

ogoooooo

J0000OoooOoPPO00ODODOODODOODOOODODODHCPVAO classless-static-route
00000 (RFC3442)000OOONGND OO static route0 0000000 O0OO0OOODOOODOOO
godoNNOOOOoooDoOooooobobboooood

00000 static route0 00000000 OOOODOOODO0O
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O ip p2p-detection
00DoboOo PPOOOODODOOOOCOOIPODODOO
ooooooo ip p2p-detection (any|winny|share|bittorrent) {log|deny}
O O noO O no ip p2p-detection
no ip p2p-detection (winny|share|bittorrent)
ooooood
0oooooooooooooooboooooooooooooooooooooog
00000000 mopDogPPOOODOODODOOODODOO

O ip arp filter

goooooo

goboooopobbobooooobbboooubobbibOd ARP request OO OODOODARP
reply0 00 /000000000

goooooo ip arp filter

gbo 0o 0o ip arp filter OOOOARP reply0O00ODOO
0 O noO O no ip arp filter OOOOARP replyC 00O
ooooood

OOOLANOOODOOOODEthernet0 00000000 0OOODOOOOOODOODOOOODOO
OOOARP reply0 00 00D0ODOODOODOOODOODOOO
OoO0O0O0O0O0LwLANOOOOOOOOhost route0 0000000 DOOCO0O0OOCOOOODOODOO host
OO0 ARP requestOO0OOOARP reply0 0000000 OOOOOOODOO

OARP reply0 000000 C0OOOOOOOODOOOO

O ip arp gratuitous
0000000  gratuitous ARP(GARPO D O OO OO ODOO
goooooo ip arp gratuitous <attempts:1-255> <interval:1-3600> <delay:1-600>

ip arp gratuitous (= ip arp gratuitous <attempts:1> <interval:1> <delay:5>)
oo o oo no ip arp gratuitous O OO OCGARPO OO OODOO
O O noO O no ip arp gratuitous
ooooooo
OO000000O000000OARPOIDODOOO0OOOOO0OOO0OoDOoO0OOooooooooon
GARP (request) 0O O DO OO
OiipPO000000CO0000000C00000O0GARPOODOODOOO
00000000 0oo0o00ooo000ooo000o00O00cGARPODOOOODO
OVRRPOOOOOOOOOODOOVIPOOOOGARPODOOOOODO
OGARPO 0000 Odefault 00D 00000 DOO0OODOOOOOOODOOOOODO(sec)yidnon
O0O0OOdelay(sec)D 0000000 OO0OOOOOOO
000000000000 000OEthernetdVLANOBridgeD O OWiMAXO OO OODOOOOODOOOO
o
OOOOVIANO Bridge 0000000000 DO0OO0O0OOOO0OGARPODOOODODOOOODODO
0oodoooooooooooogooooooon
ODHCPO O OO DOOOOODOOODHCPO OO DO IPOODOU0DOOODOUODOOOOOOOGARPOOODO

goboboboooobiwoboobobbooboobbbooboobuobobOobceGARPOOD OO
g
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O 12tpv3 access-group

goooooon
goooodoo
0 no 0
goooodoo
O WORDOI

Xconnect OO OO DOODOOODOOODOOOOON2tpv3 access-listO0 000000
12tpv3 access-group (injout) WORD
no 12tpv3 access-group (injout)

root0 ACLOODOOOOODO

Orootd ACLO O Oglobal O O ODO 12tpv3 access-list WORD rootD 0O OO OO M

Oin:
Oout:

m 12tpv3 12rp
o enable

goooooo
goooooo
0 no 0

o type
goooogon

ooooooo
O no O
gooooon

o priority

ooooooo
goooood
| no |
ooooooo

o preempt
gooooood

ooooooo
O no O
ooooooo

XconnectU OO UOODOO 0000000000000 OOODOO0OOO0O0DOOODOOO
Uo0o0b -sXconnect DD OOOOODOOODODOODODOODODOODOODOO

L2RPOOCODOOOOO
12tpv3 12rp <1-255> enable
no 12tpv3 12rp <1-255>

MasterOOOODOO0OOOOOOOO

DefaultO O Opriority0 000000 O0OOOOO

12tpv3 12rp <1-255> type (priority|active)

no 12tpv3 12rp <1-255> type

priority0 000000 Opriority0000000Omaster0 00000
activeJ O OOOODOOactive session0000000Omaster0 00000

MasterOO OO OOOO priority0 00000000
12tpv3 12rp <1-255> priority <1-255>

no 12tpv3 12rp <1-255> priority

DefaultD 010000 0O

PriorityD 0000000 master0 0000000 backupOOOOOOODOODOO
oopooooooon

Default O Opreemptd 0 OO OO

12tpv3 12rp <1-255> preempt

no 12tpv3 12rp <1-255> preempt

Opreempt 0 00OMaster 00000000 typed 00000 0O0O0OOOOOOOO
OpreemptO0 O O Opriorityd 000 sessionJ 00000 LCCEOOODOOOOObackupDODOOODO

gog
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o block-reset

oooooog 00000o0DO00oDooooodDdownOD0OoOoOoOoDOOODOOMACOODODO
ooooooooo

goooooo 12tpv3 12rp <1-255> block-reset

O no O no 12tpv3 12rp <1-255> block-reset

oooooog

OGroup blockingU O OO DOOOOOOODOOOOODO

OGroup blockingOD OO OOOODO OO Advertise Frame O OO OO OO0 OO DO LCCEDO Advertise

FrameOOOOOOOOOLoopO0OOOO00OO0ODOOOOOFrame0 0000000 ODOODOODO

o timers advertise

ooooooo L2RP Advertise FrameO OO OO OO0 OOOOOOO
oooooog 12tpv3 12rp <1-255> timers advertise <1-60>

O no O no 12tpv3 12rp <1-255> timers advertise
0ooooog  DefaultdO1[sec]d OO

o timers delay

goooooo L2TP session 0 0O 0O O timers delayd0 00 00 0O O OGroup BlockingOD O OO OO
FrameO OO OO0OODODOO
Default O O O[sec]C OO

ooooood 12tpv3 12rp <1-255> timers delay <0-60>

O no O  no 12tpv3 12rp <1-255> timers delay

ooooood

OL2RPO00OO Loop0 DO OO0ODDOOOODODOOO0OOODOOOODL2RP FrameO OO OODODO

Oloopd0 O O0OO0ODOOODOOBIockingODOODODOOOODODODOO Broadcast StormO0 0000

OO timers delay0 000000 OOOBroadcast StormO0 00000000 O0ODO0O

Otimers advertise 00 00000000000 OOOOOOOO

o port-reset

ooooooo

OL2TP GroupO OO L2RPOODOOCOOL2TP session0 000000 COOOOODOCOORBOCOO
gOMACOOOOODOOO0O0ODODO00ODOO0OODOOODS0D0O000ODODDO0O0ODODO0OO

Oport reset0 0000000 0O0Odmaster - backupd OO0 O Omaster - init0 00000000

L2RPODOOCO00O0ODDOO0O0ODOCOO0OO0downO0O00D00OO0DODOOOOODOFFDBO fFlushODODOOO
ooooood 12tpv3 12rp <1-255> port-reset

O no O no 12tpv3 12rp <1-255> port-reset

OO0O0O0DooOg  DefaultODOOOCOOO
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O bonding-group
goooooo
0obodooooOOooob0dooooOOobOo0oDO0obO0o0o0OoooOOo10b00DODO0DbOOo0ODOOoDODOO
ooooood
goooooo bonding-group <0-1>
0 0O noO O no bonding-group
goooooo
doo0dooooooooooooooodooooooooooooooooon
O000vienODODOODOODOOOOODOODOOODODOOOOODOODO
Obridge port0 000000000000 ODOOODOODOOOOOOODOOO
0000000000000 0000Ointerface bond mded0 000000 O0O0O
goooooo
Oethl, eth20 0000000000000 0O0O0O0OODOO0OOODOO0ODOODOODODO
!
interface ethernet 1
bonding-group 0
!
interface ethernet 2
bonding-group 0
1
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0 s8n

0 OO command

interface tunnel mode

interface tunnel mode

nxrl30#configure terminal

Enter configuration commands, one per line.

End with CNTL/Z.

nxr130(config)#interface tunnel <0-255>
nxr130(config-tunnel)#

O description

ooooooo
ooooooao
O no O

O ip address
gooooog
gogooobod
g no d

O ipv6 address

gboooogo
gooooogo

00ooooooooooooooon
description DESCRIPTION
no description (|JDESCRIPTION)

oooooooowooooooooooon
ip address A.B.C.D/M (]secondary)
no ip address (JA.B.C.D/M) (|]secondary)

Oo0ooooogipveOd000O0Ooooooon

ipv6 address X:X::X:X/M (Jeui-64) : IPv6 address (e.g. 3ffe:506::1/48)
ipv6 address X:X::X:X link-local

no ipvé address X:X::X:X/M (Jeui-64)

no ipvé address X:X::X:X link-local

O ipv6 address DHCPv6-PD

ogoooooo
goooooo
0 no 0
oo oo

DHCPv6 Prefix DelegationO0 OO DO OODO
ipv6 address DHCPv6-PD X:X::X:X/M (Jeui-64)
no ipv6 address DHCPv6-PD (]X:X::X:X/M)

O ipv6-address O O sub-prefix O host OO OO OOOOOOODOOO
ODHCPv6-PDO ODHCPv6 PDO OO OO prefixOOOODOOODO OO DO ODHCPV6-PDO ODHCPV6 O O O O O
OO000D0O0CO000DO@UOoOooOooooo)donipve dhcp client pdDO000O0O0OO0OOOO

god

O tunnel source

googoooo
gboooooo

0000 source0 00 O0ODOOODOODO

tunnel source A.B.C.D

O tunnel destination

googoooo
gboooooo

00000 DestinationOD OO ODOOODOOOO

tunnel destination A.B.C.D
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m tunnel mode

goooooo

0000000 00000DOGRE IP-in-1PO IPsec over IPv4/IPv66rdD 500000000000
oooon

oo 0O 00 tunnel mode gre

O no 0O  no tunnel mode (= tunnel mode gre)
o IPinlIP
ooooooo

OIvA0O0O0O0OD0 IPMAO0000000000000000IPVGO0O0O0O0O0O0O0O0O0O0O0O0O0OODOO
ooooo

oooooooooo4000

OIPinIPO0000C00O0ODOOCOOOOOIPEOOOOO0O

OO0o00doogd  tunnel mode ipip

o GREO Generic Routing EncapsulationO

ooooooo

OIPVAO OO IPV6EO0 0 0000000000000 0000OOTransport0 0 IPOOIPVAOOODOO
ooooo

ORFC2784000000O0OODO

oo0o0ooooooo47000O
000000000ooomp0o000ooooo2000000000000000000000OOO
0000oooooooooo

OO00oO0oogd  tunnel mode gre

o IPsec over IPv4
o IPsec over IPv6

ooooooo
ORoute based IPsec(C0 00O CDODOODOOODOI psec ipvd0 00 ipsec ipv6 00 OO OODO
OO00O0Ooog  tunnel mode ipsec ipv4 (= IPsec over IPv4)

tunnel mode ipsec ipv6 (= IPsec over IPv6)

o 6rdd IPv6 Rapid Deployment on IPv4 infractructuress

goooooo

glpv6e0 0000 IPMODODOO00O0ODOO0O0OODOO0OODODOOO

ORFC5569/5969 00 00000000

OIPve over IPVAO OO ODOOOOOOIPVAOOOODOO

OO0o0doogd  tunnel mode ipv6ip 6rd

Ooooooo

Jerd0 00000000 tunnel 6rd prefixO tunnel 6rd ipv4 prefix-length 0000000 O0OO
ooo
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O tunnel key
gogoooog
goooooo
g 0O 0Od
g no O
ud o

O0O0DOCGREODODOOODODOO IMODOOODOOGREDDOODODODD
tunnel key <0-4294967295>

no tunnel key

no tunnel key

OO00O0O0O0OOOkey IDODOOOOdropdOO00O0OOOOkey IDODOODOOOOIKDODOOOODOO
Oooooooodddrop0OOO

O tunnel checksum

gooobon

ooooooao
oo 0O 0oOa0o
O no O

GREDOUODOGREDOODOUODOODODOODOODOOOODOODODDOOOO
J00000D000000O0GEDDODDODOOODOO

tunnel checksum

no tunnel checksum

no tunnel checksum
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O tunnel path-mtu-discovery
gogooobod goobobooooooobooeMiibDOoooon
gooooogo tunnel path-mtu-discovery

oo O oo tunnel path-mtu-discovery oooo
g no O no tunnel path-mtu-discovery gogon
oo oo

O IPvd O

Oipva0 0 0000000000000 PMTU DiscoveryO OO ODOOOOODOO

-0000IP tunnell tunnel mode ipipjgred 0O fragnent0 0000 OO PMTUDOODOOODO
IPsec tunnell tunnel mode ipsec ipvdO OO PMTUDO ODODOOOOO CODOODOOODOOO
-PMTUDOOO0O0ODO/ 00000O0OCO0OOOO0ODOOODFOODOOOON/IODODOOOOOOO
0ooooooobod

PMTUDO O DF bit oooood

0 fragnentO OO OO QOO
00 outer IP headerODFO 00001000000

1 fragment needed0 00000000000 Odrop0 00O

fragnentO OO OO QOO
outer IPheaderdDFO 0 D0 O OO0 O0OOO0O

OOfragnent0 00 O00O0OOOOO

outer IP headerdDFO OO O OO0 OO ODOO

Otwnrel MUOOODODOOOOOOODODOOOOOOOOOOOPNMTUDOODOOOOOOODOOO
O0000000000000000000000000000D000Oheader taxOO O QOO0
OO00000O00O0wnnelOOO0O0PNMTUDOOOO0ODOO0ODOOOOO fragmentOOOOOOOO
OO00000O00ooPMTUDOODOO0O0ODCOOOtunnel O MTUD 15000000000

O IPv6 O

OIPV6 OO OOPNTUD default 00000000000 O0OOOOOOOMO

OMTUOOOPMTUOOOOOOOOOODOOOOOODOOONMUOOOOOOOOOOOO0OOO0OOOO0n

0000000000000 000O0tunnel header taxO OO OO 0OO0OO0OO0OOOOODOOOO
IPv6O00ONMUO 12800 0000000000 000000O0000ODO0O0OOOOO0OOOOOO
0012800 0000000000000 DOOODOOOOODO1200000000000000000
O00o0d0o0o0o00ooooooooooooooooom

IPv6 over IPv6 tunnelingd RFC24730 0 O

OTunnel MTUO IPVv6 O 0O MTUO 12800 0 000000
00000000000000000D00OICMPYe packet too bigD OO OO ODOOOOODO
OTunnel MTUO IPv6O O MTUO 128000 000000000000 0O0O0O
000000000 fragnentD 0000000

IPv6 over IPv4 tunnelingd RFC2893 0 O O

OTunnel MTUD IPv6 00O MTUO 12800 0000000
000000000000 000000ICMPYE packet too bigD DO OO OOOD0ODOO
OTunnel MTUDO IPv6 OO MTUO 12800 00000000000 OOODOO
OO0oooooooooilpved0ONIUOOOO0OO0OOOOOO0ODOOO0O0ODOOOOOOO0 IPve
packet too bigD OO OO OOODOOOO
O0oooooooooilpvedOMNMUOOOODOOOOOODOOOOODFOODOOOOODOOO
O0Ofragnent0 0O OO0 OO0

0

uo
1
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O tunnel ttl
ooooooo
ogoooood
oo 0O oOd
a no a
00 oo

TILO0O0oogo
tunnel ttl (<1-255>]inherit)
tunnel ttl inherit

no tunnel ttl (= tunnel ttl inherit)

0000001-2550000000000PMTUD O tunnel path-mtu-discoveryD O OO OO0OOO
Oinherit0 0000 OO OGRE/IPIPO tunnel mode grelipipd 00 TTLO OO OO OO O IPsec tunnel
O tunnel mode ipsec ipv4A0 00O TTLOOOOCOODOCOOCOOCOOODOOOOO
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O tunnel tos
ooooooad
ogoooood
oo 0O oOod
a no a
00 oo

interface tunnel mode

interface tunnel mode

tunnel tos (<0-252>|inherit)
tunnel tos inherit

no tunnel tos (= tunnel tos inherit)

Oinherit0000000O0IPVAO dnnnerd 0000 ToSO OO OO tunneling IPv6D inner0 000 O
traffic-classJ O tunnel IPv4Oouter0 0000000 ODOOO
OToSOOOOO0OO0OOO00-252000000000000000O0O
OECNOOODODODOOUODODOUOODDOOEC fieldDDOOODODOOOMmMODC 1.2.4.1 ECN fieldO O
oooooooooooo
OGREOODOOOOIPMEODDOIONDOODODDODOOODOOOODOInherit0O000OOToSOOODO 0x0O

gooooo

O tunnel pre-fragment

oooooon

oooooodad
od O Od
a no a
oad oad

FragnentO OO OO0OODOO0OO fragmentO OO0 ESPOOODOO

0000 ESP packetO OO OOODO MM

tunnel pre-fragment

no tunnel pre-fragment

no tunnel pre-fragment

Route based IPsec(0 0000 C)UOODOOODOOIPsec tunnel interfaced 00
oooooooooo

O tunnel protection ipsec policy

odoooooo
ooooooo
0 no 0
oo oo

O bandwidth

ooOooooa
ooOooooa
O no O
oo oo
O mtu

ooOooooa
ooooooad
oo 0O 0O0
O no O

0000 IPsec tunnel policyOO OO OO0

tunnel protection ipsec policy <1-65535>

no tunnel protection

Route based IPsec(0 0000 C)ODODOOODOODOODOODO

goooooooooooooOoooooooooo

bandwidthO O 0 0O 0O O 106Gbps O O O

bandwidth <1-10000000000[k/m/g]>

no bandwidth

goooposPROODOOOOODOOOODOOO
000000000 DOauto-costO OO O (ospf mode)D OO ODOOODO

o000o0o0oo0ooOoOooMUODOoDooooo
mtu <bytes:68-1500>

mtu 1476 (tunnel mode gre0 0 0)

mtu 1480 (tunnel mode ipipd 0O 0O)

mtu 1500 (tunnel mode ipsecd 0 0)

no mtull (= Set defaults)
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O ip redirects

ooooooo

OICMP redirectO type=50 00 00000CO0O0OO0OO0OOOOOOOOOOOOOOOODOOO
000000000RFC792

OOO0ODO Send redirectDO000OOOOICMP redirect0 0000000000 OOOOODOOOO

ooooooo ip redirects

0oooooo ip redirectsd 0 (O0O)

OO0OO0ONOODO  no ip redirectst (0 0O)

ooooood

O ICMPRedirect O O O O interface mode O ip redirects0 00000000

O ip tcp adjust-mss

ooooood

O Path MTU Discoveryd PMTUDO O O O End-to-end 0 0 0000000 O0DOODOOOOMIVODODOO
0000000000000 00oo00oDo000ooo0oo00oo0oooooooooooon
0ooooooivadD0DOD0ODO0O0O ICMP fragment needed D 00000000 O0OOOOOO
00000000o00ooooDooooPNTUDO0OD0OOO0OO0OOOOOOOOOOODOOOdPMTUD
00000dooooooooooMuoo0d0oooooo00o0o000o0oo00oo0o0odoend-
to-end0 0000000000000 OOODOOOOOOOOOOTCPOO  SYN/SYN-ACKO O OO
omMsSOOOOoOOoOooOoooooooooooooooooTcPOOO0DOOOOOOOOOOOd
0000000000 0o00oDoo0oo0o0oo0oooooooooooOoo

goooooon ip tcp adjust-mss (auto]<500-1460:bytes>)

0000000  no ip tcp adjust-mss

OgooONeO OO0 no ip tcp adjust-mss

ooooood

OiIpvi0000O0O0O00OO0O0OOTCPOOODOOODOOOOOTCPOODODOOOOOOOOODOOO
00000O0oooooooooooooowsscoooooon

oooooooosMssODdoodoo0b00Dantc0 00000 OOOMSSOOOODOOMSSOOODOO
0oo0oooooooooooo

OooDo0ooooooooonssoooooooooowssooooooonoonooononooooon
ooog

guPOICMPOOOOOOOOOOOOOO0ODOOODOOOODOOOODFOOODOOOOOOO
O00000000o0o000Doo000Dooo00ooooooooooon

(M no ip tep adjust-mssO0 0000 OOOTCP MSSOOODOOODOOODOOODO

O ipvé tcp adjust-mss

oooooog  TCP/IpveO MSSOOOODOOOO
ooooooo ipvé tcp adjust-mss (auto]<bytes:500-1440>)
OO0 O OO0 no ipve tcp adjust-mss

O no O no ipvé tcp adjust-mss
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O ip mask-reply
ooooooo
OOpenviewO OOODOOOUODOOODOOOODOOOOOOOOOOO ICMP address mask request
Otype=17000000000O0OCOO0OCOOOOOOODOOODOOOODOOODOOOODOODOO
oooooogooooooooood™
O0000000OICMP address mask request 1 0 000000 OOOOOOOOODOOO
gooooon ip mask-reply O ICMP address mask requestd O 00O OO M
ooooooon no ip mask-replyd ICMP address mask requestd0 0 OO0 OO
gooONoO OO no ip mask-reply
ooooooo
O ICMP address mask request/reply O O O O interface mode O ip mask-reply0 00000000

O ip fragment-reassembly
ooooooo
OPre-fragmentO OO packetD OO ODOOOOONXROODO O reassemble 0 0 O O reassemble 0 O O
forwardingO D OO OOOO0OOO0DOOOOOOdefaultd Oreassembled 000
ORoute based IPsec(C 0000 C)DODODOODOODOIPsec tunnel interface0 00 000ODOOO0O
ooo
ooooood ip fragment-reassembly
oo O oo ip fragment-reassembly
O no O no ip fragment-reassembly
od od
Oglobal moded O no ip reassemble-outputD O O O O O ipsec tunnel interface 0 Ono ip frag-
ment-reassembly0 0 000000 OOOno ip fragment-reassemblyC OO0 OO0 0O OOO
0000 no ip fragment-reassemblyd 0 OO0 OO tunnle interface0 0000000 ODO0O
reassemble 00000000 0OOconntrack 000000000000 0ODOODOOOOODOconntrack
OO00O0O0OOOONATOO /SPIl/session0 000000000000 OOO0OOOOO0OOOOOO
000 packet coloringO0 OO OO0 OOOCOOOO
[ no ip reassemble-outputD OO OO OOODOOODOO tunnel interfaced Ono ip fragment-
reassemblyd O O ip fragment-reassemblyC 000000000 OCOOOO
(no ip fragment-reassembly 0 00000 O00OOOOWarningOODOOOODOD
Oip fragment-reassembly 000000000000 OOOOOOODOODO ip reassemble-output™
odoooooooooooo

O ip rip receive version

ooooooo  RpPOOOOOODOOOODOOO
goooooo ip rip receive version (1]12) (]1]12)
ooooooo ooooooo

g no g no ip rip receive version
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O ip rip send version

ooooooo RwpPOOOOOODOOOODOOO
ooooooo ip rip send version (1]12) (]1]2)
coooooo gooooooo

O no O no ip rip send version

O ip rip split-horizon

gooooofo QOoooOoooboooobooooooo
ooooooo ip rip split-horizon (]poisoned)
oo o oOd ip rip split-horizon

O no O no ip rip split-horizon

O ip access-group
ooooooo
Oglobal mdeCD 000D ACLOODOOO0ODDOOODOOOODDODOOOODDOODOOOODDO
ooooooo
oooobogon ip access-group (injout]forward-in]forward-out) IPV4-ACL-NAME

OO0OO0NoO OO  no ip access-group (injout]forward-in|forward-out)

Ooooooo
ooooDOoO00ooOoOoooO0oOobOO0o0oboboOoOoDOoOoO@OO Packet TravelingOD OO )O OO
oo400000
in(local input) NXROOODOOOODOOOOOOOOOOOOOOO

out(local output) NXRO O O OO OOOOOOOOOOOOOOOOO

goboooooooobDoOooNMROOOOOOOoOobOOOoOoboboooDbbooo
forward-in NXROOOOOOOOOOOOOOO forwardingdOOOOOOOOOOOO
forward-out NXRO OO OOODOOODOOOOOO forwardingDOOODOOODOOOOOO

OmacO0 0000 ACLOOoutd OO forward-out 0 OO0 OO0OOOODOOOODO

O ipv6 access-group

ooooooo ooooooooowsdooooooooooooo
goooooo ipv6 access-group (injout|forward-in|forward-out) IP64-ACL-NAME
O no O no ipvé access-group (in]out|forward-in]forward-out)

O ip masquerade
00o0doodn0 DOO00OO0000oO0o0oooDoDO0DooooooooogoiIv4a0oooon
goooOooooo V400000000000 ODODOO

googoogn ip masquerade O OO0O

ooooooon no ip masquerade] 0 O O

OoOONeO OO no ip masquerade

ooooooo

000000000000 (Ethernet/VLAN/PPP/Tunnel/WiNAX))D O OO OO O0OOOOOOO

gTCP/UDF/ICMPO 0D O0DODOOOODOODOODOODOODOOOOODOOODODOODOODOOO

dipveO0O00O000OIPODOOOOOODOODOOOO

Oforward out/local output 0 OO 0O O0O0C0OODOOOODOOOIIPOOODOOODOOODOOOO
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O ip (snat-group|dnat-group)

ooooooo

Oglobal mde0 O OO O SNATOOODNATOOODOOUOODOOUOODOOODOOODStatic NATO
Oo00ooopooooogo

OSNATOOOOOOUO0ODOOO0ODOOCOODOoDNTOOOOOODOOOOOOOOOoooo

ooooogon ip (snat-group|dnat-group) NAT-NAME

OO0OO0NoO OO  no ip (snat-group|dnat-group)

ooooooo NATOODOODOOOOip snat/ip dnat)d O O O (global mode)D 0D OO O

O ip webauth-Filter

ooooooo
OwebOOOODDOOODOOOODDOODOOODOO0ODDOOODDODDOO0ODOOOODDOODO
CO0O00OO0OOwebhOOOOOOOODOOOUOOOOODOOOO
OwebODODOOOOODOOOODODOODOOOODOOINOUTODODOOODDODOODDOOODODOOOO
OObefaultCOODOOOOOOO

ooooogon ip webauth-filter (forward-in]forward-out) WEBAUTH-ACL-NAME

OO0O0NOODO  no ip webauth-Ffilter (forward-in|forward-out)

ooooooo

OWwebOODODOOOOOOODOODOOIup web-auth access-listd 0 00O Oglobal moded OO 00O
ooooog

OWebOOODOOOODOWeb Authenticate modeOD O OOOOOODO0O

O ip spi-filter

ooooooo

000000000 O0DOOO0ODOOSPIO stateful Packet Inspectiond D000 O0OO0O0OOO

00000d0o0oO0O0oo000oo0o0oo00ooO0oOoD00oooDUO0oOo00ooOoOooOoOoooOO
oooo

ooooogon ip spi-filter 0OO0O0O

oooogoono  noip spi-filterDO OO

goOONeO OO no ip spi-filter

ooooooo

O000000D000O0ODOestablishedD OO related0 0000000000 OCOO0DOOO0OO
OEstablishedOD O O0O0O0D0OOO0ODOCOO0OOOOOOOOOOOODOOOODOOOUODOOODDOO
ORelated 000000000000 DODOOODOOOODOOODOOOFPOO0ODODOOODDOODO
oooo

000000000000 0syn000000O0OOO0ODOO0ODOOO0ODDOOD

OSPIOOforward inO0O0O local input0 000000000000 OOOOOCOOODOOOODOO
ooooog

O ipv6 spi-filter

goooooo IPv6 SPI filterOODO DO OO0
ooooooo ipv6 spi-filter

oo o oOd no ipv6 spi-filter

O no O no ipv6 spi-filter
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O ip spi-Ffilter log
O ipv6 spi-Filter log
0000000 OQOOODOOOdOOOOsyslogmodedOOOOOOOOOO
OO0000O0OSPIO00000DoO0oDdsyslogD 0000000 O0ODOO0OO
goooooo ip spi-filter log [limit <0-100>]
ipv6 spi-filter log [limit <0-100>]
goooooo ip spi-filter log limit 10
ipv6 spi-filter log limit 10
OO0OO0ONOO0O  no ip spi-filter
no ipv6 spi-filter
ooooood
Olimit0000000100000000000000000DOO000D10000DO /0000
owaNDOOOoooooooooooosioooooooo0ooobooooboooooooooooo
Oo00oo0oooooooooooog

O netevent
ooooooo
00000000 0D0OO0b00O0O0DOO tunnel O connect(C O O disconnect)D 00D ODOODOOODO
goooood netevent <trackid:1-255> (connect|disconnect)
netevent <trackid:2048-4095> (connect]disconnect)
U no U no netevent

O ipvé nd accept-redirects

ooooooo IPv6 forwardingO O OO OO OOICMPY6 redirects0 0000000000
oooooo

oooooog ipv6 nd accept-redirects

oo o oo no ipvé nd accept-redirects

od oo IPv6 forwardingD OO OO0 O0O0OO0O00OO0O0O0OOOOOOOOOO

O no O no ipvé nd accept-redirects
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O ipsec policy

0000000 0OO0000o00oooooogolrsecd0DOdDODODOOOOOODO

ooooooo ipsec policy <local policy:1-255>

OO0ONoOO0O no ipsec policy (J<local policy:1-255>)

ooooooo
O000oo0oooodripsecO 0000000040 000000000000000D000OO
OO000000D0O0O00ooIpsec0000O0OOOODOOOODOOOODOOODO

O ipsec policy-ignore

Ooooooo

OlIPsec policy 00000000000 ODODOOOOOOO0OIPsec policy 000 any 0OQOO
00000000000 0000 IPsec000000D00O0ODO0ODODOO0ODODOOODODO

0000000 ipsec policy-ignore (]inputjoutput)

OO00O0000 no ipsec policy-ignored OO O

OO00ONoO OO no ipsec policy-ignore

Ooooooo

Olnput0 0000 OO Oiunbound policy check 00000 0OOOOIPsec OODOOOODOODOO
000000 DOoU0ooooOooooooooooooog

Coutput 00000000000 OCO0ODOOOODOOUOUODOOOODOOIPsec policy DOOO
Oo00o0ooooooopoooooo
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m QoS
gooooon QeSO nOooon

o HTBOOO

goooood  queue policy POLICYNAME bandwidth <1-1000000>

ooooooo
OHTBOOODOOOOOclass policyDOOOODOODOO class policyD OO OOOO
Jo00d00class policyO0OD0O0O0O0OOclassO0 0000000 OO0OONO class policyd OO
00000000 HBOODOOOODO
ObandwidthO Oclass policyO 00000000000

o PQUODOO

goooooo queue priority-group <PRIORITY-MAP-NUMBER:1-32>

oooooog
gPQUDOODOOOOOglobal modeO O OO0 priority-map0 000000
00000dpriority-map0 0000000000000 O0O default classOO00O00O0O PQO
00000000000 priority-map0 0000000ODODOOPOODOODOOOO
OO0OOclassOO0000O0OCOOODOCOOdefault classO0O0O0O00O00O0O0OO

o SFQO OO
ooooooo queue fair-queue

o FIFOOOO
0ooooogd  queue fifo (Jlimit <1-16384>)
oo0ooooo limitO FIFOOOOOODOOOOODODOOOODODOOO

o TBF(shaping)d OO
goooood
queue shape <RATE:1-1000000> <BUFFER:1-1000000> <LIMIT:1-1000000>

goooood

[0 <RATE:1-1000000>  ShapingO O O (Kbps)D OO O O OO

[J <BUFFER:1-1000000> Bucketd O O O (bytes)D DO DO O OO

O<LIMIT:1-1000000> TokenO OO OOODOOOOODOOOOOOODOOOCOOODOOOD (bytes)

oooooog

o no queue

goooooo no queue
goooooo 0000000 queueD 0000 O default queuel pfifo_fastO O OO0 0000
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m QoS (O0O)

o classify

goooooo classify (input]output) route-map ROUTEMAP

ooooooo

000000000000 00000000001000000000000 input0 outputd O 0OOO
ooooooooooo

Oinput0 0000000000 OOPRE-ROUTING(O O O Packet TravelingOD OO0 )00 000000

Ooutput 00O OO0 ODOODOOODOPOST-ROUTING(O O O Packet TravelingOD O O0)D OO0 ODOOOO

o no classify

goooooo no classify (]input]joutput)

ooooooo

O0000ooDoooooooooooooooooooon

(Mno classifyD 000000000 Gnputd output) D000 O0O0OD0OODOOOOODOODOOOO
inputd0 00 outputO O OO OOO
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O (ip]ipv6) rebound

ooooooo

0000000000000 000000D0O0000oOo000DooOO00000O0On0no (fForwarding)
OO0000000000ONROODOO0OO0OD0O0000000000000000000NXROODOTTL
gooooOO0OOoOUOoOOoOoOOOoOooOooon

OIP rebound0 0000000000000 0O0O0O0OO0ODOO0OOODO0OOOODOODOOOOODOOO0O
000000000 0DO0O0 destination unreachable0 000000

ObefaultO 00O O0O@OOODOODOOOODOODOOODOODODOOOOODOOOODOO)O

ooooood (iplipv6) rebound

oo O oo (ip|ipv6) rebound

O no 0  no (ip]ipv6) rebound

O ip reassemble-output
ooooooo
goooooooodMiUooogenUOCOOoooooooolrp forwardingd OO OOOOOOOO
o0d0oDoo0@ooodooooo0ooooo00moo0oooooooooooDoooo
OO0O0oOoOoOoNRROODOOOOOOOO0ODOOOO0ODOOUOODOOODOOOOODOODOOO
- fragmented packet(0 OO0 O0D0O0O)OMUODOO0ODOOOO0OOODOODOOOOODOONMTUO
ooooopoooooooooooo
- fragmented packet(CODOOOOO)OMIUODOOOOOODOOOD fragmented packetO O OO
coooooo
-000000Dooo0oMU00DO000ooooD00oooo0oooODO0ooooDoo
goooood ip reassemble-output
oo O OO ip reassemble-output
O no 0 no ip reassemble-output
ooooooo
gooo0opoodoOoooU0U0obDOo™CooooO0ooooUUbOOooOUoDooUOoDooOoooDo
00000000ooo00ooo00oo0o0DooooooooOooDoooO IPOODODOOOOD
gooooo0ooooOoOoOooOoOUooOooUOOoOoooUOUoOoOoOOoUoODoogOoDbDooOooDo
0000000000000 00ooD0ooO000oDo0000ooO000DoOOoONXROODO
oooooooooooOoooocOoOwooOoOoOOobOOoOoUOboOogOoDooooo
- fragmented packet(CO O OOOO)ONMUDOODOOODOOODOOD fragmented packet D MTUO O
oooooooooooooogo
- fragmented packet(QUO OO OOO)ONMUOOOOODOOODOODO fragmented packetd O OO
coooooo
- 00000000000 MIUODDO000D0DO00DO0 fragmented packet0 000000000
cooooo
ODefaultO Oglobal DO OO0 interface0 000000 ODOOGIobal 0 OO interfaced OO AND
od00oOoO0oDoOoCOUOOoDooOoOoooOooboooooogOgrr forwardingO OOOOOODOOO
ooooo
good0oooO0U0OoOooOdUoboOooO0U032000o0o0dOooosx’sdgoooooooogooooo
0000000000000000000Oip reassemble-output 00000000 O00O0OOO
od
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O session invalid-status-drop-interface
ooooood
Osession invalid-status-dropd O (global modeO0 0 )OO O O0OOO0DOOOOODOOODOOODODOO
000000default0O 00O O0O
goooooo session invalid-status-drop-interface enable
oo O oo no session invalid-status-drop-interface enable
0 no 0 no session invalid-status-drop-interface enable
ooooood
0000000000 oooooooooooboaonOglobal mode O session invalid-status-drop O
000000000000 00000o0o0000oo0o0oo0o0o0ddtwnnel 0OOO0OO0OOOO
oo0oooooooooooon
- global mode O O session invalid-status-dropd 0000000
nxrl25(config)#no session invalid-status-drop enable
- 000000000 0oDooooooooooan
nxrl25(config)#interface tunnel 0
nxri125(config-tunnel)#session invalid-status-drop-interface enable

O ip p2p-detection
ggoooog PPO0DO0ODODOOOODOIPVAOO0ODOM

goooooo ip p2p-detection (any|winny|share|bittorrent) {log|deny}
0 0 noO O no ip p2p-detection

no ip p2p-detection (winny|share|bittorrent)
ooooooo

gooogbooboboobooboobobooboobuooboboobooboon
ooboobooomooogpPObOOOOODOnOOOnO
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O tunnel hop-limit

ooooooo IPv6 hop-limitO0 OO OO0ODO0O

goooooo tunnel hop-limit <1-255>

OO0 O OO  tunnel hop-limit 64

0O 0O noD O no tunnel hop-limit

ooooooo ooooooOooOoooogoooesyooooooo

O tunnel traffic-class
oooooDooo ooooimwpved0D0D00D0DOD00OO0ODO0OO0DOO0OO0DODOODODOODOOODOOOn
goooooo tunnel traffic-class <0-252>

tunnel traffic-class inherit
oo O do tunnel traffic-class inherit
O 0O noO 0O no tunnel traffic-class
ooooood
Oinheritd 0000000000000 O0OO0DOOO0DOOODOToSO0O0ODOOODOOODOODOODOO
gooipve0I00000000OD0O0OO0O0ODO0OD0OO0OOODOOOOO
0000D00oO0oDo-220 000000000 DO0O00DODODOOENNDODODOODOODOn
ooooooo
OECN field DDOODDODODOOMmMOOC 1.2.4.1 ECN field D00 0O0DOO0ODODODOOO

O tunnel 6rd prefix

ooooooo erdO0DOCOOOODOOOODCOO
OO00erd00000O000DOOO0DOOO0ODOOOOODOOOODODOOO

0oooood  tunnel 6rd prefix X:X::/M

O 0 no0b O no tunnel 6rd prefix

oooopooo erdOUO0OOOODOODOOODOOOOO

O tunnel 6rdipv4 prefix-length

ooooooo

ORRCSS69 0 00O IPV6 OO0 IODOOOOO IPMAOOOODOOO3ROD0000000O00O0ORRC959000
oooomwv4000000000D00O000DO00ODOO

0oooood  tunnel 6rd ipv4d prefix-length <0-32>

oo O 0Od tunnel 6rd ipv4 prefix-length O

0 O noO O  no tunnel 6rd ipv4 prefix-length

ooooooo

goooooobOO3x20000bOOoUOUOoOOoOOm

032-prefix-lenghthD 000 host DO O OOIPVGO 00 O0ODOOO0OODO0OOOODOOOOODODO
goopoooooooOooooooUooOoooUoooOooOoobooOogoooUgoboog
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g9on

O OO command

interface ppp mode

interface ppp mode

nxrl30#configure terminal

Enter configuration commands, one per line.

End with CNTL/Z.

nxr130(config)#interface ppp <0-4>
nxr130(config-ppp)#

O description

O0o0ooono
ooooooo
O no O

O ip address
gogoooog
goooooo
u no u

O ip address
gooooog
gogooobod
g no g

O ipv6 address

gboooooo
gooooogo
gboooobgo

O no O

O ipv6 address

gboooobgo
gooooogo
gboooooo

interface0 0 00000O0O0O
description DESCRIPTION
no description (|DESCRIPTION)

Oo0oooooowrooooooooooo
ip address A.B.C.D/M
no ip address (JA.B.C.D/M)

PPPOOD IPOO0OOOOOOOOOOOOOO
ip address negotiated
no ip address negotiated

IPv600000000O0OO0O

ipv6 address X:X::X:X/M (Jeui-64) : IPv6 address (e.g. 3ffe:506::1/48)
eui-64 000 0O Oipve-address O prefixO O OO OO OO0
goOoOOdOOinterface-id0 D00 0OO0O0ODO0O

LLAD interface-id0 00 00000DOODOOO

no ipv6 address X:X::X:X/M (Jeui-64)

DHCPv6 PDO OO OO ODOO

ipv6 address DHCPVGPD X:X::X:X/M (Jeui-64) > DHCPv6-PD prefix name

O ipv6-address O O sub-prefixd host DO OO OO OODO
OPREFIX-NAMEC O dhecpve pdO0 0000 prefixCOODOOODOODOOOipve dhep client pdO 00O

oooo
O no O

no ipvé address DHCPV6PD X:X::X:X/M
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O bandwidth
goooooo

ooooooa
0 no [l
oo oo

O mtu

ooooooo
goooooo
oo o oo
0 no a

O ppp Icp mru
goooooo
goooogo
g 0O OO
U no u
goooooo

odoooooooooooooooooooooon

bandwidth O 0 0O O O 0O 10Gbps O 0O O

bandwidth <1-10000000000[k/m/g]>

no bandwidth

gopogpoosPFO0D00OO0DOODODOOODODO

000000000 0Oauto-costd OO0 (ospf mode)J OO OO OOMO

Muoooooooood
mtu <bytes:68-1500>

mtu 1454

no mtull (= Set defaults)

MRUOOOoOoOooo

ppp Icp mru <bytes:128-1500>

ppp Icp mru 1454

no ppp Icp mrud (= Set defaults)

IPve 0O OO0 OO0OOOMRUO 12800 00000000000

O ipvé dhcp client

oooooono
ooooooa
0 no O

000000000000 0ODHCPv6O0 000000000 ODOOO0OOODOOOO
ipv6 dhcp client WORD
no ipvé dhcp client

O ipvé dhcp client pd
0000000 DHCPve PD O prefix 00 OO OOOODOOOODOOOO

goooooog

ipv6 dhcp client pd DHCPv6-PD

O no O no ipv6 dhcp client

goooogn

ODHCPv6 PD DD O D ODOODODOODOOOOOOOOO

O0OO0OOODHCPYE PD O (DO OH)YODDOODOOODOODOODOOOODOIpvE address DHCPv6-PD O O
ocoooooooo

Oipv6 dhcp client WORD O ipv6 dhcpvé pd DHCPv6-PD O OO OO OO OOOOOOOODOO

201



0 90 interface ppp mode

interface ppp mode

O ip redirects

oooooog

OICMP redirectO type=50 0 0000000000000 0OOODOOOODOODOODOODOOOOOO
000000000RFC792

00000 Send redirect00000O0O0OICMP redirect 0000000000000 ODOODODOO

goooood ip redirects

googooog ip redirects0O (O O)

OgoO0ONeOOO no ip redirectstl (O O)

ooooooo

O ICMPRedirect 0 O O O interface mode O ip redirects 000000000

O ip tcp adjust-mss

ooooooo

O Path MTU Discoveryd PMTUDO O OO End-to-end0 0000000000 OCOODONMIUODOOOO
000000oo0oo0oodoooo0ooooooooooooooooooooooooon
0000ooooimvadDO00O0O0000 ICMP fragment needed 000000 O00ODOOODODO
00000oooooooooooogooopNUDOO0O0OOCOO0OO0OO0OO0OOoOoOoOoooooon
PMTUDOD O 00DODOO0DDOOODOOOONMIUDDOO0DOO0DOO0O0DOOO0OO0OO0O0O0O0
O0End-to-end 0000000000000 0OOOOODODODOODOODOOTCPOO SYN/SYN-ACK
ooooowssd00oooooooooooooooooooooooTcPODOODOOOOOO
0000000oo00oo00ooooooooooo0ooooooooooooooog

goooood ip tcp adjust-mss (auto]<500-1460:bytes>)

goooooo no ip tcp adjust-mss

Oo00ONeO OO no ip tcp adjust-mss

ooooooo

OlpvA0 00000000 O0ODOTCPOOODOOODOOOOOTCPODODODOOOOOOOOODOOO
0dooooooooooooooooowssoooooooo
O0O000ooooNMsSO000000000Dautoc00000O0O0OOMSSOOODOOONMSSOOOO
oooooooooooooood
O0000ooOoooooooMssO00oooooooNssOoo0oooooooooooooonog
ooo
guwPOICMPOOOOODOOOODDOOOODOODOOODOOODOOODFOOODOOOOODOODO
0000000000000ooodoooo0oooogouoooogoooo

(M no ip tecp adjust-mssO0 00O O OOOTCP MSSOO OO OODOOOODOODO

O ipv6 tcp adjust-mss

goooogoo  TCR/IPveO MSSO OO OO ODOO
goooooo ipv6 tcp adjust-mss (auto|<bytes:500-1440>)
oo 0O oo no ipvé tcp adjust-mss

0 no O no ipvé tcp adjust-mss
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O ip mask-reply
ooooood
OOpenviewD OOODDOOODDOODODOOODODOOODOOOOOOO ICMP address mask request
Otype=1l7000000000O0CO0O0OCOOO0OOOODOOOUODOOOODOUOUODOOOOODOO
000oooooooooooood
O0O00O00DOICMP address mask request 000000000000 OOOOOOOO
gooooon ip mask-reply O ICMP address mask requestOd 0 00O 00O M
0000000  no ip mask-replyld ICMP address mask request0 0 0000 O
gooONoeOD OO no ip mask-reply
ooooood
O ICMP address mask request/reply O O O O interface mode O ip mask-reply0 00000000

O ip send-source

ooooooo

OPPP interface0 00 00O OO ip address source ip0O 00O packetd O OO0 O Omaind rout-
ing table0 00000 interface0 000000 ip0 000000 ppp interface0 0000000
0000000000000 0OPPPO IP addressd sourced 00 packetO OO O NXROOODOOOO
packet 0 O IPsec policyO matchO OO OO0 OO0

Olocal DO DOODOOODOODOODOOPPP send-source0 0 0O00OONRODODOOpacketD OO0
OOO00IP nat-loophback D000 0O0OOCOO0ODOOODOOOOODOOOOODOO

gooooog ip send-source (]local)

oo o od no ip send-source

O no O no ip send-source

OO0O0O0O0o0Od pDefwltDOODOOOOODOIPMOODOOOOODOOO
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O ip nat-loopback

ooooood

g100 global IPOOOOOODOO Web/Mail server0 00000 OOODNATOOOODOOO server
0000000000 000000000000 NAT routerd 000000 global 1PO OO O access
OOO0OODNATOODOODODOODOOGglobal IPOO0O access0 000000 ODOODOOODOODOIup
nat-loopback D OO0 OO OOO0O

goooooooodgoOglobal IPOOOO0O interfaced O global IPO O OO accessO 0000
OOONXRODOODOODOOOO main routing tableD OO0 OOOODOOOmain routingd O O route
000000D0ooDooognglobal IPOOODODOODOO ppp interface0 0000000 DO0O
OOIsPO 0000000 packetODNATO O OO OONATO O OO OO OO global 1PO O OO access
0o0oo0oo0pDooOoooooooon

ooooood ip nat-loopback

oo O oo no ip nat-loopback

O no O no ip nat-loopback

ooooood

000000defaultOO0OOOOPPP interface0 000000000 OOOOOO

Oip nat-loophack OO OO OO0 interface0 0 SPIO OO OOOOOSPIOOOOOOOOOOO
FILTEROODODOOOOODOO packetO OO OO0OOOOO

0000000 PPP interfaced 0 NAT(O OO O Masquerade) D 000D O00D0OD0O0OODOODODOOPC
0000 serverd0 accessOOISPOOOODOODOODODOO packetDOLANO DO O accessO OO O
000 conntrackO matchO D OOOOOODNATODOODOOODOO server00 accessO0 000000

Global IP(PPP)

Internet (ISP)

s i Nat-loopback A T
e ip nat—loopback 5 B

ONXRO O Global IP(PPP):800 000 access0 O OO0 192.168.1.10 DNATO OO OO OOOODO

od
gprpcO 0O Global IP(PPP):800 accessO OO O
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o 1ip nat-loopback 0 00 addressO0 000000
ip nat-loophack 0000000000 DOOO0OODOOOOODOOOODO
192.168.1.0/24 10.10.0.0/24

.254  10.10.0.100/32

10.10.0.1/32  .254 | I

PC-A: 10.10.0.1

| nter‘neti ISP)

IPsec tunnel

PC-C: 192.168.1.1 e

PC-B: 10.10.0.100
gprC-CO PC-ADO OO PC-COPC-BOOODOODOOODO

OPC-A0 PC-BOOODOODOOOO

OO PCO NXR1/NXR2 O WAN IP(NXR1:10.10.0.100/NXR2:10.10.0.1)0 00 000000000000
goooboolANgwAND OODooboobgoobobooboobgoo

OO0000000 IpsecODOOOO0DDOOODODODONXRI/NXR20 1p send-sourceJ 0 OO OIKE(D OO
ESPHOCOOO0OOoCopPPODOCOOOODOOOODO

OOONXRI/NXR2OWAND IPOCOODOOOOOOODOOOOOODOODOOOOIPOODOODOOO
gboooboobooboboooobo
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O keepalive Icp-echo

ooooooo
goooooo
oo O OO
0 no 0
ooooooo

LCP echo request0 0 0000 O00O00ODO0OOODOOO
keepalive lIcp-echo (]J<interval:30-600> <failure-count:1-10>)
keepalive Icp-echo 30 3

no keepalive lIcp-echo

O Icp-echo request/reply 0000000 O0OFailure count0 00000000 O0OPPPODOOODO

oo

O keepalive icmp-echo

goooooo
ooooooo
oo O do
ooooooo
0 no 0

ICMP echo request0 0000000

keepalive icmp-echo (|<interval:30-600> <retry:0-10> A.B.C.D)
no keepalive icmp-echo

keepalive icmp-echo O O keepalive icmp-echo 30 200 O

no keepalive icmp-echo

O ip rip receive version

goooood
ooooooad
oo o oOd
ooooooo
0 no 0

RIPOOODOOOODDOOOODOD

ip rip receive version (1]12) (]1]12)

ip rip receive version 2

0O00O0o0000ip rip receive version 1 2[]
no ip rip receive version

O ip rip send version

gooooao
ooooooo
oo O do
oooooDooo
0 no 0

RIPOOODOOOOODOOOOOO

ip rip send version (1]2) (]1]2)

ip rip send version 2

gOo0oOooooOip rip send version 1 20
no ip rip send version

O ip rip split-horizon

ooooooo
goooooo
oo O OO
0 no 0

Oo0000oooooooooooogo
ip rip split-horizon (]poisoned)
ip rip split-horizon

no ip rip split-horizon
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O ip access-group
ooooooo
Oglobal mdeC OO0 OO ACLOODOOOODOOOUODOOOODOODOOOODOOUODOOODDOO
ooooooo
ooooogoo ip access-group (injout]forward-in|forward-out) IPV4-ACL-NAME
goOONeO OO no ip access-group (injout]forward-in]forward-out)
ooooooo
0000000000 00000000000000000(@OO Packet TravelingD O O)OODO
OOo400000
in(local input) NXROOODOOOOODOOOODOOOOOOOOOOO
out(local output) NXRO O O OO OOOOOOOOOOOOOOOOO
000000000 0DoO0OoNRODDOO0O00oooooooooooo
forward-in NXROOOOOOOOOOOOOCOO forwardingOOOOOOOOOOOO
forward-out NXRO O OO OODODOODOODOODOO forwardingDODODOODOODOOOOODO
OmacOO0O0OOACLOOoutd OO forward-out D OO OOOOCOODOOOODO

O ipv6 access-group

0000000 QUOOO0DOOooOgOoiwpveOOOODODOODOODOOOO
ooooood ipv6 access-group (injout|forward-in|forward-out) IPV4-ACL-NAME
oo 0O oO0o no ipvé access-group (in]out]forward-in]forward-out)

O no 0  no ipv6 access-group (in]out|forward-in]forward-out)

O ip masquerade

Ooooooo
gooooooOooooOoooOoOooooOoOooUooOoUooogIPv40O0OOoODOOOODOOO
OOv4a0 00000000000 0000

ooooogoo ip masquerade 0O0O0O0O

oooobogon no ip masqueraded O 0O O

OO0O0ONoO OO  no ip masquerade

Ooooooo

O0O0O0O0O00DOO0O0O (Ethernet/VLAN/PPP/Tunnel/WiNAX)) D O OO O OOOOOODODO
gTcp/UDP/ICMPO 0D D0O00DDOO00OO0ODOOODODOOUODOOOODOODODOOODOOO
gipve0O0O0O0OO0IIPOOOOOOOOODOOOO

Oforward out/local output 0 000000000000 OOOOIPODDODO0ODOOOODODOODO

O ip (snat-group]dnat-group)

goooooo

Oglobal modeJ OO0 O SNATOOODNATOOODODOODDOOODODOODDOODOStatic NATO
gooooOoooooooo

OSNATOO OO OO0O0O00O0ooooooooDNATO OO0 O0000ooooooooooon

ooooogoo ip (snat-group|dnat-group) NAT-NAME

OOONeO OO no ip (snat-group]dnat-group)

000oO0oOono NATODODOODOOOiup snat/ip dnat)d 00O 0O (global mode)D 0O OO O
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O ip webauth-Filter

goooooodg
OwebOOOOOOOOOOOODOOOODOOODOOOOOUODOOOOOOODOOOODOOOO
O0O0O0OOwehOOOODOOOODOOOODOOODOOO
OwebOOOODOOOOODOOODOOODONIN OUTOODOOOOOOODOOOODOOOODO
O0ObefaultO OO OOODOOOO

goooood ip webauth-filter (forward-in]forward-out) WEBAUTH-ACL-NAME

gooONoO OO no ip webauth-filter (forward-in]forward-out)

ooooooo

OwebOODOOOOOOODOODOODOOIlup web-auth access-listd 00O Oglobal modeD OO OO
oooooo

OWebOOODOODOODOWeb Authenticate modeD D OO OOOODOO

O ip spi-filter

ooooooo

0000000000 O000O00000OSPIO stateful Packet InspectionD 00000000000
00000000000 ooooooDoDO0ooOooo0oDO0oDO0oO0o0oDOoDLDO0ODbOODbObODOOD
gooo

goooood ip spi-filter 0OO0OO

goooooo no ip spi-filterD O OO

Oo00ONoeO OO no ip spi-filter

opoooooo
O000D00D0000O0OOestablishedD OO related0 0000000000 ODOODOODOOO
OEstablished0 0 OO0 O0O0OOOOOOOOOCOODOOO0ODOOODODOOOOOOOOOODOOOO
ORelated 00000 O0D0OO0DOODOOOOOOODODOODOODODOFPOODOODODOODOODODO
goog

0000000000 000syn000000OO00ODODOODOODODODOODOOO
OsSPIOOforward inOO0O local input0 000000000 OOCO0ODOOCO0ODOOOODOOOOO
gooood

O ipv6 spi-Ffilter

goooood IPv6 SPI filterO OO OO OO
goooooo ipve spi-filter

oo 0o ogo no ipv6 spi-filter

0 no O no ipvé spi-filter
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O ip spi-filter log
O ipvé spi-filter log

goooooo

goooooon

goooooon

gooONDO OO

goooooon

Oo00O0o0bOOgOdsyslogmodeC O O0OOOOODOOO
OO0oooosPIDODOD0OD0OO0O0O0O0OdsyslogD0000O0OOOOOOO
ip spi-filter log [limit <0-100>]

ipv6 spi-filter log [limit <0-100>]

ip spi-filter log limit 10

ipv6 spi-filter log limit 10

no ip spi-filter

no ipv6 spi-filter

Ohmtd 0000001000 bO0bOo0obooboooooooobooboobooooo/obon
OwaNoooooooooobooooosioboooooobobobooooboobooooooooo
goooboboobooboobooon

O ppp authentication

ooooooo
ogoooooo
oo o oo
0 no 0

O ppp username

gboooooo
gooooogo

O no O
oo 0 o

PPPOCODOOODOODOOOOODOO

ppp authentication (chap]|pap]auto)

ppp authentication auto

no ppp authentication (= ppp authentication auto)

PPPOODOOOOOIDODOODOOOODOODOOOO
ppp username USERID password (]hidden) PASSWORD
ppp username USERID

no ppp username

000000001-95000000000000000000000000000001$%=*+-_.:;0
O~ <%0 00

Oppp account0 OO0 Oglobal 00D OO0 O 0D O USERIDO PASSWORD O 0 00 0 O O O O USERID O
oooooooog
D0000000?000000000MMCtrl0+0v00000000MM?200000000000

O ppp auto-connect

ooooooo
ogoooooo
oo O oo
0 no 0

PPPOOOCOOOOOODOODOO

ppp auto-connect <seconds:10-600>
ppp auto-connect 60

no ppp auto-connect
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® NCP

o ppp ncp max-configure

oooogooo IPCP configuration request0 00 0000@OO0DOW00)00ODOOO
ooooos3o@o)yooo

oooogooo ppp ncp max-configure <1-20>

oo o oOOd ppp ncp max-configure 10

O no O no ppp ncp max-configure

o ppp ncp max-failure

0000000  configuration request00 /000000000 OOOOOS000000000
oooogooo ppp ncp max-failure <1-255>

oo o 0Od ppp ncp max-failure 5

O no O no ppp ncp max-failure

OO OO
O00000OOtimeout0 000000000 DOOOOOONAKOOODOOODO configuration request
0000O0C000DOOO000DOCO000ODOOo00oDOoOoUOOoOoOdOOconfiguration requestd O
O0O0O0DOOCORASONAKOODDOOODODONPODODOODODOOODODOOO

Oconfiguration request D OO O NAKO OO O max failure 0000000000 D0OOCODOODOOOO
O0 reject00request 00000000000 OOODOOODOODODOODO configuration request
gooooooOooO0UoOoOooO0OoooOoOOobDooboooOooooPOOOOD)DOOOO configu-
ration request0 0O 000 OO0O configuration request0 000 ACKOODOOOOOIPCPODOODO
ooo

O configuration request 0 OO NAKO OO DO OODO O Omax failured O OO configuration request
00000000dconfiguration reject0 000000

o ppp ncp max-terminate

oooogooo configuration request0 0 /00000000 0O0OD0O0OODOS0O0000000O
ggooogo ppp ncp max-terminate <1-10>

o0 O OO0 ppp ncp max-terminate 2

g no g no ppp ncp max-terminate

OO0O00D0OCO0O0DOOOOOIrPCP/IPveCP O enable0 00 OO0DOODO
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O ppp ipcp enable

oooooog
goooood
oo O Od
0 no 0

O ppp ipcp dns
goooood
goooooo

oo 0O OO0
O no O
oo o ad

IPCPOOODOCOOOO
ppp ipcp enable

ppp ipcp enable

no ppp ipcp enable

IPCPODNSOOODOODOOOOOOO

ppp ipcp dns accept

ppp ipcp dns reject

ppp ipcp dns <primary:A.B.C.D> (|<secondary:A.B.C.D>)

ppp ipcp dns accept

no ppp ipcp dns

accept1 000000 O0OOOOOOOOOOOOOOOOOODNSOOODDOOO
reject0 000000000000 0O0OOOOOOODNSOOOODODOOO
IPOO0O0O0OODODOOODNSOODODODOODOODDOODOOO
WINNOODODDOOODOOoOooooooooo

O ppp ipcp ip request

ooooooad
goooood
oo O Od
0 no 0
oooooog

IPCPO IPOODOCOOOODOOOODOO

ppp ipcp ip request

no ppp ipcp ip request

no ppp ipcp ip request

ipaddress0 00000000 IPO IPCPO request0 000

O ppp ipvécp enable

ooooooo
goooooo
oo O oo
0 no 0

O ppp ipvécp id
ogooooood
goooooo

oo 0O OO0
Oo00o0ooo
O no O

IPv6CPOODODOOOODO

ppp ipvécp enable

no ppp ipvéep enable

no ppp ipvéep enable OO OO0

IPv6CPOODOOODODO IDODOOODOOO

ppp ipvecp id X:X::X:X

ppp ipv6cp id ethernet <0-2>

no ppp ipvécp id

O000000O0OethOOmacO00000DOOODOO0OOD LLAOODOOOODO
no ppp ipvécp id
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O ppp on-demand

Oo0o0oOoOo0O  On-demand PPPO OO OO OO

goooooo ppp on-demand

O no 0O  no ppp on-demand

0000000 Mobile/PPPOE/BRIC OO0 OO0O0OOOOOOOOOOOOOODO
L2TPOIPV6CPO O OO OOOODODODOO

O ppp idle-timeout

goooooo On-demand PPP [ idle timer0O0 OO ODOO

ooooood ppp idle-timeout (<sec:30-86400>])

oooobon ondemand 0 O O OO (12tp,ipvecp 0 00O O ODO)
000000000o 180sec

O no O no ppp idle-timeout

ooooooo ondemand 0 0 0 0O 0O O default 180sec 0 0 O

O netevent
oooooog
0000000000000 0000 pppO connect(0 00O disconnect) D00 OO0 ODOOODO
goooooo netevent <trackid:1-255> (connect]disconnect)
netevent <trackid:2048-4095> (connect]disconnect)
d no g no netevent

O ipv6 nd accept-redirects

goooogo

O1Pv6 forwardingD OO O OO DOOICMPYG redirects0 000000000 DOOODOOOO
goooooo ipv6 nd accept-redirects

oo o OO no ipv6 nd accept-redirects

ud ud IPv6 forwardingO OO0 000000000 ODOOODOODOODOOO
O no O no ipv6 nd accept-redirects
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O ipsec policy

0000000 OO0O0OO0OO0OO0OO0OoOoOoOooOoOlrrPsec0DOOOODODOOOCOOOO

ooooooo ipsec policy <local policy:1-255>

OO0O0ONoOODO  no ipsec policy (|<local policy:1-255>)

ooooooo

000000000 OO0IPsecO000OO0OO0DO0DO0OO040000000000000O0OODOOO0O
O000000oooooOiwsec0 0000000000 ODODODODOOOODOOO

O ipsec policy-ignore

ooooooo

OlPsec policy 00O 0OO0OO0ODOODOODOODOODOODOOOOIPsec policy OO0 any OOQOO
000000000000 0O0O0 IPsec OOO0ODOOOODDOODOOODOOODO

0000000 ipsec policy-ignore (Jinputjoutput)

0000000 no ipsec policy-ignored 00O

OO ONoODOO no ipsec policy-ignore

ooooooo

Olnput0 0000000 Oinbound policy check OO OOD0OOOOOIPsec DODOOOOOODOODO
000000 DooboooUooooUoUoooogoooog

OOutput 00000000000 DOOO0DDOO0ODOOO0ODDOODDOOIPsec policy 00 OO
oOoooooOoOoooogooooo

O ipsec hold-sa

ooooooo

OPPPODO IPsecO 0 OO0 OOOOPPPOOOONO IPsec SAUODDDOOOODODOOOOOOOOOO
OPPPO IPOO0ODOODOOOOODOOOOPPPOdownOOOO00OOOIPsec SADODOODODOODOOOOO
OOONXROOODOOOOODOOPPPOOOOdelete SADODDOOOOOOOPPPOOOODOOOOODO
0000000000000 000o0oooooodnDddelete SADDODOOOODOODOOOO
OOOOPPPO IP address0 000000 0ODOOOOPPPOODOO IPsec SAODODOODOOOOODODOO
0oo0doooooooooooooIiPODO0O0OO0OPPPODODOO IPsec SADDODOODOOODOO
OOONXRODODOOOODOOOODOdelete SAOODOOOOO

goooooo ipsec hold-sa

oo o oOd ipsec hold-sa

O no O no ipsec hold-sa

ooooooo

O00000defaultO OO0 O0O

ooooooco/00poCocoOOCwOUOOOOOODOOUOOOIPODOODOOOODOOO/ZODOO
ooooobooboooboon
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m QoS
oooooood QeSO oo ooad

o HTBOOO
0oooood  queue policy POLICYNAME bandwidth <1-1000000>
ooooooo
OHTBOOODOOOOOclass policyD 00000000 class policyD OO O O0Od
gO0O00O00class policyUODOOOOOOclassOO00O0OOO0OO0ODOOODOOO class policyd OO
OO0O00oOOoOoO0oOoHWHBOODOOOOO
ObandwidthO Oclass policyO OO O0OO0OOOOO0OO

o PQUOODO

0O00O00o0d  queue priority-group <PRIORITY-MAP-NUMBER:1-32>

ooooooo
OPQUDOOOOOOOglobal modeO OO OO priority-map0 000000
O00000priority-map0 00000000000 OOOO default classOO0O0OO0O0O PQO
OO000ooCOoOoogooopriority-map000000CO00OO0OO0POOOOOOCOO
O0O0classO000O0O00OO0ODOOOOdefault classO 00000 0OOOOO

o SFQUOO
0o0oOooogd  queue fair-queue

o FIFOO OO
goooooo queue fifo (Jlimit <1-16384>)
goooogoo limitO FIFCOOOODOOO0ODOODOOOOOOOOO0O

o TBF(shaping)d OO
ooooooo
queue shape <RATE:1-1000000> <BUFFER:1-1000000> <LIMIT:1-1000000>

ooooooo

0 <RATE:1-1000000>  ShapingOd OO (Kbps)D OO OO OO

0 <BUFFER:1-1000000> Bucketd O O O (bytes)D OO OO OO

O<LIMIT:1-1000000> TokenD OO O ODODO0ODO0DOO0OODOOOOOODOOODOOOOOOOO (bytes)

ooooooo

o no queue

gogooooo no queue
gooobon 0000000 queueD 00O 00O Odefault queuel pfifo_fastOO O OO OO0
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m QoS (0O)
o classify

gooogooo classify (inputjoutput) route-map ROUTEMAP
coooooo

oooO00o0o0obO0ob0o0obO0booo0ooboOoD1iObo0o00oDoOobDOO0Oinputd outputd OO OO
goooboboobo

Oinput0 000000 O00O0ODOODOPRE-ROUTING(O O O Packet TravelingOD O O)OODOODOOOO
Coutput OO OO0DOOOODODODOOOPOST-ROUTING(O O O Packet TravelingO O O)ODOOOOOOO

o no classify

OOooodoogd  no classify (Jinputjoutput)
ooooooo

gooboobobboboobooboobooboon

Mno classifyd OO0 OOOOO0OGinputO output) DO 0O OO ODOOODOODOOOOOODOO
input0 OO outputO O OO OO0
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m dialer
00ooooo OoOoOoUooooooooooo
ooooooo
o0ODOOOOO
dial-up string XXXXXXXXXX
oooooooooo
no dial-up string
dialup timeout (default:60sec)
dial-up timeout <sec:30-300>
dialup timeout OO 0O
no dial-up timeout

e}

e}

e}

m mobile
ooooooo Oo0o0o0oooooooooooa
ooooooo
o APNO O
mobile apn XXXX cid XX pdp-type (iplppp)
APNOOODOOO/000default0 00000 O0O0DOOODO3GCOOOOO0O0OO0O
no mobile apn
gooooad
mobile limit time <sec:30-21474836>
gooooooooo
no mobile limit time
goooooo
mobile limit reconnect <sec:30-86400>
gooobooooooa
no mobile limit reconnect

e}

e}

e}

e}

e}

O peer neighbor-route

ooooooo

OIPCPOOOO peer ip address0 00000000 0OOODO addressd 000 routed 0000000
ooo0DooOo0d0befaultDOOOO0ODO

oooooog peer neighbor-route

oo 0O oo peer neighbor-route

O no O  no peer neighbor-route

ooooooo

OPPPOO OO ICMP keepalive OO OO OOOOOOOpeer ipd 0000000 DOOODOOODOODO
OO0Ovpeer ipdO000O0OPPOOOOOODOOOODOOOODODOOOOODOICMP keepalive
O000QCpeer ipd 0000000 0OCO0OOODOO0ODOOOOODOOOODOOO
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O (iplipv6) rebound

ooooood

0o0odoo0oooooooooooonoooo0oooooooooooodooooagonog (forwarding)
0000000000 00ONROOODODO000000000000000000000ONXRODOOTTL
gooooooooooooooooooog

OIP rebound0 0000000000000 O0DOO0OOODOOOOOOODOO0OOODOODOOODOODOO
0000D00D0O0D0DO0ODO destination unreachable0 00O OO0

Obefault 000D OO0@OOODOODOOODOODOOOOODOOOOOOODOOOOOOOOO)NO

oooooog (ip]ipv6) rebound

oo o oOd (ip]ipv6) rebound

O no O no (ip]ipv6) rebound

O ip reassemble-output
goooooo
oOooDooooooMuooogeNTUOOOOO0ODoOoOOooooIp forwardingD OO DOOOODOOOO
0000000000000 00000o00o0ooo0moooooooooooooooooo
O00000ONRDODDOODODODODODODOOODODOODODOOOOOOOOOOOOOOOOOOO
- fragmented packet(U 000 O000)INUOOOOOOOOOOOOODOOOOOOOOONTUO
0000000000000 0000d
- fragmented packet(OO O OO0 O)OMUOOOOOODOOOOODO fragmented packetd 00O O
ooooooo
- 00000000000 M00000o0ooooooooooooooooooonoo
oooooog ip reassemble-output
oo o oOd ip reassemble-output
O no O no ip reassemble-output
goooooo
O0000o0ooooooooo0o0mOo0o00000000000000000000000O0O0OO
goooOoOoOoOoOoOoOoOOOOOOCOOOOOOOOOOODOOOOOUOOwroooOoOoODOOO
go0d00oO0O0O0O0O0OO0O0O0O000O0O00000O0O0O0OO0OO0OO0O0OO0OO0OC0DOODOODOOOODOOOOO
0000000000000 000000000000000000000000ogNROODO
go0000oO0O0O0oO0oO0o0o0o0oooOoOo IPO0000OO0O0OO0OO0O0ODOOOOOOODOOO
- fragmented packet(O O 0D OO0O)ONMUDOODOODOOODOOO fragmented packet O MTUO O
0000000000000000
- fragmented packet(D O OO OOO)ONMUODOOOOOOODOODO fragmented packet 0 O 00O
ooooooo
- 00000000000 NMuo0o0o0o0oo0o0oog fragmented packet0 OO0 OO0OOOO
oooooo
ODefaultOOglobal DO OO0 interface0 0000 O00O0OOGIobal OO O interface 0 O O AND
0000000000000 000Doo0ooDoooogolIP forwardingDOOODODOOOOO
goooo
00000DoO000oo00oooD0oo 300000000y O0ODODOO0O0OODO0O0OOD
O0000000000000000000ip reassemble-output0 0000000000000
oo
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O session invalid-status-drop-interface
ooooooo
Osession invalid-status-dropd O (global mode O O0)O OO O0OOO0OOOOOODOOODOOODOODOO
O0D0000defaultO0OO0O0O
goooooo session invalid-status-drop-interface enable
oo o oo no session invalid-status-drop-interface enable
O no O no session invalid-status-drop-interface enable
ooooooo
do0000O0o0bDoooooDoooooboooodDOglobal mode O session invalid-status-drop O
O000000000oo0000oo0000oo0o0oooooooooodppp OODOOOOOOOO
oooooooooooo
- global mode O O session invalid-status-drop0 0000000
nxrl25(config)#no session invalid-status-drop enable
-000000o0oo0ooDoooooooooon
nxrl25(config)#interface ppp 0
nxril25(config-ppp)#session invalid-status-drop-interface enable
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s JO0000000O0O@OOOO0O0)

gooogooo
goboooobobooboobooooboooooobooobooooobooOoooePPP <0-4>0
goooboobogobooobo

goboobogoo

goooooooooooooboOOmail server modeD OO0O0O0O0OOOODO

o mail send server

ooooooo JdoDooooooooooooooooooooon

ooooooo mail send server <0-2>

OO0ONeO OO no mail send server

ooooooo 00000o00oOooDOooOdmail serve moded 00O OO0DOOOOO

o mail send from

ooooooo 00000D0obOoo0Doooooon

goobooogo mail send from WORD

OO00ONO OO no mail send from

oopoooog

gworRoO O DOODOOODOOO0DOODODOcenturysys@xxx.isp.ne.jp 0000000

Omail send from0 0000000000 0OOOOOCOO0OOOOCOOmail fromO OO O (global
mode) 0000 O0DOO0O0ODOOODODOOODOOODO

o mail send to

oopoooog 0ooooooooooooooon

oooooog mail send to WORD

OO0ONoO OO no mail send to

oooooog

gworRDOODODOODOOODOODOODOOuser@centurysys.co.jp0 0000000

Omail send toO 00000000 OOO0OO0OO0DOOODOODOOOOOOmail toO O OO (global mode)
0ooooooooooooooooooooon

o mail send subject
oooooog 00000o0b0o0ooDoooooooDobO0oDooDoooooDooDOooooooon
gooogooo mail send subject LINE
OO0ONeO OO no mail send subject
oopoooog
OJLINODODOODOODOODODODOOOODOO0ODO0OO0ODOO0DO0OO0DO0O0o0oooon
pppO0 0 O OO O ppp0 was connected
pppO0 0 O O OO ppp0 was disconnected

o no mail send
ooooooo oo0o0oooooooooooooooon
oo0ooooo no mail send
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O ip p2p-detection
OO0ooooo PPOOOO0O0OOCOCOODOOCOINIPVOOODOO
goooooo ip p2p-detection (any|winny|share|bittorrent) {log|deny}
O 0O noO O no ip p2p-detection
no ip p2p-detection (winny|share|bittorrent)
ooooooo
Jodood00ooodUoooodoooooooooooooooooogoooog
000ooooomooooPPO0OCOONOUODOOODOODOO

O pppoe service-name

ooooogoo

OISP OO0OD00OD0O0O0OO00O0DO0ODO0OOOODOODOO service-name tag 0000000 OOODOO
goooooo pppoe service-name

0O O noO O

Obefault OO OCOUOUODOOCOOUOODOOOOOODOOOODOOUODOUOUODDOOODODOO
000000000000 0DO0DO0bO0bO0O000ODbO0OD0OO service-name DOOODOOO
Oservicename 000 O0O0OPPPEO OO OOODOOO
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O 100 dns mode

O OO0 command

dns mded O0ODOOOO

nxr130#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#dns

nxr130(dns-config)#

0O service
ooooooo NSO OOOoOooooooog
ooooooo service enable

O address
oooooDooo DNSOODOO IPODOODOOODOOO
goooooo address A.B.C.D
address X:X::X:X
oo O oo no address
ooooogo 0040000000
O no 0  no address (A.B.C.D|X:X::X:X)
oooooDooo noO0O0OOOOPPPODHCPODNSO O OO ODOOOOOOODOOOcache/proxy 0 00

O priority
oooOoooOo DoNSOOODO0OOO0oOoooooooooood
ooooood priority (user|ppp<0-4>|dhcp]dhcpv6) <priority:0-255>
o0 0O oo ooo 20
O no O no priority (user|ppp<0-4>|dhcp]dhcpv6)

(=no priority (user 20|ppp <0-4> 20]dhcp 20|dhcpvé 20))
ooooooo
000 priority0 0000000 : user > ppp4 > ppp3 > ppp2 > pppl > ppp0 > dhcp > dhecpvb
Odhep6 000000000 OOdhep6-pd0 00 OODNS server0 0000000000000
go0000OO0O00oOooooooooooon

O root
ooooooo root DNSO OO DOOOOO /0000000000
ooooooo root enable

og ogd 0000000o0ooDNSO0000D000O00000O00dDOrootDNSO query O
ogo

0 no O no root enable

O timeout

ooooooo DNSOOODOOoOooooooooog
goooooad timeout <seconds:5-30>

oo O oo timeout 30

O no O no timeout (=timeout 30)
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O limitation enable

gooooao
ooooooo
0 no 0
ooooDooo

0O zone address

ooooooo
ooooooo
0 no 0
ooooooo

O zone domain
gooooon
ooooooo
0 no 0
ooooooo

NSOOODOOoOooooooooog

limitation enable

no limitation enable

enableJ 00 0000ODNSOOODOODOO0ODODOODODOOODOOODO

O000OO0domain0 0000000 0OOO0OODNS server00000000O00O0O
zone <1-5> address A.B.C.D

no zone <1-5> address OJA.B.C.D|)

zone addressO0 0 0020000000000

address,domain0 0 10000000000 DOOO0OODOO0O
zoneODOOODOODOODOOexitOODNSOOODOOOODOODODO

O000OO0domain00DOO00O0OO0OOOOOOODNS server00000O000DOOO
zone <1-5> domain WORD

no zone <1-5> domain O WORD|)

zone domainCD 000 30000000000

address,domain0 0 10000000000 DOOO0OODOO0O

000 .00000000000000 fgdnOOO0OOOOOO
000000000000 oDooooooog12s0000o4ad

O zone limitation

gooobon

ooooooao
o0 0O OO0
O no O

O domain-search

goooooo
ooooooo
0 no 0
ooooooo

0000000 domainOOODNS server 0000000000 OODOOODOOO
odooooooogoo

zone <1-5> limitation enable

zone <1-5> limitation enable

no zone <1-5> limitation enable

0000000000000 bobOo0o0o0ooooooOoOobDNSOooooooooo
domain-search enable
no domain-search enable

O000000O0ODomain search listOOOOO domain0 00000000000 ODOOODOODNSOO
0000000000000000

O000000O0ODomain search listOO OO0 domain0 00000000000 OOpriority0000
0000000000000000
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12tp mode

m L2TPO L2TPv2O0 000 O

OLACODOOOOCN IPveO0 0 ODOOOUOODOOOOOWNSODO callOOOOOODOPPPOOOODO
LtpO000000D0OO0OO0OOOOOODOON/IPVGOOOOODOOOOODOOO
OLACODOO0ODOOOOoDIsPODOOOODODO NSO L2TPOO0O0O0/0000000COO0OPPPODODO
OOoO0O0OWsSOOOoOOoDOoOoOoOOoLwecCED O sccrReuOobooboOoLetPOObOO/0000OODO
gooopPPOODODOOODOOWNNSODOOOODOOOOODOOOODODOOOOODOO
Uooob L2TpdL2tev20 0 0ORFC2661 0 00O OO OONO

0O OO commannd

12tp modeO0 OO OO OO

nxrl30#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#12tp <0-1>

nxrl130(config-12tp)#

m L2TP mode

OL2TP tunnel(peer)D 000 LAC/INSO DO D0DO0DO0D0O0O0OO0DOO0OOOOOOODefaultd O LAC
0000000000 0000000000000any0000000000000LWNSOO0ODOOOO
ooooo

O tunnel mode

ooooooo  LLwrObOOCO0OOOOoOObOOoOogOo

ooooooo tunnel mode (Ins]lac)

OO0 O OO0  tunnel mode lac

ooooooo

Oppp accountO global modeO OO OO OOLACODODODOOODOOppp accountO0 000 O00OOO0O
Oppp accountD DO O OWNSOOODOODOOOOOppp accountd OO0 O0O0OOO (el 0 0O0O0OO)T
Ovirtual-template 00000 lacOOOOOO0ODOO Ovirtual-template 00000000 @OODO
ppp clone0 00 OO OO)O

Ovirtual-template 00000 InsOO000O000O0OOOvirtual-template0 00000000

s(000000000O0O0O0OCOOOOOOOOO0O0
OO00O0000D0O000DOCOOo0O0DOS00defavitI0DO0DOOO00O0ODOODODOOOODOOO
200000000 b0o0o0booboobobo01oboboboboboobosgboo
coooooboooooOoooooOooDbOooooDooooOo0obDddowndooooooooooo
3100010204080 80 80 gpobooboboOlooobgboonooobonooonDoo

O tunnel retransmit

goooooo
Jdodo0bOdo0oOoO0ododoooooDdobDdoDoDODOoOooDOoooDOoooOooDoOoo
goooooo tunnel retransmit retries <max:1-1000>

oo o oo tunnel retransmit retries 5

O no O no tunnel retransmit retries] (=tunnel retransmit retries 5)
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12tp mode

m L2TP Keepalive (Hello)

dLrOO0D00O0000000D0000000000O keepaliveO DO DOOOODODOONO 600
OdefaultO O OO0 100000 0000D00000D0DODODOOOOOOODOODOOOOChelloODOOO
aoad
OHelloOOOOODODODOOOOODODODOOOOWINSOOOODOODOOOOODO /00000000
000000000 ododdhelloD0D000O0OD0O0OOODOODOOO0ODOOOOOOODOLWNSOO
LTPO0O0DOOODO0OO0OODDODOOOOOOhelloOOOCOOOO0O

O tunnel hello

odoooooo HelloOOOOOOOOOOOOO

oooooodad tunnel hello <sec:0-1000>

oo O oo tunnel hello 60

a no a no tunnel hello

goooooo no tunnel hellod =tunnel hello OO OO OOChelloDOOOOOOOODOOO

m L2TP port number
00000b0o0o00b00o0oooob0o0ooDooO0oooooOOobOOoOLTPO0ODODOOOOODOOD
source port UDP/17010 00000 0L2TP/PPPO 0O COOODOCOOODOOCDOOOOODOOOL2TP
00000 source portd 000 00dooooooon

OL2TP O O O source portd O O UDP/40010 defaultO O OO O O O destination port O O UDP/1701
Odefaultd OO 0O OO O Osource port/destination portd O OUDP/10240 655350 0 000000
oooooooo

JL2TPv30 UDPO OO0 OOODOOOL2TPVID L2ZTPV2O DO O)ODOOODOOODOO port00O00ODODO
ooooo

O udp source-port

OOoOoO0ooo0O0  LtPO0O00ODO0 UDPO source port0 000 0OOODO
gooogooo 12tp udp source-port <src_port:1024-65535>

oo 0O OO 12tp udp source-port 40001

OO0OO0OoOoO0 0OogdOdglobal mdedOOOOOO

O udp port

ooooooo L2TPO OO 00O UDP O destination port 0 00000000
gooogooo tunnel udp port <dst_port:1024-65535>

O no O no tunnel udp port

ogd 0O OO0 tunnel udp port 1701
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m000000

OOO000DoOoO00O0O0OOLAcCOOOn IPva/FONOOWNSOO OO any0 O 0O0O0D0OOOODODO
OanyO0OOOO0OD0DO0ODODOOODOOODOODODOOODOOOIPseci0nooooooboonon
Lt 0o00ooooboo0ooooboooog ket oooobOoboooobDOLeTPOOn
O0/000000dwnO00000OOOIPSecO0OO0OOODOOOOODOODOOOOOn
OLACODUOO0OO0OoOoooooorNODOOOODOSCCRQUDOODOoobNSOoonoonDn
IPvAD O 000000000 DbO00bObOOobDboOoorNODO0bOooDobobooboobonbo
ivAOOOOODOOOO0ODOOOLZTPOOOO/000000DCO0O0O0OOODOOOODOOO
goooooooomwpkvadboonoooboobobooboon

OIPv6 over PPPO L2TPOOUOOOODOOOOOOODOOOOODOOOOOODOOOOODO IPveOO
gbooobooboooboo

O tunnel
goooood goooooooooooood

o address (A.B.C.D|FQDN)
goooooo tunnel address (A.B.C.D | FQDN)

o address any ipsec

goooooo tunnel address any ipsec

ooooood
OanyOOO0ObindOOOOO0OOO@psec) 000000 OOOOOONPsecOOOOOd clientOd
oooooooooood

o0o0oooDooo

Otunnel address any ipsec0 000 0000IPsecO O OODOOODOODODO3000000 L2TPOO
0000000000 000D000000000001IPsecOOOO IPsec tunnelODOODOODOOO
000000000000 00o0oooooooodog activelO0OO0O0O0O0ODOOIPsec tunnel
0000000000 000D0000downOOOO0OIPsec tunnelD0D0O0O0O0ODOODO0O
00o0oooooIPsecO000O0OD0ODOLTPOOOODOOODOODOOOOOOOIPsec SAODODO
000000 0obO0o0o0oooOooOooooon
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12tp mode

m INSOOOOO0O

OopPPPOOOOODOOODOOOO

OL2TP INSOOODOOODOOOOOODOOOO LTPOODO/00000000DOOOODODO
OooooooogoopepPOOdOdO0OOOOOOviIrtual-templateD 00000 PPPOOOODOCOO
gbobooboboooboboobobobooon

OVirtual-template D 00O OO OPPPOOODOOUOOODOOOOOODOOODOOODOOOPPPODO
gbooobgogleon 25600 0LL2TPOOODO0ODLOODOODOODO

O tunnel virtual-template

goooooon 0000 virtual-templateO O OO OO0
goooodoo tunnel virtual-template <0-0>

0 no O no tunnel virtual-template

olpva00000O00OOOO

OpPPODOOODODODODODOOODOODOO IPCP addressO request0 00O 0O0IPVAOO0O00OOOO00ODOO
oo

OLTPOO000D00O0OO IP address pool DO OO0 IPVAODOOO0DOOO0OO0DO0OO0OODDO access-
server profile mode0 O O0OCOOOODO IPOCOO0OOOOOODOOOOODOCOOCOOWOODOOO
oooogooo

OipPO00C0000DOCOOODOCOOOw peolOO0O0ODOOOOODOPPPOOODOOODOOOOO
OOoO0wroDoO000D0O0000D00O0Oexclude addressO0 0000000000 OCOOOOIPO
oboobooobgobooobon

O 1ip local pool WORD address

ooooooo IPO0O00O0ODOOOOODOOOO

ooooood ip local pool WORD address A.B.C.D (]JA.B.C.D)
| no O no ip local pool WORD

gOoOooood OooOdoooDglobal mdeOOOO0OO

O 1ip local pool WORD exclude-address
ooooooo IPOO000O0O0O0O0OOOOOOIPOD0OO0OOOOOIWODO0OOOOODODOODODOODO
ooooood ip local pool WORD exclude-address A.B.C.D (]JA.B.C.D)

| no O
Oexclude-addressO0 OO0 no ip local pool WORD exclude-address
ooooobooo no ip local pool WORD exclude-address A.B.C.D (]JA.B.C.D)

goooogn OOO0O0DOglobal mdeO OO O0OO

O peer ip pool

0oooood oOoomwroooooooooooooo
ooooood peer ip pool WORD

goOOdNoO OO no peer ip pool WORD

goooooo 00000 interface virtual-template mode 0 00O 0O
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O tunnel hidden

OO0oooogd AV HidingOOOOOoOOoOOOo
goooooo tunnel hidden

oo 0O Od no tunnel hidden

O no O no tunnel hidden

O tunnel password

oooooon ogoooooooooon

goooooo tunnel password (|hidden) PASSWORD

O no O no tunnel password

oo g o goooooo-9sdooooooooooooa
0000000000000001$#=*+_.:;0{[1~0 <000

O tunnel ppp
00oOoooo  PPPOLLRIPOOOOOOOOOOO
goooooo tunnel ppp <ppp:0-4>
O no O no tunnel ppp
ooooooo RtpO 000000000 OOppp0OO0O0OODOOOO
ppp 0 virtual-template 0O O 0000 @QOOOOOOOO)OOO

O tunnel authentication callin

ooooooo  wenelOO00OO0ODOOCDOOOO
goooooo tunnel authentication callin

g no g no tunnel authentication (Jcallin)
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O 120 012tpv3-tunnel mode

12tpv3 tunnel parameters

O OO commannd

12tpv3-tunnel modeOD O OO DOOO

nxrl30#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#12tpv3 tunnel <0-4095>
nxr130(config-12tpv3-tunnel)#

O description

gooooood L3 0d0ooooooooono
ggooooo description DESCRIPTION

0 no 0 no description

O tunnel address
goooooo 000D D oooooooooonooo
goooooo tunnel address A.B.C.D
tunnel address X:X::X:X
tunnel address FQDN
tunnel address any
tunnel address (ip|ipv6) (FQDN]any)
oo O o
dlpv60 00000000 D0O0DO0O0OO0OO0ODO0OOODOO0OOODODOO0OOODOOOOODOODOO
OO0 IPv6e 0000 00O0OL2TPv3 over IPv6LT] L2TPv3 over IPv6 [0 O fast-forwardingO OO0 OO0
00000000000 00FINDOODOODODOODOODOOOODNSODOODOODO timeout
0000000000000 000oooogorRNCODODOoOOoOnooon
OFNOODDOODOO0OO0OD0DO0DO0O0OD0ODO familydIPvAO OO IPEO OO O0OOO0OO0OOOOOO
000000000 00oooooooooomwve0 0000000000000 00OOO0lIPv400O
00o0000oo0oo0oo0oooo0oooooooDooooDooDooDooooDnooo
OO0 familyDOOOOOO
Dany00OO0O0OO0O0OO0OO0 familyDOOOODODOOO0OOO0OOanyO0 0000000 ODOOOOODOO
OO family0OOOOOODOOOOOOOO0OOOOOOOOOO

O no tunnel address
goooooo go0d0LCcCeED O O0oOoooooooboouoog
ooooooo no tunnel address

O tunnel hostname
ooooooo JodO0LwCED D DODDOOooooooog
goooooo tunnel hostname HOSTNAME

O tunnel router-id

ooooooa O0O00LCCED O OO mwooooooo
goooooo tunnel router-id A.B.C.D
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12tpv3 tunnel parameters

O tunnel password

goooogo
goooooo

oo 0O OO
O no O
oo 0o o

O tunnel hidden

oooooono
ooooooa
0 no O

OO0OAVP HidingOOODOOOOOODODOOOoOOooooo

tunnel password PASSWORD

tunnel password hidden PASSWORD

no tunnel password

no tunnel password
O00oO0oooo1-950000000000D0D000d
OO00ooooooooooogis#s=+_.;040~e <000

AVP HidingO O OO QOOOd
tunnel hidden
no tunnel hidden

O tunnel protocol

ooooooo
goooooo
ooooooo
0 no 0

odoooooooooooo

tunnel protocol (ipjudp)

tunnel protocol ip

no tunnel protocol (=tunnel protocol ip)

O tunnel local hostname

ooooooo
goooooo
ooooooo
0 To Unset(

0000 LWCcCcedDooooonoooonoa
tunnel local hostname HOSTNAME

no tunnel local hostname

no tunnel local hostname

O tunnel local router-id

ooooodo
goooooo
ooooooo
0 no 0

O tunnel digest

ooooooo
goooooo
ooooooo
0 no a

O tunnel hello

oooooao
goooooo
ooooooo
0 no 0

0000 LWCCEOD oD wooooooo
tunnel local router-id A.B.C.D

no tunnel local router-id

no tunnel local router-id

odooooooooooooooooon
tunnel digest (md5]shal)

no tunnel digest

no tunnel digest

HelloOOODODOOODOOODOOOOO
tunnel hello <0-1000>

tunnel hello 60

no tunnel hello O O0O0O
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12tpv3 tunnel parameters

O tunnel vendor

gooooon o000 LwWCeDoooomwooooooao
ooooooo tunnel vendor (ietf|century|cisco)
goooooo tunnel vendor ietf

O no O no tunnel vendor : Set defaults

0O netevent

ooooooo 0dooooobooooooooooooo
ogoooooad netevent <trackid:1-255> disconnect
ogooooon no netevent

ogoooooo PPP interface0 0O O OO0

0 no 0 no netevent
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O 130 I2tpv3-xconnect mode

12tpv3 xconnect parameters

O 00 command

nxrl30#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#12tpv3 xconnect <xid:1-4294967295>
nxrl130(config-12tpv3-xconnect)#

O description

gooooog L2TPv3 XconnectO O OO OO OO OO
0000000  description DESCRIPTION

a no 0 no description

= tunnel

o tunnel <0-4095>

ogoooood Xconnect OO O OO L2TPv3 O Tunnel IDOOODOOOO
goooodoo tunnel <tunnel id:0-4095>

o tunnel tos

goooooo Xconnect ToSO OO O ODOOO
0O000o0dOgd  tunnel tos (<0-252>]inherit)
oo o oOd tunnel tos 0

O no O no tunnel tos

O xconnect ethernet
goooooo XconnectU O D OOODOODOODOOO
O0O00O0oogd  xconnect ethernet <0-2> (|vid <1-4094>)

O xconnect end-id
ooooooog O0O0OO0OLCCED end idOODODODOOO
Oo0oooon xconnect end-id <1-4294967295>

O vian-id

goooooo VIAWN tag0 0000000000000
goooodoo vlan-id <1-4094>

0 no 0 no vlan-id

O retry-interval

gooooood oooOo/00000000gggoUooooooooooboooDODOoObObobobbo
gooooboo retry-interval <seconds:0-1000>

oo o oo retry-interval 0

0 no | no retry-interval (=retry-interval 0)
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12tpv3 xconnect parameters

O loop-detect enable

ooooooo
goooooo
oo O OO
0 no 0

Loop DetectionO0 00O O OODOO0O
loop-detect enable

no loop-detect enable

no loop-detect enable

O send-known-unicast enable

ooooooo
goooooo
oo O oOo
0 no 0

Known UnicastD 0D OO0 O0OdOOoOOO
send-known-unicast enable

no send-known-unicast enable

no send-known-unicast enable

0O send-circuit-down enable

ooooooo
goooooo
oo O oOo
0 no 0

O split-horizon

ooooooo
goooooo
oo O oo
0 no 0

Circuit Status downd O O OO O LCCED O O O ONon-Unicast FrameO 0D OO0 O 00O
send-circuit-down enable

no send-circuit-down enable

no send-circuit-down enable

enable

Split HorizonO OO OOODOOODO
split-horizon enable

no split-horizon enable

no split-horizon enable

O mac-learning unique enable

ooooooo
goooooo
oo O oo
0 no 0
ooooooo

L2TPv3 MACO OO OO O uwnique0000O00ODODOOO
mac-learning unique enable

no mac-learning unique enable

no mac-learning unique enable

OoOO0oOoOoOoooooodglobal mded DOODOOOODOOOOOOO
nxr120(config)#12tpv3 mac-learning unique

OO000D0OC0CO0O00DOOCO0OO0DOOOO0OO0 Xeonnectd Local TableOFDBO OO MACO OO OOOO
J00o000bO000O00obO0DO0obO0o0bO0bDOO0bOO0O0OOOMACODDOODOOLocal TablelD FDB
gooooobooooooobooooooobooooobooooooboooog

000000 Xconnect O U LoopDetect 1 O OO OO O OO U LoopDetect U FrameDrop D O O O OO O
OoooopoOoooOoOoOMCcODOOOOuwniqued00O00OO0O0ODOOOOODOO

O0O0O0O@nique)D0DO0D0ODOODOODOO
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12tpv3 xconnect parameters

O ip tcp adjust-mss

ooooood

O Path MTU Discoveryd PMTUDO O O OEnd-to-end0 00000000000 OODOONMIUODOOO
O00d0o0ood0od0oo0ooo0ooo0oooooooooooooooooooooon
O0O0o0oooiIpvad00000O0O00O0O ICMP fragment needed 010000000000 O0OODOO
O000000ooooooooooogoePNUDO0OO0OO0O0O0OO0OO0O0O0O0O0OooonoddPMTUD
0000000ooooooooooMU0bD000Dooo0oDo000o000o0o0O00o00dOEnd-
to-end0 000000000000 OOODOODODOODOOOOODOTCPODO  SYN/SYN-ACKD O DO O
onMsSOO0DO0OO0O00oo000oooooooooooooooTcPOOO0ODODO0ODOOOODOO
00000000o000oo00oooooo00oooooooooooooooo

ooooooon ip tcp adjust-mss (auto]<500-1460:bytes>)

oooooon no ip tcp adjust-mss

OooONeO OO no ip tcp adjust-mss

ooooood

OlpvA0 00000000000 TCPOOODOOOODOOOOOTCPODODOODOOODOOOOOO
O00oooooooooooooooodsscoooooon

O0O0O0ooooMssO000Do000000Dautoc00000O0OOOMSSOOODODOONMSSOOOODO
ooooooooooooooo

O000oooooooooMssOoo0ooooogoMsSsO00o0oooooooooooonooo
ooo

guwPOICMPOOOOOODOOOOOOOOODOOODOOODOOODFOOODOOOOOODOO
O000000000o000ooo00oooooo0ooooooogooooon

(I no ip tecp adjust-mssO0 0000 OOOTCP MSSOOODOOODOOODOOODO

O 12tpv3 access-group
00oooodo  LLv3aDO0OD0O00000/00000001012tpv3 access-list0 000000
goooooo 12tpv3 access-group (injout) WORD
O no O no 12tpv3 access-group (injout)
ooooooo
OWORDO rootO ACLOODOODOODO
Orootd ACLO O Oglobal OO OO 12tpv3d access-list WORD root 0 00O OO OOO
Oin: 0000000000o00oooooooooooooon
Oout: O0000oooOo0ooooooooooooooooon
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O 140 12tpv3-group mode

12tpv3-group mode

O 00 command

nxrl30#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#l12tpv3 group <gid:1-4095>
nxr130(config-12tpv3-group)#

O xconnect
ooooooo 0000 XconnectO OO OO OO
gooooood
xconnect <primary-xid:1-4294967295> (]<secondary-xid:1-4294967295>) (Jhotswap)
gooooood
Ohotswap 0 O 0O 0O OO OL2TPv3 primary/secondary xconnect hotswapO O OO0 OO DO OO0
-hotswapO OO OconfigD O OOODOOODO
-0000000000000DO00000D0ODOOdprimary xconnect [ secondary xconnectD OO O
gooopooooOoLeT30000OOoOooooogoon
OO00O0LTPv3000000000ODO0O0ODOOprimary xconnect 0 secondary xconnectD O 0O O
goooooo
-group mode 0 exitO OO Oxconnect D0 DO 0OD0O0ODOOO0ODOOconfigdDOODOOODOOODOO
CoooooooLnv3dooooooooogon
-000000000000000000000112tpv3 group moded exitOD 0 OO0 O0O00O0OOOOO
godoOopoooooooooooo
nxr120(config-12tpv3-group)#xconnect 1 2 hotswap
nxr120(config-12tpv3-group)#exit
Change primary/secondary xconnect.._.Please wait.
nxr120(config)#

O preempt enalbe

goooogon GroupO preempt 000000 /0000000DOO
ooooood preempt enable

a no 0 no preempt enable

O enforce-secondary-down enable

ooooooo 0000000000 DOSecondary0 00000000 OODOOO
goooooo enforce-secondary-down enable

oo o gdo no enforce-secondary-down enable

a no 0 no enforce-secondary-down enable

O active-hold enable

goooooo Group O Active HoldO OO OO /000000000
goooooad active-hold enable

oo O oo no active-hold enable

O no O no active-hold enable
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12tpv3-group mode

O mac-advertise enable
ogoooooo
OL2TPv3 MAC Advertise FrameO O OO O OO /000000000O
-j0d0odoo0oDo0oD0doOooo0ooooDoooooDoOovMACODOoDoooDooo
0Oo00doo0ooobooooooovMcOO0DbDoobooooooooooboooboooooog
0odoDd0bDdoOdoDoobOooooooooooooa
-gdo0oooooooooooooo
-000000000DO0O0OL2TPv3 MAC Addressd O Always O O O O OO 12tpv3 mac-learning alwaysO
oooooooooa
d000d00d0Ddoo0oD0bD0o0o00o00DO00DO0oDoOoDOO0oOooOodys.a1s.1000000
ooooooooooad
ogoooooad mac-advertise enable
oo o oo no mac-advertise enable
O no O no mac-advertise enable
goooooo
00oD0ooooopoooooooooooooo)o L3 odoonooooonooooooooon
ONXROOOOODOOODOOoS/wW2)H)OrmBOOOOODOODOOODODODODODOOODOOODOOOOODOO
do0ddodoDdooooodooDooodoDoOoDodbD0odoooDooooooDOoooOoooa
oooooodoooooood
+----NXR-1---+
PC1---S/W1---(LAN)O O O (WAN)===L2TPv3===(WAN) | | (LAN)---S/W2---PC2
+----NXR-2---+

doodoooLrmvidoddodoodoodoooooooooooooooooooooooooa
MACOODOODODODOODDODODOOOOODOOo0oOoDooooobOoooO1oovACchoooonoao
100 L2TPv3 MAC Advertise FrameU DO D OO ODOOOOOOOODOODOOO
o L2TPv3 MAC Advertise Frame 0 [
O00O0DO0O0OOno mac-advertise enabled O O O L2TPv3 MAC Advertise FrameO OO OO O QOO
00 00000Omac-advertise enable0 0 00000 OO L2TPv3 MAC Advertise FrameO OO OO QOO
-Jd00d0odooDooodoo0oooooonooooDoOon
-0bOoo0boooooooooooon
O0O000Circuit DownO0 00000 ODOOOsend-circuit-down enablel] /0O OO no send-circuit-
down enable0 00000000 LCCED Circuit statusO DOWNO O OO OO O LCCED DropO O O O
OO OOMAC Advertise Framee0D OO OOOODOODO LCCEO O SLI Message(Circuit up)d OO0 O
d0o0doodooooooboooOooo0oOooDoooOooDo0ooOoOooDOonOnd MAC Adver-
tise FrameO OO OOOOOOOODODOOMAC Advertise Frame OO O OO GOO
o L2TPv3 MAC Advertise Frame 0 [
OXconnect0 OO OODOODOOODO /0000000000 DropOdnOnd
OLPOOO0O0O0OO0O0O0OOOO0DOOO/0000000000O00O000O000DO00OO0
-0000000XconnectO O OOOOOOWMWODODODODOODODHWWDOOODODOODOOO
@QUO0O0D000000000DOO000O00D0O00OOXconnect0 00000 OO0DOOODOOO
GHOOODDOoDOoooOobropO OO
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O 150 rip mode

rip mode

0O OO command

nxrl130#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#router rip

nxr130(config-router)#

O network
goooooo
goooood

O redistribute
gooooog
gooooon

RIPOOODODOODODODOOODOODOOODODOOOOODOO

network A.B.C.D/M > IP prefix <network>/<length>, e.g., 35.0.0.0/8
network ethernet <0-2> (|vid <1-4094>)

network ppp <0-4>

network tunnel <0-255>

no network A.B.C.D/M : IP prefix <network>/<length>, e.g., 35.0.0.0/8
no network ethernet <0-2> (|vid <1-4094>)

no network ppp <0-4>

no network tunnel <0-255>

0ooooooooooooon

redistribute (static]connected]ospf|bgp)
(metric <0-16>]route-map ACL-NAME)

no redistribute (static|connected|ospf|bgp)
(metric <0-16>]route-map ACL-NAME)

O distribute-list

ooooooao
ooooooa
0 no O

O distance
goooooo

ooooooa
0 no O

O timers basic
goooooo
goooood

o0 0O oO0
O no O

0000o0000oo00ooooooooooDooooooooood
distribute-list ACL-NAME (inJout) (|]INTERFACE)
no distribute-list ACL-NAME (inJout) (]INTERFACE)

RIPOOSPFOOODOOOOODOODODOODOODOOO
Joo0oooooooDooooooooo

distance <1-255>

no distance

RIPOOOOOOODOOOO

timers basic <update:5-2147483647> <timeout:5-2147483647>
<garbage:5-2147483647>

update: 30sec, timeout: 180sec, garbage: 120sec

no timers basic (=timers basic 30 180 120)(= set defaults)
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rip mode

O passive-interface
ooooooo 0000oo000ooo0o0ooooo0ooooooooooood
goooood passive-interface ethernet <0-2> (Jvid <1-4094>)
passive-interface ppp <0-4>
passive-interface tunnel <0-255>

O no 0  no passive-interface ethernet <0-2> (Jvid <1-4094>)
no passive-interface ppp <0-4>
no passive-interface tunnel <0-255>

0O default-information originate

ooooooo O00d00oo0oo0ooooooogoooooon
00o0o0ood  default-information originate

O no O no default-information originate

O version

gooooao RIPOOOODODOODOOO
oooooono version <1-2>

oo O oo version 2

g no O no version (]<1-2>)
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O 160 ospf mode

ospf mode

O OO command

nxrl30#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#router ospf

nxrl30(config-router)#

O network
goooooo OSPFOC OO IDODOOODOOOd
goooooo network A.B.C.D/M area <0-4294967295> : OSPF area ID as a decimal value
network A.B.C.D/M area A.B.C.D : OSPF area ID in IP address format
0 no O no network A.B.C.D/M area <0-4294967295>
no network A.B.C.D/M area A.B.C.D

O area default-cost

ooooooo O0000o0ooo0oooDooo0oooooooooooDoooooooooooon
goooooo area (<0-4294967295>]A.B.C.D) default-cost <0-16777215>

0 no 0 no area (<0-4294967295>]A.B.C.D) default-cost

O area authentication

oooooon ogoooooooon

goooooo area (<0-4294967295>|A.B.C.D) authentication (|message-digest)
0 no | no area (<0-4294967295>|A.B.C.D) authentication

O area range

ooooooo O000o0ooooooooooooooooog
OOooooog area (A.B.C.D]|<0-4294967295>) range A.B.C.D/M

0 no 0 no area (A.B.C.D|<0-4294967295>) range A.B.C.D/M

O area stub
goooood Ooooooooooooo
goooood area (A.B.C.D|<0-4294967295>) stub
area (A.B.C.D]|<0-4294967295>) stub no-summary
0 no O no area (A.B.C.D|<0-4294967295>) stub
no area (A.B.C.D]<0-4294967295>) stub no-summary
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ospf mode

O area virtual-link
oooooog 00DO00DoD0oo0oooooooo
0000000  area (A.B.C.D]<0-4294967295>) virtual-link A_B.C.D
area (A.B.C.D|<0-4294967295>) virtual-link A.B.C.D
{authentication (message-digest|null)
| authentication-key LINE
| dead-interval <1-65535>
| hello-interval <1-65535>
| message-digest-key <1-255> md5 LINE
| retransmit-interval <1-65535>
| transmit-delay <1-65535>}
O no O no area (A.B.C.D|<0-4294967295>) virtual-link A.B.C.D
no area (A.B.C.D|<0-4294967295>) virtual-link A.B.C.D
{authentication (message-digest|null)
| authentication-key LINE
| dead-interval <1-65535>
| hello-interval <1-65535>
| message-digest-key <1-255> md5 LINE
| retransmit-interval <1-65535>
| transmit-delay <1-65535>}

O redistribute
ooooood ooooooooooood
ooooood
redistribute (connected|static|rip]bgp)
redistribute (connected|static|rip]|bgp)
{metric <0-16777214>|metric-type (1]2)|route-map WORD|tag <0-4294967295>}
u no U
no redistribute (connected|static|rip|bgp)
no redistribute (connected|static|rip|bgp)
{metric <0-16777214>|metric-type (1]2)|route-map WORD|tag <0-4294967295>}

O distance

00ooooo osPFOCO00O0NDDO00NDOOUO0DDOOUOO0DDOOOOODOOOODOOO
Oo0000oooodooooooooooooooooooogo

ooooood distance <1-255>
distance ospf (intra-area <1-255>|inter-area <1-255>|external <1-255>)

O no O no distance <1-255>
no distance ospf
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ospf mode

O tiemrs spf

OO00oO0Ooogd  OSPF SPF timersO0 0D O0ODODO

gooooogo timers spf <delay:0-4294967295> <hold_time:0-4294967295>
<delay:0-4294967295> : Delay between receiving a change to SPF calculation
<hold_time:0-4294967295> : Hold time between consecutive SPF calculations

O no O no timers spf : Set defaults

O passive-interface
ooooood Joodoooodooooooooooooooooooooood
goooooo passive-interface ethernet <0-2> (|vid <1-4094>)
passive-interface ppp <0-4>
passive-interface tunnel <0-255>
O no O no passive-interface ethernet <0-2> (Jvid <1-4094>)
no passive-interface ppp <0-4>
no passive-interface tunnel <0-255>

O default-information
ooooooo 00DOobooogosPFOODOOOOO
ooooood
default-information originate
default-information originate
{metric <0-16777214>|metric-type (1]2)|route-map WORD|always}
g no g
no default-information originate
no default-information originate
{metric <0-16777214>|metric-type (1]2)|route-map WORD|always}

0 auto-cost

oooooog 0o00ooooooooooo@OdOmeps)d0oooon

ooooooo auto-cost reference-bandwidth <1-4294967>

O no a no auto-cost reference-bandwidth

oooooog

OOSPFO 0D OO OO O =100(Mops)/ 000 (Mops)]O O DO DO ODO O OO ODefault0 00O OOODO
100Mbps O OO0 O

000000 OoO0doodloovbpsd0 OO0 OO0 1MGhpsO 000001 OOOOOODOOOOOOOO
00.100000000000O0O1Ghps0 00000 DO0DOOODODOOOODODOO
00000000000 o00o00Od00o0ooooU0o0oooooooooooooooooog
Joooooooooo

000000000000 0doodo00odg bandwidthO OO O OOOOOOO

O router-id
gooooon Router IDOOOOODOO
goooooo router-id A.B.C.D

0 no O no router-id
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ospf mode

O distribute-list

ogoooooo
goooooo
0 no 0
oooooao

route updated filteringU O OO OOOODOOOO
distribute-list ACL-NAME out (connected|static|rip|bgp|)

no distribute-list ACL-NAME out (connected|static|rip|bgp])
oUTO O O distribute-list 00000000000 OO
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O 170 bgp mode

O OO0 command

nxr130#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#router bgp <1-65535>

nxrl130(config-router)#

O network

gooooon ooooooooooooooooa

goooooo network A.B.C.D/M (]backdoor)

O no O no network A.B.C.D/M (]backdoor)

aad oo

gdoOosePOODOODOOOOUOODODODODOOOODOOOOBEPOOODODODOO BGPO administrative
distanceD O OO OO0DOOO0DOODOODOOOOODODOODOOODOOOOODOO

O aggregate-address

ooooood

OAggregate0 0D O OO OBGPO OO0 ODOODOOODODOOOODODOODOODOODOOBPOOOD
0000000000000 00000000000000 advertiseO OO 0O

goooooo aggregate-address A.B.C.D/M (|summary-only|as-set)

O no O no aggregate-address A.B.C.D/M (]summary-only]as-set)

oo 00

OAggregate 000000 0ODO0OO0OOOODOOOOO advertise0 0000 ODOOODO advertise
oo0oO0o0sumary-onlyO OO0 O0OO0O0OOO

O000Oaggregate 0000 00000ASODOO0ODOODOOOOODOOOODOOOOASODOOO
000000000000 0000D0D0000000DO00D0D000000DAs-setdO00O
00000ooooooooASOO0D00ODoO0DOoo0ooDooooooooooDoooooooonog
OASO00D00DO0OD00DODOO0DO0ODO00DOO0D0ODOO

O distance

ogooooood BGP O O O O Administrative Distance0 OO0 O OO OO
goooooo distance bgp <eBPG:1-255> <iBGP:1-255> <local:1-255>
O no O no distance bgp

oo oo 0000 200 eBGPTI 2000 iBPGT] 20000 localD O 0O O

O timers

ooooooo  jJitterDOOO%OOODOODOODOODODOO

goooooo timers bgp jitter <75-100>

d no g no timers bgp jitter

oo OO0 DefaultdO75% 000
00000000 jitterOOkeepalived interval 00000 OO OO keepalive
interval 0 0 00O Oneighbor O keep alive interval DO OO OOO0OOO
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= bgp

o always-compare-med

ooooooo

O0D0000D0ASOD00OD00O000OO0000O0OO0OMEDOODDOOOODO O dalways-compared-med 0 O
0000ooooooooASO000oooDooooooooMeDO0ooooon

goooooo bgp always-compare-med

O no O no bgp always-compare-med

o bhestpath as-path

ooooooo

ODO00ASODOD0OO0D00D0ODOODODOAS-PATHO O O O LUPDATE messageJ ASO DO OO OOODO
AS-PATHU O OO ODODOODOOOD

O00O0Obest path OO OO OOOAS-PATHO OO ODOODOOOODOODOOODOODOODODOO
O0O0Obest pathO OO OOAS-PATHO O OO DO ODOODO

goooood bgp bestpath as-path ignore

O no O no bgp bestpath as-path ignore

o bestpath med

OO0ooooo MeEDOOOO prefixOODODOOMEDOODO O 42949672040 00000 0O0O0O0O
goooooo bgp bestpath med missing-as-worst

O no O  no bgp bestpath med missing-as-worst

o local-preference
ooooood
O0000000oooooooASOo00oooDoooooooooooooooooooooonoon
local preference0 0000
gooooogo bgp default local-preference <0-4294967295>
O no O no bgp default local-preference
oo oo iIBGP peer 00000000 O0DOOODOODOOODOODOOOOODOO
DefaultD 0 1000 00

o default-information-check

ooooood default route 000000000000 O0OOBGP4DO O default routed OO
ooooooooo

ooooooog bgp default-information-check

O no O no bgp default-information-check
oo 0O oo no bgp default-information-check
oo oo 000000000000 0D0O0000000000 default routed 00

PO O OO ODODODOOODOODOODN
(D) redistribute0 0000 default route0 0000 0OO0O0OOO0O
(2 networkO OO OO 0.0.0.0/00 000000000
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m bgp OOOO

o enforce-first-as

goooogn

ooooooao
O no O

UPDATEO OO DO ASOODOODOOODOODOOASO neighborO0 ASOOODOODOO
notificationO O OO O OOOOOOneighborD 000 O0OO0O0OOOOODOODOO
bgp enforce-first-as

no bgp enforce-first-as

o network import-check

gooooogo

0OBGPO advertised O O networkD (O O M OO0 0O O O routerd O O networkd 0 0 0 O O O O advertise
000000000 networkd BGPO advertiseO O O OO ODOOOOimport-checkO O OO OODOO
O00000O0OadvertiseO0 OO0 OOOOO0O

ooooooao
O no O

o router-id

ooooooo
goooooo
0 no 0
oo oo

bgp network import-check
no bgp network import-check

Router-IDO IPODOOOOOOOOODOOO
bgp router-id A.B.C.D
no bgp router-id

ORouter-IDO 00000 0OODOODOOOODOOOOODOODO IPVA addressO0OO000OODOOO0O IPv4
o000 Router-1DO0OO0OOODOOO

o scan-time

ooooooo
goooooo
0 no 0
oo oo

BGPO OO OO routed next-hop D OO OO0 ODOOOOOOODOOODOO
bgp scan-time <0-60>

no bgp scan-time

oooosoo0o0o00og
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® neighbor

o default-originate

ooooooao
ooooooao
O no O

0o0000oooo0ooooooooooooog
neighbor (A.B.C.D|X:X::X:X) default-originate
no neighbor (A.B.C.D|X:X::X:X) default-originate

o distribute-list

gooooao
ooooooo
0 no 0
oo oo

o ebgp-multihop

gooooao
ooooooo
0 no 0
oo oo

o filter-list
gooooao
ooooooo
0 no 0
oo oo

o next-hop-self

googoogon

OO00ooooo
O no O

o remote-as

oooooog
goooooad
0 no 0

peer000 /70000 route updated FilteringO OO DO O0OO0OO0ODO0O
neighbor (A.B.C.D|X:X::X:X) distribute-list ACL-NAME (in]out)

no neighbor (A.B.C.D|X:X::X:X) distribute-list ACL-NAME (in]out)
Neighbor O O INOUTO OO OO OO distribute-list0 000000000000

peer00000000C0OOODOCOOOeBGP Peer0 00 00O00OO0OOOOO
neighbor (A.B.C.D|X:X::X:X) ebgp-multihop <1-255>

no neighbor (A.B.C.D|X:X::X:X) ebgp-multihop <1-255>
O00ooooooooooooo

PO OO DOOOOOOOOO

neighbor (A.B.C.D|X:X::X:X) Ffilter-list ACL-NAME (in]out)

no neighbor (A.B.C.D|X:X::X:X) filter-list ACL-NAME (injout)
global D00 0O0O0OOOAS-PATHOOODOODOODOODOODO

iBGP peer0 0 00O nexthopO OO peer 000 00D00OD0ODOOODOODODOOODO
OaddressOO0O00ODO0O

neighbor (A.B.C.D|X:X::X:X) next-hop-self

no neighbor (A.B.C.D|X:X::X:X) next-hop-self

oOooooASOOOOO0ODOOO
neighbor (A.B.C.D|X:X::X:X) remote-as <1-65535>
no neighbor (A.B.C.D|X:X::X:X) remote-as <1-65535>

o remove-private-as

ooooooao
ooooooao
O no O

Outbound update DO DO OO OO ASOOOODOODO
neighbor (A.B.C.D|X:X::X:X) remove-private-as
no neighbor (A.B.C.D|X:X::X:X) remove-private-as
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® neighbor(0D0O)

o route-map
gooooao
ogoooooo
0 no 0
oo oo

Peer000 /0000 routed filterigO OO D OOD0OOODOOODOODODOO
neighbor (A.B.C.D|X:X::X:X) route-map WORD (in]out)

no neighbor (A.B.C.D|X:X::X:X) route-map WORD (in]out)

neighborO 0O INOUTOODOOOOO routemapOD OO0 OO OO0OODOOODO

o soft-reconfiguration

ooooooo
ogoooooo
0 no 0
oo oo

Neighbor 0 O BGP session0 0 0000000000 OOOODOOODOOOOO
neighbor (A.B.C.D|X:X::X:X) soft-reconfiguration inbound

no neighbor (A.B.C.D|X:X::X:X) soft-reconfiguration inbound

BGP O neighbor parameter U routemapO 0 OO0 O00OO0OOOOOODOODOOOOO
0000 BGP sessiond clear0 00 OOBGP service DO D ODOODOODODOODO

o keepalive interval & holdtime

ooooooo
goooooo
0 no 0
oo o oo
oo oo

keepalive OO O OO O holdtimeOD OO OO OO

neighbor (A.B.C.D|X:X::X:X) timers <keepalive:0-65535><holdtime:0]3-65535>
no neighbor (A.B.C.D|X:X::X:X) timers

neighbor (A.B.C.D|X:X::X:X) timers 60 180

OPeer00 hold timeO O OO0OOOO0ODOODOkeepalive message [0 update message 0 0 0O 00
O000O0OOpeerdd sessiond closeO O IDLEDOODOOODOODOO

OKeepalived OsecO 000000 Okeepalive message 0 0 OO0 OO0 OO

OKeepalive interval 000 Jitter 000D O0O0OO0OO0OOUSERO OO jitter 00O O 0O 0O O 75-100% O
0000000000000 00defaultO00 Ojitter0 75% 00000000000 keepalive
interval x (75-100)%0 interval OO DO OO0 ODOjitterU 0000 ODO OO timers bgp jitter
0ooooooobod

o connect timer

ogoooooo
goooooo
0 no 0
oo o oo
oo oo

o update-source

gboooooo
gooobon

Connect timer0 00O ODOO

neighbor (A.B.C.D|X:X::X:X) timers connect <0-65535>
no neighbor (A.B.C.D|X:X::X:X) timers connect
neighbor (A.B.C.D|X:X::X:X) timers connect 120
000000000 connectd 00 O0O0ODO0O

BePO O OO ODOU0DDDODOOO0MODOoOoooooooIwproooooooooon
neighbor (A.B.C.D|X:X::X:X) update-source

(ethernet<0-2>] loopback<0-9>|ppp<0-4>] tunnel<0-255>)
no neighbor (A.B.C.D|X:X::X:X) update-source
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o advertisement-interval
ooooooo
OBPOOO0DDOOODODDOUOOODOOUOODOUPPATED D0 DODOO0ODODOOODOODOODOOO

O0000000D0OCOO0mMO0OUPATEDOODOOOOODOOOOODDODOOO heighbord O ROUTE-
REFRESHO OO0 DO DOOO00ODOOOO0ODOO0OODO neighbord UPDATED OO DOODOOOODOO

ooooood neighbor (A.B.C.D|X:X::X:X) advertisement-interval <1-600>

g no g no neighbor (A.B.C.D|X:X::X:X) advertisement-interval

od od 00000000000 OeBGPO 30(O)OTiBGPO 5(O)H)O OO

o as-origination-interval
ooooooo
goDOo0oOo0oCoOoOdeePOCO0ODOOOOODODOOUODOBPODOOOOODOODOO filteroO QOO

redistribute 0 000000000 00OBPOOOODOOOOODODOOOODDOOOOOOODOOO
00000000000 0000D advertisement-interval DO 0000 O UPDATECD OO OO DO ad-
vertiseO OO0

ooooood neighbor (A.B.C.D|X:X::X:X) as-origination-interval <1-600>

g no g no neighbor (A.B.C.D|X:X::X:X) as-origination-interval

od 00 QOOO0OOoOoOooooogiso)Hyooo

o activate
ooooooo
000000 0O0Oactivated O 00O O Oipv4 neighbor O Zipvé neighbor O O O ipv4 network 0 adver-
tiseO0 OO0
ooooood neighbor (A.B.C.D|X:X::X:X) activate
g no g no neighbor (A.B.C.D|X:X::X:X) activate

o interface
ooooooo
OPeer0 0000000 LLADOODDOODOOOBPOOODODODOODOODOODOODOODDODOO
ooooood neighbor (A.B.C.D|X:X::X:X) interface IFNAME
g no g no neighbor (A.B.C.D|X:X::X:X) interface IFNAME
od od
OEthernet/VLANO O OO OODODOOO
Oupdate-source 0 00 000O0CO0O0ODOOCOO0O0ODOOOO0ODOOOOODOOOODOODODOOO
0000ooOo000oooooooo0o0oDoooooooooogoo
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O UPDATED OO D ODOO
Neighbor OO UPDATEO O OO OO OO OO DO OO O advertisement-interval O as-origination-
interval 0 200 0000000000O0000OO0

-0oooooooooo
as-origination-intenval O O 0000000 DOOOOOOOO0DOODOODOOOOOODOOODOOO
UPDATED O OO ODOODOOODOO advertisement-interval 0000 UPDATEC OO O OO

-O0peer0O00O0OoOoBPOOO
OO0 peerO00OUPPATEO OO OOOODOODO peerO0O UPDATED OO OO OO DOODOODO O adver-
tisement-interval OO OO UPDATEO O OO OO

-softoutd OO OO0

OOO0O00O0oO0OO0OBPOOOOUPPATED D OODOOODODDODOD advertisement-interval O O
OO UPDATEOD D D ODOO
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m redistribute

o redistribute (connected|static|rip]ospf)

ooooooo RIPO OSPFO OO OO route O O connected routeld static route [
BGPO OO ODOOODOODODefaultD 00O DOOODOODOOOOO

ooooooo redistribute (connected|static|rip]ospf)

O no O no redistribute (connected|static|rip]ospf)

o redistribute (connected|static|rip|ospf) route-map ABCD

goooooo routemap 0 0 0000000000000 DOOOOOOprefixOODOOOODOODO
OO0 prefixOO00O0OD0OOO0ODOODOOOO

goooooo redistribute (connected|static|rip]ospf) route-map ABCD

g no g no redistribute (connected|static|rip]ospf) route-map ABCD

® netevent
o advertise-stop
ooooood
J0D0trackDdownO OO 0OO0O0OOO0OOOnetworkDOOOOOODOOODODOBRPODODOODOONO
0000o000ood0dO0wackODupOOOOOO0OOOOOOOBPOODOOOOODODOODO
goooooo netevent <1-255> advertise-stop
netevent <2048-4095> advertise-stop
u no U no netevent
ano oo
0BGP4 [0 network import-check DO OO O0OOtrackO up0 0000000 OOOOODOOODOODO
oo

m default

o ipv4-unicast

goooooo 00 neighbor0 000000 address familyO O OO0 O 0O IPvAODOODOOODO
goooooo bgp default ipv4-unicast

g no d no bgp default ipv4-unicast

o local-preference

gooooogo local preference0 0000000
O00000dlocal-preference 0 00 0 00O advertised O 0O 0O
O000ODO0Olocal-preference 0 O 1000 O advertiseO0 OO O

goooooo bgp default local-preference <0-4294967295>

O no O  no bgp default local-preference

oo oo local preference0 00000000 OODOOODO0O

257



O 170 bgp mode

0 BGP recursive route
OBGPOOODOO routed nexthopO O OO OOOODOODOOODOSstatic routed O OO nexthop O O
0000000000000 route0 00000 O0ODOSstatic routed 000 OnexthopO OO OO
ooooo
Orecursive static route 0 0000000 OnexthopO OO ODODOOOODOOODOOODOOODOO
nexthopOOOODOOOODOOOOODOODOOOOODOOOOrecursive route00000OO0OO
O recursive route 0 O static routed nexthopO OO route0 0000 0OD0OOOCOOODOOODOO
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ntp mode

O OO command

nxrl30#configure terminal

Enter configuration commands, one per line.

End with CNTL/Z.

nxr130(config)#ntp
nxr130(ntp-config)#

O service

ogoooooo
ooooooa
0 no 0

O server

ooooooog
goooogoo
oo O 0Ood
0 no 0
oo oo

NTPOOOODDODDOOOODO
service enable oooo
no service enable oooo

NTPOOOOOOOOOOOO

server (A.B.C.D|JFQDN|X:X::X:X) polling min<4-16> max<5-17>
no server

no server (A.B.C.DJFQDN]X:X::X:X)

ONTPOOOOO2000000000000000

0000000000000 0000d0d00ooU0o0oooooooooDOoDOooDooooooon
OO0000Ostrantum level D O50000

ONTPOOOODOOOODOIPVA/IPVE/FQDNO DO OO OODOOOO

OO0000DO0oONPOOOOOOOOOOODOOODODOODODOODOODOOOOD pollingd OO O0OONTP
000000000 dopellingD 00000000 O0DOOOOOOOOQpolling0OOOODOOO
000000000 00PollingD OO0 defaultO 0O OO0 6020 60 =640 0000 10020 100
=10240 0000000000000 000D0D0D0DO00DLD000D0OO0DOoOoDOon

O timeout

ogoooood
ogoooood
oo 0O od
0 no 0
ogooooon

NTPOOOODOODOODOODOOD0DOD0DO0ODODO0DOO0D0OO00OO0oDoOon
timeout <seconds:1-30>

timeout 30

no timeout (=timeout 30)

ONTPOOOOOOOOODOODOO040000000000000O00OO0OOOOtImecutx 40000

O master
ooooooo

OO0o0oooon
oo 0O 00
0 no O

00000oo0o0ooooDoDoooooDoOdstratum level OOOO0ODOOO
gooddoooooo

master <1-15>

master 10

no master
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SNMP mode

SNMP(Simple Network Management Protocol)O O

NXR O SNMP O O O Osysten 0 0 0O SNMP protocol 00000000 OODO0OODOOOOsysten
0000000000000 0ONMS(SNMP Trap Manager)D trap0 00 0000000000000
S\WPOOODO(set)D0D0D0D0OO0DOOD (read-onlyd )0

m SNMP versionO access OO

00000000 SNMPO versionO OvlOv2ec O O O SNMP Access 00 0O 0O O O O SNMP Server O network
Ocomunity0 0 O00O0000O0O0O0OONetworkOODOOOOIPV4A/IPV6 AddressO0 0000000
ooooo

m SNMP Trap

0000000000 0ooooooooooNSOOOn0SN\wWe Trap000000O0OOOO
OTrap versionl/version2 000000000000 mmformI00O00O0O0OO0OO0OOOTrap0O0O
OO0IPv4/IPV6 address0 00000000000 OmmformO0 000000 /000000000
oooooooog

OSNMP trap 0 O communityd 0 SNMP access0 000000000 OOO0ODOOODOOOOOOOO
Trap0 00000000000 OOOOOO

OTrep0 00000000 ODOOOOCOUSEROOOODOOOOODODOOODOODOOOOODOODOO
OOTrap0OUWDPOOOOO0ODOOCOOOOOserver00000000000O0O0O0O0OOOODOO
OO00Ommformd000O00O0O0ONSDOOODOODODOOODOODOOOOO
OCserviceDOOODOODODOODO0OOOOOO0ODOOOODOOserviceOOOOOOOOOOOO
0000000000000 0000000000000ONSOO000D00000000 getdOO
oooooooogo

m System Group MIB(MIB-11)O 0O
O00000ORFCI2B0000000O00OOMIBOOODOOOOOOUIODODOODOOOOOOOOOO

[0 sysContact

U sysName

[ sysLocation

0 sysDescr
O00sysObjectiDOODcenturyD 00O 0OD0OO0ODOCIDODOODODOOODOODOODOOODODOO
ooooo
O00sysUpTime 0 0000000000000 0ODOODOODODOODOOODOONTPODDOODOODOO
dooooooooo)o
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SNMP mode
m OJOMIBOO
goooooooomBOOOoOoOooooOoO
O Standard OPrivate MIB
RFC1213 (SNMPv2 MIB-11) CS-NXR-PRODUCT-MIB
RFC2011 (IP-MIB) CS-NXR-L2TPv3-MIB

RFC2012 (TCP-MIB)

RFC2013 (UDP-MIB)

RFC2863 (IF-MIB)

RFC3411 (SNMP-FRAMEWORK-MIB)

RFC3412 (SNMP-MPD-MIB)

RFC3413 (SNMP-TARGET-MIB: SNMP-NOTIFICATION-MIB: SNMP-PROXY-MIB)
RFC3414 (SNMP-USER-BASED-SM-MIB)

RFC3415 (SNMP-VIEW-BASED-ACM-MIB)

RFC3418 (SNMPv2 MIB)

RFC2465 (IPv6 MIB) 0O OO0

m 000000
USB/ExpressCard 00 000000000 ODOOOOSNPOODOODOOOOODOODODOODOODOODO
gboooboooboboboboooooboobooobooon

m WiMAXOO
WiMvAXO D OOOODOOoOOOoODOoORSSI/CINROSS/CUODDOOOOMBOOOOOODOOODOOO
wivixOOOoOoooooooooooooooooooooooooooo

O0ooooboboooboobo0ooo0bobooobobooboOoDbOoOndDCcs-NXR-PRODUCT-MIBE OO

goooooo

OWIMMXOOOOODONXR-155/C-wWO OO OD0OOUOOO0O0ODOOONKR-120000000000000O
oooobobooobo

ocOoobooooOoO
gussOoooooOoooobooooosswOoooobooooobooooooboooooooo
go0ooogb00OunknownOOOODOODO
OOoO000pooOoOoOoooOoOwiMaXODOOOoOOOoOoOOooood @p/down)DODOOOOODOO
gooussO000onooobooboonooobodnnotSupportd 0000 O000ODOODOOOOOOOODOO
OPPPOOOOOODOOODCOOOOD notAccessibleD OO ODODO

ocnogoooon
gussOOO0O0OODO0OOD0OODOODOO0OODOODLOOODODOODOO@Qp/down) DO ODDOODODODODODODOO
gobobooboooooboooboboobon
O00000oooOOobOooooowiMXOOoooooooooooooDbooODerrorbO0OOoDO
0dd0dwnOOODOOOOODOOCOOOOOOODOOO01I00DOOOODOOwWOOODOOO
gooo
OO0oO00O0OooO0oOoOooOOwiMAXOOOOODOOOODOOoOOoOOOOdown->up0 0000000
gooo 263
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SNMP mode

m  SNMP NAT

SNWP POUO O DOODOOO IPOODOODOONATODOOODOODOOONATODODOODOOODORRC29620 00

gosaSICOO0OOODOOOOpPUOO IPOOOODOOONATODODOOOOODODOOO1I00DO
gooooobogoog
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SNMP mode

O OO command

nxrl30#configure terminal

Enter configuration commands, one per line.

End with CNTL/Z.

nxr130(config)#snmp
nxr130(snmp-config)#

O security

goooood
goooooo
g 0O 0Od
oo oo
g No g

O syslocation
ogooooon
goooooo
oo o o0
0 No 0

O syscontact
ooooooo
ogoooood
oOd O oo
0 No 0

O sysname

ooooooo
ogoooood
OO 0O oOo
0 No 0

O sysdescr

ogooooood
goooooo
oo o o0
0 No 0
aad oo

SwWwPOOOOOO0O0ooooooooooooooooooo
security A.B_C.D/M]X:Xz:X:X/M COMMUNITY

no security

NetworkD O30 00000000000 OOO

no security (A.B.C.D/M|X:X::X:X/M)

sysLocationO0 0 O OO QOO
syslocation LOCATION

no syslocation

no syslocation

sysContact O 00O O OO
syscontact CONTACT

no syscontact

no syscontact

sysName O O OO QO QOO

sysname SYSNAME

no sysnamel] [=0 O O (ex. NXR-130)]
no sysname

sysbescrU 00000

sysdescr DESCRIBE

no sysdescr

no sysdescr

0000 ooooooo

ex. Century Systems NXR-130 Series ver 5.1.0 (build 50/15:44 22 04 2009)
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SNMP mode

O trap manager
gooobono SNMP O trap manager D 0 OO OO0
ooooooo
trap manager (A.B.C.D|X:X::X:X) (]trapcommunity) (]Jv1]v2)
trap manager (A.B.C.D|X:X::X:X) (]Jtrapcommunity) inform [](interval <10-1800>)|(retry <0-10>]
oo O 0Od no trap manager
O No 0  no trap manager (JA.B.C.D|X:X::X:X)
o0ooooo 3000o00gooooooooo
Community 00000 "community" O OO D000
pdu-type 00000 ViIODODOODOODO

O trap agent
goooood
OTRAPO DO ODOOO Agent Address0 O IPO00OOCO0OO0OOOOOOOOOODODOOOOODOOOO
00o0oO0oood  trap agent ip A.B.C.D
trap agent interface ethernet <0-2>

ogg 0O oOd no trap agent
O No O no trap agent
goooood
oo0doooDo0ooooooooooooooooooooooooIiPOD00o0oooooon
000oo0omwrdoodoooo0Dooooooo0oD00D0oo0doooOdoOdDOOoDoethernet0

— ethernetl - ethernet2.. 000000000 OOOO

O bind address
0000000 TRAPOOOOsourcedOOOOIPVMAOOODDOODODOOOOODOOOODOODOO
goooooad bind address A.B.C.D
bind address X:X::X:X
oo o oOd no bind address
a No a no bind address
oooooog
0000000000000 0ooU0o0DOdo0ooU0o0D000o00oOoDO0oDOO0oOOon source
oooo0oooooooogo
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syslog mode

O OO command

nxrl30#configure terminal

Enter configuration commands, one per line.

End with CNTL/Z.

nxr130(config)#syslog
nxr130(syslog-config)#

O 1local enable

goooooo
gooogooo
oo 0O 00
O No O

O Ilocal file
ogoooooo
ogoooooa
oo o oo
0 No a
oo oo

O server
goooooo

goboobogoo
O No O
g g

syslog OO0 O0OO0OOOO

local enable

local enable

no local enable0 (CODOOOOODOOO)

syslog OO0 DOOOOOOOO

local file (diskO:FILENAME|diskl:FILENAME)

no local file

no local file

filename D O disk0:0 00 00Odiskl:0 00000000000 O0ODOODOOOOO

syslogD O OO IPOOOOOOOFONODOODOOO

syslogD OO0 O0O5000000000000000

syslogD 000 000000000000 DO0O0OOOOO0O

server (A.B.C.D|X:X::X:X]FQDN) (|source A.B.C.D|X:X::X:X)

no server (A.B.C.D|X:X:z:X:X|FQDN) (= syslogU OO OO OODOODOO

OsysloggODOOODOOO0OO0ODOOOOOOOODOOOODOODOOeOIDOODOODOODDObOeOO
ooo0ooOoO0oO00D0syslog0OOO0O0O0DOOOOO0ODOOODOOOODOOOOODO

oob00oO0bO0obO0oooOoboboobobobooboDOoboobooboodsyslogDooonoooOoOg
goooobobogn

gooboobobooobooboobolecononbg

O mark
gooooog

Syslog markOD OO OO GOOO

OMarkOOOOOOoOO9minOOOOOOODOOOCOODOODODefaultd 20000000000
OOO0O0OmrkOOOODOOOOO

gooogooo
oo 0O 00
O No O
guo guo

mark <min:0-99>

mark 20
no mark (=mark 20)
mark O (markOOOOOOO)
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O priority

0opooooo  syslggDO00O0D0O0O0OD0ODOOOODOODOOODO
ooooooo priority (debug]info|notice)

oo o oo priority info

g No g no priority

oo o0 fecilityODODOOODODOOODOOOOO

O system

ooooooo

[0 System Message O 00 O O O O O Connection tracking O O Load Average OO0 O OO0 O0OO0OOO
000000O0ONXR-230/CO0 0000000000000 0Omark000O00OO0O0O0DOOODO
syslog0 0 OO0 O0OOOOOOO

0000000000000 0000 remote server000000000O0OOOOO

goooooo system mark : Output messages with mark
system hour > Output messages hourly

oo o og no system

g No g no system s SystemO OO 0OOO0OODOO

O suppress

ooooooo

OO0Omessage 0000000000 O0OODODOOOO0ODOOOOmessage 000000 O0OOO0O
0o0oo0oo0pDooOoooooooon

ooooooo suppress <10-3600>

oo o oo no suppress

O No O no suppress

ooooood

OSuppress0 0000 10-3600sec0 00000 OOOOOOOONO

Olast message 0 000 DOOOOOOOOOsuppress message0 000000000

ODefault O O Osuppressd 00000

O mail send

oooooao syslog 000000 OOD0OOOOO
OUSEROODOOODOODOODOO messaged syslogU O OO O0OOOODOODOOO E-mail address
millDOO0O000000OO0O00OO00DOOcLgoO leginDO00O000D0OO0OD0OODOOODOO0O0O
dooD0dOoOmailOO0D0DO0OO0D0OODOODOOODOOO
0000000000 oO0oDoOo0nogoneosecdd checkDOOOODOOOODOODOOONO mail
do00dodoDdoOmailO0ODOO0DOOOOOIPV/IPve0 000000 OOOOO

goooooo mail send enable

oo O oOd no mail send

O No O no mail send
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O mail to

ooooooo 0oooooboooooooooon
ogoooooo mail to RECEIVER

oo o oo no mail to

0 No 0 no mail to

O mail from

ooooooo 0oooooboooooooooon
ogoooooo mail from SENDER

oo o oo no mail from

0 No 0 no mail from

O mail subject

gooooog o0oOo0ooooooobog
gooooogo mail subject SUBJECT

oo O oo no mail subject

O No O no mail subject

O mail strings

ooooooo 0o000d0oooo0oooooooO0oooooooooooo
0oooood  mail strings <1-32> STRINGS

oo O 0Od no mail strings

od od ooooooooo3gooood

g No d no mail strings <1-32>

O mail server authentication

ooooooo 0000000000000 00000
ooooooo mail server authentication pop-before-smtp  POP before SMTP
mail server authentication smtp-auth-login  SMTP authentication (login)
mail server authentication smtp-auth-plain  SMTP authentication (plain)
O No O  no mail server authentication

O mail server address
ooooooo poP3O 00 0D000DOO0DOODO0O
goooooo mail server address A.B.C.D

mail server address FQDN

O mail server smtp
ooooooo sSswpOOOOOOOOOOOOOOOOOOOOOOO
ooooooo mail server smtp address A.B.C.D

mail server smtp address FQDN

mail server smtp port <1-65535>
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O mail server username
oo0oooog swiPOOdOO0OOCOOIKDODO0OODOOOOOODOOOO
0oooood  mail server username USERNAME password (|hidden) PASSWORD

O rotate

ooooooo

o DefaultO OO OOOsyslog message 0 0000 O0OO0ODO 8O ODOOODOOODO 40000000
0000000ooo0dooooOooolo00oooOoooooDooooo
od00O0O0O0O0ODOCOOsyslog rotateJ 0 0000O00COOODOOOO

ORotate0 OO O0OODOsyslogOD OO 00O ODOOOOOOODOOODOODO storage d O backup
O000o0O0ODOoU000OOoO000OODOO0O0OU0bDOO backupOOOOoOMm

OScheduleODO0OO0OO rotate0 0000000 0Orotate0 0000000 scheduleODOOOOO
O0o0o0o0ooooooooa

ODefaultOOOrotate0 0O OO0
ooooooo
rotate (diskO|diskl)
rotate (diskO|diskl) threshold logsize <kbytes:150-1000>
rotate (diskO|diskl) threshold files <files:1-10>

rotate (diskO|diskl) threshold logsize <kbytes:150-1000> files <files:1-10>
oo 0O OO no rotate

U No U no rotate
ood 00
guseoCoOOOOOusSB FlashOOOOOOUOOODOOOdiskoOOOOOOOUSBIOOOOODO USB
FlashOOOOODOOOOODODOdisklOOOODOOO
OSyslog rotate 000000000 (kbytes)D OO O OObackup fileOODOODOODOODOODO
O O backup filed O default O O O5(files)J 0O
000 Obackup OO0 syslog message 0 OgzipO0 OO OOO0OOO0O0OODOO0OODOOOOOO0O file
000000000 0OBackupO D OODODOD fileD0DODO0OODDOODOODOODO
backupO O OO O0O format : YYYYMMDD_HHMM.log.gz
20100 11020 19050000000 backupO OO OO O O 20101102_1950.10g-9z
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O auto-rotate
goooooo
Ofirmware updateD restart 00000000000 Osyslog0 000000 0ODOOODOODOOO
goooooo auto-rotate enable
oo o oOd auto-rotate enable
O No O no auto-rotate enable
oo oo

OsyslogDOO0OCOOO0ODOCOOODOCOCOOOODOOOOOOOOthresholdO logsizeOO OO
OO0O0OfilesOOOOOODODODO

ODefault 000000000000 00O0 rotate (disk0]diskl))D 0000000 OsyslogD 000
0ooooooooo

oooooooooogoobooooo
backupO OO O OO format : YYYYMMDD_HHMM_restart.log.gz
20100 11020 19050000000 backupO OO DO OO O 20101102_1950_restart.log.gz
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m 00000000
OOO0D0OOlIPvd ACLOIPVG ACLOSPIO DO OOODOOOOODOsyslog OOOOOODOOOOOO
O 000000O0O0OoOoooon

gooboobgobbobooboobooboobooboobooboobobboobooboon
OOoOooooOoobooooooObesOO)yoooDooooooooooooo

oooobooooooooooOoOobOOpackets/secO 000000000 OO0OO
gbogboboobobboobodoboooboooboobooboobboboobooboobobobo

goooobgoobgooboooboboobooobuoobobbooboobooboobon
gbooobboobooobgoboobbuooboobobooboobon

o SPIDOIDOODODO

0l0000bO0obo0oooobooboobooboooogODefaultdgoooonm

gwabooooogboooooooosiobooogbooooooboooobooobobooo
ogooobooboboobooboon

Ooooooodoip spi-filter log/Zipve spi-filter logO0 OO0 OO0 OOO0OOOOOO
e JOODODOO
0l00o0oodoolggooopoooloooon

oobobACcLOb0O0oboobooobooooboboooooboobooboboooLoooDo
oooboooboboooboboooo

O000000001p access-list/ipv6 access-list0 00000000 O0O0OO0O

e P2POLOONO

0l100000o0boooobooodOwinny/shared 00000100 bittorrentd 000500
go

m net-ratelimitd O

goobooooboobooboboboboobooboboboobooobooboboboboobo

boSODDoSUUO O etcU O UIDOOODOUODOOOOODOODOOOOODLOOOOOODODLOOODODO
gooobobooobobuooboobon

gs0fodoooooboooooobioobbobboboobooboom

Uo0oboobobobOoboooboobOo0obOdDsupress messagel 00O O0OOO0OoOoOO
ggobopoboobboboobgooboboooboo

Oip martian-log0 00000 0OO00OO
OL2TPv30 0 000 OO OO Error:Unknown session SESSION IDO O 0O 0O
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O OO command

nxrl30#configure terminal

Enter configuration commands, one per line.

End with CNTL/Z.

nxr130(config)#dhcp-server <1-64>
nxr130(dhcps-config)#

O network

ogoooooo
ooooooa
0 No 0
oo oo

O lease-time
ogoooooo
ooooooa
oo o oo
O No O

O gateway

gooooon
goooooo
oo o o0
0 No 0

O domain

goooooo
ogoooooaa
oo o oo
O No O

O dns-server
goooooo
goooood

oo 0O oo
g g
O No O

pHCPO OO UOUODOOOOODOOOODOOOODO

network A.B.C.D/M range <starting IP: E.F.G.H> <ending IP: 1.J.K.L>

no network A.B.C.D/M range <starting IP: E.F.G.H> <ending IP: 1.J.K.L>
001000000000 00000000OOnetwork0 0000000 O0OO

IPOO0O0O0ODDODODOO0O0OODOOOO
lease-time <default:1-4294967295> <max:1-4294967295>
lease-time 21600 43200

no lease-time : Unset DHCP lease time

DHCPO DD ODOOOOOOOODUOOOOOODOOOIwrOOoOooOooOooooo
gateway GATEWAY
no gateway

no gateway . Delete

DHCPO OO DODODOOOO0OODDODODOO0O0ODDODODOOO
domain DOMAIN
no domain

no domain > Unconfigure

DHCPO OO D OUOODOOOODNSOUODOODDOOODODODOOOO
dns-server <primary DNS: A.B.C.D>

dns-server <primary DNS: A.B.C.D> <secondary DNS: A.B.C.D>
no dns-server

20000000

no dns-server : Delete
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O netbios-server

goooooo
gooogooo

oo 0O 00
guo g
O No a

NetBIOSO OO D IPODOOOOODOODOO

netbios <primary NetBIOS: A.B.C.D>

netbios <primary NetBIOS: A.B.C.D> <secondary NetBIOS: A.B.C.D>
no netbios-server

20000000

no netbios-server( (= Delete)

O netbios-scope-id

goooooo
gooogooo
oo 0O 00
O No O

O sip-server
ggoboogd
goobooogo

oo 0O 0O0o
u No |
oo RN

NetBIOSO O OO IDODOOOOODOO
netbios-scope-id SCOPED-ID

no netbios-scope-id

no netbios-scope-id

DHCP clientO OO SIP server0 00O OO DOSIP server addressO0 0000000
sip-server A.B.C.D (JA.B.C.D)

sip-server FQDN (]FQDN)

no sip-server

no sip-server

IPvd addressO0 00 FQDNO OO 200 0000000000000

O RFC2131 compatibility broadcast bit

goboobogoo

ODHCP server0 0 OO RFC2131000000O0DOOOODOCOOODODOONODORFC21310 0 broadcast
bitd 1000 DHCP packetd O 0O OO OO MAC address O broadcast(FF:FF:FF:FF:FF:FF)O O 0O O
gooooooooooon

00000000000 O0000OObroadcast bitd OO O OO ODHCP packet D OO O O O unicast
frame(O O O destination IP address0 OO0 0O00OOOOOOOOOOO limited broadcast)d O

goooboo

OO000D0D0D0O0OdefaultDOOODO0O

goboobogoo
oo 0O 0O0o
u No g

rfc2131-compatibility broadcast-bit enable
rfc2131-compatibility broadcast-bit enable
no rfc2131-compatibility broadcast-bit enable
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dhcp-relay mode

DHCPv4OI OO OO

DHCPvAO OO DODOLANOOOOODOOO0O0D0O0O00D0O0O0O0ODHPOOOOOOPPPOODOODODO
00000000000000000000000000000000000000000000000
000000000000000000000000

0000000000 0Db00DO0D0OOpHecPOO O OO giaddrO DO OO ODODHCPODODODODO
OO00ooOooOoooImiv4a0O0OD0O0OOO0ODOODODHCPOOODOOgiaddr DD O0DOOOOODOODODOO
ooooboboooboboooobooooboboo

O 00 command

nxr130#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#dhcp-relay

nxr130(dhcpr-config)#

O address

ooooooo BOOTP Request 0 D D 0O OO O OOOOODHCPO OO O IPOOODOODOOODOODO
goooooo address A.B.C.D

oo o oOd no address

a No a no address A.B.C.D

ooooooo OODHCPOODOOO400D000DOO0ODODOODOO

O accept

ooooooo

ODHCPOODOUDOODODOUDODODOUODODODOUODOODODDOOONO BOOTP Request O DO ODODO
goooooooooooooooooooog

gOo0O00O00d  accept ethernet <0-2>

O No O no accept ethernet <0-2>

ooooooo

OO00O000O0OO0O0O0DOOO0DOO BOOTP RequestD OO OO DROPOO OO

OEthernet0 000000000000 DOOOO0DOOOODOOO00OODO0OOO EthernetD OO
godoOoooooooooooooooo

278



23

ipsec local policy mode



0O 230 ipsec local policy mode
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O OO0 command
nxr130(config)#ipsec local policy <policy:1-255>
nxrl130(config-ipsec-local)#

O address
ooooooo IPsec tunnel OO OO IPOOOODOOO
0000000  address ip
address ipv6 (JX:X::X:X)
o0 oo
OIpv6 OOODODOODOOOO
OO0COIPve D000 0000DO0DO0OO0O0O0000O0OODOOOOOOIPsec D000 O0O0O00O0OOO
OIPv6 OOODOOOODDOODO
OlPsec policy XX 000D OOO0O0OO0OO0ODODODOOOCOOIPVG OODOOOOOODODDOOOODODO
oooo

O self-identity
gogooooo goooimoooooog

gooooogd  self-identity fgdn FQDN (O = centurysys.co-jp)
self-identity user-fqdn USER@FQDN (O : user@centurysys.co-jp)
self-identity dn DN (Cooooooooono)
self-identity key KEY-ID (KEY IDODODOODODOMm

oo O OO no self-identity
O No 0  no self-identity
od Ood
ONOOUOOOoOoouoboooooooooooo
C=JP,ST=Tokyo,0=century,0U=dev,CN=nxrl.centurysys.co. jp,E=admin@centurysys.co.jp

O x509 certificate

Joooooo  X.h500000000000

ooooooo x509 certificate CERTIFICATE oooooooo
a No O no x509 certificate goooooood

280



O 230 ipsec local policy mode

ipsec local policy mode

s(00IIPO00OCDOOOCOOOCOOOOO

oOOowpO0DOOO00OOOODODOOOOO

IKEvl main0 000000000000 IDO0O0O0OO0Ophasel000000OOOCOODODOODOOOODO
OO0O0OoogpPsKODODDOODOOODIDODPSKOODOOODODDODDODOODOOOODDOODOOOOOO
O00OoPSKOODODOOODODOODOOOOOIPOOODDOOODOODO
0000000000000 oo00oooooo IPO0000O0O0O0OOO0OODOOOOresponderdd
OooooiioIiPO0000OOOPKOODODODODODODODOODODODODOOODODOOOOOo IPOOOOOOO
00000000o0oooooooo0o00oo0U000ooooooooooooooO
OAggressive 0 0000000

OMainD 0000000000000 0O0OOOOPSKOODOOO
O000000ooooopskKOOOOODOOOOODOODOODODODODODOOOooOoOOoOoOoOOM™
0000000000000 00PSK/ARSADDDODOOUODDOODODOD xawthOOOOOOOOOODODO
OIKv2000IDO000000 S6O00000000oooooooo P00oooooooooon
OO00OPSKOODOODOPSKODOODODOODODOOODOD

oOOwpO0OOOO0ODOOOOPSKOODOOODOO
obooogIwooooooboobooroobooopPsKOooobobobooooomwroooog
goooobompooboooobobobooboo

OO0O00o0oO0OompoOoooooOoogooo  mpgooognaggressive0 00 0O0OO0O0O0O0OOO
gobooobooboobooboobobooboobooboboo
obooobooooooooooomwooooooo pobobooooooooowrooonDgpPsKd
gooooboobooomoipPOoboooopPsKODOooboIPoobooboooooobooo
goom
gobooobobooooboooooIiPooboooopNsOooboobooopsSKooooooboooo
goo
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ipsec isakmp policy mode

O OO0 command

nxr130#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#ipsec isakmp policy <policy:1-65535>
nxrl130(config-ipsec-isakmp)#

O description

goooood ISAKMP policyO0 O OO OOOOOO
goooooo description DESCRIPTION

g No g no description

O version

goooooo IKEDOOODOOOKEVI/IKEV2) DO O OO 4O OO

goooooo version (1]2)

oo o do version 1

oo oo

OlIPsec ISAKMP policy D0 O DOO0ODOOOOOOOCKEVIO IKEV2OOOODOOOOOOOODOO
0)o

m IKEOOOOOOOO

O IKEvl

OO0OOOresponder 00000000000 O0OOOOOODOMNItIator 0000000000 0O0OO
transform playload D0 00000000000 OOO0OOODOODOOOOODOOO
o0o00oodooooO0U0bDOoOo0U0opDUOOoDoO00OoDOOUbOoDoOUOUOooOoODESOOODOOO
g0o00obO0o0ooO0oboo0ooO0ob0ooOoooOOoboUooDESOObDODOOODbDObObOODODbDOOO

O IKEv2

O000O0O v responder0 000000000 transformO0 000000000 hashOODOOOODODOO
oooooooooooooogo

O hash

ooooooo 0000000000000 0000
ooooood hash (md5]shal|sha256]sha384|sha512)
oo O OO hash shal

O encryption

ooooooo 0000000000 ooooon
goooooo encryption (aesl28]aesl192]aes256|des]|3des)
OO0 0O OO  encryption aesl28

O group

gooobogon DHI Diffie-HelmanO group0 0 OO0 OO
gooooog  group (1]12]5]114]15]116]17)

oo 0O OO group 2
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O lifetime
ooooooo
ISAKMP SAD 000000 (Hard timern)D 0000000 DOOOO0ODODOOSAOODODODOOO
ooooooo lifetime <121-86400>
oo O OO lifetime 10800 (=3 hours)
O No 0 no lifetime (=lifetime 10800)

0O isakmp-mode
0000000 PhaselJDO0OO0O0OD0OOOOODOOOOODOOO
goooood isakmp-mode (main]aggressive)

0 authentication pre-share
oO0oopoo  psKODOOOOODOODOO
0000000  authentication pre-share KEY

0O authentication rsa-sig
00oOopooo  RSAODDOOODOODOO
0000000  authentication rsa-sig
authentication rsa-sig KEY
od od
000000 Oversion0 0000 IKev20OOO0OOO0OOraw RSA keyO OO OOOOOOO
ipsec isakmp policy 1
version 2
authentication rsa-sig AAAAAAAAAAAAAAAAAA

O xauth

0000000 xathOOQOOOOO

OO0O0O0DoOO0  xauth mode client USERID
xauth mode server

O No O  no xauth

RN RN USERID O O ipsec xauth(global mode 0 O)O0 OO OO username 000 0O0D0OOO
userid [0 password [0 O ipsec xauth(global moded0 O)O0 0O OO O OO
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m authentication local/remote (IKEV200O)
o local
ooooooo IKE2O00OOODO0ooooooooooooooo
ooooooo authentication local pre-share WORD
authentication local rsa-sig
authentication local eap-md5

o remote
ooooooo IKEv20 OOOoooooooooooooogoo
0000000  authentication remote pre-share (JWORD)
authentication remote rsa-sig
authentication remote eap-md5
authentication remote eap-radius
authentication remote eap-mschapv2[]
O No O  no authentication remote
ood 0od
Oikev200O0O0O0OO0000OCO00O0OOOO00OOO00bOOO00OOOOODOOOOUoDOOOo
ooooo
00 authentication local eap-md5
authentication remote rsa-sig
00 authentication local rsa-sig
authentication remote eap-md5
Opre-share0 000 1: 10100000
00O authentication remote pre-share WORD
authentication local pre-share WORD
00O authentication remote pre-share WORD
authentication local pre-share WORD
Opre-share0 000 2: 10000@OO0OOIPOOODO)Y)YDOO
000 ipsec pre-share identity fgdn NXR1 password WORD1
ipsec pre-share identity fgdn NXR2 password WORD2
1
ipsec isakmp policy 1
authentication remote pre-share
authentication local pre-share WORD
remote address ip any
oooooooog
!
00O lauthentication remote pre-share WORD
authentication local pre-share WORD1
0 O 2authentication remote pre-share WORD
authentication local pre-share WORD2
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<0OOo0obooo»>

m authentication local/remote (O O)
o0 oo
Orsa-sigd 000 [X.5090 0 (00O )O EAP-MD5(O O]
oo
ipsec x509 enable
ipsec x509 ca-certificate NXR_CA
ipsec x509 certificate NXR_CERT
ipsec x509 private-key PRIV_KEY key
ipsec x509 private-key PRIV_KEY password PASSPHRASE
ipsec x509 crl NXR_CRL
ipsec eap identity string MYID password PASSWORD
1
ipsec local policy 1
address ip
x509 certificate NXR_CERT
oooooooo
!
ipsec isakmp policy 1
version 2
authentication remote eap-md5
authentication local rsa-sig

goooooog
!

ooo
ipsec x509 ca-certificate NXR_CA
ipsec eap identity string MYID password PASSWORD
1
ipsec isakmp policy 1
version 2
authentication remote rsa-sig
authentication local eap-md5
eap-identity MYID
remote identity dn
C=JP,ST=Tokyo,O=century,0U=dev,CN=nxrl.centurysys.co. jp,E=admin@centurysys.co.jp
oooooooo
1

<0OOooobooo-»>
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® authentication local/remote (O 0O)

ipsec eap identity string MYID password PASSWORD
!
ipsec isakmp policy 1
authentication local eap-md5
eap-identity MYID
ocooooooo
!

0o oo

Deap-nd5 000 O
0o
0o

ipsec eap identity string MYID password PASSWORD
!

ipsec isakmp policy 1

authentication remote eap-md5

goooooog
!

Oeap-radiusO0 OO0

go

go

ipsec eap radius A.B.C.D password SECRET
1
ipsec isakmp policy 1
authentication remote eap-radius
oooooooo
!
ipsec eap identity string MYID password PASSWORD
1
ipsec isakmp policy 1
authentication local eap-md5
eap-identity MYID
ocooooooo
1
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O reauthentication (IKEv2O 0O)

oooooog

OIKEv2O OOrekeyO OO O OO0 reauthOO OO rekeyd D000 ODO0DOOOOODOOO
ogoooooad reauthentication enable

oo o oo reauthentication enable

O No O no reauthentication enable

oooooog

ODefaultO0 0 ODreauthO OO OO0 reauthd O OIKE SAO rekeyd 0 CHILD SAOD D OO ODOOODO
OQ0reauthO OO OO0OOO0DOOrekeyO OO0 O OOO

00000000 0Do0oo0d0reauth 0000000000 O0OODOOODOOSecurity Gateway

ONXROOOOOOOOOOO) ODOOOODODOUOODOOOoOOoDoOOOO rekeyODOOOODO
gooooogo
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O keepalive
ooooooo IPsec keepalive(DPD:RFC3706)0 000000
ooooood keepalive periodic (]Jclear|hold]restart)
keepalive <interval:10-3600> <retry:0-60> periodic (|clear|hold]restart)
o0 o oOd keepalive 30 3 periodic restart
O No O no keepalive
ooooo 1o
ODPD [0 O SG(Security Gateway)d down D SGO O IP reachabilityD O OO IKE SADOODODOODODO
gOoOoDoooogbpbdOlIPsec SADCOOOODOOOOODOOOOODOO
OkeepaliveO OO OOOSCOO IPsec0 00000000 DODOOODPDOOODOODOOOODOO
Ono keepaliveO O OO OOODPDOOODOCOOOODOOCOOOOODOOOOScOOODPDOOOOOO
oooooo
Okeepalive 10 3 periodicO0 00000001000 0000400R-U-THEREODDOOOODOOO
O0OR-U-THERE-ACKOD O 0D OOD 1000000 000D0ODO0OO00ODODOO0OOO
ooooo 20
OpPDOOOO0OODOOODODO DO IKE/IPsec(CHILD) SAD DO O IPsec policyD OO DO0OOODODOOO
gooopoOOO0OD0OOODOODOONO (clear, hold, restart)D 000000
o clear
SADCOOpolicyDOOO0OOOODOOOOODOOOO
o hold
SADCOOOOOpolicyCOOOOOOOOOOpolicylO0DOOOOODOOOODDOOO IKE
phaselO version2O 0 OODOIKE SA INITOOODOOOODOOOODOOOOOODODOO ipsec
tunnel policy O O negotiation-mode=responder J OO0 0000000 OIKEDOOODOOODOO
oooo
o restart
SAODO O policyD O OO0 O IKE phaselO version20 0 OODOIKE SA NITOOOOOOOOOO
O O ipsec tunnel policy [0 O negotiation-mode=responder 00 0000000 OOIKEODOO
oooooooogod
oooooso
gpPDOOOD0OOODO IKEO Obackup policyOODOODOODODOOOObackup policyDODOODOOODO
OO00D0C0OOObackup policyJOOOO0OOOOOOObackupODOOOODOOOOMmM
Obackup policyD 00000000 ODOOODO backup policy O negotiation-mode [ responder O O
goooodooooooooooooo

O backup policy

oooogooo IPsec isakmp O backup policyOD OO O OOO
0000000  backup policy <1-65535>

oo 0O OO0 no backup policy

O No 0  no backup policy

0000000  backup policyOOISAKMPO OO OODOOO
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O rekey
ooooood
O Rekey O soft timer O OmarginO increased-ratio0 0000000000
OMarginO O lifetimeO OO O0O0O0OO0OO rekeyO OOOODOOOOOOODOOO
Oincreased-ratio0 0 Omargin0 00000000000 %O00OO0O00O0O
ooooooo rekey margin <30-360> (increased-ratio <0-100>])
oo O oo no rekey margin
ooooood
J000DbO000ODsSeft timer0 0000000000 DODOODOODOOO0OO Soft timer0O00ODO
good
minimum soft timer = lifetime - margin
maximum soft timer = lifetime - (margin + margin x increased-ratio/100)
OdefaultO O Omargin 0 270sec increased-ratio ] 100000000 00O lifetimed O 2700
540sec0 0000000 0ODOOOOODOODODOONOResponder 000 Osoft timerd Omargin/20 0O
000000000000 D0OOi nitiator000 rekey0 0000000 ODODODO
Oincreased-ratio0 00 00000 soft timer 000000000 O0O0OO0ODODOOOOODOOODOO
00o0oobooboobpooooooooobooo
Onegotiation-mode 0 responder DO O OO OOOOOO rekeyOOOOOOODO

O remote address
ooooooo OO0 I/IPv6OOODOOOORDNOOODOOD
gooooogo remote address ip (A.B.C.D]any]|FQDN)

remote address ipv6 (X:X::X:X]any|FQDN)

O remote identity
oooooood ogooimwooooooo

goooooo remote identity fqdn FQDN (O : centurysys.co.jp)
remote identity user-fgdn USER@FQDN (O - user@centurysys.co-jp)
remote identity dn DN (oooooooooo)
remote identity key KEY-ID (KEY IDOODOOODOMM

oo O oo no remote identity
g No g no remote identity
od od
Opeer identityCOOOOOIP/IPv6OOOOO IDODOOOOODOOO
goNOOoOoooooooooobbooo
0 C=JP,ST=Tokyo,O=century,0U=dev,CN=nxrl.centurysys.co.jp,E=admin@centurysys.co. jp
gonNOOoOOoooOooooooorRNODO™O0D0D0OOOO0ODOOOODO
0 C=JP,ST=Tokyo,CN=*
00O 0 0C=JP,ST=Tokyo,CN=*_centurysys.co.jp0 0000000 *0000000000OOOO
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m FQDNOOOScOOO wrOO0O0O
oooosecoboowpbooooomwroboooboooobooorNODODOOO
OIKEViO0OOOODoooogIKew20oooooom

odO0O0O initiator0 00O 0O

OOoOoobDOoOorNODOOOODOODNSOOOOOOoooooooooDpPooobooogo IKedDO
oooooobod

oO00ODO0O responder0 00 00O

mainO0 000 PSKOOOOODOODOremote address ip any0 0000400
Omin00O0O0PSKOOODOOIPOOODODPKOODODOODOODOODODOOOOODOFRONODODOO
oooopskoOoOoDOOOOODOOOODOOOOOO

Omaind0000OPSKOOODOOO responder0 0000
remote address ipany OO0OO0O0O0OOODO

remote address ip FQDN O O0OO0O0OOOOCODOO
OFONO anyOODOOPSKOODDODOOODDOOOODOO

OAggressive0 00O main0000 X.509000000000000O0main00O0O0OPSKOODOO ini-
tiator OO0 O00OOOOOORNOOOOOOOOOOOOO
obooboooboooboobboobobobobobobOsoaurce000oobonoooobOoobOn
ooooorNOOODOOOOODODOO
ooooboooboobobboobooboobooboobobobobobDoobooboobooodm

O FNOOOOO ID

ooooooborNODOOOODOOOOooobOowooooo ibbobboooboon
goompwoooboobooooooobgoobon

OFNOOOOOOO
OMainOOOOPSKOOOOOOOORONDOOOODODOOOOODOODOOODOODODOODODOOUODOO
pSKODODOOOOODOOOODOOOOOOOresponder0 00000
OMainOOOODOOPSKOOODOOOOODOOO IDOOODOOOOODIPODODOOODOOOOODOOO
00000 RDNODOOODOODOODOOOIKEOODOOO sourcedOOOOPKOOODOOOOODOO
gooopskOOODOOOOODODOOOO
O0o00booobodOmin000D0O0O0O0ODOO0ODOOORNODODODOOanyODODOOODOODO
Omin000O0OO0O0ORDNOOOOODOMnitiatord00000000C0O0ODOOOO
000000000000 b0o0bDO0bO0b0O0OOminD000D0O0O0OO0O0ODO0ODOaggressived 00O
X500 0000000D0000

291



O 240 ipsec isakmp policy mode

ipsec isakmp policy mode

O local policy
ooooooo 0000000000000 0ooooo
gooooboo local policy <1-255>

O local policy (change action)
gooooood
O IPsec isakmp O O OO 0O local policy O trackO O (up/down)D 000 DactionD OO0 ODOOODO
od
00000000000 00000100 IPsecO00O0 main/backup0 0000000000000
gooooood
local policy <policy:1-255> netevent <trackid:1-255> change <local_policy:1-255>
local policy <policy:1-255> netevent <trackid:2048-4095> change <local_policy:1-255>
ood 00
OpsSKOOOODOOOOODDOOOO local policy IDOOOOO local policyd IDOODODO IDO
0000000000000 00DbO0b0O0OOd change actionOO00OO0O0O0OOOlocal policy 10
local policy 20 self-identity0 00 IDOOOODOOO0O
1
ipsec isakmp policy 1
local policy 1 netevent 1 change 2
!
ipsec local policy 1
self-identity fqdn myidd OO ID
!
ipsec local policy 2
self-identity fqdn myidd OO ID
!
OactionOOOODO0O : track objectUO OO downO OO actionD OO ODOOODO
OactionOD O OO0OD0: neteventOD OO 000000000 0OO0ODOCOOActionDO0O0DOOOOODO
ooooooogoogo

O eap-identity

goooooo EAPOODOODOOOIOODOODOOO

goooooo eap-identity (WORD]any)

0 No O no eap-identity

od g 0000 Oauthentication local/remote0 0000 O00DOONO

O netevent
goooooo 00000000 OIKEDODO IPsecO00D000D0ODODOODOODOODODO
goooooo netevent <trackid:1-255> (connect|disconnect]|reconnect)
netevent <trackid:2048-4095> (connect|disconnect]reconnect)
g No g no netevent
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O initial-contact-ignore

ooooogoo initial-contact-ignore 0 enable OO OO INITIAL_ CONTACT O DO OOODO
00o0sADOOO0ODoOoOooo

ooooogoo initial-contact-ignore enable

O No 0 no initial-contact-ignore enable

m Mode-config
OOOOVPN client 00 0000000000000 0O0O00O0OOOOOOmode-config 0000
O0O0O0D0IKEVI/IKEV2 0000000000000

O client configuration mode

goooooad

Omode-config 00 D000 O0OO0O0OOODODOOODOOOOOOOOOInitiate/respond OOOOOO0O
oooooon client configuration mode (initiate]respond)

oo o od client configuration mode respond
O No 0  no client configuration mode
ooooooo

Oinitiate 000000000 ODOODOODOOOOOOOOO

Orespond O OOODOOCO0OOOO0ODOOOODOOOODOOOVPN client OO0O0OO0OOOOOOOO
gooom

OIKEv2 OO0OOmode OOODOOOODOOO respond00O0OOODOO

O client configuration address-pool

googoogn mode-config O 0O O OO address-pool OO OOOO0O

ooooooon client configuration address-pool local WORD

O No 0 no client configuration address-pool

ooooooon address-pool [0 O ipsec local pool OO OOOglobal modeD OO OO OOOO
O0OOO0O0OO0OO0OOmode-config DO ODOOOOODO
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ipsec tunnel policy mode

O 00 command

nxr130#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#ipsec tunnel policy <policy:1-65535>
nxrl130(config-ipsec-tunnel)#

O description

goooooo IPsec tunnel policyOO DO OD0OODOOOO
0000000  description DESCRIPTION
g No O no description DESCRIPTION

O set transform

googoogon

transformC OO0 Q0000

ooooooo
set transform (esp-3des|esp-des|esp-aesl28|esp-aesl92|esp-aes256|esp-null)
(esp-shal-hmac|esp-md5-hmac|esp-sha256-hmac|esp-sha384-hmac|esp-sha512-hmac|)
00 0O OO0  set transform esp-aesl28 esp-shal-hmac
0000000 HASHOOODOOOOODOESPODOOOODODOOOODOO
0000000000000 Oreplay0 0 windowO O OOOOOOOOO
esp-null 0000000000000 DOOO00ODODOO0OOO

O set pfs
0opooooo  pPrsOO0OCOOOO
ooooooo set pfs (Jgroupl]group2|group5|phasel]groupl4d|groupl5]groupl6]groupl?)
00 0O OO0  set pfs phasel
OIKEviOOOOphaselOOODH group 00O DOOODO
OIKEv2O0O0D0O0OPFSODODOO0ODOODO@ODOO)O
g No O no set pfs (= PFSO0O)

O set anti-replay-check

oooooogd  replay00windowd OOODO /000000000
ooooooo set anti-replay-check

OO0 0O OO0  set anti-replay-check

O No O no set anti-replay-check

O set key-exchange

0000000 DOODOISAKMP OOOO0OO0OOOOoOooo
0000000 set key-exchange isakmp <1-65535>
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O set protocol-mode

ooooood

000000 OtwnnelO000 transport 0 0000000000000 ODOOO0O
Oipve OO OOOIPYEe LLAOODO OO IPsec tunnel/tranport modeD OO0 OO O0OOO0OODOO0O
0000000000000 0000 IPv4 over 1Pv40 IPv4 over IPv6O IPv6 over IPv6l IPv6 over
IPva0 00

gooooogo set protocol-mode (tunnel|tranport)

oo o oo set protocol-mode tunnel

ooooood

O Transport O 0O O O NAT-Traversal O 0 O

NATOOO Transport 00 0000000000 O0OD0O0O0OOOOODOOOOODODOOOOODOOOO
0ooooooboooo

oooooood

NATOOO Transport 0 00 0000000000000 0O0OODOOOOOOONATODOODODODO
doooooooooooood

gTcP/uDPO 00 O0O0O

TCR/UDPO OO ODOOODOODODOODOODODOOOOOIODOODOOOOODODOOODODO
OJ00ESPODOOODODOODOODOOOODOONATOOODOODOOODOODOODOOODOODOOD
00o0dooooodoooooooooooooooooooooooooDooooooooooo
J0o00o0obo0oo0ob0oooDoooooboo0ooO0obO00o0O0obo0ooO0oDbOO00ODOoDOoDO
00o0doooooooDdooodooooooooooooooooobDoooooooooooo

OO0OTransport0 OO0 NAT-Traversal D OO0 O 0000 OOESPOOOOODOOOODOO
goooooogn
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O set key-exchange (change action)
ooooooo
O IPsec tunnel 0O 0O 00O isakmp policy O track O O (up/down)0 O OO DactionO OO0 O0OO
00000o0o0o0o0oooooooi100 IpsecO0dO0O main/backup0 000 00O00OOCODOODOO
ooooooo
set key-exchange isakmp <1-65535> netevent <trackid:1-255> change isakmp <1-65535>
set key-exchange isakmp <1-65535> netevent <trackid:2048-4095> change isakmp <1-65535>
od od
Oactiond0 O O0O0OO: track objectO O OO downO OO actionOD OO0 O OO0OO
OactionDO00OO0O0O: netevent0 00000000000 OO0OOOOOActiondOOOOOOOO
oooooooooo

O set sa lifetime
ogoooooo
IPsec SADOODOOOOHard Timer)DOOODOOOOOODOOODOODODOSAOODOOODOOO
ogoooooad set sa lifetime <121-86400>
oo o oo set sa lifetime 3600
O No O no set sa lifetime (= set as lifetime 3600)

O negotiation-mode
ooooood IPsec policyO 000000000 O0ODOOOOOOOO
ooooooo negotiation-mode (auto]on-demand]manual|responder)
auto IPsec serviceO OO O negotiationO0 OO0 OO0 OOIKev2000000000OO
TS(OO000000000)YOoOooDOooooooooooOoodeosecOdOd
initiateD 00O O0OOODO
manual IPsec service 0 OO negotiationD OO OO0 wnnelODOOO0O0OODOODOOO
Backup policyO OO OGO O OOO
on-demand IPsec serviceOJ O OO routeO0 OO OO0OODOOO
responder [IPsec serviceOOOOOOOOmanual 00000 OO0 OOOO responder 0000
000000000000 O@ekeyOO0)ODODOOO initiated 00000000
00
OO O OO0 negotiation-mode auto
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O clone
goooooo

000 IPsec tunnel policyd OO policyd OO ipsec tunnel policyD OO OOOO

00000Omain/backup00000000O0OIPsecO0D0000O0OO0O0O main/backup0 000
policy00 00000000 DDOOOOODOOOODOOO

Oroute based IPsec0 00100 tunnel interfaced main/backup0 000 000000000OO0O
OO000000O0Omain/backup0 0000 tunnelD 000000 staticO nat/filter OO DO O0ODO
oooooOoOoOoooooOoOooooOoobooooooo

goooooo
U No U
gooobon

O shutdown

ogoooooo
oooooon
0 No 0

0 set route

goooooo
googoogon
g No O

O set priority

gooooogo
goooooo
gbo 0o OO
O No O

clone <1-65535>

no clone

0000000000 copyD0O0O0DODO@MUDODOOODODOOYODO
O tunnel number

Opriority

Odescription

O negotiation-mode

0 shutdown

0 key-exchange

IPsecO 00000000 DODOOOOODO
shutdown
no shutdown

Destination PrefixO O O0O0OOO0O0OO0OOODOOOOOO
set route

no set route (= Disable)

goooopoooooooooooooo
set priority <1-255>

set priority 1

no set priority (0 O0O)
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m match

o address

ooooooo IPsec tunnel DO OO0 IPsec ACLOODODOODODO

ooooooo match address IPSEC-ACL-NAME (|nat-traversal)

goooooo IPsec ACL O O global mode O ipsec access-list0 0000000000

o protocol
goooboon smartphone 0 L2TPoverlPsec0 O 00O ODOOODOODOO
match addressO0 000000000
ooooooo match protocol 12tp-smartphone (|nat-traversal)
goooood
O L2TP over IPsec (I2tp smartphone mode)
smartphone 0 0 00 L2TPv2 over IPsec0 000000000000 DOOOOODOODOOODOOODO
ooooooooooon

O IPsec00000O0DODOOO
IPsecO00000D0OCO0OOOOO0ODOOOOODOOOOO

O protocol-mode - transport

Onegotiation-mode - responder

OlIPsec selector - DOOD0O0O0OO0ODOOOOOOONAT-Traversal OO OOONATOOODOO
godoOopoooooooooooo

1D Payload NXRO smartphonel
IPva0 00O host host
goooo UbP UDP
gogoogd 1701 any(DOOO0OoOoOooooono)
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O OO command

UPnP mode

UPnP mode

nxrl30#configure terminal

Enter configuration commands, one per line.

End with CNTL/Z.

nxr130(config)#upnp
nxr130(upnp-config)#

m UPnP

o service
ooooooon
ooooooo

oo0ooooooooo
service enable

o external interface

goooboo

goooooon

wWwWwoOooooopoooooooo

INTERFACE O ethernet, vlan, ppp, bridge0 000000 OO0OO0OO
external interface ethernet <0-2> (Jvid <1-4094>)

external interface ppp <0-4>

external interface bridge <0-4095>

o external port-reserve

goooooog

gooooon
gooONDO OO

OOWAN OO00000000000o0o0ooooooooooooooooooon
OO0000O00OuUPPO0O0DDOOO0OOOOODOOOOOOOOOOD
O00oO0oooooTep/UDP DO O OODO0OOOOOOO0OOD0DODODO0O0O 64 O
oooooooooooooo

external port-reserve <1-65535> (]|<1-65535>)

no external port-reserve <1-65535> (]<1-65535>)

o external well-known

gooooon
goooooon
gooONoeO OO

o listen

goooooon
goooogoo
O00ONeO OO
goooood

o timeout

goooood
ooooooo
ooooood

well-known port(1-1023)0 0 UPnPO O OO OOOOOOOO
external well-known port enable
no external well-known port enable

LANODODODOODOUPPODOODODO listenOO IPOO0OODOODOOOOO
listen ip A.B.C.D/M

no listen ip A.B.C.D/M

0020000000

PO 00000 ODOODOODOOOOODOODODOO
timeout <sec:60-21474836>
no timeout (= timout 600)
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QoS (class-policy) mode

m QoS
0000000000000 000000 queuing0 0000 O0O0OOOOpacket coloringd O O0O0
OO0 egress interface0 000000000 OODOOO

1. PFIFO(Packet FIFO)

OPFIFO OO0O0O0O0ODODOOODOODOOO0OO0O0O00O0OOOOOOOOOOOOOODOOOOOO0OOo
0o000ooo00oooo0ooDooo0oD@mooooooooooooooDooooooooooo
O00000O0O0OFirst_In First Out 00000 OOOOOOPFIFO 00000000000 0OO0O
00000000000000000O00

000000000 default queuingD OO OPFIFO FASTO O OO OO OOOIPOOOO ToSOO OO
00000000000 000300quened 00000000000 Oqueued0000O00ODODOO
O000OO0O0OO0OPFIFO_FASTO O DO ODOOODOOODOOODOOOOOOOOO

2. TBF(Token Bucket Filtering)

Token Bucket FilteringO O OO OO0OODOOOOOshaping0 000000 0OODOOOOODOOO
bucketO O tokenO OO OOOO tokenD OO OOOOOOOCOOTokenODOOOOODOODOOOODO
ooooo

Classless queuingD 0 0000000000000 classO0 000000000 DOOOOODOODOO
000000 classO000 shapingOD OO0 O0OO0OOOHBO PQODO OO class full queuing OO
000000000000 0000D00ORTBOO shapingO OO0 OO00O0O0O classO TBFOODO O OO
CPUO 0000000000000 000000000000000HTBO000N0N0NONOONOnoooong

ooooooo0oooOoOoOooooodOobOOoOoOoUOoOoOoUUoOoOooUO0oDoOoOoOoDoOoUOoo
0000 shaping 00000000 O0ODOOOFRCS OIFGOPADOODDOOOODODOODOODOOO
OO00000DOC0OOOshaping rate 0 O0OOOO0OD0OOCOOODOCEthernet00000000DOOOO
O0000O0OFCS OIFGHPA DOODODDDOOO0OODOODDOOOOdrop OOODODODOOODODOO
0000000000000 OEthernet000000C0O0OOCOOOOOshapingDOO0OODOCOOO
ifg(inter-frame-gap OO 0O 0 00O 12byte O 0O O )0 fes(4byte)d pa(preamble:8byte) D 0 000 OO
O J00oodO00ooo00OoOo0o0ooo00ooo0oooooooooooooOdrop OODO
0000000000 0O0DefaultOOOIFGOPADORCS 0D ODOODOOODOODOODOODO interface
mode 0 ifg-pa-fcsO O OO OO OO0 MM

3. SFQ (Stochastic Fair Queuing)

00000000000000 queuingDO0O0OOFIowDODOODOOODOODOOOOODODOO bucketO
00000000000 0OsSQUDbO 12700000 queuedO0O0ODO0O (active)D O OO bucketd OO O
queute 0 00O O0OODOO

Flow O O IP source/destination addressOprotocol 00000000000 PvAODO)DOOOOSK
queue0 000 1270 0000000000000 D 110240 0000000000000D00000OO
oo
00000000oo0o00oDo000ooo00oooooooDoooOo@UuoooD flowd0DoOOO
OO000O0OO00O0DOoOoOoOo)ooDoOOinteractivelOOOOODOOOOODOCOODOOOODOO
ooooooooooo
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4. PQ (Priority Queuing)

High/medium/normal/lowd 40 0 classO queuveD OO0 OO0

High priorityd queue 000000000 OO Omedium/normal/lowd queue 00000000000
oooooooogood

ClassO0 0 400 0)d0classO 00000 traffic000000000DOOOOODOODODO classO
default queuingO OO OPFIFODO OO

5. HTB
ClassOOOOOOCOCOOOOOOOOOOOOOOOOOODOODOOOOOOOOOOOOOOOO
oooooooooo
00000000000000D0D0O0ODOD0O0ODODOD0ODODOO0ODODOODODOOODOOODOOO0OO0O0OO0O0On
oooooooooo

O class 0 default queuing O OPFIFOO OO O 0O O default class O default queuing0 OSFQO O O

51ceilO0O0O00OOO
HTBOODceilOOODODOOOODOOcclassOOOOO0ODOOODOODOODOOOODOODOODOODOO
UO00Orate0 000 rate0D 00000000 O0ODOO
OO00000OclassDO0O0OO0OO0O0OO0ODOODO@ODODOD)YODODODDODODODOODODODODOOO
oo

00000000 Oclass priority0000000OquantumO0 0000000000 OOOOOOprior-
ityJO00OODOODO0OO0OO0OOCclassOO0OD0ODO0OOO0OOODOODOOOquantumd O OclassO O
OO0O00O0Crated 0000000 DOOOO0OODOOODOOODOOOODOOODOOOO

quantum = (rate * 1000/8)/r2q

O r2g00rate0 quantumO0 000000000000 Odefault0O 010000
QuantumO O OO OO15000 6000000000000 r2q0 10000 O rated 120kbps 0 4.8Mbps 0 O O
OO0O0O0Orate0 00000000 0OOCOOOODOOCOOOODOCTrated 120kbpsC OO O 120kbps O O
OO00O04.8Mbps0 000 4.8Mbps 0000000000 OCO0OODODOOOO
O000O0OclassO00 rate0 000 r2q0000000000000O0O0O0DOO0O class rated
0o000oo0ooo0d0oOooo0o0ooopOdoooooooooooon
O00OclassO000 rated 40Mbps 0 00 00 O 0O O40Mbps O quantum 0 O 0 O (60000) 0 00000
rq0000000000000000000O rate0D 000000 minimum rate O

r2q = (40000*1000/8)/60000

min rate = 1500 * 8 /1000 * r2q = 1500 * 40000/60000 = 1000 kbps = 1.0 Mbps
cooooo

5200000000000
HBOOODOODOOODODOODOODODODODO0OO0DOD00D00000000D000D00000d0ceilOn
D000O0OOceilDO0OOOceilUDODO0OOODOOOODOODOO

burst = bandwidth/HZ +1600

cburst = ceil/HZ + 1600

O NXR-1200 OO NXR-1250 00 0HZO 2500 000000000 0O0OOMM

O bandwidth/ceil D00 00000000000t rate)J 0000000 (byte rate)0 000

ooooo
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5.3 class priority0 [

HTBO OO ODOO classO priority0 00000000000 Opriorityd 000 classOODOODO
OO0O00ooOoO00OoooO0oooooovelPOOO0ODOCOOOODOOOODODOOOO D classOOO
OOpriority0000000O0ODOOO

priority0 010 7000000000C000OO0OO0O00OOO0O0OOODOO4000D00000O
OO0 0Opriorityd leaf classOO0 000000 OO class(parent class)D OO0 0O priorityd 0000
OO

6. Packet Coloring

0000000000000 0000O0MARKO(NXROOODODOOO)O ToSOODOODODODOOOToSO
MARKOOOOODOOOOODOOOOODOPacket coloringD OO0 O0O0OOOQSOOOOOOOOOO
oood

OO0O0000C0O000D0OCOMARKO ToSOOOOOOOroute-map0 00000 OOOODO DO Packet
coloringd OO 0O OO NATO packet filteringD OO OOO0OOO0OODOOOOOO Packet Travelingd O
cooooooo

7. 0OclassO00OOO0OOOOOOOODOOO

PQO HTBO OO O classfull O queuingD OO0 OD0O0OO0OOOclassO0O0O0O0OOO0ODOOOOODOOO
OO0OOMARKO O ToSO /Precedence 0 (HTBO O )OO OODOODOOODOOOOOOO

MARKO OONXRO OODOOODOODODO Packet coloringD 000 OO0 OOOOODOOODOOO
PQOOclassOO00OO0O0O0OOMARKOOOO1OO classO OO O0OOO0DOODOO1000000O

HTBO O classO0 OO0 O0O0OO0Oclass filterOOOOOOOCHass filterOOOOOOOmatchO OO
0ooooobooooooan
0000000000000 DoDO 10000000 bDoobOclassO000dooooOOoOoooooOoOO
(route-mapO0 0 00O OO0OOOOO0DOOOOODOO)O

305



O 270 QoS (class-policy) mode

QoS (class-policy) mode

O OO0 command

nxr130#

nxr130#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#class policy NAME
nxrl30(class-policy-config)#

m class

0O00oOooog  class0dooooQg

ooooooo

o class+child class
class <2-254> bandwidth <1-1000000> (]ceil <1-1000000>) queue policy NAME
class <2-254> bandwidth percent <1-100> (]ceil <1-100>) queue policy NAME

o class+PQ
class <2-254> bandwidth <1-1000000> (|priority <0-7>) (Jceil <1-1000000>)
queue priority-group <1-255>
class <2-254> bandwidth percent <1-100> (|priority <0-7>) (Jceil <1-100>)
queue priority-group <1-255>

o class+fifo
class <2-254> bandwidth <1-1000000> (|priority <0-7>) (Jceil <1-1000000>)
queue fifo (Jlimit <1-16384>)
class <2-254> bandwidth percent <1-100> (|priority <0-7>) (Jceil <1-100>)
queue fifo (Jlimit <1-16384>)

o class+tsfq
class <2-254> bandwidth <1-1000000> (|priority <0-7>) (Jceil <1-1000000>) queue fair-queue
class <2-254> bandwidth percent <1-100> (]|priority <0-7>) (Jceil <1-100>) queue fair-queue

o class+tbf
class <2-254> bandwidth <1-1000000> (|priority <0-7>) (Jceil <1-1000000>)
queue shape <RATE:1-1000000> <BUFFER:8-1000000> <LIMIT:1-1000000>
class <2-254> bandwidth percent <1-100> (|priority <0-7>) (Jceil <1-100>)
queue shape <RATE:1-1000000> <BUFFER:8-1000000> <LIMIT:1-1000000>

o classtdefault queue (default queue : fifo)
class <2-254> bandwidth <1-1000000> (|priority <0-7>) (Jceil <1-1000000>)
class <2-254> bandwidth percent <1-100> (|priority <0-7>) (Jceil <1-100>)

o classO 0
no class <2-254>
no class default
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o class default (policyOO QO O0O)
class default bandwidth <1-1000000> (|priority <0-7>) (]ceil <1-1000000>)
queue (priority-group|shape|fifo|fair-queue)
class default bandwidth percent <1-100> (|priority <0-7>) (Jceil <1-100>)
queue (priority-group|shape]fifo|fair-queue)

o default queue (default queue: sfq)
class default bandwidth <1-1000000> (|priority <0-7>) (]ceil <1-1000000>)
class default bandwidth percent <1-100> (Jpriority <0-7>) (Jceil <1-100>)

goooooo
O bandwidth <1-1000000>C 000000 ObandwidthO OO ceilDDOOOOODODO kbpsO OO
OHTBO OO DO OO O bandwidth percent <1-100>0 000000 ObandwidthO OO ceil DD OO0

000OwOoOoOoooooooooooooooooooooooooooooooooooooon
O0000C0ceilD0OO0OO0ODOODOODOOOO
O000000000Oclass 100000 0O 0O 10000kbps x 10% O 1000kbps OO0 OO O
1
class policy AAA
class 10 bandwidth percent 10
!
interface ethernet 1
queue policy AAA bandwidth 10000
1

0000000000000 00D0O000OO0OO1kbpsO0 OO OOODOOO1kbpsOOOOOOODO
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QoS (class-filter) mode

O OO0 command

nxr130#

nxr130#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#class Filter <2-254>
nxrl30(class-filter-config)#

m match
ooooooo Mark O O ToSO O Precedence 0 OO0 OO OO
ooooooog O0OmatchOOOOOOOOOOOor00o0OoOoOoOnO

o mark
goooooo match ip mark <1-4095>
O No 0  no match ip mark <1-4095>

o tos
ooooooo match ip tos <0-255>
O No 00  no match ip tos <0-255>

o precedence

0000000  match ip precedence <0-7>
O No 0  no match ip precedence <0-7>
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oooooooooooo
00000000000000000000MO0000000000000000000

m CMSONROOOOODOOODOOOOOO

geMsoooonDOoOoD0OOn netconf(RFC4741) 000 0O 0netconfO 00000 OODOOODOODOSSH
O netconf over SSH:RFC47420 0000000

OSSHO OO netconfOOCMSOOOOOODODODOOOOODOOOOONKRODODOCMSOOODODODOO
oooooooao

m CMSO NXRO O SsHO O

OCMS—>NXRO DO SSHO OO RSAOD OO ODOODOOODOOO netconfOOOODOCMSO RSADODODOO
NXROOOOOODOOOOODOSSHODODOOOODOOoOOoORSADOOODODOOSO0OOOObDOOOGg
00000000000 0bDOooossHOOoOooOOooOooODDOviewmodeOODOODODOODOODO
OconfigUOODOCODOOOOODORAODOODOOOOO flashOOOODOOOO

geMstg O NXRROD SSHOODODOOOoOOoOooOobooobooboooboboboobooboobooboo
goooooooog

CRP
cRrOOfOC0O0OOOODOODOOCM)UDODOODOOODODDODOOOOWwOOODOODDOODOO
gboooobooooobooocrropuwrPObO0O0ODOODOOOOoOoODOn1e25000000
goooo

m 000000000
gerRrUbdOOO0OOOOOOODODOODOOOOODOOOODODO

m OJOO00oao
goboogoboobobooboooboobooboboobooboobobbobooboobooboo
ooooooOooooocRrOOOODOOCNSOOO)Y ODODODOOODODODOODODOODODOODOD
oo
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O OO0 command

nxrl130#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#crp client <1-2>

o server address

ooooooo CRROODOCMSOOODOO IPODOODOOODOOOO
goooooo server address (A.B.C.D|X:X::X:X]FQDN)

O No O no server address

o server port

0opoooodo crRPODOOCMSOODOO0ODOOODODODOOODODODO
ooooooo server port <udp:1024-65535>

goooooad server port 10625

g No g no server port

O username
0opooboo cRPOODDODOODOODIDODODODOOODOODOOD
ooooooo username WORD password (hidden]) WORD

O No O no username

o keepalive

ooooooo crPOODOOOOOO0OOOO0OO0OO0OO0O

ooooooo keepalive (]<300-28800sec>)

000000 O no keepalive

O No O no keepalive

ooooooo
OCRPODOODOO0ODOOODO0OOOO0ODDOOUOODOOUODDODOUODOODODOODOUODODOO
O keepalived OO0 [ keepalive 36000 OO0 OO O0O

O00O0Ono keepaliveD OO OO OCRPODODOODOODOODOOOODODIPOOOODODOOODODOO
00000 up/downOCPE IDO OO CUSTOMER IDOODOOOOOOOOOOOOOOOOOOOOOO
OOOcCRPOODDOOOODDOO
OO0O0O0OONATOODOOODOOOODOOOODOODODOODOODOOOOOODOOODODOOODOODODOOD
0000000000 1IPO000O0OCOOCOOONATOOOOOOOOOOOOOOOOO0OO0O0OO0O0
0000000000000 00000D00000000O0ODDOODOOkeepalive 36000000000
ooooooo
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0O 300 route-map mode

route-map mode

Route-map
OO0 packetd route 000000000 0ODOOO0OODO0ODOOOODOO0OO actiondOOOOODOO
ooooooodg
OPacketd coloringd route 00000000 OO0OODOOOOPacket coloringd O OO trafficO
mrkO(NXROODOOOOO)D ToSOOOODOOOesOmrkOOOOOOOOODOOOO)YODO
dbo0odesOOobooooobooboboon
ORoute-map 0 00000 OO0OOOOOODO route-map0 00 00O0OOOOOOOO0O
O0Od0OO0 route-map0 00 000D0OOCOO0O0O0OOOOOOOOOOOODOOOOODOOODO
matchOODO0OO0OO actionO00OO0OO0O0O
0100 route-map DO O OO match OO0 OO0O0OOO0O0OOOOOOmatchOOOOOOOOOOOODO
oooooooooooboOOmtchOOOOOOOODOOOOOOOODOODOO1IO00O0OO
mtch0 O OOOOOOO0OQOO0OO0O0OOOO0O00O00O0OOOOOD1O0Omatch JO0O0OOOO
ooooooooooooooo

O OO0 command

nxrl30#

nxrl130#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#route-map NAME (permit|deny) <1-65535>
nxr130(config-route-map)#

<ggogoog >
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m match
goooooo
goooood

goooboooobon
mtchOOOOOOO0OCOOOsetODOO0OODOOOO
denyOmatchO OO OOOset000O0O0O00OOOO
O00ooOd00OoO0oOdOOOmatchOODOOOOOOO

o Classify0 0O (@O)O0O0O matchO O

ooooboon

goooooo

goooooo

Classify0 00 (@O)d0O0OmatchDOODOOOOOOOO

IP address(class access-list)( tos 0 Omark O (IPv4)O ip precedence
match ip tos <0-255>

match ip mark <1-4095>

match ip precedence <0-7>

match ip address ACL

000 route-map0 0000 0O0Omatchd OO0 OO address O tos/mark/precedence 0 OAND O O O
ooooooooo
OtosOmarkOprecedence 0 0D ODOODOOOOOOOOOOOOOOOOOOOOOOOOOOOI

o BGPADO OO (@IO)DOO matchO O

gooobon

goooooo

BGPAD DO (O)DUOOmatchODOOODODOOODODOO

ip address(ip route access-list [ ) nexthop address(] med] as-path origin
match ip address ACL-NAME

match i1pv6 address ACL-NAME

match ip next-hop ACL-NAME

match i1pv6 next-hop X:X::X:X

match metric <0-4294967295>

match as-path ACL-NAME

match origin (egpligp|incomplete)

o PBRODDO(DO)IO0O matchO O

googoooon

gooooogo

PBROOO(DO)OOmatchOOOOOOOOOOOO
IP address(ip policy access-list)
match ip address ACL

o OSPFOODO(0O)OO0O matchd O

gooobon
gooooogo

OSPFOO0O(@MO)dOOmatchDOOOOODODOOOODO
match tag (0-4294967295)
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od0OD0OODOOOO
oo0oooo0O QOOoOOoOoooOoOoOoOoOoOoOoOoOd
O No O no match ip [address|tos|mark]precedence|netx-hop (JWORD)]
no match ipv6 address
no match ipv6 next-hop (JX:X::X:X)
no match as-path (JWORD)
no match metric (]<0-4294967295>)
no match origin (Jegp]igp|incomplete)
no match tag (]0-4294967295)
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m set

ooooooo QoSO Classify[lIBGPAOPBRO OO DO OO OODOODODOO
ToSO MarkOOOOOOODOOOOOOOOO
0000000000000 000O00o0o0ooboooo

o ClassifyD OO (@O)YOOoOOO

0oooooo  cClessify00OO((@O)oOOoOOoOOoOOODOOoDOoDOOO
tosO Omark O (IPv4C 0O)

0oooood  set tos <0-255>
set mark <1-4095>

o BGPAO OO (MOHYDOOTOODOO
ooooood
OBGPAO O routemap 000000 O0D0ODOODOOOOODOODOOODOODOOO
aggregator Centuryl] as-path atomic-aggregatel] nexthopd local-preferencel med origin
goooooad set aggregator as <1-65535>
set as-path prepend <1-65535>
set atomic-aggregate
set ip next-hop A.B.C.D
set ipv6 next-hop (Jlocal) X:X::X:X
set local-preference <0-4294967295>
set metric <0-4294967295>
set origin (egp]igp|incomplete)

o PBROOO(IO)YODODOO
ooooood
OPBROO routemap 0 00000000 ODOOODOODOOOOODOODOODOODOOOOOOODO
ip next-hopO interface
gooooogo set ip next-hop A.B.C.D
set interface INTERFACE
goooooo
0000000000000 bO000000D0oD00o0D0oDOD0DbO0O000DOn /802.1Q VLAN/ O
000/ 0000 /PPP/WiIMAX OO O

o OSPFOOO(@OHDODOO

0000000 OSPFOOOroutemap0 0000000000 OOOOOCOOO0O0O0O00O0OO
0000000  set tag (0-4294967295)
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m set(00O)
cO0OODOODOO
ooooood 0ooooooooooooooon
O No O no set aggregator as (]<1-65535>)
no set as-path prepend (]<1-65535>)
no set atomic-aggregate
no set interface
no set ip netx-hop (JA.B.C.D)
no set ipv6 next-hop (]Jlocal) (JX:X::X:X)
no set local preference (]<0-4294967295>)
no set mark <1-4095>
no set metric (]<0-4294967295>)
no set origin (Jegp|igp|incomplete)
no set tos <0-252>
no set tag (]<0-4294967295>)

m class access-list0 00O ip route access-list

class access-list ip route access-list0 00 00O O route-map O match O O 0O O O match ip
address0O00000O0O0OO0OOODOODOOOOOOOOIp route access-listd BGP O distribute-
listOOOO0D0OO0000000ooopoooooo

class access-list ip route access-list0 00000000000 DOO0OODOOOOOOOODO
global mode O class access-list0 00 ip route access-list0 000000000

o class access-list
OToSOOMARKO OO DOOOsetDODOOOOOOODOOOOO

o 1ip route access-list
OBGPO DD ODODODODOOset00O0OOOOOOOOOOO
O BGPO distribute-list0 0000000000000 O0O0OO

m netevent
OOO0OD0OC0OO Netevent OOPBR route0 000 /000000000OOOCOOO
0000000  netevent (<1-255>]<2048-4095>) (active]inactive)
0o00ooogno active track downO OO0 O0OOiMp route 0OOOOOOODO
ooooooo track upO0O00O0O0O0OOup route OODOODOODOOO
inactive track downO OO O0O0O0Oip route 0OOOOODOODO
track upO0O000O0O0OOup route OODOODOODOOO
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Web Authentication mode

WebO O OO

Web O OO packet FfilterOO OO DOOODOODODO USERO IPv4 address O source/destination 0 0 O
0000000000000 0WebOODOODO packetOOOOOUSERO OO OO forward(in/out)
filter 000000000 OWOODDOOODODOOO0OOO0OOOO00OO clientOO0O256000

o OO command

nxrl20#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr120(config)#web-authenticate

nxrl120(config-webauth)#

m O0O0O0

0000000000 O0HTTP BasicO OO OO

o authenticate basic

0oooooOd WebOOOBasicOOODOODOODOODOOODODOOOOO

goooooo authenticate basic (|redirect)

O No O no authenticate

ooooooon no authenticate

ooooooo

Oredirect000000O00OWebOOODO UWRLOODOOODOOOOODOOOOOOODO URLO O redi-
rect-url000000000OO0OOOO
OWwebOOOOOOOOODOOOHTTPOOOODOOODOOODOOglobal mode O OO http-server
enable0 0 OO0 O

m OO URL

BasicO O O URLO O http://0 00 0O IP address/login.cgil D OO OOOOOLANO IPODOOODO
192.168.0.254 0 0 O O http://192.168.0.254/login.cgi 0 000000 OOWebO OO OO ODOODOO
ooooo

m OJO40dn0

gooboodboobOgUuseRObOObD wLobDboobDoobDooboobooboobooobOooDbDtepsod
OO00ooOoO0oOo0DOooOoOouseRODOOO00O0ODOOO0ODOOOCOOOOwWDDOODODDODefault
gbooobooboobo

o monitor

Oooooogd  monitor port 80 (Jredirect)
O No O no monitor port
goooogon no monitor port
ooooooo

authenticate basic + monitor port 80
gooopPcOOOOWODOOOODOOWLDODODOODOODODOODOOOOOO
authenticate basic + monitor port 80 redirect
gooopcOOOOwWODOOOOOOOOWODOO redirect-urlJ 0000000
no authenticate + monitor port 80 redirect
gooopcOOOdOwWDODOOODOOOOOWODOOOO redirect-url 00 O0O0O00ODO0O
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m URLODO
WebOOOOOOOUWRLOOODODOODOODOOOOOOWODODODODOODOODODODOOOODODODOOODO
0doDooOowLOoooDoooooooooooooooooooooo

o redirect-url

ooooooo oooowLOoOooooo

goooooo redirect-url RedirectURL (cf. http://www.centurysys.co.jp)

O No O no redirect-url

m 000000
WebODOODOUSERODOODODODOODOOOODOZ3OOODOOODODODOODOOODOO

o close idle-timeout

goooooo O000OO0OUSEROODOO0O00O00O00D000O00ooooooooooDooon
Timeout O 60-25920000 0 00000000 OOODOODOOODOOO
Defaultd 18000 00O

goooooad close idle-timeout <60-2592000>

O No O no close

goooooo close idle-timeout 1800

o close session-timeout

goooooo 0J0000000o0Do0od0ooooooooooooogooo
0000000000000 00ooo0oo0ooooooooooooonoon
Timeout O 60-25920000 U 0000000 DOO0OOOOOOOOOO
Default 18000 0 00O

goooodoo close session-timeout <60-2592000>

O No O no close

goooood close idle-timeout 1800

o close browser-close

goooooo 000000 WhdOOODODODODODOO0DOD00DOD000O000o00oOoOwehOoooO
HIMLOOODOODOOOoOOOe0OOO refreshd 000000
refresh00000000000OCO0O0O

goooodoo close browser-close

O No O no close

goooood close idle-timeout 1800
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m OJOO00000

BasicOO OO OO usernamedpassword 0 0000000 /000000@0O0COO0O0)Y)DOOO0DOO
RADIUS server0 0 000000 OOOOOOO@ADINSOO)OOODOOODOOORADINSOOODOOO
0dooooooooooooooooooo

goooooo account authenticate (local|radius]radius-and-local)

O No O no account authenticate

go000D0O0d  account authenticate local

m 000000

J00000DO0O usernamedpassword D 00 640000000000 0ODOOOO
0000000  account username USERNAME password (Jhidden) PASSWORD

| No O no account username USERNAME

m RADUISO O
RADIUSO OO PAPOOOOODDOOOODODORADIUS server0000O0OOOtimeoutd 500000 3
goooboboooobo

o RADUISOOOOO
AccountJ O O 0O O RADIUS server O IP addressOJUDP portJ 00000 (secret)J 0000 ODOOO
OOO00OUDP portd 00O defaultO 1645000000 ORADIUS serverd 2000000000000
ooo
gooooood

radius A_B.C.D password (]hidden) PASSWORD (Jauth-port <1645]1812]<1024-65535>)

radius A.B.C.D auth-port (1645]1812]<1024-65535>)
| No 0  no radius A.B.C.D (oobooog)

no radius A.B.C.D auth-port (auth-port0 000 00OOOO0O)

goooooo radius A_.B.C.D auth-port 1645

o Attributed O
RADIUS server0 0 000 Attribute 0000000 Attribute 00000 O0O0O00ODOOOOODOODOO
ooo
goooooo radius attribute nas-ip-address A.B.C.D

NAS-IP-Address: 00O OOOOIP OO00O00OOOOOO

radius attribute nas-identifier WORD

NAS-Identifier: 000000000000 DO0ODOOOOODOOOOODOO
a No O no radius attribute (nas-ip-address|nas-identifier)
000000Od RADISOODOOOOODOOUOOOOODAttributed 0000000 OOOODO
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o Idle timeoutd OO0 O Attributed 0O O
0000000 idle timeoutO0 OO OODOOODOODORADIUS server00 000 Attributed OO
timeoutD O O0OD0OCOOOODODOOO
ooooooo radius idle-timeout attribute
(ascend-idle-limit]ascend-idle-limit-vsa]idle-limit)
ascend-idle-limit Ascend-ldle-Limit(Attribute Type=244)
ascend-idle-limit-vsa Ascend-ldle-Limit(Attribute Type=2440]VSA Type=260 Vendor-1D=529)
idle-limit Idle-Timeout (Attribute Type=28)
O No O no radius idle-timeout attribute

o Session timeoutd O 0O 00O Attributed O 0O
0000000 session timeout0 0000000 OOORADIUS server 0000 O Attribute0 0 O
timeout 0 OO0 0000000000000 Attribute0 00000 OO0ODO0O
goooood radius session-timeout attribute
(ascend-maximum-time|ascend-maximum-time-vsa]session-timeout)
session-timeout Session-Timeout (Attribute Type=27)
ascend-maximum-time  Ascend-Maximum-Time(Attribute Type=194)
ascend-maximum-time-vsa
Ascend-Maximum-Time(Attribute Type=1940 VSA Type=2601 Vendor-1D=529)
O No O no radius session-timeout attribute

o OO0 radiusOOO0O0OO0O
O0DradiusO000000O00O00O00O0O0OODOODOOOO
ooooooo no radius

m MACOOODOOOO
WebOOODOOUOOODOOOOOOODOOUOODOOOODOOOOOmMac access-listO 0000
MACODODOOODOPCOODODOOOODOODOODOODDOODOODDOODOODDOOODODODOO
0000000  mac access-list (permit|deny) HH:HH:HH:HH:HH:HH (] IFNAME)

g No O no mac access-list (permit]deny) HH:HH:HH:HH:HH:HH

m WebOOOOOO

WebOODOOODOODOODOODODOODOOO hostO networkd interfaceJ 000 WebhODOODOOODOO
000000o0OwWhDOOO0DO00D000o0ooo0o0doodglobal mode ip web-auth access-list(d
00000000 0OWhODODDO00000 interface0000INOUTODOOOODOOOODODOO
O0000Ointerface0 00000000 0O interface/tunnel/ppp mode O ip webauth-filterO 0O O
ooooooo
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m O0O0O0O00O00
O0O0000Ilogin successO0 000 syslogO0 OO OOO0O
goooooo log enable

O No 0 no log enable
ooooooo no log enable
ooooooo

OO00Olog enableD O OTCPBOOD D OO OODOODODO login successO OO0 syslogOD OO OOOO

O0O000log enabled 00 login.cgi0O0O0OO0O0O0OODO login successO 000 syslogO O 000
oo
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WarpLink mode

WarpLinkDOOOOOOOO

WarpLinkDOOOOODOOOOODOOOOODOOOOOODOOOWarpLink ManagerJOOOONRO OO
oooooobgo

o OO0 command

nxr120#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr120(config)#warplink

nxr120(config-warplink)#

m JO00O00O0OD0OO

cO000O0O0ODODODOODOOINODODODOODOD

WarpLink Manager 0 00 OO0 OO0 OO0 IDODOO00OO0O0DOODOOOOOOOOODOODOOOOOODOO
gooooo

goooooad account username USERNAME password (|hidden) PASSWORD

O No O no account username (JUSERNAME)

ocd00OOOOODNSOOO/O0D00DOO

OOOOOOONKROWANDO IPOODODO0OODOOODOOODOODOODOOODODOOODOOOOODOOSO
ooooo

ooooooad service enable

O No O no service

cO0000OOODODOODODOD

NXRO CcPuOOOOO0ODOOOO0O0O0ODOOOOODOOOOODOOO0OOOOOoOOoOooDoNSOOOono
oooooooooooooboOooooodooooooOosoboboooooooDooog3uooon
gO000oo0oOo30goooo3cogooogd
OO00000002000000000000CEthernetd VLANO PPPO Tunnel O WiMAXO Bridge 0 O O O
0O0000o0oO00bOo0o20000000O0o0d000oooooo0ogoooooooogog
0000000  send-statistics interface INTERFACE

g No O no send-statistics interface (]INTERFACE)

oOsyslogO0 OO OOOO/00000

NXRO syslogD 0000000000000 D0OOOOODNSOODO0OOODOO0OOOOOoOoOooon
0000000000000 5000000syslog00000000O00O0DOOO 100kbyteO OOO0O
ooog

ooooooo send-syslog enable

O No O no send-syslog
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m 000000
oOWarpLinkDOOODOOOOODO

WarpLinkD O OO ODOOO0OOOOOOODOODOOO
goooooo restart warplink
ooooooo  viewmodeODOODOOOO

oOconfig ODOODO

NXRO configD 0000000000000 OODOOODOOODNSOOO/00D000D00D00DOOO
ooooood

goooooo restart warplink send-config

ooooooo  viewmodeODOODOOOO

o OWarpLink Manager OO OO DO OOOO

WarpLink ManagerO OO0 OO0 Q0OOO0OOOO

goooooo show warplink

ooooooOo  viewmodeODOODOOD
0oo0doo0ooooooooooooooooon

o0 ooooo o0
Successed WarpLink Manager0 O OO OO 0O
Failed login goooooooood

0000000000 0OWarpLink Manager
ooooooooo

0000000000 0OWarpLink Manager
ooooooooo

Failed registraion WarpLink Manager0 D OO OO O0OODOO
Status error WarpLink Manager0 D OO QOO OOGOOO

Starting

service
Stopping
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0O 330 Extended track IP reachability mode

Netevent O O O O (ip reachability)

Netevent O O O O (ip reachability)

Netevent D0 0000 0000000000000 trackODODOOOODO optiond 00000000
OO0OONetevent DD OO OO0 trackDDOOOOO0OO0D0OOOF NeteventOOOODOOOOODO
00

O OO0 command

nxrl25#

nxrl25#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr125(config)#track <2048-4095> ip reachability
nxri125(config-ext-track-ipr)#

m destination
ooooooo ip reachability D000 pingD 00O IPOODOOOOOFRNODOODOOD
gooogooo destination (A.B.C.D|FQDN)

® source
o interface
ooooooo ip reachability0 000 pingD 00000000000 OOOODOOODOODOO
ooooooo source interface ethernet <0-2>
source interface tunnel <0-255>
source interface ppp <0-4>
source interface wimax <0-0>
0 No 0 no source

o 1ip

oopoooog ip reachability0 000 pingD 00000000 OODOOOOOOODOOO
ooooooo source ip A.B.C.D

O No O  no source

= payload-length
coooooo
Oip reachabilityO OO0 pingD OO0 size(icmp headerO 00O O)DODOOO0OOODOODOOO
ooooooo payload-length <56-1500>
ooooboon payload-length 56
O No O no payload-length
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Netevent O O O O (ip reachability)

m transmit

o interval

ooooooo ip reachability0 000 pingU 0000000000000 O0OO0O

0O00O0oOgg  transmit interval <10-32767> (|variable)

ooooooo
Ovariable0O0O0O00O0OOping N6OOODO pingD0 000000000000 OOOOOODefault
ooooooo

o retries

goooood ip reachability0 000 pingO retry0 000000000 ODOO0O
goooooad transmit retries <0-255>

a No a no transmit retries

m recovery

o count

ooooooo OO00O00O0oOdOO0O0DOping K OOOOOOOOOODOOOOO
goooooo recovery count <1-255>

gogooooo recovry count 1

O No O no recovery count
o delay
goooooo

Oip reachability 000000 0O0O0OO(eventup OOODOODOO)DOOODOOup OO actiond
OO000O0OO0Odelay OOOOOOOODOOOOO
ooooooo recovery delay <10-3600>
O No 0  no recovery delay
ooooooo
ODelay timer 000000000 ODOtrackd down state 00000000000 ip reachability
check 00O0OODODOO
ODelay timer 0O 00O event downd retry0 0000000 Odelay timerd cancel DO OO0
ODelay timer O timeoutJ O O Oevent upd actionD 0000000 OOOODOdelay timerd OO
00000 ip reachability fail count 00 OO0 OO0 O0OOactiond 0000 O reachability
checkDODOOODODO
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Netevent O O O O (ip reachability)

m set

o df-bit

ooooDooo ip reachability0 OO0 pingDOOOODF bitO 0O O0OD0OO0OOOOOO
dooodood  set df-bit

0ooooog set df-bit

O No O no set df-bit

o ttl

Ooooooo
Oip reachability 0000 pingD 0000 TTLO OO0 OO OO Default D Osystemd TTLO (64)0
set0 OO0

OOOO0O0oO0Od  set ttl <1-255>

0000000  set ttl 64

O No O no set ttl

m rtt

o threshold

ooooooo

Oping request 00000000 replyD000000OO0ODOO(Round trip time)JOODODOODOO
COreply0000D0CO0DDCOOO0ODOCOO T replyd0O0OOO T rtt delayl0ooooon
O0rtt statusd downO OO0 OO0 ODPefaultOOORTTUOOODOODOODOO

o normal-count
ooooooo RTT status up0 0000000 rtt OO0DO0OOOODefaultOO30000

o delay-count
0000000 RITstatus downOD OO0 0000000000 O0ODRefault0O30000

ooooooo rtt threshold <1-5000>
rtt threshold <1-5000> normal-count <1-255> delay-count <1-255>
O No O no rtt

m netevent

o threshold

oooobogon monitor-logd OO loggingU O OO O0OD0ODOODOODOO
0000000  netevent monitor-log-status

0000000  no netevent monitor-log-statusd (O O)

O No O  no netevent monitor-log-status
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O 340 Extended track IPv6 reachability mode

Netevent O O OO0 O (ipv6 reachability)

Netevent O O O O (ipv6 reachability)

Netevent 0 D0 000000000000 000O trackD0OODO0OOO option0 00000000
OOO0ONetevent D0 OO0 000 track DD OOOOOO0DOODOOF NeteventDODOOOOOOOO
0o

O OO command

nxrl125#

nxr125#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxrl25(config)#track <2048-4095> ipv6 reachability
nxrl125(config-ext-track-ipr)#

m destination
ooooooo ipv6 reachabilityO0 OO0 pings0 OO0 IPVEO OO OOOOFNOODOODOOO
0000000  destination (X:X::X:X]FQDN)

B source
o interface
goooogoo ipv6 reachability0 D000 pinge0 0000000000000 ODOOOODOODOO
ooooooo source interface ethernet <0-2>
source interface tunnel <0-255>
source interface ppp <0-4>
0 No 0 no source

o 1ip

Ooo0ooooad ipvé reachabilityO0 000 pinge0 00000000 DOO0ODOOOOOODOO
0000000  source ip X:X::X:X

O No 0 no source

m payload-length
ooooooo
Oipv6 reachabilityd O OO pinged O OO size(icmpvé header 0000 O0)0DO00O0OODOODOO
ooo
goooogn  payload-length <56-1500>
0o0oodogno  payload-length 56
O No O  no payload-length
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Netevent OO 00 O O (ipvé reachability)

m transmit

o interval

ooooogoo ipv6 reachabilityO0 000 pinge0 0000000000 ODOODOOOO

0000000  transmit interval <10-32767> (Jvariable)

ooooooo

OvariableOO0OO0OOOpinge N6OO OO pinge0 00000000 O0OODOOOODOOOODefault
ooooooo

o retries

ooooooon ipvé reachabilityO OO0 pinged retry0 000000000 OOOO0O
O00ooon transmit retries <0-255>

O No 0 no transmit retries

B recovery

o count

ooooooo 000000000 0ODpinge K OOODODODOOOODOODO
gogooooo recovery count <1-255>

goooooa recovry count 1

d No (N no recovery count
o delay
ooooogon

Oipv6 reachability OOOOO00OO0OO0OODOCventup OODOOOOO)IDODOO up OO action
0000000Odelay O0DO0DODODODOOODO
oooooon recovery delay <10-3600>
O No 0  no recovery delay
ooooogoo
ODelay timer O OOOOOO0DOOODOtrackd down state OO0 OO0OOOOO0O ipve
reachability check OO ODOOOODO0O
ODelay timerO0 OO 0O event downd retry0 000000 O Odelay timerd cancel D OO0 O
ODelay timer O timeoutd OO Oevent upU actionD OO O0O0OCOODOOOOOdelay timerO O
000000 ipve reachability fail count 0 0 OO0 OO0 OactionOOOO0OO
reachability checkDO OO OOOO
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Netevent O OO O O (ipv6 reachability)

m set
o hop-limit
ooooooo
Oipv6 reachabilityO0 OO0 pinge0 0000 hop limitOOOODOODO
oooodoodno  set hop-limit <1-255>
gogooooo set hop-limit 64
O No 0 no set hop-limit

m rtt
o threshold
ooooooo
Oping6 request0 000000 Oreplyd0000O00ODOOO (Round trip time)J OO OODOODO
COreply0000000O00COCOOOCOOD T replyd0OOOO T rtt delayld0ooooon
O0rtt statusd dowvnOD OO0 OO0 ODefaultO O ORTTOOOOOODOODOO

o normal-count
ooooooo RTT status up 0 0000000 rtt OOODOOOODefaultO 030000

o delay-count
OO000000 RITstatus downO OO0 000000000 O0ODODefaultOO30000

ooooooo rtt threshold <1-5000>
rtt threshold <1-5000> normal-count <1-255> delay-count <1-255>
O No O no rtt

m netevent

o threshold

ooooogon monitor-log0 OO loggingO O OO OODOODOODOODOO
0000000  netevent monitor-log-status

0000000  no netevent monitor-log-status (O O)

O No 0  no netevent monitor-log-status
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gooo

Neteventip/ipv6 reachability0 000000 reachability0 0000000000 OD0OOOO0OO

oooo

000000 (@UOOOO)DDODOOODODOODOO(SB flashoOO)H)OOoOooooooooOowoO
ooo
0000000000000 doshow monitor-log0 000 (view mode0 O)O CLIODOOOOODOO
000000000 copyODOOO(viewmode0O)DOODO0ODO0ODOODOOOOD

m JO00OO@OOODOOOOOoO
0000000Oreachability0 00000000000 OOOOODOOO
(1) reachabilityd0 OO0
00o00doobooo0ooooooooo0obo0obooDooooooooooooooooog
000000000 Dead/Delay0 000000000 OCOOALNedDODDOOOOOODOODODODOO
oooooooo
<ggoo s
1.TrackID
ONeteventO OO OODOO TrackO IDODOOCOODOO
2.0000
O DateAndTime O O OO OO DO O (ex. 2010-9-30,9:45:36.0)0
3.000 1Ipva000O0O
4.000 IPva00OODO
5. 000 Ipv6e0 000
6.000 IPV6ODO0O0O
7.00
8.00O
9.00
0. 0000@OoOooOo)
1: Alive(DOOO/ARTTOOOOOOOODO)
2: Dead( O OO)
3: Delay(RTTO OO O)
11.1CMP Code/Type
12.0000@O000000O0ONextHop MTU)
13_RTT[msec]
O Trap00O00ORTTOODOO
140 1pv6 0000000000 @O0DO0O Dead O O)
BOIPVAOO0O000000O0@O0O00 DeadD O 0)
<poooooo >
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s OJO0000OO@OOooooooono (o)
(2 0opoooooo
gooooooooooooboooooooo
<O 0O 0O>
2010-10-5,18:15:15.0,0,133052,5
<gggg >
1.0000
O DateAndTime O OO DO OO OO (ex. 2010-9-30,9:45:36.0)0
2.cru0ond
oo0o3000oboooobioomcooonO
3.000000 0 [Kbyte]
4.0000000Connection Tracking O O
gooooOOoOoOoDOO(@CuODOOoOooOooOooooOoooooD)Ooooopooooo

m 0000000 (USB FlashOOO)OOOOOOODO

() 0O0O0O0oooO
O0000000000000000000000000000000000 (1500 1000 Kbyte)D O O
0000000000000 000000000000000000000000000000(@0
0000000)000000000000000000000USB FlashDOOOOOODO0OOOgzip
00000000000000000000000000000000000000
O000000000000000000 (global moded schedule D000 O0C0O00OOOO)0IO0
oooooooo

reachability 0 000 0000000000000 0O00O0O0OO0O00ODOOOO00OOO00OOOOO
00000000000000000000000

(@ O0oooooooooooo
O000b00o0o0obOOob0o0ooooOooboobOooboObOobDOoOuse FlashoDOoooooooo
USB FlashO O OO OOOODOOOO0OOOOOODOOODOOOOODOOOOOoD@obooDboOoO)o
o000bOO00o000ooO0ob0o0oOoobOobOOooboobO0obDOobOoooOoDObDOusSB FlashoDOo OO
gooobooo
gobooboooboobooboobooobooboobobbooboboobuoobobboobo
goobooobgoboooo
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O OO0 command

nxri25#

nxri25#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr125(config)#monitor-log

nxri125(config-monitor-log)#

® reachability
ooooooo
Oping/ping6 0 0000000000000 000000O0O0OOOOOOOOOOOOOO

ooboOoooo reachability (diskO]diskl) (Jthreshold logsize <150-1000> files <1-10>)
reachability (diskO]diskl) threshold logsize <150-1000>
reachability (diskO]diskl) threshold files <1-10>

0000000  no reachability

O No O no reachability

® resource
oooooog 0000000000 0oooo300oooooooonoooooooDnoon
ooboOoooo resource (diskO]diskl) (Jthreshold logsize <150-1000> files <1-10>)
resource (diskO]diskl) threshold logsize <150-1000>
resource (diskO]diskl) threshold files <1-10>
ggooogd no resource
O No O no resource

oooogooo

OOO000ODOoOoOO0DOoOoOgiskodiskiOO)yDooooouseoodOOOoOO usB FlashO OO O
OOO0O0D0O0OO0O0diskoDOOoOoooousei00onooouse FlashDOOOOOOODOOOOdiskl
gbooogoo

OlogsizeOO0OO0OMODOODOODOODOOODOODOODO
CfilesOO0O0O0OMODOOOOODOOOOODOOUOODOOODODOOO
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0O 360 interface WiMAX mode

interface WiMAX mode

m UQ WiMAXO O

NXR-155-/C-WMO OUQ WiMAX OO D O0OO0OO00OO0D0OODOO0OO0O0OOooooDoOoa

O UWIMX OOO0000D0D00D00D00000D00OuUQ WiMAX ODODOOWIMAX MAC OO DODOO0O000d
OO0o0OoOooOoOwiMAX MAC OOOOOOO0OOO0OOOO0OOO0O0OO0O0oOooOb0O0oOoOoooooo
oad

O 0bDoooouwiMxOoOooOoooooboooooooooooooooooboooouwooao
gobooooootoooboooodoooooouooooa

O WivAX OOO0OO00000O00O0D0OO0O0O0O0bCO0oO000o0o00oooooon

B WiNAXOOODOOOO

O WiMAXO Worldwide Interoperability for Microwave AccessO OO0 O O0O0O0OO0ODOODOOOOOO
00DoooooooowiMAXODOODOuUQ WiMXOODoooooo

OEthernet0 000 L2 ARPOODODOOOO

gipvad0 000000 golIpved0 0000000000
OIPVAODOOO0O0ODHCPVAD O DD DODOOU0ODODOO0OODO0OO0OOOOOODOUOOooOoDOnO
0000 1IPOOOD0OOOOOODO0O0O0OO0OEthernetd 000 ARPO O OO ODOOOpoint-to-
point0 00000000000 0OOO0
O00000ooo000ooooooooooooooooooooooowiNvXxoooooooooo
ODHCPODO OO IPMADDDDOOOODOOODODODOOODDODODOOO /000000000
OWIMAXO OO /00000SNWPOOODOODOODOOOOuw/downOODOOOODOWIMAXODOOODOO
0000000000000000 adminup/down0 000000000000 O00O0O0OO0O0O0O0O
OOWiMMXD downOOODODOOODOODOOODOODOOOOODOODOOODOODOOOOO
0000000000000 000000000000000Ofast-forwardingDd OO OOODOOOO

o WiMAXOODODOOODOOOOO
OooowivXOODODOOoooOoooOooOoOoOoOOoOOoOOoOOOOOOODODDODOODOODOODOODOODOOOOO
!
interface wimax 0
ip address dhcp ODHCPO OO OOODO IPOODDOODODOOODOOD
ip masquerade gwoooooboooooooo
1

ip route 0.0.0.0/0 wimax 0 OwWiNAXODODOOOODOOOOOOOOOOOOODOOOOOO
!

OWiMAXOOODOOOOOOOODOOOOOno wimax auto-connect 0 0 OO0 O000O0OOOO0O
WivAXO OOOOOOOOOOOOOooOooooooOOooOoooooooooooodgOclear wimax 0
Oooooooooo
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interface WiMAX mode

o OO command

nxrl55#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr155(config)#interface wimax 0

nxr155(config-wimax)#

O ip redirects
ooooooo
OICMP redirectD type=s50 0 0000000000000 DOO0OOOOOOOOOOOOOODOOO
000000000ORFC792]
O0O00D0 Send redirect00000OOOICMP redirect 0000000000 00OOCOODODOOO
opoooooo ip redirects
gobooooo ip redirectsdd (OO)
O0O0ONoOODO  no ip redirectstl (0 0O)
ooooooo
O000O ICMPRedirect 0 0O OO O OOICMP Redirect 00D DD O OO OHestO O DO O OOOOO
000000000 U0U0U0UoooDoooooooooOooO
0 Host A OHost B(192.168.1.100)0 0 IPv40 00 00O default gw(NXR) DO O OO OO
ONRODDOODODOOOOOODO192.168.1.0/2400 0 next hopd 192.168.1.2530 00000
OO0OORouter ADDDOOOO
O O0OO0OOnext hopd Router ADOOOOOHost ADOODODOOODDOOODDOOOHest AO
ICMP Redirect0 OO ODOOO
O Host ADOOOO Host BOODO IPvAOOOOOOICMP Redirect0 00000 next hopd OO
OORouter ADDOOOOO
OOO0OODOICMP Redirect 00000000000 DODOODODOOOODOOOOOOODOOOOOO
0000000000 forwardingD OO OOOOOO
PC B: 192.168.1.100

A
Lo e —
t |
|
T
192.168.1.0/24 !
|
AETAY7I—F
192.168.1.0/24 (gw) 192.168.1.253 NXR Router A
192.168.0.254 1 192.168.0.253
. - |
Send Redirect 32} -~ ‘ @ IP to 192.168.1.100 !
|
_____________ Ll
I 192.168.0.0/24
| @) IP to 192.168.1.100

(@) Redirect (Next hop=192.168.0.253) l
1) 1P to 192.168.1.100

&

PC A: 192.168.0.100
Default GW=192.168.0.254
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O ip tcp adjust-mss

ooooooo

0O Path MTU DiscoveryO PMTUDO O O OEnd-to-end 0 000000000 OOOOCOONIUODOOOO
0000000000000 000o0ooooo0000U0000000Dooooooooooooon
O00O0O0O0O0IPv4Ad00O0O0O0OO0O0 ICMP fragment needed 00000000000 OO0O0ODO
000000000000 00ooOooePNTUDO0ODODO0ODOOOOOOOOOOODOOOOPMTUD
0000000oooooooooNuo000o0000000o0o0oooooooo0oo00DOOEnd-
to-end0 00000000000 DODOO0ODODOOOOODOOOOOTCPOO  SYN/SYN-ACKOD OO O
oMssOODOOO0OO0OO0OO0ODOOO0OO0000ooooooooooTCcPOODODODOOOODOOOOOOO
00000000000 ooooooo0oo0oo0ooooooooooooooon

goooooo ip tcp adjust-mss (auto]<500-1460:bytes>)

goooooon no ip tcp adjust-mss

JO0OO0ONO OO  no ip tcp adjust-mss

ooooooo

OivAD D000 00oooooTcPOODOODOOOOOOOTCPOOOOOOOODOOOODODODO
000000ooO0OooooooooooMssocoooooon

O000000ONSSO0DD0O0O000000auto0000000O0ONMSSOOO0O00OONMSSOOOOO
00ooooooooooooo

0000000000 OoOooMssO0ooooooooMsSSO000oooooooooooooog
ooo

guwprPOICMPO O O0O0O0ODODODODODOODOOOOOOODOOOOOOOODFOOODOOODODDOO
gdooodo00000000O0000U000000U0DU0UDUOUDUOOODO

(O no ip tcp adjust-mssO0 000 O0OOOTCP MSSODODOODOODOODOOODO
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O ip mask-reply

ooooooo

OOpenviewO OO OODOOOOOODDODODODOOODOOODOOODOO ICMP address mask request
Otype=1700 0000000000000 O0ODOODOODOODOODOOOOOOOOOOODOODODOO
o0o00ooO0oo0oooooooboon

OODODOODOICMP address mask request 00000000 ODOODOOOOOOOOO

oooooon ip mask-reply [ ICMP address mask requestd 00O 00O 0O [T

ooooogn no ip mask-replyd ICMP address mask requestd 0O 0O 0O D0 O M
OO0ONeO OO no ip mask-reply
goooooo

O ICMP address mask request/reply0 0000000

ISP~ __Ppp0 (10.0.0.196/32)

e "ICMP address mask replyhiE %)
//
a NXR#1 NXR#2
192.168.0.254 192.168.0.253
§ A
ICMP address mask reply %A Request (to 10.0.0.196)
Request (to 192.168.0,254
192.168.0.0/24
| Reply (mask=255.255.255.255)

Reply (mask=255.255.255.255)

S

OpenView
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interface WiMAX mode

O ip arp reachable-time

ooooood OOOOARP D000 O00O00O0D0OOO0OOOO0O

oooooon ip arp reachable-time <30000-3600000>

ooooooo ip arp reachable-time 30000

OO0ONeOO0O no ip arp reachable-time

OO00O0O00O0 showarp OOOOOO0OOOOOOREACHABLED D OO ODOOOODOO
000000M00.5 0 1.50x% reachable-time0 00000000000

O ip arp queue length

ooooooo

OEthernet/VLAN/WINAX O OO OO OO OO IPVAOODOOCOODOOOOOOOOOO next hopO O
MMCOOOODOODOOOODODDODODOOODOOOOOOoOOMAMCOOODODOOOOD0O0OO queueingD OO0
Oooooooooooog

ooooooo ip arp queue length <1-1000>

oooooon ip arp queue length 3

OO0ONOODO  no ip arp queue length

ooooooo

00000000 Ethernet/VLANVWINA) O OO OO OODODOOOOODO

OQueve0 000000 OO0DODOOODOOOODOO

OO0 queued queueing0 0000000000 DOOCO0ODOO0ODOOODDOOODODOOOQueue
0000000000000 000000000Oquete0 00000000 OCOOO

O ip access-group

ooooooo
Oglobal mdeD 00 OO ACLOODOOO0ODDOOODOOODODODODOODOOOOOOODDOOO
ooooooo

oooobogon ip access-group (injout|forward-in|forward-out) IPV4-ACL-NAME

OO00ONoOODO  no ip access-group (inJout]forward-in|forward-out)

Ooooooo
OO0O000O0O00DOO00DOOO00O0O00O0O00OOOO@OO Packet TravelingO O O)OODO
00400000
in(local input) NXROOOOOOODOOOODOCOOODOOOOOOO

out(local output) NXRO O OO ODOODOOOODOODODOODOODOODOO

OO0O0000b0oOoOoobooOooNROOOO0OODOOoOobOoOoooooooog
forward-in NXROOOODOOOODOODOODOOOO forwardingOODOODOOOOOOODO
forward-out NXROOOOOOOOOOOOOOO forwardingOOOOODOOOOOOO

OmacO0OOOOACLOODoutOODO forward-outD OO0 O00O0O0ODOOOODOO
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interface WiMAX mode

O ip masquerade

ooooooo

gooooooooooOoooOoOooooOoOooUooOoUooog VM40 OCOODOOODOOO
o040 000000000000000

goooooo ip masquerade 0000

gooooon no ip masqueraded O 0O O

OO0OO0ONoO OO  no ip masquerade

ooooooo

O0O0O0O0O00DOO00 (Ethernet/VLAN/PPP/Tunnel/WiNAX)) D OO OO OODOOOODODO

gTcP/UDP/ICMPO 00O O00DDOOOO0ODOOOODDOODOOOODOODODOOODOOO

Oipve0O0O0OCO0OIIPOOOOOOOOODOOOO

Oforward out/local output 0 00000000000 OOOOOIPODDODOODOOOODODOODO

O ip (snat-group]dnat-group)

goooooo

Oglobal modeJ OO0 O SNATOOODNATOOODODOODODOOODODOODDOODOStatic NATO
gooooOoooooooo

OSNATOO OO OO0O0O00O0oooooooooDNATO OO 0000 ooooooooooon

goooooo ip (snat-group|dnat-group) NAT-NAME

OooONeO OO no ip (snat-group]dnat-group)

000oooogo NATODOODOODOODOiup snat/ip dnat) 0 0O O (global mode)D O OO OO0

O ip spi-filter

ooooooo

0000000000 0DOOO0DOOSPIO Stateful Packet Inspectiond 00000000 OOO

jooodoooooo0o0oo0ooooOdUoooOoo00oDoOOoUoDoO0UooDoDOoOooDoOoOooDoDOg
oooo

gooooon ip spi-filter 0OO0O0O

0oooogno  noip spi-filterD OO O

goONeO OO no ip spi-filter

ooooood

000000000 0O0ODOestablishedD OO related 00000000000 OCOODODOO0ODO
OEstablishedOD 000000 O0O0OOCOOOOODOOOODOCOOODOOOODOOODODOOOOOO
ORelated 00 0000000000000 DODOO0ODODOOODDOOFPOO0ODOOODODOODODO
oooo

0000000000 O00dosynd00000D0O0O0O0OD0OO0O00ODOO00OOOOODOO

OsPIOOforward inO0O0O local input0 000000000000 DOQCO0OOOCOODODOOODOO
oooooo
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O ip spi-filter log
0000000 QUOO0ODbOOOOOOsyslogmodedOOODOOOOOOO
000000osPI000oooooooooodsyslogD 0000000 DODO0OO

ooooogoo ip spi-filter log [limit <0-100>]

ooooogon ip spi-filter log limit 10

OO00ONO OO  no ip spi-filter

ooooooo

Clhimitd000000100000C0000000DOO0O0OOO00bDOOOO0/O00O0O

OwANO OOOoDoDOoOo0oooooooosPi000oooooooooooooooooooooooo
oo0oooOoooooooooooodg

O session invalid-status-drop-interface
ooooooo
Osession invalid-status-drop O O (global mode 0 O0)0 D0 OO0 O0OODOODOOOOOODOODOO
00
O0000OOdefault OOOOOO
goooooo session invalid-status-drop-interface enable
0000000  no session invalid-status-drop-interface enable
goOONeO OO no session invalid-status-drop-interface enable
ooooooo
0000DO0DbO000000bDO0oboOoDOobOobOoboglobal mode O session invalid-status-drop
CO0000o000OCoOO0U0Oo0U0DooO0oDOoU0UoDoOOoooOooOdOwimax 0 OO0
000o00opoOoooooooooooo
- global mode O Osession invalid-status-drop OO0 O0O0O0O
nxri155(config)#no session invalid-status-drop enable
-000000O0oU0OoOooUoooooobooooo
nxri55(config)#interface wimax 0
nxrl155(config-wimax)#session invalid-status-drop-interface enable

O netevent
ooooooo

00000o0oDoDOoooooogn wiMAX O connect(Dd O O disconnect)l OO0 OO0 OO OO0
goooooo netevent <trackid:1-255>|<trackid:2048-4095> (connect|disconnect)
gddNoO OO no netevent
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O ip webauth-filter

ooooooo
OwebOOOODOOOODOOOODOOOODOOOOOOODOOOODOODOOUODOOODDOOOO
OO0000OwWbhOOODODOOODODOOODODODOOOOOOO
OwebOOOOOOODOOOOOOOOOOOOONINOUTODOOOODOOUODOOODODOOOOO
OODbefaultDO0ODODOOODOO

ooooogoo ip webauth-filter (forward-in|forward-out) WEBAUTH-ACL-NAME

OO0ONeO OO no ip webauth-filter (forward-in]forward-out)

ooooooo

OwebOODODODOOODOODOODOOIlup web-auth access-listd O OO 0Oglobal modeD O OO DO
cooood

OWebO OO OODOOOWeb Authenticate moded0 0O O O0DOOOOO

O ipsec policy

0000000 OO0OO0OOoO0OOoooooOoOlrrPsecOOOOOODODOOOCOOOO

ooooooo ipsec policy <local policy:1-255>

OO0O0ONoO OO  no ipsec policy (]J<local policy:1-255>)

ooooooo

000000000 OO0IPsecO0O00OO0O0DO0O0OO40000000000000O0OODOOO0O
O000000oooooOiwrsec0 00000000 O0OO0DODODDOOOOOOOO

O ipsec policy-ignore

ooooooo

OlPsec policy 00O 0OO0OO0O0ODOODOODOODOODOODOOOOIPsec policy OO0 any OOOO
OO0000000O000OO00O0O0 IPsec OOO0ODOOOODDOODOOODODOODOO

goooooon ipsec policy-ignore (]input]output)

0000000  no ipsec policy-ignored 0 00O

OO0ONoO OO no ipsec policy-ignore

ooooooo

Olnput0 0000000 Oinbound policy check OO OODOOOOOIPsec OODOOOOOODOODO
000000 DoobooOoooooUdoUoooogoooog

OOutput 00000000000 DOOO0DDOO0ODOOO0ODDOOODODOOIPsec policy DO O0O
oOoooooOooooogooooo
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m QoS
gooooon QSO O Ooooon

o HTBOOO

ooooooo queue policy POLICYNAME bandwidth <1-1000000> (]ifg-pa-fcs)

ooooooo
OHTBOOODOOOOOclass policyDOOOODOODOO class policyD OO OOOO
JoO00d00dclass policyOO0D0O00O0OO classO 0000000 OO0OONO class policyd OO

00000000 HBOODOOOODO

ObandwidthO Oclass policyO 00000000000
Oifg-pa-fcs(OO0)D0ODOOD0OO0DOOOO0ODODRefault0OOOODO

o PQUOOO

0O00O00O0d  queue priority-group <PRIORITY-MAP-NUMBER:1-32>

ooooooo
OPQUDOOOOOOOglobal modeO O OO0 priority-map0 000000
O00000priority-map0 00000000000 O0O0OO default classOO0O0OO00O0O PQO
OO000O0O0oOoogooopriority-mpO000000CO0O0OOPQODOOOOODOO
O00OclassOO000DO0OO0ODO0ODO0OOOdefault classO 000000 OOOO

o SFQUOO
0Oo0oooogd  queue fair-queue

o FIFOO OO
goooooo queue fifo (Jlimit <1-16384>)
goooogoo IlimitO FIFCOODOODOOO0OO0OOODOO0ODOOD0OO0O

o TBF(shaping)d OO
ooooooo
queue shape <RATE:1-1000000> <BUFFER:1-1000000> <LIMIT:1-1000000> (]ifg-pa-fcs)

ooooooo

O <RATE:1-1000000>  ShapingOd 00O (Kbps)D OO OO OO

0 <BUFFER:1-1000000> Bucketd O O O (bytes)D OO OO OO

O<LIMIT:1-1000000> TokenD DO OO OD0OODO0DOOODOOOOOODOOODOOOOOOOO (bytes)

ooooooo
Difg-pa-fcs(U O )0 00000000000 ODefault0 00000

o no queue

goooooo no queue
goooooo 0000000 queueD 0000 O default queuel pfifo_fastO 0 OO0 0000
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m QoS (ODO)

o classify

gooooogo classify (inputjoutput) route-map ROUTEMAP

ooooooo

00000oo0d00o0o0o0U0DOOo000oO0o0il0c0d0ooodO0oOOinputd output OO OO
ooooooooooo

Oinput0O000O000OD00ODOOOOPRE-ROUTING(O O O Packet TravelingD O O)ODOOODOOODO

OoutputO OO DOCOOOODODOOOOPOST-ROUTING(D O O Packet TravelingO O O)ODOOOOOOO

o no classify

ooooooog no classify (]input]output)

ooooood

Jopoodooooooooooooooooooooodg

Mno classifyO0 OO0 O0OO0OOOGnputO output) D OO OO O0OOOOOOODOOODOODOO
input0 00 outputD OO OO OO

e ifg-pa-fcs

0000000000000 000000000000000000000000000 0 shapingd
OJOFCSO IFGO PAOODODOOOOODOOD rate000000ODOOODOOOSshaping rated 000
O000000O00Ethernet0 000000000000 OOOODOOFRCSO IFGOD PADOODDOOO
00000000ooooo0oooDo0oo0ooooooDooO0DO0ooOooDOdDododEethernet/
WiMAXOOODOOOODOOOOODOdshaping rated 0000 OIFG(inter-frame-gap 0 O OO 00O
12000000)IFCS@OODn)dPA(preamble: 80 0 0) 0000000 OOODOOODOODOOOOO
000000000 0ooo000ooO000ooO0Uooo000ooo000oDoOo0o0ooDoDOooooo
Default 00000 OOODOOOOOOIFGOPADORCS DOOODODODOOOOOMM
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s JO00D0OO0OO0OD0OOO0O@OOOoOoO)
ooooooo
J0odooooooooooooooDoboooooooooooooooooond (wimax <0-
> Doooooooooooo
ooooodgo
0o00o0D0ooooooooooodOmail server modeO0 OO0 OOOOOOO

o mail send server

ooooodgo J000d000000o0o0ooooooooooooon

ooooooad mail send server <0-2>

OOdOdNeO OO no mail send server

ooooooo J000000o0oDOoDOO0dOmail serve mode0 OO OOO0OOO0O

o mail send from

ooooooo doodooooooooooooo

oooooon mail send from WORD

OO0ONoO OO no mail send from

oooooon

gworRDO O DOOOOOO0OODODOONOOOcenturysys@xxx-isp.ne.jp0 0000000

Omail send fron0 00000000000 DOO0DOOOOOOOCOOOOmMmail fromO O OO (global
mode) D 0O ODOOOOOOODODOOOOODODOO

o mail send to

ooooooo 00o00oobOoooooooDoooon

goooooo mail send to WORD

OO00NOODO no mail send to

ooooooo

gworRDO O ODOOODOOODOOODOOOOuser@centurysys.co.jpd 0000000

Omail send toO 00000000 ODOOOOOOOOOOOOOOOmail toOOOO (global
mode) D00 O00D0O0DOOODOODOODOOODOODOODO

o mail send subject

0000000 OO0O0000000000O0o0000o000oo0oooooocoooooooog
OO0O0O0OoO0d  mail send subject LINE

OO0ONoOO0O no mail send subject

ooooooo
OLINOOOOOODODOOODODDODODOOOO00000oooooooooooooooo
wimax0O OO OO wimax0 was connected

wimax0O OO 0O O wimax0 was disconnected

o no mail send
ooooooo oo00ooo0Oo0o00o00obDbooboo0oooon
OooOooOoono no mail send
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O ip p2p-detection
gogooood

pePOO000ODOO0OOODOOONIPVAODOOOMM
gooooogo

ip p2p-detection (any|winny|share|bittorrent) {log]deny}
O O noO O no ip p2p-detection

no ip p2p-detection (winny|share]|bittorrent)
ooooooo

gobooboboboboobooboboobooboobooboobooboobon
gobdbooobomooogpPOlbOOOOODOODOODO
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O 370 mail server mode

mail server mode

ooooooo
0oooooo

gobgboobgooboobooboooboooboooobobooboobobooobooboobobo

oo

o PPPODOO /00O

OPPP on-demand0 00000000000 DOCOOODOOOOCOOOODOOOO

oooo oooooo oooooo
PPPO O O ppp0 was connected IP address isA.B.C.D
PPPO O O ppp0 was disconnected IP address is released

OO0O00Cpppo0 00 /0000COOODOOOODOO

o WiNvAXO OO /00O

oooQ oooooo oooooo
WIMAXO O O wimax0 was connected IP address is A.B.C.D
WiMAXO O O wimax0 was disconnected wimax0 was disconnected

pHCPU O DO OODOOOO

wimax0 was disconnected

IP address is released

gdO0D0C0Owimax0OOO/0000C000DOCOOODOOOO
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mail server mode

o [O00 command

nxrl155#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxri55(config)#mail server 0

nxr155(config-mail-server)#

m 00000 (SMTP)OO

0oooooo
OSWPOOO0O0O0O0O0D00000000000000000000000P2580000ISPO 250000
000000000000058700000000000000000000000
0000000000000000000

o server smtp address
goooooo server smtp address (A.B.C.D]FQDN)

o server smtp port

gooooood server smtp port <1-65535>

goddNoO OO no server smtp port

goooooo server smtp port 25 (=no server smtp port)

o server pop3 address

OOoOoOooogd  server pop3 address (A.B.C.D]FQDN)

OOONeO OO no server pop3 address

ooooooo O0O00O00O0OPOP before SMTPODODOODOOODOODOOO

m OJO0O0
o server authentication
oooooog
oswNTPO 000000 O0DOO0OD0OODOOO0O0ODO300000000DO000O0OD0O0O0ODODOOn
ooooooooo
POP before SMTP, SMTP-AuthO logind , SMTP-Authl plaind
goooooo server authentication (pop-before-smtp|smtp-auth-login|smtp-auth-plain)
gddNeO OO no server authentication

O username

ooooooo oooooooooooooooooowpwooobobooooooboooo
goooooo username WORD password (hidden]) WORD

gddNo OO no username
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mail server mode

m O0OO0O0ODOOO0O0O0O

ooooooo

ocooooooooOoooooooobooobooboOoooo

OO0O00O0O0Ointerface ppp mode O OO interface wimax mode0 OO OO OO O ODODO ppp <0-4>,
wimax <0-0>0000000O0OO0OOOO

o mail send server

oooooog 0J0000000o0o0oooooooooo
goooooo mail send server <0-2>

oddNeO OO no mail send server

o mail send from

goooood 00ooD0ooobOooooooooo

goooooo mail send from WORD

OO00ONO OO no mail send from

ooooood
gworRoOOOODODOODOOODOOOODOOcenturysys@xxx.isp.ne.jpd 0000000

Omail send fromO O O OO interface ppp/wimax modeO 0 OO0 O00O0OOOO0OOODOOOOOOOO
O0mail fromO O OO (global mode) D 0000000 ODOOODOODOOOOODOODO

o mail send to

goooood 0oooooooooooooooon

ooooood mail send to WORD

gooONeO OO no mail send to

ooooood

gworRDOODOOODOODOODODODOOuser@centurysys.co-jp0 0000000

Omail send toO OO OO interface ppp/wimax mode 0 O 00O OO0DOOO0DOODOOODOOODOODO
mail toO OO0 (global mode) IO OO0 ODOOOOODOODOODOODOOO

o mail send subject
ooooood Jo000o0oO00ooooDobo0oD0ooooooobOooDooDOooOooooon
gooooogo mail send subject LINE
OgooONeO OO no mail send subject
ooooood
OLINODODODODOODOOODODODOOO0O0O0DO00DO0ODO0DO00O0o0o0Oo0n
ppp0 0 O OO O ppp0 was connected
pppO0 0 O 0O OO ppp0 was disconnected

o body

oooooog
0000o0oD0oooooU0o0oooo0ooooooUooDOooDoooOooDooon
ooooooooooo

PPPOODO OO 1P address is A.B.C.D

PPPOOCOOO IP address is released
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O 380 interface bridge mode

interface bridge mode

BridgeO O
20000 Ethernet0 000000000 DO20000VLANODOD OO DO O (IEEE 802.1Q VLAN
tagging)0 OO Bridge OO DO ODOODOOODOODOOO

m BridgeOOOOOOOODODOOO
OO000O000COBridge0DOO0OO0O0ODOOOOODOODOOOODOOO

00000000 0DO0O0D0O0O0OOEthernetd VLANOOOBridgeOD OO DOOO0OODOOOOODOOO
OO0OEthernet0 0000000 Bridge00O00OO0OO0OOOOODOODOQO EthernetO0O VLANO OO
OO0O0O0O0BridgeDO0O0ODOOODO
010000000oocogoosBridge0000DOOOOODOOO

m BridgeODOODOODOODOODOOODO

O00Bridge0 00000 ODOOOOOODOOOODOODOOOOODOOOODOOODOODOOODN

0000000000 OBridge00000D0O0OO0OOODOOOOOOODO

0 shutdown O O

OPPPoE clientOD OO0 OO0 OOOO

OVRRPO O OODOOODOO

OIPsec policyOODOOOODOOOO

OL2TPv3 xconnect D D O OO0 OO OOOOO

OVLANO xconnectD O OO O O0DODOOOOVIANOODOODOODDODODDODOODOODOOODOO
oooooo

OBridge0 0O O0O0OO0ODODONMUODOODOOOO

000000000 oO0oDo0o0oDOooooOvVIANOODOODODODOoDoDOoOoDooooo

Oqueve(QoS)O DO OOOOOOO

m IPv6/PPPoE BridgeO OO O

Bridge 000 U0O0OODOODODO EthernetD0 0O OO0 O OODOIPVE Bridged O O PPPoE Bridge O O O
OO0O00COOO0OIPve/PPPOE BridgeD OO OODOOO

O000OBridge000OO0O0OODOO Bridgingd OO OO O IPv6/PPPOE bridge 0 O O O O Bridging O O
ooooo

00000000 0ODOethernet0d ethernetl 0 broO O O0O0O0ODOOODO Oethernetd O ethernet2 O
O O IPv6/PPPOE bridge 0000000 OO dethernet20 000 0O O frame O O ethernet0 O Bridge O
O0O0Oethernet0 0000000000 bDOOODOOOOOOODOOOethernet200 bridged OO0
od

® BridgeODOOOOOOOO IPsecOOOOOOOO

BridgeOOOODOOOOO IPsecO MO0 IPODODOOO Ethernet bridgeD0 00000000000
gooood
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O OO0 command

nxrl20#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr120(config)#interbridge <0-4095>

nxrl120(config-bridge)#

O ip address

ogooooon doooooooimwroooooooooon
ooooooo ip address A.B.C.D/M (]secondary)

O no O no ip address A.B.C.D/M (]secondary)

aad aad Bridge port0 0 00000000 OODOOODOOO

O ip address

ogooooon DHCPO OO IPOODODOOOOOOOO
ooooooo ip address dhcp (JHOSTNAME)

O no O no ip address dhcp

aad aad Bridge port0 0 00000000 OODOOODOOO

O ipv6 address
ooooooo ooooooogoimwpvedOoooooooog
ooooooo
ipv6 address X:X::X:X link-local
ipv6 address X:X::X:X/<0-128> (Jeui-64)
ipv6 address autoconfig
u no u
no ipv6 address X:X::X:X link-local
no ipv6 address X:X::X:X/<0-128> (Jeui-64)
no ipv6 address autoconfig
o0 og
Olink-local OO OO0 O0OD0O0OO0OOOODOLLLAODOODOOODOO
Oeui-640 000 O ipve-address O prefixO0 OO OO0 OOOO

O ipv6 address DHCPv6-PD

OO0OO00OO0O0O  DHCPv6 Prefix DelegationOD OO OO 00O

ooooooo ipv6 address DHCPv6-PD X:X::X:X/M (Jeui-64)

g no O no ipv6 address DHCPv6-PD (]X:X::X:X/M)

00 oo

O ipv6-address O O sub-prefixD host DO O OO OOOODOOOOO

ODHCPV6-PD O ODHCPvG PDO O D OO prefixOD OO OO D OO OO ODHCPv6-PD O O DHCPvE O O O O
000000000000 @OooOouoooogo)oodipes dhep client pd0O0O0O0O0O0O0OCOO
goooo
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m bridge port
o ethernet
0000000 Bridge port0 00000000
ooooood bridge port <1-2> ethernet <0-1> (Jvid <1-4095>)
ogd o0
020000000Obridge port00000OO0ODOO
O0Oethernet0 0000000000000 OO0O0O00ODDOOODOOOM
bridge port 1 ethernet 0
bridge port 2 ethernet 0
Oethernet0 vianO O OO ODODOO0D0OO0DO0DO0DO0DO0DOOODOOOOOOOOOOOO
bridge port ethernet 0
bridge port ethernet 1 vid 1
0000vidO0ODODDOOODODODOO0O0O0OO00DO0OO000oOoOoooom
bridge port 1 ethernet 0 vidl
bridge port 1 ethernet 1 vid 2

o pathcost

ooooood Bridge portd Opathcost 00O OO O0O0OODOOO0O

gooooboo bridge port <1-2> pathcost <1-65535>

ooooood bridge port <1-2> pathcost 100

a no 0 no bridge port <1-2> pathcost <1-65535> (=00 0)

od od

Obridge port <1-2> ethernet <0-1>00000000Opathcost0 D0 0000000 OODOOONO

Ointerface bridge mode 0 OO 00O O0Obridge port0 0000000000 OCODOO@ODODOO
exitO 0 OOoOoOo)o

Ointerface bridge mode 0 OO OO0 OObridge port 0000000000000 DOOODOODOOOOO

o priority

goooooo Bridge portOOpriority0 0000000 0ODOOODO

ooooood bridge port <1-2> priority <0-63>

goooooo bridge port <1-2> priority 32

O no O  no bridge port <1-2> priority <0-63> (=000)

ood 00

Obridge port <1-2> ethernet <0-1>0 000000 dpriority0 0000000000 ODO0O

Ointerface bridge mode0 O OO0 OObridge port0 00 00000D0O0OO0OOODOO@ODODOO
exitOOOOoOoOo)o

Ointerface bridge modeJ O OO0 OObridge port 0000000000 ODOODOOODOODOODODOO
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®m bridge port(C O)

O access-group
goooooo
ooooooo
0 no 0
oo oo

m bridge

O access-group
ooooooo
oooooog
0 no 0
oo oo

o aging-time
ooooooo
ooooood
ooooood
U no u
oo 0d

Bridge portO bridge ACLOODOOOOODOOODOO

bridge port <1-2> access-group (in]out]forward-in|forward-out) WORD
no bridge port <1-2> access-group (inJout]forward-in|forward-out)
WORDO O Obridge ACLO OO OODOO

bridge ACLO O bridge access-list mode 0 OO0 0000

Bridge 00O 0OO0OOOObridge ACLOODOODOOOOODOOO
bridge access-group (injout]forward-in) WORD

no bridge access-group (injout]forward-in)

WORDO O Obridge ACLO OO OODOO

bridge ACLO O bridge access-list mode0 0 OO0 OO0

BridgeUOODOOODOOaging-timed 000000 OOOODOO
bridge agint-time <0-65535>

bridge aging-time 300

no bridge agint-time (=000)

OBridgeCO0O0ODOOOOOODOOOODOCOOOOMACOODOOODOOOOODOOOOAgINt Time
goobgooboooo
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m bridge stp

OBridge 0 0000 OO O OSTPO Spanning Tree Protocol IEEES02.100 0000 00OCOOOODOO
000 0OD0O0O0ODOBPDUO Bridge Protocol Data UnitdO OO OO OODO Spanning Tree0 OO O0O0OO
gooooood0oooooOoooOooU0ooboOoUOoDOboOooU0oDoOoUOooDoOooooUUoo
oooooooooooooo

OSTPO OdefaultOOO0ODO

ORSTR/MSTPO OO DOODOOOODO

o enable

oooooao
ooooooo
goooooo
0 no 0
oo oo

o priority

oo0ooooo
ooooooo
ooooooo
u no U

o hello-time
ooooooo
goooooo
ogoooooo
0 no 0

o forward-delay

ooooooo
goooooo
ogoooooo
0 no 0
oo oo

o forward-delay

oooooao
ogoooooo
goooooo
0 no 0

BridgeO OO DODOODODOSIPOODOODDOODDOOODDOODO
bridge stp enable

no bridge stp enable

no bridge stp enable

no bridge stp enable 0 O OO forward delayd 0.000 0000 0O

Bridge 0O ODO0OODO priority0 00000000 DOOOO
bridge stp priority <0-65535>

no bridge stp priority 32768

no bridge stp priority (OODO)

BridgeO OO ODOODOO helllo-timed 0000 OD0OOOODOO
bridge stp hello-time <1-10>

bridge stp hello-time 2

no bridge stp hello-time (=00 0)

BridgeU DO OODOODOO forward-delayOD OO OO OOO0OODOOO

bridge stp forwaed-delay <4-30>

bridge stp forwaed-delay 15

no bridge stp forward-dely (=000)

no bridge stp enable 00000000000 OO0ODOOO0ODOODOOOOODOO

BridgeU OO0 O0ODOmax-age 0 0000 O000O0ODOOOO
bridge stp max-age <6-40>

bridge stp max-age 20

no bridge stp max-age
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O mtu

ooooooo wwMuoOoooooboog

goooooo mtu <bytes:68-1500>

U no g no mtu

00 00

Obridge portO MTUO OOODOOOOODOCUOOODOOOOOODOOOethernet 00 MTUD 14000
0ddpDuoo00000000D0DO000DOOO0O0OO)O

O interface bridge mode0 OO0 OO0 Obridge port 000000000000 ODOO@ODOOO
exitO 00 O00o0O)o

O interface bridge mode0 0O OO0 Obridge port 000000000000 OOOODOOODOODOO

O ip proxy arp

OO00O0DoOoO0  Proxy ARPOODDOOOODO
ooooood ip proxy-arp

oo 0O oo no ip proxy-arp

O no O  no ip proxy-arp

O ip directed-broadcast

0000000 Directed Broadcast O O O OO0 OO0 O0OO0OO0OOO0OOOO
goooooo ip directed-broadcast

oo 0O oo no ip directed-broadcast

O no O no ip directed-broadcast
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O ip redirects
ooooogoo
OICMP redirectO type=50 0000000000000 0DO0O0O0O0OOODOODOODOODOODODOO
000000000RFC792(T
00000 Send redirect0000OOOICMP redirect 00000000000 0D00ODOOODOODO
goooooo ip redirects
goooood ip redirects0 0 (O 0O)
gooONoeO OO no ip redirectst (O O)
ooooooo
0000 ICMPRedirect D 0O OO OOOICMP Redirect DD OO0 OO0 OOHestDO OO DOOOOODO
o00o0o0oo0ooooDOooooooDoDOOobOO0DbOobOOo0oOn
O Host A OHost B(192.168.1.100)0 0 IPv40 0 000 default ge(NXR) O OO OO OO
ONROODODODOOO0O0OO0O0D192.168.1.0/240 00 next hopd 192.168.1.2530 00000
OO00ORouter AUODOODOODO
O O0O00O0Onext hopO Router ADOODOOOHost ADODODOOOOODOODOODOOHost AD
ICMP Redirect0 DO OO OO
O Host ADODOOOHost BOOO IPVAOOODOOOICMP Redirect DO O 0O OO next hopO OO
O0ORouter ADODOODOOO
OO0O0O0O0ICMP Redirect D 00O 0DO0D0OO00ODOODOODOODOODOODOOOOOOODDOODOO
000000000d forwardingD OODOODOOOO

PC B: 192.168.1.100

T [

192.168.1.0/24

ARAT 92—
192.168.1.0/24 (gw) 192.168.1.253 NXR Router A

4 1921680254 192.168.0.253
‘ @) IP to 192.168.1.100

Send Redirect&H % --7

|
|
|
|
|
_____________ -

192.168.0.0/24

T
| @) 1P to 192.168.1.100
IP to 192.168.1.100

&

PC A: 192.168.0.100
Default GW=192.168.0.254

3 Redirect (Next hop=192.168.0.253) l
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O ip tcp adjust-mss

ooooood

O Path MTU Discoveryd PMTUDO O O O End-to-end 0 0 0000000 O0DOODOOOOMIVODODOO
0000000000000 00Doo0ooo00oooo0oo0o0oo0oooooooooooon
0ooooooivad0ODOO0ODO0O0O ICMP fragment needed D 0000000000 OOOOO
000000000 0ooooDoOooPNTUDO0ODOOO0OO0OOOOOOOOOOODOOOddPMTUD
00000dooooooooooMuoo0d0oo00oo00o0o000o0oo00o0o0odOEend-
to-end0 0000000000000 OOOOOOOOOOOOOTCPOO  SYN/SYN-ACKO O OO
omMsSOOO0OOoOOoOoooooooooooooooooooTcPOOO0ODOOOOOOOOOOOg
000000000 00o00oDoo0oo00oo0oooooooooooOoo

goooooon ip tcp adjust-mss (auto]<500-1460:bytes>)

0000000  no ip tcp adjust-mss

OooONO OO no ip tcp adjust-mss

ooooood

OiIpvi000000O0O0O0O0OOTCPOOODOOODOOOOOTCPOODODOOOOOOOOOOOO
000000oooooooooooooowsscoooooon

oooooooowsMssOnDdoodoob00Dantc0 000 O0OOOMSSOOOODOOMSSOOODOO
0oooooooooooooo

OooDodooooooooonssoooooooooowMssoooooooooooononooooon
ooog

guPOICMPOOOOOOOOOOOOOO0ODOO0ODOOODOOOODFOOODOOOOOOO
000000000000 00oo000Dooo00ooooooooooon

(M no ip tep adjust-mssO0 0000 OOOTCP MSSOOODOOODOOODOOODO

O ipvé tcp adjust-mss

oooooog  TCP/IpveO MSSOOOODOOOO
ooooooo ipv6 tcp adjust-mss (auto]500-1460)
OO0 O OO0 no ipve tcp adjust-mss

O no O no ipvé tcp adjust-mss
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O ip mask-reply
ooooooo
OCpenviewO O OODDOODODOOOODOOODOOODOOOODOOODO ICMP address mask request
Otype=1700 0000000000000 O0OO0ODOODOODOOOOOOODOOOODOODOOOOO0O
0o000oooooooooooom
OO0O0OODODOICMP address mask request 00000 0O0O0OO0OOOOOOODOODOOO
ooooooao ip mask-reply [ ICMP address mask requestd O 0O 00O 0O 13
goooooo no ip mask-replyd ICMP address mask requestd0 D0 OO 00O I
Oo00ONeO OO no ip mask-reply
ooooooo
O ICMP address mask request/reply0 0000000

ISP~ __ppp0 (1000.196/32)
//F ICMP address mask reply D83

-
s

NXR#2

a NXR#1

192.168.0.254 192.168.0.253
§ A
ICMP address mask replyh" &30 Request (to 10.0.0.196)
Request (to 192,168.0,254)
192.168.0.0/24
| Reply {mask=255.255.255.255)

Reply (mask=255.255.255.255)

S

OpenView
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O (iplipv6) access-linkdown

ooooooo OO0O0O00o0OoOdOooOlnnk downOOOOODOO interfaced IPv4 address O
goooooooooog

goooood (ip]ipv6) access-linkdown

O no O no (ip]ipv6) access-linkdown

0oooogno  no (iplipve) access-linkdown[DI O OO

O (ip]ipv6) rebound

ooooooo

0000000000000 000DOO000D0o000DooOo0o0ooOO0o0o0o0oad (forwarding)
D000 OO0000ONROODDOOO00O0000000000000000000ONXROODOTTL
goooOoOoOOoUOOoDoOOoOoOooOoooon

OIP rebound0 0 0000000000000 O0DOO0O0OOODOOOOODOODOOODOOOOOOOO0OO
000000000000 destination unreachable0 000000

ObefaultO 00O O0O@OOODOODOOODOODOOOOODOOOOOOODOOOOOOOOO)O

goooood (ip]ipv6) rebound

oo O oo (iplipv6) rebound

O no 0O no (ip]ipv6) rebound
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O ip reassemble-output

ooooooo

goooooooodMiooooevTrUCODOOODOOOOONR forwardingDOOOOOOODOOO
0000000 oooo0o0oooDood0ooooCoooDoooooooDooOooooDoon
OO0O0oOoOoONRROOOOOOOOO0ODOOOOU0ODOOOUOODOOODOOOOODOODOOO
- fragmented packet(U OO0 O0OD0)OMUODOOOOOOOOOOODOODOOOOOOONMTUO
ooooooocoooooboooooo
- fragmented packet(QCO OO OOO)OMUOOOODOOODOODOOD fragmented packet D OO O
coooooo
-000000oooo0oMU00DO000ooOD00oooD0oooODO0ooooDoo

goooood ip reassemble-output

oo O OO ip reassemble-output

O no 0  no ip reassemble-output

ooooooo

gooo0opoodoOoooU0U0obDOo™CooooO0ooooUUbOOooOUoDooUOoDooOoooDo
00000000ooo00ooo00oo0o0DooooooooOooDoooO IPOODODOOOOD
gooooo0ooooOoOoOooOoOUooOooUOOoOoooUOUoOoOoOOoUoODoogOoDbDooOooDo
0000000000000 00ooD0ooO000o0o0000ooO000DoOOoONXROODO
oooooooooooOoooocOoOwooOoOoOOobOOoOoUOboOogOoDooooo
- fragmented packet(C OO OOOO)ONMUDOODOOOOOODOOD fragmented packet D MTUD O
oooooooooooooooo
- fragmented packet(CO O OOOO)ONMUDOOOOODOODODOOODO fragmented packet OO O
ooooooo
- 000000000 0OMUODOO00O0DOOOODOOOd fragmented packet0O0O0O0O00O0O0O0OO
oooooo

ODefaultOOglobal DO OO0 interface0 00000000 OGIobal 0 OO interfaced OO AND
oooooooDoOoOooooOoooooOoooooooogOrr forwardingO ODODOOOODOO
ooooo

gooooooooooooboobooooo3z0pobooooooxk3 gooooooooooooDo
00000000000 0D00O0O0O0ODOOddip reassemble-output OO0 O0O00OO0OO0ODOOOO
ooo
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O ip arp reachable-time

0000000 UCUUOOOARP J000O0O0O0ODODOOOOODOOOO
ooooooo ip arp reachable-time <30000-3600000>

ooooooo ip arp reachable-time 30000

O0O0ONoO OO  no ip arp reachable-time

0000000 showarp JO00OODOOOOOOOREACHBLED DD OOOODOODOO

OO00D00O000.5 0 1.50x reachable-timeODO0OOOOOOOOOO

O ip arp queue length

gooooon

OEthernet/VLAN/WINAXO OO ODOOOD IPMAODOOCO0ODOCOOODOOCOONO next hopd O
MACOOODODOUODOOOOUODOODOUODOOODOOOMACODODOUODOOODOOD queveingd OO
gbooobogoooopboon

ooooooo ip arp queue length <1-1000>
ooooooo ip arp queue length 3
Oo00ONoODOO no ip arp queue length
goooooo

00000000 (Ethernet/VLAN/WINAX)O OO DOODOOOODOODOO

Ooueued OO0 O0OOODOODOODOOOOOOO

000 queved queueingU 00000000 DOODOODOOOOODOODOOOODOODOODOOQueue
oooboooboooooouooobuobodbdguesed O oboobobooboOonO

O ipv6 nd prefix

goooooo IPv6 Routing Prefix Advertisementd O OO 0O0OO
goooood ipv6 nd prefix X:X:X:X::X/M

(J<valid-lifetime:0-4294967295> <preferred-lifetime:0-4294967295>)
O no 0 no ipv6 nd prefix X:X:X:X::X/M

(J<valid-lifetime:0-4294967295> <preferred-lifetime:0-4294967295>)
od OO0 Ethernet/VLANO OO OODOOOOODOOO

O ipv6 nd send-ra

goooooo 1Pv6 RA(Router AdvertisementD OO0 /00000000
goooood ipv6 nd send-ra (RADO)
g no O no ipv6 nd send-ra (RADO)

O ipvé nd ra-lifetime

ooooooo IPv6 RA(Router Advertisementd OO OO0O0OO0OOOOOOO
ooooood ipv6 nd ra-lifetime <0-9000>

oo o oo ipv6 nd ra-lifetime 90

g no d no ipv6 nd ra-lifetime

od od ra-lifetime >= ra-interval maxO0 0O O0O0O000COO0OOCO
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O ipv6 nd ra-interval

goooooo RA(Router Advertisementd 00000000 ODOODO
goooood ipv6 nd ra-interval <min:3-6750> <max:4-9000>

oo O oo ipv6 nd ra-interval 10 30

O no 0 no ipv6 nd ra-interval

ood OO0 min<max x 0.75000000000000000

O ipvé nd ns-interval

OO0OO0O0O0O0  NSONeighbor Solicitationd OO OOOOOOO0OOO
ooooooo ipv6 nd ns-interval <msec:1000-3600000>

oo o oo ipv6 nd ns-interval 1000

O no O no ipvé nd ns-interval(J 0 00O

O ipvé nd rs-interval

0000000 RSO Router SolicitationD OO OOODOOCOOODOCOCO
goooooo ipv6 nd rs-interval <interval:1-10sec>

oo o oo ipv6 nd rs-interval 1

O no O no ipvé nd rs-interval(0 O 00O

O ipvé nd rs-count

0000000  RSORouter SolicitationD OO OOO0OOOOOOO
goooooo ipv6 nd rs-count <count:1-2147483647>

oo o oo ipv6 nd rs-count 3

O no O no ipvé nd rs-countll] O OO0

O ipvé nd reachable-time

ooooooo
oooooo0000oooo0@oooooo0o00oooDoo0o0ooooDooOooooooDooDOog
oooo

gooooog ipv6 nd reachable-time <msec:0-3600000>

oo o oo ipv6 nd reachable-time 30

O no O no ipvé nd reachable-time(11 00O OO

od od
00oD0000ooo0o00oDo0o0OoooOd00oooDO0U0oDOooDOoUooOoOOOoOU0DoOoOOoODoOO
godoOooooooooooooooooo

O ipv6 nd dad attempts

gooobon DADCI Duplicate Address DetectionD 0 OO OODOODOOODOO
goooood ipv6 nd dad attempts <0-600>

oo O oo ipv6 nd dad attempts 1

O no 0 no ipv6 nd dad attempts[D O OO0
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O ipv6 nd accept-redirects

goooooo

O1Pv6 forwardingD OO OO OOOICMPVE redirects 00000000 OOOOODOO0OO
ooooooo ipv6 nd accept-redirects

oo o 0OOd no ipv6 nd accept-redirects

O no 0 no ipvé nd accept-redirects

od od IPv6 forwardingD OO0 0000000 OODOO0ODOODOOOOOOO

O ipv6 nd queue length

oooooog

O Ethernet/Vlan interface 0O IPv6 D00 OO OO0 O OO OONeighbor DiscoveryD OO DO OO O
O (nexthop)d mac addressO0 00000 0OO0O0OOOOOOmac addressd00 000 OO queueingd O
ododooooooooooooooon

OQueue D OneighborO entry0 00 OO0 OOO

Oqueueing0 00O packetODaddressO0 0000000 O0OOO0ODOOODOOO

OQueueD fullDOODOODOO packetO O OO OOqueued DO OO dropO O OO0

ooooooo ipv6 nd queue length <1-1000>

oo 0O OO0 ipv6 nd queue length 3

O no O no ipv6 nd queue length

oo oo IPvaO IPv6 00000000 Oiunterface00000000ODOOOOO

IPvaOOOO0OOip arp queue lengthOOOOOODOODO

O ip access-group
ooooooo
Oglobal mde0 DO OO ACLOOOODOODOODOOOODOODODOOODODODODODOOO
ooooooo
ooooogn ip access-group (injout|forward-in]forward-out) IPV4-ACL-NAME
OO0ONeOO0O no ip access-group (injout|forward-in]forward-out)
ooooooo
000000000000 00000D00D00D000000 (@O0 Packet TravelingD OO)O0OO
00400000
in(local input) NXROODODODOODOODOODODOOOOODOOO
out(local output) NXRO OO OO OODOOCOODOOOODOOOODODOO
00000000 OoooooNRDODO0O0OO0OD0D0ODO0ODOODOODOOODOD
forward-in NXROOOODOOOODOOOODOOOO forwardingd OODOODOOOOOOODO
forward-out NXRO OO OODOOODOOOOOO forwardingD OODOOOODOOOOOO
OmacO 0000 ACLOOoutd OO forward-out 0 000 O000O0OO0OOOO

O ipv6 access-group

coooooo goooooooOoweoooooooooooooo
gooogooo ipv6 access-group (injout]forward-in]forward-out) IPV6-ACL-NAME
O no 0 no ipv6 access-group (injout]forward-in|forward-out)
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O ip masquerade

ooooooo

000000000000 00000o00ooooooooooo a0 00Oooooooog
ooV 0000000 ooooooon

gooooon ip masquerade OOO0O

goooooon no ip masqueradel] O O O

gooONeO OO no ip masquerade

ooooooo

000000000000 (Ethernet/VLAN/PPP/Tunnel/WiMAX/Bridge) D D O DO D0 O0D0ODOOO0O
OTCP/UDP/ICMPO 0000000 ODOOOO0ODOOOUODOOUODOOOUOOOODOOOOOOO
gipveO0 00000 IPOD0OOODOODOODOOO

Oforward out/local output 0 O 00O OO0 OOO0DOOOOOOOIPOODOOOOOODODOODOO

O ip (snat-group]dnat-group)

goooooo

Oglobal modeO0 O OO0 SNTOOODNATOOOOODODODODOODOODODODOOStatic NATO
dooooopooooood

OSNATOOODODOOOO0OODODOODO0ODODNATODDODODOODOOODODO0ODOO0DOOO

gooooon ip (snat-group|dnat-group) NAT-NAME

OooONeO OO no ip (snat-group|dnat-group)

goooooo NATOOODOOOOOip snat/ip dnatd O OO (global mode)0 OO O OO

O ip webauth-filter

ooooooo
OwebOOOOOOOOOOOOOOOOOOODOOOOOOOOOOOOOOODOOUOOOOODO
oOoooOoOwebhDOOODOOOODOOODOOOODOOO
OwebOOODOOOODOOOOOODOOOODOOONINNOUTODODOOODOOODOOOOOOODOOO
od

ObefaultO OO OODOOOOO

goooooon ip webauth-filter (forward-in]forward-out) WEBAUTH-ACL-NAME

gooONeO OO no ip webauth-filter (forward-in]forward-out)

ooooooo

OwebOODOODODOODOOOOOOOIiup web-auth access-listO OO O Oglobal modeD O OO O
oooooo

OWwebOODODOOOOWeb Authenticate modeJ 0 OO OOODOOO

O pppoe-client ppp

OoOoOoOoOooO  PPPEO0OOOOOOOOOOOO

goooooo pppoe-client ppp <0-4>

oo O oo no pppoe-client ppp

O no O  no pppoe-client ppp <0-4>

o0 OO PPPECOCOCOCOOOOOOODOODOOOODDOODOOO
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O ip spi-filter

ooooooo

000000000 0O0DOO0ODOOSPIO stateful Packet Inspectiond D000 O0OO0O0OOO

jooodoooooo0o0oo0ooooOdooooo00oDoOOoUoDoO0UoDoDOoOooDoDOoOoDoDOg
oooo

oooobogon ip spi-filter 0OO0O0O

oooogoono  no ip spi-filterD OO O

goOONeO OO no ip spi-filter

ooooooo

0000000000 0ODOestablishedD OO related0 0000000000 OCOO0DOOOOO
OEstablishedOD O O0O0O00OO0OO0O0OOCOOOOODOOOODOCOOODOOODOOODODOOOOOO
ORelated 000000000000 ODOOODOOOODOOODOOOFPOO0DODOOODDOODDO
oooo

00000o0o00ooDO000syn000000OoOoO00ooOOoO0ooOoOOooDoDooo

gsPiOOforward inO0O0O local input0 00000000000 OOOOOOOCOODOOOODOO
ooooog

O ipv6e spi-filter

coooooo IPv6 SPI filterODOOOOODO
ooooooo ipv6 spi-filter

oo o oOd no ipv6 spi-filter

O no O no ipv6 spi-filter

O ip spi-filter log
O ipv6 spi-filter log
0000000 QOO0OD0O0OO0O0O0OsyslogmodedO0O00OD0ODOOOOOO
O00OOoOoOoshoooogooooooodsyslog0O00OOCOOoooOooO
ooooooo ip spi-filter log [limit <0-100>]
ipv6 spi-filter log [limit <0-100>]
ooooogon ip spi-filter log limit 10
ipv6 spi-filter log limit 10
goOONeO OO no ip spi-filter
no ipvé spi-filter
ooooooo
Clhimitd000O000100000C000OO000DOOo00DOoOoO0OobDOOOO/0000O
OwANO OOODOoOO0oooooooosPI000ooooooooooooooooooooooono
gobooooooooooogooooo
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O shutdown

oooooog 0000000000000o0oooooooogono
ooooooo shutdown

od 0O Od no shutdown

O no O no shutdown

O ipsec policy

0000000 0Oo00o00ooooooogolrsecd0dDO0OOOOOOOOOOO

ooooooo ipsec policy <1-255>

O0ONOODO no ipsec policy (]1-255>)

ooooooo

O000oooooodrirpsecO 000000004000 0000000000000000OO
000000O0oooooogiIpsec00000DOOO0ODOOOODOOOODOOODO

O ipsec policy-ignore

Ooooooo

OlIPsec policy 00000000000 ODODOOOOOOO0OIPsec policy OO0 any OOQOO
00000000000 O00O0oO0 IPsec OO0ODODOO0ODDODOODDODOODOOOODDO

ooooooo ipsec policy-ignore (]inputjoutput)

ooooooo no ipsec policy-ignore(J 00O

OO0ONoOODO  no ipsec policy-ignore

Ooooooo

Olnput0 00 0O0OO0OOiinbound policy check OO0 OOO0OOOOOIPsec OODOOOOO0OODOOO
000000 ooboooooooodooooooooooo

Coutput 000000000000 OOOOOOOOOOOOOOODOOOIPsec policy DOOO
oooooooooooooooog

® QoS

0000000 QeSOOOOOOODOOOODOOOO

o classify

OO00oO0oogd  classify (inputjoutput) route-map ROUTEMAP
ooooooo

OOO0U00O0O0o0U00OOOo00DOOo0o00DO01l0D0gUoooOOOOinputO outputd OO OO
goooboooobo

Cinput0 00000000 DOOCOOPRE-ROUTING(O O O Packet TravelingO OO )OO0 OOOOOO

Coutput DO O O0DOOOOODDOOOPOST-ROUTING(O O O Packet TravelingO O O)ODOOOOOOO

o no classify

OO0o0doogd  no classify (Jinputjoutput)

ooooooo

O0o00o000o0o0oooooooooooooOoooon

(Mno classify0 000000000 (inputl output) D0 00000 DOOOOODODOOOODOO
input0 00 output 0O OO OO0
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O session invalid-status-drop-interface
goooogo

Osession invalid-status-dropd O (global mode0 O0)0 O O0OO0OOODOOOCOODOOOOODODO
O00000defaultOOOOOO

ooooooo session invalid-status-drop-interface enable

oo o oo no session invalid-status-drop-interface enable

O no O no session invalid-status-drop-interface enable

ooooooo

O0O00DO00000O0obOoooobooboOoooonodglobal mode D session invalid-status-drop O

gooDo0oOooboooooboOooooObo0ooboob0oooDoooODOOUethernet 00 DOOOOO
googboboooboboooo

- global mode 0 O session invalid-status-drop0 0000000
nxr125(config)#no session invalid-status-drop enable

- 000000000 bOo0obOOoooooooDooo
nxri125(config)#interface ethernet 0
nxr125(config-if)#session invalid-status-drop-interface enable
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O ip arp filter

ooooooo

0000000000000 00D00000000000000 ARP requestd 0000 OOOARP
reply0 00 /000000000

goooood ip arp filter

oo 0O OO ip arp filter OOOOARP reply00D00ODODO
O O noO O no ip arp filter OOOOARP reply0 00O
ooooooo

OCOOLANOOODOOOODOEthernet0 0000000 OOO0OODOOOOOOQOODOOOODOO
ODOOARP reply00000D00ODOODOODODOODODOODO
OOO0000OO0LLANOOOOOOOOhost route00000000DOCOO0OOCOOODOCODOQ host
OO0 ARP request OO0 O OUOARP reply0 00000000 ODOOOOODOO

OARP reply0 0 00C00OO00OCOCO0OOOOOODOOOOO

O ip arp gratuitous
0000000 gratuitous ARP(GARP D OO D OODODODOO
goooood ip arp gratuitous <attempts:1-255> <interval:1-3600> <delay:1-600>

ip arp gratuitous (= ip arp gratuitous <attempts:1> <interval:1> <delay:5>)
oo o oo no ip arp gratuitous JOOOGARPO OO DOODOO
0 0O noO O no ip arp gratuitous
ooooooo
O0000000000000ARPOIODODOO0OOOOO0OOU0ODOoOoOooooooooon
GARP (request)0 000 O0ODO
gwrdooodoooooooooooooooooocGARPOODOOODOO
000000oo0000o0o00ooo0000ooO00000dUOcGARPODOOOOODO
OVRRPO OO OODOODOOODOOVIPOOOOGARPOOODOODODO
OGARPO OO 0DDOdefault DD DO OO0 ODODOOOODOOOOOOOOOOOODO(sec)Ddon
O000Odelay(sec) D00 O00D0O00OODO0OOOO
O0000000000O0000OEthernetdVLANOBridgeD O OWiMAXO OO OODOOOOODOOOO
o
OOOOVIANO Bridge 0000000000 DOOO0ODOOOOOGARPOODOOOODOOOODOO
Joodoooodoooooooguooooooon
ODHCPO O OO DOOOODOODHCPOOODO IPODOU0DOOOOUDOOOUODOOOGARPOOODO
goooooooooomwrdooooooooooooonoooooooooOoGARPOOODOO
od
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bridge access-list mode

OBridge access-list mode 00000 ACLODOODOOODOODObridge access-group0 0000000
bridge port <1-2> access-group 0 0O O O (interface bridge mode 0 O O)OOACLOODOODOODO
oooooooooo

m ethernet-type

O OO0 command

nxrl20#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxrl120(config)#bridge access-list WORD (deny|permit) <1-256> ethernet-type
nxr120(config-bridge-acl)#

o mac source

ooooooo 0oodoooooovAcOOoonoooooood

OO0O0OD0O00  mac source (|not) HH:HHzHH:ZHH:HHzHHC]/MM:ZMMzMM 2 MM MMz MM)

OO0 0ONoO OO no mac source

ooooDooo

ONetOOOnotdOODOOO0ODOO0O0ODODOOODOODOOODOODODODOODOOODOOODOD

jodoO0do0odo0oobDO0o0obDO0ooOoooobDOooDOoooOoog

d00d0ooodoooogooo:go:eb:*»*:**:** 0000000000000 O0O0ODOO0OO
mac source 00:80:6D:00:00:00/FF:FF:FF:00:00:00

o mac destination

ooooooo 0odoooogovAcOOoonoooooood

0000000  mac destination ([not) HH:HH:HH:zHH:HHzHHC]/MMZMM 2 MMz MM 2 MMz MM)

OOOdNoO OO no mac destination

ooooDooo

ONetOOOnotdOODOOO0ODOO0O0ODODOOODOODOOODOODODODOODOOODOOODOD

jodoO0do0odo0oobDO0o0obDO0ooOoooobDOooDOoooOoog

do0d0ooodoooogooo:go:eb:*»*:**:** 00000000000 O0O0OO0O0ODOO0OO
mac source 00:80:6D:00:00:00/FF:FF:FF:00:00:00

o ethernet-type

ooooooo 000000 EthernetD 000000000

0000000  ethernet-type (|not)d <1536-65535>

OO00ONeOODO  no ethernet-type

ooooooo

ONotOOOnotOODOO0ODOOOO0OOO0OOO0ODOOEthernetD 00000000 O0OO0OOOOODOO
od

Oethernet-type 0000 000000000000 DOCDO0O00D exitOOOD0OODOOOOODOOO
O global modeO0 0D OO ODODO
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m ip

O OO0 command

nxrl20#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxrl20(config)#bridge access-list WORD (deny|permit) <1-256> ip
nxr120(config-bridge-acl)#

o mac source

goooooo doodooooovMAcObDOoDoDooooood

goooogon mac source (|not) HH:HH:HH:HH:ZHHzZHHC]/MM:MMZMMzMM:MM - MM)

OO00ONoO OO no mac source

ooooooo

ONotOOOnotdODODOODODOODODODODOODOOODODOODOODOOODOODOODOOOD

0do000doooDbO0ooo0OooO0o0Do0obDOoooOoooOooDoooDag

d00do0ooodoooogooo:go:eb:**:**:** 0000000000000 O0OO0DOODOO
mac source 00:80:6D:00:00:00/FF:FF:FF:00:00:00

o mac destination

goooooo doodooooovMAcObDOoDoDooooood

goooogon mac destination (Jnot) HH:HH:HH:zHH:ZHHzZHHC]/MM:MMZMM MM 2 MM - MM)

OoONeO OO no mac destination

ooooooo

ONotOOOnotdODODOODODOOODODODODOODOOODODOODOODOOODOODOODOOOD

0do000doooDbO0ooo0OooO0o0Do0obDOoooOoooOooDoooDag

0d00d00ooodoooogooo:go:eb:**:**: 0000000000000 DOOO0DOODOO
mac source 00:80:6D:00:00:00/FF:FF:FF:00:00:00

o source

goooooo doodooooowrooooooooooo

gooooon source (|not) (A.B.C.D | A.B.C.D/M)

OO00ONoO OO no source

ooooooo
ONotOOOnotdODODOODODOOODODODODOODOOODODOODOODOOODOODOODOOOD

o destination

ooooogo Joooooooowooooooooooo

0000000  destination (Jnot) (A.B.C.D | A.B.C.D/M)

gddNeO OO no destination

ooooooo
ONoetODOOnotdOODO0OD0ODO0OO0DODOOO0DOO0DODOOODOOODOO0DOODOODOOOD
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m ip(0O)

o tos

ooooooo goooopoToesooooooog

oooodoogd  tos (Jnot) <0-255>

OO0ONOODO  no tos

ooooooo
ONotOOOnotOO0O0ODO0OD0OOO00O0OODOOO0ODOODOODOO0OOODOODOOOOODOO0On

o protocol

oooooog Jooobooooooooooooo

oooooon protocol (Jnot) (<0-255> | icmp | tcp | udp)

OOONeO OO no protocol

ooooogoo

ONotOOOnotO0 D OODOO0ODODOO0O0OODOODO0O0ODODO0O0ODO0ODO0ODO0O0ODOODO0O0ODODOO
Osource-port 0 O O destination-port U O OO O0O0OOOnotD 0 O00OODOOOOOOOO

O source-port 0 0 O destination-port 0 00000 0O0OOicmpO OO0 <0-255>0000000000
oooo

o source-port

ooooooo 0dooooooooooooooooooog

0000000  source-port (|not) (<1-65535> | range <1-65535> <1-65535>)

goddNeO OO no source-port

ooooooo

ONotOOOnot0 OO0 O0O0OOODODOO0ODODO0OOODOO0OOODOODOODOODDOOO
Oprotocol D0 tcpO0 D0 0D udp0 000000000 OODOO source-port0 0000000 0ODOOO0O
Oprotocol D0 tepO0 0 0D udpO0O0O0OD0OODOOODOOsource-port0 00000000 ODOOODO

o destination-port

coooooo gooopoooooooooooooooodg

0000000  destination-port (Jnot) (<1-65535> | range <1-65535> <1-65535>)

OO0O0ONoO OO  no destination-port

ooooooo
ONotOOOnotOOOOOOOCOOOOOOOOUOOOOOOODOOOOODODOODOOO
Oprotocol OO tcpO0 00 udp OO0 0OOOO0OOO0O0ODOOO destination-portd 000000000
ood

Oprotocol OO tcp0 0 0O udpO0 OO0 OD0ODOOODOOdestination-port0 00000000 ODO0O0ODO
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m ipv6

O OO0 command

nxri20#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr120(config)#bridge access-list WORD (deny|permit) <1-256> ipv6
nxr120(config-bridge-acl)#

o mac source

ooooood 0ooopooooovMAcO0OOonDoooooon

oooooano mac source (|not) HH:HH:HH:HH-HH:ZHHC]/MM:MM: MM MM MM MM)

OO00ONeOOO  no mac source

ooooooo

ONotOOOnotO O OOO0OO0O0ODOODOO0ODOODODOO0ODOODOO0ODOODODOOOOODOO0OO

0000000 O0boo0obDO0bO0oo0oooDoboooDobOoooDooDo

0000000000000000:80:6D0:**:**: 0000000000000 00OO0O0O0O0O
mac source 00:80:6D:00:00:00/FF:FF:FF:00:00:00

o mac destination

ooooooo dodopooooovMAcOOoOonooonooood

oooobon mac destination (|not) HH:HH:HH:HH:HHzZHHC]/MM:ZMMzMM MM 2 MMz MM)

OOOdNeO OO no mac destination

ooooDooo

ONotOOOnotdOO0O0OO0O0OO0OOOODOO0OODO0ODODOOODOOODOODODOODODOODODO

00000000 o0o0oD00DbO0o0oDOooDo0oOooDOooDOoooOooDoog

00000000000 O000goo0:80:6D:**:**: 0000000000000 O0ODOOODOO
mac source 00:80:6D:00:00:00/FF:FF:FF:00:00:00

o source

goooooo OoOooooodOoweodooooooooo

OO0O0OD000  source (Jnot) (X:X:z:X:zX | X:X::X:iX/M)

godNoDO OO no source

Ooooooo
ONotOOOnotOOOOOOODOODOOOOODOCOOOODOCOOOODOOUOODOOOODDOOO

o destination

ooooooo OoooooooowpvedOOoOoDoOOoOoDOOO

0000000  destination (Jnot) (X:X:z:X:X | X:X::X:X/M)

OOdONoO OO no destination

ooooogo

ONotOODOnot0 00000000000 DO0OO0DODOOODOO0DOODODOODOODODOO
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m ipv6(00O)

o protocol

ooooood gooodoooooooooooooo

ooooooon protocol (|not) (<0-255> | icmpv6 | tcp | udp)

OO0ONeO OO no protocol

ooooooo
ONotOOOnotO0OODODOO0O0OD0OO0OOODOODOO0ODOODOO0OOODOODOOOOODO0OO0ODOOnDO
Osource-port] 00O destination-port D 0 OO0 OO0 OnotO0 00 OOO0OODOOODOODO
Osource-port 0 O O destination-port D OO0 OO0OOOMempv6e 0 00 <0-255>0 00000000
ooooo

o source-port

ooooood Jooodooooooooooooooogoo

ooooooon source-port (Jnot) (<1-65535> | range <1-65535> <1-65535>)

gddNoO OO no source-port

ooooooo
ONotOOOnotOOOODOOOOD0OODOOO0OO0ODOODOO0ODOODOOO0ODOODODOOOOOODOn
Oprotocol OO tcpO0 00 udp O OO OO0DOODOODOOOOO source-portd 0000000 DOOOO
Oprotocol OO tcp0 OO udpO O OOOODOOOOOsource-port0 00000000 ODOOOO

o destination-port

ooooooo goooooooooooboooooooboog

OO0O0OOO000  destination-port (|not) (<1-65535> | range <1-65535> <1-65535>)

OOONeO OO no destination-port

ooooooo
ONotOOOnotOOOO0OODOCOOOOOOODOOOOODOOODOODOOODODOOODOOO
Oprotocol OO tcpOD OO0 udp OO ODOOOOOOOODOONO destination-portd 000000000
OO

Oprotocol DO tcp0 0T udpO O OODOODOOOOOdestination-port0 00000000 OOO0O0O
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m arp

O OO0 command

nxrl20#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr120(config)#bridge access-list WORD (deny|permit) <1-256> arp
nxrl20(config-bridge-acl)#

o mac source
ooooogoo JoooooooovMcO0onooooooon

ooooooon mac source (|not) HH:HH:HH:HH:zHH:ZHHC]/MM: MMz MMz MMz MM 2 MM)

dOOO0ONeOODO no mac source

ooooooo
ONetOOOnotOO0O0OO0DOO0OOD0ODODOO0OOODOO0ODOODODOO0OOODOODOOODOO0DOO
000o00oo0ooobOoooOoboooooooooooboood
00000000000000o00:80:60:**: 00 000000000000 000O0O0O0O0O
mac source 00:80:6D:00:00:00/FF:FF:FF:00:00:00

o mac destination

ooooooo doodooooOovMAcODODoDDoDOooooog

ooooooon mac destination (|not) HH:HH:HH:HH:HH:HHC]/MM:MM:MM:MM:MM:MM)

gddNeO OO no mac destination

goooooon

ONotOOOnotdOODOODODOOODODOODOOODODOOODOOODOODOODOODOOOD

ooooopoooboooooooooobooooooooooooa

000d00ooOodoooogooo:go:eb:**:**:** 0000000000000 DOOODOOOO
mac source 00:80:6D:00:00:00/FF:FF:FF:00:00:00

o opcode

goooogo 000000 Opcoded DO DOOODO

ooooooon opcode (|not) (<0-65535> | request | reply)

goONeO OO no opcode

ooooooo
ONotOOOnotOODO0ODO0ODOO00OO0OODOO0ODOODOO0OOODOODOO0OOODOOOOO0OO
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bridge access-list mode

m arp(d0O)

o sender-mac

oooooao O0000OOsender MACOODODODOODOODO

0000000  sender-mac (|not) HH:HH:HH:HH:HH:ZHHC]/MM:MM:MM:MM:MM:MM)

OoOONeO OO no sender-mac

ooooooon
ONotOOOnotdOO0O0O0D0DO0OO0ODO0OO0ODOO0O0DODOODOOO0DOODODODODOODOOODODO
dooodooooooooboobooooooooboooooooa
000d00D000D0O0DoOoOgoo:go:eb:**:**: 0000000000 0O0OOO0ODOO0ODOO
mac source 00:80:6D:00:00:00/FF:FF:FF:00:00:00

o target-mac

ooooooo 000000000 target MACOODOOODOODOODO

Oo0o0oO0ogo  target-mac (Jnot) HH:HH:HH:HH:HH:ZHHC]/MM:MM:MM:MM:MM:MM)

gddNoO OO no target-mac

ooooooo

ONotOOOnotOOOOOOO0OO0ODOO0OOOOODOODOODODOO0ODOODODOOOOODOO0OO

0000000 O0boo0obDO0bO0oo0oooDoboooDobOoooDooDo

0000000000000000:80:60:**:**:**0 0000000000000 00OOOODOO
mac source 00:80:6D:00:00:00/FF:FF:FF:00:00:00

o opcode

ooooooo 000000 Opcoded OO DOODO

ooooooon opcode (|not) (<0-65535> | request | reply)

OOONeO OO no opcode

ooooooo
ONotOOOnotOOOOOOO0OO0O0OODOO0OOOOOOpcode000O0D0ODODOODOODOODO

o sender-ip

ooooooo 000000 sender IPOOODOODOODOOODO

goooogn  sender-ip (Jnot) A.B.C.D

OoOONeO OO no sender-ip

ooooogoo
ONotOOOnotO0ODOO00O0O0O0ODO0OOO0ODOODOOODOODOODOO0ODOODOODODOODOODOO0OD

o target-ip

ooooooo 000000 target IPOOODOODOODOOODO

doooooo  target-ip (Jnot) A.B.C.D

godNoDO OO no target-ip

ooooooo
ONotOOOnotOOOOOOO0ODOO0OOOOODOODOODODOO0ODOODODOOODOODOO0OD
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bridge access-list mode

m arp(00)

o sender-ip

ooooooo O000O0Osender IPODOODODOODOOODO

gooooon sender-ip (|not) A.B.C.D

OooONeO OO no sender-ip

ooooooo

ONotOODOntO 000000 O0ODODOOO0OO00ODOODO0O0ODOODOODO0O0ODOODOODODOODOODOO

o target-ip

goooogo 000000 target IPOOODOOOODOOOO

ooooooon target-ip (|not) A.B.C.D

gooONoeO OO no target-ip

ooooooo
ONetOOOnotOOO0OO0DOO0OOD0ODODOO0OOODO0ODOODODOO0OOODOOOOODOO0DOO
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bridge access-list mode

m vian

O OO0 command

nxrl20#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr120(config)#bridge access-list WORD (deny|permit) <1-256> vlan
nxrl20(config-bridge-acl)#

Oo mac source

ooooogoo 0oooooooovMcOn0onDoooooon

ooooooon mac source (|not) HH:HH:HH:HH:zHH:ZHHC]/MM MMz MMz MMz MM 2 MM)

dOO0ONeO OO no mac source

ooooooo
ONotOOOnotO0OOOO0OO0O0ODOODOO0ODOODODOO0OOODO0OOODODOO0OOODOO0OO
0000000 0bO00oDoooobooooboooooooooog
0000000000000000:80:60:**:**: >0 0000000000000 OO0OODOO
mac source 00:80:6D:00:00:00/FF:FF:FF:00:00:00

o mac destination

ooooooo doddpooooovMAcObDOooonooonod

ooooooon mac destination (|not) HH:HH:HH:HH:HH:HHC]/MM:MM:MM:MM:MM-MM)

oddNeO OO no mac destination

ooooooon

ONotOOOnotdODO0OOD0OO0OO0OODOOODOOO0ODOODODOOODOODODOODOOODOOOO

dodoodooooooooooobooooooooooooooa

00000000D0D0oo0oOOoo:go:eb:**:**: 0000000000000 O0ODOO0O00OO0
mac source 00:80:6D:00:00:00/FF:FF:FF:00:00:00

o vlan-id

ooooooo OOOOO0OVLAN IDODOO0DOooo

goooood  vlan-id (Jnot) <1-4094>

OO00ONoO OO no vlan-id

ooooooon

ONotOOOnotO0OOODOODOODOOOODOOODOOOVIAN IDODDODOODOOO0DOOODOOO
Opriority0 0000000 OvIan-idOOOOOODOODOOODOOO
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bridge access-list mode

m vian(OO)

o priority

ooooood OO0O0O0O00priority0 000000

ooooodno  priority (Jnot) <0-7>

OOdOdNoO OO no priority

ooooooo

ONotOODOnt0 0000000000000 O0O0ODpriority0000000O0D0O0DOODOO
Ovlan-idO OO O0OOOO0dpriority00000000O0OD0ODOO

o ethernet-type

ooooooo 000000 Ethernet0 000000000

OO0o0OooogO  ethernet-type (Jnot)0 <1536-65535>

OO0OdNeO OO no ethernet-type

ooooooo

ONotOODOnot0 000000000 0O0ODOOOO0ODOEthernet00000000ODOOO0OODOOO
o0
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bridge access-list mode

m ieee802-3

O 00 command

nxr120#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr120(config)#bridge access-list WORD (deny|permit) <1-256> ieee802-3
nxr120(config-bridge-acl)#

o mac source

ogoooood JodoooooovMacOooooobooooa

goooooo mac source (|not) HH:HH:HH:HH:HH:HHC]/MM:MM:MM MM - MMz MM)

O0OONoO OO no mac source

goooogoo

ONotOODOnotOOOODOODODOODOOOOODODODOOOODDOOOOO0OODOOOOOOO

ddoD0doooboooodoooooooooDoooooooooa

0000000 0ODOO0O0O0Odooeo:80:60:*»*:**: 00000000 0ODO0OO0ODODODOOO0O
mac source 00:80:6D:00:00:00/FF:FF:FF:00:00:00

o mac destination

ooooooo 0o0o0DOoooOovMACODODOoOoDoonDag

goooooo mac destination (|not) HH:HH:HH:HH:zHH:HHC]/MM:MM:MM:MM: MM MM)

OOddNeO OO no mac destination

goooogoo

ONotOODOnotdO0O0D0ODO0DO0O0OD0ODODOO0DOODODOOODOO0DODOODODOOODOOOn

ddoD0doooboooodoooooooooDoooooooooa

000000000000 00o00:80:6D:**:**: 0000000000000 OODOO0O0OO0
mac source 00:80:6D:00:00:00/FF:FF:FF:00:00:00

o llc-sap

0000000 QOOOO0OOoLwe saAPO00OOOO0

ooooogoo Ilc-sap (|not) <0-255>

OO0ONeO OO no Ilc-sap

ooooooo

ONotOODOntOOO0O0O0ODOD0O00O0OOO0ODOLLC SAPODDOOO0OODOOOODOOO
Osnap-type 0000000 ONc-sap0 00 O0O00OO0O0

o snap-type

ooooooo DOOOoosSNAPOOOOODOOOO

0O00O0ognO  snap-type (|not)d <1536-65535>

goddNeO OO no snap-type

ooooooo
ONotOODOnt0OO0O00O0ODO0OO0O0ODOOOOOOSNAPOOOODOOODODODOODOODOOO
Ollc-sap0 0 0000O0OOsnap-type 00O O0OO0OO0O
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bridge access-list mode

m stp

O OO0 command

nxrl20#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr120(config)#bridge access-list WORD (deny|permit) <1-256> stp
nxrl20(config-bridge-acl)#

o mac source

goooooon 0oooooooovacOoonoooooooo

goooooo mac source (|not) HH:HH:HH:zHH:zHH:ZHHC]/MM:MM 2 MMz MMz MM 2 M)

OoONoOOOd no mac source

goooood

ONetOOOnotOOODOOO0DOOOO0DOODOOODOOOOOODOODOOODOOODOOODOOODOOOn

jddbdoddoDdoodoDoOooobdoobooooooooag

do00oo0ooodoooogooo:go:eb:**:**:**OO0 000000000000 OO0O0OO0OO
mac source 00:80:6D:00:00:00/FF:FF:FF:00:00:00

o bpdu-type

ooooooo go0oOoOooesPOUODOODODOODODOODO

Oo0ooogno  bpdu-type (Jnot) (<0-255> | config-bpdu | tcn-bpdu)

Ogo0o0ONeO OO no bpdu-type

ooooooo

ONotOO0OnotO0 0000000000000 0OOOOBPNIOOOONONONOONONONONONONONOOOOO

o bpdu-flag

goooooo OO0oOdooePUOOODOOOOODOO

goooooo bpdu-flag (|not) (<0-255> | change | change-ack)

gooONoeO OO no bpdu-flag

oooooog
ONotOODOnotOOOOO0O0OO0ODOOOOODOODOOBPNOODOODOOOOOOODOODODOOO

o root-priority

ooooooo Oo0O00b0DreotDO0DOOOOODOOOODO

oboooooo root-priority (Jnot) (<0-65535> | range <0-65535> <0-65535>)

OgoONeO OO no root-priority

goooooodg
ONotOOOnotOOOOODOOOOOOOODOOOOOvreotD00OOO0OODOOOODOOOOO
oooo
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bridge access-list mode

m stp(00O)

o root-mac

oooooao do0o0dO0O0Oroot MACOOODOOODOOODOO

ooooooo root-mac (|not) HH:HH:HH:HH:HH:ZHHC]/MM:MM:MM:MM:MM:ZMM)

000N OO no root-mac

ooooooo

ONotOOOnotdOO0OODOOODODOODOOODOOODOODOOODOOODOOODOODOODOOOO

Jdo00dodobDdooOoooooooooooOooooooooDoa

000000 o0dooobooooo:go:ep:**:**:**OO0 000000000000 OO0OOOOO
mac source 00:80:6D:00:00:00/FF:FF:FF:00:00:00

o bpdu-type

oo0ooooo oooooospUOOOOODOOOOO

oooooon bpdu-type (|not) (<0-255> | config-bpdu | tcn-bpdu)

OooONO OO no bpdu-type

ooooood

ONotOODOnt0 OO0 O00O00O00O0O0ODOOOOOBPUIODOOOOOOOOOOOODOOOOOO

o bpdu-flag

goooogo dooooosPUOOODOODOOOOO

ooooooon bpdu-flag (Jnot) (<0-255> | change | change-ack)

gooONeO OO no bpdu-flag

ooooooo
ONotOODOnotOOOOOO0OOODOOO0ODOODOOOOBPNIOODODOOOOOOODOOODOODOO

o root-priority

ooooooo ooooo0OCreotDODOOOO0ODOOOODOO

ooooooo root-priority (Jnot) (<0-65535> | range <0-65535> <0-65535>)

OooONO OO no root-priority

ooooood

ONotOODOnotOO0O0O0O0DOOOCOO0OO0ODOOOODU reotD00OOOOODOOOOODODOOOO
ooood

o root-cost

oooooao do0o0d0O0O0OreotOOOOOOOOOO

ooooooo root-cost (|not) (<0-65535> | range <0-65535> <0-65535>)

000N OO no root-cost

ooooooo
ONotOOOnotOOOO0DOOO0OOOODOOO0DOOOOvootdODOODOODOOODOOODOOODOOO
oooo
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m stp(00O)

o sender-priority

ooooood O000O0O0sender00000000O0O00ODO0O

0000000  sender-priority (Jnot) (<0-65535> | range <0-65535> <0-65535>)

godNoDO OO no sender-priority

ooooooo

ONotOOOnot0 0000000000000 O0OOOsender0000000000OO0OOOOOODO
goooo

o sender-mac

ooooooo O00O0O0OOsender MACODOODOODOOOO

0000000  sender-mac (|not) HH:HH:HH:HH:HH:ZHHC]/MM:MM:MM:MM:MM:MM)

OO0ONoO OO no sender-mac

ooooooo

ONetOOOnotdODODO0OO0ODO0O0ODOOODODOODOOODOODODODOODOOODOODOD

godooooodooobooboooooooboobooooog

Jdo00d0ooodoooogooo:go:eb:*»*: 00000000000 0O0OO0O0ODOO0O0O
mac source 00:80:6D:00:00:00/FF:FF:FF:00:00:00

o port-id

ooooood 000000 port IDOOODOODOO

oooooano port-id (Jnot) (<0-65535> | range <0-65535> <0-65535>)

gdodNoO OO no port-id

ooooooo

ONotOOOnot0 000000000 ODOOO0OOOOOPport IDODODOOODOODOOOODOODOO

O message-age

gooooon 00000 message agel 0 OO0 Odd

0000000  message-age (Jnot) (<0-65535> | range <0-65535> <0-65535>)

OO0 ONoD OO no message-age

ooooooo

ONotOODOnot0D 000000000 O0D00OO0ODO0ODOOmessage age0 0000000000 ODOODO

o max-age

ooooood O00000max age0 000000

0000000  max-age (|not) (<0-65535> | range <0-65535> <0-65535>)

gdodNoO OO no max-age

ooooooo
ONotOOOnot0O0OD0D0O0OO0O0O0OD0O0OO0OO0Omax age0 000000000 OCOOODOO
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m stp(d0O)

o hello-time

goooogo O0000O00OHello Timed OO OOOO

ooooooon hello-time (Jnot) (<0-65535> | range <0-65535> <0-65535>)

gddNoO OO no hello-time

ooooooo

ONotOODOnotODOODOODOO0O0OO0ODOOOOOOHello TimeOODOOODOOOODOODOOO

o forward-delay

oo0ooooo 000000 Forward Delay0D 00O OO0

oOooooog  forward-delay (Jnot) (<0-65535> | range <0-65535> <0-65535>)

Oo0oONOO0O no forward-delay

ooooood

ONotOOOnotOODOODOOOO0O000O00O00DOO Forward Delay0 0000000000000
OO
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bridge access-list mode

| any

O OO0 command

nxrl20#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr120(config)#

o any
ooooood 000000 anydOOD0OODO
oooooano bridge access-list WORD (permit]deny) <1-256> any
(Inot) <any|HH:HH:HH:zHH:ZHH:HHC]/MM MM 2 MMz MMz MM - MM)>
(Jnot) <any|HH:HH:HH:HH:HH:HHC]/MM:MM:MM - MM - MMz MM)>
OO0ONoO OO no forward-delay

goooobgo
ONotOOOnotODOOODOO0OODOOODOOODODOONMACODODDODOODOODODODOODOO

goobgooobgooboboobooboobobbooboobo
gbooobooboobooobgooo:go:eb:** OO0 000000000 O0OOO0ODOO0OO

mac source 00:80:6D:00:00:00/FF:FF:FF:00:00:00
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DDNS mode

DODNS O O

DDNSO Dynsmic DNSOO O OODOOCOOOOOOOOO wpPOC0O0OOOOOODOOOOODOOOOO
oo
ooooomwprobooooooooowooooobooooooooopNsoooooooogon
IPOO0OO0ODOO0ODOOODOOO
gboooboooooboobomwooboobooboooobooobooboobooboooboon
goooo

m DONSOOOOOO0OOO
ooooooooooopnsooooooooobooooooobo

odOOOOO
goobNsO0OO0O00000o0oooo0ooooodooooDooooo
ooooooodg

http://www.dococame.net/

U Dyn

http://dyn.com/

odOOOOO
gobpNsOOO0O00o0oo0ooooooooooooooooooooooooooooo
OJ DEDNS
http://ww.dtdns.com/
O No-1IP
http://ww.no-ip.com/

o0O00OOOOOO
goboooobooobpNstooooobobooboobooobooo
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DDNS mode

m IPOOODOOCOOO
oooobooooboboooopNnsggoooooogwoogboooobooboooog

DONSO O OO OTCPBO(HTTP) D DO DO OODNSOOOOOODOOOOoOoooooooowobooooo
poNSO O OOoOooooboooooboooobowrboooogopnsgboooooooogooooog
Uo0ooboobobooboboooboarrPOOO00O0ODO0ODLOO0DODOOOODOODOn
gobooboobooboobobooboobobobobboboobooboooboboawpbooo
goponNSOOoOooooooboobobobooboobg

ocbogonouoOono
00000000 configurationd O OO O0O0O0OCOOOO0ODOOOOODOOOOOOOOOODOOO
goOwooobooboboobooboomwrobooboobooboboo

ocOUobObOOoOonoOoDbOO
goooboobooboobooboboowbobbobbobooboobooboobo
IiPOO0OD0O0OO0O0OO0ODOO0OOOIOO0ODO0ObOO0bO0DOon

o lPODODOODOOODODOO
goboNsSOOooooooooooooobooboowooobooooooboooboboooooo
gboooboobogobooobo
goooboboobowobobobobooboobooboobooobobooboobooobo
iPOO0OD0O0O0ODOOO0DOODOOODbDOO0bOODOOOobDOoO0bOOoOobD PO0bODODDbOObODDOODOODO
ooomwooooooooooogoooboooooooo@ooo)opOoooDoooOoDOO
gboooboooboobobooboooboboboobooboobobboobDooboobo

oQjnogonO
gboooboooboobooboboobooboobobboomwrobooboobooboboo
gogono
obooooobowboboooobooooobowbooogoboobobooooboboooobooeo
gogono

m 0000
NSO OO0 O0O0O0OooOo0noooboooOOshow ddnsO 0000000 OODOOOOOODOOODOMH
ooog 0o
Configuration is incomplete ooobooooooooao
Starting DONSO OO OooO
DDNS connect attempt poNSO DO OooOoooooooooooooon
Failed login pONSO DO O0oooooooooooo
Succeed poNSO OO ooomwroooooooad
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DDNS mode

O OO command

nxrl20#configure terminal

Enter configuration commands, one per line.

End with CNTL/Z.

nxr120(config)#ddns
nxr120(config-ddns)#

O service enable

gooooboo
goooooo
goooooo
gooONoO OO

O account
gooooboo
goooooo

poNSO OO DOOoOobooooo
goood
ooon

service enable
no service enable
no service enable

NSO OOOOOoOoOOoOoooooooibooooooooooooooo
account username USERID password (]hidden) PASSWORD

O bind-interface

goooooo
googooood
goooooo

0000000000000 0000000ooooooooooo
bind-interface INTERFACE

0000000000000 0000oo0oooIir000ooooooooooog
INTERFACE O O O ethernet, ppp, bridgeD 00O OO0OOOCOODOO

O forced-update-interval

goooooo
goooooo
goONoO OO
googooood
goooooo

IPOO000O0O00DOOOOOOODOO
forced-update-interval <hour:0-720>
no forced-update-interval

forced-update-interval 0 0O0OOO

goobooogimwrobooboobobooobooobboooomwrgobobobooboobooobooobo

oogoo

O ddns-provider

googooog
goooooo
googooood

googooood
goooooo

O domain-name

gooooood
gooooog
gooONoO DO
gooooog

oooobNSOOOD0DOoOooooooooooO
ddns-provider PROVIDERNAME
PROVIDERNAME [0 O [0 dococame, dtdns, dyndns, no-ip0 000000000000

ddns-provider http-client
000000000 00D0000O0OoOooOoDNSOOOO0OdOowRLOODOOOOMm

IPO0000000OO0OOODODOODOOCOODOOOO
domain-name DOMAINNAME

no domain-name (|DOMAINNAME)

000000000 s50000000oooooooon
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DDNS mode

O query

ooooooo

000000000000 0OoOooOopNSO0000ogoHTTP Queryd0DOD0DODODOODOOOO
oooooono query WORD

goddNoOOO no query

ooooooo 0 0 O query sn=10010000125&ip=172.16.77.131

O url

ooooooo O0000oO0oOoooooooopNsOoodouwLooooooo
ooooooao url (ip|ipve) URL

goddNoODOO no url

ooooooao 0 O O http://ddns.example.co.jp
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O 410 access-server profile mode

access-server profile mode

O OO0 command

nxrl25#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr125(config)#access-server profile <0-31>
nxril25(config-ras)#

O ppp username

ooooooog cooooooooooowhDoooooboooooboooooooo
googoooo ppp username USERID ip A.B.C.D

gooONoO OO no ppp username

oooooog OO0O0MOoo1RrRASOO0ODOODOOOOODOOOO
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O 420 interface virtual-template mode

interface virtual-template mode

m Virtual-template interface

OLTP INNOODOODODOOOOORAS)DDDOOOOOOODOOOPPOIOOODODONDOOODOO
000000000000000000

OVirtual-template 0 0 0000 0call DD OOODOPPPODOOOOOONODOOODOOOODO
OOPPPOODOOOO

OVirtual-template interface 0D 0000000000000 00000000000O000O0OO
O0000OPPODOODODOODOODOOOppp <100-256>000000000000000000

O OO0 command

nxri25#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxrl25(config)#interface virtual-template <0-0>
nxrl25(config-if-vt)#

O description

0000000 OoOO000O0ooooooogooood
ooooooon description DESCRIPTION

OoOONeO OO no descritpion

ooooooo oOOoooogdooOa-z,A-Z,0-9,- .e000O

O ip address

ooooooo ooooooooiwrogoooooooooon
ooooooon ip address A.B.C.D/32

0o0oooono 3RO000000000000000D000O0
O mtu

ooooooo vMuObOOoDOOoDoOooo

oooooon mtu <bytes:68-1500>

0o0oooono  mtu 1454

gddNoO OO no mtu

ooooooo

Ovirtual-template D 0 0000000000000 OOOOOOOvirtual-templated 00000
gooooooooooooo

O ppp lcp mru

0oooooo MuOODODODoDoooo
ooooooon ppp lcp mru <bytes:128-1500>
googoogn ppp Icp mru 1454

OOONeO OO no ppp lcp mru
ooooogoo

Ovirtual-template 0O 0000000000 DOOO0OODOOOOOOvirtual-templated 00O OO0
oooooooooooooon
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interface virtual-template mode

O ip redirects

ooooooo

OICMP redirectD type=s50 00000000000 00ODO0O0OOOO0ODOO0OOOOODODOOO
0000000 OO0ORFC792[0

00000 Send redirect00000O0OOICMP redirect0 0000000000 O00DODOOOODOO

ooooooo ip redirects

ooooooo ip redirectsd 0O (O0O)

OO0O0ONeO OO  no ip redirectsd (0 0O)

ooooooo

O ICMPRedirect 0 0 O O interface mode O ip redirects0 00000000

O ip tcp adjust-mss

ooooooo

O Path MTU DiscoveryO PMTUDO O O OEnd-to-end 0 00000 0O0O0D0ODOOOOOONIUOCOCOOO
0000000000000 000000000000000000000ooooooooooon
O00O0O0O0OIPMADOO0O0OODDOD ICMP fragment needed 0000000000 OOODODOO
0000000000000 00DOoOPMTUDOOOOOOOOO0OOOOODOOODOOOPMTUD
000000000oooooooNuOD0O0O0000000000000o0o0oooo00OOEnd-
to-end0 000000000 DO0O0OOOODOOOOOOOOOOTCPOO  SYN/SYN-ACKOD O OO
oMssOOO0OO0O0OD0O0O0O0O00OOO0OO0000ooooooooTcPOODODODOOOODOOOODODOO
0000000000000 oooooo000o0o0UoUUoooooooooon

ooooooo ip tcp adjust-mss (auto]<500-1460:bytes>)

ooooooo no ip tcp adjust-mss

OO00ONOODO  no ip tcp adjust-mss

ooooooo

OO 00000000 D0DOOTCPOOOODOODOOOOOOTCPOOOOOOODODOODOOODOD
O00DD0000ooO00oopooOooogooosssocoooooono

O00000OoONMSSO000000000auto 00000000 0ONMSSOOOOOONSSOOODOO
o000oooooooooooo

O00000O0O0OoOoOoogoMssooooooooooNMssSO00oooooooooooOooogoo
ooo

ouPOICMPO OO0 0OOODODOOODOODOOOODODOODOOOCOOOOODFODOOOODDDOOOO
oo0o00oO0oO0o0oO0OO0O000O00OO00O0O0OO0OO0OO0OOO0OOOOOOOOOOOO

(Mno ip tecp adjust-mssO O OO OOOOTCP NSSOOODOODOOOODOODOO
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interface virtual-template mode

O ip mask-reply
ooooood
OOpenviewD OOODODOOODDOODODOOODODOOODOOOODOOO ICMP address mask request
Otype=17000000000O0CO0O0OCOOO0OCOOODOOOUODOOOODOUOUODOOOOOODOO
000oooooooooooood
O00O000DOICMP address mask request 000000000000 OOOOOOOO
gooooon ip mask-reply O ICMP address mask requestd 0 00O 00O M1
0000000  no ip mask-replyd ICMP address mask request0 00000 O
gooONoeOD OO no ip mask-reply
ooooood
O ICMP address mask request/reply O O O O interface mode O ip mask-reply0 00000000

O keepalive Icp-echo

0000000 LCP echo requestD 00 O00OOOOOOODOOODOOO

googooog keepalive Icp-echo (]|<interval:30-600> <failure-count:1-10>)

oo o od keepalive lIcp-echo 30 3

O no O no keepalive lIcp-echo

ooooooo

O Icp-echo request/reply0 0000000 OFailure cont0 00000000 OOPPPODODOOO
od

O ip rebound

ooooooo

0000000000000 000000D0O0000oOo000DooOO000o0o0O0O0nno (forwarding)
OO0000000000ONROODOO0OO0OD00000000000000000000NXROODOTTL
gooooOoOoOUOoOOoOoOOOoOooOooon

OIP rebound0 000 0000000000000 O0OO0ODOO0OOODO0OOOODOODOOOOODOOO0O
000000000 0DO0O0 destination unreachable0 000000

ObefaultO 00O O0O@OOOOODOOOODOODOOODOODODOOOOODOOOOOO)O

goooooo ip rebound

oo O OO ip rebound

O no 0  no ip rebound
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interface virtual-template mode

O ip reassemble-output

goooood

coooogoooowuobooopePvuoDOOooooogoue forwardingD OO OOOODOOOO
jjdoooo0m@ooodoooo00oooodoomoogooooooooooooooo
gooooooNRROOOOODOOOOO0ODOOOOOOO0ODOODOODOOOO0ODOOOOD
- fragmented packet(C OO O0OD0OO)OMUOOOODOOOOODOOOOOOOOODOOOONMTIUO
ooooooooooooooooo
- fragmented packet(COOODOOO)OMUODOODOOOOODOODOO fragmented packetO O OO
ooooooo
-00000ooodoowMuooooOoooDoOoooooooooooogoooogo

goooooo ip reassemble-output

oo O OO ip reassemble-output

0 no 0 no ip reassemble-output

goooood

goooooooooooo0oo@m@moooooooooboooooo0oooOooOooDoobooo
jdooooooooo0opooOo0OoooO0OdDoooooooOogoooooIPOOOOOOOO
goooooooooOoooooooooogooooooooo0oooDooooDooooDo
000oo00o0ooo0oooO00oOo0o0DoO000ooDoO00OoDooOOOooooOONROOO
gooooooooooooooOoowooooooboooooobooobooooo
- fragmented packet(CO DO OOOO)ONMUOODOODOOOOOOD fragmented packetDd MTUD O
oooooooooooooogo
- fragmented packet(CO DO OOOO)ONMUDOOOOOODODOOODO fragmented packetD OO O
ooooooo
-0000000000OoOMUODO00O0DOOO0O000 fragmented packet00O0O0O0O0OO0O0OO
oooooo

ODefaultO Oglobal OO OO0 interface0 00 00O0O0ODOOGIobal OO0 interfaced OO AND
gooooooooopoooOooooooooooDoooogOn forwardingDOOOOODOOO
ooooo

cooodoboooOoooooOooDoooO032gbooo0ooooss foooooooboooooDoon
00000000000 0DOOC0O0OO0DOdip reassemble-output OO0 00000 O0O0O0DOOOO
od
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O ip access-group

oooooog

Oglobal mdeO OO OO ACLOOODOOOOOOODOOUODOOODOOUODOOODOOOOOO
ooooood

opoooooo ip access-group (injJout|forward-in|forward-out) IPV4-ACL-NAME

go0ONeO OO no ip access-group (injout]forward-in|forward-out)

ooooooo

000000000000 000000000000D000 @O0 Packet TravelingO O O)O OO
oo400000

in(local input) NXROOOODOODOOO0OOOODOOOOOOODOOO

out(local output) NXRO OO OO OOO0OOOOOOOOOOODOOOO

OD000000000000O0NROODOOOODOO0O0OO00ooooo

oo

forward-in NXROOOOOOODOOOOOODOO forwardingDODOOODOODOODOODO
forward-out NXRO O OO OOODOOOOOOCOO forwardingDOOOOOOOODOOOO
OmacO0O0OO0OACLOOoutO OO forward-out0 00 O000O0ODOODOOO

O ip (snat-group]dnat-group)

ooooooo

Oglobal modeD OO OO SNATOOODNATOOUODODOOODODOODDOODDOODOStatic NATO
gooooOoooooooo

OSNATOOOOOOO0OOO0O0O0oOooooooDNATOO000000000ooooooo

opoooooo ip (snat-group|dnat-group) NAT-NAME

go0ONeO OO no ip (snat-group|dnat-group)

0oooooo NATODOODOODOODOiup snat/ip dnat)0 0 0O O (global mode)D O OO OO

O ppp authentication

ooooooo  PPPOO0OOOOOOOOOOOOO

ooooood ppp authentication (chap|pap]auto)

OO0 0O OO0  ppp authentication auto

O no O  no ppp authentication (= ppp authentication auto)

O ppp ipcp dns

0oooooo pPPOO0OO0OOOCOOODNSOOOOODO
ooooood ppp ipcp dns <primary:A.B.C.D> (|<secondary:A.B.C.D>)
a no O no ppp ipcp dns
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O peer ip proxy-arp

googooood

OO00O0DoOoDbOoboOowrcPOOOOO0D peer ipd0000D00DO00OOOOOOD Ethernetd OO0
OO000000O00O0OOOppeer ipOOOOOARPOOOOOOO

goooooo
gooONoD OO
googooog

O peer ip pool
ggoooon
goooooo
gddNoO OO
goooooo

peer ip proxy-arp oooo

no peer ip proxy-arp 0000

Ethernet 00 IPO OO OONMACOODOOODOODO peer IPOOOCOOOOOODO
eth0:192.168.0.1/24 mac:00:80:6d:00:00:01
peer ip:192.168.0.200

OO00OARPOODODOODOODODOOOOOOshow arpO00000O0OOO0O
192.168.0.200 00:80:6d:00:00:01

goooipoooooooooooooo

peer ip pool WORD

no peer ip pool WORD

IPOOOODOODOOOMNp local poolOOOOOglobal mdeD OO OODOODO

O session invalid-status-drop-interface

goooogo

Osession invalid-status-dropO O (global mode0 O )00 OOOOOOOODOOOOODOOOOODOO
O00000defawltD 00000

goooodoo
oo o oo
0 no 0
goooooo

session invalid-status-drop-interface enable
no session invalid-status-drop-interface enable
no session invalid-status-drop-interface enable

0O0000O0b0o00OO0bOobooooobooognodglobal mode D session invalid-status-drop O
000000000000 0000000000000000000000dppp OODOOOODODOOO
oooooooooooo

- global mode 0 O session invalid-status-dropd0 0000000
nxri125(config)#no session invalid-status-drop enable

- 0000000000 0DOO0OoOoDoOOoOooon
nxri25(config)#interface ppp 0
nxrl25(config-ppp)#session invalid-status-drop-interface enable
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O 430 ngn-sip client mode

ngn-sip client mode

m0000000
000000000000000000000000000000000000MO000000000

O OO0 command

nxrl20#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxrl20(config)#ngn-sip client <1-4>
nxr120(config-ngn-client)#

O mode tcp ip
OoOoooog TcPOCOUOODCOOOIPODOOOOOODO listenportODO0OO0ODOO
oooobogon mode tcp ip A.B.C.D port <1-65535>

O tel to

ogoooooo TCPOO0OO0OOODOOOOOOOODOOOOOOOOOOOOOOO
ooooOoon tel to NUMBER

0000000 Oo0000O0O#00000ONWMBEROODODODOOOOOOOOOODOSO 320000

O idle-timeout

0oo0ooooo  TcPOOO0DOODOODOODOODOODO

ogoooood idle-timeout <10-3600>

OOO0ONOODO  no idle-timeout (DO DO)

oo 0O oo idle-timeout 60

ooooogo
grcPO0000ODOO0OO0OODOO0OOODODOO0OOOOODO0OOODODOOOODOOOOO
000000o0oo0ooooooooon
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O 440 ngn-sip server mode

ngn-sip server mode

m000000n
gboobgooobobooboobgoooboobboboboboobooobooovwobooboobon

O 00 command

nxr120#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr120(config)#ngn-sip server <1-4>
nxr120(config-ngn-server)#

O mode tcp ip

ooooooo goooTcPOOOoOoooOOoOoOIPODOOOOOIPOOOOmM
00000 port00O00O0D0ODOO

gogooooo mode tcp ip A.B.C.D port <1-65535>

O tel to

ogooooon gddbooooooodoooooobooooa

oooooon tel from NUMBER

0000000 Oo00000O#00000NWMBEROOOODDOOODODOOOOOOOSLSO0 320000

O idle-timeout

0oo0o0ooo  TcPOOO0ODOO0ODODODODOOODOODOO

goooood idle-timeout <10-3600>

OOO0ONOODO  no idle-timeout (DD O)

oo O oo idle-timeout 60

ooooogo
gTcPO000DO0O0OO0OO0DOODOU0OODO0OO0OOOOODO0OOODODOOOODODODO
000000ooo0ooooooooon
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O 450 ipv6 dhcp-server mode

ipv6 dhcp-server mode

m DHCPv6 Server
O000OD00O0OO0OODNS servers option0 000000000

O 00 command

nxr120#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr120(config)#ipvé dhcp-server WORD

nxr120(config-dhcp6s)#

O option-send dns-servers address

0000000 ReplyDOOOODNSOOOOODDOOOODDOODOD
goooNsOO0DOCO0O0O0bOOOoOoooo3ggooooNsOooooooooooo

oooobogon option-send dns-servers address (A.B.C.D|X:X::X:X)

OO00ONoOODO  no option-send dns-servers address (A.B.C.D|X:X::X:X)

Ooooooo

000000000000 000000D00000000D0ODO option-request dns-serversd 00000

DNSOODOOOOoooooo

O option-send dns-servers add dhcp-client
gogooooo DHCPv6 D O O DO ODDOODODODNSOODDOODHCPOD OO DO OODOOOO
DHCPv6 D D DD DO O0OO00O0O0ODDDOODDOOOOO

0000000  option-send dns-servers add dhcp-client ethernet X

OO0ONoOOO  no option-send dns-servers add dhcp-client ethernet X

ggooooo

ODHCPv6 D DD 0D OUODDDODOOO0O0OODDDOODOO0O0O0O0OU0UODDbObObObObO00oooooo
gooon

-DHCPV6 O D OO DO OO DNSODO0OD0OOODDOODDOOO0DOO0ODO0OO requestd 000 Oreplyd
DNSOODOOoooooooooog

-DHCPV6 O O DO ODODNSOODODODDOOO0DOO0DODO00DO requestd 000 Oreplyd O DNS

goooboboooooboboog

O option-send domain-name

0000000 OO000DoopoOo3foOooooUoooooooon

00000000  option-send domain-name WORD

gOoONeO OO no option-send domain-name WORD

ooooooo

0000000000 000000000000000000O requestd 0000 OOdomain search
ListOOOODOODOOOO0OOoOOOOOO replyddnono
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O option-send domain-name add dhcp-client
0000000 DHCPv6ODODOOUODODOOODDOODDOODOOOODOODHCPOODOODDODOOODDO
DHCPV6O OO DO DOOODOODOODOOOOOODOOOO

0000000  option-send domain-name add dhcp-client ethernet X

OO0OO0NoOODO  no option-send domain-name add dhcp-client ethernet X

ooooooo

ODHCPv6O OO DOODODODODODOODODODOODODODODODOO0O0000O0DDONDODODOOODOOOOODOOOn
ooood

-DHCPV6 O D DO DOOD0DO0O0OOOOO0O0000000N0N0NONODDOOODODOO request0O0OOD
reply0 00 00000000000OOOO

-DHCPV6 O O OO DOODO0OO0ODODO0O00000D0NONONONONDODOOOOOO requestd 000 Oreply
g00o00oO0oO0oOoOoOoOoOoOoOoooooo

O rapid-commit enable

ooooogoo rapid-conmit0 0000000

ooooooo rapid-commit enable

OO0O0ONoO OO  no rapid-commit enable

ooooooo

00000000 O0200000000S8clicit/Replyl 00000000 OODOOOOOOOOOOO
ooo

00000oo0oooooooooooo
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O 460 ipv6e dhcp-client mode

ipvé dhcp-client mode

m DHCPv6 Client

OO00O0O0ODHCPv6O O OO OO ODODHCPv6 O O OO O OO OPrefix Delegation(PD)OODNSO OO OO
00000000000 0000ooooooooooogDbHCPveO OO OO IPVBOOOODOOOOO
dodoooobooooooooobooooobooooooom
gpoOOOOO0ODODO0ODprefixOOOODOODOODOOIIPVOODDOODDOODOOOOLANODODO
O00O0O0OORAO prefixOODOODOOOOODOOODOODO
ONSOOOetcOOOOOOOOODOOOOOOOSNTPOOOOODOOODOODOOOOOOOOOOO
ogooooon
goooooooooooooooooooooooboooooooooo o ooooooooom
Rapid Commit:0 000 00200000000000400000000000000O

Domain Name Servers: OO0 O0OOODNSOOOOOOOOOOOOOOOOO

Domain Search ListU U OO 0000000000000 O0O0OO0ODO0OOODOOOOOOOOOOOO
0oddoooooooooooooooooooooobHcPOOOOoOoODONSOODODODOoOooooa
00doobDooooooooooNSOdOoooooobooooooooNsODbhoooboooon
goooooo

Identity Association for Prefix Delegation(IAPD):IA prefixO0 O OO OOOODOOOOOIAPDO
ogoooooooooom

O Prefix DelegationO O

OPrefix Delegation0 0000000000 OprefixDOOOODOOOOODODOOLANOOODOOO
0000 prefixO designated 00000000000 OOOODOOOOO information-onlyd OO
ooooooooooo

ODesignated 00000000 OCOOOprefixO00O0OOO0O0D0OOOOO prefixOOLANODOOOO
OOO0DoOoObHCPv6 O O OO OO @®MNOOOODOOOOOOOCN IPveOODOONNOOODODDOM
OgpPDOCOOOOCprefixUODOOOCOOOODOOO prefix/lengthODOOOO00O0O0OO0OOCOOODOO
OOwpveO0O0OOO0DOOOO0ODO@UOOODOOODOOODOOD)DODODOOOOOOprefix OO
oooolpve0 000000 ORACOOODOOOOODOOOODOO

O Information-only O O

O0O00O0DOODHCPv6eO O OO OO O OO O ODHCPYG information-request 0 0 OO ODNSO O OO
SNTPO OO etcOODOOODOOOOO
JoodoooooOooooooooOooooNsSOoOOooDooonood(option:23)0 00000000
goOoSNTPOOOOO0OOetcOOODOOODODOOOOO
Oia-pd0000000DO0O0O0OOODOOOO0DOOODOOOOOODOOO

O DHCPv6 client DUID
ODHCPv6 O D DD UOOUDOOUOOUOOODOOOOODNIDODODOUOODOOOOUoOooood
00000000000 DUIDODORFCI315 000000000000 OOO 2000000000000
ODUID-ENO OO O0Oo0Oooooon

DUID-LLT: Ethernet/bridge/VIANO OO OOODOOODOOOOOOODOOOODOOODOOOOOOO
0000000000 Oethernet 0D WWOOOODOOOOODODO

DUID-LL: Ethernet/bridge/VLANO O OO OO ODODOOOOOODOOOODOOODO
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ipvé dhcp-client mode

O 00 command

nxrl20#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr120(config)#ipvé dhcp-client WORD

nxr120(config-dhcp6e)#

O ia-pd WORD

goooooo

O Identity Association for Prefix Delegation(IAPD) 00O 00O OODOO prefixODOOOODOOO

prefixJOOOOOMM

OO0O00oo0dO  ia-pd WORD

OO0OO0ONOODO  no ia-pd

0000000 QOUOO000O0oO00D00prefixDOOODOOODDOOODOOODDOO
information-only0 000000000000 ODOOODOOOODOOOO

O rapid-commit

0000000 Rapid CommitOO00OO00OD0OO0DOOO0OO0OODODOODOODOOOO

ooooogoo rapid-commit enable

gooONeO OO no rapid-commit enable

ooooooo

OO00oooo0o200000000Solicit/Replyl0 00 00O00OOOOODO
00000000000 400000000Solicit/Advertise/Request/Reply0 0000000000
oo

O option-request dns-servers
gogooooo Domain Name Servers0 000000000000
DHCPv6 O O OO OO OODNSOODOODOOODOODOOOOODODOO
0000000  option-request dns-servers
oo 0O OO no option-request dns-servers
OO0O0ONoO OO  no option-request dns-servers

O option-request domain-name

OO00000O  Domain Seatch ListD OO OODOOOODOO
OO0O000OO0ObHCPVv6O OO OOOODOOOOUODOODOOODOODOOODODOOO

0000000  option-request domain-name

oo o oOd no option-request domain-name

goOONeO OO no option-request dns-servers
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O information-only enable

gooooon information-only0 00O OOO0OO0OO

ooooooo information-only enable

OooONeO OO no information-only enable

ooooooo

O000O0O0ODHCPv6 O O OO OO OO OO ODHCPYE information-request 0000 0ODNSOOOO
SNTPOO O etcOODOOOOOOOO

0000000000 DODDO000O00O0DoDNSO0O00O0O0Ooood (option:23)000000000O
OO0OSNTPOOOODOODetcOO0DOOOOOOOOODO

Oia-pd0 00000000000 O0O0DOOO0ODOOOODODODOODODOO

O OoOoooooo

O ipv6 dhcp-client WORD

gooooon ipv6 dhcp-client modeO0 OO ODOOO

ooooooo ipv6 dhcp-client WORD

g no O no ipv6e dhcp-client WORD OO0O0OO00OODOOOOODOOO
0 mode O global mode

O show config ipv6é dhcp-client

ooooooo ipv6 dhcp-client0 OO0 OO0 OO0OOO

ooooogno  show config ipvé dhcp-client (JWORD)

O mode O  view mode/global mode

ooooood ipv6 dhcp-client WRDO OO OOQOWORDOD O OO OO OO

O show ipvé dhcp client pd

ooooooo ipv6 dhcp-client0 000000000000
0oooogno  show ipve dhep client pd WORD

O mode O  view mode

OO0OoooOdO WoRDODOOprefixOOOODOOO

O show ipv6é dhcp client dns-servers

gooooon option-request dns-serversJ 0 OO0 ODNSODOOOOODO
0oooogno  show ipve dhep client dns-servers WORD

O mode O  view mode

0000000 WorRDO DO OprofileO O ipve dhep-client WORDOD O OO OO OO

O show ipv6é dhcp client domain-name

gooooon option-request domain-name J 0 OO0 0O domain0D OO0 O0OO0OO
0oooogno  show ipve dhep client domain-name WORD

O mode O  view mode

0000000 WorRbO DO OprofileO O ipve dhep-client WORDOD O OO OO OO
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O 470 012tpv3 access-list mode

O. LLTv3000oonooon

m L2TPVv30 00000000
OLTPVO000000000000000OOXconnect0 0 0000000000000 O0O0O0O
ooooooooooooooogo

00000000000 D0O0OMACODO OO IPvAO IPV6O ARPO802.1QO0TCP/UDPO OO OO OO 200
00004 0000000000000

0 L2TPv3 fast-forwardingD OO0 0000 O0O0O0OOfast-forvardingD OO0 OO0 OOODOOODO
OooooooLLmP3ddi0odoooooooooooooooooooooooooooooo
0000000000000 0oooooooooooooooon

m L2TPv3O0000OO0O0O0O
L2tpv300000onooobooboooboooobon

Xconnect

o= L2TPv3-Filter ~ ============-= .

Interface Filter Session Filter

----------------------------

Root-Filter —’_‘
|
l

L2TPv3 Session

!
r
1
1
1
1
1
1
1
1
T
1
1
1
1
1
[}

Layer2-ACL

e e SRR SR Pl ACL === 3

IP-ACL ARP-ACL 802.1Q-ACL 802.3-ACL i
B G e
[ l [ | ‘,'

o Root O QOO
RootD O OOO0OOOO Layerz ACLOODOOOODOODOODODOODODODOO Layer2 ACLO
00000000000 defaultD OO0 (deny/permit)0 00 00O

o Layer2 ACL
e Layer2 ACL
Layer200 0000000000000 0OOOextended ACLODODODODODOO
e extended ACLO O O ACLO
00000000oooo0ooooooooooooooiIPOIPved VLANCIEEE 802.1Q0)0 ARPO

IEEE 802.30 0000000000 0OOODOO
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O. LLrmPv300oooooon

s L2TPV300000000O0@O)
o L2TPv3O 0O OO
XconnectO OO OODOODODODODOOOOOOODDOODO reotDOO0OOoooOoOOO
doo0oobOooooooooooo400D0Oon
e XconnectU OO OOOoOoOoooo
e Xconnect OO UOOOOoOUogg

googoogn 12tpv3 access-group (injout) WORD
0 d noO O no 12tpv3 access-group (injout)

O Omoded O interface mode

ooooooo

OWORDO root[d ACLO O I2tpv3 access-list WORD root DO OO ODOOOODOODOOOO
Oin: Xconnect OO ODODOO0O--O0O0DOOOO0DOOOODOOODOOOODOOODOOOODO
Oout: OOOO0OO Xeonnect DO0OOD0OODOODOODOOOOOOOOOOODODODODOOO

N ouT LT Session

=P

DIIIIII.)-I [

A

e e v e IN Filter

e OUT Filter

o L2TPV3IUUIDUIODOODODOODODOOODOOODOO
o L2TPV3UDOIDOUODOOOOOOOOOOOODODOO

googoogn 12tpv3 access-group (injout) WORD
0 Ono O O no 12tpv3 access-group (injout)
0 Omoded O 12tpv3 xconnect mode
ooooooo

OWORDL root 0 ACL O O I2tpv3 access-list WORD root DO OO0 OOOOOOOODOO
Oin: [0OO0OO0O0OOOOOOOODOOOOOOOObOOOOnO
Oout: OOOO0OOOOOODOODODOODODOOOODOOO

ouT N .e® LR

L2TP Session

>+ # 48N Filter L “XR
s OUT Filter
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O. LLTv3000oonooon

m L2TPVv30000000000000

o denyd OO0

0000oodoooooobooooooooooooooooooood

permit0 0 O 0O

0000oodoooooobooooooooooooooooooood

returnC 0 00O

000000000 0D0oooodoDlayer2 ACLODOOOOOOOOO ODODOODOODOO layer2
ACLODODODOODODOD

o

o

Root-Filter
L aer2-ACL #1

T

L3R ACL DR Y r—IZ4E

Haﬁ?ﬂ?ﬁtf{ﬁ_ﬁfi LT P TRI R IT llllllllll*

$LER ACL #1-2

ETONL—=LT—F LI EE

7 L—hidiREEND
#Hy :‘/~fp¥m...} ﬁ

yer2-ACL #2

\araﬁ ACL #2-1

LAE ACL#2-2

'y

i

2TOA—MI—BFLRWES
HY o— (deny B T L— ARSI

Layer2-ACL %3

HLAE ACL #3-1
IV
fhaR ACL #3-2
\ 2 TON—r—E LA WRES
A r— (return) o Layer2-ACL #&ES 5

~

Layer2-ACL #X

\ HEEE ACL #X-1

Y
L8 ACL #X-2

\J

HY = (deny)

Default # U 2— (deny)
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O. LLrevdti00onoooon

m L2TPV3O0 000000
root0 000000000000 layer2 ACLOOOODOODOOOOOOOOODODOODOOLstOODODO
OOoACLOOO0ODODOOOODOOODo
0000 layer2 ACLOODOOOOODOODOODO root ACLO defaultO O OO Odeny/permitd 0000
od
e extended ACLOOODOD
00 layer2 ACLO O OO O0Odeny/permit/return0 000000
e extended ACLOOODOD
Layer2 ACLO O O extended ACLO O1st0 000000 O0OODOOCOODODOOODOO
Oextended ACLOODODODOOODOACLODOOODOOdeny/permit0 000000
00000 extended ACLODODODOOOOODO layer2 ACLO O OO O (deny/permit/return0 0 0O
oooo

m L2TPv3000000000

OKnown Unicast0 0000000000 CO0ODOCOOpermitO000000O0OOOCO0OODOOOOO
oogn

OCircuit DownJ O OO OOO0OOCOODOCOOpermitO0000C0O0O0OCOOOOOOOODOOOO

m L2TPV3000O0O000
000oooodo L3 O0O0ODO0DO0OD0ODDO0000OD0O0O0
gooooogo  show I12tpv3 access-list
show 12tpv3 access-list interface (]INTERFACE)
show 12tpv3 access-list xconnect (]<1-4294967295>)
show 12tpv3 access-list (root]|layer2]ip|ipv6]arp]vlan]ieee802-3) (]JWORD)
show 12tpv3 access-list detail (root|layer2|vlan) (JWORD)
show 12tpv3 access-list detail root WORD layer2 WORD
00 moded O  view mode

m L2TPV300000000
ooooooo LTv3iD 00000000000 0000ODO0000O
ooooooo
clear 12tpv3 counter access-list
clear 12tpv3 counter access-list interface (|INTERFACE )
clear 12tpv3 counter access-list xconnect (]<1-4294967295>)
clear 12tpv3 counter access-list (root|layer2]ip|ipv6]arp|vlan]ieee802-3) (JWORD)
clear 12tpv3 counter access-list detail (root]layer2|vlan) (JWORD)
00 moded O  view mode
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O 470 12tpv3 access-list mode

O . Root ACL

O 00 command

nxr120#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

nxr120(config)#12tpv3 access-list WORD root (deny|permit)

nxr120(config-12tpv3-acl)#

ooooooo

O Root ACLO ACLO (WORD)O O O default O O OO (denylpermit)D 000000 O0OOODOCO root ACL
O 12tpv3 access-list mode 0 000 OO0

ooooooo

O000000ACLOOdeny/permit00000000moded 0000000

OO0D0ACLOO0ODODO0OD0ODODOO root, layer2, extended ip/ipvé/vlan/arp/ieee802-3 0 [
0000Do00o0oACLO00DDOOooooooom

Croot ACLOODOCOOOODOSBI120000

O layer2 access-list

0000000 OOroot ACLOODDOODOD layer2 ACLOODOODOO
WORDO OO layer2 ACLO ACLOODODOODO

ooooooo layer2 access-list WORD <1-256>

OO0ONOOO  no layer2 access-list (oOooALODOOOOO)
no layer2 access-list WORD OO OO0 ACLOOODOODO

0000oono 100reot0000320000 layer2 ACLODODOODOOODOOOODO
000000000000 layer2 ACLOODDO40060000
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O 470 12tpv3 access-list mode

0 . Layer2 ACL

O OO0 command

nxrl20#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

nxr120(config)#12tpv3 access-list WORD layer2 (deny|permit|return)

nxr120(config-12tpv3-acl)#

ooooooo

OLlayer2 ACLO ACLO (WORD)CI O O defaultD O O O (denylpermitjreturn)D 000000000 OCO0O
layer2 ACL O 12tpv3 access-list modeO0 O OO OO0

ooooooo

0000000 ACLO Odeny/permit/return0 000000 Omoded 0000 OODOO

O00ACLOO0ODOD0DOODOOO0O0OOTroot, layer2, extended ip/ipv6/vian/arp/ieee802-3 0 [
J0000ooDooACLO00D0OO0ODO0bOOoOooOom

Olayer2 ACLOOOOOODODO1280000

O mac source

ooooooo 00o0oooooOovMCcOOODOoDOoDOoOoD

0000000  mac source HH:zHH:HH:HH:zHH:zHH(/MM:MM - MM 2 MMz MM MM)

OO0ONeO OO no mac source HH:HH:HH:HH:HH:zHH(/MM:MM - MM - MM - MM - MM)

ooooooo

00000000000 00000:80:60:**:**:*»*J 000000000000 0ODOODOOOOO
mac source 00:80:6D:00:00:00/FF:FF:FF:00:00:00

O mac destination

ooooooo 00oD0oooooOovMCcOOODOoDoDOoDOoOoD

0000000  mac destination HH:HH:zHH:HH:HH:HH(/MM:MM:MM:MM 2 MMz MM)

OO0ONoeO OO no mac destination HH:HH:HH:HH:HH:ZHHC/MM: MMz MM 2 MM 2 MM - MM)
ooooooo

O00000000D0000000:80:60:**:**:*»*J 000000000000 0ODOODOOOO0O
mac destination 00:80:6D:00:00:00/FF:FF:FF:00:00:00

O ethernet-type
oooooon ethernet-type 0 extended ACLO O OO O OO
WORDO O Oextended ACLO ACLO OO DO ODOODO
oooooon ethernet-type (ip|ipv6]arp|vlan]ieee802-3) (]extended WORD <1-256>)
ethernet-type <1536-65535>
OOONoeO OO no ethernet-type (ip|ipv6|arp|vlan]ieee802-3) extended (JWORD)
Oextended0 OO0 OO0
no ethernet-type
Oethernet-type D 0 OO 0O extendedD O O OO O M
0000000 extended ACLOOUODO R000000000000000O
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O 470 12tpv3 access-list mode

O . Extended IP ACL

O 00O command

nxrl20#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

nxr120(config)#12tpv3 access-list WORD extended ip (deny|permit)

nxr120(config-12tpv3-eacl)#

ooooooo

OExtended IP ACLO ACLO (WORD)O O O defaultO O O O (denylpermit) D000 00O0CO0O0ODOO
extended IP ACL O 12tpv3 access-list modeO0 OO0 O OO0

ooooooo

0000000 ACLODOdeny/permit00000000Omode0 0000000

JO00ACLODODODOODOO0ODOO00DOOroot, layer2, extended ip/ipve/vlan/arp/ieee802-3 0 0
00000o0ooOooACLODODO0O0OO0OOOoDOOm

OExtended IP ACLOODODOODODO1280000

O source

oooooaoo dooooooooomwooooooooooo
ooooooo source (A.B.C.D | A.B.C.D/M)

OO0 ONoO OO no source

O destination

ooooooo dooodoooooowrooooooooooon
oooooon destination (A.B.C.D | A.B.C.D/M)
gdodNoO OO no destination

O tos

ooooooo 000000D0OtesO0O0D0ODOO
ooooodOo  tos <0-255>

gddNoO OO no tos

O protocol

ooooooo 000000 0Oprotocol OO ODOODO
oooooon protocol (<0-255> | icmp | tcp | udp)
OO00ONoO OO no protocol

ooooooo

O source-portd O O O destination-portd O 0 O OO OO Oprotocol <0-255>|icmp 000 0O0OOOO
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O 470 12tpv3 access-list mode

O source-port
goooooo
goooood
OO00ONoO OO
goooood

O . Extended IP ACL

O00O000OOsource portd 000000

source-port (<1-65535> | range <1-65535> <1-65535>)

no source-port

protocol udpO0 OO0 tep0 0000 O0OOOODOODOODOODOO

O destination-port

goooobog
googooood
goONoO OO
googooood

O icmp

goooooo
ogoooood
OO0O0NoO OO
ogoooood

O000O0D0O0ODOdestination port0 000000
destination-port (<1-65535> | range <1-65535> <1-65535>)
no destination-port

protocol udpO0 OO0 tep0 0000 O0OOOODOODOODOODOO

OO0O0O00ODOiucmp type/code0 0000 ODO

icmp <0-255> (]<0-255>)

no icmp

protocol icmpO0 000000000 OOOOODOODOOOO
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O 470 12tpv3 access-list mode

O . Extended IPv6 ACL

O OO0 command

nxrl20#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

nxr120(config)#12tpv3 access-list WORD extended ipv6 (deny]permit)

nxr120(config-12tpv3-eacl)#

ooooooo

O Extended IPv6 ACLO ACLO (WORD)O O O default D OO O (deny|permit)D 0000000 O00OODO
extended IPv6 ACL O I2tpv3 access-list mode 0 OO0 OO0

Ooooooo

OOO0OO0O0OOACLOOdeny/permit0 00 0000O0mded 00 0OO0OOO

O00ACLOO0ODODD0O0ODOO0ODOOOOTroot, layer2, extended ip/ipv6/vlian/arp/ieee802-3 0 [
od0ooOo0odoOoACLOd0oDoogobooogm

OExtended IPv6 ACLO DO DDOOOO1280000

O source

ooooooo OOooooooooOgiwpvsdoooooooogoog
OO0O0O0000  source (X:X:zX:iX | X:X:i:zX:iX/M)

godNoDO OO no source

O destination

ooooDooo Oo00ooooooiwve00OD0OOO0ODOOoDO
0000000  destination (X:X::X:X | X:X::X:X/M)

OOdONoO OO no destination

O protocol

0000000 OOOOO0OO0OOprotocolDO0O0O0O0OO0O

ooooooo protocol (<0-255> | icmpv6 | tcp | udp)

OO00ONoOODO  no protocol

ooooooo

O source-portd O O O destination-portd 00 0 0O 0O OO O protocol <0-255>|icmpv6 0 000000
ooooooo

O source-port

0000000 DOOO0OO0OO0OOsource portODO0OO0ODO0O

0000000  source-port (<1-65535> | range <1-65535> <1-65535>)
gdodNoO OO no source-port

OO0O0O0Ooo0d  protocol udpO OO0 tecpO O D0 O0D0OODOOOODOOODOOO

O destination-port

ooooogoo O0000000Odestination port0 000000

ooooooo destination-port (<1-65535> | range <1-65535> <1-65535>)
O0O0ONoOODO  no destination-port

ooooooo protocol udpO OO0 tepO0 0D O0DODODOOODOODOOODOO
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O 470 012tpv3 access-list mode

O . Extended VLAN ACL

O OO command

nxrl120#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

nxr120(config)#12tpv3 access-list WORD extended vlan (deny|permit)

nxr120(config-12tpv3-eacl)#

ooooooo

OExtended VLAN ACLO ACLO (WORD)O O O defaultO O OO (denylpermit) D0 00000 O0ODOO
0 O extended VLAN ACL O I2tpv3 access-list modeO0 O OO OO0

ooooooo

0000000 ACLOOdeny/permit00000000Omode0 0000000

Jo0o0ACLODODO0ODOO0OO0OO0O0ODODOOT root, layer2, extended ip/ipv6e/vlan/arp/ieee802-3 0
0000000000 ACcLODODO0ODO0ODO0DOOOOd

OExtended VLAN ACLO DO D ODOODO1280000

O vlan-id

ogoooood OO00O0O0OOOVLAN IDOODOOOOo
ooooooo vlan-id <0-4095>

OO0ONoO OO no vlan-id

O priority

0000000 OOoOODoOdpriority0d00O0OO
oooooon priority <0-7>

godNoO OO no priority

O ethernet-type
0000000 QOOOO0O0O0OOethernet-typeOOODOOOO
OOoOooboognO  ethernet-type (iplipv6larp) (]Jextended WORD <1-256>)
ethernet-type (vlan|<1536-65535>)
godNoO OO no ethernet-type (ip]ipv6jarp) extended (JWORD)
OextendedD OO0 OD0OO M
no ethernet-type
O ethernet-type 0 0 OO 0O extended O O O OO O
goooooo
Oextended WORDO O OO DO OODODOOOO ethernet-type D0 DO OO0OOODOOOOO
Oextended WORD I O O OO ACLO O O 12tpv3 access-list WORD extended J ACLO O O[O
Oextended ACLO OO OODOOO32000
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O 470 12tpv3 access-list mode

O . Extended ARP ACL

O OO0 command

nxrl20#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

nxr120(config)#12tpv3 access-list WORD extended arp (deny|permit)

nxr120(config-12tpv3-eacl)#

ooooooo

O Extended ARP ACLO ACLO (WORD)O O O defaultO OO O (denylpermit) D 0000 O00O0OO0OOO
extended ARP ACL O I12tpv3 access-list moded0 O OO O0O0O

ooooooo

OO0O0000OO0OACLOOdeny/permit0 000000Omoded 000OO0O0OO

O00ACLOO0ODOO0OO0DOOO0DOOOOOOT root, layer2, extended ip/Zipve/vlan/arp/ieee802-3 1 0
0odooooooACLO00DOoooooooom

OExtended ARP ACLO OO DODOOODO1280000

O opcode

goooooad O0000O0OOopcoded 0 ODODOOO
ooooooon opcode (<0-65535> | request | reply)
OoOONeO OO no opcode

O sender-mac

ogooooon Oo00o0o0oooooovMACODODODDOoooooon

oooooon sender-mac HH:HH:HH:HH:HH:zHH(/MM MM MM - MM - MM - MM)

OoOONeO OO no sender-mac

oooooon

O0000D0D00000o0oooeo:80:6eD:**:**:>*J0 00000000 0OOOOODOOOO0O
sender-mac 00:80:6D:00:00:00/FF:FF:FF:00:00:00

0 target-mac

ooooooo gooooooooovMCcObDbOOoOooDbbooon

OO00O00O0O  target-mac HH:HH:zHH:HH:HH:HHC/MM 2 MM = MM 2 MM 2 MM - MM)

000N OO no target-mac

ooooooo
OoOoooOooO00oDOoOoOogoo:go:ep:**:»***J 000000000 CO0OOOOODOOOO
target-mac 00:80:6D:00:00:00/FF:FF:FF:00:00:00

O sender-ip

goooooa gooooooooboimwrodooooooood
0000000  sender-ip (A.B.C.D|JA.B.C.D/M)

OOONeO OO no sender-ip

O target-ip
goooooad Ooooooooooimwroooooooooon
0000000  target-ip (A.B.C.DJA.B.C.D/M)

goONeO OO no target-ip
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O 470 12tpv3 access-list mode

O . Extended IEEE802.3 ACL

O OO command

nxrl120#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

nxr120(config)#12tpv3 access-list WORD extended ieee802-3 (deny|permit)

nxr120(config-12tpv3-eacl)#

ooooooo

0 Extended IEEE802.3 ACLO ACLO (WORD)O O O defaultO O OO (denylpermit)J 0 00COOOOO
0 O O extended IEEE802.3 ACL O I2tpv3 access-list mode 0 OO O OOMO

opoooooo

0000000 ACLOOdeny/permit00000000Omode0 0000000

O00ACLODDODDOOO0ODOO0OO0O0Oroot, layer2, extended ip/ipv6/vlan/arp/ieee802-30
0000000000 ACLODODODOODOO0DOOOOd

OExtended IEEE802.3 ACLO OO OOOOO1280000

O Hlc-sap

goooooo gododoooLLe saPOD0O0O00ogdad

ooooooa Ilc-sap <0-255>

Ooo0ONeO OO no llc-sap

ggoooon snap-type D OO0 0OO0OOOINc-sap0 000000 DOO0OOOOO

O snap-type

opoooooo O00000O0OSNPOODOODOOODOOD

goooooo snap-type <1536-65535>

gooONoOOd no snap-type

opoooooo llc-sapO O OO OOO0OOOsnap-type D00 O0D0O0D0OOOOOOODO
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O 480 address-family ipv6 mode

address-family ipv6 mode

O OO0 command

nxr230#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr230(config)#router bgp <1-65535>
nxr230(config-router)#address-family ipv6
nxr230(config-router-af)#

0000000 BGP peerO advertiseD OO OOOOOOOOOOOO

goooooon network X:X::X:X/M (|backdoor)

OO00ONO OO  no network X:X::X:X/M (]backdoor)

ooooooo

Odefault information(::/0)0000000000O0OOO

O default-information-check 0 O 0 0O 0O O O O network ::/00 neighbor default-originate J 0 OO
CO000COC0O0defaultOOCOO0D0OCO0DOOCO0ODOOCO0ODOOO0OOOO updatedOOOO
0O000o0o00oo0d0ooDoooo0o0oodoooOoooooooDo
CoOoosePOOOOOODOOCOODOCOOODDOOOOOOOBPODOOOOOOO BGPO administra-
tive distance 0000000000000 OO0ODDOOODOOO0OOOO0ODODOOODOOODOD

0000000  Address family onde0 O OexitO OO O

0000000  exit-address-family

gooooon show configO OO DOODOcopy & pastel 000000000 ODOODOODODOO
OO00000O0exitd00oooooooooo

ooooood

OAggregate0 0000 OOBPOOODOOOOOOODOODOODOODOODOODOOOOOOODOODOBGP
0000000000000 0000000000000000000 advertise OO0O0O
goooooon aggregate-address X:X::X:X/M (]Jsummary-only) (]as-set)

ooooood

OAggregate 00 0000000000000 0OOOOODODO advertise 000000000 OO
advertise0 OO OO0 Osummary-only 0000000

00000 aggregate 0000000 O0ASODDO0ODOOOODDOOOOODOOOOOASDODOODO
0000000000000 00D0000000D0O0000o000ooO0UoDOoO00O0Oas-setdO
O0000ooDooOooDOooASO00O00OO0O0ODOOO0OO00D0O0ODO0DO0DOO0DOOOODOODOOOO0n
OAS 0000000000000 000O0O0O0Ooooa
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O 480 address-family ipv6 mode

address-family ipv6 mode

m neighbor

o activate

ooooood

O0000000OactivateO OO0 OO ipv4 neighbor 00 OO ipv6e neighbor O O O ipv6 network O
advertiseO OO 0O

gooooon neighbor (A.B.C.D|X:X::X:X) activate goood

00O nod 0O  no neighbor (A.B.C.D|X:X::X:X) activate gooo

0000000 activateODODOOOODOODO

o default-originate
0000000  default-originateJ OO OO00O0OBPO OO defaultD OO ODOOOODOO
gooooon neighbor (A.B.C.D|X:X::X:X) default-originate oogono
00O nod 0O  no neighbor (A.B.C.D|X:X::X:X) default-originate 0O OO
ooooooo
Odefault-originate 0 O Odefault 0000 0O0OO0O0O0O
Odefault-originate 0 0 O default-import-check D O OBGPO OO defaultO DO OO OODODOO
O default-originate 0 O O default-import-check 0 0O O
defaultD OO O0O0ODO0O0OO0OO0OOdefaultD0O00O0O00O0OOO
defaultO OO O0OO0OOOOO0OOCOOO0Odefaultd 0000000 OOO

o distribute-list

goooooo

Opeer0000000peer 000000000 wdate0 00 000000ODOODOOOODOODOODO

gooooon neighbor (A.B.C.D|X:X::X:X) distribute-list ACL-NAME (in]out)

OO nod O  no neighbor (A.B.C.D|X:X::X:X) distribute-list ACL-NAME (in]out)

doooooo in J0000O0Opeer00000000Oupdate0 000000 OOOO0O
out 0O000ODOOOpeer0 0000000 uwdate0O0O00OO0ODOOOOOOO

o filter-list
doooooo 0oooASODO00OO0O0oOooooooooooooooooo
ooooooon neighbor (A.B.C.D|X:X::X:X) filter-list ACL-NAME
OO nod O no neighbor (A.B.C.D|X:X::X:X) filter-list ACL-NAME
ooooood ip as-path access-listO0 0O 00O ACL-NAMECO OO D DO ODO
in 0000000000000 DO0O000000
ot 0O00O0ODOOODODODOODOODOODOODOOO

o next-hop-self
goooooo
O00D00000eBGPO OO O IBGP peer0 00 OO0 nexthopO OO Opeer0 0000000 ODOODO0O
oooooDoooooooooooogoo
ooooooon neighbor (A.B.C.D|X:X::X:X) next-hop-self
OO0 nod 0O no neighbor (A.B.C.D|X:X::X:X) next-hop-self
ooooooo
O00000001BGP peer0 0000 nexthopO OO OeBePO D OO ODODOODODOOOO
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O 480 address-family ipv6 mode

address-family ipv6 mode

o remove-private-as

ooooood

Oremove-private-asO O OO0 OO Oprivate ASOOD0O0O0O0DOO0ODODOO advertiseO OO0
0O00O0o0gn0o  neighbor (A.B.C.D|X:X::X:X) remove-private-as

OO nod O no neighbor (A.B.C.D|X:X::X:X) remove-private-as

o route-map

ooooood

OPeer000000O0Opeer00000000D0DOO0DODOO0ODO ODODDOOOODDOODDOOODDO
0O0o0O0ogno  neighbor (A.B.C.D|X:X::X:X) route-map WORD (in]out)

oo nod O no neighbor (A.B.C.D|X:X::X:X) route-map WORD (in]out)

ooooood

OWORDO O Oroute-map 0 OO OO OOMO

OneighborO0 00 in/out0 000 100 route-map OO0 O0D0O0OO0OOO0ODO
OO00000000matchJOOD0OODOOMMIDO 300 route-map modeD OO OOOODOODOO

o soft-reconfiguration

goooooo

OBGP O neighbor 000000 route-map0 0 000000000000 O0ODDOO0ODOOOBGPODO
0000000 00ooooeBePOOOIOOODOODODOOOODODODODO

00000000000 0000OOneighbor00000000O0OO0DODOO0ODOOOODODOODO
O0OO0O0Osoft clearO 00O OBGPODODODOOOOOOOOOOOO

OO00oO0ogn0  neighbor (A.B.C.D|X:X::X:X) soft-reconfiguration inbound

00O nod O no neighbor (A.B.C.D|X:X::X:X) soft-reconfiguration inbound

m redistribute

o redistribute (connected|static)

goooooo connected route(l static route0 BGPO OO DO ODOOOOODO
PefaultO OO OO OOOODOODOO

goooooo redistribute (connected|static)

O no 0  no redistribute (connected|static)

o redistribute (connected|static) route-map ABCD

0000000 vroutemapO 000000 D0OOODOOODOOUODOOprefixOOOOOOODOO
OO0 prefixOOO0OO0OD0ODOODOODODOO

goooooo redistribute (connected|static) route-map ABCD

O no 0O no redistribute (connected]static) route-map ABCD
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0490

0 OO command

interface bond mode

interface bond mode

nxr230#configure terminal

Enter configuration commands, one per line.

End with CNTL/Z.

nxr230(config)#interface bond <0-0>
nxr230(config-bonding)#

ObondIDOOOOODOODODOOODOODOODOOODOODOODOObonding-groupd OO OO interface
modeD OO OODOOO

O bonding mode

gooooogo

goobooboboobooobobooboobobobooboobooboobobooboobon
oboobooobobooooo

goooooo
oo o oo
0 o nod 0O
ogoooooo

bonding mode (link-aggregation|fault-tolerance|load-balancing)
bonding mode link-aggregation
no bonding mode (= default)

O link-aggregation
LACPOI Link Aggregation Control ProtocolD 00000000000 OODOODOOOOODOOO
000000oooooOovACOdO0ODoO0ooopooooooooooooooooooooooon

O fault-tolerance

oooobooboboooboobobobooboobobooboobobbobDoobDoboobo
gboobooboboooboobgoooobobg

O load-balancing

ooooboooovactobooooboboooooboboooooboooooobooooo

O bonding transmit-hash

ooooooo
goooooo
oo O oo
0 o nod O
ooooooo

0000000000000 00000
bonding transmit-hash (layer2]|layer2-3|layer3-4)
bonding transmit-hash layer?2

no bonding transmit-hash (= default)

Obonding mode O O link-aggregation, load-balancing0 000000000 OOOOOO

O bonding lacp-rate

ooooooo
goooooo
oo O oo
0O o nod O
ooooooo

LACPOOOODOOOODOOO

bonding lacp-rate (fast|slow)

bonding lacp-rate fast

no bonding lacp-rate (= default)

bonding mode O O link-aggregation0 OO0 00000000 OOOOO
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O 490 interface bond mode

interface bond mode

O bonding lacp-select
0000000  Aggregator selection policyO OO O OO0
bonding mode O O link-aggregation0 00000000000 OOOO
ooooood bonding lacp-select (stable|bandwidth]count)
oo 0O OO bonding lacp-select stable (= default)
O O noO O no bonding lacp-select
ooooooo
O stable
bandwidthJ O 0O 0O O O active aggregator 0 00 0 O
(active aggregator0J 1 slave downO0 OO0 OD0O0O0OD
O bandwidth
bandwidthJ O 0 0O O O active aggregator 0 00 0 O
(active aggregatord 1 slave downO OO OO0 000D
U count
slave 0 000 00O active aggregator 0 0000

O bonding primary
oooopooo  primrydd000OOOO
bonding mode 0 O fault-tolerance 0 0 0000 OO0 OODOOODOO
ooooood bonding primary ethernet X
O O noD O no bonding primary
coooooo
Oactive slaved down — up 0 O O O O bonding primary 0 O O 0O Oactive slave0 00000

O bonding hw-address

oOoooooo HWwODOOoooooooood

ooooooo bonding hw-address HH:HH:HH:HH:HH:HH

O O noO O no bonding hw-address

ooooooo

O Ethernet bonding-group 0 0000000 ethernetD WO DOOODO0DODOOOOODOOO
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O ip address
goooood
goooooad
U no u

O ip address
goooood
goooogo
d no g

O ipv6 address
goooood
goooooad

Oooooooomwrooooooooooo
ip address A.B.C.D/M (]secondary)
no ip address A.B.C.D/M (|]secondary)

DHCPO OO IPODOODOOOOOOODO
ip address dhcp (JHOSTNAME)
no ip address dhcp

ooooooogimwpvsOoooooooooo
ipv6 address X:X::X:X link-local : O0OO0OOODOOO LLACDODOODOO
ipv6 address X:X::X:X/M (Jeui-64)
D eui-6400 000 ipv6-address O prefixO O OO O
ipv6 address autoconfig
no ipv6 address X:X::X:X link-local
no ipv6 address X:X::X:X/M (Jeui-64)
no ipv6 address autoconfig
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O ipv6 address DHCPv6-PD

0000000  DHCPv6 Prefix Delegationd0 OO OO OO

goooooo ipv6 address DHCPv6-PD X:X::X:X/M (Jeui-64)

g no | no ipv6 address DHCPV6-PD (|X:X::X:X/M)

oo oo

O1ipv6-address O O sub-prefixd host OO OO OODOOOOOOOO

ODHCPv6-PD 0 ODHCPv6 PDO OO OO prefix DO O D OO OO DO OO ODHCPvE-PD O OO DHCPVE O 0O O O
000000000000 @ooooooogOg)oodipvs dhep client pd0O0O0O0OO0O0OOO
goooo

O ipv6 dhcp client

ooooooo OO0O000O0O0oO0OoOoodOgbHePv6O OO0 O0ODOOOOODOOOODOOOODO
goooooo ipvé dhcp client WORD

g no | no ipv6 dhcp client

O ipv6 dhcp client pd

O0OD0OO0O0OOO DHCPve PDO prefixO0O0OODODOOOOODOOOOOO

goooooo ipv6 dhcp client pd DHCPv6-PD

0 no O no ipv6é dhcp client

ooooooo

ODHCPv6 PDO D0 ODODODOOOOOOOOOOOOOO

OOO0OODHCPve PODO(OOOH)YODOOOOODOOOOODOOOODOCOIpv6 address DHCPv6-PD O O
ooooooooo

Oipv6 dhcp client WORDO ipv6 dhcpv6 pd DHCPv6-PDO 0O OO OO OOOOOOOODOO
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O mtu

oo0ooooo  wMuoDoooooooo
ooooooo mtu <bytes:68-1500>

OO0 O OO0  mtu 1500

O no O no mtull (= Set defaults)

O ip proxy arp

oooooog  Proxy ARPOODOOOOOO

gooooogo ip proxy-arp

oo O oo no ip proxy-arp

g no g no ip proxy-arp

ooooooo

OProxy ARPOCOOOIODOOOO0ODOCOOOODOCOOOODDOARP requestdI000000D0OOOOODO
oooo

OforvardingD 00000000000 COOO0ODOOOO0ODOOOOODOOOOODOOOOOOO ARP
requestJ 00000 0O0OO

O ip local proxy arp

ooooood Local proxy ARPO OO OO ODOO

goooooo ip local-proxy-arp

gg 0O 0Od no ip local-proxy-arp

O no O no ip local-proxy-arp

ooooood

Olocal proxy RPOODOD0O0DOO0ODODOODOODOOOOODARP requestD 00 00O0OODOOO
goooood

ODefaultO O O O OEthernet/VLAN/bridge 0 0D 0000000 O0DOOODOODOODOODO
OforwardingD 0000000000000 DOO0OO0OOODOO0OOODOODOO0OOOOOOOO ARP
requestJ 00000 O0O0OO

Olocal proxy RPO DO DOODOOODOODOOOOOOOOVIANOO etcOODOODODOOOOOODOOO
gopoobooooooooo

Olocal proxy RPOOOOOODOOOODOOOOOOODOODOOOOODODOOODOIp send-redirects
Joo0obOooooooDoboooooo

OLlocal proxy RPOODOOOOODOOOOODOODOO

Osender IPO target IPOOOODO0O

Otarget IPOOO00O0OOD0O0OO0OOODOODOOOOODOOOO

O ip directed-broadcast

ogooooon Directed Broadcast O 0 O OO0 OO0 OODOOOOOO
ooooooog ip directed-broadcast

oo O oo no ip directed-broadcast

O no O no ip directed-broadcast
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O ip redirects
ooooooo
OICMP redirectU type=50 000000000 DOOO0O0OOOOOOOOOOOOOOOOOOOOO
00000 0000RFC792
00000 Send redirectDO0O0OO0OOICMP redirect0 00000000 COOOOCOODOOOO
ooooooo ip redirects
0oooooo ip redirects0 0 (0D O)
OO0O0ONOODO  no ip redirectsO (0 0O)
ooooood
0000 ICMPRedirect 00D O OOOOICMP Redirect 0000000 OHestO OO DOOODODOOO
Oooooo0o0oooOoUobooOoobooooboooooo
0 Host A0 OHost B(192.168.1.100)0 0 IPv40 0 000 default ge(NXR) DO OO O OO
ONROOOODOOOODOOOOD192.168.1.0/240 00 next hopO 192.168.1.2530 00000
OO0ORouter ADDODOODODO
O O0OOCO0Onext hopd Router ADOOOOO Host AUODOOOODOOCOODOOOODOHest AO
ICMP Redirect0 00O OO0
O Host ADODOCOOHost BOODO IPVAOOOOOOICMP Redirect0 O OO 0O next hopO OO
OORouter ADDODODOOOO
OO0OOOOICMP RedirectDO0OODOOOODOODOOOODOOUODOOOODOOODOODOODO
0000000000 forwardingdOOOOOOOO

PC B: 192.168.1.100

T [

|
|
|
T
192.168.1.0/24 !
|
ARETAVII—k
192.168.1.0/24 (gw) 192.168.1.253 NXR Router A
192.168.0.254 1 192.168.0.253
) A I
Send Redirect#2h -~ @ IP to 192.168.1.100 !
|
_____________ -
I 192.168.0.0/24
| @) IP to 192.168.1.100

3) Redirect (Next hop=192.168.0.253) l
(1) 1P to 192.168.1.100

&

PC A: 192.168.0.100
Default GW=192.168.0.254
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O ip tcp adjust-mss

ooooooo

O Path MTU DiscoveryO PMTUDO O O OEnd-to-end 0 000000000 OOOOCOONIUODOOOO
0000000000000 000o0ooooo0000U0000000Dooooooooooooon
O000O0O0O0IPv4Ad0O0O0O0OO0O0 ICMP fragment needed 00000000000 OO0O0ODO
0000000000000 0ooOooPePNTUOO0ODODOO0ODOOOOOOOOOOODOOOOPMTUD
0000000oooooooooNuo000o0000000oo0oooooooo0oo0O0DOOEnd-
to-end0 00000000000 DODOO0ODODOOOOODOOOOOTCPODO  SYN/SYN-ACKOD OO O
oMsSOODOOO0OO0OO0OO0ODOOO0OO0000ooooooooooTCcPOODODDOOODOOOOOOO
00000000000 ooooooo0oo0oo0ooooooooooooooon

goooooo ip tcp adjust-mss (auto]<500-1460:bytes>)

goooooon no ip tcp adjust-mss

JOO0OO0ONO OO  no ip tcp adjust-mss

ooooooo

OivAD OO0 000oooooTcPOODOODOOOOOOOTCPOOOOOOOOOOOODODODO
000000ooO0ooooooooooMssocoooooon

O000000ONSSODD0O0O000000auto0000000O0ONMSSOOO0O00OONMSSOOOOO
00ooooooooooooo

0000000000 OoOooMssOoooooooooMsSsO000oooooooooooooog
ooo

guwprPOICMPO O O000ODODODODOOODOOODOOOODOOOOOOOODFOOODOOODODDOO
gdooodo00000000O0000U000000U0DU0UDUOUDUOOODO

(M no ip tcp adjust-mssO0 000 O0OOOTCP MSSODODOODOODOOOOODO
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O ip mask-reply
ooooooo
OOpenviewDO OOODOOOODOOODOOOOOOOOOOOOOOO ICMP address mask request
Otype=17000000000O0OCO0O0OOOOOOOODOOOOOOODOOODOOOODOODOO
oooooogooooooooood™
O00O00000OICMP address mask request 0 0 000000 OOOOOOOOODOOO
goooooo ip mask-reply O ICMP address mask requestd O 00O 00O M
ooooood no ip mask-replyd ICMP address mask request0 0 OO0 OO
gooONoO OO no ip mask-reply
oooooodg
O ICMP address mask request/reply0 0000000

ISP~ ppp0 (10.0.0.196/32)

—-

¢ 1CMP address mask reply ' E %
//
a NXR#1 NXR#2
192.168.0.254 192.168.0.253
% A~
ICMP address mask replyD" &3 Request (to 10.0.0.196)
Request (to 192.168.0,254)
192.168.0.0/24
v Reply (mask=255.255.255.255)

Reply (mask=255.255.255.255)

S

OpenView
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O ip access-linkdown

gboooobgo

ooooooo
O no O
oo oo

00000000 000nnk downO OO0 O0OOO interfaced IPv4 address [
oooooooooooo

ip access-linkdown

no ip access-linkdown

Default OO O (no ip access-linkdown)d O O

O ipv6é access-linkdown

goooogn

ooooooao
O no O
oo oo

O0000O00DOOOdlink downO0ODOOOOO interfaced IPv6 address O
00o00oooooooo

ipv6 access-linkdown

no ipv6 access-linkdown

DefaultD O OO (no ipv6 access-linkdown)d O O

O ip arp reachable-time

goooooo
gooooon
goooooon
gooONoeO OO
goooooo

ODOOODAP OODO0OD0OO0000000000O0OD0ODODOO00OO msecOOO

ip arp reachable-time <30000-3600000>

ip arp reachable-time 30000

no ip arp reachable-time

show arp 00 00OCO0OO0O0OODOREACHABLEO OO ODOOOCOOODO
OO00D0000J0.5 0 1.50x reachable-timeD 00O OOO0OOOOO

O ip arp queue length

goooooo

OEthernet/Vlan interfaceJ O OIPVAO 00000 OOODO O (nexthop)d mac addressO 00000
O000D0O0O0OOmac addressO0 00000 Oqueveingd 000000000 OOOOODOOODOOO

OQueue T Oneighbord entry0 00O O0OO0ODODO

Oqueueingd 00O packetODaddress0 0000000000 OOOOODOODO

OQueueD fullODOOODOOD packetUDOOOOOqueveJ 0 OOOdropd D OODO

goooooo
oo O do
0 no 0
oo oo

ip arp queue length <1-1000>

no ip arp queue length (=3[packets])

no ip arp queue length

IPvaO IPveO OO OO0O0OOOInterface0 0000000 O0OOODOOO
IPv6 0O OO00OOiupv6e nd queue lengthO OO OO OOOOO

O ipv6 tcp adjust-mss

ooooooo
goooooo
oo o oo
0 no 0

TCP/IPV6 O MSSO O OO DO ODOO

ipv6 tcp adjust-mss (auto]500-1460)
no ipvé tcp adjust-mss

no ipvé tcp adjust-mss
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m NDP

Ethernet/VLAN/Bridge D O OO O O0O00OO0ORAOOOODOOOOODODOOOOORAODOODOOODODO
0000000000000 0D0RAODOOODOIPYE address prefixd gatewayO OO OO0 OOODO
ooooooo
000oo00obOOo0o00oOo0o00oooOo0OoDoORA0DOOODOODOOOODOOOODOO
oooooom

O prefix information: ipv6 address autoconfigl OO O OO OO Oprefix informationO OO OO
od

O router preference: OO ORAODIODOODOOODN preference0 00 00O ODOOOhigh>middle>low
ooooooood

OMTUODOCORAOODODOOODOOOOODOOOUOOShow ipv6 interface00000000O00O0OO
OO0O00ORADODOOODOOOOODOOOOOORADOOOODOOMUODOOOODOOOORA
00000000 MIUODOQOSshow ipvé default-gateway OO0 00O O0O0O0O00OOOO
Odefault-gateway: RAO O OO OO0ODOOOOOOOOODOOOOODOOOO

Opreferred lifetime

Ovalid lifetime

Orouter lifetime

Ohop Iimit:O OO RAODOODOODOODOODOOODOOOshow ipve interface0 000 0OODOO0O
O0000O00ORACOOOODOOODOOOOODOOORADOOOODOOO hop-limitddoood
O0O0D0ORAOODODODOOD hop-limitd O Oshow ipve default gatewayO OO OO OO OO0OO
od

Ons interval: OOORAODOOOOOOOODOOOODOOODOOODOOOOODOO
Oreachable-time: 00O RAOOOOODOOODOOOOOOOOOOOOOOOOODOOOO
ORAODODOOUOOOOODRADOOODOODOUODOOOODOOCLIDOOODOOOODDOO
0O0000O0O00OdRAOODOOOODOOUOOUOOODOOOOODOOOUODOODOOOODOShow 1pv6
interface0 0000000000 OOOODOMO
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O ipv6é nd send-ra
oooooog IPv6 RA(Router Advertisement0 0000000

ooboOoooo ipv6 nd send-ra ao)
O no O no ipv6 nd send-ra ano)
0o oo

ORAD OO prefixO O O OEthernet/VLAN/bridge 0 0 00000000 OO0OO0O
J00d00ooo0oooo0o0oo0ooDoO000oDoO0o00ooDoO0DoO0OOOoORAOODOOOODO

-router lifetime: ipv6 nd lifetimeO OO OO0

-hop limit: ipv6 hop-limitO OO 0O OO (default:64)

-reachable-time: ipv6 nd reachable-time 00O 00O

-retransmit timer: ipv6 nd ns-interval 000000

RA flags

-default router preference: ipv6 nd router-preferenced 0 0O 0O O O (default:medium)

-managed-config-flag: ipv6 nd managed-config-flagd 0 0O 0O O O (default:0)

-other-config-flag: ipv6 nd other-config-flagl O 0O O O O (default:0)

O home agent flag, proxy flagOD OO OO 0000 OO0ODOO

OO0000D0O0D0O0O0ODHCPYG server0 0000000 DOOOOOO0 flagDOOM flagD 10000

OO DHCPV6 server0 OO0 O OODOCOO

Prefix information: ICMPv6 type3U ipv6 nd prefixO0 O OO OO OO

-prefix/prefix length

-preferred lifetime

-valid lifetime

-autonoumous address-configuration flag ipv6 nd prefix X:X::X:X/M no-autoconfigd O O OO
OO0O0O0DCoddOdOD 10 default:1

-on-link flagO ipv6 nd prefix X:X::X:X/M off-link D OO O00O0OOD0ODOOOODODODOO 10
default: 100000 1ipv6 nd prefixOD OO OO prefixO0O 0 prefixOODO0OOD0OOO0OO0OO0O
connected route 0 00000000 COOOIPYE address0 0000000000 OOOOODOOO
oogid

-router address flagD OO 0

MTUO iCMPV6 type5

-NTUOOODOO0000MTUO

Source link-layer address: iCMPv6 typel

-link-layer address[] ipv6 nd no-advertise-link-addressO0 00000000000 ODOOOO
OO00O0O00OD0OOOOO0OOoOOoOO link-layer address(MACO OO O)O DO O OO Odefault:O
O0oo00O0oooooooooo

O ipv6 nd accept-ra

ooooooo

ooboOoooo ipv6 nd accept-ra

O no 0 no ipv6 nd accept-ra
0o oo

O1ipv6 address autoconfigO 00 OO O0OO0OD0OOOOO0OO
000000 ((ipv6e address autoconfigDl OO O)DOODOORAODDO OO OO Ostateless address [
oooooooo
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O ipv6 nd prefix

goooooo IPv6 RAC Router Advertisement)J O OO0 O prefixOODOOODOO

goooooo ipv6 nd prefix X:X:X:X::X/M

<valid-liftime:0-4294967295> <preferred-lifetime:0-4294967295>
(]{off-link|no-autoconfig})
ipv6 nd prefix X:X::X:X/M (|{off-link|no-autoconfig})
ipv6 nd prefix X:X::X:X/M no-advertise

O no O  no ipv6 nd prefix (JX:X:X:X:z:X/M)

ood 00

OO0O0DprefixUO0O0O0O0OO0O0OOOOCOODOOOOO IPV6OOOODO prefixd 000 O auto-
configurationO0 D 00000000 MMODOOOODDO prefixD OO DO DHCPv6-PDO OO OO OO
O prefixOVRRPV3O OO OOOOOOOO

000000000000 000 prefix00000000O0O prefixdDHCPv6-PDO O OO OOODO
prefixCOOOD0OOO0OOOOODOprefixUODOOOOODOO

Ovalid/preferred lifetimeODOOOODOOOOO prefixDOOODOOODODOODODO preferred
lifetime O 604800secd valid lifetime O 2592000secl 00000 OO

O0O000oooodeprefix0OODODOODODOODOODOODOODOO0ODOOOODOOODOOOOOODO
cooooooo

Ono-advertiseJ 00000000 prefixDODOODOOOOdefault: 1]

Joff-1ink0 00000000 prefixd on-link fFlagd 0000000 0DO O OO default: 1]

Ono-autoconfigD O OO0 O OOODO prefix O autonomous address-configuration flagO 00 00O
0000000 default:10

ORAODOUOOD prefixODODODOODOODOOODO prefixODOODOO 1000 preferred lifetime D
0O valid lifetimed 720300000 RAO OO DO OO OPreferred lifetimeD 0O RAOOOOODO
OO00000WLANOOO0ODOOOODooOOoO 0000000000000 OORAODODOOODOD
preferred lifetimeJ 00 00 OO0 OO drouter lifetimed 0000000000

O ipv6 nd ra-lifetime

goooooo IPv6 RA(Router AdvertisementO OO0 0O0OO0OOCODOODOO
ooooood ipv6 nd ra-lifetime <0-9000>

oo O oo ipv6 nd ra-lifetime 1800

O no O no ipv6 nd ra-lifetime

od oo ra-lifetime >= ra-interval max

O ipv6 nd ra-interval

ooooooo IPv6 RA(Router Advertisement0 0000000000000

goooooo ipv6 nd ra-interval <min:3-1350> <max:4-1800>

oo o oo ipv6 nd ra-interval 200 600

| no g no ipv6 nd ra-interval

oo OO

Omin <max x 0.75000000000000000

OVRRPVIODO OO ODODODDOODDO0OO0OD0O0O0DO0ORADODOOOOOOOOOOORAODDOODODOGOO
O0OO0OVRRPOOOOOOODODOODODOODODOODOOOOOOOprefix0OOOOOOODODOOODOODO
000 IPv6 address prefixOO OO OOO IPv6 address prefixOO OO O0OOO0O IPv6eO OO0
00000000 Oprefix0ODODODODODO 448
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m RSO0OO
RAOODOOODO0ODOODOOODOODOODOOUODOODOOODOObOOODOODORSODODODO
OLLADCOO /000000

00000000 0O0Oadministratively downD OO0 0000 shutdownD OO upOOO0ODODO
OoO000oooO0U0OoooO0O0O0OdownOOuwooooOO
ORSOORAOOOODODOODODODOOODOODODO

m RSOOO
IPv6 forwardingD OO OO00O0OOO0ODOOCOORSOOOOOOOORAODOODOODOOODOOOODO
OO0 neighbor 0000000 O0OOODO

O ipvé nd rs-interval

ooooooo IPv6 Router Solicitation0 0O 0OOOOOOOOOO
goooooo ipv6 nd rs-interval <interval:1-10sec>

oo o od ipv6 nd rs-interval 1

g no O no ipv6 nd rs-intervalD (0O O)

O ipvé nd rs-count

ooooooo IPv6 Router Solicitation0 O O0O0O00O0OOO0OO
goooooo ipv6 nd rs-count <count:1-2147483647>

oo o od ipv6 nd rs-count 3

g no O no ipv6 nd rs-countd (0D O 0O)

O ipvé nd reachable-time

ooooooo gooooooooooooooooooo
gooooog ipv6 nd reachable-time <msec:0-3600000>
oo o od ipv6 nd reachable-time 30

g no O no ipv6 nd reachable-time (O O0O)

O ipvé nd managed-config-flag

goooogoo RA flag(managed-config-flag)D OO OO 00000000
goooooo ipv6 nd managed-config-flag OM flag=10

oo o od no ipv6 nd managed-config-flag (M flag=0)

O no O no ipvé nd managed-config-flag

O ipv6é nd other-config-flag

goooooo RA flag(other-config-flag)D O D OO OO0 ODOOOO
ooooooo ipvé nd other-config-flag (0 flag=1)

oo o od no ipv6 nd other-config-flag (0 flag=0)

O no O no ipvé nd other-config-flag
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O ipvé nd router-preference

ooooooo RA flag(router-preference)l 000000 OO0OODOO
ooooooog ipv6 nd router-preference (high]low]medium)

oo o oo ipv6 nd router-preference medium

O no O  no ipv6 nd router-preference

O ipv6 nd no-advertise-link-address
goooooo Source link-layer address option0 00000 /00000000000
ooooooog ipv6 nd no-advertise-link-address
oo o oo no ipvé nd no-advertise-link-address
O no O  no ipv6 nd no-advertise-link-address
oo oo 0 O Osource link-layer address optionO0 O OO0 00O
O O Osource link-layer address option0 0O OO0 O0O0O
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m NDP Proxy

ONPOODDOOOODODOOOOOOOONTTNGND IPCEDDO0ODDODOO0ODetcODDOOO
gooooo

JONPOOODODOOOOODOONDP ProxyOODDODOODODODDODOOOODOO
-NSOOOD0:000000000ORAProxyOODODOOORAOODOOD prefixODOODONSODOOODO
000000 00oONAOOODODOooooooooooNSOoooDoDoooooooobooooooo
RAOODODOOODOODOOORAProxyOOOODOODOOOprefixDODODOOODODOODOOODORAO
000000000 00ooDooOoOogognNee proxyl OO0 OOOOOO
-NAOODOOONAODOOODOOODDOOoOooooooobono
-RSO00000RSODOOODOODDODOODOODOD
-RAOO0000D000ORAODDODDOODOOODOODDOODOODOOODOOORA ProxyOOQOQO
O00ORAODDODODOOOOOOOODODOOOOoOOOoOOoOoOooo

m RA Proxy

ORA ProxyOOODODORAODOOOOOprefixDODODODOOOODODODOODODODOODODODOODODODODOO
ooooo
OprefixOOOODODOOODOODODOOODOODOD0OO0OO0DOO0OODOO0DOOO0O0DO0DOODODODODODOODOOOOO™
Om

OOOOONGN IPBEDOOOORADDOD prefixOOODODODODOORADODDODODODOODODOODOOO
O00000RADOIOOOOOOOOOOOOOOOOOLANODODODODDODODauto configuration
000000000000 0000000000ooooooooo
Oipv600000000RAOOOOOOOOOOOOOOOOOOODOOOODODOOODOOORA Proxy
O00O00layer3a0 000000000000 DOOOOOODOOODOOODOODODOOODOOODOOO
oo

000000000 prefixOOO 1000000000 prefixDOODODODOOODOOOOWANOODODOO RA
0000000000000 00000RADD0NONONONONONDONDONDODONDODOO0OoOoOooooooooon
0000000000000000000000000D0D0oogg RAODDDODODDODODODDOO

O ipv6 nd accept-ra proxy
ooooooo
goooood ipv6 nd accept-ra proxy ethernet <0-X>
(]rs-interval <0-604800> rs-count <1-255>)
od od
ORA ProxyOODOONDP Proxy OO OOD0O0OD0OO0OO0OOONSOOOODOOOODODOOODOD
NDP Proxy OO OOORA ProxyUOOOOOOOOOOODOOOOO
O000000O00ONDP ProxyOOOODOOOODOOOOODODOOORA Proxy000O00ODODOOO
ood
ODefault OO ONDP ProxyUOO RA ProxyU OO OO OODO

e RA(2001:) gewmp RA(2001: 1) i
I—!'_

AN
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O ipvé nd ns-interval

ooooooa
goooooad
oo O oOd
0 no 0

NSOOOooooooood

ipv6 nd ns-interval <msec:1000-3600000>
ipv6 nd ns-interval 1000

no ipv6 nd ns-interval

O ipvé nd dad attempts

ooooooo
goooooad
oo O oOd
0 no 0

IPv6 DADO DO ODODDOOODOOOO
ipv6 nd dad attempts <0-600>
ipv6 nd dad attempts 1

no ipv6 nd dad attempts

O ipvé nd accept-redirects

gooooogo

ooooooad
oo o oOd
oad oad
0 no 0

IPv6 forwardingO O OO OO OOICMPYE redirects0 0000000000
oooooo

ipv6 nd accept-redirects

no ipv6 nd accept-redirects

IPvé forwvarding0D 0000000000 OOOODOODODOOODOOO

no ipv6 nd accept-redirects

O ipvé nd queue length

gooooogo

OEthernet/Vlan interface 00 IPv6 000000 OO OODO OONeighbor DiscoveryD OO DO OO0
0 (nexthop)d mac address0 0000000000 O0OOmac addressd00 00000 queueingd O
0000ooooooooooooooo

OQueue T Oneighbord entry0 00000000

Oqueueingd 00O packetd Daddress0 00000000000 O0OODOOO

OQueueD fullODOOODODO packetD O OO0 Oqueved 0000 dropd 0000

goooooad
oo O oOad
0 no 0
oad oad

ipv6 nd queue length <1-1000>

no ipv6 nd queue length (= 3[packets])

no ipvé nd queue length

IPVAO IPv6 00 O000O0OOOOInterface00000000O0OOOOO
IPvaO00000Oip arp queue length OO OO OOD0ODOO

O ipvé hop-limit

ooooooad
goooooad
oo O Od
0 no 0
oad oad

IPv6 hop-limitd 0O OO0O00DOOCOOODO
ipv6 hop-limit <0-255>

ipv6 hop-limit 64

no ipv6 hop-limit

00000 hop-limitD RADO OO ODODO current-hop-limitC 0000000
OoO0O0OO0OOOhop-limitO0OO0O0OOCOO0O0ODOCOOODOIPGOOODOO hop-limitODOOO

goooo

goO0O0poOOOO0ODOODoCOOhhop-lmitOO0000O0O00O0ODOO0ODOOO
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O ip rip receive version

0opooboo RIPODOODOODOOOOOODOOO
gooooogo ip rip receive version (1]12) (]1]12)

oo O oo ip rip receive version 2

gd od version 1, version 2, version 1 & 2000000
O no O no ip rip receive version

O ip rip send version

ooooooo RPOOOOCOODOOOOODOOO
goooooo ip rip send version (1]2) (|1]2)

oo 0O 0o ip rip send version 2

oo 00  wversion 1, version 2, version 1 & 2000000
g no g no ip rip transmission version

O ip rip split-horizon

ooooooo ooooooooooooooooo
ooooood ip rip split-horizon (]poisoned)
oo o oo ip rip split-horizon

g no g no ip rip split-horizon
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O ip ospf cost

oooOoooo osPFOO0DOOOOOOOOOON
gooooboo ip ospf cost <1-65535>

O no 0 no ip ospf cost

O ip ospf hello-interval

0000000 HelloOODOODOOOODODOOO
ooooood ip ospf hello-interval <1-65535>
| no g no ip ospf hello-interval

O ip ospf dead-interval

0000000 PlPeadDDODODDODOODDOOOOODO
gooooboo ip ospf dead-interval <1-65535>
O no 0  no ip ospf dead-interval

O ip ospf retransmit-interval

0000000 Retransmitd 0000000 0OOOOO
ooooood ip ospf retransmit-interval <1-65535>
| no g no ip ospf retransmit-interval

O ip ospf transmit-delay

goooooo Transmit DelayO O OO OO0
ooooooo ip ospf transmit-delay <1-65535>
0 no 0 no ip ospf transmit-delay

O ip ospf authentication

goooood oooooooogod

goooooo ip ospf authentication (null|message-digest)
g no g no ip ospf authentication

O ip ospf authentication-key

ooooooo O00000o0o0oooogo
goooooo ip ospf authentication-key PASSWORD
0 no 0 no ip ospf authentication-key

O ip ospf message-digest-key

oooooood wsOooooooooooaa

goooooo ip ospf message-digest-key <keyid:1-255> md5 PASSWORD
ad no O  no ip ospf message-digest-key <keyid:1-255>
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O ip ospf priority

goooooo DOOoOoOOoOooooooooo
ooooooo ip ospf priority <0-255>

g no | no ip ospf priority

O ip ospf mtu-ignore

ooooooo DpepOOMIUOOOOOOOO
gooogooo ip ospf mtu-ignore

O no O no ip ospf mtu-ignore
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O ip access-group

ooooooo

Oglobal nodeC 0000 ACLOODOOCOODOOOODOOODODOODOOODODOOODOOOODOOO
ooooooo

goooooo ip access-group (inJout|forward-in|forward-out) IPV4-ACL-NAME

OoooONeO OO no ip access-group (injout]forward-in|forward-out)

ooooood

0000000000000 00oDoO00ooo0ooDoOoO@OOU Packet TravelingD OO )O OO
oo0400000

in(local input) NXROOOODOODOOOOOOODOOOOOOODOOO

out(local output) NXRO OO OO OOOOOOOOOOOOODOOOO

0000000000000 ONROODDODDODODODOO0O0DOOO0O0OooOooooo

forward-in NXROOOOOOODOOOODOOCOO forwardingDOOOOOOOODOOOO

forward-out NXRO OO OOODODOOOODOODOO forwardingDODODOODOODODOODO

OmacO0O0O00OOACLOCoutd OO forward-out 0 OO0 O0O0OOCOOOOOODO

O ipv6 access-group

0000000 OQOOO0O0oDoooogOoiwpveODdooooOooooooono
goooood ipv6 access-group (injout]forward-in|forward-out) IPV6-ACL-NAME
o0 O 00O oooo

O no 0  no ipv6 access-group (in]out|forward-in|forward-out)

O ip masquerade

ooooooo

goOo00oDOoO00oOooO00oOoOoOOoOoOoOoOoOooUOoOoOoOooOOwv4ddOOoOOoOOOOODOO
OO0miv4ad0000000000000000

goooooo ip masquerade 0O0O0O0O

gooooon no ip masqueraded O O O

OO0OO0ONO OO  no ip masquerade

ooooooo

OOO0O0O0O0O0DOOdO (Ethernet/VLAN/PPP/Tunnel/WivAX)) DO O OO OO OODOOOODO

OTCP/UDP/ICMPO 000D O0O0ODOOOODOOOODDOOUODODOOODOOODOODODOO

Olipv6e0O0O0O0OOCOWPOOOOOOOOODOOOO

O forward out/local output 00 000000000000 OOOIPODOOOOOOODOOOO

O ip (snat-group|dnat-group)

goooooo

Oglobal nodeDO O OOOSNATOOODNATOOODODOOODODOODDOODDOOOStatic NATO
goooooooooooo

OSNATOOOOOOOOOO0O00O0ooooooNATOO0000O00000ooooooo

goooooo ip (snat-group|dnat-group) NAT-NAME

OgooONeO OO no ip (shat-group|dnat-group)

000oO0oOgo NATODOODOODOOOiup snat/ip dnat)0 0 0O O (global node)D 00O OO0
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O ip webauth-Ffilter

ooooood
OwebOOOODODDOOODOOOOOOOOOOODOOOOOOOOOOOODODOODOOOOOOODO
OO0O0O0O0OwebhODOOODOOOODOOUODOOOODOOO
OwebOOODOOOODOOOOOOODOOOOOOINOUTODDOODODOODODDOODOOODOOO
O0ObefaultDOOOOOOOOO

gooooon ip webauth-filter (forward-in]|forward-out) WEBAUTH-ACL-NAME

OO0OO0ONO OO  no ip webauth-filter (forward-in]forward-out)

ooooooo

OWwebOODODODOOOOOOODOOip web-auth access-list0 0 0O 0O Oglobal noded OO0 O
oooooo

OWebOOOOOOOOWeb Authenticate nodeOD 00000 OOO0O

O pppoe-client ppp

ooooooo PPPOEO 00O ODOOODOODOOODO
ooooooo pppoe-client ppp <PPP-INTERFACE-NUMBER:0-4>
oo 0O oo no pppoe-client ppp

oo oo 0000000OEthernet interfaced 0O

O no O no pppoe-client ppp <0-4>

O ip spi-filter

ooooood

0000000000 000D0O000D0OSPIO Stateful Packet Inspection0 00000000000

gooodoooOd0oood0ooO0OoooO0OopDUoOoU0U0oDOOoU0oDOoUU0ODOoOODOOOoDo
oooo

goooooo ip spi-filter 0OO0O0O

gooooon no ip spi-filterD O OO

OO0OO0ONOOO  no ip spi-filter

ooooooo

OOO00DOO0O0O00OO0OOestablishedD OO related0000000O00COOOOCOODOOOO
OEstablished0 000000000000 OCO0ODDOO0ODDOOODODOODODOOOOOOOOOO
ORelatedJ 0000000 OOO0OCOOODOOCOUOUODOOUOODOORPOOODOOODODOOOOO
oooo

O0OoO00DOoOO0OoOoOdO0Osyn00OOO0ODOOOO0ODODOOODOOOOODOOO

OSPIOOforward inO0O0O local input0 0000000000000 O0OOOOOOOODOOOOO
oooooo
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O ipv6 spi-Filter

ooooooo
goooooo
oo O Oo
0 no 0

IPv6 SPI filterO0 OO OOODO
ipv6 spi-filter

no ipv6 spi-filter

no ipv6 spi-filter

O ip spi-Ffilter log
O ipv6 spi-Filter log

gooooog

gooooon

gooooon

gooONoeO OO

gooooon

OO0O00O0O000Osyslog nodedO00O00OOOOOOO
OO0000O0SPIO00000D0O00oDDdsyslogD 000000000000
ip spi-filter log [limit <0-100>]

ipv6 spi-filter log [limit <0-100>]

ip spi-filter log limit 10

ipv6 spi-filter log limit 10

no ip spi-filter

no ipv6 spi-filter

Olmitd0O000O0O010000000O000O0OO0OO0oOOO0bOOoO100DO0OO/00OO
OwAaNOOoooooooboboboooosioooooooboboboboooboobooooooooo
oooobobooboobooobooon

O shutdown

goooooo
oooooon
oo o oo
0 no 0

OO0O00000 (ethernet <0-3>)00000000000OCOO0O0OOOO
shutdown

no shutdown

no shutdown
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O ipsec policy

ooooooad 0000000ooooooo ipsec 00000 O0OOOoOOOooOOO

goooooon ipsec policy <local policy:1-255>

gooONeO OO no ipsec policy (]J<local policy:1-255>)

ogoooood
Oo0o0ooooooodirsecO 00 O0O0OOOOD400000000000000000O0O00O00
gooooooobooogg iirsecbogoobbboobooboooon

O ipsec policy-ignore

goooooo

OlPsec policy 00000 OOD0DODOODOOOOOOODOOOOINPsec policy OO0 any ODODOO
0000000 00ooooooiIrpsec DO0DOODOOOOODODODODOOOOODOODOO

Oo00ooogd ipsec policy-ignore (Jinputjoutput)

O0OOO0O0O00 no ipsec policy-ignored OO 0O

OO0ONoOOO no ipsec policy-ignore

goooooo

OlnputO00O00O0OO0ODOinbound policy check O OOOOOOOOIPsec DOODOOODOOODOO
000000 DoooobOooooooooooooooon

OOutput OODOOOODODODODOOODOODODODODODOODOOODOOINPsec policy 000D
doooooboooooooood
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m QoS
oooooood QeSO Ooooooad

o HTBOOO

0000000  queue policy POLICYNAME bandwidth <1-1000000> (]ifg-pa-fcs)

ooooooo
OHTBOOODOOOOOclass policyD 0O OO0 O0OO class policyD OO O O0OOd
gO0O00d00class policyUODOOO0OOOclassOO0D0OODOOODOOODOOO class policyd OO

OO0O00oOoOoOoOoHdHBOODOOOODO

ObandwidthO Oclass policyO OO O0O0OOOOO0OO
Oifg-pa-fcs(OO)ODODOOOOODOOOOODODRefaultOOOOODO

o PQUODOO

goooooo queue priority-group <PRIORITY-MAP-NUMBER:1-32>

oooooog
grPQUDOODOOOOOglobal noded 0000 priority-mp0 000000
00000depriority-map0 0000000000000 O0O default classOO0O0OO00O0O PQO
O00O0D00D0O0oO0 priority-map0 00000000 OOPOODOODOOOO
OO0OOclassOO0000O0OCOOODOOOdefault classO0 0000000000

o SFQO OO
ooooooo queue fair-queue

o FIFOOOO
0ooooogd  queue fifo (Jlimit <1-16384>)
oo0ooooo limitO FIFOOOOOODOOOOODOOOODODOOO

o TBF(shaping)d OO
ooooooo
queue shape <RATE:1-1000000> <BUFFER:1-1000000> <LIMIT:1-1000000> (]ifg-pa-fcs)

ooooooo

[ <RATE:1-1000000>  ShapingOD OO (Kbps)U OO OO OO

0 <BUFFER:1-1000000> Bucketd OO 0O (bytes)D OO OO DO

O<LIMIT:1-1000000> TokenD OO OO OOOODOOOOODOOOODOOOOODOOOOO (bytes)

goooooo
Oifg-pa-fes(UO)ODOOODODOOOOODOODefaultd00OonOd

o no queue

gogooooo no queue
gooobon 0000000 queueD 00O 00O Odefault queuel pfifo_fastO OO OO OO0
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m QoS (0DO)

o classify

goooooo classify (inputjoutput) route-map ROUTEMAP

ooooooo

0000000000000 000000o0oo1I000000o00000inputd outputd O OO0
ooooooooooo

Oinput0 000000000 D DO OPRE-ROUTING(O O O Packet TravelingOD O 0)O OO0 O0ODOOO

Ooutput0 0O OO0 ODOOODOODOPOST-ROUTING(O O O Packet TravelingO O O)OD OO ODOOODO

o no classify

goooooo no classify (]input]output)

ooooooo

00000000 o0ooooOooooooooooooon

(Mno classifyD 000000000 GrputDd output) DO 000000000 ODOOOOOOOO
inputd OO outputD OO O OODO

e ifg-pa-fcs
00000O000oOo000DooO000oDooO00O0oDooO000oOooO00oOoooOOgOoOn shapingd
OOFRCSO IFGO PAOODOOOCOODOODOOO rate0000D00OO0OOO0DOOSshaping rated 000
OO000C0CO0OO0OOEthernet0 0000000 0OCO0OOOOOODOORCSO IFGO PAOOODOOO
oooooooooOoooooooobooooobooooooooDooOoooDooOoooethernet/
WiMvaXOOOUODOODOOOODOODOOOshaping rate0 00 00O IFG(inter-frame-gapO OO O OO
12000000)0OFrCSEOOO)OPA(preamble:80 00O 0O0OOOOODOOOOODOOOODO
oddoooodfOoooOdUoooodU0obOOoOo0U0oooO00oDoOoOoooOUOOoOooOooDOoUoDOon
Default DO DO ODOOOOODCOOOIRGOPAORCS DOOODODOOOODODOM
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O (ip]ipv6) rebound

ooooood
d00oodoooooooooooooooDooooooooooooooooogonoao (forwarding)
00000000000 0ONRODODOD0O0D00D0000000D00000000D000O0ONXROODTTL
goooooopoOoOooooDOooooooDo

OIP rebound0 0 0000000000000 DODOODOODOO0ODOODO0OODOODOODOOODOODOODO
000000000000 destination unreachable0 00O OO0O0O

ObefaultO 00D OO@MOOODOODOODOODOODOOODOODODOOOOODOODODO)HO

ooooood (iplipv6) rebound

oo o oo (ip|ipv6) rebound

O no O no (ip]ipv6) rebound

O ip reassemble-output

ooooooo

goooooooovMuooogenuOOooooooooolnp forwardingd O OOOOOOOOO
oooooooomooooooooooooooooomooooobooooooDooooooo
OO000OoOoONRRODODOOOOOOO0ODOOOO0ODOOO0ODOOOOOOOOOoODOOOon
- fragmented packet(C OO OODOO)OMUOOOODOOOODOOOOODOOOODOOOONMTIUE
oooopoooooooooooo
- fragmented packet(U O O OO OO)OMUOOOOOODOOODOOO fragmented packet 0 00O O
ooooooo
-000000Dooo0oMU00DO000oOoOD00o0oo0oooODO0ooooDoo

ooooood ip reassemble-output

oo O oo ip reassemble-output

O no 0 no ip reassemble-output

ooooooo

goooooodoooo00obDOo™CoooofooooUUboooUUoooUoDooooDo
00000000ooo0oooooO00oDo0o0DooooooooOooDoooIwPDOoDoDOOon
gdooooO0O0oooOoUoOoooOUoOoOooO0UoOooDooOoUOoDoOUOOUoODoogOoDooOooDo
0000000000000 00ooD0ooOD00o0o0000ooO000DoOOoONXROODO
ooooooooooOoOoooocOoOwooOoOoOOobOOoOUOOOoOOoDooooo
- fragmented packet(COOOOOO)ONMUDODOOOOOODOODO fragmented packet O MTUO O
oooooooooooooogo
- fragmented packet(QO OO OOO)DONMUOOOOODOOODOODO fragmented packet D O OO
ooooooo
- 00000000000 MIUODDOO000D0DO00DOOO0 fragmented packet0 000000000
cooooo

ODefaultOOglobal DO OO0 interface0 000 O00O0ODOOGIobal O OO interfaced OO AND
od0oOOo0ooOoOUoOoDooOoOoooOooboooooogogrr forwardingO ODOOOOODOOO
ooooo

good0oooOdU0oOoOoodUoboOoo0U032000o0o0OooOosxsdgoooooooogooooo
0000000000000000000Oip reassemble-output 00000000 O00OOOO
od
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O session invalid-status-drop-interface
goooooo
Osession invalid-status-dropO O (global node0O0)0 000000 OOOODOODOODOOODOODOO
O00000defaultD0 OO OO0
goooooo session invalid-status-drop-interface enable
OO O OO0 no session invalid-status-drop-interface enable
O no O no session invalid-status-drop-interface enable
goooooo
0000000000000 00O0DO0bOOoOoOoOoDdglobal node O session invalid-status-drop O
0000000000000 000000000000ooooogoodbethernet 0000000
ooooooooooooooo
- global node O [0 session invalid-status-drop0 0000000
nxrl25(config)#no session invalid-status-drop enable
-0000000000000oooooooooo
nxril25(config)#interface ethernet 0
nxrl25(config-if)#session invalid-status-drop-interface enable

O 12tpv3 access-group
oooobon XconnectUO O ODOODOOOOODOODOODON2tpv3 access-list0 000000
goooooo 12tpv3 access-group (injout) WORD
O no O no 12tpv3 access-group (injout)
oooooog
JWORDO root0 ACLOODOODOOODO

Orootd ACLO O Oglobal O OO O 12tpv3 access-list WORD root0 OO0 0O 00O I
Oin: XconnectU OO OOOD 00000000000 O0ODOOD0ODOOOOOOODOOOOO
Oout: 00000 -Xconnect DO ODOOODO0OO0ODODODOOODOODOODODOOODOODOOD
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O ip p2p-detection
000ooooo pPPOO0OO0OOCOCOODOCOOIIPVMAOODDOO
ooooood ip p2p-detection (any|winny|share|bittorrent) {log|deny}
0 0 noO O no ip p2p-detection
no ip p2p-detection (winny|share|bittorrent)
ooooooo
gooo0oo000oO0O0O0O0000000U0000000UU0LDUOODODODUOoOOOO-
O000ooooomooonoPPODCOIOIOIOIODDOOODD

O ip arp filter

gooooood

000000000000 0000D000000000000 ARP requestd 000 OOODOARP
reply0 00 /000000000

goooooo ip arp filter

oo o oo ip arp filter OOOOARP reply0 00000
O d noO @O no ip arp filter OOOUOARP reply0 00O
gooooood

OOD0LANODOODOODOODOEthernetD 000000000 DOOOOODOODOODODOOODODO
OCOOARP reply0000C0OO0O0DOODODOOOODOOOO

0000000 LLANOODODOODO host routeJ0000000O0O0ODO0OOOODOOODOOO host
OO0 ARP requestOOOOOARP reply0 0000000 0OO0O0ODOOOOODO

OARP reply0 000 000DOO0ODOODOODOOODOODOO

O ip arp gratuitous
0000000 gratuitous ARP(GARP) DO OO OODOOO
gooooboo ip arp gratuitous <attempts:1-255> <interval:1-3600> <delay:1-600>

ip arp gratuitous (= ip arp gratuitous <attempts:1> <interval:1> <delay:5>)
oo 0o oo no ip arp gratuitous OO OOGARPO OO DOODOO
0 O noD 0O no ip arp gratuitous
goooooo
oooooooUdUooOooU0OAaRPOODOOOOODOCOOOODOODOOOOODOODDOOOOO
GARP (request)0 DO OO OO
P00 C0000D0OCO00000OO0OOOO0OOODOGARPOODOOOOO
0000000000000 0ooo00ooDo0UooDOcGARPOODODODOO
OVRRPOOOOODOCOOOODDOVIPOOODOGARPOODOOOOO
OGARPO O I ODOdefault 00000000 DODOO0ODODO0OOOOODOOOODODO(sec) D00
OOOOdelay(sec)D0O0O0ODOOOOODOOOOODO
0000000000000 00OEthernetdVLANOBridgeD O OWiMAXO OO OODOOOODODOOO
Om
OOO0OVLANO Bridge 00 DO0OD0O00O0O0ODDOO0O0ODOOOOOGARPODOODOOODOODODOD
gOo0ood0ooOooOoUooooOooooobooooo
ODHCPO OO ODOOOODOODHCPO O OO IPOOOIOODOOODDODOUOODDOODOGARPOIODODO

oooooooboooowooooboooooobooooooobobooooDbGARPOD OO O

oo
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0O OO command

nxr230#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr230(config)#interface bond <0-0> vid <1-4094>
nxr230(config-bonding)#

O ip address
ogoooooo
goooooo
0 no 0

O ip address
goooood
goooooo
g no g

O ipv6 address
ogoooooo
goooooo

oooooooowooooooooooo
ip address A.B.C.D/M (]secondary)
no ip address A.B.C.D/M (]secondary)

DHCPO O D IPOOOOODOOOOOO
ip address dhcp (JHOSTNAME)
no ip address dhcp

OOoOooooogipe0OOOODOOoOOOO
ipv6 address X:X::X:X link-local : 00OO0O0O0OO0O0OLLADODODOO
ipv6 address X:X::X:X/M (Jeui-64)
Deui-640 0000 ipv6-address O prefixO0 0 00O O
ipv6 address autoconfig
no ipv6 address X:X::X:X link-local
no ipv6 address X:X::X:X/M (Jeui-64)
no ipv6 address autoconfig
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O ipv6 address DHCPv6-PD

0000000  DHCPv6 Prefix DelegationO0 0 OO O OO

goooooo ipv6 address DHCPv6-PD X:X::X:X/M (Jeui-64)

O no O no ipv6 address DHCPv6-PD (|X:X::X:X/M)

00 00

O ipv6-address O O sub-prefix O host D0 000000 ODOOOOO

O DHCPv6-PD O OODHCPv6 PDO O OO O prefixD O IO OO OO OO D ODHCPv6-PD O ODHCPV6 O O O O
000DCO000DOoOoO@Oooouoooogo)oodipes dhep client pd0O0O0OO0O0OOOO
ooooo

O ipvé dhcp client

0000000 OO0O0OO0OO0O0O0OO0OOoOODbHCP6OOOOOO0OO0OO0OOOOOOOOOOO
ooooooo ipv6 dhcp client WORD

O no O no ipvé dhcp client

O ipv6 dhcp client pd

OO000OD00OO0 DHCPve PDO prefixU 00 OODODOOOODODOOODO

ooooood ipv6 dhcp client pd DHCPv6-PD

O no O no ipv6 dhcp client

goooooo

ODHCPv6 PDO OO OOODODOOOODOOODODOOO

O0O0OO0OODHCPvE PDO (D0 O)0IO0O0O0O0O0O0OOOOOOOOOOOIipv6 address DHCPv6-PD O O
ooooooooo

Oipvé dhcp client WORDO ipv6 dhcpvé pd DHCPv6-PDO 00D DD DO ODODODOOOOOO
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O mtu

ooooooo wMuoOoooooooo
ooooooo mtu <bytes:68-1500>

OO0 O OO0  mtu 1500

O no O no mtull (= Set defaults)

O ip proxy arp

ooooooo Proxy ARPOODOODOODODO

gooogooo ip proxy-arp

oo 0O oo no ip proxy-arp

g no g no ip proxy-arp

oooooog

OProxy ARPO OO ODOOODOODOOOODOODOODOODOARP requestl 000 000OOODOOO
oood

OforwardingD 0 0000000000000 ODOOOOOODOOOOOOOOOOOOOOO ARP
request0 00000000

O ip local proxy arp

oopoooog Local proxy ARPO OO OO ODOO

ooooooo ip local-proxy-arp

ogd 0O OO no ip local-proxy-arp

O no O no ip local-proxy-arp

oooooog

OLlocal proxy ARPO OO 0ODODOOOODOODOODODOOODOARP request0 00 00O0O0OOO
ooooood

ODefaultd OO O OEthernet/VLAN/bridge 00D 0000000 ODO0ODOODODODOOO
OforwardingD 0 0000000000000 ODOOOOOODOOOOOOOOOOOOOOO ARP
request0 00000000

OLlocal proxy ARPO OO OODOODOOODOODOOOOOOVIANDOOetcOOOOOOOOOOOOOO
ooooooooooooo

Olocal proxy ARPOOODOO0OOOOOOODOODOOOOODOOOOOOODOODOIp send-redirects
J0ooooooOoooooooooon

Olocal proxy ARPO OO OODOODOOOODOODOOO

Osender IPO target IPOCOODOO

Otarget IPO000O0O0O0OODOOO0ODOODOODOOODOODOO

O ip directed-broadcast

goooooo Directed Broadcast O OO0 OO0 D0 OO0O0OO0DOOODOOO
ooooooo ip directed-broadcast

oo 0O oo no ip directed-broadcast

O no O no ip directed-broadcast
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O ip redirects
opoooooo
OICMP redirectO type=50 0 0 0000000000000 O00ODOODOO0OODOODOODODOOOO
000000000RFC792[
00000 Send redirect00000OOOICMP redirect 0000000000000 ODOODODOO
gogooooo ip redirects
goooood ip redirectsO 0 (O 0O)
godbONoO OO no ip redirectstd (0 O)
ooooooo
0000 ICMPRedirect 00O OO OOOICMP Redirect 0D OO0 OO0 OOHestDOODOODOOOOODO
0ooDo0oO0b0o0o00DoO0D00ooDOoDO0bO0bOoOoooDn
O Host A OHost B(192.168.1.100)00 IPv40 0000 default ge(NXR) O OO OO OO
ONROODODOOOODOODOD192.168.1.0/240 00 next hopd 192.168.1.2530 00000
O0O0ORouter AUODODOODO
0O 0O000O0Onext hopO Router ADDOOOOHest ADODODOODODOODOODOODOHest AD
ICMP RedirectD 0O OO0 OO
O Host ADOOOOHost BOOO IPVAO OO DO OOICMP Redirect 0O OO OO next hopO OO
O0ORouter ADODOOOOO
OOO00O0O0OICMP Redirect D 00O 0D0OO0OODO0ODOOOODOODOODODOOODOODOOODOODOO
0Do0ooooood forwardingD OOOOOOOO

PC B: 192.168.1.100

T [

192.168.1.0/24

AT IL—k
192,168.1.0/24 (gw) 192.168.1.253 NXR Router A

4 1921680254 192.168.0.253
‘ @) IP to 192.168.1.100

Send Redirect& % --~

|
|
|
|
|
_____________ -

192.168.0.0/24

T
| @) 1P to 192.168.1.100

3) Redirect (Mext hop=192.168.0.253) l
IP to 192.168.1.100

&

PC A: 192.168.0.100
Default GW=192.168.0.254
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O ip tcp adjust-mss

ogoooood

OPath MTU DiscoveryO PMTUDO O OO End-to-end 00000000 OOO0DOOOONIUODODOOO
gooooobooobooooouoooobooooobooboooonooouoo
O0oo0ooooimvaOOOODODOODOO ICMP fragment needed 000000000 OOOOOO0O
0oodoooboooooooooooeMmiDbD 00000 UO0OO0O0ODDO0O0OO0OnDnUOPMTUD
JdoodooboooboooooovMubbooodoooooooooObObO000000UoooEnd-
to-end0 00000000 OOODOODODOOODOOOODOOOOTCPOO SYN/SYN-ACK O O O O
gMsSO0oOoooooooooooooooooooooo TcPOd00ooOoooooooooa
oo oooobooooo

oooooon ip tcp adjust-mss (auto]<500-1460:bytes>)

goooooon no ip tcp adjust-mss

gooONeO OO no ip tcp adjust-mss

ogoooood

gdipvaO0 O 00000 oooogoTcPOOdOO00DDOOoOoOoOoooTcPOOO0ODOOOoOooooooa
0o0dooooooooooboooooogwassoooooooo

dooooooouMsSOoooooonotbDavto000ooooooMSSOoooooMSSsooonon
goooooobooooooog

dooooooooooooMssooboooooooovssooooooooooooooooooa
ooo

gubpOICMPO OO0 O0DOOOOOOOODOOOOOOOOOOOOOODFOODOOOODOOOOO
oo oobbooooooooooo

[(Mno ip tep adjust-mssO0 D0 OO0 OOOTCP MSSOOODOOOOOODODOODO
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O ip mask-reply
ooooooo
OOpenviewO OOODOOOODOOODOOOOOOOOOOOOOOO ICMP address mask request
Otype=17000000000O0OCOO0DOOOODOOOODOOOOOOODOOODOOOODOODOO
oooooogooooooooood™
O0O00000OICMP address mask request 0 0 000000 OOOOOOOOODOOO
goooooo ip mask-reply O ICMP address mask requestd O 00O 00O M
ooooooao no ip mask-replyd ICMP address mask requestd0 0 OO0 OO
gooONoeO OO no ip mask-reply
oooooodg
O ICMP address mask request/reply0 0000000

ISP~ ppp0 (10.0.0.196/32)

—-

.7 1CMP address mask replyi 8%

#
&

a NXRé#1

»‘ 192.168.0.254

NXR#2

192.168.0.253

g A
ICMP address mask replyA*H %) Request (to 10.0.0.196)

Request (to 192.168.0,254)

192.168.0.0/24

¥ Reply {mask=255.255.255.255)
Reply (mask=255.255.255.255)

S

OpenView
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O ip access-linkdown

ooooogo

ooOooooa
O no [l
o0 oo

O0000D00D00O0O000Nnk downODODOOODOO interface D IPv4 address O
ooooopooboooo

ip access-linkdown

no ip access-linkdown

DefaultO O O O (no ip access-linkdown)d O O

O ipv6 access-linkdown

goooogo

ooOooooa
O no O
00 00

00000000000 lnk downODOO0O0O0OO interfaced IPv6 address O
oooooooooooo

ipv6 access-Iinkdown

no ipv6 access-linkdown

Default D OO O (no ipv6 access-linkdown)O O O

O ip arp reachable-time

ooooooo
goooobgo
ooooogn
goOdNO OO
googoooo

OO0OOARP OODO0O0OO00OO00ODO0OD0O0OD0O0OD00D0O0O0OmsecOOO
ip arp reachable-time <30000-3600000>

ip arp reachable-time 30000

no ip arp reachable-time

show arp OO0 000000 OOOREACHABLEO OO DO DOODOODOO
000000M010.5 0 1.50x% reachable-time0 00000000000

O ip arp queue length

gooogooo

O Ethernet/Vlan interface 0 0O IPvAO OO OO O ODODO OO (nexthop)d mac addressO0 0 0000
O00000O0OOmac address0 000000 queueing0 000000000 DOOOOODOODOOOO

OQueue D OneighborO entry0 00 OO0 OOO

OqueueingO 00O packetODaddressO0 0000000 O0O0OOOODOOODOOO

OQueueD fullDOODOOODO packetO OO OO Oqueued 0O OO dropO O OO0

ooooooo
oo 0O oo
a no a
oo oo

ip arp queue length <1-1000>

no ip arp queue length (=3[packets])

no ip arp queue length

IPva0 IPv6 00000000 Ointerface0000000O0O0O0DOOOO
IPv6 OO OO0OOipve nd queue lengthOD OO ODOODOOOO

O ipv6 tcp adjust-mss

ooooooo
ooooooo
oo 0O oo
a no a

TCP/IPV6O MSSO O OO DO OO

ipv6 tcp adjust-mss (auto]500-1460)
no ipvé tcp adjust-mss

no ipv6 tcp adjust-mss
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m NDP

Ethernet/VLAN/Bridge 0 0 0000000 ORAOOOIODOOOODODOOOOORADODODOODODODO
0000000000000 0DRAODOOODOIPYE address prefixd gatewayD OO OO OOOODO
goooooo
go0ooOo0obOOooU0U0OoOoOoO00ooOOoOoU0U0DO0ORADIODOOUOUODOOUOODOOOODO
oooooom

O prefix information: ipv6 address autoconfigO O 00 00O OO Oprefix informationO 00 00O
00d

O router preference: OO RADODODOOOD preference0 00000000 Ohigh>middle>low
ooooooogod

OoMTuODDOCORAOODOOOODOODOUOUODOOOOUOOShow 1pv6 interface0 000000 0OO0OCOO
OO00ORAODODOODOODOUDDOODO0OOORADDOODOODOONMIUODOOOODDOODOORA
OOO0O00O0O0MTUODOshow ipve default-gateway OO 00O O0O0O0O00OOOO
Odefault-gateway: RAO OO 0OD0O00O0OO0O0OOOODDOOOODODOOO

Opreferred lifetime

Ovalid lifetime

Orouter lifetime

Ohop Iimit:O 00O RAODDOUODOOODOODOODOOODOODOOSshow ipv6e interface000000ODO0O
OO0000O0ORACOODOOOUOODOODOOODOOCORADOOOOOOO hop-limitddoood
OO0DO0O0ORADODODOOODO hop-limitd O Oshow ipve default gateway D OO OO OOOODOO
od

Ons interval: OO0 RADDODODOOUOOOODDOOOODDOOODOOOODOODODOO
Oreachable-time: OO0 RAODOOOODOOODOOOOOOOOOOOODOOOOODODOO
ORAOIDOODO0OOOODRADOODOODDOUOODOOODODDODOCLIDDOODOOODOODDOO
00000000 RAOODOOOOODOOUOOUOOODOOUOUODDOOOUODODOOOODOShow 1pv6
interface0 000000000000 0O0ODOMO
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O ipv6é nd send-ra
gooogooo IPv6 RA(Router Advertisement0 OO OO OO0

ooooooo ipv6 nd send-ra @o)
g no g no ipv6 nd send-ra ao)
o0 od

ORAO OO prefixO OO OEthernet/VLAN/bridge 0 0 0O DO DO O0O0OODOOOO
00o00000oo00bO0o0D0DO000o00bO00D0D0bO0oDO0ODb0O0DORAODODOODO

-router lifetime: ipv6 nd lifetimeO O OODOO

-hop limit: ipv6 hop-limitO OO OO O (default:64)

-reachable-time: ipv6 nd reachable-time 0 OO0 00O

-retransmit timer: ipv6 nd ns-interval OO0 OO OO

RA flags

-default router preference: ipv6 nd router-preferenced 00 0O O O O (default:medium)

-managed-config-flag: ipv6 nd managed-config-flagd O O O O O (default:0)

-other-config-flag: ipv6 nd other-config-flagd O O 0O O O (default:0)

O home agent flag, proxy flagOD OO OO 00O ODOOO

O000O00O0O0OODODHCPYE server 000D O0DOO0ODOODOOOO flagDODOM flagd 10000

OO DHCPv6 server0 00O OO OODO

Prefix information: ICMPv6 type3[ ipv6 nd prefix0 0000000

-prefix/prefix length

-preferred lifetime

-valid lifetime

-autonoumous address-configuration flag ipv6 nd prefix X:X::X:X/M no-autoconfigd O O OO
OO0o0O0DoOooonDOdOd 10 default:1

-on-link flag ipv6é nd prefix X:X::X:X/M of f-link O 0 OO0 OOO0OOOOOODOOODO 10
default: 10000 01pv6 nd prefixOO DO OO prefixUO 0O prefixDOOOODOOOOODOO
connected route 0 00000 OD0O0OOODOIPYG addressO0 000000000 ODODOODOOODOO
oooid

-router address flagC 0O 0

MTUO iCMPv6 type5

-MTUOO0DOO0O00O000MIUO

Source link-layer address: iCMPv6 typel

-link-layer addressl] ipv6 nd no-advertise-link-addressO0 00000000000 OO0DOOO
00000000000000000 link-layer address(MACO OO O)0O DO OO ddefault:O
oo0o0oobooDooooooo

O ipv6 nd accept-ra
ooooooo
ooooooo ipv6 nd accept-ra
O no O no ipvé nd accept-ra
o0 og
O1ipv6 address autoconfigDl OO0 OO OO OOOODOOOOO
000000 (ipve address autoconfigO OO O)O OO OORAOD OO DO OO stateless address [
oooooood
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O ipvé nd prefix

goooooo IPv6 RAC Router Advertisement)D OO0 OO0 prefixOO OO OO0O
goooooo ipv6 nd prefix X:X:X:X::X/M
<valid-liftime:0-4294967295> <preferred-lifetime:0-4294967295>
(J{off-link]|no-autoconfig})
ipv6 nd prefix X:X::X:X/M (]{off-link|no-autoconfig})
ipv6 nd prefix X:X::X:X/M no-advertise
O no O no ipv6 nd prefix (JX:X:X:X::X/M)
ood 00

COO0OD0prefixUO0OOO0OO0OO0ODOOCOOODOOOOO IPMGOOOODO prefixd 000 O auto-
configurationJ O OO O0OD0OODOOMMDODOOOODOODO prefixBO OO DHCPv6-PDO OO OO OO
OprefixXQOVRRAV3IOOOOOODOOOOO
O0D00D00D0O0000D0OD0prefixX0000000ODO0O prefixXODHCPv6-PDO OO OO ODOO
prefixO0O0OO0O0CDOCOOODOprefixUO0O0OO0OOOODO

Ovalid/preferred lifetimeOOOOODOOOOO prefixOOOODOOOOOD DO preferred

lifetime O 604800secd valid lifetime O 2592000sec0 0000000
O000ooooogeprefixDOOOODOODOODOODDOODOODOODOODODODOOOODOOOO
goooooodg

Ono-advertiseJ 00000000 prefixDODO OO O OOdefault: 10

Ooff-link0 00000000 prefixd on-link flagD 000000000 O OO default: 1M
Ono-autoconfig OO0 00O OODO prefixd autonomous address-configuration flag 00 0 0O
0000000 default:10™

ORAODOOOD prefixOUDOODOOOODODOOODO prefixUDOOODOO 1000 preferred lifetime O
OO valid lifetimed 72030 0000 RAOO OO DO OO Preferred lifetimeD 0O RAODOCOOOO
000D0O0OWLANOO0ODOOOoOoOooooo w0 00000000000 DORADODOOODODOO
preferred lifetimeJ 00000 O0OOO router lifetimed 00000 OD0ODO0O

O ipv6 nd ra-lifetime

goooooo IPv6 RA(Router Advertisementd 00000000 ODOOOO
goooood ipv6 nd ra-lifetime <0-9000>

oo o oOd ipv6 nd ra-lifetime 1800

O no 0 no ipv6 nd ra-lifetime

RN oo ra-lifetime >= ra-interval max

O ipvé nd ra-interval

ooooooo IPv6 RA(Router Advertisement0 0O OO00OCOOO0ODOOCOO
goooooo ipv6 nd ra-interval <min:3-1350> <max:4-1800>

oo o oo ipv6 nd ra-interval 200 600

g no O no ipv6 nd ra-interval

od o0

Omin < max x 0.75000000000000000
OVRRAV3DOODODOODODOOODODODOODODOODOODODORADODDOODOOODOOOORAODODDOOOOOO
OOOVRRPOOOOODODOOOODOODODOODODOOprefixDODOOO0ODOOODODOOO
OO0 IPv6 address prefixO O OO OOO IPv6 address prefixDO OO OOOOO IPveO OO0
00000000 Oprefix0ODODDDOO 475
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m RSOONO
RAOODOOO0OO0ODOODOOUOOODOOOOOOODODOObDOUOOODODRSOOODODO
OLLADDOO /000000

OO00O0D00000DOadministratively downD OO O00O0O shutdownD OO upO OO0 OO0
OooooooOooooo0oboOdowmnOOwpoooooOO
ORSOORAODOOOODOODOOOOOOOODODO

m RSO0O0O
IPv6 forwardingD OO O0D0OO0OO00DOOOORSOOOOOOOORADOODOODOOODOOOOO
OO0 neighbor 000 O0O00OOOOOODO

O ipv6 nd rs-interval

ooooood IPv6 Router SolicitationD 0O O00O0O0ODOOOO
gooooogo ipvé nd rs-interval <interval:1-10sec>

oo O oo ipvé nd rs-interval 1

g no O no ipv6 nd rs-intervalO (0O O)

O ipvé nd rs-count

ooooood IPv6 Router SolicitationD 0000000 ODOOO
ooooooo ipv6 nd rs-count <count:1-2147483647>

oo O oo ipvé nd rs-count 3

g no O no ipv6 nd rs-countd (DO 0O)

O ipv6 nd reachable-time

ooooooo Oooooooboooooooboooooboo
ooooooog ipv6 nd reachable-time <msec:0-3600000>
oo O oo ipvé nd reachable-time 30

g no O no ipv6 nd reachable-time (O O0O)

O ipv6é nd managed-config-flag
ooooooo RA flag(managed-config-flag)U OO OO OO OOOOOO

gooooogo ipv6 nd managed-config-flag OM flag=10
oo O oo no ipvé nd managed-config-flag (M flag=0)
g no g no ipv6 nd managed-config-flag

O ipvé nd other-config-flag

ooooooo RA flag(other-config-flag)U O OO OO O0OOOOOO
gooooogo ipv6 nd other-config-flag (0 flag=1)

oo O oo no ipvé nd other-config-flag (0 flag=0)

g no (] no ipvé nd other-config-flag
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O ipv6é nd router-preference

goooogn RA flag(router-preference)J 0000 0OOOOOOODO
goooooo ipv6 nd router-preference (high|low]medium)

oo O oo ipv6 nd router-preference medium

0 no 0 no ipvé nd router-preference

O ipv6 nd no-advertise-link-address
goooooo Source link-layer address optionC 00O OO0 /00000000000
goooooo ipv6 nd no-advertise-link-address
oo O oo no ipv6 nd no-advertise-link-address
0 no 0 no ipvé nd no-advertise-link-address
RN oo 0O O Osource link-layer address optionO0 OO O O0O0O
0 O Osource link-layer address optionO0 0 OO0 OO0 0O
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® NDP Proxy

gNoPO D OODOO0ODOODOOODOODOONTITNGND IPCEODO0ODOODOODOetcODOOO
gooood

goNPOOOODOODOODOONDP ProxyU ODOOODOOOOOODOOO
-NSOOOO:000000000RAProxyDOODODDOORAOODOODO prefixOOOONSODOOO
gooobooboNboobooboboooboNsobooboobooboboooboobo
RAOOOOODOODOOOOORAProxyOODODOOODOODOCprefixOODODOOOODOOOOODORAD
g0o00booboboboOobooboogonNpe proxyDODOODOOOOQOoOO
-NAOOOOONAODOOOOoOoooboooobooog
-RSO00000RSOOOOODOOOOODOOOOODOO
-RAOOO0O0DOOD0O0ORADUOLODOUODOOOODOODLDOLODOODODOOUODOUOORAProxyD OO O
gooRADODOODOODOODOODOODOODbOODbOOn

m RA Proxy

ORA ProxyUOOOORAOOOOOOprefixDODODODOODOODODODODODODODODODODODOODDODODDOO
ooooo
OprefixOOOOOOOOO0DO0OO0000000000000000000000O0O00O0OOO0OOO
Om

OOOOONGN IPBEDOOOORADDOD prefixOOOODODOODORADODODODOOOOOOOOOOO
OO0000O0RAOOO0ODOOOO0ODOOO0ODOCOOOOWLNODOOOODOauto configurationd
gooOoOoOoOoOOOO0O000000UoUoooooooooo

Olpv6 0000000 0ORAODOODOOO0ODOOOOOOODOOOODOOOODODOOOORA Proxy
OO0OOCOlayer3000000O0OD0OOODOOODOOODOOODOOODODOODOODODOOODOOODDOO
oo

DO000OO0O0O0OOoOprefixOODO 1000000000 prefixDOO0O0OOO0OOOOWANOOODOORA
0000000000000 00000RrRADDODONDOOOOOOOOOOOOOOOooOooooOoon
0000000000000 000000000O0UDoDUooUOo RADDDDODDDODDDODO

O ipv6é nd accept-ra proxy
ooooooo
goooooo ipv6 nd accept-ra proxy ethernet <0-X>
(]rs-interval <0-604800> rs-count <1-255>)
og 0d
ORA ProxyOOOONDP ProxyOODOOOOOOOOOOOONSOOOOOOOOOOOOOOOO
NDP Proxy DO OOORA ProxyUOOODOO0OOO0ODOOODOOOOO
O0O0OO0O0O0O0O0ONDP Proxy OO OD0OOOOOOCOOOOO0OOOOORA ProxyDODOOOOOOOQ
ooog
ODefault DO ONDP ProxyUOO RA ProxyD OO OO O OO

RA 2001 1) RA(2001::)
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O ipvé nd ns-interval

ooooooo
ogoooooo
oo O oo
0 no 0

NSOODODDODOoDODoDOoDooo

ipv6 nd ns-interval <msec:1000-3600000>
ipv6 nd ns-interval 1000

no ipvé nd ns-interval

O ipv6 nd dad attempts

ooooooo
ogoooooo
oo O oo
0 no 0

IPv6 DADO O OOOODOOOOOO
ipv6 nd dad attempts <0-600>
ipv6 nd dad attempts 1

no ipv6 nd dad attempts

O ipvé nd accept-redirects

gboooooo

goooooo
oo O do
oo oo
0 no 0

IPv6 forwardingO O OO O OODOICMPYE redirects0 000 O00O0O0O00O0O
oooooo

ipv6 nd accept-redirects

no ipv6 nd accept-redirects

IPv6 forwardingD OO0 000000000000 O0ODOOOODOOOO

no ipv6 nd accept-redirects

O ipv6 nd queue length

gboooooo

OEthernet/Vlan interface 00 IPv6 0 OO OO0 OO OODOODONeighbor DiscoveryD OO O OO0
O (nexthop)d mac addressO0 0000000000 OOOmac address0 00 00O O queueing OO
dooooooooooooooooon

OQueue O OneighborO entryD 00O OO0OODO

Oqueueingd O 0O packetO Oaddress0 0000000000 OOOOODOODO

OQueue D fullDOODOOODO packetO O OO0 Oqueuved0 0000 drop0 0O OO0

ogoooooo
oo o oo
0 no 0
oo oo

ipv6 nd queue length <1-1000>

no ipvé nd queue length (= 3[packets])

no ipvé nd queue length

IPvaO IPve OO 000000 OInterface0 00 00000OOODOOO
IPvaO0OO0O0OOiup arp queue length OO OOOODOODODO

O ipv6 hop-limit

goooooo
ogoooooo
oo o oo
0 no 0
oo oo

IPv6 hop-limitd 0O OO0O0DOOOODO
ipv6 hop-limit <0-255>

ipvé hop-limit 64

no ipv6 hop-limit

OOO00OO hop-limitO RAODO OO ODOO current-hop-limitC 0000000
OoOOoOoOoOOOhop-limitODOOO0ODOOO0OODOOCOOODOIPGOOODOO hop-limitODOOO

goooo

goOoOopoOoOoOOoDOOoDOCOOhhep-limtO0000OO0OO00O0ODOO0ODOOO
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O ip rip receive version

ooooooo RPOODCOOODOOOODOOO
goooooo ip rip receive version (1]12) (|1]12)

go 0o 0o ip rip receive version 2

oo 00  version 1, version 2, version 1& 2000000
g no g no ip rip receive version

O ip rip send version

0oooboo RIPOOOOODOODOOODOODOOO
gooooogo ip rip send version (1]2) (]1]2)

oo o oo ip rip send version 2

gd gd version 1, version 2, version 1 & 2000000
O no O no ip rip transmission version

O ip rip split-horizon

ooooooo Oodoooooooooooooo
goooooo ip rip split-horizon (]poisoned)
oo o oo ip rip split-horizon

O no O no ip rip split-horizon
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O ip ospf cost

goooooo osPFOO0OCODOOOOOOODn
ooooood ip ospf cost <1-65535>

a no 0 no ip ospf cost

O ip ospf hello-interval

ggooooo HelloOOOOODOOODOODO
gooooboo ip ospf hello-interval <1-65535>
O no O  no ip ospf hello-interval

O ip ospf dead-interval

0oooooo DeadDODODOOODOODOODODO
ooooood ip ospf dead-interval <1-65535>
a no 0 no ip ospf dead-interval

O ip ospf retransmit-interval

ggooooo RetransmitD 0000000 O0ODOO
gooooboo ip ospf retransmit-interval <1-65535>
O no O  no ip ospf retransmit-interval

O ip ospf transmit-delay

goooooo Transmit DelayO0 0 OO OO0
goooood ip ospf transmit-delay <1-65535>
a no 0 no ip ospf transmit-delay

O ip ospf authentication

ooooooo oooooooooo

goooooo ip ospf authentication (null]|message-digest)
O no O no ip ospf authentication

O ip ospf authentication-key

oooooog Oooooooooooooo
goooood ip ospf authentication-key PASSWORD
a no 0 no ip ospf authentication-key

O ip ospf message-digest-key

oooOoooo wMs000000000000

gooooboo ip ospf message-digest-key <keyid:1-255> md5 PASSWORD
O no 0  no ip ospf message-digest-key <keyid:1-255>

481



O 500 interface bond vlan mode

interface bond vlan mode

O ip ospf priority

gogooogod ggoobooooobooooo
ooooooog ip ospf priority <0-255>

O no O no ip ospf priority

O ip ospf mtu-ignore

ooooooo bpepOOwMUODOOOOODOO
goooooo ip ospf mtu-ignore

g no g no ip ospf mtu-ignore
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O ip access-group

goooooo
Oglobal node0 0000 ACLODOOOODODODOODODODODODODODOOOODODO
goooooo

goooooon ip access-group (injout|forward-in|forward-out) IPV4-ACL-NAME

gooONeO OO no ip access-group (injout]forward-in|forward-out)

ooooooo
00000oo0o0o0ooooooDoooooooooood@On Packet TravelingD O 0O)O OO
00400000
in(local input) NXROOODOOOOOOODOOOODODODOODOO

out(local output) NXRO OO D OO ODODODODOODOODODOOD

000000000 OooDOooOoNROODODOOoOoooooooooooon
forward-in NXROODOOOOOOOOOODOOO forwardingD OOOOOOOOODOOO
forward-out NXRO O OO OODODOOOODOODOO forwardingDdODOODODOODOODOOOO

OmacO0O000O0OACLOOoutd OO forward-out 0000 00OO0OO0ODOODOO

O ipv6 access-group

ooooogoo 0ooooooooiwveOooooooooooooo
goooooo ipv6 access-group (in]out]forward-in|forward-out) IPV6-ACL-NAME
oo 0O OO oooo

O no O no ipv6 access-group (injout]forward-in|forward-out)

O ip masquerade

goooooo

00000000 0oD0oDO0ob0bO00o0oooooDooDooDOoDOOPvA0000ODODOOOODOD
doimivad 000000 oooooooog

ooooooon ip masquerade 0O OO0

gooooon no ip masqueraded O O O

OooONeO OO no ip masquerade

goooooo

000000000000 (Ethernet/VLAN/PPP/Tunnel/WiMAX) DO O O OO ODODOODODOO

OTCP/UDP/ICMPO 0O O00OODOOODOOOOOOODOODOODOODODOODOODOODOODOO

gipv6000000IIPODODOODOODODOODO

Oforward out/local output 0000000000 OOOOOOOIIPODOOOODOOOODOOO

O ip (snat-group]dnat-group)

ogoooood

Oglobal noded0 O OO0 SNTOOODNATOODODODOODOOOOODODOODDOODODStatic NATO
gooooooooooog

OSNATO OO OOOOOOOO0oOOoOoOoOoOoobDNATO OO DO oOooooOooooooon

goooooon ip (snat-group]dnat-group) NAT-NAME

gooONeO OO no ip (snhat-group|dnat-group)

ooooood NATOOODOOODOOip snat/ip dnat)d OO O (global node)D OO OO0
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O ip webauth-filter

ooooooo
OwebOOODOODODODOOOOOOODODOODOODOODOODOODOOODODOODOOOOOOO
00000 Owhd0DOooOooooOoboboooooooog
OwebODODODOODDOOOOOOODODOODOINOUTOODOODOODODOODOOOOOOOOO
O0Default0 D0 O0OODOODOODO

gooooon ip webauth-filter (forward-in]forward-out) WEBAUTH-ACL-NAME

Oo0oONeO OO no ip webauth-filter (forward-in|forward-out)

goooooo

OWebOODODODOODOOODOOODOOOip web-auth access-listO 0O O O Oglobal noded OO0 O
gooood

OWebDOODOOOOOOWeb Authenticate node0J 00000 O0O0OO

O pppoe-client ppp

dooooodo  PPPEOOOOOODOOODOODOONO
goooooo pppoe-client ppp <PPP-INTERFACE-NUMBER:0-4>
gbo 0O 0o no pppoe-client ppp

oo oo 0000000OEthernet interfaced 00O

O no O  no pppoe-client ppp <0-4>

O ip spi-Ffilter

ooooooo

00000000000 0D0O0O00D0OSPIOStateful Packet InspectionD 00000000 0OOO

000000000000 0oO0ooooDoDOOooOoDO0oDO0ooO0ooD0DODO0oDODO0ODbOO0ObOOoDODOODOD
goog

ooooooon ip spi-filter 0OO0OO

gooooon no ip spi-filterD OO O

OooONeO OO no ip spi-filter

goooooo

O000D0000000O0OestablishedO0 OO related0 0000000000 OOOOODOOO
OEstablishedOD 0 OO0 O0O0OOOOOOOOOCOODOOO0ODOOOODODOOODOOOOOOODOOOO
ORelated 00 00D00D0OO0D0O0OOOODOODODOODOODODOOFPOODODOODOODOODOO
oood

000000000000 0syn000000ODO0ODOODOODODODOODOODOOO

OsSPIOOforward inOO0O local Input0 000000000 OOCO0ODOOCO0ODOOOODOOOOO
gooooog
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O ipv6 spi-filter

ogoooooo
goooooo
oo O oo
0 no 0

IPv6 SPI filterO OO OO OO
ipv6 spi-filter

no ipv6 spi-filter

no ipvé spi-filter

O ip spi-filter log
O ipvé spi-Ffilter log

goooooo

goooooon

goooooon

gooONO OO

goooooon

O00000O0Odsyslog nodeC OO0OO0OOODOOO
O00oO0oosPIDODOD0ODOOOO0O0Osyslog0 000000000000
ip spi-filter log [limit <0-100>]

ipv6 spi-filter log [limit <0-100>]

ip spi-filter log limit 10

ipv6 spi-filter log limit 10

no ip spi-filter

no ipv6 spi-filter

Olhimtd 0000001000000 0oo0oo0ooooooooooooobooooo/0oboOoDO
gwaoooooooboobooooosAioboooooobobobooooboobooooooooo
gooooboobooboobooon

O shutdown

goooooo
oooooon
oo o oo
0 no 0

DO0O0O0000(ethernet <0-3>)0 00000000000 OODOOO0O
shutdown

no shutdown

no shutdown
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O ipsec policy

0000000 0Oo00o00ooooooogolrsecd0dDO0OOOOOOOOOnO

ooooooo ipsec policy <local policy:1-255>

O0ONoO OO no ipsec policy (J<local policy:1-255>)

ooooooo

O000oooooodrirpsecO 000000004000 0000000000000000O0O
OO0000000O0O0O0oO Ipsec0000O0OOOODOOOOOOOODOOOODO

O ipsec policy-ignore

Ooooooo

OlIPsec policy 00000000000 ODOODOOOOOOO0OIPsec policy D00 any 0OQO0O
000000000000 000 IPsec D000 DODOO0ODODOODOOODOOOODOO

0000000 ipsec policy-ignore (]inputjoutput)

0000000 no ipsec policy-ignored 00O O

OO00NoO OO no ipsec policy-ignore

Ooooooo

Olnput0 000000 Oinbound policy check 00000 0OOOOIPsec OODOOOODOODOOO
000000 DOoU0ooooOooooooooooooog

Coutput 0000000000 OO0OOOOOOOOOOOOOOODOOOIPsec policy DOOO
OoOoOoooOooooogooooon
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m QoS
oooooood QeSO oo ooad

o HTBOOO

0000000  queue policy POLICYNAME bandwidth <1-1000000> (]ifg-pa-fcs)

ooooooo
OHTBOOODOOOOOclass policyD OO0 O0O0O0OO class policyD OO O O0OOd
gOoO00d00class policyUODOOOOOOclassOO0O0O0OOO0O0ODOOODOOO class policyd OO

OO0O00oOoOoOoOoHdHBOODOOOODO

ObandwidthO Oclass policyO OO0 O0O0OO0OOOO0OO
Oifg-pa-fcs(OO)DODOOOOODOOOOODODRefaultOOOOODO

o PQUODOO

goooooo queue priority-group <PRIORITY-MAP-NUMBER:1-32>

oooooog
grPQUDOODOOOOOglobal node0 O OO0 priority-mpO0 000000
00000dpriority-map0 00 0000000000000 default classOO0O0O00O0O PQO
O00000DODOO0OO0D priority-mep0 0000000 O0OOPQUOOODOODOO
OO0OOclassOO0000O0OCOOODOOOdefault classO0 0000000000

o SFQO OO
ooooooo queue fair-queue

o FIFOODOO
0ooooogd  queue fifo (Jlimit <1-16384>)
oo0ooooo limitO FIFOOOOOODOOOOODOOOODODOOO

o TBF(shaping)d OO
ooooooo
queue shape <RATE:1-1000000> <BUFFER:1-1000000> <LIMIT:1-1000000> (]ifg-pa-fcs)

ooooooo

O <RATE:1-1000000>  ShapingC OO (Kbps)U OO OO OO

0 <BUFFER:1-1000000> Bucketd OO 0O (bytes)D OO OO DO

O<LIMIT:1-1000000> TokenD OO OO OOOODOOOOODOOOODOOOOODOOOOO (bytes)

goooooo
Oifg-pa-fes(UO)ODDOO0ODOODOOOOOOODefaultd 0O 0OOd

o no queue

gogooooo no queue
gooobon 0000000 queueD 00O 00O Odefault queuel pfifo_fastO OO OO OO0
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m QoS (O00O)

o classify

0oooood  classify (inputjoutput) route-map ROUTEMAP

ooooooo

O00000000000000000000010000000000 0 inputd outputO00O0O0ODO
ooooooooooo

Oinput0 000000000 DOOOPRE-ROUTING(O OO Packet TravelingD OO)OOOOOODODO

Coutput 0000000 O0ODODOOOPOST-ROUTING(O O O Packet TravelingO OO )0DO0OO0DOOOO

o no classify

goooood no classify (]input]output)

ooooooo

00000000000000000000000000

(Mno classify0 000000000 (input0 output) D0 00000000 OO0DOOOOODOOO
input0 00 output0D OO OO OO

e ifg-pa-fcs

0000000000000 00000D00O000DDO0000D0000D0000000O shapingd
OOFRCSO IFGO PAOOODCOOODODOOO rate0000OODOOOOODOQOSshaping rate0d 00O
O000O00ODO0OOEthernet0 000000000 0ODOOODOODOOORCSO IFGO PAODDODODOO
O000o00oooU00OooOoU00bOOooU0U0bOOooU0UoDoOoooDoUOOoOooDoOogooEethernet/
WiMAXOODOODOODOOOOODOODOOOshaping rate0 00 00O O IFG(inter-frame-gap0 00O OO0
12000000)ORrCSEOOO)dPA(preamble:80 0 0)000O0OCO0ODOOOOODOOOOODO
00do00o0o0d0oooO0ooooO0UoDoO0o00oo000ooDoO00o0ooDO00ooOoDOoUoDOoD
Default OO0 O ODOOOOUODOCOOIRGOPAORCS DOOUODOOOOODODOO
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O (ip]ipv6) rebound

ooooooo

0000000000000 000000D0O0000oOo000DooOO000o0o0OOnno (fForwarding)
OO0000000000ONROODOOO0DO0ODOO0000000000000000000NXROODOTTL
goooOO0oOoOOoUOODOOoOODoOoOoOoon

OIPrebound0 0000000000000 ODOO0O0OODOODOOOOODOODOOOOODOODOODOO
000000000000 destination unreachable0 000000

ObefaultO 00O O0O(@OOODOODOOODOODOODOOODOODOOODOODOOOOOOOOO)O

goooood (iplipv6) rebound

oo O oo (ip]ipv6) rebound

O no 0 no (ip]ipv6) rebound

O ip reassemble-output

ooooooo

goooooooodMiUooogenUOOOOoooooooolnp forwardingdOOOOOOOOOO
o0d0oDoo0@ooodooooo0ooooo00mop0oooooooooDooDoooo
OO0O0oOoOoONRODODOOOOOOOO0ODOOOO0ODOOUOODOOODOOOOODOODOOO
- fragmented packet(U0 00O O00O0)IMUDOOOOOOOO0OOOOOODDOOOOODOONTUDO
ooooopoocoooooooooo
- fragmented packet(CODOOODOO)OMUODOOODOODOODOOOD fragmented packetd O 0O
ooooooo
- 000000000 0oMyO00DO000ooDO00o0ooD0oooODO0ooooDog

ooooood ip reassemble-output

oo 0O oo ip reassemble-output

O no 0 no ip reassemble-output

ooooooo

goooooodooooU0UobOOoooooogUooDooooDoOoUOoDoooooDoOoUoo
00000000ooo0oooo00oDoooDooooooooOooDoooIwgoooooon
goooooOdoooOoOoOooOoOUooOooUOOooooOoUOoDoOOUOUobDoogOoDbooOooDo
0000000000000 0000Doo00DoOD000o0o0000ooO000ODoOOoONXROOO
oooooooOoooOoOoooocOoOgwooOooOOobOOoOUOOOoOOoDOooOooo
- fragmented packet(CO OO ODOO)ONMUDOOOOODOOODODO fragmented packetd MTUO O
oooooooooooooogo
- fragmented packet(CO OO ODOO)ONMUDOOODOODODOODOODO fragmented packetD O OO
coooooo
- 00000000000 MIUODDO000D0D0O0DOOO0 fragmented packet0 000000000
cooooo

ODefaultOOglobal DO OO0 interface0 000000 ODOOGIobal O OO interfaced OO AND
od0oOOo0oDOoO0oUoOoDooOoOoooOoooooooogOgrr forwarding OOOOOODOOO
ooooo

good0oooO0dU0OoOoodUoboOooO0U03200000OooDoOox’3dgoooooooogooooo
0000000000000000000Oip reassemble-output 00000000 O00O0OOO
od
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O session invalid-status-drop-interface
ooooooo
Osession invalid-status-dropd [0 (global node0 O0)O OO O0OOO0OOOOODOOODOOODOODOO
OO00000defaultO 00000
goooooo session invalid-status-drop-interface enable
oo O OO no session invalid-status-drop-interface enable
O no O no session invalid-status-drop-interface enable
ooooooo
0000000DO0oooDooooooboooodDOglobal node O session invalid-status-drop O
000000000000 0000000o0o0000o000ooodoo0dethernet 0000000
oo0ooooooooooooo
- global node O O session invalid-status-drop0 0000000
nxrl25(config)#no session invalid-status-drop enable
-000000o0oo0ooDoooooooooon
nxrl25(config)#interface ethernet 0
nxril25(config-if)#session invalid-status-drop-interface enable

O 12tpv3 access-group
ooooooo Xconnect OO OO DO OOOOODOODODOODOON2tpv3 access-listD 000000
gooooogo 12tpv3 access-group (injout) WORD
O no O no 12tpv3 access-group (injout)
ooooooo
O WORDC root0 ACLODODOUOODOOO

Orootd ACLO O Oglobal OO OO 12tpv3 access-list WORD rootD 0O OO0 O
Oin: XconnectO O OO OODO -O00D0OCOO0ODOCOOODOODOOOODOOOODOO
Oout: 00000 XconnectOOOOOOOOOOOOOOODOOOOOOOODOOOOODOOO
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O ip p2p-detection
0ooooog pPPOO0OO0OOCOCOOO0OCOCOINIPMOODOO
goooooo ip p2p-detection (any|winny|share|bittorrent) {log|deny}
0 0O noO O no ip p2p-detection
no ip p2p-detection (winny|share|bittorrent)
ooooood
000000 00ooo000oDoo0o0oDoo00DooOo00oo00oooOoooon
oooooooomooooPPOOCOlONOIOIOODOOOODOO

O ip arp filter

ooooooo

00000000000 C0000O00000O000D00000 ARP requestd000O0OOOARP
reply000 /000000000

goooooo ip arp filter

oo o oo ip arp filter OOOOARP reply0 0O OO0
g g nod @O no ip arp filter OOOOARP reply0 OO0
ooooooo

OOD0LANODOODOOOOODEthernetD 00000000 0ODOOOOODOODODODOOODODO
OOOARP reply000D0CO0O0O0DOODOOOODOOO

0000000 LLANOOOUODOODOO host routeJ 0000000 0ODO0OOOOOODOOOOOO host
OO0 ARP request OO OOOARP reply0 0000000 0OO0O0ODOOOODODO

OARP reply0 000 0OO00ODOOO0OCODOODOOOODO

O ip arp gratuitous
0000000  gratuitous ARP(GARP DD OO ODOOODOO
ooooooo ip arp gratuitous <attempts:1-255> <interval:1-3600> <delay:1-600>

ip arp gratuitous (= ip arp gratuitous <attempts:1> <interval:1> <delay:5>)
g0 o oo no ip arp gratuitous OO OOGARPO OO OODOO
0 0 noO O no ip arp gratuitous
goooood
0000000000000 0ARPOOODODOODODODOODOODOO0OODOOODOODOODOO
GARP (request)D 0O OO OO
OIiP000000000D0000000D00O000GARPOODODODOO
00000oO00oo0ooooooo0ooDO0oooooognDOgceARPOODOODOO
OVRRPO D ODOODOOODODOVIPODODOOGARPODODODOO
OGARPO O OO OOdefault 00000000 ODOODOODOODOODOOODOOOOO((sec)oon
O00Odelay(sec)D 00O O0O00O0ODO0OO0ODOODOODODO
0000000000000 O0OEthernetdVLANOBridgeO O OWiNAXO O ODODOOOODOOO
0 m
OO0OOVIANDO BridgeO O OO ODOOO0OO0OO0OODOOO0ODOODOOOOCGARPOODOODOOOOODOOO
000o000o00oooooooooooobooodg
ODHCPO OO DODOODOOODOODHCPO OO O IPOODOOODOODOOODODOOOOGARPOODOO
0000o0o0o0ooo w000 O0ODO00D00OD00D0O0OD00O0DO0O0OD0ODO0O0OGARPODODODO
od
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1. IP filteringOOOOO

INPUT/0UTPUT/FORWARDO O filteringD OO OO O0O0DOO MM OOOOODO O APsec input/output policy
checkJ OO O O SPD(Security Policy Database) 00D O0O00OODOOOOESPOODOOODOODOO/
ESPOO00OCO0OOOO0DOCOOO0ODOOUOOOOmtchOO0O0DOOOOODOOOODO

o INPUT
(1) invalid-status-drop filter
O invalid-status-drop in filter(SYSTEM)
O invalid-status-drop in filter(interface )
(2) SYSTEM filter
OTCP connectionO OO
(3) IPsec input policy check
OlPsec ESPOOOO0DOOCOOODOOOOO
(4) USER input filtering
(5) SPI check
(6) Serviced filter(UIOOOODO filterdO)

o FORWARD
(1) invalid-status-drop filter
O invalid-status-drop filter(SYSTEM)
O invalid-status-drop forward-in filter(interface )
O invalid-status-drop forward-out filter(interface )
(2) SYSTEM filter
O Session limit
(3) IPsec input/output policy check
OlPsec ESPO0O0OODOOODOOoutbound policyd matchODODOOOOODOODOO
(4) UPNP filtering
(5) USER forward in/out filtering
(6) SPI(input/forward 0 O O)
(7) WebD OO forward in/out filtering

o OUTPUT

(1) IPsec output policy check
(2) IPsec outbound policyO matchO OO OOOOOOOO
(3) USER output filtering
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2. NATOOOOO
NATOOOOOOOO000000000

o INPUT
(1) SYSTEM DNAT
(2) UPNP I DNAT
(3) USERD O DNAT(Static NAT)

o OUTPUT
(1) SYSTEM SNAT
(2) IPsec policyO matchOO OO OOOOOOONATODOODOOODOODOO
OO00O0OIPsec snat-policy 000000 O00O0OONATOOOODOOOODOO
(3) USER [ O SNAT(Static NAT)
(4) IPv4 Masquerade
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3. NXR Packet Traveling
NXRO Packet 0D OO DOOODOOOOODOOODOOODO NATO Filteringd packet coloringOd 00O OO
ogooooon

Packet={E

__________ l-_________- Network

PRE-ROUTING
@ conntrack

@ packet coloring

(3 DNAT

NXRE &~ MDpacket \ fthMaddress~Dpacket

@ routing process

J' v

INPUT ® inbound SPD& &
® input filter

v

@ oudbound SPDI&ZE

y

® inbound SPD#& %

A 4 \
Local Process FORWARD
s forward-in

) routing process

forward—out

outbound SPD#& %

y

OUTPUT
) conntrack

(D output filter

A

POST-ROUTING

{3 packet coloring

Packeti®:{E
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o Packet forwarding [
- PacketO O -

g

Conntrack

conntrack 0 0000000000 MMOOOO0D0O0O0OOD0OO0O00O0OOODOOonntrackO O
O00O0Osessiond OO0 (global mode) D O OO OOOODOOO

Packet coloring(input)

Destination NAT

OOOONATOOODOOUNPIHOODOoooOooooo

Routing Process

IPsec inbound SPD(O 1)0 O

ESPOO OO OO packetd OO OO policy checkO OO O OO OESPO OO O packet D plain-text
O00o00oOoDOoOoO0OOdropdOOOOOODOipsec policy-ignore inputO0 00000 OOOO
OO0 checkDOOOODOODO

IPsec outbound SPD(O 1)O O

ipsec policy-ignore output O OO0 OO0 0000 OOOpolicyDOO0DOOOOOOO

Packet filtering

gooogrp filteringOODOOO(FORWARDY D D OO OO OODOO

Packet coloring(output)

Source NAT

OO0OoONATOOODOOuUTPUMHOOOOOODOO0O0O

- PacketO O -

o PacketOO OO (NXROOO)
- PacketO O -

g

Conntrack

conntrack 0 0000000000 MMOOOO0D0O0O0OOD0OO0O00O0OOODOOonntrackO O
O00O0Osessiond OO0 (global mode) D O OO OO0OODOOO

Packet coloring(input)

Destination NAT

OOOONATOOODOOUNPIHOODOoooOooooo

Routing Process

Packet filtering

goooglrp filteringODODOOOJNPUDHOODODOOODOODO

IPsec inbound SPD(O 1)0 O

ESPOO OO OO packetd OO OO policy checkO OO O OO OESPO OO O packet D plain-text
O00o00oOobDOoOoO0OOdropdOODOOOODOipsec policy-ignore inputO0 00000 OOOO
OO0 checkDOOOODOODO

--> ESP packet 000000 /decrypt 0 OO0 OO O0OO0ODODO

--> NXR local process
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Packet OO OONXRO OO DO

- NXR Local ProcessU PacketO O -

O Routing process

0 [IPsec outbound SPD(O 1)0O0 O

0 Conntrack
conntrackD0O0 000000000 DOOCOO0O0ODOCOO0O0ODOOOO0DOOOOCEonntrackO O
O00Osessiond OO0 (global mde)D DO OCODOODOOODO

O output filter
oooolrp filteringOOOOOOQUTPIMHOOODOOOOODOD

0 Packet coloring(output)

O Source NAT
goooONATOODOO@uTPIMHOOOOOOOOOO
SNATOODOODOOODOODOODO IPsec outbound SPDO OO OODOODODOODOO ipsec policy-ig-
nore output 000000000 OO00policyDO00O0O0O0OO0O0O Policyd matchd O packet
OOencrypt0 0 OO 0ODOOUTPUT chain --> POST ROUTINGO O O O OESP packet0 0 OO OOOO

- PacketO O -

@n

IPsecO 000000000 DOO0O0O0ODOOOOOODOOOOODOOO{discard(OOnDO
O00)dbypass(IPsecO0000OO00OO)Dapply(lPsecO0 0000 ODDOODOODOODOODOO SP
(Security Policy)DOSPODOOODOODOODOOOD SPD(Security Policy Database)d [0 O

SPD 0 0 O inbound SPDO outbound SPDO O OO0 OOOOODODOO policy checkd O O inbound SPD
000000000000 O000 policy checkO O Qouthound SPDOOOOOOOO
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O O Policy based IPsec

1. Policy based IPsec

OODOOONXRO IPsecO policy base OO OO DO0OO0OODOO0ODOODOOOOODOODOPolicy baseD O
00000000 routing tableD OO0 OO Opolicyd matchO O packetO OO0 ESPOODOOODO
IPsec ESPO 000 packetJ O 0O O O filtering O NAT(SYSTEM NATO O O)OODO0ODOOOOODODOO

1.1. IPsec policy matching
policy O match 0 O O packet O routing table 0 0O O O forwarding O O 0O O O policy O matchO O O
OO0 route0 00000 Odrop000ODO0O

1.2. ESPOOOOO

1.2.1. IPv4 DFO O Packet O ESP O

IPsecd 0 00O PMTU discoveryO O OO OOOOOOOOODFhItO 1000 tunnel MUOODOODO

OO0000O0O00O00 tnnelingDOOOO0OD0OCOOOO0ODOCOOouterd IP header O DF bitdO OO0
ooooooDooo

OO0OIPsecO OO0 PMTU discoveryO OO OO OODFhitO 1000 tunnel MTUO OO OO O frag-

ment needed D 00000 OOOpacketd drop0000OO0OODOOOouterd IP header O DF bit[O

O Otunneling packet0 0 OO0 O0O0OO0OO

1.2.2. 1Pv6 Packet O ESP O

IPV6O 00O IPMO0ODO0ODO0OO0O0ODO0OOO0OOIPV6ODOOOO routerd fragment0 0000
O OPMTU DiscoveryO0 O OO0 fragnent0 00000000 packet size0 0000000 ODOOOO
OO0O0Obefawlt0 00000 OODOO0ODOOOOODOOO
OOONXROO tunneling 0 O 00O O tunnel header taxO OO OO0 OO OODO packet sized O IPv6
OO0 MTU(1280bytes) D0 000000000 DOO0ODOOO0ODI200000000000000000O
OO000000128000000packet000000DO0OCO00O0ODOCOOODOOODOOOODOOO
oooooooogo

O00Otunnelingd ONMTUDOOOOOOOOO fragmentOODO0DO00OO0O0O0ODOOODOO tunnel
MTUODOOODO interfaced MTUO O tunnel header D000 O0OO0OD0ODODO

1.2.2.1. tunnelingO O fragmentO O
a. IPv6 over IPv6 tunneling (RFC247300)
-0 tunnel MTUO IPv6 O O MTU(1280)0 0 00O OO
Packet 0O OO OO OO hostd icmpv6 packet too big message0 OO OO OO
-0 tunnel MTUO IPVv6 O O MTU(1280)0 00000 OO0
0000 fragnentD 0000000

b. IPv6 over IPv4 tunneling (RFC289301 )

-0 tunnel MTUO IPv6 O O MTU(1280)0 00 0O OO
Packet 0O OO OO OO hostd icmpv6 packet too big message0 OO0 OO OO

-0 tunnel MTUO IPVv6 O O MTU(1280)0 00000 O0OO
tunneling packetd IPV6 OO MIUOOOOOOODOPacket0 0 OO0 OODOO hostd icmpve packet
too big message 00 OO OO0
Tunneling packetd IPv6 OO MTUO OO OO O OO tunnel header O DFbitO OO 00O O0OOO
fragmentO O OO OOOOO
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1.2.3. Fragment Packet [ ESP[O
Fragment packet 0 ESPO 00O OO Oreassemble D0 ESPO OO O OOO

1.2.4. ToSOOODO
Tunneling IP header O ToS field O O O tunneling packet D ToSO (IPv6 O O O O traffic classOO)
OO00D0OO00O00O0DECN fieldDDOOOOODOOOOOOODODOO

1.2.4.1 ECN fieldO OO

Tunneling O O O packet O IPv4 ToS/IPv6 traffic class ECN fieldO O OO O O tunnel 1P header
OECN filedODOODOOOOOODODOO(ECN fieldOOOD O RFC31680 O0)O

- CEODOO

gectOoOooooooon

-CEODOOOO

OECN fieldODOOODOOOODO

1.3. IPsec policy ignored 0

OlIPsec policyO 000000000 0OOODOOODOOOOOOINPsec policylOOanyODO0OOd0O0O
OO000000o0ooooooIPsec0 0000000 DOOODOOOOODOOOO

oboooooo ipsec policy-ignore (]input]joutput)

goooooo no ipsec policy-ignore oooad

0 No O no ipsec policy-ignore

ooooooo

00000000 (Ethernet/Tunnel/PPP/AVINAX)) D O DO OO0 ODOODOOOOO
OlnputO0O000O0O0OOOiInbound policy checkDO DO OOOOOOIPsec OOODOOOOODOOOOO
0000 0000o0o0ooooooooooooooo

Ooutput 00 0000000000000 00DOO00000O00000OOIPsec policyD DO QOO0
oooooooooooooon
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OO0 BOPolicy based IPsec 0 Route based IPsec

O O Route based IPsec

2. Route based IPsec

Route based IPsecd 0O O IPsec mode 0 OO OO O tunnel interface0 000 route0 00O OO

ESPOO00O0O0O0ODOOOOOOOOO

000 interfaced IPsec mode O tunnel interface 0000 000OOOESPODOOODOODOOODOO

0000000 routed 00O main/backup tunnel OO OO OOIPv6eO IPsecOO000OO0 anyO OO0

gooobooooooood

0 Transport mode [0 IPsec 0 00 O route based IPsec0 000 000O0O0DO0OO0ODOOO policy based
IPsecO0 000000

2.1. IPsec tunnel interface

o [IPsec tunnel interfaced 00O

IPsec tunnel interface J OGREO ip-in-ip tunnel 0 00000 O tunnel interface0 000000
mde0 000000000 DOOOOODOOO protocold IPVAD OO IPV6O0OD0OO0OOOOODOOOO
000 tunnel interface0 00000 Otunnel 00 ospf0 O O routing protocol DO O ODOODOip
address000000O0Omulticast0 000000000 DODOOO

0Oo0oOoood  tunnel mode (ipip|grelipsec ipv4|ipsec ipv6)

O No 0  no tunnel mode

ooooood Route based IPsec0 000000 Oipsec ipvd/ipsec ipv6 0000000

IPsec tunnel interface0 000000 ooption0 00000000 ODOOO

o Path MTU DiscoveryO0 OO OO /00

00000 Oouter IP header O DF bitO D ipvd DO OO DF bitO OO0 OODOODOIPEOOODOOL
O00ooooooooolrbved tunnelingDOOOOMIUOOOODOOOOODOOOOOOODOOOO
00000000000 mMO0OC 1.2.2. IPv6 Packetd ESPOOODOOOOODOOOO

00000 Oouter headerJ DF bitO OO0 0000 OO OO OPath MTU DiscoveryOD OO O MM OO C

2.3. IPsec tunnel interface d O Path MTU DiscoveryO0 O OO OODOOOODODOO

0O0o0Odoogd  tunnel path-mtu-discovery

goooooo tunnel path-mtu-discovery O OO0

O No 0  no tunnel path-mtu-discovery

o ICMP Address Mask Request reply

ICMP address mask request0 00O O0O00O0O0OOO0OODOO
opoooooo ip mask-reply

goooooo no ip mask-reply ooooooo
O No 0  no ip mask-reply
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o ToSO O (0-2520 00O inherit) (Default: inherit)

Tunnel IPVAOouter0 0000 ToSOOODODOODOOODOODOODOOODOO

goooooo tunnel tos (<0-252>]inherit)

oooooog tunnel tos inherit

d No g no tunnel tos 0 = tunnel tos inheritd

oooooog

OTunnel IPv4Oouter 00000 ToSOOODODOOOOOODOODOOOOOMnherit0O00O0OOO0O
IPvA0 innner0 000 0 ToSO OO OO tunneling IPv6D innerd O O O O traffic-class O O tunnel
IPvailouter0 0000 O0O0O0OOOO
OToSODOODOODODOO0-220000000000000O00O0O
OECNOODODODOOO0OODOODOODOECN fieldDOODOODOOOMMOOC 1.2.4.1 ECN fieldO O
gooooooooooon

OGREODDOODOOOIPVGODDOODOOOODOODOODODODO Mnherit0O000OToSOOODO Ox00
gooood

o TTLOO

doodoogi-255000000000oopvTiD0D0dOOoQoQ

OinheritO 0 0OO00OO0OOGRE/ZIPIPOOOODOOODOOTILODOOODOO defaultO (64O O OO
oo

Ooooogoo  tunnel ttl (<1-255>]inherit)

goooooad tunnel ttl inherit

O No O no tunnel ttl 0 = tunnel ttl inheritd

o protectiond [

OO0O0 IPsec tunnel policyDOOOOOO

OOoO0O0ood  tunnel protection ipsec policy <1-65535>

g No O no tunnel protection

ooooooo Route based IPsecO0 0000 tunnelO OO OODOO

o pre/post-fragment O O

pre-fragmentO OO OO OOfragment OO0 OO0OOO0OOO0OO fragnentDOOOESP OODOOMMDO
OOESP packet OO ODODOOOMMODOOOOC 2.4 FragnentO OO O OOODOOODO
goooogn  tunnel pre-fragment

goooooad no tunnel pre-fragment

g No O  no tunnel pre-fragment
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OO0 BOPolicy based IPsec 0 Route based IPsec

O O Route based IPsec

2.2. Security PolicyO IPsec phase2 IDOOOO

Route base O O O O policy base0 0 O OO OO O IPsec phase 20 negotiationd O O policyd SP
(Security Policy)0 00O 0O 0O0O O O Osource/destination address port/protocol 00 0O 0O any O
OO0SPO0OO0O0OOOODOODNO interfaced OO IPsec tunnel policyd bindO OO tunnel interface
000000000000 001IPsec tunnel interface0 00 00O IPsec tunnel interfaced OO
OO ESP packet D OO OO policyD matchO O OO OOOOOODOODOO IPsec phase2 IDO OO
O SGO IPsec SADOODDOOOOOOOOOOOOOOODOOOO

2.3. IPsec tunnel interfaced O Path MTU Discovery O O

IPsec tunnel interfaced O OO Path MTU DiscoveryO OO OO OO O O tunnel interface0 00O
OO0O00O0OOpolicy baseDOOOOOQOOC 1.2, ESPOOOODOOCOO)YY OOOOOODO
tunnel interface0 MTUO OO OOODODOODOPath MTU Discovery D OO OO0OOOOODOODOO
0000 fragnent0 OO OOD0OOOODOOODO

2.4. FragmentO O

FragmentO O O 0O O O pre-fragmentd post-fragment D 20 00000000000 OOOOOOpre/
post-fragnent 0 OO0 000000000 O0OO0ODOOOOODOOOOOMUODOODOOODOOOOO
ood

pre/post-fragment O O O O forwardingO OO O 00O IPsecO00000OOOMUOODOOODOOO
00000000 dpre-fragnentO O OOOOPMTUODOOOO Opost-fragmentO OO0 OO0 OOO
goooovuoooooonoag

OO0O00OOpost-fragnentD OO0 OO0 OOOMIUO 15000 00000000O0000COPNTUOOOOO
oo oOo0ooooOooooesSPOOOODO fragmentd OO O

OOO0OIPsecO0000OODOOMIUO 15000 00000000000 forwardingD 00000 OOESP
00o0ooooooESsPO0D0ODOOOODOODOOOONMIUOOOOODOOO fragment(post-
fragnent) O OO OO OOOCOESPOOOCOOIP fragnentd DO OOOO0DOOOO

OO0OOforwardingD OO OOOOOIPsecOOOOOOOOMUOOOOOOOODOIPsecOOO
00000 wvMuDOO fragment(pre-fragnent) D O OO OESPOODODOOODOOOOOOOESPOODOO
goooooo

000000000000 0Opost-fragmentO OO0 OOIPVGOODOO0ODODOOOOOOODOO
pre/post-fragment 0 0 000 OO0 OO0O post-fragnent0 OO0 OO0 OONO
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O O Route based IPsec

2.4.1. Pre-fragment

FragmentO OO O OOOOOfragment0D OO0 OO ESPOOODOOOODOOODOODOO ESP packetd
ooooood

Pre-fragnent 0 0000000000000 0OOODOOODOOOOO

1) Interoperability0 00O

NetscreenO O OO OOOOOpre-fragmentO O OO OOOHWODOODO OO /fragment/reassemble O
OO00D00O00O1500bytesO 00 packetD O OO OOOOOOODOOO

00O 0O 2000bytes O packetJ ESPO O O OO fragment D O O 0O OO O O Netscreen O reassemble 0 O
OO0 1500bytes0 00 packet DO O OO OOOO0OOOOODOOO

OO000O0OOOOONXRO pre-fragmentJ 0000000000 COOODOOCOOODOOOODOOO
oooooo

2) NAT-traversal

NAT-traversal O O O post-fragmentU O OO O OO O OO packetd O UDP header DO O OO OODOO
200000 packetO O UDP header DO OO0 OODOOOOOODOOOONAT routerd 000002
OO0000packet0 000 OO00OD0OOCOOOOOCOOOOpre-fragnent0 0000000 0ODOOOO
oooooooooooooo

3 0000o

00000000 Opre-fragnentOO0OOD0OOOOOOESP packetDOOOOOOOOO router0dn
00000 packetO O OOOOOOESPO decrypt0 000 packetO0 0O OOOOOO end-point O
OO vreassemble0 000 0O0OO0O0OOOODOODOO

OO0OONXRODO fragmentO O OO0 packetd OO0 reassemble D 0000 O0O00OOOO0OODOO0O

0000000000000 0000000O0D0dreassemble0 00 000000DOOOOODOOO0O

000000DO0mooOcd2.4.4. IPsec interface 00 0O OO fragment packet 0 reassemble O O

0ooooooooooon
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100 BOPolicy based IPsec O Route based IPsec

O O Route based IPsec

2.4.2. PNTUDO OO Fragment O OO DF bitO OO

FragmentO OO O OOOO0O IPsecd OO0 Opre-fragment(fragment OO OO0 O 0O O)O post-
fragment(C OO OO fragnent0 00 0)000O0OO0OOCODOOOOO

0000 Pre-fragment O O O O Opost-fragment D O OO0 OO0OOOOPMTUDO OO fragmentO O OO
00o00oooo@UuUooDonooooooon)dor it oO/Ho00noo0ooooooooooon
0000000000 pre-fragment/post-fragmentO OO 0O Table 1000000

Table 1. PMTUD O O O Fragment O O O DF bitDO O O pre-fragment/post-fragment O 00 O

puTuDC O | Tregmento e e 0ooooo
pre/post
0 pre-fragment(fragmentO 0 0 0)
re
i P 1 pre-fragment(fragment [ [0 [0)
disable
c 0 post-fragment(C U O O fragment)
0S
P 1 post-fragment(C O O O fragment)
0 pre-fragment(fragmentd 0O 0 0O)
re
ol P 1 O00000Odropd OO fragment neededd O OO 0O OO
enable
c 0 post-fragment(d O O O fragment)
0S
P 1 O00000Odropd OO fragment neededd D O OO OO

00000 post-fragment(D OO O fragnent) D O OO OO0 O0O0OOOOODOOESPOOODOO
reassemble 0 00000000 OD0ODO0O

ONXRDO O PMTUD O O (enable/diable) Fragment O O (pre-fragment/post-fragment) O interface
tunnel mode0 0O OO0OO0DOOOOO

o PMTUDO O
< enable > tunnel path-mtu-discovery
< disable > no tunnel path-mtu-discovery

o Fragment O
< pre-fragment > tunnel pre-fragment
< post-fragment > no tunnel pre-fragment
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100 BOPolicy based IPsec 00 Route based IPsec

O O Route based IPsec

2.4.3. IPsec interfaced 00O OO fragment packet O reassembled 00O
Pre-fragment O OO packet OO O OO OOOONXRO OODO reassemble 0 O O O reassemble O O O
forwvardingU OO OOOOOODOOOO0OOOOdefaultOD 00000 (reassembled 0 0)00O OO IPsec
tunnel interface0 0000000000 O0OOOO
ooooooo ip fragment-reassembly
goooooo ip fragment-reassembly O reassemble 0 0 O
d No g no ip fragment-reassembly [ reassembled O 00O
oooooog
OreassembleD 0 OO0 Ofragnent0 0000 packetO OO0 OODOODOconntrack 0 O O session
0000000000000 00O0Oconntrack 00 00000 ONATO SPIO session command O 0 O
00o0000o0ooooodooooododoooooDoo0ooooooooooooooon
(reassemble0 0 0)0000O0O0O0OOODOODOOO0ODOODOOOOODOODOOODODOOOOODOODO
oooooooo
000 ooo
O0Orouted00OD0OOOOOOIMNnvalid-status-drop0 00 drop0D 00 O00C0ODOOOO
Ofiltering O packet coloring0 OO0 OO OO Oprotocol DO port0 00000 O0OO0O0OO0DOOOO0O
fragmentO OO 200000 packetUDOOOO0OO0OOO200000 packetd filtering O packet
coloring0 0000000 DOOOOOOODOODOOIP header 0O (source/destination address [
OHooooooooooooooooo
oooooog
Oglobal moded O no ip reassemble-outputd O O O O O ipsec tunnel interface 0 Ono ip frag-
ment-reassembly0 0 000 00OCOOOOno ip fragment-reassembly0 OO0 OO0 OO0
OO0O00Ono ip fragment-reassemblyd 0O 0000 tunnle interface0 00 O0000OO0ODO0O
reassemble 00000000 0OOconntrack 00000000000 DOOOODOOOODOODOconntrack
OO0O0OD0OOOONATOO /SPIl/session0 000000000000 OOCO0OODOOCOOOOOODOO
000 packet coloring0 DO OO OOOOOOO
[ no ip reassemble-outputD OO0 OO0 OOOOOOODO tunnel interfaced O no ip fragment-
reassemblyd O O ip fragment-reassemblyO0 0 OO0 0O O0O0O0OO0O0OOO0O
(no ip fragment-reassembly 00000000 OOOOWarningDOODOOOOD
Oip fragment-reassembly D000 00000000000 OOOODOOO ip reassemble-output ™
ooooooooooooon
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O O Route based IPsec

2.4.4. 1Psec policy-ignored O

IPsec interface 0 0O 0O O Opolicy-ignore 0000000000 DO routed IPsec interfaced 000
policyDOOOOOOOOOpacketDOOOOOOOdropOOD0OO0DOOOOODIPsec interface
00 ipsec policy-ignore 000000000 OCOOOOOno ipsec policy-ignore0 00O 0OO0O
oooom

2.4.5. Policy base [ Route base IPsecO0 000 0O
Policy base/Route base D0 OO0 IPsecO0 0000 /00000000000 table 2000000

Table 2. Policy/Route baseC OO0 O OO0 OOO0OO

oono Policy Based IPsec Route Based IPsec
set route o X
routingd O O handling X o
policy-ignore o x (DOooooooog)
NAT . o
(SYSTEMNATO OO DO OO O)
filtering X o
routing protocol « o
(OSPF,RIPV1/v2)
DF bitO 10 packet ° o
0 0O O fragment
pre/post-fragment O [ x (post-fragmentd O O O) o
outer headerJ 0 OO O OO x o
1Pv6 policy anyd 0 O X o

o(ECMPO D OO O)
(Equal Cost Multi Path)

QoS x o

balancing X
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NXROOOIKEV2OOOODOODOOOIKEVIODOOODODO0Oooooooooooobookev200o0oano
gog

1. IKEvliO IKEV2O OO0
IKEviO IKEV20 00 0000000000000

ocnoon
IKEv1 IKEv2
ISAKMP SA IKE_SA
IPsec SA CHILD_SA

o Main/Aggressive/Quick modeO0 0O OO 0O
Main/Aggressive/Quick mode 0 000000 OO DO OO O IKE_SA_INITO IKE_AUTHO CREATE_CHILD SA [
000000000oo000oo000ooo0U0o0ooo0ooooo0oDooo0o0ooDo

o Aggressive Mode O [0 O
O0O0Opre-shared-key0 000 IDOO0OO00O0OO0O0OO0OOOOOOOOOOO0O IKEAUTHOOO
address0 0000000000 O0ODODOOOODOO

o lifetime, rekeyO OO O OO OO
O4.RekeydD OO OOOOOOODO

o SAO lifetime O negotiationd O[O
IKEv2O0 O OOOOOoO0OO lifetimeOOOO0DO0OOOO0OO0DOCOOO lifetimed SAODDOOOOODO
O000000OO0Orekeyd O responder O initiator D0 00000000 ODOOOO

o IKE_SAO IPSEC_SADO O ODOODOO

IKEv20O O O IKE_SAD lifetime OO OO IKESAOOOODOOOOODODO IKE.SAODOOOODOO
gcHILD. SAD D OOonDoooo

IKEVIO O O ISAKMP SAD IPsec SAOD O OODODOOOODODOISAKMP SAD lifetimeOD OO OODOOOOO
O IPsec SADODOOOOOOO

orekeyOODOOOSAOODOOSADODOODOOOOO

IKEv2O O OrekeyO O OO SAUODODODOOOOODO SAODOODOOOODOOSADOODOOOOO
IKEviOOOrekeyOOODO SAODOODOOOOODOOOOODOOO SAO lifetimeOOOODOODOOO
gboooooobgn
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IKEviO IKEv2O0 OO O0O0oooooooooooooon

ooo IKEv1 IKEv2
set route o o@oooono)
set priority o x (MO00)
I SAKMP backup o o@ooooo)
XAUTH o -
X.509 o o
PSK o o
O

OoOipOOPSKO OO

(mainmode0 OO O OODOOODOO
OOoOoooopskoOO)

Multiple authentication

0@oooon)

EAP-MDS

O

EAP-RADIUS

o (serverll)

IPv6L] [

e}

route based IPsec

e}

policy based IPsec

O

MOBIKE

o(0O00D00D)

DPD

O

Hold SA

O

NAT-Traversal

o(@OOD0)
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2. IKev2ODOOO

IKEv2O OO DOOOOoOo0oOooOoOo0oOoDOoOOnOIKE_SAINITO IKEAUTHODOOOOOOOoOOooooo
ooooboobobooobobobooobon

o IKE_SA_INIT

IKESAOOOODOODOOOOO negotiationO OO OIKE_SAO O OO OO O RequestOresponsed OO
Jd@@oOooo)yoooooboboboobooboooooobooogobobooooooboboooo
ooooooooooooooooo

o IKE_AUTH
IKESADDDOODOODODO0OO0O000000000000000 CHILD SADD D OO OO negotiationD
OO OCHILD SADD DD OO ORequestd response 1 000 (20000)0000000

o CREATE_CHILD_SA

IKE_SA_INITOIKEAUTHO OO DOOODOOODDOOOODOO IKESADOODO CHILD. SAD O ODbOOooDbon
goooood

o INFORMATIONAL

IKESADDOOOODOU00ODODOOOO0ODOIKE S SADO OO INFORVATIONALOD OO ODODOOODOD
O0ORequestdresponse 0 000 QOODOOHYOOOOODOO

IKEvIO OO INFORMATIONALO OO OO OODODOOOOD O IKEv2O O requestd response 0 0 00 00O
ooooo
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3. 00oooa

D00 IKev2O0OOOOoOOoOOoboOgOalgorithmdODH groupd O OO OO
OOO0OIKEv20O CHILD_SAO DO OODOPFRSOOOODODH groupD 00 phasel OO0 O0OO0DOOOOOODO
gboogbgprsObboooobooon

OCHILD SAD D ONLLOODOODOO0OOOOo0boooobooooooboooooooNnLLoDgon

0
3.1 IKE SA 3.2 CHILD SA
00000 /Encryption/Hash algorithm/DH groupO 0 Encryption/Hash algorithm/DH groupO
IKESADDDODOO0O0DOOOOEncryptiondd EAP(CHILD SA)O 0 O 0 O OO Encryption Hash
Hash algorithmODH groupO0 0 OO0 O OO0 O0O algoritmD000000D00O
OEncryption alogoritmO 0000000 0O0OOO
ogooao oooooooooooa
U Pre-shared-key 0 [J ONLLODODODDODO0D00000000000000
ODigital 00 OO RSA(X.509)
O EAP-MD5 Encryption
(0 EAP-Radius [0 3DES-CBC
[1DES-CBC
Encryption 0 AES128/192/256-CBC
[ 3DES oNnLLO O Ooooo
0O DES
[0 AES128/192/256 Hash algorithm
[0 HWAC-MD5-96
Hash algorithm [ HMAC-SHA1-96
[1MD5 [0 HWAC-SHA256-128
[0 SHAL [1 HMAC-SHA384-192
(1 SHA256/384/512 [0 HWAC-SHA512-256

ONLLO OO OO0
PRF algorithm

U PRF-HMAC-MD5 DH groupl PFSO O O OO O
0 PRF-HMAC-SHA1 JDH groupl(MODP768)
O PRF-HMAC-SHA-256 O DH group2(MODP1024)
0 PRF-HMAC-SHA-384 ODH group5(MODP1536)
U PRF-HMAC-SHA-512 ODH groupl4(MODP2048)
PREOOHASHO OO algorithmO 0O OO0 O0ODO ODH groupl5(MODP3072)
ODH groupl6(MODP4096)
DH group ODH groupl7(MODP6144)
ODH groupl(MODP768) ODH group18(MODP8192)
ODH group2(MODP1024) DH groupO OO OOPFSODOODOOO

ODH group5(MODP1536)

OODH groupl4(MODP2048)

ODH groupl5(MODP3072)

ODH groupl6(MODP4096)

ODH groupl7(MODP6144)

O00O000DH groupd00O0O0OODOCUOOODO 512
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4. EAP-RADIUS O O
IPsec clientO O O EAP message 0 ONXRO O RADIUS message 0 O O OO O OORADIUS server 0 OO
goooobooooooogoon

RADIUS serverU 0000 0ODOOODOO timeoutd 200retry0 0000 3000 Oretryd O timeout
gbi100o00ooon

4.1 RADIUS serverd O
AccountJ O O O O RADIUS server O IP addressOJUDP port0 OO0 OO (secret)J 00O OO0OODO
oooo

UDP portOd 00 default 001812000 0Web 0000000 radius port000000O00O00DO0O0O
goooogo

4.2 NAS-identifier AttributeO O
USERO O ODOO0OD0O0@20000)000000000000O0Default0O0O0O0O -1Psec(ex.-NXR120-
IPsec)0 0O

goooooo ipsec eap radius (A.B.C.D|X:X::X:X) password (|hidden) WORD
(lport <1-65535>) (|nas-identifier WORD)

0 no 0 no ipsec eap radius (JA.B.C.D|X:X::X:X)

goooood  global mdeC OO OOOO

513



IKEv2 Protocol

5. Rekey
5.1 IKEvl O Rekey
O ISAKMP/1Psec SAO lifetime(hard timer) DD OO0 OO0 O0ODO OO Default O ISAKMP SA
10800[sec]0 IPsec SATI 3600[sec]0 0 00O OD0OO0DOOOOOSADODODOODO
O Rekey O soft timer O Omargin increased-ratio0 000000000 OMarginO O lifetime O O
O000O0OD rekeyOOOODOOOOODOODOOOOOIlNcreased-ratiod 0 Omargind0 0000
0oooooowbhoooooo
ooooooo rekey margin <30-360> (increased-ratio <0-100>])
oo O oo no rekey margin
ooooood
O ipsec isakmp policy modeO0 OO0 O OO0
00o0O0oooogdoseft timer0 000000000000 OD0OODOOO0OO Soft timer00 00O
oood
minimum soft timer = lifetime - margin
maximum soft timer = lifetime - (margin + margin X increased-ratio/100)
Odefault O O Omargin 0 270secd increased-ratio ] 100% 000000 00O lifetimed O 2700
540sec0 00000000 OOOOO0DOODOODNDOResponder D0 00Osoft timer O Omargin/20 0O
000000D0oooOdO0dinitiator000 rekey0 0000000 OD0OODOO
Oincreased-ratio0 00 00000 soft timer 00000000000 O0O0ODOODODOOOODOOO
do0oodoooooooopoooooooooooo

5.2 IKEv2 O Rekey

IKEv2 O O O IKEv1 O Rekey O O O O 0O O packet D O O O sequence number(4294967295)0 90[%]0 O O
OO0 rekeyO OO OOO
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Firmware update

1. Firmware O replace

NXROOOOODOcCLICOOoeUIDOOfirmareDOOO0O00O0O0O0OO0OO0O0O0CFIimwared 000
OO0oO0Og0protocolDOO0OOODOOODOO

o HTTP(GUI)
00000000 -eUID0000000000

o SSH/FTP(CLI)

SSHOOO /FPOOODOODOO firmwareD OO0 OO0ODOSSHO OO O Ouser d O passwordd firmware O
00000 @oOO0OD)YODOooDOoDOOoO0oOdFTPOOanonymous1 00000000 OCODOODO0O
oopoooog

firmware update ssh://<user@(A.B.C.D|X:X::X:X)>/FILENAME (]source A.B.C.D|X:X::X:X) (Jno-boot)

firmware update ftp://<A.B.C.D|X:X::X:X>/FILENAME (]source A.B.C.D|X:X::X:X) (Jno-boot)
ooooooo

gobooboobobooobooboobon
gssiOo0ooooooboooooboooooboboooooboooobobooooooboooog

O ssh://user@A.B.C.D/FILENAMEC 0 0220000000 00O O O =ssh://user@A.B.C.D:22/FILENAME[T]
- IPv4  ssh://user@A.B.C.D:port/FILENAME

- IPv6  ssh://[user@X:X::X:X]:port/FILENAME
Ono-boot 00000000000 DOCOOOOODOOOOODOOOODODOODONXR-230/CO0OMM

o copy(CLI)
O0o00DO0o0ooog firmware0d 0000000

ooooooo firmware update (diskO:FILENAME|diskl:FILENAME) (]no-boot)
ooooooo

Ono-boot 00000000000 DOCOOOOODOOOOODOOOODODOODONXR-230/CO0OMM
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1.1 Firmware update 0 O serviceO OO

NXR-125/CX0 NXR-130/C(ISDNO 0 0 0 0O 0 O O O O )T NXR-155/C-WMO NXR-155/C-XW 0 O [0 NXR-230/C O
OOfirmware update 00D 000000000 0ODODOOOOODOOODOODOOODOOOOOODOOOO
gooboboooobobooobboogoo
gooooNROOOOOODDOO0OOoooDbObObOooooobobboooooooo
ONXR-230/CO0000000D000O0O0O0O0O0O0ODO0O0O0O0O0O0ODO0O0O000O0ODOO0ODODONXR-230/
ciOOo0dboDOooDOoDbOOoDoO0mOonoKoOoD flashDOOODOODOOODOODOOOOOODOOOO
gooboooooboboooon

O Firmware update0 0D OO0 000000 OOO
nxri25#firmware update disk0:nxrl125-v581.bin

[ ] 100% DECODE
Proceed with update? [(y)es/(b)ackgroud/(r)eserve/(n)o]: b ----- 0
Unsaved configuration changes exist. Save Flash? [y/n]: y ----- 0

After the firmware is updated, it reboots...

Firmware update is being ex-
2T T T
Finished the firmware update, it reboots... = ———— O

O Firmare update0 OO0 0OO0O0OOCOOOOOOODOOOOODOOOOO
gobobooobooboobooboboooyoboobooo
ooooooOooboooOoooooOoooDooOoooDopODbOoooDon
ooooooboooooboooooobooooooDoboooOobUooboobDOobOog]ooo
gogo
gboooboooboobooboobooonoboobOon
gboboobooboboobdooboobooboobobobobooboobooooboobobob

gooobooobooboboooboboobobooboobobbobboobooboobobo
goooo

U obooboobobooboboobooboobobooobuoobooboboobooooo
obooodylooooooooonooooooo

O firmware update D 0000000 O0O0OOODOOOOODOOO
ooomrbo0oobOoo0oooboooobobobobobooboobboooobobbooDOoDbo
gogd

000000000 (SSHO FTP)O firmware update 0 0000000000000 ODOOOOOODOO
0000000000000 00000000D0000D000000D0000000 firmvare update
odoooooooooooog
nxrl30#firmware update ssh://guest@®192.168.2.222/nxr130-v5138b09.bin
guest@192.168.2.222"s password:

[ ] 70% DOWNLOAD
% Download failed (255).
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Firmware update

000000003000 0000000000000000000000 U Proceed with update?d O
0ooodoooo30000dyddooooooo)yoooooooooooooooooooooo
00000 firmware update 0 0 0000000000000 OO0ODOOOOODOOOO
nxrl130#firmware update ssh://guest@®192.168.2.222/nxr130-v5138b09.bin
guest@192.168.2.222"s password:

[ ] 100% DOWNLOAD
Proceed with update? [y/n]: vy
% Timed out.

1.2 Firmware update 0 0O OO0 /00

0000000000000 00OfFirmware update0 00000000000 ODOODOOOO
gcLivcuioooonooooad

gcLi/cui/eMsOD0ooooonoo

gcLi/cul/evs O O O firmware update

geui/eMmsooooooo

gcLigooooopoooo/soo

geulgoooo@uIoooooooood flashODOODOOOOOODOOO)

1.3 Firmware update0 O OO 00O
v5.8.1000 versionO OO firmwvare update O 0O 000000000 OOODOOOO

1.4 Firmware update/downdate 00 00O

FirmwareO OO0 O0O0OO0OO0O startup-config O versiond firmwared versionO0 00000000
000000000 DO0D000000D0000000D00000Oupdate 00 downdateO OO OO0
doodbOoooooxMODOO0oOOooooobooooo@oooooooon)o

(1) update O

running-configO O O OO firmware versionOO OO0 format0 00000000 OOOOODO
startup-config 0 0O 0000000000 versionOOOOOMIOODODOOUSERDO (save configd
O000)startup-configD OO OO0 0O0ODOODOstartup-configd versionD OO OO0OOOOODOOOO

(2) downdate O

startup-configd firmwared versionO0 000000000 configd OOODOOOOOODOOODOOO
O000000000oo000oo000oo0oooo0oo0ooo0ooooooooooooooon
000000000 oooooooxwWLooooooouoooooooooooooom
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Netevent OO O

Netevent O [

USEROOOO0ODOOO00ODOO0000ODO0O0O0ODOPPPODOODODO IPsec SAO D O OVRRP priority
goooOopoooooooooooooo

Track object 0D 0000000 OtrackODO OO upO00OO00O0OOOD0O0ODOOODOeventdOODO
down(U OO uwp)DOODO0OO0OOOO0trackDOOODOOOODactionDO0O0O0OCOOOOOOODOO

event dowvnO0 OO0 000000000000 0OO0DO00OactionODO000O0O0O0OO0O0OOO down actionO
ooooooo

1. 0000 (track object)O OO
1.1 000000000
gooOopooOoOooooooooooooo
Ointerface linkOD O OO
interfaced linkO O (up/down)0 00000 OKeepaliveO DO OOOOOO0O interfaced 000
OO0Nink dowsnO0O0OO00OOkeepaliveODOODOOOOOOOOOODOOPPPO tunnel interfaced 00
Ointerface0 00 /00000000O0O00O0OOO0OOOOOOOODOOOO
OIKE SAODOODO
IKE SAOD O (up/down)D 0 O00O0OOO
O ping/ping6 O O
ping/ping6 0 0 000 hostO O ip reachability0 OO0 O0O0O
OVRRPO O OO
master O 0 backup/init0 0000000 backup/initd0 0 master0 0000 O00OO0O0OO
0 OSPF neighbor O O
0000 router-id0 0 neighbor0 000000 state0 000000 OOOO
O BGP peerd O
0000 peer ip/Zipv6e 0 0 neighbor0 000000 state0 00 O0D0OO0OOOOO

120000000000

0000000000 trackODOOODOOO0ODOOaction0ODO00D0OO0DOODOOO
O00trackDOOOOactionD 0000000000 OO0Dactiond 000000000 ODOOO0O
O0actionupO 0 O00O0OO0OOODOOODOODOODOPPP interface] 0O Oactiond OO connectd O
0000000000000 00000000000D00 (auto-connect0 000 OO0OO)T

1.3 ip/ipv6 reachabilityO O OO

ip/ipv6 reachability 0 00O 0O OO icmp/icmpv6 echo request/reply packet 0D OO0 OO 0O
OPing O timeout O O 10sec 0 O O

OPingO00000OD00OOretry0 00000000 DO0OODOODODOODOPINGDOODOONOOecho

request0 000000 echo request00000000000OOecho reply0 000000000
Otimer000000000D00O00DOOOO

Oip reachabilityO 00000 interface0 0000000000 OO
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1.4 Recovery delay timerd O
ip/ipv6 reachabilityd ospf/bgp neighbor interface linkO isakmp OO O OO0 O0OOODO (event
wpOO0O0O0O0O0O)ODOOoOODOuwdOOactionDOOOOOOOdelayDODOOOO0OO0OODOOOO
Delay timer0 0000000 OO0DOtrackd down state0 00000000000 checkOOOODOO
good
ODelay timer OO OO event down O retry OO OO OO OO Odelay timer O cancel OO0 OO
ODelay timer O timeoutJ OO Oevent upd actionD OO0 O0O0OOOOOODOO ip/ipve
reachability check D OO O Odelay timerO0O O OO0 OO ip reachability fail countd 00 O
O000OOactionODOOODOOO reachability check OO OO OODOO

1.5 00 trackO O
neteventD 00000 OO0O0D0CODCO trackOODOOOOOOOOOOoptionODOO0OO0DOOOOOO
0000 trackOOODOip/ipv6 reachabilityD 00O D0OOO0O0OOO0ODOO
<00 trackODOODODOODOO option>
O payload-length
ping/ping6 0 0 O O size(icmp header 0000 0)DOODOOOOOODOOOODefaultd O 56byte
oood
ooooo
0000000000 ping/pingé KOO OODOOOOODODOUOOODOODefaultODO1000O
ORTT
ping/ping6 requestD 0 OO0 O0OOreply00000OOOO0OO (Round trip time)J OO OO0
OO0O00O00D0O00O0 replyl00D0O0OOrtt delay0 000000 OO@replyddonoon
O0)Ortt statusO downO OO0 OO0 ODefaultO O ORTTOOOOOOODOOOO
ORTT delayd O
RTT status downOD 00000000 COOOOODefault0O30000O
ORTT normal O O
RTT status upO0 0000000 ret 000000 ODefault0 030000
O DF
IPMAOOOO0O0OCOOO0D0OCOO0DOODefaultOODFO set0DOO0ODO
OTTL/hop-limit
TTL(IPv6:hoplimit)D OO0 OO O ODefaultd Osystemd TTLO (64)0 setO0 OO0 OO
Omonitor-log
monitor-logO OO loggingD O OO OOOOOOOOOODefaultOOOOOOO
O interval variable mode 0 O
ping/ping 0 00 0O0O0Oping error 0000000000 OCOCOODOO0OOOODefaultdnOO
ooo
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1.5.1 RTT status

RTTOOODOOOODOO

ORTTOOODOODOOOOORTTdelayD OO DOODOODOOOTrtt statusO down O OO ORTT normal
0000000000 0OuwpwOOODODDOOOO0ODOOCDefaultD upOO0Ortt statusOOOO0D0O0OOO
actionODO0O0OODODOO
OO0OOpingONGCOODOOOOODOrttOO0 /000000000 reset0000D0ODO0O0O track
OdownOOODO rtt statusO NITOOOOOODODO

1.5.2 Interval variable mode

ip/ipv6 reachability 00000000000 interval 00000000000 OO0O modeO OO0

O00OOtrackDOOOOO0OO interval 00000000 ODefault0 000000

Otrack upO0 OO ping fail OO O0O0O0OQiInterval 0000000000 0ODODOODOOODOODODO
oooooooo

O0000D0Interval D00 000000 DOOOOOping/pinge0 0 000000000000O00O0O
ooooo

o interval OO ODODO
Interval D00 0OCOO0OO0D0OQCOO0OO0OCOOInterval0000O0O 10sec00000O00OO0O0ODO 100
0000000000 01secO0DOd00DOOOOnO

v_interval = (interval/2"fail_cnt)0 20 000)

Ov_interval : O0O0OO interval

Ointerval : OO0O0O0OOO interval

Ofail_cent : OO0 ping failDOD0OODO

o trackODOODO interval DO OO

trackOODO interval D000 OO0OOO0OOOOO
Otrack upO ping OKO OO OOinterval OO0 O0OD0ODODO
Otrack upO0 OO ping faill OO0 O0O0O0O v_interval DO 00O O0O0O0OO
Otrack downO OO O0Ofail ent = retry0 0 +100000000 v interval OO0 O0DOODOO
oood
Odelay timerJD00O0O00OO00Otrack upOOD0OO0OO0O interval O0OO0O0OOPIng failODOOODO
OOv_interval DOOOO0OOOOO

1.6 Initial timeoutO O

OSPF/BGP4 0 neighbor 0 0 O 00O interface linkD O OO OOOOO trackO OO mnitd 000000

trackDOOO0O0OO0D0O0O0OODOOOOODOODOO
Oneighbor0 00 (@ OO0 interface link up)D 00000000 track upOO00ODOODO
Oneighbor0 00000000 @MOO0O interface link down)J OO0 O0O0O0OO track down OO
0000000000000 Oianitial timeoutd timeout O O O O 0SPF/BGP4 0 O /interface O O
00000000 downOOOOO0OODOOO0OO0OOOOOtrack downO 00 00O OOdown actionO O
goooo
Onitial timeoutd Odefault0 000000000 defaultO initial timeoutd O 180sec O O O
O0O0Oinitial timeoutd0 00100 3600sec0 0000 O0O0O0OOOOODOOO
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1.7 Interface ethernet0 0000
EthernetO OO ODOOOO0OO0O0OD00O trackODOOOOODODODO trackOODO (EthernetDODOODO
000000 uw/down)DOOOOOOOOO
Olink upO
OO0 track up00dO0O00OO00O
O link down O
- initial-timeout D OO0 O0O0O0O0O0OOunitial-timeout0 00 O00COO0O0O0OwpOOODOOOO
OdownOOOOOODO

- initial-timeout 0000000010000 000D0CO00OO0O0OOuwpOOOOO0O downOOO
oogoo
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2 actionO OO
2.1 00000 action
Jd000OD0actiond 00000 ODO0OO00ODOODOOODODOODOOODOODOODOOOOO
OVRRP Priority0 00000000 O0DOOODODOO

000000 (interaface mode)0 OO DO OODO

vrrp ip <vrrpid:1-255> netevent <trackid:1-255> priority <1-254>
O IPsec tunnel DO 0O /00 /000 GsakmpO0 OO0 OO0) DO OOOODOOODOO

000000 (ipsec isakmp policy mode)D OO OO OO

netevent <trackid:1-255> (connect|disconnect]|reconnect)
JPPPOODO/00D000D00DO0DODOODOO

000000 (interface ppp mode)J OO OOOO

netevent <trackid:1-255> (connect]disconnect)
O Tunnel interfaced up/down 0 00000 0OO00OOO

O0O00000d(interface tunnel mode)O OO O OO0

netevent <trackid:1-255> (connect]disconnect)
O L2TPv3 tunnel O O O (PPPO interface linkO OO OO O)OOOOOOOOODOO

Oo00oOoog2tpvd tunnel mode)I DO OOOO

netevent <trackid:1-255> disconnect
O IPsec local policyD OO OODOOOOODOODOO

000000 (ipsec isakmp policy mode)D OO OO OO

local policy <policy:1-255> netevent <trackid:1-255> change <local _policy:1-255>
O IPsec isakmp policyO 0 OO0 OOO0OOOOOO

000000 (ipsec tunnel policy mode)D O OO ODODO

set key-exchange isakmp <1-65535> netevent <trackid:1-255> change isakmp <1-65535>
0ooo0oooooooooooooood

Ooooodglobal mde) DO OO OOO

system netevent (<1-255>]<2048-4095>) restart
OwWiMXOOODODOooDoooooooobooo

OO00oOgDoO((global mde)D O OO ODODO

wimax <0-0> netevent (<1-255>]<2048-4095>) reset
0ooodboooDooooooooooooooooog

Oooood(global mde) OO OOOO

mobile <0-2> netevent (<1-255>]<2048-4095>) reset
0 BGP advertise-route 1 000 /0000000000D0ODO0O

000000 (gp mde)d OO OOOO

netevent <trackid:1-255> advertise-stop
O IPv4 static route0 000 /000000000000 0O0O

Oooood(global mde) DO OO OOO

ip route A.B.C.D/M (<gateway:E.F.G.H>] INTERFACE|null) (]<distance:1-255>)

(|netevent <trackid:1-255> (active]inactive))
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00000000 eentJ 000000000000 DODODO0000OD0O00ODOO0OOO0OO eventd
OO000000000O0O000OOoOo00OoOoOo00OO0UbOoDOOoUOOoOoOOdmester000OODO
oooooooogo

interface ethernet 0

ip address 192.168.0.254/24

vrrp ip 1 address 192.168.0.1

vrrp ip 1 netevent 1 priority 10

1

track 1 vrrp ip 1 interface ethernet 0
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2.2 Reconnect action
ISAKMP policy 0 O actionO OO Oreconnect D 000000 O0OO0OOOreconnect0 0000000
event down [0 detect 0 0 O IKE/IPsec SAO O OO OO negotiationD OO0 OO0 Oevent upd 000
oooooooon
ooooood netevent <trackid:1-255> (connect|disconnect|reconnect)

netevent <trackid:2048-4095> (connect]disconnect]reconnect)
g no g no netevent

2.3 Change action

IPsec isakmp policy O local policyd O OO0 O IPsec tunnel policy O set key-exchange O O O
0O0000oooogOononO actionO OO

IPsec isakmp/tunnel OO O OO local policy/isakmp policyd trackDO OO O0OOOOODOODOO
0000D0DOCO000OCOO0O0OO0DOoO100 IpsecO 00O main/backup0O00C0O0O0OOOOOO
00000 IPsec isakmp policy O O local policyd changeO OO OOOOO0OPSKOODOOODOO
gooooompogooomoooo iboboogoooooo

OO0 0Oipsec isakmp policy mode/ipsec tunnel policy mode O O change actionD O OO OO0 O0O0O
od

2.4 Restart action
Joo0doooooo0OddownOOOOODODODOOOOODOOODOODOOOODOOwOOOOODOOOO
oo

goooooo system netevent (<1-255>]<2048-4095>) restart

g no g no system netevent

2.5 Reset action
JoodoooodooOddownOOOOOWIMAXOOODOODODOOOODOOOODODODOODOODOO
updOOoOoooooooo
goooooo wimax <0-0> netevent (<1-255>]<2048-4095>) reset

mobile <0-2> netevent (<1-255>]<2048-4095>) reset
0 no | no wimax <0-0> netevent

2.6 actionOOOOOO
ActionO O O OO track objectO DO OO downOD OO0 actionO0 OO0 OO0O0

2.7 actionOOOOO0O
ActionOOODOOOO moduleO OO0 netevent0 O 0000000000 O0OOO0OActionO0OO0O

goooboboobooboooo
3000000000000 eventOOOO actionOO0O

000000000000 trackO0O00O0O0O0ODODOOO0O0OOO0OOOOODOOOOOOOOOODOOO
OeventO0O0O actionO0 000000
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VRRP

O0O00D0O0OO0O00OD0O0ODOVRRP(Virtual Router Redundancy Protocol)D OO DO ODOOODO

OVRRPOOODOONMACOODOOOORCODODOOODOOO MAC(00-00-5e-00-01-VRID)D O O O O MAC
gooogovRRPOOUODOODODOODOOO0ODOONRDO XROO VRRPOODOODOODOOXROO
gvmacoonooonooonod
OVRRPOOUOOODOOOOODODOOOODOEthernetD0O0O0O0DOOOOODOO

1 VRRPV2

OVRRPV2(RFC3768) 00 00O OOOO

gompvaoOoOoOoooomwpvadDOOOOODOOP address owner)D OO0 O0O0OoOoOoooooooO
ompv4ad00D0O0o0Ooomiv4aOOoOoO@oUoooO ivadOOOOOO)OOOOoooOOOOooDoOOO
goooooogn

2 VRRP Tracking

0000000 IPsec SADODDODODOODOOODODODOOOOODOOODO0OO0O0D VRRP
O priority0 00000000000000000000000000000000000O0
00000000000000 IPsec SADODOOODOOODOOOOOODOOVRRP priority0 00000
O00O00Netevent 0000000000000

3. VRRP Event( O

OVRRPO O ODOUODOOOOODOOOOOOODOOOOODOOPPPOOODON IPsec SAUDDOODOODO
oo

goboooobooboooobooooboobooorPPOOOnDOD IPsec SADDOOOOODOOO
goooogovRrPOOODOODODOODOODODOO
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4 Preempt O O

OPreempt 0 0000 0000000000000 0000D00000D00000O0000000000O
0Oooooo0

- Preempt 0 0000000000000 00000D000000000000000000O

- Preempt 0 00000 Dpriority000000000000000000000000000000
0000000000000000000000000

4.1 Preempt delay O O
OPreempt0 00000000000 0DO0O0ODODOODOODOODOOO advertised 0000000
0000000000000 00000DOC000DODO000DO0OOOdelayd 0 OO10 1000(0)
oooooo@oo)y oooo
OPreempt delay0 00000000000 O0OOOOO0ODOOOO0ODOOOO0ODOOOODOOOOO
goooo
o JOOOoOOOoooO
- master down timerO0 O OO0 delay timer0O 000000000 advertiseO0 OO0 OO0 OOOO
ooooooooo
- 00000000000 advertise0 000000000 DOODODODODOODOODOOD
(delay timer0 00 O000D0OCOOOOOOO)O
- 00000000000 advertise 00000000 OO0OOdelay timerO OO0 0O0O0O delay
timer0 00O Omaster down timer0 00000000000 Odelay OODOOOOOOOOOO
advertise D00 0O00O0DO0OO0ODOODOODOOODO (delay timer 00000 0O)O
o JOOoDoOoOO
- 00000000000 advertise000000000DOO00O0ODODOO0OOODOOOO
- 00000000000 advertiseD O OO0OO0ODadvertise0 00 O00O0@OOOODODOO
goooooooo)yo
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oo

cOOO0OO0Ob0ODOOO0O0D0OO0O0

OOVLANO O

ooooOo0O0O0OO0OoOo0veAaNono
000000000000 NRONXRI2S 000 NR-1550000VIANODOOODOOO0O0O00000000
00000 Ether000001040000000000(CCPYOODO

m 0O0O0O0O VLAN ID(PVID)

goooogn

OO0O00OoOoOoOoooovVvLAN IpPviD)OOOoooooooogooo

OO0oDO0oooopviDODOODOODOOODOODOO IEEES02.100 O (VLANDOHDO VLAN IDODODOO

gooogo

obooooobooobobDboOoboobooooogepevib=lOviIANOODOODO

goooooad
goooooad
0 no 0
goooooad

switchport (<1-4>|router) default-vlan-id <1-4094>
switchport (<1-4>|router) default-vlan-id 1

no switchport (<1-4>|router) default-vlan-id
00000000000 interface ethernet 0000000000

m 0J00000000000000

goooooo

goooboobobooboobooooboboobooboobobboobooboooboDboo
gooboobobobooboobooboboobooboobooviANODODoboobooboo
gboooboooobboboboboobovisNDobooboobooboobuoobgooooboo
oboobooobobooooboboooboboboooo
gbooboobgoboboobooboobobooboviaNOoOoboobooooooobgoobonoo
0000ob0o0ob0obo0obo0obob0o0ob00o0obOoOobOPYVIDOVLAN IDODOOVLANDOODODO
gooobgoobobooboooon

goooodoo
ooooooo
0 no 0
ooooooo

switchport (<1-4>|router) link (access]|trunk)

switchport (<1-4>|router) link access

no switchport (<1-4>|router) link

00000000000 interface ethernet 00O O OODOOOO

m ViANOOOOOO

goooooad
goooooad
goooooad
0 no 0
goooooad

D00000000O00OO0OVLAN IDODO0D00O0Od
vlan-database vid <1-4094>

no vlan-database

no vlan-database (|vid <1-4094>)

00000000000 interface ethernet 00O O OOOOOO

m VLAN IDOOOOOO

ooooooo
goooodoo
goooooo
0 no 0
ooooooo

0000000000000 VLAN IDO00ODD O (tagged/untagged)D 0000 OO0
switchport (<1-4>|router) vlan <1-4094> (tagged]untagged)

switchport (<1-4>|router) vlan 1 untagged

no switchport (<1-4>|router) vlan (](1-4094)>

00000000000 interface ethernet 00O O OODOOOO

531



OO0 ecOoO0O0OO0OO0O0OO00OO0O0nOO0n

OoOVLANO O

= ViANOOOOOOOOOOO

oooooon VLAN IDO 0O Otagged/untagged 0 000000000000 O0OOODOOOOO
ooooooo show interface vlan-database

ooooooo view modeJ 00 O00OO0OOOOODOO

m JO0O00000OO00O00O0
ooooooo

Jooo0ooooboooOobOobgbOoOoVIAN IDObO0oboobo/O00O0o0OoboobOoDbOobDO
gogd

ooooooo show interface switchport
OoOooooo  viewmodeDOOOODOOODOOOOOO
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OO0 ecOO0O0O0O0O0OO0OO0OO0nOOo0n

OO00O00000 VLAN

oo0O000 VLAN
gooobogviANDOOoDboobo

m JO00O0000O0Od

O VLANI(Portl O Port2)d O O VLAN2(Port3T Port4)0 200 VIANO OO OODOOOOO

gooviANODOOoobooooobooooobviANDObDoobgoobooeciopP200obooboonon
pCIOPC3ODOOODOOOO

gpC3f P40 0D O0ODODODOODOODbOODbPAADPC2O0D0O0DOOODOODOODOODO

OPC30O PCAODHCP ClientO O ODOOCOOODOOPCIOPC2OOCDHCPOOOOOODOOOOODOOO
00000000 VLANL OORouter Port(CPD O OO0OODOOOOOOOODOOOOODOOOM

DHCP Server: 192, 168.0.0/24

Router Port

VLAN 2

1 2 3 4

VLANT jethernetd VLANZ ethernetl
192 168. 0. 0.4

H| PC2 PC3
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OO0 ecO0O0O0O0O0OoO0OO0OO0nOOo0On

OOO0O00000 VLAN

m 0O (OO) m 0JO0O0

interface ethernet 0 nxr125#show interface vlan-database

ip address 192.168.0.125/24 ethernet0

switchport 3 default-vlan-id 2 VLAN ID 1

no switchport 3 vlan 1 Untagged:portl,port2

switchport 3 vlan 2 untagged Tagged:n/a

switchport 4 default-vlan-id 2 VLAN ID 2

no switchport 4 vlan 1 Untagged:port3,port4, router

switchport 4 vlan 2 untagged Tagged:n/a

switchport router default-vlan-id 2

no switchport router vlan 1 nxr125#show interface switchport

switchport router vlan 2 untagged ethernet0

vlan-database vid 1 portl Default VLAN ID:1  Access link
vlan-database vid 2 port2 Default VLAN ID:1 Access link
! port3 Default VLAN ID:2 Access link
interface ethernet 1 port4 Default VLAN ID:2  Access link
ip address 172.16.77.125/24 router Default VLAN ID:2 Access link

ip masquerade

!

dns

service enable

address 172.16.77.64

1

dhcp-server 1

network 192.168.0.0/24 range 192.168.0.1 192.168.0.10
gateway 192.168.0.125
dns-server 192.168.0.125

!

ip route 0.0.0.0/0 172.16.77.64
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OO0 ecO0O0O0O0O0OoO0OO0OO0nOOo0On

0000000 VLAN

00000 VLAN
D00D0O0VIANOOOOOOO0O

m 00000000
O0O0ovIANOODOODOODODoOoooooDoooooooooooooon
VLAN1(Portl, Port2, Port3, Port4, Router Port)[ VLAN10(Portl [0 Port2)d VLAN20(Port3 [0 Port4)O
000 Multiple Port(Router Port)0 00000
OVLANIOO OO VLAN20O OO O VIAN OO0 0000000000000 VLIAN O0O00ooooood
PCIOPC2O0DOODOOOOOPCIOPCG3OODOODODOO
OPC10O PC40 DHCP ClientO OO OO DHCPO O OO O VLANIOO VIANOO OO D ODOOODOOOOOOO
0000000000000 oooooooooooDbHecPODOODOODODO

DHCP Server: 192 168.0.0/24

Router Port: Multiple Port
YLANTO YLANZO

1 2 3 4

VLANTO Eethernetd VLANZ0 ethernetl
194 168. 0.0
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OO0 ecOo0O0OO0OO0O0OO00OO0O0DOO0n

OO0O0O0O000 VLAN

m OO (@0O)

interface ethernet 0
ip address 192.168.0.125/24
switchport 1 default-vlan-id 10
switchport 1 vlan 10 untagged
switchport 2 default-vlan-id 10
switchport 2 vlan 10 untagged
switchport 3 default-vlan-id 20
switchport 3 vlan 20 untagged
switchport 4 default-vlan-id 20
switchport 4 vlan 20 untagged
switchport router vlan 10 untagged
switchport router vlan 20 untagged
vlan-database vid 1
vlan-database vid 10
vlan-database vid 20

!

interface ethernet 1
ip address 172.16.77.125/24
ip masquerade

!

dns

service enable
address 172.16.77.64

1

dhcp-server 1

m 0000
nxri125#show interface vlan-database
ethernet0
VLAN ID 1
Untagged:portl,port2,port3,port4, router
Tagged:n/a
VLAN 1D 10
Untagged:portl,port2,router
Tagged:n/a
VLAN ID 20
Untagged:port3,port4,router
Tagged:n/a

nxrl25#show interface switchport

ethernet0
portl Default VLAN ID:10 Access link
port2 Default VLAN ID:10 Access link
port3 Default VLAN ID:20 Access link
port4d Default VLAN ID:20 Access link
router Default VLAN ID:1 Access link

network 192.168.0.0/24 range 192.168.0.1 192.168.0.10

gateway 192.168.0.125
dns-server 192.168.0.125
1

ip route 0.0.0.0/0 172.16.77.64
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OO0 cdiOo0o0O0O00OO0O0OO00OOo0Oaon

OO0O00 VLAN(VLANO OO O)

OO VLAN(VLANO OO O)
O0OVLAN(VLANO OO O)H)Ooooooooo

m OJO0O00OOO
0 VLAN10(Portl O Port2)(d VLAN20(Port3 O Port4) 0O O O VLAN1[Router Port(Trunk Port)]O 0O 0O

gooooo
gboboobgoobobboobooboobobobooboobobooboobooooboevibd

VIAN IDO DO VIANDOODOOODOOooOooooooobooobon

DHCP Server1:VLAN10(10.0. 10.0/24)
DHCP Server2:VLAN20(10.0. 20. 0/24)

Router Port: Trunk Port
WLANTO WLANZO
1 2 3 4
VLANTO Eethernetdl VLANZO ethefnetl

14
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o0 eciOoofOOobOnOOOOoOb0ODbOOn0n

OO00 VLAN(VLANO O OO)

s OO0 (@0O)

interface ethernet 0

ip address 192.168.0.125/24
switchport 1 default-vlan-id 10
no switchport 1 vlan 1
switchport 1 vlan 10 untagged
switchport 2 default-vlan-id 10
no switchport 2 vlan 1
switchport 2 vlan 10 untagged
switchport 3 default-vlan-id 20
no switchport 3 vlan 1
switchport 3 vlan 20 untagged
switchport 4 default-vlan-id 20
no switchport 4 vlan 1
switchport 4 vlan 20 untagged
switchport router link trunk
switchport router vlan 10 tagged
switchport router vlan 20 tagged
vlan-database vid 1
vlan-database vid 10
vlan-database vid 20

!

interface ethernet 0 vid 10

ip address 10.0.10.125/24

ip access-group forward-in VLAN10
1

interface ethernet 0 vid 20

ip address 10.0.20.125/24

ip access-group forward-in VLAN20
1

interface ethernet 1

ip address 172.16.77.125/24

ip masquerade

!
dns

service enable

address 172.16.77.64
1

dhcp-server 1

network 10.0.10.0/24 range 10.0.10.1 10.0.10.10
gateway 10.0.10.125

dns-server 10.0.10.125

!

dhcp-server 2

network 10.0.20.0/24 range 10.0.20.1 10.0.20.10
gateway 10.0.20.125

dns-server 10.0.20.125

!

ip route 0.0.0.0/0 172.16.77.64

1

ip access-list VLAN1O deny any 10.0.20.0/24

ip access-list VLAN20 deny any 10.0.10.0/24
!

m O0OO0
nxrl25#show interface vlan-database
ethernetO
VLAN ID 1
Untagged:router
Tagged:n/a
VLAN 1D 10
Untagged:portl,port2
Tagged:router
VLAN 1D 20
Untagged:port3,port4
Tagged:router

nxrl25#show interface switchport

ethernetO
portl Default VLAN ID:10 Access link
port2 Default VLAN ID:10 Access link
port3 Default VLAN ID:20 Access link
port4 Default VLAN ID:20 Access link
router Default VLAN ID:1 Trunk link
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OO0 HOConfigOOOOOO

OOConfigO OO

ConfigO OO
00000 config O running-configd OO OO O OO O configh O startup-configd flashOD OO O
goooooOd0ODconfigdOO0DOOOOOOODOOOODOOOODOOOODORashDOOO
odoooOoooooOoooooooeIODo00oDoo00ooo0ooooooO flashODOOOO
ood
00000 configd running-configl OO flashO OO OODOO saved OO OO view modeD OO OO DO
OO0000o0ooOo0oOoOoooOoO0oDOOeopydO0OO0OviewmodeD OOOODOOOOOODOODO
Odod0oooOoOoooooooooooooogooo
-0000 config flashOOOOGOOOd save config
-O0000configdOOD0OOO0OODOODOOODOCcopy config disk0:config.xml

0000 configd OHTTPOGUIO OO DOOODO SSH/FTPOCLIO O ODOOODOOOOODOOODODOOO
gooooooooooooDOoooooooDbooOoOoxweoboobooooooo
00000 configd running-config O OSSH/FTPO OO ODOOOOODOOcopyd O OO DO view model
coooooooooooooboooooboooooooooooOoboOoobooboooo
-0000 configD FTPOO OO OO O OO Ocopy config ftp://A.B.C.D/config.xml

m show-configD OO OOO
WLooDoOoDOooOoooooooooOdshow-configDOOCLIOOOOOOOODOOOOOODOODO
000000DO00DDO00dshow configUOOODODO configDOODO0DODOODOODOODO
ggoooboboooooboboboboooooobocubbooooobobbbooooobboboooooo
ggooboooooboobooooboo

Oshow configU OO OOOOOOOOOODOOOOcopyOODOOOviewmodeD O OOOODOODODO
gboooboboobobooobgoobobobobooboobon

-0OsSSsHOOOOOODOODODOOcopy show-config ssh://user@A.B.C.D/show-config.txt
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OO0 HOConfigOOOOODO

OOConfigO OO

ConfigO OO
ConfigO flash DO ODODOOOOODOODOOOOODO configlO00ODOO0OOODOOODODOOODO
oood
00000 configd running-configD O flashO O OO O0OO0O0O0OO0OOsave D 00O OO view moded O
OO0O000O0C0OC0O000OOO00O0OD0O00O0OconfiglO00O0O0OOCO0OO0ODOOCcopy oo
OviewmodeOOODOOOOOODOOOOODOO0ODOOOO0OOODOODOODOOODOOOOO
-000D0configDODOODOOOODOOO save config
-00000000configDOODOODOO copy disk0:config.xml startup-config

cuUIOOODOO0O0OODO0ODOO0OOOstartup-config DO D0OO0OO0O0O00O0DOOOO configdDOOODO
gooobooogoog

00000 configd running-configd 0000000000000 OO0 configdO0O00OO0OOOO
0000000000000 0000 configDOflashDOOOOOOO0OOUSBOODOOOODOOO
oo

00000000DooooOobDOeconfiglOOOODOOOOODOOOODOOOODOOOODODOOO
ooooooo

OCLIOD configd OOOOOOconfiglOODOOODDODOOUOOOOOODOOOOODOOOOODOO
0000000000000 warning0 0000000000000 O0O0OOOOconfigDOO00ODODO
Oo00doooooooooooooooooooom
nxrl30#copy ssh://guest®192.168.0.1/config.xml startup-config
guest®192.168.0.1"s password:
% Version is not same. continue? [y/n]:

CLIOD configD OO OXMLOODOOCLIDDOODOOO200000000000000GUIO00OO
OO00O0configDOOOODODOOOODO
OCLIO configD OO OOOOOshowdODOOOviewmodeD OO OODDOOODODO0ODOOOOOODODODO
godoopoooooooooooooo
-Xveogogoobgooooo show config xml
show startup-config xml
-CLIDO000O0O0DOODOOoOoonO show config
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OO0 HOConfigDOOOODO

OOConfigOOOODO

ConfigOOQOQOoQO
ConfigUOODOOOOODOOUODODOUOUOODOUOUOODOOODOOOODO
OXML configO O

OlPsec X.5090 000

OssHO OO

XML configD OO0 0000000000 text00O00O0OO0OO0OODODOOODO config-xmld
IPsec X.5000 00000000 Oconfigl 0000000 DOCOOOO0ODOOOODOOOOODOODO
OOOXML config OO X.5090 0000 tar.gzO OO O ODOODODO config.tar.gz[d
Otar.gzO0O0OO0OOO0OOCOOcopydODOOOviewmodeD O allOUODOOOOOOODOOOOODO
gdooooodooooooooooooooo

-tar.gzO OO O0OOOOO copy config diskO:config.tar.gz all

config. tgzO OO OOODOQOODOOOOODOCOOOOODOODOOOOODOOOOO
O config.xml
O ipsec/privates
/cacerts
/certs
/crls
Ossh/USERO /SSHO O O

OO0000C0OtextODOOxmOO0O0Mtar.gz000OX.50900000000000000DO0O0OO

ooooboobbooboobobooobo0obooboobbuobobtar.gzOOOOODOODO
OOOOconfig.xmiCOOODOOOOODOOODOOOOODOOOOODOO
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OO0 HOConfigOOOOOO

goNITodooboooooooooon

ONTOOO0OOO0O0oOooOobOooogodObeonfigbO00bOooooobOoooobOobooo
gboooboobobbobetchbOOO
O0bo0o0oobOobooobodb0OeceonfiglDODOOOOODOOOMNITOODOODODOOOOOOO
OOOOerase flash O OO OOOOODOOOODO

oimNnnmoboooooobooooooooomoooooooobbo-0o00ooooooobobobooo
oooooobgoooo
giNnmoobobooobgooooooboboobgooboboobboobooboo

m flashOOOOOOOOOODOOO

Osave configd boot-config O O O O copy XXXX startup-configd show flashO OO flashO OO OO
0000000 DOO0oo0oooonDOfirmware updated OO0 erase flashO OO O OO OOOO
oood

m SDO0000O0O0O0OOCOO0OOOOOOOShOO0O0OO0O0O0OO
gsbOO0OoOoOooOoogobDCceonfigdO00O0OOOOOODOOOOOOODOOOODOOODODOSD
goboogbooboboobooboboboobboobooshbobooboobobobooboon
oooom

mGUIOOOOOO0O0

geulooooobooooooog flashDOconfigU ODOOOOOOOOOODINITOOOOODOODGU
gooboooboboobobooo
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OgooTAOOOOOO

NXR-155/C-XW O WIN OO0 DOOOOO0DOCOO0O00DOOO0O0O0OO00oboogcuooooooooon
gogd

otACOOO0OOO
KbDIOOOOO0TAD0D0O000000000000000000000000000

ooooooog

oO0ooooo wiINNOOOOOOOoOOoOoooDOOooooDOooooooooooooooooooo
goooooo register ota mobile <2-2>

ooooogoo view mode

ooooooo

ooooooo wiNnNOooOoOoOoOooOoooooOoooooooooobooooobboooooboo
gooooogo unregister ota mobile <2-2>

ooooooOg  view mode

oooooooooo
0JoooodOo wiNDOOOOOOOOOoOOoOoOoOOoooooooooooodooooooooo
goooooo show mobile 2 ota
ooooooo view mode
goooooo nxrl55#show mobile 2 ota
OTA status is registered

rRoMOOOOoOOoOOoOoOoO
ooooood
gotTA 00O OpDOoookKIODOODOooODooooooooooooooooooooooooooooon
00o00oooooooo
goooooo show mobile 2 inquiry-number
ooooooo view mode
goooooo nxr155#show mobile 2 inquiry-number
Inquiry number : 1234
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gowiNOOOOOOOOOOOO

wiNOoOoooooooooo
wINDOOOOOOOOOOOO0O00O000000000000000
0 RSSIOCINNODOOOOD0O00O00000000000000000

() 0oOoo

() 000O0O0O0O

goooooo
goooogo
goooooo

(3) 0o0Oo
ooooooo
ooooooo
ooooooo

(4) SignalLevel
ooooooo
ooooooo
ooooooo

show mobile 2

view mode

nxrl55#show mobile 2
Installation : Attached

Vendor - KDDI

Product . KCMP

Revision :01.74.00.00 DOOOOOOOO
IMEI : 8KYKG008811 DO OO OO

show mobile 2 phone-number

view mode

nxrl155#show mobile 2 phone-number
PhoneNumber : 09011112222

show mobile 2 signal-level

view mode

nxrl155#show mobile 2 signal-level
Signal Level : 3

(5) 000000000

gooooboo
goooooo
gboooogo
goooooo

00000 O0O000.0000 90.00010 0 0 0000.0000 180.0000 0000000
show mobile 2 base-station-position

view mode

nxrl155#show mobile 2 base-station-position

Lat : 35.704

Lon : 139.544
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goppPPOO

PPP O [0
(D) Mobile OODOODOOOOOODODO

Od20000 MobileOOOOODOODODOOOOODOODOOOOODODOOOODOOWINOODOOO
gooooooodwbileDOOO0OO0DODOOODOOODOOOO

(@ KbDIOowINODOODOODOOOooOo
KbDIDO wiNOD O OOoOOoooooboobobooboobuooboobooboboooo

o000oOoO0O0pooooon

goo0DoDOo00ooooDoooooooooOooDOoOidie-timeoutD DO00D0OOOOODODOOO
gooepPOOCOOODOODOOO
goboobooooobooNRDOOOooprPPODOO0DODOOODODO0ODOODOOODOODOD
gobooboobobbooobooboooboooobobooboobobboboobooboDboo
gooobobogn
0Ooo0o0oobOooboOgodOon-demandO 00O O0O00OO0ODOOOOODOODOOCOODOOOODODO
000000 idle-timeout D 0O OOOODONXKROOOPPPOOOOOODOODODODOOODODOOO
goboobobobooboobuoobobbobooboooboon

O ppp on-demand
goooooo
0do0DoooooooooooooooPrPPODOdDOODODOOOODODOOD idle-timeout O
0000000000000 on-demand0 0000000000 DOOOOODOOODOODOODOPPPODO
O0000000ONROOPPPOwpOOODOOOOOOODOOOOPPPOOOOOOOODOOODOODO
godbbOnetevent DO OO0 OO
OMobile/PPPOE/BRID 00 000D 0ODOOOOODOOODOODOODO
OmivAO 0000000000 00OPPPOODODOOONIPGODODODODOODOM
gL2TPOIPVECPO 0O OO OODOODOO
goooooo ppp on-demand (PPPODODOOODOODOODOD
oo noO O no ppp on-demand (PPPO OO ODOO0OOODOOOCOOOD
goooooo interface ppp mode
goooood
00000000 Odon-demand 00000000 ODOOO
O00000000on-demand 00000000000 O0OOOOOON-demandd0 O O00OO0O0ODOO0O
oo0oooowooooobooogopPPPOODODOOD

O idle-timeout OO0 OO OO0O0OPPPOOODOODOOOODOon-demandd DO ODOOODO0O
00000000 Odon-demand 00000000 ODOOODO

000000000 on-demand0 0000000000 Oon-demand0 00 O0O0O0OOO0O
00d00obOO0OO0OoOdOooOdconnect ppp 000 neteventO O OO PPPOODOOOOOODOOoN-
demand 000 O0O00OO0O0O0O

oo0DoooIiPOODOODODOPPPPOODODODOODO
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oopPpPOO

O ppp idle-timeout

Ooooooo

Oldle-timeoutO 00000000 IPOOCOO0OOOOOODOOOOPPPOODOODCOOO on-demand
00oooooopoooooo

OOn-demandD 0 O0O00D0OOCOOODO

O Idle-timeout DO IPOO00O0OOO0OOODOODOOOQOLCP Echo Request/Reply0 0 OO0 ODOOOIP

O00D0OO0oO00oDoOoOoOoDCidle-timeoutd 00 O0O0O0OO

OO0O0OO0O0O0O0  ppp idle-timeout (]J<sec:30-86400>)

ooooood ppp idle-timeout (= ppp idle-timeout 180)

00 noO O no ppp idle-timeout (= ppp idle-timeout 180)

oooooog interface ppp mode

OJATEOOOOOOOOO0
00o0obo0obOoboob0obooobo30obDo30b000bo0bobobobooobDOJATEDOOO
goboobooboboobgoobobobooboobbbobobooobooobooboboobooobooobo
O00000O0DJATED0DOODODOODOOOobooobooon

O ppp auto-connect

goooooo

gpPPOO0D0OCOO00ODOOO0ODOOOODDOOO0OOODOODOODOODOODOOOO

O0000000DO000O0CO0O00DOO0O0OOOd: connect ppp OCDODOCOOOODOOOODOCOO
0ooooooooooo

ooooooooopoooocorePOdODOOOOOO

ooooooogrpPPO0DOOO0ODOODOODOOODDOOOODODOO

OO0000OO00O0DO0O00: clear ppp OUOOOOOODOOOOODOOOODO

00000o000ooo0o00ooDo00ooo00oooD00oooDO00ooDoOo0ooooDoDOooOooo
oooo

Jod0oooooooooooo0ooooooodooooooooooooooooDOooooog

odooooooooooboooooooog

oooogooo ppp auto-connect <sec:10-600>

ooooooo ppp auto-connect 60

oo noO O no ppp auto-connectJPPPO OO ODOODOOODOODODOO

oooooog interface ppp mode

gotAO OO

ocTAOD0DbObOOO0bOoOobOopPPODOCDOODO0ODODDOODOODOODOODOODODO
gooom
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ooo0booooo

gooooo

ooooooo
OWINOODOOOOOCMAOOODOOOOOOOOOOOONKROOOOOOOOOO0O0O0O0oooo
owINODODODODDOODODOODODOODODOODOOOOOOOOOOOOOOO

gooooog  system clock mobile <2-2>

O No O no system clock

gooooogd  global mode

oooooOooonNtPO0O0OO
ONTPOOOOO0ODOOOOOOO0ODOOOO0OOOOONTPOO0O00DOOOOODOOOODDOOO
goooooog

o1

O ntp

O service enable

o1

O nxri55(config)#system clock mobile 2

ONTPOODOO0OODODOOO0O0OOO0OO0OOOO0OONTPOODOO0OOOO0OOODOO0ODOODOO
ONTPOOOOCO0ODOCOOODOOOOOO0ODOOOOODOOOOOCLICOODOOOOODO
o1

O ntp

O service enable

O server 1.2.3.4 polling 4 17

o1

O nxri155(config)#system clock mobile 2

% NTP server is already configured
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OooOo0 flashOoOOO

O00O0D0OO flashOOOOODOODODOODO
OO0 flashOOOODOONXR-230/CO 00 NXR-350/CO000OO0OOOODO

OO000D0OCOOO0O0O0DOCOOoOOoDoOOoOdOflash 1000 flash 200000000000ODCOO
ooooboobobbooboobobooboobDoobooboboooboobDbooboobooboo
oboboooobgoooooo

1. 0000000000
goo0doboo0OO0ooO0oboooogooDobooooobooboeuwcLiVoOooooboboooooo
gooogo

nxr230#firmware update disk0:nxr230-v5170.bin
[ ] 100% DECODE
Proceed with update? [(y)es/(r)eserve/(n)o]:

[(y)es/(r)eserve/(n)o]0 30 0000000000000 Oreserved 00 OCLIOOMM
yOOOONROOOODO((b)ackgroundO OO OO0 OO0 OOONXR-230/CO 0O 0O NXR-350/CO0O00O0O0O
0000000000000 0000000000O0ooDooooooo

2. 000000000000

2.1 0000000000000

firmware update 0 000000000000 DOOO0O00DOOO0O0ODOOOOODOOOOOODOOOO
OOocLIOOOd firmware update D OO O Ono-boot 000000000 ODOOOOOOOOOOOOO
0000000000000000

OO0oOdoog  firmware update disk0:nxr230-v5170.bin no-boot

oOooooogd  view mode

0000000 no-bootOOOODOODOCLIDOOOOOOOOO

2200000000

00000000000 00000000000000000000OconfiglO00O0OmDHOODODOO
ooooo

OOoDoOOdoog  system boot flash <1-2>

OOooooogd  global mode
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o000 flashOOOO

3. OO config

3.1 00000000 configd O

ooooooo oooooooobDCceonfigOOOOOOODOOODOOOOO
goooooo system config flash:FILENAME

goooooo global mode

goooooo flash:startup.config 0 0 O OO Osave config O configD OO OO OO

oooooogd usBOOOOOconfigdOOOD0OODOO
goooooo system config disk0:FILENAME
ooooooo global mode

goooogoo bootupO0 O OO OO OODODOSstartup-config O OO0 O M
goooooo no system config
ooooooo global mode

3.20000configdOnOn
OO0O0o0O0O0OOconfigdOODOOOOODOOOOODO
O ODOO0O00O0O configd system configD O OO DOOO0O
0 show configO OO OO0 OO config
eMsCOOOdOOOshow configD OO configO NXROOODOOOOODOOOOODOOO
0 startup-config
save configD OO O0O0OQOOOOOOOOOOOOOOOO
O O0OosbooOoOon initial-configd OO SDOOOOODOO
O Firmwared OO initial-config
eth0O ip0 192.168.0.254/240 0000000 configd OO
O NITOODOOO0OOOOO00DOOO0O00oogoooogooooooooooo

3.3 configDOOODOOOO
OO00Oo00O0O0configlOO0OD0OCOOOzODOOOxmOOODOODOOOOODOOOOO
O boot-configD OO OO0 configOOOO tgzO DO O

O0tgzOO config.xmlODOODOOOOOODOODOO

OOtgzOO ipsec/sshO0 000000 O0OOOOOO

O boot-configD OO OO0 configOOOO xml OO O
OCOxmlO0ODOOOODOOOOOOOOO
OOipsec0 00 sshOOOOOflashOOOODOOOflash/.sshO OO flash/.ipsec0 0000000

000 flashOOOOOOOODOOODOOOdir flashOOOOOOOOO0OOOOOO
O flash/.ipsecO0 00 -> ipsecO0 000000000
Oflash/.sshOOO0O->0000sshO00O0OODOOOO

O flash/.ssh_hostd -> NXRO O 0 sshO O O
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OO000 flashOOOO

4. 000000000 OconfigDd0O(@O/00)
4.1 0000000000 view/exec modeld

gooobooo
goooogo

goooogn
goooooo

goooogon
goooogo

4.2 configO O
ooooooo
ooooooo

goooogon
goooooo

goooogon
goooooo

goooogon
goooogo
goooooo

goooogn
goooooo
goooogo

goooogon
goooooo

goooooo
goooogoo
goooogo

gooooon

goooooo
goooogo

ood0oooooooboooooboooooooDooo
show version

flashD0 OO OOOODOOOOOOOOOOOOOO
show version flash (]<1-2>)

flashOOOOOOOOOOOOOOOO
erase firmware flash <1-2>

flashOO configD OO OODOODOOODO
dir flash

flashO O configD XMLO OO0 OO0ODO0O
show flash FILENAME xml
show startup-config xml

flashO O startup-configd OO0 000000
save config

configD flashO OO OOXMLODOOOODOO

copy config flash:startup-config

save configOD OO ODOOODOOOipsec/sshd 0 000O0OOOOO

sre/dst0 0 000000C000DOCO0C0O0O00diskOOcopyd0DOOO0OO0DOOOO

configD woRDO O OO DOOODODOOOXNWLOOODOOOOOO

copy config WORD

000 fileOODOODOOD @Moverwrite 20000000000
ipsec/sshD 00 000O00ODOO

src/dst0 0 0000000000000 D0OO00O0diskO00 copy0d0O0O0O0DOOO0O

all0 000000000 OconfighD flashOOOOOOOO
copy config flash:startup-config all

copy config startup-config all

save config allD 0000 Oipsec/ssh0O00O0O0OODOOODO

WworRDO OO DOODOOOxmlO configO ipsec/ssh0 000 tgzOOODOODOOODO
copy config WORD all
OO0 fileDDO0O0O0OO0OOMoverwrite 20000000000

startup-configGximD)O WORDO OO OO O OO exportd O OO
copy flash:startup-config WORD
copy startup-config WORD 554



Oo0oOo0 flashOoOOO

gboooooo
goooogo

goooogo
goooooo
goooogo

goooogoo
goooooo

goooooo
goooooo

goooogo
goooooo

goooogo
goooooo
goooooo

GUIDO configDOODOOODOODOODOO startup-configd O OO0 OOO
gooeurooo

flashOO configQ O OO ODODO
delete flash FILENAME
FILENAME O startup-configd 0 OO O OO O Oerase startup-config OO OO0

bootupO O OO OODOOODO
delete bootup-config

startup-configd 0 OO OO0
erase startup-config

flash O O config(bootup-config O )0 O ODOOOOOOO
erase flash

tgzOOOFILENAMEO O O OO tgzO O configO importd 00O 0O
copy WORD flash:FILENAME

O dstd OO0 =flash/startup-config O O O

O0tgzOODOOOOO config-xml
O0tgzOOOOODOO ipsec/sshd 00

g oogo

->[0 flash/startup-config
->0 flash/.ssh/* , flash/.ipsec/*

OOflash/xxxxx OO0 tgzOOODOOOO importd OO0

goooogo
goooooo
goooogo

tgzOOOOO config importd OO O
copy WORD flash:FILENAME
Fflash/XXXX 0O importO O OO

OconfigQlOODOOODOOOOODOOO

O config:

00000000 config(running-config)d O Osave configD OO0 OOOoOOOO

g Sb-initial-configdl SDO OO OOODO initial-config(U O config)D OO OO SDOOOOOOMM

Oinitial-configd FirmwareO OO OO configh O Oethernet 00 OO D OOOO IPODODOODOO
0 192.168.0.254/240 000000000

O CMS-show-config: CMSO O DO O OO OODO show confighD OO configO O OCMSO OO O OODOOO
0oooooooooon

Ostartup-config: 00 0OO0OOO0O configd O OflashO DO OOOOODO

Obootup-config: DOOOOOOOconfigDOODOOOOOOO configDOOflashOODODOOODO

gog

Osystem-config: DO OOOODOO configDOOOOODOODOOODOsystem-config D running-
configO O OoOO
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gboobooobooboboooboobooooboboobooboobobbooboobooobo
gboooboobooobobobooboobobobobooboobobboboobooon
OO0O0D000ONXR-230/COD0O 0O NXR-350/CO0OOOOOOOOO

l.00000000000O0O000O0O

lli000000O0O00O0ODOOoOOoOOoOoDOOoon

goooooboooboobooooboooboobo

O ODOO0OCONFIGODOODOOOKOFU D ODODOOOoooooobooo

U oooboboobooboboobobooobobgn
gobobooobooobgooboobobobobooboobooboboboboobooboon
O0o00ooboOoboooomflash 10000000000 DOOOOODOOOOfIash 20000
gooDooooopDoooOooooOodflash 200000000000 DOOO

U 0ooobobooboobobooboboobo

O NXR-230/CO CONFIGOD O OODOODOOODOOOOODOONKR-350/COCONFIGODOODOOOOODO
O00000ODOOOO0OOODONXR-350/CO CONFIGD D ODODODOOODOODOOOODOObOOoOOODO
gboooobooooooooboobooobotuebbib10bOU0O0O:OD10000O0O:3000
goobooobooboobooobobooboobooon

1.2 0000000000CO0000DOOO0OO0DODOOOO0
gooooooooooooboooooooOoooooo0oooOooOoobOooooDbooooOoDon
oooooooooooo

O CLiODOshow versionO OOOOOOOOODOOOODOOOODOOOOOODOOODODODOOO
O Century Systems NXR-230 Rescue ver 1.0.0 (build 18/14:14 16 11 2011)

O STS2 LEDO OO (m )OO OO

0oooogstTsidoodm M@STSR2000CHO0O00OO

2. 0000000O0ODOOO0OOO
goboobodobooobobooboobooboooboboobobobooboobooboobobo
gboooboooboobobooboobooboboobooboboooboo

R JO0@O00OO00OO0O0O0O00O0O)

O0000oo0O ethoO IPOO0O0OOOO0ODOOCeth00D0O000OOO0OO0ODOOOODODOOOODODO
ooooooog ip address A.B.C.D/M

goooooo no ip address

ooooood interface mode

ooooooo O0ooooooooooooooogoooog
goooooo system boot flash (1]2)
ooooooo global mode

ooooooo TelnetOOOOOOOOOO
oo0oooon telnet-server enable
ooooooao no telnet-server enable

goooooo global mode
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m 0000 (view/exec mode)

gboooogo
gooooogo

goooooo
gboooooo

gboooooo
gooooogo

goooooo
gboooooo

gboooooo
gooooogo

goooobgn
gboooobgo

gboooooo
gooooogo

goooobgn

goooooo
gboooooo

0000000000 o0ooDooooooooooooooooooono
show system boot

O000o0o000oooooooboooooooooo
show version

0000000000000 0000oO0ooOoOooooooo
show version flash (]1]2)

Oo0do0ooooooooooooooooog
show config

goooooooooooooo
show history

O00000000OusBO0OO0O0OoOO0oO0oOoOoOoO0oooOoOoOooOooonn
show diskO

ethOOODO0DOOOO0ODOODOOODODOO

show interface ethernet 0 (|mode)

show interface (|mode)

mdeJO0O0OO0OO0eth0D 00000 OD0OODOOODOODOOO

rescue#show interface ethernet 0 mode

ethernet0
portl Link:down
port2 Link:down
port3 Link:down
portd Link:up

ooooooooooo
show product
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goob0oOoooooooaan

m O00 (view/exec mode)

ogoooogo
ooooooo

oooogooo
gbooogoo

ooooboooussbooooooooboooooooboooooooo
dir disk0

ooooboboboobobogooo

firmware update ssh://user@A.B.C.D/FILENAME (source A.B.C.D|X:X::X:X) flash <1-2>
firmware update ftp://A.B.C.D/FILENAME (source A.B.C.D|X:X::X:X) flash <1-2>
firmware update diskO:FILENAME (source A.B.C.D|X:X::X:X) flash <1-2>

ogoooogo

ogoooogo
oooogooo

ooooooo
gbooogoo

gooogoo
oooogooo

gooobobooboboboboboooboobon

OO0ooooooussO0OO0oOoOoOoOoOoOoOoooOog
eject disk0

OooOooopouss00O0oOOOOoOoOoOoOO
inject disk0

o0ooooooooooon
restart (|system)
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Server0000000D0OOOO0DCOOBRKOOOOOOODOOOOOMOM
gobooooboooboooboomivdaboooobooboobobooboobobboboobooo
gboooogodiipvedOoooooooobooboobooboobooooDoooo
gbobooboobOoborASODO0bOOODOOobOoouoboboooboePPPOlbODDODODO
gbooobobooboobon

m0000000

O L2TP LNSO O OO

OL2TP INSOODODODOO0O dvirtual-template 000000 OO0 OO interface virtual-
template mode 0 O DO OO OODOO

OBRIOOOO

oooooooooDooooooo

m 000000 static route0 00O

O0D0D00000DOOstatic route0 000000000 OODODODOOOOODODOOOOO
oOO0pPOOOODOOODODOO
00000000000 DO00000DDOOstatic route0D 00000O0ORASOOOOODODOO
static routeJ 00000000
ip route A.B.C.D/M ppp <0-4>
oOOpPOOOODOOODODOO
0oooooooooOoIroodooDodoOoobDoo0bDOooDoOond static routed 000000
RASOODODOODOODOOOOIPVAO0000O0DODOOOO static routed 000 O0OOO0OO
Ovirtual-template 0 OO0 0000 OOOOPPPOODDOODOODOOODOOODOODODOOODOOODOO
ogoooo
ip route A.B.C.D/M a.b.c.d
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oO00oooooo

O0D000OD0oOoDOoOmwvaDO00D0O0D000D0ODOaccess-server profile moded OO O0ODO

ooooooo
1

access-server profile 0

ppp username user0l ip 1.1.1.1

!
OipvA0 000000000000 DO000DOODODOAccess-serverd O local ip address
Ovirtval-template 0 IPO 0000000 ODOO0OOODOODOO

oOo0oOoOooOooOowoooao

ORASO O O O interface virtual-template mode O O OO0 IPOOOOODOOOOIPOOOOODO
ood
!
interface virtual-template 0

ip address 10.0.0.1/32
!

oO0OPPPOO IPsecO OO
OVirtual-template OO O OIPsecO0 0 0000DO0OOOODOOO
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gsSipO0dooobDbooobooboowAaNdObDoobooobbooobooboooooogTePh o
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192.168. 0. 1 3TCP 192.168.0.2
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OTCP DODOOUOODOOIWPDOOOODODD listenport OOODOOOO
OOO0O0000 mode tcp ip A.B.C.D port <1-65535>

grce DOoobooboobooboooooboobooobooooboo
OO0O0D0O0O0 tel to NUMBER

Ubooo0ob0 goooobOo#bU0O0bONMERDOODOODODDOODODOOSO 320000

O SIPOOOOOO (ngn-sip server mode)

ooogoTcP oboboooooow ooooooo P00 moooodpert 00O
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gbooboobbooobooboboobbon
OO0O0O0O0O0O tel from NUMBER

000000 DooobOouo#0000O0ONMBER DODOODODODODODODOSO 320000

O TcrO0D0OD0ODOODOOOO

OTCP OO0DO0O0OO0O0OO00ODO0ODO0ODOODODODOOD0DO00O00OO0ODOOoOOooDoDoDOooDOooOooon
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0000000 idle-timeout <10-3600>

OOONeO OO no idle-timeout (0O 0O)

O O O O O idle-timeout 60

00O mode OO ngn-sip client mode, ngn-sip server mode
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Policy Based Routing(PBR)

m Policy Based Routing(PBR)
00000000000000000000000D00000000000000000000000
0000D000000000000D0D0O0000
00000000000000000000000000000000000000 /802.1Q VLAN/O
000/0000 /PPP/WIMAXO OO
OPBROODOOOOOOOOOOOOOOOOOOOOOOOOOO

00DDD0O0000IPve PBRROODOOOOOOOOO0O

gooooooboOoooobo0o0oDooO0o0boOo0OoOoooOobooOoOd ip policy access-list
(global mode) OO ODOODOOOOOOODOO route-map(route-map mode)J OO OO OO

oooooo

Oe I0DD0O00DDDOOUOODOOUOODDOOODDOO

OOoOOOIIPODOODODO src IPO0O0OOD0OODOODOOOOOOOO

OOocDOOIPOODOOO dst IPODO00O0D0O0DO0ODOOODOODOO0O

OOo000O0D0OOO0ODOO 0OOOOO0OO0OOOOO0ODOOOOODOOOOOOOOO
0000o0oooooooooo le0ooooon

CeJ000I0DCOUO0ODDOOODOOOODOOUODOOODOOOOOOOOO

OD0odOOOO

O0oOOOOOOTCP/UDPOOODOODOONO

0 0Oo ICMP code/type

O0o ToSO

oooooooooao

0o O000O0DOODOO
O0oOdbOoooooiIrPonbOO
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O ip local policy route-map
goooooo gooooogopBRODDODOOOODOOOOODOO
WORDO O OO OODO ACLODO ip policy access-list0 00000000 OO0O
goooood ip local policy route-map WORD
0 Omoded O  global mode
goooood
00000000 PBROACLOODOODOOOACLOO source/destination0 00000000000
oo ooobboooooon

O ip policy route-map
gpoooooo 00oodoooooooPBROODOOOOOOODOODOODOO
WORDO OO OOODOACLODO ip policy access-list0 000 0000O0OOO
googoooo ip policy route-map WORD
0 Omoded O interface mode
gpoooooo
000000000000 0ooD0D0b000o000DO0oDO0oDOO0o0OO00O0DO /802.1Q VLAN/O
000 /0000 /PPP/WIMAXD OO

O show ip policy access-list

ggoooon peBRUODODUOOOOOOOODOOOO
goooogno  show ip policy access-list (JWORD)
0 Omoded O  view(exec) mode

O show ip policy route-map

ooooooo OooOoPBRROODOOOOOOODOOOOO
goooood  show ip policy route-map (JWORD)

0 Omoded O  view(exec) mode

O clear ip policy access-list

ggoooon goooepBrROUODOOOOOOODOOOOOOOOOOOLOO
OooOoogno  clear ip policy access-list WORD counter

0 Omoded O  view(exec) mode
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m P2POOOO

OPeer-to-peer0PPO 0O ODOOOOOOODOOOOOODDOOOOODOOOOIDSOIPSOOOOOO
doodobDooooooopPPOld0ddDODODODOO0DOODOOOOOO
goooooppPOOOODDODOOOOOOOOODOO

OWinny(ver2)

OsShare(EX2) OONTOODOOODO

OBitTorrent

m P2PO OO0 action
gpPpPO000D0O0D00D0O0OO0O0OOODO0O0ODOODODOODODactiond0D0ODOOOOOODOODO
O deny oooooooooooo
O log 00ooooDO0ooooooooooooooog
O ulogd[XXX]: p2p-torrent-detect: Message
O ulogd[XXX]: p2p-torrent-detect: Message
O ulogd[XXX]: p2p-torrent-detect: Message
00 Message D OMACO OO /IPODOODOODOODOOO

O
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m 00000000
O ip p2p-detection
OO0ooooOo pPPOOO0OOO0ODCOOOOIPVAOODOOCD
ooooooon ip p2p-detection (any|winny|share|bittorrent) {log|deny}
O O noO O no ip p2p-detection
no ip p2p-detection (winny|share|bittorrent)
ooooood
Oany0 O OOO0OOOOOwinny/share/bittorrent0 0 0000000000 O0OOOOO
Ovi0ooOoooooooooooooooooooooo
000000000000 0ooO00oDo0U0o0oO00oDooUoo0ooDooooDooo0oDooOooon
0000000000000 000000ooo0ooooooooooooooooooog

O show ip p2p-detection
gogooooo pPOO00O0ODOO0OOOOOOODODOO
goooooon show ip p2p-detection

O clear ip p2p-detection counter
ogoooood pePOO00000OOOOOOOOODn
goooooon clear ip p2p-detection counter

m 0000000
gpPO0O00dbObOO0O0OO0OO0OOOOOOOODOODODODODOOOOOOOOODOOODODO
gooOo0oobooooDOoOoOgsBitTorrent 000000000000 O0O0OOODOODbiIttorrent
Uboodany 0000000 OooobDbOOo0oDbOo0oboonbDoo
gobooboooboobobooobooboobobooboboobooboobooPPOOO20000
gobooboooobooobooobooboobooooboboobooboobboobooboooboo
gooooo

m Fast-forwardingD OO OOO

OFast-forwardingD O OO OOOOO0OBitTorrentJ 0 0000PPOOOOOCOOOOCOOODOO
gooooo

572



gooobooon



ooOooooan

goboobooboobooboobooboooboboobooboobboobobboboobon
goobob ooboobooobooboobobooboob"ooboobrobooboobooo
goooobobogn

gooobooboooobooboooboobobooboobooobooon

goobooood

Oe-mail O support@centurysys.co.jp
oood 0 0422-37-8926
O FAX O 0422-55-3373

OOO000 O 10:00 O 17:00 (OODCOOODOOOODOOOODOOO)

00000000 http://www._centurysys.co.jp/

gbooobooboobo
gobobooobooobgooboobobboboobooboobonbooo
goboobobooboboooobobooboboobooobobooboboooobob

gbooobooboobo

gobobooboobgooobooboobooboboboobooboobobobooboobooo
goboboobooboooboooobooobooon

000000000O000000MACOOOO
0000000000 (@)
00000000000000000000000000000000000000000
0D000000000000000000
000000000 000000000000000000000000000000
00o0Oooooo
0000000000000000000000000000000000000
00000000000000000000 IPOO
0000000@MO0000000000O0000O0O000000O0

ooooooo
0000000000000 00ooo00oo0Dooooooooooooooooooon
00000 FQULDO00D00000O0OD0OD0O0O0ooOg
O0O0FutureNetD OO OO0OOO0OO0O0OO0O0ODOOO0OOOOOOOOOOOO
http://www.centurysys.co.jp/support/

gooobooooog
goboo0oboOobooobobOobboobooobosoboboobooo
oboooAcdbbboooooboooobooboooolgooboom
goooooboooobooogooOoboo@WUooOOobUooboooDobooo)yoboooooo
gooobobooboboobobgoobooboboobo
goboobooobooooboboooboobooboo

574



FutureNet NXRO O OO ODODOOOOODO CLIO Ver.5.26.11000

20160 04000
00 OD0oooooooooooogooo
Copyright (O O 2009-2016 Century Systems Co., Ltd. All rights reserved.




	目次
	はじめに 
	第1章　本装置の概要 
	Ⅰ．本装置の特長 
	Ⅱ．各部の名称と機能（NXR-120/C） 
	Ⅲ．各部の名称と機能（NXR-125/CX） 
	Ⅳ．各部の名称と機能（NXR-130/C:ISDNポートなし) 
	Ⅴ．各部の名称と機能（NXR-130/C:ISDNポートあり) 
	Ⅵ．各部の名称と機能（NXR-155/C-WM） 
	Ⅶ．各部の名称と機能（NXR-155/C-XW） 
	Ⅷ．各部の名称と機能（NXR-230/C） 
	Ⅸ．各部の名称と機能（NXR-350/C） 
	Ⅹ．各部の名称と機能（NXR-1200） 
	XI．動作環境 

	第2章　装置の設置 
	Ⅰ．装置の設置に関する注意点 
	Ⅱ．装置の設置（NXR-120/C） 
	Ⅲ．装置の設置（NXR-125/CX） 
	Ⅳ．装置の設置（NXR-130/C） 
	Ⅴ．装置の設置（NXR-155/C-WM） 
	Ⅵ．装置の設置（NXR-155/C-XW） 
	Ⅶ．装置の設置（NXR-230/C） 
	Ⅷ．装置の設置（NXR-350/C） 
	Ⅸ．装置の設置（NXR-1200） 

	第3章　設定方法の概要 
	Ⅰ．本装置へのログイン(CLI) 
	◆本装置へのログイン(Console接続:NXR-120/C) 
	◆本装置へのログイン(Console接続:NXR-125/CX) 
	◆本装置へのログイン(Console接続:NXR-130/C) 
	◆本装置へのログイン(Console接続:NXR-155/C-WM) 
	◆本装置へのログイン(Console接続:NXR-155/C-XW) 
	◆本装置へのログイン(Console接続:NXR-230/C) 
	◆本装置へのログイン(Console接続:NXR-350/C) 
	◆本装置へのログイン(Console接続:NXR-1200) 
	◆本装置へのログイン(Console接続:NXRシリーズ共通) 
	◆本装置へのログイン(Telnet接続) 

	Ⅱ．本装置へのログイン(GUI) 
	Ⅲ．コマンド実行モード 
	Ⅳ．コマンド入力時の補助機能 

	第4章　本装置のモード構造 
	モード構造について 

	第5章　view(exec) mode 
	view(exec) mode 

	第6章　global mode 
	global mode 

	第7章　interface mode 
	interface mode 

	第8章　interface tunnel mode 
	interface tunnel mode 

	第9章　interface ppp mode 
	interface ppp mode 

	第10章　dns mode 
	dns mode 

	第11章　l2tp mode 
	l2tp mode 

	第12章　l2tpv3-tunnel mode 
	l2tpv3 tunnel parameters 

	第13章　l2tpv3-xconnect mode 
	l2tpv3 xconnect parameters 

	第14章　l2tpv3-group mode 
	l2tpv3-group mode 

	第15章　rip mode 
	rip mode 

	第16章　ospf mode 
	ospf mode 

	第17章　bgp mode 
	bgp mode 

	第18章　ntp mode 
	ntp mode 

	第19章　SNMP mode 
	SNMP mode 

	第20章　syslog mode 
	syslog mode 

	第21章　dhcp-server mode 
	dhcp-server mode 

	第22章　dhcp-relay mode 
	dhcp-relay mode 

	第23章　ipsec local policy mode 
	ipsec local policy mode 

	第24章　ipsec isakmp policy mode 
	ipsec isakmp policy mode 

	第25章　ipsec tunnel policy mode 
	ipsec tunnel policy mode 

	第26章　UPnP mode 
	UPnP mode 

	第27章　QoS (class-policy) mode 
	QoS (class-policy) mode 

	第28章　QoS (class-filter) mode 
	QoS (class-filter) mode 

	第29章　CRP client mode 
	CRP client mode 

	第30章　route-map mode 
	route-map mode 

	第31章　Web Authenticate mode 
	Web Authentication mode 

	第32章　WarpLink mode 
	WarpLink mode 

	第33章　Extended track IP reachability mode 
	Netevent拡張機能(ip reachability) 

	第34章　Extended track IPv6 reachability mode 
	Netevent拡張機能(ipv6 reachability) 

	第35章　Monitor-log mode 
	ログ機能 

	第36章　interface WiMAX mode 
	interface WiMAX mode 

	第37章　mail server mode 
	mail server mode 

	第38章　interface bridge mode 
	interface bridge mode 

	第39章　bridge access-list mode 
	bridge access-list mode 

	第40章　DDNS mode 
	DDNS mode 

	第41章　access-server profile mode 
	access-server profile mode 

	第42章　interface virtual-template mode 
	interface virtual-template mode 

	第43章　ngn-sip client mode 
	ngn-sip client mode 

	第44章　ngn-sip server mode 
	ngn-sip server mode 

	第45章　ipv6 dhcp-server mode 
	ipv6 dhcp-server mode 

	第46章　ipv6 dhcp-client mode 
	ipv6 dhcp-client mode 

	第47章　l2tpv3 access-list mode 
	Ⅰ. L2TPv3フィルタリング機能 
	Ⅱ. Root ACL 
	Ⅲ. Layer2 ACL 
	Ⅳ. Extended IP ACL 
	Ⅴ. Extended IPv6 ACL 
	Ⅵ. Extended VLAN ACL 
	Ⅶ. Extended ARP ACL 
	Ⅷ. Extended IEEE802.3 ACL 

	第48章　address-family ipv6 mode 
	address-family ipv6 mode 

	第49章　interface bond mode 
	interface bond mode 

	第50章　interface bond vlan mode 
	interface bond vlan mode 

	付録 A　Packet Traveling 
	Packet Traveling 

	付録 B　Policy based IPsecとRoute based IPsec 
	Ⅰ．Policy based IPsec 
	Ⅱ．Route based IPsec 

	付録 C　IKEv2 Protocol 
	IKEv2 Protocol 

	付録 D　Firmware update 
	Firmware update 

	付録 E　Netevent機能 
	Netevent機能 

	付録 F　VRRP 
	VRRP 

	付録 G　VLAN 
	Ⅰ．VLAN仕様 
	Ⅱ．ポートベースVLAN 
	Ⅲ．マルチプルVLAN 
	Ⅳ．タグVLAN(VLANトランク) 

	付録 H　Configの保存と復帰 
	Ⅰ．Configの保存 
	Ⅱ．Configの復帰 
	Ⅲ．Configの保存形式 
	Ⅳ．INITボタン押下による起動時の制限 

	付録 I　WIN通信モジュール 
	Ⅰ．OTAサービス対応 
	Ⅱ．WIN通信モジュール情報の取得 
	Ⅲ．PPP接続 
	Ⅳ．自動時刻同期 
	Ⅴ．その他 

	付録 J　拡張flash管理仕様およびレスキューファームウェア 
	Ⅰ．拡張flash管理仕様 
	Ⅱ．レスキューファームウェア 

	付録 K　RAS機能 
	RAS機能 

	付録 L　データコネクト 
	データコネクト 

	付録 M　Policy Based Routing(PBR) 
	Policy Based Routing(PBR) 

	付録 N　P2P検出機能について 
	P2P検出機能について 

	付録 O　サポートについて 
	サポートについて 





