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|router rip]router ospf|router bgp|snmp|syslog|upnp)

o show config ipsec
ooooooo IPsecO0000O00DOOOOOOPolicy ID/Tunnel IDOOODOOOOODOOOO
OOOPolicy/TunnelD00000COO0OOO0O0ODOOOOODOO
ooooooo show config ipsec
(] isakmp policy <1-65535>|local policy <1-255>]|tunnel <1-65535>)

o show config 12tpv3
ooooooOo  Lmpry3bo00obooodgoDOodGroup ID/Tunnel 1D/Xconnect IDO OO OOOOO
0000000 Group/Tunnel/Xconnect D0 00O 0OO0OO0OOOOODOOOOODOO
ooooooo show config 12tpv3
(lgroup <1-4095>]tunnel <0-4095>|xconnect <1-4294967295>)

O show config ipv6 dhcp-client

ooooooo ipvé dhcp-client0 0 OO0 OOO0O0O

ooooooo show config ipv6 dhcp-client (JWORD)

ooooooo ipvé dhep-client WORDO OO OO OWORDOD OO O OOODO
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O 50 view(exec) node

view(exec) node

O show ip route
ooooooo oooooooooooooooon
ooooooo show ip route (]bgp]connected]ospf|rip]|static)
show ip route cashe
show ip route database (]bgp]connected|ospf|rip]|static)

O show ipv6 route
ooooood IpPve0 00000000000 ODOOOO
ooooooo show ipv6 route (]connected]|static)

show ipv6 route cache

show ipv6 route database (]connected]|static)

O show ip protocols
doooooooooooooooooooooooooooooon
OO0 OoO0oOOo  show ip protocols (Jospf|rip)

O show ip access-list
gooooooowroooobooooooooon
O0000000D00Oshow ip access-list [IPv4- ACL-NAME]

O show ip access-list
ooooood IPvAO DO O0O0O0o0ooooooog
ooooooo ip access-list IPv4-ACL-NAME (permit]deny) SRC-IP DST-IP
ip access-list IPv4-ACL-NAME (permit]deny) SRC-IP DST-I1P PROTOCOL
ip access-list IPv4-ACL-NAME (permit]deny) SRC-IP DST-IP ICMP
ip access-list IPv4-ACL-NAME (permit]deny) SRC-IP DST-I1P TCP/UDP
ip access-list IPv4-ACL-NAME (permit|deny) SRC-IP DST-IP TCP-OPTIONS

gooogoog
SRC-1P : A.B.C.D | A.B.C.D/M | any | FQDN
DST-IP : ALB.C.D | A.B.C.D/M ] any | FQDN
PROTOCOL : <0-255> : Protocol number
ICMP : icmp | icmp <0-255> > ICMP <ICMP type>
TCP/UDP : tep | udp

> tep | udp <sport:1-65535>|any|range <min:1-65535> <max:1-65535>
<dport:1-65535>]any|range <min:1-65535> <max:1-65535>
TCP-OPTIONS o tcp syn > TCP syn packets
: tcp <sport:1-65535>|any|range <min:1-65535> <max:1-65535>
<dport:1-65535>|any|range <min:1-65535> <max:1-65535> syn

58



O 50 view(exec) node

view(exec) node

O show ip default-gateway
doooooooooooooooooooooooon
0000000 0Oshow ip default-gateway

O show ip (snat]dnat)
goooooo SNAT | DNATO O O OO QOO
o0 oooo show ip (snat]dnat) [NAT-RULE-NAME]

O show (ip]ipv6) connection
oooono oo o Tep/uoPO OO0 listeningD DO OOODO0O
ood 000 show (ip]ipv6) connection

O show ip statistics
o000 oo oooooogiPo TCPOUPO ICMPOODOOOOODODOOOOO
ood 000 show ip statistics

m show ip conntrack

o (iplipv6) conntrack
O000D000D0conntrack tableO OO0 OO0
O0000000D00Oshow (ip]ipve) conntrack

o (iplipv6e) conntrack limit
OoOooooo  session limitOOOOOOdropO0O0OOOO0ODOODOOODOOOOODOOO
ooooooo show (ip]ipv6) conntrack limit

o (ip|ipv6) conntrack invalid-status-drop

ooooooo session invalid-status-drop0 0 000 O drop0 000000 0DO0OOOOODOO
oono

ooooooo show (ip]ipv6) conntrack invalid-status-drop

O show ip spi-Ffilter
ooooooo Skl filterDOOOOOO
ooooooo show ip spi-filter

O show ip upnp

goooood UPnP DO OO0ODODODOOOONATODOOODODOO
00000000000 NATOOOUPRP D000 O0O00oooooooooon

O0oooodano  show ip upnp (access-list]|nat)
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O 50 view(exec) node

view(exec) node

O show ipv6 access-list

gogoogo
gooogooo

ipve0 000000 0O0O0ODOOOO

show ipv6 access-list [IPv6-ACL-NAME]

O show ipv6 access-list

gogooooo
gooogooo

gooogoo
SRC-1PV6
DST-1PV6
PROTOCOL
1CMPV6
TCP/UDP

TCP-OPTIONS

Ipv6eOO0O0O0OO0O0O0O00OOO0O0ODO

ipv6 access-list IPv6-ACL-NAME (permit]deny) SRC-IPV 6 DST-1PV6

ipv6 access-list IPv6-ACL-NAME (permit]deny) SRC-IPV6 DST-1PV6 PROTOCOL
ipv6 access-list IPv6-ACL-NAME (permit]deny) SRC-1PV6 DST-1PV6 ICMPV6

ipv6 access-list IPv6-ACL-NAME (permit]deny) SRC-IPV6 DST-1PV6 TCP/UDP
ipv6 access-list IPv6-ACL-NAME (permit]deny) SRC-IPV6 DST-1PV6 TCP-OPTIONS

TXEXIIXIX | XiXziXiX/M | any | FQDN)
DX DIXEX ] XiXZiXsX/M | any | FQDN)

: <0-255> : Protocol number
: (icmpv6 | icmpv6 <0-255>) : IPv6 ICMPv6 <IPv6 ICMP type>
> (tep | udp)

o (tep | udp) (<sport:1-65535>|any|range <min:1-65535> <max:1-65535>)
(<dport:1-65535>|any|range <min:1-65535> <max:1-65535>)
: tep syn : TCP syn packets
: tep (<sport:1-65535>]any|range <min:1-65535> <max:1-65535>)
(<dport:1-65535>]any|range <min:1-65535> <max:1-65535>) syn

O show ipv6 forwarding

goooooo

IpveO OO OO0OOO0OOon/offDOO0OODOO

0000000 Oshow ipve forwarding

O show ipv6 interface

goooooo
gooogoo

Ipve0 000000000 O0O0DOO00OO

show ipv6 interface (]INTERFACE|brief)

O show ipv6 default-gateway

goooooo

Ipve0 000000000 O00O0O00O0O0

00000000 show ipve default-gateway

O show ipv6 statistics

goooooo
gooogoo

O show ipv6 spi-

gooogooo
gooogooo

IpveO0 00000000000 ooooooDo

show ipv6 statistics

filter
IPv6 SPI filterO OO QO OOO

show ipv6 spi-filter
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O 50 view(exec) node

view(exec) node

O show ipv6 dhcp client pd

ooooooo ipvé dhep-clientO0 00 0O0O0O0OOOOODOO
ooooooo show ipv6 dhcp client pd WORD
ooooooO  worRDOOOprefixUOOOOOOO

O show ipv6 ndp proxy
ooooooo IPv6 NDP proxyd proxy DO OO OO OOOO0O
ooooooo show ipv6 ndp-proxy interface ethernet <0-XX>

O show ipv6 ra proxy
ooooooo IPv6 RA proxy O prefixUO O OO OO
ooooooo show ipv6 ra-proxy interface ethernet <0-XX>

O show ip web-auth access-list
gooooon WebOODOOOOOOODOOO
ooooooo show ip web-auth access-list (JWEBAUTH-ACL-NAME)

O show ntp
Ooooooo NPOOOOOOODOOOOODOOOO
ooooooo show ntp

O show dns
ooooOoog DNSOOOOOOoOoooooo
oo0oooon show dns

O show dhcp

0000000 DbDHPOOOOODOODOOOODOOOOODOO
ooooooo show dhcp lease
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O 50 view(exec) node

view(exec) node

O show syslog

Doooooog  syslogOOOOOCOO

ooooooo show syslog (message|bootlog|maillog) (]l1ine:1-99999) (]reverse)
ooooooo

O00O0OsyslogO0 OO0 0O000D0OO000ODOOO0O0O0OD0OOO0O0O0Oreversed000000000OOO
ooooooo

0o0oooogd monitor0 0000000000000 syslog0 0000000 ODOOO0O

ooooooo show syslog message monitor

oooodood

Omonitor0 0000 syslog0 O 000000 O0ODO0OO0O0ODOODOOODODOOOOODOODOODOO
beginO excludeC include 00 OO0 OOOOODOODOO

oooodood 00oodoooooodnosyslog0 000000
ooooooo show syslog file FILENAME (]line:1-99999) (]reverse)
oooodood gooooooooooooooooon
00 show syslog file diskO:syslog.log
syslogD 000000000000 O0OOsyslog node0 0000000 ODOOODO
00 nxr230(config)#syslog
nxr230(config-syslog)#local file disk0:syslog.log

O show arp
go0oOoOoOoOoOoARPOCODODODDDODO
00000000 0Oshow arp

O show ipv6 neighbors
goooooo 6O 0000000000
O0000000O00Oshow ipve neighbors

O show (diskO|diskl)
O000ooDooooooooooooooooon
0000000 0Oshow (disk0o]diskl)

O show uptime
goooogd gogoboooobobooooobooo
ooooooo show uptime

O show tech-support

ooooooo oooooooogooooboooooo
ooooooo show tech-support
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O 50 view(exec) node

O show memory
goooooo
goooooo

O show process
goooooo
goooooo

O show clock
ooooogo
goooood

O show history
goooooo
goooooo

view(exec) node

odooooooooooon
show memory

oodooooooooooooooooooooo
show process

ooooooooooooooo
show clock

oodooooooooooooooooooooo
show history

O show File systems

gooogog

goooboobgooooobobog

0000000 0Oshow file systems

O show loadavg
gooooon
goooooo

m show 12tp
o show 12tp
ggooogd
goooogad

cPuO0OooOoOoooooooood
show loadavg

L2TP O tunnel/session0 00000000

show 12tp

show 12tp tunnel (]<TunnellD:1-65535>)

show 12tp session (]<TunnellD:1-65535>)

show 12tp session <TunnellD:1-65535> <SessionlD:1-65535>

o show 12tp peer

goooooo
gboobogog

O000 tunnelO0DOO00ODOO address pool DO DO OOOOONO
show 12tp peer <0-1> ip pool
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O 50 view(exec) node

view(exec) node

m show 12tpv3

o show 12tpv3

gogooooo Lethv30 D0 0oooon
ooooooo show 12tpv3

o show 12tpv3 tunnel
ogoooood LT3 0o0o0ooooooooon
ooooooo show 12tpv3 tunnel (|<TID:1-4294967295>) (|detail)

o show 12tpv3 session
ogoooood LT3 0o0oooooooooood
ooooooo show 12tpv3 session (|<SID:1-4294967295>) (|detail)

o show 12tpv3 interface
ogoooood XconnectU OO OO OODODOOOoOooooOnO
ooooooo show 12tpv3 interface (]INTERFACE) (]detail)

o show 12tpv3 fdb
ogoooood L2TPv3 FDBO OO OO OO OO
ooooooo show 12tpv3 fdb (local]forward]|)

o show 12tpv3 fdb interface
OO0o0ooood  XeonnectOOOOOOOORBOOOODOOOOO
ooooooo show 12tpv3 fdb interface INTERFACE (local|forward])

o show 12tpv3 group
ooooooo  mPV3ODoooooooooo
ooooooo show 12tpv3 group (<GID:1-4095>])

o show 12tpv3 peer
ooooooo  mPv3ooooooooo
ooooooo show 12tpv3 peer (A.B.C.D|)

o show 12tpv3 access-list
ooooooo  LLmpry3boodooocdoooogoo
ooooooo show 12tpv3 access-list
show 12tpv3 access-list interface (]INTERFACE)
show 12tpv3 access-list xconnect (]<1-4294967295>)
show 12tpv3 access-list (root|layer2]ip|ipv6]arp|vlan]ieee802-3) (JWORD)
show 12tpv3 access-list detail (root]layer2|vlan) (JWORD)
show 12tpv3 access-list detail root WORD layer2 WORD
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O 50 view(exec) node

view(exec) node

O show interface

gooogog
gboobogog

oo oo

ooooooooooooooooooooooooo

show interface (|mode|power-save)

show interface INTERFACE (|mode]power-save)

show interface bridge <0-4095> (Jall|stp|mac)
(mode|power-save)d ethernet I/FOOOOODOOOOODOOOO

O show route-map

goooooo
gooogog

Route-mapU 0 DO OO OO
show route-map (|detail) (JWORD)

O show class access-list

gboobogog
gooogog

class access-list0D 000000
show class access-list (JWORD)

O show bridge access-list

gboooooo
goooooo

0000 access-list0 000000
show bridge access-list (Jdetail) (]JWORD)

O show ssh-public-key

goooooo
gooogog

O show users
goooogo
ooooooo

NetconfO OO SSHOOOOOODOOOO
show ssh-public-key user netconf

00o0o0o0o0ooooooooooooa
show users

O show debugging

gooboogd
gooboogd
O show vrrp
ggooogd
goooogad
O show ppp

ggooogd

gooogog

oo oo

0ooooooooooo@ON/oOFRHODDOO0oDooooOoooooDoDo@OoDbD
0ooooooooooo)y ooooooo

show debugging (12tpv3|netevent|ppp)

show debugging timer (]<1-5>)

VRRPO O OOOODOOOOODOOO
show vrrp

PPPOCOO0ODOODOOODOOOOODO

show ppp (]<0-4>)

show ppp (]<100-256>)

show ppp <100-256>0 PPP(over L2TP LNS) O OO OO OOOOODOOOOO
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O 50 view(exec) node

view(exec) node

O show pppoe-bridge
PPPOE bridge0 0D DO OOO0OOOODOODOO

gooogog
gboobogog

O show ipsec
gooooon
goooooo

O show ip rip
goooogad
gooboogd

O show ip ospf
ggooogd
gooboogd

O show ip bgp
goooogad
gooboogd

show

pppoe-bridge

IPsecO0O00DOOO0OOOOO

show
show
show
show
show
show
show
show
show

IPsec CA certificates

IPsec certificates

IPsec crls

IPsec policy

IPsec public-keys

IPsec RSA public key

IPsec Security Associations

ipsec ca certificates : Display
ipsec certificates - Display
ipsec crls : Display
ipsec policy - Display
ipsec public-keys : Display
ipsec rsa-pub-key - Display
ipsec sa : Display
ipsec status (]Jtunnel <1-65535>) (]brief)

ipsec status (versionl|version2)

RIPODUOODOODODO

show
show
show

ip rip
ip rip interface (]INTERFACE)
ip rip database

OSPFO L O0OD0OODOODO

show
show
show
show
show
show

ip ospf
ip ospf neighbor (]detail)
ip ospf interface (]INTERFACE)

ip ospf database (]external|summary|network]router|asbr-summary)

ip ospf route
ip ospf virtual-links

PO DO ODOOODOD

show
show
show
show
show
show

ip bgp
ip bgp (A.B.C.D]JA.B.C.D/M)

ip bgp neighbors [JA.B.C.D (advertised-routes]received-routes|routes)]

ip bgp route-map ROUTE-MAP
ip bgp scan
ip bgp summary
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O 50 view(exec) node

view(exec) node

m show mobile
goooooo o000 0000000000000000 b

o0OODOOOOO
ooooooo show mobile (]<0-1>)

Oap
O0Oooooo0 ANOOOOODOOOOO0OO0O000O0O0O0O0O0pppd0O0OCO0OOO0O0COOOO
ooooooo show mobile <0-1> ap

o network-reg-status
oooodood
O0000DO0000oD0obO0o0oDob0oobOooDobOdOppepO 000 O0DOOODODOO
ooooooo show mobile <0-1> network-reg-status
ooooooo nxr230#show mobile 0 network-reg-status
Network Area : 3G

o phone-number
ooooooo OOooobOooooboobooDboOoOoOoDbpppObOOOObODODOOOO
Oo0oo0oogd  show mobile <0-1> phone-number

o signal-level
ooooooo O0000000000000oo00000pep0 00000 OOOOOO
goooooo show mobile <0-1> signal-level
ooooooo nxr230#show mobile 0 signal-level
Signal Level : 3 [Area: 3G]
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O 50 view(exec) node

view(exec) node

O show fast-forwarding

ooooooo Fast-forwardingD OO0 000000 OOO

ooooooo show fast-forwarding

Oo0o0o0b0Ogno 0OFast-forwarding is on OO OO Fast-forwarding is off0 000000000

O show fast-forwarding status

ooooooo Fast-forwardingD OO0 000000000 OOOO

ooooooo show fast-forwarding status

ooooooo

0000 0Fast-forwarding IP forwardingd O OO0 00000
nxr155#show fast-forwarding status
total forward count 644
3s udp 192.168.0.1:63->192.168.10.1:63 count:9 byte:12564 fw4 natp4 src 192.168.1.254:63 [
4s udp 192.168.10.1:63->192.168.1.254:63 count:9 byte:12564 natp4 dst 192.168.0.1:63 fw4 [
oooogrp forwardingO OO OOOOOODOO

00 000Fast-forwarding IPsecC 00 000000
nxrl155#show fast-forwarding status
total forward count 661

7s esp 192.168.1.253->192.168.1.254 count:9 byte:12564 ESP_IN spi:$95e97067 fw4 ad
7s udp 192.168.10.1:63->192.168.0.1:63 count:8 byte:11168 fw4 |
5s udp 192.168.0.1:63->192.168.10.1:63 count:9 byte:13158 fw4 ESP_OUT spi:$44f8bc92 ad

OoooooooooooesPOOOOODOOOOOOOO NP forwardingDOODOOOODDODO ESP
oooooooire forwardingD OO OOOOOODODO
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O 50 view(exec) node

view(exec) node

O show product

gooogooo
gooogooo
goooogo

m show netevent

o track

ooooooo
ooooooo
ooooooo

o action

ooooooo
ooooooo
ooooooo

O show warplink

gooogooo
gooogooo
gogooogo

ooooooooooooooo

show product
OO0000o0oooo00o0o00oo0ooooooooooooooooooogg
00ooooooooooooog

Netevent[] track object(0 0 0 0)0DOODOOOOOODOOOO
show netevent track (]<object id:1-255>) (|detail|brief)
Object IDOODOOODOODOODODO track statusO O OO0 OOO
brief0 0000000000 ODOODOOOO

detail OO0 0O D0O0D0OOD0ODOOODODODOO

Netevent [ track object(D OO0 O)0ODOOOOOO actionO OO ODOO0O
show netevent action (]<object_id:1-255>)
Object IDODODOOOODOOIDOODOODOOODO actiondOODOOO0O

WarpLink ManagerC OO0 OO0 O0O0OO0OOOO
show warplink
00000 320 0WarpLink node0 00000 OO0OO

O show monitor-log

gooogooo
gboooooo
goooogo

O show service

gooobogoo
gooogooo
gooogooo

O show wimax
goooooo
goooood

goooogo
gooogooo

Monitor-logO0 0O OO OO
show monitor-log (reachability]resource)
00000 3500Monitor-log node0 000 O0OO00OOO

O00o00o0o0o0o0oooooooa
show service
oo0o0ooooooobodupbDOOOdownODOOOOGOOd

wivXOOooooooooooooooo
show wimax (]<0-0>)

winvaXO OO OoOOooooooooooooooooooooooooono
show wimax O version
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O 50 view(exec) node

view(exec) node

O show ngn-sip
OoO0oOoOoo0O  NeNsSIPOODOOOO0O0O000
ooooooo show ngn-sip

O show ip dhcp route
0000000 NNODOODHCPVAO OO OO OO static route0 000000
ooooooo show ip dhcp route

O clear ngn-sip call
oooooo00 O0O0O0O0O000000000000
ooooooo clear ngn-sip call <1-99999>

O clock set

ooooooo ocooooooogoo

ooooooo clock set HH:MM:SS Day Month Year

ooooooo 20100120 310120340560 00000000000DO00O00O0DODO0OO
clock set 12:34:56 31 12 2010

O delete
ooooooog goooooooooon
ooooooo delete bootlog O bootlogO O O O
O delete dump OdumpO 00O OO0OO
delete file (diskO:FILENAME]diskl:FILENAME)O (disk0=USBO, disk1=USB1)
delete syslog Osyslogd OO (@ODO)H)O
delete reachability-log (reachability0 00 Qd0)
delete resource-log (resource0 OO 0O 0O)

O save config
ooooooo oooooooooooooog
ooooooo save config

O dir

ogoooooad

goopogooEseo, UsBHOODODODODOODOODODODOODOOODOOOO

OD0O0O0OoD00  dir (Jdisko]diskl)

goooooo usBoO OO ODOOUSB FlashOO OO OOODOOOODOdiskoOOOOOOO
USB1IOOODOODOUSB FlashOOOOOOOODOOOOdisklOOODOOOO

70



O 50 view(exec) node

view(exec) node

| copy
o (bootlog|dump]syslog]reachability-log|resource-log )
ooooooo bootlog, dump, syslog, reachability-log, resource-log0 0000000
ooooooo
copy (bootlog|dump|syslog]reachability-log]|resource-log)
ssh://<user@(A.B.C.DX:X::X:X)>/FILENAME (]source A.B.C.D|X:X::X:X)
copy (bootlog|dump|syslog]reachability-log]|resource-log)
ftp://<A.B.C.D|X:X::X:X>/FILENAME (]source A_.B.C.D|X:X::X:X)
copy (bootlog|dump]syslog]reachability-log]|resource-log)
(diskO:FILENAME |disk1:FILENAME)
ooooooo
Ooooooooooooooooooooon
OssSHOOOOOOOoOoOOo0oooo0ooo0o0oooooooooooooooooooonooooon
(0 ssh://user@A.B.C.D/FILENAMEC 0 0220 000000 00O OO =ssh://user@A.B.C.D:22/FILENAMELT]
- IPv4  ssh://user@A.B.C.D:port/FILENAME
- IPv6  ssh://[user@X:X::X:X]:port/FILENAME

o configDOOOOOO
oo0ooooo 0o000oO0oo0o0oobooobOoooobooooooog
oo0ooooo
copy (config|show-config) ssh://(<user@A.B.C.D|X:X::X:X)>/FILENAME
(Jall) (Jsource A.B.C.D|X:X::X:X)
copy (config|show-config) ftp://<A.B.C.D|X:X::X:X>/FILENAME
(Jall) (Jsource A.B.C.D|X:X::X:X)
copy (config|show-config) (diskO:FILENAME|diskl:FILENAME) (Jall)
oo0ooooo
OallODOOODOOOIMpsecO 00000 configh tgzODODOODODODOOODOODOOODOOODOconfig
O00OxmlO0DO0OO0OD0ODO0O
00000000 show configd D OODOOOOOOOOOOshow-config OOOOOO
oooooooooooooooooooodg
gssHOOODODODOOOOO0O0DO0O00D0DO00D0ooDobOoo0oD0DO0obooDooDoooooDg
(0 ssh://user@A.B.C.D/FILENAMEC 0 0220000000 00O OO =ssh://user@A.B.C.D:22/FILENAMELT]
- IPv4d  ssh://user@A.B.C.D:port/FILENAME
- IPv6  ssh://[user@X:X::X:X]:port/FILENAME
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O 50 view(exec) node

view(exec) node

o configO OO
coooooo OOoOoOooooddocal flashOOOUsSB/CFOOOO)YODOOOOOOO
ooooooo
copy ssh://user@(A.B.C.D|X:X::X:X)/FILENVAE
(startup-config|diskO:FILENAME |disk1:FILENAME) (]source A.B.C.D|X:X::X:X)
copy ftp://(A.B.C.D|X:X::X:X)/FILENAME
(startup-config|diskO:FILENAME |disk1:FILENAME) (]source A.B.C.D|X:X::X:X)
copy (diskO:FILENAME|diskl:FILENAME)
(startup-config|diskO:FILENAME|diskl:FILENAME)
ooooooo
Odisk0 --> disk0O diskl --> disk1 0 O copyd O O Odisk0 <--> disk1 O O copy 0 OO
oooooooOooopooooooooooo
OgssHOOOOoOOOoOoOOoOooooooooooooooooooooooooooogoooooooo
O ssh://user@A.B.C.D/FILENAMEC 0 02200000000 DO O O =ssh://user@A.B.C.D:22/FILENAMET]
- IPv4d  ssh://user@A.B.C.D:port/FILENAME
- IPv6 ssh://[user@X:X::X:X]:port/FILENAME

o sshOOOOOOOOO
ooooooo oooooEews)yooooooooossHooooooooooooo
ooooooo
copy (ssh://<user@(A.B.C.D|X:X::X:X)>/FILENAME)
ssh-public-key user netconf |<0-4> (]source A.B.C.D|X:X::X:X)
copy (ftp://<A.B.C.D|X:X::X:X>/FILENAME)
ssh-public-key user netconf |<0-4> (]source A.B.C.D|X:X::X:X)
copy (diskO:FILENAME]|diskl:FILENAME)
ssh-public-key user netconf |<0-4> (]source A.B.C.D|X:X::X:X)
ooooooo
ooooooooopoooooooooooo
OgssHOOOOoOOOoOoOOoOooooooooooooooooooooooooooogoooooooo
O ssh://user@A.B.C.D/FILENAMEC 0 02200000000 DO O O =ssh://user@A.B.C.D:22/FILENAMELT]
- IPv4d  ssh://user@A.B.C.D:port/FILENAME
- IPv6 ssh://[user@X:X::X:X]:port/FILENAME

o tech-supportd OO

O0O0O0OoOoO0  tech-support0 0000000000 O0ODODO

ooooooo
copy tech-support ssh://<user@(A.B.C.D|X:X::X:X)>/FILENAME (]source A.B.C.D|X:X::X:X)
copy tech-support ftp://<A.B.C.D|X:X::X:X>/FILENAME (]source A.B.C.D|X:X::X:X)
copy tech-support (diskO:FILENAME|diskl1:FILENAME)
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O firmware update
oooodood ooooooooooooooooog
oooooog
firmware update ssh://<user@(A.B.C.D|X:X::X:X)>/FILENAME (]source A.B.C.D|X:X::X:X)
O firmware update ftp://<A.B.C.D|X:X::X:X>/FILENAME (]source A.B.C.D|X:X::X:X)
firmware update (diskO:FILENAME]diskl:FILENAME)
oooooog
gooooooooooooooooooog
gssHOOOOODOOO0OO0O0DOO0DOO0O0D00DO0bO0o0DO0bOoo0DoooDOoooDooDobooODO
(0 ssh://user@A.B.C.D/FILENAMEC 0 0220000000 00O OO =ssh://user@A.B.C.D:22/FILENAMELT]
- IPv4d  ssh://user@A.B.C.D:port/FILENAME
- IPv6  ssh://[user@X:X::X:X]:port/FILENAME
Jooo0oboooooDoooooDoboooooDoboo0ooD0obO0oobD0oDODOobOoo0DOoDOoDO
00000000000 00000000M 00 E:Firmvare updateD 0000000000

O restart
ooooooo goooooooooooon
ooooooog restart bgp (BePOOOOOOOODOOO)

restart dhcp-relay (HCPO DO ODODODOODOODOO)
restart dhcp-server (HCPO O D OODODOOO)

restart dns oNsOOoooooooooo)
restart http-server (HTTPOODODODODOOO)
restart ipsec (lPpsecO0 00 O00DOOO0OODO)
restart 12tp (LeTPv200000000000)
restart 12tpv3 (L2TPv30 0 0000DOOOoOoO)

restart monitor-log (Monitor-log0 0 OO OOO0OOONO)
restart netconf-server (NetconfO O OO O OO OOO)

restart ngn-sip (NGN SIPOO0OO0ODODOOOOO)
restart ntp (NTPOCOOODOOODOOOO)
restart ospf OSPFODOODOOODODOO)
restart rip RIPOCOOODOOODOODO)
restart snmp (S\wPODOODOOODODOO)
restart ssh-server (SsHOOooooooano)
restart syslog (SyslogD OO OOO0DOOOOO)
restart system @goooooooono)

restart telnet-server (TelnetO OO OOOOOOO)
restart upnp (UPpnPO D OODOOODOOODO)
restart vrrp (VRRPO D OODOOODOODODO)
restart warplink (WarpLinkO OO OOOOOOOOOO)

restart waplink send-config (WarpLink ManagerOO O OO configO OO OOO)

O configure
goooood gooDoooooooooobOglobal nodeD OO OOOOO
oooooon configure terminal
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m  dump
goooogad

ob obooo

o dump
ooooooo
OO0 Ooooog

o dump filter
ooooooo

o dump pcap
ooooooo

NXROOOOODOOOOOdumpOOODOOOOO0OODOdumpOOOOOODOOOO
(s chHOODDOODOOOssHOOODODOoOOoooOoOooooooooooooo
OOOdumpOOCRMMOODOOOODOODOUSEROODOOOOODOOOOODO memoryd
cooooooooooooooobooooobooooo

00000000000 0Odfast-forwawding O disable(no fast-forwarding enable)
oooooooo

dump interface INTERFACE
INTERFACED DO O 0D0OO0O0D0OOO
[ethernet <0-2> (|vid<vlan_id:1-4094>) | ppp <0-4> | tunnel <1-255>]

dump interface INTERFACE filter (ssh|telnet]tcp880)

dump interface INTERFACE pcap count <1-99999> (size <64-1518>|)

O clear 12tpv3 fdb
L2TPv30 FDBO DO OO0 O0O0OOOoOod

goooooo
goobogog

clear
clear
clear
clear
clear

(filter {ssh|telnet|tcp880}])

12tpv3 fdb (0ooorBOODODOODOO)
12tpv3 fdb local ethernet <0-2> (|vid <1-4094>)
12tpv3 fdb forward

12tpv3 fdb forward <gid:1-65535>

12tpv3 fdb forward ethernet <0-2> (Jvid <1-4094>)

O clear 12tpv3 counter
LT3 0o0o0ooooooooon

goooooo
goobogog

clear
clear
clear
clear
clear

12tpv3 counter ethernet <0-2> (]Jvid <1-4094>)
12tpv3 counter peer

12tpv3 counter peer A.B.C.D

12tpv3 counter session <session-id:1-4294967295>
12tpv3 counter tunnel <tunnel-id:1-4294967295>

O clear 12tpv3 counter access-list
Ltpv3iiD0o0ooooooooooooooood

goooooo

clear
clear
clear
clear
clear

12tpv3 counter access-list

12tpv3 counter access-list interface (]INTERFACE )

12tpv3 counter access-list xconnect (]|<1-4294967295>)

12tpv3 counter access-list (root]layer2]ip|ipv6]arp]vlan]ieee802-3) (|JWORD)
12tpv3 counter access-list detail (root]layer2|vlan) (JWORD)
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O clear 12tpv3 tunnel
OO0ooooOo QoOoOOoimooodoooo modooodLezTA3ddnooooooog
OO00oo0oogd  clear 12tpv3 tunnel <tunnel-id:1-4294967295> <session-id:1-4294967295>

O clear 12tpv3 remote-id
ooooooo OOoooooimooooogLre3dnooooon
OO0o0doog  clear 12tpv3 remote-id <remote-id:A_B.C.D>

O clear 12tpv3 group
OO0oOoooo QoooimooogogoLertv3a0doood
OO0o0doogd  clear 12tpv3 group <group-id:1-65535>

m clear ip bgp
ooooood
geepO 0O 0ODOOODODOOODOO
OePO0 000000 DDOOODOOOODOOODODOOOBRGPOODOODOOOOODOOOOODOOO
oono
- soft outJ OO0
PO 0D ODOO00ODODO0ODODO0ODODOO0ODOOmBPOOODOODOOODOODOOOOON
0000000O0soft outD 000000000000 DOOODDOOBGP neighbord UPDATED OO O
oooooooo
- soft inOO0OO
BGP neighbor (0 ROUTE-REFRESHO OO0 O 00O OO Oneighbor0 00O BCPO OO OOOODOODODO
ROUTE-REFRESHO OO0 OO O0OO0OODOOOOOOUPATED DO OOODODOOOOODOOODODOO
- hard0 00D
BGPO TCPO OO UODOUODOODOOOneighbor0 000 OO O Okeepalived holdtimeOD OO O OO
0ooodoooooooooooooboooooooDoooooooooboooDoonoon
0000000O0ooooOOosoft (injout)d 0O OO0OOO

o bgp *
oooooogd  clear ip bgp *
clear ip bgp * soft (in]out)
ocoooooo OOO0Opeer00000000D0O0O0O0ODOOO

o bgp <AS:1-65535>
ooooooo clear ip bgp <AS:1-65535>

clear ip bgp <AS:1-65535> soft (injout)
OO0OoOoooo ASsOOO00O0OOoOoOdOoOoOOoOOoDOoOOoOoOoDoOod

o bhgp A.B.C.D
Oooo0oogd  clear ip bgp A.B.C.D
clear ip bgp A.B.C.D soft (in]out)
0000000 NeighborO 1PO000000000000OOOOOOOOOOO
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O clear arp
00ooooog APOOOOODOOCOOODOO
0oooood  clear arp A.B.C.D

O clear ipv6 neighbors
ooooooo IPv60 00000000000
O0O00O0oogd  clear ipvé neighbors X:X::X:X ethernet <0-2>
clear ipv6 neighbors X:X::X:X ethernet <0-2> vid <1-4094>
clear ipv6 neighbors X:X::X:X ethernet <0-2> vid <1-4094> <id:1-255>

O clear ppp
goooooo gogoprPPPOOOOOODODOOOOO
0000000  clear ppp <0-4>

O clear 12tp
00000o0o0oooolwRPO0O0O0OOOooOOooon
000000000 clear 12tp

O clear ipsec tunnel
0O0o0oooog oOOdoOlrksec tunnelODOOOOODO
O0O00oO0oogd  clear ipsec tunnel <tunnel_policy:1-65535>

O clear ipsec state
0000000 OOO00IIPsec stated 0O OO0OO
0000000  clear ipsec state <state number:1-4294967295>

O clear wimax
ogooooo WinvaXOOQoooooogo
Ooo0ooooo clear wimax <0-0>

O clear ip route cache
ooooooo IPO0000000O0O0OOOOOOO
0O00oO0oogd  clear ip route cache

O clear ip access-list ACL-NAME fqdn

0000000 FNOOO access-list0 0000000
0O00oO0Dood  clear ip access-list ACL-NAME fgdn
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O clear ipv6 route cache
goooooo IPv60 00 0000000000000
ooooooo clear ipv6 route cache

O clear ipv6 access-list ACL-NAME fqdn
0000000 FNOOO access-list0 0000000
ooooooo clear ipv6 access-list ACL-NAME fqdn

O clear ssh-public-key
ooooooo  ssHooooooooooo
ooooooo clear ssh-public-key user netconf <0-0>

O clear dns cache
oooooog DNS cacheD OO OO OOO
ooooooa clear dns cache

O clear mobile <0-2>
ooooooo goooboooooboooooboboooooog
ooooooa clear mobile <0-2>

O clear ppp <0-4> mobile limitation

ooooooo  mobileDOOODOOOO

ooooooo clear ppp <0-4> mobile limitation

ooooooo

Omobile limit (reconnect|time)J 000000000 0OODOOOOO0ODOODODOOOOOmobile
limit (reconnect|time)0 0000000000 OCO0O0ODOOO0NOOOOOOOOODOOOOO
oooo

O clear netevent counter track <1-255>
OOOO0o0O0O0  neteeentCDO000D0O0OOOO0DOOO
ooooooo clear netevent counter track <object_id:1-255>
ooooooo
[ show netevent track <1-255> detail 0 OO O OO History counter0 00000000

O clear route-map
ooooooo route-map 0 0 O O (packet/byte OO0 D OO OO OOOOOOO
ooooooo clear route-map <NAME> counter

O clear class access-list

ooooooo class access-list0 000 (packet/byte0 0 00O O0)DOOOOOOO
ooooooaod clear access-list <NAME> counter
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m terminal

o length

oo0ooooo ooooopooooooooono

OO0bOooog  terminal length <0-512>

oo 0O oo terminal no length

0000000 o0OoODOoDOOoOoOObDOoO0OoOooDOooOOoOooooooog

o width

oo0ooooo ooooopooooooooono
gooooon terminal width <40-180>

oo 0O oo terminal no width (= terminal width 80)

m connect

o connect ppp

oooooog PPPOOOOCODOODOOOPPODODOOOODOODOOODODOO
ooooooo connect ppp <0-4>

o reconnect ppp
ooooooboo ppPOOOO0O0DCOOOOPPOOOOOOOOOOOOODOOOO
oobooooo reconnect ppp <0-4>

o connect 12tp
ggooogd L2tPO000O0O0ooOooog
ooooooo connect 12tp

o connect 12tpv3
ooooooo  Letpv300O00O0O0O0O0OO0O0O
OO00OO0O0O00  connect 12tpv3 ethernet <0-2> (JA.B.C.D)
connect 12tpv3 ethernet <0-2> vid <1-4094> (]A.B.C.D)
goooooo A.B.C.DUO [JRemote Router-ID[ O[O

o connect ipsec
goooogod IPsecO0 0 0000O0OOOOIPsecU 000D ODOOOOonDODOOn
ooooooo connect ipsec <1-65535>

o connect wimax
ooooooo WiMAXO O OoOQoooooo
Oooo0oooad connect wimax <0-0>

O disconnect

goooooo ogoooooooobooooooo

ooooooog disconnect console (
disconnect vty <VTY line_number:0-10> (

console CLIDOODOOOOOOOD
SSH/TelnetO OO OO OOODOOCOD
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O format
ooooooo oooooooogooooboboooooon
ooooooo format (diskO|diskl)

O eject
ooooooo oooooooogooooboboooooon
ooooooo eject (diskO|diskl)

O inject
coooooDo oooooooogoooooogoo
ooooooo eject (diskO|diskl)

O ping
Oo0ooooo  pingDO0OOD0OOO
Ooodoooo  ping ip (A.B.C.D | FQDN)
ping ipv6 (X:X::X:X | FQDN)
ooooooo OO0O00oo00pingUOI0OD0OOOO0OOOOOO0OOOOO0ODOOOODOOO

nxrl120#ping oooooooooo
Protocol [ip]: O ip|ipv6

Target IP address: OA.B.C.D|X:X::X:X]FQDN
Repeat count [5]: [0 1-2147483647

Datagram size [100]: [0 36-18024

Interval in seconds [1]: 0J0-10

Extended commands [n]: On(pingDO0O)y(OOODOOODOODOOODOO)
00 Source address or interface: O A_B.C.D|X:Xz:X:X] INTERFACE
O Type of service [0x0]: [0 Ox00-0xff

(0 Set DF bit in IP header? [no]: 0O no]yes

(0 Data pattern [OxABCD]: [0 0x0000-0Oxffff

O traceroute
goooogad tracerouteJ O OO OO0
ooooooo traceroute (icmp|icmpv6) (A.B.C.D|FQDN)
traceroute (ip]ipv6) (A.B.C.D|FQDN)
oooooog D000000traceroute 00000000000 DOODOODOOODOODOOODOO

nxrl20#traceroute gooboooooog
Protocol [ip]: O ip|ipve

Target IP address: OA_B.C.D|X:Xz:X:X]FQDN
Source address: OA.B.C.D|X:X::X:X
Numeric display [n]: Only

Timeout in seconds [2]: 0 0-3600

Probe count [3]: [0 1-65535

Maximum time to live [30]: 0 1-255

Port Number [33434]: [0 1025-65535
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O ssh
OO0o0ooog  ssHOoOooOoooDoDbOo
ooooooo
ssh (iplipve) (A.B.C.D|X:X::X:X]FQDN) user USERNAME [(source A.B.C.D|X:X::X:X)]
ssh (ip|ipv6e) (A.B.C.D|X:X::X:X]FQDN) user USERNAME version 1
[cipher (3des|blowfish]des)] [(source A.B.C.D|X:X::X:X)]
ssh (iplipv6e) (A.B.C.D|X:X::X:X]FQDN) user USERNAME version 2
[cipher (3des-chc|aesl128-chc|aesl128-ctr|aesl92-chc
|aes192-ctr|aes256-chc|aes256-ctr|arcfour|arcfourl28|arcfour256
|blowfish-cbc|castl128-cbc)] [(source A.B.C.D|X:X::X:X)]
ooooooo odoDooooooooooooooooon

O telnet

ogoooooo TelnetOOOOOOOOO

0000000  telnet (A.B.C.DJX:X:X:X::X|FQDN) [source (A.B.C.D|X:X::X:X)]
ogoooooad goooooooooobooodooood

O logout
ooooooo cuoooogoooogd
ooooooo logout

O get system statistics cpu

goooooo
gcrubobooooOoOooobOoooooboboooooboboog
go0000o0ooOoUdUoDooOoO0OoogoooOoUOooDoOo0UooDogecPIODODOUODODODOODOUODOO
coooooooooocPuooooboooobbooooobooo

onoooooo get system statistics cpu <interval(sec):1-86400> <count([] ):1-65535>

O O 0 oObooooooooooo

nxrl20#get system statistics cpu 1 5

14:20:02 %CPU %user %nice  Y%system %idle  %iowait
14:20:03 22.00 17.00 0.00 5.00 78.00 0.00
14:20:04 23.00 11.00 0.00 11.00 77.00 0.00
14:20:05 100.00 65.00 0.00 35.00 0.00 0.00
14:20:06 4.95 3.96 0.00 0.00 95.05 0.00
14:20:07 0.00 0.00 0.00 0.00 100.00 0.00
AVERAGE 29.99 19.39 0.00 10.20 70.01 0.00

O reset
ooooooo JdoodooowimaXXODOooDoDoooooooooooooo
ooooooo reset mobile <0-2>

reset wimax <0-0>
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® debug/undebug

o l12tpv3

oooooo0O LIP30 0000000000000

ooooooo debug 12tpv3 (Jall]error|session]tunnel)

O No 0O  undebug I12tpv3 (Jall]error|session|tunne)0 (= 0000000000 O0O00O0OD

o netevent

O0O0oOooo  NeteventOOOOODOOOOODDOO

0000000  debug netevent (Jaction]all]error]|track)

O No O  undebug netevent (Jaction]all]error|track)J (= OO O0OO0O0OOOOODOOOCOD

© ppp
goooooo pPPOOODOO0ODODOOODOOO

OO00OO00OO00d  debug ppp
O No 0 undebug ppp0 (= OO DODOOODOODOOODOOOD

o timer
goooood timerd timeout DO OO0 OO0 coommand D OO0 O 0O OO
oooooog debug timer <1-5> <5-86400> interface ethernet <0-2> (shutdown|no shutdown)
debug timer <1-5> <5-86400> interface ppp <0-4> (connect]clear]|reconnect)
O No O  undebug timer <1-5>0 0000 IDODO0O0DOOOOODOOOOOOOD
ooooooo
O interface ethernet <0-2> shutdown/no shutdown timer OO timeout OO O O configuration mode O OO0 O
OO00OUSEROOOOOODODOO0O0O0oO0DoO00oooooooooonoooooooon
cmd-timer: cmd-id 1 start
cmd-timer: cmd-id 1 error(VTY configuration is locked by other vty)
000o0000o0oooooDoooooooooooooogn
cmd-timer: cmd-id 1 start
cmd-timer: cmd-id 1 finished
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O show flash
oooooon flashOO configD OO0 OOOOOOOXMLODOODO I
ooooooo show flash FILENAME xml

O show version
oooooog Jd00d0o0o0ooooooooooooon
goooooo show version

show version flash (]<1-2>) ONXR-230/CO 00O

O erase flash
gooooog goooooooooooooooo
ooooooa erase flash

O delete flash
gooooog goooooooooooboboooooooooobooooo
ooooooo delete flash FILENAME

O delete bootup-config
goooooo bootup-configl DD OO OO0 O configD OO OOOOODOODO
ooooooo delete bootup-config

O copy config startup-config

ooooooo config O startup-configD 00O 0000

ooooooo copy config startup-config (Jall)

ooooooo

OallO0OO00O0O00OOOconfigd O startup-configD OO O O0O0OO

JallO0O00O0OOconfig/sshd ZipsecO O OO OO0 flashO DO OO OODO (save configh OO O0)0

O show temper
ooooood 0000000000000 000000O0NXR-230/CO0O [T
Oooooogd  show temper
gooooood nxr230#show temper
status : normal
degrees: 61.5

O get system statistics
Oo0o0oOooO CcPuODOCPUOOOOOODODOOONXR-230/CO 0O
OO00OO0000  get system statistics cpu <interval:1-86400> <count:1-65535>
get system statistics (cpuO]cpul]cpu-all) <interval:1-86400> <count:1-65535>
0000000 OOO0O0O0OO0O0OO0OO000O0O0O00000000D0000000000
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O show memory ecc

0000000 OO0OECCO0000D0O0O0O0D0ODOO000D0DOO0OOONXR-350/CO0OMM

ooooooo show memory ecc

ooooooo
decco00oooi0Do0oduoooooooooooooooooo200000000000
Oo00DoO00O0ooDoooooo
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O OO0 command

nxr130#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#

= show

o show config

ooooooo running-config(C O OO ODOOODOO)OOOOODOO
oooooog show config (|xml)

o show startup-config

oooogooo startup-config(flashO O OO OO OOOOOO0)dDOODOOO
OO00OO0O0Ood  show startup-config xml

O0O0oooo  startup-configD OO OOXMLODOOOODOOOOOO

O hostname

oo0ooooo 0o0oo0ooooooooooo

ooooooo hostname HOSTNAME

ooooooo 0o0o0oooooooooooooooooon
nxr130(config)#hostname NXRO1
NXRO1(config)#

85



0O 60 global node

global node

O fast-forwarding
ooooooo fast forwardingOD O OO OO0 .

ooooooo fast-forwarding enable oooo
oo 0O oo no fast-forwarding enable O OO0
O no O no fast-forwarding enable
oooodood
00000o0ob0o0oDooooooogofast-forwardingd 00000000
- Layer4 TCP/UDP/ESP
- Layer3 IPv4

- Layer2 Ethernet(VLAN/PPPOE ) O O O
000000 0oo0ob0o0oD0ooDoooOooO fast-forwardingD OO O0O0O0O
IPOO0O0OODOO0OOOOOOO0OONROODOOOOOODOOO
EthernetD 0O OODODO/0000000000O
IPvaO0 O 00 20000000000000000000000DO00DO00O0O0
0000000000000 0000000000000O00D0DO00ODOO0TCP SYNO FINO D
0ooodooooooooooooooooooooooFrFPODODOOODOSIPODOOODOODOO
00000Doodo fast-forwardingO OO OO OO
- IPO00OD00ODO0O0ODOODOOODOODOO
- 0000000000000 QeSO 00000 Ofast-forwardingD OO O00OD0O0ODOOOO
-WiMAXDODOODODODOOoOo wpPoOoDOoOooooOoo0OOod-fast-forwardingd OO0 000
O fast-forwarding 0O O O L2TPv3 fast-forwarding OO0 00000000 OOOOOOOOO

O NXR-120 NXR-125 NXR-130 NXR-155 NXR-1200
fast-forwarding 16,383 65,533
L2TPv3 fast-forwarding 16,192 62,462

- fast-forwarding 000000000000 DOO0OOOODOfast-forwarding OO0OOOOO0OO
oooooo

- fast-forwarding 0O L2TPv3 fast-forwarding 000000000000 DOO0OOOOOOOOO
oooooOoOo0ooOoooboOooo0O0O0ne,3830NXR-1200 DO OO DO65,5330 00000
ocooooogd

- L2TPv3 fast-forwarding O 0O 0O O 0O Oglobal node O 12tpv3 fast-forwarding OO OO0 OO
ooooooo
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m ip access-list
Access-List(ACL)O O O OO IPv4 packetO filteringO O OO D OO0OOODOOOOFilteringDO0O0O
OO0 matchO OO matchO O actionO OO0 OO0O0OOOO
o matchO O
IPv4 source address/netmask
IPv4 destination address/netmask
Protocol (O OO protocol D O OO O OO protocol D OO 0O)
Source port(TCP,UDPO O OO ODOOO)
Destination port(TCP,UDPO OO OO OO O)
TCP syn
icmp type/code 0 O (icmpO O OO O)
source mac address
o matchO O OO

permit 00000 packetd OO accept OO OO
deny 00000000 packetO OO dropd 0000
ooooooo

o ip/protocol

ip access-list ACL-NAME (permit]deny)
<source:>(any|A.B.C.D/M]A.B.C.D|FQDN) <destination:>(any|A.B.C.D/M]A.B.C.D]FQDN)
(|<protocol :0-255>]icmp|tcpjudp) (Imac HH:HH:HH:HH:HH:HH) [log]

o icmp

ip access-list ACL-NAME (permit]deny)
<source:>(any|A.B.C.D/M]A.B.C.D|FQDN) <destination:>(any|A.B.C.D/M]A.B.C.D]FQDN)
icmp (Jtype code) (|mac HH:HH:HH:HH:HH:HH) [log]

o tcp/udp

ip access-list ACL-NAME (permit]deny)
<source:>(any|A.B.C.D/M]A.B.C.D|FQDN) <destination:>(any|A.B.C.D/M]A.B.C.D|FQDN)
(tcpjudp) [(<sport:1-65535>]any|range <min:1-65535> <max:1-65535>)
(<dport:1-65535>]any|range <min:1-65535> <max:1-65535>)] (|mac HH:HH:HH:HH:HH:HH) [log]

o TCP option

ip access-list ACL-NAME (permit]deny)
<source:>(any|A.B.C.D/M]JA.B.C.D|FQDN) <destination:>(any|A.B.C.D/M]JA.B.C.D]FQDN)
tep [(<sport:1-65535>]any|range <min:1-65535> <max:1-65535>)
(<dport:1-65535>]any|range <min:1-65535> <max:1-65535>)] (]syn)
(Imac HH:HH:HH:HH:HH:HH) [log]

o negate
no ip access-list ACL-NAME
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O 60 global node

global node

m ip access-list (0 0O)

ooooooo

OIPv4D IPv6O ACLOODO tableDO OO OOOOOOACL-NAMED OO DODODOOODO
O0000ACLODODOODODO I p access-group 0 0 0O O (interface/tunnel/ppp node 0 0 0 )0 O
ACLO0O0O0O0000oo0ooooooood

Olog0 000000000 DOOOOOOsyslognode0 0000000000000 O0O0OOOOO
O000000O0O0OOsyslogOO0OOO0OO0O0100000000 loggOD0O0O0OOO0DI0000000
O0ALOO0O000000000OOoOo0oOoOo0o00o0o0o0o0o0oooooooooooooooon
oooooooooooogd
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0O 60 global node

global node

m ipv6 access-list
Access-List(ACL)O O O OO IPv6 PacketO FilteringD OO O OO OOFilteringD 00O O OO match
O00matchO O actionO0 000000000
o match 0O
IPv6 source address/prefix length
IPv6 destination address/prefix length
Protocol (0 OO protocol D OO0 OO0 protocol DO O 0O)
Source port(TCP,UDPO O OO OO ONO)
Destination port(TCP,UDPO DO OO O OO O)
TCP syn
icmpv6 type/code 00 (icmpv6e O OO0 0O)
o matchO O QOO

permit 00000 packetd OO acceptd O O OO
deny 00000000 packetO OO dropOd0 0 OO0
ooooooo

o ip/protocol

ipv6 access-list ACL-NAME (permit]deny)
<source:>(any | X:X: i X:X/M]X: Xz :X:X|FQDN) <destination:>(any|X:X: :X:X/M|X:X: - X:X]|FQDN)
(]<protocol :0-255>]icmpv6|tcpjudp) (|mac HH:HH:HH:HH:HH:HH) [log]

o icmpv6

ipv6 access-list ACL-NAME (permit]deny)
<source:>(any | X: Xz :X:X/M]X:Xz:X:X]FQDN) <destination:>(any|X:X::X:X/M|X:Xz:X:X]FQDN)
icmpvb (|type code) (|mac HH:HH:HH:HH:HH:HH) [log]

o tcp/udp

ipv6 access-list ACL-NAME (permit]deny)
<source:>(any | X:X: i X:X/M]X: Xz :X:X]FQDN) <destination:>(any|X:X: :X:X/M]X: Xz :X:X]FQDN)
(tcpludp) [(<sport:1-65535>]any|range <min:1-65535> <max:1-65535>)
(<dport:1-65535>|any|range <min:1-65535> <max:1-65535>)] (|mac HH:HH:HH:HH:HH:HH) [log]

o TCP option

ipv6 access-list ACL-NAME (permit]deny)
<source:>(any | X:X: i X:X/M]X: Xz :X:X]FQDN) <destination:>(any|X:X: :X:X/M|X:X::X:X]FQDN)
tep [(<sport:1-65535>]any|range <min:1-65535> <max:1-65535>)
(<dport:1-65535>]any|range <min:1-65535> <max:1-65535>)] (]syn)
(Jmac HH:HH:HH:HH:HH:HH) [log]

o negate
no ipvé access-list ACL-NAME
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O 60 global node

global node

m ipv6 access-list (0 0O)

ooooooo

OIPv4T IPv6 0 ACLO DD table D0 DD ODOOOOACL-NAWMEDO OO DO ODOOO
O0000ACLODODOODOD ipve access-group O O 0 O (interface/tunnel/ppp node 0 0 0)
O0ACLODDDODODODODODODODODODODODODOOD

Olog0 000000000 OOOOOOsyslognode0 0000000000000 O0O0OOOOO
O0000000000syslog0000000100000000 lggO0O00O0O0OI0000000
O0ACLO00000000000000000000000000000000000O0O0O0O0O0O
0000000000000 0
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0O 60 global node

global node

O ip route access-list
ooooood
route-map 0 matchO O OO0 match ip address0 000000000000 DOOOOOOOOOOOOO
BGPO O D ODOUOODOset0 000D ODOOODODOOOODOODOOODOBGPO distribute-list
gopoooooooooooooboooooo
ooooooo ip route access-list ACL-NAME (permit]deny) A.B.C.D/M (]exact-match)

ip route access-list ACL-NAME (permit]deny) any
O no | no ip route access-list ACL-NAME (permit]deny) A.B.C.D/M (]exact-match)

no ip route access-list ACL-NAME (permit|deny) any
oo oo
exact-matchO O OO O0OO0OO0OprefixOOMODODOODODODOODOODOOOexact-matchO OO OO0 O0O0
O0prefixDOMOO WO 32)DOoDOooooooog
0.0.0.0/0 exact-match [0 0 default route(0.0.0.0/0)0 0 0 00O [00.0.0.0/0(exact-match O 00 ) O any
oooooo
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O 60 global node

global node

m ip (snat|dnat)

OO0o0oog  NATOODOOODOOODOOOo

ooooooo

o 1ip

ip (snat]dnat) NAT-NAME ip
<src:>(any]A.B.C.D/MJA.B.C.D) <dst:>(any|A.B.C.D/M]A.B.C.D)
<to:A.B.C.D> (|to-end:E.F.G.H)

o TCP/IP

ip (snat]dnat) NAT-NAME (tcp|udp)
<src:>(any|A.B.C.D/MJA.B.C.D) (]<sport:1-65535>]any|range <min:1-65535> <max:1-65535>)
<dst:>(any]A.B.C.D/MJA.B.C.D) (]<dport:1-65535>]any|range <min:1-65535> <max:1-65535>)
<to:A.B.C.D> [(Jto-end:E.F.G.H) (]<port:1-65535>|range <min:1-65535> <max:1-65535>)]

o protocol
ip (snat]dnat) NAT-NAME <protocol:0-255>
<src:>(any|A.B.C.D/MJA.B.C.D) <dst:>(any|A.B.C.D/M]JA.B.C.D) <to:A.B.C.D> (|to-end:E.F.G.H)
goooooo protocol DO O udp/tep0 00O 000 portD 00 0OO0OOOO
00000 udp/tep0 00 O0OOODOO)

o static
ip (snat]dnat) NAT-NAME ip
<src:>(any|A.B.C.D/M]JA.B.C.D) <dst:>(any|A.B.C.D/M]A.B.C.D) static <to:>A.B.C.D/M

o negate
no ip (snat]dnat)

ooooooo
o snatd0 000 : Private IPO OO0 (192.168.0.0/24)0 Global 1IP(1.1.1. )00 000O00O0OOOO
ip snat test ip 192.168.0.0/24 any 1.1.1.1

odsnatD O O0O: 1.1.1.1:800 0000000 192.168.1.1:8800 000000
ip dnat test tcp any any 1.1.1.1 80 192.168.1.1 880

o static snatd0 0O 0O:
ip snat test ip 192.168.0.0/24 192.168.10.0/24 static 192.168.10.0/24
00000192.168.0.24500 0 192.168.10.2470 0000 0000O0OSNATO OO src IPO OO
(192.168.0.245 - 192.168.10.245)0 000 O
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0O 60 global node

global node

m system (snat]dnat)

goooooo system snatsystem dnatO0 0 OO0 000
ooogooog

o system (snat]dnat)
system snat SNAT-NAME
system dnat DNAT-NAME

o negate
no system (shat]dnat)
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O 60 global node

global node

m ip web-auth access-list

ogoooooad

WebO O fFilterOOOOOODOOODOOO hostO networkO interface 00 OO0 OWebO OO OO DOOOO
goooooooooo

goooooo

o ip/protocol

ip web-auth access-list ACL-NAME (permit]deny)
<source:>(any]A.B.C.D/M]A.B.C.D|FQDN) <destination:>(any|A.B.C.D/M]A.B.C.D|FQDN)
(]<protocol:0-255>|icmp|tcpjudp) (|mac HH:HH:HH:HH:HH:HH)

o icmp

ip web-auth access-list ACL-NAME (permit]deny)
<source:>(any]A.B.C.D/M]A.B.C.D|FQDN) <destination:>(any|A.B.C.D/M]A.B.C.D|FQDN)
icmp (Jtype code) (|mac HH:HH:HH:HH:HH:HH)

o tcp/udp

ip web-auth access-list ACL-NAME (permit]deny)
<source:>(any|A.B.C.D/M]A.B.C.D|FQDN) <destination:>(any|A.B.C.D/M]A.B.C.D|FQDN)
(tcpludp) [(<sport:1-65535>]any|range <min:1-65535> <max:1-65535>)
(<dport:1-65535>|any|range <min:1-65535> <max:1-65535>)] (|mac HH:HH:HH:HH:HH:HH)

o TCP option
ip web-auth access-list ACL-NAME (permit]deny)
<source:>(any]A.B.C.D/M]A.B.C.D|FQDN) <destination:>(any|A.B.C.D/M]A.B.C.D|FQDN)
tep [(<sport:1-65535>]any|range <min:1-65535> <max:1-65535>)
(<dport:1-65535>|any|range <min:1-65535> <max:1-65535>)] (]syn) (|mac HH:HH:HH:HH:HH:HH)

o negate
no ip web-auth access-list ACL-NAME

ooooooo

o WebODOODOOOD: 192.168.0. 10000000 WebhD00000OWhOODOOODOOODOO
ip web-auth access-list FORWARD-IN permit any 192.168.0.10 tcp 80 any
ip web-auth access-list FORWARD-OUT permit 192.168.0.10 any tcp any 80

o DUDOOODODOODOO: ODODOWhODODOODOOWANODODDODODOODODODDO
interface ethernet 1
ip webauth-filter forward-in FORWARD-IN
ip webauth-filter forward-out FORWARD-OUT
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O 60 global node

global node

O pppoe-option sent-padt
OO0odoog  PPPEC00DODOOOOODOODODO
ooooooo pppoe-option sent-padt
(all]prev-pppoe-session|unknown-ip-packet|unknown-lcp-echo)
oo 0O o0 pppoe-option sent-padt all
O no O no pppoe-option sent-padt
(| prev-pppoe-session|unknown-ip-packet]unknown-Icp-echo)

O pppoe-bridge

0000000  PPPOE bridge0 OO OO OO

ooooooo pppoe-bridge ethernet <0-2> ethernet <0-2>
oo 0O oO0o no pppoe-bridge

O no O no pppoe-bridge

O dhcp-server

0000000 DHCPODODOOODDOIPODOODOODODOODOO
ooooooo dhcp-server bind HH:HH:HH:HH:HH:HH A.B.C.D

O no O no dhcp-server bind HH:HH:HH:HH:HH:HH

m ssh-server
o ssh-server enable
goooood ssHOOOOOO/000O0O0oO00ao

ooOoo0ooa ssh-server enable 000
oo 0O 00 no ssh-server enable
a no ad no ssh-server enable 00

o ssh-server version
goooood SSHOOOOOOOOOoOooOOooooo

ooooooo ssh-server version 1|2 : SSHv1 or SSHv2
ssh-server version 1 2 : SSHv1 and SSHv2

oo 0O oo ssh-serverversion 1 2

O no O no ssh-server version (=ssh-server version 1 2)

o ssh-server ciphers

goooooo ssHOoOooooooooooooo

ooooooo ssh-server ciphers (aesl128-chc|3des-chc|blowfish-cbc|castl128-chc|arcfourl28|
arcfour256]arcfour|aes192-cbhc|aes256-cbc|aes128-ctr|aesl92-ctr|aes256-ctr|)

o0 od ooooooood

O no O no ssh-server ciphers
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O 60 global node

global node

m ssh-server(O0O)
o ssh-server address-family
ogooooon SSHO OO OOODOOOoODOOooooooooadpva/ipve)ooooonod

goooooo ssh-server address-family ip > IPv4 access only
ssh-server address-family ipv6 : IPv6 access only

oo 0O oo no ssh-server address-family

O no O no ssh-server address-family > any

o ssh-server port

O0ooooo ssHOOOoOoDoOOoOoOooOoOooOoOoooDOoooOoo2000000000000000
goooooo ssh-server port (22]512-65535) (22]512-65535)

oo 0O oo ssh-server port 22

O no O no ssh-server port (=ssh-server port 22)

o ssh-server authentication

ooooogo SSHOOODOOOOODOOODOOODOOOplain-text password 0 RSA public-key O
goooooog

goooooo ssh-server authentication (password]public-key)

O no O no ssh-server authentication (password|public-key)

oo oo Default O Opassword 0 O ORSAO O (verl/ver2)D 000 OO DO

o ssh-server public-key
ooooooo adminDO0O0000O0OSSHOOODODOOOODOOO@OsooOooooo)o
goooooo ssh-server public-key username admin <0-4>
ssh://<user@(A.B.C.D|X:X::X:X)>/FILENAME (]source A.B.C.D|X:X::X:X)
ssh-server public-key username admin <0-4>
ftp://<A.B.C.D|X:X::X:X>/FILENAME (]source A.B.C.D|X:X::X:X)
ssh-server public-key username admin <0-4>
(diskO:FILENAME|disk1:FILENAME) (Jsource A.B.C.D|X:X::X:X)
O no O no ssh-server public-key username admin <0-4>
od OO
gooooOooOoOoooogoooooooo
gssHOoOoOoooooooooogoooooooobooooobbooooooooobooboobooo
O ssh://user@A.B.C.D/FILENAMEC 0 02200000000 0O OO =ssh://user@A.B.C.D:22/FILENAVET]
- IPv4  ssh://user@A.B.C.D:port/FILENAME
- IPv6  ssh://[user@X:X::X:X]:port/FILENAME

o ssh-server vty authentication

0000000 RSAODODOOpasswordD OO OO0 O000O0O0O0DODOMOI0O passwordd OO0 OIDO
0oooooooooo

goooooo ssh-server vty authentication

O no O no ssh-server vty authentication

oo oo RSA public-key O 00 0O 0O 0O O O (ssh-server authentication public-key) O O
0oooooooooooooooooooon
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0O 60 global node

global node

O telnet-server enable

ooooooo
oooooog
oo O oo
0 no 0

m http-server
o enable

goooooo
ooooooad
oo o od
0 no 0

TelnetDOOOOO /00000000

telnet-server enable 00)
telnet-server enable
no telnet-server enable 00O)

HTTPOOOOOO /00000000

http-server enable 0o
http-server enable
no http-server enable E00)

o ip access-Filter

ooooood
ooooooad
00 RN
0 no 0

gOoooOwebDOOOODOOOOODO PV ACLODOOOOOO
http-server ip access-filter 1Pv4-ACL-NAME

source IPOO0OOOOOOOO

no http-server ip access-filter

o ipv6 access-Filter

ooooood
ooooooad
00 RN
0 no 0

goooOwebDOOOODOOOOODOIPG ACLODOOOOODO
http-server ipv6 access-filter IPv6-ACL-NAME

source IPOO0O0OOOOOOO

no http-server ipv6 access-filter
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O 60 global node

global node

m session

o session udp timer

gbooobogoo
gooogog

o0 0O 0O4d
[l no [l

wpOOODODOODODOODOOOODOOD

session udp timer <sec:1-8589934> (NXR-120/C NXR-125/CX NXR-130/C)
session udp timer <sec:1-2147483> (NXR-1200)

session udp timer 30

no session udp timer(=session udp timer 30)

o session udp-stream timer

gooogooo
gboooooo

oo 0O oOad
O no O

vwpOOOOOODOOOOOOOOODOOOODOO

session udp-stream timer <sec:1-8589934>[1 (NXR-120/C NXR-125/CX NXR-130/C)
session udp-stream timer <sec:1-2147483> (NXR-1200)

session udp-stream timer 180

no session udp-stream timer (=session udp-stream timer 180)

o session tcp timer

gbooobogoo
gooogog

oo 0O 0Oa4d
[l no [l

o session max
ooooogo
goooogo

go 0O 00

o session limit
ooooood

goobogog

go 0O OO0

O no O
ooooooo

TcPOO0ODODOODODODODOOODO

session tcp timer <sec:1-8589934>[ (NXR-120/C NXR-125/CX[0 NXR-130/C)
session tcp timer <sec:1-2147483>[ (NXR-1200)

session tcp timer 3600

no session tcp timer (=session tcp timer 3600)

ooooooooooooooo

session max <4096-32768> (NXR-120/CL] NXR-125/CX NXR-130/C)
session max <4096-65536> (NXR-1200)

session max 4096 (NXR-120/CL0 NXR-125/CX NXR-130/C)
session max 32768 (NXR-1200)

no session max (=000000O)

IP address 0 OO0 conntrack session0 00000000000 ODOUSEROOODO
conntrack session0 O 0000000000 O0O0OOOODOOODOOODOOO
go0o0oO0O00forwardingD OO0 0 packet0 O OO OO0D0OOO

session limit <0-32768> (NXR-120/C NXR-125/CX NXR-130/C)

session limit <0-65536> (NXR-1200)

session limit 0

no session limit

00D0O00DO0OIP addressd 0 session0 00000000
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O 60 global node

global node

m session (0 0O)

o session tcplimit

goooood NXROODOOOOTCPOOOUOODDODODDODOOOODODODODOOOOO

goobogd session tcp limit (<16-16384>])  (NXR-120/CO NXR-125/CX[] NXR-130/C)
session tcp limit (<16-32768>])  (NXR-1200)

OO0 0O OO  session tcp limit 6400 (NXR-120/C0 NXR-125/CX0 NXR-130/C)
session tcp limit 1024 (NXR-1200)

O no O no session tcp limit 0=0000

ooooooo

ONXRODOODDODOODOO0DOO000O00Doobooo0oooboobo

Olpvd/iPve 0 0000000000000 O0ODOOOODOOD 1600000000 1Pv4aO IPv6DO
cPO0O0ODO0O0OOOOOOOlOODbDOOOODbDUObOOODO

gooboobooobobooobobobooobooboboboobooobooboobo™booooon
gboooboobogoboboboobo

o session invalid-status-drop enable
ooooood NXRO packetD 0 OO0 O Qconntrack 0 00000000 OO0 Ostatusd NEW state
(D000 DOOoOoooDOoDOoooOooOoDOo00 establishODOOOODO
O000000packetDDOO0OOD0OD0O0ODOOODO (ex. tep0 00O 0OODO session
000000 RST+ackd packetD OO0 OO0 OODO)Ostated invalidO OO OO0
0000000000 Invalid stated O 0O 0O session [0 match O O packet O drop O
OO00000DPefaultODOOODOOODO
ooooooo session invalid-status-drop enable
oo 0O oo no session invalid-status-drop enable
O no O no session invalid-status-drop enable
ooooooo
0odoodooooooooooooooodoooooooooooooooooooooooooooon
session invalid-status-drop-interface enable 0 00000000 O0OOppp OO ODOOODOOODO
oooooooooooo
nxrl25(config)#no session invalid-status-drop enable
nxrl25(config)#interface ppp 0
nxrl25(config-ppp)#session invalid-status-drop-interface enable

o session checksum

gooogog tep/udp/icmp packet 0 OO O OO Ochecksum errorD 000000000 NATO OO
000000000000 o0ooooboOgDOdchecksum errord 000000
NAT(masquerade 0 0 )0 OO OODOOO
Default D OO DOOOODOOODOver5.6.1000 versionDOOO0OOO0OOO0DOOO

ooooooad session checksum enable

oo 0O oo no session checksum enable

O no O no session checksum enable
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O 60 global node

m password

o password

ogoooood
ooooooo
oo o oo
0 no 0
oo 0o 0

o gui password
gogoooog
gooooood
ugg 0O od
| no O
od g o

m CLI

global node

CLiooooDooooooooooooog

password (]hidden) PASSWORD

password admin

no password (= password admin)
O0oooog1-9s00000000uoooog
OO00o0oooooooooogis#E=+_.;0{~"<>000

guicOooooOooooooooooog

gui password (Jhidden) PASSWORD

gui password admin

no gui password (= gui password admin)
O0oooog1-9s000000o00uoooog
OO00o0ooOoooooooogs#sE=+_.;0{~"<>000

o console idle-timeout

goooooo
goooooad
oo O od
0 no 0

ConsoleJ 0000 O0OOOOODOODOOO

console idle-timeout <minutes:0-35791> (]<seconds:0-2147483>)
console idle-timeout 0 3600

no console idle-timeout (=console idle-timeout 0 0)

o console terminal length

goooooo
goooooad
oo O od
0 no 0
ogoooooad

console 0000000000 OOOOOOOOOO

console terminal length <0-512>

console terminal length 24

no console terminal length (=console terminal length 24)
0000000000000000000000000000

o console terminal width

ooooooo
ooooooo
oo O oo
0 no 0

console0 0000000 ODOOODOODOODOOOO
console terminal width <40-180>

console terminal width 80

no console terminal width (=console terminal width 80)
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0O 60 global node

global node

= CLI (ODO)

o vty session-max

0000000 vyOoOooooDoooooooDooo
Oooooono vty session-max <1-10>

00 0O OO0 vty session-max 4

o vty idle-timeout

ooooooo vtyOOoOoooooooooooooo

O0oooono vty idle-timeout <minutes:0-35791> (|<seconds:0-2147483>)
oo 0O oo vty idle-timeout 0 600

O no O no vty idle-timeout (=vty idle-timeout 0 0)

o vty terminal length

o0o0o0ooD0o  viyoOooooooooooooooooo

Oooooono vty terminal length <0-512>

oo 0O oo no vty terminal length

O no O no vty terminal length

O000000 DefaultDOOterminal 0D ODO0DODOODOODOODO
oo00oO0oOooDOoooDOoDOoooooooDOoooooOon

o vty ip access-filter

ooooooo  vewyOipvaOOOOOODOOOOOOOOO
Oooooon vty ip access-filter 1PV4-ACL-NAME

O no O no vty ip access-filter

o vty ipv6 access-filter

Oo0ooooo  vtyydIipveOOODOOOOOODOODOOO
O0ooooono vty ipve access-filter 1PV6-ACL-NAME

O no O no vty ipv6 access-filter
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0O 60 global node

global node

= 12tp
gogooogad OCN IPv6e OO OODODODOUOO0OUOODDODOOONRDDODUOOOOOOPPPODOOOO
L2TPO0000O0D0O0ODODOWNSO0OD00O0DOOD0DDO0ODOO0ODO

o udp source-port

ooooooo

00000000 00o00DoooooooNRODooooooDoooOdTPO0DO0ODOO0ODOO0ODOO
src port0 00O UDP/17010 00000 0L2TP/PPPO 0D OO ODOODOOOOODODOOOOODOOODO
00000000000 0LLTPOOD0O0O0srcport OOODOD0DOODODODOODOOdstODOOO
UDP/1701(0 00D O OO

OO000LTP30WDPO 000000 00OLTAIOLTPO0DOO00O00O0port0 000 O0O00O0OOO0OO

ooooooo 12tp udp source-port <src_port:1024-65535>

oo 0O o0 12tp udp source-port 40001

o hostname

ooooooo LTPO00O0O0O0OO0OOOOO

ooooooo 12tp hostname L2TP-HOSTNAME

<00000 > 0OO0O0OOhestnamed 000000000 OODOOCOOOO
O no 0 no 12tp hostname
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O 60 global node

global node

m L2TPv3
ooooooo
ONXROOOOOO L2TPv3O OO OLAC-LACO OO OO0 L2TPOOOOOUO OO OO OEthernet0 OO
0000000000000 00 End-to-End00 L2OODOOO00O0OODOO0OOOOORFC3931000
ooodoo
OLAC-LACO OO O ODODOOLAC-INSOD OO WNS-INSO O DO Ooooooooo00oooon
oooooo)o
OLTPAVOODO0D0000000000D0000L2TPv3 over IP (DO OO OO O 115)000 O L2TPv3
over IDPO OO ODOOOOO
OLTPOODOODOODOOOOOOOOL2TPV30 L2ZTPOUPOODOOOOOOODODOOODOODOOODO
Jod0o0o0oo0oooooooooooooog
gLTp(v2)) 00000000 OOoOn
OL2TPv3d OOIPVA DOOODOOOOOOOOIPVG D0O0O0DODODODODOOOOOOO
0000000000 kkoODDOO0ODOO0OOOEthernet0 000 (O)00O 802.1Q VLANO OO DO O
OO0OOXconnect 0000000000 O0OOOOOOEthernet OO0 VLAN OOO
0 Ethernet O 0O 0O OO O OEthernet 11, IEEE 802.3 Raw, IEEE 802.3 with LLC, IEEE 802.3
with SNAP O OO QOO0
O000O0Ethernet 000000 ODOO802.1Q in 802.1Q DO DO OO0 O 1522 OO O (FCS O
oo)yooo
Cookie 00O L2 Specific Sub layer OO0 DO ODODOODO

o hostname

ooooooo O0000000000DO0OD0OOOLCCE(L2TP Control Connection Endpoint)d 0O 0O O
oooooo

goooooo 12tpv3 hostname L2TPv3-HOSTNAME

ooooooo OO0O0OOhostname 00O O0O0O0D0OOO0O0OOOOODOOO

O no O no 12tpv3 hostname

o router-id

oooooog ooooooomgoirdooooboooooooLeccebooomoooooon
oono

ooooooo 12tpv3 router-id A.B.C.D

O no 0 no 12tpv3 router-id
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O 60 global node

global node

o mac-learning

ooooooo

OLTPv3 MACO D OO OOOODOOO /000000000
-J000000o0ooooovMACcO00D0D0oDoDoooooDoDoooDoDoooDooDoDO
-00000oooooooooooooooooMacod0Doonoooooonoooooooon
oooooog 12tpv3 mac-learning (Jalways) (Junique)

oo 0O oo 12tpv3 mac-learning

O no 0  no I12tpv3 mac-learning

ooooooo

OalwaysO OO0 0OO0OL2TPv3 MAC AddressO 0 AlwaysCO OO0 OO0 o OdonO

-L2TPv3 MAC Advertise Frame 00 0 0O 0O 0O O O mac-advertise enable0 0 000000000 OOO
000000000000 0OL2TPv3 MAC Advertise FrameeJO OO0 OO0 OO OXconnect O 0D OO0 OO O
000010000 0000o0ooooooooooooooovAcOD0noooooooooooo
oo0ooooovMAcOOoOooDoooooonoo

AAlwaysO0 000000000000 10000000000000000000O0OCOO000O MACODO
oooooooood

-000@Iways) DO OO OOOOOOOO

Ounique 00000 0O0OL2TPv3 MAC Address O O unique0 000 0O00O0DO0O
-0000000000D0O02tpv3 xconnect nodeJ 00O O0O00OOOOOOOOO
nxr120(config-12tpv3-xconnect)#mac-learning unique enable
-0000000000000000000 XconnectO Local TableOFDBO OO MACO OO OOODO
0000000000000 00000000000000D00MACOODOODOOLocal Tablel FDB
oooodoooooooooooooooooooooooonooooooooon

-00000 Xeconnect U O LoopDetect U U OO0 OO UOO O LoopDetect U FrameDrop U D O O OO O
O00ooooooooovACcODODOOOuwnique0 0000000 O0OOOOOODO0O
-000@nique)DO00OO0O0OO0OOODOOO
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O 60 global node

global node

m L2TPv3 (O O)

o mac-aging

ooooood oo0oOoooooMcOOOoDonDoDooooonDoon
ooooooo 12tpv3 mac-aging <seconds:30-1000>

oo 0O oo 12tpv3 mac-aging 300

O no O no I12tpv3 mac-aging (=12tpv3 mac-aging 300)

o loop-detect

ooooooo ooooooooooooooo

ooooooo 12tpv3 loop-detect

oo 0O oo no 12tpv3 loop-detect

O no O no 12tpv3 loop-detect

ooooooo
00o00oboo0obooOooooooboooDooDoooooOobOO0obOD0oDODOoDOooODOoDOoboOoD 2
o0oooooooooooooooon

OXconnectO O OO DOODOODODODOOODODOODOOOMACOODODOEBODOOODODOO
dLPd000d00O00o0OO00oO0oO0DoOOoDooNvACO000DODOooOMACODODODOoooooon

o send-known-unicast

oooooog L2TPv3 O known unicast0 0000000000

ooooooo 12tpv3 send-known-unicast

oo 0O oo no 12tpv3 send-known-unicast

O no O no 12tpv3 send-known-unicast

ooooooo

known unicast 0 0000 OONMACOOODOODOOOOwnicastD 0000000 ODOOODOODOODOO

0000000000000 wuwnicast00D000D0OD0ODOODOODO

OXconnectO OO OO0 OOOODOOOOUnicastOD OO0 ODOOOMACODOOODO Local MACOO DO OO
oooooog

o udp source-port

O0O0OoOoo0O  L2TPv3 over UDPO OO OO src port0 0 0000000000000

ooooooo 12tpv3 udp source-port <1024-65535>

oo 0O oo 12tpv3 udp source-port 1701

O no O no 12tpv3 udp source-port (=12tpv3 udp source-port 1701)

O0Oooooo0  Srcport000000000O0O0OL2TPv3 over UDPO OO OOOO tunnelD OO O
O000ooogoeTevd over IPOO00OOO0OODOOOODDOOOODOOOOOO
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0O 60 global node

global node

m L2TPv3 (O O)

o udp path-mtu-discovery

oooogooo

ooooooad
od 0O Od
0 no O
ooooood

L2TPv3 over UDP O O O O OPath MTU DiscoveryO OO OO /000000000
ooooooogood

12tpv3 udp path-mtu-discovery

no 12tpv3 udp path-mtu-discovery

no 12tpv3 udp path-mtu-discovery

OO0000000DO0O0O0O0ogOoDL2etpv3dd0 OO0 DR(Don' t Fragment)D OO O
1000000000000 0doFO00DOO0o0DOO0OoooDoOODOoooo
oooooooooooOoooooMobooDOoOooooO@Ooogooboogoo
oO0oooobFOOOdOooOOOoOoOoDoOoOd

o path-mtu-discovery

gooogog

ooOooooa
oo 0O 0Oad
O no O

o snmp enable
ogooooon

Oooo0oooad
oo 0O 0O0
O no O

o snmp trap
oooooog

ooOooooa
oo 0O 0Oad
O no O

o tos
oooogooo

L2TPv3 over IPO O OO OPath MTU Discovery 0D OO OO /000000000
ooooooooo

12tpv3 path-mtu-discovery

no 12tpv3 path-mtu-discovery

no 12tpv3 path-mtu-discovery

L2TPv30 0 S\MPO OO DOOOOODOOOOODODOOO0ODOOOO0ODDOOOL2TPY3O
oooMBOOOOOOOOOOOO

12tpv3 snmp enable

no 12tpv3 snmp enable

no 12tpv3 snmp enable

L2TPV3O SNWP trapO0 0000000000000 COO0O0OOOL2TPv30 000 Trap
ooooooooogoo

12tpv3 snmp trap

no 12tpv3 snmp trap

no 12tpv3 snmp trap

gLVl 000000 0noooooonDLwLoooogo iPOO0 IPved OO OOIP/IPY6 header
O ToSO (IPv6 O O O Otraffic class)J USERO OO O O ToSO O 12tpv30 0 0 0O O IP headerd 1Pv4
ToS field(L2TPv3 session packet) D0 00 00O 00O O OControl message 0 0 0xdoO OO O OO0

ooooood
od 0O Od
0 no 0
ooooood

12tpv3 tos
no 12tpv3 tos
no 12tpv3 tos

OToSOODODOODOOODOINI2tpv3 tunnel tosO O OO OO0 OO OControl messaged ToSO O O OO
cooooooog
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0O 60 global node

global node

m L2TPv3 (O 0O)

o ‘tunnel tos

0O0o0oogO  L2Tpv3d ToSOO OO OO OO OControl messaged ToSO OO O OOOOOOOODODO
ooooooo 12tpv3 tunnel tos []|<0-252>]

oo O oo 12tpv3 tunnel tos 208 (=12tpv3 tunnel tos)

ad no 0O  no 12tpv3 tunnel tos

ooooooo

OL2TPv3 ToS OOOOOCOO/ 0000000000 OOOOO TosOOOOOODODODOOOOOO

L2TPv30 ToSO 0 0 O 000000000000 TosD
oo no 12tpv3 tos odno 0x0

0oQ 2087 0xdoC]
0o 12tpva tos 0ooo 0-25201 0x0-0xFe]

o fast-forwarding

goooooo L2TPv3 0 O O fast-forwardingOD O O OO0 0O OO

ooogoooo 12tpv3 fast-forwarding enable

OO0 O OO0 no I12tpvd fast-forwarding enable

ad no 0  no I12tpv3 fast-forwarding enable

ooooooo

Ofast-forvardingOD 00000000000 /0000NMACO00ODOOOODOOOOODODOOOOO
-MACOODOOODOOOOODO/000000O000DOOO0ODOfast-forwardingDOOOODODO
- 00000 fast-forwardingOD D OO0 OO0 OOOOOIPvA/TCP/UDPOODOOOOODOOOO

cooooooooo L3 0000Oo0oO00ooo0oooo0ooooooOoonon fast-
forwardingD OO0 OO 0O0O0OOODOO fast-forwardingD O 0 0O O [

OoO000opDo0o0ooo0ooOooooooooDooooDoooOgogL2TPvd tunnelingd OO
L2TPv3 over IPsecl policy based 0 O 0O O fast-forwardingO O OO0 00000

- L2TPv3 over IPsec (route base)l [0 fast-forwardingO OO O OO0

00000000 00o0o0oooooooodL2rtevd00dOO fast-forwardingD 00O 0O

O L2TPv30 MACOOOUOODOOOUODOOUO200000OLANODO local tableOWANO O FDBO OO
- LTP3000000000000000000NACOO0DD MBODDOOOODOOOOD fast-
forwardingD OO0 OO O0OOO0OOO

- LTP3000000000000000000MACODODOOO local tableD OO0 OO0OD0OOOOO
0 fast-forwardingO OO O OO0 OODOO0O

- L2TP3000000000000000000MACODDOOOFBOOODOODOOOODWAN-WAND O
OO000Ofast-forvardingD O 000000000 DOO0DOOCOCOOOODOOOOOOODEODOOCOO
oooooo

O d0odoodoOdlocal tableD OO0 FBOODONMACOOODOODOODOO fast-forwarding O O
O000D0O00O0O0O0ODOMAC aging-time0 0000000 OODOOOOINocal tableO O OO FDBO
OOoOMCODOOOODOUOODOO0ODO fast-forwardingD O OOOOODOOCO
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global node

m L2TPv3
o fast-forwarding (0 0O)
goobogd

O fast-forwarding O O O L2TPv3 fast-forwardingD OO0 000000000 OOOOOOO

O NXR-120 NXR-125 NXR-130 NXR-155 NXR-1200
fast-forwarding 16,383 65,533
L2TPv3 fast-forwarding 16,192 62,462

- L2TPv3 fast-forwardingO D OO0 O00O00O0O0OO0OOOOODOL2TPv3 fast-forwarding O O
oodoooooooooo

- fast-forwarding O L2TPv3 fast-forwardingO OO 000000000000 OOOOOOOOO
0000000 0o000000oonoon0Os,3830NXR-12000 000 065,5330 0000000
oooooo

- fast-forwarding 0 0 O O 0O O global node O fast-forwardingO D OO0 O00O0O00DOODOO

ooooooo
000 00L2TPv30 fast-forwardingO O 0Ov5.11.10 00 0000000000000 O0OO00O0DOOOOO
vb.12.00000000000
0o0o00doooooooooooooooooooooon
000000 fast-forwardingD OO O O0OOOdefaultD OO 0O O M
nxr120(config)# fast-forwarding enable
OLLTPVIONACOODODODDODOOO0OD0oO0OOdefault0 0000
nxr120(config)# 12tpv3 mac-learning
O L2TPv3 O fast-forwardingO D OO0 00O OO defaultD 000 O M
nxr120(config)# 12tpv3 fast-forwarding enable
gcuoooooooooooDoooooooooonooooonooooOondndshow configh O
00000000 0oO0o0oooooooooooooooooooooog
o 0000D0OO fast-forwarding 0 0 0O 0O 0O OL2TPv3 0 fast-forwardingD 0D OO OO0 O
nxr120(config)#12tpv3 fast-forwarding enable
% First configure "fast-forwarding enable" on global mode.
o L2TPv3 [0 fast-forwardingO OO OO OL2TAVIONACO DO DOODOOOOODODOODO
nxr120(config)#no 12tpv3 mac-learning
% First deconfigure "l12tpv3 fast-forwarding enable™ on global mode.
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global node

m L2TPv3
o fast-forwarding (0 0O)
ooooooo
e PtoP OO /00
NXR_10 fast-forwardingOD OO0 000000000000 DOOO0OODOOO00ODODOOOOOOOO
PCAOPCBOODOOODODODOOOODOOOOOO
PC A ———-- NXR_1 L2TPv3 NXR_2 ----- PC_B
o PCAOOPCBOOOOpingODODOOOOO
OPCAOOARP REQUESTO OO D OOOOODOODODODOOO
ONXR_10O0Olocal tableO PCAOMACOODOOODODOOOODO
OPCBOOPCAODOARP REPLYO O DO OO OO
NXR IOOFDBOOPC BOMACOODODOOODOODOOO
PCAONMACOODOOODOINocal tableO OO OODOOODOODOOfast-forwardingO OO O 00O
ooooooooogo
OPCAOOPCBOOICMP REQUESTO OO OO OO
PCBONMACOOODOO FBOODOODOOOODOOOOfast-forwardingD DO O OOOOOOOO
ooooo
OPCBOOPCAOOICMP REPLYO OO OOODO
Fast-forwardingO O OO0 O O0O0OO0O0O00OO0ODOODOOfast-forwardingd O 0O
OPCAOOPCBOOICMP REQUESTO OO OO OO
Fast-forwardingO O OO0 O O0OO0O0O0O0O0ODOODOOfast-forwardingd O 00O

e PtoMP OO OO
NXR_10 fast-forwardingOD OO OO0 DO0OO0O00OO0OOOO0O0OODOOOOOOOOO0OO0OOOOOOOOOO
PCAOPCBOPCCODOODOOOODOOOODOOOO
PC C —----- NXR_1 L2TPv3 NXR_ 2 ----- PC_A
L2TPv3 NXR_3 ----- PC_B
o PCAOOPCBOOODOpingODODOOOOO
OPCAOOARP REQUESTO OO DO OOOODOODODODOOO
ONXR_1IOONXR 2O0DO0O FDBOOPC AONMACOODOOOOODOOOO
OPCBOOPCAODOARP REPLYO OO OO OO
NXR_ IOONXR 3OOOFBOOPCBONMACOODOOOOODOOOO
PCAONACOOODOONXR 2000 FBODODODOOODOOOOODOfast-forwardingD 00O
ooooooooooooooon
OPCAODOPCBOOICMP REQUESTO O O OO DO
PCBOMACOOODOOONXR3ODOO FOBOOOOOODOOOOOO fast-forwardingD 00O O
O0o0oooDoooooooo
OPCBOOPCAOOICMP REPLYO OO OOODO
Fast-forwardingO O OO0 O O0OO0O0O0O0O0ODOODOOfast-forwardingd O 0O
OPCAOOPCBOOICMP REQUESTO OO OO OO
Fast-forwardingO O OO0 O O0OO0O0O0O0O0ODOODOOfast-forwardingd O 0O

109



O 60 global node

global node

m IPv4
O arp
goooooo
ooooooo
0 no 0
ooooooo

go0ooogoAPOOOOOOOd
arp A.B.C.D HH:HH:HH:HH:HH:HH
no arp A.B.C.D

OStatic ARPO OO OOOODOODOOOCGratuitous ARPO ARPOODOOOOODOOOOOOODOO
gliogwoooboboobawpwwiboooboboooboobooboboo1ioo miva0nDoooo
gowobooooooboobooobooooo

O ip route
ggoooog
goooooo

O no O
ooooooo

IPvAaO DO 0000000000 0DOO0OO0

ip route A.B.C.D/M (<gateway:E.F.G.H>] INTERFACE|null) (]<distance:1-255>)
(|netevent <trackid:1-255> (active]inactive))

OO00O0O INTERFACED OO O OOOoOooono
ethernet <0-2> (Jvid <1-4094>) | ppp <0-4> | tunnel <0-255>

no ip route (A.B.C.D/M GATEWAY|]INTERFACE|null) (]<distance:1-255>)

odbooboooboboobouobouoboobodbodistance 00 0O0O00OOOOOoDOobDOOOO
oooooooooooooboogooobobooooDobooooooooobUround robind OO
goopooobobooooo

g2550000000o00o0ooog

0000o0ooooOobOoOooOoDO (ethernetd 802.1Q VLA)O OO ODODOOOODOODOOO
gboobobobbooboobooobobbobooboobobooboobobboboo
OORPOODOOODOOODOOLANDOODOOProxy ARPOODOODOOOOODOODLD)YODOODOO
OOo0OoOoOdbOpPoint-to-POINtO 00 00O0OO0OO0DOOODOOOOODOOOOODOOOOO
gooooobooooboboob

O ip icmp-errors-inbound

gboooogo

ooooooo
oo O do
0 no |
goooogo

0000000000 0MOICMP error message OO O OO OICMP errord0 00O OO
O packet 0 O 0O OO interfaced primary addressO0 0000000

ip icmp-errors-inbound

no ip icmp-errors-inbound

no ip icmp-errors-inbound

ODefault 000000000 ODOOODDYrouting table0 00000000 ODOOODOODOOO
primary addressO0 00003000

OICMP error message D IPsec0 00000000 DO0ODOOODOOODOOpacketd OO0 O0OONO
oooooooooooooooooooooooo
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O 60 global node

global node

O ip arp-invalid-log

oooooog Ethernet/VLAN interfaceJ 0 0 000 0O OO interface IPv4 network(d O O O IPv4
addressO arp request0 DO OO 0O0OOsyslogD OO0 O0O0O0O0O0OOOODOOO

ooooooo ip arp-invalid-log

oo 0O oo no ip arp-invalid-log

O no O no ip arp-invalid-log

oooodood Invalid arp0 0 0000000000000 logO syslogOOO0O0OO0O0O0O0OO

0000000000 O0O0OOmessage 000000000 OODOOODOOISyslog message suppress [

O(syslog node0 O0)OOOOOOODOOOOOOOOOO

<< Invalid arp O log format >>
Jun 16 18:21:06 nxr120 arp_detect: received invalid arp on ethernetO from 10.10.1.143
(00:90:fe:12:48:8c) to 10.10.1.110

ethernet0 : OO OO interface
10.10.1.143 : arp request ] sender IP
00:90:fe:12:48:8c : sender mac address
10.10.1.110 : Target IP address
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O 60 global node

global node

m IP martian-logO O

(0 Source/destination IPOOOOOOODOOOARP sender IP/target IPOOmartian0 000000
IPVAOOOO/ARPODOCOOOODOOOOOOOOOOOODOOO

Omartian0 000 0000000000000 O00D00OO0O00D0O0O0OOOmartian000000000O0
Oo0o0ooooo0oooooooooooooooooooooo

O0000Omartian0 000000000 p martian-log0 0000000000000 00O00O00O0O
oooooo

-Target IP00127.0.0.0/80 00 000000000000000000000O00ODOOO0OOOO
ARPOOOOOOOOCOOOmartian-log0 0000000

-Source/destinationJ 0 00.0.0.00 00 0000000000000 O0OOOOODOODOOOOO
ooooooooo

OMartianO OO OGO QOQOO
o martian source

SourceJO000O0OOOOARP sender IPOO00O0ODOODODOOOOOOODOODOODOODODOODO
martian-log0 0 00000000000 OMACOODODOODOODOOOMACODODODODOOO
oono
gooooooooooo
Joooooool12r7.0.0.1000.0.0.000000D00DOO00OO
OARPOODOODODODODOODOOIPO sender IPODOOODOOO
00000 IPO0OO0OOsource IPOOOOOOIPODOODOODOODOODODODOO
O000ip nat-loopback 0 OO0 O 0O O OO source/destination IPO OO0 OO0OOOOOODOO
OO0O0Omartian-log0 0000000000 OCOOOO

o martian destination
0000 IPOODOO0O destination IPO0O0OO0OOOOO127.0.0.100 0.0.0.00000000
ooono

O ip martian-log
goooood IP martian-log0 0 00000000

ooooooo ip martian-log ooon
oo o oo no ip martian-log oooo
O no O no ip martian-log
ooooooo

goobooboboboboobooobooboboooboobgbestdetcgboonboon
gboooboboboboobgoboobobooboobooboooboobooboobooboon
gsgobgboooboobgooobolcbogoobobooboobon
gooboooboobobobooboobgobUdDbDsupress message U0 OO0OO0O0OO0OO
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O 60 global node

global node

O ip reassemble-output

ooooooo

ooooooooowMuooooprnmuiODODoDooooooog P forwardingD OO OO0 OO0OOOOO
0000000 ooooooobooooooDooOo0mobooooooDooOoooDoooon
OO0o0O0oooNRODOOOoO0DOoOO0oOOo0o0DooooDoooooooooooooooooon
- fragmented packet(QOO OO0 OD0O)DOMUDODODOODOODOOODODOODODOODOOO MTIUDO
0ooooooooooooooon
- fragmented packet(U OO OO ODO)OMUODODOOOOODOOODO fragmented packet O 0O 0O
ooooood
-0000bOooDoobOoMUODO0DOO0OO0OD0O0DOO0O0ODO0DOD0O0ODO0oDOODbOOoOO0OD0ODOO

ooooooo ip reassemble-output

oo 0O o0 ip reassemble-output

O no O no ip reassemble-output

ooooooo

oo0ooooooooooooooDmooooooooooooooooooooooooooog
00000000 0oO00o0oooD0obOoo0oD0D0oDoooDooDoboooooDIwrobooDonDo
00o0oooooooooooooooooooooobooooooooooooooonoon
000000000000 00000000000000000000000O0000ONXRDODO
O0oo0Dooooooooooooomwrooooooooooooooooooon
- fragmented packet(U OO OO ODO)OMUOODOOODOOOODOO fragmented packet O MTUD O
0ooooooooooooooon
- fragmented packet(U OO OO OO)OMUODOOOOOODODOOODO fragmented packet 0 00O O
ooooood
- 00000000000 MUDODO0O00O0D00D0O0 fragmented packet0 00 O00O0000O0O
oooooo

ODefault O Oglobal OO OO0 interface0 000000000 OGIobal OO0 interface 0 OO AND
00000000 o0oooooooooooooooooalp forwardingOODOOOOOOOO
ooooo

0o00o0ooooooooooooooo32 00pooooo3x’dooonoooooooooog
0000000000000 000000O0O1p reassemble-output 0000000 OOOOOO
ooo

ooooooo

Oglobal node Ono ip reassemble-outputd OO0 00 0O O O ipsec tunnel interface 0 O no ip frag-
ment-reassembly0 0 OO0 0 0OOOOOOno ip fragment-reassembly0 OO0 OO0 00O 00O
O00000no ip fragment-reassemblyd OO0 0 00O tunnle interface0 0000000000
reassemble D 0000000 OOconntrack 0000000000 O0ODOODOOODODOODOconntrack
OO0000O0O0OONATODO /SPIi/session0 0 0000000000000 ODO0OOOOOOOOOO
000 packet coloring D OO0 OO0DOOOOO

[T no ip reassemble-output0 0000 O000O0OO0OO tunnel interface d 0 no ip fragment-
reassemblyd O O ip fragment-reassemblyO0 0 000000 O0OO0O0O0O0O0O
(no ip fragment-reassembly 00O 00000000 OWarningOD OO DOODOO0D

Oip fragment-reassembly 000000000000 O0O0DOOOOODOOO ip reassemble-output ™
O0oooooooooooon
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O 60 global node

global node

m ip local pool

o address

ooooooo iPOC0O0O0O0ODOO0OOODOOOO

goooooo ip local pool WORD address A.B.C.D (]JA.B.C.D)
O no O no ip local pool WORD

o exclude-address
ogooooood IPOO0O0O0O0O0O0OOOOOOOIIPODOOOOOOoOIIPODOO0O0O0OOOODOOoOooOn
goooooo ip local pool WORD exclude-address A.B.C.D (]JA.B.C.D)

d no g
Oexclude-address0 0 00O no ip local pool WORD exclude-address
oooooooono no ip local pool WORD exclude-address A_.B.C.D (]JA.B.C.D)
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O 60 global node

global node

m [Pv6

O ipvé forwarding

goooooo

ooooooo
oo 0O oo
0 no 0
oooooilo

ooogo20d

O ipv6 neighbor

ooooooo
ooooooa
0 no O

O ipvé route
goooogad
goooogd

goooogo

O ipv6 bridge
goooogd

ooooooo
O no O
ooooooo

IpPveO0 0000000000000 0OO0OIPVGOOODOODOOOO/0000000R0
0oooooooooon

ipv6 forwarding

no ipvé forwarding

no ipvé forwarding

IPv6 forwardingD OO OO OOO0O

(O Neighbor Advertisement IsRouter flagO OO0 O OO0 00O

ORouter SolicitationO0 OO0 O0OOO

ORedirects 0000 0000D0OOOOMM

IPv6 forwardingD OO OO OOO0O

(O Neighbor Advertisement IsRouter flagO OO OO OO 00O
000000 0ORouter SolicitationO0 DO O0O0OO

ORedirects0 0000000 Oredirects0 00000000 O0ODOODO

ipve 0 0000000000000 0DO0O0O
ipv6 neighbor X:X::X:X HH:HH:HH:HH:HH:HH ethernet <0-2> (Jvid <1-4094>)
no ipvé neighbor X:X::X:X ethernet <0-2> (Jvid <1-4094>)

ipve 000 0000000000000

ipv6 route X:X::/M GATEWAY (]<distance:1-255>)

ipv6 route X:X::/M INTERFACE (]<distance:1-255>)

ipv6 route X:X::/M GATEWAY INTERFACE (]<distance:1-255>)

X:Xz:/M . IPv6 destination prefix (e.g. 3ffe:506::/32)
GATEWAY o X:iX:z:X:X  IPv6 gateway address
INTERFACE : ethernet <0-2> (]Jvid <1-4094>) | ppp <0-4> | tunnel <0-255>

no ipvé route X:X::/M GATEWAY (]<distance:1-255>)
no ipv6 route X:X::/M INTERFACE (]<distance:1-255>)
no ipvé route X:X::/M GATEWAY INTERFACE (]<distance:1-255>)

ooooooooooOoOoiIskobooooboooooooooo e 0goonO
goooooooooooboooooboogoobbooooooooboooboooOoo
gooooooo

ipv6 bridge ethernet <0-2> ethernet <0-2>

no ipvé bridge

IPv6e OO 000000 O000ONROO IP6ODOOOONRODOOOODOO
non-unicast O NXRO OO O IPv6 00000 O0O0DOOO0DOODO (non-unicastd 000
ooNxROooooOOooooooooooooo)o
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0 60 global node

global node

m track
oooodood
(ONetevent [0 track object 0 0 OO0 OODOOOONetevent0 OO O0O0O0OODOOO F NeteventD OO
ooooooooon
oooooog
o delay/retry
d000CEeventupd ODOOO0OO0)DDOODOOuwOOactionOOODODOOOOdelayDOOoOoOnO
O0000ODelay timer0 0 O00OO0O00ODOOODOtrackd down stateO0 0000000 OOO ip
reachability check DO OO QO DOOOO
ODelay timer 0 00O event down O (retry0 0)0 000 OO Odelay timerd cancel OO OO0
ODelay timer O timeoutO OO Oevent upd actionO0 0000000 OODOODOdelay timerO O
000000 1p reachability fail countd0 000000 OOactiond OO OO O reachability
checkUDOODODOO
o initial-timeout
(0 OSPF/BGP4 [0 neighbor 0 0 O 0O 0 interface link 000 O00O00O0O track OO0 initd0 000
O0trackDODODOODOOO0OOODOODOODOODOO
OneighborO0 0O @D 00O interface link up)D 000000000 track upO0O0odooonooQ
Oneighbor0 00000000 OONO interface link down)D OO OO OO OO track down O
000000000000 0D0Odiinitial timeout timeout D O O O OSPF/BGP4 [0 O /interface
0000000000 downO 00000000000 ODOOtrack down0 00O 00O O Odown
actionD 000000
O Initial timeoutO OdefaultD OO 0000000 defaultd initial timeout D O 180sec O
00000 iinitial timeoutO0 0010 O 3600sec0 00 00000D0ODOODODODO

o interface linkO O OO
oooodood
track <trackid:1-255> interface INTERFACE
track <trackid:1-255> interface INTERFACE initial-timeout (]<10-3600>)
track <trackid:1-255> interface INTERFACE delay <10-3600>
track <trackid:1-255> interface INTERFACE initial-timeout <10-3600> delay <10-3600>
oooooog
O INTERFACE O ((ppp<0-4>| tunnel<0-255>]ethernet<0-2>)0 0 000000

<goobooog >
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global node

m track (OO)
o ping/ping6 0 0O reachability 0 OO OO
ooooooo
track <trackid:1-255> (ip|ipv6) reachability (A.B.C.D|FQDN) (]source A.B.C.D]interface IFNAME)
(]<interval :10-32767> <retry:0-255>) (|delay <delay:10-3600>)
ooooooo
O ip/ipv6 reachability D O 0O OO O icmp/icmpv6 echo-request/reply packetOD OO 0000
Olnterval D0 pingO0 00000000 ping0D 000000000 OO0Oreply000000DO0O
O0OpingDO0000O0O0ODODOOOODODOOO
Olinterval OO0 retry0000OUSEROOO0O0OOCOOOOOOO
OPing O timeout O O 10sec O O O
Oip reachabilityO 00000 interface0 000000000000

o IKESAODDOOOO
goooooo track <trackid:1-255> ipsec isakmp <IKE-POLICY:1-65535>
track <trackid:1-255> ipsec isakmp <IKE-POLICY:1-65535> delay <10-3600>

o OSPF neighbor 0 O
ooooooo

track <trackid:1-255> ospf neighbor <PEER_RID:A.B.C.D>

track <trackid:1-255> ospf neighbor PEER_RID delay <10-3600>

track <trackid:1-255> ospf neighbor PEER_RID initial-timeout (]<10-3600>)

track <trackid:1-255> ospf neighbor PEER_RID initial-timeout <10-3600> delay <10-3600>
goooooo 0000 router-idd O neighbor 0000000 state0D OO0 O OO0OOO0OO

o BGP peer O
ooooood

track <trackid:1-255> bgp neighbor <PEER_IP:A.B.C.D>

track <trackid:1-255> bgp neighbor PEER_IP delay <10-3600>

track <trackid:1-255> bgp neighbor PEER_IP initial-timeout (]<10-3600>)

track <trackid:1-255> bgp neighbor PEER_IP initial-timeout <10-3600> delay <10-3600>
goooooo 0000 peer ipO00 neighbor0 000000 state0 0000000 O0O0O

o VRRPODOOOO
gO00oO0b0O00  track <trackid:1-255> vrrp ip <vrrpid:1-255> interface ethernet <0-2>
ad no O  no track <trackid:1-255>
ooooooo
Oethernet0 000000
Omaster O O backup/init0 0000000 backup/initdO O master 00O O0O00O00OOOO
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global node

O ipsec nat-traversal

goooooo
O0O00OD0OO0OONAT-Traversal O OO0 OO0O0OOOOOOONATOODODOODOOODOODOODOOO
Oo000OIPsecO 00O O0O0OOOoOoOOooog
OIKEVIOOONAT-Traversal O 0O OO0 /000000000000 000O0OIKev200000000O
ooooooooooooboooooa

ONAT-Traversal OO IPVA0 000000 DOOO

ooooooo ipsec nat-traversal enable (NAT-Traversal 0 O0)
O no O no ipsec nat-traversal enable (NAT-Traversal 0 )
oo 0O oo no ipsec nat-traversal enable

coooooo

O Transport 0 00 O O NAT-Traversal 0 0O O
NATODDO Transport D 000000000 DOOODOOOOODOOOOOODOOOOO0ODOOOOO
goodooooooooo

ooooooo
NATOODO Transport 000000000000 DOOOO0DOOOO0ODOOODONATOOOODOOOO
oooooooooooooo

gTcp/ubPO OO OO0
TCPs/UDPOODOCOOOODOOOOOODOOOCODOOOODOIIPODDOOOOODOOOODOOOOO
OOOESPOO00DOOCOO0DOOOOOOOOONATOOOOO0ODOODOOODOOOOODODOOO
cooooooooobooooooooooboooooooooooogooDooooDbbouoo
goooooodOooooooooOoooOodUoooo0UooOooDoogoooOooooOooo
coooooogooooooooooooobooooooobboooobbogooDbboooobooo
OOOTransport D OO0 NAT-Traversal OO0 0O0ODOCOOESPODOOOOODODOOOODOOOO
oooooo

O ipsec path-mtu-discovery
gooooon PMTUDO OO O OO OO
ooooooo ipsec path-mtu-discovery enable

O no O no ipsec path-mtu-discovery enable
oo 0O oo ipsec path-mtu-discovery enable
goooooo

OIPsecO 000 PMTU discovery 00000 OO0ODFItd 1000 tunnel MTUOODODOODODOODO
000000 twnnelingDO0D0O0OOO0OOO0OODOOOouterd ip headerd DF bitO OO 00 OO0
o000

OIPsecO 000 PMTU discovery 0 OO0 OO0 OO0 ODFbitd 1000 tunnel MTUO OO ODOODOOOO
fragment needed 0 000000 OOpacketd drop0 00000000 OOouterd 1P header O
DFbit O O O tunneling packetD OO0 OO OO OONO
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global node

O ipsec xauth

ooooood IPsec XauthD O OO OO0OO0OD0OO0O0OODOOOO

ooooooo ipsec xauth username USERID password (]hidden) PASSWORD

O no O no ipsec xauth username USERID

oo 0o 0O oo0Dooooo1-9%500000000000000
OO000oDooOoooooooogis#sE=+_..;00~e<>000

O ipsec x509 enable
ooooooo X.500000000000000D0O0DODOD
ooooooo ipsec x509 enable

0 no O no ipsec x509 enable
oo O oo no ipsec x509 enable
oo oo IPsecOmain0 000000000000 ODOO

O ipsec x509 validity-period-check

ooooooo  x.s5000000000000000000000

ooooooo ipsec x509 validity-period-check

O no O no ipsec x509 validity-period-check

oo o oo ipsec x509 validity-period-check

oo oo
oo00o0obooooooboooDoooooooobooDooDooOoooOoDOOoooDooDOooog
ooo
00o000Do0o0ooooO0oooooO0obO0oD0oDooooooDOocRLODODbDOoO0ODODODbDOOD
ooo

O ipsec x509 ca-certificate
oopooooo  X.b00cA0000D00ODOODODOO
ooooood
ipsec x509 ca-certificate NAME ssh://<user@(A.B.C.D|X:X::X:X)>/FILENAME
(]source A.B.C.D|X:X::X:X)
ipsec x509 ca-certificate NAME ftp://<A.B.C.D|X:X::X:X>/FILENAME
(]source A.B.C.D|X:X::X:X)
0 no O no ipsec x509 ca-certificate NAME
oo oo
goooooooobooDooooooog
gssHOOOOOoO0OooOooooooooooooooooooooooooooooooooooog
0 ssh://user@A_B.C.D/FILENAMEC 0 0220 000000 00O O O =ssh://user@A.B.C.D:22/FILENAMELT]
- IPv4d  ssh://user@A.B.C.D:port/FILENAME
- IPv6  ssh://[user@X:X::X:X]:port/FILENAME
ODER(*.der, *.cer)U OO PEMC*.pem)0 00000000 O0OOODOODOODODOOOOODOODOO
0000000000000 0ooobOoo0oboooDbESOD0D0000DOO0bOO0O0DOoDO0oOoDO
oooooo
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global node

O ipsec x509 certificate
Oo0oooog  Xs5000000000000000000
ooooooo
ipsec x509 certificate NAME ssh://<user@(A.B.C.D|X:X::X:X)>/FILENAME
(]source A.B.C.D|X:X::X:X)
ipsec x509 certificate NAME ftp://<A.B.C.D|X:X::X:X>/FILENAME
(]source A.B.C.D|X:X::X:X)
O no O no ipsec x509 certificate
00 ano
gopooooooooobooooboooo
gssHOOOOODOOOoDOOooOoOooooooooooooooooooooooooooooooog
0 ssh://user@A.B.C.D/FILENAMED 0 0220 000000 00O OO =ssh://user@A.B.C.D:22/FILENAMELT]
- IPv4d  ssh://user@A.B.C.D:port/FILENAME
- IPv6  ssh://[user@X:X::X:X]:port/FILENAME
ODER(*.der, *.cer)J OO PEMC*.pem)0 00000000 O0ODOODOODOOODOODODOOODOODOO
0o000000o00ooD0oboooDooooooobOooESO000oOoDO0ooDooDoooooooDon
oooooo

O ipsec x509 private-key
ooooooo X.5090 private keyO O OO O OGO
ooooooo
ipsec x509 private-key NAME key ssh://<user@(A.B.C.D|X:X::X:X)>/FILENAME
(]source A.B.C.D|X:X::X:X)
ipsec x509 private-key NAME key ftp://<A.B.C.D|X:X::X:X>/FILENAME
(]source A.B.C.D|X:X::X:X)
O no O no ipsec x509 private-key NAME key
00 ano
Jopoooooooooboooooboooo
gssHOOOOODOOOoOOooOooOooDOooooooooooooooooooooooooooooog
0 ssh://user@A.B.C.D/FILENAMED 0 0220 000000 00O OO =ssh://user@A.B.C.D:22/FILENAMELT]
- IPv4d  ssh://user@A.B.C.D:port/FILENAME
- IPv6  ssh://[user@X:X::X:X]:port/FILENAME

O ipsec x509 private-key

Oo0oooog  Xs00000oooooooood

ooooooo ipsec x509 private-key NAME password (hidden]) WORD
O no O no ipsec x509 private-key NAME [password]
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O ipsec x509 crl
gooooog 0o0oooooooooooooon
ooooood
ipsec x509 crl NAME ssh://<user@(A.B.C.D|X:X::X:X)>/FILENAME (]source A.B.C.D|X:X::X:X)
ipsec x509 crl NAME ftp://<A.B.C.D|X:X::X:X>/FILENAME (]source A.B.C.D|X:X::X:X)
O no O no ipsec x509 crl NAME
oo 0o
00o00o0ooooooooobooDooo
ossHOOOOOoOOoO0oOoo0ooooooooooooooooooooooooooooooon
0 O ssh://user@A.B.C.D/FILENAVED 0 022000000 00O O OO =ssh://user@A.B.C.D:22/
FILENAMECT]
- IPv4  ssh://user@A.B.C.D:port/FILENAME
- IPv6  ssh://[user@X:X::X:X]:port/FILENAME

O ipsec access-list
ooooooo IPsecO00000O000DOODOOODOO
goooooo ipsec access-list ACL-NAME ip (any|host]A.B.C.D/M any|host]|A.B.C.D/M)
ipsec access-list ACL-NAME ipv6 (any|host|X:X::X:X/M any|host|X:X::X:X/M)
O no O no ipsec access-list ACL-NAME ip (any]host]A.B.C.D/M any|host]A.B.C.D/M)
no ipsec access-list ACL-NAME ipv6 (any|host]X:X::X:X/M any|host]|X:X::X:X/M)
no ipsec access-list ACL-NAME
oo 00
00000 IPsec access-listd Omatch addressO 00000000 IPsec tunnel DO OO ODOO0O
match addressO0 0 00000 O0O0OIPsec tunnel policy noded0 OO0 O0O0OO0OOO
0000 access-listO ipO ipv6 000 000000000000 DOODOODOO0OOOOOOODOO
0010000000000 ooooDo
OIKEV2OO ipOipv6 000 000000000000 0O0O0OOKEVIOODODODODOOOOOODOOO
oooooog
OIPsec access-list0 0 host rule0 000000000 OOOOOOOOO
OIPv4 hostD IPV6 host DO DO OOOOODOWUPVAODODO IP6DOOOODODOIKEDDODO IP
protocol 000D O)000O0OODOO100hoest hostO OO OODOOOOOOOOOO 100
JoooopobooobooooooDooog
ex) ipsec access-list test ip host host
0 ipsec access-list test ipv6 host host
OhostO OO host OO0 OO ODOOODOODOOOOODOODOOODOODOODOhost hostO O OO0
000000000 vwle0 DO TS(OOO0OOODOOODO)Y ODODOODODODOOO
ex) ipsec access-list test ip host host
ipsec access-list test ipv6 2001::/64 2002::/64

O ipsec generate

ooooooo RSA signature keyO OO O OO .

ooooooo ipsec generate rsa-sig-key <key length: 512-1024>
O no O no ipsec generate rsa-sig-key
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global node

O ipsec eap radius (IKEv2O 0O)
ooooooo
O Account 0 0 00O O RADIUS server O IP address UDP port 000000 (secret)l 0000000
OO0O0O0OUDP portd 00 default0 01812000 OWebD OO OO OO radius port0 00000 0O
oooooooooooo
ONAS-identifier Attribute DOUSERO OO DO ODOO0OO@G20000)0000000000DO OO De-
fault O OO OO -1Psec(ex.NXR120-1Psec) 0 O
ooooooo ipsec eap radius (A.B.C.D|X:X::X:X) password (]hidden) WORD
(Jport <1-65535>) (|nas-identifier WORD)
O no O no ipsec eap radius (JA.B.C.D|X:X::X:X)
ooooooo
O IPsec clientd O O EAP message O O NXR O O RADIUS message U 0 O O O O O ORADIUS server O O
gooooooooooooo
ORADIUS serverO 00O ODOOODOODO timeoutd 200retry0 0000 3000 Oretryd O
timeoutd 0 1000000
000 00O authentication local/remote(ipsec isakmp policy node)0 0O OO OODOOO

O ipsec eap identity (IKEv2O O)
O0000O0O0O EAPOOOOOOOIIDOOOOODOOOOOODOO
ooooooo ipsec eap identity string WORD password (hidden]) WORD
ipsec eap identity key WORD password (hidden|) WORD
O no O no ipsec eap identity string WORD
no ipsec eap identity key WORD
ooooooo
00000 D authentication local/remote(ipsec isakmp policy node)D 00O OO OOONO
000000001-9%00000000000000000000000000000B#=*+-_.:;0

OO~ <000

O ipsec pre-share identity (IKEv2O 0O)
ooooood IKEv2O0OODO0OO00oooogpPsKOODODOODOODODODOOOO
ooooood ipsec pre-share identity fgdn WORD password (|hidden) WORD
ipsec pre-share identity user-fgdn WORD password (|hidden) WORD
ipsec pre-share identity key WORD password (]hidden) WORD
O no O no ipsec pre-share identity fqdn WORD
no ipsec pre-share identity user-fqdn WORD
no ipsec pre-share identity key WORD
coooooo
000 00O authentication local/remote(ipsec isakmp policy node)D 0O OO OOOOO
Ooooooog1-90dboooboooooooooooboooooouoooomst==*+_.:;0

{0~e<>o0oo
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global node

O interface ethernet

ooooooo interface node 00000000 profiled 0D OO0O0OOD0OOODOODO
ooooooad interface ethernet <0-2>

ooooooo ethernet interface0 0000

O interface loopback

ooooooo interface node0 0000000 profile000000O0O0O0DOODO
ooooooo interface loopback <0-9>

O no O no interface loopback <0-9>

O interface ethernet <0-2> vid <1-4094>

ooooooo interface node 00000000 profiled 0D OO0O0OOD0OOODOODO
ooooooad interface ethernet <0-2> vid <1-4094>

O no O no interface ethernet <0-2> vid <1-4094>

O interface tunnel

ooooooo interface tunnel node0 0O O0OO0OO profile00000O0OOO0ODOONO
ooooooo interface tunnel <0-255>

O no O no interface tunnel <0-255>

O interface ppp

ooooooo interface ppp node 00000000 profile0 000000 OODOODO
ooooooo interface ppp <0-4>

O no O no interface ppp <0-255>

O interface bridge

ooooooo interface bridge node0 0000000 profile0 000000 O0ODOOO
ooooooo interface bridge <0-4095>

O no O no interface bridge <0-4095>

O 12tp

ooooooo 12tp node 00000000 profile0 00000000 0OO0O
ooooooo 12tp <0-1>

O no 0 no 12tp <0-1>

O access-server profile

ooooooo access-server profile node0 0000000 profile0 00000 OODOOOO
ooooooo access-server profile <0-31>

g no g no access-server profile |<0-31>

O interface virtual-templare

ooooooo interface virtual-template node0 0000000 profileD 000000 OO0DOOO
ooooooo interface virtual-template <0-0>

O no O no interface virtual-template <0-0>
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global node

O 12tpv3 tunnel

gooogog

ooOoo0ooa
[l no O

12tpv3-tunnel node 00000000 profile0 000000 OOOO0O
no0O0O00OOCOKpOODOOOOODOOOOODOD

12tpv3 tunnel <tunnnel _id:0-4095>

no 12tpv3 tunnel <tunnnel id:0-4095>

O I2tpv3 xconnect

gooogog

ooOoo0ooa
[l no O

O 12tpv3 group

gooogog

ooOoo0ooa
[l no O

O ntp

ooooooo
ooooooo
a no a

O dns

ooooooo
oooooog
0 no 0

O snmp

ooooooo
ooooooo
a no 0

O syslog

goooooo
gooooon
0 no 0

O dhcp-server
goooooo
goooooo
a no a

12tpv3-xconnect node0 0000 OO0 OOOOOOOOOODOO0O
no00O0O00OOCOKDOODOOOOODOOOOODOD

12tpv3 xconnect <xid:1-4294967295>

no 12tpv3 xconnect <xid:1-4294967295>

12tpv3-group node 0 O 000 0O O0O0OODOOOOODOOOO
no0 00000 IDOODOOOOOODOODOOO

12tpv3 group <gid:1-4095>

no 12tpv3 group <gid:1-4095>

ntp node O OO0O0O0O profileO O OOO0O0O
ntp

no ntp ENTPOOODOOODOODOOprofiledDO0OD0OOD

dns node0O0OO0O0O0O profile0 00O OOOO
dns

no dns ENSOOOoooooooprofiled0DOO0OOD

snmp node 0000000 profileD 000000
snmp

no snmp ESWPOODOODDOODDOOO profiled D DODOOD

syslog node0 0 OO0 OO profileOD OO0 OODOO
syslog
no syslog (=syslog0 000000000 profiledOOOOOD

dhcp-server node0 OO0 00O profileO OO OOO0O
dhcp-server <1-5>
no dhcp-server(|<1-5>) (=DHCPO O OO OODOOOO profile0 0 O0OOD
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global node

O monitor-log
goobogd
ooooooo
a no g

O track

ooooooad
goooooo
O no 0

O router rip
gogooogo
goooood
a no g

O router ospf
ogooooon
goooooo
0 no 0

monitor-log node 0 0 OO OO0 O profileD 0O OODOO
monitor-log

no monitor-log EOOODOOOOOODOODOOOOOprofileD00O0O0O0D

extended track (ip]ipv6) reachability node0 00O OO0 profileO DO ODO0O
track <2048-4095> (ip]ipv6) reachability
no track <2048-4095>

RIP node0 OO OOO0OprofileDO0OOODOO
router rip

no router rip ERIPOODDODOOOOOO profiled0O0OO0OO

OSPF node D OO0 OODO profile0 0 O00ODODO
router ospf

no router ospf (FOSPFO OO ODOOODOODO profiledOOODOOD
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0O 60 global node

global node

m sip-nat

o enable
ooooooo
ooooogo
ooooooo
OO0OnoOO0O

o port
ogoooood

googoogn
ooooogon
OO0Ono0 00O

SIPNAT ODODOOODOO
sip-nat enable

no sip-nat enable

no sip-nat enable

OO0OuwrPOOOOOOOCOODOOOODOOSIP-NATOOODOOOODOOOODO
0000000000 70000000000DRefaultdO UDPS0600 O OO OOOO
sip-nat port .<1-65535>

sip-nat port 5060

no sip-nat port

o port-translate

ooooogon

gsSipd0obooboboooooooowroobooboooooobobobooboobooooogore
goboobooobooboobobooobooboobon
ObefaultODOO0OD0OOCOO0ODOOOODOOOODODOOODO

ooooogon
googoogn
OO0OOnoO OO

sip-nat port-translate enable
sip-nat port-translate enable
no sip-nat port-translate enable

o exclude-interface

googoogn

0oooboobooboboOobDbOoobooboboo Ll ANODDODoSIP-NTODDODDOODDODOOD
g0o00o00oOo0oOoooOoobooooosiPOO0DO0ODOO0ODOOODO Dethernetddn
goooooooooboooo

googoogn
ooooogon
UO0O0Ono0 00

sip-nat exclude-interface INTERFACE
no sip-nat exclude-interface
no sip-nat exclude-interface
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0O 60 global node

m CRP

global node

o udp source port

ooooooo  creOUDPOOOODOOOOODODOOO
gooboogd crp udp source-port <1024-65535>
od 0O Od crp udp source-port 10625

g no g no crp udp source-port

o hostname

ooooooo creOOOOOO0ODOOOOO
gooboogd crp hostname HOSTNAME

0 no 0 no crp hostname

o customer-id

OO0O0OOoOoO0  CRPO customer-id0 000000
ooooooo crp customer-id CUSTOMER-ID
O no O no crp customer-id

o cpe-id

Ooooooo  CRPO cpe-id0 OO OOODO
ooooooo crp cpe-id CPE-ID

O no 0 no crp cpe-id

o client

gogooooo cpO0OO0OQCOO0OOODOOOOO
ooooooo crp client <1-2>

O no O no crp client (<1-2>])

o advertise
oo0ooooo
oooooono

CcRROODOOOODOO

crp advertise (ip|ipv6) interface ppp <0-4> (port <1-65535>]|) (secondary]|)
crp advertise (ip|ipv6) interface ethernet <0-3> (port <1-65535>]) (secondary|)
crp advertise address A.B.C.D (port <1-65535>|)
crp advertise address X:X::X:X (port <1-65535>|)
crp advertise nat (port <1-65535>])
O no 0 no crp advertise
ooooooo interface 010000 2000000100 secondaryd 00O
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global node

m netconf-server
gooo00oooooooooooon

o enable

ooooooo
ooooooo
a no a

o lock timeout
ooooooo
gooogoog
0 no 0

o auto-config
ooooooo
ooooooo
g no g

netconfOOOODODOOOODO
netconf-server enable (tcplover-ssh)
no netconf-server enable

netconfO OO OOO0OO0O0OOO0OO0ODOOOOOOOOO
netconf-server lock timeout <10-3600>
no netconf-server lock timeout

auto-configD OO OO QOO0
netconf-server auto-config enable
no netconf-server auto-config enable
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0O 60 global node

global node

m QoS
Ooooooo  QesOOOOODDOO
goooooo
oJOOOOODOOO
class policy NAME
oooooo
no class policy NAME
ooooooo
class filter <2-254>
ooooooo
no class filter <2-254>
Mark O O OO
priority-map <1-255> (high|middle]low]normal) ip mark <1-4095>
TBFO OO
pirority-map <1-255> (high|middle]low]normal)
queue shape <RATE:1-1000000> <BUFFER:1-65535> <LIMIT:1-65535>

o

o

o

o

o

O

SFQO OO
priority-map <1-255> (high|middle]low]normal) queue fair-queue
FIFOO OO
priority-map <1-255> (high|middle]low]normal) queue fifo (limit <1-16384>)
o default classO0 O 0O
defaultO classO 00000 Odefault classO 00000000000 packetdO O OO0OO classO
O0000Odefault classO 0 OO0 normal OO O
priority-map <1-255> default (high|middle]|normal]low)
o priority-map 0 00O
0000 classO priority-map0 000000
no priority-map <1-255> (high|middle|normal|low])
o default classO0 00O
defaultO class O default(normal)0 000000
no priority-map <1-255> default
o MarkO OO OO
OO000OclassO MarkOOOOOOODOO
no priority-map <1-255> (high|middle|normal]low) ip mark
o default queue(FIFO)O OO
no priority-map <1-255> (high|middle|normal|]low) queue

O

® route-map
gooooon route-map 0 OO0 0O
ooooooo route-map NAME (permit]|deny) <1-1024>
0 no 0 no route-map NAME : NAMEO route-map O 0 000 OO
no route-map NAME (permit]deny) <1-1024> : OO0 rouet-map 0 OO0 0O OO0O
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global node

m class access-list
ooooooo
route-map 0 matchO OO OO match ip address0 O 0000000000000 OODOOOODOOOOO
ToSSOOMARKOOOODOODOsetOOOOOODOOOODOOODOOOOOOODO
o ip
class access-list ACL-NAME ip (]not) <source:>(any]A.B.C.D/M]JA.B.C.D)
<destination:>(any|A.B.C.D/M]A.B.C.D)
o protocol
class access-list ACL-NAME ip (|not) <source:>(any|A.B.C.D/MJA.B.C.D)
<destination:>(any|A.B.C.D/M]A.B.C.D) (|not) (<protocol:0-255>]icmp]tcp|udp)
o icmp
class access-list ACL-NAME ip (]not) <source:>(any]A.B.C.D/M]JA.B.C.D)
(Jnot) <destination:>(any|A.B.C.D/M]A.B.C.D) icmp (|not) type code
o tcp src dst
class access-list ACL-NAME ip (|not) <source:>(any|A.B.C.D/MJA.B.C.D)
(|not) <destination:>(any|A.B.C.D/M]JA.B.C.D)
tep (not) (J<sport:1-65535>]any) (|<dport:1-65535>]any)
o tcp src-range dst
class access-list ACL-NAME ip (|not) <source:>(any|A.B.C.D/MJA.B.C.D)
(Jnot) <destination:>(any]A.B.C.D/M]A.B.C.D)
tcp (Jnot) (Jrange <min:1-65535> <max:1-65535>) (|<dport:1-65535>|any)
o tcp src dst-range
class access-list ACL-NAME ip (|not) <source:>(any|A.B.C.D/MJA.B.C.D)
(Jnot) <destination:>(any]A.B.C.D/M]A.B.C.D)
tep (Jnot) (|<sport:1-65535>|any) (]Jrange <min:1-65535> <max:1-65535>)
o tcp src-range dst-range
class access-list ACL-NAME ip (|not) <source:>(any|A.B.C.D/MJA.B.C.D)
(]not) <destination:>(any]A.B.C.D/M]A.B.C.D)
tcp (Jnot) (Jrange <min:1-65535> <max:1-65535>) (|range <min:1-65535> <max:1-65535>)
o udp src dst
class access-list ACL-NAME ip (|not) <source:>(any|A.B.C.D/MJA.B.C.D)
(]not) <destination:>(any]A.B.C.D/M]A.B.C.D)
udp (Jnot) (J<sport:1-65535>]Jany) (]<dport:1-65535>]any)
o udp src-range dst
class access-list ACL-NAME ip (|not) <source:>(any|A.B.C.D/MJA.B.C.D)
(Jnot) <destination:>(any]A.B.C.D/M]A.B.C.D)
udp (Jnot) (Jrange <min:1-65535> <max:1-65535>) (]<dport:1-65535>|any)
o udp src dst-range
class access-list ACL-NAME ip (|not) <source:>(any|A.B.C.D/MJA.B.C.D)
(]not) <destination:>(any]A.B.C.D/M]A.B.C.D)
udp (Jnot) (|<sport:1-65535>]Jany) (Jrange <min:1-65535> <max:1-65535>)

<gpoooobog >
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m class access-list(O00)
o udp src-range dst-range
class access-list ACL-NAME ip (|not) <source:>(any|A.B.C.D/MJA.B.C.D)
(Jnot) <destination:>(any|A.B.C.D/M]JA.B.C.D)
udp (Jnot) (Jrange <min:1-65535> <max:1-65535>) (]Jrange <min:1-65535> <max:1-65535>)
o no (class access-list000)
no class access-list ACL-NAME ip

m mobile

o mobile

00o0o0oO0o0O0O 3cO000000000PPOOOOOOOOOOOOOOOOO
OOOoooooO  mobile <0-1> ppp <0-4>

O no 0  no mobile <0-1> ppp

o mobile error-recovery-restart

ooooooo wmebileDOODOOODOODODOOODOODODOOOOODOOOODODOO
systemD 0000000000 ODefaultd 00O OOdO

ooooooo mobile error-recovery-restart

O no O no mobile error-recovery-restart

o mobile error-recovery-reset
oo0ooooog wmebileDOODOOODOODOOOODOODODODOOOODOOOODODOO
mobileD reset 0000000 ODefaultD 000 O0ODO

ooooooo mobile error-recovery-reset

O no O no mobile error-recovery-reset

oooodood

OError recovery 0 00O neteventd O 0 OO Mobile/WiMAX reset 0 000000000 OOOOOO
00oo0ooooooooDooooooooon

o mobile frequency-bandd NXR-15501 0 [

ooooooo ooooooooobooooosew-covaD DO OoOoooooono

ooooooo mobile <2> frequency-band (w-cdma]auto)

O no O no mobile <2> frequency-band

OO0O00D00O0 DefaultOOOAutoOLTEOD 3c000DOOCOOO
pPOCOCOOOODOOOOOOOOOOOOOODOOOODOO
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m system led
goooooo AUX LED/STS LEDO OO /000000 USEROODOOODOOOOOODODOOOOO

o system led ext
ooooooo
O0o0o00oooooooooooooooooooooowAXdDooooooooooooo
OO000OAUX LED 1, 2000 /000000000

ooooooo system led ext 0 signal-level mobile <0-0> (]interval <0-60>)
system led ext 0 signal-level wimax <0-0> (]interval <0-60>)

O no 0 no system led ext 0

oo 0O o0 system led ext O signal-level mobile O interval 5

ooooood Interval 0 0000000000 ODOODOODOODOO
0000O0o0o00ooooooob0ooo00oDooOoOowkLODD0DOOoDOOo0D
PPPOODOOODOODOOODODODOOOOPPPPOODOODOOLEDODOOODODOO

o system led aux
ooooooo
OO0000PPPOwnrelD 00O WMINMXODOOOD /0000000000000 /0000000
ooooooo system led aux <1-2> interface tunnel <0-255>
system led aux <1-2> interface ppp <0-4>
system led aux <1-2> interface wimax <0-0>
system led aux <1-2> track (<1-255>]<2048-4095>)
O no O no system led aux <1-2>
0000000 EXTOOAX20000000000000000EXTOODODOOOOODOAUX/200
000000000 00AX20000000000EXTODDOODOODOODODOOO

o system led status
ooooooo
OO0000PPPOtunrelD00OWINMXODODOD /000000000D0O0DOO0/000000
Ongn-sip congestion0 OO OSTSI LEDO OO DO OOONNOOODOODOODODOODOODODOO
0o0o00o00b0o0oD00ooooOoooOooDooooooDoooDOooDOoDOoOoD
ooooooo system led status <1-1> interface tunnel <0-255>
system led status <1-1> interface ppp <0-4>
system led status <1-1> interface wimax <0-0>
system led status <1-1> track (<1-255>]<2048-4095>)
system led status <1-1> ngn-sip congestion
O no O no system led status <1-1>
oooooog STl Llep000oooooooooooonooon

O as-path

ooooooo BGP autonomous system path filterO OO OO QOO

ooooooo ip as-path access-list ACL-NAME (permit]deny) LINE

O no O no ip as-path access-list ACL-NAME (permit]deny) LINE
no ip as-path access-list ACL-NAME
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m schedule
ooooOooo
OooQo0oooo/o00/0000PPPOOO/00/00000000000000O000O00O00O00OOO

o PPPO schedule O /00 /000
goooooo
ooooooopPOOO0O/00/0000000000DO/0000OPPPODOOOODOOOODO
ggoodfoooooUooooOooooOooooOo0oooOUo0OooDooUOooogOoDooOooDo
goooooooboooooooOoooooguseROODbooooboOboooooboooooboooo
ooooo
coooooDo oooo
schedule <1-255> HOUR:MIN DAY MONTH interface ppp <0-4> (connect]disconnect]reconnect)
ooooooo 0000 (Dow: Day Of the Week)
schedule <1-255> HOUR:MIN DOW (|DOW) interface ppp <0-4> (connect]disconnect]reconnect)

o000 OOOO scheduled O OO
ooooooo
0d000d0o0d0oooodoooooooooooorPPPO000DOODOOOOOOOODOOO
PPPOODODOOODOODOOOOPPPOOOIDOOOOODOOODOOOOODOODOOODOOPPPO on-
demandO O OO OOOPPPOOUODNOOODUODOOOODOOODOOOODOOOOOODOOO
Jooodooooooooooooooooooooon
00000000o0o0dooooooo20-300000000000D00000000000OnO
JooodoooDoooooooooooooooDooooooooDnooon
ooooood ooood
schedule <1-255> HOUR:MIN DAY MONTH mobile <0-2> clear
oooooog OO0 OO0 (DOW: Day Of the Week)
schedule <1-255> HOUR:MIN DOW (|DOW) mobile <0-2> clear

oJOOOOOOOODO
goooooo
OO0O000Osyslogd rotate0 0000000000000 rotate00000000OO00ODOO
O 0Osyslog node rotate 0 0 OO OO OO0
ooooooo oooo
schedule <1-255> HOUR:MIN DAY MON syslog rotate
ooooooo 0000 (Dow: Day Of the Week)
schedule <1-255> HOUR:MIN DOW (]DOW) syslog rotate
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oD00DOUOODOOODODO
ooooooo
O0000dOmonitor-log0 00 logO OO0 rotate 0000000000 OO0DOOO rotate 00O
OO0O00OD0O0O0O00ODOOdmonitor-log reachability/resource0 00000000
Ooooooo ooood
schedule <1-255> HOUR:MIN DAY MON monitor-log reachability rotate
schedule <1-255> HOUR:MIN DAY MON monitor-log resource rotate
ooooood 0000 (Dow: Day OF the Week)
schedule <1-255> HOUR:MIN DOW (]|DOW) monitor-log reachability rotate
schedule <1-255> HOUR:MIN DOW (]DOW) monitor-log resource rotate

oOOOOOO
ooooooo O00000systemOO0DO0O0O0O0OO0O00ODOO
ooooooo oooo

schedule <1-255> HOUR:MIN DAY MON system restart
ooooooo OO OO0 (DoW: Day Of the Week)

schedule <1-255> HOUR:MIN DOW (JDOW) system restart

o SNMP notifyd O[O
goooooo OOO0OOOSNMP notify(trap)0 00O O0OO
ooooooo oooo
schedule <1-255> HOUR:MIN DAY MON snmp extension-mib WORD notify (]<0-3600>)
ooooooo 0000 (bow: Day Of the Week)
schedule <1-255> HOUR:MIN DOW (|DOW) snmp extension-mib WORD notify (]<0-3600>)
coooooo
Oo0O0U00oOoOoOoOoooooOooobo seo 000 margind 000000000 OOOmargin00O0O
OoOooDOOOmargin * (0-100)%0 000000000 nnotify0 000000
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ocbOUOobOUOObnOODOO
gooogog
gobooogrrPOSSHOOOOOO0ODOODOOOOODOOOOODOOOOOOODbOOOODObOOn
gooogooogo
goobogoog gogo

Oe FTP schedule <1-255> HOUR:MIN DAY MON firmware update
ftp://<A.B.C.D|X:X::X:X>/FILENAME (]source A.B.C.D|X:X::X:X) (Jhold)
[0 e SSH schedule <1-255> HOUR:MIN DAY MON firmware update

ssh://<user@(A.B.C.D|X:X::X:X)>/FILENAME password (|hidden) PASSWORD
(]source A.B.C.D|X:X::X:X) (]hold)

Oe OODOO0O schedule <1-255> HOUR:MIN DAY MON firmware update
(diskO:FILENAME |disk1:FILENAME) (]hold)

ooooooo 0000 (Dow: Day Of the Week)

Oe FTP schedule <1-255> HOUR:MIN DOW (|DOW) firmware update
ftp://<A.B.C.D|X:X::X:X>/FILENAME (]source A.B.C.D|X:X::X:X) (Jhold)
[0 e SSH schedule <1-255> HOUR MIN DOW (|DOW) firmware update

ssh://<user@(A.B.C.D|X:X::X:X)>/FILENAME password (|hidden) PASSWORD
(]source A.B.C.D|X:X::X:X) (]hold)
Oe O0ODOODO schedule <1-255> HOUR:MIN DOW (JDOW) Ffirmware update
(diskO:FILENAME |disk1:FILENAME) (]hold)
ooooooo
OFfPOOO SSHOOOOOOODODODOODOODODOOOOoOOooOOoo
OgsSsHOOOOOOOODOpasswordd OO OOOD0ODO0O
gssHOOoOOOoO0Oooooooooooooooooooooooooooooooooooooog
0 ssh://user@A_B.C.D/FILENAMEC 0 0220 000000 0 0O O O=ssh://user@A.B.C.D:22/FILENAMELT]
- IPv4d  ssh://user@A.B.C.D:port/FILENAME
- IPv6  ssh://[user@X:X::X:X]:port/FILENAME
ONXR-1250 000 000000000000 000000000O000OheldO0DODOOOOOODOONO
0000boo0oDooO0oooooDoboob0ooDooDobo0boDOoDOobooDoDOOoDOoDOm
0o00ooooooooooooooooooooooooodooooooooDoooooooDooon
0000000000000 0oDobO0oo0D0DO00D0o0o0o0o0o0DOobO000 configd
O0o00D00oooooDooooooooooooDooooooooooom
00000 flashDOOODODODODODODOOODODODODOODODOOOOODOODODOODOOOODOOO
00o0oOooooooooooooDodoooooooooooDoooooooDooon
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o WiMAXOOOUODOOOOO/0OO/00O0O

ooooooo

oo0o0oOoOoOoOowiMMXOOO /00/00000000000000000OWIMMXOO0O000000O
oooooo

0000000000000 000000000D0000O00DO0O0ODOOODOOODOOOOOOODOOO
0000000000000 0000000ooooooooooooooooooooooooon
o00o00DoDO0O0000o0oOoooooooooooo

ooooooo oooo

schedule <1-255> HOUR:MIN DAY MON interface wimax <0-0> (connect]disconnect]reconnect)

OO0oooogo 0OOO00(Dbow: bay Of the Week)

schedule <1-255> HOUR MIN DOW (|DOW) interface wimax <0-0> (connect]disconnect]|reconnect)

oWiNAXODODOOODOODOOO
ooogoog
J0oooooOowiMXOODODODOoOoOooooooooooooooowiMvXDoooooooo
WivaXOOOODOOOOoOOOoooooooooooooowiMxooooooooooooooog
DO00OOOnetevent 0000 000000000000 OWIMMXDOODODOOODOO
oooooog oooo
schedule <1-255> HOUR:MIN DAY MON wimax <0-0> clear
ooooodo 0000 (Dow: Day 0f the Week)
schedule <1-255> HOUR MIN DOW (|DOW) wimax <0-0> clear

ocgoonoO
ooooooao no schedule <1-255>

odDOOOO o0ODODODODO
eI O00OOOO e JIO0OUOODOODODO
schedule 1 *:00 * * schedule 1 *:10 monday
e 10 1:20000 e JIOOOO1:10000
schedule 1 1:20 1 * schedule 1 1:10 sunday
e 101000 1:20000O e weekday O 4:10000
schedule 1 1:20 10 * schedule 1 4:10 monday friday

ooi100000200000
schedule 1 *:20 10 *
/10000200000
schedule 1 *:20 10 1
17100 10:2000 0O
schedule 1 10:20 10 1
100001020000
schedule 1 10:20 * 1
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| WiMAX

O error-recovery

ooooooo

OWiMAXO OO OOo0oooooooo0ooooooooooooooooooooooooooog
ooooooo

000000000000 0000000000MwWiMMXOODODOOooooooooooooooooo
Oo0dooooooooooooooooooog

0000000  wimax error-recovery (restart]reset)

g no g no wimax error-recovery
gog o oo no wimax error-recovery
ooooooo

ocoboooooooOoooobobooooooooooboOooboOooOooDon
e IOIDOOODOODO
o0 000000 0bOO0o0oooomBOO0OODOOOOoDOO0OO0DOOOerror-recoveryld
OO0000ooO0OoooooooooooooowMAxOOoOOoOOooooOooooooogooooo
ooo
OwiviXOOOOoOOooooooooooooooooood
OIPO00000DO0O0DODOODOSss status [ O DeviceNotFoundYet (O O OJ
e IOOIDOOODOO
oooooooobooooteobObOO0OOOOOODOOODOOOO30DO0OO0ODOOO error
recovery0 0000000000000 DOCOOODCOOOOOOwWIMMXOOOODOOOODOO
OUOerror-recovery0 00000000000 DOOO0ODOOOOODOOOOODOOOOODDOO
goooopooooooooo
OwiMAX OOO00O0OO0O0O0ooOooOooooooooboooog
Oss status O Connected OO0 OO Oantenna level 01 OO0O0OOOO
OO0dec000000O0DOOOODOOOODDOerror-recoveryd000000DO0ODOOOO600
OO0 000Oerror-recovery0 000 0OO0OOOOCU status connected O O IPVAO OO OO OO
OoooooooooboobobooooobobooooDbboOderror-recoveryl 00000 OOODO
OError recoveryd O[O netevent O O O OO Mobile/WiMAX reset0 D 00000000 OODOODOO
oooooooooooooooooooo

o netevent

ooooooo
O0o000ooooooo0OddownOOO0OOWMIMAXODODOOOODODOODODODOOOOOODO
00000 uwOODOODODODOO

0000000  wimax <0-0> netevent (<1-255>]<2048-4095>) reset

mobile <0-2> netevent (<1-255>]<2048-4095>) reset

O no O no wimax <0-0> netevent

ooooooo

OError recovery 0 00O netevent O 0 O OO Mobile/WiMAX reset 0 0000000000 DOOOO0O
oo0oooooDooooooooooooon
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O system netevent

ooooooo
ooooooog
0 no 0
ooooooo

m 0000000

goooooo
oooogooo

o mail server

gooogog
oooogooo

o no mail server

gooogog
oooogooo
gooogog

o mail from

oooooog
ooooooo
0 no 0
ooooooo

O000ooooOoooo0OdownODOOOO0OOOO0ODOOOODOOOOOO
system netevent (<1-255>]|<2048-4095>) restart

no system netevent

O00D0OuwdODOOOoOOooooooo

0000000000 bo0o0ooooooooooooon
00000000000 Omail server nodeOD O0OOO0OOOO0O

mail server node0 OO OO O0O0
mail server <0-2>

oooooooooooooooooo

no mail server (]<0-2>)
ocoooooooooooooOoooooooooo
o000oo00o0dooo0oooooooooooooooooooon

0000o0o0oboooooooooag
mail from WORD
no mail from

OJwoRDO OO DODODOODOODOODOOcenturysys@xxx.isp.ne.jp0 0000000
Omail send fromO O O OO interface ppp/wimax node0 000000000 OOOODOODOOOO
gooooooooopoooooooooooooooo

o mail to

oooooog
ooooooog
0 no 0
ooooooog

oo0oooooooooooooog
mail to WORD
no mail to

gworRDOOODOODODODOOODOOOuser@centurysys.co.jp0 0000000
Omail send tod 0O OO0 interface ppp/wimax node0 000000000000 DOO0O0OODOOO0O
goooopooodoooooooooooooon
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O system boot flash

ooooooo O0000ooo00ooooooooooDooooooon
ooooooo system boot flash <1-2>

0oo0ooooo O0O0O0O0Oconfig DO mDHOODOODOOOOODO

O system config flash

goooooo OO0O0O00OO0OO0O0OOconfig UOOOOOOODOOODOOOOOO

ooooooo system config (flash:FILENAME|disk0:FILENAME)

OO00Ono0 OO no system config

ooooooo no system config

ooooooo flash:startup.config 0O 0000 Osave config OO config DO OO O0ONO
USB OOOODO config DODOOOODODOOdiIskO:FILENMEO OO DOOO
no system configd Obootup 0 0D OO0 OONOOstartup-configh OO0 0O 0O

O ppp account username

ooooooo

OpPPOCO0OOOOOOODOOOOO(CPPPOO)Y DUOUODOOOORASOODOOUODOODDODOO

ooooooo ppp account username USERNAME password (|hidden) PASSWORD

gddno OO no ppp account username USERNAME

ooooooo

OooooooOd1-9 000000000 0ooooDoooooooooooooowst=*+_.:;0
{H1/7~6<>"w?0 0 O

Oppp username 0 0 O 0O O ppp interface node 0 00 0 O O USERNAMED password 0 0 OO0 00 00O 0O
oooooooo
D00000o00o22000000000@mcri0+dvO0000000M?200000000000

O show config ipv6 dhcp-client

ooooooo ipv6 dhcp-client0 000000000

0oooood  show config ipve dhcp-client (JWORD)

ooooooo ipv6 dhcp-client WORDO OO OO OWORDD OO OO OODO
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global node

m ip policy access-list

ooooooog

000000000000 0OPBR(Policy Based Routing)DD OO OO0 OOOOOOOOOO

OoO000oACLOOOOOODOOOODOOODOOOOlNp policy route-mapO0 00 O00O0OO0OOO
OO0000O0OoOoooooodip local policy route-mapO0 000000 O0O0OO

OPBROOODOOOOO N Policy Based RoutingD D OO OOOODODO

o 1ip
ip policy access-list ACL-NAME (|not) source:any]A.B.C.D/MJA.B.C.D
destination:any|A.B.C.D/M]JA.B.C.D (Jtos (]not) <0-255>)

o protocol
ip policy access-list ACL-NAME (|not) source:any|A.B.C.D/MJA.B.C.D
destination:any|A.B.C.D/M]JA.B.C.D (|not) <protocol:0-255>]icmp|tcp|udp
(Jtos (Jnot) <0-255>)

o 1icmp
ip policy access-list ACL-NAME (|not) source:any|A.B.C.D/MJA.B.C.D
(Jnot) destination:any|A.B.C.D/MJA.B.C.D icmp (]Jnot) type code (]Jtos (]not) <0-255>)

o tcp src dst
ip policy access-list ACL-NAME (]not) source:any|A.B.C.D/M]JA.B.C.D
(]not) destination:any|A.B.C.D/M]A.B.C.D tcp
(Jnot) [<sport:1-65535>]any] [<dport:1-65535>]Jany] (Jtos (]not) <0-255>)

o tcp src-range dst
ip policy access-list ACL-NAME (|not) source:any|A.B.C.D/MJA.B.C.D
(Jnot) destination:any|A.B.C.D/M]JA.B.C.D tcp
(Jnot) [range <min:1-65535> <max:1-65535>] [<dport:1-65535>]any] (]Jtos (]not) <0-255>)

o tcp src dst-range
ip policy access-list ACL-NAME (]not) source:any|A.B.C.D/MJA.B.C.D
(]not) destination:any|A.B.C.D/M]A.B.C.D tcp
(Jnot) [<sport:1-65535>]any] [range <min:1-65535> <max:1-65535>] (Jtos (|not) <0-255>)

o tcp src-range dst-range
ip policy access-list ACL-NAME (|not) source:any|A.B.C.D/MJA.B.C.D
(Jnot) destination:any|A.B.C.D/M]JA.B.C.D tcp
(Jnot) [range <min:1-65535> <max:1-65535>] [range <min:1-65535> <max:1-65535>]
(Jtos (Jnot) <0-255>)

<gobooog >
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m ip policy access-list(00O)
udp src dst
ip policy access-list ACL-NAME (|not) source:any|A.B.C.D/MJA.B.C.D
(Jnot) destination:any|A.B.C.D/M]JA.B.C.D udp
(Jnot) [<sport:1-65535>]any] [<dport:1-65535>]any] (Jtos (]not) <0-255>)

o udp src-range dst
ip policy access-list ACL-NAME (]not) source:any|A.B.C.D/M]JA.B.C.D
(]not) destination:any|A.B.C.D/M]A.B.C.D udp
(Jnot) [<sport:1-65535>]any] [range <min:1-65535> <max:1-65535>] (Jtos (|not) <0-255>)

o udp src dst-range
ip policy access-list ACL-NAME (|not) source:any|A.B.C.D/MJA.B.C.D
(Jnot) destination:any|A.B.C.D/M]A.B.C.D udp
(Jnot) [<sport:1-65535>]any] [range <min:1-65535> <max:1-65535>] (]Jtos (]not) <0-255>)

o udp src dst-range
ip policy access-list ACL-NAME (]not) source:any|A.B.C.D/MJA.B.C.D
(]not) destination:any|A.B.C.D/M]A.B.C.D udp
(Jnot) [range <min:1-65535> <max:1-65535>] [range <min:1-65535> <max:1-65535>]
(Jtos (Jnot) <0-255>)

o negate
no ip policy access-list ACL-NAME (]--.-. )

O ipsec priority-ignore
OOooooogd  Priorityd0O0O IPsec SADOOOOODOOOOODOOOO
IKEvli [ O route based IPsec0 0000000 O0DOO0ODOOO0O

ooooooo ipsec priority-ignore enable

OO00OnoO0 OO no ipsec priority-ignore

goooooo

ORoute based IPsec] O Ophase2d IDOOIPsec SAO DO ODOOOO IDOODOODOOODOODOOOO
OO0OPriority000O0O00etc000O00O0O00DOOOO0O0O0ODOOOODOOOOODOODO
phase2 IDOOODOOOO IPsec SAODOOOODOOOODOOOOODO

ORoute based IPsec] 00 00O route based IPsec policy based IPsecO0 00 00000OO0O
Policy based IPsecO0 00000 OO0O0OONO

O0O0OoOooIsPOVNOOOOODOOphase2d IDO any/any 000000000 O0OOOOOOOO
oooooo
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O ethernet error-recovery

ooooood

00000000000 000Ethernet0 0000000000 DOODO0ODOOODOODODOODOODO
ooooooooon

OEthernetD OO0 O 0O switching hubDO O OO D O0DO0OO00O0OO0ODO0OO0ODOODOODOOODOODOODOOOO

goooooo ethernet error-recovery restart 0 NXR2300 NXR-35001

ethernet error-recovery (restart|reset)

gddno OO no ethernet error-recovery

ogooooon no ethernet error-recovery

ooooood

(M restart|resetd D Oreset 00 0000000000000 DOO00ODOODOODODOODODOODOOD
oooodoDoooooooooooooooooooooon

(M restart|reset0 00 restart 00 0000000000 OOOOODOOOOODOOODOOOO
ONXR-2300NXR-3500 0 000000000000 0ODO0O0OO00OD0OODO0O0O0OODO0OO00ODOOO0O0O0OOd
O00000DO restart 0000000000000 DO0OODODOOODOODOO
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O OO0 command

nxr130#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#interface ethernet <0-2> [vid <1-4094>]
nxr130(config-if)#

nxr130(config)#interface loopback <0-9>
nxr130(config-loopback)#

O ip address

ooooooo oooooooowrooooooooooo
ooooooo ip address A.B.C.D/M (]secondary)

O no O no ip address A.B.C.D/M (]secondary)

O ip address

0000000 DHCPOO O IPODODOOOOODODOO
oooooog ip address dhcp (JHOSTNAME)

O no O no ip address dhcp

O ipv6 address
coooooo cooooocogwsodooooooooo
ooooooo ipv6 address X:X::X:X link-local : 00O0OO0OODOOOLLADOCOODO
ipv6 address X:X::X:X/M (Jeui-64)
> eui-640 0000 ipv6-address O prefixOO O OO
ipv6 address autoconfig
O no O no ipv6 address X:X::X:X link-local
no ipv6 address X:X::X:X/M (Jeui-64)
no ipv6 address autoconfig
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O ipv6 address DHCPv6-PD

OOO0O0OO0O  DHCPv6 Prefix DelegationD OO0 OOO

ooooooo ipv6 address DHCPv6-PD X:X::X:X/M (Jeui-64)

O no O no ipv6 address DHCPV6-PD (|X:X::X:X/M)

od od

O ipv6-address O O sub-prefix O host D O 0D OO0 OODOOOO0O

ODHCPv6-PD O ODHCPvGe PDO OO OO prefixU O OO OO OO DO OO ODHCPv6-PD O O DHCPVE6 O O O O
00000O000oOo0oO@OoooUoooogo)oodipes dhep client pd0O0O00O0O0O0OCOO
ooooo

O ipv6 dhcp client

ooooooo OO0O00DoOOoOoO0oooOogOgbHePv6O 00 O00ODOOOOODOOOODOOOODO
ooooooo ipv6 dhcp client WORD

O no O no ipve dhcp client

O ipv6 dhcp client pd

0000000 DHCPve PDO prefix 0D DD ODODODOO0ODOOOOOO

ooooooo ipv6 dhcp client pd DHCPv6-PD

O no O no ipvé dhcp client

ooooooo

ODHCPv6 PDO 000D 00000000 OOOOOOO

O000O0ODHCPvE PDO(0DO0O)H)0D0DODOO0ODOOOOOOOOOOOOIpv6 address DHCPv6-PD O O
ooooooooo

Oipvé dhcp client WORDO ipv6 dhcpvé pd DHCPv6-PDO O D D DD OO ODOODOOOOOO
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O speed
goooooo goooooogoooooggulinalp)doooood
Default O 0 auto-negotiation0 0 OO0 OO0 ethernet Port 000 OO0 O OO0DOODO
OO000000 SWHUB port00000O0O0O0OOswitched port0 00000000
oooooooogoo
ooooooo speed (auto]10-full]10-half]100-full]100-half]auto-limit) (Jport <1-4>)
oo 0O oOO0 speed auto
O no O no speed
o0 od
Oauto-limitd 0 0O 00O O O auto-negotiation O 00 10/100M 0 O advertise O O O O Gigabit interface
OOoOoooooowoomc)d linkODOODODDOOUavtoO OO OOOODOO (auto-limitD O O 1000M
linkDOOOOOOooo)d
Oport <1-4>0 HBOOOOOODOOOOODOOOODO
Oauto-negotiationd0 00000000 OODOOODO0O
Oo0O(@)oio00M > 100M-Full > 100M-Half > 10M-Full > 1OM-HalfO OO O (O)
0000000 auto-negotiation0 0 0000000000000 O0OOOOO0ODODOOOODOOOO
oooooooooooooboooooo

gooooooon goooooon googd
auto 100M-Full 100M-Hal ¥ x
auto 100M-Hal ¥ 100M-Hal ¥ o
auto 10M-Full 10M-Hal ¥ X
auto 10M-Hal f 10M-Hal ¥ o

O mdix auto

ooooooo

000 portO MOI/MDI-XOOOODOODODOOOOODOODOO
gooomigmI-XODOD0DOD0ODO0DO0D0OO0O0D0O0DO0O0D000D00O000OO000OMDIO MDIOMDI-XO
MDI-XODOOOOOoO0oOo0oDoooooooooooooon

Qauto MDI/MDI-XO OODOODODOOOOOO/000000000000000D000O0O00D0O0DOOD
ooogoo

ooooooo mdix auto (|port <1-4>)

oo 0O o0 mdix auto

O no O no mdix auto (Jport <1-4>)

00 ano

Oport <1-4>0 HBOOODOOOODOODOO

Odefaultd O Oauto-negotiation0 OO OO0 Mmdix auvto0 000000 OOauto mdi/mdi-x O O
oo0ooooooon

O00Ospeed/duplex0 0 0000000000000 O0ODOOOOODOODOOODOODOOOOOODO0O
OO0D0ODOONXR-2300 00 NXR-350(0 0 0 Oeth3, eth40 0 0)00mdix auvto 0000 O0ODODO
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O active power save mode

gboooooo

ooooooo
oo O oo
0 no 0
oo oo

O bandwidth
goooogo

ooooooOoad
O no O
00 00

Ethernet D 0 O Switching HBO OO D OO PHYOOODOODOODODODOOODO
OO001port0000000D0OD00OO0OODOODOOODOODOODOOON
O00000defawlt0 0000000000 0ODOOOPHYODODODOOOOOODO
102000000000000000
oo0ooooooo0oobooooooooooobooDooooooooooon
ooooooooooon

gloooM OO0 OOODOODODOOO

OCableO O 1I0mO0 OO DO O

power-save enable (|port <1-4>)

no power-save enable (|port <1-4>)

no power-save enable (|port <1-4>)

port <1-4>0HBOOOOOOOOOOODO

cooooooooooooooooooboooo

bandwidthO OO 0 O O 10Gbps O O O

bandwidth <1-10000000000[k/m/g]>

no bandwidth

goopooosPrOOOOOOODODOOODOOO
000000000 Oauto-costd OO0 (ospf node)0 0O OODOOMNO
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O mtu

ooooooo wJMuooooooood
ooooooo mtu <bytes:68-1500>

OO0 O OO  mtu 1500

O no O no mtull (= Set defaults)

O ip proxy arp

ooooood Proxy ARPO OO ODOOODO

ooooooo ip proxy-arp

oo 0O oo no ip proxy-arp

0 no 0 no ip proxy-arp

ooooooo

OProxy ARPO OO 0ODOO0ODODOODODOODOOODOODOARP request0 000 O00O0OOODOOO
oooo

Oforwarding0 00 0000000000000 DO00D00ODOO00O0O0OO0ODO0OOOOOO0ODOO ARP
request0 000000000

O ip local proxy arp

goooooo Local proxy ARPO OO OO ODOO

ooooooo ip local-proxy-arp

oo 0O oo no ip local-proxy-arp

O no O no ip local-proxy-arp

ooooooo

OLlocal proxy ARPO OO COOODOOCOOODOOCOOODOCOOOOARP requestD0O0O00O0OOOOO
ooooooo

ODefaultD OO O OEthernet/VLAN/bridge 0 0 OO0 O0O00D0OOO0O0O0OODOOOODOOOO
Oforwarding0 0000000000 DOOO0OOOOO0OODOOOOOOOOOOOOOOOO ARP
request0 000000000

Olocal proxy ARPO OO0 O0OOOOOOODOOOODOOVLIANOD etcOOODOOOOODOOOOOO
ooooooooooooo

Olocal proxy ARPOOOOOODOO0O0ODOODOOODOOOODOOODOODOODOODQOIp send-redirects
goooopoooooooooooooo

Olocal proxy ARPO 0O O0DOOOO0OOOOODOOOO

Osender IPO target IPOCOOOO

Otarget IPOO000OOO0OODOOOOODOOOOOOOOO

O ip directed-broadcast

0000000  Directed Broadcast D D0 DD 0D ODDODODOOODOOODO
ooboonoo ip directed-broadcast

o0 O OO0 no ip directed-broadcast

O no O no ip directed-broadcast
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O ip redirects
ooooooo
OICMP redirectd type=s50 00000000000 O0O0DOOOOOOOODOOOOOOOODODOOO
0000000 OO0ORFC792(0
00000 Send redirect00000O0OOICMP redirect0 0000000000 O00OOOOODOO
ooooogo ip redirects
ooooogo ip redirectsd 0 (O0O)
OOONoO OO no ip redirectsd (0 O)
ooooooo
OO0O00O ICMPRedirect 0 0 OO OO ODOICMP Redirect DO DD OO O OHestD O DO OOOOOO
0000000000000 0000oooooooooon
O Host A OHost B(192.168.1.100)0 0 IPv40 00 00O default gw(NXR) D O OO OO O
ONROODODOODOOOOOOOD192.168.1.0/240 0 0 next hop[d 192.168.1.2530 00000
OOORouter ADDDOOOO
O O0OO0O0Onext hopd Router ADOOOOOHost ADOODODOOODODOOODODOOHest AO
ICMP Redirect0 0 OO O OO
O Host AODOOOOHost BOODO IPvAO OO OODOICMP Redirect0 00000 next hopd OO
OORouter ADDOOOOO
O000O0O0ICMP Redirect 0000000000 DOOOOOODOOO0O0O00OOODODOOODOOOOO
0000000000 forwardingD OO O OOOOO

PC B: 192.168.1.100

T [R

|
|
|
T
192.168.1.0/24 !
|
ABTAYTIL—k
192.168.1.0/24 (gw) 192.168.1.253 NXR Router A
5 192.168.0.254 1 192.168.0.253
. - |
Send Redirect 24 -~ ‘ @ IP to 192.168.1.100 !
|
_____________ -
l 192.168.0.0/24
| @) 1P to 192.168.1.100

3) Redirect (Next hop=192.168.0.253) l
IP to 192.168.1.100

&

PC A: 192.168.0.100
Default GW=192.168.0.254
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O ip tcp adjust-mss

ooooooo

O Path MTU Discoveryd PMTUDO O OO End-to-end0 00000000000 OCOOONUOOOOO
O0ddd0oodoooooooooooooo0ooo0ooooooooooooooogoon
O0oooooIpvda000O0D0OCO0O0 ICMP fragment needed 000000000 OCOOOODOO
O0o00o0ooooooooooogpemUDODOOOODOOOOOOOOOODOODOODdPMTUD
O000o0U0oDoooooooovMuo0oo0ooo0ooo0oo000ooo0o0oo0onodUEnd-
to-end0 000000 O00DDOO0OODOOODOOOOOOOOOOTCPOO  SYN/SYN-ACKODOODO
owMsSOO0O0OO0O00OO0OO00O0OoOoU0oDoOoUoooooooTcPODDOOUODOOODODOODO
Od0d00o0d0ood0oodooo0ooooooouooooooooooog

ooooooo ip tcp adjust-mss (auto]<500-1460:bytes>)

ooooooon no ip tcp adjust-mss

OO0O0ONOODO  no ip tcp adjust-mss

ooooooo

Olpvi00O00OO0OO0DOOO0OOTCPOOODOOOODOOOOTCPODOOODOOODOOODODO
O00oooooooooooooooowssooooooon

D0ooooooNMssOdDo0ooDod0Nautoc0000OOOOOOMSSOOOOOOMSSOOODOO
Ooooo0oooooooooon

Oo000oooooooooMssOoooooooooNMssOooooooooooooooooog
odo

ouwrPOICMPODOOOUOODOOOODOOOOODOOOODOOOOOOOODFODOODOODOODDOD
O00000o000oo000ooooooooooooooooooooon

(I no ip tep adjust-mssO OO OO OOOTCP MSSODODOODOODOODODOO
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O ip mask-reply
ooooooo
OOpenViewO OO OOOOODOOODODOODOOOOOOOOOOO ICMP address mask request
Otype=l7000000000O0CO00DOOCOODOOO0ODOO0ODOOODOOOODOOODOOO
Ooooooooooogoooood
O000O0O0OOICMP address mask request 0 000000000000 DOOOOOOO
ooooogon ip mask-reply 0O ICMP address mask requestd O 00O 00O [
0000000  no ip mask-replyl) ICMP address mask requestd 000 00O O M
gOoOdNoO OO no ip mask-reply
ooooooo
O ICMP address mask request/reply 00000000

//F ICMP address mask reply A%

s
s

a NXR#1

»‘ 192.168.0.254

NXR#2

192.168.0.253
% A

ICMP address mask reply DY E %1 Request (to 10.0.0.196)

Request (to 192.168.0,254)

192.168.0.0/24

| Reply (mask=255.255.255.255)
Reply (mask=255.255.255.255)

S

OpenView
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O [link-check
ooooood
OEthernet linkOOOOODOODOOODODefaultd 10[sec]d 0 0O0[sec]C 000 OODO link down O
0o0o0o0oo@OuwbOOoOoO)OLnkODODODODOODOODODOOO0OOoOooOooOoooooo
oo
OO00Oethernetd 0 vianO OO OO OO OO Oethernetd link up/down 0 O O vlan interface O
linkOOO up/down0 000 00O0OOVLAN interfaced 0 linkOOODOODOOOODOOODOOO

upd OO 0O downO O OO

Connected routeC] O O 0O (RIB/FIBO OO O) Connected route] O OO (RIB/FIBO OO O)

0 0O interface0 O O interfacel 0 O route0 0 O O 0 O interface0 O O interfaced 0 O route0 0 O O
Interface0 000000000 IPaddress0 00000

Interface0 000000000 IPaddressd 0000 (0 O O ip/ipve access-linkdownd O O O O O O Finkdown
ooooooooo)

BindDODODOOOOOOooooQg BindDODOUOOOOOOoooQg

Network eventd 0 0 O OO0 Network eventd O 0 0 OO0

Router solicitation0 O O (IPv6) -

O Connected route 0 000 /00 00 Oshow ip route database D OO0 O OO0 O0OO0OOOO
ORIBO Routing Information BaseOl O OO0 00000000 O0DOOODOODOOOOOOOOOOO
go0o0ooO0ooooobooDoooooooobooDooooooDobooDooDo
OFIBO Forwarding Information BaseO O O IPOO00ODOO0ODOODOOOOOODOOODOOODOOOO
RIBOODODODOODODODOOODODDODODODOODODODOODOODOOODORBOODOOOOOO

goooooo link-check (]<0-60sec>)
oo O oo link-check 10
O no O no link-check (=link-check 0)
oo 0o
ObindO0DOD0O0O0OODODOODOOO/0000000
Ethernet interface 0 O tunnel interfaced PPPOEC 00D O OO ODOOONINk dowmmO OO OO0
0000 interfaced downO0 OO0 00O OODOOODOODOTunnel interface 0 PPP interface O up/
downO0OOO0O0ODO keepaliveO DO OODOODOODOOOUSEROODOO bindO O (OO interface
down O trigger O L2TP tunnel/session0 0 0000 0) OO0 O0OOODOOOOOOOOOODOOOO
oood
OSwitching HUBO OO OO O OO ethernet interfaced linkO O OO OO
000 Switching HUBO O OO O OO O ethernet interface0 0 linkOOOODOOODOOOO
switching hub port 0 OO0 link downO O 00O O ethernet link downO 0001000 switch-
ing hub portO linkO upO OO0 Oethernet link upO0 OO O0OO0D0OOOO
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O ip access-linkdown

goooooo

ooOoo0ooa
[l no 0
00 00

O00000000000Nnk downOOOOODOO interface D I1Pv4 address
oooooooooooo

ip access-linkdown

no ip access-linkdown

Default D 00O O (no ip access-linkdown)d O O

O ipv6 access-linkdown

gboooooo

ooooooOoad
O no O
00 00

00000000000 Nnk downDO000O0OO interfaced IPv6 address
oooooooooooo

ipv6 access-Iinkdown

no ipv6 access-linkdown

Default D 0O O (no ipv6 access-linkdown)O [0 O

O ip arp reachable-time

goooogn
gooobgo
goooobgn
godNoDO OO
googoooo

OOODOOARP OO0OO00OD00OD00O00OD0OD00DO0000Omsecd DO
ip arp reachable-time <30000-3600000>

ip arp reachable-time 30000

no ip arp reachable-time

show arp OO0 000000 OOOREACHABLED OO DO DOODOODOO
O00000000.5 0 1.50x% reachable-time0 00 000D0O0D0OO0O

O ip arp queue length

gooogog

O Ethernet/Vlan interface0 O OIPvAO OO O OO ODODO OO (nexthop)d mac address 0 00 0 O O
O000000O0Omac address0 000000 queueingd 000000000 0ODOODOOOOOOOO

OQueue O Oneighbor D entry0 00 OO DOOOO

Oqueuveing 00 packetODaddress0 0000000000 OODOOODOOO

OQueueD fullDOODOODO packetO OO OO Oqueued 0D OO0 dropO 0000

oooooog
oo 0O o0
a no a
00 00

ip arp queue length <1-1000>

no ip arp queue length (=3[packets])

no ip arp queue length

IPva0 IPv6 000000 OOOMnterface0 00000000 0OO0OOO
IPv6e 0000 O0OiMpv6 nd queue lengthO OO OO OOOO0O

O ipv6 tcp adjust-mss

ooooooo
oooooog
oo 0O o0
a no a

TCP/IPv6O MSSO OO ODOOOO

ipv6 tcp adjust-mss (auto]500-1460)
no ipvé tcp adjust-mss

no ipvé tcp adjust-mss
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m NDP

Ethernet/VLAN/Bridge O 0 OO0 O O0O0O0OOORAOCOOODOOOOODOOOOOORAOODODOOODDOO
0000000000000 0ODORAODOODODOIPYG address prefixD gateway D OO O OO OODOO
ooooooo
00000000o0oo00ooo00ooo0ooodRA0DODODO0ODOOODOODOOOOODOOO
oooooom

O prefix information: ipv6 address autoconfigl O O O OO OO Oprefix informationO O OO0
od

O router preference: OO RAODIODOUODOUODODO preference0 00000 ODOODOhigh>middle>low
ooooooogod

OMTUODDOORADODOOOODODUOOODOOOOSshow 1pv6 interface0000000000O0O0O
OO0O00ORAODOOOOODODOUOUOODOOOOOORADOODOODOONMIUODOODODOODODOORA
00000000 MIUDOOOshow ipve default-gateway O 0 OO0 O DO OO00OODOODOO
Odefault-gateway: RAO OO OOO0OOOOOOOOOODOOOOODOOO

Opreferred lifetime

Ovalid lifetime

Orouter lifetime

Ohop Imit:0 00 RAODDOOODODODOOODOODOODOSshow ipve interface0 00000000
O000000ORACOOODDOOOODODOODOOODORADODOODOOO hop-limitD0OoOoO0O
O000O0ORADODOOOODO hop-limitd O Oshow ipve default gateway D OO0 00000000
0od

Ons interval: OOORAODOOOUOUOOOODOOOOODOOOOOOOODOOODODOO
Oreachable-time: OO0 RADDOOOOOODOOOOOOOOODOOODOODOOOOO
ORAODODOOOUOUOOOODRADOOOOODOUODOOOUOODOOCLIDODOODOOOODDOOO
000000000 RAOIDOOOODDOUOOOOODOOOODDOOUOOODODOOODOSshow 1pve
interface0 00000000000 OOODOMOD
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O ipv6 nd send-ra
ooooooo IPv6 RA(Router Advertisementd OO OO OO0

ooooooo ipv6 nd send-ra a«@o)
O no 0 no ipvé nd send-ra a«@ao)
0o oo

ORAD OO prefixD OO OEthernet/VLAN/bridge D 0 00000000 OOODOO
oodooooOdUoOooodUooo0oooo0UbOOoOoOUOoOoUoDOOOoOUORAOODODODOOO

-router lifetime: ipv6 nd lifetimeO OO OO0

-hop limit: ipv6 hop-limitO O 00O OO (default:64)

-reachable-time: ipv6 nd reachable-time O OO OO0

-retransmit timer: ipv6 nd ns-interval 0000 00O

RA flags

-default router preference: ipv6 nd router-preference J 00 0O O O (default:medium)

-managed-config-flag: ipv6 nd managed-config-flag O O O O O (default:0)

-other-config-flag: ipv6 nd other-config-flag O 0O 0O 0O O (default:0)

O home agent flag, proxy flagO OO OO 00O OOOOnO

OO0O000O0O0O0O0ODHCPYG serverD 00 O0O0O0OOOOOOOO flagDOOM flagD 10000

OO DHCPv6 serverO DO OO OODOO

Prefix information: ICMPv6 type3O ipv6 nd prefixO OO OOOOO I

-prefix/prefix length

-preferred lifetime

-valid lifetime

-autonoumous address-configuration flagl ipv6 nd prefix X:X::X:X/M no-autoconfigd OO OO
oooooooddnoDO 10default:1

-on-link flagd ipv6 nd prefix X:X::X:X/M off-linkD OO ODOOOCOODOOODDOOODOO 10
default:100 00 0O1dpve nd prefixO OO OO prefixOOO prefixOOODOOOOODOOOO
connected route 0000 0O0O0OOO0OOIPYG addressO0 00000000 ODOOOOOOODOO
ooo o

-router address flagCl 000 0

MTUO iCMPVv6 type5

-MTUiOO0o0goooogwauo

Source link-layer address: iCMPv6 typel

-link-layer address] ipv6 nd no-advertise-link-addressO0 0 0000000000 OO0OOO
00000000 DOO0DOO0OoO0n link-layer address(MACOO O O)O OO ODO OO default:0O
gooooooouooooood

O ipv6 nd accept-ra

ooooooo

ooooooo ipv6 nd accept-ra

O no 0 no ipvé nd accept-ra
0o oo

Oipv6 address autoconfigO OO OO0 O0OO0OOOOODOO
000000 (ipve address autoconfigO OO O)O0 OO OORAODDOD O OO stateless address [
oooooooo
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O ipv6 nd prefix

ooooooo IPv6 RAO Router Advertisement)J OO OO0 prefixOOOOODOO
ooooooo ipv6 nd prefix X:X:X:X::X/M
<valid-liftime:0-4294967295> <preferred-lifetime:0-4294967295>
([{off-link|no-autoconfig})
ipv6 nd prefix X:X::X:X/M (]{off-link]|no-autoconfig})
ipv6 nd prefix X:X::X:X/M no-advertise
O no O no ipv6 nd prefix (JX:X:X:X::X/M)
o0 od

OO0O000prefix0000O0D0O00O0OOO0OOODOOO IP6OOOONO prefixd 000 O auto-
configuration0 D0 DO 000000 MMOOOOOOOO prefix0O OO DHCPv6-PDO OO OO OO
O prefixOVRRPV3O O OO OOOOOOO

OOO00000O00D00O0000prefix000000OOO prefixdDHCPv6-PDO OO OODOCODO
prefix0 00000000 0O0O0ODOprefix00000O0O0ODO

Ovalid/preferred lifetimeO O OO ODOO0O0O prefixDOODODOO0O0OOODOO preferred
lifetime O 604800secl] valid lifetime [ 2592000sec0 0000 OO0

OoOoOooooooderefixOOOOOOOOOOODOOOOOODOODOODODODOOOOODDOO
oooooooo

Ono-advertise 000000000 prefixOODOODOOOOdefault: 11

Ooff-1ink0 00000000 prefixd on-link flagD 00000 OO0O0O O OO default:1M

Ono-autoconfig 0 0000000 prefix O autonomous address-configuration flaghh 00 0 00O
O0000000default:101]

ORAODOOD prefixOODODODOODOODO prefixODOODOOO 1000 preferred lifetime D
0O valid lifetimed 720300000 RAO D OO DO OO Preferred lifetimed 00 RAOO DO OO
COoO0O0oOoOLANCOOODoOooooobOwpsOOO0OoOOoOO0OOOOOOOORAODOOOODO
preferred lifetimed 0000000 OO Orouter lifetimeD 00000 ODOOO

O ipv6 nd ra-lifetime

oooooog IPv6 RA(Router Advertisement0 0D OO0 O0O0O0OOO0OOO
ooooooo ipv6 nd ra-lifetime <0-9000>

o0 O OO0 ipv6 nd ra-lifetime 1800

O no O no ipv6 nd ra-lifetime

00 oo ra-lifetime >= ra-interval max

O ipv6 nd ra-interval

oooogooo IPv6 RA(Router AdvertisementU 00000000 ODOOOO
ooooooo ipv6 nd ra-interval <min:3-1350> <max:4-1800>

o0 o oOd ipv6 nd ra-interval 200 600

O no 0 no ipv6 nd ra-interval

OO0 od

Omin <max x 0.75000000000000000O
OVRRPV3ID OO OOO0DODOODOOODOODOOODORAODODODOODOOODOOODRAODDODODODO
OCOOVRRPODOOOOODOOOODODOUOOOOODOODOOprefixOODOOOOODODOOOODO
OO0 IPv6 address prefixU OO OOOO IPv6 address prefixOOOODOOOOO IPv6eOO0OO
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m RSOOO
RAODCOO0O0ODOCOO0OO0ODOOUO0ODOOO0O0ODOOO0ODOOOUOODOOORSOODOOODOO
OLLAD OO /000000

O000000D0000Oadministratively downD0 OO0 0000 shutdownO OO upO0 00000
OooooDoooooobooobob0dowmmOOuwpoooooOO
ORSOORAODDODOOOUODOOODOUODODOOOODO

m RSO0OO
IPv6 forwardingD OO OO0D0O0OO0O00DOOOORSOOOOODOOORADOODOOOOODOOOOO
OO0 neighbor 000 O0O00OOOOOODO

O ipv6 nd rs-interval

oooooog IPv6 Router SolicitationD 000000000 ODO0O
goooooo ipv6 nd rs-interval <interval:1-10sec>

oo o oo ipvé nd rs-interval 1

O no O no ipvé nd rs-intervald (OO 0O)

O ipvé nd rs-count

oooooog IPv6 Router SolicitationD 0000000 O0OOO
goooooo ipv6 nd rs-count <count:1-2147483647>

oo o oo ipvé nd rs-count 3

O no O no ipvé nd rs-countd (0O 0O)

O ipv6 nd reachable-time

ooooooo ooooooooooooboooooooon
goooooo ipv6 nd reachable-time <msec:0-3600000>
oo o oo ipvé nd reachable-time 30

O no O no ipvé nd reachable-time (O ODO)

O ipv6é nd managed-config-flag

gooooao RA flag(managed-config-flag)D OO OO OO0 OO0OOOO
goooooo ipv6 nd managed-config-flag OM flag=10

oo o oo no ipvé nd managed-config-flag (M flag=0)

O no O no ipvé nd managed-config-flag

O ipvée nd other-config-flag

gooooao RA flag(other-config-flag)O O OO OO OOOODOOO
goooooo ipv6 nd other-config-flag (0 flag=1)

oo o oo no ipvé nd other-config-flag (0 flag=0)

O no O no ipvé nd other-config-flag
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O ipvé nd router-preference

ooooboono RA flag(router-preference)J 0000 0O0OOOOONO
goooooo ipv6 nd router-preference (high|low|medium)

oo o oo ipv6 nd router-preference medium

O no O no ipvé nd router-preference

O ipvé nd no-advertise-link-address
goooooo Source link-layer address optionJ OO0 OO /0000000000OO
goooooo ipv6 nd no-advertise-link-address
oo 0O oo no ipvé nd no-advertise-link-address
O no O no ipvé nd no-advertise-link-address
oo oo 0 O Osource link-layer address optionO0 000000
0 0O Osource link-layer address optionO0 0000000
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m NDP Proxy

ONDPOOOODOOOODOOOOOOOONTITNGNDO IPCBED D00 DODOODO0ODOOetcOO0OODODO
oooooo

OONPOODOOOOOODOOOONDP ProxyOOOODOOODOODOOOOODO
-NSOOOO:000000000RAProxyJ0D0OD0ODORAODOOOD prefixODOONSODOOODO
O0000000ONOOODODDO0OOODOODOONSOO0O0OoDoOoo0ooooo0DooooooDn
RAOOOOODOOOOOORAProxyOODOOOOODODprefixOOOOOOODODODOOOOOORAD
0000000000000000000NDP proxyDODODOOODOOOO
-NAOOOOONAODODOoOoODooDooooooooo
-RSO0000RSODOODOOODODOODODODODOODOO

-RAO 00000000 RADOONDODODOOODODOODODOODOODOOONRA Proxyd 00O
OO00RAODODOODOODOOOODOOOOODOOOODODOOO

m RA Proxy

ORA ProxyOOODODORAODOOOOOprefixOOOOODODOODODOODODOODODOODODOODODODODODODO
ooooo
OprefixOOODOOOOOODOOO0O00000000000000000O0OOOOOOOOOOGOO
Om

OOOOONGN IPBEDDODOORAOD DD prefixOD0OD0DDODDODORADDODONOODOOODOOOOOO
O00000ORAO0DOOOOOOOOOOOODOOOOOLANODODOODODDOOauto configuration
goooo0oO0oO0O0OO0OO000000ooooDooooooooo
OIpv600000000RAOOODODOODOOOOOODODODOODODODODODODOOOOOODOOORA Proxy
OO0O0OOCOlayer300000000000D0O0OO0OO0OOOOOOOODOOODODOOOOOODOOOO
oo

O000000O00 prefixOODO 1000000000 prefixODOOOODODOODODOOWANOOOOO RA
0000000000000 000oRrRAD0D0DODOOOOOOOOOOOOOOOOOOOOOD
00000000o0oooooooooooooo0ooooooo RADDDODDOODDODDO

O ipv6 nd accept-ra proxy
coooooo
ooooooo ipv6 nd accept-ra proxy ethernet <0-X>
(]Jrs-interval <0-604800> rs-count <1-255>)
o0 od
ORA ProxyOODOONDP Proxy D OO O ODOOOOOOODOONSODOODOOOOODOOOODOO
NDP Proxy OO OOORA ProxyUODOOOOODOOOOOODOOOO
OoOoO0oooOOoOOooONe PproxyDOO0O0O0OOCOO0ODOOOOO0ODOOOOORAProxyODOOODODOOO
ood
ODefault OO ONDP Proxy O OO RA Proxy OO OO OO OO

RA (2001 1) !|-
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O ipv6 nd ns-interval

ooooooo
goooooo
oo O oo
0 no 0

NSOODOODoOogooooo

ipv6 nd ns-interval <msec:1000-3600000>
ipv6 nd ns-interval 1000

no ipv6 nd ns-interval

O ipv6 nd dad attempts

ooooooo
goooooo
oo O oo
0 no 0

IPv6 DADO OO ODOOOOODOOO
ipv6 nd dad attempts <0-600>
ipv6 nd dad attempts 1

no ipv6 nd dad attempts

O ipv6 nd accept-redirects

ooooooo

ooooooo
oo 0O oo
oo oo
0 no 0

IPv6 forwardingO O OO OOOOICMPYG redirects0 000 000OODOOO
oooooo

ipv6 nd accept-redirects

no ipv6 nd accept-redirects

IPv6 forwardingD 00O 000000000 O0OOOOOODOOOO

no ipv6 nd accept-redirects

O ipv6 nd queue length

ooooooo

O Ethernet/Vlan interface 00 IPv6e 00O OO0 O OO OO OONeighbor Discoveryd OO O OO0
O (nexthop)d mac addressO 0000000 0OOOOOOMac addressd 0000 OO queueing O O
goooopoooooooooooooo

OQueue O OneighborOd entry0 000 0ODOOODO

Oqueueingd 00 packet O Daddress 000000000000 O0OODOOODO

OQueueD fullOODOODOODO packetO OO OOOqueve0 0000 dropd 0 ODO0O

goooooo
oo O oo
0 no 0
oo oo

ipv6 nd queue length <1-1000>

no ipvé nd queue length (= 3[packets])

no ipv6 nd queue length

IPvA0 IPv6O0 000000 OOInterface000000000O0O0OOO
IPvAO OO O0OOup arp queue lengthO OO O0ODOOODO

O ipv6 hop-limit

ooooooo
goooooo
oo O oo
0 no 0
oo oo

IPv6 hop-limitD 00O O0OO00O0OOOOO
ipv6 hop-limit <0-255>

ipv6 hop-limit 64

no ipv6 hop-limit

00000 hop-limitO RAOO OO OO Ocurrent-hop-limit0 0000000
O0O0ooOoOdOhop-1imit0 0000000000 DOCOOO0OIPGOOO0O0O hop-limitO OO0

goooo

gooonoooooobOOoobooohep-limitD000000ODOOOOODODOO
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O ip rip receive version

ooooooo RwpPO0OOOCOOODOOOODOO
ooooooo ip rip receive version (1]12) (]112)

oo 0O oo ip rip receive version 2

00 OO0  version 1, version 2, version 1 & 2000000
O no O no ip rip receive version

O ip rip send version

oooooog RIPODODODODODODODODODOO
ooooooo ip rip send version (1]12) (]1]2)

oo 0O OO0 ip rip send version 2

o0 oo version 1, version 2, version 1 & 2000000
O no O no ip rip transmission version

O ip rip split-horizon

ooooooo oooooooooooooooon
ooooooo ip rip split-horizon (]poisoned)
oo 0O oo ip rip split-horizon

O no O no ip rip split-horizon
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O ip ospf cost

ooooooo osPFOO0OOOOOOOOOO
ooooooo ip ospf cost <1-65535>

0 no O no ip ospf cost

O ip ospf hello-interval

OO0O0o0O0O0d HelloODOOOOOOOODOOOO
ooooooo ip ospf hello-interval <1-65535>
O no O no ip ospf hello-interval

O ip ospf dead-interval

O00oO0OO0O00 DeaedDODOODODOOOOOOOO
ooooooo ip ospf dead-interval <1-65535>
0 no O no ip ospf dead-interval

O ip ospf retransmit-interval

OO00ooo0d RetransmitdO0O0OO0O0ODOOOOOO
ooooooo ip ospf retransmit-interval <1-65535>
O no O no ip ospf retransmit-interval

O ip ospf transmit-delay

ooooooo Transmit DelayO0 O OO0 OO0
ooooooo ip ospf transmit-delay <1-65535>
0 no O no ip ospf transmit-delay

O ip ospf authentication

goooooo gooooooogd

ooooooo ip ospf authentication (null|message-digest)
O no O no ip ospf authentication

O ip ospf authentication-key

ooooooo O00000000000000
ooooooo ip ospf authentication-key PASSWORD
0 no O no ip ospf authentication-key

O ip ospf message-digest-key

ooooooo MsO0oooooooood

ooooooo ip ospf message-digest-key <keyid:1-255> md5 PASSWORD
O no O no ip ospf message-digest-key <keyid:1-255>
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O ip ospf priority

oooooo0O OOoOoOoooooOoOOoOoOoO
ooogoooo ip ospf priority <0-255>

ad no 0  no ip ospf priority

O ip ospf mtu-ignore

oooooodo bepOOwMUOOOOOOOO
oooooog ip ospf mtu-ignore

O no O no ip ospf mtu-ignore

163



O 70 interface node

interface node

O vrrp ip address

OOoOooooo  VRRPOOOODOOO IPOOOOWIPHOOODODOOO
0000000  vrrp ip <vrrpid:1-255> address A.B.C.D

O no O no vrrp ip <vrripd:1-255> (address A.B.C.D|)

O vrrp ip priority
ooooooo vRRPODOOOOODOOOODOOO
0000000  vrrp ip <vrrpid:1-255> priority <1-254>
OO0 0O OO0  vrrp ip <vrrpid:1-255> priority 100
O no O no vrrp ip <vrrpid:1-255> priority
ooooooo
OoO0OoopooOdOOdopriority0000000CO00O0OOCOCO priority00000O0OOO

O vrrp ip preempt

OOoOooooO0  PreemptOOODOOOOO

0000000  vrrp ip <vrrpid:1-255> preempt

oo 0O oo vrrp ip <vrrpid:1-255> preempt

O no O no vrrp ip <vrrpid:1-255> preempt

ooooooo
OPreemptO0000COpriority00000000O0O0CO0OOODOO0ODOODOOODOODO
Opreempt0 00000 dpriority00000000000DOOO0O0OOOO0OODOOOOODOOOO
goooooooooooooooooooooooo
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O vrrp ip preempt delay

ooooooo

OPreempt 0000000000 OD0OOOODOODOO0ODOODOOOOO advertise 00000000
00000000 0o0bOo00oo00b0oo0D0ooDobOoD0oDOoDbOoo0DOoDOoDOD

Opreempt delay0 0001 O 1000(0)dooooo@Ooo)yooono

0000000  vrrp ip <vrrpid:1-255> preempt delay <1-1000sec>

O no O no vrrp ip <vrrpid:1-255> preempt delay

ooooooo

OPreempt delay 000 0000000000000 0ODOO0O0O0OODO0OOOOOOOOOOOOO
OO000o0Oooo00o0ooDooDoooDooobDOoooDOnD

o DOOoOoOoOOoOoOO

- master down timerO0 O OO O delay timer OO OO0OOOODODO advertise 00 OO0OOOOO
gooooooogoo

- 00000000000 advertise 0000000000 DODO0ODO0OODOODOOODODOO
(delay timer 000000000 O0ODOOOO)O

- 00000000000 advertise 00000000 OO0OOdelay timerO0 O 0000 delay
timer 0 00O 0O Omaster down timer 00000000000 OOdelay OO0O0O0D0OOO0OODOO0O
advertise 000000000 DOOO0DOOODOO0O (delay timerd OO0 0OO)O

o JOOoDoOOO

- 00000000000 advertise 000000000 DO0OODOODOODOOODOODODODO

- 00000000000 advertise 00 00O0OOOOadvertise 00000 O0@OOODOOODO
0o0oooooooo)o

O vrrp ip timers

0000000 VRRPO advertiseJ OO OO00OO0OD0ODOO
0000000  vrrp ip <vrrpid:1-255> timers advertise <1-255sec>
oo 0O oo vrrp ip <vrrpid:1-255> timers advertise 1

O no O no vrrp ip <vrripd:1-255> timers advertise

O vrrp ip netevent
OO00O0000  VRRP trackingD OO OOOO
ocoooooooobooooobooooob0oooobooooboogm
0000000  vrrp ip <vrrpid:1-255> netevent <trackid:1-255> priority <1-254>
vrrp ip <vrrpid:1-255> netevent <trackid:2048-4095> priority <1-254>
O no O no vrrp ip <vrripd:1-255> netevent
ooooooo
Otrack eventO0 downOD OO0 O00OQ00OO0O0OO0OCOpriority000000000DOCODOO0ODOO
Opriority00000000CO0OOpriority0000000O00O0OO0OO
Oevent downO O OO OpriorityJ0000000CO00OO00O0O0ODOCO0OOODOOOODDOOOOO
oooo

oo O0O00O0O0OO0OOpriority>000000000Oopriority
Event downO O O 0000000 Opriority<0000000O0OO0Opriority
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O ip access-group

ooooooo

Oglobal node0 0000 ACLOODODOODOODOODODODOOOODODODODOOOOODOOO
ooooooo

goooooo ip access-group (injout]forward-in|forward-out) IPV4-ACL-NAME

OgooONeO OO no ip access-group (injout]forward-in]forward-out)

ooooooo

0000000000000 0b00000000D00000D0 (@O0 Packet TravelingO O O)O0OO
oo400000

in(local input) NXROODODOOOO0OODOODOODOODODOOOO

out(local output) NXRO O OO OO O0ODOODOODOOODOODOOOO

0000000000000 0ONRDOODODOO0OOO0O0ODO0ODO0OO0ODOO0DOOD0

forward-in NXROOOOOOODOOOOOOO0OO forwardingDdODOOODOODOOOOOO

forward-out NXRO OO DOOODOOOOOODOOO forwardingD OOODOOODOOODOOO

OmacO0O00OO0OACLOOoutO OO forward-out 0 00000000 ODOOO0O

O ipv6 access-group

ooooooo ooooooooOoweoooooooooooooo
ooooooo ipv6 access-group (injout]forward-in|forward-out) IPV6-ACL-NAME
oo o0 oo oood

O no O no ipv6é access-group (injout]forward-in]forward-out)

O ip masquerade

ooooooo

good0DOoO0U0ooOoUooOoO0oOooOoooOUooUOOooo IPv4d00d0DDOOU0ODOOODDO
oompv4ad0O0O0oooooooooooon

goooooo ip masquerade 0O 0O0O0O

gpoooooo no ip masqueradel] O O O

gooONeO OO no ip masquerade

ooooooo

00000000000 OdO (Ethernet/VLAN/PPP/Tunnel/WinAX) DO O OO OO OODOOOODO
OTCP/UDP/ICMPO 00O OOO0DOOOOOODOOOODOOOODOOOODOODODOOODODOO
Olpv60O000OCOWPOODOOOOOOODOOOO

Oforward out/local output 0 O 00O OOCDOOO0DOOOOOOOIPOODOOOOOODODOOODO

O ip (snat-group|dnat-group)

ooooooo

Oglobal node0 0 OO0 SNTOOODNATOOOODODODOODOODOODODOODOOStatic NATO
dooooopooooog
OSNATOOODOODOOOODOODODOO0OODNATODDODOOO0ODODODOO00O00O00O00

goooooo ip (snat-group]dnat-group) NAT-NAME

OgooONeO OO no ip (snat-group]dnat-group)

gooooog NATO O OOOOOOip snat/ip dnat)d O OO (global node)0 DO OO0
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O ip webauth-filter

ooooooo
OWebOOOOOOOOOOOODOOOODOOODOODODOOODOOOODOOOOOOODOOOOO
OOoO0O0OCOOwhOOOOODOOOOODODOODOOOODODOO
OWebOOOODODDOOOODOOOODOOODOINOUTOOOODOOOOODOOOODODOOODOO
OODbefaultCOODOOOODODOO

ooooogon ip webauth-filter (forward-in]forward-out) WEBAUTH-ACL-NAME

OO00ONOOO  no ip webauth-Ffilter (forward-in|forward-out)

ooooooo

OwebODODOOOOODOODODOOOOIup web-auth access-listd 0 00O global noded 0000
oooooo

OWebOOODOOOODOWeb Authenticate node0 OO0 0000000

O pppoe-client ppp

oooooog PPPOEC 0 OO0 ODOODOOODOODOO
O0O0OoOoooO  pppoe-client ppp <PPP-INTERFACE-NUMBER:0-4>
oo 0O 00 no pppoe-client ppp

00 oo 00000O00OEthernet interfaced OO

O no O no pppoe-client ppp <0-4>

O ip spi-filter

ooooooo

0000000000 00000000OSPIO stateful Packet Inspectiond 00000000000

ooooooooOoOooooOoOooUOoOo0oOobobOOooOoOO0O0oOoOUOoOoOObOoObDObOOOoObbOo
oooo

ooooogo ip spi-filter 0O0O0O0O

ooooogon no ip spi-filterD OO 0O

OO00ONOODO  no ip spi-Ffilter

ooooooo

OO0O0000000O0OODOestablishedD OO0 related0 000000000000 OOOOOO
OEstablished0 000000000 OCO00DODOOO0ODOOOODOOOOOOODOOOODOOOODODOO
ORelated0 0 000OOO0DOOO0ODOOOODOOOODOUOOOORPOOODOOOODOOOODO
oooo

o0o0ooo0obooOodOosyn0goobOoOoOoOoOoOoOoOo0oOoboboOooboboooo

OSPIOOforward inO0O0O local input0 0 0000000000000 0OOOOOOOOOODOO
oooooo
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O ipv6 spi-filter

ooooood
ooooooad
od 0O Od
0 no 0

IPv6 SPI filterOO OO OOO
ipv6 spi-filter

no ipv6 spi-filter

no ipv6 spi-filter

O ip spi-Filter log
O ipv6 spi-filter log

ooooogon

ooooogon

ooooogon

gOodNoO OO

ooooogon

ObO0oO0OoOoOoOdOsyslog node0O000OODOODOOOO
OOoO0oooOosPIooooooooouobodsyslogb0000oooooooono
ip spi-filter log [limit <0-100>]

ipv6e spi-filter log [limit <0-100>]

ip spi-filter log limit 10

ipv6e spi-filter log limit 10

no ip spi-filter

no ipvé spi-filter

Onmitdo0o00ddooi00gooogoogooooogoooogooboooob /oo
gwanwooooooooboooooosiooooooobooboobooooobooooobon
goobooobooboobooobon

O shutdown

ooooooo
goooooo
oo o oOd
a no 1l

O shutdown port

goooooo

Oooo0oooad
O no O

OO0O0O0000d (ethernet <0-3>)00000000000000O0OOO
shutdown

no shutdown

no shutdown

(NXR-1250 0 O NXR-155000)

OO000000(ethernet ) D0 000DO0OODO0OODOOOOOODOOOOODO
000000000000 00000000000no shutdownO O O O

shutdown port <1-4>

no shutdown port <1-4>
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O ipsec policy

0000000 0OO00O000oooooogolrsecdDdDODODOOOOOOD

ooooooon ipsec policy <local policy:1-255>

OoOONeO OO no ipsec policy (J<local policy:1-255>)

ooooooo
00ooooooodOrsecO 00000000 40000000000000D000DO00O0DO0O
0000000 00oOoooowpsec00000DO0ODO0OODOODODOODOODODO

O ipsec policy-ignore

ooooooo

OlPsec policy 00O 00000 DOODOOOODOOOOOODOOIPsec policy OO0 any OOOO
0000000 00oooodoDiIrpsec DO0OODOODODOODOOOOODODOODOO

O0O0O0Oo0Ogd ipsec policy-ignore (Jinputjoutput)

0000000 no ipsec policy-ignored 00O

OO0 0ONoO OO no ipsec policy-ignore

ooooooo

OlnputO0 0 0O00O0OO0ODOnbound policy check OO OO OOOOOIPsec DOODOOODOOODOO
000000 OD0ooooobooooooooooooooon

OOutput DO DO O0ODODOOODOODODODOODODODOOODOODOINPsec policy 0000
ooooooooooooooodg

169



O 70 interface node

interface node

m QoS
gooooon QSO DOOooonono

o HTBOOO
ooooooo queue policy POLICYNAME bandwidth <1-1000000> (]ifg-pa-fcs)
ooooooo
OHTBOOODOOOOOclass policyDOOOOOOOO class policyOD OO OOO0O
000000 class policyDO0 000000 classO00000O0O0O0ODOOO class policyd OO
O0O0O0DoooOoWHBOOOODOOOO
ObandwidthO Oclass policyO D00 O00O0O00O0DO0O
Oifg-pa-fcs(0O0)DOODOOOOODOOOOODefault0 00000

o PQUODO

0000000  queue priority-group <PRIORITY-MAP-NUMBER:1-32>

ooooooo
OPQOOOODOOOOglobal noded O O0O0O priority-map0 000000
OO00000 priority-map0 00000000000 ODOOO default classO0O0O0O0O0OO PQO
OOoOoO0DoOooOogOopriority-mpO0 0000000000 POODOOOODODO
O00OclassO000O0O00DO0O0DODOdefault classO0OO000OOO0OOOO

o SFRQUODO
0000000  queue fair-queue

o FIFOO OO
oooboooo queue fifo (Jlimit <1-16384>)
ooooood Iimitd FIFCO0DO00O000O0DO00ODOODO0O0O00OO0

o TBF(shaping)d OO
ooooooo
queue shape <RATE:1-1000000> <BUFFER:1-1000000> <LIMIT:1-1000000> (]ifg-pa-fcs)

ooooooo

0 <RATE:1-1000000>  ShapingOd O 0O (Kbps)D O OO O OO

00 <BUFFER:1-1000000> BucketO O O 0O (bytes)D DO OO OO

O<LIMIT:1-1000000> TokenO OO0 0000000000000 00000O0O0O0O0OOOT (bytes)

ooooooo
Oifg-pa-fcs(U0)0D 00000000000 ODefault0 0000

o no queue

gooooood no queue
oopooood 0000000 queue 0000 0O0Odefault queued pfifo_fastO OO0 OO0 00O
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m QoS (0DO)

o classify

ooooooo classify (input]output) route-map ROUTEMAP

ooooooo

00000000000 ooo0oO0ooDo0oDooD1IODo0o0o0D0oo0oDd0 nputd outputd OO OO
0oooooooooo

Oinput0 00000000000 OOPRE-ROUTING(OD O O Packet TravelingO O O)OD OO OODOODO
Ooutput0 00O OO0 ODOOOOODOPOST-ROUTING(O O O Packet TravelingOD O O0)D OO0 OO0OODO

o no classify

ooooooo no classify (]input]output)

ooooooo

goooooooooooboobDobooooDooDooDo

(Mno classify0 000000000 GnputD output) DO 000000000 ODOOOOOOOO
inputd 00 output0 OO OO OO

e ifg-pa-fcs
0000oo0o00ooo000ooo00ooo0U0ooOoO00ooOoOo00DOoOooOOoDO shapingd
OOFRCSO IFGO PADOODDOODOUOOODOCOOrate00000D0DOOO0O0ODOOSshaping rated 000
OO0000OCOOOEthernetD00000000DOQCOOODOOOOORCSO IFGO PACOOODOOO
gobooooobooooooooooooooboooobooOooDboOooDOoOogOEthernet/
WiMAXDOOODODODOOOOOOODOOODOdshaping rated 0000 OIFG(inter-frame-gap 0 O 00O OO
12000000)0FrCSEDOO)dPA(preamble:80 0 D)0 00O OOOODOOOOODOOOOODO
gooopooobooooooOoUooooO0OoOoooO0UoOooUUoOooOoUODoOogUoDoOOOoo
PefaultD 0O OO0DOOOOODOCODOIRGOPAORCS DODOUOOODOOOODM
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O (ip]ipv6) rebound

ooooood

0000000000000 0oooD0DOo000ooo0ooooO0O0oDoOooODno (forwarding)
00000000000 0ONRODODOO0D00D0000000000000000000NXROODOTTL
goooOoOoOoOUOOoODoDOOOOoOooOoOoon

OIP rebound0 0000000000000 0000OD00ODO0O0O0OODO0O0ODOODOODOOOOODOOO0O
000000000000 destination unreachable0 D0 00000

Obefault O 00O O0O@MOOODOODOOODODOOOOOOODOOODOODOOOOOODOO)NO

ooooood (iplipv6) rebound

oo o oo (ip]ipv6) rebound

O no O no (ip]ipv6) rebound

O ip reassemble-output
ooooooo
goooooooodMooooopPMmuoDonoooooognoIr forwardingD OO OO OOOODOO
O000d0Doo00@ooo0ooooo00oooo00moo0o0ooooooooooooon
ODO0000O0ONKRRODOOOOOOO0000000000000o0oooooooooooo
- fragmented packet(0 00O 00D0)OMUDODOOODOOOOOOOOOODOOOOODOONMTUDO
Doooooooooooooooo
- fragmented packet(CO O OODO)OMUODOOODOOOOOOD fragmented packet0 O 00O
ooooooo
-00D0000oooooMy00DO0O00oDoo00o0oDoOo00ooooooooog
oooooog ip reassemble-output
oo o oo ip reassemble-output
O no O no ip reassemble-output
ooooooo
J000d0oodoooodooomoooo0ooooooooooooooooooooooon
0000000000000 ooo00ooo0Dooooooooooooo IPO0ODOoOoOoon
O000000d0oo000ooooooo0oooooooooooooooooooooooon
0000000000000 000oo000oo00Doo000oo0o0oDoOoOONROOO
Od000o0doooooooooOowoooooooooooooooooooon
- fragmented packet(O O OO OO0O)ONMUDOOOODOOODOODO fragmented packet 0 MTUO O
Dodooooodooooogo
- fragmented packet(Q OO D OO0O)ONMUODOOOODOOOODOODO fragmented packet D 0 00O
ooooooo
- 00000000000 MUDOO00O0000D00OOO0 fragmented packetO0O OO0 O0OO0O0O0OO
oooooo
ODefaultO Oglobal DO O OO interface0 00000 O0OOOGIobal O OO interface 0 OO AND
00o0o0oooooooooooooooooooooooglp forwardingDOOOOOOOOO
ooooo
Jooooooooooooooooooo32 0ooooooo3s oooonoooooooooon
000000000000 0000000Oip reassemble-output OO0 00000 O0OOOO
0d
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O session invalid-status-drop-interface
ooooooo
Osession invalid-status-dropO O (global node0 0)0 0000000000 OOOODOOODOOOO
O00000defaultDO0OO0OO
0000000  session invalid-status-drop-interface enable
oo O 0o no session invalid-status-drop-interface enable
ad no 0  no session invalid-status-drop-interface enable
ooooooo
0000000000000 00000000000O0Oglobal node 0 session invalid-status-drop [
0000000000000 000Do00o0oo0oooogooOdethernet 0000000
Oo0doooooooooooo
- global node [0 00 session invalid-status-drop0 0000000
nxrl25(config)#no session invalid-status-drop enable
-00000o0ooo0ooooooooooooon
nxrl25(config)#interface ethernet 0
nxril25(config-if)#session invalid-status-drop-interface enable

O ip dhcp mode ngn

ooooooo NNOOOODOOUOOOOOODOOOoOOoOobOoOogooo

ooooooog ip dhcp mode ngn

ad no 0  no ip dhcp mode

goooboon no0OO00O0O0OOip dhep request classless-static-route0 00000000

O ip dhcp request classless-static-route

ooooooOo NNOODDOOOODOOOOOOOODOOoOoOoOoOoOoEePPH)O0OOODOOOODODODOOOO

ooooooo ip dhcp request classless-static-route

ad no 0  no ip dhcp request classless-static-route

ooooooo

00000D0O0oDOPPPOODODOODODODOOODOODOODDHCPV4D classless-static-route
O0000RFC3442) D00 0OONNDO DD static route 000000000000 OOOODODOOO
O00O0ONNODODODODDODDODDOODOODOODOOO

OO000O0Ostatic route0 000 0000O0OOOODOOOOO

O 12tpv3 access-group
0000oonO  XconnectOOOOODODOODOOODODODOOIN2tpv3 access-list0 000000
ooooooo 12tpv3 access-group (injout) WORD
ad no 0  no I12tpv3 access-group (injout)
ooooooo
O WORDC rootJ ACLODODOOOODOO

Orootd ACLO O Oglobal OO OO 12tpv3 access-list WORD root0 OO 000 O
Oin: XconnectUOOODOUOO -00000000DOCOOO0OOOOODOOOODODOOOOO
Oout: 00000 s Xconnect0 OO ODOOOOOODODOOOODODOOOODOOODOOOOODOOO
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O ip p2p-detection
ggooogd PPOO0DODODOODOO0ODOOIVA0ODO

ooooooo ip p2p-detection (any|winny|share|bittorrent) {log|deny}
O 0O nod O  no ip p2p-detection

no ip p2p-detection (winny|]share|bittorrent)
ooooooo

gooobooobobobooboooboobooboboooboobobobooboooobDon
oooobooomoboooupPObObOOOonDOonoOoOonOg
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080

O OO command

interface tunnel node

interface tunnel node

nxrl30#configure terminal

Enter configuration commands, one per line.

End with CNTL/Z.

nxrl130(config)#interface tunnel <0-255>
nxrl130(config-tunnel)#

O description

OooOooooa
Oooo0oooad
O no O

O ip address
ogooooon
goooooo
0 no O

O ipv6 address

goooooo
oooogooo

O no O

O0000o0o0o00ooooooood
description DESCRIPTION
no description (|DESCRIPTION)

oooooooowroodoooooooo
ip address A.B.C.D/M (]secondary)
no ip address (JA.B.C.D/M) (]secondary)

oooOooOoooiIwveOOO0OOOODOODDODO

ipv6 address X:X::X:X/M (Jeui-64) : IPv6 address (e.g. 3ffe:506::1/48)
ipv6 address X:X::X:X link-local

no ipve address X:X::X:X/M (Jeui-64)

no ipv6 address X:X::X:X link-local

O ipv6 address DHCPv6-PD

ooooooad
ooooood
0 no O
00 od

DHCPv6 Prefix Delegation0 OO0 OO 0O
ipv6 address DHCPv6-PD X:X::X:X/M (Jeui-64)
no ipv6 address DHCPV6-PD (|X:X::X:X/M)

O ipv6-address O O sub-prefixO host OO OO0 O0OOOOOOOOO
ODHCPv6-PDO ODHCPv6 PDO OO OO prefixO O OO OO0 OO OO DODHCPV6-PDO ODHCPv6 D D O OO
00000000000 @UDOoO0ooOoooo)dodipve dhcp client pd0000O0O0O0O0DODOOO

gog
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O tunnel source

gboooooo
goooooo

interface tunnel node

interface tunnel node

O00O0OOsource0 00 O0O00O0OOOO
tunnel source A.B.C.D

O tunnel destination

gboooooo
goooooo

O tunnel mode

goooooo
goooooo
oo o oo
0 no 0
oo oo

O tunnel key
ogooooood
ogoooooo
oo o oo
0 no 0
oad 0o

00000 Destination0 0D OO0 OOOOO0OO0O
tunnel destination A.B.C.D

O0o0ooooooooooooiIr over IP/GRE/IPsec 1Pv4ALT

tunnel mode (ipip|gre]ipsec ipv4)

tunnel mode gre

no tunnel mode (= tunnel mode gre)

Route based IPsec (00 00O C)DOOOOODOOIpsec ipvd0 00O ODOO

OO000OCGREDODODOODOODOOOIMOODOOOOOGREDDOODOODODODO
tunnel key <0-4294967295>

no tunnel key

no tunnel key

OOO0000O0Okey IDODOOOOdropd00OD0OO0OOOOkey IDODOOODOOOIKDOODOOOOO
OoooOoooooOdropOO

O tunnel checksum

gooooao
O

goooooo
oo O oo
0 no 0

GREOODOOGREDOODOODODOODDOODOODOODODODOODOODOODOO
0000000000 O0dDodeGREDODODOOoDODoO

tunnel checksum

no tunnel checksum

no tunnel checksum
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O tunnel path-mtu-discovery
0000000 OOoOOoOoOoOoOoOOoOOOOPMTUDOOOOOOOO
ooooooo tunnel path-mtu-discovery

oo 0O 00 tunnel path-mtu-discovery oooo
O no O no tunnel path-mtu-discovery ooon
oo oo

OIPva0 0 0000000000000 PMTU DiscoveryO OO0 OOOOOOOO
-O0000IP tunnell tunnel mode ipip|gred 00 FfragmentO0 OO0 OO OO PMTUDO OO OO O IPsec
tunnel tunnel mode ipsec ipvdO OO PMTUDO OO OOOODOCOOOOOODODOO
-PMTUDOOO0ODOO/00000D00DO0O0DOO0ODOODOOODFODODOOONIOODODOOODODO
ooooooooog

PMTUDLY O DF bit oooogoo

0 fragnent0 OO O OO0
00 outer IPheaderdDFO 00 OO 1000000

1 fragment needed0 OO OO0 OO0 OO0OO0OOdrop0 00O

fragnentO OO O OO0
outer IPheaderJDFO D OO OO0 O OOOO

O0fragmentd OO0 O OOODOO
outer IPheaderJDFO D O O OO0 O0OOOO

go

Otwnnel NMTUOOODOOOOODOOODOODOOOOODOODOOAMUDODODOOOODOOODOODO
O0o0ooOo0obOooDobo0oDoo0obobo0oOooDboO000DOheader tax0OOOOOODODO
OO00000OwnelOOODOOPMTUDODOODOOODOODOOOO fragnentD ODOOOOOO
ooooooooooevmwOODOOOOO0OD0OO0OOwwnnelONMTUD 15000000000

O tunnel ttl

gooooog  TiLooooogo

ooooooo tunnel ttl (<1-255>|inherit)

oo 0O oo tunnel ttl inherit

O no O no tunnel ttl (= tunnel ttl inherit)

oo oo

O0000001-2550000000000PMTUD O tunnel path-mtu-discoveryO OO OO0 OO0
Oinherit0 00 00O OO OGRE/ZIPIPO tunnel mode grelipipC 00 TTLO OO OD OO O IPsec tunnel
O tunnel mode ipsec ipv40 0O TTLOODOODOOODOOOCODOOOOOODOO
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O tunnel tos

ooooooo

0000 ToS OO tunnel IP Header OO O OO O Oinherit 000 DO OODOOtunneling 1Pv4 header
00 ToS OO tunnel IP header OO OOOOOOToS OOOOODOOECN field DOOOODOOODOO

OO0O000O0OIPv6 packet O tunneling DO OO0 Oinherit 0000000 OOToS O Ox0 OO0

OOOOOECN field OO0O00O0DODMMDOOC 1.2.4.1 ECN field DO DO O0OODOODODOODOO

goooooo tunnel tos (<0-252>]inherit)
OO0 0O OO  tunnel tos inherit
O no O no tunnel tos (= tunnel tos inherit)

O tunnel pre-fragment

ogoooood FragmentO O OO OOO0O00O0O fragmentO O OO ESPOODOO0O
OO000OESP packetO OO OO OO
goooooo tunnel pre-fragment
oo O oo no tunnel pre-fragment
O no O no tunnel pre-fragment
oo oo Route based IPsec (00 00O C)D DO OO OODOOIPsec tunnel interface 00O

gboobogooogoo

O tunnel protection ipsec policy

oooooono 0000 IPsec tunnel policyO OO OO OO
gooooao tunnel protection ipsec policy <1-65535>

O no O no tunnel protection

od OO Route based IPsec(CO0O0OOCUOODOOOOODODODOOO

O bandwidth

ooooood O0oo0ooooooooooooooooooog
bandwidth 0 0 O 0O O O 10Gbps O O O
ooooood bandwidth <1-10000000000[k/m/g]>
O no O no bandwidth
oo oo gopogoosPFOOD00OO0DODODODOODODOO
000000000 DOauto-costd OO0 (ospf node)J 0O OO DOODO
O mtu
ooooood oooooooooooodMiuODoooooon
goooooo mtu <bytes:68-1500>
oo O oo mtu 1476 (tunnel mode gre 00 0)
mtu 1480 (tunnel mode ipipd O 0O)
mtu 1500 (tunnel mode ipsec O [)
O no O no mtull (= Set defaults)
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O ip redirects

oo0ooooo

OICMP redirectU type=s50 0000000000000 DOO0OOOOODOOOOOOOODOOOO
000000000RFC7921

OO0O000 Send redirect0000OOO0OICMP redirect0 0000000000 O0O0OOCOOOOO

oooooao ip redirects

ooooooo ip redirectsO 0 (O O)

OO0O0ONO OO no ip redirectstd (0 0O)

ooooooo

O ICMPRedirect 0 00 O O interface node [0 ip redirects0 000000000

O ip tcp adjust-mss

ooooogo

O Path MTU Discoveryd PMTUDO O O O End-to-endD 0000 0D00DOO0ODOODOODOMIUOODOODO
00o0o00oooDooo0ooo0ooooooooooOdooooooooDooooooDooooooog
OO0D00000IWPv4AOD0OD0OO0OD00ODO0OO0O ICMP fragment needed 00000000 O0DOODOODODOO
O0000o0ooooooooooogpeNTUDODOOOOOOOODOODOOOODOO0OODOPMTUD
Oo0o0o0oooooboboooMmuobOobO0oooo0oDo0oDo0ooO0oD0oD0D0oD0O0000O0OEnd-
to-end0 00000000 ODOODODOODOOOODOODOOOOTCPODO  SYN/SYN-ACKO O OO
gomMssOOooOooOOoooooooopDoooooooooooTcPOODODOODOODODODOOO
00o0ooooooDbdooooooooooooooooDooooooooon

oooooao ip tcp adjust-mss (auto]<500-1460:bytes>)

oooooono no ip tcp adjust-mss

O00ONoO OO no ip tcp adjust-mss

ooooogo

gipva0 00000000000 TCPO0ODOOOOOOODODOTCPODODODODOODODOD
O00oDooooooooooooooowssooooooon

gopDoooooMssO00ooooD0dDanto 000000 0OOOMSSOOOOOONMSSOODOOO
oooodooooooooooon

0o0ooooboooooowMssoooonooooooNssoooooooooboboooooon
oono

gubpOICMPO OO OOO0O0ODOODODOOO0ODODOODOODOODOOOOODFODODOOODODOOO
00o00ooo0oooDooooooooooooooooooooooooo

(M no ip tcp adjust-mssO0 0 OO DO OOOTCP MSSOO OO OODOOOODOODO

O ipv6 tcp adjust-mss

oooooog  TCP/IpveO MSSO OO OO OODO
ooooooo ipv6 tcp adjust-mss (auto]<bytes:500-1440>)
oo 0O o0 no ipvé tcp adjust-mss

O no O no ipvé tcp adjust-mss
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O ip mask-reply
ooooooo
OOpenViewO OO OOOODOOOODODOODOOOOOOOOOOO ICMP address mask request
Otype=l70000000O000O0OO00OOOOOOOOOOOOODOOOODOOUOODDOOODOOO
Ooooooooooogoooood
O00O00O0OOICMP address mask request 0 000000000000 DOOOOOOO
ooooogon ip mask-reply 0O ICMP address mask requestd 00O 00O I
0000000  no ip mask-replyl ICMP address mask requestd 00 0O 00O O M
goOOdNoO OO no ip mask-reply
ooooooo
O ICMP address mask request/reply O O O O interface noded ip mask-reply0 00000000

O ip fragment-reassembly
ooooooo
OPre-fragment O O O packet D OO OOOOOONXRO DO OO reassemble 0 O O O reassemble 0 0O O
forwardingU OO O OOO0OOOD0OO0OOOO0OOdefaultd Oreassembled 000
ORoute based IPsec(0 0000 CUDOOOOOODOIPsec tunnel interface0 0 00O00O0O0ONO
ooo
ooooooo ip fragment-reassembly
oo O oo ip fragment-reassembly
O no O no ip fragment-reassembly
00 oo
Oglobal node O no ip reassemble-outputd O 00 O O O ipsec tunnel interface 0 O no ip frag-
ment-reassembly0 0 0000000 OOno ip fragment-reassembly0 00000000
OO000Ono ip fragment-reassemblyd 00 0000 tunnle interface0 00 0000OD0O0O0O
reassemble 0 0000000 OOconntrack 0000000000 0ODOOO0OOOOOODOconntrack
O0O00D0O0OONATOO /SPIl/session0 000000000000 0OO0O0OOOOOOOOOOO
000 packet coloringD 000 00O0OOODOO
(0 no ip reassemble-outputD O 000 ODOO0OOOODO tunnel interfaced Ono ip fragment-
reassemblyd 0 O ip fragment-reassembly0 0 0000000000000
(no ip fragment-reassembly 00000000000 OWarningODOODOODOD
O1ip fragment-reassembly 000 000000000000 OO0O0ODOONO ip reassemble-output O
oooooooooooooon

O ip rip receive version

ooooooo RpPO0OOOOOODOOOOODOOO
oooogooo ip rip receive version (1]12) (1112)
ooooooo ooooooo

O no O no ip rip receive version
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O ip rip send version

ooooooo RIPOODOOOOOOOOOOOOO
ooooooo ip rip send version (1]12) (]1]2)
ooooooo ooooooo

0 no O no ip rip send version

O ip rip split-horizon

ooooooo oooooooooooooooooon
ooooooo ip rip split-horizon (]poisoned)
oo O oo ip rip split-horizon

0 no O no ip rip split-horizon

O ip access-group
ooooooo
Oglobal nodeJ 0000 ACLOODODODOODOODODOODOODOODODODODODOOODOD
ooooooo
gpoooooo ip access-group (injout|forward-in|forward-out) IPV4-ACL-NAME
gooONeO OO no ip access-group (injout]forward-in|forward-out)
ooooooo
0000000000 ooooooDoD00oooooDOooD@Oon Packet TravelingD OO )OO0
oo400000
in(local input) NXROOOOOODOODOOOODOODOODODOODOO
out(local output) NXRO OO OO DO ODOOODOOOOOODOODOODOO
000000000 0oo0ooNROOODO0OD0DO0DO0DO0DOO00O0O0DO00DO0n
forward-in NXROOOOOOODOOOOOODOO forwardingDODOOODOODOODODOO
forward-out NXRO OO DODOOODOOODOOODOOO forwardingD OOOODOOOOOOOO
OmacO O OO0 ACLOOoutD OO forward-out0 0000 O0O0OO0OOOODOOO

O ipv6 access-group

ooooood OoOUOOooooooowwsodoooOoooobbooooo
goooooo ipv6 access-group (injout]forward-in]forward-out) IP64-ACL-NAME
ad no 0  no ipv6 access-group (in]out|forward-in]forward-out)

O ip masquerade
0000000 QOO0DO0O000OOoO00DOoO00ooO0DoOoOoDoDoOoOoooiIev4a0Odnooog
coooooooowv4aD0O0ODOOOODODODOOOOOO

goooooo ip masquerade O OO0

0000000  no ip masqueraded 00O O

OgoONeO OO no ip masquerade

ooooooog

000000000 DOdO (Ethernet/VLAN/PPP/Tunnel/WiNAX)) DO O OO OO OOODOOODO

OTCP/UDP/ICMPO OO OOO0OOOOOOUODOOOODOOUODOOOODODOOOOODODOOO

Olpv6 00000 OIWPOOOOOOOOODODOOO

Oforward out/local output 0000000000 0OOODOOOOINKPOOODOODODOODOOOO
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O ip (snat-group|dnat-group)

ooooooo

Oglobal nodeOOOOOSNATOOODNATOOODOOUOUODOOOODDOOODOOOOStatic NATO
ooooooooooooo

OSNATOOOO0OO0OOOO0O0OO0O0OOOOOoOoDNATOOOODOOOODOOOODooooDO

gpoooooo ip (snat-group]dnat-group) NAT-NAME

gooONeO OO no ip (snat-group|dnat-group)

goooood NATOOODOOODOOip snat/ip dnat)d O 0O O (global node)D OO OO0

O ip webauth-Filter

ooooooog
OwebOOOOOOOOOOOODOOOODOOOOOOOOOODOOOODOOOODODOODODOOOO
00000 OwehOOOODOOOODOOODOOOODOOO

OwebO OOODOOOOODOOOODOOODONIN OUTOOODODOOOOODOOOODOOOODO
O0ObefaultO OO OOOOOOO

gpoooooo ip webauth-filter (forward-in|forward-out) WEBAUTH-ACL-NAME

gooONeO OO no ip webauth-filter (forward-in|forward-out)

ooooooo

OwebOODOOOOODODOOODOOOIdp web-auth access-listO 0 00O Oglobal noded 00O 00O
oooooo

OWebO DO DOODODOOOWeb Authenticate node0 0O OO0 OODO0O0O

O ip spi-filter

ooooooo
000000000000 000000SPIO Stateful Packet Inspectiond 00000000000
OObo00O0ooo0ooooDooO0oooDoobOOoobOOoooDoDO0ooOooDoDOOoDOO0ObOOobOoDODOOoDOD
oooo

gpoooooo ip spi-filter 0O O0O0O

goooooo no ip spi-filtero 0 OO

OgooONeO OO no ip spi-filter

ooooooo
D00000D00000OOestablishedD 00 related0 000000000000 OO0OOOO
OEstablishedD O 00000000000 0OOOOOODOODOOOODOODOODOODOODOOOOO
ORelated 00000000 DO0OOO0OOOODODODOODODODOFPOODODOODOODOODODO
oood

0000000000 000syn0 000000 0ODO0ODOO0ODOODOODOODOODOOO
OSPIO0Oforward inO0 00 local inputO0 00 0000000000000 OOOOOOODOOOO
goooog

O ipv6 spi-Ffilter

goooooo IPv6 SPI filterO OO OOODO
ooooooo ipvé spi-filter

oo O oo no ipvé spi-filter

0 no O no ipvé spi-filter
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O ip spi-filter log
O ipvé spi-filter log
goooood OO0000O0O0O0OOsyslog nodeJO00O0OOO0ODOOOO
oooooosoooooooooobobodsyslog0D00O0OoOooooOoon
oooooono ip spi-filter log [limit <0-100>]
ipv6 spi-filter log [limit <0-100>]
oooooono ip spi-filter log limit 10
ipv6 spi-filter log limit 10
OO00ONoO OO no ip spi-filter
no ipv6 spi-filter
goooooo
Climtdo0oo0oooD1ioooooooooooooooooooogoobwbbooo/s/bobo0oo
OwANOOOoOOOoOOoOoooooooogoskiCOofooOboooooooodoooooooooogoo
ogooooooooooooobooboo

O netevent
ooooooo
000000000000 00000 tunnel O connect( O O disconnect) I 0 OO OO OOOO
ooooooo netevent <trackid:1-255> (connect]disconnect)
netevent <trackid:2048-4095> (connect]disconnect)
a no g no netevent

O ipv6é nd accept-redirects

oooogooo IPv6 forwardingO O OO OOOOICMPYG redirects0 000 000O0ODOOO
oooooo

ooboonoo ipv6 nd accept-redirects

o0 O OO0 no ipv6 nd accept-redirects

o0 0od IPv6 forwardingD 00 000000000000 O0ODOOOODOOOO

O no 0  no ipv6 nd accept-redirects
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O ipsec policy

ooooooo OooooooboooooDoodipsecogoooooooooboOon

oooooon ipsec policy <local policy:1-255>

OooONeO OO no ipsec policy (J<local policy:1-255>)

ooooooo
ooooooobooodwpsechOO0OOOOD4DOO00DDOOODOOODODODOOOODO
OO000000ooOoOooo wpsecd00O000O0OO0OOOODOODOOODOOOOO

O ipsec policy-ignore

ooooooo

OlPsec policy 0O O00O0O0OOODOODOOOODOOOOOODOOIPsec policy OO0 any ODOOO
OOoo0ooooo0ooOooooo wpsechObOOOoOoDOOODODODOOOODOO

0000000 ipsec policy-ignore (]inputjoutput)

OO000O00Od no ipsec policy-ignored 00O

OO0ONoO OO no ipsec policy-ignore

ooooooo

OlnputO00000O0O0O0ODOinbound policy check OO OOOODOOOIPsec DO0ODOOODOOOOO
ooooo0o ooooboooooobogooboooooboboo

OOutput OO O0ODOCO0OO0O0ODOCOO0ODOOOOOOOODOOOOOOONPsec policy 0OOO
ooooooooboooooDooo
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® QoS
ogoooooo eSO OO

o HTBO OO
ooooooo queue policy POLICYNAME bandwidth <1-1000000>
ooooooo
OHTBOOOOOODOOclass policyOD OO OOO0OOO class policyD OO0 OO0
O000000class policyDO0OD0OOO0O0OOclassOO00O00O0OO0OOOOOODOO class policyd OO
00000000 HBOODOODODOO
ObandwidthO O class policy D00 OO0 O0OO0O0OOO

o PQUODO

ooooooo queue priority-group <PRIORITY-MAP-NUMBER:1-32>

ooooooo
OPQOOODOOODOOglobal node OO0 O priority-map0 000000
OO0O0000 priority-map0 00 0000000000000 default classOO 000000 PQO
00000000000 priority-mp00000000000PQODDODOOOODODO
OOOclassO0000O00O0O00O00O0COdefault classO 0000000000

o SFQU OO
ooooooo queue fair-queue

o FIFOO OO
0000000  queue fifo (Jlimit <1-16384>)
0000000 limitO FIFO0000000O0D00000000000

o TBF(shaping)d OO
ooooooo
gqueue shape <RATE:1-1000000> <BUFFER:1-1000000> <LIMIT:1-1000000>

ooooooo

[0 <RATE:1-1000000>  Shaping OO (Kbps)OO OO OO OO

[0 <BUFFER:1-1000000> BucketO O 0 0O (bytes)D OO OO OO

O<LIMIT:1-1000000> TokenOD O OO DOOODODOO0OOODOODOODODOODOODOOD (bytes)

ooooood

o no queue

gooooon no queue
ooooooo 0000000 queued OO0 0O Odefault queuel pfifo fastO OO O OO OnO
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m QoS (0O)

o classify

OO0oO0oogd  classify (inputjoutput) route-map ROUTEMAP

ooooooo

0000000O00O000000000000D010000000000Oinput0 outputD 0O OO
ooo0oooooooo

Dinput0 00000000 DDDODOPRE-ROUTING(O OO Packet TravelingD O 0D)0D 0D ODO0OODOOO

Ooutput 000000 O0ODODODOOOPOST-ROUTING(O O O Packet TravelingO O O)0DOO0O0OOOO

o no classify

oooooog no classify (]input]output)

ooooooo

gooooooooooogoooooooboobooo

Mno classifyD 000000000 (inputO output)D 000 O0O0O0OOODOOOOODOODOOO
input0 00 output0 OO O OO0
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O (iplipvé) rebound

coooooo
J0o000ooo0oo0oooO0U0Oooo0OO00U0oOoOo00oDOOUO0ODOOOOO0DOOd (forwarding)
OooobOoooooooNROOOOOoDoOOoooDOo00booODO00DOo0OobooOoONRODODOTTL
gpooooOOUOUOODOOUOODOOOODO

OIP reboundd0 000 O000DOOCOO0ODOOOOODOOOOODOOOOODOOOODODOOOODDOOO
000000000000 destination unreachableO0 0000000

ObefawltO OO O0O0O0@OOODOOOOODOODOOODOOOOODODODOODODOOODOOO)O

ooooooo (ip|ipv6) rebound

oo 0O o0 (iplipv6) rebound

O no O no (ip]ipv6) rebound

O ip reassemble-output
ooooooo
oooooooooMTuooogpPMmuiDODO0Oo0oooooglIP forwardingD OOOOOODOODOO
0000000 ooooO0o0oD0booooooD0oDOOoboooDooD0obLOoo0DOoboOoDo
OO0o0O0oooNRODOOOoO0DOO0ODOO00Do0oooDoooooooooooooooooon
- fragmented packet(C OO ODOOO)IMUODOODOOODOODOOOOODOODOOOOOOOMIUDO
0ooooooooooooooon
- fragmented packet(U D OO0 OO)INMUODODODOOODOODOOO fragmented packetD 00O O
ooooood
-0000bOoooDoobOoMUODO0DOO00OD0O0DO0oO0D0oDOD0oO0OD0oDOOobOOo0OD0ODOO
ooooooo ip reassemble-output
oo 0O oo ip reassemble-output
O no O no ip reassemble-output
ooooooo
oooooooooooooooomooooooooooooooooooooooooooog
00000000 0oO000o0oDobOoo0D0D0ooDoooDooDobooooowrOoDbOooODOoDO
O0o0ooooooooooooooooooooooooDooooooooooDoooooonoon
000000000000 0000D000000000000000000DO00O00ONXRDODO
00o0o0oDo0ooooooooooowprooDdoooooooooooooooon
- fragmented packet(U OO OO ODO)OMUOODOOODOOOODOO fragmented packet O MTUO O
oooooooooooooooon
- fragmented packet(U OO OO OO)OMUODOOOOOODODOOODO fragmented packet O OO O
ooooood
- 00000000000 MUDODOO0O0O0D0O0D0O00 fragmented packet0 OO0 O00O0000O0O
oooooo
ODefault O Oglobal OO0 OO0 interface0 000000000 OGIobal OO0 interface 0 OO AND
00000000 o0oooooooooooooooooalp forwardingOOOODOOOOOO
ooooo
0o00o00ooooooodoooooooo32 00odoooo3x’d oooooooooooooon
0000000000000 0000000Oip reassemble-output DO 000000 O0OOODOO
0d

188



O 80 interface tunnel node
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O session invalid-status-drop-interface
gooooon

Osession invalid-status-drop O (global node0O0)0 00000000000 ODOOOOODOODOO
O00000defaultOO0OOOO

0000000  session invalid-status-drop-interface enable

oo 0O OO0 no session invalid-status-drop-interface enable

O no 0  no session invalid-status-drop-interface enable

ooooooo

0000000000000 00000000000OOdglobal node 0 session invalid-status-drop O

0ooooobobooo0boobooooO0boobooDobOoOobDOoo0dDwnnel OODOODOODO
gboobobooboobooon

- global node 0 O session invalid-status-drop0 0000000
nxrl125(config)#no session invalid-status-drop enable

-000000oo0oooooooooogoon
nxrl25(config)#interface tunnel 0

nxri125(config-tunnel)#session invalid-status-drop-interface enable

O ip p2p-detection
goooogoo PPOO0D00OD00OODOO0OOOIPVADODODOMM

ooooooo ip p2p-detection (any|winny|share|bittorrent) {log|deny}
O 0O noO O no ip p2p-detection

no ip p2p-detection (winny|share|bittorrent)
ooooooo

goboobobooobooboboboboooboobobbooboooboobooooo
gobobooobmooodpPPOlbOObDOOOODODLO
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interface ppp node

0O OO command

nxr130#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#interface ppp <0-4>

nxr130(config-ppp)#

O description
ogooooon
goooooo
0 no O

O ip address
ggooogoa
ooooooo
a no g

O ip address
gooooon
goooooo
0 no 0

O ipv6 address
ggooogd
ooooooo
gogooogo

O no O

O ipv6 address
gogooogoa
ooooooo
goobogd

interface0 00 0000O0OOO
description DESCRIPTION
no description (|DESCRIPTION)

oooooOoOooIwoOOoOOOOOOOOO
ip address A.B.C.D/M
no ip address (JA.B.C.D/M)

PPPOODO IPOOOOCO0OOOOOODOOOOO
ip address negotiated
no ip address negotiated

IPv6eO0O0O0D0O0OO00O0DOOO

ipv6 address X:X::X:X/M (Jeui-64) : IPv6 address (e.g. 3ffe:506::1/48)
eui-640 00 0 Oipve-address O prefix 000000 OO0
O0000OOinterface-id0000O0OO0DO0O0O

LLAO interface-id0 00000000 OOODO

no ipve address X:X::X:X/M (Jeui-64)

DHCPv6 PDO OO ODOOOO
ipv6 address DHCPvVGPD X:X::X:X/M (Jeui-64) > DHCPv6-PD prefix name

O ipv6-address O O sub-prefix O host OO O OO0 OOOO
OPREFIX-NAME O O dhcpve pd 00 000 prefixDODOOODOOO0ODOOipve dhep client pdd 0O O

oooao
O no O

no ipv6 address DHCPV6PD X:X::X:X/M
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O bandwidth
goooooo

ooooooo
O no O
oo oo

O mtu

goooooo
ooooooo
oo O oo
0 no 0

O ppp Icp mru
ooooooo
oooooon
oo o oo
0 no 0
oooooood

ood0oooodooooooooooooooo
bandwidth O O 0O 0O 0O 0O 106bps O O O

bandwidth <1-10000000000[k/m/g]>

no bandwidth

gooooospPFO0DODOOODODOOODOOOOg

000000000 0Oauto-costd 000 (ospf node)D 00O DOOODO

MuoOoooooooo
mtu <bytes:68-1500>

mtu 1454

no mtull (= Set defaults)

MRUOOOOOODO

ppp lIcp mru <bytes:128-1500>

ppp lIcp mru 1454

no ppp lcp mruld (= Set defaults)

IPv60 0000000 OMRUD 12800 00000000000

O ipv6 dhecp client

Ooodoooono
ooooooo
O no O

O00000000000000DHCPv6O OO D DOODOODODOODODOODDOODDOO
ipv6 dhcp client WORD
no ipv6 dhcp client

O ipv6 dhcp client pd
0000000 DHCPve PD O prefix 00 OO ODOOODOOODOOODO

gooogoog

ipv6é dhcp client pd DHCPv6-PD

0 no O no ipv6 dhcp client

goooboood

ODHCPv6 PD OO0 DD OODDOOODOOODDOODDO

OO0O0O0ODHCPYG PD O(0DOO)IODODODOOODODODOOOODDOOOOIpv6 address DHCPv6-PD OO
ooooooooo

O ipv6 dhcp client WORD [0 ipv6 dhcpvé pd DHCPv6-PD O OO 000D O0OOOOODOODOO
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O ip redirects

ooooooo

OICMP redirectd type=s50 00000000000 O00DODOOOOOOODOOOOOOOODODOOO
000000 00OO0ORFC792(0

00000 Send redirect00000O0OOICMP redirect0 000000000000 OOOOOOO

ooooooo ip redirects

ooooooo ip redirectsd 0 (O0O)

OOONoeO OO no ip redirectsd (0 O)

ooooooo

O ICMPRedirect 0 0 O O interface node 0 ip redirects0 00000000

O ip tcp adjust-mss

ooooooo

O Path MTU Discoveryd PMTUDO O OO End-to-endD 00000000000 OCOOONMUOOOOO
O00d00odoo0ooooooooooooooooooooooooooooooooon
OO0O00oOoOoooiIPvAad000O0O0O0O0O0O ICMP fragment needed 0000000 O0O0OOOODO
oo0oooooooooooooooogoevmuDODO0O0O0O0O0OO0O00O0O0O0O0ooDoooonon
PMTUDOD 00 O00OO0O0O0OOOODOOOONMUOOOO0OOOOOOOODOOOOOOOODOOOO
O0End-to-end0 0000000000000 OOOOOOOODOOOODOTCPOO SYN/SYN-ACK
OOoooowMssSO000o00oooooooooDooooooooooTcPODOOODOOOODOO
O0000d00oo000oo0o0ooooooo0oooooooooooooooooon

ooooooo ip tcp adjust-mss (auto]<500-1460:bytes>)

ooooooon no ip tcp adjust-mss

OO0O0NOOO  no ip tcp adjust-mss

ooooooo
Olpvi00O0D0OO0OO0ODOOO0OOTCPOOODOOOODOOOOTCPODOOODOOODOOODODO
000oooooooooooooooowssooooooon
DO0ooooooNssOdDoouDoOUDato0000OO0OOOOMSSOOOOOOMSSOOOO
O000o0od0oooooooooo
O000ooooooooosMssOoooooooooNMssOooooooooooooooooog
odo
ouwPOICMPODOOUODOOODOOOOODOOOODOOOOOOOODFOOODOOOODODO
O00000o0d00o0odU0ooo0ooooooooooooooooooo

(0 no ip tep adjust-mssO OO0 D ODOOOTCP MSSODODOODOODOODODOO

O ipv6 tcp adjust-mss

oooooog TCR/IpveO MSSO OO OO OODO
ooooooo ipv6 tcp adjust-mss (auto]<bytes:500-1440>)
oo 0O 00 no ipvé tcp adjust-mss

O no 0 no ipv6 tcp adjust-mss
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O ip mask-reply
ooooogo
OOpenviewO OO ODDOODOODOODDODODOODOOODOOODOO ICMP address mask request
Otype=1700 0000000000000 0OO0ODOODOODOODOODOOODOOOODOOOODOOOO
oo0o0o0oobOooooooooooom
O0O0O00O0O0OICMP address mask request 0 0000000000 DOOODOOOOO0O
oooooao ip mask-reply [ ICMP address mask request 00 00O [T
oooooono no ip mask-reply] ICMP address mask requestd 00 00O 0O 0O 1
O00ONoO OO no ip mask-reply
ooooogo
O ICMP address mask request/reply (0 00 O O interface node O ip mask-reply0 00000000

O ip send-source

ooooooo

OPPP interface0 0000 OODO ip address source ip0 00O packet 000 0O 0O OmainO rout-
ing table0 OO0 OO0 interface0 000000 ipO0 0000000 ppp interfacel0 0 00O0O0ONO
000000000000 0O0OPPPO IP addressU sourced 00 packetO OO O NXRODODOODO
packet 0 O IPsec policyd matchO OO O OO0O0O

OLocal DO DO DOODOOODOOODOOOPPP send-source0 0 00O0OONXRODO OO O packetd OO0
OO0O00IP nat-looppack 0D 0 00O 000 ODOOD0ODOOOOOOODOOODOO

ooooooo ip send-source (]local)

oo 0O o0 no ip send-source

O no O no ip send-source

ooooood Default DO OO ODOOOOOIPMOODOODOODOOO
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O ip nat-loopback

ooooooo

O100 global IPOOCOOOOO Web/Mail server00 0000 OOODNATOOODODOODO server
0000000000000 0D00000000NAT router0 000000 global IPOO OO access
OO0OODNATOOODODODOOOOglobal IPOD0O access0 000000000 ODOODOONOIMp
nat-loopback 0 0O OO OO OO

Oo0odooooooodglobal IPOOOOO interfaced O global IPO OO O accessO0 OO OO0
OOONXRO O OODOODOOOmain routing tableD 00 OO0 0OOOOOOmain routingd O O route
0000000000000 0global 1IPOODOODOOODO ppp interface00000000OMMIO0O
OOIsPO0O0O0O0O0D packetODNATO OO OOONATO OO OO OO O global 1IPO OO O access
O0000oooooooooooo

ooooooo ip nat-loopback

o0 O OO0 no ip nat-loopback

O no O no ip nat-loopback

ooooooo

O00000defaultOO0OOOOPPP interface0 000000000 O0DOOOO

O1ip nat-loopback D O OO OO0 interface0 0 SPIDOOOOOOOSPIOOODOODOOOOOO
FILTEROOOOOOOOOO packetOD OO OOOOOOO

0000000 PPP interfaced 0 NAT(O OO O Masquerade) D0 00000000 OOOOOOOPC
0000 server00 accessOOISPOOOOOODOOODOO packetDOLANO DO accessO OO0
000 conntrackO matchO OO OO0 OOODNATOODODODODO serverd00 accessO0 000000

Global IP(PPP)

Internet (ISP)

s ip nat-loopback?E ThEF
~ ip nat-loopback &3} F 192.168.0.100

ONXRO O Global IP(PPP):800 000 accessU OO DO MO 192.168.1. 10 DNATO OO OO ODOOO

0d
OPCO O Global IP(PPP):800 access0 0O

195



O 90 interface ppp node

interface ppp node

o ip nat-loopback OO0 0 addressO0 000000
ip nat-loopback D O 000000000 DOOOOOOOOOOOOOOODO
192.168.1.0/24 10.10.0.0/24

.254 10.10.0.100/32

10.10.0.1/32  .254 |— I

- PC-A: 10.10.0.1
Internet (1SP)
IPsec tunnel
PC-C: 192.168.1.1 P
>

PC-B: 10.10.0.100
OpCc-CO PC-AODOOPC-COPC-BOOOOODOODODO

UPC-A0 PC-BODOOODOOODOO

00O PCO NXR1/NXR2 O WAN IP(NXR1:10.10.0.100/NXR2:10.10.0.1) 000000000 0C0OO0ODOO
gboobogLAgwaANoobgoobooboooboobuooboooon

OO0O0000O00 IpsecOO0OO0DOOOODONXRI/NXR20O ip send-sourced 00O O IKE(D OO
ESPHYOOO0DOCOPPOOOOOOODOOOODODO

OOONXRI/NXR2O WAND IPODOOOOODOODOOODOODOOODOOODOODOONWOODOOODOOO
gooboobobooobobgooo

196



0 90 interface ppp node

interface ppp node

O keepalive Icp-echo

ooooooo
gooogoog
oo 0O o0
a no a
ooooooo

LCP echo request0 00000 0O0OD0OOOOOOOONO
keepalive Icp-echo (]<interval:30-600> <failure-count:1-10>)
keepalive lIcp-echo 30 3

no keepalive lIcp-echo

O Icp-echo request/reply0 00000 00O0Ofailure countD OO0 O 0OD0OO0OOOOPPPOOODODO

g

O keepalive icmp-echo

gooogoog
ooooooo
oo 0O oo
ooooooo
a no a

ICMP echo request0 00O ODOO0O

keepalive icmp-echo (|<interval:30-600> <retry:0-10> A.B.C.D)
no keepalive icmp-echo

keepalive icmp-echo [0 (I keepalive icmp-echo 30 20000

no keepalive icmp-echo

O ip rip receive version

ooooooo
gooogoog
oo 0O o0
ooooooo
0 no 0

RIPOODODODODODODODODOO

ip rip receive version (1]12) (]112)

ip rip receive version 2

O000000D0Oiup rip receive version 1 200
no ip rip receive version

O ip rip send version

ooooooo
ooooooo
oo 0O oo
ooooooo
a no a

RIPOODOODODODOOODOODOO

ip rip send version (1]12) (|1]12)

ip rip send version 2

00000000 up rip send version 1 20
no ip rip send version

O ip rip split-horizon

ooooooo
gooogoog
oo 0O o0
a no a

ooooooooooooooooo
ip rip split-horizon (]poisoned)
ip rip split-horizon

no ip rip split-horizon
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O ip access-group

ooooooo

Oglobal node0 000 O0ACLOODODODOODOODODODOODOODODODODODOOODOOO
ooooooo

oooooono ip access-group (injout|forward-in|forward-out) IPV4-ACL-NAME

OO0ONeO OO no ip access-group (injout|forward-in|forward-out)

ooooogo

000000000 ooooDooD0ob0boooooDOonD@Oon Packet TravelingD O O)O OO
004000000

in(local input) NXROOODOODODOODOOOODOODODODODOO

out(local output) NXRO O OO OO OOOODOOODOODOODOODOODOO

000000oDoooDoooooNROOODO0ODODO0ODODO0DO0ODOOODODOODOOO

forward-in NXROOOOOOODOOOOOOOO forwardingDdODOODOODODOODOOOO

forward-out NXRO OO DO OOODOOOOODOOO forwardingD OOOODOOOOOODOO

OmacO0O00O0OACLOOoutO OO forward-out0 0000000000 ODO0O

O ipv6 access-group

coooooo gooooooobOowsogoooooooooooo
ooooooo ipv6 access-group (injout]forward-in]forward-out) IPV4-ACL-NAME
oo 0O oo no ipv6 access-group (injout]forward-in|forward-out)

O no O no ipv6 access-group (injout]forward-in|forward-out)

O ip masquerade

ooooooo

goo00ooO0oO0Ooo0o0oboOoOoU0ooo0oOoOUoDoDoOOooo IvV4O00ODDOOUODOOODDO
oomwv4ad0O0oOOooooooooooooo

oooooono ip masquerade 0O 0O0O0O

oooooao no ip masqueradel] 00 O O

OO0ONoO OO no ip masquerade

ooooooo

000000000000 (Ethernet/VLAN/PPP/Tunnel/WinAX) DO O OO OO OODOOCOODO
OTCP/UDF/ICMPO OO OO0O0OOOOOOODOOOODDOOODOOOOODOOOOODODOOO
Olpv60O000O0OIWKPOOOOOOOOODODOOO

Oforward out/local output 0 OO0 0O OO0DOOO0DOOOOOOOIIPOOODOOODOOODOOOO

O ip (snat-group|dnat-group)

ooooogo

Oglobal node0 0 OOO SNTOOODNATOOODOODODODODOODOODODODOOStatic NATO
dooooopooooog

OSNATOOODOODODODOO00OO00ODODOODNATODDODODOODOODODOODOODOO

oooooono ip (snat-group]dnat-group) NAT-NAME

OO0ONoO OO no ip (snhat-group|dnat-group)

goooogn NATO DO OO OOOOip snat/ip dnat)d O OO (global node)D OO O OO
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O ip webauth-filter

ooooooo
OwebOOOODOOOOOOOODOOODOOODOODOOOODOODOOODOOODDOOOO
OO0000OwWbhOOODODOOODOOOOOOOOoOOoooo
OwebOOOODOOOOOODOOOODOOODONIN OUTODODOOODOOODODOODODOODOO
OObefaultDOODOOOODODOO

ooooooo ip webauth-filter (forward-in|forward-out) WEBAUTH-ACL-NAME

OO00ONeO OO no ip webauth-filter (forward-in]forward-out)

ooooooo

OwebDODOODOOODOODOOOODOOIup web-auth access-listd O OO 0Oglobal nodeD 00 O0O
oooooo

OWebO OO OODOODOWeb Authenticate node0 0 OO OOOOOO

O ip spi-filter

ooooooo

0000000000000 00000OSPIO stateful Packet Inspectiond 00000000000

ooooooooOoOoooOoOoOooOooOo0oOoboboO0ooOoOO00oOoOUO0oOoOObOObDObOOOoObbOo
oooo

ooooooo ip spi-filter 0O0O0O0O

ooooogon no ip spi-filterD O OO

OO00ONOOO  no ip spi-Ffilter

ooooooo

OO0O0000000O0OODOestablishedD OO related0 000000000 O0OCOODOCOOOO
OEstablished0 000000000 OCO0ODODOOO0ODOOOODOOOOOOODODOOODOOOODODOO
ORelated0 0 00D0OOCOO0DOOOODODOOOOOOOOOODOOORPOOODOOODOOODO
oooo

o0o0oooO0oboOo0odOosynggbo0ooboo0oobbooobobooDooooo

OSPIOOforward inO0O0O local inputO0 0 0000000000000 0OOOOOOOOOODOO
oooooo

O ipv6 spi-Ffilter

ooooooo IPv6 SPI filterO O OO OODO
oooooog ipv6 spi-filter

oo 0O oo no ipv6 spi-filter

O no O no ipv6 spi-filter
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O ip spi-Ffilter log
O ipvé spi-Filter log

goooogn

goooobgon

goooobgon

godNoDO OO

goooobgon

O0000000OOsyslog nodeC ODO0O0O0OOOOOO
OO0O0ooosPI0dooooooouoodsyslog 000000 O0OOOOO0O
ip spi-filter log [limit <0-100>]

ipv6 spi-filter log [limit <0-100>]

ip spi-filter log limit 10

ipv6 spi-filter log limit 10

no ip spi-filter

no ipv6 spi-filter

Olimit 000000100 00000000O00O00DO0ODOO0bOO0bD1oODO0bO/0DOO
gwawbooooboboooooooooshiobobooooooooooooobooboboooooo
gobooboooobooboobooo

O ppp authentication

ooooooad
ooooooad
od 0O Od
0 no O

O ppp username

gooogooo
oooogooo

O no O
00 O o

PPPOOOO0DOOOOODOOOODO

ppp authentication (chap|pap]auto)

ppp authentication auto

no ppp authentication (= ppp authentication auto)

PPPOOOOCODOOINOOODOODOOODOOOOO
ppp username USERID password (|hidden) PASSWORD
ppp username USERID

no ppp username

00D0000001-95000000000000000000000000000001$%*-_.:;0
OM~0"<>%?0 0 0

Oppp account 0 0 O 0 Oglobal 00D OO O OO D USERIDO PASSWORD 0 0 0 0 0 0 0 O O USERID O
0o0oo0oooon
00000000?2000000000MCctrl0+0v00000000M?200000000000

O ppp auto-connect

ooooooad
ooooooad
od 0O Od
0 no 0

PPPODOOOOODOODOOODOO

ppp auto-connect <seconds:10-600>
ppp auto-connect 60

no ppp auto-connect
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m NCP

o ppp ncp max-configure

goooooo IPCP configuration request0 0 0000 0O@OOCO100)oO00O000OO0
ooooo30@oyood

goooooo ppp ncp max-configure <1-20>

oo O oo ppp ncp max-configure 10

O no O no ppp ncp max-configure

o ppp ncp max-failure

O0O000Ooogd  configuration request 00 /00000000000 O0DOOS000000000O

goooooo ppp ncp max-failure <1-255>

oo O oo ppp ncp max-failure 5

O no O no ppp ncp max-failure

oo o o

0000000 timeout 000000 DOOO0DOODOOOONAKOOODOOODO configuration request
0000000000000 000000000000000000d0Oconfiguration request [

ODOO0O0ODOORASONAKODODOODOODOONPODODDODODDODODOOD

Oconfiguration request D O OO NAKO O OO max failure0 00000000 O0OOOODOOOO0O
O0 reject00request 0000000000000 OOOOODOODOOD configuration request [
00o00oDoooooooooDoooooooDooDooooooooarPOdnDO)DODOO configu-
ration request 0 00 000 O0OO configuration request 0 000 ACKO D OODOOOIPCPOOODO
ooo

O configuration request 0 O OO NAKO OO OO O OO Omax failured O O O configuration request
O00000000Oconfiguration reject0 000000

o ppp ncp max-terminate

goooooo configuration request 0 0 /000 0000DOOOODOOOS000000000
goooooa ppp ncp max-terminate <1-10>

oo o oo ppp ncp max-terminate 2

d no d no ppp ncp max-terminate

0000000000 OOOgnoIrCP/IPveCPO enabled DO OO ODOO
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O ppp ipcp enable

ooooooo
ooooooo
oo O oo
0 no 0

O ppp ipcp dns
goooogd
gooboogd

oo 0O 0Oa4d
[l no O
00 oo

IPCPOODOODOOOO
ppp ipcp enable

ppp ipcp enable

no ppp ipcp enable

IPCPODNSOOOOODOODOOODOO

ppp ipcp dns accept

ppp ipcp dns reject

ppp ipcp dns <primary:A.B.C.D> (]<secondary:A.B.C.D>)

ppp ipcp dns accept

no ppp ipcp dns

accept 000 0DO000D0O00ODOODOOODODOOOODOODNSODODOOODOO
reject0 00000000000 0OOODOOODODOODNSODODOODDOOO
IiPO0O0OODOOODOODNSODOOOOOOoODOOOOOoOn
WINSOODODOOODOooDooooooooo

O ppp ipcp ip request

ooooooo
ooooooo
oo O oo
0 no 0
ooooooo

IPCPO IPODODOOOOOOODODODO

ppp ipcp ip request

no ppp ipcp ip request

no ppp ipcp ip request

ip addressO0 00000000 IPO IPCPO requestd 00O

O ppp ipvécp enable

ooooooo
gooogoog
oo 0O oo
a no 0

O ppp ipvéep id
ggooogd
gooboogd

oo 0O 0Oa4d
ooooooo
O no O

IPveCPO OO OOODODO

ppp ipv6cp enable

no ppp ipvéep enable

no ppp ipvéep enable OO0

IPveCPOOOOOOO IDODOODOOOO

ppp ipvecp id X:X::X:X

ppp ipvécp id ethernet <0-2>

no ppp ipvéep id

OoO0oboOoOO0Oeth0OmacO0ODOO0OO0ODODOOOOODO LLADOODOOOO
no ppp ipvéeep id
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O ppp on-demand

goooogo
ooooooo
0 no 0
ooooooo

On-demand PPPO O OO ODOO

ppp on-demand

no ppp on-demand

Mobile/PPPOE/BRID 0000000 O0OODOOODOODOODOODO
L2TPOIPVECP O O OO OODOODOOODO

O ppp idle-timeout

gboooogo
goooogo
goooogo

O no 0
oooooono

0O netevent
goooooo

On-demand PPP [ idle timer0 00O O 0ODOO

ppp idle-timeout (<sec:30-86400>])

ondemand 0 0 O O O (12tp,ipvecp 0 00O OO O)
000000000 180sec

no ppp idle-timeout

ondemand 0 O 0 0 O O default 180sec 0 O [

000000000 DO0O0O00000 ppp0O connect(d OO disconnect) OO0 OO0OOOOO

gboooogo

O no O

netevent <trackid:1-255> (connect]disconnect)
netevent <trackid:2048-4095> (connect|disconnect)
no netevent

O ipv6 nd accept-redirects

goooogo

OIPv6 forwardingD OO O OO ODOICMPYG redirects 0 00000000 OOOOOOOO

ogoooooad
oo o od
oad 00
0 no 0

ipv6 nd accept-redirects

no ipv6 nd accept-redirects

IPv6 forvardingOD OO O00O0O0O0OOOOOOOOOOOODODOODODO
no ipv6 nd accept-redirects
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O ipsec policy

0ooooono oOO0D0D0D0D0o0ooooooiIrsecO0d0OODODODODODOO

gooooood ipsec policy <local policy:1-255>

gooONeO OO no ipsec policy (J<local policy:1-255>)

ooooooo
O00D00oo0oooodIipsecO0 00000 ODO40000000000000D00000O00O0O
00000oo0ooopDoogoiIwpsecO 0000000 DODODODODODODOD

O ipsec policy-ignore

ooooooo

OlPsec policy 0000000 DOOO0ODOOODOOOOOODODOOINPsec policy OO0 any 0O0O0O
000000ooooooodoiapsec DO0DOODDOODOODODODODODOOOOOODOO

Oo000ooogd ipsec policy-ignore (Jinput]output)

0000000 no ipsec policy-ignoredd 00 00O

OO00ONoOOO no ipsec policy-ignore

ooooooo

Olnput0 OO0 0O O0ODOinbound policy check OO OOOOOOOIPsec DOODOOODOOODOO
000000 Doooooooooooooooooooo

OOutput 0000000000 0ODOODOO00O0DO0DO0OO0ODOOOOO0DOOINPsec policy 000D
dooooooooooooooo

O ipsec hold-sa

ooooooo

OPPPODO IPsecO 00O OOOODOOPPPODOODO IPsec SAUDDOOOOODOOOOOODOOOODODO
OPPPO IPODOCO0OODOOOOOOOOPPPOdownDOO0OO0OIPsec SADDDDOOOODDOOOO
OCOONXROOOODOOOOOOOPPPOOOOdelete SAUODODDOOOOOOPPPOOOOOODOOO
00000000000 00000000000000O0Odelete SADODDOOOODODOOOOOO
OOOOPPPO IP address0 000000000 OOPPPODOOO IPsec SAOD OO OOODOOODOOOO
00000000000 000000 1IPO0ODOO0O0O0OPPPOOOONO IPsec SAODDODOODODODOOO
OOONXRODOOOOODOOOOOdelete SAODOODOOOO

ooooooo ipsec hold-sa

oo o oo ipsec hold-sa

0 no O no ipsec hold-sa

ooooooo

O00000defaultOOOOOO
oo0ooooo/000000wO0o0oOO0o0ooooooooPoD0ooooooooo /0000
00o0ooooooooooon
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m QoS
gooooon QSO DOoooon

o HTBO OO

0000000  queue policy POLICYNAME bandwidth <1-1000000>

ooooooo
OHTBODOOODOOOOclass policyO OO OOOO0OO class policyDOOOOOO
000000Oclass policyOODOOOO0OOclassOO0OO0O0OO0O0OOOODOO class policyO OO
0ooooogoolBOODOoooood
ObandwidthO O class policyO OO OO0 O0OO0OOOO

o PQUDODO

gooboogd queue priority-group <PRIORITY-MAP-NUMBER:1-32>

ooooooo

OPQODOODOOODOOglobal noded O OO0 priority-map0 000000

000000 priority-map0 00000000000 O0O00O0O default classO00 000000 PQO
0000o0oooooo priority-map0 000000000 OPOODOODOOODO
OO00OclassO0000000O00O0O0OOdefault classO00 000000000

o SFQU OO
ooooooo queue fair-queue

o FIFOO OO
ooooooo queue fifo (Jlimit <1-16384>)
ooooooo limitO FIFCOODOOOO0OOOOO0ODOOO0O0DOO0OO

o TBF(shaping) O O
oobooooo
queue shape <RATE:1-1000000> <BUFFER:1-1000000> <LIMIT:1-1000000>

oobooooo

0 <RATE:1-1000000>  ShapingOd OO (Kbps)OD O OO O OO

[0 <BUFFER:1-1000000> BucketU O O 0O (bytes)D DO OO OO

O<LIMIT:1-1000000> TokenOD OO UODOOOOODOOOOODOODOOOCOODODOOCOOD (bytes)

oooooog

O no queue

gogooogad no queue
ooooooo 0000000 queued 00O 00O Odefault queuel pfifo fastO OO OO OO0
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m QoS (0DO)

o classify

goooooad classify (input]joutput) route-map ROUTEMAP

ooooood

0ooooooooooooooooooooolioooooooodoOianputd outputd OO OO
0oooooooooon

Oinput0 000000000 O0ODOOPRE-ROUTING(O O O Packet TravelingO O O0)O0ODOOO0DOODO

Ooutput 00000 OODOODOONOOPOST-ROUTING(O O O Packet TravelingD 0 0)0OOODOODOO

o no classify

ooooooo no classify (]input]output)
ooooooo
Jodoooodoooooooooooooooooon

(Mno classifyD 000000000 (inputD output)D 0000000 O0DOO0ODOODOODOOODO
input0 00 outputD OO O OO0
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m dialer
ooooooo 00000000000 0000
ooooooo
oJOOODOOO
dial-up string XXXXXXXXXX
oooooooooo
no dial-up string
dialup timeout (default:60sec)
dial-up timeout <sec:30-300>
dialup timeoutO O OO
no dial-up timeout

O

O

O

m mobile
goooooo o000oooooooooooog
ooooooo
o APNO O
mobile apn XXXX cid XX pdp-type (ip|ppp)
APNOOODODOO/000default0 00000000 OODO3GCOO0OOO0O0OOO
no mobile apn
oooooo
mobile limit time <sec:30-21474836>
odooooooood
no mobile limit time
ogoooooog
mobile limit reconnect <sec:30-86400>
ooooooooood
no mobile limit reconnect

O

O

O

O

O

O peer neighbor-route

ooooooo

OIPCPOO OO peer ip addressO 00000000 OOO0O address000O0 routed 0000000
COoO0O0DoOOOObefawltOOCOOODO

ooogoooo peer neighbor-route

OO0 O OO  peer neighbor-route

O no O no peer neighbor-route

ooooooo

OPPPOO OO ICMP keepalive O D OO OODOOOOO peer ipd 0000000 DOOOOOODODOO
OOOpeer ip0O0000OPPOOOCOOOODOOOODODOOOODOODOOONOICMP keepalive
OO0O0O0Opeer ip0000000000OC0O00O0ODODOO0ODOOOOODOOOODOOO
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O (ip]ipv6) rebound

ooooood

Joo0oooDoooooooDoooDooDoo00obO0o0D00oDoD0o00o00O0DO0b0DO0DOD (forwarding)
00000000000 ONRODODOD0O0000000000000000000000NXROODOTTL
goooopoOooDOoOopDoDOooODOoDOoDbO

OIP rebound0 0000000000000 0DOO00OO0OODOO0OOODO0ODOOOOODOOOOODOODO
000000000 0OD0O0O0 destination unreachable0 000000

ObefaultO 00D OO@OOODOODOOOODOODOODOODODOOODOODODOOODOO)O

ooooooo (ip|ipv6) rebound

oo o oo (ip|ipv6) rebound

0 no O no (ip]ipv6) rebound

O ip reassemble-output
goooooo
goooooooowuoooopevrUODOOOODOOOON forwarding OO OOOODODOOO
godjoooodm@mooodooooogooooog0moodoooDoogooooogoooo
gooooooNRrROOOOO0OOOOOO0ODOOOODOOOOOOOOODODOOODODOOOD
- fragmented packet(C OO0 O0OD0O0)OMUOOOODOOUOOODOOOOOODOOODOOOONMTIUE
ooooooooooooooooo
- fragmented packet(U O OO0 OO)OMUODDODODOODOOODOOO fragmented packetO OO O
ooooooo
-0o0o00ooodoowvoooOoO0ooDOoooooooOOooOoogoDoogg
ooooooo ip reassemble-output
oo o oo ip reassemble-output
0 no O no ip reassemble-output
goooooo
ocobooooooooooopooo@mooooooooobooooboooooboooooOobOooo
gddoooooooo0UoooOogU0oooOo0DooooooDoOoUOoDoOooO IPOOODOOOOO
gooooooooooooooooooogooooooooooooooooooDbbooooDo
000oo0o0o0opoo0oooU0U0oOoo0DOo0o00DoDO0U0oDoOOUODoOOONXROODO
ooooooooooooooooOowooobooobooobooooboooo
- fragmented packet(U OO OO OO)OMUOODOODOOOODOO fragmented packetd MTUD O
oooooooogooooogo
- fragmented packet(U OO DO OO)OMUOOOOOOODODOOODO fragmented packet 0 00O 0O
ooooooo
-00000000C00oOMiuODOO000ODOO0O0OO0OO0 fragmented packet00O0O0O00O0O0OO
oooooo
ODefaultO Oglobal OO OO0 interface0 00 00O0O0ODOOGIobal 000 interfaced 00O AND
gooooooooooooOoooooooobooDooogOrn forwardingD OOODOODOOO
ooooo
ogooooooooooooOooobooooo3xooooooooxkdoogooooooooboooo
0000000000 00O0OO0O0O0DOOOip reassemble-output0 00 00000COO0ODOCOCO

g
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O session invalid-status-drop-interface
ooooooo
Osession invalid-status-dropO O (global node0 D)0 00000000 ODOOODOODOOOOODOO
O0000Q0default0 000000
0000000  session invalid-status-drop-interface enable
oo 0O 00 no session invalid-status-drop-interface enable
O no 0O  no session invalid-status-drop-interface enable
ooooooo
0000000000 00000000D000000Odglobal node 0 session invalid-status-drop [
0000000000000 00ooo0d0ooo0oooo0oooooddppp OOODODODODODOOO
gooooooooooo
- global node O O session invalid-status-dropd0 0000000
nxri125(config)#no session invalid-status-drop enable
-J000oooooooooooooooooo
nxri125(config)#interface ppp 0
nxri125(config-ppp)#session invalid-status-drop-interface enable
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e JO00O0D0OO0OOOO@OOODOOO0O)

ooooooo
00doodoooooooDodooooDoooooDo0oooooooooOoooOoagePPp <0-4>0
ooooooooooooon

ooooooo
00000000000 00000Omail server node0D DO O0O0O0OOOO

o mail send server

goooooo 0odooobdooooooooooooooon

ooooooo mail send server <0-2>

OoONeO OO no mail send server

ooooooo 0000000000000 0Omail serve noded D OOO0OO0O0OO

o mail send from

oooooog O00D000oooooooooooo

ooooooo mail send from WORD

OO00ONOODO no mail send from

ooooood

OwWoRDO O ODOODODODODOOODOcenturysys@xxx-isp-ne.jp0 0000000

Omail send from0 0000000000 00OOODO0OOOOOOOOOmail fromO OO O (global
node) 0000000000000 0OOODOOOO0O

o mail send to

oooooog Oo0ooooooooooooooon

oooooog mail send to WORD

OgooONeO OO0 no mail send to

oooooog

gworRoO UOODOOODOODOODOODOuser@centurysys.co.jpd 0000000

Omail send toO0 0D OD0OO00O0D00O00O0D0OOOOO0DOOO0DOOOmail toO OO0 (global node)
O0ooooooooooooooooooon

o mail send subject
ooooooo O0000ooOo000oo00ooo0UuoooooooooooDoooooooon
goooboogd  mail send subject LINE
OoONeO OO no mail send subject
ooooooo
OLINEOODDOOOODODODOOUODOOO0ODOO00ODOOO00O0DOoO0ooOooooooog
ppp0 0 0O OO O ppp0 was connected
ppp0 0 O 0 OO ppp0 was disconnected

o no mail send
gooooog ggoooooooooooooobooon
Ooo0ooooo no mail send
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O ip p2p-detection
oooooon PO 0O0OoOoooglpvda0n OO

goooooo ip p2p-detection (any|winny|share|bittorrent) {log|deny}
O O no0b O no ip p2p-detection

no ip p2p-detection (winny|]share|bittorrent)
ooooooo

gobgoboboobooboobobooboobooboboobooboobob
gboobbooboom™mogooupPPObnbboboonboon
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O 100 dns node

O OO command

dns node0 0O OO0O0O

nxrl30#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#dns

nxr130(dns-config)#

O service
ooooooo DNSOOOOooooooooad
ooooooo service enable

O address
goooooo NSO O OO IpPOoDOoOooooooon
goooooad address A.B.C.D
address X:X::X:X
oo o oOd no address
goooooo go40000000
O no O no address (A.B.C.D|X:X::X:X)
gooooon no0OOOOOPPPODHCPO DNSO O OO D OODOODODOODO OO cache/proxy 0 00O

O priority
ooooooo oNsOODOooooooooooogoooo
ooooooo priority (user|ppp<0-4>]dhcp|dhcpv6) <priority:0-255>
oo 0O OO0 oood20
0 no O no priority (user|ppp<0-4>]dhcp]dhcpvé)

(=no priority (user 20|ppp <0-4> 20]|dhcp 20]dhcpv6 20))
ooooooo
000 priority0 000000 - user > ppp4d > ppp3 > ppp2 > pppl > ppp0 > dhcp > dhepv6
Odhepe 00000000 OOOdhep6-pdd I ODOODNS server0 000000000 OOOO
gooooOoUOoUOOoOoooOoobooogoo

O root
ooooood root DNSOOODOOOOO /0000000000
ooooooo root enable

og ood O0000000OoODNSODOD00NO000O0DO00NDOODODrootbNSO query O
ooo

0 no 0 no root enable

O timeout

goooooo INSOOOODOoOOooooooooo
ooooooo timeout <seconds:5-30>

oo o oOd timeout 30

0 no O no timeout (=timeout 30)
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dns node

O limitation enable

ooooooo
ooooooo
a no a
ooooooo

O zone address

ooooooo
ooooooo
a no a
ooooooo

O zone domain
ogoooooo
ogoooooad
a no a
ogoooooad

DNSOOOoDOoooooooooo

limitation enable

no limitation enable

enable0 00 000O0ODNSOOOOODOOOOODOOODOODODOOO

O000O0domain0DO0O0O0O0OO0O0O0O0OODOOODNS server0 0000000000
zone <1-5> address A.B.C.D

no zone <1-5> address [1A.B.C.D])

zone addressO0 000 20000000000

address,domain0 0 100000000000 0OOOOOO0O
zoneODOODOOODOOODOOOexitOODNSOOOOOOODOOODODO

O000OO0domain0DO0O0O0O0OO0O0O0O0OODOOODNS server0 0000000000
zone <1-5> domain WORD

no zone <1-5> domain [JWORD])

zone domaind0 OO0 300000O00OO0OO

address,domain0 0 100000000000 0OOOOOO0O

000 .00o0oooboooooo fqanOO0o0nooooano
Jo00do0d0ooooooDOobOodooOoooi12s00400o0

O zone limitation

gboooooo

ooooooa
oo 0O 004
[l no 0

O domain-search

ooooooo
ooooooo
a no a
ooooooo

O000000OdomainOOODNS server0 0000000 O0ODOOO0OODOOOO
dooooooooooo

zone <1-5> limitation enable

zone <1-5> limitation enable

no zone <1-5> limitation enable

0000000000000 000o0oO0oooooooOooNSsOooooooooo
domain-search enable
no domain-search enable

OO0O0O0OD0QODomain search listO OO OO domain0 000000000 OO0OOOOOCODNSOO
oooooooogooooogoo

O0000000ODomain search listO OO OO domainOD O O0O0O00OO0O00O0DOOOOOpriority00000O
oooooooogooooogoo

214



11

12tp node
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12tp node

m L2TPO L2TPV2O0 000 0O

OLACOOOOOCN IPve D0 0DODOOOODOUOOOWNSOOO callOODOOODODOOPPPOOODO
LTPOO0O00000D0ODOOOODO0OOO/IP6OOODOOODOODOODODOO
OgLACOO0OODoOoOoooIsPOOOODOOWNSO L2tTPOO0O/00000DCOOOPPPOOO
O00000OWSOODOOOOOooOooLecCcED D sccrReUbobooooLetPOobo/00000OO
googpPPOOD0OODOODOWNSOOODOODOODODOOOODODODOODODOOOO
gooo00o L2etpOL2TPv2000ORFC2661 0 0 00 00OOOMO

O OO0 commannd

12tp node0 OO0 OO0 OO

nxr130#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#12tp <0-1>

nxrl130(config-12tp)#

m L2TP mode

OL2TP tunnel(peer)D 000 LAC/INSO DD O0O0O0O0O0O0D0O0O0O0O0O0OODOOO ODefaultd O LAC
0000000000 0000000000000any0 000000000000 WNSOOOOODO
ooooo

O tunnel mode

goooooo LTPO0000CO00O0ODOOOO0ODO

ooooooo tunnel mode (Ins|lac)

oo 0O oo tunnel mode lac

ooooooo

Oppp accountld global nodeD O OO 0ODOOLACOOOOODOOODOOppp accountd 0O O0OOOO0O

Oppp accountd OO OO WNSOOODOODOOODO Oppp accountD OO0 OO0 OO (epplO00O0OOO)O

Ovirtual-template 0 0000 lacOOOOOOOOOOvirtual-template0 OO0 O0O0O0O@ODO0O
ppp cloned 0O OO OO)O

Ovirtval-template 00000 InsO00O00O0OOOOOvirtual-template0 00O OO00OOOO

s0d0000000D0O0O0DOO0OODO0OODOOOOOO0
O00D0O000D0OO00O0DOO00O0OOS00defanitDO0O0DOOCO00OO0ODOODOOOODODOOO
200000b0b00booboboo0oboobobD1lboobbDboooobobobosgbgon
goooooooooooUooOooOooDoOoUO0oDoOOoOOOU0O0dwDooDooooDood
3100 0102040808080 00 000DOO0OOO1ID000000DOOD0OODO0ODbDOODO

O tunnel retransmit

ooooooo
J00000000doo0oodoo0oodoo0ooo0ooooonooooooooon
ooooooog tunnel retransmit retries <max:1-1000>

od 0O Od tunnel retransmit retries 5

O no O no tunnel retransmit retriesd (=tunnel retransmit retries 5)
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m L2TP Keepalive (Hello)

OLTPOODOODOOODOODOO0ODOODODOOODODOOO keepaliveO OO OOOOODOOODO 600
OdefaultO O OO0 100000 0000000000000 O0O0OCOOODOOOOODONellocOOOO0O
ooo
OHelloOODODOODOOODOOODOOODOOODOOOWNSOODOODOOODODOODOO/0000000O0
O0oooooDoooooggdhhelloDOO0O0ODODO0O0O0OO0ODODODOOOO0OOOOODODOOLNSOO
L7PO00O00ODO0OO0OO0DOOOOO0OOOhelloO0O0D0OODOOOO

O tunnel hello

ooooooo HelloOOODOOOOOOOOOO

ooooooo tunnel hello <sec:0-1000>

oo 0O Od tunnel hello 60

O no O no tunnel hello

ooooooaod no tunnel hellod =tunnel hello OO O OO OhelloOOOOOOOOOODOO

m L2TP port number
goooooooo0oOoOoOooU0oUooooOoUooooOoOoDoOoOoUoOoLzTPODOOOODOOOODO
source port UDP/17010 0 00000OL2TP/PPPO 00O O0OO0DOOOOODOOODOOOODOOOL2TP
goddOsource portD 000000 ODOOO0OODOO

OL2TP O O O source portd [0 O UDP/40010 defaultd O O O O O destination port O O O UDP/1701
Odefaultd 00O 00O 0O O Osource port/destination port D 0 O UDP/1024 0 655350 0 000000
ooooooog

OL2Tpv30 UDPOOOOOOOOOL2TPV3O L2TPv2O0 00 O0)O00OOOCOO portOD0O0O0ODDO
ooooo

O udp source-port

OO0O0O0O0O0O0  LtPO00DO0O UDPO source portd 00 O00OO0ODO
gooooood 12tp udp source-port <src_port:1024-65535>

oo o oOd 12tp udp source-port 40001

ooooooo OOO0O0Oglobal node0OOO0OOO

O udp port

OO0O000O0O0 LTPO0O0DO0O UDPO destination port0 00000000
ooooooo tunnel udp port <dst_port:1024-65535>

O no 0O  no tunnel udp port

od 0O O0d tunnel udp port 1701
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12tp node

m0O000o0o0

O0O0000CO000DOC0OLACOOnOD IPva/FDNOONSO OO0 anyO 0O O0O0O0OOOODOODOO
anyODOO0OODODOODOO0ODOOO0ODOODOODOOOOOOOO IPseciOOODOOOOonOOonOnoOoO
LrpO000000O0O0OOO0ODOOo0OODOUO LTPOD0DO0OOODOOOOOOODOOLZTPODOO
O/000000dwn00000O0OOIPSecO00D0ODO0OOOODOODOOODOODOO
OACODOODOOOoODOoOoOoOorNODOODOOOOSCCcRQUDOObOoooopNSooonoonoo
iPvaDODODOOD0O0O0D00O00000ObO0OO0DO0O0OrNODO0DbOoOoDObOobDoooDooboon
iPMAO00OO0O00O0D0OCOOO0DOCOL2TPOOO0O/0000000DOCOOOO0OODOOOODOO
oooobooooimkv4adbooobooooboobooo

OIPv6 over PPPO L2TPO O OO OOOODOOOOODOOOOOODOOOOOODOOOO IPveOO
oooooobooooo

O tunnel
goooooo gooooooooboooooon

o address (A.B.C.D|FQDN)
goooooo tunnel address (A.B.C.D | FQDN)

o address any ipsec

0000000  tunnel address any ipsec

ooooooo

Oany0O0O0bindO0D 00000 (ipsec)D 0000000000 O0OINIPSecOODOON clientdO
oooooooogooo

oooooooog

O tunnel address any ipsecO0 000000 OIPsecO0 0000000 OODO3000000 L2TPOO
0000000000000 0000000000OlIPsecO OO0 IPsec tunnelO0OOODOOO
0000o0oo0o0oooooooooooooooodactiveD0OO0OO0O0ODOOIPsec tunnel
0000000000000 0000downOOOOOIPsec tunnelDOO0O0O0ODOOOOODO
OO00oo0oodOlIPsecO00O0O0D0ODOOLIPOOOOODOODOOOOOOODOOIPsec SADOO
0doooooooooooooooooooo
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m INSOOOOO0OO

opPPOOOOOOOOOOOO

dL2TP INSO O ODOOODODOOODOODOOOO LTPOODOO/0000000000DOODOODO
oOoooopoooooopPOdOdDCOOODvIrwual-templateD 00000 PPPOOODOCOOO
ooooobooboboooboboboooboboooo

OVirtual-template D0 OO0 OCOOPPPOODOOCOOODOOOOODOCOOOODODODOCOOOOPPPODO
gbooobogoogilieoO 2600 0LL2TPODOODODODOODOODOOODOODO

O tunnel virtual-template

ooooood 0000 virtual-template 0 000 00O 0O
ooooooo tunnel virtual-template <0-0>

O no 0  no tunnel virtual-template

olpva000O00OO0OCOOO

gpPPOOOODCODOOOODOOO IPCP addressO requestJ 0 OO OIPVMAOODOOOOODOODO
oo

OLTPO000D0OCOO IP address pool OO O OOIPVMAODOOO0ODOOOOODODOOOODaccess-
server profile nodeJ OO0 O0OOODO IPOOOOOODOODOOOOODODOOOOIPOOOODO
gboooooo

gwpooooooboooooooogmw peclDDO0OODOOOOODOPPPOODOODOODOODO
OO0 1mwrO00Do0000O000000O0Oexclude addressO0 000000000 DOOOOOO PO
gbooobobogoboogon

O 1ip local pool WORD address

ooooooo iPOOO0O0ODOOOODOOO

ooooooo ip local pool WORD address A.B.C.D (JA.B.C.D)
O no O no ip local pool WORD

goooooo OO0OdOd0Oglobal nodeJOOOOO

O 1ip local pool WORD exclude-address
ooooooo iPOOO0OCO0O00DOOOOO0DOOmwOOOoOOOOOwOooDOOODODOODOOOOD
ooooooo ip local pool WORD exclude-address A.B.C.D (]A.B.C.D)

U no |
Oexclude-addressO 0 OO no ip local pool WORD exclude-address
ooooooogoo no ip local pool WORD exclude-address A.B.C.D (]JA.B.C.D)

goooooo OOOOdOglobal nodeC OO OODO

O peer ip pool

ooooooo oooomwoooooogoooooooo
ooooooo peer ip pool WORD

OO0ONeOODO no peer ip pool WORD

ooooooo 00000 interface virtual-template node 000000
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O tunnel hidden

OO00oO0OooOd AV HidingOOOOOoOGoOOood
oooooog tunnel hidden

od 0O Od no tunnel hidden

O no 0 no tunnel hidden

O tunnel password

ooooooo oooooooooooo

0000000  tunnel password (|hidden) PASSWORD

O no O no tunnel password

0o O d Oo0oopooOol-95000000000o0oDooog
OO00o0oooonoooooogs#eE=+_..;040~ <000

O tunnel ppp
ooooooo  ppPOL2TPOODOCOOODOOO
ooooooo tunnel ppp <ppp:0-4>
O no 0  no tunnel ppp
ooooooo I2(p0 0000000000 Oppp0OOO0O00ODODOOO
ppp O virtual-template 0 00000 (@O0OCODOOOOO)DODO

O tunnel authentication callin

ooooooo tunnelD 0O O0O0O0O0DOODOO
oooooog tunnel authentication callin

O no O  no tunnel authentication (Jcallin)
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O 120 [12tpv3-tunnel node

12tpv3 tunnel parameters

O OO0 commannd

12tpv3-tunnel node0 0000 OO

nxrl130#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#12tpv3 tunnel <0-4095>
nxr130(config-12tpv3-tunnel)#

O description

goooood L3l 00 000oonDoooon
goooooad description DESCRIPTION

O no 0  no description

O tunnel address
goooooo gooOdLwcenDoooonooooooonoon
O0O0o0O0Oood  tunnel address A.B.C.D
tunnel address X:X::X:X
tunnel address FQDN
tunnel address any
tunnel address (ip|ipv6) (FQDN]any)
oo o o
Olpve0 000000000 DO0O0ODOODO0O0OOODOODOO00ODOODO0O0ODO0OD0ODOOODO0ODOO0O0
OO0 Ipve00000OOOL2TPv3 over IPv6 L2TPv3 over IPv6 O O fast-forwarding0 OO0 OO O
00000000000 00rDNODODODOODOOD0000O0ODNSODOODODO timeout
0oo0dooooooooooooooogorRNOOOODOOOODonon
OFNOOODOO0D0000000D0000 familydIPvAODOO IP6O0OO0O00O00OO0O0O0OODOOO
doooooooooooooooooooowve000O0ooooooooooooooIrvdadn
0ooodooboopoooooooooooobooDooDoooooooDDoDoooooDOoDO
ooofamily00OoooonO
Dany0 00000000 familyD OO0 0000000000 any000000O0DOO0ODOODOODOO
OO0 familyDOOOOO0OOO0OO0OD0OO00OO0O0OOODOOOOOOOO

O no tunnel address
goooooo go00o0LCcceEOOoooooooooooooao
ooooooao no tunnel address

O tunnel hostname
ooooooo O0O00LCcCEO oo noooooooon
ooooooo tunnel hostname HOSTNAME

O tunnel router-id

oooooog 000 LCCED OO Iboooooon
ooooooao tunnel router-id A.B.C.D
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O 120 12tpv3-tunnel node

12tpv3 tunnel parameters

O tunnel password

goooboon
goooogo

o0 0O 00
O no O
oo O ad

O tunnel hidden

Ooooooono
ooooooo
O no O

OOOAVW HidingOOOOOOOOoOOOooooooo

tunnel password PASSWORD

tunnel password hidden PASSWORD

no tunnel password

no tunnel password
Oo0ooooo1-9s00000000u0oooog
O000Doooooooooogis#sE=+_.;040~ <000

AVP HidingOD O OO oOoOO
tunnel hidden
no tunnel hidden

O tunnel protocol

ooooooo
ooooooo
ooooooo
0 no 0

00000000000000

tunnel protocol (ipjudp)

tunnel protocol ip

no tunnel protocol (=tunnel protocol ip)

O tunnel local hostname

goooooo
ooooooo
ooooooo
[0 To Unsetl

OdO000OLWCED 0 DOoonooooog
tunnel local hostname HOSTNAME

no tunnel local hostname

no tunnel local hostname

O tunnel local router-id

goooooo
ooooooo
ooooooo
0 no 0

O tunnel digest

ooooooo
ooooooo
ooooooo
0 no 0

O tunnel hello

ooooooo
ooooooo
ooooooo
0 no 0

OO00O0OLWCCEODOODO wooooooo
tunnel local router-id A.B.C.D

no tunnel local router-id

no tunnel local router-id

Oo0doooooooooooogoooo
tunnel digest (md5]shal)

no tunnel digest

no tunnel digest

HelloOODOOOODOODOOODOOODOO
tunnel hello <0-1000>

tunnel hello 60

no tunnel hello O OO0
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12tpv3 tunnel parameters

O tunnel vendor

oooooog D000 LWCCEOD D OoOomwooooooo
ooooooo tunnel vendor (ietf|century|cisco)
oooooog tunnel vendor ietf

O no O no tunnel vendor . Set defaults

O netevent

oooooog doodoooooooooooooooo
ooooooad netevent <trackid:1-255> disconnect
goooooo no netevent

ooooooog PPP interface0 00O OO0

0 no 0 no netevent
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O 130 I12tpv3-xconnect node

12tpv3 xconnect parameters

O OO0 command

nxrl130#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#12tpv3 xconnect <xid:1-4294967295>
nxr130(config-12tpv3-xconnect)#

O description

ogoooooo L2TPv3 XconnectD 0D OO OO QOO OO
ogooooon description DESCRIPTION

O no O no description

= tunnel

o tunnel <0-4095>

ogoooood Xconnect 0 O OO0 L2TPv3 O Tunnel IDO O OO OOO
ooooooad tunnel <tunnel_id:0-4095>

o tunnel tos

gooooao Xconnect ToSO O OO OOOO
goooooo tunnel tos (<0-252>|inherit)
oo o oo tunnel tos 0

a no O no tunnel tos

O xconnect ethernet
oooooog XconnectD DO OO OOOOOOOOO
goooooo xconnect ethernet <0-2> (Jvid <1-4094>)

O xconnect end-id
oooooog OO0ODOLCCED end idOODDODOOOO
ooooooo xconnect end-id <1-4294967295>

O vlan-id

0000000 VIANtggOOOOOODODODODODODOO
oooooog  vlan-id <1-4094>

O no O no vlan-id

O retry-interval

ooooooo 0odoo/000dooooooooooooooooooooooooooooooo
goooooo retry-interval <seconds:0-1000>

oo o oo retry-interval 0

O no O no retry-interval (=retry-interval 0)
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12tpv3 xconnect parameters

O loop-detect enable

ooooooo
gooogoog
oo 0O oo
a no 0

Loop DetectionO0 O OO OO OOOO
loop-detect enable

no loop-detect enable

no loop-detect enable

O send-known-unicast enable

ooooooo
gooogoog
oo 0O oo
a no 0

Known Unicast0 OO0 OO0 O0O0O00OOO
send-known-unicast enable

no send-known-unicast enable

no send-known-unicast enable

O send-circuit-down enable

ooooooo
gooogoog
oo 0O oo
a no 0

O split-horizon

ooooooo
gooogoog
oo 0O oo
a no 0

Circuit Status(] down0 0 O 00O O LCCEO O O O ONon-Unicast FrameO O OO OO0
send-circuit-down enable

no send-circuit-down enable

no send-circuit-down enable

enable

Split HorizonO OO OGO O GOGOOO
split-horizon enable

no split-horizon enable

no split-horizon enable

O mac-learning unique enable

ooooooo
gooogoog
oo 0O oo
a no 0
oooooao

L2TPv3 MACO O OO DO uniqueJ 00 0OO0OODOODO
mac-learning unique enable

no mac-learning unique enable

no mac-learning unique enable

000O0ooooooodOglebal noded0 OO O0DOOOOOOODODOO
nxr120(config)#12tpv3 mac-learning unique

0000000000000 0000000 Xconnect Local TableOFDBO OO MACO DO D ODOO
0000000000000 0000000000000000MACOODOOD O Local TabledFDB
00o00oDo0o0ooooooooooooooooooooonoooooooo

000000 Xconnect [J [J LoopDetect U U 00 000 OO OO LoopDetect [ FrameDrop U O O O OO O
0000o0ooooooovACODODOOOuwique0 0000000 O0OOOODOODO0O

0000 @nique)D0DO0D0O0ODOOODOO0O
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12tpv3 xconnect parameters

O ip tcp adjust-mss

ooooooo

O Path MTU Discoveryd PMTUDO O O OEnd-to-end0 00000000 O0ODOOCOOOMNMUOOOOO
O0d0d0oooo0ooo00oooooo0oooooooooooooooooooooon
O00oooooIpvda000O00OCOO0O ICMP fragment needed 00000000000 OOOOO
O0o00o0ooooooooooogpeUDODOOOODOOOOOOOOOODOOODOODOdPMTUD
O000oo0U0oooooooooMuooo0o0o0ooo0oo0o0o0oo00o0ooO00nodUEnd-
to-end0 000000 O00DDOOOODOOODOOOOOOOOOOTCPOO  SYN/SYN-ACKOD O OO
owMSSOO0O0OO0O00O0OO00O0oooUooDooUoooooooTcPODOOUODOOODODOODO
Od0d0o0o0d0ood0oodooo0ooooooouooooooooooog

oooooaoo ip tcp adjust-mss (auto]<500-1460:bytes>)

ooooooon no ip tcp adjust-mss

OO00ONOODO  no ip tcp adjust-mss

ooooooo

Olpvi000D0O0OO0DOOO0OOTCPOOODOOOODOOOOTCPOOOOODOOUODOOOODODO
O00oooooooooooooooowssooooooon

DO0ooooooNMsOdDooooDodbDatoc0000OOOOOOMSSOOOOOOMSSOOODOO
Ooooo0oooooooooon

Oo000oooooooooMssOooooooooooNssOooooooooooooooooog
odo

ouwPOICMPODOOOUODOOOODOOODOODOOODOOOOOOOODFOOODOOOODOOD
O00000o000oo00oooooooooooooooooooooon

(M no ip tecp adjust-mssO OO0 DO OOOTCP MSSODODOODOODOODOODOO

O I12tpv3 access-group
O0O00oooo L3000 00000/0000000I12tpv3 access-list0 000000
ooooooo 12tpv3 access-group (injout) WORD
O no O no 12tpv3 access-group (injout)
ooooooo
OWORDO  rootOJ ACLOOCOOODODOO
Orootd ACLO O Oglobal 0 OO0 12tpv3 access-list WORD root 0 0 OO0 OO0 OO0
Oin: o0o0o00o0oO0o0o0ooOo0o0O0OOO0O0O0O0OoOoooOoon
Oout: go0o0o0oO0oOooOoOoOoOoOODOO0O0O0O0O0O0oOoOoooo
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O 140 12tpv3-group node

12tpv3-group node

O OO0 command

nxrl30#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#12tpv3 group <gid:1-4095>
nxr130(config-12tpv3-group)#

O xconnect
ooooooog 0000 XconnectD OO OO OO
oooodood
xconnect <primary-xid:1-4294967295> (]<secondary-xid:1-4294967295>) (|hotswap)
oooodood
Ohotswap 0 O 0O 00O O OL2TPv3 primary/secondary xconnect hotswapO O OO0 OO0 0000
-hotswapO O O Oconfigd OO ODODOOOO
-00000000D00000D000000DO000Oprimary xconnect 0 secondary xconnect O O [0 0
dooooooooLeTvdi00onooooooonon
gooOooLTev3 000000 OO00OO0ODOOprimary xconnect [0 secondary xconnect I [0 0 [
ooooood
-group noded exitO OO Oxconnect OO0 D OO0 OOO0OOOOOconfigOOOOOOODOODOO
0oooooooLv3000D0O0O0oooonooon
-000000000000000000000O112tpv3 group noded exitO O OO OO0O0OODOOO
0ooooooooooooooon
nxrl120(config-12tpv3-group)#xconnect 1 2 hotswap
nxr120(config-12tpv3-group)#exit
Change primary/secondary xconnect..._Please wait.
nxr120(config)#

O preempt enalbe

gooooon GroupO preempt 000000 /000000000
ooooooo preempt enable

O no O no preempt enable

O enforce-secondary-down enable

ooooooo 0000000000 OSecondaryd0 0000000 OOOOOO
ooooooo enforce-secondary-down enable

oo 0O oo no enforce-secondary-down enable

O no O no enforce-secondary-down enable

O active-hold enable

ooooooo Group[d Active HoldO O OO O /000000000
ooooooo active-hold enable

oo 0O Od no active-hold enable

O no O no active-hold enable
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12tpv3-group node

O mac-advertise enable
ooooooog
OL2TPv3 MAC Advertise FrameO D OO O OO /000000000
-d000d000o0o0bD00D0oo0oooDO0oDoOoD0OoDO0oDOoVMACODOO0DOOoDOoOoO
00ooooooDooooooooovMcOO0nDoonDooooooooooooonooooooog
0000000000000 bDOoooooOoooooooa
-jdo0odooooooooooooo
-00000000000O0OL2TPv3 MAC Address OO Always 0 O 0O O OO 12tpv3 mac-learning always[
ooooooodod
0000000000000 DO00DbO0D000D00D00DoDO0oDOoOoDoOoOgvs.a15.1000000
ooooooooooon
ooooodoad mac-advertise enable
oo 0O oo no mac-advertise enable
O no O no mac-advertise enable
ooooooog
O0ooooooooooooooooooooo)o kv oodooooooooooooooooo
ONXROODOOODOODOOosS/wWHOrmBODOOODOODOODOODODODODODOODOODOOOOO
do0dodooDooooooDdoDooooooDOoD0ooDOoDoooDODOoDoO0oDoOoDOoooDao
odoodoooooooood
+----NXR-1---+
PC1---S/W1---(LAN)O O O (WAN)===L2TPv3===(WAN) | | (LAN)---S/W2---PC2
+----NXR-2---+

oodoodoLLmvi3ododdodooooodooooooboooooobDooooooooon
MACOODOODOOODODUOOoDOOoDoOooDoooDoooooooooooOoioovAcOoonoonono
100 L2TPv3 MAC Advertise FrameO D OO ODODO00D0D0OO0ODOOOODOOODOOO
o L2TPv3 MAC Advertise Frame O [
O0O000O00ODO00Ono mac-advertise enabled O O O L2TPv3 MAC Advertise FrameO OO O OO OO
O0000000Omac-advertise enabled 000000 OO L2TPv3 MAC Advertise FrameO OO OO OO
-0000000doD00bD00DbDO0ooDOooDOoOooDOoOooDOoon
-jd0dooooooooooooooo
dO0O000OCircuit Down0 00O 00O OO O Osend-circuit-down enablel] /0 0O O no send-circuit-
down enableD 000 O000OOO LCCED Circuit statusO DOWDO OO O DO O LCCED DropO 00O O
00O OMAC Advertise Frame 0 OO0 OO0ODO OO LCCEO O SLI Message(Circuit up)d OO0 O
000d0o0oooooo0oooooooooDo0doooDoobo0oDoO0oOoongn MAC Adver-
tise FrameJ 00D OO0OO0OOODDO DO OMAC Advertise FrameDO O OO OO 0O
o L2TPv3 MAC Advertise Frame O [
OXconnectO OO OODOOOOOO /0000000000 bropdOn0O0d
OwLrO0D000O0O00O0O0OO0O0OOO /000000000000 DOO00O0ODOO00O
-0000000XconnectD DD OOODOOMWODOODOODODODHMWDOOODOODOODOO
QUO0O0000000000D000D000D00OOXconnectO 0000000 OO0oOOnO
GOooODoooooooodbropO O OO
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O 150 rip node

rip node

O OO command

nxrl30#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#router rip

nxrl130(config-router)#

O network
gooooog
goooooo

O redistribute
goooooo
goooooo
0 no 0

O distance
goooood

ooooooo
O no [l

O timers basic
goooood
goooooo

oo 0O 000
O no O

RIPOOOODODOODOOODODOODOODOODOOOOODOOOOO

network A.B.C.D/M : IP prefix <network>/<length>, e.g., 35.0.0.0/8
network ethernet <0-2> (|vid <1-4094>)

network ppp <0-4>

network tunnel <0-255>

no network A.B.C.D/M : IP prefix <network>/<length>, e.g., 35.0.0.0/8
no network ethernet <0-2> (|vid <1-4094>)

no network ppp <0-4>

no network tunnel <0-255>

00o00oooooooooon
redistribute (static|connected]ospf|bgp) (|metric <metric:0-16>)
no redistribute (static|connected|ospf|bgp) (|metric <metric:0-16>)

RIPOOSPFOOUODOODODODODOODOOODOODOODOOO
0oooDoo0bOooooooboooooo

distance <1-255>

no distance

RIPOOOOOOODODOO

timers basic <update:5-2147483647> <timeout:5-2147483647>
<garbage:5-2147483647>

update: 30sec, timeout: 180sec, garbage: 120sec

no timers basic (=timers basic 30 180 120)(= set defaults)
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rip node

O passive-interface
coooooo ooooooooooooooooooooooobooooogom
ooooooo passive-interface ethernet <0-2> (Jvid <1-4094>)
passive-interface ppp <0-4>
passive-interface tunnel <0-255>

O no O no passive-interface ethernet <0-2> (]vid <1-4094>)
no passive-interface ppp <0-4>
no passive-interface tunnel <0-255>

O default-information originate

ooooooo O0ooooooooooooooooooo
ooooooo default-information originate

O no O no default-information originate

O version

oooooog RIPOOODOOOODOOOO
ooooooo version <1-2>

od 0O Od version 2

O no 0 no version (|<1-2>)
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O 160 ospf node

ospf node

0O OO command

nxr130#configure terminal

Enter configuration commands, one per line.

End with CNTL/Z.

nxr130(config)#router ospf
nxrl130(config-router)#

O network
goooooo
oooooog

OSPFODOOD IDODOO0DOO

network A.B.C.D/M area <0-4294967295>
network A.B.C.D/M area A.B.C.D

no network A.B.C.D/M area <0-4294967295>
no network A.B.C.D/M area A.B.C.D

: OSPF area ID as a decimal value
: OSPF area ID in IP address format

O area default-cost

ooOooooa
ooooooa
O no O

O000ooooo0oooooooooooo0oooooooooooooooon
area (<0-4294967295>|A.B.C.D) default-cost <0-16777215>
no area (<0-4294967295>|A.B.C.D) default-cost

0O area authentication

ooOooooa
ooOooooa
O no O

O area range
ogoooooo
ooooooo
0 no 0

0O area stub
oooooog
oooooog

oooooooooo
area (<0-4294967295>|A.B.C.D) authentication (|message-digest)
no area (<0-4294967295>]A.B.C.D) authentication

oo0oooooooooooooooooooo
area (A.B.C.D]|<0-4294967295>) range A.B.C.D/M
no area (A.B.C.D|<0-4294967295>) range A.B.C.D/M

ooooooooooooo

area (A.B.C.D|<0-4294967295>) stub

area (A.B.C.D|<0-4294967295>) stub no-summary

no area (A.B.C.D]|<0-4294967295>) stub

no area (A.B.C.D|<0-4294967295>) stub no-summary
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ospf node

O area virtual-link
oo0ooooo 0o0ooopooooooooo
oooogooo area (A.B.C.D|<0-4294967295>) virtual-link A.B.C.D
area (A.B.C.D|<0-4294967295>) virtual-link A_B.C.D
{authentication (message-digest|null)
| authentication-key LINE
| dead-interval <1-65535>
| hello-interval <1-65535>
| message-digest-key <1-255> md5 LINE
| retransmit-interval <1-65535>
| transmit-delay <1-65535>}
O no O no area (A.B.C.D|<0-4294967295>) virtual-link A.B.C.D
no area (A.B.C.D|<0-4294967295>) virtual-link A.B.C.D
{authentication (message-digest|null)
| authentication-key LINE
| dead-interval <1-65535>
| hello-interval <1-65535>
| message-digest-key <1-255> md5 LINE
| retransmit-interval <1-65535>
| transmit-delay <1-65535>}

O redistribute
ooooooo ooooooooooooo
ooooooo
redistribute (connected|static|rip|bgp)
redistribute (connected|static|rip|bgp) (|metric<0-16777214>) [|metric-type (1]2)]
O no O
no redistribute (connected|static|rip|bgp)
no redistribute (connected|static|rip]bgp) (|metric) (|metric-type)

O distance

O0Oooooo oSPFO0000DOO0OU0NDOOO0NDOOO0N0DDOOOODOOOODOOO
Od0o0o0ooo0oooooooooooooooooooogoo

ooooooo distance <1-255>
distance ospf (intra-area <1-255>|inter-area <1-255>]external <1-255>)

O no O no distance <1-255>
no distance ospf
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ospf node

O tiemrs spf

0000000  OSPF SPF timersO OO OODODO

OO0DOOoOoog  timers spf <delay:0-4294967295> <hold_time:0-4294967295>
<delay:0-4294967295> : Delay between receiving a change to SPF calculation
<hold_time:0-4294967295> : Hold time between consecutive SPF calculations

O no 0  no timers spf : Set defaults

O passive-interface
0000000 O000000000000000000O00O0O00000000™
0000000  passive-interface ethernet <0-2> (|vid <1-4094>)
passive-interface ppp <0-4>
passive-interface tunnel <0-255>
O no O no passive-interface ethernet <0-2> (|vid <1-4094>)
no passive-interface ppp <0-4>
no passive-interface tunnel <0-255>

O default-information
oooooog gooooooogoseFOO0OODOOO
ooooooo
default-information originate
default-information originate (|metric <0-16777214>) [|metric-type (1]2)] (Jalways)
a no u
no default-information originate
no default-information originate (|metric<0-16777214>)[metric-type(1]2)] (Jalways)

0O auto-cost

oooooog 0o0o0o0oo0ooooooooo@oOvps)Dooooan

ooooooo auto-cost reference-bandwidth <1-4294967>

O no O no auto-cost reference-bandwidth

ooooooo

OOSPFO OO OODOO =100(Mops)/0 0 O (Mbps)]O OO OO ODOODOOODefaultD OO OO OODO
100Mbps O O O
000Dooooooodowovepsd OO0 OO0 1MGbpsO OO0 O01IMOOOODOOOOOODOOODO
00.10000000000D00CO1Gps0 000000 DO0OODOOOOOOOOODOOOO
Jo0000o00o000o00o0oo00oOoo0o0o0oooooooooo0ooooooooooogo
ooooooooooo
000000000000 00DOoooDOoOd bandwidthO DO OOOQOOOOQO

O router-id

oooooog Router IDO OO OOOO
gooooon router-id A.B.C.D

O no O no router-id
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O 170 bgp node

O OO command

nxr130#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#router bgp <1-65535>

nxrl30(config-router)#

O network

ooooooo Oodoooooooooooogo

ooooooo network A.B.C.D/M (]backdoor)

O no O no network A.B.C.D/M (]backdoor)

oo od

goooscPO0DIDOODOODODOOODOODOOOOBPOODOOODOO BGPO administrative
distance D00 0O0OO0O000O0OO0O0ODOOOOO0OODOOO0ODOOOOODOOOODO

O aggregate-address

ooooood

OAggregate0 00000 OBGCPO O D ODOOOOODOODOOOOOODOODOODODOBPOODODO
0000000000000 00000000000000 advertiseO OO0

ooooooo aggregate-address A.B.C.D/M (]summary-only]as-set)

O no O no aggregate-address A.B.C.D/M (]summary-only]as-set)

oo oo

OAggregate 00000000000 ODO0O0ODOODOO advertiseJOOOOOO0OODO advertise
00000 summary-onlyO0 OO0 OO0QOoOoOdOoO

O000aggregate 0000000 OOASOODOODOOOOODOOODOOOOOOOOASODODOOO
0000000000000 000000000000000000000000OAs-set0000
O0o0ooooooooASO00D0oDoooooooooooooooooooooooong
OASOD0D000D0DOO00DOODO00D000D0DO0OO00n

O distance

goooooo BGP O O O O Administrative Distance D 0000000
0000000  distance bgp <eBPG:1-255> <iBGP:1-255> <local:1-255>
O no O no distance bgp

oo oo 0000 200 eBGPTI 20000 1BPGLT] 200001 localD 0 O O

O timers

oooooog  jJitter OO0 ®%ODOOOOODOOOOOO

ooooooo timers bgp jitter <75-100>

O no O no timers bgp jitter

od OO0 DefaultOO75%0 00
OO0D00D0000 jitter O OkeepaliveD interval D 0000 O OO Okeepalive
interval 0 0 0 00O Oneighbor O keep alive interval 0000000000
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= bgp

o always-compare-med

ooooooo

O000000ASO0D00ODODDODODOODODODOOOMEDO 00O OOOOOOalways-compared-med 0 O
000000000000 ASO00D00O0O0O0000O0OoONMEDODOO0DoOogng

0000000  bgp always-compare-med

O no O no bgp always-compare-med

o bestpath as-path

ooooooo

O000OASO0000000000OAS-PATHO O O O UPDATE message ASO OO OO O OOO
AS-PATHO O OO QODOOOODOOOO

O00O0Obest path DO OO OOOAS-PATHO O OO ODODOOODDODOOODOOODOOODOODODO
O00Obest pathO OO OOAS-PATHO OO OOQOOOO

ooooooo bgp bestpath as-path ignore

O no O no bgp bestpath as-path ignore

o bestpath med

O0O0oooo MeEDOOOO prefixODDOOOMEDO O OO 42949672940 0000 0O0O0O0OO
0000000  bgp bestpath med missing-as-worst

O no O no bgp bestpath med missing-as-worst

o local-preference
ooooooo
O00O0000D0O000pDoOooASd0oodiooooooooogoooooooooooooog
local preference0 0000
oooogooo bgp default local-preference <0-4294967295>
O no O no bgp default local-preference
o0 0od iBGP peer 000000000 DODO0ODOODOOODOODOOODODODO
Defaultd O 10000 O

o default-information-check
ooooooo default route0 00000000 DOOOOOOBGP4O DO default routel 0O
ooooooooo
OO00O00O00  bgp default-information-check
O no O no bgp default-information-check
o0 O 0bOO no bgp default-information-check
00 oo 0000000000000 0000000000£0 default routed 0O
PO O OO O0ODOODOOOOODOODODO
(D) redistribute0 0000 default route0 000000 0OODOO0O
(2) networkDO OO DO 0.0.0.0/00 000000000
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m bgp OOOO

o enforce-first-as

0000000 UPDATEOOOOD ASOOODOOOODOODOOASO neighbord ASOOODOOO
notificationO OO OO OODOOOOneighbor0 000000 OOOOOOOOO

OO00OO0OO0g  bgp enforce-first-as

O no 0O  no bgp enforce-first-as

o network import-check
ooooooo
OBGPO advertised O Onetworkd (D O M OO0 OO O routerd O O networkd O O 0O O OO O advertise
O00000D0O0O networkd BGPO advertiseD OO0 OO OO0 OOImport-check DO D ODOODODO
OO00O0D0C0OOadvertiseJOOO0OO0OOO
OO00OO0O000  bgp network import-check
O no 0  no bgp network import-check

o router-id

0000000 Router-IDO IPOODOODOOOOODOOOO

0000000  bgp router-id A.B.C.D

O no 0 no bgp router-id

oQd og

ORouter-IDO 00000000 OOOO0ODOODOOOOONO IPv4 addressO0 000000000 IPv4
OO0000Router-1IDOO0OOO0ODOOO

o scan-time

0000000 BePOOOOO routeO next-hopO O OO ODODOOOOODOODOOODO
0000000  bgp scan-time <0-60>

O no 0 no bgp scan-time

o oo oooosoooooo
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node

® neighbor

o default-originate

ooooooad
ooOoo0ooa
[l no [l

00ooo0oobooooooobOoooooo
neighbor A_B.C.D default-originate
no neighbor A.B.C.D default-originate

o distribute-list

ooooooo
ooooooo
a no 0
00 0o

o

ebgp-multihop
ooooood
ooooooo
g no g
00 00

o filter-list
ooooooo
ooooooo
a no 0
00 oo

o next-hop-self
ooooooo

ooOoo0ooa
[l no [l

o remote-as

ooooooo
ooooooo
a no 0

peerJ00 /0000 route updated filteringQD OO DO OOOOOODOO
neighbor A_B.C.D distribute-list ACL-NAME (in]out)

no neighbor A.B.C.D distribute-list ACL-NAME (in]out)

Neighbor O O INOUTO OO OO DO O distribute-list0 000000000000

peer000000000C0O0OO0OOOOeBGP Peer 000000000 OOODO
neighbor A.B.C.D ebgp-multihop <1-255>

no neighbor A.B.C.D ebgp-multihop <1-255>
gooopooooooooboogoo

BePOOUODOOOOODOOOO

neighbor A.B.C.D filter-list ACL-NAME (in]out)

no neighbor A.B.C.D filter-list ACL-NAME (in]out)
global DO OOOOOOAS-PATHOOOOOODOOOODOO

iBGP peer0 000 OnexthopO O Opeer0 0000000000 O0DOOOOODOONO
OaddressO0 000000

neighbor A_B.C.D next-hop-self

no neighbor A.B.C.D next-hop-self

OO0oooASOOO0OOoOooood
neighbor A.B.C.D remote-as <1-65535>
no neighbor A.B.C.D remote-as <1-65535>

o remove-private-as

ooooooOoad
ooOoo0ooa
[l no [l

Outbound update 0 0D OO0 OO ASOOODOOOO
neighbor A_B.C.D remove-private-as
no neighbor A.B.C.D remove-private-as
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® neighbor(0O)

o route-map
ooooooo
ooooooo
0 no 0
oo oo

Peer000 /0000 routed FilterigU OO0 OO0 OODOOODOOODOO
neighbor A.B.C.D route-map WORD (in]out)

no neighbor A.B.C.D route-map WORD (in]out)

neighborO 0 INOUTO OO OOOO routemap0 0000 O00OOODOODOO

o soft-reconfiguration

ooooooo
ooooooog
0 no 0
oo oo

Neighbor OO BGP session0 0 000000000000 DOODOOOOOOODO
neighbor A.B.C.D soft-reconfiguration inbound

no neighbor A.B.C.D soft-reconfiguration inbound

BGP [0 neighbor parameter 0 routemap 0 00000000000 ODOOOOOOO
0000 BGP session clear OO0 OOBGP serviceD DD ODOOOODODOODOO

o keepalive interval & holdtime

ooooood
ooooood
0 no O
od 0O Od
00 oad

keepalive OO O OO O holdtime OO OO DO OO

neighbor A.B.C.D timers <keepalive:0-65535><holdtime:0]3-65535>
no neighbor A.B.C.D timers

neighbor A.B.C.D timers 60 180

OPeer 00 hold timeJ OO0 O0ODOODOONO O keepalive message [0 update message 0 0 0 00O
OO00O0ODOOpeer0d sessiond closeO O IDLEDOOODOODOOOO

OKeepalived OsecO0 00000 OO keepalive message 0 00000000

OKeepalive interval O OO jitter DOOO0OO0OOOODOUSERO OO jitterO OO OO O 75-100% O
O0O00DO0o00DOO0000defaultdO00jitterO 75% 000000000 0O Okeepalive
interval x (75-100)% 0 interval OO OO O0O0O0Ojitter D00 OO O OO O timers bgp jitter
oooooooogog

o connect timer

ooooooad
ooooooad
0 no O
od 0O Od
00 00

o update-source

goooogo
oooogooo

Connect timer0 OO0 OO0

neighbor A.B.C.D timers connect <0-65535>
no neighbor A.B.C.D timers connect
neighbor A.B.C.D timers connect 120
o00D000O00O0O0connectd 00O OOOO

BePO OO ODDO0O0O0ODODODODDMOOOoooooOooOooIP000O0O0OoOoooOO
neighbor A.B.C.D update-source

(ethernet<0-2>| loopback<0-9>|ppp<0-4>] tunnel<0-255>)
no neighbor A.B.C.D update-source
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o advertisement-interval
ooooooo
OBCPODODODOODODODOOODODOODOUPATEDDODODODODOOODODODODOO0DOD

00000000000 O0OUPPATED OO DODOODOOODODOOOD OO Cheighbord OO ROUTE-
REFRESHO OO O 0ODOD0OO00O0D0O0DOODOO neighborO UPDATED DO OO ODODOOD

ooooooo neighbor A_B.C.D advertisement-interval <1-600>

O no O no neighbor A.B.C.D advertisement-interval

0o 0o 00000000000 0eBGPO 30(0)OIBGPO 5(O0)0 OO

o as-origination-interval
ooooooo
OO0DOO000DoOoOosBePOOOO0ODOOOOUODOOOUOOBPOODOOOOUODODOD filterDOOO

redistributeD 000000000 DOOBGPOOOODOOOOODOOOOODOOOOODOOOOO
000000000000 0000 advertisement-interval 0000000 UPDATED O OO OO ad-
vertiseJ OO0

ooooooo neighbor A_B.C.D as-origination-interval <1-600>

O no O no neighbor A.B.C.D as-origination-interval

o0 o0 O0O00opooooooooi@o)yood

O UPDATED OO OOODO
Neighbor OO UPDATEO OO OO DO OO DO OO OO O advertisement-interval 0 as-origination-
interval 0 2000000000000000O0O

-gooboooooooo
as-origination-interval 0000 0000000000000 OOO0OOOOOODOOOOOOO
UPDATED OO0 OO OO OOOOOO advertisement-interval 0 0O O UPDATEO OO O OO

-O0peerd0000OBPOODO
OO peerO000 UPDATEO OO OOODOODOO peer00 UPDATEOD OO OO ODOOOOOODO adver-
tisement-interval 0 0O OO UPDATEO OO DO OO

-softoutd 000000

OO0O00bDOoO0oOogBPOOOOUPPATED DD ODOOODOUODOOOO advertisement-interval OO
U0 UPDATED DO ODOU
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m redistribute

o redistribute (connected|static|rip]ospf)

ooooooo RIPO OSPFO O OO O route O O connected routel] static route
BGPOOODODODODODOOOODefawltD 00D D000 OOOOOODO

ooooooo redistribute (connected|static|rip|ospf)

O no 0O  no redistribute (connected|static|rip]ospf)

o redistribute (connected|static|rip|ospf) route-map ABCD

ooooooo routemap 0 000 0000000000000 OO0OOprefix0O000O0OOO0OO
OO0 prefixDOOODDDODODDODDODODODOOOOO

ooooooo redistribute (connected|static|rip|ospf) route-map ABCD

O no 0O  no redistribute (connected|static|rip]ospf) route-map ABCD

® netevent
o advertise-stop
ooooooo
O00trackOdownO O OO O0OO0OOO0OO0OOnetworkODOOOOOOOOOOOOOBPOOOODOOO
O000DOoD0O00O0twrackOupOOOOO0ODOOOOOOOBPOOOOODOODOOOODO
ooooooo netevent <1-255> advertise-stop
netevent <2048-4095> advertise-stop

0 no 0 no netevent

oo oo

00BGP4 O network import-check D0 OO 0O0OOtrackDupO0 0000000 O0ODOOOOODOOOO
o
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O 180 ntp node

O OO command

nxrl30#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#ntp

nxr130(ntp-config)#

O service
ogoooog NTPOOOOOOODDOOOO
oo0oooon service enable

O server

ooooooo NPOODODOOOOODODOO

ooooooo server (A.B.C.D|JFQDN|X:X::X:X) polling min<4-16> max<5-17>

gg o od no server

0 no O no server (A.B.C.DJFQDN|X:X::X:X)

oo oo

ONTPOOODOO0O2000000000000000
doodooooooooooooooooooooooooooooooooooooooooooo
O0000Ostrantum level DO50000
ONTPODOODOOOOOOIPVA/IPVE/FQDNO 00O OOOODOOO
O000O0ooONPOOOODOODOOODOODOOOODOODOO0OO0O0O0ODOO pollingDO0O0OOONTP
00000000 o0ogdpellingD 0000000000 ODOODOODOOOPpollingDOD0ODOOODO
OO0o0O00oooooodpollingD OO0 defaultOD OO0 O 6020 60 =640 00 10020 100
=10240 0 0000000000000 0000000O0O00DO0DOD0O000OO00

O timeout

ooooooo NTPOOOOOO0O0OO000000000000000000000d
ooooooo timeout <seconds:1-30>

oo o oOd timeout 30

O no O no timeout (=timeout 30)

ooooooo

ONTPOCOOOOOOOO0ODOOUO040000000000000O00O0DO00O0OOtimecutx 40000
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0 190 SNMP node

SNMP node

SNMP(Simple Network Management Protocol)O O

NXRO SNMPO OO OsystemO OO0 SNMP protocol DO D ODODOO0ODOODOOODOODODOODOsystem
O0000000000000ONMS(SNMP Trap Manager)D trap 000 0000000000000
SWPOODDO(set)J DD DO00DDOOOD (read-onlyd 0)0

m SNMP versionO access O O
00000000 SNMPO versionO OvlOv2ec OO OSNMP Access O 0O O O O O SNMP Server O network

OcommunityD OO O0OO0OO0OOODOOONetworkOODOODOOIPV4/IPV6 AddressO 000 0OO00OO
ooooo

m SNMP Trap

0000000000000 00000000ONSOODDO SN, TrapO0 00 O0O0O0OOOOO
OTrap versionl/version2 000000000000 informO000000000000OTrap00O0O
OO0OIPv4/IPY6 address0 00000000000 OImform000000O00O /00000000
ooooooogo

OSNMP trap O O community0d O SNMP accessD 000000000 OOOODOOODOODOOODOO
Trap0 0 0000D0COOODOOOODO

OTrap0 0000000000 OCOOOUSEROOOOOODOOOOOOOOOOOOOOODOOOO
OOTrap00OUDPOOOOOOOOOOOODserver000000D0O0OOODOOOOOODOODO
OO0O00mformO000CO0000ONSOO0OOOOOODOOOOODOOO

OO0 servicelOOOOOODOOOOODOOOOODOOOODOserviceDOOODOOOOODOO
000o0o000oooDoo00oooO0oooooooOowWsSO0oooooooogngetonoO
gooooooooo

m System Group MIB(MIB-11)O 0O
OO00000ORCI2BOO0OOOOOOOMBODOODOOODOOUIDODOOODOODOOOOOOO

O sysContact

[J sysName

O sysLocation

[ sysDescr

O00sysObjectiDO O OcenturyD 0000 O0OO0ODOIDODODOODOODODOOODOODOOD
ooooo

OOOsysUpTimeD OO OOOOOODOOOOODOOOOODOOOOODOOONTPOODOOOODOO
O0oOooooooo)o
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SNMP node
s JOwmviBOO
goooooooowmBObOO0OnononoOogn
0 Standard OPrivate MIB
RFC1213 (SNMPv2 MIB-11) CS-NXR-PRODUCT-MIB
RFC2011 (IP-MIB) CS-NXR-L2TPv3-MIB

RFC2012 (TCP-MIB)

RFC2013 (UDP-MIB)

RFC2863 (IF-MIB)

RFC3411 (SNMP-FRAMEWORK-MIB)

RFC3412 (SNMP-MPD-MIB)

RFC3413 (SNMP-TARGET-MIB: SNMP-NOTIFICATION-MIB: SNMP-PROXY-MIB)
RFC3414 (SNMP-USER-BASED-SM-MIB)

RFC3415 (SNMP-VIEW-BASED-ACM-MIB)

RFC3418 (SNMPv2 MIB)

RFC2465 (IPv6 MIB) OO OO0

m 000000
USB/ExpressCard0 000000000 0OO0OOOOS\wWOOOODODOOOOOOODOODOODO
gbooboboboobooboboobooobooboobo

m WiMAXO O
wivaxO O oOooOooDooogooerssi/CINNOSS/CUODODOOOOMBODOOOOODOOOODOODO
wiMviXOoooooooooooboooobooooboooobobooo

gboooboobobboboobooboobobbobobOODbdiOcs-NXR-PRODUCT-MIBO O O

gboobogog

OWiMAXODOODOOOONXR-155/C-wO 000000000 0OD0ONR-12000000000000D00O
gbobooboboon

opuooboboonDO
gussboooooboooooboooboswooobooboooooboooboobooooboo
OOO0o00O0OOunknownOOOOOODOO
ooooopoobooooboowvAXODODODOooooooobooO up/down)iD0ooopooon
gooussO00OoO0OoOoOoooooOoboOnnotSupportd 0000000000000 OOODOOO
OpPPPOODOODOODODOODOODOO notAccessibled OO OO

oOogonoOoOO
gussOOOoOoOoooOOoOoOooDOoOOoOooDoOoooooDOoO0O@Wpdown)D OO OoooooDOoOO
goooboobobopbooboobuoobon
oooooooooooooboowivaxoODoOoooooooooooooOoberrorboobOod
ooo0OddwnOOOOOOOODOOOOOOODOODOOODOI0D0O00OOODOOwOODOODOO
goon
gobooboobooooooowivaXDOooooooooooooooOdown->upd 0D 00oonoO
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0O 190 SNMP node

SNMP node

m  SNMP NAT

SNWMP PDUO ODOOODOO IPOODOOOONATOOOODOODONATOODODODODOORRC2920 00

gosASICODOODOOOODOOPUDO IPODODOOOONATODOOOOODOOOODOIDOOO
gboogooooboo
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SNMP node

O OO command

nxrl30#configure terminal

Enter configuration commands, one per line.

End with CNTL/Z.

nxr130(config)#snmp
nxr130(snmp-config)#

O security

oooooood
ogooooon
oo o oo
oo oo
0 No 0

O syslocation
ogooooon
oooooon
oo o o od
0 No 0

O syscontact
0oo0ooooo
ooooooo
00 0O OO0
ad No O

O sysname

00ooooo
ooooooo
00 0O OO0
ad No O

O sysdescr

goooooo
oooooon
oo o oo
0 No 0
oo ad

S\wPOOOOUOOOOOODOOOOODODOOOOoOoOooOOo
security A.B.C.D/M|X:X::X:X/M COMMUNITY

no security

Network D O30 O OOO0DO0OOOO0ODOOOO

no security (A.B.C.D/M]X:X::X:X/M)

sysLocationO0 OO0 OO OO
syslocation LOCATION

no syslocation

no syslocation

sysContact D OO OO0
syscontact CONTACT

no syscontact

no syscontact

sysName O D OO0 Qdd

sysname SYSNAME

no sysnameld [=0 O O (ex. NXR-130)]
no sysname

sysDescrJ 00O OO0

sysdescr DESCRIBE

no sysdescr

no sysdescr

o000 oooboooo

ex. Century Systems NXR-130 Series ver 5.1.0 (build 50/15:44 22 04 2009)
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O 190 SNMP node

SNMP node

O trap manager
goooooo SNMP [0 trap manager D 0 OO0 QO OO
goooooo
trap manager (A.B.C.D|X:X::X:X) (Jtrapcommunity) (Jv1]v2)
trap manager (A.B.C.D|X:X::X:X) (]trapcommunity) inform [](interval <10-1800>)]|(retry <0-10>]
gd o 0Oo no trap manager
O No O no trap manager (JA.B.C.D|X:X::X:X)
ooooooo 3ggoooooobbooooo
Community D OO0 O “community" OO0 OO0 0O0O0
pdu-type0 OO OO viOOOOOODO

O trap agent
ooooooo
OTRAPO D OO OO Agent Address O 0 IPO 00O O00O0DOODOOODOODODOOODOODOOODOODOODODO
ooooooo trap agent ip A.B.C.D
trap agent interface ethernet <0-2>

ogd 0O OO no trap agent
0 No 0 no trap agent
ooooooo
Joo0oooooooooboopDooooooooboooDooooIPODODODODODOODO0OD
ooooomwrdoooooooooooooooooooooodonooo0oOonDOoODoethernet0

- ethernetl - ethernet2. . .00 0000000O00O0O0O

O bind address
ooooooo TRAPO O OO source DO OOIPMMOODOOODODOODOOODODOODOODODOO
ooooooo bind address A.B.C.D
bind address X:X::X:X
oo 0O o0 no bind address
O No O no bind address
ooooooo
JddooddodoDooo0oDodo0oDo0D0do00DU00bO0ODoOU0O0O0ODOd source
goooooooooooao
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0 200 syslog node

syslog node

O OO command

nxrl130#configure terminal

Enter configuration commands, one per line.

End with CNTL/Z.

nxr130(config)#syslog
nxr130(syslog-config)#

O 1local enable

goooogo
goooooo
oo 0o 0o
O No g

O local file
ogoooooo
ooooooo
oo o oo
0 No O
oo oo

O server
ooooboon

gooooogo
O No O
oo go

syslog 0D OO0 OO0 OOOO

local enable

local enable

no local enable0 (OO ODOODOOODOO)

syslog D OO0 OO0 OOoOoOOd

local file (diskO:FILENAME]diskl:FILENAME)

no local file

no local file

filename D O disk0:0 0 00 Odiskl:D 000000000 DOO0ODOOOOOOO

syslogO O OO IPOOOODOOOFRONODOOOODO

syslogD 0 OO0 0O5000000000000000

syslogD 0000000000 O00ODOOOO00ODOOOOOO

server (A.B.C.D|X:X::X:X]FQDN) (]source A.B.C.D|X:X::X:X)

no server (A.B.C.D|X:X:z:X:X|FQDN) (= syslogU O OO OOOOOOO

OsyslogU 00O OD0O0OO0OO0ODOODOOODOOODOODOOODOODOOeOO0DOODOODOODODODGODO
OO0O0O00OO0O0O0Osyslog0O0O0O00O0OOOO0ODOOOOOOOOOODOO0ODOO
gobooooOoboobo0bOoboooboobooboooooooOosyslgbooooooooo
goooooobgo

goobooobgooboboboobooobogeononoo

O mark
goooood

Syslog markO OO OO OO0

OMarkODOOOOOoOOminOOO0O00O0O0O0D0OOO0OO0DOODefaultd 20000000000
OO0O00O0OmrkOOOOODOOO

goooooo
gbo 0O 0o
O No O
g oo

mark <min:0-99>

mark 20
no mark (=mark 20)
mark O (markOOOOOOO)
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syslog node

O priority

ooooooo  syslogO00OOOO0ODOOOOODOOOODODOO
OO00OO0oog  priority (debug]infolnotice)

o0 O OO0 priority info

O No O no priority

o0 OO0 facilityOOOOOOOOOOOOOOO

O system

ooooooo

[ System Message [0 0 O 00 O O O Connection tracking O O Load AverageC OO0 OO0 OOOOOO
OO000O000ONXR-230/CO0 0000000000000 O0Omrk000000O0O0O0OOOO
syslog D OO0 O0O0O0OoOoOoOd

0000000o0oo0oooododn remote server0 00000000000 OO0O0

ooooooog system mark : Output messages with mark
system hour - Output messages hourly

oo o oo no system

O No O no system > System0 0O OO0OODOOO

O suppress

ooooooo

OO0Omessage 0000000 DO0O0OOOODO0O0ODOODOOOOmessage 0 0O0O0ODOODOOO
goooooooooooooogoo

oooboooo suppress <10-3600>

uggd 0O OO0 no suppress

O No 0 no suppress

ooooooo

OSuppressO0 0000 10-3600sec0 0 00O 0OOODOODOOODO

Olast message 0 00000000 DO OO Osuppress message 1 000000000

ODefaultJ O Osuppress0 00000

O mail send

ooooooo syslogD OO0 OO0 O0OO0DOOoOooOOon
OUSEROOODOODOOODOODO messaged syslogU OO0 OOOOO0OO0OODOO E-mail address
milld0DO000000D00OD00OO0DOO0OO0OOcCLIOO loginODOODOOO0OOO0ODOOO0DOODODOOO
000000 mailO00OO0OO0O0OO0ODOOO0DODODOODOO
0000000 00DoooDooodoOetsecd O checkDOOODOOODOODOOODOODOO mail
00000000 oOmildD0OO0DOOoODOOIPV/IPEDO OO ODOODOOO0DOOO

ooooooog mail send enable

od 0O Od no mail send

O No 0 no mail send
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syslog node

O mail to

ooooooog Ddo00ooooooooooooon
ooooooog mail to RECEIVER

oo 0O oo no mail to

O No O no mail to

O mail from

ooooooog Ddo00ooooooooooooon
ooooooog mail from SENDER

oo 0O oo no mail from

0 No 0 no mail from

O mail subject

ooooooo oodooooooooooon
OO0oo0ood  mail subject SUBJECT

oo 0O oo no mail subject

O No O no mail subject

O mail strings

ooooooo O000o0ooo0ooDoooooooooooooooog
0000000  mail strings <1-32> STRINGS

oo 0O o0 no mail strings

0od 0o Ooooooooo300000d

O No O no mail strings <1-32>

O mail server authentication

ooooooo ooooooooooooooooodg
ooooooo mail server authentication pop-before-smtp  POP before SMTP
mail server authentication smtp-auth-login  SMTP authentication (login)
mail server authentication smtp-auth-plain  SMTP authentication (plain)
O No O no mail server authentication

O mail server address
oooooog pOPIOCOOOOOODOODOOODOO
ooooooad mail server address A.B.C.D

mail server address FQDN

O mail server smtp
oo0oodoog swPOOOO0OO0OOO0OODOOO0ODOODOOOOOOODOOO0
ooooooo mail server smtp address A.B.C.D

mail server smtp address FQDN

mail server smtp port <1-65535>
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syslog node

O mail server username
oogooooo  swpOoOOODOOCOMDOOOODOOOODOOO
ooooooo mail server username USERNAME password (]hidden) PASSWORD

O rotate

ooooooo

o DefaultOOOODO0Osyslog message 1 0000000008 IODOOOOOODO 40000000
O000Dooo0Doo0o00DooooOolo0000oooooooooooo
odO0O0OO0OOODOOsyslog rotate 0 000000000 OOOOO

ORotate 0 OO0 OOOsyslogD OO0 D0 O0OD0OOO0DOOODOODOOOOODOODO storage 0 O backup
000000000 000ooo00oo0ooooooon backupdO OO0

OScheduleO 00000 rotate0 000 0000Orotate0 0000000 scheduleO OO OO0O
ooooDoooooboooooo

ODefaultO O Orotate 00O O OO
ooooooo
rotate (diskO|diskl)
rotate (diskO]diskl) threshold logsize <kbytes:150-1000>
rotate (diskO]diskl) threshold files <files:1-10>

rotate (diskO]diskl) threshold logsize <kbytes:150-1000> files <files:1-10>
go 0O 00 no rotate

0 No | no rotate
o0 od
gusBoO O O0ODOOUSB FlashOOOOOOOOODOOOdiskoOOOOOOOUSBLIOOOOOO USB
FlashODOOOOOOOOODOOOdiskiOOooood
OSyslog rotate 00 0000000 (kbytes) OO OO Obackup fileOOOOOOOOODOOO
O O backup fileO O default O O O5(Ffiles)0 00O
O00O0Obackupd OO syslog message 0 O gzipO O OO DOOO0DODODOOOOOOOOOODOO file
OoO0O0oDOO0ob0OOBackup OO OODODO filedO0DOOOOODODOOOODO
backupO0 OO 0O0O0O format : YYYYMMDD_HHMM.log.gz
20100 110 20 19050000000 backupCD OOODOO O 20101102_1950.10g.9z
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0 auto-rotate
oooodood
Ofirmware updated restart 00 000000000 OOsyslog0 00000000 OOOOODOOO
ooooooaod auto-rotate enable
oo 0O oo auto-rotate enable
O No O no auto-rotate enable
oo oo
OsyslogD OO0 000000000 OO0DO0OO0O0O0D0O0OOOODOOOthresholdd logsized 00O
OO00Ofiles0ODODODDOODO
ODefault0 00 O0OOODOODOOODOOOrotate (diskOldisk) DO OO OOOOOsyslogd 000
ooooopooooo
ooooooDoooooooooooo
backupO0 OO O OO format : YYYYMMDD_HHMM_ restart.log.gz
20100 11020 19050000000 backupO O OO OO O 20101102 1950 restart.log.gz
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s O0O0O000ooa

OOOODOIPvd ACLOIPVG ACLOSPIOODOOOUOODOOOOODOsyslogOO0OODOOODODODOOO

O 0oooooOoooooooao

gobooboooboobooboboboboobooboboboobobooboobooboobooboon
OO00o00OoOoOooooooogbesobO)ydooooooooooooobooo

Oo0ooobDoooooobobooOgOdpackets/sec00000000O0OO0OOO

goobobooboooboobooboobuooboooboboobooooobooboobooobo

goobobooobooobooobooobobooooboooboobooobobooobooboon
gbooobobooobooooboobobobbobooboobobobooboo

o SPIDOOODOO

0l000000000bo0oobooboboboobooboodpefaultlo00OOn

gwaNOoooooooooobooosioboooooboobooooboooobobbobooo
gooobooobooobooboooboo

000000000 ip spi-filter log/Zipve spi-filter logO0 000 O000O0O0O0DOOOO
e JOODODDO
0100000oooleg0O0OO0OO0OOOO0OO

ooboooALOO0bOobooooboooboobooooboooobooboobooooDboon
ooooboobobooobobgooboo

O000000001p access-list/ipv6 access-list0 0000000000000
e P2POODODNO

0100000000000 000000Owinny/shareD 00 00O 100 bittorrentd 0 00500
go

m net-ratelimitO0O

gooboobobobobooobooboobobooobooboobobobobooboboboboo

boSODDoSU OO etcU O OO OODODOOOOODOOOODODOOODODODOOOOODOOO
ooooooboboooboobgoooon

gso0o0oboooooobooooobo0boboobooboobooboom

0000000 o0obOo0obbOo0oboO0bO00DbOOsupress messagel 0O O0O0Oo0oooonO
goobooboobooboboobooboobo

Oip martian-log0 000 000ODO0O
OL2TPv30 00 0O OO OO Error:Unknown session SESSION IDO OO O
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O OO command

nxrl30#configure terminal

Enter configuration commands, one per line.

End with CNTL/Z.

nxr130(config)#dhcp-server <1-64>
nxr130(dhcps-config)#

O network

ogoooooo
goooooo
0 No 0
oo oo

O lease-time
ogoooooo
goooooo
oo 0O oo
il No il

O gateway

goooooo
ogoooooo
oo o oo
0 No 0

O domain

goooooo
ogoooooo
oo o oo
0 No 0

O dns-server
goooood
goooooo

oo o oo
g g
g No O

DHCPO O OO DODODOODODODOOODODODODO

network A.B.C.D/M range <starting IP: E.F.G.H> <ending IP: 1.J.K.L>

no network A.B.C.D/M range <starting IP: E.F.G.H> <ending IP: I1.J.K.L>
001600000000 000000O000O0O0networkD 00000 OD0ODO0O

IPO 00000000 0O0O00O00OOODOO
lease-time <default:1-4294967295> <max:1-4294967295>
lease-time 21600 43200

no lease-time : Unset DHCP lease time

DRCPO OO OO0ODODDOODOODOODOOODOOIwOOODOoODOooDOn
gateway GATEWAY
no gateway

no gateway . Delete

DHCPO O OO DDODOOO0O0OO0ODDODODOO0OO0OOOoDoDOOO
domain DOMAIN
no domain

no domain - Unconfigure

DHCPO OO OOODOOOODODODNSOODOOOODODOOOODOD
dns-server <primary DNS: A.B.C.D>

dns-server <primary DNS: A.B.C.D> <secondary DNS: A.B.C.D>
no dns-server

20000000

no dns-server : Delete
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O netbios-server

goooogo
goooooo

oo o oo
oo oo
O No O

NetBIOSO O OO IPOOODOOOOOOOO

netbios <primary NetBIOS: A.B.C.D>

netbios <primary NetBIOS: A.B.C.D> <secondary NetBIOS: A.B.C.D>
no netbios-server

20000000

no netbios-server( (= Delete)

O netbios-scope-id

goooogo
goooooo
go 0O 0o
O No O

O sip-server
goooogoo
goooooad

oo 0O oo
g No U
oo oo

NetBIOSO O OO IDODOOCOOOOO
netbios-scope-id SCOPED-I1D

no netbios-scope-id

no netbios-scope-id

DHCP clientd O O SIP server0 00 OO0 ODOSIP server addressO0 0000000
sip-server A.B.C.D (]JA.B.C.D)

sip-server FQDN (]FQDN)

no sip-server

no sip-server

IPv4d addressO0 00 FDNO OO 200 0000000000000

O RFC2131 compatibility broadcast bit

gooooogo

ODHCP server I 0 OO RFC21310 000000000 OOOOOOOODOORFC21310 0 broadcast
bitd 1000 DHCP packet 0 0 0 00O 0O O MAC address [ broadcast(FF:FF:FF:FF:FF:FF)O O OO
Oooooooooooo

0000000000000 00OObroadcast bitd OO0 OO ODHCP packetd OO 0O O O unicast
frame(d O O destination IP addressO OO0 0000000 OO0ODOODO limited broadcast) O

googoogn

oooooooDOOdefault000000

gooooogo
oo 0O oo
g No U

rfc2131-compatibility broadcast-bit enable
rfc2131-compatibility broadcast-bit enable
no rfc2131-compatibility broadcast-bit enable
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dhcp-relay node

DHCPv4OI O O OO

DHCPvA DO OO OOOLANOOOOOOO00O0000000000DHCPOOOOOOPPPOOOOON
00000000000000000000000000000000000000000000000
000000000000000000000000

OoOooDoooooboOoobooboooobHecPOD O OO giaddrO DO OOOODHCPOOOODOOO
ooooboooogimivadDOODOoOOOoODOoOpHecPO D OO OgiaddrO D 0O OO0 OOODOODO
gbooboobobooboobobooboboobo

O OO0 command

nxrl30#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#dhcp-relay

nxr130(dhcpr-config)#

O address

ooooooo BOOTP Request 0 D 0O O ODDOODOOOOODHCPO DO OO IPODOODOOODOODODOO
ooooooad address A.B.C.D

oo 0O o0 no address

O No O no address A.B.C.D

ooooooo gopbHCPOODOODO40000000D0OO0DOODOO0O

O accept

goooooo

gpHCPO OO OODOOOODOUOOODODOOODOOOO0DOOOOD BOOTP Request DO OO OO
goooooooooopooooooooogag

ooooooo accept ethernet <0-2>

O No O no accept ethernet <0-2>

coooooo

000000000000 O00000D0 BOOTP Requestd OO OO DROPOO OO

OEthernet0 00000000 OOO0OOOOO0DOOOOOOO0O0DODO0OOOOO Ethernetd OO
odoooooooooooooooooo
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O OO0 command
nxr130(config)#ipsec local policy <policy:1-255>
nxrl30(config-ipsec-local)#

O address
ooooooo IPsec tunnel DO OO IPODODOODOO
ooooooo address ip

address ipv6

O self-identity
gooooon goooimwooooooa

ooooooo self-identity fqdn FQDN (O : centurysys.co.jp)
self-identity user-fgdn USER@FQDN (O : user@centurysys.co.jp)
self-identity dn DN @doooooooooa)
self-identity key KEY-ID (KEY IDODOOODOOMM

oo 0O o0 no self-identity
O No 0 no self-identity
00 oo
OoNODOoOooooopooooooooooodg
C=JP,ST=Tokyo,O=century,0U=dev,CN=nxrl.centurysys.co. jp,E=admin@centurysys.co. jp

O x509 certificate

ooooooo X500 00000000d0o

ooooooo x509 certificate CERTIFICATE oooooooo
O No a no x509 certificate ooooooooad
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s(00IPO000OOOOCOOOOOOOO

oOoOwrOOO0OOOO0ODOOO0ODOODOOO0

IKEvli main0 000000000 CO0O IDO0OOOphasel OO0 O0OOOCO0ODOOOOOOOOO
goooogpskOoOOOoOOoOOoOOmwmbOpPKOOODODOODODOODODOODODOODOOOO
OOoOoopsKODOOODOOODODOOUODOOIWKOOODOOOODOOO
goooboooooobooobooooooooDobowrogoOo0ooobooobboOdOr responderdO
goOooCocmpoiPOddoOoPSKOOOOODODOOOUOODOODODDOODODDODOOOD IPOODOOOOO
cooooooooooobooooooooooobooobbooooboOooDbobooo
OAggressive 0 00O OO0O0O

OMainODOODOOOOOOOOOODOOODOPKOODOOO
0d0o0o0o0obooOoooopskOOOoOoOoOOoUOOOOOOOODUOOOOUODOOODOOO
OOoO0oooOooooooDoooopsk/RSACODODOOOODOOOOOxauthOOOOOOODOOODO
OIKev2O0OOIDoooOooo se0goooooooooooogo PO0goooobooooOog
goopskODOoOOoOpskDOODOOODOOOOOO

OO0 wPO0O0O0O0OOOOpPSKODOOOOODO
googbDiwrooboobooooobipobooopePsKbooooobooooooomwrooobo
gbooobooimobboboboobuooboob

OOoooooompobooboboooooobo mmboobOoboOaggressivel D O0OOD0ODOOOODOO
gboooboboobboobbooboobuoobboobbon
googbooboooooboobomwbbooboo mgobooobbooobuobowrboogbnpeskd
gbooooooobooomuipooogooepskoooooooimpPoboboooooooooooDo
goot

gbooooooooooogoooomwrgboboooonsboooooogogpskoooooooooo
god
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O OO0 command

nxr130#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#ipsec isakmp policy <policy:1-65535>
nxrl130(config-ipsec-isakmp)#

O description

ooooood ISAKMP policyO0 O OO OOOOOO
0000000  description DESCRIPTION

O No O no description

O version

ooooooo IKEODOOOOO(KEVI/IKEV2) O OO OO OO

ooooooo version (1]2)

oo O oo version 1

oo oo

OlIPsec ISAKMP policy D 000D O0D0OOOOOKEVIO IKEV2OOODODOOOOODOODOOO
0)O

m IKEOODODOOOOO

O IKEvl

O0OO0OOresponder 000 0000000000000 OOOWnitiator000000000O0OOO
transform playload 000 0000000000 DOO0OO0OOO0OOOOOOOOOO
O000000000o000oo00oo0oooooo0ooooooooooooDbESsoooonon
00000000 0D0Do000oDoO000ooDoooOoLESO00oooooooooooooon

O IKEv2

00000 responder 0000000000 transformO 000000000 hashO0O0 00000000
oooooooooooooogo

O hash

ooooooo goooooooooooooooo
ooooooo hash (md5]shal]sha256]|sha384|sha512)
oo 0O OO0 hash shal

O encryption

oooooog dooooooooooooooon
ooooooo encryption (aesl28]aesl92]aes256|des|3des)
oo 0O oo encryption aes128

O group

ooooooo DHI Diffie-Helman group0 OO0 O OO O
OOooodoog  group (1]2]5]114]115]16]17)

od 0O Odd group 2
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O lifetime
ooooooo
ISAKMP SAO OO 0OD0O0O0OHard timen)D D O00O00OD0DO0O0ODODOOODOOSADODODOODOO
ooooooo lifetime <121-86400>
oo 0O oo lifetime 10800 (=3 hours)
O No O no lifetime (=lifetime 10800)

O isakmp-mode
OoOooooo  pPhaselJ00O0CO0OO0DOOCOOODOOOODO
ooooooo isakmp-mode (main]aggressive)

O authentication pre-share
ooooooO0  pPsKOOOOOOOOO
ooooooo authentication pre-share KEY

O authentication rsa-sig
ooooooo  RSADOOOODOOO
ooooooo authentication rsa-sig
authentication rsa-sig KEY
o0 od
OOoO000O0OversionO00O0OOO IKEV2000000O0OOraw RSA keyO OO OOOOOOO
ipsec isakmp policy 1
version 2
authentication rsa-sig AAAAAAAAAAAAAAAAAA

O xauth

oooooog xauthO OO O4d OO

ooooooo xauth mode client USERID
xauth mode server

O No O no xauth

00 0o USERID [0 O ipsec xauth(global node 0 0)O0 O OO0 username D 000 O OO0
userid [0 password [0 [0 ipsec xauth(global node0 O )0 O0O0DOODOO
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m authentication local/remote (IKEv2O0O)
o local
ooooooo IKEv2O0 OO Oooooooooooooooooo
ooooooo authentication local pre-share WORD
authentication local rsa-sig
authentication local eap-md5

o remote
ooooood IKev2O0 OO Ooo0ooooooooooooog
ooooooo authentication remote pre-share (JWORD)
authentication remote rsa-sig
authentication remote eap-md5
authentication remote eap-radius[]
O No O no authentication remote
0o oo
OIKev200 0000000000000 00D00DO000D0000bO00DO0DO0O0D0oDOoDOoO0Dn
oooodo
00O authentication local eap-md5
authentication remote rsa-sig
00O authentication local rsa-sig
authentication remote eap-md5
Opre-share0 000 1: 10100000
00O authentication remote pre-share WORD
authentication local pre-share WORD
00O authentication remote pre-share WORD
authentication local pre-share WORD
Opre-share0 000 2: 10000@OOOCOIWPOOOO)DOO
0 O O ipsec pre-share identity fgdn NXR1 password WORD1
ipsec pre-share identity fgdn NXR2 password WORD2
1
ipsec isakmp policy 1
authentication remote pre-share
authentication local pre-share WORD
remote address ip any
ooooooono
!
0 O lauthentication remote pre-share WORD
authentication local pre-share WORD1
0 O 2authentication remote pre-share WORD
authentication local pre-share WORD2
<gooooog»>
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m authentication local/remote (O 0O)
00 oo
Orsa-sigd 000 [X.5090 0 (00O )0 EAP-MD5( O ]
oo
ipsec x509 enable
ipsec x509 ca-certificate NXR_CA
ipsec x509 certificate NXR_CERT
ipsec x509 private-key PRIV_KEY key
ipsec x509 private-key PRIV_KEY password PASSPHRASE
ipsec x509 crl NXR_CRL
ipsec eap identity string MYID password PASSWORD
1
ipsec local policy 1
address ip
x509 certificate NXR_CERT
oooooooo
!
ipsec isakmp policy 1
version 2
authentication remote eap-md5
authentication local rsa-sig

gboobogoood
1

ood

ipsec x509 ca-certificate NXR_CA

ipsec eap identity string MYID password PASSWORD

1

ipsec isakmp policy 1

version 2

authentication remote rsa-sig

authentication local eap-md5

eap-identity MYID

remote identity dn

C=JP,ST=Tokyo,O=century,0U=dev,CN=nxrl.centurysys.co. jp,E=admin@centurysys.co. jp

ooooooDooo

!

<pOooooggd»>
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m authentication local/remote (O O)

ipsec eap identity string MYID password PASSWORD
!
ipsec isakmp policy 1
authentication local eap-md5
eap-identity MYID
oooooooo
!

od o0
Oeap-md50 000
od
od

ipsec eap identity string MYID password PASSWORD
1

ipsec isakmp policy 1

authentication remote eap-md5

goooboog
!

Oeap-radius0 000

g

g

ipsec eap radius A.B.C.D password SECRET
1
ipsec isakmp policy 1
authentication remote eap-radius
oooooooo
!
ipsec eap identity string MYID password PASSWORD
1
ipsec isakmp policy 1
authentication local eap-md5
eap-identity MYID
oooooooo
1
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O reauthentication (IKEv2O 0O)
gooooon

OIKEv2OOOrekeyOOOOOOO reauthO0 0 OO0 rekey0 D 0000000000 OOOOO
ooooooad reauthentication enable
oo 0O oo reauthentication enable
O No O no reauthentication enable
ooooooo
ODefault0 0 OreauthO OO OO Oreauthd OO IKE SADQ rekeyd 0 CHILD SAOD O OO ODOODODO
O0reanthOOOOOOOOOrekeyO OO OGOOO
00000000000 do0d0 reauth 000000000000 OODODOODOOSecurity Gateway

OxROOOOOOODOOOO)Y ODOOOODOUOODOOOODOOO rekeydOoooooo
oooogooo
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O keepalive
goooooo IPsec keepalive(DPD:RFC3706)0 000 00O
ooooboono keepalive periodic (Jclear]|hold]restart)
keepalive <interval:10-3600> <retry:0-60> periodic (Jclear|hold|restart)
oo 0O oo keepalive 30 3 periodic restart
O No O no keepalive
oooooild
OODPD O 0 SG(Security Gateway)[d] down D SGO O IP reachabilityd OO0 IKE SAOD OO OODOOO
OO00ODooOooppOOlIPsec SADODDOOOOOOODOOOOOOOO
OkeepaliveO OO D OOScOO IPsecO 00000 ODO0OODODODPDODOOODODODODOODO
Ono keepalive D0 0O OO ODPDOOODOODOOODOODOOODOOODOOSGOOODPDOOODOODN
oooooo
Okeepalive 10 3 periodicO0 00 0000010000000 400R-U-THEREODOOOOODODOO
O0OR-U-THERE-ACKO OO D OD 100000000000 DODOO0ODOODO0OD
ooooo?20d
goPoO 000000 OD0OOOIKE/IPsec SAODO IPsec policyD0O DO O0OOOODOOOODOOO
pPOOO0ODOOO0DOODDOON (clear, hold, restart) 000000
o clear
SAOOOpolicy0DODOOO0OODOODOOODOODOODO
o hold
SAODO0O0OO0Opolicy00 0000000 OOpolicyD00OO00O0OD00ODOOOODOO IKED
0000000000000 O0D0O00nipsec tunnel policy O [ negotiation-mode=responder [
00000ooooooIKEDODODoDoooooDoooo
o restart
SAODOOpolicyDOODOOOIKEODODOOOODOODODOOOODOOD ipsec tunnel policy
0 O negotiation-mode=responder 0 0 OO0 O OO0 OOOIKEDOODODODOOODOOODOO
ooooo3d
gppDOCOOODOO0O IKEOObackup policyODO OO0 OODOOOOObackup policyO OO OO0OOO
0000000 Obackup policyO 0000000000 ObackupdO00O00O0DOOOM
Obackup policy 00000000 OOOODOO backup policy O negotiation-mode [0 responder [0 O
ooooooooooooooooooon

O backup policy

goooooo IPsec isakmp (0 backup policyO0 OO0 OO0
0O0ooOood  backup policy <1-65535>

oo o oo no backup policy

O No O no backup policy

000000 Od  backup policyOOISAKMPO OO ODOODO
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O rekey
ooooooo
O Rekey 0 soft timer 0 OmarginC increased-ratio0 000000000
OMarginO O lifetime OO OOO0OO0OO0O rekey0 OOOODOOOD0OOOOOOODO
Oincreased-ratio0 O Omargin0 00000000000 %ODOOOOOO
ooooooo rekey margin <30-360> (increased-ratio <0-100>])
oo 0O oo no rekey margin
ooooooo
O000000000Soft timer00000000000O0DOOD0OODOOODOO Soft timer000O0O
oooo
minimum soft timer = lifetime - margin
maximum soft timer = lifetime - (margin + margin X increased-ratio/100)
Odefault O O Omargin O 270secO increased-ratiod 100 0 0000 O 00O lifetime O O 2700
540sec0 00 0O00DOODOOOOODOODODOODOResponder 000 0Osoft timerd Omargin/20 0O
0000000000000 O0 Initiator000 rekey0O 00000 OD0ODODOOO
Oincreased-ratio0 00 00000 soft timer0 0000000000000 DOOOOOOOOOO
00o0o0ooooooooooooooooooog
O negotiation-mode 0 responder D O OO0 O OD0OOO rekeyO O OO DOODOO

O remote address
ooooood OO0 IW/IPveODOODODOOOORNOOOOOODO
oooogooo remote address ip (A.B.C.D]any]FQDN)

remote address ipv6 (X:X::X:X]any|FQDN)

O remote identity
gooooon gooimwooooood

ooooooog remote identity fqdn FQDN (O - centurysys.co-jp)
remote identity user-fqdn USER@FQDN (O : user@centurysys.co-jp)
remote identity dn DN doooooooooa)
remote identity key KEY-ID (KEY IDOOOOCOOMm

oo 0O oo no remote identity
O No O no remote identity
00 oo
Opeer identity 00O OOOIP/ZIPv6eO OO OO IDOOODOODOOOO
OoNOOoOoOoooDoooooonDooo
00 C=JP,ST=Tokyo,O=century,0U=dev,CN=nxrl.centurysys.co. jp,E=admin@centurysys.co. jp
OINOOOODOODOOO0OOoOOoRNOO ™ DO0D0D0OO00O0OODOOO
00 C=JP,ST=Tokyo,CN=*
0 00 0C=JP,ST=Tokyo,CN=*_centurysys.co. jp0 000 0000*0000000000000O0O
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m FQDNOOOScOOO IPOOODO
goooscobonoimwpoooooboimwpboobooboboborRNDOODoon
UIKeviOOOOOoOOoOOoDOoOKKev20O0 O Oooogm

o 0000 initiatord 0000

gbooobooorNODDOODOOODNSODOODOOoDbOooboboobwpPOOobO0ODO KEDDO
gboooooog

o000 responderd0 0O OO

mainO0 000 PSKOODOOODOODO remote address ip anyO0 000000
Omain00O0OOPSKOOOOOIPOOODOPKOODOODOODOODODOOOODOORONODOOO
gogopskDOOODOOOODOOOOODDODOOO

OmainO000O0OPSKOOODOODO responder0 0000
remote address ipany O0O0OO0O0OOOO0O

remote address ip FQDN O 00O O0OOD0OOODOOO
OFONO anyO ODOOPKOOOOOOOOODOOODD

OAggressive D000 maind0 000 X.500000000000000mainO0O0OOPSKOOODO ini-
tiator U0 OO0 O0O0O0OFNOOOCOOOOOOOOOO
00000000000000000000000000 source0 000000000 ODODOOOODO
ODOO0O0OFrNODOOOODOOOOODOO

000000000000 0oDo000DooOo000Do00000oDoOo000oDoo0o0ooDoOoo0oDm

OFDNOOOODO ID
gooobgorNDOODOOOOOoooobDPOboooppoobooboobon
gbogoimwbooboogbooooobobwbooboob

OFNOOOODOOO

OMainO O OOPSKOOOODOOOORONDOOODODODODOOODODOODOODODODODOODODODOOO
psKOOOOODOOOODOOOOODOOresponderd 00000
OMainOOOOOOpPSKOUOOOOOOOODOOOO DooooooooOowoobooboooobooo
UooooborNODOOODOOOOOO0IKEDODOOO sourcedOOoOopPSKOOODOOOOODOO
googpskKODOoOoOOoOOooDoOobDoooDoo

OooooDoodOminD 0000000000 O0ODOORDNOOOOODanyO0doooOooon
OmainDOOO0OOO0FDNOOOOODOmNitiator 00000000000 OOOODO

Ooooooooooooooooooog0ominDObOO0O000OO00O00ODOaggressived 000
Xx.500000gooonogooog

279



O 240 ipsec isakmp policy node

ipsec isakmp policy node

O local policy
goooooo ogooooooboooooooooooa
ooooooo local policy <1-255>

O local policy (change action)
oooodood
O IPsec isakmp O O OO O local policyd track O O (up/down)0 0 00 ODactionO0 OO0 O OO0
0d
00000000 00000000100 IPsecO0000 main/backup0000000O000DODOODO
oooodood
local policy <policy:1-255> netevent <trackid:1-255> change <local policy:1-255>
local policy <policy:1-255> netevent <trackid:2048-4095> change <local policy:1-255>
oo oo
OgpskOOODOODOOOOOODOODO local policyO IDOOOOO local policyd 1IDOOOO IDO
000000000000 00000000 change actionO0 O OO0 OO O O local policy 10
local policy 20 self-identityO 0O IDOOOOOOO0O
1
ipsec isakmp policy 1
local policy 1 netevent 1 change 2
1
ipsec local policy 1
self-identity fgdn myidd OO ID
1
ipsec local policy 2
self-identity fqdn myidd OO ID
!
OactionO0OOODO0O : track objectO O OO downO OO actionD OO OO0ODO0O
Oaction0O0OO0O0: netevent0 0000 000000000000 OAction0O0D0OO0OOOO
ooooooooog

O eap-identity

OoOooooo EAPOO0O0ODOOCOIKDOOCOOOOO

OO00OO00O0O0  eap-identity (WORDJany)

O No 0  no eap-identity

oo oo 00 0O 0O DO authentication local/remote0 0000 0O00OOO

O netevent
ooooooo OO0O000O0OOOOIIKEOOD IPsec0000OO00OO0OOODOOOODO
ooooooo netevent <trackid:1-255> (connect|disconnect]|reconnect)
netevent <trackid:2048-4095> (connect|disconnect]|reconnect)
O No O no netevent
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O OO command

nxrl30#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#ipsec tunnel policy <policy:1-65535>
nxrl30(config-ipsec-tunnel)#

O description

ooooooo IPsec tunnel policyO O OO OOOOOO
O0oO0ooooO  description DESCRIPTION

O No 0 no description DESCRIPTION

O set transform

goooogad transformO0 000000

ooooooo

set transform (esp-3des|esp-des|esp-aesl28|esp-aesl92]esp-aes256]|esp-null)
(esp-shal-hmac|esp-md5-hmac|esp-sha256-hmac|esp-sha384-hmac|esp-sha512-hmac|)

oo 0O oo set transform esp-aesl128 esp-shal-hmac

0000000 HASHOOOODOOOOOesPOODOOOODOOOODOO
OO00000O00000OOOreplay00windowd OOOOOODOOOO
esp-null 000 0000D0OOCOODOOOOODOOOOOOO

O set pfs
oooooog PFSOCOODOODOO
ooooooo set pfs (Jgroupl]group2|group5]|phasel]groupl4|groupl5|groupl6|groupl?)
oo 0O oo set pfs phasel
OIKEviO OO OphaselO OO DH group0 00O OO0
OIKev2O0O000PFSODOO00O0OODOOODO@OODOO)DO
O No 0 no set pfs (= PFSO0O)

O set anti-replay-check

ooooooo replayd0 0 windowO OO OO /000000000
ooooooo set anti-replay-check

oo 0O oo set anti-replay-check

O No 0 no set anti-replay-check

O set key-exchange

OO000000 OOOOISAKMP OOOD0OOOoooooo
0000000 set key-exchange isakmp <1-65535>
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O set protocol-mode

ooooooo

O0O0000CtunnelDO00 transportJ 000000000000 O0O0OOOO
OIPve 0O 0O0OIPYe LLADOODO OO IPsec tunnel/tranport mode 0 0000 O0O0OO00OOODOOO
0000o0oo0o00oOooOooooOoooliPvd over IPvAL IPv4 over 1Pv6 IPv6 over IPv6O IPV6 over
IPv4a0 00O

ooooooo set protocol-mode (tunnel]tranport)

OO0 O OO  set protocol-mode tunnel

ooooooo

0 Transport 0 O O O NAT-Traversal 0 O O
NATOOO Transport 0 000000000000 DOOOOODOO0OOOOOOOO0OOOOOO
gooopoooooooo

ooooooo
NATODOO Transport OO0 0000000000 DOOOO0ODOOOOODOOCDOONATOOODOOO
ooooooooooooogod

oTcp/UDPOOODOODO
TCPrDPOO0DOOODO0OOOOOODODOOOODOOOODOIPODODOODOODOODOOODOOOOOO
OO00esPO00D0CO000ODOOCOOODODOOONATODOOOODOOOOODOOOODDOOODO
00ooooooooooooodooDoooooDoooooodoooooooooooooo
gooooooooo0ooooo0ooooUdoooooooDoobooooobDoogoDooOooDo
00ooooooooooodoooooooooooodogoooooooooooooooon

OO0OTransportd OO0 NAT-Traversal D0 00000000 EBSPOOOOODOOOOODOO
gooobooogn
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O set key-exchange (change action)
ooooood
O IPsec tunnel 0000 O isakmp policyd track 0 O (up/down)J0 000 ODactionO0 000 OO0
00o0ooooooooooooi1od IPsecO0 000 main/backup0 00000000 O0OOO0O
oooooog
set key-exchange isakmp <1-65535> netevent <trackid:1-255> change isakmp <1-65535>
set key-exchange isakmp <1-65535> netevent <trackid:2048-4095> change isakmp <1-65535>
oo oo
OactionO0 OO O0DOO: track objectO 00O downO OO actionD OO0 OOOO
OactionO0OOO0O0O: netevent0 0000000000000 DOODOOActiondDOOO0O0OO0O
oo0ooooooog

O set sa lifetime
ooooooo
IPsec SAO O O0OD0OOO(Hard Timer)D OO OOOOOODOOOODOOSADOODOOOOO
Oooodood  set sa lifetime <1081-86400>
oo O oo set sa lifetime 3600
O No O no set sa lifetime (= set as lifetime 3600)

O negotiation-mode
oooooog IPsec policyD 00000000000 OOOOOOO
ooooooo negotiation-mode (auto]on-demand]manual|responder)
auto IPsec service O OO0 negotiation0 O 0O OO0OOIKEv2O0OOOOO0DOODOO
TS(OO00D000000O0)YdODDODODODOOOOoOOooooOoooetsecoodd
initiate0 0000000
manual IPsec serviceO O OO negotiationOD OO OO0 twnnelOO0O0OOOOOODOO
Backup policyD OO OO OOOO
on-demand IPsec serviceO O OO route0 0O OOOOOOO
responder IPsec serviceO OO OO0 OOmanual 00000000 O0OO responder 0000
0000000000000 @ekeyDO)OOOODO initiated 00000000
oo
oo 0O 00 negotiation-mode auto
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O clone
ooooOooo

000 IPsec tunnel policyd OO policy D OO ipsec tunnel policyC OO O OO0

OO0O00O0OOmain/backup0 000000 0OOIPsecO00DOOO0OOOOONO main/backupd O OO
policyO D 00000 0DODOOOOOOODOOODOOOOO

Oroute based IPsecd 0 0100 tunnel interfaced main/backup 000000000 OOOO0O0O
0000000 Omain/backup0 0000 tunnel 0000000 staticO nat/filterO OO0 OO0 0O
o0o0ooooooooooooooooooooooo

gboobogog
0 No 0
gboooooo

O shutdown

ogoooooo
ogoooooo
a No a

O set route

ooooooo
ooodoog
O No O

O set priority

gooogog
gboobogog
oo 0O 00O
U No |

clone <1-65535>

no clone
0000000000 copy0 0 O0DO0OO@OOODODODOOO)YDODO
O tunnel number

Opriority

O description

(0 negotiation-mode

O shutdown

[ key-exchange

IPsecO0 D0 0000O0O0OOOOOOOO
shutdown
no shutdown

Destination PrefixUO OO ODOOOOOOOOOOOOO
set route

no set route (= Disable)

gooooooooooooooooon
set priority <1-255>

set priority 1

no set priority (0 O0O)
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® match

o address

ooooooo IPsec tunnel 00 OO0 IPsec ACLODODOOODO

ooooooo match address IPSEC-ACL-NAME (|nat-traversal)

onoooooo IPsec ACL [0 global node O ipsec access-list0 0000000000

o protocol
gooooon smartphone [0 L2TPoverlPsecO0 0 000 O O0O0OO0DOODO
match addressO 000000000
ooooooo match protocol I2tp-smartphone (|nat-traversal)
ooooooo
0 L2TP over IPsec (I12tp smartphone mode)
smartphone 0 0 0 0 L2TPv2 over IPsecO0 0000000000 ODOOOOOODOOOOOODOOO
Oo0oDoooooooon

O IPsec00000O0D0ODOO
IPsec0 000000000 O0ODOOOOOOODOOODOODOO

O protocol-mode - transport

(O negotiation-mode — responder

OlIPsec selector - 000000000000 OODOOONAT-Traversal DO OOONATOOODO
0ooooooooooooooon

ID Payload NXRCI smartphonel]
IPvaO0 OO0 host host
goooao UDP ubP
ooooo 1701 any(D0 000000 0O0DO0OO)

286



20

UPnP node



g 260

0O OO command

UPnP node

UPnP node

nxr130#configure terminal

Enter configuration commands, one per line.

End with CNTL/Z.

nxr130(config)#upnp
nxr130(upnp-config)#

m UPnP

o service
ooooooo
ooooodgo

ooooooooooo
service enable

o external interface

googoogn

goooobgon

WAMD ODOOoOooDoooooooo

INTERFACE O ethernet, vlan, ppp, bridge0 00000000 OOOO
external interface ethernet <0-2> (Jvid <1-4094>)

external interface ppp <0-4>

external interface bridge <0-4095>

o external port-reserve

ooooogn

ooooogon
godNoDO OO

O0OWAN OODOOOOOO000000O0oo0ooooooooo0oooooooooon
O000O0O0OunPO0C0O0O0O0000OO0O0DOOOODODOOOODO
OO000000oOoTCP/UDP OO ODOOOOOOOODOOOOOOOODOOO®B4 O
goooooOoooooooo

external port-reserve <1-65535> (]<1-65535>)

no external port-reserve <1-65535> (]<1-65535>)

o external well-known

ooooogon
goooobgon
goOdNoO OO

o listen

ooooooo
opoooooo
OOONoeO OO
ooooooo

o timeout

ooooooo
ooooodgo
ooooooo

well-known port(1-1023)0 0 UPnPO OO DO OOOOOOODO
external well-known port enable
no external well-known port enable

LANOODODODOOUPPOOOOOD ListenOO IPOODOODOOOOOOO
listen ip A.B.C.D/M

no listen ip A.B.C.D/M

Oo0z20000000

UPnPO 0 000000DODODODODODODOO0O0O0O0O0OO
timeout <sec:60-21474836>
no timeoutd (= timout 600)
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m QoS
0000000000000 000000 queuingDOD0OODODOODOOODOpacket coloringO 0000
00 egress interface0 00000000 OODOOOO

1. PFIFO(Packet FIFO)

00000000 default queuingD OO OPFIFO FASTOO DO DOOOOOIPOOODO ToSO OO OO
0000000000000 300queue0000000000000 queued00000000000
O0OOOOPFIFO FASTOOOOOOOD0OOOO00DOO0O0000OOn

2. TBF(Token Bucket Filtering)

Token Bucket FilteringOD OO OO OO0OOO0OODOshapingD 000000000 DOOODOODOO
bucket 00 tokenO0 D OO OO0 tokenOD OO OOOOOOOOOTokenOODOOODOOODOODOOODO
ooooo

Classless quevingD OO0 00000000 OOO0DOclassO000O00D0OO0OO0OODOODOOODOOOO
000000 classO0000 shapingD O OO DOOOOOHTBO PQO DO OO class full queuingd OO0 0O
O0O00oDoO0o00oDoObO0oo0oo0DOOnBOO shapingU OO ODOOODOO classO TBFOODOOOO
cPuOO0000D0OO0O000ODOOU0DO0OOCO0O0DOOOODOOOOUODONBOOODOOOODODOOOODOO

O0o0ooo0ooooooooooooboooDooDoooooooboooDooDoooooooDooon
O000Oshaping 000000000 OOOOFRCS OIFGOPADODODODOODODOODODOOD
O000000000Oshaping rate 0000000000 O0OEthernet0 000000 O0ODO0O
O000ODO0OOFCS OIFGHPA DODODODODOODODODOODOODOdrop DODOODODODODODODO
0000000000000 OEthernet0 0000000000000 OOshapingD 00000000
ifg(inter-frame-gap O 0 0 0O 00O 12byte O 0O O )O fes(4byte) O pa(preamble:8byte) 0 0 0 O 00O O
O 0000oodoooooooooooooooooooDoooooooooooddrop OOODO
00000000000 0DefaultO0OIFGOPAORCS 00 O0DOO0ODODOOODOODODOODO interface
node [ ifg-pa-fcsO OO O OO ODOOM

3. SFQ (Stochastic Fair Queuing)
OoOooDoo0oDoO0o0O0quein0O0000OFIowOOOOODOOOODOOOODDO bucketd
00000000000 0OsSQUO 12700000 queued 00000 (active)D O OO bucketO O OO
queueJ DO OO OO0

Flow O O IP source/destination addressUprotocol DO O OO OOOODOOPvADOO)IODOOSK
queuveJ 000 12700000000 C0OOODOOO0240000000000000DOOOODO
oo
goooooogoooboooooboooooobooooooooooooo@oooo flwtoooO
O0000OoOO0o00DooOoOo)ooOODOinteractivelOOOOO0O0OOOOODOODOOOOODO
ooooooooogo
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4. PQ (Priority Queuing)

High/medium/normal/low 0 40 0 class 0 queue 0 O OO OO

High priorityd queue 0 00000 OO0 OO Omedium/normal/lowd queueD OO0 00O O0OOODOO
oooooooogo

ClassO0 O 40(@0O)OOclassOODOOO0OO trafficO0 0000000 DOODOOOOOODODO classO
default queuingO OO OPFIFOO OO

5. HTB
ClassO0OO000DOCOOO0O0ODOOO0ODOOOODOODOOOUODOOOODODOOUODOOOOO
oooooooogo
goddoooo0ooOoOoO0oUoooooU0OobOoO00OooOoUdU0OooOooOUbOoOooOoooboooOoUooDoo
oooooooogo

O class [0 default queuingd O PFIFOO O O O O O default class O default queuing 0 OSFQO O O

51ceil00O0OOOO

HTBOOOceilUODODODOOODOOODc classUOODOOOOOODOOOODOODOOOODODOOOOD
ODrated D00 rate0 0 000O0ODOOODOODOO
OOoOoboboOOclassOO0O0OOOOO0ODOOO@OOO)Y OODDOODODOODOODOOOODDOOO
oo

O000O0000Oclass priority0 0 0000O0quantumO000000DOOOOOOO0OOOprior-
ity0O0O0D0OOD0DO0O0000OclassO0000O00OO0O0ODOOODOOOOOquantum O OclassO O
000000 rate0 0000000 ODOODOO0O0OODOODODOODOOODOODOOOOOMM

quantum = (rate * 1000/8)/r2q

O rg00rate0 quantumO 0000000000 DOOOdefault0d10000
QuantumO OO OO O15000 600000 000 0OODOr2g0 10000 O rate O 120kbps 00 4.8Mbps 00 O O
O0000rate0 0000000000 0DO00ODO0ODO0OODOOTrated 120kbps 0 00O 120kbps 0 O
O0004.8wbpsO0 000 4.8MbpsO0 00000 O00OOOOODOODODOODO
O000O0OOclassO0O0rate0 000 r2qU000000O0O00OOOOOODOODOOO class ratel
0o0o0oooooooboobDoboooooobooogobooog
O00OclassO00 0 rated 40Mbps 0 O 0 0O 0 OO 0 40Mbps O quantum 0 0O 0 0O (60000) 0 00000
rq0 00000000000 0000000 rate0 000 OO0 minimum rate O

r2q = (40000*1000/8)/60000

min rate = 1500 * 8 /1000 * r2g = 1500 * 40000/60000 = 1000 kbps = 1.0 Mbps
oooooo

5200000000000
HBOODOOODOOODODOODODOODODDODODODODODOOo0DODO0o0o00oDoooooooooDOdOceceildO
O00000OceilO00OODceilO00DODOOODOODODODOOO

burst = bandwidth/HZ +1600

cburst = ceil/HZ + 1600

O NXR-1200 00O NXR-1250 00 0OHZO 2500 00000000 O0OOOC

O bandwidth/ceil D OO DO O0O0O0ODOO0O0OODOhit rate)J 0000000 (byte rate)D 00O O

ooooo
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5.3 class priority 0 0

HTBOOODOODO classO priority0 000000000 DOOOpriority0000 classOOO0O00O0O
00o00doooooooooooooovelPODODODOOODOODOODOOOODOOOO classO OO
OO0 priority00000000000OO

priority0 01070 000000000000000000O00O0O00OODOODOO400000000
OO0 Opriorityd leaf classO OO0 0O00O0OO0O class(parent class)00 0000 priorityd0 0000
oo

6. Packet Coloring

0000000000000 00D0O00MARKO(NXRODODODOODO)O ToSOODODOOODODOToSO
MARKOOOOOODOODODOODOODOODOPacket coloring0 000000 OO0QSOOODODOODOOODO
oono
0000000000000 MARKO ToSOODOODOOOroute-map 0000000 OO0 OO Packet
coloringd 0 000 O NATO packet filteringO OO OODOOODOOOODOOO Packet Traveling D O
oooooooo

7. 0classOODOOO0OOOOOODOODOODO

PQO HTBO O OO classfull O queuingO0 O OO0 O0O0OOOclassOO0000D0OOOOODOOONO
OOOOMARKO O ToSO /Precedence 0 (HTBO O)O DO ODOODOOODOODOOO
MARKOOONXROOOODOODOODOOODO Packet coloringD OO0 ODOO00O0OODOOOOODOODOO
PQOOclassO 0D OOOOOMARKOOODO1OO classODOOOOOOOODO1000000O
HTBO O classO O OO OOOOclass filterO OO O OOOCHass filterOOO OO OOmatchd OO
doodooooooooogoon

0000000000000 0010000b000b00dDclassO00000DOOOOOOODOOO
(route-map0 00000000 DOODOODOOOOO)DO
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O OO0 command

nxr130#

nxrl30#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#class policy NAME
nxrl130(class-policy-config)#

m class

oopooooo  classO0DO000O0ODO

ooooood

o class+child class
class <2-254> bandwidth <1-1000000> (]Jceil <1-1000000>) queue policy NAME
class <2-254> bandwidth percent <1-100> (Jceil <1-100>) queue policy NAME

o class+PQ
class <2-254> bandwidth <1-1000000> (]priority <0-7>) (Jceil <1-1000000>)
queue priority-group <1-255>
class <2-254> pandwidth percent <1-100> (|priority <0-7>) (Jceil <1-100>)
queue priority-group <1-255>

o class+fifo
class <2-254> bandwidth <1-1000000> (]priority <0-7>) (]Jceil <1-1000000>)
queue fifo (Jlimit <1-16384>)
class <2-254> pandwidth percent <1-100> (|priority <0-7>) (Jceil <1-100>)
queue fifo (Jlimit <1-16384>)

o class+sfq
class <2-254> bandwidth <1-1000000> (]priority <0-7>) (]ceil <1-1000000>) queue fair-queue
class <2-254> bandwidth percent <1-100> (|priority <0-7>) (Jceil <1-100>) queue fair-queue

o class+thf
class <2-254> bandwidth <1-1000000> (]priority <0-7>) (Jceil <1-1000000>)
queue shape <RATE:1-1000000> <BUFFER:8-1000000> <LIMIT:1-1000000>
class <2-254> bandwidth percent <1-100> (|priority <0-7>) (Jceil <1-100>)
queue shape <RATE:1-1000000> <BUFFER:8-1000000> <LIMIT:1-1000000>

o class+default queue (default queue : fifo)
class <2-254> bandwidth <1-1000000> (]priority <0-7>) (Jceil <1-1000000>)
class <2-254> bandwidth percent <1-100> (|priority <0-7>) (Jceil <1-100>)

o classO [
no class <2-254>
no class default
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o class default (policyO OO o)
class default bandwidth <1-1000000> (]priority <0-7>) (]Jceil <1-1000000>)
queue (priority-group|shape|fifo|fair-queue)
class default bandwidth percent <1-100> (]priority <0-7>) (Jceil <1-100>)
queue (priority-group|shape|fifo|fair-queue)

o default queue (default queue: sfq)
class default bandwidth <1-1000000> (]priority <0-7>) (]Jceil <1-1000000>)
class default bandwidth percent <1-100> (|priority <0-7>) (Jceil <1-100>)

ooooooo
O bandwidth <1-1000000>0 000000 ObandwidthO O O ceilO 0000000 kbpsO OO
OHTBO O OO0 O Obandwidth percent <1-100>0 000000 ObandwidthO OO ceilO 0 OO0

ooowoooooooooooooooooooooodooooooooooooooooooon
O000O0ceilD0D00ODO0OODODOOODOODOO
00000000 Oclass 10000 0O 0O O 10000kbps x 10% [0 1000kbps 0 OO O OO
1
class policy AAA
class 10 bandwidth percent 10
!
interface ethernet 1
queue policy AAA bandwidth 10000
1

O00000bO000O00bOU0b0o0bobOU0DO1kpsO 000D OOOOkbpsO OO OOOOO
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O 00 command

nxr130#

nxrl30#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#class filter <2-254>
nxrl30(class-filter-config)#

m match
oo0oooon Mark 0 O ToSO O Precedence D O OO OO0
ooooood O0O0OmtchODODOOOODOODOOor0DO00OoooOO

o mark
ooooooo match ip mark <1-4095>
O No O no match ip mark <1-4095>

o tos
ooooooo match ip tos <0-255>
O No O no match ip tos <0-255>

o precedence

ooooooo match ip precedence <0-7>
O No O no match ip precedence <0-7>

296



29

CRP client node



O 290 CRP client node

CRP client node

gobooooboooooao
gbooobgoobobooboobgoobooewsboobgoooobooobooboooo

m CMSONXROODOOOOOOOOOOOO
geMsOOOoOooO0OoO00 netconf(RFC474DO0 0000 netconfO0 00 OO0 OODOOODO OO DO SSH
O netconf over SSH:RFC474200 000000

OSSHO OO netconfOOCMSO D OODOOOOOODOODODODOOOONROOOODOCMSODOODOOO
ooooooogo

m CMSO NXRO O SSHO O

OCMS—>NXRO O SSHO OO RSADOOOODOOOOODD netconfOOOOOCMSO RSAODO O DO
NXROODDOODOOooOOoooSsHoOooobooboooorsAO DD OOoOoDsbogboooboonDg
OoOooDoOoOooOooooogossHobooooooooOviewnodeD O OO0OODOOOO
OeconfigDOOODOOOODOODORADODOODOOD flashDOOODOODO

gewstoNxROO sSHOOOOoOoOooOoooooobooooobooooobobooooboooo
gbooogooogobo

CRP
CRROOOO0DOOODOODODOOOCM)DDODOODUOODOODOODUOOOWDODOODOODOODOO
obooooooooooboocrRrOobpuwpPO OO0 OObObOODOD 1625000000
goooo

m JOO0O0O00ooo
oCRrOdOODOOOOOODOOOOOODObLOODODOOO

m 000000
ooboobobooobooboobooboobooobooooboooboobobobooboobo
OoOoopDoooOooopocRPOOOOODOCMSODOOY)Y DODOOOODOODUOOOUOODOOOODO
oo
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O OO command

nxrl30#configure terminal

Enter configuration commands, one per line.

End with CNTL/Z.

nxrl30(config)#crp client <1-2>

o server address

goooooo
gooogog
O No O

o server port
ooooooo
ooooooo
ooooooo
O No O

O username
ooooooo
ooooooo
0 No U

o keepalive
ooooooo
ooooooo
oooooo o
O No O
ooooooo

CRROOOOCMSOOOCOOIWPODOOOOOOODOOO
server address (A.B.C.D|X:X::X:X]FQDN)
no server address

CRROOOOCMSOODOOODODODOOODOODODOOO
server port <udp:1024-65535>

server port 10625

no server port

CRROOOCOOODCOOOIKDODOODOODOOODODOO
username WORD password (hidden]) WORD
no username

CRRODCODOOOOODOODODOODO
keepalive (]<300-28800sec>)

no keepalive

no keepalive

gcRPODOCOOOODOOOOOOOODOOOODOOOODOOOOODOOODOOOODOOO
O keepalivell O 1] keepalive 36000 OO0 OO OO

OO000Ono keepaliveD O OO OOCRPODOOOOODOOOOODOOOIWKODOODOOOOODOOOO
00000 up/downDCPE IDO OO CUSTOMER IDOD OO ODOOOCOODOOOOOODOOOODODO
ooocrPODOOOOODOOO

OO0O0OONTOOOOO0ODOOOOU0ODOOO0ODOOOO0ODOOOO0ODOOOOODOOO

goooooooooDmwoooooobooOgNTODOOO0ODOOOOOOoOOoOoDOOOO0ODOO
0000000000000 0000D00O000D0O000DO00Okeepalive 36000000000

gboooooo
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route-map node

Route-map
OO0 packetO route 00 0000000000000 O00DOO0OOOOOOaction0O0O00D0DOOO
oooooooo
OPacketO coloring route 000000000 ODOOODOODOPacket coloringD OO O traffic
markO(NXROOOOCOOO)O TosOOOOOOO@esOmarkDOOOOOOOOODOOOO)YDDO
O00dOQesOdOOooooooooon
ORoute-map U 0O ODOOOOOODODOODODO route-mp 0o oooonoononO
OO000O0O0 route-map0 0000000000000 DODOO0OOOOOOOODOOODOOOOOO
matchOOOOOOOactionODOOOODO0O
0100 route-map OO0 OO0 match 00000000000 OOmatchDOOODOOOOOOOOO
OooooooooooooComtchOODOOOOOO0ODOOOOOOODOOOOODIO0DO0OO0O
mtch0 O OO0OD00O00O00O000000O0000000000O0O010O0match OOODOOOO
goooooooooooooo

O OO0 command

nxr130#

nxrl30#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxrl130(config)#route-map NAME (permit]deny) <1-65535>
nxr130(config-route-map)#

<gpooooog >
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0 300 route-map node

route-map node

® match

ooooooo oo0oooooooooo

Ooooooo matchOOOOOOOOOOOsetOOO0ODOOOOO
denyOmatchO O OO0 OsetODO0O0O0OOOOOOO
00000000000 OdO0mtchOOOOOoOOooOonO

o QSOODO@O)YDDOO matchO O
OoOoooono  QesOO0O@DH)OUOOmatchOOOOOODOOOO

IP address(class access-list)[] tos O O mark O (IPv4) ip precedence
ooooooo match ip tos <0-255>

match ip mark <1-4095>

match ip precedence <0-7>

match ip address ACL
coooooo
000 route-map 0 OO0 00O OmatchD OO0 OO O address O tos/mark/precedence 0 OAND O O O

ooooooooog

OtosOmarkOprecedence 0000000000 OOOO0OOOOOOO0ODOOOOODOOOOOm

o BGPADO OO (IO)DOUO matchO O
ooooooo  seP40OO0@OHY)YOOOmatchOOOOOOOOOOOO

ip address(ip route access-list[] )0 nexthop address] med as-path[d origin
ooooooo match ip address ACL

match ip next-hop ACL-NAME

match metric <0-4294967295>

match as-path ACL-NAME

match origin (egpligp]incomplete)

o PBROODO(ODO)YD OO matchO O

OO0oo0oogd PRROOO(MO)YDOOOmatchODODODOOODODOODO
IP address(ip policy access-list)

ooooooo match ip address ACL

oDOIDODODODO

ooooooo ooooopooooooooooo

O No O no match ip [address|tos|mark|precedence|netx-hop (JWORD)]
no match as-path (JWORD)
no match metric (]<0-4294967295>)
no match origin (Jegp|igp]incomplete)
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route-map node

m set

oo0oooon QoSO BGP4OPBRO DI DO DO ODOODOOODO
ToSO MarkOOOOOOOOOOOOOOOO
0000000000000 000ooooooooon

o QSO ((@mOHYooooo

Oo0ooooo QesOOoo@oyooooooooboooooono
tosO Omark O (IPv40 0O)

gooooon set tos <0-255>
set mark <1-4095>

oBPAOODO(CDO)YDIDOOO
ooooooo
OBGPAO D routemap 0 0 000D O00ODOOOOODOODOOODODOODOOO
aggregator Century(] as-path(] atomic-aggregatel] nexthop[d local-preferencel] medd origin
ooooood set aggregator as <1-65535>
set as-path prepend <1-65535>
set atomic-aggregate
set ip next-hop A.B.C.D
set local-preference <0-4294967295>
set metric <0-4294967295>
set origin (egpligp|incomplete)

o PBRODO (DI O)YDODDOOO
ooooooo

OPBRODO routemap 0 000 0000000000000 OOOOOOOOOOOOOOOOGOO

ip next-hopO interface
0000000  set ip next-hop A.B.C.D
set interface INTERFACE

ooooooo
000000000o0o000o0o0o0oo00ooO00oo0oooooooOoonDoD /802.1Q VLAN O

OO0/ 0000 /PPP/WINAX OO O
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0 300 route-map node

route-map node

m class access-list0 00O ip route access-list

class access-list 0 ip route access-list0 00000 route-map 0 matchO O 0O 0O O match ip
addressU O 00000000 ODO0OODOODOODOOODOOI p route access-listd BGP O distribute-
list0 00000000000 000000000

class access-list ip route access-list0 0000000000000 000OOODOODOOO0O
global node O class access-list0 OO ip route access-list0 000000000

o class access-list
OToSOOMARKO O ODOUOOsetDO0ODDODDODOOOODODODODO

o ip route access-list

gecPO O OODO0ODsetDO0DOOODOODOOODODO
O BGPO distribute-list0 OO0 0000OCOO0O0OOOOODOO
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O 310 Web Authentication node

Web Authentication node

WebO DO OO

Web O OO packet filterOD OO0 OOO0ODOOO USERDO IPv4 address [0 source/destination0 0 0O
0000000000000 0OWODOOd packetD OO OOUSERO OO0 O forward(in/out)
filter0OOOOOOO0O0OOWbOOOOOOOODODOOODODOODOODOODOO clientOO0O256000

o [O0O command

nxrl20#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr120(config)#web-authenticate

nxrl120(config-webauth)#

s JOO0

O00000000000OHTTP BasicO OO OO

o authenticate basic

OO00o0oog WebOOOBasicOOOODOOOOODODOOOOOOO
oooooog authenticate basic (|redirect)

a No 0 no authenticate
ooooooo no authenticate
ooopoogog

Oredirect0000000CWebhOOOO UWRLOOODDODODODOOODODOO0OOO URLOO redi-
rect-url0 000000000 O0O0O0O
OwebOODODODOODOODOOXTTPOOOODOODODODOOOglobal node O O http-server
enable0 0000 0O

m OO0 URL

BasicO OO URLO O http://0 000 IP address/login.cgil 00O O0OOOOLANO IPODOODO
192.168.0.254 0 00 O O http://192.168.0.254/login.cgi OO0 OO0 OO 00O 0OWeb OO OO OO OODOO
ooooo

m 0000

O00bOoobOoboOoOousERObOObD wLODOOobOoOoDbOooOo0oDbOo0oooDboOoDOoO0ODdtepsod
O0O00oDoOOoO0OooopoouseRO0D0OOO0O0DOOOoUOODoOOoDOOOOwWwhODDOOOOD O DDefault
oooboooboboon

o monitor

ooooooo monitor port 80 (]redirect)
O No 0  no monitor port
gooooog no monitor port
ooooooo

authenticate basic + monitor port 80
OOoOoOoPCOOOOWhOOODOOOOOOWLODOOODOODOODODOOOOO
authenticate basic + monitor port 80 redirect
OO0OOPCOOOOWhODODDOODODOOOWhOODOO redirect-urlD 0000000
no authenticate + monitor port 80 redirect
OO0OOoPCOOOOWhOODDOODODOOOWhOOOOO redirect-url0 0000000
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Web Authentication node

m URLOO
WebOOODDOODOWLODODOOODODOODOODOWODODODODODODODODODODOODOODOOOD
oooodoowLODoooDoooooooooooooooooooooo

o redirect-url

ooooood Oo0oowLOooooood

ooooooo redirect-url RedirectURL (cf. http://www.centurysys.co.jp)

O No O no redirect-url

m 000000
WebOOODOUSEROOODOOOOODOODO30000DOO0O0O0DOOOOOO

o close idle-timeout

ooooooo O00O0O0OUSEROOOO0DODODO0OO0oO0ooDooooooooooooooa
Timeout [ 60-25920000 0 0000 0O00OO0DOODOOOOOODOODO
Default 18000 00O

ooooooo close idle-timeout <60-2592000>

O No O no close

ooooooon close idle-timeout 1800

o close session-timeout

ooooooo dodobododobdoDooodbOooooDOooDoooDoOoogon
dooooooooooooooooooooooooboooooooooon
Timeoutd 60-25920000 0 000 00000D0ODOOOOOODOO
Default 18000 0 0O O

ooooooaod close session-timeout <60-2592000>

O No O no close

ooooooo close idle-timeout 1800

o close browser-close

ooooooo do0o0ooOdwehO0ODOOO0ODODODOOOOODOOODOOODOODOOOWeOOOO
HIMLO ODOOOODOOoODOeoOdOO refreshOdCOOdoO
refreshD 0 0000000OOOOOO

ooooooaod close browser-close

O No O no close

ooooooo close idle-timeout 1800
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Web Authentication node

m 0000000

BasicO DO OOODO usernamel passwordD 0 000000 /000000 @LOOOOO)OOOOO
RADIUS serverJ 000000000 ODOOOD@ADIUSOO)H)ODOOODOOOOORADIUSOOODOODO
odoodoooooooooooooooog

ooooooo account authenticate (local|radius|radius-and-local)

O No O no account authenticate

0000000  account authenticate local

m 000000

00000000 usernamedpassword0 00 64000 000000000O00O0O0O
ooooooo account username USERNAME password (|hidden) PASSWORD

U No | no account username USERNAME

m RADUISO O
RADIUSO OO PAPOOOODOCOOOODOOORADIUS serverJ 0000000 tImeoutd 500000 3
gooooobgooo

o RADUISOODOOO
Account 0 0 0O O O RADIUS server [0 IP addressOUDP port D OO0 OO (secret)l 00 O0O0O0OONO
OO0O0OUDP portd 00 defaultD 1645000000 ORADIUS serverd 2000000000000
oono
oooodood

radius A.B.C.D password (Jhidden) PASSWORD (Jauth-port <1645]1812]<1024-65535>)

radius A.B.C.D auth-port (1645]1812]<1024-65535>)
O No 0  no radius A.B.C.D (oooooog)

no radius A.B.C.D auth-port (auth-port0 000 0O00OO0OO00O)

ooooooon radius A.B.C.D auth-port 1645

o Attributed O
RADIUS serverJ 0000 Attribute D 000000 Attribute D 000000000 DOODOODOODO
oono
ooooooo radius attribute nas-ip-address A.B.C.D

NAS-IP-Address: OO O OOOOIP O0ODOOOOOOOO

radius attribute nas-identifier WORD

NAS-Identifier: 00O 000 O0DOOO0OOOODOODOODOOODOODOODOO
O No O no radius attribute (nas-ip-address|nas-identifier)
ooooood RADINSODODOOODODODOODOOD Attribute0 00000 OD0OODOOOO
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Web Authentication node

o Idle timeoutO OO OO Attributed O 0O
0000000 idle timeoutO OO OO0 OO OO DO ORADIUS server 00000 Attribute 0 00O
timeout0 000 OO0OOOOOODO
ooooooo radius idle-timeout attribute
(ascend-idle-limit]ascend-idle-limit-vsa]idle-limit)
ascend-idle-limit Ascend-Idle-Limit(Attribute Type=244)
ascend-idle-limit-vsa Ascend-ldle-Limit(Attribute Type=244[VSA Type=260 Vendor-1D=529)
idle-limit Idle-Timeout (Attribute Type=28)
O No O no radius idle-timeout attribute

o Session timeoutD 00O 00O Attribute 0 00O
0000000 session timeoutd O OO OOOOOODORADIUS server 00000 Attribute 0O O
timeout0 0D 0000000 O0DO0OODO Attribute000D0O00O0DODOODO
ooooooo radius session-timeout attribute
(ascend-maximum-time|ascend-maximum-time-vsa]session-timeout)
session-timeout Session-Timeout (Attribute Type=27)
ascend-maximum-time Ascend-Maximum-Time(Attribute Type=194)
ascend-maximum-time-vsa
Ascend-Maximum-Time(Attribute Type=19401VSA Type=26] Vendor-1D=529)
O No O no radius session-timeout attribute

o OO0 radiusOOOOOOO
O00OradiusO00000O0O00O00O0O0OO0OOODOOO
ooooooao no radius

® MACOODOODOOO
WebOOODOOODODOODDODOODODODOOODOODOODOODOOOmac access-listd0000
MACOODODODOPCODODOODODODOODODOODODODODOODODOODOOODODO
ooooooo mac access-list (permit]deny) HH:HH:HH:HH:HH:HH (] IFNAME)

O No O no mac access-list (permit]deny) HH:HH:HH:HH:HH:HH

m WebOOOOOO

WebOOODOUOOODODOOODOODOOOO hostO networkO interfaceJ 000 WebhOOOOOOOO
0000000 OwhOOODODODOOOoOoOooooooOagoDglobal nodel ip web-auth access-list0
OoOooDooOgOwehODDOOOO0DODO interfaceD0O0OINOUTOODOOOOOOOODOOOOO
OO0O0O0OD0OOinterface0 0 0000OOOODO interface/tunnel/ppp node O ip webauth-filter 0 O O
coooooo
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Web Authentication node

m 0000000

O0000Ilogin successO OO0 syslogO OO O OO0
ooooooo log enable

O No O no log enable
ooooooo no log enable
goooooo

OO00O0Olog enableD 0 OTCPBOD OO OO OO ODOOlogin successO OO0 syslogO OO 0000

0000 log enabled 00O login.cgi OO OOOOOOONO login successO0 000 syslogO O OO0
od
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O 320 WarpLink node

WarpLink node

WarpLinkOOOOOOODO

WarpLinkOOOOODOOUOOODOOOOOOOOODOODOOWarpLink ManagerOOOOONXROODO
gooobooogn

o [O0O command

nxrl20#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxrl20(config)#warplink

nxr120(config-warplink)#

m JOOO00O0OO0

oJ0DDOOODOODOOOINODODDOOOOOOOO

WarpLink Manager 0 OO0 OO0 OO0 OO0 IDOD0OO0O0O0O0OOOOOOOOOOOOOOOOOOOOO
oooooo

ooooooo account username USERNAME password (|hidden) PASSWORD

O No O no account username (JUSERNAME)

o0O0ODOODOODNSOOO/O0D000OO

O0DODOOOONKROWAND IPODO0O0D0DODOOODOOODOO0ODOODOODOODOOOODOOSO
ooooo

goooooad service enable

O No O no service

ocdD00IDO0ODOOODOOOOODO

NXRO CPUODOODOODOODODODOOO0ODOO0ODODODODOO0DOOoODoOoOooaoDoDNSODoOog
Jooddoo0od0ooo0odoooooooooooos000ooooooooos3oooon
Jdoooooo3nuooonoo3nooooooon

00000000 2000000000004dEthernetd VLANO PPPO Tunnel O WiMAXC Bridged O O 0O O
0000000000020 0000000000000000000000000O000O000
ooooooo send-statistics interface INTERFACE

ad No O  no send-statistics interface (]INTERFACE)

olsyslogO O OOOOO /00000

NXRO syslogD 0000000000000 0DOOODNSOOOO0OODOOOOOOOoOoOOooOgo
000000Dooo0oooos000d0n0dsyslog0 000000000 OOONO 100KbyteO O OO O
ooo

ooooooo send-syslog enable

O No O no send-syslog
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WarpLink node

m O0OO0000
odWarpLinkDOOOODOOOOO
WarpLinkDOOOOQOOOOODODOOOODOOOOOO
oooooog restart warplink
goooooo view node0 000000

o[Oconfig OO OO

NXRO configD OO0 O OO0OO0OOOO0OOOODOOOOOODNSOOO/0000000DCOOOOO
ooooooo

oooooog restart warplink send-config

goooooo view nodeJ 000000

o O WarpLink ManagerCD OO OO OOOO

WarpLink ManagerD 0000 O0O0O0D0OOO

goooooo show warplink

O0oooogd  viewnodeODOOOOODO
0o0ooopoooOdoooooooooooogoooo

00 ooood 00
Successed WarpLink Manager0 0 O OO QOO
Failed login ooooooooooo

00000000000 WarpLink Manager
ooooooooo

0000000000 0OWarpLink Manager
ooooooooo

Failed registraion |WarpLinkManager00 OO OO OO0OOOO
Status error WarpLink Manager0 0O OO0 O0O0OO

Starting

service
Stopping

313



33

Extended track IP reachability node



O 330 Extended track IP reachability node

Netevent O O O O (ip reachability)

Netevent O O 0O O (ip reachability)

Netevent 10 0000000000000 0000 trackO0DOOOOODOoption0 00000000
OO0OONetevent 000D 000 track DD D000 DO000OO00OF NeteventDDOODOOO00DO
0o

O OO0 command

nxri25#

nxrl25#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxrl25(config)#track <2048-4095> ip reachability
nxrl125(config-ext-track-ipr)#

m destination
ooooood ip reachability 0000 ping0D 00O IPOODOODOOOFRONODODODODO
goooooo destination (A.B.C.D]JFQDN)

B source
o interface
ooooooo ip reachability0 000 pingD O 00000000 ODOOODOODOODOOOOO
goooooo source interface ethernet <0-2>
source interface tunnel <0-255>
source interface ppp <0-4>
source interface wimax <0-0>
0 No 0 no source

o ip

Ooo0ooooo ip reachability0 000 ping0 000000000 DOODOOODOODOO
0ooooogd  source ip AB.C.D

O No O no source

m payload-length
ooooooo
Oip reachabilityO OO0 ping0D 00O O size(icmp header OO0 00 O)0O000ODOOOOODOODO
goooooo payload-length <56-1500>
oooooon payload-length 56
O No O no payload-length
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O 330 Extended track IP reachability node

Netevent O O O O (ip reachability)

m transmit

o interval

coooooo ip reachabilityOD OO0 ping0 00 0O00O0DOOOOODOOOOODO

ooooooo transmit interval <10-32767> (|variable)

coooooo

OvariableJO00O0OOOOping N6OOOO pingDOO00O0OCOO0O0OODOOOODODOOODefault
ooooooo

o retries

ooooooo ip reachability0 000 pingO retry0 00000000 O0O0OOO0O
ooooooo transmit retries <0-255>

O No 0 no transmit retries

m recovery

o count

ooooood 00000000000 ping K OOOOOOODOOODOODODOO
goooood recovery count <1-255>

gogoooog recovry count 1

0 No 0 no recovery count
o delay
ooooooo

Oip reachability 000000000 OOCventup OOOOCOOO)OOODOO up OO actionO
O0O00D0OC0COdelay OOOOOOOOODOOO
ooooooo recovery delay <10-3600>
O No O no recovery delay
coooooo
ODelay timer DO OO0 OOOOOOtrackd down state OO0 OO0 OO0OO0OO ip reachability
check OOOODOOOOO
ODelay timer 0 OO0 event down retry0 000000 OOdelay timer O cancel 0 00 OO
ODelay timer O timeout O OO Oevent upd actiond0 000000 OOOOODOdelay timer 00O
00000 ip reachability fail count 00 D0 O OO OOactiond O 00O O reachability
checkDOOOODOO
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Netevent O O O O (ip reachability)

m set

o df-bit

goooooo ip reachabilityO 000 ping0 O OO0ODF bitOO O DOOODOOODOOODO
ooooooo set df-bit

ogoooooo set df-bit

a No O no set df-bit

o ttl
ooooooo
Oip reachabilityO OO0 ping0D 00 OO TILODOOODO O ODefaultd O systemd TTL O (64)0
setJO 00
OO0OoooOogd set ttl <1-255>
oOoooogOd  set ttl 64
O No O no set ttl

B rtt
o threshold
ooooooo
Oping request 0000 000Oreply0 0000000000 Round trip time)J OO OOOO0O
O0Oreply0 0 0000000000000 OO0O U replyD 00000 T rttdelayD 000 oonad
O0rtt statusO downO OO0 OO0 0ODPefault OO ORTTOOODODOOODOOO

o normal-count
ooooooo RTT status up0 0000000 ret OOODOOOODefaultO 030000

o delay-count
OOO0oo0O0O0O0d RITstatus downOD O OOOO0O0OCO0OOOCOOODefaultDO30000

ooooooo rtt threshold <1-5000>
rtt threshold <1-5000> normal-count <1-255> delay-count <1-255>
U No U no rtt

m netevent

o threshold

ooooooon monitor-logCO OO loggingO DO OO OOODOOODOOO
oooooon netevent monitor-log-status

goooood no netevent monitor-log-statust] (0 O)

O No O  no netevent monitor-log-status
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O 340 Extended track IPv6 reachability node

Netevent O O O O (ipv6 reachability)

Netevent O O O O (ipv6 reachability)

Netevent D D0 00000000000 00DO0 trackDOOOODOOOO optiond 00000000
OO0O0ONetevent D0 OO0 D00 track D0 DO0DO0DOD0OO00DF NeteventDOOOOOOOOO
0o

O OO0 command

nxri25#

nxrl25#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr125(config)#track <2048-4095> ipv6 reachability
nxrl25(config-ext-track-ipr)#

m destination
ooooooo ipv6 reachabilityO OO0 pings0 OO0 O IPv6eO OO OOOOFNOODOODOODO
O0O0O0000  destination (X:X::X:X]FQDN)

B source
o interface
goooooo ipvé reachabilityO0 000 pinge0 000000000000 OOOODOODOOOO
gpoooooo source interface ethernet <0-2>
source interface tunnel <0-255>
source interface ppp <0-4>
0 No a no source

o 1ip

ooooood ipv6 reachabilityO OO0 ping60 000000000 OODOOOODOOOOO
go00O0O0OO0d  source ip X:X::X:X

O No [l no source

m payload-length
ooooooo
O ipv6 reachabilityd OO0 pingé 0 0 00O size(icmpvb header OO OO0 O)OOOOOODOOODO
ooo
gpoooooo payload-length <56-1500>
goooooo payload-length 56
0 No O  no payload-length
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Netevent O O O O (ipv6 reachability)

m transmit
o interval
goooooo ipv6 reachabilityO0 00O pinge0 0000000000 OOODOODO0O
0O00oO0oOgo  transmit interval <10-32767> (Jvariable)
oooooog
Ovariable D00 0O0O0OOpingg NGOO OO pinge0 00000000000 O0O0ODOODODefault
ooooooo

o retries

goooood ipv6 reachabilityO OO0 ping6 0 retry0 0000000000DOOO0O
ooooooo transmit retries <0-255>

O No ad no transmit retries

B recovery

o count

ooooooo 00000000000 pinge OK OOOOOOOODOODODOODOO
gooooon recovery count <1-255>

goooood recovry count 1

| No O no recovery count
o delay
goooooo

Oipv6 reachability O 000000000 OCevent up OO0OD0O0OO)D0ODOODO up OO action
OO00000O0OCOdelay OOOOOOOOOODOOO

opoooooo recovery delay <10-3600>

O No 0O  no recovery delay

oooooog
ODelay timer 0000000 OO0ODOtrackd down state 00000000000 ipve
reachability check 0O OO0 OOOO
ODelay timerd OO0 event downD retry 0000000 OOdelay timerd cancel DO O OO
ODelay timer O timeoutd O O Oevent upO actionD OO0 O0OO0OOOO0OOdelay timerd O
000000 1pve reachability fail count 00 OO0 O0O0O0Odaction0 00000
reachability checkD OO OO ODOO
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Netevent O O OO0 O (ipv6 reachability)

m set
o hop-limit
ooooooo
Oipv6 reachabilityO0 OO0 pinge0 0000 hop limtO OO O OO0
0oooogn  set hop-limit <1-255>
goooood  set hop-limit 64
O No O no set hop-limit

m rtt
o threshold
ooooooo
Oping6 request0 000000 Oreplyd0 0000000000 (Round trip time)OD OO O OOOO
O0reply0 000000000000 OO0OO0O T replyD 00000 T rttdelayD0oonoonog
O0rtt statusO down O OO0 OO0 0DPefault OO ORTTOODOODOOODOOO

o normal-count
ooooooo RTT status up0 OO0 00000 rtt OOODOOOODefaultO 030000

o delay-count
oooDoO0O00 RITstatus downODOOOOO00OO0OO0O0OOCOOODefaultD 030000

ooooooo rtt threshold <1-5000>
rtt threshold <1-5000> normal-count <1-255> delay-count <1-255>
| No t no rtt

m netevent

o threshold

goooood  monitor-log0 00 loggingD OO0 OOOOOODDOODO
goooooo netevent monitor-log-status

goooood no netevent monitor-log-status] (0 O)

O No 0O  no netevent monitor-log-status
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O 350 Monitor-log node

gooao

Neteventip/ipv6 reachabilityO OO OO OO reachabilityOD 00000000 OD0OOOOODOODOO

oood

CO00o0opooOo@oooOo)y Oooooooooooogwss flashoOO)oooooooooooOo
ooo
OO0O000DOCO0O0D0ODOOOOshow monitor-log0 000 (view nodedO)O CLIDOODOOOOO
00000000 OcecopyODOOO(view node 0O ODOOOOODOOOODOO

m JO000OO@OOODOoOOooo
O000000OOreachability0 00000000000 OO0ODOOOOO
(1) reachabilityd OO0
00o00oo0ooooDooodoooooooooooooooooooooooDooooooog
000000000 Dead/Delay0 0000000 O0OOOOCANNVeDDODOODODODODODOOD
ooooooono
<goog s>
1.TracklID
ONeteventO OO OOOO TrackO IDODOODOOODO
2.0000
0 DateAndTime O O O O 0O 0O O O (ex. 2010-9-30,9:45:36.0)0
3.000 1 IPva00 00O
4. 000 1PvA000O0O
5.0001Pv6e0 OO0
6.000 IPv6e0 OO0
7.00
8.00
9.00
100.0000@EO0OO00O0O)
1: Alive(OOO/ARTTOOOOOODOOO)
2: Dead(U DO O)
3: Delay(RTTO OO O)
11.ICMP Code/Type
12.0000@0O00 000 0ONextHop MTU)
13.RTT[msec]
O Trap0O0O0OORTTOODOO
U4OPve 0000000000 @OOO0O Deadd O O)
BOpPvAO0O0O00O000O00@O0OO00O0 Deadd O 0)
<pgoooooo >
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m 00000O0O@OOOOOO0000 (©0)
(@ booooboo
oooooooboobooooooooboo
<0 O 0>
2010-10-5,18:15:15.0,0,133052,5
<ggogd >
1.0000
O DateAndTime O O OO O OO O (ex. 2010-9-30,9:45:36.0)0
2.Ccpunooo
goo300gboooobioomoooboon
3.0000000 [Kbyte]
4.00000 00 Connection Tracking O O
gooooOoOooopoo@Liocoooooogooooooo)ybooboooooo

m 0000000 (USB FlashOOO)O0OOOOOOO

() 00000000

000000000000 00000000000000000000000 (1500 1000 Koyte)d O O
0000000000000 000000000000000000000000000000(@ O
O000000)000000000000000000000US FlashD0OOOOODOO0OOO gzip
00000000000000000000000000000000000000
O00000000000000000 (global noded schedule D 00000000000 O0)D0O0
oooo0o0ooo

reachability 00 000 0000000000000 O0O000O000000000000000000
00000000000000000000000

(@ 0oopoooooooooag
0o000d0O0b0o0obO0obO0ob0ooboobobO0obOoobOOoDbODbuse Flashoooooobooo
USB FlashO OO OOUOOODOOOOODOOOOOOOOOODOO0OOOOOOOO@Oi10o0o000)HO
oo000doO0bo0oooobooboobooboD0oboooOo0OobobObOOoDOoboOoouss Flash oo
gooood
goooobooboooboobgoobobboobooboobooboobobobooboooboooo
gooooooooooo
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O 00 command

nxri25#

nxrl25#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr125(config)#monitor-log

nxrl125(config-monitor-log)#

m reachability
oooooog
Oping/ping6 00 000000000000 OODO0ODOODOOOOOOODOO0OOODOODOO

goooooo reachability (diskO]diskl) (]threshold logsize <150-1000> files <1-10>)
reachability (diskO]diskl) threshold logsize <150-1000>
reachability (diskO]diskl) threshold files <1-10>

goooooo no reachability

O No O no reachability

B resource
ooooood 0oooooooooooooo3goooooooooooooooonooDo
goooooo resource (diskO]diskl) (Jthreshold logsize <150-1000> files <1-10>)
resource (diskO]diskl) threshold logsize <150-1000>
resource (diskO]diskl) threshold files <1-10>
goooooa no resource
U No U no resource

gboooooo
OoDOobooobooboobogdiskojdiskiOO0)yDooooousBoODODOOODO USB FlashO O OO
DOooooOoOdO0diskeDOOoOgooousei0donooouse FlashDOOODOOOOODOOOdiskl
goooooo
OlogsizeOD O OO0 MOOOOOOOODODOODODOODOOO
OfilesO0 00000 OO0OO0OOOOOODOOOOOODOOOODODO
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0O 360 interface WiMAX node

interface WiMAX node

m UQ WiMAXO O
NXR-155-/C-wwO OUQ WiMAX O DO DODO0O00O00DODOO0o00ooooooa

WiMAX

uQ
CERTIFIED

O UWQWwWiMaX OOOD0OD0O000D0O0D00o00ooDOouw wivAX DODOOWIMAX MAC ODOODOODOO
OoOooooOoOwiMAX VAC DDOOO0OO0OODOO0O0OOOo0oooOoooooooooooobooo
o

O oooooguwwiMxobooooooooooooooobooooogoooooooobowooo
goooooboboobobooboboboobobon

O wWiMAX OOO0oooooooooooooooooooooooooooo

B WiNAXOOOOOOO

O WiMAXO Worldwide Interoperability for Microwave AccessO O OO0 D00 ODOOOOOODOODOO0O
OOoooooooooowivaxoooooouw wiMvxOooooooooo

OEthernetJ 000 L2 ARPODOOOOODO

Olipva0 00000000 O0OOO0ODOOOOO
Olpva000O00O0ODHCPVAO OO DODOODOODOOOUOODOOOODOOUODOOODODOOODOODOOO
0000 1IPO0OO0OO0OOO0O0O0O0O0OOOEthernetD 000 ARPOOODOD OO O point-to-
point0 00000000 OCO0O0DOOOO
ooooooogooooobooooooooooDobooooDooooOwivaxoooooooooo
ObHCPO O OO IPVMAODOUOOOODOODOOODODOODOODOOO/O0D0OODODO
OwivaXO OO /00000SNWPODODOOOODOOOO uwp/downOODOOOOWIMAXODOOODODO
Oo0o00ooo0oooooonoOoOadminup/downd 00000000 O0ODO0OO0OOOODOOOOO
OOWiMMXO downO OOOO0OOO0O0ODODOOOODOOOOODOOOOOOOOOODOO
00000000 0U00OOOoO00oOO0oO00DOoOo0ooDogdfast-forwardingD OO0 O0O0O0OOOO

oWiMAXUODOOOOOOOOOO
DOooOwiMXODODOoOoooDoooooooooooooooooooooooooooooom
!
interface wimax 0
ip address dhcp ODHCPO OO ODOOO IPOODOOOOODOODOO
ip masquerade girooooooooooooo
1

ip route 0.0.0.0/0 wimax 0 O WiNMAXO OOUOOOOOOOOOOOODOOOODOOOOODO
!

OwivaXODOOOODOODOOOOOOOOOno wimax auto-connect 0000 0OOOOOOODO

wivXOODOoOooOoOooooooooooooooooooooobooooooOgdclear wimax 0
goooboogoog
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interface WiMAX node

o OO0 command

nxrl155#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxri55(config)#interface wimax 0

nxr155(config-wimax)#

O ip redirects
ooooooo
OICMP redirectO type=50 00 0000000000000 0O00ODOODOO0OODOODOODOODOO
000000000RFC792(T
00000 Send redirect00O000OOOICMP redirect 0 0000000000000 DOOODOODO
oooooon ip redirects
ooooood ip redirectsC 0 (O 0O)
OoOoONeO OO no ip redirectstd (O 0O)
ooooooo
0000 ICMPRedirect D 00O OOOOICMP Redirect DD 0D OO0 OOHestD OO ODOODOOODO
oo0oo0oooooDooooooooDoDbDOoDbDOobooDO
0 Host A0 OHost B(192.168.1.100)0 0 IPv4a0 000 O default gw(NXR) O O OO OO O
ONROODODODODOOOOOD192.168.1.0/240 00 next hopd 192.168.1.2530 00000
OO00ORouter AUDOODODOODO
O 0O000O0Onext hopO Router ADDODOODOHost ADODOODOOODODODOODOHost AD
ICMP Redirect0 DO O OO0
0 Host ADODOOOHost BO OO IPvAO O OO OO ICMP Redirect 0O 00O OO next hopO OO
O0ORouter ADODOODOODO
OO000O00OICMP Redirect DD 0D 0D0O0DOO00ODOODODOODOODODOOOODOODDODOO
00000oooood forwardingD OOO0OD0OOO
PC B: 192.168.1.100

A
L oo e e e —
i :
|
T
192.168.1.0/24 !
|

ABTAYIIL—b
192.168.1.0/24 (gw) 192.168.1.253 NXR Router A
192.168.0.254 1 192.168.0.253

. -] |
Send Redirect 34 -~ ‘ @ 1P to 192.168.1.100 !
|
_____________ L1

192.168.0.0/24

T
| @ 1P to 192.168.1.100

3 Redirect (Next hop=192.168.0.253) l
(1) 1P to 192.168.1.100

&

PC A: 192.168.0.100
Default GW=192.168.0.254
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interface WiMAX node

O ip tcp adjust-mss

ooooooo

O Path MTU Discoveryd PMTUDO O O OEnd-to-end0 0000 O000OCO0ODOCOOONMNUOOOOO
ogoooooooooooooooooOooooOoboooooOoOoobOoogoOoobboOoBoooo
OO0O0ooOooIvaOO0O0OD0OOOO0O ICMP fragment needed 0000000000 OOOCODOO
OoooooooooooDoooooooeMtDODOOOOOOOOOOOOODOOODOOPMTUD
godooOdoooOdoUooodoovooooOoooOoOoOoo0oOooOO0o0oOoOOUooOOUEnd-
to-end0 O 000DOOOO0DODOOOODOOODOOOOOOOOOOTCPOO  SYN/SYN-ACKO O OO
gwmssOOOOoOOoOoOoOoOoO0OoOOoOOooOOUOOooOoooOoOoTCcPODOOUODOOODDOODO
cooooooooooobogooboooobooooboooobbooooboooooDoDo

oooooono ip tcp adjust-mss (auto]<500-1460:bytes>)

oooooao no ip tcp adjust-mss

OO00ONoO OO no ip tcp adjust-mss

ooooooo

Olpvi0000O0OO0OOOOOOTCPOOOOOOOOOOOOTCPODOOOODOOUODOOODO
goboooooooooooooboooowssoogooooo

OO0ooOooowMssOdooOdU0oOdbDauto000O0OOOOOOMSSOODOOOOMSSOOODOO
oooooooooooboboooo

OoO0Ooooooooooosssbocoooooogoogwswssooooboooooooooogoooog
ooo

gupPOICMPOOOOOOOOODOOOUOOODOOOOOOOOOOOODFODOODOCOOUODOODO
gooooooooooooooboooooooooooooooboooo

(M no ip tep adjust-mss0 00O OOOOTCP MSSOOOOUODOOOODODOOO
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interface WiMAX node

O ip mask-reply
ooooooo
OOpenvViewDO OO ODO0DOO0OODOODOODOODOOOOOOODOOD ICMP address mask request
Otype=1700 0000000000000 O0O0OOOOOOOOOOOOOOOOOOOOOOOO
oooooooobooooooood
OO0O00ODO0ODOICMP address mask request 0 000000000 OOODOODOODOOO
ooooooo ip mask-reply [ ICMP address mask request 0000 O [

goooogon no ip mask-replyd ICMP address mask requestd 0 OO0 00O I
OO00ONO OO  no ip mask-reply
ooooooo

O ICMP address mask request/reply 00000000

ISP~ __ppp0 (10.0.0.196/32)

L7~ ICMP address mask reply D E%h
//
a NXR#1 NXR#2
192.168.0.254 192.168.0.253
§ A
ICMP address mask replyh" &30 Request (to 10.0.0.196)
Request (to 192.168.0,254)
192.168.0.0/24

j A/ Reply (mask=255.255.255.255)
Reply (mask=255.255.255.255)

S

OpenView
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interface WiMAX node

O ip arp reachable-time

0000000 OCOOUOUOOARP JO000000O0D0O0ODODODOOOOOO

ooooooo ip arp reachable-time <30000-3600000>

ooooooo ip arp reachable-time 30000

OO0O0ONoO OO  no ip arp reachable-time

0000000 showarp JO00OODOOOOOOOREACHBLED OO OODODOOODOO
O00000O0MmMO0.50 1.50x reachable-time D 0000 O0O0O0OODOO

O ip arp queue length

goooooo

OEthernet/VLANWINAX O OO O OODOOO IPVMAOD0O0O0OCODODOO0O0OODOODOOO next hopd D
MACOOOODOODOOOODODODOODODOOODOOOOMACODOOODOOOODODOO queueingd OO0
goooooooooooo

ooooooo ip arp queue length <1-1000>

ooooooo ip arp queue length 3

OO00ONoO DO no ip arp queue length

goooooo

00000000 (Ethernet/VLANWINAX) D OO OO OOOOODOOOO

OQuete 00 0DDOODOOOOOOOOOOODO

000 queueO queueing0 00 0000000000000 OOOOOOOOODOOOOOOQueue
00000000000 00ooooooO00Oquesed000OD0O0O0OODODOOO0O

O ip access-group

ooooooo
Oglobal node0 D00 O0ACLODOODODODODODODOODODODODODODOODODOODODO
ooooooo

ooooooon ip access-group (injout|forward-in|forward-out) IPV4-ACL-NAME

OgooONeO OO no ip access-group (injout]forward-in|forward-out)

ooooooo
00o0o0oDooo0ooooooooooonoooooDoood@Oon Packet TravelingD O 0O)O OO
00400000
in(local input) NXRROOODOOOOOOODOODOODODODOOOO

out(local output) NXRO O OO OO DODODOODODOODODOOOD

000000000000 0O0NRDOODOODOOoOoOoOoooooooooon
forward-in NXROODOOOODOOODOOOOOO forwardingD OOODOOOOOODOOO
forward-out NXRO O OO OODODOO0OOO0ODOO forwardingDdODOODODOODOODOOOO

OmacO0 0000 ACLOOoutOd OO forward-out 000000000 ODOODOO
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interface WiMAX node

O ip masquerade

ooooooo

g0oo00ooOoO0O0oo0o0oOoOoOoUoooo0oOoOUoDooOoOooo IvM4O0ODOOODODODOODOOO
oompv4adO00oooooooooooonDo

oooooono ip masquerade 0000

oooooao no ip masqueradel] 00 O O

OO0ONoO OO no ip masquerade

ooooooo

000000000000 (Ethernet/VLAN/PPP/Tunnel/WiNAX) DO O OO OO OOODOOODO
OTCP/UDF/ICMPO OO OO0O0OOOOOOODOOOODOOOODODODOOODOOOOODODOOO
Olpv60O0O0O0OOMWPOOOOOOOOODODOOO

Oforward out/local output O OO 0O OO0D0OOOOOODOOOOIIPOOOOOODOOODOOOO

O ip (snat-group|dnat-group)

ooooogo

Oglobal node0 0000 SNTOOODNATOOODOODODODODOODOODODODOOStatic NATO
oo0ooooooooooon

OSNATOOODOODODOOO00OO00ODODOODNATODDODOODOODOODODOODOODOO

oooooono ip (snat-group]dnat-group) NAT-NAME

OO0ONoO OO no ip (snhat-group|dnat-group)

goooogn NATO DO OO OOOOiup snat/ip dnat)d O OO (global node)D OO O OO

O ip spi-filter

ooooooo
000000000000 000000SPIO Stateful Packet Inspectiond 00000000 OO0O
0o0ob0boooooobDooooooDooOOooDooDoD0oDO0ooDo0oDoDO0oDO0ObOOoDbOOoODOD
oood

oooooao ip spi-filter 0O O0O0O

oooooono no ip spi-filtero 0 OO

O0ONoeO OO no ip spi-filter

ooooogo
O00000D00000OOestablishedD OO0 related0 0000000000 OO0ODOODOODO
OEstablishedD 0 00O 0O0OO0O0OO00ODOODOODOODOODOODOOOOOOODOODOOOOOODOOO
ORelated 00000000 0ODODOODOODOODOODOOOOOOFTPOODODODOOOODOOO
oooo

00000000 00oO0o00dsyn00D000O0O00OD00ODOODOODOODOODODOOO
OSPIOOforward in0O 00 local input0 00 0000000000000 DO0OOOOOOOOOO
oo0oooo
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interface WiMAX node

O ip spi-filter log
0000000 OCOODoOodOdOOsyslognodedOOOOOOOOOO
oooooosPooooooooogobodsyslog0000oooooooono

goooooo ip spi-filter log [limit <0-100>]

gpoooooo ip spi-filter log limit 10

gooONeO OO no ip spi-filter

ooooooo

OlmitJ000000100000000O000ooo0ogoooogoooooobo/booOoo

gwaNnDoooooooooooooosooooooooooobooooboooboooooooon
oo0oooooooooooooogo

O session invalid-status-drop-interface
ooooooo
Osession invalid-status-drop OO (global node0 0 )00 O0OOOODOOOODOOODOOOOOO
oo
O00000Odefault 0O0OO0ODO
go00oO0ooogd  session invalid-status-drop-interface enable
goooooo no session invalid-status-drop-interface enable
OgooONeO OO no session invalid-status-drop-interface enable
ooooooo
0000000 DO00DO0o0o0o0o0ooDbOobooOOoondglobal node [0 session invalid-status-drop
000o00o0oo0ooDob0ooooooooooDooooDoDoooooDdDdwimax 0 OO0
goooooboobpooooooog
- global node [0 Osession invalid-status-drop OO0 OO0 OO0
nxr155(config)#no session invalid-status-drop enable
-0o0o00ooooooooooooooooon
nxr155(config)#interface wimax 0
nxr155(config-wimax)#session invalid-status-drop-interface enable

O netevent
ooooooo

000000000000 00000 WiMAX O connect(D OO disconnect) D 0 DO OO0 OO0
gpoooooo netevent <trackid:1-255>|<trackid:2048-4095> (connect|disconnect)
gddNoO OO no netevent
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interface WiMAX node

O ip webauth-filter

ooooooo
OwebOOODOODODOODODOODOODODODOOOODOOOOOOODOOOODOODOODOODOODOO
00oooOweh0DoooooooboboooooonDo
OwebOOODOODOOOODOODOODODOODOOOINOUTOODODOOOODOOOODOOODOODOO
O0DefaultO D O0OODOODOOO

goooooo ip webauth-filter (forward-in]forward-out) WEBAUTH-ACL-NAME

gooONeO OO0 no ip webauth-filter (forward-in|forward-out)

ooooooo

OwebOODODOODOOODOOOODOOOIp web-auth access-listO 00O O Oglobal noded OO OO
gooood

OWeb OO ODOODOODOWeb Authenticate node0 000000000

O ipsec policy

0ooooono oOO0D0DO0D0DO0o0ooooooiIrsecOO0OODODODODODOO

gooooood ipsec policy <local policy:1-255>

gooONeO OO no ipsec policy (J<local policy:1-255>)

ooooooo
O00D00oo0oooodIpsecO00000OD0ODO40000000000000D00000O00O0O
000000ooopDoogoiwprsecO 0000000 DODODODODODODOOD

O ipsec policy-ignore

ooooooo

OlPsec policy 0000000 DODOO0DOOODOOOOOODODOOINPsec policy OO0 any O0O0O0O
000000oooooooogoipsec DO0OODDOODOOOODODODOOOODOODOO

gooooood ipsec policy-ignore (]inputjoutput)

oooooog no ipsec policy-ignored 000

Ogo0ONeOOO no ipsec policy-ignore

ooooooo

OlnputO0 OO0 O O0ODOinbound policy check OO OOOOO0OOIPsec DOO0DOOODOOODOO
000000 Doooooooooooooooooooo

OOutput 0000000000 0ODODOO0OO0DOO0DO0ODO0ODOOOOO0DOOINPsec policy 000D
dooooooooooooooo
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® QoS
ogoooooo QeSO OO

o HTBO OO

ooooooo queue policy POLICYNAME bandwidth <1-1000000> (]ifg-pa-fcs)

ooooooo
OHTBOOOOOODOOclass policyOD OO OOO0OO0O class policyD OO0 OO0
O000000class policyOD OO0 D0OOO0O0OOclassOO00OO0OOOOOOODOO class policyd OO

00000000 HBOODOODODOO

ObandwidthO O class policy DO O OO0 O0OO0O0OOO
Oifg-pa-fes(UO0)ODODODOO0OO0O0OODOODefaultd 00 OO0

o PQUDODO

O0O0OoooO queue priority-group <PRIORITY-MAP-NUMBER:1-32>

ooooooo

OPQODOODOOODOOglobal noded O OO0 priority-map0 000000

000000 priority-map0 00 0000000000000 default classO00 000000 PQO
00000000000 priority-map0 000000000 OPOOOODOOODO
O00classO000000000O0O00OOdefault classO00000O00O0O0OO

o SFQUDODO
ooooooo queue fair-queue

o FIFOO OO
ooooooo queue fifo (Jlimit <1-16384>)
ooooooo limitO FIFOOOOOOODOOOODOOOOODOOO

o TBF(shaping)O O O
ooooooo
queue shape <RATE:1-1000000> <BUFFER:1-1000000> <LIMIT:1-1000000> (]ifg-pa-fcs)

ooooooo

O <RATE:1-1000000>  Shapingd O O (Kbps)D OO OO OO

[0 <BUFFER:1-1000000> BucketU O O 0O (bytes)D DO OO OO

O<LIMIT:1-1000000> TokenO OO OOOOOOOOCOOOOOOODOOOOOOOOOO (bytes)

ooooooo
Oifg-pa-fcs(UO)DOODOOOOODOOOOODefault0OOOO0O

o no queue

gooooon no queue
ooooooo 0000000 queued 000 0O Odefault queuel pfifo fastO OO O OO O0O
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m QoS (0O)

o classify

ooooooo classify (input]output) route-map ROUTEMAP

ooooooo
O0o00ooooooooooooooooooDl0ooooooooodOinputd outputd OO OO
oo0ooooooooon

Oinput0 00 000O00D0OODODOOPRE-ROUTING(O O O Packet TravelingD O O)O0 O OODOOODO
Ooutput 00O O 0ODODOOOOODOPOST-ROUTING(O O O Packet TravelingD O O0)0D OO0 OO0OODO

o no classify

ooooooo no classify (]input]output)

ooooooo

O00d0o0oooo0oooooooooooooooon

(Mno classify0 000000000 (inputd output) DO 0000000000 ODOOOOOOOO
input0 00 output 0O OO OO0

e ifg-pa-fcs

00000000 00o0O0000o0o000o0o000oo00o0o0o000Do00O0onan shapingd
OOFCSO IFGO PADODOOOOODOODOOO rate00000O00O0DOONO0OOshaping rate0 000
O00000O0OOOEthernet 00000000000 O0OOOO0OOFRCSO IFGO PAOOOODOOO
O0000o0ooooooonooooooodoooooooDo0ooooonDoOndndEethernet/
WIMMXDOODODOOODODODOODODOOshaping rate0 000 00O IFG(inter-frame-gap 0 00 00 0O
2000000)IFCS@OOnO)OPA(preamble: 80 00O OO0 OOOOOOOOOOOOODOOO
O000oooDoO000oDoO00o0oo00ooo0Uoooo0oooooooDoooooDooooon
Pefault DO OO OOOODOOOOOIFGOPAORCS DODOODOOODOOOOOMM

336



O 360 interface WiMAX node

interface WiMAX node

m JO000OOODOO@@OOODOOO)
ooooooo
000000000000 0000oo00oo0ooo0d0ooo0ooo0oooono (wimax <0-
o> DDOOooooooooooo
ooooogo
00do0o0oooooooooOodOmail server node0 00 OOO0O0OOO

o mail send server

ooooogo 0000d0000o0odooooooooooogn

goooood mail send server <0-2>

OOddNeO OO no mail send server

ooooooo D0000000000000Omail serve nodeD 000000000

o mail send from

ooooooo oo0oooooooooooooon

ooooooo mail send from WORD

goddNoO OO no mail send from

ooooooo

gworRDO ODODODOODOODOODOODOcenturysys@xxx.isp.ne.jpd 0000000

Omail send fron0 0 0000000000000 O0OO0DO0OOOCDOOOOmail fromO O OO (global
node) 0000000000 ODOOOOOOODOOO

o mail send to

ooooooo O000ooooooooooooon

ooooooad mail send to WORD

OO00ONOODO no mail send to

ooooooo

OwWoRDDO O DODODODODOODOOODduser@centurysys.co.jp0 0000000

Omail send toO0 00000000000 OD0OODOODOOOOOOOOmail todOODO (global
node) 0000000000 O0ODOOOOOOODOOO

o mail send subject

ooooooo O0000o0d0oodooodoooooooooooooooooooooooo
goooood mail send subject LINE

gooONeO OO no mail send subject

ooooooo
OLINDOOOOOOOOOOODOOOO0O0O0000000o00ooooooooooo
wimax0O oo od wimax0 was connected
wimax0 O OO dd wimax0 was disconnected

o no mail send
ooooooo o00o0ooDo0o0o00oooooooooooon
O0o0ooon no mail send
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interface WiMAX node

O ip p2p-detection
ggooogd PPOO0DODODOODOO0ODOOIVA0ODO

ooooooo ip p2p-detection (any|winny|share|bittorrent) {log|deny}
O 0O nod O  no ip p2p-detection

no ip p2p-detection (winny|]share|bittorrent)
ooooooo

gooobooobobobooboooboobooboboooboobobobooboooobDon
oooobooomoboooupPObObOOOonDOonoOoOonOg
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mail server node

ooooooao
Doooooo

gooboooobooobgooboboobooboboobobooboobobboooboobo

g

o PPPOOO /OO

OPPP on-demand D 00O 00O 0ODOODOODOOOOODOODOOOODOOOOO

oooo oooooo OoOoooo
PPPOI O O ppp0 was connected IP address is A.B.C.D
PPPO OO ppp0 was disconnected IP address is released

OO00OO0Opppod 00 /0000000000ODODOOO

o WiMAXD OO /00O

oooog oooooo oooooao
WiIMAXO O O wimax0 was connected IP address is A.B.C.D
WiIMAXO O O wimax0 was disconnected wimax0 was disconnected

pRCPO O DO OODDOODO

wimax0 was disconnected

IP address is released

ooo0Od0Owimx0O OO /0000000000 CODOODO
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mail server node

o OO command

nxrl155#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxrl55(config)#mail server 0

nxri155(config-mail-server)#

m 00000 (SMTP)OO

0000000
OSWPOOOOOODD0O0O0O0D0O000D00000000000000P2580000ISPO 250000
000000000000058700000000000000000000000
0000000000000 000000

o server smtp address
go0oOgboogd  server smtp address (A.B.C.D|FQDN)

o server smtp port

goooooo server smtp port <1-65535>

goddNoO OO no server smtp port

goooood server smtp port 25 (=no server smtp port)

o server pop3 address

OOo0oOgoogd  server pop3 address (A.B.C.D|FQDN)

OO0O0ONoO OO  no server pop3d address

000000d OOO0000POP before SMTPOOOOODODOOOODODOOO

m O0O0O0
o server authentication
ooooooo
osMTPOO 000000000 OO0O0ODO0DO30D00O0000000000O00DO00O0ooOOg™
ooooooooo
POP before SMTP, SMTP-AuthO login( , SMTP-AuthO plainO
0000000  server authentication (pop-before-smtp|smtp-auth-login|smtp-auth-plain)
OO0ONoO OO  no server authentication

o username

ooooooo 000ooooooooooooooomwooooooooooooon
ooooooo username WORD password (hidden]) WORD

gddNoO OO no username
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m 0000000000

ooooooo

oooo0ooooOo0ooooOoOoDooOoOooDooOooooo

000000 interface ppp nodeJ OO interface wimax nodeJ 0000 OO OO OO ppp <0-4>,
wimax <0-0>0000000O0OOOODOO

o mail send server

ooooood O00000odooooooooooooon
ooooooog mail send server <0-2>

OOdONoO OO no mail send server

o mail send from

oo0ooooo oo0o00ooooooooooooo

oooboooo mail send from WORD

OO00ONeO OO no mail send from

ooooooo

OwoRDO OO DOODOODODOODOOOcenturysys@xxx-isp-ne.jp0 0000000

Omail send fromO OO OO interface ppp/wimax node0 000000000 OOOOOOOOODO
O Omail fromO OO0 (global node) D 000000000 DO0OOOOOOOODOOO

o mail send to

ooooooo Ooooopoooooooooooo

Ooooooo  mail send to WORD

OOONOOO  no mail send to

ooooooo

gworRDOOODOODOODODOOOODOuser@centurysys.co.jpd 0000000

Omail send tod OO OO interface ppp/wimax node0 O 0000000000000 OD0OODOOO0O
mail toO0 OO0 (global node) I 000000000 O0OOOOOODOOOOO

o mail send subject
ooooooo 00000000000 0oUDoo0ooooooooooooooO0ooooOooon
OO0D0OO0O0OO00  mail send subject LINE
OO0ONoO OO no mail send subject
ooooooo
OLINEDOOOOUODOOO0OOO0ODO0OOO00DO0OO000OOo0o0Dooooooooo

ppp0 0 0 00O O ppp0 was connected

ppp0 0 O O OO ppp0 was disconnected

o body

oooooog
Jd0oo0doooooD0d0oo0oooo0o0oooDO0ooooOooDoooOooOooDo
Joooooooooo

PPPOOOC OO IP address is A.B.C.D

PPPOOOOO IP address is released
342
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BridgeO O
20000 Ethernet O DO OO0O0O0OO0O0ODOO 20000 VLANODOODODODO (IEEE 802.1Q VLAN
tagging)0 00 BridgeO 0 OO0 DOODOOOOOODOODO

m BridgeOOOOOOOOOOOO

OO00OOoooO0odOsBridge ODOOOUODOOOOODOOODOODOOOODO
OO0000oDoO0O0oO0O000O0Ethernetd VLANOO OBridgeJ 000000000 OO0DOODO
OO0 EthernetD 00O 0OO0OOBridgeD 0 OODOOO0ODOODOOOOOOD EthernetD O VLANO O O
OO0000BridgedOO0DOOOOO
Ul10o00o0oboooooboOoO0sBridgeODO0O0ODOOOOOOODO

m BridgeOOODOODOODOODOOOO

O0OBridge0 0D O0O0DOOD0OODOODOOOODOODODOODOOODOOODODOOODOOODOOO

O0000000000Bridge0 000000 OO0OOOOODOODOOO

O shutdown [0 O

OPPPoE clientOD DO OO OOOnOd

OVRRPO OO OOODOOODO

OlIPsec policyOD OO OOOOOOO

OL2TPv3 xconnect OO0 00O ODOOOOO

OVLANO xconnectD O DO OO O0OUOO0OODOODOOVIANDOODODODOODODOODODOODODODODOOO
oooooon

OBridge0 0O O0OO0OO0OOOMUODODOODO

00o0oOoooooooboooooooviANODoODooooDboobooooooon

Oqueue(QoS)D OO O ODODOODOO

m [IPv6/PPPoE Bridge O O OO

Bridge 00O OOOODODOODO EthernetD OO OO OO O OO IPV6 Bridge O O O PPPoE Bridge O O O
00000000 IPYe/PPPOE BridgeD O DO OO ODO

O00O0OBridge0 00 ODOOODOO Bridging O OO OO O IPv6/PPPOE bridge 0 O O 0O O Bridging O O
oooodo

00000000 00Oethernet0 ethernetlD bro0 0000 0OD OO Oethernet0 O ethernet2 [

O O IPv6/PPPOE bridge0 DO 000000 Oethernet20 00000 frame O O ethernet0d Bridge O
O00OOethernet00 000000000 bro000O0O0O0ODOOOOOethernet200 bridge 000
0d

m BridgeOD0OOOOOOOO IPsecO0O0OOODODOO

BridgeOUODODODOOOO IPsecO M OO IPODOOOO Ethernet bridgeD 00 00O00C0O0OO0DOOO
gooogo
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O 00 command

nxrl20#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr120(config)#interbridge <0-4095>

nxr120(config-bridge)#

O ip address

ooooooo odoooooowrooodoooooooo
goooooo ip address A_.B.C.D/M (]secondary)

O no O no ip address A.B.C.D/M (]secondary)

oo OO0 Bridge port0 0000000000000 OOOO

O ip address

0000000 DHCPO OO IPODODOOOOODODOO
ooooood ip address dhcp (JHOSTNAME)

O no O no ip address dhcp

oo OO Bridge port0 000000000000 OOOOO

O ipv6 address
0000000 QOOOoDoogipveOOOODOOOOODO
ooooooo
ipv6 address X:X::X:X link-local
ipv6 address X:X::X:X/<0-128> (|eui-64)
ipv6 address autoconfig
g no U
no ipv6 address X:X::X:X link-local
no ipv6 address X:X::X:X/<0-128> (Jeui-64)
no ipv6 address autoconfig
od o0
Olink-local 00 000000000000 LLADDOODOOO
Oeui-640 00 00O ipve-address O prefixD OO0 OO OODOO

O ipv6 address DHCPv6-PD

goooooo DHCPv6 Prefix DelegationO0 OO DO O OO

ooooood ipv6 address DHCPv6-PD X:X::X:X/M (Jeui-64)

O no O no ipvé address DHCPv6-PD (|X:X::X:X/M)

od o0

O ipv6-address O O sub-prefix O host D OO0 OO OOOOOODOOO

ODHCPv6-PDO ODHCPv6 PDO OO OO prefixUO OO OO O OO OO ODHCPV6-PD O ODHCPV6 O O O O
000000 00o0ooOo@ooOooooogo)oogipve dhep client pd0 0000000 OO
ooooo
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m bridge port

o ethernet

ooooooo Bridge portD 00O OOOODO

ooooooo bridge port <1-2> ethernet <0-1> (Jvid <1-4095>)

od oo

0200000000Cbridge port000000OCOO

OO0 ethernet0000000DOO0OOOODOOO0OOODDOOOODODOOOMOM
bridge port 1 ethernet 0
bridge port 2 ethernet 0

Oethernetd vianO O OOOOOODOOOOODOODOOOOOOOOOODOOOO
bridge port ethernet 0
bridge port ethernet 1 vid 1

oooOdviddOOOOoOoooooooooooobooooooooom
bridge port 1 ethernet 0 vidl
bridge port 1 ethernet 1 vid 2

o pathcost

ooooooo Bridge portO Opathcost O DO OO DO OOOOOODO

ooooooo bridge port <1-2> pathcost <1-65535>

ooooooo bridge port <1-2> pathcost 100

O no O no bridge port <1-2> pathcost <1-65535> (=0 00)

od od

Obridge port <1-2> ethernet <0-1>00 00000 0Opathcost0 D OO0 OOO0DOOODOOOO

O interface bridge node0 00000 Obridge port0 00000000 O0DOODOO@ODOOO
exitDO0O0000)O

O interface bridge node0 000 OO Obridge port0 0000000 DOODOOOOOODOOODODOO

o priority

ooooooo Bridge portO Opriority0 0000000 OODOODO

ooooooo bridge port <1-2> priority <0-63>

ooooooo bridge port <1-2> priority 32

O no O no bridge port <1-2> priority <0-63> (=000)

oo oo

Obridge port <1-2> ethernet <0-1>00000000priority0 00 0000D0OOO0DOOOO

O interface bridge node0 000 OO Obridge port0 0000000000 DOOOO@ODOOO
exitd0Ooooo)o

Ointerface bridge node0 00O OO Obridge port0 0000000 OOCOOOOOODOOODOODOO
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m bridge port(00O)

O access-group
ooooooo
ooooooo
0 no 0
oo oo

m bridge

o access-group
ogoooood
ooooooo
0 no 0
oo oo

o aging-time
goooooo
oooooog
ooooood
g no d
oo oo

Bridge port( bridge ACLO OO OOOODOODODOO

bridge port <1-2> access-group (injout]forward-in]forward-out) WORD
no bridge port <1-2> access-group (in]out|forward-in|forward-out)
WORD O O O bridge ACLO O DO OOO

bridge ACLO O bridge access-list node0 O OO OO0

Bridge OO O OJODOOOObridge ACLOOOOODOOOOODOO
bridge access-group (injout]forward-in) WORD

no bridge access-group (injout]forward-in)

WORDO O Obridge ACLOOODOODOO

bridge ACLO O bridge access-list node0 O OO OO0

BridgeUDOUOODOODOO aging-timeJ 000000 OODOODOO
bridge agint-time <0-65535>

bridge aging-time 300

no bridge agint-time (=0 00)

OBridgeD0O00O0OOO0ODOOODOUOOODOOOOOMACOOOODODODOOODOODOOODOAgiInt Time
ooooooooogon
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m bridge stp

OBridge0 OO0 0O OO O OSTPO Spanning Tree Protocol IEEE802.1D0 0000 OODOOOODOO0O
00000 0O0ODOBPDUO Bridge Protocol Data UnitO OO0 OO0 O OO Spanning TreeO0 OO0 O OO0
Joodoooooooooooooboooooooooooooooooooooooooooon
0opooooooooooo

OSTPOOdefaultO0 0 OO0

ORSTP/MSTPO DO ODOODOOOD

o enable

ooooooo
ooooooo
gooogoog
0 no 0
oo oo

o priority

ooooooo
goooooo
coooooo
a no g

o hello-time
ooooooo
oooooog
ooooooog
0 no 0

o forward-delay

ooooooo
oooooog
ooooooog
0 no 0
oo oo

o forward-delay

ooooooad
ooooooad
ooooood
0 no O

Bridge0 OO OOODOOSTPOCOOOOODOOOODODOOO
bridge stp enable

no bridge stp enable

no bridge stp enable

no bridge stp enable O 00 OO forward delayd 0.000 00000

Bridge OO OO OOOOpriority000000000DOOODO
bridge stp priority <0-65535>

no bridge stp priority 32768

no bridge stp priority (=000)

Bridge OO OO OOOO helllo-time0 000000 OOOOOO
bridge stp hello-time <1-10>

bridge stp hello-time 2

no bridge stp hello-time (=000)

BridgeU DO OO OODOO forward-delayD OO0 OO O0O00OODOODO

bridge stp forwaed-delay <4-30>

bridge stp forwaed-delay 15

no bridge stp forward-dely (=00 0)

no bridge stp enable 0000000000000 OOOOODOOOOOOO

BridgeO OO ODOODOOmax-ageD OO0 O OOOOO0OOOO
bridge stp max-age <6-40>

bridge stp max-age 20

no bridge stp max-age
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O mtu

goooooo wuooodoooood

ooooooo mtu <bytes:68-1500>

| no U no mtu

od od

Obridge portO MTUO OOOOOO0OO0OOCO0OOOOOODOOOOOOethernet 00 MTUD 14000
Oo0dbuoo00O0O0OOO0ODOOOOOOOOOOn)O

O interface bridge node0 OO0 OO Obridge port 000000000 OOOOOOMOODOO
exitDOOOO0O0O)O

O interface bridge node0 OO0 OO Obridge port0 0000000000 DOOOOOOOODODOO

O ip proxy arp

oooooogd  Proxy ARPODOOOOODODO
ooooooo ip proxy-arp

oo o oo no ip proxy-arp

O no O no ip proxy-arp

O ip directed-broadcast

OOoOoOOoOoo0O  Directed Broadcast0 0 000000000000 000O0
oooooog ip directed-broadcast

oo 0O OO no ip directed-broadcast

ad no 0  no ip directed-broadcast

349



O 380 interface bridge node

interface bridge node

O ip redirects
oooooog
OICMP redirectO type=50 0000000 OCO0O0DOOOO0DOOOODOOOOODOOOODOOODODOO
0O00000000RFC792
OOO0ODO Send redirect0 00 0OO0O0OICMP redirect0 00000000000 OCOOODOOO
opoooooo ip redirects
ooooood ip redirects0 0 (0D O)
OO0OONOODO  no ip redirectsO (0 0O)
ooooooog
OO0O0 ICMPRedirect DO O OO OO OICMP Redirect 0 0000 O 0OOHostO OO DOOODODOOO
goooooooooooboOooooooobooOoooog
0 Host A0 OHost B(192.168.1.100)0 0 IPv40 000 0O default ge(NXR) D OO OO OO
ONROOOODOOOODOOOOD192.168.1.0/240 0 0 next hopd 192.168.1.2530 00000
OO0ORouter ADODOOOO
O OO0O0O0Onext hopO Router AUOOOOOHost AUODODOOOOOOODODOOOOHost A
ICMP Redirect0 0O O OO0
0 Host ADOODOOHost BO OO IPVAO O OO OO ICMP Redirect0 0 0000 next hopd OO
OORouter ADODODOOOO
OOOOOOICMP RedirectD OO 00O OOOOODOOOODOOODOOOODOOODODDOO
0000000000 forwardingdOOOODOOOO

PG B: 182.168.1.100

A
Lo e —
t |
|
T
192.168.1.0/24 :
|

ARETAYII—F
192.168.1.0/24 (gw) 192.168.1.253 NXR Router A
192.168.0.254 1 192.168.0.253

) A |
Send Redirect 73} -~ @ IP to 192.168.1.100 !
|
_____________ [ 1

192.168.0.0/24

T
| @) IP to 192.168.1.100

(3) Redirect (Next hop=192,168.0.253) l
1) IP to 192.168.1.100

&

PC A: 192.168.0.100
Default GW=192.168.0.254
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O ip tcp adjust-mss

ooooogo

O Path MTU Discoveryd PMTUDO O O O End-to-endD 0000 0D00DOO0ODOODOODOMIUOODOOD
00o0o00oooooo0oooooooooooodooooooooDooooooDooooooog
OO0D00000IWPv4AOD0ODOD0ODOO0OO0O ICMP fragment needed 00000000 O0DOODOODODOO
O0000o0ooooooooooogpeNTUDODOOOOOOOODOODOOOODOO0OODOPMTUD
oo0pD0o0ooooobOoboooMmuobOobO0oo0oo0oDo0oDo0ooO0oD0oD0D0DbO0000OOEnd-
to-end0 00000000 ODOODODOODOOOODOODOOOOTCPOO  SYN/SYN-ACKO OO DO
omMssOOooOooOoooooooopDoooooooooooTcPOODODOODOODODODOOO
00o0oo0ooooDbdoooooooooooooooooooooooon

oooooao ip tcp adjust-mss (auto]<500-1460:bytes>)

oooooono no ip tcp adjust-mss

O00NoO OO no ip tcp adjust-mss

ooooogo

gipva0 000000000 OoOoTCPO0ODO0ODOOOOODOOTCPODODODODOODODOD
000o0oooooooooooooowssooooooon

gopDoooooMssO0O0oooOoD0Dantoc00000O00OOOMSSOOOOOONSSOODOOO
o0ooooooooooooon

00oo0oOoboooooowMssooooooooooNssoooooooooboboooooon
oono

gubpOICMPO OO OOO0OO0ODOODODOOO0ODODOODOODOODOOOOODFODODOODODOOO
0000000 ooDooooooooooooooooooooooooo

(M no ip tcp adjust-mssO0 0 OO0 DO OOOTCP MSSOO OO OODOOOODOODO

O ipv6 tcp adjust-mss

oooooog  TCeR/IpveO MSSO OO OO OODO
ooooooo ipv6 tcp adjust-mss (auto]500-1460)
oo 0O o0 no ipvé tcp adjust-mss

O no O no ipvé tcp adjust-mss
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O ip mask-reply
ooooooo
OOpenViewO O OO OO0OO00ODODODOOOOOOODOODOOOODO ICMP address mask request
Otype=1700 0000000000000 O0OOOOOOOOODOOO0ODOOOODODOOODOOOO
goooooooobooooooood
OOOO0OODOOICMP address mask request 0 0000000 0ODO0ODOOOOODOODOO
ooooogo ip mask-reply [ ICMP address mask request 000 00O 11
ooooogon no ip mask-replyl ICMP address mask requestd 000 00O O M
OO00ONOOO  no ip mask-reply
ooooooo
O ICMP address mask request/reply 00000000

1SP~ __pp0 (10.00.196/32)
//,- ICMP address mask replyhi B %)

&
&

NXR#2

a NXR#1

192.168.0.254 192.168.0.253
g A
ICMP address mask replyh*8%h Request (to 10.0.0.196)
Request (to 192.168.0,254)
192.168.0.0/24
y Reply (mask=255.255.255.255)

Reply (mask=255.255.255.255)

S

OpenView
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O (ip]ipv6) access-linkdown

onoooooo O00000000D00Nnk downOOOOODOO interface D IPv4 address
oooooooooooo

ooooooo (ip|ipv6) access-linkdown

O no O no (ip]ipv6) access-linkdown

oooooono no (ip]ipv6) access-linkdown1] O O[O

O (iplipv6) rebound

ooooooo
0ood00ooo0U0OoooUdU0boOoOO00OoooOO0UOoOooOUoDOoOOoOOoDoOOOg (forwarding)
DooooooooooNRrROODDOOOoDOOo0ooOb0oooObO0mmooOoOooNROOOTTL
goooOOOUOUODOOUOUObDODOUObOD

OIP rebound0 00000000 OOOOOODOOOODOOOOOODOOOODOOOODDODOOO
000000000000 destination unreachable0 0000000

ObefaultO OO O0OO0@OOOODODOOOODOOOODOOOOODODODOOODOOOOODDO)O

ooooooo (ip|ipv6) rebound

oo 0O oo (ip|ipv6) rebound

O no O no (ip]ipv6) rebound
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O ip reassemble-output
coooooo
gOoooooooowMTgoooeMriCOOOCOOOOOgIr forwardingD OO O0ODOOOODDO
gooooooomooobooooooboooooooboooobogoooDobooooDoo
OO0OO0pooOoONRROOOOO0OOOO0O00DOOO00O0DO0OU0O0ODOOOOODODOOOobODOoOO™
- fragmented packet(D O OO O0OD0)OMUODOOOODOOOODOOOODOOOOOOMIUO
gojopooodooooooooo
- fragmented packet(U OO OO ODO)OMUOODOOOOODOOODO fragmented packet D 0O 0O
goooooo
-poooooooogooowvobooooobobooobboooooboooooobOooo
ooooooo ip reassemble-output
oo 0O oo ip reassemble-output
O no O no ip reassemble-output
coooooo
good0Oooo0oooo0ooD@m@mogooodoooooUoooUUoooogoobooogoo
goooooooooooooooooooooooboooooooobooOwoooobDOooo
goooooodOoooOdUoboooOoUoooOooooodUoooOoOogooogooooooo
gooooboooooooooooooboooboooooboboooooboboooooDooOoNMNROuOb
goooooooOooooooooOowooooogoooooDoboOogooogoo
- fragmented packet(COOOODOO)ONMUOODOODOOOOOOD fragmented packet D MTUD O
gooopooooooooboogo
- fragmented packet(COOOODOO)ONMUDOODOOOODODOOOD fragmented packetD OO O
ooooooo
-0000000000OoOMUOD0000000000 fragmented packet0 000000000
oooooo
ODefault O Oglobal DO OO0 interface0 000000000 OGIobal OO0 interface 0 OO AND
ooOopoooooOoOooooOoooooooooooocoglrp forwardingO OOOOOOODODO
ooooo
goooo0ooooOo0ooooOoOoboOooU3200boo0dOooDoss ogoooogoooboooooo
000000000000 0D0D0000D00OOip reassemble-output OO0 00000 OO0OOOO
ood
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O ip arp reachable-time

googoobgno
goooobgn
gooobgo
godNoDO OO
gbooobood

OO0O0AP ODOO0OOOOODOOOODOOOODO

ip arp reachable-time <30000-3600000>

ip arp reachable-time 30000

no ip arp reachable-time

show arp OO O0OOO00OOOO0OREACHABLED OO OO OOOOOO
OO000000d0.5 0 1.50x% reachable-time0 00000000 OOO

O ip arp queue length

gooobgo

OEthernet/VLAN/WINAX O OO ODOODOODO IMO00O0O0OOOOOODOOOOO next hopd O
macOOOoooOOoOoDoOooDoOoOoooOoboOoOooOrMAcODO0DOOO0DDOO queveingd OO0
gbooobooboobon

gooobgo
goooobgn
goONO OO
goooobgn

ip arp queue length <1-1000>
ip arp queue length 3
no ip arp queue length

00000000 Ethernet/VLANWINAX)O O OO ODODODODOODOO

OQueue 00O OODOODOODOODOODODOOODO

000 queved queueing0 000 00D0OO0OOODODOOODOOODOOODODOODOOOODOOODOQueue
00000o0oooooDoooooooonDdoguesle0 0000000 DOODOOO

O ipv6 nd prefix

gboobogog
gooogog

oo oo

IPv6 Routing Prefix AdvertisementO0 OO O OO0
ipv6 nd prefix X:X:X:X::X/M

(J<valid-lifetime:0-4294967295> <preferred-lifetime:0-4294967295>)
no ipv6 nd prefix X:X:X:X::X/M

(J<valid-lifetime:0-4294967295> <preferred-lifetime:0-4294967295>)
Ethernet/VLANO O OO OO OOOODOOOO

O ipv6 nd send-ra

ooooooOoad
ooOoo0ooa
[l no O

IPv6 RA(Router Advertisementd OO0 /00000000
ipv6 nd send-ra (RADO)
no ipvé nd send-ra (RADOO)

O ipv6 nd ra-lifetime

gooogoog
ooooooo
oo 0O oo
0 no 0
oo oo

IPv6 RA(Router AdvertisementO0 00 OO0 O0O0O00OOODOOOO
ipv6 nd ra-lifetime <0-9000>

ipv6 nd ra-lifetime 90

no ipvé nd ra-lifetime

ra-lifetime >= ra-interval maxO OO0 000000 D0OODOOOO
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O ipv6 nd ra-interval

ooooooo
gooogoog
oo 0O o0
a no a
00 00

RA(Router Advertisement 0 OO0 OO OO0OOOOOO
ipv6 nd ra-interval <min:3-6750> <max:4-9000>
ipvé nd ra-interval 10 30
no ipvé nd ra-interval
min < max x 0.750 0 0000000000000

O ipv6 nd ns-interval

ooooooo
ooooooo
oo 0O oo
0 no 0

NSO Neighbor SolicitationD 0D OO0 O0OOO0OODO0O
ipv6 nd ns-interval <msec:1000-3600000>

ipvé nd ns-interval 1000

no ipvé nd ns-interval(0 0000

O ipv6 nd rs-interval

ooooooo
ooooooo
oo 0O oo
0 no 0

RSO Router SolicitationO OO OO OOOOODOODOO
ipv6 nd rs-interval <interval:1-10sec>

ipvé nd rs-interval 1

no ipvé nd rs-interval(D 0000

O ipv6é nd rs-count

ooooooo
ooooooo
oo 0O oo
0 no 0

RSO Router Solicitationd 0D OO0 O O0OOOOO0OO
ipv6 nd rs-count <count:1-2147483647>

ipvé nd rs-count 3

no ipvé nd rs-countlJ 0000

O ipv6 nd reachable-time

gooogog

obooobooobooboob™oooooooooooooboooboboobboobboobobooboboobo

godoo
ooooooo
oo 0O oo
0 no 0
oo oo

ipv6 nd reachable-time <msec:0-3600000>
ipvé nd reachable-time 30
no ipvé nd reachable-time(11 0 O OO

goboboobooboooobooboobobboboobooboobooboobobobob
gooobobgooobobooboboon

O ipv6 nd dad attempts

ooooooo
oooogoog
oo 0O oo
a no 0

DADC Duplicate Address Detectiond OO0 OO0 0OOO0OOOO
ipv6 nd dad attempts <0-600>

ipvé nd dad attempts 1

no ipvé nd dad attempts(J O OO0
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O ipv6 nd accept-redirects

ooooooo

O 1Pv6 forwardingD OO O OO ODOICMPYE redirects 0 00000000 ODOOODOODOO
ooooood ipv6 nd accept-redirects

oo o 00 no ipv6 nd accept-redirects

O no 0 no ipv6 nd accept-redirects

od od IPv6 forwarding0 OO0 0000000000 O0OOOOOODOOOO

O ipvé nd queue length

ooooooo

OEthernet/Vlan interface 00 IPv6 000000 OO0 OO OONeighbor DiscoveryD OO0 OO0
0 (nexthop)d mac address0 000000000000 Omac addressd 0000 00O queueing OO
o0ooooooooooooooooo

OQueue O OneighborO entry0 00O O O0OODO

Oqueueingd 00O packet D Daddress0 00000000000 OO0ODODOOO

OQueueD fullOODODOONO packetO OO0 OO0 dqueve0 0000 dropd O OO0

ooooooo ipv6 nd queue length <1-1000>

oo o oOd ipv6 nd queue length 3

O no O no ipvé nd queue length

od od IPVvAO IPv6 00 O000OOOOOInterface00000000O0O0O0OOOO

IPvaOOO0O0OOip arp queue lengthO OO O0OODOOODO

O ip access-group
ooooooo
Oglobal node0 0000 ACLOODOOO0ODDOOODOOODDODOOOODODOODOOODODOO
ooooooo
goooogon ip access-group (injout|forward-in|forward-out) IPV4-ACL-NAME

OO0O0NoO OO  no ip access-group (injout]forward-in|forward-out)

ooooooo
O0000O0o000O0o0oO0o0bOO0oUbOo0o0DoOO@OO Packet TravelingO O O)O OO
00400000
in(local input) NXROOOOOOODOOOODOOOOOOOOOOO
out(local output) NXROO OO DO OODODOOODOOOOOOOOOOO

OOo0oOoO00oooOoOopoooNrROODOOOOooOoooooooooobooo
forward-in NXROOOOOODOOOOOOOODOO forwardingDOOOODOODOODOOOO
forward-out NXRO O DO OOODOOOOOOOOO forwardingD OOODODOOOOODOOO

OmacO0OD0OO0OACLOODoutO OO forward-out0 00O O0OO0ODOOOODOO

O ipv6é access-group

ooooooo OOooobooooogwsOOooOooDOoOOoOoobOoooo
goooooo ipv6 access-group (injout]forward-in]forward-out) IPV6-ACL-NAME
O no 0O  no ipv6 access-group (in]out|forward-in]forward-out)
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O ip masquerade

ooooooo

000000O00oo00ooOoooDoOoooooooooooo iv4ad0DOO0O0ODOOO0OOOg
oomiv4a0O00O0O0O0DOCOO0ODOOOODO

ooooogon ip masquerade 0O OO0

0000000  no ip masqueradel) 000

O00ONoO OO no ip masquerade

ooooooo

000000000000 (Ethernet/VLAN/PPP/Tunnel/WiMAX/Bridge) D 0 0 OO0 O0O0OOOODODO
OTCP/UDP/ICMPO OO COOO0DOOOOOOODOOOODODOOODODODOOOODOOOODOOO
Olpve0O0O0O0O0OIPOOODOOODODOOOODOO

Oforward out/local output 000000000000 O0OODOOMWKRPODODOODOOOOOOOO

O ip (snat-group|dnat-group)

ooooooo

Oglobal nodeD OOOOSNATOOODNATOOODOOOOODOOOOOODOOOODOOStatic NATO
ooooooooooood

OSNATOOOOOOO0OODOOOOboOOoOoooooNTOOO0ODDOO0ODOOO0ODOOODO

ooooogon ip (snat-group|dnat-group) NAT-NAME

OO00ONOODO  no ip (snat-group|dnat-group)

ooooogon NATOODOOOODOOip snat/ip dnat0 0 0O O (global node)0 00O OO

O ip webauth-filter

ooooooo
OWebOOOOOOOOOOOODOOOODOOODOOODOOODOOOODOOOOOOODOOOOO
OOoO0O0OCOOwhOOOOODOOOOODODOODOOOODODOO
OWebOOOODODDOOOOODOOOODOOODOINOUTOOOODOOOOODOOOODODOOODOO
o0

ObefaultO OO OODOOOODO

ooooogo ip webauth-filter (forward-in|forward-out) WEBAUTH-ACL-NAME

O0ONoO OO no ip webauth-filter (forward-in|forward-out)

ooooooo

OwebODODOODOODODOODOODOODOOIlup web-auth access-listd 0 0O 0Oglobal nodeD 0000
oooooo

OWebOOODOODOODOWeb Authenticate node0 OO O OOOODOO

O pppoe-client ppp

0000000 PPPOE00OOOOOOOOOOOO

oooogooo pppoe-client ppp <0-4>

o0 O OO0 no pppoe-client ppp

O no O no pppoe-client ppp <0-4>

oo OO0 PPPEOOODODOODDOOOOOOOODOODOODODOO
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O ip spi-filter

ooooooo
000000000000 000000SPIO Stateful Packet Inspectiond 00000000000
oo0oob0bobooooobDooooooDooOOooDooDo0oD0oDO0oo00oDOoDO0oDLDO0obOOoDbOOoODOD
oooo

gooooood ip spi-filter 0O 0O0O0O

goooooo no ip spi-filtero 00O 0O

OgooONeO OO no ip spi-filter

ooooooo
O000D00D00000OOestablished0 OO0 related0 000000000000 OO0ODOOO
OEstablishedD O 0000000000 DODOOOODOOODOODOOOODOODOODOODOODOOO
ORelated 00000 0D0O0DOOOOOOODODODOODOODODOFPOODODOODOODOODODO
oood

O0000Doo00oooOdsynd00o00oooooDooooDooDoDOooOoooo
OSPIOOforward in0O 00 local input0 00 0000000000000 OOOOOOODOOOO
oooooog

O ipv6 spi-Filter

ooooood IPv6 SPI filterOO OO OODO
ooooooo ipv6 spi-filter

oo O oo no ipvé spi-filter

0 no O no ipvé spi-filter

O ip spi-filter log
O ipvé spi-Filter log
ooooo0oO0 OoobDboodbOOsyslognodedOOOOOODOOOO
OO0O00oO0OosPI00oodooooooOodsyslogD000O0OOOOOOOOO
gpoooooo ip spi-filter log [limit <0-100>]
ipv6 spi-filter log [limit <0-100>]
gpoooooo ip spi-filter log limit 10
ipv6 spi-filter log limit 10
OgooONeO OO no ip spi-filter
no ipv6 spi-filter
ooooooo
OlimitJ0O0O000O010000000000000O00OOoDOoOOoOooDOOO00D/0O00OO
owaNDoOooooooooooooosoooooooooooboooobooobooooooooo
oo00ooOooooooooooood
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O shutdown

goooooo oooobooooobooooooboooooboog
oooooog shutdown

oo o oo no shutdown

a no O no shutdown

O ipsec policy

000000 OCOO0OO0OO0oOoO0OoooooOoOirwrsec0OdOODOOOODODOOODODOD

oooooon ipsec policy <1-255>

Oo00ONOO0 no ipsec policy (]1-255>)

goooooo
O00000O0OO0OO0OOdO0IPsecO0OD0O0O0O0O000400000000000000O0O0O0O00O00O
O0000000ooooOiIPsec0 00000000 OODODODODOOOODOOOO

O ipsec policy-ignore

ooooooo

OlPsec policy 0O O00O0OO0OOODOODODOOODOOOOOODOOIPsec policy OO0 any OOOO
OO0O00O0O00DOoooOoooOIpsec DOOODOOOODDODOOODDOOODO
oooooon ipsec policy-ignore (]input]joutput)

goooood no ipsec policy-ignorel] 00O

OgooONeO OO no ipsec policy-ignore

ooooooo

OlnputO0 0000000 inbound policy check 0O OOOOOOOIPsec ODOODOOODOOOOO
oo0oooO0 ooooboooooobogoobooooobooog

Oo0utput OO O0OD0OCO0OOO0ODOOCO0ODOOODOOO0ODOOOOOOOINPsec policy 0 OOO
ooooooooooooooon

m QoS

oO0OooooOo QesOOObOOOoOOoOoDoOODod

o classify

goooooo classify (input]joutput) route-map ROUTEMAP
ooooooo

ojoobooboobobobooooboobooDiOboboooo0oDOo0Oanputd outputd DO OO
gbooooobgood

Oinput0 00 0000OD00ODOOOOPRE-ROUTING(E O O Packet TravelingD O O)ODOOODOOODO

Ooutput DO OO0 OOODODOOOOPOST-ROUTING(O O O Packet TravelingD O O)0OO0OOOOO

o no classify

goooooo no classify (]input]output)

oooooog

0opooooooooooooooooooooooog

Mno classify0 OO0 OOO0OO0OGnputD output) D OO OO0 OO0OOOOODOOODOODOO
inputd0 00 output D OO O OODO
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O session invalid-status-drop-interface

ooooooo

Osession invalid-status-dropO O (global node0O0)0 000000 OOOOOODOODOOODOODOO
O00000defaultD OO0 OO0

ooooooo session invalid-status-drop-interface enable

OO0 O OO0 no session invalid-status-drop-interface enable

O no O no session invalid-status-drop-interface enable

ooooooo

00000000000 Db00D00DooboOooOgDboglobal node D session invalid-status-drop O

OO0000oo00oo00oOoo00ooOoU0ooOoD0oboOooOoDoOUethernet 0O0ODOOOO
oooooobooooboonog

- global node O O session invalid-status-drop0 0000000
nxrl25(config)#no session invalid-status-drop enable

- 0000000000000 00000000o
nxril25(config)#interface ethernet 0
nxrl25(config-if)#session invalid-status-drop-interface enable
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O 390 bridge access-list node

bridge access-list node

OBridge access-list node 0 00O 0O ACLOOODOODODOODObridge access-groupd 0000000
bridge port <1-2> access-group 0 O O O (interface bridge node 0 O O)OOACLOODOOOOOO
oopoooooood

m ethernet-type

O OO0 command

nxr120#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr120(config)#bridge access-list WORD (deny|permit) <1-256> ethernet-type
nxr120(config-bridge-acl)#

o mac source
gooooao dodobDoooovMAcOOOoooonooooad

ooooooon mac source (|not) HH:HH:HH:HH:ZHH:ZHHC]/MM MM MM MMz MM 2 MM)

OO00ONoO OO no mac source

ooooooon

ONotOODOnotd 000000000 O0OO0ODO0ODODOOODOOODOODODOODODOODODOO

gdoodooooooooboobooDooooooooooooo

00000000DO0ooOogoo:go:eb:**:**: 0000000000000 O0ODOO0ODOO
mac source 00:80:6D:00:00:00/FF:FF:FF:00:00:00

o mac destination

gooooao dodobDoooovMAcOOOoooonooooad

ooooooon mac destination (|not) HH:HH:HH:HH:HH:HH(]/MM:MM:MM:MM:MM-MM)

oddNeO OO no mac destination

ooooooon

ONotOOOnotdOO0O0O0O0DO0OO00OO0DO0OO0ODOO0ODODOOODOOODOODODOODODOODODOO

gdoodooooooooobooobooDooooooooooooo

00000000DO0ooOgoo:go:eb:**:**: 000000000000 DO0ODOO0ODOO
mac source 00:80:6D:00:00:00/FF:FF:FF:00:00:00

o ethernet-type

goooooo 000000 Ethernet0 000000000

ooooooon ethernet-type (]not)d <1536-65535>

OgoOONeO OO no ethernet-type

ooooooo

ONotOOOnotOOOOOO0OO0OD0O0O0O00OOODOOEthernetD 0000000 O0ODOOODOODOOO
00

Oethernet-type 0 00 000000000000 0ODO00ODO0OD00exitd 00000000 DOOODO
O global node0 OO O OOO
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bridge access-list node

m ip

O OO0 command

nxrl20#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr120(config)#bridge access-list WORD (deny|permit) <1-256> ip
nxr120(config-bridge-acl)#

o mac source

ooooooo dodoodooovAcOOoonooonooood

ooooooon mac source (|not) HH:HH:HH:HH:HH:ZHHC]/MM:MM:MM:MM: MM - MM)

OO0 ONoODD OO no mac source

ooooooon
ONotOOOnotdOO0O0O0O0DOO0O0OO0OO0O0D0DO0ODODOODO0OODOOO0DODODODODOODOODODO
dooooboooooboobooobooooooobooooooa

00000000 D0DO0DoOoOgoo:8o:ep:**:**: >0 00000000 0O0OOO0ODOO0ODOO
mac source 00:80:6D:00:00:00/FF:FF:FF:00:00:00

o mac destination

ooooooo dodoodooovAcOOoonooonooood

ooooooon mac destination (|not) HH:HH:HH:HH:HH:HH(]/MM:MM:MM-MM-MM-MM)

OOdOdNeO OO no mac destination

ooooooon

ONotOOOnotdOO0O0O0O0DOO0O0OO0OO0O0D0DO0ODODOODO0OODOOO0DODODODODOODOODODO

dooooboooooboobooobooooooobooooooa

00000000 D0DO0DoOoOgoo:8o:ep:**:**: >0 00000000 0O0ODOO0ODOOODOO
mac source 00:80:6D:00:00:00/FF:FF:FF:00:00:00

o source

ooooooo dodoodooowooooooooooo

0oooodgno  source (Jnot) (A.B.C.D | A.B.C.D/M)

OO0 ONoO OO no source

ooooooon
ONotOOOnotdOO0O0O0O0DOO0O0OO0OO0O0D0DO0ODODOODO0OODOOO0DODODODODOODOODODO

o destination

ooooooo ooooooooowoooooooooon

oooOgoogn  destination (Jnot) (A.B.C.D | A.B.C.D/M)

OO0ONeO OO no destination

ooooooo
ONotOOOnotOOOO0O0DOOO0ODOOO0DOODOODOOODOOO0DOODOOODOOODOOODOODO
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m ip(00)

o tos

goooooo goooooTosooooooon

gooooogno  tos (Jnot) <0-255>

OO00ONoO OO no tos

goooood
ONetOOOnotOODOODOOD0OOO00OO0OODOOODOODOODOOOOODOODOOOOODOO0ODO

o protocol

ooooooo goooopooooooooooooo

opoooooo protocol (Jnot) (<0-255> | icmp | tcp | udp)

O0OO0ONoO OO  no protocol

oooooog
ONotOOOnotOOO0O0OOOCOOOOO0OOOOOOOOOODOODODOODOODOODOOOOO
Osource-port 0 0 O destination-port D 00O O0O00OOnet0 000000 0OOOOOODO
Osource-port 0 0 O destination-port 000000000 icmpO0 00 <0-255>0 000000000
oooo

o source-port

ooooooo gooooooooooooboooooDooo

gooooogd  source-port (Jnot) (<1-65535> | range <1-65535> <1-65535>)

Oo00ONoO OO no source-port

ooooooog
ONotOODOnotODOOO0OOOODOOOOODOOOODOOOOODOOOODOOOODDOO
Oprotocol OO tcpO0 00 udp O OO OODOOOODOOOOO source-port0000000O00O00O0OO0O
Oprotocol O OtecpO0 00 udp OO DO OODOOOOODOsource-port0 0000000000 OODO

o destination-port

ooooood odoDooooooopoooooooooog

O00O0O00O00d  destination-port (Jnot) (<1-65535> | range <1-65535> <1-65535>)

gooONeO OO no destination-port

ooooooo

ONetOOOnotO 00000000 OD0OO0OO00ODOODO0O0ODOODOOO0OO00OOO0ODO0O0OOODOO0
Oprotocol OO tecpO0 00 udpO OO OO0DOOOOODOODOO destination-portd 000000000
oono

Oprotocol OO tcpO0 00 udpO0 OO OOOODOOODOdestination-port0 000000000 OOOO
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m ipv6

O 00 command

nxrl20#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr120(config)#bridge access-list WORD (deny|permit) <1-256> ipv6
nxr120(config-bridge-acl)#

o mac source

ooooooo doodooooOovMACcODODOoOnDoong

goooooo mac source (|not) HH:HH:HH:HH:HH:HHC]/MM:MM:MM:MM:MM 2 MM)

OO00ONoO OO no mac source

goooooo

ONotODOOnotdODO0D0ODO0OO0OD0ODODOOODOOODODOODOOODODODODODOODOOOD

Jdoodooooooooooooooooooooooooooa

00000000DoOooooOoo:go:eb:**:*+*: 0000000000000 DOOO0DOOOO
mac source 00:80:6D:00:00:00/FF:FF:FF:00:00:00

o mac destination

ooooooo doodooooOovMACcODODOoOODoong

ooooooon mac destination (|not) HH:HH:HH:HH:HH:HHC]/MM:MM:MM:MM:MM:MM)

OddNeO OO no mac destination

ooooooon

ONotOOOnotdOD0O0DODODOODODODOOODOODODOODOOODODODODOODOOOD

oooodpoooobooDoooooooooooDoooooooooa

000d00ooodoooogooo:go:eb:**:**: 0000000000000 DOOODOOOO
mac source 00:80:6D:00:00:00/FF:FF:FF:00:00:00

o source

ooooogoo dooooooogiwrveOOoOoooooooo

ooooooon source (Jnot) (X:X::zX:X | X:X:z:iX:X/M)

gddNoO OO no source

ooooooo
ONotOOOnotOOO0OO0OOO0OOD0OOD0O0OO0OO00OO0OO0ODOO00ODOOD00OD0O0O0O0OODO0O0O0O0ODO0O0OO

o destination

gooooao gooooooogirwpvedDOoOoOOoOoooooO

oooooon destination (Jnot) (X:X::X:X | X:X::X:X/M)

OO00ONO OO0 no destination

goooooo
ONotOOOnotdODOOODOOODODOODOOODOODODOODOODOOODODOOODOODOOOO
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m ipve(00O)

o protocol

ooooooo Oo0ooopooooooooooooo

0oooogno  protocol (Jnot) (<0-255> | icmpvé | tcp | udp)

OooONeO OO no protocol

ooooooog
ONotOODOnot0OOOO0ODOCOODODOO0OODODOO0OOOOO0OOODOOODOODODOODOOOOO
Osource-port 0 0 O destination-port 0000000 0O0nt0000000O0O0O0ODOODO
Osource-port ] 0 O destination-port D 0000000 OMempv6 00 0 <0-255>0 000000003
coooo

o source-port

ooooooo 0o0doooooooooooooooooo

0000000  source-port (Jnot) (<1-65535> | range <1-65535> <1-65535>)

goddNoO OO no source-port

ooooooog

ONotOODOnot0 OOODOODOCODOOODO0ODODOOODOOOOODOOOODOOOODODOOO
Oprotocol O D tepO0 00 udp 0000000 OO0O0O0OOO source-port0000000000OO
Oprotocol O D tepO0 00 udpOOOODOOOOOOOsource-port0 00000000 O0OODOO

o destination-port

ooooooo goooopooooooooboooooooo

O000D000  destination-port (Jnot) (<1-65535> | range <1-65535> <1-65535>)

O0O0ONoO OO  no destination-port

oooooog
ONotOCODOnotOOOOOODOCOOOO0ODOOOUOODOOOOODOOOODOOOODDOO
Oprotocol OO tepO0 00 udpO0 000000 OO0OODOONO destination-portd 000000000
o0

Oprotocol OO tepO0 00 udpODOOODOOOOOOOdestination-port0 0000000 0O0O0OO0O
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bridge access-list node

m arp

O OO0 command

nxr120#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr120(config)#bridge access-list WORD (deny|permit) <1-256> arp
nxr120(config-bridge-acl)#

o mac source
ooooodo doodooooooovAcOO0nDoonooooa

ooooooo mac source (|not) HH:HH:HH:HH:HH:HHC]/MM:MM: MM MM MMz MM)

00O ONoD OO no mac source

ooooooo

ONotOOOnot0 OO0 O0D0DO00O0D0DO0O0D0DO0OD0O0DODOOODOO0DODOODODOOODOODODO
ddooddooooooooboooooooooooooooooo

00000000000 00000:80:6D:*:**: > 000000000 0O0ODOO0ODOO0OO0O
mac source 00:80:6D:00:00:00/FF:FF:FF:00:00:00

o mac destination

ooooodo doodooooooovAcOO0nDoonooooa

ooooooo mac destination (|not) HH:HH:HH:HH:HH:HHC]/MM:MM:MM:MM 2 MMz MM)

OOdOdNeO OO no mac destination

ooooooo

ONotOOOnot0 OO0 O0D0DO00O0D0DO0O0D0DO0OD0O0DODOOODOO0DODOODODOOODOODODO

ddooddooooooooboooooooooooooooooo

00000000000 00000:80:6D:*:**: > 000000000 0O0ODOO0ODOOODOO
mac source 00:80:6D:00:00:00/FF:FF:FF:00:00:00

o opcode

ooooooo 000000 Opcoded DO DODOOO

0000000  opcode (|not) (<0-65535> | request | reply)

OO0ONeO OO no opcode

ooooooo
ONotOOOnot0ODOOD0O0OOOODODOOODOOOODOOOOOODOOOODOOOOD
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m arp(00)

o sender-mac

ooooooo OO000O0Osender MACOODOODOODOODO

0O0ooogno  sender-mac ([not) HH:HH:HH:zHH:ZHH:HHC]/MM: MMz MMz MM = MM 2 MM)

gddNeO OO no sender-mac

goooood

ONotOOOnotd D 0O0DODO0O0OODOOODOODOODODOOODOODODDODODOODOOOn

Jodoodooooooooooooooooooooooooooa

00000000DoOooooOoo:go:eD:**:**: 0000000000000 DO0OO0DOOOO
mac source 00:80:6D:00:00:00/FF:FF:FF:00:00:00

o target-mac

goooooo 000000000 target MACOOOOODOODOODODO

0oooogno  target-mac ([not) HH:HH:HH:zHH:ZHH:HHC]/MM: MMz MMz MM = MM MM)

goddNeO OO no target-mac

ooooooo

ONetOOOnotOOOOOOOO0OOODOOODODOODODOO0ODOODODODOOOODOO0OOOOO0OO

0o00ooooooooooooboooooooooooooood

0000000000000000:80:6D:**: 00 000000000000 0O00OOO0O
mac source 00:80:6D:00:00:00/FF:FF:FF:00:00:00

o opcode

000ooooOd QOOO000OopecodeddODODOOO

0000000  opcode (|not) (<0-65535> | request | reply)

gooONeO OO0 no opcode

ooooooo

ONotOOOntOOOOO0O0OD0OD0O0OO0OO0O0ODODOOOpcoded 00D OO0OODOOOODOOO

o sender-ip

0000000 O[OUOO0O0OD0Csender IPOODOOCOOODOOOO

goooogno  sender-ip (Jnot) A.B.C.D

OO0OO0ONeOODO  no sender-ip

oooooog
ONotOOOnotOOOOOOODOODOOOODOOOODOOOODODOOODOODOOODODODOO

o target-ip

0000000 QOO0000target IPOOOOCOOOODOOOO

goooogo  target-ip (Jnot) A.B.C.D

OOO0ONO OO  no target-ip

ooooooo
ONotOOOnotO0OOODOO0OODOODOOOODOOOODOOOODODOOOOODOOOODOO
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m arp(00)

o sender-ip

coooooo OO0O0O0OOsender IPOOOOOOODOOO

goooogno  sender-ip (Jnot) A.B.C.D

OO00ONOOO  no sender-ip

ooooooo
ONotODOOnotOCOO0OOOODOOOODOOODOOOOODOOOOUODOODOOODOOOODOOO

o target-ip

ooooooo 000000 target IPOO0O0OO0OO0DOOOO

0o0oooodno  target-ip (Jnot) A.B.C.D

OO0ONODOO  no target-ip

ooooooo
ONotODOOnotO00OO0OO0O0O0O0OODOOOOOOO0OODOOO0OOODOOODOOOOODOOO
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bridge access-list node

m vian

O OO0 command

nxrl20#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr120(config)#bridge access-list WORD (deny|permit) <1-256> vlan
nxrl120(config-bridge-acl)#

o mac source

ooooooo jdoodooooDovMAcObDOoOoDoooOoog

0000000  mac source (|not) HH:HH:HH:zHH:HH:zHHC]/MM:MM: MM = MM MMz MM)

00 ONoD OO no mac source

oooooao

ONotOOOnotdODODODODO0OO0DODOODOOODODODODODOODOODOODOODOOD

gdooooooooooooooooobooooooooooooa

00000ooo0odooooDooooo:go:eb:*»*:**: 0000000000000 DOOO0DOODOO
mac source 00:80:6D:00:00:00/FF:FF:FF:00:00:00

o mac destination

ooooooo jdoodooooDovMAcObDOoOoDoooOoog

0000000  mac destination (|not) HH:HH:HH:zHH:HH:HHC]/MM:MM: MM MM MM 2 MM)

OOdONoO OO no mac destination

oooooao

ONotOOOnotdODODODODO0OO0DODOODOOODODODODODOODOODOODOODOOD

gdooooooooooooooooooboooooooooooag

00000ooo0odoooDooooo:go:eb:*»*:**: 0000000000000 DO0OO0DOODOO
mac source 00:80:6D:00:00:00/FF:FF:FF:00:00:00

o vlan-id

ooooooo OO0OOO0OOVLAN IDOOO0oDOooo

OO0oooog  vlan-id (Jnot) <1-4094>

00 ONoD OO no vlan-id

oooooao

ONotOOOnotODODOODO0OO0ODOODOODOOODOOOOVIAN IDOODOODODOOODOOODOO
Opriority00000000OOvIan-idOOOO0OD0OO0OOOOODOO
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m vian(OO)

o priority

ooooooo 000000 priority0 000000

oooooon priority (]Jnot) <0-7>

OO00ONeO OO0 no priority

ooooooo

ONotOODnotOOODOO0ODOO0D0O0D0O0ODOOOO priority000000000DO0OODODOO
Ovlan-idO OO OO0OOOOOpriority0 0000000000 ODO0O

o ethernet-type

ooooooo OO0O0000Ethernet0 000000000
oooooon ethernet-type (]not)d <1536-65535>
OO00ONO OO no ethernet-type

ooooooo

ONotOODOnotOOOOO0OOOOOOODODOOOOOEthernet000000D0OOO0OODOOOOO
o
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bridge access-list node

m ieee802-3

O OO command

nxrl20#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr120(config)#bridge access-list WORD (deny|permit) <1-256> ieee802-3
nxr120(config-bridge-acl)#

o mac source

ooooooo goooooooovMACcObooooonoooga

ogoooooo mac source (|not) HH:HH:HH:zHH:zHH:ZHH(C]/MM MMz MMz MMz MM 2 MM)

000N OO no mac source

ogoooooo

ONotOOOnot0 000000 O0O0OO0ODODO0O0O0O0ODODDODO0O0O0O0ODDODOO0O000OOooDDOOoOoga

00ooOoooooboooooooobooooooboooooooo

0000000oooooOooooeo:8o:eb:*»*:*»*:**J 0000000000 O0O0O0O0O0OOOOO
mac source 00:80:6D:00:00:00/FF:FF:FF:00:00:00

o mac destination

goooooon goooooooovacOoboobooooonog

ogoooooo mac destination (|not) HH:HH:HH:HH:HH:HHC]/MM:MM:MM: MM = MM - MM)

gooONeO OO0 no mac destination

goooooo

ONotOOOnotdOODOOO0DOOOO0DOODOODOOODOOODOODOODOOODOODOODOOOO

jdobdodobodoodoDodooobDooboOooDooooooa

0o0oo0ooo0oooboooo:go:eb:**:**:**OO0 000000000000 OO0ODOO0OO
mac source 00:80:6D:00:00:00/FF:FF:FF:00:00:00

o llc-sap

ooooooo goooOoDoLe saAPOOOOO0OO
goooooo Ilc-sap (Jnot) <0-255>

OgooONeO OO0 no llc-sap

ooooooog

ONotOOOnotJODOODODOOO0OO0OOODOOODOOOLLCSAPOOOOODOOOODOOOOD
Osnap-type 00O D0 OOOONc-sap0 0 00O00DOOO

o snap-type

ooooooo gooooosNPOOOOOOOOOO

gooooogd  snap-type (|not) <1536-65535>

000N OO no snap-type

ooooooog
ONotOOOnotOO0OOODOOOOOOODODOOOODOSNPOOODOOOOODOOODOODOOOOO
Ollc-sap0 000000 Osnap-type D OO0 OOO0DOOO
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bridge access-list node

m stp

O 00O command

nxrl20#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr120(config)#bridge access-list WORD (deny|permit) <1-256> stp
nxr120(config-bridge-acl)#

O mac source

ooooodo dodoooooovMAcOOooooonooonoad

oooooon mac source (|not) HH:HH:HH:HH:HHzHHC]/MM:MM:MM MM 2 MMz MM)

000N OO no mac source

ooooooo

ONotOOOnotd OO0 OO0DOO0OODOODOOODOODODODOOODOODODOODOODOOODOOOO

0do0doOoooOooO0ooDOdoDOooDoOoooooDoDOoooOoooa

00000000 D0D0ooOgoo:8o:ep:**:**: 0000000000000 O0OOO0O00OO0
mac source 00:80:6D:00:00:00/FF:FF:FF:00:00:00

o bpdu-type

ooooooo OooooospUOOOOODOOOOO

ooooooon bpdu-type (Jnot) (<0-255> | config-bpdu | tcn-bpdu)

OO00ONoOOO  no bpdu-type

ooooooo

ONotOODOnot0 D000 O0O00OO0O0OO0OO0ODOO0OOBPNIOOOODOOOOODOOOOODOOOOO

o bpdu-flag

ooooood gooooospUOOOOOOOOOO

ooooooo bpdu-flag (Jnot) (<0-255> | change | change-ack)

OO0ONoO OO no bpdu-flag

ooooooo
ONotOOOnotOOOOOODOO0OO0OO0OOODOOOOBPNOOOOOOODOODOOODOOOOOOO

o root-priority

ooooooo 00000Cvroot0O0O0D0O00ODOODOODOOODO

ooooooon root-priority (Jnot) (<0-65535> | range <0-65535> <0-65535>)

OO00ONoO OO  no root-priority

ooooooo

ONotOOOnotO O OO0 O0O0O000000OD0O0O0OD0 root0 0000000 ODOOODODOOOOO
oooo
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bridge access-list node

m stp(00O)

o root-mac

ooooooo doodOoOOdroot MACODOODODOODDOODOO

goooboon root-mac (|not) HH:HH:HH:zHH:HHzHHC]/MM:ZMM 2 MMz MM 2 MMz MM)

OO0ONoD OO no root-mac

ooooooo

ONoetOOOnotdOODOOO0DOOOO0DOODOODOODOOODODOODOODOOODOOODOOn

jdodoDdoodoDdobDOoooOoooOooD0oDOoobOoooaog

0oo0oooodoooooooo:go:eb:*»*:**:**0 0000000000000 0O0O0DOO0OO
mac source 00:80:6D:00:00:00/FF:FF:FF:00:00:00

o bpdu-type

ooooooo oooooospUOOOOOOOOOO

oo0ooooo bpdu-type (|not) (<0-255> | config-bpdu | tcn-bpdu)

OO00ONoOOO  no bpdu-type

ooooooo
ONotOOOntOOOOO0OO0OO0O0O0O0ODOO0ODOOBPNIOOODOOOODODOOOODOOOOODO

o bpdu-flag

ooooood goooogoespUOOOOOOOOOO

ooooooo bpdu-flag (]Jnot) (<0-255> | change | change-ack)

O0O0ONoO OO no bpdu-flag

ooooooo
ONotOOOnotOOOOOOO0OO0OO0OODOOOOODOOBPNOOOOOODOOODOODOOOOOODO

o root-priority

ooooood 000000 root000000D0ODOODOOODO

oo0ooooo root-priority (Jnot) (<0-65535> | range <0-65535> <0-65535>)

OO00ONoOOO  no root-priority

ooooogo

ONotOODDOnot0D 000000000000 0O0O0OO0O reot000000D0O00ODOODOOOODOODO
oood

o root-cost

ooooood 000000 reotODO0OO0OOODOOO

oo0ooooo root-cost (|not) (<0-65535> | range <0-65535> <0-65535>)

OO0 ONoD OO no root-cost

ooooogo

ONotOODDOnot0D 000000000000 0O0O0OO0O reot000000D0O00ODOODOOOODOODO
oood
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bridge access-list node

m stp(00O)

o sender-priority

ooooooo O000O0Osender0 000000000 O0O0OO

goooooo sender-priority (|not) (<0-65535> | range <0-65535> <0-65535>)

OoO0ONeO 00 no sender-priority

ooooooo
ONotOOOnotOOOOOOO0OOOO0O0OO0OO0OO0OOOOsender000000000O0DOOODOODOONO
ooooo

o sender-mac

ooooooo OO00O00Osender MACOODOODOODOODO

goooooo sender-mac (|not) HH:HH:HH:HH:zHH:HHC]/MM:MM: MMz MM 2 MM - MM)

OddNeO OO no sender-mac

goooooo

ONotOODOnotdODO00DOD0O0OO00OD0OODOO0ODOODODOOODOO0DODODODOODOOOOn

0doodoooobooooooooooooooooooooooa

000000000000 0goo:8o:6D:**:**: 0000000000000 DO0OOOOOO0
mac source 00:80:6D:00:00:00/FF:FF:FF:00:00:00

o port-id

ooooooo O0o0OdO00port IDOOODOOOO

goooooo port-id (|not) (<0-65535> | range <0-65535> <0-65535>)

OO00ONeO OO no port-id

ooooooo

ONotOODOnotOOOOOO0OOO00ODOO0OOOOOPport IDOOOOO0OODOOODOODOOOO

O message-age

ogooooog 000000 message agel 0O

ooooooon message-age (not) (<0-65535> | range <0-65535> <0-65535>)

OO00ONoO OO no message-age

ooooooo

ONotOODnotODOODOOOD0O00O0D00O0O0OOOMmessage age0 0000000000 OOODOO

o max-age

ooooooo O00000Omax age0 00O OO0

goooooo max-age (|not) (<0-65535> | range <0-65535> <0-65535>)

goddNoO OO no max-age

ooooooo

ONotOODOnotOOODOOO0OO0O00OD0O0OOOOOmax age0 0000000000 OOOO0O
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bridge access-list node

m stp(00O)

o hello-time

ooooood 000000 Hello TimeO OOOOGOO

ooooooo hello-time (|not) (<0-65535> | range <0-65535> <0-65535>)

OOdONoO OO no hello-time

ooooogo

ONotOOOnotOOOOODOO0OOO0OOODOOOOOHelo TimeOODODOODODOOOODOOO

o forward-delay

ooooooo 000000 Forward DelayO 000000

O0oo0oDboo  forward-delay (Jnot) (<0-65535> | range <0-65535> <0-65535>)

OOONoO OO no forward-delay

ooooooo

ONotOOOnotOOOODODOOOO0ODOOOOODDOO Forward Delay0 00000000 O0OOOO
0d
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bridge access-list node

B any

0O 00O command

nxr120#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr120(config)#

o any
ooooooo 000000 anyOOOO0OOO
goooooo bridge access-list WORD (permit]deny) <1-256> any
(Jnot) <any|HH:HH:HHzHH:zHH:HHC]/MMzMMZMM 2 MMz MMz MM) >
(Jnot) <any|HH:HH:HH:HH:zHH:HH(]/MM:MM:MM 2 MMz MM - MM)>
OgoONeO OO no forward-delay

goooogo
ONotOOOnotOODOODOODOODOOODOOOOODOONMACODODOODOODODDOODOODOO

goboobobboboobgooboboobooboobooooboo
Ooo0oobooobogobooogoo:go:eb:**:**: 000000000000 0OOO0ODOO0O0OO

mac source 00:80:6D:00:00:00/FF:FF:FF:00:00:00
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O 400 DDNS node

DDNS node

DDNS O O
DDNSO Dynsmic DNSO O O OO OOoOOoOOOoOoOoOoOooOwroooooooobooooobooboooogoo

OipveO0 0000 OO
goobooboiwbooboooboobogiwbboboobooboobogoooeNnsgbooobooobon
iPOO0O000000obooooon
gobooboooboooboobwbobboboobooboobooboboobooboobon

gboooo

m DONSOOOOOOOOO
gobooooobogobnstoooogboooboobgoooboonog

od0OOOODO
goooNsOOO0DoO0oooooooboooDobDoooDooDoboon
oooooooo

http://www.dococame.net/

0 Dyn

http://dyn.com/

od00OOOOO
gopoNsOOO0ODOOOU0ODOOOU0OOOO0OOOOUO0ODOOOUODOOOODOd
] DEDNS
http://www.dtdns.com/
O No-1IP
http://ww.no-ip.com/
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O 400 DDNS node

DDNS node

m POOOOODOOO
oooooobooooobooopNnstoooooooowoooooboooobooooo

pONSO OO DOOTCP8O(HTTPY D O O DO OODNSODODODOO0OOODOOooooooooowoooooo
poNSO OO ooooobooooooboooowooooooopnsoooooooooobooooo
goooboooboboooboobgboerPObO0DOOOODO0ODOODDOODOODOn
gbooboobooboobooboboobooboobooboobobobooobgoowprboon
gopNSOOooboobooooooobgoooboooboo

ocnooooOoO
00000000 configurationD D0 OO O0O00O0OOCOOO0ODOOOOODOOOODOOOOODOO
gomwpohoooooooboobooooboiirobooboobooboobon

ocOOOoOoOoOoOobOObDOO
gooobgoobobobooboooboowooboobooooboobooobgooobo
iPOO0OD0O0ODOO0DOODOOOOOOOODOOOO0ODbO0ODOn

o IPO0OOODOOODOOODO
goonsOOooboooooobooogooooowrooooooooboooooboooobooobooo
gbooooboobooon
gbooobogobogooiwboobgooboobooboboobboboobgoobobooboobon
IPOO00O00O0OD0OO0ODO0O0O00O000ObO0O0o0bOOo0bOOooDbOOobODwroobooboobobobonboo
gogomwoooooooooooooooooooooo@ooo)yopobooogoooooooDo
oooobooboboboobooboobbobboboobooboobooboboooboobo

ocnoonO
gboobgobobooboobooboboobooboomwrobobboboobuoobon
oogon
goboobooboioooooboobooboobobooooobooboboooobobooooDoOonDeo
oogon

m 0000
pNSOOO0O0O000D000000000Oshow ddnsO0 00000000000 ODOOODOOOCM
goodod 0o
Configuration is incomplete OO0DOo0ooOobOoooboog
Starting poNSO OO Do ogdn
DDNS connect attempt poNSO 000 00000o0oooooooooo
Failed login pONSO D Do ooooooogo
Succeed poNSO O oogiwprooooooon
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O 400 DDNS node

DDNS node

O OO command

nxrl20#configure terminal

Enter configuration commands, one per line.

End with CNTL/Z.

nxr120(config)#ddns
nxr120(config-ddns)#

O service enable

goooooo
gboogobgn
googoogo
goOONO OO0

O account
goooooo
gboogobgn

pONSO O OoOooooooood
service enable ooono
no service enable oooo
no service enable

DONSO OO OOOOoOOoooooooiioooooooooooooog
account username USERID password (]hidden) PASSWORD

O bind-interface

googoogno
gboogobgn
googogn

go0oo00oooO0OoodoooOoOoooOobooOoooooooDo
bind-interface INTERFACE
goooooOooooOoooooOoooooowoogoboooooboooooo
INTERFACE O O O ethernet, ppp, bridge0 00000000 O0O0ODO

O forced-update-interval

googogn
ooooogon
goOONO OO0
ooooogon
googoogn

IPO00O0OO0ODODOOOOODOOOOO0O00
forced-update-interval <hour:0-720>
no forced-update-interval

forced-update-interval 0 0000

ooobooowoboboboobooobooboboooobo PO oboobobobobDoobDon

gogn

O ddns-provider

ooooooo
googoogn
ooooogon

O domain-name

googogn
ooooooo
goOONDO OO0
ooooooo

gooobpNsOOOoOooooooooooood
ddns-provider PROVIDERNAME
PROVIDERNAME [0 O O dococame, dtdns, dyndns, no-ipd0 000000000 OO0O

IPO0O0000OO00O0OOO0ODOOO0ODOOOODD
domain-name DOMAINNAME

no domain-name (|DOMAINNAME)
ooooooooos000ooooooooooon
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O 410 access-server profile node

access-server profile node

O OO0 command

nxrl25#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxri125(config)#access-server profile <0-31>
nxri125(config-ras)#

O ppp username

ooooogoo oooooobooooowbobooboobooooboobooog
ooooogon ppp username USERID ip A.B.C.D

gddNoO OO no ppp username

ooogoogoo Oo0omoorRrRASOO0OODOODOODODO
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O 420 interface virtual-template node

interface virtual-template node

m Virtual-template interface

OLTP INNODDOOOOOODOORAS)DODDODOOOOOODPPIONDNODOODODODOO
O00000000000000000

OVirtual-template 0 D 0000 Ocall DD OO0 PPPODDOOODOOODOODDOOODDOO
OOPPPOOOOOODO

OVirtual-template interface0 000000000000 ODOOOOODOODOOOOODOODOOO
OOO0OO0OPPPODODOODOOOODOOOppp <100-256>000000000000000000

O OO0 command

nxrl25#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr125(config)#interface virtual-template <0-0>
nxrl25(config-if-vt)#

O description

0000000 OO00000O00O0DO0OO0DOoDOooDOoOoOo
0000000  description DESCRIPTION

OoONoeO OO no descritpion

oooooogo 0ooooooooda-z,A-Z,0-9,-_.@0 00

O ip address

0oooooo oooooooowdoooooooooo
ooooooo ip address A.B.C.D/32

dooooono ROCODOOOO0O0O0OO00O0O00O0OO0000
O mtu

goooooo NuObooooooo

goooooOd mtu <bytes:68-1500>

0ooooono  mtu 1454

goddNoOOO no mtu

ooooooo

Ovirtual-template 0 0 0000000000000 OOOOOOOvirtual-template0 00000
cooooooooooooo

O ppp Icp mru

00ooodOd MuOOOOoOooooo
0ooooogo  ppp Iep mru <bytes:128-1500>
goooooo ppp Icp mru 1454
OO0OO0ONO OO  no ppp lcp mru
oooooog

Ovirtual-template D 0 0000000000000 OO0OOOOOvirtual-templateO0 00000
gooo0oO0oOoOoOoOooooo
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interface virtual-template node

O ip redirects

ooooooo

OICMP redirectl type=50 0000 00DO0O0OO0DOOOODOOOODOOOOOOOODODOOOOOO
OO000000D00RRC792

OOO0O0OO Send redirectD 00 O0O00OOICMP redirect0 0000000000 OOOOOOOOO

oooooon ip redirects

goooood ip redirectsC 0 (O 0O)

OoOoONeO OO no ip redirects] (O O)

ooooooo

O ICMPRedirect 0 O O O interface node O ip redirects 000000000

O ip tcp adjust-mss

ooooooo

O Path MTU DiscoveryDd PMTUDO O O OEnd-to-endD 000 O0O000COOOOOOONMIUODOOOO
ogooooooboooooooobooooooooboooooooobboooDboOoboogDOooo
OO0O0ooooiIpvad00O00O0O0OO ICMP fragment needed 0000000 O0OOOOODODOO
oooooooooooooobboooevTDOODOOODOOOOOOOOOOODOOOOPMTUD
go0odooooooOoooooooMmuobOCO00oDOOoO00DOOo00DODOO00DOO0O0DODOOOEnd-
to-end0 00000000 OO0ODOOCOODOOOOOODOOOODOTCPOO  SYN/SYN-ACKO OO DO
owssOOOOoOOoUOOoOoOOoOO0DoDOoUOOODoOOooOODOoOOoTCcPOOODOODOOUODOOOODOO
ooooooooogoooooboboooboobogoooooooooboooboobooo

oooooon ip tcp adjust-mss (auto]<500-1460:bytes>)

goooooon no ip tcp adjust-mss

OgooONeO OO no ip tcp adjust-mss

ooooooo

Olipva00000O0ODOOOODOTCPOOODOOOODOOOODOTCPODOOODOOOODODOOODOO
ooooooooooooooooooowsssoooooooon

OoO0O0oooowMssOcddoDo00o0UbDauto0000D0OOOOOMSSOOODOOONMSSOOOODO
ooooooooooooooo

Oo0O0U0ooOoOopooooosMssoocoooogoogowsMssoooooooooooooooooog
oood

guPCICMPOOOOOODOOOOOOOOUODOOUODOOOODOOUODFOODODOODODODOODOO
ocooooogooobooooooboooooobobooooobboooooDobOooooo

(M no ip tcp adjust-mssO OO O0O0O0OOTCP MSSOOOOOOOOOOOOO
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interface virtual-template node

O ip mask-reply
ooooogo
OOpenviewO OO ODDOODOODOODDODODOODOOODOOODO ICMP address mask request
Otype=1700 0000000000000 0ODOODOODOOOODOOOOODOOOODOODOODOOOO
oo0o0o0oobOooooooooooom
O0O0O00O0O0OICMP address mask request 0 0000000000 DOOODOOOOO0O
oooooao ip mask-reply [ ICMP address mask request 00O 0O 0O O [T
oooooono no ip mask-reply] ICMP address mask requestd 0 0000 0O [
O00ONoO OO no ip mask-reply
ooooogo
O ICMP address mask request/reply (0 00 O O interface node O ip mask-reply0 00000000

O keepalive Icp-echo

0000000 LCP echo request0 000000 OCOD0OOOOODOODOO

ooooooo keepalive lIcp-echo (]<interval:30-600> <failure-count:1-10>)

oo 0O oo keepalive Icp-echo 30 3

O no O no keepalive lIcp-echo

ooooooo

O Icp-echo request/reply0 0 000000 OFailure countO OO0 O0O0O0OO0O0OOPPPOODOODO
0o

O ip rebound

coooooo

J0o000ooo0oo0oooO0U0Oooo0OO00U0oOOoOo0U0DOOUO0ODOOOOO0DOOd (forwarding)
OooobOoooooooNROOOOOoDooOOoooDOboO00ooODo00DOo0OobooOoONROODOTTL
gpooooOOUOUOODOOUOODOOOODO

OIP reboundd0 00 0000DOOOO0ODOOOOODOOOOODOOOODOOOODODOOOODDOOO
000000000000 destination unreachableO0 00O 00O

ObefanltO OO O0O0O0@OOODOOOOODOODOOODOOOOODODODOODODOOODODO)O

ooooooo ip rebound

oo 0O oOO0 ip rebound

O no O no ip rebound

388



O 420 interface virtual-template node

interface virtual-template node

O ip reassemble-output

ooooooo

oooDoooooodMooooenUUOogooooooooine forwarding OO OOOOOOOO
00000000 ooo0ooooooooooooo0moooooooooooooooooon
OOoOoOoooONRROOOOOODOOOOO0ODOOOODOOO0ODOODOODOODOODODOO
- fragmented packet(U OO0 O00O0)OMUDOOOOODOOOOODOOOOOOOOODOOONMTUDO
goooooooooooooooo
- fragmented packet(C OO OO0 O)DMUODODOODOODOOODOODO fragmented packetd O 0O
ooooooo
- 0000000000 oMyboooooooDoooooooooooooooooog

oooooog ip reassemble-output

oo 0O OO0 ip reassemble-output

O no 0O no ip reassemble-output

ooooooo

coooooooooooofoo@m@mooooogUoobooooooogooDoogooDbooooo
000o0oo0doooodoooooooooooooooooooooogowgoooooon
goooopooooooooooooooooOooooo0oooOooOooooDoogoooDooooo
0000000000000 0o0ooo0o0oo0oooooooooooooooNXROOO
goooooooooooooooOowooooooooboooogobooooo
- fragmented packet(C OO DO ODOO)ONUDOOODOODOOODOOO fragmented packetd MTUO O
gooooooooooooooo
- fragmented packet(C OO DO OOO)ONMUODOODOODOOOODOODO fragmented packetd O OO
ooooooo
- 00000000000 MUODOD0O00D0O0DO0O0OOd fragmented packet0 000000000
cooooo

ODefault O Oglobal DO D OO interface0 000000000 OGIobal OO0 interface 0 0O AND
goOoOooooOooOoUooooOoooooooooooogglre forwardingO OOOOOODOODO
ooooo

oooo0O0ooooOoOoooooOoDoOo032 jopoo0oOoooss ggooooooooooooDo
000000000000 0D00O0000OIp reassemble-output 00000000 O0O00OOO
o0
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interface virtual-template node

O ip access-group

ooooooo
Oglobal nodeDO000OOACLOODOOOUODOOOODOOODOODODDOODOOODODOOODOOO
ooooooo

oooooon ip access-group (injout]forward-in]forward-out) IPV4-ACL-NAME

OO00ONoO OO no ip access-group (injout]forward-in]forward-out)

ooooooo
oooooooooboooooboOooobooobooOoooOog@DObO Packet TravelingO O O)O OO
Oo400000

in(local input) NXROOOOOOOOOOODOOOODOOOOOOO

out(local output) NXRO OO OO OODOOOOOOOODOOOOODOO

oooooobooooooooNROOOooooooobooooboooDo

0o

forward-in NXROODOOOOOOODOOODOOO forwardingD OODOOODOOOODOOO
forward-out NXRO OO D OOOODOOODOOOO forwardingd OODOOOOOOOOOO
OmacOOOOO0OACLOOoutO OO forward-out 0 OO0 0 O0OOO0DOOOOO0O

O ip (snat-group|dnat-group)

ooooooo

Oglobal node0 0000 SNATOOODNATODODODOOOODODODODOODOODODOStatic NATO
oo0ooooooooooon

OSNATOOODOODODODO0O00OO00ODODNATODODODODODOO0DOOOD0ODOOD

oooooon ip (snat-group]dnat-group) NAT-NAME

OO00ONoO OO no ip (snat-group|dnat-group)

googoooo NATOODOOOODOOidp snat/ip dnat)d O OO (global node)D OO O OO

O ppp authentication

ooooooo  epPOODOOOOODOOOODOO

ooooooo ppp authentication (chap|pap]auto)

oo 0O o0 ppp authentication auto

O no O no ppp authentication (= ppp authentication auto)

O ppp ipcp dns

ooooooo  pPOO0O0OOCOOOODNSODOOOOOO
ooooooo ppp ipcp dns <primary:A_B.C.D> (]<secondary:A_B.C.D>)
O no O no ppp ipcp dns
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interface virtual-template node

O peer ip proxy-arp

googoogo

goooooooDoogmwrcPOOOONpeer ipO 00000 OO0ODDOOODDOO Ethernetd 00O O
OO0D0O00O00000Ob0Opeer ipdO0UdD0OOARPODOOOOODO

gboogobgn
godNoD OO
gbooobooo

O peer ip pool
goooooo
gogooooo
gddNoO OO
gogooooo

peer ip proxy-arp gooo

no peer ip proxy-arp O OO0

Ethernet 00 IPOODO0ONMACOODODOOD peer IPOODOOOODODOO
eth0:192.168.0.1/24 mac:00:80:6d:00:00:01
peer ip:192.168.0.200

O00OARPOOOOOODOODOODOO0OO0OOshow arp000000O0OO0O
192.168.0.200 00:80:6d:00:00:01

ooooIwrooooooooooooon

peer ip pool WORD

no peer ip pool WORD

IPOODOOOOOODO p local poolOOOOOglobal nodeD O OOODOOMO

O session invalid-status-drop-interface

gooogooo

Osession invalid-status-dropO [0 (global node 0 0) DO 0000000 OODOODOOODOOODOO
O00000defaultOOOOOO

oodooood
oo 0O oOd
0 no a
ooooood

session invalid-status-drop-interface enable
no session invalid-status-drop-interface enable
no session invalid-status-drop-interface enable

0000000000000 00O0bO0oboOoOooondglobal node O session invalid-status-drop O
O00000DoooOOoooOOoOOoODOODODO0O0ODO0O0ODO0OD0O0O000O00O0OOppp 0DOO0O0O0O0O0OO
oooooooooooo

- global node O [0 session invalid-status-drop0 00000000
nxr125(config)#no session invalid-status-drop enable
-0000000000000000000000
nxr125(config)#interface ppp 0
nxr125(config-ppp)#session invalid-status-drop-interface enable
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O 430 ngn-sip client node

ngn-sip client node

m0000000
000000000000000000000000000000000000M0000000000

O OO0 command

nxr120#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxril20(config)#ngn-sip client <1-4>
nxr120(config-ngn-client)#

O mode tcp ip
ogoooooad TCcPODOODDODDOOIPOODDOODOODOO listen port0 000000
ooooooon mode tcp ip A.B.C.D port <1-65535>

O tel to

oooooon TCPOUOO0O0OOODOOUOOOUOODLDUOODUOOUDOOOOOOOOO
gooooon tel to NUMBER

OododonD oOooobUOoo#000O0D0NMBEROOOODOODODOOOOOOOSO 320000

O idle-timeout

oooooono TcPODODOOOODODOODOODODOOOO

ooooooo idle-timeout <10-3600>

Oo0oONeO OO no idle-timeout (0O 0O)

oo O oOad idle-timeout 60

ooooooo
gTcPO00C0D0O00O0OO0O0O0ODO0OOO0OODOO0OOUOOO0ODO0DOUOO00ODO0OOODODODOO
ooooooooooooooooon
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O 440 ngn-sip server node

ngn-sip server node

m00000000
goboobgoobobbooboobgooboobooboobbooboooboooovgobboboobon

O OO command

nxrl20#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr120(config)#ngn-sip server <1-4>
nxrl120(config-ngn-server)#

O mode tcp ip

ogoooood gogoTcPOooooooOooIwproDoOoooooiIroooomm
goobobOportDO00O0O0O0OOOO

goooood  mode tep ip A.B.C.D port <1-65535>

O tel to

goooood goododoooooodooooooboooa

goooood tel from NUMBER

gdoooono oouUuOooOo#0000NWMBEROOOODOOODUOOOOODOOOSO 320000

O idle-timeout

oooooono TcPO0DODO0OO0ODODODOOOODODOOOO

ooooooo idle-timeout <10-3600>

O00ONoO OO no idle-timeout (0O 0O)

oo o oOd idle-timeout 60

ooooooo
gTcPO000000O0OO0OO0OO0DO0OOODO0OO0O0ODOD0ODOU0OOUODO0OOODODODOOOOOn
O0oo00oooooooooooo
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O 450 ipv6 dhcp-server node

ipv6 dhcp-server node

m DHCPv6 Server
OO0O00O0O00ODOODNS servers option0 OO0 O0O0O0O0ODOO

O OO0 command

nxr120#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr120(config)#ipvé dhcp-server WORD

nxr120(config-dhcp6s)#

O option-send dns-servers address

OO0O0DOO0O00 ReplyODODOOODNSOOODOODOOOOOOOOO
gOoOooNsOOO0DOOOO0O0DoOoOoOooos3ggooooNstoooooooogooo

ooooooon option-send dns-servers address (A.B.C.D|X:X::X:X)

OgoOONeO OO no option-send dns-servers address (A.B.C.D|X:X::X:X)

ooooooo

000000000000 00D00000D00D0000O0Ooption-request dns-serversd0 0000

NSO O OOoooooooo

O option-send dns-servers add dhcp-client
0000000 DHCPv6OOOODOOOODOODNSOOOOODHCPOOOODODODOODOO
DHCPv6 O D OO UOODDOOOODOOOODOOOODODOO

oooooon option-send dns-servers add dhcp-client ethernet X

OO00ONO 00 no option-send dns-servers add dhcp-client ethernet X

ooooooo

ObHCPv6 O O OO DOOOOODOOOODOODOOOODOOOUODOOOODOOOODDOOODOODO
ooooo

-DHCPv6 O O OO ODOODNSODOUOODOOO0ODOO0DODOOOO0O requestD 000 Oreplyd
oNSOOOoOoOoooooooooo

-DHCPv6 O OO OODOODNSODODOOODOOOO0OOO0O00O0DDOOO request 000 O replyd O DNS
gooopooooooooooo

O option-send domain-name

0000000 OO000000030000000oDooooooon

oooooon option-send domain-name WORD

OooONeO OO0 no option-send domain-name WORD

ooooooo

0000000000000 0DO000D0o00DbO0DO00 requestd 000 OO DOdomain search
ListOOOOOODOOOOOOOoOooOoOd replyDdnon
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ipv6 dhcp-server node

O option-send domain-name add dhcp-client

Ooo0oo0dO0 DHCPv6O DO OOODOOOOOOOOOOODOOOODOODHCPODODOODOOODOOO
DHCPv6 O O OO OOOOUODOOOODOOOOOOOO

goo0oOoooOod  option-send domain-name add dhcp-client ethernet X

gooONeO OO no option-send domain-name add dhcp-client ethernet X

ooooooo

ODHCPv6 O OO UODOOUOUOODOUOUODOOODODOUOUODOUOUDOUOUODDODOODOOODOODO

ooooo

-bHCPVv6 O O OO OUDOOCUO0ODODOOU0DOOCUOO0ODOOOO0OO0OOOO0ODDOd requesti OO0

reply000000000C00DOOOODOOO

-DHCPv6 O O OO UOU0DOOCUO0DDOO0DDOO0ODOOO0OODOOOOODOD request 000 Oreply

goooooooooooobooooo

O rapid-commit enable

goooooo rapid-coomit0 0000000

gpoooooo rapid-commit enable

Ogo0ONoOOO no rapid-commit enable

ooooooo
O000O0O00Doo200000000solicit/Replyl 00000000 OOO0DOOOODOOOODOO
ooo

goooodooooooogooooo
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O 460 ipvée dhcp-client node

ipv6 dhcp-client node

m DHCPv6 Client
O00O00ODHCPv6O O OO DO ODOODHCPv6 O O O O O OO OPrefix Delegation(PD)OODNSO OO OO
00000000000 oooooooooooooooDbHecPveO OO OO IPVEO DO OO OOOO
oo oooooooobooooooom
OoppOO0ODODDOOOODOOprefixDOOOOOOODOOIPEODOOODOODODODOOLANDODODOD
OO000O00ORAOD prefixO OO DODODOOODOODODOO
ODNSO DD etcODOOOOOOOODOODOOOOSNTPOOOOOODOOODODODODOOOOOOOOO
goooooo
Odofdoooooooooooooooooooooooooooooooooooooooonomm
Rapid Commit:0 0 000020 0000000000400000000000000

Domain Name Servers: D00 OO0 ODNSOOODOOODOOOODOOODOO

Domain Search ListU O 00000000000 O0OOO0D0O0ODOO0DOODOOOOOODOOODOOOO
O0od0ooooobooooooooobooooooooobHcPO OO OOODNSOODODODOooOoooo
OdddooobooooooooDNSOOoooooooboooooooNsooooooooooo
ooooooo

Identity Association for Prefix Delegation(1APD):IA prefixO0 00 O00O0D0OOCOOODOOIAPDD
ooooooooooomm

O Prefix Delegationd O

OPrefix Delegation0 00000000000 prefixUOOOOODOOOOODOOLANOOOODDOO
0000 prefixO designated 0 O 00000000 O0OOODOOODOODOO information-onlyd OO
ooooooooogo

ODesignated 000000000000 prefix000D000D0O0O00DOO prefixODOLANOODODODO
OOOO0DODHCPv6 O OO DO OO @®ADOODOODOOOOOOCN IPveOOODOONNDOODOOM
OPDOOOO0OOOprefix00D00O00OO0OODDOOO prefix/lengthD0 000000000000
OOwpved0O0O00O0D0OOO0OO0O@ODOODOODOODOOOOO)YOoODODODOO prefixOOO
O0OOolIpv6e0 000000 0ORAOOOOODOOOODDOOOOO

O Information-only O O

O000000DHCPv6 OO OO OO OO OD ODHCPYE information-request 000 O ODNSO OO O
SNTPO OO etcOOOOOODODOOO

0000000000000 00000D00ODNSO000D0000O0g @option:23)000000000
OO0OSNTPOOOOOOOetcOODODODOOOOOOOO
Oia-pd000000000D0OD0ODOODOODOODODOOOOODOO0O

O DHCPv6 client DUID
ObHCPv6 D D O DD ODODOOODO0ODOOOOOOobDUDbOOooboobooooDooobon
oobooboobooboooobuibODORrRrCa3lSOO 000000 OOOoODODOO 200000000000
goulb-ENO D000 ogooooon
DUID-LLT: Ethernet/bridge/VLANO O OO ODOCOOODOCODOOOODOOOOODOOODOOOOOO
oobOoO0o0obOoOgODethernet 00 WWOOODOOOOOOO
DUID-LL: Ethernet/bridge/VLANO O OO OODOOOOOOOOCOOODOOOOO
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O 460 ipv6é dhcp-client node

ipv6 dhcp-client node

O OO command

nxrl20#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr120(config)#ipvé dhcp-client WORD

nxr120(config-dhcp6c)#

O #a-pd WORD

ooooooo

O Identity Association for Prefix Delegation(IAPD)0 0O OO0OOOOO prefixODOOODOODOO

prefixOO O OO0

ooooooo ia-pd WORD

goONeO OO no ia-pd

0000000 [DOD0DOO00O00DprefixODOOODOOODODOODOODODODOOO
information-only 0 0 0000000000000 DOOOOOOOOOO

O rapid-commit

oooDoo0O0oO0 Rapid ComitDOOO0OD0OOOOO0O0DOOOOOOOOOO

goooooo rapid-commit enable

O00ONeO OO no rapid-commit enable

ooooooog

DoOooood200000000solicit/Replyl 00O OOODOOOODO
00000000000 400000000Solicit/Advertise/Request/Reply0 0000000000
od

O option-request dns-servers
goooooo Domain Name ServersO 0000000 OOOONO
DHCPv6 O D U OO DO ODNSOOOOODOOOODOOOOODD
goo0oOoOooOo0d  option-request dns-servers
oo o oo no option-request dns-servers
gooONeO OO no option-request dns-servers

O option-request domain-name

0000000  Domain Seatch ListD OO OOO0DO0DODODOODO
OO0O0O00oOpHCPv6O OO O DOOOO0ODODOOODOODOOODOODOODOOOO

gooOoood  option-request domain-name

oo O oo no option-request domain-name

OgooONeO OO no option-request dns-servers
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ipv6é dhcp-client node

O information-only enable

goooobgo
goooobgn
godNoO OO
goooobgn

information-only0 0 OO0 OO0 OGO0OO
information-only enable
no information-only enable

0000000 DHCPv6eO O OO DO OO OO ODHCPYG information-request 0 0 0O ODNSO O OO
SNTPO OO etcOOOOOODOOOO

000000000000 0000O0O0ooDNSO00OoOooDood(option:23) 000000000
ODOOSNTPOOODOOOOetcOOOOOOOOOOOO

Oia-pd0 00000000000 O00DOOOO0ODOOOOOOOOOOO

O Ooooooon
O ipvé dhcp-client WORD

oooooao
oooooao
0 no a
O node 0O

ipv6 dhcp-client noded0 O OO0 OO
ipv6 dhcp-client WORD

no ipv6 dhcp-client WORD
global node

gbooobooboboobd

O show config ipv6é dhcp-client

ooooooo
ooooodgo
O node 0O
ooooodgo

ipv6 dhep-client0 0 OO0 O0OO0OO

show config ipv6 dhcp-client (JWORD)

view node/global node

ipv6 dhcp-client WORDO OO OO QOwWoRDO OO O OO OO

O show ipvé dhcp client pd

ooooooo
ooooodgo
O node 0O
ooooooo

ipvé dhep-clientD 0000000 OOOO0O
show ipv6 dhcp client pd WORD

view node

WORDO O OprefixOOODOODOODO

O show ipvé dhcp client dns-servers

ooooooo
ooooodgo
O node 0O
ooooooo

option-request dns-servers 0 OO0 OODNSOOOOOOO
show ipv6 dhcp client dns-servers WORD

view node

WORD O O O profile O O ipv6 dhcp-client WORDO OO OO O OO

O show ipvé dhcp client domain-name

ooooooo
ooooodgo
O node 0O
ooooooo

option-request domain-name 000 0O domainO O OO0 OO0
show ipv6 dhcp client domain-name WORD

view node

WORD O O O profile O O ipv6 dhcp-client WORDO OO OO O OO
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O 470 12tpv3 access-list node

O. LLva00O0n0oonoo

m L2TPv3I00000COO0OO
OLTAO000000000000000OOXconnect 000000000 O0OD0OOOODOOO
Ooo0oooooooooooooo

0000000000 00O0OMACODOOODO 1PvAO IPv6D ARPO 802.1QO0 TCP/UDPO OO OO OO 200
00004 0000000000000

O L2TPv3 fast-forwardingD OO0 D OO0 O OO0 Ofast-forvardingD OO0 ODOO0OOOOOOO
oooodoooLLmrIOoDooooooodooooooooooooooooooooooooon
O0000000ooo00DooOooooooouoooooooooon

m L2TPv300000000
Letpv3i0 000000 O0ODODOOODOO0ODOO0ODOO0O

Xcannect

o= L2TPV3-Filter =~ ====-=-=-=-== .

Interface Filter Session Filter

L2TPv3 Session

-~

Root-Filter —’_‘
|
|

Layer2-ACL

et T F JIHEACL =es :

IP-ACL ARP-ACL 802.1Q-ACL 802.3-ACL i
1

G i ) N
l [ l [ ;

o RootOJ O OO
RootOOOOOOOOO Layer2 ACLOODOOCOOODOOOUODOCOOODOOOODOO Layer2 ACLO
00000000000 defaultd OO0 (deny/permit)0 0000

o Layer2 ACL
e layer2 ACL
Layer2 0000000000000 ODOOOOextended ACLODDOODOOODOOO
e extended ACLO O O ACLO
00000000000 DO00000000D0O00DOOIPOIPv6OVLANCIEEE 802.1Q)0 ARPO

IEEE 802.30 000000000 O0OD0ODOODO
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O 470 12tpv3 access-list node

O. LLrevdti00OnoOooon

m L2TPVv30O00000O00OC@O)
o L2TPV3O O OO
XconnectU O O DOOODOOODODOOOOOODODOODU reotDOOODOOODDOOO
ddoooooooooboooobob40nD000
e XconnectU U O OO GOOOoOoOooad
e Xconnect U OO OOoooOood

opoooooo 12tpv3 access-group (injout) WORD
0 0 no0 O no 12tpv3 access-group (injout)

0 Onoded O interface node

ooooooo

OWORDO root O ACL OO 12tpv3 access-list WORD root OO O 0D OOODOOODOOOO
Oin: Xconnect 00O 0O0O0O0O-000000000D00D00DOO0DO0ODOOOOODODOODOO
Oout: 00000 Xconnect 00 DOO0D0O0ODOODDODODOODOOODDODODDOOODOOO

N ouT L2 Session

89 5

FIII.I.)-' (3]

A

sse s e IN Filtar

e OUT Fillter

o L2TPV3IDDOOODOODODDOOODODODDOOOODO
o L2TPV3I O OLOOOOUODOODOODODOODO

opoooooo 12tpv3 access-group (injout) WORD
0 Ono O O no 12tpv3 access-group (injout)
0 Onoded O 12tpv3 xconnect node
ooooooo

JWORDL root O ACL O O 12tpv3 access-list WORD root 000D O0OO0OOOODDOODO
Oin: 00000000O0DOO0ODOOOO0O0ODOODOODOOOOOO0
Oout: O0000O0ODOODOODDOODODOOOODOOODOOODOO

.-
ouT N 3 UXR

L2TP Session

s s e e Filter W
s OUT Filter
405



O 470 12tpv3 access-list node

O. LLva00O0n0oonoo

m L2TPV30 000000000000

denyd OO0

0ooo0oooooooooonoooooooooooooooooog

permitD 0 OO

0ooo0oooooooooonoooooooooooooooooog

returnd 0 O 0O

0000o0o0oooooooooddOlayer2 ACLOOODOODOOOOO OOOODOOOO layer2
ACLODODODOODOOO

O

O

O

Root-Filter

Laer2-ACL #1
s 538 ACL D28 U & — Izt )

Eaﬁlrﬂfdll_.ﬁf_ifi HEE e | AEIE AN

fLAER ACL #1-2

ETONL—AT—B LIWES

7 L—AFEEEND
H#U :‘/“frm'l'---u ﬁ

Layer2-ACL #2

\mﬁ ACL #2-1

&“mﬁ ACL#2-2

ETOL—MIi—B L2 WES
Y v— (denyy 5 7L —ARWIESNLS

Layer2-ACL #3

LR ACL #3-1
.\
fikaR ACL #3-2
\ ETOAL—MI—F LIRS
F U 2r— (return) @ Layer2-ACL #HBET S

~

LayerZ-ACL #X

\ AR ACL #X-1

ALY
38 ACL #X-2

\

FYU 2r— (deny)

Default 11— (deny)
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O 470 12tpv3 access-list node

O. LLrPvd00f0oonooon

m L2TPV3O00OO0O0O0O0O0
root0 000000000000 layer2 ACLOOODOODOODOODODOODODODOOOO1stODOOD
O0ACLOD00ODO0ODODOO0DOO0DOO0O0
0000 layer2 ACLOOODOOODOOODOODO root ACLO defaultd OO OO deny/permitd OO 00O
oo
e extended ACLO OO OO
OO0 layer2 ACLO OO O OO deny/permit/returnC 000000
e extended ACLO OO OO
Layer2 ACLO OO extended ACLO O 1stO0 00D ODOD0OODOODODOODODOO
Oextended ACLO O OO OODOODOACLOOODOODOdeny/permit0 000000
O0000 extended ACLODOODOODOODOOODO layer2 ACLOO OO O O (deny/permit/returnd 0 O
oood

m L2TPv30 00000000

OKnown UnicastD O OO0 000000 OD0OODOODOOOpermit000000O00O0ODOOD0ODODOO
good

OCircuit DownO OO ODOODOODOOOO0OOOpermitI 000000 OO0ODOODOODODODLO

m L2TPV3O00OO0O0O0O0
oo0pDoooon L3 d0OOoO0o0oOo0oO0oDoDOoDOOO
oooooon show 12tpv3 access-list
show 12tpv3 access-list interface (] INTERFACE)
show 12tpv3 access-list xconnect (]<1-4294967295>)
show 12tpv3 access-list (root|layer2]ip|ipv6|arp|vlan]ieee802-3) (JWORD)
show 12tpv3 access-list detail (root]layer2]vlan) (JWORD)
show 12tpv3 access-list detail root WORD layer2 WORD
00O noded O  view node

m L2TPV3O000O00000
ooooooo Ltv30 0000000000000 0000O0D000O
oooodood
clear 12tpv3 counter access-list
clear 12tpv3 counter access-list interface (]INTERFACE )
clear 12tpv3 counter access-list xconnect (]<1-4294967295>)
clear 12tpv3 counter access-list (root]layer2]ip]ipv6]arp|vlan]ieee802-3) (JWORD)
clear 12tpv3 counter access-list detail (root]layer2|vlan) (JWORD)
00O noded O  view node
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O 470 12tpv3 access-list node

0 . Root ACL

O OO command

nxrl20#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

nxr120(config)#12tpv3 access-list WORD root (deny|permit)

nxr120(config-12tpv3-acl)#

ooooooo

ORoot ACLO ACLO (WORD)O O O default OO O O (denylpermit) D000 00O0OCOOODOCO root ACL
O 12tpv3 access-list noded 0 OO 00O

ooooooo

OoooDOoOACLODOdeny/permit0D 000000 Onoded000O0OOODO

OoO0ACLOODOO0OODO0ODO0OODOODOO root, layer2, extended ip/ipve/vlan/arp/ieee802-30 O
ooooooooboAcLO0obobDboooooooMm

Oroot ACLOOOOOODOOS120000

O layer2 access-list

0000000 OOvroot ACLOODODODODO layer2 ACLOODOODOOO
WORDO OO layer2 ACLO ACLO OO ODODODO

gpoooooo layer2 access-list WORD <1-256>

gooONeO OO no layer2 access-list (OOoOobDACLODOODOoOoO)
no layer2 access-list WORD 0O OO O ACLODOOODOODO

0ooooono 100vcot0000320000 layer2 ACLODODODODODOOODO
000000000000 layer2 ACLOODODO409 0000
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O 470 12tpv3 access-list node

O . Layer2 ACL

O OO0 command

nxr120#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

nxr120(config)#12tpv3 access-list WORD layer2 (deny|permit]return)

nxr120(config-12tpv3-acl)#

ooooooo

OLlayer2 ACLO ACLO (WORD)D O OO0 default T O O O (denylpermitjreturn)D 0000000000 0O0O
layer2 ACL O I12tpv3 access-list node 0000000

ooooooo

0000000 ACLOOdeny/permit/return00000000Onoded0 0000000

O00ACLOO0ODO0O0DOOO0DOODDOOOroot, layer2, extended ip/ipve/vlan/arp/ieee802-3 1 J
OooopooooOoACLOO0b0ODbOOoOoooDood™

Olayer2 ACLODOOOOODODO1280000

O mac source

ooooooo 00000000 OoMCODODOOOoonoon

goooogon mac source HH:HH:HH:HH:zHH:zHH(/MM:MM:MM 2 MMz MMz MM)

doOONeO OO no mac source HH:HH:HH:HH:HH:zHH(/MM:MM: MM - MM -MM-MM)

ooooooo

0000000000000000:80:6D:**:**:**J 000000000000 0O0OOOO0OOO
mac source 00:80:6D:00:00:00/FF:FF:FF:00:00:00

O mac destination

ooooooo O000D00O0oDOoMACODODOOOOonoOon

goooogon mac destination HH:HH:HH:HH:HH:HH(/MM:zMM:zMM:MM MMz MM)

OoOONeO OO no mac destination HH:HH:HH:HH:HH:HH(/MM:MM: MMz MMz MM 2 MM)
ooooooo

0000000000000000:80:6D:**:**:*»*J 000000000000 0O0OOOO0OOO
mac destination 00:80:6D:00:00:00/FF:FF:FF:00:00:00

O ethernet-type

0000000  ethernet-type 0 extended ACLO OO D OO O
WORDO O Oextended ACLO ACLO O DD OODODO

0000000  ethernet-type (iplipv6|arp|vlan]ieee802-3) (]Jextended WORD <1-256>)
ethernet-type <1536-65535>

OO0OO0ONoOODO  no ethernet-type (iplipv6|arp|vlan]ieee802-3) extended (JWORD)
OextendedD O OO OODO M
no ethernet-type
O ethernet-type 0 0 0 0 0 extended 0 O 0 0O 0O O[]

O000O0OD0OD0 extended ACLOOOO R000000000O0O0OOO0O
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O . Extended IP ACL

O OO0 command

nxr120#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

nxr120(config)#12tpv3 access-list WORD extended ip (deny|permit)

nxr120(config-12tpv3-eacl)#

ooooooo

O Extended IP ACLO ACLO (WORD)O O O defaultJ O OO (denylpermit)D 000000000000
extended IP ACLO 12tpv3 access-list node0 000000

ooooooo

O0O000O0OACLOOdeny/permit0 00 00000Onoded 000 OOOO

O00ACLOO0ODO0O0DOO0DOODDOOOT root, layer2, extended ip/ipve/vlan/arp/ieee802-3 1
O000ooDooooACLOODO0ODOOoOUOoOooOO™

OExtended IP ACLOOODDODODOOO11280000

O source

goooooo ooodoooooooiiPOoooooooooo
goooooo source (A.B.C.D | A.B.C.D/W)

OO00ONoO OO no source

O destination

ooooooo oooooooooowooooooooooon
goooooo destination (A.B.C.D | A.B.C.D/M)
gooONeO OO no destination

O tos

ooooooo O000000tesOODOOODOO
0ooodogdn  tos <0-255>

gddNoO OO no tos

O protocol

ooooooo OO0000O0OprotocolDOOODOOO
0O00oO0ogno  protocol (<0-255> | icmp | tep | udp)
gooONeO OO no protocol

ooooooo

O source-port O 0O O destination-portl O 0O 0O OO OO O protocol <0-255>|icmp 000000000
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O 470 12tpv3 access-list node

O source-port
ooooooo
ooooooo
OO0ONODOD
ooooooo

O . Extended IP ACL

0o000000Osource port0 000000

source-port (<1-65535> | range <1-65535> <1-65535>)

no source-port

protocol udpO OO0 tepO 0O O 0OO0ODOOOOOOOOODOO

O destination-port

gboogooboood
googoogo
goOONO OO0
googoogo

O icmp

gogooooo
goooooo
gddNod OO
goooooo

O0O00000OOdestination port0 000000
destination-port (<1-65535> | range <1-65535> <1-65535>)
no destination-port

protocol udpO OO0 tepO0 0O O 0OOODOOOOOOOOODOO

OO0O0000OOiucmp type/code0 00O OO0

icmp <0-255> (]<0-255>)

no icmp

protocol icmpO0 OO O00OD0OOODOO0OOOOOOOODOO
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O 470 12tpv3 access-list node

O . Extended IPv6 ACL

O OO0 command

nxrl120#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

nxr120(config)#12tpv3 access-list WORD extended ipv6 (deny|permit)

nxr120(config-12tpv3-eacl)#

ooooooo

(0 Extended I1Pv6 ACL [0 ACL OO (WORD)O OO0 default O O OO (deny|permit)D 00000 OOOODOOO
extended IPv6 ACLO I2tpv3 access-list node0 00O OO0

ooooooo

0000000 ACLOOdeny/permit0 0 000000Onode0 0000000

O00OACLOO0ODO0OO0DOOO0DOODOOOOT root, layer2, extended ip/Zipve/vlan/arp/ieee802-3 [0
O0ooDoogoACLO0D0Doooooooom

OExtended IPv6 ACLO D OO OODO1280000

O source

ooooogoo OO0o0O0oooooowprveOdoonooooooog
ooooooon source (X:X::X:X | X:X:z:X:X/M)

gddNoO OO no source

O destination

ooooooon Ooooooooooipve0O0O0D0OOOODOO
oooooon destination (X:X::X:X | X:X::X:X/M)

OoOONeO OO no destination

O protocol

ooooooo OO0O0O0O0O0OprotocolDOODOOOO

ooooooon protocol (<0-255> | icmpv6 | tcp | udp)

gooONeO OO no protocol

ooooooo

O source-port 00 O O destination-port] 0 0O 0 0O 00O O O protocol <0-255>|icmpv6 00 00000
ooooooo

O source-port

ooooooo 000000 Osource port0 000000

ooooooon source-port (<1-65535> | range <1-65535> <1-65535>)
gddNoO OO no source-port

0o0oooogno  protocol udpO OO0 tep0 D0 ODOO00DOODOOODOODOODOO

O destination-port

oooooon O0000000Odestination port0 000000

ooooooon destination-port (<1-65535> | range <1-65535> <1-65535>)
OgooONeO OO no destination-port

Ooooogno  protocol udpO OO0 tep0 DD ODO0O0DOODOOODOODOODOO
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O 470 12tpv3 access-list node

O . Extended VLAN ACL

O OO0 command

nxr120#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

nxrl120(config)#12tpv3 access-list WORD extended vlan (deny]permit)

nxr120(config-12tpv3-eacl)#

ooooooo

O Extended VLAN ACLO ACLO (WORD)O O O defaultO OO O (denylpermit) D 0000000000
O O extended VLAN ACL O I2tpv3 access-list node 0000000

ooooooo

O0000O00OACLOOdeny/permit0 00 0000O0Onode0 0000000

O0O0ACLODOO0ODOO0ODDOODODOOOroot, layer2, extended ip/ipv6/vian/arp/ieee802-3 0
000oooooooACLOO0ODODOOOoOoOoooOO

OExtended VLAN ACLO OO DOODODO1280000

O vlan-id

ooooooo ODO0OOOOOVLAN IDOD0OO0O0d
ooooooo vlan-id <0-4095>

doOONeO OO no vlan-id

O priority

ooooooo OO00O00O0Opriority0 000000
00oooogdno  priority <0-7>

gddNoO OO no priority

O ethernet-type
0000000 Q[OOO0O0O0OO0OUOethernet-typeOOOOOOO
oooooon ethernet-type (ip|ipv6]arp) (]Jextended WORD <1-256>)
ethernet-type (vlan|<1536-65535>)
OooONeO OO0 no ethernet-type (ip]ipv6]arp) extended (]JWORD)
OextendedD O OO OO0
no ethernet-type
O ethernet-type 0 0 000 extended 0 O 000 O M
ooooooo
Oextended WORDO OO ODODOODOODO ethernet-type 000000000 ODOOOO
Oextended WORD O O O O O ACLO O O 12tpv3 access-list WORD extended J ACLO O O[O
Oextended ACLOODOOOOOO32000
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O 470 12tpv3 access-list node

O . Extended ARP ACL

O OO0 command

nxrl20#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

nxr120(config)#12tpv3 access-list WORD extended arp (deny|permit)

nxr120(config-12tpv3-eacl)#

ooooooo

[ Extended ARP ACL O ACLO (WORD)UO O O default 0 O 0O O (deny|jpermit) D 0000 O0O0O0OOOO0O
extended ARP ACL O 12tpv3 access-list noded0 000000

ooooooo

DO0O0O0DoO0OACLOOdeny/permit00000000noded 0000000

O00ACLOOD0ODOOD0ODOO00ODODOO root, layer2, extended ip/ipve/vlan/arp/ieee802-3 0 [
00000000 OACLODDODODODODODODODOMm

OExtended ARP ACLO 00O O OOO1280000

O opcode

0000000 QOO00000OOopcoded IO OOOO
0000000  opcode (<0-65535> | request | reply)
OoONeO OO no opcode

O sender-mac

goooood dodoooooooMacOodonooonoonoon

0000000  sender-mac HH:HH:HH:HH:HHzHHC/MM:MM:Z MMz MMz MMz MM)

OooONeO OO no sender-mac

opoooooo

000dodooooooogoo:go:eb:*»*:*»>**»*J 000000000 DOOO0DOOOOO0O0
sender-mac 00:80:6D:00:00:00/FF:FF:FF:00:00:00

O target-mac

ooooooo 0o0o00ooooooMCcOODoooonDoon

Oo00oOoogn  target-mac HH:HH:HH:HH:HHzHHC/MM:MM 2 MMz MMz MMz MM)

OoONoO OO no target-mac

goooooo

0000000000000000:80:6D:**:**: >0 0000000000000 0OO0OOO0O
target-mac 00:80:6D:00:00:00/FF:FF:FF:00:00:00

O sender-ip

goooooo gooooooobogiwroobboooooooo
0000000  sender-ip (A.B.C.D|JA.B.C.D/M)
OO0OO0ONoO OO  no sender-ip

O target-ip
ooooooo oooooooooomwroooooooooon
0000000  target-ip (A.B.C.DJA.B.C.D/M)

OO0ONOODO  no target-ip
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O 470 12tpv3 access-list node

O . Extended 1EEE802.3 ACL

O OO0 command

nxrl120#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

nxr120(config)#012tpv3 access-list WORD extended ieee802-3 (deny|permit)

nxr120(config-12tpv3-eacl)#

ooooooo

O Extended IEEE802.3 ACLO ACLO (WORD)O O O default 0O OO (denylpermit)J 000000000
0 0O Oextended I1EEE802.3 ACL O I2tpv3 access-list node0 000000

ooooooo

O0000O0OACLOOdeny/permit0 00 0000OOnode0 0000000

O00ACLODO0OD0O00DOODODOO0OOTroot, layer2, extended ip/ipv6/vian/arp/ieee802-3 0
OO000oo0oooOooACLOO0ODDOOOOoOoOoooOO

OExtended IEEE802.3 ACLO OO DO OODO1280000O

O lMlc-sap

0000000 OO0OO0O0O0O0OdLe saPO00O0000

gogooooo Ilc-sap <0-255>

OO00ONOOO  no Ilc-sap

OO000000 snap-type0O0O00OO0O0OOCHc-sap0 00000 OOODODOOODO

O snap-type
goooood O0ooooosSNPODOOOOOOOOO

0000000  snap-type <1536-65535>
gddNoO OO no snap-type
ooooooo lc-sapU O OOOOOOOsnap-type D00 ODO0ODOODOOOODO
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OOoO000O00O0O0000n

O0DO0ODOOO0ODOOETHER 10 1PODO0ODOODOOODOO0ODO0ODOODODOETHER 10 IPODODOODODOO
gboboobobooobon

1. Console(U OO Telnet) O OO OO OODOOOOOOO

Century Systems NXR-130 Series ver 5.1.0

nxrl30 login: admin

Password:

Century Systems NXR-130 Series ver 5.1.0 (build 47/17:36 03 04 2009)
nxr130#

2. “ configure terminal” OO O OODOCONFIGURATIOND OO ODOOOOODO
nxr130#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxrl30(config)#

3. “ interface ethernet 1” OO O OO0 interface nodeCD OO OOO0O
nxrl30(config)#interface ethernet 1
nxrl30(config-if)#

4 \PO0ODOCDOOOOODOOOOOODOOO
nxrl130(config-if)# description ETHER 1 ~000b0oD0oO0oooooooon
nxrl30(config-if)#ip address 192.168.1.254/24

5. "exit" DOOO0O2000000view noded OO0 OOO
nxrl30(config-if)#exit

nxrl30(config)#exit

nxr130#

6. “ show configr OO OO OOOOOOOOOOO
nxr130#show config

!

o000 000ooooooooo

!

interface ethernet 1

description ETHER 1

ip address 192.168.1.254/24

1

Doooobooboobooobobo
!
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OOPPPOEOODOO

PPPOE0 D ODOODODOOODO0ODOODOODLDO0ODLO0ODLODOOODLO0OODDODOOOCN IPved
goipvdd BODOODDODOOODOOODOOO

™

T—IDWETL
/ADSLET Ly

r

‘".“(‘:EHTUEV SYSTEMS i Euturonc: NXR-130/C

nxr130#show config
1

I Century Systems NXR-130 ver 5.1.1 (build XX/11:43 07 05 2009)
!

hostname nxr130 ~goooooo

!

!

ipv6 forwarding ~Ipv60 0000000000000
fast-forwarding enable ~00do0o00oooobooboooooooooo
!

!

12tp 0 <~ OCN IPv6O O OO L2TPOCOODOODOO

tunnel address XXXXXXXXX.ocn.ne.jp <~ OCN IPveO O OOODOOOXXXXOODOOO
tunnel ppp O ~ PPP over L2TPO OO

interface ppp 0

description OCNv6 ~PPPOOODOODOOCNVEO OO
no ip address
ipvé dhcp client pd AAA — DHCPv6-PDLI prefix delegation 0 O O
mtu 1390 ~PPPOODOOODOOOMIUDOODO
JOCN IPveD 0D ODOODODO 13900000
ipvé tcp adjust-mss auto < IPv6 0 TCP MSSO auto(D D O O )OO O
ipv6 access-group in dhcpvé ~00000gpoobHCPv6D DO OO ODODOODDOODOO
ipv6 spi-filter ~IPv6eO SPIOODOOOOO
ppp username XXXXXX password hidden XXXXXXX — PPPOCOOOOODOOIDODOOOOOOOONO
no ppp ipcp enable ~IPCPOOODOODO
ppp ipv6ep enable ~IPv6CPO OO ODOO
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OOPPPOEO OO O

interface ppp 1

description B-flets XXX < PPPIO BOOODO

ip address negotiated ~Ooomwoono

no ip redirects ~IcvvOOoOoOooooooooo

ip tcp adjust-mss auto < TCP MSSO auto(U DO O)H)O OO

ip access-group in upnp ~000b0OooouwpnPO0DOOOOODOOODOO

ip access-group forward-in upnp ~O000booooupnPd0O0OOOOOODOOODOOO

ip access-group forward-out private ~000000O0private0 0000000 OODOODOO
Mmoooooo

ip masquerade ~ppplO0 0000000 IPOOOODOOODOODODOO

ip spi-filter —ppplOO00D0OODOOSPIODOODOODO

ppp username XXXXXX password hidden XXXXXX ~PPPODOOOOOOOOIDOOOODOOOOONO
!

interface ethernet 0

ip address 192.168.XXX.XXX/24 —ethernet OO OODOOODOOIPODOOODOOO

ip access-group in netbios ~000b0gooNetBlOSODOOOOOOOOODOOOO

ip access-group forward-in netbios ~O0oogooNetBlOSOOOOOOOOOODOOOO
ipv6 address AAA ::254/64 <DHCPV6-PDO OO OOODODOODOOODODOOODODO 2540
ipvé nd send-ra ~ RAO Router advertisementd OO0 000

interface ethernet 1

no ip address ~ethernet 100000000 IPOOOODOO0ONO
ip access-group in upnp ~O000boooounPO00D0OODOOOOOODOOO
ip access-group forward-in upnp ~000b0OooouwpnPO00DODOOOOOOODOO
pppoe-client ppp 1 —pppoel 000 0O0OOOOppplO O

!
interface ethernet 2
shutdown —~ethernet 20000000000 000O00O00OO

no ip address
1

dns
service enable ~DNSOOO0O0O00O000O
address XXX.XXX.XXX.XXX ~DNSOOO0OO0O0n0O

address XXX. XXX . XXX . XXX
]

syslog

local enable <syslogO0 O OO0OOO0OOOOOO

!
snmp

security 192.168.XXX_XXX/24 <S\WPODODOODODODOOOOODOO
syslocation XXX « syslLocation O O

syscontact XXXXXX ~ sysContact U 0 O

sysname nxrl130 ~ sysName O OO [
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OOPPPOEO OO O

ip route 0.0.0.

0/0 ppp 1 ~IPVA0000000000ppplOO0

ip route 192.168.110.0/24 192.168_XXX.XXX ~-0d0oooooooooooogo
ip route 192.168.120.0/24 192.168.XXX.XXX
ip route 192.168.130.0/24 192.168_XXX.XXX
ip route 192.168.140.0/24 192.168.XXX.XXX
ip route 192.168.150.0/24 192.168_XXX.XXX

ipv6 route ::/0 ppp O ~IPv6 0000000000 pppo0 OO

!

ip access-list
ip access-list
ip access-list
ip access-list
ip access-list
ip access-list
ip access-list
ip access-list
ip access-list

ip access-list
1

netbios deny any any tcp any range 137 139 ~NetBlOSOOOOODOODO
netbios deny any any udp any range 137 139

netbios deny any any tcp 137 any

netbios deny any any udp 137 any

private deny any 192.168.0.0/160 0O 00000000 OOOOOOOOOOO
private deny any 172.16.0.0/12

private deny any 10.0.0.0/8

upnp deny any any udp any 1900 ~UPnPOOODOOODOO

upnp deny any any tcp any 5000

upnp deny any any tcp any 2869

ipv6 access-list dhcpv6 permit any any udp range 546 547 range 546 547

~DHCPv6 D O DO ODOODO
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ooLetevd0 000

20000 L2Tpv30000000ODO0OENd to Endd < nxrlO OO >
Ethernet0 000000000 OOOOOOOOO 1

12tpv3 hostname nxrl 00000000

12tpv3 router-id 192.168.200.254
~goooiup

!
12tpv3 tunnel 1

description nxrl-nxr2

tunnel address 11.11.11.11
<00 LCCEOWANO IPO DO OO
ETHER 0
nxt—1 tunnel hostname nxr2 OO LCCEOOOOO
ppp0: 10.10.10.10 tunnel router-id 192.168.200.253

00 LCCEO 1D

LAN A: 192.168.0.0/24

12tpv3 xconnect 1

description nxrl-nxr2

tunnel 1

xconnect ethernet 0
~lkkOooooooooooooo

xconnect end-id 1

ppp0: 11.11.11. 11 ~O00LCCEOD end-id0 O OO0OOO
nxr-2 \
ETHER 0 ’

L2TPv3 Tunnel

Internet

L2 Service

LAN B: 192.168.0.0/24 <nxr2000 >
1

12tpv3 hostname nxr2

12tpv3 router-id 192.168.200.253
!
12tpv3 tunnel 1
description nxr2-nxrl
tunnel address 10.10.10.10
tunnel hostname nxrl
tunnel router-id 192.168.200.254
1

A
|

12tpv3 xconnect 1
description nxr2-nxrl
tunnel 1

xconnect ethernet 0

xconnect end-id 1
!
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OO0OIPsecO OO

goooooobgoirsecdddn1b1000n
gbobooboboon

<O0OooOog >
O00000O0bDoooooPPPEOOOOOOO
OooooooOo0ooooooobooooooa
ooobooooooood
24— 192.168.1.0/24 OlPsecO0 0000000 OO0OOOMOIPsec OO
oooooooobooooooo
grdoooooooOooooooooo

ETHER 0: 192.168. 1. 254/24 gbooogooogoo
%nxr% 000000 IPO00OOOODaggressive

ppp 0:10.1.0.1 00000000000
OPSKOODDOOOOODOO” centurysys”
ooooo

PPPoE

<00oooooo s
nternet

,

|Psec Tunnel
PPPoEI_\ -

ppp 0: BhRYIP
nxr-2
ETHER 0: 192. 168. 2. 254/24

Mo 192.168.2.0/24

A
I
n |
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O0OIPsecOOOO

<nxr-1000 >
!
ipsec local policy 1
address ip
!
!
ipsec isakmp policy 1
description to nxr2
authentication pre-share centurysys
~ PSKO” centurysys” OO0
keepalive periodic clear
~000oo0oooooooooosAgooon
hash shal
encryption aes128
group 14
isakmp-mode aggressive ~ aggressive 0 00O
remote address ip any ~ogooogiue
remote identity fqdn nxr2.desu
<000 1D0 00O (FQDN)

local policy 1
!
!
ipsec tunnel policy 1
description to nxr2
negotiation-mode manual

~.do0o0oooooooooooo
set transform esp-aesl28 esp-shal-hmac
set key-exchange isakmp 1

0000 IsAkMPOODOOODOODO0O
match address nxr2

~IPsecO0 000000 nxr2” OODODOODOO

!

!

interface ppp 0

description test

ip address 10.1.0.1/32

ip tcp adjust-mss auto

ip access-group in in-ppp0
ip masquerade

ip spi-filter

ppp authentication pap

ppp username user001@xxx.com password user001
ipsec policy 1

~0gimwrogog

423

1
interface ethernet 0
ip address 192.168.1.254/24
~LANODOIPODOOO
!
interface ethernet 1
no ip address
pppoe-client ppp 0
1
interface ethernet 2
no ip address
!
!
!
ip route 0.0.0.0/0 ppp O
!
ip access-list in-ppp0 permit any any 50
~ESPODODO
ip access-list in-ppp0 permit any any udp
any 500
~ ISAKMPO O O
ip access-list in-ppp0 permit any any icmp
1
ipsec access-list nxr2
192.168.2.0/24

ip 192.168.1.0/24

~srclP dstiPOOO0DOOOO



OOIlPsecOOOO

<nxr-2000 >

!

ipsec local policy 1

address ip

self-identity fqdn nxr2.desu

~0 00 ID(FQDN)

!

!

ipsec isakmp policy 1

description to nxrl

authentication pre-share centurysys
keepalive 10 3 periodic

hash shal

encryption aes128

group 14

isakmp-mode aggressive

remote address ip 10.1.0.1

~O000ogwAaNO IPOODODO

local policy 1

!

!

ipsec tunnel policy 1

description to nxrl

set transform esp-aesl128 esp-shal-hmac
set key-exchange isakmp 1

match address nxrl
!
!
interface ppp 0

description test

ip address negotiated

ip tcp adjust-mss auto

ip access-group in in-ppp0

ip masquerade

ip spi-filter

ppp authentication pap

ppp username user002@xxx.com password user002
ipsec policy 1
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1

interface ethernet 0

ip address 192.168.2.254/24

~LANOO wPoOogno

!

interface ethernet 1

no ip address

pppoe-client ppp 0

!

interface ethernet 2

no ip address

!

!

!

ip route 0.0.0.0/0 ppp O

!

ip access-list in-ppp0 permit any any icmp
ip access-list in-ppp0 permit 10.0.0.1 any 50
ip access-list in-ppp0 permit 10.0.0.1 any
udp any 500

!
ipsec access-list nxrl ip 192.168.2.0/24
192.168.1.0/24
<srclP dstiPO0ODOOO0O



gooo0boooooooano

NXROODOODOODODOODOODODODODODO0D0O0D0O0000000000000000000000d Web
ooooooooooooo
http://www.centurysys.co. jp/router/list_mobiledata.html

goboobooboobgoobooboobooboobobooboobooboooobobooo
gooobooooboooboobobobooboobo

1. 000000000000000000000O0Oshow mobile 0 apO 00O OO APN: emb.ne.jp”
OCIDOPDP TypeOODOODOOOOOODOOD APN: emb.ne.jp” O CIDO 10PDP TypeO IPO OO
nxr120#show mobile 0 ap

CID :1

PDP Type : IP

APN : emb.ne.jp
CID t 2

PDP Type : PPP

APN . rtc.data
CID : 3

PDP Type : IP

APN - 3g.commu

2. 00000O0OOCcibgPoP TypeOOOOOOOOOODOOOODOOO
nxr120#show config
ooooooogogo
!
interface ppp 0
description 3G
ip address negotiated
no ip redirects
ip tcp adjust-mss auto
ip masquerade
ppp username em password em ~goompoooboooon
dial-up string *99***1# ~cidd 10000000 1000
mobile apn emb.ne.jp cid 1 pdp-type ip — cid 10 pdp-type O IP
ooooooogoo
1

mobile O ppp O 0000000 ppp OOODO

!

ip route 0.0.0.0/0 ppp O IO O0O0O0O00DO0O0 pppo0O OO
end
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OOQeSOOONO

oood
Qes(HTB)U D DD OCOoOoooo
O30 000A0BOCODUODOUODODODOODOOOA:8Mbps, B:dMbps, C:d4vbpsD O OO OO ODOO
ODOOO0ADCOOOceilDODOA:16Mops, C:8Mbps)D OO ODOOOO
owantoOoooooooboooooboooobooooobooboobooboboooDiaeMepsdd O
g
eth0:192. 168. 0. 254 eth1:192.168. 1. 254

192.168.0. xx: 5Mbps —> class C: 4Mbps(ceil:8Mbps) —> 5SMbps
192.168.0.10: 5Mbps —> class B: 4Mbps -> 4Mbps( 7 L—LARE)
192.168.0.20: 5Mbps —> class A: 8Mbps(ceil:16Mbps) —> 5Mbps

oobooodswpsO 00O OOO0OOOobOOO0OOODOOOOOBOOOUODODODOOOODOO

godooooooouooooood
!

fast-forwarding enable

!

class policy AAA

class default bandwidth 4000 ceil 8000 <- class C
class 10 bandwidth 4000 <- class B
class 20 bandwidth 8000 ceil 16000 <- class A

class filter 10
match ip mark 10
!

class filter 20

match ip mark 20
1
I -

interface ethernet 0 route-map rmapAAA permit 10

ip address 192.168.0.254/24 match ip address list10
classify input route-map rmapAAA set mark 10

1
! -

interface ethernet 1 route-map rmapAAA permit 20

ip address 192.168.1.254/24 match ip address list20
queue policy AAA bandwidth 16000 set mark 20
<- class A, B, C0OO0O0O :
1 class access-list listl0 ip 192.168.0.10 any
interface ethernet 2 udp

no ip address class access-list list20 ip 192.168.0.20 any

queue shape 90000 23000 128000 udp
!
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O0QesOOODO

gobooooboooooao
goboooobobooboboobobooboboooooboon

o show qos class

ogogooooad
Oo00o00ooooooooDooooooooooooooooooooooooon
oooogooo show qos class INTERFACE

oooodood

class htb 1:1 root rate 16000Kbit ceil 16000Kbit burst 1600b/8 mpu Ob overhead Ob churst
1600b/8 mpu Ob overhead Ob level 7

class htb 1:1 HTBO OO ODOOOoOOoooOoboboooooimoobo:1ioooooobooooo
root rootD 0000000000000
rate 16000Kbit bandwidthOO O OO OOOOOOOO0O0DOCO

ceilD0O0OO0O0OODODOOUOOOODOceilIOODODOOOOOOODO rated
gbobogobooood

burstDO0O0O0O000OOOCOOO0OOOOCOOOOOODOOOOOOODDOLOO
gboobosboooooboobobooooobOoboooooo

mpu Ob MinimumPacket Unit0 OO0 0000000 ODOOOCOODOODOOOOOOO
overhead Ob 000000000 OmpuO 0000 O0OOOoverheadd DO OO0 OODOOOO

courstD D0 DOO0O00O00OD000OD0OceilD0O0OODOOOOODOOODODOODOO
oobooobsoooboooboooboooboooooooooo

level 7 OO0000D00OOvrootDO7000 leafO O OOODOO

ceil 16000Kbit

burst 1600b/8

cburst 1600b/8

Sent 173034080 bytes 114296 pkt (dropped 0, overlimits O requeues 0)

Sent 173034080 bytes 114296 pkt goooooooooooobobobn
dropped 0 enquete0 0000000000 DOOOOOO
overlimits 0 ooooooooooooooooo
requeues 0 OOquevel DO OODOOOODOOOOO

rate 14352Kbit 1185pps backlog Ob Op requeues 0

rate 14352Kbit 1185pps (0000 DO 0O OO OO OO OO O Packet Per Secondd O O OO OO
backlog 0b Op quetel DO DO0O0O0O0OOODODODOOOOODOODO
requeues 0 requeued] 0000000 O0O0OODOOOO

lended: 9993 borrowed: 0 giants: 0

lended: 9993 obooboooboboobobooboboooboboobobooooDg
) gboboooboboobobooboboobobooooboon

borrowed: 0 gboboooboboobobooobobooobobooobobooboooboon

giants: 0 gbobodgbobooboobgaooa

tokens: -6048 ctokens: -6048

tokenD OO OceilUOOtokenD OO OO OO
tokens: -6048 ctokens: -6048 00000000 bO000b0bO0o00oobOo0o0oooooooooan
ooooog
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class htb 1:10 parent 1:1 leaf 10: prio 4 quantum 31250 rate 4000Kbit ceil 4000Kbit burst
1600b/8 mpu Ob overhead Ob cburst 1600b/8 mpu Ob overhead Ob level 0

parent 1:1 ooooomboi1igooooooooooo

leaf 10 ooooooooiootleaf00O0OOCO0OO0OOODOOO

prio 4 goooooooooooooooo4bonn
tbobooobooooooboooooOoOO0OoOoOoO0oOoO0O0OO0bOOO0OOOobOoOoOoonon

quantum 31250 oboboooboooooboooboooboboooooooooooboooboboOoooooon
gbobodoooooooooooooooooon

Sent 47747018 bytes 31537 pkt (dropped 9889, overlimits 0 requeues 0)

classBOOOO4bpsO O OOOOOOOO0O0ODOSMpsDOOOOOODOOOOOOO
ooooooboooo

rate 3948Kbit 326pps backlog Ob 100p requeues 0
lended: 31437 borrowed: 0 giants: 0
tokens: -46801 ctokens: -46801

dropped 9889

gboboooooboboboobooboboboobobobooboo

tokens: -6048 ctokens: -6048 000000

class htb 1:255 parent 1:1 leaf 255: prio 4 quantum 31250 rate 4000Kbit ceil 8000Kbit burst
1600b/8 mpu Ob overhead Ob cburst 1600b/8 mpu Ob overhead Ob level 0

Sent 62719498 bytes 41433 pkt (dropped 0, overlimits O requeues 0)

rate 5202Kbit 430pps backlog Ob Op requeues 0

lended: 31440 borrowed: 9993 giants: 0
0000000 (41433)0 O lendedO O (31440) 0 borrowed [ (9993)0 O

ooooooo
borrowedd 0 (9993)0 0 00 0 0O (1:1)0 lended(9993) 0 0 0 OO OO OO

Sent 62719498 bytes 41433 pkt
lended: 31440 borrowed: 9993

tokens: -17968 ctokens: 1250

class htb 1:20 parent 1:1 leaf 20: prio 4 quantum 60000 rate 8000Kbit ceil 16000Kbit burst
1600b/8 mpu Ob overhead Ob cburst 1600b/8 mpu Ob overhead Ob level 0

Sent 62718964 bytes 41426 pkt (dropped 0, overlimits O requeues 0)

rate 5202Kbit 429pps backlog Ob Op requeues 0

lended: 41426 borrowed: 0 giants: 0

tokens: 1250 ctokens: 625
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o show qos queue

ooooooo

dooooooooooooooooooooooooooooooooooooooooooooo
oo0oooooooooo

oooogooo show gos queue INTERFACE

ooooooo

qdisc htb 1: root refcnt 2 r2q 16 default 255 direct_packets stat 0 ver 3.17

qdisc htb goooooooooRBooooooDoooo

1: odoooooooooboooooomwoooooao

r2q ratelJquantumnD D 0D 0 000O0O0O0O0O0O0OOOOOO0O0O0ODOO0O0O0O0O0O0
default 255 defaultO OO QO IDOO2550 00000000000

Sent 14726355660 bytes 9727030 pkt (dropped 850029, overlimits 21931499 requeues 3)

Sent 14726355660 bytes 9727030 pkt |J 000000000 DOOOOOOOO
dropped 850029 enqueteJ 00O OODOOOOOOOODOOO

ODO000DO0000bandwidthDO OO ODceceilD 000D OO0DOOODO
gooooooooooooo

requeues 3 O0OqueveDl OO0 O0O0O0OOOOOOOOOO

overlimits 21931499

rate Obit Opps backlog Ob 100p requeues 3

rate Obit Opps 0o0o00o00oooooooooooag
backlog Ob 100p queed 000000 O0OODOODOOODOOOOOOOOO
requeues 3 requeteJ J 000D 0OODODDODOOOOOO

qdisc sfq 255: parent 1:255 limit 127p quantum 1522b flows 127/1024

limit 127p gboobuobodobooboboobobod
flows 127/1024 queutel 00012700 00000000 0OD0O0ODO1024000000000000

Sent 5337773682 bytes 3525853 pkt (dropped 0, overlimits 0 requeues 0)

rate Obit Opps backlog Ob Op requeues 0
qdisc pfifo 10: parent 1:10 limit 100p

Sent 4050819036 bytes 2675574 pkt (dropped 850029, overlimits O requeues 0)
rate Obit Opps backlog 151400b 100p requeues 0
qdisc pfifo 20: parent 1:20 limit 100p

Sent 5337762942 bytes 3525603 pkt (dropped 0, overlimits 0 requeues 0)

rate Obit Opps backlog Ob Op requeues 0
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o show qos filter

0o0o0oooo [OOoOooo0ooooogoOooooooooo
OO0oO0Ooogd  show qos filter INTERFACE

ooooooo

[Filter statistics]

Parent id 1:

filter protocol ip pref 21 fw

filter protocol ip pref 21 fw handle Oxa/Oxfff classid 1:10

pref 21 ooooooogo
handle Oxa/Oxfff TosU O OOMARKD O OO Ood
classid 1:10 gbooobobooobobooobomubobod

filter protocol ip pref 41 fw
filter protocol ip pref 41 fw handle 0x14/0xfff classid 1:20
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O Osmartphone OO VPNO OO OO O

m smartphone 0 O VPN O
O smartphoneld Android/iPhoned [0 0 VPNO L2TP over IPsecO 00000000 OOOOODOOOO

cogoooooon

smartphone(192.168.160.248/24)----- WAN----- (172.16.4.108/24)NXR
L2TP over IPsec
Authentication: PSK
smartphone: Android NO OO

o Android 00O 0O
[OO]-[000O000000000]-[VPNOOT]-[VPNO OO J-[L2TP/1Psec PSK VPNO O O]

VPN O gogoooboooooood

VPNO O OGonoo 00172.16.4.108

IPsecO 0000000 [OPASSWORD

gooboood OwrnelOO0O000OO0ODO0ODOOOOODO

goobooogoo goobobooobobbooobooboooooon

o NXRO O[O
!
ppp account username test password test O0000000O0OO0ODOOODO0O
!
ipsec nat-traversal enable
! 1

ipsec local policy 10 12tp 1

address ip tunnel address any ipsec

! tunnel authentication callin OtnnelOOO0ODOO0OO0O
ipsec isakmp policy 10 tunnel password hidden vnpMEI8pG5YyiwFfvlLts4Q==
authentication pre-share PASSWORD OtwnnelOOOO0O0OOOOO
hash shal tunnel mode Ins

encryption aesl128 tunnel virtual-template 0

group 5 1

lifetime 86400 interface virtual-template 0

remote address ip any ip address 10.0.0.1/32

local policy 10 peer ip pool century

! !

ipsec tunnel policy 10 interface ethernet 1

set transform esp-aesl28 esp-shal-hmac ip address 172.16.4.108/24

no set pfs ipsec policy 10

set key-exchange isakmp 10 1

set sa lifetime 28800 ip local pool century address 10.20.0.10 10.20.0.100

set protocol-mode transport ip local pool century exclude-address 10.20.0.20

match protocol 12tp-smartphone 1
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OOsmartphone OO VPNO OO OOO

m smartphone 0 VPNO OO O OO
ocooooooon

smartphone(192.168.160.248/24)----- WAN----- (172.16.4.108/24)NXR
L2TP over IPsec
Authentication: CRT
smartphone: Android 1000

Ooooooo
a.CAODO
ocADOODOODbDOoOonog
ODEROD OO PEMOOODOCAOODO /CRLOODODOOOODO
b.Server(NXR)O [0 [
OServer(NXR) DO DO ODOOODOODOOOSubject CNO O O smartphone d VPNO O O 0O OO VPN
OooOooooowhooooboooooog c=Jp, O=Century, CN=172.16.4.108[
OServerONXROO OO /0000O0ODEROODO PEMOODOOCOOODODOO
OO00o0oooOoOoOo/000oONROOCOOOODOOOO
c.Client(smartphone) O O
OClientJ 0O O0OO0ODOODO
OClientJ0D0O0O PKCS#120 00000 OOODO
Android: CAOODO /000 /00000000pl2)dCADOO0OODOOOODOO .crtO
iPhone: OO0 /00000
OO0DOO0O00ODOOOOsmartphoneJ 0000 ODOOODOO
Android: SDOOOOO0OOOOOOOODOOOODOOOO
iPhone: iPhone0 0000000 DOCOOOOOODO

O Android 0 OO

a.000oOoOooooOod
MooooDoOoooooooooooobooo shoooooooooooon
goo]-[coboo0o]-[ooo0ooboooooojoboboooooboooo sbooooooon
Jd0ooddoooOodooooOo0oooDoo0oooDoOoooooDoooooooog
oooDooooooood
gcADOO0ODDOoOOoODooocAODOOnoDOooDoOooooDoon

b.vPNO OO

[DO0]-[000000000000]-[VPNOO]-[VPNO OO ]-[L2TP/IPsec CRT VPNO O O]
VPN O 000000000000

VPNODOOOOo 0172.16.4.108

IPsec0 0000000 OPASSWORD

0o0O0o0o00O Otunnel 0000000000000

0000000000 O0O0000000000000000000000
0ooo0o0oooO Da.0000000000000000000000000

cAUDbDbOoOoonono a.0000O0obOO00ocAOObbOOOoobO
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OOsmartphoned O VPNOOODOOO

ONXROODO

ppp account username test password test

1

ipsec nat-traversal enable

ipsec x509 enable

ipsec x509 ca-certificate CA
oooooocAODOoooDoooon

ipsec x509 certificate nxrl25
0o0ododserverd00000onooOonO

ipsec x509 private-key nxrl25 key
0o0ododserverd00000onooOonO

ipsec x509 private-key nxr125 password hidden KM98s9ITMmIuAjf3pjEUyA==
OO0Server0 00000000000 ODOOOO

ipsec x509 crl CA
oooooodcRLOOODODO 1

! 12tp 1
ipsec local policy 20 tunnel address any ipsec
address ip tunnel authentication callin
x509 certificate nxrl25 OtunnelO0O00OODODOOO
! tunnel password hidden vnpMEI8pG5YyiwFfvLts4Q==
ipsec isakmp policy 20 OtunnelO0O00OODODOOO
authentication rsa-sig tunnel mode Ins
hash shal tunnel virtual-template 0
encryption aesl128 1
group 5 interface virtual-template 0
lifetime 86400 ip address 10.0.0.1/32

lifetimed Android0 0000 peer ip pool century

remote address ip any 1
remote identity dn C=JP, O=Personal, CN=ArrowKiss
000000 clientD 00O subject 1

local policy 20 interface ethernet 1

! ip address 172.16.4.108/24

ipsec tunnel policy 20 ipsec policy 20

set transform esp-aesl28 esp-shal-hmac 1

no set pfs ip local pool century address 10.20.0.10 10.20.0.100
set key-exchange isakmp 20 ip local pool century exclude-address 10.20.0.20

set sa lifetime 28800

lifetime O Android0 00 00O
set protocol-mode transport
match protocol 12tp-smartphone
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Packet Traveling

1. IP filteringOOOOO

INPUT/OUTPUT/FORWARDC] O filteringD DO D OO0 O 0O M OO0 DO OO O OPsec input/output policy
check 0 OO OO SPD(Security Policy Database) I 00 OO0 D0 OO00OODOOESPOOOOOODOOONO/
ESPOCO0ODO000O0ODODODODOOOOODOODODOOOOmtchOOO0OOOODOODOOOOO

o INPUT
(1) invalid-status-drop filter
O invalid-status-drop in filter(SYSTEM)
O invalid-status-drop in filter(interface)
(2) SYSTEM filter
O TCP connection 0 O O
(3) IPsec input policy check
OlPsec ESPOOOODOODOOOOODOOODO
(4) USER input filtering
(5) SPI check
(6) ServiceO filter(GUIO OODOO filterO O)

o FORWARD
(1) invalid-status-drop filter
O invalid-status-drop filter(SYSTEM)
O invalid-status-drop forward-in filter(interface )
O invalid-status-drop forward-out filter(interface(l)
(2) SYSTEM filter
0 Session limit
(3) IPsec input/output policy check
OlIPsec ESPO OO OO OO OOOoutbound policyO matchO OO OOOOOOO0O
(4) UPNP filtering
(5) USER forward in/out filtering
(6) SPI(input/forward 0 O O)
(7) Web O OO forward in/out filtering

o OUTPUT

(1) IPsec output policy check
(2) IPsec outbound policyO matchO OO OO0 OODOOOO
(3) USER output filtering
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Packet Traveling

2. NATOOOOO
NATOODOODOOOOO0O00000

o INPUT
(1) SYSTEM DNAT
(2) UPNP I DNAT
(3) USERO O DNAT(Static NAT)

o OUTPUT
(1) SYSTEM SNAT
(2) IPsec policyO matchODO O OO OO0OOO0OOONATODOODOODOOODOO
OO0O0lIPsec snat-policyO 0000 O0OO0OOONATOOODOOOOODOOO
(3) USER [ O SNAT(Static NAT)
(4) IPv4 Masquerade
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Packet Traveling

3. NXR Packet Traveling
NXRO Packet D D OO DOODOOOOODOODODOODO NATO Filteringd packet coloringd 00O OO
goooooo

PacketZ{5
__________ l-_________- Network

PRE-ROUTING
(1) conntrack

@ packet coloring

3 DNAT

NXRE & ~MDpacket \ fth M address~ Mpacket

@ routing process

v Y

INPUT ® inbound SPD& %
® input filter
\ 4
Y @ oudbound SPD#& 3

® inbound SPDI& &

A 4 v
Local Process FORWARD
! forward-in

A
9 routing process

forward—out

A 4

outbound SPD#& %

A 4

OUTPUT
) conntrack

(2 output filter

A

POST-ROUTING

(3 packet coloring

Packeti:{g
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Packet Traveling

o Packet forwarding [
- PacketO O -

O

Conntrack

conntrackD 0000000000 OOOO0O00OOOO0O00DODOOOODDO Ceonntrackd O
OO0O0Osessiond OO0 (global node)D OO O OOOOOOO

Packet coloring(input)

Destination NAT

OOOONATOOOOOWNUDHOODOODODOOOO0O

Routing Process

IPsec inbound SPD(O 1)O0 O

ESPO 0O DO OO packetd OO OO policy checkDO OO OO OESPO OO O packetd plain-text
O000D0000000dropd0O00ODODOOOiupsec policy-ignore inputd 000000000
OOcheckDOOOOODODO

IPsec outbound SPD(O 1)O O

ipsec policy-ignore output D 0000000000 Opolicy00O0O0ODOOO0O

Packet filtering

OOOOIP filteringOUOOOO(FORWARD) D O O OO OODOODO

Packet coloring(output)

Source NAT

OOOONATOOOOO@UTPIMHOOOODODOOOOO

- PacketO O -

o Packetd OO (NXR[] 00 )
- PacketO O -

O

Conntrack

conntrackD 0000000000 ODOO0OO00OODOO0O0O0DODOOOODDO Ceonntrackd O
OO0O0Osessiond OO0 (global node)D OO O OOOOOOO

Packet coloring(input)

Destination NAT

OOOONATOOOOOWNUDHOODOODODOOOOO

Routing Process

Packet filtering

COOOIP filteringUOODOOUNPUHOOOODOOOODO

IPsec inbound SPD(O 1)O0 O

ESPO 0O DO OO packetd OO OO policy check DO OO OO OESPO OO O packet plain-text
O0000000000dropd0O00ODODOOOiupsec policy-ignore inputd 000000000
OOcheckDOOOOODODO

--> ESP packet0 00000 /decrypt 0 OO OO OOOOOO

--> NXR local process
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PacketOOOONXROOOOO

- NXR Local Process[] Packet O -

0 Routing process

0 1IPsec outbound SPD(O )OO

0 Conntrack
conntrack D0 000000000 OO00O00O0OO00O0O0ODOOOOODOODOTConntrackO O
OO0 0O0Osession0d 000 (global node) D OO0 O OO0OOOOO

O output filter
OoOoglrp filteringD OO OO @UTPIHOOOOOODOODODO

0 Packet coloring(output)

O Source NAT
OO0OONATODOODOO@UTPUIHOOODODODOOOO
SNATOODOOODOOODDOOD IPsec outbound SPOO O OO OODOOODO OO ipsec policy-ig-
nore output 0 000000000 OOpolicyDO00D0OODOOODOO Policyd matchO O packet
O Oencrypt 0 00O 00O OOUTPUT chain --> POST ROUTINGD O OO OESP packetOD O OO OOOO

- PacketO O -

(Y

IPsec0 000000000 DOOOOODOODOODO0O0O0O0ODO0O0O0OO00O0O{discard(CO0O0O0O
O00)Obypass(IPsecO0 D0 O0O0O0O0O)ODapply(lPsecO0 000 OO OODOOOODOODODOO SP
(Security Policy)DOSPODOOOOODDOODOOO SPD(Security Policy Database) [0 O

SPD [0 O O inbound SPD O outbound SPDO OO OO OO OO OODO O policy checkd O O inbound SPD
0000000000000 00 policy checkO O Ooutbound SPDO OO OOOOO

439



C

O Policy based IPsec O Route based IPsec



OO0 CcOPolicy based IPsec 0 Route based IPsec

O O Policy based IPsec

1. Policy based IPsec

OO00O0O0ONXRO IPsecd policy base DD OO DO O0OO0OOODOOO0OODOOODOOOPolicy basell O
O000000OOrouting tableO O OO0 Opolicyd matchO O packetO O OO ESPOOOOONO
IPsec ESPO OO 0O packetd O 0O O O filtering O NAT(SYSTEM NATO O O)OOODOOOODOOO

1.1. IPsec policy matching
policy 0 match O O O packet 0 routing tabled O O O forwarding 0 O O O O policy O matchO 0O O
OO0 routed 0000 OOdropO 0O Ond

1.2. ESPOODOOO

1.2.1. IPv4 DFO O Packet O ESPO

IPsec 0000 PMTU discoveryD 0000000000 0OODFhItO 1000 tunnel MTUDO OO OO DO

0000000000 twnelingDOO0OO00OO0OO0O0O0OO0OOouterd IP headerO DF bitO O OO 0
oopoooooo

OO0 1IPsecd OO0 PMTU discovery D O OO OO ODFbitOD 1000 tunnel MTUDO OO O OO frag-

ment needed 00 000000 OpacketD drop0 00000000 Oouterd IP header O DF bitO

OO tunneling packet0 0 OO0 O0O00O0O0O

1.2.2. IPv6 PacketO ESPO

IPv6eO OO0 IPVAODOO0OO00O0OO00O0O0OOOOOIIPVeOOOOODO routerd fragmentd OO OO
O OPMTU DiscoveryO0 O OO0 fragnentO O OO DO OODOO packet sizeO0 0000000 OOOONO
oOdO00befaltO0O00O0OODOOOOODOOOODOOOO

OOONXROD tunnelingd O 0O OO tunnel header tax 0 OO0 OO0 OOOO0O packet sized O IPv6
OO0 MTU(1280bytes) D0 00O OO0OODOOOOOOODDO1I20000000000000000O
000000012800 0000 packet0 00 000DOOOO0OODOOOOOOOODOOOODOODOOO
oooooooooo

O000Otunneling0 OMIUDODODOOOOODOO fragnentD OO O0OO0O0O0DO0ODOODOOtunnel
MTUO O OOO interfaced MTUO O tunnel header OO0 OO0O0D0OOOOO

1.2.2.1. tunnelingO O fragmentO O
a. IPv6 over IPv6 tunneling (RFC247300)
-0 tunnel MTUD IPv6 O O MTU(1280)0 00O OO OO
Packet 0 OO OO0OODO host icmpv6 packet too big message 00 OO OO0
-Otunnel MTUO IPv6 O O MTU(I280)0 00O OCOOODO
oood fragmentO OO COOGOOO

b. IPv6 over IPv4 tunneling (RFC28930 1)
-0 tunnel MTUD IPv6 O O MTU(1280)0 00O OO OO
Packet 0 OO OO0OODO hostd icmpv6 packet too big message 00 OO OO0
-Otunnel MTUO IPv6 O O MTU(I280)0 00O OCOOODO
tunneling packetd IPV6 OO MIUD OO O OOOOPacketO0 OO OOOONO hostd icmpve packet
too big message 00O OO OO
Tunneling packetO IPv6 0O MTUDO OO O OO OO tunnel header O DFbitO OO 0O OO OOO
fragnentO OO0 OOO00O0O
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O O Policy based IPsec

1.2.3. Fragment Packet O ESPO
Fragment packet] ESPO OO0 OO Oreassemble J 0 ESPO OO O OO0

1.2.4. ToSOOOO
Tunneling IP header O ToS field O O O tunneling packet O ToSO (IPv6 O O O O traffic classO0)
OCO0O0O0OOOOOOOECN fieldOODOOOOODOOOOOOOODOO

1.2.4.1 ECN fieldO OO

Tunneling O O O packet O IPv4 ToS/IPv6 traffic class] ECN fieldO O O OO O tunnel 1P header
OECN filedOOOOODOOOOODOO(ECN fieldOO OO DO RRC31680 O)O

- CEODOO

OECcTOUoooooon

-CEODOOOO

OECN fieldOODOOODOOOOO

1.3. IPsec policy ignore O

OlpPsec policyUODOOOOOOOODOOODOODOOOOOOIPsec policyOODO anyOD OO OoOO
oOo0ooDoOopoooOoooo IPsecddbOO0OOoOoOoOoDOODOOODOOOOO

ooooooon ipsec policy-ignore (]input]output)

OO000O00gd  no ipsec policy-ignore gooo

O No O no ipsec policy-ignore

ooooooo

0000000 d(Ethernet/Tunnel/PPP/WINAX) 0 0000 O0O0DOOOOODODO
Olnput0 000 O0O0OOiunbound policy check DD OOOOOOOIPsec DODODOO0OOODOODO
0000 0oooooooooogoooooooooo

COoutputO0 0O OO00ODOOCOUO0ODOO0DOODOO0OODOO0ODOODOO0ODOOOIPsec policyOODOOO
oooooooooooood
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OO0 CcOPolicy based IPsec 0 Route based IPsec

O O Route based IPsec

2. Route based IPsec

Route based IPsecd OO O IPsec moded OO O OO tunnel interface0 000 routeD OO OO0
ESPOO0ODOOOOOODOOODOODO

000 interfaced IPsec mode O tunnel interface 0000 000O0O0OESPOOOOOOODODOOO
0000000 routed OO0 main/backup tunnel OO0 O OO OIPY6O IPsecO0 0000 anyO OO0
ooodoooooooood

2.1. IPsec tunnel interface

o IPsec tunnel interfaced O 0

IPsec tunnel interface 0 OGRED ip-in-ip tunnel OO0 OO0 0O OO tunnel interface0 000000
mode DD OODOOODOOO0OODOOOpprotocol 0000 DOODOOODOOODODODOOtransportdd IPO
ooooimi,vaD0ooooooon

000 tunnel interface 00 000 OO tunnel O 0O ospf O O O routing protocol DO O OO OOup

address0 00000 0OmulticastD 00000 OOOOODOOO

ooooooo tunnel mode (ipip|gre]ipsec ipv4)

O No O no tunnel mode

ooooooo Route based IPsecO0 000000 Oiupsec ipvd DOODOOOO

IPsec tunnel interface 0000000 optiond 0O OO0OOOOODOODO

o Path MTU DiscoveryO OO QOO /00

OO000O0OOouter IP header 0 DF bitO O ipvdO0 OO0 DF bitO O OO ODOOOIPVEOODOODO1L
OO0D000oo0ooooorrved tunnelingD OO OO MUODOOOOODOODOOODODOOOODOODOO
00000000000 O0OC 1.2.2. IPv6 PacketD ESPOOODOOOOODOODODO
OO0O000OOouter header 0 DF bitO OO 00O OO OO OOPath MTU DiscoveryD D OO M OO C
2.3. IPsec tunnel interfaced O Path MTU DiscoveryO O OO O OOO0ODOODOO

ooooooo tunnel path-mtu-discovery

ooooooo tunnel path-mtu-discovery 0O 000

O No O no tunnel path-mtu-discovery

o ICMP Address Mask Request reply

ICMP address mask request0 00000000 O0OOOO0ODO0O
ooooooon ip mask-reply

ooooooo no ip mask-reply gooooono
O No 0 no ip mask-reply

o ToSO O (0-2520 00O inherit) (Default: inherit)

0000 ToSOO tunnel IP Header OO OO DO OO inherit0 00 00O OO tunneling 1Pv4 header O
TosO O tunnel IP headerDOODODOOOOToSODOOOOODOECN fieldOODOODOOOODODOOO
OOO0O0OIPve packetD tunnelingD OO OO0 Mnherit0 00000000 ToSOOXOOOOOODOO
ECN fieldOODOOOOOOMMDODOC 1.2.4.1 ECN fieldOOOOOOOOOOOOOO
OOooOooon  tunnel tos (<0-252>]inherit)

0000000  tunnel tos inherit

O No 0 no tunnel tos 0= tunnel tos inheritd
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O O Route based IPsec

o TTLOO

doooogoi-255000000000oOpMTuDODOOCOOOO

Oinherit00000O0OOOCGRE/ZIPIPOOOOOOOOOTILOODODOO defaultd(64)00 0 OO
oo

goooood  tunnel ttl (<1-255>]inherit)

goooood tunnel ttl inherit

0 No 0 no tunnel ttl 0= tunnel ttl inheritd

o protectiond [

0000 IPsec tunnel policyO OO0 OO0

Oo0O0oO0oOooO0d  tunnel protection ipsec policy <1-65535>

ad No 0  no tunnel protection

goooooo Route based IPsecO 0000 tunnel OO0 OO ODOO

o pre/post-fragment 0 O

pre-fragment 000000 OFragment OO0 000000000 fragmentO OO O ESP ODODO O MO
OOESP packet 000D DOOMMODOOMOMNOOC 2.4 FragnentOD OO0 OO OO0OOOOO
0ooooogo  tunnel pre-fragment

gooooon no tunnel pre-fragment

ad No 0  no tunnel pre-fragment

2.2. Security PolicyO IPsec phase2 IDOOO0O

Route base 0 0 0 O policy base 00 0 00O OO O IPsec phase 20 negotiationd [0 O policy O SP
(Security Policy)0 0 00O 00O O Osource/destination addressd port/protocol 000 0O any 0 O
OsSPO00O0OODOO0OO interfaced 00O IPsec tunnel policy O bind O 0O O tunnel interface
0000000000000 I1IPsec tunnel interface 000 OO IPsec tunnel interfaced 0 00

0 ESP packet 0O OO0 policyOmatchOD OO ODOODOOOOODOODOIPsec phase2d IDO OO O SG
OlPsec SADDODOODOOOODODOOODOOOODOOOODO

2.3. IPsec tunnel interfaced O Path MTU Discovery O[O

IPsec tunnel interfaced O OO Path MTU Discoveryd O OO OO O OO tunnel interfaced 000
00000O0O0Opolicy baseO0OOODOOQOOC 1.2, ESPOOO0DOOOOO)OD0OOODODO O tunnel
interface0 MTUO O OO OOOOOOOPath MTU Discovery0 00000000000 OO0OOO0O
fragnent0 000 O000D0O0OOOOOO
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OO0 COPolicy based IPsec O Route based IPsec

O O Route based IPsec

2.4. FragmentO O

FragmentO O O O O O pre-fragmentU post-fragment D 20 0000000000000 0O0ODOOpre/
post-fragnent D O 0000000000 COOO0O0ODOOOO0ODOOOOMUOOOOOOOOODOOO
ooog

pre/post-fragment 0 0 0 O forwardingO D OO0 OO IPsecO00000OD0ONMUIODOOODOOONO
0o0ooooodOpre-fragnentD 00000 PMTUDO OO OO Opost-fragnent0O 00000000
goooowuoboooonoo

OO0000post-fragnentD 00O ODOOOMUDO 15000 000000000000PMIUDDOOOO
1000 0000000000O0OESPOOOODO fragmentO OO O

OO0OIPsecO0000ODOOOOMIUDO 15000 00000000000 forwardingd OO0 0OOOOESP
dooooopooooeEsPO000OOODOODOODOOONMIUODODOOOODOO fragment(post-
fragnent) D OO OOOOOCOESPOOODOOIP fragnentd DO OO0 OOOOOO

OO00O0forwardingD OO OO0OOOIPsecO0DOOOOOOMUOOODOOOOODOIPsecOOdO
OooooOwvuod fragment(pre-fragnent) DO OO ODESPOOODOOODOODOOODOOESPOODOO
goooogo

000000O0D0o0od0Opost-fragmentO OO0 OOIPV6eOD 0000000 ODOOODOODOOO
pre/post-fragment 0 0000000000 post-fragnentO 0 OO0 00O OOO
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OO0 COPolicy based IPsec 0 Route based IPsec

O O Route based IPsec

2.4.1. Pre-fragment

FragnentO OO0 00000 OFragment0 00000 ESPOOOODOOO0OODOOODOO ESP packet
ooooooo

Pre-fragnent0 00 000000000000 OC0OOODOOOOOO

1) Interoperabilityd0 00

NetscreenJ OO0 O0OOODOpre-fragmentO OO O OOOHWWODOODOOO /fragment/reassemble O
OO0O0D0OO1500bytes0 00 packetD DO OOOOOOOOOOOO

0 00O 2000bytes O packet D ESPO OO OO fragment D O 0 O O O O O Netscreen [0 reassemble 0 O
000 1500bytesO 00 packetO OO OOOOOOO0OOOOOOOO

OO000OD0O0OO0ONXRDO pre-fragmnent0 00000000 O0DOODOOOOODOOOODOODOOO
cooooo

2) NAT-traversal

NAT-traversal O O O post-fragnent D 0 000000 OO packetD O UDP headerO 0O O ODOODOO
200000 packetO O UDP header OO0 OOO0DOOCUOOOODOOCOOONAT router0 000002
OO000O0packetD 0O ODO0OOD0OODOOO0OOOODOOpre-fragment0 0000000 OOOODO
gooooooooooooo

300000

OO000D0000Opre-fragnent0 000000000 ESP packetDOOOOO0OOODOO router0dQd
00000 packetO OO0 OOOOOESPO decrypt0 000 packet0 D0 OO0 OO0 OO end-point D O
OO0 reassemble0 000000000 ODOOODOO

OOOONXROO fragment 0 OO 00 packetO OO0 reassemble 00000000000 OD0OO0O0O

0000000000000 00000000O0 reassemble0000000000DO0OO0O0OOOO

00000000000 CO2.4.4. 1Psec interface 0 00 OO fragment packet O reassemble (0 [

oooDooooooooo
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100 COPolicy based IPsec O Route based IPsec

O O Route based IPsec

2.4.2. PMTUDO OO FragmentO O O DF bitO OO

FragnentO OO 000000 IPsecO 000 00O pre-fragment(fragment 0 000000 00O )O post-
fragment(CO DO OO fragmentO0 00 0)0D0OO0OOOOOOODOOO

0000 Pre-fragment 0 0 0 0O Opost-fragnent 0 000000000 PMTUDO OO fragmentD O 00O
0ooooooo@oooooonoooooon)doF it O/Ho0ooooooooooooog
0000000000 pre-fragment/post-fragmentJ 0 00 Table 1000000

Table 1. PMTUDO O O Fragment O O O DF bitO O O pre-fragment/post-fragment 0 00 O

putupg 0 | Freamentt b oe e 0ooo0oo
pre/post
0 pre-fragment(fragmentd O 0O O)
re
i P 1 pre-fragment(fragmentd 0 0O 0O)
disable
c 0 post-fragment( O O O fragment)
0S
P 1 post-fragment( O O O fragment)
0 pre-fragment(fragmentC O 0 0O)
re
ol P 1 O0O0000OdropO OO fragment neededC OO OO OO
enable
c 0 post-fragment(d O O O fragment)
0s
P 1 O00000dropd OO fragment neededd 000 00O O

00000 post-fragment(D O OO fragnent) D0 00000000000 O0OESPODOODOO
reassemble0 000 000O00O0O0O0O0O

ONXRO O PMTUD O O (enable/diable)d Fragment O O (pre-fragment/post-fragment) D [ interface
tunnel node0 00000000000

o PMTUD DO O
< enable > tunnel path-mtu-discovery
< disable > no tunnel path-mtu-discovery

o Fragmentd O
< pre-fragment > tunnel pre-fragment
< post-fragment > no tunnel pre-fragment
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000 COPolicy based IPsec O Route based IPsec

O O Route based IPsec

2.4.3. IPsec interfaced 00O OO fragment packet O reassembled OO
Pre-fragment 0 0 0 packet OO0 OO0 OO0 OONXRO D OO reassemble d 0 0O 0O reassemble 0 0 O
forwvardingU OO OOOO0OO0OO0OO0D0O0O0O0Odefault0D 00000 (reassembled 0 0)00 OO IPsec
tunnel interface0 0000000000 OOO0OO
ooooooo ip fragment-reassembly
ooooooo ip fragment-reassembly O reassemble 0 0 O
O No O no ip fragment-reassembly [ reassembled 000
ooooooo
Oreassemble 00O OO0 fragment D OO0 O packetO OO OO OO DO Oconntrack J O O session
0000000000 0000D0OOconntrackD 000000 OONATO SPIO session command O O O
00do00o0doooooDooooooooo0oooo0ooooooogoooooooooon

(reassemble0 0 0)0O00OCOCOOO0ODOOOOODOOOODOOOODOOOODOOOOODO
ooooooog

ooo ooo
OO0 route0000O0O0OOODOIInvalid-status-drop0 00 drop0 00000 O00OOODO
Ofiltering 0 packet coloringD OO0 OO OO Oprotocol O port 00000000000 OD0OODO0O
fragmentO OO0 200000 packetJO0OOO0O00ODO200000 packetd filtering O packet
colorig0 00000000000 DOODOOODOOIP header O O (source/destination address [J
OH)yJdoooooooooooogoooo
ooooooo
Oglobal node Ono ip reassemble-outputd 00 0 O O O ipsec tunnel interface 0 O no ip frag-
ment-reassembly0 0 00000 0OO0OOno ip fragment-reassemblyD 00000000
0000 no ip fragment-reassemblyd 0O 000 O tunnle interface0 00 0000ODOOO0O
reassemble D 00000000 OconntrackD 000000000 OO0OOOOODOODOOconntrack
OO000O0O0OONATOO /SPIl/session0 0000000000 0DOOO0O0OOOOOOO0OOOO
000 packet coloringD 00O OO0OOOOOO
(0 no ip reassemble-outputd O 00O 0OO0O00OOOOQO tunnel interfaced O no ip fragment-
reassemblyd O O ip fragment-reassembly0 00 000000000000
(no ip fragment-reassembly 000000000 0OOOWarningOODOOOODOD

Oip fragment-reassembly 000 000000000000 O0D0OODOOO ip reassemble-output ™
oooooooooooogo
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OO0 cOPolicy based IPsec Route based IPsec

O O Route based IPsec

2.4.4. IPsec policy-ignored 0

IPsec interface 0 0 0O 0O Opolicy-ignore0 000000000 Orouted IPsec interface 00 00O
policyOOOOOOOOOOpacketDOOOOOOOdrop0000OO0DODODOODOIPsec interface
00 ipsec policy-ignore0 0000000000 O0OOOno ipsec policy-ignored 00 OMM OO0
ooogmd

2.4.5. Policy based Route base IPsecO O 00O
Policy base/Route base 0O OO0 IPsecO D000 /00000000O000O0 table 20000000

Table 2. Policy/Route baseO0 O D OO O OOOOO

ood Policy Based IPsec Route Based IPsec
set route o x
routingd O O handling X o
policy-ignore o x (ooooboooo)
NAT H o
(SYSTEMNATO O OO DO O)
filtering X o
routing protocol » o
(OSPF,RIPV1/v2)
DF bitO 10 packet o °
0 O O fragment
pre/post-fragmentd [0 O x (post-fragmentd O O 0) o
outer headerd OO OO OO X o
IPv6 policy anyl O O X o

o (ECMPO O OO DO)
(Equal Cost Multi Path)

QoS X o

balancing X
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IKEv2 Protocol

NXROOOIKEV2OOODODOOOOOIKeEVIDOOOODOOooOooooooooobooKkKev2000o0no
god

1. IKEV1O IKEVv2O O OO
IKEviO IKEv2O0OODOOoooooooooooono

oOOO
IKEv1 IKEV2
ISAKMP SA IKE_SA
IPsec SA CHILD_SA

o Main/Aggressive/Quick moded D OO OO
Main/Aggressive/Quick mode D OO0 OO0 OO O OO OO DO IKE_SA _INITO IKE_AUTHO CREATE_CHILD SA [
O000D0DoO000oo00ooo0U0ooo00oooooooooooooooon

o Aggressive Mode 0 0O
O0O0Opre-shared-key OO0 OO IDOO0O0OOO00OO0OO0O0OOOOOOOOO IKEAUTHO OO
address0 00000000 O0DOOOOODOOO

o lifetime, rekeyO OO OO OOO
O4.RekeyD OO O OOOOOOO

o SAO lifetime d negotiationd O O
IKEv2O0OOOOOoooO lifetimeODOO0ODOO0OOOOO0OOOOOO lifetimed SAODOOOODOOO
O0000000OOrekeydO responder 0 initiator 0000000000 OOOODO

o IKE_SAO IPSEC_SADO DO ODOOODO

IKEv2O O O IKE_SAD lifetime OO OO IKESAOOOODOOOOODOODO IKELSAOODODOOOODOO
O CHILD. SAOD D OOoDOoonoa

IKEVIO O O ISAKMP SADO IPsec SAODOOODOOOOODOOISAKMP SAD lifetimeO0 OO OOODOOOO
O IPsec SADOOOOOODOO

orekeyOOODOOSADODOOSADODOOODODO

IKEv2OOOrekeyO OO O SAOODOOOOODOODO SADOODOOOODODO SAODOODOOOODO
IKEviOOOrekeyOO OO SAOOODOOOOODOODOOODOOO SAO lifetimeDDOOOODODDO
gooogoogo
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IKEvid IKEv2O0 OO OOooooooooooooogoo

ooad IKEv1 IKEV2
set route o Oo@ooooo)
set priority 5 x (@O00)
I SAKMP backup o O@ooooo)
XAUTH o -
X.509 o) o
PSK o
U

goirrpOdOPSKD OO

(mainmode OO OOOOOOOO
O00oOooopPskKOODO)

Multiple authentication

0D@ooooon)

EAP-MDS

O

EAP-RADIUS

o (serverd)

1Pvel] O

O

route based IPsec

O

policy based IPsec

O

MOBIKE

o (00DOD0O0)

DPD

O

Hold SA

O

NAT-Traversal

o(0OOO)
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2. IKEv2O0OOO
IKEV2O0 DO 000000000 ooboDOgoOIKE_SA_INITO IKEAUTHO DO OO DODOOoD4ooooo
gbooboobobooboboboooobob

o IKE_SA_INIT

IKESAODOOODOOODODOO negotiationD OO OIKE SAD OO O OO O RequestOresponse [ 0 O
g@eoooo)yoooooooooooooooooooooooboooooboobooooooo
oooooobooboooobooon

o IKE_AUTH
IKESADDDODO0000D0000000000000000 CHILD. SADDO O OO0 negotiationD
OO OCHILD SAD D DD OO 0Requestd response 1 000 (20000)0000000

o CREATE_CHILD_SA
IKE_SA_INITO IKE_LAUTHO OO OO OO0O0000000 IKEESADDOODO CHILD_ SAD OO OoOoOoon
gooogo

o INFORMAT IONAL

IKESAOOO0ODOO0O0DODOO0O0O0O0ODIKE_SADOOD INFORVATIONALO OO ODOOOODDOO
O0ORequestOresponse 0 000 QRODOO)H)IDOOODOOO

IKEVIO O O INFORMATIONALO O OO OODOOOODO OO IKEv2O O requestd response 0 0 0 00 O
ooooo
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3. 00oooao
OO0 IKev20OOOD0OODOO0OO0O0OalgorithmdDH group0 OO0 00O 0O

Pre-shared key[] [
Digitald O O O RSA(X.509)
EAP-MD5

EAP-RADIUS

3DES-CBC

DES-CBC
AES128/192/256-CBC

NULL

HMAC-MD5-96

HMAC-SHA1-96
HMAC-SHA256-128
HMAC-SHA384-192
HMAC-SHA512-256

NULL(O O O O) OCHILD SAD O O
PRF-HMAC-MD5
PRF-HMAC-SHA1
PRF-HMAC-SHA-256
PRF-HMAC-SHA-384
PRF-HMAC-SHA512

DH Group1(MODP768)

DH Group2(MODP1024)

DH Group5(MODP1536)

DH Group14(MODP2048)

DH Group15(MODP3072)

DH Group16(MODP4096)

DH Group17(MODP6144)

DH Groupd O O (PFSO O O)

gooo

Encryption Algorithm

Hash Algorithm

PRF Algorithm
(HashO O O AlgorithmO O O0)

DH Group(PFSO O 0 0 0)

OODOIKEV2O CHILD. SAOODOOPFSODOODOODH groupd 00 phasel OO DOOOOODOODODOO
goooopPSOboobooooonoo
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3. EAP-RADIUSO O

IPsec client D O [0 EAP message O OONXR [ O RADIUS message J 0O OO OO ORADIUS serverd OO
ooooooooboooooo

RADIUS serverJ O OO O0OOOO0OO timeoutd 200 retry0 0000 3000 Oretryd O timeout
oboi1oooooon

3.1 RADIUS serverd Q0

Account 0 O O O O RADIUS server O IP addressCJUDP port0 000 OO (secret)D 000 0ODOOODO
oooo

UDP portd O 0 default 0 01812000 0WebO O OODOODO radius port 0000000 0ODOOODO
ooooooo

3.2 NAS-identifier AttributeO O
USERO O ODOO0ODO@ODDO0D0)H)YDOODDO0000D0O000O0OODefaultd OO0 OO -1Psec(ex.NXR120-
IPsec)d 0 O

oooooog ipsec eap radius (A.B.C.D|X:X::X:X) password (]hidden) WORD
(]port <1-65535>) (|nas-identifier WORD)

O no 0O no ipsec eap radius (JA.B.C.D|X:X::X:X)

ooooooo global node0 OO OO OO
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4. Rekey
4.1 IKEvl O Rekey
O ISAKMP/IPsec SAO lifetime(hard timer)D OO0 OO0 O OO OO ODefault O O ISAKMP SA T
10800[sec]U IPsec SAC 3600[sec]D 000 O0DOOOOODODOOSADODOOOOODO
O Rekey O soft timer O OmarginO increased-ratio0 0000000 O OMarginO O lifetime O O
O000O00OOrekeyDODOOODOODOOODOODOODOO increased-ratiod O Omargin0 0000
O0o00ooowooooooo
ooooooo rekey margin <30-360> (increased-ratio <0-100>])
oo 0O oo no rekey margin
ooooooo
O ipsec isakmp policy node0 000000
O000oooogoSeft timer00000000000O0DOOO0ODOOO0OO Soft timer00 00O
0000
minimum soft timer = lifetime - margin
maximum soft timer = lifetime - (margin + margin X increased-ratio/100)
Odefault O O Omargin 0 270secO increased-ratiod 100 0 0000 0O 00O lifetime O 0O 2700
540sec0 0000000 O0D0O0OOODOODODOODOResponder 000 0O soft timer d Omargin/20 0
0000000000000 0Mnitiator000 rekeyO OO0 O0O0OO0O0O0OOO
Oincreased-ratio0 0000000 soft timer0 0000000000000 DOODOOOOODOOO
oooopooooooooooooooooooog

4.1 IKEv2 O Rekey
IKEv2 O O O IKEv1 [0 Rekey O 0 0 O 0O O packet O O O O sequence number(4294967295)0 90[%]C O O
OO0 rekeyO OO QoOQonO
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Firmware update

1. Firmware O replace

NROOOOOOOcLoOoooeuIocoOfirmareDOOODOOOO0OOOOOO0ODOOOFIirmvare 00O
Oo0o00O0protocol DOODOOOOODOOO

o HTTP(GUI)
00000000 -6UID0000000000

o SSH/FTP(CLI)

SSHOOO /FTPODOODOOODO firmwareD OO OO OOSSHO OO O O user O O passwordd firmware O

oO0ooOo@Uuooo)yoooooooooorPOCanonymous0 00O O0O0OO0ODOOOOODOO
goooooo

firmware update ssh://<user@(A.B.C.D|X:X::X:X)>/FILENAME (|source A.B.C.D|X:X::X:X) (]no-boot)

firmware update ftp://<A.B.C.D|X:X::X:X>/FILENAME (]source A.B.C.D|X:X::X:X) (|no-boot)
goooooo

oodoooooooooooooooooog
gssHOOoOOoOoOooOoOooOooOooooooooUoooooooooUooDoooOooDboUoobooDooOoooo
O ssh://user@A.B.C.D/FILENAMEC 0 022000000000 OO =ssh://user@A.B.C.D:22/FILENAMELT]
- IPv4  ssh://user@A.B.C.D:port/FILENAME

- IPv6  ssh://[user@X:X::X:X]:port/FILENAME

Ono-boot 000000000 OODOOOO0O0OOOOODOOOOODOOOONXR-230/COOM

o copy(CLI)
0ooooooooogfirnmvare0 0000000

goooooo firmware update (diskO:FILENAME|diskl:FILENAME) (|no-boot)
ooooooo

Ono-boot0 00000000 OODOOOO0O0OOOOODOODOOODOOOONXR-230/COOMmM
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1.1 Firmware update 0 O serviceO OO

NXR-125/CX[0 NXR-130/C(ISDNO 0 0 0 0 0O 0 0O O O )0 NXR-155/C-WMO NXR-155/C-XW [0 O O NXR-230/C [
O0fFirmware update 0 0000000000 OD0DOODOOOOOODOOODOODOOODOOODOOODOO
gooobooobobooooobboo
JoodOoNROODOODODODOODO00ooooobObooooobobboooooooo
ONR-230/00000000000000000000O0000O000O000O0O00O0DO OO0 ONXR-230/
cO0bODDbODoOO0DOo0DOo0DmDbDoOKOOD flashODODODODOODOOODOODOODOODOO
ggoboboooboboooon

O Firmware update0 0000000 O0ODO0O
nxri25#firmware update disk0:nxr125-v581._bin

[ ] 100% DECODE
Proceed with update? [(y)es/(b)ackgroud/(r)eserve/(n)o]: b ----- O
Unsaved configuration changes exist. Save Flash? [y/n]:y ---—-—- O

After the firmware is updated, it reboots...

Firmware update is being ex-
BCUTe. . oo
Finished the firmware update, it reboots...  -———- O

O Firmare update0 OO0 O0O0OOOOO0DOOOOODOOOODODOOOOO
0000dooo0ooo0oooooooooooyoogooooog
goo0ooooOo0ooooooooogoooooooboobDbOooon
00doooooooooooooo0oooooooooo0oooooooDooooor]ooo
ooood
0000ooOo0ooooooooogonoooogooon
ooooooooooooUopooooUoboOooO0ooOoo0UooOoooobooOooooDooooo

0o000ooOo0ooo0ooOoooooooDoo0oooooooooooooooooogg
ooooo

0 0J0ood0oooodooooodooooooooogooooooooooooooooooo
oo000O0ymooOoooooOognOoooooOooo

O firmvare update D 0000000000 ODOODOOOOODOO
oomroooooOooOf0Oooooobooooobo0obDbOoooDoboogoDboOoooobUoOo
ood

000000000 (ssSHO FTP)O firmware update 0 000000000000 O0OOOOOOOOO
0000000000000 00ooo0DoOO000DooooO0ooooOooooon firmware update
O00000ooooooogoo
nxrl30#firmware update ssh://guest@192.168.2.222/nxr130-v5138b09.bin
guest@®192.168.2.222"s password:

[ 1 70% DOWNLOAD
% Download failed (255).
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00000oo0oOo30000no0ooonoonoooDo0noOonooooOndgProceed with update?d
000000003000 00yD0D0o0ooooo)Y ooopooooooooboooooooooo
00000 firmware update 0 0000000000000 OOOOODOOOOOOOO
nxrl130#firmware update ssh://guest@192.168.2.222/nxr130-v5138b09.bin
guest@192.168.2.222"s password:
L ] 100% DOWNLOAD
Proceed with update? [y/n]: vy
% Timed out.

1.2 Firmware update0 OO OO0 /700

00000000 OoOoDOoOo0OOfirmwvare update0 00D 00000 O0ODOOOOODOOO
gcLi/cuiooooooood

gcLicii/ensoonooooonog

dcLi/cul/evs 0 0 0 firmware update

geuli/eMmsooooooo

agcLigoooooono /oo

geulooooo@uIooooooooono flashDOO0DOOO0OOODOOOO)

1.3 Firmware update0 OO QOO O
v5.8.1000 versionO OO firmwvare update 0 0000000000 OOOODOOO

1.4 Firmware update/downdate 0 00O 0O

Firmware0 OO O0O0O0O0OOO0O startup-configd versiond firmwvared versionOD 00000000
000000oo0ooooooo0DoD0O0OD0000000000000Oupdated 00 downdated 00000
000000000 OXMO00000000000000@ooooooooo)™

(1) update J

running-configd 0 O OO firmware versionO O OO0 formtO0 000000000 0ODOOOO
startup-config 000000000000 versionDOO0OOOIO0OODOOUSERDO (save config D
O0000)startup-configD 0 000 00O 0OODOstartup-configd versionD OO0 O0OO0O0O0OODOOOO

(2) downdate O

startup-configd firmwared versionO0 000000000 configD ODOD0OO0OOODOODOOODOO
0dd0oo00ooo00ooooUooodoooodoooooooooo0gooooooooo
000o0o00oooooooooxwWMLODOD0ooooooDoooooooooooDm
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Netevent O O

USEROOO0DO0OO0O0000000D00000D000OPPPOOODODOD IPsec SAO DO OOVRRP priority
Oo0ooooooooooooooooon

Track object 000000000 OtrackOODO O upO0 000000 DOODOOODO eventOOO0O0O
down(COOuwp)DOOOOOODOOOtrackODOOOOOOOactionODOOOOO0OO0OO0OOOOO

event downO0 0 DO O0000O0O000O0O0O0DO0O0O0O0aactionOO0O000O0O0OOOOO down action(d
oooooog

1. 0000 (track object)O O 0O
l.1 000000000
o00ooOooOoooooooooooooo
Ointerface linkO OO O
interfaced linkO O (up/down)J 00000 OKeepaliveO OO DO ODOODODO interfaced 0 OO
OO0 link dowmnO O OO00OOkeepaliveO OO OOO0OOO0OO0OOOPPPO tunnel interfaced 000
Ointerface0 00 /0000000000000 DO0OOOOO0ODOOOOOO
OIKE SAO O OO
IKE SAOODO (up/down)0 000000
O ping/ping6 00 O
ping/ping6 0 00 00 hostO O ip reachability D OO DO OO0O
OVRRPO O OO
master O O backup/initd0 00000 OO backup/initd O master D OO0 O0O0O0OOOO
[0 OSPF neighbor 0 [
0000 router-id0 0 neighbor 0000000 state0 OO0 OODODOOOO
[0BGP peerd O
0000 peer ipO00 neighbor0 000000 stated 0O O0O0OO0DOODOO

l.20000000000

0000000000 trackDDOO0O0OO0O0OOOaction0000000D0000O0O0O
OO0OtrackODOOOOOaction0 00000000000 O0OC actionO0 00000000000 OOO
O0actionupdO0OO0D0OOO0DOOOOODOODOOOPPP interface] 0O Oactiond OO connect D O
000000000000 0o0ooo0ooooooon (auto-connectD OO OOOOO)O

1.3 ip/ipv6 reachabilityO O OO

ip/ipv6 reachabilityd 0 O 0O 0O O icmp/icmpvé echo request/reply packetO0 O OO0 00O
OPing O timeout D O 10sec 0 0 O

OPingODOO00D0C0COO retryD000DOO0O0O0DODOOOODOOOOPINGOOODODOOOecho
request0 000000 echo request 000000000 0OOOOecho reply00000O0O0DOO
Ctimer000000000O0DOO0OOOO

Oip reachability OO0 0000 interface0 00 0000DOOO0DOOO
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1.4 Recovery delay timerO 0O
ip/ipv6 reachability( ospf/bgp neighbor( interface linkO isakmpO OO0 OO0 OO0 O (event
wpO0O0O0D0O00)OO0ODOuwOOactionOOOOOOODOdelayDOOODOOOOODODOOO
Delay timer0 000000000 Otrackd down stateJ 000000000000 checkODOODOOO
ooood
ODelay timer O OO0 event down O retry OO0 OO0 0O ODO Odelay timer O cancel 00O OO
ODelay timer O timeout OO Oevent upd actionD OO OOO0O0O0OODOODO ip/ipve
reachability check OO0 0O Odelay timer0 0000000 ip reachability fail count 00O
OO000ODOaction0 OO 0ODOO reachability check DO DO ODOODODO

1.5 00 trackO O
neteventD 00000000000 OOC trackOODOOOOOOCOOOOoptionODOO0O0O0ODOOOOODO
0000 trackOOODOip/Zipve reachabilityD 00000 O0ODOOOO
<00 trackODOOOODOODO option>
O payload-length
ping/ping6 0 0 0 O size(icmp header 0000 0)000O00O0O0DODODO OO Defaultd O 56byte
ood
ooooo
0000000000 ping/pingé OKOOOOODODOOOODOOOODODefaultd 01000
ORTT
ping/ping6 request0 000000 Oreply0 000000000 O(Round trip time)J OO OO O
OO0O0000oOooOdOO replyCO0O0O0OO0Ortt delayOD O OOOOCOOO@replyC0oonono
O0)Ortt statusJ downO 0000 0Default 0O ORTTOOODODOOOODODOO
ORTT delayd O
RTT status downO0 000000000000 0O0ODefault0O030000
ORTT normal O O
RTT status upO0 0000000 ret 0000000 Default0 030000
O DF
IPVADDO0O0O0DOO0O000O0O0000ODefault0OODFO set0DO0OODO
OTTL/hop-Timit
TTL(IPv6:hoplimit)D O O 0O 0O O ODefaultD Osystem O TTLO (64)0 set0 DO OO DO
Omonitor-log
monitor-log0 OO loggingO O OO0 0OO0O0O0OODOOOODefaultO OO OOOO
O interval variable mode O O
ping/pinge 0 00 00O0O0Oping error0 000000000000 OOODO0OODODefaultdOOO
ood
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1.5.1 RTT status

RTTOOODODODOO

ORTTOOOODOOODOOORTTdelayO0 OO OOOOODOOrtt status down O OO ORTT normal
0000000000 0wOOO0OD0O000ODefaultD upO00Ortt statusO0 0000000
actionO0 O0OOOoOOOO
O000OpingONCODOOODODOrtt0 00 /000000000 resetd 0000000 track
OdownODOO0O rtt statusO INITOOODOODODOODOO

1.5.2 Interval variable mode

ip/ipv6 reachability 00000000000 interval OO0 0O0O0OO0O0ODOOOOmodeD OO0

OO000trackDOOOD0OOO interval DO O0O000O0O0O0DefaultD 000000
Otrack upd OO ping failUOOOO0ODOiInterval 00000000 DOOOOCOOODOOOOOO
oooooooo

OOO0O0ODiInterval DO 00O0OOO0ODOOCOOOOping/pinge0000000O0O0O0O0ODOOO
ooooo

o interval OO O ODO
Interval 00 0000000000000 OOMnterval0000O0 10secO000000O0O0OOO 100
00000000 00010secO0O0DODOOODOO

v_interval = (interval/2*fail_cnt)J 2O0000)

Ov_interval : 00O 00O interval

Ointerval : OO0 OO0OO0O interval

Ofail cnt : OO0 ping failOO OO ODO

o[ trackOODOO interval 00 OO

trackOODO interval DO 0000 OOOOOOO
Otrack upO ping OKO OO OOinterval OO OO OODOO
Otrack up0 00 ping failO OO OO0 v_interval OO O00O00OO0OOO
Otrack downO OO dOfail ent = retry0 0 +100000000 v interval OO0 OOO0OOO
ooo
Odelay timer0O 0000000 track upO0O0OO00O0O0O interval OO0 OO00OOPIng failO OO OO
OOv_interval 00O O0OO0O0ODOO

1.6 Initial timeoutO O

OSPF/BGP4 [0 neighbor O 0 O 0O 0O interface linkO OO OOODOODOO trackO OO initd 00000

trackDO0O00OO0OO0O0OO0DOOODOODOODOOO
Oneighbor0 00 (0 OO0 interface link up)D 00000000 track upO OO0 O0OO0OO
Oneighbor00000O0O00OOCMODODNO interface link down)0 OO0 O 0O0OO OO track down O O
000000000000 0Odianitial timeoutd timeout O O O O OSPF/BGP4 [0 O /interface 0 O
00000000 downOOOOOOOODODODOOOOOtrack downO OO 0O0O0ODOdown actiond O
ooooo
O Initial timeoutO OdefaultO OO O0OOO0OOODO defaultO initial timeoutd O 180secd O O
O 00 initial timeout 00100 3600sec 00 0O00ODO0ODOODOOODOO
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1.7 Interface ethernetO O 000
Ethernet 0000000000000 trackDOODOOODODOOO trackO OO (EthernetO OO0 OO
000000 up/down)D 00 OOOOOOO
Olink up O
OO0 track up00O0OO0O0OOO
O link down 0
- initial-timeout 0O 0000000 OInitial-timeout 00000000000 wpOOODODOO
OdownOOOOOGOO

- initial-timeout 00O 000001000000 000O00O0O00ODO0OwpOOODO0OO downO OO
gogo
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2 actionO OO
2.1 00000 action
O000OD0actiond0 0000000000000 DOODODOOODOODOOOOODOODOO
OVRRP Priority 000000000000 ODOOODO

000000 (interaface node)D 000 OO 0O

vrrp ip <vrrpid:1-255> netevent <trackid:1-255> priority <1-254>
O IPsec tunnel 000 /00 /000 (isakmpO0 0000 0)0OOOO0OODOOOO

000000 (ipsec isakmp policy node)J OO0 0000

netevent <trackid:1-255> (connect]disconnect]|reconnect)
OPPPOODO/0000D0O0O0DOODOODO

000000 (interface ppp node)D OO OODOO

netevent <trackid:1-255> (connect|disconnect)
O Tunnel interface up/down 0 000 000O00OOO

000000 (interface tunnel node)0 OO OO OO

netevent <trackid:1-255> (connect]disconnect)
O L2TPv3 tunnel O O O (PPPO interface linkO O D OO O)ODOOODOOoDOoOOOOO

000000 (2tpv3d tunnel node)D OO OO OO

netevent <trackid:1-255> disconnect
O IPsec local policyO DO OOOO0OD0OODOOODO

000000 (ipsec isakmp policy node)J 000000

local policy <policy:1-255> netevent <trackid:1-255> change <local_policy:1-255>
O IPsec isakmp policyD 0 OO0 O0O0OO0OOOOOO0O

000000 (ipsec tunnel policy node)J 000000

set key-exchange isakmp <1-65535> netevent <trackid:1-255> change isakmp <1-65535>
o0oo0ooooooooooooooon

O0ooood(global node)l OO O OO0

system netevent (<1-255>]<2048-4095>) restart
OwWiMAXODODOOOODOooDoooooooooo

000000 (global node) OO DO OODO

wimax <0-0> netevent (<1-255>]<2048-4095>) reset
Oo0od0oooooooooooooooooooooog

O0ooood(global node)l OO0 OO0

mobile <0-2> netevent (<1-255>]<2048-4095>) reset
0 BGP advertise-route 0 000 /000000000000 0O0O

O0O0000Chgp node)OOOOODO

netevent <trackid:1-255> advertise-stop
O IPv4 static route0 000 /0000000000000OO

O0ooood(global node)l OO0 OO0

ip route A.B.C.D/M (<gateway:E.F.G.H>] INTERFACE|null) (]<distance:1-255>)

(Inetevent <trackid:1-255> (active]inactive))

466



Netevent O O

00000000 eent000000000D0O00DO0DO0O0ODO0ODO0DO0O0ODO0ODO0OOD eventO
0oo0doooooooooooooooDoooooooooooo0odDOmasterd 000000
gopooooooo

interface ethernet 0

ip address 192.168.0.254/24

vrrp ip 1 address 192.168.0.1

vrrp ip 1 netevent 1 priority 10

1

track 1 vrrp ip 1 interface ethernet 0
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2.2 Reconnect action
ISAKMP policy 0 O actionO0 OO Oreconnect 000 OO0 OO0O0OOOOreconnect0 00 O0OODO
event down O detectd OO IKE/IPsec SAO O OO OO negotiationO OO OO0 Oevent upO OO0
ooooooono
ooooooo netevent <trackid:1-255> (connect|disconnect]|reconnect)

netevent <trackid:2048-4095> (connect|disconnect|reconnect)
g no g no netevent

2.3 Change action

IPsec isakmp policy (0 local policyd OO0 OO IPsec tunnel policy O set key-exchange [0 [0 O
O000ooooooon actiond OO

IPsec isakmp/tunnel O 0O 0O OO local policy/isakmp policyD trackD O OO0 OO0O0OOO0OODOO0O
00000000 000000oooooo100 IPsecO000 main/backupd0 00000000000
00000 IIPsec isakmp policy O O local policyd change0 OO0 OO0 OOOPSKOOOODOOO
Ooooooimwooooo mwoooo woooooooooo

00O 00O ipsec isakmp policy node/ipsec tunnel policy node O [0 change actiond O OO0 OO0 0OOd
Od

2.4 Restart action

00000000000 downODOO0O0O0DOO0ODODOODOO00ODOODODO0ODOwWwDOOODODODODO
0o

ooooooo system netevent (<1-255>]|<2048-4095>) restart

g no g no system netevent

2.5 Reset action
00000000000 downOOOOOWMIMAXODODOODDODOOODOODOODODODOOODODOOOOD
wpdoOooooooooo
0000000  wimax <0-0> netevent (<1-255>]|<2048-4095>) reset
mobile <0-2> netevent (<1-255>]<2048-4095>) reset
O no O no wimax <0-0> netevent

2.6 actionOOOOOO
ActionO 0O O OO track objectD OO0 downO OO0 actionO OO O0D0OOO

2.7 actionO0OOODODO
ActionO O OOOOOmoduleD OO0 netevent D 0000000000 OOO0O0OOActionOOO0O
ooooooooooooooon

3000000000000 eventO0OO0O actionO0OO

000000000000 twtrack0D 0000000000000 O0OOOOOOODOOOOOOOOO
OeventOO0O actionOO0OOO0OO

468



O VRRP



VRRP

000000000000 VRRP(Virtual Router Redundancy Protoco)D O OO ODOOODO

OVRRPOOOODOMACOOODOOORCOODDOOOODOO MAC(00-00-5e-00-01-VRID)D OO0 O O MAC
000D VRRPOOODDOODOOODUOODODODOONKRO XROO VRRPOUDDODOODOXROD
gMacOODoooonogon
OVRRPOOOOODOOOUOODOOUOODOEthernetD0O0O0O0O0OO0OOODOODO

1 VRRPV2

OVRRPV2(RFC3768) 00 00O OOOO

OO iipvadOD0O00OD0IPM0O0000D000D0OP address owner)D 000000 OOOOOOOO
OImipvad0O0O0OO0O0OIPVMOO0OO@UOOD V4O OOOOOOYY ODOODODOODODODOODODO
ooooooooo

2 VRRP Tracking

0000000 IPsec SADODDDODOOO0DODOO0DOO0DO0OO0OO00OO0O0O0O0O0DO0DO VRRP
O priority0 00000000000000000000000000000000000O0
00000000000000 IPsec SAODDO0DOO0O0OO0DOO0OOVRRP priority0 00000
0000 0ONetevent0 000000000000

3. VRRP EventO O

OVRRPO OO DOUOOOODOOOOOOODOOOOODOOOOPPPODOOODOO IPsec SADODOODOOO
oo

ooboooooboooobuoooobooboooogePPOOODOn IPsec SADODOODOODOOO
goooogovRRPOOODDOOODOODODDOODOOODOOOO
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4 PreemptO O

OPreempt0 0000000000000 D0O00000O0O0DODDOOODOOOOOOOOOOOOOD
ooooooo

- Preempt000000000D00000000O0DDDOODODODOODODOOOOOOOOOO

- Preempt 000000 0priority0 00000000000000000O0D000D0DOOOOOO
0000000000000000000000000

4.1 Preempt delay 0O
OPreempt0 0 0000000000000 OD0O0ODODODOOODOO advertised O0D0OD0OOO0O
0oo0doooooooooooooonooooooooooooodOdelayd0ooi1d 1000(0)
ooopooo@oo)y oooo
OPreempt delay0 000 0000000000000 O0ODOODOOOOOOOOOOOOOOOOOOO
ooooo
o DOUOoDOOOO
- master down timerO0 OO OO delay timerO 0D OO0 O00OO0O advertiseO0 OO0 OO0 OOOO
ooooooooo
- 00000000000 advertise0 000000000 DOO00ODOODODOOODOODOODOO
(delay timer 00000000 OO0OOOOO)O
- 00000000000 advertise OO0 O0O0OO0OOOOOdelay timerJ 00O OO0 delay
timerJ O OO Omaster down timer 000000000000 Odelay DOODOOODOOODOOO
advertise 0000000000 O0ODOOODOO0O (delay timerd OO0 0O0O)O
o DOOOOoOO
- 00000000000 advertise0 00000000 O0DO0OODODOOOOODOODOO
- 00000000000 advertiseO0 OO O0OO0ODOadvertiseD 00000 @MOODODOOODO
Oo0ooooooo)o
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oo

HOOOOOOOOOOOOoOoo

OOVLANO O

oob00ooo0OO0OoOo0OO0VvVIANO O
000000000 D0ONKRONKRIZSTODOONXR-1S50000 VIAND OO DOODDODOODOoOooooDg
OOO0O00Ethero0 D000 104000000000DOCPHOODO

s 00000 VLAN ID(PVID)

goooogo

OO0o0O0DOobOOodgoOovLAN IDrvID) DO ODODOOOODODO

ooooooooeviDDOOOOOODOOOODODO IEEES02.1Q0 0 (VLANO O)O VLAN IDODDOOOO

goooo

gboboobooobooboooboobooboevid=10OVIANDODDODOO

ooooooo
ooooooo
0 no 0
ooooooo

switchport (<1-4>|router) default-vlan-id <1-4094>
switchport (<1-4>|router) default-vlan-id 1

no switchport (<1-4>|router) default-vlan-id
00000000000 interface ethernet 00O OO ODOOOO

s 000000000000000

gooogooo

gobooboboooboobobooobuoobobobbobooobooboobobooboobon
ggbooboobooboboobooboobobooboobviaNDbobooboobooo
gbooobooobboobooboboovisND oD ooboooboooboboobooboobo
gbooboboboobobooboboboobob
gooboobobooobooboboobooobviesNgboboboobgoobobooboobo
gboooboobooobooboobobooboobgopPVIDOVIAN IDODOOVIANDOODODO
gboooboobooboobogoooo

ooooooo
ooooooo
0 no 0
ooooooo

switchport (<1-4>|router) link (access]|trunk)

switchport (<1-4>|router) link access

no switchport (<1-4>|router) link

000000000DDO interface ethernet 0000000000

B ViANOOOOoo

ooooooo
ooooooo
ooooooo
0 no 0
ooooooo

000000000000 VLAN IDOO0DOooa

vlan-database vid <1-4094>

no vlan-database

no vlan-database (|Jvid <1-4094>)
OO0O0O0oOoOOoODOOO00O0ianterface ethernet ODOOOOODOOO

m VLAN IDOOOOOO

ooooooo
ooooooo
ooooooo
0 no 0
ooooooo

OO0o0DoOoO0oOo0oDOoO0O0OVLAN IDO00D0O 00O (tagged/untagged)l D OO O OO
switchport (<1-4>|router) vlan <1-4094> (tagged]untagged)

switchport (<1-4>|router) vlan 1 untagged

no switchport (<1-4>|router) vlan (](1-4094)>

000000D000DDO interface ethernet 0000000000
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Ul HOooooooOoooooooao

OoOvLANO O

B VIANOOOOOOOOOOO

oo0ooooo VLAN ID0O O Otagged/untagged 0 000000 OOOOODOOODOOOOOOO
ooooooao show interface vlan-database
oo0ooooo view node0 000000000 OOO0O

m 000000000000
ooooooon

ooooooooooooooooDooOOvVveAaN IDOgoooooov/obboooobooooDooo
god

goooooo show interface switchport
OO0oooog  viewnodeOOOOOOOODOOOOOO
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Ul HOooooooOoooOooooooao

000004000 VLAN

oOoOoO000 VLAN
gooobooviaNDoooooogo

m JO0O0O0O0O00O0

OVLANI(Portl O Port2)0 O O VLAN2(Port3 O Portd)0 20 0 VLANO OO OO ODOODO

goboviaNOooOooooooboooooviaNODoDgooooooogopaagpP20bbooooon
PCIO PC3OOOODOODO

gpc3fj peaiObboOOoOoOoOOobOobobOPAOPRRZODOODOODOOOODODOOO

OPC30O PC400 DHCP ClientD D OO DO OOOODOPCIO PC2ODOODHCPOODODOOOODODODOOO
OOO000O0OOMMVLANL OORouter Porg(CPOD 0 OO OOODOOOOOOOOOOOOOODOM

DHCP Server: 192 168.0.0/24

Router Port

VLAN 2
1 2 3 4
VLANT [ethernetd VLANZ ethefnetl
193
PO PC2
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00000000 VLAN

m 00O (@0O) m 0JO0O0O

interface ethernet 0 nxrl25#show interface vlan-database

ip address 192.168.0.125/24 ethernet0

switchport 3 default-vlan-id 2 VLAN ID 1

no switchport 3 vlan 1 Untagged:portl,port2

switchport 3 vlan 2 untagged Tagged:n/a

switchport 4 default-vlan-id 2 VLAN ID 2

no switchport 4 vlan 1 Untagged:port3,port4,router

switchport 4 vlan 2 untagged Tagged:n/a

switchport router default-vlan-id 2

no switchport router vlan 1 nxri25#show interface switchport

switchport router vlan 2 untagged ethernet0

vlan-database vid 1 portl Default VLAN ID:1 Access link
vlan-database vid 2 port2 Default VLAN ID:1 Access link
! port3 Default VLAN ID:2 Access link
interface ethernet 1 port4 Default VLAN ID:2 Access link
ip address 172.16.77.125/24 router Default VLAN 1D:2 Access link

ip masquerade

!

dns

service enable

address 172.16.77.64

!

dhcp-server 1

network 192.168.0.0/24 range 192.168.0.1 192.168.0.10
gateway 192.168.0.125
dns-server 192.168.0.125

!

ip route 0.0.0.0/0 172.16.77.64
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Ul HOooooooOoooOooooooao

OoOO00000 VLAN

oooO0d VLAN
gooooviaNOoDoooooo

m JO00O0O0O0ODOO

ooooviANOODoODooooooooooooooooooooooooo

VLAN1(Portl, Port2, Port3, Port4, Router Port)(] VLAN10(Portl [0 Port2)[ VLAN20(Port3 [0 Port4)O
00 O Multiple Port(Router Port)I 0O OO0

OVLANIOO OO VLAN20O OO O VLIAN OO0 0000000000000 VIAN O0OO0O0ooooooo
PCIOPC2O0DODOOOOOPCIOPCIDODOODOOODO

JPC10 PC40 DHCP ClientO O OO0 DHCPO OO OO VLANIOO VLAN20O OO D ODOOOODOODOO
0000000o0oooooooooooooooogopHecPOOOODODDOODO

DHCP Server: 192, 168.0.0/24

Router Port: Multiple Port
VLANTO VLAN2O

1 2 3 4

VLANTO Eethernetd VLANZ2O ethefnetl
193 168. 0. 0.4

PC1 PC2 PC3
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OoOO00000 VLAN

m 00 (O0O) m 0000

interface ethernet 0 nxr125#show interface vlan-database

ip address 192.168.0.125/24 ethernet0

switchport 1 default-vlan-id 10 VLAN ID 1

switchport 1 vlan 10 untagged Untagged:portl,port2,port3,port4, router
switchport 2 default-vlan-id 10 Tagged:n/a

switchport 2 vlan 10 untagged VLAN 1D 10

switchport 3 default-vlan-id 20 Untagged:portl,port2,router

switchport 3 vlan 20 untagged Tagged:n/a

switchport 4 default-vlan-id 20 VLAN 1D 20

switchport 4 vlan 20 untagged Untagged:port3,port4, router

switchport router vlan 10 untagged Tagged:n/a

switchport router vlan 20 untagged

vlan-database vid 1 nxrl125#show interface switchport

vlan-database vid 10 ethernet0

vlan-database vid 20 portl Default VLAN ID:10  Access link
! port2 Default VLAN ID:10  Access link
interface ethernet 1 port3 Default VLAN ID:20  Access link
ip address 172.16.77.125/24 port4 Default VLAN ID:20 Access link
ip masquerade router Default VLAN ID:1 Access link
1
dns

service enable

address 172.16.77.64

!

dhcp-server 1

network 192.168.0.0/24 range 192.168.0.1 192.168.0.10
gateway 192.168.0.125

dns-server 192.168.0.125

1

ip route 0.0.0.0/0 172.16.77.64
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Ul HOooooooOoooooOooao

O000 VLAN(VLANO OO 0O)

00 VLAN(VLANO OO O)
OO0 VLIAN(VLANDO OO DO)YDOooooooo

m 0JO00000O0O0
(O VLAN1O(Portl (0 Port2) [ VLAN20(Port3 0 Port4)(1 O O O VLAN1[Router Port(Trunk Port)]0 0O 00O

oooooo
gooboobobooobuoobooboboobboboobooboobobooboogevib

VIAN IDOCOOVIANOOODOOOoOoOOooOooboobooooogoo

DHCP Server1:VLANIO(10. 0. 10. 0/24)
DHCP Server2:VLANZ20(10. 0. 20. 0/24)

Router Port: Trunk Port
VLANTO VLAN20
1 2 3 4
VLANTO pthernetd VLANZO ethefnetl

14
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OO0 R OOoO0O0OO0O0O0O0O0OO00OO00aO0

OO0O00 VLAN(VLANO OO 0O)

m 00O (@0O)

interface ethernet 0

ip address 192.168.0.125/24
switchport 1 default-vlan-id 10
no switchport 1 vlan 1
switchport 1 vlan 10 untagged
switchport 2 default-vlan-id 10
no switchport 2 vlan 1
switchport 2 vlan 10 untagged
switchport 3 default-vlan-id 20
no switchport 3 vlan 1
switchport 3 vlan 20 untagged
switchport 4 default-vlan-id 20
no switchport 4 vlan 1
switchport 4 vlan 20 untagged
switchport router link trunk
switchport router vlan 10 tagged
switchport router vlan 20 tagged
vlan-database vid 1
vlan-database vid 10
vlan-database vid 20

!

interface ethernet 0 vid 10

ip address 10.0.10.125/24

ip access-group forward-in VLAN10
1

interface ethernet 0 vid 20

ip address 10.0.20.125/24

ip access-group forward-in VLAN20
1

interface ethernet 1

ip address 172.16.77.125/24

ip masquerade

!
dns

service enable

address 172.16.77.64
1

dhcp-server 1
network 10.0.10.0/24 range 10.0.10.1 10.0.10.10
gateway 10.0.10.125
dns-server 10.0.10.125
!
dhcp-server 2
network 10.0.20.0/24 range 10.0.20.1 10.0.20.10
gateway 10.0.20.125
dns-server 10.0.20.125
!
ip route 0.0.0.0/0 172.16.77.64
!
ip access-list VLAN10 deny any 10.0.20.0/24

ip access-list VLAN20 deny any 10.0.10.0/24
!

e OJOO0O
nxrl25#show interface vlan-database
ethernet0
VLAN ID 1
Untagged:router
Tagged:n/a
VLAN 1D 10
Untagged:portl,port2
Tagged:router
VLAN 1D 20
Untagged:port3,port4
Tagged:router

nxrl25#show interface switchport

ethernet0
portl Default VLAN ID:10  Access link
port2 Default VLAN ID:10  Access link
port3 Default VLAN ID:20  Access link
port4 Default VLAN ID:20  Access link
router Default VLAN ID:1 Trunk link
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OO0 10cConfigDOOOOO

OO0 Configd OO

Configd O O

00000 configd O running-configD OO0 00O 0000 configh O startup-configd flashO OO O
OOO0O0ooo0OdO0O0configdDO0O0OO0ODOO0OO0O0ODOOOOODOOOODODOOODOORIashODOOO
O000ooO0dooooooooooaooodgooodoooodoooooo flashooooOo
oood
00000 configd running-configd O OflashO OO0 000 saved OO OOview nodeD 00000
OO000o0oDoOoO00oooO00b0OO0ODceopy0O0OOOview nodeD 0000 DOOOOOODOOO
0oooooodoooogoooooooooooon
-0000 configd flashOOoOOGOOOd save config
-0000configUOOODOODOODOOODOOOcopy config disk0:config.xml

OO000configDOHTTPOGUIO O OODOOO SSH/FTPOCLIO O ODODOOO0ODOODOOODOOODOODOO
goooooOooooo0ooboogoooooooooOoXMeOoooobooooo
00000 configd running-configd O OSSH/FTPO OO OOOOOODOOcopyd OO OO view nodeld
gooooooooooOoooo0oooooOoUoboooOooooogoDbooooo
-0000 configd FTP OO OO OODO OO Ocopy config ftp://A.B.C.D/config.xml

m show-configO OO OOO
MOOODOODODOOoODoOOoooOoooOdshow-configDOOCLIDDODOODDODOODDOODOODOOO
0000000000000 0dshow config OO ODOOO configlOODOO0OODOOOODODOO

oooobooboboooboooooboobcocuibooboobooboobobobooboobOon
goooooobogooooboobooon

Oshow configU OO OOOOOOO0ODO0OOOOOcopyDOOOOVvIiew nodeD000OO0OOOOOODO
goooooooooboooooooOooboooOooobooog
-0O0ssHOOOODOODOOODOD copy show-config ssh://user@A.B.C.D/show-config.txt
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OO0 10cConfigDOOOOO

OOConfigO OO

ConfigO OO
ConfigD flashO O OO ODOODOODOOOODOOOconfigDO0OO0O0OODODODOODODOOD
ooo
00000 configd running-configd O flashO D OO ODOO0OOO0OOOOsaved 00O 0O 0Oview nodeld O
00000000000 ooooooooodOeconfigd 000000000 OOCcopyDdO0O
Oviewnode00 0000000000000 ODODO0ODODODOODOOODODOOODODOODOO
-0000configDOOODOOOOOOO save config
-00000000configDOOOODODO copy diskO:config.xml startup-config

cuiDodobDoOoOoOobobOOodOstartup-configd O OO OO0O00O00OCOOO00OO configdOO0OO
gbooogooogobo

00000 configh running-configD OO0 D00 O0OOO0OO0OOO0OOconfigDOO0OD0OOODOOOO
OOooooooooDooogooDceonfigDOflashOO0O0O0OO0OOO0DOOUSBOOOOODOOO
od

0000000000000 d0econfiglO00O00O0O0OD0OO00OD0O0ODOOO0OO00OOODOOODOOOOOO
oooooog

OCLIOOconfigD OO ODOOOconfigd OO0 O00O0OODOO0ODOODOOOODOODOODOODOOO
0000000000000 warning0 000000000000 OO00O0OOOOconfigDODOOODO
0ooooooooooooooooooooogm
nxrl130#copy ssh://guest@®192.168.0.1/config.xml startup-config
guest@192.168.0.1"s password:
% Version is not same. continue? [y/n]:

CLiOOconfigO OOOXMLODOODCLIDODOOOO200000000000000GUIO00ODO
O0O0OconfigdOOOOOOOOOO
OCLIO config ODODODOOOshowd OO OOview nodeD 00000000 DODODODOODODOODO
0ooooooooooooooooon
-XMLooooooooano show config xml
show startup-config xml
-CLIDOODOOoO0DOOooDbOood show config
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OO0 I0ConfigOOOOOO

O0ConfigO O OO

ConfigO OO OO

ConfigD O ODOOODDOODODOODOOODOODODDODODODOOOOODOOO
OXML configd O

O IPsec X.5090 000

gssHO O d

XML configD OO0 OO0D0000O0O00ODOtextDO0O0D0OOOOO0DOOOOO config-xmld
IPsec X.5000 000000000 configl 00000000 DOOOO0ODOOOOODOOOODOODO
OO0OXML configD OO X.5090 0000 tar.gzO OO O OO OOOconfig-tar.gzl
Otar.gzO0000OCO0O0O0OOCOcopydOOOOVview nodel D allDOOO0OO0OODOCOOOODOO
coooooboooooooobooooooboooo

-tar.gzO0O0OO0O0OOO copy config disk0:config.tar.gz all

config. tgzO OO DOODOOOODDOODOODOODOOODOODODOODOOODOODOOODOO
O config.xml
O ipsec/privates
/cacerts
/certs
/crls
Ossh/USER 0 /SSHO O O

O000000textODOOxmO000MMtar.gzO0OOX. 5090 000000000000 0ODOOO
gbooobgoobboobooboboooobobooboobbdtbtar.gz0O0ODODOOOODOO
Oo00OconfigxmiUOOOOODOOOODOOOOODOODOOOOODOO
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OO 10ConfigDOOOOO

OoomNImTooOooooooObooooan

ONIToodooooodboobooooboodbceonfiglObOOO0ODOODOOOODOODODODOODO
gooobooboobdbetcdnogoon
O0000oD0obooboobdbOb0configdO0OO0O0OOODOOOMNITODOOOODOODOOODO
O0O0OOerase flashOOOOOOOODOOOOODO

UONImooooboboooobooomoboobooooooob -oooboobooboooboon
oooobooooobo

gmNntTooogooobgooobobbooboobgooobooooboboooboon

m flashOOOOOOOOOOOOO

O save configd boot-config O O [0 O copy XXXX startup-configd show flashO OO flashO OO OO
0000000000 00000000 firmware updateD 000 erase flashO OO OODODOOOO
ooom

m SDO0000OO0O0OD0OOOO0ODOOOODOOOShODO00OOOOnOoO
Oso00OC0000oDoOoOodODbDceconfiglOO0O0ODOCOOOODOOOOOODOOOOODOOODOSD
goooboooboboboboooboooboooboooshobobobobooobooboooboon
gooom

s GUIOOO00O0O0O0

geuldooooooOobOoOoDO flashO config OO OOOOOOOOOINITOOODOOOOGU
goooooboboobooobogooboo
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OoooTADOODOOO

NXR-155/C-Xw OWIN OO00DOOCO00D0OOCO00ODOOO0O0O0oDOoOOoooococucgoooooooo
oood

otTA0OO0ODOO0O
Kbl OOoooorAUDOUObooooooooooooooooooooooooooo

oooooooo

Oo0ooooo wiNOoOOoOoooOOoOoOoOooooOoooooooooooooooooooooog
oooooog register ota mobile <2-2>

ooooood view node

ooooooo

oo0ooooOO wiINOOOOOOOOOOOoOoooooooooooooooooooooo
0000000  unregister ota mobile <2-2>

000000 Od  view node

ooooooooog
O000do0oog wiNNOOOOOOoOOoOoOOoOooooooooooooooooooooogon
oooooog show mobile 2 ota
ooooooo view node
oooooog nxrl155#show mobile 2 ota
OTA status is registered

rROMOOODOODODOOO
ooooooo
goTAC OO O0OooookKDIODOODODOOooooooooooooooooonooooooooooog
oooooooooooo
ooooooo show mobile 2 inquiry-number
000000 Od  view node
ooooooo nxr155#show mobile 2 inquiry-number
Inquiry number : 1234
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oowiNOOOOOOoOooooao

wINOOOOOOOoOOooooo
wINODOOOOOOOO0O0OO0OO000000000000000000
O RSSIOCINNOODOOODOOOOOOOOOOO0OOO0O00O0

() 0o0Ooo

(» 00ooooo

goooogo
gooobogon
goooogo

(3 0o0oo
DoooooO
ooooooo
DoooooO

(4) SignalLevel
ooooooo
ooooooo
ooooooo

show mobile 2

view node

nxr155#show mobile 2
Installation : Attached

Vendor - KDDI

Product - KCMP

Revision :01.74.00.00 DOOOOODOOO
IMEI © 8KYKG008811 DO OO OO

show mobile 2 phone-number

view node

nxr155#show mobile 2 phone-number
PhoneNumber : 09011112222

show mobile 2 signal-level

view node

nxr155#show mobile 2 signal-level
Signal Level : 3

(5) 000000000

goooogon
goooooo
goooogon
goooooo

00000 O0O000.0000 90.00010 00 0O000.0000 180.0000 00 OO0 OO0
show mobile 2 base-station-position

view node

nxr155#show mobile 2 base-station-position

Lat : 35.704

Lon : 139.544
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OopPPPOO

PPPO O
(D) Mobile OOOOOOOOODOOOO
OOd20000MobileDO0O0ODOOOOOOODODODOOOOODOOOODOOOWINDDOOOO
DO0OooooOoddwMbileD 00000 DOOOOO0OO0OODOOOO

(@ koDIOWINOOOODOOOOO
KbbiowiNODOOooOoooobooobooboboobooooooboobooboo

ooooooooooooo

0000000 00O0oooocooooooOgoDOiadie-timeout0D0000OD0OOOOOOODOODO
goopPOOODOODOODOOO
googbooogoooNRrRODOoogprPOOODO0DODODOOOODOO0ODOO0O0ODOOODOO0ODO
oooobooobooobooboooboobobooboooob0ooboobobobooboobon
gooooobgo
0000000000000 Odon-demand 000 0D0OO0OO0ODO0ODOODOODOOOODODOOO
OOO00D idle-timeoutD 0O OOOOOONRDOOOPPPOODOOOOODOODOOOOODOOO
oooobboooboobobboobooobooboobooooo

O ppp on-demand
coooooo
OO0000DoOo0oooooogooPePPOdd0DOOOODOOODOOOOO idle-timeoutD O
OO0O00DoOOoOogoboCon-demandO0 00000 COO0OOOODOOCOOOOODOOOOCPPPODO
O000D00OOONROOPPPOupO000DOOOOOOOOOPPPOODODOOOODODOOODODO
0000 nneteventd 00000000
OMobile/PPPOE/BRID D00 OOOIOODOOOOODODOOOODOOO
Oipva000O00O0ODOO0OOOOOPPPOOODOOOOOIIPVSODOOOODOOOOMM
OL2TPOIPVECPO OO OOOODODOOO
OOoOooooo  ppp on-demand (PPPOCOOODOOOOOODODOOD
oo noO O no ppp on-demand (PPPO OO0 OO0OOOODOODOOOCOD
ooooood interface ppp node
ooooooo
COO0O00D0OO0OOon-demandd0 00 0OOCOCOOODCOO
0000000d0O0on-demand0 000000000000 OO0OOON-demand0O00O0O00O00OOO
ooooocowoooooooooogoePPOOODOOOO
O idle-timeout 00000000 PPPOOOODOOOOOOon-demand0 000 O0OO0ODO
COO0O00D0OO0OOon-demandd0 00 0OOCOCOOODCOO
go0o00o0o0O0Odon-demand0 000000000 OOon-demand0 000000 O0OO
0000000000000 Oconnect ppp 000 neteventO O OO PPPOOCDOODOOODOOonN-
demandOD 00O 0O0OOOODO
gooooipPOooOoOoOOoDOOrPPOODOOOOO
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OoppPPOO

O ppp idle-timeout

oooooog

Oldle-timeout 0 00O O0OO0ODOIPODOOOOOODOOOOOOPPPOOOODOOOO on-demand
Oo0o00oO0oooooooon
OOn-demand0 00 O0O00ODOOOO
O Idle-timeout OO IPO D0 OO0O0OOOOODOODOOOLCP Echo Request/Reply0 00O OO OOIP

00000000 0o00oodOidle-timecut0 0000000

goooooo ppp idle-timeout (]<sec:30-86400>)

oooooono ppp idle-timeout (= ppp idle-timeout 180)

o0 noO O no ppp idle-timeout (= ppp idle-timeout 180)

ooooooo interface ppp node

OJATEDOOODOOOOO0
goooboobobooboboooo3puooos3gboooobooboboooobOoboboATEDDOD
goboobooboobooboobooboobobobooboobooobooboobobobooobo
gbooobugobJATEO0DOO0OO0OO0bOoobooobobg

[0 ppp auto-connect

ooooood

gpPPOOOOODOODOOODODODODODODODODODOOODOODOODODODOD

000000000000 00000000000¢: connect ppp 00O O OOOOOOOOODOOO
oo0oooooooooo

o0oooDoooooooooPpPPO0ODODOOD

gooooooopPO0O0O0OODOODODODOODOODODOOD

O000Do0o0oooooOd: clear ppp 00000 ODOOO00OOODOOODOODOOO

00000b0o0D0O0DO00oo0oDobo0D0oO0o0o0o0oooDobooDO0oDOoooDoboooDd
oooo

g00ooooooooooooooo0obO0oooo0obOoDODO0obOoOoOO0obO0bODOO0oDOoDbOo0OD

o0oDooooooooooooooooog

goooood ppp auto-connect <sec:10-600>

goooogod ppp auto-connect 60

oo nold 0O no ppp auto-connectIPPPO O OO OOOOODOOOO0O

ooooooo interface ppp node

gortA0 OO

oTAU b UOO0OooobooboooogePObObOO0OOOODOOOODODOOOODODODLDOODODO
gooom
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gooOo0ooon

gooooo

ooooooo
OwINODODOOOOoDocewmvAOOODOOOOODOOOOOONROODDODOOOODOODODOODOODOOO
owiNnDOOOOOOOOOoOOooooogoooboooobboooooboboooo

ooooooo system clock mobile <2-2>

0 No O no system clock

ooooooo global node

OoOoDOoOoOOooONPOOOO
ONTPOOOODOODOO0OO0O0DOO00ODOODO0OODOODOOONTPODOODOODOODOOODODOOODOODOO
oooooooo

0!

U ntp

0 service enable

a1

O nxr155(config)#system clock mobile 2

ONTPOODODOODOODODOOODOODOODOOOONPOOODOODODODODOODOODOOD
ONTPOODOOOOODOODOOOO0OO00ODOODO0OO0O00O00DO00OCcLIOO0OO0DOooOoOOom
0!

U ntp

0 service enable

0 server 1.2.3.4 polling 4 17

0!

O nxr155(config)#system clock mobile 2

0% NTP server is already configured
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ooooooo
00000000000000000Ver.5.16.2000000000000000000
0000000000000000000Ver.5.16.20000M
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o000 flashOOOO

ooooooflashOOOODOOOODOOO
000 flashOOODOOONXR-230/CO OO NXR-350/COOOOOOOODOO

O000bO0ooooobooboooobooboflash 1000 flash 200000000000DO0O0OO
gboobgooboobobgoobooobooboboobooboobobooobobooboobon
goooboobobooobo

1. 0000000000
ooooooooooooooboooooooooobooboewcLivooooogooooooooDo
gooooo

nxr230#firmware update disk0:nxr230-v5170.bin
[ ] 100% DECODE
Proceed with update? [(y)es/(r)eserve/(n)o]:

[(y)es/(r)eserve/(n)o]0 3000 0OO0OOODOOOOOOreserved O OOCLIOO ™M™
yOooooONXROOODODO (b)ackground D O 000 0OOOONXR-230/C0 O O NXR-350/CHO OO OO
gddooooodoOooooUooooooogoooooooooo

2. 0000DOOODOoOoo

21 0000000000000

firmware update D0 0 OO0 00000000000 OOO0O0OOOOOODOOOOODOOOOO
ooOcLigon firmware update D OO O Ono-boot 0 000 O0ODOOOOODODOOOOOOODOOOO
oooooooogooooogoo

ooooooo firmware update disk0:nxr230-v5170.bin no-boot

oooooog  view node

OO0O0OoooOo  no-bootOOOOOOOCLIDOOOOODOOOO

2200000000

0000000000 0b0o0D0ooooooD0bo0DOoDOb00configDDO0OmMDODOO0O
goooo

goooooo system boot flash <1-2>

ooooooo global node
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OO000 flashOOOO

3. 00O config

3.1 00000000 configh O

ooooooo OO0O00DooOod0ODconfigiOODOOOOOODOOODODOOO
goooooo system config flash:FILENAVME

ooooooo global node

goooooo flash:startup.configd 0 00 0O O Osave configh O config O OO OO0

oooooono ussOOOdOOconfigdOOOOOOO
ooooooo system config disk0:FILENAME
ooooooo global node

gooobogon bootup O OO DO OO ODOODOstartup-configd O 000 O M
ooooooo no system config
ooooooo global node

3.20000configddOn
O00ooC0O0O0configdODOOOOODOOOOODO
0O 000000 configd system config O OO O0ODO0O
O show configO OO O O0OOO config
cMsO O OdO0O0Oshow configD OO configDO NXROO OO DOOOOOOOOOODOO
0 startup-config
save configD OO O O00O0OOO0OOOOOOOODOOOODO
O OoOsbOocdonoo initial-configd OO SDOOOOOOO
O Firmwared O O initial-config
ethOO ip0d 192.168.0.254/240 0000000 config OO
O NITODOOOODOO00O0O0OO000O000o0oogoooooooooooo

3.3 configlOODOOOODO

00000000Oeconfigl 0000000 twzOOOOxmlODODOODOODODOOODOODOODODO
0 boot-configD OO OO0 config ODODOO tgzO OO

O0tgzOO config.xmlODOODOOOOODOOOO

O0tgzOO ipsec/ssh0 000 00O00O0OO0DOOO

0 boot-configD OO OO0 config ODODOO xmlOODO
OOxmlO0O0OOOO0OOOOODOOOOO
O0ipsecO0 00 sshOOOOOflashOOOOOOOflash/.sshO OO flash/.ipsecO 0000000

000 flashOOOOOOOODOOOOOOdir flashOOODODOOODODOOOODOMO
O flash/.ipsecO 00 -> ipsec0 000000000
Oflash/.sshO0O00O0O->0000sshOOOOOOOOO

O flash/.ssh_hostd -> NXRO O 0O sshd O O

495



0000 flashOOOO

4. D000OO0O0DOOODOconfigDOO@O/0O0)
4.1 0000000000 view/exec noded

gooogoo
gooogooo

goooogo
gooogooo

goooogo
gooogooo

4.2 configd O
ooooooo
goooooo

goooogo
gooogooo

goooogo
gooogooo

goooogo
gooogooo
gooogooo

goooogo
gooogooo
goooooo

goooooo
gooogooo

gooogooo
gboooooo
gooogooo

gogoooo

gooogoo
gooogooo

000000000 00000000000o0o0n
show version

flashO OO OOOOOOOOoOO0OOO0ooOooooo
show version flash (]<1-2>)

flashOOOOOOOOOOOOOOOO
erase firmware flash <1-2>

flashOO configd D OO OOO0DOOOO
dir flash

flashO O configD XMLO O OO DOODOO0O
show flash FILENAME xml
show startup-config xml

flashO O startup-configD OO0 O OO0 0O0O
save config

config flashOD OO OOXMLOOOODODOOOO

copy config flash:startup-config

save config O OO OOOOOOIMpsec/ssh0 00000 OO0OO0O

src/dst0 0000000000000 QCO0C0O0OOdiskOOcopy000O00OO0O0OOO

configDWoRDO O OO OOOOOOOOOXMLOOOODODOOO

copy config WORD

OO0 fileDOOOODOO @Moverwrite 20000000000

ipsec/ssh0 000000 OOOO

src/dst0 00 0000000000000 0O0O00diskO00 copy0d0DOO0O0O0ODOO0O

all0 000000000 OconfigO flashDOODODOOODO
copy config flash:startup-config all

copy config startup-config all

save config all O OO0 OO Oipsec/ssh0 000 0000OO0O

WORDO OO OOOOOxmlO configO ipsec/ssh0 000 tgzO OO OOOOOO
copy config WORD all
D00 fileDODOODODO@Moverwrite 20000000000

startup-config(xm)O WORDO O OO OO0 OO exportd 00O
copy flash:startup-config WORD
copy startup-config WORD 496



o000 flashOOOO

goooogn
gooooon

gooooon
goooogo
goooogn

gooobogon
goooogo

gooooogo
goooooo

gooooon
goooogo

googogo
goooooo
gooooogo

GUIOD config OOOOODOODODOOO startup-configD OO OO OO0
gooeuloono

flashOO configD OO O OOO
delete flash FILENAME
FILENAME O startup-configd O 00O 0O OO O Oerase startup-configD OO OO0

bootupO O OO DOODODOODO
delete bootup-config

startup-configd 00O OO0
erase startup-config

flash O O config(bootup-configd O)DOOODOODOOODO
erase flash

tgzOOOFILENAMEO OO OO tgzO O config O import 0 0 0O O
copy WORD flash:FILENAME

0 dstd 000 =flash/startup-config 0O O

O0tgzOOODOOODO config.xml
O0tgzOODOOODOO ipsec/ssh0 00

g oobgo

->[0 flash/startup-config
->[ flash/.ssh/* , flash/.ipsec/*

OO0fFlash/xxxxx OO0 tgzO OO OODOO import0D 00O

gooooon
goooogo
gooobogon

tgzO O OO0 config importd OO0
copy WORD flash:FILENAME
flash/XXXX 0O import 0 00O O

OconfigDOODOOODOODOOODOODO

O config:

00000000 config(running-config)d O Osave configD O OO OOOoOoOd

O SD-initial-confighd SDO OO OO OO initial-config(C O config)D OO OO SDOOOODOO MM

O initial-configd FirmwareO OO OO configh O Oethernet 00O OO OOCOO IPODOOODOO
00 192.168.0.254/240 0 00000000

O CMS-show-config: CMSO OO O OO OODO show configD OO configO O OCMSO O OO O OOOOd
ooooooooooon

Ostartup-config: 00000000 confighDOOFflashO O OO OOOO

Obootup-config: DO0OOOO0OO configDOODOOOOOOOconfigDOOflashOOODOODODO

god

Osystem-config: DO0OOD0O0O0O0 configD OOODOODOOODOODOsystem-config D running-
config O oooQO
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oobooo000oOb0OOooo0ooan

oboobooboboooboobobbooboboooboobobobobooboobobobobooo
gobogobgooobobooboboboobooboobooobooobooobooboobobo
OO0O00D0ONXR-230/CO 0O 0O NXR-350/CO0O0OO0OOOODO

l.00000o0OOoooOooOooooooon

l.1000000000O0O0CO0O0O0O0O000AO0

oboooboboboooboooboobobobooboo

O DOOOCONFIGODOODOOOKOFODO D OOoOoooobooooooo

O bob0oobobogoobobooooboboooboo
goooboobobbobooboobobgooboboobooboobooboobooon
O000DO0o0oooobomflash 10000000000 O0DO0ODOOODOODOOfIash 20000
OO00O0ooo0oO0oooboOoooooOflessh 20000000D0O0O0OO0ODOO

O 0boboooboboooboooobobooobo

O NXR-230/CC CONFIGOD O OUOODOOOOODOOOOODOONXR-350/COCONFIGO OO OOOOOO
O0O00000000000ONXR-350/CO CONFIGD O O OO OOODOOOOO0O00O00O00000OO0
oooobooooooboooooboooboobuoebbobaobOoO:00100D0O0D 3000
oooboooboboobooooooboobobobooo

l.200000000000000DOO0DO000DODODOOO0O0O
goooooooooooobooooUoooooooooo0oooogooDooooDoDooooDo
ooodooooooooo

O CLiOOOshow versionO OO OOO0OOOO0OOOOOO0OOOOOOOOOOODOODOOODODOO
O Century Systems NXR-230 Rescue ver 1.0.0 (build 18/14:14 16 11 2011)

O STS2 LEDO OO (m)OOOO

OOooooosTsiodo0m [MSTS2000 ) 0000

2. 000000OOCOODOOOooOon
gooobooboboobgoobobbooboobooboobooooobooboooboooboobo
goooboobobobobDoobooboboboobooobooobooboooboo

m 0O0@00O00O0O000Oon)

0000000 ethoOIPOODDOODODODDOODODOOeth00 000000000000 0000O0O00O0O
ooboonoo ip address A.B.C.D/M

0000000  no ip address

ooboonoo interface node

ooooooo 00d00o0oooooooodooooooon
oooooog system boot flash (1]2)
ooooooo global node

oooooon Telnet OO OOO0OO0ODOOOO
ooooooo telnet-server enable
Oooo0oooad no telnet-server enable

oooooog global node
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oobOb000oOooO00OoOn

m 0000 (view/exec node)

goooooo
oooogooo

oooogooog
gooogog

gooogog
oooogooo

oooogooog
gooogog

gooogog
oooogooo

ooooooo
goooooo

goooooo
oooogooo

ooooooo

oooogooog
gooogog

O000o0oooO0oo000oDoooooooOooooooooooooon
show system boot

oo0oooogoobooooooboobooooobooon
show version

000000000000 0o0ooooooooooooo
show version flash (]1]2)

00oooooooooooogooooooo
show config

oooooooooooooog
show history

O0o0o0o0oooousBO00n0ooOoooDoooooooooooooOoon
show diskO

ethOOODO0OODOOODODOOOOOO

show interface ethernet 0 (|mode)

show interface (|mode)

mdeJ 0000 OOeth0D OO OOOODOODOODOOODOODOO

rescue#tshow interface ethernet 0 mode

ethernetO
portl Link:down
port2 Link:down
port3 Link:down
port4d Link:up

ooooooooooo
show product
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OoO0000O0O00000ao0oaon

m 000 (view/exec node)

goooobgon
gboooobgo

gboooooo
goooooo

ogoooooouss00o0oooooooboooooooooog
dir disk0

goobooboboobobooo

firmware update ssh://user@A.B.C.D/FILENAME (source A.B.C.D|X:X::X:X) flash <1-2>
firmware update ftp://A.B.C.D/FILENAME (source A.B.C.D|X:X::X:X) flash <1-2>
firmware update diskO:FILENAME (source A.B.C.D|X:X::X:X) flash <1-2>

goooobgn

goooobgon
gboooooo

gbooooboo
goooooo

goooooo
gboooooo

gooobgoobobobooboobobobooboon

ooooooooussO0oooooooooooogo
eject disk0

ooooooobussoobooooooobooo
inject disk0

ooooooooooooo
restart (]system)
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goobObOooooooooa

3. 00000OOo0O0opooOoOooOooboooa
gboobooboobobooobooboobobbooboobo
U ooobobooboboobobooo

O TFTP/BOOTPO OO OOOOOOCODOOOO

O OdbOOogconNFIicoonogooxoesgoooooooboooon HEE
U booboboobobooboboooobon
U

Ubooobooboboobdon0 oboboobgoconNIcObgooxoooooooobooo
gboobooobgo

O NXR-230/CO CONFIGOD O OODODOOOODOOOOODOOONXR-350/COCONFIGOD D OODOOOODO
O00000DO0O0OO0OOONXR-350/CO CONFIGD O ODODOOOODOUODOOOODODOOOOOODO
gbooooboooooogboboooboboebbibnnObO0bLODb10b0OO0OO:B3000
goobooobooboobooobobooboobooo

3.100000000000A0
gboobooboboobobgoobooboboboboboboobobooboboboobo
ooooooooboboooboobobobooboobooooobobogfiash 11200000000 0DO
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