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gobooboboooboobobooobooboon

gboobobobobobobobooooooon
gooooogo
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CLgdoooooboogd s>
nxrl30fexit

Century Syztemg NEE-130 Series wer b.1.0
nxrl30 login:

<0o00boobgobooboos

nxrl30fconfizure terminal
Enter confizuration commands, one per line.

nxrl30{confia)tt

End with CNTL/Z.

<gbobDoobooboobgo»>

nxrl80(config)#exit
nxrl30

<gbgoogo >

PC #—=F)LVY T FEE

login:
Password:
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I'IRR k4] #
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O30 0000000

dooObooooooooon

gooboooood
gboobooobobooboobobobobooboobooboboobooboobooo

0000 show interface” OO0DOOO0O0OO shint" OOOOOO0ODOOOOODOOO

OO0 shr 000000TabOOOOODO0O" show'[@ int” OOO0O0OOTabOOOODOOO" interface”
gooboooboobooboboobooboobo

ooooooooooo

000000000000000000000

O+ 0000000O0CtrI0+0p0000000000000000000O0O0O0O0O0O0O0O0O0OO00O0O
000000000

O0D: 00000CtriO+0n0000000000000000000O00D0O0O0D0O0O0DOO0O0D0O00

goobooooooo
gboooboooboobobooooooobooon <0o0ooooooo2ooooboooooon s

130k=how ?
oooooo nxgrp s hddress Remolution Protocol (ARP)
00000000000000mM?0000000 sl S S
gﬁgplg D;Eaé?grﬁgégngonfiguration Protocol (DHCP)
goooobooboooooooooonoon digk0 External 3torage information
OO0 show 2 0000000000 O0ODO0O0 dns Domain Name System (DNZ)

fagt-formarding Fazt-formarding

gdoo0oooooooooooobooooa
00000000 000OoO?200b0000o0oOooa
odoooooooooooo <go0oOo2odooooooogd s
<cr-cU0UO000O00odobooooooooboooo nxrl 30fshow? ‘ . ‘

show  3Show rmmning svatem information
Ooooboooooooooon

ooooOooooooa
0000000000C000000000000000000000000MO00000000000O0
“ terminal length 00 0000000000000 000000O0O0O000OC0OOO000

0000 terminal length 20 00000000000 0002000000000000000100
0(00)00000000
0000000000000000000m Spaced0 00100000 MEnter00001000000
00000000000000000000000

“ terminal no length’ 00 0000000000000 0OCOOOO0O

O grepd O
CLiDOD0000000D0DMOO0D0000000000000000000MO0000000000
00000000000000000000000000000
O00O0(how)DODDOO0DDOOO0DDOO"(OO0)" + "option” + "000"0000000O0O0
OO0 optionD 00O DOOOODOO

O begin 0000000000000 0000000

Oincludle 0000000 DO0OO0DODOOO0OOOOOO

Oexclule 000000D0O0D0O0O00O0O0ODOOOO
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040 OOOOOCOOOO

ooooooooo

gbooboobobooooboobgooooboobog
ooooboobobobbobooobooboobobooobo

view node
|---- global node

|----- interface node
|----- interface tunnel node
|----- interface ppp node
|----- dns node
|----- 12tp node
|-——-- 12tpv3-tunnel node
|-——-- 12tpv3-xconnect node
|----- 12tpv3-group node
|----- rip node
|----- ospf node
|----- bgp node
|----- ntp node
|----- snmp node
|----- syslog node
|----- dhcp-server node
|----- dhcp-relay node
|----- ipsec local policy node
|----- ipsec isakmp policy node
|----- ipsec tunnel policy node
|----- QoS (class-policy node)
|----- QoS (class-fTilter node)
|----- crp client node
|----- route-map node
|-——-- Web Authenticate node
|----- WarpLink node
|----- Extended track IP reachability node
|----- Extended track IPv6 reachability node
|----- Monitor-log node

<gboobgooog s
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O 50 view(exec) node

view(exec) node

m show

o show config

0000000  running-config(UO D000 0000)000000O
goooooo show config (|xml)

o show startup-config

goooooo startup-config(flashO O OO OO OOOOO0O)dO00OOOO0O
goooooo show startup-config xml

goooooo startup-configD D OO0 OXMLOOODOOODOOODOOO

o show config section

ooooooo Oo00ooooooooooooooon

gooooogo show config
(crp]dhcp-relay|dhcp-server|dns|ntp|qos|route-map
|router rip|router ospf|router bgp|snmp|syslog|upnp)

o show config ipsec
gogoooog IPsecO000000O00O00ODOOOPolicy ID/Tunnel IDODOOODOODOODOOODO
O00Policy/Tunnel D0 00000000 OODOOODOOODOOO
ooooooo show config ipsec
(]isakmp policy <1-65535>]local policy <1-255>]tunnel <1-65535>)

o show config 12tpv3
0000000 LLV30O0DO000000000dGroup ID/Tunnel I1D/Xconnect IDO OO OO OOO
0000000 Group/Tunnel/Xconnect 000000000 ODOO0ODOODOODOOOO
goooooo show config 12tpv3
(]group <1-4095>]tunnel <0-4095>|xconnect <1-4294967295>)

O show ip route
ooooooo Ooodoooooooooooooo
ooooooo show ip route (]bgp]connected|ospf|rip]|static)
show ip route cashe
show ip route database (]bgp]connected]ospf|rip]static)

O show ipv6 route
ooooooo IPv60 000000000000 O000OO
ooooooo show ipv6 route (]Jconnected|static)

show ipv6 route cache

show ipv6 route database (]connected]|static)
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O 50 view(exec) node

view(exec) node

O show ip protocols
ggoboboodbbbooobobbouooobbooobobbooobo
OO0 ODODOO0O show ip protocols (Jospf|rip)

O show ip access-list
ooooooooiwoooooobooooooog
00000000 show ip access-list [1Pv4- ACL-NAME]

O show ip access-list
ooooooo iPMAOOO00O0OO0O0DOODOO0OO
goooooo ip access-list IPv4-ACL-NAME (permit]deny) SRC-IP DST-IP
ip access-list IPv4-ACL-NAME (permit]deny) SRC-IP DST-IP PROTOCOL
ip access-list IPv4-ACL-NAME (permit]deny) SRC-IP DST-IP ICMP
ip access-list IPv4-ACL-NAME (permit|deny) SRC-IP DST-1P TCP/UDP
ip access-list IPv4-ACL-NAME (permit]deny) SRC-IP DST-IP TCP-OPTIONS

ooooooo
SRC-1P : ALB.C.D | A.B.C.D/M | any | FQDN
DST-IP : A.B.C.D | A.B.C.D/M | any | FQDN
PROTOCOL 1 <0-255> > Protocol number
1CMP : icmp | icmp <0-255> : ICMP <ICMP type>
TCP/UDP > tep | udp

: tep | udp <sport:1-65535>|any|range <min:1-65535> <max:1-65535>
<dport:1-65535>]any|range <min:1-65535> <max:1-65535>
TCP-OPTIONS : tep syn : TCP syn packets
o tep <sport:1-65535>|any|range <min:1-65535> <max:1-65535>
<dport:1-65535>]any|range <min:1-65535> <max:1-65535> syn

O show ip default-gateway
0d000o0oo00oooo0o0oooooogoooooon
00000000 show ip default-gateway

O show ip (snat]dnat)
0000000 SNAT | DNATODOODOOD
OO0 OO00O  show ip (snat]dnat) [NAT-RULE-NAME]

O show (ip]ipv6) connection
00000 oo TCP/UDPODOOO listeningD ODO0ODODODOOO
OO0 D00 show (ip]ipv6e) connection

O show ip statistics

00000 OO0 OOOoOoooowrgTcPOUWPO ICMPOOOODOOOODOOO
000 DO0 show ip statistics
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050 view(exec) node

view(exec) node

m show ip conntrack

o (ip]ipv6) conntrack

0000000 0Oconntrack tableD OO0 OOOO
00000000 show (iplipve) conntrack

o (ip]ipv6) conntrack limit
OOOoOooo0n0  session limitOOOOOOdropODOO00O0D0OOOODOOOODOOO
gooooogo show (ip]ipv6) conntrack limit

o (ip]ipv6) conntrack invalid-status-drop

goooooo session invalid-status-drop0 0 00 0O drop0 00000000 OOOOODO0O
oog

goooooo show (ip]ipv6) conntrack invalid-status-drop

O show ip spi-Ffilter
ooooooo  SPl filterOODOODODODO
gooooogo show ip spi-filter

O show ip upnp

ogoooooao UPnP OO OUOO0D0OODOOONATOOOODODOOO
00000000000 NATOOOUPRP OOO0OO0OODO0OO0oO0Ooooooon

goooooon show ip upnp (access-list|nat)

O show ipv6 access-list

goooooo IpPveO0 00000000 ODOODOO
goooooo show ipv6 access-list [IPv6-ACL-NAME]
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O 50 view(exec) node

view(exec) node

O show ipv6 access-list

ooooooo IPv60 000000 OO0DOODOOOO

goooooo ipv6 access-list IPv6-ACL-NAME (permit]deny) SRC-IPV 6 DST-1PV6
ipv6 access-list IPv6-ACL-NAME (permit]deny) SRC-1PV6 DST-1PV6 PROTOCOL
ipv6 access-list IPv6-ACL-NAME (permit]deny) SRC-1PV6 DST-I1PV6 ICMPV6
ipv6 access-list IPv6-ACL-NAME (permit]deny) SRC-I1PV6 DST-1PV6 TCP/UDP
ipv6 access-list IPv6-ACL-NAME (permit]deny) SRC-1PV6 DST-1PV6 TCP-OPTIONS

gooooogo
SRC-1PV6
DST-1PV6
PROTOCOL
1CMPV6
TCP/UDP

TKEXTIXIX | XiXziXiX/M ] any | FQDN)
DX IXIX | XiXziXcX/M ] oany | FQDN)

. <0-255> . Protocol number
: (icmpv6 | icmpv6 <0-255>) : IPv6 ICMPv6 <IPv6 ICMP type>
o (tep | udp)

o (tep | udp) (<sport:1-65535>|any|range <min:1-65535> <max:1-65535>)

TCP-OPTIONS

(<dport:1-65535>]any|range <min:1-65535> <max:1-65535>)

: tep syn : TCP syn packets

: tep (<sport:1-65535>]any]range <min:1-65535> <max:1-65535>)

O show ipvé forwarding

(<dport:1-65535>]any|range <min:1-65535> <max:1-65535>) syn

ooooooo IPv60 00000000 on/offFOODODOOOO
00000000 show ipve forwarding
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O 50 view(exec) node

view(exec) node

O show ipv6 interface
ooooooo P60 0000000000000 0ODOO
0Oo0oOoood  show ipve interface (] INTERFACE|brief)

O show ipv6 default-gateway
ooooooo IPv60 000000000000 0O00O0OO
00000000 show ipve default-gateway

O show ipv6 statistics
ooooooo IPv60 000000000000 0O00DOO0OO0
0Oo0oOgood  show ipve statistics

O show ipvé spi-filter
ooooooo IPv6 SPI filterO0 OO OOODO
goooood  show ipve spi-filter

O show ip web-auth access-list
oO0ooooo  wbhODOOOOODOOOODODO
0ooogood  show ip web-auth access-list (JWEBAUTH-ACL-NAME)

O show ntp
odooooo NPOOOODOOODOOOOODOOOO
0ooooodg  show ntp

O show dns
ooooooo DNSOOOOOoOooooooag
ooooooog show dns

O show dhcp
000O0oOoO0 DbDHCcPOUODODODOODODOODODODOUODDOD
0ooogood  show dhep lease

O show syslog

ooooooo 00o00o0o0oooogd

0oooood  show syslog (message|bootlog|maillog) (Jline:1-99999) (|reverse)

O000Doo0OO0 QOO0OOdsyslggOO0000D0O0OO00O0ODOOOO0ODOOOODOOOD
reverse000000000O0O0O0OOOOOOODOO

O show arp

O0000000OARPOOOOO0OOOOOO
00000000 show arp
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O 50 view(exec) node

view(exec) node

O show ipv6 neighbors
ooooooo IPv60 0000000000
00000000 show ipve neighbors

O show (diskO]diskl)
oddoooo0ooooooooooooooooon
00000000 show (disko]diskl)

O show uptime
ooooooo Oo0d0oooooooooogo
0oooood  show uptime

O show tech-support
ooooooo 0000000000000 00000
doooood  show tech-support

O show memory
ooooooo oodoooooooooo
doooood  show memory

O show process
ooooooo O00d00ooooooooooooooooogo
doogoood  show process

O show clock
oooooog ooooDooooooooooo
ooooooo show clock

O show history
ooooooo O00d00ooooooooooooooooogo
0oooood  show history

O show Ffile systems
ooooooo Oodoooooooooooo
00000000show File systems

0O show loadavg

oo0ooooo  cudooopooooooooooog
doooood  show loadavg
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O 50 view(exec) node

view(exec) node

O show 12tp
ocoooooo LRPOCOO0O0O0DOO0OO0OOOOOOO
goooooo show 12tp (tunnel|session)

O show 12tpv3
ogooooood Ltpv3i0o0oooooog
goooooo show 12tpv3

O show 12tpv3 tunnel
ogooooood LT3 00oooooooooon
goooooo show 12tpv3 tunnel (|<TID:1-4294967295>) (|detail)

O show 12tpv3 session
ogooooood LT3 00o0oooooooooon
goooooo show 12tpv3 session (|<SID:1-4294967295>) (]detail)

O show 12tpv3 interface
gooooog XconnectU OO OO OOOOoOoOoOoOoooo
goooooo show 12tpv3 interface (]INTERFACE) (|]detail)

O show 12tpv3 fdb
ogooooood L2TPv3 FDBO O OO O OO OO
goooooo show 12tpv3 fdb (local|forward])

O show 12tpv3 fdb interface
OO0OO0O0O0O0 XeonnectOOOOOOODORBOOOOOOOOO
goooooo show 12tpv3 fdb interface INTERFACE (local|forward]|)

O show 12tpv3 group
0oooooo L300 O00oO0Ooooooo
goooooo show 12tpv3 group (<GID:1-4095>])

O show 12tpv3 peer

ooooooo L3000 oodoo
goooooo show 12tpv3 peer (A.B.C.D|)
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O show interface

gooooogo
goooooo

g g

Oo00do0ooooooooooooooooooooon

show interface (|mode|power-save)

show interface INTERFACE (|mode|power-save)

show interface bridge <0-4095> (Jall]stp|mac)

(mode |power-save)(] ethernet I/FO OO O0O0O0OOOOO0O0O

0O show route-map

goooboon
gooooogo

Route-mapUO OO0 OO OO
show route-map (|WORD) detail

O show class access-list

goooooo
gooooogo

class access-list0 000000
show class access-list (]JWORD)

O show ssh-public-key

goooboon
gooooogo

O show users
goooooo
gooooog

NetconfO OO SSHOODODODOOOOOO
show ssh-public-key user netconf

o0o0Doooooooooooboooon
show users

0 show debugging

goooooo

goooooo

O show vrrp
oooooood
ogoooood

O show ppp
oooooood
oooooon

ooooooooooooN/oFHODODoooooooooooonooo@oon
Oo0ooopDoooooo)y ooooooo

show debugging (12tpv3]|netevent]|ppp)

show debugging timer (]<1-5>)

VRRPO OO OO OOOOOd
show vrrp

PPPOCOCOOODOOOO
show ppp (<0-4>])

O show pppoe-bridge

goooooo
gooooogo

PPPOE bridge0 000000000
show pppoe-bridge

59



O 50 view(exec) node

view(exec) node

O show ipsec
oo0ooooo IPsec0 000000000
0O00oO0oogd  show ipsec ca certificates : Display IPsec CA certificates

show ipsec certificates : Display IPsec certificates

show ipsec crls : Display IPsec crls

show ipsec policy : Display IPsec policy

show ipsec public-keys : Display IPsec public-keys

show ipsec rsa-pub-key - Display IPsec RSA public key

show ipsec sa : Display IPsec Security Associations

show ipsec status (]tunnel <1-65535>) (|brief)
show ipsec status (versionl|version2)

O show ip rip
0o0ooooo  RIPOOOOOODOOO
0oooood  show ip rip
show ip rip interface (]INTERFACE)
show ip rip database
O show ip ospf
ooooooo  oseFOCOOOODCOOOO
ooooooo show ip ospf
show ip ospf neighbor (]Jdetail)
show ip ospf interface (]INTERFACE)
show ip ospf database (]external|summary|network]router|asbr-summary)
show ip ospf route
show ip ospf virtual-links

O show ip bgp
0o0ooooo  BePOOOOOODOOO
0ooooogd  show ip bgp
show ip bgp (A.B.C.DJA.B.C.D/M)
show ip bgp neighbors [|A.B.C.D (advertised-routes|received-routes|routes)]
show ip bgp route-map ROUTE-MAP
show ip bgp scan
show ip bgp summary
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m show mobile

00ooooo  sc0000Doo00oDoOo0oOoooooOooo
od0ODOODOOOO

gooooogd  show mobile (]<0-1>)

o APNOOOOO@OUOOOOOOOpppOOOOOOOO)
goooood  show mobile <0-1> ap

o000 0O0OD(MUUDOOOOpppO OO ODOOOO)
ooooooo show mobile <0-1> phone-number

oJU0UU000O@WUOUUOUUOOpppOODOODOODODO)
goooood  show mobile <0-1> signal-level

O show fast-forwarding

goooooo Fast-forwardingD O OO0 OOOOO0OOO

goooood  show fast-forwarding

0000000 0OFast-forwarding is ond OO OO Fast-forwarding is off 000000000

O show fast-forwarding status

OO0Ooopooo  Frest-forwardingD OO OO0OO0OOOOODOOOOOO

ooooooo show fast-forwarding status

ooooooo

00000 Fast-forwardingd IP forwardingD OO O O0OODO0O
nxrl55#show fast-forwarding status
total forward count 644
3s udp 192.168.0.1:63->192.168.10.1:63 count:9 byte:12564 fw4 natp4 src 192.168.1.254:63 [
4s udp 192.168.10.1:63->192.168.1.254:63 count:9 byte:12564 natp4 dst 192.168.0.1:63 fwsd O
oooooirp forwardingD OO OOOOOOOO

000 00Fast-forwardingd IPsec0 00000000
nxrl155#show fast-forwarding status
total forward count 661

7s esp 192.168.1.253->192.168.1.254 count:9 byte:12564 ESP_IN spi:$95e97067 fw4 O
7s udp 192.168.10.1:63->192.168.0.1:63 count:8 byte:11168 fwi O
5s udp 192.168.0.1:63->192.168.10.1:63 count:9 byte:13158 fw4 ESP_OUT spi:$44f8bc92 O

OOoooooooooooesPOoOdOOOOODOOOOOINP forwardingDOOOODOOOOO ESP
goooogoiup forwardingO OO OOOODOODOO
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O show product
goooooo
ogoooooo
gooooon

m show netevent
o track
ooooooo
ogoooood
ooooooo

o action

ooooooo
ooogoooog
ooooooo

O show warplink
ogoooooo
goooooo
ogooooon

Oooooooooooooog

show product
O000000D0D0O00o00U0oo0o00oooooooooooooooooog
Doooooooooooood

Netevent [ track object(U OO O0)IDO0OODOODOOODOODOO
show netevent track (]|<object id:1-255>) (]detail|brief)
Object IDO OO OODOODOODOO track statusO OO0 OO0
brief000000OC0OOOOOODOOOOO

detail D0 00D0OO00O0O0ODODOOOOO

Netevent O track object(0O O O)OOODODOOO actionD OO OOOO
show netevent action (]<object_id:1-255>)
Object IDOODOCOOOOODO IDODOOOODOOO actionOOOOODOO

WarpLink ManagerO O OO O O0OO0O0OODODODO
show warplink
00000 3200WarpLink node0 000000000
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O show monitor-log

gooooogo
goooboon
goooogo

O show service

goooooo
gooooogo
goooooo

O show wimax
goooood
goooooo

O clock set

goooooo
ooooooo
goooooo

O delete

goooooo

ooooooo
U

0 save config
ooooooo
oooooon

O dir
ooooooo

Monitor-logO0 00O OO0
show monitor-log (reachability]resource)
00000 3500Monitor-log node0 000000000

ooooDoooooooooooo
show service
00000000000 OuwiOOOdownOOOoOooaono

WiNAXO O Oooooooood
show wimax (]<0-0>)

ooooooooooo

clock set HH:MM:SS Day Month Year

20100 120310 120 340560 000000000000 DO0OOOODOOO
clock set 12:34:56 31 12 2010

ooooooooood

delete bootlog O bootlogD O OO

delete dump OdumpOO0OCODOOODO

delete file (diskO:FILENAME|disk1:FILENAME)DO (disk0=USBO, disk1=USB1)
delete syslog OsyslogO0 OO (@O0O)O

delete reachability-log (reachabilityd 0O Q00)

delete resource-log (resource0 00O 0O0O)

0000000000000 00d
save config

goooooo(useo, usenooooUoOooooOoOoOoooOoOooooOod

goooooo
googoogon

dir (|disko]diskl)
USBOOOOOOO USB FlashD D OO O ODDOOOOOdiskeD 000000
USBLOOOOODO USB FlashD OO O ODODOOOO0O0OdiskilDO00000
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m copy
o (bootlog|dump]syslog]reachability-log]resource-log )
goooooo bootlog, dump, syslog, reachability-log, resource-log0 0000000
ooooood
copy (bootlog]dump]syslog|reachability-log|resource-log)
ssh://<user@(A.B.C.D|X:X::X:X)>/FILENAME (]source A.B.C.D|X:X::X:X)
copy (bootlog]dump]syslog|reachability-log|resource-log)
ftp://<A.B.C.D|X:X::X:X>/FILENAME (]source A.B.C.D|X:X::X:X)
copy (bootlog]dump]syslog|reachability-log|resource-log)
(diskO:FILENAME |diskl:FILENAME)
gooooog
00oO0oooooooooooooooog
gssHOOOOOoOOooOoO0oOooo0o0oo0ooooooooooooooooooooooooooono
O ssh://user@A.B.C.D/FILENAMED 0 0220000000 00O OO =ssh://user@A.B.C.D:22/FILENAMECT]
- IPv4  ssh://user@A.B.C.D:port/FILENAME
- IPv6 ssh://[user@®X:X::X:X]:port/FILENAME

o configDOOOODOO
goooooo 0000oo00oooo0Uooooooooooooooooog
gooooood
copy (config|show-config) ssh://(<user@A.B.C.D|X:X::X:X)>/FILENAME
(Jall) (Jsource A.B.C.D|X:X::X:X)
copy (config|show-config) ftp://<A.B.C.D|X:X::X:X>/FILENAME
(Jall) (Jsource A.B.C.D|X:X::X:X)
copy (config|show-config) (diskO:FILENAME|disk1:FILENAME) (Jall)
gooooood
DallOOODO0OODOiMpsecO00O0OD0OconfigD tgzOOODDOODODODOOOODOODOODOODOconfig
OO0O0xmlO0OOCOOODOCOO
OO0O00O0000 show configD OO ODOOODOODOODOOOshow-configd ODODOOODO
gooooooOoopoooooooooooo
OgssHOODODOOOODOoO0oOooodooooooooooooooooooooooooooopooo
O ssh://user@A.B.C.D/FILENAMECD 0 02200000000 O OO =ssh://user@A.B.C.D:22/FILENAVECT]
- IPv4  ssh://user@A.B.C.D:port/FILENAME
- IPv6 ssh://[user@X:X::X:X]:port/FILENAME
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o configOOO
ooooooo 000000000 ocal flashOD OO USB/CFOOODO)YOOOOODOO
ooooood
copy ssh://user@(A.B.C.D|X:X::X:X)/FILENMAE
(startup-config|diskO:FILENAME|disk1:FILENAME) (]source A.B.C.D|X:X::X:X)
copy ftp://(A.B.C.D|X:X::X:X)/FILENAME
(startup-config|diskO:FILENAME|disk1:FILENAME) (]source A.B.C.D|X:X::X:X)
copy (diskO:FILENAME|diskl1:FILENAME)
(startup-config|diskO:FILENAME |diskl:FILENAME)
ooooood
Odisk0 --> diskOO diskl --> disk1 O O copy d O O O disk0 <--> disk1 OO copyd OO
Joooo0oooooobooDooOoooog
gssHOOOOOODODODOO0OOO0OoO0DOO00DO0DOooooooooooooooooooooooo
O ssh://user@A.B.C.D/FILENAMED 0 0220000000 00O OO =ssh://user@A.B.C.D:22/FILENAME[T]
- IPv4  ssh://user@A.B.C.D:port/FILENAME
- IPv6 ssh://[user@X:X::X:X]:port/FILENAME

o sshOOOOOOOOO
ooooogoo gooooEews)iooooopooossHooooooooooood
ooooood
copy (ssh://<user@(A.B.C.D|X:X::X:X)>/FILENAME)
ssh-public-key user netconf |<0-4> (]source A.B.C.D|X:X::X:X)
copy (ftp://<A.B.C.D|X:X::X:X>/FILENAME)
ssh-public-key user netconf |<0-4> (]source A.B.C.D|X:X::X:X)
copy (diskO:FILENAME]diskl:FILENAME)
ssh-public-key user netconf |<0-4> (]source A.B.C.D|X:X::X:X)
ooooood
goo0o0oooooooobOooDoooooog
gssHOOOOOODODODOO0OOO0OoO0DOO00DO0DOooooooooooooooooooooooo
O ssh://user@A.B.C.D/FILENAMED 0 0220000000 00O O O =ssh://user@A.B.C.D:22/FILENAME[T]
- IPv4  ssh://user@A.B.C.D:port/FILENAME
- IPv6 ssh://[user@X:X::X:X]:port/FILENAME
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O firmware update
goooood gooooooogoooooooooo
goooooo
firmware update ssh://<user@(A.B.C.D|X:X::X:X)>/FILENAME (]source A.B.C.D|X:X::X:X)
| firmware update ftp://<A_B.C.D|X:X::X:X>/FILENAME (]source A.B.C.D|X:X::X:X)
firmware update (diskO:FILENAME|diskl:FILENAME)
goooooo
gooooooOoOooooooooooooo
OgssHOOOOoOO0OoOoOOoooooOooooooooooooooooooooooooooooooo
O ssh://user@A.B.C.D/FILENAMEC O 022000000000 O O =ssh://user@A.B.C.D:22/FILENAVET]
- IPv4  ssh://user@A.B.C.D:port/FILENAME
- IPv6 ssh://[user@®X:X::X:X]:port/FILENAME
0000000oo0o00Do0o0O0ooDooo0oDoOoO00oOooO0ooDoOoooDoOooOoooDooooon
0000000000000 00DOO00mOgU E:Firmware updated 0O O00O0O0OOOODO

O restart

0000000 OOooooooooooo

oooooog restart dhcp-relay (HCPO OO DOODOODOOOODOO)
restart dhcp-server (HCcPO O D OODODOOO)

restart dns ONSODODoDooooooo)
restart http-server (HTTPOODOODOODOOO)
restart ipsec (lpsec0O000OO0ODOODOO)
restart 12tp (LetTPv200000000O00O0DOO)
restart 12tpv3 (LeTp300000000O00O)

restart monitor-log (Monitor-log0 OO0 O0OODOOODOO)
restart netconf-server (NetconfO OO OO ODOODOO)

restart ntp (NTPODOODOODOOOOO0O)

restart ospf (OSPFOODOOODOODODOO)

restart rip RIPOOOODOOOODODO)

restart snmp (S\POOOOODOODOODOO)

restart ssh-server (SsHOOOooooboood)

restart syslog (SyslogO OOOOOOOOOO)
restart system (booooooono)

restart telnet-server (TelnetO O OO OOOODOO)

restart vrrp (VRRPOODOOODOODODOODO)

restart warplink (WarpLinkODODOOOOOOODOOO)

restart waplink send-config (WarpLink ManagerO O O OO config OO ODOO)
O configure

ooooogo 00o00doooooooooooooooo
gooooog configure terminal
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® dump
ogooooon

o0 oobo

o dump
ooooooo
OO0 OOoOdOd

o dump filter
goooooo

o dump pcap
ooooooo

NROOOODOODOODODOOOdumpOODOOODOOO0OO0OOdumpOO0OOO0ODOOODO
(UsBOCAHODOOOODOSSHOOOOOOOODOOOODoOOoOoooooooo
O0O0dumpO OO RAMOODOOOOOOOUSEROOOODOOODOODOODOO memory O
00000o000oooo00oDoooooDooooooon

000000000000 fast-forwawding O disable(no fast-forwarding enable)
ooooooog

dump interface INTERFACE
INTERFACEO OO DO OU0ODOODOOOOO
[ethernet <0-2> (]Jvid<vlan_id:1-4094>) | ppp <0-4> | tunnel <1-255>]

dump interface INTERFACE filter (ssh|telnet]|tcp880)

dump interface INTERFACE pcap count <1-99999> (size <64-1518>])
(filter {ssh|telnet|tcp880}|)

O clear 12tpv3 fdb

ooooboono
goooooo

L2TPV30 FOBO OO OO OODOOODO

clear 12tpv3 fdb (CooorBOOOOOOOO)
clear 12tpv3 fdb local ethernet <0-2> (Jvid <1-4094>)
clear 12tpv3 fdb forward

clear 12tpv3 fdb forward <gid:1-65535>

clear 12tpv3 fdb forward ethernet <0-2> (|vid <1-4094>)

O clear 12tpv3 counter

oooobooo
goooooo

LTv3000o0ooooooooon

clear 12tpv3 counter ethernet <0-2> (Jvid <1-4094>)
clear 12tpv3 counter peer

clear 12tpv3 counter peer A.B.C.D

clear 12tpv3 counter session <session-id:1-4294967295>
clear 12tpv3 counter tunnel <tunnel-id:1-4294967295>
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O clear 12tpv3 tunnel
ooooooo OO0Oomwoooooooo ooooooLtv3d0noooooooog
goooooo clear 12tpv3 tunnel <tunnel-id:1-4294967295> <session-id:1-4294967295>

O clear 12tpv3 remote-id
ooooooo O0O0ooooimooooooLTvddnooon
goooooo clear 12tpv3 remote-id <remote-id:A.B.C.D>

O clear 12tpv3 group
ooooooo OO0oomwooooooLTv3a0ooooon
goooooo clear 12tpv3 group <group-id:1-65535>

m clear ip bgp
oooooon
gpePO OO OODOOOOOOOoOO
PO 0000000000 oooooooomBecPO OO0 ooooooooonon
agoad
- soft outD OO 0O
PO 0D 000NN DO0O0OOOoOoDOOOOoooDOoomBePOOD OO0 OOoooooooDnO
O000000O0softout0 00 00D0O00DO0DOOO0DOODDOOOBGP neighbor™ UPDATED O O O
ogoooooog
-soft inO0 QOO0
BGP neighbor 0 ROUTE-REFRESHO O OO OO OO OOneighbord 0 OO BCPO OO OOOODOODOO
ROUTE-REFRESHO O O OO O ODOOOOOOOUPPATED DO O ODOODOOOOOOOOOOOO
- hard0 00O
BGPO TCPO OO ODODODODOOOneighbor0 000 O OO Okeepalived holdtimeO O OO0 O
o000 ooboooooooon
O0000O00oo0oDbOoOoOsoft (injout) DD OOOOODO

© bgp *
goooooo clear ip bgp *
clear ip bgp * soft (injout)
0000000 OO0OO0peer0000000O0O0O0OODOOO

o bhgp <AS:1-65535>
goooooo clear ip bgp <AS:1-65535>

clear ip bgp <AS:1-65535> soft (injout)
Jooodoodo AsO0o0ooooooooooooooooood

o bgp A.B.C.D
goooooo clear ip bgp A.B.C.D
clear ip bgp A.B.C.D soft (injout)
O0OO0OO0O0OOO NeighborO IPOO0O0OO0O0OOOOOODOOODOOODODOODODOO
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O clear arp
Ooooooo ARPODOOCOOOOOCOO0OO0
goooooo clear arp A.B.C.D

O clear ipv6 neighbors
ocoooooo IPv6eO0 00000000000
goooooo clear ipv6 neighbors X:X::X:X ethernet <0-2>
clear ipv6 neighbors X:X::X:X ethernet <0-2> vid <1-4094>
clear ipv6 neighbors X:X::X:X ethernet <0-2> vid <1-4094> <id:1-255>

O clear ppp
goooooo gooopPPOOOOODOOOOOOO
0000000  clear ppp <0-4>

O clear 12tp
000000o0doooooLLoooooooooooaa
OO0O0000oOclear 12tp

O clear ipsec tunnel
ogoooood o000 IPsec tunnel DO OOODOO
goooooo clear ipsec tunnel <tunnel policy:1-65535>

O clear ipsec state
ogoooood 0000 IPsec state DO OO QOO
goooooo clear ipsec state <state number:1-4294967295>

O clear wimax
gooooog winvaAXO O ooooooo
oo0ooooo clear wimax <0-0>

O clear ip route cache
gooooon IPO0O00OOOOOOOOOOOOO
goooooo clear ip route cache

O clear ip access-list ACL-NAME fqdn

0000000 FQONODO O access-list0 0000000
goooooo clear ip access-list ACL-NAME fqdn
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O clear ipv6 route cache
ooooooo IPv60 00000000000 O00OO
ooooood clear ipv6 route cache

O clear ipv6 access-list ACL-NAME fqdn
0000000 FQNOODO access-list0 0000000
ooooood clear ipv6 access-list ACL-NAME fqdn

O clear ssh-public-key
0ooooog ssHOOOooooDooooo
ooooood clear ssh-public-key user netconf <0-0>

O clear dns cache
ooooooog DNS cacheOD OO OO OO0
Oo0oooon clear dns cache

O clear mobile <0-2>
gooooog ood0oooooooboooooboooooooDooo
Oo0oooon clear mobile <0-2>

O clear ppp <0-4> mobile limitation

0ooooog wmobileDOODOOOOOO

ooooood clear ppp <0-4> mobile limitation

ooooooo

Omobile limit (reconnect|time)0 000 000000000000 OOOOOOOODOOmobile
limit (reconnect|time)0 00 0000000000000 O0O0MOOOODODOOOODODOOOOO
oooo

O clear netevent counter track <1-255>
0000000 netevent00000000O0DOOOO
ooooood clear netevent counter track <object_id:1-255>
ooooooo
O show netevent track <1-255> detail 00 0O 0 00O History counter0 00000000

O clear route-map
goooogon route-map 0 O 0 O (packet/byte 0 0 000 O0)OOOOOOODO
gogooood clear route-map <NAME> counter

O clear class access-list

goooooo class access-list0 000 (packet/byte D 000 O0O0)DOOOD0OODODO
Oo0oooon clear access-list <NAME> counter
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m terminal

o length
ogoooooo
ooooooo
oo o og
ooooooo

o width

gboooooo
gooooogo
gbo o 0o

m connect

o connect ppp
ogoooood
ooooooo

o reconnect ppp
ogoooood
ooooooo

o connect 12tp
gogoooog
goooooo

O00D00oooopoooboooooo

terminal length <0-512>

terminal no length
oOd00D0O0DODOOoOOoOoDOOO0ODODOoOoOoOooOooOon

O00D00oooopoooboooooo
terminal width <40-180>
terminal no width (= terminal width 80)

PpPPOODOOOOOOOOPPOOOOODOOOLOOOOODOODOO
connect ppp <0-4>

PPPOOOOOOOOOOPPPOOODUOOODOOOOOOODOOO
reconnect ppp <0-4>

LtrOdO0noOoooooo
connect 12tp

o connect 12tpv3

gboooobgo
goooobgn

goooobon

o connect ipsec
gogoooog
goooooo

o connect wimax
goooood
goooood

O disconnect
goooood
goooood

L3I0 000000000

connect 12tpv3 ethernet <0-2> (]JA.B.C.D)

connect 12tpv3 ethernet <0-2> vid <1-4094> (]JA.B.C.D)
A.B.C.DO U Remote Router-1D0 O[O

IPsec0 00000000 OIPsecO000O0OOO0OODOOOOODOOO
connect ipsec <1-65535>

WiMaXO O oOooooooo
connect wimax <0-0>

Oo00ooooooooooooo
disconnect console (
disconnect vty <VTY line_number:0-10>

console CLIDOOOOOOOOOD
SSH/TelnetD OO OOOOOOOOD

~
11
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O format
ooooooo 000000000000000000
ooooood  format (diskO]diskl)

O eject
ooooooo 0000000000000 00000
0000000  eject (disk0]diskl)

O inject
ooooooo 0000000000000000
0000000  eject (diskO]diskl)

0 ping
oo0ooooo ping0 000000
ooooooo ping ip (A.B.C.D | FQDN)
ping ipv6 (X:X::X:X | FQDN)
ooooooo O00ooo0OdpigOO0OOO0OOOOOOOODOOODOODOOODOO

nxri120#ping ooooboobonog

Protocol [ip]: Oip|ipvé

Target IP address: OA.B.C.D|XzXz:X:X]FQDN
Repeat count [5]: 0 1-2147483647

Datagram size [100]: (J 36-18024

Interval in seconds [1]: 0 0-10

Extended commands [n]: On(ping0DO00)y(OOOODOODOODOODOOO)
0 Source address or interface: O A.B.C.D|X:X::X:X] INTERFACE
0 Type of service [0x0]: [ 0x00-0xff

0 Set DF bit in IP header? [no]: [ no|yes

(0 Data pattern [OxABCD]: [0 0x0000-0OxffFff

O traceroute
googoogon traceroute 0 0 0O OO0
goooooo traceroute (icmp|icmpv6) (A.B.C.D]FQDN)
traceroute (ip|ipv6) (A.B.C.D]JFQDN)
oo0ooooo 000000O¢traceroute0 00000000000 O0ODOOOOODOOOOOO

nxrl20#traceroute ooooooooboo
Protocol [ip]: Oiplipv6

Target IP address: OA.B.C.D|X:Xz:X:X]FQDN
Source address: OA.B.C.D|X:Xz:X:X
Numeric display [n]: Only

Timeout in seconds [2]: J 0-3600

Probe count [3]: 0 1-65535

Maximum time to live [30]: 0 1-255

Port Number [33434]: 0 1025-65535
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O ssh
Oo0ooooo  ssHOooooooooo
coooooo
ssh (iplipve) (A.B.C.DX:X::X:X]FQDN) user USERNAME [(source A.B.C.D|X:X::X:X)]
ssh (iplipv6) (A.B.C.D|X:X::X:X]|FQDN) user USERNAME version 1
[cipher (3des|blowfish]des)] [(source A.B.C.D|X:X::X:X)]
ssh (iplipv6) (A.B.C.D|X:X::X:X|FQDN) user USERNAME version 2
[cipher (3des-cbc|aesl28-cbc|aes128-ctr|aesl92-cbc
|aes192-ctr|aes256-chc|aes256-ctr|arcfour|arcfourl28|arcfour256
|blowfish-cbc|cast128-chc)] [(source A.B.C.D|X:X::X:X)]
gooooofo OoOOoOoUoOopoboooooooboooooo

O telnet

OO0O0Ooooo  TelnetOOOODOOOO

ooooood  telnet (A.B.C.D]X:X:X:X::X]FQDN) [source (A.B.C.D|X:X::X:X)]
0000000 OOoO0oO0o0OO0OO0ODOOO0O00O00O00O0O000d

O logout
ooooooo cuooooooooooo
ooooooo logout

O get system statistics cpu

goooooo
ocPuO00000000000000000000000
000o0O0o0o0O0O0O0O0O0O0O0D0000000000000000OocPl0000oooooooooon
00000ooO0ooooocPI00 0000 oOooooooooooo

0000000  get system statistics cpu <interval(sec):1-86400> <count(J ):1-65535>

0 0 0 OJOO0O00ooooooooo

nxrl20#get system statistics cpu 1 5

14:20:02 %CPU %user %nice  %system %idle Y%iowait
14:20:03 22.00 17.00 0.00 5.00 78.00 0.00
14:20:04 23.00 11.00 0.00 11.00 77.00 0.00
14:20:05 100.00 65.00 0.00 35.00 0.00 0.00
14:20:06 4.95 3.96 0.00 0.00 95.05 0.00
14:20:07 0.00 0.00 0.00 0.00 100.00 0.00
AVERAGE 29.99 19.39 0.00 10.20 70.01 0.00

O reset
ooooooo DooooooOwiMXDOooOOoooooooooooooooo
goooood reset mobile <0-2>

reset wimax <0-0>
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O 50 view(exec) node

view(exec) node

m debug/undebug

o 12tpv3

000ooooo VDO oooooooooood

0000000  debug 12tpv3 (Jall]error|session]tunnel)

O No O undebug 12tpv3 (Jall]error|session|jtunneDO0 = O0O00O0O000OO0OOOOOOO0

o netevent

OO00OoOoo0gd NeteventQOOOOOQOOOOOOOOO

goooooo debug netevent (Jaction]all]error|track)

O No O  undebug netevent (Jactionjall]errorjtrack)J (= OO O0O0OODOOO0OOCODOOOCOD

© ppp
gboogooboo pPPOOODOODOOODOOODOOO

OoooognO  debug ppp
O No 0 undebug pppC (= OO0 O ODOOODOODOOOOOOD

o timer
gooooog timer 0 timeout OO OO0 OO conmandD OO0 OO00O0O
goooooo debug timer <1-5> <5-86400> interface ethernet <0-2> (shutdown|no shutdown)
debug timer <1-5> <5-86400> interface ppp <0-4> (connect|clear]|reconnect)
O No 0  undebug timer <1-5>0 0000 IDO0DO0O0O0OODOODOOODOOOODO
ooooood
O interface ethernet <0-2> shutdown/no shutdown timer O timeout O O O configuration mode O O O
JO00OuUsEROODOO0O0O00OOoO0DOOo00oDoooooooooooooooooooog
cmd-timer: cmd-id 1 start
cmd-timer: cmd-id 1 error(VTY configuration is locked by other vty)
jooo0ooob0o0oD0ooDOoooobOobOoobDOooDOobooon
cmd-timer: cmd-id 1 start
cmd-timer: cmd-id 1 finished
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O 50 view(exec) node

view(exec) node

O show flash
goooooo flashOO configD OO OODOOOOOXMLODO OO M
goooooo show flash FILENAME xml

O show version
ooooooo Odo000ooooooDooooooooo
oooooon show version

show version flash (]<1-2>) 0O0NXR-230/C0C 0O 0

O erase flash
goooooo Ogoo00o0ooooooooooooo
Ooo0ooooo erase flash

O delete flash
goooooo goooooooooboogooooooooooooooooo
goooooo delete flash FILENAME

O delete bootup-config
goooooo bootup-configC OO OO OOOO configlOOOOOOODOODO
goooooo delete bootup-config

O copy config startup-config

goooogn configd startup-configD O OO DOOO0O

goooooo copy config startup-config (Jall)

goooood

OallOOOODOOOOOconfigd O startup-config OO OO OOO

OallOOODOOOOconfig/sshO ZipsecOOODOODOO flashOOOOOODO (save config OO OO )O

O show temper
goooooo 0000000000000 0D00D0OD0OO0NXR-230/C0O 0O
ggooooo show temper
goooooo nxr230#show temper
status : normal
degrees: 61.5

O get system statistics
oooooood CPUOOCPUOOOOODODODOOONXR-230/CO0O M
goooooo get system statistics cpu <interval:1-86400> <count:1-65535>
get system statistics (cpuO]cpul|cpu-all) <interval:1-86400> <count:1-65535>
ogooooon doooobboooooooooooooooooooooooon
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O 60 global node

global node

O OO0 command

nxr130#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxrl130(config)#

m show

o show config

gooooogo running-config(C OO OO0OO0OOO0OO0OO)DO0OO0OOOO
goooooo show config (|xml)

o show startup-config

0oooood  startup-config(flashO O OO OO OO0OO0OOO0)IDODOOOO
goooooo show startup-config xml

doooood  startup-configO OO0 OXMLOOODOODOOOOOOO

O hostname

oooooog 0opoooobooooooog

goooooo hostname HOSTNAME

ooooood Jooo0o0oooooobOOoooOooOooDoooon
nxr130(config)#hostname NXRO1
NXRO1(config)#

77



0O 60 global node

global node

O fast-forwarding
goooood  fast forwardingD OO O OO0 .

goooooo fast-forwarding enable oogno

OO0 O OO0 no fast-forwarding enable 0O 0O0O0O

a no O no fast-forwarding enable

gooooood

0000000000000 00D000O0Ofast-forwardingD OO0 000000
- Layer4 TCP/UDP/ESP
- Layer3 IPv4

- Layer2 Ethernet(VLAN/PPPoE ] O O O
000000000 0D0D0O00000o0oDoOog fast-forwardingDd OO OOOO
IPOO0O0OOCO0DOOCOO0ODOCOONROOOODOOOODOOO
Ethernet0 00 00O0O0ODO /00000000000
IPvAODOCOO2000000000000000O000DOOOO0ODOOOOO
0000000000000 00000000D00O00000000D0O0O0O0OTCP SYNO FINDD
-000000DOCo00OoooOo0ooOooOUooooOUorFPOOOODOOSIPODOODODOOOO
000000000 fast-forwardingD OO DO OODO
- IPOO00ODOCOOODCOOOODCOO
- 0000000000000 QsOO00Db0ObOOOfast-forwardingD OO ODOOOOODOODOO
-WiMAXOOOODOOOODODoOOOo wOooooOOoOoOoDOoOdfast-forwardingDOOOOO
O fast-forwarding O O O L2TPv3 fast-forwarding OO0 0000000 O0ODOODOODOOOO

O NXR-120 NXR-125 NXR-130 NXR-155 NXR-1200
fast-forwarding 16,383 65,533
L2TPv3 fast-forwarding 16,192 62,462

- fast-forwarding 0000000000000 ODOOOOOfFast-forwarding 00000 O0OOO
oooooo

- fast-forwarding O L2TPv3 fast-forwarding 0000000000000 DOOOOOOOOODO

obooobobobobobobobo0oboo0O0016,3830NXR-1200 DD OO OBS,5330 00000
gooooooo

- L2TPv3 fast-forwarding O O O O O Oglobal node O 12tpv3 fast-forwarding OO O OOOO
ooooooo
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0O 60 global node

global node

m ip access-list
Access-List(ACL)O O O O OIPv4 packetO filteringU OO ODOOOOODOOOFilteringd D OO0
OO0 matchd OO matchO O actionO OO0 OO0 OOOO
o matchO 0O
IPv4 source address/netmask
IPv4 destination address/netmask
Protocol (0 OO protocol D OO O OO0 protocol DO O O)
Source port(TCP,UDPO O OO DO ODOO)
Destination port(TCP,UDPO O OO OODOO)
TCP syn
icmp type/code 0 O (icmpO OO O 0O)
source mac address
o matchO O QOO

permit 00000 packetd OO acceptd D0 OO O
deny 00000000 packetO OO dropO OO0 O
ooooooo

o ip/protocol

ip access-list ACL-NAME (permit]deny)
<source:>(any|A.B.C.D/M]A.B.C.D|FQDN) <destination:>(any|A.B.C.D/M]A.B.C.D]FQDN)
(]<protocol :0-255>]icmp|tcpjudp) (Imac HH:HH:HH:HH:HH:HH)

o icmp

ip access-list ACL-NAME (permit]deny)
<source:>(any|A.B.C.D/M]JA.B.C.D|FQDN) <destination:>(any|A.B.C.D/M]A.B.C.D]FQDN)
icmp (Jtype code) (|mac HH:HH:HH:HH:HH:HH)

o tcp/udp

ip access-list ACL-NAME (permit]deny)
<source:>(any]A.B.C.D/MJA.B.C.D|]FQDN) <destination:>(any|A.B.C.D/M]A.B.C.D|FQDN)
(tcpludp) [(<sport:1-65535>]any|range <min:1-65535> <max:1-65535>)
(<dport:1-65535>]any|range <min:1-65535> <max:1-65535>)] (|mac HH:HH:HH:HH:HH:HH)

o TCP option
ip access-list ACL-NAME (permit]deny)
<source:>(any]A.B.C.D/M]A.B.C.D|FQDN) <destination:>(any|A.B.C.D/M]A.B.C.D|FQDN)
tep [(<sport:1-65535>]any|range <min:1-65535> <max:1-65535>)
(<dport:1-65535>]any|range <min:1-65535> <max:1-65535>)] (|syn) (|mac HH:HH:HH:HH:HH:HH)

o negate
no ip access-list ACL-NAME

goooood
OIPval IPv6 0 ACLODCDO tableD OO OODOOOOACL-NAMECO O ODODODOOODO
OO0DO0OACLOOODOODOODOI p access-group 0 O O O (interface/tunnel/ppp node 0 O 0 )OO
2 o o Y 4



O 60 global node

global node

m ipv6 access-list
Access-List(ACL)O O OO O IPv6 Packetd FilteringO OO OO0 OO OFiltering0 000 OO O match
O0OmatchO O action0D OO0 OO0O0OO0O0O
o matchO O
IPv6 source address/prefix length
IPv6 destination address/prefix length
Protocol(J OO protocol DO OO DOONO protocol DO O0O)
Source port(TCP,UDPO DO OO ODOO)
Destination port(TCP,UDPO OO OOOODO)
TCP syn
icmpv6 type/code 0 0 (icmpve O O O O0O)
o matchO O OO

permit 00000 packetO OO accept OO0 O
deny 00000000 packetO OO dropd 0000
ooooooo

o ip/protocol

ipv6 access-list ACL-NAME (permit]deny)
<source:>(any | XXz :X:X/M]X:X::X:X]FQDN) <destination:>(any|X:X::X:X/M]X:X::X:X]FQDN)
(l<protocol :0-255>]icmpv6 | tcpludp) (|mac HH:HH:HH:HH:HH:HH)

o icmpv6

ipv6 access-list ACL-NAME (permit]deny)
<source:>(any | X:X: :X:X/M]X:X::X:X]FQDN) <destination:>(any|X:X: :X:X/M|X:Xz:X:X]FQDN)
icmpv6 (Jtype code) (Jmac HH:HH:HH:HH:HH:HH)

o tcp/udp

ipv6 access-list ACL-NAME (permit]deny)
<source:>(any | XXz :X:X/M] XXz :X:X]FQDN) <destination:>(any|X:X::X:X/M]X:Xz:X:X]FQDN)
(tcpludp) [(<sport:1-65535>|any|range <min:1-65535> <max:1-65535>)
(<dport:1-65535>]any|range <min:1-65535> <max:1-65535>)] (|mac HH:HH:HH:HH:HH:HH)

o TCP option

ipv6 access-list ACL-NAME (permit]deny)
<source:>(any | XXz :X:X/M]X:X:z:X:X]FQDN) <destination:>(any|X:X::X:X/M]X:Xz:X:X]FQDN)
tep [(<sport:1-65535>|any|range <min:1-65535> <max:1-65535>)
(<dport:1-65535>]any|range <min:1-65535> <max:1-65535>)] (]syn) (Imac HH:HH:HH:HH:HH:HH)

o negate
no ipv6 access-list ACL-NAME

ooooooo
OIPv40 IPVv6 O ACLO OO table DD O UOOOODOOACL-NAMED OO DD OODODO
00000 ACLOO0ODODOODO ipve access-group 0 O O O (interface/tunnel/ppp node 0 0 0)
O0ACLODO0O0D0D00O0D0O0O00DO0O000DC80



0O 60 global node

global node

O ip route access-list
coooooo
route-map 0 matchO OO OO match ip address0 0000000000000 00ODOOOOOO0O0OO0O
BPOOOOODDOOUOOsetO00O0DOOOOODOOOUOODOOOODODOOBGPO distribute-list
000o0oopooodoooooooooooo
ooooood ip route access-list ACL-NAME (permit]deny) A.B.C.D/M (]exact-match)

ip route access-list ACL-NAME (permit]deny) any
O no O no ip route access-list ACL-NAME (permit]deny) A.B.C.D/M (]exact-match)

no ip route access-list ACL-NAME (permit]deny) any
od o0
exact-matchO OO O0OO0O0OprefixOOMODOODOODOODOOOexact-matchO OO OOODOO
OOprefixODOMOO WO 32)DO0000O0O0ODOCO
0.0.0.0/0 exact-match O [0 default route(0.0.0.0/0)0 0000 O00.0.0.0/0(exact-match 0 O )0 O any
oooooo
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O 60 global node

global node

m ip (snat|dnat)

OoOoOoOooo NTOODOODDODODOODOO

ooooooo

o 1ip

ip (snat]dnat) NAT-NAME ip
<src:>(any|A.B.C.D/M]JA.B.C.D) <dst:>(any|A.B.C.D/M]A.B.C.D)
<to:A.B.C.D> (]Jto-end:E.F.G.H)

o TCP/IP

ip (snat]dnat) NAT-NAME (tcp]udp)
<src:>(any|A.B.C.D/MJA.B.C.D) (]<sport:1-65535>]any|range <min:1-65535> <max:1-65535>)
<dst:>(any|A.B.C.D/MJA.B.C.D) (]<dport:1-65535>]any|range <min:1-65535> <max:1-65535>)
<to:A.B.C.D> [(Jto-end:E.F.G.H) (]<port:1-65535>|range <min:1-65535> <max:1-65535>)]

o protocol
ip (snat]dnat) NAT-NAME <protocol:0-255>
<src:>(any|A.B.C.D/M]A.B.C.D) <dst:>(any]A.B.C.D/MJA.B.C.D) <to:A.B.C.D> (]Jto-end:E.F.G.H)
goooooo protocol D 00O udp/tep 0 000000 port000O0O0ODO0O
(000000 udp/tecpO000O0DOOOO)

o static
ip (snat]dnat) NAT-NAME ip
<src:>(any|A.B.C.D/M]JA.B.C.D) <dst:>(any|A.B.C.D/M]A.B.C.D) static <to:>A_B.C.D/M

o negate
no ip (snat]dnat)

ooooooo
o snat0000O: Private IPO 00O (192.168.0.0/24)0 Global 1P(1.1.1.1)0 0000000000
ip snat test ip 192.168.0.0/24 any 1.1.1.1

odsnat0000: 1.1.1.1:800 0000000 192.168.1.1:8800 000000
ip dnat test tcp any any 1.1.1.1 80 192.168.1.1 880

o static snat0 O 0O:
ip snat test ip 192.168.0.0/24 192.168.10.0/24 static 192.168.10.0/24
00000192.168.0.2450 0 192.168.10.2470 0000000 0O0OSNATO OO src IPO OO
(192.168.0.245 - 192.168.10.245)0 000 O
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O 60 global node

global node

m system (snat|dnat)

goooogod system snatld system dnat0 000000
oooooog

o system (snat]dnat)
system snat SNAT-NAME
system dnat DNAT-NAME

o negate
no system (snat]dnat)
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O 60 global node

global node

m ip web-auth access-list

goooooo

WebO O filterDOOOO0OOOODODOO hostd networkO interfaceD OO0 O OWebO OO OOOOOO
doooooooooad

ooooooo

o ip/protocol

ip web-auth access-list ACL-NAME (permit]|deny)
<source:>(any|A.B.C.D/M]JA.B.C.D|FQDN) <destination:>(any|A.B.C.D/M]A.B.C.D|FQDN)
(l<protocol :0-255>]icmp|tcpludp) (|mac HH:HH:HH:HH:HH:HH)

o icmp

ip web-auth access-list ACL-NAME (permit]deny)
<source:>(any|A.B.C.D/M]A.B.C.D|FQDN) <destination:>(any|A.B.C.D/M]A.B.C.D|FQDN)
icmp (Jtype code) (|mac HH:HH:HH:HH:HH:HH)

o tcp/udp

ip web-auth access-list ACL-NAME (permit]|deny)
<source:>(any|A.B.C.D/M]JA.B.C.D|FQDN) <destination:>(any]A.B.C.D/M]A.B.C.D|FQDN)
(tcpludp) [(<sport:1-65535>]any|range <min:1-65535> <max:1-65535>)
(<dport:1-65535>]any|range <min:1-65535> <max:1-65535>)] (|mac HH:HH:HH:HH:HH:HH)

o TCP option
ip web-auth access-list ACL-NAME (permit]|deny)
<source:>(any|A.B.C.D/M]JA_.B.C.D|FQDN) <destination:>(any]A.B.C.D/M]A.B.C.D|FQDN)
tep [(<sport:1-65535>|any|range <min:1-65535> <max:1-65535>)
(<dport:1-65535>]any|range <min:1-65535> <max:1-65535>)] (]syn) (|mac HH:HH:HH:HH:HH:HH)

o negate
no ip web-auth access-list ACL-NAME

ooooooo

o WebODOOODOD: 192.168.0.100 00000 WebhO 0D O0OOWOODODOODOODOO
ip web-auth access-list FORWARD-IN permit any 192.168.0.10 tcp 80 any
ip web-auth access-list FORWARD-OUT permit 192.168.0.10 any tcp any 80

o OD0DUO0UDODODOUODD: OOOWhOODODDOODOOWNOOODODODODOODOOOOD
interface ethernet 1
ip webauth-filter forward-in FORWARD-IN
ip webauth-filter forward-out FORWARD-OUT

84



O 60 global node

global node

O pppoe-option sent-padt
OOoOoOoOooOo  PPPEO0OIODOOOOOOOOO
gooooog pppoe-option sent-padt
(all|prev-pppoe-session|unknown-ip-packet]unknown-lIcp-echo)
oo O oo pppoe-option sent-padt all
O no 0  no pppoe-option sent-padt
(] prev-pppoe-session|unknown-ip-packet|unknown-Icp-echo)

O pppoe-bridge

OOO0oOoOooO  PPPoE bridgeO OO O OODO

gooooog pppoe-bridge ethernet <0-2> ethernet <0-2>
OO O OO0 no pppoe-bridge

O no O no pppoe-bridge

O dhcp-server

OO00oooo0Od DbHCPOODOOOOOOIWOOOOOOOODOOOO
goooooo dhcp-server bind HH:HH:HH:HH:HH:HH A.B.C.D

O no 0  no dhcp-server bind HH:HH:HH:HH:HH:HH

m ssh-server
o ssh-server enable
gooooog SSHOOOOOO /00000000

ooooooo ssh-server enable Oood
o0 0O 00 no ssh-server enable
O no O no ssh-server enable 00

o ssh-server version

0O0oopooo  ssHOOoOoOoOooooooooooo

0ooogood  ssh-server version 1)2 : SSHvl or SSHv2
ssh-server version 1 2 : SSHvl and SSHv2

OO0 0O OO0  ssh-serverversion 1 2

g no g no ssh-server version (=ssh-server version 1 2)

o ssh-server ciphers

oooO0oooo ssHOOOoooooooooood

ooooooo ssh-server ciphers (aesl128-chc|3des-chc|blowfish-cbc|castl128-chc|arcfourl28]
arcfour256]arcfour|aes192-cbhc|aes256-cbc|aesl28-ctr|aesl92-ctr|aes256-ctr|)

o0 0o Oo0o0ooooooo

O no 0  no ssh-server ciphers
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O 60 global node

global node

m ssh-server(OO)
o ssh-server address-family
ogooooon SSHOOOOOODOOODOOOoOOooooooadpva/ipve)d0n0oood

0000000  ssh-server address-family ip : IPv4 access only
ssh-server address-family ipv6 : IPv6 access only

o0 o oOOd no ssh-server address-family

O no O no ssh-server address-family I any

o ssh-server port

O0Oooooo ssHOoOOODOoOoOOoOOooOoO0oDOooooooOo2000000000000000
ooooooo ssh-server port (22]512-65535) (22]512-65535)

OO0 O OO  ssh-server port 22

O no O no ssh-server port (=ssh-server port 22)

o ssh-server authentication

000o0oog ssHOOOOOOO0OO0O0OO0000D0000plain-text password 0 RSA public-key O
oooooooo

0000000  ssh-server authentication (password|public-key)

O no O no ssh-server authentication (password|public-key)

oo 00  Defaultd O Opassword 0O ORSAO O (verl/ver2)J 000000

o ssh-server public-key
ooooooo admin00O0000O0OSSHOOOOOODOOODOODODO@OsS0000000)0
0000000  ssh-server public-key username admin <0-4>
ssh://<user@(A.B.C.D|X:X::X:X)>/FILENAME (]source A.B.C.D|X:X::X:X)
ssh-server public-key username admin <0-4>
ftp://<A.B.C.D|X:X::X:X>/FILENAME (]source A.B.C.D|X:X::X:X)
ssh-server public-key username admin <0-4>
(diskO:FILENAME|disk1:FILENAME) (]source A.B.C.D|X:X::X:X)
O no O  no ssh-server public-key username admin <0-4>
o0 od
goooooOoooooOooboooooooo
ossHOOOOOODoDoOOoOoooOooooooUoooooooooooooooooooooooooo
O ssh://user@A.B.C.D/FILENAMEC 002200000000 0O OO =ssh://user@A.B.C.D:22/FILENAVECT]
- IPv4  ssh://user@A.B.C.D:port/FILENAME
- IPv6  ssh://[user@X:X::X:X]:port/FILENAME

o ssh-server vty authentication

0000000 RSAOOOOpassword 0O ODO000OO0O00O0OD0DOOOOMODO passwordd 00 O0OIDT
oo0ooooooooo

ooooooo ssh-server vty authentication

O no O  no ssh-server vty authentication

oo OO  RSA public-keyO OO 0O O OO (ssh-server authentication public-key)O OO
gdoooOoOoOoOoOoOoOooOooooooOoOoOoo

86



O 60 global node

global node

O telnet-server enable

ooooooo
goooooo
oo o oo
0 no u

m http-server
o enable

ogoooooo
ooooooo
oo o oo
0 no 0

TelnetOODOOOO/000000DO00O

telnet-server enable (=00)
telnet-server enable
no telnet-server enable (=00o)

HTTPOOOOOO/0D00000D0O

http-server enable =00)
http-server enable
no http-server enable 0o

o ip access-filter

gooooao
ogoooooo
oo oo
0 no 0

OO00OD0OwhOOODODOODOOODODO P4 ACLODODODOOO
http-server ip access-filter 1Pv4-ACL-NAME

source IPOUOOOOODODOOO

no http-server ip access-filter

o ipv6 access-Ffilter

gooooao
ogoooooo
oo oo
0 no 0

OOO0O0DwebhDOOOODOOOOODOIPG ACLOODODOOOO
http-server ipv6 access-filter IPv6-ACL-NAME

source IPOO0OO0OOOOO0

no http-server ipv6 access-filter
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O 60 global node

global node

m session

o session udp timer

gooobon
gooooogo

oo 0O OO
O no O

PO OO0O0ODODOO0OODOOODOOO

session udp timer <sec:1-8589934> (NXR-120/C[J NXR-125/CX NXR-130/C)
session udp timer <sec:1-2147483> (NXR-1200)

session udp timer 30

no session udp timer(=session udp timer 30)

o session udp-stream timer

googoogo
ooooboon

o0 0O 00
O no O

wPOO0O0O0O0O00000000O0O0O0O0O000O00O

session udp-stream timer <sec:1-8589934>[ (NXR-120/C NXR-125/CX[J NXR-130/C)
session udp-stream timer <sec:1-2147483> (NXR-1200)

session udp-stream timer 180

no session udp-stream timer (=session udp-stream timer 180)

o session tcp timer

goooboo
gooooogo

oo 0O 0O0
O no O

o session max
goooood
goooooo

oo 0O 0o

o session limit
gooooog

goooooo

oo 0O oOoo

O no O
Oo0o0ooon

TcPO00D0OO00O0ODOOOODODOOO

session tcp timer <sec:1-8589934>[1 (NXR-120/C NXR-125/CX[0 NXR-130/C)
session tcp timer <sec:1-2147483>[1 (NXR-1200)

session tcp timer 3600

no session tcp timer (=session tcp timer 3600)

0000000000 oooon

session max <4096-32768> (NXR-120/C0O NXR-125/CX0 NXR-130/C)
session max <4096-65536> (NXR-1200)

session max 4096 (NXR-120/C0O NXR-125/CX0 NXR-130/C)
session max 32768 (NXR-1200)

no session max (=0000ODO0O)

IP address 0 O conntrack session0 0 00000000 O0OOOOUSEROOODO
conntrack session0 00 000000000000 DODOOODOOODOOO
OO00000Oforwardingd OO0 OO0 packet0 O OO O0OOOO

session limit <0-32768> (NXR-120/C0 NXR-125/CX[1 NXR-130/C)

session limit <0-65536> (NXR-1200)

session limit 0

no session limit

00000DODOOIP addressd0 sessiond0 00000000
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O 60 global node

global node

m session (O0O)

o session tcplimit

gooooog NXROOOGOOOTCPOOOODDODODODOOOOODODODOOOOOO

0000000  session tep limit (<16-16384>])  (NXR-120/CL NXR-125/CXCJ NXR-130/C)
session tcp limit (<16-32768>])  (NXR-1200)

OO0 O OO  session tcp limit 6400 (NXR-120/C0 NXR-125/CX[] NXR-130/C)
session tcp limit 1024 (NXR-1200)

O no O no session tcp limit 0=0000

ooooood

UNARROOODOO0DOO0OOO0OO0DOO0bOO00ObO0obO0o0booobonDoo

Oipvy/iPv6 00000000000 0ODO0OOODO0ODOOOODO1600000000 1Pv4aD IPVEDO
cPO00D0OO0O0OO00ODOODOIE00DOODbOOOOODObODbOO

gboobobooooboobooboobooboboobooboboboboobobobon
gbooboooboboobobgobo

o session invalid-status-drop enable
goooobgn NXRO packetd O OO OO OconntrackD 0 OO O OO0 ODOOO Ostatusd NEW state
ooO)yoooDooooooooDooooDoOestablishOOOOOO
OO0O00O0O00 packetUOODOOOOODOOOOODO(ex. tepO OO0 OO session
000000 RST+ack O packet 000000000 )dstated invalidD O D0 OO
0000000000 Invalid state 0 0O O session 0 match O O packet O drop O
OO00000DefaultD OO ODOOO
0ooOgoogd  session invalid-status-drop enable
oo 0O oo no session invalid-status-drop enable
O no 0  no session invalid-status-drop enable
ooooooo
gooooooooOoooUoOoOoooUUobOoOoUOOoUUOooOoOUUbOOOUOOODOUobOOoDOODOoo
session invalid-status-drop-interface enable D0 000000000 Oppp OODCOOOOODOO
oooooooooooo
nxr125(config)#no session invalid-status-drop enable
nxr125(config)#interface ppp 0
nxri125(config-ppp)#session invalid-status-drop-interface enable

o session checksum

0ooooogd  tep/udp/icmp packet0 0 OO0 00O Ochecksum error0 000000000 NATODOO
0000000000000 000000D000O0Ochecksum error0 000000
NAT(masquerade 0 0 )0 OO O0ODOO
DefaultD 0O O00O0ODOOOOOver5.6. 1000 versionODO0OO0OO0O0OOODOOO

goooooo session checksum enable

odg 0O Odd no session checksum enable

a no O no session checksum enable
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O 60 global node

m password

o password

gooooon
goooooo
oo o oo
d no g
aad 0o

o gui password
goooobod
goooooad
gg 0O 0o
g no O
ud o o

m CLI

global node

CLiDdooooooooooooooog

password (]hidden) PASSWORD

password admin

no password (= password admin)
Oo0ooooo1-9500000000000D000d
0ooooooooooooodiste=*+_..;0400~0"<>000

cuiDd00oooOooooooooooog

gui password (|hidden) PASSWORD

gui password admin

no gui password (= gui password admin)
Oo0oOoooo1-950000000000D0D000d
0ooooooooooooodiste=*+_..;0400~0"<>000

o console idle-timeout

ooooooo
ooooooo
oo o oo
0 no a

Console0 00O O0OOOOODOOOOOO

console idle-timeout <minutes:0-35791> (]<seconds:0-2147483>)
console idle-timeout 0 3600

no console idle-timeout (=console idle-timeout 0 0)

o console terminal length

ooooooo
ooooooo
oo o oo
0 no a
goooooo

console0 00 00O0O0O0DOOOOOODOOODOOO

console terminal length <0-512>

console terminal length 24

no console terminal length (=console terminal length 24)
ogooOOO0OO0OOOO0DOOOoOODOOoOobODObOOoOboO

o console terminal width

oooooao
goooooo
oo O oo
0 no a

console 00000000 ODOODOOOOODOODOO
console terminal width <40-180>

console terminal width 80

no console terminal width (=console terminal width 80)
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0O 60 global node

global node

m CLI (ODO)

o vty session-max

ooooooo viyydOOOOQOOOOOOOODOOOOO
goooooo vty session-max <1-10>

00 O 00 vty session-max 4

o vty idle-timeout

ooooooo vty O Ooooooooooooooo

0ooooogd vty idle-timeout <minutes:0-35791> (|<seconds:0-2147483>)
o0 O 00 vty idle-timeout 0 600

O no 0 no vty idle-timeout (=vty idle-timeout 0 0)

o vty terminal length

oo0ooooo  viyOOOOOoOOODOOOODOOOOO

0oooood vty terminal length <0-512>

oo 0O oOo0o no vty terminal length

O no 0 no vty terminal length

0000000 DefaultOOOterminal D0 000000 DOOOOODODO
odO0O00oOO00OOOO0ObOOOOUODOOO0ODODOOOn

o vty ip access-filter

0oooooo  vyolIpvAOODODOODODOODOODODOO
0ooooogd vty ip access-filter 1PV4-ACL-NAME

O no O no vty ip access-filter

o vty ipv6 access-filter

ooooooco  vtyOlIpveOOOOO0OQOOOOOOOOODO
goooooo vty ipv6 access-filter IPV6-ACL-NAME

O no 0 no vty ipv6 access-filter
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0O 60 global node

global node

m 12tp
gogooooo OCN IPv6 DO DOODDOODDOOOO0ODOOOONROODOODDOODOPPPOODOOOO
LTPO0D0DODO0O0O0OWNSDODOOO0O0O0OODODOO0O0OOOoO

o udp source-port

ooooooo
JoooooooooooooooooooNROODOODOoooDooooO2TPOO00nooooonooo
src port0 00O UDP/17010 0000 0COLTR/PPPOC 00 ODOOCOOOOOOOOOOOODOOOO
000000000000 LLIPO0O0OOOSsrcport OOOO0O00OO0OOODOOOOdstOOOO
UDP/1701(00)0 0O OO

OJO0O0dwTPvd0UDPOO OO OOOOOLTPVIO LTPO OO OO0 OO portD 00000 OOOOOO

goooood 12tp udp source-port <src_port:1024-65535>

oo O 0Od 12tp udp source-port 40001

o hostname

ooooooo LTPOO0O0OO0OO0O0OOOOO

ooooood 12tp hostname L2TP-HOSTNAME

<00O0O0O0 > 0O0O0OOOhestnamed DOO0OOOOOOOOODOOOOOO
O no O no 12tp hostname
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O 60 global node

global node

m L2TPv3
ooooooo
ONXROODOODO L2TPV3O OO OLAC-LACODODDODOD L2ZTPOODDDDOODDOO OO OEthernet0 OO
000000000000000 End-to-End00 L2000000000000O0OOORFC3931000
oooooo
OLAC-LACO D0 U0DODOOLAC-INSOO OO NS-INSO OO0 O0DOO0ooooo(20000onon
oooooo)o
OLmPv30 0000000000 0000000L2TPv3 over IP (D000 OO0O 115000 0 L2TPv3
over DPOOODDOOOOOO
gLTPO000000000D0OOOL2TPV30O L2ZTPO ULDPOOOOOOODOOOODDOOOODODOO
O000000O0oO0oO0oO0ooooooooooooOoOn
gL2tTp(v2)000000O0OOOO0O0O
OLTPv3d OOIPV4A OO0 O0O00O00O0O0OOOIPGE D000 0DO0DO0OODODOOOOOODOOOO
0000000000 RODODOODODOD0OOOEthernetd 000 (0)00O 802.1Q VLANDOODODO
OO0OOXconnect 000000000 OOOODOOOOEthernet OO0 VLAN OO0
O Ethernet 0 00 00O 0O OEthernet 11, IEEE 802.3 Raw, IEEE 802.3 with LLC, IEEE 802.3
with SNAP OO DOOOO
00000 Ethernet 0000000 O802.1Q in 802.1Q 00 OO ODODO 1522 0O O (FCS O
oo)ooo
OCookie 00O O L2 Specific Sub layer O OO DOODOODO

o hostname

goooood 0000000000000 0O0OLCCE(L2TP Control Connection Endpoint)d0 0 00O
oooooo

goooood 12tpv3 hostname L2TPv3-HOSTNAME

0000000 QOOO0O0Ohostnamed 000000 OOOODODOOOODOO

O no 0  no 12tpv3 hostname

o router-id

0000000 OQOOoODOoOompOooPODOO0O0O0ODOCO0OO0DODOCCEDODODOIWOODOODOon
ood

goooooo 12tpv3 router-id A.B.C.D

O no 0  no 12tpv3 router-id
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O 60 global node

global node

o mac-learning

ooooood

dLLTPv3 MACO O ODODOOOOOO /000000000
-J00000b0oo0oDooDovMCcOD0D0DbOOoO0oDO0boo0DO0obO00D0oDOD0oboDOoDOODOOD
-000D00000ooooooooooooooMacO0D0nDooooooDoooooooDo
goooooo 12tpv3 mac-learning (Jalways) (Junique)

gbo 0O 0o 12tpv3 mac-learning

O no O no I12tpv3 mac-learning

ooooood

OalwaysO OO 00O OOL2TPv3 MAC AddressO 0 AlwaysO O OO0 OO Q00O

-L2TPv3 MAC Advertise Frame O O 00O 0O O OO mac-advertise enable0 0000 O00O0OO0OO0ODOO0O
0000000000 0D0OOL2TPv3 MAC Advertise Frame OO OO OO0 OXconnectD OO OO 0O O
00001000000 oooooooooooooooooovACOD0Dooooooooogn
goooooovMacOODbOooDobDoooooog

-Always 0000000000000 1000000000000000000DO0O00OOO0ONMACOO
gopooboooooo

-000@Iways) DO OOOOOOOOOO
Ounique00000OO0OL2TPv3 MAC AddressO O unique0 0 00O OO0DOODO
-000000000000112tpv3 xconnect node0 00000 O0O0OODOOOOO
nxrl120(config-12tpv3-xconnect)#mac-learning unique enable
-0000000000D000000000 Xconnect Local TableOFDBO OO MACOO O D ODOO
0000000000000 0oD0o0o0oO0DDoD0000O0O0MACODDODOdLocal Tableld FDB
Joo0doooooooooooooooooooooooooooooooog

-0 0000 Xconnect [J [J LoopDetect U 0 1 0 00O OO O LoopDetect I FrameDrop U O O O 0O OO
000D00DooDOoOoooNACODODOOuwiqued 0000000 OOODOOOOO
-000@nique)D00O0O0O00OODOOODOO
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O 60 global node

global node

m L2TPv3 (O O)

o mac-aging

ooooooo O0oooooovACODOO0Ooooooooooooon
ooooooo 12tpv3 mac-aging <seconds:30-1000>

oo o od 12tpv3 mac-aging 300

O no O no I12tpv3 mac-aging (=12tpv3 mac-aging 300)

o loop-detect

ooooooo Ooodoooooooooooo

ooooooo 12tpv3 loop-detect

oo o od no 12tpv3 loop-detect

O no O no 12tpv3 loop-detect

ooooooo
0d0d000000oo00U0ooo0oooooooodUoooogooooooooooooogog?2
00o0ooooooooooooooon

OXconnect DO DO DOO0OO0OUO0ODOOOODOOOODOONMACODOOORBOODODOOOOO
OLTPOODOOCO0ODOOO0ODOOOODOOONACOOO0ODOOOONMACODODODOOODOOOOOO

o send-known-unicast

gooooog L2TPv3 0O known unicast 0 0 0000000 O0O

goooood 12tpv3 send-known-unicast

oo o oOd no 12tpv3 send-known-unicast

O no O  no I12tpv3 send-known-unicast

ooooooo

known unicast0 00 O000OMACOODOOOOODOCOuwicastOO0O0O00OD0OOOOOODOOOOOOOO

0000000000000 uuwicast00000000D0ODOO0OOO

OXconnectD OO OOOOODOOOOOUnicastDOOODOOOOMACOODODOO Local MACOOOODO
goooooo

o udp source-port

ooooooo L2TPv3 over UDPO OO OO src port0 0000000 O0OOOOO

goooooo 12tpv3 udp source-port <1024-65535>

oo o oo 12tpv3 udp source-port 1701

O no O no 12tpv3 udp source-port (=12tpv3 udp source-port 1701)

O00ooood  Srcport0000000O0O0ODOOL2TPv3 over UDPO OO OO OO tunnelOO OO
OO00oO0D0O0O0oTPv3 over IPOOO0OOODOODOOOOODOODOOOOODOOO
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O 60 global node

global node

m L2TPv3 (O O)

o udp path-mtu-discovery

gooooogo

ogoooooo
oo o oo
0 no 0
goooooo

L2TPv3 over UDP O O O O OPath MTU DiscoveryD OO OO /000000000
oooooooog

12tpv3 udp path-mtu-discovery

no I12tpv3 udp path-mtu-discovery

no 12tpv3 udp path-mtu-discovery

0000000000000 000 L2Tpv30 0000 DF(Don’ t Fragment) O 0O O
l0d00oooo0oooOooopFOdbOCOO0booo0gooDoooooooDooog
O0oo0ooooooooooooMii00ooooooomoooooooooon
goooopobrFOO0OOOODOOODOOOO

o path-mtu-discovery

gboooooo

ooooooo
o0 0O 00
O no O

o snmp enable
gooooog

ooooooao
oo 0O 00
O no O

o snmp trap
ooooooo

ooooooo
o0 0O 00
O no O

o tos
gooooogo

L2TPv3 over IPO O OO OPath MTU DiscoveryO DO OO /000000000
ooooooood

12tpv3 path-mtu-discovery

no 12tpv3 path-mtu-discovery

no I12tpv3 path-mtu-discovery

L2TPv30 0 S\WMPO OO OOOODOCOOODOOOOODOOOOODOOOOOL2TPY30O
oooMmBOOODOOOOODODOOO

12tpv3 snmp enable

no 12tpv3 snmp enable

no 12tpv3 snmp enable

L2TPVvZO SNMP trap0 00000000000 O0OOODOODOOOL2TPv3O OO O Trap
oooodooooooo

12tpv3 snmp trap

no 12tpv3 snmp trap

no 12tpv3 snmp trap

OLTv3i 000000000000 000 LBOODOOOIIPOOO PO O0OOOIP/IPVE header
0 ToSO (IPv6 O O O Otraffic class)O USERO O OO O ToSO O 12tpv30 0 0 0O O IP headerd 1Pv4
ToS field(L2TPv3 session packet)d 0 OO0 O 00O O OControl message0 O OxdoO OO OO OO

ooooooo
oo o Odo
0 no 0
goooooo

12tpv3 tos
no I12tpv3 tos
no 12tpv3 tos

OToSOOODOODOOODOIN2tpv3 tunnel tosO OO DO OOOODOOControl messaged ToSO O OO O
goooooogo
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O 60 global node

global node

m L2TPv3 (O O)

o tunnel tos

00oooogno  L2Tpv3d ToSO OO DO OO OO OControl messageD ToSO O OO ODODODOODOOOO
ooooooon 12tpv3 tunnel tos []<0-252>]

oo o oOOd 12tpv3 tunnel tos 208 (=12tpv3 tunnel tos)

O no O no 12tpv3 tunnel tos

ooooooo
OL2TPv3 ToS 0000000/ 000000000000000 ToS 00000000000000
L2TPv30 ToSO 0 O O 0000000000007 ToST
oo no 12tpv3 tos ood 0x0
000 2080 OxdOLI
0o 12tpv3 tos 0ooo 0-25207 0x0-0xFel]

o fast-forwarding

oooooao L2TPv3 O O O fast-forwardingO O OO0 0O O O

oooooog 12tpv3 fast-forwarding enable

oo o oo no I12tpv3 fast-forwarding enable

O no O no I12tpv3 fast-forwarding enable

oooooog

Ofast-forvardingD OO 000000000 /0000MACO0ODOODOOOOOOODOOOOODOOO
-MACODODODODOOODODO/0000000D0000DO0O00O0Ofast-forwardingDdODO0OO0O0O
- 00000 fast-forvardingOD O OO0 OOOOOOOOIPVA/TCR/UDPOOOOOOOOOOO

J000DbooDooLRMPY3DD0000D0oDooooboo000onD0d0ooDooDonDDdfast-
forwardingD OO OOOO0OOOODOQO fast-forwardingd OO0 O M

00000000 0Db0000ooD0bO0000DbO00D00D000DOdL2TPvd tunnelingd OO
L2TPv3 over IPsec policy based 00 O OO fast-forwardingU O O OO OO OO

- L2TPv3 over IPsec (route base)l] O fast-forwardingO O OO 00O

000000o0oDO0o0oooooooooog L2tev3d0d 0O O fast-forwardingD O 0O O

0 L2TPv30 MACODODODOOUODODOOD200000OLAND O local tableOWANO O FDBO O O
- LT3 000000000000 000O00MACOOOODOFBOOOODOOOODONO fast-
forwardingOD OO OO OOO0DOOOO

- LT3 00 0000000000000 000OMACOODOOO local tableDOOOOOOOOOO
0 fast-forwardingO OO O OOOOOOOO

- LTPVv3I0 00000000000 000000OMACOO0ODOOFBOOODOODOOO D WAN-WANO O
O00Ofast-forwardingD 0 0000000000000 O0OO0ODOODOOO0ODOODOOOODOO
oooooo
O 0dooobDooOdlocal tableOD OO0 FBOOOMACOOODOOODOO fast-forwarding O O
000000000 OOMAC aging-timeO00O0O0O0OO0OO0OOOOONocal tableOD OO0 FDBO
OO00OMMCOODODOODODOOODDODOD fast-forwarding0 OO0 0O0OD0O0ODO
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O 60 global node

global node

m L2TPv3
o fast-forwarding (0 0O)
ooooooo
O fast-forwarding 0 O O L2TPv3 fast-forwardingD OO0 OO0 O0O00O0OOOOOOOOOO
U NXR-120 NXR-125 NXR-130 NXR-155 NXR-1200
fast-forwarding 16,383 65,533
L2TPv3 fast-forwarding 16,192 62,462

- L2TPv3 fast-forwardingO OO0 0000 O0OO0O0OOOOOOOOOL2TPv3 fast-forwarding O O
odooooooooooon

- fast-forwarding O L2TPv3 fast-forwardingO 0O 000000 O0OO0OOOOOOOOODOODOO
000D000000o0ooooooonDOooe,3830NXR-12000000065,5330 0000000
oooooo

- fast-forwarding 0 0 O O O Oglobal node O fast-forwardingO O O OO0 O0O00OOODOOOO

ooooood
000 00L2TPv30 fast-forwardingd 0 Ov5.11.10 00 0000000000000 O0ODO0OODOODOO
vb.12.00 000000000
0000bO0000oO0oboooooDoooooooooDooo
000000 fast-forwardingD O OO OOOOdefaultD OO0 O
nxr120(config)# fast-forwarding enable
OLLPVIONACODODOODODO0OO0O0OOdefaultd 0000
nxr120(config)# 12tpv3 mac-learning
O L2TPv3 0O fast-forwardingU D OO OO0 OdefaultO OO0 O MO
nxr120(config)# 12tpv3 fast-forwarding enable
gcLi0do0DOo0oDoO0oooooooDoDO0Do0oooooDoooOooDognOshow configh O
00o00oo0boobDooDoooooobobooDooDoooooooDooo
o O00O0O0OO0O fast-forwardingD 0 O O O OL2TPv3 O fast-forwardingD OO O OO0OO
nxrl120(config)#l12tpv3 fast-forwarding enable
% First configure "fast-forwarding enable™ on global mode.
o L2TPv3 0 fast-forwardingO OO OO OL2TPV3O MACO DO DO OODOODOOOOODOODO
nxrl20(config)#no 12tpv3 mac-learning
% First deconfigure "12tpv3 fast-forwarding enable™ on global mode.
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O 60 global node

global node

m L2TPv3
o fast-forwarding (0 O)
ooooooo
e PtoP OO /700
NXR_10O fast-forwardingO OO O O00OO0D0O0OOOOOODOOOOODOODOOODOODOOODOODO
PCAOPCBOODOOOODOOUOOODODOOOODO
PC A --——- NXR_1 L2TPv3 NXR_2 ----- PC_B
o PCAOOPCBOOODOpingDDOOOOODO
OPCAOOARP REQUESTO OO DODODOODOODOODO
ONXR_1O 0O local tableO PCAOMACOOOOODOOOOOO
OPCBODOPCAOOARP REPLYO D ODOODO
NXR_1IOOFBOOPCBOMACOODODOOOODOOOO
PCAOMACOOOODOOIocal tableODODOODOO0ODOODOOfast-forwardingdO OO OO O
ooopooooogoo
OPCAODOPCBOOICMP REQUESTO O OO DO OO
PCBONMACOOUDORBOOOOODOOOOOOOfast-forwardingD OOOOODOCOOOOO
ooooo
OPCBODOPCAOOICMP REPLYO DO ODOOOO
Fast-forwardingO O OO O0O0O0OOD0O0OO0DOODOODO O fast-forwardingD 00O O
OPCAODOPCBOOICMP REQUESTO OO OOODO
Fast-forwardingO O OO O0O0O0OOD0O0OO0DOODOODO O fast-forwardingD 00O O

e PtoMP OO O DO
NXR_10 fast-forwardingD OO O O0OOO0OOOOOO0OOOCOOODOOOOODOOUOODOOOO
PCAOPCBOPCCOOUODODODODOODODODOODO
PC C ——-—-- NXR_1 L2TPv3 NXR_2 ----- PC_A
L2TPv3 NXR_3 ----- PC_B
o PCAOOPCBOOODOpingDDOOOOODO
OPCAOOARP REQUESTO OO DODODOODOODOODO
ONXR_1IOONXR2O0ODO FDBOOPC AONACOOODOOOODOO
OPCBODOPCAOOARP REPLYO DO ODOODO
NXR_IOONXR 3OOO FBOOPCBOMACOOODOOODOOOOO
PCAOMACOOOODOONXR 2000 FBOOODOOODOODOODODO fast-forwardingd O 0 O
ooooopoooogooooog
OPCAODOPCBOOICMP REQUESTO OO OO OO
PCBOMACOOODOOONKRBOOD FBOODOCOOOODOCOOOOfast-forwardingD O OO
0doooDoooogoooooog
OPCBODOPCAOOICMP REPLYO DO OO OOO
Fast-forwardingO O OO O0O0OOD0OOODOODOODO O fast-forwardingD 00O O
OPCAODOPCBOOICMP REQUESTO OO OOODO
Fast-forwardingO O OO O0O0OOD0OOODOODOODO O fast-forwardingD 00O O
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O 60 global node

global node

m IPv4

O arp
doooodo
ooooooo
0 no 0
ooooooo

OoooboOoARPOOODOOO
arp A.B.C.D HH:HH:HH:HH:HH:HH
no arp A.B.C.D

OStatic RPOOOCOOOODOOOOOGratuitous ARPO ARPO OO OOODOOOOODOOOOODO
J100Hwooooooob v 00O 0ODOO0ODOODODDOODODOODOO1O00IPVMAODOODOO0
gowoobooobooboboobooboo

O ip route
ogooooon
goooooo

O no O
ooooooa

IPAODOO000D0D00O000OD0O0O0OOO

ip route A.B.C.D/M (<gateway:E.F.G.H>]INTERFACE|null) (|<distance:1-255>)
(Jnetevent <trackid:1-255> (active]inactive))

OO0OD0O INTERFACEOODODOOODOOOOO
ethernet <0-2> (|vid <1-4094>) | ppp <0-4> | tunnel <0-255>

no ip route (A.B.C.D/M GATEWAY|INTERFACE|null) (]<distance:1-255>)

OO00000O0ooO00OoOOooO0obDOoOoOUObOOdistancel 000000 O0O0ODOOOODODOODO
go0o00O0b0o0ObDO0bD0obOO0bOo0ObO0DO0bObO0ODO0bOoO0ObOODOOround robind OO
gooobooboooooobo

2550 0000000000000

OO0000000O0O0O0O0OOO0 (ethernetd 802.1Q VLA O OO OOOOODOOOOODOO
gooboboooooboobobobooboobobobobooboobooboboooboobo
OOMRPOCOOODOOOOOLANOOOCOOProxy RPOOOOODOOCOOOODO)Y)YOODOOO
go00000O0Point-to-POint0 0000000 O0DO0OOO0ODO0ODOOODOODOOOOODOOO
goooboobogoooobooooo

O ip icmp-errors-inbound

ooooooo

ooooood
oo O Od
0 no a
ooooooad

goo0o0ooOoboOoO0noCMP error messageJ OO OO OOCMP error0D 000 OO
0 packet 0 O 0O OO interfaced primary address0 0000000

ip icmp-errors-inbound

no ip icmp-errors-inbound

no ip icmp-errors-inbound

ODefault0 OO OODOOODOOOOODOYrouting tableJO0ODOOOOODOOOOOOODOO
primary address0 0000000

OICMP error messaged IPsecO0 000000000000 OOOODOOpacketD00ODOODO
oooooboobooooobooobooooobogoo
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0O 60 global node

global node

O ip arp-invalid-log

goooooo Ethernet/VLAN interface 0 0 0O 0O OO O interfacel IPv4 networkd O O O 1Pv4
addressO arp request0 0 00 0000Osyslog0 0000 O0D0OO0O0ODOOOOOOO

goooooo ip arp-invalid-log

oo o oo no ip arp-invalid-log

| no g no ip arp-invalid-log

ooooood Invalid arp0 0 0000000000000 logO syslogO0 0000000000

00000000000 OOmessage0 00 0000D0OODO0OODOOODOOISyslog message suppress [

O(syslog node0 0 )OO OOOOOODOOODOOOOO

<< Invalid arp0 O log format >>
Jun 16 18:21:06 nxrl20 arp_detect: received invalid arp on ethernetO from 10.10.1.143
(00:90:fe:12:48:8¢c) to 10.10.1.110

ethernet0 : OO 00O interface
10.10.1.143 : arp request sender IP
00:90:fe:12:48:8c : sender mac address
10.10.1.110 : Target IP address
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0O 60 global node

global node

O ip reassemble-output
ooooood
goopoooooodMuoooopNmuoODooooooog P forwardingDd OO OO OOOO0ODO
00000000 oo0oo0oooO0ooooDoooOoo0D@ooobOoO0ooO0oooOOoDOoOOoDOooon
0000oooONRRODOOODOOoOOoooOoooooooooooooooooooooooDooon
- fragmented packet(QOO OO O0OO)OMUDOODOODOODOODODODOOOODOODOOOMTIUD
ooooooooooooooood
- fragmented packet(C OO DO OO)OMUOODOOODOODODOODO fragmented packetd O 0O O
ooooood
- 000000 0DO0oOoMUODO0ODOO00DOO00DO000DO0O0DO0ODO0O0DOODO0ODOO
oooooog ip reassemble-output
oo o oo ip reassemble-output
O no O no ip reassemble-output
ooooood
jdoooooooooooooomoooooooooooooooooooooooooooo
00o00o00b0oo0oo0ob0ooooooboooDo0oD0ooDoooooDoDOOobOowoooboOonDd
00o0dooooo0oooooooooobooodooooooooooooooooooooonog
000000000000 000DO00D0000o00O00D0D0DO0O00O0OD0OONRODDO
0oo0dooooooooooooowoooooooooooooooooooon
- fragmented packet(C OO OO OO)OMUOODOOODOOOODOO fragmented packet O MTUO O
ooooopooooooooooo
- fragmented packet(C OO OO ODO)OMUODOOOOOODOODOOD fragmented packetDd 0O OO
ooooood
- 00000000000 MUDO0ODOD00DOO00O0O fragmented packet0 00 O00O00O0O0O
oooood
ODefaultOOglobal DO O OO interface0 000000000 OGIobal O OO interface 0 OO AND
0000o00o0oooooooooooooooooogodglp forwardingDOOODOOOOOO
goooo
JddoodoooooooooonoooOoo3 0dodooooOods oooooooooooooo
000000000000 0D00000000Oiup reassemble-output OO0 O0O0D0OOODOOOOO
ooo
oooooog
Oglobal noded O no ip reassemble-outputD O O O O O ipsec tunnel interface O Ono ip frag-
ment-reassembly0 D 00O OO0 OOOno ip fragment-reassemblyD OO OO0 0000
0000 no ip fragment-reassemblyd OO OO0 O tunnle interface0 00 0000ODOOO0O
reassemble 00000000 0OOconntrack 000000000000 0ODOODOOOOODOconntrack
000O00000ONATODO /SPIi/session0 00000000000 O0DOOOOODOOOOOOOOO
000 packet coloringD OO OO0 OOOCOOOO
[ no ip reassemble-outputD OO O OOOODOOODOO tunnel interface D Ono ip fragment-
reassemblyd O O ip fragment-reassemblyC 000000000 OCOOOO
(no ip fragment-reassembly 000 OO0 O00OOOOWarningOODOOOODOD
Oip fragment-reassembly 000000000000 OODOOOOODOODO ip reassemble-output™
0ooooooooooooo
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O 60 global node

global node

m [Pv6

O ipv6é forwarding

goooogn

goooodoo
oo O OO
0 no 0
oooooio

oooooaz2o

O ipv6 neighbor

o0o0oooono
ooooooo
O no O

O ipvé route
ggoooog
goooooo

goooogn

O ipv6 bridge
gogooood

oooooono
O no O
oo0o0oooon

IPv6OO0O00D0OCOO0OO0OO0OOCO0ODOOOOIWPSOOOOOOOO0O/OOODODOOODO
OO00oooooogo

ipv6 forwarding

no ipv6 forwarding

no ipv6 forwarding

IPv6 forwardingU OO OOOOOO

ONeighbor Advertisement IsRouter flagO OO OO OO0 OO

ORouter SolicitationO 0 O0OODOOO0O
ORAOODOOODOOODOOOODOO

ORedirects 00000000000 DOOMOI

IPv6 forwardingO 0D OO O0OOO

ONeighbor Advertisementd IsRouter flagO OO OO ODOOODO
OOO0OO0OQORouter SolicitationOD OO OOO0O0O
ORAOODODOODOORADODO auto-configurationOD O OO ODOOODO
ORedirects00000O0OODOredirects00000O00O0DOOOOOO

ipv60 0000000000000 0000
ipv6 neighbor X:X::X:X HH:HH:HH:HH:HH:HH ethernet <0-2> (Jvid <1-4094>)
no ipv6 neighbor X:X::X:X ethernet <0-2> (Jvid <1-4094>)

ipv60 00 0000000000000

ipv6 route X:X::/M GATEWAY (]<distance:1-255>)

ipv6 route X:X::/M INTERFACE (]<distance:1-255>)

ipv6 route X:X::/M GATEWAY INTERFACE (]<distance:1-255>)

XXz /M : IPv6 destination prefix (e.g. 3ffe:506::/32)
GATEWAY o X:X:z:X:X IPv6 gateway address
INTERFACE : ethernet <0-2> (|vid <1-4094>) | ppp <0-4> | tunnel <0-255>

no ipv6 route X:X::/M GATEWAY (]<distance:1-255>)
no ipv6 route X:X::/M INTERFACE (]<distance:1-255>)
no ipv6 route X:X::/M GATEWAY INTERFACE (]<distance:1-255>)

goooOoOoOoOoOoOoOooIsr(ooooooooooooooOIpve000O00O
0000000000000 00o000oooo0oooooooooooooo
goooooo

ipv6 bridge ethernet <0-2> ethernet <0-2>

no ipv6 bridge

IPV6O0 00000000 OOONRDODO IPGEOODOOONROIODODOODDODOD
non-unicast O NXRO O OO Ipv60 0000000000000 (non-unicastO OO0
OONXROOOOOOO0OO0OO0OO0OO0ODOODOOOO)O
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O 60 global node

global node

m track
gooooood
ONetevent O track object DO OO OOO0OOONetevent0 00 O00O0O0O0O0O F Netevent OO
goooooogo
goooooo
o delay/retry
OO00O0Ovent uypd 0000 OD0)IDUOOO wOD actiondODOOO0O0OOdelayDDODOODO
00000 ODRelay timer0 0000000000 trackd down state0 000000 O0OOO ip
reachability checkDO OO OO OODO
ODelay timerd OO0 event down O (retry0 0)0 00000 Odelay timerd cancel 0O OO0
ODelay timer O timeout O O Oevent upd action0D 00000000 OOODOdelay timerJ O
000000 ip reachability fail countD 0000000 Oactiond 0000 O reachability
checkDOOOODOODO
o initial-timeout
0 OSPF/BGP4 [0 neighbor D OO0 OO interface link 00000000 DO track OO0 initd 000
O0trackDOOODOOOODOOOOODOOOOOOO
Oneighbor0 00 @ OO0 interface link up)DO0D00O0OOO0OO track up0OD0ODODOO
Oneighbor0 00000000 @OODO interface link down)J OO0 0000 OO track down
O0000000D0O0O0000Oinitial timeoutd timeoutD O O OOSPF/BGP4 [0 O /interface
000000000 downDOOO0ODOOCOOOOOOOOOtrack downd 00 OO0 Odown
actionO O OOOOO
O Initial timeoutO OdefaultO OO OOOOOOO defaultO initial timeoutd O 180sec O
OO0O0O0Oiunitial timeoutO0 0010 O 3600sec0 0000000 OO0ODOOOOO

o interface linkO O OO
gooooood
track <trackid:1-255> interface INTERFACE
track <trackid:1-255> interface INTERFACE initial-timeout (]<10-3600>)
track <trackid:1-255> interface INTERFACE delay <10-3600>
track <trackid:1-255> interface INTERFACE initial-timeout <10-3600> delay <10-3600>
goooooo
O INTERFACE O [(ppp<0-4>] tunnel<0-255>|ethernet<0-2>)0 0 000000

<googooog >
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O 60 global node

global node

m track (OO)
o ping/ping6 0 00O reachabilityd O OO0
ooooood
track <trackid:1-255> (ip|ipv6) reachability (A.B.C.D]JFQDN) (]source A.B.C.D|interface IFNAME)
(J<interval:10-32767> <retry:0-255>) (|delay <delay:10-3600>)
oooooog
O ip/ipv6 reachabilityd OO OO O icmp/icmpve echo-request/reply packetD OO O OO0
Olnterval O Oping0D 00000000 pingDO0O0OOO0OO0DOOOOreplyd0d0D0O0O0OOO
O0pingD 00000 ODODOOODOODOOO
Olnterval D00 retry0000OUSEROODOOODOODOODOOO
OPing O timeout D O 10secO OO
Oip reachability0 0O 000 interface0 00 0000O0OO0DOOO

o IKE SADODOOO
goooooo track <trackid:1-255> ipsec isakmp <IKE-POLICY:1-65535>
track <trackid:1-255> ipsec isakmp <IKE-POLICY:1-65535> delay <10-3600>

o OSPF neighbor 0 O
ooooooo

track <trackid:1-255> ospf neighbor <PEER RID:A.B.C.D>

track <trackid:1-255> ospf neighbor PEER_RID delay <10-3600>

track <trackid:1-255> ospf neighbor PEER RID initial-timeout (]<10-3600>)

track <trackid:1-255> ospf neighbor PEER_RID initial-timeout <10-3600> delay <10-3600>
ooooooo 0000 router-idO 0 neighborD 000000 state0 OO0 O0OO0OOOO0O

o BGP peerd O
ooooood

track <trackid:1-255> bgp neighbor <PEER IP:A.B.C.D>

track <trackid:1-255> bgp neighbor PEER_IP delay <10-3600>

track <trackid:1-255> bgp neighbor PEER_IP initial-timeout (]<10-3600>)

track <trackid:1-255> bgp neighbor PEER_IP initial-timeout <10-3600> delay <10-3600>
ooooooo 0000 peer ipO0neighbor0 000000 stated 0O O0O0OOOOONO

o VRRPOOOODO
goooooo track <trackid:1-255> vrrp ip <vrrpid:1-255> interface ethernet <0-2>
O no O  no track <trackid:1-255>
ooooooo
Oethernet0 000000
Omaster O O backup/initd 0 000000 backup/initd0 O master 00O O0OOOO0OOO
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O 60 global node

global node

O ipsec nat-traversal
gogoooog NATOOODODOOOoooooodg
gooooog ipsec nat-traversal enable

O no 0  no ipsec nat-traversal enable
OO0 O OO0 no ipsec nat-traversal enable
o0 o0 IPvAODODOOOOOOOO

IKEv2O0 OO0 O0o0oooobooooboobooooboobom

O ipsec x509 enable
ogoooood X.5000 0000000000 ooooooa
ooooooo ipsec x509 enable

O no 0  no ipsec x509 enable
oo O OO no ipsec x509 enable
o0 o0 IPsecOmain0 00 0000000000000

O ipsec x509 validity-period-check

0O00oOoooo  x.500000000000000000D0000

goooood ipsec x509 validity-period-check

O no O no ipsec x509 validity-period-check

oo o odo ipsec x509 validity-period-check

od Ood
O000000Oo0000o000Doo000DOo000Dooo0oooooo0oooooooooon
ood
O00000DoO000Doo0oooO000oo00oooOoooooocRLO0DO00ooooooon
ood

O ipsec x509 ca-certificate
OOoOoOoOooo  X.5090 CAD0O0O0O0O0O0OOOOOOO0
ooooooo
ipsec x509 ca-certificate NAME ssh://<user@(A.B.C.D|X:X::X:X)>/FILENAME
(]source A.B.C.D|X:X::X:X)
ipsec x509 ca-certificate NAME ftp://<A.B.C.D|X:X::X:X>/FILENAME
(]source A.B.C.D|X:X::X:X)
O no 0  no ipsec x509 ca-certificate NAME
o0 oo
gooooooOoOoOoOoOoODOOODOOODOD
OgssHOOOOoOOOoOoOOoOooooOooooooooooooooooooooooooooooooo
O ssh://user@A.B.C.D/FILENAMED 0 0220 0000000 O 0O =ssh://user@A.B.C.D:22/FILENAME[T]
- IPv4d  ssh://user@A.B.C.D:port/FILENAME
- IPv6  ssh://[user@®X:X::X:X]:port/FILENAME
ODER(*.der, *.cer)D OO PEMC*.pem)J 0000000 OCO0O0ODODOOOOODOOOOODOOODODOO
O000000000000000O00D0OO00000DESD0DONONONONONONONONONONONONONONOoOooo
oooooo
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0O 60 global node

global node

O ipsec x509 certificate
ooooooo  x.s000ooOooooooobooooo
ooooooo
ipsec x509 certificate NAME ssh://<user@(A.B.C.D|X:X::X:X)>/FILENAME
(Isource A.B.C.D|X:X::X:X)
ipsec x509 certificate NAME ftp://<A.B.C.D|X:X::X:X>/FILENAME
(Isource A.B.C.D|X:X::X:X)
O no 0O no ipsec x509 certificate
00 00
gooooooooooooooooboog
gssHOODoOOOOoOooOooooooooOoooooooooopooooooooooooooooo
O ssh://user@A.B.C.D/FILENAMEC 0 022000000000 O O =ssh://user@A.B.C.D:22/FILENAVET]
- IPv4  ssh://user@A.B.C.D:port/FILENAME
- IPv6  ssh://[user@®X:X::X:X]:port/FILENAME
ODER(*.der, *.cer)J OO PEMC-.pem)0 0000000000 DOOO0OOODOOODOOOOODODOOO
od0ooOOo0o00ooOoOo00oDoOoUOOooUOooOooObESO0O0ODOOOODOOOODOODOOUODOD
oooooo

O ipsec x509 private-key
O0O0oO0ooo0O  X.5090 private keyO OO OO OO
ooooooo
ipsec x509 private-key NAME key ssh://<user@(A.B.C.D|X:X::X:X)>/FILENAME
(]source A.B.C.D|X:X::X:X)
ipsec x509 private-key NAME key ftp://<A_B.C.D|X:X::X:X>/FILENAME
(]source A.B.C.D|X:X::X:X)
O no 00 no ipsec x509 private-key NAME key
OO0 0o
dodooooOoOoOoOoOoOoOoOopDooOoOoooo
gssHOODoOOOOoOooOooooooooOoooooooooopooooooooooooooooo
O ssh://user@A.B.C.D/FILENAVEC 002200000000 0O O O=ssh://user@A.B.C.D:22/FILENAVECT]
- IPv4  ssh://user@A.B.C.D:port/FILENAME
- IPv6  ssh://[user@®X:X::X:X]:port/FILENAME
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O 60 global node

global node

O ipsec x509 private-key

0oooooo x.s.0000000o00o0o0oooo

goooood ipsec x509 private-key NAME password (hidden]|) WORD
O no O no ipsec x509 private-key NAME [password]

O ipsec x509 crl
ooooooo OoooOoooooooooooo
ooooooo
ipsec x509 crl NAME ssh://<user@(A.B.C.D|X:X::X:X)>/FILENAME (]source A.B.C.D|X:X::X:X)
ipsec x509 crl NAME ftp://<A.B.C.D|X:X::X:X>/FILENAME (]source A.B.C.D|X:X::X:X)
O no 0  no ipsec x509 crl NAME
ood 00
goo0ooooOooooOoooooooooo
OgssHOOOOoOOOoOoOOoOooooOooooooooooooooooooooooooooooooo
O ssh://user@A.B.C.D/FILENAMEC 0 02200000000 0O OO =ssh://user@A.B.C.D:22/FILENAMET]
- IPv4d  ssh://user@A.B.C.D:port/FILENAME
- IPv6  ssh://[user@X:X::X:X]:port/FILENAME

O ipsec access-list
oo0ooooo IPsec00000D0O00O0DODOOOOO
ooooood ipsec access-list ACL-NAME ip (any|host]A.B.C.D/M any|host]|A.B.C.D/M)
ipsec access-list ACL-NAME ipv6 (anylhost]X:X::X:X/M any|host]X:X::X:X/M)
O no 0  no ipsec access-list ACL-NAME ip (any|host]A.B.C.D/M any|host|A.B.C.D/M)
no ipsec access-list ACL-NAME ipv6 (any|host]|X:X::X:X/M any]host]X:X::X:X/M)
no ipsec access-list ACL-NAME
o0 oo
00000 IPsec access-listd Omatch addressO OO0 00000 IPsec tunnel OO O0OOO0O0O
match addressO0 0000 OO OO O IPsec tunnel policy node0 000 OOOODOO
0000 access-list0 ip0d ipv6 0 0000000000000 DOOODODOODODOODOODOOOO
00l00ooooooooooooo
OIKEV2O O ip0ipv6 000 0000000000000 0OO0OIKEVIOOOOOOOOOODOOOO
ooooooo
O1IPsec access-listd 0 host ruleJ 00000000 DOOOOODOOOOO
O1IPv4 hostO IPv6 host OO OO O0OOOOPMADOOOOIPMGODOOOOOIKEDODOODOIP
protocol 000 000)J00000O0O100host hostD OO ODOOOOOOOOOOO 1000
dooooooooOooooooooood
ex) ipsec access-list test ip host host
O ipsec access-list test ipv6 host host
OhostO OO hostO OO OODODOODODOOOOOOOOOOOOOOOODhost hostO OO OOO
00000000 vwle00OTS(OODO0ODOODOOO)Y DOODOODDOOOODO
ex) ipsec access-list test ip host host
ipsec access-list test ipv6 2001::/64 2002::/64
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O 60 global node

global node

O ipsec generate

oooogooo RSA signature keyO O OO OQO .

oooooog ipsec generate rsa-sig-key <key_length: 512-1024>
O no O no ipsec generate rsa-sig-key

O ipsec xauth

ooooooo IPsec Xauth O OO OO0 0000000 0ooooon

ooooooo ipsec xauth username USERID password (]hidden) PASSWORD

O no O  no ipsec xauth username USERID

00d 00 O[0O000DpoOoil-s00000poooooood
COo0ooooOoooooooogs#eE=+_..;0~ <000

O ipsec path-mtu-discovery
O0Oooooo  ePMTDODOOOODOO
oooooog ipsec path-mtu-discovery enable

O no O no ipsec path-mtu-discovery enable
o0 o oOOd ipsec path-mtu-discovery enable
ooooooo

OlPsecO OO0 PMTU discoveryD OO O OO OODFhItD 1000 tunnel NMUOODOOOOODOCOO
000000 tunneling0 000000000 ODOOouterd ip headerO DF bitO OO 00 O0ODO
oooo

OlPsecO 000 PMTU discoveryD OO OO0 OODFhItO 1000 tunnel NMUOODODOOOODOOO
fragment needed 0 0000000 OpacketD dropd0 0000000 ODOouterd 1P header O
DFbit O O O tunneling packet O 00O OOOODOO
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O 60 global node

global node

O ipsec eap radius (IKEv2O 0O)
ooooooo
OAccount 0 00O O O RADIUS server 0 IP addressOUDP port OO OO OO (secret)J 0000000
OO0O0D0OUDP portd 00 defaultO 01812000 0WebO0 0 00O 0ODO radius port0 000000
oooooooooooo
ONAS-identifier Attribute D OUSEROOOOOODOO@@(20000)0000C00O0OOCOO0OODe-
faultO OO OO -1Psec(ex.NXR120-1Psec)] O O
goooood ipsec eap radius (A.B.C.D|X:X::X:X) password (]|hidden) WORD
(]port <1-65535>) (|nas-identifier WORD)
O no 0  no ipsec eap radius (JA.B.C.D|X:X::X:X)
ooooooo
O IPsec clientd O O EAP message [0 (ONXR O O RADIUS message 0 0 O O O O O O RADIUS server O O
o0oooooooooooo
ORADIUS server 00 OO 0OD0OODOODO timeoutOD 200retry0 0000 3000 0retry0 O
timeout0 0 1000000
00000 »dauthentication local/remote(ipsec isakmp policy node)D 00 OO0 O00O0OO0O

O ipsec eap identity (IKEv2O O)
0000000 EAPOODODOOODOIDOOCOOOOOOOOOO
goooood ipsec eap identity string WORD password (hidden]|) WORD
ipsec eap identity key WORD password (hidden]) WORD
O no 0  no ipsec eap identity string WORD
no ipsec eap identity key WORD
ooooooo
00000 Oauthentication local/remote(ipsec isakmp policy node)D 0 OO0 O0OOODO
0000000O01-9%000000000000000000000000000001$#=*+-_.:;0

{r-e"<>000

O ipsec pre-share identity (IKEv2O 0O)
ooooooo IKE2OOOO0O000000PSKOODODODODODODODODOOOO
ooooooo ipsec pre-share identity fqdn WORD password (Jhidden) WORD
ipsec pre-share identity user-fgdn WORD password (|hidden) WORD
ipsec pre-share identity key WORD password (]hidden) WORD
O no 0  no ipsec pre-share identity fgdn WORD
no ipsec pre-share identity user-fgdn WORD
no ipsec pre-share identity key WORD
ooooooo
00000 »dauthentication local/remote(ipsec isakmp policy node)D 0000 O00OOO0O
00000oo0dOo1-900000000000000000000000000000 1$#=*+_.:;0

O~ <000
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O 60 global node

global node

O interface ethernet

goooooo interface node 00000000 profiled 0 O00O0OO0DOOODOOO
ogoooooo interface ethernet <0-2>

goooooo ethernet interface0 0000

O interface loopback

gooooogo interface nodeJ OO0 OOO0O profileD00O0O0OODOOODO
goooooo interface loopback <0-9>

O no O no interface loopback <0-9>

O interface ethernet <0-2> vid <1-4094>

goooooo interface node 00000000 profiled 0 O0D0OO0DOODODOOO
ogoooooo interface ethernet <0-2> vid <1-4094>

O no O no interface ethernet <0-2> vid <1-4094>

O interface tunnel

gooooogo interface tunnel nodeO OO O0ODOOO profileD 0000 OO0OOODOOO
goooooo interface tunnel <0-255>

O no a no interface tunnel <0-255>

O interface ppp

goooooo interface ppp node0 D O O0OO0OO profile0 000000 OO0DOOO
goooooo interface ppp <0-4>

O no O no interface ppp <0-255>

O interface bridge

gooooogo interface bridge nodeOD OO O0ODOOO profile0 0 O00O0O0OO0OOODOOO
goooooo interface bridge <0-4095>

O no O no interface bridge <0-4095>

O 12tp

oo0ooooo I12tp node0 000000 O profileD00000O0OOOOOO
ooooooo 12tp <0>

O no O no I12tp <0>

O 12tpv3 tunnel

ooooooo 12tpv3-tunnel node0 0000000 profile0 000000 ODOOO0O
no0 00000 IDOOO0ODOO0OOOOO0OOO

ooooood 12tpv3 tunnel <tunnnel_id:0-4095>

O no O no I12tpv3 tunnel <tunnnel id:0-4095>
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O 60 global node

global node

O 12tpv3 xconnect

gooooogo

ooooooao
O no O

O 12tpv3 group

gooooogo

ooooooao
O no O

O ntp

ooooooo
ooooooo
0 no 0

O dns

ooooooo
gooooao
0 no 0

O snmp

goooooo
ooooooo
0 no 0

0O syslog

oooooono
ogoooood
0 no 0

O dhcp-server
oooooon
oooooono
0 no 0

O monitor-log
oooooono
oooooon
0 no 0

12tpv3-xconnect node0 0 000000000 OOOOOOOOO
no0000OOCOIDOOOODOO0OOOOO0ODOO

12tpv3 xconnect <xid:1-4294967295>

no 12tpv3 xconnect <xid:1-4294967295>

12tpv3-group node0 00000000000 OOOODOOOO
no0000OCOIDOOOODOO0OOOOOODOO

12tpv3 group <gid:1-4095>

no 12tpv3 group <gid:1-4095>

ntp node0 000000 profileD 000000
ntp

no ntp EGNTPOODOOOOOOO profiled00OO0O0O

dns node0 0O ODOOO profileDOOODOOO
dns

no dns GEONSOODOOOOoOoOoOOprofiled00OO0OD

snmp node 0000000 profile0 000000
snmp

no snmp GESNWPOOOODOODOO0OO0 profiled 000000

syslog node0 0O OO0OO profileD 000000
syslog
no syslog (=syslog0 000000000 profile0 000000

dhcp-server node0 000000 profile0 00 OO0OO
dhcp-server <1-5>
no dhcp-server(]<1-5>) (=DHCPO OO DO DOOOOO profile0D 0D O OO0

monitor-log node0 OO OD0O0OO profileDOOODOOO
monitor-log

no monitor-log (UOOOOOOODOOOOODOOOPprofileDODOOOD
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O 60 global node

global node

O track

oooooog
ooooooo
0 no 0

O router rip
goooooo
gooooog
u no u

O router ospf
oooooood
ogooooon
0 no 0

extended track (ip]ipv6) reachability node0 0O O0OO0O profile0DOOOOOO
track <2048-4095> (ip|ipv6) reachability
no track <2048-4095>

RIP node0 000000 profiled 0 O0O0DOODO
router rip
no router rip ERIPOOOCOODOOOOO profileDOODOOOD

OSPF node0 OO OODOO profile0 0 OO0OODO
router ospf
no router ospf (=OSPFOOOOOODOODODO profiledDDODOOD
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global node

m sip-nat

o enable
ooooooo
ooooodo
ooooooo
OO00OnoOOO

o port
goooooo

goooboo
googoooo
go00Ono0 00O

SIPNAT ODOOOOODODO
sip-nat enable

no sip-nat enable

no sip-nat enable

OO0DouwrPODOODODOOOOOODOODOSIP-NATOODODODOODODOODO
0000000o0oOo70000000000DefaultOd UDPS0600 00O OOOO
sip-nat port .<1-65535>

sip-nat port 5060

no sip-nat port

o port-translate

googooog
U

googoooo
goooboo
goO0OnoO0O0O

Sir0O00b0O0O0bOooboobooowrobbooboobooboobooooDoboo

ooooowrPo000o000oo0oooooooooooooooon
befault0 OO0 0000 O0DOOOODOOOODOOOODO

sip-nat port-translate enable

sip-nat port-translate enable

no sip-nat port-translate enable

o exclude-interface

goooboo
0

O

googoooo

goooboo
goO0OnoO0O0O

0000000000000 0000000000 LANODOOO SIP-NATOODODOO
O00000000ooo00oDoooooooooooosIiPO00OODOOOOn
OO000O0Oethernet000000000OCO0ODODOOODOOO

sip-nat exclude-interface INTERFACE

no sip-nat exclude-interface
no sip-nat exclude-interface
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m CRP

global node

o udp source port

oO0oopooo  CcrRPOUDPOOODODOOOOODOOO
0O00O0oo0d  crp udp source-port <1024-65535>
oo O oo crp udp source-port 10625

g no d no crp udp source-port

o hostname

oO0ooooo  crRPOODCOODOOOODODO
goooooo crp hostname HOSTNAME

O no O no crp hostname

o customer-id

0000000 CRPO customer-idd0 00O 0OOOO
goooooo crp customer-id CUSTOMER-1D
O no 0  no crp customer-id

o cpe-id

0000000 CRPOcpe-id0 OO OODODO
0ooogood  crp cpe-id CPE-ID

O no O no crp cpe-id

o client

ooooooo crRPODOCOOOODOOODOOO
goooooo crp client <1-2>

O no 0 no crp client (<1-2>])

o advertise
oooooog
ooooooog

CRPOODOODOOO

crp advertise (ip|ipv6) interface ppp <0-4> (port <1-65535>]) (secondary])
crp advertise (ip|ipv6) interface ethernet <0-3> (port <1-65535>|) (secondary]|)
crp advertise address A.B.C.D (port <1-65535>|)
crp advertise address X:X::X:X (port <1-65535>|)
crp advertise nat (port <1-65535>])
O no 0  no crp advertise
goooboon interfaceJ 0000 2000000100 secondaryd 00O 0O
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global node

m netconf-server
gooooooooooooooo

o enable

oooooao
ooooooo
0 no 0

o lock timeout
ooooDooo
goooooo
0 no 0

o auto-config
goooood
ooooood
g no g

netconfO OO ODOOOOOO
netconf-server enable (tcplover-ssh)
no netconf-server enable

netconfO OO OOOOOODOODDOOOOOOOOO
netconf-server lock timeout <10-3600>
no netconf-server lock timeout

auto-configD O OO OOO0O
netconf-server auto-config enable
no netconf-server auto-config enable
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global node

m QoS
0O00oOooog QesOOoOdOooood
ooooooo
oJOOOOOgono
class policy NAME
oooooo
no class policy NAME
ooooooo
class filter <2-254>
ooooooo
no class filter <2-254>
Mark O O OO
priority-map <1-255> (high|middle]low|normal) ip mark <1-4095>
TBFO OO
pirority-map <1-255> (high|middle]low|normal)
queue shape <RATE:1-1000000> <BUFFER:1-65535> <LIMIT:1-65535>

o

o

o

o

o

@)

SFQO OO
priority-map <1-255> (high|middle]low|normal) queue fair-queue
FIFODO OO
priority-map <1-255> (high|middle]low|normal) queue fifo (limit <1-16384>)
o default classO 00O
defaultO classO0 00000 Odefault classO 00000000 ODOO packetO OO OO0 classO
OO0000Odefault classOO0O0O0O normal O O O
priority-map <1-255> default (high|middle|normal]low)
o priority-mapd 00
0000 classO priority-map 0000000
no priority-map <1-255> (high|middle]normal|]low])
o default classO OO0
defaultd class 0 default(norma)0 000000
no priority-map <1-255> default
o MarkOOOOO
OO00OclassO MarkDOOOODOOODO
no priority-map <1-255> (high|middle|normal|low) ip mark
o default queue(FIFO)O OO
no priority-map <1-255> (high|middle|normal]low) queue

@)

B route-map
goooboon route-map 0 0 0O OO0
goooood route-map NAME (permit]deny) <1-1024>
g no O no route-map NAME : NAMEO route-map OO0 OO OO0
no route-map NAME (permit|deny) <1-1024> : OO0 rouet-map0 0000000
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global node

m class access-list
ooooood
route-map 0 matchO OO0 0O match ip addressO 000000000000 OOOOOOOOOOOOO
ToSOONMARKOOODOODOsetOOOOOOOODOOODOODOODOOOOO
o ip
class access-list ACL-NAME ip (|not) <source:>(any|A.B.C.D/M]A.B.C.D)
<destination:>(any|A.B.C.D/M]A.B.C.D)
o protocol
class access-list ACL-NAME ip (]not) <source:>(any|A.B.C.D/M]JA.B.C.D)
<destination:>(any|A.B.C.D/M]A.B.C.D) (Jnot) (<protocol:0-255>]icmp]tcpjudp)
o icmp
class access-list ACL-NAME ip (|not) <source:>(any|A.B.C.D/M]A.B.C.D)
(Jnot) <destination:>(any|A.B.C.D/M]JA.B.C.D) icmp (|not) type code
o tcp src dst
class access-list ACL-NAME ip (]not) <source:>(any|A.B.C.D/M]JA.B.C.D)
(Jnot) <destination:>(any|]A.B.C.D/M]JA_.B.C.D)
tcp (Jnot) (J<sport:1-65535>]any) (|<dport:1-65535>]any)
o tcp src-range dst
class access-list ACL-NAME ip (]not) <source:>(any|A.B.C.D/M]JA.B.C.D)
(Jnot) <destination:>(any|A.B.C.D/M]JA_.B.C.D)
tcp (Jnot) (Jrange <min:1-65535> <max:1-65535>) (]<dport:1-65535>]any)
o tcp src dst-range
class access-list ACL-NAME ip (]not) <source:>(any|A.B.C.D/M]JA.B.C.D)
(Jnot) <destination:>(any|A.B.C.D/M]A_.B.C.D)
tcp (Jnot) (J<sport:1-65535>]any) (]Jrange <min:1-65535> <max:1-65535>)
o tcp src-range dst-range
class access-list ACL-NAME ip (]not) <source:>(any|A.B.C.D/M]JA.B.C.D)
(Jnot) <destination:>(any|A.B.C.D/M]JA.B.C.D)
tcp (Jnot) (Jrange <min:1-65535> <max:1-65535>) (Jrange <min:1-65535> <max:1-65535>)
o udp src dst
class access-list ACL-NAME ip (]not) <source:>(any|A.B.C.D/M]JA.B.C.D)
(Jnot) <destination:>(any|A.B.C.D/M]A_.B.C.D)
udp (Jnot) (]<sport:1-65535>]Jany) (]<dport:1-65535>]any)
o udp src-range dst
class access-list ACL-NAME ip (]not) <source:>(any|A.B.C.D/M]JA.B.C.D)
(Jnot) <destination:>(any|A.B.C.D/M]JA.B.C.D)
udp (Jnot) (Jrange <min:1-65535> <max:1-65535>) (|<dport:1-65535>|any)
o udp src dst-range
class access-list ACL-NAME ip (]not) <source:>(any|A.B.C.D/M]JA.B.C.D)
(Jnot) <destination:>(any|A.B.C.D/M]JA_.B.C.D)
udp (Jnot) (]<sport:1-65535>Jany) (Jrange <min:1-65535> <max:1-65535>)

<gboooboog >
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global node

class access-list(00O)
udp src-range dst-range
class access-list ACL-NAME ip (|not) <source:>(any|A.B.C.D/M]A.B.C.D)
(|not) <destination:>(any]A.B.C.D/M]A.B.C.D)
udp (Jnot) (Jrange <min:1-65535> <max:1-65535>) (Jrange <min:1-65535> <max:1-65535>)
no (class access-list000)
no class access-list ACL-NAME ip

o

o

m mobile

o mobile

0000000 scO00000OooooPPOO0dOOOOOOOOOODOOO
O00o0dood  mobile <0-1> ppp <0-4>

O no O no mobile <0-1> ppp

o mobile error-recovery-restart

oo0ooooog wmebileDDOODOO0ODOODOOOOOODOOOODOODOODOODODOO
systemO0 00000000 0O0OODefaultd 00O OOO

gooogooo mobile error-recovery-restart

O no 0 no mobile error-recovery-restart

o mobile error-recovery-reset

oo0ooooog wmebileDDOODOO0ODOODOOOOOODOOOODOODOODOODODOO
mobileD reset 00000 O0OPefaultD 000 OO0

gooogooo mobile error-recovery-reset

O no 0 no mobile error-recovery-reset
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global node

m system led
gogooobod AUX LED/STS LEDO O D /000000 USERODODODOOODOODOOOOODOODO

o system led ext

ooooood

00o0D00000oo0b0o0Dbo0D0oDoooooooowvMAXODODODOoOoODooooooog

O000OO0O0OAUX LED 1, 2000 /000000000

goooooo system led ext 0 signal-level mobile <0-0> (Jinterval <0-60>)
system led ext 0 signal-level wimax <0-0> (]interval <0-60>)

O no O no system led ext 0

gbo 0O OO system led ext 0 signal-level mobile O interval 5

goooooo Interval D 0000000 O0D0O0O0ODODOOODOOOO
O0o0000oooooooooooooooooogLeboooooooon
PPPOODOOOODOODOOODODODOOPPPODOOODODLEDODODOOODOO

o system led aux
ooooooo
O00o0o0PPPOwnnelD00OWiMMAXODODOOO/0D0OODODODOOODOOOOO /000000
OO0ooOooogd  system led aux <1-2> interface tunnel <0-255>
system led aux <1-2> interface ppp <0-4>
system led aux <1-2> interface wimax <0-0>
system led aux <1-2> track (<1-255>]<2048-4095>)
O no O  no system led aux <1-2>
0000000 ETOOAXL/2000000000000000O0EXTOODOO0OO0OOOAUXL/200
000000000 00AX20000000000EXTOOD0O0DOO0OOODOODOO

o system led status
ooooooo
OoogoPPPOwnrelJ00OWMIMAXOOODO/00000000DOO00OO/0000000O
goooooo system led status <1-1> interface tunnel <0-255>
system led status <1-1> interface ppp <0-4>
system led status <1-1> interface wimax <0-0>
system led status <1-1> track (<1-255>|<2048-4095>)
O no O no system led status <1-1>
0oogoogo  sTsl Llepd0n0o0oooooooooooonDooon

O as-path

goooooo BGP autonomous system path filterC OO O OO0

gooooogo ip as-path access-list ACL-NAME (permit]deny) LINE

O no O no ip as-path access-list ACL-NAME (permit]deny) LINE
no ip as-path access-list ACL-NAME
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global node

m schedule
goooooo
go0ooooo/00/0000PPPOO0O/Z00/0000000000O00DOO0OOOODOODODOO

o PPPO scheduleO O /00 /000
ooooooo
oooooogpPO0O0O /00 /00000000000 /00000PPPOOOODODOOOODODODO
000000000o000ooooooooooooooooooooooooooooooooo
0000000000000 D00O000DoOUsERODODOO000ooooooooooooooooon
goooo
ooooooo oooo
schedule <1-255> HOUR:MIN DAY MONTH interface ppp <0-4> (connect]disconnect]reconnect)
0000000 0OOO00(Dbow: bay Of the Week)
schedule <1-255> HOUR:MIN DOW (|DOW) interface ppp <0-4> (connect|disconnect]|reconnect)

o 00000000 scheduleD O OO
ooooooo
0000000000000 000000000000PPPO0OOOOOOOOODODOOOODODODO
PPPOCOOOODODOOOODOOPPOOIONDDOOOIONDDODOODOODOODOOOPPPO on-
demand0 0000 0OOPPPODODODONODODONONONONOOOODOOODOOODODOODODOODODOODODODO
0000000000000 00000000oooo
0000000O00O0O0O0O0OO0OO0OOODR20-30000000000D0DODODOOODOODODODOODOOO
0000000000000 000000000D000ooooooooo
ooooooo oOooo
schedule <1-255> HOUR:MIN DAY MONTH mobile <0-2> clear
ooooooo O0OO000(Dow: Day Of the Week)
schedule <1-255> HOUR:MIN DOW (]DOW) mobile <0-2> clear

oJUOUUOODOODOODO
ooooooo
000000 Osyslog0 rotate0 0 0000000000000 rotate00000D0O000ODOOO
O 0Osyslog noded rotate 000000000
ooooooo oooo
schedule <1-255> HOUR:MIN DAY MON syslog rotate
0000000 0OOO0(Dow: bay Of the Week)
schedule <1-255> HOUR:MIN DOW (|DOW) syslog rotate
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global node

oJUUODOOOOOODODO
ooooooo
gooOgodOmonitor-log0 00 logO OO rotate 000 0000DOOODOODOOO rotated OO
0000000000 Omonitor-log reachability/resource 000000000
ooooooo oooo
schedule <1-255> HOUR:MIN DAY MON monitor-log reachability rotate
schedule <1-255> HOUR:MIN DAY MON monitor-log resource rotate
oO0Ooooog OOO0(ow: bay Of the Week)
schedule <1-255> HOUR:MIN DOW (|DOW) monitor-log reachability rotate
schedule <1-255> HOUR:MIN DOW (]DOW) monitor-log resource rotate

oJOOOoOoOO
0000000 O[OOO0O00OO0systemOOO0OO0OD0ODOOODO
ooooooo oCooo

schedule <1-255> HOUR:MIN DAY MON system restart
oooOoooo OO000(Dow: Day Of the Week)

schedule <1-255> HOUR:MIN DOW (]DOW) system restart

o SNMP notify O O[O
O000000 OOOODOSNMP notify(trap)D 000000
ooooooo oooo
schedule <1-255> HOUR:MIN DAY MON snmp extension-mib WORD notify (]<0-3600>)
0000000 0OOdO00(ow: bay Of the Week)
schedule <1-255> HOUR:MIN DOW (]DOW) snmp extension-mib WORD notify (]<0-3600>)
ooooooo
D0000oO0OO0OO0O0OO0OOOoOOoOooO 3OO O OO marginD0O0OO0OOOOOOOOOOmargind OO
O00000OOmargin * (0-100)0 000000000 notify0 000000
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ocbOOOOODOODbO

gooooogo
gooobgoFrPOSSHOOODOOOOODOOOOOOOODODO0ODbDOODOODOODODOOoOobOoODbO
goooooogn

goooooo ooon

Oe FTP schedule <1-255> HOUR:MIN DAY MON firmware update
ftp://<A.B.C.D|X:X::X:X>/FILENAME (]source A_B.C.D|X:X::X:X) (Jhold)
(J e SSH schedule <1-255> HOUR:MIN DAY MON firmware update

ssh://<user@(A.B.C.D|X:X::X:X)>/FILENAME password (]hidden) PASSWORD
(]source A.B.C.D|X:X::X:X) (]hold)

Oe OOOOO schedule <1-255> HOUR:MIN DAY MON firmware update
(diskO:FILENAME|disk1:FILENAME) (]hold)

oo0ooooo 0000 (bow: Day Of the Week)

Oe FTP schedule <1-255> HOUR:MIN DOW (|DOW) firmware update
ftp://<A.B.C.D|X:X::X:X>/FILENAME (]source A_B.C.D|X:X::X:X) (Jhold)
(J e SSH schedule <1-255> HOUR MIN DOW (|DOW) firmware update

ssh://<user@(A.B.C.D|X:X::X:X)>/FILENAME password (]hidden) PASSWORD
(]source A.B.C.D|X:X::X:X) (]hold)
Oe OOOOO schedule <1-255> HOUR:MIN DOW (]DOW) firmware update
(diskO:FILENAME|disk1:FILENAME) (]hold)
ooooooo
OFfPOCOSSHOOOODOOOOODOOOOODOOOOODOOOO
OssHOOOOOOOOOpassword0 O OOOO0OO0O0OO
gssHOOOoOoOoOoooOoOooOooOoUooooOoUooooUOOoooOooUoUoboooUoooUooooooo
O ssh://user@A.B.C.D/FILENAMECD 0 022000000000 O O =ssh://user@A.B.C.D:22/FILENAMELT]
- IPv4  ssh://user@A.B.C.D:port/FILENAME
- IPv6  ssh://[user@X:X::X:X]:port/FILENAME
ONXR-1250 0 0000000000000 0000O00000O0OOOheld00O0ODOOOOOOODO
00000000ooo0ooo0o0Ooooo00oooO0UooDo00ooDoOooooDoOoom
gooooooooOoUOooooOoU0OoOooU0U0OOooOO00obDO0oDOOoOoUOUODOOOoOOoDOOoUOoDOd
0000000oo000oDoo00o00oooD0ooo0o00oDoo0Dooo00OoDooOoOg configD
od0ooOooo0ooOooUoOoOooO0UoooOdUoOoooUUoboooUUooood™
00000 flashOOOOODOODOOODODOODOODDOOOODOOODOODOOODOODOOOOOO
odooooOooooOoOoOoooOooooDoboOoUOobDoOoOOoooUobooooooo
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global node

o WiMAXODDOOUODOODOOO/O0DO/000

ooooooo

O0000DoOoOwiMMXODODO /00/00000000000000000OWIMMOODOOOOOO
oooooo

0000000000000 00oooo0o0oDoo00oooo0o0Do000ooDOo0ooooDoooon
000000 000000oooo0ooo0ooooooooooooooooooooooon
O000o0oooooooooooooooooooo

ooooooo oooo

schedule <1-255> HOUR:MIN DAY MON interface wimax <0-0> (connect]disconnect]reconnect)

ooooood 0000 (oW: Day Of the Week)

schedule <1-255> HOUR MIN DOW (|DOW) interface wimax <0-0> (connect|disconnect]|reconnect)

oWiNAXODODODODOOOOO
ooooood
DooDoooowiMvXODODOODooOoDoooooooooooooooowiMvaXooooooooo
WiMMXOOOOODOOOOODOOOOoOOoooooooowiMXooooooooooooooo
ODO00OOOnetevent D0 0000000000000 OOWIMMAXDOODOOODODOO
ooooood oood
schedule <1-255> HOUR:MIN DAY MON wimax <0-0> clear
ooodgooo 0000 (oW: Day Of the Week)
schedule <1-255> HOUR MIN DOW (]DOW) wimax <0-0> clear

oQonooOO
ooOooooa no schedule <1-255>

oJODOOODO oJOODODODO
el 00DOOO e JO00TOODODO 00000
schedule 1 *:00 * * schedule 1 *:10 monday
e (10 1:20000 e J00O0OODO 1:10000
schedule 1 1:20 1 * schedule 1 1:10 sunday
e 01000 1:20000 e weekday O 4:100 00
schedule 1 1:20 10 * schedule 1 4:10 monday friday

ooi1o000o0oz20000
schedule 1 *:20 10 *
/10000200000
schedule 1 *:20 10 1
17100 10:200 0 0O
schedule 1 10:20 10 1
10000 1020000
schedule 1 10:20 * 1
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global node

m WiMAX

O error-recovery

ooooooo

OwiMAXO OO OUoOoooOooooooooOooooooooooooooooooogooooooo
ooooooo
Jo0o0d0ooo0dUoooooooooooowiMaxDODooooooooooooooooooo
odoooooooooooooooooooon

ooooooo wimax error-recovery (restart|reset)

g no g no wimax error-recovery
oo 0O 00 no wimax error-recovery
oooooog

jdo0DO00ooDO0oO0DoOooO00DO00bDO0ooDoOoDOoOoDOooDOooo

e JODOOODODO
o 00000000000000D0BOOODOODOODOODOODOODOODO error-recoveryld
do0odoDo0o0oooooooooooooowiMaXDOooooooooooooooooooao
ooogd
OwiMAXO OODOoOoDoooooooooooooood
OJIPO00000D0ODO0000DODOSss status O ODeviceNotFoundYet O O O

e JOODODOO
Joodooooooooooeo0000oooooooooooooo30o0oooonooerror-
recovery0 0000000000 00ODD0DODOOOOOODODODOODOOUOerror-recoveryd O
00000000 0O0o00D00DO00ooOooDoOoooooDOoooDOoooo
OwiMAXO OODOoOoDoooooooooooooood
Oss status Connected 0 O OO Oantenna level O 10000000

o netevent
ooooooo
00oo0oooooooOddownOOO0O0OWMIMAXOOODOODODOODOODODODOOOODOOO
0000000  wimax <0-0> netevent (<1-255>]<2048-4095>) reset
mobile <0-2> netevent (<1-255>]|<2048-4095>) reset
O no O no wimax <0-0> netevent
ooooogoo 0000w dOOODODOODOOOOoO

O system netevent

goooooo 00o00oooodoDOddownDOD0OOO0O0OOO0ODOOOOOOODOO
ooooooo system netevent (<1-255>]<2048-4095>) restart

g no d no system netevent

ooooogoo 0000w dOOODODOODOOOOoO
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global node

m 0000000
gboooobgo gboobooboooboobobooboobooo
gooooogo OoOooDooooDOOmail server node0OO0O0O0OOOODO

o mail server
oo0oooon mail server nodeCD O OO0 00O
ooooooo mail server <0-2>

o no mail server

ooooooo oooooooooooobooooooo

gooooogo no mail server (]<0-2>)

ooooooo goooooooooooooooooobooboooo
goo0oooOdOoOoooOoooooooogoooogoooooo

o mail from

goooood 000000000 0000oo0OooDo

goooooo mail from WORD

O no O no mail from

ooooood

gworRDO O DOODOODOOODOOODODOOcenturysys@xxx.isp-ne.jpl 0000000

Omail send fromO OO OO interface ppp/wimax nodeD 0000000 OO0OOOOOOOOOOO
gobodo0oooobOoooOO0bOOoooDooooooog

o mail to

goooood O0oOdooooooooooooo

goooood  mail to WORD

g no (] no mail to

ooooood

gworRbO OODOOODOODOODOOODOOuser@centurysys.co.jpd 0000000

Omail send toO O OO0 interface ppp/wimax node0 0 0000 O0OO0O0OO0OOOOO0DOODOOODOOO
Jooodoooooooooooooooooooon
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O system boot flash

ooooooo
goooooo
oooobon

000000000000 000oooooooooooo
system boot flash <1-2>
OO000O0Oconfig OOOOmDHOOODOOOOODODO

O system config flash

goooooo
ooooooo
g0O0Ono0 OO
ooooooo
goooooo

OO00D0OCO0O00O0OCconfig OOOOOODODOOOODOOOOOO

system config (flash:FILENAME]diskO:FILENAME)

no system config

no system config

flash:startup.config 000000 Osave config 00 config 0000 OO0
USBOOOODOconfig 000D O0OODOOdiskO:FILENAMED OO ODODOO

no system configd ObootupO0 000000000 Ostartup-configd 0000 O
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interface node

O OO command

nxrl30#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#interface ethernet <0-2> [vid <1-4094>]
nxrl130(config-if)#

nxr130(config)#interface loopback <0-9>
nxr130(config-loopback)#

O ip address
gogoooog
goooooo
u no u

O ip address
gooooog
gogooobod
g no d

O ipv6 address
gogoooog
goooooo

O ipv6 address
gogooobod
goooooo
ugd ud

oo0oooooowrooooooooooon
ip address A.B.C.D/M (]secondary)
no ip address A.B.C.D/M (]secondary)

DHCPO OO IPOOOODOOOODOO
ip address dhcp (JHOSTNAME)
no ip address dhcp

0oooooooDwved0OOO0OO0OO0OODOO
ipv6 address X:X::X:X link-local : O0O0OOOOOOO LLADODOOO
ipv6 address X:X::X:X/M (Jeui-64)

Deui-6400 000 ipv6-address O prefixO DO OO0
ipv6 address autoconfig :ipve forwardingD OO OO OOO0OOO
no ipv6 address X:X::X:X link-local
no ipvé address X:X::X:X/M (Jeui-64)
no ipv6 address autoconfig

DHCPv6 Prefix DelegationO0 OO OO OO
ipv6 address DHCPv6-PD X:X::X:X/M (Jeui-64)
ipv6-address [0 0 sub-prefix 0 host 0 O OO OO
PREFIX-NAME O O dhcpve pd0 OO0 OO0 prefix00 000000000
ipvé dhcp client pdO0 OO0 OO0
no ipv6 address DHCPv6-PD (]X:X::X:X/M)
:DHCPV6 packet O O O interface0 00O 0O
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0O speed

oooooood
oooooono
oo o og
0 no 0
og aad

interface node

interface node

O000oooooooooogduli/hnalhOOODOODOOO

Default Dauto-negotiation0 0 00000 ethernet Port 00000000 OO0O
0000000 SWHUB port0 00000000 Oswitched port0 00000000
ooooooooood

speed (auto]10-full]10-half]100-full]100-half]auto-limit) (]Jport <1-4>)
speed auto

no speed

Oauto-limit0 00O OO O O auto-negotiation O O 10/100M O O advertise O O O O Gigabit inter-
faceOODOOOOODO 1000M(1G)0 IinkOOOOOOUDavtoOODOCOOOODODO (auto-limit0 00O
1000M linkOOOOOOOOOO)O

Oport <1-4>0 HBOODOOOOOOOOOOOOOOO

Oauto-negotiation0 00000000 OO0OODO0O

0o0o(@)dTioo0M > 100M-Full > 100M-Half > 10M-Full > 1OM-HalfO OO 0O (O)

0000000 auto-negotiation0 000000 0ODO0O0ODOODOODOOODOODOOOODOODOOO
gooopoooooooooooooooo

oo0Dopoooooo OOopoooooog oooood
auto 100M-Full 100M-Hal ¥ X
auto 100M-Hal T 100M-Hal ¥ o
auto 10M-Full 10M-Hal f X
auto 10M-Half 10M-Hal f @

O active power save mode

goooogon

goooooo
oo O oOo
0 no 0
oo oo

Ethernet O OO Switching HBO O OO OO PHYO OO OOOOOOOOOOODODO
OO0O1port0 000000000000 O0ODODOOOODDOOOODOO
O00000default0 000000000000 OOPHYOODOOOOOOOOO
102000000000000000
gooooOoOoOoOO0OOoOOO0OO0OO0OOO0OO0OO0OOOOOODOOOOOOOOOOOOO
ooooooooogd

gio000M ODOOODOOOOOOO

OCableD O 10mO OO OO
power-save enable (]Jport <1-4>)
no power-save enable (Jport <1-4>)
no power-save enable (|port <1-4>)
port <1-4>0 HBOOOODOOOOODOOO
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O mtu

ooooooo
goooooo
oo o oo
0 no 0

O ip proxy arp
gooooog
gogooobod
gg O 0Od
u no u

interface node

MUOoOoOoooooo
mtu <bytes:68-1500>

mtu 1500

no mtull (= Set defaults)

Proxy ARPO OO OOOODO
ip proxy-arp

no ip proxy-arp

no ip proxy-arp

O ip directed-broadcast

ogoooooo
goooooo
oo O oo
0 no 0

Directed Broadcast 0 0D 00000 O0OOOOODOODOO
ip directed-broadcast

no ip directed-broadcast

no ip directed-broadcast
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O ip redirects
oooooog
OICMP redirectO type=50 00 00000C00OO0O0OODOOOOOOOOOOOOOOOOOOO
000000000RFC792
OOO0DO Send redirect0000O0O0OOICMP redirect0 00000000 OCO0OOOCOODOOOO
goooood ip redirects
googooog ip redirectsdd (OO)
OoO0ONeO OO no ip redirectstl (O 0O)
ooooooo
OO0O0 ICMPRedirect D0 OO O OOOICMP Redirect DO DO OO0 OHestD OO DODOOODODOO
Oodooo00ooooooooooooooooooog
0 Host A0 OHost B(192.168.1.100)0 0 IPv4A0 0 00 0O default gv(NXR) D OO OO OO
ONROOOODOOOODODOOOD192.168.1.0/2400 0 next hopO 192.168.1.2530 00000
O0O0ORouter ADDOODOOO
O O0O0OO0Onext hopO Router ADOOOOOHest AUODODOOOOOOOOOOOOHost AO
ICMP Redirect0 0O OO OO
O Host ADOOOOHost BOODO IPMAOOOODOOICMP Redirect0 00O OO next hopO OO
OORouter AUODOOODODO
OOOOOOICMP Redirect 000 00DOOOOO0ODOOCOOODOOOODOOODODOOODOOOOOO
000000000 d forwardingD O OO OOOOO

PC B: 192.168.1.100

A
e — .
|
|
T
192.168.1.0/24 !
|
AET AT I—hk
192.168.1.0/24 (gw) 192.168.1.253 NXR Router A
192.168.0.254 1192.168.0.253
. v |
Send Redirect# %) -~ ‘ @ IP to 192.168.1.100 !
|
_____________ L1
I 192.168.0.0/24
| @) 1P to 192.168.1.100

(3) Redirect (Next hop=192.168.0.253) I
IP to 192.168.1.100

&

PC A: 182.168.0.100
Default GW=192.168.0.254
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O ip tcp adjust-mss

ooooood

O Path MTU Discoveryd PMTUDO O OO End-to-endD 00000000000 OODOONMIUODOOO
000000000 000oo00ooo0ooo00oooooooo0oo0ooooooooooon
O0O0ooooiIpvad00000O0O00O0O ICMP fragment needed 0000000000 OOOODOO
O000000ooooooooDoooPNTUDO0O0OO0O0O0OO0OO0O0O0O0o0OooonoddPMTUD
0000000ooooooooooMmU0D000Dooo0oo000o000o0o0O00o00dOEnd-
to-end0 000000000000 ODOODOODODOODOOOOOOTCPOO  SYN/SYN-ACKODODOO
omMsSOO0DoO0OooooooooooooooooooooTcPOOO0ODODOODOOOODOO
00000000o000ooo0oooooo00ooo0ooooooooooooo

goooooon ip tcp adjust-mss (auto]<500-1460:bytes>)

oooooon no ip tcp adjust-mss

OooONeO OO no ip tcp adjust-mss

ooooood

OlpvA0 00000000 O0ODOTCPOOODOOODOOOOTCPODODDOOOOOOODOOODOOO
O00oooooooooooooooowsscoooooon

O0O0O0ooooMssO00000000Dautoc00000O0OOOMSSOOODODOOMSSOOOODO
ooooooooooooooo

O000oooOooooooMssOo00ooooooMsSsO00o0ooooooooooooooo
ooo

ouwPOICMPOOOOOODOOOOOOOOODOOODOOODOOODFOOODOOOOOODODO
O000000000o000ooo00oooooo0ooooooogooooon

(I no ip tcp adjust-mssO0 0 00O OOOTCP MSSOOODOOODOOODOOODO
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interface node

O ip mask-reply
ooooooo
OOpenvViewO OO OOOOOOOODOOOODOOOODOOOODODOO ICMP address mask request
Otype=17000000C00DOCOODOCOOODOOOODOOODODOOODOOODDOOODOOO
oooooogooooooooood™
O00O0O000DOICMP address mask request0 0000000000 OOOOODODOODO
goooooo ip mask-reply O ICMP address mask requestd O 00O 00O M
goooood no ip mask-replyd ICMP address mask requestd 0 00O 0O 0O 0O [
gooONoD OO no ip mask-reply
ooooooo
O ICMP address mask request/reply0 0000000

ISP~ __ppp0 (10.0.0.196/32)

//F ICMP address mask reply D%
//
a NXR#1 NXR#2
192.168.0.254 192.168.0.253
8 A
ICMP address mask replyh" &3 Request (to 10.0.0.196)
Request (to 192.168.0,254)
192.168.0.0/24
y Reply (mask=255.255.255.255)

Reply (mask=255.255.255.255)

S

OpenView
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O link-check
goooooo
OEthernet linkOOOOODOOODOODODefaultd 10[sec]U 0 O0O0[sec]O OO OODO link down
COooooo@UOuwbOOoOOoOOoO)OLinkOOOOOODOOOOUOOOOODOOOODOOOOO
OO
O00Oethernetd 0 vianO OO OO OO0 OO ethernetd link up/down 0 O O vlan interface O
linkOOO up/down0 00000 OOVLAN interface 0O linkOOOOOOOOOOODOO

up0 0o downO O OO

Connected route(] 0 OO (RIB/FIBO OO O) Connected route(] 0 OO (RIB/FIBO OO O)

0 O interfacel] O O interface 0 O routed 0 O O 0 O interfacel O O interfaced 0 O routed 0 O O
Interface0 00 000000O0OIPaddressD 00000

Interface0 000000000 IPaddress0 0000 (0 0O ip/ipvé access-linkdownd O O O O O O linkdown
oooooooono)

BindOOODOODOUOODOOOOOO BindDOOOOOOoOooooono

Network eventO O OO O OO Network eventO O OO O OO

Router solicitationd O O (IPv6) -

O Connected route0 000 /700 00O Oshow ip route database 0 00000 O000OODOOO
ORIBO Routing Information BaseO O 0000 0000000000000 O000OOOOOOOOO
0000000000000 UUUUUUOUUUOUoUUoUOoUOo™
OFIBO Forwarding Information BaseO O O IPO 00000 ODOO0OOOOODOOODOODOOOOO
RBOOOOOODODOOODOOOOODOOOUOOOOODOOOOOOoOrRBOOOOOOOO

ooooooo link-check (]<0-60sec>)
oo o 0OOd link-check 10
O no O  no link-check (=link-check 0)
0od oo
OhindOOODOOODOODOOOOO/00000000
Ethernet interface 0 O tunnel interfaced PPPOE0 00O OO ODOOODOlink downOD OO0 OO0
0000 interface0 downO0 0000000 O0ODOOODOTunnel interfaced PPP interface O up/
downO0OO0O0O0O keepaliveO OO ODOODOOOOOOUSERODO OO bindD O (OO interface
down O trigger O L2TP tunnel/session0 0000 00)0O00O0OO0O0OODOODOOOODOOODOOO
oooo
OSwitching HUBO O O OO O OO ethernet interfaced linkO OO O OO
000 Switching HBO O OO OO OO ethernet interface0 0 linkDOOOOOODOOOO
switching hub port 0000 link downd O 0O 00O O ethernet link downOD 0001000 switch-
ing hub portO linkO upO0 0O OO Oethernet link up00O000O000O0O0O
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interface node

O ip access-linkdown

goooooo 00000000 000Nnk downO OO O0OOO interfaced IPv4 address [
ooodooooogoooo

ooooood ip access-linkdown

a no O no ip access-linkdown

oo 00  Defaultd O OO (no ip access-linkdown)O O O

O ipv6 access-linkdown

0000000 OO000D0O0O000O00Nnk downO0OO0O0O0OQO interfaced IPv6 address O
oooooooogoooo

gooooboo ipv6 access-linkdown

O no O  no ipv6 access-linkdown

oo oo Default D O OO (no ipv6 access-linkdown)d O O

O ip arp reachable-time

0000000 UOCOOOOARPO0O0O0O0OO0OODODODOOOODOOOO
gboooooo ip arp reachable-time <30000-3600000>

opoooooo ip arp reachable-time 30000

OJO0ONoO OO  no ip arp reachable-time

O000000 showarp O00OO0O0OOOOOOOREACHBLEDO OO O OOODOOODO

OO00D0000J0.5 0 1.50x reachable-timeOD OO0 0OOOO0DOOOODO

O ip arp queue length

goooogo

OEthernet/Vlan interface0 0 0IPVAO DO OO OO0 OO OO (nexthop)d mac addressO0 00000
OO000O0OO0Omac address0 0000000 queveingD 00000 O0OOOOOODOCOOOODOOO
OQueue O OneighborOD entry0 00 0O0D0OODO

Oqueueingd 00 packetOJaddress 000000000000 OOODOODOO

OQueueD fullOODOODOODO packetO OO OO0OOquevte0 0 OO0 dropd D O0ODO

ooooood ip arp queue length <1-1000>

oo O Odo no ip arp queue length (=3[packets])

O no 0 no ip arp queue length

oo OO0 IPvAO IPv6 00000000 Ounterface0 0000000000 O0OO

IPv6 00000 Oipve nd queue lengthO OO0 OO0 OO0OO0O

O ipv6 nd prefix

goooooo IPv6 Routing Prefix AdvertisementO O OO 0O0OO
ooooood ipv6 nd prefix X:X:X:X::X/M
(I<valid-lifetime:0-4294967295> <preferred-lifetime:0-4294967295>)
od OO0 Ethernet/VLANO OO OODO
| no ] no ipv6 nd prefix X:X:X:X::X/M

(I<valid-lifetime:0-4294967295> <preferred-lifetime:0-4294967295>)
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interface node

interface node

O ipvé tcp adjust-mss

ooooooo
goooooad
oo O oOd
0 no 0

IPv6 MSSO OO OOODOOO

ipv6 tcp adjust-mss (auto]500-1460)
no ipv6 tcp adjust-mss

no ipvé tcp adjust-mss

O ipvé nd send-ra

ooooooao
ooooooao
O no O

IPv6 RA(Router Advertisement0 0O O 0000
ipv6 nd send-ra ERAODDODOO)
no ipv6 nd send-ra ERAOODO)

O ipv6 nd ra-lifetime

ooooooo
goooooo
oo O OO
0 no 0
oo oo

IPv6 RA(Router Advertisementd 00O O0OOO0O0OODOOO0O
ipv6 nd ra-lifetime <0-9000>

ipv6 nd ra-lifetime 90

no ipv6 nd ra-lifetime

ra-lifetime >= ra-interval max

O ipvé nd ra-interval

goooooo
ooooooo
oo O do
oo oo
0 no 0

IPv6 RA(Router Advertisement0 0000000000000
ipv6 nd ra-interval <min:3-6750> <max:4-9000>

ipv6 nd ra-interval 10 30

min < max x 0.75

no ipv6 nd ra-interval

O ipv6 nd rs-interval

ooooooo
goooooo
oo O OO
0 no 0

IPv6 Router Solicitation0 000000000 OOO
ipv6 nd rs-interval <interval:1-10sec>
ipv6 nd rs-interval 1

no ipv6 nd rs-interval : Set defaults

O ipv6 nd rs-count

ooooooo
goooooo
oo O OO
0 no 0

IPv6 Router Solicitation0 00000000000
ipv6 nd rs-count <count:1-2147483647>
ipv6 nd rs-count 3

no ipv6 nd rs-count : Set defaults

O ipv6 nd reachable-time

ooooooo
goooooo
oo O OO
0 no 0

00000000000000000000
ipv6 nd reachable-time <msec:0-3600000>
ipv6 nd reachable-time 30

no ipv6 nd reachable-time : Set defaults
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interface node

O ipv6 nd ns-interval

ooooooo
goooooad
oo o oOd
0 no 0

NSOOOOooooooood

ipv6 nd ns-interval <msec:1000-3600000>
ipv6 nd ns-interval 1000

no ipv6 nd ns-interval

O ipv6 nd dad attempts

ooooooo
goooooad
oo o oOd
0 no 0

IPv6 DADO D OO0 ODODOODOOOO
ipv6 nd dad attempts <0-600>
ipv6 nd dad attempts 1

no ipv6 nd dad attempts

O ipv6 nd accept-redirects

goooogo

goooooad
oo o oOd
oad o0
0 no 0

IPv6 forwardingO O OO OO OOICMPYE redirects0 0000000000
oooooo

ipv6 nd accept-redirects

no ipv6 nd accept-redirects

IPvé forwvardingD 00000000 OOOOOOOOOOOOOODO

no ipv6 nd accept-redirects

O ipv6 nd queue length

goooogo

O Ethernet/Vlan interface 00O IPv6 D0 OO OO O OO OO O ONeighbor DiscoveryD D OO OODO
O (nexthop)d mac addressO 0000000000 OOOmac address0 00 00O O queueing O O
dooooooooooooooooon

OQueue O OneighborD entry0 00 OO0 OOOO

Oqueueing0 OO packetd DaddressO 0 000000000 ODOOOOOONO

OQueueD fullOODDOODOO packetD O OO OOqueued O OO0 dropO OO OO

goooodoo
oo o oo
0 no 0
oo oo

ipv6 nd queue length <1-1000>

no ipvé nd queue length (= 3[packets])

no ipv6 nd queue length

IPvAO IPv6 OO0 0000 OOOunterface0 0 000000DOOOOOO
IPvaO0O0O0O0OOip arp queue length OO OO OODOODOO

O ip rip receive version

goooooo
goooodoo
oo o oo
oo oo
0 no 0

RIPOODODOOODODOODOOODOO

ip rip receive version (1]12) (]1]12)

ip rip receive version 2

version 1, version 2, version 1 & 2000000
no ip rip receive version
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O ip rip send version

ooooooo RPOOCOOODCOOOODOOO
goooooo ip rip send version (1]2) (]1]2)

oo o oo ip rip send version 2

oo oo version 1, version 2, version 1 & 2000000
O no 0 no ip rip transmission version

O ip rip split-horizon

ooooooo Oo0000ooooooooooooo
goooood ip rip split-horizon (]poisoned)
oo 0O OO ip rip split-horizon

O no 0 no ip rip split-horizon

O ip ospf cost

0oooooo  osPFO0DOODOOOOOOn
goooood ip ospf cost <1-65535>

O no O no ip ospf cost

O ip ospf hello-interval

gogoooog HelloDOODOOOOOODOODO
gooooog ip ospf hello-interval <1-65535>
O no 0  no ip ospf hello-interval

O ip ospf dead-interval

0000000 DeadDODODODODOODOOODO
goooood ip ospf dead-interval <1-65535>
O no O no ip ospf dead-interval

O ip ospf retransmit-interval

gogoooog Retransmit0 0 OO0 0O O0O0ODOOOO
gooooog ip ospf retransmit-interval <1-65535>
O no 0  no ip ospf retransmit-interval

O ip ospf transmit-delay

goooooo Transmit DelayO0 0O OO0 0O
ooooood ip ospf transmit-delay <1-65535>
O no O no ip ospf transmit-delay

O ip ospf authentication

goooooo oooooooooo

ooooooo ip ospf authentication (null]|message-digest)
O no 0 no ip ospf authentication
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O ip ospf authentication-key

oooooo0O QOOoOoOoooooOoOoOoOoOoOo
goooooo ip ospf authentication-key PASSWORD
O no O no ip ospf authentication-key

O ip ospf message-digest-key

goooooo wMsOooooooooood

ooooood ip ospf message-digest-key <keyid:1-255> md5 PASSWORD
a no 0 no ip ospf message-digest-key <keyid:1-255>

O ip ospf priority

gogooood gogbobooobobbooonono
gooooboo ip ospf priority <0-255>

O no 0  no ip ospf priority

O ip ospf mtu-ignore

ggoooog ppoO O MUOOODOOOOgo
goooooo ip ospf mtu-ignore

O no 0  no ip ospf mtu-ignore

O vrrp ip address

ggooooo VRRPO O OOOOOIwPOOOOWIPHODOODODOOO
goooooo vrrp ip <vrrpid:1-255> address A.B.C.D

ad no O  no vrrp ip <vrripd:1-255> (address A.B.C.D|)

O vrrp ip priority
goooooo  vRRPOOOOOODOOOODOOO
goooooo vrrp ip <vrrpid:1-255> priority <1-254>
o0 O OO  vrrp ip <vrrpid:1-255> priority 100
g no | no vrrp ip <vrrpid:1-255> priority
ooooooo
00000000 dopriority00000000O0O0OOC priority00000O00OOO

O vrrp ip preempt

oooooogd  PreemptdODOOOOODO

goooooo vrrp ip <vrrpid:1-255> preempt

o0 O OO  wvrrp ip <vrrpid:1-255> preempt

g no | no vrrp ip <vrrpid:1-255> preempt

ooooooo

OPreemptO0 00000 Cpriority000000000O0OCOOODOOCOOOODOOOOODOO
OpreemptO 00000 ODpriorityJ000000DOOCO0OO0DCOOOOOODOOOODOOOO
oddoooo0oOooooooOoooooogoooo
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O wvrrp ip preempt delay

ooooooo

OPreempt 00 DOOO00O0DOOOCO0OOCOOODOCOOODOOOODO advertise OOOOODOOO
000oodoooo0oooooooooooooooooooooooooon

Opreempt delayO0 0001 O 1000(C)OODOOCOO@OO)YOODO

Oooooogd  vrrp ip <vrrpid:1-255> preempt delay <1-1000sec>

O no O  no vrrp ip <vrrpid:1-255> preempt delay

ooooooo

OPreempt delay OO O0ODOOCOOODOCOOOOOOOODOOOOOOOOODOODOOODODOOODOO
000ooooo0d0ooooooooooooooOon

o JOOOOOOOO

- master down timerJ0O OO0 delay timer OO 0OO0OODOOD advertise OO0OO0O0OODOOO
oooooooogod

- 00000000000 advertise 000000000000 O0OODOO0ODOOOO0ODOOO
(delay timer OO OO0O0OO0OOODOOOOO)HO
-0000000D0000 advertise JO0ODOO0OD0OODOOOOdelay timerO0O 0O 0OO0O delay
timerO0 00O 0O Omaster down timer 000000000000 Odelay OO00OO0O0OODOOOOO
advertise 000000000 DO0OOOODOODOOdelay timer0 0o ooo)o

o JOOODOO

- 00000000000 advertise 00000000000 O0ODOOOODODOOOODODO

- 00000000000 advertise JO00OOOO0ODOadvertise OOOOODO@OODOOOOO
Oooooooooog)o

O vrrp ip timers

OO0O0OO0OO0O00 VRRPO advertise0 0O OOOOOOOOO
0000000  vrrp ip <vrrpid:1-255> timers advertise <1-255sec>
OO0 O OO0  vrrp ip <vrrpid:1-255> timers advertise 1

O no O  no vrrp ip <vrripd:1-255> timers advertise

O vrrp ip netevent
OOO0oOoOooO0O  VRRP trackingD OO OOODO
0000000000000 00000000oooooooogm
0O00oOooo0gd  vrrp ip <vrrpid:1-255> netevent <trackid:1-255> priority <1-254>
vrrp ip <vrrpid:1-255> netevent <trackid:2048-4095> priority <1-254>
O no 0  no vrrp ip <vrripd:1-255> netevent
ooooooo
Otrack eventO downO0 0000000000000 priority0000000000000000OO
Opriority0 00000000000 priority0 000000000000
Oevent downO OO OOpriority0 00 0000000000000 O0O0OO0OOOOOOOOOOOO
oooo

oo 00ooooOdOpriority>0000000000priority
Event downd O O go0oo0goOd0Opriority<00000O0OOOOpriority
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O ip access-group

ooooooo

Oglobal nodeDO00O0OOACLOODOOCOOOOOOOOUOOOOOODOOOOOODOOOODOOO
ooooooo

ooooogoo ip access-group (injout|forward-in|forward-out) IPV4-ACL-NAME

OO0ONoeO OO no ip access-group (injout]forward-in]forward-out)

ooooooo

0000000000 0000000D0000D000000(@D O Packet TravelingD O O)OODO
OOo400000

in(local input) NXROOOOOOOODOOOODOOOODOOOOOOO

out(local output) NXRO OO OO OODOOOOOOOOOOOOOOO

0000000000ooooNRODODDOOO0DoODDOoooooooooooog

forward-in NXROOOOOOOOOOOOOCOO forwardingOOOOODOOOOOOO

forward-out NXRO OO ODOODOODOOOODOODOO forwardingOODOODOOOOOOODO

OmacO0 0000 ACLOOoutO OO forward-out0 OO0 O0O00O0OOOOOOOO

O ipv6 access-group

0000Doo0 QOoO0ooooooiwpveOODO0OOODOO0ODOODOO
ooooood ipv6 access-group (injout]forward-in|forward-out) IPV6-ACL-NAME
Oo0 0O OO 0Ooo00o

O no O  no ipv6 access-group (in]out|forward-in]forward-out)

O ip masquerade

Ooooooo

gooooooooo0oUoooOoOoooOoOoooUooooUoooOoIwprv4d0O0OO0ODOOOoODOOO
OOmvAO0ODDOO0D00OO000D00000

ooooogoo ip masquerade 0O 0O0O0O

oooobogon no ip masqueraded O OO

OO0O0ONoOODO  no ip masquerade

Ooooooo

000000000000 (Ethernet/VLAN/PPP/Tunnel/WiNnAX)) D OO OO OOOOOODODO

OTCP/UDF/ICMPO 0 DO OO0DOOOO0DOOODOODOODOOOODOODODDOOODDOOOODDOO

OlpveO0O0OOOOWPOOOOOOODOOOOOO

Oforward out/local output 0 00000000000 OOOOOIPODOOOOOOODOOOOO

O ip (snat-group]dnat-group)

goooooo

Oglobal node0 0000 SNATOOODNATOOODODOOODODOOODDOOODDOOODStatic NATO
gooooOoooooooo

OSNATO OO O OOO0O00O0O0ooo0oooooDNATOOO0O0000ooooooooooon

ooooogoo ip (snat-group|dnat-group) NAT-NAME

OO0ONeO OO no ip (snat-group|dnat-group)

O00O0oOO0 NATODODOOOOiup snat/ip dnat)d OO0 (global node)D 0O 00O
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O ip webauth-filter

ooooooo
OwebOOODOODODODOOOOOOODODOODOODOODOODOODOOODODOODOOOOOOO
00000 Owhd0DOooOOooooOoboboooooooog
OwebODODODOODDOOOOODOODOOODOINOUTOODOOOODODOODOOOOOOOOO
O0Default0 D0 O0OODOODOODO

gooooon ip webauth-filter (forward-in]forward-out) WEBAUTH-ACL-NAME

Oo0oONeO OO no ip webauth-filter (forward-in|forward-out)

goooooo

OWebOODODODOODOOODOOOOOOip web-auth access-listO 0O 0O O Oglobal noded OO0 O
gooood

OWebDOODOOOOOOWeb Authenticate node0 00 000O0O0OO

O pppoe-client ppp

0ooooodo  PPPEO0OOODOODOOODOODOOO
goooooo pppoe-client ppp <PPP-INTERFACE-NUMBER:0-4>
gbo 0O 0o no pppoe-client ppp

oo oo 0000000OEthernet interfaced 00O

O no O  no pppoe-client ppp <0-4>

O ip spi-Ffilter

ooooooo

00000000000 00O0O00D0OOoSPIOStateful Packet InspectionD 00 000O0O0O0OOO

000000000000 0oO0ooooDoDO0ooOoDO0DOO0oO0ooDO0oDOO0oDODO0DbOO0ObOOoDODOODOD
goog

ooooooon ip spi-filter 0OO0OO

gooooon no ip spi-filterD O OO

OooONeO OO no ip spi-filter

goooooo

O000D0000000O0OestablishedO0 OO related0 0000000000 OO0OOODOOO
OEstablishedD 000 0O0OOOOOOOOOCO0ODOOO0ODOOOODODOOODOOOOOOODOOOO
ORelated 00 0000D0OO0D0O0OOOODOODODOODOODODOOOFPOODODOODOODODOO
oood

0000000000 000syn000000ODODOODOODODODOOOODOOO

OSPIOOforward inOO0O local Input0 00000000000 O0ODOOCO0ODOOOODOOOODO
gooooog
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O ipv6 spi-Ffilter

ooooooo IPv6 SPI filterOODOOODO
goooood ipv6 spi-filter

oo 0O oOoo no ipv6 spi-filter

O no 0 no ipvé spi-filter

O shutdown

oooooogo DO0O00000 (ethernet <0-3>)0 000000000000 O0DOO0O
ooooooo shutdown

oo 0O dd no shutdown

a no O no shutdown

O shutdown port (NXR-1250 0 0O NXR-15500)

0000000 OO0O0O000O0CCethernet ) ODOOO0O00O0ODOODOO0ODOOOOODOODOOO
00000C00000DoOo00oooOoOoooCOno shutdownO OO O

goooooo shutdown port <1-4>

O no 00  no shutdown port <1-4>

O ipsec policy

0ooooon 0OO0DO000oooooogoilrsecdDdDODODODOOOOOD

ooooooo ipsec policy <local policy:1-255>

Ogo0ONeO OO no ipsec policy (J<local policy:1-255>)

ooooood
J0ooooooogolirsecO 0000000020 000000000000001Pv40 IPv6eOO
OO00010000IPsecO0 0000000 ODOOODOOODOOOODOO

O ipsec policy-ignore

ooooooo

OlIPsec policy 000000000 0ODOOODOODOODOOOOIPsec policy D00 any O0OO0O
000000000000 000 1IPsec O0O0ODOOODODODOOODODOODODO

0000000 ipsec policy-ignore (]input]output)

0000000 no ipsec policy-ignored OO0

JO0O0ONoO OO no ipsec policy-ignore

ooooooo

Olnput0 0000000 Oinbound policy check DO O00O00OO0OOIPsec 0D0ODOOODOOOODO
000000 D00ooo0ooooogoooooooooog

Ooutput OO O0ODOCOOOO0ODOOCO0ODOOOOOOOOOOOOOOONPsec policy OOOO
OO0000poO0ooooooooo
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m QoS
ogoooood QSO DOoooon

o HTBO OO

ooooooo queue policy POLICYNAME bandwidth <1-1000000> (]ifg-pa-fcs)

ooooood
OHTBOOODOODOOOclass policyD OO OOOODOO class policyD OO OOOO
go0o0000Oclass policyDOOOOOO0OOclassOOOOO0OO0DOOOO0OO class policyd 00O

000o0oooolBOOODooood

ObandwidthO Oclass policyC OO0 OO0O0OOO0OOO
Oifg-pa-fes(0O0)0DOO0OD0ODOOOOOOODefaultdOdOnOd

o PQUOO

goooooo queue priority-group <PRIORITY-MAP-NUMBER:1-32>

ooooooo
OPQOOODOOOOOglobal noded O0O0O0O priority-map0 000000
00000dpriority-map0 00 0000000000000 default classOO 000000 PQO
O00000O0o0ooopriority-map0 0000000000 PQODOOOOOOO
O00classO0000O000O00OO0OOOdefault classO0 0000000000

o SFQO OO
goooooo queue fair-queue

o FIFODO OO
goooooo queue fifo (Jlimit <1-16384>)
ooooooo IlimitO FIFCOODODOO0OO0O0O0OO0DOO00ODOO0DOOO

o TBF(shaping)d O 0O
ooooooo
queue shape <RATE:1-1000000> <BUFFER:1-1000000> <LIMIT:1-1000000> (]ifg-pa-fcs)

ooooooo

[0 <RATE:1-1000000>  ShapingC OO (Kbps)O O OO OO O

[J <BUFFER:1-1000000> Bucket O O O (bytes)D OO DO O OO

O<LIMIT:1-1000000> TokenO OO OO OOOODOOOOODOOOOOOOOOOOOOODO (bytes)

ooooooo
Oifg-pa-fcs(OO)DODDOOD0O0ODOOOO0OODRefault0 0O OODO

O Nno queue

0O00Odo0dO  no queue
ooooooo 0000000 queued OO0 00O Odefault queuel pfifo fastO O OO O OO0

145



O 70 interface node

interface node

m QoS (00O)

o classify

goooooo classify (inputjoutput) route-map ROUTEMAP

goooood

Joodoooooooooooooooooolioooooooo0goOianputd outputd 0O OO
0oooooooooo

Oinput00000000DOODOOPRE-ROUTING(O O O Packet TravelingO O O)OODOOODOODO

Ooutput 00O O0OOODOODOODOOPOST-ROUTING(O O O Packet TravelingD 0 0)0DOOOOOOO

o no classify

ooooooo no classify (]input]output)

ooooooo

Jod0oooo0doooooooooooooooooon

MnoclassifyD 000000000 @nputT output) D0 0000000 OODOOOOODOOOO
input0 00 output0D OO OO OO

e ifg-pa-fcs
g0000O0O0O0O0O0O0O0O0O0O0OO0O0OO0O0O0OO0OO0OO0OO0OO0OO0OO0OOOOOOOOOOOOODOOO shapingO
OOFCSO IFGO PADDODDOOO0ODDOOD rate0 000000000 DODOOshaping rated 000
O000O0O0OODOEthernet0 000000000000 OOOOOORCSO IFGO PADOODOOOO
0000000000000 000ooD000oo000000oDoO0O0U0oDoOOoOUOEethernet/
WiMMXOODODOOOOOODOOODOOshaping rate0 000 OO IFG(inter-frame-gap0 000 OO
12000000)OFCSA00D0)dPA(preamble:80 0 0)00000DOO0O0ODODOOOODODOOOOO
O0000ooOOo0o0oooooOoOO0oOoODoO0oO0o0O0O0oOD0O0OoODOODODOOODOOODOOOOOOOOOODOOO
Default D0 DO 0ODOOODOODOOODOIFGOPAORCS DDOODODODOOOODODOO
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O (iplipv6) rebound

oooooog

JoooooooooooooooooooooooooooDooooooOooDooOnDao (fForwarding)
0000000000 00ONROODODOODO0O0D0D000000000000D0000ONXRODOTTL
goobooooopDoooooooooog

OIP rebound0 0000000000 00DOODO0O0ODOODOODOOODOODOO0ODOODOODODOODODODO
O00000D00D0O0O0 destination unreachable0 00O 00O

Obefault0 00D ODOMIOOOOODOODOOODODODOOODOODODODODOODOODOO)O

ooooood (ip]ipv6) rebound

oo 0O o0 (iplipv6) rebound

O no O no (ip]ipv6) rebound

O ip reassemble-output

ooooooo
dooooooooMTooogpPMmuiDOODOoOoOooogolIP forwardingD OOOODOODOODOO
00000000 ooo00o0ooo000ooo00mMooo0o00ooooooooooooon
OO0O0O00O0ONRROODOOO0ODOO0O0O0O0D0O00000000000000000oooogo

- fragmented packet(0 00O O00D0)OMUDOOOOODOOOODOOOOOOOOODOOONMTUDO
ooooooooooooooooon

- fragmented packet(C OO OO OO)DOMIUOOODOOODOODODOODO fragmented packet 0 O 0O 0O
ooooood

- 00000000000 MUO0000000D0D000000000D0DO0O00DOoO0OO

ooooooo ip reassemble-output

oo 0O o0 ip reassemble-output

O no O no ip reassemble-output

ooooooo
O000000o000ooo00o0m@mouoooouooooooooooooooooooooon
0000000 00ooo00Dooo0o0ooo00ooooooooooooooIwr0oooooon
O00000000o0o0o0u0ooooooooooooooooooooooooooooooon
00000000000 0oo0ooooo00Doo000Doo0oo0Dooooo0ooONROOO
O0o00oo0oooooooooOowooooooooooooooooooon

- fragmented packet(C OO OO OO)OMUOOOOOOOOODOO fragmented packetd MTUD O
oooooooooooooooo

- fragmented packet(C OO OO OO)ONMUOOOODOOODOOOODO fragmented packet O OO O
ooooood

- 00000000000 MUODDO000D0000D00OO fragmented packet0 000000000
oooooo

ODefaultO Oglobal OO OO0 interface0 00000 OO0OOGIobal OO0 interface 0 OO AND
O0000oo0o0o0o00ooooooooooooooogglP forwardingOOOOODOOOOO
ooooo

O00000000000oo000ooo0d0320000000033 000000000000000
0000000000000 D000000OOiIp reassemble-output 0000 0000000000
OO
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O session invalid-status-drop-interface
goooooo

Osession invalid-status-drop OO0 (global node 0 0)O O ODOOOOOO0DOODOOOOOODOOODOO
O0D0000defaultO0 0000 0O

goooooo session invalid-status-drop-interface enable

oo 0O oo no session invalid-status-drop-interface enable

O no O no session invalid-status-drop-interface enable

ooooooo

0000000000 O000OO00o0ooooooodnodglobal node O session invalid-status-drop O

0O0000O0b0b0o000bO00O0O0DO0bDOo0ooObOooboUObDODdDethernet 0ODODOODOO
gbooooboobgooboboooo

- global node O O session invalid-status-dropd 0 000000
nxrl25(config)#no session invalid-status-drop enable
-000000ooooOooooooooooon
nxrl25(config)#interface ethernet 0
nxri125(config-if)#session invalid-status-drop-interface enable
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O OO0 command

nxrl30#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#interface tunnel <0-255>
nxr130(config-tunnel)#

O description

ogoooooo goooooboooooooooaa
goooooo description DESCRIPTION

O no O no description (|JDESCRIPTION)

O ip address

oooooood ooooooooimwroooooooooon
goooooo ip address A.B.C.D/M (]secondary)

O no O no ip address (JA.B.C.D/M) (|]secondary)

O ipv6 address

ooooooo ooooooooimwpvedDOOOooooooDoo

ooooooo ipv6 address X:X::X:X/M (Jeui-64) : IPv6 address (e.g. 3ffe:506::1/48)
ipv6 address X:X::X:X link-local

g no d no ipvé address X:X::X:X/M (Jeui-64)
no ipvé address X:X::X:X link-local

O ipv6 address

0000000 DHCPve PDODOOOOODOO

O ipv6-address O O sub-prefixd host DO OO0 OO0 OOOOOOO

OODHCPv6-PD O OODHCPv6 PDO O O OO prefixeO OO OO OO OO ODOupv6e dhep client pd0 OO0 OO0
goooooo ipv6 address DHCPv6-PD X:X::X:X/M (Jeui-64)

g no d no ipv6 address DHCPv6-PD X:X::X:X/M

O tunnel source
gooooon gooO0O0OsourceOOOOOOOOO
ooooooo tunnel source A.B.C.D

O tunnel destination
oooooog 00000 DestinationD DO O0OO00OODOODOO
ooooooo tunnel destination A.B.C.D

O tunnel mode

ooooooo 0000D0000DooOoooiIP over IP/GRE/IPsec 1PvALT]
oooooogd  tunnel mode (ipiplgrelipsec ipv4)

oo O oo tunnel mode gre

O no O no tunnel mode (= tunnel mode gre)

oo oo Route based IPsec(0 0 00O C)DOOOOODOOipsec ipvd0 00O OO0
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O tunnel key
ooooood
oooooon
oo 0O oo
0 no 0
oo aad

interface tunnel node

interface tunnel node

O000OCGREDDOOODODDOOO IDODOOOODOGREDDODOODDDODOO
tunnel key <0-4294967295>

no tunnel key

no tunnel key

O000D0OCOOkey IDODOOODOdropd0O0OO0COCOOOkey IDODOOODOCOIOODOOOO
Oo0o0OooobodOdropOOODO

O tunnel checksum

googoooon

ooooooao
o0 0O 00
O no O

GREODOODUOOGRED D IDUODOODDUOODOUOOODOODOODOUOOODODOOOn
0000000000000 0OGREDODODOODODOO

tunnel checksum

no tunnel checksum

no tunnel checksum

O tunnel path-mtu-discovery

ooooooo
goooooo
oo O Oo
0 no 0
oo oo

O000Dooo0ooooooeNmUDODOOooooono
tunnel path-mtu-discovery
tunnel path-mtu-discovery
no tunnel path-mtu-discovery

oogoo
gogo

OIipv4000000D00CO00O0DOCOOOPMTY DiscoverydO0OOOOO0ODOOOOO
-0000IP tunneld tunnel mode ipipjgreD O O fragment0 000000 PMTUDO OO OO O IPsec
tunneld tunnel mode ipsec ipv40 00O PMTUDO OO ODOOODO CODOOOODODOO
-PMTUDOD0O0O00DO/ 000000000 O0ODOOO0OOODODFO0ODDOOOON/IOODOOOOOOO
ooooooooogo

PMTUDC O DF bit oooooo
0 fragnentO O OO OO0
00 outer IPheaderODFO OO O D1000OOO
1 fragment needed0 000000000 OOOdrop0 OO
0 fragnentO O OO OO0
a0 outer IP headerDDFO OO OOOOODOOODO

OOfragnent0 OO0 O OOOOOO
outer IPheaderDDFO OO O OO0 O OO OO

Otwnrel NMTUOOOOOOOOOOODOOOODOOOOODOPTUOOOOOOODOODOOOO
000000000000 00D000D00D0O0000D00DbO00DO0DOheader taxOO0OOonQoonoOd
OOO00CwnnelOODCOPMTUDOOCOOOOOOOOO fragnentd 0000000
OO00O0DOO0Oo0oOooOPMTUDOOOODOOOOOOOtnnelOMTUO 15000000000
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O tunnel ttl

ooooooo  TLoodooon

ooooood  tunnel ttl (<1-255>]inherit)

oo 0O OO tunnel ttl inherit

O no 0  no tunnel ttl (= tunnel ttl inherit)
00 00

OO0O00001-2550000000000PMTUD O tunnel path-mtu-discoveryD0 O OO OOO0OO
Oinherit0 0000 OO OGRE/ZIPIPO tunnel mode grelipip0 00 TTLO OO OO OO O IPsec tun-
nelO tunnel mode ipsec ipv40 00 TTLOOOODOOOODOOCOODODOODOOOO

O tunnel tos

ooooooo

0000 ToS OO tunnel IP Header OO O OO OOinherit O0OOOODOOOtunneling IPv4 header
0 ToS OO tunnel IP header OO0 OO OOOOToS OOOOOOOECN field DOODOOOODOOO

OO0O0000OIPv6 packet O tunneling OO OO0 Oinherit 00000000 OToS O0x0 OO0O

OOODOOECN field 0000000 MMOOC1.2.4.1ECN field DOOOOODOOODOOO

0O0ooood  tunnel tos (<0-252>]inherit)
OO0 O 00O  tunnel tos inherit
O no 0  no tunnel tos (= tunnel tos inherit)

O tunnel pre-fragment

OO000000  FragmentOOOOO0ODODOOOO fragnent0D 000 ESPOOOODO
0000 ESP packetOD OO OOO0O M
goooooo tunnel pre-fragment
oo o oOd no tunnel pre-fragment
O no O no tunnel pre-fragment
oo 00O  Route based IPsec(0 0000 C)ODOODOODOOO IPsec tunnel interfaced 00O

gooooobonog

O tunnel protection ipsec policy

ooooood 0000 IPsec tunnel policyO OO OQOODO
ooooooo tunnel protection ipsec policy <1-65535>
O no 0O  no tunnel protection
00 OO Route based IPsec(0 0000 CDOOODODOOODODOO
O mtu
0000000 OOoOOoOoOoOoOoOOoOOOMIUODDODOOODOOO
goooooo mtu <bytes:68-1500>
OO0 O 00O  mtu 1476 (tunnel mode gre0 0 0)

mtu 1480 (tunnel mode ipipd O 0O)

mtu 1500 (tunnel mode ipsecd 0 0)
O no O no mtull (= Set defaults)
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O ip redirects

ooooooo

OICMP redirectO type=50 00 00000CO00DOOCOO0ODOOOOOOOOOOOOOOOOOOO
000000000RFC792

OOO0ODO Send redirectDO0O00OOOOICMP redirect0 0000000000 OOOOODOCOOO

ooooooo ip redirects

0oooooo ip redirectsd 0 (O0O)

OO0O0ONOODO  no ip redirectst (0 0O)

ooooood

O ICMPRedirect U O O O interface node O ip redirects0 00000000

O ip tcp adjust-mss

ooooood

O Path MTU Discoveryd PMTUDO O O O End-to-end 0 0 0000000 O0DOODOOOOMIUODODOO
000000ood0o00oo00oo00oo00Doo0ooooooDooooooooooooon
00ooooooIvadO0ODOD0OODO0O0 ICMP fragment needed 0 00000000 O0OOOOOO
000000000 00ooooDoooPNTUDO0OD0OOO0OO0OOOOOOOOOOODOOOddPMTUD
00000dooooooooooMuoo0d0oooooo0o0o0o000o0oo00oo0o0odoend-
to-end0 00000000000 DOO0ODODOOOOODOOOOOTCPOO  SYN/SYN-ACKO OO O
omMsSOOOOoOOoOoooooooooooooooooogoTcPO0Od0DOOOOOoOOOOOOOg
0000000000 0o00oDoo0oo0o0oo0oooooooooooOoo

goooooon ip tcp adjust-mss (auto]<500-1460:bytes>)

JO00O0Oo0dO0  no ip tcp adjust-mss

OoooONO OO0 no ip tcp adjust-mss

ooooood

OiIpvi0000O0O00O0O0O0OOTCPOOODOOODOOOOOTCPODODODOOODOOOOOOOOOO
000000oooooooooooooodMsscoooooon

oooooooowsMssODdooood0Dantc0 00000 OOOMSSOOOODOOMSSOOOOO
ooooooooooooooo

OooDodooooooooonssoooooonoooowMssooooooonoonooonoononooon
ooog

guwPOICMPOOOOOOOOOOOOOO0ODOOO0ODOOODOOOODFOOODOOODOOOO
000000000000 00oo000DooOo00ooo0oooooooon

(M no ip tep adjust-mssO0 0000 OOOTCP MSSOOODOOODOOODOOODO

O ipvé tcp adjust-mss

ooooooo IPv6 MSSOODOOOOOO

ooooooo ipv6 tcp adjust-mss (auto]<bytes:500-1440>)
oo o oo no ipvé tcp adjust-mss

O no O no ipvé tcp adjust-mss
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O ip mask-reply
ooooooo
OOpenviewDO OOODOOOODOOOOOOOOOOOOOODOOOO ICMP address mask request
Otype=17000000000O0OCO0O0OOOODOOOODOOOOOOODOOODOOOODOODOO
oooooogooooooooood™
O00O0000OICMP address mask request 0 0 000000 OO0OO0OOOOOODOOO
gooooon ip mask-reply O ICMP address mask requestd O 00O 00O M
ooooooon no ip mask-replyd ICMP address mask requestd0 0 OO0 OO
gooONoeO OO no ip mask-reply
ooooooo
O ICMP address mask request/reply 0 O O O interface node O ip mask-reply0 00000000

O ip fragment-reassembly
ooooooo
OPre-fragnentO O 0O packetD OO ODOOOOONXROODO O reassemble 0 0 O O reassemble 0 O O
forwardingO D OO OOOO0OOO0DOOOOOOdefaultd Oreassembled 000
ORoute based IPsec(C 0000 C)DODODOODOODOIPsec tunnel interface0 00 000ODOOO0O
ooo
ooooood ip fragment-reassembly
oo o oo ip fragment-reassembly
O no O no ip fragment-reassembly
od od
Oglobal noded O no ip reassemble-outputD O O O O O ipsec tunnel interface O Ono ip frag-
ment-reassembly0 D 00O OO0 OOOno ip fragment-reassemblyD OO OO0 0 OO0
0000 no ip fragment-reassemblyd OO OO0 O tunnle interface0 00 0000ODOOO0O
reassemble 00000000 0OOconntrack 00000000000 O0ODOODOOOOODOconntrack
OO00O0OOOOONATOO /SPIl/session0 00000000000 DOCOO0ODOOOOOOOOOO
000 packet coloringO0 OO OO0 OOOCOODOO
[ no ip reassemble-outputD OO O OOOODOOODOO tunnel interface 0 Ono ip fragment-
reassemblyd O O ip fragment-reassemblyC 000000000 OCOOOO
(no ip fragment-reassembly 000000000 OOOWarningODOOOODOD
Oip fragment-reassembly 000000000000 OODOOOOODOODO ip reassemble-output™
odoooooooooooo

O ip rip receive version

ooooooo  RpPOODCOOODOOOODOOO
goooooo ip rip receive version (1]12) (]112)
ooooooo ooooooo

g no g no ip rip receive version
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O ip rip send version

ooooooo RpPOODOCOOODOOOODCOO
ooooooo ip rip send version (1]12) (]1]2)
coooooo gooooooo

O no O no ip rip send version

O ip rip split-horizon

gooooofo QOoOooOooooooobooooooo
ooooooo ip rip split-horizon (]poisoned)
oo o oOd ip rip split-horizon

O no O no ip rip split-horizon

O ip access-group

ooooooo
Oglobal nodeDC 0000 ACLOODOOO0ODDOO0ODOOOODDODOOOODDOODOOOODDO
ooooooo

ooooogon ip access-group (injout]forward-in]forward-out) IPV4-ACL-NAME

OO0OO0NoO OO  no ip access-group (injout]forward-in]|forward-out)

ooooooo
ooo0ooOoO00ooOoOoooOoOoOoO0o0bOO0oO0DooOoO@OO Packet TravelingO O O)O OO
0Oo400000
in(local input) NXROOODOOOODOOOOOOOOOOOOOOO

out(local output) NXRO O O OO OOOOOOOOOOOOOOOOO

goboooooooopbDoOooNMROOOOOOOoOobOOOooboboooDbbooo
forward-in NXROOOOOOOOOOOOOOO forwardingdOOOOOOOOOOOO
forward-out NXRO OO OOODOOOOOOOOO forwardingDOOODOOODOOOOOO

OmacO0 0000 ACLOOoutd OO forward-out 0 OO0 OO0OOOO0ODOOOODO

O ipv6 access-group

ooooooo ooooooooowsoooooooooooooo
goooooo ipv6 access-group (injout|forward-in|forward-out) IP64-ACL-NAME
O no O no ipvé access-group (in]out]forward-in]forward-out)

O ip masquerade
00o0do0dn0 DOO00OO0000oO0oO0oooDOoDO0bDOooooooooogoiIkv4a00ooon
goooOooooomiv40D00D00D0O00O00ODOODOo0DOd

googoogn ip masquerade O OO0O

ooooooon no ip masqueradel] 0 O O

OoOONeO OO no ip masquerade

ooooooo

000000000000 (Ethernet/VLAN/PPP/Tunnel/WiNAX)) D O OO OO O0OOOOOOO

OTCP/UDP/ICMPO 0D ODODOOOODOODOODODOOOOODOODOODOOOODODODO

dipveO0O00O000OIWPODOOOOOODOODOODOO

Oforward out/local output 0 OO 0O O0O0C0OODOOOOOOOIIPOOODOOODOOODOOODO
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O ip (snat-group|dnat-group)

ooooooo

Oglobal node0O0OOOSNATOOODNATOOODOOOODOOOODODOOODOOOOOStatic NATO
Oo00ooopooooogo

OSNATOOOOOOUO0ODOO0ODOOCOODOoDNTOOOOOODOOOOOOOOOoooOn

oooobogon ip (snat-group|dnat-group) NAT-NAME

OO0O0ONeO OO  no ip (snat-group|dnat-group)

ooooooo NATOODOODOODOOip snat/ip dnat)d O O O (global node)D 0D OO O

O ip webauth-Filter

ooooooo
OwebOOOODODDOOODOOOODDOODOOODOO0ODDOOODDODDOO0ODOOOODDOODO
CO0O00OO0OOwebhOOOOOOOODOOOUOOOOODOOOO
OwebODOOOOODOOOODODOODODOOODOOINOUTODODOOODODOODDODOODODOOOO
OObefaultDOODOOCOOOOO

oooobogon ip webauth-filter (forward-in]forward-out) WEBAUTH-ACL-NAME

OO0O0NeOODO  no ip webauth-filter (forward-in|forward-out)

ooooooo

OwebOODODOOOOOODOODOOIup web-auth access-listd 0 00O Oglobal noded 0000
ooooog

OWebOOODOOOODOWeb Authenticate node0 0 O0OOOOODO0O

O ip spi-filter

ooooooo

000000000 0O0DOOO0ODOOSPIO stateful Packet Inspectiond D000 O0O0O0OOO

jooodooo0oo0o0oo0ooooOdooooo00oDoOOoUoDoO0UooDoDOoooDoOoOooDoDO
oooo

ooooogon ip spi-filter 0OO0O0O

oooogoono  no ip spi-filterD OO O

goOONeO OO no ip spi-filter

ooooooo

000000000 0O0ODOestablishedD OO related0 0000000000 OCOO0DOOOOO
OEstablishedOD O O0O0O00OO0OO0O0OCOOOOOODOOOODOOUOODOOODOOODODOOOOOO
ORelated 000000000000 DODOO0ODOOOODOOODOOOFPOO0ODODOOODDOODDO
oooo

00000oo00ooDO000syn000000OoOoO0ooOOoO0ooOoOoooDoDooo

gsPiOOforward inO0O0O local input0 00000000000 OOOOOOCOOODOOOODOO
ooooog

O ipv6e spi-filter

goooooo IPv6é SPI filter OO OO OO0
ooooooo ipv6 spi-filter

oo o 0oOd no ipv6 spi-filter

O no O no ipv6 spi-filter
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O netevent
ooooooo
00000000 0DOO0b0O0O0O0DO tunnel O connect(C O O disconnect)D 00 OO ODOOODO
goooood netevent <trackid:1-255> (connect|disconnect)
netevent <trackid:2048-4095> (connect]disconnect)
g no g no netevent

O ipv6 nd accept-redirects

goooooo IPv6 forwardingO O OO OO OOICMPYG redirects0 00000 O0O00OODO
cooooo

gooooog ipv6 nd accept-redirects

OO O OO0 no ipve nd accept-redirects

ood ood IPv6 forwardingD OO0 000000000000 DODOOOODODOOO

O no 0O no ipv6 nd accept-redirects

O ipsec policy

ooooood O00000000ogOooodIpsecO 00000 OOOOOOOO

ooooooo ipsec policy <local policy:1-255>

gooONeO OO no ipsec policy (J<local policy:1-255>)

ooooooo
O00o0o0ooooOdOIpsec0 00000000200 00000000000001IPV4O IPv6ODO
000010000 IPsecO0 0000000 DOOODOOODOOOODOO

O ipsec policy-ignore

goooooo

OlbPsec policy 00000000 DODODODOOODOOOOOODOOINPsec policy OO0 any ODODOO
000000000oooodoiIpsec DO0DOODOOOOODODODODOOOOODOODOO

Oo000ooogd ipsec policy-ignore (Jinputjoutput)

O0OO0O0O0OO00 no ipsec policy-ignored OO 0O

OO0ONoODOO no ipsec policy-ignore

goooooo

OlnputO00O00O0OO0ODOinbound policy check O OOOOOOOOIPsec DOODOOODOOODOO
000000 DooooDoooooooooooooooon

OOutput 0DODOOOODODODODOOODOODODODODODOODOOODOOINPsec policy 000D
dooooooooooooood
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m QoS
gooooon QeSO nOooon

o HTBOOO

goooood  queue policy POLICYNAME bandwidth <1-1000000>

ooooooo
OHTBOOODOOOOOclass policyDOOOODOODOO class policyD OO OOOO
Jo00d00class policyO0OD0O0O0O0OOclassO0 0000000 OO0OONO class policyd OO
00000000 HBOODOOOODO
ObandwidthO Oclass policyO 00000000000

o PQUODOO

goooooo queue priority-group <PRIORITY-MAP-NUMBER:1-32>

oooooog
grPQUDOODOOOOOglobal nodeOd 0000 priority-mpO0 000000
00000dpriority-map0 0000000000000 O0O default classOO00O00O0O PQO
00000000000 priority-map0 0000000ODODOOPOODOODOOOO
OO0OOclassOO0000O0OCOOODOCOOdefault classO0O0O0O00O00O0O0OO

o SFQO OO
ooooooo queue fair-queue

o FIFOOOO
0ooooogd  queue fifo (Jlimit <1-16384>)
oo0ooooo limitO FIFOOOOOODOOOOODODOOOODODOOO

o TBF(shaping)d OO
goooood
queue shape <RATE:1-1000000> <BUFFER:1-1000000> <LIMIT:1-1000000>

goooood

[0 <RATE:1-1000000>  ShapingO O O (Kbps)D OO O O OO

[J <BUFFER:1-1000000> Bucketd O O O (bytes)D DO DO O OO

O<LIMIT:1-1000000> TokenO OO OOODOOOOODOOOOOOODOOOCOOODOOOD (bytes)

oooooog

o no queue

goooooo no queue
goooooo 0000000 queueD 0000 O default queuel pfifo_fastO O OO0 0000
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m QoS (O0O)

o classify

goooooo classify (input]output) route-map ROUTEMAP

ooooooo

000000000000 00000000001000000000000 input0 outputd O 0OOO
ooooooooooo

Oinput0 0000000000 OOPRE-ROUTING(O O O Packet TravelingOD OO0 )00 000000

Ooutput 00O OO0 ODOODOOODOPOST-ROUTING(O O O Packet TravelingOD O O0)D OO0 ODOOOO

o no classify

goooooo no classify (]input]joutput)

ooooooo

O0000ooDoooooooooooooooooooon

(Mno classifyD 000000000 Gnputd output) D000 O0O0OD0OODOOOOODOODOOOO
inputd0 00 outputO O OO OOO
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O (ip]ipv6) rebound

ooooooo

0000000000000 000000D0O0000oOo000DooOO00000O0On0no (fForwarding)
OO0000000000ONROODOO0OO0OD0O0000000000000000000NXROODOTTL
gooooOO0OOoOUOoOOoOoOOOoOooOooon

OIP rebound0 0000000000000 0O0O0O0OO0ODOO0OOODO0OOOODOODOOOOODOOO0O
000000000 0DO0O0 destination unreachable0 000000

ObefaultO 00O O0O@OOODOODOOOODOODOOODOODODOOOOODOOOODOO)O

ooooood (iplipv6) rebound

oo O oo (ip|ipv6) rebound

O no 0  no (ip]ipv6) rebound

O ip reassemble-output
ooooooo
goooooooodMiUooogenUOCOOoooooooolrp forwardingd OO OOOOOOOO
o0d0oDoo0@ooodooooo0ooooo00moo0oooooooooooDoooo
OO0O0oOoOoOoNRROODOOOOOOOO0ODOOOO0ODOOUOODOOODOOOOODOODOOO
- fragmented packet(0 OO0 O0D0O0O)OMUODOO0ODOOOO0OOODOODOOOOODOONMTUO
ooooopoooooooooooo
- fragmented packet(CODOOOOO)OMIUODOOOOOODOOOD fragmented packetO O OO
coooooo
-000000Dooo0oMU00DO000ooooD00oooo0oooODO0ooooDoo
goooood ip reassemble-output
oo O OO ip reassemble-output
O no 0 no ip reassemble-output
ooooooo
gooo0opoodoOoooU0U0obDOo™CooooO0ooooUUbOOooOUoDooUOoDooOoooDo
00000000ooo00ooo00oo0o0DooooooooOooDoooO IPOODODOOOOD
gooooo0ooooOoOoOooOoOUooOooUOOoOoooUOUoOoOoOOoUoODoogOoDbDooOooDo
0000000000000 00ooD0ooO000oDo0000ooO000DoOOoONXROODO
oooooooooooOoooocOoOwooOoOoOOobOOoOoUOboOogOoDooooo
- fragmented packet(CO O OOOO)ONMUDOODOOODOOODOOD fragmented packet D MTUO O
oooooooooooooogo
- fragmented packet(QUO OO OOO)ONMUOOOOODOOODOODO fragmented packetd O OO
coooooo
- 00000000000 MIUODDO000D0DO00DO0 fragmented packet0 000000000
cooooo
ODefaultO Oglobal DO OO0 interface0 000000 ODOOGIobal 0 OO interfaced OO AND
od00oOoO0oDoOoCOUOOoDooOoOoooOooboooooogOgrr forwardingO OOOOOODOOO
ooooo
good0oooO0U0OoOooOdUoboOooO0U032000o0o0dOooosx’sdgoooooooogooooo
0000000000000000000Oip reassemble-output 00000000 O00O0OOO
od
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O session invalid-status-drop-interface
ooooood
Osession invalid-status-dropd O (global node0 O0)0 OO0 O0O0OO0OOOOOOOOOOODOODOO
000000default0O 00O O0O
goooooo session invalid-status-drop-interface enable
oo O oo no session invalid-status-drop-interface enable
0 no 0 no session invalid-status-drop-interface enable
ooooood
0000000000 ooooooooboooDodaoOglobal node O session invalid-status-drop O
000000000000 00000o0o0000oo0o0oo0o0o0ddtwnnel 0OOO0OO0OOOO
oo0oooooooooooon
- global node O O session invalid-status-drop0 0000000
nxrl25(config)#no session invalid-status-drop enable
- 000000000 0oDooooooooooan
nxrl25(config)#interface tunnel 0
nxri125(config-tunnel)#session invalid-status-drop-interface enable
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g9on

O OO command

interface ppp node

interface ppp node

nxrl30#configure terminal

Enter configuration commands, one per line.

End with CNTL/Z.

nxr130(config)#interface ppp <0-4>
nxr130(config-ppp)#

O description

O0o0ooono
ooooooo
O no O

O ip address
gogoooog
goooooo
u no U

O ip address
gooooog
gogooobod
g no d

O ipv6 address

gboooooo
gooooogo
gboooobgo

O no O

O ipv6 address

gboooobgo
gooooogo
gboooooo

interface0 0 00000O0O0O
description DESCRIPTION
no description (|DESCRIPTION)

oooooooomwooooooooooo
ip address A.B.C.D/M (]secondary)
no ip address (JA.B.C.D/M) (|]secondary)

PPPOOD IPODOOOOOOOOOOOOOO
ip address negotiated
no ip address negotiated

IPv600000000O0OO0O

ipv6 address X:X::X:X/M (Jeui-64) : IPv6 address (e.g. 3ffe:506::1/48)
eui-64 000 0O Oipve-address O prefixO O OO OO OO0
goOoOO0dOOinterface-id0 D0 0O0OO0O0ODO0O

LLAD interface-id00000000DOODOOO

no ipvé address X:X::X:X/M (Jeui-64)

DHCPv6 PDO OO OO ODOO

ipv6 address DHCPVGPD X:X::X:X/M (Jeui-64) > DHCPv6-PD prefix name

O ipv6-address O O sub-prefixd host DO OO OO OODO
OPREFIX-NAVEO O dhcpve pdO0 0000 prefixCOODOOODOODOOOipve dhep client pdO0 00O

oooono
O no O

O mtu

ooooodoo
goooooo
oo o oo
0 no u

no ipvé address DHCPV6PD X:X::X:X/M

MUOOoOOoDooooo
mtu <bytes:68-1500>

mtu 1454

no mtull (= Set defaults)
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interface ppp node

O ppp Icp mru

oooOoOoO0o0 MuODODOODOO

gooooogo ppp Icp mru <bytes:128-1500>

oo O oo ppp Icp mru 1454

O no O  no ppp lcp mrud (= Set defaults)

ooooooo IPV6OODO0ODO0O0OOOMRUO 12800 00000000000

O ipv6 dhcp client pd

0000000 DHCPve PDOOOCOOODOO

goooooo ipvé dhcp client pd DHCPv6-PREFIXNAME

oo O oo no ipvé dhcp client pd

0000000 DHCPv6 PDOO O OO interface0 00 000O0OO0O
O no O no ipvé dhcp client pd

O ip redirects

ooooooo

OICMP redirectOd type=50 0 0000000000000 0OOODOOOODOODOODOODOOOOOO
00000000 0RFC792

00000 Send redirect00000O0O0OICMP redirect 000000000000 DOODOODOOO

ooooooon ip redirects

gooooog ip redirectsdd (OO)

Oo0ONeO OO no ip redirectsl (O O)

ooooood

O ICMPRedirect 0 O O O interface node O ip redirects 000000000
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O ip tcp adjust-mss

goooood

O Path MTU DiscoveryO PMTUDO O OO End-to-end0 00000 O0D0OOO0DOOOOONMIUODODOOO
goooooooboooooooooobbooooob oo oo oooogao
goo0oooooipvadOOODOOODOOO ICMP fragment needed 0 000000 OOODOOONO
goodooooooooooooogoo D000 oooobboooo
PMTUDO D OO0 O0O0OO0OOOOOOoOOONTIUOD OO0 Oooooooooooooooooooa
O0End-to-end0 0000000000 OOODOODOODOOODOOODOOTCPODO SYN/SYN-ACK
goooowsstOodooooooooooooooooooooooogTetPOO0oooooooa
oo oo buoooooo

goooooo ip tcp adjust-mss (auto]<500-1460:bytes>)

goooood no ip tcp adjust-mss

goONeO OO no ip tcp adjust-mss

goooood

dipvaO OO0 O0O0OoOooooogTitPOOdOO00DDOOooOooooTcPO OO0 ooooooooa
Jodoooooooooobboooggwawssoooooooo
doooooooMsStOoooooonobDavto0 00O OoooOooMSSOoooooMsSSoonon
gooooooboooooooga
dooooooooooooMssooboooooooossoonooooooooooooooooa
ooo

gubpOICMPO OO0 O0OO0OO0OOOOOOOOOOOOOOOOOOOOODFOODOOOOOOOOO
ooobooooooooooooooooobbooooooobobobouoao

(M no ip tcp adjust-mssO 0 OO DO OOOTCP MSSOOODOOODOOODOOODO

O ipv6 tcp adjust-mss

ggooooo IPvé MSSO O OO OOOOO

ooooooo ipv6 tcp adjust-mss (auto]<bytes:500-1440>)
oo o oo no ipvé tcp adjust-mss

0 no | no ipvé tcp adjust-mss
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O ip mask-reply
ooooood
OOpenviewDO OOODODOOODDOODODOOODODOOODOOOOOOO ICMP address mask request
Otype=1l7000000CO00DOOCO0ODOOCO0ODOO0ODOO0ODOOODOOODOOODODODOO
000oooooooooooood
O00000ODOICMP address mask request 000000000000 OOOOODOOO
gooooon ip mask-reply O ICMP address mask request0 0 00O 00O I
0000000  no ip mask-replyld ICMP address mask request0 00000 0O
gooONoeO OO no ip mask-reply
ooooood
O ICMP address mask request/reply O O O O interface node O ip mask-reply0 00000000

O ip send-source

ooooooo

OPPP interface0 000 0ODO OO ip address source ipO 00O packetd O 00O OOmaind rout-
ing table0 00000 interface0 000000 ip0 000000 ppp interface0 0000000
0000000000000 0OPPPO IP addressO sourced 00 packetO OO O NXROOODOOOO
packet 0 O IPsec policyO matchO OO OO0 OO0

OLocal DO DOODOOODOODOODOOPPP send-source0 0 0O00OONRODODOOpacketD OO0
OO0O0IP nat-loophback D000 0D0OCOO0ODOOODOOOOODOOOOODOO

googooog ip send-source (]local)

OO O OO0 no ip send-source

O no O no ip send-source

OO0O0O0o0o0Od pDefwltDOODOOOOODOIPMOODOOOOODOOO
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O ip nat-loopback

ooooood

gi100 global IPOOOCOOODOO Web/Mail server0 00000 OOODNATOOOODOOO server
0000000000 000000000000NAT routerd0 000000 global 1PO OO O access
OO0OODNATOODOODODODOODOOGglobal IPOOO access0 000000 O0DO0ODOOODOODOIup
nat-loopback D OO0 OO OOO0O

goooooooodgoOglobal IPOOOO0O interfaced O global IPO O OO accessO 0000
OOONXRODOODOOODOOOO main routing tableD OO0 O0OOODOOOmain routingd O O route
000000D00oDoooOgnglobal IPOODOODOOOO ppp interface0 0000000 DO0O
OOIsPO00000OD00O0 packetODNATO O OO OONATO O OO OO OO global 1PO 0O OO access
0o0oo0oo0pDooOoooooooon

ooooood ip nat-loopback

oo O oo no ip nat-loopback

O no O no ip nat-loopback

ooooood

000000defaultOOOOOOPPP interface0 000000000 OOOOOO

Oip nat-loophack OO OO OO0 interface0 0 SPIOD OO OOOOOSPIOOOOOOOOOOO
FILTEROODODOOOODOODOO packetO OO OO0OOOOO

0000000 PPP interfaced 0 NAT(O OO O Masquerade) D 000D O00OD0OODO0OODOODODOOPC
0000 serverOd0 accessUOISPOOOODOODOODODOO packetDOLANO DO O accessO OO O
000 conntrackO matchO D OOOOOODNATODOOODOODOO server00 accessO0O0O0O0OOO0

Global IP(PPP)

Internet (ISP)

e i Nat-loopback A THEF
e ip nat—loopback & B

ONXRO O Global IP(PPP):800 000 accessI O OO0 192.168.1.10 DNATO O OO OOOOODO

od
gpcO O Global IP(PPP):800 accessO OO O
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o ip nat-loopbackD 000 OOOOOOOOOOOOOOOOOO
ip nat-loophack OO O OPPPOOODOOODOODOOODOODO policy based routingO OO O0OODO
oo0ooOoOoOoO0oooOoOoUoDoOoUooDoobooooDbooag
O PPPOODOOOODOCppp(MOCO0OOODONDO04000000000Mm=nx4000000
O 00@Uio@oddOppp(mb IiPO0DCO0O0OOCOOODOOCOOOPppp(MOOOOOOOO
000oooodooooooooooooooooooo
(1) rule number m
OO0 IPODO0OO0Oppp(MO IPOO0OODCODOppp(MUOOCOO0OODOOODODOOOODO
(2) rule number m+1
OO0O0/0001WPPO0000CO0COppp(mO IPOO0ODODOOOODDOOODO
(3) rule number m+2
NXROOODOODOOOOODDOOOOOOppp(mO IPOOOOODODOOOOODOOODOOD
(4) rule number m+3
ppp(MO00D0O000ODODOOOOODDOOO

o 1ip nat-loopback 0 00 addressO0 000000
ip nat-loophack 0000000000 DOOO0OODOOOOODOOOODO

192.168.1.0/24 10.10.0.0/24

.254 10.10.0.100/32

10.10.0.1/32  .254 | I

PC-A: 10.10.0.1

| nter‘net ( ISP)

IPsec tunnel

PC-C: 192.168.1.1 e

PC-B: 10.10.0.100
OPC-CO PC-A OO PC-CO PC-BODOOODOODODOO

OPC-AC PC-BOOODOODOOODO

OO PCO NXR1/NXR2 O WAN IP(NXR1:10.10.0.100/NXR2:10.10.0.1)0 00000000000 O0O0O
gbooobooOwlNowaAND OobOoobooboobobooboobon
OOoO0oooOodiIpsecOODOO0D0OOO0OODOONXRLI/NXR20 1p send-source J O OO OIKE(O DO
ESPHYOOOOOOOPPODOCOOOODOOOODO

OOONXRI/NXR2OWANO IPOOODOODOOOOODOOOOODOODOOCOOIPODOOODOOO
gboooboobgooboboooobo
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O keepalive Icp-echo

ooooooo
goooooo
oo 0O oo
0 no 0

LCP echo request0 0000 0OODO

keepalive Icp-echo (]<interval:30-600> <failure-count:1-10>)
keepalive Icp-echo 30 3

no keepalive lcp-echo

O keepalive icmp-echo

ooooooad
ooooooad
od 0O Odd
ooooood
a no a

ICMP echo request0 000 ODOO0O

keepalive icmp-echo (]<interval:30-600> <retry:0-10> A.B.C.D)
no keepalive icmp-echo

keepalive icmp-echo (0 O keepalive icmp-echo 30 20 0O

no keepalive icmp-echo

O ip rip receive version

ogoooooo
ooooooo
oo O oo
ooooooo
0 no 0

RIPOOOODOOOOODOOOOOO

ip rip receive version (1]12) (11]12)

ip rip receive version 2

000000001 p rip receive version 1 20
no ip rip receive version

O ip rip send version

ooooood
ooooood
od 0O Odd
ooooooad
a no a

RIPOOOODODOOOODOOOOO

ip rip send version (1]2) (]1]2)

ip rip send version 2

00000000 ip rip send version 1 200
no ip rip send version

O ip rip split-horizon

ooooood
ooooooad
od 0O Od
a no a

ooooooooooooooooo
ip rip split-horizon (]Jpoisoned)
ip rip split-horizon

no ip rip split-horizon
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O ip access-group

ooooooo

Oglobal nodeC 0000 ACLOODOOOODOOUOUODOOOODOODOOOODOOUODOOODDOO
ooooooo

ooooooo ip access-group (injout]forward-in|forward-out) IPV4-ACL-NAME

Oo0oONeO OO no ip access-group (injout]forward-in]forward-out)

ooooood

0000000000 00000000000000oO0oO@OO Packet TravelingD OO )O OO
oo400000

in(local input) NXROOODOOOOODOOOOODOOOOOOOOOOO

out(local output) NXRO O O OO OOOOOOOOOOOOOOOOO

0000000000000 O0ONROODDODO0ODODDODO0ODODDO0OO0O000oO

forward-in NXROOOOOOOOOOOOOCOO forwardingOOOOOOOOOOOO

forward-out NXRO O OO OODODOOOODOODOO forwardingDODODOODODOOOOODO

OmacO0 0000 ACLOOoutd OO forward-outD OO OOOCOOODOOOODO

O ipv6 access-group

0000000 QOOO0DOooOgOoiwpveOOOoOoDoDOoOOoDOODOOOOO
goooood ipv6 access-group (injout|forward-in|forward-out) IPV4-ACL-NAME
oo O oOo no ipvé access-group (injout]forward-in]forward-out)

O no 0  no ipv6 access-group (in]out|forward-in]forward-out)

O ip masquerade

ooooooo

gooooooOooooOoooOoOooooOoOooUooOoUooogIPv40O0OOoODOOOODOOO
OOv4a0000000000000000

ooooooo ip masquerade 0O0O0O0O

gooooon no ip masqueraded O 0O O

OO0O0ONoOODO  no ip masquerade

ooooooo

O0O0O0O0O00DOO00O (Ethernet/VLAN/PPP/Tunnel/WiNAX)) O O OO O OOOOOODODO

gTcp/UDP/ICMPO 0D D0O00DDOO0O0OODOOOODODOOODOOOODOODODOOODOOO

gipve0O0O0O0OO0IIPOOOOOOOOODOOOO

Oforward out/local output 0 000000000000 O0OOOIPODODO0ODOOOODODOODO

O ip (snat-group]dnat-group)

goooooo

Oglobal node0 0000 SNATOOODNATOOODODOODDOOODODOODDOODOStatic NATO
gooooOoooooooo

OSNATOO OO OO0O000O0ooooooooDNATO 000000 ooooooooooon

ooooooo ip (snat-group|dnat-group) NAT-NAME

OooONeO OO no ip (snat-group]dnat-group)

00ooooo NATODODOODOOiup snat/ip dnat)d OO0 (global node)D 0000 O
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O ip webauth-Filter

goooooodg
OwebOOOOOOOOOOOODOOOODOOODOOOOOUODOOOOOOODOOOODOOOO
O0O0O0OOwehOOOODOOOODOOOODOOODOOO
OwebOOOODOOOOOOOOODOOODOONN OUTOOOOOOOOODOOODODOOODO
O0ObefanltO OO OOODOOOO

goooood ip webauth-filter (forward-in]forward-out) WEBAUTH-ACL-NAME

goONoD OO no ip webauth-filter (forward-in]forward-out)

ooooooo

OwebOOOOOOOOODOODOODOIdp web-auth access-listd OO0 Oglobal nodeD OO OO
oooooo

OWebOOODOODOODOWeb Authenticate node0 D OO OOOO0OO

O ip spi-filter

ooooooo

0000000000 O00O0O0O00OOSPIO Sstateful Packet InspectionD 00000000000
000000000000 0oooooDOoDOOooOoD0oDOO0oO0ooDO0oDODO0oDODO0DbOO0ObOOoODOODOOn
gooo

goooood ip spi-filter 0OO0OO

goooooo no ip spi-filterD OO O

Oo0ONeO OO no ip spi-filter

opoooooo
O000D0000000OOestablishedD OO related0 0000000000 0ODOODOODOOO
OEstablished0 0 OO0 O0O0OOOOOOOOOCOODOOO0ODOOODODOOOOOOOOOODOOOO
ORelated 0000000 O0DOODOOOOODOODODOODOODODOFPOODOODODOODOODODO
goog

000000000000 0syn0 000000 0ODODOODOODODODOODOOO
OSPIOOforward inOO0O local input0 00000000000 O0ODOOCO0ODOOOODOOOOO
gooood

O ipv6 spi-Ffilter

goooood IPv6 SPI filterO O OO ODOO
goooooo ipve spi-filter

oo 0o ogo no ipv6 spi-filter

0 no O no ipvé spi-filter

O ppp authentication

oooooodg PPOOOOOOOOCOOOOOCOO

goooooo ppp authentication (chap|pap]auto)

OO0 0O OO0  ppp authentication auto

0 no 0 no ppp authentication (= ppp authentication auto)
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O ppp username
oooooao
goooooo
0 no a
oo o d

PPPO OO User IDOOOODOODOOODOOOO

ppp username USERID password (|hidden) PASSWORD

no ppp username
Oo0ooooo1-9%500000000000D000d
0oo0o0oooooooooodisge=*+_.:;04000~0"<>%000

O ppp auto-connect

ooooooo
ooooooo
oo 0O oo
0 no a

PPPOOOOCOODOOODOODOO

ppp auto-connect <seconds:10-600>
ppp auto-connect 60

no ppp auto-connect

O ppp ipcp enable

oooooao
ooooooo
oo o oo
0 no a

O ppp ipcp dns
goooobod
goooooad

o0 0O 00
O no O

IPCPOOODOOOOO
ppp ipcp enable

ppp ipcp enable

no ppp ipcp enable

NSO OOooooooooo

ppp ipcp dns accept > Accept any non zero DNS address
ppp ipcp dns reject : Reject negotiations with the peer
ppp ipcp dns <primary:A.B.C.D> (]<secondary:A.B.C.D>) - gooooao

ppp ipcp dns accept
no ppp ipcp dns

O ppp ipcp ip request

ooooooo
ooooooo
oo 0O oo
0 no a
goooooo

IPCPO IPODOODOOODOODODOODO

ppp ipcp ip request

no ppp ipcp ip request

no ppp Ipcp ip request

ip address coomand 0 O OO OO IPO IPCPO request O

O ppp ipvécp enable

oooooao
goooooo
oo o oo
0 no a

IPveCPO OO ODOOODO

ppp ipvéep enable

no ppp ipvéecp enable

no ppp ipvéep enable : Disable IPv6CP
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O ppp ipvéep id

goooogo
ooooooo

o0 0O 00
Oooooaoao
O no O

O ppp on-demand

goooooo
ooooooo
0 no a
ooooooo

interface ppp node

interface ppp node

IPv6CPOOOOOOO IDODOOOOOO

ppp ipveep id X:X::X:X

ppp ipv6ep id ethernet <0-2>

no ppp ipvéep id
O0000000eth0OmacO0O0OO0OOO0OOO0OOOOOOLLADDDOOOOOO
no ppp ipvécp id

On-demand PPPO O OO ODO0O

ppp on-demand

no ppp on-demand

Mobile/PPPOE/BRIO OO0 00000 ODOOOOOOOOOOOODO
L2TPOIPVECPO 0O O OO OODOOOO

O ppp idle-timeout

goooooo
ooooooo
gboooooo

0 no O
Oo0oo0ooooao

O netevent
ooooooo

On-demand PPP [ idle timer0 0O OO OO

ppp idle-timeout (<sec:30-86400>])

ondemand 0 O O OO (12tp,ipvecp0 0O OO ODO)
O000O00000do 180sec

no ppp idle-timeout

ondemand 0 0 0 0 O 0O default 180sec 0 O O

0000000000000 ODOO pppl connect(D OO disconnect)D OO0 ODOODOOODO

goooooo

0 no [l

netevent <trackid:1-255> (connect]disconnect)
netevent <trackid:2048-4095> (connect]disconnect)
no netevent

O ipv6é nd accept-redirects

goooooo

O IPv6e forwardingD OO O OO OOICMPYG redirects0 000000000 OODOOOOO

ooooooo
oo o oo
oo oo
0 no 0

ipv6 nd accept-redirects

no ipvé nd accept-redirects

IPv6 forwarding0 OO0 000000000 ODOODOODOODOOOO
no ipvé nd accept-redirects

173



O 90 interface ppp node

interface ppp node

O ipsec policy

0000000 OO0O0oOoO0OOooOoOooOoOlrrPsecOOOOOODODOOOCOOOO

ooooooo ipsec policy <local policy:1-255>

OO0O0ONoO OO  no ipsec policy (]J<local policy:1-255>)

ooooooo

0000000 O0O0O0O0IPsec0 00000000200 00000000000001IPV40 IPv6OO
000010000 Wpsec0 0000000 DOOOOODODDOOOOOO

O ipsec policy-ignore

ooooooo

OlPsec policy 0O 0ODO0OO0OO0OODOODOODOODOODOOOOOOIPsec policy OO0 any 0OQOO
OO000000D0O00D0OO00O0O0 IPsec OOO0ODOOOODDOODOOODODOOODOO

0000000 ipsec policy-ignore (Jinputjoutput)

0000000 no ipsec policy-ignored 00O O

OO0 0ONoODOO no ipsec policy-ignore

ooooooo

Olnput0 0000000 Oinbound policy check OO OOD0OOOOOIPsec DODOOOOOODOODO
000000 DooboooUooooUoUoooogoooog

OoOutput 000000000 O0DOOO0DOO0ODOOO0ODDOODODOOIPsec policy 0O O0O
oOoooooOoOoooogooooo

O ipsec hold-sa

ooooooo

OPPPODO IPsecO 0000 OOOOPPPOOOONO IPsec SAUDDDDOOOODODOOOOOOOOOO
OPPPO IPOO0ODOODOOOOODOOOOPPPOdownOOOO0OOOIPsec SADODOODOOODOODOO
OOONXROOODOOOOODOOPPPOOOOdelete SADODDOOOOOOOPPPOOOODOOOOOO
0000000000000 000000D0ooo0o0dnDddelete SADDODOOOODOODOOOO
OOOOPPPO IP address0 00000 OO0DOOOOPPPOODOO IPsec SAODODOODOOOOODODOO
0oo00doooooooooooooIiPODO0O0OO0OPPPODOODOO IPsec SADDODOODOOODOO
OOONXRODODOOOODOOOODOdelete SAOODOOOOO

goooooo ipsec hold-sa

oo o oOd ipsec hold-sa

O no O no ipsec hold-sa

ooooooo

O00000defaultO OO OO0

ooooooco/00DoCocoOOcwOUOOOOOODOOOOOIPODOODOOOODOOOV/ZODOO
oooooboobooboon
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interface ppp node

m QoS
oooooood QeSO Ooooooad

o HTBOOO
00ooogood  queue policy POLICYNAME bandwidth <1-1000000>
ooooooo
OHTBOOODOOOOOclass policyDO0 0000000 class policyD OO O O0O0d
gO00000class policyOOOODOOOOclassOO0O0O0OOO0O0ODOOODOOO class policyd OO
OO0O0O0O0OO00OOHBOODOOOOO
ObandwidthO Oclass policyO OO 0OOO0OOODOODOO

o PQUOODO

0O00O00o0d  queue priority-group <PRIORITY-MAP-NUMBER:1-32>

ooooooo
OPQUDOOOOOOOglobal nodeO0 0000 priority-map0 000000
g00000priority-map0 0000000000 O0OOOO default classOO0O0OO00O0O PQO
OO0O000O0oOoOgoOopriority-map000000CO0OO0OOPOOCOOODOCOO
O0O0classO000O0O0O0O0ODOOOOdefault classOO0O00O0O0O0OOOOO

o SFQUOO
0o0oOooogd  queue fair-queue

o FIFOO OO
goooooo queue fifo (Jlimit <1-16384>)
goooogoo limitO FIFCOOOODOOO0ODOODOOOO00OOOOO0O

o TBF(shaping)d OO
ooooooo
queue shape <RATE:1-1000000> <BUFFER:1-1000000> <LIMIT:1-1000000>

ooooooo

O <RATE:1-1000000>  Shaping0D O 0O (Kbps)D OO OO OO

0 <BUFFER:1-1000000> Bucketd O O O (bytes)D OO OO OO

O<LIMIT:1-1000000> TokenO DO O ODODOODO0DOOOOOOOOOOOOOOOOOOOO (bytes)

ooooooo

o no queue

gogooooo no queue
gooobon 0000000 queveD 00 00O Odefault queuel pfifo_fastOO O OO OO0
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interface ppp node

m QoS (0O)
o classify

gooogooo classify (inputjoutput) route-map ROUTEMAP
coooooo

ooodboo0oobOo0o0O0oOobOOoobooD1iOb0ob00O0ooOobDO0Oinputd outputd DO OO
gboobooobgooboo

Oinput0 000000 O00O0ODOODOPRE-ROUTING(O O O Packet TravelingOD O O)OODOODOOOO
Coutput OO OO0DOOOOODDOOOPOST-ROUTING(O O O Packet TravelingO O O)ODOOOOOOO

o no classify

OOooodoogd  no classify (Jinputjoutput)
ooooooo

gooboobobboboobooboobooboon

Mno classifyd OO0 OOOOO0OGinputCD output) D OO0 O OO ODOOODOODOOOOOODOO
input0 00 outputO OO O OO0

176



O 90 interface ppp node

interface ppp node

m dialer
0000000 DOoOo0o0oOoooooooooo
ooooooo
od0ODOOOOO
dial-up string XXXXXXXXXX
oooooooooo
no dial-up string
dialup timeout (default:60sec)
dial-up timeout <sec:30-300>
dialup timeout OO 0O
no dial-up timeout

o

o

o

m mobile
ooooooo Oo0o0ooooooooooooa
ooooooo
o APNO O
mobile apn XXXX cid XX pdp-type (iplppp)
APNODOOODOO/000defanlt0 000 O00O0O0O0O0DOOO3GCOHOOOOODOO0O
no mobile apn
gooooad
mobile limit time <sec:30-21474836>
gooooooooo
no mobile limit time
goooooo
mobile limit reconnect <sec:30-86400>
gooobooooooa
no mobile limit reconnect

o

o

o

o

o

O peer neighbor-route

ooooooo

OIPCPOO OO peer ip address0 00000000 0OOODO addressd 000 routed 0000000
ooo0DooOoOd0befaultDOO0OO0OD0O0O

oooooog peer neighbor-route

oo 0O oo peer neighbor-route

O no O no peer neighbor-route

ooooooo

OPPPOO OO ICMP keepalive OO OO OOOOOOOpeer ipd 0000000 DOOCODOOODOODO
OO0Opeer ipdO000O0OPPOOOOOODOOOODOOOODODOOOOODOICMP keepalive
O000QCpeer ipd00000O0O00OCO0OOODOO0ODOOOOODOOOODOOO
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interface ppp node

O (iplipv6) rebound

ooooood

o0doo0oooooooooooonoooooooooooooooodooooagnod (forwarding)
0000000000 00ONROOODODO000000000000000000000ONXRODOOTTL
gooooooooooooooooooog

OIP rebound0 0000000000000 O0OO0OOODOOOOOOODOOOOODOODOOODOODOO
0000D00DO0D0DO0ODO destination unreachable0 000000

Obefault 000D OO0@OOODOODOOODODOOOOODOOOOODOODOOOOOOOOO)O

oooooog (ip]ipv6) rebound

oo o oOod (ip]ipv6) rebound

O no O no (ip]ipv6) rebound

O ip reassemble-output

goooooo

oOooooooooMuooogeNTUOOOOOODOOoOoOoIP forwardingD O OOOOODOOOO
0000000000000 00000D00ooooo0moooooooooooooooooo
O00000ONRDODDOODODODODODODOOODODOODOOOOOOOOOOOOOOOOOOOO
- fragmented packet(C 0000 00)OMNIUOOOOOOOOOOOOODOOOODOOOOONTUO
0000000000000 000d
- fragmented packet(OO O OO0 O)OMUODOOOOODOOOOODO fragmented packetd 0O 00
ooooooo
-0000000000oMu0000ooooooooooooooooooooonoo

oooooog ip reassemble-output

oo o oOod ip reassemble-output

O no O no ip reassemble-output

goooooo

O0000000o0oo0oo0o00o00mO0O0000000000000000000O0O0O0O0O0O0O
gooooOoOoOoOoOoOOOOOOOCOOOOOOOOOOODOOOOOUOOwroooOoOoODOOO
go0d0o0oO0O0O0O0O0OO0O0O0O0O0O00O000000000O00OO0OO0OO0OODODODODODODOOODOOOOO
0000000000000 000000000000000000o00o0ooOoooONROODO
go000oO0O0oO0oO0oOo0o0o0oooOoo IPO0000OO0OO0OOO0OODOOOOOOOOOO
- fragmented packet(Q O OO O0OO)ONMUDOODOODOOODOOO fragmented packet O MTUO O
0000000000000000
- fragmented packet(Q O OO OO0O)ONMUODODOOOOOODOODO fragmented packetd O 00O
ooooooo
- 00000000000 NMuo0o0o0ooo0oogogd fragmented packet0 OO0 O OO0OOOO
oooooo

ODefaultOOglobal OO0 OO0 interface0 0000 O0O0O0OOGIobal OO O interface 0 O O AND
0000000000000 000Doo0oooooogoglIP forwardingDOOODODOOOOO
goooo

00000DoO000oo00oooD00o 300000000y O0ODODOO0D0O0OODDOOOOD
O0000000000000000000ip reassemble-output0 0000000000000
oo
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interface ppp node

O session invalid-status-drop-interface

ooooooo

Osession invalid-status-dropd [0 (global node0 O0)O OO O0OOO0OOOOODOOODOOODOODOO
O0D0000defaultO0OO0O0O

goooooo session invalid-status-drop-interface enable

oo O OO no session invalid-status-drop-interface enable

O no O no session invalid-status-drop-interface enable

ooooooo

0000000bO0oDooooooooboooodDOglobal node O session invalid-status-drop O

ooooboobbboobooboobuoobobooboobooobodppp OUDOODDOODDOO
goobooobgoboooo

- global node O O session invalid-status-drop0 0000000
nxrl25(config)#no session invalid-status-drop enable
-0000000o0o0ooDoooooooooon
nxrl25(config)#interface ppp 0
nxril25(config-ppp)#session invalid-status-drop-interface enable
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interface ppp node

m JO0O0OOOOOOO@OoOoOoOoon)

goooooo
gobooboooboobooogbooooboboooobooobooooobooOooDoePPP <0-4>0
gboooboobogobooobo

goooooo

goooooooooooooboOOmail server node0 00000 O0O0OO

o mail send server

oooooog JdooooooDooooooooooooooon

ooooooo mail send server <0-2>

OOONO OO no mail send server

ooooooo 00000o00oOooDOooOdmail serve noded 00 O0O0O0OO0O0O

o mail send from

oooooog 00o000DooOoo0DOooooon

goooooad mail send from WORD

doOONeO OO no mail send from

ooooood

gworRDO O DOODOOOOODOODOODOcenturysys@xxx.isp.ne.jp0 0000000

Omail send from0 0000000000 0OOOOOCOO0OOOOCOOmail fromO OO O (global
node)JO000000000DODOOODOOOOODOO

o mail send to

oooooog 0ooooooooooooooon

oooooog mail send to WORD

OOONeO OO no mail send to

oooooog

gworRDOODODOODOOODOODOODOOuser@centurysys.co-jp0 0000000

Omail send toO 00000000 O0OOO0OO0OO0DOOO0DOODOOOOOOmail toO O OO (global node)
0ooooooooooooooooooooo

o mail send subject
oooooog 00000o0ooO00ooDo0oDoooooD0oobO0oDooDoooooooDOooooooo
goooooo mail send subject LINE
OoOONO OO no mail send subject
ooooood
OJLINODODOODOODOODODOODOOODODODO0OOO0ODOO00O0DO0o0oooOon
pppO0 0 O OO O ppp0 was connected
pppO0 0 O O OO ppp0 was disconnected
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O 100 dns node

O OO0 command

dns node0O0O00O0OOO

nxr130#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#dns

nxr130(dns-config)#

0O service
ooooooo NSO OOOoOooooooog
ooooooo service enable

O address
oooooDooo DNSOODOO IPODOODOOODOOO
goooooo address A.B.C.D
address X:X::X:X
oo O oo no address
ooooogo 0040000000
O no 0  no address (A.B.C.D|X:X::X:X)
oooooDooo noO0O0OOOOPPPODHCPODNSO O OO ODOOOOOOODOOOcache/proxy 0 00

O priority
oooOoooOo DoNSOOODO0OOO0oOoooooooooood
gooooog priority dhcp <priority:0-255>
priority ppp <interface:0-4> <priority:0-255>
priority user <priority:0-255>
o0 0O oo ooo 20
goooooo OO0 priority0 000000 - user > ppp4 > ppp3 > ppp2 > pppl > ppp0 > dhcp
dhep6 00000000 DOOOdhep6-pd0 00 OODNS server0 000000000
O no O  no priority (dhcp | ppp <interface:0-4> | user)
(=no priority (dhcp 20 | ppp <interface:0-4> 20 | user 20))

O root
ooooooo root DNSO OO DOOOOO /0000000000
ooooooo root enable

og ogd 0000000o0ooDNSO0000D000O00000O00dDOrootDNSO query O
ogo

0 no O no root enable

O timeout

ooooooo DNSOOODOOoOooooooooog
goooooad timeout <seconds:5-30>

oo O oo timeout 30

O no O no timeout (=timeout 30)
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dns node

O limitation enable

gooooao
ooooooo
0 no 0
ooooDooo

0O zone address

ooooooo
ooooooo
0 no 0
ooooooo

O zone domain
gooooon
ooooooo
0 no 0
ooooooo

NSOOODOOoOooooooooog

limitation enable

no limitation enable

enableJ 00 0000ODNSOOODOODOO0ODODOODODOOODOOODO

O000OO0domain0 0000000 0OOO0OODNS server00000000O00O0O
zone <1-5> address A.B.C.D

no zone <1-5> address OJA.B.C.D|)

zone addressO0 0 0020000000000

address,domain0 0 10000000000 DOOO0OODOO0O
zoneODOOODOODOODOOexitOODNSOOODOOOODOODODO

O000OO0domain00DOO00O0OO0OOOOOOODNS server00000O000DOOO
zone <1-5> domain WORD

no zone <1-5> domain O WORD|)

zone domainCD 000 30000000000

address,domain0 0 10000000000 DOOO0OODOO0O

000 .00000000000000 fgdnOOO0OOOOOO
000000000000 oDooooooog12s0000o4ad

O zone limitation

gooobon

ooooooao
o0 0O 00
O no O

0000000 domainOOODNS server 0000000000 OODOOODOOO
odooooooogoo

zone <1-5> limitation enable

zone <1-5> limitation enable

no zone <1-5> limitation enable
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O 110 012tp node

O OO0 commannd

12tp node

12tp node0 OO0 O0OOO
nxrl30#configure terminal

Enter configuration commands, one per line.

End with CNTL/Z.

nxr130(config)#12tp 0
nxrl130(config-12tp)#

O tunnel
gooooog
goooooo

O tunnel hidden

goooooo
goooodoo
oo O oo
0 no 0

L2TP O tunnel addressO0 000 00O
tunnel address (A.B.C.D | FQDN)

AVPOHidingO O OOoOOoOoo
tunnel hidden
no tunnel hidden

no tunnel hidden . Set defaults

O tunnel retransmit

ooooooo
goooodoo
oo O OO
0 no 0

O tunnel hello

goooooo
goooodoo
oo O oo
0 no 0

0000000000000 0oogo

tunnel retransmit retries <max:1-1000>

tunnel retransmit retries 5

no tunnel retransmit retries (=tunnel retransmit retries 5)

HelloOOOOOOODODOOOOO
tunnel hello <seconds:0-1000>
tunnel hello 60

no tunnel hello : Disable

O tunnel password

goooooad
goooooad
0 no 0
oad o o

O tunnel ppp
ggoooog
goooooo
ggooooo

oooooooooooo

tunnel password (Jhidden) PASSWORD

no tunnel password
0oooooo1-9s000u0ooooooooog
OO0000oOoooooooogs#E=+_..;04~ <000

PPPOODODODODOODOODO
tunnel ppp <interface:0-4>
I2t(p0 0000000000 Oppp0 0000000
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O 120 12tpv3-tunnel node

12tpv3 tunnel parameters

O 00 commannd

12tpv3-tunnel node0 OO0 OO0

nxrl30#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#12tpv3 tunnel <0-4095>
nxr130(config-12tpv3-tunnel)#

O description

ggooooo Ltpv30 0000000000000
goooooo description DESCRIPTION

O no 0  no description

O tunnel address
ooooooog O000LWCCEOD OO OooOooooooooo
Oo0oooon tunnel address A.B.C.D

O no tunnel address

oooooon OgO00dO0LCCED DO Oonouoooooooonoon
goooodoo no tunnel address

ooOooooO  dynamic addressO OO

O tunnel hostname

goooooo JO00oO0OLwWCED D nDooooooooo
oooooon tunnel hostname HOSTNAME
ooooooo oo

O tunnel router-id

goooooo D000 LWCEODDOOoO Ibooooooo
goooooo tunnel router-id A.B.C.D
ooooooo Ood

O tunnel password

ooooooo OO0OAVW HidigOOOOOOoOOoOOoOooooooooo

goooooo tunnel password PASSWORD
tunnel password hidden PASSWORD

oo 0O 0o no tunnel password

0 no 0 no tunnel password

oo o 0o 0oooooo1-9s0000000noooooog
OO0OC0OoOoooooooooOgs#s=~_.;;000~ <000

O tunnel hidden
goooooo AVP HidingO OO OO 0O
goooooo tunnel hidden
0 no 0 no tunnel hidden
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12tpv3 tunnel parameters

O tunnel protocol

ooooooo
goooooo
ooooooo
0 no 0

00000000000000

tunnel protocol (ipjudp)

tunnel protocol ip

no tunnel protocol (=tunnel protocol ip)

O tunnel local hostname

oooooDooo
goooooo
ooooooo
[0 To UnsetO

J000OLWCCED 0 DOooooooonoog
tunnel local hostname HOSTNAME

no tunnel local hostname

no tunnel local hostname

O tunnel local router-id

oooooDooo
goooooo
ooooooo
0 no 0

O tunnel digest

ooooooo
goooooo
ooooooo
0 no 0

O tunnel hello

ooooDooo
goooooo
ooooooo
0 no 0

O tunnel vendor

oooooDooo
goooooo
ooooooo
0 no 0

O netevent

goooood
ooooooad
goooooad
ooooooad
0 no 0

O00OO0OLWCCEDODODO wooooooo
tunnel local router-id A.B.C.D

no tunnel local router-id

no tunnel local router-id

000000000000000000O0
tunnel digest (md5]shal)

no tunnel digest

no tunnel digest

HelloOOOOOOOOOOOOOOOO
tunnel hello <0-1000>
tunnel hello 60

no tunnel hello : Disable

oOdO0oOoLwcCceEoDogoo Iboooooon
tunnel vendor (ietf|century|cisco)
tunnel vendor ietf

no tunnel vendor . Set defaults

0000000o0o0ooooooooooon
netevent <trackid:1-255> disconnect
no netevent

PPP interface0 0O 0O OO0

no netevent
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O 130 [12tpv3-xconnect node

12tpv3 xconnect parameters

O OO command

nxr130#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#12tpv3 xconnect <xid:1-4294967295>
nxrl130(config-12tpv3-xconnect)#

O description

oopoooog L2TPv3 XconnectO O OO OO OO OO
ooooooo description DESCRIPTION

g no g no description

= tunnel

o ‘tunnel <0-4095>

ogooooon Xconnect O OO OO L2TPv3 O Tunnel IDOOOODOOO
ooooooo tunnel <tunnel _id:0-4095>

o tunnel tos

0000000  Xconnectd ToSO OO OODOOO
ooooooo tunnel tos (<0-252>]inherit)
oo O oo tunnel tos 0

O no 0 no tunnel tos

O xconnect ethernet
ogooooon XconnectO O OO OOOOoOoooooad
ooooooo xconnect ethernet <0-2> (Jvid <1-4094>)

O xconnect end-id
ooooooo OOOO0OLCCEO end 1dO OO OOOO
oo0ooooo xconnect end-id <1-4294967295>

O vlan-id

ooooooo VIWN tag0D OO0 O0D0OO0OO0OOO0OO0O
ooooooo vlan-id <1-4094>

a no 0 no vlan-id

O retry-interval

coooooo oooo/00o00oooooogooooooooooobooboooboDboooOobobobobbbo
oopoooog retry-interval <seconds:0-1000>

oo 0O OO0 retry-interval 0

g no g no retry-interval (=retry-interval 0)
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12tpv3 xconnect parameters

O ip mask-reply
ooooooo
OOpenviewO OOODOOOUODOOODOOOODOOOOOOOOOOO ICMP address mask request
Otype=17000000000O0COO0OOOOOOOODOOOOOOODOOODOOOODOODOO
oooooogooooooooood™
O00O00000OICMP address mask request 0 0 000000 OOO0OOOOOODOOO
gooooon ip mask-reply O ICMP address mask requestd O 00O OO M
ooooooon no ip mask-replyd ICMP address mask requestd0 0 OO0 00O
gooONoeOD OO no ip mask-reply
ooooooo
O ICMP address mask request/reply 0 O O O interface node O ip mask-reply0 000000000

O loop-detect enable

ogooooon Loop DetectionO0 0 OO OO ODOOO
ooooooo loop-detect enable

oo o oo no loop-detect enable

O no O no loop-detect enable

O send-known-unicast enable

goooooo Known UnicastD 0D OO0 0000 O0OOO
ogoooooad send-known-unicast enable

oo o oo no send-known-unicast enable

O no O no send-known-unicast enable

O send-circuit-down enable

goooooo Circuit StatusO down0 0 0O 00O O LCCEO O O O ONon-Unicast FrameO O OO 0O OO
ogoooooad send-circuit-down enable

oo O oo no send-circuit-down enable

O no O no send-circuit-down enable

O split-horizon enable

gogooood Split HorizonO OO OOODOOODO
ooooboogd  split-horizon enable

oo o oo no split-horizon enable

O no O  no split-horizon enable
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12tpv3 xconnect parameters

O mac-learning unique enable

000ooooOo  Lv3MACOOOOODOuwiquedOD0OD0OODOODO

ooooooo mac-learning unique enable

oo o oo no mac-learning unique enable

O no O no mac-learning unique enable

ooooooo

00oooooooogodOglebal node0 OO ODOOOOOO0ODOODOO

nxr120(config)#12tpv3 mac-learning unique
0000000000000 0000000 Xconnect Local TableOFDBO OO MACOOODOODOOO
0000000000000 00D000000000000O0NMACODOODOODOLocal TableDOFDBO O
00o0o000o0ooooodoooooooooooooooooooo

000000 Xconnect [ [J LoopDetect U U 00 U0 0O OO OO LoopDetect O FrameDrop U OO O O OO
O00o0O0ooooooovMACODOOOOunique0 00000 OD00OOOODOODOO
O0O00@nique)DODODODOOODOODOO
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O 140 12tpv3-group node

12tpv3-group node

O 00 command

nxrl30#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#12tpv3 group <gid:1-4095>
nxrl130(config-12tpv3-group)#

O xconnect
ooooooo 0000 XconnectO OO OO OO
gooooood
xconnect <primary-xid:1-4294967295> (]<secondary-xid:1-4294967295>) (Jhotswap)
gooooood
Ohotswap O O 0 0O OO OL2TPv3 primary/secondary xconnect hotswapO OO OO OO0 OO0
-hotswapO OO OconfigD OO0 OO0ODO0O
-0000000000000D00000D0ODOOdprimary xconnect O secondary xconnectD O O O
coooooooOoLe3000COOO0ODOOOOO
OO00Od0LTPv30 0000000 0ODOO0OODOOprimary xconnect 0 secondary xconnect D O 0O O
coooooo
-group noded exitO OO Oxconnect OO0 D O00OD0O0ODOOO0DOOconfigdOD0OODOOODOOODOO
coooooooLmv3dooooooooooon
-000000000000000000000112tpvd group noded exitO OO0 OO0OOOOODO
ooooopoooooooooooo
nxr120(config-12tpv3-group)#xconnect 1 2 hotswap
nxr120(config-12tpv3-group)#exit
Change primary/secondary xconnect...Please wait.
nxr120(config)#

O preempt enalbe

goooogon GroupO preempt 000000 /0000000DOO
ooooood preempt enable

a no 0 no preempt enable

O enforce-secondary-down enable

ooooooo 000000000 0DOSecondary0 0000000 OODOOOO
goooooo enforce-secondary-down enable

oo o oo no enforce-secondary-down enable

a no 0 no enforce-secondary-down enable

O active-hold enable

goooooo Group O Active HoldO OO OO /000000000
goooooad active-hold enable

oo O do no active-hold enable

O no O no active-hold enable
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12tpv3-group node

O mac-advertise enable
ogoooooo
OL2TPv3 MAC Advertise FrameO O OO O OO /000000000
-d0d0odoo0oDo0oD0dooooo0ooooDooooooOovMACODOooDoooooo
ddoooooobooobooooooMAcObOooDooooonooooboonoooooooooooon
jdoddbododooooDoooooooooooooog
-gdo0oooooooooooooo
-000000000DO0O0OL2TPv3 MAC Addressd O Always O O O O OO 12tpv3 mac-learning alwaysO
gooooooooo
0000000000000 bDdoo0o00bD0d0bDO0oDoOooDOoOooOgodys.ais.1o00oooao
ooooooooooad
ogoooooad mac-advertise enable
oo o oo no mac-advertise enable
O no O no mac-advertise enable
goooooo
00oD0ooooopoooooooooooooo)o L3 oodoonooooonooooooooon
ONXROODOOODOODOOOS/wW2)H)OrmBOOOOODOODOOODODODOODOOOOOODOOOOODOO
00000000 OodoDdooDooDodooooDodD0odo0oDo0ooooDOoooOooDoOoOg
ooooooooooooad
+----NXR-1---+
PC1---S/W1---(LAN)O O O (WAN)===L2TPv3===(WAN) | | (LAN)---S/W2---PC2
+----NXR-2---+

doodooOoLrmvidodododoodoodoooooooooooooooooooooooooa
MACOODOODODODOODDODODODOOOODOO0ooooDooooobOoooOioovACcOoooonoo
10 0 L2TPv3 MAC Advertise FrameO O OO OO OOO0OOOO0OO0ODOODOODOOO
o L2TPv3 MAC Advertise Frame (0 [
O00O00O0OOOno mac-advertise enabled O O O L2TPv3 MAC Advertise FrameO OO OO O QOO
00 00000Omac-advertise enable0 000000 OO L2TPv3 MAC Advertise FrameO OO OO QOO
-Jd00d0o0odooooodoo0ooooooooooDon
-jdbooboooooooooooon
OO0O0OOOCircuit DownO O OD0OOOOOODOsend-circuit-down enabled /0 O O no send-circuit-
down enable0 00000000 LCCED Circuit statusO DOWNO O OO OO O LCCED DropO O O O
OO OOMAC Advertise Framee0D OO OOOODOODO LCCEO O SLI Message(Circuit up)d OO0 O
do000oo00o0ooooo0o0oDo0oOoobO0o0b0ooooo0oOO0n0ooDOnDOd MAC Adver-
tise Frame O OO OOOOOOOODODOOMAC Advertise Frame OO O OO GOOd
o L2TPv3 MAC Advertise Frame (0 [
OXconnect0 OO OODOODOOODO /0000000000 DropOdnOad
OLPOOO0O0O0OO0O0O0ODOOO0O0OODO/0000000000O00O000O000DO0O0
-0000000XconnectO O ODOOOOOWMWODODODODOODODHWWDOOODODOODOOO
@QUO0O0D00000000000D000000O0OXconnect0 0000000 DOOODOOO
GHOOODDOoODOoooOoObropO OO
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O 150 rip node

rip node

O OO0 command

nxrl30#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#router rip

nxr130(config-router)#

O network
ooooooo RIPOODODOOOODOOOOODOOOODOOOOOOOOOOO
goooooo network A.B.C.D/M > IP prefix <network>/<length>, e.g., 35.0.0.0/8

network ethernet <0-2> (Jvid <1-4094>)
network ppp <0-4>
network tunnel <0-255>
O no O no network A.B.C.D/M : IP prefix <network>/<length>, e.g., 35.0.0.0/8
no network ethernet <0-2> (|vid <1-4094>)
no network ppp <0-4>
no network tunnel <0-255>

O redistribute

ooooooo ooooooooooooog

ooooood redistribute (static|connected|ospf|bgp) (|metric <metric:0-16>)

O no O no redistribute (static|connected|ospf|bgp) (Jmetric <metric:0-16>)

O distance

oooooog RIPOOSPFOOODOOOODOOOODODOOOODOO
J0000000000oooogoooooo

goooooo distance <1-255>

O no O no distance

O timers basic

goooooo RwpPOOOCOOOOOOOOO

ooooooo timers basic <update:5-2147483647> <timeout:5-2147483647>
<garbage:5-2147483647>

oo 0O OO update: 30sec, timeout: 180sec, garbage: 120sec

O no 0  no timers basic (=timers basic 30 180 120)(= set defaults)
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rip node

O passive-interface
ooooooo 0000oo000ooo0o0ooooo0ooooooooooood
goooood passive-interface ethernet <0-2> (Jvid <1-4094>)
passive-interface ppp <0-4>
passive-interface tunnel <0-255>

O no 0  no passive-interface ethernet <0-2> (Jvid <1-4094>)
no passive-interface ppp <0-4>
no passive-interface tunnel <0-255>

O default-information originate

ooooooo O00d00oo0oo0ooooooogoooooon
00o0o0oo0d  default-information originate

O no O no default-information originate

O version

gooooao RIPOOOODODOODOOO
oooooono version <1-2>

oo O do version 2

g no O no version (]<1-2>)
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O 160 ospf node

ospf node

O OO command

nxrl30#configure terminal

Enter configuration commands, one per line.

End with CNTL/Z.

nxr130(config)#router ospf
nxrl30(config-router)#

O network
goooooo
goooooo

O no O

OSPFO OO IDODOOODOOOd

network A.B.C.D/M area <0-4294967295>
network A.B.C.D/M area A.B.C.D

no network A.B.C.D/M area <0-4294967295>
no network A.B.C.D/M area A.B.C.D

: OSPF area ID as a decimal value
: OSPF area ID in IP address format

O area default-cost

ooooooo
ooooooo
O no O

O0000o0ooo0oooDooo0oooooooooooDoooooooooooon
area (<0-4294967295>]A.B.C.D) default-cost <0-16777215>
no area (<0-4294967295>]A.B.C.D) default-cost

O area authentication

ooooooo
ooooooo
O no O

O area range
ooooooo
goooood
| no |

O area stub
goooooo
goooooo

O no O

oooooooogdo
area (<0-4294967295>|A.B.C.D) authentication (|message-digest)
no area (<0-4294967295>|A.B.C.D) authentication

000000O0000DOOooooooooDoooon
area (A.B.C.D|<0-4294967295>) range A.B.C.D/M
no area (A.B.C.D]|<0-4294967295>) range A.B.C.D/M

O0o00o000oooooond

area (A.B.C.D|<0-4294967295>) stub

area (A.B.C.D]|<0-4294967295>) stub no-summary

no area (A.B.C.D|<0-4294967295>) stub

no area (A.B.C.D]<0-4294967295>) stub no-summary

200



0O 160 ospf node

ospf node

O area virtual-link
ooooooo Oo0oooooooooooo
0000000  area (A.B.C.D]<0-4294967295>) virtual-link A_B.C.D
area (A.B.C.D|<0-4294967295>) virtual-link A.B.C.D
{authentication (message-digest|null)
| authentication-key LINE
| dead-interval <1-65535>
| hello-interval <1-65535>
| message-digest-key <1-255> md5 LINE
| retransmit-interval <1-65535>
| transmit-delay <1-65535>}
O no O no area (A.B.C.D|<0-4294967295>) virtual-link A.B.C.D
no area (A.B.C.D|<0-4294967295>) virtual-link A.B.C.D
{authentication (message-digest|null)
| authentication-key LINE
| dead-interval <1-65535>
| hello-interval <1-65535>
| message-digest-key <1-255> md5 LINE
| retransmit-interval <1-65535>
| transmit-delay <1-65535>}

O redistribute
ooooooo ooooooooooooo
ooooooo
redistribute (connected|static]rip]|bgp)
redistribute (connected|static|rip|bgp) (Jmetric<0-16777214>) [|metric-type (1]2)]
g no g
no redistribute (connected|static|rip|bgp)
no redistribute (connected|static|riplbgp) (|metric) (|metric-type)

O distance

00ooooo  osPFOCO00O0NDDO00NDOOUO0DDOOUOO0DDOOOO0ODOOOODOOO
Oo0000oooodooooooooooooooooooogo

ooooood distance <1-255>
distance ospf (intra-area <1-255>|inter-area <1-255>|external <1-255>)

O no O no distance <1-255>
no distance ospf
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ospf node

O tiemrs spf
gogooobod
goooooo

OSPF SPF timersO0 0 OO OO0O

timers spf <delay:0-4294967295> <hold_time:0-4294967295>
<delay:0-4294967295> : Delay between receiving a change to SPF calculation
<hold_time:0-4294967295> : Hold time between consecutive SPF calculations
no timers spf : Set defaults

O passive-interface

gooooogo
gboooooo

000000000000 ooo0oooooooooooooom
passive-interface ethernet <0-2> (|vid <1-4094>)
passive-interface ppp <0-4>

passive-interface tunnel <0-255>

no passive-interface ethernet <0-2> (]vid <1-4094>)

no passive-interface ppp <0-4>

no passive-interface tunnel <0-255>

O default-information

gboooobgo
goooooo

googbooogosFOObOOnnOonO

default-information originate
default-information originate (|metric <0-16777214>) [|metric-type (1]2)] (lalways)

O no O

no default-information originate
no default-information originate (|metric<0-16777214>)[metric-type(1]2)] (Jalways)

O router-id

ooooooo
goooooo
0 no 0

Router IDO O OOOOO
router-id A.B.C.D
no router-id
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O 170 bgp node

O OO0 command

nxr130#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#router bgp <1-65535>

nxrl130(config-router)#

O network

gooooon ooooooooooooooooa

goooooo network A.B.C.D/M (]backdoor)

O no O no network A.B.C.D/M (]backdoor)

aad oo

gdoOosePOODOODOOOOUOODODODODOOOODOOOOBEPOOODODODOO BGPO administrative
distanceD O OO OO0DOOO0DOODOODOOOOODODOODOOODOOOOODOO

O aggregate-address

ooooood

OAggregate0 0D O OO OBGPO OO0 ODOODOOODODOOOODODOODOODOODOOBPOOOD
0000000000000 00000000000000 advertiseO OO 0O

goooooo aggregate-address A.B.C.D/M (|summary-only|as-set)

O no O no aggregate-address A.B.C.D/M (]summary-only]as-set)

oo 00

OAggregate 000000 0ODO0OO0OOOODOOOOO advertise0 0000 ODOOODO advertise
oo0oO0o0sumary-onlyO OO0 O0OO0O0OOO

O000Oaggregate 0000 00000ASODOO0ODOODOOOOODOOOODOOOOASODOOO
000000000000 0000D0D0000000DO00D0D000000DAs-setdO00O
00000ooooooooASOO0D00ODoO0DOoo0ooDooooooooooDoooooooonog
OASO00D00DO0OD00DODOO0DO0ODO00DOO0D0ODOO

O distance

ogooooood BGP O O O O Administrative Distance0 OO0 O OO OO
goooooo distance bgp <eBPG:1-255> <iBGP:1-255> <local:1-255>
O no O no distance bgp

oo oo 0000 200 eBGPTI 2000 iBPGT] 20000 localD O 0O O

O timers

ooooooo  jJitterDOOO%OOODOODOODOODODOO

goooooo timers bgp jitter <75-100>

d no g no timers bgp jitter

oo OO0 DefaultdO75% 000
00000000 jitterOOkeepalived interval 00000 OO OO keepalive
interval 0 0 00O Oneighbor O keep alive interval DO OO OOO0OOO
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= bgp

o always-compare-med

ooooooo

O0D0000D0ASOD00OD00O000OO0000O0OO0OMEDOODDOOOODO O dalways-compared-med 0 O
0000ooooooooASO000oooDooooooooMeDO0ooooon

goooooo bgp always-compare-med

O no O no bgp always-compare-med

o bhestpath as-path

ooooooo

ODO00ASODOD0OO0D00D0ODOODODOAS-PATHO O O O LUPDATE messageJ ASO DO OO OOODO
AS-PATHU O OO ODODOODOOOD

O00O0Obest path OO OO OOOAS-PATHO OO ODOODOOOODOODOOODOODOODODOO
O0O0Obest pathO OO OOAS-PATHO O OO DO ODOODO

goooood bgp bestpath as-path ignore

O no O no bgp bestpath as-path ignore

o bestpath med

OO0ooooo MeEDOOOO prefixOODODOOMEDOODO O 42949672040 00000 0O0O0O0O
goooooo bgp bestpath med missing-as-worst

O no O  no bgp bestpath med missing-as-worst

o local-preference
ooooood
O0000000oooooooASOo00oooDoooooooooooooooooooooonoon
local preference0 0000
gooooogo bgp default local-preference <0-4294967295>
O no O no bgp default local-preference
oo oo iIBGP peer 00000000 O0DOOODOODOOODOODOOOOODOO
DefaultD 0 1000 00

o default-information-check

ooooood default route 000000000000 O0OOBGP4DO O default routed OO
ooooooooo

ooooooog bgp default-information-check

O no O no bgp default-information-check
oo 0O oo no bgp default-information-check
oo oo 000000000000 0D0O0000000000 default routed 00

PO O OO ODODODOOODOODOODN
(D) redistribute0 0000 default route0 0000 0OO0O0OOO0O
(2 networkO OO OO 0.0.0.0/00 000000000
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m bgp OOOO

o enforce-first-as

goooogn

ooooooao
O no O

UPDATEO OO DO ASOODOODOOODOODOOASO neighborO0 ASOOODOODOO
notificationO O OO O OOOOOOneighborD 000 O0OO0O0OOOOODOODOO
bgp enforce-first-as

no bgp enforce-first-as

o network import-check

gooooogo

0OBGPO advertised O O networkD (O O M OO0 0O O O routerd O O networkd 0 0 0 O O O O advertise
000000000 networkd BGPO advertiseO O O OO ODOOOOimport-checkO O OO OODOO
O00000O0OadvertiseO0 OO0 OOOOO0O

ooooooao
O no O

o router-id

ooooooo
goooooo
0 no 0
oo oo

bgp network import-check
no bgp network import-check

Router-IDO IPODOOOOOOOOODOOO
bgp router-id A.B.C.D
no bgp router-id

ORouter-IDO 00000 0OODOODOOOODOOOOODOODO IPVA addressO0OO000OODOOO0O IPv4
o000 Router-1DO0OO0OOODOOO

o scan-time

ooooooo
goooooo
0 no 0
oo oo

BGPO OO OO routed next-hop D OO OO0 ODOOOOOOODOOODOO
bgp scan-time <0-60>

no bgp scan-time

oooosoo0o0o00og
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® neighbor

o default-originate

ooooooao
ooooooao
O no O

0000000000000000oooooon
neighbor A.B.C.D default-originate
no neighbor A.B.C.D default-originate

o distribute-list

gooooao
ooooooo
0 no 0
oo oo

o ebgp-multihop

gooooao
ooooooo
0 no 0
oo oo

o filter-list
gooooao
ooooooo
0 no 0
oo oo

o next-hop-self

googoogon

ooooooao
O no O

o remote-as

oooooog
goooooad
0 no 0

peer000 /70000 route updated FilteringO OO DO O0OO0OO0ODO0O
neighbor A_.B.C.D distribute-list ACL-NAME (in]out)

no neighbor A.B.C.D distribute-list ACL-NAME (in]out)

Neighbor O O INOUTO OO OO OO distribute-list0 000000000000

peer0 0000000000 DOOODODOeEBGP Peer0000OOOOOODDODO
neighbor A.B.C.D ebgp-multihop <1-255>

no neighbor A.B.C.D ebgp-multihop <1-255>
oooooooooooooooo

PO OO DOOOODOOOOO

neighbor A.B.C.D filter-list ACL-NAME (in]out)

no neighbor A.B.C.D filter-list ACL-NAME (in]out)
global D00 0O0OOOAS-PATHOOODOOODOODOODOOD

iBGP peer0 0 00O nexthopO OO peer 00000000 0ODOO0ODOODODODOODO
OaddressOO0O00ODO0O

neighbor A.B.C.D next-hop-self

no neighbor A.B.C.D next-hop-self

oOooooASOOOOO0ODOOO
neighbor A.B.C.D remote-as <1-65535>
no neighbor A.B.C.D remote-as <1-65535>

o remove-private-as

ooooooao
ooooooao
O no O

Outbound update DO DO OO OO ASOOOODOODO
neighbor A.B.C.D remove-private-as
no neighbor A.B.C.D remove-private-as
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® neighbor(0D0O)

o route-map
gooooao
ooooooo
0 no 0
oo oo

Peer000 /0000 routed filterigO OO D OOD0OOODOOODOODODOO
neighbor A.B.C.D route-map WORD (in]out)

no neighbor A.B.C.D route-map WORD (in]jout)

neighborO O INOUTOODOOOOO routemapOD OO0 OO OO0OODOOODO

o soft-reconfiguration

ooooooo
ogoooooo
0 no 0
oo oo

Neighbor 0 0O BGP session0 0 0000000000 OOOODOOODOOOO
neighbor A.B.C.D soft-reconfiguration inbound

no neighbor A.B.C.D soft-reconfiguration inbound

BGP O neighbor parameter U routemapO 0 OO0 O00O0O0OOOOODOODOOOOO
0000 BGP sessiond clear0 OO0 OOBGP service DO D ODOODOODODOODO

o keepalive interval & holdtime

ooooooo
goooooo
0 no 0
oo o oo
oo oo

keepaliveOO O OO O holdtimeOD OO OO OO

neighbor A.B.C.D timers <keepalive:0-65535><holdtime:0]3-65535>
no neighbor A.B.C.D timers

neighbor A.B.C.D timers 60 180

OPeer00 hold timeO O OO0OOOO0ODOODkeepalive message [0 update message 0 0 0O 00
O000OOOpeerd O sessiond closeO O IDLEDOODOOODOODOO

OKeepalived OsecO 000000 Okeepalive message 0 0 OO0 OO0 OO

OKeepalive interval 000 Jitter 000D O0OOO0OO0OOUSERO OO jitter 10O O 0O 0O O 75-100% O
0000000000000 00defaultO00 Ojitter0 75%0 0000000000 keepalive
interval x (75-100)%0 interval OO DO OO0 ODOjitterO 0 O0O0O0ODO OO timers bgp jitter
0ooooooobod

o connect timer

ogoooooo
goooooo
0 no 0
oo o oo
oo oo

o update-source

gboooooo
gooooogo

Connect timer0 00O ODOO

neighbor A.B.C.D timers connect <0-65535>
no neighbor A.B.C.D timers connect
neighbor A.B.C.D timers connect 120
0000000000 connectd 00 O0O0ODO0O

BePO O DD ODOU0DDDODOO0MODOOoOoooooooIwproooooooooon
neighbor A.B.C.D update-source

(ethernet<0-2>] loopback<0-9>| ppp<0-4>] tunnel<0-255>)
no neighbor A.B.C.D update-source
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o advertisement-interval
ooooooo
OBPOOO0DDOOODODDOUOOODOOUOODOUPPATED D0 DODOO0ODODOOODOODOODOOO

O00000O0O0OD0O0OO0OOOUPPATED D00 DO0O0ODOOOODOOOOOO CheighborD O ROUTE-
REFRESHO OO0 DO DOOO00ODOOOO0ODOO0OODO neighbord UPDATED OO DOODOOOODOO

ooooood neighbor A.B.C.D advertisement-interval <1-600>

O no 0  no neighbor A.B.C.D advertisement-interval

o0 OO0 O000000000000eBGPO 30(0)0iBGPO 5(0)0OO

o as-origination-interval
ooooooo
goDOo0oOo0ooCoOogeePOCO0ODOOOOODODOOUODOBPODOOOOODOODOOT filteroO QOO

redistribute D 000000000 00OBPOOOODOOOOODODOOOODDOOOOODOODOOO
00000000000 0000D advertisement-interval DO 0000 O UPDATECD OO OO DO ad-
vertiseO OO0

ooooood neighbor A.B.C.D as-origination-interval <1-600>

g no g no neighbor A.B.C.D as-origination-interval

od 00 OUOO00OOOoOooooogiso)Hyooo

O UPDATED OO OODOD
Neighbor OO UPDATEO OO0 OO OO OO DO OO OO advertisement-interval 0 as-origination-
interval 0 200 0000000000000OO

-000000000oag
as-origination-interval 000 0000000000000 DOO0ODOOODOODOOODOOOODOO
UPDATEO OO ODOOODOODOOOO advertisement-interval D OO 0O UPDATEO O OO OO

-O0peer0O0000O0OBRPOODO
OO peerO00OUPPATEO D OODOODOCOOO peerO0 UPDATED DO OODOOOOODODOO adver-
tisement-interval D OO 0O UPDATED DO O OO

-softout0 000000

OO0000OO0OO0OBPOOOOUPPATEDOOOOOOODODODODOD advertisement-interval O O
OO UPDATEOD OO ODOO
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m redistribute

o redistribute (connected|static|rip]ospf)

goooooo RIPO OSPFO OO OO route O O connected routel static route [
BPO DD ODOODODODODefault 00D O0DOOODODOOODOO

ooooooo redistribute (connected|static|rip|ospf)

O no O no redistribute (connected|static|rip]ospf)

o redistribute (connected|static|rip|ospf) route-map ABCD

goooooo routemap 0 00 0000000000000 OO0OO0OprefixO0OOOOOOODO
OO0 prefixDO0ODOODOODODODOODOODO

gooooogo redistribute (connected|static|rip|ospf) route-map ABCD

O no O no redistribute (connected|static|rip]ospf) route-map ABCD

m netevent
o advertise-stop
ooooood
O00trackDdownO OO OO0OO0OO0OOOOnetworkDOOOOOODOOODOOOBRPOOOODOONO
00000000000 rackDupO OO0 ODOOODOOOOBPODODOOODOODODODOODO
ooooooo netevent <1-255> advertise-stop
netevent <2048-4095> advertise-stop
g no d no netevent
oo oo
0BGP4 O network import-check D0 OO0 OOtrackDO up0 000000000 DOODOODODOO
oo
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O 180 ntp node

ntp node

O OO0 command

nxrl30#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#ntp

nxr130(ntp-config)#

O service
goooooo NTPOOOOOOOOOOOO
ooooooa service enable

O server
coooooo NTPOOOOOOODOOOO
ooooooo server (A.B.C.DJFQDN|X:X::X:X) polling min max
g 0O 0o no server
00 00 200000000
server0 000000000000 masterd o0
serverOJ set0 0 000master 000000000
O no 0O no server (A.B.C.D|FQDN|X:X::X:X) : Delete

O timeout

ooooooo doodbodoodobDOooooooooon
goooooo timeout <seconds:1-30>

oo O Od timeout 30

O no O no timeout (=timeout 30)
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SNMP node

SNMP(Simple Network Management Protocol)O O

NXR O SNMP O O O Osysten 0 0 0O SNMP protocol 00000000 OODO0OODOOOOsysten
0000000000000 0ONMS(SNMP Trap Manager)D trap0 00 0000000000000
S\WPOOODO(set)D0D0D0D0OO0DOOD (read-onlyd )0

m SNMP versionO access OO

00000000 SNMPO versionO OvlOv2ec O O O SNMP Access 00 0O 0O O O O SNMP Server O network
Ocomunity0 0 O00O0000O0O0O0OONetworkOODOOOOIPV4A/IPV6 AddressO0 0000000
ooooo

m SNMP Trap

0000000000 0ooooooooooNSOOOn0SN\wWe Trap000000O0OOOO
OTrap versionl/version2 000000000000 mmformI00O00O0O0OO0OO0OOOTrap0O0O
OO0IPv4/IPV6 address0 00000000000 OmmformO0 000000 /000000000
oooooooog

OSNMP trap 0 O communityd 0 SNMP access0 000000000 OOO0ODOOODOOOOOOOO
Trap0 00000000000 OOOOOO

OTrep0 00000000 ODOOOOCOUSEROOOODOOOOODODOOODOODOOOOODOODOO
OOTrap0OUWDPOOOOO0ODOOCOOOOOserver00000000000O0O0O0O0OOOODOO
OO00Ommformd000O00O0O0ONSDOOODOODODOOODOODOOOOO
OCserviceDOOODOODODOODO0OOOOOO0ODOOOODOOserviceOOOOOOOOOOOO
0000000000000 0000000000000ONSOO000D00000000 getdOO
oooooooogo

m System Group MIB(MIB-11)O 0O
O00000ORFCI2B0000000O00OOMIBOOODOOOOOOUIODODOODOOOOOOOOOO

[0 sysContact

U sysName

[ sysLocation

0 sysDescr
O00sysObjectiDOODcenturyD 00O 0OD0OO0ODOCIDODOODODOOODOODOODOOODODOO
ooooo
O00sysUpTime 0 0000000000000 0ODOODOODODOODOOODOONTPODDOODOODOO
dooooooooo)o
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SNMP node
m OJOMIBOO
goooooooomBOOOoOoOooooOoO
O Standard OPrivate MIB
RFC1213 (SNMPv2 MIB-11) CS-NXR-PRODUCT-MIB
RFC2011 (IP-MIB) CS-NXR-L2TPv3-MIB

RFC2012 (TCP-MIB)

RFC2013 (UDP-MIB)

RFC2863 (IF-MIB)

RFC3411 (SNMP-FRAMEWORK-MIB)

RFC3412 (SNMP-MPD-MIB)

RFC3413 (SNMP-TARGET-MIB: SNMP-NOTIFICATION-MIB: SNMP-PROXY-MIB)
RFC3414 (SNMP-USER-BASED-SM-MIB)

RFC3415 (SNMP-VIEW-BASED-ACM-MIB)

RFC3418 (SNMPv2 MIB)

RFC2465 (IPv6 MIB) 0O OO0

m 000000
USB/ExpressCard 00 000000000 ODOOOOSNPOODOODOOOOODOODODOODOODOODO
gboooboooboboboboooooboobooobooon

m WiMAXOO
WiMvAXO D OOOODOOoOOOoODOoORSSI/CINROSS/CUODDOOOOMBOOOOOODOOODOOO
wivixOOOoOoooooooooooooooooooooooooooo

O0ooooboboooboobo0ooo0bobooobobooboOoDbOoOndDCcs-NXR-PRODUCT-MIBE OO

goooooo

OWIMMXOOOOODONXR-155/C-wWO OO OD0OOUOOO0O0ODOOONKR-120000000000000O
oooobobooobo

ocOoobooooOoO
gussOoooooOoooobooooosswOoooobooooobooooooboooooooo
go0ooogb00OunknownOOOODOODO
OOoO000pooOoOoOoooOoOwiMaXODOOOoOOOoOoOOooood @p/down)DODOOOOODOO
gooussO000onooobooboonooobodnnotSupportd 0000 O000ODOODOOOOOOOODOO
OPPPOOOOOODOOODCOOOOD notAccessibleD OO ODODO

ocnogoooon
gussOOO0O0OODO0OOD0OODOODOO0OODOODLOOODODOODOO@Qp/down) DO ODDOODODODODODODOO
gobobooboooooboooboboobon
O00000oooOOobOooooowiMXOOoooooooooooooDbooODerrorbO0OOoDO
0dd0dwnOOODOOOOODOOCOOOOOOODOOO01I00DOOOODOOwWOOODOOO
gooo
OO0oO00O0OooO0oOoOooOOwiMAXOOOOODOOOODOOoOOoOOOOdown->up0 0000000
gooo 215
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SNMP node

m  SNMP NAT

SNWP POUO O DOODOOO IPOODOODOONATODOOODOODOOONATODODOODOOODORRC29620 00

gosaSICOO0OOODOOOOpPUOO IPOOOODOOONATODODOOOOODODOOO1I00DO
gooooobogoog
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SNMP node

O OO command

nxrl30#configure terminal

Enter configuration commands, one per line.

End with CNTL/Z.

nxr130(config)#snmp
nxr130(snmp-config)#

O security

goooood
goooooo
g 0O 0Od
oo oo
g No g

O syslocation
ogooooon
goooooo
oo o o0
0 No 0

O syscontact
ooooooo
ogoooood
oOd O oo
0 No 0

O sysname

ooooooo
ogoooood
OO 0O oOo
0 No 0

O sysdescr

ogooooood
goooooo
oo o o0
0 No 0
aad oo

SwWwPOOOOOO0O0ooooooooooooooooooo
security A.B_C.D/M]X:Xz:X:X/M COMMUNITY

no security

NetworkD O30 00000000000 OOO

no security (A.B.C.D/M|X:X::X:X/M)

sysLocationO0 0 O OO QOO
syslocation LOCATION

no syslocation

no syslocation

sysContact O 00O O OO
syscontact CONTACT

no syscontact

no syscontact

sysName O O OO QO QOO

sysname SYSNAME

no sysnamel] [=0 O O (ex. NXR-130)]
no sysname

sysbescrU 00000

sysdescr DESCRIBE

no sysdescr

no sysdescr

0000 ooooooo

ex. Century Systems NXR-130 Series ver 5.1.0 (build 50/15:44 22 04 2009)
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SNMP node

O trap manager
gooobono SNMP O trap manager D 0 OO OO0
ooooooo
trap manager (A.B.C.D|X:X::X:X) (]trapcommunity) (]Jv1]v2)
trap manager (A.B.C.D|X:X::X:X) (]Jtrapcommunity) inform [](interval <10-1800>)|(retry <0-10>]
oo O 0Od no trap manager
O No 0  no trap manager (JA.B.C.D|X:X::X:X)
o0ooooo 3000o00gooooooooo
Community 00000 "community" O OO D000
pdu-type 00000 ViIODODOODOODO

O trap agent
OO0O0O0ooO0Ogd SNWPO trap agent0 OO OOOO
goooooo trap agent ip A.B.C.D
trap agent interface ethernet <0-2>
oo O 0Od no trap agent
g No d no trap agent
0000000 TRAPOOOODO "Agent Address” 00O O0O0O00DODOOOODO

O bind address

ooooooo SNMP O bind addressO0 000000

goooooo bind address A.B.C.D
bind address X:X::X:X

oo O oo no bind address

O No O no bind address

0000000 TRAPOOOD source ipd 00O bind addressO0 00000
000 (no bind address) 00O 0 0.0.0.00 listenO O QOO

218



20

syslog node



0 200 syslog node

syslog node

O OO command

nxrl30#configure terminal

Enter configuration commands, one per line.

End with CNTL/Z.

nxr130(config)#syslog
nxr130(syslog-config)#

O 1local enable

goooooo
gooogooo
oo 0O 00
O No O

O Ilocal file
ogoooooo
ogoooooa
oo o oo
0 No a
oo oo

O server

goooooo
goboobogoo
g No O
guo guo

O mark
gooooog

syslog OO0 O0OO0OOOO

local enable

local enable

no local enable0 (CODOOOOODOOO)

syslog OO0 DOOOOOOOO

local file (diskO:FILENAME|diskl:FILENAME)

no local file

no local file

filename D O disk0:0 00 00Odiskl:0 00000000000 O0ODOODOOOOO

syslogD O OO IPOOOOOOOFONODOODOOO

server (A.B.C.D|X:X::X:X]FQDN) (|source A.B.C.D|X:X::X:X)

no server (A.B.C.D|X:X:z:X:X|FQDN) (= syslogU OO OO OODOODOO
syslogOD OO0 O05000000000000000

syslogD 000 000000000000 DO0O0OOODOO0O

Syslog markO OO O OGOOO

OMarkOOOOOOoOO9minOOOOOOODOOOCOODOODODefaultd 20000000000
OOO00O0OmrkOOOODOOOOO
OOOOmarkd syslogOD OO OOO0OOOOsyslogO OO level O debug/ZinfoO0 DO OOODOOODO

goooo
gooogooo
oo 0O 00
oo oo
u No u

O priority

ggooogoo
ggoboogd
od 0O OO
u No u
od od

mark <min:0-99>

mark 20
mark 0 (DisableD OO O)
no mark (=mark 20)

SyslogD 0 OO0 00000 D0OO0OD0OODOOOOOOO
priority (debug]info|notice)

priority info

no priority

facility 000000000 OOOOOO
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syslog node

0 system

ooooooo

[ System Message U O O O O O O Connection tracking D OLoad AverageCl OO0 O O0OODODOODOO
gooDOoOoONR-230/CO000D0O0DOOOOODOOOODOmrkOO0O0ODOOOOOOO
syslogQ OO0 O0ODOO0OCOODOO

OoO00oooOoO00oO0o0OboOd remote serverJ 00 000O0DOOOOODOOO

goooooo system mark - Output messages with mark
system hour : Output messages hourly

g O oOd no system

0 No 0 no system s System0 OO0 O0QOQOQOOoOO

O suppress

ooooood

O00Omessage 000000000000 0O00OODO0O0ODOOOOMessage00000000O00ODO0O
0ooooooooooooooon

goooooad suppress <10-3600>

oo o od Nno suppress

0 No 0 no suppress

ooooood

OSuppress0 0000 10-3600sec0 000 O0ODODOOOOOOODO

Olast message 1 0O O00ODOODOOODOOsuppress message 1 OO0 O0OOODODO

ODefault OO OsuppressO 0O OO0

O mail send

0oooooo  syslogdOOO0OO0OD0ODOOOOOOO
OUSEROODOOODOOO0DOO0O messaged syslogO D OO0 OO0O0OOOODOO E-mail address
milOOOO0O0O0O00000O0O0OOoOcLIOon leginOO0OO0OO0OO0O0O0OO0OO0O0ODOOOOO
OooodoOmillO0ODO00O0O0OD0O0O0OOODOODOO
0000000000000 00000060secdO checkDOOODODODOOOODODOOOO mail
O000000D0OmilOOD0O0OO0OO0OOIP/IPEOOODOOOODOODOO

ooooooo mail send enable

oo o oo no mail send

O No O no mail send

O mail to

ooooooo 0oooooooooooooooo
ooooooo mail to RECEIVER

oo o do no mail to

0 No 0 no mail to

O mail from

ooooooo 0oooooooooooooooo
goooooo mail from SENDER

oo o oo no mail from

0 No 0 no mail from 221
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syslog node

O mail subject
oooooono
ogooooon
oo 0O oo
0 No 0

O mail strings
ooooooo
ogooooon
oo 0O oo
o oo
0 No 0

O mail server
goooood
goooood

g No O

O mail server
gooooog
goooooo

O mail server
gooooog
goooooo

O mail server
gooooog
goooooo

ooooooooooooo
mail subject SUBJECT

no mail subject

no mail subject

gboboobobooobobuooboobobooboboon

mail strings <1-32> STRINGS

no mail strings
0oo00oooooo32000000
no mail strings <1-32>

000O000O0oo0oooooooooog

mail server authentication pop-before-smtp
mail server authentication smtp-auth-login
mail server authentication smtp-auth-plain
no mail server authentication

poP3a0 00 D0OOOODOOOOODOO
mail server address A.B.C.D
mail server address FQDN

POP before SMTP
SMTP authentication (login)
SMTP authentication (plain)

swPOOO0OOO0DOO0DbOOOOoObOOo0obOoOobOon

mail server smtp address A.B.C.D
mail server smtp address FQDN
mail server smtp port <1-65535>

S\MTPOOOOOODO IDOOOOO0ODOOOOODOO
mail server username USERNAME password (|hidden) PASSWORD

222



0 200 syslog node

syslog node

O rotate
ooooood
ODefaultO0 O OO OOsyslog message 0 000 O000OOOO8WOODOOOOODODO400000000
0o0oo0ooooooobooboopDboooooOobobobDOooDOoDo
Orotate0 0000 OOsyslogOD OO 0O0O0ODOOO0OOODOOOOOOODOO storaged O backupO
0000000000000 000000000000 backupOOO0OOMMrotated00O0DOOO
OOschedule0OOOOODOOOOO
ooooood
rotate (diskO]diskl)
rotate (diskO|diskl) threshold logsize <kbytes:150-1000>
rotate (diskO|diskl) threshold files <files:1-10>
rotate (diskO|diskl) threshold logsize <kbytes:150-1000> files <files:1-10>
gg 0O 0Od no rotate
u No u no rotate
oo oo
gusBoOODOOODOUSB FlashOODODODOOOOOODOdiskoDODODOODOOUSBIOODOODOO USB
FlashOOOOOOODODODOOOOdisklOOOOODOO
OSyslog rotate0 00000000 (kbytes)D OO OO Obackup fileOOOOOODOOOOODOO
0000000 defaultO O O500(kbytes)d 0O 5(Files)0 OO
000 ObackupO OO syslog message 0 JgzipO OO OODODOODOOODODOODOOODOODOO file
000000000 0BackupO O ODOODOO fileDDO0ODODOOODOODOODO
backupO OO O OO format : YYYYMMDD_HHMM.log.gz
20100 11020 19050000000 backupO0 O OO OO O 20101102 1950.1og.gz
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dhcp-server node

O OO command

nxrl30#configure terminal

Enter configuration commands, one per line.

End with CNTL/Z.

nxr130(config)#dhcp-server <1-64>
nxr130(dhcps-config)#

O network

ogoooooo
ooooooa
0 No 0
oo oo

O lease-time
ogoooooo
ooooooa
oo o oo
O No O

O gateway

gooooon
goooooo
oo o o0
0 No 0

O domain

goooooo
ogoooooaa
oo o oo
O No O

O dns-server
goooooo
goooood

oo 0O oo
g g
O No O

pHCPO OO UOUODOOOOODOOOODOOOODO

network A.B.C.D/M range <starting IP: E.F.G.H> <ending IP: 1.J.K.L>

no network A.B.C.D/M range <starting IP: E.F.G.H> <ending IP: 1.J.K.L>
001000000000 00000000OOnetwork0 0000000 O0OO

IPOO0O0O0ODDODODOO0O0OODOOOO
lease-time <default:1-4294967295> <max:1-4294967295>
lease-time 21600 43200

no lease-time : Unset DHCP lease time

DHCPO DD ODOOOOOOOODUOOOOOODOOOIwrOOoOooOooOooooo
gateway GATEWAY
no gateway

no gateway . Delete

DHCPO OO DODODOOOO0OODDODODOO0O0ODDODODOOO
domain DOMAIN
no domain

no domain > Unconfigure

DHCPO OO D OUOODOOOODNSOUODOODDOOODODODOOOO
dns-server <primary DNS: A.B.C.D>

dns-server <primary DNS: A.B.C.D> <secondary DNS: A.B.C.D>
no dns-server

20000000

no dns-server : Delete
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O netbios-server

goooooo
gooogooo

oo 0O 00
guo g
O No a

NetBIOSO OO D IPODOOOOODOODOO

netbios <primary NetBIOS: A.B.C.D>

netbios <primary NetBIOS: A.B.C.D> <secondary NetBIOS: A.B.C.D>
no netbios-server

20000000

no netbios-server( (= Delete)

O netbios-scope-id

goooooo
gooogooo
oo 0O 00
O No O

O sip-server
ggoboogd
goobooogo

oo 0O 0O0o
u No |
oo RN

NetBIOSO O OO IDODOOOOODOO
netbios-scope-id SCOPED-ID

no netbios-scope-id

no netbios-scope-id

DHCP clientO OO SIP server0 00O OO DOSIP server addressO0 0000000
sip-server A.B.C.D (JA.B.C.D)

sip-server FQDN (]FQDN)

no sip-server

no sip-server

IPvd addressO0 00 FQDNO OO 200 0000000000000

O RFC2131 compatibility broadcast bit

goboobogoo

ODHCP server0 0 OO RFC2131000000O0DOOOODOCOOODODOONODORFC21310 0 broadcast
bitd 1000 DHCP packetd O 0O OO OO MAC address O broadcast(FF:FF:FF:FF:FF:FF)O O 0O O
gooooooooooon

00000000000 O0000OObroadcast bitd OO O OO ODHCP packet D OO O O O unicast
frame(O O O destination IP address0 OO0 0O00OOOOOOOOOOO limited broadcast)d O

goooboo

OO000D0D0D0O0OdefaultDOOODO0O

goboobogoo
oo 0O 0O0o
u No g

rfc2131-compatibility broadcast-bit enable
rfc2131-compatibility broadcast-bit enable
no rfc2131-compatibility broadcast-bit enable
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dhcp-relay node

DHCPv4OI OO OO

DHCPvAO OO DODOLANOOOOODOOO0O0D0O0O00D0O0O0O0ODHPOOOOOOPPPOODOODODO
00000000000000000000000000000000000000000000000
000000000000000000000000

0000000000 0Db00DO0D0OOpHecPOO O OO giaddrO DO OO ODODHCPODODODODO
OO00ooOooOoooImiv4a0O0OD0O0OOO0ODOODODHCPOOODOOgiaddr DD O0DOOOOODOODODOO
ooooboboooboboooobooooboboo

O 00 command

nxr130#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#dhcp-relay

nxr130(dhcpr-config)#

O address

ooooooo BOOTP Request 0 D D 0O OO O OOOOODHCPO OO O IPOOODOODOOODOODO
goooooo address A.B.C.D

oo o oOd no address

a No a no address A.B.C.D

ooooooo OODHCPOODOOO400D000DOO0ODODOODOO

O accept

ooooooo

ODHCPOODOUDOODODOUDODODOUODODODOUODOODODDOOONO BOOTP Request O DO ODODO
goooooooooooooooooooog

gOo0O00O00d  accept ethernet <0-2>

O No O no accept ethernet <0-2>

ooooooo

OO00O000O0OO0O0O0DOOO0DOO BOOTP RequestD OO OO DROPOO OO

OEthernet0 000000000000 DOOOO0DOOOODOOO00OODO0OOO EthernetD OO
godoOoooooooooooooooo
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ipsec local policy node

O OO0 command
nxr130(config)#ipsec local policy <policy:1-255>
nxrl130(config-ipsec-local)#

O address
ooooooo IPsec tunnel OO OO IPOOOODOOO
0000000  address ip

address ipv6

O self-identity
gogoooog goooimwoooooog

gooooogd  self-identity fgdn FQDN (O = centurysys.co-jp)
self-identity user-fqdn USER@FQDN (O : user@centurysys.co-jp)
self-identity dn DN (Coooooooooo)
self-identity key KEY-ID (KEY IDODODOODODOMm

oo O OO no self-identity
O No 0  no self-identity
od Ood
ONOOUOOOoOoouooooooooooooo
C=JP,ST=Tokyo,O=century,0U=dev,CN=nxrl.centurysys.co. jp,E=admin@centurysys.co.jp

O x509 certificate

Joooooo  X.h500000000000

ooooooo x509 certificate CERTIFICATE

a No a no x509 certificate : Unset X.509
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ipsec isakmp policy node

O OO0 command

nxrl30#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxrl130(config)#ipsec isakmp policy <policy:1-65535>
nxr130(config-ipsec-isakmp)#

O description

ggooogd ISAKMP policyO0 OO0 O OOOOOO
ogoboooo description DESCRIPTION

O No 0O  no description

O authentication pre-share
Oo0Oooooo pPSKOODODOOODOO
0000000  authentication pre-share KEY

O authentication rsa-sig
O0O00oooo RSAODDDOOODOO
0000000  authentication rsa-sig
authentication rsa-sig KEY
od od
O00000OversionOOOOO IKEVv2O0OODOOOOOOOraw RSA keyO O OOOOOOODO
ipsec isakmp policy 1
version 2
authentication rsa-sig AAAAAAAAAAAAAAAAAA

O xauth

0000000 xathOOOOOOO

OOO0OO0D0OO0O  xauth mode client USERID
xauth mode server

O No O  no xauth

oo oo USERID O O ipsec xauth(global node0 O0)0OO0OO username 00000000
userid 0 password O O ipsec xauth(global node00)00OO0O0O0O
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m authentication local/remote (IKEV200O)
o local
ooooooo IKE2O00OOODO0ooooooooooooooo
ooooooo authentication local pre-share WORD
authentication local rsa-sig
authentication local eap-md5

o remote
ooooooo IKEv20 OOOoooooooooooooogoo
0000000  authentication remote pre-share (JWORD)
authentication remote rsa-sig
authentication remote eap-md5
authentication remote eap-radius(]
O No O  no authentication remote
od od
Oikev20 00000000000 oooo0ooooooooooooooooooogooooooo
ooooo
00O authentication local eap-md5
authentication remote rsa-sig
00O authentication local rsa-sig
authentication remote eap-md5
Opre-share0 000 1: 10100000
00 authentication remote pre-share WORD
authentication local pre-share WORD
00 authentication remote pre-share WORD
authentication local pre-share WORD
Opre-share0 000 2: 10000@OOOOIWPOOODO)YDOO
O 00O ipsec pre-share identity fqdn NXR1 password WORD1
ipsec pre-share identity fgdn NXR2 password WORD2
1
ipsec isakmp policy 1
authentication remote pre-share
authentication local pre-share WORD
remote address ip any
gooooogg
!
0 0O lauthentication remote pre-share WORD
authentication local pre-share WORD1
0 0O 2authentication remote pre-share WORD
authentication local pre-share WORD2
<pOoooooo s>
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m authentication local/remote (O O)
o0 0o
Orsa-sig0 000 [X.5090 O (0O )0 EAP-MD5(C O]
0o0
ipsec x509 enable
ipsec x509 ca-certificate NXR_CA
ipsec x509 certificate NXR_CERT
ipsec x509 private-key PRIV_KEY key
ipsec x509 private-key PRIV_KEY password PASSPHRASE
ipsec x509 crl NXR_CRL
ipsec eap identity string MYID password PASSWORD
1
ipsec local policy 1
address ip
x509 certificate NXR_CERT
oooooooo
!
ipsec isakmp policy 1
version 2
authentication remote eap-md5
authentication local rsa-sig

ooooooog
!

ooo

ipsec x509 ca-certificate NXR_CA

ipsec eap identity string MYID password PASSWORD

1

ipsec isakmp policy 1

version 2

authentication remote rsa-sig

authentication local eap-md5

eap-identity MYID

remote identity dn

C=JP,ST=Tokyo,0=century,0U=dev,CN=nxrl.centurysys.co. jp,E=admin@centurysys.co.jp

ooooooog

!

<O0Ooooooo >
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® authentication local/remote (O 0O)

ipsec eap identity string MYID password PASSWORD
!
ipsec isakmp policy 1
authentication local eap-md5
eap-identity MYID
ocooooooo
!

0o oo

Deap-nd5 000 O
0o
0o

ipsec eap identity string MYID password PASSWORD
!

ipsec isakmp policy 1

authentication remote eap-md5

goooooog
!

Oeap-radiusO0 OO0

go

go

ipsec eap radius A.B.C.D password SECRET
1
ipsec isakmp policy 1
authentication remote eap-radius
oooooooo
!
ipsec eap identity string MYID password PASSWORD
1
ipsec isakmp policy 1
authentication local eap-md5
eap-identity MYID
ocooooooo
1
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O reauthentication (IKEv2O 0O)

oooooog

OIKEv2O OOrekeyO OO O OO0 reauthOO OO rekeyd D000 ODO0DOOOOODOOO
ogoooooad reauthentication enable

oo o oo reauthentication enable

O No O no reauthentication enable

oooooog

ODefaultO0 0 ODreauthO OO OO0 reauthd O OIKE SAO rekeyd 0 CHILD SAOD D OO ODOOODO
OQ0reauthO OO OO0OOO0DOOrekeyO OO0 O OOO

00000000 0Do0oo0d0reauth 0000000000 O0OODOOODOOSecurity Gateway

ONXROOOOOOOOOOO) ODOOOODODOUOODOOOoOOoDoOOOO rekeyODOOOODO
gooooogo
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O keepalive
ooooooo IPsec keepalive(DPD:RFC3706)0 000000
ooooood keepalive periodic (]Jclear|hold]restart)
keepalive <interval:10-3600> <retry:0-60> periodic (|clear|hold]restart)
o0 o oOd keepalive 30 3 periodic restart
O No O no keepalive
ooooo 1o
ODPD [0 O SG(Security Gateway)d down D SGO O IP reachabilityD O OO IKE SADOODODOODODO
gOoOoDoooogbpbdOlIPsec SADCOOOODOOOOODOOOOODOO
OkeepaliveO OO OOOSCOO IPsec0 00000000 DODOOODPDOOODOODOOOODOO
Ono keepaliveO O OO OOODPDOOODOCOOOODOOCOOOOODOOOOScOOODPDOOOOOO
oooooo
Okeepalive 10 3 periodicO0 00000001000 0000400R-U-THEREODDOOOODOOO
O0OR-U-THERE-ACKOD O 0D OOD 1000000 000D0ODO0OO00ODODOO0OOO
ooooo 20
OpPDO0OD0O0ODOOOOODDOIKE/IPsec SADDO IPsec policy 000D OO0O0OODODOOOODO
pPOO O OODOODOOODOON (clear, hold, restart)D 000000
o clear
SADCOOpolicyDOOO0OOOODOOOOODOOOO
o hold
SADCOOOOpolicyCOOOOOOODOCOODpolicyl0DODOOOODOOOODOOO IKED
0000000000000 O0D0000iipsec tunnel policy O O negotiation-mode=responder O
OooOoooOoOoOoOokKEOOOODOoOOooOooogooo
o restart
SAO0OO0 policyOOODOODOIIKEDODODOODOODODODOOODOOODOORDO ipsec tunnel policy
O O negotiation-mode=responder O 0 O 00000 0OOCOIKEODOODODODOODOOOOO
oooooso
gpPDOOODOOODO IKEO Obackup policyOODOODOODOOOOObackup policyD OO ODOOODO
OO00D0C0OOObackup policyJOOOO0OOOOOOObackupODOOOODOOOOMmM
Obackup policyD 00000000 ODOOODO backup policy O negotiation-mode [0 responder O O
goooodooooooooooooo

O backup policy

oooogooo IPsec isakmp O backup policyOD OO O OOO
0000000  backup policy <1-65535>

oo 0O OO0 no backup policy

O No 0  no backup policy

0000000  backup policyOOISAKMPO OO OODOOO

O hash

0000000 QOOoO0O0O0ODoOoOoOO0o0oooOoOoO0d
OO00OO0O000  hash (md5]sha]sha256]sha384|sha512)
o0 O 0O0d hash sha
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O encryption

0000000 OOoO0oO0ooOoOOoOoOooooOoOoO0d
O0O00oO0OoO0Od  encryption (aesl28|des|3des)
oo 0O oO0o encryption aes128

O group

ooooood DH1 Diffie-HelmanO groupd0 OO0 OO OO
OOOooooo  group (1]2]5114]115]16]117)

oo 0O oo group 2

O lifetime
ooooooo
ISAKMP SADDDDOODOO(Hard timer)DO0OODOOO0OO00000000O0SADOOOOOOO
ooooooo lifetime <1081-86400>
oo o oOod lifetime 10800 (=3 hours)

O No O no lifetime (= lifetime 10800)
O rekey
ooooooo

ORekey O soft timer 0 Omargin increased-ratio0 000000000
OMarginO O lifetimeODOOO0OO0O0OOO rekeyO OOOOOOOOOOOOOOO
Oincreased-ratio0 O Omargin0 00000000000 OOOODOOO
ooooood rekey margin <30-360> (increased-ratio <0-100>])
oo 0O oo no rekey margin
coooooo
DO00O00ooO0O0Oo0sSeft timer000000000D0O0000O00ODOOOO0O Soft timer0 000
oooo
minimum soft timer = lifetime - margin
maximum soft timer = lifetime - (margin + margin x increased-ratio/100)
Odefault O O Omargin 0 270secd increased-ratio ] 100% 00000000 lifetimeO O 2700
540sec0 0000000000 OOODOOODOOOResponder 00 0 0Osoft timer O Omargin/20 0
OO0000D0O000000O0Oinitiator000 rekey0 000000000 OOO
Oincreased-ratio0 00O O0OD0O0O soft timer OO O000O0OO0O0ODOOODOOOOOODOOOODOO
OO0000opoO0ooooodooooooooooo

O isakmp-mode

OO0000O00 PpPhase 10000000 OCOO0OO0OOOODOOOOO
goooooo isakmp-mode (main]aggressive)
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O version

ooooooo IKEDOOODOOO(KEVI/IKEV2) O OO OO OO

gooooogo version (1]2)

oo O oo version 1

oo oo

OIPsec ISAKMP policyOD 0D OO ODOOO0OO0ODOOOCKEVIO IKEV2OODOODOOOODODOOOOOO
0)d

O remote address

oo0ooooo ooowprooooooooooon

ooooooog remote address ip (A.B.C.D]any)
remote address ipv6 (X:X::X:X|any)

O remote identity
oooooood gooimwooooooo

goooooo remote identity fqdn FQDN (O : centurysys.co.jp)
remote identity user-fgdn USER@FQDN (O - user@centurysys.co-jp)
remote identity dn DN (ooooooooog)
remote identity key KEY-ID (KEY IDOODOOODOMM

oo O oo no remote identity
g No g no remote identity
oo oo
Opeer identity OO0 OO OOIP/IPveO OO OO IDODOOOODOODOO
ooNODODoOooOoooDoboooooooog
C=JP,ST=Tokyo,0=century,0U=dev,CN=nxrl.centurysys.co.jp,E=admin@centurysys.co.jp

O 1local policy

ooooooo O00oooooooooooooooon
ooooooo local policy <1-255>
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O 1local policy (change action)
ooooooo
OIPsec isakmp O OO OO local policyd trackO O (up/down)d 000 Oactiond OO0 O00ODO0O
od
0000000000oooOoool100 Ipsecdd OO main/backup0 00000000000 O0O
ooooooo
local policy <policy:1-255> netevent <trackid:1-255> change <local_policy:1-255>
local policy <policy:1-255> netevent <trackid:2048-4095> change <local_policy:1-255>
ood 0od
gpskDOOOOOOODOOOOOO local policyO IDOOOOO local policyd IDOCOOO IDO
0000000000000 00DO0b0O0OOd change actionOO0O0O0O0O0OOOlocal policy 10
local policy 20 self-identity0 00 IDOOOOOOO0O
1
ipsec isakmp policy 1
local policy 1 netevent 1 change 2
!
ipsec local policy 1
self-identity fqdn myidd OO ID
!
ipsec local policy 2
self-identity fqdn myidd ~O O ID
!
OactionO OO OO0 : track objectODO OO downO OO actionD OO0 OD0O0ODO
OactionOOO0O0O0O: neteventD 0000000000000 COOOActiondOOOOOODOO
oooooooooo

O eap-identity

oO0ooooo EAPOO0OOOCOIDOOODCOOO

OO00OgDooOg  eap-identity (WORDJany)

O No 0  no eap-identity

RN RN 00 00O Oauthentication local/remote0 00 000OO00O0ODO

O netevent
goooooo 00000000 OIIKEDODO IPsecO00D000D0OD0ODOOODOODOOOO
ooooooo netevent <trackid:1-255> (connect|disconnect]|reconnect)
netevent <trackid:2048-4095> (connect|disconnect]reconnect)
O No d no netevent
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O OO0 command

nxrl30#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#ipsec tunnel policy <policy:1-65535>
nxr130(config-ipsec-tunnel)#

O description

ooooood IPsec tunnel policyO 00 O0OD0OO0O
0000000  description DESCRIPTION

O No 0  no description DESCRIPTION

O set transform

gooooog transformO0 000000

ooooood

set transform (esp-3des|esp-des|esp-aesl28|esp-aesl92]|esp-aes256]esp-null)
(esp-shal-hmac|esp-md5-hmac]esp-sha256-hmac|esp-sha384-hmac|esp-shab12-hmac|)

oo 0O oO0o set transform esp-aesl28 esp-shal-hmac

0000000 HASHODODOOOOODOODOESPODOOOODOODOOOOODODO
0oo00oooooooodOreplayd 0 windowO OO OOOOOOOO
esp-null 000000000000 OO0OODOODOOOOO

0 set pfs
Oo0ooooo  pPSOD0OOODODO
oooooogd  set pfs (Jgroupl|group2|group5|phasel]groupld|groupl5|groupl6|groupl?)
oo 0O oO0o set pfs phasel
OIKEviOOOOphaselO OO DH groupO O OO OO0
OIKev20000OPFSO0OO0O0O0ODODOOO@ODOOO)O
O No O no set pfs (=PFSO0O)

O set anti-replay-check

0000000 replay00windowD OO OO /000000000
0ooooogd  set anti-replay-check

oo 0O oO0o set anti-replay-check

O No O no set anti-replay-check

0 set key-exchange

0000000 DOOOISAKMP ODOO0DOO0DOOoOooOoOn
0000000 set key-exchange isakmp <1-65535>
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O set key-exchange (change action)
ooooooo
O1IPsec tunnel 00 OO0 isakmp policy O track 0 O (up/down)J 00 0 Oactiond0 000000
000000O0000oooOooo100 Ipsecdd OO main/backup0 0000000000 OOO
ooooooo
set key-exchange isakmp <1-65535> netevent <trackid:1-255> change isakmp <1-65535>
set key-exchange isakmp <1-65535> netevent <trackid:2048-4095> change isakmp <1-65535>
ood 0od
Oaction0 OO0 OO0 : track objectOO OO downO OO actionD 0000000
OactionDOOO0OO: neteventD 00000000000 O0OODOOOOAction0O00OO0DOODOO
ooooooooogo

O set sa lifetime
ooooooo
IPsec SAODOOODOOO(Hard Timer)D OO OOOOOODOOOOODOOOSAODOOODOOO
0oooood  set sa lifetime <1081-86400>
oo o oo set sa lifetime 3600
O No O no set sa lifetime (= set as lifetime 3600)

O negotiation-mode
ooooooo IPsec policyDOOOODOOOOOOOOOOOOOO
ooooooo negotiation-mode (auto]on-demand]manual|responder)
auto IPsec serviceO OO0 negotiation0 00000 O0OIKEV2O0O000000O00O0O
TS(O00000000O0)YDODDDO0ODO0ODODDOO00O0ooOoOOoDoOedsecdOn
initiate00O0000CO0O
manual IPsec service 0 0O 0 negotiationD OO OO0 wnnelOOO0O0OODOOODOO
Backup policyD OO OO0 ODOO
on-demand IPsec serviceJO OO route0 0O O0O0OODOOO
responder [IPsec serviceOO OO OO0OOOmanual 00000000 OONO responder0 000
0000000000000 @ekeyd0)ODOOOO initiate0 00000000
OO
oo 0O oo negotiation-mode auto
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O clone
goooood

000 IPsec tunnel policyd OO policyd OO ipsec tunnel policyD OO OOOO

goo0o0dO0Omain/backupd0 00 00000O0IPsecOD0OODOOOOOOO main/backup0 00O
policyl 00000000000 0ODOOODOOOOOOOOOO

Oroute based IPsecd 00100 tunnel interfaced main/backup 0 00000000 O0OOOO0O

goooogon
goooogon
gooooogo
U No U
googooon

O shutdown

gooooon
ooooooo
1l No 0

O match address
goooood
goooood

gboooooo

0 set route

gooooogo
gboooobgo
g No O

O set priority
gogooooo
goooooo
g 0 0Od
g No d

Omain/backup 0 0000 tunnel D000 OO0 staticO nat/filter DO DO O0ODO
ooo0oooDoooooooooooooo

clone <1-65535>

no clone
OO00000OdO0O0oOOcopylO0O0ODOO@OUOOODOOODOOOYDODO
O tunnel number

Opriority

O description

O negotiation-mode

0 shutdown

0 key-exchange

IPsecO 00 00000O0DOOOODOO
shutdown
no shutdown

IPsec tunnel OO O OO IPsecO access-listO0 00O OO0
match address IPSEC-ACL-NAME

match address IPSEC-ACL-NAME nat-traversal

IPsec access-listO Oglobal nodeO0 OO O OO0

Destination PrefixO OO OOOOOOOOOOODOOOO
set route
no set route (= Disable)

goooooooooooooooooo
set priority <1-255>

set priority 1

no set priority (= 000)
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O OO command

UPnP node

UPnP node

nxrl30#configure terminal

Enter configuration commands, one per line.

End with CNTL/Z.

nxr130(config)#upnp
nxr130(upnp-config)#

m UPnP

o service
ooooooon
ooooooo

oo0ooooooooo
service enable

o external interface

goooboo

goooooon

wWwWwOOooooopoooooooo

INTERFACE O ethernet, vlan, ppp, bridge0 00000000 OO0ODO
external interface ethernet <0-2> (Jvid <1-4094>)

external interface ppp <0-4>

external interface bridge <0-4095>

o external port-reserve

goooooog

gooooon
gooONDO OO

OOWAN O0000000000000ooooooooooooooooooon
OO0000O0OuPPO0O0ODDOOO0OOOOODOOOOOOOOOOT
O00O0oooooTee/UDP DO DOOODOODOOOOOODOOO0OODOD00O0O 64 O
oooooooooooooo

external port-reserve <1-65535> (]|<1-65535>)

no external port-reserve <1-65535> (]<1-65535>)

o external well-known

gooooon
goooooon
gooONeOD OO

o listen

ooooooon
ooooooo
O00ONeO OO
goooood

o timeout

goooood
ooooooo
ooooood

well-known port(1-1023)0 0 UPnPO O OO OOOOODOOO
external well-known port enable
no external well-known port enable

LANODODODOODOUPPODOODODO listenOO IPOO0OODOODOODOOO
listen ip A.B.C.D/M

no listen ip A.B.C.D/M

0020000000

UpnPOD0DO00OD0ODODOOOOOOODODODOO
timeout <sec:60-21474836>
no timeout (= timout 600)
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m QoS

0000000000000 000000 queuingdO0O0OO0OD0OOOOOpacket coloringd O O0O0
OO0 egress interface0 000000000 O0ODOO0O
O00000OCO00O0oooOdOoOoOoQesodooooOoonooOodfast-forwardingD O OOOO0OOO
ooooooo

1. PFIFO(Packet FIFO)

O000O0O0OO default queuingO OO OPFIFO_FASTO OO OO OO OOIPOOODO ToSOOOOO
0000000000000 300queued 000000000000 queued0000000ODODOOO
OOOOOPFIFO_FASTO O OO ODOOOOOOODOOOOOODOOOOO

2. TBF(Token Bucket Filtering)

Token Bucket FilteringD OO DO O0OO0OOOOOOOshaping0 0000000 ODOOOOOOOO
bucketO O tokenO OO OOOO tokenO OO OOOOOOOCOOTokenODOOOOODOODODOOOODO
ooooo

Classless queuingD 0 0000000000000 classO0 000000000 DOOOOODODODOO
000000 classO0000 shapingOD OO0 OO0OOOHTBO PQODO OO class full queuing OO
000000000000 00D00O00ORTBOO shapingO OO0 OO00O0O0O classO TBFOODO O OO
CPUO 0000000000000 000000000000000HTB000000N0N0ONOnoooong

oooooooO0oooOoOoOoooooUdOobOOoOoOoUOoOoOoUUoOoOoOoUOoDoOoOgOoDoOoUOoo
0000 shaping 00000000 O0OOOOFRCS OIFGOPADOODOOOODOOOODODOOO
OO0000O0DO0OOOOshaping rate OO0 OOO0OD0OOCOOODOCEthernet000000O00O0DOOOO
OO0000OO0OFCS OIFGHPA DOODODDDOOO0OOOODDOOOOdrop OOODODODOOODODOO
0000000000000 OEthernetD000000C0O0OOOOOOOOshapingDOOOO0DOCOOO
ifg(inter-frame-gap OO 0O 000 12byte O 0O O )0 fes(4byte)d pa(preamble:8byte) D 0 000 OO
O J0ooO0O00oooU0O0OoOo0o0oooU0ooooOooooogooooooooOdrop ODOOO
000000DO00D00O0DefaultOOOIFGOPADRCS DOOOODOOODOODOOODOODO interface
noded ifg-pa-fcsO O OO OODOODOOI

3. SFQ (Stochastic Fair Queuing)

00000000000000 queuingDOOOOFIowDOOODOOOOODODOOOODODOO bucketO
00000000000 0OsSQUDbO 12700000 queuedO0O0ODO0O (active)D O OO bucketd OO DO
quevte 0 00O O0OODOO

Flow O O IP source/destination addressUOprotocol 00000000000 (PvAODO)OOOOSK
queue0 000 1270000000000 000O0OD 110240 000000000000000000OO
oo
00000000oo0o0U0oDo00oooo00ooo0ooooooo@uouoo flowdoOO
OO000O0OO00O0DOoOoOoOo)oooOOOinteractivelOOOO0ODOOOOODOOODOOOODOO
ooooooooooo
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4. PQ (Priority Queuing)

High/medium/normal/lowd 400 classO queuveJ OO0 OO0

High priorityd queue 000000000 OO Omedium/normal/lowd queue 00000000000
oooooooogood

ClassO0 0 40 0)d0OclassO 00000 traffic000000000D0OOOOODOODODO classO
default queuingO OO OPFIFOO OO

5. HTB
ClassOOOOCOCOCOCOOOOOOOOOCOOOOUUOOUUOODOUOODOOODOOOOOOOOOO
oooooooooo
00000000000000D00O0D0O0O000O0O0O0O0O0O0O0O0O0O00O00000000000000
oooooooooo

O class 0 default queuing 0 OPFIFOO OO 0O 0O O default class O default queuing0 OSFQO O O

51ceilO0O0OOOO
HTBOODceilOOODODOODOODOOCcclassOOOO0ODOOODOODOODOODOODOODOODODOO
U00Orate0 000 rate0D0000000OO0O0ODOO
OO00000OclassODODO0OO0OO0ODOODOOODO@OODY)YODODODODODODOODODODODDOOO
oo

00000000 Oclass priority0000000OquantumD0000000O0D0OO0OOOOOOprior-
ityJO00OODOODO0O0OOO0OOCclassOO0000ODO0OODO0ODOODOOOOODOquantumd O OclassO O
OO00O0O0Crated 0000000 DOOOO0OODOOODOOODOOOODOOODOOOO

quantum = (rate * 1000/8)/r2q

O rg00rate0 quantumO0 000000000000 OdefaultO 010000
QuantumO O OO OO15000 6000000000000 r2q0 10000 O rated 120kbps 0 4.8Mbps 0 O O
OO0O0O0Orate0 00000000 D0OOCOOODOCOOOODOCTrated 120kbpsC OO O 120kbps O O
OO00O04.8Mbps0 000 4.8Mbps 00000000000 DOOOOODOOO
O000O0OclassO00 rate0 000 r2q0000000000000O00O0DO0O0O class rated
0o000ooo0ooo0d0oOoooO00ooodoooooooooooon
O00OclassO000 rated 40Mbps 0 00 00 0O 0O O40Mbps O quantum O O 0 O (60000) 0 00000
rq0000000000000000000 rate0D 000000 minimum rate O

r2q = (40000*1000/8)/60000

min rate = 1500 * 8 /1000 * r2q = 1500 * 40000/60000 = 1000 kbps = 1.0 Mbps
cooooo

5200000000000
HBOOODOODOOODOODOODODOODOO0O0DOO00OD0D0DOD000D00D000000D00dDceceilon
D000O0OOceilDOO0O0OOceilJDOD0O0OOODOOOODOODOO

burst = bandwidth/HZ +1600

cburst = ceil/HZ + 1600

O NXR-1200 OO NXR-1250 00 0HZO 2500 0000 000O00O0O0OOMM

O bandwidth/ceil D00 00000000000t rate)J 0000000 (byte rate)0 000

ooogo
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5.3 class priority0 O

HTBO OO ODOO classO priority0 000000000 OO0OOpriorityd 000 classOODOOODO
OO0O00oOoO00OoooO0oooooovelPOOO0ODOCOOOODOOOOODOOOO D classOOO
OOpriority0000000O0ODOOO

priority0 010 70000000000 00O0OO0O0O000O0OO0O0O0ODOO40000D00000O
OO0 Opriorityd leaf classO 0000000 OO class(parent class)D OO0 OO priorityd 0000
OO

6. Packet Coloring

0000000000000 0000O0MARKO(NXROOODODOOO)O ToSOODOODODODOOOToSO
MARKOOOOODOOOOODOOOOODOPacket coloringD OO0 O00O00OO0OQSCOOOOOOOOOO
oood

OO0O0000C0O000DOCOMARKO ToSOOODOOOOroute-map0 00000 OOOODO O Packet
coloringd OO 0O OO NATO packet filteringD OO OOO0OO0OODOOOOO Packet Travelingd O
cooooooo

7. OclassO 0000000 DOODOODOOO

PQO HTBO O OO classfull O queuingOD OO0 OD0O0OOO0OOO  classO0OO0O0OO0OO0ODOOOOODOOO
OO00OOMARKOO ToSOHTBO OH)O OO DODOOOOODOODOOODO

MARKO OONXROOODOOODOODODO Packet coloringD 000000 OOOOODOOODOOO
PQOOclassO0O0O0O0OOOMARKOOOO1O0O classO OO O0OOO0DOODOO1000000

HTBO O classO0 OO0 O0O0OO0Oclass filterOOOOOOOCHass filterOOOOOOOmatchO OO
0ooooobooooooan
0000000000000 DoDO 10000000 oDoobOclassO000doooOOoOooooOoOO
(route-mapO0 000 O0O0O0OO0OOOOODOOOOO)O
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O OO0 command

nxri30#

nxr130#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#class policy NAME
nxr130(class-policy-config)#

m class
OO0ooooo  class0dOooooQd
goooooo
o class+child class
class <2-254> bandwidth <1-1000000> (]ceil <1-1000000>) queue policy NAME

o class+PQ
class <2-254> bandwidth <1-1000000> (]priority <0-7>) (]ceil <1-1000000>)
queue priority-group <1-32>

o class+fifo
class <2-254> bandwidth <1-1000000> (]priority <0-7>) (]ceil <1-1000000>)
queue fifo (Jlimit <1-16384>)

o classtsfq
class <2-254> bandwidth <1-1000000> (]priority <0-7>) (]ceil <1-1000000>) queue fair-queue

o class+thf
class <2-254> bandwidth <1-1000000> (|priority <0-7>) (Jceil <1-1000000>)
queue shape <RATE:1-1000000> <BUFFER:1-1000000> <LIMIT:1-1000000>

o classtdefault queue (default queue : fifo)
class <2-254> bandwidth <1-1000000> (|priority <0-7>) (Jceil <1-1000000>)

o classO O
no class <2-254>
no class default

o class default (policyO OO O0O)
class default bandwidth <1-1000000> (]priority <0-7>) (]ceil <1-1000000>)
queue (priority-group|shape|fifo|fair-queue)

o default queue (default queue: sfq)
class default bandwidth <1-1000000> (]priority <0-7>) (]ceil <1-1000000>)

goooooo pbandwidthO OO ceil OO0 DOOOOODOkbpsO OO
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O OO0 command

nxr130#

nxr130#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#class Filter <2-254>
nxrl30(class-filter-config)#

m match
0O00oOooog  MarkOOToSOOOOODOOO
0oooood  match ip mark <1-4095>
match ip tos <0-255>
ooooooo OO0OmatchOOOOODOOQOOOOOor0OOOODOOO
O No O no match ip mark <1-4095>
no match ip tos <0-255>
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CRP client node

oooooooooooo
00000000000000000000MO0000000000000000000

m CMSONROOOOODOOODOOOOOO

geMsoooonDOoOoD0OOn netconf(RFC4741) 000 0O 0netconfO 00000 OODOOODOODOSSH
O netconf over SSH:RFC47420 0000000

OSSHO OO netconfOOCMSOOOOOODODODOOOOODOOOOONKRODODOCMSOOODODODOO
oooooooao

m CMSO NXRO O SsHO O

OCMS—>NXRO DO SSHO OO RSAOD OO ODOODOOODOOO netconfOOOODOCMSO RSADODODOO
NXROOOOOODOOOOODOSSHODODOOOODOOoOOoORSADOOODODOOSO0OOOObDOOOGg
00000000000 0DOO0ooOossHOOOooOOooOOoOoDODOview nodeDODOODODOODOODO
OconfigUOODOCODOOOOODORAODOODOOOOO flashOOOODOOOO

geMstg O NXRROD SSHOODODOOOoOOoOooOobooobooboooboboboobooboobooboo
goooooooog

CRP
cRrOOfOC0O0OOOODOODOOCM)UDODOODOOODODDODOOOOWwOOODOODDOODOO
gboooobooooobooocrropuwrPObO0O0ODOODOOOOoOoODOn1e25000000
goooo

m 000000000
gerRrUbdOOO0OOOOOOODODOODOOOOODOOOODODO

m OJOO00oao
goboogoboobobooboooboobooboboobooboobobbobooboobooboo
ooooooOooooocRrOOOODOOCNSOOO)Y ODODODOOODODODOODODOODODOODOD
oo
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CRP client node

O OO0 command

nxrl130#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#crp client <1-2>

o server address

ooooooo CRROODOCMSOOODOO IPODOODOOODOOOO
goooooo server address (A.B.C.D|X:X::X:X]FQDN)

O No O no server address

o server port

0opoooodo crRPODOOCMSOODOO0ODOOODODODOOODODODO
ooooooo server port <udp:1024-65535>

goooooad server port 10625

g No g no server port

O username
0opooboo cRPOODDODOODOODIDODODODOOODOODOOD
ooooooo username WORD password (hidden]) WORD

O No O no username

o keepalive

ooooooo crPOODOOOOOO0OOOO0OO0OO0OO0O

ooooooo keepalive (]<300-28800sec>)

000000 O no keepalive

O No O no keepalive

ooooooo
OCRPODOODOO0ODOOODO0OOOO0ODDOOUOODOOUODDODOUODOODODOODOUODODOO
O keepalived OO0 [ keepalive 36000 OO0 OO O0O

O00O0Ono keepaliveD OO OO OCRPODODOODOODOODOOOODODIPOOOODODOOODODOO
00000 up/downOCPE IDO OO CUSTOMER IDOODOOOOOOOOOOOOOOOOOOOOOO
OOOcCRPOODDOOOODDOO
OO0O0O0OONATOODOOODOOOODOOOODOODODOODOODOOOOOODOOODODOOODOODODOOD
0000000000 1IPO000O0OCOOCOOONATOOOOOOOOOOOOOOOOO0OO0O0OO0O0
0000000000000 00000D00000000O0ODDOODOOkeepalive 36000000000
ooooooo
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0O 300 route-map node

route-map node

Route-map
OO0 packetd route 000000000 0ODOOO0OODO0ODOOOODOO0OO actiondOOOOODOO
ooooooodg
OPacketd coloringd route 00000000 OO0OODOOOOPacket coloringd O OO trafficO
mrkO(NXROODOOOOO)D ToSOOOODOOOesOmrkOOOOOOOOODOOOO)YODO
dbo0odesOOobooooobooboboon
ORoute-map 0 00000 OO0OOOOOODO route-map0 00 00O0OOOOOOOO0O
O0Od0OO0 route-map0 00 000D0OOCOO0O0O0OOOOOOOOOOOODOOOOODOOODO
matchOODO0OO0OO actionO00OO0OO0O0O
0100 route-map OO0 0O matchOOOOODOOOODOODOOOmatchDOODOOOOODOODOOO
O00oOo0oOo0DOooOooooDONROCOO100metchODODOOOODOOOODOODOOODOOO
oooo

O OO0 command

nxrl30#

nxrl130#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#route-map NAME (permit|deny) <1-65535>
nxr130(config-route-map)#

<ggogoog >
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route-map node

m match
goooooo

goooboooobon

0 QSOOO(D0)I0O matchO O

goooooon

gooooogo

QeSO OO @O)oOUOmatchOODOOOOODODOOO
IP address(class access-list)[] tos O O mark O (1Pv4)
match ip tos <0-255>

match ip mark <1-4095>

match ip address ACL

o QSsODOO@MO)DONO matchD O

gooobon

goooooo

gooobon

BGPAD DO (IO)DUOOmatchOODOODOOODODOO

ip address(ip route access-list [ ) nexthop address(] med as-path origin
match ip address ACL

match ip next-hop ACL-NAME

match metric <0-4294967295>

match as-path ACL-NAME

match origin (egpligp|incomplete)

ooooooooooooooo

no match ip [address|tos|mark]|netx-hop (JWORD)]
no match as-path (JWORD)

no match metric (|<0-4294967295>)

no match origin (Jegp]igp]incomplete)

ToSOMarkOOOOOODODODOOOODOODO
mtchOOOOOOOO0OOOsetODO0OO0ODOOOO
denyOmatchO OO OOOset00O0O0O0O00OOOO
g00oOoO0o00ooCocO0OdOmtchOOODOOOOODO
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route-map node

m set
oooooood QoSOBGPAN D DO OOOODDOOOOO

o QSsUOD(@MO)YyYDDoOoDOoOo

0ooooodo QeSsOOO(@O)yYOooooooooooobooo
tosO Omark O (IPv40 0O)

dooooogd  set tos <0-255>
set mark <1-4095>

o BGPAO DO (@MOHYDOODOOO
ooooood
OBGPAO O routemap0 00000000 0ODO attribute 00000000 OD0ODOO
aggregator Centuryl] as-path atomic-aggregatel] nexthopd local-preferencel med origin
goooooad set aggregator as <1-65535>
set as-path prepend <1-65535>
set atomic-aggregate
set ip next-hop A.B.C.D
set local-preference <0-4294967295>
set metric <0-4294967295>
set origin (egp|igp]incomplete)

gboooooo ToSO MarkODOOOODOOOOODOOOODO
gbobooboboooobobooobooboboooon

m class access-list0 00O ip route access-list

class access-listO ip route access-list0 00 00O route-map O matchO OO O O match ip
address0 000000000 O0O0ODOOO0DOODOOOOOOT p route access-list BGP O distribute-
listOOOOOOOoODoO0oooooooooooo

class access-list0 ip route access-list0 000000000000 O0OOOOOOOOOONO
global node O class access-list O O ip route access-list0 000000000

o class access-list
OToSOOMARKO OO OOOsetOD O OOOOOOODODOOOO

o ip route access-list

geepO 0D O0OOODOset00DO0O0OOOODOODOOO
O BGPO distribute-listD 0 00000000 ODOOOOODOO
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O 310 Web Authentication node

Web Authentication node

WebO O OO

Web O OO packet FfilterOO OO DOOODOODODO USERO IPv4 address O source/destination 0 0 O
0000000000000 0WebOODOODO packetOOOOOUSERO OO OO forward(in/out)
filter 000000000 OWOODDOOODODOOO0OOO0OOOO00OO clientOO0O256000

o OO command

nxrl20#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr120(config)#web-authenticate

nxrl120(config-webauth)#

m O0O0O0

0000000000 O0HTTP BasicO OO OO

o authenticate basic

0oooooOd WebOOOBasicOOODOODOODOODOOODODOOOOO

goooooo authenticate basic (|redirect)

O No O no authenticate

ooooooon no authenticate

ooooooo

Oredirect000000O00OWebOOODO UWRLOODOOODOOOOODOOOOOOODO URLO O redi-
rect-url000000000OO0OOOO
OWwebOOODOODOOOODOOOHTTPOOOODOOODOOODOOglobal node O O http-server
enable0 0 OO0 O

m OO URL

BasicO O O URLO O http://0 00 0O IP address/login.cgil D OO OOOOOLANO IPODOOODO
192.168.0.254 0 0 O O http://192.168.0.254/login.cgi 0 000000 OOWebO OO OO ODOODOO
ooooo

m OJO40dn0

gooboodboobOgUuseRObOObD wLobDboobDoobDooboobooboobooobOooDbDtepsod
OO00ooOoO0oOo0DOooOoOouseRODOOO00O0ODOOO0ODOOOCOOOOwWDDOODODDODefault
gbooobooboobo

o monitor

Oooooogd  monitor port 80 (Jredirect)
O No O no monitor port
goooogon no monitor port
ooooooo

authenticate basic + monitor port 80
gooopPcOOOOWODOOOODOOWLDODODOODOODODOODOOOOOO
authenticate basic + monitor port 80 redirect
gooopcOOOOwWODOOOOOOOOWODOO redirect-urlJ 0000000
no authenticate + monitor port 80 redirect
gooopcOOOdOwWDODOOODOOOOOWODOOOO redirect-url 00 O0O0O00ODO0O
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Web Authentication node

m URLODO
WebOOOOOOOUWRLOOODODOODOODOOOOOOWODODODODOODOODODODOOOODODODOOODO
0doDooOowLOoooDoooooooooooooooooooooo

o redirect-url

ooooooo oooowLOoOooooo

goooooo redirect-url RedirectURL (cf. http://www.centurysys.co.jp)

O No O no redirect-url

m 000000
WebODOODOUSERODOODODODOODOOOODOZ3OOODOOODODODOODOOODOO

o close idle-timeout

goooooo O000OO0OUSEROODOO0O00O00O00D000O00ooooooooooDooon
Timeout O 60-25920000 0 00000000 OOODOODOOODOOO
Defaultd 18000 00O

goooooad close idle-timeout <60-2592000>

O No O no close

goooooo close idle-timeout 1800

o close session-timeout

goooooo 0J0000000o0Do0od0ooooooooooooogooo
0000000000000 00ooo0oo0ooooooooooooonoon
Timeout O 60-25920000 U 0000000 DOO0OOOOOOOOOO
Default 18000 0 00O

goooodoo close session-timeout <60-2592000>

O No O no close

goooood close idle-timeout 1800

o close browser-close

goooooo 000000 WhdOOODODODODODOO0DOD00DOD000O000o00oOoOwehOoooO
HIMLOOODOODOOOoOOOe0OOO refreshd 000000
refresh00000000000OCO0O0O

goooodoo close browser-close

O No O no close

goooood close idle-timeout 1800
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Web Authentication node

m OJOO00000

BasicOO OO OO usernamedpassword 0 0000000 /000000@0O0COO0O0)Y)DOOO0DOO
RADIUS server0 0 000000 OOOOOOO@ADINSOO)OOODOOODOOORADINSOOODOOO
0dooooooooooooooooooo

goooooo account authenticate (local|radius]radius-and-local)

O No O no account authenticate

go000D0O0d  account authenticate local

m 000000

J00000DO0O usernamedpassword D 00 640000000000 0ODOOOO
0000000  account username USERNAME password (Jhidden) PASSWORD

| No O no account username USERNAME

m RADUISO O
RADIUSO OO PAPOOOOODDOOOODODORADIUS server0000O0OOOtimeoutd 500000 3
goooboboooobo

o RADUISOOOOO
AccountJ O O 0O O RADIUS server O IP addressOJUDP portJ 00000 (secret)J 0000 ODOOO
OOO00OUDP portd 00O defaultO 1645000000 ORADIUS serverd 2000000000000
ooo
gooooood

radius A_B.C.D password (]hidden) PASSWORD (Jauth-port <1645]1812]<1024-65535>)

radius A.B.C.D auth-port (1645]1812]<1024-65535>)
| No 0  no radius A.B.C.D (oobooog)

no radius A.B.C.D auth-port (auth-port0 000 00OOOO0O)

goooooo radius A_.B.C.D auth-port 1645

o Attributed O
RADIUS server0 0 000 Attribute 0000000 Attribute 00000 O0O0O00ODOOOOODOODOO
ooo
goooooo radius attribute nas-ip-address A.B.C.D

NAS-IP-Address: 00O OOOOIP OO00O00OOOOOO

radius attribute nas-identifier WORD

NAS-Identifier: 000000000000 DO0ODOOOOODOOOOODOO
a No O no radius attribute (nas-ip-address|nas-identifier)
000000Od RADISOODOOOOODOOUOOOOODAttributed 0000000 OOOODO
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Web Authentication node

o Idle timeoutd OO0 O Attributed 0O O
0000000 idle timeoutO0 OO OODOOODOODORADIUS server00 000 Attributed OO
timeoutD O O0OD0OCOOOODODOOO
ooooooo radius idle-timeout attribute
(ascend-idle-limit]ascend-idle-limit-vsa]idle-limit)
ascend-idle-limit Ascend-ldle-Limit(Attribute Type=244)
ascend-idle-limit-vsa Ascend-ldle-Limit(Attribute Type=2440]VSA Type=260 Vendor-1D=529)
idle-limit Idle-Timeout (Attribute Type=28)
O No O no radius idle-timeout attribute

o Session timeoutd O 0O 00O Attributed O 0O
0000000 session timeout0 0000000 OOORADIUS server 0000 O Attribute0 0 O
timeout 0 OO0 0000000000000 Attribute0 00000 OO0ODO0O
goooood radius session-timeout attribute
(ascend-maximum-time|ascend-maximum-time-vsa]session-timeout)
session-timeout Session-Timeout (Attribute Type=27)
ascend-maximum-time  Ascend-Maximum-Time(Attribute Type=194)
ascend-maximum-time-vsa
Ascend-Maximum-Time(Attribute Type=1940 VSA Type=2601 Vendor-1D=529)
O No O no radius session-timeout attribute

o OO0 radiusOOO0O0OO0O
O0DradiusO000000O00O00O00O0O0OODOODOOOO
ooooooo no radius

m MACOOODOOOO
WebOOODOOUOOODOOOOOOODOOUOODOOOODOOOOOmMac access-listO 0000
MACODODOOODOPCOODODOOOODOODOODOODDOODOODDOODOODDOOODODODOO
0000000  mac access-list (permit|deny) HH:HH:HH:HH:HH:HH (] IFNAME)

g No O no mac access-list (permit]deny) HH:HH:HH:HH:HH:HH

m WebOOOOOO

WebOODOOODOODOODOODODOODOOO hostO networkd interfaceJ 000 WebhODOODOOODOO
000000o0OwWwhOOoO0DO00D000o0ooo0doodglobal nodel ip web-auth access-listd
00000000 0OWhODODDO00000 interface0000INOUTODOOOODOOOODODOO
O0000Ointerface0 0000 0O0OO0O 0O interface/tunnel/ppp node O ip webauth-filterO OO
ooooooo
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O 320 WarpLink node

WarpLink node

WarpLinkDOOOOOOODO

WarpLinkDOOOODOOOOODOOOOODOOOOOODOOOWarpLink ManagerJOOOONRO OO
oooooobgo

o [O0 command

nxr120#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr120(config)#warplink

nxr120(config-warplink)#

m 00000000

cO000O0O0ODODODOODOOINODODODOODOD

WarpLink Manager 0 00 OO0 OO0 OO0 IDODOO00OO0O0DOODOOOOOOOOOODOODOODOODOOOO
gooooo

goooooad account username USERNAME password (|hidden) PASSWORD

O No O no account username (JUSERNAME)

ocd0O0OOODOODNSOOO/O0D0DOO

OOOOOOONROWANDO IPOODODOODOO0ODOOODOODOODOOODODOOODOOOOODOOSO
ooooo

ooooooad service enable

O No O no service

cO000OOODODOODODOD

NXRO CcPuOOOOO0ODOOO0O0O0O0ODOOOOODOOOODOOO0OOOOOoOOoOooDoNSOOOono
ooooooooooooobooooooooooooooOosoboboooooooDooog3uooon
CO000o0o0oOo30goooo30cogooogd
OO0O0000002000000000000Ethernetd VLANO PPPO Tunnel O WiMAXO Bridge 0 O O O
O0000o0oO00boo0o200000000o0do00ooo0ooogoooooooogo
0000000  send-statistics interface INTERFACE

g No g no send-statistics interface (]INTERFACE)

oOsyslogO0 OO OOOO /00000

NXRO syslogD 0O 00000000000 D0OOOOODNSOODO0OODOOOOOOOOOOoOooon
0000000000000 500000syslog00000000O000OO0OO 100kbyteO OOO0O
ooog

ooooooo send-syslog enable

O No O no send-syslog
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WarpLink node

m 000000
oOWarpLinkD OO OOOOOODO

WarpLinkDOO OO ODOOOOOOOOODOODOOO
goooooo restart warplink
0oooogdno  viewnodeOOODOODOO

oDOconfigODOODO

NXRO configD 0000000000000 OODOOOOOODNSOOO/00D000D00D00DOOO
ooooood

goooooo restart warplink send-config

0oooogdno  viewnodeOOODOODOO

o OWarpLink Manager DO OO OGO OOO

WarpLink ManagerO OO0 OO0 O0OO0O0OOOO

gooooogo show warplink

0oooooOo  viewnodeOOODOODODO
0oo0dooo0ooooooooooooooooon

o0 ooooo o0
Successed WarpLink Manager0 O OO OO 0O
Failed login ooooooooood

0000000000 0OWarpLink Manager
ooooooooo

0000000000 0OWarpLink Manager
ooooooooo

Failed registraion WarpLink Manager0 D OO OO O0OODOO
Status error WarpLink Manager0 D OO OO OOGODOO

Starting

service
Stopping
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0O 330 Extended track IP reachability node

Netevent O O O O (ip reachability)

Netevent O O O O (ip reachability)

Netevent 00 0000 0000000000000 trackO0DODOOOODO optiond 00000000
OO0ODONetevent D DO O OO0 trackDDOO0OOO0OOD0OOOF NeteventOOOOOOOOODO
00

O 00 command

nxrl25#

nxrl25#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr125(config)#track <2048-4095> ip reachability
nxri125(config-ext-track-ipr)#

m destination
ooooooo ip reachability D000 pingD 00O IPOODOOOOOFRDNOCOODODOO
gooogooo destination (A.B.C.D|FQDN)

® source
o interface
ooooooo ip reachability0 000 pingD 00000000000 OOOODOOODOODOO
ooooooo source interface ethernet <0-2>
source interface tunnel <0-255>
source interface ppp <0-4>
source interface wimax <0-0>
0 No 0 no source

o 1ip

oopoooog ip reachability0 000 ping0 O 00000000 OOODOOODOODOOO
ooooooo source ip A.B.C.D

O No O  no source

= payload-length
coooooo
Oip reachabilityO OO0 pingD OO 0O size(icmp header OO0 OO0 O)DODOOOOODOODOOO
ooooooo payload-length <56-1500>
ooooboon payload-length 56
O No 0 no payload-length
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Netevent O OO O (ip reachability)

m transmit

o interval

ooooooo ip reachability0 000 pingU 0000000000000 O0OO0O

0O00O0ooO  transmit interval <10-32767> (|variable)

ooooooo
Ovariable0O0O00OO0OOping N6OOODO pingD0 00000000000 ODODOOOOODefault
ooooooo

o retries

goooood ip reachability0 000 pingO retry0 000000000 ODOOO0O
goooooad transmit retries <0-255>

a No O no transmit retries

m recovery

o count

ooooooo OO00O0OO0O0oOd0O0O0OO0ping OKOOOOODOOOOODOOOOO
goooooo recovery count <1-255>

gogooooo recovry count 1

O No O no recovery count
o delay
goooooo

Oip reachability 00000000000 (event up OOOD0OODOO)DOOOOO up OO actionO
OO000O0OO0Odelay OOOOOOOODOOOOO
ooooooo recovery delay <10-3600>
O No O  no recovery delay
ooooooo
ODelay timer 000000000 ODOtrackd down state 00000000000 ip reachability
check 00OOODODOOO
ODelay timerJ OO0 event downd retry0 0000000 Odelay timerd cancel DO OO0
ODelay timer O timeoutJ O O Oevent upd action0D 0000000 OOOODOdelay timerd OO
00000 ip reachability fail count 00 OO0 OO0 OO Oactiond 00000 O reachability
checkDODOOODODO
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Netevent O O O O (ip reachability)

m set

o df-bit

ooooDooo ip reachability0 OO0 pingD OO0OODF bitO OO O0OO0OO0OOOOO
dooodood  set df-bit

0ooooog set df-bit

O No O no set df-bit

o ttl

Ooooooo
Oip reachability 0000 pingD 0000 TTLO OO OO OO DefaultO Osystemd TTLO (64)0
set0 OO0

OOOOO0oO0Od  set ttl <1-255>

0000000  set ttl 64

O No O no set ttl

m rtt

o threshold

ooooooo

Oping request 000 0000TreplyD000000OO0ODOO (Round trip time)JOOODOODOO
COreply0000D0CO0DODCOOOOOOOO T replydOOOOO T rtt delayl0ooooon
O0rtt statusd downO OO0 OO0 ODPefaultOOORTTOOOODOODOODOO

o normal-count
ooooooo RTT status up0 0000000 rtt OODO0OOOODefaultOO30000

o delay-count
0000000 RITstatus downOD OO0 0000000000 O0ODRefault0030000

ooooooo rtt threshold <1-5000>
rtt threshold <1-5000> normal-count <1-255> delay-count <1-255>
O No O no rtt

m netevent

o threshold

oooobogon monitor-logd O O loggingU O OO 0OOD0ODOODOODOO
0000000  netevent monitor-log-status

0000000  no netevent monitor-log-statusd (O O)

O No O  no netevent monitor-log-status
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O 340 Extended track IPv6 reachability node

Netevent O O OO0 O (ipv6 reachability)

Netevent O O O O (ipv6 reachability)

Netevent 0 D000 0D000D0000000D0O track0O0ODO0OOO optionD 00000000
OOO0ONetevent D0 D000 0 track DD OOOOOODOOODOOF NeteventDODOOOOOOOO
0o

O OO command

nxrl25#

nxr125#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxrl25(config)#track <2048-4095> ipv6 reachability
nxrl125(config-ext-track-ipr)#

m destination
ooooooo ipv6 reachabilityO OO0 ping0 OO0 IPV6O OO OOOOFNOODOODOOO
0000000  destination (X:X::X:X]FQDN)

B source
o interface
doooooo ipv6 reachabilityO0 000 pinge0 0000000000000 ODOODOODOODOO
ooooooo source interface ethernet <0-2>
source interface tunnel <0-255>
source interface ppp <0-4>
0 No 0 no source

o 1ip

Ooo0ooooad ipv6 reachabilityO0 000 ping60 000000000 O0ODOOODOOOODOO
OO00Od000  source ip X:X::X:X

O No 0 no source

m payload-length
ooooooo
Oipv6 reachabilityd O OO pinged O OO size(icmpvé header 0000 O)0DO0D0O0OODOODOO
ooo
goooogn  payload-length <56-1500>
0oooogno  payload-length 56
O No O  no payload-length
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Netevent OO 00 O O (ipv6 reachability)

m transmit

o interval

ooooogoo ipv6 reachabilityO0 000 pinge0 0000000000 O0DOODOOOO

0000000  transmit interval <10-32767> (Jvariable)

ooooooo

OvariableOO0OO0OOOpinge N6OO OO pinge0 00000000 O0OO0OOODODOOODODefault
ooooooo

o retries

ooooooon ipvé reachabilityO0 OO0 pinged retry0 000000000 OODOO0O
O00ooon transmit retries <0-255>

O No 0 no transmit retries

B recovery

o count

ooooooo 000000000 O0OD0Opinge K OOODODOOOOOOODODOO
gogooooo recovery count <1-255>

goooooad recovry count 1

d No (N no recovery count
o delay
ooooogon

Oipv6 reachability OO OOO00OO0OO0OODOCventup OODOOOOO)IDODOO up OO action
0000000Odelay O0DOD0DODODODODOODO
oooooon recovery delay <10-3600>
O No 0  no recovery delay
ooooogoo
ODlelay timer O OOOOOO0DOOODOtrackd down state OO0 OO0OOOOO0O ipv6
reachability check OO ODOOOODO0O
ODelay timerO0 OO 0O event downd retry0 000000 O Odelay timerd cancel D OO0 O
ODelay timer O timeoutd OO Oevent upO actionD OO O0O0OCOOOOOOOdelay timer O O
000000 ipve reachability fail count 0 0 OO0 O OO0 OactionOOOOO0O
reachability checkDO OO OOOO
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Netevent O OO OO0 O (ipv6 reachability)

m set
o hop-limit
ooooood
O1ipv6 reachabilityO OO0 pinge0 0000 hop limitOOOODOODO
doooogno  set hop-limit <1-255>
goooooo set hop-limit 64
O No O  no set hop-limit

m rtt
o threshold
ooooood
Oping6 request0 000000 Oreply0000000DO0OO (Round trip time)D OO DOODOODO
COreply0000000O00CCOOOCOOD T replydOOOODOTrttdelay0dooooon
OO0rtt statusd dowvnO OO0 OO0 ODefaultO O ORTTOOODOODOODOOO

o normal-count
ooooooo RTT status up0 0000000 rtt OOODOOOODefaultO 030000

o delay-count
0000000 RITstatus downO OO0 000000000 O0ODODefaultOO30000

ooooooo rtt threshold <1-5000>
rtt threshold <1-5000> normal-count <1-255> delay-count <1-255>
g No d no rtt

m netevent

o threshold

gooooon monitor-log0 OO loggingD O OO OODOODOODOODOO
0000000  netevent monitor-log-status

0000000  no netevent monitor-log-status (O O)

O No 0  no netevent monitor-log-status
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O 350 Monitor-log node

gooo

Neteventip/ipv6 reachability0 000000 reachability0 0000000000 OD0OOOO0OO

oooo

0000000 (@UOOO0OO0)DDODOOODODOODOOOO(SB flashoOO)H)OODOOODOOOOOOO
ooo
0000000000000 doshow monitor-log0 000 (view noded0O0)O CLIODOOOOOOO
O0000000C0copyDOOO(view node00)DO00O0ODO0OOODOOOOOD

m JO00OO@OOODOOOoO
0000000Oreachability0 00000000000 OOOOODOOO
(1) reachabilityd0 OO0
00o0dooobo0oooooooooooo0oodoDooooooooOoooooooooooooo
000000000 Dead/Delay0 000000000 OCOOALNedDDODODOODOODODOODODOOO
oooooooo
<ggogoo s
1.TrackID
ONeteventO OO OOOO TrackO IDODODOOOOO
2.0000
O DateAndTime D O OO OO DO O (ex. 2010-9-30,9:45:36.0)0
3.000 1Ipva000O0O
4.000 IPva0 0O OO
5. 000 Ipv6e0 000
6.000 IPV6ODO0O0O
7.00
8.00O
9.00
10.0000@OO0O0)
1: Alive(DOOO/ARTTOOOOOOOOO)
2: Dead( DO OO)
3: Delay(RTTO OO O)
11.1CMP Code/Type
12.0000@0O0000O0ONextHop MTU)
13_RTT[msec]
O Trap0000ORTTOODOO
140 1pv6 0000000000 @O0DO0O Dead O O)
BOIPVAOO0O0000000@O0O00 Dead O 0)
<pooooooo >
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m OJO0000OO@OoOoOooooooono (o)
(2 0opoooooo
goooooooooooboooooooboodg
<O 0O 0>
2010-10-5,18:15:15.0,0,133052,5
<gggg >
1.0000
O DateAndTime O OO DO OO OO (ex. 2010-9-30,9:45:36.0)0
2.cruo0dnd
ooOo300oboooobmioomocooonO
3.000000 0 [Kbyte]
4.0000000C Connection Trackingd O
goooOoOoOoOoOoOOo(E@CuODbOoooooOoooooooOo)Ooooobooooo

m 0000O0O0O(USB FlashO0ODO)OOOOOOOO

() 00O0O0oooO
00000000000000000000000000000000000 (1500 1000 Kbyte)D O O
000000000000 0000000000000000000000000000000(@O0
0000000)I00000000000000000000USE FlashODOODOOOOOOOO gzip
00000000000000000000000000000000000000
000000000000000000 (global noded schedule 000000000000 O)D00
0ooooooo

reachability 0 000 0000000000000 OO0O00OOCOOO0O0OOOO0OOOOOOOOO
00000000000000000000000

() Jooooooooooodg
0oo00oob0bo0O0obO0obOoboboobOoobOOobOOobDOoUOoboODuUuUse Flash O oooobOooO
USB FlashO OO OOOOODOOOO0OOOOOODOOODOOOOODOOOOoD@obooDoOoO)o
gbooobooob0obob0oob0bOoU0obO0bDOoboOooooOOobOobObOOoDODbDOusSB FlashDOooOO
gooooo
gooooboobooobooboooboobooboboobobobooobooboobooboboooo
gooobobooobon
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O OO0 command

nxri25#

nxri25#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxrl125(config)#monitor-log

nxri125(config-monitor-log)#

® reachability
ooooooo
Oping/ping6 00 0000000000000 00000O0OOOOOOOOOOOOOOO

ooboOoooo reachability (diskO]diskl) (Jthreshold logsize <150-1000> files <1-10>)
reachability (diskO]diskl) threshold logsize <150-1000>
reachability (diskO]diskl) threshold files <1-10>

0000000  no reachability

O No O no reachability

® resource
oooooog 00000000 00o0oooo300oooooooooooooooDoon
ooboOoooo resource (diskO]diskl) (Jthreshold logsize <150-1000> files <1-10>)
resource (diskO]diskl) threshold logsize <150-1000>
resource (diskO]diskl) threshold files <1-10>
ggooogd no resource
O No ] no resource

oooogooo

OOO000DOoOOoOOoDOoOOgiskodiskiOO)yDooooOouseoOOOOOO usB FlashO OO O
OOoO0o0D0O0OO0diskeDOOoOoooousei00onooouse FlashDOOOOOOODOOOOdiskl
gbooogoo

OlogsizeOO0OO0OMODOODOODOODOOODOODOODO
CfilesOO0O0O0OMODOOOOODOOOOODOOUOODOOODODOOO
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O 360 interface WiMAX node

interface WiMAX node

m UQ WiMAXO O
NXR-155-/C-WMO OUQ WiMAX OO D000 0O0ODODOO0OO00oOooooDoaoa

uQ
CERTIFIED

OuQwivaX O0ODOCO0O0D00O0O0O0O0D00OO00Ouw WiMX OO OOOWIMAX MAC OODOOOO0ODO
go0oO0o0oOODOwWINMAX MAC DO0ODODO0O0ODOODbO0ObObOO0ODO0ObOoUobOOobOobObOOoDOoDbO
oo

O 0obooouwwivxoboooooooooooboooooobooobooooowooo
gooobobooboboobobuoobooboboobo

O wWivX OO0D0O00OO00O0oo0ooOoboboobooboooooboboooooo

m WivXOOO0OOOOoO

OWiMAXO Worldwide Interoperability for Microwave AccessO0 000000000 ODOOOOOOO
000oooooooowivaXOOOOOoOuw wiMXOoooooooo

OEthernet0 000 L2 ARPOOOOOODO

OIPvA00 0000000000000 0O0ODOO0
OIPVADODDODOODODHCPVAO DD DO D 0DOD0D0DODOD0DODOD0DO0o0oooo0ooooooooooo
320000 1PO0D0C000DDO0O0O0ODOOOOEthernet0 000 ARPO D OO DO OO O point-to-
point0 0000000000000 00O0

0000000000000 000000000000O00oOoUoOooOowIMMXOOODODOOoooo
ODHCPO O OO IPMAOODODO0ODO0O0OOOOODOODOOODOOOOOD /000000000
OwWiMAXO OO /00000SNMPODOOOO0DOOO0 up/downOOOOOOOWIMMXODOOOODO
0000000000000 O0Odd adminup/dowsn0 0000000000000 O0OOOOOOO
OOWiMAXO downOOOOOO0OO0ODOOOOODOOOOODOOOODDOOOODDOO
O0000000000000000000000000000Ofast-forwardingD 000000000

o WiNMAXOODDODOODOODOOO
oooowiMvXOooooDooooooooooooooooooooooooooooooooooom
!
interface wimax 0
ip address dhcp ODHCPO O OOOODO IPOODOOODDODOOOODO
ip masquerade gwoooooooooooboo
1

ip route 0.0.0.0/0 wimax 0 O WiNAXODOOOODOOOODOOOOOOOOODOOOOODO
!

OwWiMMXODOOQOUOOOOOOOOOOOOOOno wimax auto-connect0 000 O0O0OOOOOO
WivaXOOOODOOOODOODOOooOoOooOooOoooOoooooooboobooodDclear wimax 0

goooooooog
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interface WiMAX node

o 0O0O command

nxrl55#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr155(config)#interface wimax 0

nxr155(config-wimax)#

O ip redirects
ooooooo
OICMP redirectD type=s50 000000000000 O00DODOO0OODOOOODOOOODOOODOOO
000000000ORFC792(]
O0O00D0 Send redirect00000O0OOICMP redirect 000000000000 OOOODODOOO
opoooooo ip redirects
gbooooo ip redirectsdd (O0O)
O0O0ONoOODO  no ip redirectstl (0 0O)
ooooooo
0000 ICMPRedirect 0 0 OO OO OOICMP Redirect 00D D DO OO OHestO O DO O OOOOO
000000000 0oU000oooooooooooooO
0O Host A OHost B(192.168.1.100)0 0 IPv40 00 00O default gw(NXR) DO O OO OO
ONRODDOODODOOOOODO192.168.1.0/240 0 0 next hopd 192.168.1.2530 00000
OOORouter ADODODDOOO
O O0OO0OOnext hopd Router ADOOOOOHost ADOODODOOODODOOODDOOOHest AO
ICMP Redirect0 OO ODOOO
O Host ADOOOO Host BOODO IPvAOOOOOOICMP Redirect0 00000 next hopd OO
OORouter ADDOOOOO
OOO0OOOICMP Redirect 00000000000 DDOODODOOODODOOOOOOODOOODOOO
0000000000 forwardingD OO O OOOOO
PC B: 192.168.1.100

A
Lo e —
t |
|
T
192.168.1.0/24 :
|
ARETAYZI—F
192.168.1.0/24 (gw) 192.168.1.253 NXR Router A
192.168.0.254 1192.168.0.253
. - |
Send Redirect#3) -~ ‘ @ IP to 192.168.1.100 !
|
_____________ -
I 192.168.0.0/24
| @) IP to 192.168.1.100

(3) Redirect (Next hop=192.168.0.253) l
1) IP to 192.168.1.100

&

PC A: 192.168.0.100
Default GW=192.168.0.254
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interface WiMAX node

O ip tcp adjust-mss

ooooooo

O Path MTU DiscoveryO PMTUDO O O OEnd-to-end 0 000000000 OOOOCOONIUODOOOO
0000000000000 0o00o0ooooo00000U000000oooooooooooooon
O000O0O0O0IPv4Ad00O0O0O0OO0O0 ICMP fragment needed 00000000000 OO0O0O0O
000000000000 00oooOooePNTUOO0ODODOODOODOOOOOOOOODOOOOPMTUD
0000000oooooooooNuo00000000000o0ooooooooo00DOOEnd-
to-end0 00000000000 DODOO0ODODOODOOODOOOOOTCPODO  SYN/SYN-ACKOD OO O
oMssOODOOO0OO0OO0OO0ODOOO0OO0000ooooooooooTCcPOODODODOOOODOOOOOOO
00000000000 ooooooo0oo0oo0o0ooooooooooooon

goooooo ip tcp adjust-mss (auto]<500-1460:bytes>)

goooooon no ip tcp adjust-mss

JO0OO0ONOODO  no ip tcp adjust-mss

ooooooo

OlvAD 0000000 0oooTcPOOODOOOOOOOOOTCPOOOOOOOOOOOODODODO
000000000oooooooooosssoooooooo

O000000ONSSO0DD0O0O000000autoc00000000ONMSSOOO0O00OOMSSOOOOO
00ooooooooooooo

0000000000 OoOooMssOoooooooooNMsSsSO000oooooooooooooog
ooo

guwprPOICMPO O O0O0O0ODODODODODOODOOODOOOODOOOOOOOODFOODODOOODODDOO
gdoooo0000000O0O0000U00000U0U0UDUUDUOOODO

(O no ip tcp adjust-mssO0 000 O0OOOTCP MSSODODOODOODOOOOODO
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interface WiMAX node

O ip mask-reply
ooooooo
OOpenviewO OO OODOOOOOODDOODODOOODOOODOOODOO ICMP address mask request
Otype=1700 0000000000000 ODOODOODOODOODOOOOOOOOOOODOODOODOO
o0o00ooO0oo0oooooooboon
OODOOOOOICMP address mask request 00000000 ODO0ODOOOOOOOOO
oooooon ip mask-reply [ ICMP address mask requestd 00O 00O [T

ooooogn no ip mask-replyl ICMP address mask requestd 00000 O
OO0ONoO OO no ip mask-reply
goooooo

O ICMP address mask request/reply0 0000000

ISP~ __Ppp0 (10.0.0.196/32)

//J“ ICMP address mask reply A3

s
&

NXR#2
192.168.0.253

a NXR#1

192.168.0.254

i A
ICMP address mask replyh'%h Request (to 10.0.0.196)

Request (to 192.168.0,254)

192.168.0.0/24

| Reply (mask=255.255.255.255)

Reply (mask=255.255.255. zss)l

S

OpenView

285



O 360 interface WiMAX node

interface WiMAX node

O ip arp reachable-time

ooooood OOOOARP ODO00OO00O0OO00O0D0OO0OO0OOOOO0

ooooooo ip arp reachable-time <30000-3600000>

ooooogoo ip arp reachable-time 30000

OO0ONeO OO no ip arp reachable-time

OO00O0O00O0d showarp OOOOOO0OOOOOOREACHBLED DO OODOOOODOO
000000M00.5 0 1.50x% reachable-time0 00000000000

O ip arp queue length

ooooooo

OEthernet/VLAN/WINAXO OO OO OO OO IPVMAOODOOOOOOOOOODDOOO next hopO O
MMCOOOODOODOOOODODDODODOOODOOOOOOoOOMAMCOOODODODOOOD0O0OO queueingD OO0
Oooooooooooog

ooooogoo ip arp queue length <1-1000>

ooooooo ip arp queue length 3

OO0ONOODO  no ip arp queue length

ooooooo

00000000 Ethernet/VLANWINAX) O O OO OOODODOOOOOO

OQueve0 000000 O0DODOOODOOOODOO

OO0 queued queueing0 0000000000 DOOO0ODOO0ODOOODDOOODODOOOQueue
0000000000000 0000o00000Oqueted 00000000 OCOOO

O ip access-group

ooooooo

Oglobal node0 0000 ACLOODDOOO0ODDOODOOODODODODOODOOOOOOODODOOO
ooooooo

oooobgon ip access-group (injout|forward-in|forward-out) IPV4-ACL-NAME

OO00ONoOODO  no ip access-group (inJout]forward-in|forward-out)

Ooooooo

000000 0DOO00DOCOO00DOO00DOOOO0OOoO@OOd Packet TravelingD O O)O OO
00400000

in(local input) NXROOOOOOODOOOODOOCOOODOOOOOOO

out(local output) NXRO O OO ODOODOOOODOOODOODOODOODOO

OO00000boOoOoobooOooNROOOCO0ODODOOOoDOoOoooogooog

forward-in NXROOOOOOODOODOODOOOO forwardingOOODOODOOOOOOODO

forward-out NXROOOOOOOOOOOOOOO forwardingdOOOOODOOOOOOO

OmacOOOOOACLOODoutODODO forward-out0 OO0 O00O0O0ODOOOODOO
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interface WiMAX node

O ip masquerade

ooooooo

gooooooOoooOoUoooOoOooooboOooUooOoUooogIPv4d0O0OO0ODOOOODOOO
OOv4a0000000000000000

ooooooo ip masquerade 0O0O0O0O

gooooon no ip masqueraded O OO

OO0OO0ONoOODO  no ip masquerade

ooooooo

O0O0O0O0O0O0DOOO0O (Ethernet/VLAN/PPP/Tunnel/WiNAX)) D O OO O OOOOOODODO

gTcp/UDP/ICMPO 0D D0O00DDOOO0OOODOOODODOOODOOOODOODODOOOOOO

gipve0O0O0O0OO0IIPOOOOOOOOODOOOO

Oforward out/local output 0 000000000000 O0OOOIPODDODOODOOOODODOODO

O ip (snat-group]dnat-group)

goooooo

Oglobal node0 0000 SNATOOODNATOOODODOODDOOODODOODDOODOStatic NATO
gooooOoooooooo

OSNATOO OO OO0O00O0O0ooooooooDNATO OO O0000ooooooooooon

goooooo ip (snat-group|dnat-group) NAT-NAME

OooONeO OO no ip (snat-group]dnat-group)

00ooooo NATODODOODOOOiup snat/ip dnat)d O OO (global node)D 0000 O

O ip spi-filter

ooooooo

0000000000 0DOO0DOOSPIO Stateful Packet Inspectiond 00000000 OOO

jooodoooooo0o0oo0ooooOdUoooOoo00oDoOOoUoDoO0UooDoDOoOooDoOoOooDoDOg
oooo

gooooon ip spi-filter 0OO0O0O

0oooogno  noip spi-filterD OO O

goONeO OO no ip spi-filter

ooooood

000000000 0O0ODOestablishedD OO related 00000000000 OCOO0ODODOO0ODO
OEstablishedOD O O0O0O00OO0O0O0OOCOOOOODOOOODOCOOODOOODOOODODOOOOOO
ORelated 0000000000000 DOO0ODOOOODOOOOOOFPOO0ODDOOODODOODOD
oooo

00000o0o00ooDO000syn000000OoOoO00ooOOoO0ooOoOOoooDoDooo

gsPIOOforward inO0O0O local inputO0 000000000000 DOCO0OOCOODODOOODOO
ooooog
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interface WiMAX node

O session invalid-status-drop-interface
goooooo
Osession invalid-status-drop O O (global node00)0 0000000 O0DOOO0OOOODOODOO
oo
O0000Odefault 0O0O0OOO
0O00O0Oo00O  session invalid-status-drop-interface enable
goooooon no session invalid-status-drop-interface enable
O0O0ONoOODO  no session invalid-status-drop-interface enable
ooooooo
000000000000 0D000000000DO0d0OOdglobal node O session invalid-status-drop
0000000000000 0o0oo000ooooooooooo0o000dwimax 0 OO0
gdoooOoOoOoOoOoOoOoOoOoooooo
- global node O Osession invalid-status-drop OO O0OOD0O0O0O
nxrl55(config)#no session invalid-status-drop enable
-0000000000ooooooooooooo
nxrl55(config)#interface wimax 0
nxr155(config-wimax)#session invalid-status-drop-interface enable

O netevent
ooooood

0000000000000 0000 WiMAX O connect(D OO disconnect) DD 00000000
0000000  netevent <trackid:1-255>|<trackid:2048-4095> (connect|disconnect)
gooONoeO OO no netevent

O ip webauth-Ffilter
ooooood
OwebOOOODODODOOODOOOOOOOOOOODOOOOOOOOOOODODODOODOOOOOOODO
CO0O00OO0OwebhODOOODOOOODOOODOOOODOOO
OwebODOOOODOOODOOODODOODOOOODOOINOUTODODOOODDODOODDODOODODOOOO
OObefaultDOOOOOOOOO
gooooon ip webauth-filter (forward-in]forward-out) WEBAUTH-ACL-NAME
OO0OO0ONOOO  no ip webauth-filter (forward-in|forward-out)
ooooooo
OwebOODODOOOOOODOODOOip web-auth access-list 0 0O O Oglobal noded 00 OO
ooooog
OWebOOOOOOOOWeb Authenticate node0 0 O0O00OO0OOO0O
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interface WiMAX node

O ipsec policy

0000000 0OO00OooooooooogolrsecdDOdDODODODOOOOODO

ooooogoo ipsec policy <local policy:1-255>

goOONO OO no ipsec policy (J<local policy:1-255>)

ooooooo
0oooooooogolpsecO 000000 0ODO20000000000000001Pv40 IPv6eOO
000010000 IPsecO0 0000000 DOOUODOOODOOODO

O ipsec policy-ignore

ooooooo

OlIPsec policy 000000000 OD0OOO0OODODOOOOOOIPsec policy 000 any O0OQO0O
000000000000 000 1IPsec OOO0ODODOO0ODDODOOODDOOODDO

ooooogoo ipsec policy-ignore (]input]output)

gooobooo no ipsec policy-ignorell 00O O

OO0OO0ONoOODO  no ipsec policy-ignore

ooooooo

Olnput0 0000000 Oinbound policy check 0O O0OO0OOOOOIPsec OO0DOODOOOODOODO
000000 D0o0ooooooooooooooooooog

Ooutput OO O0OOOCOOOO0ODOCO0ODOOOODOOCOODOOODOOOIPsec policy DOOO
OO0000poO0ooooooooo
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interface WiMAX node

m QoS
gooooon QSO DOooonono

o HTBOOO

ooooooo queue policy POLICYNAME bandwidth <1-1000000> (]ifg-pa-fcs)

ooooooo
OHTBOOODOOOOOclass policyDOOOODOODOO class policyD OO OOOO
JO000d00dclass policyO 0000000 classO0 0000000 OO00OONO class policyd OO

00000000 HWHBOODOOOODO

ObandwidthO Oclass policyO 00000000000
Oifg-pa-fcs(OO0)0D0ODOOO0O0ODOOOOO0OODRefault0OOOODO

o PQUOOO

0O00O00o0d  queue priority-group <PRIORITY-MAP-NUMBER:1-32>

ooooooo
OPQUOODOOODOOglobal node0 0000 priority-map0 000000
OO00000priority-map0 00000000000 O0DOOO default classOO0O0O0O0O0O PQO
OO0O00O0O0oOoogogoOopriority-map000000CO0O0OOPQODOOOOODOO
O00OclassOO000D0O0OO0ODO0ODO0OOOdefault classO 00000 0OOOOO

o SFQUOO
00o0oooogd  queue fair-queue

o FIFOO OO
goooooo queue fifo (Jlimit <1-16384>)
goooogoo IlimitO FIFCOODOODOOO0OO0OOODOO0ODOOD0OOO

o TBF(shaping)d OO
ooooooo
queue shape <RATE:1-1000000> <BUFFER:1-1000000> <LIMIT:1-1000000> (]ifg-pa-fcs)

ooooooo

O <RATE:1-1000000>  Shaping0 OO (Kbps)D OO OO OO

0 <BUFFER:1-1000000> Bucketd O O O (bytes)D OO OO OO

O<LIMIT:1-1000000> TokenO DD O ODODO0ODODOO0OODOOOOOODOOODOOOOOOOO (bytes)

ooooooo
Difg-pa-fcs(U 0 )0 00000000000 ODefault0 00000

o no queue

goooooo no queue
goooooo 0000000 queue 00000 Odefault queuel pfifo_fastO 0 OO0 0000
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interface WiMAX node

m QoS (O DO)

o classify

gooooogo classify (inputjoutput) route-map ROUTEMAP

ooooooo

0000ooO000oooO00ooo00ooo0io0doDooodooQinputd outputO OO OO
ocooooooogoo

Oinput0O000O000OD00ODOOOOPRE-ROUTING(O O O Packet TravelingD O O)ODOOODOOODO

OoutputO OO DOCOOOODODOOOOPOST-ROUTING(O O O Packet TravelingO O O)ODOOOOOOO

o no classify

ooooooog no classify (]input]output)

ooooood

Jopooooooooooooooooooooooodg

Mno classifyO0 OO0 O0OO0OO0OGnputO output) D OO OO O0OOOOOOODOOODODOO
input0 00 outputD OO OO OO

e ifg-pa-fcs

0000000000000 000000000000000000000000000 0 shapingd
OJOFCSO IFGO PAOODODOOOOODOOD rate0 00000 ODODOODOOOSshaping rated 000
O000000O00Ethernet0 0000000000000 OOOO0OFRCSO IFGOD PADOODDOOO
00000000ooooo0oooDo0o0ooooooDo0oO0DoO0ooOooDOoDododEethernet/
WiMAXOOODOODOOODOOOOODOOshaping rated 0000 OIFG(inter-frame-gap 0 O OO 00O
12000000)IFCS@OODn)OPA(preamble:80 0 0)0 000000 O0OODOOODOOOOOOO
000000000 0ooo00o0ooO000oo0UoDoo00ooo000oDoOo0o0ooDoDOooooo
Default 00 OODODOOOOOOOOIFGOPAORCS DOOODODODOOODOOMM
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s JO00000OO00O0O@OoODooOoOon)

oooooog
J0000o0ooo0o0oo000oo0oo0oooooooo00ooooooooooon (wimax <0-0>)
ooooooooooooo

ooooood

Joooo0oooDoooodoOdmail server node0 0 O0O0OO0DOODOO

o mail send server

ooooood Jd0d00o00o00ooooooooooooogo

ooooooo mail send server <0-2>

OdONoO OO no mail send server

oooooog 0000000000000 00Cmail serve noded 000000000

o mail send from

ogooogoog dodoodoooooooogoog

ooooooo mail send from WORD

OO0 0ONoO OO no mail send from

ooooooo
dgworRDOODODOODOOOD0ODOODOOcenturysys@xxx.isp.ne.jpd 0000000

Omail send from0 0000000000000 OOOOOOOO0OOOmMmail fromO OO O (global
node) 0000000000 ODOOODOOOOODOO

o mail send to

ooooooo 00o000D0ooOoo0bOooooon

goobooogo mail send to WORD

OO00ONOD OO no mail send to

oopoooog

gworRoO O DOODOOOOOO0DOOOO0OOuser@centurysys.co.jpd 0000000

Omail send toO O OO0O0ODOO0OO0OO0O0OOOOOODOOOOOOOmail tod OO (global node)
00o00o00oooO0ooooDoooooooo

o mail send subject

ooooooo O00000000o0o0o00ooooooo0uooooooooooooooon
ooooooo mail send subject LINE

OO0ONoO OO no mail send subject

ooooooo
OLINOODODDOOOODOODODODOO0O0O00O0ODOO000oooooooooooo
wimax0O OO QO04d wimax0 was connected

wimx0O OO OO wimax0 was disconnected
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mail server node

ooooooo
0oooooo

gobgboobgooboobooboooboooboooobobooboobobooobooboobobo

oo

o PPPODOO /00O

OPPP on-demand0 00000000000 DOCOOODOOOOCOOOODOOOO

oooo oooooo oooooo
PPPO O O ppp0 was connected IP address isA.B.C.D
PPPO O O ppp0 was disconnected IP address is released

OO0O00Cpppo0 00 /0000COOODOOOODOO

o WiNvAXO OO /00O

oooQ oooooo oooooo
WIMAXO O O wimax0 was connected IP address is A.B.C.D
WiMAXO O O wimax0 was disconnected wimax0 was disconnected

pHCPU O DO OODOOOO

wimax0 was disconnected

IP address is released

gdO0D0C0Owimax0OOO/0000C000DOCOOODOOOO
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mail server node

o [O00 command

nxrl155#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxri55(config)#mail server 0

nxr155(config-mail-server)#

m 00000 (SMTP)OO

0oooooo
OSWPOOO0O0O0O0O0D00000000000000000000000P2580000ISPO 250000
000000000000058700000000000000000000000
0000000000000000000

o server smtp address
goooooo server smtp address (A.B.C.D]FQDN)

o server smtp port

gooooood server smtp port <1-65535>

goddNoO OO no server smtp port

goooooo server smtp port 25 (=no server smtp port)

o server pop3 address

OOoOoOooogd  server pop3 address (A.B.C.D]FQDN)

OOONeO OO no server pop3 address

ooooooo O0O00O00O0OPOP before SMTPODODOODOOODOODOOO

m OJO0O0
o server authentication
oooooog
oswNTPO 000000 O0DOO0OD0OODOOO0O0ODO300000000DO000O0OD0O0O0ODODOOn
ooooooooo
POP before SMTP, SMTP-AuthO logind , SMTP-Authl plaind
goooooo server authentication (pop-before-smtp|smtp-auth-login|smtp-auth-plain)
gddNeO OO no server authentication

O username

ooooooo oooooooooooooooooowpwooobobooooooboooo
goooooo username WORD password (hidden]) WORD

gddNo OO no username
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mail server node

m O0OO0O0ODOOO0O0O0O

ooooooo

ocooooooooOoooooooobooobooboOoooo

OOO00O0O0Ointerface ppp node 0 OO interface wimax node0 0O OO0 OO0 OODODO ppp <0-4>,
wimax <0-0>0000000O0OO0OOOO

o mail send server

oooooog 0J0000000o0o0oooooooooo
goooooo mail send server <0-2>

oddNeO OO no mail send server

o mail send from

goooood 00ooD0ooobOooooooooo

goooooo mail send from WORD

OO00ONO OO no mail send from

ooooood
gworRoOOOODODOODOOODOOOODOOcenturysys@xxx.isp.ne.jpd 0000000

Omail send fromO O O OO interface ppp/wimax nodeD 0000000 0OO0OOODOOOOOOOO
O0mail fromO O OO (global node) D 00000000000 DOOOOOOODOODO

o mail send to

goooood 0oooooooooooooooon

ooooood mail send to WORD

gooONeO OO no mail send to

ooooood

gworRDOODOOODOODOODODODOOuser@centurysys.co-jp0 0000000

Omail send toO OO OO interface ppp/wimax node0 00 00000000 DOODOOOOOODOODO
mail toO OO0 (global node) IO 000 OD0O0OOOODOODOOOOODOOO

o mail send subject
ooooood Jo000o0oO00ooooDobo0oD0ooooooobOooDooDOooOooooon
gooooogo mail send subject LINE
OgooONeO OO no mail send subject
ooooood
OLINODODODODOODOOODODODOOO0O0O0DO00DO0ODO0DO00O0o0o0Oo0n
ppp0 0 O OO O ppp0 was connected
pppO0 0 O 0O OO ppp0 was disconnected

o body

oooooog
0000o0oD0oooooU0o0oooo0ooooooUooDOooDoooOooDooon
ooooooooooo

PPPOODO OO 1P address is A.B.C.D

PPPOOCOOO IP address is released
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BridgeO O
20000 Ethernet0 000000000 DO20000VLANODOD OO DO O (IEEE 802.1Q VLAN
tagging)0 OO Bridge OO DO ODOODOOODOODOOO

m BridgeOOOOOOOODODOOO
OO000O000COBridge0DOO0OO0O0ODOOOOODOODOOOODOOO

00000000 0DO0O0D0O0O0OOEthernetd VLANOOOBridgeOD OO DOOO0OODOOOOODOOO
OO0OEthernet0 0000000 Bridge00O00OO0OO0OOOOODOODOQO EthernetO0O VLANO OO
OO0O0O0O0BridgeDO0O0ODOOODO
010000000oocogoosBridge0000DOOOOODOOO

m BridgeODOODOODOODOODOOODO

O00Bridge0 00000 ODOOOOOODOOOODOODOOOOODOOOODOOODOODOOODN

0000000000 OBridge00000D0O0OO0OOODOOOOOOODO

0 shutdown O O

OPPPoE clientOD OO0 OO0 OOOO

OVRRPO O OODOOODOO

OIPsec policyOODOOOODOOOO

OL2TPv3 xconnect D D O OO0 OO OOOOO

OVLANO xconnectD O OO O O0DODOOOOVIANOODOODOODDODODDODOODOODOOODOO
oooooo

OBridge0 0O O0O0OO0ODODONMUODOODOOOO

000000000 oO0oDo0o0oDOooooOvVIANOODOODODODOoDoDOoOoDooooo

Oqueve(QoS)O DO OOOOOOO

m IPv6/PPPoE BridgeO OO O

Bridge 000 U0O0OODOODODO EthernetD0 0O OO0 O OODOIPVE Bridged O O PPPoE Bridge O O O
OO0O00COOO0OIPve/PPPOE BridgeD OO OODOOO

O000OBridge000OO0O0OODOO Bridgingd OO OO O IPv6/PPPOE bridge 0 O O O O Bridging O O
ooooo

00000000 0ODOethernet0d ethernetl 0 broO O O0O0O0ODOOODO Oethernetd O ethernet2 O
O O IPv6/PPPOE bridge 0000000 OO dethernet20 000 0O O frame O O ethernet0 O Bridge O
O0O0Oethernet0 0000000000 bDOOODOOOOOOODOOOethernet200 bridged OO0
od

® BridgeODOOOOOOOO IPsecOOOOOOOO

BridgeOOOODOOOOO IPsecO MO0 IPODODOOO Ethernet bridgeD0 00000000000
gooood
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O OO0 command

nxrl20#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr120(config)#interbridge <0-4095>

nxrl120(config-bridge)#

O ip address

ogooooon doooooooimwroooooooooon
ooooooo ip address A.B.C.D/M (]secondary)

O no O no ip address A.B.C.D/M (]secondary)

aad aad Bridge port0 0 00000000 OODOOODOOO

O ip address

ogooooon DHCPO OO IPOODODOOOOOOOO
ooooooo ip address dhcp (JHOSTNAME)

O no O no ip address dhcp

aad aad Bridge port0 0 00000000 OODOOODOOO

O ipv6 address
ooooood Qoooooogiwpveodooooooooo
oooooog

ipv6 address X:X::X:X link-local

ipv6 address X:X::X:X/<0-128> (Jeui-64)

ipv6 address autoconfig
u no u

no ipv6 address X:X::X:X link-local

no ipv6 address X:X::X:X/<0-128> (Jeui-64)

no ipv6 address autoconfig
00 oo
Olink-local D0 DOOO0OO0OO0ODOQOOO0O LLADOOOODOOO
Oeui-640 000 O ipve-address O prefixO0 OO OO0 OOOO
Oautoconfigd Oipve forwarding0 D OO O0OOOOOODOOOO

O ipv6 address

ooooooo DHCPv6 Prefix DelegationO0 O OO OO OO0

oopoooog ipv6 address DHCPv6-PD X:X::X:X/<0-128> (Jeui-64)

O no O no ipv6 address DHCPv6-PD (|X:X::X:X/<0-128>)

od oo

O ipv6-address O O sub-prefix O host D OO OO OO0 OOOOOOO

OODHCPv6-PD 0 O dhepve pdD O OO0 prefix0 000000000 Oipve dhep client pd0 0000
oooooooo

ODHCPv6 packet OO interface0 00O OOO0O
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m bridge port
o ethernet
0000000 Bridge port0 00000000
ooooood bridge port <1-2> ethernet <0-1> (Jvid <1-4095>)
ogd o0
020000000Obridge port00000OO0ODOO
O0Oethernet0 0000000000000 OO0O0O00ODDOOODOOOM
bridge port 1 ethernet 0
bridge port 2 ethernet 0
Oethernet0 vianO O OO ODODOO0D0OO0DO0DO0DO0DO0DOOODOOOOOOOOOOOO
bridge port ethernet 0
bridge port ethernet 1 vid 1
0000vidO0ODODDOOODODODOO0O0O0OO00DO0OO000oOoOoooom
bridge port 1 ethernet 0 vidl
bridge port 1 ethernet 1 vid 2

o pathcost

ooooood Bridge portd Opathcost 00O OO O0O0OODOOO0O

gooooboo bridge port <1-2> pathcost <1-65535>

ooooood bridge port <1-2> pathcost 100

a no 0 no bridge port <1-2> pathcost <1-65535> (=00 0)

od od

Obridge port <1-2> ethernet <0-1>00000000Opathcost0 D0 0000000 OODOOONO

Ointerface bridge node0 0000 O0Obridge port0 0000000000 OCODOO@ODODOO
exitO 0 OOoOoOo)o

Ointerface bridge node0 0000 OObridge port 0000000000000 DOOODOODOOOOO

o priority

goooooo Bridge portOOpriority0 0000000 0ODOOODO

ooooood bridge port <1-2> priority <0-63>

goooooo bridge port <1-2> priority 32

O no O  no bridge port <1-2> priority <0-63> (=000)

ood 00

Obridge port <1-2> ethernet <0-1>0 000000 dpriority0 0000000000 ODO0O

Ointerface bridge node0 0000 OObridge port0 00 00000D0O0OO0OOODOO@ODODOO
exitOOOOoOoOo)o

Ointerface bridge nodeJ 0000 OObridge port 0000000000 ODOODO0OODOODOOODOO
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®m bridge port(C O)

O access-group
goooooo
ooooooo
0 no 0
oo oo

m bridge

O access-group
ooooooo
oooooog
0 no 0
oo oo

o aging-time
ooooooo
ooooood
ooooood
U no u
oo 0d

Bridge portO bridge ACLOODOOOOODOOODOO

bridge port <1-2> access-group (in]out]forward-in|forward-out) WORD
no bridge port <1-2> access-group (inJout]forward-in|forward-out)
WORDO O Obridge ACLO OO OODOO

bridge ACLO O bridge access-list node0 000000

Bridge 00O 0OO0OOOObridge ACLOODOODOOOOODOOO
bridge access-group (injout]forward-in) WORD

no bridge access-group (injout]forward-in)

WORDO O Obridge ACLO OO OODOO

bridge ACLO O bridge access-list node0 000000

BridgeUOODOOODOOaging-timed 000000 OOOODOO
bridge agint-time <0-65535>

bridge aging-time 300

no bridge agint-time (=000)

OBridgeCO0O0ODOOOOOODOOOODOCOOOOMACOODOOODOOOOODOOOOAgINt Time
goobgooboooo
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m bridge stp

OBridge 0 0000 OO O OSTPO Spanning Tree Protocol IEEES02.100 0000 00OCOOOODOO
000 0OD0O0O0ODOBPDUO Bridge Protocol Data UnitdO OO OO OODO Spanning Tree0 OO O0O0OO
gooooood0oooooOoooOooU0ooboOoUOoDOboOooU0oDoOoUOooDoOooooUUoo
oooooooooooooo

OSTPO OdefaultOOO0ODO

ORSTR/MSTPO OO DOODOOOODO

o enable

oooooao
ooooooo
goooooo
0 no 0
oo oo

o priority

oo0ooooo
ooooooo
ooooooo
u no U

o hello-time
ooooooo
goooooo
ogoooooo
0 no 0

o forward-delay

ooooooo
goooooo
ogoooooo
0 no 0
oo oo

o forward-delay

oooooao
ogoooooo
goooooo
0 no 0

BridgeO OO DODOODODOSIPOODOODDOODDOOODDOODO
bridge stp enable

no bridge stp enable

no bridge stp enable

no bridge stp enable 0 O OO forward delayd 0.000 0000 0O

Bridge 0O ODO0OODO priority0 00000000 DOOOO
bridge stp priority <0-65535>

no bridge stp priority 32768

no bridge stp priority (OODO)

BridgeO OO ODOODOO helllo-timed 0000 OD0OOOODOO
bridge stp hello-time <1-10>

bridge stp hello-time 2

no bridge stp hello-time (=00 0)

BridgeU DO OODOODOO forward-delayOD OO OO OOO0OODOOO

bridge stp forwaed-delay <4-30>

bridge stp forwaed-delay 15

no bridge stp forward-dely (=000)

no bridge stp enable 00000000000 OO0ODOOO0ODOODOOOOODOO

BridgeU OO0 O0ODOmax-age 0 0000 O000O0ODOOOO
bridge stp max-age <6-40>

bridge stp max-age 20

no bridge stp max-age
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O mtu

ooooooo wwMuoOoooooboog

goooooo mtu <bytes:68-1500>

U no g no mtu

00 00

Obridge portO MTUO OOODOOOOODOCUOOODOOOOOODOOOethernet 00 MTUD 14000
0ddpDuoo00000000D0DO000DOOO0O0OO)O

O interface bridge node0 00 OO0 Obridge port 000000000000 ODOO@ODOOO
exitO 00 O00o0O)o

O interface bridge node0 00 OO0 Obridge port 0000000000000 OOODOOODOODOO

O ip proxy arp

OO00O0DoOoO0  Proxy ARPOODDOOOODO
ooooood ip proxy-arp

oo 0O oo no ip proxy-arp

O no O  no ip proxy-arp

O ip directed-broadcast

0000000 Directed Broadcast O O O OO0 OO0 O0OO0OO0OOO0OOOO
goooooo ip directed-broadcast

oo 0O oo no ip directed-broadcast

O no O no ip directed-broadcast
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O ip redirects
ooooogoo
OICMP redirectO type=50 0000000000000 0DO0O0O0O0OOODOODOODOODOODODOO
000000000RFC792(T
00000 Send redirect0000OOOICMP redirect 00000000000 0D00ODOOODOODO
goooooo ip redirects
goooood ip redirects0 0 (O 0O)
gooONoeO OO no ip redirectst (O O)
ooooooo
0000 ICMPRedirect D 0O OO OOOICMP Redirect DD OO0 OO0 OOHestDO OO DOOOOODO
o00o0o0oo0ooooDOooooooDoDOOobOO0DbOobOOo0oOn
O Host A OHost B(192.168.1.100)0 0 IPv40 0 000 default ge(NXR) O OO OO OO
ONROODODODOOO0O0OO0O0D192.168.1.0/240 00 next hopd 192.168.1.2530 00000
OO00ORouter AUODOODOODO
O O0O00O0Onext hopO Router ADOODOOOHost ADODODOOOOODOODOODOOHost AD
ICMP Redirect0 DO OO OO
O Host ADODOOOHost BOOO IPVAOOODOOOICMP Redirect DO O 0O OO next hopO OO
O0ORouter ADODOODOOO
OO0O0O0O0ICMP Redirect D 00O 0DO0D0OO00ODOODOODOODOODOODOOOOOOODDOODOO
000000000d forwardingD OODOODOOOO

PC B: 192.168.1.100

T [

192.168.1.0/24

ARAT 92—
192.168.1.0/24 (gw) 192.168.1.253 NXR Router A

4 1921680254 192.168.0.253
‘ @) IP to 192.168.1.100

Send Redirect&H % --7

|
|
|
|
|
_____________ -

192.168.0.0/24

T
| @) 1P to 192.168.1.100
IP to 192.168.1.100

&

PC A: 192.168.0.100
Default GW=192.168.0.254

3 Redirect (Next hop=192.168.0.253) l
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O ip tcp adjust-mss

ooooood

O Path MTU Discoveryd PMTUDO O O O End-to-end 0 0 0000000 O0DOODOOOOMIVODODOO
0000000000000 00Doo0ooo00oooo0oo0o0oo0oooooooooooon
0ooooooivad0ODOO0ODO0O0O ICMP fragment needed D 0000000000 OOOOO
000000000 0ooooDoOooPNTUDO0ODOOO0OO0OOOOOOOOOOODOOOddPMTUD
00000dooooooooooMuoo0d0oo00oo00o0o000o0oo00o0o0odOEend-
to-end0 0000000000000 OOOOOOOOOOOOOTCPOO  SYN/SYN-ACKO O OO
omMsSOOO0OOoOOoOoooooooooooooooooooTcPOOO0ODOOOOOOOOOOOg
000000000 00o00oDoo0oo00oo0oooooooooooOoo

goooooon ip tcp adjust-mss (auto]<500-1460:bytes>)

0000000  no ip tcp adjust-mss

OooONO OO no ip tcp adjust-mss

ooooood

OiIpvi000000O0O0O0O0OOTCPOOODOOODOOOOOTCPOODODOOOOOOOOOOOO
000000oooooooooooooowsscoooooon

oooooooowsMssOnDdoodoob00Dantc0 000 O0OOOMSSOOOODOOMSSOOODOO
0oooooooooooooo
OooDodooooooooonssoooooooooowMssoooooooooooononooooon
ooog
guPOICMPOOOOOOOOOOOOOO0ODOO0ODOOODOOOODFOOODOOOOOOO
000000000000 00oo000Dooo00ooooooooooon

(M no ip tep adjust-mssO0 0000 OOOTCP MSSOOODOOODOOODOOODO

O ipvé tcp adjust-mss

ooooooo IPv6 MSSO OO OOODOOO
ooooooo ipv6 tcp adjust-mss (auto]500-1460)
OO0 O OO0 no ipve tcp adjust-mss

O no O no ipvé tcp adjust-mss
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O ip mask-reply
ooooooo
OCpenviewO O OODDOODODOOOODOOODOOODOOOODOOODO ICMP address mask request
Otype=1700 0000000000000 O0OO0ODOODOODOOOOOOODOOOODOODOOOOO0O
0o000oooooooooooom
OO0O0OODODOICMP address mask request 00000 0O0O0OO0OOOOOOODOODOOO
ooooooao ip mask-reply [ ICMP address mask requestd O 0O 00O 0O 13
goooooo no ip mask-replyd ICMP address mask requestd0 D0 OO 00O I
Oo00ONeO OO no ip mask-reply
ooooooo
O ICMP address mask request/reply0 0000000

ISP~ __ppp0 (1000.196/32)
//F ICMP address mask reply D83

-
s

NXR#2

a NXR#1

192.168.0.254 192.168.0.253
§ A
ICMP address mask replyh" &30 Request (to 10.0.0.196)
Request (to 192,168.0,254)
192.168.0.0/24
| Reply {mask=255.255.255.255)

Reply (mask=255.255.255.255)

S

OpenView
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O (iplipv6) access-linkdown

ooooooo OO0O0O00o0OoOdOooOlnnk downOOOOODOO interfaced IPv4 address O
goooooooooog

goooood (ip]ipv6) access-linkdown

O no O no (ip]ipv6) access-linkdown

0oooogno  no (iplipve) access-linkdown[DI O OO

O (ip]ipv6) rebound

ooooooo

0000000000000 000DOO000D0o000DooOo0o0ooOO0o0o0o0oad (forwarding)
D000 OO0000ONROODDOOO00O0000000000000000000ONXROODOTTL
goooOoOoOOoUOOoDoOOoOoOooOoooon

OIP rebound0 0 0000000000000 O0DOO0O0OOODOOOOODOODOOODOOOOOOOO0OO
000000000000 destination unreachable0 000000

ObefaultO 00O O0O@OOODOODOOODOODOOOOODOOOOOOODOOOOOOOOO)O

goooood (ip]ipv6) rebound

oo O oo (iplipv6) rebound

O no 0O no (ip]ipv6) rebound
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O ip reassemble-output

ooooooo

goooooooodMiooooevTrUCODOOODOOOOONR forwardingDOOOOOOODOOO
0000000 oooo0o0oooDood0ooooCoooDoooooooDooOooooDoon
OO0O0oOoOoONRROOOOOOOOO0ODOOOOU0ODOOOUOODOOODOOOOODOODOOO
- fragmented packet(U OO0 O0OD0)OMUODOOOOOOOOOOODOODOOOOOOONMTUO
ooooooocoooooboooooo
- fragmented packet(QCO OO OOO)OMUOOOODOOODOODOOD fragmented packet D OO O
coooooo
-000000oooo0oMU00DO000ooOD00oooD0oooODO0ooooDoo

goooood ip reassemble-output

oo O OO ip reassemble-output

O no 0  no ip reassemble-output

ooooooo

gooo0opoodoOoooU0U0obDOo™CooooO0ooooUUbOOooOUoDooUOoDooOoooDo
00000000ooo00ooo00oo0o0DooooooooOooDoooO IPOODODOOOOD
gooooo0ooooOoOoOooOoOUooOooUOOoOoooUOUoOoOoOOoUoODoogOoDbDooOooDo
0000000000000 00ooD0ooO000o0o0000ooO000DoOOoONXROODO
oooooooooooOoooocOoOwooOoOoOOobOOoOoUOboOogOoDooooo
- fragmented packet(C OO OOOO)ONMUDOODOOOOOODOOD fragmented packet D MTUD O
oooooooooooooooo
- fragmented packet(CO O OOOO)ONMUDOOOOODOODODOOODO fragmented packet OO O
ooooooo
- 000000000 0OMUODOO00O0DOOOODOOOd fragmented packet0O0O0O0O00O0O0O0OO
oooooo

ODefaultOOglobal DO OO0 interface0 00000000 OGIobal 0 OO interfaced OO AND
oooooooDoOoOooooOoooooOoooooooogOrr forwardingO ODODOOOODOO
ooooo

gooooooooooooboobooooo3z0pobooooooxk3 gooooooooooooDo
00000000000 0D00O0O0O0ODOOddip reassemble-output OO0 O0O00OO0OO0ODOOOO
ooo
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O ip arp reachable-time

0000000 UCUUOOOARP J000O0O0O0ODODOOOOODOOOO
ooooooo ip arp reachable-time <30000-3600000>

ooooooo ip arp reachable-time 30000

O0O0ONoO OO  no ip arp reachable-time

0000000 showarp JO00OODOOOOOOOREACHBLED DD OOOODOODOO

OO00D00O000.5 0 1.50x reachable-timeODO0OOOOOOOOOO

O ip arp queue length

gooooon

OEthernet/VLAN/WINAXO OO ODOOOD IPMAODOOCO0ODOCOOODOOCOONO next hopd O
MACOOODODOUODOOOOUODOODOUODOOODOOOMACODODOUODOOODOOD queveingd OO
gbooobogoooopboon

ooooooo ip arp queue length <1-1000>
ooooooo ip arp queue length 3
Oo00ONoODOO no ip arp queue length
goooooo

00000000 (Ethernet/VLAN/WINAX)O OO DOODOOOODOODOO

Ooueued OO0 O0OOODOODOODOOOOOOO

000 queved queueingU 00000000 DOODOODOOOOODOODOOOODOODOODOOQueue
oooboooboooooouooobuobodbdguesed O oboobobooboOonO

O ipv6 nd prefix

goooooo IPv6 Routing Prefix Advertisementd O OO 0O0OO
goooood ipv6 nd prefix X:X:X:X::X/M

(J<valid-lifetime:0-4294967295> <preferred-lifetime:0-4294967295>)
O no 0 no ipv6 nd prefix X:X:X:X::X/M

(J<valid-lifetime:0-4294967295> <preferred-lifetime:0-4294967295>)
od OO0 Ethernet/VLANO OO OODOOOOODOOO

O ipv6 nd send-ra

goooooo 1Pv6 RA(Router AdvertisementD OO0 /00000000
goooood ipv6 nd send-ra (RADO)
g no O no ipv6 nd send-ra (RADO)

O ipvé nd ra-lifetime

ooooooo IPv6 RA(Router Advertisementd OO OO0O0OO0OOOOOOO
ooooood ipv6 nd ra-lifetime <0-9000>

oo o oo ipv6 nd ra-lifetime 90

g no d no ipv6 nd ra-lifetime

od od ra-lifetime >= ra-interval maxO0 0O O0O0O000COO0OOCO
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O ipv6 nd ra-interval

goooooo RA(Router Advertisementd 00000000 ODOODO
goooood ipv6 nd ra-interval <min:3-6750> <max:4-9000>

oo O oo ipv6 nd ra-interval 10 30

O no 0 no ipv6 nd ra-interval

ood OO0 min<max x 0.75000000000000000

O ipvé nd ns-interval

OO0OO0O0O0O0  NSONeighbor Solicitationd OO OOOOOOO0OOO
ooooooo ipv6 nd ns-interval <msec:1000-3600000>

oo o oo ipv6 nd ns-interval 1000

O no O no ipvé nd ns-interval(J 0 00O

O ipvé nd rs-interval

0000000 RSO Router SolicitationD OO OOODOOCOOODOCOCO
goooooo ipv6 nd rs-interval <interval:1-10sec>

oo o oo ipv6 nd rs-interval 1

O no O no ipvé nd rs-interval(0 O 00O

O ipvé nd rs-count

0000000  RSORouter SolicitationD OO OOO0OOOOOOO
goooooo ipv6 nd rs-count <count:1-2147483647>

oo o oo ipv6 nd rs-count 3

O no O no ipvé nd rs-countll] O OO0

O ipvé nd reachable-time

ooooooo
oooooo0000oooo0@oooooo0o00oooDoo0o0ooooDooOooooooDooDOog
oooo

gooooog ipv6 nd reachable-time <msec:0-3600000>

oo o oo ipv6 nd reachable-time 30

O no O no ipvé nd reachable-time(11 00O OO

od od
00oD0000ooo0o00oDo0o0OoooOd00oooDO0U0oDOooDOoUooOoOOOoOU0DoOoOOoODoOO
godoOooooooooooooooooo

O ipv6 nd dad attempts

gooobon DADCI Duplicate Address DetectionD 0 OO OODOODOOODOO
goooood ipv6 nd dad attempts <0-600>

oo O oo ipv6 nd dad attempts 1

O no 0 no ipv6 nd dad attempts[D O OO0

310



O 380 interface bridge node

interface bridge node

O ipv6 nd accept-redirects

goooooo

O1Pv6 forwardingD OO OO OOOICMPVE redirects 00000000 OOOOODOO0OO
ooooooo ipv6 nd accept-redirects

oo o 0OOd no ipv6 nd accept-redirects

O no 0 no ipvé nd accept-redirects

od od IPv6 forwardingD OO0 0000000 OODOO0ODOODOOOOOOO

O ipv6 nd queue length

oooooog

O Ethernet/Vlan interface 0O IPv6 D00 OO OO0 O OO OONeighbor DiscoveryD OO DO OO O
O (nexthop)d mac addressO0 00000 0OO0O0OOOOOOmac addressd00 000 OO queueingd O
ododooooooooooooooon

OQueue D OneighborO entry0 00 OO0 OOO

Oqueueing0 00O packetODaddressO0 0000000 O0OOO0ODOOODOOO

OQueueD fullDOODOODOO packetO O OO OOqueued DO OO dropO O OO0

ooooooo ipv6 nd queue length <1-1000>

oo 0O OO0 ipv6 nd queue length 3

O no O no ipv6 nd queue length

oo oo IPvaO IPv6 00000000 Oiunterface00000000ODOOOOO

IPvaOOOO0OOip arp queue lengthOOOOOODOODO

O ip access-group
ooooooo
Oglobal node0 D000 ACLOOOOOODOOOOOOOODODOOODODODODODOOO
ooooooo
ooooogn ip access-group (injout|forward-in]forward-out) IPV4-ACL-NAME
OO0ONeOO0O no ip access-group (injout|forward-in]forward-out)
ooooooo
000000000000 00000D00D00D000000 (@O0 Packet TravelingD OO)O0OO
00400000
in(local input) NXROODODODOODOODOODODOOOOODOOO
out(local output) NXRO OO OO OODOOCOODOOOODOOOODODOO
00000000 OoooooNRDODO0O0OO0OD0D0ODO0ODOODOODOOODOD
forward-in NXROOOODOOOODOOOODOOOO forwardingd OODOODOOOOOOODO
forward-out NXRO OO OODOOODOOOOOO forwardingD OODOOOODOOOOOO
OmacO 0000 ACLOOoutd OO forward-out 0 000 O000O0OO0OOOO

O ipv6 access-group

coooooo goooooooOoweoooooooooooooo
gooogooo ipv6 access-group (injout]forward-in]forward-out) IPV6-ACL-NAME
O no 0 no ipv6 access-group (injout]forward-in|forward-out)
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O ip masquerade

ooooooo

000000000000 00000o00ooooooooooo a0 00Oooooooog
ooV 0000000 ooooooon

gooooon ip masquerade OOO0O

goooooon no ip masqueradel] O O O

gooONeO OO no ip masquerade

ooooooo

000000000000 (Ethernet/VLAN/PPP/Tunnel/WiMAX/Bridge) D D O DO D0 O0D0ODOOO0O
OTCP/UDP/ICMPO 0000000 ODOOOO0ODOOOUODOOUODOOOUOOOODOOOOOOO
gipveO0 00000 IPOD0OOODOODOODOOO

Oforward out/local output 0 O 00O OO0 OOO0DOOOOOOOIPOODOOOOOODODOODOO

O ip (snat-group]dnat-group)

goooooo

Oglobal node0 0000 SNTOOODNATOOOOOODODODOODOODODODOOStatic NATO
dooooopooooood

OSNATOOODODOOOO0OODODOODO0ODODNATODDODODOODOOODODO0ODOO0DOOO

gooooon ip (snat-group|dnat-group) NAT-NAME

OooONeO OO no ip (snat-group|dnat-group)

goooooo NATOOODOOOOOip snat/ip dnatd O OO (global node)0 OO OO0

O ip webauth-filter

ooooooo
OwebOOOOOOOOOOOOOOOOOOODOOOOOOOOOOOOOOODOOUOOOOODO
oOoooOoOwebhDOOODOOOODOOODOOOODOOO
OwebOOODOOOODOOOOOODOOOODOOONINNOUTODODOOODOOODOOOOOOODOOO
od

ObefaultO OO OODOOOOO

goooooon ip webauth-filter (forward-in]forward-out) WEBAUTH-ACL-NAME

gooONeO OO no ip webauth-filter (forward-in]forward-out)

ooooooo

OwebOODOODODOODOOOOOOOup web-auth access-listO OO O Oglobal nodeD OO0 O
oooooo

OWwebOODOODOOOOWeb Authenticate nodeJ 0O O00OO0OODOOO
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O pppoe-client ppp

0oooooo  PPPEO00OODOOOOOOODOOO

goooooo pppoe-client ppp <0-4>

oo 0O oOo no pppoe-client ppp

O no O no pppoe-client ppp <0-4>

oo OO0 PPPEOO0DOODOOOOOOODOOOOOOODOOO

O ip spi-filter

goooogn

oobooOOooobooobDOoOoOoDOoosPIn stateful Packet Inspectiond 00000000000
ggbobooobgooboobobooobooboobbboooboobuooboobboobooboo

oood
ooooooon ip spi-filter 0OQO0OO
googoogon no ip spi-filter0DO OO
OoOONeO OO no ip spi-filter
ooooogoo

goopDooO0OobDOoO0ODestablishedD OO related0 00 00000CO0OOCOODOOODO

OEstablishedD D O0O00O0O0ODOODOODOOOOOOOOOOOOODODODODODODOOOOO
ORelated0 00000 OO0O0OO0OOOOOOOOOOOOODOOORPOOODOOODDOOODO
gogon
gboopobooboobodsynbgobooboooboobooboobbon
OSPIOOforward inO OO local inputO0 00000000 OOOOOOOOODOODODODOOO
gboooog

O ipv6 spi-filter

ooooood IPv6 SPI filter OO OO OO0

goooooo ipv6 spi-filter

oo 0O OO no ipv6 spi-filter

O no O no ipvé spi-filter

O shutdown

oooooog 00o0dooooDoooooooooooooooon
oooooao shutdown

oo o oo no shutdown

O no O no shutdown

O ipsec policy

0000000 0OO0D0O0000O00OoOoogolrsecdDdDODODODOOOOOD
ooooooon ipsec policy <1-255>

OoOONeO OO no ipsec policy (]J1-255>)

ooooooo

gbooobobooobogdipsecUOODDbOOOD 20000000000 0O0O0O0OOIPYADO 1PveODO
goool1oodboimpsec 0000000 ODOODOOODDOODOOOO
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O ipsec policy-ignore

Ooooooo

OlIPsec policy 00000000000 ODOODOOOOOOO0OIPsec policy 000 any 0OQOO
00000000000 O00OoO0 IPsec 0O0ODODOO0ODDODOODDOODOOOODDO

ooooooo ipsec policy-ignore (]inputjoutput)

ooooooo no ipsec policy-ignore(J 0 OO

OO0O0ONoOODO  no ipsec policy-ignore

Ooooooo

Olnput0 000000 Oiinbound policy check 00O O0OO0OOOIPsec OO0DOOOOOODOOO
000000 ooboooooooodooooooooooo

Coutput 0000000000 OO0OOOOOOOOOOOOOOODOOOIPsec policy DOOO
oooooooooooooooog

® QoS

0000000 QeSOOOOOOODOOOODOOOO

o classify

OO00O0oOoogd  classify (inputjoutput) route-map ROUTEMAP
ooooooo

OOO0U00O0O0o0U00OOOo00DOOo0o00DoO01l0DogUoooOOOOinputO outputd OO OO
goooboooobo

Cinput0 00000000 DOOCOOPRE-ROUTING(O O O Packet TravelingO OO )OO OOOOOO

Ooutput DO O O0DOOOOODDOOOPOST-ROUTING(O O O Packet TravelingO O O)ODOOOOOOO

o no classify

OO0o0doogd  no classify (Jinputjoutput)

ooooooo

O0o00o000o0o0oooooooooooooOoooon

(Mno classify0 000000000 (inputl output) D0 00000 DOOOOODODOOOODOO
input0 00 output 0O OO OO0
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O session invalid-status-drop-interface
goooogo

Osession invalid-status-dropd O (global node0 D)0 O O0OOOOODOOOCOODOOOODODO
O00000defaultOOOOOO

ooooooo session invalid-status-drop-interface enable

oo o oo no session invalid-status-drop-interface enable

O no O no session invalid-status-drop-interface enable

ooooooo

O0O00DO00000O0bOooOoobooboOoooondglobal node O session invalid-status-drop O

gooDo0oOooboooooboOooooObo0ooboob0oooDoooODOOUethernet 00 DOOOOO
googboboooboboooo

- global node 0 O session invalid-status-drop0 0000000
nxr125(config)#no session invalid-status-drop enable

- 000000000 bOo0obOOoooooooDooo
nxri125(config)#interface ethernet 0
nxr125(config-if)#session invalid-status-drop-interface enable
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O 390 bridge access-list node

bridge access-list node

OBridge access-list node0 0000 ACLODOODOOODOODObridge access-group0 0000000
bridge port <1-2> access-group 0 0 O O (interface bridge node 0 O O)OOACLOODOODOODO
oooooooooo

m ethernet-type

O OO0 command

nxrl20#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxrl20(config)#bridge access-list WORD (deny|permit) <1-256> ethernet-type
nxr120(config-bridge-acl)#

O mac source
ooooooo 0odoooooovAcOOoonoooooood

OO0O0OD0O00  mac source (|not) HH:HH:HH:ZHH:HHZHHC]/MM:ZMMzMM MM MMz MM)

OO0 ONoD OO no mac source

ooooDooo

ONetOOOnotdOODODOD0OOOOO0DODOOOOODOOODOODOODOOODOODOODODOOn

Jd0bD0o0o0bDO0ooOooDoOoooobOo0obOooDoOooooong

do00d0ooodoooogooo:go:eb:*»*:*»*:** 0000000000000 O0OO0DOODOO
mac source 00:80:6D:00:00:00/FF:FF:FF:00:00:00

o mac destination

ooooooo 0odoooooovAcOOoOonoooooood

0000000  mac destination (|not) HH:HHzHH:zHH:HHIHHC]/MMZMM 2 MMz MM 2 MMz MM)

OOOdNoO OO no mac destination

ooooDooo

ONotOOOnotdODODOD0ODOOO0DODOOOOODOOODOODOODOOODOODOODDOOO

Jd0bD0o0o0bDO0ooOooDoOoooobOo0obOooDoOooooong

d00d0ooodoooogooo:go:eb:*»*:**:** 0000000000000 OO0ODOODOO
mac source 00:80:6D:00:00:00/FF:FF:FF:00:00:00

o ethernet-type

ooooooo 000000 EthernetD 000000000

0000000  ethernet-type (|not)d <1536-65535>

OO00ONeOOO  no ethernet-type

ooooooo

ONotOOOnotdODOODOOOOO0OO0OD0ODOOOO0OODOEthernet0 00000000 O0ODOOOOODOO
od

Oethernet-type 0000 000000000000 DOCDO000D exitOOOD0OODOOOOODOOO
O global node0 0 O0ODODO
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bridge access-list node

m ip

O OO0 command

nxrl20#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxrl20(config)#bridge access-list WORD (deny|permit) <1-256> ip
nxr120(config-bridge-acl)#

o mac source

goooooo doodooooovMAcObDOoDoDooooood

goooogno  mac source (|not) HH:HH:HH:zHHZHHIZHHC]/MM:MMZMM 2 MM 2 MM MM)

OO00ONoO OO no mac source

goooooo

ONotOOOnotdODOODODOOODODOODOOODOODODOODOOODODDOODOODOOOD

0do000doooDbO0ooo0OooO0o0Do0obDOoooOoooOooDoooDag

000d00ooodoooogooo:go:eb:**:**:**0 000000000000 DO0OO0DOODOO
mac source 00:80:6D:00:00:00/FF:FF:FF:00:00:00

o mac destination

goooooo doodooooovMAcObDOoDoDooooood

go0oo00ogn0O  mac destination (Jnot) HH:HH:HH:zHH:ZHHZHHC]/MM:MMZMM 2 MM MM - MM)

OoONeO OO no mac destination

goooooo

ONotOOOnotdODOODODOOODODOODOOODOODODOODOOODODDOODOODOOOD

0do000doooDbO0ooo0OooO0o0Do0obDOoooOoooOooDoooDag

0d00do00ooodoooogooo:go:eb:**:**:**0 000000000000 DO0OO0DOODOO
mac source 00:80:6D:00:00:00/FF:FF:FF:00:00:00

o source

goooooo doodooooowproDoooooooooo

goooogno  source (Jnot) (A.B.C.D | A.B.C.D/M)

OO00ONoO OO no source

goooooo
ONotOOOnotdODOODODOOODODOODOOODOODODOODOOODODDOODOODOOOD

o destination

goooogo Joooooooowooooooooooo

0000000  destination (Jnot) (A.B.C.D | A.B.C.D/M)

OddNeO OO no destination

ooooooo
ONetODOOnotdO0O0DODO0OOOD0ODODOOO0ODOODODOODOODODODODODOODOOD
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m ip(0O)

o tos

ooooooo goooopoToesooooooog

oooodoogd  tos (Jnot) <0-255>

OOO0ONOODO  no tos

ooooooo

ONotOODOnotO 0000000000000 0ODOODOO0ODOO0OODOO0OOODODOOO0n

o protocol

oooooog Jooobooooooooooooo

oooooon protocol (Jnot) (<0-255> | icmp | tcp | udp)

OOONeO OO no protocol

ooooogoo

ONotOOOnotO0 D OOD0O0O0ODODO0O0O0OODOODO0O0ODODO0O0ODO0ODO0ODO00ODO0ODO0O0ODODOO
Osource-port 0 O O destination-port U O OO O0O0OOOnot0 0 O00O00ODOOOOODOOO

O source-port 0 0 O destination-port 0 0000000 OicmpO OO0 <0-255>0000000000
oood

o source-port

ooooooo 0o0oooooOoooooooooooooog

0000000  source-port (|not) (<1-65535> | range <1-65535> <1-65535>)

goddNeO OO no source-port

ooooooo
ONotOOOnotO00OD0O0OODOODDOOOODDOOOODOOOOODODOOOODOODODODOO
Oprotocol D0 tecpO0 D0 O udp0 000000000 OODOO source-port0 0000000 0ODOOO0O
Oprotocol OO tepO0 0 0D udpO0O0O0O0OODOOOOOsource-port0 00000000 ODOOODO

o destination-port

coooooo gooopoooooooooooooooog

0000000  destination-port (Jnot) (<1-65535> | range <1-65535> <1-65535>)

OO0O0ONoO OO  no destination-port

Ooooooo
ONotOOOnotOOOOOOOOODOOOODOOUOOODOOOOOODOOODOODOODODOO
Oprotocol OO tcpO0 00 udp OO0 OOOO0OOO0O0ODOOO destination-port0 000000000
ood

Oprotocol OO tcpO0 0 0D udpO0 OO0 ODOODOOODOOdestination-port0 00000000 ODOO0ODO
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m ipv6

O OO0 command

nxri20#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr120(config)#bridge access-list WORD (deny|permit) <1-256> ipv6
nxr120(config-bridge-acl)#

o mac source

ooooood 0ooopooooovMAcOnOOonDoooooon

oooooano mac source (|not) HH:HH:HH:HH-HH:ZHHC]/MM:MM: MM MM MM MM)

OO0ONeOOO  no mac source

ooooooo

ONotOOOnotOOOOO0OO0O0ODOODOO0ODOODODOOODOODOO0ODOODODOOOOODOO0OO

0000000 O0boo0obDO0bO0oo0oooDoboooDobOoooDooDo

0000000000000000:80:6D0:**:*>*:**00 000000000000 00OO0OODOO
mac source 00:80:6D:00:00:00/FF:FF:FF:00:00:00

o mac destination

ooooooo dodoooooovMAcOOoOnooonDooooad

oooobon mac destination (|not) HH:HH:HH:HH:HHzHHC]/MM:MM:MM MM 2 MMz MM)

OOOdNoOODO no mac destination

ooooDooo

ONotOOOnotdOO0O0O0O0OO0O0OOODOO0OODO0ODODOODOOODOODODOODODOODODO

00000000 o0o0oD00bDO00DO0oDo0oO0oDOooDOoooOooDoog

00000000 00oOoOgoo:8o:eb:**:**: 0000000000000 O0OOO0ODOO0
mac source 00:80:6D:00:00:00/FF:FF:FF:00:00:00

o source

goooooo OoOooooodOoweodooooooooo

OO0O0OD000  source (Jnot) (X:X:z:X:X | X:X::X:X/M)

godNoO OO no source

Ooooooo
ONotOOOnotOOOOOOODOODOCOOOODCOOOODOCOOOODOOUOODOOOODDOOO

o destination

ooooooo OoooooooowpvedoOoOoOoooDOoOoO

0000000  destination (Jnot) (X:X:z:X:X | X:X::X:X/M)

OOdONoO OO no destination

ooooogo

ONotOODOnotO0 00000000000 DO0OO0DODOOODOODOODODOODOODODOO
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m ipv6(J0O)

o protocol

ooooood gooodoooooooooooooo

ooooooon protocol (]not) (<0-255> | icmpv6 | tcp | udp)

OOONeO OO no protocol

ooooooo
ONotOOOnotO0OODODOO0O0OD0OO0OOODOODOO0ODOODOO0OOODOODOOOOODO0OO0ODOOnDO
Osource-port 0 00O destination-port D 0 OO0 OO0 OnotO0 00 OOO0OODOOODOODO
Osource-port 0 O O destination-port D OO0 OO0OOOMcmpv6e 0 00 <0-255>0 00000000
ooooo

o source-port

ooooood Jooodooooooooooooooogoo

ooooooon source-port (Jnot) (<1-65535> | range <1-65535> <1-65535>)

gddNoO OO no source-port

ooooooo

ONotOOOnotO0 O ODODOO0OD0OOODOO0ODOODOOO0ODOODOO0ODOODODOOOOOOoDOOoO
Oprotocol OO tcpO0 00 udp O OO OO0DOODOODOOOOO source-portd 0000000 OOOO
Oprotocol OO tcp0 O T udpO O O0OOODOOOOOsource-port0 00000000 ODOOO

o destination-port

ooooooo goooooooooooboooooooboog

OO0O0OOO000  destination-port (|not) (<1-65535> | range <1-65535> <1-65535>)

OoOONeO OO no destination-port

ooooooo
ONotOOOnotOOOO0OOOOODOOOODOOUOOODOOOODOODOOODOODOODODOO
Oprotocol OO tcpO0 00 udpOOODOOOOOOOODOONO destination-portd 000000000
od

Oprotocol OO tcp0 0T udpO O O0ODOODOOODOOdestination-port0 00000000 OOO0O0O
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bridge access-list node

m arp

O OO command

nxrl20#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr120(config)#bridge access-list WORD (deny|permit) <1-256> arp
nxrl20(config-bridge-acl)#

o mac source

goooooo JoooooooovMcO0onooooooon

goooood  mac source (Jnot) HH:HH:zHH:-HH:ZHH:ZHHC] /MM MMz MMz MMz MMz MM)

O0OOdNeOODO no mac source

ooooooo
ONetOOOnotOOO0ODOOOODOODOOOOODOODOO0ODOODODOO0OOODOO0OOODOODOO
000o00oo0ooobOoooOoboooooooooooboood
00000000000000oo00:80:60:**: 00 000000000000 0O00OOO0O0O
mac source 00:80:6D:00:00:00/FF:FF:FF:00:00:00

o mac destination

goooooo doodooooOovMAcODODoDDoDOooooog

Ooo0oOoood  mac destination (Jnot) HH:HH:HH:HH:HH:HH(]/MM:MM:MM-MM-MM-MM)

gddNeO OO no mac destination

goooood

ONotOOOnotdODO0DODOOODODODODOOODOOODODOODOOODODODODODOODOOOD

ooooopoooboooooooooobooooooooooooa

000d00ooOodoooogooo:go:eb:**:**: 0000000000000 DOOODOOOO
mac source 00:80:6D:00:00:00/FF:FF:FF:00:00:00

o opcode

goooooo 000000 Opcoded DO DOODODO

gooOoood  opcode (Jnot) (<0-65535> | request | reply)

goONoeO OO no opcode

oooooog
ONotOOOnotOODO0ODO0OD0OOO00OO0OODOO0ODOODOO0OOODOODOO0OOODOOODOO0OO
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m arp(d0O)

o sender-mac

oooooao O0000OOsender MACOODODODOODOOODO

0000000  sender-mac (|not) HH:HH:HH:HH:HH:ZHHC]/MM:MM:MM:MM:MM:MM)

OoOONeO OO no sender-mac

ooooooon

ONotOOOnotd OO0 O0D0DO0OO0O0OO0DO0OO0DOO0ODOODOODOOO0ODOODODODOOODOOODODO
dooodoooooooobooobooooooooboooooooa

00000000000 OOgoo:8o:eb:**:**: 000000000000 DOO0ODOO0O0DOO
mac source 00:80:6D:00:00:00/FF:FF:FF:00:00:00

o target-mac

ooooooo 000000000 target MACOODOOODOODOODO

Oo0o0o0ogo  target-mac (Jnot) HH:HH:HH:HH:HHZHHC]/MM:MM:MM:MM:MM:MM)

gddNoO OO no target-mac

ooooooo

ONotOOOnotOOOOOOOO0ODOO0OOOOODOODOODODOO0ODOODODOOODOODOO0OO

0000000 0b0oO0obDO0DO0oo0oooDoboooDOooDOoooDooDo

0000000000000000:80:6D:**:*>*:**00 000000000000 00OO0OODOO
mac source 00:80:6D:00:00:00/FF:FF:FF:00:00:00

o opcode

ooooooo 000000 opcoded OO DOODO

ooooooon opcode (|not) (<0-65535> | request | reply)

OoOONeO OO no opcode

ooooooo
ONotOOOnotOOOOOO0OO0O0OO0O0OO0OOODOOOpcode00O0O0D0ODODOODOODOODO

o sender-ip

ooooooo O000O00Osender IPOOODOODOODOOODO

ooooogn  sender-ip (Jnot) A.B.C.D

doOONO OO no sender-ip

ooooogoo

ONotOOOnotO0 DO OO00O0O0O0ODOOO0OOO0ODOODOOODOODOODOO0ODOODOODODOODOODOO0OD

o target-ip

ooooooo 000000 target IPOOODOODOODOOOO

dooooono  target-ip (Jnot) A.B.C.D

godNoDO OO no target-ip

ooooooo
ONotOOOnotOOOOOO0OO0ODOO0OOOOODOODOODOODOOODOODODOOOOODOO0OD

323



0O 390 bridge access-list node
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m arp(J0)

o sender-ip

goooooo O000O0Osender IPODOOOODOODOODODO
goooogo  sender-ip (Jnot) A.B.C.D

gooONeO OO no sender-ip

gpoooooo

ONotO0O0Onotd 000000000 DOODOO0ODOODOODOOODOO0ODOODOOODO0ODbOO0ODn

o target-ip

goooooo 000000 target IPOOOOOOOOODOO

goooood  target-ip (Jnot) A.B.C.D

gooONoD OO no target-ip

ooooooo
ONetOOOnotOOO0ODOOO0OOD0OODOOODOOOO0OODOO0ODOODODOO0OOODOO0OOODOODOO
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bridge access-list node

m vian

O OO0 command

nxrl20#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr120(config)#bridge access-list WORD (deny|permit) <1-256> vlan
nxrl20(config-bridge-acl)#

o mac source

ooooogoo 0oooooooovMcO0OonDoooooon

ooooooon mac source (|not) HH:HH:HH:HH:ZHH:ZHHC]/MM MMz MMz MMz MM 2 MM)

dOO0ONeO OO no mac source

ooooooo
ONotOOOnotO0OOODOO0O0ODOODOO0ODOODODOO0OOODO0ODOODODOO0OOODOO0OO
0000000 0oO00ooooDobooooboooooooooog
0000000000000000:80:60:**:**: >0 0000000000000 OO0OODOO
mac source 00:80:6D:00:00:00/FF:FF:FF:00:00:00

o mac destination

ooooooo doddpooooovMAcObOOooonooond

ooooooon mac destination (|not) HH:HH:HH:HH:HH:HHC]/MM:MM:MM:MM:MM-MM)

oddNeO OO no mac destination

goooooon

ONotOOOnotdODOO0DOD0OO0OO0OOODOOODOODOODODOODOOODOODODOODOOODOOOO

ddoodooooooooooobooooooooooooooa

00000000D0000Ogoo:8o:eb:**:**: 0000000000000 O0OOOO00OO0
mac source 00:80:6D:00:00:00/FF:FF:FF:00:00:00

o vlan-id

ooooooo OOOOO0OVLAN IDODOO0DOooo

goooood  vlan-id (Jnot) <1-4094>

OO00ONoOO0O no vlan-id

goooooon

ONotOOOnotO0OOODOODOOOOODOO0OOODOOVIAN IDOODODODOODOOO0ODOOODOOn
Opriority0 0000000 OvIan-idOOOOOODOODOOODOOO
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m vian(OO)

o priority

ooooood OO0O00O00priority0 000000

ooooodno  priority (Jnot) <0-7>

OdOdNoO OO no priority

ooooooo
ONotOODOnot0OO0OO0D0OO0O0O0OO00O0ODODOOOODpriority00000000D0O0OODOO
Ovlan-idO OO O0OOOO0Opriority00000000OC0OO0ODOO

o ethernet-type

ooooooo 000000 Ethernet0 000000000
OO0o0OooogO  ethernet-type (Jnot)0 <1536-65535>
OO0ONO OO no ethernet-type

ooooooo

ONotOODOnotOOOOOODOO0ODOO0ODOODOODODO EthernetD0000D0O0ODOODOOODOODOO
oo
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bridge access-list node

m ieee802-3

O 00 command

nxr120#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr120(config)#bridge access-list WORD (deny|permit) <1-256> ieee802-3
nxr120(config-bridge-acl)#

o mac source
goooood gddooooooMacOoooooooooa

goooooo mac source (|not) HH:HH:HH:HH:HH:HHC]/MM:MM:MM MM - MMz MM)

O0OONoO OO no mac source

doooooo

ONotOODOnotOOOODOODODOODOOOOODOODOOOODDOOOOO0OODOOOOOOn

ddo0doooboooodooooooooooooooooooa

O0D00O0o0DOoODbDOo0oOgOooeo:80:6p:*»*:**: x>0 0000000 DO0O0OO0ODODODOOO0O
mac source 00:80:6D:00:00:00/FF:FF:FF:00:00:00

o mac destination

ooooooo 0o0oo0DOoooOovMACcODODOoOoDoonDag

goooooo mac destination (|not) HH:HH:HH:HH:zHH:HHC]/MM:MM:MM MM 2 MM MM)

OOddNeO OO no mac destination

doooooo

ONotOODOnotd O 0O0D0ODO0OO00OD0ODODOO0DOODODOOODOO0DODOODODOOODOOOn

ddo0dooooooDodoooooooooDoooooooooad

000000000000 0000:80:6D:**:**: 0000000000000 OODOO0O0OO
mac source 00:80:6D:00:00:00/FF:FF:FF:00:00:00

o llc-sap

0000000 QOOOD0OO0OLwe sAPO0DOOOO0

ooooogoo Ilc-sap (|not) <0-255>

OO0ONeO OO no Ilc-sap

ooooooo

ONotOOOntJO0O0O0O0O0OD0O00O0ODOOOOODDOLLC SAPODODO0OOODOODOODOOOO
Osnap-type 0000000 ONc-sap0 00000 OO0O0

o snap-type

ooooooo DO0O0OoosSNPOODOOODODOO

0O00O0ognOo  snap-type (|not)d <1536-65535>

goddNeO OO no snap-type

ooooooo

ONotOODOnt0 000000000 O0ODOOOOOOSNAPOOOODOOOODODODOOOODOOO
Ollc-sap0 00 000O0OOsnap-type 00O O0OO0OO0O
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O 390 bridge access-list node

bridge access-list node

m stp

O OO0 command

nxrl20#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr120(config)#bridge access-list WORD (deny|permit) <1-256> stp
nxrl20(config-bridge-acl)#

O mac source

goooooon 0oooooooovacOoonooooonooo

goooooo mac source (|not) HH:HH:HH:zHH:zHH:ZHHC]/MM MMz MMz MM 2 MMz M)

OoONoOOd no mac source

goooood

ONetOOOnotOOODOOO0DOOOO0DOODOOODOOODOOODODOOODOOODOOODOOODOOO

jddbdoddodoodooOdoooboobOooooooooag

do0o00oooooooogooo:go:eb:*»*:**:**OO0 0000000000 O00OOO0O0DOO0OO
mac source 00:80:6D:00:00:00/FF:FF:FF:00:00:00

o bpdu-type

ooooooo Ogo0oOoOooOesPUODODOODODOODODOO

Oo0ooogno  bpdu-type (Jnot) (<0-255> | config-bpdu | tcn-bpdu)

Oo00ONeO OO no bpdu-type

ooooooo
ONotOOOnotO0OOOO00000000O0O0O0OOOOBPNIOOOOOONOONONONONONOONOOOOO

o bpdu-flag

goooooo OO0oOdoosPUOOODOOOOOOO

goooooo bpdu-flag (|not) (<0-255> | change | change-ack)

goONoeO OO no bpdu-flag

oooooog
ONotOODOnotOO0OO0OO0O0OO0OD0OO0OOODOODOOBPNOODOODOOOOODOODOODOODOOO

o root-priority

ooooooo OoOoO0bOO0OreotDODOOOOODOOOODO

oboooooo root-priority (Jnot) (<0-65535> | range <0-65535> <0-65535>)

Ogoo0ONeO OO no root-priority

goooooog
ONotOOOnotOOOOODOOOOOOOODOOOOOvreotD00OOO0OODOODOODOOOOO
oooo
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bridge access-list node

m stp(00O)

o root-mac

oooooao 000000 root MACOOODOOODOOODOO

ooooooo root-mac (|not) HH:HH:HH:HH:HH:zHHC]/MM:MM2MM:MM:MM:MM)

OO00ONoO OO no root-mac

ooooooo

ONotOOOnotdOO0OODOOODODOODOOODOOODOODOOODOOODOOODOODOODOOOO

Jdo0b0dodoDdooOooooooooooOooooooooa

000000o00oooogooo:go:eb:**:**:**O0 000000000000 OOOOO0OO
mac source 00:80:6D:00:00:00/FF:FF:FF:00:00:00

o bpdu-type

ooooOoO0o0O OOoOOoOOooosePUOOOOOOOOOO

OO00oO0Oogn0  bpdu-type (Jnot) (<0-255> | config-bpdu | tcn-bpdu)

OooONOO0O no bpdu-type

goooooo
ONotOO0Onot000000000000000D00DOBPNOOOONONONONONONONONONONONONOOOO

o bpdu-flag

goooogo gooooosPUOOODOODOOOOO

ooooooon bpdu-flag (Jnot) (<0-255> | change | change-ack)

gooONeO OO no bpdu-flag

ooooooo
ONotOODOnotOOOOOOO0OO0ODOOO0ODOODOOOOBPNIOODOODOOOOOODOOODOODOO

o root-priority

ooooooo OOooo0CreotODOOOOODOOOODOO

ooooooo root-priority (Jnot) (<0-65535> | range <0-65535> <0-65535>)

OooONeOO0O no root-priority

ooooood

ONotOODOnotOO0O0O0O0D0OOOOO0OO0ODOOOODU reotD00OOOOODOOODOODOOOOO
ooood

o root-cost

oooooao 000000 reotOOOOOOOOOO

ooooooo root-cost (Jnot) (<0-65535> | range <0-65535> <0-65535>)

000N OO no root-cost

ooooooo
ONotOOOnotOOOO0DOOO0OOOODOOO0DOODOOvootdO0DOOODOODOOODOOODOOODOODO
oooo
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bridge access-list node

m stp(00O)

o sender-priority

ooooood O0000O0sender0000000O000O0OO0O

0000000  sender-priority (Jnot) (<0-65535> | range <0-65535> <0-65535>)

godNoDO OO no sender-priority

ooooooo

ONotOOOnotO0 OO0 0OD0O0O00O0OD0O0OO0OOOOsender0000000D000O0ODOODOOOO
goooo

o sender-mac

ooooooo O0000Osender MACODOODOODOOOO

0000000  sender-mac (|not) HH:HH:HH:HH:HH:ZHHC]/MM:MM:MM:MM:MM:MM)

OO0ONoO OO no sender-mac

oooooon

ONotOOOnotdODOOOO0ODO0O0ODOO0ODODOODOOODOODODOODOOODOODOD

godoOoooodoooboobooooooobooboooooog

do00do0o0obDOdoogogooo:so:eb:*»*: 0000000000000 0O0ODOO0O0O
mac source 00:80:6D:00:00:00/FF:FF:FF:00:00:00

o port-id

ooooood OO0o00dOO0Oport IDOOODOODOO

oooooano port-id (Jnot) (<0-65535> | range <0-65535> <0-65535>)

gdodNoO OO no port-id

ooooooo

ONotOOOnotO0 OO0 ODOO0OO0OO0ODOODOOOOOPport IDOOOOOOODOODOOOOODOO

O message-age

gooooon 000000 message age1 0 OO OO

ooooboono message-age (Jnot) (<0-65535> | range <0-65535> <0-65535>)

OO ONoD OO no message-age

ooooooo

ONotOOOnot0 00000000000 O0DOOODOOmessage age0 0000000000 ODOODO

o max-age

ooooood O00000Omax age0 000000

oooooano max-age (]not) (<0-65535> | range <0-65535> <0-65535>)

gdodNoO OO no max-age

ooooooo

ONotOOOnotO0 OO0 ODOO0OO0OO0ODOODOOODOOmMax age0 0000000 ODOOOOODOO
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bridge access-list node

m stp(d0O)

o hello-time

goooogo O0000O00OHello Timed OO OOOO

ooooooon hello-time (Jnot) (<0-65535> | range <0-65535> <0-65535>)

gddNoO OO no hello-time

ooooooo

ONotOODOnotODOODOOOOO0O0OODOOOOOOHello TimeOODOOODOODOODOODOOO

o forward-delay

oo0ooooo 000000 Forward Delay0D 0 OO OO0

oOooooodg  forward-delay (Jnot) (<0-65535> | range <0-65535> <0-65535>)

OooONeO OO no forward-delay

ooooood

ONotOOOntd 000000000000 O00D000O Forward Delay0 0000000000000
OO
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bridge access-list node

| any

O OO0 command

nxrl20#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr120(config)#

o any
ooooood 000000 anyd0OODOOODO
oooooano bridge access-list WORD (permit|deny) <1-256> any
(Inot) <any|HH:HH:HH:zHH:ZHH:HHC]/MM MM 2 MMz MMz MM - MM)>
(Jnot) <any|HH:HH:HH:HH:HH:HHC]/MM:MM: MM - MM - MMz MM)>
OO0ONoO OO no forward-delay
ooooooo
ONotOODOnotO0 000000000000 0OOODOOMACOODODOODOODODOODOODOODO
JooooooooOoboobDoobOOoboooooboooDooDooood
000000000 000n0oo0:80:60:**:*»* 000 0000000000000 O0O0O0O0O
mac source 00:80:6D:00:00:00/FF:FF:FF:00:00:00
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0O 400 DDNS node

DDNS node

DODNS O O

DDNSO Dynsmic DNSOO O OO DOCOOOOOOOOO wpOO0O0OOCOOODOOOODOOUOOODOO
gipveO OO OO0O0OMmM
ooooomwprobooooooooowooooobooooooooopNsooooooooon
IPOO0OO0ODOO0ODO0OODOOO
gbooobooboooboobomwooboobooboooobooobooboobooboooboon
goooo

m DONSOOOOOO0OOO
ooooooooooopnsooooooooobooooooobo

odOOOOO
goobNsOO000000000ooodoooooooooooooo
ooooooodg

http://ww.dococame.net/

U Dyn

http://dyn.com/

odOOOOO
gobpNsOOO0O00o0oo0ooooooooooooooooooooooooooooo
OJ DEDNS
http://ww.dtdns.com/
O No-1IP
http://ww.no-ip.com/
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DDNS node

m IPOOODOOCOOO
oooobooooboboooopNnsggoooooogwoogboooobooboooog

DONSO O OO OTCPBO(HTTP) D OO DO OODNSOOOOOODOOOOoOoooooooowobooooo
poNSO O OOoOooooboooooboooobowroboooogopnsgboooogooogooooog
UooobooboboobOoboooboATrPOOOD00O0ODO0ODOO0DODOOOODOODOn
gbooboobooboobobooboobooobobboboobooboobobawpboon
goponNSOOoOooooooboobobobooboobg

ocbogonouoOono
00000000 configurationd O OO O0O0O0OOCOOO0ODOOOODOOOOOOOOOODOOO
gomwoooboobobooobooboomwrobooboobooboboo

ocOUobObOOoOonoOoDbOO
gooobooboboobooboboowboobobboboobooboobobo
IiPOO0OD00OO0OO0ODOO0bOObOIOO0ODO0ObOO0bO0DOn

o lPODODOODOOODODOO
goonNsOOooooooooooooobooboowooobooooooboooboboooobooo
gboooboobogobooobo
goooboobobooowoboboboboobooboobooboobobooboobooobo
iPOO00OD00O0ODLOO0DOODOOO0ODbOO0bOOobDOOobDOo0obOOoOob PO ODOObDOODOODO
ooomwroooooooooooooooooooooo@ooo)o PO ooDOoOoOoOoDOO
gboooboooboobobooboooboboboobooboobobboobooboobo

oQjnogonO
gboooboooboobooboboobooboobobboomwrobooboobooboboo
gogono
obooooobowbobogoobooooobowbooogoooboooobobooooboooeo
gogono

m 0000
NSO OO0 OO0O0oOoOo0nooonoooOOshow ddnsO OO0 O0OO0O0OD0OOOOODOOODOOOOMOM
ooog RN
Configuration is incomplete ooobooooooooa
Starting DONSO OO OooO
DDNS connect attempt pONSO DO OooOoooooooooooooon
Failed login pONSO DO Oooooooooooooo
Succeed poNSO OO ooomwroooooooad
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O 400 DDNS node

DDNS node

O OO command

nxrl20#configure terminal

Enter configuration commands, one per line.

End with CNTL/Z.

nxr120(config)#ddns
nxr120(config-ddns)#

O service enable

googooog
goooooo
googooood
goONoO OO

O account
googooog
goooooo

NSO O OODoOooooooo
service enable goodad
no service enable oood
no service enable

poNSOOQOUOOoooooooooooimooooooooooooooo
account username USERID password (]hidden) PASSWORD

O bind-interface

goooooo
goooooo
gooobood

0000000o0oooooU0oooooDooooooooooog
bind-interface INTERFACE
o0o0D0D00oo0oooo0oooooooIrooonooooooooooog
INTERFACE O O O ethernet, ppp, bridge0 00000000 OO0OO

O forced-update-interval

gooooboo
googoooo
goONoO DO
googoooo
goooboo

IPOCO0O00OOO0DOOOOOOODOOO
forced-update-interval <hour:0-720>
no forced-update-interval

forced-update-interval 0 O0O0O0O

goooooiwobooboobobooobooobbooowroobobboboobooboobo

gogo

O ddns-provider

googooog
goooboo
goooooo

O domain-name

gooooboo
gooooog
goONoO DO
googooog

goooopNsOooooooooooooogoo
ddns-provider PROVIDERNAME
PROVIDERNAME O O [0 dococame, dtdns, dyndns, no-ip0 000000000 ODO0O

IPO0DOCO0DOOCO0ODDOOODOOOODODOO0OO0
domain-name DOMAINNAME

no domain-name (|DOMAINNAME)
00o00dooooos000nooooooooooon
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ooobOboooobOooad

UODODOOOODOETHER 10 1IPOD0O00ODO0ODLO0O0O0O0O0OOO0ODOETHER 10 1IPOODOOODOO
gbooooboobgoobobgn

1. Console(CD OO Telnet) D OO OO OOOOODODOO

Century Systems NXR-130 Series ver 5.1.0

nxrl30 login: admin

Password:

Century Systems NXR-130 Series ver 5.1.0 (build 47/17:36 03 04 2009)
nxr130#

2. “ configure terminal” OO O OOOCONFIGURATIONO O OO OODOOOO
nxr130#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxrl30(config)#

3. “ interface ethernet 1” OO0 OO OO interface node0 OO OO0O0O
nxrl30(config)#interface ethernet 1
nxrl30(config-if)#

4. 1POODOO0COODODODODODOODOODOOO
nxrl130(config-if)# description ETHER 1 ~000b00ooooooooooon
nxrl30(config-if)#ip address 192.168.1.254/24

5. “exit" 00000200000 0view nodeCO0O0O0OOO
nxrl30(config-if)#exit

nxr130(config)#exit

nxr130#

6. “ show config” OO O UODOOOOOOOOOOO
nxr130#show config

!

10000000 0ooooooooon

!

interface ethernet 1

description ETHER 1

ip address 192.168.1.254/24

1

nngooboobooobooooobn
!
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OOPPPoEO OO O

PPPOEO0 D 0DOOOOODOUODOOOOODOOOOOOODOOOOODOODODOOOODnOCN IPve O
gomwpvdd BOODOOODOODOOODOOODOO

e

T—INETL
/ADSLE T L

nxr130#show config
!

I Century Systems NXR-130 ver 5.1.1 (build XX/11:43 07 05 2009)
!

hostname nxr130 ~goooooo

!

!

ipv6 forwarding ~IPpv60000000000O00ODO0O
fast-forwarding enable ~J00o0o00oooooooooooooooog
!

!

12tp 0 ~ OCN IPv6O OO0 L2TPOOOOOOO

tunnel address XXXXXXXXX.ocn.ne.jp <~ OCN IPV6 000000 OOXXXXODOD OO
tunnel ppp O « PPP over L2TPO OO

interface ppp 0

description OCNv6 ~PPPOOODOOO OCNVG OO0
no ip address
ipv6 dhcp client pd AAA — DHCPv6-PDO prefix delegationT O O O
mtu 1390 ~PPPOODOOCOOODOMUOOOO
OOCN IPv6O0DOO0DOODOO 13900000
ipv6 tcp adjust-mss auto < IPv6 0 TCP MSSO auto(D DO DO)O OO
ipv6 access-group in dhcpv6 ~O00000ooDbHCPv6 OO OO ODODODOODOODODO
ipv6 spi-filter ~IPv6O SPIOOODOOOO
ppp username XXXXXX password hidden XXXXXXX —~PPPO O 0000000 IDOOOOOOODOOO
no ppp ipcp enable ~IPCPOODOODOO
ppp ipvécp enable ~IpveCPOOOOODO
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OOPPPOEOOOO

interface ppp 1

description B-flets XXX < PPPIOBOOODO

ip address negotiated ~0omwrooo

no ip redirects ~ICMPOO0ODODOOOODOO

ip tcp adjust-mss auto < TCP MSSO auto(D OO DO)HO OO

ip access-group in upnp ~do0oogovunrPOO0O0O0OO0OOOOOODOO

ip access-group forward-in upnp ~gJooopooovurPOO0OO0OODOOOODOODOO

ip access-group forward-out private ~0000000private0 0000000 OOOODOOO
Mmoooooo

ip masquerade ~ppplO00OODOODOIPOODOODOOOOODOODO

ip spi-filter ~ppplOO00D0OOCDOOSPIDOODOOO

ppp username XXXXXX password hidden XXXXXX < PPPOOOOCO0OOOOINOOOOODOOOO
!

interface ethernet 0

ip address 192.168.XXX.XXX/24 ~ethernet 000 O0OO0ODOOIPOODOODOOO

ip access-group in netbhios ~gdoo0oogoNetBlOSOODOOOODOOOODOODOO

ip access-group forward-in netbios ~gbhOoopogoNetBlOSOODOOOODOODOODODOO
ipv6 address AAA ::254/64 <~ DHCPV6-PDO D DD OIODONOIODOOODOOOOODODO 2540
ipv6 nd send-ra — RAO Router advertisementU OO OO0

interface ethernet 1

no ip address ~ethernet 100000000 IPOOOOODOOO
ip access-group in upnp ~gooooobovuwrPOODOODOOOOOODOO
ip access-group forward-in upnp ~Jo00oogounPOODO0ODOOOOOOOOO
pppoe-client ppp 1 —pppoe0 00 0O0DOODOOOPppplO O

!
interface ethernet 2

shutdown ~ethernet 2000 0000000000000

no ip address
!

dns
service enable ~DNSOOOO0Oooooon
address XXX XXX.XXX.XXX <DNSOOO0OO0OOno

address XXX.XXX.XXX.XXX
1

syslog

local enable ~syslogUDOO0ODOOODOODOOOO

!
snmp

security 192.168.XXX.XXX/24 ~SN\\POCOO0O0DOOCOO0ODOOOOOOO
syslocation XXX ~ sysLocation0 OO

syscontact XXXXXX ~ sysContact 0 O O

sysname nxr130 ~ sysName O 0 O
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OOPPPOEOODOO

ip route 0.0.0.0/0 ppp 1 ~IPvAOOO0DOOO0DOOOOppplO0O0O

ip route 192.168.110.0/24 192.168.XXX.XXX ~-Jooodoooooooooooo

ip route 192.168.120.0/24 192.168.XXX.XXX

ip route 192.168.130.0/24 192.168.XXX.XXX

ip route 192.168.140.0/24 192.168.XXX.XXX

ip route 192.168.150.0/24 192.168.XXX.XXX

1

ipv6 route ::/0 ppp O ~IPve0O00D00O0D0OO0OO pppod

1

ip access-list nethios deny any any tcp any range 137 139 ~NetBlOSOOOOODOOO

ip access-list nethios deny any any udp any range 137 139

ip access-list netbios deny any any tcp 137 any

ip access-list nethios deny any any udp 137 any

ip access-list private deny any 192.168.0.0/160 - 0000000000 OCODOOOOODOOOO

ip access-list private deny any 172.16.0.0/12

ip access-list private deny any 10.0.0.0/8

ip access-list upnp deny any any udp any 1900 ~UPnPOOODOOOOO

ip access-list upnp deny any any tcp any 5000

ip access-list upnp deny any any tcp any 2869

1

ipv6 access-list dhcpv6 permit any any udp range 546 547 range 546 547
~DHCPv6 O OO OO OOO
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OooOL2tpvd0 OO0

20000 LTAVO0O0O0O0O0O0O0OOENd to EndO0 < nxrlODDOO >
Ethernet0 00000000 DOOOODOOOOO 1
12tpv3 hostname nxrl 00000000
12tpv3 router-id 192.168.200.254
~ooooiu

I
A
I

!

12tpv3 tunnel 1

description nxrl-nxr2

tunnel address 11.11.11.11

<00 LCCEOWANO IPO DO OO

ETHER 0
nxr—1 tunnel hostname nxr2 OO LCCEOOTOOO
ppp0: 10.10.10.10 tunnel router-id 192.168.200.253

~00LCCET 1D

LAN A: 192.168.0.0/24

12tpv3 xconnect 1

description nxrl-nxr2

tunnel 1

xconnect ethernet 0
~l200000000O0Oooog

xconnect end-id 1

ppp0: 11.11.11.11 <00 LCCED end-id0 000000
nxr—2 |
ETHER 0 )

|

L2TPv3 Tunnel

Internet

L2 Service
|

LAN B: 192.168.0.0/24 <mxr2000 >
]

12tpv3 hostname nxr2

12tpv3 router-id 192.168.200.253
!
12tpv3 tunnel 1
description nxr2-nxril
tunnel address 10.10.10.10
tunnel hostname nxrl

tunnel router-id 192.168.200.254
1

A
|

12tpv3 xconnect 1
description nxr2-nxril
tunnel 1
xconnect ethernet 0

xconnect end-id 1
!
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OOIPsecOOOO

Oodoooogoo wpsecOdOOODO 101000
goooooooooo
<O0Oo0Ood >
O0o0o0oDoOoooooooPPPEOOOOOOO
od0o0oo0obDobOOoOooooooooooog
ogoooboooooood
VAR —: 192.168.1.0/24 OlPsecO0 00 00O0O0OOOOOOOOINPsec OO
ogoooboooooooooo
glPO00dOO0O0OO0ODOODODOOOOOOO

ETHER 0: 192.168. 1. 254/24 oooooooooo
anxr—I 000000 IPO0D00O0ODODaggressive

ppp 0:10.1.0.1 00000000000
gpSKOODOOOOODOO” centurysys”
ooooo

A
I

d.

PPPoE

<000ooooo s>
nternet

r

|Psec Tunnel
PPPoEI_\ -

ppp 0: BIRYIP
nxr—2
ETHER 0: 192.168.2.254/24

Mra: 192.168.2.0/24

AN
|

II____
|

343



OO0OIPsecOOOO

<nxr-1000 >
!
ipsec local policy 1
address ip
!
!
ipsec isakmp policy 1
description to nxr2
authentication pre-share centurysys
~ PSKO” centurysys” OO0
keepalive periodic clear
~0000000000000OO0OO0sADDOOD
hash shal
encryption aesl128
group 14
isakmp-mode aggressive ~ aggressive 1 0 0
remote address ip any ~ogoooaie
remote identity fqdn nxr2.desu
000 10000 (FQDN)
local policy 1
!
!
ipsec tunnel policy 1
description to nxr2
negotiation-mode manual
~0000000000000000
set transform esp-aesl128 esp-shal-hmac
set key-exchange isakmp 1
~0o0ooIsakvwooooooogoo
match address nxr2
~IPsecO0DODOOOOO"

nxr2" 000000

!

!

interface ppp O

description test

ip address 10.1.0.1/32

ip tcp adjust-mss auto

ip access-group in in-ppp0
ip masquerade

ip spi-filter

ppp authentication pap

ppp username user001@xxx.com password user001
ipsec policy 1

~O0omwrgooo

344

1
interface ethernet 0
ip address 192.168.1.254/24
< LANODO IPOOOO
!
interface ethernet 1
no ip address
pppoe-client ppp O
1
interface ethernet 2
no ip address
!
!
!
ip route 0.0.0.0/0 ppp O
1
ip access-list in-ppp0 permit any any 50
~ESPOODO
ip access-list in-ppp0 permit any any udp
any 500
~ ISAKMPO O O
ip access-list in-ppp0 permit any any icmp
1
ipsec access-list nxr2 ip 192.168.1.0/24
192.168.2.0/24
~srclP dstiPOO0O0ODOOO



O0OfIPsecOOOO

<nxr-2000 >

!

ipsec local policy 1

address ip

self-identity fgdn nxr2.desu

~O0 00O ID(FQDN)

!

!

ipsec isakmp policy 1

description to nxrl

authentication pre-share centurysys
keepalive 10 3 periodic

hash shal

encryption aesl128

group 14

isakmp-mode aggressive

remote address ip 10.1.0.1

~goooowAaNgOwoood

local policy 1

!

!
ipsec tunnel policy 1

description to nxrl

set transform esp-aesl28 esp-shal-hmac
set key-exchange isakmp 1

match address nxrl

!
!
interface ppp 0

description test

ip address negotiated

ip tcp adjust-mss auto

ip access-group in in-ppp0

ip masquerade

ip spi-filter

ppp authentication pap

ppp username user002@xxx.com password user002
ipsec policy 1
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1

interface ethernet 0

ip address 192.168.2.254/24

~LANODO IPOOOO

!

interface ethernet 1

no ip address

pppoe-client ppp O

1

interface ethernet 2

no ip address

!

!

!

ip route 0.0.0.0/0 ppp O

!

ip access-list in-ppp0 permit any any icmp
ip access-list in-ppp0 permit 10.0.0.1 any 50
ip access-list in-ppp0 permit 10.0.0.1 any
udp any 500

!

ipsec access-list nxrl ip 192.168.2.0/24
192.168.1.0/24

~srclP dstlPO 000000



ooo0b0oooooooao

NXROOOODOOODOOOOOOOOOOOOO0ODOOO0DOOO0ODODOO0ODOOoOOooOoooOO Web
ooooooooooogoo
http://www.centurysys.co.jp/router/list_mobiledata.html

gobooboobgooobooboobooboobooboobobooboobooboboobobobo
goobooobooboobobooboobooobo

1. 0000000000000000000000d0Oshow mobile 0 apO0 0000 APN: emb.ne.jp”
OCIDOPDP Type OO OOODODODOOODODOD APN: emb.ne.jp” O CIDO 10PDP TypeO IPO OO
nxrl120#show mobile O ap

CID o1

PDP Type : IP

APN : emb.ne.jp
CID 12

PDP Type : PPP

APN . rtc.data
CID 3

PDP Type : IP

APN - 3g.commu

2. 00000000CIbOPOP TypeOOODDODODOOODOODODDOODO
nxr120#show config
oo0oboopooood
!
interface ppp O
description 3G
ip address negotiated
no ip redirects
ip tcp adjust-mss auto
ip masquerade
ppp username em password em ~goommpoooobooood
dial-up string *99***1# ~cid0 10000000 ®®OOO
mobile apn emb.ne.jp cid 1 pdp-type ip — cidd 10 pdp-type O IP
oooooooood
1

mobile O ppp O ~g00ooodOppp 0OODO

!

ip route 0.0.0.0/0 ppp O ~IPvA0000O0DODODODOO pppo0 OO
end
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OOQeSOOONO

QeSs(PQYU OO DDOOOODOD

OO0 ADOODO BOO O C(LAN:-1000Mbps)D O WAN:100Mbps O UDPO OO OOOOOOODOODOOO (PQO
000000000000 0D000O0000DO 4oMppsOO00Opppo 00 00O ODOODOODOA:
40MbpsO B:40MbpsC C:20Mbps D O OO O (OO OUODOOOCOOOWANDOOOODOOOOODOO)O

priority:high ->
AR A:192.168.0. 1

-

oriority:normal —>|1000Mbps

imA B:192.168.0. 2

priority:low —>
%%k G:192.168.0.3

priority-map 1 high ip mark 1
~ MarkOOOODOOOO
priority-map 1 low ip mark 3
~ 1:high, 3:low, 00O :default(normal)
1
interface ppp 0
description pppoe
ip address negotiated
ip tcp adjust-mss auto
ip masquerade
ppp username XXXX password YYYY
queue priority-group 1
~ PQDOODOOOOO
!
interface ethernet 0
ip address 192.168.0.254/24
classify input route-map RMAP1
1
interface ethernet 1
no ip address
pppoe-client ppp 0
!
route-map RMAP1 permit 1
match ip address listl
~ 000000000000 OACL: listl)
set mark 10
~ MarkOODOOOOOO:high)
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eth0:192.168. 0. 254

NXR

route-map RMAP1 permit 2
~ 0000000000 OD0OACL:Tist2)
match ip address list2
— default class(rormaD)0 000 00OCOOO
set mark 2
!
route-map RMAP1 permit 3
match ip address list3
~ 000000000000 OACL: Hist3)
set mark 3
« MarkOODOODOODO3:1ow)
!
!
! QesOODOOoUODODObODOoDoOO
class access-list listl ip 192.168.0.1 any udp
class access-list list2 ip 192.168.0.2 any udp
class access-list list3 ip 192.168.0.3 any udp
1

end
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Packet Traveling

1. IP filteringOOOOO

INPUT/0UTPUT/FORWARDO O filteringD OO OO O0O0DOO MM OOOOODO O APsec input/output policy
checkJ OO O O SPD(Security Policy Database) 00D O0O00OODOOOOESPOODOOODOODOO/
ESPOO00OCO0OOOO0DOCOOO0ODOOUOOOOmtchOO0O0DOOOOODOOOODO

o INPUT
(1) invalid-status-drop filter
O invalid-status-drop in filter(SYSTEM)
O invalid-status-drop in filter(interface )
(2) SYSTEM filter
OTCP connectionO OO
(3) IPsec input policy check
OlPsec ESPOOOO0DOOCOOODOOOOO
(4) USER input filtering
(5) SPI check
(6) Serviced filter(UIOOOODO filterdO)

o FORWARD
(1) invalid-status-drop filter
O invalid-status-drop filter(SYSTEM)
O invalid-status-drop forward-in filter(interface )
O invalid-status-drop forward-out filter(interface )
(2) SYSTEM filter
O Session limit
(3) IPsec input/output policy check
OlPsec ESPO0O0OODOOODOOoutbound policyd matchODODOOOOODOODOO
(4) UPNP filtering
(5) USER forward in/out filtering
(6) SPI(input/forward 0 O O)
(7) WebD OO forward in/out filtering

o OUTPUT

(1) IPsec output policy check
(2) IPsec outbound policyO matchO OO OOOOOOOO
(3) USER output filtering
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2. NATOOOOO
NATOOOOOOOO000000000

o INPUT
(1) SYSTEM DNAT
(2) UPNP I DNAT
(3) USERD O DNAT(Static NAT)

o OUTPUT
(1) SYSTEM SNAT
(2) IPsec policyO matchOO OO OOOOOOONATODOODOOODOODOO
OO00O0OIPsec snat-policy 000000 O00O0OONATOOOODOOOODOO
(3) USER [ O SNAT(Static NAT)
(4) IPv4 Masquerade
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Packet Traveling

3. NXR Packet Traveling
NXRO Packet 0D OO DOOODOOOOODOOODOOODO NATO Filteringd packet coloringOd 00O OO
ogooooon

Packet={E

__________ l-_________- Network

PRE-ROUTING
@ conntrack

@ packet coloring

(3 DNAT

NXRE &~ MDpacket \ fthMaddress~Dpacket

@ routing process

J' v

INPUT ® inbound SPD& &
® input filter

v

@ oudbound SPDI&ZE

y

® inbound SPD#& %

A 4 \
Local Process FORWARD
s forward-in

) routing process

forward—out

outbound SPD#& %

y

OUTPUT
) conntrack

(D output filter

A

POST-ROUTING

{3 packet coloring

Packeti®:{E
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Packet Traveling

o Packet forwarding [
- PacketO O -

g

Conntrack

conntrack 0 0000000000 MMOOOO0D0O0O0OOD0OO0O00O0OOODOOonntrackO O
O00O0Osessiond OO0 (global node) D OO OOO0OODOOO

Packet coloring(input)

Destination NAT

OOOONATOOODOOUNPIHOODOoooOooooo

Routing Process

IPsec inbound SPD(O 1)0 O

ESPOO OO OO packetd OO OO policy checkO OO O OO OESPO OO O packet D plain-text
O00o00oOoDOoOoO0OOdropdOOOOOODOipsec policy-ignore inputO0 00000 OOOO
OO0 checkDOOOODOODO

IPsec outbound SPD(O 1)O O

ipsec policy-ignore output O OO0 OO0 0000 OOOpolicyDOO0DOOOOOOO

Packet filtering

gooogrp filteringOODOOO(FORWARDY D D OO OO OODOO

Packet coloring(output)

Source NAT

OO0OoONATOOODOOuUTPUMHOOOOOODOO0O0O

- PacketO O -

o PacketOO OO (NXROOO)
- PacketO O -

g

Conntrack

conntrack 0 0000000000 MMOOOO0D0O0O0OOD0OO0O00O0OOODOOonntrackO O
O00O0Osessiond OO0 (global node) D OO OOO0OOOOO

Packet coloring(input)

Destination NAT

OOOONATOOODOOUNPIHOODOoooOooooo

Routing Process

Packet filtering

goooglrp filteringODODOOOJNPUDHOODODOOODOODO

IPsec inbound SPD(O 1)0 O

ESPOO OO OO packetd OO OO policy checkO OO O OO OESPO OO O packet D plain-text
O00o00oOobDOoOoO0OOdropdOODOOOODOipsec policy-ignore inputO0 00000 OOOO
OO0 checkDOOOODOODO

--> ESP packet 000000 /decrypt 0 OO0 OO O0OO0ODODO

--> NXR local process
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Packet OO OONXRO OO DO

- NXR Local ProcessU PacketO O -

O Routing process

0 [IPsec outbound SPD(O 1)0O0 O

0 Conntrack
conntrackD0O0 000000000 DOOCOO0O0ODOCOO0O0ODOOOO0DOOOOCEonntrackO O
O00Osessiond OO0 (global node)D 0O O0OD0OODOOODO

O output filter
oooolrp filteringOOOOOOQUTPIMHOOODOOOOODOD

0 Packet coloring(output)

O Source NAT
goooONATOODOO@uTPIMHOOOOOOOOOO
SNATOODOODOOODOODOODO IPsec outbound SPDO OO OODOODODOODOO ipsec policy-ig-
nore output 000000000 OO00policyDO00O0O0O0OO0O0O Policyd matchd O packet
OOencrypt0 0 OO 0ODOOUTPUT chain --> POST ROUTINGO O O O OESP packet0 0 OO OOOO

- PacketO O -

@n

IPsecO 000000000 DOO0O0O0ODOOOOOODOOOOODOOO{discard(OOnDO
O00)dbypass(IPsecO0000OO00OO)Dapply(lPsecO0 0000 ODDOODOODOODOODOO SP
(Security Policy)DOSPODOOODOODOODOOOD SPD(Security Policy Database)d [0 O

SPD 0 0 O inbound SPDO outbound SPDO O OO0 OOOOODODOO policy checkd O O inbound SPD
000000000000 O000 policy checkO O Qouthound SPDOOOOOOOO
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OO0 cOPolicy based IPsec 0 Route based IPsec

O O Policy based IPsec

1. Policy based IPsec

OODOOONXRO IPsecO policy base OO OO DO0OO0OODOO0ODOODOOOOODOODOPolicy baseD O
00000000 routing tableD OO0 OO Opolicyd matchO O packetO OO0 ESPOODOOODO
IPsec ESPO 000 packetJ O 0O O O filtering O NAT(SYSTEM NATO O O)OODO0ODOOOOODODOO

1.1. IPsec policy matching
policy O match 0 O O packet O routing table 0 0O O O forwarding O O 0O O O policy O matchO O O
OO0 route0 00000 Odrop000ODO0O

1.2. ESPOOOOO

1.2.1. IPv4 DFO O Packet O ESP O

IPsecd 0 00O PMTU discoveryO O OO OOOOOOOOODFhItO 1000 tunnel MUOODOODO

OO0000O0O00O00 tnnelingDOOOO0OD0OCOOOO0ODOCOOouterd IP header O DF bitdO OO0
ooooooDooo

OO0OIPsecO OO0 PMTU discoveryO OO OO OODFhitO 1000 tunnel MTUO OO OO O frag-

ment needed D 00000 OOOpacketd drop0000OO0OODOOOouterd IP header O DF bit[O

O Otunneling packet0 0 OO0 O0O0OO0OO

1.2.2. 1Pv6 Packet O ESP O

IPV6O 00O IPMO0ODO0ODO0OO0O0ODO0OOO0OOIPV6ODOOOO routerd fragment0 0000
O OPMTU DiscoveryO0 O OO0 fragnent0 00000000 packet size0 0000000 ODOOOO
OO0O0Obefawlt0 00000 OODOO0ODOOOOODOOO
OOONXROO tunneling 0 O 00O O tunnel header taxO OO OO0 OO OODO packet sized O IPv6
OO0 MTU(1280bytes) D0 000000000 DOO0ODOOO0ODI200000000000000000O
OO000000128000000packet000000DO0OCO00O0ODOCOOODOOODOOOODOOO
oooooooogo

O00Otunnelingd ONMTUDOOOOOOOOO fragmentOODO0DO00OO0O0O0ODOOODOO tunnel
MTUODOOODO interfaced MTUO O tunnel header D000 O0OO0OD0ODODO

1.2.2.1. tunnelingO O fragmentO O
a. IPv6 over IPv6 tunneling (RFC247300)
-0 tunnel MTUO IPv6 O O MTU(1280)0 0 00O OO
Packet 0O OO OO OO hostd icmpv6 packet too big message0 OO OO OO
-0 tunnel MTUO IPVv6 O O MTU(1280)0 00000 OO0
0000 fragnentD 0000000

b. IPv6 over IPv4 tunneling (RFC289301 )

-0 tunnel MTUO IPv6 O O MTU(1280)0 00 0O OO
Packet 0O OO OO OO hostd icmpv6 packet too big message0 OO0 OO OO

-0 tunnel MTUO IPVv6 O O MTU(1280)0 00000 O0OO
tunneling packetd IPV6 OO MIUOOOOOOODOPacket0 0 OO0 OODOO hostd icmpve packet
too big message 00 OO OO0
Tunneling packetd IPv6 OO MTUO OO OO O OO tunnel header O DFbitO OO 00O O0OOO
fragmentO O OO OOOOO
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000 cOPolicy based IPsecd Route based IPsec

O O Policy based IPsec

1.2.3. Fragment Packet [ ESP[O
Fragment packet 0 ESPO 00O OO Oreassemble D0 ESPO OO O OOO

1.2.4. ToSOOODO
Tunneling IP header O ToS field O O O tunneling packet D ToSO (IPv6 O O O O traffic classOO)
OO00D0OO00O00O0DECN fieldDDOOOOODOOOOOOODODOO

1.2.4.1 ECN fieldO OO

Tunneling O O O packet O IPv4 ToS/IPv6 traffic class ECN fieldO O OO O O tunnel 1P header
OECN filedODOODOOOOOODODOO(ECN fieldOOOD O RFC31680 O0)O

- CEODOO

gectOoOooooooon

-CEODOOOO

OECN fieldODOOODOOOODO

1.3. IPsec policy ignored 0

OlIPsec policyO 000000000 0OOODOOODOOOOOOINPsec policylOOanyODO0OOd0O0O
OO000000o0ooooooIPsec0 0000000 DOOODOOOOODOOOO

oboooooo ipsec policy-ignore (]input]joutput)

goooooo no ipsec policy-ignore oooad

0 No O no ipsec policy-ignore

ooooooo

00000000 (Ethernet/Tunnel/PPP/AVINAX)) D O DO OO0 ODOODOOOOO
OlnputO0O000O0O0OOOiInbound policy checkDO DO OOOOOOIPsec OOODOOOOODOOOOO
0000 0000o0o0ooooooooooooooo

Ooutput 00 0000000000000 00DOO00000O00000OOIPsec policyD DO QOO0
oooooooooooooon
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OO0 COPolicy based IPsec 0 Route based IPsec

O O Route based IPsec

2. Route based IPsec

Route based IPsecd 0O O IPsec mode 0 OO OO O tunnel interface0 000 route0 00000
ESPOO0O00O0D0OO0DOOODOOO

000 interfaced IPsec mode O tunnel interface 000000 OOOESPODOODOOODOOODOO
0000000 routed 00O main/backup tunnel OO OO OOIPv6eO IPsecOO000OO0 anyO OO0
gooobooooooood

2.1. IPsec tunnel interface

o IPsec tunnel interfaced 00O

IPsec tunnel interface J OGREO ip-in-ip tunnel 0 00000 O tunnel interface0 000000
mde0 0D OD0OD0OO0O0OODOOODOO protocolU0D0OD0O0OODOODOODODOODOtransportOd IPO
goooimwpvaD0Ooooooogo

000 tunnel interface0 00000 Otunnel OO ospf0 OO routing protocol DO O ODOODOIup
address0O000O0OOmulticastOD 0 000D0OOOOODOOOO

go0oOgoogd  tunnel mode (ipiplgrelipsec ipvéd)

ad No O  no tunnel mode

goooooo Route based IPsecO0 0000000 psec ipv4 DO OODOOO

IPsec tunnel interface0 000000 option0 00000000 ODOOO

o Path MTU DiscoveryO OO OO /00

00000 Oouter IP header O DF bitdO O ipvd0 00O DF bitO O OO ODOOOOIPVEOODOODOL
0000D0o0oOoooolrved tunnelingDOOOOMIUOODOODOOOOODODODOOOODOODOOO
0000000000000 C 1.2.2. IPve PacketO ESPOOODOOCODOODOOODO

00000 Oouter header O DF bitO OO 00O OO ODOOOPath MTU DiscoveryO0 OO OMMI OO C

2.3. IPsec tunnel interfaced O Path MTU DiscoveryO0 0 OO O OD0OO0OOOO

goooooo tunnel path-mtu-discovery

JOo0oo0dood  tunnel path-mtu-discovery OO 00

a No 0 no tunnel path-mtu-discovery

o ICMP Address Mask Request reply

ICMP address mask request0 0 0 0000000000000
goooooo ip mask-reply

oooooog no ip mask-reply ooooood
| No (] no ip mask-reply

o ToSODO (0-2520 00 inherit) (Default: inherit)

0000 ToSODO tunnel 1P Header OO OO OO Oinherit0 000 OO OO tunneling 1Pv4 header [
ToSO O tunnel IP headerDO0 O 0O0O0OO0OToSOOOODOOOECN fieldODOODOOODOODOOOO
00000 1IPve packetd tunnelingO OO0 0O OiMnherit000000000OToSOOXXOODODOODOO
ECN fieldJOO0ODO0ODOMMODOC 1.2.4.1 ECN fieldDOOOOODODOOOODOOO
Ooooogno  tunnel tos (<0-252>]inherit)

gooooboo tunnel tos inherit

0 No O no tunnel tos 0 = tunnel tos inheritd
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O O Route based IPsec

o TTLOO

doooogoi-2550000000000PMTUDOOOOOOOO

Oinherit0000O0O0O0O0OCGRE/IPIPOOOOOOOOOTILOODODOO defaultd (64) 000 O0O
oo

ooooogn  tunnel ttl (<1-255>]inherit)

ooooooon tunnel ttl inherit

0 No 0 no tunnel ttl O = tunnel ttl inheritO

o protection O

0000 IPsec tunnel policyO OO O OOO

OOoOoO0oogd  tunnel protection ipsec policy <1-65535>

O No 0  no tunnel protection

goooooo Route based IPsecO0 0000 tunnel OO OO OONO

o pre/post-fragment O O

pre-fragment0 0D OO0 O OFragnent OO0 O0O0O0OOOCOOO fragmentd O OO ESP ODODOO MO
OO ESP packet 0000000 MMOOOMMOOC 2.4 Fragnentd0 0000 OO0O0O0OODOOO
gooodood  tunnel pre-fragment

goooooo no tunnel pre-fragment

O No 0  no tunnel pre-fragment

2.2. Security PolicyO IPsec phase2 IDOOODO

Route base 0 0 O O policy base 0 00O OO0 OO IPsec phase 20 negotiation OO policy O SP
(Security Policy)D 000000 O O Osource/destination address port/protocol D000 anyd O
OsPOO00OO0OODOOODO interfaced OO IPsec tunnel policyd bind O O O tunnel interface
0000000000000 IPsec tunnel interfaced 000 OO IPsec tunnel interface0 0 00O

0 ESP packet0 OO OO policyOmatchO OO OOOOOOOOOODO IPsec phase2 IDOO OO SG
OlIPsec SAODOOOOOODOODOODOODOODOODOOOOO

2.3. IPsec tunnel interfaced O Path MTU Discovery O[O

IPsec tunnel interface 0 O O O Path MTU DiscoveryO O OO0 O OO Otunnel interfaceC0 000
O00O0O0OOOpolicy baseO0 OO OOOQOOC 1.2. ESPO00O0O0OOO)00OOOOOOtunnel
interface0O MTUO OO OOODOOOOOPath MTU Discovery0 0000000000000 OODOO
fragnentU OO0 OOOOOOOOOOO
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O O Route based IPsec

2.4. FragmentO O

FragmentO O O 0O O O pre-fragmentd post-fragment D 20 00000000000 OOOODOOpre/
post-fragnent O OO0 000000000 O0OO0ODOOOOODOOOOOMUODOOOOODOOOOOO
ood

pre/post-fragment O O O O forwardingO OO O OO0 IPsecO00000OOOMUOODOOODOOO
00000000 dpre-fragnentO O OOOOPMTUODOOOOOpost-fragmentOD OO0 OO0 OOO
goooovuoboooooog

OO0O00OOpost-fragnentD OO0 OO0 OOOMIUO 15000 00000000000 OPMTUODOOOO
oo 0Oo0OooooOooooesSPOOOODO fragmentd O OO

OOO0OIPsecO0000OO0ODOOMIUO 15000 00000000000 forwardingD 00000 OOESP
00o0oOoooooESsPO0D0ODOOOOOOODOOOONMIUOOOOODOOO fragment(post-
fragnent) O OO OO OOOCOESPOOOCOOIP fragnentd DO OOOODOOOO

OO0OOforwardingD OO OOOOOIPsecOODOOOOOOMUOOOOOOOODOIPsecOOO
OO0O0OOwvMuDOO fragment(pre-fragnent) D O OO OESPOODOOOODOOOOOOOESPOODOO
gogooooo

000000000000 0Opost-fragmentO OO0 OOIPVGOODOO0ODODOOOOOOODOO
pre/post-fragment 0 0 000 OO0 OO0 post-fragnentO OO0 OO0 OONO
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O O Route based IPsec

2.4.1. Pre-fragment

FragmentO OO O OOOOOfragment0D OO0 OO ESPOOODOOOODOOODOODOO ESP packetd
ooooood

Pre-fragnent 0 0000000000000 0OOODOOODOOOOO

1) Interoperability0 00O

NetscreenO O OO OOOOOpre-fragmentO O OO OOOHWODOODO OO /fragment/reassemble O
OO00D00O00O1500bytesO 00 packetD O OO OOOOOOODOOO

00O 0O 2000bytes O packetJ ESPO O O OO fragment D O O 0O OO O O Netscreen O reassemble 0 O
OO0 1500bytes0 00 packet DO O OO OOOO0OOOOODOOO

OO000O0OOOOONXRO pre-fragmentJ 0000000000 COOODOOCOOODOOOODOOO
oooooo

2) NAT-traversal

NAT-traversal O O O post-fragmentU O OO O OO O OO packetd O UDP header DO O OO OODOO
200000 packetO O UDP header DO OO0 OODOOOOOODOOOONAT routerd 000002
OO0000packet0 000 OO00OD0OOCOOOOOCOOOOpre-fragnent0 0000000 0ODOOOO
oooooooooooooo

3 0000o

00000000 Opre-fragnentOO0OOD0OOOOOOESP packetDOOOOOOOOO router0dn
00000 packetO O OOOOOOESPO decrypt0 000 packetO0 0O OOOOOO end-point O
OO vreassemble0 000 0O0OO0O0OOOODOODOO

OO0OONXRODO fragmentO O OO0 packetd OO0 reassemble D 0000 O0O00OOOO0OODOO0O

0000000000000 0000000O0D0dreassemble0 00 000000DOOOOODOOO0O

000000DO0mooOcd2.4.4. IPsec interface 00 0O OO fragment packet 0 reassemble O O

0ooooooooooon
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O O Route based IPsec

2.4.2. PNTUDO OO Fragment O OO DF bitO OO

FragmentO OO O OOOO0O IPsecd OO0 Opre-fragment(fragment OO OO0 O 0O O)O post-
fragment(C OO OO fragnent0 00 0)000O0OO0OOCODOOOOO

0000 Pre-fragment O O O O Opost-fragment D O OO0 OO0OOOOPMTUDO OO fragmentO O OO
00o00oooo@UuUooDonooooooon)dor it oO/Ho00noo0ooooooooooon
0000000000 pre-fragment/post-fragmentO OO 0O Table 1000000

Table 1. PMTUD O O O Fragment O O O DF bitDO O O pre-fragment/post-fragment O 00 O

puTuDC O | Tregmento e e 0ooooo
pre/post
0 pre-fragment(fragmentO 0 0 0)
re
i P 1 pre-fragment(fragment [ [0 [0)
disable
c 0 post-fragment(C U O O fragment)
0S
P 1 post-fragment(C O O O fragment)
0 pre-fragment(fragmentd 0O 0 0O)
re
ol P 1 O00000Odropd OO fragment neededd O OO 0O OO
enable
c 0 post-fragment(d O O O fragment)
0S
P 1 O00000Odropd OO fragment neededd D O OO OO

00000 post-fragment(D OO O fragnent) D O OO OO0 O0O0OOOOODOOESPOOODOO
reassemble 0 00000000 OD0ODO0O

ONXRDO O PMTUD O O (enable/diable) Fragment O O (pre-fragment/post-fragment) O interface
tunnel node0 00O O0O0O0O0OOOO

o PMTUDO O
< enable > tunnel path-mtu-discovery
< disable > no tunnel path-mtu-discovery

o Fragment O
< pre-fragment > tunnel pre-fragment
< post-fragment > no tunnel pre-fragment
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O O Route based IPsec

2.4.3. IPsec interfaced 00O OO fragment packet O reassembled 00O
Pre-fragment O OO packet OO O OO OOOONXRO OODO reassemble 0 O O O reassemble O O O
forwvardingU OO OOOOOODOOOO0OOOOdefaultOD 00000 (reassembled 0 0)00O OO IPsec
tunnel interface0 0000000000 O0OOOO
ooooooo ip fragment-reassembly
goooooo ip fragment-reassembly O reassemble 0 0 O
d No g no ip fragment-reassembly [ reassembled O 00O
oooooog
OreassembleD 0 OO0 Ofragnent0 0000 packetO OO0 OODOODOconntrack 0 O O session
0000000000000 00O0Oconntrack 00 00000 ONATO SPIO session command O 0 O
00o0000o0ooooodooooododoooooDoo0ooooooooooooooon
(reassemble0 0 0)0000O0O0O0OOODOODOOO0ODOODOOOOODOODOOODODOOOOODOODO
oooooooo
000 ooo
O0Orouted00OD0OOOOOOIMNnvalid-status-drop0 00 drop0D 00 O00C0ODOOOO
Ofiltering O packet coloring0 OO0 OO OO Oprotocol DO port0 00000 O0OO0O0OO0DOOOO0O
fragmentO OO 200000 packetUDOOOO0OO0OOO200000 packetd filtering O packet
coloring0 0000000 DOOOOOOODOODOOIP header 0O (source/destination address [
OHooooooooooooooooo
oooooog
Oglobal noded O no ip reassemble-outputd O O O OO ipsec tunnel interface 0 Ono ip frag-
ment-reassembly0 0 000 00OCOOOOno ip fragment-reassembly0 OO0 OO0 OO0
OO0O00Ono ip fragment-reassemblyd 0O 0000 tunnle interface0 00 O0000OO0ODO0O
reassemble 00000000 0OOconntrack 00000000000 DOOOODOOOODOODOconntrack
OO0O0OD0OOOONATOO /SPIl/session0 000000000000 OOCO0OODOOCOOOOOODOO
000 packet coloring0 DO OO OOOOOOO
[ no ip reassemble-outputD OO0 OO0 OOOOOOODO tunnel interfaced O no ip fragment-
reassemblyd O O ip fragment-reassemblyO0 0 OO0 0O O0O0O0OO0O0OOO0O
(no ip fragment-reassembly 00000000 OOOOWarningDOODOOOOD
Oip fragment-reassembly D000 00000000000 OOOODOOO ip reassemble-output ™
ooooooooooooon
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OO0 cOPolicy based IPsecd Route based IPsec

O O Route based IPsec

2.4.4. 1Psec policy-ignored O

IPsec interface 0 0O 0O O Opolicy-ignore 0000000000 DO routed IPsec interfaced 000
policyDOOOOOOOOOpacketDOOOOOOOdropOOD0OO0DOOOOODIPsec interface
00 ipsec policy-ignore 000000000 OCOOOOOno ipsec policy-ignore0 00O 0OO0O
oooom

2.4.5. Policy base [ Route base IPsecO0 000 0O
Policy base/Route base D0 OO0 IPsecO0 0000 /00000000000 table 2000000

Table 2. Policy/Route baseC OO0 O OO0 OOO0OO

oono Policy Based IPsec Route Based IPsec
set route o X
routingd O O handling X o
policy-ignore o x (DOooooooog)
NAT . o
(SYSTEMNATO OO DO OO O)
filtering X o
routing protocol « o
(OSPF,RIPV1/v2)
DF bitO 10 packet ° o
0 0O O fragment
pre/post-fragment O [ x (post-fragmentd O O O) o
outer headerJ 0 OO O OO x o
1Pv6 policy anyd 0 O X o

o(ECMPO D OO O)
(Equal Cost Multi Path)

QoS x o

balancing X
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IKEv2 Protocol

NXROOOIKEV2OOOODOODOOOIKEVIODOOODODO0Oooooooooooobookev200o0oano
gog

1. IKEvliO IKEV2O OO0
IKEviO IKEV20 00 0000000000000

ocnoon
IKEv1 IKEv2
ISAKMP SA IKE_SA
IPsec SA CHILD_SA

o Main/Aggressive/Quick modeO0 0O OO 0O
Main/Aggressive/Quick mode 0 000000 OO DO OO O IKE_SA_INITO IKE_AUTHO CREATE_CHILD SA [
000000000oo000oo000ooo0U0o0ooo0ooooo0oDooo0o0ooDo

o Aggressive Mode O [0 O
O0O0Opre-shared-key0 000 IDOO0OO00O0OO0O0OO0OOOOOOOOOOO0O IKEAUTHOOO
address0 0000000000 O0ODODOOOODOO

o lifetime, rekeyO OO O OO OO
O4.RekeydD OO OOOOOOODO

o SAO lifetime O negotiationd O[O
IKEv2O0 O OOOOOoO0OO lifetimeOOOO0DO0OOOO0OO0DOCOOO lifetimed SAODDOOOOODO
O000000OO0Orekeyd O responder O initiator D0 00000000 ODOOOO

o IKE_SAO IPSEC_SADO O ODOODOO

IKEv20O O O IKE_SAD lifetime OO OO IKESAOOOODOOOOODODO IKE.SAODOOOODOO
gcHILD. SAD D OOonDoooo

IKEVIO O O ISAKMP SAD IPsec SAOD O OODODOOOODODOISAKMP SAD lifetimeOD OO OODOOOOO
O IPsec SADODOOOOOOO

orekeyOODOOOSAOODOOSADODOODOOOOO

IKEv2O O OrekeyO O OO SAUODODODOOOOODO SAODOODOOOODOOSADOODOOOOO
IKEviOOOrekeyOOODO SAODOODOOOOODOOOOODOOO SAO lifetimeOOOODOODOOO
gboooooobgn
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IKEviO IKEv2O0 OO O0O0oooooooooooooon

ooo IKEv1 IKEv2
set route o o@oooono)
set priority o x (MO00)
I SAKMP backup o o@ooooo)
XAUTH o -
X.509 o o
PSK o o
O

OoOipOOPSKO OO

(mainmode0 OO O OODOOODOO
OOoOoooopskoOO)

Multiple authentication

0@oooon)

EAP-MDS

O

EAP-RADIUS

o (serverll)

IPv6L] [

e}

route based IPsec

e}

policy based IPsec

O

MOBIKE

o(0O00D00D)

DPD

O

Hold SA

O

NAT-Traversal

o(@OOD0)
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2. IKev2ODOOO

IKEv2O OO DOOOOoOo0oOooOoOo0oOoDOoOOnOIKE_SAINITO IKEAUTHODOOOOOOOoOOooooo
ooooboobobooobobobooobon

o IKE_SA_INIT

IKESAOOOODOODOOOOO negotiationO OO OIKE_SAO O OO OO O RequestOresponsed OO
Jd@@oOooo)yoooooboboboobooboooooobooogobobooooooboboooo
ooooooooooooooooo

o IKE_AUTH
IKESADDDOODOODODO0OO0O000000000000000 CHILD SADD D OO OO negotiationD
OO OCHILD SADD DD OO ORequestd response 1 000 (20000)0000000

o CREATE_CHILD_SA

IKE_SA_INITOIKEAUTHO OO DOOODOOODDOOOODOO IKESADOODO CHILD. SAD O ODbOOooDbon
goooood

o INFORMATIONAL

IKESADDOOOODOU00ODODOOOO0ODOIKE S SADO OO INFORVATIONALOD OO ODODOOODOD
O0ORequestdresponse 0 000 QOODOOHYOOOOODOO

IKEvIO OO INFORMATIONALO OO OO OODODOOOOD O IKEv2O O requestd response 0 0 00 00O
ooooo
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3. gooooan
000 IKEv2O0O00OO0000000OalgorithmODH group0 00000

Pre-shared keyl [
Digitald O O O RSA(X.509)
EAP-MD5

EAP-RADIUS

3DES-CBC

DES-CBC
AES128/192/256-CBC

NULL

HMAC-MD5-96

HMAC-SHA1-96
HMAC-SHA256-128
HMAC-SHA384-192
HMAC-SHA512-256

NULL(O OO O) OCHILD_SAO O O
PRF-HMAC-MD5
PRF-HMAC-SHAL
PRF-HMAC-SHA-256
PRF-HMAC-SHA-384
PRF-HMAC-SHA512

DH Group1(MODP768)

DH Group2(MODP1024)

DH Group5(MODP1536)

DH Group14(MODP2048)

DH Group15(MODP3072)

DH Group16(MODP4096)

DH Groupl7(MODP6144)

DH GroupO O O (PFSO O O)

gogoo

Encryption Algorithm

Hash Algorithm

PRF Algorithm
(HashO O O Algorithmd 0 [0)

DH Group(PFSO O O 0 0)

OO0OIKEv2O CHILD. SAO DO UOOOPFSOODOOODH groupd OO phaselD OO OOOOOOOOOO
ooooopsObooooooonon
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3. EAP-RADIUSO O

IPsec clientO O O EAP message 0 ONXRO O RADIUS message 0 O O OO O OORADIUS server 0 OO
gooooooooooooo

RADIUS serverU 0000 0ODOOODOO timeoutd 200retry0 0000 3000 Oretryd O timeout
oo1gooogo

3.1 RADIUS serverd QO

AccountJ O O O O RADIUS server O IP addressOJUDP port0 OO0 OO (secret)J 00O OO0OODO
oooo

UDP portd 00O defaultD 0181200 00WebO OO ODOODO radius port0 000000 0ODOOOO
ooooooo

3.2 NAS-identifier AttributeO O
USERO O ODOO0OD0O0@20000)000000000000O0Default0O0O0O0O -1Psec(ex.-NXR120-
IPsec)0 0O

goooooo ipsec eap radius (A.B.C.D|X:X::X:X) password (|hidden) WORD
(lport <1-65535>) (|nas-identifier WORD)

0 no 0 no ipsec eap radius (JA.B.C.D|X:X::X:X)

goooood  global nodeO OO OOOO
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4. Rekey
4.1 IKEvl O Rekey
O ISAKMP/1Psec SAO lifetime(hard timer) DD OO0 OO0 O0ODO OO Default O ISAKMP SA
10800[sec]0 IPsec SATI 3600[sec]0 0 00O OD0OO0DOOOOOSADODODOODO
O Rekey O soft timer O Omargin increased-ratio0 000000000 OMarginO O lifetime O O
O000O0OD rekeyOOOODOOOOODOODOOOOOIlNcreased-ratiod 0 Omargind0 0000
0oooooowbhoooooo
ooooooo rekey margin <30-360> (increased-ratio <0-100>])
oo O oo no rekey margin
ooooood
Oipsec isakmp policy node0 00O OO0
00o0O0oooogdoseft timer0 000000000000 OD0OODOOO0OO Soft timer00 00O
oood
minimum soft timer = lifetime - margin
maximum soft timer = lifetime - (margin + margin X increased-ratio/100)
Odefault O O Omargin 0 270secd increased-ratio ] 100% 000000 00O lifetimed O 2700
540sec0 00000000 OOOOO0DOODOODNDOResponder D0 00Osoft timer O Omargin/20 0O
000000D0oooOdO0dinitiator000 rekey0 0000000 OD0OODOO
Oincreased-ratio0 00 00000 soft timer 00000000000 O0O0ODOODODOOOODOOO
do0oodoooooooopoooooooooooo

4.1 IKEv2 O Rekey

IKEv2 O O O IKEv1 O Rekey O O O O 0O O packet D O O O sequence number(4294967295)0 90[%]0 O O
OO0 rekeyO OO OOO
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Firmware update

1. Firmware O replace

NXROOOOODOcCLICOOoeUIDOOfirmareDOOO0O00O0O0O0OO0OO0O0O0CFIimwared 000
OO0oO0Og0protocolDOO0OOODOOODOO

o HTTP(GUI)
00000000 -eUID0000000000

o SSH/FTP(CLI)

SSHOOO /FPOOODOODOO firmwareD OO0 OO0ODOSSHO OO O Ouser d O passwordd firmware O
00000 @oOO0OD)YODOooDOoDOOoO0oOdFTPOOanonymous1 00000000 OCODOODO0O
oopoooog

firmware update ssh://<user@(A.B.C.D|X:X::X:X)>/FILENAME (]source A.B.C.D|X:X::X:X) (Jno-boot)

firmware update ftp://<A.B.C.D|X:X::X:X>/FILENAME (]source A.B.C.D|X:X::X:X) (Jno-boot)
ooooooo

gobooboobobooobooboobon
gssiOo0ooooooboooooboooooboboooooboooobobooooooboooog

O ssh://user@A.B.C.D/FILENAMEC 0 0220000000 00O O O =ssh://user@A.B.C.D:22/FILENAME[T]
- IPv4  ssh://user@A.B.C.D:port/FILENAME

- IPv6  ssh://[user@X:X::X:X]:port/FILENAME
Ono-boot 00000000000 DOCOOOOODOOOOODOOOODODOODONXR-230/CO0OMM

o copy(CLI)
O0o00DO0o0ooog firmware0d 0000000

ooooooo firmware update (diskO:FILENAME|diskl:FILENAME) (]no-boot)
ooooooo

Ono-boot 00000000000 DOCOOOOODOOOOODOOOODODOODONXR-230/CO0OMM
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1.1 Firmware update 0 O serviceO OO

NXR-125/CX0 NXR-130/C(ISDNO 0 0 0 0O 0 O O O O )T NXR-155/C-WMO NXR-155/C-XW 0 O [0 NXR-230/C O
OOfirmware update 00D 000000000 0ODODOOOOODOOODOODOOODOOOOOODOOOO
gooboboooobobooobboogoo
gooooNROOOOOODDOO0OOoooDbObObOooooobobboooooooo
ONXR-230/CO0000000D000O0O0O0O0O0O0ODO0O0O0O0O0O0ODO0O0O000O0ODOO0ODODONXR-230/
ciOOo0dboDOooDOoDbOOoDoO0mOonoKoOoD flashDOOODOODOOODOODOOOOOODOOOO
gooboooooboboooon

Firmvare update0 00000 O0O0O0OO00O0O
nxri125#firmware update disk0:nxrl125-v581.bin

[ ] 100% DECODE
Proceed with update? [(y)es/(b)ackgroud/(r)eserve/(n)o]: b  ----- 0
Unsaved configuration changes exist. Save Flash? [y/n]:y = --—-—-- 0

After the firmware is updated, it reboots...

Firmware update is being execUted. .. . ..o ittt et c e e aeceaeecanaanaaaaaaannn
Finished the firmware update, it reboots... --———- O

O Firmare update0 000000000 OD0OO0O0OO0ODOODOOOOODOOOO
000000000000 0ooooooooo0yoDooooooo
00000oo0ooooooooooooooooooghooooooon
0000000000000 o0oo000o0o0oo0o0ooD00o0ooD00ooooooor]ooon
oooo
000000000ooo00o0oooo0ondI0OO0OUooOO
O000000000000ooo000ooo00oo0oo0oooooooogoooooon

000000000ooO000oDoo0U0oOo0000oDo00o0oDoo00o0ooOoooooDOoon
ooooo

O 0000000Dooo000oo0000oooooooooooooo0oooooooooooon
O0000yMmooooooooondOoooogo

O firmwvare update 0 00000000 0OO0ODOOOOOODOOOO
O00Mr00000000000000000000000000000000O00o0oOOoOoOn
ooo

373



Firmware update

1.2 Firmware update 0 OO OO0 /700

000000000000 0D00Ofirmware update0 0000000000000 OO0OOO
ocLi/cuiooooooooo

ocLi/cui/CMSO OO ODOOODO

OCLI/GUI/CMS O O O firmware update

goli/NSO OO DOOOO

ocLioooooooo /o0

gaulOooOoo@uUIDO00ODDOUOog flashOOODOOOOOOODOOO)

1.3 Firmware updateOD OO OO0
v5.8.10 00 versionO OO Ffirmwvare update 0 0000000000000 O0DOOOO

1.4 Firmware update/downdate 0 00O 0O

FirmnmareD OO OO OO0OOODO startup-configd versionO firmwareD versionD 00000000
0000000000000 0DOO00000DOoO00O00OOupdated 0O downdated O OO OO
OO000oooOooooxXxMoOoooooooooooooo@oooooooono)o

(1) update O

running-configD OO0 0 0O firmware versionO OO0 00 format0 0000000000 0O0OOO
startup-configD OO0 O OOO0O0O0OOOO versionOOOOOMMIDOOODOOUSERO (save configd
O000)startup-configd 0 OO0 0O 0ODOOOstartup-config version0 0D OO0 000000 OOO

(2) downdate O

startup-configd firmwared versionJ OO 0OO00O00OO configl OOOOOOOOOOOODOOO
coooooodoooogooboooobbooooobobooooooooooDoooooObUOobOoo
dd0oodoUdoogooooxwLoooooooUoooooooooooooom
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Netevent OO O

Netevent O [

USEROOOO0ODOOO00ODOO0000ODO0O0O0ODOPPPODOODODO IPsec SAO D O OVRRP priority
goooOopoooooooooooooo

Track object 0D 0000000 OtrackODO OO upO00OO00O0OOOD0O0ODOOODOeventdOODO
down(U OO uwp)DOODO0OO0OOOO0trackDOOODOOOODactionDO0O0O0OCOOOOOOODOO

event dowvnO0 OO0 000000000000 0OO0DO00OactionODO000O0O0O0OO0O0OOO down actionO
ooooooo

1. 0000 (track object)O OO
1.1 000000000
gooOopooOoOooooooooooooo
Ointerface linkOD O OO
interfaced linkO O (up/down)0 00000 OKeepaliveO DO OOOOOO0O interfaced 000
OO0Nink dowsnO0O0OO00OOkeepaliveODOODOOOOOOOOOODOOPPPO tunnel interfaced 00
Ointerface0 00 /00000000O0O00O0OOO0OOOOOOOODOOOO
OIKE SAODOODO
IKE SAOD O (up/down)D 0 O00O0OOO
O ping/ping6 O O
ping/ping6 0 0 000 hostO O ip reachability0 OO0 O0O0O
OVRRPO O OO
master O 0 backup/init0 0000000 backup/initd0 0 master0 0000 O00OO0O0OO
0 OSPF neighbor O O
0000 router-id0 0 neighbor0 000000 state0 000000 OOOO
O BGP peerd O
0000 peer ipd0 neighbor0 000000 state0 0000000 OO0O

120000000000

0000000000 trackODOOODOOO0ODOOaction0ODO00D0OO0DOODOOO
O00trackDOOOOactionD 0000000000 OO0Dactiond 000000000 ODOOO0O
O0actionupO 0 O00O0OO0OOODOOODOODOODOPPP interface] 0O Oactiond OO connectd O
0000000000000 00000000000D00 (auto-connect0 000 OO0OO)T

1.3 ip/ipv6 reachabilityO O OO

ip/ipv6 reachability 0 00O 0O OO icmp/icmpv6 echo request/reply packet 0D OO0 OO 0O
OPing O timeout O O 10sec 0 O O

OPingO00000OD00OOretry0 00000000 DO0OODOODODOODOPINGDOODOONOOecho

request0 000000 echo request00000000000OOecho reply0 000000000
Otimer000000000D00O00DOOOO

Oip reachabilityO 00000 interface0 0000000000 OO
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1.4 Recovery delay timerd O
ip/ipv6 reachabilityd ospf/bgp neighbor interface linkO isakmp OO O OO0 O0OOODO (event
wpOO0O0O0O0O0O)ODOOoOODOuwdOOactionDOOOOOOOdelayDODOOOO0OO0OODOOOO
Delay timer0 0000000 OO0DOtrackd down state0 00000000000 checkOOOODOO
good
ODelay timer OO OO event down O retry OO OO OO OO Odelay timer O cancel OO0 OO
ODelay timer O timeoutJ OO Oevent upd actionD OO0 O0O0OOOOOODOO ip/ipve
reachability check D OO O Odelay timerO0O O OO0 OO ip reachability fail countd 00 O
O000OOactionODOOODOOO reachability check OO OO OODOO

1.5 00 trackO O
neteventD 00000 OO0O0D0CODCO trackOODOOOOOOOOOOoptionODOO0OO0DOOOOOO
0000 trackOOODOip/ipv6 reachabilityD 00O D0OOO0O0OOO0ODOO
<00 trackODOODODOODOO option>
O payload-length
ping/ping6 0 0 O O size(icmp header 0000 0)DOODOOOOOODOOOODefaultd O 56byte
oood
ooooo
0000000000 ping/pingé KOO OODOOOOODODOUOOODOODefaultODO1000O
ORTT
ping/ping6 requestD 0 OO0 O0OOreply00000OOOO0OO (Round trip time)J OO OO0
OO0O00O00D0O00O0 replyl00D0O0OOrtt delay0 000000 OO@replyddonoon
O0)Ortt statusO downO OO0 OO0 ODefaultO O ORTTOOOOOOODOOOO
ORTT delayd O
RTT status downOD 00000000 COOOOODefault0O30000O
ORTT normal O O
RTT status upO0 0000000 ret 000000 ODefault0 030000
O DF
IPMAOOOO0O0OCOOO0D0OCOO0DOODefaultOODFO set0DOO0ODO
OTTL/hop-limit
TTL(IPv6:hoplimit)D OO0 OO O ODefaultd Osystemd TTLO (64)0 setO0 OO0 OO
Omonitor-log
monitor-logO OO loggingD O OO OOOOOOOOOODefaultOOOOOOO
O interval variable mode 0 O
ping/ping 0 00 0O0O0Oping error 0000000000 OCOCOODOO0OOOODefaultdnOO
ooo
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1.5.1 RTT status

RTTOOODOOOODOO

ORTTOOODOODOOOOORTTdelayD OO DOODOODOOOTrtt statusO down O OO ORTT normal
0000000000 0OuwpwOOODODDOOOO0ODOOCDefaultD upOO0Ortt statusOOOO0D0O0OOO
actionODO0O0OODODOO
OO0OOpingONGCOODOOOOODOrttOO0 /000000000 reset0000D0ODO0O0O track
OdownOOODO rtt statusO NITOOOOOODODO

1.5.2 Interval variable mode

ip/ipv6 reachability 00000000000 interval 00000000000 OO0O modeO OO0

O00OOtrackDOOOOO0OO interval 00000000 ODefault0 000000

Otrack upO0 OO ping fail OO O0O0O0OQiInterval 0000000000 0ODODOODOOODOODODO
oooooooo

O0000D0Interval D00 000000 DOOOOOping/pinge0 0 000000000000O00O0O
ooooo

o interval OO ODODO
Interval D00 0OCOO0OO0D0OQCOO0OO0OCOOInterval0000O0O 10sec00000O00OO0O0ODO 100
0000000000 01secO0DOd00DOOOOnO

v_interval = (interval/2"fail_cnt)0 20 000)

Ov_interval : O0O0OO interval

Ointerval : OO0O0O0OOO interval

Ofail_cent : OO0 ping failDOD0OODO

o trackODOODO interval DO OO

trackOODO interval D000 OO0OOO0OOOOO
Otrack upO ping OKO OO OOinterval OO0 O0OD0ODODO
Otrack upO0 OO ping faill OO0 O0O0O0O v_interval DO 00O O0O0O0OO
Otrack downO OO O0Ofail ent = retry0 0 +100000000 v interval OO0 O0DOODOO
oood
Odelay timerJD00O0O00OO00Otrack upOOD0OO0OO0O interval O0OO0O0OOPIng failODOOODO
OOv_interval DOOOO0OOOOO

1.6 Initial timeoutO O

OSPF/BGP4 0 neighbor 0 0 O 00O interface linkD O OO OOOOO trackO OO mnitd 000000

trackDOOO0O0OO0D0O0O0OODOOOOODOODOO
Oneighbor0 00 (@ OO0 interface link up)D 00000000 track upOO00ODOODO
Oneighbor0 00000000 @MOO0O interface link down)J OO0 O0O0O0OO track down OO
0000000000000 Oianitial timeoutd timeout O O O O 0SPF/BGP4 0 O /interface O O
00000000 downOOOOO0OODOOO0OO0OOOOOtrack downO 00 00O OOdown actionO O
goooo
Onitial timeoutd Odefault0 000000000 defaultO initial timeoutd O 180sec O O O
O0O0Oinitial timeoutd0 00100 3600sec0 0000 O0O0O0OOOOODOOO
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1.7 Interface ethernet0 0000
EthernetO OO ODOOOO0OO0O0OD00O trackODOOOOODODODO trackOODO (EthernetDODOODO
000000 uw/down)DOOOOOOOOO
Olink upO
OO0 track up00dO0O00OO00O
O link down O
- initial-timeout D OO0 O0O0O0O0O0OOunitial-timeout0 00 O00COO0O0O0OwpOOODOOOO
OdownOOOOOODO

- initial-timeout 0000000010000 000D0CO00OO0O0OOuwpOOOOO0O downOOO
oogoo
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2 actionO OO
2.1 00000 action
Jd000OD0actiond 00000 ODO0OO00ODOODOOODODOODOOODOODOODOOOOO
OVRRP Priority0 00000000 O0DOOODODOO

000000 (interaface node)D 0O O OO0

vrrp ip <vrrpid:1-255> netevent <trackid:1-255> priority <1-254>
O IPsec tunnel DO 0O /00 /000 GsakmpO0 OO0 OO0) DO OOOODOOODOO

000000 (ipsec isakmp policy node)D OO0 O OO0

netevent <trackid:1-255> (connect|disconnect]|reconnect)
JPPPOODO/00D000D00DO0DODOODOO

000000 (interface ppp node)d OO OOOO

netevent <trackid:1-255> (connect]disconnect)
O Tunnel interfaced up/down 0 00000 0OO00OOO

O0O00000d(interface tunnel node)D OO O OO0

netevent <trackid:1-255> (connect]disconnect)
O L2TPv3 tunnel O O O (PPPO interface linkO OO OO O)OOOOOOOOODOO

OO0O0oOoO2tpvd tunnel node)d 0D OOOOO

netevent <trackid:1-255> disconnect
O IPsec local policyD OO OODOOOOODOODOO

000000 (ipsec isakmp policy node)D OO0 O OO0

local policy <policy:1-255> netevent <trackid:1-255> change <local _policy:1-255>
O IPsec isakmp policyO 0 OO0 OOO0OOOOOO

000000 (ipsec tunnel policy node)D 0D OO0 OO0

set key-exchange isakmp <1-65535> netevent <trackid:1-255> change isakmp <1-65535>
0ooo0oooooooooooooood

Oooood(global node) OO OOOd

system netevent (<1-255>]<2048-4095>) restart
OwWiMXOOODODOooDoooooooobooo

OOo0ogDood((global node)D OO COODOO

wimax <0-0> netevent (<1-255>]<2048-4095>) reset
0ooodboooDooooooooooooooooog

Ooooodglobal node) OO OOOd

mobile <0-2> netevent (<1-255>]<2048-4095>) reset
0 BGP advertise-route 1 000 /0000000000D0ODO0O

000000 (gp node)d OO OO4OO

netevent <trackid:1-255> advertise-stop
O IPv4 static route0 000 /000000000000 0O0O

Ooooodglobal node) OO OOOd

ip route A.B.C.D/M (<gateway:E.F.G.H>] INTERFACE|null) (]<distance:1-255>)

(|netevent <trackid:1-255> (active]inactive))

380



Netevent O O

00000000 eentJ 000000000000 DODODO0000OD0O00ODOO0OOO0OO eventd
OO000000000O0O000OOoOo00OoOoOo00OO0UbOoDOOoUOOoOoOOdmester000OODO
oooooooogo

interface ethernet 0

ip address 192.168.0.254/24

vrrp ip 1 address 192.168.0.1

vrrp ip 1 netevent 1 priority 10

1

track 1 vrrp ip 1 interface ethernet 0
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2.2 Reconnect action
ISAKMP policy 0 O actionO OO Oreconnect D 000000 O0OO0OOOreconnect0 0000000
event down [0 detect 0 0 O IKE/IPsec SAO O OO OO negotiationD OO0 OO0 Oevent upd 000
oooooooon
ooooood netevent <trackid:1-255> (connect|disconnect|reconnect)

netevent <trackid:2048-4095> (connect]disconnect]reconnect)
g no g no netevent

2.3 Change action

IPsec isakmp policy O local policyd O OO0 O IPsec tunnel policy O set key-exchange O O O
0O0000oooogOononO actionO OO

IPsec isakmp/tunnel OO O OO local policy/isakmp policyd trackDO OO O0OOOOODOODOO
0000D0DOCO000OCOO0O0OO0DOoO100 IpsecO 00O main/backup0O00C0O0O0OOOOOO
00000 IPsec isakmp policy O O local policyd changeO OO OOOOO0OPSKOODOOODOO
gooooompogooomoooo iboboogoooooo

OO0 0Oipsec isakmp policy node/ipsec tunnel policy node [ O change actionD OO OO O0O0O0O
od

2.4 Restart action
Joo0doooooo0OddownOOOOODODODOOOOODOOODOODOOOODOOwOOOOODOOOO
oo

goooooo system netevent (<1-255>]<2048-4095>) restart

g no g no system netevent

2.5 Reset action
JoodoooodooOddownOOOOOWIMAXOOODOODODOOOODOOOODODODOODOODOO
updOOoOoooooooo
goooooo wimax <0-0> netevent (<1-255>]<2048-4095>) reset

mobile <0-2> netevent (<1-255>]<2048-4095>) reset
0 no | no wimax <0-0> netevent

2.6 actionOOOOOO
ActionO O O OO track objectO DO OO downOD OO0 actionO0 OO0 OO0O0

2.7 actionOOOOO0O
ActionOOODOOOO moduleO OO0 netevent0 O 0000000000 O0OOO0OActionO0OO0O

goooboboobooboooo
3000000000000 eventOOOO actionOO0O

000000000000 trackO0O00O0O0O0ODODOOO0O0OOO0OOOOODOOOOOOOOOODOOO
OeventO0O0O actionO0 000000
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00 VRRP



VRRP

O0O00D0O0OO0O00OD0O0ODOVRRP(Virtual Router Redundancy Protocol)D OO DO ODOOODO

OVRRPOOODOONMACOODOOOORCODODOOODOOO MAC(00-00-5e-00-01-VRID)D O O O O MAC
gooogovRRPOOUODOODODOODOOO0ODOONRDO XROO VRRPOODOODOODOOXROO
gvmacoonooonooonod
OVRRPOOUOOODOOOOODODOOOODOEthernetD0O0O0O0DOOOOODOO

1 VRRPV2

OVRRPV2(RFC3768) 00 00O OOOO

gompvaoOoOoOoooomwpvadDOOOOODOOP address owner)D OO0 O0O0OoOoOoooooooO
ompv4ad00D0O0o0Ooomiv4aOOoOoO@oUoooO ivadOOOOOO)OOOOoooOOOOooDoOOO
goooooogn

11 0000000000000
UVRRPOODODOODODOODOOODIIPMADODOODOOODOOODO IPVAO0ODODOOODO0ODOO
gooobooboboobobogoo

1.200000000DO0000OO00O0@IPOVRRPOODO)
gripO0DO0O0D0O0OOOVRRPOODODODOOODOOOOOOIPODOODRIPODOODODOO
gbooobobobooboboboooobo

1.3 Proxy ARPOODODOODOO
UVRRPO OO OODOODOOO0DODODODOOOproxy ARPOOODOODOOODODO

1.4 ICMP redirect0 0 00O
OVRRPOOOOOOOODOOOOOOOODODOICMP redirect000O0O0OO0O

1.5 ARP RequestO OO O OO

goO0mwpval0O0O0O0O0ODOARP RequestD OO ODOOOMACODODODOODOODODODOD IPV4OO
UO0O0OD00OARP RequestD DO OO NMACOOODODDOO
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l6e 00 IPO0OD0OO0ODOOODOO

OVRRPO OO ODODOODODODODOOVRRPOODOOODOOOOO IPOOOOIPDOODOOOODOOOOO
O0o0o0oOovIPOOODODOOOOOOVIPOOOOODODOODOOOOOOVRRPOODOOOOOOODOO
00000 policy routing tableO OO O0OO0OO

Oo0O00ooooo o000 000oo0oooooMACOD 00 OOoDOoooNACOO0ODDoD

OOO0OOVRRPODOOOUOOODOOOOODOCOOOODOEthernetD0000ODOOCOOODODOOOODOO
oooooon

1.6.1 VRRROODOODODOO

OVRRPOOOOOODO(@UODOOOODOOOO)Y ODOOOOVRRPOOOOOODODOODOODOOO
OO00000000VRRPOODOOOOOO0ODOOOODODOO0ODOODOO0ODOODOODOOOOOO
oood
OVRRPOODOODODDOOUOODO0ODODODOOOEthernet00000000D0DDOO00OODOODODOOO
OOVRRPODOOOOODO EthernetOD O OOODOOOOarp queue lengthO 1000000000
VRRPO OO OODOODO arp queue lengthd 10000000000

ip icmp mask-reply

ip arp queue length

ip arp reachable-time
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2 VRRP Tracking

0000000 IPsec SADODODODOOO0DOOODDODOOOOO0DO0OO0OO00O00O0O VRRP
O priority0 000000000000000000000000000O00O00O00O000
00000000000000 IPsec SAODODOOO0DOOO0OO0ODOO0DOOVRRP priority0 00000
OD0000Netevent0 000000000000

3. VRRP EventO O

OVRRPO OO OOOOOOODOOOODOOOOOOODOOPPPOOODOO IPsec SADDDOODOODO
oo

oobooooboboooouoboobooboooorPPO0ODODn IPsec SAUDOOOOODOOO
gbooboooovRRPOODODDOOODDOOODOODOODODO

4 Preempt O O

OPreempt 0 0000 0000000000000 0000D00000O00000O0000000000O
0Oooooo0

- Preempt 0 0000000000000 00000D000000000000000000O

- Preempt 0 00000 Dpriority000000000000000000000000000000
0000000000000000000000000

4.1 Preempt delay OO
OPreempt0 000000000000 DODOO0OODO0OODO0OO advertised 0000000
0000000000000 CO00DOCOO000DO000ODOOOOdelayd 0 OO10O 1000(0)
oooooo@ooyoooo
OPreempt delay0 00000000000 O0ODOOOOO0ODOOOO0ODOOOO0ODOOOODOOOOO
ooooo
o JOODOOOOOO
- master down timer00 OO0 delay timerUO0 00000 0ODODO advertiseD O O0OD0OODOOODO
ooooooogod
- 00000000000 advertis