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oooooooodiewoono)

ooooooooooooo

0000000000000 0oo0000oo000oo00oooo0oo0oo0oooooooooo
00000o000oDoo00O0oooooOo#0o0oooooonog

logout/exitO OO OO OOOO0OOCLIODOOOODOODOOODOODOO

configure terminal D0 000 OO0 O0O0O0DOOO0OODOOOOOODOOODOO

000000 (CONFIGURATIONO O O)
0000000000000000000000000000000000000
00000000000000000000000000000000000000000000000
0ooooo

000000000000000000Xconfig#000000000
exit00O0O00O000O00mMCtri0+0c0000000000000000000000000
00000000000000000000000000000000000000

Li0opooopoooos
nxrg240#exit

Century Systems NXR-G240 Series
nxrg240 login:

«<g00o0OoOoooooooos

nxrg240#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxrg240(config)#

<000000000O000o0o0 >
nxrg240(config)#exit
nxrg240#

<go0ooooas>

PC 2—374)LV 7 FEE

login:
K Password: logout/exit

A—H—F—F T[RRI H#
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O30 0000000

dooObooooooooon

ooooooooo
J0000000d0oo00o00o00o0U0oo0o0ooUooooooooooooogon
OO00O0dshow interface0 00 0000O0sh int0 000000 DOODOOODOOO
O00OshOOOOOOTabOOODOOODO showdintOOOOOOTabOOOODOODO interfaced OO0
Joodooooooooooooooogoo

ooooooooooo

000000000000000000000

O+ 0000000O0cCtri0+0p0000000000000000000000O000000O000O0O
0oo0ooooo0d

00D 00000CriO+0n000000000000000000000O0O0O0O0O00O0O00000

ooooooooono

gobobooboobooboobobobooboobooboo
gbooooooooooobm2x@booboooooobooboooooboobbooooDboon
O0O0OO0Oshow 200 00000DO0OO0OOCODOOOOODOODODODODOOOODODOOODO
goboooobooobooooo?2>oooboooooboooooobooooooboo
<r-:>0UO000000000O0O0OO0ObOO0OO0bOo0bOobObOobDoOobOooDbOobDo

O<O000O00D0O0O0O0?20000000000 >
0 nxrg240#show ?

O arp Address Resolution Protocol (ARP)

O bgp BGP information

O bridge Bridge information

0 class Show class access-list status

0 clock System Clock

0 config Configurations

g crp Century Registration Protocol (CRP) informations
] --More--

O<0000?220000000000 >
U nxrg240#?
[0 Exec commands:

Oclear Reset functions
O clock Adjusting System Clock
O configure  Enter configuration mode
(] connect Attempt connect Functions
U copy Import or Export files
O debug Debugging functions (see also "undebug®)
O delete Delete files
U] --More--
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ooddoooooooon

0000000 000oooo000oooo00oooo00oooDoo00@ooDooooooooog
terminal lengthOU O OO 0000000000 O0ODOOO0ODOOODOOOOOOODOOOOO
OO000terminal length 200 0000000000000 2000000000000000 1000
oOHoooooooo
000000000000 0000000m Spacel0 00100000 MEnter00 001000000
O00o0o0oooO0ooooooooooooooo

terminal no length OO O OOOO0OO0O0OODOOOOOOOOOOO

O grepO O
CLiD0D0D000D0000MO000000000000000000000M00000000000
0000000000000000D0000000000000

O0000CGhow) 0000000000000 (O0D0)0+0optiond0+0 0000000000000
OO0 option0 0000000000

O begin 00000000000000000000

Oinclude 000000000 O0O00O0O0OOOOOO

Oexclule 00000000000 0O0O0OOOOOO
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view mode

|---- global mode

interface mode
interface tunnel mode
interface ppp mode

dns mode

12tp mode

12tpv3 tunnel mode
12tpv3 xconnect mode
12tpv3 group mode

rip mode

ospf mode

bgp mode

ntp mode

snmp mode

syslog mode

dhcp-server mode
dhcp-relay mode

ipsec local policy mode
ipsec isakmp policy mode
ipsec tunnel policy mode
UPnP mode

QoS (class-policy mode)
QoS (class-filter mode)
crp client mode
route-map mode

Web Authenticate mode
WarpLink mode

Extended track IP reachability mode
Extended track IPv6 reachability mode

Monitor-log mode

mail server mode
interface bridge mode
DDNS mode

access-server profile mode

interface virtual-template mode

ngn-sip client mode
ngn-sip server mode
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ipv6 dhcp-server mode
ipvé dhcp-client mode
12tpv3 access-list mode
terminal-server mode
LXC container mode
interface veth mode
interface tap mode

ssl tunnel mode
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O 40 view(exec) mode

view(exec) mode

m show

o show config

ooooooo running-config(QOOOOODOODOO)OOODOOOO
goooood  show config (Jxml)

o show config interface
o0o00000 OO00000O0000000000000
OO0o0O0Ooogd  show config interface ethernet <0-3> (Jvid <1-4094>)
show config interface ppp <0-4>
show config interface tunnel (]J0-511)
show config interface loopback (]0-9)
show config interface bridge <0-4095>
show config interface tap <0-127> (|vid <1-4094>)

o show config file
coooooo oo0oooOoOoO0oooOoOoU0oDoOoOoboooboooooDoooo
ooooooo show config file FILENAME xml (xml]cmd)
ooooooo OxmlOODOOOOOOO
O show config file diskO:nxr.xml xml
Oshow configD O OO OO0OOO
O show config file diskO:nxr.xml cmd

o show startup-config

OOOoOoooo  startup-config(flash OO OO DOOUOOODOOO)ODOOOOOO
ooooooo show startup-config xml

OOOoOoooo  startup-config OO OOXMLOOOODOOOOODOO

o show config section
0000000 OOoO0ooooOOOO0OO0oOo0oOoOoO0oO00d
gooooogd  show config
(crp]dhcp-relay]dhcp-server|dns|ntp|qos|route-map
|router rip|router ospf|router bgp|snmp|syslog|upnp)
show config ssl
show config ssl tunnel (]<0-2>)
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O 40 view(exec) mode

view(exec) mode

o show config ipsec
goooooo IPsecO0000000OOOOOOPolicy ID/Tunnel IDOOCOOOOOODOOOD
O00Policy/TunnelC 000000000000 DOOOOODOOO
OO0o0oogd  show config ipsec (]isakmp policy <1-65535>)
show config ipsec (]local policy <1-255>)
show config ipsec (]tunnel <1-65535>)

o show config 12tpv3
0000000 L300 0000000000Group ID/Tunnel ID/Xconnect IDO OO OOOOO
0000000 Group/Tunnel/Xconnect DO O OO0 O0D0OO00O0OODOOOOODOODOO
goooooo show config 12tpv3 (]group <1-4095>)
show config 12tpv3 (]tunnel <0-4095>)
show config 12tpv3 (]xconnect <1-4294967295>)

O show config ipv6 dhcp-client

ooooooo ipv6 dhcp-client0 00 OO00O0OOOO

ooooooo show config ipv6 dhcp-client (JWORD)

ooooooo ipv6 dhcp-client WORDO O OO OOwoRDD O OO OOOO
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O 40 view(exec) mode

view(exec) mode

O show ip route
goooooo 0000000000000 o0ooo
ooooooo show ip route (]bgp]connected|ospf|rip]|static)
show ip route database (]bgp|connected]ospf|rip|static)

O show ipv6 route
ooooooo IPv60000000000000O0DO0OO
0ooooogd  show ipvé route (Jconnected|static)

show ipv6 route cache

show ipv6 route database (]connected|static)

O show ip protocols
0000000000000 000000000ooooooooOoo
OO0 ODODoOgO show ip protocols (Jospf|rip)

O show ip access-list
oooooogoiiO000ooooooooog
O00000000show ip access-list [IPv4- ACL-NAME]

O show ip access-list

ooooooo IPVAO 0 0000000000000

ooooooo

ip access-list IPv4-ACL-NAME (permit]deny)
src_ip(A.B.C.D|A.B.C.D/M]any|FQDN) dst_ip(A.B.C.D]JA.B.C.D/M]any]FQDN)

ip access-list IPv4-ACL-NAME (permit]deny)
src_ip(A.B.C.D]A.B.C.D/M]any|FQDN) dst_ip(A.B.C.D]JA.B.C.D/M]any|FQDN) <protocol:0-255>

ip access-list IPv4-ACL-NAME (permit]deny)
src_ip(A.B.C.D|A.B.C.D/M]any|FQDN) dst_ip(A.B.C.D]JA.B.C.D/M]any]FQDN)
(icmp|<icmp_type:0-255>)

ip access-list IPv4-ACL-NAME (permit]deny)
src_ip(A.B.C.D|A.B.C.D/M]any|FQDN) dst_ip(A.B.C.D]JA.B.C.D/M]any]FQDN)
(tcpludp)
(tcpjudp) (<sport:1-65535>]any|range <min:1-65535> <max:1-65535>)
(<dport:1-65535>]any|range <min:1-65535> <max:1-65535>)

ip access-list IPv4-ACL-NAME (permit]deny)
src_ip(A.B.C.DJA.B.C.D/M]any|FQDN) dst_ip(A.B.C.D]JA.B.C.D/M]any]FQDN)
tcp syn
tep {<sport:1-65535>|any|(range <min:1-65535> <max:1-65535>)}
{<dport:1-65535>]any|(range <min:1-65535> <max:1-65535>)} syn
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O 40 view(exec) mode

view(exec) mode

O show ip default-gateway
0o0oooooooooooooooooooooooo
0000000 DOshow ip default-gateway

O show ip (snat]dnat)
OO0O0D0O0OO SNAT | DNATODOOODOODO
oo oooo show ip (snat]dnat) [NAT-RULE-NAME]

O show (ip]ipv6) connection
0o0ooo oo Tep/ubPO00 00O histeningD OO0 OODOODO
OO0 DO0O show (ip]ipv6) connection

O show ip statistics
ooooo OO Ooooogorro TcPO UDPO ICMPOOOOOOOODOOOOO
ooo OO0 show ip statistics

m show ip conntrack

o (ip]ipv6) conntrack
OO000O00ODO0Oconntrack tableD OO OOOO
00000000show (iplipvé) conntrack

o (ip]ipv6) conntrack limit
0000000  session limitOOOOOOdrop0 0000000 O0ODOODOOODOOO
0oooood  show (iplipve) conntrack limit

o (ip]ipv6) conntrack invalid-status-drop

goooooo session invalid-status-drop0 00000 drop0 00000000 OOODOODO
ood

gooogoog  show (ip]ipve) conntrack invalid-status-drop

O show ip spi-filter
OO0oOoooog Skl filterODOOOOOO
ooogood  show ip spi-filter

O show ip upnp

0oooooo UnP OOOOOOOOOOCOONATOODOOOOOD
OO00000O00O0D0O0NATOOOUPRP OOO0OO0OO0OD0OOCOO0OO0OOO0O0OO

goooooon show ip upnp (access-list|nat)
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O 40 view(exec) mode

view(exec) mode

O show ipv6 access-list

goooogon
goooogo

IpveO0 000000 OODOOOOO

show ipv6 access-list [IPv6-ACL-NAME]

O show ipv6 access-list

goooboon
goooogo

goooooo
SRC-1PV6
DST-1PV6
PROTOCOL
1CMPV6
TCP/UDP

TCP-OPTIONS

IPv60 00000000 DO0OOO0OO

ipv6 access-list IPv6-ACL-NAME (permit]deny) SRC-IPV 6 DST-IPV6

ipv6 access-list IPv6-ACL-NAME (permit]deny) SRC-1PV6 DST-1PV6 PROTOCOL
ipv6 access-list IPv6-ACL-NAME (permit]deny) SRC-IPV6 DST-1PV6 ICMPV6

ipv6 access-list IPv6-ACL-NAME (permit]deny) SRC-1PV6 DST-1PV6 TCP/UDP
ipv6 access-list IPv6-ACL-NAME (permit]deny) SRC-IPV6 DST-I1PV6 TCP-OPTIONS

DX IXEX ] XiXziiXiX/M | any | FQDN)
TXEXIIXIX ] XiXDiXiX/M | any | FQDN)

1 <0-255> : Protocol number
> (icmpv6 | icmpv6 <0-255>) : IPv6 ICMPv6 <IPv6 ICMP type>
> (tep | udp)

> (tep | udp) (<sport:1-65535>]any|range <min:1-65535> <max:1-65535>)
(<dport:1-65535>]any|range <min:1-65535> <max:1-65535>)
: tep syn : TCP syn packets
: tep (<sport:1-65535>]any|range <min:1-65535> <max:1-65535>)
(<dport:1-65535>]any|range <min:1-65535> <max:1-65535>) syn

O show ipv6é forwarding

goooogon

IPv60 0000000 Oon/offO00OCOOODO

00000000 show ipve forwarding

O show ipv6 interface

goooogon
goooooo

IpveO0 O O0OOO0OODOOOOODOOOO

show ipv6 interface (]INTERFACE|brief)

O show ipv6 default-gateway

goooogon

IpveO O O0OOOOODOOOOODOOOOO

00000000 show ipve default-gateway

O show ipv6 statistics

goooogon
goooooo

IpveO O OO0OOOODOOO0OOODOODOOO

show ipv6 statistics

O show ipv6 spi-filter

goooogo
goooooo

IPv6 SPI filterODOOOODOO

show ipv6 spi-filter
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O 40 view(exec) mode

view(exec) mode

O show ipvé dhcp client pd

ooooooo ipv6 dhcp-client0 000000000 0ODO0O
Joooood  show ipve dhep client pd WORD
OO00oOoooo  weRroOOOprefixDOOODODOO

O show ipv6 ndp proxy
ooooooo IPv6 NDP proxyO proxy OO OOOOOOOOO
goooooo show ipv6 ndp-proxy interface ethernet <0-XX>

O show ipv6 ra proxy
ooooooo IPv6 RA proxy O prefixOO OO OOO
goooooo show ipv6 ra-proxy interface ethernet <0-XX>

O show ip web-auth access-list
ooooooo  wbhODOOOOODOOODOOO
goooooo show ip web-auth access-list (JWEBAUTH-ACL-NAME)

O show ntp
gogooood NTPOOUOODOOODOOOOODOOOO
ooooboon show ntp

O show dns
gooooog DNSOOOQOOoOoOooooog
Oo0o0ooono show dns

O show dhcp

0000000 DHPOUDOOOODOOOOODOOOOODOO
ooooooo show dhcp lease
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O 40 view(exec) mode

view(exec) mode

O show syslog

oooooog  syslogOOOOOOO

goooooo show syslog (message|bootlog|maillog) (Jl1ine:1-99999) (|]reverse)

ooooood

O0OOOsyslog0 OO0 O000000000O0O000O00OOOOOreverse0 00000000000
ooooooo

0oooooo wmonitor00000000000O0OOSsyslog0O00O000OOCODOODO0O

goooooo show syslog message monitor

oooooog

Omonitor0 0000 syslog0 0000000000000 ODOODOOOOODOOOOOOOOO0OO
beginexcludeOinclude 000000000 ODOOOO

0000000 OQOUO0OO0O0OO0OO0OOOOdOFRlashROMOODOOO syslogODOOOODOO
goooooo show syslog file FILENAME (]Jline:1-99999) (]reverse)
goooood goooopoooooooooooooo
00 show syslog file disk0:syslog.log
show syslog file flash1:20160118 1430.log.gz
syslogOD OO0 00000000 0OO00ODOOsyslogmode0 000000 OOOOODO
00 nxrg240(config)#syslog
nxrg240(config-syslog)#local file disk0:syslog.log

O show arp
o00oDooOoOoOoAPOOODOOOODOO
00000000 show arp

O show ipvé neighbors
ggoooog Ipv6eO0 OO OO0OO0DOODOO
00000000 show ipve neighbors

O show (diskO]diskl)
ggobobbooobobobuooobboooboboobooo
000000000 show (disko]diskl)

O show uptime
gogooood gogboboooboboooooboog
goooooo show uptime

O show tech-support

ooooood Oo0oooDooooooooooooo
goooooo show tech-support
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O 40 view(exec) mode

view(exec) mode

O show memory
ooooood oo0ooooooooood
goooooo show memory

O show process
ooooood O00DO00oo0oooooooDoooDoooooo
goooooo show process

O show clock
goooood goo0o0ooooooooooo
Oo0o0ooono show clock

O show history
ooooood O00DO00oo0oooooooDoooDoooooo
goooooo show history

O clear history
ooooooo doooooooooboooooooooooaao
ooooooo clear history

O show File systems
ooooooo Ooodoooooooooooo
00000000 show file systems

O show loadavg
ogoooood cPuOOO0O0OoooooDooooon
ooooooo show loadavg

O show system usb transfer-mode
ogoooood uUsBOO0O0oOoOoOoOOoOoooooooaa
go0ogoogd  show system usb transfer-mode

m show 12tp
o show 12tp
ooooooo L2TP O tunnel/session0 0 0000COO
goooboon show 12tp
show 12tp tunnel (]<TunnellD:1-65535>)
show 12tp session (|<TunnellD:1-65535>)
show 12tp session <TunnellD:1-65535> <SessionlD:1-65535>

o show 12tp peer
gooobon D000 tunnelDO0O0O0ODOO address poolDO0O0OOOOOO
0oooood  show 12tp peer <0-1> ip pool
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O 40 view(exec) mode

view(exec) mode

m show 12tpv3

o show 12tpv3

goooood LT3 ooooooooo
goooooo show 12tpv3

o show 12tpv3 tunnel
gooooog L2thv3i00000000DOO0DOOO
0000000  show 12tpv3 tunnel (|<TID:1-4294967295>) (|detail)

o show 12tpv3 session
Oo0oO0o0o0o0O LIP30 00000000000000
OO0OoO0oOoOoOg  show 12tpv3 session (|<SID:1-4294967295>) (|detail)

o show 12tpv3 interface
0000000 XconnectU OO OOOOOOOOOOOOO
OO0Oo0O0oogd  show 12tpv3 interface (]INTERFACE) (|detail)

o show 12tpv3 fdb
goooood L2TPv3 FDBO OO OO OO OO
goooooo show 12tpv3 fdb (local|forward])

o show 12tpv3 fdb interface
OO0O0O0O0O0O0 XeonnectOOOODOOOODORBOOOOODODOOO
goooooo show 12tpv3 fdb interface INTERFACE (local|forward])

o show 12tpv3 group
OO0ooooo L300 00o0oooooo
goooooo show 12tpv3 group (<1-65535>)

o show 12tpv3 peer
oo0ooooo  LTPv3d0000O0O0O0O0O0O
gooooog  show 12tpv3 peer (A.B.C.D])

o show 12tpv3 access-list
Oo00oO0o0o0o0O L300 0000000000000
goooooo show I2tpv3 access-list
show 12tpv3 access-list interface (|INTERFACE)
show 12tpv3 access-list xconnect (]<1-4294967295>)
show 12tpv3 access-list (root|layer2]ip|ipv6]arp|vlan]ieee802-3) (JWORD)
show 12tpv3 access-list detail (root]layer2]vlan) (JWORD)
show 12tpv3 access-list detail root WORD layer2 WORD
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O 40 view(exec) mode

view(exec) mode

O show interface
ooooooo godoooooOooooooooooooogoooo
googoogd  show interface (|mode|mdix)
show interface INTERFACE (|mode|mdix|bridge)
show interface wlan <0-1> (Jall|ssid)
show interface tap <0-127> (Jvid <1-4094>) (|bridge)
show interface bridge list
show interface bridge db-brief
show interface bridge <0-4095> (port-list|statistics|fdb]flows|stp)
show interface switchport counter
RN oo (modemdix)d ethernet I/FOOODOODOOODOODOODO

O clear interface bridge
goooogod gogbobooobbbooobbuoooboboboooon
ooooooo clear interface bridge <0-4095> fdb

O show route-map
OO0O0O0O0O0OO0O Route-mapOO0OOOODO
gooogoogd  show route-map (Jdetail) (JWORD)

O show class access-list
ooooooo class access-list0 000000
gooogoogd  show class access-list (JWORD)

O show ssh-public-key
ogoooood NetconfO OO SSHOOOOOODOOOO
ooooooo show ssh-public-key user netconf

O show users
ooooooo 00oooooobooooooooooo
goooooao show users

O show debugging

oooooo0O OO0OO0O0O0O0oOoOoOoOoOoOOVOFAHOODOODODOOODOO0DO0DOO0DOoDOoooo@uono
000000000000)§oooooo

0O0o0ooood  show debugging (12tpv3|netevent|ppp)
show debugging timer (]<1-5>)
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O show vrrp
ggoooog
ggooooo

O show ppp
ggoooog
ggooooog

RN oo

VRRPOO OO OODODODDOODODOODO
show vrrp

PPPOO0ODOOOODDOOOODOO

show ppp (]<0-4>)

show ppp (]<100-256>)

show ppp <100-256>0 PPP(over L2TP LNS) O OO OO DOODOOOOOOOO
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O show pppoe-bridge
PPPOE bridge0 00000000 DDOOOODO
show pppoe-bridge

goooooo
gooooogo

O show ipsec
oooooood
oooooon

O show ip rip
gogooood
goooooo

O show ip ospf
oooooood
oooooon

O show ip bgp
gogooood
goooooo

IPsec0 000000000

ipsec ca certificates

ipsec certificates

ipsec crls

ipsec policy

ipsec public-keys

ipsec rsa-pub-key

ipsec sa

ipsec status (]Jtunnel <1-65535>) (]brief)
ipsec status (versionl|version2)
ipsec leases (versionl|version2)

show
show
show
show
show
show
show
show
show
show

RIPOODODOODODOODO

show ip rip

show ip rip interface (]INTERFACE)
show ip rip database

OSPFOO0ODODOOODOO

show
show
show
show
show
show

ip
ip
ip
ip
ip
ip

ospf

ospf neighbor (Jdetail)

ospf interface (]INTERFACE)

ospf database (]Jexternal|summary|network]router|asbr-summary)
ospf route

ospf virtual-links

PO OO OOOoOonoon

show
show
show
show
show
show
show
show

ip
ip
ip
ip
ip
ip
ip
ip

bgp

bgp (A.B.C.D]JA.B.C.D/M)

bgp neighbors (A.B.C.D|X:X::X:X)

bgp neighbors (A.B.C.D|X:X::X:X) (advertised-routes|received-routes|routes)]
bgp route-map ROUTE-MAP

bgp scan

bgp summary

bgp regexp LINE OBGP AS paths 00 OO OO OODO
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O show bgp ipv6
oo0ooooo BePOOOCOODOOOOO
ooooooo
show bgp ipv6 X:X::X:X
show bgp ipv6 X:X::X:X/M
show bgp ipv6 Filter-list ACL-NAME
show bgp ipv6 neighbors (A.B.C.D|X:X::X:X)
show bgp ipv6 neighbors (A.B.C.D|X:X::X:X) (advertised-routes|received-routes|routes)]
show bgp ipv6 regexp LINE
show bgp ipv6 route-map ROUTE-MAP
show bgp ipv6 summary

O clear bgp ipv6
oooooon
OBGP DD OOOODODOOOOODOO
oGP0 0000 U0O0OODOOOOUOOODOOoOOUOOoOoOBGPOOIODOODOOUOODOOOOOAd
oooo
-softout OOOOO
BePO OO OOOOODDOOOODDOUOOODODODDODOOOoOoOecPOOODODDODODOOOOOODOOOO
O0000D00O0Osoftout000000D0O0ODOOO0DOOODOOONOOBGP neighbor O UPDATEO O
goooooooon
-soft inO0QO0QO0O
BGP neighbor [0 ROUTE-REFRESH O 0O OO0 O OO Oneighbor OOOOBGP DO OODOOODOO
OOROUTE-REFRESH OO OO OOO0OODOOOOOOUPDATE DO O DODODODOOOOODOOOOODOOO
-hard OO OO
BGCPO TCPO OO DOOODOOODOOOneighbor OO 00O OO Okeepalive O holdtime OO OO0
gbodbooddooboooouoboboouoboooooooooouoboooobon
O0000DbO0o00OoOoooOdsoft (injout)DO0O0DOOOOO

oooooogd  clear bgp ipve * soft (injout)
OO00OO0OO0OO0O0O OOO0OrneighboroOOO0OO0COOOOODOODODODO

goooooo clear bgp ipv6 X:X::X:X

clear bgp ipv6 X:X::X:X soft (in]jout)
OOO0O0000 Neighbor O IPv6 OO0ODOOOOODOCOOOODOOOODOOOODO
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m show mobile
gooooog cUO00000000OooooOooooooouon

o0OODOOOOO
goooboogd  show mobile (]<0-1>)

Oap
0000000 ANOOODOOOOO0ODOO0ODOCOOOO0OO0CpppOOO0O00D0OCOOODOO
goooooo show mobile <0-1> ap

o network-reg-status
ooooooo
0000000000000000000000000000O0pppO0OODOOOODODOODODO
Ooooood  show mobile <0-1> network-reg-status
goooooo nxrg240#show mobile 0 network-reg-status

Network Area : 3G

o phone-number
ooooooo 00000000 000oooooodUdoOppp0000O0OOoOoOoOnO
goooooo show mobile <0-1> phone-number

o signal-level
ooooooo 0000000 000oooooooouoogppp0000O0OOOOoOOn
goooooo show mobile <0-1> signal-level
0000000  nxrg240#show mobile O signal-level
Signal Level : 3 [Area: 3G]
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O show fast-forwarding

goooooo Fast-forwardingD O OO QO OOOODOOO

goooooo show fast-forwarding

OO00O0bO00 [OFast-forwarding is ond O OO O Fast-forwarding is off D000 0O00OOO

O show fast-forwarding status

goooooo Fast-forwardingD 00000000 OD0OOOOO0OO

goooooo show fast-forwarding status

goooooo

000 00Fast-forwardingd IP forwardingC O OO ODOOODO
nxrg240#show fast-forwarding status
total forward count 644
3s udp 192.168.0.1:63->192.168.10.1:63 count:9 byte:12564 fw4 natp4 src 192.168.1.254:63 [
4s udp 192.168.10.1:63->192.168.1.254:63 count:9 byte:12564 natp4 dst 192.168.0.1:63 fw4 O
oooogirp forwardingO OO OOODOOODOO

00 000Fast-forwardingd IPsecC 00000 OOO
nxrg240#show fast-forwarding status
total forward count 661

7s esp 192.168.1.253->192.168.1.254 count:9 byte:12564 ESP_IN spi:$95e97067 fw4 ad
7s udp 192.168.10.1:63->192.168.0.1:63 count:8 byte:11168 fw4 d
5s udp 192.168.0.1:63->192.168.10.1:63 count:9 byte:13158 fw4d ESP_OUT spi:$44f8bc92 ad

OOooooooooOoooesPOOOOOOOOODOOOO NP forwardingDOOOOOODODODO ESP
oooooooiup forwardingDOOOOOODOODOO
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O show product
oooooon
ooooooo
ooooooad

m show netevent
o track
oodoooon
goooooo
oooooon

o action

goooooo
goooogo
goooooo

O show warplink
ooooooo
oooooon
ogooooood

ooooopoooooooood

show product
0000000D0O00o00U0oDo0o00oooooooooooooooooog
Dooooooogoooood

Netevent [ track object(U OO O0)IDO0OODOODOOODOODOO
show netevent track (|<object id:1-255>) (]detail|brief)
Object IDO OO OODOODOODOO track statusO OO0 OO0
brief000000OC0OOOOOODOOOOO

detail 000D 0OO00O0O0O0DODOOOOO

Netevent O track object(OO O O)OOODODOOO actionD OO OODOO
show netevent action (]<object_id:1-255>)
Object IDOODOOOOOOO IDOOOOOOODO actionO0OOOOODO

WarpLink ManagerD O OO O OO0OODODODO
show warplink
00000 3100WarpLink modeO0 000000 OOO

O show monitor-log

goooogo
goooogon
goooogon

O show service
ooooooo
goooooo
ooooooo

Monitor-logO0 000000
show monitor-log (reachability]resource)
00000 3400Monitor-log mode 0000 OOOOOO

oooooooooooooooo
show service
00o00o00oooodOuwiOODOdwnOOOOoooono
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O show ngn-sip
ggooooo NGN SIPOOOODOOOOO0O
goooooo show ngn-sip

O show ip dhcp route
ooooooad NeNO OO DHCPVv4AO O D OO OO static route0 000000
goooooo show ip dhcp route

O clear ngn-sip call
ggoooooo odobooobobooooooobooo
goooooo clear ngn-sip call <1-99999>

O clock set

ooooood ooooooooooo

goooooo clock set HH:MM:SS Day Month Year
clock set ntp (A.B.C.D|X:X::X:X]FQDN) (timeout <1-30>])

000ooooOg 20100120 310120 34056000000000000000000000
clock set 12:34:56 31 12 2010

O delete
gopooooo O0oDOoooooooo
goooooo delete bootlog ObootlogO O OO
delete bootup-config
O delete dump OdumpOOCOODOOO
delete file (diskO:FILENAME|diskl:FILENAME)O (disk0=USBO, disk1=USB1)
delete flash FILENAME OFlash ROMO OO OOOOODOOOOOOOO
delete flashl FILENAME OFlash ROMDODODOOODOODOOOOODOOOOODOO
delete reachability-log (reachability0 OO0 QO Qd)
delete resource-log (resource0 0O 0O0O)
delete syslog OsyslogC OO0

O save config
ooooood Ooodoooooooooooo
goooooo save config

O dir

ogoooooo

oooDooooEseo, UsBHOO OO Flash RoMOO OO OODODOOOOOOOODOOOOO

0000000  dir (Jdisko]diskl]flash|flashl)

gooooon usBoO OO OdOOuUSB FlashO OO OOOOOOOOOdiskoOOOOOOO
UsB1OOOOODOUSB FlashOOOOOOOOODOOOdisklOOOODOOO
Flash RovODO O OO OOOO0OOOO0OOO0OOflashOOOOOO0O
Flash ROMODO OO DO OODOOOOOOOOOflashiDOOOOO0O
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m copy
o (bootlog|dump]syslog]reachability-log|resource-log )
ooooood bootlog, dump, syslog, reachability-log, resource-log0 0000000
ooooooo
copy (bootlog|dump]syslog]reachability-log|resource-log)
ssh://<user@(A.B.C.D|X:X::X:X)>/FILENAME (]source A.B.C.D|X:X::X:X)
copy (bootlog|dump]syslog]reachability-log|resource-log)
ftp://<A.B.C.D|X:X::X:X>/FILENAME (]source A.B.C.D|X:X::X:X)
copy (bootlog|dump]syslog]reachability-log|resource-log)
http|https://<A.B.C.D|X:X: :X:X>/FILENAME (]source A.B.C.D|X:X::X:X)
copy (bootlog|dump]syslog]reachability-log|resource-log)

(diskO:FILENAME |disk1:FILENAME)
goooooo

oo0o0oooooooOoooooooooo
gssHOOOOoOoOoooOoOooooOooooOoUoboooUoUooooUooooooooogobooooo
O ssh://user@A.B.C.D/FILENAMEC 0 022000000000 OO =ssh://user@A.B.C.D:22/FILENAMELT]
- IPv4  ssh://user@A.B.C.D:port/FILENAME
- IPv6 ssh://[user@X:X::X:X]:port/FILENAME
Ohttps://0 0000000000 validationO OO Ohttps-://00 0 OvalidationOD OO0 00O

o configDOOOOOO
ooooooo 0dd00000ooooUooooooogooooooooo
ooooooo
copy (config|show-config) ssh://(<user@A.B.C.D|X:X::X:X)>/FILENAME
(Jall) (Jsource A.B.C.D|X:X::X:X)
copy (config|show-config) ftp://<A.B.C.D|X:X::X:X>/FILENAME

(Jall) (Jsource A.B.C.D|X:X::X:X)
copy (config|show-config) (diskO:FILENAME|disk1:FILENAME) (Jall)
goooooo

OallO0O0O0O0OOiMpsec00 0000 configh tgzOODOOOOODOODODOODOODODOconfig
OCO0OxmlOODOCOOODOCO

00000000 show configU OOODOODOOODOODOOOSshow-configD ODODOODODO

goooooOoOooooOooboooooooo

gssHOoOoOOooOOoOOoOOoOoOOobOoO0obOOobOOobOoOoOOobOoOobDObDOobOooboUoDOoboooDog
O ssh://user@A.B.C.D/FILENAMEC 0022000000000 OO =ssh://user@A.B.C.D:22/FILENAVECT]
- IPv4  ssh://user@A.B.C.D:port/FILENAME

- IPv6 ssh://[user@X:X::X:X]:port/FILENAME
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o tech-supportO OO

OO00ooooO0  tech-supportD OO OOOODOODOOOOOO

ooooooo
copy tech-support ssh://<user@(A.B.C.D|X:X::X:X)>/FILENAME (]source A.B.C.D|X:X::X:X)
copy tech-support ftp://<A.B.C.D|X:X::X:X>/FILENAME (]source A.B.C.D]X:X::X:X)
copy tech-support (diskO:FILENAME|diskl:FILENAME)

o sshOOOOOOOOO
0000ooo0Oo [pOoooews)yDoooooooossHooooooooooooo
ooooooo
copy (ssh://<user@(A.B.C.D|X:X::X:X)>/FILENAME)
ssh-public-key user netconf |<0-4> (]source A.B.C.D|X:X::X:X)
copy (ftp://<A.B.C.D|X:X::X:X>/FILENAME)
ssh-public-key user netconf |<0-4> (]source A.B.C.D|X:X::X:X)
copy (http]https://<A.B.C.D|X:X::X:X>/FILENAME)
ssh-public-key user netconf |<0-4> (]source A.B.C.D|X:X::X:X)
copy (diskO:FILENAME]|diskl:FILENAME)
ssh-public-key user netconf |<0-4> (]source A.B.C.D|X:X::X:X)
ooooooo
gooooooooooooooooboog
gssHOOoOOOoOoooOoOooooooooOoUooooooooopooooooooooooooooo
O ssh://user@A.B.C.D/FILENAMEC 0 022000000000 O O =ssh://user@A.B.C.D:22/FILENAVECT]
- IPv4  ssh://user@A.B.C.D:port/FILENAME
- IPv6 ssh://[user@X:X::X:X]:port/FILENAME
Ohttps://0000000000O validationd OO Ohttps-://00 0 OvalidationD OO0 OO 0O
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o configd OO
OOoo0ooo0O0 OOOoDOoOoOoOoOdoecal flashOD OO usB/CFOOOO)OOOOOOOO
ooooooo
copy ssh://user@(A.B.C.D|X:X::X:X)/FILENMAE
(startup-config|diskO:FILENAME|disk1:FILENAME) (rollback]source A.B.C.D|X:X::X:X)
copy ftp://(A.B.C.D|X:X::X:X)/FILENAME
(startup-config|diskO:FILENAME|disk1:FILENAME) (rollback]source A.B.C.D|X:X::X:X)
copy http|https://(A.B.C.D|X:X::X:X)/FILENAME
(startup-config|diskO:FILENAME|disk1:FILENAME) (rollback]source A.B.C.D|X:X::X:X)
copy (diskO:FILENAME|disk1:FILENAME)
(startup-config|diskO:FILENAME|disk1:FILENAME) (rollback]source A.B.C.D|X:X::X:X)
ooooooo
Odisk0 --> disk0O diskl --> disk1 O O copyd O OO disk0 <--> disk1 O O copyd OO
oooooOooooooboooooooooo
gssHOOOOOoOOO0OoOO0ooOoO0O0oDoO0OoooOoooOoooooooooooogooogooo
O ssh://user@A.B.C.D/FILENAVED 0 0220000000 00O OO =ssh://user@A.B.C.D:22/FILENAME[T]
- IPv4d  ssh://user@A.B.C.D:port/FILENAME
- IPv6 ssh://[user@X:X::X:X]:port/FILENAME
Ohttps://0 0000000000 validationO OO Ohttps-://000 OvalidationOD OO OO 0O

m Config Rollback O O

OrollbackOOOOOOOOOO startup-configd backupd O OO
O000OOo00DOOoOO0OUdObOCconfigO0OOCODOOOODOOOOBOODODCOOODOOOODOOODO
OO000O0ObackupOO configD ODODOODOODODOO
O000OC0CO0000dO0OOOconfiglOODOOOODOCconfigdOOOODOOOODOOOODOOODO
OO00ooopooooo

Orollback OO0 OO Ostartup-configD 00000000 10000000

Ostartup-configOD OO0 O0OOdiskOO configC OO0 O0O0OO0OODOOODOODOODODOOOO

m Rollback timerO0 OO OOOO
000000000 OORolback timer 000000000000 OOO0OObackupO configD O OO
00m
0 O save config
0 Orestart system
O O firmware update
O Oclear rollback
OoOsSMsd OO clear rooback O O

m Rollback O cancel
ORollbackD OO OO0 configd ODOODOOOOOOOODOODOODOODOODCcancel rollbackOO OO
OO0OOOrollbackOD OO DOOODOOODOOODO
OO0O00O0O0D0OOrollback timerJO0O0O0O0DODOOOOcancel rollbackO0O0 OO0 OO rollback
timrddoooonOd
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O firmware update
Jooooono [oOooOdooooobDooooogood
ooooooo
firmware update official (]source A.B.C.D|X:X::X:X) (]no-boot)
firmware update ssh://<user@(A.B.C.D|X:X::X:X)>/FILENAME
(Isource A.B.C.D|X:X::X:X) (]no-boot)
0 firmware update ftp://<A.B.C.D|X:X::X:X>/FILENAME
(Isource A.B.C.D|X:X::X:X) (]no-boot)
0 firmware update http|https://<A.B.C.D|X:X::X:X>/FILENAME
(Isource A.B.C.D|X:X::X:X) (]no-boot)
firmware update (diskO:FILENAME|diskl:FILENAME) (|no-boot)
opoooooo
00o000ooDO0obO0bO0oooooooDoog
Ono-boot0 0O DOODOODOODODODOOOOODOODOODODOODOODODODODOODOOD
gssHOOOOOOOOO0OO0OOOoOoOoO0ODOO0oDOO0oOO0ooO0oDOoDODO0oDOO0ObO0DbOOoDbOOoODOoDOoDOn
O ssh://user@A.B.C.D/FILENAMED 0 022000000000 O O =ssh://user@A.B.C.D:22/FILENAME[]
- IPv4  ssh://user@A.B.C.D:port/FILENAME
- IPv6 ssh://[user@X:X::X:X]:port/FILENAME
Ohttps://00000000000O validationO OO Ohttps-://0000validationO OO OO0
oo00oooooooooDdooooooooooooDooDoDboooooooooooooooooon
000000000000 000000M 00 EzFirmware update0 0000000 O0OO

O firmware mobile update
0ooooono [oOO0DOO00ooooooo0ooOoDOooDoooooooon
ooooooo
firmware mobile <0-1> update
ssh://<user@(A.B.C.D|X:X::X:X)>/FILENAME (]source A.B.C.D|X: X::X:X)
0 firmware mobile <0-1> update
ftp://<A.B.C.D|X:X::X:X>/FILENAME (]source A.B.C.D|X:X::X:X)
firmware mobile <0-1> update (diskO:FILENAME]diskl:FILENAME)
0 firmware mobile <0-1> update
http|https://<A.B.C.D|X:X::X:X>/FILENAME (]source A.B.C.D|X:X::X:X)
ooooooo
0o00o0oooD0DOd0ooooooooooooooooooooooooon
Oupdate0 00 0OOO0OOODOOODOOO (connect/disconnect/show mobile/reset mobile)O OO OO
OD0OO0OO0DO0ODb0OOconfigd OO /7000Osystem firmware updateD O OO0 OO0
Ohttps://00000000000O validationO OO Ohttps-://0000validationO OO OO0

O firmware check official

ooooooo O0OWebOOOOODOOOOOODOOOOOODOOOOOODOOOOOOO
ooooooag firmware check official
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O restart
goooooo
goooooo

gbooobobogoboooboo

restart
restart
restart
restart
restart
restart
restart
restart
restart
restart
restart
restart
restart
restart
restart
restart
restart
restart
restart
restart
restart
restart
restart
restart
restart

O restart rollback

goooooo

bgp

ddns
dhcp-relay
dhcp-server
dns
http-server
ipsec

12tp

12tpv3
monitor-log
netconf-server
ntp

ospf

rip

snmp
ssh-server
syslog

system
telnet-server
upnp

vrrp
warplink
terminal-server
ssl-tunnel
Ixc

BePODODOODODOONO)
@oNsOOoooooooooo)
HCPO D ODODOOODODODOO)
(oHCPO OO OOOODOOO)
@ONSODOoDOoooooono)
(HTTPOOOOCODOODOOO)
(IPsecO00D0O0OO0DOOOODOO)
(LeTPv200000000000)
(LeTP300000000000)
(Monitor-logU 0O OOOOOODOO)
(NetconfO O OO DODOODODO)
(NTPODOODOOOOOO0O)
OSPFOO0ODODOODOOODO)
RIPOCDODOOOOOONO)
(S\MPOOODODODOOODO)
(ssHoOooooooooo)
(SyslogU O ODODOOODOODOO)
(oooooooono)
(TelnetOOO0ODOOD0ODOO)
(UPnPOOOOCODOODOOO)
G(MRRPOOODODOODOODO)
(WarpLinkOOODOOOOOOOOO)
(terminal-server0 0000 300)
(ssl-twunnelOOOOOOO)

gwxcoooooooo

Oo0oOoooooOooooooobooooooOooDooooooogOdDrestart rollbackO OO O

gooogooo

goooooo
goooooo

restart

rol Iback

gooboooobooobooboooboobooboobooboobobooboobobbobo
O0@oobooob0dDbDeceonfigiO0O0OOOOODOOO
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O configure
gogooooo
goooooo

m dump
gooooog

oo ooobg

o dump
ooooooo
00 oooo

o dump filter
ooooooo

o dump pcap
ooooooo

0000000000 DOO0O0global mdeD OO DOODOOO
configure terminal

NXROODODODOOOODOODODOdumpOOOOOOOOOOOdumpOO0OOOOOOODO
(UsBO CRHOODODOO0OOOSSHOODODOOOOODOOOOooooooooooon
O00OdumpO OO RMWMODOODOODOOOUSEROODODOOOOOODOOO memoryd
000ooo00ooooooo0oooooooooooo
O0000000D0OD0ODO0Ofast-forwawding O disable(no fast-forwarding enable)
oooooooog

dump interface INTERFACE
INTERFACED DD 000D O0O00O0OO
[ethernet <0-2> (|vid<vlan_id:1-4094>) | ppp <0-4> | tunnel <1-255>]

dump interface INTERFACE filter (ssh|telnet]tcp880)

dump interface INTERFACE pcap count <1-99999> (size <64-1518>|)
(filter {ssh|telnet|tcp880}|)
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O clear 12tpv3 fdb

ooooooo L2TPv30 FDBO OO0 DOO0D0O0DOOOD

ooooood  clear 12tpv3 fdb (JooorBOOODODOOOO)
clear 12tpv3 fdb local ethernet <0-2> (|vid <1-4094>)
clear 12tpv3 fdb forward
clear 12tpv3 fdb forward <gid:1-65535>
clear 12tpv3 fdb forward ethernet <0-2> (Jvid <1-4094>)

O clear 12tpv3 counter

0oooooo L3 0O00O0o0oo0oooboooon

ooooooo clear 12tpv3 counter ethernet <0-2> (Jvid <1-4094>)
clear 12tpv3 counter peer
clear 12tpv3 counter peer A.B.C.D
clear 12tpv3 counter session <session-id:1-4294967295>
clear 12tpv3 counter tunnel <tunnel-id:1-4294967295>

O clear 12tpv3 counter access-list
ooooooo L300 000000000000000000O DO
clear 12tpv3 counter access-list
clear 12tpv3 counter access-list interface (]INTERFACE )
clear 12tpv3 counter access-list xconnect (]<1-4294967295>)
clear 12tpv3 counter access-list
(root]layer2]ip|ipv6|arp|vlan]ieee802-3) (JWORD)
clear 12tpv3 counter access-list detail (root|layer2|vlan) (JWORD)

O clear 12tpv3 tunnel
ooooooo OoooimoooooooowdoooogLrtA3dd00oooooooon
goooooo clear 12tpv3 tunnel <tunnel-id:1-4294967295> <session-id:1-4294967295>

O clear 12tpv3 remote-id
ooooooo oooooooimwooooogLrTv3d0ooooon
goooooo clear 12tpv3 remote-id <remote-id:A.B.C.D>

O clear 12tpv3 group

ooooooo goooimooooogLetvddoonooon
goooooo clear 12tpv3 group <group-id:1-65535>
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m clear ip bgp
oooooon
gpePO OO OODOOOOOOOOO
PO 0000000000 oooooooomBecPO OO 0ODODOODoDoOoooooooon
agoad
- soft outD OO 0O
PO 0D 000NN DO0OOOOoOoDOOOOooobDoomePO OO0 DOOoooooooDnO
O000000O0softout0 0000000 DOO0DOOO0DOODDOOMOBGP neighbor™ UPDATED O O O
ogoooooog
-soft inO0 QOO0
BGP neighbor 0 ROUTE-REFRESHO O OO OO OO OOneighbord 0 OO BCPO OO OOOODOODOO
ROUTE-REFRESHO O O OO OO OOOOOOOUPPATED DO O ODOODOOODOOOOOOOOO
- hard0 00O
BGPO TCPO OO ODOODDODOOOneighbor0 000 0O OO Okeepalived holdtimeO O OO0 O
gooooopooooooooboooooooboodoooooboooooooon
O000000oo0oDOoOoOsoft (injout) DD OOOOODO

o bgp *
goooooo clear ip bgp *
clear ip bgp * soft (injout)
ooooooo O000Opeer00000000O0O0OODOOOO

o bhgp <AS:1-65535>
goooooo clear ip bgp <AS:1-65535>

clear ip bgp <AS:1-65535> soft (injout)
Jooooodo AsOg0o0ooooooooooooooooood

o bgp A.B.C.D
goooooo clear ip bgp A.B.C.D
clear ip bgp A.B.C.D soft (injout)
OO0O0OO0O0OO NeighborO IPOO00OO0OOOOOOODOOODOOODOOODOOO

O clear arp
0oooood APOOOCOODOCOOOOO
goooooo clear arp A.B.C.D

O clear ipv6 neighbors
ooooooo IPv6eO 00000000000
goooooo clear ipv6 neighbors X:X::X:X ethernet <0-2>
clear ipv6 neighbors X:X::X:X ethernet <0-2> vid <1-4094>
clear ipv6 neighbors X:X::X:X ethernet <0-2> vid <1-4094> <id:1-255>
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O clear ppp
goooooo gooopPPOOOOODOOOOOOO
0000000  clear ppp <0-4>

O clear 12tp
000000oooooooLLiroooooooooooan
OO0O0000oOclear 12tp

O clear ipsec tunnel
ogoooood o000 IPsec tunnel DO OOODOO
goooooo clear ipsec tunnel <tunnel policy:1-65535>

O clear ipsec state
ogoooood 0000 IPsec state DO OO QOO
goooooo clear ipsec state <state number:1-4294967295>

O clear ip route cache
gooooon IPO0O00OOOOOOOOOOOOO
goooooo clear ip route cache

O clear ip access-list ACL-NAME fqdn
goooood FQDNO O O access-list0 0000000
goooooo clear ip access-list ACL-NAME fqdn

O clear ipv6 route cache
gooooon IPveO0 000000000 OOOOO0O
goooooo clear ipv6 route cache

O clear ipv6 access-list ACL-NAME fqdn
goooood FODNO O O access-list0 0000000
goooooo clear ipv6 access-list ACL-NAME fqdn

O clear ssh-public-key
gooooon ssHOOOOOoOoOooooad
goooooo clear ssh-public-key user netconf <0-0>

O clear dns cache

ooooooo DNS cacheO OO OO OO0
oo0ooooo clear dns cache
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O clear mobile <0-2>
gooooog ood0oooooooboooooboooooooDooo
Oo0oooon clear mobile <0-2>

O clear ppp <0-4> mobile limitation

0ooooog wmobileDOODOOOOOO

ooooood clear ppp <0-4> mobile limitation

ooooooo

Omobile limit (reconnect|time)0 0000000000 O0D0O0OO0OOOOOOOOOOOmobile
limit (reconnect|time)0 0 0000000000000 0OO0O0MOOO0ODODOOOODODOOOOO
oooo

O clear ppp <0-4> mobile data-usage

0000oogg  PPPOODOOOCOOOOOOO
Ooooogo  clear ppp <0-4> mobile data-usage
0000000 000o0oooooooooooood
Oooooooooo

Oschedule OO0 O ppp OOODODOOODO

Ointerface ppp 00O O OODO

Omobile limit data-usage OO DO OOOO0O
OINITOO0O0O0O00O0OD0O0O0O0O0O0O0O0OO00000ooo

O clear netevent counter track <1-255>
0000000 netevent0 00000000 DOOOO
ooooood clear netevent counter track <object_id:1-255>
ooooooo
O show netevent track <1-255> detail 00 00 00O History counter0 00000000

O clear route-map
goooogon route-map 0 O 0 O (packet/byte 0 0 000 O0)H)OOOOOOODO
gogooood clear route-map <NAME> counter

O clear class access-list

goooooo class access-list0 000 (packet/byte D 000 O0O0)0DOOODOODOO
Oo0oooon clear access-list <NAME> counter
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O clear rollback
goooood gooooooobooooonooon
ooooooao clear rollback

O cancel rollback

goooooo gooooooooooboooooooo

ogoooooad clear rollback

goooooo

ORollback OO OOODO configl OO OOODODOOOOODOODOOOOODOCcancel rollbackOODO O
OO00OO0OOrollbackDOODOOOOOODOOODOO

O0O00OD0O0O0O00OOrollback timer00O0O000O0OOOOcancel rollback 00O OO0ODO O rollback
timrd0o0oooon
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m terminal

o length

oooooog 000DO00oooopoooboooooo

gooooogo terminal length <0-512>

oo o oo terminal no length

0doooooo obhOd0OO0oO0oDOooOOoOoOODOOOoDoODOooOOoOoOoOoogn

o width

oooooog 000DO00oooopoooboooooo
goooooo terminal width <40-180>

oo o oo terminal no width (= terminal width 80)

m connect

o connect ppp

ooooooo PPPOODOODOOODOODOODODOOPPPODODODOODOODO
goooooo connect ppp <0-4>

o reconnect ppp
ooooooo PPPOODOODOOODOODOODODOOPPPODODODOODOODO
goooooo reconnect ppp <0-4>

o reconnect tunnel
goooood Tunnel OO OOO0OO0O0O0OO0OOOOOCTunnelOOOODOOOOOO
ooooooo reconnect tunnel <0-1023>

o connect 12tp
ooooooo  LetpOOOOO0DCOOOO
gooooogo connect 12tp

o connect 12tpv3
oooOooo0o L300 00000000
OO00oOgoogO  connect 12tpv3 ethernet <0-2> (JA.B.C.D)
connect 12tpv3 ethernet <0-2> vid <1-4094> (]JA.B.C.D)
OOoooog  A.B.C.DODORemote Router-1DO OO

o connect ipsec
gogoooog IPsecU 00000 0OOOOIPsecU 000D ODOOOOOOOObOOoOg
ooooooo connect ipsec <1-65535>

O disconnect

oooooog 000DO00oooopoooboooooo

gooooogo disconnect console (=console CLIDOOOOOODOOOD
disconnect vty <VTY line _number:0-10> (= SSH/TelnetO OO0 O OO OOOOODO
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O format
ooooooo 000000000000000000
ooooood  format (diskO]diskl)

O eject
ooooooo 0000000000000 00000
0000000  eject (diskO]diskl)

O inject
ooooooo 0000000000000000
0000000  eject (diskO]diskl)

0 ping
oo0ooooo ping0 000000
ooooooo ping ip (A.B.C.D | FQDN)
ping ipv6 (X:X::X:X | FQDN)
ooooooo 000000 OdpigOO0OO0O0OOOOOOOODOO0ODOODOOODOO

nxrg240#ping ooooboobonog
Protocol [ip]: Oip|ipv6

Target IP address: OA.B.C.D|XzXz:X:X]FQDN
Repeat count [5]: 0 1-2147483647

Datagram size [100]: (J 36-18024

Interval in seconds [1]: 0 0-10

Extended commands [n]: On(pingDO0D)y(OOOODOODOODOODOOO)
0 Source address or interface: O A.B.C.D|X:X::X:X] INTERFACE
0 Type of service [0x0]: [J 0x00-0xff

0 Set DF bit in IP header? [no]: [ no|yes

(0 Data pattern [OxABCD]: [0 0x0000-0OxffFff

O traceroute
googoogon traceroute 0 0O ODOO
goooooo traceroute (icmp|icmpv6) (A.B.C.D]FQDN)
traceroute (ip|ipv6) (A.B.C.D]JFQDN)
oo0ooooo 0000000 ¢traceroute0 0000000000 DO0ODOOOOODOOOOOO

nxrg240#traceroute ooooooooog
Protocol [ip]: Oiplipv6

Target IP address: OA.B.C.D|X:Xz:X:X]FQDN
Source address: OA.B.C.D|X:Xz:X:X
Numeric display [n]: Only

Timeout in seconds [2]: J 0-3600

Probe count [3]: 0 1-65535

Maximum time to live [30]: 0 1-255

Port Number [33434]: 0 1025-65535
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O ssh
00oopoo  ssHOooooooDooo
ooooooo
ssh (ip|ipv6e) (A.B.C.D|X:X::X:X]FQDN) user USERNAME [(source A.B.C.D|X:X::X:X)]
ssh (ip|ipv6) (A.B.C.D|X:X::X:X]|FQDN) user USERNAME version 1
[cipher (3des|blowfish]|des)] [(source A.B.C.D|X:X::X:X)]
ssh (ip|ipv6) (A.B.C.D|X:X::X:X]|FQDN) user USERNAME version 2
[cipher (3des-cbc|aesl128-cbc|aesl28-ctr|aesl92-cbc
|aes192-ctr|aes256-chc|aes256-ctr|arcfour|arcfourl28|arcfour256
|blowfish-cbc|cast128-chc)] [(source A.B.C.D|X:X::X:X)]
goooooof. OoOOoOoUoOopoooooOoooboooooo

O telnet
oooogoono TelnetDOOOODODO
ooooooo
telnet (A.B.C.D]X:X:X:X::X]FQDN) (]port PORT) user USER (]source A.B.C.D|X:X::X:X)
ooooooo gooopoooOoooooboooooooo

O logout
oodooooo  cuoopgdoooogooo
goooogoo logout

0 get system statistics cpu

ooooooo
dooooooooooocPiO0OO0O0DOoOooooon
JododooooooooooooooooooooooooooocPri0onoonoooonooooonog
doooooooooocPlO0booooooooooooooon

ooooooo get system statistics cpu (O]1]all]total) <interval:1-86400> <count:1-65535>

O O a0

o00oo0ooooooooo

0 nxrg240#get system statistics cpu 1 1 5

14:13:53 CPU# %CPU %user %nice  %system %idle %iowait
14:13:54 1 5.00 0.00 0.00 5.00 95.00 0.00
14:13:55 1 0.00 0.00 0.00 0.00 100.00 0.00
14:13:56 1 5.00 0.00 0.00 5.00 95.00 0.00
14:13:57 1 0.00 0.00 0.00 0.00 100.00 0.00
14:13:58 1 5.00 0.00 0.00 5.00 95.00 0.00
AVERAGE 1 3.00 0.00 0.00 3.00 97.00 0.00
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O reset
ooooooo 000000000 OwiFIDDOOOO0OO0O0oOoOoO0oo0ooooooo
ooooooo reset mobile <0-1>

reset wifi <0>

m debug/undebug

o [2tpv3

0000000 LD OD0DO00000000000

0000000  debug 12tpv3 (Jall]error|session|tunnel)

O No O  undebug 12tpv3 (Jall]error|session|tunne)J0 (= 0000000000 ODOOO0OD

o netevent

0000000 NeteventOOOOOOOOOOOOOO

ooooooo debug netevent (Jaction]all]error|track)

O No O  undebug netevent (Jactionjall]errorjtrack)J (= 0000000000 ODOOO0OD

© ppp
oooobooo pPPOOODOODOOODOOODOOO

0O0o0OoDoogd  debug ppp
O No g undebug ppp0 (= OO OODOODOOODOODOOOD

o timer
goooooo timer 0 timeout 0 OO0 OO0 conmand 0000 ODOOO
goooooo debug timer <1-5> <5-86400> interface ethernet <0-2> (shutdown|no shutdown)
debug timer <1-5> <5-86400> interface ppp <0-4> (connect|clear]|reconnect)
O No O  undebug timer <1-5>0 (=0000 ID0D00000CO000OO0OCOOOOD
ooooood
O interface ethernet <0-2> shutdown/no shutdown timer OO timeout O O O configuration mode O O O
O00DUSEROODOO0OD0ODOO000000DO0D000O000000000O000000O0d
cmd-timer: cmd-id 1 start
cmd-timer: cmd-id 1 error(VTY configuration is locked by other vty)
dodoooooooooooooooooooooooooon
cmd-timer: cmd-id 1 start
cmd-timer: cmd-id 1 finished
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ooooooo 00D00o00DbO0oO00oDOonoDooooonoo
goooooo show version
show version flash (]<1-2>)
O erase
goooooo Flash ROMO O OOOOOOOOOoOODODOOoOooOoOoooOoOooooon
oooooono erase firmware
erase flash odoodoodooooooad
erase flashl oooooooon
erase startup-config
ooooood erase flashO Oflashi0 000000000000 OOOOOOOO

O delete flash
gooooog
goooooo

goooboobobobobooboooboobobooonog
delete flash FILENAME

O delete bootup-config

gooooogo
gooooogo

bootup-configD OO O OO0 OO0 configDOOOOODOODOOO
delete bootup-config

O copy config startup-config

oooooao config O startup-configO O OO0 OOdO
OOooOooogd  copy config startup-config (Jall)
ooooooo

OallOOODOOOOODOconfigd O startup-configQ OO O OOOO
OallOOO0ODOO0Oconfig/sshd ZipsecO OO OOODO flashODOODOOODO (save configO OO OOd)O
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O sleep system

O0D0O0O0ODog  sleepd00O0D00ODOODO

goobooogo sleep system
sleep system timer <1-31536000>
sleep system schedule <NUM>

0o0oooog  timer00000000DOO36500031,536,000[sec]0O0OOO0OODO0O
000000000 resume00000O0OOresumed scheduleO OO OOO0DOODO
sleep/resume 000000 OO0Oglobal mded DO OOOOOODO

O show temper
oopooood 0o0oodooooooooooooogooon
ooooooo show temperature
ooooooo nxrg240#show temper
degrees: 41.5
status : normal

O show ip host

gogooogo iPOO0000oLOoOoooooobbooooonon

goobooogo show ip host

ogoboooo

gmwrdodo0o0oodoooooogDOoOoip host FQDN A.B.C.DO global mode0 OO OO O OO O
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O wol send name

goooooo WOLO Wake On LANOD OO OODODODOOOODODOOOOO
googowLDODOODOO wol named0 OO0 OOglobal mdeD OO OOOOODOONO

goooooo wol send name WORD

ooooooo WORDO O Owol name 0 OO0 0O Oglobal mdeD OO0 O OD0OOOOOOOONO

O wol send interface
oo0ooooo EthernetD O OO OO OO WOLOWake On LANODO OO OODOOOOOOODOOOO
0oooood  wol send interface INTERFACE HH:HH:HH:HH:HH:HH

ethernet (|<1-65535> <1-65535>) (]broadcast)

wol send interface INTERFACE HH:HH:HH:HH:HH:HH

ethernet type <1501-65535> (]<1-65535> <1-65535>) (|broadcast)
ooooooo
O INTERFACE O O O EthernetO VLANO Bridge 0 00 00D 00 O0OO0OOO
OHH:HH:HH:HH:HH:RHO O OO OO MACO OO DOOO0OOOoooO
O type O O O Ethernet typel default:0x0842(2144)0 0000000
Oo0dooooodooili0o0oooooooool10oooon
Obroadcast 0 000000 0OEthernet0 000000 MACOOODOOFF:FF:FF:FF:FF:FFOO OO

0o000oooooooooooovacODoonooooonooon

O wol send interface

ogoooood wPOOOOOOOOWLOWake On LANODOOODOODDOOOODOOODOODO

0000000  wol send ip (A.B.C.DJFQDN) H:H:H:H:H:H (]<1-65535> <1-65535>)

wol send ip (A.B.C.D|FQDN) H:H:H:H:H:H port <1-65535> (]<1-65535> <1-65535>)

ooooooo

000oo0oDo0oooooomwprP 00000 ogo DN OOOoDOooOooIwP ooooooooooiIr oo
000 directed broadcast 000 DOOOOOOO0O

OHH:HH:HH:HH:HH:HH OO OO0OOMAC DO OO0OOODOOO0Od

OPort OOOOOOOUP port OOOOOODOOOOODOODOOODIscarddOOO
goodooobbuoooilgooooogooo 10000

ooooooo

gogoiiroooodoooogoooooooooo
go0o0oo0oooooowLODOOooDooDboooooooARPOODODOOODOOOSsleepOd
O00O0O0O0OARP ODOOOoooooom

ogoooiIiP0d0d00oOOoooooobooooooo
goooooooooooooowLoooobooooboooboooooooooooooooo
00
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O show wlan
goooood doooooooooooooooooo
ooooooad show wlan ssid WORD

show wlan staion ssid WORD

show wlan staion wlan <0-1>

O search-wifi

ooooooo Oo00o0ooooooooooooooooog
OO00o0oO0oOdO0OOwlan OO0D0OOO0OO0OOOO0ODOOOOOOOOOOOO

goooooon search-wifi access-point

m clear wlan deauth
goooooo Deauthentication 000 O00O0O@MOODOOOOOOO)O

o ssid WORD
ooooooo SSID O O 0O Odeauthentication OO0 O0O@UOOCO0OOOODOO)O
Oo0oooon clear wlan deauth ssid WORD

o ssid WORD MAC

goooooon

goooossibodoodonOovMAC DO00DO0OD0OOdeauthentication DO D DOO@MOOOOO
oooo)o

OooooonO clear wlan deauth ssid WORD HH:HH:HH:HH:HH:HH

o wlan <0-1>
0000000 OO0D0O0OO00D0O000Odeauthentication OO0 OO0 OOODOOOOOO)O
0000000 clear wlan deauth wlan <0-1>

o wlan <0-1> MAC

goooooon

000000000000 000000O0NMAC O0ODOD0ODODOdeauthentication DO 0000 (O
ooooooooa)d

Ooo0o0oO00Ogd clear wlan deauth wlan <0-1> HH:HH:HH:HH:HH:HH
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O connect Ixc console

ooooooo

ooooogn
gbooobod

O restart Ixc
goooooo
ogooooog

O shutdown Ixc
goooooo
ogooooog

O show Ixc
goooooo
goooooo

0000 Wcooooooooooooo
Xcoooooooooooooooo

connect Ixc console <1-4>
OD00000ubuntuD 0000000 OubuntuOOO0OO0ODOOO
Ctri+b qOOXCODODOOD exitd OO OO

IXcoooooooao
restart Ixc

IXcooooooo
shutdown Ixc

Xcooooooooooo
show Ixc

O show session max

goooobgo
ooooogn

ooooooooooobooog
show session max

O show openflow interface bridge

goooobgo
ooooogn

openflow interface bridge0 0000000000 OOODOOOO
show openflow interface bridge <0-4095>

show openflow interface bridge <0-4095> flows

show openflow interface bridge XX flows (10]11]12]13)

show openflow interface bridge <0-4095> summary

O show cpu frequency

goooogn
goooobgo

cuoopoooooonogd
show cpu frequency
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m flash-initial-config
O flash-initial-configO O OO0 O 0OO0O0O0OO0OOOOOOOOOO
000000000 configD 000000 HODOODOODOOOO

O show flash-initial-config
doooood  flash-initial-configD OO O OO0
googoogn show flash-initial-config xml

O delete flash-initial-config
goooood  flash-initial-configD OO O OO0
googoogn delete flash-initial-config

O copy flash-initial-config

doooooo  flash-initial-config O copy(import)d O 0O O

googoogn copy WORD flash-initial-config

ooooooo

O Oflash-initial-configD 0100000000C configDOO0O0OOOOOOOOOOOOO
OOconfigd exportd 0 OO0 OO
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O show rollback

goooogn
gooooon
gooooon
gooooon

view(exec) mode

0000000000000 O0DO00DOoU0DUDUOOoDOooo
show rollback config (]<1-5>)
0000000ooooooooooooooooooooo
nxrg260#show rollback config

[Command list]:

interface ethernet 2
ip address 192.168.2.254/24
exit
wifi 1
no txpower
exit

O configure rollback

gooooog
gooooon
gooooon
gooooon

OO0O0o0OdODOconfigDOODOOOOOOOO

configure rollback (]<1-5>)
goboooobooOoOoboOoUoooobooUoobooOoooogoo
nxrg260#configure rollback 1

Proceed with rollback? [y/n]: vy

% Finished a rollback of config.

O copy WORD config

gooooog
gooooon
gooooog
gooooon

OO0O00O0O0OOcommand listOOOOOOODOOOODOO
copy WORD config (source A.B.C.D|X:X::X:X)
oOooooOooooooooooo

nxrg260#copy disk0:nxrg260.config config

Found any differences. apply? [y/n/(c)heck]: c
[Command list]:

interface ethernet 1

ip address 192.168.1.254/24
exit

interface ethernet 2

ip address 192.168.2.254/24
exit
interface wlan 0

exit

apply? [y/n]: y
succeed.
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O show web-authenticate timer
goooooo WebhOOOOOODOOOOUODOODOOUOOUOOOO
Oo00ooon show web-authenticate timer

O show web-authenticate cert
0000000 WwebhOODOOOOOOOOOODOOOODOOO
goooooo show web-authenticate cert (chain-certificate|certificate|private-key)

O clear web-authenticate timer
0000000 WebhOOOOOOOODDOODOOOOODO
OO00oOoOgnO  clear web-authenticate timer (A.B.C.D]all)

O show mape-rule

0000000 WMAPODOOOODODOO

OO00oOdogdno  show mape-rule WORD ip address
show mape-rule WORD port-set
show mape-rule WORD snat (]tcp|udp]icmp)
show mape-rule WORD status

O show interface veth
oooooono  vethOOODOOOOODOODODOOOOO
ooooooo show interface veth <0-15>

show interface veth <0-15> bridge

show interface veth <0-15> vid <1-4094>

O get ip route

ooooocoO0 QoQOoooOmwooooOoboOooobobooobooo

ooooogon get ip route A.B.C.D

ooooooOo oCOowgooOOoOoUOOOoOoOobOOOoUOOCobUO0ObDOOUOUObDboOODoOoOoo

O create rootfs

ooooooo rootfs OO OOOO

ooooooo create rootfs WORDO extract WORD1

ooooooo

Ocreate rootfs diskX:rootfs extract diskY:rootfs.xz O OdiskXO O rootfs 0O OO OOOOO
oooo

00000 rootfs O Ixc O mount OO OO Omount rootfsO OO OO Ixc container OO OO0 OO
oooo
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global mode

O OO0 command

nxrg240#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxrg240(config)#

m show

o show config

gooooogo running-config(C OO OO0OO0OOO0OO0OO)DO0OO0OOOO
goooooo show config (|xml)

o show startup-config

0oooood  startup-config(flashO O OO OO OO0OO0OOO0)IDODOOOO
goooooo show startup-config xml

doooood  startup-configO OO0 OXMLOOODOODOOOOOOO

O hostname

oooooog 0opoooobooooooog

goooooo hostname HOSTNAME

ooooood Jooo0o0oooooobOOoooOooOooDoooon
nxrg240(config)#hostname NXRO1
NXRO1(config)#

73



O 50 global mode

global mode

O fast-forwarding
goooood  fast forwardingD OO O OO0 .

goooooo fast-forwarding enable oogno

OO0 O OO0 no fast-forwarding enable O0O00O

a no O no fast-forwarding enable

gooooood

0000000000000 00D000O0Ofast-forwardingD OO0 000000
- Layer4 TCP/UDP/ESP
- Layer3 IPv4

- Layer2 Ethernet(VLAN/PPPoE ] 0 O O
000O0000DbO000O00O0bOo0O0obOO0D fast-forwardingD OO O0OOO
IPOO0O0OOCO0DOOCOO0ODOCOONROOOODOOOODOOO
Ethernet0 00 00O0OO0ODO /00000000000
IPvAO0DOOCO2000000000000000O000DOOOO0ODOOOOO
00000000000 000000000000O00000000D0O0O0O0OTCP SYNO FINDD

-000000DOCo00OoooOo0ooOooOUooooOUorFPOOOODOOSIPODOODODOOOO
O0DO000000 fast-forwardingD OO DO OODO

- IPOO00ODOCOOODCOOOODCOO

-0000000000000QsOO00bO0ObOOOfast-forwardingD OO ODOOO0O0OODOODOO
Ofast-forwarding 000000000 0DO16,384000

- fast-forwarding 0000000000000 ODOODOOOfast-forwarding OO0O0OO0OOOOO

oooooo

- fast-forwarding O L2TPv3 fast-forwarding D 0000000000 DOODOOOOOOOOOO

O0O00o0oO0oOo0oO0OoOo0oO0boOooOooOote,B¥4poo00ooboooooooo

- L2TPv3 fast-forwarding O 0O 0O O O Oglobal mode O 12tpv3 fast-forwarding OO O OOOO

ooooood
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global mode

m ip access-list
Access-List(ACL)O OO O OIPv4 packetd filteringD OO DO O0O0OOOOOOFilteringD 0000
OO0matchO OO matchO O actionD OO0 O0O0O0OCOOO
o matchO O
IPv4 source address/netmask
IPv4 destination address/netmask
Protocol (0 O O protocol DO O OO OO protocol D OO 0O)
Source port(TCP,UDPO O OODOODOO)
Destination port(TCP,UDPO OO OO ODOO)
TCP syn
icmp type/code 0 O (icmpO OO ODO)
source mac address
o matchO O QOO

permit 00000 packetd OO acceptd 0000
deny O000D0000 packetO OO dropd 0O O0ODO
goooooo

o 1ip/protocol

ip access-list ACL-NAME (permit]deny)
<source:>(any|A.B.C.D/M]A.B.C.D|FQDN) <destination:>(any|A.B.C.D/M]A.B.C.D]FQDN)
(]<protocol :0-255>|icmp|tcpjudp) (|mac HH:HH:HH:HH:HH:HH) [logO JWORDL]

ip access-list ACL-NAME (permit]deny)
<src:>(src-set SET-NAME) <dst:>(any|A.B.C.D/MJA.B.C.D) (|<protocol:0-255>]icmp]tcp|udp)

ip access-list ACL-NAME (permit]deny)
<src:>(any|A.B.C.D/M]A.B.C.D) <dst:>(dst-set SET-NAME) (]<protocol:0-255>]icmp]tcp|udp)

o icmp

ip access-list ACL-NAME (permit]deny)
<source:>(any|A.B.C.D/M]A.B.C.D]FQDN) <destination:>(any|A.B.C.D/M]A.B.C.D]FQDN)
icmp (Jtype code) (|mac HH:HH:HH:HH:HH:HH) [logO |WORDO]

ip access-list ACL-NAME (permit]deny)
<src:>(src-set SET-NAME) <dst:>(any]A.B.C.D/MJA.B.C.D) icmp (]Jtype code)

ip access-list ACL-NAME (permit]deny)
<src:>(any|A.B.C.D/M]JA.B.C.D) <dst:>(dst-set SET-NAME) icmp (]type code)
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global mode

ip access-list (O 0O)

tep/udp

access-list ACL-NAME (permit]deny)
<source:>(any|A.B.C.D/M]A.B.C.D|FQDN) <destination:>(any|A.B.C.D/M]A.B.C.D]FQDN)
(tcpludp) [(<sport:1-65535>]any|range <min:1-65535> <max:1-65535>)
(<dport:1-65535>]any|range <min:1-65535> <max:1-65535>)] (|mac HH:HH:HH:HH:HH:HH)
[TogO JWORDC]

access-list ACL-NAME (permit]deny)
<src:>(src-set SET-NAME) <dst:>(any|A.B.C.D/M]A.B.C.D]FQDN)
(tcpludp) [(<sport:1-65535>]any|range <min:1-65535> <max:1-65535>)
(<dport:1-65535>]any|range <min:1-65535> <max:1-65535>)]

access-list ACL-NAME (permit]deny)
<src:>(any|A.B.C.D/MJA.B.C.D|FQDN) <dst:>(dst-set SET-NAME)
(tcpludp) [(<sport:1-65535>]any|range <min:1-65535> <max:1-65535>)
(<dport:1-65535>]any|range <min:1-65535> <max:1-65535>)]

TCP option

access-list ACL-NAME (permit]deny)
<source:>(any|A.B.C.D/M]A.B.C.D|FQDN) <destination:>(any|A.B.C.D/M]A.B.C.D]FQDN)
tep [(<sport:1-65535>|any|range <min:1-65535> <max:1-65535>)
(<dport:1-65535>]any|range <min:1-65535> <max:1-65535>)] (|syn)
(Imac HH:HH:HH:HH:HH:HH) [logO |WORDO]

access-list ACL-NAME (permit]deny)
<src:>(src-set SET-NAME) <dst:>(any|A.B.C.D/M]A.B.C.D]FQDN)
tep [(<sport:1-65535>|any|range <min:1-65535> <max:1-65535>)
(<dport:1-65535>]any|range <min:1-65535> <max:1-65535>)] (]syn)

access-list ACL-NAME (permit]deny)
<src:>(any|A.B.C.D/M]JA.B.C.D|FQDN) <dst:>(dst-set SET-NAME)
tep [(<sport:1-65535>]any|range <min:1-65535> <max:1-65535>)
(<dport:1-65535>]|any|range <min:1-65535> <max:1-65535>)] (]syn)

negate
ip access-list ACL-NAME
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global mode

m ip access-list (O 0O)

ooooood

OIpvad IPv6e O ACLO DD table DO OO OOOOOACL-NAMECD OO DOOODOOO

00000 ACLOODOOOODOODOp access-group D O O O (interface/tunnel/ppp mode 0 O O )OO
ACcLOOO0OOOOoOooOoOoDoOooDo

Ologg00000000DOOCO0ODOOOOsyslogmode0 00000 0OO0OOOOOOODODOOOOOO
OO0O00O0O0oO0OO0OdsyslogO0OO0O0ODIDODO0O0ODOOOO IgOODOOOOOIOCO0OO0OO
OO0ACLODOCOO0DOOO00DOO0DOOO00DOOO0DOOO00DOOO0OOOo0OoOoOoooooon
ocooooooooboooooo

m ipset

ooooood

0000 IPO00O0OOsrc/dst0 0000000000 ACLODDOO0ODDOOOOODOOOOOOOO
00000ooooooogogolrsetd000onooOn
O00OoooOoIwroDoO0OmaskO00O /00 PO 0 0O0Cprefix0O00O0OO /00000000
ooooooo

000000000000 0DoO000o0o0o00o0oo00oDoooooo0ooDoDOooOoDn
O0100000ooglipva0 IPv6e0 000000 OO0O

O000000000Odip access-listOipv6 access-list0 00000000
OIPO00O0Osre/dst0D0000000OOOO0O

ooooooo ipset setname XXXX file ssh://a.b.c.d/ipset.txt
ipset setname XXXX file ftp://a.b.c.d/ipset.txt
ipset setname XXXX file http|https://a.b.c.d/ipset.txt
ipset setname XXXX file diskO:ipset.txt

goooooo ipset0 0000O0O0OOO
192.168.0.0/24
192.168.1.0/24
192.168.2.0/24
172.16.1.0/24
172.16.2.0/24
10.0.0.1/32
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m ipv6 access-list
Access-List(ACL)O O OO O IPv6 Packetd FilteringO OO OO0 OO OFiltering0 000 OO O match
O0OmatchO O action0D OO0 OO0O0OO0O0O
o matchO O
IPv6 source address/prefix length
IPv6 destination address/prefix length
Protocol(J OO protocol DO OO DOONO protocol DO O0O)
Source port(TCP,UDPO DO OO ODOO)
Destination port(TCP,UDPO OO OOOODO)
TCP syn
icmpv6 type/code 0 0 (icmpve O O O O0O)
o matchO O OO

permit 00000 packetO OO accept OO0 O
deny 00000000 packetO OO dropd 0000
ooooooo

o ip/protocol

ipv6 access-list ACL-NAME (permit]deny)
<source:>(any | XXz :X:X/M]X:X::X:X]FQDN) <destination:>(any|X:X::X:X/M]X:X::X:X]FQDN)
(l<protocol :0-255>]icmpv6 | tcpludp) (|mac HH:HH:HH:HH:HH:HH) [log (JWORD)]

ipv6 access-list ACL-NAME (permit]deny)
<src:>(src-set SET-NAME) <dst:>(any|X:X::X:X/M]X:X::X:X)
(l<protocol :0-255>] icmpv6 | tcp|udp)

ipv6 access-list ACL-NAME (permit]deny)
<src:>(any | X:X: Xz X/MX:X::X:X) <dst:>(dst-set SET-NAME)
(l<protocol :0-255>] icmpv6 | tcp|udp)

o icmpv6

ipv6 access-list ACL-NAME (permit]deny)
<src:>(any | XXz Xz X/MIX: Xz Xz X]FQDN) <dst:>(any | X:X: X X/M]X:X: :X:X]FQDN)
icmpv6 (Jtype code) (|mac HH:HH:HH:HH:HH:HH) [log (JWORD)]

ipv6 access-list ACL-NAME (permit]deny)
<src:>(src-set SET-NAME) <dst:>(any|X:X::X:X/M|X:X::X:X) icmp (]type code)

ipv6 access-list ACL-NAME (permit]deny)
<src:>(any | Xz Xz X X/MX:Xz:X:X) <dst:>(dst-set SET-NAME) icmp (]type code)
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global mode

m ipv6 access-list (0 0O)

o tcp/udp

ipv6 access-list ACL-NAME (permit]deny)
<sre:>(any [ Xz Xz i XaXMIX: Xz XX FQDN) <dst:>(any | X: Xz i X:X/M]X:X: - X: X FQDN)
(tcpludp) [(<sport:1-65535>]any|range <min:1-65535> <max:1-65535>)
(<dport:1-65535>]any|range <min:1-65535> <max:1-65535>)] (|mac HH:HH:HH:HH:HH:HH)

[log (JWORD)]

ipv6 access-list ACL-NAME (permit]deny)
<src:>(src-set SET-NAME) <dst:>(any|X:X::X:X/M]X:X::X:X)
(tcpludp) [(<sport:1-65535>]any|range <min:1-65535> <max:1-65535>)
(<dport:1-65535>]any|range <min:1-65535> <max:1-65535>)]

ipv6 access-list ACL-NAME (permit]|deny)
<srcz>(any | Xz Xz X X/MIX:Xz X X]FQDN) <dst:>(dst-set SET-NAME)
(tcpludp) [(<sport:1-65535>]any|range <min:1-65535> <max:1-65535>)
(<dport:1-65535>]any|range <min:1-65535> <max:1-65535>)]

o TCP option

ipv6 access-list ACL-NAME (permit]|deny)
<source:>(any | X:X: :X:X/M]X:Xz:X:X]FQDN) <destination:>(any|X:X: :X:X/M]X:Xz:X:X]FQDN)
tcp [(<sport:1-65535>]any|range <min:1-65535> <max:1-65535>)
(<dport:1-65535>]any|range <min:1-65535> <max:1-65535>)] (]syn)
(|mac HH:HH:HH:HH:HH:HH) [log (JWORD)]

ipv6 access-list ACL-NAME (permit]|deny)
<src:>(src-set SET-NAME) <dst:>(any|X:X::X:X/M]X:X::X:X)
tcp [(<sport:1-65535>]any|range <min:1-65535> <max:1-65535>)
(<dport:1-65535>]any|range <min:1-65535> <max:1-65535>)] (]syn)

ipv6 access-list ACL-NAME (permit]deny)
<sre:>(any | Xz Xz i XoX/MIX:X: - X:X|FQDN) <dst:>(dst-set SET-NAME)
tep [(<sport:1-65535>]any|range <min:1-65535> <max:1-65535>)
(<dport:1-65535>]any|range <min:1-65535> <max:1-65535>)] (]syn)

o negate
no ipv6 access-list ACL-NAME
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global mode

m ipv6 access-list (0 0O)

ooooooo

OIPv4a0 IPv6 O ACLO OO table DD O UOOOODOOACL-NAMEDO OO DD OOODO

00000 ACLOO0ODODOOD ipve access-group O O O O (interface/tunnel/ppp mode 0 0 )
OO0OACLOOOOO0OO0OOO0OOOOOOOOOOO

Olog0000000000D0D0O0D0OOOsyslogmoded 0000000000000 O0O0OOOOOO
O000000O0O0syslogOO0OO0O0O0OO0100000000 log0D0O0O0OOODOI00000000OO
ALOO0O0000000D00O0O0O0O0O0O0O0O0O0O0O0O0O0O0O0O0OO0O0OO0OO0DOo00ooooooooooo
ooooooooooo

O ip route access-list
ooooooo
route-map 0 matchO OO OO match ip address0 0 0000000000000 0ODOOOODOO0OOODO
BecPOOOOUOODOOOset0DOOOOODODOOOODOOUOOODOOOOOOBGPO distribute-list
o0oooooogooooooooooood
goooood ip route access-list ACL-NAME (permit]deny) A.B.C.D/M (]exact-match)
ip route access-list ACL-NAME (permit]deny) any
O no 0  no ip route access-list ACL-NAME (permit]deny) A.B.C.D/M (]exact-match)
no ip route access-list ACL-NAME (permit]deny) any
od od
Oexact-matchO OO O0OO0OO0OprefixDOMOOOOODOOOOODOexact-matchO OO DOO0O0O
OO0OprefixOOMOOWDO 32)DO000C0CO0O0DOOO
J0.0.0.0/0 exact-match O [0 default route(0.0.0.0/0)0 0000 00.0.0.0/0(exact-match0 O )0 O
any0O0QoQOOO

O ipv6 route access-list
ooooooo
route-map 0 matchO 0O 0O 0 O match ipv6 addressO0 0000000000000 DOOOOODODOOO0O
OOBPOODODOOOODODOsetdI0DDO00DOODOODODOODOOOOOOBGPO distribute-
listOOOO0OOOO0O00O0OO000oo0ooooo
goooooo ipvé route access-list ACL-NAME (permit]deny) X:X::X:X/M (]exact-match)
ipv6 route access-list ACL-NAME (permit]deny) any
O no O no ipvé route access-list ACL-NAME (permit]deny) X:X::X:X/M (]exact-match)
no ipv6 route access-list ACL-NAME (permit]deny) any
ood 0od
Oexact-matchO O OO0 0000 OprefixOOMODOODODOOOOOODOOexact-matchO OO 0000
OO00OprefixOOMOOWD 128) 00 0000000C0OO
0::/0 exact-match 0 O default route 0 000 O [k :/0(exact-matchO O )0 Danyd OO0 OO0
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m ip (snat|dnat)

ooooooo NTOOOOOODOOOO

ooooooo

o ip

ip (snat]dnat) NAT-NAME ip
<src:>(any]A.B.C.D/M]JA.B.C.D) <dst:>(any|A.B.C.D/M]A.B.C.D)
<to:A.B.C.D> (]to-end:E.F.G.H)

o TCP/IP

ip (snat]dnat) NAT-NAME (tcp|udp)
<src:>(any|A.B.C.D/MJA.B.C.D) (]<sport:1-65535>]any|range <min:1-65535> <max:1-65535>)
<dst:>(any|A.B.C.D/MJA.B.C.D) (]<dport:1-65535>]any|range <min:1-65535> <max:1-65535>)
<to:A.B.C.D> [(Jto-end:E.F.G.H) (]<port:1-65535>|range <min:1-65535> <max:1-65535>)]

o protocol
ip (snat]dnat) NAT-NAME <protocol:0-255>
<src:>(any|A.B.C.D/M]A.B.C.D) <dst:>(any]A.B.C.D/MJA.B.C.D) <to:A.B.C.D> (]Jto-end:E.F.G.H)
ooooooo protocol O O 0 udp/tep0 000000 portO0 00 O00O0OOO
(o000 0udp/tecp0 00 O0OOODOO)

o static
ip (snat]dnat) NAT-NAME ip
<src:>(any|A.B.C.D/M]JA.B.C.D) <dst:>(any|A.B.C.D/M]A.B.C.D) static <to:>A_B.C.D/M

o negate

no ip (snat]dnat) NAT-NAME

OOOO0OOoO0OO NATODOAT-NAMEDO OH)ODODOOOOO

no ip (snat]dnat) NAT-NAME NAT-RULE

Oo0oO0OoOoO0O NTOOOOOOOOOOOoOO
00000000000 ONATODODDOODODOODODOOOOO
no ip snat test ip 192.168.0.0/24 any 1.1.1.1

ooooooo
o snatd0O00O0: Private IPO 00D (192.168.0.0/24)0 Global 1P(1.1.1. 1) 00000000000
ip snat test ip 192.168.0.0/24 any 1.1.1.1

odnat000ODO: 1.1.1.1:800 0000000 192.168.1.1:8800 000000
ip dnat test tcp any any 1.1.1.1 80 192.168.1.1 880

o static snatd0 00O 0:
ip snat test ip 192.168.0.0/24 192.168.10.0/24 static 192.168.10.0/24
00000192.168.0.2450 0 192.168.10.2470 00000000 0OSNATO OO src IPO OO
(192.168.0.245 - 192.168.10.245)0 0 00 0
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m system (snat]dnat)
goooogod system snatld system dnat0 000000
oooooog

o system (snat]dnat)
system snat SNAT-NAME
system dnat DNAT-NAME

o negate
no system (snat]dnat)
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global mode

m ip web-auth access-list

goooooo

WebO O filterOODOOO0OOOODODOO hostd networkO interfaceD 00O OWebO OO OO OOOO
doooooooooad

ooooooo

o ip/protocol

ip web-auth access-list ACL-NAME (permit]deny)
<source:>(any|A.B.C.D/M]JA_.B.C.D|FQDN) <destination:>(any]A.B.C.D/M]A.B.C.D|FQDN)
(l<protocol :0-255>]icmp|tcpjudp) (|mac HH:HH:HH:HH:HH:HH)

o icmp

ip web-auth access-list ACL-NAME (permit]deny)
<source:>(any|A.B.C.D/M]JA.B.C.D|FQDN) <destination:>(any|A.B.C.D/M]A.B.C.D|FQDN)
icmp (Jtype code) (|mac HH:HH:HH:HH:HH:HH)

o tcp/udp

ip web-auth access-list ACL-NAME (permit]|deny)
<source:>(any|A.B.C.D/M]JA.B.C.D|FQDN) <destination:>(any]A.B.C.D/M]A.B.C.D|FQDN)
(tcpludp) [(<sport:1-65535>]any|range <min:1-65535> <max:1-65535>)
(<dport:1-65535>]any|range <min:1-65535> <max:1-65535>)] (|mac HH:HH:HH:HH:HH:HH)

o TCP option
ip web-auth access-list ACL-NAME (permit]|deny)
<source:>(any|A.B.C.D/M]JA_.B.C.D|FQDN) <destination:>(any]A.B.C.D/M]A.B.C.D|FQDN)
tep [(<sport:1-65535>|any|range <min:1-65535> <max:1-65535>)
(<dport:1-65535>]any|range <min:1-65535> <max:1-65535>)] (]syn) (|mac HH:HH:HH:HH:HH:HH)

o negate
no ip web-auth access-list ACL-NAME

ooooooo

o WebODOOODODO: 192.168.0.100 00000 WebhO 0D O0OOWODOODOODOODOOO
ip web-auth access-list FORWARD-IN permit any 192.168.0.10 tcp 80 any
ip web-auth access-list FORWARD-OUT permit 192.168.0.10 any tcp any 80

o OD0DUO0OODOUODD: DOOWhOODODDOODOOWNOOODOODOODDOOOODOD
interface ethernet 1
ip webauth-filter forward-in FORWARD-IN
ip webauth-filter forward-out FORWARD-OUT
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O pppoe-option sent-padt
OOoOoOoOooOo  PPPEO0OIODOOOOOOOOO
gooooog pppoe-option sent-padt
(all|prev-pppoe-session|unknown-ip-packet]unknown-lIcp-echo)
oo O oo pppoe-option sent-padt all
O no 0  no pppoe-option sent-padt
(] prev-pppoe-session|unknown-ip-packet|unknown-lcp-echo)

O pppoe-bridge

OOoO0oOoOooO  PPPoE bridgeO OO O OODO

gooooog pppoe-bridge ethernet <0-2> ethernet <0-2>
OO0 0O OO0 no pppoe-bridge

O no O no pppoe-bridge

O dhcp-server

OO00oOooo0Od DbHCPOODOOOOOOIWOOOOOOODODOOOO
goooooo dhcp-server bind HH:HH:HH:HH:HH:HH A.B.C.D

O no 0  no dhcp-server bind HH:HH:HH:HH:HH:HH

m ssh-server

o ssh-server enable

ooooooo SSHOOODOOO /00000000
goooooo ssh-server enable godo
oo o oOd no ssh-server enable

a no O no ssh-server enable O OO0

o ssh-server version
gooooog SSHOOOOOOOOooooooooo

Joooood  ssh-server version 1)2 > SSHvl or SSHv2
ssh-server version 1 2 : SSHvl and SSHv2

OO0 0O OO0  ssh-serverversion 1 2

g no g no ssh-server version (=ssh-server version 1 2)

od OO0 version 100000000C

o ssh-server ciphers
0oooooo ssHoooooooooooood
0O00Ogood  ssh-server ciphers (aesl28-chc|3des-cbhe]blowfish-cbc|castl128-chc|arcfourl2g|
arcfour256]arcfour|aesl192-chc|aes256-cbc|aes128-ctr|aesl92-ctr|aes256-ctr|)
O no 0  no ssh-server ciphers
od OO oogooooog
version 20 00O Oarcfour, arcfourl28, arcfour256 0 Odefault0D OO OO0
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m ssh-server(00O)
o ssh-server address-family
gooooog SSHOODOOOOOODOOoOooDOooooooddpva/Zipve)DO0ooonog

goooooo ssh-server address-family ip : IPv4 access only
ssh-server address-family ipv6 - IPv6 access only

oo O oo no ssh-server address-family

g no g no ssh-server address-family > any

o ssh-server port

0o0ooboo ssHOOooooDOoOoDOooDooOoooooooo2000000000000000
ooooooo ssh-server port (22]512-65535) (22]512-65535)

oo O oo ssh-server port 22

g no g no ssh-server port (=ssh-server port 22)

o ssh-server authentication

ooooooo SSHOOOOOOOODOOODOOODOOOplain-text password O RSA public-key O
oooooood

goooooo ssh-server authentication (password]|public-key)

O no O no ssh-server authentication (password]public-key)

oo oo Default O O Opassword 0 O ORSADC O (verl/ver2)D OO OO OO

o ssh-server public-key
goooogo admin0000000O0OSSHOOODOOOOODODOODOO@OS0000000)0
goooooo ssh-server public-key username admin <0-4>
ssh://<user@(A.B.C.D|X:X::X:X)>/FILENAME (]source A.B.C.D|X:X::X:X)
ssh-server public-key username admin <0-4>
Ttp://<A.B.C.D|X:X::X:X>/FILENAME (]source A.B.C.D|X:X::X:X)
ssh-server public-key username admin <0-4>
http|https://<A.B.C.D|X:X::X:X>/FILENAME (]source A_B.C.D|X:X::X:X)
ssh-server public-key username admin <0-4>
(diskO:FILENAME|disk1:FILENAME) (]source A.B.C.D|X:X::X:X)
O no O no ssh-server public-key username admin <0-4>
oo od
00oD00o0oooobooDoooooooo
gssHOOOODoOOoO0oO000oooooooooooooooooooooooooooooooog
0 ssh://user@A.B.C.D/FILENAMEC 0 0220000000 0 00O O =ssh://user@A.B.C.D:22/FILENAME[T]
- IPv4d  ssh://user@A.B.C.D:port/FILENAME
- IPv6  ssh://[user@X:X::X:X]:port/FILENAME
Ohttps://000000000O00O validationO OO Ohttps-://0 00 OvalidationD OO OO 0O
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o ssh-server vty authentication

gooobon
U

ooooooo
O no O
oo oo

RSAODO OO password 0O O O0O0O0D0O0O0O0O0D0O0O0O0MOO passwordd OOOOID

ooooooooooo

ssh-server vty authentication

no ssh-server vty authentication

RSA public-key O 0O O 0O O O O (ssh-server authentication public-key)d O O
0oo0oodoooooooooooooogo

O telnet-server enable

ooooood
ooooooo
oo o oOd
0 no 0

m http-server
o enable

ooooooo
ogoooood
oo o od
u no |

TelnetOOOOODO/0000000O

telnet-server enable (@ oo
telnet-server enable
no telnet-server enable (@ oo

HTTPOOOOOO /00000000

http-server enable (0 oo
http-server enable
no http-server enable (0 oo)

o ip access-Tilter

ooooood
ooooooon
oo oo
0 no 0

0oodoOwehOOooOoooooooooiIpvd ACLOODOOOODO
http-server ip access-filter IPv4-ACL-NAME

source IPOOOOOODOOOO

no http-server ip access-filter

o ipv6 access-Ffilter

ooooood
ooooooon
oo oo
0 no 0

0oodoOwehDOOooOoooooooooiIpve ACLOODDOOOODO
http-server ipv6 access-filter 1Pv6-ACL-NAME

source IPOOOOOODOOOO

no http-server ipv6 access-filter
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m http-server(00O)

o timeout

0000000 htpODOOODODOOOOOCOOOOOOOO
gooooOgO  http-server timeout <5-300>

OO0 0O 00O  http-server timeout 300

o max-clients

000o0od0d hpODOOODDOOODOOOODDOO
0oooogdo  http-server max-clients <5-200>

OO0 0O 00O  http-server max-clients 5

o keepalive

0000000 htpO0O0O000000O0OODOODOOOCOOOOOOOOO
goOO0oO0000  http-server keepalive enable

OO0 0O OO0  http-server keepalive enable

a no 0O  no http-server keepalive enable

o keepalive timeout

0000000 hpO0O00O0O000000O0O0O0OOODOOOOOCOOOOO
O0O0O0000  http-server keepalive timeout <5-60>

OO0 0O 00O  http-server keepalive timeout 15

o keepalive max-requests

0oo0o0oooo htpOOOO0ODO0OODOOOODOODODOODODOOOOOOOO
0000000  http-server keepalive max-requests <10-100>

oo o 0O0d http-server keepalive max-requests 100
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m session

o session udp timer

goooooo
goooodoo
oo O OO
0 no 0

PO O0O0O0OODOO0OO@YOODDOODOO
session udp timer <sec:1-8589934>

session udp timer 30

no session udp timer(=session udp timer 30)

o session udp-stream timer

goooooo
goooooo
oo O OO
0 no 0

UwPOOO0O0ODOOOOODODOOOO@OUODOODOO

session udp-stream timer <sec:1-8589934>

session udp-stream timer 180

no session udp-stream timer (=session udp-stream timer 180)

o session tcp timer

goooooo
goooodoo
oo O OO
0 no 0

TcPO00D0OCOOODO@YODDOOODO
session tcp timer <sec:1-8589934>

session tcp timer 3600

no session tcp timer (=session tcp timer 3600)

o session tcp time-wait

goooooo
goooodoo
oo O OO
0 no 0
ooooooo

TCPOOOOOOTIMEWAITOOOD(@M)DOODOODO
session tcp time-wait <1-85889934>

session tcp time-wait 120(sec)

no session tcp time-wait

OTIMEWAITOOOOOTCPOOODOODOOODOODOOOOODODOOOODODOOOOOD
OTIMEWAITOODDODODODOODOOOOOODODOOOOOOoOoboOobobDboobooobooboobo
goooobogoooooboobooobuooboobooboobooobobo
OTIMEWAITOODOOOOOODOOTIMEWAITO DO ODOOOoOoDoboobooboooboooboobo
gooooobgo

o session tcp fin-wait

goooooo
goooooo
oo O OO
0 no 0

TCPOODOOODOFIN-WAITOOODOODOODOO@)YODDODOOOO
session tcp fin-wait <1-8589934>

session tcp fin-wait 180

no session tcp fin-wait (=session tcp fin-wait 180)

o session tcp last-ack

goooooo
goooodoo
oo O OO
0 no 0

TCPODOOODO LAST-ACKDOODOOODOODOO@)YOoooooo
session tcp last-ack <1-85889934>

session tcp last-ack 160

no session tcp last-ack
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m session (O00O)
o session tcp close-wait

oooooao
ooooooo
oo 0O oo
0 no 0

TCPOOOOOOCLOSE-WAITO OO DOOOODO(@)YODooooo
session tcp close-wait <1-85889934>

session tcp close-wait 360 (=session tcp fin-wait 360)

no session tcp close-wait

o session tcp close

oooooao
ooooooo
oo 0O oo
0 no O

TCPOODOOOOCLOSEDDOOOODOOOO@)OODOoooDoO
session tcp close <1-85889934>

session tcp close 10

no session tcp close (=session tcp close 10)

o session tcp syn-sent

oooooao
ooooooo
oo 0O oo
0 no O

TCPOODODOOSN-SENTODODOODODO@YODODOODO
session tcp syn-sent <1-85889934>

session tcp syn-sent 120

no session tcp syn-sent (=session tcp syn-sent 120)

o session tcp syn-recv

oooooao
ooooooo
oo 0O oo
0 no O

TCPOOOOODOSYN-RECVOOOODOOOODO@YODODOOOOO
session tcp syn-recv <1-85889934>

session tcp syn-recv 60

no session tcp syn-recv (=session tcp syn-recv 60)

o session tcp window-check

goooooad
ooooooo
oo o od

0 no a

o session max
ogoooooo
ogoooooaa
oo o oo
0 no O

o session limit

goooooo

TCP window OO0 OO0 OODOOOODOOOOO
session tcp window-check

session tcp window-check

no session tcp window-check

oooooooooooooog
session max <4096-262144>

session max 131072

no session max (=session max 131072)

OIP address O O conntrack session0 00000000 0OO0ODODO USERO OO O conntrack session
dooooOoooooooooooboooooooon

OO0DOO0O0Oforwarding0 O0O0O0O packetD OO OOOODOO

goddDoOoOoOogdlIrP address0 sessiond 00000000

ooooooa
o0 0O oO0o
O no O

session limit <0-65536>
session limit 0 89
no session limit
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m session (O 0O)

o session tcplimit

O0o0O0O0oO0oO0 NROODOOOTCPOOODOOODOOOOODOOOODOOOOODOOODO

0ooooogd  session tep limit (<16-32768>])

oo O oo session tcp limit 640

O no 0 no session tcp limit O0=0000

ooooooo
ONXROOCOOOOOOOOOOOOOOOODOOODOOODOOODOOODOOO
OIPvd/IPv60 00 0000000000000 O0OOO0O0OO1600000000 IPv40 IPv6O
TCPOOODOODOODOOOOO 1600000000000 0OOO0
ooooooooO0oO0oO0oO0O000000000000000000000DOUDO0DmMOooOooooo
00o0000oo0o0o0oooooooooo

o session invalid-status-drop enable
0000000 NXRO packetD 0O OO0 Oconntrack0 0000000 O OOD Ostatusd NEW state
(UO0O0OO0)OJOODOOoOODoOOoOODOOoOOoOoOestablishOOOOOO
D000O00D packetOODOOO0OD0OODOOODOODO(ex. tep0D OO0 OO session
000000 RST+ack D packet0 D 00000 OO )dstated invalidd0 OO0 00O
0000000000 Invalid stated 00 O sessiond match O O packet O drop O
OOO0D0QODefaultOODOOOOO
ooooooo session invalid-status-drop enable
OO0 0O OO0  session invalid-status-drop enable
O no O no session invalid-status-drop enable
ooooooo
000oo00oopoO00ooo00oooOo00oDo0ooDOoO0o00ooo0OoD0ooooDooDoog
session invalid-status-drop-interface enable 0000000000 0OOppp OO DOODOODOOODO
oooooooooooo
nxrg240(config)#no session invalid-status-drop enable
nxrg240(config)#interface ppp 0
nxrg240(config-ppp)#session invalid-status-drop-interface enable

o session checksum

oooooog

O tcp/udp/icmp packet0 0O OO0 Ochecksum error0 00000000 ONATOOOODODOOOO
Joo0ooooooo

000000 Ochecksum error0 0000 00O ONAT(masquerade 0 0)0 OO0 O0ODO0O

goooooad session checksum enable

oo o oo no session checksum enable

O no O no session checksum enable

ooooogo DefaultD O OO ODOOOOOOver5.6.1000 versionD O OOO0OO0OO0OO0OO
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m password

o password

gooooon
goooooo
oo o oo
d no g
aad 0o

o gui password
goooobod
goooooad
gg 0O 0o
g no O
ud o o

m CLI

global mode

cLiDdooooooooooooooog

password (|hidden) PASSWORD

password admin

no password (= password admin)
O0ooooo1-9%50000000000D0D000d
OO00ooogoooooooogis#s=+_.;;040~e <000

aliDO000oooOoUoOooooooooog

gui password (|hidden) PASSWORD

gui password admin

no gui password (= gui password admin)
O0ooooo1-950000000000D0D000d
OO00ooooooooooogis#s=+_.;040~e <000

o console idle-timeout

ooooooo
ooooooo
oo o oo
0 no a

Console0 000 O0OOOOODOOOOOO

console idle-timeout <minutes:0-35791> (]<seconds:0-2147483>)
console idle-timeout 0 3600

no console idle-timeout (=console idle-timeout O 0)

o console terminal length

ooooooo
ooooooo
oo o oo
0 no a
goooooo

console0 00 0OO00OO0DOOOOODOOOOODOO

console terminal length <0-512>

console terminal length 24

no console terminal length (=console terminal length 24)
ogOooOOOO0OoOOoOOobDOOoOoOoDOOoOobODoOoOoO

o console terminal width

oooooao
goooooo
oo O oo
0 no 0

console 000 000D0OO0ODOODOOOOODOODOO
console terminal width <40-180>

console terminal width 80

no console terminal width (=console terminal width 80)
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global mode

m CLI (ODO)

o vty session-max

ooooooo viyydOOOOQOOOOOOOODOOOO
goooooo vty session-max <1-10>

00 0O OO0 vty session-max 4

o vty idle-timeout

ooooooo vty OQoooooooooooooo

0ooooogd vty idle-timeout <minutes:0-35791> (|<seconds:0-2147483>)
o0 O 00 vty idle-timeout 0 600

O no 0  no vty idle-timeout (=vty idle-timeout 0 0)

o vty terminal length

oo0ooooo  viyOOOOOOODOOOODOOOOO

0oooood vty terminal length <0-512>

oo 0O OO no vty terminal length

O no 0 no vty terminal length

0000000 DefaultOOOterminal D000 0O00OO0DOOOOODODO
od0OO0O0O00ODOOOUO0ObDOOOUODOOOOODODOOOn

o vty ip access-filter

ooooooo  vyOoIipvaOODOODODOOOCOODODOO
0ooooogd vty ip access-filter 1PV4-ACL-NAME

O no O no vty ip access-filter

o vty ipv6 access-filter

ooooooco  vtyOlIpveOOOOOOOOOOOOOODO
goooooo vty ipv6 access-filter IPV6-ACL-NAME

O no 0 no vty ipv6 access-filter
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m 12tp
gogooooo OCN IPv6e O OO ODOOODO0ODOOO0ODOOONROODDODODDOOOPPPPOOOODOO
LTPO0D0DODO0O0O0OWNSDODOOO0O0OODODODO0O0OOOoO

o udp source-port

ooooooo
Joo0oooooooooooooooooNROODOOOoooDooooO2TPOO00n0oooonooo
src port0 00O UDP/17010 00000 OLTR/PPPOC OO ODOOCOOOOOOOOOOOODOOOO
000000000000 LLTPO0O0OOOsrcport OOOO00O0OO0OOODOOOOdstOOOO
UDP/1701(00)0 OO OO

OJo0ooLTev30UDPO O OO OOOOOLTPVIO LZTPO OO OOO OO portD 00000 OOOOOO

goooood 12tp udp source-port <src_port:1024-65535>

ogo 0O 00 12tp udp source-port 40001

o hostname

ooooooo LPOOO0O0ODOOOODOOO

ooooood 12tp hostname L2TP-HOSTNAME

<00O0O0O0 > 0O0O0OOOhestnamed DO0OOOOOOOOODOOOOOO
O no O no 12tp hostname
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global mode

m L2TPv3
ooooooo
ONXROODOODO L2TPV3O OO OLAC-LACOODDODOD L2ZTPOODODDDOODDOO OO OEthernet0 00O
000000000000000 End-to-End00 L2000000000000O0OOORFC3931000
oooooo
OLAC-LACO DO 0DODOOLAC-INSOO OO NS-INSO OO0 O0DO0ooooo(20000onon
oooooo)o
O30 0000000000 0000000L2TPv3 over IP (D000 OOO 115)00 0 0 L2TPv3
over DPO OO DOOOOOO
OLTPO000000000D0OOOL2TPV30O L2ZTPO UDPOOOOOOODOOOODODOOOODODOO
00000000oO0oO0oO0ooooooooooooOOoOn
gL2tp(v2) 0000000 OOO0O
OLTPV3 OOIPV4 OO0 OO0O0O0O0OOOOOIPG DD0ODO0D0OODOODOOOOOOOOOOO
0000000000 RODODOODODOD0OOOEthernetd 000 (0)00O 802.1Q VLANDOODODO
OOOXconnect 000000000 DODOOOODODOOEthernet OO O VLAN OO0
O Ethernet 0 00 00O 0O OEthernet 11, IEEE 802.3 Raw, IEEE 802.3 with LLC, IEEE 802.3
with SNAP OO 0000
00000 Ethernet 00000000 O802.1Q in 802.1Q 00 ODODODODO 1522 0O O (FCS O
oo0)yooo
OCookie 00O O L2 Specific Sub layer O OO DOODOODO

o hostname

goooood 0000000000000 0O0DOLCCE(L2TP Control Connection Endpoint)d0 0 00O
oooooo

ooooood 12tpv3 hostname L2TPv3-HOSTNAME

0000000 OQOOO0O0Ohostnamed 000000 OOOODODOOOODOO

O no 0  no 12tpv3 hostname

o router-id

0000000 OQOOoODOoOompOooPODOO0O0O0ODOCO0OODODOCCEDDOODOIODOODOOn
ood

goooooo 12tpv3 router-id A.B.C.D

O no 0  no I12tpv3 router-id
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o mac-learning

ooooood

OLLTPv3 MACO OO D ODOOOOOO /000000000
-000000b00obDOooDovMACOD0D0DOO0DO0DbO00DO0ODO00DOD0DOD0DOOD0ODOODOOD
-0d0000000oooooo0oooooooovMAcO0D0DooooooDoooooooDo
goooooo 12tpv3 mac-learning (Jalways) (Junique)

oo o oOd 12tpv3 mac-learning enable

O no O no I2tpv3 mac-learning enable

ooooood

OalwaysO OO 00O OOL2TPv3 MAC AddressO 0O AlwaysO O OO0 O OO0 OO

-L2TPv3 MAC Advertise Frame O O 0 0O 0O O OO mac-advertise enable0 0000 O0O00OO0OO0ODOO0O
0000000000 O0D0OOL2TPv3 MAC Advertise Frame OO OO OO0 OXconnectO OO OO OO
0000100000000 o0ooo0oooooooooooovACO00DOooooooooogn
goooooovMacOOoDbOooDobDoooonoog

-Always 0000000000000 1000000000000000000DOOO0OO0OMACODO
gopooboooooo

-000@Iways) DO OOOO0OOOOOO
Ounique00000OO0OL2TPv3 MAC AddressCO O unique0 0 OO0 OO0 DOODO
-000000000000112tpv3 xconnect mode 0 00O OO0 OOOOOOOO
nxrg240(config-12tpv3-xconnect)#mac-learning unique enable
-0000000000000000000 Xconnect Local TableOFDBO OO MACOO O D ODOO
J00000oO000o00oD0DoD0o0o00O0DDO00D00D0O0MACODD OO OLocal Tableld FDB
Joo0doooDooooooooooooooooooooooooooooog

-0 0000 Xconnect 1 [J LoopDetect U 0 U 0 00O OO O LoopDetect I FrameDrop U O O O 0O OO
000D00DooOooOooovNACODODOOuwiqued 0000000 OOODOOOOO
-000@nique)D00O0O0O00O0ODOOODOO
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m L2TPv3 (O O)

o mac-aging

ooooooo O0oooooovACODOO0Ooooooooooooon
ooooooo 12tpv3 mac-aging <seconds:30-1000>

oo o od 12tpv3 mac-aging 300

O no O no I2tpv3 mac-aging (=12tpv3 mac-aging 300)

o loop-detect

ooooooo 0000000000 oooon

gooooog 12tpv3 loop-detect enable

oo o oo no 12tpv3 loop-detect enable

O no O no 12tpv3 loop-detect enable

ooooooo
gooooOo0oOoO0oOoO0oO0oO0O0oO0oO0O0OO0OO0O0O0OO00O0O000000000000000DUODODOOD 2
o00000ooO0o0o0oooooooooo

OXconnect 0 OO ODODOODO0ODODOOOODOOOOODONMACOODOODOFBOODODOOOOO
OLTPOOODOOODOOODOOODOOODOODOOMACOOODODOOOOONMACOOOODOODOOOOOo

o send-known-unicast

gooooog L2TPv3 0O known unicast 00 0000000 O0O

goooood 12tpv3 send-known-unicast enable

oo O OO0 no 12tpv3 send-known-unicast enable

O no 0  no I12tpv3 send-known-unicast enable

ooooooo

known unicast0 00 O000OMACOODOOOOODOCOuwicastOO0O0O00ODOOOOOOOOOOODOOO

0000000000000 uwicast00000000DODOO0OOO

OXconnectD OO OODOOOOOOOOUnicastDOOODOOOONMACOODODOO Local MACOOODODO
goooooo

o udp source-port

ooooooo L2TPv3 over UDPO OO OO src port0 0000000 O0OOOOO

goooooo 12tpv3 udp source-port <1024-65535>

oo o oo 12tpv3 udp source-port 1701

O no O no 12tpv3 udp source-port (=12tpv3 udp source-port 1701)

O00oooo0d  Srcport0000000O0O0ODOOL2TPv3 over UDPO OO OO OO tunnelOO OO
OO00oO0D0o0o0oTPv3 over IPOOOOOODOODOOOOODOODOOOOODOOO
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m L2TPv3 (O O)

o udp path-mtu-discovery

gooooogo

ogoooooo
oo O oo
0 no 0
goooooo

L2TPv3 over UDP O O O O OPath MTU DiscoveryD O OO0 /000000000
oooooooog

12tpv3 udp path-mtu-discovery enable

no I12tpv3 udp path-mtu-discovery enable

no 12tpv3 udp path-mtu-discovery enable

0000000000000 000 L2Tpv30 0000 DF(Don’ t Fragment)O O 0O O
10000000000 0ooobFO0oooooooonooooooooooonog
O0oo0ooooooooooooMii00ooooooomoooooooooon
oooopodbFODODoOOOOoODOoonOod

o path-mtu-discovery

gboooooo

ooooooo
oo 0O oOad
O no O

o snmp enable
gooooog

ooooooao
oo 0O oO0o
O no O

o snmp trap
ooooooo

ooooooo
o0 0O OO0
O no O

o tos
gooooogo

L2TPv3 over IPO O OO OPath MTU DiscoveryO DO OO /000000000
ooooooood

12tpv3 path-mtu-discovery enable

no 12tpv3 path-mtu-discovery enable

no I12tpv3 path-mtu-discovery enable

L2TPv30 0 S\WPO OO OOOODOOCOOODODOOOODOOOOODOOOOOL2TPV3O
oooMmBOOODOOOOODODOOO

12tpv3 snmp enable

no I12tpv3 snmp enable

no 12tpv3 snmp enable

L2TPVvZO SNMP trap0 00000000000 O0OOODODOOOL2TPv3O OO O Trap
ooooooooooo

12tpv3 snmp trap

no 12tpv3 snmp trap

no 12tpv3 snmp trap

OLTv3i 000000000000 000 LBOOD0OOOIIPOOO PO O0OOOIP/IPVE header
0 ToSO (IPv6 O O O Otraffic class)O USERO O OO O ToSO O 12tpv30 0 0 0O O IP header O 1Pv4
ToS field(L2TPv3 session packet)d 0 OO0 00O O OControl message 0 O0xd0O OO OO OO

ogoooooo
oo o oo
0 no 0
goooooo

12tpv3 tos enable
no I12tpv3 tos enable
no 12tpv3 tos enable

OToSOOODOODOOODOIN2tpv3 tunnel tosO OO DO OOOODOOControl messaged ToSO O OO O
goooooogo
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m L2TPv3 (O O)

o tunnel tos

00oooogno  L2Tpv3d ToSO OO O OO OO OControl messageD ToSO O OO ODODODOODOOOO
ooooooon 12tpv3 tunnel tos []<0-252>]

oo o oOOd 12tpv3 tunnel tos 208 (=12tpv3 tunnel tos)

O no O no 12tpv3 tunnel tos

ooooooo
OL2TPv3 ToS 0000000/ 000000000000000 ToS 00000000000000
L2TPv30 ToSO 0 O O 0000000000007 ToST
oo no 12tpv3 tos ood 0x0
000 2080 0xdOL]
0o 12tpv3 tos 0ooo 0-25207 0x0-0xFel]

o fast-forwarding

oooooao L2TPv3 0 O O fast-forwardingO O OO0 0O O O

oooooog 12tpv3 fast-forwarding enable

oo 0O oo no I12tpv3 fast-forwarding enable

O no O no I12tpv3 fast-forwarding enable

oooooog

Ofast-forvardingD OO0 00000000 /0000MACOODOODOOOOODOODOODOOOOOO
-MACODOODODODOOODODO/0000000D0000DO0O000Ofast-forwardingDdODO0OO0O0O
- 00000 fast-forwvardingOD OO OO OOOCOOOOIPVA/TCR/UDPOOOOOOOOOOO

J000Db0oo0DgoLRMPY3DD0000o0oDooooboo0oo0ono0d0ooooOonDodfast-
forwardingO OO OOOO0OODOODOQO fast-forwardingd OO0 O M

00000000 0Db00000oD0bO000D0DO00D00DO000DOdL2TPYd tunnelingd OO
L2TPv3 over IPsecO policy based 00 O O O fast-forwardingU O OO OO OO0

- L2TPv3 over IPsec (route base)l] O fast-forwardingO OO O 00O 0O

0000000oD0o0oooooooooog L2tev3d0d 0O O fast-forwardingD O 0O O

O L2TPv30 MACODODOODOODOODOOOD200000LAND O local tableOWANO O FDBO O O
- LT3 000000000000 000O00MACOOOODOFBOOOODOOOODONO fast-
forwardingOD OO OO OOO0DOOOO

- LT3 00 0000000000000 000OMACOODOO local tableDOOOOOOOOOO
0 fast-forwardingO OO OO OO0OOOOOO

- LTPVv3I0 00000000000 000000OMACOO0ODOOFBOOODOODOOO D WAN-WANO O
O00Ofast-forwardingD 0000000000000 O0DOOO0ODOODOOO0ODOODOOOODDO
oooooo
O 0doooDoooOdlocal tableD OO0 FBOOOMACOOODOOODOO fast-forwarding O O
OO0000O00O0D0OOMAC aging-timeO0 0 O0O0O0OO0OO0OOOOONocal tableOD OO0 FDBO
OO00OMMCOODODOODODOOODDOODO fast-forwarding0 OO0 0O0OD0O0O0O
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global mode

m L2TPv3

o fast-forwarding (0 O)

ooooooo

O fast-forwarding O L2TPv3 fast-forwardingD OO0 000000000000 OODOODOOOO
00000000oooooooooooo.,340d00oooooooogg

0 fast-forwardingd 0O O O 0O Oglobal moded fast-forwardingD 000000000 OO0OO

coooooo
000ooo00o0ooo0ooooooooooooooooo

000000 fast-forwardingOD OO0 00000 default0D 00O 0O O M
nxrl120(config)# fast-forwarding enable

OLTPv30MACOCOOOODOO0OO0OO0OO0OOdefaultO0OnoOM™
nxr120(config)# 12tpv3 mac-learning

O L2TPv3 [0 fast-forwardingO OO0 00000 default0O 00O 0O O M
nxr120(config)# 12tpv3 fast-forwarding enable

gcLigoooodoooo0ooo0o0opooooo0ooooOoooooOoooodshow configd O

0000oo00o0ooo0ooooo0oopooooooooooooooo

o 00000 fast-forwarding 0 0 0O 0 0 O L2TPv3 0 fast-forwardingO OO0 OO0 OO
nxr120(config)#12tpv3 fast-forwarding enable
% First configure "fast-forwarding enable™ on global mode.

o L2TPv3 0 fast-forwardingO OO OO OL2TPv30 MACO O OO OODOOODOOOOODODODO
nxr120(config)#no 12tpv3 mac-learning
% First deconfigure "l12tpv3 fast-forwarding enable™ on global mode.
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global mode

m L2TPv3
o fast-forwarding (0 0O)
ooooooo
e PtoP OO /00O
NXR_10 fast-forwardingD OO0 0000000000000 O0O0OOOOO0ODOOOOOOOOO
PCAOPCBOODOOOODOOOOODODOOOOOO
PC A ———-- NXR_1 L2TPv3 NXR_2 ----- PC_B
o PCAOOPCBOOOOpingODOOOOODO
OPCAOOARP REQUESTO O OO OOODODOOOODODOOO
ONXR_10O Olocal tabled PCAOMACOODODOOOODOOOO
OPCBOOPCAOOARP REPLYO OO O OODO
NXR IOOFDBOOPC BOMACOODOOOODODODOOO
PCAOMACOODOOODOIocal table0 OO OO0ODOODOOONOOfast-forwardingO OO O 00O
ooooooooooo
OPCAODOPCBOOICMP REQUESTO OO OO OO
PCBOMACODOODOOFBOOOODOOODOODOOOfast-forwardingD OO O0OOO0O0OOOO
ooooo
OPCBOOPCAOOICMP REPLYO OO O OODO
Fast-forwardingO OO OO OO0OO0O0O0O0ODOOOOOfast-forwardingd O 0O
OPCAODOPCBOOICMP REQUESTO OO OO OO
Fast-forwardingO OO OO OOO0OO0O0OODOOOOOfast-forwardingd 00O

e PtoMP OO OO
NXR_10 fast-forwardingO OO0 0000000000000 OODOODOOO0OOODOOODOODOOOO
PCAOPCBOPCCOOODDOOOOODOODOODDODOOO
PCC -——-- NXR_1 L2TPv3 NXR_2 ----- PC_A
L2TPv3 NXR_3 ----- PC_ B
o PCAOOPCBOOOOpingDOOOOODO
OPCAOOARP REQUESTO O DO OOODODOOOODODOOO
ONXR_IOONXR 2000 FDBOOPC AONMACOODODOODODOODO
OPCBOOPCAOOARP REPLYO OO OO OO
NXRIOONXR 30OO FDBOOPCBONMACOOODOODOOODOODO
PCAONACOOODOONXR 2000 FBOOODOODOOOOOOfast-forwardingD 00O
ooooooooooooooo
OPCAODOPCBOOICMP REQUESTO OO OO OO
PCBOMACODOUOODOONXR3ODOO FDBOOODOODOOODOODOOfast-forwardingd OO 0O
oooooooooooooog
OPCBODOPCAOOICMP REPLYD OO OO OO
Fast-forwardingO O OO O OO0OO0OO00OO0ODOOOOOfast-forwardingd 00O
OPCAODOPCBOOICMP REQUESTO OO OO OO
Fast-forwardingO O OO O OOO0O00OO0ODOOOO Ofast-forwardingd O 0O
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m IPv4

O arp

ooooooo COoooooAPOOOODOCOO

gooooogd  arp A.B.C.D HH:HH:HH:HH:HH:HH

O no O no arp A.B.C.D

ooooooo
OStatic RPOOOOOOOODOOODOGratuitous ARPO ARPOCOCOOODOOOOODOCOOOODOO
0l00HWOoOOOoODoOoo Iiv400000DOO000ODDOO000ODOOO1I00IPVM4DOD0ODOO0OO
OOowoDOoOOoOoOoDooooopoooooooo

O ip route
ooooooo IPMADDOOO0O0OOCOO0O0ODOOOO0ODOO
goooood ip route A.B.C.D/M (<gateway:E.F.G.H>]|INTERFACE|null) (tag <1-65535>)
(<distance:1-255>) (]netevent <trackid:1-255> (active]inactive))
OO0ODO0O INTERFACEODODODOOODOODOOO
ethernet <0-2> (Jvid <1-4094>) | ppp <0-4> | tunnel <0-255>
O no O no ip route (A.B.C.D/M GATEWAY|INTERFACE|null) (]<distance:1-255>)
ooooooo
O0000DoOoOoO0O0DOoOoOoOoDoOoOOoDOdistanceD000D0OO0O0OODOOOODOOODO
00000000000 00000000000D0D0O000D0D0O00000Oround robinOd0O0O
Ooooopooogooooo
02550 0000000000000
O000000DOCOO0O0O0DOOOO0 (ethernetd 802.1Q VIAN) OO OOOOOODOOOOODOO
0o0o0ooooo0oooO0ooOooo0doooo0o0ooodUooDOUooooDOoUooDooDoo
OCOMRPODOOCOOODOCOOWLANOOODODOProxy ARPODOOCOOODOCOOODO)YDOODOOO
OO000O000OPoint-to-POint0 0000000000 DO0OOODOOODOOOOODOOOOO
godoOopoooooooooooo
0000000000000 tagU0O0OO0O0OODOOOOvroute-map0 00000000000
RIP/OSPFO tagU 0 OO OO00ODOOOO0ODOOOODOODOOODOOOODOOO
oo null OO
Onull0O0000O0OO0OO0OCOO00OO0ODOOOOOODOOODOOOCOOwKOOOODOODOODODOOO
ooooo
OnullDO000CO000up/downJ 00000000 OOCO route0000O0O0ODOOOOOO
route0 000000000000 DOO000OODOO0OOOO0OODOO0ODOOOOODOOOOOO
goooooooOoooooOoooOoUOooooogooDoogooDoooooDooooDpood™™
000Do000ooDoO0o00ooOo0OooDoO00O0ooO00oooOOOooOOooDoOoOoooDooOoon
OCO0OO0Odrop00COCOO0O0ODOOO0OO0OODOOOODOOOOOnIOOOOOODOOOO
distance0 0000000 O00DODOOOODODOOO
Oip route/ipve route 0000000000000 O0OOO0O
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O ip icmp-errors-inbound

goooooo

goooooad
oo o oo
0 no 0
goooooad

00000000000 OICMP error message O OO ODOOICMP errord 00000
O packet 0 00O 0O O interface 0 primary address0 0000000

ip icmp-errors-inbound

no ip icmp-errors-inbound

no ip icmp-errors-inbound

ODefault OO 0ODOOOODOODOODODOrouting tableD O O00OO0DOOOOODOODOOOOODO
primary address0 0000000

OICMP error message] IPsec0 00000 0ODO0OO0ODOOOODO0OODOOpacketdOOODOOOO
oboooooobooooboooboooooooo

O ip arp-invalid-log

goooooo

goooooad
oo o oo
0 no 0
goooooad

Ethernet/VLAN interfaced OO 0O OO O OO interfaceO IPv4 network O O O IPv4
addressO arp request0 0 00 000Osyslog0 000000000 ODOOOOOOO
ip arp-invalid-log

no ip arp-invalid-log

no ip arp-invalid-log

Invalid arp00000000COCOO0OO logd syslogODOOOOOCOOOOO

0000D000000D0OO0Omessage 000000000 OODOODOOOISyslog message suppress [
O(syslog mode0 O0)OODOOOOOOOOOOOOOO

<< Invalid arp0 O log format >>
Jun 16 18:21:06 nxrg240 arp_detect: received invalid arp on ethernet0 from 10.10.1.143
(00:90:fe:12:48:8¢c) to 10.10.1.110

ethernet0 :

00 00O interface

10.10.1.143 : arp request] sender IP

00:90:fe:12:48:8c :

sender mac address

10.10.1.110 : Target IP address
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m IP martian-logO O

O Source/destination IPOOOOOOODOODOARP sender IP/target IPO Omartiand0 000000
IPVADODOOO/ARPOO0O0OOOOOOOOOOOOOODODOODO

Omartian0 000000000 OCO000O0ODOO00OO0ODOO0DOO0OO0O00Omartian000000D0OO0O
O0000oo0O0o0oooo0oOooo0ooooooooooooooo

O000Omartian0 00000000 Oip martian-log0 00000000000 DO0ODOOOOO
oooooo

-Target IPO0127.0.0.0/80 00 0000000000000 00O00O0O0OOO0OOOOOOOO
ARPODOOOOOOOOOOmartian-log0 0000000

-Source/destination0 0 [00.0.0.00 000000000000 O00DOOO0OODOOOOOOOOO
goooooooo

OMartianO OO QCOOODOO
o martian source

SourceJO0OO0OOODOARP sender IPOOCO0O0DOOCO0ODOOCOODOOOODOOOOOOOOO
martian-log0 0 00000000000 OMACOODODOODOOOOOMACOOODOOOODODO
ood
ooDoooooooooog
oo0Oooo0ooOoglzr.0.0.100 0.0.0.0000000DOO0OOO
OARPOODODDOOOODOOOODODO IPOsender IPOODOOOODO
OOOOO0IIPOO0OD0ODOOsource IPOOOOOOIPOOODOOOOOOOOOOOOO
OO0 Oip nat-loopback 0 O 0O 0O OO OO source/destination IPOO000O0OO0OOOOODOOO
OOOOmartian-log0 000000000 OOOCOOO

o martian destination
O000 IPOD0DOO0O destination IPOO0O0O0ODOOO127.0.0.100 0.0.0.00 000000
oooo

O ip martian-log
ooooooo IP martian-log0 000 00O000O0O

ooooood ip martian-log oood
oo 0o goo no ip martian-log goon
O no 0  no ip martian-log
goooooo

gooobooobooboboooboooboobooooboooOopbestdetcOoonbDOoOoO
goooboooboobobboobobobooboobobooobooboobobooobOoobon
gsgdoopbobooooobooogoboicoboboobobooooboooom
gobooooboobooboboooOobOoO0OoODsupress message 00000000 0OO0O
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O ip reassemble-output

ooooooo

goooooooodMiooooeMTUCODOOODOOOOON forwardingDOOOOOOODOOO
0000000 oooo0o0oooDood0ooooCoooDoooooooDooOooooDoon
OO0O0oOoOoONRROOOOOOOOO0ODOOOOU0ODOOOUOODOOODOOOOODOODOOO
- fragmented packet(U O OO0 O0OD0)OMUODOOOOOODOOOOOODOODOOOOOOOMTUO
ooooopoocoooooooooo
- fragmented packet(CO OO OOO)OMUOOOODOOODOODOOD fragmented packetD OO O
coooooo
-000000oooo0oMU00DO000ooOD00oooD0oooODO0ooooDoo

goooood ip reassemble-output

oo O OO ip reassemble-output

O no 0 no ip reassemble-output

ooooooo

gooo0opoodoOoooU0U0obDOo™CooooO0ooooUUbOOooOUoDooUOoDooOoooDo
00000000ooo00ooo00oo0o0DooooooooOooDoooO IPOODODOOOOD
gooooo0ooooOoOoOooOoOUooOooUOOoOoooUOUoOoOoOOoUoODoogOoDbDooOooDo
0000000000000 00ooD0ooO000o0o0000ooO000DoOOoONXROODO
oooooooooooOoooocOoOwooOoOoOOobOOoOoUOboOogOoDooooo
- fragmented packet(CO O OOOO)ONMUDOODOOODOOODOOD fragmented packet D MTUO O
oooooooooooooogo
- fragmented packet(QCO OO OOO)ONMUOOOOODOOODOODO fragmented packetd O OO
coooooo
- 00000000000 MIUODDO000D0DO00DOO0 fragmented packet0 000000000
cooooo

ODefaultO Oglobal DO O OO interface0 00000000 OGIobal 0 OO interfaced OO AND
od0oOOo0oDOoCOoUOOoDooOoOoooOooboooooogOgrr forwardingO ODOOOOODOOO
ooooo

goodooooU0oOoOoooO0UoboOooOU03x200000O0oDoox’3ooooooooooooDo
0000000000 0000000D0O00Oip reassemble-output 000000000 DOOOO
oood

ooooooo

Oglobal mode O O no ip reassemble-outputD O 0O O 0O O ipsec tunnel interface 0 O no ip frag-
ment-reassembly0 0 0000 O0OOOOno ip fragment-reassemblyD0 00000000
00000 no ip fragment-reassemblyd0 000000 tunnle interface0 0000000000
reassemble 000000000 Oconntrack 0000000000 DOOODOODOODOOODOconntrack
OO0OO0OCOOOONATOO /SPIl/session0 000000000 DOODOCOO0ODOCOOOOOODOOO
000 packet coloringD 0O OOO0OOOODOOO

(M no ip reassemble-output0 000000 OO0OO0OO tunnel interface 0 Ono ip fragment-
reassemblyd O O ip fragment-reassemblyD 0000000000 OODOO
(no ip fragment-reassembly 00000000000 OWarningO OO OOO0OD

Oip fragment-reassembly 000 000000000000 O0OOODO0OO ip reassemble-output O
goooooooooooooo
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m ip local pool

o address

ooooooo IPOCOO0O00DOOOOODOOOO

oooooog ip local pool WORD address A.B.C.D (]JA.B.C.D)
O no O no ip local pool WORD

o exclude-address

ooooooo IPO0O0O0O0ODOODODOODODOOOIPOOOOOOOOIPO000O0OOOOOOOOOD
ooboOoooo ip local pool WORD exclude-address A.B.C.D (]A.B.C.D)

g no g
Oexclude-addressO 0 00O no ip local pool WORD exclude-address
ooooooooo no ip local pool WORD exclude-address A.B.C.D (]A.B.C.D)
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m [Pv6

O ipvé forwarding

goooooo

goooooo
oo 0O oo
0 no a
oooooio

ooooo 20

O ipv6 neighbor

opoOooooao
ooOooooa
O no O

O ipvé route

goooooo
oooogooo

OO0 null OO

IPv6OO0O00OD0OCOO0OO0OO0OOCOO0ODOOOOIWPeOOO0OOOOO0Oo/OOODODOOODO
Oo0ooooooooo

ipv6 forwarding

no ipv6 forwarding

no ipv6 forwarding

IPv6 forwardingU OO OOOOOO

O Neighbor Advertisement IsRouter flagO OO OO OO0

ORouter SolicitationO0 0 O0OOOOO
ORedirects0 00O 0O00O00OO0OOOOMO

IPv6 forwardingU OO OOOOOO

ONeighbor Advertisement IsRouter flagO OO OO OO0 OO
000000 ORouter SolicitationO OO DOO0O0O
ORedirects0000O0OO0ODOredirects00000O0O00DOOOOOO

ipve0 0000000000000 0000
ipv6 neighbor X:X::X:X HH:HH:HH:HH:HH:HH ethernet <0-2> (]Jvid <1-4094>)
no ipvé neighbor X:X::X:X ethernet <0-2> (Jvid <1-4094>)

ipv60 00 0000000000000

ipv6 route X:X::/M GATEWAY (]<distance:1-255>)

ipv6 route X:X::/M INTERFACE (]<distance:1-255>)

ipv6 route X:X::/M GATEWAY INTERFACE (]<distance:1-255>)
no ipv6 route X:X::/M GATEWAY (]<distance:1-255>)

no ipv6 route X:X::/M INTERFACE (]<distance:1-255>)

no ipv6 route X:X::/M GATEWAY INTERFACE (|<distance:1-255>)

CnullO0OOCO00OODOODOCOOODOOOOODOOOOOOOOIPODOOOODOOOODOOO

goooo

OnullO00000000Oup/down0 0000000 OO0 route00000O0ODOOOOO
routeJ00000000000DOOO0DOOOO0ODODOO0ODODOO0OOODOOODOOOOODO
go0OooO0oOoOoOoOoOoOOOOOOUOOOOOOOOOOOOOOOOOOOOoOoOoOoOOooOon

0000000000000 ooooooogooooooooooooooon
OO0O00Odrop0 00O O0OD0ODODOODODOODODODODODODODOOOIDDODOOOOOOOOO
distanceJ 000 O00DOO0OO0O0ODODOOOODOO

Oip route/ipv route 0 000000000000 ODOO0O0O
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O ipv6 bridge
goobooogo

ooooooo
O no O
ooooooao

doooooooooooiIskdoooooooooooooooiwprvednoonon
00o00o0ob0oopbooooO0ob0ooooooooooDobDooDoooooooDOoo
ooooood

ipv6 bridge ethernet <0-2> ethernet <0-2>

no ipvé bridge

IPve OO 00000000 OONROD IP6OOOOONRODOOOOOOO
non-unicast] NXRO O OO IPv6eO0 OO OO0OODOODOOOO (non-unicast OO0
OONXROODODOOOOODOODOODODOO)O
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m track
ooooooo
ONetevent O track object 00D OOOOOOONeteventD OO0 O0OO0O0OOODODO E Neteventd OO
ooooooooogo
ooooooo
o delay/retry
gO0O0O0OCventup0 O0O000O0OD0)IDOD0OuwOOactionODOOOODOOOdelayODOOOOOO
O00000OPDRelay timer0 00000000 0O0Otrackd down state0 000000 O0O0OO ip
reachability checkDO DO O OO OOO
ODelay timerd OO0 O event down O (retry00)0 00000 Odelay timerd cancel DO DO OO
ODelay timerd timeoutd OO Oevent upU actionD 00000000000 ODOdelay timerd
0000000 ip reachability fail count0 0000000 Oaction0D 00000
reachability check DO DO OO0OOO
o initial-timeout
0 OSPF/BGP4 [0 neighbor 0 OO0 0O O interface link 0000000000 track OO0 nit0d0oOd
OO0 trackDOODOOOODOODOOOODODOOODOO
Oneighbor0 00 @ OODO interface link up)DOO0OO0OO0O0O0O track up0OD0OD0OOODO
Oneighbor0 00000000 @MOODO interface link down)J 000000 OO track down
J000O0000ODOobOoOooOdinitial timeoutD timeout D O O OOSPF/BGP4 0 O /interface
0000o0d0OoCUdO0OdownOOODOOOODOOOOOOOOtrack downD O OO0 0O Odown
actionODOOOOODO
O Initial timeoutO OdefaultOOOOOODOO OO defaultO initial timeoutd O 180sec
OO0O000initial timeout0 0010 O 3600sec0 000000000 DODOOODODO

o interface linkODODOO
ooooooo
track <trackid:1-255> interface INTERFACE
track <trackid:1-255> interface INTERFACE initial-timeout (]<10-3600>)
track <trackid:1-255> interface INTERFACE delay <10-3600>
track <trackid:1-255> interface INTERFACE initial-timeout <10-3600> delay <10-3600>
ooooooo
O INTERFACE O [(ppp<0-4>| tunnel<0-255>|ethernet<0-2>)0 0 00000 O

<ggogoog »
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m track (OO)
o ping/ping6 0 00O reachabilityd O OO0
ooooood
track <trackid:1-255> (ip|ipv6) reachability (A.B.C.D]JFQDN) (]source A.B.C.D|interface IFNAME)
(J<interval:10-32767> <retry:0-255>) (|delay <delay:10-3600>)
oooooog
O ip/ipv6 reachabilityd OO OO O icmp/icmpve echo-request/reply packetD OO O OO0
Olnterval O Oping0D 00000000 pingDO0O0OOO0OO0DOOOOreplyd0d0D0O0O0OOO
O0pingD 00000 ODODOOODOODOOO
Olnterval D00 retry0000OUSEROODOOODOODOODOOO
OPing O timeout D O 10secO OO
Oip reachability0 0O 000 interface0 00 0000O0OO0DOOO

o IKE SADODOOO
goooooo track <trackid:1-255> ipsec isakmp <IKE-POLICY:1-65535>
track <trackid:1-255> ipsec isakmp <IKE-POLICY:1-65535> delay <10-3600>

o OSPF neighbor 0 O
ooooood

track <trackid:1-255> ospf neighbor <PEER RID:A.B.C.D>

track <trackid:1-255> ospf neighbor PEER_RID delay <10-3600>

track <trackid:1-255> ospf neighbor PEER RID initial-timeout (]<10-3600>)

track <trackid:1-255> ospf neighbor PEER_RID initial-timeout <10-3600> delay <10-3600>
ooooooo 0000 router-idO 0 neighborD 000000 state0 OO0 O0OO0OOOO0O

o BGP peerd O
ooooood
track <trackid:1-255> bgp neighbor <PEER IP:A.B.C.D>
track <trackid:1-255> bgp neighbor PEER_IP delay <10-3600>
track <trackid:1-255> bgp neighbor PEER_IP initial-timeout (]<10-3600>)
track <trackid:1-255> bgp neighbor PEER_IP initial-timeout <10-3600> delay <10-3600>
track <trackid:1-255> bgp neighbor <PEER IPVv6:X:X::X:X>
track <trackid:1-255> bgp neighbor PEER_IPv6 delay <10-3600>
track <trackid:1-255> bgp neighbor PEER_IPv6 initial-timeout (]<10-3600>)
track <trackid:1-255> bgp neighbor PEER_IPv6 initial-timeout <10-3600> delay <10-3600>
ooooooo 0000 peer ipO0neighbor0 000000 stated 0O O0O0OOOOONO

o VRRPOOOODO
goooooo track <trackid:1-255> vrrp ip <vrrpid:1-255> interface ethernet <0-2>
O no O  no track <trackid:1-255>
ooooooo
Oethernet0 000000
Omaster O O backup/initd 0 000000 backup/initd0 O master 00O O0OOOO0OOO
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m track (O0O)
o ip/ipv6 neighbord O
ooooood
track <1-255> ip neighbor (A.B.C.D|FQDN) interface IFNAME
track <1-255> ip neighbor (A.B.C.DJFQDN) interface IFNAME
<10-32767> <0-255> (delay <10-3600>])
track <1-255> ip neighbor (A.B.C.D|FQDN) interface IFNAME delay <delay:10-3600>
track <1-255> ipv6 neighbor (X:X::X:X]FQDN) interface IFNAME
track <1-255> ipv6 neighbor (X:X::X:X]JFQDN) interface IFNAME
<10-32767> <0-255> (delay <10-3600>])
track <1-255> ipv6 neighbor (X:X::X:X]JFQDN) interface IFNAME delay <delay:10-3600>
ooooood
J00000retry00D00D0O0ODO0OO0ODOODOODOOODODOOODOODOO

O ipsec nat-traversal

gogooood
OODOO0ODOONAT-Traversal DD OO0 O0OD0O00OODOONATODODODODOOOOOODOODOODOOO
goddlipsecidgononboooooonon
OIKEvVIOOONAT-Traversal D0 000 /000000000000 O0OCOOIKev200000000
gogogobobooboooobobbogoo

ONAT-Traversal OO IPVAO OO OOOOODO0O

goooooo ipsec nat-traversal enable (NAT-Traversal 0 O0)
g no g no ipsec nat-traversal enable (NAT-Traversal O O0)
oo o oo no ipsec nat-traversal enable

ooooood

O Transport O O O O NAT-Traversal O 0O
NATOODO Transport 000000000000 OOOODOOO0ODOOODOOOOOOOOODOOO
ooooopobooooo

ooooood
NATOOO Transport 0 00 0000000000000 0O0OODOOOOOOONATODOODODODO
doooooooooooood

gTcP/lDPO 00 O0O0O
TCh/UDPO D ODDOODOOODOODOOODODDODOOOIIPODOODOOODODOOOOODOOO
O00ESPODOOODODOODOODOOOODOONATOOODOODOOODOODOODOOODOODOOD
00o00dooooo0oooooooooooooooooooooooooooooooooooo
J0o00o0obo0oo0oboooDoooooboo0ooO0obO00o0bO0oboo0oOO0oDbOO0b0ODOO0DOoDO
00o0doooooooDdooooooooooooooooooooDoooooooooooo
O00Transport 0000 NAT-Traversal D 000000000 EBSPODOOODOODOODOODO
ooooooooo
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O ipsec path-mtu-discovery

oooooao
ooooooo
0 no 0
oo O oOo
goooooo

PMTUDO OO OOOOO

ipsec path-mtu-discovery enable

no ipsec path-mtu-discovery enable
ipsec path-mtu-discovery enable

OlIPsecd 000 PMTU discovery0 0O OO0 OOODFbitD 1000 tunnel MTUOODOOOODOO
000000 tunneling0 000000000 ODOOouterd ip headerd DF bitO OO 00000

gogono

OlIPsecO OO0 PMTU discovery0 OO OO OOODFbItO 1000 tunnel MTUOODOOODOOOOO

fragment needed D 000000 O OpacketD drop0 000000 0OODOouter O

IP header O

DFbit 0 O O tunneling packet 00O OO0 OO0OO

O ipsec xauth
oooooono
oooooon
0 no 0
oo 0o O

IPsec XauthOO OO OOOODOOOODOOODOOO

ipsec xauth username USERID password (]hidden) PASSWORD

no ipsec xauth username USERID
oooOoOooopi1-900000000000000
OO000ooOoooooooogs#sE=+_..;04~"<>000

O ipsec x509 enable

oooooao
ooooooo
0 no 0
oo O oo
oo oo

X.509000000000000000000
ipsec x509 enable

no ipsec x509 enable

no ipsec x509 enable

IPsecO main0 00 0000000000000

O ipsec x509 validity-period-check

gooooog
ooooooad
0 no 0
oo O oOad
oad oad

X500 00 000000000000 000DOO
ipsec x509 validity-period-check

no ipsec x509 validity-period-check

ipsec x509 validity-period-check

goobooooboobgoobobooboobooboboobooboobobooboobo

oogd

ooboooooboooboobooooobobooooobobooOoecRLObOObDOobObOOoDOoDbOoOO

oogd

111



O 50 global mode

global mode

O ipsec x509 ca-certificate
OOoOoopooo X500 cAC00dooogooooogo
ooooooo
ipsec x509 ca-certificate NAME ssh://<user@(A.B.C.D|X:X::X:X)>/FILENAME
(lsource A.B.C.D|X:X::X:X)
ipsec x509 ca-certificate NAME ftp://<A_B.C.D|X:X::X:X>/FILENAME
(Isource A.B.C.D|X:X::X:X)
ipsec x509 ca-certificate NAME http|https://<A.B.C.D|X:X::X:X>/FILENAME
(lsource A.B.C.D|X:X::X:X)
O no O no ipsec x509 ca-certificate NAME
00 00
gooooooOooooOooobooooood
gssHOOoOOoOOooooOoooOoooooOoooooooooopooooooooooooooooo
O ssh://user@A.B.C.D/FILENAMEC 0 022000000000 O O =ssh://user@A.B.C.D:22/FILENAVET]
- IPv4  ssh://user@A.B.C.D:port/FILENAME
- IPv6  ssh://[user@®X:X::X:X]:port/FILENAME
Ohttps://0000000000O validationd OO Ohttps-://0 00 OvalidationD OO0 OO 0O
ODER(*.der, *.cer)U OO PEMC-.pem)0 00 0O00DOOCOO0OOOCOODOODOOODOOOODOOO
000000000ooO000oDo0o0ooDdooogbDESO00DOO00O0ooO0oooDOoUooD
oooooo

O ipsec x509 certificate
OO0oOoooo  x.s5000000000000000000
ooooooo
ipsec x509 certificate NAME ssh://<user@(A.B.C.D|X:X::X:X)>/FILENAME
(Jsource A.B.C.D|X:X::X:X)
ipsec x509 certificate NAME ftp://<A.B.C.D|X:X::X:X>/FILENAME
(Jsource A.B.C.D|X:X::X:X)
ipsec x509 certificate NAME http|https://<A.B.C.D|X:X::X:X>/FILENAME
(Jsource A.B.C.D|X:X::X:X)
O no O no ipsec x509 certificate
od o0
g0ooooooooooooooooooo
gssHOOoOOoOoOoooOoOoOooOoUoOooOooOUOoooUOOoOoOooU0UobooooooboUooooOoogo
O ssh://user@A.B.C.D/FILENAMECD 0 022000000000 O O =ssh://user@A.B.C.D:22/FILENAMELT]
- IPv4  ssh://user@A.B.C.D:port/FILENAME
- IPv6  ssh://[user@X:X::X:X]:port/FILENAME
Ohttps://00000000000O validationO OO Ohttps-://00 0 0validation0O0OO0O0O
ODER(*.der, *.cer)J OO PEMC-.pem)0 0000000000 DODOO0OOODOOODOOOOODODOO
o00ooOOo0oO00ooOOoOo00oDoOoUOOooUOboOoogbESUd0O0ODOOOOOOOObOODOOUODOD
oooooo
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O ipsec x509 private-key
OOoOoOooog  X.5090 private keyO OO OO QOQO
ooooooo
ipsec x509 private-key NAME key ssh://<user@(A.B.C.D|X:X::X:X)>/FILENAME
(]source A.B.C.D|X:X::X:X)
ipsec x509 private-key NAME key ftp://<A.B.C.D|X:X::X:X>/FILENAME
(]source A.B.C.D|X:X::X:X)
ipsec x509 private-key NAME key http|https://<A.B.C.D|X:X::X:X>/FILENAME
(]source A.B.C.D|X:X::X:X)
O no O  no ipsec x509 private-key NAME key
ood 0od
gooOopoooOooooOooooogooooo
gssHOOOOoOO0OooOoooooooooooooooooooooooooooooooooooo
O ssh://user@A.B.C.D/FILENAMEC 0 0220000000 0O0O 0O OO =ssh://user@A.B.C.D:22/FILENAMECT]
- IPv4d  ssh://user@A.B.C.D:port/FILENAME
- IPv6  ssh://[user@X:X::X:X]:port/FILENAME
Ohttps://00000000000O validationd O O Ohttps-://00 0 0OvalidationO0O0O0OO0O

O ipsec x509 private-key

oooooog  x.5000000000000000d

ooooooo ipsec x509 private-key NAME password (hidden]) WORD
O no 0 no ipsec x509 private-key NAME [password]
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O ipsec x509 crli
ooooooo Oo00o0oopooooooooogoo
goooooo
ipsec x509 crl NAME ssh://<user@(A.B.C.D|X:X::X:X)>/FILENAME (]source A.B.C.D|X:X::X:X)
ipsec x509 crl NAME ftp://<A.B.C.D|X:X::X:X>/FILENAME (|source A.B.C.D|X:X::X:X)
ipsec x509 crl NAME http|https://<A_B.C.D|X:X::X:X>/FILENAME (]source A.B.C.D|X:X::X:X)
O no O  no ipsec x509 crl NAME
o0 od
goooooOoooooOooboooooooo
ossHOOOOOOOooOOoOooDoooooooooooooooooooooooooooooooog
O O ssh://user@A.B.C.D/FILENAMEC 0 02200000000 O OO =ssh://user@A.B.C.D:22/
FILENAMECT
- IPv4  ssh://user@A.B.C.D:port/FILENAME
- IPv6  ssh://[user@X:X::X:X]:port/FILENAME
Ohttps://00 000000000 validationO OO Ohttps-://00 0 0validationO0 OO 00O

O ipsec access-list
ooooooo IPsec00000000D0ODOO0OOODO
oooooog ipsec access-list ACL-NAME ip (any|host]|A.B.C.D/M any|host|A.B.C.D/M)
ipsec access-list ACL-NAME ipv6 (any|host|X:X::X:X/M any|host]X:X::X:X/M)
O no O no ipsec access-list ACL-NAME ip (any|host]A.B.C.D/M any|host]A.B.C.D/M)
no ipsec access-list ACL-NAME ipv6 (any|host]X:X::X:X/M any]host]X:X::X:X/M)
no ipsec access-list ACL-NAME
0o 00
OOO00 IPsec access-listd Omatch addressO0 0000000 IPsec tunnel DO OOCOOOO
match address0 000000 OO O IPsec tunnel policy modeO0 OO OO0OODOOO
0000 access-list0 ipO ipv6000000000O0O0O0O0OOOOOOOOOOOOOOOOOO
00l0000000O0oooooooo
OIKEV2O DO ip0ipv6 00 0000000000000 0000IKEVIOODOOODOOOO0OO0O00O0OO
ooooooo
O IPsec access-listO0 0 host rule0 000000000 DOOCOOODOOOO
O1IPv4 hostO IPv6 host DO OO OOOOOOUPVAODOO IPVEOODOODOOIKEDOODODO IP
protocol 000 000)J00O0O0O0O0O100hest hostOOOOOOOOO0OOOOOO 100
00000000000000000000O0
ex) ipsec access-list test ip host host
O ipsec access-list test ipv6 host host
OhostOO O host0O00OO0OD0D0OO0DDODODDODODODDODOOOOOOOOhost hostO OO OO
O00O0DoooO00Ovwle00OTS(ODODOOO0ODODOO)YDOODOODOODOOO
ex) ipsec access-list test ip host host
ipsec access-list test ipv6 2001::/64 2002::/64
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O ipsec generate

gooooogo RSA signature keyO OO QO QOO .

goooooo ipsec generate rsa-sig-key <key length: 512-1024>
O no O no ipsec generate rsa-sig-key

O ipsec eap radius (IKEv2O O)
ooooood
OAccount 0 OO OO RADIUS server O IP addressd UDP port0 OO OO0 (secret) D00 ODOOODO
O0O0O00OUDP portO 00 defaultd 0181200 00OWeb0 00O O OO radius portd 000000
oooooooooood
ONAS-identifier Attribute JOUSERO OO ODODOD@0000)000000000O0O OO De-
faultO OO OO -1Psec(ex.NXRG240-1Psec)] O O
goooooo ipsec eap radius (A.B.C.D|X:X::X:X) password (|hidden) WORD
(]port <1-65535>) (|nas-identifier WORD)
O no O no ipsec eap radius (JA.B.C.D|X:X::X:X)
ooooood
O IPsec clientd O O EAP message [0 OONXR O [0 RADIUS message 0 O O 0O O O O ORADIUS server O O
0ooooooooooooo
ORADIUS server 00D O OOOOOODO timeoutO 200retry0 0000 30000retryd O
timeout 00 1000000
00000 dauthentication local/remote(ipsec isakmp policy mode)J 0 OO DO ODOOO

O ipsec eap identity (IKEv2O 0O)
OO0oOoooOo EAPOCO0O0OOCOIOCOO0OOCOOOO0ODCOOO
goooooo ipsec eap identity string WORD password (hidden]|) WORD
ipsec eap identity key WORD password (hidden]) WORD
O no O no ipsec eap identity string WORD
no ipsec eap identity key WORD
ooooooo
00000 »dauthentication local/remote(ipsec isakmp policy mode)U O OO DO ODOOODO
o000000O01-9%000000000000000000O0DODO0ODO000000 W #=*+_.:;0

{[~e"<>000

O ipsec pre-share identity (IKEv2O0O)
ooooooo IKev2O0OODO00O00000oPKOODODODODODOODODOO
gooooogo ipsec pre-share identity fgdn WORD password (|hidden) WORD
ipsec pre-share identity user-fgdn WORD password (]hidden) WORD
ipsec pre-share identity key WORD password (|hidden) WORD
O no O no ipsec pre-share identity fqdn WORD
no ipsec pre-share identity user-fgdn WORD
no ipsec pre-share identity key WORD
ooooood
00000 dauthentication local/remote(ipsec isakmp policy mode)0 0 OO DO ODOOO
00o00oooo1-95000000000000000000000000000001$#=*+-_.:;0
{0~ <000 115



O 50 global mode

global mode

O interface ethernet

goooooo
gooooogo
goooooo

interface modeJ OO 0O0OOO0O profile00000ODOOODO
interface ethernet <0-2>
ethernet interfaceO0 0000

O interface loopback

ooooooao
ooooooao
O no O

interface mode 00000000 profile0 00000000
interface loopback <0-9>
no interface loopback <0-9>

0O interface ethernet <0-2> vid <1-4094>

ooooooao
ooooooao
O no O

interface modeJ 0 O0O0OOO0O profile00000ODOOODO
interface ethernet <0-2> vid <1-4094>
no interface ethernet <0-2> vid <1-4094>

O interface tunnel

ooooooao
ooooooao
O no O

O interface ppp

ooooooao
ooooooao
O no O

interface tunnel mode 00O O0OO0OO0O profile000O00OO0OOO
interface tunnel <0-255>
no interface tunnel <0-255>

interface ppp mode0 OO 0OOOO0O profile00000OD0OOODO
interface ppp <0-4>
no interface ppp <0-255>

O interface bridge

ooooooao
ooooooao
O no O

interface bridge mode 00O O0O0OO0O profile000O00OO0OOO
interface bridge <0-4095>
no interface bridge <0-4095>

O interface wlan

ooooooao
ooooooao
O no O

O wifi

goooooo
ooooooo
0 no 0

O 12tp

gooooog
ooooooo
0 no 0

interface wlan modeJ OO0 OO0OD0 profileD0000ODOOOO
interface wlan <0-1>
no interface wlan <0-1>

wifi mode0 0000000 profile0 00000000
wifi <0-0>
no wifi <0-0>

I2tp modeD OO OOO0OO profile000O0O0O0OOO
12tp <0-1>
no I12tp <0-1>
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O access-server profile

gooooogo

ooooooao
O no O
Oooooooo

access-server profile mode0 0000000 profile0 00000000
no0 D O0000IODOODOO0O0O0ODO0O0O0OOD

access-server profile <0-31>

no access-server profile |<0-31>
00o00oo0ooooooooooooooo

O interface virtual-templare

goooooo
gooooogo

O 12tpv3 tunnel
oooooono

ooooooao
O no O

interface virtual-template mode D 0O O0OO0OO profileO0OO0O0OODOOO
interface virtual-template <0-0>
no00000COIDO0OOOOO0ODOOOOODOD

no interface virtual-template <0-0>

12tpv3-tunnel modeD O OO OO OO profile00000OD0OOODO
no0000OCOIKDOOOOOOODOCOOODO

12tpv3 tunnel <tunnnel_id:0-4095>

no 12tpv3 tunnel <tunnnel_id:0-4095>

O 12tpv3 xconnect

goooooo

ooooooao
O no O

O 12tpv3 group
oooooono

ooooooao
O no O

O ntp

goooooo
ooooooa
0 no 0

O dns

ooooooo
ooooooo
0 no 0

12tpv3-xconnect mode 0 0 OO OODOO profile0 00000 ODO0O
no0000OCOIKDOOOOOOODOCOOODO

12tpv3 xconnect <xid:1-4294967295>

no 12tpv3 xconnect <xid:1-4294967295>

12tpv3-group mode D O OO OO0 OO profileD 0 0D0OO0DOODO
no0000OCOIKDOOOOOOODOCOOODO

12tpv3 group <gid:1-4095>

no 12tpv3 group <gid:1-4095>

ntp modeD OO OOOOOprofileD 00000000
ntp
no ntp GNTPOODOODOODOODOprofiled00OO0OD

dns mode0 OO OO0OO profiled 000000
dns
no dns ENSOODODOoOOoOOoprofiledOD0OO0OD
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O snmp

ooooooo
ooooooo
0 no 0

O syslog

gogooood
gooooog
u no u

O dhcp-server
ooooooo
ogooooon
0 no 0

O monitor-log
gogooobod
goooooo
u no u

O track

oooooog
ooooooo
0 no 0

O router rip
goooooo
gooooog
u no u

O router ospf
oooooood
ogooooon
0 no 0

O router bgp
goooooo
gooooog
u no u

snmp modeJ O OO OO0O profile0 000000
snmp

no snmp GSN\wPO O OOOODOOO profiledDODOOOD

syslog mode0 O OO OO0 profileOD OO OODOO
syslog
no syslog (=syslog0 000000000 profile0 000000

dhcp-server modeO O OO OO0 profileDOOODOOO
dhcp-server <1-64>

no dhcp-server(]<1-64>) (:DHCPO OO0 O0O0O0OOOO profile0000000)

monitor-log mode D OO OO OO profileO DO ODOO
monitor-log

no monitor-log EOOOOOOOOOODOOOOOOpprofiledOOOOO0D

extended track (ip]ipv6) reachability modeO0 OO OO OO profile0 OO O0OO0O
track <2048-4095> (ip|ipv6) reachability
no track <2048-4095>

RIPmodeO0 OO DOODOO profiled 0 OOO0ODO
router rip

no router rip ERIPOOOCOODOOODOO profileDODOOOOD

OSPF mode 0 OO DOODODO profile0 0 OO0OODO
router ospf

no router ospf (OSPFOCOOOCOUODOOOO profiledOOD0OOD

BGP mode 0 OO DO ODOO profile0 0O ODOODO
router bgp

no router bgp EBePOOODDODODODOODOO profileDODOOOOD
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O terminal-server

ooooooo
ooooooo
O no O

m sip-nat

o enable
goooooad
goooood
gooooood
OdOnoD OO

o port
goooooad

goooooo
goooboo
goO0OnoO OO

terminal-server modeO OO OO0 O profileDODOOOOO
terminal-server <0-1>

no terminal-server <0-1> EOOODoOOooooodeprofileDODOOOD

SIPNAT OO ODOOOOO
sip-nat enable

no sip-nat enable

no sip-nat enable

OOOouwrPOODOOODOOOOOOOOOOSIP-NATOOOODOOODOOOD
OO00oOoOooooOo7000O0O0O00OO0O0ODRefaultddubPSOGOO OO OOOOO
sip-nat port .<1-65535>

sip-nat port 5060

no sip-nat port

o port-translate

goooooo

gsSipO00ooooooboOoboOooOomwroboobooooooooooobDobDobobooobooone
oooobo0obobobobooboobooboooon
ObefawltOO0OOOOODOOOODOOOODODOOODOO

goooooo
googooood
gO00OnoOO0O

sip-nat port-translate enable
sip-nat port-translate enable
no sip-nat port-translate enable

o exclude-interface

googooood

gooobooooboobDbOo0oboobooboobOoLlANDDOOoSIP-NTODOODODDODODDODOOOO
00000000 O00oO0oOooOooosiPOO00DCO0OOOOO0OOOUOOOODethernet0 00O
oooobooboboboboo

googooood
goooooo
goO0OnoO 00O

sip-nat exclude-interface INTERFACE
no sip-nat exclude-interface
no sip-nat exclude-interface
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CRP
udp source port
Oooooo  CRPOUDPODOODOOOOODDOOO
000000  crp udp source-port <1024-65535>
o O 0o crp udp source-port 10625
no O  no crp udp source-port

OooOg o .

o hostname

ooooooo  crRPOODOOOOODOOOOO
goooooo crp hostname HOSTNAME

O no O no crp hostname

o customer-id

0000000 CRPO customer-id0 O 0OO0OOO
goooooo crp customer-id CUSTOMER-1D

O no 0  no crp customer-id

o cpe-id

0000000  CRPOcpe-id0OOOODODO
0ooogood  crp cpe-id CPE-ID

O no O no crp cpe-id

o client

ooooooo crRPODOCOOOODOOODOOO
goooooo crp client <1-2>

O no 0 no crp client (<1-2>])

o advertise
oo0oopoo  crRPODCOOODODOO
ooooooo
crp advertise (ip|ipv6) interface ppp <0-4> (port <1-65535>]) (secondary])
crp advertise (ip|ipv6) interface ethernet <0-3> (port <1-65535>|) (secondary]|)
crp advertise address A.B.C.D (port <1-65535>|)
crp advertise address X:X::X:X (port <1-65535>|)
crp advertise nat (port <1-65535>|)
O no 0  no crp advertise
goooboon interfaceJ 0000 2000000100 secondaryd 00O O
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m netconf-server
gooooooooooooooo

o enable

oooooao
ooooooo
0 no 0

o lock timeout
ooooDooo
goooooo
0 no 0

o auto-config
goooood
ooooood
g no g

netconfO OO ODOOOOOO
netconf-server enable (tcplover-ssh)
no netconf-server enable

netconfO OO OOOOOODOODDOOOOOOOOO
netconf-server lock timeout <10-3600>
no netconf-server lock timeout

auto-configD O OO OOO0O
netconf-server auto-config enable
no netconf-server auto-config enable
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m QoS
0O00oOooog QesOOoOoOoOooOod
ooooooo
oJOOOOOgono
class policy NAME
oooooo
no class policy NAME
ooooooo
class filter <2-254>
ooooooo
no class filter <2-254>
Mark O O OO
priority-map <1-255> (high|middle]low|normal) ip mark <1-4095>
TBFO OO
pirority-map <1-255> (high|middle]low|normal)
queue shape <RATE:1-1000000> <BUFFER:1-65535> <LIMIT:1-65535>

o

o

o

o

o

@)

SFQO OO
priority-map <1-255> (high|middle]low|normal) queue fair-queue
FIFOO OO
priority-map <1-255> (high|middle]low|normal) queue fifo (limit <1-16384>)
o default classO OO
defaultO classO0 00000 Odefault classO 00000000 ODOO packetOD OO OO0 classO
OO0000Odefault classO0O000O normal O O O
priority-map <1-255> default (high|middle|normal]low)
o priority-map 000
0000 classO priority-map 0 000000
no priority-map <1-255> (high|middle]normal|low])
o default classO OO0
defaultd class 0 default(norma)0 000000
no priority-map <1-255> default
o MarkOD O OOO
OO00OclassO MarkDOOOODOOODO
no priority-map <1-255> (high|middle|normal|low) ip mark
o default queue(FIFO)O OO
no priority-map <1-255> (high|middle|normal]low) queue

@)

B route-map
goooboon route-map 0 0 00000
ooooood route-map NAME (permit]deny) <1-1024>
g no g no route-map NAME : NAMEO route-map 0 OO O OO
no route-map NAME (permit|deny) <1-1024> : OO0 rouet-map0 0000000
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m class access-list
goooooo
route-map 0 matchO OO OO match ip address0 0000000000 OOOOOODOOOOODOOOO
ToSSOOMARKO OO ODOOsetOOODOOOOOOODOODOODOODODOOO
o 1ip
class access-list ACL-NAME ip (|not) <source:>(any]A.B.C.D/M]A.B.C.D)
<destination:>(any|A.B.C.D/M]A.B.C.D)
o protocol
class access-list ACL-NAME ip (]not) <source:>(any|A.B.C.D/M]A.B.C.D)
<destination:>(any|A.B.C.D/M]JA_.B.C.D) (]not) (<protocol:0-255>]icmp]|tcp|udp)
o icmp
class access-list ACL-NAME ip (|not) <source:>(any]A.B.C.D/M]A.B.C.D)
(Jnot) <destination:>(any|A.B.C.D/MJA.B.C.D) icmp (|not) type code
o tcp src dst
class access-list ACL-NAME ip (]not) <source:>(any|A.B.C.D/M]A.B.C.D)
(Jnot) <destination:>(any|A.B.C.D/M]A.B.C.D|dns-set SETNAME)
tcp (not) (J<sport:1-65535>|any) (]<dport:1-65535>]any)
o tcp src-range dst
class access-list ACL-NAME ip (]not) <source:>(any|A.B.C.D/M]A.B.C.D)
(Jnot) <destination:>(any|A.B.C.D/MJA.B.C.D|dns-set SETNAME)
tcp (Jnot) (Jrange <min:1-65535> <max:1-65535>) (|<dport:1-65535>]any)
o tcp src dst-range
class access-list ACL-NAME ip (]not) <source:>(any|A.B.C.D/M]A.B.C.D)
(Jnot) <destination:>(any|A.B.C.D/MJA.B.C.D|dns-set SETNAME)
tcp (Jnot) (]<sport:1-65535>]any) (]range <min:1-65535> <max:1-65535>)
o tcp src-range dst-range
class access-list ACL-NAME ip (]not) <source:>(any|A.B.C.D/M]A.B.C.D)
(Jnot) <destination:>(any|A.B.C.D/M]A.B.C.D|dns-set SETNAME)
tcp (Jnot) (Jrange <min:1-65535> <max:1-65535>) (]Jrange <min:1-65535> <max:1-65535>)
o udp src dst
class access-list ACL-NAME ip (]not) <source:>(any|A.B.C.D/M]A.B.C.D)
(Jnot) <destination:>(any|A.B.C.D/M]A.B.C.D)
udp (Jnot) (J<sport:1-65535>]any) (]<dport:1-65535>]any)
o udp src-range dst
class access-list ACL-NAME ip (]not) <source:>(any|A.B.C.D/M]A.B.C.D)
(Jnot) <destination:>(any|A.B.C.D/M]A.B.C.D)
udp (Jnot) (Jrange <min:1-65535> <max:1-65535>) (]<dport:1-65535>]any)
o udp src dst-range
class access-list ACL-NAME ip (]not) <source:>(any|A.B.C.D/M]A.B.C.D)
(Jnot) <destination:>(any|A.B.C.D/M]A.B.C.D)
udp (Jnot) (J<sport:1-65535>]any) (]Jrange <min:1-65535> <max:1-65535>)

<gboooboog >
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m class access-list(O0O)
o udp src-range dst-range
class access-list ACL-NAME ip (|not) <source:>(any|A.B.C.D/M]A.B.C.D)
(|not) <destination:>(any]A.B.C.D/M]A.B.C.D)

udp (Jnot) (Jrange <min:1-65535> <max:1-65535>) (Jrange <min:1-65535> <max:1-65535>)
o no (class access-listd 0 0)

no class access-list ACL-NAME ip
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m class access-list WORD ipv6

ooooooo

route-map O match OO OO O match ipv6 address 00000000000 ODOODODOOOO
OO00000TeS OOMARK OODDOOOset OOODODOOODODOOODOOOOOOOOO

o

ipv6
class access-list ACL-NAME ipv6 (|not) <source:>[any|X:X::X:X/M]X:X::X:X]
<destination:>[any|X:X::X:X/M]X:X::X:X]

o ipv6 protocol
class access-list ACL-NAME ipv6 (|not) <source:>[any|X:X::X:X/M]X:X::X:X]
<destination:>[any|X:X::X:X/M|X:X::X:X] (|not) <protocol:0-255>]icmpv6]tcp|udp

o ipv6 icmp
class access-list ACL-NAME ipv6 (|not) <source:>[any|X:X::X:X/M]X:X::X:X]
(Jnot) <destination:>[any|X:X::X:X/M|X:X::X:X] icmpv6 (]Jnot) type code

o ipv6 tcp src dst
class access-list ACL-NAME ipv6 (|not) <source:>[any|X:X::X:X/M]X:X::X:X]
(Jnot) <destination:>[any|X:X::X:X/M|X:X::X:X|1
tcp (Jnot) [<sport:1-65535>|any] [<dport:1-65535>|any]

o ipv6 tcp src-range dst
class access-list ACL-NAME ipv6 (Jnot) <source:>[any|X:X::X:X/M|X:X::X:X]
(Jnot) <destination:>[any|X:X::X:X/M]X:X::X:X]
tcp (Jnot) [range <min:1-65535> <max:1-65535>] [<dport:1-65535>]any]

o ipv6 tcp src dst-range
class access-list ACL-NAME ipv6 (|not) <source:>[any|X:X::X:X/M]X:X::X:X]
(Jnot) <destination:>[any|X:X::X:X/M|X:X::X:X]
tep (|not) [<sport:1-65535>|any] [range <min:1-65535> <max:1-65535>]

o ipv6 tcp src-range dst-range
class access-list ACL-NAME ipv6 (Jnot) <source:>[any|X:X::X:X/M|X:X::X:X]
(Jnot) <destination:>[any|X:X::X:X/M]X:X::X:X]
tcp (Jnot) [range <min:1-65535> <max:1-65535>] [range <min:1-65535> <max:1-65535>]

<goboooo >
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class access-list WORD ipv6d O OO

ipv6 udp src dst
class access-list ACL-NAME ipv6 (]not) <source:>[any|X:X::X:X/M]X:X::X:X]
(Jnot) <destination:>any|X:X::X:X/M]X:X::X:X
udp (Jnot) [<sport:1-65535>]any] [<dport:1-65535>]any]

ipv6 udp src-range dst
class access-list ACL-NAME ipv6 (Jnot) <source:>[any|X:X::X:X/M|X:X::X:X]
(Inot) <destination:>[any|X:X::X:X/M]X:X::X:X]
udp (Jnot) [range <min:1-65535> <max:1-65535>] [<dport:1-65535>|any]

ipv6 udp src dst-range
class access-list ACL-NAME ipv6 (|not) <source:>[any|X:X::X:X/M]X:X::X:X]
(Jnot) <destination:>[any|X:X::X:X/M]X:X::X:X]
udp (Inot) [<sport:1-65535>|any] [range <min:1-65535> <max:1-65535>]

ipv6 udp src-range dst-range
class access-list ACL-NAME ipv6 (not) <source:>[any|X:X::X:X/M|X:X::X:X]
(Inot) <destination:>[any|X:X::X:X/M]X:X::X:X]
udp (Jnot) [range <min:1-65535> <max:1-65535>] [range <min:1-65535> <max:1-65535>]

no (class access-list 0 00)
no class access-list ACL-NAME ipv6
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m mobile

o mobile ppp

0000000 3e000000C000PPPOOODOOOODDOOOODODOOO
0oooood  mobile <0-1> ppp <0-4>

O no O no mobile <0-1> ppp

o mobile error-recovery-restart

0oooooo wmobileDDODO0ODODODOOODOODOOODOODOODOOODOODOODO
systemO0 0000000000 ODefaultd OO OO0

gooooogo mobile error-recovery-restart

O no O no mobile error-recovery-restart

o mobile error-recovery-reset
0oooooo wmobileDDODO0ODODODOOODOODOOODOODOODOOODOODOODO
mobileD reset 0000000 ODefaultD 00O D0 OO0

goooooo mobile error-recovery-reset

O no O no mobile error-recovery-reset

ooooood

OError recovery 0 OO neteventO O OO O Mobile reset 0D 0000000000 OOOOODOOO
0ooooooooooooooon

o mobile termination-recovery
ooooood
OMobileDOOODOOPPPOODOOOOOODOODOOODOODODrecoveryO0 OO OOoooonQ
o00o00ob0oooooooobooboooooog
ORASO OO LCP terminate request0 0O O00OOO
ONXRO OO OO LCP terminate request 0 00000000000 ODOOO0OODOOODOODOODOO
gcb lestO OO O OODO
Omobile card0 000 reset0 0000 CD lostODO0DO0DO0DO0O0ODODOOODODOO
goooooo mobile termination-recovery reset
mobile termination-recovery restart
g no a no mobile termination-recovery
ooooooo Recovery O 0 O O mobile reset system restart D OO0 0000000000
Pefault DO OO OODOODOODO

o mobile frequency-band

ooooooo O00oooooooooooooooo
ooooooo mobile <0-1> frequency-band (auto]lte]wcdma)
O no O no mobile <0-1> frequency-band
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m mobileD O OO

o mobile carrier

goooooo Multi carrier mobile OO OO 0O0OO0OOLTEDODOODOODOOOOOOODO
goooooon mobile 1 carrier (docomo]kddi|softbank) (|mvno)

g no g no mobile <1> carrier

m system led
ooooooo STS L0000 /000000000O0O0OOODOOODOOO

o system led status
ooooooo
OooogoPPPPOwnel0 0000 /0000000000000 /000000
Ongn-sip congestionJ0 OO OSTS1 LEDO OO OOOONNODOOOODDOOODOOODDOOODOO
0000doooooooUoooooooduooooooooooooooog
ooooooon system led status <2-2> interface tunnel <0-255>
system led status <2-2> interface ppp <0-4>
system led status <2-2> track (<1-255>]<2048-4095>)
system led status <2-2> ngn-sip congestion
O no 0  no system led status <2-2>
doooogo  SsTs2 LebOO00O0OoOoDoDOooDOobDO0Oooooonod

O as-path

ooooooon BGP autonomous system path filterOO OO OO0

gooooon ip as-path access-list ACL-NAME (permit]deny) LINE

O no O no ip as-path access-list ACL-NAME (permit]deny) LINE
no ip as-path access-list ACL-NAME
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m schedule
goooooo
go0ooooo/00/0000PPPOO0O/Z00/0000000000O00DOO0OOOODOODODOO

o PPPO scheduleO O /00 /000
ooooooo
oooooogpPO0O0O /00 /00000000000 /00000PPPOOOODODOOOODODODO
000000000o000ooooooooooooooooooooooooooooooooo
0000000000000 D00O000DoOUsERODODOO000ooooooooooooooooon
goooo
ooooooo oooo
schedule <1-255> HOUR:MIN DAY MONTH interface ppp <0-4> (connect]disconnect]reconnect)
0000000 0OOO00(Dbow: bay Of the Week)
schedule <1-255> HOUR:MIN DOW (|DOW) interface ppp <0-4> (connect|disconnect]|reconnect)

oJ00DO0O0ODDDODOOOODDOOODOOOOO
ooooooo
0000000000000 000000000000PPPO0OOOOOOOOODODOOOODODODO
PPPOCOOOODODOOOODOOPPOOIONDDOOOIONDDODOODOODOODOOOPPPO on-
demand0 0000 0OOPPPODODODONODODONONONONOOOODOOODOOODODOODODOODODOODODODO
0000000000000 00000000oooo
0000000O00O0O0O0O0OO0OO0OOODR20-30000000000D0DODODOOODOODODODOODOOO
0000000000000 000000000D000ooooooooo
ooooooo oOooo
schedule <1-255> HOUR:MIN DAY MONTH mobile <0-2> clear
ooooooo O0OO000(Dow: Day Of the Week)
schedule <1-255> HOUR:MIN DOW (]DOW) mobile <0-2> clear

oJ0OUODOODODDOOOOOOOO
0000000 OO0O0O0OO0O0systemOOOO0O0O0OO0OO0OOO0O
ooooooo oooo

schedule <1-255> HOUR:MIN DAY MON system restart
0000000 0OOO0(Dow: bay Of the Week)

schedule <1-255> HOUR:MIN DOW (]DOW) system restart
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o0 DOOOOODOOOOOOODODOO
ooooooo
O00000OsyslogO rotate 0 0000000000000 O rotate0 00000 OD0O0OOOOOO
syslog moded rotate 0 OO0 OO OO OO
ooooood oooo
schedule <1-255> HOUR:MIN DAY MON syslog rotate
ooooooo 0000 (DoW: Day OF the Week)
schedule <1-255> HOUR:MIN DOW (]DOW) syslog rotate

o00DO0O0DODODODOODODOODODDO
goooood
O00O00dOmonitor-log0 00 logO OO rotate0 000000000 OOOO0O rotate0 00O
OO0O0O0O0ODOOOmonitor-log reachability/resource0 00000000

gopooooo o000
schedule <1-255> HOUR:MIN DAY MON monitor-log reachability rotate
schedule <1-255> HOUR:MIN DAY MON monitor-log resource rotate

goooooo OO OO0 (bow: Day Of the Week)
schedule <1-255> HOUR:MIN DOW (]JDOW) monitor-log reachability rotate
schedule <1-255> HOUR:MIN DOW (]DOW) monitor-log resource rotate

odO00OOOOOOONPOOOODO
ooooooo O0O00OoooONTPODOOOO0ODOOOO0ODOO
ooooood oooo
schedule <1-255> HOUR:MIN DAY MON ntp adjust
ooooooo 0000 (DoW: Day OF the Week)
schedule <1-255> HOUR MIN DOW (|DOW) ntp adjust
Jooodooo NPODODOOOODOODOODONTPOODOOOONntp mdeDOOD0OO0O

o00IDO0ODODDOODOOODOOOODOO
goooooo
O00000000OCentury Systems HP(officiaD)D 00000000000 ODOOOOOOOOOOOO
0o000000O0O00dgO0dshow versionO OO0 OOOO0O syslogdOO00OO0O T
OflashO0 0000000000000 ODOODOOO0ODOODO0OO0OOOO0O0ODOODOOOOOO200000
gooooooOoooooobOobooOon
goooood oood
schedule <1-255> HOUR:MIN DAY MON firmware check official
goooooo 0000 (DoW: Day OF the Week)
schedule <1-255> HOUR MIN DOW (|DOW) firmware check official
goooooo 0000000oOoooodshow versionO 000000000
nxrg240#show version
Century Systems NXR-G240 Series ver 9.0.0 (build 30/17:18 11 11 2016)
Update Available:
O Century Systems NXR-G240 Series ver 9.1.0 (build 1/19:38 12 11 2016)
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ocbOoouooooDO

gboooooo
gooobgorrPOSSHOO D OOODOO0OOOODOODOOOODO0ODbOOO0bOoObOOobOOooobLooDbDOon
goooooodg

ooooooo oooo
0O e Official schedule <1-255> HOUR:MIN DAY MON firmware update official
(]source A.B.C.D|X:X::X:X) (]Jhold)

Oe FTP schedule <1-255> HOUR:MIN DAY MON firmware update
ftp://<A.B.C.D|X:X::X:X>/FILENAME (|source A.B.C.D|X:X::X:X) (Jhold)
e SSH schedule <1-255> HOUR:MIN DAY MON firmware update

ssh://<user@(A.B.C.D|X:X::X:X)>/FILENAME password (|hidden) PASSWORD
(]source A.B.C.D|X:X::X:X) (]hold)
(0e HTTP/HTTPS schedule <1-255> HOUR:MIN DAY MON firmware update
http|https://<A.B.C.D|X:X::X:X>/FILENAME (]source A_B.C.D|X:X::X:X) (Jhold)
Oe OOOOO schedule <1-255> HOUR:MIN DAY MON firmware update
(diskO:FILENAME|disk1:FILENAME) (]hold)

goooooo O0O0O0(Dow: Day Of the Week)
0O e Official schedule <1-255> HOUR:MIN DAY MON firmware update official
(]source A.B.C.D|X:X::X:X) (]hold)

Oe FTP schedule <1-255> HOUR:MIN DOW (]DOW) firmware update
ftp://<A.B.C.D|X:X::X:X>/FILENAME (|source A_B.C.D|X:X::X:X) (Jhold)
e SSH schedule <1-255> HOUR MIN DOW (|DOW) firmware update

ssh://<user@(A.B.C.D|X:X::X:X)>/FILENAME password (]hidden) PASSWORD
(]source A.B.C.D|X:X::X:X) (]hold)
(0 @ HTTP/HTTPS schedule <1-255> HOUR:MIN DOW (|DOW) Ffirmware update
http|https://<A.B.C.D|X:X: :X:X>/FILENAME (]source A.B.C.D|X:X::X:X) (Jhold)
Oe DODOOO schedule <1-255> HOUR:MIN DOW (|DOW) firmware update
(diskO:FILENAME|disk1:FILENAME) (]Jhold)
ooooooo
Oofficial U0DO0ODO0O0OOOWhODODDOODODOODOODODOODOODODOOO
gofficialOFTPOSSHO O OO OOOOOOODOOOOODOOOODO
OSssHOOOOOOOOOpasswordD OO OOO0OOO0OO
gssHOOoOOoOoOoooOoOooOooOoUoooOooOUOoooUOoooOooUUoboooooooUoooogooo
O ssh://user@A.B.C.D/FILENAMECD 0 02200000000 0O OO =ssh://user@A.B.C.D:22/FILENAMELT]
1Pv40 ssh://user@A.B.C.D:port/FILENAMEC] 1Pv6[] ssh://[user@X:X: :X:X] :port/FILENAME
Ohttps://0000000000OO validationd OO Ohttps-://0 00 OvalidationOD OO OO O
OholdOOOOOOOOOOOODOOOOODOOOOOODOOODOOOOOOOODOOOOODOOO
o0ooooooooooom
CholdDOODOOOOODOOOOODOOOODOODOOOOODOODOOO
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oooobooooon
ggbgooboboobooboooboboobooboobbooboobobobobooboobob
ooo0bOoO0o0o0oOobo0ooOoooOoooOOobOooOObOU0bOOoODObDOoOobOOoDOUOOO configd O
gooobooooooboboooooboooooboobooooooboooom
ooooOo flashOOOOOOOOOOOOOOOODODOODOODOODOOOODODOOOODODO
gboobooboboobooboobooobobooboobooboobon

ocdd0dOOOOoOOwLOOO

ooooooad OO00O0O0O0OwoLOWake On LANODOODODOODODOOOOOOOOO
goooood schedule <NUM> HOUR:MIN DAY MON wol send name WORD

Oo0o0oo0ood  WwWoRDOOOwol nameC OO OOglobal mdeD OO OO ODODOOODOOOOO

ocO000O0O0ODDOOWROOODDO
ooooooo Oo0ooooowiFiDDODDoOOooooo
gooooogd schedule <NUM> HOUR:MIN DAY MON wifi <0-0> clear

o000 O0ODOOOODDOOO
0000000 OQOODOOoOOOpPPPO0D0OCOO0O0OOOOO
0000000  schedule <1-255> HOUR:MIN DAY MON interface ppp <0-4> clear data-usage

ocd00UUDOOUOUDDOOUDOOUODDOOOO

0000000 O0OO0OO0O0OoOoNsOOOoOoooooOoOo0oC0OO0O0O0000Ooooooooooood
0000000  schedule <1-255> HOUR:MIN DOW (DOW]) dns-intercept ip setname WORD update URL
ooooooo 000000000 ip dns-intercept setname 0 00 OO global modeD O DO O OODO
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ocQoononoO
ooooooa no schedule <1-255>

oJODOOODO
e O0OODOO schedule 1 *:00 * *
e 0 1:20000 schedule 1 1:20 1 *
e (101000 1:20000 schedule 1 1:20 10 *
e 0100000200000 schedule 1 *:20 10 *
e /10000200000 schedule 1 *:20 10 1
e 17100 10:2000 0O schedule 1 10:20 10 1
e 1000DO10:20000 schedule 1 10:20 * 1
o0ODODOODO
e IO DODOODO 00000 schedule 1 *:10 monday
e 100IDOODO 1:10000 schedule 1 1:10 sunday
e weekday (0 4:100 00O schedule 1 4:10 monday friday
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0 system netevent

ooooooo
ogoooooo
0 no 0
oooooao

m 0000000

gboooobgo
goooooo

o mail server

gboooooo
goooooo

o no mail server

gooooogo
goooooo
goooooo

o mail from

ooooooo
goooooo
0 no 0
goooooo

O0oooOoOoOoOoO0O0downO 00000000000 OOOooOooo
system netevent (<1-255>|<2048-4095>) restart

no system netevent

OO000OuwdODOOOOODOOO

0000000000 0000O0o0o0bDo00oOoOooon
O0O0000000O00Omail server modeO O OOO0OOO0OOO

mail server modeC O OO OO0
mail server <0-2>

oooooooooooooooooo

no mail server (]<0-2>)
gooooooooooooooOoooobooboooo
goo0oooOd0oOoooOoooooooogooooooooooo

g0o0ooooooooobooooooa
mail from WORD
no mail from

gworRDO O DOODOODOOODOODODOdcenturysys@xxx.isp-ne.jp0 0000000
Omail send fromO OO OO interface ppp model DO O0O0O0ODOOO0OOODOODOOCOODODOOO
gooooooooooobooooooboogo

o mail to

goooooo
goooooo
0 no 0
goooooo

ooooooooooooooooa
mail to WORD
no mail to

gworRbO OODOOODOODOODOOODOOuser@centurysys.co.jpd 0000000
Omail send toO OO OO interface ppp mode0 OO0 0O OO0 OODOOODOODODOODOOOOODOOO
Jooodooooooooooooooogoo

134



O 50 global mode

global mode

O system boot flash

goooooo 0000000 0ooooooooooooooooooon
goooooo system boot flash <1-2>

ogooooood OO00O0O0Oconfig OOOOmDOOODOODODOO

O system config flash

oooooog 000000D000D0config O0ODO0ODODOODOOODODOO

goooooo system config (flash:FILENAME]|diskO:FILENAME)

OO00OnoO0 OO no system config

oooooog no system config

goooooo flash:startup.config OO0 0O OO Osave config OO config OO OO OO0
USB OOOOOconfig OO0OOOO0ODOOdiskO:FILENWMEDO O ODODOO
no system configd Obootup 00O OO0 OODOOstartup-configd OO 00O O [

O system boot clear-ppp-data-usage

0000000 system boot clear-ppp-data-usage

0000000 system boot clear-ppp-data-usage 00 00O

OOOnoOO0O no system boot clear-ppp-data-usage 0 00O 0O

ooooooo
O00000000000o0o000oo00o0oo00oo0uoooouooooooooooPPP OOOO
0000000000 00o0o0000o0o00oo00o0o00oUo0oo0oooo0oDoooooOon
O00000dooooooooooooooooooooogm

000000000000 000oooo0ooo0ooooooo0ooDooooooooDooOooon
0000000000000 000oo00ooo0o0o00ooo0oooooooooooooon
00000000000 0Doo00o0o00oo00oo000oo0o0oo00oDooU0oDoOOoo0ono
ooo

O ppp account username

ooooooo
OpPPOCOCOO0ODOCOOODOCOOO(PPPOOY)YIOTOOODOORASOODODOOOOOODOOO

goooooo ppp account username USERNAME password (|hidden) PASSWORD

OO00Onod OO no ppp account username USERNAME

ooooooo

OO00000Q001-95 000000000 000ooooo0ooooooooooost=+_.:;0
{}M[1/7-0<>"%?0 0 0

Oppp username 0 O O O O ppp interface moded O OO0 O O O USERNAMEC password D O OO OO OO O
goooooodg
Dd0d0oooo2id0dooooo@mcerio+0vO 0000000 m?200000000000

O show config ipv6 dhcp-client

goooooo ipvé dhcp-client0 0000 O0O0O0OO0O

goooooo show config ipv6 dhcp-client (JWORD)

goooooo ipvé dhcp-client WRDO OO OO QOWORDOD O OO OO OO
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m ip policy access-list

ooooooo

00000000000 O0OPBR(Policy Based Routing)D O OO OOOOOOOODOOOO

OOO0DACLOO0ODDOOODOOOODOOOOOOI p policy route-map0 00000 O0ODOCOCO
O0O0bOOoboooooogodip local policy route-mapd0 000 OO0OOOODO

OPBROOODOCOOOON Policy Based RoutingD OO OO OOODOO

o ip
ip policy access-list ACL-NAME (|not) source:any|A.B.C.D/M]A.B.C.D
destination:any|A.B.C.D/MJA.B.C.D (Jtos (|not) <0-255>)

o protocol
ip policy access-list ACL-NAME (|not) source:any|A.B.C.D/M]A.B.C.D
destination:any|A.B.C.D/MJA.B.C.D (]not) <protocol:0-255>]icmp]|tcp|udp
(Jtos (|not) <0-255>)

o icmp
ip policy access-list ACL-NAME (]not) source:any|A.B.C.D/MJA.B.C.D
(Inot) destination:any]A.B.C.D/MJA.B.C.D icmp (]not) type code (]Jtos (]not) <0-255>)

o tcp src dst
ip policy access-list ACL-NAME (]not) source:any|A.B.C.D/M]A.B.C.D
(Inot) destination:any|A.B.C.D/M]A.B.C.D tcp
(Jnot) [<sport:1-65535>]any] [<dport:1-65535>]Jany] (Jtos (]not) <0-255>)

o tcp src-range dst
ip policy access-list ACL-NAME (|not) source:any|A.B.C.D/M]A.B.C.D
(Inot) destination:any]A.B.C.D/M]A.B.C.D tcp
(Inot) [range <min:1-65535> <max:1-65535>] [<dport:1-65535>]any] (Jtos (|not) <0-255>)

o tcp src dst-range
ip policy access-list ACL-NAME (]not) source:any|A.B.C.D/M]A.B.C.D
(Jnot) destination:any|A.B.C.D/M]A.B.C.D tcp
(Jnot) [<sport:1-65535>]any] [range <min:1-65535> <max:1-65535>] (Jtos (]not) <0-255>)

o tcp src-range dst-range
ip policy access-list ACL-NAME (|not) source:any|A.B.C.D/M]A.B.C.D
(Inot) destination:any]A.B.C.D/M]JA.B.C.D tcp
(Inot) [range <min:1-65535> <max:1-65535>] [range <min:1-65535> <max:1-65535>]
(Jtos (Jnot) <0-255>)

<gobgooog >

136



O 50 global mode

global mode

ip policy access-list(00O)
udp src dst
ip policy access-list ACL-NAME (|not) source:any|A.B.C.D/M]A.B.C.D
(Inot) destination:any]A.B.C.D/M]A.B.C.D udp
(Inot) [<sport:1-65535>|any] [<dport:1-65535>]any] (Jtos (|not) <0-255>)

udp src-range dst
ip policy access-list ACL-NAME (]not) source:any|A.B.C.D/M]A.B.C.D
(Inot) destination:any|A.B.C.D/M]A.B.C.D udp
(Jnot) [<sport:1-65535>]any] [range <min:1-65535> <max:1-65535>] (Jtos (]not) <0-255>)

udp src dst-range
ip policy access-list ACL-NAME (|not) source:any|A.B.C.D/M]A.B.C.D
(Inot) destination:any]A.B.C.D/M]A.B.C.D udp
(Inot) [<sport:1-65535>|any] [range <min:1-65535> <max:1-65535>] (Jtos (|not) <0-255>)

udp src dst-range

ip policy access-list ACL-NAME (|not) source:any|A.B.C.D/M]A.B.C.D
(Inot) destination:any|A.B.C.D/M]JA.B.C.D udp
(Inot) [range <min:1-65535> <max:1-65535>] [range <min:1-65535> <max:1-65535>]
(Jtos (|not) <0-255>)

negate
no ip policy access-list ACL-NAME (]-.--. )
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m 000000
000000000000000000000000 sleep/resume00000000

m 0JOO000OOOO0O

O system power-management mode

0000000 0000000000 QObalance0 00O mmO00000000O0O0OOOOOO

ooooooo system power-management mode (m2m]balance)

0000000  system power-management mode balance

ooooooo

ObalanceD OO0 Odefault 00 0000000000000 OOOOOOOOOOOOOOOO
OCm2mO0 0000000000000 000CPIO0DODO0O00O0OD0O0000D0O0OEthernet0d0
O000O0O0OOoO1loMps0 000 O0O0O0ODDOODOOODODOODODOOOOOOOOOOOODOOO
0000000000o0o0o0oooooo0ooooooooooOmn0d0000000o0o0o00o0000
oooooooooo

ooo0oooOoooooao
OO0O000 warning/Critical 0000000000 DOODOOOOOCPIDODOODOODOODODOO
ooocvobooooobooooobooobooooboboooooboooobooooboooo

m Sleep/Resume 0 O
OO0O0O0OOsleepd00O000O0DOOOOODOsleepODO0O0OOO0OCPU/EthernetD 0000000
ooooooo
OO0000DOCOO000DOC0000O0O000O00DoOOoOoooDooOOsleepO0d0d0O0OOOOOODOO
goooooodoooooboooooobogo
OOO0OODOsleepO00000OO0Osleepd 000000 Oresume0 000000 OO0OOOODO sleepd
O00D0C0OOresume00000D0C0OOO0DCresumed00O0O0O0O0DOO 36500031,536,000
oooooooogo

o SleepO0 0 OOODO
O system power-management sleep init-button
OOO000C0O INNTOODCO30000DOoOOdOsleepO00d0OnoOoOognO
0000000 system power-management sleep init-button
system power-management sleep init-button timer <1-31536000>

0000000 system power-management sleep init-button
OO0OOnoO OO no system power-management sleep init-button
oooooog
[ no system power-management sleep init-button0 O OO OINITODOODOODOOOOsleepO OO

oooooooon
Otimer00000000DO0O36500031,536,000[sec]OOCOO0O0ODOOO
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R JO000O0O0OOO0O0
O ppp idle-timeout & system sleep

ooooooo
googoogo

oooobooo

PPP idle-timeout 0O DO OO0 Osleepd 0 0O00OODOODOO

ppp idle-timeout <30-86400> system sleep

ppp idle-timeout <30-86400> system sleep timer <1-31536000>

ppp idle-timeout <30-86400> system sleep schedule <NUM>
timer00000000ODDO36500031,536,000[sec]CO0 0000000
OO0O00D0C0CO0O0O resume000000OOresumed scheduleOOOOOOOODO

O schedule & system sleep

ooooooo
goooooo

oooobooo

O sleep system
ogooooon
goooooo

oooobooo

OO0 mode OO

00000000000 000000D00OOOsleepd000D00O00ODOO
schedule <NUM> HOUR:MIN DOW (DOW]) system sleep

schedule <NUM> HOUR:MIN DOW (DOW]) system sleep timer <1-31536000>
schedule <NUM> HOUR:MIN DOW (DOW]|) system sleep schedule <NUM>
timer00000000DODO36500031,536,000[sec]CO0O0O00O0OOO
000000000 resume000000Oresumed schedule0OOOO0OO0OO

OooooooodOsleepd 0000 OD0OOO

sleep system

sleep system timer <1-31536000>

sleep system schedule <NUM>
timer00000000DODO36500031,536,000[sec]CO 0000000
000000000 resume0 00000 Oresumed schedule0O0O00OO0OO0OO
view mode

o ResumeO Sleep0 OO0 OO OODO

O timer
goooooo
gooooog

O schedule
goooooo
gooooog

O INnToOOO
goooogo
ooooooo

sleep0 00000000 0OO0Oresumed 00 timer0 000000000
ppp idle-timeout <30-86400> system sleep timer <1-31536000>
schedule <NUM> HOUR:MIN DOW (DOW]) system sleep timer <1-31536000>
sleep system timer <1-31536000>

sleep0 00000000000 resumed scheduleOD OO OOOOOO
ppp idle-timeout <30-86400> system sleep schedule <NUM>
schedule <NUM> HOUR:MIN DOW (DOW]) system sleep schedule <NUM>
sleep system schedule <NUM>

INITOODODOOOOOOresumed 00O O
oo
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m JO0O0O00O00O0O0O0
O Serial
0000000 SerialDODODOOOOODOresumeD OO0
0000000 system power-management resume serial <NUM>
OO0OnoO0O0O no system power-management resume serial <NUM>
0000000 Ono system power-management resume serial <NUM>O OO0 0O O
O00Oserial 0000000000 resume0 0000

O Wake-up on Ring

0000000 OOmebileDODOOO0OO0OO0OOO0OOOresumeO 00O

0000000 system power-management resume mobile <NUM>

OO00OnoO OO no system power-management resume mobile <NUM>

0000000 Ono system power-management resume mobileD OO OO
gooooDoOd resumed00Odnd

m 00000
o Firmware update/System restart
Ofirmware updateJ O O OO system restart DO Osleep000000O0OOsleepOO0O00OD0O0OO
oooo
OO00OOsleepd00OO0O0ODOOTfirmware updated system restart D0 000000 0OO0OO

o Sleep/Resume

OsleepO0 000 sleepO0 00000 O0O0OO0OOOOSsSleepdOO0O0DOODOODOOO

Oresume0 00O sleep0 0000000 resumed 000000000 O0OG0O00O0OOOO0O
O0O00O0resume0 0000000000 OOsleep0 0000000

O000Oresume 00000000000 OOOsleepOO00O0O0OO0OOOOOO

oOOOobooOO
OoOOOooOoOOsleepO000DOOO0O0O0ODOOOODOOOOSIleep0DOOOOODOO
OO0O0Osleepd 000000 ODDOOSSleepOOOOODODOOO
OoOooDooOooDmINImTODOobooOoOOsleepO0dooonooog
moooobooobooboobobobooboobboobooboobmm
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m WOLOWake On LANOOOOOOOOO
WLOOsleep0 0000000000000 O0D0O0D0OO0DOOOOOOO

O wol name WORD

goooooo Uio000o0ooo0oo0o0oo0scheduleDO0OOO0O0OWLODODOOOOODOO
O0000D00O00OEthernetD 0000 UWDPOOOOOOOODOOOOOOOOO
gddoooodobooodobooouooouooooobooouooogd

o EthernetO0 O OO
ooooooo
wol name WORD interface INTERFACE
HH:HH:HH:HH:HH:HH ethernet (]<1-65535> <1-65535>) (]broadcast)
wol name WORD interface INTERFACE
HH:HH:HH:HH:HH:HH ethernet type <1501-65535> (]<1-65535> <1-65535>) (]broadcast)
ooooooo
gworRoO O OOODOODOODOOOOODOO
O INTERFACE O O O EthernetO VLANO Bridge 0 00D 00D OO0 O0ODOOO
OHH:HH:HH:HH:HH:HHO O OO OO MACOODOOODOOD0OO0O0ODO
O type O O O Ethernet typel default:0x0842(2144) 00000000
O0d00ooodo0oili000o0o0ooool1000oo0
Obroadcast 0000 OO O0OEthernet0 000000 MACOOUODOOOFF:FF:FF:FF:FF:FFO OO OO
JoooooooDooooooovMcOOnDoooooooog

o UDPOOOO
ooooooo

wol name WORD ip (A.B.C.D|FQDN) HH:HH:HH:HH:HH:HH (]<1-65535> <1-65535>)

wol name WORD ip (A.B.C.D|FQDN) HH:HH:HH:HH:HH:HH port <1-65535> (]<1-65535> <1-65535>)
ooooooo
gworDOOOOOUOODOOOOODOOO
O00000ooO0oooomwr000oDo0o0DOrNODOODOODOIPOOOODDOOOOOIPOOD

00O directed broadcast0 00 OO O0OO0OOOO

OHH:HH:HH:HH:HH:HHO O OO OO MACOOOOO0OD0OO0000O
COpPortDO0OOOOOCUWP port000000O00O0O0ODOOOO9 Discard0 OO
0o00doooooooilooboo0ooOooooOol100oo

goooooo
gogboiwooobooooboooboobobooog
goo0oooDOoooOowLODOoOoODOOoDOOoOoDOOoDoDOoDoOARPOOODOODOODODSIeepOOO
goboobooARPOO0OO0OODOODO0OMm
oooboiwoobooooobooobooboboboooo
goooooooooooobowLboooooboooobooooobooboobooboooooo
oom
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O ip host FQDN

oooooood IPO0O0ODO0O00O0O0ODOODOOOOstaticO0000OO0OODODOOOOOO

oooooon ip host FQDN A.B.C.D

oooooono
dodoooNSOO00DodoDdooDO0doDoOoo0ooobDdo0dOstaticOO000OOOooOOO
gooNSOOdDooooooooooooon
dodoooNSOO00DdoDdooO0dooooDodoooDodobODOdOstaticOO0OOOO
ooooooooo

O ipv6é fragment-id

OoooooO IPveO fragmentation-id0 000000000000 OO0OOO

Oooooog  ipve fragment-id random

O00OncOOO no ipve fragment-id

OO0o0O0oOoO0d no ipve fragment-id

goooooo

Olefault 0000000 DO000OODONONODONOOONOONONOOOOOIOOOOOONOOOOOoOOQ
OramdomO0 00000000000 OOOOOOOO

O ipsec priority-ignore
0000000  Priority00O0O IPsec SADOODOOOODOOODOOO
IKEv1O Oroute based IPsec0 00 0000000000000

gooooog ipsec priority-ignore enable

O000noO OO no ipsec priority-ignore enable

ooooooo

O Route based IPsecd 0 Ophase20 IDO O IPsec SAD OO OOOODO IDODOODOODOODOOOOO
O00O0Priority0 00000 etc00000000DOO0O0OOO0ODOODOOODOOOOODODOO
OO phase2 IDOOOOOOO IPsec SAODODOOODODODOODOODODOODODO

ORoute based IPsecJ 00 OO route based IPsec policy based IPsec0000O00OOOOO
Policy based IPsecO0 000 000OOO0OO

OO0O000O0ISPOVPNODOOOOOOphase2d IDO any/any 0000000000000 0ODODOOO
oooooo
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m Mode-config
O0OO0OVPN client0 0000000000000 00D0000DOOOOOmode-configD 0000
O0O00IKEV/IKE2 OO 00000000000

O ipsec local pool

ooooooo

OVPN client0 00000000 local pool OOOIP addressO0 00000000 O0OOODO

gooooboo ipsec local pool WORD address A.B.C.D/M

O000noO OO no ipsec local pool WORD

ooooooo

Olocal pool DO O OOOO0OCclient configurationd 0 0 00O ipsec isakmp policyOD 000000
oooo

OVPN clientD 00000 IPOOODOOOOOOOQDOOshow ipsec leasesO OO0 (viewd O O)O
oooooo

O ipsec ike/ike2 client configuration dns-server
OO00oOooOooO  VPNclientOOOOOOOOODNSOODODODDODODDODOODODOOO
gooooboo ipsec ike client configuration dns-server A.B.C.D (A.B.C.D])
ipsec ikev2 client configuration dns-server A.B.C.D (A.B.C.D])
OO0O0noOOO no ipsec ike client configuration dns-server
no ipsec ikev2 client configuration dns-server
ooooooo
OIKEVI/IKEV2O OO OO0 OO Oprimaryd secondary0 20 0000000000000
O0000000000000o0IsAkMPO 00 0000000000000

O ipsec ike/ike2 client configuration netbios-server
ggooooo VPN client0 00 0000OOWINS server000000000O0O0O0OO
gooooboo ipsec ike client configuration netbios-server A.B.C.D (A.B.C.D])
ipsec ikev2 client configuration netbios-server A.B.C.D (A.B.C.D|)
OO0O0noOOO no ipsec ike client configuration netbios-server
no ipsec ikev2 client configuration netbios-server
goooooo
OIKEVI/IKEV2O OO OO0 OO0 OprimaryD secondary0 20 0000000000000
J0000ooooooooooIsakvpOOooooooooooooom

O system usb transfer-mode

0ooooog ussOODooOoOooooOoOooogooo
0O00oOdpood  system usb transfer-mode (pio]dma)
OO0O0noOOO no system ush transfer-mode
0000000 UOJOO0OO0O0O0save configDOOOOOO
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m 00000000
gooobOoobobobDbo0obwxeoooboooboobooobooboobobbooboobooo

0000000000000 000veth OO OOOOOOOO0OOOOOOO0OOOOOOO
OvethOOOOOOOOOOODOOveth interface modeO OO0 O0O0OO0O0OOO

O 1Ixc container
ooooooo Ixc container0 000000

Ixc container0000000IxcOOOOOOO
ooooooo Ixc container <1-4>

OO00OnocO0O0O no Ixc container
oooooog

00000 WXCOOODOOOOOOOconnect Ixc consoled OO0 0O0view modeD OO O0OOOO
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O track mail send server

gooooon
gooooon

OOOnoO OO
gooooon

Track up/down 000000 Omail 0000000 OOO0ODOOOO
track mail send server<0-2>

track mail send server<0-2> subject LINE

no track mail send server

no track mail send server

O track snmp trap

gooooon
gooooon
OOOnoO OO
gooooon

Track up/down 00O D0OOOSNMP trap0 00 00000OO0ODOODOO
track snmp trap

no track snmp trap

no track snmp trap

O bridge flow-list

goooooo

gooooon

OOOnoO OO
gooooon

oooooooodflwdoOO /000000000000

D000 flowd OOOOOOOONRODOOOOOOOOOOOOOODOOOO
bridge flow-list WORD file WORD

bridge flow-list WORD file

no bridge flow-list WORD

OObridge flow-list0 OO0 0OO0O00000O flow listO0OD0O000OO0O00O0ODODOOOOOOOO
O Obridge flow-list WORD filed Oshow configD O OO DO OO OO
OOcookieOODODOOOOOcookieDOOOODOOOflowdDODODOOODODOOODOOOMM
OOpriority0 0000 01024-327680 0 O

O ip dns-intercept setname

goooooo
gooooon
OOOnoO OO
gooooon

DNSOOOOODOOO0DOOO00oooooooooogoooooo
ip dns-intercept setname WORD file (URL|) (ms-0365])
no ip dns-intercept setname WORD

OWRLOOODO000O0O00oooooon

O FTPO ftp://0 HTTPO http://1 USBO disk0: [T Microsoft Official HPO ms-03650

000000000000 0000000bO0DO0b0Ob0OOip dns-interceptd 0000 interfface
moded O OO OOOO
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O mape-rule

0000000  MAP-E ruled typeOD OO ODOOO

0oooogdno  mape-rule WORD type jpne auto

oddNoOOO no mape-rule WORD

ooooogo OO0O0O0OOO0OD0OJNECOO vveplusOOODOOOODOOOODO
WORDO O Omape-rule0 00 0O0OODO

O ip route mape-rule

ooooooo  mape-ruled ip route0 000000
gpoooooo ip route mape-rule WORD (]<1-255>)
OO00ONoOODO  no ip route mape-rule WORD (]<1-255>)

O ipv6 route mape-rule

googooog mape-rule O ipv6 prefix route0 OO ORAD OO O gateway D OO OO OO
opoooooo ipv6 route mape-rule WORD ra (]<1-255>)

Oo00ONeO OO no ipv6 route mape-rule WORD ra (]<1-255>)
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O OO command

interface mode

nxrg240#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxrg240(config)#interface ethernet <0-2> [vid <1-4094>]
nxrg240(config-if)#

nxrg240(config)#interface loopback <0-9>
nxrg240(config-loopback)#

O ip address
ggooooo
ggooooo
| no |

O ip address
ggooooo
ggooood
g no |

O ipv6 address

goooogo
goooooo

gd g

oooooooowrooooooooooo
ip address A.B.C.D/M (]secondary)
no ip address A.B.C.D/M (]secondary)

DHCPO OO IPOODOOODOOOOOO
ip address dhcp (|HOSTNAME)
no ip address dhcp

OO0DoO0OoDoooiIpved0OO0OO0OOOOODOO

ipv6 address X:X::X:X link-local

ipv6 address X:X::X:X/M (Jeui-64)

ipv6 address autoconfig

ipv6 address autoconfig interface-id mape-rule WORD

no ipv6 address X:X::X:X link-local

no ipv6 address X:X::X:X/M (Jeui-64)

no ipv6 address autoconfig

link-local D0 000000000000 LLAODDODODODO
eui-64 0 000 Oipve-addressO prefix DO OO OOODOO
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O ipv6 address DHCPv6-PD

ooooood DHCPv6 Prefix Delegation0 000000

goooooo ipv6 address DHCPv6-PD X:X::X:X/M (Jeui-64)

O no O  no ipv6 address DHCPv6-PD (|X:X::X:X/M)

ood 00

O ipv6-address O O sub-prefixO host 00 OO0 O0OO0OO00O0OODOOO

ODHCPv6-PD O ODHCPv6 PDO O D OO prefixD DU OO DO OO O DO ODHCPV6-PD O ODHCPV6 O O O O
OO0000O000DOOOO@oOooOooooogo)oodipee dhep client pd0OO0OO0OO0OOOO
ooooo

O ipv6 dhcp client

0000000 000000000000 00DHCP6D 0000000000000 O00O0OOOOO
goooooo ipv6 dhcp client WORD

O no 0  no ipv6 dhcp client

O ipvé dhcp client pd

0000000 DHCPv6 PDO prefix0 0 OO0DODOOOODODOOOODODO

ooooood ipv6 dhcp client pd DHCPv6-PD

O no O no ipv6 dhcp client

ooooooo

ODHCPV6 PDOODOOODDOOOODODOOODODODOO

OO000O0ODHCPvG PDO (D0 O)IODODODOODOOOOOOOOOOOOipve address DHCPv6-PD O O
ooooooooo

Oipv6 dhcp client WORDO ipv6 dhcpvé pd DHCPv6-PDO OO0 D DO OO OOODOOOOOO

O ipv6 dhcp server

0000000 QOO0000O000O0OoOoobHePv6eOODOOOOOODOO
opoooooo ipvé dhcp server WORD

goONoO OO no ipv6 dhcp server

O0o0oO0oO0oOoOo weRbOOOOOOOODHCPv6O OOOODOOOOUODODOOODOOOO

O ipv6 address dhcp WORD

0000000 Q[OO0000O00000000OdDHCPv6O DO ODDODOOODDODOODODOOODODOOD
opoooooo ipv6 address dhcp WORD

O no O no ipv6 address dhcp WORD
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O speed
o0o0oooo QOOoO0OOooocOogOooooOoddulmalnooooooo
Default O O auto-negotiation0 0 OO0 000 ethernet Port 00000 OOO0OODO
coooo
goooooo speed (auto]10-full]10-half]100-full]100-half]auto-limit) (]Jport <1-4>)
OO0 0O OO0  speed auto
ood 00
Oauto-limit0 00O 00O O O auto-negotiation 0 0 10/100M O O advertise 0 00 O O Gigabit interface
0000oo0ooo10mMc)O inkD DO OO0 Jautoc 0000 O0ODO0OO (auto-limitd O O 1000M
linkOODOOOOOoooo)d
Oauto-negotiation0 0 0000000 OO0OODOO0O
0o0o(@)dioooM > 100M-Full > 100M-Half > 10M-Full > 1OM-HalfO OO 0O (O)
0000000 auto-negotiation0 000000000000 DOOO0OODOOOOOOOODOOOO
gooopoooooooooooooooo

oo0Dopoooooo OOopoooooog oooood
auto 100M-Full 100M-Hal ¥ X
auto 100M-Hal T 100M-Hal ¥ o
auto 10M-Full 10M-Hal f X
auto 10M-Half 10M-Hal f @

O speed auto-limit (100]1000)

ogoooooao 0GbpsO0 00O ODOODOODOOOOOOODOODOODOODODOODOOO
goooooon speed auto-limit (100]1000)

ogoooooad

Oauto-limit 100 O 100MbpsO 0D 00D OODODOODOOODOOODDOODO

Oauto-limit 10000 1000Mbps 0 00000 O0OOOOODOOOOOODOODO

Oauto-limit d1000MbpsO 00D DOODODOODOOODOOODODOODO

[Jauto OlocchpsO0 0O ODOODOODOODOOOOOOODOODOO

d10Ghps 000 DOO0ODOODOOODDOODO Oautodauto-limit (10]1000)0 100M-full O O O
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0 mdix auto
goooooo

interface mode

interface mode

OO0OportO MDI/MDI-XOOOOODOODOOOOODOOO
gooowmigwI-XOOOODODOoobobooboooooooboobooowal b voidMpl-X
gwi-Xxgooogoooboooooobooooboobooobo

Jauto MDI/MDI-XO O OOOOOOODOOO/0000000D0000DOODOODOODOODOODOO

gooooo
gooooog
oo O oOd
0 no 0
oad oad

mdix auto
mdix auto
no mdix auto

O auto-negotiation 00 0 O O =speed auto/auto-limit0 0 00O
mdix auto/no mdix auto 0O O O0OO00OOO

O auto-negotiation 00 0 O O =speed 10-full/10-half/100-full/100-half0 00 OO
mdix auto OO mdix auto/no mdix auto OO0 000000000 DOODOOOOO

O active power save mode

ooooboon

goooooad
oo O oOad
0 no 0
oad oad

O bandwidth
gooooog

ooooooao
O no O
oo oo

Ethernet 0 O O Switching HBO OO O OO PHYOD OO DOOODODOOOODODOOO
O0O01port0 00000000 ODOOOOOOOOOOOOOOOOOI
000000Odefault00 0000000000000 PHYDOOOODOODOOD
102000000000000000

0000000000000 oooooooooooooooogg
ooooooooooo

gloooM DOOOODODDOOOODO

OCabledO O 1m0 OO OO

power-save enable (]Jport <1-4>)

no power-save enable (|port <1-4>)

no power-save enable (]port <1-4>)

port <1-4>0 HBOOOOOOOOOOOO

00oooooooooooooooooooooon

bandwidthO OO OO O 10Mbps O O O

bandwidth O O 0O 0O 0O O 106bps O O O

bandwidth <1-10000000000[k/m/g]>

no bandwidth

gOoopooosPRODOCOOOODOOOODOOOO
J00000D0O0Dauto-costd O OO (ospf mode)D OO ODOOODO
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O mtu

ooooooo  wMuoDoooooooo
ooooooo mtu <bytes:68-1500>

OO0 O OO0  mtu 1500

O no O no mtull (= Set defaults)

O ip proxy arp

ooooooo Proxy ARPOODOOOOODO

goooooo ip proxy-arp

oo o od no ip proxy-arp

g no O no ip proxy-arp

oooooog

OProxy ARPOODOOODOODOODOOUODOODOODODOOARP request0 000000 OOOODOO
oood

OforwardingD 000000000000 O0DOOOOOOO0DO0O0ODOODOODOOODOODODOODOO ARP
requestD 00000000

O ip local proxy arp

goooooo Local proxy ARPO OO ODOODOO

goooooo ip local-proxy-arp

gg 0O 0Od no ip local-proxy-arp

O no O no ip local-proxy-arp

ooooood

OLlocal proxy RPOODO0D0O0DOO0ODODOODOODOOOOODARP requestD 00 0O0O0OODOOO
goooood

ODefaultd O O O OEthernet/VLAN/bridge 0 0D 0000000 O0DOOODOODOODOODO
OforwardingD 0000000000000 D0OO0OO00OOO0DOO0OOODOODOO0OOOOOOOO ARP
requestJ 00000 O0O0OO

Olocal proxy RPO DO DOODOOODOODOOOOOOOOVIANOO etcOODOODODOOOOOODOOO
gopoobooooooooo

Olocal proxy RPOOOOOODOOOODOODOOOOODOODOOOOODOOOODOIp send-redirects
Joo0obOoooooooboooooo

OLlocal proxy RPO OO OOOODOOOOOODODOO

Osender IPO target IPOOOOO0O

Otarget IPOOO00O0COD0O0OO0OOODOODOOOOODOOOO

O ip directed-broadcast

ogooooon Directed Broadcast O O O OO0 OO0 OODOOOOOO
ooooooog ip directed-broadcast

oo O oo no ip directed-broadcast

O no O no ip directed-broadcast
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O ip redirects
ooooooo
OICMP redirectO type=50 000000000000 OO0OOOOOOOOOOOOOOOOOOOO
000000000RFC792
OOO0O0O Send redirect0000O0OOOICMP redirect0 0000000000 O0OOOODOOOO
ooooooon ip redirects
gooooog ip redirectsdd (OO)
Oo00ONeO OO no ip redirectstl (O O)
ooooood
OO0O0 ICMPRedirect 00O OO OOOICMP Redirect DO DO OO0 OHestD OO DODOOODODOO
OOodooo00ooooooooooooooooooog
0 Host A0 OHost B(192.168.1.100)0 0 IPv4A0 0 00O default ge(NXR) D OO OO OO
ONROOOODOOOODODOOODO192.168.1.0/240 00 next hopO 192.168.1.2530 00000
O0O0ORouter ADDDOODOOO
O O0O0OO0Onext hopO Router ADOOOOOHest AUODOOOODOOOODOOOOOHost AO
ICMP RedirectD 0O OO OO
O Host ADOOOOHost BOODO IPVAO OO OODOICMP Redirect0 00O 0O next hopO OO
OORouter AUODOOODOO
OO0OO0OCOOICMP RedirectD 000D OCOODOODOOOOODOODOOOOOOOOOOOOODO
000000000 d forwardingD O OO OOOOO

PC B: 192.168.1.100

A
e — .
|
|
T
192.168.1.0/24 !
|
AET 49T I—hk
192.168.1.0/24 (gw) 192.168.1.253 NXR Router A
192.168.0.254 1192.168.0.253
. v |
Send Redirect#3) -~ ‘ @ IP to 192.168.1.100 !
|
_____________ L1
I 192.168.0.0/24
| @) 1P to 192.168.1.100

(@) Redirect (Next hop=192.168.0.253) l
IP to 192.168.1.100

&

PC A: 182.168.0.100
Default GW=192.168.0.254
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O ip tcp adjust-mss

ooooooo

O Path MTU Discoveryd PMTUDO O OO End-to-endD 00000000000 OODOONMIUODOOOO
0000000000000 000oo00ooo00oo0oo00o0o0oooooooooooon
O00ooooiPvad00000O0O00O0O ICMP fragment needed 000000000000 OODOO
O000000ooooooooDooogoPePNTUDO0OO0OO0O0O0OO0OO0OO0OO0O0O0O0OOnoddPMTUD
0000000ooooooooooMU0bD000Dooo0oDo000oo000o00O00o00dOEnd-
to-end0 000000000000 ODOODOODODOODOODOODOOTCPOO  SYN/SYN-ACKOD O OO
omMsSOODOoO0O0oooooooooooooooooooTcPOOOODDOOODOOOODOO
O0000000o000oo0o0oooooo00oooooooooooooooo

goooood ip tcp adjust-mss (auto]<500-1460:bytes>)

goooooo no ip tcp adjust-mss

Ogo00ONeO OO no ip tcp adjust-mss

ooooooo
OlpvA00000O00O00OO0ODOTCPOOODOOODOOOOTCPODODODOOOOOODOOODOOO
Od00o0oooooooooooooowssoooooooo
O0O0O0ooooMssO000000000Dauto00000O0OOOMSSOOODODOOMSSOOOODO
ooooooooooooooo
O0000o0oooooooovMssoooooooooovssonooooowMssoooooooooog
ooooooooo
guwPOICMPOOOOOODOOOOOOOOODOOODOOODOOODFOOODOOOOODOOO
0000000000o000ooo000oooooo0oooooooogoooon

(I no ip tcp adjust-mssO0 0000 OOOTCP MSSOOODOOODOOODOOODO
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O ip mask-reply
ooooooo
OOpenviewDO OOODOOOODOOODOOOODOOOOOOOOOOO ICMP address mask request
Otype=17000000C00DOOCO0ODOOOODOOODOOODOOODOOODDOOODODODOO
oooooogooooooooood™
O0000000OICMP address mask request 0 0 000000 OOOOOOOOODOOO
goooooo ip mask-reply O ICMP address mask requestd 0 00O 00O M
ooooooo no ip mask-replyd ICMP address mask requestd 0 OO0 0O 0O [
gooONoO OO no ip mask-reply
oooooodg
O ICMP address mask request/replyC 0000000

ISP~ __ppp0 (10.00.196/32)
//F ICMP address mask reply D' %

#
s

a NXR#1

»‘ 192.168.0.254

NXR#2

192.168.0.253
g A

ICMP address mask replyh* G %) Regquest (to 10.0.0.196)

Request (to 192.168.0,254)

192.168.0.0/24

y Reply (mask=255.255.255.255)
Reply (mask=255.255.255.255)

S

OpenView
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O link-check
goooooo
OEthernet linkOOOOODOOODOODODefaultd 10[sec]U 0 O0O0[sec]O O OO OODO link down
COoOoOooo@OuwOOOoOOoO)OLinkOOOOOOOOODOUOOOOODOOOODDOOOODO
OO
O00Oethernetd0 0 vianO OO OO OO0 OO ethernetd link up/down 0 O O vlan interface O
linkOOO up/down0 00000 OOVLAN interface0 0O linkOOOOOOOOOOODOO

upO OO O downO O OO

Connected route] O O O (RIB/FIBO O O 0O) Connected route] 0 OO (RIB/FIBO OO O)

0 O interfacel] O O interface 0 O route 0 O O 0 O interfacel O O interface 0 O routed 0 O O
Interface0 00 000000O0OIPaddress 00000

Interface0 000000000 IPaddressd 0000 (0 O O ip/ipvé access-linkdownd O O O O O O linkdown
gooooooono)

BindOOOOOOODOOoOOODODO BindDOOOOOOoOoOoooono

Network event0 0 OO OO0 Network event0 O OO O OO

Router solicitationO O O (IPv6) -

0 Connected route0 000 /70000 Oshow ip route database 0 00000 O000OODOOO
ORIBO Routing Information BaseO O 0000 0000000000000 O000OOOOOOOOO
0000000000000 UUUUUOUUUUoUoUoUUUOOUOo™
OFIBO Forwarding Information BaseO O O IPO 00000 ODOOOOOOODOOODOODOOOOO
RBOOOODODODODODOODODUOODODUODOOUOODODOODODOOUOUOUOOUrBOOOOOOOO

ooooooo link-check (]<0-60sec>)
oo o 0OOd link-check 10
O no O  no link-check (=link-check 0)
0od oo
ObhindOOODOOODOODOOOOO/00000000
Ethernet interface 0 O tunnel interfaced PPPOEC 00 00O OO0OOONInk downD OO0 OO0
0000 interface0 downO0 OO0 O000O0O0O0ODOOOOTunnel interfaced PPP interface O up/
downOOO0O0O0O keepaliveO OO ODOODOOOOOOUSERODO OO bindO O (OO interface
down O trigger O L2TP tunnel/session0 00 0000) 000000 OOODOOOODOOODOOO
o000
OSwitching HUBO O O OO O OO ethernet interfaced linkOOODO OO
000 Switching HBO OO O OO OO ethernet interface00 linkDOOOOOODOODOO
switching hub port 0000 link downd O 0O 00O O ethernet link downOD 0001000 switch-
ing hub portO linkO upd0 0O 0O Oethernet link up00O000O000O0O0O
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O ip access-linkdown

goooooo 00000000 000hink downO OO O0OOO interfaced IPv4 address [
o0ooooooooooo

goooood ip access-linkdown

O no O no ip access-linkdown

oo oo Default O O 00O (no ip access-linkdown)O O O

O ipv6 access-linkdown

0000000 OO000D0O0O00000Nnk downO0OO0O0ODO0O interfaced IPv6 address D
oooooooooooo

gooooog ipv6 access-linkdown

O no 0  no ipv6 access-linkdown

RN RN Default D O O O (no ipv6 access-linkdown)d O O

O ip arp reachable-time

gogoooono UOOOOAP OODODOUO0O0O0OUOUOUoobobDbbODbDODO msecdOdd

ooooooo ip arp reachable-time <30000-3600000>

ooooooo ip arp reachable-time 30000

OOO0ONO OO  no ip arp reachable-time

gogoooono show arp OO0 000000000 REACHBLEO DO DO DODOOOO
0000D000OJ0.5 0 1.50x reachable-time 000 D0DO0OO0OODOO0O

O ip arp queue length
ooooooo
OEthernet/Vlan interface DO OIPVAO 000 0D OOODO O (nexthop)d mac addressO 00000
OO0000OO0Omac address0 000000 queveingD 0 O0O00OO0O0OOOOOODOODOOODOOO
OQueue T Oneighbord entry0 00 0OO0ODODO
Oqueueingd0 0 0 packetD JaddressO 0 0000000000 OOCOOODOO
OQueueD fullODOODOODO packetUDO OO0 Oqueved 0 OO0 dropd D O0ODO
goooood ip arp queue length <1-1000>
oo o OO no ip arp queue length (=3[packets])
O no 0 no ip arp queue length
ood od IPvAO IPv6 0000000 OOunterface000000000O0ODOOO
IPv6 00O OO0 Oipve nd queue lengthO OO0 O O0OO0O0O0O

O ipv6 tcp adjust-mss

oO0oooog  TCM/IPveOMSSOOOODOOOO
goooood ipv6 tcp adjust-mss (auto]500-1460)
oo o odo no ipvé tcp adjust-mss

O no 0 no ipv6 tcp adjust-mss
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m NDP

Ethernet/VLAN/Bridge D O O OO O0DOOOORADOODOOOOODOOOOOORADDODOOODODOO
OO000000CO000DOOO0O0RADODCOOOOIPYE address prefixd gatewayO O OO0 OO0 O0OO
ooooooo
OO0000000DooO000DoOoO00OoDoOoOd0U0OOORADOODOOOODOOOODOOOODODOO
ocooooom

O prefix information: ipv6 address autoconfigd O O O OO OO Oprefix informationO OO OO
OO

O router preference: DO O RAODODOUODOOODO preference0 00000 ODOOOhigh>middle>low
cooooooodg

OMTUODOOORAOUODOOUOODOOOODOOOOSshow 1pv6 interface0 00000000000
OOO0ORAODDOCOOOODOOOODOOOOORAODDOOOODONVMIUOODOOOODOOORA
OO0O0O0D0O0OOMUOOOshow ipv6 default-gateway OO OO0 OO O0O0O0O0DOOCOO
Odefault-gateway: RAO OO DOOOOODOCOOODOOOOODOOOOODOO

Opreferred lifetime

Ovalid lifetime

Orouter lifetime

Ohop limit:O OO RAODODODOODOOODOOODODOODOSshow ipve interface0 00000000
OO0000Q00ORAOOOU0DOOCOOODOOOODODRADDOOODOOOO hop-limit0dO00O0O0O
O0000ORAODDOODOOODO hop-limitd O Oshow ipve default gateway O OO OO0 OO0 O0O
o0

Ons interval: OO0 ORAOODOOOOOODOODOOODOODOOOOOODOOOODO
Oreachable-time: OO0 RAOOOOODOOODODOOOOOOOOOOODOOOOODOOOO
ORAODOODOOOOOOODORADOOOODOOOODOOOODOCLIDDOODOODOOODODOO
OO00O0000OCORADIDODODOO0OOOCOODOUOUODOODOOUODODODOOOOUODOOOOOShow ipv6
interface0 00000000 0O0OOOOOMMD
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O ipv6 nd send-ra
goooooo IPv6 RA(Router Advertisement0 OO OO0 O0O0O

goooood ipvé nd send-ra a@ao)
g no O no ipv6 nd send-ra a@ao)
od od

ORAO DD prefixO OO OEthernet/VLAN/bridge 0 0000000000 OOODO
Ooo00opoOoOoUooooO0OoOoOoooOooO0U0ooOOoOoU0O0oDOOoOoDOOoOUOO0ODRAOODOUOOOD

-router lifetime: ipv6 nd lifetimeJ O OODOO

-hop limit: ipv6 hop-limit0O OO0 OO (default:64)

-reachable-time: ipv6 nd reachable-time 0 OO0 OO

-retransmit timer: ipv6 nd ns-interval 000000

RA flags

-default router preference: ipv6 nd router-preference d 00 0O O O (default:medium)

-managed-config-flag: ipv6 nd managed-config-flagd O O O O O (default:0)

-other-config-flag: ipv6 nd other-config-flag O 0O O O O (default:0)

0 home agent flag, proxy flagO O OO D 00 OO0DOO0OO0O

O00D00CO0O0O0OODHCPYG serverJ 0000000 OOOOOO flagDOOM flagD 10000

OO DHCPv6 serverD DO OO ODODOO

Prefix information: ICMPv6 type3l ipv6 nd prefixO OO OOOOO M

-prefix/prefix length

-preferred lifetime

-valid lifetime

-autonoumous address-configuration flag ipv6 nd prefix X:X::X:X/M no-autoconfigd OO 00O
000000000000 10 default:1

-on-link flagd ipv6 nd prefix X:X::X:X/M off-link D 0000 O00O0COD0OOOODOODOOO 10
default: 10000 Oipve nd prefixOO OO0 prefixODOO prefixDOODOOOOOOODOO
connected route 000000 OOODOCOIPYE addressUO0O00O0O0O00OOODOOOOOOOOO
0o0o 10

-router address flagn OO 0

MTUO iCMPv6 type5

-NTUODDOCO0OO0ooowug

Source link-layer address: iCMPv6 typel

-link-layer address(] ipv6 nd no-advertise-link-address0 00000000000 O0ODO0O
000000000000 00000 link-layer address(MACO OO O)O0OD OO O Odefault:O
ooooopoooooooood

159



O 60 interface mode

interface mode

O ipvé nd accept-ra

ooooood

0000 (ipvé address autoconfigD OO0 O0)O0 OO0 OOOOORAODODOOD O Ostateless address
goooood

goooooo ipvé nd accept-ra

O no O no ipvé nd accept-ra

oo oo

Oipv6 address autoconfigU OO OO OODOOOOOOODOO
00000DO0D0ooOwved0 00000000000 0ORAODDODODOODOODODOOdefault-
gateway, retransmit timer, reachable time, mtu, hop-limitOD OO OO0ODO0O

O ipv6 nd prefix
gooooao IPv6 RAC Router Advertisement)D OO OO0 prefixODOOODOOO
gooooogo ipv6 nd prefix X:X:X:X::X/M
<valid-liftime:0-4294967295> <preferred-lifetime:0-4294967295>
(]{off-1ink|no-autoconfig})
ipv6 nd prefix X:X::X:X/M (|{off-link|no-autoconfig})
ipv6 nd prefix X:X::X:X/M no-advertise
O no O no ipvé nd prefix (X:X:X:X::X/M)
oo oo
OO0D000prefixOODOO0ODODOOODOODOODOOOD IPVeOOD OO prefixd 00O OO auto-
configurationO D OO O0OOO0OD0OMMOOOOODOO prefixDO OO DHCPv6-PDO OO ODODODO
OprefixOVRRPV3O OO ODOODOODOO
0000000 Do0oooogOprefix0000000O0O0O0 prefixODHCPv6-PDO OO OO OOO
prefixOOODOODOO0O0OODOOprefixOODOOODOODO
Ovalid/preferred lifetimeOOOOOOOOOO prefixUOOODOOOOOODOOpreferred
lifetime O 604800sec valid lifetime [0 2592000sec0 0000000
O0000ooodoOdprefixODOOOODOODODOOOODOODOOODOODODOOOOOODOOOOOODO
oooooooon
Ono-advertiseJ OO OO0OOOO prefixUO DO OO O OOdefault: 1M
Ooff-linkO OO DOODOODOO prefixd on-link flagO 0000000 OO0O OO default:111
Ono-autoconfig O OO OO OODO prefixd autonomous address-configuration flagd 00 00O O
00000 00default: 110
ORAODOOODO prefixODOODOODOOOOOODO prefixOOODOO 1000 preferred lifetime O
00 valid lifetimed 72030 0000 RAD O DO OO O OPreferred lifetimed 00 RAODODODODO
J0000OLlNDOOoOooooooooowpveO0oOo0oOoooooooooorRAOOOODODOO
preferred lifetimed 00O OO0 OOO Orouter lifetimeO 00 OO0OODOOOO
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O ipv6 nd ra-lifetime

goooooo IPv6 RA(Router Advertisementd O OO0 O0O0O0OOOOOCOO
oooooog ipv6 nd ra-lifetime <0-9000>

o0 o oOOd ipv6 nd ra-lifetime 1800

O no O no ipv6 nd ra-lifetime

od od ra-lifetime >= ra-interval max

O ipv6 nd ra-interval

oooogooo IPv6 RA(Router AdvertisementO O OO0 0O0OO0OOCODOODOO
oooooog ipv6 nd ra-interval <min:3-1350> <max:4-1800>

o0 O oOd ipv6 nd ra-interval 200 600

O no 0 no ipv6 nd ra-interval

o0 od

Omin <max x 0.75000000000000000O

OVRRPV3IO OO ODOOODOODOOODOODOODOORAODDODODOODOODOODRAODDOODODO
COOVRRPODOOOOODOOUOOOODOOOOOOOODOOD prefixOOOOOOOODOOODOOO
00D IPv6 address prefixUO OO OO0 IPv6 address prefixDODOOODOOODO IPv6eOO0OO

OO0O0O0OOoOdO0OprefixODOOOODOOO

m RSOOO

RADODOODO0OODO0DO0O00DO0O0O00000000000OODUDUOODODOODOORSOOOOOOQ
OLLAO0DO /000000

0000000000administratively downD 000000 shutdownO OO0 upO0 OO0 OO
00000D0O000DoDo00000downDOupODOOOOO
ORSOORADDODODODODODODODODODODDODODODODODO

m RSOOO

IPv6 forwardingD OO0 O 0O0OO000O0ODOOOORSOOOODOOOORADODOODODOOODOODOO
OOneighbor000000O0OCOOOO

O ipv6 nd rs-interval

oooogooo IPv6 Router Solicitation0 00O O0OO0OO0OODOOODO
oooooog ipv6 nd rs-interval <interval:1-10sec>

oo 0O oo ipv6 nd rs-interval 1

O no 0 no ipv6 nd rs-intervald (0O 0)

O ipv6 nd rs-count

oooogooo IPv6 Router SolicitationD OO O0O0OOOOOOO
oooooog ipv6 nd rs-count <count:1-2147483647>

o0 o oOd ipv6 nd rs-count 3

O no 0 no ipv6 nd rs-countd (0O 0O)
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O ipv6 nd reachable-time

opoooooog
goooooo
oo 0O oo
0 no 0

00000000000000000000
ipv6 nd reachable-time <msec:0-3600000>
ipv6 nd reachable-time 30

no ipv6 nd reachable-time (0 O0O)

O ipv6é nd managed-config-flag

ooooooo
goooooo
oo 0O oo
0 no 0

RA flag(managed-config-flag)D OO OO OOOOODOOO
ipv6 nd managed-config-flag OM flag=10

no ipvé nd managed-config-flag (M flag=0)

no ipv6 nd managed-config-flag

O ipv6 nd other-config-flag

ooooooo
goooooo
oo 0O oo
0 no a

RA flag(other-config-flag)U O D OO ODOOODOOODO
ipv6 nd other-config-flag (0 flag=1)

no ipvé nd other-config-flag (0 flag=0)

no ipv6 nd other-config-flag

O ipv6 nd router-preference

ooooooo
goooooo
oo 0O oo
0 no a

RA flag(router-preference)J 000000 O0O0O0OODO
ipv6 nd router-preference (high|low|medium)

ipv6 nd router-preference medium

no ipv6 nd router-preference

O ipv6é nd no-advertise-link-address

ooooooo
goooooo
oo 0O oo
0 no 0
oo oo

Source link-layer address option0 0 0000 /00000000000
ipv6 nd no-advertise-link-address

no ipv6 nd no-advertise-link-address

no ipv6 nd no-advertise-link-address

O O Osource link-layer address optionD 0O O OO0

O O Osource link-layer address option0 0000000
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m NDP Proxy

ONPOODDOOOODODOOOOOOOONTTNGND IPCEDDO0ODDODOO0ODetcODDOOO
gooooo

JONPOOODODOOOOODOONDP ProxyOODDODOODODODDODOOOODOO
-NSOOOD0:000000000ORAProxyOODODOOORAOODOOD prefixODOODONSODOOODO
000000 00oONAOOODODOooooooooooNSOoooDoDoooooooobooooooo
RAOODODOOODOODOOORAProxyOOOODOODOOOprefixDODODOOODODOODOOODORAO
000000000 00ooDooOoOogognNee proxyl OO0 OOOOOO
-NAOODOOONAODOOODOOODDOOoOooooooobono
-RSO00000RSODOOODOODDODOODOODOD
-RAOO0000D000ORAODDODDOODOOODOODDOODOODOOODOOORA ProxyOOQOQO
O00ORAODDODODOOOOOOOODODOOOOoOOOoOOoOoOooo

m RA Proxy

ORA ProxyOOODODORAODOOOOOprefixDODODODOOOODODODOODODODOODODODOODODODODOO
ooooo
OprefixOOOODODOOODOODODOOODOODOD0OO0OO0DOO0OODOO0DOOO0O0DO0DOODODODODODOODOOOOO™
Om

OOOOONGN IPBEDOOOORADDOD prefixOOODODODODOORADODDODODODOODODOODOOO
O00000RADOIOOOOOOOOOOOOOOOOOLANODODODODDODODauto configuration
000000000000 0000000000ooooooooo
Oipv600000000RAOOOOOOOOOOOOOOOOOOODOOOODODOOODOOORA Proxy
O00O00layer3a0 000000000000 DOOOOOODOOODOOODOODODOOODOOODOOO
oo

000000000 prefixOOO 1000000000 prefixDOODODODOOODOOOOWANOODODOO RA
0000000000000 00000RADD0NONONONONONDONDONDODONDODOO0OoOoOooooooooon
0000000000000000000000000D0D0oogg RAODDDODODDODODODDOO

O ipv6 nd accept-ra proxy
0000000 RAProxyOOOOODOOO
goooood ipv6 nd accept-ra proxy ethernet <0-X>
(]rs-interval <0-604800> rs-count <1-255>)
od od
ORA ProxyOODOONDP Proxy OO OOD0O0OD0OO0OO0OOONSOOOODOOOODODOOODOD
NDP Proxy OO OOORA ProxyUOOODOOOOOOOODOOOOO
O000000O00ONDP ProxyOOOODOOOODOOOOODODOOORA Proxy000O00ODODOOO
ood
ODefault OO ONDP ProxyUOO RA ProxyU OO OO OODO

e RA(2001:) gewmp RA(2001: 1) i
I—!'_

AN
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O ipv6 nd ns-interval

goooooo
goooooo
oo O do
0 no 0

NSOODODOoOoooooo

ipv6 nd ns-interval <msec:1000-3600000>
ipv6 nd ns-interval 1000

no ipvé nd ns-interval

O ipv6 nd dad attempts

goooogoo
goooooo
oo O do
0 no 0

IPvé DADO O OO OODOODOOOO
ipv6 nd dad attempts <0-600>
ipv6 nd dad attempts 1

no ipvé nd dad attempts

O ipv6 nd accept-redirects

goooooo

goooodoo
oo o oo
oo oo
0 no 0

IPv6 forwardingO OO O OO OOICMPYE redirects0 00 O00OOOOOODO
oooooo

ipv6 nd accept-redirects

no ipvé nd accept-redirects

IPv6 forwarding0 OO0 00000000000 ODOOOOODOODOO

no ipvé nd accept-redirects

O ipv6 nd queue length

goooooo

O Ethernet/Vlan interface 00 IPv6 000000 OO O OO OO Neighbor Discoveryd O OO OO0
O (nexthop)d mac addressO 000000000 OODOOmac addressd 000000 queueingd O
ooooooooooooooooooo

OQueue O OneighborOd entry0 00 00OD0ODODO

OqueueingO0 00O packetd CDaddressO 0 00000000 OODOOOOOOO

OQueued fullOODOODOODO packetD OO OOOqueveD 0 OO0 dropd D OO0

goooooo
oo o do
0 no 0
oo oo

ipv6 nd queue length <1-1000>

no ipvé nd queue length (= 3[packets])

no ipvé nd queue length

IPvaO IPveO OO0 OO0OO0OOiInterface0 000000000 ODOOO
IPvAOOOOOOup arp queue lengthO O OO OOOOOO

O ipv6 hop-limit

goooodoo
goooooo
oo O do
0 no 0
oo oo

IPv6 hop-limitD 000000000000
ipv6 hop-limit <0-255>

ipv6 hop-limit 64

no ipvé hop-limit

00000 hop-limitdO RAOOOOODOOcurrent-hop-limit0 0000000
000000 0O0hep-limit0 0000000000000 OCO0OIPV6EOOOON hop-limitO OO0

goooo

gooooOooOoonoooooobDhep-lmitbO000D00ODOOOCOODOOO
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O ip rip receive version

ooooooo RPOOCOOODCOOOODOOO
goooooo ip rip receive version (1]12) (]1]12)

oo o oo ip rip receive version 2

oo oo version 1, version 2, version 1 & 2000000
O no 00 no ip rip receive version

O ip rip send version

oO0ooooo  RIPOODOOOODOOOODOOO
goooood ip rip send version (1]2) (]1]2)

oo 0O oo ip rip send version 2

od OO0 version 1, version 2, version 1 & 2000000
g no g no ip rip transmission version

O ip rip split-horizon

ooooooo godoooooooooooooo
ooooooo ip rip split-horizon (]poisoned)
oo o oo ip rip split-horizon

g no g no ip rip split-horizon
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O ip ospf cost

oooooog  oSPFOODOODOOODOODOOn
ooooood ip ospf cost <1-65535>

O no O no ip ospf cost

O ip ospf hello-interval

goooood HelloDOODOOOOOOODODOO
oooooog ip ospf hello-interval <1-65535>
O no O no ip ospf hello-interval

O ip ospf dead-interval

0000000 DeadDODOOODODOODODOODO
ooooood ip ospf dead-interval <1-65535>
O no O no ip ospf dead-interval

O ip ospf retransmit-interval

gooooog RetransmitD 0 OO0 O0O0O0ODOOOO
oooooog ip ospf retransmit-interval <1-65535>
O no O no ip ospf retransmit-interval

O ip ospf transmit-delay

ooooooo Transmit Delay0 0 OO OO0
ooooood ip ospf transmit-delay <1-65535>
O no O no ip ospf transmit-delay

O ip ospf authentication

ooooooO0o O0OoOOooooooOoOo

goooooo ip ospf authentication (null|message-digest)
O no 0O no ip ospf authentication

O ip ospf authentication-key

ooooooo Ddoooooooooooo
ooooood ip ospf authentication-key PASSWORD
O no O no ip ospf authentication-key

O ip ospf message-digest-key

ooooooOo wMs000000000000

oooooog ip ospf message-digest-key <keyid:1-255> md5 PASSWORD
O no 0O no ip ospf message-digest-key <keyid:1-255>
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O ip ospf priority

goooogo ggoobooooobooooo
oooooog ip ospf priority <0-255>

O no O no ip ospf priority

O ip ospf mtu-ignore

ooooood pBDO O MIUODOOODOOOO
goooooo ip ospf mtu-ignore

d no g no ip ospf mtu-ignore
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O vrrp ip address

000O0O0oOoOO0 VRRPOODOODOODIPOOOOWIPODODODOODODOOO
0oooood  vrrp ip <vrrpid:1-255> address A.B.C.D

O no O  no vrrp ip <vrripd:1-255> (address A.B.C.D|)

O vrrp ip priority
000ooooo VRRPOOOODOODOOOODOOO
O00oo0oOggd  vrrp ip <vrrpid:1-255> priority <1-254>
OO0 O OO0  vrrp ip <vrrpid:1-255> priority 100
O no 0  no vrrp ip <vrrpid:1-255> priority
ooooooo
OO0oO0OoOOdopriority0000000O0O0O0OOOC priority00000O00OOO

O vrrp ip preempt

000ooood  PreemptdO00O0OO0O0OO

0O00ogdoogd  vrrp ip <vrrpid:1-255> preempt

o0 O OO0  wvrrp ip <vrrpid:1-255> preempt

O no O  no vrrp ip <vrrpid:1-255> preempt

ooooooo

OPreemptO0 00000 Cpriority000000000DOCOOODOOOODOOOODO
Opreempt0 00000 Opriority00000000OCO0O00DOOCOOOOOODOOOO0ODOOOOO
ooooooooOooooooOoooobooooooo
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O wvrrp ip preempt delay

ooooooo

OPreempt 00 DOOO00O0DOOOCO0OOCOOODOCOOODOOOODO advertise OOOOODOOO
000oodoooo0oooooooooooooooooooooooooon

Opreempt delayO0 0001 O 1000(C)OODOOCOO@OO)YOODO

Oooooogd  vrrp ip <vrrpid:1-255> preempt delay <1-1000sec>

O no O  no vrrp ip <vrrpid:1-255> preempt delay

ooooooo

OPreempt delay OO O0ODOOCOOODOCOOOOOOOODOOOOOOOOODOODOOODODOOODOO
000ooooo0d0ooooooooooooooOon

o JOOOOOOOO

- master down timerJ0O OO0 delay timer OO 0OO0OODOOD advertise OO0OO0O0OODOOO
oooooooogod

- 00000000000 advertise 000000000000 O0OODOO0ODOOOO0ODOOO
(delay timer OO OO0O0OO0OOODOOOOO)HO
-0000000D0000 advertise JO0ODOO0OD0OODOOOOdelay timerO0O 0O 0OO0O delay
timerO0 00O 0O Omaster down timer 000000000000 Odelay OO00OO0O0OODOOOOO
advertise 000000000 DO0OOOODOODOOdelay timer0 0o ooo)o

o JOOODOO

- 00000000000 advertise 00000000000 O0ODOOOODODOOOODODO

- 00000000000 advertise JO00OOOO0ODOadvertise OOOOODO@OODOOOOO
Oooooooooog)o

O vrrp ip timers

OO0O0OO0OO0O00 VRRPO advertise0 0O OOOOOOOOO
0000000  vrrp ip <vrrpid:1-255> timers advertise <1-255sec>
OO0 O OO0  vrrp ip <vrrpid:1-255> timers advertise 1

O no O  no vrrp ip <vrripd:1-255> timers advertise

O vrrp ip netevent
OOO0oOoOooO0O  VRRP trackingD OO OOODO
0000000000000 00000000oooooooogm
0O00oOooo0gd  vrrp ip <vrrpid:1-255> netevent <trackid:1-255> priority <1-254>
vrrp ip <vrrpid:1-255> netevent <trackid:2048-4095> priority <1-254>
O no 0  no vrrp ip <vrripd:1-255> netevent
ooooooo
Otrack eventO downO0 0000000000000 priority0000000000000000OO
Opriority0 00000000000 priority0 000000000000
Oevent downO OO OOpriority0 00 0000000000000 O0O0OO0OOOOOOOOOOOO
oooo

oo 00ooooOdOpriority>0000000000priority
Event downd O O go0oo0goOd0Opriority<00000O0OOOOpriority
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O ip access-group

ooooooo

Oglobal mdeD OO OO ACLOODOOCOOODOOOOOOOOOOODOOOOOODOOOODOOO
ooooooo

ooooogoo ip access-group (injout|forward-in|forward-out) IPV4-ACL-NAME

OO0ONoeO OO no ip access-group (injout]forward-in]forward-out)

ooooooo

0000000000 0000000D0000D000000(@D O Packet TravelingD O O)OODO
OOo400000

in(local input) NXROOOOOOOODOOOODOOOODOOOOOOO

out(local output) NXRO OO OO OODOOOOOOOOOOOOOOO

0000000000ooooNRODODDOOO0DoODDOoooooooooooog

forward-in NXROOOOOOOOOOOOOCOO forwardingOOOOODOOOOOOO

forward-out NXRO OO ODOODOODOOOODOODOO forwardingOODOODOOOOOOODO

OmacO0 0000 ACLOOoutO OO forward-out0 OO0 O0O00O0OOOOOOOO

O ipv6 access-group

0000Doo0 QOoO0ooooooiwpveOODO0OOODOO0ODOODOO
ooooood ipv6 access-group (injout]forward-in|forward-out) IPV6-ACL-NAME
Oo0 0O OO 0Ooo00o

O no O  no ipv6 access-group (in]out|forward-in]forward-out)

O ip masquerade

Ooooooo

gooooooooo0oUoooOoOoooOoOoooUooooUoooOoIwprv4d0O0OO0ODOOOoODOOO
OOmvAO0ODDOO0D00OO000D00000

ooooogoo ip masquerade 0O 0O0O0O

oooobogon no ip masqueraded O OO

OO0O0ONoOODO  no ip masquerade

Ooooooo

000000000000 Ethernet/VLAN/PPP/Tunne)OD 0O O00OOCOOOOOOO

OTCP/UDF/ICMPO 0 DO OO0DOOOO0DOOODOODOODOOOODOODODDOOODDOOOODDOO

OlpveO0O0OOOOWPOOOOOOODOOOOOO

Oforward out/local output 0 00000000000 OOOOOIPODOOOOOOODOOOOO

O ip (snat-group]dnat-group)

goooooo

Oglobal mde0 OO0 O SNATOOODNATOOODODOOODODOODDOOODDOOODStatic NATO
gooooOoooooooo

OSNATO OO O OOO0O00O0O0ooo0oooooDNATOOO0O0000ooooooooooon

ooooogoo ip (snat-group|dnat-group) NAT-NAME

OO0ONeO OO no ip (snat-group|dnat-group)

000oO0oOono NATODODOOOOOiuwp snat/ip dnat)d OO0 (global mode)D OO OO O
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O ip webauth-filter

ooooooo
OwebOOODOODODODOOOOOOODODOODOODOODOODOODOOODODOODOOOOOOO
00000 Owhd0DOooOOooooOoboboooooooog
OwebODODODOODDOOOOODOODOOODOINOUTOODOOOODODOODOOOOOOOOO
O0Default0 D0 O0OODOODOODO

gooooon ip webauth-filter (forward-in]forward-out) WEBAUTH-ACL-NAME

Oo0oONeO OO no ip webauth-filter (forward-in|forward-out)

goooooo

OWebOODODODOODOOODOOOOOOip web-auth access-listO 0O O O Oglobal moded OO OO
gooood

OWebDOODOOOOOOWeb Authenticate mode0J 000 O00ODOOO

O pppoe-client ppp

0ooooodo  PPPEO0OOODOODOOODOODOOO
goooooo pppoe-client ppp <PPP-INTERFACE-NUMBER:0-4>
gbo 0O 0o no pppoe-client ppp

oo oo 0000000OEthernet interfaced 00O

O no O  no pppoe-client ppp <0-4>

O ip spi-Ffilter

ooooooo

00000000000 00O0O00D0OOoSPIOStateful Packet InspectionD 00 000O0O0O0OOO

000000000000 0oO0ooooDoDO0ooOoDO0DOO0oO0ooDO0oDOO0oDODO0DbOO0ObOOoDODOODOD
goog

ooooooon ip spi-filter 0OO0OO

gooooon no ip spi-filterD O OO

OooONeO OO no ip spi-filter

goooooo

O000D0000000O0OestablishedO0 OO related0 0000000000 OO0OOODOOO
OEstablishedD 000 0O0OOOOOOOOOCO0ODOOO0ODOOOODODOOODOOOOOOODOOOO
ORelated 00 0000D0OO0D0O0OOOODOODODOODOODODOOOFPOODODOODOODODOO
oood

0000000000 000syn000000ODODOODOODODODOOOODOOO

OSPIOOforward inOO0O local Input0 00000000000 O0ODOOCO0ODOOOODOOOODO
gooooog
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O ipvé spi-filter

goooooo
ogoooooo
oo O oo
0 no 0

IPv6 SPI filterOD OO OOODO
ipv6 spi-filter

no ipvé spi-filter

no ipv6 spi-filter

O ip spi-filter log
O ipv6 spi-Filter log

goooooo

gooooon

gooooon

gooONeO OO

gooooon

OO0000O0O0O0OOsyslog mded OO0O00OO0OOOOO
JoO0oooosPI000o0ooooooodosyslog0 00000000 ODOOO
ip spi-filter log [limit <0-100>]

ipvé spi-filter log [limit <0-100>]

ip spi-filter log limit 10

ipvé spi-filter log limit 10

no ip spi-filter

no ipv6 spi-filter

Clhimitd 0000001000000 00O0000DOOO0O0OOO00DWOOOOY/DO0O0O0O
gwaooooooooboobooboshbooboobooobooobboobooboooboon
gbooobbooboobooboob

O shutdown

ooooooo
gooooon
oo o oo
1l no 0

OO0O0O0O000 (ethernet <0-3>)0 000000000000 O0DOO0O
shutdown

no shutdown

no shutdown
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O ipsec policy

0000000 OO0OO0OO0OO0O0O0OOooOoOoOlrrsecOdOODODOOOOOCOOOOO

ooooooo ipsec policy <local policy:1-255>

OO00ONeOOO  no ipsec policy (J<local policy:1-255>)

ooooooo

000000000 OOIPsecOO000OCOCOODDOOD400000000000000O0ODODOOO
0000o0o0ooooooowsec0 0000000000 ODOODODOOOOOOO

O ipsec policy-ignore

ooooooo

OlPsec policy OO0 0O0O00ODOO0OODOODOODODOOOOOOIPsec policy OO0 any OOOO
OO00O0OO00oCoOoDoOoOoUoDoO IPsec DOODOOOUODOODOUOUODOOODDOO

0000000 ipsec policy-ignore (Jinputjoutput)

0000000 no ipsec policy-ignored 00O

OO0 ONoO OO no ipsec policy-ignore

ooooooo

Olnput0O000O0OO0OOinbound policy check OO DOOOOOOOIPsec OO0OOOODOODODO
go0oo0o0oO0 oobooooooOdooooogoooooo

Ooutput 0 0000000000000 0O0OOO0O00OOO0OOOOODOOOIPsec policy OO0
goooooooooooooog
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m QoS
ogoooood QSO DOoooon

o HTBO OO

ooooooo queue policy POLICYNAME bandwidth <1-1000000> (]ifg-pa-fcs)

ooooood
OHTBOOODOODOOOclass policyDOOOOOODOO class policyD OO OOOO
goo000O0Oclass policyDOOOOO0OOclassOOOOOOODOOOODOO class policyd 00O

000o0oooolBOOODooood

ObandwidthO Oclass policyDC OO0 OO0O0OOO0OOO
Oifg-pa-fes(0O0)ODDOOO0OD0ODOOOOOODefaultdOoonOd

o PQUOO

goooooo queue priority-group <PRIORITY-MAP-NUMBER:1-32>

ooooooo
OPQOOODOOOOOglobal moded OO OO priority-map0 000000
000O00dpriority-map0 00000000000 0O0O0O default classOO 000000 PQO
00000000000 opriority-map0 0000000000 PQOOOOOODOO
O00classO0000O000O00OO0OOOdefault classO0 0000000000

o SFQO OO
goooooo queue fair-queue

o FIFOO OO
goooooo queue fifo (Jlimit <1-16384>)
ooooooo IlimitO FIFCOODODOO0OO0O0O0OO0DOO00ODOO0DOOO

o TBF(shaping)d O 0O
ooooooo
queue shape <RATE:1-1000000> <BUFFER:1-1000000> <LIMIT:1-1000000> (]ifg-pa-fcs)

ooooooo

[0 <RATE:1-1000000>  ShapingO OO (Kbps)D O OO OO O

[J <BUFFER:1-1000000> Bucket O O 0O (bytes)D DO DO O OO

O<LIMIT:1-1000000> TokenO OO OO OOOOOOOOODOOOOOOOOOOOOOODO (bytes)

ooooooo
Oifg-pa-fcs(OO)D O OO0 O0ODOOOOO0ODODRefault0 OO OODO

O Nno queue

0O00Odo0dO  no queue
goooooo 0000000 queued OO0 00O Odefault queuel pfifo fastO O OO O OO0
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m QoS (00O)

o classify

goooooo classify (inputjoutput) route-map ROUTEMAP

goooood

0dooooooooooooooooooooiloooooooDdOoO0ianputd outputd OO OO
ooooooooooon

Oinput00000000DO0ODOOPRE-ROUTING(O O O Packet TravelingO O O)OODOOODOODO

Ooutput 00O OD0OOODOODODOOPOST-ROUTING(O O O Packet TravelingD 0 DO0)0OOOOOOO

o no classify

ooooooo no classify (]input]output)

ooooooo

dod0oooo0oooooooooooooooooon

MnoclassifyD 000000000 @nputT output) D0 0000000 OODOOOOODOOOO
input0 00 output0D OO OO OO

e ifg-pa-fcs
g0000O0O0O0O0O0O0O0O0O0O0OO0O0OO0O0O0OO0OO0OO0OO0OO0OO0OOOOOOOOOOOOOODOOO shapingO
OOFCSO IFGO PAODODDOO0OODDOOO rate0 000000000 DODOOshaping rated 000
O000OO0O0OODEthernet0 0000000000 0OOOOOOOORCSO IFGO PADOODOOOO
0000000000000 000000000000000000D00000O0O000O0OEthernetd
0000000000000 00Oshaping rated 000 00O IFG(inter-frame-gap 0 00000 1200
OO000)OFCS@OOO)OPA(preamble:80 0 0)0 000000 ODO0OOODO0OOODODOOO
goooo0oO0oO0oOoOoO0oO0OO0OO0OO0OO0OO0OO0OO0O0OO0OO0OO0OO0OO0OOO0OO0OOOOOOOOOOOOOOOODefault
0000000000000 IFGOPAORCS DDOOOOODODOODODO
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O (iplipv6) rebound

oooooog
Jooooooooooooooooooo0oooooooooDoooooOooDo0nao (fForwarding)
0000000000 00ONROODODOODO0O0D0D0000000000000O000ONXRODOTTL
goobooooobDoooooooooog

OIP rebound0 0000000000 00ODOODO0O0ODOODOODOOODOODOOODOODOODODOODODODO
O00000D00D0O0O0 destination unreachable0 OO0 O 00O

Obefault0 00D ODO@MOOOOODOODOOODODODOOODOODODODOODOODOODOO)O

oopoooog (ip]ipv6) rebound

oo 0O oo (iplipv6) rebound

O no O no (ip]ipv6) rebound

O ip reassemble-output

ooooooo
doooooooodMTuooogpPMmuioO0ODOooooooolIrP forwardingD OOOOOODOODOO
00000000 oooo000oooo00o0ooo00mMooo0ooooooooooooooon
OO0O0O00O0ONROODOOO0OOO0OO0O0O0DO0O00000O00000000000o0ooogo

- fragmented packet(0 OO0 O00D0)OMUDOOOODOOOODOOOOODOOOODOOOMTUO
ooooooooooooooooon

- fragmented packet(C OO OO OO)DOMIUOOODOOODOODODOODO fragmented packet 0 00O 0O
ooooood

- 00000000000 MUO000D0000D0D0O00000O000DOO0OoO0oDoO0Og

ooooooo ip reassemble-output

oo 0O oo ip reassemble-output

O no O no ip reassemble-output

ooooooo
O000U000o000ooo000o0m@mouoooouoooooooooooooooooooon
0000000 00oDoo000Dooo0o0ooo00ooooooooooooooIwPr0ooooDoon
O000000d00o0oo0dU0oooo0oooooooooooooooooooooooooon
000000000000 oo0o0ooo00Doo000Do000oDoo0o0oooONROOO
O0oo0oooooooooooocOowroooooooooooooooooooo

- fragmented packet(C OO OO OO)OMUOOOOOOOOODOO fragmented packet O MTUO O
oooooooooooooooo

- fragmented packet(CO OO OOO)ONMUOOOODOOODOOOODO fragmented packet OO O
ooooood

- 00000000000 MUODDO000D00000O fragmented packet0 000000000
oooooo

ODefaultO Oglobal DO O OO interface0 00 00O OO0OOGIobal O OO interface 0 OO AND
O0000oo0o0oo000ooooooooooooooogglP forwardingOOOOODOOOOO
ooooo

O000000000000o000ooo0d0320000000033 000000000000000
000000000000 0D0000000OiIp reassemble-output 0O 000000000000
OO
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O session invalid-status-drop-interface
ooooooo
Osession invalid-status-dropd O (global modeO0 O0)O OO OOOOOOODOODOOOOOODOOOO
J00d00default0OO0 DO OO0
goooooo session invalid-status-drop-interface enable
oo 0O oo session invalid-status-drop-interface enable
O no O no session invalid-status-drop-interface enable
ooooooo
do0o00doDo0oo0ooDooboooooooogonglobal mode O session invalid-status-drop O
0000000000 00o0o0000oo0000o0o0o00oo0ou0oOddethernet 00 0OOO0OO
o0oooooooooooog
- global mode O O session invalid-status-dropd 0 000000
nxrg240(config)#no session invalid-status-drop enable
-000000ooOooOoooooooooooon
nxrg240(config)#interface ethernet 0
nxrg240(config-if)#session invalid-status-drop-interface enable

O ip dhcp mode ngn

ooooooo NeNOOOODOOOODOOOOoDOOooobboooo

oooooog ip dhcp mode ngn

O no O no ip dhcp mode

goooogo noO OO OO0OOip dhep request classless-static-routeD 00000000

O ip dhcp request classless-static-route

goooooo NeNOOOODOOoDOOooooooboooooagdcePPhOOOOODooooooon

oooooog ip dhcp request classless-static-route

O no O no ip dhcp request classless-static-route

ogoooooo

J0000OoooOoPPO00ODODOODODOODOOODODODHCPVAO classless-static-route
00000 RFC3442)00DOOONGND OO static route0 0000000 O0OOOOODOOODOOO
godoNNOOOOoooDOooooobobobooooo

00000 static route0 00000000 OOOODOOODOO
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O ip dhcp initial-interval

ooooooo gdo0oo0o0oO0oO0oO0O0oO0oO0OO0OO0OO0OO0OO0O0U0O0U0U0U0O0OUOOOOUOOOOg-™
ooooood ip dhcp initial-interval <1-60>

O no O  no ip dhep initial-interval (= default)

oo o oo ip dhcp initial-interval 3

O ip dhcp retry

oooooogd
00000oO0ooobHcPOO 0D OO0DOOOODOOOODOOOODODHCPOOODOOOODOOOO
odooooooooooo

ooooood ip dhcp retry <1-3600>

a no 0 no ip dhcp retry (= default)

oo o oo ip dhcp initial-interval 300

O ip dhcp timeout

oooooogd
00oo000000oDoooO0000oDooO0@Oo0o0oDooo0000ooooooooooooOog
ooooooog

ooooood ip dhcp timeout <10-3600>

a no 0 no ip dhcp timeout (= default)

oo o oo ip dhcp timeout 60

O ip dhcp backoff-cutoff

oooooogd
0000000oo00o00ooooooO000000000@O00000000O00OoOooOoOooooooo
odoooooooooooooooon

ooooood ip dhcp backoff-cutoff <2-60>

a no 0 no ip dhcp backoff-cutoff (= default)

oo o oo ip dhcp backoff-cutoff 15
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O ip p2p-detection
00DoboOo PPOOOODODOOOOCOOIPODODOO
ooooooo ip p2p-detection (any|winny|share|bittorrent) {log|deny}
O O noO O no ip p2p-detection
no ip p2p-detection (winny|share|bittorrent)
ooooood
0oooooooooooooooboooooooooooooooooooooog
00000000 OD WPpPO00D0O0OODOODOOODODOO

O ip arp filter

goooooo

goboooopobbobooooobbboooubobbibOd ARP request OO OODOODARP
reply0 00 /000000000

goooooo ip arp filter

gbo 0o 0o ip arp filter OOOOARP reply0O00ODOO
0 O noO O no ip arp filter OOOOARP replyC 00O
ooooood

OOOLANOOODOOOODEthernet0 00000000 0OOODOOOOOODOODOOOODOO
OOOARP reply0 00 00D0ODOODOODOOODOODOOO
OoO0O0O0O0O0LwLANOOOOOOOOhost route0 0000000 DOOCO0O0OOCOOOODOODOO host
OO0 ARP requestOO0OOOARP reply0 0000000 OOOOOOODOO

OARP reply0 000000 C0OOOOOOOODOOOO

O ip arp gratuitous
0000000  gratuitous ARP(GARPO D O OO OO ODOO
goooooo ip arp gratuitous <attempts:1-255> <interval:1-3600> <delay:1-600>

ip arp gratuitous (= ip arp gratuitous <attempts:1> <interval:1> <delay:5>)
oo o oo no ip arp gratuitous O OO OCGARPO OO OODOO
O O noO O no ip arp gratuitous
ooooooo
OO000000O000000OARPOIDODOOO0OOOOO0OOO0OoDOoO0OOooooooooon
GARP (request) 0O O DO OO
OiipPO000000CO0000000C00000O0GARPOODOODOOO
00000000 0oo0o00ooo000ooo000o00O00cGARPODOOOODO
OVRRPOOOOOOOOOODOOVIPOOOOGARPODOOOOODO
OGARPO 0000 Odefault 00D 00000 DOO0OODOOOOOOODOOOOODO(sec)yidnon
O0O0OOdelay(sec)D 0000000 OO0OOOOOOO
000000000000 000Ethernetd VLANO Bridged O O
OOOOVIANO Bridge DO OO0 OO0O0O0O0DO0OO0O0OOOOOGARPODOOOOOOOOOO
00o0oooooooooooooooooooon
ODHCPO O OO DOOOOODOOODHCPOOODO IPODOU0OOOOUODOOOOOOOGARPOOODO

gboooooobooobomwbooooboboooooboooobobooooboGARPOOODO
RN
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O bridge-group
ooooooo 00000000 bridge-groupd OO OO0 O00O0OO0OOO0OOOOOOO
goooooo bridge-group <0-4095>
bridge-group <0-4095> pathcost <0-65535>
bridge-group <0-4095> port <1-128>
bridge-group <0-4095> priority <0-255>
0 O noO O no bridge-group (]<0-4095>)
no bridge-group <0-4095> (pathcost|priority)
0000000  bridge-group OO OO0 interface bridge 000000000 jJoin O0OD0ODOO

O 12tpv3 access-group
ooooboon XconnectUO OO ODODOODOOOOODODOOIN2tpv3 access-list0 000000
goooood 12tpv3 access-group (injout) WORD
O no O no 12tpv3 access-group (injout)
ooooooo
O WORDD root0 ACLODDOOOOD

Orootd ACLO O Oglobal OO OO 12tpv3 access-list WORD root0 0O 000 O
Oin: Xconnect OO O OO0 -000000000D0O00O0OO00OOOOODOOOOODOO
Oout: 00000 XconnectOOOOOOOOOOODOOOODOOODOOOOODOOOODOO
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oen

m 12tpv3 12rp
gogooooo

o enable

goooood
goooood
0 0O nod O

o type
0Ooooooo

goooood
0 o noJ O

oo o do
goooood

o priority
ooooooo
goooooodg
g 0 nod O
oo 0O 00

o preempt
goooooo

goooood
0O 0 noO O

oo o oo
goooood

interface mode

interface mode

L2TPv3 L2RPO D DO O0DOODOO0ODOODOO

L2RPOOOCOOOOO
12tpv3 12rp <1-255> enable
no 12tpv3 12rp <1-255> enable

MasterOOOOOOOOOOOOOO

DefaultO O Opriority0 000 00O0O0ODODOODO

12tpv3 12rp <1-255> type (priority|active)

no 12tpv3 12rp <1-255> type

12tpv3 12rp <1-255> type priority

priority0 000000 Opriority000000O0Omaster0 00000
activeJ OO OODOODOactive session0 00 0000Omasterd 00 OO0

MasterO O OO OODOO priority0 0000000O
12tpv3 12rp <1-255> priority <1-255>

no 12tpv3 12rp <1-255> priority

12tpv3 12rp <1-255> priority 100

Priority0 0000000 master0 0000000 backupdOOOO0DOOOOO0O
ooooooooo

12tpv3 12rp <1-255> preempt

no 12tpv3 12rp <1-255> preempt

12tpv3 12rp <1-255> preempt

Opreemptd OO0 0OMaster U DD 00000 type D00 O0OODDODO0OOOOODOOO
Opreempt OO0 Opriorityd 000 session0 00000 LCCEODODOOOOOObackupDODOODO

god

o fdb-reset
oogoooon
gooooon

12rp <1-255> fdb-reset
O00O0OO0DODOOOEthernet00D00O0O0OOCOODO
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o block-reset

0000000 OOo0O0O0O0oU0boCoOoUbDOoUOUODoCdwnODOOODOOOOOOOMACOOOOO
ooooooooo

goooooo 12tpv3 12rp <1-255> block-reset

O 0O noO O no 12tpv3 12rp <1-255> block-reset

ooooood

OGroup blockingD OO ODOODOOOOOOODOODOO

OGroup blockingOD O OO OOODOONO Advertise FrameD OO O OO0 ODODO O LCCED Advertise

FrameeOOOOOOO0OOLoopO0ODOO0ODOOO0ODDOOFramed 00000000 OOOODODO

o timers advertise

O00OO0O0OOO  L2RP Advertise FrameO O OO OO O0OOOOOOO
ooooooo 12tpv3 12rp <1-255> timers advertise <1-60>

0 0O noO O no 12tpv3 12rp <1-255> timers advertise

oo o 00 12tpv3 12rp <1-255> timers advertise 1

o timers delay

000O0o0gnOo  L2TP session0 0 0O O timers delay0 000 00 00O Group BlockingD OO O OO
FrameOOOOOOOOGOO

ooooooon 12tpv3 12rp <I2rpid:1-255> timers delay <0-60>

O 0O noO O no 12tpv3 12rp <1-255> timers delay

oo o oo 12tpv3 12rp <I2rpid:1-255> timers delay O

goooooo

OLRPO OO0 LoopO D O0DOODOOOOODODODODODOODOODODOOL2RP FrameOooooono

Oloop DODOODOODOODOOBIocking OOOOODOODOODOOOODOO Broadcast Storm 0O OO

OO0 Otimers delayd0 00000 O0O0OBroadcast StormO0 00000000 O0OOO

Otimers advertise0 00000000000 DOOOOOOOO0O

o port-reset

ooooooo

OL2TP GroupO OO L2RPOO OO OOL2TP session0 000 00O0O0O00O0OOCOOOCOFFBOOO
oovacOOOoOOooooooooooboooobooooosgobboooooooobooooo

Oport reset0000000OO0O0OOmaster — backupd O OO Omaster - nitCO0O00O00OO0O0O
LRPOCOOOOCOODOO0ODOCOOO0downOOOOO0OOODOCOODOERDBO flushODOODODO
gooooon 12tpv3 12rp <12rpid:1-255> port-reset

0 O noO0 O no 12tpv3 12rp <1-255> port-reset

oo 0O oo no 12tpv3 12rp <1-255> port-reset
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O ip dns-intercept

0000000 0O0O000000000000 dns-interceptd 000000
ooooooo ip dns-intercept <0-3>

0 O noO O no ip dns-intercept

000O00oO0n0 DNSODODODOD0OOO0OOOOOdns-intercept modeD OO0 OO0
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interface tunnel mode

O OO0 command

nxrg240#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxrg240(config)#interface tunnel <0-255>
nxrg240(config-tunnel)#

O description

goooogd ggobobooooboboooobooo
goooooo description DESCRIPTION

O no 0  no description (|DESCRIPTION)

O ip address

ooooooo odooooogwooooooooooo
ooooood ip address A_.B.C.D/M (]secondary)

O no O no ip address (JA.B.C.D/M) (]secondary)

O ipv6 address

ooooooo oooopooooimwpedDoOoooooooog

goooooo ipv6 address X:X::X:X/M (Jeui-64) : IPv6 address (e.g. 3ffe:506::1/48)
ipv6 address X:X::X:X link-local

O no O no ipvé address X:X::X:X/M (Jeui-64)
no ipv6 address X:X::X:X link-local

O ipv6 address DHCPv6-PD

ooooooo DHCPv6 Prefix DelegationO0 O OO O OO

ooooood ipv6 address DHCPv6-PD X:X::X:X/M (Jeui-64)

O no O no ipvé address DHCPv6-PD (|X:X::X:X/M)

oo 00

O ipv6-address O O sub-prefix O host OO0 OO0 OOOOOOODOOO
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Osession invalid-status-dropd O (global modeO 0 )OO O 0OOOO0DOODODOODOOOOOODODOO
000000default0 OO0 OO
ooooooo session invalid-status-drop-interface enable
oo 0O o0 session invalid-status-drop-interface enable
O no O no session invalid-status-drop-interface enable
ooooooo
0000000000 oooooooooooDoaonOglobal mode O session invalid-status-drop O
000000000000 00o0000oo0000oo0o0oo00oo0ddtwnnel 0OODOOOOO
oo0oooooooooooon
- global mode O O session invalid-status-dropd 0000000
nxrg240(config)#no session invalid-status-drop enable
- 000000000 0O0oDooooooooooan
nxrg240(config)#interface tunnel 0
nxrg240(config-tunnel)#session invalid-status-drop-interface enable

O ip p2p-detection
ggooogd PPO0DO0ODODOOOODOIPVADOO0ODOM

ooooooo ip p2p-detection (any|winny|share|bittorrent) {log|deny}
O O noO0 O no ip p2p-detection

no ip p2p-detection (winny|share|bittorrent)
coooooo

gooogboooboboobooboobobooboobooboboobooboon
oooobooomooLwgeePO00b0ooooooobooonog
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O tunnel hop-limit

ooooooo IPv6 hop-limitO0 OO OO0ODO0O

goooooo tunnel hop-limit <1-255>

OO0 O OO0  tunnel hop-limit 64

0O 0O noD O no tunnel hop-limit

ooooooo odooOooOoOoooooooooesH)ooooooo

O tunnel traffic-class
ooooooo ooooipved00D00D0DO0OD00OO0ODO0O0DOO0OO0DOOODODOOODOOODOOOn
goooooo tunnel traffic-class <0-252>

tunnel traffic-class inherit
oo O oo tunnel traffic-class inherit
O 0O noO 0O no tunnel traffic-class
ooooood
Oinheritd 0000000000000 O0OO0DOOO0DOOODOToSOO0ODOOODOOODOODOODOO
gooipve0I0000000ODO0O0OO0O0ODO0OD0OOOOODOOOOO
0000D000oO0oDpo-220 000000000 DO0O0D0DODODOOENNDODODOODOODOn
ooooooo
OECN field DDOODDODOD0OOMmMOOB 1.2.4.1 ECN field DDO000DOO0DODODOOO

O tunnel 6rd prefix

ooooooo erdO0DOCOOOODOOOODCOO
OO00erd00000000DOOO0O0DOO0O0ODOOOOODOOOODODOOO

0oooood  tunnel 6rd prefix X:X::/M

O 0 no0b O no tunnel 6rd prefix

oooopooo erdOUO0OOOODOODOOODOOOOO

O tunnel 6rdipv4 prefix-length

ooooooo

ORRCSS69 0 00O IPV6O OO ODODOOOO IPVAOO0ODOOOO320000000000RRCS959000
oooomwv4000000000D0O0000DO00ODOO

0oooood  tunnel 6rd ipv4 prefix-length <0-32>

oo 0O 00 tunnel 6rd ipv4 prefix-length 0

0 O noO O  no tunnel 6rd ipv4 prefix-length

ooooooo

goooooobOOO3x20000bOooUoUooOooOoOom

032-prefix-lenghth 0000 host DD O OO IPGO 00O 0O000ODOO0OOO0ODOOOOODODOO
goopoooooooOdooooooUooOooUoUoooOoUoOoDboOoooooUgoboog
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O ip dns-intercept

0000o0on0 DO0000000000000dns-intercept0 000000
goooooad ip dns-intercept <0-3>

0 0O noO O no ip dns-intercept

ooooood DNSOOODOOODOOODOOOdns-intercept mode OO0 OO
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O8O

O OO command

interface ppp mode

interface ppp mode

nxrg240#configure terminal

Enter configuration commands, one per line.

End with CNTL/Z.

nxrg240(config)#interface ppp <0-4>
nxrg240(config-ppp)#

O description

OO0o0ooooo
ooooooao
O no O

O ip address
oooooood
oooooon
0 no 0

O ip address
gogoooog
goooooo
g no g

O ipv6 address

gooobono
gooooogo
ooooboon

O ipv6 address

goooboon
gooooogo
goooooo

interface0 000000000
description DESCRIPTION
no description (|DESCRIPTION)

odooooogIwprooooooooooo
ip address A_B.C.D/M
no ip address (JA.B.C.D/M)

PPPOOD IPOOIOOOOOOOOOOOOOO
ip address negotiated
no ip address negotiated

IPv60 0000000000

ipv6 address X:X::X:X/M (Jeui-64) : IPv6 address (e.g. 3ffe:506::1/48)
eui-640 00 0 Oipve-addressU prefixD OO ODOD0OODODO
gOdO0D0COOinterface-id0 00000000

LLAO interface-id0 000000000000

no ipv6 address X:X::X:X/M (Jeui-64)

DHCPv6 PDO OO OO OODO

ipv6 address DHCPV6PD X:X::X:X/M (Jeui-64)  : DHCPv6-PD prefix name

O ipv6-address [0 O sub-prefixd host 00O 00O OO0
OPREFIX-NAMEO O dhepve pdOD OO0 O prefixDOOOODODODOODOOipve dhep client pdd OO

oOoagno
O no O

no ipvé address DHCPV6PD X:X::X:X/M
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O bandwidth

ooooooa
ooooooao
O no O
oo oo
O mtu

ooooooo
ooooooa
oOo 0O 0Od
O no O

O ppp lIcp mru
goooobod
goooooad
gd 0O 0o
g no g
gooooood

gddoooooOoooooooooooooooo

bandwidth O O 0O O 0O 0O 10Mbps O O O

bandwidthO O O 0O 0O O 106Gbps O O O

bandwidth <1-10000000000[k/m/g]>

no bandwidth

coooposPROOOOOODOODOOODODOOO

000000000 Oauto-costd OO0 (ospf mode)D OO DO OODO

Muooooooooo
mtu <bytes:68-1500>

mtu 1454

no mtull (= Set defaults)

MuUOOOoOOoooo

ppp lcp mru <bytes:128-1500>

ppp lcp mru 1454

no ppp Icp mrud (= Set defaults)
IPv6eOOO00O00C0O0OMRUDO 12800 00000000000

O ipvé dhcp client

Ooooooaoao
ooooooao
O no O

OO0O000O0O0oOdO0OoOoogODbHePv6O0 OO0 OO0ODOOOODOOOODODOOOO
ipv6 dhcp client WORD
no ipv6 dhcp client

O ipvé dhcp client pd
OO0O0000OD DHCPve PD O prefix 00 OD0ODODODOOOODOOO

gooooog

ipv6 dhcp client pd DHCPv6-PD

0 no O no ipv6 dhcp client

googoogon

ODHCPV6 PD DO OO ODOODOODOODLOOOLOOOOOOO

OODOOODHCPvG PD O (O O)H)OODOUODOUODOODOODOOOOOOODOIupv6 address DHCPv6-PD [ O
gboooobooood

Oipv6 dhcp client WORD O ipv6 dhcpv6 pd DHCPv6-PD DO OO OODOOOOOOOOOOO
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O ip redirects

oooooog

OICMP redirectO type=50 0 0000000000000 0OOODOOOODOODOODOODOOOOOO
000000000RFC792

00000 Send redirect00000O0O0OICMP redirect 0000000000000 ODOODODOO

goooood ip redirects

googooog ip redirects0O (O O)

OgoO0ONeOOO no ip redirectstl (O O)

ooooooo

O ICMPRedirect 0 O O O interface mode O ip redirects 000000000

O ip tcp adjust-mss

ooooooo

O Path MTU Discoveryd PMTUDO O OO End-to-end0 0000000000 OCOODONMIUODOOOO
000000oo0oo0oodoooo0ooooooooooooooooooooooooon
0000ooooimvadDO00O0O0000 ICMP fragment needed 000000 O00ODOOODODO
00000oooooooooooogooopNUDOO0O0OOCOO0OO0OO0OO0OOoOoOoOoooooon
PMTUDOD O 00DODOO0DDOOODOOOONMIUDDOO0DOO0DOO0O0DOOO0OO0OO0O0O0O0
O0End-to-end 0000000000000 0OOOOODODODOODOODOOTCPOO SYN/SYN-ACK
ooooowssd00oooooooooooooooooooooooTcPODOODOOOOOO
0000000oo00oo00ooooooooooo0ooooooooooooooog

goooood ip tcp adjust-mss (auto]<500-1460:bytes>)

goooooo no ip tcp adjust-mss

Oo00ONeO OO no ip tcp adjust-mss

ooooooo

OlpvA0 00000000 O0ODOTCPOOODOOODOOOOOTCPODODODOOOOOOOOODOOO
0dooooooooooooooooowssoooooooo
O0O000ooooNMsSO000000000Dautoc00000O0O0OOMSSOOODOOONMSSOOOO
oooooooooooooood
O0000o0oooooooonMssOoooooooooovssonooooowMssoooooooooog
ooooooooo
guwPOICMPOOOOODOOOODDOOOODOODOOODOOODOOODFOOODOOOOODOODO
0000000000000ooodoooo0oooogouoooogoooo

(M no ip tecp adjust-mssO0 00O O OOOTCP MSSOO OO OODOOOODOODO

O ipv6 tcp adjust-mss

goooogoo  TCR/IPveO MSSO OO OO ODOO
goooooo ipv6 tcp adjust-mss (auto|<bytes:500-1440>)
oo 0O oo no ipvé tcp adjust-mss

0 no O no ipvé tcp adjust-mss
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O ip mask-reply
ooooood
OOpenviewD OOODDOOODDOODODOOODODOOODOOOOOOO ICMP address mask request
Otype=1l7000000000O0CO0O0OCOOO0OOOODOOOUODOOOODOUOUODOOOOODOO
000oooooooooooood
O0O00O00DOICMP address mask request 000000000000 OOOOOOOO
gooooon ip mask-reply O ICMP address mask requestOd 0 00O 00O M
0000000  no ip mask-replyld ICMP address mask request0 0 0000 O
gooONoeOD OO no ip mask-reply
ooooood
O ICMP address mask request/reply O O O O interface mode O ip mask-reply0 00000000

O ip send-source

ooooooo

OPPP interface0 00 00O OO ip address source ip0O 00O packetd O OO0 O Omaind rout-
ing table0 00000 interface0 000000 ip0 000000 ppp interface0 0000000
0000000000000 0OPPPO IP addressd sourced 00 packetO OO O NXROOODOOOO
packet 0 O IPsec policyO matchO OO OO0 OO0

Olocal DO DOODOOODOODOODOOPPP send-source0 0 0O00OONRODODOOpacketD OO0
OOO00IP nat-loophback D000 0O0OOCOO0ODOOODOOOOODOOOOODOO

gooooog ip send-source (]local)

oo o od no ip send-source

O no O no ip send-source

OO0O0O0O0o0Od pDefwltDOODOOOOODOIPMOODOOOOODOOO
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O ip nat-loopback

ooooood

g100 global IPOOOOOODOO Web/Mail server0 00000 OOODNATOOOODOOO server
0000000000 000000000000 NAT routerd 000000 global 1PO OO O access
OOO0OODNATOODOODODOODOOGglobal IPOO0O access0 000000 ODOODOOODOODOIup
nat-loopback D OO0 OO OOO0O

goooooooodgoOglobal IPOOOO0O interfaced O global IPO O OO accessO 0000
OOONXRODOODOODOOOO main routing tableD OO0 OOOODOOOmain routingd O O route
000000D0ooDooognglobal IPOOODODOODOO ppp interface0 0000000 DO0O
OOIsPO 0000000 packetODNATO O OO OONATO O OO OO OO global 1PO O OO access
0o0oo0oo0pDooOoooooooon

ooooood ip nat-loopback

oo O oo no ip nat-loopback

O no O no ip nat-loopback

ooooood

000000defaultOO0OOOOPPP interface0 000000000 OOOOOO

Oip nat-loophack OO OO OO0 interface0 0 SPIO OO OOOOOSPIOOOOOOOOOOO
FILTEROODODOOOOODOO packetO OO OO0OOOOO

0000000 PPP interfaced 0 NAT(O OO O Masquerade) D 000D O00D0OD0O0OODOODODOOPC
0000 serverd0 accessOOISPOOOODOODOODODOO packetDOLANO DO O accessO OO O
000 conntrackO matchO D OOOOOODNATODOODOOODOO server00 accessO0 000000

Global IP(PPP)

Internet (ISP)

s i Nat-loopback A T
e ip nat—loopback 5 B

ONXRO O Global IP(PPP):800 000 access0 O OO0 192.168.1.10 DNATO OO OO OOOODO

od
gprpcO 0O Global IP(PPP):800 accessO OO O
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o 1ip nat-loopback 0 00 addressO0 000000
ip nat-loophack 0000000000 DOOO0OODOOOOODOOOODO
192.168.1.0/24 10.10.0.0/24

.254  10.10.0.100/32

10.10.0.1/32  .254 | I

PC-A: 10.10.0.1

| nter‘neti ISP)

IPsec tunnel

PC-C: 192.168.1.1 e

PC-B: 10.10.0.100
gprC-CO PC-ADO OO PC-COPC-BOOODOODOOODO

OPC-A0 PC-BOOODOODOOOO

OO PCO NXR1/NXR2 O WAN IP(NXR1:10.10.0.100/NXR2:10.10.0.1)0 00 000000000000
goooboolANgwAND OODooboobgoobobooboobgoo

OO0000000 IpsecODOOOO0DDOOODODODONXRI/NXR20 1p send-sourceJ 0 OO OIKE(D OO
ESPHOCOOO0OOoCopPPODOCOOOODOOOODO

OOONXRI/NXR2OWAND IPOCOODOOOOOOODOOOOOODOODOOOOIPOODOODOOO
gboooboobooboboooobo
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O keepalive Icp-echo

ooooooo
goooooo
oo O OO
0 no 0
ooooooo

LCP echo request0 0 0000 O00O00ODO0OOODOOO
keepalive lIcp-echo (]J<interval:30-600> <failure-count:1-10>)
keepalive Icp-echo 30 3

no keepalive lIcp-echo

O Icp-echo request/reply 0000000 O0OFailure count0 00000000 O0OPPPODOOODO

oo

O keepalive icmp-echo

goooooo
ooooooo
oo O do
ooooooo
0 no 0

ICMP echo request0 0000000

keepalive icmp-echo (|<interval:30-600> <retry:0-10> A.B.C.D)
no keepalive icmp-echo

keepalive icmp-echo O O keepalive icmp-echo 30 200 O

no keepalive icmp-echo

O ip rip receive version

goooood
ooooooad
oo o oOd
ooooooo
0 no 0

RIPOOODOOOODDOOOODOD

ip rip receive version (1]12) (]1]12)

ip rip receive version 2

0O00O0o0000ip rip receive version 1 2[]
no ip rip receive version

O ip rip send version

gooooao
ooooooo
oo O do
oooooDooo
0 no 0

RIPOOODOOOOODOOOOOO

ip rip send version (1]2) (]1]2)

ip rip send version 2

gOo0oOooooOip rip send version 1 20
no ip rip send version

O ip rip split-horizon

ooooooo
goooooo
oo O OO
0 no 0

Oo0000oooooooooooogo
ip rip split-horizon (]poisoned)
ip rip split-horizon

no ip rip split-horizon
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O ip access-group
ooooooo
Oglobal mdeC OO0 OO ACLOODOOOODOOOUODOOOODOODOOOODOOUODOOODDOO
ooooooo
ooooogoo ip access-group (injout]forward-in|forward-out) IPV4-ACL-NAME
goOONeO OO no ip access-group (injout]forward-in]forward-out)
ooooooo
0000000000 00000000000000000(@OO Packet TravelingD O O)OODO
OOo400000
in(local input) NXROOODOOOOODOOOODOOOOOOOOOOO
out(local output) NXRO O O OO OOOOOOOOOOOOOOOOO
000000000 0DoO0OoNRODDOO0O00oooooooooooo
forward-in NXROOOOOOOOOOOOOCOO forwardingOOOOOOOOOOOO
forward-out NXRO O OO OODODOODOODOODOO forwardingDODODOODOODOOOOODO
OmacOO0O0OOACLOOoutd OO forward-out D OO OOOOCOODOOOODO

O ipv6 access-group

0000000 QUOOO0DOOooOgOoiwpveOOOODODOODOODOOOO
ooooood ipv6 access-group (injout|forward-in|forward-out) IPV4-ACL-NAME
oo 0O oO0o no ipvé access-group (in]out]forward-in]forward-out)

O no 0  no ipv6 access-group (in]out|forward-in]forward-out)

O ip masquerade

Ooooooo
gooooooOooooOoooOoOooooOoOooUooOoUooogIPv40O0OOoODOOOODOOO
OOv4a0 00000000000 0000

ooooogoo ip masquerade 0O0O0O0O

oooobogon no ip masqueraded O 0O O

OO0O0ONoO OO  no ip masquerade

Ooooooo

O0O0O0O0O0O0DOOOo (ethernet/VLAN/PPP/Tunne)D OO0 DOOCOODOOCOODOO
gTcp/UDP/ICMPO 0D D0O00DDOO00OO0ODOOODODOOUODOOOODOODODOOODOOO
gipve0O0O0O0OO0IIPOOOOOOOOODOOOO

Oforward out/local output 0 000000000000 OOOOIPODDODO0ODOOOODODOODO

O ip (snat-group]dnat-group)

goooooo

Oglobal modeJ OO0 O SNATOOODNATOOODODOODDOOODODOODDOODOStatic NATO
gooooOoooooooo

OSNATOO OO OO0O0O00O0ooooooooDNATO OO0 O0000ooooooooooon

ooooogoo ip (snat-group|dnat-group) NAT-NAME

OOONeO OO no ip (snat-group]dnat-group)

000oO0oOono NATODODOODOOOiup snat/ip dnat)d 00O 0O (global mode)D 0O OO O
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O ip webauth-Filter

goooooodg
OwebOOOOOOOOOOOODOOOODOOODOOOOOUODOOOOOOODOOOODOOOO
O0O0O0OOwehOOOODOOOODOOOODOOODOOO
OwebOOOODOOOOODOOODOOODONIN OUTOODOOOOOOODOOOODOOOODO
O0ObefaultO OO OOODOOOO

goooood ip webauth-filter (forward-in]forward-out) WEBAUTH-ACL-NAME

gooONoO OO no ip webauth-filter (forward-in]forward-out)

ooooooo

OwebOODOOOOOOODOODOODOOIlup web-auth access-listd 00O Oglobal modeD OO OO
oooooo

OWebOOODOODOODOWeb Authenticate modeD D OO OOOODOO

O ip spi-filter

ooooooo

0000000000 O000O00000OSPIO stateful Packet InspectionD 00000000000
00000000000 ooooooDoDO0ooOooo0oDO0oDO0oO0o0oDOoDLDO0ODbOODbObODOOD
gooo

goooood ip spi-filter 0OO0OO

goooooo no ip spi-filterD O OO

Oo00ONoeO OO no ip spi-filter

opoooooo
O000D00D0000O0OOestablishedD OO related0 0000000000 ODOODOODOOO
OEstablished0 0 OO0 O0O0OOOOOOOOOCOODOOO0ODOOODODOOOOOOOOOODOOOO
ORelated 00000 O0D0OO0DOODOOOOOOODODOODOODODOFPOODOODODOODOODODO
goog

0000000000 000syn000000OO00ODODOODOODODODOODOOO
OsSPIOOforward inOO0O local input0 000000000 OOCO0ODOOCO0ODOOOODOOOOO
gooood

O ipv6 spi-Ffilter

goooood IPv6 SPI filterO OO OO OO
goooooo ipve spi-filter

oo 0o ogo no ipv6 spi-filter

0 no O no ipvé spi-filter
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O ip spi-filter log
O ipvé spi-filter log

goooooo

goooooon

goooooon

gooONDO OO

goooooon

Oo00O0o0bOOgOdsyslogmodeC O O0OOOOODOOO
OO0oooosPIDODOD0OD0OO0O0O0O0OdsyslogD0000O0OOOOOOO
ip spi-filter log [limit <0-100>]

ipv6 spi-filter log [limit <0-100>]

ip spi-filter log limit 10

ipv6 spi-filter log limit 10

no ip spi-filter

no ipv6 spi-filter

Ohmtd 0000001000 bO0bOo0obooboooooooobooboobooooo/obon
OwaNoooooooooobooooosioboooooobobobooooboobooooooooo
goooboboobooboobooon

O ppp authentication

ooooooo
ogoooooo
oo o oo
0 no 0

O ppp username

gboooooo
gooooogo

O no O
oo 0 o

PPPOCODOOODOODOOOOODOO

ppp authentication (chap]|pap]auto)

ppp authentication auto

no ppp authentication (= ppp authentication auto)

PPPOODOOOOOIDODOODOOOODOODOOOO
ppp username USERID password (]hidden) PASSWORD
ppp username USERID

no ppp username

000000001-95000000000000000000000000000001$%=*+-_.:;0
O~ <%0 00

Oppp account0 OO0 Oglobal 00D OO0 O 0D O USERIDO PASSWORD O 0 00 0 O O O O USERID O
oooooooog
D0000000?000000000MMCtrl0+0v00000000MM?200000000000

O ppp auto-connect

ooooooo
ogoooooo
oo O oo
0 no 0

PPPOOOCOOOOOODOODOO

ppp auto-connect <seconds:10-600>
ppp auto-connect 60

no ppp auto-connect
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® NCP

o ppp ncp max-configure

oooogooo IPCP configuration request0 00 0000@OO0DOW00)00ODOOO
ooooos3o@o)yooo

oooogooo ppp ncp max-configure <1-20>

oo o oOOd ppp ncp max-configure 10

O no O no ppp ncp max-configure

o ppp ncp max-failure

0000000  configuration request00 /000000000 OOOOOS000000000
oooogooo ppp ncp max-failure <1-255>

oo o 0Od ppp ncp max-failure 5

O no O no ppp ncp max-failure

OO OO
O00000OOtimeout0 000000000 DOOOOOONAKOOODOOODO configuration request
0000O0C000DOOO000DOCO000ODOOo00oDOoOoUOOoOoOdOOconfiguration requestd O
O0O0O0DOOCORASONAKOODDOOODODONPODODOODODOOODODOOO

Oconfiguration request D OO O NAKO OO O max failure 0000000000 D0OOCODOODOOOO
O0 reject00request 00000000000 OOODOOODOODODOODO configuration request
gooooooOooO0UoOoOooO0OoooOoOOobDooboooOooooPOOOOD)DOOOO configu-
ration request0 0O 000 OO0O configuration request0 000 ACKOODOOOOOIPCPODOODO
ooo

O configuration request 0 OO NAKO OO DO OODO O Omax failured O OO configuration request
00000000dconfiguration reject0 000000

o ppp ncp max-terminate

oooogooo configuration request0 0 /00000000 0O0OD0O0OODOS0O0000000O
ggooogo ppp ncp max-terminate <1-10>

o0 O OO0 ppp ncp max-terminate 2

g no g no ppp ncp max-terminate

OO0O00D0OCO0O0DOOOOOIrPCP/IPveCP O enable0 00 OO0DOODO
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O ppp ipcp enable

oooooog
goooood
oo O Od
0 no 0

O ppp ipcp dns
goooood
goooooo

oo 0O OO0
O no O
oo o ad

IPCPOOODOCOOOO
ppp ipcp enable

ppp ipcp enable

no ppp ipcp enable

IPCPODNSOOODOODOOOOOOO

ppp ipcp dns accept

ppp ipcp dns reject

ppp ipcp dns <primary:A.B.C.D> (|<secondary:A.B.C.D>)

ppp ipcp dns accept

no ppp ipcp dns

accept1 000000 O0OOOOOOOOOOOOOOOOOODNSOOODDOOO
reject0 000000000000 0O0OOOOOOODNSOOOODODOOO
IPOO0O0O0OODODOOODNSOODODODOODOODDOODOOO
WINNOODODDOOODOOoOooooooooo

O ppp ipcp ip request

ooooooad
goooood
oo O Od
0 no 0
oooooog

IPCPO IPOODOCOOOODOOOODOO

ppp ipcp ip request

no ppp ipcp ip request

no ppp ipcp ip request

ipaddress0 00000000 IPO IPCPO request0 000

O ppp ipvécp enable

ooooooo
goooooo
oo O oo
0 no 0

O ppp ipvécp id
ogooooood
goooooo

oo 0O OO0
Oo00o0ooo
O no O

IPv6CPOODODOOOODO

ppp ipvécp enable

no ppp ipvéep enable

no ppp ipvéep enable OO OO0

IPv6CPOODOOODODO IDODOOODOOO

ppp ipvecp id X:X::X:X

ppp ipv6cp id ethernet <0-2>

no ppp ipvécp id

O000000O0OethOOmacO00000DOOODOO0OOD LLAOODOOOODO
no ppp ipvécp id
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O ppp on-demand

Oo0o0oOoOo0O  On-demand PPPO OO OO OO

goooooo ppp on-demand

O no 0O  no ppp on-demand

0000000 Mobile/PPPOE/BRIC OO0 OO0O0OOOOOOOOOOOOOODO
L2TPOIPVECPO 00O OOOOOOOO

O ppp idle-timeout

oooooog

Oidle-timeout 00000000 OOIPOODOODODOOOOODOOOPPPODOODOODOOODOO on-
demand OO OO ODO0OOOOOOOO

Oiadle-timeout O OPPPO OO IP/IPV6O OO OO OODOODOOOOOOOO

OLCP echo-request/reply 0 Oidle-timeout 0 000000 OOOOODO

ooooood ppp idle-timeout (<sec:30-86400>])

oooobon ondemand U O O (12tp,ipvecp 0000 0O O)ODO0OO0ODOODOO 180secd 0O

ondemand0 000 O00ODOOO0O
O no O no ppp idle-timeoutT] ondemand O O O O O ppp idle-timeout 180)

O ppp idle-timeout & system sleep
ooooooon PPP idle-timeout 0O 0O PPPO OO Osystem sleep0 000000000
Oo00oOoogn  ppp idle-timeout <30-86400> system sleep
ppp idle-timeout <30-86400> system sleep timer <1-31536000>
ppp idle-timeout <30-86400> system sleep schedule <NUM>
ooooooo  timer J00D0OO0OO0ODOOO365 O00031,536,000[sec]lOO0O0D0O0DOO0O0O
000000000 resume OOOODOOOresume O schedule 0O0ODOOOOO0O

O netevent
oooooog
000000000 OobDOo0oOoOogn pppl connect(d OO disconnectdd O OO reconnect)D 0 O O
gooooo
ooooooo netevent <trackid:1-255> (connect]disconnect]|reconnect)
netevent <trackid:2048-4095> (connect|disconnect]reconnect)
d no g no netevent

O ipv6 nd accept-redirects

goooogo

O1Pv6 forwardingD OO DO OO DOOICMPYG redirects0 000000000 DOOODOOOO
goooooo ipv6 nd accept-redirects

oo o OO no ipv6 nd accept-redirects

ud ud IPv6 forwardingD 00000000000 ODOOODOODOODOOOO

O no O no ipv6 nd accept-redirects
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O ipsec policy

0000000 OO0O0OO0OO0OO0OO0OoOoOoOooOoOlrrPsec0DOOOODODOOOCOOOO

ooooooo ipsec policy <local policy:1-255>

OO0O0ONoOODO  no ipsec policy (|<local policy:1-255>)

ooooooo

000000000 OO0IPsecO000OO0OO0DO0DO0OO040000000000000O0OODOOO0O
O000000oooooOiwsec0 0000000000 ODODODODOOOODOOO

O ipsec policy-ignore

ooooooo

OlPsec policy 00O 0OO0OO0ODOODOODOODOODOODOOOOIPsec policy OO0 any OOQOO
000000000000 0O0O0 IPsec OOO0ODOOOODDOODOOODOOODO

0000000 ipsec policy-ignore (Jinputjoutput)

0000000 no ipsec policy-ignored 00O

OO ONoODOO no ipsec policy-ignore

ooooooo

Olnput0 0000000 Oinbound policy check OO OOD0OOOOOIPsec DODOOOOOODOODO
000000 DooboooUooooUoUoooogoooog

OOutput 00000000000 DOOO0DDOO0ODOOO0ODDOODDOOIPsec policy 00 OO
oOoooooOoOoooogooooo

O ipsec hold-sa

ooooooo

OPPPODO IPsecO 0 OO0 OOOOPPPOOOONO IPsec SAUODDDOOOODODOOOOOOOOOO
OPPPO IPOO0ODOODOOOOODOOOOPPPOdownOOOO00OOOIPsec SADODOODODOODOOOOO
OOONXROOODOOOOODOOPPPOOOOdelete SADODDOOOOOOOPPPOOOODOOOOODO
0000000000000 000o0oooooodnDddelete SADDODOOOODOODOOOO
OOOOPPPO IP address0 000000 0ODOOOOPPPOODOO IPsec SAODODOODOOOOODODOO
0oo0doooooooooooooIiPODO0O0OO0OPPPODODOO IPsec SADDODOODOOODOO
OOONXRODODOOOODOOOODOdelete SAOODOOOOO

goooooo ipsec hold-sa

oo o oOd ipsec hold-sa

O no O no ipsec hold-sa

ooooooo

O00000defaultO OO0 O0O

ooooooco/00poCocoOOCwOUOOOOOODOOUOOOIPODOODOOOODOOO/ZODOO
ooooobooboooboon
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m QoS
oooooood QeSO oo ooad

o HTBOOO
0oooood  queue policy POLICYNAME bandwidth <1-1000000>
ooooooo
OHTBOOODOOOOOclass policyD 00000000 class policyD OO O O0Od
gO0O00O00class policyUODOOOOOOclassOO00O0OOO0OO0ODOOODOOO class policyd OO
OO0O00oOOoOoO0oOoHWHBOODOOOOO
ObandwidthO Oclass policyO OO O0OO0OOOOO0OO

o PQUOODO

0O00O00o0d  queue priority-group <PRIORITY-MAP-NUMBER:1-32>

ooooooo
OPQUDOOOOOOOglobal modeO OO OO priority-map0 000000
O00000priority-map0 00000000000 OOOO default classOO0O0OO0O0O PQO
OO000ooCOoOoogooopriority-map000000CO00OO0OO0POOOOOOCOO
O0O0classO000O0O00OO0ODOOOOdefault classO 00000 0OOOOO

o SFQUOO
0o0oOooogd  queue fair-queue

o FIFOO OO
goooooo queue fifo (Jlimit <1-16384>)
goooogoo limitO FIFCOOOODOOO0ODOODOOOOOOOOO0O

o TBF(shaping)d OO
ooooooo
queue shape <RATE:1-1000000> <BUFFER:1-1000000> <LIMIT:1-1000000>

ooooooo

0 <RATE:1-1000000>  ShapingOd OO (Kbps)D OO OO OO

0 <BUFFER:1-1000000> Bucketd O O O (bytes)D OO OO OO

O<LIMIT:1-1000000> TokenD OO O ODODO0ODO0DOO0OODOOOOOODOOODOOOOOOOO (bytes)

ooooooo

o no queue

gogooooo no queue
gooobon 0000000 queueD 00O 00O Odefault queuel pfifo_fastOO O OO OO0
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m QoS (0O)
o classify

gooogooo classify (inputjoutput) route-map ROUTEMAP
coooooo

oooO00o0o0obO0ob0o0obO0booo0ooboOoD1iObo0o00oDoOobDOO0Oinputd outputd OO OO
goooboboobo

Oinput0 000000 O00O0ODOODOPRE-ROUTING(O O O Packet TravelingOD O O)OODOODOOOO
Coutput OO OO0DOOOODODODOOOPOST-ROUTING(O O O Packet TravelingO O O)ODOOOOOOO

o no classify

OOooodoogd  no classify (Jinputjoutput)
ooooooo

gooboobobboboobooboobooboon

Mno classifyd OO0 OOOOO0OGinputO output) DO 0O OO ODOOODOODOOOOOODOO
input0 OO outputO O OO OO0
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m dialer
ooooooo ooooooooooooood
ooooooo
o0OOODOOO
dial-up string XXXXXXXXXX
oooooooodo
no dial-up string
dialup timeout (default:60sec)
dial-up timeout <sec:30-300>
dialup timeoutd OO 0O
no dial-up timeout

o

o

o

m mobile
odoodooo  sechUoopDooodoodooood
goooooo
o APNO O
mobile apn XXXX cid XX pdp-type (ip|ppp)
APNODOODOOO/000default0 00000000 OOO3GCOOO0OOO0O0O0O
no mobile apn
oooooo
mobile limit time <sec:30-21474836>
oooooooooad
no mobile limit time
oooooog
mobile limit reconnect <sec:30-86400>
ooooodooooao
no mobile limit reconnect
oOOIOOO
OPPPOmobileD 0000 0OODOODOOODOOODOOOODOOOPPPOODOOODOOODOOODDOODO
mobile limit data-usage <KiB:1-1073741824>
goooooood
no mobile limit data-usage

o

o

o

o

o

o
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O peer neighbor-route

ooooooo

OIPCPODO OO peer ip address0 0000000 0DO0OOO addressO0 000 route0 00 0OD0O0ODO
COO0O00OO0OOObefawltCOOOOOO

gO0O0DbOO00  peer neighbor-route

oo o oo peer neighbor-route

a no 0 no peer neighbor-route

ooooooo

OPPPODO OO ICMP keepalive DD OO OODOODOOOpeer ip0d000O00O00DDODOOOOODODO
OOOpeer ip0O000COPPOODOCOOODOOOOOODOOODOOODOOOOICMP keepalive
OO00O0O0peer ip0 0000000000000 ODOO0ODOOOODOOOOODODOO
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O (iplipv6) rebound

ooooood

o0doo0oooooooooooonoooooooooooooooodooooagnod (forwarding)
0000000000 00ONROOODODO000000000000000000000ONXRODOOTTL
gooooooooooooooooooog

OIP rebound0 0000000000000 O0OO0OOODOOOOOOODOOOOODOODOOODOODOO
0000D00DO0D0DO0ODO destination unreachable0 000000

Obefault 000D OO0@OOODOODOOODODOOOOODOOOOODOODOOOOOOOOO)O

oooooog (ip]ipv6) rebound

oo o oOod (ip]ipv6) rebound

O no O no (ip]ipv6) rebound

O ip reassemble-output

goooooo

oOooooooooMuooogeNTUOOOOOODOOoOoOoIP forwardingD O OOOOODOOOO
0000000000000 00000D00ooooo0moooooooooooooooooo
O00000ONRDODDOODODODODODODOOODODOODOOOOOOOOOOOOOOOOOOOO
- fragmented packet(C 0000 00)OMNIUOOOOOOOOOOOOODOOOODOOOOONTUO
0000000000000 000d
- fragmented packet(OO O OO0 O)OMUODOOOOODOOOOODO fragmented packetd 0O 00
ooooooo
-0000000000oMu0000ooooooooooooooooooooonoo

oooooog ip reassemble-output

oo o oOod ip reassemble-output

O no O no ip reassemble-output

goooooo

O0000000o0oo0oo0o00o00mO0O0000000000000000000O0O0O0O0O0O0O
gooooOoOoOoOoOoOOOOOOOCOOOOOOOOOOODOOOOOUOOwroooOoOoODOOO
go0d0o0oO0O0O0O0O0OO0O0O0O0O0O00O000000000O00OO0OO0OO0OODODODODODODOOODOOOOO
0000000000000 000000000000000000o00o0ooOoooONROODO
go000oO0O0oO0oO0oOo0o0o0oooOoo IPO0000OO0OO0OOO0OODOOOOOOOOOO
- fragmented packet(Q O OO O0OO)ONMUDOODOODOOODOOO fragmented packet O MTUO O
0000000000000000
- fragmented packet(Q O OO OO0O)ONMUODODOOOOOODOODO fragmented packetd O 00O
ooooooo
- 00000000000 NMuo0o0o0ooo0oogogd fragmented packet0 OO0 O OO0OOOO
oooooo

ODefaultOOglobal OO0 OO0 interface0 0000 O0O0O0OOGIobal OO O interface 0 O O AND
0000000000000 000Doo0oooooogoglIP forwardingDOOODODOOOOO
goooo

00000DoO000oo00oooD00o 300000000y O0ODODOO0D0O0OODDOOOOD
O0000000000000000000ip reassemble-output0 0000000000000
oo
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O session invalid-status-drop-interface

ooooooo

Osession invalid-status-dropd [0 (global mode O O0)O OO O0OOO0OOOOODOOODOOODOODOO
O0D0000defaultO0OO0O0O

goooooo session invalid-status-drop-interface enable

oo O OO session invalid-status-drop-interface enable

O no O no session invalid-status-drop-interface enable

ooooooo

do0000O0o0bOooooooooooboooodaDOglobal mode O session invalid-status-drop O

ooooboobbboobooboobuoobobooboobooobodppp OUDOODDOODDOO
goobooobgoboooo

- global mode O O session invalid-status-drop0 0000000
nxrg240(config)#no session invalid-status-drop enable
-0000000o0o0ooDoooooooooon
nxrg240(config)#interface ppp 0
nxrg240(config-ppp)#session invalid-status-drop-interface enable
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m JO0O0OOOOOOO@OoOoOoOoon)

goooooo
gobooboooboobooogbooooboboooobooobooooobooOooDoePPP <0-4>0
gboooboobogobooobo

goooooo

gbooooooooooooooOOmail server mode0 OO0O0O0O0OOOODO

o mail send server

oooooog JdooooooDooooooooooooooon

ooooooo mail send server <0-2>

OOONO OO no mail send server

ooooooo 00000o00oOooDOooOdmail serve moded 0O OO0DOOOOO

o mail send from

oooooog 00o000DooOoo0DOooooon

goooooad mail send from WORD

doOONeO OO no mail send from

ooooood

gworRDO O DOODOOOOODOODOODOcenturysys@xxx.isp.ne.jp0 0000000

Omail send from0 0000000000 0OOOOOCOO0OOOOCOOmail fromO OO O (global
mode) 0000 O0DOO00OD0OOODODOOODOOODO

o mail send to

oooooog 0ooooooooooooooon

oooooog mail send to WORD

OOONeO OO no mail send to

oooooog

gworRDOODODOODOOODOODOODOOuser@centurysys.co-jp0 0000000

Omail send toO 00000000 OOO0OO0OO0DOOO0DOODOOOOOOmail toO O OO (global mode)
0ooooooooooooooooooooo

o mail send subject
oooooog 00000o0ooO00ooDo0oDoooooD0oobO0oDooDoooooooDOooooooo
goooooo mail send subject LINE
OoOONO OO no mail send subject
ooooood
OJLINODODOODOODOODODOODOOODODODO0OOO0ODOO00O0DO0o0oooOon
pppO0 0 O OO O ppp0 was connected
pppO0 0 O O OO ppp0 was disconnected

o no mail send
oooooog oo0o0oooooooooooooooon
oo0ooooo no mail send
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O ip p2p-detection
Oo0Oooooo PPOOO0O0OOCOCOODOCOINIPMOOODOO
ooooooo ip p2p-detection (any|winny|share|bittorrent) {log|deny}
O 0O noO O no ip p2p-detection
no ip p2p-detection (winny|share|bittorrent)
ooooooo
Joooo0d0ooodUooooduooooooooooooooooogoooog
00000ooo00moo LoPPO0CO0O0O0OOOOOODOO

O pppoe service-name

ooooooo

giIsPO0 0000000000000 0O0O0D0O0O0OO service-name tagOl 00000000 OOOO
ooboOoooo pppoe service-name

0 O noD O
Obefault000DO0O00DO0O0OO0DO0OO0DODOODODOODOODOODOODOODOOD
0000000000000 o00D000DO00oDO0OoDODn service-named OO OO O Oservice-
name D D0 0OO0OOOPPPOED DO DO OODOODO

O ip dns-intercept

0000000 OO0O0O0O0O000000000dns-intercept0 000000
ooooooo ip dns-intercept <0-3>

O 0O noO O no ip dns-intercept

0000000 DNSOOODODOODDOOODOdns-intercept moded 0O OO0
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0O 90 dns mode

O OO0 command

dns mdedO0OOO0OO

nxrg240#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxrg240(config)#dns

nxrg240(dns-config)#

O service
oo0oooon NSO OOOoOoooooooQg
ooooooo service enable

O address
ooooooo DNSOODOO IPODOODOOODOOO
goooooo address A.B.C.D
address X:X::X:X
oo O oo no address
ooooogo 0040000000
O no 00 no address (A.B.C.D|X:X::X:X)
ooooooo noO0O0OOOOPPPODHCPODNSO O OO ODOOOOODOODOOOcache/proxy 000

O priority
goooooOo DoNSOOODO0OO0OO0oooooooooood
oooooog priority (user|ppp<0-4>|dhcp]dhcpv6) <priority:0-255>
oo O oo ooo 20
O no O no priority (user|ppp<0-4>]|dhcp]dhcpv6)

(=no priority (user 20|ppp <0-4> 20]dhcp 20|dhcpvé 20))
ooooooo
000 priority0 0000000 : user > ppp4 > ppp3 > ppp2 > pppl > ppp0 > dhcp > dhcpvb
Odhep6 000000000 OOdhep6-pdD 00 OODNS server0 0000000000000
go00O0O0OO0U00UoOooooooooooo

O root
Ooo0ooooo root DNSO OO DOOOOO /0000000000
ooooooo root enable

ood og 000O00000OoODNSOO0O0D00D0000O0D0000O00d<DOrootDNSO query O
ogo

0 no O no root enable

O timeout

oooooog DNSOOODOOoOooooooooog
goooood timeout <seconds:5-30>

oo O oo timeout 30

O no O no timeout (=timeout 30)
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O limitation enable

gooooao
ooooooo
0 no 0
ooooDooo

0O zone address

ooooooo
ooooooo
0 no 0
ooooooo

O zone domain
gooooon
ooooooo
0 no 0
ooooooo

NSOOOODOOOooooooooog

limitation enable

no limitation enable

enableJ 00 0000ODNSOOODOODOODODOODODOOODOOODO

O000OO0domain0 0000000 0OOO0OODNS server0 0000000000
zone <1-5> address A.B.C.D

no zone <1-5> address OJA.B.C.D|)

zone addressO0 0 0020000000000

address,domain0 0 100 00000000DOOO0OODOO0O
zoneODOODOODOODOOexitOODNSOOODOOOODOOODODO

O000OO0domin0 000000 O0O0OOOOODNS server0 0000000 DOOO
zone <1-5> domain WORD

no zone <1-5> domain O WORD|)

zone domainCD 000 30000000000

address,domain0 0 100 00000000DOOO0OODOO0O

000 .00000000000000 fgdnOOO0OOOOOO
000000000000 oDooooooog12s0000o4ad

O zone limitation

gooobon

ooooooao
o0 0O 00
O no O

O domain-search

goooooo
ooooooo
0 no 0
ooooooo

O00000OdomainOOODNS server D000 0D000D0OODOOODOOODOOO
odooooooogoon

zone <1-5> limitation enable

zone <1-5> limitation enable

no zone <1-5> limitation enable

0000000000000 bobOo0oo0ooooooOoobDNSOooooooooo
domain-search enable
no domain-search enable

O000000O0ODomain search listOOOOO domain0 00000000000 OOOODOODNSOO
0000000000000000

000000 0ODomain search listOO OO0 domain0 000000000000 Opriority0000O
0000000000000000

228



O 90 dns mode

O min-ttl
goooood

OMinimum TTLOOOOO TTLODOCOOOODOCOOOOCOOMInimum TTLOOOODOCO

oooooog min-ttl <120-2147483647>
0 No a no min-ttl

og 0O 00 min-ttl 120(sec)

O max-ttl

ooooooo

OMaximum TTLOOOODO TTLOOOOODOOOOCODOODOOOMaximum TTLOCOODOODOO

0o00ooo0oo00d max-ttl <120-2147483647>

g No g no max-ttl

oo o oo min-ttl 604800(sec)

O host-ttl

goooogo iphost0 00000 OO0OOTILOODOOOOO
ooooood host-ttl <120-2147483647>

g No g no host-ttl

oo o 0oOd host-ttl 86400

O host-ttl

goooogo iphost0 00000 OO0OOTILOODOOOOO
ooooood host-ttl <120-2147483647>

g No g no host-ttl

oo o 0oOd host-ttl 86400

O edns-query

goooogo EDONSOCO OO O0O0OoOooon

goooooo edns-query enable oooo

g No g no edns-query enable 00O OO

oo o oo no edns-query enable

ooooood

gonNSOoooos1izo00gooouwPOibdbooooobooooboooooooobbooog
gomppvaO0oOoooobooobobobooboooboimwvedboobobooos12000000000
gooooboboo

OEDNSOO OO OOOoOoOopNSObDoobobobooboboooboobooboobovuwrPOobooboon

gbooooobobooobobooogsrzooooooooNnsgoogbooooooboooog

RN
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0100 012tp mode

12tp mode

m L2TPO L2TPv2O0 000 O

OLACODOOOOCN IPveO0 0 ODOOOUOODOOOOOWNSODO callOOOOOODOPPPOOOODO
LtpO000000D0OO0OO0OOOOOODOON/IPVGOOOOODOOOOODOOO
OLACODOO0ODOOOOoDIsPODOOOODODO NSO L2TPOO0O0O0/0000000COO0OPPPODODO
OOoO0O0OWsSOOOoOOoDOoOoOoOOoLwecCED O sccrReuOobooboOoLetPOObOO/0000OODO
gooopPPOODODOOODOOWNNSODOOOODOOOOODOOOODODOOOOODOO
Uooob L2TpdL2tev20 0 0ORFC2661 0 00O OO OONO

0O OO commannd

12tp modeO0 OO OO OO

nxrg240#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxrg240(config)#12tp <0-1>

nxrg240(config-12tp)#

m L2TP mode

OL2TP tunnel(peer)D 000 LAC/INSO DO D0DO0DO0D0O0O0OO0DOO0OOOOOOODefaultd O LAC
0000000000 0000000000000any0000000000000LWNSOO0ODOOOO
ooooo

O tunnel mode

ooooooo  LLwrObOOCO0OOOOoOObOOoOogOo

ooooooo tunnel mode (Ins]lac)

OO0 O OO0  tunnel mode lac

ooooooo

Oppp accountO global modeO OO OO OOLACODODODOOODOOppp accountO0 000 O00OOO0O
Oppp accountD DO O OWNSOOODOODOOOOOppp accountd OO0 O0O0OOO (el 0 0O0O0OO)T
Ovirtual-template 00000 lacOOOOOO0ODOO Ovirtual-template 00000000 @OODO
ppp clone0 00 OO OO)O

Ovirtual-template 00000 InsOO000O000O0OOOvirtual-template0 00000000

s(000000000O0O0O0OCOOOOOOOOO0O0
OO00O0000D0O000DOCOOo0O0DOS00defavitI0DO0DOOO00O0ODOODODOOOODOOO
200000000 b0o0o0booboobobo01oboboboboboobosgboo
coooooboooooOoooooOooDbOooooDooooOo0obDddowndooooooooooo
3100010204080 80 80 gpobooboboOlooobgboonooobonooonDoo

O tunnel retransmit

goooooo
Jdodo0bOdo0oOoO0ododoooooDdobDdoDoDODOoOooDOoooDOoooOooDoOoo
goooooo tunnel retransmit retries <max:1-1000>

oo o oo tunnel retransmit retries 5

O no O no tunnel retransmit retries] (=tunnel retransmit retries 5)
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m L2TP Keepalive (Hello)

dLrOO0D00O0000000D0000000000O keepaliveO DO DOOOODODOONO 600
OdefaultO O OO0 100000 0000D00000D0DODODOOOOOOODOODOOOOChelloODOOO
aoad
OHelloOOOOODODODOOOOODODODOOOOWINSOOOODOODOOOOODO /00000000
000000000 ododdhelloD0D000O0OD0O0OOODOODOOO0ODOOOOOOODOLWNSOO
LTPO0O0DOOODO0OO0OODDODOOOOOOhelloOOOCOOOO0O

O tunnel hello

odoooooo HelloOOOOOOOOOOOOO

oooooodad tunnel hello <sec:0-1000>

oo O oo tunnel hello 60

a no a no tunnel hello

goooooo no tunnel hellod =tunnel hello OO OO OOChelloDOOOOOOOODOOO

m L2TP port number
00000b0o0o00b00o0oooob0o0ooDooO0oooooOOobOOoOLTPO0ODODOOOOODOOD
source port UDP/17010 00000 0L2TP/PPPO 0O COOODOCOOODOOCDOOOOODOOOL2TP
00000 source portd 000 00dooooooon

OL2TP O O O source portd O O UDP/40010 defaultO O OO O O O destination port O O UDP/1701
Odefaultd OO 0O OO O Osource port/destination portd O OUDP/10240 655350 0 000000
oooooooo

JL2TPv30 UDPO OO0 OOODOOOL2TPVID L2ZTPV2O DO O)ODOOODOOODOO port00O00ODODO
ooooo

O udp source-port

OOoOoO0ooo0O0  LtPO0O00ODO0 UDPO source port0 000 0OOODO
gooogooo 12tp udp source-port <src_port:1024-65535>

oo 0O OO 12tp udp source-port 40001

OO0OO0OoOoO0 0OogdOdglobal mdedOOOOOO

O udp port

ooooooo L2TPO OO 00O UDP O destination port 0 00000000
gooogooo tunnel udp port <dst_port:1024-65535>

O no O no tunnel udp port

ogd 0O OO0 tunnel udp port 1701
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m000000

OOO000DoOoO00O0O0OOLAcCOOOn IPva/FONOOWNSOO OO any0 O 0O0O0D0OOOODODO
OanyO0OOOO0OD0DO0ODODOOODOOODOODODOOODOOOIPseci0nooooooboonon
Lt 0o00ooooboo0ooooboooog ket oooobOoboooobDOLeTPOOn
O0/000000dwnO00000OOOIPSecO0OO0OOODOOOOODOODOOOOOn
OLACODUOO0OO0OoOoooooorNODOOOODOSCCRQUDOODOoobNSOoonoonDn
IPvAD O 000000000 DbO00bObOOobDboOoorNODO0bOooDobobooboobonbo
ivAOOOOODOOOO0ODOOOLZTPOOOO/000000DCO0O0O0OOODOOOODOOO
goooooooomwpkvadboonoooboobobooboon

OIPv6 over PPPO L2TPOOUOOOODOOOOOOODOOOOODOOOOOODOOOOODO IPveOO
gbooobooboooboo

O tunnel
goooood goooooooooooood

o address (A.B.C.D|FQDN)
goooooo tunnel address (A.B.C.D | FQDN)

o address any ipsec

goooooo tunnel address any ipsec

ooooood
OanyOOO0ObindOOOOO0OOO@psec) 000000 OOOOOONPsecOOOOOd clientOd
oooooooooood

o0o0oooDooo

Otunnel address any ipsec0 000 0000IPsecO O OODOOODOODODO3000000 L2TPOO
0000000000 000D000000000001IPsecOOOO IPsec tunnelODOODOODOOO
000000000000 00o0oooooooodog activelO0OO0O0O0O0ODOOIPsec tunnel
0000000000 000D0000downOOOO0OIPsec tunnelD0D0O0O0O0ODOODO0O
00o0oooooIPsecO000O0OD0ODOLTPOOOODOOODOODOOOOOOOIPsec SAODODO
000000 0obO0o0o0oooOooOooooon
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12tp mode

m INSOOOOO0O

OopPPPOOOOODOOODOOOO

OL2TP INSOOODOOODOOOOOODOOOO LTPOODO/00000000DOOOODODO
OooooooogoopepPOOdOdO0OOOOOOviIrtual-templateD 00000 PPPOOOODOCOO
gbobooboboooboboobobobooon

OVirtual-template D 00O OO OPPPOOODOOUOOODOOOOOODOOODOOODOOOPPPODO
gbooobgogleon 25600 0LL2TPOOODO0ODLOODOODOODO

O tunnel virtual-template

goooooon 0000 virtual-templateO O OO OO0
goooodoo tunnel virtual-template <0-0>

0 no O no tunnel virtual-template

olpva00000O00OOOO

OpPPODOOODODODODODOOODOODOO IPCP addressO request0 00O 0O0IPVAOO0O00OOOO00ODOO
oo

OLTPOO000D00O0OO IP address pool DO OO0 IPVAODOOO0DOOO0OO0DO0OO0OODDO access-
server profile mode0 O O0OCOOOODO IPOCOO0OOOOOODOOOOODOCOOCOOWOODOOO
oooogooo

OipPO00C0000DOCOOODOCOOOw peolOO0O0ODOOOOODOPPPOOODOOODOOOOO
OOoO0wroDoO000D0O0000D00O0Oexclude addressO0 0000000000 OCOOOOIPO
oboobooobgobooobon

O 1ip local pool WORD address

ooooooo IPO0O00O0ODOOOOODOOOO

ooooood ip local pool WORD address A.B.C.D (]JA.B.C.D)
| no O no ip local pool WORD

gOoOooood OooOdoooDglobal mdeOOOO0OO

O 1ip local pool WORD exclude-address
ooooooo IPOO000O0O0O0O0OOOOOOIPOD0OO0OOOOOIWODO0OOOOODODOODODOODO
ooooood ip local pool WORD exclude-address A.B.C.D (]JA.B.C.D)

| no O
Oexclude-addressO0 OO0 no ip local pool WORD exclude-address
ooooobooo no ip local pool WORD exclude-address A.B.C.D (]JA.B.C.D)

goooogn OOO0O0DOglobal mdeO OO O0OO

O peer ip pool

0oooood oOoomwroooooooooooooo
ooooood peer ip pool WORD

goOOdNoO OO no peer ip pool WORD

goooooo 00000 interface virtual-template mode 0 00O 0O
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12tp mode

O tunnel hidden

OO0oooogd AV HidingOOOOOoOOoOOOo
goooooo tunnel hidden

oo 0O Od no tunnel hidden

O no O no tunnel hidden

O tunnel password

oooooon ogoooooooooon

goooooo tunnel password (|hidden) PASSWORD

O no O no tunnel password

oo g o goooooo-9sdooooooooooooa
0000000000000001$#=*+_.:;0{[1~0 <000

O tunnel ppp
00oOoooo  PPPOLLRIPOOOOOOOOOOO
goooooo tunnel ppp <ppp:0-4>
O no O no tunnel ppp
ooooooo RtpO 000000000 OOppp0OO0O0OODOOOO
ppp 0 virtual-template 0O O 0000 @QOOOOOOOO)OOO

O tunnel authentication callin

ooooooo  wenelOO00OO0ODOOCDOOOO
goooooo tunnel authentication callin

g no g no tunnel authentication (Jcallin)
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O 110 012tpv3-tunnel mode

12tpv3 tunnel parameters

O OO commannd

12tpv3-tunnel modeOD O OO DOOO

nxrg240#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxrg240(config)#12tpv3 tunnel <0-4095>
nxrg240(config-12tpv3-tunnel)#

O description

gooooood L3 0d0ooooooooono
ggooooo description DESCRIPTION

0 no 0 no description

O tunnel address
goooooo 000D D oooooooooonooo
goooooo tunnel address A.B.C.D
tunnel address X:X::X:X
tunnel address FQDN
tunnel address any
tunnel address (ip|ipv6) (FQDN]any)
oo O o
dlpv60 00000000 D0O0DO0O0OO0OO0ODO0OOODOO0OOODODOO0OOODOOOOODOODOO
OO0 IPv6 0000 0O0ODOL2TPv3 over IPv6IIL2TPv3 over IPv6 [0 O fast-forwarding 00 00O O
oo
00000000000 00FRNDOOODOOOODOOOOD0D0O0OoODNSOOODOOOd timeout
00000000oDo0o0oooooDoorRNDODODOODODOODn
OFINOOO0O0ODOCOO0D0OOOO00OD familydIPVAOO O IPV6O OO OO0OO0OOCOOOOO
000000 00o0ooooooooDooomwpveO0000O0D0D00o0Oo0ooooooglPv4nd
0000000000000 0o000o00doo0o0DoU0oo0o0oooooooooooo
OO0 familyO ODOOOOO
Dany00OOOO0OO0O0OO0familyDOOOOOOOOO0OO0OOOOanyO0 000000000000 O0OO
OO0 familyDOOOODO0OODOO0DO0OOO0OOOOOOOOOOO

O no tunnel address
gooooog goo0OLCcCEObooOoonononouoonoonooon
Ooo0ooooo no tunnel address

O tunnel hostname
gooooog gooOoLcceEooooonononononono
Ooo0ooooo tunnel hostname HOSTNAME

O tunnel router-id
ooooooo D000 LCEDOOD wooooooo
Ooo0ooooo tunnel router-id A.B.C.D
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12tpv3 tunnel parameters

O tunnel password

goooogo
goooooo

oo 0O OO
O no O
oo 0o o

O tunnel hidden

oooooono
ooooooa
0 no O

OO0OAVP HidingOOODOOOOOODODOOOoOOooooo

tunnel password PASSWORD

tunnel password hidden PASSWORD

no tunnel password

no tunnel password
O00oO0oooo1-950000000000D0D000d
OO00ooooooooooogis#s=+_.;040~e <000

AVP HidingO O OO QOOOd
tunnel hidden
no tunnel hidden

O tunnel protocol

ooooooo
goooooo
ooooooo
0 no 0

odoooooooooooo

tunnel protocol (ipjudp)

tunnel protocol ip

no tunnel protocol (=tunnel protocol ip)

O tunnel local hostname

ooooooo
goooooo
ooooooo
0 To Unset(

0000 LWCcCcedDooooonoooonoa
tunnel local hostname HOSTNAME

no tunnel local hostname

no tunnel local hostname

O tunnel local router-id

ooooodo
goooooo
ooooooo
0 no 0

O tunnel digest

ooooooo
goooooo
ooooooo
0 no a

O tunnel hello

oooooao
goooooo
ooooooo
0 no 0

0000 LWCCEOD oD wooooooo
tunnel local router-id A.B.C.D

no tunnel local router-id

no tunnel local router-id

odooooooooooooooooon
tunnel digest (md5]shal)

no tunnel digest

no tunnel digest

HelloOOODODOOODOOODOOOOO
tunnel hello <0-1000>

tunnel hello 60

no tunnel hello O O0O0O
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12tpv3 tunnel parameters

O tunnel vendor

gooooon o000 LwWCeDoooomwooooooao
ooooooo tunnel vendor (ietf|century|cisco)
goooooo tunnel vendor ietf

O no O no tunnel vendor : Set defaults

0O netevent

ooooooo 0dooooobooooooooooooo
ogoooooad netevent <trackid:1-255> disconnect
ogooooon no netevent

ogoooooo PPP interface0 0O O OO0

0 no 0 no netevent
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O 120 12tpv3-xconnect mode

12tpv3 xconnect parameters

O 00 command

nxrg240#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxrg240(config)#12tpv3 xconnect <xid:1-4294967295>
nxrg240(config-12tpv3-xconnect)#

O description

gooooog L2TPv3 XconnectO O OO OO OO OO
0000000  description DESCRIPTION

a no 0 no description

= tunnel

o tunnel <0-4095>

ogoooood Xconnect OO O OO L2TPv3 O Tunnel IDOOODOOOO
goooodoo tunnel <tunnel id:0-4095>

o tunnel tos

goooooo Xconnect ToSO OO O ODOOO
0O000o0dOgd  tunnel tos (<0-252>]inherit)
oo o oOd tunnel tos 0

O no O no tunnel tos

O xconnect (ethernetjwlan)

JooooonOo  XeconnectOD OO OOODOOOOOOOOO

O0O00oO0oogd  xconnect ethernet <0-3> (|vid <1-4094>)
xconnect wlan <0-1>

O xconnect end-id
Ooooooag O0O0OO0OLCCED end idOOOODODOO
gooooono xconnect end-id <1-4294967295>

O vlan-id

gooooon VIAN tagU 0D DO O0O00ooboogg
ooooooo vlan-id <1-4094>

O no O no vlan-id

O retry-interval

goooooo 0000/000000000000000000O0O0OoODODODODDODOOOOO0OOOD
ooooood retry-interval <seconds:0-1000>

oo O oo retry-interval 0

O no 0  no retry-interval (=retry-interval 0)
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12tpv3 xconnect parameters

O loop-detect enable

ooooooo
goooooo
oo O OO
0 no 0

Loop DetectionO0 00O O OODOO0O
loop-detect enable

no loop-detect enable

no loop-detect enable

O send-known-unicast enable

ooooooo
goooooo
oo O oOo
0 no 0

Known UnicastD 0D OO0 O0OdOOoOOO
send-known-unicast enable

no send-known-unicast enable

no send-known-unicast enable

0O send-circuit-down enable

ooooooo
goooooo
oo O oOo
0 no 0

O split-horizon

ooooooo
goooooo
oo O oo
0 no 0

Circuit Status downd O O OO O LCCED O O O ONon-Unicast FrameO 0D OO0 O 00O
send-circuit-down enable

no send-circuit-down enable

no send-circuit-down enable

enable

Split HorizonO OO OOODOOODO
split-horizon enable

no split-horizon enable

no split-horizon enable

O mac-learning unique enable

ooooooo
goooooo
oo O oo
0 no 0
ooooooo

L2TPv3 MACO OO OO O uwnique0000O00ODODOOO
mac-learning unique enable

no mac-learning unique enable

no mac-learning unique enable

OoOO0oOoOoOoooooodglobal mded DOODOOOODOOOOOOO
nxrg240(config)#12tpv3 mac-learning unique

OO000D0OC0CO0O00DOOCO0OO0DOOOO0OO0 Xeonnectd Local TableOFDBO OO MACO OO OOOO
J00o000bO000O00obO0DO0obO0o0bO0bDOO0bOO0O0OOOMACODDOODOOLocal TablelD FDB
gooooobooooooobooooooobooooobooooooboooog

000000 Xconnect O U LoopDetect 1 O OO OO O OO U LoopDetect U FrameDrop D O O O OO O
OoooopoOoooOoOoOMCcODOOOOuwniqued00O00OO0O0ODOOOOODOO

O0O0O0O@nique)D0DO0D0ODOODOODOO
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12tpv3 xconnect parameters

O ip tcp adjust-mss

ooooood

O Path MTU Discoveryd PMTUDO O O OEnd-to-end0 00000000000 OODOONMIUODOOO
O00d0o0ood0od0oo0ooo0ooo0oooooooooooooooooooooon
O0O0o0oooiIpvad00000O0O00O0O ICMP fragment needed 010000000000 O0OODOO
O000000ooooooooooogoePNUDO0OO0OO0O0O0OO0OO0O0O0O0O0OooonoddPMTUD
0000000ooooooooooMU0bD000Dooo0oDo000o000o0o0O00o00dOEnd-
to-end0 000000000000 OOODOODODOODOOOOODOTCPODO  SYN/SYN-ACKD O DO O
onMsSOO0DO0OO0O00oo000oooooooooooooooTcPOOO0ODODO0ODOOOODOO
00000000o000oo00oooooo00oooooooooooooooo

ooooooon ip tcp adjust-mss (auto]<500-1460:bytes>)

oooooon no ip tcp adjust-mss

OooONeO OO no ip tcp adjust-mss

ooooood

OlpvA0 00000000000 TCPOOODOOOODOOOOOTCPODODOODOOODOOOOOO
O00oooooooooooooooodsscoooooon

O0O0O0ooooMssO000Do000000Dautoc00000O0OOOMSSOOODODOONMSSOOOODO
ooooooooooooooo

O0000o0ooooooooMssoooooooooovssonooooonMssoooooooooog
ooooooooo

guwPOICMPOOOOOODOOOOOOOOODOOODOOODOOODFOOODOOOOOODOO
O000000000o000ooo00oooooo0ooooooogooooon

(I no ip tecp adjust-mssO0 0000 OOOTCP MSSOOODOOODOOODOOODO

O 12tpv3 access-group
00oooodo  LLv3aDO0OD0O00000/00000001012tpv3 access-list0 000000
goooooo 12tpv3 access-group (injout) WORD
O no O no 12tpv3 access-group (injout)
ooooooo
OWORDO rootO ACLOODOODOODO
Orootd ACLO O Oglobal OO OO 12tpv3d access-list WORD root 0 00O OO OOO
Oin: 0000000000o00oooooooooooooon
Oout: O0000oooOo0ooooooooooooooooon
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O 130 12tpv3-group mode

12tpv3-group mode

O 00 command

nxrg240#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxrg240(config)#12tpv3 group <gid:1-4095>
nxrg240(config-12tpv3-group)#

O xconnect
ooooooo 0000 XconnectO OO OO OO
gooooood
xconnect <primary-xid:1-4294967295> (]<secondary-xid:1-4294967295>) (Jhotswap)
gooooood
Ohotswap O O 0 0O OO OL2TPv3 primary/secondary xconnect hotswapO O OO OO DO OO0O
-hotswapO OO OconfigD OO0 ODOOODO
-0000000000000D0O0000D0ODOOdprimary xconnect O secondary xconnectD O O O
gooopooooOoLeT30000O0OOOoooooon
OO00O00LTPv3000000000DO00O0ODOOprimary xconnect 0 secondary xconnect D O 0O O
goooooo
-group mode 0 exitO OO Oxconnect D0 DO 0OD0O0ODOOO0ODOOconfigdDOODOOODOOODOO
CoooooooLnv3dooooooooogon
-000000000000000000000112tpv3 group moded exitOD 0 OO0 O0O00O0OOOOO
godoOopoooooooooooo
nxrg240(config-12tpv3-group)#xconnect 1 2 hotswap
nxrg240(config-12tpv3-group)#exit
Change primary/secondary xconnect.._.Please wait.
nxrg240(config)#

O preempt enalbe

goooogon GroupO preempt 000000 /0000000DOO
ooooood preempt enable

a no 0 no preempt enable

O enforce-secondary-down enable

ooooooo 0000000000 DOSecondary0 00000000 OODOOO
goooooo enforce-secondary-down enable

oo o gdo no enforce-secondary-down enable

a no 0 no enforce-secondary-down enable

O active-hold enable

goooooo Group O Active HoldO OO OO /000000000
goooooad active-hold enable

oo O oo no active-hold enable

O no O no active-hold enable
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12tpv3-group mode

O mac-advertise enable
ogoooooo
OL2TPv3 MAC Advertise FrameO O OO O OO /000000000O
-j0d0odoo0oDo0oD0doOooo0ooooDoooooDoOovMACODOoDoooDooo
0Oo00doo0ooobooooooovMcOO0DbDoobooooooooooboooboooooog
0odoDd0bDdoOdoDoobOooooooooooooa
-gdo0oooooooooooooo
-000000000DO0O0OL2TPv3 MAC Addressd O Always O O O O OO 12tpv3 mac-learning alwaysO
oooooooooa
d000d00d0Ddoo0oD0bD0o0o00o00DO00DO0oDoOoDOO0oOooOodys.a1s.1000000
ooooooooooad
ogoooooad mac-advertise enable
oo o oo no mac-advertise enable
O no O no mac-advertise enable
goooooo
00oD0ooooopoooooooooooooo)o L3 odoonooooonooooooooon
ONXROOOOODOOODOOoS/wW2)H)OrmBOOOOODOODOOODODODODODOOODOOODOOOOODOO
do0ddodoDdooooodooDooodoDoOoDodbD0odoooDooooooDOoooOoooa
oooooodoooooood
+----NXR-1---+
PC1---S/W1---(LAN)O O O (WAN)===L2TPv3===(WAN) | | (LAN)---S/W2---PC2
+----NXR-2---+

doodoooLrmvidoddodoodoodoooooooooooooooooooooooooa
MACOODOODODODOODDODODOOOOODOOo0oOoDooooobOoooO1oovACchoooonoao
100 L2TPv3 MAC Advertise FrameU DO D OO ODOOOOOOOODOODOOO
o L2TPv3 MAC Advertise Frame 0 [
O00O0DO0O0OOno mac-advertise enabled O O O L2TPv3 MAC Advertise FrameO OO OO O QOO
00 00000Omac-advertise enable0 0 00000 OO L2TPv3 MAC Advertise FrameO OO OO QOO
-Jd00d0odooDooodoo0oooooonooooDoOon
-0bOoo0boooooooooooon
O0O000Circuit DownO0 00000 ODOOOsend-circuit-down enablel] /0O OO no send-circuit-
down enable0 00000000 LCCED Circuit statusO DOWNO O OO OO O LCCED DropO O O O
OO OOMAC Advertise Framee0D OO OOOODOODO LCCEO O SLI Message(Circuit up)d OO0 O
d0o0doodooooooboooOooo0oOooDoooOooDo0ooOoOooDOonOnd MAC Adver-
tise FrameO OO OOOOOOOODODOOMAC Advertise Frame OO O OO GOO
o L2TPv3 MAC Advertise Frame 0 [
OXconnect0 OO OODOODOOODO /0000000000 DropOdnOnd
OLPOOO0O0O0OO0O0O0OOOO0DOOO/0000000000O00O000O000DO00OO0
-0000000XconnectO O OOOOOOWMWODODODODOODODHWWDOOODODOODOOO
@QUO0O0D000000000DOO000O00D0O00OOXconnect0 00000 OO0DOOODOOO
GHOOODDOoDOoooOobropO OO
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O 140 rip mode

rip mode

O OO command

nxrg240#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxrg240(config)#router rip

nxrg240(config-router)#

O network
goooooo
goooooo

O redistribute
gooooog
goooooo

RIPOOODODOODOODODOOODOODOOODOODOOOOOOO

network A.B.C.D/M > IP prefix <network>/<length>, e.g., 35.0.0.0/8
network ethernet <0-2> (Jvid <1-4094>)

network ppp <0-4>

network tunnel <0-255>

no network A.B.C.D/M : IP prefix <network>/<length>, e.g., 35.0.0.0/8
no network ethernet <0-2> (|vid <1-4094>)

no network ppp <0-4>

no network tunnel <0-255>

oooooooooooooo

redistribute (static|connected|ospf|bgp) (|metric <metric:0-16>]route-map
ACL-NAME)

no redistribute (static|connected|ospf|bgp) (|metric <metric:0-16>|route-map
ACL-NAME)

O distribute-list

OO00ooooo
ooooooao
O no O

O distance

googoooo

ooooooao
O no O

route-map O OO0 OO0

distribute-list ACL-NAME (in]out) (ethernet <0-4>|ppp <0-4>]tunnel <0-255>)
no distribute-list ACL-NAME distribute-list ACL-NAME (in]out) (ethernet
<0-4>|ppp <0-4>]tunnel <0-255>)

RIPOOSPFOOODOOOODOOOODODOOOODOO
J0000000000oooogoooooo

distance <1-255>

no distance
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O timers basic
gooooog
goooooo

o0 0O 00
O no O

rip mode

RIPOODOOOODOOOO

timers basic <update:5-2147483647> <timeout:5-2147483647>
<garbage:5-2147483647>

update: 30sec, timeout: 180sec, garbage: 120sec

no timers basic (=timers basic 30 180 120)(= set defaults)

O passive-interface

goooooo
gooooogo

0000oo000ooo0o0ooooo0ooooooooooood
passive-interface ethernet <0-2> (Jvid <1-4094>)
passive-interface ppp <0-4>

passive-interface tunnel <0-255>

no passive-interface ethernet <0-2> (|vid <1-4094>)
no passive-interface ppp <0-4>
no passive-interface tunnel <0-255>

0O default-information originate

ooooooao
ooooooao
O no O

O version

goooooo
ooooooo
oo o oo
0 no 0

000000000000000000000
default-information originate
no default-information originate

RIPOOOODODOODOOO
version <1-2>

version 2

no version (]<1-2>)
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O 150 ospf mode

ospf mode

O OO command

nxrg240#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxrg240(config)#router ospf

nxrg240(config-router)#

O network
goooooo OSPFO OO IDODOOODOOOd
goooooo network A.B.C.D/M area <0-4294967295> : OSPF area ID as a decimal value
network A.B.C.D/M area A.B.C.D : OSPF area ID in IP address format
0 no O no network A.B.C.D/M area <0-4294967295>
no network A.B.C.D/M area A.B.C.D

O area default-cost

ooooooo O0000o0ooo0oooDooo0oooooooooooDoooooooooooon
goooooo area (<0-4294967295>]A.B.C.D) default-cost <0-16777215>

0 no 0 no area (<0-4294967295>]A.B.C.D) default-cost

O area authentication

oooooon ogoooooooon

goooooo area (<0-4294967295>|A.B.C.D) authentication (|message-digest)
0 no | no area (<0-4294967295>|A.B.C.D) authentication

O area range

ooooooo O000o0ooooooooooooooooog
OOooooog area (A.B.C.D]|<0-4294967295>) range A.B.C.D/M

0 no 0 no area (A.B.C.D|<0-4294967295>) range A.B.C.D/M

O area stub
goooood Ooooooooooooo
goooood area (A.B.C.D|<0-4294967295>) stub
area (A.B.C.D]|<0-4294967295>) stub no-summary
0 no O no area (A.B.C.D|<0-4294967295>) stub
no area (A.B.C.D]<0-4294967295>) stub no-summary
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ospf mode

O area virtual-link
oooooog 00DO00DoD0oo0oooooooo
0000000  area (A.B.C.D]<0-4294967295>) virtual-link A_B.C.D
area (A.B.C.D|<0-4294967295>) virtual-link A.B.C.D
{authentication (message-digest|null)
| authentication-key LINE
| dead-interval <1-65535>
| hello-interval <1-65535>
| message-digest-key <1-255> md5 LINE
| retransmit-interval <1-65535>
| transmit-delay <1-65535>}
O no O no area (A.B.C.D|<0-4294967295>) virtual-link A.B.C.D
no area (A.B.C.D|<0-4294967295>) virtual-link A.B.C.D
{authentication (message-digest|null)
| authentication-key LINE
| dead-interval <1-65535>
| hello-interval <1-65535>
| message-digest-key <1-255> md5 LINE
| retransmit-interval <1-65535>
| transmit-delay <1-65535>}
O redistribute
ooooood ooooooooooood
ooooood
redistribute (connected|static|rip]bgp)
redistribute (connected|static|rip|bgp) (|metric<0-16777214>) [|metric-type (1]2)
| route-map WORD|tag <0-4294967295>]
u no U
no redistribute (connected|static|rip|bgp)
no redistribute (connected|static|rip|bgp) (|metric<0-16777214>)
[Imetric-type (1]2) |Jroute-map WORD|tag <0-4294967295>]

O distribute-list

ogoooooo route-map 000000

ooooooo distribute-list ACL-NAME out (static]connected]|rip]|bgp)

O no O no distribute-list ACL-NAME out (static|connected|rip|bgp)
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ospf mode

O distance
goooooo

gboooooo

O tiemrs spf
gogooobod
goooooo

OSPFOOCO0O00DOOO0ODOOOO0ODOOOOOODOODOOODOOOODOOO
gddoopooodOoOooooOoOoooooogooooogoooo

distance <1-255>

distance ospf (intra-area <1-255>|inter-area <1-255>|external <1-255>)

no distance <1-255>

no distance ospf

OSPF SPF timersO0 0 OO OO0O

timers spf <delay:0-4294967295> <hold_time:0-4294967295>
<delay:0-4294967295> : Delay between receiving a change to SPF calculation
<hold_time:0-4294967295> : Hold time between consecutive SPF calculations
no timers spf : Set defaults

O passive-interface

gooooogo
gboooooo

JoodoooDdoooooooooooDooooooooooond
passive-interface ethernet <0-2> (|vid <1-4094>)
passive-interface ppp <0-4>

passive-interface tunnel <0-255>

no passive-interface ethernet <0-2> (]vid <1-4094>)

no passive-interface ppp <0-4>

no passive-interface tunnel <0-255>

O default-information

gboooobgo
goooooo

googbooogosFOObOOnnOonO

default-information originate
default-information originate (metric <0-16777214> |metric-type (1]2)]route-map
ACL-NAME | always)

O no O

no default-information originate
no default-information originate (metric <0-16777214> |metric-type (1]2)]route-map
ACL-NAME | always)
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O 150 ospf mode

ospf mode

0 auto-cost

oooooog 00000oo0o0ooooooooo@oOMps)Doooooo

goooooo auto-cost reference-bandwidth <1-4294967>

O no O no auto-cost reference-bandwidth

oooooog

OOSPFO O OO DO OO O=100(Mbps)/0 0O (Mops)]JO O DO DO OOOOD mefaultD OO OO0 ODO0O
100Mbps O O O
00000oO0oDOooogoloovbpsd OO0 00O 1M cbpsO 00O OD0IMOODOOOOOOOOODO
0ol 0dooooooodOlGhpsO D00 0ODOO0O0OOOODOODOOODOODOOOOO
0000000000000 o00odooooooo0oooodoooooooooon
oooooooooooo

00000000000 000Ddo0ododdbandwidthO D OO OOQOOOGQOO

O router-id

ooooooo Router IDO OO OOOO
goooooo router-id A.B.C.D

O no a no router-id

O max-concurrent-dd

ooooooo goobpbbOdoUooodoboooboooooooooooooon
goooooo max-concurrent-dd <1-65535>

O No a no max-concurrent-dd
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O 160 bgp mode

O OO0 command

nxrg240#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxrg240(config)#router bgp <1-65535>

nxrg240(config-router)#

O network

gooooon oooooobooooooooooad

goooooo network A.B.C.D/M (]backdoor)

O no O no network A.B.C.D/M (]backdoor)

aad oo

gdoOosePOODOODOOOOUOODDODODOOOODOOOOBEPOOODODODOO BGPO administrative
distanceD O OO OO0DOOO0DOODOODOOOOODOODOODOOODOOOOODOO

O aggregate-address

ooooood

OAggregate0 0D O OO OBGPO OO0 ODOODOOODODOOOODODOODOODODOOBPOOOD
0000000000000 00000000000000 advertiseO OO 0O

goooooo aggregate-address A.B.C.D/M (|summary-only|as-set)

O no O no aggregate-address A.B.C.D/M (]summary-only]as-set)

oo 00

OAggregate 000000 0ODO0OO0OOOODOOOOO advertise0 0000 ODOOODO advertise
oo0oO0o0sumary-onlyO OO0 O0OO0O0OOO

O000Oaggregate 0000 00000ASODOO0ODOODOOOOODOOOODOOOOASODOOO
000000000000 0000D0D0000000DO00D0D000000DAs-setdO00O
00000ooooooooASOO0D00ODoO0DOoo0ooDooooooooooDoooooooonog
OASO00D00DO0OD00DODOO0DO0ODO00DOO0D0ODOO

O distance

ogooooood BGP O O O O Administrative Distance0 OO0 O OO OO
goooooo distance bgp <eBPG:1-255> <iBGP:1-255> <local:1-255>
O no O no distance bgp

oo oo 0000 200 eBGPTI 2000 iBPGT] 20000 localD O 0O O

O timers

ooooooo  jJitterDOOO%OOODOODOODOODODOO

goooooo timers bgp jitter <75-100>

d no g no timers bgp jitter

oo OO0 DefaultdO75% 000
00000000 jitterOOkeepalived interval 00000 OO OO keepalive
interval 0 0 00O Oneighbor O keep alive interval DO OO OOO0OOO
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O 160 bgp mode

= bgp

o always-compare-med

ooooooo

O0D0000D0ASOD00OD00O000OO0000O0OO0OMEDOODDOOOODO O dalways-compared-med 0 O
0000ooooooooASO000oooDooooooooMeDO0ooooon

goooooo bgp always-compare-med

O no O no bgp always-compare-med

o bhestpath as-path

ooooooo

ODO00ASODOD0OO0D00D0ODOODODOAS-PATHO O O O LUPDATE messageJ ASO DO OO OOODO
AS-PATHU O OO ODODOODOOOD

O00O0Obest path OO OO OOOAS-PATHO OO ODOODOOOODOODOOODOODOODODOO
O0O0Obest pathO OO OOAS-PATHO O OO DO ODOODO

goooood bgp bestpath as-path ignore

O no O no bgp bestpath as-path ignore

o bestpath med

OO0ooooo MeEDOOOO prefixOODODOOMEDOODO O 42949672040 00000 0O0O0O0O
goooooo bgp bestpath med missing-as-worst

O no O  no bgp bestpath med missing-as-worst

o local-preference
ooooood
O0000000oooooooASOo00oooDoooooooooooooooooooooonoon
local preference0 0000
gooooogo bgp default local-preference <0-4294967295>
O no O no bgp default local-preference
oo oo iIBGP peer 00000000 O0DOOODOODOOODOODOOOOODOO
DefaultD 0 1000 00

o default-information-check

ooooood default route 000000000000 O0OOBGP4DO O default routed OO
ooooooooo

ooooooog bgp default-information-check

O no O no bgp default-information-check
oo 0O oo no bgp default-information-check
oo oo 000000000000 0D0O0000000000 default routed 00

PO O OO ODODODOOODOODOODN
(D) redistribute0 0000 default route0 0000 0OO0O0OOO0O
(2 networkO OO OO 0.0.0.0/00 000000000
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O 16 0 bgp mode

m bgp OOOO

o enforce-first-as

goooogn

ooooooao
O no O

UPDATEO OO DO ASOODOODOOODOODOOASO neighborO0 ASOOODOODOO
notificationO O OO O OOOOOOneighborD 000 O0OO0O0OOOOODOODOO
bgp enforce-first-as

no bgp enforce-first-as

o network import-check

gooooogo

0OBGPO advertised O O networkD (O O M OO0 0O O O routerd O O networkd 0 0 0 O O O O advertise
000000000 networkd BGPO advertiseO O O OO ODOOOOimport-checkO O OO OODOO
O00000O0OadvertiseO0 OO0 OOOOO0O

ooooooao
O no O

o router-id

ooooooo
goooooo
0 no 0
oo oo

bgp network import-check
no bgp network import-check

Router-IDO IPODOOOOOOOOODOOO
bgp router-id A.B.C.D
no bgp router-id

ORouter-IDO 00000 0OODOODOOOODOOOOODOODO IPVA addressO0OO000OODOOO0O IPv4
o000 Router-1DO0OO0OOODOOO

o scan-time

ooooooo
goooooo
0 no 0
oo oo

BGPO OO OO routed next-hop D OO OO0 ODOOOOOOODOOODOO
bgp scan-time <0-60>

no bgp scan-time

ooooeoooooon
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® neighbor

o default-originate

ooooooao
ooooooao
O no O

0o0000oooo0ooooooooooooog
neighbor (A.B.C.D|X:X::X:X) default-originate
no neighbor (A.B.C.D|X:X::X:X) default-originate

o distribute-list

gooooao
ooooooo
0 no 0
oo oo

o ebgp-multihop

gooooao
ooooooo
0 no 0
oo oo

o filter-list
gooooao
ooooooo
0 no 0
oo oo

o next-hop-self

googoogon

OO00ooooo
O no O

o remote-as

oooooog
goooooad
0 no 0

peer000 /70000 route updated FilteringO OO DO O0OO0OO0ODO0O
neighbor (A.B.C.D|X:X::X:X) distribute-list ACL-NAME (in]out)

no neighbor (A.B.C.D|X:X::X:X) distribute-list ACL-NAME (in]out)
Neighbor O O INOUTO OO OO OO distribute-list0 000000000000

peer00000000C0OOODOCOOOeBGP Peer0 00 00O00OO0OOOOO
neighbor (A.B.C.D|X:X::X:X) ebgp-multihop <1-255>

no neighbor (A.B.C.D|X:X::X:X) ebgp-multihop <1-255>
O00ooooooooooooo

PO OO DOOOOOOOOO

neighbor (A.B.C.D|X:X::X:X) Ffilter-list ACL-NAME (in]out)

no neighbor (A.B.C.D|X:X::X:X) filter-list ACL-NAME (injout)
global D00 0O0O0OOOAS-PATHOOODOODOODOODOODO

iBGP peer0 0 00O nexthopO OO peer 000 00D00OD0ODOOODOODODOOODO
OaddressOO0O00ODO0O

neighbor (A.B.C.D|X:X::X:X) next-hop-self

no neighbor (A.B.C.D|X:X::X:X) next-hop-self

oOooooASOOOOO0ODOOO
neighbor (A.B.C.D|X:X::X:X) remote-as <1-65535>
no neighbor (A.B.C.D|X:X::X:X) remote-as <1-65535>

o remove-private-as

ooooooao
ooooooao
O no O

Outbound update DO DO OO OO ASOOOODOODO
neighbor (A.B.C.D|X:X::X:X) remove-private-as
no neighbor (A.B.C.D|X:X::X:X) remove-private-as
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O 160 bgp mode

® neighbor(0D0O)

o route-map
gooooao
ogoooooo
0 no 0
oo oo

Peer000 /0000 routed filterigO OO D OOD0OOODOOODOODODOO
neighbor (A.B.C.D|X:X::X:X) route-map WORD (in]out)

no neighbor (A.B.C.D|X:X::X:X) route-map WORD (in]out)

neighborO 0O INOUTOODOOOOO routemapOD OO0 OO OO0OODOOODO

o soft-reconfiguration

ooooooo
ogoooooo
0 no 0
oo oo

Neighbor 0 O BGP session0 0 0000000000 OOOODOOODOOOOO
neighbor (A.B.C.D|X:X::X:X) soft-reconfiguration inbound

no neighbor (A.B.C.D|X:X::X:X) soft-reconfiguration inbound

BGP O neighbor parameter U routemapO 0 OO0 O00OO0OOOOOODOODOOOOO
0000 BGP sessiond clear0 00 OOBGP service DO D ODOODOODODOODO

o keepalive interval & holdtime

ooooooo
goooooo
0 no 0
oo o oo
oo oo

keepalive OO O OO O holdtimeOD OO OO OO

neighbor (A.B.C.D|X:X::X:X) timers <keepalive:0-65535><holdtime:0]3-65535>
no neighbor (A.B.C.D|X:X::X:X) timers

neighbor (A.B.C.D|X:X::X:X) timers 60 180

OPeer00 hold timeO O OO0OOOO0ODOODOkeepalive message [0 update message 0 0 0O 00
O000O0OOpeerdd sessiond closeO O IDLEDOODOOODOODOO

OKeepalived OsecO 000000 Okeepalive message 0 0 OO0 OO0 OO

OKeepalive interval 000 Jitter 000D O0O0OO0OO0OOUSERO OO jitter 00O O 0O 0O O 75-100% O
0000000000000 00defaultO00 Ojitter0 75% 00000000000 keepalive
interval x (75-100)%0 interval OO DO OO0 ODOjitterU 0000 ODO OO timers bgp jitter
0ooooooobod

o connect timer

ogoooooo
goooooo
0 no 0
oo o oo
oo oo

o update-source

gboooooo
gooobon

Connect timer0 00O ODOO

neighbor (A.B.C.D|X:X::X:X) timers connect <0-65535>
no neighbor (A.B.C.D|X:X::X:X) timers connect
neighbor (A.B.C.D|X:X::X:X) timers connect 120
000000000 connectd 00 O0O0ODO0O

BePO O OO ODOU0DDDODOOO0MODOoOoooooooIwproooooooooon
neighbor (A.B.C.D|X:X::X:X) update-source

(ethernet<0-2>] loopback<0-9>|ppp<0-4>] tunnel<0-255>)
no neighbor (A.B.C.D|X:X::X:X) update-source
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O 160 bgp mode

o advertisement-interval
ooooooo
OBPOOO0DDOOODODDOUOOODOOUOODOUPPATED D0 DODOO0ODODOOODOODOODOOO

O0000000D0OCOO0mMO0OUPATEDOODOOOOODOOOOODDODOOO heighbord O ROUTE-
REFRESHO OO0 DO DOOO00ODOOOO0ODOO0OODO neighbord UPDATED OO DOODOOOODOO

ooooood neighbor (A.B.C.D|X:X::X:X) advertisement-interval <1-600>

g no g no neighbor (A.B.C.D|X:X::X:X) advertisement-interval

od od 00000000000 OeBGPO 30(O)OTiBGPO 5(O)H)O OO

o as-origination-interval
ooooooo
goDOo0oOo0oCoOoOdeePOCO0ODOOOOODODOOUODOBPODOOOOODOODOO filteroO QOO

redistribute 0 000000000 00OBPOOOODOOOOODODOOOODDOOOOOOODOOO
00000000000 0000D advertisement-interval DO 0000 O UPDATECD OO OO DO ad-
vertiseO OO0

ooooood neighbor (A.B.C.D|X:X::X:X) as-origination-interval <1-600>

g no g no neighbor (A.B.C.D|X:X::X:X) as-origination-interval

od 00 QOOO0OOoOoOooooogiso)Hyooo

o activate
ooooooo
000000 0O0Oactivated O 00O O Oipv4 neighbor O Zipvé neighbor O O O ipv4 network 0 adver-
tiseO0 OO0
ooooood neighbor (A.B.C.D|X:X::X:X) activate
g no g no neighbor (A.B.C.D|X:X::X:X) activate

o interface
ooooooo
OPeer0 0000000 LLADOODDOODOOOBPOOODODODOODOODOODOODOODDODOO
ooooood neighbor (A.B.C.D|X:X::X:X) interface IFNAME
g no g no neighbor (A.B.C.D|X:X::X:X) interface IFNAME
od od
OEthernet/VLANO O OO OODODOOO
Oupdate-source 0 00 000O0CO0O0ODOOCOO0O0ODOOOO0ODOOOOODOOOODOODODOOO
0000ooOo000oooooooo0o0oDoooooooooogoo
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0 160 bgp mode

O UPDATED OO D ODOO
Neighbor OO UPDATEO O OO OO OO OO DO OO O advertisement-interval O as-origination-
interval 0 200 0000000000O0000OO0

-0oooooooooo
as-origination-intenval O O 0000000 DOOOOOOOO0DOODOODOOOOOODOOODOOO
UPDATED O OO ODOODOOODOO advertisement-interval 0000 UPDATEC OO O OO

-O0peer0O00O0OoOoBPOOO
OO0 peerO00OUPPATEO OO OOOODOODO peerO0O UPDATED OO OO OO DOODOODO O adver-
tisement-interval OO OO UPDATEO O OO OO

-softoutd OO OO0

OOO0O00O0oO0OO0OBPOOOOUPPATED D OODOOODODDODOD advertisement-interval O O
OO UPDATEOD D D ODOO
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0 160 bgp mode

m redistribute

o redistribute (connected|static|rip]ospf)

ooooooo RIPO OSPFO OO OO route O O connected routeld static route [
BGPO OO ODOOODOODODefaultD 00O DOOODOODOOOOO

ooooooo redistribute (connected|static|rip]ospf)

O no O no redistribute (connected|static|rip]ospf)

o redistribute (connected|static|rip|ospf) route-map ABCD

goooooo routemap 0 0 0000000000000 DOOOOOOprefixOODOOOODOODO
OO0 prefixOO00O0OD0OOO0ODOODOOOO

goooooo redistribute (connected|static|rip]ospf) route-map ABCD

g no g no redistribute (connected|static|rip]ospf) route-map ABCD

® netevent
o advertise-stop
ooooood
J0D0trackDdownO OO 0OO0O0OOO0OOOnetworkDOOOOOODOOODODOBRPODODOODOONO
0000o000ood0dO0wackODupOOOOOO0OOOOOOOBPOODOOOOODODOODO
goooooo netevent <1-255> advertise-stop
netevent <2048-4095> advertise-stop
u no U no netevent
ano oo
0BGP4 [0 network import-check DO OO O0OOtrackO up0 0000000 OOOOODOOODOODO
oo

m default

o ipv4-unicast

goooooo 00 neighbor0 000000 address familyO O OO0 O 0O IPvAODOODOOODO
goooooo bgp default ipv4-unicast

g no d no bgp default ipv4-unicast

o local-preference

gooooogo local preference0 0000000
O00000dlocal-preference 0 00 0 00O advertised O 0O 0O
O000ODO0Olocal-preference 0 O 1000 O advertiseO0 OO O

goooooo bgp default local-preference <0-4294967295>

O no O  no bgp default local-preference

oo oo local preference0 00000000 OODOOODO0O
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O 160 bgp mode

0 BGP recursive route
OBGPOOODOO routed nexthopO O OO OOOODOODOOODOSstatic routed O OO nexthop O O
0000000000000 route0 00000 O0ODOSstatic routed 000 OnexthopO OO OO
ooooo
Orecursive static route 0 0000000 OnexthopO OO ODODOOOODOOODOOODOOODOO
nexthopOOOODOOOODOOOOODOODOOOOODOOOOrecursive route00000OO0OO
O recursive route 0 O static routed nexthopO OO route0 0000 0OD0OOOCOOODOOODOO
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O 170 ntp mode

ntp mode

O OO command

nxrg240#configure terminal

Enter configuration commands, one per line.

End with CNTL/Z.

nxrg240(config)#ntp
nxrg240(ntp-config)#

O service

ogoooooo
ooooooa
0 no 0

O server

ooooooo
goooooo
oo O oo
0 no 0
oo oo

NTPOOOOOOOOOOOO
service enable a@o)
no service enable a«@o)

NTPOOOOOOOOOOOO0O

server (A.B.C.DJFQDN|X:X::X:X) polling min<4-16> max<5-17>
no server

no server (A.B.C.D|FQDN|X:X::X:X)

ONTPOOOO0OO20000000000000000

000000000000 0000o0oo00oo0oooo0o0o0oooooooooooooog
Oo000d0strantum levelO O 100000

ONTPODOOOCOOOOOIPVA/IPVE/FQDNO O DO ODOOODOOO

OD00O00O0ONPOODOODOOOODODOOO0OD0OODOO000O0D00OO pollingd OO0 ODONTP
JooooooooodpollingD 0000000 ODOODOOOODOOOpellingDOOOD0ODOO
Joo0ooooooodPollingd OO defaultDOOO0O 6020 60 =640 00 10020 100
=10240 0000000000000 00000DO0000DoO0oDO0oDOoDOon

O timeout

ogoooooo
ogoooooao
oo o oo
0 no 0
goooooo

NTPOOOODOODOOOODODOO0ODOO0OD00O0O0D0DOooooog
timeout <seconds:1-30>

timeout 30

no timeout (=timeout 30)

ONTPOOOOOODOODOOOOO400000000D0O0OOODODOOOOtImeoutx 40000

O master
ooooooo

ooooooo
oo 0O OO0
0 no O

0000000000 DoooOoooO0DOn stratum levelOOOOODOO
goodoboooooo

master <1-15>

master 10

no master
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O 170 ntp mode

O disable

ooooooo IPva OOOIPVe DOODOODOODOODOODOOO

goooooo  disable ip|ipv6

O no 0 no disable

ooooooo ip 000000000000 IPVANTP O0OO0OO0OO0O0OOOOOOOOODOOO0OO
ipv6 D000 D000OO0OO0OOIPG NTP OOODODDOODOOD0OODODODOODOOOO
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O 180 SNMP mode

SNMP mode

SNMP(Simple Network Management Protocol)O O

NXR O SNMP O O O O system 0 0 O O SNMP protocol D000 0DOOOODO0OOD OO OOsysten
000000000000 00ONMS(SNMP Trap Manager)D trap0 00 0000000000000
SWPODOOOD(set)D 00000000 DOO (read-onlyd 0)0

m SNMP versionO access O O

00000000 SNMPO versionO OvliOv2c O O O SNMP Access 00 0O 0O O O O SNMP Server O network
Ocomunity0 O O0O0O000O0OO0OONetworkOODOODOOIPV4/IPV6 AddressO0 0000000
ooooo

m SNMP Trap

0000000000000 000ooogoNSOO00O0SN\WP TreapO000000O0OOOO
OTrap versionl/version2 000000000000 mmformI0 000000 O0OO0OOOTrap0O0O
OO0IPv4/IPV6 address0 00000000000 OmmformO0 000000 /000000000
oooooooog

OSNMP trap O O communityd 0 SNMP access0 0 00O 00000 OOO0ODOOODOOODOOOOO
Trap0 00000000000 OOOOOO

OTrep0 00000000 ODOOOOCOUSEROOOCODOOOOODODOOOOODOOOOODOODOO
OOTrap0OUWDPOOOOO0ODOOOOOOOserver00000000000O0O0O0O0OOOODOO
OO00OmmformO00O0O0O0ONMSDOOODOODODOOODOODOOOOO

OO0 serviceDOOODOODODOODO0OOOOOO0ODOOOOODOOserviceOOOOOOOOOOOO
0000000000000 000000000000ONSOO000D00000ngn getdO
oooooooogo

m System Group MIB(MIB-11)O 0O

O000OD00ORFCI2BO0 000000 OOMIBOOODOOODOOOUIODODOODOOOOOOOOOO

[ sysContact

U sysName

(0 sysLocation

O sysDescr

O00sysObjectiDO O DcenturyD 000000 O0ODOCIDODOODODOOODOODOODOOODODOO
goooo

O00sysUpTime 0 OO0 00000000000 0ODOODOODODOODOOODOONTPODDOODOODO
oooooooooo)o
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O 180 SNMP mode

SNMP mode
m OJOMIBOO
goooooooovmBOOOoOoOooooOoO
0 Standard OPrivate MIB
RFC1213 (SNMPv2 MIB-11) CS-NXR-PRODUCT-MIB
RFC2011 (IP-MIB) CS-NXR-L2TPv3-MIB

RFC2012 (TCP-MIB)

RFC2013 (UDP-MIB)

RFC2863 (IF-MIB)

RFC3411 (SNMP-FRAMEWORK-MIB)

RFC3412 (SNMP-MPD-MIB)

RFC3413 (SNMP-TARGET-MIB: SNMP-NOTIFICATION-MIB: SNMP-PROXY-MIB)
RFC3414 (SNMP-USER-BASED-SM-MIB)

RFC3415 (SNMP-VIEW-BASED-ACM-MIB)

RFC3418 (SNMPv2 MIB)

RFC2465 (IPv6 MIB) 0O OO0

m 000000
ussboooobooobooboboooswPOOoobDooboOooDbobooooboooboooboobo
gooobooobobboobooobgooo

Ooo0oobobo0ooooboooobobo0ooo0boboOoDbOoOndDCcS-NXR-PRODUCT-MIBE OO
goooooo

ocO0O0UOOOOODO

OgusBO0 000000000000 OOoOSNPOOODODODOOODOODOOOODOOOODOODOO
0000000 OunknownOD OO OOOOO

00000000 00oooouoouooo@p/down)D 000000 0ODOOCOOOUSBOOODOOO
000000 OdO0O0OnpotSupport 0000000000000 O0OOODOOOOPPPOOOOOOODO
0000000 notAccessibleO OO OO0

ocnogoooon

gussd0 000000000000 DO0OO0ODO0ODO0ODOODOODOO@Qp/down) DO O0DOO0DODODOODOODOO
goboboobooobobooboooooboo
000O0000o0O0b0oo0ooooOobOooOooo0OUerrorD00000OD0O0ODOOOdownDOODO
gobobooogobboooboobooi1iobbooboobouwobgooboobon
O0000b00o0oo00bo0ob0oD0oboooobooodbOdown—>upd0oooOoOoOoDOOO

m  SNMP NAT

SNWP PDUO OO DOOODO IPOCODOONATODOODOOOCOONATODOODOOODOODORRC2962000
goOsASICOO0ODOOODOODOOPUDO IPODODODOOOONATODOODOOODOOODOODI00DOO
gooobooooog
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O 180 SNMP mode

SNMP mode

O OO command

nxrg240#configure terminal

Enter configuration commands, one per line.

End with CNTL/Z.

nxrg240(config)#snmp
nxrg240(snmp-config)#

O security

goooood
goooooo
g 0O 0Od
oo oo
g No g

O syslocation
ogooooon
goooooo
oo o o0
0 No 0

O syscontact
ooooooo
ogoooood
oOd O oo
0 No 0

O sysname

ooooooo
ogoooood
OO 0O oOo
0 No 0

O sysdescr

ogooooood
goooooo
oo o o0
0 No 0
aad oo

SwWwPOOOOOO0O0ooooooooooooooooooo
security A.B_C.D/M]X:Xz:X:X/M COMMUNITY

no security

NetworkD O30 00000000000 OOO

no security (A.B.C.D/M|X:X::X:X/M)

sysLocationO0 0 O OO QOO
syslocation LOCATION

no syslocation

no syslocation

sysContact O 00O O OO
syscontact CONTACT

no syscontact

no syscontact

sysName O O OO QO QOO

sysname SYSNAME

no sysnamel] [=0 O O (ex. NXR-G240)]
no sysname

sysbescrU 00000

sysdescr DESCRIBE

no sysdescr

no sysdescr

0000 ooooooo

ex. Century Systems NXR-G240 Series ver 9.0.0 (build 30/17:18 11 11 2016)
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O trap manager

gogoooog SNMP O trap manager 0 0 OO0 OO 0O

ooooooo trap manager (A.B.C.D|X:X::X:X) (Jtrapcommunity) (Jv1]v2) (Jport <1-65535>)

inform [](interval <10-1800>)|(retry <0-10>]

oo O 0Od no trap manager

O No 0  no trap manager (JA.B.C.D|X:X::X:X)

oo0ooooo 300000gooooooooo
Community 00000 "community" OO OO0 OO0
pdu-type0 0000 VviIODODOODOODO
godoOoooooooooooooooo

O trap agent
ooooooo
OTRAPOOOOODO Agent AddressO 0 IPOOCOO0O0O0ODOOOOODOOOOODOOOOOODOOOODOO
goooooo trap agent ip A.B.C.D
trap agent interface ethernet <0-2>

oo O 0Od no trap agent
g No d no trap agent
ooooooo
goooo0oooOoUoOoooOoOoOooodooboooUoUooooOgooowobDooooooOooo
00000 IiPO00000DO0O0ODODO00O0OD0O00D0O0000O0O00OO0O00DDODO0OO ethernetd

- ethernetl - ethernet2... 0000000000000

O bind address
0000000 TRAPOOOOOOOOOOOOIPMAOOODOOOOOODOOOOOOOOOOOO
goooooo bind address A.B.C.D

bind address X:X::X:X
oo O oo no bind address
O No O no bind address
ooooood
J000000000000o00ooodoo0ooo0oooooooooooooooooooo
odoodoooooooogo
0000000000000 00D0oDoO0oo0o0DOo0oDoOooSN\WPOODOODODODOODOODO
OO00oooIiPO0C0O000O0OO0O0D0OO0OO0OOO0D0O0O0OOOrestart snmpO0 00000000
ooogo
OOoOOOlIPsec policyD O OO OOOOSNNPOOOODOOOOODOOOODOOOODOOOOO
0000000000000 00D00DOoDoOOdlPsec tunnelJO OO SNWPOOODODOOODOO
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syslog mode

O OO0 command

nxrg240#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxrg240(config)#syslog

nxrg240(syslog-config)#

O Ilocal enable

ooooood syslogOOOODOOOODOO
ooooooo local enable

oo O oOd local enable

g No O no local enable0 (DO OODOODOODOO)

O local file

ogoooooo syslogO0 00 O0O0O0OOOOOO
ooooooo local file (diskO:FILENAME|diskl:FILENAME)
oo O odd no local file

O No O no local file

oad oo filename OO disk0:0 0 0 00Odiskl:0 000000000 0O0OOOOOOOOO
O server

ooooooo

OsyslogO O OO IPOODOODOOOFRNDODOODODO
OsyslogO0 OO0 0O5000000000000000O
Osyslog0 OO0 OD0O0OD0O0DOODO0OOOODOODODOODOO
00DooooodOsyslog0 000000 UDP port0D 0 0default:5140 0000000000000
ooooooo
server (A.B.C.D]X:X::X:X]FQDN)
server (A.B.C.D)] X:X::X:X | FQDN) source (A.B.C.D|X:X::X:X)
server (A.B.C.D | X:X::X:X | FQDN) port <1024-65535>
server (A.B.C.D)|] X:X::X:X | FQDN) port <1024-65535> source (A.B.C.D|X:X::X:X)
g No O no server (A.B.C.D|X:X::X:X]FQDN) (= syslogOD OO OO OOOOOO
oo oo
OsyslogO0 000000000000 DOOODODOOOOOOODOeODDOODOOOODOOODOOB0O
00000000D0syslogD 0000000 DOOOO0ODODOODOOOOODOODOOOO
00o00oo0DoO0d0ooooo0oo0D0ooooooooooogoOsyslog00O00oo0ooon
ooooooooo
0ooooobodbooooooooooglcoo0onod
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O mark
goooood

gooooogo
gbo 0o 0o
O No O
g g

O priority

gooooog
gogooobod
g O oOd
u No U
gd gd

0 system
ooooooo

Syslog markO O OO O OOO

MarkOOOOOOOoO 100800 0000000000000 O0OO0
DefaultD 20000 000000000 OOmark0000O0DOOODO
mark <min:0-10080>

mark 20
no mark (=mark 20)
mark O (markOOOOODOO)

SyslogD OO 00000000 ODOOO0OOODOODOO
priority (debug]info|notice)

priority info

no priority

facility 00000000000 OOOO

0 System Message U O O O O O O Connection tracking [ OLoad AverageDl 00O OO OOOOODO0O
OOoooooOo0DOOmarkDOO0DOOOOOOODOSsyslogOOODOOOOODOOO
00000000 0Db0O0O00D00OO0 remote server 000000 0OOOODOOOO

gboooooo

gb 0o 00O
O No O

O suppress
ooooooo

system mark
system hour
no system
no system

: Output messages with mark
- Output messages hourly

s SystemOD OO DOOO0OODOO

O0Omessage 0000000000 O0OO0ODOOOOO0ODOOOOmessagel 0000 0OO0O0ODOOO
gooobooboboobobgooboo

gooooogo
gbo 0o oo
O No O
gboooooo

suppress <10-3600>
no suppress
no suppress

OSuppress0 0000 10-3600sec 00O ODO0OOOOODOOOO
Olast message 0 000 OO0 OOOOOOsuppress message0 000000000
ODefault O O Osuppressd 00000
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O mail send
goooood

syslogD OO0 OO00O0OO0O0OOOOOO

OUSEROODOOODOODOODOO messaged syslogD OO O OOOODODOODOOO E-mail address
milOOOO00O0O0O00O00O0OCOO0OODOCLIOD lginDO00O00O0O00DOOOO0DOOOO
oooodOmilOOODOO0OO0OODOOOOODODO

gooooOo0o0o0oDbOoOoboDboOoOOeosecOOcheckO OO0 OODOOODOODOOOOODOO mail
OO00oOooOoobDdOmilOODOOOOOOODOIP/IP6OO0ODOOOOODOODOO

gboooooo
oo 0O 0o
U No U

O mail to

ogoooooo
goooooo
oo O oo
1l No 0

O mail from

ogoooooo
ooooooo
oo O oo
0 No 0

O mail subject

gooooogo
goooooo
gbo 0o O0o
O No O

O mail strings

gooooogo
goooooo
gbo 0o O0o
oo RN
U No U

mail send enable
no mail send
no mail send

doodoodoDoooooooooo
mail to RECEIVER

no mail to

no mail to

doodoodoDoooooooooo
mail from SENDER

no mail from

no mail from

ooooooooooooo
mail subject SUBJECT

no mail subject

no mail subject

gboobooboboooboobgobooboboobobon

mail strings <1-32> STRINGS

no mail strings
000ooopoooo32000o00d
no mail strings <1-32>

O mail server authentication

goooooo
gooooogo

000000000000000000

mail server authentication pop-before-smtp
mail server authentication smtp-auth-login
mail server authentication smtp-auth-plain
no mail server authentication
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O mail server address
ooooooo poP3IO 0 00D000DOO0DOODOO
goooooo mail server address A.B.C.D

mail server address FQDN

O mail server smtp
ooooooo swpOOOO0OOOOOOOOOOOOOOOOOOOO
ooooooo mail server smtp address A.B.C.D

mail server smtp address FQDN

mail server smtp port <1-65535>

O mail server username
oooooog swiPOOOO0OCOOIpOOOOOOoOoOOoOoOooOn
ooooooo mail server username USERNAME password (]hidden) PASSWORD

O rotate
ooooooo
o Default0 OO 0O0O0Osyslog message 0 0 000 O00O0ODO8%IODDOOOOOOO 40000000
oo0ooOOoo0oooOoOoOoooOoOoblooUboOoboUOUobDOooOoUoDbOoo
ocOd0O0OO0OOOODOOsyslog rotate0 00 000O0O0OOODOODO
ORotate 00000 0O0OsyslogD 00000 O0DOOOOOODOODOODO storaged O backup
0000000000000 0000D000000000 backupOOOOOMM
OScheduleO0 0 OO0OOO rotate0 0000000 Orotate0 0000000 scheduleODOODOOO
o0oooooooooooo
ODefaultO0 0 Orotate0 0O OO0
ooooooo
rotate (diskO|diskl|flashl)
rotate (diskO|diskl|flashl) threshold logsize <kbytes:150-1000>
rotate (diskO|diskl|flashl) threshold files <files:1-10>
rotate (diskO|diskl|flashl) threshold logsize <kbytes:150-1000> files <files:1-10>
ugg 0O od no rotate
O No O no rotate
od od
guseoD 00000 USB FlashD OO OOODOOODODOOdiskoOOODOOOUSBIOOOOODO USB
FlashOOOOOOOOOOOOdisklOOOOOOOOOFlashOOOOOOOOOflashaDOOO
ooo
OSyslog rotate 000000000 (kbytes)D OO O OObackup fileOODODOOODOODODOODO
O O backup filed O default O O O5(files)J OO
000 Obackup OO0 syslog message 0 OgzipO0 OO OOO0OOD0O0OODOO0OODOOODOOOO file
D000000000OBackupO O OODODOD fileJ0ODDO0OODODOODOOODOODO
backupO O OO O0O format : YYYYMMDD_HHMM.log.gz
20100 11020 19050000000 backupO OO OO O O 20101102_1950.10g-9z
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O auto-rotate
goooooo
Ofirmware updateD restart 00000000000 Osyslog0 000000 0ODOOODOODOOO
goooooo auto-rotate enable
oo o oOd auto-rotate enable
O No O no auto-rotate enable
oo oo

OsyslogDOO0OCOOO0ODOCOOODOCOCOOOODOOOOOOOOthresholdO logsizeOO OO
OO0O0OfilesOOOOOODODODO

ODefault 000000000000 00O0 rotate (disk0]diskl))D 0000000 OsyslogD 000
0ooooooooo

oooooooooogoobooooo
backupO OO O OO format : YYYYMMDD_HHMM_restart.log.gz
20100 11020 19050000000 backupO OO DO OO O 20101102_1950_restart.log.gz
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m 00000000
OOO0D0OOlIPvd ACLOIPVG ACLOSPIO DO OOODOOOOODOsyslog OOOOOODOOOOOO
O 000000O0O0OoOoooon

gooboobgobbobooboobooboobooboobooboobobboobooboon
OOoOooooOoobooooooObesOO)yoooDooooooooooooo

oooobooooooooooOoOobOOpackets/secO 000000000 OO0OO
gbogboboobobboobodoboooboooboobooboobboboobooboobobobo

goooobgoobgooboooboboobooobuoobobbooboobooboobon
gbooobboobooobgoboobbuooboobobooboobon

o SPIDOIDOODODO

0l0000bO0obo0oooobooboobooboooogODefaultdgoooonm

gwabooooogboooooooosiobooogbooooooboooobooobobooo
ogooobooboboobooboon

Ooooooodoip spi-filter log/Zipve spi-filter logO0 OO0 OO0 OOO0OOOOOO
e JOODODOO
0l00o0oodoolggooopoooloooon

oobobACcLOb0O0oboobooobooooboboooooboobooboboooLoooDo
oooboooboboooboboooo

O000000001p access-list/ipv6 access-list0 00000000 O0O0OO0O

e P2POLOONO

0l100000o0boooobooodOwinny/shared 00000100 bittorrentd 000500
go

m net-ratelimitd O

goobooooboobooboboboboobooboboboobooobooboboboboobo

boSODDoSUUO O etcU O UIDOOODOUODOOOOODOODOOOOODLOOOOOODODLOOODODO
gooobobooobobuooboobon

gs0fodoooooboooooobioobbobboboobooboom

Uo0oboobobobOoboooboobOo0obOdDsupress messagel 00O O0OOO0OoOoOO
ggobopoboobboboobgooboboooboo

Oip martian-log0 00000 0OO00OO
OL2TPv30 0 000 OO OO Error:Unknown session SESSION IDO O 0O 0O
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dhcp-server mode

O OO command

nxrg240#configure terminal

Enter configuration commands, one per line.

End with CNTL/Z.

nxrg240(config)#dhcp-server <1-64>
nxrg240(dhcps-config)#

O network

ogoooooo
ooooooa
0 No 0
oo oo

O lease-time
ogoooooo
ooooooa
oo o oo
O No O

O gateway

gooooon
goooooo
oo o o0
0 No 0

O domain

goooooo
ogoooooaa
oo o oo
O No O

O dns-server
goooooo
goooood

oo 0O oo
U No U
oo oo

pHCPO OO UOUODOOOOODOOOODOOOODO

network A.B.C.D/M range <starting IP: E.F.G.H> <ending IP: 1.J.K.L>

no network A.B.C.D/M range <starting IP: E.F.G.H> <ending IP: 1.J.K.L>
001000000000 00000000OOnetwork0 0000000 O0OO

IPOO000000OD0OOOOOOODOO0

lease-time <default:60-15552000> <max:60-15552000>
lease-time 21600 43200

no lease-time (=lease-time 21600 43200)

pHCPO O DOOOODOOUOOOOOOODOOOOOwOOOODOOOODO
gateway A.B.C.D

no gateway

no gateway

DHCPO OO ODOOOODODOODOODOOOOOOOO
domain DOMAIN

no domain

no domain

DHCPO OO D OUOODOOOODNSOUODOODDOOODODODOOOO
dns-server <primary DNS: A.B.C.D>

dns-server <primary DNS: A.B.C.D> <secondary DNS: A.B.C.D>
no dns-server

no dns-server
doogoooNsOdoogogoNsOoooooooooogn
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O netbios-server

goooooo
gooogooo

oo 0O 00
u No |
oo RN

NetBIOSO OO D IPODOOOOODOODOO

netbios <primary NetBIOS: A.B.C.D>

netbios <primary NetBIOS: A.B.C.D> <secondary NetBIOS: A.B.C.D>
no netbios-server

no nethios-server( (= Delete)
0dod0oooooooooooooooooooooo

O netbios-scope-id

goooooo
gooogooo
oo 0O 00
O No O

O sip-server
ggoboogd
goobooogo

oo 0O 0O0o
u No |
oo RN

NetBIOSO O OO IDODOOOOODOO
netbios-scope-id SCOPED-ID

no netbios-scope-id

no netbios-scope-id

DHCP clientO OO SIP server0 00O OO DOSIP server addressO0 0000000
sip-server A.B.C.D (JA.B.C.D)

sip-server FQDN (]FQDN)

no sip-server

no sip-server

IPvd addressO0 00 FQDNO OO 200 0000000000000

O RFC2131 compatibility broadcast bit

goboobogoo

ODHCP server0 0 OO RFC2131000000O0DOOOODOCOOODODOONODORFC21310 0 broadcast
bitd 1000 DHCP packetd O 0O OO OO MAC address O broadcast(FF:FF:FF:FF:FF:FF)O O 0O O
gooooooooooon

00000000000 O0000OObroadcast bitd OO O OO ODHCP packet D OO O O O unicast
frame(O O O destination IP address0 OO0 0O00OOOOOOOOOOO limited broadcast)d O

goooboo

OO000D0D0D0O0OdefaultDOOODO0O

goboobogoo
oo 0O 0O0o
u No g

rfc2131-compatibility broadcast-bit enable
rfc2131-compatibility broadcast-bit enable
no rfc2131-compatibility broadcast-bit enable
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dhcp-relay mode

DHCPv4OI OO OO

DHCPvAO OO DODOLANOOOOODOOO0O0D0O0O00D0O0O0O0ODHPOOOOOOPPPOODOODODO
00000000000000000000000000000000000000000000000
000000000000000000000000

0000000000 0Db00DO0D0OOpHecPOO O OO giaddrO DO OO ODODHCPODODODODO
OO00ooOooOoooImiv4a0O0OD0O0OOO0ODOODODHCPOOODOOgiaddr DD O0DOOOOODOODODOO
ooooboboooboboooobooooboboo

O 00 command

nxrg240#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxrg240(config)#dhcp-relay

nxrg240(dhcpr-config)#

0 address

ooooooo BOOTP Request 0 D D 0O OO O OOOOODHCPO OO O IPOOODOODOOODOODO
goooooo address A.B.C.D

oo o oOd no address

a No a no address A.B.C.D

ooooooo OODHCPOODOOO400D000DOO0ODODOODOO

O accept

ooooooo

ODHCPOODOUDOODODOUDODODOUODODODOODOOODDOOOO BOOTP Request 0D O ODODO
goooOooooOooooooooooooog

gOoO0O00O0d  accept ethernet <0-2>

O No O no accept ethernet <0-2>

ooooooo

OO00000O0OO0O0O0DOCOOO0DOO BOOTP RequestD OO OO DROPOO OO

OEthernet0 000000000000 DOOO0O0DOOOODOOO0OODOOOO EthernetD OO
godoOoooooooooooooooo
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ipsec local policy mode

O OO0 command
nxrg240(config)#ipsec local policy <policy:1-255>
nxrg240(config-ipsec-local)#

O address
ooooooo IPsec tunnel OO OO IPOOOODOOO
0000000  address ip
address ipv6 (JX:X::X:X)
o0 oo
Olipv6e00O0O000O0ODOOO
Oooo 6000000000000 000000000O0O0OO IPsecO000D0O0OODOOODO
Olipv6e0 00000000000
O1IPsec policy XOOOOOOOOOODODODOOODOOD IPveOODODODOOOOOOOOODODODOO
ooo

O self-identity
gooooog goooimoooooog

gooooogd  self-identity fgdn FQDN (O = centurysys.co-jp)
self-identity user-fqdn USER@FQDN (O : user@centurysys.co.jp)
self-identity dn DN (Cooooooooono)
self-identity key KEY-ID (KEY IDODODOODODOMm

oo O OO no self-identity
O No 0  no self-identity
od Ood
ONOOUOOOoOoouoboooooooooooo
C=JP,ST=Tokyo,0=century,0U=dev,CN=nxrl.centurysys.co. jp,E=admin@centurysys.co.jp

O x509 certificate

Joooooo  X.h500000000000

ooooooo x509 certificate CERTIFICATE oooooooo
a No O no x509 certificate goooooood
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s(00IIPO00OCDOOOCOOOCOOOOO

oOOowpO0DOOO00OOOODODOOOOO

IKEvl main0 000000000000 IDO0O0O0OO0Ophasel000000OOOCOODODOODOOOODO
OO0O0OoogpPsKODODDOODOOODIDODPSKOODOOODODDODDODOODOOOODDOODOOOOOO
O00OoPSKOODODOOODODOODOOOOOIPOOODDOOODOODO
0000000000000 oo00oooooo IPO0000O0O0O0OOO0OODOOOOresponderdd
OooooiioIiPO0000OOOPKOODODODODODODODOODODODODOOODODOOOOOo IPOOOOOOO
00000000o0oooooooo0o00oo0U000ooooooooooooooO
OAggressive 0 0000000

OMainD 0000000000000 0O0OOOOPSKOODOOO
O000000ooooopskKOOOOODOOOOODOODOODODODODODOOOooOoOOoOoOoOOM™
0000000000000 00PSK/ARSADDDODOOUODDOODODOD xawthOOOOOOOOOODODO
OIKv2000IDO000000 S6O00000000oooooooo P00oooooooooon
OO00OPSKOODOODOPSKODOODODOODODOOODOD

oOOwpO0OOOO0ODOOOOPSKOODOOODOO
obooogIwooooooboobooroobooopPsKOooobobobooooomwroooog
goooobompooboooobobobooboo

OO0O00o0oO0OompoOoooooOoogooo  mpgooognaggressive0 00 0O0OO0O0O0O0OOO
gobooobooboobooboobobooboobooboboo
obooobooooooooooomwooooooo pobobooooooooowrooonDgpPsKd
gooooboobooomoipPOoboooopPsKODOooboIPoobooboooooobooo
goom
gobooobobooooboooooIiPooboooopNsOooboobooopsSKooooooboooo
goo
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ipsec isakmp policy mode

O OO0 command

nxrg240#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxrg240(config)#ipsec isakmp policy <policy:1-65535>
nxrg240(config-ipsec-isakmp)#

O description

goooood ISAKMP policyO0 O OO OOOOOO
goooooo description DESCRIPTION

g No g no description

O version

goooooo IKEDOOODOOOKEVI/IKEV2) DO O OO 4O OO

goooooo version (1]2)

oo o do version 1

oo oo

OlIPsec ISAKMP policy D0 O DOO0ODOOOOOOOCKEVIO IKEV2OOOODOOOOOOOODOO
0)o

m IKEOOOOOOOO

O IKEvl

OO0OOOresponder 00000000000 O0OOOOOODOMNItIator 0000000000 0O0OO
transform playload D0 00000000000 OOO0OOODOODOOOOODOOO
o0o00oodooooO0U0bDOoOo0U0opDUOOoDoO00OoDOOUbOoDoOUOUOooOoODESOOODOOO
g0o00obO0o0ooO0oboo0ooO0ob0ooOoooOOoboUooDESOObDODOOODbDObObOODODbDOOO

O IKEv2

O000O0O v responder0 000000000 transformO0 000000000 hashOODOOOODODOO
oooooooooooooogo

O hash

ooooooo 0000000000000 0000
ooooood hash (md5]shal|sha256]sha384|sha512)
oo O OO hash shal

O encryption

ooooooo 0000000000 ooooon
goooooo encryption (aesl28]aesl192]aes256|des]|3des)
OO0 0O OO  encryption aesl28

O group

gooobogon DHI Diffie-HelmanO group0 0 OO0 OO
Ooooooo  group (1]215114]115]16]17]18]19]20]21]25]26)
oo 0O OO group 2
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O lifetime
ooooooo
ISAKMP SAD 000000 (Hard timern)D 0000000 DOOOO0ODODOOSAOODODODOOO
ooooooo lifetime <121-86400>
oo O OO lifetime 10800 (=3 hours)
O No 0 no lifetime (=lifetime 10800)

0O isakmp-mode
0000000 PhaselJDO0OO0O0OD0OOOOODOOOOODOOO
goooood isakmp-mode (main]aggressive)

0 authentication pre-share
oO0oopoo  psKODOOOOODOODOO
0000000  authentication pre-share KEY

0O authentication rsa-sig
00oOopooo  RSAODDOOODOODOO
0000000  authentication rsa-sig
authentication rsa-sig KEY
od od
000000 Oversion0 0000 IKev20OOO0OOO0OOraw RSA keyO OO OOOOOOO
ipsec isakmp policy 1
version 2
authentication rsa-sig AAAAAAAAAAAAAAAAAA

O xauth

0000000 xathOOQOOOOO

OO0O0O0DoOO0  xauth mode client USERID
xauth mode server

O No O  no xauth

RN RN USERID O O ipsec xauth(global mode 0 O)O0 OO OO username 000 0O0D0OOO
userid [0 password [0 O ipsec xauth(global moded0 O)O0 0O OO O OO
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m authentication local/remote (IKEV200O)
o local
ooooooo IKE2O00OOODO0ooooooooooooooo
ooooooo authentication local pre-share WORD
authentication local rsa-sig
authentication local eap-md5

o remote
ooooooo IKEv20 OOOoooooooooooooogoo
0000000  authentication remote pre-share (JWORD)
authentication remote rsa-sig
authentication remote eap-md5
authentication remote eap-radius
authentication remote eap-mschapv2l
O No O  no authentication remote
ood 0od
Oikev200O0O0O0OO0000OCO00O0OOOO00OOO00bOOO00OOOOODOOOOUoDOOOo
ooooo
00 authentication local eap-md5
authentication remote rsa-sig
00 authentication local rsa-sig
authentication remote eap-md5
Opre-share0 000 1: 10100000
00O authentication remote pre-share WORD
authentication local pre-share WORD
00O authentication remote pre-share WORD
authentication local pre-share WORD
Opre-share0 000 2: 10000@OO0OOIPOOODO)Y)YDOO
000 ipsec pre-share identity fgdn NXR1 password WORD1
ipsec pre-share identity fgdn NXR2 password WORD2
1
ipsec isakmp policy 1
authentication remote pre-share
authentication local pre-share WORD
remote address ip any
oooooooog
!
00O lauthentication remote pre-share WORD
authentication local pre-share WORD1
0 O 2authentication remote pre-share WORD
authentication local pre-share WORD2
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<0OOo0obooo»>

m authentication local/remote (O O)
o0 oo
Orsa-sigd 000 [X.5090 0 (00O )O EAP-MD5(O O]
oo
ipsec x509 enable
ipsec x509 ca-certificate NXR_CA
ipsec x509 certificate NXR_CERT
ipsec x509 private-key PRIV_KEY key
ipsec x509 private-key PRIV_KEY password PASSPHRASE
ipsec x509 crl NXR_CRL
ipsec eap identity string MYID password PASSWORD
1
ipsec local policy 1
address ip
x509 certificate NXR_CERT
oooooooo
!
ipsec isakmp policy 1
version 2
authentication remote eap-md5
authentication local rsa-sig

goooooog
!

ooo
ipsec x509 ca-certificate NXR_CA
ipsec eap identity string MYID password PASSWORD
1
ipsec isakmp policy 1
version 2
authentication remote rsa-sig
authentication local eap-md5
eap-identity MYID
remote identity dn
C=JP,ST=Tokyo,O=century,0U=dev,CN=nxrl.centurysys.co. jp,E=admin@centurysys.co.jp
oooooooo
1

<0OOooobooo-»>
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® authentication local/remote (O 0O)

ipsec eap identity string MYID password PASSWORD
!
ipsec isakmp policy 1
authentication local eap-md5
eap-identity MYID
ocooooooo
!

0o oo

Deap-nd5 000 O
0o
0o

ipsec eap identity string MYID password PASSWORD
!

ipsec isakmp policy 1

authentication remote eap-md5

goooooog
!

Oeap-radiusO0 OO0

go

go

ipsec eap radius A.B.C.D password SECRET
1
ipsec isakmp policy 1
authentication remote eap-radius
oooooooo
!
ipsec eap identity string MYID password PASSWORD
1
ipsec isakmp policy 1
authentication local eap-md5
eap-identity MYID
ocooooooo
1
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O reauthentication (IKEv2O 0O)

oooooog

OIKEv2O OOrekeyO OO O OO0 reauthOO OO rekeyd D000 ODO0DOOOOODOOO
ogoooooad reauthentication enable

oo o oo reauthentication enable

O No O no reauthentication enable

oooooog

ODefaultO0 0 ODreauthO OO OO0 reauthd O OIKE SAO rekeyd 0 CHILD SAOD D OO ODOOODO
OQ0reauthO OO OO0OOO0DOOrekeyO OO0 O OOO

00000000 0Do0oo0d0reauth 0000000000 O0OODOOODOOSecurity Gateway

ONXROOOOOOOOOOO) ODOOOODODOUOODOOOoOOoDoOOOO rekeyODOOOODO
gooooogo
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O keepalive
ooooooo IPsec keepalive(DPD:RFC3706)0 000000
ooooood keepalive periodic (]Jclear|hold]restart)
keepalive <interval:10-3600> <retry:0-60> periodic (|clear|hold]restart)
o0 o oOd keepalive 30 3 periodic restart
O No O no keepalive
ooooo 1o
ODPD [0 O SG(Security Gateway)d down D SGO O IP reachabilityD O OO IKE SADOODODOODODO
gOoOoDoooogbpbdOlIPsec SADCOOOODOOOOODOOOOODOO
OkeepaliveO OO OOOSCOO IPsec0 00000000 DODOOODPDOOODOODOOOODOO
Ono keepaliveO O OO OOODPDOOODOCOOOODOOCOOOOODOOOOScOOODPDOOOOOO
oooooo
Okeepalive 10 3 periodicO0 00000001000 0000400R-U-THEREODDOOOODOOO
O0OR-U-THERE-ACKOD O 0D OOD 1000000 000D0ODO0OO00ODODOO0OOO
ooooo 20
OpPDOOOO0OODOOODODO DO IKE/IPsec(CHILD) SAD DO O IPsec policyD OO DO0OOODODOOO
gooopoOOO0OD0OOODOODOONO (clear, hold, restart)D 000000
o clear
SADCOOpolicyDOOO0OOOODOOOOODOOOO
o hold
SADCOOOOOpolicyCOOOOOOOOOOpolicylO0DOOOOODOOOODDOOO IKE
phaselO version2O 0 OODOIKE SA INITOOODOOOODOOOODOOOOOODODOO ipsec
tunnel policy O O negotiation-mode=responder J OO0 0000000 OIKEDOOODOOODOO
oooo
o restart
SAODO O policyD O OO0 O IKE phaselO version20 0 OODOIKE SA NITOOOOOOOOOO
O O ipsec tunnel policy [0 O negotiation-mode=responder 00 0000000 OOIKEODOO
oooooooogod
oooooso
gpPDOOOD0OOODO IKEO Obackup policyOODOODOODODOOOObackup policyDODOODOOODO
OO00D0C0OOObackup policyJOOOO0OOOOOOObackupODOOOODOOOOMmM
Obackup policyD 00000000 ODOOODO backup policy O negotiation-mode [ responder O O
goooodooooooooooooo

O backup policy

oooogooo IPsec isakmp O backup policyOD OO O OOO
0000000  backup policy <1-65535>

oo 0O OO0 no backup policy

O No 0  no backup policy

0000000  backup policyOOISAKMPO OO OODOOO
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O rekey
ooooood
O Rekey O soft timer O OmarginO increased-ratio0 0000000000
OMarginO O lifetimeO OO O0O0O0OO0OO rekeyO OOOODOOOOOOODOOO
Oincreased-ratio0 0 Omargin0 00000000000 %O00OO0O00O0O
ooooooo rekey margin <30-360> (increased-ratio <0-100>])
oo O oo no rekey margin
ooooood
J000DbO000ODsSeft timer0 0000000000 DODOODOODOOO0OO Soft timer0O00ODO
good
minimum soft timer = lifetime - margin
maximum soft timer = lifetime - (margin + margin x increased-ratio/100)
OdefaultO O Omargin 0 270sec increased-ratio ] 100000000 00O lifetimed O 2700
540sec0 0000000 0ODOOOOODOODODOONOResponder 000 Osoft timerd Omargin/20 0O
000000000000 D0OOi nitiator000 rekey0 0000000 ODODODO
Oincreased-ratio0 00 00000 soft timer 000000000 O0O0OO0ODODOOOOODOOODOO
00o0oobooboobpooooooooobooo
Onegotiation-mode 0 responder DO O OO OOOOOO rekeyOOOOOOODO

O remote address
ooooooo OO0 I/IPv6OOODOOOORDNOOODOOD
gooooogo remote address ip (A.B.C.D]any]|FQDN)

remote address ipv6 (X:X::X:X]any|FQDN)

O remote identity
oooooood ogooimwooooooo

goooooo remote identity fqdn FQDN (O : centurysys.co.jp)
remote identity user-fgdn USER@FQDN (O - user@centurysys.co-jp)
remote identity dn DN (oooooooooo)
remote identity key KEY-ID (KEY IDOODOOODOMM

oo O oo no remote identity
g No g no remote identity
od od
Opeer identityCOOOOOIP/IPv6OOOOO IDODOOOOODOOO
goNOOoOoooooooooobbooo
0 C=JP,ST=Tokyo,O=century,0U=dev,CN=nxrl.centurysys.co.jp,E=admin@centurysys.co. jp
gonNOOoOOoooOooooooorRNODO™O0D0D0OOOO0ODOOOODO
0 C=JP,ST=Tokyo,CN=*
00O 0 0C=JP,ST=Tokyo,CN=*_centurysys.co.jp0 0000000 *0000000000OOOO
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m FQDNOOOScOOO wrOO0O0O
oooosecoboowpbooooomwroboooboooobooorNODODOOO
OIKEViO0OOOODoooogIKew20oooooom

odO0O0O initiator0 00O 0O

OOoOoobDOoOorNODOOOODOODNSOOOOOOoooooooooDpPooobooogo IKedDO
oooooobod

oO00ODO0O responder0 00 00O

mainO0 000 PSKOOOOODOODOremote address ip any0 0000400
Omin00O0O0PSKOOODOOIPOOODODPKOODODOODOODOODODOOOOODOFRONODODOO
oooopskoOoOoDOOOOODOOOODOOOOOO

Omaind0000OPSKOOODOOO responder0 0000
remote address ipany OO0OO0O0O0OOODO

remote address ip FQDN O O0OO0O0OOOOCODOO
OFONO anyOODOOPSKOODDODOOODDOOOODOO

OAggressive0 00O main0000 X.509000000000000O0main00O0O0OPSKOODOO ini-
tiator OO0 O00OOOOOORNOOOOOOOOOOOOO
obooboooboooboobboobobobobobobOsoaurce000oobonoooobOoobOn
ooooorNOOODOOOOODODOO
ooooboooboobobboobooboobooboobobobobobDoobooboobooodm

O FNOOOOO ID

ooooooborNODOOOODOOOOooobOowooooo ibbobboooboon
goompwoooboobooooooobgoobon

OFNOOOOOOO
OMainOOOOPSKOOOOOOOORONDOOOODODOOOOODOODOOODOODODOODODOOUODOO
pSKODODOOOOODOOOODOOOOOOOresponder0 00000
OMainOOOODOOPSKOOODOOOOODOOO IDOOODOOOOODIPODODOOODOOOOODOOO
00000 RDNODOOODOODOODOOOIKEOODOOO sourcedOOOOPKOOODOOOOODOO
gooopskOOODOOOOODODOOOO
O0o00booobodOmin000D0O0O0O0ODOO0ODOOORNODODODOOanyODODOOODOODO
Omin000O0OO0O0ORDNOOOOODOMnitiatord00000000C0O0ODOOOO
000000000000 b0o0bDO0bO0b0O0OOminD000D0O0O0OO0O0ODO0ODOaggressived 00O
X500 0000000D0000
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O local policy
ooooooo 0000000000000 0ooooo
gooooboo local policy <1-255>

O local policy (change action)
gooooood
O IPsec isakmp O O OO 0O local policy O trackO O (up/down)D 000 DactionD OO0 ODOOODO
od
00000000000 00000100 IPsecO00O0 main/backup0 0000000000000
gooooood
local policy <policy:1-255> netevent <trackid:1-255> change <local_policy:1-255>
local policy <policy:1-255> netevent <trackid:2048-4095> change <local_policy:1-255>
ood 00
OpsSKOOOODOOOOODDOOOO local policy IDOOOOO local policyd IDOODODO IDO
0000000000000 00DbO0b0O0OOd change actionOO00OO0O0O0OOOlocal policy 10
local policy 20 self-identity0 00 IDOOOODOOO0O
1
ipsec isakmp policy 1
local policy 1 netevent 1 change 2
!
ipsec local policy 1
self-identity fqdn myidd OO ID
!
ipsec local policy 2
self-identity fqdn myidd OO ID
!
OactionOOOODO0O : track objectUO OO downO OO actionD OO ODOOODO
OactionOD O OO0OD0: neteventOD OO 000000000 0OO0ODOCOOActionDO0O0DOOOOODO
ooooooogoogo

O eap-identity

goooooo EAPOODOODOOOIOODOODOOO

goooooo eap-identity (WORD]any)

0 No O no eap-identity

od g 0000 Oauthentication local/remote0 0000 O00DOONO

O netevent
goooooo 00000000 OIKEDODO IPsecO00D000D0ODODOODOODOODODO
goooooo netevent <trackid:1-255> (connect|disconnect]|reconnect)
netevent <trackid:2048-4095> (connect|disconnect]reconnect)
g No g no netevent
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O initial-contact-ignore

ooooooo initial-contact-ignore 0 enable 0 O O O INITIAL_ CONTACTO O DO DO QOO
0o0osA00oOoooogoon

ooooogoo initial-contact-ignore enable

O No 0 no initial-contact-ignore enable

O force-encapsulation

ooooooo

0000000000 0ONATOOOODOODOOIKEZ/ESP OO OO O UDP encapsulation 00O O
OIKEv2 OO00D0OO0O0Doooooon

goooogono  force-encapsulation enable

0000000  no force-encapsulation enable

O O No O O no force-encapsulation enable

m Mode-config
OO0O00OVPN client0000000000000000O00D0OO0OOOOOmode-configh 000
OO0OIKEVI/IKEV2 OO OO0OO00000000

O client configuration mode

ooooooo

Omode-config OO OODOODOODOOOOOOOOOOODOODOOI Initiate/respond 000000
ooooooon client configuration mode (initiate]respond)

OO O OO0 client configuration mode respond

O No 0 no client configuration mode

ooooogoo

Oinitiate0 00 00000D0O0OO0O0O0OOODOODOODOODOO

Orespond 00 000000000000 O0OOO0OOOOOOVPN clientO0OO0O0D0ODOOOOOO
oooom

OIKEv2O0 OO Omode0DO OO OOOOOOO respond00000OOONO

O client configuration address-pool

ooooooon mode-configD O 0 O O address-pool OO O OO OO

OOoOoOoogn  client configuration address-pool local WORD

O No 0 no client configuration address-pool

googoogn address-pool O O ipsec local pool D OO OOglobal mdeD OO OODOOOO
Oo00o0odo0O0Omode-config OO OO OOOO

O remote udp port

ooooooo IKEDOOOOOoOouwPOODODODODOODOOOOOOODO
ooooooon remote udp port <1-65535>

oo O 0Od remote udp port 500

O No O no remote udp port <1-65535>
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O 00 command

nxrg240#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxrg240(config)#ipsec tunnel policy <policy:1-65535>
nxrg240(config-ipsec-tunnel)#

O description

goooooo IPsec tunnel policyOO DO OD0OODOOODO
0000000  description DESCRIPTION

g No O no description DESCRIPTION

O set transform
Oo0oO0oO0o0o0O ESPOO0D0DOODOOODOOODOOODOOOOOOOOOOOO
ooooooo
set transform
(esp-3des|esp-des|esp-null |
esp-aesl28|esp-aesl28-ctr|esp-aesl28-gcm-16|
esp-aesl92|esp-aesl92-ctr|esp-aesl92-gcm-16|
esp-aes256|esp-aes256-ctr|esp-aes256-gcm-16)
(esn]esp-aesxchc|esp-md5-hmac|
esp-shal-hmac|esp-sha256-hmac|esp-sha384-hmac|esp-sha512-hmac)
oo 0O oo set transform esp-aesl28 esp-shal-hmac
O0O0O0OO0O0O0 hashOOODODODOOODOOOOOESPOOOOOOOOOOOOOO
0000000000000 O0replay0 0 windowOOOOOOOOOOO
esp-null 0000000000000 000O00O0O0O00O0O
Default O O O ESNO Extended Sequence NumberD O OO OO O
ESNOOO00000000000000000HashOOOOOOOO

0 set pfs

ooooooo  PrSOOOCOOOO

0ooooog  set pfs
(Jgroupl]group2|group5|phasel|groupl4|groupl5|groupl6|groupl?
|groupl18|groupl9]group20]group21|group25|group26)

oo 0O oo set pfs phasel
OIKEviO OO OphaselO OO DH group0 OO0 O OO
OIKEv2OOOOPFSOODODOOOOODO@ODOO)O

O No 0 no set pfs (=PFSO0O)

0 set anti-replay-check

0O00o0oo0gd  replay00windowDOOOD /000000000
0ooooogd  set anti-replay-check

oo 0O oo set anti-replay-check

O No 0  no set anti-replay-check
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O set key-exchange
O00O0000 ODODOOISAKMP OOO0D0DO0O00oooo
0000000 set key-exchange isakmp <1-65535>

O set protocol-mode

ooooood

000000 OtwnnelO000 transport0 0000000000000 OOOO0O
Oipve OO OOOIPYEe LLAOODO OO IPsec tunnel/tranport modeD OO0 OO O0OOOOODOO0O
0000000000000 00d00IPv4 over 1Pv40 IPv4 over IPv6O IPv6 over IPv6l IPv6 over
IPva0 00

gooooogo set protocol-mode (tunnel|tranport)

oo o oo set protocol-mode tunnel

ooooood

O Transport O O O NAT-Traversal O 0O O

NATOOO Transport 00 0000000000 O0OD0O0O0OOOOODOOOOODODOOOOODOOOO
0ooooooboooo

ooooood

NATOOO Transport 0 00 0000000000000 0O0OODOOOOOOONATODOODODODO
doooooooooooood

gTcP/uDPO 00 O0O0O

TCR/UDPO OO ODOOODOODODOODOODODOOOOOIODOODOODOODODOOODODO
OJ00ESPODOOODODOODOODOOOODOONATOOODOODOOODOODOODOOODOODOOD
00o0dooooodoooooooooooooooooooooooooDooooooooooo
J0o00o0obo0oo0ob0oooDoooooboo0ooO0obO00o0O0obo0ooO0oDbOO00ODOoDOoDO
00o0doooooooDdooodooooooooooooooooobDoooooooooooo
O00Transport 0 00O NAT-Traversal D 0 D0 000000 EBSPODOODOODOODOODO
ooooooooo

O set esp-sha256-hmac trunc-length

0000000  SHA256-HMACO OO O O0ODOOOOODOD

goooooono set esp-sha256-hmac trunc-length (96]128)

O no O no set esp-sha256-hmac trunc-length

gbo 0o 0o set esp-sha256-hmac trunc-length 128

oo0ooooo O0000KKEVIOOOO0OOOO0O0Oo0oooooooo1280000
Android6 0000000 COOODOQODO trunc-length 9600000000
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O set key-exchange (change action)
ooooooo
O IPsec tunnel 0O 0O 00O isakmp policy O track O O (up/down)0 O OO DactionO OO0 O0OO
00000o0o0o0o0oooooooi100 IpsecO0dO0O main/backup0 000 00O00OOCODOODOO
ooooooo
set key-exchange isakmp <1-65535> netevent <trackid:1-255> change isakmp <1-65535>
set key-exchange isakmp <1-65535> netevent <trackid:2048-4095> change isakmp <1-65535>
od od
Oactiond0 O O0O0OO: track objectO O OO downO OO actionOD OO0 O OO0OO
OactionDO00OO0O0O: netevent0 00000000000 OO0OOOOOActiondOOOOOOOO
oooooooooo

O set sa lifetime
ogoooooo
IPsec SADOODOOOOHard Timer)DOOODOOOOOODOOODOODODOSAOODOOODOOO
ogoooooad set sa lifetime <121-86400>
oo o oo set sa lifetime 3600
O No O no set sa lifetime (= set as lifetime 3600)

O negotiation-mode
ooooood IPsec policyO 000000000 O0ODOOOOOOOO
ooooooo negotiation-mode (auto]on-demand]manual|responder)
auto IPsec serviceO OO O negotiationO0 OO0 OO0 OOIKev2000000000OO
TS(OO000000000)YOoOooDOooooooooooOoodeosecOdOd
initiateD 00O O0OOODO
manual IPsec service 0 OO negotiationD OO OO0 wnnelODOOO0O0OODOODOOO
Backup policyO OO OGO O OOO
on-demand IPsec serviceOJ O OO routeO0 OO OO0OODOOO
responder [IPsec serviceOOOOOOOOmanual 00000 OO0 OOOO responder 0000
000000000000 O@ekeyOO0)ODODOOO initiated 00000000
00
OO O OO0 negotiation-mode auto
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O clone
goooooo

000 IPsec tunnel policyd OO policyd OO ipsec tunnel policyD OO OOOO

00000Omain/backup00000000O0OIPsecO0D0000O0OO0O0O main/backup0 000
policy00 00000000 DDOOOOODOOOODOOO

Oroute based IPsec0 00100 tunnel interfaced main/backup0 000 000000000OO0O
OO000000O0Omain/backup0 0000 tunnelD 000000 staticO nat/filter OO DO O0ODO
oooooOoOoOoooooOoOooooOoobooooooo

goooooo
U No U
gooobon

O shutdown

ogoooooo
oooooon
0 No 0

0 set route

goooooo
googoogon
g No O

O set priority

gooooogo
goooooo
gbo 0o OO
O No O

clone <1-65535>

no clone

0000000000 copyD0O0O0DODO@MUDODOOODODOOYODO
O tunnel number

Opriority

Odescription

O negotiation-mode

0 shutdown

0 key-exchange

IPsecO 00000000 DODOOOOODO
shutdown
no shutdown

Destination PrefixO O O0O0OOO0O0OO0OOODOOOOOO
set route

no set route (= Disable)

goooopoooooooooooooo
set priority <1-255>

set priority 1

no set priority (0 O0O)
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m match

o address

ooooooo IPsec tunnel DO OO0 IPsec ACLOODODOODODO

ooooooo match address IPSEC-ACL-NAME (|nat-traversal)

goooooo IPsec ACL O O global mode O ipsec access-list0 0000000000

o protocol
goooboon smartphone 0 L2TPoverlPsec0 O 00O ODOOODOODOO
match addressO0 000000000
ooooooo match protocol 12tp-smartphone (|nat-traversal)
goooood
O L2TP over IPsec (I2tp smartphone mode)
smartphone 0 0 00 L2TPv2 over IPsec0 000000000000 DOOOOODOODOOODOOODO
ooooooooooon

O IPsec00000O0DODOOO
IPsecO00000D0OCO0OOOOO0ODOOOOODOOOOO

O protocol-mode - transport

Onegotiation-mode - responder

OlIPsec selector - DOOD0O0O0OO0ODOOOOOOONAT-Traversal OO OOONATOOODOO
godoOopoooooooooooo

1D Payload NXRO smartphonel
IPva0 00O host host
goooo UbP UDP
gogoogd 1701 any(DOOO0OoOoOooooono)
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O OO command

UPnP mode

UPnP mode

nxrg240#configure terminal

Enter configuration commands, one per line.

End with CNTL/Z.

nxrg240(config)#upnp
nxrg240(upnp-config)#

m UPnP

o service
ooooooon
ooooooo

oo0ooooooooo
service enable

o external interface

goooboo

goooooon

wWwWwoOooooopoooooooo

INTERFACE O ethernet, vlan, ppp, bridge0 000000 OO0OO0OO
external interface ethernet <0-2> (Jvid <1-4094>)

external interface ppp <0-4>

external interface bridge <0-4095>

o external port-reserve

goooooog

gooooon
gooONDO OO

OOWAN OO00000000000o0o0ooooooooooooooooooon
OO0000O00OuUPPO0O0DDOOO0OOOOODOOOOOOOOOOD
O00oO0oooooTep/UDP DO O OODO0OOOOOOO0OOD0DODODO0O0O 64 O
oooooooooooooo

external port-reserve <1-65535> (]|<1-65535>)

no external port-reserve <1-65535> (]<1-65535>)

o external well-known

gooooon
goooooon
gooONoeO OO

o listen

goooooon
goooogoo
O00ONeO OO
goooood

o timeout

goooood
ooooooo
ooooood

well-known port(1-1023)0 0 UPnPO O OO OOOOOOOO
external well-known port enable
no external well-known port enable

LANODODODOODOUPPODOODODO listenOO IPOO0OODOODOOOOO
listen ip A.B.C.D/M

no listen ip A.B.C.D/M

0020000000

PO 00000 ODOODOODOOOOODOODODOO
timeout <sec:60-21474836>
no timeout (= timout 600)
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m QoS
0000000000000 000000 queuing0 0000 O0O0OOOOpacket coloringd O O0O0
OO0 egress interface0 000000000 OODOOO

1. PFIFO(Packet FIFO)

OPFIFO OO0O0O0O0ODODOOODOODOOO0OO0O0O00O0OOOOOOOOOOOOOODOOOOOO0OOo
0o000ooo00oooo0ooDooo0oD@mooooooooooooooDooooooooooo
O00000O0O0OFirst_In First Out 00000 OOOOOOPFIFO 00000000000 0OO0O
00000000000000000O00

000000000 default queuingD OO OPFIFO FASTO O OO OO OOOIPOOOO ToSOO OO
00000000000 000300quened 00000000000 Oqueued0000O00ODODOO
O000OO0O0OO0OPFIFO_FASTO O DO ODOOODOOODOOODOOOOOOOOO

2. TBF(Token Bucket Filtering)

Token Bucket FilteringO O OO OO0OODOOOOOshaping0 000000 0OODOOOOODOOO
bucketO O tokenO OO OOOO tokenD OO OOOOOOOCOOTokenODOOOOODOODOOOODO
ooooo

Classless queuingD 0 0000000000000 classO0 000000000 DOOOOODOODOO
000000 classO000 shapingOD OO0 O0OO0OOOHBO PQODO OO class full queuing OO
000000000000 0000D00ORTBOO shapingO OO0 OO00O0O0O classO TBFOODO O OO
CPUO 0000000000000 000000000000000HTBO000N0N0NONOONOnoooong

ooooooo0oooOoOoOooooodOobOOoOoOoUOoOoOoUUoOoOooUO0oDoOoOoOoDoOoUOoo
0000 shaping 00000000 O0ODOOOFRCS OIFGOPADOODDOOOODODOODOODOOO
OO00000DOC0OOOshaping rate 0 O0OOOO0OD0OOCOOODOCEthernet00000000DOOOO
O0000O0OFCS OIFGHPA DOODODDDOOO0OODOODDOOOOdrop OOODODODOOODODOO
0000000000000 OEthernet000000C0O0OOCOOOOOshapingDOO0OODOCOOO
ifg(inter-frame-gap OO 0O 0 00O 12byte O 0O O )0 fes(4byte)d pa(preamble:8byte) D 0 000 OO
O J00oodO00ooo00OoOo0o0ooo00ooo0oooooooooooooOdrop OODO
0000000000 0O0DefaultOOOIFGOPADORCS 0D ODOODOOODOODOODOODO interface
mode 0 ifg-pa-fcsO O OO OO OO0 MM

3. SFQ (Stochastic Fair Queuing)

00000000000000 queuingDO0O0OOFIowDODOODOOODOODOOOOODODOO bucketO
00000000000 0OsSQUDbO 12700000 queuedO0O0ODO0O (active)D O OO bucketd OO O
queute 0 00O O0OODOO

Flow O O IP source/destination addressOprotocol 00000000000 PvAODO)DOOOOSK
queue0 000 1270 0000000000000 D 110240 0000000000000D00000OO
oo
00000000oo0o00oDo000ooo00oooooooDoooOo@UuoooD flowd0DoOOO
OO000O0OO00O0DOoOoOoOo)ooDoOOinteractivelOOOOODOOOOODOCOODOOOODOO
ooooooooooo
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4. PQ (Priority Queuing)

High/medium/normal/lowd 40 0 classO queuveD OO0 OO0

High priorityd queue 000000000 OO Omedium/normal/lowd queue 00000000000
oooooooogood

ClassO0 0 400 0)d0classO 00000 traffic000000000DOOOOODOODODO classO
default queuingO OO OPFIFODO OO

5. HTB
ClassOOOOOOCOCOOOOOOOOOOOOOOOOOODOODOOOOOOOOOOOOOOOO
oooooooooo
00000000000000D0D0O0ODOD0O0ODODOD0ODODOO0ODODOODODOOODOOODOOO0OO0O0OO0O0On
oooooooooo

O class 0 default queuing O OPFIFOO OO O 0O O default class O default queuing0 OSFQO O O

51ceilO0O0O00OOO
HTBOODceilOOODODOOOODOOcclassOOOOO0ODOOODOODOODOOOODOODOODOODOO
UO00Orate0 000 rate0D 00000000 O0ODOO
OO00000OclassDO0O0OO0OO0O0OO0ODOODO@ODODOD)YODODODDODODODOODODODODOOO
oo

00000000 Oclass priority0000000OquantumO0 0000000000 OOOOOOprior-
ityJO00OODOODO0OO0OO0OOCclassOO0OD0ODO0OOO0OOODOODOOOquantumd O OclassO O
OO0O00O0Crated 0000000 DOOOO0OODOOODOOODOOOODOOODOOOO

quantum = (rate * 1000/8)/r2q

O r2g00rate0 quantumO0 000000000000 Odefault0O 010000
QuantumO O OO OO15000 6000000000000 r2q0 10000 O rated 120kbps 0 4.8Mbps 0 O O
OO0O0O0Orate0 00000000 0OOCOOOODOOCOOOODOCTrated 120kbpsC OO O 120kbps O O
OO00O04.8Mbps0 000 4.8Mbps 0000000000 OCO0OODODOOOO
O000O0OclassO00 rate0 000 r2q0000000000000O0O0O0DOO0O class rated
0o000oo0ooo0d0oOooo0o0ooopOdoooooooooooon
O00OclassO000 rated 40Mbps 0 00 00 O 0O O40Mbps O quantum 0 O 0 O (60000) 0 00000
rq0000000000000000000O rate0D 000000 minimum rate O

r2q = (40000*1000/8)/60000

min rate = 1500 * 8 /1000 * r2q = 1500 * 40000/60000 = 1000 kbps = 1.0 Mbps
cooooo

5200000000000
HBOOODOODOOODODOODOODODODODO0OO0DOD00D00000000D000D00000d0ceilOn
D000O0OOceilDO0OOOceilUDODO0OOODOOOODOODOO

burst = bandwidth/HZ +1600

cburst = ceil/HZ + 1600

O NXR-G2400 O 00O HZO 250000000000 OOOOCC

O bandwidth/ceil D00 00000000000t rate)J 0000000 (byte rate)0 000

ooooo
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5.3 class priority0 [

HTBO OO ODOO classO priority0 00000000000 Opriorityd 000 classOODOODO
OO0O00ooOoO00OoooO0oooooovelPOOO0ODOCOOOODOOOODODOOOO D classOOO
OOpriority0000000O0ODOOO

priority0 010 7000000000C000OO0OO0O00OOO0O0OOODOO4000D00000O
OO0 0Opriorityd leaf classOO0 000000 OO class(parent class)D OO0 0O priorityd 0000
OO

6. Packet Coloring

0000000000000 0000O0MARKO(NXROOODODOOO)O ToSOODOODODODOOOToSO
MARKOOOOODOOOOODOOOOODOPacket coloringD OO0 O0O0OOOQSOOOOOOOOOO
oood

OO0O0000C0O000D0OCOMARKO ToSOOOOOOOroute-map0 00000 OOOODO DO Packet
coloringd OO 0O OO NATO packet filteringD OO OOO0OOO0OODOOOOOO Packet Travelingd O
cooooooo

7. 0OclassO00OOO0OOOOOOOODOOO

PQO HTBO OO O classfull O queuingD OO0 OD0O0OO0OOOclassO0O0O0O0OOO0ODOOOOODOOO
OO0OOMARKO O ToSO /Precedence 0 (HTBO O )OO OODOODOOODOOOOOOO

MARKO OONXRO OODOOODOODODO Packet coloringD 000 OO0 OOOOODOOODOOO
PQOOclassOO00OO0O0O0OOMARKOOOO1OO classO OO O0OOO0DOODOO1000000O

HTBO O classO0 OO0 O0O0OO0Oclass filterOOOOOOOCHass filterOOOOOOOmatchO OO
0ooooobooooooan
0000000000000 DoDO 10000000 bDoobOclassO000dooooOOoOoooooOoOO
(route-mapO0 0 00O OO0OOOOO0DOOOOODOO)O
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O OO0 command

nxrg240#

nxrg240#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxrg240(config)#class policy NAME
nxrg240(class-policy-config)#

m class

0O00oooog  class0dooooQg

ooooooo

o class+child class
class <2-254> bandwidth <1-1000000> (]ceil <1-1000000>) queue policy NAME
class <2-254> bandwidth percent <1-100> (]ceil <1-100>) queue policy NAME

o class+PQ
class <2-254> bandwidth <1-1000000> (|priority <0-7>) (Jceil <1-1000000>)
queue priority-group <1-255>
class <2-254> bandwidth percent <1-100> (|priority <0-7>) (Jceil <1-100>)
queue priority-group <1-255>

o class+fifo
class <2-254> bandwidth <1-1000000> (|priority <0-7>) (Jceil <1-1000000>)
queue fifo (Jlimit <1-16384>)
class <2-254> bandwidth percent <1-100> (|priority <0-7>) (Jceil <1-100>)
queue fifo (Jlimit <1-16384>)

o class+tsfq
class <2-254> bandwidth <1-1000000> (|priority <0-7>) (Jceil <1-1000000>) queue fair-queue
class <2-254> bandwidth percent <1-100> (]|priority <0-7>) (Jceil <1-100>) queue fair-queue

o class+tbf
class <2-254> bandwidth <1-1000000> (|priority <0-7>) (Jceil <1-1000000>)
queue shape <RATE:1-1000000> <BUFFER:8-1000000> <LIMIT:1-1000000>
class <2-254> bandwidth percent <1-100> (|priority <0-7>) (Jceil <1-100>)
queue shape <RATE:1-1000000> <BUFFER:8-1000000> <LIMIT:1-1000000>

o classtdefault queue (default queue : fifo)
class <2-254> bandwidth <1-1000000> (|priority <0-7>) (Jceil <1-1000000>)
class <2-254> bandwidth percent <1-100> (|priority <0-7>) (Jceil <1-100>)

o classO 0
no class <2-254>
no class default
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o class default (policyOO QO O0O)
class default bandwidth <1-1000000> (|priority <0-7>) (]ceil <1-1000000>)
queue (priority-group|shape|fifo|fair-queue)
class default bandwidth percent <1-100> (|priority <0-7>) (Jceil <1-100>)
queue (priority-group|shape]fifo|fair-queue)

o default queue (default queue: sfq)
class default bandwidth <1-1000000> (|priority <0-7>) (]ceil <1-1000000>)
class default bandwidth percent <1-100> (Jpriority <0-7>) (Jceil <1-100>)

goooooo
O bandwidth <1-1000000>C 000000 ObandwidthO OO ceilDDOOOOODODO kbpsO OO
OHTBO OO DO OO O bandwidth percent <1-100>0 000000 ObandwidthO OO ceil DD OO0

000OwOoOoOoooooooooooooooooooooooooooooooooooooon
O0000C0ceilD0OO0OO0ODOODOODOOOO
O000000000Oclass 100000 0O 0O 10000kbps x 10% O 1000kbps OO0 OO O
1
class policy AAA
class 10 bandwidth percent 10
!
interface ethernet 1
queue policy AAA bandwidth 10000
1

0000000000000 00D0O000OO0OO1kbpsO0 OO OOODOOO1kbpsOOOOOOODO
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O OO0 command

nxrg240#

nxrg240#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxrg240(config)#class filter <2-254>
nxrg240(class-filter-config)#

m match
ooooooo Mark O O ToSO O Precedence 0 O OO O OO
ooooooog O0OmatchOOOOOOOOOOOor00O0oOoOoOnO

o mark
goooooo match ip mark <1-4095>
O No 00  no match ip mark <1-4095>

o tos
ooooooo match ip tos <0-255>
O No 00  no match ip tos <0-255>

o precedence

0000000  match ip precedence <0-7>
O No 0  no match ip precedence <0-7>
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oooooooooooo
00000000000000000000MO0000000000000000000

m CMSONROOOOODOOODOOOOOO

geMsoooonDOoOoD0OOn netconf(RFC4741) 000 0O 0netconfO 00000 OODOOODOODOSSH
O netconf over SSH:RFC47420 0000000

OSSHO OO netconfOOCMSOOOOOODODODOOOOODOOOOONKRODODOCMSOOODODODOO
oooooooao

m CMSO NXRO O SsHO O

OCMS—>NXRO DO SSHO OO RSAOD OO ODOODOOODOOO netconfOOOODOCMSO RSADODODOO
NXROOOOOODOOOOODOSSHODODOOOODOOoOOoORSADOOODODOOSO0OOOObDOOOGg
00000000000 0bDOooossHOOoOooOOooOooODDOviewmodeOODOODODOODOODO
OconfigUOODOCODOOOOODORAODOODOOOOO flashOOOODOOOO

geMstg O NXRROD SSHOODODOOOoOOoOooOobooobooboooboboboobooboobooboo
goooooooog

CRP
cRrOOfOC0O0OOOODOODOOCM)UDODOODOOODODDODOOOOWwOOODOODDOODOO
gboooobooooobooocrropuwrPObO0O0ODOODOOOOoOoODOn1e25000000
goooo

m 000000000
gerRrUbdOOO0OOOOOOODODOODOOOOODOOOODODO

m OJOO00oao
goboogoboobobooboooboobooboboobooboobobbobooboobooboo
ooooooOooooocRrOOOODOOCNSOOO)Y ODODODOOODODODOODODOODODOODOD
oo

317



0O 280 CRP client mode

CRP client mode

O OO0 command

nxrg240#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxrg240(config)#crp client <1-2>

o server address

ooooooo CRROODCOCMSOOODOO IPODOOOOODOOOO
goooooo server address (A.B.C.D|X:X::X:X]FQDN)

O No O no server address

o server port

0oooooo crRPODOOCMSOODOO0ODOODODODOODOODODD
ooooooo server port <udp:1024-65535>

goooooad server port 10625

g No g no server port

O username
0opooboo crRPOODODOODOODIDODODODOOODOODOOD
ooooooo username WORD password (hidden]) WORD

O No O no username

o keepalive

ooooooo cRPOODOOOOO0OOOO0OO0O0O0O0O0

ooooooo keepalive (]<300-28800sec>)

000000 O no keepalive

O No O no keepalive

ooooooo
OCRPODOODOO0ODOOODO0OOOO0ODDOOUOODOOUODDODOUODOODODOODOUODODOO
O keepalived OO0 [1J keepalive 36000 OO0 OO OO

O00O0Ono keepaliveD OO OO OCRPODODOODOODOODOOOODODIPOOOODODOOODODOO
00000 up/downOCPE IDO OO CUSTOMER IDOOOOOOOOOOOOOOOOOOOOOOOO
OOOcCRPOODDOOOODDOO
OO0O0O0OONATOODOOODOOOODOOOODOODODOODOODOOOOOODOOODODOOODOODODOOD
0000000000 1IPO000O0OCOOCOOONATOOOOOOOOOOOOOOOOO0O0O0O0OO0O0
0000000000000 00000D0000000DD0OO0ODDOODOOkeepalive 36000000000
ooooooo
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Route-map
OO0 packetd route 000000000 0ODOOO0OODO0ODOOOODOO0OO actiondOOOOODOO
ooooooodg
OPacketd coloringd route 00000000 OO0OODOOOOPacket coloringd O OO trafficO
mrkO(NXROODOOOOO)D ToSOOOODOOOesOmrkOOOOOOOOODOOOO)YODO
dbo0odesOOobooooobooboboon
ORoute-map 0 00000 OO0OOOOOODO route-map0 00 00O0OOOOOOOO0O
O0Od0OO0 route-map0 00 000D0OOCOO0O0O0OOOOOOOOOOOODOOOOODOOODO
matchOODO0OO0OO actionO00OO0OO0O0O
0100 route-map DO O OO match OO0 OO0O0OOO0O0OOOOOOmatchOOOOOOOOOOOODO
oooooooooooboOOmtchOOOOOOOODOOOOOOOODOODOO1IO00O0OO
mtch0 O OOOOOOO0OQOO0OO0O0OOOO0O00O00O0OOOOOD1O0Omatch JO0O0OOOO
ooooooooooooooo

O OO0 command

nxrg240#

nxrg240#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxrg240(config)#route-map NAME (permit|deny) <1-65535>
nxrg240(config-route-map)#

<ggogoog >
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m match

goooooa gogboboooboboood

gooooog mtchOOOOODO0OO0OOOset0O00OOO0DODOO
denyO matchODO OO O0OOset0O00OO0O0OOOOO
0000000DbO0D0oOdOmtchOODOODOOOOO

o Classify ODOO@O)OOOmatch OO
ooooooo
OClassify 000 (@O)dO0Omatch 00000 O0O00O0ODO
O ip/ipv6 address(class access-list)0 ip/ipv6 tos O O ip/Zipv6 mark OO ip precedence
ooooooo match ip|ipv6 address ACL
match ip|ipv6é tos <0-255>
match iplipv6 mark <1-4095>
match ip precedence <0-7>
ooooooo
000 route-map DO OO0 OO0Omatch OO OO OO p tos O ip precedence 00D O0O0OOOO
oooo

o BGP4 DD DO (MD)JOO match OO
ooooooo
OBGP4 DOO(@MO)dIOOmatch 00 O0OO0ODODOOOODO
O ip/ipv6 address(ip route access-list 000 )O ip/ipv6 nexthop address[ med[d as-path(] rigin
goooooo match ip|ipv6 address ACL-NAME
match ip|ipv6 next-hop ACL-NAME
match metric <0-4294967295>
match as-path ACL-NAME
match origin (egpligp|incomplete)

o PBROOO(OO)D OO matchO O

O0oooog PRROODO@MO)IOOmatchOOOOOOOOOOOO
IP address(ip policy access-list)

0000000  match ip address ACL

o RIP/OSPFO OO (ODDO)OOO match OO

0000000 RIP/OSPFOODO(OO)O0Omatch DOO0OO0O0O00OOOOO
0000000  match tag (0-4294967295)
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ocboonooonDO
gboooooo

O

No

O

route-map mode

gbobooboboobooobon

no
no
no
no
no
no

match ip [address|tos|mark]|precedence|netx-hop(JWORD)]
match ipv6 [address]|tos|mark]|next-hop(JWORD]

match as-path (]JWORD)

match metric (]<0-4294967295>)

match origin (Jegpligp]incomplete)

match tag (]<0-4294967295>)
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m set

ooooooog QoSO Classify(IBGPAOPBRO O OO OO DOOOOODOOO
ToSO MarkD OO OO0OODODOOOOOODOO
o000ooo0o0ooooo0oobOooooooDooon

o Classify 00O (@O)YOOODOO

ooooooo Classify OO0 0@ O)dDOOoOOoOOoOooOoooOoOO
tos O Omark OODSCP O

ooooooo set tos <0-255>
set mark <1-4095>
set dscp <0-63>

o BGPAD DD (DO)YODOOOO
gooooood
OBGPAD D routemap 0 000000 OCOODO0ODOODO0ODOOOOODODOO
aggregator(] as-path[] atomic-aggregateld ip nexthopO local-preferencel med originC]
ipvé next hop(local/global)
goooooo set aggregator as <1-65535>
set as-path prepend <1-65535>
set atomic-aggregate
set ip next-hop A.B.C.D
set local-preference <0-4294967295>
set metric <0-4294967295>
set origin (egp|igp|incomplete)
set ipv6 next-hop (Jlocal) X:X::X:X

o PBROODO(MOYOIDDOOO
gooooood

OPBRODO routemap0 0 00O 000D OO00OODO0OODDODOOOODODOODOODOODODOOO

ip next-hopO interface
goooooo set ip next-hop A.B.C.D
set interface INTERFACE

ooooooog
g000O0oOo0o0bOOo0oU0OooO00DOU0U0oCU00DoOU00DoOUOODoUOODD /7802.1Q VLAN/ O

o0o0ooooooogo/sO0o0o0g /PP 000

o RIP/OSPF DODO(@O)HYOODODOO

0000000  RIP/OSPF OO Oroutemap D 00 0000000000000 O0O0OOOOOOOO
0000000  set tag (0-4294967295)
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m set(00O)
cO0OODOODOO
ooooood 0ooooooooooooooon
O No O no set aggregator as (]<1-65535>)
no set as-path prepend (]<1-65535>)
no set atomic-aggregate
no set interface
no set ip netx-hop (JA.B.C.D)
no set ipv6 next-hop (]Jlocal) (JX:X::X:X)
no set local preference (]<0-4294967295>)
no set mark <1-4095>
no set metric (]<0-4294967295>)
no set origin (Jegp|igp|incomplete)
no set tos <0-252>
no set tag (]<0-4294967295>)

m class access-list0 00O ip route access-list

class access-listO ip route access-listd 00O 00O route-map O matchO OO O O match ip
address0 00000000000 ODOOODOODOOOOOIp route access-listd BGP O distribute-
list0DOO00DO00000o0ooooooooooon

class access-list ip route access-list0 0000000000000 O0O0ODOOOOOOOODO
global mode O class access-list 0 0O ip route access-list0 00000 0O0O0OO

o class access-list
OToSOOMARKO O DODOOOsetOODODODOOOOODODODOO

o 1ip route access-list
OBCPOOODDDOUOOODset0DOOOODDOOODOO
O BGPO distribute-listD 0 00O0O0O0OO0OOOOOOOOOOO

m netevent
0000000 NeteventOOPBR route0 000 /0000000000C0O0O0ODO
ooooood netevent (<1-255>|<2048-4095>) (active]|inactive)
oooobooo active track dowsnO0 OO0 00O0OOip route0 00000 ODO0O
ooooooo track up0O0OOOOOiWp route0 00000000
inactive track dowsnOOOOODOOip route0000O000OODO
track upd0 OO0 O00O0OMp routed000O00OOODO
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WebO O OO

Web O OO packet FfilterOO OO DOOODOODODO USERO IPv4 address O source/destination 0 0 O
0000000000000 0WebOODOODO packetOOOOOUSERO OO OO forward(in/out)
filter 000000000 OWhOOOODOOOODODOOOO 1024000

o OO command

nxrg240#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxrg240(config)#web-authenticate

nxrg240(config-webauth)#

m O0O00

HTTP BasicO O OO ODOOO0OOOOOOOOOOODO

o authenticate

goooooo goooooooood

ooooooon authenticate basic (|redirect)
authenticate post-ext-html (]redirect)
authenticate post-ext-XML (Jredirect)

0 No 0 no authenticate
ooooooa no authenticate
ooooooo

Oredirect000000O00OWebOOODO UWRLOODOOODOOOOODOOOOOOODO URLO O redi-
rect-url000000000OO0OOOO
00000DOO0ooDOoooOodTTPO0DOO0DOOODOOODOglobal mode O O http-server enable
oooooom

000000000000 0000000OPOSTOXMLO OO HIMLOODDOOODODOOODODDODOOooOo
OO0000o0oooooooIiPO00O0DCOO0ODOOOUODOOOODOOOODO

MO 00000OWeb authentication extensiond 0D OO0 O0OO0O0O0OO0OM

m OO0 URL

BasicO OO URLO O http://0 000 IP address/login.cgiD D00 OOOOOLAND IPOODOO0O
192.168.0.254 0 0 0 O http://192.168.0.254/login.cgi 0 0 00000 0OWeb OO OO OOODOODO
ooooo
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m 0000
0000000000 0oooooObOO0WRLODODObO0OOO00ODODO0DO0DOO0DODDODOoODOODOOODOaTeP
0000000000000 ooooo0ooOoooooDOooDooOoOwhDdDOoooon
Default0D 0D ODOODOODOODO
o monitor
ooooooon monitor port 80 (|redirect)

monitor port 80 443 (]redirect)

O No 0  no monitor port
goooooo no monitor port
ooooooo

OHTTPO TCP 8000 O HTTPSOTCP 44300 000000 OOODODOODOOOTCP 43000 000OODO
ooooooo

authenticate basic + monitor port 80

authenticate basic + monitor port 80 443
dogopcOOdOwWDOOODOOOOOOWOODOOOOODODODOODOOOO

authenticate basic + monitor port 80 redirect

authenticate basic + monitor port 80 443 redirect
JoooprPcODOOWODODODOOOOWhODOD redirect-urlO000O0O0OO

no authenticate + monitor port 80 redirect

no authenticate + monitor port 80 443 redirect
doogopcOOOdOWODODOOODODOOWhOOOOO redirect-url0D 0000000

o https enable

ooooooo

Omonitor port 80 443 (Jredirect)D 0 00O OO0DOODOODONttps enableD 00O OO0OO0O
ooooooon https enable

O No O  no https enable

m URLOO
WebOODOODOWLODOOOOOOOODOOOOWhOODODODOOOODODODODODOODOOOOOO
000000 WLODDODOODODODO000o0o0o0ooooooooooooo

o redirect-url

ooooooog OO0O0O0OwRLOOOOOOO

oooooon redirect-url RedirectURL (cf. http://www.centurysys.co.jp)

O No O no redirect-url
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m 000000
WebODOODOUSERODOODOODOODOOOODO3OOODOOODODODODOOODOO

o close session-timeout

goooooo 0J0000000o0Do0od0ooooooooooooogooo
0000000000000 00ooo0oo0ooooooooooooonoon
Timeout O 60-25920000 U 0000000 DOO0OOOOOOOOOO

goooooad close session-timeout <60-2592000>

O No O no close

o close idle-timeout

goooooo O00OO0O0OUSEROODOODOO0OO0DO0OO0DOO0OD0D0DO0ODOO0OO0DO00DOoooDOooO
Timeout O 60-25920000 U 0000000 DOO0OOOOOOOOOO
Default 18000 0 00O

goooodoo close idle-timeout <60-2592000>
close idle-timeout <60-2592000> session-timeout <60-2592000>

O No O no close

goooooo close idle-timeout 1800

o close browser-close

goooooo D0000O0OWhOOODODOODO0OD0OO00D0000o0oooooooodwebOOOO
HIMLODOOODOODODOe0DOODO refreshD 000000
refresh0 00 0000000O00O0OCOO

goooooad close browser-close

O No O no close
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m 0000000

BasicO DO OO OO usernamelpassword 0 0000000 /0000000 0O0O0O0OO)YDO000OO
RADIUS server0 000000000 ODOOOO@ADINSOO)OODOOOOOOORADIUSOOODOODO
Oo0ooooooooooooooooooo

goooooo account authenticate (local]radius]radius-and-local)

O No O no account authenticate

goooooo account authenticate local

m J0O00O000

O0D000000 usernamedpassword D00 64000 000000000O000OO
0000000  account username USERNAME password (|hidden) PASSWORD

O No O no account username USERNAME

m RADUISO O
RADIUSO OO PAPOOOODOOOOODOORADIUS serverJ0000O00O0DOtimeoutd 500000 3
gooooobogooo

o RADUISOOOODO
Account 0 O O O O RADIUS server O IP addressCJUDP port0 000 OO (secret)J 000 0OOOODO
OOOOUDP portd 00O defaultd 1645000000 ORADIUS serverJ 20 000000000O0O0O
oood
coooooo

radius A.B.C.D password (Jhidden) PASSWORD (Jauth-port <1645]1812]<1024-65535>)

radius A.B.C.D auth-port (1645]1812]<1024-65535>)
O No O no radius A.B.C.D (ooooooo)

no radius A.B.C.D auth-port (auth-port0 0000000 OO0O)

goooooo radius A.B.C.D auth-port 1645
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o Idle timeoutd OO0 O Attributed 0O O
0000000 idle timeoutO OO OODOOODOODORADIUS serverd 0000 Attributed OO
timeoutD O O0OD0OCOOOODODOOO
ooooooo
radius idle-timeout attribute (ascend-idle-limit]ascend-idle-limit-vsa]idle-limit)
ascend-idle-limit Ascend-ldle-Limit(Attribute Type=244)
ascend-idle-limit-vsa Ascend-ldle-Limit(Attribute Type=244[VSA Type=260 Vendor-1D=529)
idle-limit Idle-Timeout (Attribute Type=28)
O No O no radius idle-timeout attribute
o AttributeO O
RADIUS serverO0 0O 00O AttributeJ 000000 Attribute 000000000 DOOOOODODOOO
ooo
goooood radius attribute nas-ip-address A.B.C.D
NAS-IP-Address: OO0 OOOOOIP O000DOOOOODODO
radius attribute nas-identifier WORD
NAS-Identifier: 00 000000000000 OODOOODOOOOODOO
O No 0  no radius attribute (nas-ip-address|nas-identifier)
0000000 RADISOODOOOO0ODOODOOODOOOAttributed0000O00DOOOOO

o Session timeoutd O 000 AttributeO OO
0000000 session timeout0 0000000 OO ORADIUS server 00000 Attribute0 0 O
timeoutJ 00000000 O00D0OOODO Attribute0000000D0OOO
ooooooo
radius session-timeout attribute
(ascend-maximum-time |ascend-maximum-time-vsa|session-timeout)
session-timeout Session-Timeout (Attribute Type=27)
ascend-maximum-time  Ascend-Maximum-Time(Attribute Type=194)
ascend-maximum-time-vsa
Ascend-Maximum-Time(Attribute Type=1940 VSA Type=26[1] Vendor-1D=529)
O No O no radius session-timeout attribute

o ODOO0DradiusO0OOO0ODOO
O00radiusO000000000O0OOOODOOOO
Oo0o0ooono no radius

m MACOOOOODOO
WebOOOOOOOOOOOODDOOUODOUOODOOOOOOUOOOOOOmac access-listdO0 000
MACODOOODOOPCOOODODDOODOODUOOOODODDODOOODODOODODDOOUODDODOOUODODOOODO
0000000  mac access-list (permit]deny) HH:HH:HH:HH:HH:HH (] IFNAME)

g No O no mac access-list (permit|deny) HH:HH:HH:HH:HH:HH
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Web Authentication mode

m WebOODOOOO

WebOODOOODOOUOODOOOOOOOOO hostO networkd interfaceJ 00O WebOOOODOOOO
OO00000OD0OwhODOODOODOOOOoOoOooooogoglobal moded ip web-auth access-list
00000000 0OWhOOOODOOO000O interface0000OINOUTOODODOOOOOOOOOODO
O000O00ODOiInterface000000O00ODOODO interface/tunnel/ppp mode O ip webauth-filterJ O
gooooooo

m 0000000
OO0O00O0Ologin successO0 OO0 syslogOD O OOOOO
ooooooo log enable

O No 0 no log enable
0O00oOdogno  no log enable
ooooooo

0000 Ilog enabled O OTCP 800 TCP 4430 0000 0O OO OO login success 00 00O syslogd O
ooood

O0000Ilog enabled 00O login.cgi0O0OOO0O0O0OOOO login successO0 000 syslogD OO0 OO
od

m JOUuURLOO

00000000 URLOODDOO0ODOOO00OOhtp://0000 IPOO0ODO/000000000C
ooooooogo

0000000  access-path WORD

O No 0  no access-path WORD

ooooooo

OO0000IPODDOOO 192.168.0.254 0 0 access-path WORD O O O O http://192.168.0.254/WORD [
oooooooooooooo
00oodoodoooooooooooooooo0/oooooooooooooooooooon
ooooooogo
OO00WRLOO0ODODDOO00O0OO0000D URLO http://0000 1IPOOODO /login.cgiDOOOOO
Oooooooooooooom

m WISPrOO

O000URLODODODO0OD0O0000000000000000000OHXHTTP 2000000000
0000000  wispr-success-url WORD [0 |reply no-contentld

O No 0  no wispr-success-url

ooooooo

OWORDO O DOUWRLOODOOODDOOO http://www.centurysys.co. jpll]

0000000 0D0Do00ooooo0ooooO0/Mo000000oooooooo0ooooon
oooooogo

Ole00o0oOoooooooooon
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Web Authentication mode

m 000

goboooboobobobooobooboobooboboooboobbooobooboobooon
O0o0Oo0obOo0obooboooorTTPOb0O0Ob00O0ObOOOoODbOOoOoDbDOoOon

oooobogon
goooogn
O No O

ooooogon
goooogn
O No O

ooooogon
goooogn
O No O

oooobogon
goooogn
O No O

oo0oooooooo
cert certificate NAME WORD (source A.B.C.D|X:X::X:X)
no cert certificatge NAME

00o0ooooooooo
cert chain-certificate NAME WORD (source A.B.C.D|X:X::X:X)
no cert chain-certificatge NAME

oooooooooooooon
cert private-key NAME key WORD (source A.B.C.D|X:X::X:X)
no cert private-key NAME key

gooooooboobon

cert private-key NAME password (|hidden) WORD
no cert private-key NAME password
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O 310 WarpLink mode

WarpLink mode

WarpLinkDOOOOOOOO

WarpLinkDOOOOODOOOOODOOOOODOOOOOODOOOWarpLink ManagerJOOOONRO OO
oooooobgo

o OO0 command

nxrg240#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxrg240(config)#warplink

nxrg240(config-warplink)#

m JO00O00O0OD0OO

cO000O0O0ODODODOODOOINODODODOODOD

WarpLink Manager 0 00 OO0 OO0 OO0 IDODOO00O0OO0DOODOOOOOOOOODOODOOOOOODOO
gooooo

goooooad account username USERNAME password (|hidden) PASSWORD

O No O no account username (JUSERNAME)

ocd00OOOOODNSOOO/O0D00DOO

OOOOOOONKROWANDO IPOODODO0OODOOODOOODOODOODOOODODOOODOOOOODOOSO
ooooo

ooooooad service enable

O No O no service

cO0000OOODODOODODOD

NXRO CcPuOOOOO0ODOOOO0O0O0ODOOOOODOOOOODOOO0OOOOOoOOoOooDoNSOOOono
oooooooooooooboOooooodooooooOosoboboooooooDooog3uooon
gO000oo0oOo30goooo3cogooogd
OO0000000200000000000¢0CEthernet VLANO PPPO Tunnel Bridge, WLANOD O O OO
0O0000o0oO00bOo0o20000000O0o0d000oooooo0ogoooooooogog
0000000  send-statistics interface INTERFACE

g No O no send-statistics interface (]INTERFACE)

oOsyslogO0 OO OOOO/00000

NXRO syslogD 0000000000000 D0OOOOODNSOODO0OOODOO0OOOOOoOoOooon
0000000000000 5000000syslog00000000O00O0DOOO 100kbyteO OOO0O
ooog

ooooooo send-syslog enable

O No O no send-syslog
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WarpLink mode

m 000000
oOWarpLinkDOOODOOOOODO

WarpLinkD O OO ODOOO0OOOOOOODOODOOO
goooooo restart warplink
ooooooo  viewmodeODOODOOOO

oOconfig ODOODO

NXRO configD 0000000000000 OODOOODOOODNSOOO/00D000D00D00DOOO
ooooood

goooooo restart warplink send-config

ooooooo  viewmodeODOODOOOO

o OWarpLink Manager OO OO DO OOOO

WarpLink ManagerO OO0 OO0 Q0OOO0OOOO

goooooo show warplink

ooooooOo  viewmodeODOODOOD
0oo0doo0ooooooooooooooooon

o0 ooooo o0
Successed WarpLink Manager0 O OO OO 0O
Failed login goooooooood

0000000000 0OWarpLink Manager
ooooooooo

0000000000 0OWarpLink Manager
ooooooooo

Failed registraion WarpLink Manager0 D OO OO O0OODOO
Status error WarpLink Manager0 D OO QOO OOGOOO

Starting

service
Stopping
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0O 320 Extended track IP reachability mode

Netevent O O O O (ip reachability)

Netevent O O O O (ip reachability)

Netevent D0 0000 0000000000000 trackODODOOOODO optiond 00000000
OO0OONetevent DD OO OO0 trackDDOOOOO0OO0D0OOOF NeteventOOOODOOOOODO
00

O OO0 command

nxrg240#

nxrg240#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxrg240(config)#track <2048-4095> ip reachability
nxrg240(config-ext-track-ipr)#

m destination
ooooooo ip reachability D000 pingD 00O IPOODOOOOOFRNODOODOOD
gooogooo destination (A.B.C.D|FQDN)

® source
o interface
ooooooo ip reachability0 000 pingD 00000000000 OOOODOOODOODOO
ooooooo source interface ethernet <0-2>
source interface tunnel <0-255>
source interface ppp <0-4>
O No ad no source

o 1ip

ooOooooa ip reachabilityO O OO ping0 0000 0OOD0OOOOOODOOOODOOO
goobooogo source ip A.B.C.D

O No O no source

m payload-length
oopoooog
Oip reachabilityO0 OO0 pingd 000 size(icmp headerD OO0 O0)0OO0OOO0DOODOOODOOO
OOooooog  payload-length <56-1500>
ooooooo payload-length 56
g No O no payload-length
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O 320 Extended track IP reachability mode

Netevent O O O O (ip reachability)

m transmit

o interval

ooooooo ip reachability0 000 pingU 0000000000000 O0OO0O

0O00O0oOgg  transmit interval <10-32767> (|variable)

ooooooo
Ovariable0O0O0O00O0OOping N6OOODO pingD0 000000000000 OOOOOODefault
ooooooo

o retries

goooood ip reachability0 000 pingO retry0 000000000 ODOO0O
goooooad transmit retries <0-255>

a No a no transmit retries

m recovery

o count

ooooooo OO00O00O0oOdOO0O0DOping K OOOOOOOOOODOOOOO
goooooo recovery count <1-255>

gogooooo recovry count 1

O No O no recovery count
o delay
goooooo

Oip reachability 000000 0O0O0OO(eventup OOODOODOO)DOOODOOup OO actiond
OO000O0OO0Odelay OOOOOOOODOOOOO
ooooooo recovery delay <10-3600>
O No 0  no recovery delay
ooooooo
ODelay timer 000000000 ODOtrackd down state 00000000000 ip reachability
check 00O0OODODOO
ODelay timer 0O 00O event downd retry0 0000000 Odelay timerd cancel DO OO0
ODelay timer O timeoutJ O O Oevent upd actionD 0000000 OOOODOdelay timerd OO
00000 ip reachability fail count 00 OO0 OO0 O0OOactiond 0000 O reachability
checkDODOOODODO
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Netevent O O O O (ip reachability)

m set

o df-bit

ooooDooo ip reachability0 OO0 pingDOOOODF bitO 0O O0OD0OO0OOOOOO
dooodood  set df-bit

0ooooog set df-bit

O No O no set df-bit

o ttl

Ooooooo
Oip reachability 0000 pingD 0000 TTLO OO0 OO OO Default D Osystemd TTLO (64)0
set0 OO0

OOOO0O0oO0Od  set ttl <1-255>

0000000  set ttl 64

O No O no set ttl

m rtt

o threshold

ooooooo

Oping request 00000000 replyD000000OO0ODOO(Round trip time)JOODODOODOO
COreply0000D0CO0DDCOOO0ODOCOO T replyd0O0OOO T rtt delayl0ooooon
O0rtt statusd downO OO0 OO0 ODPefaultOOORTTUOOODOODOODOO

o normal-count
ooooooo RTT status up0 0000000 rtt OO0DO0OOOODefaultOO30000

o delay-count
0000000 RITstatus downOD OO0 0000000000 O0ODRefault0O30000

ooooooo rtt threshold <1-5000>
rtt threshold <1-5000> normal-count <1-255> delay-count <1-255>
O No O no rtt

m netevent

o threshold

oooobogon monitor-logd OO loggingU O OO O0OD0ODOODOODOO
0000000  netevent monitor-log-status

0000000  no netevent monitor-log-statusd (O O)

O No O  no netevent monitor-log-status
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0 330 Extended track IPv6 reachability mode

Netevent O O OO0 O (ipv6 reachability)

Netevent O O O O (ipv6 reachability)

Netevent 0 D0 000000000000 000O trackD0OODO0OOO option0 00000000
OOO0ONetevent D0 OO0 000 track DD OOOOOO0DOODOOF NeteventDODOOOOOOOO
0o

O OO command

nxrg240#

nxrg240#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxrg240(config)#track <2048-4095> ipv6 reachability
nxrg240(config-ext-track-ipr)#

m destination
ooooooo ipv6 reachabilityO0 OO0 pings0 OO0 IPVEO OO OOOOFNOODOODOOO
0000000  destination (X:X::X:X]FQDN)

B source
o interface
goooogoo ipv6 reachability0 D000 pinge0 0000000000000 ODOOOODOODOO
ooooooo source interface ethernet <0-2>
source interface tunnel <0-255>
source interface ppp <0-4>
0 No 0 no source

o 1ip

Ooo0ooooad ipvé reachabilityO0 000 pinge0 00000000 DOO0ODOOOOOODOO
0000000  source ip X:X::X:X

O No 0 no source

m payload-length
ooooooo
Oipv6 reachabilityd O OO pinged O OO size(icmpvé header 0000 O0)0DO00O0OODOODOO
ooo
goooogn  payload-length <56-1500>
0o0oodogno  payload-length 56
O No O  no payload-length
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O 330 Extended track IPv6 reachability mode

Netevent OO 00 O O (ipvé reachability)

m transmit

o interval

ooooogoo ipv6 reachabilityO0 000 pinge0 0000000000 ODOODOOOO

0000000  transmit interval <10-32767> (Jvariable)

ooooooo

OvariableOO0OO0OOOpinge N6OO OO pinge0 00000000 O0OODOOOODOOOODefault
ooooooo

o retries

ooooooon ipvé reachabilityO OO0 pinged retry0 000000000 OOOO0O
O00ooon transmit retries <0-255>

O No 0 no transmit retries

B recovery

o count

ooooooo 000000000 0ODpinge K OOODODODOOOODOODO
gogooooo recovery count <1-255>

goooooa recovry count 1

d No (N no recovery count
o delay
ooooogon

Oipv6 reachability OOOOO00OO0OO0OODOCventup OODOOOOO)IDODOO up OO action
0000000Odelay O0DO0DODODODOOODO
oooooon recovery delay <10-3600>
O No 0  no recovery delay
ooooogoo
ODelay timer O OOOOOO0DOOODOtrackd down state OO0 OO0OOOOO0O ipve
reachability check OO ODOOOODO0O
ODelay timerO0 OO 0O event downd retry0 000000 O Odelay timerd cancel D OO0 O
ODelay timer O timeoutd OO Oevent upU actionD OO O0O0OCOODOOOOOdelay timerO O
000000 ipve reachability fail count 0 0 OO0 OO0 OactionOOOO0OO
reachability checkDO OO OOOO
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Netevent O OO O O (ipv6 reachability)

m set
o hop-limit
ooooooo
Oipv6 reachabilityO0 OO0 pinge0 0000 hop limitOOOODOODO
oooodoodno  set hop-limit <1-255>
gogooooo set hop-limit 64
O No 0 no set hop-limit

m rtt
o threshold
ooooooo
Oping6 request0 000000 Oreplyd0000O00ODOOO (Round trip time)J OO OODOODO
COreply0000000O00COCOOOCOOD T replyd0OOOO T rtt delayld0ooooon
O0rtt statusd dowvnOD OO0 OO0 ODefaultO O ORTTOOOOOODOODOO

o normal-count
ooooooo RTT status up 0 0000000 rtt OOODOOOODefaultO 030000

o delay-count
OO000000 RITstatus downO OO0 000000000 O0ODODefaultOO30000

ooooooo rtt threshold <1-5000>
rtt threshold <1-5000> normal-count <1-255> delay-count <1-255>
O No O no rtt

m netevent

o threshold

ooooogon monitor-log0 OO loggingO O OO OODOODOODOODOO
0000000  netevent monitor-log-status

0000000  no netevent monitor-log-status (O O)

O No 0  no netevent monitor-log-status
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O 340 Monitor-log mode

gooo

Neteventip/ipv6 reachability0 000000 reachability0 0000000000 OD0OOOO0OO

oooo

000000 (@UOOOO)DDODOOODODOODOO(SB flashoOO)H)OOoOooooooooOowoO
ooo
0000000000000 doshow monitor-log0 000 (view mode0 O)O CLIODOOOOODOO
000000000 copyODOOO(viewmode0O)DOODO0ODO0ODOODOOOOD

m JO00OO@OOODOOOOOoO
0000000Oreachability0 00000000000 OOOOODOOO
(1) reachabilityd0 OO0
00o00doobooo0ooooooooo0obo0obooDooooooooooooooooog
000000000 Dead/Delay0 000000000 OCOOALNedDODDOOOOOODOODODODOO
oooooooo
<ggoo s
1.TrackID
ONeteventO OO OODOO TrackO IDODOOCOODOO
2.0000
O DateAndTime O O OO OO DO O (ex. 2010-9-30,9:45:36.0)0
3.000 1Ipva000O0O
4.000 IPva00OODO
5. 000 Ipv6e0 000
6.000 IPV6ODO0O0O
7.00
8.00O
9.00
0. 0000@OoOooOo)
1: Alive(DOOO/ARTTOOOOOOOODO)
2: Dead( O OO)
3: Delay(RTTO OO O)
11.1CMP Code/Type
12.0000@O000000O0ONextHop MTU)
13_RTT[msec]
O Trap00O00ORTTOODOO
140 1pv6 0000000000 @O0DO0O Dead O O)
BOIPVAOO0O000000O0@O0O00 DeadD O 0)
<poooooo >
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s OJO0000OO@OOooooooono (o)
(2 0opoooooo
gooooooooooooboooooooo
<O 0O 0O>
2010-10-5,18:15:15.0,0,133052,5
<gggg >
1.0000
O DateAndTime O OO DO OO OO (ex. 2010-9-30,9:45:36.0)0
2.cru0ond
oo0o3000oboooobioomcooonO
3.000000 0 [Kbyte]
4.0000000Connection Tracking O O
gooooOOoOoOoDOO(@CuODOOoOooOooOooooOoooooD)Ooooopooooo

m 0000000 (USB FlashOOO)OOOOOOODO

() 0O0O0O0oooO
O0000000000000000000000000000000000 (1500 1000 Kbyte)D O O
0000000000000 000000000000000000000000000000(@0
0000000)000000000000000000000USB FlashDOOOOOODO0OOOgzip
00000000000000000000000000000000000000
O000000000000000000 (global moded schedule D000 O0C0O00OOOO)0IO0
oooooooo

reachability 0 000 0000000000000 0O00O0O0OO0O00ODOOOO00OOO00OOOOO
00000000000000000000000

(@ O0oooooooooooo
O000b00o0o0obOOob0o0ooooOooboobOooboObOobDOoOuse FlashoDOoooooooo
USB FlashO O OO OOOODOOOO0OOOOOODOOODOOOOODOOOOOoD@obooDboOoO)o
o000bOO00o000ooO0ob0o0oOoobOobOOooboobO0obDOobOoooOoDObDOusSB FlashoDOo OO
gooobooo
gobooboooboobooboobooobooboobobbooboboobuoobobboobo
goobooobgoboooo
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O 340 Monitor-log mode

O OO0 command

nxrg240#

nxrg240#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxrg240(config)#monitor-log

nxrg240(config-monitor-log)#

® reachability
ooooooo
Oping/ping6 0 0000000000000 000000O0O0OOOOOOOOOOOOOO

ooboOoooo reachability (diskO]diskl) (Jthreshold logsize <150-1000> files <1-10>)
reachability (diskO|diskl) threshold logsize <150-1000>
reachability (diskO]diskl) threshold files <1-10>

0000000  no reachability

O No O no reachability

® resource
oooooog 0000000000 0oooo300oooooooonoooooooDnoon
ooboOoooo resource (diskO]diskl) (Jthreshold logsize <150-1000> files <1-10>)
resource (diskO]diskl) threshold logsize <150-1000>
resource (diskO]diskl) threshold files <1-10>
ggooogd no resource
O No O no resource

oooogooo

OOO000DOOOO0DOoOOgiskodiskiOO)DooooouseooOOOoOO usB FlashO OO O
OOO0O0D0OO0O0OO0diskoDOOoOoooousei00onooouse FlashDOOOOOOODOOOOdiskl
gbooogoo

OlogsizeOO0OOD0DMODOODOODOODOOODOODOODO
CfilesOOO0OO0OMODOOOOODOOOOODOUOODOOODODOOO

347



35

mail server mode



O 350 mail server mode

mail server mode

ooooooo
00ooooo
0000000000000000000000000000000000000000000000
0o

o PPPODOO /00O
OPPP on-demand0 00000000000 DOCOOODOOOOCOOOODOOOO

oooo oooooo oooooo
PPPO O O ppp0 was connected IP address isA.B.C.D
PPPO O O ppp0 was disconnected IP address is released

OO0O00Cpppo0 00 /0000COOODOOOODOO
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O 350 mail server mode

mail server mode

o [O00 command

nxrg240#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxrg240(config)#mail server 0

nxrg240(config-mail-server)#

m 0OOOO0(SMTP)OO

00ooooo
OSWPOOOO0O0O0O0O0D0000000000000000000000P2580000ISPO 250000
000000000000058700000000000000000000000
0000000000000000000

o server smtp address
goooooo server smtp address (A.B.C.D]|FQDN)

o server smtp port

goooood server smtp port <1-65535>

gddNoO OO no server smtp port

goooooo server smtp port 25 (=no server smtp port)

o server pop3 address

OO0OoOooogd  server pop3 address (A.B.C.D]FQDN)

OOONeO OO no server pop3 address

ooooooo O0O000O0O0OPOP before SMTPOODODOODOOOOODOOO

m OJO0O0
o server authentication
oooooog
osvNTPO0O0OO0OO0ODOODOO0OOODOOO0O0ODO300000000D0000O00OO00O0D0DOO0n
oopoooooo
POP before SMTP, SMTP-Authl logind , SMTP-AuthC plaind
goooooo server authentication (pop-before-smtp|smtp-auth-login|smtp-auth-plain)
gddNeO OO no server authentication

O username

ooooooo oooooooooooooooooowpwooobbooooooboooo
goooooo username WORD password (hidden]) WORD

gddNoO OO no username
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O 350 mail server mode

mail server mode

m 0000000000

ooooooo

0000000000D00000000000000000

000000 interface ppp mode 000000000 OOppp <0-4>00000000000000

o mail send server

oooooog JoodooooDooDoooooooooo
ooooooo mail send server <0-2>

OOONeO OO no mail send server

o mail send from

ooooooo jdoodoboOoooooooooooo

goooooo mail send from WORD

OO00ONoO OO no mail send from

goooooo

gworRDO O ODOODOOODOODODODOOcenturysys@xxx.isp.ne.jpd 0000000

Omail send fromO O OO0 interface ppp mode0 O 0 OO0 OOOOODOOO0DOODOOODOOOmail
fromO OO0 (global mode) DO OO OO0OOODOOOOODOOOOOOODO

o mail send to

oooooog 0o0oD0ooobO0ooooooooo

goooooad mail send to WORD

OO0O0NoO OO no mail send to

ooooood

gworRoOOOOODOOOOOODOOOOOOuser@centurysys.co.jpd0dooonog

Omail send toO O OO0 interface ppp modeDl OO0 OO0 ODO0OOOOOODOOOOOOOOOMail
toO OO O(global mode) DD 0O O00OD0OD0OODOOODOODOOODOODOO

o mail send subject
ooooood Joo0dooodooooooooooooooooooooooooooooon
goooooo mail send subject LINE
OOONeO OO no mail send subject
oooooog
OLINDOODOODODOODOOOOOODOO00DOO00o0oooooooooooooon

pppO0 0 0O OO O ppp0 was connected

pppO0 0 O O OO ppp0 was disconnected

o body
oooooog
00000000d00U0o00od0o00o0ooooUoooodooooooooon
ooooooooooo

PPPOO O OO IP address is A.B.C.D

PPPOODO OO IP address is released
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0O 360 interface bridge mode

interface bridge mode

m OpenFlow

OOpenFlow 00000 OOODOO OpenFlow Controller(OFC)D OO OO OO0 OO OpenFlow Switch
(OFS)D 00O DODOOOFC O OFS O O0penFlow protocol 00 OO0OO0DOOOOODO

O00oO0O0OooFS DODO0ODOOODOOFC DODDOOODDOO™

OOFC 00 0O0O0ODODOOFC D0D000O0OD0ODODO0O0O0OO0O0U0U000D0DDO0O0DOODUDOooooDoDoOO
O000O0OO0OOFrB 000000 OODODODODOOOOM

m 00000000

OOpenFlow Controller OO 000000000 ODOODOOOOOQODefault OO OO0penFlow OO0
0000000000000 0oOOo0O0oOoOoOoOoOooOoOooOOoOooorc UODDOOorc oUud
oooopoooooooooo

OO0000000O0O0ODOOBridge filterUOOQOUOODOOO

gobooboooboobooboboobooobooobonooo
gooooboobooobboooboobobDbooboobooboobDbobobooooobon
gobogobogobooboobbobboobooboooboobooboooobooobooon
gooon

OPPPOE OO ODOODOOODO

OVRRP O OO

O IPsec policy OO0

O L2TPv3 xconnect O O[O

VLAN OOOOOOODOxconnmect 0000000 OOOOOODOODODOODODOOODOODOODOO
ooooo

0QeS O OO
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0 360 interface bridge mode

interface bridge mode

O OO command

nxrg240#configure terminal

Enter configuration commands, one per line.

End with CNTL/Z.

nxrg240(config)#interbridge <0-4095>
nxrg240(config-bridge)#

O ip address
oogoooo
gogooooo
g no a
gogooooo

O ip address
oogooooo
gogooooo
g no g
ud gud

O ipv6 address

ooooooo
goooobgo

Oo0oooooowooooooooooo

ip address A.B.C.D/M (]secondary)

no ip address A_.B.C.D/M (]secondary)

Bridge port 0 0 000000000 OOODOOOO

DHCPO OO IPODOOCOOOOOOOO

ip address dhcp (JHOSTNAME)

no ip address dhcp

Bridge port0 0000000000 OOODOOOO

gooooooboimwpvedDoobooonooOo

ipv6 address X:X::X:X link-local

ipv6 address X:X::X:X/<0-128> (|eui-64)

ipv6 address autoconfig

ipv6 address autoconfig interface-id (X:X::X:X|mape-rule WORD)

O no O

no ipv6 address X:X::X:X link-local
no ipv6 address X:X::X:X/<0-128> (Jeui-64)
no ipv6 address autoconfig

oo RN

Olink-local OO ODOODOOOODOOOODOLLAODODOOODO
Oeui-640 000 Oipve-addressO prefixO OO OOOOOO

O ipv6 address DHCPv6-PD

ooooooo
oooooao
0 no 0
oo oo

DHCPv6 Prefix DelegationO0 OO OO OO
ipv6 address DHCPv6-PD X:X::X:X/M (Jeui-64)
no ipv6 address DHCPv6-PD (]X:X::X:X/M)

O ipv6-address 0 O sub-prefixd host OO O OO OO0OOOOOODOO
ODHCPv6-PD O OODHCPv6 PDO OO OO prefixU OO OO OO OO OO ODHCPV6-PD O ODHCPV6 O O O O
0000000000 0oo@uoooooooOoOo)oddipve dhcp client pdD 000000000

googono
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O ipv6 dhcp client

0000000 QOO0000O0000000O0ODHePv6O DO ODDODOOODDODOODODOOODODOOD
ooooogo ipvé dhcp client WORD

O no O no ipv6 dhcp client

O ipv6 dhcp client pd

0000000 DHCPve PDO prefixDOOOOOOOOOOOOOOO

ooooooo ipv6 dhcp client pd DHCPv6-PD

O no O no ipvé dhcp client

ooooooog

ODHCPv6 PD DO OO UOUODOOOODOOOUODOOODO

OOOO0ODHCPvE PDO(DDODO)DODDOODODODOODOOOOOOOOODOIpv6 address DHCPv6-PD O O
ooooobooogo

O ipv6 dhcp client WORDO ipv6 dhcpvé pd DHCPv6-PDO OO0 OO OO0DOOOODODOOODODO

O ipv6 address dhcp WORD

gogooooo 00000000DOOo0OoogbHecPv6O DD OO ODDOOODDOODOOOOOODDOO
ooooooo ipv6 address dhcp WORD

O no 0 no ipv6 address dhcp WORD
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m bridge stp

OBridge 0 0000 OO O OSTPO Spanning Tree Protocol IEEES02.100 0000 00OCOOOODOO
000 0OD0O0O0ODOBPDUO Bridge Protocol Data UnitdO OO OO OODO Spanning Tree0 OO O0O0OO
gooooood0oooooOoooOooU0ooboOoUOoDOboOooU0oDoOoUOooDoOooooUUoo
oooooooooooooo

OSTPO OdefaultOOO0ODO

ORSTR/MSTPO OO DOODOOOODO

o enable

oooooao
ooooooo
goooooo
0 no 0
oo oo

o priority

oo0ooooo
ooooooo
ooooooo
u no U

o hello-time
ooooooo
goooooo
ogoooooo
0 no 0

o forward-delay

ooooooo
goooooo
ogoooooo
0 no 0
oo oo

o forward-delay

oooooao
ogoooooo
goooooo
0 no 0

BridgeO OO DODOODODOSIPOODOODDOODDOOODDOODO
bridge stp enable

no bridge stp enable

no bridge stp enable

no bridge stp enable 0 O OO forward delayd 0.000 0000 0O

Bridge 0O ODO0OODO priority0 00000000 DOOOO
bridge priority <0-65535>

no bridge priority 32768

no bridge priority (OO 0O)

BridgeO OO ODOODOO helllo-timed 0000 OD0OOOODOO
bridge hello-time <1-10>

bridge hello-time 2

no bridge hello-time (=000)

BridgeU DO OODOODOO forward-delayOD OO OO OOO0OODOOO
bridge forwaed-delay <4-30>

bridge forwaed-delay 15

no bridge forward-dely (=0 0O0O)

no bridge enable 0000000000000 OO0OOOOOOOOOOO

BridgeU OO0 O0ODOmax-age 0 0000 O000O0ODOOOO
bridge max-age <6-40>

bridge max-age 20

no bridge max-age
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O mtu

ooooooo wwMuoOoooooboog

goooooo mtu <bytes:68-1500>

U no g no mtu

00 00

Obridge portO MTUO OOODOOOOODOCUOOODOOOOOODOOOethernet 00 MTUD 14000
0ddpDuoo00000000D0DO000DOOO0O0OO)O

O interface bridge mode0 OO0 OO0 Obridge port 000000000000 ODOO@ODOOO
exitO 00 O00o0O)o

O interface bridge mode0 0O OO0 Obridge port 000000000000 OOOODOOODOODOO

O ip proxy arp

OO00O0DoOoO0  Proxy ARPOODDOOOODO
ooooood ip proxy-arp

oo 0O oo no ip proxy-arp

O no O  no ip proxy-arp

O ip directed-broadcast

0000000 Directed Broadcast O O O OO0 OO0 O0OO0OO0OOO0OOOO
goooooo ip directed-broadcast

oo 0O oo no ip directed-broadcast

O no O no ip directed-broadcast
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O ip redirects
ooooogoo
OICMP redirectO type=50 0000000000000 0DO0O0O0O0OOODOODOODOODOODODOO
000000000RFC792(T
00000 Send redirect0000OOOICMP redirect 00000000000 0D00ODOOODOODO
goooooo ip redirects
goooood ip redirects0 0 (O 0O)
gooONoeO OO no ip redirectst (O O)
ooooooo
0000 ICMPRedirect D 0O OO OOOICMP Redirect DD OO0 OO0 OOHestDO OO DOOOOODO
o00o0o0oo0ooooDOooooooDoDOOobOO0DbOobOOo0oOn
O Host A OHost B(192.168.1.100)0 0 IPv40 0 000 default ge(NXR) O OO OO OO
ONROODODODOOO0O0OO0O0D192.168.1.0/240 00 next hopd 192.168.1.2530 00000
OO00ORouter AUODOODOODO
O O0O00O0Onext hopO Router ADOODOOOHost ADODODOOOOODOODOODOOHost AD
ICMP Redirect0 DO OO OO
O Host ADODOOOHost BOOO IPVAOOODOOOICMP Redirect DO O 0O OO next hopO OO
O0ORouter ADODOODOOO
OO0O0O0O0ICMP Redirect D 00O 0DO0D0OO00ODOODOODOODOODOODOOOOOOODDOODOO
000000000d forwardingD OODOODOOOO

PC B: 192.168.1.100

T [

192.168.1.0/24

ARAT 92—
192.168.1.0/24 (gw) 192.168.1.253 NXR Router A

4 1921680254 192.168.0.253
‘ @) IP to 192.168.1.100

Send Redirect&H % --7

|
|
|
|
|
_____________ -

192.168.0.0/24

T
| @) 1P to 192.168.1.100
IP to 192.168.1.100

&

PC A: 192.168.0.100
Default GW=192.168.0.254

3 Redirect (Next hop=192.168.0.253) l
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O ip tcp adjust-mss

ooooood

O Path MTU Discoveryd PMTUDO O O O End-to-end 0 0 0000000 O0DOODOOOOMIVODODOO
0000000000000 00Doo0ooo00oooo0oo0o0oo0oooooooooooon
0ooooooivad0ODOO0ODO0O0O ICMP fragment needed D 0000000000 OOOOO
000000000 0ooooDoOooPNTUDO0ODOOO0OO0OOOOOOOOOOODOOOddPMTUD
00000dooooooooooMuoo0d0oo00oo00o0o000o0oo00o0o0odOEend-
to-end0 0000000000000 OOOOOOOOOOOOOTCPOO  SYN/SYN-ACKO O OO
omMsSOOO0OOoOOoOoooooooooooooooooooTcPOOO0ODOOOOOOOOOOOg
000000000 00o00oDoo0oo00oo0oooooooooooOoo

goooooon ip tcp adjust-mss (auto]<500-1460:bytes>)

0000000  no ip tcp adjust-mss

OooONO OO no ip tcp adjust-mss

ooooood

OiIpvi000000O0O0O0O0OOTCPOOODOOODOOOOOTCPOODODOOOOOOOOOOOO
000000oooooooooooooowsscoooooon

oooooooowsMssOnDdoodoob00Dantc0 000 O0OOOMSSOOOODOOMSSOOODOO
0oooooooooooooo

O0oooooooooooMssonoonooooooodMssonoonooowNssoooooooooon
ooooooooo

guPOICMPOOOOOOOOOOOOOO0ODOO0ODOOODOOOODFOOODOOOOOOO
000000000000 00oo000Dooo00ooooooooooon

(M no ip tep adjust-mssO0 0000 OOOTCP MSSOOODOOODOOODOOODO

O ipvé tcp adjust-mss

oooooog  TCP/IpveO MSSOOOODOOOO
ooooooo ipv6 tcp adjust-mss (auto]500-1460)
OO0 O OO0 no ipve tcp adjust-mss

O no O no ipvé tcp adjust-mss
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O ip mask-reply
ooooooo
OCpenviewO O OODDOODODOOOODOOODOOODOOOODOOODO ICMP address mask request
Otype=1700 0000000000000 O0OO0ODOODOODOOOOOOODOOOODOODOOOOO0O
0o000oooooooooooom
OO0O0OODODOICMP address mask request 00000 0O0O0OO0OOOOOOODOODOOO
ooooooao ip mask-reply [ ICMP address mask requestd O 0O 00O 0O 13
goooooo no ip mask-replyd ICMP address mask requestd0 D0 OO 00O I
Oo00ONeO OO no ip mask-reply
ooooooo
O ICMP address mask request/reply0 0000000

ISP~ __ppp0 (1000.196/32)
//F ICMP address mask reply D83

-
s

NXR#2

a NXR#1

192.168.0.254 192.168.0.253
§ A
ICMP address mask replyh" &30 Request (to 10.0.0.196)
Request (to 192,168.0,254)
192.168.0.0/24
| Reply {mask=255.255.255.255)

Reply (mask=255.255.255.255)

S

OpenView
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O (iplipv6) access-linkdown

ooooooo OO0O0O00o0OoOdOooOlnnk downOOOOODOO interfaced IPv4 address O
goooooooooog

goooood (ip]ipv6) access-linkdown

O no O no (ip]ipv6) access-linkdown

0oooogno  no (iplipve) access-linkdown[DI O OO

O (ip]ipv6) rebound

ooooooo

0000000000000 000DOO000D0o000DooOo0o0ooOO0o0o0o0oad (forwarding)
D000 OO0000ONROODDOOO00O0000000000000000000ONXROODOTTL
goooOoOoOOoUOOoDoOOoOoOooOoooon

OIP rebound0 0 0000000000000 O0DOO0O0OOODOOOOODOODOOODOOOOOOOO0OO
000000000000 destination unreachable0 000000

ObefaultO 00O O0O@OOODOODOOODOODOOOOODOOOOOOODOOOOOOOOO)O

goooood (ip]ipv6) rebound

oo O oo (iplipv6) rebound

O no 0O no (ip]ipv6) rebound
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O ip reassemble-output

ooooooo

goooooooodMiooooevTrUCODOOODOOOOONR forwardingDOOOOOOODOOO
0000000 oooo0o0oooDood0ooooCoooDoooooooDooOooooDoon
OO0O0oOoOoONRROOOOOOOOO0ODOOOOU0ODOOOUOODOOODOOOOODOODOOO
- fragmented packet(U OO0 O0OD0)OMUODOOOOOOOOOOODOODOOOOOOONMTUO
ooooooocoooooboooooo
- fragmented packet(QCO OO OOO)OMUOOOODOOODOODOOD fragmented packet D OO O
coooooo
-000000oooo0oMU00DO000ooOD00oooD0oooODO0ooooDoo

goooood ip reassemble-output

oo O OO ip reassemble-output

O no 0  no ip reassemble-output

ooooooo

gooo0opoodoOoooU0U0obDOo™CooooO0ooooUUbOOooOUoDooUOoDooOoooDo
00000000ooo00ooo00oo0o0DooooooooOooDoooO IPOODODOOOOD
gooooo0ooooOoOoOooOoOUooOooUOOoOoooUOUoOoOoOOoUoODoogOoDbDooOooDo
0000000000000 00ooD0ooO000o0o0000ooO000DoOOoONXROODO
oooooooooooOoooocOoOwooOoOoOOobOOoOoUOboOogOoDooooo
- fragmented packet(C OO OOOO)ONMUDOODOOOOOODOOD fragmented packet D MTUD O
oooooooooooooooo
- fragmented packet(CO O OOOO)ONMUDOOOOODOODODOOODO fragmented packet OO O
ooooooo
- 000000000 0OMUODOO00O0DOOOODOOOd fragmented packet0O0O0O0O00O0O0O0OO
oooooo

ODefaultOOglobal DO OO0 interface0 00000000 OGIobal 0 OO interfaced OO AND
oooooooDoOoOooooOoooooOoooooooogOrr forwardingO ODODOOOODOO
ooooo

gooooooooooooboobooooo3z0pobooooooxk3 gooooooooooooDo
00000000000 0D00O0O0O0ODOOddip reassemble-output OO0 O0O00OO0OO0ODOOOO
ooo
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O ip arp reachable-time

0000000 UCUUOOOARP J000O0O0O0ODODOOOOODOOOO
ooooooo ip arp reachable-time <30000-3600000>

ooooooo ip arp reachable-time 30000

O0O0ONoO OO  no ip arp reachable-time

0000000 showarp JO00OODOOOOOOOREACHBLED DD OOOODOODOO

OO00D00O000.5 0 1.50x reachable-timeODO0OOOOOOOOOO

O ip arp queue length

gooooon

OEthernet/VLANOOOODOOCOOO IMODOOCOODOOCOOODODODOOOD next hopd O MACO O
00000000000 0Do0b00o0oOrMACcO0ObDObOODODOD queweingDOOOD0ODO
goooboooogon

ooooooo ip arp queue length <1-1000>
ooooooo ip arp queue length 3
Oo00ONoODOO no ip arp queue length
goooooo

Jo00o00o0o0oOdEthernet/VLAN) OO DODODODODOOOO

Ooueued OO0 O0OOODOODOODOOOOOOO

000 queved queueingU 00000000 DOODOODOOOOODOODOOOODOODOODOOQueue
oooboooboooooouooobuobodbdguesed O oboobobooboOonO

O ipv6 nd prefix

goooooo IPv6 Routing Prefix Advertisementd O OO 0O0OO
goooood ipv6 nd prefix X:X:X:X::X/M

(J<valid-lifetime:0-4294967295> <preferred-lifetime:0-4294967295>)
O no 0 no ipv6 nd prefix X:X:X:X::X/M

(J<valid-lifetime:0-4294967295> <preferred-lifetime:0-4294967295>)
od OO0 Ethernet/VLANO OO OODOOOOODOOO

O ipv6 nd send-ra

goooooo 1Pv6 RA(Router AdvertisementD OO0 /00000000
goooood ipv6 nd send-ra (RADO)
g no O no ipv6 nd send-ra (RADO)

O ipvé nd ra-lifetime

ooooooo IPv6 RA(Router Advertisementd OO OO0O0OO0OOOOOOO
ooooood ipv6 nd ra-lifetime <0-9000>

oo o oo ipv6 nd ra-lifetime 90

g no d no ipv6 nd ra-lifetime

od od ra-lifetime >= ra-interval maxO0 0O O0O0O000COO0OOCO
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O ipv6 nd ra-interval

goooooo RA(Router Advertisementd 00000000 ODOODO
goooood ipv6 nd ra-interval <min:3-6750> <max:4-9000>

oo O oo ipv6 nd ra-interval 10 30

O no 0 no ipv6 nd ra-interval

ood OO0 min<max x 0.75000000000000000

O ipvé nd ns-interval

OO0OO0O0O0O0  NSONeighbor Solicitationd OO OOOOOOO0OOO
ooooooo ipv6 nd ns-interval <msec:1000-3600000>

oo o oo ipv6 nd ns-interval 1000

O no O no ipvé nd ns-interval(J 0 00O

O ipvé nd rs-interval

0000000 RSO Router SolicitationD OO OOODOOCOOODOCOCO
goooooo ipv6 nd rs-interval <interval:1-10sec>

oo o oo ipv6 nd rs-interval 1

O no O no ipvé nd rs-interval(0 O 00O

O ipvé nd rs-count

0000000  RSORouter SolicitationD OO OOO0OOOOOOO
goooooo ipv6 nd rs-count <count:1-2147483647>

oo o oo ipv6 nd rs-count 3

O no O no ipvé nd rs-countll] O OO0

O ipvé nd reachable-time

ooooooo
oooooo0000oooo0@oooooo0o00oooDoo0o0ooooDooOooooooDooDOog
oooo

gooooog ipv6 nd reachable-time <msec:0-3600000>

oo o oo ipv6 nd reachable-time 30

O no O no ipvé nd reachable-time(11 00O OO

od od
00oD0000ooo0o00oDo0o0OoooOd00oooDO0U0oDOooDOoUooOoOOOoOU0DoOoOOoODoOO
godoOooooooooooooooooo

O ipv6 nd dad attempts

gooobon DADCI Duplicate Address DetectionD 0 OO OODOODOOODOO
goooood ipv6 nd dad attempts <0-600>

oo O oo ipv6 nd dad attempts 1

O no 0 no ipv6 nd dad attempts[D O OO0
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O ipv6 nd accept-redirects

goooooo

O1Pv6 forwardingD OO OO OOOICMPVE redirects 00000000 OOOOODOO0OO
ooooooo ipv6 nd accept-redirects

oo o 0OOd no ipv6 nd accept-redirects

O no 0 no ipvé nd accept-redirects

od od IPv6 forwardingD OO0 0000000 OODOO0ODOODOOOOOOO

O ipv6 nd queue length

oooooog

O Ethernet/Vlan interface 0O IPv6 D00 OO OO0 O OO OONeighbor DiscoveryD OO DO OO O
O (nexthop)d mac addressO0 00000 0OO0O0OOOOOOmac addressd00 000 OO queueingd O
ododooooooooooooooon

OQueue D OneighborO entry0 00 OO0 OOO

Oqueueing0 00O packetODaddressO0 0000000 O0OOO0ODOOODOOO

OQueueD fullDOODOODOO packetO O OO OOqueued DO OO dropO O OO0

ooooooo ipv6 nd queue length <1-1000>

oo 0O OO0 ipv6 nd queue length 3

O no O no ipv6 nd queue length

oo oo IPvaO IPv6 00000000 Oiunterface00000000ODOOOOO

IPvaOOOO0OOip arp queue lengthOOOOOODOODO

O ip access-group
ooooooo
Oglobal mde0 DO OO ACLOOOODOODOODOOOODOODODOOODODODODODOOO
ooooooo
ooooogn ip access-group (injout|forward-in]forward-out) IPV4-ACL-NAME
OO0ONeOO0O no ip access-group (injout|forward-in]forward-out)
ooooooo
000000000000 00000D00D00D000000 (@O0 Packet TravelingD OO)O0OO
00400000
in(local input) NXROODODODOODOODOODODOOOOODOOO
out(local output) NXRO OO OO OODOOCOODOOOODOOOODODOO
00000000 OoooooNRDODO0O0OO0OD0D0ODO0ODOODOODOOODOD
forward-in NXROOOODOOOODOOOODOOOO forwardingd OODOODOOOOOOODO
forward-out NXRO OO OODOOODOOOOOO forwardingD OODOOOODOOOOOO
OmacO 0000 ACLOOoutd OO forward-out 0 000 O000O0OO0OOOO

O ipv6 access-group

coooooo goooooooOoweoooooooooooooo
gooogooo ipv6 access-group (injout]forward-in]forward-out) IPV6-ACL-NAME
O no 0 no ipv6 access-group (injout]forward-in|forward-out)
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O ip masquerade

ooooooo

000000000000 00000o00ooooooooooo a0 00Oooooooog
ooV 0000000 ooooooon

gooooon ip masquerade OOO0O

goooooon no ip masqueradel] O O O

gooONeO OO no ip masquerade

ooooooo

000000000000 (Ethernet/VLAN/PPP/Tunnel/Bridge) D 0 0000000 ODOOO
OTCP/UDP/ICMPO 0000000 ODOOOO0ODOOOUODOOUODOOOUOOOODOOOOOOO
gipveO0 00000 IPOD0OOODOODOODOOO

Oforward out/local output O O OO O O0OCOOO0DOOOOOOOIPOODOOOOOODODOODOO

O ip (snat-group]dnat-group)

goooooo

Oglobal modeO0 O OO0 SNTOOODNATOOOOODODODODOODOODODODOOStatic NATO
dooooopooooood

OSNATOOODODOOOOODODOODOODODNATODDODODOODODO0ODODOODOODOOO

gooooon ip (snat-group|dnat-group) NAT-NAME

OooONeO OO no ip (snat-group|dnat-group)

goooooo NATOOODOOOOOip snat/ip dnatd O OO (global mode)D O OO OO

O ip webauth-filter

ooooooo
OwebOOOOOOOOOOOOOOOOOOODOOOOOOOOOOOOOOODOOUOOOOODO
oOooooOwebhDOOODOOOODOOODODOOODOOO
OwebOOODOOOODOOOOOODOOOODOOONINNOUTODOOODOOOOOOOOOODOOO
od

ObefaultO OO OODOOOOO

goooooon ip webauth-filter (forward-in]forward-out) WEBAUTH-ACL-NAME

gooONeO OO no ip webauth-filter (forward-in]forward-out)

ooooooo

OwebOODOODODOODOOOOOOOIiup web-auth access-listO OO O Oglobal modeD O OO O
oooooo

OWwebOODODOOOOWeb Authenticate modeJ 0 OO OOODOOO

O pppoe-client ppp

OoOoOoOoOooO  PPPEO0OOOOOOOOOOOO

goooooo pppoe-client ppp <0-4>

oo O oo no pppoe-client ppp

O no O  no pppoe-client ppp <0-4>

o0 OO PPPECOCOCOCOOOOOOODOODOOOODDOODOOO
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O ip spi-filter

ooooooo

000000000 0O0DOO0ODOOSPIO stateful Packet Inspectiond D000 O0OO0O0OOO

jooodoooooo0o0oo0ooooOdooooo00oDoOOoUoDoO0UoDoDOoOooDoDOoOoDoDOg
oooo

oooobogon ip spi-filter 0OO0O0O

oooogoono  no ip spi-filterD OO O

goOONeO OO no ip spi-filter

ooooooo

0000000000 0ODOestablishedD OO related0 0000000000 OCOO0DOOOOO
OEstablishedOD O O0O0O00OO0OO0O0OOCOOOOODOOOODOCOOODOOODOOODODOOOOOO
ORelated 000000000000 ODOOODOOOODOOODOOOFPOO0DODOOODDOODDO
oooo

00000o0o00ooDO000syn000000OoOoO00ooOOoO0ooOoOOooDoDooo

gsPiOOforward inO0O0O local input0 00000000000 OOOOOOOCOODOOOODOO
ooooog

O ipv6e spi-filter

coooooo IPv6 SPI filterODOOOOODO
ooooooo ipv6 spi-filter

oo o oOd no ipv6 spi-filter

O no O no ipv6 spi-filter

O ip spi-filter log
O ipv6 spi-filter log
0000000 QOO0OD0O0OO0O0O0OsyslogmodedO0O00OD0ODOOOOOO
O00OOoOoOoshoooogooooooodsyslog0O00OOCOOoooOooO
ooooooo ip spi-filter log [limit <0-100>]
ipv6 spi-filter log [limit <0-100>]
ooooogon ip spi-filter log limit 10
ipv6 spi-filter log limit 10
goOONeO OO no ip spi-filter
no ipvé spi-filter
ooooooo
Clhimitd000O000100000C000OO000DOOo00DOoOoO0OobDOOOO/0000O
OwANO OOODOoOO0oooooooosPI000ooooooooooooooooooooooono
gobooooooooooogooooo
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O shutdown

oooooog 0000000000000o0oooooooogono
ooooooo shutdown

od 0O Od no shutdown

O no O no shutdown

O ipsec policy

0000000 0Oo00o00ooooooogolrsecd0dDO0OOOOOOOOOOO

ooooooo ipsec policy <1-255>

O0ONOODO no ipsec policy (]1-255>)

ooooooo

O000oooooodrirpsecO 000000004000 0000000000000000OO
000000O0oooooogiIpsec00000DOOO0ODOOOODOOOODOOODO

O ipsec policy-ignore

Ooooooo

OlIPsec policy 00000000000 ODODOOOOOOO0OIPsec policy OO0 any OOQOO
00000000000 O00O0oO0 IPsec OO0ODODOO0ODDODOODDODOODOOOODDO

ooooooo ipsec policy-ignore (]inputjoutput)

ooooooo no ipsec policy-ignore(J 00O

OO0ONoOODO  no ipsec policy-ignore

Ooooooo

Olnput0 00 0O0OO0OOiinbound policy check OO0 OOO0OOOOOIPsec OODOOOOO0OODOOO
000000 ooboooooooodooooooooooo

Coutput 000000000000 OOOOOOOOOOOOOOODOOOIPsec policy DOOO
oooooooooooooooog

® QoS

0000000 QeSOOOOOOODOOOODOOOO

o classify

OO00oO0oogd  classify (inputjoutput) route-map ROUTEMAP
ooooooo

OOO0U00O0O0o0U00OOOo00DOOo0o00DO01l0D0gUoooOOOOinputO outputd OO OO
goooboooobo

Cinput0 00000000 DOOCOOPRE-ROUTING(O O O Packet TravelingO OO )OO0 OOOOOO

Coutput DO O O0DOOOOODDOOOPOST-ROUTING(O O O Packet TravelingO O O)ODOOOOOOO

o no classify

OO0o0doogd  no classify (Jinputjoutput)

ooooooo

O0o00o000o0o0oooooooooooooOoooon

(Mno classify0 000000000 (inputl output) D0 00000 DOOOOODODOOOODOO
input0 00 output 0O OO OO0
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O session invalid-status-drop-interface
goooogo

Osession invalid-status-dropd O (global mode0 O0)0 O O0OO0OOODOOOCOODOOOOODODO
O00000defaultOOOOOO

ooooooo session invalid-status-drop-interface enable

oo o oo session invalid-status-drop-interface enable

O no O no session invalid-status-drop-interface enable

ooooooo

O0O00DO00000O0obOoooobooboOoooonodglobal mode D session invalid-status-drop O

gooDo0oOooboooooboOooooObo0ooboob0oooDoooODOOUethernet 00 DOOOOO
googboboooboboooo

- global mode 0 O session invalid-status-drop0 0000000
nxrg240(config)#no session invalid-status-drop enable

- 000000000 bOo0obOOoooooooDooo
nxrg240(config)#interface ethernet 0
nxrg240(config-if)#session invalid-status-drop-interface enable
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O ip arp filter

ooooooo

0000000000000 00D000000D0000000 ARP requestd0000OOOARP
replyd0 00 /00000000CO

goooooo ip arp filter

oo o oo ip arp filter OOOOARP reply000O0DO0O
0 0o nob O no ip arp filter OOOOARP replyC OO0
ooooooo

OO0 LANODOODOODOOEthernetJ 000000 0ODO0OO0ODOODOOOOODOODOODOODODO
OCOARP reply0000O0COOO0O0OODCOOOODOO

OO0D00000LLANOODOODOOD host routeJ 0000000 O0DO0OODOODOOOOO0ODOO host
OOOARP requestOOOOOARP reply0 0000000 OOO0DOOOODO

OARP reply0 000 000DOOO0OODOOODOODOODODO

O ip arp gratuitous
0000000 gratuitous ARP(GARP D OO O OOODOCOO
gooooog ip arp gratuitous <attempts:1-255> <interval:1-3600> <delay:1-600>

ip arp gratuitous (= ip arp gratuitous <attempts:1> <interval:1> <delay:5>)
oo 0O oo no ip arp gratuitous JOOOGARPO O OO ODODO
0 O noO O no ip arp gratuitous
ooooooo
OOO000O0O0oO000OOO0O0O0OAPOOOOO0OOOOUOODOOOOOOUODOOOODOOODOODOOGARP
(request) D00 OODOO
gpO00o000ooOoO00ooooooOoooDoGeARPOODODOOO
00000oo00oo0o0ooo00ooo0oooDOdUOcGARPODOOOOO
OVRRPOOOODOOCOOODOOOVIPOOOOCGARPODOOOOODO
OGARPO 0 U 00OOdefault 00000000 DDOO0OODOOOOOODODOOOOODO(sec)idon
O00DOdelay(sec)CO0O0O0O0OO0OO0OOOOOODOOO
000000000000 00D0Ethernetd VLANO Bridged O O
OOOOVLANO BridgeO OO0 DOOOO0ODOOOOOOOOODOUOOCGARPOOOOODOOOOODOOO
0ddoooooopooooooooooogo
OpHCPO OO ODOOOOUODOOODHCPOOODO IPOOOODOOOOODOOOUODOOGARPOOODOO
00oooooooOowrdooo00o0ooO0oooooD00ooooooDoGARPODOODODODOO
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O bridge hw-address

oooooog interface bridge0 00000000 HWW ODOOODOOODODOO

goooooo bridge hw-address HH:HH:HH:HH:HH:HH

O 0 nod0 O no bridge hw-address

ooooooog
O000C0O0O0ObridgeCO0ODOOO0ODOOOODOOOOOOOODOOOODODDOOODAHW OOO
ooooooood

OHW OOO0O0OOoOOooOooooOoooogoo

O bridge mac-aging

goooooo interface bridgeJ 00 00O00ODO0O mac-aging DO O O0OOO
J0oO0oOoogdo  bridge mac-aging <15-3600>

goooooo bridge mac-aging 300

O 0 nod O no bridge mac-aging (= bridge mac-aging 300)

O bridge mac-table-size

goooooo interface bridged 00000 ODODOO mac table size(FDB) O OO DO OOO
0000000  bridge mac-table-size <10-65536>

0 0 nod O no bridge mac-table-size

O bridge multicast-snooping enable

0000000  multicast snoopingD 000000 ODOOOOO
goooooo bridge multicast-snooping enable
0000000  no bridge multicast-snooping enable

0 0 nod O no bridge multicast-snooping enable
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m bridge stp

o bridge stp enable

gooooog STPO Spanning Tree ProtocolD O OO OOOODO

0000000  bridge stp enable

goooooo no bridge stp enable

O 0 nod0 O no bridge stp enable

goooogog  sPO00OO0CO0ODOOOOOSTPOO0O0OO0OOOOOOOODODOO

o bridge forward-delay

00oooogo  bridge forward-delayO OO0 0000
goooogno  bridge forward-delay <4-30>
0000000  bridge dorward-delay 15

0 0 nod O no bridge forward-delay (= default)

o bridge hello-time

00oooogo  bridge hello-timeO OO OO OO
goooooo bridge hello-time <1-10>
Joooogdo  bridge hello-time 2

0 0 nod O no bridge hello-time (= default)

o bridge max-age

0000000  bridge max-ageO OO O OO0
goooooo bridge max-age <6-40>
0000000  bridge dorward-delay 20

0 0 nod O no bridge forward-delay (= default)

o bridge priority

0000000  bridge priority0 000000
goooooo bridge priority <0-65535>
0000000  bridge priority 32768

0 0 nod O no bridge priority (= default)

o bridge set-flow

0000000 bridge set-flowO OO OOO FLOWOOOODOOO
goooooo bridge set-flow WORD

O 0 nod O no bridge set-flow
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O openflow controller-address

oo0oooooo
O0o0ooon
O 0 noO O

0000 openflow-controller O IP OOOOOOODOODOO

openflow controller-address ip A.B.C.D (port <1-65535>])

no openflow controller-address [0 00 0O controller-address 0O OO0 OO0
no openflow controller-address ip A.B.C.D

no openflow controller-address ip A.B.C.D port <1-65535>

O openflow datapath-id

goooood
ooooooo
0O 0 nod O
opoooooo

switch 000000O0OOdatapath-id 0000000000000
openflow datapath-id HEX

no openflow datapath-id

HEX O O O<1-FFFFFFFFFFFFFFFF> OO 00000000
000000 0o0oooooooooooooo

O openflow protocol

goooooo
ooooooo
0O 0 nod O
ooooooo

openflow-controller OO 0O 00O OO Openflowd Protocol 0000000
openflow protocol {10]11]12]13]|14]15}

no openflow protocol
l000000o0oU0oooooooooooooOoooogoo
OO000o0Odooi1oQeerl.0)DO0O0O0OOO

OpenFlow Controller0 00000000 0OOO0ODOODOOOO
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O 12tpv3 access-group

doooodo
ooooooo
0 0 no0O 0O
ooooooo

BridgeJ DO O0ODODOOOODOODOOODOIN2tpv3 access-list 000000
12tpv3 access-group (injout) WORD
no 12tpv3 access-group (injout)

OWORDD root OACL ODOCOOOODODO

Oroot O ACL OO Oglobal OO OO I12tpv3 access-list WORD root 0O DO OO OO M
Oin: Xconnect OO OOO0DOC -O000O0OO0ODOOCOO0OCOOOODOOOOODOOOODOOO
Oout: OOODOO - Xeconnect 0O U000 OOODOOODOODOODOOOOODODOODOODOOO

m 12tpv3 12rp

gooooon

o enable

opoooooo
goooooo
0O 0 noOd O

o type
0Doooooo

ooooooo
0O 0O noO O

oo O Od
goooooo

o priority
oooooood
ooooood
O 0O no0 O
oo 0O OO0

o preempt
ooooooao

ooooooo
0 0 noO O
oo o oo
goooooo

L2TPv3 L2RPOO DO ODOOODOODOODOOO

L2RPODCOOOOOO
12tpv3 12rp <1-255> enable
no 12tpv3 12rp <1-255> enable

MasterOOOOOOOOOOCOODOO

DefaultO O Opriority0 00000 0OOOOOODO

12tpv3 12rp <1-255> type (priority|active)

no 12tpv3 12rp <1-255> type

12tpv3 12rp <1-255> type priority

priority0 000000 Opriority000000OOmaster0 00000
activeJ OO O0ODOOOactive sessiond000000OOmaster0 00000

MasterOO OO OODOOpriority0000000OO
12tpv3 12rp <1-255> priority <1-255>

no 12tpv3 12rp <1-255> priority

12tpv3 12rp <1-255> priority 100

PriorityJ 0000000 master0 0000000 backupOOOOOOOODOODO
ooooobooogo

12tpv3 12rp <1-255> preempt

no 12tpv3 12rp <1-255> preempt

12tpv3 12rp <1-255> preempt

OpreemptO0 00 0OMaster DO OO0 0O0O0O0Otype0 00O O0OO0OO0OOOODOODODOO
Opreempt 0 00 Opriorityd 000 session0 00000 LCCEOODODOODOODObackupO OO OO0

oogd
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o block-reset

oO00o0oO0o00d OOoU0O0OO0oU0boCocOoUbDOoOU0ODoCdwnOOOODOOOOOOOMACOOOOO
ooooooooo

ooooogoo 12tpv3 12rp <1-255> block-reset

O O noO O no 12tpv3 12rp <1-255> block-reset

ooooooo

OGroup blockingD OO ODOODOOOOOOODOODOO

OGroup blockingOD O OO OO OOONO Advertise FrameDO OO OO0 OO0 OO0 O LCCED Advertise

FrameeOOODOOOOO0OOLoopOO0ODOO0ODOOO0ODDOOFramed 00000000 OOOODODO

o timers advertise

0000000  L2RP Advertise FrameO O OO OO O0OOOOOOO
ooooooo 12tpv3 12rp <1-255> timers advertise <1-60>

O O noO O no 12tpv3 12rp <1-255> timers advertise

oo O OO0 12tpv3 12rp <1-255> timers advertise 1

o timers delay

0000000  L2TP session0 0 0O Otimers delay0 000 00 O0OGroup BlockingD OO O OO
FrameeO O OOODOOODODO

ooooogoo 12tpv3 12rp <12rpid:1-255> timers delay <0-60>

O O noO O no 12tpv3 12rp <1-255> timers delay

oo o oOod 12tpv3 12rp <12rpid:1-255> timers delay O

ooooooo

OLRPOO0O0O LoopO OO OOOOOOODOOCOODOOOOOODOOOOOLZRP Frameddoooon

Oloop OODOODOODOOOOOBIocking OOOOODOODOODOODOODO Broadcast Storm 00O 0O O

OO00Otimers delay0 00 O000O0OODOBroadcast StormO0 000000000000

Otimers advertise0 0000000000 OOODOODODOOO

o port-reset

ooooooo

OL2TP GroupD OO L2RPO OO D OOL2TP session0 00000000000 OOOOOFBOODO
oOvaCcOOODOOO0ODOOOOOOOOOOU0OOOUOOOS00DOO00ODOOOODODOOODO

Oport reset0 000000000 Omaster - backup O OO Omaster - init0O0O0O000ODO0O
L2RPOCOOOCO0ODOOCO0ODOCOOdownOOOOOOOODOCOODOOERDBO flushOOODODO
oooobogon 12tpv3 12rp <12rpid:1-255> port-reset

O O noO O no 12tpv3 12rp <1-255> port-reset

oo 0O oObo no 12tpv3 12rp <1-255> port-reset
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DODNS O O

DDNSO Dynsmic DNSO O O OODOOCOOOOOCOOOO wpPOCO00OO0OOOCOO0OOOOO0ODOOOOODCOO
goooboiwoooboooboooboOowoooboobooboboooooNsooooboobooarho
goooooobgobooooo
gooobooobooboobowproobobobobooboobooboboboobDoobDoobobDbo
gogo

m DONSOOOOOO0OO0OO0
gooobgoobooooNsOoooobooboooobooobo

odOOOOO
goobnsOOCOO0OoOoodoooooOoooooOoooooooooo
ooooooog

http://ww.dococame.net/

0 Dyn

http://dyn.com/

odOOOOO
gobpNsSOO00O00oo000ooo0ooooooooo0oooooooooooooo
[J DEDNS
http://ww.dtdns.com/
ONo-1IP
http://ww.no-ip.com/

ocdOOOOOO
gooobooobogoooNATOoDOOoDoobObooobooboobwpboobooboboooboobo
gimwpOoobooboboooboboboIooobooboobon
@UoNsOOoooooooogo/p0ooogooooog
goomwprooboOooboOoooOooDpNsSOODg URLO HTTP QueryD OO ODDOODOOODOOODOODODOO

gooooooboooboobomwroobobooobooboobrPoobooboobobbooboOoO

OO0OooOooooooiIpvy/ipveOOOOOODODNSOOODOODOOOOO
OO0O0D00O0O0URLOOOHTTP QueryD OO OOOOOOODOO
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m IPOOODOOCOOO
oooobooooboboooopNnsggoooooogwoogboooobooboooog

DONSO O OO OTCPBO(HTTP) D DO DO OODNSOOOOOODOOOOoOoooooooowobooooo
poNSO O OOoOooooboooooboooobowrboooogopnsgboooooooogooooog
Uo0ooboobobooboboooboarrPOOO00O0ODO0ODLOO0DODOOOODOODOn
gobooboobooboobobooboobobobobboboobooboooboboawpbooo
goponNSOOoOooooooboobobobooboobg

ocbogonouoOono
00000000 configurationd O OO O0O0O0OCOOOO0ODOOOOODOOOOOOOOOODOOO
goOwooobooboboobooboomwrobooboobooboboo

ocOUobObOOoOonoOoDbOO
goooboobooboobooboboowbobbobbobooboobooboobo
IiPOO0OD0O0OO0O0OO0ODOO0OOOIOO0ODO0ObOO0bO0DOon

o lPODODOODOOODODOO
goboNsSOOooooooooooooobooboowooobooooooboooboboooooo
gboooboobogobooobo
goooboboobowobobobobooboobooboobooobobooboobooobo
iPOO0OD0O0O0ODOOO0DOODOOODbDOO0bOODOOOobDOoO0bOOoOobD PO0bODODDbOObODDOODOODO
ooomwooooooooooogoooboooooooo@ooo)opOoooDoooOoDOO
gboooboooboobobooboooboboboobooboobobboobDooboobo

oQjnogonO
gboooboooboobooboboobooboobobboomwrobooboobooboboo
gogono
obooooobowboboooobooooobowbooogoboobobooooboboooobooeo
gogono

m 0000
NSO OO0 O0O0O0OooOo0noooboooOOshow ddnsO 0000000 OODOOOOOODOOODOMH
ooog 0o
Configuration is incomplete ooobooooooooao
Starting DONSO OO OooO
DDNS connect attempt poNSO DO OooOoooooooooooooon
Failed login pONSO DO O0oooooooooooo
Succeed poNSO OO ooomwroooooooad

378



O 370 DDNS mode

DDNS mode

O OO command

nxrg240#configure terminal

Enter configuration commands, one per line.

End with CNTL/Z.

nxrg240(config)#ddns
nxrg240(config-ddns)#

O service enable

googooog
goooooo
googooood
goONoO OO

O account
googooog
goooooo

poNSO O OoOoooooooon
goood
goon

service enable
no service enable
no service enable

poNsSOOOOoOoOoOoOooooooooimooogooooooooooo
account username USERID password (]hidden) PASSWORD

O bind-interface

googooood
goooooo
gooobood

0000000o0oooooU0oooooDooooooooooog
bind-interface INTERFACE
00o0D0D00oo0ooooo0ooooooOoIroooooooooooooog
INTERFACE 0 O O ethernet, ppp, bridge0 00000000 OOOO

O forced-update-interval

gooooboo
googoooo
goONoO DO
goooooo
goooboo

IPOCO0O00OOO0DOOOOOOODOOO
forced-update-interval <hour:0-720>
no forced-update-interval

forced-update-interval 0 O0O0O0O

goooooiwobooboobobooobooobbooowroobobboboobooboobo

gogo

O ddns-provider

googooog
goooboo
googoooo

O domain-name

gooooboo
gooooog
goONoO DO
googooog

gooogonsOoooooooooooboooo
ddns-provider (dococame | dtdns | dyndns | no-ip | http client)
000000000 0D0DoOoOhttp clientd0DO00ODO0O

IPO0DO0O0DOOCO0ODDOOODOOOODODOO0OD0
domain-name DOMAINNAME

no domain-name (|DOMAINNAME)
00000ooooos000Dooooooooooon
O000000oooooooooooooogoo
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O query

ooooooo OO0000oOooooOoouoDOonDOdTTP Queryd D OOOODO

goooobo query WORD

ooooooo

OueryDDOODDOODDOODOODOODDOODDOODOUODbDOODDODODO
s{NEHOoCOoooogono
${IPHbind-interface 0 0000000000 O0OOOOO IPVMOOOO
${IPV6}:bind-interface0 00O OO0O0DOOOODOOCOODOO IPGOOOOOOOOO

goooboboboooooooog

ooooooooobomwpkv40oooomwpveOoooooooooooboooooooboboboboo

go00oo0ooobO0obOoboooooomwooOoboOoboboboboobooo

O url

0000000 QOUOU0ODOOOUOoocOoOoDooOOoobpNsOOOOOOOOOn
ooooooo url (iplipv6) WROD

OO0O0oo0o0d0d OO0 WLOhttp://0000000O
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access-server profile mode

O OO0 command

nxrg240#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxrg240(config)#access-server profile <0-31>
nxrg240(config-ras)#

ooooooo coooooooooooooooboooo

O ppp username

opoooooo oo0oooooooooOowprbDoooooooooooooooog
ogoooooo ppp username USERID ip A.B.C.D

gddNoOOO no ppp username

ooooooo OO0D0DMoOD 1RASODO0OODOODOODOOD
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m Virtual-template interface

OLTP INNOODOODODOOOOORAS)DDDOOOOOOODOOOPPOIOOODODONDOOODOO
000000000000000000

OVirtual-template 0 0 0000 0call DD OOODOPPPODOOOOOONODOOODOOOODO
OOPPPOODOOOO

OVirtual-template interface 0D 0000000000000 00000000000O000O0OO
O0000OPPODOODODOODOODOOOppp <100-256>000000000000000000

O OO0 command

nxrg240#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxrg240(config)#interface virtual-template <0-0>
nxrg240(config-if-vt)#

O description

0000000 OoOO000O0ooooooogoood
ooooooon description DESCRIPTION

OoOONeO OO no descritpion

ooooooo oOOoooogdooOa-z,A-Z,0-9,- .e000O

O ip address

ooooooo ooooooooiwrogoooooooooon
ooooooon ip address A.B.C.D/32

ooooood 0000000000000 000D000O0
O mtu

ooooooo wMuObOOoDOOoDoOooo

oooooon mtu <bytes:68-1500>

0o0oooono  mtu 1454

gddNoO OO no mtu

ooooooo

Ovirtual-template D 0 0000000000000 0OOOOOOOvirtual-templated 00000
gooooooooooooo

O ppp lcp mru

0oooooo MuOODODoDoooo
ooooooon ppp lcp mru <bytes:128-1500>
googoogn ppp lcp mru 1454

OoOONeO OO no ppp lcp mru

ooooogoo

Ovirtual-template 0O 0000000000 DOOO0OODOOOOOOvirtual-templated 00O OO0
oooooooooooooon
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O ip redirects

ooooooo

OICMP redirectD type=s50 00000000000 00ODO0O0OOOO0ODOO0OOOOODODOOO
0000000 OO0ORFC792[0

00000 Send redirect00000O0OOICMP redirect0 0000000000 O00DODOOOODOO

ooooooo ip redirects

ooooooo ip redirectsd 0O (O0O)

OO0O0ONeO OO  no ip redirectsd (0 0O)

ooooooo

O ICMPRedirect 0 0 O O interface mode O ip redirects0 00000000

O ip tcp adjust-mss

ooooooo

O Path MTU DiscoveryO PMTUDO O O OEnd-to-end 0 00000 0O0O0D0ODOOOOOONIUOCOCOOO
0000000000000 000000000000000000000ooooooooooon
O00O0O0O0OIPMADOO0O0OODDOD ICMP fragment needed 0000000000 OOODODOO
0000000000000 00DOoOPMTUDOOOOOOOOO0OOOOODOOODOOOPMTUD
000000000oooooooNuOD0O0O0000000000000o0o0oooo00OOEnd-
to-end0 000000000 DO0O0OOOODOOOOOOOOOOTCPOO  SYN/SYN-ACKOD O OO
oMssOOO0OO0O0OD0O0O0O0O00OOO0OO0000ooooooooTcPOODODODOOOODOOOODODOO
0000000000000 oooooo000o0o0UoUUoooooooooon

ooooooo ip tcp adjust-mss (auto]<500-1460:bytes>)

ooooooo no ip tcp adjust-mss

OO00ONOODO  no ip tcp adjust-mss

ooooooo

OO 00000000 D0DOOTCPOOOODOODOOOOOOTCPOOOOOOODODOODOOODOD
O00DD0000ooO00oopooOooogooosssocoooooono

O00000OoONMSSO000000000auto 00000000 0ONMSSOOOOOONSSOOODOO
o000oooooooooooo

O00000O00O0ooooNMsSsO00ooooooooNssooooooMssOoooooooooo
ooooooooo

ouPOICMPO OO0 0OOODODOOODOODOOOODODOODOOOCOOOOODFODOOOODDDOOOO
oo0o00oO0oO0o0oO0OO0O000O00OO00O0O0OO0OO0OO0OOO0OOOOOOOOOOOO

(Mno ip tecp adjust-mssO O OO OOOOTCP NSSOOODOODOOOODOODOO
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O ip mask-reply
ooooood
OOpenviewD OOODODOOODDOODODOOODODOOODOOOODOOO ICMP address mask request
Otype=17000000000O0CO0O0OCOOO0OCOOODOOOUODOOOODOUOUODOOOOOODOO
000oooooooooooood
O00O000DOICMP address mask request 000000000000 OOOOOOOO
gooooon ip mask-reply O ICMP address mask requestd 0 00O 00O M1
0000000  no ip mask-replyd ICMP address mask request0 00000 O
gooONoeOD OO no ip mask-reply
ooooood
O ICMP address mask request/reply O O O O interface mode O ip mask-reply0 00000000

O keepalive Icp-echo

0000000 LCP echo requestD 00 O00OOOOOOODOOODOOO

googooog keepalive Icp-echo (]|<interval:30-600> <failure-count:1-10>)

oo o od keepalive lIcp-echo 30 3

O no O no keepalive lIcp-echo

ooooooo

O Icp-echo request/reply0 0000000 OFailure cont0 00000000 OOPPPODODOOO
od

O ip rebound

ooooooo

0000000000000 000000D0O0000oOo000DooOO000o0o0O0O0nno (forwarding)
OO0000000000ONROODOO0OO0OD00000000000000000000NXROODOTTL
gooooOoOoOUOoOOoOoOOOoOooOooon

OIP rebound0 000 0000000000000 O0OO0ODOO0OOODO0OOOODOODOOOOODOOO0O
000000000 0DO0O0 destination unreachable0 000000

ObefaultO 00O O0O@OOOOODOOOODOODOOODOODODOOOOODOOOOOO)O

goooooo ip rebound

oo O OO ip rebound

O no 0  no ip rebound
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O ip reassemble-output

goooood

coooogoooowuobooopePvuoDOOooooogoue forwardingD OO OOOODOOOO
jjdoooo0m@ooodoooo00oooodoomoogooooooooooooooo
gooooooNRROOOOODOOOOO0ODOOOOOOO0ODOODOODOOOO0ODOOOOD
- fragmented packet(C OO O0OD0OO)OMUOOOODOOOOODOOOOOOOOODOOOONMTIUO
ooooooooooooooooo
- fragmented packet(COOODOOO)OMUODOODOOOOODOODOO fragmented packetO O OO
ooooooo
-00000ooodoowMuooooOoooDoOoooooooooooogoooogo

goooooo ip reassemble-output

oo O OO ip reassemble-output

0 no 0 no ip reassemble-output

goooood

goooooooooooo0oo@m@moooooooooboooooo0oooOooOooDoobooo
jdooooooooo0opooOo0OoooO0OdDoooooooOogoooooIPOOOOOOOO
goooooooooOoooooooooogooooooooo0oooDooooDooooDo
000oo00o0ooo0oooO00oOo0o0DoO000ooDoO00OoDooOOOooooOONROOO
gooooooooooooooOoowooooooboooooobooobooooo
- fragmented packet(CO DO OOOO)ONMUOODOODOOOOOOD fragmented packetDd MTUD O
oooooooooooooogo
- fragmented packet(CO DO OOOO)ONMUDOOOOOODODOOODO fragmented packetD OO O
ooooooo
-0000000000OoOMUODO00O0DOOO0O000 fragmented packet00O0O0O0O0OO0O0OO
oooooo

ODefaultO Oglobal OO OO0 interface0 00 00O0O0ODOOGIobal OO0 interfaced OO AND
gooooooooopoooOooooooooooDoooogOn forwardingDOOOOODOOO
ooooo

cooodoboooOoooooOooDoooO032gbooo0ooooss foooooooboooooDoon
00000000000 0DOOC0O0OO0DOdip reassemble-output OO0 00000 O0O0O0DOOOO
od
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interface virtual-template mode

O ip access-group

oooooog

Oglobal mdeO OO OO ACLOOODOOOOOOODOOUODOOODOOUODOOODOOOOOO
ooooood

opoooooo ip access-group (injJout|forward-in|forward-out) IPV4-ACL-NAME

go0ONeO OO no ip access-group (injout]forward-in|forward-out)

ooooooo

000000000000 000000000000D000 @O0 Packet TravelingO O O)O OO
oo400000

in(local input) NXROOOODOODOOO0OOOODOOOOOOODOOO

out(local output) NXRO OO OO OOO0OOOOOOOOOOODOOOO

OD000000000000O0NROODOOOODOO0O0OO00ooooo

oo

forward-in NXROOOOOOODOOOOOODOO forwardingDODOOODOODOODOODO
forward-out NXRO O OO OOODOOOOOOCOO forwardingDOOOOOOOODOOOO
OmacO0O0OO0OACLOOoutO OO forward-out0 00 O000O0ODOODOOO

O ip (snat-group]dnat-group)

ooooooo

Oglobal modeD OO OO SNATOOODNATOOUODODOOODODOODDOODDOODOStatic NATO
gooooOoooooooo

OSNATOOOOOOO0OOO0O0O0oOooooooDNATOO000000000ooooooo

opoooooo ip (snat-group|dnat-group) NAT-NAME

go0ONeO OO no ip (snat-group|dnat-group)

0oooooo NATODOODOODOODOiup snat/ip dnat)0 0 0O O (global mode)D O OO OO

O ppp authentication

ooooooo  PPPOO0OOOOOOOOOOOOO

ooooood ppp authentication (chap|pap]auto)

OO0 0O OO0  ppp authentication auto

O no O  no ppp authentication (= ppp authentication auto)

O ppp ipcp dns

0oooooo pPPOO0OO0OOOCOOODNSOOOOODO
ooooood ppp ipcp dns <primary:A.B.C.D> (|<secondary:A.B.C.D>)
a no O no ppp ipcp dns
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interface virtual-template mode

O peer ip proxy-arp

googooood

OO00O0DoOoDbOoboOowrcPOOOOO0D peer ipd0000D00DO00OOOOOOD Ethernetd OO0
OO000000O00O0OOOppeer ipOOOOOARPOOOOOOO

goooooo
gooONoD OO
googooog

O peer ip pool
ggoooon
goooooo
gddNoO OO
goooooo

peer ip proxy-arp oooo

no peer ip proxy-arp 0000

Ethernet 00 IPO OO OONMACOODOOODOODO peer IPOOOCOOOOOODO
eth0:192.168.0.1/24 mac:00:80:6d:00:00:01
peer ip:192.168.0.200

OO00OARPOODODOODOODODOOOOOOshow arpO00000O0OOO0O
192.168.0.200 00:80:6d:00:00:01

goooipoooooooooooooo

peer ip pool WORD

no peer ip pool WORD

IPOOOODOODOOOMNp local poolOOOOOglobal mdeD OO OODOODO

O session invalid-status-drop-interface

goooogo

Osession invalid-status-dropO O (global mode0 O )00 OOOOOOOODOOOOODOOOOODOO
O00000defawltD 00000

goooodoo
oo o oo
0 no 0
goooooo

session invalid-status-drop-interface enable
session invalid-status-drop-interface enable
no session invalid-status-drop-interface enable

0O0000O0b0o00OO0bOobooooobooognodglobal mode D session invalid-status-drop O
000000000000 0000000000000000000000dppp OODOOOODODOOO
oooooooooooo

- global mode 0 O session invalid-status-dropd0 0000000
nxrg240(config)#no session invalid-status-drop enable

- 0000000000 0DOO0OoOoDoOOoOooon
nxrg240(config)#interface ppp 0
nxrg240(config-ppp)#session invalid-status-drop-interface enable
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O 400 ngn-sip client mode

ngn-sip client mode

m0000000
000000000000000000000000000000000000MO000000000

O OO0 command

nxrg240#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxrg240(config)#ngn-sip client <1-4>
nxrg240(config-ngn-client)#

O mode tcp ip
OoOoooog TcPOCOUOODCOOOIPODOOOOOODO listenportODO0OO0ODOO
oooobogon mode tcp ip A.B.C.D port <1-65535>

O tel to

ogoooooo TCPOO0OO0OOODOOOOOOOODOOOOOOOOOOOOOOO
ooooOoon tel to NUMBER

0000000 Oo0000O0O#00000ONWMBEROODODODOOOOOOOOOODOSO 320000

O idle-timeout

0oo0ooooo  TcPOOO0DOODOODOODOODOODO

ogoooood idle-timeout <10-3600>

OOO0ONOODO  no idle-timeout (DO DO)

oo 0O oo idle-timeout 60

ooooogo
grcPO0000ODOO0OO0OODOO0OOODODOO0OOOOODO0OOODODOOOODOOOOO
000000o0oo0ooooooooon
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O 410 ngn-sip server mode

ngn-sip server mode

m000000n
gboobgooobobooboobgoooboobboboboboobooobooovwobooboobon

O 00 command

nxrg240#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxrg240(config)#ngn-sip server <1-4>
nxrg240(config-ngn-server)#

O mode tcp ip

ooooooo goooTcPOOOoOoooOOoOoOIPODOOOOOIPOOOOmM
00000 port00O00O0D0ODOO

gogooooo mode tcp ip A.B.C.D port <1-65535>

O tel to

ogooooon gddbooooooodoooooobooooa

oooooon tel from NUMBER

0000000 Oo00000O#00000NWMBEROOOODDOOODODOOOOOOOSLSO0 320000

O idle-timeout

0oo0o0ooo  TcPOOO0ODOO0ODODODODOOODOODOO

goooood idle-timeout <10-3600>

OOO0ONOODO  no idle-timeout (DD O)

oo O oo idle-timeout 60

ooooogo
gTcPO000DO0O0OO0OO0DOODOU0OODO0OO0OOOOODO0OOODODOOOODODODO
000000ooo0ooooooooon
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O 420 ipv6 dhcp-server mode

ipv6 dhcp-server mode

m DHCPv6 Server
O000OD00O0OO0OODNS servers option0 000000000

O 00 command

nxrg240#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxrg240(config)#ipv6é dhcp-server WORD
nxrg240(config-dhcp6s)#

O option-send dns-servers address

0000000 ReplyDOOOODNSOOOOODDOOOODDOODOD
goooNsOO0DOO0O0O0bOOoOoOoooo3ggooooNsOooooooooooo

oooobgon option-send dns-servers address (A.B.C.D|X:X::X:X)

OO00ONoOOO  no option-send dns-servers address (A.B.C.D|X:X::X:X)

Ooooooo

000000000000 000000D00000000D0DO option-request dns-serversd 00000

ODNSOOOOOOoooooo

O option-send dns-servers add ipvé dhcp-client
0000000 DHCPv6O O DO OOOOOOODNSOOOOODHCPOODDODODOOOOO
DHCPV6O DD OO OO OUUODODODODOOOODODODO
0000000  option-send dns-servers add ipv6 dhcp-client ethernet X
option-send dns-servers add ipv6 dhcp-client ppp X
OO00ONoOODO  no option-send dns-servers add ipv6 dhcp-client
ooooooo
ODHCPv6 O O OO ODODOODODODODODODODODOODODOOOO0O0000D0N0NONDONDOOoOoDoOOoOooOOo
ooood
-DHCPV6 O O OO DOOODNSOODOOODODOOOO0O00000O0O0O00OO requestd 000 Oreplyd
ONSOOODOODOooooooooo
-DHCPV6 O OO DODOOODNSODOOOOOODOO0O0000O0O0OO0O requestd 000 Oreplyd O DNS
0000000oO0oooooooo

O option-send domain-name

goooooOd OOoOo0oDboopoOo3oOoUoboUUbbooUgbobooono

oooobogon option-send domain-name WORD

OO0ONoOODO  no option-send domain-name WORD

Ooooooo

000000000000 0000000000000000 requestd 00 00O O Odomain search
ListOOO0O0O0ODODDO00000000O replyd 00O
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ipv6é dhcp-server mode

O option-send domain-name add dhcp-client
0000000 DHCPveO OO ODDOODOODODODODOODOOOOOODHCPOODOODOODOOD
DHCPv6 O DO DO ODDOOODOOOODOOOODODOO
goooooo option-send domain-name add ipv6 dhcp-client ethernet X
option-send domain-name add ipv6 dhcp-client ppp X
OoOONeO OO no option-send domain-name add ipv6 dhcp-client
ooooooo
ODHCPV6 O O OO ODOODOO0ODOODOODOO0OOODOODOODOODOODODOoDOooDoooooooo
ooooo
-DHCPv6 O OO0 OO0 O0OO00O0O0D00OD00OD00D00D00000000000000 requestOdOO0O
reply0 000000000000 ODOOOO
-DHCPv6 O OO0 OO0 O 000000000000 D00D0000000O00O requestd 000 Oreply
00oo0ooooooooooooooon

O rapid-commit enable

ooooogon rapid-comit0 0000000

ooooogoo rapid-commit enable

OdoONoeO OO no rapid-commit enable

ooooogoo

0000000002000 00000Solicit/Replyl 000000 00D0DOO0DOOOODODOODO
ooo

oooooooooooooooooon
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O 430 ipv6e dhcp-client mode

ipvé dhcp-client mode

m DHCPv6 Client

OO00O0O0ODHCPv6O O OO OO ODODHCPv6 O O OO O OO OPrefix Delegation(PD)OODNSO OO OO
00000000000 0000ooooooooooogDbHCPveO OO OO IPVBOOOODOOOOO
dodoooobooooooooobooooobooooooom
gpoOOOOO0ODODO0ODprefixOOOODOODOODOOIIPVOODDOODDOODOOOOLANODODO
O00O0O0OORAO prefixOODOODOOOOODOOODOODO
ONSOOOetcOOOOOOOOODOOOOOOOSNTPOOOOODOOODOODOOOOOOOOOOO
ogooooon
goooooooooooooooooooooooboooooooooo o ooooooooom
Rapid Commit:0 000 00200000000000400000000000000O

Domain Name Servers: OO0 O0OOODNSOOOOOOOOOOOOOOOOO

Domain Search ListU U OO 0000000000000 O0O0OO0ODO0OOODOOOOOOOOOOOO
0oddoooooooooooooooooooooobHcPOOOOoOoODONSOODODODOoOooooa
00doobDooooooooooNSOdOoooooobooooooooNsODbhoooboooon
goooooo

Identity Association for Prefix Delegation(IAPD):IA prefixO0 O OO OOOODOOOOOIAPDO
ogoooooooooom

O Prefix DelegationO O

OPrefix Delegation0 0000000000 OprefixDOOOODOOOOODODOOLANOOODOOO
0000 prefixO designated 00000000000 OOOODOOOOO information-onlyd OO
ooooooooooo

ODesignated 00000000 OCOOOprefixO00O0OOO0O0D0OOOOO prefixOOLANODOOOO
OOO0DoOoObHCPv6 O O OO OO @®MNOOOODOOOOOOOCN IPveOODOONNOOODODDOM
OgpPDOCOOOOCprefixUODOOOCOOOODOOO prefix/lengthODOOOO00O0O0OO0OOCOOODOO
OOwpveO0O0OOO0DOOOO0ODO@UOOODOOODOOODOOD)DODODOOOOOOprefix OO
oooolpve0 000000 ORACOOODOOOOODOOOODOO

O Information-only O O

O0O00O0DOODHCPv6eO O OO OO O OO O ODHCPYG information-request 0 0 OO ODNSO O OO
SNTPO OO etcOODOOODOOOOO
JoodoooooOooooooooOooooNsSOoOOooDooonood(option:23)0 00000000
goOoSNTPOOOOO0OOetcOOODOOODODOOOOO
Oia-pd0000000DO0O0O0OOODOOOO0DOOODOOOOOODOOO

O DHCPv6 client DUID
ODHCPv6 O D DD UOOUDOOUOOUOOODOOOOODNIDODODOUOODOOOOUoOooood
00000000000 DUIDODORFCI315 000000000000 OOO 2000000000000
ODUID-ENO OO O0Oo0Oooooon

DUID-LLT: Ethernet/bridge/VIANO OO OOODOOODOOOOOOODOOOODOOODOOOOOOO
0000000000 Oethernet 0D WWOOOODOOOOODODO

DUID-LL: Ethernet/bridge/VLANO O OO OO ODODOOOOOODOOOODOOODO
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ipvé dhcp-client mode

O 00 command

nxrg240#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxrg240(config)#ipvé dhcp-client WORD
nxrg240(config-dhcp6e)#

O ia-pd WORD

ooooooo

O Identity Association for Prefix Delegation(IAPD) 0000000000 prefixOOOOODOOO

prefixUOOODOOMM

coooooo ia-pd WORD

goOoONoeOO0O no ia-pd

0000000 QOOO0OOoOOocOODCprefixODOOODOOODOOODOOODOOO
information-only0 0 0000000000000 DO0ODODOODOOO

O ia-na enable

ooooogoo IA_NA(ldentity Association for Non-temporary Addresses)0 0000000

goooooo ia-na enable

OO00NoO OO no ia-na enable

ooooooo information-only 000000000 O00DOOO0ODOOO0ODODOODODO
ia-pd WORDO OO OODODia-na 000O0ODODOOOO

O rapid-commit

0000000 Rapid CommitOO00OO00OO0OO0DOOOO0OODODOODOODOOOO

ooooogoo rapid-commit enable

gooONeO OO no rapid-commit enable

ooooooo

OO00o0oo0o200000000Solicit/Replyl 000000 0OOOOODO
00000000000 400000000Solicit/Advertise/Request/Reply0 0000000000
oo

O option-request dns-servers
gogooooo Domain Name Servers0 000000000000
DHCPv6 O O OO OO OODNSOODOODOOODOODOOOOODODOO
0000000  option-request dns-servers
oo 0O OO no option-request dns-servers
O0O0ONoOODO  no option-request dns-servers

O option-request domain-name
OO00000Od  Domain Seatch ListD OO OODOOOODOO
O000O0OODHCPv6 D DD DD ODDODODODODODODODONONONONONONONONONODOOGO
0000000  option-request domain-name
oo o oOd no option-request domain-name

goOONeO OO no option-request dns-servers
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ipv6é dhcp-client mode

O information-only enable

gooooon information-only0 00O OOO0OO0OO

ooooooo information-only enable

OooONeO OO no information-only enable

ooooooo

O000O0O0ODHCPv6 O O OO OO OO OO ODHCPYE information-request 0000 0ODNSOOOO
SNTPOO O etcOODOOOOOOOO

0000000000 DODDO000O00O0DoDNSO0O00O0O0Ooood (option:23)000000000O
OO0OSNTPOOOODOODetcOO0DOOOOOOOOODO

Oia-pd0 00000000000 O0O0DOOO0ODOOOODODODOODODOO

O OoOoooooo

O ipv6 dhcp-client WORD

gooooon ipv6 dhcp-client modeO0 OO ODOOO

ooooooo ipv6 dhcp-client WORD

g no O no ipv6e dhcp-client WORD OO0O0OO00OODOOOOODOOO
0 mode O global mode

O show config ipv6é dhcp-client

ooooooo ipv6 dhcp-client0 OO0 OO0 OO0OOO

ooooogno  show config ipvé dhcp-client (JWORD)

O mode O  view mode/global mode

ooooood ipv6 dhcp-client WRDO OO OOQOWORDOD O OO OO OO

O show ipvé dhcp client pd

ooooooo ipv6 dhcp-client0 000000000000
0oooogno  show ipve dhep client pd WORD

O mode O  view mode

OO0OoooOdO WoRDODOOprefixOOOODOOO

O show ipv6é dhcp client dns-servers

gooooon option-request dns-serversJ 0 OO0 ODNSODOOOOODO
0oooogno  show ipve dhep client dns-servers WORD

O mode O  view mode

0000000 WorRDO DO OprofileO O ipve dhep-client WORDOD O OO OO OO

O show ipv6é dhcp client domain-name

gooooon option-request domain-name J 0 OO0 0O domain0D OO0 O0OO0OO
0oooogno  show ipve dhep client domain-name WORD

O mode O  view mode

0000000 WorRbO DO OprofileO O ipve dhep-client WORDOD O OO OO OO
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O 440 012tpv3 access-list mode

O. LLTv3000oonooon

m L2TPVv30 00000000
OLTPVO000000000000000OOXconnect0 0 0000000000000 O0O0O0O
ooooooooooooooogo

00000000000 D0O0OMACODO OO IPvAO IPV6O ARPO802.1QO0TCP/UDPO OO OO OO 200
00004 0000000000000

0 L2TPv3 fast-forwardingD OO0 0000 O0O0O0OOfast-forvardingD OO0 OO0 OOODOOODO
OooooooLLmP3ddi0odoooooooooooooooooooooooooooooo
0000000000000 0oooooooooooooooon

m L2TPv3O0000OO0O0O0O
L2tpv300000onooobooboooboooobon

Xconnect
ssr = LOTPY3Filter  Ssssszsssisss N

Interface Filter Session Filter

A

L2TPv3 Session

’
r
1
1
1
1
1
1
1
1
T
1
1
1
1
1
L

----------------------------

Root-Filter —’_‘
|
l

Layer2-ACL

e PfE ACL === 3

IP-ACL ARP-ACL 802.1Q-ACL 802.3-ACL E
S G e
[ l [ | ‘,'

o Root O QOO
RootD O OOO0OOOO Layerz ACLOODOOOODOODOODODOODODODOO Layer2 ACLO
00000000000 defaultD OO0 (deny/permit)0 00 00O

o Layer2 ACL
e Layer2 ACL
Layer200 0000000000000 0OOOextended ACLODODODODODOO
e extended ACLO O O ACLO
00000000oooo0ooooooooooooooiIPOIPved VLANCIEEE 802.1Q0)0 ARPO

IEEE 802.30 0000000000 0OOODOO
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O. LLrmPv300oooooon

s L2TPV300000000O0@O)
o L2TPv3O 0O OO
XconnectO OO OODOODODODODOOOOOOODDOODO reotDOO0OOoooOoOOO
doo0oobOooooooooooo400D0Oon
e XconnectU OO OOOoOoOoooo
e Xconnect OO UOOOOoOUogg

googoogn 12tpv3 access-group (injout) WORD
0 d noO O no 12tpv3 access-group (injout)

O Omoded O interface mode

ooooooo

OWORDO root[d ACLO O I2tpv3 access-list WORD root DO OO ODOOOODOODOOOO
Oin: Xconnect OO ODODOO0O--O0O0DOOOO0DOOOODOOODOOOODOOODOOOODO
Oout: OOOO0OO Xeonnect DO0OOD0OODOODOODOOOOOOOOOOODODODODOOO

N ouT LT Session

=P

DIIIIII.)-I [

A

e e v e IN Filter

e OUT Filter

o L2TPV3IUUIDUIODOODODOODODOOODOOODOO
o L2TPV3UDOIDOUODOOOOOOOOOOOODODOO

googoogn 12tpv3 access-group (injout) WORD
0 Ono O O no 12tpv3 access-group (injout)
0 Omoded O 12tpv3 xconnect mode
ooooooo

OWORDL root 0 ACL O O I2tpv3 access-list WORD root DO OO0 OOOOOOOODOO
Oin: [0OO0OO0O0OOOOOOOODOOOOOOOObOOOOnO
Oout: OOOO0OOOOOODOODODOODODOOOODOOO

ouT N .e® LR

L2TP Session

>+ # 48N Filter L “XR
s OUT Filter
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O 440 012tpv3 access-list mode

O. LLTv3000oonooon

m L2TPVv30000000000000

o denyd OO0

0000oodoooooobooooooooooooooooooood

permit0 0 O 0O

0000oodoooooobooooooooooooooooooood

returnC 0 00O

000000000 0D0oooodoDlayer2 ACLODOOOOOOOOO ODODOODOODOO layer2
ACLODODODOODODOD

o

o

Root-Filter
L aer2-ACL #1

T

L3R ACL DR Y r—IZ4E

Haﬁ?ﬂ?ﬁtf{ﬁ_ﬁfi LT P TRI R IT llllllllll*

$LER ACL #1-2

ETONL—=LT—F LI EE

7 L—hidiREEND
#Hy :‘/~fp¥m...} ﬁ

yer2-ACL #2

\araﬁ ACL #2-1

LAE ACL#2-2

'y

i

2TOA—MI—BFLRWES
HY o— (deny B T L— ARSI

Layer2-ACL %3

HLAE ACL #3-1
IV
fhaR ACL #3-2
\ 2 TON—r—E LA WRES
A r— (return) o Layer2-ACL #&ES 5

~

Layer2-ACL #X

\ HEEE ACL #X-1

Y
L8 ACL #X-2

\J

HY = (deny)

Default # U 2— (deny)
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O 440 12tpv3 access-list mode

O. LLrevdti00onoooon

m L2TPV3O0 000000
root0 000000000000 layer2 ACLOOOODOODOOOOOOOOODODOODOOLstOODODO
OOoACLOOO0ODODOOOODOOODo
0000 layer2 ACLOODOOOOODOODOODO root ACLO defaultO O OO Odeny/permitd 0000
od
e extended ACLOOODOD
00 layer2 ACLO O OO O0Odeny/permit/return0 000000
e extended ACLOOODOD
Layer2 ACLO O O extended ACLO O1st0 000000 O0OODOOCOODODOOODOO
Oextended ACLOODODODOOODOACLODOOODOOdeny/permit0 000000
00000 extended ACLODODODOOOOODO layer2 ACLO O OO O (deny/permit/return0 0 0O
oooo

m L2TPv3000000000

OKnown Unicast0 0000000000 CO0ODOCOOpermitO000000O0OOOCO0OODOOOOO
oogn

OCircuit DownJ O OO OOO0OOCOODOCOOpermitO0000C0O0O0OCOOOOOOOODOOOO

m L2TPV3000O0O000
000oooodo L3 O0O0ODO0DO0OD0ODDO0000OD0O0O0
gooooogo  show I12tpv3 access-list
show 12tpv3 access-list interface (]INTERFACE)
show 12tpv3 access-list xconnect (]<1-4294967295>)
show 12tpv3 access-list (root]|layer2]ip|ipv6]arp]vlan]ieee802-3) (]JWORD)
show 12tpv3 access-list detail (root|layer2|vlan) (JWORD)
show 12tpv3 access-list detail root WORD layer2 WORD
00 moded O  view mode

m L2TPV300000000
ooooooo LTv3iD 00000000000 0000ODO0000O
ooooooo
clear 12tpv3 counter access-list
clear 12tpv3 counter access-list interface (|INTERFACE )
clear 12tpv3 counter access-list xconnect (]<1-4294967295>)
clear 12tpv3 counter access-list (root|layer2]ip|ipv6]arp|vlan]ieee802-3) (JWORD)
clear 12tpv3 counter access-list detail (root]layer2|vlan) (JWORD)
00 moded O  view mode
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O . Root ACL

O 00 command

nxrg240#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

nxrg240(config)#12tpv3 access-list WORD root (deny|permit)

nxrg240(config-12tpv3-acl)#

Ooooooo

O Root ACLO ACLO (WORD)O O O default O O OO (denylpermit)D 000000 O0OOODOCO root ACL
O 12tpv3 access-list mode 0 000 OO0

ooooooo

O000000ACLOOdeny/permit00000000moded 0000000

OO0D0ACLOO0ODODO0OD0ODODOO root, layer2, extended ip/ipvé/vlan/arp/ieee802-3 0 [
0000Do00o0oACLO00DDOOooooooom

Croot ACLOODOCOOOODOSBI120000

O layer2 access-list

0000000 OOroot ACLOODDOODOD layer2 ACLOODOODOO
WORDO OO layer2 ACLO ACLOODODOODO

ooooooo layer2 access-list WORD <1-256>

OO0ONOOO  no layer2 access-list (oOooALODOOOOO)
no layer2 access-list WORD OO OO0 ACLOOODOODO

0000oono 100reot0000320000 layer2 ACLODODOODOOODOOOODO
000000000000 layer2 ACLOODDO40060000
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0 . Layer2 ACL

O OO0 command

nxrg240#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

nxrg240(config)#12tpv3 access-list WORD layer2 (deny|permit|return)

nxrg240(config-12tpv3-acl)#

ooooooo

OLlayer2 ACLO ACLO (WORD)CI O O defaultD O O O (denylpermitjreturn)D 000000000 OCO0O
layer2 ACL O 12tpv3 access-list modeO0 OO0 OO 00O

ooooooo

0000000 ACLO Odeny/permit/return0 000000 Omoded 0000 OODOO

O00ACLOO0ODOD0D0OODOOO0O0OOTroot, layer2, extended ip/ipv6/vian/arp/ieee802-3 0 [
J000ooooDooACLO00DO0DO0obOoOOooOom

Olayer2 ACLOOOOOOODO1280000

O mac source

ooooooo 000D0oooooOovMCcOOODODOoDOoOoD

0000000  mac source HH:zHH:HH:HH:zHH:zHH(/MM:MM - MMz MMz MM MM)

OO0ONeOODO no mac source HH:HH:HH:HH:HH:zHH(/MM:MM:MM - MM - MM - MM)

ooooooo

O00000000D0000000:80:60:**:**:*»*J 000000000000 0ODOODOOOOO
mac source 00:80:6D:00:00:00/FF:FF:FF:00:00:00

O mac destination

ooooooo 000D0oOoooOoMCcOOODODOoDOoOD

0000000  mac destination HH:HH:zHH:HH:HH:HH(/MM:MM:MM:MM 2 MMz MM)

OO0ONeO OO no mac destination HH:HH:HH:HH:HH:ZHHC/MM: MMz MM 2 MM 2 MM - MM)
ooooooo

000000000000 0000:80:60:**:**:**J 000000000000 ODOODOOOOO
mac destination 00:80:6D:00:00:00/FF:FF:FF:00:00:00

O ethernet-type
oooooon ethernet-type 0 extended ACLO O OO O OO
WORDO O Oextended ACLO ACLO OO DO ODOODO
oooooon ethernet-type (ip|ipv6]arp|vlan]ieee802-3) (|extended WORD <1-256>)
ethernet-type <1536-65535>
OOONoeO OO no ethernet-type (ip|ipv6|arp|vlan]ieee802-3) extended (JWORD)
Oextended0 OO0 OO0
no ethernet-type
Oethernet-type D 0 OO 0O extendedD O O OO O M
0000000 extended ACLOOUODO R000000000000000O
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O 440 12tpv3 access-list mode

O . Extended IP ACL

O 00O command

nxrg240#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

nxrg240(config)#12tpv3 access-list WORD extended ip (deny|permit)

nxrg240(config-12tpv3-eacl)#

ooooooo

OExtended IP ACLO ACLO (WORD)O O O defaultO O O O (denylpermit) D000 00O0OCO0O0ODO0O
extended IP ACL O 12tpv3 access-list modeO0 OO0 O OO0

ooooooo

0000000 ACLODOdeny/permit00000000Omode0 0000000

JO00ACLODODODOODOO0ODOO00DOOroot, layer2, extended ip/ipve/vlan/arp/ieee802-3 0 0
00000o0ooOooACLODODO0O0OO0OOOoDOOm

OExtended IP ACLOODODOODODO1280000

O source

oooooaoo dooooooooomwooooooooooo
ooooooo source (A.B.C.D | A.B.C.D/M)

OO0 ONoO OO no source

O destination

ooooooo dooodoooooowrooooooooooon
oooooon destination (A.B.C.D | A.B.C.D/M)
gdodNoO OO no destination

O tos

ooooooo 000000D0OtesO0O0D0ODOO
ooooodOo  tos <0-255>

gddNoO OO no tos

O protocol

ooooooo 000000 0Oprotocol OO ODOODO
oooooon protocol (<0-255> | icmp | tcp | udp)
OO00ONoO OO no protocol

ooooooo

O source-portd O O O destination-portd O 0 O OO OO Oprotocol <0-255>|icmp 000 0O0OOOO
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O 440 12tpv3 access-list mode

O source-port
goooooo
goooood
OO00ONoO OO
goooood

O . Extended IP ACL

O00O000OOsource portd 000000

source-port (<1-65535> | range <1-65535> <1-65535>)

no source-port

protocol udpO0 OO0 tep0 0000 O0OOOODOODOODOODOO

O destination-port

goooobog
googooood
goONoO OO
googooood

O icmp

goooooo
ogoooood
OO0O0NoO OO
ogoooood

O000O0D0O0ODOdestination port0 000000
destination-port (<1-65535> | range <1-65535> <1-65535>)
no destination-port

protocol udpO0 OO0 tep0 0000 O0OOOODOODOODOODOO

OO0O0O00ODOiucmp type/code0 0000 ODO

icmp <0-255> (]<0-255>)

no icmp

protocol icmpO0 000000000 OOOOODOODOOOO
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O 440 12tpv3 access-list mode

O . Extended IPv6 ACL

O OO0 command

nxrg240#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

nxrg240(config)#12tpv3 access-list WORD extended ipv6 (deny|permit)

nxrg240(config-12tpv3-eacl)#

ooooooo

O Extended IPv6 ACLO ACLO (WORD)O O O default D OO O (deny|permit)D 0000000 O00OODO
extended IPv6 ACL O I2tpv3 access-list mode 0 OO0 OO0

Ooooooo

OOO0OO0O0OOACLOOdeny/permit0 00 0000O0mded 00 0OO0OOO

O00ACLOO0ODODD0O0ODOO0ODOOOOTroot, layer2, extended ip/ipv6/vlian/arp/ieee802-3 0 [
od0ooOo0odoOoACLOd0oDoogobooogm

OExtended IPv6 ACLO DO DDOOOO1280000

O source

ooooooo OOooooooooOgiwpvsdoooooooogoog
OO0O0O0000  source (X:X:zX:iX | X:X:i:zX:iX/M)

godNoDO OO no source

O destination

ooooDooo Oo00ooooooiwve00OD0OOO0ODOOoDO
0000000  destination (X:X::X:X | X:X::X:X/M)

OOdONoO OO no destination

O protocol

0000000 OOOOO0OO0OOprotocolDO0O0O0O0OO0O

ooooooo protocol (<0-255> | icmpv6 | tcp | udp)

OO00ONoOODO  no protocol

ooooooo

O source-portd O O O destination-portd 00 0 0O 0O OO O protocol <0-255>|icmpv6 0 000000
ooooooo

O source-port

0000000 DOOO0OO0OO0OOsource portODO0OO0ODO0O

0000000  source-port (<1-65535> | range <1-65535> <1-65535>)
gdodNoO OO no source-port

OO0O0O0Ooo0d  protocol udpO OO0 tecpO O D0 O0D0OODOOOODOOODOOO

O destination-port

ooooogoo O0000000Odestination port0 000000

ooooooo destination-port (<1-65535> | range <1-65535> <1-65535>)
O0O0ONoOODO  no destination-port

ooooooo protocol udpO OO0 tepO0 0D O0DODODOOODOODOOODOO
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O 440 012tpv3 access-list mode

O . Extended VLAN ACL

O OO command

nxrg240#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

nxrg240(config)#12tpv3 access-list WORD extended vlan (deny|permit)

nxrg240(config-12tpv3-eacl)#

ooooooo

OExtended VLAN ACLO ACLO (WORD)O O O defaultO O OO (denylpermit) D0 00000 O0ODOO
0 O extended VLAN ACL O I2tpv3 access-list modeO0 O OO OO0

ooooooo

0000000 ACLOOdeny/permit00000000Omode0 0000000

Jo0o0ACLODODO0ODOO0OO0OO0O0ODODOOT root, layer2, extended ip/ipv6e/vlan/arp/ieee802-3 0
0000000000 ACcLODODO0ODO0ODO0DOOOOd

OExtended VLAN ACLO DO D ODOODO1280000

O vlan-id

ogoooood OO00O0O0OOOVLAN IDOODOOOOo
ooooooo vlan-id <0-4095>

OO0ONoO OO no vlan-id

O priority

0000000 OOoOODoOdpriority0d00O0OO
oooooon priority <0-7>

godNoO OO no priority

O ethernet-type
0000000 QOOOO0O0O0OOethernet-typeOOODOOOO
OOoOooboognO  ethernet-type (iplipv6larp) (]Jextended WORD <1-256>)
ethernet-type (vlan|<1536-65535>)
godNoO OO no ethernet-type (ip]ipv6jarp) extended (JWORD)
OextendedD OO0 OD0OO M
no ethernet-type
O ethernet-type 0 0 OO 0O extended O O O OO O
goooooo
Oextended WORDO O OO DO OODODOOOO ethernet-type D0 DO OO0OOODOOOOO
Oextended WORD I O O OO ACLO O O 12tpv3 access-list WORD extended J ACLO O O[O
Oextended ACLO OO OODOOO32000
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O 440 12tpv3 access-list mode

O . Extended ARP ACL

O OO0 command

nxrg240#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

nxrg240(config)#12tpv3 access-list WORD extended arp (deny]permit)

nxrg240(config-12tpv3-eacl)#

ooooooo

O Extended ARP ACLO ACLO (WORD)OD O O defaultO OO O (denylpermit) D 0000 O00O0OO0OOO
extended ARP ACL O I12tpv3 access-list moded0 O OO O0O0O

ooooooo

OO0O0000OO0OACLOOdeny/permit0 000000Omoded 000OO0O0OO

O00ACLOO0ODOO0OO0DOOO0DOOOOOOT root, layer2, extended ip/Zipve/vlan/arp/ieee802-3 1 0
0odooooooACLO00DOoooooooom

OExtended ARP ACLO OO DODOOODO1280000

O opcode

goooooad O0000O0OOopcoded 0 ODODOOO
ooooooon opcode (<0-65535> | request | reply)
OoOONeO OO no opcode

O sender-mac

ogooooon Oo00o0o0oooooovMACODODODDOoooooon

oooooon sender-mac HH:HH:HH:HH:HH:zHH(/MM MM MM - MM - MM - MM)

OoOONeO OO no sender-mac

oooooon

O0000D0D00000o0oooeo:80:6eD:**:**:>*J0 00000000 0OOOOODOOOO0O
sender-mac 00:80:6D:00:00:00/FF:FF:FF:00:00:00

0 target-mac

ooooooo gooooooooovMCcObDbOOoOooDbbooon

OO00O00O0O  target-mac HH:HH:zHH:HH:HH:HHC/MM 2 MM = MM 2 MM 2 MM - MM)

000N OO no target-mac

ooooooo
OoOoooOooO00oDOoOoOogoo:go:ep:**:»***J 000000000 CO0OOOOODOOOO
target-mac 00:80:6D:00:00:00/FF:FF:FF:00:00:00

O sender-ip

goooooa gooooooooboimwrodooooooood
0000000  sender-ip (A.B.C.D|JA.B.C.D/M)

OOONeO OO no sender-ip

O target-ip
goooooad Ooooooooooimwroooooooooon
0000000  target-ip (A.B.C.DJA.B.C.D/M)

goONeO OO no target-ip
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O 440 12tpv3 access-list mode

O . Extended IEEE802.3 ACL

O OO command

nxrg240#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

nxrg240(config)#12tpv3 access-list WORD extended ieee802-3 (deny|permit)

nxrg240(config-12tpv3-eacl)#

ooooooo

O Extended IEEE802.3 ACLO ACLO (WORD)O O O defaultO O OO (denylpermit)J 0 O00COOOOO
0 O O extended IEEE802.3 ACL O I12tpv3 access-list mode 0 OO O O0OO

opoooooo

0000000 ACLOOdeny/permit00000000Omede0 0000000

O00ACLODDODDOOO0ODOO0OO0OO0Oroot, layer2, extended ip/ipv6/vlan/arp/ieee802-30
0000000000 ACLODODODOODOO0ODOOOOd

OExtended IEEE802.3 ACLO OO OOOOO1280000

O Hlc-sap

goooooo gododoooLLe saPOD0O0O00ogdad

ooooooa Ilc-sap <0-255>

Ooo0ONeO OO no llc-sap

ggoooon snap-type D OO0 0OO0OOOINc-sap0 000000 DOO0OOOOO

O snap-type

opoooooo O00000O0OSNPOODOODOOODOOD

goooooo snap-type <1536-65535>

gooONoOOd no snap-type

opoooooo llc-sapO O OO OOO0OOOsnap-type D00 O0D0O0D0OOOOOOODO
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O 450 address-family ipv6 mode

address-family ipv6 mode

O OO0 command

nxrg240#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxrg240(config)#router bgp <1-65535>
nxrg240(config-router)#address-family ipvé
nxrg240(config-router-af)#

0000000 BGP peerO advertiseD OO OOOOOOOOOOOO

goooooon network X:X::X:X/M (|backdoor)

OO00ONO OO  no network X:X::X:X/M (]backdoor)

ooooooo

Odefault information(::/0)0 00000000 0O0OOO

O default-information-check 0 O 0O 0O 0O O O O network ::/00 neighbor default-originate J 0 OO
CO000COC0O0defaultOOCO0O0D0OQCO0ODOOCO0ODOOO0ODOOO0OOOO updatedOOOO
0o000o0o0d0oo0d0ooDooooo0ooodoooOoooooooDo
CoOooOsePOOOOOODOCOODOCOOODOOOOOOOBPODOOODOOOO BGPO administra-
tive distance 0000000000 0O0D0OOO0ODDOO0ODOOO0OOOO0ODODOOODOOOODODO

0000000  Address family onde0 O OexitO O OO

0000000  exit-address-family

gooooon show configO OO DOODOcopy & pastel 000000000 ODOODOODODOO
OO00000O0exitd00oooooooooo

ooooood

OAggregate0 0 OO0 OOBPOOODOOOOOOODOODOOOODODOODOOOOOOODOODOBGP
0000000000000 0000000000000000000 advertise O0O0O0O
goooooon aggregate-address X:X::X:X/M (Jsummary-only) (]as-set)

ooooood

OAggregate 00 0000000000000 0OOOOODODO advertise 000000000 OO
advertise0 OO OO0 Osummary-only 0000000

00000 aggregate 0000000 O0ASODDO0ODOOOODDOOOOODOOOOOASDODOODO
0000000000000 00D0000000D0O0000000Do0uoDOoO00O0Oas-setdO
O0000ooDooOooDOooASO00O00OO0O0OOOO0OO00OD0O0ODO0ODO0ODOO0DOOOODOODOOOOn
OASO0000D0O000D0O0O000O00O0oOoooon
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O 450 address-family ipv6 mode

address-family ipv6 mode

m neighbor

o activate

ooooood

O0000000OactivateO OO0 OO ipv4 neighbor 00 OO ipv6e neighbor O O O ipv6 network O
advertiseO OO 0O

gooooon neighbor (A.B.C.D|X:X::X:X) activate goood

00O nod 0O  no neighbor (A.B.C.D|X:X::X:X) activate gooo

0000000 activateODODOOOODOODO

o default-originate
0000000  default-originateJ OO OO00O0OBPO OO defaultD OO ODOOOODOO
gooooon neighbor (A.B.C.D|X:X::X:X) default-originate oogono
00O nod 0O  no neighbor (A.B.C.D|X:X::X:X) default-originate 0O OO
ooooooo
Odefault-originate 0 O Odefault 0000 0O0OO0O0O0O
Odefault-originate 0 0 O default-import-check D O OBGPO OO defaultO DO OO OODODOO
O default-originate 0 O O default-import-check 0 0O O
defaultD OO O0O0ODO0O0OO0OO0OOdefaultD0O00O0O00O0OOO
defaultO OO O0OO0OOOOO0OOCOOO0Odefaultd 0000000 OOO

o distribute-list

goooooo

Opeer0000000peer 000000000 wdate0 00 000000ODOODOOOODOODOODO

gooooon neighbor (A.B.C.D|X:X::X:X) distribute-list ACL-NAME (in]out)

OO nod O  no neighbor (A.B.C.D|X:X::X:X) distribute-list ACL-NAME (in]out)

doooooo in J0000O0Opeer00000000Oupdate0 000000 OOOO0O
out 0O000ODOOOpeer0 0000000 uwdate0O0O00OO0ODOOOOOOO

o filter-list
doooooo 0oooASODO00OO0O0oOooooooooooooooooo
ooooooon neighbor (A.B.C.D|X:X::X:X) filter-list ACL-NAME
OO nod O no neighbor (A.B.C.D|X:X::X:X) filter-list ACL-NAME
ooooood ip as-path access-listO0 0O 00O ACL-NAMECO OO D DO ODO
in 0000000000000 DO0O000000
ot 0O00O0ODOOODODODOODOODOODOODOOO

o next-hop-self
goooooo
O00D00000eBGPO OO O IBGP peer0 00 OO0 nexthopO OO Opeer0 0000000 ODOODO0O
oooooDoooooooooooogoo
ooooooon neighbor (A.B.C.D|X:X::X:X) next-hop-self
OO0 nod 0O no neighbor (A.B.C.D|X:X::X:X) next-hop-self
ooooooo
O00000001BGP peer0 0000 nexthopO OO OeBePO D OO ODODOODODOOOO
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O 450 address-family ipv6 mode

address-family ipv6 mode

o remove-private-as

ooooood

Oremove-private-asO O OO0 OO Oprivate ASOOD0O0O0O0DOO0ODODOO advertiseO OO0
0O00O0o0gn0o  neighbor (A.B.C.D|X:X::X:X) remove-private-as

OO nod O no neighbor (A.B.C.D|X:X::X:X) remove-private-as

o route-map

ooooood

OPeer000000O0Opeer00000000D0DOO0DODOO0ODO ODODDOOOODDOODDOOODDO
0O0o0O0ogno  neighbor (A.B.C.D|X:X::X:X) route-map WORD (in]out)

oo nod O no neighbor (A.B.C.D|X:X::X:X) route-map WORD (in]out)

ooooood

OWORDO O Oroute-map 0 OO OO OOMO

OneighborO0 00 in/out0 000 100 route-map OO0 O0D0O0OO0OOO0ODO
OO00000000matchJOOD0OODOOMMIDO 290 route-map modeD 0O OO OODOODOO

o soft-reconfiguration

goooooo

OBGP O neighbor 000000 route-map0 0 000000000000 O0ODDOO0ODOOOBGPODO
0000000 00ooooeBePOOOIOOODOODODOOOODODODODO

00000000000 0000OOneighbor00000000O0OO0DODOO0ODOOOODODOODO
O0OO0O0Osoft clearO 00O OBGPODODODOOOOOOOOOOOO

OO00oO0ogn0  neighbor (A.B.C.D|X:X::X:X) soft-reconfiguration inbound

00O nod O no neighbor (A.B.C.D|X:X::X:X) soft-reconfiguration inbound

m redistribute

o redistribute (connected|static)

goooooo connected route(l static route0 BGPO OO DO ODOOOOODO
PefaultO OO OO OOOODOODOO

goooooo redistribute (connected|static)

O no 0  no redistribute (connected|static)

o redistribute (connected|static) route-map ABCD

0000000 vroutemapO 000000 D0OOODOOODOOUODOOprefixOOOOOOODOO
OO0 prefixOOO0OO0OD0ODOODOODODOO

goooooo redistribute (connected|static) route-map ABCD

O no 0O no redistribute (connected]static) route-map ABCD
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0460

O OO command

terminal-server mode

terminal-server mode

nxrg240#configure terminal

Enter configuration commands, one per line.

End with CNTL/Z.

nxrg240(config)#terminal-server <0-1>
nxrg240(config-ts)#

goooogn

OTerminal-server 000 0000D0O0D0O0OOOOOOOOOUUSBOOODOOUSBOOOOODOOO
000O0oOoO00oDoOouoooOoOgTer/IPOTelnetd O OO OoOoOoOooOoQd

oooobogon

OTerminal-server 00000000000 OOOORS-232CORI-450USBO OO OCOODOOOODOOO

goood

ocLld00dDO0DO0oooooooooobDP SWOOOODODODOOOODOOCLIODOODOooOooOo
O0000D0D00mMterminal-server 000 0000000000000 DOOODOOODOOO

000000ooooOooOooooouseoOusBiooooooono

O terminal-server 0 OO0 0O 0O 00O O0ORS-232C/RJ-450DIP-SWO O O O

O terminal-server 1 USBO

O baud-rate
gooooog
goooooo

0O data-bits
goooooo
gooooon

O parity

goooood
goooood
ogoooooad

O stop-bits
goooood
ogoooood

O flow-control

dooooao
ooooDooo
0 no 0
ooooDooo

000000000000
baud-rate (300]600]1200]2400]4800]9600]19200]38400]57600]115200)

0000000700000 008000000D00O0OO0
data-bits (7]8)

goooooooooo
parity (even|none]odd)
even(J0)0oddd OO0 Mnonel 00 O0O0DODOOODODO

O0000000l0o000ooo200000000000
stop-bits (1]2)

gooooooooooo
flow-control (rtscts|xon-xoff|none)
no flow-control (= flow-control none)

OXON/XOFFO OO OODOOOOMmRTS/ACTSOOOOOOOOOMNoneD D OOODOOOODODO
OXON/XOFFO RTS/CTSO OO OODOOOODOOODDOO
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O 460 terminal-server mode

terminal-server mode

O transport
goooood
gooooood

O port

goooood
goooood
goooood

O idle-timeout

goooood
goooooo
0 no 0
oopooooo

O listen
goooooo

Ogoooooo
O no O
Ogoooooo

TelnetOO OO RawO O OODODOO
transport (raw|telnet)

TelnetOD OO ODOOOOOOODOODOODODODODOOOODODODODOODO
port <1024-65535>
0O0000ooO0oooooooooooon

dodooooooooooooo

idle-timeout <0-604800>

no idle-timeout (=idle-timeout 0)
noO0OOOO0OOidle-timeout0 00 O0O0O0OOO

TelnetD OO OODOO0OODODOOOIPOO0OOOOOOODOODOODOODOO
000000000000o0o0o0oooooooooooon

listen address (A.B.C.D|X:X::X:X)

no listen address

Olisten addressO0 000000 IPOOOO0OOup/down00000000O0 IPOODODOOODO /O
OO0O00ooOooOdoo nisten00000/0000000C00DOO0ODO
gooooomwboooooooooOobDobob0oobooO0od terminal-serverDO00O0O0OOODO

googo

OO00O0000Olisten addressO 0000000 IIPOOO0OO up/down0 00000 O0O OO loopback
ocodooooooocOoOoooIPO00obOOoUOOOOOODOOODODO
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O 470 LXC container mode

LXC container mode

m 00000000
O00OO0b0bO0obO0o0o0o0oOwXXcoboooooooooooobooboDboDbebian/Ubuntud OO
rootfsO0 00 0000OOOODOOOODO

OoOoOoooodiskooo

OO00O000O00OO0O rootfsOOUSBO SDOOODOODOODOODOODOOOOOIOOdiskODOOOO
OO0O000CreotfsDO0O0ODOOOODOOOODOOOOOOOODOOOOOOO rootfsO OO0
OO000000o0oO0oOooooooobo0obO0ob0oboObDOrootfsdDODOOO

OO00000O0ext4/vFat O OO OOOOOOODO

OdiskO0O0OD0O0O0O eject/injectODO OO

OlXcooDoOdiskDOOOOOeejectD000D000DWXCODOOODODODODDOOODOOOO

OdiskDODODOO0000O inject0000disk0D000O00D00ODOD0OODOODOODOOOLXDODOOO
000000000 WLXODODODOoOoDOOOO0OO restart Ixc

oo0oOoOoooo

OO0O000O0000O0O00O0O0OdOIxeconsoleD DOOO0OOWLXCOODOODODODOODOOOMWwOOO
OO0O00OO0OOOconsoledO00D0O0ODOODOODOOOOOO

OOO000O0NXRChost)O Oveth interface0 000000 O0O0OOOOODOOO

Ooweoono
gwxcooooooooooowxeooooooooooodiskbOoooooooobooooooo
shutdownO OO0 DO OOWLXCOOOODODOOOOOOOeject diskxODOOODOOO
gobodboboooooweooooooooooo
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O 470 LXC container mode

LXC container mode

O OO0 command

nxrg240#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxrg240(config)#Ixc container <1-4>

nxrg240(config-Ixc)#

O mount rootfs

0000000 rootfsO00O0DOOOOOO

OdO0O0O0O000 mount rootfs WORD

0000000 WRD OOOOO0OO0DODOO0OO0O0DOD0DOO0O0DO diskl:/rootODO0O0O0O0ODOO

O serial

ooooooo

O00000RS-232CO USB-Serial 0 LXCOOOOOOODOODOWLCODODODOODO SerialO 000000
ooooooog

goooooad serial <1-4>

O no 0 no serial |<1-4>

ooooooo

OLXCO Serial 0000 O00DDOOO SerialD0000ONROODDODOODOOOODOOOOOOOO
od
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O 470 LXC container mode

LXC container mode

m 0JO00OO0000LXC)
nxrg240#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.

gwxeooooooooooo
0 nxrg240(config)# Ixc container 1
O nxrg240(config-Ixc)# exit

00000000 bridge 10 IPO00OOCOODODOOOO
0 nxrg240(config)# interface bridge 1

0 nxrg240(config-bridge)# ip address 192.168.20.1/24
O nxrg240(config-bridge)# exit

gooooooOoOoo0oU0oooOoUoooodoooUoooogooooo
0 nxrg240(config)# interface ethernet 0

O nxrg240(config-if)# bridge-group 1 port 1

0 nxrg240(config-if)# exit

OvethiOOOODOOOODOODOOO
0 nxrg240(config)# interface veth 1

JoooooooOooOooooDOobOooDooOooooDOobOOooOoooo
0O nxrg240(config-veth)# bridge-group 1 port 2
0 nxrg240(config-veth)# no ip address

OlIxc container 10 00000000D0OO0DOOO0O
0O nxrg240(config-veth)# Ixc-link 1

0 nxrg240(config-veth)# exit

O nxrg240(config)# exit

0 nxrg240(config)# save config

m IXCOOOOOOO
gbobobooboocubb xcoboooooooooooooobobobooo

O Ixc-link

opoooooo Xxcooooooooooood
ooooooo connect Ixc console <1-4>
OO0 mode OO view mode
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O 480

O OO command

interface veth mode

interface veth mode

nxrg240#configure terminal

Enter configuration commands, one per line.

End with CNTL/Z.

nxrg240(config)#interface veth <0-15>
nxrg240(config-veth)#

googooood

dVirtual ethernet pair(veth) interface0 00000000000 IPOODOODOOOOOOOOO

gooooboboo

000000 vethOODOODOODODOODOOOOODOOOOOvethX-ctOOODODODODOODOODO
1010000000000 obooboobooboobbooboobooboo
00000000DO0Db0b0O0000D0Dvethx-ctOOOODOOODOOOOODOOODODODODOODO

god

O descripton
goooooao
ogoooood
0 no a

O ip address
gooooon
goooooo
g no g

O Ixc-link

oopooooog
goooood
0 no 0
goooood

O0o000000O000O0OO0O0OO0OOO
description DESCRIPTION
no description (JDESCRIPTION)

O00o0ooooIwpooooooooooo
ip address A.B.C.D/M (]secondary)
no ip address (JA.B.C.D/M) (]secondary)

Ixc-linkOOOOQOOOoOOO

Ixc-link <1-4>

no Ixc-link

Ixe-linkOOOOIxcOOOethoO vethOD OO OOOOOOOOOO

O veth hw-address

goooooo
googooood
gooooog

O bridge group

goooooo
goooooo

veth interfaced HW addressO OO0 O OO0

veth hw-address <HH:HH:HH:HH:HH:HH>

hw-address0 00000 OOOOrandomCO O O0O0O0O0OO0O

OO000OHW addressO0 00 0000OOOveth interface0 00000000

bridge group0 0000 00O
bridge group <0-4095>
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O 490 interface tap mode

interface tap mode

O OO0 command

nxrg240#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxrg240(config)#interface tap <0-127>

nxrg240(config-tap)#

0O [12tpv3 access-group

0000000 Xconmect JOO0OO0OODOODOODOODOODODONtpv3 access-list OO0 OOOOO
goooooo 12tpv3 access-group (injout) WORD

OooONeOO0O no I12tpv3 access-group (injout)

ooooood

OWORDO root DACL OODODOODOD

(M root O ACL OO Oglobal 0000 12tpv3 access-list WORD root 000000 O M

Oin: Xconnect 00 O0O00DOD0 -00000000D0O000DDODODOO0ODOOOODODOODO

Cout: OJOODOO - Xconnect JO00O00OO0OOO0ODOOOODOOOOOOODOOOOOOOOOOO

O bridge-group
0000000 DOO0000000 bridge-group0 OO0 DOO0OO0ODOOODOODOODOOOO
ooooooo bridge-group <0-4095>
bridge-group <0-4095> pathcost <0-65535>
bridge-group <0-4095> port <1-128>
bridge-group <0-4095> priority <0-255>
O O nod O no bridge-group (]<0-4095>)
no bridge-group <0-4095> (pathcost|priority)
0000000  bridge-group OO OO0 interface bridge 000000000 join OO0ODOOODO

428



O 490 interface tap mode

interface tap mode

m 12tpv3 12rp

googooood

o enable

goooooo
goooood
O O no O

o type
0oooooo

goooooo
0O 0 noO O

oo o oad
goooooo

o priority
ooooogo
oooooog
O 0O no0D O
oo 0O Do

o preempt
googooog

goooooo
0O 0 no O

oo O oo
goooood

L2TPv3 L2RPOO DO ODOOODOOOOOOOO

L2RPOOCOOOOOO
12tpv3 12rp <1-255> enable
no 12tpv3 12rp <1-255> enable

MasterOOOOOOOODOOOODOO

DefaultO O Opriority0000000DOODOOODO

12tpv3 12rp <1-255> type (priority|active)

no 12tpv3 12rp <1-255> type

12tpv3 12rp <1-255> type priority

priority0 000000 Opriority0000000OOmaster0 00000
activeJ OO O0ODOOOactive sessiond000000Omaster0 00000

MasterOO OO OOOOpriority0 0000000
12tpv3 12rp <1-255> priority <1-255>

no 12tpv3 12rp <1-255> priority

12tpv3 12rp <1-255> priority 100

PriorityJ 0000000 master 00000000 backupODOODOOOOODOODO
cooooogoo

12tpv3 12rp <1-255> preempt

no 12tpv3 12rp <1-255> preempt

12tpv3 12rp <1-255> preempt

OpreemptO0 00O 0OMaster D0 OO0 0O0O0Otype0 00 O0OO0OOODODODOOODOO
Opreempt 0 00 Opriorityd 000 session0 00000 LCCEOOOOODOOObackup0D 00O OO0

oog
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o block-reset

goooooo 000000oodooooooodOodownDO0O0OO0OO0OO0OOOOONMACOODOOO
oo0ooboood

ooooooo 12tpv3 12rp <1-255> block-reset

0 O noO O no 12tpv3 12rp <1-255> block-reset

goooooo

OGroup blockingD OO O OOO0DOOOOOODODOOO

OGroup blockingD O OO OOODOODO Advertise FrameO OO OO OO ODODOO LCCED Advertise

FrameOOOOOOOO0OOLeopO0 D O0O0OOO0ODOODOOOFrame0 000000 0O0OOODOODOO

o timers advertise

0000000  L2RP Advertise FrameO OO OO O ODOOOOOOO
ooooooon 12tpv3 12rp <1-255> timers advertise <1-60>

O 0O noO O no 12tpv3 12rp <1-255> timers advertise

oo o oo 12tpv3 12rp <1-255> timers advertise 1

o timers delay

gooooon L2TP sessionJ O O O timers delayd 0 OO0 0 OO OGroup BlockingO O OO OO
FrameOOOO0OOOOOO

goooooo 12tpv3 12rp <12rpid:1-255> timers delay <0-60>

O 0O noO O no 12tpv3 12rp <1-255> timers delay

oo o od 12tpv3 12rp <12rpid:1-255> timers delay 0

ooooooo

OLLRPO0O0OO LoopO O DOOOOOOOODODOOODOOOOODOOOODOL2RP Framed 00000 n

OLoop OOOODOODOODOOBIocking D0DOOOOODOODOODOODO Broadcast Storm OO OO

OO00timers delay0 00 000O0OO0OBroadcast StormO0 000000000000

Otimers advertise 0000 0O0O0O0OO0O0OOOOOOODOODOO

o port-reset

ooooood

OL2TP GroupO OO L2RPO OO DO OOL2TP session0 00000000000 OCOODODO FBOODO
oOvaCcOOO0OO0OOOOO00OOOOoO0OOO0U0DOOO0OOoOosS00DOooOoOoOOOoOoOoOoboOoo

Oport reset0 000000000 Omaster — backupd O OO Omaster —» initC0O00000O0O0O
L2RPOCO0ODOCOODOOCO0OOOOOdowndODOOO0ODOODOCOODOOERBO flushOOOOO
gooooon 12tpv3 12rp <12rpid:1-255> port-reset

0 0O noO O no 12tpv3 12rp <1-255> port-reset

oo 0o oo no 12tpv3 12rp <1-255> port-reset
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O 500 ssl tunnel mode

ssl tunnel mode

m SSL Tunnel

0 SSLO Secure Socket Layer0 000 000000000000 O00O0O00O0O0O0OOOOOSSL
twnnel DO00O0O0O0O0O0OO00OOOSSLOOOODOOOTCPOOOOODOOOSSLOOOOOOOOOO
00

O0O0O0oOoo0oOoOoOoswtPOSSLOOOOOOOOOO

O OO0 command

nxrg240#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxrg240(config)#ssl tunnel <0-2>
nxrg240(config-ssl-tunnel)#

O descripton

gooooood oooooooogoooooooa
goooooo description DESCRIPTION
OOONoeO OO no description (|DESCRIPTION)

O version
ooooooo oooooooooood
befaultO OO0 O0DOOO0DOOOOOODOOODOO
OOoOoOoogn  version (tlsviO]tlsvil]tlsvi2)
OOONoeO OO no version
ooooooo
goooossw/TLsonooonooooooooooogsse v2.0/v3.00 0000000
tlsvi0 TLS version 1.0
tlsvll TLS version 1.1
tlsvi2 TLS version 1.2

O set protocol

oooooogd 0OoOoobooooooboo

gOo0oOoogn  set protocol smtp

OoO0ONoO OO no set protocol smtp

0000000 OQOO00OO0oOoOooOoUooooOooogswtPOOO

O remote address

0000000 SstwnelO00OO0@OOOOO)YOOOOOOOTCPOODOOODOOOODOO
oooooon remote address ip (A.B.C.DJFQDN) port <1-65535>
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O [listen address

goooooa
odoooooooooosSsLooooooooooboooooooooooooooooon
goooooogsSsLtodooooooooooooooooooooo

oooooon listen address ip localhost port <1-65535>

00000000 o0oooodOlecalhostO 0O OOO0O

OlocalhostO OO OOOOOOOOTCPOOOOOOOOODDODOOODODOOOOO

[0 9696, 4001, 4002, 2600, 3001
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O 510 Web authentication extension mode

Web authentication extension mode

goooooooad
web-authenticate mode O O authenticate post-ext-html OO OO0 O0OOO0OOCOWEBOOODOODO
Opost0000D0O0ODOOOOOOOOOO

O OO0 command

wxr250#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
wxr250(config)#web-auth-extension <1-16>
wxr250(config-webauth-ext)#

m 00000000

0000000 post00000O0D0OOO0DOOOODOOODOOODDOODO
OO0O0O0O0O00  network A.B.C.D/M

godOdNoO OO no network

ooooooo

000000000000 000D000D00000D0O000000Oweb-auth-extension <1-16>0000
000000000 (network ALB.C.D/M)0 00O OONODO O web-auth-extensionO OO0 O000O0O0
OO
cooooOoo0oU0ooOoUoboO0oUoooU0opDooOoUOoooOoboOoOoUgooOoobboOoo
O00O000D0OCO000D0OCO0000O00000QOOweb-auth-extension0 0 O0O0O0O0O0O00O0OOO
ood

O account authenticate

00ooooo  RADIUSOOOOOOOOOOOOOO

ooooooon account authenticate (none|radius|disable)

OoOONeO OO no account authenticate

oo O oOd account authenticate none

ooooogo
OradiusOO00O0O0O0O0Dpest0 0000000 DODOOIDOOOODODODODODOOOOOOO
O0O0O0O radius server0 0000 000oOooooOooOOO

Onone0 00000000000 OD0O0O0O0OOKKODODOOOOOWIOOOPOSTOOODOOOO IDO
0000d000dDoDOdoooooooooog

OdisableD 0 OO0 O0OO0O0OO0OONOOOODOODOOO

Oweb-authenticate moded O log enable 00000000000 OO0O ssyslogdODOOOODO
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O radius server
0oooooo  RADIUSOOOODOODOODOOOO
ooooood
radius A.B.C.D password (Jhidden) PASSWORD)O (Jauth-port <1645]1812]<1024-65535>)
radius A.B.C.D auth-port (1645]1812]<1024-65535>)
OOONoO OO  no radius A.B.C.D ORADIUSO OO OODOODOOMM
no radius A.B.C.D auth-port0 000000000000 ODOOOOMM
oo O 0Od radius A_.B.C.D auth-port 1645
ooooood
ORADIUSO O ODOO2000000000000000
ORADINSOOOO0O0DOO0OOOOODOOSO0DO0ODOO0D2000000000000000000O
00oo0ooooooooooooooom

O radius attribute
goooooo 0oooooooopooooooood
goooooon radius attribute nas-identifier WORD
radius attribute nas-ip-address A.B.C.D
radius attribute chap-password
dO00ONO OO no radius-attribute
ooooooo
ORADIUSOOODOO0ODOOOOOODODOOODODODOODOODNAS-1P-Address, NAS-ldentifier(d
0 O O O User-Name, User-Password, Login-IP-Host(O O O IPO OO O )0 Message-Authenticator [
0ood
O chap-password 0 0 0 0 0 00O OUser-Password 0 0 0 O 0O OCHAP-Password 0 0 O OO O 0O

O radius idle-timeout attribute

ooooooo DO0000oO0O0OdtimeoutJ 0000000000 DODOODOO

goooooo radius idle-timeout attribute
(ascend-idle-limit]ascend-idle-limit-vsa]idle-limit)

OddNeO OO no radius idle-timeout attribute

goooooo web-authenticate mode D Oclose0 0O OO OODDOOO

O radius session-timeout attribute

ooooooad session-timeout D 0 OO0 DO attribute0 0 OO OOOOO

goooooo radius session-timeout attribute
(ascend-maximum-time|ascend-maximum-time-vsa]session-timeout)

OoONeO OO no radius session-timeout attribute

O no radius

ooooooao O000ORADISOODODOOOOODO
ooooooo no radius
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O access-url
<OgO0Oooon
goooood
OO00ONoO OO
oo O oo
goooood

0o000D00000DoD0oOo0oDwLooDooooo
access-url URL

no access-url

no access-url

OURLDO O http://www.centurysys.co.jp0 0 O O https://www.centurysys.co.jp0 000000000

Oaccess-url O 0OWeb OO OODODOOOODOODOODOODOODOWLOODODODOO
Oaccess-url0 000000000 0ODOOCOODOOOODOOOOOOOOOO

O redirect-url

<O00000oo 000000000000 000ooKkKOODOODoDoODOWwLODOoooooo
goooood redirect-url URL

OddNoeOOO no redirect-url

oo o 0Od no redirect-url

ooooooo

OURLDO O http://www.centurysys.co.jp 0 O O https://www.centurysys.co.jp0 000000000
Oredirect-url 000 0000000000000 0OOOOOOOOODODOOO

O failure-url

<gooooo do00d0bDoooodoodoboooDooooooowLoDooooon
ooooooao failure-url URL

OooONeO OO no failure-url

oo o oo no failure-url

goooood

OURLDO O http://www.centurysys.co.jpl O O O https://www.centurysys.co.jp0 000000000
Ofailure-url00WebO OO ODOOOOOODOOOOOOOOWRLOOODOOO
Ofailure-url 000000000000 OO0OOOOOOOOOOOOOOO
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O receive option permit-source

<O0b0goood

goooogn
goONoD OO
gbo 0 00
googoogn

POSTO O OODO source_address0 00 000000000000 OOOOOOODOO
pOSTO OO OOOOODOOOWBOODOODODODODOODOO

receive option permit-source A.B.C.D/M

no receive-option permit-source

no receive-option permit-source

go.0.0.0/00C000O0COOPOSTOOOOOOOODOOODOOOOWBODOOODOOODO
OO0O00D0O0OO0O0D0OPOSTO source_address0 0 0000000000000 OOOOOOOOOOOO

oooom

O receive-option password-key

<0b0gooog

googoogn
godNDO OO0
oo O OO
goooogn

POSTO DO OO O password keyO O OO OO OQOPSTOODOODOOOOODO
POSTOOOOOOOOOOOWBOOODODOOOOOOO

receive option password-key (|hidden) PASSWORD)

no receive-option password-key

no receive-option password-key

OoOoOooOooooposTd password_ keyOD OO OOOOOOOpPOSTOOOODOOOOOOOO

O receive-option idle-timeout

<0b0oood
googoogn
godNDO OO0
oo O OO
goooogn

POSTO OO idle_timeout 0 0 000000 ODOO0ODOWEBOOOOOODOOOO
receive-option idle-timeout

no receive-option idle-timeout

no receive-option idle-timeout

OOoDOobDOopoooposTOOO dle_timeoutD OO0 OOODOODOODO

O receive-option session-timeout

<0b0oood
googoogn
godNoDO OO0
oo O OO0
goooogn

POSTO O O session_timeout 0 00000000000 OCWBODODODOOOOOODO
receive-option session-timeout

no receive-option session-timeout

no receive-option session-timeout

OoOoOoDOOooooposTO OO session_timeoutOD O OO OOO0O0OOO
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O 520 dns-intercept mode

dns-intercept mode

B DNSOOOOOO0D0O0OO0
oNSODOOoboooboooobobooboobbooooNstoooboobooooboobboobooon
goooonstoboooobobooboobooooooooAboooomvaDDooooooonbooDo
gbooobobooboooboobooopeROODODbDOODOODOODOOODO

gooNsOOOOooao
gboooooooogoNnsgbgboooboobobooooooboNsooooboooooboOoDboboDNs
gboooboboooboobooimwpvdnooooooNsooobo@mobooouurPoooboooogon
guo

ooooOooDooOoooooo
00dood0ooOoOd0oooOdOoooOoOoobo00oooOoooooooooooOooood
coooooooooooxmiDO0OO0OOOOOOOOODO
OO0O000ooOd00ooOoUooooooooIvAaOOODOORNODODOOODOOOODOOO
OXMLO OO OMicrosoftD 00000000 OO0OOOOOOOOOOOOOOOO

O ip dns-intercept setname 0 O O OO global modeD OO OOOODO

Oo00000000000O0O0O0O000O

coooooooooooobOo0oooo0ooooooooooooboooDboOooDo
O scheduleD OO OOglobal mdeD OO DO ODOONO
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O OO0 command

nxrg260#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxrg240(config)#dns-intercept <0-3>
nxrg240(config-dns-intercept)#

oboobooooooogoNs bobooouooboboboobooboooooooooooNs oooooo
gooooboobobooboboobADbDOODbDIPM ODOODODDODODDOO0ODOODODDOODDOODO

g

000000000000 0b0b0ob00O0Omatch OODOOOOdns-setD000O0OO0OOOODOO

pBROODOODOOOO0ODOO0OOOODOO

o address

ooooogo

D00Od0oOooOoNSO000DoooooooogoiIpvd O0OOODODOODNS DOOO0OOOOOO
ooo

goooooo address A.B.C.D

OddNeO OO no address

ooooooo 004000000000000000

o listen udp local-port
ooooodo uvwrPOODOOO0OO0OO0OOOOOCOOOOOO

goooooon listen udp local-port <49152-65535>
gooONeO OO no listen udp local-port
oo o 0Od listen udp local-port 50053

o listen udp src-port
dooooodo uwpPOODODODODODOOOOO

goooooon listen udp src-port <1-65535>
gddNoOOO no listen udp src-port
oo o 0Od listen udp src-port 53

o match ip setname

goooooo

000000000000 00000D0bO0O0dplain OD0DO0OO0OOOxml OOODOODOOO

Jooooopooooooooon

goooooon match ip setname WORD

gooONoeD OO no match ip setname WORD

ooooooo

ddos oooooooooooooon

O000ooooOdplain OODODOODOOIPV OODODOOORDN OODODODODOOOODOOO

oooooooodxml O0OO0OOO0O0O0OD0OOO0OODOOD0O0ODOOOOOOOOOOODOODOODOO0OO
00000000000 0D0DO000000DOoffice3t JODODOOOOOOOMNO
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o min-ttl

ooooooo

00000DooDoDoooooooooDNS DO0D0oonoooooTiLoooooooooono
TTLO0 0000000000000 oDooooon

goooood  min-ttl <120-4294967>

ooooooo oo

Oo00ONeO OO no min-ttl

o max-ttl

ooooooo

00o000D0ooooooooooooDNSs D000 D00oooooTiL 0000 ooooog
TTLO0 0000000000000 oDooooon

goooood max-ttl <120-4294967>

ooooooo oo

Oo00ONeO OO no max-ttl
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interface MAP mode

O OO0 command

nxrg260#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxrg260(config)#interface map <0-0>

nxrg260(config-map)#

O description

ogoooood goooooooooooooood
goooooo description DESCRIPTION
OooONeO OO no descritpion

O ip address
ooooooao ooooooooipPOD0Ooooobooooo
ooooooon ip address A.B.C.D/M
ip address mape-rule
OooONeO OO no ip address (JA.B.C.D/M)
ooooooad
0000oOoooOoooodoogMAP-E ruled DOODDOODODOOODOOODOOODOOOODOOO

O tunnel mode ipipv6é mape-rule
OO0OooodOd  MAP-E ruleDOOOOCOOO
ooooooon tunnel mode ipipv6 mape-rule WORD
OO0O0O0O00d0 WORDOOOMAP-E ruled OO0 OODOOO
MAP-E rule 0 O Omape-rule0 00 O Oglobal mdeD O OO OOOO

O tunnel hop-limit

doooooo  hop-limit0O0O00O0OD0ODOODOOO

ooooooon tunnel hop-limit <1-255>

gooooon tunnel hop-limit 64

OooONeO OO no tunnel hop-limit

0oooooo oOOo00hep-limitO00Mpv600000000DOO0O0O

O tunnel traffic-class
goooood OooopveOODODO0DO0O0DODOOO0OOODOD0OO0OO0OODO0OOO0OO0OODO0O0OO0ODOO
ogoooooo tunnel traffic-class <0-252>

tunnel traffic-class inherit

o0 0o o0 tunnel traffic-class inherit
0O 0 noO O no tunnel traffic-class
ooooooao

Oinherit 00000000000 OO0OOOCOODOOOODOTeSs OODOOOODOOOOOOODOOO
goolpve DOODOOODOODOODOODOODOODOOODOOOD

ooboobooboboo-252 oo ooooobooboboboonoUobENN DODOobOOooooog
gooooboboo

O ECN field DODOOOOOOMmMOOB 1.2.4.1 ECN field DO OODODOOOOOOOOO
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O tunnel encap-limit

ooooooo
goooooon
ooooooo
0 o nod O
ooooood

O bandwidth
goooooo

Oo0oooon
0O 0 nod O
ooooooo

O mtu

goooooo
goooooon
goooooog
goONoODOO

O ip rebound
goooooo

10o000o0oooooooooodooooooooooooooooon
tunnel encap-limit <0-255>

tunnel encap-limit 4

no tunnel encap-limit OO0 0O0O

00000upve DODOOOODOOOOOOODO

O00o0ooo000oooooooooooooooon

bandwidth OO OO0 O10Mbps OO O

bandwidth OO 0O 0O 0O 10Gbps O 0O O

bandwidth <1-10000000000[k/m/g]>

no bandwidth

dooopoosPFODODOODODODOOOOOOO

000000000 Oauto-costd OO0 (ospf mode)J OO OO OO0

MTUOOODODOOOO
mtu <bytes:68-1500>
mtu 1500

no mtud (= mtu 1500)

dooo00o0bD00oD0o0ooOoo0DOo00ooo0oDO0o0D0o0oDoOOooDOo0oDOoOn
(forwvarding)D 0000000 OOOONRODOODOODOOOODOODOODOOOODODOOODOOO
ONXROOD TILODOOOODOODODODOOoOoooDooDooOoo

OIP rebound0 0000000000000 O0OODODOOODOOOOOOOODODOODOOODODOOO
O000O0D0ODOO0ODDOOOD destination unreachable OO0 OOO0OO

Obefault OO 0OOO(@MOOOOOOODODOODOODODODOOOOODOOOODOODOODO)O

goooobo
gooooog
gooONoeO OO

ip rebound
ip rebound
no ip rebound
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O ip tcp adjust-mss

ooooooo

OPath MTU Discoveryd PMTUDO O O OEnd-to-end 00000000 OO0OOOODOONIUOOOOO
O0000o00oo0o0o0oo0oooooooooooooooouoooooooooooooooo
000000 IPvd OO0OOOOODOO ICMP fragment needed OO0 0O O0O00O0OOOOOOOOO
0000000000000 0D0OdOPMTUD O00000000000000000O0OOPMTUD
000000000 0ooooooONM 0000000000000 00000000000O0End-
toend0 0000000000 ODO0DOOOOOOOOOODOOOTCP OO SYN/SYN-ACK OO ODOO
MSSOOOODOOO00O0OO00DDOO00D0O000ooooOTP OO00DDOOO0DOOOOOOODOOO
00000000o00oodooooooooooooooooooooon

oooooon ip tcp adjust-mss (auto]<500-1460:bytes>)

oooooon no ip tcp adjust-mss

OO00ONeO OO no ip tcp adjust-mss

ooooooo

OIpPvd 000000000000 TCP ODODOOODODOOODODOOTCP OOODDOOODOOOOOOO
O00000oOoooooooooooosss oooooooo

Osuto 00D0O0DODDOOODOOONMSS ODOODOOOODOOOMNMSS ODODOOOONMSS ODOOO0OO
oooooooooooooon

0000000DooooooMss 000ooooooooNMsSs 0ooooovss ooooooooooo
ooooooooo

OuPOICMP OOO0ODDOOO0ODOOODOODOOOOOOOOOOOODFOOOOODODOOODOO
0000000000o000oooo0ooooooooooooogoooon

[(MIno ip tcp adjust-mssO O OO DO OOOTCP MSS OO DO OODOOODOOOOO

O ip mask-reply

ooooooo

OOpenview 00D OOO0DOOODODOOOOODODOODODOOODOOO ICMP address mask request
Otype=1700 000000000000 O0ODO0ODOODOODOOOOOOODOODOOOODOOOOOOOO
0oooooboobooooom

OO0DOODOODOICMP address mask request D0 0000000 0ODOODOODOOOOOO
ooooooo ip mask-reply O ICMP address mask request 00 0O 0O OO [T

ooooogn no ip mask-replyd ICMP address mask request 0O OO0 0OD0O O

OO0ONeO OO no ip mask-reply

ooooooo

O ICMP address mask request/reply OO 0O Ointerface mode O ip mask-reply OO OO0 O OGOOO
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O ip reassemble-output

ooooooo

00ooooooovuoooooPePmUOO0OO0OOOOoOooOg P forvarding 0000000000
0000000000000 oooooooooo0o00o0oo0ooo0oo0oooooooooooon
O00000000ONR O0000000000000000000000000000000000
- fragmented packet(U OO OOOO)OMU OOODODOOOOOOOOOOOOOOOOOONTUO
do0o00oO0oO0oO0oO0oO0oO0OoOoOooOoOo

- fragmented packet(DO OO OOOO)OMU ODODOODOODOOOOD fragmented packet 0000
ooooooo

- 000000oooooOoMy O0D00D0O00OC000DOD0O0O0O0O0ODODOO0OO00000O0O0o

gboooooo ip reassemble-output

opoooooo ip reassemble-output

Ogo00ONeO OO no ip reassemble-output

ooooooo

0000000000000 000M0o0o00o0oo00o0000O000000D0D0DoDoooooooOO
0000000000 ooooooooo0oo000ooooooooooo IPOODOOOOOOO
00000000oooooooooooo0o0o0o000000U00ooo0oooooooooooon
000000000 0000ooo0o0o00000000o0o0ooooooo000DONR OODDOOOd
000000U0ooooooo I 00000000000 0oooOoOoOoO0O0OO

- fragmented packet(D OO OOOO)IMIU ODOODOODOOODOODO fragmented packet 0O MTU O
oo0o0O0oO0oO0oO0oO0oO0oO0OoOoOoOoOoOo

- fragmented packet(DO OO OOOO)OMIU ODODOODOODOOOOD fragmented packet 0000
ooooooo

- 00000000000 MIU O000DODOD0O00000 fragmented packet 0000000000
oooooo

ODefault O0Oglobal OO0 OO0 interface 00000 OOOOGIobal OO0 interface 000
ANDOODDOO0000OD0000000O000OoO0OoOoooolpP forwarding 00000000
ooooooo

000000000000 000000O003 000000003 000000000 0OOOOOO
0000000000 000D0D0OD000O0OiIp reassemble-output 0000000000 OOOO
0o
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O ip access-group
ooooooo
Oglobal mdeCOOOOACLOOOOOOOOOOOOOOOOOOOOOOOOUODOOOODOOOO
ooooog
ooooooo ip access-group (injJout|forward-in|forward-out) IPV4-ACL-NAME
OgooONeO OO no ip access-group (injout]forward-in|forward-out)
ooooood
0000000000 0000000D0000D000000(@@OOd Packet Traveling DO O)OOOO
0400000
- in(local input) NXROOOODOOOOOOOOOOOOOODOOOO
- out(local output) NXRO OO OO OOOOOOOOOOOOODOOO
0000000000000 ONROODDODDODODODOOO0DODOO00OOOOoooDoO
- forward-in NXR OOOOOOO0O0OOO0ODOOCOOforwarding OO00O0OO0OO0OO0OO0OOOO
- forward-out NXR OO0 OD0OO0OO0OO0OO0ODOOOOOforwarding OO0OOOOOOODOODOO
OmacO0 0000 ACLODOoutO OO forward-out OO COO0OOOCOODOOOOO

O ip masquerade

ooooooo

ooood0oooO00oooO0UoDoOOoOooOoOoDOOOoUOOooOOoObONww4s DO0OO0OODOOOODOOO
OIpvd O00OD0O0OD0ODOOODDOODODO

ooooooo ip masquerade OO 00O

gooooon no ip masqueraded O OO

OO0OO0ONO OO  no ip masquerade

ooooooo

OTcp/UDP/ICMPO O DOOCUOODOCOOOOOODOOOOOUOOOOODOOUODOOOUODOOOO
Olpve00O00O0O0IPOODODOOOODOOODOOO

Oforward out/local outputD 00O OO0OOCOODOOCOODOOCIPOOOOOOOOOOODO

O ip (snat-group]dnat-group)

ooooooo

Oglobal mdeO OO OO SNAT OOODNATOOOOOODOOOODOOOODOCOOODOOStatic NATO
Oo00ooopooooogo

OSNAT O0OOO0OO0OO00D0OCO0ODOCUOUODOCOODNAT DODOOUOUODbObOOUODboOooDoooo
gooooon ip (snat-group|dnat-group) NAT-NAME

O0OO0ONO OO  no ip (snat-group|dnat-group)

goooooo NAT OO0OO0O0ODOup snat/ip dnat)d 00O (global mode)D OO OO O
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O ip spi-filter

ooooood

OO0O0000000OO00OD0O0OO0DOOsSPIC stateful Packet Inspectiond 0000 0OO0O0O0OOO
g0ood0oooOdO0ooooOoooO0OoooOoOoOoOooo0U0ooOoOd0ooOoooooOoOooogoon
oooo

gooooon ip spi-filter OO0OO

ooooooon no ip spi-filterd O OO

gooONoeOD OO no ip spi-filter

ooooooo

OO0000O00O00O00OOestablished OO0 related 00000000000 COOOOOODO
OEstablished DO O0O0O00OOO0OOOOOCOOODOOOODOOOODOOODDOOODODOOODDOO
ORelated OO O00OOO0O0OOOOOOOOOOODOOOODOOOFTP OO0OOOODOOOODOOO
oooo

O0O0O000OO0O00DO0OO0Osyn DO0O00OO0O0OO0OOO0OO0OOOOODOOOODOOOOO

OSPI OOforward in OO O local input OO OOO0DOOOO0ODOODOOOODOOOODOOOOOOO
oooooo

O netevent

ooooooo

00000000 ooooood0oCwnnel OOO0O0OO0ODOODODOODODOOOOOO

goooooon netevent <trackid:1-255> (connect]disconnect|reconnect)
netevent <trackid:2048-4095> (connect|disconnect]|reconnect)

goddNod OO no netevent

O ipsec policy

ooooooad 0000000o0ooooogolrPsec DO0O0OODODOOOOOOOOO
goooooon ipsec policy <local policy:1-255>

gooONeO OO no ipsec policy (]J<local policy:1-255>)

ogoooood

O0o0ooooooogodolPsec DOODODOOOOO4 000000000 O0O0OODODOOOODOO
o0o0odoooooood ipsec UO0ODO0DODODODOOOOOODODOOOODODOOO

O ipsec policy-ignore

goooooo

OlPsec policy OO O O0D0DO0O0OO0OOODOOOODOOODOOODOONPsec policy OO0 any OOOO0O
0000000000oo0oogdlIrPsec 000D 0ODODOOOODODODOOOOODO
goooooon ipsec policy-ignore (input]output)

goooooo no ipsec policy-ignored 00O O

OO00ONoeO OO no ipsec policy-ignore

goooooo

OlnputO00000OO0O0Oinbound policy check OO DO OOOOOOIPsecOOO0O0O0OOOOOODODOO
0000 DoO0oOooOooooooooooooooo

OoOutput OO0 0OO0ODOD00ODOODODOODODODOODOOOOODOODOINPsec policy 00000

ooooboboooboobgon
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O QoS

o classify

ooooooo classify (input]output) route-map ROUTEMAP

ooooooo

00oooooo0ooooooooooonoonDl 000000000 d0iunput Ooutput OODOODO
doooooooood

Oinput 000000 DOODODOODOPRE-ROUTING(O O O Packet Traveling 00 0O)0OOOOODOO

Ooutput 00O OOOOOODODOOPOST-ROUTING(O O O Packet Traveling OO O0)0DODODOOOO

o no classify

ooooobon no classify (]inputjoutput)
ooooooo
Joo0oooooooooooooooooooooo

O session invalid-status-drop-interface
ooooooo
Osession invalid-status-dropd O (global mode0D 0)J0OOOOOOODOODOODOODODODOOOO
O0000Odefault 000000
0000000  session invalid-status-drop-interface enable
0000000  session invalid-status-drop-interface enable
OO0ONoeO OO no session invalid-status-drop-interface enable
ooooooo
J000DO0bO0b0O0o0O0o0ObDOoboOooOobOobOoboglobal mode O session invalid-status-drop
0000000000000 0oo0o000000ooooooooooodddOwlan0DOOOOOO
d00o0o0o0ooooooooo
- global mode O Osession invalid-status-drop OO0 O0O0O0O
nxrg260(config)#no session invalid-status-drop enable
-0000000000oooooooooooOO
nxrg260(config)#interface wlan 0
nxrg260(config-wlan)#session invalid-status-drop-interface enable
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1. IP filteringOOOOO

INPUT/0UTPUT/FORWARDO O filteringD OO0 O OO0O0DOOMM O OOOODO O APsec input/output policy
checkJ OO O O SPD(Security Policy Database) 00O O0O00OODOOOOESPOODOOODODOO/
ESPOO00OCO0OOOO0DOCOOO0ODOOOUODOCOOmtchOd0O0DOOOOODOOOODO

o INPUT
(1) invalid-status-drop filter
O invalid-status-drop in filter(SYSTEM)
O invalid-status-drop in filter(interface )
(2) SYSTEM filter
OTCP connectionO OO
(3) IPsec input policy check
OlPsec ESPOOOO0DOOCOOODOOOOOO
(4) USER input filtering
(5) SPI check
(6) Serviced filter(UIO OO ODO filterdO)

o FORWARD
(1) invalid-status-drop filter
O invalid-status-drop filter(SYSTEM)
O invalid-status-drop forward-in filter(interface )
O invalid-status-drop forward-out filter(interface )
(2) SYSTEM filter
O Session limit
(3) IPsec input/output policy check
OlPsec ESPO0O0OODOODODO Ooutbound policyO matchOD OO OOOODOODOO
(4) UPNP filtering
(5) USER forward in/out filtering
(6) SPI(input/forward 0 O 0)
(7) WebD OO forward in/out filtering

o OUTPUT
(1) IPsec output policy check
(2) IPsec outbound policyO matchO OO OOOOOOOO
(3) USER output filtering
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2. NATOOOOO
NATOOOOOOOO000000000

o INPUT
(1) SYSTEM DNAT
(2) UPNP I DNAT
(3) USERD O DNAT(Static NAT)

o OUTPUT
(1) SYSTEM SNAT
(2) IPsec policyUmatchOO OO OOOOO0OOONATODOODOOODOODOO
OOO00OIPsec policy ignore0 000000000 0ONATOOODOOOODODOOO
(3) USER [ O SNAT(Static NAT)
(4) IPv4 Masquerade
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3. NXR Packet Traveling
NXRO Packet 0D O OO OODOOODOODODODOOODO NATO filtering packet coloringOd 00O OO
oooooono

Packet={E

__________ l-_________- Network

PRE-ROUTING
() conntrack

@ packet coloring

(3 DNAT

NXREB &~ MDpacket \ fthDaddress~Dpacket

@ routing process

Y v

INPUT ® inbound SPD& &
®) input filter
v
Y @ oudbound SPD&

®) inbound SPDI& &

A 4 \ 4
Local Process FORWARD
s forward-in

Y
) routing process

forward—out

A 4

outbound SPD#& %

A 4

OUTPUT
) conntrack

D output filter

Y

POST-ROUTING

3 packet coloring

Packeti%{E
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o Packet forwarding [l
- PacketO O -

g

Conntrack

conntrack 0 0000000000 MMOOOO0D0O0O0OO0OD0OO0O00O0O0OODOOTonntrackO O
O00O0Osessiond OO0 (global mode)D O OO OO0OODOOO

Packet coloring(input)

Destination NAT

OO0OONATOOOOOUNPIHODODOoooOooooao

Routing Process

IPsec inbound SPD(O 1)0 O

ESPOO OO OO packetd OO OO policy checkO OO O OO OESPO OO O packet D plain-text
O00oO00oO0bDOoOoO0OOdropdOOOOOOOipsec policy-ignore inputO0 00000 O0OOO
OO0 checkDOOOODOODO

IPsec outbound SPD(O 1)O O

ipsec policy-ignore output O OO0 OO0 0000 OOOpolicyD OO OOOOOOO

Packet filtering

gooogrp filteringDOOOO(FORWARDY D D OO OO OODOO

Packet coloring(output)

Source NAT

JOoOoONATODOODOOUTPUMHODODOOOODODOO

- PacketO O -

o PacketOO OO (NXROOO)
- PacketO O -

g

Conntrack

conntrack 0 0000000000 MMOOOO0D0O0O0OOD0OO0O00O00OOODOOonntrackO O
O00O0Osessiond OO0 (global mode)CD O OO OOOODOOO

Packet coloring(input)

Destination NAT

OO0OONATOOOOOUNPIHODODOoooOooooo

Routing Process

Packet filtering

goooglrp filteringOOOODOJNPUDHOODOOODOODO

IPsec inbound SPD(O 1)0O O

ESPOO OO OO packetd OO OO policy checkO OO O OO OESPO OO O packet D plain-text
O00oO00oO0bDOoOoO0OOdropdO0ODOOOOOipsec policy-ignore inputO0 00000 OOOO
OO0 checkDOOOODOODO

--> ESP packet 000000 /decrypt 0O 0O OO0 OO0ODODO

--> NXR local process
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Packet OO OONXRO OO OO

- NXR Local ProcessU PacketO O -

O Routing process

0 [IPsec outbound SPD(O 1)0O0 O

0 Conntrack
conntrackD0 OO0 00000000 DOOCO0O0ODOCOO0O0ODOOOOO0DOOOOxonntrackO O
O00Osessiond OO0 (global mde)D OO OOD0OODOOODO

O output filter
Ooooolrp filteringOOOOO@QUTPIMHOOODOOOOODOD

0 Packet coloring(output)

O Source NAT
goooONTOODOO@uUTPIMHOOOOOOOOOO
SNATOODOODOOODOODOODO IPsec outbound SPDO OO OODOODODOODOO ipsec policy-ig-
nore output 000000000 OO00policyD000O0D0OO0OOODO Policyd matchd O packet
OOencrypt0 0 OO 0ODOOUTPUT chain --> POST ROUTINGO O OO OESP packet0 0 OO OOOO

- PacketO O -

@D
IPsecO00000D0COCO00MDOO0OO0ODOOOOOODOOOODODOOOO{discard(OOIOO
O00)dbypass(IPsecO0000OO00OO)Dapply(lPsecO0 0000 ODDOODOODOODOODOO SP
(Security Policy)DOSPODOOODOODOODOOOD SPD(Security Policy Database)d [0 O

SPD 0 0 O inbound SPDO outbound SPDO OO OO OOOOODODOO policy checkd O O inbound SPD
000000000000 O000 policy checkO O Qouthound SPDOOOOOOOO
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OO0 BOPolicy based IPsec 0 Route based IPsec

O O Policy based IPsec

1. Policy based IPsec

OODOOONXRO IPsecO policy base OO OO D0DOD0OODO0OODOODOOOOODOODOPolicy base O
00000000 routing tableD 0000 Opolicyd matchO O packetO OO0 ESPOODOOODO
IPsec ESPO 000 packetJ 0 0O O O filtering O NAT(SYSTEM NATO O O)O O OODODOOOODODOO

1.1. IPsec policy matching
policy O match 0 O O packet O routing tabled 0O O O forwarding O O 0O O O policy O matchO O O
OO0 route0O000O0OO0OOdrop000ODO0O

1.2. ESPOOOOO

1.2.1. IPv4 DFO O PacketO ESP O

IPsecd 000 PMTU discoveryOD OO OO O0OOODOOOODRFhitO 1000 tunnel MTUOODOODO

OO00000OO0O00 tunnelingDOOOO0OD0OCOOOODOO outerd IP header O DF bitOO OO0
ooooooDooo

OO0OIPsecO OO0 PMTU discoveryO OO OO OODFhItO 1000 tunnel MTUDO OO OO O frag-

ment needed D 0000000 Opacketd drop0000OO0OODOOOouterd IP header O DF bitO

O Otunneling packet0 0 OO0 O0O0OO0OO

1.2.2. 1Pv6 Packet O ESP O

IPV6O 00O IPMO0ODO0ODOOO0O0ODOOOO0OOIPV6ODOOONO routerd fragment0D 00O DO
O OPMTU DiscoveryO0 O OO0 fragnent0 00000000 packet size0 0000000 ODOOOO
OO0O0Obefawlt0 000D O0OODOO0ODOOOOODODOOO
OOONXRO O tunneling 0 O O 0O O tunnel header taxO OO OO0 OO OODO packet size O IPv6
OO0 MTU(1280bytes) D 00000000000 O00ODOO0ODODI1200000000000000000O
OO000000128000000 packet000000D0O0OO00OO0ODOCOCOOODOOODOOOODOOO
oooooooogo

000 Otunnelingd ONMTUDOOOOOODOOO fragmentO 00000000 OD0OODOO tunnel
MTUO DO OODO interface0 MTUO O tunnel header 0000 O0OO0O0OODOO

1.2.2.1. tunnelingO O fragmentO O
a. IPv6 over IPv6 tunneling (RFC247300)
-0 tunnel MTUO IPv6 O O MTU(1280)0 0 00O OO
Packet 0 OO O0OOOO hostd icmpv6 packet too big message 0 00O OO0
-0 tunnel MTUO IPVv6 O O MTU(1280)0 0000 OO0OO
0000 fragnentD O O0OO0O0O0O

b. IPv6 over IPv4 tunneling (RFC289301 )

-0 tunnel MTUO IPv6 O O MTU(1280)0 0 00O OO
Packet0 OO OOOOO hostd icmpvé packet too big message 0 000 OO0

-0 tunnel MTUO IPVv6 O O MTU(1280)0 0000 OO0OO
tunneling packetd IPV6 OO MIUOOOOOOOOPacket0 0 OO0 OOOO hostd icmpve packet
too big message 00 OO OO0
Tunneling packetd IPv6 OO MTUO OO OO O OO tunnel header O DFbitO OO0 00O O0OOO
fragmentO O OO OOOOO
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O O Policy based IPsec

1.2.3. Fragment Packet [ ESP[O
Fragment packet 0 ESPO 00O OO Oreassemble D0 ESPO OO O OOO

1.2.4. ToSOOODO
Tunneling IP header O ToS field O O O tunneling packet O ToSO (IPv6 O O O O traffic classOO)
OO00D0OO00O00O0DECN fieldOODOOOOOODOOOOODODOO

1.2.4.1 ECN fieldO OO

Tunneling O O O packet O IPv4 ToS/IPv6 traffic class0 ECN fieldO OO OO O tunnel 1P header
OECN filedOOOODOOOOODOOO(ECN fielddODO OO RRC31680 O0)O

- CEODOO

gectoOooooooon

-CEODOOOO

OECN fieldDOOODOOOOODO

1.3. IPsec policy ignored 0

OlIPsec policyO 00000000000 ODOOODOOOOOOIPsec policylOO anyOD OO0 O0O
000000000 OooooIPsec0 000000 O0ODOOODOOOOODOOOO

oboooooo ipsec policy-ignore (]input]joutput)

gooooon no ipsec policy-ignore good

0 No O no ipsec policy-ignore

ooooooo

00000000 (Ethernet/Tunnel/PPPY OO OO OOOOOCODOODOO
OlnputO0 00 0OO0OOOiunbound policy checkDO DO OOOOOOIPsec ODOODOOOOODODOOOO
0000 00000000ooooooooooooo

Ooutput 00 0000000000000 00ODOO0000O0000O0OIPsec policyD OO QOO0
oooooooooooooon
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2. Route based IPsec

Route based IPsecd OO O IPsec mode 0 00O O OO tunnel interface0 000 routed 00000

ESPO00O0O00ODOOO0OOOOOO0

000 interface O IPsec mode O tunnel interface 00000000 OESPOOODODOOODOOO

0000000 route0 00O 0O main/backup tunnel DO O OOOIPVeO IPsecO 0000 anyd OO0

doodoooooooooad

O Transport mode 0 IPsec 0 0 O route based IPsecO0 00000000 OO0OOOOD policy based
IPsecO0 000000

2.1. IPsec tunnel interface

o IPsec tunnel interfaced OO

IPsec tunnel interface J OGREO ip-in-ip tunnel OO0 000 O tunnel interface0 000000
mde0 000000000 DOOOOODOOO protocoll IPVAO OO IPv6O OO0 OO0DOOOOODODOOO
000 tunnel interface0 00000 O tunnel 00 ospf0 0O O routing protocol DO O OO0 Oiup
address000000O0Omulticast0 000000000 DODOOO

OO00O0oOog  tunnel mode (ipip|grelipsec ipvé4|ipsec ipv6)

O No 0O  no tunnel mode

0000000  Route based IPsecO 0000 0O0OOiupsec ipvd/ipsec ipv6 0000000

IPsec tunnel interface0 000000 ooption0 00000000 ODOOO

o Path MTU DiscoveryO0 OO QOO /00

OO00000Oouter IP header O DF bitODipv4d0 0 OO DF bit0OOOOOO0OOIPGOOOO0O1L
OOoOoOoooOoOoooomwveD wnnelingDOOOOMUODOOOODOOOOOOOOOOODODOOO
0000000000000 B 1.2.2. IPv6 PacketD ESPOOODOOOOODODOOO
OOOO0O0OQCouter headerd DF bitO OO 00 OOOOODOOPath MTU DiscoveryD O OO MM OO B
2.3. IPsec tunnel interface d O Path MTU DiscoveryO0 O OO OODOOOODODOO

OO00O0Ooo0g  tunnel path-mtu-discovery

oooogooo tunnel path-mtu-discovery O OO0

O No 0  no tunnel path-mtu-discovery

o ICMP Address Mask Request reply

ICMP address mask request0 OO0 OO0 O00O0D0OOOOODOO
ooooooo ip mask-reply

oooogooo no ip mask-reply ooooooo
O No 0  no ip mask-reply
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O O Route based IPsec

o ToSO O (0-2520 00O inherit) (Default: inherit)

Tunnel IPVAOouter0 0000 ToSOOODODOODOOODOODOODOOODOO

goooooo tunnel tos (<0-252>]inherit)

oooooog tunnel tos inherit

d No g no tunnel tos 0 = tunnel tos inheritd

oooooog

OTunnel IPvAOouter 00000 ToSOOODODOOOOOODOODOOOOOMnherit0O00O0OO0O0O
IPvA0 innner0 000 0O ToSO OO OO tunneling IPv6D innerd O O O O traffic-class O O tunnel
IPvilouterD0 0000000 OOODO
OToSODOODOODOOOODO-220000000000000O0O0O0O
OECNOODODODOOO0OODOODOODOECN fieldODOODOODOOOMMOOB 1.2.4.1 ECN fieldO O
gooooooooooon

OGREODDOODOOOIPVGODDODNOOOODODODODODO Mnherit0O00OToSODOODO Ox00
gooood

o TTLOO

doodoogi-255000000000opvTiDOD0O0OOQOQ

Oinherit0 0 00OO0OOOOGRE/ZIPIPOOOO0DOOOOOTILOOODODOO defaultO (60O O OO
oo

Ooooogoo  tunnel ttl (<1-255>]inherit)

goooooad tunnel ttl inherit

O No O no tunnel ttl 0 = tunnel ttl inheritd

o protection O

0000 IPsec tunnel policyO OO O OQOO

OOoOoodoogd  tunnel protection ipsec policy <1-65535>

O No 0  no tunnel protection

goooooo Route based IPsecO0 0000 tunnel DO OO OODO

o pre/post-fragment O O

pre-fragment0 0D OO0 O OFragnent OO0 OO0 OOO0OOO fragmentd O OO ESP ODODOO MO
OO ESP packet 00O O0OO00OMMOOOMMOOB 2.4 Fragnentd0 0000 O0OOOODOOO
gooodood  tunnel pre-fragment

goooooo no tunnel pre-fragment

O No 0  no tunnel pre-fragment
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O O Route based IPsec

2.2. Security PolicyO IPsec phase2 IDOOOO

Route base O O O O policy base0 0O OO OO O IPsec phase 20 negotiationd O O policyd SP
(Security Policy)0 00O 0O 0O0O O O Osource/destination address port/protocol 00 O 0O any O
OO0sSsPOODOO0OOODODO interfaced OO IPsec tunnel policyd bindO OO tunnel interface
000000000000 001IPsec tunnel interface0 00 00O IPsec tunnel interfaced OO
OO0 ESP packetD OO OO policyD matchO O OO OOOOOODOODOO IPsec phase2 IDO OO
OSGO IPsec SADOODDOOOOOOOOOOOOOOODOOOO

2.3. IPsec tunnel interfaced O Path MTU Discovery O O

IPsec tunnel interfaced O OO Path MTU DiscoveryO OO OO OO O O tunnel interface0 00O O
OO0O00O0OOpolicy baseDOOOOOQCOOB 1.2, ESPOOOODOOCOO)YOOOOOODO
tunnel interface0 MTUO OO OOODOODOODOPath MTU DiscoveryD O OO O0OOOOOOODOO
0000 fragnent0 OO OOD0OOOODOOOODO

2.4. FragmentO O

FragmentO O O 0O O O pre-fragmentd post-fragment D 20 00000000000 OOOODOOpre/
post-fragnent 0 O 0000000000 O0OO0ODOOOOODOOOOOMODOODOOODOOOOOO
ood

pre/post-fragment 0 O O O forwardingO OO O 00O IPsecO00D0O00O0OOMUOODOOODOONO
00000000 dpre-fragnentd O OOOOPMTUODOOODO Opost-fragmentO0 OO0 OO0 OOO
goooovuoooooonoag

OO0O00OOpost-fragnentD OO0 OO0OOOMIUO 15000 00000000O0000COPNTUODOOOO
oo oOoOOooooOooooesSPOO0OODO fragmentd O OO

OOO0OIPsecO0000OODOOMIUO 15000 00000000000 forwarding00000OOOESP
00oodooooooEeESsPO0D0ODOOOOODOODOOOONMIUOOOOODOOOO fragment(post-
fragnent) O OO OO OOOCOESPOOOCOOIP fragnentd DO OOOODOOOO

OO0OOforwardingD OO OOOOOIPsecO0DOOOOODOMUOOOOOOOODOIPsecOOO
OO0O0OgoOwvMuDOOd fragment(pre-fragnent) D O OO OESPOODOOOODOOOOOOOESPOODOO
goooooo

000000000000 0Opost-fragmentO OO O0OOIPVGOODOO0ODODOOOOODOODOO
pre/post-fragment 0 0 000000 OO0 post-fragment D OO0 0O OO0OOO

462



(000 BOPolicy based IPsec 0 Route based IPsec

O O Route based IPsec

2.4.1. Pre-fragment

FragmentO OO O OOOOOfragment0 00000 ESPOOODOOOOOOODOODOO ESP packetd
ooooood

Pre-fragmnent0 000000000000 OD0ODOOOOODOOO

1) Interoperability 0 00O

Netscreen0 O OO OOOOOpre-fragmentO OO DO OOOHWODOODO OO /fragment/reassemble O
OO0O0O00O0O1500bytesO 00 packetD O OO OO0OOOOODOOO

0 00O 2000bytes O packet O ESPO O O OO fragmentD O O O OO O O Netscreen O reassemble 0 O
OO0 1500bytesO 00 packet DO O OO OOOO0OOOOODOODO

OOOO0O0OOOOONXRO pre-fragment0 0 00 000D0CO0OCOOODOOCOOODOOOOODOOO
oooooo

2) NAT-traversal

NAT-traversal O O O post-fragmentU O OO OO0 O OO packetd O UDP header DO O OO OODOO
200000 packetO O UDP header DO OO0 OODOOOOOODOOOONAT routerd 000002
OO000packet0 000 OO00OD0OCOOOOOCOOOOpre-fragnent0OO0O0O0O0O00ODOOOO
oooooooooooooo

3) 00000

OO00O0D00OO00OOpre-fragnentD 000000000 ESP packetDOOOOOOOOO router0dn
00000 packetO O OOOOODOESPO decrypt0 000 packet0 0O OOOOOO end-pointd O
OO reassemble0 000 0O0OO0O0OOOODOODOO

OOOONXRODO fragmentO OO OO packetd OO0 reassemble 0 0000000 0OOOOOOOO

0000000000000 0000000O0DOdreassemble000000000DOOOOODOOO0O

00000000 DO0O BO2.4.4. IPsec interface 00 0O OO fragment packet 0 reassemble O O

oo0oooooooooon
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100 BOPolicy based IPsec O Route based IPsec

O O Route based IPsec

2.4.2. PMNTUDO OO Fragment O O O DF bitO OO

FragmentO OO DO OOOO0O IPsecd OO0 Opre-fragment(fragment O O OO0 O 0O O )0 post-
fragmeent(CO DO OO fragment0 00 0)0O0O0O0O0OOOOOODOOO

0000 Pre-fragment O O O O Opost-fragment D OO0 OO O0OOOOPMTUDO OO fragmentd O OO
00o00oooo@UuUooDoDooooooon)dor it oO/H00D0o0oonoooooooon
0000000000 pre-fragment/post-fragment 0 OO 0O Table 1000000

Table 1. PMTUD O O O Fragment O O O DF bitDO O O pre-fragment/post-fragment O 00 O

puTuDC O | Tregmento e e 0ooooo
pre/post
0 pre-fragment(fragmentO 0 0 0)
re
i P 1 pre-fragment(fragment [ [0 [0)
disable
c 0 post-fragment( U O O fragment)
0S
P 1 post-fragment(C O O O fragment)
0 pre-fragment(fragmentd 0O 0O 0O)
re
ol P 1 O00000Odropd OO fragment neededd O OO O OO
enable
c 0 post-fragment(Od O O O fragment)
0S
P 1 O00000Odropd OO fragment neededd D OO0 OO

00000 post-fragment(CD OO O fragnent) DO OO OO OD0OOOOOOOEBSPOOODOO
reassemble 000000000 O0ODO0O

ONXRDO O PMTUD O O (enable/diable)] Fragment O O (pre-fragment/post-fragment) O interface
tunnel mode0 0O OO0OO0DOOOOO

o PMTUDO O
< enable > tunnel path-mtu-discovery
< disable > no tunnel path-mtu-discovery

o Fragment O
< pre-fragment > tunnel pre-fragment
< post-fragment > no tunnel pre-fragment
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100 BOPolicy based IPsec 0 Route based IPsec

O O Route based IPsec

2.4.3. IPsec interfaced 00O 0O O fragment packet O reassembled 00O
Pre-fragment 0 00O packet OO O OO OOCOONXRO OODO reassemble 0 O O O reassemble O O O
forwvardingO OO OOOOOOOOOOODOOdefaultD 00000 (reassembled 0 0)00OOO IPsec
tunnel interface0 0000000000 OO0OOO
ooooooo ip fragment-reassembly
ooooooo ip fragment-reassembly O reassemble 0 0 O
g No g no ip fragment-reassembly [ reassembled O 00O
oooooog
OreassembleD 0 OO0 Ofragnent0 0000 packetO OO0 O ODOODOconntrack 0 O O session
0000000000000 00O0Oconntrack 00 00O 00O DOONATOSPIO session command O 0 O
0000000000000 oooododoooooDooooooooooooooonoon

(reassemble0 0 0)0DOOOOO0OO0ODOOOOODOOOOOOOOOODOOOODOOOODOO
oooooooo

ooo ooo
OO0 route00O0ODOOOOOOIMNvalid-status-drop0 00 drop0D 00 O0O0O0ODOOOO
O filtering O packet coloringO0 00O OO OOprotocol D port0 00000000 OO0DOOOO0O
fragmentO OO 200000 packetUOOOO0OO0OOO200000 packetd filtering O packet
coloring0 0000000 DOOOODOOODOODOOIP header 0 O (source/destination address [
OHyoooooooooooooogoo
coooooo
Oglobal moded O no ip reassemble-outputd O O O OO ipsec tunnel interface 0 Ono ip frag-
ment-reassembly0 0000 00OCOOOOno ip fragment-reassembly0 OO0 OO0 OO0
D000 no ip fragment-reassemblyd 0O 0000 tunnle interfaceD 0000000 ODO0O
reassemble 00000000 0OOconntrack 00000000000 DOOOODOOODOODOconntrack
OO0O0D0OOONATOO /SPIl/session0 000000000000 OOCO0OODOOOOOOODOO
000 packet coloring DO OO OOOOODOO
(O no ip reassemble-outputD OO0 OO0 OOOOOOODO tunnel interfaced Ono ip fragment-
reassemblyd 00 O ip fragment-reassemblyO0 0 OO0 0O O0O0O0OO0O0OOO0O
(no ip fragment-reassembly D00 O 0O0O0OOOOOWarningDOODOOOD

Oip fragment-reassembly 0000 00000000000 OOOODOOO ip reassemble-output ™
Oooooooooooooon
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O O Route based IPsec

2.4.4. 1Psec policy-ignored O

IPsec interface 0 0 0 O Opolicy-ignore 000000000 ODO routed IPsec interfaced 000
policyDOOOOOOOOOpacketDOOOOOOOdropOOD0OOO0DOOOOODIPsec interface
00 ipsec policy-ignore 000000000 OCOOOOOno ipsec policy-ignore0 00O MO O0O
oooom

2.4.5. Policy base [ Route base IPsecO0 0000
Policy base/Route base OO0 OO0 IPsecO0 0000 /00000000000 table 2000000

Table 2. Policy/Route baseO OO0 O OO OOOOO

oono Policy Based IPsec Route Based IPsec
set route o x
routingd O O handling X o
policy-ignore o x (DOOooooooo)
NAT . o
(SYSTEMNATO OO OO OO)
filtering X o
routing protocol 9 °
(OSPF,RIPV1/v2)
DF bitd 10 packet o o
0 O O fragment
pre/post-fragment] 0 [ x (post-fragmentD 0 O 00) o)
outer headerU 0 OO O OO x o
IPv6 policy anyd (0 O X o

o (ECMPO D OO DO)
(Equal Cost Multi Path)

QoS x o

balancing X
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NXROOOIKEV2ODODOOOOOOOIKeV1OOODODOooooooooooboobookev200ooaono
gog

1. IKEvliO IKEV2O OO0
IKEviO IKEV20 00 0000000000000

ocnoon
IKEv1 IKEv2
ISAKMP SA IKE_SA
IPsec SA CHILD_SA

o Main/Aggressive/Quick modeO0 O OO OO
Main/Aggressive/Quick mode 0 00000000 O OO O IKE_SA_INITO IKE_AUTHO CREATE_CHILD SA [
00000000o0o000oooo000ooo0U0o0ooo0ooooo0oDoooooDo

o Aggressive Mode O [0 O
O0O0Opre-shared-key0 000 IDO00O0O0O0OO0OO00O0OOOOOOOOOO0O IKEAUTHOOO
address0 0000000000 O0ODODOOOODOO

o lifetime, rekeyO OO OO OOO
O4.RekeydD OO OOOOOOODO

o SAO lifetime O negotiationd O O
IKEv2O0 O OOOOOoOoOO lifetimeODOO0ODO0OO0OOO0O0DOOOOO lifetimed SAODDOOOOODO
O000000O0O0Orekeyd O responder O initiator D0 000000000 ODOOOO

o IKE_SAO IPSEC_SADO O ODOODOO

IKEv20O O O IKE_SAD lifetime OO OO IKESAOOOODOOOOODDODO IKE.SAODOOOODOO
gcHILD. SAD D OOonDoooo

IKEVIO O O ISAKMP SAD IPsec SAOD DO ODODOOOOOOISAKMP SAD lifetimeODOOOOODOOOO
O IPsec SADODOOOOOOO

orekeyOODOOOSAOODOOSAODODOODOOODOO

IKEv2O O OrekeyO O OO SAUODODOOOOOODO SADOODOOOODOOSADOODOOOOO
IKEviOOOrekeyOOODO SAOOODOOOOODOOOOODOOO SAO lifetimedDOOODOODOODO
gboooooobgn
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IKEviO IKEv2O0 OO O0O0oooooooooooogon

ooo IKEv1 IKEv2
set route o o@oooono)
set priority ° x (OO000)
ISAKMP backup o o@ooooo)
XAUTH o -
X.509 o o
PSK o o
O

gorpOOPSKD OO

(mainmode0 OO O ODODOOODOO
OO0O0DooopskdOO)

Multiple authentication

0@oooon)

EAP-MDS

e}

EAP-RADIUS

o (serverll)

1Pvel] [

O

route based IPsec

e}

policy based IPsec

O

MOBIKE

o(0O00D00D)

DPD

e}

Hold SA

O

NAT-Traversal

o (@OOD0)
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2. IKev2ODOOO

IKEv2O OO DOOOOoOooOooOooOoODOoOOnIKE_SAINITO IKEAUTHOODOOOOOODOOO
ooooboobobooobobobooobon

o IKE_SA_INIT

IKESAOOOODOODOOOOO negotiationO OO OIKE_SAO O OO OO O RequestOresponsed 0O
Jd@@obOooo)yooooobobgoboobooboooooobooogobobooooboobobuoooo
ooooooooooooooooo

o IKE_AUTH
IKESADDDOODOODOO0OO0OO0O000000000000000 CHILD SADD DO O OO negotiationD
OO OCHILD SADD DO OO ORequestd response 1 000 (20000)0000000

o CREATE_CHILD_SA
IKE SA_INITO IKE AUTHO O OO OO0O0O00O000000 IKESADOOO CHILD SADDOOOO00O0
oooooo

o INFORMATIONAL

IKESADDOUODOOOO0OD0OOO0OOO0ODOIKESADO OO INFORVATIONALO DO OODODOOODOD
O0ORequestdresponse 0 000 QOODOOHYDOOOOOOO

IKEvIO OO INFORMATIONALO OO OO OODODOOOOD O IKEv2O O requestd response 0 00 00O
ooooo
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3. 0o0oooa

D00 IKev2O0OOOOoOOoOOoDbOOOalgorithmdODH groupd OO O0OO
OOO0OIKEv20 CHILD_SAO O OODOPFRSOOOODODH groupD OO0 phasel DO OOODOOOOOODO
gboogbgprsObbobooobooon

OCHILD SAD D ONLLOODOODOO0OOODO0O0bOOoooOooboooooooboooooooNnLLODgon

0
3.1 IKE SA 3.2 CHILD SA
00000 /Encryption/Hash algorithm/DH groupO O Encryption/Hash algorithm/DH groupO
IKESADDDOD0O0O0DOOOOEncryptiondd EAP(CHILD SA)O 0 O 0 O OO Encryption Hash
Hash algorithmODH groupO0 0 OO0 O OO0 OO algoritmO 00000000
OEncryption alogoritmO 0000000 0O0OOO
oooo oooooooooooo
O Pre-shared-key [0 O ONLLOODDODOO0O0O0O0DO0O0oDDOOOoo00ooon
ODigital 00 OO RSA(X.509)
O EAP-MD5 Encryption
(0 EAP-Radius [0 3DES-CBC
[J DES-CBC
Encryption [ AES128/192/256-CBC
(] 3DES oNnLLO O Ooooo
I DES
[0 AES128/192/256 Hash algorithm
[0 HMAC-MD5-96
Hash algorithm [ HMAC-SHA1-96
(1 MD5 [0 HMAC-SHA256-128
[0 SHAL [1 HMAC-SHA384-192
(1 SHA256/384/512 [0 HMAC-SHA512-256

ONLLO OO OO0
PRF algorithm

00 PRF-HMAC-MD5 DH groupd PFSO 0 O OO O
O PRF-HMAC-SHAL O DH groupl(MODP768)
00 PRF-HMAC-SHA-256 O DH group2(MODP1024)
O PRF-HMAC-SHA-384 O DH group5(MODP1536)
O PRF-HMAC-SHA-512 O DH groupl14(MODP2048)
PREOOHASHO OO algorithmO 0O OO0 O0ODO 0ODH group15(MODP3072)
ODH groupl6(MODP4096)
DH group ODH groupl7(MODP6144)
O DH groupl(MODP768) O DH groupl18(MODP8192)
O DH group2(MODP1024) DH groupO OO O OPFSOODODOODO

ODH group5(MODP1536)

OODH groupl4(MODP2048)

O DH groupl5(MODP3072)

OODH groupl6(MODP4096)

ODH groupl7(MODP6144)

O00O000DH groupd0O0O0OOOCUOOODO g71
o0doo0oooooooooooogooooooo
oooooood
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4. EAP-RADIUSO O
IPsec clientOd O O EAP message [0 ONXRO O RADIUS message 0 O O OO O O ORADIUS server 0 OO
oooooogooooooo

RADIUS serverU O 00O 0ODOOODOO timeoutd 200retry0 0000 3000 Oretryd O timeout
obi1o00o0ooon

4.1 RADIUS serverd QO

Account 0 O O O O RADIUS server O IP addressJUDP port0 OO OO0 (secret)J 00O OO0OODO
oooo

UDP portd 00O defaultD 0181200 00WebO OO OOODO radius port0 000000 0ODOOOO
coooooo

4.2 NAS-identifier Attributed O
USEROOODOOODOO0@E0000) 000000000000 ODefault 0000 -1Psec
(ex.NXRG240-1Psec) O O

ooooooo ipsec eap radius (A.B.C.D|X:X::X:X) password (|hidden) WORD
(Jport <1-65535>) (|nas-identifier WORD)

O no O no ipsec eap radius (JA.B.C.D|X:X::X:X)

oooooogd  global mdeO0 0O O0ODO0O
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5. Rekey
5.1 IKEvl O Rekey
O ISAKMP/1Psec SAO lifetime(hard timer) DD OO0 OO0 OO DO OO Defaultd O ISAKMP SAT
10800[sec] IPsec SATI 3600[sec]0 0 00O OD0ODOOOOOSADODODOOODO
O Rekey O soft timer O Omargin increased-ratio0 000000000 OMarginO O lifetime O O
O000O0OOD rekeyOOOODOOOOODOODOOOOOIlNcreased-ratiod 0 Omargind0 0000
0oooooowbhoooooo
ooooooo rekey margin <30-360> (increased-ratio <0-100>])
oo O oo no rekey margin
ooooood
O ipsec isakmp policy modeO0 OO0 O OO0
Joo0ooooogdoseft timer0 000000000000 OD0ODOOO0OO Soft timer0000O
oood
minimum soft timer = lifetime - margin
maximum soft timer = lifetime - (margin + margin X increased-ratio/100)
Odefault O O Omargin 0 270secd increased-ratio ] 100% 000000 00O lifetimed O 2700
540sec0 00000000 O0OO0OOO0DOOOODODOResponder D0 00Osoft timer O Omargin/20 0O
000000D0oooOgO0dinitiator000 rekey0 0000000 OD0OODOO
Oincreased-ratio0 00 00000 soft timer 00000000000 O0O0ODODOOODOODOOO
dooodooooopooopoooooooooooo

5.2 IKEv2 O Rekey
IKEv2 O O O IKEv1 O Rekey O O O O 0O O packet O O O O sequence number(4294967295)0 90[%]0 O O
OO0 rekeyO OO OOO
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Firmware update

1. Firmware O replace

NXROOOOODOcCLICOOoeUIDOOfirmareDOO0O00O0O0O0OO0O0O0O0CFIimwared 000
OO0O0O0 protocolDOOODOOOOODOO

o HTTP(GUI)
00000000 -eUID0000000000

o SSH/FTP(CLI)
SSHOOO /FPOOODOODOO firmwareD OO0 OO0ODOSSHO OO O Ouser d O passwordd firmware O
00000@oOOoOoD)YOoOooDOoDOODOFTPODanonymous 1 000 0O00O0OOCODOODO0O
oopoooog
firmware update ssh://<user@(A.B.C.D|X:X::X:X)>/FILENAME (]source A.B.C.D|X:X::X:X) (Jno-boot)
firmware update ftp://<A.B.C.D|X:X::X:X>/FILENAME (]source A.B.C.D|X:X::X:X) (Jno-boot)
oooooog
oooooooooooooooooooog
gssHO 0000000000000 00O0bO00D0ooD0ooo0ooOOobO0booDOooDOoooDooDo
O ssh://user@A.B.C.D/FILENAMEC 0 02200000000 0O OO =ssh://user@A.B.C.D:22/FILENAMELT]
- IPv4  ssh://user@A.B.C.D:port/FILENAME
- IPv6  ssh://[user@X:X::X:X]:port/FILENAME
Ono-boot0 000D ODODOOO0ODODOOODODOODOODOODOOODOODO

o copy(CLI)
00o00Do0oooog firmware0d 0000000

ooooooo firmware update (diskO:FILENAME]|diskl:FILENAME) (]no-boot)
ooooooo

Ono-boot0 0O 0OOO0O0O0OOOO0DOOOOOOODOOOODOOOODOO
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1.1 Firmware update 0 O serviceO OO
firmware update0 O 0000 OO0O0O0OOOOO0DOODOOOOOO
Jooobobbooooobobboooobobboooooobobbooooboboooooo

O Firmware update0 0 00D OO0O0OODOOOO
nxrg240#firmware update disk0:nxrg240-v900.bin

[ 1 100% DECODE
Proceed with update? [(y)es/(r)eserve/(n)o]: b ----—- O
Unsaved configuration changes exist. Save Flash? [y/n]l: y ---—-—- ad

After the firmware is updated, it reboots...

Firmware update is being ex-

Finished the firmware update, it repoots...  --———- O

O Firmare update0 O 00000000 OD0OO0O0OOODOODOOOOODOOOO
000000000000 0ooo000oDoo000oDoyooDoooooo
0000000000o000ooo00oo0oooooo0ooooooooooooo[r]jooo
oooo
O0000000oDoooooooo0ond0OOoOoooon

O 0000000ooo000oo0o000oooooooooooooooooooooooooon
OO0000ymooooOooooondOoooogo

O firmwvare update 0 00000000 0OO0ODOOOOOODOOOO
O00@Mr0d0O0000000000000D0O0O0000000000000O0O00O0OO0OO0n
ooo

OO00000O000(ssHO FTP)O firmware update 0 000000000000 O0OOOODOOOOO
00000000DOOo000oOoOo0oUoooooooodoooooooooon firmware update
o0oooooooooooog
nxrg240#firmware update ssh://guest@192.168.2.222/nxrg240-v900b30.bin
guest@®192.168.2.222"s password:

[ 1 70% DOWNLOAD
% Download failed (255).
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0000000030 000000000000000000000000(UProceed with update?d
0000000030000 oOy0000OoooO)Y DOOoooDoooooDoooooDoooooooo
00000 firmware update 0 0 000 0000000000000 0O0O0O0O0O00O00O0O
nxrg240#firmware update ssh://guest@192.168.2.222/nxrg240-v900b30.bin
guest@192.168.2.222"s password:

[ ] 100% DOWNLOAD
Proceed with update? [y/n]: vy
% Timed out.

1.2 Firmware update 0 0O OO0 /00

0000000000000 00OfFirmware update0 00000000000 ODOODOOOO
gcLicuioooonooooad

gcLi/cui/eMsO0ooooonoo

gcLi/cul/evs 0 O O firmware update

geuli/eMmsooooooo

gcLigooobpooo/soo

geulgoooo@uIoooooooood flashOODOODODOOOOODOOO)

1.3 Firmware update0 OO0 0O OO
v5.8.1000 versionO OO firmvare update O 0O 000000000 OOODOOOO

1.4 Firmware update/downdate 00 00O

Firmware0 OO0 0O0O0O0O0OO0O startup-configd versiond firmwared versionO0 00000000
000000000 DO0D000000D0000000D00000Oupdate 00 downdateO OO OO0
doodboooooxwWMLOOo0oOooooooooooo@ooooooooo)a

(1) update O

running-configO O O OO firmware versionOO OO0 format 000000000 OOOOODO
startup-config D 000000000000 versionOOOOOMMIOODODOOUSERDO (save configd
O000)startup-configD O OO0 0O 0ODOODOstartup-configd versionD OO O0OOOO0OODOOOO

(2) downdate O

startup-configd firmwared versionO0 00O 000000 configd ODOOOOODOOODOODOOOO
O000000000oo000o0o000oo0oooo0oo0oo0oooooooooooooon
000000000 oooooooxwWL0oooooouoooooooooooooom
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Netevent O [

USERO O ODOO0ODO0D0D0OO0DO0O0ODO0O0DOO0DOOPPPODOODOO IPsec SAO OO OVRRP priority
doodboooooboooooooooon

Track object 0D 0000000 OtrackODO OO upO0 00000 OD0O0ODOOOOeventdOODO
down(D OO uwp)DOODOODOOO0OO0OO0 trackODOOOODOO0Oaction0O00000O0O0DOOOOOO
event downJ 0000000000000 0OO0DODOOactionOOOO0OO0OO0OODOOO down actionld
goooodoo

1. 0000 (track object)O O O
11000000000
ooooooOooooOoobooooooo
Ointerface linkOD O OO
interfaced linkO O (up/down)0 00000 OKeepaliveO OO OOOOO0O interfaced 000
OO0Nink dowsnO0O0OO00O0OkeepaliveOODOOOOOOOOOODOOPPPO tunnel interfaced 00O
Ointerface0 00 /00000000O0O0O0OOO0OOOOOOOODOOOO
OIKE SAODO OO
IKE SAOD O (up/down)D 0 O00O0OOO
O ping/ping6 O O
ping/ping6 0 0 000 hostd O ip reachability0 OO0 O OO0
OVRRPO O OO
master O 0 backup/init0 0000000 backup/initd0 0 master0 0000000000
O OSPF neighbor O O
0000 router-id0 0 neighbor0 000000 state0 000000 O0OOO
0 BGP peerd O
0000 peer ip/Zipv6e 0 0 neighbor0 000000 state0 00 O0D0OO0OOOOO
O IP/1Pv6 neighbor O O
IP/1Pv6 neighbor O O 0O O O ARP requestd IPv6 neighbor solicitationO0 000000

1.20000000000

0000000000 trackOOD0OOO0ODODOOaction0O00O00D0ODOOODOO
O00OtrackDOOOOactionD 000000000 0OO00OOactiond 000000 OO00OODOODOO
O0actionupd0 D 0O0OD0O0O0OO0OO0DOOOOODOOPPP interfacel J 0O OactionO OO connectd O
0000000000000 0oooooooooood (auto-connectd 00O O0OOO)O

1.3 ip/ipv6 reachabilityO O QOO

ip/ipv6 reachability 0 00O 0O OO icmp/icmpv6 echo request/reply packet 0 DO 0O OO 0O
OPing O timeout O O 10sec 0 O O
OPing0D 0000000 retry00000000000D0O0OODOOPINGDOO0O0ODOOecho
request0 000000 echo request0000000000000Oecho reply0 000000000
Otimer000000000D00O00DOOOO
Oip reachabilityO 00000 interface00000000O000OOO

479



Netevent I O

1.4 Recovery delay timerd O
ip/ipv6 reachabilityd ospf/bgp neighbor interface linkO isakmp OO OO OO OOOODO (event
wpOODO0OO00O)oOOoOODOuwdOOactionDOOOOOOOdelayDODOOOO0OO0OODOOOO
Delay timer0 0000000 OODOtrackd down state0 00000000000 checkOOOODOO
good
ODelay timer OO 00O event down O retry OO OO0 OO OO Odelay timer O cancel OO0 OO
ODelay timer O timeoutJ OO Oevent upd actionD OO0 OO0OOOOOODOO ip/ipve
reachability check OO OO Odelay timerO0 OO0 OO00OO0O ip reachability fail countO 00 O
O000OOactionODOOODOOO reachability check OO OO OODOO

1.5 00 trackO O
neteventD 0000000000000 trackDODODOODODOOOooptiond0000O000OODOOO
0000 trackOOODOip/ipve reachabilityD 00O D0OOO0OO0OOO0ODOO
<00 trackODOODODOODOO option>
O payload-length
ping/ping6 0 0 O O size(icmp header 0000 0)DOODOOOOOODOOOODefaultd O 56byte
ooo
ooooo
0000000000 ping/pingé OKOOOOOODOOOOOOODOOODefaultdO1000
ORTT
ping/ping6 requestD 0 OO0 O0OOreply00000OOOODOO (Round trip time)J OO OO0
000000000000 reply0000000rttdelay0 00000000 (reply0 00000
O0)Ortt statusO downOD OO0 OO0 ODefaultO O ORTTOOOOOOOOOOO
ORTT delayd O
RTT status downOD 00000000 COOOOODefault0O30000O
ORTT normal O O
RTT status upO0 0000000 ret 000000 ODefault0 030000
ODF
IPvAOOO0O00OD00000000000ODefaultdOODFO setd 0000
OTTL/hop-limit
TTL(IPv6:hoplimit)D OO0 OO O ODefaultd Osystemd TTLO (64)0 setO0 OO0 OO
Omonitor-log
monitor-logO OO loggingD O OO OOOOOODOOOODefaultO OO OnO
O interval variable mode (0 O

ping/ping D 00 0O0O0Oping error 00000000000 OCOODOO0OOOODefaultdOO
ooo
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1.5.1 RTT status

RTTOOODOOOODOO

ORTTOODODOODOODOORTTdelayD OODOODODODOOrtt statusO down O OO ORTT normal
0000000000 0OuwpOOODODDOOOO0ODOCDefaultD upOO0Ortt statusOOOO0D0OOOO
action0O0O00OODODOO
CO0OOpingONCOODOOCOOODOrttOO0 /000000000 reset00000O0O0ODO track
OdownOOODO rtt statusO NITODOOODOODODO

1.5.2 Interval variable mode

ip/ipv6 reachability0 0000000000 interval 000000000 O0OOOO modeO OO0

O00O0trackDOOOO0OO interval 00000000 ODefault0 000000

Otrack upO0 OO ping fail OO0 0000 QiInterval 00000000000 DODOODOOOOOODO
oooooooo

O0000D0iInterval DODOO0ODOOOODOOOOOping/pinge0 0 000000000000O00O0O
ooooo

o interval OO ODODO
Interval DO O00O0OO0O0O0OCOO0ODOOCOOInterval0000O0O 10sec00000O00OO0O0ODO 100
0000000000 010secO0Od0DOOOOnO

v_interval = (interval/2"fail_cnt)0 20 000)

Ov_interval : O0O0OO interval

Ointerval : OO0O0O0OOO interval

Ofail_cent : OO0 ping failDOD0OODO

o[ trackODOOO interval D OO DO

trackOOO interval OO0 O0O0O0OOOODOCOO
Otrack upO ping OKO O OOOinterval OO0 OOD0ODODO
Otrack upO 0O ping faill 000000 v_interval DO 0O0O0OO0O00OOO
Otrack downO OO O0Ofail ent = retry0 0 +100000000 v interval OO0 O0DOODOO
oood
Odelay timerJD0O0O00O00Otrack upOOD0OO0OO0O interval O0OO0O0OOPIng failODOOODO
OOv_ interval DOO0OO0OOO0OO

1.6 Initial timeoutO O

OSPF/BGP4 0 neighbor 0 0 O 00O interface linkDOOOOOOOOO trackO OO mnitd 00000

trackDOOO0O0OOD0OO0OO0OODOOOOODOODOO
Oneighbor0 00 (@ OO0 interface link up)DO0D0OD0O0OO0O0O track up0O00OD0OODO
Oneighbor0 00000000 @MOOO interface link down)J 0000 O0O00O0O track down O O
0000000000000 Oianitial timeoutd timeout O O O O 0SPF/BGP4 0 O /interface O O
00000000 downODOOOO0OOO0OO00OO0ODOOOOtrack downO 00 00O OOdown actionO O
goooo
Onitial timeoutd Odefault 0000000000 defaultO initial timeoutd O 180sec O O O
OO0 initial timeout0 00100 3600sec0 0000 O0O0O0OOOOODOOO
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Netevent OO O

1.7 Interface ethernet0 0000
EthernetO OO ODOOOO0OO0O0OD00O trackODOOOOODODODO trackOODO (EthernetDODOODO
000000 uw/down)DOOOOOOOOO
Olink upO
OO0 track up00dO0O00OO0O
O link down O
- initial-timeout DO O0O0OOO0OOOInitial-timeout0OO0O0O00OCOO0O0O0OwpOOODOOOO
OdownOOOOOODO

- initial-timeout 0000000010000 000D0CO00OO0O0OOuwpOOOOO0O downOOO
gogono
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Netevent O O

2 actionO OO
2.1 00000 action
Jd000OD0actiond 00000000000 ODOOODODOODOOODOODOOOOOOO
OVRRP Priority0 00000000 O0DOOODODOO
000000 (interaface mode)0 0D OO OODO
vrrp ip <vrrpid:1-255> netevent <trackid:1-255> priority <1-254>
O IPsec tunnel DO 0O /00 /000 GsakmpO0 0O O OO) DO OOOODOOODOO
000000 (ipsec isakmp policy mode)D OO OO OO
netevent <trackid:1-255> (connect|disconnect]|reconnect)
OpPPPOODO/0000D000DODOODODO
000000 (interface ppp mode)U OO OOOO
netevent <trackid:1-255> (connect]disconnect)
O Tunnel interfaced up/down 0 000 0O00OO00OOO
O0O00000d(interface tunnel mode)O OO O OO0
netevent <trackid:1-255> (connect]disconnect)
O L2TPv3 tunnel O O O (PPPO interface linkO OO OO O)ODOOOOODOOOOO
Oo00oOoog2tpvd tunnel mode)I DO OOOO
netevent <trackid:1-255> disconnect
O IPsec local policyD OO OODOOOOODOODOO
000000 (ipsec isakmp policy mode)D OO OO OO
local policy <policy:1-255> netevent <trackid:1-255> change <local _policy:1-255>
O IPsec isakmp policyO 0 OO DO OOOOO0OOOOO
000000 (ipsec tunnel policy mode)D O OO ODODO
set key-exchange isakmp <1-65535> netevent <trackid:1-255> change isakmp <1-65535>
0ooo0oooooooooooooood
Oooood(global mde) OO OOOO
system netevent (<1-255>]<2048-4095>) restart
00o00boobO0oo0ooOoooobooooooooog
OO0O0oOgDoO(global mde)D O OO ODODO
mobile <0-2> netevent (<1-255>]|<2048-4095>) reset
0 BGP advertise-route 0 000 /00000000000 0O0O0O
000000 (gp mde)d OO OOOO
netevent <trackid:1-255> advertise-stop
0 IPv4 static route 0000 /00000000000O000OO
OO0O0oOgDoO(global mde)D O OO ODODO
ip route A.B.C.D/M (<gateway:E.F.G.H>] INTERFACE|null) (]<distance:1-255>)
(|netevent <trackid:1-255> (active]inactive))
OPBRroute0 000 /0000000000D000O0O
000000 (route-map mode)D OO DO OODO
netevent (<1-255>]<2048-4095>) (active]|inactive)
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00000000 eentJ 000000000000 DODODO0000ODO0O00ODOODOOODO eventd
OO000OO0000DOO0o00OoOoOoU00DoOo00oDOO0UbODOOoUOOOOOmester000OODOO
ooooooogooo

interface ethernet 0

ip address 192.168.0.254/24

vrrp ip 1 address 192.168.0.1

vrrp ip 1 netevent 1 priority 10

1

track 1 vrrp ip 1 interface ethernet 0
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2.2 Reconnect action
ISAKMP policy 0 O actionO OO Oreconnect D 00000000 DOOOOreconnect0 00 O0OO0O0O
event down [0 detect 0 0 O IKE/IPsec SAO O OO OO negotiationD OO0 OO0 Oevent upd 000
oooooooo
ooooood netevent <trackid:1-255> (connect|disconnect|reconnect)

netevent <trackid:2048-4095> (connect]disconnect]reconnect)
g no d no netevent

2.3 Change action

IPsec isakmp policy O local policyd O 0O 00O IPsec tunnel policy O set key-exchange O O O
OO00000OO0O00d000 actionO OO

IPsec isakmp/tunnel OO O OO local policy/isakmp policyd trackDO OO OD0OOOOODOODOO
000000000000 O0O0O0DOO100 IpsecO0D0O0d main/backupd 00 O0O0O0ODOOCOOO
00000 IPsec isakmp policy O O local policyO changeO OO OOOOO0OPSKOODOOODOO
oooooompooooompoooo ibobocogoooogo

000 Oipsec isakmp policy mode/ipsec tunnel policy mode O O change actionD O OO OO0 OO0
od

2.4 Restart action
00o00dooooodoo0OddownOOOOODOODOOOOODOOOODOOO0ODOOwOOOOODOOOO
oo

ooooooo system netevent (<1-255>]<2048-4095>) restart

g no d no system netevent

2.5 Reset action
0oo0odoooodoOddownOOOOODOODOOOOODOODOODOOOOODOOOOOwpODOOOO
oooooo

ooooooo mobile <0-2> netevent (<1-255>]<2048-4095>) reset

a no a no mobile <0-2> netevent

2.6 actionO0OOOODO
ActionO O OO Otrack objectDO OO downO O OO actionODOOOOOO

2.7 actionOOOOOO
ActionO O OOOOOmoduleD OO0 netevent D 00000000 OOOOOOOOActionO OO0
oooooDoooooooooo

3000000000000 eventOODOO actionO OO

000000000000 ttrackDO00O0O0OO0OO0OO0ODOOOOOOOOOOOOODOOOOOOOOOO
OeventOO0O actionO O0OOO0ODO0O
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VRRP

O00000D00OD0O0O0O0OVRRP(Virtual Router Redundancy Protocol) DO OO ODOODODO

OVRRPOOODOONMACOODOOOORCODODOOODOO O MAC(00-00-5e-00-01-VRID)D O O O O MAC
googovRRPOOUODOODODOODOOOOO0ODONRDO XROOVRRPOODOODOODOOXROO
gmacoonooonooonod
OVRRPOOOOODOOCOOODOOOODEthernetDO00O0O0DOOOOODOO

1 VRRPV2

OVRRPV2(RFC3768) 00 00O OOOO

gompvaOOOOoooomwpvadOOODOODOOOP address owner)D OO0 O0O0O0OO0OOOOOODOO
ompv4ad00OD00oOooomiv4aOOOooO@uooomwpvdooooooo)oooooooooooooo
goooooogn

2 VRRP Tracking

0000000 IPsec SADODODODOOODOOODOODOODOODOOOOODOO0OO0D VRRP
O priority0 000000000000000000000000000000000O00O0
00000000000000 IPsec SADODOOODDOOOOOOOODOOVRRP priority0 00000
O00O00Netevent 0 000000000000

3. VRRP Event(O O

OVRRPO O OOUOOOOOODOOOOODOOOOOOODOOPPPOOODOON IPsec SAUDOODOODO
oo

gobooooboboooobooooboobooorPPO0ODODn IPsec SADDOOOOODOOO
gboooooovRrPOOODOODODOOODOODODOO
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4 Preempt O O

OPreempt 0 0000 0000000000000 0000D00000O00000O0000000000O
0Oooooo0

- Preempt 0 0000000000000 00000D000000000000000000O

- Preempt 0 00000 Dpriority000000000000000000000000000000
0000000000000000000000000

4.1 Preempt delay O O
OPreempt0 00000000000 0DO0O0ODODOODOODOODOOO advertised 0000000
0000000000000 00000DOC000DO000DOOOOdelayd 0 OO10O 1000(0)
oooooo@oo)y oooo
OPreempt delay0 00000000000 O0OOOO0ODOOOO0ODOOOO0ODOOOODOOOOO
goooo
o JOOOOOOoOO
- master down timerO0 O OO0 delay timer0O 000000000 advertiseO0 OO0 OOOOOOO
ooooooooo
- 00000000000 advertiseO 000000000 DOODODODODOODOODOOD
(delay timer0 00 O000D0OCOOOOOOO)O
- 00000000000 advertise 00000 O0OOOOOOdelay timerO0 OO0 00O delay
timer0 00O Omaster down timer0 00000000000 0Odelay OODOOOOOOOOOO
advertise 0000000000 ODOODOOODO (delay timer00O0000O)O
o JOOoOooOOO
- 00000000000 advertise0 000000000000 D0OOOOODOOOOODODO
- 00000000000 advertiseD OOO0OO0ODOadvertise0 00000 @OOOODOODOO
goooooooo)yo
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OO0 cOConfigOOOOOO

OOConfigO OO

ConfigO OO
00000 config O running-configd OO OO O OO O configh O startup-configd flashOD OO O
goooooOd0ODconfigdOO0DOOOOOOODOOOODOOOODOOOODORashDOOO
odoooOoooooOoooooooeIODo00oDoo00ooo0ooooooO flashODOOOO
ood
00000 configd running-configl OO flashO OO OODOO saved OO OO view modeD OO OO DO
OO0000o0ooOo0oOoOoooOoO0oDOOeopydO0OO0OviewmodeD OOOODOOOOOODOODO
Odod0oooOoOoooooooooooooogooo
-0000 config flashOOOOGOOOd save config
-O0000configdOOD0OOO0OODOODOOODOCcopy config disk0:config.xml

0000 configd OHTTPOGUIO OO DOOODO SSH/FTPOCLIO O ODOOODOOOOODOOODODOOO
gooooooooooooDOoooooooDbooOoOoxweoboobooooooo
00000 configd running-config O OSSH/FTPO OO ODOOOOODOOcopyd O OO DO view model
coooooooooooooboooooboooooooooooOoboOoobooboooo
-0000 configD FTPOO OO OO O OO Ocopy config ftp://A.B.C.D/config.xml

m show-configD OO OOO
WLooDoOoDOooOoooooooooOdshow-configDOOCLIOOOOOOOODOOOOOODOODO
000000DO00DDO00dshow configUOOODODO configDOODO0DODOODOODOODO
ggoooboboooooboboboboooooobocubbooooobobbbooooobboboooooo
ggooboooooboobooooboo

Oshow configU OO OOOOOOOOOODOOOOcopyOODOOOviewmodeD O OOOODOODODO
gboooboboobobooobgoobobobobooboobon

-0OsSSsHOOOOOODOODODOOcopy show-config ssh://user@A.B.C.D/show-config.txt
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OO0 GOConfigdOOOOO

OOConfigO OO

ConfigO OO
ConfigO flash DO ODODOOOOODOODOOOOODO configlO00ODOO0OOODOOODODOOODO
oood
00000 configd running-configD O flashO O OO O0OO0O0O0OO0OOsave D 00O OO view moded O
OO0O000O0C0OC0O000OOO00O0OD0O00O0OconfiglO00O0O0OOCO0OO0ODOOCcopy oo
OviewmodeOOODOOOOOODOOOOODOO0ODOOOO0OOODOODOODOOODOOOOO
-000D0configDODOODOOOODOOO save config
-00000000configDOODOODOO copy disk0:config.xml startup-config

cuUIOOODOO0O0OODO0ODOO0OOOstartup-config DO D0OO0OO0O0O00O0DOOOO configdDOOODO
gooobooogoog

00000 configd running-configd 0000000000000 OO0 configdO0O00OO0OOOO
0000000000000 0000 configDOflashDOOOOOOO0OOUSBOODOOOODOOO
oo

00000000DooooOobDOeconfiglOOOODOOOOODOOOODOOOODOOOODODOOO
ooooooo

OCLIOD configd OOOOOOconfiglOODOOODDODOOUOOOOOODOOOOODOOOOODOO
0000000000000 warning0 0000000000000 O0O0OOOOconfigDOO00ODODO
Oo00doooooooooooooooooooom
nxrg240#copy ssh://guest@®192.168.0.1/config.xml startup-config
guest®192.168.0.1"s password:
% Version is not same. continue? [y/n]:

CLIOD configD OO OXMLOODOOCLIDDOODOOO200000000000000GUIO00OO
OO00O0configDOOOODODOOOODO
OCLIO configD OO OOOOOshowdODOOOviewmodeD OO OODDOOODODO0ODOOOOOODODODO
godoopoooooooooooooo
-Xveogogoobgooooo show config xml
show startup-config xml
-CLIDO000O0O0DOODOOoOoonO show config
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OO0 cOConfigDOOOODO

OOConfigOOOODO

ConfigOOQOQOoQO
ConfigUOODOOOOODOOUODODOUOUOODOUOUOODOOODOOOODO
OXML configO O

OlPsec X.5090 000

OssHO OO

XML configD OO0 0000000000 text00O00O0OO0OO0OODODOOODO config-xmld
IPsec X.5000 00000000 Oconfigl 0000000 DOCOOOO0ODOOOODOOOOODOODO
OOOXML config OO X.5090 0000 tar.gzO OO O ODOODODO config.tar.gz[d
Otar.gzO0O0OO0OOO0OOCOOcopydODOOOviewmodeD O allOUODOOOOOOODOOOOODO
gdooooodooooooooooooooo

-tar.gzO OO O0OOOOO copy config diskO:config.tar.gz all

config. tgzO OO OOODOQOODOOOOODOCOOOOODOODOOOOODOOOOO
O config.xml
O ipsec/privates
/cacerts
/certs
/crls
Ossh/USERO /SSHO O O

OO0000C0OtextODOOxmOO0O0Mtar.gz000OX.50900000000000000DO0O0OO

ooooboobbooboobobooobo0obooboobbuobobtar.gzOOOOODOODO
OOOOconfig.xmiCOOODOOOOODOOODOOOOODOOOOODOO
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OO0 GOConfigOOOOOO

goNITodooboooooooooon

ONTOOO0OOO0O0oOooOobOooogodObeonfigbO00bOooooobOoooobOobooo
gboooboobobbobetchbOOO
O0bo0o0oobOobooobodb0OeceonfiglDODOOOOODOOOMNITOODOODODOOOOOOO
OOOOerase flash O OO OOOOODOOOODO

oimNnnmoboooooobooooooooomoooooooobbo-0o00ooooooobobobooo
oooooobgoooo
giNnmoobobooobgooooooboboobgooboboobboobooboo

m flashOOOOOOOOOODOOO

Osave configd boot-config O O O O copy XXXX startup-configd show flashO OO flashO OO OO
0000000 DOO0oo0oooonDOfirmware updated OO0 erase flashO OO O OO OOOO
oood

m SDO0000O0O0O0OOCOO0OOOOOOOShOO0O0OO0O0O0OO
gsbOO0OoOoOooOoogobDCceonfigdO00O0OOOOOODOOOOOOODOOOODOOODODOSD
goboogbooboboobooboboboobboobooshbobooboobobobooboon
oooom

mGUIOOOOOO0O0

geulooooobooooooog flashDOconfigU ODOOOOOOOOOODINITOOOOODOODGU
gooboooboboobobooo
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OoOo0 flashOoOOO

gboooogdflashDOODOODOODODOOO

J000000b0o0obDO0b0bODoOobDOobOflash 1000 flash 2000000000000 0DO
goboobooboooooobobooboobobooboobooboobooboobobbooboo
gooobobooobooobo

l. 0000000000
gooooooooooOooooOoOoooooOoDooOoooboeu/ CLIYODODOODOODOOOODOO
gooooo

nxrg240#firmware update disk0:nxrg240-v900.bin
[ 1 100% DECODE
Proceed with update? [(y)es/(r)eserve/(n)o]:

[(y)es/(r)eserve/(n)o]0 30 0000000000000 Oreserved O 0OCLIODO MM

2. 000D0O0O0OOOOOOO

21 0000000000000

firmware update 0 0 0 00 000000000000 0OOO0OOOO0OODOOOOODOOOOOOO
gocLioon firmware update D DO O Ono-boot 0000 O0OO0OOOOOOOOOOOOOOOOOO
oooooooooooooogd

gooooog  firmware update disk0:nxrg240-v900.bin no-boot

goooogono  view mode

O00oOoOoOoo no-bootODOOOOOOCLIDOOOOOOOOO

2200000000

000000000000 0000000D000000oooddOconfigd 00O mHOODOOO
ooooo

go0oogbooOg  system boot flash <1-2>

gooooogd  global mode
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o000 flashOoOO OO

3. OO config

3.1 00000000 configd O

ooooooo ooooooobobDCconfigOOOOOOODOOODODOOOO
goooooo system config flash:FILENAVME

goooooo global mode

goooooo flash:startup.config 0 O O OO Osave config O configD OO OO OO

oooooogd usBOOOOOconfigdOOOD0ODOO
goooooo system config diskO:FILENAME
ooooooo global mode

goooogoo pbootupO OO DO OO ODOODOSstartup-config O OO0 O MM
goooooo no system config
ooooooo global mode

3.20000configddnn
00000000 confighOODOD0O0O0OD0ODODODO
O ODOO0O0O0O configd system config O OO DOOO0O
0 show configO OO OO0 OO config

eusO O OO ddshow configh OO configD NXROO DO OODODODOOODOODOO
0 startup-config
save configD U OO0 000000000 DOOOOODOODOO
Flash memory O O initial-configd O OO 0O OO O initial-config(flash-initial-config)
OO0sbOoo0oodod anitial-config O OO DOOOO
gooscoooboooogn initial-config (DO OODO)
goousBOODOOOOODOO initial-config
initial-config OO OO OO0O
NITOOOO0OO00000OD000o0oooooooogon

Ooo0oooogdg

3.3 configDOOODOOOO
OO00000O0configlOO0OD0OCOOOzODOOOxmOOOOODOOOOODOOOOO
O boot-config OO OO0 configOOOO tgzO DO O

O0tgzOO config.xmlODOODOOOOOODOOOO

OOtgzOO ipsec/sshO0 000000 O0OOOOOO

O boot-configO OO OO0 configOOOO xml OO O
OCOxmlO0ODOOOOOOOODOOOODO
OOipsec0 00 sshOOOOOflashOOOODOOOTflash/.sshO OO flash/.ipsec0 0000000

000 flashOOOOOOOOODOOODOOOdir flashOOOOOOOOO0OOOOOO
O flash/.ipsecO0 00 -> ipsecO0 000000000
Oflash/.sshOOO0O->0000sshO00O0OO0DOOOO

O flash/.ssh_hostd -> NXRO O 0 sshO O O
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OO000 flashOOOO

4. 000000000 OconfigDd0O(@O/00)
4.1 0000000000 view/exec modeld

gooobooo
goooogo

goooogn
goooooo

goooogon
goooogo

4.2 configO O
ooooooo
ooooooo

goooogon
goooooo

goooogon
goooooo

goooogon
goooogo
goooooo

goooogn
goooooo
goooogo

goooogo
goooooo

goooooo
goooogoo
goooogo

goooboon

goooooo
goooogo

ood0oooooooboooooboooooooDooo
show version

flashD0 OO OOOODOOODOOOOOOOOOOO
show version flash (]<1-2>)

flashOOOOODOODOOOOOOOOO
erase firmware flash <1-2>

flashOO configD OO OODOODOOODO
dir flash

flashO O configD XMLO O OO0 OO0ODO0O
show flash FILENAME xml
show startup-config xml

flashO O startup-configd OO0 000000
save config

configD flashO OO OOXMLOOOOOODOOO

copy config flash:startup-config

save configD OO ODOOOOOOipsec/ssh0 0 000O0OOOOO

sre/dst0 000000000 00DOCO0O0O0O0OdiskOOcopyd0O0DOOOOODOOO

configO woRDO O OO DOOODOODOOOXNWLOOODOOOOOO

copy config WORD

000 fileOODOODOOD @Moverwrite 20000000000
ipsec/ssh0 00 000O000ODO0O

src/dst0 0 000000000000000O0O0OdiskO00 copy00000O0O0ODOO

all0 000000000 OconfighD flashOOOOOOOO
copy config flash:startup-config all

copy config startup-config all

save config allD 0000 Oipsec/ssh0O00O0O0OODOOOO

worRDO OO DOODOOOxmlO configO ipsec/ssh0 000 tgzOOODOODODOODO
copy config WORD all
OO0 fileDDO0O0O0OO0OOMoverwrite 20000000000

startup-configGimD)O WORDO OO OO O OO exportd O OO
copy flash:startup-config WORD
copy startup-config WORD 497



0000 flashOO OO

gboooooo
goooogoo

goooogoo
goooooo
goooogo

goooogoo
goooooo

goooooo
goooooo

goooogo
goooooo

goooogo
goooooo
goooooo

GUIDOconfigDOODOOODOOOODOO startup-configd O OO0 OOO
gooeurooo

flashOO configQ O OO ODOO
delete flash FILENAME
FILENAME O startup-configd 0 OO OO0 O Oerase startup-config OO OO0

bootup0 OO OOODOOOO
delete bootup-config

startup-config OO0 O OO0
erase startup-config

flash O O config(bootup-configd O )OO O OOODOOOO
erase flash

tgzOOOFILENAMEO O O OO tgzO O configO importd 00O O
copy WORD flash:FILENAME

O dstd OO0 =flash/startup-config OO O

O0tgzOODOOODOO config.xml
O0tgzOODOOODOO ipsec/sshd 00

g oogo

->0 flash/startup-config
->[ flash/.ssh/* , flash/.ipsec/*

OOflash/xxxxx OO0 tgzOOOOODOO import0D 000

goooogo
goooooo
goooogn

tgzOOOOO config importd O OO
copy WORD flash:FILENAME
Flash/XXXX0O importO OO 0O

OconfigQlOODOOODOOOOODOOO

Oconfig:

00000000 config(running-config)d O Osave configD OO OO0 OOOOOd

gSb-initial-configl SDO O OOOODO initial-config(T O config)UO O OO SDOOCOODOOMM

Oinitial-configd FirmwareO OO OO confighD O Oethernet 00 O OO OOOO IPODODOODOO
0 192.168.0.254/240 000000000

O CMS-show-config: CMSO OO OO OO OO show configD OO configOQ O OCMSO OO O OOOOO
0oooooooooon

Ostartup-config: 00 OO0 OO0O configOOFflashOODOOOOODO

Obootup-config: DOOOOOOOconfigDOODOOOOOOO configDOOflashOODODOOODO

gog

Osystem-config: DO OOOODOO configDOODOOOOODOODOOsystem-config D running-
configO O oOooOO
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oobOb0ooOooO0O0oon

gboobgoobobbooboobooboooooboboobooboobobobooboobooobo
gboobgoobobboobobooboobobobobooboobobboboobooon

l.00000000O0OO0O0O0O0000O0

l.1000000000O0O0O0O0OOcO0OO0O0

gbooobobooboobobooobooboobo

O OOOOgcoNFIcGh ODOoOoomxo4booboooboobooooo

U oooboboooobobooboboobobgn
gobobooobooobooboobobboboobooboobooboboboobooboo o
gooDoOoOooDooOomflash 1000000D0OC0OO0OODOOOOOOOOfIash 20000
oboo0oobooooooboogoflssh 200000000 O0ODOOOOOO

U oooboobgooooboboobobonooo

1.2 000000000000000D00O0000ODOOOO0

0000000000000 0o0o000oooo0oooodoo0ooouooo0oooooooooon
oooooooooooon

O CLlOOOshow versionD OO0 0000000000 DOO0OOODOOO0OOODOODOOOOODOOOO
O Century Systems NXR-G240 Rescue ver 1.0.0 (build 18/14:14 16 11 2016)

O STS2 LEDO OO (m )OO OO

OO000O0osSTsi0000m MSTSR2000 ) 0000

2. 00000OO0OO0ODOOOOoOO
goooboobooboobooboobooboobobooboobobobboboobobobobo
gbooboobobbooboobooboobobooboobobooboo

R 0O0@OO0000O00000)

0ooooog ethoO IPOOODOOOOOOOOOethOOOODOODOOOOODOOOODOODOOO
goooooo ip address A.B.C.D/M

ooooooo no ip address

goooooo interface mode

ooooooo ooooooooboooooooooOooboooo
goooooo system boot flash (1]2)
goooooo global mode

ooooooo  TelnetOOODODOOOOO
ooooooad telnet-server enable
goooooo no telnet-server enable
ooooooo global mode

499



Oo0b000O0o00O0000aon

m 0000 (view/exec mode)

gboooogo
gooooogo

goooooo
gboooooo

gboooooo
gooooogo

goooooo
gboooooo

gboooooo
gooooogo

goooobgn
gboooobgo

gboooooo
gooooogo

goooobgn

goooooo
goooooo

0000000000 o0ooDoooooooooooooooooooDo
show system boot

O000o0o000ooooooooboooooooooo
show version

0000000000000 000oooOooooooooo
show version flash (]1]2)

Oo00do0ooooooooooooooooog
show config

goooooooooooooo
show history

O00000000OusBOO0O0O0O0OO0OO0O00OoO00O0boooOoOoOoOooonn
show diskO

ethOOODO0DOOOO0ODOODOOODODOO

show interface ethernet 0 (|mode)

show interface (|mode)

mdeJO0O0O0OOOeth0D 00000 OD0OODOOODOODOODO

rescue#show interface ethernet 0 mode

ethernet0
portl Link:down
port2 Link:down
port3 Link:down
portd Link:up

ooooooooooo
show product
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goob0oOoooooooaan

m O00(view/exec mode)

ogoooogo
ooooooo

oooogooo
gbooogoo

ooooboooussbooooooooboooooooboooooooo
dir disk0

ooooboboboobobogooo

firmware update ssh://user@A.B.C.D/FILENAME (source A.B.C.D|X:X::X:X) flash <1-2>
firmware update ftp://A.B.C.D/FILENAME (source A.B.C.D|X:X::X:X) flash <1-2>
firmware update diskO:FILENAME (source A.B.C.D|X:X::X:X) flash <1-2>

ogoooogo

goooogo
oooogooo

ooooooo
gbooogoo

gooogoo
oooogooo

gooobobooboboboboboooboobon

OoooooooussOO0DOoOoOooOOoOoOoooog
eject disk0

O0ooooppoussO000DOOOOOOOOOD
inject disk0

o0ooooooooooon
restart (|system)
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OO0O00O0O00O0O0000n

3. 00000000O0O00O00Oo0oOan
oooobooboboboobboooboobobobooboooboobo
U obgbooobooooboobobogoo

O TFTP/BOOTPO OO OOODOOOOODOOO

O DOOOCONFIGODOODOOKxO8D U D OOOOUOOoOoDboooo
0 bDo0o0obobDoobobooobobooobon
g

O0000o0bD0o0o0oOoD0Ob00 DOoooDoOobDOCcoNFIGODODOOKxoODODODOOoODoOoDO
oooooooon

3.1000000000000
oooboobobooobobooboobobo0oboboobobobobooobobooobobo
OO000oO000oO0oo0U0OoOooO00ooOOooOOobDOoOoOouooooOfiash 1200000000000
g000b00000O0o00o0OoO0obO0o0obO0DO0bO0o0bO0obO0bObOOoDOOobDOoObOOfiash 11200
gooboooboboooboboobooono

O ODoOoogboostsig*g/sts20*000ooobooogonponon
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m RASO OO0

OBRIVOOODOODOODO L2TPv2 INSODOOOOOODOODOOODOO callOOODOOOAccess
ServerU000000D0OCO0OO0DCOBRIKOODOOOOODOOOOMm
gobooooooboooogivdaboobobooboobobbobooboobobooobooo
gboooogodiipvedOoooooooobobooooboOobooooDbooo
gboboboobOobrASODOO0ObOOODOOobDoouooboboooboePPPOlbODDODODO
gbooobobooboobon

m0000000

O L2TP LNSO O OO

JL2TP INSOODODODOO0O dvirtual-template 000000 OO0 OO interface virtual-
template mode 0 O DO OO OODOO

OBRIOOOO

ooopooooooooooooo

m 000000 static route0 00O

O0000000DOOstatic route0 000000000 OODODODOOOOODODOOOOO
oOOpPOOODOOCOODOOO
00000000000 DO0O0000DbOOOstatic route0 0 000O0ORASOOOOODODOO
static routeJ 00000000
ip route A.B.C.D/M ppp <0-4>
oOOpPOOODOOCOODOOO
0oodoooooooOoIroDodooDo0oOoo0bDoo0bDOooDoOond static routed 000000
RASOODODOODOODOOOOIPVAO0000O0DODOOOO static routed 0 0O0O0OOO0OO
Ovirtual-template 0 O O 0O O0O0OOQOOPPPOODOOODOODODOODOOOOOODOODODOODOO
ogoooo
ip route A.B.C.D/M a.b.c.d
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m IPOOOOOCOOOO
ooooooooooooooobDvdODOOOOODOOOOOOOODOODIPVEODODOOODODO
oooooooogooo

oO000o0oooao

000000000 OobDOoOmwvaDO00D0O0D000DOODaccess-server profile moded0 OO O0ODO

ooooooo
1

access-server profile 0

ppp username user0l ip 1.1.1.1

!
OipvA0 000000000000 DOO000DOODODOAccess-serverd O local ip address
Ovirtval-template 0 IPO 0000000 ODOO0OOODOODOO

oO00o0OoO0oOooOowoooao

ORASO OO O interface virtual-template modeO O OO0 IPOOOOOOOOOIPOOOOODO
ood
!
interface virtual-template 0

ip address 10.0.0.1/32
!

oO00PPPOO IPsecO OO
OVirtual-template OO O OIPsecO0 0 0000DO0OOOODOOO
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goooooao

m0000000

goobooooooobooooobobobobOoboNeNDDoboboooobooboooooonoo
goboooboobooobbooobuoobooboboob200obooobooboboobOooboon
goooogooooobod

gooobooooooTecerObobbo0obo0boobobooobbovooboobooom

mTCPOOOOODOODOODOODOOOO

oOooooag

gooooooTee sywoooooooobooo
gobooboobooboboooboobooboobboooz20bo0siPOoboobooOon
g

gsSipO00d0ooobDbooobooboowAaAdODbooboobooooboobooooogTeph o
gooobogooo

192.168. 0.1 @TCP 192.168.0.2

O SIiPOOODOOOOOAO (ngn-sip client mode)
OTCP DODOOUOODOOIWDOOOODODOD listen port OOODOOOO
OOO0O0000 mode tcp ip A.B.C.D port <1-65535>

gice Dooboobooboobooooboobooooboooobo
OO0O0D0O0O0 tel to NUMBER
Uooo0ob0 gooboobOo#b0O0DbONMERDODDOODODOODOODSO 320000

O SIPOOOOOO (ngn-sip server mode)

googoTcP bOoOoooooow ooooooo P00 @moooodpert 00O
goo

0000000 mode tcp ip A.B.C.D port <1-65535>

gbooboobbooobooboboobbon
OO0O0O0O0O0O tel from NUMBER
000000 DoodbUoUo#0000OONMBER DODOODOODODOODODODOSDO 320000

O TecrO00D0O0OD0ODOODOOOO

OTCP OO0DOO0O0OO00ODODODOODODODO0O0O0DOO0OO0OO0OODOoOOoOoDOooDOooOoooo
O00o0oooooooooooog

0000000 idle-timeout <10-3600>

OOONoO OO no idle-timeout (0O 0O)

O O O O O idle-timeout 60

00O mode OO ngn-sip client mode, ngn-sip server mode
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ooooooo

ENGNOOOOOOOd
000000000000000O0NNOOONROOOOOOOOOOOOO0O
(LAN)----- NXR-----ONU----- (NeND O)

O00O00ONOOOO)IDO000000O(OO000O0000NWOOOOONROODODODOODO
000000000000000000Mm
(LAN)----- NXR----- [ONU+ O 00 ]----- (NeNO O)

m NGNOOOODOWANODOOO
ONGNOOOOOOWANOOOOPvA)ODODHCPVAO OO ODOOO

0000o0o0dO0d NNOOOOOODOOOODOOOoOoDOOooooooooo

opoooooo ip dhcp mode ngn

O 0Onod O no ip dhcp mode

00 moded O interface mode

gooooog noOOOODOOOip dhep request classless-static-route 000000000

m Classless-static-route 0 00O ODOOO routed O

O00O00O0ODOOO00PPP OOOODDOOODODDODOOOOOOOODODOODHCPVA O classless-static-

route0 0000 RFC3442)0 00O ONGNO OO static route 000000000 OODOOOOOO
dooooooNNODDODDoDooooooooooooooono

goooooo NeNOOOOOoDoOOoOoDOoooooooooooodcPPh)ODOODDOODOOOOO
oo

goooood ip dhcp request classless-static-route

O 0O nod O no ip dhep request classless-static-route

00 moded O interface mode

ooooooo D000 static route0 000000000 OOOOODOOO

s0000000000O0OCOO0COOO
ooooz20gooosiroooooooboboobooboooooooooobooooDoDobDbOobo
ooo0o/0000000000D00DODOODODOOO
grcerOoobOobOoboiogTecPO0OObOOOODODIObOSIPODODODOOOOOOOODOO
gobooooobooTecPOOO0DOO0ODOODODOODODOODOOXTTPO FTPODOODOOODOOO
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oooooon

s00000000000000

oOoO0o0OooOoOooa

O0D000O00O00O0O0O0ODODODe64kbpsO OO

oO0O00OO0OOOOo0OoOo
gboogboooboboboboz0obogooosiPbobooboobooobooboNNObDoostP
goboobooboboobooboobobooobooboobooboboobooboobo
gboooboobooboobboooboobuwNniboobooboooowAaoboooooboo
gobobooboooboobonboon

OO00O0O00O0000O00 Dbscp
gooboooboobooboobooobboownwbhoooobooboobboobooobo
pscPO b Ooon
gsipoonoO 046
gbHCPO D O O U 46
ooooooogo(cp/EsP)ds
gooboobooooowawobooboobooobooboooboobobooooooo

m JATEOOOO
oooooooobobbobobooos3goouoz2o0obobobooooOo3ooooooooooo
goo

e 000000 LEbOd
gsipPd0000OD0O0DOO00ODODOODOOOOOOOODOOOODOODOODOODOODOODOOOOOn
O0O0O0Osystem ledDOOO0OOOOOOOO

0000000  system led status <1-1> ngn-sip congestion

O 0O noO O no system led status <1-1>

O Omoded O  global mode

ooooooo

Ongn-sip congestion OO O OSTS1 LEDOOODOODOONNDOOOOODOODOODODODODOOO
000000000000 00ooo00ooo0oooo00oooooDoooooog

m00000000000O0

gobooboobooobooboobboobooboobobooboobooboboobDboooDbOon
gobooobogobgoobboobgoobooboobobooboobomuooboobooobo
gooooboooobooboooo

goobodboobooooboooboobobbooboboobooboooboo
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Policy Based Routing(PBR)

m Policy Based Routing(PBR)
00000000000000000000000D00000000000000000000000
0000D000000000000D0D0O0000
00000000000000000000000000000000000D000 /802.1Q VLAN/O
00o0/0000/PPPOODO
OPBROODOOOOOOOOOOOOOOOOOOOOOOOOOO

00DDD0O0000IPve PBRROODOOOOOOOOO0O

gooooooboOoooobo0ooDooO0o0boOo0OoOoooOoboOooOd ip policy access-list
(global mode) OO ODOODOOOOOOODOO route-map(route-map mode)J OO OO OO

oooooo

Oe I0DD0O00DDDOOUOODOOUOODDOOODDOO

OOoOOOIIPODOODODO src IPO0O0OOD0OODOODOOOOOOOO

OOocOOIPOODODOO dst IPODO0OOD0OODOODOOODOODOOO

OOo000O0D0OCOO0ODOO OO0OO0OOO0OO0OOOCOO0OOOOO0ODOOOOO0ODOOOO
000o0000ooooooooo le0ooooon

ODe000I0D0DOO00DDOOODOOOOOOODOOOUODOOODODOOODOO

OD0odOOOO

OO0oOdOOOOOTCP/UDPOOOOODOONO

0 0Oo ICMP code/type

O0o ToSO

oooooooooao

0o O000O0DOODOO
U0oOdOOoooooOoiIPOnDOO
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Policy Based Routing(PBR)

O ip local policy route-map
goooooo gooooogopBRODDODOOOODOOOOODOO
WORDO O OO OODO ACLODO ip policy access-list0 00000000 OO0O
goooood ip local policy route-map WORD
0O Omoded O  global mode
goooood
00000000 PBROACLOODOODOOOACLOO source/destination0 000000 O00OOO0O
oo ooooobooooooboooobboooooon

O ip policy route-map
gpoooooo 00oodoooooooPBROODOOOOOOODOODOODOO
WORDO OO OO OO ACLODO ip policy access-list0 000 0000O0OOO
googoooo ip policy route-map WORD
0 Omoded O interface mode
gpoooooo
000000000000 0oo0D0b000o000D0oD0oDOO00O00DO0DO /802.1Q VLAN/O
ooo/0000/pPPPO0OO

O show ip policy access-list

ggoooon peBRUODODUOOOOOOOODOOOO
goooogno  show ip policy access-list (JWORD)
0 Omoded O  view(exec) mode

O show ip policy route-map

ooooooo OooOoPBRROODOOOOOOOOOOOO
goooood  show ip policy route-map (JWORD)

0 Omoded O  view(exec) mode

O clear ip policy access-list

ggoooon goooepBrROUODOOOOOOODOOOOOOOOOOOLOO
OooOoogno  clear ip policy access-list WORD counter

0 Omoded O  view(exec) mode
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PpPOOOOOOOO

m P2POOOO

OPeer-to-peerdPPO O OO OOOOOODOOOODOOODOOODOOODOOODOIDSOIPSOOOOOO
ooooooDooooooopPPOddOddDDODODOOO0DOOOOOODOOOd
doopoogprPOOOO0D0OODOOOOOOOODOO

OWinny(ver2)

Oshare(EX2) OONTOODOOODO

OBitTorrent

m P2PO OO0 action
OgPPO0 00000000 0ODODOODOODOOOOD0ODODODaactiond0OO0D0O0OOOOODOODO
O deny oooooooooooon
O log 00oo0ooDO0ooooooooooooooog
O ulogd[XXX]: p2p-torrent-detect: Message
O ulogd[XXX]: p2p-torrent-detect: Message
O ulogd[XXX]: p2p-torrent-detect: Message
00 Message D OMACO OO /IPODOODOODOODOOO

O
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PPOOOOOOOO

m 00000000
O ip p2p-detection
OO0ooooOo pPPOOO0OOO0ODCOOOOIPVAOODOOCD
goooooon ip p2p-detection (any|winny|share|bittorrent) {log|deny}
O O noO O no ip p2p-detection
no ip p2p-detection (winny|share|bittorrent)
ooooood
Oany0 O OOO0OO0OOOwinny/share/bittorrent0 0 0000000000 O0OOOOO
Ovi0oOooooooooooooooooooooooo
000000000000 000000o00o0o00oDoo00oo0o0oDoDoooDoOooooOooon
0000000000000 00oo0ooooooooooooooooooooooooo

O show ip p2p-detection
gogooooo pPOD00O0ODOO0OOOOOOODODOO
goooooon show ip p2p-detection

O clear ip p2p-detection counter
ogoooood pePOO0000OOOOOOOOODOO
goooooon clear ip p2p-detection counter

m 0000000
gpePO000O0O0OO0OO0OOOCOOOOOOOOOODODODODOOOOOOOOODOOODODO
gooOo0oobooooDOoOoO0sBitTorrentJ 000000000000 O0O0OOODOAODbiIttorrent
UboodanyDODOOO0OO0OOOOOOODOOODOODOOODOO
oooobooooboobobooobooboobobooobooboobboobooPPOO020b000
goboobooobooboobgoobooboooboobooboobbooboobooooboo
gooooo

m Fast-forwardingD OO OOO

OFast-forwardingD O OO OOO0OOOBitTorrentJ 0 0000PPOOOOOCOOOOCOOODOO
gooooo
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ooOooooan

goboobooboobooboobooboooboboobooboobboobobboboobon
goboob oooobooobooboboboboooboob"ooboboborobooboobooboo
goooobobogn

gooobooboooobooboooboobobooboobooobooon

goobooood

Oe-mail O support@centurysys.co.jp
oood 0 0422-37-8112
O FAX O 0422-55-3373

OO0O0o00 O 10:00 O 17:00 (OODOCOOODOOOODOOOODOOO)

00000000 https://www.centurysys.co. jp/

gbooobooboobo
goooboooboobooboboobobobooboooboobooobooo
gboobobobooobobooboboobooboboobobooboboboobon

gbooobooboobo
gobobooboobgoooboobooboobbooboobooboboboobooboobobo
goboboooboooboooobooobooo

000000000O0O00000MACOOOO

0000000000 (@)
00000000000000000000000000000000000000000

0000000000000000000
000000000000000000000000000000000000000

00o0Oooooo
0000000000000000000000000000000000000

00000000000000000000 IPO0O

0000000@MOO0000000000O0000O0O000000O0

ooooooo
0000000000000 U0D0DDU0D0D0D0DUDDoDoDOooODOOoCOO0O00OC0ODOOODOOO
O0000FQUODOD0DODODONDODODOooooooooooon
OO0 FutureNet0 0000 0000000000000 0OO0OOOOOOOOO
https://www.centurysys.co.jp/support/index.php
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gbooobbooboobboooboobgsobnoonboo
goooACbOOb0oboboboboobuooboobobobD1booboom

gooooOdOopoOooO0OoOoOoO0OoOo00boo@oooUoooobooUoUoo)yoooooooo
ooooboobobooboobobboboooboobo
gboooboooobobooobobooboobooon

goooboobobobuoorNOgobobooooboboobuoobon
ooooboobooobooboobobooobooboboboobooboobooboboo
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