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ZNVE REE FES Ih0-NQ DoRIW ALTH

entury Systems NER-130 Series ver 5.1.0

xrl130 login: admin

assword -

entury Systems NER-130 Series ver 5.1.0 (build 20/21:16 04 03 2009)

xrl S04
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030 0000000

noeioooon

oooooOooOoOobOoeuonoon

1 . CLI(TELNET/CONSOLE)D OO OO DO DO O “ configure terminal” O 0O O O O OCONFIGURATIONO O
goooooog

GOMI:115200baud — Tera Term VT

FrE RED BED 20D rae B sgLsH)

entury Syetemz NEE-130 Seriem ver 5.1.0
nxrl30 login: admin
aszword -

entury Systemz WIR-130 Series wer 5.1.0 (build 47/17:36 03 04 2009)
nxrl30ftconfizgure terminal

Fnter configuration commands, one per line. End with CNTL/Z.

nxr130Cconfigh

2. “ http-server enable” DO OOO0OOOOOKTTPOODOOOOODOOO

B coM1:115200baud - Tera Term YT

JrOLE REE BES 200 Sy Eomd A L)

nxrl30(config)fhttp-server enable
http-zerver starting...done

nxrl 300 contiz) il

[ i

<gbgooogo >
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gobooeoooooboooooboon

[CODOO000O]

Ethernet I/F
[0 Ethernet

PPP 1/F
gpPPOOODOO
I PPPoE

[D00000]

IPv4
000000oooo
000 ARP

DHCP
ObDHCPO OO OO O
ODHCPO O O
ODHCPO O O

DNS

NTP

[CODO00D0O0DO0O0O]
SSH
gssHO O OO
0 SSH O [0 netconfd
NETCONF
[ NETCONF
CRP
OCRPOOOOO
OCRPODOOOOO

[00000000]
ooooooo

gipva DO Ooooo
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O30 0000000

Inioooooooooaa

cibogbooobgooboobob20b00oobgooobooboo
gboobobobbobooboooboobboobuooboobob

oooOoOoooogoiewoono)

Ooo00000ooooono «<LI0000o0o0oooos
0000000000 00000000OoOoonn  erldfedt
00000000000000000000000 Sty Svsteng NIE-130 Series ver 5.1.0
O00000000000MNDO0000 #0000

ogoooo <goouooooobooodgd s
@ ” w =g 130# f 1 . 1
Iogout / exiv DOooooooooocd Ei‘ger cgz?iéﬁggiogrzéggmds, one per line. End with CNTL/Z.
dododooooooooog nxrl180(config)#

“ configure terminal” OO0 0OO00DOO0ODOODO
O0oDOooooooooooon

OO0O0OD0O0ODO(CONFIGURATIONOI O O)

000000000000 00000000000 <000000000000000 >
00000000000000 marliDCcantie)fextt

0000000000 0000000000000
00000000000000000000000

ooooooo

000000000000 000 0 Xeonfig)#d

oooooooo

“exit" 0000000000 CtrIO+0c000
0000000000000000000000

gbooobobooobooboboobbooo
gboobooobobooooog

<ggoooogd >

ggboooboboobbooobbooobogon PC 2—3F V7 FEE

login:
Password: logout/exit

A—4—F—F T [RRLE] #

goboobioboobOnxri3o0oogoooon

27



O30 0000000

ivboooooooooooano

ooooOooooo
gobooboobobobooboooooobooboboobooboobobooobog

OO000 show interface” OOOOO0OO0OO0 shint" ODODO0O0O00DOOOO0ODOOOO

OO0 sh» OO0OD0OO0TabOOOOOODO" showd int” OO0 O0O0TabOOOOODODO" interface”
gbooboobobooobooboobobooobgon

ooo0o0o0o0o0ooooo

000000000000000000000

D+ 00000000CrI0+«0p000000000000000000000000000000000
000000000

D0 00000Ctri0D+0n000000000000000000000000000000000

ooboooooooon
gbooobobooboobobobgoobooboo <ObbOooooboooo2ogooooboooo s

130#=how ?
oooooo nx;rp s hddress Resolution Protocol (ARP)
0D00D00000000000mM?0000000 clock i Slog
gﬁgplg D;Eaéfgrﬁgégngonfiguration Protocol (DHCP)
ohoooboooooooooonoooon dizk0 External 3torage information
000 show 2’ 0000000000000 0O0 dng Domain Name Swystem (DNS)

fagt-forwarding Fazt-forwarding

Oodoodoooooboooooooooa
O0ooooooooooo?2oo0oooooagond
oodoooooboooooa <gJooo?2ooooooooon >
<crcUdoodobooboobooouooooon nxr130fshon? . . .

show 3Show running system information
Oodooooooooooon

O0000000000
00000000000000000000000000000000000O000000000000
“ terminal length’ 000000000 C0CCOO0O0000000000000COO0000O

0000 terminal length 20" 0000000000000 200000000000000100
0(00)D0000000
0000000000000000000m Spaced0 00100000 MEnterd0001000000
oooo

0000000000000000000

“ terminal no length’ 000000000000 O0OOOOOOO00O
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040 OOOOOOOOO

Oo000000n0

gboobooboboooboboobobooo
gbooobooboooboobobooobuoobooboobo

view node
|---- global node

|----—-- interface node
|----—-- interface tunnel node
|------ interface ppp node
|----—-- dns node
|------ 12tp node
|-———-- 12tpv3-tunnel node
|------ 12tpv3-xconnect node
|------ 12tpv3-group node
|----—-- rip node
|------ ospf node
|------ bgp node
|------ ntp node
|------ snmp node
|------ syslog node
|--—-—-- dhcp-server node
|-———-- dhcp-relay node
|------ ipsec local policy node
|------ ipsec 1sakmp policy node
|------ ipsec tunnel policy node
|------ QoS (class-policy node)
|----—-- QoS (class-filter node)
|----—-- crp client node

|------ router-map node

<gbgooooog»>
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O 50 view(exec) node

view(exec) node

O show config <O0000: OOO0O show><OOOO : config>
gooboogd goobooboooobobood

oooogooo show config [xml]

oooooog  xml @ XML format

O show flash-config <O 00O0: OOODO show><OO OO : config>
ooooooo ooooooooooooooooooooooon
OO0o0oO0oog  show flash-config [xml]

ooooood xml - XML format

O show ip route <OO0O0O: OOO0O show><OOOO: IP>
ooooooo oooooooooooooooon
ooooooo show ip route [bgp]cache]connected]|database]ospf|rip|static]

O show ip rip<O0000: OOOO show><OODOO: IP>
goooooo RIPOOOOOOOOODOOOO
ooooooo show ip rip [[interface [INTERFACE]]|[database]]
gooooon INTERFACE : ethernet <0-2> [vid <1-4094>]

I ppp <0-4>

> tunnel <0-255>

O show ip protocols <O0000O: OOOO shows<OOOO: IP>
doooooooooooooooooooooooooooooon
OO0 O0O0D0gno  show ip protocols [ospf|rip]

O show ip access-list <O00O0O0O: OOO0O shows<OOODO: IP>
oooooooowooooooDoooooooo
O0000000D0Oshow ip access-list [WORD]

OOOOOOOOWORD : Name of access list
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O 50 view(exec) node

view(exec) node

O show ip access-list
ooooooo IiMAOOOODOOOOO0DOOOO00OO
ooooooo ip access-list IPv4-ACL-NAME (permit]deny) SRC-IP DST-IP
ip access-list IPv4-ACL-NAME (permit|deny) SRC-IP DST-IP PROTOCOL
ip access-list IPv4-ACL-NAME (permit]deny) SRC-IP DST-IP ICMP
ip access-list IPv4-ACL-NAME (permit]deny) SRC-IP DST-I1P TCP/UDP
ip access-list IPv4-ACL-NAME (permit]deny) SRC-IP DST-IP TCP-OPTIONS

ooooooo
SRC-1P : A.B.C.D | A.B.C.D/M | any | FQDN
DST-IP : A.B.C.D | A.B.C.D/M | any | FQDN
PROTOCOL : <0-255> > Protocol number
ICMP > icmp | icmp <0-255> : ICMP <ICMP type>
TCP/UDP : tep | udp

: tep | udp <sport:1-65535>|any|range <min:1-65535> <max:1-65535>
<dport:1-65535>]any|range <min:1-65535> <max:1-65535>
TCP-OPTIONS : tep syn : TCP syn packets
: tep <sport:1-65535>|any|range <min:1-65535> <max:1-65535>
<dport:1-65535>|any|range <min:1-65535> <max:1-65535> syn

O show ip default-gateway <O O 0O0O: OOO0O show><OOODO - IP>
doooooooooooooooooooooooon
0000000 0Oshow ip default-gateway

O show ip snat|dnat <O0O00O: OOO0O show<OOOO: IP>
OO0OOOooOO  SNAT | DNATO OO OOODO

00 0O00D00Oshow ip snatjdnat [WORD]

goooogd WORD : NAT rule name

O show ip statistics <O0O0O0O: OO0O0O show><OODOO: IP>
00 0O0000Oshow ip statistics
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O 50 view(exec) node

view(exec) node

O show ip conntrack <O 0O0O0: OOODO show><OOODO: IP>
00000000 Connection TrackingO OO OOOOOOO
00000000 show ip conntrack

O show ip spi-filter <O00O0: OOO0O show><OODOO: IP>
gooooon SPI filterODODODOODOO
00000000 show ip spi-filter

O show ipv6 route <ODOODO: OODOO show><OODOO = IPVE>
ooooooo IPv60 00000000000 0O00O0O0O
0000000  show ipvée route [cache]connected|database|static]

O show ipv6 access-list <O00O0: OOO0O show><ODOODO = 1Pv6>
ooooooo IPv60 0000000000000
00000000 show ipve access-list [WORD] : [WORD] Name of access list

O show ipv6 access-list

ooooooo IPv60 00000000 DOOO0O0O0O

ooooooo ipv6 access-list IPv6-ACL-NAME (permit]deny) SRC-IPV 6 DST-I1PV6
ipv6 access-list IPv6-ACL-NAME (permit]deny) SRC-1PV6 DST-1PV6 PROTOCOL
ipv6 access-list IPv6-ACL-NAME (permit]deny) SRC-IPV6 DST-I1PV6 ICMPV6
ipv6 access-list IPv6-ACL-NAME (permit]deny) SRC-1PV6 DST-1PV6 TCP/UDP
ipv6 access-list IPv6-ACL-NAME (permit]deny) SRC-1PV6 DST-1PV6 TCP-OPTIONS

ooooooo
SRC-1PV6 DOXIXDiXaX ] X:X:iiX:iX/M | any | FQDN
DST-1PV6 DOXIXDiXoX ] XiX:iiX:X/M | any | FQDN
PROTOCOL 1 <0-255> : Protocol number
ICMPV6 > icmpv6 | icmpv6 <0-255> > IPv6 ICMPV6 <IPv6 ICMP type>
TCP/UDP > tep | udp

: tep | udp <sport:1-65535>]any|range <min:1-65535> <max:1-65535>
<dport:1-65535>]any|range <min:1-65535> <max:1-65535>
TCP-OPTIONS > tep syn > TCP syn packets
: tcp <sport:1-65535>]any|range <min:1-65535> <max:1-65535>
<dport:1-65535>]any|range <min:1-65535> <max:1-65535> syn

O show ipv6 forwarding <OO0O0O: OO0O0O show><OODOO : IPV6>

ooooooo IPv6e0OO0O0O000Oon/offO0OCOOODO
00000000 show ipve forwarding
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O 50 view(exec) node

view(exec) node

O show ipv6 interface <O0OO0: OOODO show><ODO OO : IPVE>
ooooooo IbveOO0OO0O0OO0O00O00OO00O00O0ODO
ooooooo show ipv6 interface brief
show ipv6 interface ethernet <0-2> [vid <1-4094>] [brief]
show ipv6 interface loopback <0-9> [brief]
show ipv6 interface ppp <0-4> [brief]
show ipv6 interface tunnel <0-255> [ brief]

O show ipv6 default-gateway <O O O0O: OOO0O show><O DO OOz IPv6>
goooooo IPveO0 00000000000 OoooDooo
O000000D0Oshow ipve default-gateway

O show ipv6 statistics <O 0O00: OO0O0O show><OODODO : IPv6>
ggooogd IpveO0 00000000 0O0OO0O0ODOOD0ODOO
ooooooo show ipv6 statistics

O show ipv6 conntrack <O 0O O0: OOODO show><ODO OO : IPvE>
ooooooo IPv6 Connection TrackingOD OO0 O OO OOOO
O000000D0Oshow ipve conntrack

O show ipv6 spi-filter <OO0O0: OODO0O show><OODODO : IPv6>
gooboogd IPv6 SPI filter OO OO D OO

goooogd SPI filter

O show ntp <O00O0: OOO0O show><OOOO: NTP>
ggooogoad NTPOOODODODOOOOOOOOO

ooooooo show ntp

O show dns <O 00O0: OOO0O show><O OO DOz DNS>
ooooooOoo DNSO OO QOOoOoooooooog
oo0oooon show dns

O show dhep <0000 : OOOO show><O O OO : DHCP>
ooooood DHCPO OO D ODOOODODOOODO
ooooooo show dhcp [lease]

ooooooad lease : DHCP Leased IP Addresses

O show syslog <O 00O0: OOO0O show><OODOO : SYSLOG>
Ooooooo goooooooooon
ooooooo show syslog bootlog | maillog | message

show syslog bootlog | maillog | message <lines:1-99999>

O show arp <O0000: OOO0O show><OOOO: ARP>
Odo0o0oobooOARPO0OOO0OooOoooon
0000000 Oshow arp
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O 50 view(exec) node

view(exec) node

O show ipv6 neighbors <O OO0 : O0OODO show><O O OO : NDP>
ggooogd IpveO0 OO O0O0O0O0Oooon
0000000 0Oshow ipve neighbors

O show disk0 <O000: OOO0O shows<OODOO : CF>
goooooooboooboooouoobboooon
OO0O000000show disk0

O show uptime <O0O0O0O: OOOO show><O O OO : uptime>
gooboogo gogoboooobooboooobooo
ooooooo show uptime

O show tech-support <O 0O0OO: OOOO show><O OO O : tech-support>
gogoboogd goooboooobobooobboooo
ooooooo show tech-support

O show memory <O 0O0O0O: OOO0O show<OODOO : memory>
goooooo goooooooooood
ooooooo show memory

O show process
o0o00000 OOoOO0O0O0OO0OO000000000000ooooo
ooooooo show process

O show clock <O0000: OO0O0O0O shows<O OO DO : date>
goooogo goooooooooooooo
ooooooao show clock

O show history <O0000: OO0OO show><O O OO : command history>
goooooo gooooooooooooooooooooo
ooooooo show history

O show file systems <O 000: OOO0O show><OO OO : File systems>
goooooo goooooooooooood
00000000 0Oshow file systems

O show version <O0000: OO0O0O showe<OOOO : firmware version>
goooogo goooooooobooobooononog
OooOooooad show version

O show loadavg <00 00: OOOO show><OO OO : load average>

ooooooo cvOoooboOoOoobDboOoooDbon
ooooooo show loadavg
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O 50 view(exec) node

view(exec) node

O show 12tp <O0O0O0: OOOO show><OOOO: L2TP>

0oodoooo  Lrdd00oo0doooogooood

0000000  show 12tp session : L2TP Session information
show 12tp tunnel : L2TP Tunnel information

O show I12tpv3 <O OO0 : OOOO show><O OO O zL2TPV3>
goooogod L2tpv3000000ooonog
ooooooo show 12tpv3

O show 12tpv3 tunnel <O 0O 0O0: OOO0O show><OO OO : tunnel>
ggooogd L3 00000 oooooonon
OO0DOooog  show 12tpv3 tunnel [<tunnel-id:1-4294967295>] [detail]

O show 12tpv3 session <O 0O 0O0: OOO0O show><O DO OO : session>
goooogod L2tPv30 0000000 boooonog
ooooooo show 12tpv3 session
show 12tpv3 session <session-id:1-4294967295> [detail]
show 12tpv3 session detail

O show 12tpv3 interface <O OO0 : OO0O0O show><O OO O :L2TPv3>
0000000 XconnectD OO DDDOODODODDDODODDOO
OO00oOooog  show 12tpv3 interface : Xconnect interface information
show 12tpv3 interface detail : Detail information
show 12tpv3 interface <0-2> [vid <1-4094>] [detail]

O show I12tpv3 fdb <O 000 : OOO0O show><O OO DO :L2TPv3>
OoOooooo  Letpv3d FDBOOOOOOOODO
oooogooo show 12tpv3 fdb : L2TPv3 FDB information
show 12tpv3 fdb [local |forward]
show 12tpv3 fdb interface ethernet <0-2> [vid <1-4094>] [local|forward]

O show 12tpv3 group <O 0O0O0: OOODO show><O DO OO :L2TPv3>

Oo0ooooo L300 ogoooogon

OO00O0Ooogd  show 12tpv3 group : L2TPv3 group commands
show 12tpv3 group <1-4095> : L2TPv3 group identifier

O show 12tpv3 peer <O 00O0O: OOOO show><OO OO :L2TPv3>
oooooooO L300 0000O00O0
ooooooo show 12tpv3 peer

show 12tpv3 peer A.B.C.D : Remote Router-1ID
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O 50 view(exec) node

view(exec) node

O show interface <OOOO: OOO0O show><O OO O :interface>
ooooooo oooooooooooooooooooooogon
ooooooo show interface ethernet <0-2> [mode]

show interface ethernet <0-2> [vid <1-4094>]

show interface loopback <0-9>

show interface ppp <0-4>

show interface tunnel <0-255>

O show ssh-public-key<OOOO: OO0O0O show<OOODO:SSHO OO >
gooooon NetconfO OO SSHOOOOODOOOOO
ooooooo show ssh-public-key user netconf

O show users <O0000: OOOO shows<OOODO:CLIOODOO >
oooooogo oo0oooDoooooooooooogo
oo0oooon show users

O show vrrp <O0000: OO0O0O show><O OO 0O -VRRP>
Ooooooo  VRRPOOODOOOOODOODOO
ooooooo show vrrp

O show ppp <OO000: OOOO show<OOODO:PPPOODOOOODO >

Oooooooo PpPOOOCOOOOOOO
ooooooo show ppp <0-4> : PPP interface number
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O 50 view(exec) node

view(exec) node

O show pppoe-bridge <O OO O: O0OOO show><O OO O :PPPoe-bridge>
gooboogd PPPOE bridge0 000 O0ODOODO0O
ooooooo show pppoe-bridge

O show ipsec <O0O0OO: OOOO show><OODOO: IPsec>
ooooooo IPsecO00D0O00OO0OOOO
ooooooo show ipsec ca certificates : Display IPsec CA certificates

show ipsec certificates : Display IPsec certificates

show ipsec crls : Display IPsec crls

show ipsec policy : Display IPsec policy

show ipsec public-keys : Display IPsec public-keys

show ipsec rsa-pub-key : Display IPsec RSA public key

show ipsec sa : Display IPsec Security Associations

show ipsec status tunnel <1-65535> | brief | tunnel <1-65535> brief
: Display IPsec status

O show ip rip<O0000: OOOO show><OODOO: RIP>
ooooooo RrRepOODOOOODOOO
ooooooo show ip rip
show ip rip interface (INTERFACE])
show ip rip database

O show ip ospf <O000O0: OOOO show><O DO OO : OSPF>
OO0oooogo  oSsPRFOODODODOOD
ooooooo show ip ospf
show ip ospf neighbor (detail])
show ip ospf interface (INTERFACE])
show ip ospf database (external|summary|network]router|asbr-summary|)
show ip ospf route
show ip ospf virtual-links

O show ip bgp
oo0oodoog  BePOODOOOOOOOO
ooooooo show ip bgp
show ip bgp A.B.C.D]JA.B.C.D/M
show ip bgp neighbors (A.B.C.D advertised-routes|received-routes|routes)
show ip bgp route-map WORD
show ip bgp scan
show ip bgp summary
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O 50 view(exec) node

view(exec) node

O show mobile <O0O0O0O0: OOOO show><O O OO :mobile>
Oo0oo0ooOo secooooooooooooooooooood
ooooooo
ocOOOOOOO
show mobile (<0-1>])
APNOOO0ODO@OUUODOOO0OOpepO0OOoOooonOoO)
show mobile <0-1> ap
ooooooo@ooouooopppoooooOoO)
show mobile <0-1> phone-number
ooooooo@ooouooopppoooooOoO)
show mobile <0-1> signal-level

o

o

o

O show fast-forwarding<O O OO : OODOO show><O 0O OO :fast- forwarding>
gooooon ooooooooooooooooooooon
0000000 Oshow fast-forwarding

O clock set <O O0O0O: Date>
ooooooo ooooooogg
0000000 Oclock set HH:MM:SS Day Month Year

0000000 0OHH O hour
MM 0 minutes
SS 0 seconds
Day (1-31) O Day of month
Month (1-12) O Month of year

Year (2007-2037) O Year

O erase flash-config <O000O0: OOOOOO><0000: 000>
Oo0d0oooooooooooooooooogo
0000000 Oerase flash-config : Configurations on Flash ROM

O delete <O0OO0O: OOODOO><O0000: 00>
ooooooo ooooooooooo
oooooog delete bootlog

O delete dump tdumpO0 0 OD00O0O0O
delete file FILENAME (disk0: filename)
delete syslog ssyslogOD OO @OO)

O save config <O000O0: OOOOOO><0000: configO O >
gooboogo gooboboooobobooooo
O0O00D0O0O00DOsave config > flashOO OO
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O copy <O000OD0: OODOODOO><0000: O0O0O(syslog/Zdump)>

oooogooo bootlog, dump, syslogO O OO OOO0OOOO

0000000  copy bootlog|dump|syslog ssh://<user@IP>/FILENAME
copy bootlog|dump|syslog ftp://<IP>/FILENAME
copy bootlog|dump|syslog disk0:FILENAME

O copy <OO0O0O: OO0OOODO><0000: OOOCconfigDODODODOOO)>
0000000 O0O00000000000000000000
OO00O0O0Oo0  copy config ssh://<user@IP>/FILENAME [all]
copy config ftp://<IP>/FILENAME [all]
copy config diskO:FILENAME [all]
0000000 OO0O0O000000O0O0oooDOooDOoDOoooOooooon
all000000O0iMpsecO0 00000 configd tgzOODODOODOOODO
00000000 OconfigDOOxmlOOOOO0O0ODOOO

O copy <O000O0O: OOOODOO><0000: OOO((configdOO)>

ooooooo ocoooooooooooooooo

gooogooo copy ssh://user@A.B.C.D|X:X::X:X/FILENMAE flash-config]diskO:FILENAME
copy ftp://A.B.C.D|X:X::X:X/FILENAME flash-config]diskO:FILENAME
copy diskO:FILENAME flash-config

ooooooo OOoOooooodddocal flashOOOUuUSBOOOO)ODOOOOODO
disk0 --> disk00O O copyd OO

O copy <O000O0: OOODODOO><O0000: OO0O(sshOOO)>
OooooooOossHOoOOooOoOoDoOoOOoOoOO

oooooooo

copy ssh://<user@IP>/FILENAME] ftp://<IP>/FILENAME|diskO:FILENAME ssh-public-key user netconf

O dir<0O000O0O: 0O0000O0><0000: OO00OO000 >
gooopooooussCooooooooooooooooono
OoOoooooodir

O firmware update <O0O0O0O: OODOOOOO><0O0000: ODOOOOO >
goooooo [OOoOooOooooboooooobooooo
oooogooo firmware update ssh://<IP>/FILENAME
O firmware update ftp://<IP>/FILENAME
firmware update diskO:FILENAME
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O restart <O0O00: OOO >
gooogooo goooboobooboo

ooooooo restart dhcp-relay > Dynamic Host Configuration Protocol (DHCP) Relay
restart dhcp-server : Dynamic Host Configuration Protocol (DHCP) Server
restart dns > Domain Name Service (DNS)
restart http-server : HTTP (Hyper Text Transfer Protocol) Server
restart ipsec > IP security service (IPsec)
restart 12tp : Layer Two Tunneling Protocol version2 (L2TPv2)
restart 12tpv3 : Layer Two Tunneling Protocol version3 (L2TPv3)
restart ntp : Network Time Protocol (NTP)
restart ospf > Open Shortest Path First (OSPF)
restart rip : Routing Information Protocol (RIP)
restart snmp : Simple Network Management Protocol (SNMP)
restart ssh-serve : Secure SHell Server
restart syslog > Syslog
restart systenm : System restart
restart telnet-server : Telnet Server
restart vrrp : Enable Virtual Router Redundancy Protocol (VRRP) for IP

O configure < OODO0O: configure>
ogoooooad Oooooooooooboooooooon
ooooooo configure terminal

O dump <O O0O0O: configure>
0000000 OooOoooooogooooo
ooooooo
dump inteface (ppp <0-4>|tunnel <0-255>) [pcap [count <1-9999> [size <64-1518>]]]
dump inteface ethernet <0-2> [vid <1-4094>] [pcap [count <1-9999> [size <64-1518>]]]
0000000 Ooo000ooooooooooogo
000 DOO0 show ip statistics

O clear 12tpv3 fdb <O 00O : clear><0 00O O :L2TPv3>

OO0Oooooo  Lev3drmBO0O0OOOO0ODOOO0

ooooooO  clear 12tpv3 fdb : oooOorBOOOOOOOOO
clear 12tpv3 fdb local ethernet <0-2> (vid <1-4094>])
clear 12tpv3 fdb forward
clear 12tpv3 fdb forward <gid:1-65535>
clear 12tpv3 fdb forward ethernet <0-2> (vid <1-4094>|)
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view(exec) node

O clear 12tpv3 counter <O OO0 : clear><0 00O O :L2TPv3>
Ooooooo L300 doooogoooogd
OO0oO0oogd  clear 12tpv3 counter ethernet <0-2>
clear 12tpv3 counter ethernet <0-2> vid <1-4094>
clear 12tpv3 counter peer
clear 12tpv3 counter peer A.B.C.D
clear 12tpv3 counter session <1-4294967295>
clear 12tpv3 counter tunnel <1-4294967295>

ogoooooo
ethernet <0-2> : Ethernet interface <Interface number>
vid <0-4094> : VLAN identifier <ldentifier number>
peer . Peer information
peer A.B.C.D . Remote Router-ID
session <1-4294967295> > Session information <Session-I1D>
tunnel <1-4294967295> : Tunnel information <Tunnel-1D>

O clear 12tpv3 tunnel <O OO0 : clear><0 0 00O :L2TPv3>
OO00oOoooOo QOoOOoimooodoooomodooodLeTA3ddnooooooog
OO00oo0oogd  clear 12tpv3 tunnel <tunnel-id:1-4294967295> <session-id:1-4294967295>

O clear 12tpv3 remote-id <O OO0 : clear><O 00O 0O :L2TPv3>
ooooooo OOoooooimboooogLre3fdnooooon
OO0o0oog  clear 12tpv3 remote-id <remote-id:A_B.C.D>

O clear 12tpv3 group <O 000 : clear><O0 00O :L2TPv3>
OO0OoOoooo QoQoooimooogogoLertv3aC0doood
OO0o0doogd  clear 12tpv3 group <group-id:1-65535>

O clear arp <0000 : clear><0O 00O :ARP>
oooooo0o0 ARPOODOODODODOOOOOO
oooodoogd  clear arp AB.C.D : A.B.C.D IP address of the ARP cache entry

O clear ipv6 neighbors <O OO0 : clear><0O 00O O :NDP>
ooooooo IPv6O0O0O00OO0O0O00DODOOO
0000000  clear ipv6 neighbors X:X::X:X ethernet <0-2>
clear ipv6 neighbors X:X::X:X ethernet <0-2> vid <1-4094>
clear ipv6 neighbors X:X::X:X ethernet <0-2> vid <1-4094> <id:1-255>
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O clear ppp <0000 : clear><O00O0O :PPP>
goooogd pPPOOOOOOO
ooooooo  clear ppp <0-4>

O clear 12tp <0000 : clear><O0 00O :L2TP>
gooobgooLeztTPoOoobogonon
0000000 0Oclear 12tp

O clear ipsec tunnel <O OO0 : clear><O 000 :IPsec>
gooogoo IPsec tunnelO OO OOOO
ooooooo clear ipsec tunnel <tunnel_policy:1-65535>

O clear ipsec state <O O OO : clear><0 0 OO :IPsec>
ooooooo IPsec state0 OO 0O0O0O0OO
ooooooo clear ipsec state <state number:1-4294967295>

O clear ip route cache <0000 : clear><O0O0ODO :IP route cache>
goooogod IPOO00O0000oooboooooon
ooooooo clear ip route cache

O clear ip access-list ACL-NAME fgdn
0000000  FONO OO access-list0 0000000
0000000  clear ip access-list ACL-NAME fgdn

O clear ipv6 route cache <O DO ODO: clear><O 0O 00O :IPv6 route cache>
ogooooon IPveO0 0O OO0O0O00O0O0OooOoOoon
OO00O0Ooogd  clear ipvé route cache

O clear ipv6 access-list ACL-NAME fqdn
0000000 FONO OO access-list0 0000000
0000000  clear ipve access-list ACL-NAME fqdn

O clear ssh-public-key <0000 : clear><0O 0O O O :ssh-public-key>
Ooooooo ssHooooooooooo
OO00oO0Ooo0g  clear ssh-public-key user netconf <0-0>

O clear dns cache
ooooooo DNS cacheOD OO OO OO0
ooooooo clear dns cache

O clear mobile <0-1> <0000 : clear><O 0 0O O -mobile>
oooooog usBO OO0 OO0 OoOoooooon
ooooooo clear mobile <0-1>
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O clear ppp <0-4> mobile limitation <O0OO0: clear><O OO0 :mobileC ODO0O >

oooooog  wmobileDOOOOOOOO

00o0oOooogd  clear ppp <0-4> mobile limitation

goooooo mobile limit reconnect|timed0 00000000 DOOO0OOOODOODOOODOODOO
O mobile limit reconnect|time0 00000000000 ODOOODOOMM
goodoooooooooooooooo

O terminal <OOODO: CLI><O0O0OO :length>

ooooooo Oo0o0ooooooooooooo

goooboogd  terminal length <0-512>
terminal no length [<0-512>]

ooooooo
length <0-512>  : <0-512> Number of lines on screen (0 for no pausing)
no > Negate a command or set its defaults

O connect ppp <O OO0 : connect><O000:PPPODODO >
ooooooo  pPOOOOODODOOOO
goooooo connect ppp <0-4> > PPP <PPP interface number>

O connect 12tp <O OO0 : connect><O0 000 :L2TPO OO >
ooooooo  LrOODOOOOOOOO
ooooooo connect 12tp

O connect 12tpv3 <O OO0 : connect><O0 000 :L2TPv3O OO >

oooOoooo L3000 0000000

gooogbogd  connect 12tpv3 ethernet <0-2>
connect 12tpv3 ethernet <0-2> A.B.C.D : A.B.C.D Remote Router-ID
connect 12tpv3 ethernet <0-2> vid <1-4094> : VLAN ldentifier
connect 12tpv3 ethernet <0-2> vid <1-4094> A_B.C.D

O connect ipsec <OODO0O: connect><O0 000 :IPsecOO00 >
ooooooo IPsec0 000000000
O0O00oO0oogd  connect ipsec <1-65535> : Number of IPsec tunnel policy

O disconnect <O 000 : disconnect><O 000 :CLI logout>
ooooooo Oo0doooooooooooog
ooooooo disconnect console : Disconnect console terminal
disconnect vty <0-10> : Disconnect virtual terminal <VTY Line number>

O format <O OO0 : format>

ooooooo J00oo0Do0o0o0oobOooooooboooo
ooooooo format diskO
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O ping <O OO0 : network test>
ooooooo  pingDOO00O0OO
O0O00oooo  ping ip A.B.C.D | FQDN
ping ipv6 X:X::X:X | FQDN
ping ipv6 X:X::X:X | FQDN ethernet <0-2>

ooooooo
O000000ping0O00D0ODO0OODOODODOOODODOOODOODOO
nxrl20#ping oopoooooood
Protocol [ip]: O ip|ipv6
Target IP address: OA_B.C.D|X:Xz:X:X]FQDN
Repeat count [5]: [0 1-2147483647
Datagram size [100]: [0 36-18024
Interval in seconds [1]: 00-10
Extended commands [n]: On(pingD O 0)y(ODODODODOOOOODOOODOO)
[0 Source address or interface: O A.B.C.D|X:X::X:X] INTERFACE
O Type of service [0x0]: [0 Ox00-0xff
(0 Set DF bit in IP header? [no]: O no]yes
(0 Data pattern [OxABCD]: [0 0x0000-0Oxffff

O traceroute <O 00O 0O : network test>
ooooooo traceroute0 0 OO0 OO0
goooood traceroute

traceroute icmp A.B.C.D | FQDN > ICMP Trace
traceroute icmpv6 X:X::X:X | FQDN : ICMPv6 Trace
traceroute ip A.B.C.D | FQDN > IP Trace
traceroute ipv6 X:X::X:X | FQDN : IPv6 Trace
ooooooo
O000000traceroute0 00000000 O0ODO0OODOODOODOOODOODOOO
nxrl20#traceroute gooboooooog
Protocol [ip]: O ip|ipv6
Target IP address: OA_B.C.D|X:Xz:X:X]FQDN
Source address: OA.B.C.D|X:X::X:X
Numeric display [n]: Only
Timeout in seconds [2]: 0 0-3600
Probe count [3]: 00 1-65535
Maximum time to live [30]: 0 1-255
Port Number [33434]: [0 1025-65535
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O ssh <OO0O0O: network client>
ooooooo  ssHOooooooooo
goooooo ssh (iplipv6) A.B.C.D|X:X::X:X]FQDN user USERNAME
[version 1 [cipher (3des|blowfish]|des)]]
ssh (iplipv6) A.B.C.D|X:X::X:X]FQDN user USERNAME
[version 2 [cipher (3des-chc|aesl128-chc|aesl28-ctr|aesl192-chc
|aes192-ctr]aes256-chc|aes256-ctr|arcfour|arcfourl28|arcfour256
|blowFish-chc]cast128-cbc)]]

O telnet <O OO0 : network client>
goooooa TelnetOOOOOOOOO
oooooogd  telnet A.B.C.D]|X:X:X:X::X]|FQDN

O logout <O ODO0O: logout>
oooooono ogooooooon
goooooo logout

O eject <OO00O0: eject>

ooooooo oooooooooooooooooon
ooooooo eject disk0
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O 00O command

nxr130#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxrl30(config)#

O ip access-list <O 0O0O0: IPv4 ACL>
ooooooo IPMAOOO00OO0O00O0DOOO0O00
ooooooo ip access-list IPv4-ACL-NAME (permit]deny) SRC-IP DST-IP
ip access-list IPv4-ACL-NAME (permit]deny) SRC-IP DST-IP PROTOCOL
ip access-list IPv4-ACL-NAME (permit]deny) SRC-IP DST-IP ICMP
ip access-list IPv4-ACL-NAME (permit]deny) SRC-IP DST-IP TCP/UDP
ip access-list IPv4-ACL-NAME (permit]deny) SRC-IP DST-IP TCP-OPTIONS

ooooooo
SRC-1P : A.B.C.D | A.B.C.D/M | any | FQDN
DST-IP : A.B.C.D | A.B.C.D/M | any | FQDN
PROTOCOL 1 <0-255> : Protocol number
1CMP > icmp | icmp <0-255> : ICMP <ICMP type>
TCP/UDP > tep | udp

> tep | udp <sport:1-65535>]any|range <min:1-65535> <max:1-65535>
<dport:1-65535>]any|range <min:1-65535> <max:1-65535>
TCP-OPTIONS > tep syn : TCP syn packets
> tcp <sport:1-65535>]any|range <min:1-65535> <max:1-65535>
<dport:1-65535>]any|range <min:1-65535> <max:1-65535> syn
O no 0 no ip access-list ACL-NAME

O ipv6 access-list <O OO0 : IPv6 ACL>

ooooooo IPv6O000000000DO0OO0O00O

ooooooo ipv6 access-list IPv6-ACL-NAME (permit]deny) SRC-IPV 6 DST-IPV6
ipv6 access-list IPv6-ACL-NAME (permit]deny) SRC-1PV6 DST-1PV6 PROTOCOL
ipv6 access-list IPv6-ACL-NAME (permit]deny) SRC-IPV6 DST-1PV6 ICMPV6
ipv6 access-list IPv6-ACL-NAME (permit]deny) SRC-1PV6 DST-1PV6 TCP/UDP
ipv6 access-list IPv6-ACL-NAME (permit]deny) SRC-IPV6 DST-1PV6 TCP-OPTIONS

ooooooo
SRC-1PV6 DOXIXDiXoX ] X:X:iiX:iX/M | any | FQDN
DST-1PV6 DOXIXDiXoX ] XiX:iiX:X/M | any | FQDN
PROTOCOL 1 <0-255> : Protocol number
1CMPV6 > icmpv6 | icmpv6 <0-255> - IPv6 ICMPv6 <IPv6 ICMP type>
TCP/UDP > tep | udp

> tep | udp <sport:1-65535>]any|range <min:1-65535> <max:1-65535>
<dport:1-65535>]any|range <min:1-65535> <max:1-65535>
TCP-OPTIONS > tep syn : TCP syn packets
: tcp <sport:1-65535>]any|range <min:1-65535> <max:1-65535>
<dport:1-65535>]any|range <min:1-65535> <max:1-65535> syn
O no 0  no ipv6 access-list ACL-NAME
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O ip route access-list
ooooooo ip route access-list ACL-NAME permit]deny A.B.C.D/M]any
O no O no ip route access-list ACL-NAME permit]deny A.B.C.D/M]any

O ip snat]dnat ip <OO0ODO: NAT><OOODO: IP>

Ooooooo NTOOOOODOOOOem

ooooooo ip (snat]dnat) NAT-NAME ip source:any|A.B.C.D/M]A.B.C.D
dst:any|A.B.C.D/MJA.B.C.D to:A.B.C.D [to-end:E.F.G.H]

O ip snat]dnat tcpjudp <O OO0 : NAT><O O OO : TCP/UDP>

OO0O0oOooo NATOOOODOOOOOTeR/UuDP

ooooooo ip (snat]dnat) NAT-NAME tcp|udp
source:any|A.B.C.D/MJA.B.C.D [<sport:1-65535>]|any|range <min:1-65535> <max:1-65535>]
dst:any|A.B.C.D/M]JA.B.C.D [<dport:1-65535>]any|range <min:1-65535> <max:1-65535>]
to:A.B.C.D [[to-end:E.F.G.H] [<port:1-65535>]range <min:1-65535> <max:1-65535>]]

O ip snat]dnat protocol <O O OO : NAT><O O OO : protocol>
Ooooooo NTOOOO0OOOOO0ObOOObOODOOOm
onoooooo ip (snat]dnat) NAT-NAME <protocol:0-255>
source:any|A.B.C.D/MJA.B.C.D dst:any|A.B.C.D/M]JA.B.C.D to:A.B.C.D [to-end:E.F.G.H]
goooooo protocol DO O udp/tep 0 000000 portD 00O OO0OODOO
@QO0O0O000udp/tecpd00OOOOODOO)

O system snat <O OO0 : NAT><O O OO : system NAT>
OO0O0O0O00  Source NATOODOOOO
goooooo system snat-group SNAT-NAME

g no g no system snat-group

O system dnat <O OO0 : NAT><O O OO : system NAT>
ooooooo Destination NATO OO DO OO
gooboogd system dnat-group DNAT-NAME

0 no 0 no system dnat-group

O pppoe-option sent-padt <O OO 0O : PPPoE option><O000O0: ODOOOOOO >
Oo0oodoog  PPPEC00DODOOCODOODOOODO
ooooooo pppoe-option sent-padt

all | prev-pppoe-session | unknown-ip-packet | unknown-Icp-echo
oo 0O oo pppoe-option sent-padt all
O no O no pppoe-option sent-padt

[prev-pppoe-session | unknown-ip-packet | no pppoe-option]
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O pppoe-bridge <O 0O 00O : PPPoE bridge>

0000000  PPPOE bridge0 O OO OO0

ooooooo pppoe-bridge ethernet [0-2] ethernet [0-2]
oo 0O 00 no pppoe-bridge

O no O no pppoe-bridge

O dhcp-server <O 000 : DHCP server><[ 0 00O :bind address>
0000000 DHCPOODOODODOOOOIPODOODODODODODOODDOD
ooooooo dhcp-server bind HH:HH:HH:HH:HH:HH A.B.C.D

O no O no dhcp-server bind HH:HH:HH:HH:HH:HH

O ssh-server enable <O 0O0O0O: ssh server ><O0O0O0O: OO/00 >
ooooooo ssHOOOOOooooooo

ooooooad ssh-server enable

oo 0O o0 no ssh-server enable

O no O no ssh-server enable - 0ad

O ssh-server address-family <O 000 : ssh server >0 000 : address family>
goooooo SsHOOOOOoOOoOOooOooooooooadpva/ipve)d0nooonod

ooooooo ssh-server address-family ip > IPv4 access only
ssh-server address-family ipv6 : IPv6 access only

oo 0O oo no ssh-server address-family

O no O no ssh-server address-family : any

O ssh-server ciphers <O OO0O: ssh server ><0000 : cipher>

goooooo ssHOoOooooooooooooo

ooooooo ssh-server ciphers (aesl128-chc|3des-chc|blowfish-cbc|castl128-chc|arcfourl28|
arcfour256]arcfour|aes192-cbhc|aes256-cbc|aes128-ctr|aesl92-ctr|aes256-ctr|)

00 od ooooo

O no O no ssh-server ciphers

O ssh-server port <O 000 : ssh server ><xO0000 : port>
oo00oo0o00 ssHOOOOOOOoOooOooooooo
0000000  ssh-server port (22]512-65535) (22]512-65535)
oo 0O oO0 ssh-server port 22

g no g no ssh-server port

O ssh-server version <O 0O0O0O: ssh server ><0000 : version>
goooood SSHOOOOOOOOOoOooOOooooo

ooooooo ssh-server version 1|2 : SSHv1 or SSHv2
ssh-server version 1 2 : SSHv1 and SSHv2

oo 0O oo ssh-serverversion 1 2

O no O no ssh-server version (=ssh-server version 1 2)
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O telnet-server enable <O 000 : telnet server ><0O0000: OO /00 >

ooooodao
goooooo
oo o oo
0 no 0

TelnetU O OOOOOOOOO
telnet-server enable
telnet-server enable

no telnet-server enable 00

O http-server enable <O OO0 : http server ><O00O0: OO /00 >

ooooodo
goooooo
oo O oo
0 no 0

HTTPO OO OOODOODOOO
http-server enable

no http-server enable

no http-server enable 00

O http-server ip access-filter <O OO0 : http server ><O000: OOOOOO >

goooodgo
goooooo
oo oo
0 no 0

WebODOOOOODOODOOOD IPV4A ACLODODOODO
http-server ip access-filter 1Pv4-ACL-NAME

source IPOOOOOODODO

no http-server ip access-filter

O http-server ipv6 access-filter <O O OO : http server ><O0000: OOOOOO >

ogoooooad
goooood
od od
0 no 0

WebODOOOOODOODOOOD IPVe ACLODODOODO
http-server ipv6 access-filter IPv6-ACL-NAME
source IPOOOOOODODO

no http-server ipv6 access-filter

0O session max <O 00O : session lifetime>

ooooooad
goooood
oo O od
0 no 0

ooooooooobooooooo
session max <4096-32768>
session max 4096

no session max : Set defaults

O session teplimit <O OO 0O : session lifetime>

ogoooooad
goooood
oo O od
0 no 0

TCPOODODODODODODODODODODOODODO
session tcp limit (<16-8192>])
session tcp limit 640

no session tcp limit :0oad

O session tcp timer <O O OO : session lifetime>

ogoooooad
ogoooood
oo O od
0 no 0

TcPOO0DOOO0ODOOOODOOO
session tcp timer <0-8589934> : Expire timer <Timeout value (second)>
session tcp timer 3600

no session tcp timer : Set defaults
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O session udp timer <O O OO : session lifetime>

ooooooo
oooooog
oo O oo
0 no 0

wpOOOOOODOOOODOOOOO
session udp timer <0-8589934> : Expire timer <Timeout value (second)>
session udp timer 30

no session udp timer : Set defaults

O session udp-stream timer <O O OO : session lifetime>

ooooooo
oooooog
oo O oo
0 no 0

wpOOOOOODOOOOOOODOODOOOOODOO

session udp-stream timer <0-8589934> :Expire timer <Timeout value (second)>
session udp-stream timer 180

no session udp-stream timer : Set defaults

O password <O OO0 : password><O O O0O: CLI>

0oodoooo [DOOoooooooooogo

0000000  password [hidden]WORD

OO0 O OO  password admin

HEN O 0O OpasswordO0OOOOO0O0O0

O no O no password : Set defaults

O gui password

ooooooo oeulobOoooOobbooooo

OO00OO0oOoog  gui password [hidden] WORD

OO0 O OO  gui password admin

oo O 0O DOpasswordO0OOOOOO0O

O no O no gui password : Set defaults

O console idle-timeout <O OO0 : CLI><O0ODO0O : console idle-timeout>

ooooooo
oooooog
oo O oo
0 no 0

Console0 0000 OD0OODOOODOODOODOO

console idle-timeout <minutes:0-35791> [<seconds:0-2147483>]
console idle-timeout 0 3600

no console idle-timeout (=console idle-timeout O 0)

O vty idle-timeout <O OO0 : CLI><O000: vty idle-timeout>

ooooooo
oooooog
oo O oo
0 no 0

vtyOOOoodooooooooogooo

vty idle-timeout <minutes:0-35791> [<seconds:0-2147483>]
vty idle-timeout 0 3600

no vty idle-timeout (=vty idle-timeout 0 0)

O vty ip access-filter <O O0O0O: CLI><O0O0O0O: OOOO>

ooooooa
ooOooooa
O no O

viyO IPvAD 0000000000 O00DOO
vty ip access-filter IPV4-ACL-NAME
no vty ip access-filter
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O vty ipv6 access-filter <OO0O0O: CLI><O000: OODOO >
oooooooO  vtyDOIPv6eOOOOO0O0O0O0O0O00O0O00O0O
ooooooo vty ipv6 access-filter IPV6-ACL-NAME

O no O no vty ipv6 access-filter

O vty session-max <O0O0O0O: CLI><O000: veyOOQOQOQOO >

ooooooo vyOoooOoooooooooDoooo

ooooooo vty session-max <1-10> : Maximum number of vty session <Maximum number>
oo 0O oo vty session-max 4

O 12tp udp source-port <O OO0 : L2TP><O0 00O : source port>
goooogod L2TPO uDPO OO OOOOOODOOOO
ooooooo 12tp udp source-port <1024-65535>

oo 0O oo 12tp udp source-port 40001

O 12tp hostname <O OO0 : L2TP><O0 000 : hostname>

gooooga LtPOO0000oobooooa

ooooooo 12tp hostnhame L2TP-HOSTNAME

<00000 > O000O00hostnamed 000000 OCODODOOODOODOO

O 12tpv3 hostname <O 000 - L2TPv3><0O 0O 0O O : hostname>
OO0ooooo L300 oooooooooon

ooooood 12tpv3 hostname L2TPv3-HOSTNAME

ooooooo OO00O0O0Ohostname 000000000000 O0OODOOO
O no 0O  no I12tpv3 hostname

O 12tpv3 router-id <O OO0 : L2TPv3><DO 00O = router-id>
ogooooon LT3 000 mooooood
oooooog 12tpv3 router-id A.B.C.D

O 12tpv3 mac-learning <O OO0 : L2TPv3><0O 000 : macOO >
OOoooooo  LLmv3OMCcODDOOooogo
oooooog 12tpv3 mac-learning

oo 0O oo 12tpv3 mac-learning

O no 0O  no I12tpv3 mac-learning

O 12tpv3d mac-aging <O OO0 : L2TPv3><0O 00 O : mac aging>

ooooood LThv30ONMACOOD0ODODOOD0DO0ODOoOnoooong

goooooo 12tpv3 mac-aging <seconds:30-1000>

oo 0O OO0 12tpv3 mac-aging 300

O no O no 12tpv3 mac-aging : Set defaults(=12tpv3 mac-aging 300)
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O 12tpv3 loop-detect <O OO0 : L2TPv3><O0 000 : LoopO O >

gooooao
goooooo
oo O oo
0 no 0

Ltpv3a00000O0O0OOODOOOO
12tpv3 loop-detect
no 12tpv3 loop-detect

no 12tpv3 loop-detect : Set defaults

O 12tpv3 send-known-unicast <O OO0 : L2TPv3><O 00O : known unicast>

ooooodao
goooooo
oo O oo
0 no 0

L2TPv3 0O known unicast 00 0000 OO0OO0O
12tpv3 send-known-unicast

no 12tpv3 send-known-unicast

no 12tpv3 send-known-unicast

O 12tpv3 udp source-port <O OO 0O: L2TPv3><0O0 000 - over UDP>

goooooo
goooooo
oo o oo
0 no 0

L2TPv3 over UIDPO O OO OO OODOODOODODO
12tpv3 udp source-port <1024-65535>
12tpv3 udp source-port 1701

no I12tpv3 udp source-port : Set defaults(=12tpv3 udp source-port 1701)

O 12tpv3 udp path-mtu-discovery <O 000 : L2TPv3><O 000 : PMTU discovery>

goooooo
goooooo
oo O oo
0 no |

PMTUD over UDPO OO OO O OO
12tpv3 udp path-mtu-discovery
no 12tpv3 udp path-mtu-discovery

no I12tpv3 udp path-mtu-discovery : Disable

O 12tpv3 path-mtu-discovery <O 000 : L2TPv3><O 000 : PMTU discovery>

goooogo
gboooooo
go 0O oo
gboooooo

PMTUDO OO ODOODO
12tpv3 path-mtu-discovery
no 12tpv3 path-mtu-discovery

no I12tpv3 path-mtu-discovery : Disable

O 12tpv3 snmp enable <O O OO : L2TPv3><O 00O = SNMP>

goooooo
goooooo
oo O oo
0 no 0

L2TPv3 S\MPO OO ODOOO
12tpv3 snmp enable
no 12tpv3 snmp enable

no 12tpv3 snmp enable : Disable

O 12tpv3 snmp trap <O OO0 : L2TPv3><O 000 = SNMP trap>

goooooo
goooooo
oo O oo
0 no 0

L2TPv3 SNWP trap0 0O O0 OO OO
12tpv3 snmp trap
no 12tpv3 snmp trap

no I12tpv3 snmp trap : Disable
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O I12tpv3 tos

O0Ooooo LT3 TSSO O OO OOOO
oooooog 12tpv3 tos

od 0O Od no 12tpv3 tos

O no 0  no 12tpv3 tos

O hostname<Od O OO : hostname>
ooooOogo gooooooooog
ooOooooa hostname HOSTNAME

O fast-forwarding enable <O OO0 : Fast path>
oooogooo fast forwvardingD OO OO OO .
oooooog fast-forwarding enable

O no O no fast-forwarding enable  : Disable

O arp<O000: IPv4><O000O - static ARP>
ooooood 000000 ARPODOODOODO
OO00O0oOoO00d  arp A.B.C.D HH:HH:HH:HH:HH:HH
ooooooo
A.B.C.D > IP address of the ARP entry
HH:HH:HH:HH:HH:HH : Mac (hardware) address of the ARP entry in HH:HH:HH:HH:HH:HH format
O no O no arp A.B.C.D

O ip route <OOODO: IPv4><0O00O0O - static route>
0000000 O000000000000000
ooooooo ip route (A.B_C.D/M GATEWAY|INTERFACE|NULL) [<distance:1-255>]
ooooooo

A.B.C.D > IP address of the gateway

INTERFACE : ethernet <0-2> [vid <1-4094>] [<distance:0-255>]

| ppp <0-4> [<distance:0-255>]

NULL : null [<distance:0-255>]

O no O no ip route (A.B.C.D/M GATEWAY]INTERFACE|NULL) [<distance:1-255>]

O ipvé forwarding <O OO0 : IPv6><O0000 : IPv6 forwarding>
ooooooo ipve0 000000000 0O0O0O0OO
oooogooo ipv6 forwarding

o0 O OO0 no ipv6 forwarding

O no O no ipv6 forwarding
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O ipv6 neighbor <O OO0 : IPv6><0O 000 : static neighbor>

ooooooo ipve00O000000D00O0O

oooogooo ipv6 neighbor X:X::X:X HH:HH:HH:HH:HH:HH ethernet <0-2> [vid <1-4094>]

O no O no ipv6 neighbor X:X::X:X HH:HH:HH:HH:HH:HH ethernet <0-2> [vid <1-4094>]

O ipv6 route <OO0O0O: IPv6><0O 000 - static route>
ooooooo ipv60 00000000000 000OO
oo0ooooo ipv6 route X:X::/M GATEWAY [<distance:1-255>]
ipv6 route X:X::/M INTERFACE [<distance:1-255>]
ipv6 route X:X::/M GATEWAY INTERFACE [<distance:1-255>]

ooooooo
X:Xz:/M : IPv6 destination prefix (e.g. 3ffe:506::/32)
GATEWAY I X:X::X:X IPv6 gateway address

INTERFACE : ethernet <0-2> [vid <1-4094>] | ppp <0-4> | tunnel <0-255>
O no O no ipv6 route X:X::/M GATEWAY [<distance:1-255>]
no ipv6 route X:X::/M INTERFACE [<distance:1-255>]
no ipv6 route X:X::/M GATEWAY INTERFACE [<distance:1-255>]

O ipv6 bridge <O OO0 : IPv6><O000 : bridge>
ggooogd ipve 00000000000

oooooog ipv6 bridge ethernet <0-2> ethernet <0-2>
O no O no ipv6 bridge

O track <OO0O0O: netevent>
ooooooo ooooooooooooooooon
ooooooo
track <trackid:1-255> interface (ethernet <0-2> | ppp <0-4>] tunnel <0-255>)
track <trackid:1-255> ip reachability : ping0 00 reachability0 0000
(A.B.C.D | FQDN) [source A.B.C.D] [<interval:10-32767> <retry:0-255>]
track <trackid:1-255> ipv6 reachability :ping6 000 reachabilityO0 0000
(A.B.C.D | FQDN) [source A.B.C.D] [<interval:10-32767> <retry:0-255>]
track <trackid:1-255> ipsec isakmp <IKE-POLICY:1-65535> : IKE SAO DO OO OODOO
track <trackid:1-255> ospf neighbor <PEER_RID:A.B.C.D>
track <trackid:1-255> bgp neighbor <PEER_IP:A.B.C.D>
track <trackid:1-255> vrrp ip <vrrpid:1-255> interface ethernet <0-2> :ethernet 0 O[O
O no O no track <trackid:1-255>
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O ipsec nat-traversal <O OO0 : IPsec><O 000 : NAT-T>
ooooood NATOOOOOOOoOOooooDooo
ooooooo ipsec nat-traversal enable

O no O no ipsec nat-traversal enable

O ipsec x509 enable <O OO0 : IPsec><O0000O : X.509>
ooooooo IPsec X.5090 0000000
ooooooo ipsec x509 enable

O no O no ipsec x509 enable

O ipsec x509 ca-certificate <O O 0O0O: IPsec><xO0000: cCAOOO >
gooooon X.5090 CAUO0OOOOoonoOon

ooooooo ipsec x509 ca-certificate NAME WORD

0o oo WORD O OO ftp://, ssh://

O no O no ipsec x509 ca-certificate NAME

O ipsec x509 certificate <O OO0 : IPsec><O0000: OOOOOO >
gooooon X500 00000000oao

ooooooo ipsec x509 certificate NAME WORD

oo oo WORD O OO ftp://, ssh://

O no O no ipsec x509 certificate

O ipsec x509 private-key <O OO0 : IPsec><xO0000: OO0O >
OoOooooo  X.5090 private keyO O OO O OO
ooooooo ipsec x509 private-key NAME key WORD

0od OO  WoOrRDO O ftp://, ssh://

O no O no ipsec x509 private-key NAME [key]

O ipsec x509 private-key <O OO0 : IPsec><0000 : passphrase>
Oogooooo x.s0000000ooooooood

ooooooo ipsec x509 private-key NAME password (hidden]) WORD
O no O no ipsec x509 private-key NAME [password]

O ipsec x509 crl <OO0ODO: IPsec><O0000: OOOOO>
0000000 OO0O0O0O0OO0OO0000000000
ooooooo ipsec x509 crl NAME WORD

00 00 WORD OO OO ftp://, ssh://

O no O no ipsec x509 crl NAME
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O ipsec access-list <O 0O0OO: IPsec><O0000: Selector0 00O >

ooooooo IPsecO00000O00O00DOOOOODOO

ooooooo ipsec access-list ACL-NAME ip any|host|A.B.C.D/M any|host]A.B.C.D/M
ipsec access-list NAME ipv6 any|host|X:X::X:X/M any]host]X:X::X:X/M

O no O no ipsec access-list ACL-NAME

O ipsec generate <O OO0 : IPsec><0000 : rsa-sig-key>
ooooooo RSA signature keyO OO O OO .

ooooooo ipsec generate rsa-sig-key <key_ length: 512-1024>
O no O no ipsec generate rsa-sig-key

O ipsec xauth

ooooooo IPsec Xauth OO OO OOOOOO0OOOOODODOO
ooooooo ipsec xauth username USERID password [hidden] PASSWORD
O no O no ipsec xauth username USERID
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O interface ethernet

ooooooo interface node 0000000 profile0D0000O0D0O0O0O
ooooooad interface ethernet <0-2>

oooooog ethernet interface0 0000

O interface loopback

oooogooo interface nodeJ 000000 profileD000C0ODOOODO
ooooooo interface loopback <0-9>

O no O no interface loopback <0-9>

O interface ethernet <0-2> vid <1-4094>

ooooooo interface node 0000000 profile0D0000O0D0O0O0O
ooooooad interface ethernet <0-2> vid <1-4094>

O no O no interface ethernet <0-2> vid <1-4094>

O interface tunnel

oooogooo interface tunnel node0 000000 profileO O OOO0OODOOO
oooooog interface tunnel <0-255>

O no O no interface tunnel <0-255>

O interface ppp

ooooooo interface ppp node 0 000000 profile0 000000000
ooooooo interface ppp <0-4>

O no 00  no interface ppp <0-255>

O 12tp

ooooood 12tp node 0O OO0 OO0 profile0 000000 OOO
ooooooo 12tp <0>

O no O no 12tp <0>

O 12tpv3 tunnel

ooooooo 12tpv3-tunnel node 0000000 profile0 000000000
ooboonoo 12tpv3 tunnel <0-4095>

O no 0O  no I12tpv3 tunnel <0-4095>

O 12tpv3 xconnect

oooogooo 12tpv3-xconnect node OO OO0 OO0 profileD0O000OOOODOO
ooooooo 12tpv3 xconnect <xid:1-4294967295>

O no O no 12tpv3 xconnect <xid:1-4294967295>
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O 12tpv3 group

ooooooOoad
ooOoo0ooa
[l no O

O ntp

ooooooo
ooooooo
a no a

O dns

ooooooo
oooooog
0 no 0

O snmp

ooooooo
ooooooo
a no 0

O router rip
ggooogod
goooogd
U no |

O router ospf
gooooon
goooooo
a no a

O dhcp-server
gooboogd
gooboogd
U no |

global node

12tpv3-group node 0 O OO0 OO0 profile0D OO0 OOOODOODO
12tpv3 group <gid:1-4095>
no 12tpv3 group <gid:1-4095>

ntp node0 0 O00O0O0O profile00O00OO0OOD0OOO
ntp

no ntp : Stop and initialize NTP service

dns node0 O OOO0O0profileDO0OO0OO0OODOO0O
dns

no dns Stop and initialize DNS service

snmp node 0000000 profile0000OO0OOOO
snmp

no snmp : Stop and initialize SNMP service

RIP nodeDOO0ODOOOprofileD0O0OO0O0DOOOO
router rip

no router rip : Stop and initialize RIP service

OSPF node D OO OO OO profileD 0000 DOOOOO
router ospf

no router ospf : Stop and initialize OSPF service

dhep-server node 0 O OO0 OO0 profileDO0O0OO0OOOOOO
dhcp-server <1-5>
no dhcp-server[<1-5>]
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m sip-nat

o enable

Ooooooo  SsIPNATOOODOOOO
ooooooo sip-nat enable

oo 0O o0 no sip-nat enable

O no O no sip-nat enable

o port

ooooooo Destination port0 0O O OO0

gooboogd sip-nat port <1-65535> <1-65535> <1-65535> <1-65535> <1-65535> <1-65535>
oo 0O o0 sip-nat port 5060

O no O no sip-nat port

o NAPT

gooboogd Port translateJ 0000 OO0
ooooooo sip-nat port-translate enable
oo 0O o0 sip-nat port-translate enable

O no O no sip-nat port-translate enable
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m CRP

o udp source port

ooooooo
gooogoog
oo 0O o0
a no a

o hostname

ooooooo
gooogoog
0 no 0

o customer-id
ooooooo
ooooooo
a no a

o cpe-id

ooooooo
gooogoog
0 no 0

o client

ooooooo
ooooooo
a no a

o advertise
oo0ooooo
oooooono

[l no O
ooooooao

CRROUDPOODOOODOODOODODOD
crp udp source-port <1024-65535>
crp udp source-port 10625

no crp udp source-port

CRROOCODODOOODOODOO
crp hostname <WORD>
no crp hostname

CRP O customer-idO0 00O ODOO
crp customer-id <WORD>
no crp customer-id

CRPO cpe-idO0 OO DOODOO
crp cpe-id <WORD>
no crp cpe-id

CRROODOOOOODOOOOODO
crp client <1-2>
no crp client (<1-2>])

CRROODOODODOO

crp advertise ip|ipv6 interface ppp <0-4> (port <1-65535>]) (secondary|)

crp advertise ip|ipv6 interface ethernet <0-3> (port <1-65535>]|) (secondary]|)
crp advertise address A_B.C.D (port <1-65535>])

crp advertise address X:X::X:X (port <1-65535>|)

crp advertise nat (port <1-65535>])

no crp advertise

interface0 0000 2000000100 secondaryd 00O
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m netconf-server
gooo00oooooooooooon

o enable

ooooooo
ooooooo
a no a

o lock timeout
ooooooo
gooogoog
0 no 0

o auto-config
ooooooo
ooooooo
g no g

netconfOOOODODOOOOO
netconf-server enable (tcp]over-ssh)
no netconf-server enable

netconfO OO OOO0OOO0OOO0OODOOOOOOOOO
netconf-server lock timeout <10-3600>
no netconf-server lock timeout

auto-configD OO OO QOO0
netconf-server auto-config enable
no netconf-server auto-config enable
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® QoS
Oo0oooog QesOoOoooooon
ooooooo
ocOOOOOOOO
class policy NAME
oooooo
no class policy NAME
oooooog
class filter <2-254>
oooooog
no class filter <2-254>
Mark O O OO
priority-map <1-32> (high|middle]low|normal) ip mark <1-4095>
TBFO OO
pirority-map <1-32> (high|middle]low|normal)
queue shape <RATE:1-1000000> <BUFFER:1-65535> <LIMIT:1-65535>

O

O

O

O

O

o

SFQO OO
pirority-map <1-32> (high|middle]low|normal) queue fair-queue
FIFOO OO
pirority-map <1-32> (high|middle]low|normal) queue fifo (limit <1-16384>)
o default classOd 00
defaultO classO OO0 000 Odefault classO 0000000 D0O0OO packetO O OOO0O classO
OO0000Odefault classO O O00O normal OO 0O
priority-map <1-32> default (high|middle|normal|low)
o priority-map0 00O
0000 classUO priority-map0 000000
no priority-map <1-32> (high|middle]|normal|low])
o default classO 000
default O class O default(normaD)0 000000
no priority-map <1-32> default
o MarkO OO ODO
O000OclassOMarkOOOOOOOOO
no priority-map <1-32> (high|middle|normal|low) ip mark
o default queue(FIFO)O OO
no priority-map <1-33> (high|middle|normal|low) queue

o

® route-map
goooogad route-map 0D OO O QOO
ooooooo route-map NAME (permit|deny) <1-1024>
g no g no route-map NAME : NAMEO route-map OO O QO QOO
no route-map NAME (permit]deny) <1-1024> : OO0 rouet-map0 OO0 OO OO0
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class access-list

gooboogo gogbobooooobobooon

e}

p
class access-list ACL-NAME ip (]not) source:any|A.B.C.D/M]JA.B.C.D
destination:any|A.B.C.D/M]A.B.C.D]
protocol
class access-list ACL-NAME ip (]not) source:any|A.B.C.D/M]A.B.C.D
destination:any|A.B.C.D/MJA.B.C.D] (]not) <protocol:0-255>]icmp|tcp|udp
icmp
class access-list ACL-NAME ip (]not) source:any|A.B.C.D/M]A.B.C.D
(Jnot) destination:any]A.B.C.D/M]JA.B.C.D icmp (]not) type code
tcp src dst
class access-list ACL-NAME ip (]not) source:any|A.B.C.D/M]A.B.C.D
(Inot) destination:any|A.B.C.D/M]A.B.C.D
tcp (Jnot) [<sport:1-65535>]any] [<dport:1-65535>]any]
tcp src-range dst
class access-list ACL-NAME ip (]not) source:any|A.B.C.D/M]JA.B.C.D
(]not) destination:any|A.B.C.D/M]A.B.C.D
tcp (Jnot) [range <min:1-65535> <max:1-65535>] [<dport:1-65535>]any]
tcp src dst-range
class access-list ACL-NAME ip (|not) source:any|A.B.C.D/M]A.B.C.D
(]not) destination:any]A.B.C.D/MJA.B.C.D
tcp (Jnot) [<sport:1-65535>|any] [range <min:1-65535> <max:1-65535>]
tcp src-range dst-range
class access-list ACL-NAME ip (|not) source:any|A.B.C.D/M]A.B.C.D
(]not) destination:any]A.B.C.D/MJA.B.C.D
tcp (Jnot) [range <min:1-65535> <max:1-65535>] [range <min:1-65535> <max:1-65535>]
udp src dst
class access-list ACL-NAME ip (|not) source:any|A.B.C.D/M]A.B.C.D
(Jnot) destination:any]A.B.C.D/MJA.B.C.D
udp (Jnot) [<sport:1-65535>]any] [<dport:1-65535>]any]
udp src-range dst
class access-list ACL-NAME ip (|not) source:any|A.B.C.D/M]A.B.C.D
(Jnot) destination:any]A.B.C.D/MJA.B.C.D
udp (Jnot) [range <min:1-65535> <max:1-65535>] [<dport:1-65535>]any]
udp src dst-range
class access-list ACL-NAME ip (|not) source:any|A.B.C.D/M]A.B.C.D
(]not) destination:any]A.B.C.D/M]A.B.C.D
udp (Jnot) [<sport:1-65535>|any] [range <min:1-65535> <max:1-65535>]
udp src-range dst-range
class access-list ACL-NAME ip (|not) source:any|A.B.C.D/M]A.B.C.D
(Jnot) destination:any|A.B.C.D/MJA.B.C.D
udp (Jnot) [range <min:1-65535> <max:1-65535>] [range <min:1-65535> <max:1-65535>]
no (class access-listO00)
no class access-list ACL-NAME ip 66
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O mobile

ooooboogo sc0O0000oooopPO0DODDODOODOODODODOD
goooooo mobile <0-1> ppp <0-4>

O no O no mobile <0-1> ppp

m schedule
ooooood odoooooooooog
oooooog
oddOO
schedule <1-255> HOUR:MIN DAY MONTH interface ppp <0-4> connect]disconnect]reconnect
DeJo0ooon
schedule 1 *:00 * *
Oe OO 1:20000
schedule 1 1:20 1 *
ODe 01000 1:20000
schedule 1 1:20 10 *
DedO 100000200000
schedule 1 *:20 10 *
Oe 1710000 200000
schedule 1 *:20 10 1
Oe 1/100 10:200 0 O
schedule 1 10:20 10 1
Oe 10000 10:20000
schedule 1 10:20 * 1

o O0O0O0O (bOW: day of the week)
schedule <1-255> HOUR:MIN DOW (DOW]) interface ppp <0-4> connect|disconnect|reconnect
DeJ00ODO0OODOI00DDOO
schedule 1 *:10 monday
DeJ0O0ODODOO1:10000
schedule 1 1:10 sunday
Oe weekday O 4:1000 O
schedule 1 4:10 monday friday

ocQoonoO
no schedule <1-255>

O as-path

ooooood BGP autonomous system path filterOO OO OO0

goooooo ip as-path access-list ACL-NAME (permit]deny) LINE

O no 0  no ip as-path access-list ACL-NAME (permit]deny) LINE
no ip as-path access-list ACL-NAME
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interface node

O OO0 command

nxr130#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#interface ethernet <0-2> [vid <1-4094>]
nxrl30(config-if)#

nxrl130(config)#interface loopback <0-9>
nxr130(config-loopback)#

O ip address <O OO0 : IPv4 address><0000: OOO0O >
ggooogoa goooooooiirgobboboooooo
ooooooo ip address A.B.C.D/M [secondary]

O no 0 no ip address A.B.C.D/M [secondary]

O ip address <O OO0 : IPv4 address><0 0 0O 0O : DHCP>
0000000 DHCPOOOIPOOOOODOODOODO
ooooooo ip address dhcp [hostname]

O no O no ip address dhcp

O ipv6 address <O OO0 : IPv6 address>
ooooooo ooooooogmwseodooooooooo
oooogooo ipv6 address X:X::X:X link-local : O0O0OO0OODOOOLLADODOODOO
ipv6 address X:X::X:X/M [eui-64]
D eui-6400 000 ipv6-address O prefixO DO OO O
ipv6 address autoconfig :ipve forwardingD OO D0 O0ODOOOO
O no O no ipv6 address X:X::X:X link-local
no ipv6 address X:X::X:X/M [eui-64]
no ipv6 address autoconfig

O ipv6 address <O OO0 : IPv6 address><0 00O 0O : DHCPv6-PD>
oooooog DHCPv6 Prefix DelegationO0 OO0 OO OO
ooooooo ipv6 address DHCPv6-PD X:X::X:X/M [eui-64]
00 00 ipv6-address O (I sub-prefix 0 host 0D 0 00O 0O O
PREFIX-NAMEO O dhcpvé pd0 0 OO0 prefixOOODOOOODOOO
ipv6 dhcp client pd0 00000
O no O no ipv6 address DHCPV6-PD [X:X::X:X/M]
:DHCPV6 packet 0 O O interface 0 0 00O

O speed <0000 : speed><0 000 : set/negate>

0000ooo [OoOOoooooooooooogcudi/malhoo0oooon
0000000  speed auto]10-full]|10-half]100-full]100-half

oo 0O OO0 speed auto

0od OO0 16bpsO000Tautod OO

O no O  no speed . Negate
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O mtu<OOO0O: MTU><OO0ODO : set/negate>

ooOooooa
ooooooOoad
O no O

MTuooooooo
mtu <bytes:68-1500>
no mtu

O ip proxy arp <O OO0 : Proxy ARP><O 00O : set/negate>

ooooooo
oooooog
oo 0O o0
a no a

Proxy ARPOOOODOOOO
ip proxy-arp

no ip proxy-arp

no ip proxy-arp

O ip directed-broadcast <O O OO : Directed Broadcast>< 0 0O O : set/negate>

ooooooo
gooogoog
oo 0O o0
a no a

Directed Broadcast 0 D 0000000 OOOODOODOO
ip directed-broadcast

no ip directed-broadcast

no ip directed-broadcast

O ip redirects <O OO0 : ICMP redirects><0 000 : set/negate>

ooooooo
gooogoog
oo 0O o0
a no a

iIcMPOoooooooooogoon
ip redirects

ip redirects

no ip redirects

O ip tecp adjust-mss <O 0O 0O 0O : Adjust TCP MSS><O 00 0O : set/negate>

ooooooo
gooogoog
oo 0O o0
a no a

Mssooooooooo
ip tcp adjust-mss auto]500-1460
no ip tcp adjust-mss
no ip tcp adjust-mss

O ipv6 tcp adjust-mss <O 0O 00 : Adjust TCP MSS><O 00O O : set/negate>

ooooooo
oooogoog
oo 0O oo
a no a

O ip mask-reply

ooooooo
gooogoog
oo 0O o0
a no 0

IPv6 MSSO O DODOOOODOO

ipv6 tcp adjust-mss auto]500-1460
no ipvé tcp adjust-mss

no ipvé tcp adjust-mss

<O00O00: ICMP mask reply><0 000 : set/negate>
ICMP Address Mask Request0 OO0 OO 00O

ip mask-reply

no ip mask-reply

no ip mask-reply
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O link-check <O 00O : link check><O OO 0O : enable/disable>

ooooood
ooooooad
od 0O Od
0 no 0
00 oad

oooooooooooooog
link-check [<0-60sec>]
link-check 10

no link-check (=link-check 0)
Iink-check<CR> = link-check 10

O ipv6 nd prefix <OOO0O: NDP><O 00O : RA parameters>

gooogooo
gooogog

00 00
O no O

IPv6 Routing Prefix AdvertisementO OO OO 0O
ipv6 nd prefix X:X:X:X::X/M
[<valid-lifetime:0-4294967295> <preferred-lifetime:0-4294967295>]
Ethernet/VLANO O OO OO
no ipv6 nd prefix X:X:X:X::X/M
[<valid-lifetime:0-4294967295> <preferred-lifetime:0-4294967295>]

O ipv6 nd send-ra <O O OO : NDP><OO OO : RA parameters>

Oooo0oooad
ooOooooa
O no O

IPv6 RA(Router Advertisement0 OO OO OO0
ipv6 nd send-ra RAODOOO
no ipvé nd send-ra D RADOOODO

O ipv6 nd ra-lifetime <O OO0 : NDP><ODO OO : RA lifetime>

ooooooo
gooogoog
oo 0O oo
a no 0
00 0o

IPv6 RA(Router AdvertisementO0 00 OO0 OO0O0OOOO0O
ipv6 nd ra-lifetime <0-9000>

ipv6 nd ra-lifetime 90

no ipvé nd ra-lifetime

ra-lifetime >= ra-interval max

O ipv6é nd ra-interval <OOOO: NDP><OO OO : RA interval>

oooooog
ooooooo
oo O oo
00 00
a no 0

IPv6 RA(Router AdvertisementO0 00O OO0 0OOO0OOOOO0O
ipv6 nd ra-interval <min:3-6750> <max:4-9000>

ipv6 nd ra-interval 10 30

min < max x 0.75

no ipvé nd ra-interval

O ipv6 nd rs-interval <OOO0O: NDP><OOO0O: RSOODOO >

ooooooo
oooogooog
oo 0O oo
a no 0

IPv6 Router Solicitation0 0000000 ODOOODO
ipv6 nd rs-interval <interval:1-10sec>
ipv6 nd rs-interval 1

no ipvé nd rs-interval . Set defaults
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O ipvé nd rs-count <O OOO: NDP><OOODO: RSOODOO >

gooogoog
ooooooo
oo O oo
0 no 0

IPv6 Router SolicitationO0 00O 0OOOOOOONO
ipv6 nd rs-count <count:1-2147483647>
ipvé nd rs-count 3

no ipvé nd rs-count : Set defaults

O ipv6é nd reachable-time <O OO0 : NDP><OOODO: OOOOOOO >

oooooog
ooooooo
oo 0O oo
0 no 0

0oooooooooooooooooon
ipv6 nd reachable-time <msec:0-3600000>
ipvé nd reachable-time 30

no ipvé nd reachable-time : Set defaults

O ipvé nd ns-interval <OOOO: NDP><OOOO: NSOOOO >

ooooooo
ooooooo
oo 0O oo
0 no 0

NSOODODODoDooooooo

ipv6 nd ns-interval <msec:1000-3600000>
ipv6 nd ns-interval 1000

no ipvé nd ns-interval

O ipv6e nd dad attempts <O O OO : NDP><OODODO : DADOO >

ooooooo
ooooooo
oo 0O oo
0 no 0

IPv6 DADO OO OOOOODOOOO
ipv6 nd dad attempts <0-600>
ipvé nd dad attempts 1

no ipvé nd dad attempts

O ipv6e nd accept-redirects <O OO0 : NDP><O 00O O :accept redirect>

gooogog

gooogoog
oo 0O o0
oo oo
0 no 0

IPv6 forwardingO O OO0 OODOICMPVE redirects0 0000000000
oooooo

ipv6 nd accept-redirects

no ipvé nd accept-redirects

IPv6 forwarding0 OO0 00000000000 ODOOOOODOOOO

no ipvé nd accept-redirects

O ip rip receive version <OOOO: RIP><OODODO : version>

ooooooo
ooooooo
oo 0O oo
00 0o
a no a

RIPOODOODODODODOODOODOO

ip rip receive version 1|2 [1]2]

ip rip receive version 2

version 1, version 2, version 1 & 2000000
no ip rip receive version
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O ip rip send version <O0OO0O: RIP><ODOOO: version>
ooooooo RpPO0OOOOOODOOOOODOO
oooogooo ip rip send version 1|2 [1]2]

o0 O OO0 ip rip send version 2

00 oo version 1, version 2, version 1 & 2000000
O no O no ip rip transmission version

O ip rip split-horizon <O OO0 : RIP><OOOO : split horizon>
0o0odoooo [DOoOoO0OoOoooooooooood
ooooooo ip rip split-horizon [poisoned]

oo 0O oo ip rip split-horizon

O no O no ip rip split-horizon

O ip ospf cost <OOODO: OSPF><O0 00O : cost>
oo0oooog  oSPFOODOOOOOOODOOO
oo0ooooo ip ospf cost <1-65535>

O no O no ip ospf cost

O ip ospf hello-interval <OOO0O: OSPF><O0 00O : hello-interval>
goooogod HelloOODOOODOOOODODODO

ooboonoo ip ospf hello-interval <1-65535>

O no O no ip ospf hello-interval

O ip ospf dead-interval <O0O0O0: OSPF><0O 00O : dead-interval>
0000000 DeadDODOODODOOOODODODO

ooooooo ip ospf dead-interval <1-65535>

O no O no ip ospf dead-interval

O ip ospFf retransmit-interval <O OO0 : 0SPF><O0 000 : retransmit-interval>
gogooogoa RetransmitOD O OO0 0OO0O0OD0OOOO

ooboonoo ip ospf retransmit-interval <1-65535>

O no O no ip ospf retransmit-interval

O ip ospf transmit-delay <O OO0 : OSPF><0O 00O : transmit-interval>
oooogooo Transmit Delay0 0O OO OO

ooooooo ip ospf transmit-delay <1-65535>

O no O no ip ospf transmit-delay

O ip ospf authentication <O O OO : OSPF><0 00O : authentication>
goooooo goooooooon

ooooooo ip ospf authentication null|message-digest

O no O no ip ospf authentication
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O ip ospf authentication-key <O OO0 : OSPF><0 0 00O : authentication>
goodoooo [OOoOoooooooogooo

ooooooo ip ospf authentication-key PASSWORD

O no O no ip ospf authentication-key

O ip ospf message-digest-key <0000 : OSPF><0O00 00O : md-key>
Oo0oooo Ms000000000000

ooooooo ip ospf message-digest-key <keyid:1-255> md5 PASSWORD
O no O no ip ospf message-digest-key <keyid:1-255>

O ip ospf priority <OO0O0O: OSPF><O00O : priority>
0000000 000000000 00000
ooooooo ip ospf priority <0-255>

O no 0 no ip ospf priority

O ip ospf mtu-ignore <O DO OO : OSPF><0O0 00O : mtu-ignore>
gogooogd ppbU O MIUD OO OOOon

ooooooo ip ospf mtu-ignore

O no O no ip ospf mtu-ignore

O vrrp ip address <OO0O0O: VRRP><O O OO : IP address>
Oo0o0ooo0O  VRRPOOOOOIPOOODOODOOOOOO
O0O0oOoon0O  vrrp ip <vrrpid:1-255> address A.B.C.D

O no O no vrrp ip <vrripd:1-255> (address A.B.C.D|)

O vrrp ip priority <O0OD0O0O: VRRP><O OO0 : priority>
ooooooo  vRRPOODOOOOODOOOOOOOODOD
0000000  vrrp ip <vrrpid:1-255> priority <1-254>
oo 0O oo vrrp ip <vrrpid:1-255> priority 100

O no O no vrrp ip <vrrpid:1-255> priority

O vrrp ip preempt <OOODO: VRRP><O O OO : preempt>
OOoO0ooon0  PreemptOOODOOOOO

0000000  vrrp ip <vrrpid:1-255> preempt

oo 0O o0 vrrp ip <vrrpid:1-255> preempt

O no O no vrrp ip <vrrpid:1-255> preempt

O vrrp ip preempt delay

0000000 OOO0O0O0O0OO00000000000oobooooooOoo
OOoDOooOog  vrrp ip <vrrpid:1-255> preempt delay <1-1000sec>

O no O no vrrp ip <vrrpid:1-255> preempt delay
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O vrrp ip timers <OO0O0O0: VRRP><O OO0 : timers>

ooooooo
ooooooo
oo O oo
0 no 0

VRRPO OO OOODOODOOOOOODOODOO

vrrp ip <vrrpid:1-255> timers advertise <1-255sec>
vrrp ip <vrrpid:1-255> timers advertise 1

no vrrp ip <vrripd:1-255> timers advertise

O vrrp ip netevent <OO OO : VRRP><O OO0 : netevent>

ooOoo0ooa
ooooooOoad
O no O

0000oooooooovRRPOODOODOOODOO
vrrp ip <vrrpid:1-255> netevent <trackid:1-255> priority <1-254>
no vrrp ip <vrripd:1-255> netevent

O ip access-group <OO0O0: ACL><O OO0 : IPv4>

ooooooo
gooogoog
oo 0O oOd
a no 0

coooooooomwkv40oooooooooooon

ip access-group (injout]forward-in]|forward-out) IPV4-ACL-NAME
oooo

no ip access-group (inJout]forward-in]forward-out)

O ipv6 access-group <O OO 0O: ACL><O0ODO0O: IPv6>

ooooooo
gooogoog
oo 0O oOd
a no 0

O ip masquerade

ooooooo
ooOoo0ooa
[l no [l

coooooogoweooooooooooogooo

ipv6 access-group (injout]forward-in]forward-out) IPV6-ACL-NAME
oooo

no ipv6 access-group (injout]forward-in]forward-out)

<O0000: NAT><0O 000 : Masquerade>
ip0 0000000000000

ip masquerade

no ip masquerade

O ip snat-group|dnat-group <O OO 0O : NAT><O O OO : static NAT>

ooooooao
ooooooOoad
O no O

SNATIDNATO OO OO0 OnO
ip snat-group|dnat-group NAT-NAME
no ip snat-group|dnat-group

O pppoe-client ppp <O 00O O : PPPoE>

ooooooo
gooogoog
oo 0O oo
oo oo
0 no 0

O ip spi-filter

ooooooo
ooooooo
oo O oo
0 no 0

PPPOEC 0O D0O0DODODODOODODO

pppoe-client ppp <PPP-INTERFACE-NUMBER:0-4>

no pppoe-client ppp

00 000O00OEthernet interface 0 00

no pppoe-client ppp [<PPP-INTERFACE-NUMBER:0-4>]

<O0OoOo0: sPI>

SPI filterOOOOODOO

ip spi-filter

no ip spi-filter

no ip spi-filter 75
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O ipv6 spi-Ffilter <ODOODO: SPI>
ooooooo IPv6 SPI filterOO OO OOO
ooooooo ipv6 spi-filter

oo 0O oo no ipv6 spi-filter

O no 0O  no ipv6 spi-filter

O shutdown <O 0O 00O : shutdown>
ooooood ooodooooooooood
ooooooo shutdown

od 0O Od no shutdown

O no O no shutdown

O ipsec policy <ODOODO: IPsec>

ooooood IPsecO0 0000000000 ODOODOO

ooooooo ipsec policy <1-255>

O no O no ipsec policy [<local policy:1-255>]

0o OO0 20000000 (pv40 104pv6ed 100000000O)
ethernetOvlanO O O 00O

m QoS
Oo0Oooooo  QesOOOOODOO
ooooooo
o HTBO OO
queue policy POLICYNAME bandwidth <1-1000000>
o PQUODO
queue priority-group <PRIORITY-MAP-NUMBER:1-32>
o SFQU OO
queue fair-queue
o FIFODO OO
queue fifo (limit <1-16384>)])
o TBFO OO

queue shape <RATE:1-1000000> <BUFFER:1-1000000> <LIMIT:1-1000000>
o default queue 0 00O
default queue O pfifo_fast OO
no queue
o classify
classify (inputjoutput) route-map ROUTEMAP
input : PREROUTING, output : POSTROUTING
o no classify
no classify (input]output])
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O OO command

nxrl30#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#interface tunnel <0-255>
nxrl130(config-tunnel)#

O description <O 00O : Description>
goodoooo OOoooOooopoooooooood
ooooooo description DESCRIPTION

O no O no description [DESCRIPTION]

O ip address <OO0O0O: IPv4 address><O0000: ODOOO >
ooooooOO0 QpOoOOoOoOoOoOoOwOOOOOOOOODOO
gooogog ip address A.B.C.D/M [secondary]

O no 0 no ip address [A.B.C.D/M] [secondary]

O ipv6 address <O OO0 : IPv6 address><0 000 : Global/LLA>

ooooood ooooooooiwpved0DO00oOoOooooon

ooooooo ipv6 address X:X::X:X/M [eui-64] : IPv6 address (e.g. 3ffe:506::1/48)
ipv6 address X:X::X:X link-local

O no O no ipv6 address X:X::X:X/M [eui-64]
no ipv6 address X:X::X:X link-local

O ipv6 address <O OO0 : IPv6 address><0 0O 0O O : DHCPv6-PD>
ggooogd DHCPv6 PDO OO OO ODOO

goooooo ipv6 address DHCPV6PD X:X::X:X/M [eui-64] > DHCPv6-PD prefix name
O no O no ipv6é address DHCPV6PD X:X::X:X/M
o0 oo ipv6-address O [ sub-prefix [0 host 0 OO0 O 00O

PREFIX-NAMEO O dhcpve pd0 O OO0 O prefixDOOOD0OOOOODOO
ipvé dhcp client pdO0 OO0 OO0

O tunnel source <O OO0 : Tunnel Parameters><0O 00 0O : source IP>
oo0ooooo O0000Osource0 0 O0O00O0O0OOOO
ooOoo0ooa tunnel source A.B.C.D

O tunnel destination <O OO0 : Tunnel Parameters><0 0 0O 0O : destination IP>
goooood O0000DestinationD DO OOOOOOOO
ooOoo0ooa tunnel destination A.B.C.D

O tunnel mode <O OO0 : Tunnel Parameters><0 0 00O : mode>
ogoooooad 000o0oo0OO00OoOoooooirr over 1P/GRE
ooooooo tunnel mode (ipip]|gre)

O no O no tunnel mode : Set defaults
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O tunnel key <O 000 : Tunnel Parameters><O0 000 : key>

ooooooo
gooogoog
oo 0O oo
oo oo
0 no 0

IDO000000oo0Ooon
tunnel key <0-4294967295>
no tunnel key
GREODO O OO

no tunnel key : Disable

O tunnel checksum <O OO 0O : Tunnel Parameters><0O 0O 0O O : checksum>

oooogoog
ooooooo
oo O oo
00 oo
a no 0

doodoodoooooooogon
tunnel checksum

no tunnel checksum
GREODODOO

no tunnel checksum - Disable

O tunnel path-mtu-discovery <O 0O OO : Tunnel Parameters><0 000 : PMTU>

ooooooo
gooogoog
oo 0O oo
a no 0

OOooOoopvDOOODOOODO
tunnel path-mtu-discovery
tunnel path-mtu-discovery

no tunnel path-mtu-discovery - Disable

O tunnel ttl <O0O0O0O: Tunnel Parameters><O 000 : TTL>

ooooooo
gooogoog
oo 0O oo
a no 0

TTLOO0O00000
tunnel ttl (<1-255>|inherit)
tunnel ttl inherit

no tunnel ttl : Set defaults

O tunnel tos <O 0O 00O : Tunnel Parameters><0O 000 : TOS>

ooooooo
gooogoog
oo 0O oo
a no 0

TosSOOoOooOoooa
tunnel tos (<0-252>|inherit)
tunnel tos inherit

no tunnel tos : Set defaults

O mtu <OOOO: MTU><OOO0O: set/negate>

ooooooao
ooOoo0ooa
[l no [l

Muooooooo
mtu <bytes:68-1500>
no ip mtu

O ip redirects <OODO0O: ICMP redirects><0 0 OO :set/negate>

ooOoo0ooa
ooooooOoad
O no O

ICMP Redirect0 D OO OO OO
ip redirects

no ip redirects . Negate
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O ip tcp adjust-mss <O OO0 : Adjust TCP MSS><O 0O 00O : set/negate>
ooooooo wMssOOOO0OOoOoOoO

ooooooo ip tcp adjust-mss auto|<bytes:500-1460>

oo 0O oo no ip tcp adjust-mss

O no O no ip tcp adjust-mss

O ipv6 tcp adjust-mss <O OO0 : Adjust TCP MSS><O 0O 00O : set/negate>
ooooooo IPv6 MSSO O OO OOOO

ooooooo ipvé tcp adjust-mss auto|<bytes:500-1440>

oo 0O oo no ipv6 tcp adjust-mss

O no O no ipvé tcp adjust-mss

O ip mask-reply <OO0O0O: ICMP mask reply><0 000 : set/negate>
goooooo ICMP Mask Reply0 OO QOO OODO

ooooooo ip mask-reply

O no 0 no ip mask-reply

O ip rip receive version <O OO0 : RIP><OODODO: version>
ooooooo RepOOO0OOOOODOOOODOO
ooooooo ip rip receive version 1|2 [1]2]
ooooooo Dboooooo

O no O no ip rip receive version

O ip rip send version <OOO0O: RIP><ODOOO: version>
ooooooo RepOOOOOOODOOOODOO
ooooooo ip rip send version 1]2 [1]2]
ooooooo Dboooooo

O no O no ip rip send version

O ip rip split-horizon <O OO0 : RIP><OOOO : split horizon>
ooooooo [oOoOooooooboooooobboogd
ooooooo ip rip split-horizon [poisoned]

oo 0O o0 ip rip split-horizon

O no O no ip rip split-horizon

O ip access-group <OO0O0O: ACL><OOODO: IPv4>

coooooo coooooooomwkv40ooooooooooon
ooooooo ip access-group injout|forward-in]forward-out IPv4-ACL-NAME
O no O no ip access-group injout|forward-in|forward-out

O ipv6 access-group <O 0O 0OO: ACL><ODODO0O: IPv6>

goooooo goooooodowsodoooooooooooo
ooooooo ipv6 access-group injout]forward-in|forward-out 1P64-ACL-NAME
O no O no ipvé access-group in|out|fé)6ward—in|forward—out
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O ip masquerade <O O OO : NAT><O 0O OO : Masquerade>

gooogooo
ooooooo
oo 0O oOo

ip masquerade 0 0000000
ip masquerade
no ip masquerade

O ip snat-group|dnat-group <O OO0 : NAT><O DO OO : static NAT>

ooooooa
ooOooooa
O no O

O ip spi-filter

ooooood
ooooooad
oo O Od
0 no 0

source/destination NATO O DO OO OO
ip snat-group|dnatgroup NAT-NAME
no ip snat-group|dnat-group

<O0000: SPI>

SPI filterOOODOOODO
ip spi-filter

no ip spi-filter

no ip spi-filter

O ipvé spi-filter <OOODO: SPI>

goooooo
ooooooo
oo 0O oo
0 no 0

IPv6 SPI filterODDOOOOODO
ipv6 spi-filter

no ipvé spi-filter

no ipvé spi-filter

O netevent <O 0 00O : netevent>

ooooooo
ooooooo
0 no 0
ooooooo

netevent O OO O0O0O

netevent <trackid:1-255> connect|disconnect

no netevent

connect|disconnect [0 track event O down OO O OOOOOO

O ipv6 nd accept-redirects <O O OO : NDP><O OO O :accept redirect>

gooogooo

ooooooo
oo O oo
0o 0o
0 no 0

IPv6 forwardingO O OO O OODOICMPYE redirects0 0000000000
oooooo

ipv6 nd accept-redirects

no ipvé nd accept-redirects

IPv6 forwardingD O OO OO0O0OO0O0O0DOOOOODOOOOODOO

no ipvé nd accept-redirects

O ipsec policy <O O O0O: IPsec>

ooooooo
ooooooo
ooooooo
0 no 0

IPsecO000D0OO0OO0DOOOODO

ipsec policy <local policy:1-255>

200 000000pvd0 10ipve 0 10000000 O)
no ipsec policy [<local policy:1-255>]
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m QoS
Ooooooo  QesOOOOODOD
goooooo
o HTBO OO
queue policy POLICYNAME bandwidth <1-1000000>
o PQUODO
queue priority-group <PRIORITY-MAP-NUMBER:1-32>
o SFQUO OO
queue fair-queue
o FIFOO OO
queue fifo (limit <1-16384>])
o TBFO OO

queue shape <RATE:1-1000000> <BUFFER:1-1000000> <LIMIT:1-1000000>
o default queue 0 OO
default queue O pfifo_fast OO
no queue
o classify
classify (input]joutput) route-map ROUTEMAP
input: PREROUTING, output: POSTROUTING
o no classify
no classify (input]output])
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interface ppp node

O 00 command

nxr130#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#interface ppp <0-4>

nxr130(config-ppp)#

O description <O OO0 : description>

ooooood interface0 000000000
0000000  description DESCRIPTION

O no O no description [DESCRIPTION] : Delete

O ip address <OO0O0O: IPv4 address><O0000: OOO0O >
ggooogoa gooooobooomwrooooboboooon
ooboonoo ip address A.B.C.D/M [secondary]

O no 0  no ip address [A.B.C.D/M] [secondary]

O ip address <O 000 : IPv4 address><0 00O O - 1PCP>
ooooooo IPOO0000OO0OO0O0ODOOOOOO
ooooooog ip address negotiated : IPCP negotiation
O no O no ip address negotiated

O ipv6 address <O OO0 : IPv6 address><0 0O 0O O :global>
ooooood Ipv60 0000000000
ooooooo ipv6 address X:X::X:X/M [eui-64] : IPv6 address (e.g. 3ffe:506::1/48)
0000000 eui-6400000 ipve-address O prefixD OO0 OO O
00000 Ointerface-id0 00 00O
LLADO interface-id0 00000000 0O0O0O
O no O no ipv6 address X:X::X:X/M [eui-64]

O ipv6 address <O OO0 : IPv6 address><0 O O O :DHCPv6-PD>
OO0OOoOooo  DHCPve PDOODOOOOODO
goooooo ipv6 address DHCPV6PD X:X::X:X/M [eui-64] > DHCPv6-PD prefix name
ooooooo ipv6-address O [ sub-prefix 0 host 0 0 0 00O O
PREFIX-NAME O O dhcpv6 pd0 00O O prefixDOOOOOOOODOO
ipv6 dhcp client pd0 00000
O no O no ipvé address DHCPVGPD X:X::X:X/M

O mtu<OOOO: MTU><OODOO :set>

oooooog Muoooooooo

ooooooo mtu <bytes:68-1500>

OO0 O OO  mtu 1454

O no O no mtu . Set defaults
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O ppp Icp mru <O 000 : MRU><DO OO 0O :set>

ooooooo
gooogoog
ooooooo
a no 0

MRuUOOoOooooo

ppp lcp mru <bytes:128-1500>
IPv6eOOO00O0O00OO0OMRUO 1280000000
no ppp Icp mru . Set defaults

O ipv6 dhcp client pd <O OO0 : DHCPv6 client>< O O O :DHCPv6-PD>

ooooooo
oooogoog
oo 0O oo
ooooooo
0 no 0

DHCPv6 PDO OO OO OODO

ipv6 dhcp client pd DHCPv6-PREFIXNAME

no ipvé dhcp client pd

DHCPv6 PDO OO OO interface0 00O OO0
no ipvé dhcp client pd

O ip redirects <OOD0O0O: ICMP redirects><0 0 00O :set/disable>

gooogoog
ooooooo
oo O oo
0 no 0

ICMP Redirect messages0 00O OO OO
ip redirects
no ip redirects

no ip redirects : Disable

O ip tcp adjust-mss <O OO0 : Adjust TCP MSS><0O O O O :set/negate>

ooooooo
ooooooo
oo O oo
0 no 0

MssoOoooooooo
ip tcp adjust-mss auto|<bytes:500-1460>
no ip tcp adjust-mss
no ip tcp adjust-mss

O ipv6 tcp adjust-mss <O OO0 : Adjust TCP MSS><[O O O O :set/negate>

ooooooo
ooooooo
oo O oo
0 no 0

O ip mask-reply

gooogoog
ooooooo
oo O oo
0 no 0

IPv6 NSSO OO DOODOOODO

ipvé tcp adjust-mss auto|<bytes:500-1440>
no ipvé tcp adjust-mss

no ipvé tcp adjust-mss

<0000 : ICMP mask reply><0 00 0O :set/disable>
ICMP Mask ReplyO) OO QOO QOO

ip mask-reply

no ip mask-reply

no ip mask-reply : Disable

O keepalive Icp-echo <O 000 : keepalive><O OO 0O :LCP echo/disable>

gooogoog
ooooooo
oo O oo
0 no 0

LCP echo request0 00O 0O OO

keepalive lIcp-echo [<interval:30-600> <failure-count:1-10>]
keepalive lIcp-echo 30 3

no keepalive lIcp-echo
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O keepalive icmp-echo <O 0O OO : keepalive><O O 00O :Pingd O /disable>

gooogoog
ooooooo
oo 0O oo
ooooooo
a no a

ICMP echo request0 0O 0O ODOO0O

keepalive icmp-echo [<interval:30-600> <retry:0-10> A.B.C.D]
no keepalive icmp-echo

keepalive icmp-echo [0 (I keepalive icmp-echo 30 20000

no keepalive icmp-echo

O ip rip receive version <OO0O0O : RIP><OOODO :receive version>

ooooooo
oooogooog
oo 0O o0
ooooooo
0 no 0

RIPOODOODODODODODODOO

ip rip receive version 1|2 [1]2]

ip rip receive version 2

O000000D0Oiup rip receive version 1 200
no ip rip receive version

O ip rip send version <O OO0 : RIP><OOOO :send version>

ooooooo
ooooooo
oo 0O oo
ooooooo
a no a

RIPOODOODODODODOODOODOO

ip rip send version 1]2 [1]2]

ip rip send version 2

00000000 up rip send version 1 20
no ip rip send version

O ip rip split-horizon <O OO0 : RIP><O OO O :split horizon>

ooooooo
gooogoog
oo 0O o0
a no a

ooooooooooooooooo
ip rip split-horizon [poisoned]
ip rip split-horizon

no ip rip split-horizon

O ip access-group <0000 : ACL><O OO0 -1Pv4>

goooooo
gooogog
gbooobogooo

oo 0O Ood
O no O

coooooooomwkv40ooooooooooon
ip access-group (injout]forward-in|forward-out) IPV4-ACL-NAME

in : Apply the access-list to in-forwarding packets
out - Apply the access-list to out-forwarding packets
forward-in : Apply the access-list to incoming packets

forward-out : Apply the access-list to outgoing packets
no ip access-group (injout]forward-in|forward-out)
no ip access-group (inJout]forward-in]forward-out)

O ipv6 access-group <O OO 0O: ACL><O 00O O :IPv6>

ooooooo
gooogoog
oo 0O o0
a no a

coooooogoweoooooooooooooo

ipv6 access-group (injout]forward-in]forward-out) IPV4-ACL-NAME
no ipvé access-group (injout]forward-in]|forward-out)

no ipv6 access-group (injout]forward-in]forward-out)
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O ip masquerade <O 000 : NAT><O O O O :Masquerade>
gooboogd IP masquerade0 0 OO0 OONO
ooooooo ip masquerade

oo 0O oo no ip masquerade

O no O no ip masquerade

O ip snat-group]dnat-group <O O O 0O : NAT><O O 0O 0O :Static NAT>
gooboogd source/destination NATO OO OO DO OOOO
ooooooo ip snat-group|dnat-group NAT-NAME

O no O no ip snat-group|dnat-group

O ip spi-filter <0000 : SPI><0O000:SPI filter>
Ooooooo skl filterdODOOOOO
ooooooo ip spi-filter

oo 0O oo no ip spi-filter

O no O no ip spi-filter

O ipv6 spi-Ffilter <OODODO: SPI><O00DO :SPI filter>
coooooo IPv6 SPI filterOO OO OOO
ooooooo ipv6 spi-filter

oo 0O oo no ipvé spi-filter

O no O no ipve spi-filter

O ppp authentication <O O OO : PPP><O 00O : Authentication>
ooooooo pepPOOO0O0O0OO0DOOOOODODO
ooooooo ppp authentication (chap|pap]auto)

oo 0O oo ppp authentication auto

O no O no ppp authentication . Set defaults

O ppp username <O O0O0O: PPP><O000 - username>
Ooooooo  PpPPPOO0User IDODOOOODOOOODOOO
ooooooo ppp username USERID password [hidden] PASSWORD
0 no 0 no ppp username

O ppp auto-connect <O O 0OO: PPP><O00O0O: OOODO >
ooooood PPPODOOOOODOODOOODOO
goooood ppp auto-connect <seconds:30-600>

ugd 0O OO0 ppp auto-connect 60

0 no 0 no ppp auto-connect
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O ppp ipcp enable <OO0O0O: PPP><OOO0O - IPCP>

ooooooad
ooooooad
od 0O Od
0 no O

IPCPOOODOODOOO
ppp ipcp enable

ppp ipcp enable

no ppp ipcp enable

O ppp ipcp dns <OOO0O: PPP><O0O0O0O: IPCPODNSOO >

gooogooo
oooogooo

oo 0O 00
no

oNSOOOOoOooooooodg
ppp ipcp dns accept

ppp ipcp dns reject

ppp ipcp dns primary:A.B.C.D [secondary:A.B.C.D]
ppp ipcp dns accept

no ppp ipcp dns

. Accept any non zero DNS address
: Reject negotiations with the peer
:ooooog

O ppp ipcp ip request <OOO0O: PPP><O0ODO: IPCP addressO O OO0 >

ooooooad
ooooooad
od 0O Od
0 no O
goooood

O ppp ipvéep
ooooooo
ooooooo
oo 0O oo
0 no 0

O ppp ipvécp
ooooooo
goooogo

oo 0O Od
ooooooao
[l no O

IPCPO IPODODOOOOODOODODOO

ppp ipcp ip request

no ppp ipcp ip request

no ppp ipcp ip request

ip address coomand 0 OO OO0 IPO IPCP O request O O

enable <O OO0 : PPP><O OO0z IPVECP>

IPveCPO OO0 ODOODOO
ppp ipvécp enable

no ppp ipvéeep enable
no ppp ipvéep enable : Disable IPv6CP

<O0000: PPP><O OO0 : interface id>

IPveCPO O ODOOODO IDODODOOOO

ppp ipvecp id X:X::X:X

ppp ipv6cp id ethernet <0-2>

no ppp ipvéep id

O0000000eth0OOmacO0 000000000 OD0OLLADODOOOOO
no ppp ipvéep id

O ppp on-demand<O0 000 : PPP><O 00O : Ondemand>

gooogoog
ooooooo
ooooooo
0 no 0

On-demand PPPO O OO OONO

ppp on-demand

OO mobileO O O0OO(12tp,ipvecp0 00000 ODOO)
no ppp on-demand
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O ppp idle-timeout<O O OO : PPP><O00O0O : idle-timer>

gooogog
oooogooo
gboooooo

O no O
ooooooao

On-demand PPPC idle timerCOO0OD0OOO

ppp idle-timeout (<sec:30-86400>])

ondemand 0 0O O 00O (I2tp,ipvecp 0 000 OO O)
000000000 180sec

no ppp idle-timeout

ondemand 0 00 O 0 O O default 180secJ O O

O netevent <O 000 : netevent>

ooooooo
ooooooog
0 no 0
ooooooog

netevent 0O OO QOO

netevent <trackid:1-255> connect]disconnect

no netevent

connect]disconnect [0 track event downO0 OO0 OO0 OOO

O ipv6 nd accept-redirects <O OO O : NDP><O OO O :accept redirect>

gooogog

ooooood
od 0O Od
00 aoad
0 no O

IPv6 forwardingO OO OO OODOICMPYE redirects0 0000000000
oooooo

ipv6 nd accept-redirects

no ipv6 nd accept-redirects

IPv6é forvardingD OO OO0O0O0O0OOOOOOOOOOOOODODODOO

no ipv6 nd accept-redirects

O ipsec policy <0000 : IPsec>

ooooooo
ooooooog
0 no 0
ooooooo

IPsec0 0 0000000000000

ipsec policy <local policy:1-255>

no ipsec policy [<local policy:1-255>]
20000000 @pvda0 1O00OMpved 10000)
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m QoS
oooooog QeSsoooooooo
ooooooo
o HTBO OO
queue policy POLICYNAME bandwidth <1-1000000>
o PQUODO
queue priority-group <PRIORITY-MAP-NUMBER:1-32>
o SFQU OO
queue fair-queue
o FIFOO OO
queue fifo (limit <1-16384>])
o TBFO OO

queue shape <RATE:1-1000000> <BUFFER:1-1000000> <LIMIT:1-1000000>
o default queue 0 OO
default queue O pfifo_fastO O[O
no queue
o classify
classify (inputjoutput) route-map ROUTEMAP
input: PREROUTING, output: POSTROUTING
no classify
no classify (input]output])

O

m dialer
ooooooo ooooopoooooooood
ooooooo
oJOOODOOO
dial-up string XXXXXXXXXX
oooooooogo
no dial-up string
dialup timeout (default:60sec)
dial-up timeout <sec:30-300>
dialup timeoutd O O[O
no dial-up timeout

O

O

O
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m mobile
ooooooo odoooooooooooood
ooooooog
o APNO O
mobile apn XXXX cid XX pdp-type (ip|ppp)
APNOOOODO/000defanlt0 00000000 OODO3GCOOOOO0OOOO
no mobile apn
gooood
mobile limit time <sec:30-21474836>
oooooooood
no mobile limit time
goooooo
mobile limit reconnect <sec:30-86400>
ooooooooood
no mobile limit reconnect

O

O

O

O

O
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O OO command

dns node0 0O OO0O0O
nxrl30#configure terminal

Enter configuration commands, one per line.

End with CNTL/Z.

nxr130(config)#dns
nxr130(dns-config)#

O service <O000O0O: service><xOOOO : enable>

oooooon
ooooooo
O no O

DNSOOOOooooooooad
service enable
no service enable

O address <O OO0 : address><0O 00 0O : set/delete>

goooogn
gboooogo

oo o oo
goooooo
0 no 0
goooooo

DNSOOOO IPODOODOOODOOOO

address A.B.C.D : IPv4 address of the DNS server

address X:X::X:X : IPv6 address of the DNS server

no address

oo40000000

no address (A.B.C.D|X:X::X:X)

no0O00OOO0OPPPODHCPO DNSOO OO OOODODODOOD OO cache/proxy D 00O

O priority <O OO0 : priority><0O000: set>

gooogoboo
goooogo

go o oo
goooogn

O no O

oNSOOoOoooooooooooooogo

priority dhcp <priority:0-255>

priority ppp <interface:0-4> <priority:0-255>

priority user <priority:0-255>

Oooo20

OO0 priority0 000000 - user > pppd > ppp3 > ppp2 > pppl > ppp0 > dhep
dhep6 D00 D0OOOOOOODOdhep6-pddOOOODNS serverJ 000000000
no priority (dhcp | ppp <interface:0-4> | user)

(=no priority (dhcp 20 | ppp <interface:0-4> 20 | user 20))

O root <O0O0O0O: root><0O000: set>

goooogn
gboooogo
RN RN

O no O

root DNSOOODOOOOO /0000000000

root enable
O000000O0ooDNSO0D0000000D00000000drootDNSO query O
ooo

no root enable . Negate

O timeout <O OO0 : timeout><O OO0 : set>

gooooaoo
goooogo
oo o oo
0 no 0

NSO OOOoDOoOOooooooooon
timeout <seconds:5-30>

timeout 30

no timeout (=timeout 30)
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O limitation enable

ooooooo
ooooooo
a no a
ooooooo

O zone address

ooooooo
ooooooo
a no a
ooooooo

O zone domain
ogoooooo
ogoooooad
a no a
ogoooooad

DNSOOOoDOoooooooooo

limitation enable

no limitation enable

enable0 00 000O0ODNSOOOOODOOOOODOOODOODODOOO

O000O0domain0DO0O0O0O0OO0O0O0O0OODOOODNS server0 0000000000
zone <1-5> address A.B.C.D

no zone <1-5> address [1A.B.C.D])

zone addressO0 000 20000000000

address,domain0 0 100000000000 0OOOOOO0O
zoneODOODOOODOOODOOOexitOODNSOOOOOOODOOODODO

O000OO0domain0DO0O0O0O0OO0O0O0O0OODOOODNS server0 0000000000
zone <1-5> domain WORD

no zone <1-5> domain [JWORD])

zone domaind0 OO0 300000O00OO0OO

address,domain0 0 100000000000 0OOOOOO0O

000 .00o0oooboooooo fqanOO0o0nooooano
Jo00do0d0ooooooDOobOodooOoooi12s00400o0

O zone limitation

gboooooo

ooooooa
oo 0O 004
[l no 0

O000000OdomainOOODNS server0 0000000 O0ODOOO0OODOOOO
dooooooooooo

zone <1-5> limitation enable

zone <1-5> limitation enable

no zone <1-5> limitation enable
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12tp node

O OO0 commannd

12tp node0 OO ODOO0O

nxrl130#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#12tp 0

nxr130(config-12tp)#

O tunnel <O0O0O0O: 12tp><0000O = tunnel address>
ooooooo L2TP O tunnel addressO0 000000
ooooooo tunnel address (A.B.C.D | FQDN)

O tunnel hidden <OO0O0: 12tp><O0 000 : AVPs hidden>
ooooodo  AVWOHdingDOODOGoood

ooooooad tunnel hidden

oo o oo no tunnel hidden

O no O no tunnel hidden : Set defaults

O tunnel retransmit <O OO0 : 12tp><0000 : retransmit retries>
ooooooo ogoooooooooooooooo

goooooo tunnel retransmit retries <max:1-1000>

oo o 00 tunnel retransmit retries 5

O no O no tunnel retransmit retries (=tunnel retransmit retries 5)

O tunnel hello <O0O0O0O: 12tp><0000 : hello interval>
goooooo HelloOOOOOOOODOOOOO
ooooooad tunnel hello <seconds:0-1000>

oo o oo tunnel hello 60

O no O no tunnel hello : Disable

O tunnel password <O OO0 : 12tp><0O0000 - tunnel password>
goooood ggoboboogoooog

goooooo tunnel password [hidden] PASSWORD

O no O no tunnel password

O tunnel ppp <O0O00O: ppp>

oo0ooooo  pPPOOOCOODOOOO

goooooo tunnel ppp <interface:0-4>

ooooooo I2tp00 000000000 O0pppO0OO0OODOOO
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12tpv3 tunnel parameters

0O OO commannd

12tpv3-tunnel node0 0 OO0 OO

nxrl130#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#I12tpv3 tunnel <0-4095>
nxr130(config-12tpv3-tunnel)#

O description <O OO0 : 12tpv3 tunnel><0O0 000 : description>
oooooo0O L3000 00000000000
goooooo description DESCRIPTION

O no O no description

O tunnel address <O OO0 : 12tpv3 tunnel><0 00O : Remote LCCE>
gogoooodg oboooLcCceoboobobooonoooboono
goooooo tunnel address A_B.C.D

O no tunnel address <O OO 0O : 12tpv3 tunnel><0 00 O : Remote LCCE>
gogoooodg ooooLccCeobooboooonoooboono
goooooo no tunnel address

OooooOogd  dynamic addressO 0[O

O tunnel hostname <O 00O 0O : 12tpv3 tunnel><0O 0 0O O : Remote LCCE>
gogoooodg doo0oLccedoooooonooonoo

goooooad tunnel hostname HOSTNAME

goooogo gd

O tunnel router-id <O OO0 : 12tpv3 tunnel><0 00O O : Remote LCCE>
oooooood OoooLwcCceEooooimoooooo

goooooo tunnel router-id A.B.C.D

ooooooo oad

O tunnel password <O OO0 : 12tpv3 tunnel><0O 0 00O : tunnel password>
goooobood OO00AVP HidingOOOOOOODODODOOOODODOoOO
goooooad tunnel password PASSWORD

tunnel password hidden PASSWORD
oo 0O o0 no tunnel password
O no 0  no tunnel password

O tunnel hidden <O OO0 : 12tpv3 tunnel><O 000 : AVPs hidden>
0O0o0Odood AV HidingOOOOOoOO

goooooo tunnel hidden

O no O no tunnel hidden
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O tunnel protocol <O OO0 : I2tpv3 tunnel><0 000 : tunnel protocol>
ooooooo oooooooooooooo

ooooooo tunnel protocol (ipjudp)

ooooooo tunnel protocol ip

O no O no tunnel protocol (=tunnel protocol ip)

O tunnel local hostname <O OO 0O : 12tpv3 tunnel><0 000 : Local LCCE>
oooooog D000 LWCCED D ooonooooooo

ooooooo tunnel local hostname HOSTNAME

ooooooad no tunnel local hostname

0 To Unset( no tunnel local hostname

O tunnel local router-id <O O OO : 12tpv3 tunnel><O0 000 : Local LCCE>
oooooog D000 LWCCEODooo mboooooao

ooooooo tunnel local router-id A.B.C.D

ooooooad no tunnel local router-id

O no O no tunnel local router-id

O tunnel digest <O OO0 : 12tpv3 tunnel><0 000 : message digest>
0000000 O000000000000000000
ooooooo tunnel digest (md5]shal)

ooooooo no tunnel digest

O no O no tunnel digest

O tunnel hello <0000 : 12tpv3 tunnel><O0 000 : hello interval>
oooooog HelloOOOOOODOOOOOOOODOO
ooooooo tunnel hello <0-1000>

ooooooad tunnel hello 60

O no O no tunnel hello : Disable

O tunnel vendor <O OO0 : 12tpv3 tunnel><0 000 : vendor>
ooooood o000 LwCEODOooomwooooooo
ooooooo tunnel vendor (ietf|century|cisco)
ooooooo tunnel vendor ietf

O no O no tunnel vendor : Set defaults

O netevent <O 0O 00O : netevent>

oooogoog dodo0ododoooboooooooo
ooooooo netevent <trackid:1-255> disconnect
goooooo no netevent

ooooooo PPP interface0 000000

a no 0 no netevent
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O 130 12tpv3-xconnect node

12tpv3 xconnect parameters

0O OO command

nxr130#configure terminal

Enter configuration commands, one per line.

End with CNTL/Z.

nxr130(config)#12tpv3 xconnect <xid:1-4294967295>
nxr130(config-12tpv3-xconnect)#

O description <O OO0 : 12tpv3 xconnect>< 0O 00O : description>

ooooooa
ooOooooa
O no O

O tunnel tos
ogoooooo
ooooood
oo o oo
O no 0

L2TPv3 XconnectD 0D OO O QOO O OO
description DESCRIPTION
no description

Xconnectd ToSO OO QO QOOOO
tunnel tos <0-252>]inherit
tunnel tos 0

no tunnel tos

O xconnect ethernet <O O OO : 12tpv3 xconnect><0 0 00O : ethernet>

goooogo
ooooooo

XconnectO D OO OOOOOOOOOO
xconnect ethernet <0-2> [vid <1-4094>]

O xconnect end-id <O 00O : 12tpv3 xconnect><O0 00 0O : end-id>

goooogo
ooooooo

OO0O0ODOLCCED end idOD DO DO OOO
xconnect end-id <1-4294967295>

O vlan-id <O OO0 : 12tpv3 xconnect><O0 0 00O : vlan-id>

oooooaoo
ooooooa
O no O

VIWN tag0 00D OO0O0O0O0O0oonoo
vlan-id <1-4094>
no vlan-id

O retry-interval <O OO0 : 12tpv3 xconnect><0O 00O : retry-interval>

ooooooo
ooooooo
oo O oo
0 no 0

oooo/00o0ooooooooooooooooooogooooonooooon
retry-interval <seconds:0-1000>

retry-interval 0

no retry-interval (=retry-interval 0)

O ip tcp adjust-mss <O OO0 : 12tpv3 xconnect><0O 000 : ip>

ooooooo
ooooooo
oo O oo
0 no 0

MssCOoooooono
ip tcp adjust-mss (auto]<bytes:500-1460>)
no ip tcp adjust-mss

no ip tcp adjust-mss : Set defaults
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O loop-detect enable <O 0O 00 : 12tpv3 specific commands><O 0 O 0O : loop-detect>

ooooooog
oooooog
oo 0O oo
0 no 0

Loop DetectionO0 0O O OO OODO0O
loop-detect enable

no loop-detect enable

no loop-detect enable

O send-known-unicast enable <O 0O OO : 12tpv3 specific commands>

ooooooog
oooooog
oo 0O oo
0 no 0

Known UnicastO D OO0 00O OOOO
send-known-unicast enable

no send-known-unicast enable

no send-known-unicast enable

O send-circuit-down enable <O 00O : 12tpv3 specific commands>

ooooooog
oooooog
oo 0O oo
0 no 0

O split-horizon
gooooon
goooooo
oo o 0Oo
0 no 0

Circuit StatusO downd O O OO O LCCED O O O ONon-Unicast FrameO O OO O OO
send-circuit-down enable

no send-circuit-down enable

no send-circuit-down enable

enable <O OO0 : 12tpv3 specific commands><O 00O 0O : split-horizon>
Split HorizonO O OO O QOOOODO

split-horizon enable

no split-horizon enable

no split-horizon enable
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12tpv3-group node

O OO0 command

nxrl30#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#12tpv3 group <gid:1-4095>
nxr130(config-12tpv3-group)#

O xconnect <O OO0 : 12tpv3 group parameters><[ O 00O : xconnect>
ooooooo OO0O00 XconnectD OO OO OO
ooooooo xconnect <primary-xid:1-4294967295> [<secondary-xid:1-4294967295>]

O preempt enalbe <O OO0 : 12tpv3 group parameters><O 000 : preempt>
gooooon GroupO preempt 0 0 OO0 O0OOOOO

ooooooo preempt enable

O no O no preempt enable

O enforce-secondary-down enable <O 0O 00O : 12tpv3 group parameters>
OO0OOOoO0OO0  Secondaryl OO OOOOOOOOOOO
ooooooo enforce-secondary-down enable

oo 0O oo no enforce-secondary-down enable

O no O no enforce-secondary-down enable

O active-hold enable <O O OO : 12tpv3 group parameters><[ O OO : active-hold>
OO0OOoOoO0O0  Groupd Active HoldO O OO GO OGOooOO

ooooooo active-hold enable

oo 0O Od no active-hold enable

O no O no active-hold enable
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rip node

O OO command

nxrl30#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#router rip

nxrl30(config-router)#

O network <O OO0 : network>
o0oodoogo  RIPOOOOODOODOOODOODOOOOODOOOOOOOOOOO
ooooooo network A.B.C.D/M : IP prefix <network>/<length>, e.g., 35.0.0.0/8
network ethernet <0-2> [vid <1-4094>]
network ppp <0-4>
network tunnel <0-255>
O no O no network A.B.C.D/M : 1P prefix <network>/<length>, e.g., 35.0.0.0/8
no network ethernet <0-2> [vid <1-4094>]
no network ppp <0-4>
no network tunnel <0-255>

O redistribute <O 0O OO : redistribute>

Oo0ooooo 00o00oooooooooon

ooooooo redistribute (static|connected]ospf|bgp) [metric] [<metric:0-16>]

O no O no redistribute (static|connected|ospf|bgp) [metric] [<metric:0-16>]

O distance <O OO0 : distance>

ogoooooa RIPOOSPFOOOOD0OOUOOOUOOOOODOOOOOOO
godooooooooboooooooad

ooooooad distance <1-255>

O no 0 no distance

O timers basic <0000 : timers>

oooooog  RIPOOOOOOODOOOO

ooooooo timers basic <update:5-2147483647> <timeout:5-2147483647>
<garbage:5-2147483647>

oo 0O oo update: 30sec, timeout: 180sec, garbage: 120sec

O no O no timers basic (=timers basic 30 180 120)(= set defaults)
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O passive-interface <O OO O : passive interface>
ooooooo DOoooooogoobooooOooboboooobDboOobooooDooOod
ooooooo passive-interface ethernet <0-2> [vid <1-4094>]
passive-interface ppp <0-4>
passive-interface tunnel <0-255>

O no O no passive-interface ethernet <0-2> [vid <1-4094>]
no passive-interface ppp <0-4>
no passive-interface tunnel <0-255>

O default-information originate <O 0O O O :default route>
ooooooo O0ooooooooooooooooooo
ooooooo default-information originate

O no O no default-information originate

O version <O 000 :version>

ogoooooaa RIPOODOOODOOOOOOO
ooooooo version <1-2>

od 0O OO0 version 2

O no O no version [<1-2>]
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ospf node

O OO0 command

nxr130#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#router ospf

nxrl30(config-router)#

O network <O 0O OO : network>
ooooooo OSPFODOOD IDODOO0DOO
goooooo network A.B.C.D/M area <0-4294967295> : OSPF area ID as a decimal value
network A.B.C.D/M area A.B.C.D : OSPF area ID in IP address format
O no O no network A.B.C.D/M area <0-4294967295>
no network A.B.C.D/M area A.B.C.D

O area default-cost <0000 : area><00 00O : default-cost>

goooood goooboooooooboobodooioouoobooboooooooooon
goooooo area (<0-4294967295>|A.B.C.D) default-cost <0-16777215>

O no O no area (<0-4294967295>|A.B.C.D) default-cost

O area authentication <O OO0 : area><0 0O O O :authentication>
ooooooo oooooooogo

goooooo area (<0-4294967295>|A.B.C.D) authentication [message-digest]
O no O no area (<0-4294967295>]A.B.C.D) authentication

O area range <O OO 0O: area><0 0 O O :range>

ooooooo oo0oooooooooooooooooooo
OO0OO0OoOoO0  area (A.B.C.D]|<0-4294967295>) range A.B.C.D/M

O no O no area (A.B.C.D|<0-4294967295>) range A.B.C.D/M

0O area stub <O 00O0: area><0 000 :stub (no-summary)>
Ooo0o0oo0oO00 oOoooooooooo0o0o
OOoOooOoooO area (A.B.C.D]<0-4294967295>) stub
area (A.B.C.D|<0-4294967295>) stub no-summary
O no O no area (A.B.C.D]|<0-4294967295>) stub
no area (A.B.C.D|<0-4294967295>) stub no-summary
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O area virtual-link <OO0O0O: area><0 000 :virtual-link>
ooooooo oooooooooooooog
oooogooo area (A.B.C.D]|<0-4294967295>) virtual-link A_.B.C.D
area (A.B.C.D|<0-4294967295>) virtual-link A_.B.C.D
authentication (message-digestjnull)
| authentication-key LINE
| dead-interval <1-65535>
| hello-interval <1-65535>
| message-digest-key <1-255> md5 LINE
| retransmit-interval <1-65535>
| transmit-delay <1-65535>}
O no O no area (A.B.C.D|<0-4294967295>) virtual-link A.B.C.D
no area (A.B.C.D]<0-4294967295>) virtual-link A_B.C.D
authentication (message-digest|null)
| authentication-key LINE
| dead-interval <1-65535>
| hello-interval <1-65535>
| message-digest-key <1-255> md5 LINE
| retransmit-interval <1-65535>
| transmit-delay <1-65535>}

O area redistribute <OO0O0O : redistribute>
ooooooo Ddooooooooooon
oo0ooooo redistribute (connected|static|rip|bgp)
redistribute (connected|static|rip|bgp) [metric<0-16777214>] [metric-type (1]2)]
O no 0O  no redistribute (connected|static|rip|bgp)
no redistribute (connected|static|rip|bgp) [metric] [metric-type]

O distance <O 0O 00O : distance>

O0Oooooo oSPFO0O000DOOUO0NDOOUOONDOOO0N0ODOOOODOOOODOOO
Od00oo0oo0ooooooooooooooooooogoon

oooooog distance <1-255>
distance ospf {intra-area <1-255>]inter-area <1-255>|external <1-255>}

O no 0 no distance <1-255>
no distance ospf

O tiemrs spf <O OO0 : timers>

0000000  OSPF SPF timersO O OO ODODO

OO0DOOoOoog  timers spf <delay:0-4294967295> <hold_time:0-4294967295>
<delay:0-4294967295> : Delay between receiving a change to SPF calculation
<hold_time:0-4294967295> : Hold time between consecutive SPF calculations

O no 0O  no timers spf : Set defaults
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O passive-interface <O 00O : passive interface>
goooooo oddo0oodUoooo0oUooooOoUooooOoUooooooood™
ooooooo passive-interface ethernet <0-2> [vid <1-4094>]
passive-interface ppp <0-4>
passive-interface tunnel <0-255>
O no O no passive-interface ethernet <0-2> [vid <1-4094>]
no passive-interface ppp <0-4>
no passive-interface tunnel <0-255>

O default-information <O 0O OO : default route>
ooooooog gO0000ooOoogoosPFOOODOODnOO
ooooooo
default-information originate
default-information originate [metric <0-16777214>][metric-type (1]2)][always]
U no U
no default-information originate
no default-information originate [metric<0-16777214>][metric-type(1]2)][always]

O router-id <O O0O0O : router-id>
ooodoog Router IDO OO ODOOO
ooooooo router-id A.B.C.D

O no O no router-id
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O OO command

nxrl30#configure terminal

Enter configuration commands, one per line.

End with CNTL/Z.

nxr130(config)#router bgp <1-65535>
nxrl130(config-router)#

O network

ogoooooad
ogogooooad
0 no 0
0o oo

gooopooooooooooooo

network A.B.C.D/M (]backdoor)

no network A_.B.C.D/M (|backdoor)

BackdoorD U OO OOOOOOOODOBROODOODOOODOODOOOODODO
odoopooooooooo

O aggregate-address

ooooooo
ooooooo
0 no 0
oo oo

O distance

ogoooooo
ogogooooad
0 no O
oo 0o

= bgp

0ooo0oopoooooooooooon

aggregate-address A.B.C.D/M {|summary-only|as-set}

no aggregate-address A.B.C.D/M {]summary-only|as-set}

BGP route 1 000D OD0OOO0OOODOOOOO route0 000000

00 routed OO advertiseD OO0 O Osummary-only 0 000000000

eBGP O 0 0 O administrative distance 00000000
distance bgp <1-255>

no distance bgp

goog20000

o always-compare-med

ooooooo
ooooooa
O no O

oopoASO0O00OD0O0OO0OO0OOOMEDODODOOOOOODO
bgp always-compare-med
no bgp always-compare-med

o bestpath as-path

gooogooo

ooooooa
O no O

o bestpath med

ooooooa
ooooooa
0 no O

BPO O UDUODUODOODODOODOAS PATHOUOODODODODOODODO
ooooooooooogog

bgp bestpath as-path ignore

no bgp bestpath as-path ignore

MEDO O OO prefixUDO D OOMEDO OO O 42949672940 00000 0O0O0OO
bgp bestpath med missing-as-worst
no bgp bestpath med missing-as-worst
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m bgp OOOO

o local-preference

ooooooad
ooooood
0 no O
00 aoad

Local Preference0 000000 OO0OODOOODO

bgp default local-preference <0-4294967295>

no bgp default local-preference

iBGP peer D00 O00ODOO0ODODOOODOODOOODOODOOODOODO
DefaultJ O 100000

o default-information-check

gooogog

ooooood
0 no O
od 0O Od
00 oad

default route 0000000000 OO0OOOBGP40 O default routed 0O
ooooooooo
bgp default-information-check
no bgp default-information-check
no bgp default-information-check
00000000000 00D00000000000 default route0 00
BGPO OO ODODODODODODODODOODODOOO
(1) redistribute0 0000 default route 0000 00O0OOO0O0O
(2) networkDO OO OO 0.0.0.0/00 000000000

o enforce-first-as

ooooooo

Oooo0oooad
O no O

UPDATEO O O OO ASOODOODOOODOODOO ASO neighbor0 ASODOODOOODO
notificationO OO OO OOOOOOneighbor0 000000 O0OOOODOOOO
bgp enforce-first-as

no bgp enforce-first-as

o network import-check

goooooo

ooOooooa
O no O

o router-id

oooooog
oooooog
0 no 0
00 oo

o scan-time

ooooooo
oooooog
0 no 0
oo oo

BGP O advertise D OO network O OO O OO0OOODO DO router 00 O network D O O
00000 advertiseD OO OO OO O network D BGP O advertiseO D OO O OO0
OOimport-check D 0O 0OO0OO00O0ODO0OOOODaAvertise00000ODOOOO
bgp network import-check

no bgp network import-check

Router-IDO IPOOOO0ODOOOOODOOO

bgp router-id A.B.C.D

no bgp router-id

Router-IDO 0000 O0OOOOOOXROSOOODOOODO IPv4 addressO0 00000
0000 IPv4 address Router-1IDO OO0 0O0OO0OODO0O

BGPO OO OO routed next-hopOD DD OO OOODOOOOOODOOOO
bgp scan-time <0-60>
no bgp scan-time

gboogosbgoo
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® neighbor

o default-originate

ooooooad
ooOoo0ooa
[l no [l

00ooo0oobooooooobOoooooo
neighbor A_B.C.D default-originate
no neighbor A.B.C.D default-originate

o distribute-list

ooooooo
ooooooo
a no 0
00 0o

o

ebgp-multihop
ooooood
ooooooo
g no g
00 00

o filter-list
ooooooo
ooooooo
a no 0
00 oo

o next-hop-self
ooooooo

ooOoo0ooa
[l no [l

o remote-as

ooooooo
ooooooo
a no 0

peerJ00 /0000 route updated filteringQD OO DO OOOOOODOO
neighbor A_B.C.D distribute-list ACL-NAME (in]out)

no neighbor A.B.C.D distribute-list ACL-NAME (in]out)

Neighbor O O INOUTO OO OO DO O distribute-list0 000000000000

peer000000000C0O0OO0OOOOeBGP Peer 000000000 OOODO
neighbor A.B.C.D ebgp-multihop <1-255>

no neighbor A.B.C.D ebgp-multihop <1-255>
gooopooooooooboogoo

BePOOUODOOOOODOOOO

neighbor A.B.C.D filter-list ACL-NAME

no neighbor A.B.C.D filter-list ACL-NAME

global DO OOOOOOAS-PATHOOOOOODOOOODOO

iBGP peer0 000 OnexthopO O Opeer0 0000000000 O0DOOOOODOONO
OaddressO0 000000

neighbor A_B.C.D next-hop-self

no neighbor A.B.C.D next-hop-self

OO0oooASOOO0OOoOooood
neighbor A.B.C.D remote-as <1-65535>
no neighbor A.B.C.D remote-as <1-65535>

o remove-private-as

ooooooOoad
ooOoo0ooa
[l no [l

Outbound update 0 0D OO0 OO ASOOODOOOO
neighbor A_B.C.D remove-private-as
no neighbor A.B.C.D remove-private-as
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® neighbor(0O)

o route-map
ooooooo
ooooooo
0 no 0
oo oo

Peer000 /0000 routed FilterigU OO0 OO0 OODOOODOOODOO
neighbor A.B.C.D route-map WORD (in]out)

no neighbor A.B.C.D route-map WORD (in]out)

neighborO 0 INOUTO OO OOOO routemap0 0000 O00OOODOODOO

o soft-reconfiguration

ooooooo
ooooooog
0 no 0
oo oo

Neighbor OO BGP session0 0 000000000000 DOODOOOOOOODO
neighbor A.B.C.D soft-reconfiguration inbound

no neighbor A.B.C.D soft-reconfiguration inbound

BGP [0 neighbor parameter 0 routemap 0 00000000000 ODOOOOOOO
0000 BGP session clear OO0 OOBGP serviceD DD ODOOOODODOODOO

o keepalive interval & holdtime

ooooood
ooooood
0 no O
od 0O Od
00 oad

o connect timer

ooooooog
ooooooo
0 no 0
oo 0O oo
oo oo

o update-source

ooooooo
gooogog

keepalive OO O OO O holdtime OO OO DO OO

neighbor A.B.C.D timers <keepalive:0-65535><holdtime:0]3-65535>

no neighbor A.B.C.D timers

neighbor A.B.C.D timers 60 180

Peer OO hold timeO OO OO O0ODOODO OO keepalive message U update message
0000000000 Opeerd O sessiond closeO0 0 IDLEDOODOOODOODOO
KeepaliveO Osec 0 0 00O 0 OO Okeepalive message D0 OO0 OOO0ODO

Connect timerJ 000000

neighbor A.B.C.D timers connect <0-65535>
no neighbor A.B.C.D timers connect
neighbor A.B.C.D timers connect 120
0000000000 connectd 0000000

PO OO0 000D DODOO00OU0MDOOO0OoOooooOoIwrgooDooogoooon
neighbor A.B.C.D update-source

(ethernet<0-2>] loopback<0-9> | ppp<0-4>] tunnel<0-255>)
no neighbor A_B.C.D update-source
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m redistribute

o redistribute (connected|static|rip|ospf)

ooooooo RIPO OSPFO O OO O route O O connected routel] static route O
BGPOOODODODODODOOOODefawltD 00D D00 DOOODOOODO

ooooooo redistribute (connected|static|rip|ospf)

O no 0O  no redistribute (connected|static|rip]ospf)

o redistribute (connected|static|rip|ospf) route-map ABCD

ooooooo routemap 0 000 000000000000 COO0ODOprefix0O000O0OOO0OO
OO0 prefixDOOODDDODODDODDODODODOOOOO

ooooooo redistribute (connected|static|rip|ospf) route-map ABCD

O no 0O  no redistribute (connected|static|rip]ospf) route-map ABCD
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O OO command

nxrl30#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#ntp

nxrl130(ntp-config)#

O service <O 0O0O0O: service><OODOO: enable>
goooodgo NTPOOOOODOOOOOOO
ooooooo service enable

O no O no service enable

Oserver <O0O0O0O: server><0000: set/delete>

gooooaoo NTPOOOODOOODOOOO

ooooooo server (A.B.C.DJFQDN|X:X::X:X) polling min max

oo o og no server

oo oo 200000004d
serverU00000000OO0O0O0O masterdJ 000
serverd set0 0000 master 000000000

0 no O no server (A.B.C.D|FQDN|X:X::X:X) : Delete

O timeout <O 000 : timeout><0 00O 0O : set/negate>
oooooon gooooooboooooooooooo
ooooooo timeout <seconds:1-30>

oo o oo timeout 30

O no O no timeout (=timeout 30)
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O OO command

snmp node

nxrl30#configure terminal

Enter configuration commands, one per line.

End with CNTL/Z.

nxr130(config)#snmp
nxr130(snmp-config)#

O security <O OO0 : security><O0 000 : set/delete>

goooobgo
gboooogo
g0 o oo
g g
| No t

S\NPO O OOODODOO0OD0ODOO0OO00OO0OODOO0O0OO0O00
security A.B.C.D/M|X:X::X:X/M COMMUNITY

no security

3000 NetworkO OO OO

no security (A.B.C.D/M]X:X::X:X/M) . Delete

O syslocation <O 0O 0O 0O :syslocation><0 O O O :set/negate>

gboooogo
goooogo
go o oo
| No g

sysLocationO0 OO0 OO OO
syslocation LOCATION
no syslocation

no syslocation . Negate

O syscontact <00 00O O :syscontact>< [ O O O :set/negate>

goooogo
goooogo
go o go
| No u

sysContact D OO OO
syscontact CONTACT
no syscontact

no syscontact : Negate

O sysname <O 00O 0O :sysname><[ O O O :set/negate>

googogo
goooogo
go o oo
| No u

sysName O D D04
sysname SYSNAME
no sysname

no sysname . Negate

O sysdescr <000 00O :sysdescr>< 0 O O O :set/negate>

goooogo
goooogo
go o oo
| No |

sysDescrJ 00O OO0
sysdescr DESCRIBE
no sysdescr

no sysdescr . Negate

O trap manager <O 0O 00O :trap manager><0 O 0O O :set/delete>

goooobgo
goooogo
go o oo
goooogn

| No t

SNMP [0 trap manager 0 0 OO0 O OO

trap manager (A.B.C.D|X:X::X:X) [TRAPCOMMUNITY]

no trap manager

3n0o0oooon

Community O O OO O "community"

no trap manager [A.B.C.D|X:X::X:X]
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O trap agent <O OO O :trap agent><0 0 0O O :set/delete>
OOoOO0OoDO0  SNWPO trap agent0 0O DO OO0
ooooooo trap agent ip A.B.C.D

trap agent interface ethernet <0-2>
ogd 0O OO no trap agent
OOoOO0ooO0  TRAPOOOODODO “Agent Address™ 0O OO OO
g No g no trap agent . Delete

O bind address <0 0O 00O :bind address>< 0 O O O :set/negate>

0000000  SNWPO bind addressO0 000000

ooooooo bind address A.B.C.D
bind address X:X::X:X

oo 0O 00 no bind address

ooooooo SNMPO listenO OO OO OOORAPO OO DO source ipd OO bind address 0 0 0 O
0000000 o0.0.0.00 listenO OO

O No O no bind address : 0000(@.0.0.00 lilsten)

122



20

syslog node



O 200 syslog node

O OO command

syslog node

nxrl30#configure terminal

Enter configuration commands, one per line.

End with CNTL/Z.

nxr130(config)#syslog
nxr130(syslog-config)#

O 1local enable <O OO0 : Local enable><O 000 : Set/Negate>

goooogo
gooogooo
ugo 0O 00
g No |

syslog 0 OO0 OOO0OOOO
local enable
local enable

no local enable :00000ooono

O local file <O0O0O0O: Local file>x<xOO OO : Set/Negate>

goooogo
gooogooo
ugo 0O 00
g No O
g g

syslog0 0D OO0 O0OO0OOOO0O

local file diskO:FILENAME

no local file

no local file

filename OO disk0:0 0000000 DOODOOOOOODOOOO

O server <OO0O0O: Server><0O 000 : Set/Negate>

goooogo
gooogooo
oo 0O 0o
U No U

syslogD OO OOOOOO0O
server (A.B.C.D | X:X::X:X | FQDN)
no server

no server ssyslog0 0O OO0OOOO

O mark <O OO0 : Mark><O O 00O : Set/Disable/Negate>

gooogooo
gooogoo
oo 0O 00O
g g
g No O

Syslog markO OO OO QOO0
mark <0-99min>

mark 20
mark 0 : Disable
no mark : =mark 20

O priority <OO0O0: Mark><O OO0 : Set/Negate>

goooogo
gooogooo
ugo 0O 00
g No U

Syslog0 OO O0OO0DOOOOO0DOOOO
priority (debug]info|notice)
priority info

no priority

O system <0000 : System><O 000 : Set/Negate>

goooogo
gooogooo

oo 0O 0o
U No U

syslog O DO O0000000D00ODOOOO

system mark . Output messages with mark
system hour : Output messages hourly

no system

no system D SystemO OO0 O0QOQOOoOooOO
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O mail send<O0000 : System><0O 000 : Set/Negate>

oooooog syslogD 00O 00000000000
ooooooad mail send enable

oo O oo no mail send

O No O no mail send

O mail to <O0O0O0O: Mail><O000O0: Set/Negate>

ooooooog odo00ooooooooooooon
oooooog mail to RECEIVER

oo O oo no mail to

O No O no mail to

O mail from <O0O0O0: Mail><0O000 : Set/Negate mail>

oooooog dodooooooooooooog
oooooog mail from SENDER

oo 0O oo no mail from

0 No 0 no mail from

O mail subject <OOO0O: Mail><O0O00: Set/Negate>

ooooooo ooooooobooooo
OO00oO0oo0d  mail subject SUBJECT

oo 0O oo no mail subject

O No O no mail subject

O mail strings <OO0O0O: Mail><O0O00O : Set/Negate>

ooooooo O000o0ooo0oooDooooooooooooooog
0000000  mail strings <1-32> STRINGS

oo 0O oo no mail strings

0od Ood ooooooooo300000d

O No O no mail strings <1-32>

O mail server <O0O0O0O: Mail><O0O 0O 0O : Authentication>

ooooooo ooooooooooooooooodg
ooooooo mail server authentication pop-before-smtp  POP before SMTP
mail server authentication smtp-auth-login  SMTP authentication (login)
mail server authentication smtp-auth-plain  SMTP authentication (plain)
O No O no mail server authentication

O mail server <O0O0O0O: Mail><O00O0 : POP3>
ooooooo pOPR3IOOOODOODOOODOOODOODO
ooooooad mail server address A.B.C.D

mail server address FQDN
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O mail server <OOOO: Mail><O0O0O0O: SMTP>
ooooooo swpOOOO0ODOOO0ODOOOODOOOOODOOOO
ooooooo mail server smtp address A.B.C.D

mail server smtp address FQDN

mail server smtp port <1-65535>

O mail server <O0O0O0O: Mail><O0O0O0O: USER ID and PASSWORD>

Ooooooo swPOOOO0ODOOIDOOOO0ODOOOODOOO
ooooooo mail server username USERNAME password [hidden] PASSWORD
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dhcp-server node

O OO command

nxrl30#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#dhcp-server <1-5>

nxr130(dhcps-config)#

O network <O 000 : Network><O O OO : Set>

000oooo0Oo DbDHePOOODOODOOODOOOOOODOOOOODOOO

ooooooo network A.B.C.D/M range E.F.G.H 1.J.K.L

gooooon E.F.G.H : Starting IP address for DHCP
1.J.K.L : Ending IP address for DHCP

O lease-time <O O0O0O: Lease-time><O 000 : Set>

goooodgo IPOO000000O00ODOOO0OOOO0

ooooooo lease-time <default:1-4294967295> <max:1-4294967295>
oo o oOd lease-time 21600 43200

0 No O no lease-time : Unset DHCP lease time

O gateway <O 000 : Gateway><O O OO : Set>

goooooOo DbHePOCOOODOOOOODOOOODOOOODOIIOODOOOODOOO
goooooo gateway GATEWAY

oo o od no gateway

ad No 0  no gateway . Delete

O domain <O0OO0O: Domain><O0 OO0 : Set>

goooooo DHCPO O OO OODOOODDOODOODOODoOOoDoono
oooooog domain DOMAIN

oo o do no domain

| No O no domain > Unconfigure

O dns-server <O ODO0O: Domain><O 000 : Set>
0000000 DHPODOOODODODOODODNSOOOODODOOODOODOOO
goooooo dns-server <primary DNS: A.B.C.D>

dns-server <primary DNS: A.B.C.D> <secondary DNS: A.B.C.D>
oo o ood no dns-server
oo 00 20000000
O No O no dns-server : Delete
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O netbios-server <O OO0 : Netbios server><0 000 : Set>
ooooooo NetBIOSO O OO IPOOODOOOOOOOO
ooooooo netbios <primary NetBIOS: A.B.C.D>
netbios <primary NetBIOS: A.B.C.D> <secondary NetBIOS: A.B.C.D>
od 0O Odd no netbios-server
oo 00 200000000
O No O no netbios-server > Delete

O netbios-scope-id <O 00O O : Netbios scope id><O000: Set>
goooood NetBIOSO OO DO IDODOODOODODOO
oooooog netbios-scope-id SCOPED-ID

oo o oOd no netbios-scope-id

O No O no netbios-scope-id

O sip-server <OO0O0O: SIP server><0000: Set>

0000000  DHCP clientO OO SIP server0 0000 OOSIP server addressO0 00000
0o

ooooooo sip-server (A.B.C.D [A.B.C.D]| FQDN [FQDN])

oo 0O oo no sip-server

O No O no sip-server : Delete

0d oo IPv4 addressO OO FQINO O D 2000000000000 0O000O
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dhcp-relay node

O OO0 command

nxrl30#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#dhcp-relay

nxr130(dhcpr-config)#

O address <O 000 : Address><0 00 O : Address>

ooooooo OODHCPO O OO IPOODOODODOODOOO
ooooooo address A.B.C.D

oo 0O Od no address

ooooooo 40000000

O No O no address A.B.C.D . Unset DHCP relay address
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ipsec local policy node

O 00O command
nxr130(config)#ipsec local policy <policy:1-255>
nxrl30(config-ipsec-local)#

O address <O OO0 : Address>
ooooooo IPsec tunnel OO OO IPOOOOOOO
ooooooo address ip

address ipv6

O self-identity <O OO0 : Self-identity><0 000 : FQDN]JUSER@FQDN | DN>

goooooo gooomwoooogoo

ooooooo self-identity fqdn FQDN : FQDN e.g., centurysys.co.jp
self-identity user-fgdn USER@FQDN : USER@FQDN e.g., user@centurysys.co.jp
self-identity dn LINE

oo 0O oo no self-identity

O No O no self-identity

O x509 certificate <O O0O0O: X.509 cert>

ooooooo X500 00000000d0o

ooooooo x509 certificate CERTIFICATE

O No O no x509 certificate : Unset X.509
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ipsec isakmp policy node

O OO command

nxrl30#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#ipsec isakmp policy <policy:1-65535>
nxrl130(config-ipsec-isakmp)#

O description <O 000 : Description>

gooogooo
gooogooo
g No g

ISAKMP policyD0 0O OOOOODOO
description DESCRIPTION
no description

O authentication pre-share <00 0O 00O : Authentication>

gogooooo
gooogooo

psKOODOOOODO
authentication pre-share KEY

O authentication rsa-sig <O 00O 0O : Authentication>

goooooo
gooogooo

RSAODODODODOO
authentication rsa-sig
authentication rsa-sig KEY

O authentication xauth

goooogo
gooogooo

g g

U No U

xauthO OO OoOGOO

xauth mode client USERID

xauth mode server

USERID [0 O global node O ipsec xauthO O OO O username 0 0O 0O OOO
userid [0 password [ 0 ipsec xauth username command 0000 OO0

no xauth

O keepalive <O 000 : Keepalive><O O OO : DPD>

ooooooo
ooooooo
ooooooo
clear
hold
restart
O No O

oooopooooooooood

keepalive periodic

keepalive periodic (clear|hold]restart)

keepalive <interval:10-3600> <retry:0-60> periodic

keepalive <interval:10-3600> <retry:0-60> periodic (clear|hold]restart)

> keepaliveO DO OOSAODOODODOO

> keepalive OO OOSAODO OO OO IPsec policyd on-demand 0 OO0 00O OO
Dkeepalive OO OOSAOOOODOOIKEDODOOODOODOODOOODOO

no keepalive > Unset keepalive
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ipsec isakmp policy node

O backup policy <0000 : O0O0O><0000: backup>
ooooooo IPsec isakmp O backup policyO OO OO 00O
O0O0Oooo0  backup policy <1-65535>

oo 0O o0 no backup policy

O No 0 no backup policy

O hash <O 000 : Transform set><0 0 00O : Hash>
ogoooooad goooboobooooooooon
ooooooo hash (md5]sha)

oo 0O o0 hash sha

O encryption <O 000 : Transform set><0 000 : Encryption>
gooboogd goobooooboboooooo
ooooooo encryption (aesl28|des|3des)

oo 0O oo encryption aes128

O group <O DO 0O0O: Transform set><O0 000 : DH Group>
ooooooo DHI Diffie-Helman group0 0 0O O 0O O
Ooooooo  group (1]2]5]114)

gd o 0o group 14

O lifetime <O OO0 : Lifetime><O O OO : Lifetime>

ooooooo odooooooooooon

ooooooo lifetime <1081-86400>

oo 0O oo lifetime 10800 (=3 hours)

O No O no lifetime : Set defaults(lifetime 108000 00 0)

O isakmp-mode <O 0O 00O : Phasel mode><O O OO : Phasel>
gooooon Phase 1000 000O0O0DOOOOOODODOOOOO
ooooooo isakmp-mode (main]aggressive )

O remote address <O OO0 : Remote><O OO O : Address>
ooooooo ooowrooooooooooo
ooooooo remote address ip (A.B.C.D]any)

remote address ipv6 (X:X::X:X]any)

O remote identity <OOODO: Remote><O O OO : ID>
oooooog goomwoooboooo
ooooooo remote identity dn DN
remote identity fqdn FQDN
remote identity user-fqdn USER@FQDN
oo 0O oO0 no remote identity
0o OO0 peer identity OO OO OOIP/IPv6D IDODOODOODOO
O No O no remote identity :Unset remote identity
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ipsec isakmp policy node

O local policy <O000O0: Local><O00O0O0: LocalOOODODO >
gooboogd goobbooobbboooobobooog
ooboonoo local policy <1-255>

O netevent <0000 : Netevent>

oooooog O00000000IKEDOO IPsecO00000D0ODODOOODOODOODOO
ooooooo netevent <trackid:1-255> connect | disconnect

a No d no netevent
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ipsec tunnel policy node

O OO command

nxrl30#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#ipsec tunnel policy <policy:1-65535>
nxr130(config-ipsec-tunnel)#

O description <O 000 : Description>

ooooooo IPsec tunnel policyO O OO OOO0DOOO

ooooooo description DESCRIPTION

O No O no description DESCRIPTION : Unset IPsec tunnel policy specific description

O set transform <O 0 00O : Phase2 parameters><[ 00O : Transform>

goooogo transformJ0 000000

ooooooo set transform ENCRYPTION (HASH)

ooooooo
ENCRYPTION : esp-3des|esp-des|esp-aes128|esp-null
HASH . esp-shal-hmac|esp-md5-hmac

oo o oo set transform esp-aesl128 esp-shal-hmac

O0ooo0o0O0 HASHOOODOOOOOOeESPOOOOOOOOOODOOO
OO00000O00000OOOreplay00windowdD OOOOOODOOOO
esp-null 000 0000D0OCOODOCOOOODOOOOODOO

O set pfs <O 000 : Phase2 parameters>< 000 : PFS>
goooooo  pPrSOO0OCOOODO

ooooooo set pfs (group2|group5]groupl|groupl4|phasel)
oo O oo set pfs phasel(phasel 0 O O DH group O O 0O)
0 No O no set pfs : PFSO O

O set anti-replay-check <O OO0 : Phase2 parameters><O 00O : anti-replay>
ooooooo  replay00windowO OO OO /000000000

ooooooo set anti-replay-check

oo o oo set anti-replay-check

0 No O no set anti-replay-check

O set key-exchange <O 00O 0O : Phase2 parameters><[ 0 00O : Key-exchange policy>
ogooooood Oo0o00OISAKMPO OO OO0O0OO0OoOOn
ooooooo set key-exchange isakmp <1-65535>

O set sa lifetime <O OO0 : Phase2 parameters><O0 000 : SA>

ooooooo IPsec SAD O DODOOOOOOOOOOO

ooooooo set sa lifetime <1081-86400>

oo O oo set sa lifetime 3600

0 No O no set sa lifetime : Unset security association lifetime
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ipsec tunnel policy node

O negotiation-mode <O 0O 0O O : Phase2 parameters><[ 00O O : Negotiate>
goooooo goooooboooooooooooo

ooooooo negotiation-mode (auto]on-demand]|manual)

oo 0O oo negotiation-mode auto

O shutdown <O O 00O : Phase2 parameters><0O 000 : PolicyDODOO >
gooooon IPsecO 000000 OOOOOOOOO

ooooooo shutdown

O No O no shutdown

O match address <O 0O 00O : Phase2 parameters><0 000 : Selector>
ooooood 00000 Match address of packets to encrypt
ooooooo match address IPSEC-ACL-NAME

match address IPSEC-ACL-NAME nat-traversal

O set route <O 00O 0O: Phase2 parameters><[ 000 : Route>
ooooooog Destination PrefixO OO DOODOOOO0OO0OODOOODOOOO
gooooon set route

O No O no set route : Disable

O set priority <O0O0O0O : Phase2 parameters><0 000 : Priority>
gooboogd goobbooobobboooobobooog
gooogooo set priority <1-255>

OO0 O OO setpriority 1

O No O no set priority : Set defaults
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UPnP node

O OO0 command

nxrl30#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#upnp

nxr130(upnp-config)#

O service enable <O 000 : service><xOOOO: set>
goooogo goooooooooo
ooOooooa service enable

O external interface <O 0O 00O : external interface><O0 000 : set>
goooood wavMoO oooooooooooooo
ooooooo external interface ethernet <0-2> [vid <1-4094>] | ppp <0-4>

O listen <O0O0O0: listen><OOODO: set>

ogoooooo IANOOOOOODOUPPPOODODODOO listenODO IPOOOODOODOOOOO
ogoooooad listen ip A.B.C.D/M

O No O no listen ip A.B.C.D/M

ooooooo oo20000000

O timeout <O OO0 : timeout><O 000 : set>

ooooooo UpnPO 00000 O0OODOOO0DODODOODOOODOOO
oooooog timeout <sec:60-21474836>

oo 0O 00 no timeout (= timout 600)
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QoS (class-policy) node

O OO0 command

nxr130#

nxrl30#configure t

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#class policy NAME
nxrl130(class-policy-config)#

class

gboooooo classOOO0OO0ODO
gooogog

o

class+child class

class <2-254> bandwidth <1-1000000> (ceil <1-1000000>]) queue policy NAME
class+PQ

class <2-254> bandwidth <1-1000000> (ceil <1-1000000>]) queue priority-group <1-32>
class+fifo

class <2-254> bandwidth <1-1000000> (ceil <1-1000000>]) queue priority-group <1-32>
class+sfq

class <2-254> bandwidth <1-1000000> (ceil <1-1000000>|) queue fair-queue
class+tbf

class <2-254> bandwidth <1-1000000> (ceil <1-1000000>])

gqueue shape <RATE:1-1000000> <BUFFER:1-1000000> <LIMIT:1-1000000>

classt+default queue (default queue : fifo)

class <2-254> bandwidth <1-1000000> (ceil <1-1000000>])
classO O

no class <2-254>

no class default
class default (policyO OO0 Qd)

class default bandwidth <1-1000000> (ceil <1-1000000>])

queue (priority-group|shape|fifo|fair-queue)

default queue (default queue: sfq)

class default bandwidth <1-1000000> (ceil <1-1000000>])

gooogog bandwidth/ceil ,RATEO O OO OkbpsO O O
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QoS (class-filter) node

O 00 command

nxr130#

nxrl30#configure t

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#class filter <2-254>
nxrl30(class-filter-config)#

® match
Oo0oo0oDog  MarkOOToSOOOOODOO
ooooooo match ip mark <1-4095>
match ip tos <0-255>
ooooood O00OmatchDOOOODOODOOOordOO0OO0ODOO
O No O no match ip mark <1-4095>
no match ip tos <0-255>
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O OO command

CRP client node

nxrl30#configure t

Enter configuration commands, one per line.

End with CNTL/Z.

nxr130(config)#crp client <1-2>

m server configuration

o server address

goooboon
goooogo
g No a

o server port
ooooooo
ooooood
a No O

O username

ooooooo
ooooood
a No a

o keepalive

ooooooo
ooooooo
ooooooo
ad No O

CRROOOOOOODOOOOODODOO
server address A_B.C.D|X:X::X:X]FQDN
no server address : CRROOODOOOOOOOOODOOO

cRrOUTOO0OODOOOOODODOOO
server port <udp:1024-65535>
no server port : JO0O00O0OOO0OODOOOOOO

CRROOOOODOOOOOINOODOODOODOOOOODO
username WORD password (hidden]|) WORD
no username : OO IDODOOODOODO

goooooooooooooo

keepalive (<300-28800sec>])
O0O00000000D0OKkeepalive 36000000000
no keepalive : 00000000 OOODOOOO
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route-map node

O OO0 command

nxrl130#

nxrl30#configure t

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#route-map NAME (permit|deny) <1-65535>
nxr130(config-route-map)#

m match
0000000 OoOOoOoOoooOooOOoO0Oo
0000000  match as-path ACL-NAME
match ip address ACL
match ip tos <0-255>
match ip next-hop ACL-NAME
match ip mark <1-4095>
match metric <0-4294967295>
match origin (egp|igp|incomplete)
O No O no match ip (address|tos|mark) : O00OO0OO0OODOOOOOOOOOO
OooooooO  TeSOMarkDDDOODODODODOODODOODODDOODODODODO
match0 O OOO0O0O0O0O0Oset000O0OOOOOO
denyOmatchO OO ODOOsetODO0 0000 OOOO

m set
Oo0oodoog  MarkOOToSOOOOODOOO
ooooood set aggregator as <1-65535>
set as-path prepend <1-65535>
set atomic-aggregate
set ip next-hop A.B.C.D
set local-preference <0-4294967295>
set mark <1-4095>
set metric <0-4294967295>
set origin (egp|igp]incomplete)
set tos <0-255>
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O. 00000000000

O0DO0ODOOO0ODOOETHER 10 1POD0O0ODOODODOOOO0ODO0ODOODODOETHER 10 IPODODOODODOO
gboboobobooobon

1. Console(U OO Telnet) O OO OO OOODOOOOOO

Century Systems NXR-130 Series ver 5.1.0

nxrl30 login: admin

Password:

Century Systems NXR-130 Series ver 5.1.0 (build 47/17:36 03 04 2009)
nxr130#

2. “ configure terminal” OO O OODOCONFIGURATIOND OO ODOOOOODO
nxr130#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxrl130(config)#

3. “ interface ethernet 1” OO O OO0 interface nodeCD OO 0OO0OOO
nxrl30(config)#interface ethernet 1
nxrl30(config-if)#

4 IPO0ODOCDOOOOODOOOOOODOOO
nxr130(config-if)# description ETHER 1 ~000b0o0bOobDoooooon
nxrl30(config-if)#ip address 192.168.1.254/24

5. "exit" DOO0OO0O2000000view node0 OO0 OOO
nxrl30(config-if)#exit

nxrl130(config)#exit

nxr130#

6. “ show configr OO OO OOOOOOOOOOO
nxr130#show config

!

D0000000DoDoOooooooo

!

interface ethernet 1

description ETHER 1

ip address 192.168.1.254/24

1

oooooobooobooobobo
!
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O . PPPOEO OO O

PPPOE0 D OO DODOOODO0ODODLOODOODLO0ODLOO0DLODOO0ODODDOOCN IPved
goilpvda BUODODOODODODOOOOO0ODO

™

T—IDWETL
/ADSLET Ly

nxrl30#show config
1

I Century Systems NXR-130 ver 5.1.1 (build XX/11:43 07 05 2009)

1

hostname nxr130

!

!

ipv6 forwarding
fast-forwarding enable

!

!

12tp O

tunnel address XXXXXXXXX.ocn.ne.jp
tunnel ppp O

!

interface ppp 0
description OCNv6

no ip address

ipv6 dhcp client pd AAA
mtu 1390

ipv6 tcp adjust-mss auto
ipv6 access-group in dhcpv6
ipv6 spi-filter

~0gobgood

~Ipve000O0DOO0O0OODODOOO
~ogobobooboobobooboboon

~ OCN IPv6 O O DO L2ZTPODOOODODO
~ OCN IPveO O OODOODOOXXXXOODO OO
~ PPP over L2TPDO OO

~PPPOODOODODOOCNVGD OO

— DHCPv6-PDLI prefix delegation 0 O O
<PPPOOODOOCOOOMIUODOOO

OOCN IPv60 0O ODODOOO 13900000

< IPv6 0 TCP MSSO auto(D OO O )OO O
~0000000ODHCPVv6O OO OODOOODOODOOO
< IPv6O SPIODOOOOOO

ppp username XXXXXX password hidden XXXXXXX — PPPO OO OOOOCODOIDODOOODOOOOONO

no ppp ipcp enable
ppp ipvécp enable

~IPCcPOOODODO

~IpveCPOOODOOO
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interface ppp 1

description B-flets XXX < PPPIO BOOODO

ip address negotiated ~Ooomwoono

no ip redirects ~IcvvOOODOOOoOOoOoDOoOon

ip tcp adjust-mss auto < TCP MSSO auto( DO O)H)O OO

ip access-group in upnp ~000b0OoooOuwpnPO0DOOOOODOOODOO

ip access-group forward-in upnp ~O000booooupnPd0O0OOOOOODOOODOOO

ip access-group forward-out private ~000000O0private0 0000000 OODOOODOO
Mmoooooo

ip masquerade ~ppplOO000O00OOIPOOOODOOODOODODOO

ip spi-filter —ppplOOO0O0OOCDOOSPIODOODOODO

ppp username XXXXXX password hidden XXXXXX ~PPPOCOOOOO0ODOOIDOODOOODOOOONO
!

interface ethernet 0

ip address 192.168.XXX.XXX/24 ~ethernet OO OOOOOCDOOIIPOOOOOOO

ip access-group in netbios ~000b0gooNetBlOSODOOOOOOOOODOOOO

ip access-group forward-in netbios ~OooogooNetBlOSOOOOOOOOOODOOOO
ipv6 address AAA ::254/64 <DHCPV6-PDO OO OOODODOODOOODOODOOODODO 2540
ipvé nd send-ra ~ RAO Router advertisementd O O OO0

interface ethernet 1

no ip address —~ethernet 100000000 IPOOOODOOOO
ip access-group in upnp ~O00o0boooounPO00D0DOD0OOODOOODOOO
ip access-group forward-in upnp ~000b0OooouwnPO00D0DODOOOOOOODOO
pppoe-client ppp 1 —pppoe 000 O000OOOOppplO O

!
interface ethernet 2
shutdown —ethernet 200000000000 0O00O00O00OO

no ip address
1

dns
service enable ~DNSOOO0O0O00O000O0
address XXX.XXX.XXX.XXX ~DNSOOO0OO00O0O

address XXX. XXX . XXX . XXX
]

syslog

local enable <syslogO0 0D OO0OOOOOOOOO

!
snmp

security 192.168.XXX_XXX/24 <S\WPODODOODODODOOOOODOO
syslocation XXX ~ syslLocation 0 O

syscontact XXXXXX ~ sysContact 0 O

sysname nxrl130 ~ sysName O 0 O
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ip route 0.0.0.0/0 ppp 1 ~IPVAOODOD0O00O00OD0 ppplO OO

ip route 192.168.110.0/24 192.168_XXX.XXX ~doooooooooooooon

ip route 192.168.120.0/24 192.168.XXX.XXX

ip route 192.168.130.0/24 192.168_XXX.XXX

ip route 192.168.140.0/24 192.168.XXX.XXX

ip route 192.168.150.0/24 192.168_XXX.XXX

1

ipv6 route ::/0 ppp O ~IlPpv60000O0000O0O0O0O pppo OO

1

ip access-list netbios deny any any tcp any range 137 139 ~NetBlOSOOOOODOODO

ip access-list netbios deny any any udp any range 137 139

ip access-list netbios deny any any tcp 137 any

ip access-list netbios deny any any udp 137 any

ip access-list private deny any 192.168.0.0/160 ~ 000000000 OOCODOODOOODOODOO

ip access-list private deny any 172.16.0.0/12

ip access-list private deny any 10.0.0.0/8

ip access-list upnp deny any any udp any 1900 ~UPnPOOOCODOODOO

ip access-list upnp deny any any tcp any 5000

ip access-list upnp deny any any tcp any 2869

1

ipv6 access-list dhcpv6 permit any any udp range 546 547 range 546 547
~DHCPVv6O O OO OOODO
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20000 L2Tpv30000000ODO0OENd to Endd < nxrlO OO >
Ethernet0 000000000 OOOOOOODOO 1

12tpv3 hostname nxrl 00000000

12tpv3 router-id 192.168.200.254
~goooiup

!
12tpv3 tunnel 1

description nxrl-nxr2

tunnel address 11.11.11.11
<00 LCCEOWANO IPO DO OO
ETHER 0
nxt—1 tunnel hostname nxr2 OO LCCEOOOOO
ppp0: 10.10.10.10 tunnel router-id 192.168.200.253

00 LCCEO 1D

LAN A: 192.168.0.0/24

1

12tpv3 xconnect 1

description nxrl-nxr2

tunnel 1

xconnect ethernet 0
~lkkO0oOooooooooooo

xconnect end-id 1

L2TPv3 Tunnel

Internet

L2 Service

ppp0: 11.11.11. 11 ~00LCCED end-idO0 OO OOOO
nxr-2 .
ETHER 0 :

LAN B: 192.168.0.0/24 <nxr2000 >

12tpv3 hostname nxr2

12tpv3 router-id 192.168.200.253
!
12tpv3 tunnel 1
description nxr2-nxrl
tunnel address 10.10.10.10
tunnel hostname nxrl
tunnel router-id 192.168.200.254

A
|

1

12tpv3 xconnect 1
description nxr2-nxrl
tunnel 1

xconnect ethernet 0

xconnect end-id 1
!
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gooooobogoirsecddnbD1b1000
gbobooboboon

<OOooOog >

Od0oooooooooogPepPPEOOOOODOO
gdooodopDbOoOoooooooooooo
ooobooooooood

24— 192.168.1.0/24 OlpsecO0 0000000 OOOOOONPsec OO

oooooooobooooooo

gpPdddfdoDOodoDooOoooooon

ETHER 0: 192.168. 1. 254/24 gbooogooogoo
%nxr% 000000 IPOD0DO0OOODaggressive

ppp 0:10.1.0.1 00000000000
gpskOOOOOOODOO™ centurysys”
ooooo

PPPoE

<00oooooo s
nternet

,

|Psec Tunnel
PPPoEI_\ -

ppp 0: BhRYIP
nxr-2
ETHER 0: 192. 168. 2. 254/24

Wi 192.168.2.0/24

A
I
A
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IPsecO00O0O

<nxr-1000 >
!
ipsec local policy 1
address ip
!
!
ipsec isakmp policy 1
description to nxr2
authentication pre-share centurysys
~ PSKO” centurysys” OO0
keepalive periodic clear
~000oo0oooooooooosAgooon
hash shal
encryption aes128
group 14
isakmp-mode aggressive ~ aggressive 0 00O
remote address ip any ~ogoooaiue
remote identity fqdn nxr2.desu
~000 1D0 0O 0O (FQDN)

local policy 1
!
!
ipsec tunnel policy 1
description to nxr2
negotiation-mode manual

~do00oooooooooooo
set transform esp-aesl28 esp-shal-hmac
set key-exchange isakmp 1

0000 IsAkMPOODOOODOODO0O
match address nxr2

~IPsecO0 000000 nxr2» OODODOODOO

!

!

interface ppp 0

description test

ip address 10.1.0.1/32

ip tcp adjust-mss auto

ip access-group in in-ppp0
ip masquerade

ip spi-filter

ppp authentication pap

ppp username user001@xxx.com password user001
ipsec policy 1

~0gimwrogog
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1
interface ethernet 0
ip address 192.168.1.254/24
~LANODOIPODOOO
!
interface ethernet 1
no ip address
pppoe-client ppp 0
1
interface ethernet 2
no ip address
!
!
!
ip route 0.0.0.0/0 ppp O
!
ip access-list in-ppp0 permit any any 50
~ESPODODO
ip access-list in-ppp0 permit any any udp
any 500
~ ISAKMPO O O
ip access-list in-ppp0 permit any any icmp
1
ipsec access-list nxr2 ip 192.168.1.0/24
192.168.2.0/24
~srclP dstiPOO0DOOOO



O .

IPsecO000O0O

<nxr-2000 >

!

ipsec local policy 1

address ip

self-identity fqdn nxr2.desu

~00000 ID(FQDN)

!

!

ipsec isakmp policy 1

description to nxrl

authentication pre-share centurysys
keepalive 10 3 periodic

hash shal

encryption aes128

group 14

isakmp-mode aggressive

remote address ip 10.1.0.1

~O000o0gwANO IPOOODO

local policy 1

!

!

ipsec tunnel policy 1

description to nxrl

set transform esp-aesl128 esp-shal-hmac
set key-exchange isakmp 1

match address nxrl

!

!
interface ppp 0

description test

ip address negotiated

ip tcp adjust-mss auto

ip access-group in in-ppp0

ip masquerade

ip spi-filter

ppp authentication pap

ppp username user002@xxx.com password user002
ipsec policy 1
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1

interface ethernet 0

ip address 192.168.2.254/24

~LANOO POogno

!

interface ethernet 1

no ip address

pppoe-client ppp 0

!

interface ethernet 2

no ip address

!

!

!

ip route 0.0.0.0/0 ppp O

!

ip access-list in-ppp0 permit any any icmp
ip access-list in-ppp0 permit 10.0.0.1 any 50
ip access-list in-ppp0 permit 10.0.0.1 any
udp any 500

!
ipsec access-list nxrl ip 192.168.2.0/24
192.168.1.0/24
<~srclP dstiPO0O0DOOO0O
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NARUDDOODOODOODLOODDLOOobOOOobooboooboboboboobuooboboboboobo

oooo
ooooo ooad NXR-120 NXR-130
DO2HW o -
D22HW o -
ogooooaa
D23HW o -
D31HW o _
L-02A o o
NTTO O O
L-05A o o
MF110 o -
NTTOOOOOOOooono
MF120 o -
CO1Sw - -
gooooad
CO1LC - -
MF636-BKIC
Hoon (10 Care3G) B B

goooboobgooooboboobobogooo
oooobooobobobobooobooobooo
gboooboboobooboobobobooboo
goooo

goo0ooooooOoOoOooOOoOOOOOOOODOOO
show mobile 0 apOd OO0 0O APN: emb.ne.jp”
OCIDOPDP TypeO OO OOOOOOODOOOD
APN: emb.ne.jp” O CIDO 10PDP TypeO IPO OO

nxr120#show mobile 0 ap

CID o1

PDP Type : IP

APN > emb.ne.jp
CID t 2

PDP Type : PPP

APN I rtc.data
CID 3

PDP Type : IP

APN : 3g.commu

O0ooooogogcipd PoP TypeO OO OO OO
goobooobobogooo

nxr120#show config
oooooooooo
!
interface ppp 0
description 3G
ip address negotiated
no ip redirects
ip tcp adjust-mss auto
ip masquerade
ppp username em password em
~0goomwooooooood
dial-up string *99***1#
~cidd 10000000 #0000
mobile apn emb.ne.jp cid 1 pdp-type ip
~cidd 10 pdp-type O IP
oooooooooo
!
mobile O ppp O
!
ip route 0.0.0.0/0 ppp O
~IPvA0 000000000 pppoOd 00O

~00000O0O0ppp 0000

end
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QoS(PI OO ODC0OODDODO

OO0 AOOD BO OO C(LANz1000Mbps) 00 WANz100OMbps O UDPO D OO OOOODOOODOODOO (PQU
OoOooDooOo0oooooooooooOgOd4Mpstd0Dpppo 00000 oonoOOOA:
40MbpsO B:40MbpsO C:20Mbps D D O OO (OO O0ODOODOOOWANDOODODODOODODODOO)O

priority:high —>
imk A:192.168.0. 1

priority:normal —> 1000Mbps

im= B:192.168.0. 2

priority:low —>
3 C:192.168.0. 3

priority-map 1 high ip mark 1
<~ MarkOOOOOODOO
priority-map 1 low ip mark 3
« 1:high, 3:low, O 00O :default(normal)
1
interface ppp O
description pppoe
ip address negotiated
ip tcp adjust-mss auto
ip masquerade
ppp username XXXX password YYYY
queue priority-group 1
-~ PRODOODOODOOO
!
interface ethernet 0
ip address 192.168.0.254/24
classify input route-map RMAP1
1
interface ethernet 1
no ip address
pppoe-client ppp 0
!
route-map RMAP1 permit 1
match ip address listl
< 000000000000 OACL: Tistl)
set mark 10
~ MarkODO OO OODOOOL:high)

161

eth0:192. 168. 0. 254

NXR

route-map RMAP1 permit 2
<~ 000000000000 OACL:Tist2)
match ip address list2
~ default class(normaD0 000000000
set mark 2
!
route-map RMAP1 permit 3
match ip address list3
~ 000000000000 OACL: Tist3)
set mark 3
~ MarkOODOODODOOR:1ow)
!
!
! QeSO O DO0OoOoOooOoDODbOOoOon
class access-list listl ip 192.168.0.1 any udp
class access-list list2 ip 192.168.0.2 any udp
class access-list list3 ip 192.168.0.3 any udp
1

end
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1. IP filteringO OOOO
INPUT/OUTPUT/FORWARD [0 O filteringD 000D 0O 000000000000

IPsec input/output policy check 0 0000 SPOOCOOOODOOOOODOESPOOODOODDOOO
OESPO00O000DO0DOONOONOONOO0OON0ON0N0OONOOmatch00000000000000

o INPUT
(1) SYSTEM filter
TCP connection O O
(2) IPsec input policy check
IPsec ESPO OO DO ODOOOOOOODOOO
(3) USER input filtering
(4) SPI check
(5) ServiceO filter(GUIO OODOO filterOO)

o FORWARD
(1) IPsec input/output policy check
IPsec ESPO 0O OO0OODOOoutbound policyO matchO OO OO OO0O0OOO
(2) UPNP filtering
(3) USER forward in/out filtering
(4) SPI(input/forward 0 00 O)

o OUTPUT
(1) IPsec output policy check
(2) IPsec outbound policyO matchO OO0 OO0OODOOOO
(3) USER output filtering

2. NATOOOOO
NATOODOODODOOODOOO0OD0OO0O

o INPUT
(1) SYSTEM DNAT
(2) UPNP O DNAT
(3) USERO O DNAT(Static NAT)

o OUTPUT
(1) SYSTEM SNAT
(2) IPsec policyO matchO OO OO O0OOOOONATOOOODOOOODOO
O0O0OIPsec snat-policy D 000000000 ONATODOODOOODOODOOODO
(3) USER DO O SNAT(Static NAT)
(4) 1Pv4 Masquerade
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Packet Traveling

3. NXR Packet Traveling
NXRO Packet 000D 0000000 OOOODOODO NATO Filteringd packet coloringd OO 00O
goooooo

Packet2{E
PRE-ROUTING
T conntrack
(@) packet coloring
(3 DNAT
i 4
@) routing process
(&) inbound SPDE %
]
INPUT
{8} input filter {7) oudbound SPDEEFE
I '
Local Process FORWARD
i#) forward=in
routin
@ g process r—
# outbound SPDEETE
]
ouUTPUT
B output filter
|
L .
POST-ROUTING
] packet coloring
{3 SNAT
__________ S
Packetik{R
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Packet Traveling

o Packet forwarding
- PacketO O -

U
O
U

O

Conntrack

Packet coloring(input)

Destination NAT
OOOONATOOOOOUNPUDHOODODOODOODOooo
Routing Process

IPsec SPDO O

Packet filtering

OO0O0OIP filteringD OO OO (FORWARD) O OO OO OOOOO
Packet coloring(output)

Source NAT
OO0OONATODODO@UTPIHOOODODODOOOO

- PacketO O -

o Packetd OO (NXR[] HRN )
- PacketO O -

O
U
O

O

Conntrack

Packet coloring(input)

Destination NAT
OODOONATODOODOOUNIDHOODODOODODOoo0oD

Routing Process

IPsec SPDO O

Packet filtering

Ooogrp filteringDOOOONPUTH)ODODOOOOOOO

- NXR Local Process -

o PacketOOOONXROOOOO
- NXR Local ProcessO PacketO O -

U
O
U

Routing process

IPsec SPDO O

Packet filtering

OoOoglIP filteringD OO OO @UTPUIHOODOOOOOODODO
Packet coloring(output)

Source NAT
OO0OONATODODOEUTPIHOOODODODOOOO

- PacketO O -

165



ooo0booooon



Oo0000an

gboobgobobooboobooboboobooboboboboobobobooboobobobon
gooob obgooboboboobooboobobobobooroboobo"obobooboobo
gooooobgo

gbooobooboboobuoobobbobooboobooboboobobo

oooooooo

Oe-mail O support@centurysys.co.jp

ooo O 0422-37-8926

O FAX O 0422-55-3373

00ooo0 g 10:00 O 17:00 (DOODOOOODOODOODODODOOODOOOOO)

000000000 http://www.centurysys.co. jp/

goboboobooboon
gboobooboboooboobobboobooboboooboobon
gbobooobobgoooobgobooobooboboobobooboboboobooboooo

oooboooboboon
gboooboobobooboobgoooboboboboobooboooobooboobooboobo
ooooboobobboobooboooboobo

0000000000 00000MACODOO0O
0000000000 @)

0000000000000 0000000000000000000000000000
0000000000000000000

0000000000000 00000000000000000000000000
Ooooo0o0ooo

0000000000000 000000000000000000000000
00000000000000000000 1PO0
0000000M0O000000000000000O0000O0O

ooooooo
O0000o0o000oo0o0oo00oooooooo0ooooooooooooooooog
OO0000FRQDOO00DDOO0DOODOODOOOODoOO

FutureNet NXR-120/CO 00O 0O O OO0
http://ww.centurysys.co.jp/support/nxr120c.html

FutureNet NXR-130/CO 00O 0O O OO0
http://ww.centurysys.co.jp/support/nxr130c.html

gbooogooogobo
gbooboobobboobgoobobbosgbuoobob
gboooACOdboboboobooboobooboobooi1ioboobon
cooooooooooogoooooooobbo@oooooooboooooDooOo)yoooooooo
goooooboboobobooboboboobobon
gboobooboboboobooboobooo
167



FutureNet NXR-120/C NXR-130/C OO OO OO OO CLIO vs5.6.0000

20100 30 0O
OO0 OD00oooooooooooogoo
Copyright (00 0O 2009-2010 Century Systems Co., Ltd. All rights reserved.




	目次
	はじめに 
	ご使用にあたって 
	パッケージの内容物の確認 
	第1章　本装置の概要 
	Ⅰ．本装置の特長 
	Ⅱ．各部の名称と機能 
	Ⅲ．動作環境 

	第2章　装置の設置 
	装置の設置 

	第3章　設定方法の概要 
	Ⅰ．CLIの接続方法 
	II． GUIの接続方法 
	III．コマンド実行モード 
	IV．コマンド入力時の補助機能 

	第4章　本装置のノード構造 
	ノード構造について 

	第5章　view(exec) node 
	view(exec) node 

	第6章　global node 
	global node 

	第7章　interface node 
	interface node 

	第8章　interface tunnel node 
	interface tunnel node 

	第9章　interface ppp node 
	interface ppp node 

	第10章　dns node 
	dns node 

	第11章　l2tp node 
	l2tp node 

	第12章　l2tpv3-tunnel node 
	l2tpv3 tunnel parameters 

	第13章　l2tpv3-xconnect node 
	l2tpv3 xconnect parameters 

	第14章　l2tpv3-group node 
	l2tpv3-group node 

	第15章　rip node 
	rip node 

	第16章　ospf node 
	ospf node 

	第17章　bgp node 
	bgp node 

	第18章　ntp node 
	ntp node 

	第19章　snmp node 
	snmp node 

	第20章　syslog node 
	syslog node 

	第21章　dhcp-server node 
	dhcp-server node 

	第22章　dhcp-relay node 
	dhcp-relay node 

	第23章　ipsec local policy node 
	ipsec local policy node 

	第24章　ipsec isakmp policy node 
	ipsec isakmp policy node 

	第25章　ipsec tunnel policy node 
	ipsec tunnel policy node 

	第26章　UPnP node 
	UPnP node 

	第27章　QoS (class-policy) node 
	QoS (class-policy) node 

	第28章　QoS (class-filter) node 
	QoS (class-filter) node 

	第29章　CRP client node 
	CRP client node 

	第30章　route-map node 
	route-map node 

	付録 A　設定事例 
	Ⅰ. インタフェースの設定例 
	Ⅱ. PPPoEの設定例 
	Ⅲ. L2TPv3の設定例 
	Ⅳ. IPsecの設定例 
	V. モバイル接続の設定例 
	Ⅵ. QoSの設定例 

	付録 B　Packet Traveling 
	付録 C　サポートについて 


