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import requests
import jwt
from datetime import datetime

import random

uri = “http://192. 168. 254. 254/service/dout/1”
base = datetime. fromisoformat (“2000-01-01 00:00:00. 000”)
delta = datetime.now() - base

seconds = int(delta. total_seconds()) + int(random. random() * 1000)

payload = { “logas”: “admin”, “ita”: seconds }

secret = “system”

token = jwt. encode (payload, secret, algorithm="HS256")
token_str = token. decode (“utf-8")

header = {' Authorization’ : 'Bearer {} .format (token_str)}

resp = requests. get (uri, headers = header)
print (“Result: {}”. format (resp. status_code)) ;
print (“Content: {}”. format (resp. content. decode ("utf-87)))

A

Result: 200
Content: {
“num”: 1,

“status”: “off”
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import requests
import jwt
from datetime import datetime

import random

uri = “http://192. 168. 254. 254 /service/dout/1/on”
base = datetime. fromisoformat (“2000-01-01 00:00:00. 000”)
delta = datetime.now() - base

seconds = int(delta. total_seconds()) + int(random. random() * 1000)

payload = { “logas”: “admin”, “ita”: seconds }

secret = “system”

token = jwt. encode (payload, secret, algorithm="HS256")
token_str = token. decode (“utf-8")

header = {' Authorization’ : 'Bearer {} .format (token_str)}

resp = requests. put (uri, headers = header)

print (“Result: {}”. format (resp. status_code)) ;

HA

Result: 200
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import requests

import jwt

from datetime import datetime
import random

from io import BytesIO

uri = “http://192. 168. 254. 254/service/fwup”
base = datetime. fromisoformat (“2000-01-01 00:00:00. 000”)
delta = datetime. now() — base

seconds = int(delta. total_seconds()) + int(random. random() * 1000)

payload = { “logas”: “admin”, “ita”: seconds }

secret = “system”

token = jwt. encode (payload, secret, algorithm="HS256")
token_str = token. decode (“utf-8")

header = {' Authorization’ : 'Bearer {} .format (token_str)}

open (“as250. img”, “rb”).read()
{ “filel” : (“as250. img”, ByteslIO(fwImg)) }

fwimg

files

resp = requests. post (uri, files = files, headers = header)

print (“Result: {}”. format (resp. status_code)) ;

HA

Result: 200
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“alg” : “HS256”.
“typ” : "INT”
]
Rq4O—FK {
“logas”: “admin”
“ita”: (2000/01/01 00:00:00 A 5B E+ o)
]
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Method
GET
URI
URI 2BA
/service/dout/ TRTELSDKEDOIRE
/service/dout/ (N) REDEADKEDEE
N: 0, 1, 100-131
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200 OK
HABEROKERENEYILI-CEERLTLVS,
URI avrrhk
/service/dout/ {
“douts”: [
{
“num”: 0,

“status”: (STATUS)

B
{
“num”: 1,
“status”: (STATUS)
|8
{
“num”: 100,
“status”: (VSTATUS)
B
{
“num”:131,
“status”: (VSTATUS)
]

) STATUS = “on” | “off”
3¥) VSTATUS = “on” | “off” | “fail”

/service/dout/{0]1}/

/service/dout/{100-131}/

{
“num”: (Rl IZHBES),
“status”: (STATUS)

3¥) STATUS = “on” | “off”

{
“num”: (URI I2&H 2 ES),
“status”: (VSTATUS)

) VSTATUS = “on” | “off” | “fail”
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401 unauthorized
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Ay & —I|Z Authorization ALY {
“title”: “Access token required”
}
MNTI2H B ita DIEDS, RIEEFEFZIK Y/ E 0N |

“title”: “Token expired”

JWT AREE LR {

“title”: “Invalid access token”

404 Not found

r—2 =% A S
/service/dout/ (N) BF. NAY0,1,100-131 LISl | {
“title”: “do number MUST be from 0,1, 100-131"

405 Method Not allowed
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500 Internal Server Error
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Method
PUT

URI

URI
/service/dout/ (N) /of f

/service/dout/ (N) /on

/service/dout/ (N) /off/ (H)

/service/dout/ (N) /on/ (H)

HAERN) ZF T2 5

N: 0, 1, 100-131

HAERN) ZFUIZT D

N: 0, 1, 100-131

HAERN) A TI12F 5
FETED (H) msec A#%iE L 1=1&.
N:
H:
HAERN) =4I 5
FETED (H) msec A#%iE L 1=1&.

0, 1, 100-131
1-300000 (msec)

N: 0, 1, 100-131

H:

1-300000 (msec)
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200 OK
HAOEAOREEENRILI-CEZRLTWLWS, LAKRVRICAVTY RABY FEA,

401 unauthorized

FRRER K

br—2
A~y & —|Z Authorization A7 LY {

ayvFok

“title”: “Access token required”
}
WT (285 ita DEN. RIEFEFZ L Y/hEL |

“title”: “Token expired”

JWT HREE L EX {

“title”: “Invalid access token”
404 Not found

r—x
URI 2% 5 (N)AY0,1,100-131 LIS DIETH o7z | {

ayvTFrhk

“title”: “do number MUST be from 0,1, 100-131"
}
URI (2355 (H) A%, 1-300000 LISADIETH-T= | |

“title”: "hold time MUST be within 1-300000"

405 Method Not allowed

AYE—[ZPUTUSNDAY Y FEHRELTWIEEZRLTWS, LRKRVR[ZAVTFY MAHY FE
Ao

500 Internal Server Error
Y—N—RABICIS—ZFFREL=2EERLTWS, LRARVRIZAVTFUMEBHY FEA,
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Method
POST
URI
URI H L
/service/fwup T7—LIOTT7HBHTD
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200 OK
T7—LO9TT7EHARNLECEEFRLTWS, LARVRIZAVF U MAHY FEA.

401 unauthorized
FRRL R AR

r—2 avFvk
~w A —[Z Authorization ASAE LY {
“title”: “Access token required”
}

WT (285 ita DEN. RIEFEFZ L Y/hEL |
“title”: “Token expired”

JWT HREE L EX {

“title”: “Invalid access token”

405 Method Not allowed
AYS—[ZPOSTUNDAY Y FEIEELTW=CEEZRLTWS, LARVRIZIVTFUMEHY FH

AIO
415 Invalid Media File

r—2x ayvTrhk

|mNE T 7—L Iz TTH21= | |
“title”: “Invalid Firmware”

500 Internal Server Error
Y—N—APICIS—ZFFKELZEERLTWS, LRARIRIZOVTU MBHY FEA,
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