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Aug 3 12:00:14 localhost ipsec_setup: Apr 25 11:14:27 localhost ipsec_setup:
.. .FreeS/WAN IPsec started ...FreeS/WAN IPsec started
Aug 3 12:00:20 localhost ipsec__ plutorun: Aug 3 11:14:34 localhost ipsec_ plutorun:

104 “xripsecl™ #1: STATE_MAIN_I1: initiate whack:ph1_mode=aggressive whack:CD_ID=@home
whack: ID_FQDN=@home 112 "xripsecl™ #1:

Aug 3 12:00:20 localhost ipsec_ plutorun: STATE_AGGR_I1: initiate
106 "xripsecl™ #1: STATE_MAIN_12: from
STATE_MAIN_I1; sent MI2, expecting MR2 Aug 3 11:14:34 localhost ipsec_ plutorun: 004
"xripsecl" #1: SAEST(e)=STATE AGGR_I2: sent
Aug 3 12:00:20 localhost ipsec_ plutorun: Al2, ISAKMP SA established
108 "xripsecl™ #1: STATE_MAIN_I3: from
STATE_MAIN_I2; sent MI3, expecting MR3 Aug 3 12:14:34 localhost ipsec_ plutorun: 117

"xripsecl™ #2: STATE QUICK I1: initiate
Aug 3 12:00:20 localhost ipsec_ plutorun:
004 "xripsecl™ #1: STATE_MAIN_I14: ISAKMP SA  Aug 3 12:14:34 localhost ipsec_ plutorun: 004
established "xripsecl" #2: SAEST(13)=STATE_QUICK_I2: sent
Q12, IPsec SA established
Aug 3 12:00:20 localhost ipsec_ plutorun:
112 "xripsecl™ #2: STATE_QUICK_I1: initiate

Aug 3 12:00:20 localhost ipsec__ plutorun:

004 "xripsecl™ #2: STATE_QUICK_ 12: sent QI2,
IPsec SA established
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000 interface ipsecO0/ethl 218._XXX.XXX.XXX 000000000000 IPsecOO000000
000 Jooooooooooooooon

000 "xripsecl': 192.168.xxx.xxx/24
===218 XXX XXX . XxX[@<id>]---
218 XXX XXX . XXX - .

000 "xripsecl: ...219_XXX.XXX.XXX
==2192.168 . XXX . XXX . XXX/ 24

000 "xripsecl™: ike_life: 3600s;
ipsec_life: 28800s; rekey margin: 540s;
rekey fuzz: 100%; keyingtries: 0

000 "xripsecl™: policy:
PSK+ENCRYPT+TUNNEL+PFS; interface: ethl;
erouted

000 "xripsecl": newest ISAKMP SA: #1;
newest IPsec SA: #2; eroute owner: #2

000

000 #2: "xripsecl™ STATE_QUICK_I2 (sent Ql2,
IPsec SA established); EVENT_SA REPLACE in
27931s; newest IPSEC; eroute owner

000 #2: "xripsecl"
esp-32a406c40219 - XXX . XXX . XXX
esp.1be9611c@218 . XXX - XXX - XXX
tun. 10020219 . XXX . XXX . XXX
tun.1001@218 . XXX . XXX . XXX

000 #1: "xripsecl™ STATE_MAIN_I4 (ISAKMP SA
established); EVENT SA REPLACE in 2489s;
newest ISAKMP
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i) Ty :
De=zcription Ihterface & 1D CLASS | Priority Fate Facket M;mm;;m Confieure
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[QueueingD OO DO]JOOO
gogobobboooooobobbdooooobbbodooob bbb bbobbbboooob o
gooboooooog

qdisc pfifo 1: limit 300p
Sent 9386 bytes 82 pkts (dropped 0, overlimits 0)

qdisc gooboood
1: gobobobobooooooooib
limit gboobobobooooooog

Sent (nnn) byte (nmm) pkts |0 00000 O0O0OOOOCOOO

dropped oooooooono

overlimits gooodddooooooooo

gdisc sfg 20: limit 128p quantum 1500b flows 128/1024 perturb 10sec
Sent 140878 bytes 206 pkts (dropped 0, overlimits 0)

limit (nnn)p D00000000D0O000O0

quantum goobooobgad

flows (nnn)/(mmm) mmO0 0000000000000 0000000000nnO00O
perturb (n)sec ooooooooon

gdisc tbf 1: rate 500Kbit burst 1499b/8 mpu Ob lat 4295.0s
Sent 73050 bytes 568 pkts (dropped 2, overlimits 17)

rate gooboobogn

burst gogoobooo

mpu gooboooooon

lat Joo0o00owfOOO0O00O0O0OO00D0OO

qdisc chg 1: rate 1000Kbit cell 8b mpu 64b (bounded,isolated) prio no-transmit/8 weight
1000Kbit allot 1514b
level 2 ewma 5 avpkt 1000b maxidle 242us
Sent 2420755 bytes 3945 pkts (dropped 0, overlimits 0)
borrowed 0 overactions 0 avgidle 6399 undertime 0

bounded, isolated0 OO OO0 OO0
(boundedD D OO OOOODOusolatedd DODOODOOO)

bounded, isolated

prio O00@UO0OOTrootD 00000 Oprioc0ODODOO)
weight gobooboooboooobg

allot goboobooobooo

ewma goboooooon

avpkt gooboobogn

maxidle 00oo0o0ooooboooooboo

borrowed gobooobooboooobooo

EwAD OOOoooooooooobobobooooooooon
avgidle gbooooooobooboboboboooooboobooboboooT ey
gbooboooooooboooobobob
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[CLASSOOO0D0]1000
gooooooobooooboooonoooo

oo1<cBoOdooon >
class cbg 1: root rate 1000Kbit cell 8b mpu 64b (bounded,isolated) prio no-transmit/8
weight 1000Kbit allot 1514b
level 2 ewma 5 avpkt 1000b maxidle 242us
Sent 33382 bytes 108 pkts (dropped 0, overlimits 0)
borrowed 0 overactions 0 avgidle 6399 undertime 0
class cbg 1:10 parent 1:1 rate 500Kbit cell 8b mpu 64b prio 1/1 weight 50Kbit allot 1500b
level 0 ewma 5 avpkt 1000b maxidle 6928us offtime 15876us
Sent 0 bytes 0 pkts (dropped 0, overlimits 0)
borrowed 0 overactions 0 avgidle 181651 undertime 0
class cbg 1:1 parent 1: rate 1000Kbit cell 8b mpu 64b (bounded,isolated) prio 3/3 weight
100Kbit allot 1500b
level 1 ewma 5 avpkt 1000b maxidle 242us
Sent 2388712 bytes 3843 pkts (dropped 0, overlimits 0)
borrowed 2004 overactions 0 avgidle 6399 undertime 0

class cbg 1:20 parent 1:1 leaf 20: rate 500Kbit cell 8b mpu 64b (bounded) prio 2/2 weight
50Kbit allot 1500b

level 0 ewma 5 avpkt 1000b maxidle 6928us offtime 15876us
Sent 142217 bytes 212 pkts (dropped 0, overlimits 0)
borrowed 0 overactions 0 avgidle 174789 undertime 0

parent goooiu

OO02<P0OOOO0 >
class prio 1: parent 1: leaf 1001:
class prio 1: parent 1: leaf 1002:
class prio 1: parent 1: leaf 1003:

prio ood
parent goooip
leaf leafO OO ID
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[cLAssO0OO0O0O0OOOOOO]oOO
gobbooobobooooobooooobooo

goil1<cBoOdooon >

[ PARENT 1: ]

filter protocol ip pref 1 u32

filter protocol ip pref 1 u32 fh 805:

filter protocol ip pref 1 u32 fh 805:
match c0a8786F/FFffffff at 16
match 00060000/00Ff0000 at 8

filter protocol ip pref 1 u32 fh 804:

filter protocol ip pref 1 u32 fh 804:
match c0a87800/FFFfff00 at 16
match 00060000/00Ff0000 at 8

filter protocol ip pref 3 u32

filter protocol ip pref 3 u32 fh 805:

filter protocol ip pref 3 u32 fh 805:
match c0a8786f/FFFFFfff at 16
match 00060000/00Ff0000 at 8

filter protocol ip pref 3 u32 fh 804:

filter protocol ip pref 3 u32 fh 804::
match c0a87800/FFFFFF00 at 16
match 00060000/00Ff0000 at 8

ht divisor 1
:800 order 2048 key ht 805 bkt 0 flowid 1:20

ht divisor 1
:800 order 2048 key ht 804 bkt 0 flowid 1:10

ht divisor 1
:800 order 2048 key ht 805 bkt O flowid 1:20

ht divisor 1
800 order 2048 key ht 804 bkt O flowid 1:10

protocol oboboooooo

pref ood

u32 oooooooOooooo@UuoIwPOoooOoO)oooooDUoooDooooo
ooooooog

at 80 atl6 goooooooooooooOoooUUUUUUUULUULUOULUoLooo
at8 000000000 O0O0OoOoooooooon

flowid ooooQoooopopoopoooo

002<PQOOOOO >
[ PARENT 1: ]

filter protocol ip pref 1 fw
filter protocol ip pref 1 fw handle 0x1 classid 1:3
filter protocol ip pref 2 fw
filter protocol ip pref 2 fw handle 0x2 classid 1:2
filter protocol ip pref 3 fw
filter protocol ip pref 3 fw handle 0x3 classid 1:1
pref oo
handle TOSO O 0 MARKD
classid 00o0oo0oooooooaglin
ooOgmil:x(n)0o0oo1om:0000000
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O.00000000000

[Packet0O0OOODO]OO0
000000000000000000

pkts bytes target prot opt in out source destination
272 39111 MARK all -- eth0 any 192.168.120.111 anywhere MARK set 0Ox1
83 5439 MARK all -- eth0O any 192.168.120.113 anywhere MARK set 0x2
447 48695 MARK all -- eth0O any 192.168.0.0/24 anywhere MARK set 0x3
0 0 FTOS tcp -- eth0 any 192.168.0.1 111.111.111.111 tcp spts:1024:
65535 dpt:450 Type of Service set 0x62
pkts 0o(@o)oooooooog
bytes oo@o)yooooooo
target 00000 (MARKO TOSO )
prot ooooao
in goooooooooooao
out goooooooooooa
source goorwroooad
destination goomwroooo
MARK set 0000 0OMARKO
spts gooooooo
dpt ooooooogg
Type of Service set gpooogTosoodnO

203



0300 QoSO O

O .

OO00000000000

ceooonoooboboooboooboobonog
god

O rootO OO0
Od0000d0ooooooooooooog
O0oo00ooooooooooooooooon
ooodo

ooooo
gboobobooboobooboboobo
golo0ogpogoobgoog

ooooo
gbooobooboboobuoobobuoobo
gbooboobobooboboooboobo
gboobogooogo

O leaf(O)OOO
leaf 0000000 O0DOOO0ODOODOOOOOOO
gooo

O qdisc
godobobobooooooooboboboooooo
oono

[0OO1Ip0000]

00000000 1000000000 100
MAJORO OO MINRO OO 20000000000
000000000000

<MAJORDO O >O<MINORO O >

QrootO O OOoOo1:00000000IDOODOO
go

goooboooooovAROOOODOODO
goooo

OMINOROOOOODOODOOOqdiscOODOOO
gboobooboboobobgn

<Qoooooa@)s

1: root qdisc
|
1:1 0
O] O
o | O
O | O
1:10 1:20 1:30 O
| |
| |
| |
| |
10: | leaf
I
30: qdisc
oo
1001: 1002: leaf
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0300 QoSOO

O.To0SO000O

iPOO0O0O00ODOO0OOoToSObO0boOoooobooogoooooooobobooooboooooDooo
goooboobobbooboobooboboboboobooboobooboog

IPOOOOOTOSOODODOODOOO0DLOO0O0bLOo0oboooboobDoOooDo<D 1>

ooog 100 0o
8 Minimize delay (md)
4 Maximize throughput (mt)
0010 2 Maximize reliability (mr)
1 Minimize monetary cost (mmc)
0 Normal Service

mdOOOO0OOOmOO0O0O0O0O0OO000OO0OmOO0O0O0OO0OmcOO0O0O0ODO0ODO0O0OODOODO
gboobooboboobon

gooobgooboboooboToesgbooobooboobobod<g 2>

TOS goo oo LinuxO4d oo ood
0x0 0 Normal Service 0 Best Effort 1
0x2 1 Minimize Monetary Cost 1 Filler 2
0x4 2 Maximize Reliability 0 Best Effort 1
0x6 3 mmc+mr 0 Best Effort 1
0x8 4 Maximize Throughput 2 Bulk 2
Oxa 5 mmc+mt 2 Bulk 2
0xc 6 mr+mt 2 Bulk 2
Oxe 7 mmc+mr+mt 2 Bulk 2
0x10 8 Minimize Delay 6 Interactive 0
0x12 9 mmc+md 6 Interactive 0
0x14 10 mr+md 6 Interactive 0
0x16 11 mmc+mr+md 6 Interactive 0
0x18 12 mt+md 4 Int. Bulk 1
Oxla 13 mmc+mt+md 4 Int. Bulk 1
Oxlc 14 mr+mt+md 4 Int. Bulk 1
Oxle 15 mmc+mr+mt+md 4 Int. Bulk 1

goooooooooboooboOoOoOoObOOUbOObOOOOoOoDOOooOyooo3gOH)ooo
OO0O0O0ODOPQ Paramater DO OO OO BandD OO DODOOOOOOODOODOOOO 4O

LinnxOOOOOOOOOLinuxOOTOSOOOOOOOOOOOOO PQ Paramater OO OO Priority-
mpldO0OO0O0OO0OO0OOOOOOOOOOO Priority-mpO000OO0OO0OOOO
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0300 QoSOO

O.T10SO000O

O00O000o0b0o0bO0oooobOoooO0obobOobooboOobOoOoDORrC13490
gooobooogrTesubooooooboooooobo<g 3

0ooooooo | T0sSODOD | 00
__________ _I___________I_____________
TELNET | 1000 | (minimize delay)
__________ _I___________I_____________
FTP | |

Control | 1000 | (minimize delay)

Data | 0100 | (maximize throughput)
__________ _I___________I_____________
TFTP | 1000 | (minimize delay)
__________ _I___________I_____________
SMTP | |

Command phase | 1000 | (minimize delay)

DATA phase | 0100 | (maximize throughput)
__________ _I___________I_____________
Domain Name Service | |

UDP Query | 1000 | (minimize delay)

TCP Query | 0000 |

Zone Transfer | 0100 | (maximize throughput)
__________ _I___________I_____________

NNTP |  ooo1 | (minimize monetary cost)
__________ _I___________I_____________
ICMP | |

Errors | 0000 |

Requests | 0000 (mostly) |

Responses | <same as request>| (mostly)
__________ 4

gopoTosOonOooUuOboO)yoo<bo200000D000DOOODO

Tosiboooooooooobooboooobobooobooobobobooooboboboboobooo
gbooobooboobobbbooboooboobooboboooo
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O .D0SscPOOOO

OOoOoooobseiffserv)DO00DOOOOO0OO0OODOOOODOOOODSOOODOOOOOWOODOOO
TosOOooooooobDooogdiffServd 0 0D00OO0ODOOOODOOQSOODOOOODOOO
OoOooDooogpiffserv00Od0D00O0ODSOOOODOODSCPODOOOODOOQsSHOODOOO
gooogno

o oSO DSOOOODDODOOOOO
gresgooOoOoOoOon
o 1 2 3 4 5 6 7
S S S
|Precedence |Type of Service|CU |
E Y —C—
gpscPOOOODOOODO
o 1 2 3 4 5 6 7
S S Y Y Y S —
| DSCP | CU |
S SR U S p————
DSCP: differentiated services code point
CU:  currently unusedD OO OO OO

pscPO D ODOObOOobOobDOoobOoOobOoboboboooboobobo

O 0oooooo ] DSCPO oood
EF(Expedited Forwarding) 0x2e 00000000 0ODO (RFC3246)
AF(Assured Forwardingd 4000000003000 b0ob0o0obDon
AF11/AF12/AF13 Ox0a / 0xOc / Ox0e | OODODOOODOODOODO@MOOHYDOODO
AF21/AF22/AF23 0x12 / 0x14 / Ox16 | OO OO OO OO OO O ORFC2597)
AF31/AF32/AF33 Oxla / Oxlc / Oxle |DOOOOODOODO@M)1>2>3>4(0)
AFA1/AFA2/AF43 0x22 / 0x24 / Ox26 (DO OO OOOO (@)1>2>3(0)
CS(Class SelectorQd gooTosOoooooooonooooonog
Cs1 0x08 Precedencel(Priority)
CS2 0x10 Precedence2(Immediate)
CS3 0x18 Precedence3(Flash)
Cs4 0x20 Precedence4(Flash Override)
CS5 0x28 Precedence5(Critic/ESP)
CS6 0x30 Precedence6(Internetwork Control)
Cs7 0x38 Precedence7(Network Control)
BE (Best Effort) 0x00 0opooooo@oooog)
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B L
© FPAE AL T IR & {1~~43200)

O oiavsquror| |4 d~43200

O FEESIT Wb ST D O OFELSET

[COO0O]

oo
0ooooooooooooboooooboooa
gooogoog

o4
0oooooobooooboooboooon
dooodoooooo
0ooobooooooooooooooooog
dodobodoodoboooooooooooa
oooooooooooo

o 80/tcp OO
Oooooooooooooooooooog e
OooooooTcPOOD8ODOOOOOOOO
o0d0oo0opDo0o0oDOo0oOooOoOoDooOoDoOo
oo0oooOo0oOoDooooonooo

goooboobobooobobobooobo
oooooooooooso/tep DOOODOOO
oooooo

[DOOO]
o0oon
XR-6400 00000000 /000000

o RADIUSO OO
OO0oRADINSODOOODOODOODOOODO/O00OO
gog

[DOoOOO0]
0000000000000000000000
0o

ocbOOoooOooOoDOO
gooooboobogobooobobooboboooo
goooboobobooobobogn
ooooos3ooogon

ocboooobDOoObOOn
oooobobogoooobobooboboooo
goooboobobooboobobobooog
goooooboooboobooooboobon

209



0310 0000000000

ooobOboooooooad

oJODOOUOOWOODOODOOODOODOOO
god
gbobooboboboobobooboobo
gbooboooboboobooooboobo
gboooboboobooboboobuoobo
ooooboodOwebhOODOOOOODODOOO
gboboobobooboboooo

gboooboboboboobooboboboobo
gobobooobobobooobobooboonbo
gooobog

goooobooobooooboobooobon

gdooooooooooooOoOoOoOooOooooo
oOo000oO0o0oOoOoO00O00ooOOooOOoo0O0Oon
goooo0ooooooogn

ooooono
ooooboooooobooe4tnm
oboobooobopoooooogooogoonog
goobooobobooooooDg

Mo1~-16F T

O B | =
S I | =
s L | 0
ol | 0
5L 0
| 0
ol | RO
oL | D
oL R
ol RO
A0 I =
2o [ ] I =
) I =
L0 I =
L) I =
el [ RO

oQgogib

ocOOOO

goobooobobooooooDg
gooimoooboooooboobgoobooboo
goooooodo@eG)ooooopoooooo
oo

o QO

goooboboobbooboobooboonoon

oooooob/0b000000oboboboooon
god

210



0310 0000000000
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O RADIUS O O
00000000000000000RADIUSOO
DoOo00o00O000O000O00oo0o

PFEL2 [ ]
KL (165 O sz O FehsE 00
whosuy—ieE
PFFL2R [ ]

H—FES (165 O sz O FehwmE 0
woisEgE
NAS-IP- Address [ ]
NAS-Ientifier [ ]

TAEILAA LTk L v |
tyla i LTk | EELLL v
FEEE

[OO0O0O0O0OOoO]
0000000000000000000

o IPOODOO

o0oooQ

o secret

RADIUSO O OO IPOOOOOOD DD DO secret
0000000

[D00O0000O000]
0000000000000000000000
o IPOODOD

c00000

o secret
0000000000000000000

[DOoOOO0O00]

RADIUSO 0 DO0O0D00D000000000O
NASOODOOOOOOOORAUISOOODOO0DDO
NASOODOODOD0O00000000000000
0ooooo

o NAS-1P-Address
OO0 XR-6400 IPOODODODOOOOOODO

o NAS-ldentifier
ooooooooooooo
oooooooooobooo

[COO0OOOORADINSOOOOOOOOOOO
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ooooobooooooooooooobooo
oooooo

ocbogonooooOoDO
ooooboobogoboooboboooboboooo

gooooo

RADILSO OO ODOOOOODOOOOOOOn
gooboooboboooboooon
goooboobobooboooobooon
gboooooobonboon

O Idle-Timeout_28
Idle-Timeout (Type=28)0 000000000
ooooooooooon

O Ascend-Idle-Limit_244/529
Ascend-Idle-Limit (Vendor-Specific Attribute
Type=26, Vendor-1d=529, Attribute Type=244)
goooooooooooooooooooo

O Ascend-Idle-Limit_244
Ascend-ldle-Limit (Type=244) OO0 OO0 OO0
oooooooooooooon

ocboboooobOobOOOn
oooobobogoooobobooboboooo

gooooo

RADILSO OO ODOOOOODOOOOOOOn
gooboooboboooboooon
goooboobobooboooobooon
gboooooobonboon
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ooooooo
[J Session-Timeout_27 0doooooooooooooooooogoo
Session-Timeout (Type=27)0 00000000 odo0ooooooogdoooogonoog
ooooooooooooo 0doooooooooooooooooogoo
odoooooodoooooooooooogo
0 Ascend-Maximum-Time_194/529 oooooooooooooon

Ascend-Maximum-Time (Vendor-Specific Attribute
Type=26, Vendor-1d=529, Attribute Type=194) 00000000000 OODOOOOOOOO
goooooooooooooooooooog

ICTEELT F2l,

O Ascend-Maximum-Time_194
Ascend-Maximum-Time (Type=194)0 00000 dooooooooooooooooooooo

uoboooooboooboooao goooboooobooobobogooo
I 11
ANDAS RS BN i
0 0000000000RADIUSODOO00 = N
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o | BT T T P S ) )L = m]f
Sl I | BT T T P S ) )L Jos
NI | BT T T P S ) )L =} m]f
gooooboobboobooboboon | | e | | )| =]
ZalIL I BT T T P S | Il =) [m]f
BN | BT T T 0 S | ) L ol
o | BT T T 0 S I I L ==
1w || | [riror st v e v T v | | | [ 100«
1l | | [riror st v e v T v | | [ |10 10 fin
az | | | [riror st v e v T v | | [ |10 100 iz
a0 | | [riror st v e v T v | | [ I (| wl| L]
| | [Tk v 5 v T v | [ |10 (O] 1«
L | [Tk v 5 v T v | [ |10 O] e
1w | | [Tk v 5 v T v | [ oo e
(.| ] | (e v (e e T e || | [ ]| =]
S RIERS WY
b D SN R T T,
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goooboooiwooboooboooooboon
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0310 0000000000

Ooo0b00oo0ooO00O0Ooooan

ooooo
0000000000000000000000
DoO0oO00ooooodg

I>-0% G {ERALAL O syslogl ZERS
FoaEAng GO {EFRLALY O sysloel ZERE
REERE

gboboobobooobobgooo

oogonoO
goboboooboboooobgoboooboonbg
go

<000ooooog >

Apr 7 17:04:45 localhost httpd[21529]:
[error] [client 192.168.0.1] user abc: au-
thentication failure for "/": password mis-
match

oOoOnOoO
gbobooobobobooobobooooobon

<000ooooood >

Apr 7 17:04:49 localhost authgw: 192.168.0.1
- abc [07/Apr/2003:17:04:49 +0900] "CGET /
HTTP/1.1" 200 353

oooooooaoaod

gboooboooobooboobobuoobo
gboboooboboooooboooon

http://<O0000 IPOO OO >/login.cgi

gbooobobooboobooboobobuoobo
goooogimboooboooooooooo

goboboobobobooboboooobon
gbobooboboboobgobooboobo
gogn

<ggopooooog s
You can connect to the External Network
(abc@192.168.0.1).

Date: Mon Apr 7 10:06:51 2005

oooooo000000oon
0000000000000000000000
0000000000000000000000
0000000000000000000000
00O

RADIULSOOOOONO
gbooobOorADIUSOODOODO0ODO0O0OOXR-
6400 RADILSO O OO OOOODOODOOOOOD
gogn

RADINSO OO OO0ODODOODOO0ODOOS000
goboobo3gbooboooboooooon
gobooboooobooboobooobuoobo
gogn

oooooo
000000000000RADINSOOOO00O0
0000000000000 -00000000
OOHTTP BasicO OO OO0O000O

OOMMRADISOOOOO0OOOOODOOOOO -
RADIUSO OO OO User-Password D O OO OO
(PAPHOOODOODOO
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gooobobooobooboboooboobo
gbobooboboon
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0320 000000000

oooooOoooao

XR-6400 0000000000 O00O0O0O0O00O0O
0d00d0o0o0oooooooooooooog
O00oO0o0o0oooooobooo3oooon
ooodoo

OpingO OO

Otraceroute0 0O 0O

ooooooooooo

oood

WebOODODODOODODODOODODODOOO
gbooobooboooboboooboo

FQDNE fz|ZIPFE LA

A28 =Tz — ADIETECEB A
O EERE O FI-FH2 O ZIF# O 7IbFi

; () EtherD () Etherl () Ether2
oeom [ |
AFal
count zize timeout
EfT

FQDNE fz|ZIPFE LA

Trace Foute AFa
& UDP O IGMP
£iT
O EEFE O wIFR O ZIF# O 7IFi
() Ether0 () Etherl () Ether2
IRl e O =Dit |:|
[ £iT ] [ EEET ]
Device | | GapCount | | GapSize | |
Dump Filter

PacketDump TypePcap

HE DT I DB A A XL EfEET 194 Mbyte T
EmE FTEOERZ Ty FRAEEL S BETBUET

[ =7 | [ 827 |

[PingO O O]
000000000000 PIngD00O0OOOO

o FEDNO OO IPOODODO
FQDN(www.xxx.co.jp0 000000 O0)YDDOOODO
iPOO0OO0ODOOOOOOO

ocbOoOobOobOOoOobOoOobDoon
ping0 00000000000 ODOODOOODOO
gboooboooooobooobgn

ogogonoQ

[0 count
O000OpingO0 OO0OO0DOOODOODOO
O00o0O00oOo1-1o00o0b0 ooooboi1ooo

Osize
0o0o0ooo0oooOGwyte)DOOOODOO
0o00d0Doooogse-150000000005600
gsooooicwoOOoOOOO0OOOODODOO4O
gooiMPoOoOooooooooOoOm

O timeout
pig0 00000000000 DOOO0O

gboogobgool-so0ogoobgs3engn

gooobgoobobobobobooobuoobon

gooog

EiThas

PING 211.14.13.68 €211.14.13.66): 56 data bytes

64 bytes from 211.14.153.686; icnp_seq=0 tt1=G2 time=43.5 ns
E4 bytes from 211.14,13.662 icmp_seq=1 t11=562 time=65.7 ns
E4 bytes from 211,14, 13,662 icmp_seq=2 tt1=562 time=11.7 ns
B4 bytes from 211.14,13.662 icmp_seq=3 tt1=562 time=12.0 ns
E4 bytes from 211,14, 13,662 icnp_seq=d4 tt1=562 time=63.0 ns
B4 bytes from 211.14.13,66:
E4 bytes from 211.14.13.66:
B4 bytes from 211.14.13,88:
B4 bytes from 211.14.13.66:
B4 bytes from 211.14.13,88:

icmp_seq=h tt1=62 time=h8.2 ms
fcmp_zeq=F tt1=52 time=12.0 ms
icmp_seq=7 tt1=62 time=71.4 ns
fcmp_seq=8 tt1=62 time=12.0 ms
icmp_seq=% tt1=62 time=11.% nms
-- 211141366 ping statistics ---

10 packets transmitied, 10 packets received, 0¥ packet loss
round-trie minfave/max = 11.7/37.3/71.4 ms
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[Trace RouteO O 0O ] [DO00ODOOO0OOOOo0o]
0000000000000 00000OOooo0Oo O00D0O000000O0DO00O0
oooo 00000000000 0O000000D00OO

gbooooobobooobgn

o FRDNO O DO IPODOODO
FODN(ww.xxx.co.jp0 00 00000O)DO0O0OO gboooboobobooobooobbuoobo

IPOO0O0O0ODOO0O0OO gboboooboboboooboooobonbo
OO0O00DoOoOO000O0OO000QgrelddO ipsecod

oODOODODO OO0)ooooooboooo

[ UDP gbomooboooooboboobobobo

PO DODDO0DOOOOOODODOODDOO ooooooodd

gooobuwrOOO

0 1CMP podog

iIcvOO0ooooooooooooogn ek

goooboboobooboboobobooboooon

gogooo

EITHR

PING 211.14.13.86 (211.14.18.88]): 66 data byles
B4 bytes from 211.14.18.66: icmp_seq=0 tt1=62 time=12.4 ms

== Z11.14.13.86 ping statistics ---
1 packets transmitted, 1 packets received, 0% packet loss
round-trip minfave/max = 12.4/12.4/12.4 ns
traceroute to 211.14.13.66 (211.14.13.66), 30 hops max, 40 byte packets
1 192.168.120.16 (192,168.120.15) 1.545 ms  2.253 ms 1.B07 ms

2 192.169.100.50 (192.168.100.50) 2.210 4,955 2.308
3 172.17.254.1 (172.17.254.1) 8.777 ns 21.189 me  13.826 me godooobooooooboouooooooooon
4 210.135.192.108 (210.135.192.108) 9.205 ns 8.953 ms 3.310 ms
5 210.135.208.34 (210.135.208.34) 35.538 19.923 14.744
6 210.135.208.10 Ezwn.wss.zna.lng 110641 me 40,476 me 63.293 ms oooooo
7 2|n.|71.224.115 (zwn.wrl.2§4.||5) 43.948 ms  27.266 ms 36.787 ns
8 211.14.3.283 (211.14.8.288) 96.881 33,890 37.678
9 211.14.3.148 (211.14.8.148) 36.886 me 47051 me 19,291 ne oooooodooooddoooiedodnn
10 211.14.3.106 (211.14.3.106) 63.678 ms 12.888 ms 60.067 ns
T1211.14.2.193 (211.14.2.198) 33,777 ms 11.380 ms 17.282 ms Ogogoogoiooooooooooogoooo
12 % ok &
13 211.14.12.249 (211.14.12.248) 19682 ms 'K # 15.213 ms !X
doooooooooogo

pingOtraceroute 0 000000 OOOOOOO

gooooooooNnsoooooooooooo
OOoO0O00oO0o0oO0oO0ooOoOoOoOoOooowroooa
ooooo0oooooooooo

O0o000DOoOO0OO0OOoO0OOOoOoOOooOooon
O00oO00OOoO0O0O0o0oOoOoOOoOooOooOoOoon
Oo0oO0oOOoO0oOoO0OoOoOOOoOOoOOoOOooO
QUgreldO0OipsecoD O O)
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[PacketDump TypePcap O 0O 0O ]
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0000000000000000000000
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o Device
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Oo00ADOODOODODODOODOODODOOO
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o Dump Filter
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