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Aug 3 12:00:14 localhost ipsec_setup:
...FreeS/WAN IPsec started

Aug 3 12:00:20
104 "xripsecl"

localhost ipsec__plutorun:
#1: STATE_MAIN_I1: initiate

Aug 3 12:00:20
106 "xripsecl"
STATE_MAIN_I1;

localhost ipsec__plutorun:
#1: STATE_MAIN_I12: from
sent MI2, expecting MR2

Aug 3 12:00:20
108 "xripsecl"
STATE_MAIN_I12;

localhost ipsec__plutorun:
#1: STATE_MAIN_I13: from
sent MI3, expecting MR3

Aug 3 12:00:20
004 "xripsecl"
established

localhost ipsec__plutorun:
#1: STATE_MAIN_I4: ISAKMP SA

Aug 3 12:00:20
112 "xripsecl"

localhost ipsec__plutorun:
#2: STATE_QUICK_I1: initiate

Aug 3 12:00:20 localhost ipsec_ plutorun:
004 “"xripsecl™ #2: STATE_QUICK_12: sent Ql2,
IPsec SA established
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Apr 25 11:14:27 localhost ipsec_setup:
...FreeS/WAN IPsec started

Aug 3 11:14:34 localhost ipsec__plutorun: whack:
phl_mode=aggressive whack:CD_ID=@home

whack: 1D_FQDN=@home 112 "xripsecl" #1:
STATE_AGGR_I1: initiate

Aug 3 11:14:34 localhost ipsec__plutorun: 004
"xripsecl" #1: SAEST(e)=STATE_AGGR_I2: sent Al2,
ISAKMP SA established

Aug 3 12:14:34 localhost ipsec__plutorun: 117
"xripsecl™ #2: STATE_QUICK_I1: initiate

Aug 3 12:14:34 localhost ipsec__plutorun: 004
"xripsecl™ #2: SAEST(13)=STATE_QUICK_I2: sent QI2,
IPsec SA established
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[DOO IPsecO0OOOOOOOOO]

000 interface ipsecO/ethl 218.xXXX.XXX.XXX 000000000000 IPsecO000000
000 goodooooooooood

000 “xripsecl™: 192.168.xxx.xxx/24
===218 . XXX . XXX XXX [@<Td>] -—-218 . XXX . XXX . XXX . . .

000 "xripsecl™: ...219.XXX.XXX.XXX
===192.168. XXX . XXX . XXX/ 24

000 "xripsecl™: ike_life: 3600s; ipsec_life:
28800s; rekey margin: 540s; rekey fuzz: 100%;
keyingtries: 0

000 "xripsecl”: policy: PSK+ENCRYPT+TUNNEL+PFS;
interface: ethl; erouted

000 "xripsecl": newest ISAKMP SA: #1; newest
IPsec SA: #2; eroute owner: #2

000

000 #2: "xripsecl™ STATE_QUICK 12 (sent QI2, IPsec
SA established); EVENT_SA REPLACE in 27931s;
newest IPSEC; eroute owner

000 #2: "xripsecl" esp.32a406c4@219.XXX . XXX . XXX
esp.1be9611c@218 . XXX . XXX . XXX
tun. 10020219 . xxX. XXX . XXX tun.1001@218 . XXX . XXX .XXX

000 #1: "xripsecl™ STATE_MAIN_I14 (ISAKMP SA
established); EVENT_SA_REPLACE in 2489s; newest
1SAKMP
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Jan 25 14:14:07 localhost XR-Filter: FILTER INPUT 1 IN=ethO OUT= MAC=00:80:6d:xx:xX:xx:00:
20:ed:yy:yy:yy:80:00 SRC=192.168.xxX.XXX DST=XXX.XXX.XXX.XxXX LEN=40 TOS=00 PREC=0x00 TTL=128
ID=43951 CE DF PROTO=TCP SPT=2526 DPT=880 SEQ=4098235374 ACK=1758964579 WINDOW=48000 ACK
URGP=0

Jan 25 14:14:07000syslog DO O OODOOODOODOOO

XR-Filter:OO OO0 O0OODOOODOOODOODOODOODOO

FILTER_INPUT_1 gogoboodbiboooobobuooobobbouooonbo
FILTER_ FORWARDD O OO OO ODoOoooodogd

INOD0D0DO0000o0booobobooooobuoobbooobobao

ouT=0004UgUobLbOb obbhooobobbuooobbuooobobboobobbooobo

uogobogoboob oobobuooobooxrRbbooobobboooooboooboboo

gobobooobbono obbooooboboooboboo

MACDOODODOO ObhoobobovAcOoboobobooDbo

SRC= gogoimwproboogoobooooo
DST= goboimwroboooboooon
LEN=O000DU0O000 oobbobooobboo
Tos=00000OD0O0O0 T0S bitOODOOODOODOOO
TTL= TTLoogooobooan

1D= PO IDOOOODOO0O
PROTO=-OODOOOOO ODOOO0OOODOOOOD

gooooo ievhogoooooooboiievoboooobbooooog

TYPE=0 iIcvPOoonooooooon

CODE=0 IcMPOoooooooonon
1D=3961 ICMPO IDOOODODOO

SEQ=6656 iIcvPOOO0DOO0oOoO0bOobOOoODOd
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GRE O Generic Routing Encapsulationd O 0 00O
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OB 92,1 68.04 /30)
l— B192.168.1.1)
l— 910216821

R 92,1 68.0.£/30)

TTL 265 (1-255)

Aw37x—-3FF LR
UE—FEIRIFE LA
0 - HILGEETEIFE -2

PEERFE |- 2

(i) 1476 iRkiE 14763

O ERTS | ipsecl VI

%' Routing Table |7
(0-4204967205)

CoEm ¢ omm

GREcwerlPSac

104 — MmEE
End-to-End Checksumming
CoEm Comm
wssill eyt

CH TNBF |TMSSiE HIOMIE S |3,
M35 il EE Ehak E (Clamp WSS to MTLILE T,

MSSETE

cbOonouooboobDgon
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0000000oDoodooOgooondliksec
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OO4byte0 GRED OO DOODOODOOOO
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goboboooboobobobooboo

gboogbooobeGEDDODDODOODO
go

I 72 MAARE

Tunnel is down, Link is down
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god
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(-
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Address Address
Tzi01

Check Link.
sum i
ai/a [Aezieeizil | 19

State

Local Peer
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Eicee 721010273 [®m [ o |

iz | i
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gooobooooboobobooboobon
gboobooboboooboboobobooo
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RADIUSO D ODOOODO0ODOOO0DOODOOO
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NASOOODoOOoooobooboobgoooooo
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" NAS-IP-Address” O IPOOOOOOODOOO
XR-4100 IPOOODOOODOOODOO

" NAS-ldentifier’ OO OUOO0OOOOOOOOO
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ocbOobOuoooboOobDOon

rRADILSO O OOO0ODOOODOODOODOOO
goooboooboobooboboobooo
gboooboobobobobobobooboobo
gooobooobooobbooboboboooboog
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<O000pooooog >

Apr 7 17:04:45 localhost httpd[21529]:
[error] [client 192.168.0.1] user abc: au-
thentication failure for "/": password mis-
match

<g0oogooooog s>

Apr 7 17:04:49 localhost authgw: 192.168.0.1
- abc [07/Apr/2003:17:04:49 +0900] "GET /
HTTP/1.1" 200 353
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You can connect to the External Network

(abc@192.168.0.1).

Date: Mon Apr 7 10:06:51 2003
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0200 OO0OOOOOOO

ooo0oooon

XR-410000000000DOO0DOO0O0DODOO o ping0d OO
gobobooobooboboobgoobooboo 0000000 XR-41000 Ping0D O ODODODO
gobooooooooboobboo3booo FODN(www.xxx.co.jp0 000 00O0O)DDOODO

gooobooo iPOD00O00000O00000O00000O0000O00O0
OpingO OO gogooo
Otraceroute0 00O FTER

ooooooooooo

PING 211.14.13.66 (211.14.13.66): 56 data byles
B4 bytes from 211.14.13.68: fcmp_seq=0 t11=51 time=43.

64 bytes from 211.14.13.66: icop_seq=1 tt1=52 time=B5.
D D D D E4 bytes from 211.14.13.68: icmp_seq=2 tt1=62 time=11.
- 64 bytes from 211.14.13.66: icnp_seq=d tt1=52 time=12.
B4 bytes from 211.14,13.68: icmp_seq=4 t11=52 time=69.

WebD |:| |:| |:| D |:| |:| D |:| |:| D |:| |:| D D D |:| |:| |:| D |:| G4 bytes from 211.14.19.66: icnp_sea=5 tt1=57 tins=50.

B4 bytes from 211.14,13.66: icwp_seq=6 t11=52 tine=12.0 ms
64 bytes from 211.14.18.68: icnp_seq=7 tt1=52 tine=71.4 ns
DDDDDDDDDDDDDDDDDD B4 bytes from 211.714.13.B6: icmp_seq=8 tt1=52 tine=12.0 ms

[ -]
=
7

k4 bytes from 211.14.13.66: icmp_seq=8 tt1=52 time=11.

--- P11.14.13.66 ping statistics ---
FODMNE I IIPFELA 10 packets transmitted, 10 packets received, 0% packet loss
round-trip minfavg/max = 11.7/37.3/71.4 nz

5= Tx — ADASTECEEET)
~ EER C wLER ~ TILFE Tl o tracerouted O O

Ping
£ EURI FEte 0000000000000 oOoooooooo
2 0000pingD 0000FENOOOD IPOOD
e 00000000000oO0o0oooooo
FODNEFIIFFELA gooono
Trace Route EiTiE
=T

PING 211.14.13.686 (211.14.13.86]: 66 data bytes
B4 bytes from 211.14.15.88: icmp_seq=0 t11=562 time=12.4 ns

--- 211.14.18.86 ping statistics ---

1 kets t itted, 1 ket ived, 0¥ ket |
G EER C TR C TSR C M LEa e, it T S
(= EtherD (" Etherl

traceroute to 211,.14.13.88 (211.14,18.68), 30 hops max, 40 byle packets
PRt e W  EDi I

192.168.120.16 (192.168.120.16) 1.645 ns 2.253 ms 1.607 ms
192.168.100.50 (192.168.100.50) 2.210 ms 4.955 ms 2.309 ms
=7 | | #gEE |

1
2
3 172.17.264.1 (172.17.254.1) B.777 ms  21.189 ms  13.946 ns

4 210.135.182.108 (210.135.192.108)  9.205 ws 8.953 ms  0.310 ms

5 210.135.200.34 (210.135.208.34) 356.538 ms 19.923 ms  14.744 ws

B 210.135.208.10 (210.135.208.10) 41.641 ns 40.476 ms  63.293 ms
7oo210.171.224. 115 (210.171.224.116) 43,948 ns  27.256 ms  36.767 ms
8 211.14.8.235 (211.14.3.233)  36.861 ns  33.890 ms 37.679 m=

9 211.14.8.146 (211.14.3.148)  36.666 ns  47.161 ms  18.431 ns

10 211.14.8.106 (211.14.3.106) 6&.578 ms 13.883 ms 60.067 ns

:; il;.;#.Z.WBG (211.14.2.193) 88.777 ms  11.380 ms 17.282 ms
Device OapOountI OapSizeI 13 211.14.12.249 (211.14.12.248) 18.692 ms !X * 16.213 n3 ¥
Dump Filter
2 pingOtraceroute 0000000 OOOOODOO
PacketDump TypePocap LI DDDDDDDDDNSDDDDDDDDDDDD
E R DA IDERA T X FEfEETIMbyte TS O0000ooooooooooooowproooog

R F TR ) Ty FOAE A LB ET B E T
o0o0o0o0o0oOo0oO0oooooo
=7 |  wExT |
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gbooooobod

goggo

EiTER

gboobooboboobooboboobon
googod
googoogoggogoogicodoodn
gogfdfoleododogooogooooogog

googodgoggogogn

o PacketDump TypePcap
ogoooooooooooooood
goooodooooooobobooooooon
ogooooooooooad

ODleviceMOOOOOODOOOODODODO
gboobobooobooboboobg
goooboobbooADdbooboon

OCapCountt 00D UOO0DOODODODOODOO
goobo10999900000o0on

O CapSizel

100000000 00o0oooooooooon
O00O0Doooog” byte" OO0

0000 12800000001280000000
0000000012800 0000000000
0o
O0000ooo000oooooooooooon
Oo0ooooooooooooooooooon
oooooooooooo

O Dump Filterd
Oo0ooooooooooooooooooon
Oo0000ooooooooDooooooooon
Ooooooooooooooooooooon
ooooooo

@Hrooooooooooooo
- host 192.168.1.1

(Hoooooooooooooo
- port 80

(OHoooooooooooooooooo
— src net 192.168.1.0/24

(0)DoDODOoOoOOOOO0O0O000
- tcp
(000O0O0oooo0n)
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ooooQ or"” and”” not” OOOOODODOOO gbobooooomooooooboooboobo

oooooon oooooooo
(0)192.168.0.0/240 00000000000 0000o0000000oooggoog
oooooooo
- src net not 192.168.0.0/24 and dst net 192.168.0.0/24 SEFTHEER| ZEMS D TR B SR T,
[EFRTITEELT a3l

gobobooboobgooboboobooo
goooboboooboboobooboboon

oon
[AFET] [EiTPER]

oooooooooo0oooDoOOm tepdump

0oO0ooooooOfilterD0O000DODOOO

goobobbooobooboobooobooo

OODumpFilterD000O00ODOOODOOOO gobboobooboboogobobobo
goboboooboboobooboboobo
gog

FOETERIIBYER A

FIEE Vo bR R T E A
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0000ooooooooooooooo [PacketDump TypePcapO O 0O 0O]
00000o0oDoooooogoolibcap0dn
EHER ez 7)Y gzipOOOOoooOOoOoOO

oooooDooooDoboO0dezipdObDOoOO
gooobamednog

ST ERR 0000000000000000010000
0000000000000000000000
O PacketDump TypePcap0 O OO0 OO DO OODO
000000000 0000000000000
g ] 000000000000000000000

Bl

0000000000000000000000
Ocountd0 000000000000 00000 000000000

000MO000000000000000000
0000000000000000000000 eth0 | Ether0R— b
00000000000000000000000 ethl | Ether14é— k

ppp0 | PPP/PPPoE % [B]#5
ppp2 | PPP/PPPoE< JL Fi&#s 2

00000 (ezOOOD)YOOOOUOOODOOO

gboobooboboooboboobobooo
0000000000 ppp3 | PPP/PPPoE< JLF##5k 3

ppp4 | PPP/PPPoE< L Fi&#t 4
ppp5 | /Ny o 7y FER
ipsecO | ppp0L®ipsec

0000000000000000000000
Ethereal 000000000000 MO0000
0000000000000000000000
000000000000000000 ipsecl | ppp2 LD ipsec
ipsec2 | ppp3Ldipsec

ipsec3 | pppd LD ipsec

ipsecd | pppb LD ipsec

ipsech | ethO_E®ipsec

ipsec6 | eth1 E®ipsec

gre<n> | gre KmIEREES)
eth0:<n> | eth0LORMELS >4 —7 2 —R IHREIFES)
ethl:<n> | ethl EOREA V4 —7 1 -2 HRFEIFES)
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CHILDCPU=0u/0s
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Apr 26 01:38:67 localhost named[436]: Cleaned cache of 0 RRsets
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