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Aug 3 12:00:14 localhost ipsec_setup:
...FreeS/WAN IPsec started

Aug 3 12:00:20
104 "xripsecl"

localhost ipsec__plutorun:
#1: STATE_MAIN_I1: initiate

Aug 3 12:00:20
106 "xripsecl"
STATE_MAIN_I1;

localhost ipsec__plutorun:
#1: STATE_MAIN_I12: from
sent MI2, expecting MR2

Aug 3 12:00:20
108 "xripsecl"
STATE_MAIN_I12;

localhost ipsec__plutorun:
#1: STATE_MAIN_I13: from
sent MI3, expecting MR3

Aug 3 12:00:20
004 "xripsecl"
established

localhost ipsec__plutorun:
#1: STATE_MAIN_I4: ISAKMP SA

Aug 3 12:00:20
112 "xripsecl"

localhost ipsec__plutorun:
#2: STATE_QUICK_I1: initiate

Aug 3 12:00:20 localhost ipsec_ plutorun:
004 “"xripsecl™ #2: STATE_QUICK_12: sent Ql2,
IPsec SA established
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Apr 25 11:14:27 localhost ipsec_setup:
...FreeS/WAN IPsec started

Aug 3 11:14:34 localhost ipsec__plutorun: whack:
phl_mode=aggressive whack:CD_ID=@home

whack: 1D_FQDN=@home 112 "xripsecl" #1:
STATE_AGGR_I1: initiate

Aug 3 11:14:34 localhost ipsec__plutorun: 004
"xripsecl" #1: SAEST(e)=STATE_AGGR_I2: sent Al2,
ISAKMP SA established

Aug 3 12:14:34 localhost ipsec__plutorun: 117
"xripsecl™ #2: STATE_QUICK_I1: initiate

Aug 3 12:14:34 localhost ipsec__plutorun: 004
"xripsecl™ #2: SAEST(13)=STATE_QUICK_I2: sent QI2,
IPsec SA established
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gbooobood ipsecdbOonoooonooon ooboooooboooooon
gboobgobobooboboobbooooobobo

oooooon O ISAKMP SA established

O IPsec SA established
[DOO IPsecO0OOOOOOOOO]

000 interface ipsecO/ethl 218.xXXX.XXX.XXX 000000000000 IPsecO000000
000 goodooooooooood

000 “xripsecl™: 192.168.xxx.xxx/24
===218 . XXX . XXX XXX [@<Td>] -—-218 . XXX . XXX . XXX . . .

000 "xripsecl™: ...219.XXX.XXX.XXX
===192.168. XXX . XXX . XXX/ 24

000 "xripsecl™: ike_life: 3600s; ipsec_life:
28800s; rekey margin: 540s; rekey fuzz: 100%;
keyingtries: 0

000 "xripsecl”: policy: PSK+ENCRYPT+TUNNEL+PFS;
interface: ethl; erouted

000 "xripsecl": newest ISAKMP SA: #1; newest
IPsec SA: #2; eroute owner: #2

000

000 #2: "xripsecl™ STATE_QUICK 12 (sent QI2, IPsec
SA established); EVENT_SA REPLACE in 27931s;
newest IPSEC; eroute owner

000 #2: "xripsecl" esp.32a406c4@219.XXX . XXX . XXX
esp.1be9611c@218 . XXX . XXX . XXX
tun. 10020219 . xxX. XXX . XXX tun.1001@218 . XXX . XXX .XXX

000 #1: "xripsecl™ STATE_MAIN_I14 (ISAKMP SA
established); EVENT_SA_REPLACE in 2489s; newest
1SAKMP
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Jan 25 14:14:07 localhost XR-Filter: FILTER INPUT 1 IN=ethO OUT= MAC=00:80:6d:xx:xX:xx:00:
20:ed:yy:yy:yy:80:00 SRC=192.168.xxX.XXX DST=XXX.XXX.XXX.XxXX LEN=40 TOS=00 PREC=0x00 TTL=128
ID=43951 CE DF PROTO=TCP SPT=2526 DPT=880 SEQ=4098235374 ACK=1758964579 WINDOW=48000 ACK
URGP=0

Jan 25 14:14:07000syslog DO O OODOOODOODOOO

XR-Filter:OO OO0 O0OODOOODOOODOODOODOODOO

FILTER_INPUT_1 gogoboodbiboooobobuooobobbouooonbo
FILTER_ FORWARDD O OO OO ODoOoooodogd

INOD0D0DO0000o0booobobooooobuoobbooobobao
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gobobooobbono obbooooboboooboboo

MACDOODODOO ObhoobobovAcOoboobobooDbo

SRC= gogoimwproboogoobooooo
DST= goboimwroboooboooon
LEN=O000DU0O000 oobbobooobboo
Tos=00000OD0O0O0 T0S bitOODOOODOODOOO
TTL= TTLoogooobooan

1D= PO IDOOOODOO0O
PROTO=-OODOOOOO ODOOO0OOODOOOOD

gooooo ievhogoooooooboiievoboooobbooooog

TYPE=0 iIcvPOoonooooooon

CODE=0 IcMPOoooooooonon
1D=3961 ICMPO IDOOODODOO

SEQ=6656 iIcvPOOO0DOO0oOoO0bOobOOoODOd
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GREO OO

GRE O Generic Routing Encapsulationd O 0 00O
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l— 910216821

R 92,1 68.0.£/30)
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Aw37x—-3FF LR
UE—FEIRIFE LA
0 - HILGEETEIFE -2

PEERFE |- 2

(i) 1476 iRkiE 14763

O ERTS | ipsecl VI

%' Routing Table |7
(0-4204967205)

CoEm ¢ omm

GREcwerlPSac

104 — MmEE
End-to-End Checksumming
CoEm Comm
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O0O0O0WAND IPO0D0D0)0000000

o00OO(@OO)IOOO
O0O0O0WAND IPO0D0D0O0000000
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IZ-nd O E AL O syslog| TS
FREANS AL 1 syslog| RS
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gooobo b0 oobooboobgooobooboo
gbooobogoog
goboob0 0 goboboobooboon
gooboobooogon

<go0oOoooooo s>

Apr 7 17:04:45 localhost httpd[21529]:
[error] [client 192.168.0.1] user abc: au-
thentication failure for "/": password mis-
match

<g0oogooooog s

Apr 7 17:04:49 localhost authgw: 192.168.0.1
- abc [07/Apr/2003:17:04:49 +0900] "GET /
HTTP/1.1" 200 353
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You can connect to the External Network

(abc@192.168.0.1).

Date: Mon Apr 7 10:06:51 2003
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0200 OO0OOOOOOO

ooo0oooon

XR-410000000000DOO0DOO0O0DODOO o ping0d OO
gobobooobooboboobgoobooboo 0000000 XR-41000 Ping0D O ODODODO
gobooooooooboobboo3booo FODN(www.xxx.co.jp0 000 00O0O)DDOODO

gooobooo iPOD00O00000O00000O00000O0000O00O0
OpingO OO gogooo
Otraceroute0 00O FTER

ooooooooooo

PING 211.14.13.66 (211.14.13.66): 56 data byles
B4 bytes from 211.14.13.68: ifcmp_seq=0 t11=52 tine=49.5 ms

b4 bytes from 211.14.13.66: icmp_seq=1 t11=52 tine=B5.7 mns
D D D D Ed bytes from 211.14.13_66: icmp_seq=2 tt1=62 tine=11.7 m=
- 64 bytes from 211.14.13.66: icmp_seq=3 t11=52 tine=12.0 mns
E4 bytes from 211.14.13.68: icmp_seq=4 tt1=62 time=69.0 msz
WebDDDDDDDDDDDDDDDDDDDDD B4 bytes from 211,14, 13,66 icmp_seq=b tt1=52 time=58.3 ms
E4 bytes from 211.14.13.68: icmp_seq=6 tt1=62 time=12.0 msz
B4 bytes from 211.14.13.68: icmp_seq=7 ti1=52 tine=71.4 ns
EI D D EI D D D D D D D D D D D D D D B4 bytes from 211.14.13.E8: icmp_seq=8 tt1=562 time=12.0 msz
B4 bytes from 211.14.13.BB: icop_seq=8 tt1=52 time=11.8 n=

: --- 211141366 ping statistics ---
FRDMNE FlXIPF

Eublladi s 10 packets transmitted, 10 packets received, 0¥ packet loss
I round-trip minfavg/max = 11.7/37.3/71.4 nz

A E-TFr— ANEE (ZBE)
O EB® © FILFH2 O FikFHE ¢ FILFH4

Ping o tracerouted 00O
(= EtherD {~ Etherl
crow [ 0000000000000000000000
O000pingDOODOOFMNOOOO IPOODO
= gddooobooooooooooooa
FRDNE RIZIPFE L2 ooooog
Trace Route S—
TR
=
PING 211.14.13.66 (211.14.13.68): 56 data bytes
€4 bytes from 211.14,13.66: icop seqsl L1252 tine=12.4 ns
- 211.14.13.88 ping statistics ---
& EER O VL Fe A | packets umimfﬁ‘li,slléikéfi r?ceived, 03 packet loss
d-trip mi = 12.8012.4/12.4
(" Etherd (™ Ethert fraveroute (o 211 14. 13,68 {211.14.18.88), 30 hors max. 40 byle packets

1 192.168.120.16 (192.168.120.16) 1.6456 ms 2.263 ms 1.607 ms

2 192.168.100.50 (192.168.100.50) 2.210 ms 4.955 ms 2.309 ms

3 172.17.264.1 (172.17.254.1) B.777 ms  21.189 ms  13.946 ns

4 210.135.182.108 (210.135.192.108)  9.205 ws 8.953 ms  0.310 ms
5 210.135.200.34 (210.135.208.34) 356.538 ms 19.923 ms  14.744 ws
3
7
3
k]

I e ~ EF0it |

=iT | fEET | 210.135.208.10 (210.135.208.10)  41.641 ws 40,476 ms  §2.293 ms
210,171,224, 115 (210.171.224.116) 43,948 ws  27.256 ms  36.767 ms
211.14.8.2358 (211.14.3.233) 36.861 ns  35.390 ms 37.679 nm=
211.14.8.146 (211.14.3.148) 36.866 ns  47.151 ms 18.481 nms
10 211,145,106 (211.14.3.106) 65.578 ms 15.889 ms 50.067 ms
11 211,142,188 (211.14.2.193) 88.777 ms  11.380 ms 17.282 ms
12 & &

*
13 211.14.12.249 (211.14.12.248) 19,682 ms !X * 15213 ns ¥

pingOtraceroute 1000000 OOOOOOO
oo0oOo0oOoO0OooNsOO00000000000
ooooooooooooooooowroooao
oooooooooooooao
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BApr T8 00:06:71 TocaThost -- WARE -- ﬂ
Apr 26 00:25:11 localhost -- HARK --

Apr 2B 00:37:68 localhost named[43B]: Cleaned cache of 0 RRsets

fpr 28 00:37:53 localhost named[436]: USAGE 1018745075 1013556843

CHILDCPU=0u/0s

localhost named[43B]: NSTATS 1018743073 1013666843 A=3

Apr 26 00:37:50 localhost named[436]: NSTATS 1019749079 1019556643 RR=0 RNKD=0
RFwdR=0 RDupR=0 RFail=0 RFErr=0 RErr=0 RAKFR=0 RLame=0 ROpts=0 E8ysl=1 SAns=(
SFwdl=3 SDupf=13233 SErr=4 RE@=3 RIN=0 RFwd@=0 RDupR=0 RTCP=0 SFwdR=0 SFail=0

SFErr=0 EMahns=0 SNKD=0

CPU=2.58u/2.34s
Apr 2B D0:37:58

Apr 2B 01:0E:08 localhost -- MARE --

Apr 2B 01:26:08 localhost -- MARE --

Apr 26 01:38:67 localhost named[436]: Cleaned cache of 0 RRsets
Apr 26 01:38:67 localhost named[436]: USAGE 1018752737 1019656843

CHILDEPU=0u/0s
localhost named[436]:

CFU=2.58u/2.34s
Apr 26 01:38:57 NSTATS 1019752737 1013556043 A=3

Apr 26 01:38:67 localhost named[436]: XSTATS 1018752737 1019556843 RR=0 RNKD=0
RFwdR=0 RDupR=0 RFail=0 RFErr=0 RErr=0 R&XFR=0 Rlame=0 ROpts=0 S3ysd=1 SAns=0
SFwdd=3 5Dup=13233 SErr=4 RO=3 RIO=0 RFwd@=0 RDupf=0 RTCP=0 SFwdR=0 &Fail=0

SFErr=0 SNahns=0 SNXD=0

Apr 2B 02:07:08 localhost -- WARK --
Apr 26 02:27:06 localhost -- WARK --
Apr 2B 02:33:64 localhost named[438]:

N

Cleaned cache of [ RRsets

Apr 26 02:39:164 localhost named[436]: USAGE 1019756304 1010556843
CPU=2.58u/2.34s CHILDCPU=0u/0s
Apr 26 02:39:64 localhost named[436]: MSTATS 10189756584 1018556643 A=3

Apr 26 02:39:164 localhost named[436]: NSTATS 1019756394 1019556643 RR=0 RNKD=0
RFwdR=0 RDupR=0 RFail=0 RFErr=0 RErr=0 R&XFR=0 RlLame=0 ROpts=0 S8vsl=1 SAns=0
SFwdd=3 SDup0=13233% SErr=4 RO=3 RIO=0 RFwdd=0 RDup0=0 RTCP=0 SFwdR=0 3Fail=0

SFErr=0 ENakns=0 SNXD=0
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