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Aug 3 12:00:14 localhost ipsec_setup:
...FreeS/WAN IPsec started

Aug 3 12:00:20 localhost ipsec_ plutorun:
104 “xripsecl" #1: STATE_MAIN_I1: initiate

Aug 3 12:00:20
106 "xripsecl"
STATE_MAIN_I1;

localhost ipsec_ plutorun:
#1: STATE MAIN_12: from
sent MI2, expecting MR2

Aug 3 12:00:20
108 "xripsecl"
STATE_MAIN_12;

localhost ipsec_ plutorun:
#1: STATE MAIN_13: from
sent MI3, expecting MR3

Aug 3 12:00:20
004 "xripsecl"
established

localhost ipsec_ plutorun:
#1: STATE_MAIN_I14: I1SAKMP SA

Aug 3 12:00:20
112 “"xripsecl"

localhost ipsec_ plutorun:
#2: STATE QUICK I1: initiate

Aug 3 12:00:20 localhost ipsec_ plutorun:
004 "xripsecl™ #2: STATE_QUICK 12: sent Ql2,
IPsec SA established
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Apr 25 11:14:27 localhost ipsec_setup:
...FreeS/WAN IPsec started

Aug 3 11:14:34 localhost ipsec__plutorun:
whack:phl_mode=aggressive whack:CD_ID=@home
whack: ID_FQDN=@home 112 "xripsecl" #1:
STATE_AGGR_I1: initiate

Aug 3 11:14:34 localhost ipsec_ plutorun: 004
"xripsecl™ #1: SAEST(e)=STATE_AGGR_I2: sent
A12, ISAKMP SA established

Aug 3 12:14:34 localhost ipsec_ plutorun: 117
"xripsecl™ #2: STATE QUICK_ I1: initiate

Aug 3 12:14:34 localhost ipsec__plutorun: 004
"xripsecl" #2: SAEST(13)=STATE QUICK 12: sent
QI2, IPsec SA established
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000 "xripsecl™: 192.168.xxx.xxx/24
===218 XXX . XXX XXX [@<Td>] ---218 . XXX . XXX - XXX - - -
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===192. 168 . XXX . XXX . XXX/ 24

000 "xripsecl”: ike_life: 3600s; ipsec_life:
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interface: ethl; erouted

000 "xripsecl": newest ISAKMP SA: #1; newest
IPsec SA: #2; eroute owner: #2

000

000 #2: "xripsecl" STATE_QUICK 12 (sent QI2, IPsec
SA established); EVENT_SA REPLACE in 27931s;
newest IPSEC; eroute owner

000 #2: "xripsecl" esp.32a406c4@219 . XXX . XXX XXX
esp.1be9611c@218 . XXX . XXX . XXX
tun.1002@219 . xxX. XXX .XxX tun.1001@218.XXX.XXX.XXX

000 #1: "xripsecl" STATE_MAIN_I4 (ISAKMP SA
established); EVENT_SA REPLACE in 2489s; newest
1 SAKMP
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[QueueingD OO O]O OO
O0000oooooooooooooooooobbooooooooooooooobooooooooon

goooboogoo

qdisc pfifo 1: limit 300p
Sent 9386 bytes 82 pkts (dropped 0, overlimits 0)

qdisc -> 00 O04dOooOO0O

20 > 0000000000 OO0OOCOoolID

limit > 0000000000000C0O0O0O

Sent (nnn) byte (mm)pkts -> 0000000000 O0OOO
dropped -=> 0000 OOO0O0O

overlimits -> 00000000000 O0OOO

qdisc sfg 20: limit 128p quantum 1500b flows 128/1024 perturb 10sec
Sent 140878 bytes 206 pkts (dropped 0, overlimits 0)

limit (nnn)p -> 000000000000O00O0O

quantum -> OO QOQOQOOOO

flows (nnn)/(mmm) ->mmmO 0000000000000 O0O0O0OOO0OOOOnnnO0O0O
perturb (n)sec -> 000000000

qdisc tbf 1: rate 500Kbit burst 1499b/8 mpu Ob lat 4295.0s
Sent 73050 bytes 568 pkts (dropped 2, overlimits 17)

rate -> 000000000

burst -> 0000000

mpu -=> 000000000

lat > 00000tfOO00000O0O0OO0O

qdisc cbg 1: rate 1000Kbit cell 8b mpu 64b (bounded,isolated) prio no-transmit/8 weight
1000Kbit allot 1514b
level 2 ewma 5 avpkt 1000b maxidle 242us
Sent 2420755 bytes 3945 pkts (dropped 0, overlimits 0)
borrowed 0 overactions 0 avgidle 6399 undertime 0

bounded, isolated -> bounded,isolated 0 0000 00O O (bounded 0 OO0 000 O OO isolated

ooooooog)

prio > 0000000 @OOO reot0000O0O00prio0O0O0OOOO)

weight -> 00000000000O0O0O

allot > 000000O00DOOO

ewma -> 0000000000

avpkt -> 000000000

maxidle -> 000000000000 O0O0OO

borrowed -> 000000000000 OO0OO

avgidle -> EMWAO DO ODOOO0O0OODOOOOODOOOOODOOOOODOOO
000000000ooo0o0oDoooooooooooogrc"uonoo
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[CLASSO OO O]O000
gooooooooooooboooonooo

O01eeOiooon)
class cbq 1: root rate 1000Kbit cell 8b mpu 64b (bounded,isolated) prio no-transmit/8
weiight 1000Kbit allot 1514b
level 2 ewma 5 avpkt 1000b maxidle 242us
Sent 33382 bytes 108 pkts (dropped 0, overlimits 0)
borrowed 0 overactions 0 avgidle 6399 undertime 0
class cbq 1:10 parent 1:1 rate 500Kbit cell 8b mpu 64b prio 1/1 weight 50Kbit allot 1500b
level 0 ewma 5 avpkt 1000b maxidle 6928us offtime 15876us
Sent 0 bytes 0 pkts (dropped 0, overlimits 0)
borrowed 0 overactions 0 avgidle 181651 undertime 0
class cbg 1:1 parent 1: rate 1000Kbit cell 8b mpu 64b (bounded,isolated) prio 3/3 weight
100Kbit allot 1500b
level 1 ewma 5 avpkt 1000b maxidle 242us
Sent 2388712 bytes 3843 pkts (dropped 0, overlimits 0)
borrowed 2004 overactions 0 avgidle 6399 undertime 0
class cbq 1:20 parent 1:1 leaf 20: rate 500Kbit cell 8b mpu 64b (bounded) prio 2/2 weight
50Kbit allot 1500b
level 0 ewma 5 avpkt 1000b maxidle 6928us offtime 15876us
Sent 142217 bytes 212 pkts (dropped 0, overlimits 0)
borrowed 0 overactions 0 avgidle 174789 undertime 0

parent -> OO OO ID

o020 0aadd)
class prio 1: parent 1: leaf 1001:
class prio 1: parent 1: leaf 1002:
class prio 1: parent 1: leaf 1003:

prio -> 000
parent -> OO OO ID
leaf -> leaf OO 0O ID
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[CLAssOOO0O0O0OOO0O0O0]joon
gooobobogoooobobooobobgon

ooiecooonono)

[ PARENT 1: ]

filter protocol ip pref 1 u32

filter protocol ip pref 1 u32 fh 805: ht divisor 1

filter protocol ip pref 1 u32 th 805::800 order 2048 key ht 805 bkt O flowid 1:20
match c0a8786F/FFFFffff at 16
match 00060000/00Ff0000 at 8

filter protocol ip pref 1 u32 th 804: ht divisor 1

filter protocol ip pref 1 u32 th 804::800 order 2048 key ht 804 bkt O flowid 1:10
match c0a87800/FFFFFf00 at 16
match 00060000/00Ff0000 at 8

filter protocol ip pref 3 u32

filter protocol ip pref 3 u32 th 805: ht divisor 1

filter protocol ip pref 3 u32 fh 805::800 order 2048 key ht 805 bkt 0 flowid 1:20
match c0a8786f/FFFFfFff at 16
match 00060000/00Ff0000 at 8

filter protocol ip pref 3 u32 th 804: ht divisor 1

filter protocol ip pref 3 u32 fh 804::800 order 2048 key ht 804 bkt 0 flowid 1:10
match c0a87800/FFFfff00 at 16
match 00060000/00Ff0000 at 8

protocol -> 0O O0OOOOONO

pref -> 000

ul2 -> 000000000000 DOO0O0U0oooUoooo

at 80atl6 > 000000000000 DOO0OOODOO0OOOOOODOOOOODOOO
at 80 000000DO90O0UUODOUUUODDbOOOd

flowid > 0000000000 0O0OO0OO

o020 000O0)

[ PARENT 1: ]

filter protocol ip pref 1 fw

filter protocol ip pref 1 fw handle 0x1 classid 1:3
filter protocol ip pref 2 fw

filter protocol ip pref 2 fw handle 0x2 classid 1:2
filter protocol ip pref 3 fw

filter protocol ip pref 3 fw handle 0x3 classid 1:1

pref -> 000
handle -> TOSO O O MARK [
classid -> 00000000 OODOOO D
gooiumwi:(n) Dooo1oonm:000o0oaon
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[PacketODOOOODO]OOO
goboboobobooobobgoooo

pkts bytes target prot opt in out source destination

272 39111 MARK all -- eth0O any 192.168.120.111 anywhere MARK set Ox1
83 5439 MARK all -- eth0 any 192.168.120.113 anywhere MARK set 0x2

447 48695 MARK all -- eth0 any 192.168.0.0/24 anywhere MARK set 0x3
0 0 FTOS tcp -- eth0 any 192.168.0.1 111.111.111.111  tcp spts:1024:

65535 dpt:450 Type of Service set 0x62

pkts -> 00 @ O0)YdODOOOOOO
bytes -> 00 @ O)H)ODOOOOOO
target -> 00000 (MARKO TOSO )
prot -> JO40Ogd

in > 0000000000000
out > 000000000 ODOOODO
source > 0O O IPOOO0O
destination -> OO0 IPOOOO
MARK set -> 00O 00O MARKO
spts > 00O ooogg

dpt > 00000000

Type of Service set -> 00000 TOSOODOO
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iPOO0O0OoOoToSOOO0bOO0OOOobOooobOobooooobooooDboo<D 1>

o000 1000 00
8 Minimize delay (md)
4 Maximize throughput (mt)
0010 2 Maximize reliability (mr)
1 Minimize monetary cost (mmc)
0 Normal Service

mdOOOOOO0OOmOOO0O00OOCO00O0O0OmmOO0OO0OOOmcOO0O0DOOOOODOODOOOO
gboobooobooooboo

goboobooogbooooTesOoboooooobooboooogb<n 2

TOS ooo 0Od LinuxOOoooO ood
0x0 0 Normal Service 0 Best Effort 1
0x2 1 Minimize Monetary Cost 1 Filler 2
0x4 2 Maximize Reliability 0 Best Effort 1
0x6 3 mmc+mr 0 Best Effort 1
0x8 4 Maximize Throughput 2 Bulk 2
Oxa 5 mmc+mt 2 Bulk 2
Oxc 6 mr+mt 2 Bulk 2
Oxe 7 mmc+mr+mt 2 Bulk 2
0x10 8 Minimize Delay 6 Interactive 0
0x12 9 mmc+md 6 Interactive 0
0x14 10 mr+md 6 Interactive 0
0x16 11 mmc+mr+md 6 Interactive 0
0x18 12 mt+md 4 Int. Bulk 1
Oxla 13 mmc+mt+md 4 Int. Bulk 1
Oxlc 14 mr+mt+md 4 Int. Bulk 1
Oxle 15 mmc+mr+mt+md 4 Int. Bulk 1

go0d0oooOooOoopolUipDOOOUOUDOUUOUODOUDODOUOUODOOO3@DODOO3OO)YDDOO
O0O0000PQ Paramater D0 OO0 OO0 BandO 0O O0ODOOOOOOODOOOOODO 4O

LinuxOOOOOOOOOLIinuxOO TOSOOOOOOOOOOOOO PQ Paramater 0 OO O Priority-
mpO0 000000000 O0OOOCOOOO Priority-mapO00000OO0OO
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ooooooooooobooooooboooooDobooOooooDbooOn (RRCL349)0
gobogoooogogrTesoooboooboboooboob<d 3

ooooooog | TosOODOO | 00
__________ _I___________I_____________
TELNET | 1000 | (minimize delay)
__________ _I___________I_____________
FTP | |

Control | 1000 | (minimize delay)

Data | 0100 | (maximize throughput)
__________ _I___________I_____________
TFTP | 1000 | (minimize delay)
__________ _I___________I_____________
SMTP | |

Command phase | 1000 | (minimize delay)

DATA phase | 0100 | (maximize throughput)
__________ _I___________I_____________
Domain Name Service | |

UDP Query | 1000 | (minimize delay)

TCP Query | 0000 |

Zone Transfer | 0100 | (maximize throughput)
__________ _I___________I_____________

NNTP |  ooo01 | (minimize monetary cost)
__________ _I___________I_____________
ICMP | |

Errors | 0000 |

Requests | 0000 (mostly) |

Responses | <same as request>| (mostly)
__________ B S

gopoogTosOonoooUODoO)ydO<O20000000000000

Teshooobgoboooboobgooobobooboobooobooobbooboobooboooboobo
gboobooboobobbooobooboboobooboon
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<O000opooooogs>

Apr 7 17:04:45 localhost httpd[21529]:
[error] [client 192.168.0.1] user abc: au-
thentication failure for "/": password mis-
match

<00oooooooo >

Apr 7 17:04:49