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[OOOIPsecOO00O0OOOOOODOOOOO]

gogogoogno

Aug 3 12:00:14

localhost ipsec_setup:

...FreeS/WAN IPsec started

Aug 3 12:00:20
104 "xripsecl"

Aug 3 12:00:20
106 "xripsecl”
STATE_MAIN_I1;

Aug 3 12:00:20
108 "xripsecl”
STATE_MAIN_I2;

Aug 3 12:00:20
004 "xripsecl"
established

Aug 3 12:00:20
112 "xripsecl”

Aug 3 12:00:20
004 “xripsecl"

localhost ipsec_ plutorun:
#1: STATE_MAIN_I1: initiate

localhost ipsec_ plutorun:
#1: STATE_MAIN_I2: from
sent MI2, expecting MR2

localhost ipsec_ plutorun:
#1: STATE_MAIN_I3: from
sent MI3, expecting MR3

localhost ipsec_ plutorun:
#1: STATE_MAIN_14: 1SAKMP SA
localhost ipsec_ plutorun:

#2: STATE_QUICK_I1: initiate

localhost ipsec_ plutorun:
#2: STATE_QUICK 12: sent Ql2,

IPsec SA established

112

googogoagodn

Apr 25 11:14:27 localhost ipsec_setup:
.. .FreeS/WAN IPsec started

Aug 3 11:14:34 localhost ipsec__plutorun:
whack:phl_mode=aggressive whack:CD_ID=@home
whack: ID_FQDN=@home 112 “xripsecl" #1:
STATE_AGGR_I1: initiate

Aug 3 11:14:34 localhost ipsec_ plutorun: 004
"xripsecl™ #1: SAEST(e)=STATE_AGGR_I2: sent
Al12, ISAKMP SA established

Aug 3 12:14:34 localhost ipsec_ plutorun: 117
"xripsecl™ #2: STATE QUICK_I1: initiate

Aug 3 12:14:34 localhost ipsec__plutorun: 004
"xripsecl" #2: SAEST(13)=STATE_QUICK I2: sent
QI2, IPsec SA established
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[OOO IPsecOO0O0O0O0O0OOOOO]

000 interface ipsec0/ethl 218.XXX.XXX.XXX
000

000 "xripsecl™: 192.168.xxX.xxx/24
===218 . XXX XXX XXX [@<TA>] -=-218 . XXX . XXX . XXX . -

000 "xripsecl': ...219.XXX.XXX.XXX
==2192.168 . XXX . XXX . XXX/ 24

000 "xripsecl": 1ike_life: 3600s; ipsec_life:
28800s; rekey margin: 540s; rekey fuzz: 100%;
keyingtries: 0

000 "xripsecl™: policy: PSK+ENCRYPT+TUNNEL+PFS;
interface: ethl; erouted

000 "xripsecl™: newest ISAKMP SA: #1; newest
IPsec SA: #2; eroute owner: #2

000

000 #2: "xripsecl™ STATE_QUICK 12 (sent Ql2,
IPsec SA established); EVENT_SA_REPLACE in
27931s; newest IPSEC; eroute owner

000 #2: "xripsecl" esp.32a406C4@219 . XXX . XXX . XXX
esp-1be9611c@218 - XXX . XXX . XXX
tun.1002@219 . XXX - XXX . XXX
tun.1001@218 . XXX . XXX . XXX

000 #1: "xripsecl™ STATE_MAIN_I14 (ISAKMP SA
established); EVENT_SA REPLACE in 2489s; new-
est ISAKMP

gboboobobooobon

O ISAKMP SA established
O IPsec SA established

goooboobobogipsecbngonOO
gbooobooobooooobooon
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o0 . ooo000oooooao

[QueueingD OO DO]JOOO
gogobobboooooobobbdooooobbbodooob bbb bbobbbboooob o
gooboooooog

qdisc pfifo 1: limit 300p
Sent 9386 bytes 82 pkts (dropped 0, overlimits 0)

qdisc gooboood
1: gobobobobooooooooib
limit gboobobobooooooog

Sent (nnn) byte (nmm) pkts |0 0000000 OCOOCOOO

dropped oooooooono

overlimits gooodddooooooooo

gdisc sfg 20: limit 128p quantum 1500b flows 128/1024 perturb 10sec
Sent 140878 bytes 206 pkts (dropped 0, overlimits 0)

limit (nnn)p D00000000D0000O0

quantum goobooobgd

flows (nnn)/ (mmm) mmO 0000000000000 000000000OnnO0O0O
perturb (n)sec oooooooon

gdisc tbf 1: rate 500Kbit burst 1499b/8 mpu Ob lat 4295.0s
Sent 73050 bytes 568 pkts (dropped 2, overlimits 17)

rate gbooooooon

burst goobooobd

mpu gbobobooogo

lat OoooowfoOOOOOOOOOO

qdisc chg 1: rate 1000Kbit cell 8b mpu 64b (bounded,isolated) prio no-transmit/8 weight
1000Kbit allot 1514b
level 2 ewma 5 avpkt 1000b maxidle 242us
Sent 2420755 bytes 3945 pkts (dropped 0, overlimits 0)
borrowed 0 overactions 0 avgidle 6399 undertime 0

bounded, isolated0 OO OO0 OO0
(boundedD D OO OOOODOusolatedd DODOODOOO)

bounded, isolated

prio O00@UO0OOTrootD 00000 Oprioc0ODODOO)
weight gobooboooboooobg

allot goboobooobooo

ewma goboooooon

avpkt gooboobogn

maxidle 00oo0o0ooooboooooboo

borrowed gobooobooboooobooo

EwAD OOOooooooooooboboboooooooobon
avgidle gbooooooobooboboboboooooboobooboboooT ey
gbooboooooooboooobobob
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00 . o0o000000o000ad

[CLAssOOOO]jo0OO
gbobooobobooobobgooooobo

dol<cebooog >

class cbg 1: root rate 1000Kbit cell 8b mpu 64b (bounded,isolated) prio no-transmit/8
weight 1000Kbit allot 1514b
level 2 ewma 5 avpkt 1000b maxidle 242us

Sent 33382 bytes 108 pkts (dropped 0, overlimits 0)

borrowed 0 overactions 0 avgidle 6399 undertime 0
class cbg 1:10 parent 1:1 rate 500Kbit cell 8b mpu 64b prio 1/1 weight 50Kbit allot 1500b
level 0 ewma 5 avpkt 1000b maxidle 6928us offtime 15876us

Sent 0 bytes 0 pkts (dropped 0, overlimits 0)

borrowed 0 overactions 0 avgidle 181651 undertime 0
class cbg 1:1 parent 1: rate 1000Kbit cell 8b mpu 64b (bounded,isolated) prio 3/3 weight
100Kbit allot 1500b
level 1 ewma 5 avpkt 1000b maxidle 242us

Sent 2388712 bytes 3843 pkts (dropped 0, overlimits 0)

borrowed 2004 overactions 0 avgidle 6399 undertime 0

class cbq 1:20 parent 1:1 leaf 20: rate 500Kbit cell 8b mpu 64b (bounded) prio 2/2 weight
50Kbit allot 1500b

level 0 ewma 5 avpkt 1000b maxidle 6928us offtime 15876us
Sent 142217 bytes 212 pkts (dropped 0, overlimits 0)
borrowed 0 overactions 0 avgidle 174789 undertime 0

parent gogooiup

002<PQO0O0O0O0 >
class prio 1: parent 1: leaf 1001:
class prio 1: parent 1: leaf 1002:
class prio 1: parent 1: leaf 1003:

prio oo
parent goooip
leaf leafO OO ID
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OO0 . 00000000000

[cLAssO0OO0O0O0OOOOOO]oOO
gobbooobobooooobooooobooo

goil1<cBoOdooon >

[ PARENT 1: ]

filter protocol ip pref 1 u32

filter protocol ip pref 1 u32 fh 805:

filter protocol ip pref 1 u32 fh 805::
match c0a8786F/FFffffff at 16
match 00060000/00Ff0000 at 8

filter protocol ip pref 1 u32 fh 804:

filter protocol ip pref 1 u32 fh 804:
match c0a87800/FFFfff00 at 16
match 00060000/00Ff0000 at 8

filter protocol ip pref 3 u32

filter protocol ip pref 3 u32 fh 805:

filter protocol ip pref 3 u32 fh 805:
match c0a8786f/FFFFFfff at 16
match 00060000/00Ff0000 at 8

filter protocol ip pref 3 u32 fh 804:

filter protocol ip pref 3 u32 fh 804::
match c0a87800/FFFFFF00 at 16
match 00060000/00Ff0000 at 8

ht divisor 1
800 order 2048 key ht 805 bkt 0 flowid 1:20

ht divisor 1
:800 order 2048 key ht 804 bkt 0 flowid 1:10

ht divisor 1
:800 order 2048 key ht 805 bkt O flowid 1:20

ht divisor 1
800 order 2048 key ht 804 bkt O flowid 1:10

protocol oboboooooo

pref ood

u32 oooooooOooooo@UuoIwPOoooOoO)oooooDUoooDooooo
oooooooooo

at 80 atl6 goooooooooooUooOoooUUUUUUUoLUULUOLULuOooo
at8 00000000000 oOoooooooon

flowid ooooQoooopopoopoooo

002<PQOOOOO >
[ PARENT 1: ]

filter protocol ip pref 1 fw
filter protocol ip pref 1 fw handle 0x1 classid 1:3
filter protocol ip pref 2 fw
filter protocol ip pref 2 fw handle 0x2 classid 1:2
filter protocol ip pref 3 fw
filter protocol ip pref 3 fw handle 0x3 classid 1:1
pref oo
handle TOSO O 0 MARKD
classid 00o0oo0oooooooaglin
ooOgmil:x(n)0o0oo1om:0000000
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OO0 . 00000000000

[Packet00OO0O]O000
000000000000000000

pkts bytes target prot opt in out source destination
272 39111 MARK all -- eth0 any 192.168.120.111 anywhere MARK set 0x1
83 5439 MARK all -- eth0O any 192.168.120.113 anywhere MARK set 0x2
447 48695 MARK all -- eth0 any 192.168.0.0/24 anywhere MARK set 0x3
0 0 FTOS tcp -- eth0 any 192.168.0.1 111.111.111.111  tcp spts:1024:
65535 dpt:450 Type of Service set 0x62
pkts 0o@D)oooooooo
bytes oo@o)yooooooo
target 00000 (MARKO T0SO)
prot goood
in goooooooooooo
out ogoooooooooooo
source ogoorwroooad
destination gogolipooog
MARK set 0000 0O MARKO
spts gooooood
dpt oooooood
Type of Service set goooogTosooong
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ooodoo
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gbooboobobooboobobbobo
golooogbogoobgoog

ooooo
gbooboobobbooboobobuoobo
gooobuoobobooboboooboobo
gooooobgo

O leaf(O)OOO
leaf OO OD0O0O0OO0ODOODODOOOOODOODO
gooo

O qdisc
gdobobobboooooooboboboooooo
ERERN

[0OO1Ip000o0]

00000000 1000000000 100
MAJOROO O MINRO OO 20000000000
000000000000

<MAJOR O O >O<MINORO O >

Qrootd 0000100000 boOonommobgon
go

gobooooobooovAoROOboooono
goooo

OMINNROODOOOOOODOOqdiscOOOO0OO
gboobooboboobobgn

<ggoooooog s>

1: root qdisc
|
1:1 0
0| O
o | O
0 | O
1:10 1:20 1:30 0
| |
I |
| |
| |
10: | leaf
I
30: qdisc
oo

1001: 1002: leaf
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o0 . T1osOOOnO

iPOO0OO0OOoODOoOoToOSUbDOobooboobobooboobobbobDooboobooobo
gboooboobgooboboobooboobobooboobooobobo

iPOODOoOToSOOOOOOoOoooobooooobooooobooboooo<Od

ooog 100 OO0

1000 8 Minimize delay (md)

0100 4 Maximize throughput (mt)
0010 2 Maximize reliability (mr)
0001 1 Minimize monetary cost (mmc)
0000 0 Normal Service

mdOOOOOO0OOmOO0OO0O0DOOCO0O0O0ODOOmmOO0OO0OOOmcOO0O0DOOOO0OODODODOOOO
gbobooboboooboo

goboobooogobooooTesboboboooobooooogob<d 2

T0S ooo oOd LinuxO o oo aooo
0x0 0 Normal Service 0 Best Effort 1
0x2 1 Minimize Monetary Cost 1 Filler 2
0x4 2 Maximize Reliability 0 Best Effort 1
0x6 3 mmc+mr 0 Best Effort 1
0x8 4 Maximize Throughput 2 Bulk 2
Oxa 5 mmc+mt 2 Bulk 2
Oxc 6 mr+mt 2 Bulk 2
Oxe 7 mmc+mr+mt 2 Bulk 2
0x10 8 Minimize Delay 6 Interactive 0
0x12 9 mmc+md 6 Interactive 0
0x14 10 mr+md 6 Interactive 0
0x16 11 mmc+mr+md 6 Interactive 0
0x18 12 mt+md 4 Int. Bulk 1
Oxla 13 mmc+mt+md 4 Int. Bulk 1
Oxlc 14 mr+mt+md 4 Int. Bulk 1
Oxle 15 mmc+mr+mt+md 4 Int. Bulk 1

goooboooogoooboUooUobUobOoUobOOobOoboUobOUobOOoobOOobD3ooo3ooH)ooo
OO0O00D0OPQ ParamaterD 00000 BandO 0O DODOOOOOOOOOODOOOO 4)O

LinuxOOOOOOOOOLinuxDOOTOSOOOOOOOOOOOOO PQ Paramater O O O O Priority-
mpO0 00000000000 O0OO0OOO Priority-mapO000000O0O0O
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o0 . T1osOO0O0O

O0O00O0DoOoO0o000oDOooO00oDoOooOO000oooOb0O0OOoooDOORrCL349O
gooobgoobogrTesboboobooboboooboob<g 3

oooooooo | TosOOOO | 0o
__________ _I___________I_____________
TELNET | 1000 | (minimize delay)
__________ _I___________I_____________
FTP | |

Control | 1000 | (minimize delay)

Data | 0100 | (maximize throughput)
__________ _I___________I_____________

TFTP | 1000 | (minimize delay)
__________ _I___________I_____________
SMTP | |

Command phase | 1000 | (minimize delay)

DATA phase | 0100 | (maximize throughput)
__________ _I___________I_____________
Domain Name Service | |

UDP Query | 1000 | (minimize delay)

TCP Query | 0000 |

Zone Transfer | 0100 | (maximize throughput)
__________ _I___________I_____________

NNTP | 0001 | (minimize monetary cost)
__________ _I___________I_____________
ICMP | |
Errors | 0000 |
Requests | 0000 (mostly) |
|

Responses <same as request>| (mostly)
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DSCP: differentiated services code point

CU:  currently unused0 OO OO OO
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O 0oboooo 0 DSCPO

AF(Assured Forwardingd

AF11/AF12/AF13 0x0a / 0x0c / 0x0e
AF21/AF22/AF23 0x12 / 0x14 / 0x16
AF31/AF32/AF33 Oxla / Oxlc / Oxle
AF41/AF42/AF43 0x22 / 0x24 / 0x26

CS(Class Selectord

CSs1 0x08
€S2 0x10
CS3 0x18
CS4 0x20
CS5 0x28
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CS7 0x38
BE (Best Effort) 0x00
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Precedence5(Critic/ESP)
Precedence6(Internetwork Control)
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34

Web OOOO



0340 wWweb OOOO

O.Web OOOOOOO

OWeb ODOODO0OO0DDOOOOODOOOODODOO
gbooobobobgoboboobooobooo
god
gbooobobooboboboobooobooo
gbooboooboboooooobg

oooo
Web DOO0OOO0OWeh O00DO0DOD0O0O00O0O
00000000000

| AAmE = 2-4EF  RADUSEE
MACFFL- 221)-3 4 I-RERE OS2

FigaE & {ERELML O RT3
HEH: O LAl (URLETED ) ® F3
80/tep ERIR [ONGt ol O 73
MAGTE L 2 20L& © {ERLEL O EFT

URL | |
b e
G b e

O 13
O 7

&) 7ot IR
@) fTHELy Tk 2 ERURL)

& a-t O RADIUSH—)i—=A—t O RADIUSH —J %

& FAF LA LTt & (1 ~~43200)
O yvavafLFat| |4 0~a3200)

O FEFSIT I Web TS OO IFBRLIET

REXE

Web OODOOODOODOODOOOOOODDOOOO
god

o[
0odo0ooooOoooooooooooooa
ooooooooooog
00000000000 ooooooooDoa
dooodoooooooooooooooooa
ooooooDOoooooDooo

o 80/tcp O[O
OooooooooiwoDooooooTcPOOO
g Doo0oUuoooOoooooooooooo
O0DO00D00OO0O0OoOOOwWe OOODOOOO
oo

o MACUUOOODOOO
mcooDoobuoobooooboooobooo
gboobooobgo

[VRLO O]
o URL
O000OuURLOOOODOO

ocgnoonOO
oooobooooobDOweh DOO0OOuURLODODO
gbooboobobooboobobooobo

ocgnoonOO
gobooooboooboboobooguwLDon
gbooboobobooboobobooobo
ooooooboooboDoso/tep DOOODOODODO
gbooood

[0OO0]
oO0oono
000000000000/000000

o RADIUSO OO 0000
gooRADILSOODOODOOODOOODOOODOD
gboobooboboobooobooo

o RADIUSO OO
OoOoRrRADISODOOOOODOODOOODO/OD0O
gog

[DOoOOOo0]
0000000000000000000000
0o

ocbobouoobooOoDO
goooboobgobooobobooboboooo
gboobooboboobobgon
googos3onooon

301



0340 wWweb OOOO

O.Web OOOOOOO

ocbUobOOoDOODbDOO
gbooboobobooboobooooboobog
gbooobobobobobooboobuoobo
goboooobobboobooobgooboooon

ocOUIOOODOWOODOODOOODOODODO
god
goboboooboboboobobooboonbo
gbooboooboboboobooobuoobo
goboobobooboboobooobuoobo
OooooooOwehOOOOOOOOODOOO
gobobooboboooboboooo

gbooobooboboobooboboboobo

OoOoobDOwh ODODDOOO0OODODOOODOOOOO

goooobgoobbooboobooboon

Wb OO0O0OODMOOOOOOOODOOOOOO
gooooooooooooooooooooan
oooooooooooon

ooooono
gooobooboobgbe4nOn
gbooboooboopooodogoogogog
gbooboooboboooooobg

Mo 1~16F T

I .| )=
| IS | | | s
| oaaas | s | =
| aaaas | s | s
| s | s | =
| s | s | =
| I | s | s
| s | D | s
| oaaas | s | s
U s | s | =
1| s | s | =
O I | s | s
| s | s | s
U s | s | =
O s | e | =
1 s | s | =

oot- 17- 0a3- 049-

oQgnooib

oogonoO

gbooboooboboooooobg
gogoimooooobooobuoobgoobobo
ooooooooo@G)yoooooooooboo
go

o

gobooboboobboboobooboooon

oooooo/o00000b00oboOooooooon
god

302



0340 wWweb OOOO

O.Web OOOOOOO

O RADIUSO O

goooboboooboobobogoRrADIUSO O
gbooboobobooboobon

IPPELZA

H—t&ES 1645 Q1812 O ﬁ;hﬁﬁl:|
secret [ ]
PFELA [ ]
A--85 Gt O1e12 O Foae |

NAS-IP-Address
NAaS-Identifisr

| HaﬁmeJ - - v

FAEILALLT O

tyavA LTFOE | R v |
BEER

[D00O0000O000]
0000000000000000000

o IPOODOD

c00000

o secret

RADIUSO OO O IPO0DO0O0D0D DD Osecret
0oooooo

[OO0O0O0O0OOoO]
0000000000000000000000
o IPODDOO

o0oooQ

o secret
0000000000000000000

[pOoOOOOoO]

RADIUSO DO OO0ODDOO0OOO00O0O0OOO
NASOODODDOOOOOORMUISOOOOOODO
NASOOOOO0O0O0OO0OO0OD0D00000000000
000000

o NAS-I1P-Address
ogo0ooooomwroooooooooon

o NAS-ldentifier
oooooooooooon
oooooooooooon

[DOO0O0O0OOORADINSOOOOOOOOOOO
ooooooooog
ooooobooooooooooboooooon
oooooo

ocbOOobOUOObmOODbO
gobobooobobobooobobooboonbo

gooogno
rRADILSOOOOOOOOOOODOODOOO
gooooobooooboboob
gbooobooboboboboobooobob
goopooobobooooo

O Idle-Timeout_28
Idle-Timeout (Type=28)0 00 0O OOOONO
ooooooooooon

[0 Ascend-ldle-Limit_244/529
Ascend-ldle-Limit (Vendor-Specific Attribute
Type=26, Vendor-1d=529, Attribute Type=244)
g0o00oooooobooooooooog

0 Ascend-Idle-Limit_244
Ascend-ldle-Limit (Type=244) OO O0ODOOO
oooooooooooooon

ocbOobOOobDOODbDOO
gooboobobooboobgoooobonbog

gooogno

rRADILSO O OOOOOOOOODOODOOO
gooooobooooboboob
gbooobooboboboboobooobob
goopooobobooooo

303



0340 wWweb OOOO

O.Web OOOOOOO

[ Session-Timeout 27
Session-Timeout (Type=27)00000ODOOO0O
oo0ooooooooooon

O Ascend-Maximum-Time_194/529

Ascend-Maximum-Time (Vendor-Specific Attribute

Type=26, Vendor-1d=529, Attribute Type=194)
oddooooooooooooooooogg

0 Ascend-Maximum-Time_194
Ascend-Maximum-Time (Type=194)0 00000
ooooooooooooooon

O 0dobooooooorAaDIUSO O ODOOO
U obogboooboooobobo

ooooobooobobooobooboobon

OvACOODOOOOOO

Web 0000000000000000000O
0D0000000000OMACOO000000000
0000000000000000000000
Doooooo

gboooboobovACODODDoOonoovMACOO
gbooooboimwrgbooboboobooboon
ooooboooimwooooooboo/0obOoboo
gipOoobooooboobon
goooboosacoonboobbobboonbog
gboobooobobooooog

MACTF F LA 2R TFREBEETT

M &S 1]

gbooooboogcacoboooooobboon
gboboobmvaCchoobooooooobo
goMCOODOOOOoDOobObOOooOooboon
gogn

[MAcOODDOOODOOO Oo0O]

MACTELZ | |

Bz =2 | |

i
SER

o MACOD OO
ooooboooooobobooovACch oo
oooogooo

ocOOOooonOoO
gbobooboboboobgoboooboobo
ooooobgooobon
gooobgoobobooboobooobon
oooAOOOO0ODOODODODOODOOOOO0OO

o[dQd
00o0ooooooooooooooooooon
oooooooobooooooooooo

gboobooboobm™mooooboobooboo
gooogn
gboboooboboboooboooobonbo

00:07:02:02:04:05 ethil #Fel #miE HIER

gooobobooboooooooboooooon
oooboooboboooo

304



0340 wWweb OOOO

O.Web OOOOOOO

ooooooao ooood

Web 00D0D0OD00000D00D000OO0OO0 WbODOOOOOOOODDODOOOO0OODO
0000000000000000000000 000000
0000000000000000000000  [o0Es P—— O syslogl=A05
0000000000000000000000  #opzas O EALEL Osysiosl o BT
000000000

gboooobooboobbooboobob 000000000000000000

ICTERELT Fali, oOOOODO
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0000000000000 00000000O <boooooogo >

o00o00oooon Apr 7 17:04:45 localhost httpd[21529]:
OWeb 00000 DOODODOOODOOOO [error] [client 192.168.0.1] user abc: au-
T e thentication failure for "/": password mis-
(ARl | SR | AT | Web BT
REEL match
[t wr-zazl mm [ en || gERaw | RWATILA RMEA-E BTATRLA  BTRA-FEHP /o ERANATILA (00
1 TSR ¥ BT v [ ET v || m
2 TR v FE e [T - L 0o
oo
OOo0ooooDIP00D0O0D00DOoOooooon  eoUO0OOoodo
Web 00O 0DO0O00OOO0DOOOOOOOO Web DOOOODOODDDOODOOOOODODO

oooooooobOoo2ro oooooooao
o0o0o0oO0oocoooobooono

<000oooooog s>

Apr 7 17:04:49 localhost authgw: 192.168.0.1
- abc [07/Apr/2003:17:04:49 +0900] "GET /
HTTP/1.1"™ 200 353
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You can connect to the External Network
(abc@192.168.0.1).

Date: Mon Apr 7 10:06:51 2003
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OOHTTP BasicO O OO OODOODOO

OOMMRADIUSOOOOOOOODCOOOOOOO -
RADIUSO OO O O User-Password D O OO0 00O
(PAPHOODOOODOODOO

306



0340 Wweb OODODO

O.Web OOOOOOOOOOO

Oweb OOOOO0OOODOODODOOOODODOOO
ooobooboooobooo@oo)yomwooo
ooooo/000oooOooobboooooon
goboobooobooboobooobuoobo
gooboood

gbooboobobooboboboooobob

000000@Oo0000) |
0
0
oooooo
(Web 0D DODO)
0
0
| MACODOOO00O0O0 |
0
0
| web 0DODOOOOIPOODOO |
0
0
000000000000000

OWeb OOODOOO0ODOODOOOOODOOOO
gboooboobooobobooboo

ooooooooooooooooooOwen 0O
goboboobobobooboboooobon
Web OOOODOOOOOODOOOOOODODOOO

Web OO0DOOOOO0ODOOOOmMOOOODOO
gboboobobooobobgooobo

307



35

ooooooon



0350 00000000

ooOo0o0O0Ooo0aon

O000OWindowsOODODODOODODOOXROODO
gooobobobobooboobooboonooon
gobobooobobobooobobooboonbo
0oooboobooooboooboooxRboOo
gbooobooooboobobooobuoobo
go

WwebOOODOODOOOOODOOOOOOODOOO
gooogog

ooooOooooo

wEILE OiFERALAELYT & FRTa
Log OfFERLEL ©#FRTS
a—tf |demo |
IR —F |demo |
ocOOonOoon

oooobooboobooobogoobooobo
gooog
goooboobooobooboboobon
gboooboobobooobgobroPODOOO
ooooooooobooboooobooobo
gbobooobobooooboboooon

o Log
gobooboooooboooboooboooogo
ooo0dbOooooobooobooboobooo
0000bO00oDO0ooDoboooooooooon
oobooboooooboooboooooog

oO0O
goboboooboboboobobooboonbo
oooobooooboobomxxoooooo
ooooooooobooboooobooobo

oOOoOO
oobobooobobooooboooobonbo
goooboobobooboomXxRuoood
goooboobooobooboboooboobo
oo

goooboobobobooobooobboobo
ooooboobooooxXxooogoooooo
goboboooboboboobobooboonbo
gboogooooboo

ooooo

B

BEIILS BilER
gooobobogooboboooobooboooo
goooboooobooobobogooo

oOd0O
goooooDoooooogoxroooooo
gooooooobooooooooooooboon
ooooooooooo

D htp /172,16

] S-THRTINALE & 10-37b

gbooobgoobpcObObbOObDOoOobDOonOon
gbooobgooboboboobooboooeco
gbobooobobobooboo

oQQd
ooooooooboboo0ooooooooooo
oooooooooooooooo

OWweb OOODOO80/tepOOODOO URLODOOO
ooooboobooobogoobogoon

OWeb OOOOODOOOOOOOODODOO
Oweb OOODOOOOODOOOOODOODOO
gouwrLOobOooooogon
goooboobobboboobooobgon
cpeon U onooooobooooboooobogoon
gouwrLoooooon

309



30

Ooo00000oon



0360 000000000

oooooOoooao

gooodoouoooobooooouoooo
0000000o0ooooooooooogon
O000O0o0o0ooooooooos3ooon
ooooood

OPingO OO
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FQDNE 2| ZIPFE LA

Trace Route Adwal
(&) UDP O IGMP
=T
O EERE O TILFH2 O FIFHE3 O FIFH
() Ether@ () Etherl
P bA S com ||
ETENEEE

Device I:I CGapGount l:l CapSize l:l

Dump Filter

PacketDump TypePcap

R I D RAT A X IERET 94 Mbyte TH
e T ERL A FORFELL S BEREYET

[ =7 | [ #8&7% |

0000 XR-51000

[PingOOO]
000000000000 PIngD00OO0OOODO

o FQDNO OO IPODOODO
FODN(www.xxx.co.jp0 000000 0)Y)DDOODOO
IPOOO0DOCOO0ODOOO

ocbopoboOobOoOobOoObOonoO
ping0 000000 0DO0OO0ODOODOOOOODOO
gbooobogoooobooboogon

opogonoO

O count
O000pingDO00O0ODOOODOOODOO
O0o0O0000001-10000 0oooOooi1o000n

Osize
Oo0oooooooOdGkyte)DOOOOOO
O0oodopoOoogse-15000 0000005600
gsooodoiIicMoOOOO0OO0OOOOoDOOO640
gooieMPoOOoDoooDoooOoOm

00 timeout
pig0 00000000000 DOO0OO
oooooboooi1-300000000 30000

gogboboboooooooobooboboboooo

goood

EiTe R

PING 211.14.13.86 (211.14.13.860: 06 dala byvies

E4 bytes from 211.14.13.66: icmp_seq=0 t11=52 tine=49.5 ms
64 bytes from 211.14.15.686; icnp_seq=1 tt1=52 tine=B5.7 ns
B4 bytes from 211.14.13.68:
B4 bytes from 211.14.13.68:
B4 bytes from 211.14.13.66:
E4 bytes from 211.14.13.66:
B4 bytes from 211.14.13,68:
E4 bytes from 211.14.13.66:
B4 bytes from 211.14.13,68:
B4 bytes from 211.14.13.68:

icmp_seq=2 tt1=62 time=11.7 ns
icmp_seq=3 tt1=52 time=12.0 n=
icmp_seq=4 t11=62 tine=B9.0 ms
fcmp_seq=6 tt1=52 tine=58.3 n=
icmp_seq=f t11=52 time=12.0 ms
fcmp_seq=7 tt1=62 tine=71.4 n=z
icmp_seq=% tt1=52 tine=12.0 nsz
fcmp_seq=9 tt1=62 timne=11.8 nsz

-- 211.14.13.88 ping statistics ---
10 packets transmitted, 10 packets received, 0% packet loss
round-trip minfave/max = 11.7/37.3/71.4 ns
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PING 211.14.13.86 (211.14.18.88]): 66 data byles
B4 bytes from 211.14.18.66: icmp_seq=0 tt1=62 time=12.4 ms

== Z11.14.13.86 ping statistics ---

1 packets transmitted, 1 packets received, 0% packet loss

round-trip minfave/max = 12.4/12.4/12.4 ns

traceroute to 211.14.13.66 (211.14.13.66), 30 hops max, 40 byte packets
192.168,120.15 (192.168.120.15) 1.545 ns 2.253 ms 1.607 ms

2 192.168.100.50 (192.168.100.50) 2.210 ns 4.955 ms 2.308 ms
172.17.264.1 (172.17.264.1) 8.777 ms  21.189 m=  13.946 ns
210.135. 192,106 (210.135.192.108) 8.205 ns 8.953 ms  9.310 ms
210.135.208.54 (210.136.208.34) 35.536 ns  18.923 ms  14.744 ms
210.135.208.10 (210.135.208.10) 41.641 ns 40.476 ms £3.283 ms
210.171.224.116 (210.171.224.115) 48.348 ns 27.255 ms 3B.767 ms
EU01.14.3.288 (211.14.8.288) 96.881 me  B3.390 ms 37.879 ns

9 211.14.3.148 (211.14.3.148) 38.386 m= 47.161 ms  18.491 ms

10 211.14.3.106 (211.14.3.106) §3.573 ms 12.889 ms 50.057 ms

11 211.14.2.1893 (211.14.2.193) 17.282 ms

12 ko

13 211.14.12.249 (211.14.12.249)

33.777 me 11.380 ms

19692 ms M & 15.213 ms '¥

PingOTrace RouteO O OO OOOOOOOODO
OooO00OO0OOoOoNsODOODOODOODOOOO
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