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IPsecO0000O00O00O0O0O

IPsecO00D0O0O00O0OO0O0OO0O0OODOOOO0OOO0ODOOOOOOOOO0ObOO0bOobOObOOobDO
gbooogooogobo

gboobmobooobooobobbooboooobooboo

[OOO IpsecO OO0

gogogoogno

Aug 3 12:00:14

localhost ipsec_setup:

...FreeS/WAN IPsec started

Aug 3 12:00:20
104 “"xripsecl”

Aug 3 12:00:20
106 “xripsecl”
STATE_MAIN_I1;

Aug 3 12:00:20
108 “xripsecl”
STATE_MAIN_12;

Aug 3 12:00:20
004 "xripsecl”
established

Aug 3 12:00:20
112 “xripsecl”

Aug 3 12:00:20
004 "xripsecl"

localhost ipsec__plutorun:
#1: STATE_MAIN_I1: initiate

localhost ipsec_ plutorun:
#1: STATE_MAIN_I2: from
sent MI2, expecting MR2

localhost ipsec_ plutorun:
#1: STATE_MAIN_I3: from
sent MI3, expecting MR3

localhost ipsec_ plutorun:
#1: STATE_MAIN_I14: ISAKMP SA
localhost ipsec_ plutorun:

#2: STATE_QUICK_I1: initiate

localhost ipsec_ plutorun:
#2: STATE_QUICK 12: sent Ql2,

IPsec SA established

oo0oo0O0oooooooo]

goooooogooon
Apr 25 11:14:27 localhost ipsec_setup:
...FreeS/WAN IPsec started

Aug 3 11:14:34 localhost ipsec_ plutorun:
whack:phl_mode=aggressive whack:CD_ID=@home
whack: ID_FQDN=@home 112 "xripsecl" #1:
STATE_AGGR_I1: initiate

Aug 3 11:14:34 localhost ipsec__plutorun: 004
"xripsecl"™ #1: SAEST(e)=STATE AGGR_I2: sent
Al2, ISAKMP SA established

Aug 3 12:14:34 localhost ipsec__plutorun: 117
"xripsecl™ #2: STATE_QUICK_I1: initiate

Aug 3 12:14:34 localhost ipsec_ plutorun: 004

"xripsecl™ #2: SAEST(13)=STATE_QUICK_I2: sent
Ql2, IPsec SA established
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gooobgodipsecibooonooonoon
gbooboobooboboobobobuoobo
gooogog

[OOO0IPsecO00O0O0O0OOOOOOO]

000 interface ipsecO0/ethl 218.XXX.XXX.XXX
000

000 "xripsecl™: 192.168.xxX.xxx/24
===218 . XXX XXX XXX [@<id>] ---218 . XXX . XXX . XXX . - -

000 "xripsecl™: ...219_XXX.XXX.XXX
===192. 168 . XXX . XXX . XXX/ 24

000 "xripsecl": 1ike_life: 3600s; ipsec_life:
28800s; rekey margin: 540s; rekey fuzz: 100%;
keyingtries: 0

000 "xripsecl": policy: PSK+ENCRYPT+TUNNEL+PFS;
interface: ethl; erouted

000 "xripsecl™: newest ISAKMP SA: #1; newest
IPsec SA: #2; eroute owner: #2

000

000 #2: "xripsecl™ STATE_QUICK 12 (sent Ql2,
IPsec SA established); EVENT_SA_REPLACE in
27931s; newest IPSEC; eroute owner

000 #2: "xripsecl"” esp.32a406c4@219 XXX .XXX.XXX
esp.1be9611c@218 . XXX - XXX - XXX

tun. 10020219 . XXX . XXX . XXX
tun.1001@218 . XXX . XXX . XXX

000 #1: "xripsecl™ STATE_MAIN_I14 (ISAKMP SA
established); EVENT_SA REPLACE in 2489s; new-
est ISAKMP

oboboooboooobon

O ISAKMP SA established
O IPsec SA established

gooobooboboogipsecobngonog
gbooobooooobooboooon
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| BEHS

|OTos,fPrecedence Omark O DSGP

- MARKERTE (1-939)

*TOS/PrecedenceSETE

;'a'g
il
3

JERLT T3l V|TDS Eit
ERLT TS | Frecedance Bit
- DSCPERTE

JERLT F3LY % pecPmEt

(E=] (72
od00O0O
0D00000000000000000

[pOOOOOoo0]
0000000000000000000

ooonoO
gooobooboboooboboooboobo
gooogog

onboooOnoO
goomwooboobooboboobooboo
gboboobooboboobgobooboobo
gooboooboboon

oOODOODO
gbooboooboboooooog
oboobooooboooooooonoooo
gbooogooogoo
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X. booooObooooooao

oOoDOO
gbowooobooboooooooobooo
IiPOOO0D0O0O0DO0OO

ooooO
oboboooboooobon
gboobooboboooobooooo

oOUOIDLOOODLO
oooooooooooooo
go00oooooogoA00ooooonn
goooooooooon

ooooboooonNtOoOoooooooogn
ooo0oooOoO0oOoOoO0ODOOoOoOoOobooooon
oooogooo

o TOS/MARK/DSCP [0
OO0O0D0DOOTOS/MARK/DSCPO O OO DOOOO
TOSOMARKO DSCPO O D OO D ODOODOOODOO
gbooobobooboooboobooobon
ooooboobooboobon

[TOS/MARK/DSCP O O ]
0000000000000000000000
0 TOSOOMARKO O OO DSCPO OO OOOOO

oQooQ

TOS/Precedenced MARKODSCPO DO OO OO OO
ooo

oQO0O0O
odo00oD00ooo0oooooooooooooon
oooo

gbooobooobooboobgoobo

TOS/Precedence0 0O DSCPO O OO OOODODONO
goooog
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XI. OO00O0O0O0oO0000a4d

ogoooooao
oddodooodoooooooooboobooooa
ooooogd
| Queusing Discipline AT —52F%T |
CLASSEREAT — FAFT =2
CLASSHIIL—IL AT~ SAFT (SN
BAL Az =AM EREAT—52 =
g G
| Packet5i$BERER T — SAFT &=
|InterfacenfD-‘]EE | I:I

AA2r—AEE. TR T LR ILERPTLTIIE0
Packet EREREAT -2 A HKTHIL. (27 - 2D EEE THD

[ cosHEEBTEE~ |

Qs OOobooooboooooo
ooooboobooboooobgoobboobo
gbooogooogoo

OPacket D00 O00O0O0OOODOOODOOOOODOO
Interface0 00 Interface0 000000000
0do0000o0ooooooooooooooooao
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Xil. OOoo0oo0o0o0oooo

eSO obooobonoboboooboobo

HEl,

i) Ty .
De=zcription hterface =& 1D GLASE | Priority Rate Facket M;ﬁlrrr;rm Configure
I Size
|‘|_ | ethll | 1 | 1] | 1 | 100000Khit /= | 1000 | 100 Edit Remowe

geLAssOooooooog)

goooboboobo
Configure DO OERdItODO OO UOOODOOOOOODOOOODOODOOOODOOOODO

gboobobooobo
ConfigureO O ORemovel DO OO ODOOOODOODOOOOOOOOOODOODO
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Xill. 0O000o0o0oooooa

[QueueingD OO DO]JOOO
gogoboobboooooobobbdooooobobtbodoobboooobbboobobbboooob o
gooboooooog

qdisc pfifo 1: limit 300p
Sent 9386 bytes 82 pkts (dropped 0, overlimits 0)

qdisc gooboood
1: gobobobobooooooooib
limit gboobobobooooooog

Sent (nnn) byte (nmm) pkts |0 0000000 OCOOCO0OO

dropped goooooooo
overlimits oooboboboooooooon
gdisc sfg 20: limit 128p quantum 1500b flows 128/1024 perturb 10sec
Sent 140878 bytes 206 pkts (dropped 0, overlimits 0)
limit (nnn)p 00D00000D0D000000n
quantum gobooobogd
flows (nnn)/(mmm) mmO 000000000 0000000000000OnnO0O0O
perturb (n)sec oooooooon

gdisc tbf 1: rate 500Kbit burst 1499b/8 mpu Ob lat 4295.0s

Sent 73050 bytes 568 pkts (dropped 2, overlimits 17)
rate 0oDo0O00oD
burst ooooooo
mpu ooooooooon
lat 00D0O0tf00O00DDOO0O00ODO

qdisc chg 1: rate 1000Kbit cell 8b mpu 64b (bounded,isolated) prio no-transmit/8 weight
1000Kbit allot 1514b
level 2 ewma 5 avpkt 1000b maxidle 242us
Sent 2420755 bytes 3945 pkts (dropped 0, overlimits 0)
borrowed 0 overactions 0 avgidle 6399 undertime 0

bounded, isolated0 00 00O O0O
(boundedD D OO OOOODOiusolatedd D OO OOOO)

bounded, isolated

prio go0Oo@OO0OOrootDOOOD0ODOprioc0O0OD0O0O)
weight gooboobooobooboooo

allot goooboooboooo

ewma goobooooood

avpkt oggoobooobood

maxidle gooooobooooooooo

borrowed goobooobooooooooo

EwAD OOOoooooobobooobooooooobobob
avgidle gbogobooboboooooooboobooboboboboooooogteto
gboobooboooooooobobon

283




0330 QoSO O

Xill. 0O000o0o0oooooa

[CLAssOOOO]jo0OO
gbobooobobooobobgooooobo

dol<cebooog >
class cbg 1: root rate 1000Kbit cell 8b mpu 64b (bounded,isolated) prio no-transmit/8
weight 1000Kbit allot 1514b
level 2 ewma 5 avpkt 1000b maxidle 242us
Sent 33382 bytes 108 pkts (dropped 0, overlimits 0)
borrowed 0 overactions 0 avgidle 6399 undertime 0
class cbg 1:10 parent 1:1 rate 500Kbit cell 8b mpu 64b prio 1/1 weight 50Kbit allot 1500b
level 0 ewma 5 avpkt 1000b maxidle 6928us offtime 15876us
Sent 0 bytes 0 pkts (dropped 0, overlimits 0)
borrowed 0 overactions 0 avgidle 181651 undertime 0
class cbg 1:1 parent 1: rate 1000Kbit cell 8b mpu 64b (bounded,isolated) prio 3/3 weight
100Kbit allot 1500b
level 1 ewma 5 avpkt 1000b maxidle 242us
Sent 2388712 bytes 3843 pkts (dropped 0, overlimits 0)
borrowed 2004 overactions 0 avgidle 6399 undertime 0
class cbq 1:20 parent 1:1 leaf 20: rate 500Kbit cell 8b mpu 64b (bounded) prio 2/2 weight
50Kbit allot 1500b
level 0 ewma 5 avpkt 1000b maxidle 6928us offtime 15876us
Sent 142217 bytes 212 pkts (dropped 0, overlimits 0)
borrowed 0 overactions 0 avgidle 174789 undertime 0

parent gogooiup

002<PQOOgg >
class prio 1: parent 1: leaf 1001:
class prio 1: parent 1: leaf 1002:
class prio 1: parent 1: leaf 1003:

prio oo
parent goooip
leaf leafO OO ID
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Xlil. 00000000000

[cLAssOOO0O0O0OOOOOO]jood
gbooboobobooobobgooooobon

gol<cBeboo >

[ PARENT 1: ]

filter protocol ip pref 1 u32

filter protocol ip pref 1 u32 fh 805:

filter protocol ip pref 1 u32 th 805:
match c0a8786f/FFFFFFff at 16
match 00060000/00FF0000 at 8

filter protocol ip pref 1 u32 fh 804:

filter protocol ip pref 1 u32 th 804:
match c0a87800/FFFFFf00 at 16
match 00060000/00FF0000 at 8

filter protocol ip pref 3 u32

filter protocol ip pref 3 u32 th 805:

filter protocol ip pref 3 u32 fh 805:
match c0a8786f/FFFffFff at 16
match 00060000/00FF0000 at 8

filter protocol ip pref 3 u32 th 804:

filter protocol ip pref 3 u32 fh 804::
match c0a87800/FFFfff00 at 16
match 00060000/00FF0000 at 8

ht divisor 1
1800 order 2048 key ht 805 bkt O flowid 1:20

ht divisor 1
1800 order 2048 key ht 804 bkt O flowid 1:10

ht divisor 1
1800 order 2048 key ht 805 bkt 0 flowid 1:20

ht divisor 1
800 order 2048 key ht 804 bkt 0 flowid 1:10

protocol goooooooon

pref ooad

u32 oooooooooooo@ooliPO0ooooD)yooooooooooooog
oooooooo

at 80 at16 000000000 00ooooooo0ooooooooooooooon
at8u 0 0oooooooiioooooooooon

flowid 0ooooooooooooogd

002<PQOOOOO >
[ PARENT 1: ]

filter protocol ip pref 1 fw
filter protocol ip pref 1 fw handle 0x1 classid 1:3
filter protocol ip pref 2 fw
filter protocol ip pref 2 fw handle 0x2 classid 1:2
filter protocol ip pref 3 fw
filter protocol ip pref 3 fw handle 0x3 classid 1:1
pref oood
handle TOSO O O MARKO
classid 000000000o0OoooiD
OoOmil:(n)0000100(n): 0000000
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Xlil. 00000000000

[PacketDOOOOO]OOO
000000000000000000

pkts bytes target prot opt in out source destination
272 39111 MARK all -- eth0O any 192.168.120.111 anywhere MARK set Ox1
83 5439 MARK all -- eth0O any 192.168.120.113 anywhere MARK set 0x2
447 48695 MARK all -- eth0 any 192.168.0.0/24 anywhere MARK set 0x3
0 0 FTOS tcp -- eth0 any 192.168.0.1 111.111.111.111 tep spts:1024:
65535 dpt:450 Type of Service set 0x62
pkts oo@o)yoooooooo
bytes oo@o)yooooooo
target 00000 (MARKO T0SO)
prot goood
in ooooooooooooo
out goooooooooooo
source goomwrgoog
destination goomwroooo
MARK set 0000 0OMARKO
spts ggoooood
dpt ggoooooobog
Type of Service set gooooTosooong
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Xtv. DOooOoo0oo0o0ooooao

e oonooobobobooboooboobonog
god

O rootO00O0O
gbooboooboboooboboooobon
gboboobobobooobgobooooboobo
goooo

oooon
gboooboboooboobooboboobo
goloooobooobonog

oooon
goooboobobooboobobuoobo
ooooboobobooobobobooboobo
gooogoogo

O leaf(O)OODO
leaf OO O0O00OO0ODOO0OOOODODODODOOOO
gooo

O qdisc
doooooooobooooooooooooo
god

[0OO1Ip000o0]

00000000 1000000000 100
MAJORO OO MINRO OO 20000000000
000000000000

<MAJORO O >O<MINORO O >

QrootO O OOoOo1:0000000O0IIDOODOO
go

goooboooooovAROOOODOODOO
goooo

OMINOROOOOODOODOOOqdiscOODODOO
gboobooboboobobgn

<goooooon >

1: root qdisc
|
1:1 0
O] O
o | O
0 | O
1:10 1:20 1:30 O
| |
I |
| |
| |
10: | leaf
I
30: qdisc
oo
1001: 1002: leaf

287



0330 QoSO O

XV. T0SsO0000

iPOOO0DOO0DOOOTOSODO0bDOo0boobooboobooobooboboobooboobOon
gboooboobooboboobooboobobooboobooobobo

iPOO0OOgToOSOOOOOUODOOOOoOObOOobOOoooobOoooooDOob<O 1>

ooog o000 OO0

1000 8 Minimize delay (md)

0100 4 Maximize throughput (mt)
0010 2 Maximize reliability (mr)
0001 1 Minimize monetary cost (mmc)
0000 0 Normal Service

mdOOOO0OO0OO0OOmOO0O0O0DOOO0O0O0DOOmOO0OO0OOOmcO0O0O0DOOOOODOODODOOOO
gooooobooooobgon

gboogbooooooobooTesoboboooooboooooob<d 2

T0S ooo oOd LinuxO o oo aoo
0x0 0 Normal Service 0 Best Effort 1
0x2 1 Minimize Monetary Cost 1 Filler 2
0x4 2 Maximize Reliability 0 Best Effort 1
0x6 3 mmc+mr 0 Best Effort 1
0x8 4 Maximize Throughput 2 Bulk 2
Oxa 5 mmc+mt 2 Bulk 2
Oxc 6 mr+mt 2 Bulk 2
Oxe 7 mmc+mr+mt 2 Bulk 2
0x10 8 Minimize Delay 6 Interactive 0
0x12 9 mmc+md 6 Interactive 0
0x14 10 mr+md 6 Interactive 0
0x16 11 mmc+mr+md 6 Interactive 0
0x18 12 mt+md 4 Int. Bulk 1
Oxla 13 mmc+mt+md 4 Int. Bulk 1
Oxlc 14 mr+mt+md 4 Int. Bulk 1
Oxle 15 mmc+mr+mt+md 4 Int. Bulk 1

goooooooooboobooOoUoboUoboUobobDUoOoobOobOobLbOOoD3Wooobo3ogH)ooo
OOO0000PQ ParamaterD 00000 BandO 00 DODOOOOOOOOOODOOOO 4)0

LinuxOOOOOOOOOLinuxDOOTOSOOOOOOOOOOOOO PQ Paramater O O O O Priority-
mpO0 0000000000 DOO0OOOOO Priority-mpO000O0OOOOO
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XV. T0SsO0000

0000000000000 0b0o0oDO0bObO0oboobOOobbOODO(REC13490
gooobooogrTestubooooooooooooDoo<g 3

oooooooog | T0sOOOO | o0
__________ _I___________I_____________
TELNET | 1000 | (minimize delay)
__________ _I___________I_____________
FTP | |

Control | 1000 | (minimize delay)

Data | 0100 | (maximize throughput)
__________ _I___________I_____________
TFTP | 1000 | (minimize delay)
__________ _I___________I_____________
SMTP | |

Command phase | 1000 | (minimize delay)

DATA phase | 0100 | (maximize throughput)
__________ _I___________I_____________
Domain Name Service | |

UDP Query | 1000 | (minimize delay)

TCP Query | 0000 |

Zone Transfer | 0100 | (maximize throughput)
__________ _I___________I_____________

NNTP | 0001 | (minimize monetary cost)
__________ _I___________I_____________
ICMP | |

Errors | 0000 |

Requests | 0000 (mostly) |

Responses | <same as request> | (mostly)
__________ [

gopoogTosO0noOoOoUODOO)dO<O20000000000000

TosibooooooobooooobooooooboooboooobboooobobLboooDbobo
ooooboooboobobobbooboboooboobooobooo
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Xvi. pscpO O OO

OOoOooobseiffserv)UODDDOO0OOOOODOOOODOOODSOOODOOOOWROODDOOO
ToesOoODUoOooooooogbiffServd 00000 ODO0ODOOODOOQSOODOOOODODO
DOoOoooogogpiffservD 00000 ODSOOOODOODSCPODOOOOODOQsSOODODOOOO
goooon

o TOSODSOOODOOODOOOOO
grosooooOooOon
o 1 2 3 4 5 6 7
[ R S S ————
|Precedence |Type of Service|CU |
Tt U S
gpscPODODOODOO
o 1 2 3 4 5 6 7
S S S . S————
| DSCP | CU |
T
DSCP: differentiated services code point
CU:  currently unused 0O OO0

pscPO D OO ObOoobOoobobooobOoobobDboobDooboon

O 0oooooo 0 DSCPO oood
EF(Expedited Forwarding) 0x2e 00000000000 (RFC3246)
AF(Assured Forwardingd ADD0O000OO0O0O0300b0ooboobon
AF11/AF12/AF13 Ox0a / Ox0c / Ox0e | OO ODODODOOODOODO@OOHYDODOO
AF21/AF22/AF23 0x12 / 0x14 / Ox16 | OO OO OO OO OO O (RFC2597)
AF31/AF32/AF33 Oxla / Oxlc / Oxle |DOODOOODOODO@M) 1>2>3>4(0)
AFA1/AFA2/AF43 0x22 / O0x24 / Ox26 (DO OOOOOO (@) 1>2>3(0)
CS(Class SelectorQd gooTosOooooooooooooood
cs1 0x08 Precedencel(Priority)
CS2 0x10 Precedence2(Immediate)
Cs3 0x18 Precedence3(Flash)
Cs4 0x20 Precedence4(Flash Override)
CS5 0x28 Precedence5(Critic/ESP)
CS6 0x30 Precedence6(Internetwork Control)
Cs7 0x38 Precedence7(Network Control)
BE (Best Effort) 0x00 oo0oooooo@oooog)
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I.Web OO0 /70000000D00O00DO0O
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0000 XrR-5100
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#xHEE
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e O LA, (URLEDIEM ) ® 4%
B0 tcp E5t8 &) il O 73
MAG T LR D72 (&) {EELEL O {FE+a

URL | |
BHIELTE &) 7L T LR
5 IS ETE & il (T2 —+H ERURL)

O 7
O 73

goooboooboooboobbooobobo
gbooobuoobobooboobooboobobo
gooobooogooboooo

o 80/tcp OO
ooooooooowoooooooTerooOd
goouboooouobooboooboOobooobooobooon
OO0O0O00oOoOoOooOoOOwebh OO/700000
o0oo0oOoOo0ooo

o MACODOODOODOO
macOoOOoooooooooboooooobooogoo
gooboobgo

[LRRLOO]
o URL
0000 WRLOOOO0O0O0

ocgpoonoO

oooooooooooOweh OO /0000000

goobowrwpooobobooobooobooobon
gbooood

ocgnoonoOdQ

I [ 000000000000000000R000

& O—ml O RADIUSH—)i—=O—f. O RADIUSH — 3

w9l
© FAE LA LTt 3 { ~-43200)
O yvavafu7or 4 0~43200)

O FEFESIT R Web TS D D kO FBELSE T

[COOO]

o[on

Web OO /0000000000000DODOO
odoooooooooooon

gbogobooboboobobobooobo
ooooooboooooso/tepdO00onDoon
gbooood

[0OO0]
oO0oono
000000000000/000000

o RADIUSO OO -0O00O
gooRADISOODOODOOODOOODOOODOD
gbooobbooboobooogoon

o RADIUSO OO
oooRrRADINSODOOOOODOODOOODO/OD0O
gog
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[DOOO0O0]
0000000000000000000000
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oboboooboboobooobon
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gooboobobooooobgoooooboobg
gooobooboboobobobooboobo
gboooooboobooboobooboobon
googos3ooogoo

ocOU0ODOODOWhHODODOODODODOODO
god
gbobooobobobooobooooboonbo
gbooobooooboboobooooboobo
ooooboboooboobooooboobo
OoooooOoOwehODOOOOOOOODOOO
gooboobobooobobooon

goboobooboboobooboboobo
OOoOODOweb OOOXR-510)/0000000
goXxp-5400000000000O00O0OO

ooooobooobobooobooboobon

Web ODODODOXR-510)/0000000000
OXR-54000 M 0O00D00OO0O0ODOOOODOOO
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gooodn
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I.Web OO0 /70000000D00O00DO0O

O RADIUS O O

goooboboooboobobogoRrADIUSO O
gbooobooboobobooboo

IPPELZ

H—tES 1645 O1e12 O Fapsre
FrL2 [ ]
H-rEE  ©1ees Oeiz O Sapse |

NAS-IP- Address
NAS-Identifisr

PAR LR LT O HETELAELY v |

tyial A LTOE | HEELLL v|
SREEE

[DO000D000000]
0000000000000000000

o IPOODOD

c00000

o secret

RADIUSO OO O IPO0D0O0D0D DD Osecret
0oooooo

[OO0O0O0O0O0OoO]
0000000000000000000000
o IPOODOO

o0oooQ

o secret
0000000000000000000

[pOoOOOOoO]
RADIUSOOOOO0O0DODOOOO0OO0OO0OOO
NASOODODDOOOOO0ORMDMUISOOOOOODO
NASOOOOO0OO0O0O0OO0OO0D00000000000
000000

o NAS-1P-Address
IPOO00O0ODOOO0ODOOODOOIwODDOODOg
oooog

o NAS-ldentifier
oooooooooooon
oooooooooooon

[DOO0O0OOOORADINSOOOOOOOOOOO
ooooooooog
ooooobooooooooooboooooon
oooooo

ocbOOobOUOoObpOODOO
gobobooobobobooobobooboonbo

gooogo

RADILSO OO OOOOOOOODOODOOO
gbooooobobooboobgooboo
gbooobuoobooboboboobooobob
gbooobooboboobo

O Idle-Timeout 28
Idle-Timeout (Type=28)0 000 OOOOONO
ooooooooooon

[0 Ascend-ldle-Limit_244/529
Ascend-Ildle-Limit (Vendor-Specific Attribute
Type=26, Vendor-1d=529, Attribute Type=244)
Joooopoboobooooooooog

0 Ascend-Idle-Limit_244
Ascend-Idle-Limit (Type=244) OO O0ODOOO
oooooooogoooooo

ocbUobOOobDOODOO
gooboobobooboobgoooobonbog

gooogo

RADILSO OO OOOOOOOODOODOOO
gbooooobobooboobgooboo
gbooobuoobooboboboobooobob
gbooobooboboobo
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I.Web OO0 /0000000000000

(0 Session-Timeout 27
Session-Timeout (Type=27)0 0 00O0O0OODO
oo0ooooooooooon

O Ascend-Maximum-Time_194/529

Ascend-Maximum-Time (Vendor-Specific Attribute
Type=26, Vendor-1d=529, Attribute Type=194)
O0dooooooooooooooooogo

0 Ascend-Maximum-Time_194
Ascend-Maximum-Time (Type=194)0 00000
ooooooooooooooon

O 0dobooooooorADIUSOOODOOO
U obogboooboooobobg

oooooooobobooobooboobon

OvACOOOOO0000

Web DO00OOXR-510)/0000000000
OXR-5400000000000000000000
0D00000000MCO00000000000
0000000000000000000000
0Doooo

goboobooovACOObDOOonogonvMACOD
gooooimwpboobobooobgooboobooo
coooomwoooooooo/ooooggare
gbobooboboooboo
goooboovacObOoboonooooboon
gbooboooboboooooobg

MACGTEF L AT LRI FREETT

MAC I 8

googobgbovAcObnoonbooboogonoog
gooooboomvACcoooooboboooon
govACOOooboobooboboooooon
gogn

[MAcOODDOOODOOO Oo0O]

MACTELZ | |

Bz =2 | |

i
SER

o MACOD OO
oooobooooooboooovACcOoboOoDn
oooogooo

ocOOOooonOoO
gbobooboboboobgoboooboobo
ooooobonDm
gooobgoobobooboobooobon

oooAOOOO0ODOODODOODOODOOOOO0OO

o[dQd
00o0ooooooooooooooooooo
oooooooobooooooooooo

gboobooboobm™mooooboobooboo
gooogno
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1. Web OO0 /7000000000000O0O
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Apr 7 17:04:45 localhost httpd[21529]:
[error] [client 192.168.0.1] user abc: au-
thentication failure for "/": password mis-
match

ocOOOODO
Web OO 0OXR-510)/0 00000000 XR-5400
gboooooboboooooobg

<0o0oooooood >

Apr 7 17:04:49 localhost authgw: 192.168.0.1
- abc [07/Apr/2003:17:04:49 +0900] "GET /
HTTP/1.1" 200 353
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You can connect to the External Network
(abc@192.168.0.1).

Date: Mon Apr 7 10:06:51 2003
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(PAP) DD ODDOO
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gooodoouoooobooooouoooo
0d00d0o0o0oooooooooooooog
O00oO0o0oooooooobooo30ooon
ooodoo

OpingO OO

OTrace Routed OO

ooooooooooo

oood

WebODODODODOOODODODODOODOOODOOO
gboooboobobbooboobgoobo

FQDNE 2| ZIPFE LA

A B =Tz — ADIEEEBE A
O EEFE O wIFR O ZIF# O 7IFi
() EtherD () Etherl

B
ing & =i l:l

AFal
count zize timeout
EfT

FODNERIIPFFLA

Trace Foute A A
& UDP O IGMP
EfT
O EEFE O wIFR O ZIF# O 7IFi
() Ether0 () Etherl
IRl e O =Dit |:|
[ E=iT ] [ EEET ]
Device | | GapCount | | GapSize | |
Dump Filter

PacketDump TypePcap

ERTTAI O BRAY A XL ERETI4Mbyte TH
EmE FTEOERZ Ty FRAEEL S BETBUET

(=7 | [(RE®r

0000 XR-51000

[ping0O0O]
000000000000 PIngD00O0OOODO

o FQDNO OO IPODOODO
FODN(www.xxx.co.jp0 0000000 DOODOO
IPOOO0ODOCOO0ODOOO

ocbopoboOobOoOobOoObOonoO
ping0 000000 0DO0OO0ODOODOOOOODOO
gbooobogoooobooboogon

ocdOOOOOO XR-510000

[ count
O000pingO00O0ODOOODOOODOO
odoooOoddi-10000 DOoDOOowoooo

Osize
OooooooooddGyte)yDOOOoOo
OdooDOoOodse-150000000005600
gsuioooiIcMpPOOOODOODOOODOODOeB4O
gooieMPODODOOOOOOOOMOd

00 timeout
pig0 00000000 OO0O0DOO0OO
O00000000i1-300000000 30000

goooboobobobooobboooboobon

gogooo

EiThas

PING 211.14.13.68 €211.14.13.66): 56 data bytes

B4 bytes from 211.14.13.66: icnp_seq=0 tL1=52 time=43.5 ns
B4 bytes from 211.14.13.66: icmp_seq=1 tt1=62 time=65.7 ms
E4 bytes from 211,14, 13,662 icmp_seq=2 tt1=562 time=11.7 ns
B4 bytes from 211.14.13.66% icmp_seq=3 tt1=62 time=12.0 ms
E4 bytes from 211,14, 13,662 icnp_seq=d4 tt1=562 time=63.0 ns
B4 bytes from 211.14.13.66: icmp_seq=b tt1=62 time=68.2 ms
E4 bytes from 211.14.13.66: icmp_seq=F tt1=52 time=12.0 ms
B4 bytes from 211.14.13.66: icmp_seq=7 tt1=62 time=71.4 ns
fcmp_seq=8 tt1=62 time=12.0 ms
icmp_seq=% tt1=62 time=11.% nms

B4 bytes from 211.14.13.66:
B4 bytes from 211.14.13,88:

-- 211141366 ping statistics ---
10 packets transmitied, 10 packets received, 0¥ packet loss
round-trie minfave/max = 11.7/37.3/71.4 ms
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[Trace Route O O 0]
0000000000000000000000
oooo

o FQDNO OO IPOOODO
FODN(www.xxx.co.jp0 000000 0)YDODOOOO
IPOOO0DOCOO0ODOOO

oJO0OO0OOO XR-510000

o ubp
vwrphoooooooboDooboooDooo
gooobuwrOOO

O IcMpP
iIcvO00ooooooooooooogn

goooboboobooboboobobooboooon

gogog

EITHR

PING 211.14.13.86 (211.14.13.68]: BB data hytes
B4 bytes from 211.14.13.66: icwp_seq=0 tt1=52 time=12.4 ms

== 211.14.13.88 ping statistics ---
1 packets transmitied, 1 packets received, 08 packet loss
round-trip minfavg/max = 12.4/12.4/12.4 ns
traceroute to 211.14.18.86 (211.14.13.86), 20 hops max, 40 byte packets
1 1892.168.120.16 (192.168.120.16) 1.546 ms 2.263 ms 1.807 ms
192.188.100.60 (192.168.100.50) 2.210 ns 4.956 ms 2.308 ms
8.777 mz 21.189 ms  13.946 nms
9.205 ms 8.953 ms 3.310 ms
35,538 ms 19,923 ms 14,744 ms
41,641 ms 40.476 ws  £3.203 ms
43.948 ms  27.285 wms  3B.767 ms

2

3 172.17.284.1 (172.17.254.1)

4 210.135.192.108 (210.135.192.108)
5 210.135.208.34 (210.135.208.34)

B 210.135.208.10 (210.135.208.10)
TO210.171.224.118 (210.171.224.115)
8 36.861 ms  35.880 ms 37.879 ms
k]

ms 18.431 s

E11.14.3.233 (2111
EU1.14.3.148 (211.14.3.148)
Mmo211.14.8.105 (211.14.4.105)
T 211.14.2.188 (211.14.2.198)
12 % & &
13 211.14.12.249 (211.14.12.249)

4.5.238)
368.865 ms  47.1561
18.883 ms 60,057 ms
11.380 ms 17.282 me

§3.573 ms
33.777 g

19.892 ms ¥ % 15.213 ms '¥

pingOtraceroute 00 O0O00O0O0O0OOOOOO
OOOO0O0O0OoOooNsOOO0O0O0OOO0OO0OOO0OO
ooooooooooooooooowroood
ooooooooooooooo

[ooDOOOOoOoOoO]

Oooooooooooooooo

Og0oooooooboooouoouooooon
ooooooooooooao

00000000000 00000000000
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0000000000000 Qgrel0 00 ipsecod
00)0000000000
000MO0000000000000O00OO
0ooOoooooo

gogog

i
Ll g

ooooboooboobooobooobboobon
gooogno
googoooboooogdogieconognog
goodolodogoooooooooogod
oooooooooooogn
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[PacketDump TypePcapO O O]
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o Device
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eyl BV H

EREBE]

OCount OO OOOODOOOOODODOOO
gbomoobooobooooboobooboo
gboooboooboboobooboboobo
gbooobooboboobooobooboooboon
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O00o00opoooOooDoboOezipooooooOg
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00O Packetbump TypePcapO O O OO ODODO
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00000000000 (@ XR-51000) B

00000000000 (@ XR-51000)
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Epr 26 0:06: 11 localhost -- WARE -- =]
Apr 2B 00:26:11 localhost -- MARE --

bpr 26 00:37:50 localhost named[436]: Cleaned cache of 0 RRsets

4pr 26 00:37:69 localhost named[436]: USAGE 1018749079 1019566843

CPU=2.58u/2.4ds
Apr 26 00:37:50 localhost named[436]: WSTATS 1019749079 1019556043 &=3

4pr 26 00:37:89 localhost named[436]: HSTATS 1019743079 1013556843 RR=0 RNKD=0
RFwdR=0 RDupR=0 RFail=0 RFErr=0 RErr=0 RAXFR=0 RlLame=0 ROpts=0 33ys0=1 S&ns=0
SFwd@=3 5Dup0=1923% SErr=4 R0O=3 RIO=0 RFwd@=0 RDupll=0 RTCP=0 SFwdR=0 SFail=0
SFErr=0 SNa#ns=0 SNXD=0

CHILDEPU=0ufis

Apr 2B 01:06:08 localhost -- MARK --

Apr 26 01:26:09 localhost -- MARE --

4pr 2B 01:38:67 localhost named[438]: Cleaned cache of 0 RRsels
bpr 26 01:38:167 localhost named[436]: USAGE 1019752737 1013556843

CPU=2.58u/2.34s
Apr 2B 01:38:57

CHILDCPU=0usf0s

localhost named[43B]: NSTATS 1013762737 10136566843 4=3

bpr 26 01:38:167 localhost named[436]: MSTATS 1019752737 1019556843 RR=0 RNKD=0
RFwdR=0 RDupR=0 RFail=0 RFErr=0 RErr=0 RAXFR=0 RlLame=0 ROpts=0 S8ysl=1 S&ns=0
SFwdl=3 3Dup0=13233% SErr=4 RO=3 RIO=0 RFwdd=0 RDupl=0 RTCP=0 SFwdR=0 3Fail=0
SFErr=0 SNadns=0 SNKD=0

Apr 2B 02:07:06 localhost -- MARE --
Apr 26 02:27:06 localhost -- MARE --
bpr 26 02:39:54 localhost named[436]:
dpr 2B 02:33:64 localhost named[4368]:
CPU=2.56u/2.54s CHILDCPU=0u/0s

Apr 26 02:39:54 localhost named[436]: WSTATS 1019756394 1019556043 &=3

dpr 2B 02:33:64 localhost named[43B]: ¥STATS 1018766334 1013566843 RR=0 RNXD=0
RFwdR=0 RDupR=0 RFail=0 RFErr=0 RErr=0 RAKFR=0 RLame=0 ROpts=0 Z8ysl=1 SAns=10
SFwdl=2 SDup0=13232 SErr=4 RQ=3 RIU=0 RFwdB=0 RDup@=0 RTCP=0 SFwdR=0 SFail=0
SFErr=0 SHakns=0 SNXD=0

N

Cleaned cache of 0 RRseis
USAGE 1013766384 1018566843

|

BANDOOITETHRTCEFET

FT) E#

IO ERET AT EERALTMELTTEL
e

gboobooobobgobooobooboooo

gboogboooobonooobooobuoobob
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000000020 0000000000000
000000000000000000000O0
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