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IPsecU 0000000000 O0DOOODOODOO
gooobobooobooboboooboobo
gboobooobooboooo

goboobmooobooboobooboobooboooo
gooogno

[OOO0O IpsecO000O0O0O0OOOOODOOO]

gogogoogno

Aug 3 12:00:14 localhost ipsec_setup:
...FreeS/WAN IPsec started

Aug 3 12:00:20 localhost ipsec_ plutorun:
104 "xripsecl™ #1: STATE_MAIN_I1: initiate

Aug 3 12:00:20 localhost ipsec__plutorun:
106 "xripsecl™ #1: STATE_MAIN_I2: from
STATE_MAIN_I1; sent MI2, expecting MR2

Aug 3 12:00:20 localhost ipsec__plutorun:
108 "xripsecl™ #1: STATE_MAIN_I3: from
STATE_MAIN_I2; sent MI3, expecting MR3

Aug 3 12:00:20 localhost ipsec__ plutorun:
004 "xripsecl™ #1: STATE_MAIN_I4: ISAKMP SA
established

Aug 3 12:00:20 localhost ipsec__ plutorun:
112 "xripsecl™ #2: STATE_QUICK_I1: initiate

Aug 3 12:00:20 localhost ipsec_ plutorun:
004 “xripsecl™ #2: STATE_QUICK_12: sent QI2,
IPsec SA established

oooooooooooo
Apr 25 11:14:27 localhost ipsec_setup:
...FreeS/WAN IPsec started

Aug 3 11:14:34 localhost ipsec__plutorun:
whack:phl_mode=aggressive whack:CD_ID=@home
whack: 1D_FQDN=@home 112 "xripsecl™ #1:
STATE_AGGR_I1: initiate

Aug 3 11:14:34 localhost ipsec__plutorun: 004
"xripsecl™ #1: SAEST(e)=STATE_AGGR_I2: sent
Al12, I1SAKMP SA established

Aug 3 12:14:34 localhost ipsec__plutorun: 117
"xripsecl™ #2: STATE_QUICK_I1: initiate

Aug 3 12:14:34 localhost ipsec_ plutorun: 004
"xripsecl” #2: SAEST(13)=STATE_QUICK_I2: sent QI2,
IPsec SA established
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gooobobogipsecUDOOoonDoonoon ooboooobooobooon
ooobooboboobooboooboobo

ooooooo O ISAKMP SA established

O IPsec SA established
[DOO0OIPsecOO0OOOOOOOOO]

000 interface ipsec0/ethl 218.XXX.XXX.XXX 000000000000 IPsecO 000000
000 gooodooooooooon

000 "xripsecl™: 192.168.xxx.xxx/24
===218 . XXX XXX . XXX [@<Td>] ---218 . XXX . XXX - XXX - - .

000 "xripsecl™: ...219.XXX.XXX.XXX
===192. 168 . XXX . XXX . XXX/ 24

000 "xripsecl": ike_life: 3600s; ipsec_life:
28800s; rekey margin: 540s; rekey fuzz: 100%;
keyingtries: 0

000 "xripsecl™:  policy: PSK+ENCRYPT+TUNNEL+PFS;
interface: ethl; erouted

000 "xripsecl™: newest ISAKMP SA: #1; newest
IPsec SA: #2; eroute owner: #2

000

000 #2: "xripsecl" STATE_QUICK 12 (sent QI2, IPsec
SA established); EVENT_SA REPLACE in 27931s;
newest IPSEC; eroute owner

000 #2: "xripsecl" esp.32a406c4@219 . XXX . XXX XXX
esp-1be9611c@218 . XXX - XXX . XXX
tun.1002@219 . xxX. XXX .XxX tun.1001@218 . XXX .XXX.XXX

000 #1: "xripsecl" STATE_MAIN_14 (ISAKMP SA
established); EVENT_SA REPLACE in 2489s; newest
1 SAKMP
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vil.O0Oooooooooo

[QueueingD OO DO]JO OO
gogoboboboooooobobbdooooobobtbodooobboooobbbboobbbboooob o

gboogooooboo

qdisc pfifo 1: limit 300p
Sent 9386 bytes 82 pkts (dropped 0, overlimits 0)

gdisc -> 00000000

1: -> J00000000O0Oooooogip

limit > 00000000000O0C0O0O0OO

Sent (nnn) byte (nmm)pkts -> 0000000000 OO0OO
dropped -> OO0 0O00OD0OO0O

overlimits > 000000000 O0ODOODOO

qdisc sfg 20: limit 128p quantum 1500b flows 128/1024 perturb 10sec
Sent 140878 bytes 206 pkts (dropped 0, overlimits 0)

limit (nnn)p -> 0000000000 O0O0OO

quantum -> OO QOQOQOOOO

flows (nnn)/(mmm) ->mmmO0 0000000000000 O00O0OOOOOOOnnnO0O0O
perturb (n)sec -> 000000000

qdisc tbf 1: rate 500Kbit burst 1499b/8 mpu Ob lat 4295.0s
Sent 73050 bytes 568 pkts (dropped 2, overlimits 17)

rate > 000000000

burst > 0000000

mpu -> 00 O0O0Q0OOOO

lat > 00000tfO00O000O00DOOO0O

qdisc cbg 1: rate 1000Kbit cell 8b mpu 64b (bounded,isolated) prio no-transmit/8 weight
1000Kbit allot 1514b
level 2 ewma 5 avpkt 1000b maxidle 242us
Sent 2420755 bytes 3945 pkts (dropped 0, overlimits 0)
borrowed 0 overactions 0 avgidle 6399 undertime 0

bounded, isolated -> bounded,isolated 0 0 000 00O 0O (bounded 0 OO0 000 0O OO isolated

oooooooo)

prio —>000@OO00vroot0000O0O0Oprio0dOdnnoOO)

weight -> 0000000 OCOOOOOOO

allot > 00000000000

ewma -> 0000000000

avpkt -> 00000040 OO

maxidle -> 00000000000 O0O00OO

borrowed -> 00000000000 OO00ODOO

avgidle -> EWAO OO 0ODOOOOOOOOOO0ODOOOOOOOOOOOOOO
0000000 0oo0o0ooooooooooooooooooon "o

goooo gooboboooooobooooooob
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[CLASsOOOO]JOo0OO
goopooobobooooboboooo

o0i1iceiooon)
class cbg 1: root rate 1000Kbit cell 8b mpu 64b (bounded,isolated) prio no-transmit/8
weight 1000Kbit allot 1514b
level 2 ewma 5 avpkt 1000b maxidle 242us
Sent 33382 bytes 108 pkts (dropped 0, overlimits 0)
borrowed 0 overactions 0 avgidle 6399 undertime 0
class cbg 1:10 parent 1:1 rate 500Kbit cell 8b mpu 64b prio 1/1 weight 50Kbit allot 1500b
level 0 ewma 5 avpkt 1000b maxidle 6928us offtime 15876us
Sent 0 bytes 0 pkts (dropped 0, overlimits 0)
borrowed 0 overactions 0 avgidle 181651 undertime 0
class cbg 1:1 parent 1: rate 1000Kbit cell 8b mpu 64b (bounded,isolated) prio 3/3 weight
100Kbit allot 1500b
level 1 ewma 5 avpkt 1000b maxidle 242us
Sent 2388712 bytes 3843 pkts (dropped 0, overlimits 0)
borrowed 2004 overactions 0 avgidle 6399 undertime 0
class cbq 1:20 parent 1:1 leaf 20: rate 500Kbit cell 8b mpu 64b (bounded) prio 2/2 weight
50Kbit allot 1500b
level 0 ewma 5 avpkt 1000b maxidle 6928us offtime 15876us
Sent 142217 bytes 212 pkts (dropped 0, overlimits 0)
borrowed 0 overactions 0 avgidle 174789 undertime 0

parent -=> 00O 00O ID

gd2eo0o0ood)
class prio 1: parent 1: leaf 1001:
class prio 1: parent 1: leaf 1002:
class prio 1: parent 1: leaf 1003:

prio -> 000
parent -=> 0000 ID
leaf -> leafO OO ID
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vil.OoOOOoOOoOOOoOooOoo

[cLAssOOO0O0O0OOOOOO]jood
goooooboboooboobgoobooobogon

ooi1(csoOoooon)

[ PARENT 1: ]

filter protocol ip pref 1 u32

filter protocol ip pref 1 u32 fh 805: ht divisor 1

filter protocol ip pref 1 u32 th 805::800 order 2048 key ht 805 bkt O flowid 1:20
match c0a8786f/FFFfffff at 16
match 00060000/00FF0000 at 8

filter protocol ip pref 1 u32 fh 804: ht divisor 1

filter protocol ip pref 1 u32 th 804::800 order 2048 key ht 804 bkt O flowid 1:10
match c0a87800/FFFFFf00 at 16
match 00060000/00FF0000 at 8

filter protocol ip pref 3 u32

filter protocol ip pref 3 u32 th 805: ht divisor 1

filter protocol ip pref 3 u32 fh 805::800 order 2048 key ht 805 bkt 0 flowid 1:20
match c0a8786f/fFFFfffff at 16
match 00060000/00Ff0000 at 8

filter protocol ip pref 3 u32 th 804: ht divisor 1

filter protocol ip pref 3 u32 fh 804::800 order 2048 key ht 804 bkt 0 flowid 1:10
match c0a87800/FFFfff00 at 16
match 00060000/00Ff0000 at 8

protocol -> O OOOODOOOOO
pref -> 000
u32 -> Jo0O000ODOOoooOoog(@uoIPOOoOOO)y DO OoOODODOOOOO
oooooooo
at 80atle > 0000000000 OOOO0OOOOO0ODOOOOODOOOODOOO
at 800000000090 00D0DOO0OO00OOoOn
flowid -> OO00O0OO0O0OOOOODOOOO

go2eo0000o0)

[ PARENT 1: ]

filter protocol ip pref 1 fw

filter protocol ip pref 1 fw handle Ox1 classid 1:3
filter protocol ip pref 2 fw

filter protocol ip pref 2 fw handle 0x2 classid 1:2
filter protocol ip pref 3 fw

filter protocol ip pref 3 fw handle 0x3 classid 1:1

pref -> 000
handle -> TOSO O O MARKO
classid -> 000000000000OOID
oOooimil(n) dooQowom:0000000
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[Packet0OOOOO]OO0
000000000000000000

pkts bytes target prot opt in out source destination

272 39111 MARK all -- eth0O any 192.168.120.111 anywhere MARK set Ox1
83 5439 MARK all -- eth0O any 192.168.120.113 anywhere MARK set 0x2

447 48695 MARK all -- eth0 any 192.168.0.0/24 anywhere MARK set 0x3
0 0 FTOS tcp -- eth0 any 192.168.0.1 111.111.111.111 tcp spts:1024:

65535 dpt:450 Type of Service set 0x62

pkts -> 00 @O)oODOOoOOOOoO
bytes -> 00 (@ O)OOOO0OOO
target -> 00O 00O (MARKO TOS)
prot > 00QO0QO0O0O
in>0000000000000
out -> 00000000000 0ODO0O
source -=> Qg IpOO0O0
destination -> OO0 IPOOO0O
MARK set -> 00000 MARKD
spts > 0O0OdooooOn

dpt -> 00000000

Type of Service set -> 0O OOO TOSO O OO
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oooobooboboobooooboobo
gooooobgo

O leaf(O)OODO
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O qdisc
doooooooobooooooooooooo
agoad

[0OO1Ipb00o0o0]

00000000 1000000000 100
MAJORO OO MINRO OO 20000000000
000000000000

<MAJOR DO O >O<MINORO O >

Qrootd 0000100000 O0OODImmOobDon
guo

goboooooooovAoROODObDOOO
goooo

OMINNROODOOOOOODOOqdiscOOOOOO
gboobooboboooobgn

<Qoooooa@)s

1: root qdisc
|
1:1 0
0| O
o | O
O | O
1:10 1:20 1:30 O
| |
I |
| |
| |
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I
30: qdisc
ad

1001: 1002: leaf
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IX. TOSOOOad

iPOOOD0OODOOOTOSOOO0bOuOoboDbOobDooboobobbobDooboobooDbo
gboooboobobbobooboobobbooboobooboobobobo

IPOODOoOToSOOOOO0OoOoooobooooobooboobooboooo<Od

ooog 100 OO0

1000 8 Minimize delay (md)

0100 4 Maximize throughput (mt)
0010 2 Maximize reliability (mr)
0001 1 Minimize monetary cost (mmc)
0000 0 Normal Service

mdOOOOO0OO0OOmOO0O0O0D0OOCO0O0O0DOOmmOO0OO0OOOmcOO0O0DOOOOODODODOOOO
gbobooobobooobon

goboobooogobooooTesoboboooooboboooogb<d 2

T0S goo oo LinuxO O oo aoo
0x0 0 Normal Service 0 Best Effort 1
0x2 1 Minimize Monetary Cost 1 Filler 2
0x4 2 Maximize Reliability 0 Best Effort 1
0x6 3 mmc+mr 0 Best Effort 1
0x8 4 Maximize Throughput 2 Bulk 2
Oxa 5 mmc+mt 2 Bulk 2
Oxc 6 mr+mt 2 Bulk 2
Oxe 7 mmc+mr+mt 2 Bulk 2
0x10 8 Minimize Delay 6 Interactive 0
0x12 9 mmc+md 6 Interactive 0
0x14 10 mr+md 6 Interactive 0
0x16 11 mmc+mr+md 6 Interactive 0
0x18 12 mt+md 4 Int. Bulk 1
Oxla 13 mmc+mt+md 4 Int. Bulk 1
Oxlc 14 mr+mt+md 4 Int. Bulk 1
Oxle 15 mmc+mr+mt+md 4 Int. Bulk 1

gooobooooobooboUoboUobUobOoUobOOobUobOUobUobobOoboOobD3ooos3ogH)ooo
OO0O00DO0OPQ ParamaterD 00000 BandI 0O DOODOOOOOOOOOODO@OO 4)0

LinuxxOOOOOOOOOLinuxOO TOSOOOOOOOOOOOOO PQ Paramater O O O O Priority-
mpO0 00000000 DOOOOOOOOO Priority-mapO000000O0O0O

275



0330 QSO0
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O000000b0o00O0b00O0b0o0obO0obObOobUoobOOobOODO(ReC13490
oooobooooorTestobooooooooooooDd<d 3

ooooooog | T0s0OOO | oo
__________ _I___________I_____________
TELNET | 1000 | (minimize delay)
__________ _I___________I_____________
FTP | |

Control | 1000 | (minimize delay)

Data | 0100 | (maximize throughput)
__________ _I___________I_____________
TFTP | 1000 | (minimize delay)
__________ _I___________I_____________
SMTP | |

Command phase | 1000 | (minimize delay)

DATA phase | 0100 | (maximize throughput)
__________ _I___________I_____________
Domain Name Service | |

UDP Query | 1000 | (minimize delay)

TCP Query | 0000 |

Zone Transfer | 0100 | (maximize throughput)
__________ _I___________I_____________

NNTP | 0001 | (minimize monetary cost)
__________ _I___________I_____________
ICMP | |

Errors | 0000 |

Requests | 0000 (mostly) |

Responses | <same as request> | (mostly)
__________ 4 __
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| DSCP | CU |
T Tt R RN -
DSCP: differentiated services code point
CU:  currently unused 0O O QOO0
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O 0oooooo ] DSCPO oood
EF(Expedited Forwarding) 0x2e 00000000000 (RFC3246)
AF(Assured Forwardingd A0000000DO300b0oOobooobon
AF11/AF12/AF13 Ox0a / 0xO0c / Ox0e | OO DOODODOOODOODO@MODOHYDODOO
AF21/AF22/AF23 0x12 / 0x14 / Ox16 | OO OO OO OO OO O (RFC2597)
AF31/AF32/AF33 Oxla / Oxlc / Oxle |DOODOOODOODO@) 1>2>3>4(0)
AFA1/AFA42/AF43 0x22 / 0x24 / Ox26 (DO OOOOOO (@) 1>2>3 ()
CS(Class SelectorQd gooTmesOOoooOoooooooooon
cs1 0x08 Precedencel(Priority)
CSs2 0x10 Precedence2(Immediate)
Cs3 0x18 Precedence3(Flash)
Cs4 0x20 Precedence4(Flash Override)
CS5 0x28 Precedence5(Critic/ESP)
CS6 0x30 Precedence6(Internetwork Control)
Cs7 0x38 Precedence7(Network Control)
BE (Best Effort) 0x00 0ooooooo@oooon)
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<go0oOoooooo s>

Apr 7 17:04:45 localhost httpd[21529]:
[error] [client 192.168.0.1] user abc: au-
thentication failure for "/": password mis-
match

<goDoOoooooodg»>

Apr 7 17:04:49 localhost authgw: 192.168.0.1
- abc [07/Apr/2003:17:04:49 +0900] "GET /
HTTP/1.1"™ 200 353
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You can connect to the External Network

(abc@192.168.0.1).

Date: Mon Apr 7 10:06:51 2003

gooooooooooooan
gbobooobobobooobobooobonbo
gboooboooobooboboobuoobo
goooboobooboooobgooboboobo
gooog

ORrADIUSOOOOON
OD00000RADISOODOOO0O0D0O0O0D0O0O00
OO0DRADISODOODOOOOOOOOOOOOO
oDooo

RADILSOOOOODOODOOOOODOOOS000
gooobos3sgboooooboooboobg
gobooboboooboboobooobuoobo
oogon

ogoooodd

000000000000 0O0OHTTP BasicOO
gooboobooon
ORADIUSOOODOOOODOOPAPOODODOODOO
goon

OOOORADIUS OOOOOOOOOOOOOOO -
RADIUS OO 0O OO User-Password OO O OOO
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OpingO OO

O traceroute0 00O
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WebOODODODOODODODOODODODOOO
gbooobooboboobooogn

FODNEFIZIPFFLA

AR =Tz —AMIBEEBEET
O XEE O TILFE O 7ILFH O TILFH
() EtherD () Etherl () Ether2

O —

=T

Fing

FODNERIZIPFFL A

Trace Foute

=T

O EOEF O FIbFee
() Ether@ () Etherl

O 2D |

) FIFEI O TILF#
() Ether2
PR R e )

Device l:l CapCount I:I CapSize l:l

Dump Filter

PacketDump TvpePcap

ERTr IO BART A XTI EREET 4 Mbyte T
Er T TOERIZ Iy FRAEECS BESEYET

=

000 XR-5400

o ping0DODO
0000D0O00DbOoDogPingD0OOOD0O0O
FQDN(www.xxx.co.jp0 00 00000)00000O
IPO0O0O0OOOOOOOOOOOOOOOOO0O0

gogog

EITHSR

PING 211.14.13.68 (211.14.13.86): 56 data bytes

B4 bytes from 211.14.13.88: icnp_seq=0 tt1=62 tinme=43.
B4 bytes from 211.14.13.66: ifcmp_seq=1 t1[=52 time=65.
64 bytes from 211.14.13.66: icnp_seq=2 tt1=52 time=11.
B4 bytes from 211.14.13.66: icmp_seq=3 tt1=52 time=12.
64 bytes from 211.14.13.66: icnp_seq=4 tt1=52 tine=63.
B4 bytes from 211.14.13.66: icmp_seq=f t11=52 time=53.
64 bytes from 211.14.13.66: icnp_seq=f tt1=52 time=12.
E4 bytes from 211.14.13.66: icmp_seq=7 t11=52 time=71.
64 bytes from 211.14.153.686; icnp_seq=8 tt|=52 tine=12.
B4 bytes from 211.14.13.66: icmp_seq=3 t11=52 time=11.

R = N =)
=
7

--= 211.14.13.68 ping statistics ---
10 packets transmitied, 10 packets received, 0% packet loss
round-trip minfavg/max = 11.7/37.3/71.4 ns

o traceroute 00O
gbooboobobobooobgoboooboonbo
OO00Oping0OOOORNOOOO IPODODO
gbooobobooobooboooboobo

gogog

EiTH R

PING 211.14.13.686 (211.14.13.88]: 56 data byies
B4 bytes from 211.14.13.66: icmp_seq=0 tt1=52 time=12.4 ms

--- 211.14.18.86 ping statistics ---

| packets transmitied, 1 packets received, 0% packet loss

round-trip minfavg/max = 12.4/12.4/12.4 ns

traceroute to 211.14.13.86 (211.14.18.66), 20 hops max, 40 byte packets
192.168.120.16 (192.168.120.15) 1.546 ns 2.253 ms 1.607 ms

2 192.168.100.50 (192.168.100.50) 2.210 ns 4.956 ms 2.308 ms

3 172.17.264.1 (172.17.254.1) B.777 ms 21.189 ms  13.946 ns

4 210.135.192.106 (210.135.192.108) 9.206 ms B8.953 ms 9.310 ms

5 210.135.200.34 (210.135.208.34) 35.530 ms 19.923 ms 14.744 ns

B 210.135.208.10 (210.135.208.10) 41.641 ns  40.476 ws £3.293 ms

Too210.171.224. 116 (210.171.224.115] 43, 943 ms 27.255 ms  3B.767 ms

8 211.14.3.283% (211,

]

211.14.3.148 (211,

11.1 ) 3B.881 ms L8930 ms 37.879 ms
11
il
11.1

45 148] 38.8B5 nms 47 161 ms  18.431 ms
4.3.105) 53.578 ms 15.883 ws B50.057 ms
4.2.198) 33.777 ms 11.380 ms  17.282 ms

10 211.14.8.106 (2
1 211.14.2.188 (211,
12 % & %

13 211.14.12.249 (211.74.12.249) 19.682 ms !X % 15.213 ms !X

pingOtraceroute 0 000000 OOOOOOO
gooooooooNnNsOooooo0ooooooo
oooooooooOoooooooowrooon
gooooooooooooao
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Epr 26 0:06: 11 localhost -- WARE -- =]
Apr 2B 00:26:11 localhost -- MARE --

bpr 26 00:37:50 localhost named[436]: Cleaned cache of 0 RRsets

4pr 26 00:37:89 localhost named[436]: USAGE 1018749079 1019556843

CPU=2.56u/2.54s CHILDCPU=0ufls

Apr 26 00:37:50 localhost named[436]: WSTATS 1019743079 1019556643 4=3

dpr 2B 00:37:63 localhost named[438]: ¥STATS 1019743073 1019666843 RR=0 RNXD=0
RFwdR=0 RDupR=0 RFail=0 RFErr=0 RErr=0 RAXFR=0 Rlame=0 ROpts=0 S8ys0=1 S&ns=0
SFwd0=3 SDupN=19233 SErr=4 RO=3 RIO=0 RFwd0=0 RDup@=0 RTCP=0 SFwdR=0 SFail=0
SFErr=0 SHakns=0 SNXD=0

Apr 26 01:06:08 localhost -- MARE --

dpr 26 01:26:00 localhost -- MARK --

4pr 26 01:38:57 localhost named[438]: Cleaned cache of 0 RRsets

bpr 26 01:38:167 localhost named[436]: USAGE 1019752737 1013556843

CPU=2.58u/2.345 CHILDCPU=0uf0s

4pr 2B 01:38:57 localhost named[43B]: NSTATS 1018752737 1013558843 A=3

bpr 26 01:38:167 localhost named[436]: MSTATS 1019752737 1019556643 RR=0 RNKD=0
RFwdR=0 RDupR=0 RFail=0 RFErr=0 RErr=0 RAXFR=0 RlLame=0 ROpts=0 SBysl=1 SAns=0
SFwdl=3 3Dup0=13233% SErr=4 RO=3 RIO=0 RFwd@=0 RDupA=0 RTCP=0 SFwdR=0 3Fail=0 J
SFErr=0 SNahns=0 SNKD=0

Apr 2B 02:07:06 localhost -- MARE --
Apr 2B 02:27:06 localhost -- MARE --
dpr 26 02:39:54 localhost named[436]:
dpr 2B 02:33:64 localhost named[43B]:
CPU=2.56u/2.54s CHILDCPU=0ufls

Apr 26 02:39:54 localhost named[436]: WSTATS 1019756394 1019556643 &=3

dpr 2B 02:33:64 localhost named[43B]: ¥STATS 1018756334 1013566843 RR=0 RNXD=0
RFwdR=0 RDupR=0 RFail=0 RFErr=0 RErr=0 RAKFR=0 RLame=0 ROpts=0 E8ysl=1 SAns=1
SFwdl=2 SDup=19232 SErr=4 RE=3 RIU=0 RFwd@=0 RDup@=0 RTCP=0 SFwdR=0 SFail=0
SFErr=0 SHakns=0 SNXD=0

Cleaned cache of 0 RRseis
USAGE 1013766394 1018566843
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