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3 10:38:06 localhost ppp_mabile_on: e-mobile:D02HW/Antenna Level(3) 3335 Es B Btk Al
3 10:38:06 localhost pppd[8460]: pppd 2.4.2 started by root, uid 0
3 10:38:07 localhost chat[8461]: timeout set to 60 seconds

3 10:38:07 localhost chat[B8461]: abort on (BUSY)

3 10:38:07 localhost chat[8461]: abort on (ERROR)

3 10:38:07 localhost chat[8461] abort on (NO CARRIER)

3 10:38:07 localhost chat[8461]: abort on (NO DIALTONE)

3 10:38:07 localhost chat[8461]: send (ATZ"'M)

3 10:38:07 localhost chat[8461]: expect (OK)

3 10:38:07 localhost chat[8461]: "M

3 10:38:07 localhost chat[8461]: OK

3 10:38:07 localhost chat[8461]: —- got it

3 10:38:07 localhost chat[8461]: send (ATQOV1™M)

3 10:38:07 localhost chat[8461]: expect (OK)

3 10:38:07 localhost chat[8461]: "M

3 10:38:07 localhost chat[8461]: TO1"M™M

3 10:38:07 localhost chat[8461]: OK

3 10:38:07 localhost chat[8461]: —- got it

3 10:38:07 localhost chat[8461]: send (ATD*99xxx1#"M)

3 10:38:07 localhost chat[8461]: expect (CONNECT)

3 10:38:07 localhost chat[8461]: "M

3 10:38:07 localhost chat[8461]: ATD*99##x1# MM

3 10:38:07 localhost chat[8461]: CONNECT

3 10:38:07 localhost chat[8461]: -- got it

3 10:38:07 localhost pond[84601: Serial connection established.

3 10:38:07 localhost pppd[8460]: Using interface ppp0

3 10:38:07 localhost pppd[84680]: Connect: ppp0 <-—> /dev/ttyDO2ZHW

(PPP i)
3 10:40:54 localhost dialup_proc[4519]: count: 2, event: alldown, mode: NULL
3 10:40:54 localhost ppp_mobile_off; e-mobile:D02HW/Antenna Level(3) 3¢ UMTEE AR AE

3 10:40:55 localhost pppd[8460]: Terminating on signal 2.
3 10:40:55 localhost pppd[8460): Connection terminated.
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[OOO Ipsec000O0O0O0OOOOOOOOO]

gogogoogno

Aug 3 12:00:14

localhost ipsec_setup:

...FreeS/WAN IPsec started

Aug 3 12:00:20
104 “"xripsecl”

Aug 3 12:00:20
106 “xripsecl”
STATE_MAIN_I1;

Aug 3 12:00:20
108 “xripsecl”
STATE_MAIN_12;

Aug 3 12:00:20
004 "xripsecl”
established

Aug 3 12:00:20
112 “xripsecl”

Aug 3 12:00:20
004 "xripsecl"

localhost ipsec_ plutorun:
#1: STATE_MAIN_I1: initiate

localhost ipsec_ plutorun:
#1: STATE_MAIN_I12: from
sent MI2, expecting MR2

localhost ipsec_ plutorun:
#1: STATE_MAIN_I3: from
sent MI3, expecting MR3

localhost ipsec_ plutorun:
#1: STATE_MAIN_I14: ISAKMP SA
localhost ipsec_ plutorun:

#2: STATE_QUICK_I1: initiate

localhost ipsec_ plutorun:
#2: STATE_QUICK 12: sent Ql2,

IPsec SA established
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Apr 25 11:14:27 localhost ipsec_setup:
...FreeS/WAN IPsec started

Aug 3 11:14:34 localhost ipsec__plutorun:
whack:phl_mode=aggressive whack:CD_ID=@home
whack: ID_FQDN=@home 112 "xripsecl" #1:
STATE_AGGR_I1: initiate

Aug 3 11:14:34 localhost ipsec_ plutorun: 004
"xripsecl™ #1: SAEST(e)=STATE_AGGR_I2: sent
Al2, ISAKMP SA established

Aug 3 12:14:34 localhost ipsec_ plutorun: 117
"xripsecl™ #2: STATE QUICK I1: initiate

Aug 3 12:14:34 localhost ipsec_ plutorun: 004
"xripsecl™ #2: SAEST(13)=STATE QUICK_I2: sent
Q12, IPsec SA established
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030 O0O0O00o0ooao

OO0O00O0O00OO0O00O0On

[PacketO OO OOO]OOO
gooooobgooooboboobo

pkts bytes target prot opt in out source destination

272 39111 MARK all -- eth0O any 192.168.120.111 anywhere MARK set Ox1
83 5439 MARK all -- eth0O any 192.168.120.113 anywhere MARK set 0x2

447 48695 MARK all -- eth0 any 192.168.0.0/24 anywhere MARK set 0x3
0 0 FTOS tcp -- eth0 any 192.168.0.1 111.111.111.111 tcp spts:1024:

65535 dpt:450 Type of Service set 0x62

pkts -> 00 @OO)YOODOODOOOO
bytes -> 00 (@O)OOOOooOoOO
target -> 0O OO0 (MARKO TOSO)
prot -> 00O 0O0O
in->0000000000000
out > 000000 OODOOODOO
source -> OO IPOOOO
destination -> OO 0O IPOOO0O
MARK set -> 00O OO0 MARKO
spts > 00040 QOoOoOoO

dpt -> 00000000

Type of Service set -> 00000 T0SOOOO
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iPOO0O000OOoOooToesUboooooooooooboOoooobooooobOoboboooDoDbooo
gobobobobooobooboboboboobooboobobobooobooon

IiPOOO0OOTOSOOOODOO0ODOODOOOO0OobOoobOoboooboobOo<o >

oooo 1000 oOo0o
8 Minimize delay (md)
4 Maximize throughput (mt)
0010 2 Maximize reliability (mr)
1 Minimize monetary cost (mmc)
0 Normal Service

mdOOOODOOOmOODOOO0OO0O0O0OO0OOmO0OODOOO0OmcOOO0OD0O0ODOOODODOODOOO
gboobobooboobooon

gobooboooooobogoTosooboboboonoooboobg<o 2>

TOS ooo oOd LinuxO QO OO ood
0x0 0 Normal Service 0 Best Effort 1
0x2 1 Minimize Monetary Cost 1 Filler 2
0x4 2 Maximize Reliability 0 Best Effort 1
0x6 3 mmc+mr 0 Best Effort 1
0x8 4 Maximize Throughput 2 Bulk 2
Oxa 5 mmc+mt 2 Bulk 2
Oxc 6 mr+mt 2 Bulk 2
Oxe 7 mmc+mr+mt 2 Bulk 2
0x10 8 Minimize Delay 6 Interactive 0
0x12 9 mmc+md 6 Interactive 0
0x14 10 mr+md 6 Interactive 0
0x16 11 mmc+mr+md 6 Interactive 0
0x18 12 mt+md 4 Int. Bulk 1
Oxla 13 mmc+mt+md 4 Int. Bulk 1
0x1c 14 mr+mt+md 4 Int. Bulk 1
Oxle 15 mmc+mr+mt+md 4 Int. Bulk 1

gdooooooopoo0bOOUOUDOOUO0ODOODOOOUODOOOODOODO3OO)YDDOD
OO000O00OPQ Paramater 00O OO0 BandOD OO ODOOOODOODOOODOODOOO 4O

LinnxDOOOOODOOOLinuxOOTOSOOOOOOOOOOOOO PQ Paramater 00O OO Priority-
mpOd 00000000000 OOCOOOO Priority-map00000O0OO0OO
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0000000b000O0b00o0ob0o0obO0obObO0obOUoobOOobOoODO(ReC13490
ooooooooorTestubooooooooooooDoo<g 3

ooooooog | TosOODOO | 0o
__________ _I___________I_____________
TELNET | 1000 | (minimize delay)
__________ _I___________I_____________
FTP | |

Control | 1000 | (minimize delay)

Data | 0100 | (maximize throughput)
__________ _I___________I_____________

TFTP | 1000 | (minimize delay)
__________ _I___________I_____________
SMTP | |

Command phase | 1000 | (minimize delay)

DATA phase | 0100 | (maximize throughput)
__________ _I___________I_____________
Domain Name Service | |

UDP Query | 1000 | (minimize delay)

TCP Query | 0000 |

Zone Transfer | 0100 | (maximize throughput)
__________ _I___________I_____________

NNTP | 0001 | (minimize monetary cost)
__________ _I___________I_____________
ICVP | |
Errors | 0000 |
Requests | 0000 (mostly) |
|

Responses <same as request>| (mostly)
ooooToSOO0O0O0@OOOO)DO<0O20000000000000

TosiboooooooboooooboboooooboooboooboobboooobOobLboooDbobo
goooboooboobobobbooboboooboobooooo
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oooooobpsiffscerv)DO0O0DODOOO0ODODOODOOOODOODSODODOOOODIPOODODLO
TosOOoooooooooogoobiffservdOOO00OO0DOO0OODOOOQSOODOOOODDOOO
OO0OoOobDOooobiffServ000D00ODODSOOOOOODODSCPOODOOOOODQSOOODODO
gooboood

o TOSO DSOOOODOODOOOOO
grosooooOooon
o 1 2 3 4 5 6 7
T S
|Precedence |Type of Service|CU |
R S ————
gopscPOOOOOOOO
o 1 2 3 4 5 6 7
B S Y S T ——
| DSCP | Cu |
S S Y ————
DSCP: differentiated services code point
CU:  currently unused OO O OOO

pscpO0 0000 ObOobOOoobOoboOoobDobooooboobooDooo

O 0o0oooo 0 DSCPO oood
EF(Expedited ForwardingO| Ox2e 00o00o00ooDoooo(RFC3246)
AF(Assured Forwarding(d A00000000300000000000
AF11/AF12/AF13 Ox0a / 0xOc / Ox0e | OODODOOOOODOODO@OOHYDOODO
AF21/AF22/AF23 0x12 / 0x14 / Ox16 | OO DO OOD OO OO O ORFC2597)
AF31/AF32/AF33 Oxla / Oxlc / Oxle (ODOOODODOODO@M)1>2>3>4(0)
AFA1/AFA2/AF43 0x22 / 0x24 / Ox26 (ODOODOOOOO (@)y1>2>3 (@)
CS(Class Selector(] gopoToesOonooOooOooOooooDOoDOoDO
CS1 0x08 Precedencel(Priority)
CS2 0x10 Precedence2(Immediate)
CS3 0x18 Precedence3(Flash)
Cs4 0x20 Precedence4(Flash Override)
CS5 0x28 Precedence5(Critic/ESP)
CS6 0x30 Precedence6(Internetwork Control)
CS7 0x38 Precedence7(Network Control)
BE (Best Effort) 0x00 gooooooo@oooon)
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ogooooa

[ Web ZEFIEOSEHE ]
ZAETE I—HRTFE RADIUSERTE

MACPELAZLs  2sSE  OSEE

I5-[% ) {ERLAL O sysloel 2D

FotEA0Y ) {FEFLLL O syslogl ZHRS

HEEE
gbobooboboobobgoobo

oogonoO
Web DOODOOODOODOOODOODODOO

<g0ogpoooooogs

Apr 7 17:04:45 localhost httpd[21529]:
[error] [client 192.168.0.1] user abc: au-
thentication failure for "/": password mis-
match

ocOOOODO
Web OOOODOOOOOODOOOOOODO

<0000000ood >

Apr 7 17:04:49 localhost authgw: 192.168.0.1
- abc [07/Apr/2003:17:04:49 +0900] "GET /
HTTP/1.1" 200 353
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You can connect to the External Network pobooooooubooboouoobouog
(abc@192.168.0.1). goboboooboboooooo

Date: Mon Apr 7 10:06:51 2003

gooooad
Oo0d0ooDOooOorADISOOOOODOO
0oooboooooooo -oooboooad
OOHTTP Basic DO O ODOOODOOO
O0OMRADIUS OO O OOODOODODOODODOO -
RADIUS OO OO0O User-Password OO O OO0
(PAP) DO ODOOODODO
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FQDNE 2| ZIPFE LA

A B =Tz — ADIEEEBE A
O EERE O FI-FH2 O FILF# O TILF3#4
() Ether0 () Etherl

pi
ine (&) it [::::::::::

Al
count zize timeout
=T

FQDNE 2| ZIPFE LA

Trace Route Adwal
& UDP O IGMP
=T
O EEFE O wIFR O ZIF# O 7IFi
() Ether0 () Etherl
STy bELS ozolm |
(=7 | [#&#r
Device | | GapCount | | GapSize | |
Dump Filter

PacketDump TypePcap

R I D RAT A X IERET 94 Mbyte TH
i T ERT T FORFELL SRS EYET

[ =7 ] [ #8&7% |

[PingOOO]
000000000000 PingD00O0O0OODO

o FQNO OO IPODDODO
FODN(ww.xxx.co.jp00000000)00000
IPOO0O00D0OOOO0

ocOOODOObOObOObOOO
pigD00000OC0O00OCOO0O0DOOOO0OO
gbooobooooooooobooon

ocOOoOO

[J count
O000pingO00O0ODOOOOOODOO
Oooooboool-1ooo0 oooboboi1ooo

Osize
OooooooooddGyte)yDOOOoOo
OdoOoDOoOodse-150000000005600
gsuoooiIcMpPOOODOOODOOODOODOeB4O
gooiMPODODOOOOOOOOMOd

0 timeout
pig0 00000000000 DOO0OO
O00000000i1-300000000 30000

gbooobobooobboobboobooobon

gogog

EiThas

PING 211.14.13.68 €211.14.13.66): 56 data bytes

B4 bytes from 211.14.13.66: icnp_seq=0 tL1=52 time=43.5 ns
B4 bytes from 211.14.13.66: icmp_seq=1 tt1=62 time=65.7 ms
E4 bytes from 211,14, 13,662 icmp_seq=2 tt1=562 time=11.7 ns
B4 bytes from 211.14.13.66% icmp_seq=3 tt1=62 time=12.0 ms
E4 bytes from 211,14, 13,662 icnp_seq=d4 tt1=562 time=63.0 ns
B4 bytes from 211.14.13.66: icmp_seq=b tt1=62 time=68.2 ms
E4 bytes from 211.14.13.66: icmp_seq=F tt1=52 time=12.0 ms
B4 bytes from 211.14.13,88: 5
B4 bytes from 211.14.13.66: =
B4 bytes from 211.14.13,88: ¥

icmp_seq=7 tt1=62 time=71.4 ns
fcmp_seq=8 tt1=52 time=12.0 ns
icmp_seq=9 tt1=52 time=11.% ns

-- 211141366 ping statistics ---
10 packets transmitied, 10 packets received, 0¥ packet loss
round-trie minfave/max = 11.7/37.3/71.4 ms
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gbooobobooobgn
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0000000000000 (Qgreld 0D ipsecod

o0OOooO 00)00O000oo0ooO

0 UDP

gbomoboobooooobobooobooboobo
gboobogooogo

WPOOOOOOODOD0O0OO0O0OO
00000 uPOO0

0 1CMP ooodg
IO O00000000000000000 —

goooboobobobooobobooboobon

gogooo

EITHR

PING 211.14.13.66 (211.14.13.66): 56 data byles
B4 bytes from 211.14.13.66: icmp_seq=0 tt1=52 time=12.4 ms

-- ZI1L14.13.86 ping statistics --- et
1 packets transmilied, 1 packets received, 0% packet loss
round-trip minfave/max = 12.4/12.4/12.4 ns
traceroute to 211.14.16.66 (211.14,15.88), 80 homs max, 40 byte packels
1 192.188.120.15 (192.168.120.15) 1.545 ns 2.253 ms 1.807 ns

2 192.188.100.50 (162.168,100.60) 2.210 ms 4,956 ms 2.309 ms

3 172.17.264.1 (172.17.264.1) 8.777 21.189 13.948

4 210.135.192.108 (210.1356.192.108) Q.SZUE ng 8’."353 s S.Q?U ne D D |:| D D |:| I:l |:| |:| I:l |:| |:| I:l |:| |:| I:l |:| I:l |:| |:| I:l |:| |:|
5 210.135.200.34 EEWU.WSE.EUE.HA% 35.538 ms 19.923 mx  14.744 ms

B 210.135.208.10 (210.135.208.10 41.641 40,478 £3.233

To210.171.224. 118 (210.171.224,115) 43.34gsms 2?.25;‘5ms 35.78;‘3% D D D D D D

8 211.14.3.233 (211.14.3.233) 36.861 ms  33.890 ms 37.670 ms

9 211.14.3.148 (211.14.3.148) 36.865 47,151 18.451

10 211.14.3.105 (211.14.3.106) §3.573 xz 13.889 :z 50.057 :z D D |:| D D |:| D D |:| D D |:| D |:| |:| 100[' D |:| D D
T E211.14.2.193 (211.14.2.1958) 33.777 ms 11.380 ws 17.282 ms
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