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Aug 3 12:00:14

localhost ipsec_setup:

...FreeS/WAN IPsec started

Aug 3 12:00:20
104 "xripsecl"

Aug 3 12:00:20
106 "xripsecl"
STATE_MAIN_I1;

Aug 3 12:00:20
108 "xripsecl"
STATE_MAIN_I12;

Aug 3 12:00:20
004 "xripsecl"
SAestablished

Aug 3 12:00:20
112 "xripsecl"

Aug 3 12:00:20
004 "xripsecl"

localhost ipsec_ plutorun:
#1: STATE_MAIN_I1: initiate

localhost ipsec_ plutorun:
#1: STATE_MAIN_I2: from
sent MI2, expecting MR2

localhost ipsec_ plutorun:
#1: STATE_MAIN_I3: from
sent MI3, expecting MR3

localhost ipsec_ plutorun:
#1: STATE_MAIN_I4: 1SAKMP
localhost ipsec_ plutorun:

#2: STATE_QUICK_I1: initiate

localhost ipsec_ plutorun:
#2: STATE_QUICK_I2: sent QI2,

IPsec SA established
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Apr 25 11:14:27 localhost ipsec_setup:
...FreeS/WAN IPsec started

Aug 3 11:14:34 localhost ipsec_ plutorun:
whack:phl_mode=aggressive whack:CD_ID=@home
whack: ID_FQDN=@home 112 "xripsecl™ #1:
STATE_AGGR_I1: initiate

Aug 3 11:14:34 localhost ipsec__plutorun: 004
"xripsecl™ #1: SAEST(e)=STATE_AGGR_I2: sent
Al2, ISAKMP SA established

Aug 3 12:14:34 localhost ipsec_ plutorun: 117
"xripsecl™ #2: STATE_QUICK_I1: initiate

Aug 3 12:14:34 localhost ipsec_ plutorun: 004
"xripsecl"™ #2: SAEST(13)=STATE QUICK_I2: sent
012, IPsec SA established
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[OOO IPsecOO0O0O0O0O0OOOOOO]

000 interface ipsecO/ethl 218.XXX.XXX.XXX
000

000 "xripsecl™: 192.168.xxx.xxx/24
===218 . XXX - XXX XXX [@<Td>] -—-218 . XXX - XXX - XXX - - .

000 "xripsecl™: ...219.XXX.XXX.XXX
===192. 168 . XXX . XXX . XXX/ 24

000 "xripsecl": ike_life: 3600s; ipsec_life:
28800s; rekey margin: 540s; rekey fuzz: 100%;
keyingtries: 0

000 "xripsecl": policy: PSK+ENCRYPT+TUNNEL+PFS;
interface: ethl; erouted

000 "xripsecl™: newest ISAKMP SA: #1; newest
IPsec SA: #2; eroute owner: #2

000

000 #2: “xripsecl™ STATE_QUICK_I2 (sent QI2, IPsec
SA established); EVENT_SA REPLACE in 27931s;
newest IPSEC; eroute owner

000 #2: "xripsecl” esp.32a406c4@219 XXX . XXX XXX
esp.1be9611c@218 . XXX . XXX . XXX
tun. 1002219 . XXX . XXX . XXX tun.1001@218.XXX.XXX.XXX

000 #1: "xripsecl" STATE_MAIN_I4 (1SAKMP SA
established); EVENT_SA REPLACE in 2489s; newest
1 SAKMP
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Dezcription Ihterface =& 1N GLASS | Priority Rate Packet M;ﬁlrrgﬁm Configure
(1] Size
|1_ | ethd | 1 | 1] | 1 | 100000Kkit = | 1000 | 100 Edit,Femove

geAssOooooooon)
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Oo0o00O0oObOOoonbOon

[QueveingD OO O]JOOO
gooobbobooooobbobuooodbobDbboooooboooob b bbb bbooooo
gooooooooo

qdisc pfifo 1: limit 300p
Sent 9386 bytes 82 pkts (dropped 0, overlimits 0)

qdisc goobooobooo
1: gboboboooooooogoooib
limit gbobobooooobooboobo

Sent (nnn) byte (mmm) pkts (00O O0O0OO0OOOOOO

dropped doooooogo

overlimits jodddoooooooooo

qdisc sfg 20: limit 128p quantum 1500b flows 128/1024 perturb 10sec

Sent 140878 bytes 206 pkts (dropped 0, overlimits 0)
limit (nnn)p 00000000O0ODoO0OoDO
quantum goboogoooo
flows (nnn)/(mmm) mmO 0000000000000 0000000000nmnO0O0
perturb (n)sec ooooooogao

qdisc tbf 1: rate 500Kbit burst 1499b/8 mpu Ob lat 4295.0s
Sent 73050 bytes 568 pkts (dropped 2, overlimits 17)

rate gboboboooogo

burst gboboobo

mpu gbooooogno

lat gooOoOotfoOCOOOOoOOoOooo

qdisc cbg 1: rate 1000Kbit cell 8b mpu 64b (bounded,isolated) prio no-transmit/8 weight
1000Kbit allot 1514b
level 2 ewma 5 avpkt 1000b maxidle 242us
Sent 2420755 bytes 3945 pkts (dropped 0, overlimits 0)
borrowed 0 overactions 0 avgidle 6399 undertime 0

bounded, isolated0 00000 OO
(boundedD D OO OOOODOMsolatedd DO O ODOOO)

bounded, isolated

prio 00O0@OOOrootD OO OOOOpricO0OO0OO)
weight gobooooboooboooo

allot gobooooboobdg

ewma gogooooooon

avpkt ggooooobogd

maxidle goodddoogouoouoooo

borrowed goo0o0o0obOooooooooo

EWwAD O OoooOobobooboooooooobooooboboo
avgidle gbobobobobooooobooboboboooooooooboooaot et
gbobooooooboboboooo
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ooobObooooooooa

[cLASSO OO O]000
00000000000000000000

001 <Codoonmn >
class cbq 1: root rate 1000Kbit cell 8b mpu 64b (bounded,isolated) prio no-transmit/8
weiight 1000Kbit allot 1514b
level 2 ewma 5 avpkt 1000b maxidle 242us
Sent 33382 bytes 108 pkts (dropped 0, overlimits 0)
borrowed 0 overactions 0 avgidle 6399 undertime 0
class chg 1:10 parent 1:1 rate 500Kbit cell 8b mpu 64b prio 1/1 weight 50Kbit allot 1500b
level 0 ewma 5 avpkt 1000b maxidle 6928us offtime 15876us
Sent 0 bytes 0 pkts (dropped 0, overlimits 0)
borrowed 0 overactions 0 avgidle 181651 undertime 0

class chqg 1:1 parent 1: rate 1000Kbit cell 8b mpu 64b (bounded,isolated) prio 3/3 weight
100Kbit allot 1500b

level 1 ewma 5 avpkt 1000b maxidle 242us
Sent 2388712 bytes 3843 pkts (dropped 0, overlimits 0)
borrowed 2004 overactions 0 avgidle 6399 undertime O

class cbq 1:20 parent 1:1 leaf 20: rate 500Kbit cell 8b mpu 64b (bounded) prio 2/2 weight
50Kbit allot 1500b

level 0 ewma 5 avpkt 1000b maxidle 6928us offtime 15876us
Sent 142217 bytes 212 pkts (dropped 0, overlimits 0)
borrowed 0 overactions 0 avgidle 174789 undertime 0

parent goooip

Oo02<PoO0OOO0 >
class prio 1: parent 1: leaf 1001:
class prio 1: parent 1: leaf 1002:
class prio 1: parent 1: leaf 1003:

prio ooo
parent goooip
leaf leafOCOOID
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oooObo0oOoooO0Obooan

[CLASSsO0O00000D0OOOO]Jo0OO0O
ooooboboooboboboooboboon

001 <Codoonon >

[ PARENT 1: ]

filter protocol ip pref 1 u32

filter protocol ip pref 1 u32 fh 805:

filter protocol ip pref 1 u32 fh 805:
match c0a8786f/FFFfffff at 16
match 00060000/00Ff0000 at 8

filter protocol ip pref 1 u32 fh 804:

filter protocol ip pref 1 u32 fh 804:
match c0a87800/FFFfff00 at 16
match 00060000/00Ff0000 at 8

filter protocol ip pref 3 u32

filter protocol ip pref 3 u32 fh 805:

filter protocol ip pref 3 u32 fh 805:
match c0a8786F/FFFfffff at 16
match 00060000/00Ff0000 at 8

filter protocol ip pref 3 u32 fth 804:

filter protocol ip pref 3 u32 fh 804:
match c0a87800/FFFfff00 at 16
match 00060000/00Ff0000 at 8

ht divisor 1
:800 order 2048 key ht 805 bkt 0 flowid 1:20

ht divisor 1
:800 order 2048 key ht 804 bkt 0 flowid 1:10

ht divisor 1
:800 order 2048 key ht 805 bkt 0 flowid 1:20

ht divisor 1
:800 order 2048 key ht 804 bkt 0 flowid 1:10

protocol oooooooood

pref ooo

u32 dooooooooooo@ooiwpoooooo)yoooooooooooooo
gooooooogo

at 80 at16 ddddddooooooooooooooooooooooooboooboon
at8 oo oooooooooooo

flowid dodooooooooooooo

002<PQO0000>
[ PARENT 1: ]

filter protocol
filter protocol
filter protocol
filter protocol
filter protocol
filter protocol

ip pref 1 fw
ip pref 1 fw handle Ox1 classid 1:3
ip pref 2 fw
ip pref 2 fw handle 0x2 classid 1:2
ip pref 3 fw
ip pref 3 fw handle 0x3 classid 1:1

pref ooo

handle TOSO O O MARKO

classid gooooooooooooin
gooimi:(npooooloom:0000ooo
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ooobObooooooooa

[Packet00OOOO0]0O00
000000000000000000

pkts bytes target prot opt in out source destination
272 39111 MARK all -- eth0O any 192.168.120.111 anywhere MARK set Ox1
83 5439 MARK all -- eth0 any 192.168.120.113 anywhere MARK set 0x2
447 48695 MARK all -- eth0 any 192.168.0.0/24 anywhere MARK set 0x3
0 0 FTOS tcp -- eth0 any 192.168.0.1 111.111.111.111 tcp spts:1024:
65535 dpt:450 Type of Service set 0x62
pkts 0o(@Oo)oooooooog
bytes oo@o)yooooooo
target 00000 (MARKO TO0SO )
prot goood
in gobobooboooboo
out gobobooboooboo
source gooiwprooog
destination goomwroooo
MARK set 00000 MARKO
spts oooooooo
dpt goooooog
Type of Service set goooogTosonooO
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ooo0b00oooO00Ob0O0Oonon

ceUbbbooooobooooooboobooooon
oog

O rootd0 O
gboooboobobooboboboooboon
gooobobogooboobobooboboooo
goooo

ooooao
goboobooobooboboboobooobooo
gpoodoooooooon

ooooao
ooooboooboobooboboboboboo
goooobooobooooboobobooboobo
goooboobogn

O leaf()O OO
leaf 000000000 ODOOODODOOOOO
goono

O qdisc
ggooboboboobooooobobobobog
ogdn

[DOO1ID0000]

00000000 1000000000 IDO
MAJORO OO MINOROD OO 20000000000
0o00000oo0O0oo

<MAJORDOI O >O<MINORO O >

OrootOD OO 00100000000 MIDODOOO
RN

goobooobooboosAoROboonoonono
goooo

OMINOROOODOODOOOOOqdiscOOO0D0OO
gooobobooooobooboon

<gbgooooboos>

1: root qdisc
1:1 O
1:10 1:20 1:30 O
10: 1l leaf
30: qdisc
1001: 1002: leaf
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gooTosoonOd

iPOOOO00O0ODOOOTOSOOOO0DOOODDbOOODOO0ObDO0ObOobObOOobOOObDOoUObOoOobOoDbDbO
goooboboboobdoobooooboobuoobooobooboobooon

iPOOO0OOTOSOOODOOOOODOUOOOOODbDUOOOODOObOOOoOD<Or

oooo 1000 OO0
8 Minimize delay (md)
4 Maximize throughput (mt)
0010 2 Maximize reliability (mr)
1 Minimize monetary cost (mmc)
0 Normal Service

mdOOOOODOOmOOOOOCOOODOOmOOOODOOCOmcOOODOOOOOODOOOODO
goooboobooobobogon

oooooobooogoooTesoooobooooobooogo<no 2

TOS agoo od LinuxOQd oo ood
0x0 0 Normal Service 0 Best Effort 1
0x2 1 Minimize Monetary Cost 1 Filler 2
Ox4 2 Maximize Reliability 0 Best Effort 1
0x6 3 mmc+mr 0 Best Effort 1
0x8 4 Maximize Throughput 2 Bulk 2
Oxa 5 mmc+mt 2 Bulk 2
Oxc 6 mr+mt 2 Bulk 2
Oxe 7 mmc+mr+mt 2 Bulk 2
0x10 8 Minimize Delay 6 Interactive 0
0x12 9 mmc+md 6 Interactive 0
0x14 10 mr+md 6 Interactive 0
0x16 11 mmc+mr+md 6 Interactive 0
0x18 12 mt+md 4 Int. Bulk 1
Oxla 13 mmc+mt+md 4 Int. Bulk 1
Ox1c 14 mr+mt+md 4 Int. Bulk 1
Oxle 15 mmc+mr+mt+md 4 Int. Bulk 1

gooooobooboOUobOoUObOU0bOOobObOUOOOoUUbOUODObDOUOoO3(boboo3oO0)Yyooo
OO00000PQ ParamaterU 00000 BandI OO ODOCOOOOCOOODOODOOO 4O

LinuxDOOOOOOOOOLinuxOO T0SO000000O0O0O0ODOOO PQ Paramater OO OO Priority-
mpOd 0000000000 OOOCOODOO Priority-mapO000000O0O0OO
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oooTosoonOd

0000b0o0bO00ooOO0b0o0bOo0oCO0bOo0boooOobOoOoDORrC13490
obooooobooTesgbooboooooooboooog<g 3

oooooooo | T0sOOOO | 0o
__________ _I___________I_____________
TELNET | 1000 | (minimize delay)
__________ _I___________I_____________
FTP | |

Control | 1000 | (minimize delay)

Data | 0100 | (maximize throughput)
__________ _I___________I_____________
TFTP | 1000 | (minimize delay)
__________ _I___________I_____________
SMTP | |

Command phase | 1000 | (minimize delay)

DATA phase | 0100 | (maximize throughput)
__________ _I___________I_____________
Domain Name Service | |

UDP Query | 1000 | (minimize delay)

TCP Query | 0000 |

Zone Transfer | 0100 | (maximize throughput)
__________ _I___________I_____________
NNTP | o001 | (minimize monetary cost)
__________ _I___________I_____________
ICMP | |

Errors | 0000 |

Requests | 0000 (mostly) |

Responses | <same as request>| (mostly)

gopooTosO00OpoO0UODO)YDO<O2000000D000ODODOO

TesgooboooooboooobobooobobooooobooboboooobooooDobooo
gooobooboboobooobooboboobooobooo
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goapscePOOOO

OOOoooobseiffserv)J0O0OO0O00ODODODOOOOODOOOOODSOODOOOOOOIIPODODOOOO
TosOOOOOoOooOoDbOoOoogdiffservd00ODO0DODOODOODOODOQSODOODOODODOOO
OO0O0oOoOoOgobpiffservDOO0ODOOODSOOOODOODSCPODOOOOODOQsSOOODODOOO
gooobooog

o TOSODSOOOOOODDODOOOO
gTosooooOonoon
o 1 2 3 4 5 6 7
TR P ra ———
|Precedence |Type of Service|CU |
SRR S S R S———
gpscPOOOOoOoOonOO
o 1 2 3 4 5 6 7
S SRS U R S p———
| DSCP | CU |
TR S S S S —
DSCP: differentiated services code point
CU:  currently unusedd OO QOO 0O

pscPObOUboOoooOoboOoobDoboooobobobooboobbooooDo

0 00oDOooo 0 DSCPO oood
EF(Expedited Forwarding) 0x2e 00000000000 (RFC3246)
AF(Assured Forwarding( A00000000300000000000
AF11/AF12/AF13 Ox0a / OxOc / Ox0e | ODODOODOOODOODODO@MOOHYDOOO
AF21/AF22/AF23 0x12 / 0x14 / Ox16 | OO DO OO O OO OO O ORFC2597)
AF31/AF32/AF33 Oxla / Oxlc / Oxle |ODOO0ODOCODOODO@M) 1>2>3>4(0)
AFA1/AFA2/AFA3 0x22 / 0x24 / Ox26 |ODOODOOOOO ((@)1>2>3 ()
CS(Class Selector(d gooTmesOonoOOoOoOoOooOooOOoOoDOoDOoDO
CS1 0x08 Precedencel(Priority)
CS2 0x10 Precedence2(Immediate)
CS3 0x18 Precedence3(Flash)
Cs4 0x20 Precedence4(Flash Override)
CS5 0x28 Precedence5(Critic/ESP)
CS6é 0x30 Precedence6(Internetwork Control)
CS7 0x38 Precedence7(Network Control)
BE (Best Effort) 0x00 oooooooo@ooooo)
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J0000o0o0ooooooooooooogo
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OOweb OOOOODOO

0O RADIUSO O
00000000000000000RADIUSOO
00000000000000000O0

BEBFE 2-Y&%E ~  RADIUSEE
MACFFL 22712 24 ATHE OS2 %E
EEAGISEEES
PFELR I
K—tEE 1645 O1s12 O iﬁﬁi|:|
e
FPELZ ]

H-FB5 G 1g4s O 1612 O Fehsw| 00 |
HosiEZE
NAS-IP- Address ]
NAS-Identifier ]

TAE LA LT I BT v|
tyiavA LFOE | EELGL v |
BEEE

[OO0O0O0OoOoooo]
0000000000000000000

o IPODDOO

oO0Oooo

o secret

RADIUSO O OO IPOOOOODDODDOsecret
0000000

[DO000O000000]
0000000000000000000000
o IPOOOD

00000

o secret
0000000000000000000

N

[DoOoOOoO0O0]
RADIUSOOOOO0D000000O0D0ODOO
NASOOOOOCOOOODRAUISOODDODDO
NASOODOOODO000000000000000
oooooo

o NAS-1P-Address
ooooooomwrooooooooooo

o NAS-ldentifier
oo0ooooooooooo
oo0ooooooooboooo

[OCOO00OOOORADINSOOOOOOOOOOO
ooooooooo0
ooooobooooooooooooooboooo
oooooo

ocbobooboOoOoOO

gooooobgoboooboboobobooo
FAFILAA LT O EELEL v

EELEL
Idle-Timeout 28
fzcend-Tdle-Limit 244 /529
Azcend-Idle-Limit 244

gooogn
RADILSO OO OOOOOOOODOODOOO
goooboboboobobogoo
gooobooboobooobooboobon
gooobobogoboobo

O Idle-Timeout 28
Idle-Timeout (Type=28)0 0 00O O0ODOOO
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=T
FQDNERIZIPFEL
Trace Foute Adva
& UDP () IMP
=iT
O £EBHE O 7I-F#2 O 7ILbF#E O 7ILFH
() EtherD () Etherl () Ether2 () Ether3
Bl O £Dit | |
(=7 | (&&=
Device | CGapGount CapSize
_Dump Filter

BT BAT AT ERETIMby e TE
ST TO BRI iy FOAEELS BAT DY ET

PacketDump TypeFcap

[ =7 | [ #E%T |

OPingD OO0
000000000000 PIngD0O00000

o FQDNO OO IPOODODO
FODN(www.xxx.co.jp0 000000 O0)DODOODO
IiPOOOOOOOOODOO

oO0ObOOOobDOOobOOobObOO
ping0 000000000 OD0O0ODOOODOODOO
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0 count
O0O00OpingO0OO0OO0OOO0DOODOO
Ofd0oO0ooO1-10000 ooooboiooo
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dooooooooOGwyte)yDOOOOOO
do0oOooooose-1000 0000005600
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O timeout
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KiTH R

PING 211.14.13.68 (211.14.13.86): 66 data bytes

B4 bytes from 211.14.13.66: ifcmp_seq=0 tt1=562 tine=43.5 ns
B4 bytes from 211.14.13.B8: icnp_seq=1 tt1=62 time=B5.7 ns
B4 bytes from 211.14.13.66: ifcmp_seq=2 tt1=52 time=11.7 ns
64 bytes from 211.14.13.66: icnp_seq=d tt1=52 time=12.0 ns
B4 bytes from 211.14.13.66: icmp_seq=d4 t11=52 tine=63.0 ns
64 bytes from 211.14.13.66: icnp
B4 bytes from 211.14.13.66:
64 bytes from 211.14.13.66:
B4 bytes from 211.14.13.66:
64 bytes from 211.14.13.66;

_seq=8 tt1=52 time=58.3 ns
icmp_seq=f tt1=62 time=12.0 ms
icmp_seq=7 tt1=52 tine=71.4 ns
icmp_seq=8 tt1=62 time=12.0 ms
icmp_seq=3 tt1=52 time=11.8 ms
-- 211.14.13.86 ping statistics ---

10 packets transmitted, 10 packets received, 0¥ packet loss
round-trip minfave/max = 11.7/37.3/71.4 ns
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round-trip ninfavz/max = 12.4/12.4/12.4 ns

traceroute to 211.14.13.66 (211.14.13.66), 30 hops max, 40 byte packets
1 182.168.120.16 (132.168.120.16) 1.546 ms 2.253 ms 1.807 ms

192.166.100.50 (132.188.100.50) 2.210 ms 4.365 ms 2.309 ns |:| |:| |:| |:| |:| |:| |:| |:| I:l |:| |:| I:l |:| D D |:| D |:| |:| I:l |:| D D

2
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© 210.185.208.34 (210.135.208.84) 86.538 19.928 14.744
§ 210.185.208.10 (%IU.IEE.EUE.WU) )-u.sal we 40,478 ms B2.29% me
7 210.171.224.116 (210,171,224, 115) 43,948 27.266 36,767
8 Z11. 145,283 (211.12.3.258) 86,881 ns 33850 we 87,879 ms oo 100000 oo
9 211.14.3.148 Ezn.m.a.laeg 36.965 ms 47.151 ms 18.4971 ns
10 211.14.3.105 (211.14.3.105) 53.573 13.889 50.057
1121142193 (211014.20193) 33777 ne 11,390 we 17,282 no godoglo0o00oooooooooboonon
12 % o
13 211.14.12.249 (211.14.12.243)  19.682 ms !X # 15.213 ns !X
= = odooodoodooooo
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