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IPsec i%E
1-1. PPPoE ZF|FLT- IPsec % E (4 NXR#LA XR)

[ EH ]
(NXR DE&E]

nxr120#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr120(config)#hostname NXR

NXR(config)tinterface ethernet 0

NXR(config-if)#ip address 192.168.10.1/24

NXR(config—if)#ip access—linkdown

NXR(config—if)#exit

NXR(config)#ip route 192.168.20.0/24 tunnel 1

NXR(config)#ip route 192.168.30.0/24 tunnel 2

NXR(config)#ip route 0.0.0.0/0 ppp 0

NXR(config)#tip access—list ppp0_in permit any 10.10.10.1 udp 500 500
NXR(config)#ip access—list ppp0_in permit any 10.10.10.1 50
NXR(config)#tipsec access—list LAN_B ip 192.168.10.0/24 192.168.20.0/24
NXR(config)#ipsec access—list LAN_C ip 192.168.10.0/24 192.168.30.0/24
NXR(config)#tipsec local policy 1
NXR(config-ipsec—local)#address ip
NXR(config-ipsec—local)#exit

NXR(config)#ipsec isakmp policy 1
NXR(config-ipsec—isakmp)#description XR_A
NXR(config—ipsec—isakmp)#authentication pre—share ipseckey1
NXR(config-ipsec—isakmp)#hash shal
NXR(config—ipsec—isakmp)#encryption aes128
NXR(config-ipsec—isakmp)#group 2
NXR(config—ipsec—isakmp)#lifetime 10800
NXR(config—ipsec—isakmp)#isakmp—mode main
NXR(config-ipsec—isakmp)#remote address ip 10.10.20.1
NXR(config—ipsec—isakmp)#keepalive 15 3 periodic restart
NXR(config—ipsec—isakmp)#local policy 1
NXR(config-ipsec—isakmp)#exit

NXR(config)#ipsec tunnel policy 1
NXR(config-ipsec—tunnel)#description XR_A
NXR(config—ipsec—tunnel)#negotiation-mode auto
NXR(config-ipsec—tunnel)#set transform esp—aes128 esp—shal—hmac
NXR(config—ipsec—tunnel#set pfs group2
NXR(config-ipsec—tunnel#set sa lifetime 3600
NXR(config-ipsec—tunnel)#set key—exchange isakmp 1
NXR(config-ipsec—tunnel)#match address LAN_B
NXR(config-ipsec—tunnel)#exit

NXR(config)#tinterface tunnel 1

NXR(config—tunnel)#tunnel mode ipsec ipv4
NXR(config—tunnel)#tunnel protection ipsec policy 1
NXR(config—tunnel)#ip tcp adjust-mss auto
NXR(config—tunnel)#exit

NXR(config)#ipsec isakmp policy 2
NXR(config-ipsec—isakmp)#description XR_B
NXR(config-ipsec—isakmp)#authentication pre—share ipseckey?2
NXR(config-ipsec—isakmp)#hash sha1
NXR(config—ipsec—isakmp)#encryption aes128
NXR(config—ipsec—isakmp)tgroup 2
NXR(config—ipsec—isakmp)#lifetime 10800
NXR(config—ipsec—isakmp)#isakmp—mode aggressive
NXR(config-ipsec—isakmp)#remote address ip any
NXR(config-ipsec—isakmp)#remote identity fqdn xr
NXR(config-ipsec—isakmp)itkeepalive 15 3 periodic clear
NXR(config-ipsec—isakmp)i#local policy 1
NXR(config-ipsec—isakmp)#exit

NXR(config)#ipsec tunnel policy 2
NXR(config—ipsec—tunnel)#description XR_B

- ROR—SITEENBYET ——-
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1-1. PPPoE ZF|FLT- IPsec % E (4 NXR#LA XR)

NXR(config-ipsec—tunnel)#negotiation—mode responder
NXR(config-ipsec—tunnel)#set transform esp—aes128 esp—shal—hmac
NXR(config-ipsec—tunnel)#set pfs group2
NXR(config-ipsec—tunnel)#set sa lifetime 3600
NXR(config-ipsec—tunnel)#tset key—exchange isakmp 2
NXR(config-ipsec—tunnel)#match address LAN_C
NXR(config-ipsec—tunnel)#exit

NXR(config)#interface tunnel 2
NXR(config-tunnel)#tunnel mode ipsec ipv4
NXR(config—tunnel)#tunnel protection ipsec policy 2
NXR(config—tunnel)#ip tcp adjust-mss auto
NXR(config—tunnel)#exit

NXR(config)#interface ppp 0

NXR(config—ppp)#ip address 10.10.10.1/32
NXR(config—ppp)#tip masquerade

NXR(config—ppp)#ip access—group in ppp0_in
NXR(config-ppp)#ip spi-filter

NXR(config—ppp)#ip tcp adjust-mss auto
NXR(config—ppp)#no ip redirects
NXR(config—ppp)#tppp username test1@centurysys password test1pass
NXR(config—ppp)#tipsec policy 1

NXR(config—ppp)texit

NXR(config)#interface ethernet 1

NXR(config-if)#no ip address
NXR(config—if)#pppoe—client ppp 0
NXR(config-if)#exit

NXR_A(config)#tsystem led aux 1 interface ppp 0
NXR(config)#dns

NXR(config—dns)#service enable
NXR(config—dns)#exit

NXR(config)#exit

NXR#save config

NXR DR EICEALEL TIEZRATELTLYS NXR & Z D 1 —H—XH A R(CLIIR)# & U FutureNetNXR % 7E
BILE IPsec fmax S BZE,

BELLUTIE XR & IPsec it T AEDERFIRELYFET,

NXR O LIGFHEHRETIEI 9T L TWSAUETI—AD IP FTRLRAEBADBEIETEEE Ao
ZMD1=8 XR AT IPsec Keepalive ZF&XFEL. MDZDHTHE IP FRL XA NXR D LAN il IP PRLRADIHFE
NXR @ LAN 423 7x—AMYH5 9 LTS E XR BTl IPsec SA BEIL—IPsec Keepalive TlEZE R4
—IPsec SAREIL---ZE#EYRLTLEWET , D718 NXR THEZAVFTT—ANI I I RETLER
AIREICT Bz, UL TDaAYUR%E LAN /27 —RICERELET,

1. <LAN fll (ethernet0) 1> 371 —RXE&E >

[ NXR(config-if)#ip access—linkdown

Y5 REETEH . LAN ] (ethernet0) A2 A7 —AMD IP PRLRIZRH L TEEMNTES LB ELET,

2. <URAFL LED 82E>

| NXR(config)#tsystem led aux 1 interface ppp O

ZZ Tl ppp0 1272 — A D EIFFIEHFFZ, AUX LED1 A RT3 B &SR ELET,
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ER % [Ethernet SREDRFIEVVVILET,
BEIE _EE D Ethernet! D/RTFE 1ZFD) v 3 H& Ethernet] 1 ATT—ABRENRREINET,
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FFELZ 0 |
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O oHopty— ipinieig
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MACTE |- 3,
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[ prasor am
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1-1. PPPoE ZF|FLT- IPsec % E (4 NXR#LA XR)

2. <PPPoE &5 >

BREA=2—TIPPP/PPPoE R 15 V)T HLIEMBENRTIINET
EE L EOMHERILRTE 11EFV VI T HEERARTEINRTINET,

FO/EE
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HAT-F testZpass
O e h fonsE i ftL
& 70 i e T
DSt — 4 Ozgemr
75471
L=l
o FruIRER 30 i
LCF —FF5A7 CEREIRA D L2
OFYE AT B L R S T

O rauan Osmza
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ST LIEIE. 26 DEFILPP-Gateway FITLE T

Fing | Zt 24Ei5HEEa

UnMumbered—PPPEOIST 8 Y |- T332 9

IFFE L2
[Olg e | k300 — SIWPFE L ATT
PPPoEDIEE ik FAES |5 L TF 21
MSSERTE = B0 [TZE MiRE 1T,
MESHEEEFHELE (Clame MSS to MTLOLZ 37,
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T L EERE SRS T D EENRNE T, )

PPPoE DEHRAETUTNDIERFRELET,

- [A—%1D] test2@centurysys
« [RRT—F] test2pass
() ISP MoiRftEhti-2—4 D, /ISRAT—KREHRELET,
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B
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BREREREDREFEIZIUVILET,
HEA=21—TIPPP/PPPoE & E 129y LET,

TAnAEMoEEEYST

BHE

T OiER

-
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REZIECHESRHH AT
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HREERIh LI A
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1-1. PPPoE ZF|FLT- IPsec #&#G % E

IPsec i%E
(2% NXRHLE XR)

[CI§% 12§50 | CRiE MPFPE 702 5 MPADT EaSHE
Session IPwPacket DS | FADT 358
[¥] 3tzifigiession DLOP-EchcRequest S{SH | PADTEIRLE

PPPoE DEMHRRETUTNDIEREZHRELET .

FPPoERFREA T 250
(2 ERSH:E)

[HEfT s DER] PR 1

[EHAR—K] Ether

[HEf s 28] HRER

[P Y AAL—F] a3

[RTF—FIINTYR VARG 3] ESE)

[TI4)LRIL—FDERTE] %

(B4R 3K ZRIEI D PPPoE t2y3 a2 @) PADT %34 HIiE H] BHFvoH)
[FE#E&T Session O IPv4Packet Z{ERFIZ PADT Z5& il Hi] BH(FvIAH)

[JEHE#HT Session () LCP-EchoRequest 2{ERFIZ PADT % 5 il ] BMFIvIAH)

RERBERIZYVILET,
(=) BERIZED)VITHIEICKYREDREFEITL. PPP/PPPoE it ERIALET .

3. <TLNEERE>
BREAZA—TIIAIIWEBRTEIZIIVITHEANTAINERENRTEINET,

Mo AE-TI-3 Hia #hit a3l EETFE LA b i il HBTHRTE LA HTHEA—
1 pppld ATARIEE| FFa] vl ludp v | 100,101 |SDD ||1 0.10.201 ISDD |
2 pppld SUTRIEE || FFR] v esp v | 100,101 10.10.201

ARTAIVEATUTOEBZERELET .

No.1 No.2

- [M2537x—X] ppp0 - [12BT7x—X]
- [EhfE] ] - [Eh1E]

- [Zakal] udp - [Zara]

- [EETTFLA] 10.10.10.1 - [BETTFRLZA]
- EEFTAR—HK 500 - [HTETFRLZA]
- [HBTETRLA] 10.10.20.1

- [HTHRAR—H 500

RERERE/HIRORTIZI)VILES .

4. <IPsec &3>
BEA=—TCIEEY—ERDEEIZV)VITEHES—ERXR—ENKRRTINET,
Y—EX—BEDERIDIPsec U—/\ %0 v0F H& IPsec FREMNKRRINET
BEEEBOIREEDREIZV)VILET,
AEEDREDFICHAAEERDHRENIZVVVILET,

ppp0

EF Al

esp
10.10.10.1
10.10.20.1
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1-1. PPPoE ZF|FLT- IPsec % E (4 NXR#LA XR)

3= x— A0PFE LA 10.10.201

L I —RMIFFE |2 %ppp0 |

A2 =Tz~ AMID

()= @ canturysys]

AEBRDOHREITUTOEEZHRELET,
[AR7—RADIP 7ELX]  10.10.20.1

[EfIIL—2D IP 7RLX]

%ppp0

RERIREDREFEIZIIVILET,
B L&D IKE/ISAKMP R —DERFEDFDIKEL 1Z9)vILET,

HEAISAKMP mEEE

HEABAKMP 2 U2 -5 MR

AR eS| REEOSEED v |

fwB-Jz-zA@PFELA (1010101 |

LN -SmFPFELR

B R B e )

£ PoaEE main £—F v |

1#8 eroupl-aes128-shal

2&A| AL hd
wansfarm BEEE
s&A| R hd
ag8| (FRALMEL M
KEDSAI94 5 10800 lecwa‘—-zaauwnl
DPDmaEE
CFD | O] mmnl O pALsn
ERMA 15 letw—-ssuu&ft]
Ut EE 3 |(u~su§t]
p: -
ipseckey|
O REAT{RFT S
(xsoa el TR
REAIZEEEL TR EL]

(- Decenturyays)

IKE1 TUTODEBEZHRELET,
[IKE/ISAKMP 7R1JS —4]
[(EHRT HREER DERE]

NXR
FEEADERE 1

[A123—Tx—RAD P 7FLX] 10.10.10.1

[E—FDEE]
[transform D% E]
[IKE DSA 754 L]
DPD D& E

[DPD]

[(BZ R FR]

(S EI%]
[BRDFE]

main E—K
group2-aes128-shal
10800 7

#=RYS

15(7)

3

PSKZEMY 5
ipseckey 1 (BRI A HE)
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1-1. PPPoE ZF|FLT- IPsec % E (4 NXR#LA XR)

RERIREDREFEIZIIVILET,
EE LED IPSec R —DREDHDIPsect 120y ILET,

| © wmrs | O #wALa O RespndertLTi#MATS O On-Demend TEATS
AT SIKER LR — & DiER MNXRIKET) %
T 4E B OLANMB @ Fok- D —OFF |3 192.168.20.0/24  |oml-1921 62.00/24)
$BF Al DLANE D Fot-D— OFF | 3 192.168.10.0/24  |oml-1921 6200424
PHE M TransF om &R, aes]28-zhal b |
FFS © wmAzz|O AL
DH Group TiE R (PF S FRBF | S5 ) group? b |
SANTI231 4 agoo F| (1081 ~8640LT T
CISTANCE 1 (~2553 T)
FERIF AR AT — (03600 T
IPsect TUTDIEBZHRELET,
FERYTHEER
[T % IKE R —ZD:ER] NXR(KE1)
[REERID LAN QIO Ry T —9F7RLR] 192.168.20.0/24
[(FAFHID LAN Bl Ry T —9F7RLA] 192.168.10.0/24
[PH2 @ TransForm ®;&R] aes128-sha
[PFS] FAYTS
[DH Group M:EIR(PFS & ARFIZH )] group2
[SA DSA 754 L] 3600 7
[DISTANCE] 1

RERIREDREFEIZIIVILET,
B L EBD IPsec Keep-Alive 5REF2")vILET,

Palicy Mo, | erable || source address | destiration address || intervalsec) || watch count || timeout/delay(eec) || &1 Foptionsk || interface backup SA
1 192168201 192168101 i} 3 it} JEED (|| ipsech » initiate A

IPsec Keepalive TULLTDIEB%#RELET .
Policy No.1
[enable] ER(FTVIH)
[source address ] 192.168.20.1
[destination address] 192.168.10.1
[interval(sec)] 30
[watch count ] 3

[timeout/delay(sec) ] 60

[Eh4E option] EE
(=) TEH)IZBIRLI-IEEIE IPsec SA FELRICEEIRZBAIALET,
[interface] ipsecO

RERERE/HIRORTIZI)VILES
REAZ1—TIEBEY—ERADREIZV)VILY—ER-EERTLET.
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1-1. PPPoE ZF|FLT- IPsec % E (4 NXR#LA XR)

ety OfELE e

Y—EX—ETCUTNER#XRELET,
[IPsec H—/\] FCE)
HRERBMEER]IEV)VILET,

5. <>

—HEIE T TIHBEAKEETONS Yb—/F vyl a R ZFILELTLSL DL HYFETS,
DNS UL —/FruL a R ZEE T S5 [FUT DEREEITVET .
REAZ2—TIEEY—ERADREIZIIVILY—ER—BEERRLES,

o OfEk i

H—EX—ETUTOERF#RELET,
[DNS Fvvia] &£F
RERBELEEIEV)VILET,

(XRB ME&%E]
1. <AVBIT—RBED>

BREAZA—TIAUATI—REREIZEY) DT BHE Ethernet) 1A TT—RABRENRTSINET,
@,E_,ﬁ. n I

IFFELZ (192.168.301

Fub¥ 22 |266.255.265.0

MTU 1500

O oropty— /i Rig
S

MACTF | 2

0 P72 L —Fp maza)
(EMmH =+ THATIIPFE | 2 2L TEEETLE )
Ethemet 0 —

[etho] [ 25 —b2Ibsidrak 2 2402 52500
Ulsr zorop Lizsi et LOGERRIS
[ ereser am
[] Directed Ercadcast
Send Redirects

ICMP Addresshask Request| JiEE

UooER 0 #o-s0)
(DS | Dl — S DB E AL 2 7)

BEEF

@'Eiﬁ] C'ﬁJII—]EEM C'half—]tl]v‘ C'ﬁJII—]EM C'half—]EM

Ethernet0 1271 —ATLUTDHEBEFEZELET,

BEE7FLATHEHAZEIR
[IP 7FL XR] 192.168.30.1
ES @] 255.255.255.0

FRTE % [Ethernet BREDRFIEV)VILET,
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Policy No. enable source address destination address  interval(sec) watch count  timeout/delay(sec) BifFoption interface
1 192188100 || J19z168.201 [ =0 [| s || 50 |IEE] v ||[ipseco v
2 | [[ 192068101 || l192168.201 | D |E I| fi0 [ IEEEEA

ipzecl

IPsec Keepalive TUTDIEHEZHRELET .

Policy No.1 Policy No.2
[enable] AN FvoHE) » [enable] BENFvIH)
[source address ] 192.168.10.1 - [source address ] 192.168.10.1
[destination address] 192.168.20.1 - [destination address] 192.168.30.1
[interval(sec)] 30 - [interval(sec)] 30
[watch count ] 3 - [watch count ] 3
[timeout/delay(sec) ] 60 + [timeout/delay(sec) ] 60
[E11E option] HE - [E14E option] HEE
[interface] ipsecO + [interface] ipsecO

RERERE/HIRORTIZI)VILES .
REAZ1—TIEEY—EADREIZV)VILY—ER-BEERTLET.

|Psectt— % OE [OF 53] Fikep EhiEEE
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Y—EX—EBETUTOLIIHRELET,
[IPsec H—/\] #H
BRERBMEERIZVVVILET,

5. <>

—HEETIITIHBEHAKEETONS Y —/F vyl a R ZFILELTLHL DL HYFETS,
DNS UL —/FruL a R ZiEE T S5 [FUT DEREEITVET .
REAZ2—TIEEY—ERADREIZIIVILY—ER—BEERRLES,

DhEE pviia Ol L

H—EX—EBTUTOLSIZEHRELET,
[DNS Fyia] #EEl
RERBELEEIEV)VILET,

(NXRA DEE]

nxr120#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr120(config)#thostname NXR_A

NXR_A(config)ttinterface ethernet 0O

NXR_A(config—if)#ip address 192.168.20.1/24

NXR_A(config—if)#ip access—linkdown

NXR_A(config—if)#exit

NXR_A(config)ttip access—list ppp0_in permit 10.10.10.1 10.10.20.1 udp 500 500
NXR_A(config)ttip access—list ppp0_in permit 10.10.10.1 10.10.20.1 50
NXR_A(config)ttipsec access—list LAN_A ip 192.168.20.0/24 192.168.10.0/24
NXR_A(config)ttip route 192.168.10.0/24 tunnel 1

NXR_A(config)#ip route 0.0.0.0/0 ppp 0

NXR_A(config)#ttrack 1 ip reachability 192.168.10.1 interface tunnel 1 10 2 delay 61
NXR_A(config)ttipsec local policy 1

NXR_A(config—ipsec—local)#taddress ip

NXR_A(config—ipsec—local)#texit

NXR_A(config)ttipsec isakmp policy 1
NXR_A(config—ipsec—isakmp)#tdescription XR
NXR_A(config—ipsec—isakmp)#authentication pre—share ipseckey1
NXR_A(config—ipsec—isakmp)#hash shat
NXR_A(config-ipsec—isakmp)#encryption aes128
NXR_A(config—ipsec—isakmp)ttgroup 2
NXR_A(config—ipsec—isakmp)#lifetime 10800
NXR_A(config—ipsec—isakmp)#tisakmp—mode main
NXR_A(config—ipsec—isakmp)#remote address ip 10.10.10.1
NXR_A(config—ipsec—isakmp)#tkeepalive 15 3 periodic restart
NXR_A(config—ipsec—isakmp)#local policy 1
NXR_A(config—ipsec—isakmp)#netevent 1 reconnect
NXR_A(config-ipsec—isakmp)#exit

NXR_A(config)ttipsec tunnel policy 1
NXR_A(config—ipsec—tunnel)#description XR
NXR_A(config—ipsec—tunnel)#negotiation-mode auto
NXR_A(config—ipsec—tunnel)#tset transform esp—aes128 esp—shal—hmac
NXR_A(config—ipsec—tunnel)#set pfs group?2
NXR_A(config-ipsec—tunnel)#set sa lifetime 3600
NXR_A(config—ipsec—tunnel)#tset key—exchange isakmp 1
NXR_A(config—ipsec—tunnel)#tmatch address LAN_A

—— ROR—VIFENBYET ——
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NXR_A(config—ipsec—tunnel)#texit
NXR_A(config)ttinterface tunnel 1
NXR_A(config—tunnel)#tunnel mode ipsec ipv4
NXR_A(config—tunnel)#tunnel protection ipsec policy 1
NXR_A(config—tunnel)#ip tcp adjust-mss auto
NXR_A(config—tunnel)#exit
NXR_A(config)ttinterface ppp 0
NXR_A(config—ppp)#ip address 10.10.20.1/32
NXR_A(config—ppp)#ip masquerade
NXR_A(config—ppp)#ip access—group in ppp0._in
NXR_A(config—ppp)#ip spi—filter
NXR_A(config—ppp)#ip tcp adjust—-mss auto
NXR_A(config—ppp)#no ip redirects
NXR_A(config—ppp)#ppp authentication auto
NXR_A(config—ppp)#ppp username test2@centurysys password test2pass
NXR_A(config—ppp)#ipsec policy 1
NXR_A(config—ppp)#exit
NXR_A(config)ttinterface ethernet 1
NXR_A(config—if)#no ip address
NXR_A(config—if)#pppoe—client ppp 0
NXR_A(config—if)#exit

NXR_A(config)#tsystem led aux 1 interface ppp 0
NXR_A(config)#tsystem led aux 2 track 1
NXR_A(config)#dns

NXR_A(config—dns)#service enable
NXR_A(config—dns)#exit

NXR_A(config)#exit

NXR_A#save config

NXR DR FEICBALZEL TIEZFAIELNTLIS NXR D 1—H—XH A R(CLI HR)$E & U FutureNetNXR 2% E 55
IPsec fRzx S MBIIZE0LY,

BEUTIEXR & IPsec i 5 L TOEERELLBYFET,

NXR D TIHHEHRETIEN U IF IV L TN AT —RAADEEETEEFE A,

ZMD1=% XR I T IPsec Keepalive ZEXTEL . MDEDIESE IP 7RL XA NXR D LAN il IP PRLRADIBZE.
NXR @ LAN 4227z —ZAM) 9B LTIVAE XR T IPsec SA FEIL—IPsec Keepalive TREERAN1—
IPsec SA FEIL--ZHBUVIRLTLENET, D=8 NXR THEZUIF I RETHEIEFREIZT 50
TOOTUR%E LAN 427 —RICERELFET .

1. <LAN fill (ethernet0) 27T —RERTE >

[ NXR_A(config-if)#ip access—linkdown

Yo o589 dREETE. LAN fi (ethernet0) 122 T7T—AMD IP PRLAIZK L TRENTEELIBELET,

F-ZDHRETIE Ping ERB LUV RYE T =IO/ RUMEHRELET,
2. <FSYIEEPing B>

| NXR_A(config-if)#track 1 ip reachability 192.168.10.1 interface tunnel 1 10 2 delay 61

HERRE 10 T2 AVRSAETL. BRENELONGVMGERIXF I UITIREBBLET .
H)U—>TIT~DIREERIL Ping [CKDEERBNTEIHELLVET,

&2 T Ping [2& B IS B HERMNTEAUVICMP Echo Reply ALV E EA I REDFFEELAYET,
ZITlE delay LB ETHRELET , delay (X8 BB (track DAT—RRIRENT VT ) hoEBRICT Y THED
BEERITIHFECTOEERMERELET,
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delay 24 IHBMEL T DIHE (E X I REL RSN . COML Ping BERITITHONET , 4E delay 247
RISHEIVARNVNERRMLUIZE S L. delay 2R EF v ILENET,

ZL T delay A IMFA LT VT HEARUNT VT EGYET , CDEE delay AT HITHI U RLT= Ping B
FROKBEIKIL 0 IV TSN, BE Ping ESRMNFIRENET,

(=) delay #AIMIA LT ILLIZIGEE L. netevent AX R THEELI-EBIMENETINE T,

3. <IPsec ISAKMP 7R1)S—&&5E 1>

| NXR_A(config-if)f#netevent 1 reconnect |
track 1 AY R TIEE LTz Ping BE R CREZEZRALIZIBE . IPsec bR IILDBEREITOBIMEEIEELET,
Z0fth NXR OFMBREICEALELTE. CHRATALTLS NXR D1—HF—XHAFCL BV
FutureNetNXR EXEHI%E IPsec #RZF S HRIZSLY,

4. <L RT L LED 8&E>

| NXR_A(config)#system led aux 1 interface ppp 0 |
CZTlE ppp0 12272 — R D EH#RIERTEF(Z. AUX LED 1DV RKT T K SICERELET,

[ NXR_A(config)#system led aux 2 track 1 |
ZC Tl track! TERIEL Tz Ping B2 33/ OK (status is up) MEFIZ, AUX LED2 ASm KT 9 B &SIZERELET

(NXRB M%)
nxr120#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
nxr120(config)#thostname NXR_B
NXR_B(config)ttinterface ethernet 0O
NXR_B(config—if)#ip address 192.168.30.1/24
NXR_B(config—if)#ip access—linkdown
NXR_B(config—if)#exit
NXR_B(config)ttip access—list ppp0_in permit 10.10.10.1 any udp 500 500
NXR_B(config)ttip access—list ppp0_in permit 10.10.10.1 any 50
NXR_B(config)ttipsec access—list LAN_A ip 192.168.30.0/24 192.168.10.0/24
NXR_B(config)ttip route 192.168.10.0/24 tunnel 1
NXR_B(config)#ip route 0.0.0.0/0 ppp 0
NXR_B(config)#track 1 ip reachability 192.168.10.1 interface tunnel 1 10 2 delay 61
NXR_B(config)ttipsec local policy 1
NXR_B(config—ipsec—local)#address ip
NXR_B(config-ipsec—local#self-identity fqdn nxr
NXR_B(config—ipsec—local)#texit
NXR_B(config)ttipsec isakmp policy 1
NXR_B(config—ipsec—isakmp)#description XR
NXR_B(config—ipsec—isakmp)#authentication pre—share ipseckey?2
NXR_B(config-ipsec—isakmp)#hash shatl
NXR_B(config-ipsec—isakmp)#encryption aes128
NXR_B(config—ipsec—isakmp)#tgroup 2
NXR_B(config—ipsec—isakmp)#lifetime 10800
NXR_B(config—ipsec—isakmp)#isakmp—mode aggressive
NXR_B(config—ipsec—isakmp)#remote address ip 10.10.10.1
NXR_B(config—ipsec—isakmp)ttkeepalive 15 3 periodic restart
NXR_B(config-ipsec—isakmp)#local policy 1
NXR_B(config-ipsec—isakmp)#netevent 1 reconnect
NXR_B(config—ipsec—isakmp)#exit
NXR_B(config)ttipsec tunnel policy 1
NXR_B(config—ipsec—tunnel)#description XR

—— ROR—VIFENBYET ——

31/87



IPsec

FRIE

1-2. PPPoE ZF|FALT= IPsec #E#i % E (22 XR#L & NXR)

NXR_B(config—ipsec—tunnel)#negotiation-mode auto
NXR_B(config—ipsec—tunnel)#set transform esp—aes128 esp—shal—hmac
NXR_B(config-ipsec—tunnel)#set pfs group?2
NXR_B(config—ipsec—tunnel)#set sa lifetime 3600
NXR_B(config—ipsec—tunnel)#tset key—exchange isakmp 1
NXR_B(config—ipsec—tunnel)#tmatch address LAN_A
NXR_B(config—ipsec—tunnel)#exit
NXR_B(config)ttinterface tunnel 1
NXR_B(config—tunnel)#tunnel mode ipsec ipv4
NXR_B(config—tunnel)#tunnel protection ipsec policy 1
NXR_B(config—tunnel)#exit

NXR_B(config)ttinterface ppp 0

NXR_B(config—ppp)#ip address negotiated
NXR_B(config—ppp)#ip masquerade
NXR_B(config—ppp)#ip access—group in ppp0_in
NXR_B(config—ppp)#ip spi—filter

NXR_B(config—ppp)#ip tcp adjust—-mss auto
NXR_B(config—ppp)#no ip redirects
NXR_B(config—ppp)#ppp authentication auto
NXR_B(config—ppp)#ppp username test3@centurysys password test3pass
NXR_B(config—ppp)#ipsec policy 1
NXR_B(config—ppp)#exit

NXR_B(config)ttinterface ethernet 1
NXR_B(config—if)#no ip address
NXR_B(config—if)#pppoe—client ppp 0
NXR_B(config—if)#exit

NXR_B(config)#system led aux 1 interface ppp O
NXR_B(config)#tsystem led aux 2 track 1
NXR_B(config)#dns

NXR_B(config—dns)#service enable
NXR_B(config—dns)#exit

NXR_B(config)#texit

NXR_B#save config

NXRB DEREIZELELTIEINXRA DRE, FIETFABENTLNANXRDAI—HF—XHARCLI B LV

FutureNetNXR % E B IPsec fEE S HBFEELY,

[ /XyarDn&EEH ]

LAN A /Y3y LAN B @/\Y3Y LAN C ®/\YY
IP7FLR 192.168.10.100 192.168.20.100 192.168.30.100
HITRIRTRY 255.255.255.0 255.255.255.0 255.255.255.0
TIAIWNT—rozA 192.168.10.1 192.168.20.1 192.168.30.1
DNS #—/3®D IP 7RL R 192.168.10.1 192.168.20.1 192.168.30.1
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2-1. PPPoE % FIFL7- GRE &% E

PPPoE #IRE T NXR ) —X —XR 1) — X8 T GRE % 1TOXREHTY .

[ #&E ]

LAN_A : 192.168.10.0/24 LAN_B : 192.168.20.0/24

NXR XR
4 eth0 ppp0 ppp0 eth0 4
192.168.10.100 192.168.10.1 10.10.10.1 10.10.20.1 192.168.20.1 192.168.20.100

GRE CTHLARIBIET B AL AIZEHEEL=IL—4D WAN il IP PRLRIXEE IP PRL AN E
IZEYET,
BHEIZHDHERITFNFNDOHED NXRXR WS A—RINTFOERETVET,

CDEERFITIE NXR DU RT L LED FHFEELT ppp0 1A TT—X, FURIAVBTT—RT Y THFIC
LED MNm4T 3 B&3IZHELET,
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[ EH ]
(NXR DE&E]

nxr120#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr120(config)#hostname NXR
NXR(config)tinterface ethernet 0
NXR(config-if)#ip address 192.168.10.1/24
NXR(config—if)#exit

NXR(config)#ip access—list ppp0_in permit 10.10.20.1 10.10.10.1 47
NXR(config)#interface ppp 0
NXR(config—ppp)#ip address 10.10.10.1/32
NXR(config—ppp)#ip masquerade
NXR(config—ppp)#ip access—group in ppp0_in
NXR(config-ppp)#ip spi-filter
NXR(config—ppp)#ip tcp adjust-mss auto
NXR(config—ppp)#no ip redirects
NXR(config—ppp)#tppp username test1@centurysys password test1pass
NXR(config—ppp)#exit

NXR(config)#tinterface ethernet 1
NXR(config-if)#no ip address
NXR(config—if#pppoe—client ppp 0
NXR(config-if)#exit

NXR(config)#tinterface tunnel 1
NXR(config—tunnel)#tunnel mode gre
NXR(config-tunnel)#description XR
NXR(config—tunnel)#ip address 172.16.10.1/30
NXR(config—tunnel)#mtu 1430
NXR(config—tunnel)#ip tcp adjust-mss auto
NXR(config—tunnel#no ip redirects
NXR(config—tunnel)#tunnel source 10.10.10.1
NXR(config-tunnel)#tunnel destination 10.10.20.1
NXR(config—tunnel)#tunnel ttl 255
NXR(config—tunnel)#exit

NXR(config)#ip route 10.10.20.1/32 ppp O
NXR(config)#ip route 192.168.20.0/24 tunnel 1
NXR(config)#ip route 0.0.0.0/0 ppp 0
NXR(config)#system led aux 1 interface ppp O
NXR(config)#tsystem led aux 2 interface tunnel 1
NXR(config)#dns

NXR(config—dns)#service enable
NXR(config—dns)#exit

NXR(config)#texit

NXR#save config

NXR DB FEIZEILELTIXTRIATELITLVS NXR D 1—H—XH 4/ K(CLI kR)# LU FutureNetNXR &€

GRE IPinIP #R& Z S BREE0Y,
BECORETIHEUTOURTLLED 2% ELET,

1. <Y RF.LLED 88>

(ES

| NXR(config)#system led aux 1 interface ppp 0

ppp0 A B2 TT— A D EIHRIERERFZ. AUX LED1 AN AT T BESICEELET,

| NXR(config)#tsystem led aux 2 interface tunnel 1

tunnell 122 7T—XA 7Y THIZ, AUX LED1 AR KT B ESICERELET,
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(XR ME&RTE]

1. <ALUBITT—RBE>
BREA=2—TIAURTI—REEE 1%V VT B& Ethernet0 1 VAT —RABRENRTRINET,
@,E_,_,. E |

IFPELZ (192168201

Fub¥ 20 255 256 2660

MTLI 1800
O pHopt— i I8
HhA-E
MCTE |3
1 P21 —F (o masa)
(ZmA - TERTDIPFE L ARSIl TEEETLE T
e [ A bl irab £ e )
[ert 7 oroR Listrob oLOGSE RS
[ prosar am
[[] Directed Eroadcast
Send Redirects
ICMP iddresshiask Request| 152

28R |0 b (0-30)

O Sl = 5 SR ORISR RELE T
EEEF
@'Eﬂ] Oﬁ.IIHEIIM C'haIF-WU:M ‘C‘mu—1w C'half—1w

Ethernet0 1271 —ATUTDHEBEFERELET,

BEE7FLATHEAZEIR
[IP 7KL XR] 192.168.20.1
ES @) 255.255.255.0

FR % [Ethernet BREDRFIEV)VILET,
BEIE _EE D Ethernet! D/RTFE 1ZFD) I3 H& Ethernetl 1 ARATT—ABRENRREINET,

O EErr L ATHER
PFELZ |0

Foh- TR | 255 255 255 0
ML 15600

O oHoptt — rigeinTeis
hAE

[ g e

O P72 —Fp masa)
(ZmA - TERTIFFE L AZEHL TEEETLE T
Ethemet 17—

Tethi 1 [0 Z7=F21ls 8 robA 2802500500
[ert worop Lisst oot oLocemis
[ mroser am
[] cirected Eroadcast
Send Redirects

IOMP Addresshssk Request| 52

28R 0 #0020

(LR B | Dl —F SR ECIE R L LE 3
et
Gag Oarom Onartont O ot O hafio

Ethernetl 1> 271 —ATUTDHEBEFERELET,
BEE 7KL A THERAZER
[P 7FLX] 0

R E % [Ethernet REDRFIZVI)VILET,

2 <PPPoE §&5%E>
BREA=2—TIPPP/PPPoE R 15 V)T HLIEMBENRTINET
EE L EOMHERILRTE 11F 70T HLEERAREINRTINET,
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FRIE
E1—)

X ;B

FOAIHE
1-Hip testZ@centurysys |
HKAD-F testZpaze |
O ki e h AONSE B hLY
) orp g s a EE s T
DrEt— 45 Czgymax
T34
AL
. Fro R 30 #
LoPF —FT 347 CERSEL RIS LEe s L2 T
Ol RS (e |

G mLan OsaTs

AT SHA
FATERILI0REIE. ZH OB [LPtP-Gatewsy| JEfTLE T

Fing | ZE S TEeE

UnMumbered-FPPPOE EFEF - T3 &

IFFE L2
Dl | S 32 0 — SSINPFE L AT

PPPoE ¥ # FIEF I E L TF a1y

WESEE B[ MESTE T DS,
MESEEE EhEEE (Clame MSE to MTUILE T,
Rkl 952, ADSLCHRP| R E L s Sl
i oI SRR T DL EARYE T

PPPoE DEHRAETUTNDIERFRELET,
- [A—%ID]
VAV O ELN

test2@centurysys

test2pass

(=) ISP hoiRtEhf-2—HF D, NRT—FZHRELET,

- [DNS #—/1] TaNAEI Mo BEIEIY ST
« [LCP X—T 735471 30#
- [MSS %] a5
MSS & 0
BERIBREDREFIZVIVILET,
R EA=21—TIPPP/PPPoE :RE 1Z Vv ILET,

[2f 3t ] ORNERThTT B A

R SR Ot | Omipre Omimee Omimes Osmines
-t Orsezen O Ether
R [@F T ROF=

RE2320HEHEA T s O onemendi®i

P7AfL—F (orT

A=t
e Cramm | @am | orop Lizirad-oLossig
FITIE—FDEE Owmm | ®=m
AP Adds hdash
Pt Opglay Opgz

[Cli5i8EEs | o0 OPPPoE 22 5L MPACT R IEHIE L
FREcERFREAT 2030 Mol e, e e |

(EORSHEE) ] i Session DIPwPacket 228 | FACTRREHIEN
JEREfSession HLOP-EchoRequestS {5 B | PADT IS FRES
e

PPPoE DEHRRETUTNDIEREZHRELET .
- [EHEOER] B 1
< [BEfAR—K] Ether1
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[HEf s 58] HRER

[P Y XAAL—F] a5

[RT—FIIINTYR VARG 3] ESE)

[T74)LRIL—FDERTE] E=R)

(B4R 3K ZRIEI D PPPoE t2y a2 @) PADT %34 HiE H] BHFvoH)
[FE#EHT Session M IPv4Packet Z{ERFIZ PADT Z5& X Hi] BH(FvoAH)

[JEHE#HT Session D LCP-EchoRequest Z2{ERFIZ PADT % 5 il 3% ] BEMFIvIH)
RERIERIEV)VILET,
(=) [EHEIZEDVVITHLIZKYRTEDREEFITL. PPP/PPPoE EfHFIELET .

3. <TLINEEERE>
BREAZA—TIIAIIWEBRTEIZIIVITHEANTAIINERENRTEINET,

w hora  Am B oaan SERrtLa | mERAE | mTAFLA | BwEAL
i [0 s [ v[ee o] [[ieroaos | foozr |
ANTALATUTOEBRZRELET,
No.1
- (371 —2A] ppp0
- [EhfE] B
- [Fakai] gre
- [EETTFLA] 10.10.10.1
- [BTETRLA] 10.10.20.1

RERERE/HIRORTIZI)VILES .

4. <GRE &5E>
BREA=—2—TIGRE RE 127V 9 5& GRE D—EHLARTRINET,
EELEED GRE 12T —ABRENDIGRET 1ZY)vwILET,
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REH ]

nxr120#configure termina

Enter configuration commands, one per line. End with CNTL/Z.
nxr120(config)#hostname NXR

NXR(config)ttinterface ethernet 0

NXR(config-if)#ip address 192.168.10.1/24
NXR(config—if)#exit

NXR(config)#ip route 0.0.0.0/0 ppp 0

NXR(config)#ip access—list ppp0_in permit any 10.10.10.1 115
NXR(config)#tinterface ppp 0

NXR(config—ppp)#ip address 10.10.10.1/32
NXR(config—ppp)#tip masquerade

NXR(config—ppp)#ip access—group in ppp0_in
NXR(config-ppp)#ip spi-filter

NXR(config—ppp)#ip tcp adjust-mss auto
NXR(config—ppp)#no ip redirects
NXR(config—ppp)#tppp username test1@centurysys password test1pass
NXR(config—ppp)texit

NXR(config)#interface ethernet 1

NXR(config-if)#no ip address
NXR(config—if)#pppoe—client ppp 0
NXR(config-if)#exit

NXR(config)#l2tpv3 hostname nxr

NXR(config)#12tpv3 router—id 172.20.10.1
NXR(config)#l2tpv3 mac—learning

NXR(config)#|2tpv3 mac—aging 300
NXR(config)#12tpv3 path-mtu—discovery
NXR(config)#l2tpv3 tunnel 1
NXR(config-12tpv3—tunnel)#description XR_A
NXR(config-I12tpv3—tunnel)#tunnel address 10.10.20.1
NXR(config—12tpv3—tunnel)#tunnel hostname xra
NXR(config-12tpv3—tunnel)#tunnel router—id 172.20.20.1
NXR(config-12tpv3—tunnel)#tunnel vendor ietf
NXR(config-12tpv3—tunnel)#exit

NXR(config)#l2tpv3 xconnect 1
NXR(config-I2tpv3—xconnect)#description XR_A
NXR(config-12tpv3—xconnect)#tunnel 1
NXR(config-12tpv3—xconnect)#xconnect ethernet 0
NXR(config—12tpv3—xconnect)#xconnect end—id 1
NXR(config-12tpv3—xconnect)#retry—interval 30
NXR(config-12tpv3—xconnect)#ip tcp adjust—-mss auto
NXR(config-I12tpv3—xconnect)#exit
NXR(config)#12tpv3 tunnel 2
NXR(config-12tpv3—tunnel)#description XR_B
NXR(config-12tpv3—tunnel)#tunnel hostname xrb
NXR(config-12tpv3—tunnel)#tunnel router—id 172.20.30.1
NXR(config-12tpv3—tunnel)#tunnel vendor ietf
NXR(config-I12tpv3—tunnel)#exit

NXR(config)#|2tpv3 xconnect 2
NXR(config-12tpv3—xconnect)#description XR_B
NXR(config-12tpv3—xconnect)#tunnel 2
NXR(config-12tpv3—xconnect)#xconnect ethernet 0
NXR(config-12tpv3—xconnect)#xconnect end-id 1
NXR(config-12tpv3—xconnect)#ip tcp adjust—-mss auto
NXR(config-12tpv3—xconnect)#exit

NXR(config)#dns

NXR(config—dns)#service enable
NXR(config—dns)#exit

NXR(config)#exit

NXR#save config

43/87




L2TPv3 S} 7
3-1. PPPoE #FIFLT= L2TPv3 E#KG R TE

NXR DR EIZEALELTIETFIATELTLYS NXR & & D 1 —H—XH A R(CLI kR)$ & U FutureNetNXR 5% 3E
L L2TPV3 fREx ZSBRZSLY,

(XRA DEZRE]
1. <ALUBITT—RBE>
BREA=2—TIAURTI—REEE 1%V T B& Ethernet0 1 VAT —RABRENRTRINET,

CmertLacEr |
PPELA [192.168.10.2 |

Fuob¥ AT 255 255 255.0
MTL 1600

O oroett - i
hAE

MACTE |- 3,

] P 241 —Flip mazq)
(ZmA -+ TERATIIFFE | 2 lL TEEETLE T
Ethemet 0ft—f

letho] [ 25 =b2ibs8drek A2 2402500500
U skt = cAop L s irah oLoGERqS
[ eresey am
[] Cirected Broadcast
Send Redirects

ICMP Addresshask Request| JiEE

L08R |0 #1030

(RS B | D) — T S BRI R L 2 T
BfEE-F
©asy Odntomt Onaictond O fn-iot O bl o

Ethernet0 /271 —ATLUTDHEBEFEZELET,

BEE7FLATHEBAZEIR
[IP 7KL XR] 192.168.10.2
ES @] 255.255.255.0

ER % [Ethernet SREDRFIEV)VILET,
BEIE _EE D Ethernet! D/RTFE 1ZFD) v 3 H& Ethernetl 1 ARATT—ABRENRREINET,

CmertLzzER |
FFELZ 0 |

Fob- 739 |255.255.255.0
MTU 1500

O oHopty— ipinieig
hAE

MACTE |- 3,

O P2 L —Fp masq)
(Zmf—FTERATIFFE | A S8l TGEEETLE T

Ethe{“:tth} T‘_h [ 25 —b2 1l a3 A2 R0 222G
[sm worop L st oLocETg
[ oreer am

[] Cirected Eroadcast

Send Redirects

ICMP Addresshask Request| 5%
LR85 0 (020

(R S B | D) — T TS DEDEE I L 2 T
BfEE-F
©asy Odiont Onactond O fn-iot O hal o

Ethernetl /> 271 —ATLUTDHEBEFERELET,

BEE7RLATHEREEER
[IP 7KL X] 0

44/87



L2TPv3 S} 7
3-1. PPPoE #FIFLT= L2TPv3 E#KG R TE

R E#([Ethernet REDRFIZVI)VILET .

2 <PPPoE §&%E>
BREA=2—TIPPP/PPPoE R 15 V)T HLIEMBENRTINET
EE L EOMHERILRTE 11EFV VI T HEERAREINRTINET,

FOAIHE
1-Hip testZ@centurysys |
HKAD-F testZpaze |
O ki e h AONSE B hLY
O g sspmina sl T
DrEt— 45 Czgymax
7547
A

. Fru R 20 ¥
LoPF —FT 347 CERSEL RIS LEe s L2 T
Ol RS (e |

G mLan OsaTs

AT SHA
FATERILI0REIE. ZH OB [LPtP-Gatewsy| JEfTLE T

Fing | ZE S TEeE

UnMumbered-FPPPOE EFEF - T3 &

IFFE L2
[Osa e | AT 35T A — 1ILPFE L 2ATT
PPPoE YL ik FIEF I E L TTF 2
MESERE R [

ETHIET | S L [ 22 1) b
MESEEE EhEEE (Clame MSE to MTUILE T,
Rkl 952, ADSLCHRP| R E L s Sl
i oI SRR T DL EARYE T

PPPoE DL TUTNIEREZHRELET,
[A—4 D] test2@centurysys
[/SRA—K] test2pass
(=) ISP hiiRftEhtz=2—4 ID, XRAT—FZHRELEFT,
[DNS H—/1] TanaESnhoBEIEIY ST
[LCP ¥—T 75471 30#
[MSS &3] E=R)
MSS & 0
BERIBREDREFIZVIVILET,
R EA=21—TIPPP/PPPoE :RE 1Z Vv ILET,

[2f 3t ] ORNERThTT B A

BRE OISR O | Ominee Omines Omines Omines

-t Orsezen O Ether
AR O zanin | © s

RE2320HEHEA T s O onemendi®i
P72AL—F O mpy
il il Omm | @am | Doroe Ltk oLocsms
FFTil -t nEE Camm | ©Oam
s OpzLay Opzrs

45/87



L2TPv3 S} 7
3-1. PPPoE #FIFLT= L2TPv3 E#KG R TE

FREcERFREAT 2050
(2 (OERIE:E)

2SSl -
S ssicn (LOP-EchcRequest S8 | PADTERSHIEL.
i S

PPPoE DEHRRETUTNDIEREZHZELET .

[ s DFEIR] sk 1

(AR —K] EtherT

[HEfuRs RE] iS5

[P T XAL—F] LB

[RF—=FIILNTIR VARG aY] B

[TI4ILEIL—hDEEE] Sk

[E#REHEEFIZRTE O PPPoE 23> PADT Z & H] BENFvIH)
[JEHE#HT Session O IPv4Packet Z2{ERF(Z PADT % 5 il ] AMNFvIH)
[FEHE#E Session M LCP-EchoRequest Z{SKFIZ PADT Z3& X H]  AMFIvoH)

RERBERIZYVILET,
(=) BERIZEV)VITHIEICKYREDREFEITL. PPP/PPPoE it ERIALET .
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eth0

[Remote END ID % 7]

[Reschedule Interval % 5F]

[Auto Negotiation 5% €]

1
45
A%
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3-1. PPPoE #FIFLT= L2TPv3 E#KG R TE

[MSS % 7E] A%
[MSS f&] 0(BEERE)

RERREIEVIVILETS,
REAZ1—TIEEY—EADREIZVVILY—ER-BEERTLET.

L2TP Of=1E ke

H—EX—ETUTOERF#RELET,
[L2TPv3] A2 &l
RERBELEEIEV)VILET,

5. <>

—HEIE T TIHBEAKEETONS Yb—/F vyl a R ZFILELTLHLDLHYFETS,
DNS UL —/FroL a R EEEE T S5 [FUT DEREEITVET .
REAZ2—TIEEY—ERADREIZIIVILY—ER—BEERRLES,

DhEE pviia Ol L

H—EX—ETUTOERF#RELET,
[DNS Fvvia] &£F
RERBELEEIEV)VILET,

[ VA nEEH ]

LAN A /N3y LAN B ®/\YaY LAN C ®/\Y
IP7FLR 192.168.10.101 192.168.10.102 192.168.10.103
HITRIRTRY 255.255.255.0 255.255.255.0 255.255.255.0
TIHINT =k A 192.168.10.1 192.168.10.2 192.168.10.3
DNS #—/3®D IP 7RL R 192.168.10.1 192.168.10.2 192.168.10.3
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3-2. PPPoE #FIFALT=- L2TPv3 &R TE (4% XR LA NXR)

PPPoE IE#FIRIET NXR V)—X—XR V) —X[T L2TPv3 #1758

TOHREHITYT , COEREHFITIE XR,

NXR_A [Z WAN BIEFE IP 7KL X NXRB IZWAN HIEIH IP PRL ADEIY B TONARIEEEELTLET,

LAN_B : 192.168.10.0/24
LAN_A : 192.168.10.0/24 NXR A eth0
ppRO © 192168102
10.10.20.1 168.10. -
— 192.168.10.102
- -
eth0
192.168.10.101 192,168,101 opp0
10.10.10.1
LAN_C : 192.168.10.0/24
- — NXR_B
pppO eth0 192.168.10.103
PFEL X BB 192168103 16810

CDERFEHITIE L2TPV3 H#EEF D Vendor ID X EELTIETF £HELET

CDERTEHITIL Ethernetd 1227 —R% L2TPv3 M Xconnect 1 A7 —RIZERELE T,
XREETDRYET—IIENXR ZREHL TEIET H_EMNTRETY
BRRIZHDHKIEZTNZENDIED NXRXR DHA U A—R YT IEREITVET,
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[ &EH ]

(XR DE&E]

1. <AVBIT—RERE>

BEAZA—TIAUBT—REEI1ED") V7T H& Ethernet0 1R TT—RABRENKRREINET,
]

IPFELA 192168101

Fub-¥ 30 |256.265.266.0

KTU 1800

O pHopty— it s
$akE

MACTE |3

a P 24— Flip mazq)
(M —F TERTZIPTE L ASEBL TEEETLE T
Ethermet 0 —-

Letha] [] 25 =FZeridrut o0 2002 5
Clsm zorop L s ook mLocsg
[] ereweyam
[[] Cirected Brcadosst
Send Redirects

I0MP Addresshask Request| 5

\LOERR (0 i (0-300

(L e B | Dl — F A E S ECIE RS L 2 3
@ e
@es Ourot Ohartom Onn-tom O haisom

Ethernet0 1V AT —ATUTNDHEBEZHRELET,
ElE7FL A THERZER
[P 7FLX] 192.168.10.1
[ryb<RY] 255.255.255.0
X E & ([Ethernet EREDRFIZVIVILET,
EImE L& DI Ethernet! MERTE 1%9") VT B & Ethernetl 1 VBT —RARENRTEINET,

O EErr L ATHER
PFELZ |0

Foh- TR | 255 255 255 0
ML 15600

O oHoptt — rigeinTeis
hAE

[ g e

O P72 —Fp masa)
(ZmA - TERTIFFE L AZEHL TEEETLE T
Ethemet 17—

Tethi 1 [0 Z7=F21ls 8 robA 2802500500
[Cem 7 orop L4t oLocsmg
[ eroser am
[] cirected Eroadcast
Send Redirects

IOMP Addresshssk Request| 52

28R 0 #0020

(LR B | Dl —F SR ECIE R L LE 3
EEEF
Gag Oarom Onartont O ot O hafio

Ethernetl 1> 271 —ATUTDHEBEFERELET,

BEE7RLATHEREEER
[IP 7RLX] 0

R E % [Ethernet REDRFIZVI)VILET .

2 <PPPoE §&5%E>
BREA=2—TIPPP/PPPoE R 15 V) v HLIEMBENRTINET
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EE EBOMERESRTE 112790 T HEERAREINRTINET,

FASAHE
11— HiD testl @oenturysys
HRAD-F testlpazs
O 1Lt T ADNSE AL
& 7 ssrapna T
DrEt — 45 O zsyzgr
7547
AL

LEPF —TT 517 CEREL RS CE R TR L2 T

FzuaRE 30 il

[0 N A R ) 3 | PN E

Fing | =L aEEE

IFPE L2

MESERTE (R ES| MESTENION [X2E CIRS 1.

GaLan Ogmsa
wRT At
TR 2 0H B, M DR APr-Gateway| SEMILE T

UnNumbered—PPPEIEH AR IS T3 T

Oss s | BT 1320 0 — SLPFE L ATE

PPPoEDIE: i FAEF "R L TF 28

O s

MESEESEIREE (Clare MSS toMTLILE T,
Bl 452, ADSL TR | L ot E L.
Az AR R SRR T SR E AR T )

PPPoE DEHRAETUTNDIERFRELET,

[A—%ID]
[/SRT—FK] testl1pass

(=) ISP hiiRftEht=2— D, XRT—FZHRELET,
[DNS H—/1] TanAaEnhoBEIEIY ST

[LCP ¥—T 75471 30#

[MSS &% 7] a5

MSS fi& 0

test1@centurysys

BREREREDREFEIZIUVILET,
HEA=2—TIPPP/PPPoE & E 129y LET,

BHE

FHEDIER

b Tl

b

RE232CHEA 7

PYAnL-F

el [T
AR5

Akl —FOERE

BREESIh T BA

Gt | Omisee Omimrs Omisea Omigses
O Rez32C OEtheVO

O wapan | © wesman

©ige O on-oemanazsn

O | @mm | Coroe L oLoceme

COmm | ©amn

IOV Addresshiask
Fecuuest Opgimy Opses
(O34 55305 | SR Bl MPPPoE 20t 5T MPACT HAEHEL
FPRERRAT S e
(SOtEE [v] it escion TP ydPacket S | FADT RS

e Session TLOP-EchcRequest S 55| PADTARSEEEY!
o= R

PPPoE DEHRRETUTNDIEREZHRELET .
- [EHEOER]

Rk 1
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[EHAR—K] Ether

[HEf s 58] HRER

[P Y RAL—F] a5

[RT—FIIINTYR VARG 3] ESE)

[T+ IL—FDERTE] E=R)

(B4R 3K ZRIEI D PPPoE t2y a2 @) PADT %34 HIiE H] BHFvoH)
[FE#EHT Session D IPv4Packet Z{ERFIZ PADT Z5& il Hi] BH(FvoAH)

[JEHE#HT Session D LCP-EchoRequest Z2{ERFIZ PADT % 5 il 3% ] BEMFIvIH)
RERIERIEV)VILET,
(=) [EHEIEVVVITHLIZKYRTEDREEFITLY. PPP/PPPoE EfHFIELET

3. <TLNEEERE>
BREAZA—TIIAIWERTEIZIIVITHEANTAIINERENRTEINET,
b AE-Tr—23 Hia FhiE Zar3l EETTFE L2 EETH - ETETFFLA BTER—

ARTAIVEATUTDEBZERELET .

No.1
s AT —XA] ppp0
S EL HE)
- [Fakain] 12tp
- [BTETRLA] 10.10.10.1

RERERE/HIBRORTIZI)VILES .

4, <L2TPv3 88>
BREA-L—TCIEEY—ERDKREIEIIVITEHES—ER—ELRTINET,
H—ERX—EDERIDIL2TPV31ES)vo T BHE L2TPV3 HERERENRRSINET,

Lecal hastrame xr |
Lecal Fiouter-iD 172.20.10.1 |
MAC AddressS£THRER ©am O =
MAC Address Aging Time | aoa [30H DO0sec)
Locp DetectionZhE | O am © mm
Known Lnicast @ | O zrrs @ sl
FMTL DiscoverdyE | © amm O =
215 A — FESover LOF) | 1701 (default 17010
FHTLl Disoavengh 3 (over LOF) | @ mm O =m
SMVPIHEEYE | O am © mm
SNMP TraptBHEE | Oam © =m
[] Tunnel Cebuetfis
v v ) [ Session Bebueit
LETPLS — wf— A

L2TPv3 HREER ECTU T DIEB AR ELET .
[Local hostname] Xr

[Local Router-ID] 172.20.10.1
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RERREIEZVIVILETS,

B EED L2TPv3 Tunnel 2E%2') L. INew Entry 1291y LET,

| DCescription MER_A |
PeerFH | 2, 10.10.201 (Rl 8216501 )
‘ HAoE ‘@%&zgsszzaa
| A Hiding T | Oam © =n
| Digest TypeSkE | EH v
| Hell Intervalsk | 60 [0 000] (default 50s)
| Local Hostramesh s |
| Local RoutedCERE |
Remate HostrameSRE hxra |
(E—— 172.20.20.1 |
Vendor D O:IETF ~||
Eind Interface3tE pppl |
ORIl O over P
| EE - ES | 1701 (default 1701

L2TPv3 Tunnel SR ETCUTDEBEHZELET .

[Description] NXR_A
[Peer 7FL X] 10.10.20.1
[Remote Hostname 5% 3E] nxra
[Remote RouterID %3] 172.20.20.1
[Vendor ID £% 5] O:IETF
[Bind Interface 5% 3] ppp0
LEETORaL] overlP
BERERE]IEV)VILET,
BEmE L EBOD L2TPv3 Xconnect Interface SXFEZ#2')woL. New Entry 129w LFET,
P A | (=]
Tunne BRI, 172.20.20.1 v ||
LeFrame iz £/ 77z~ 28R ethD [ontermesiim
L 0 [0~0n4] (OB TS LALY
Femate ERD IDEETE | 1 |[1 —4294967295]
Reschedule IntervalZ2E | 30 |[o—1cm] (default 0s)
M Carrenttiion [© #m| O sm
MESELE LS am| O =n
WSS (Ebe) 0 fio-1460 oo HEnE)
Loop DetectSRE O w1 & mm
Knomn UnicastEHE | O zrgn © el
Circuit DomnBSFrames TESE | ® xmgn O wELans
Split HorizonZ¥TE | O ogm O mm

L2TPv3 Xconnect Interface SXE CULTDIEHEHRELET,

[Tunnel BX7EER] 172.20.10.1
[L2Frame Z{EA/ 2T — R E] eth0
[Remote END ID %3] 1
[Reschedule Interval £% %] 30

[Auto Negotiation 5% €] A%
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Ep)
0(BEERTE)

[MSS & 7E]
[MSS ]
BERERE]IEV)VILET,
B L&D L2TPv3 Tunnel 52 EZ71)voL. INew Entry 101 ILET,
Description MN¥R_B |
FearTF L 2, |(w1;1 s2163.01)
iAok RO
AP Hiding 2 | O gy © mm
Digest TypelE | =h e
Hella IntervalZR | &0 [0 000 (default 6050
Lol HostnameShaE |
Lol RoutedDELE |
Remate HostnameskE nxrb |
Remote FouterDEE 172.20.30.1 |
endcr DR O:IETF v/|
Eind Interface3tE pppl
AR || Olerm IF'| O guerLoe
EEH-LBE | 1701 |idemautt 1701

L2TPv3 Tunnel SR ETUTDEBEHZELET .

[Description] NXR_B
[Peer 7RL X] ZE 4
[Remote Hostname &3] nxrb
[Remote RouterID £% 3] 172.20.30.1
[Vendor ID %3] O:IETF
[Bind Interface %3] pppO0
LEETBraIL] overlP
BERIREIZVIVILET,

BEmE L EBOD L2TPv3 Xconnect Interface X FEZ#2')wo L. [New Entry 129w o LFET,

Moonneot IDERE
(GroupSR ERET TS S [TIHE)

[1—42a4057295]

TunneEXEER 17220301 v|
LeFrame 5 287z~ AEYE ethD [tnterrcess iz
AN D )
(VLA Tae ST B o (oMo L
Femaote ERD IDEETE 1 |[1 —4204967295]
Reschedule IntervalE 80 fio-to00 et o)
Auto Megotiation 3R
(GervicaZEIEE) O] Eml O =n

MESERE | ® Esm| [oF "

S iitte) I 0 |[D—1 460] (DTHRS [XEFEE)

Loop DetectZFE |

O am © =

Encen UnicastsE |

O zees @ zpLan

Circuit DoanBSF rame STk |

® zErzs O zElan

Split HovizonZLTE |

O am © mm

L2TPv3 Xconnect Interface X E CULTDIEHEHRELET,

[Tunnel %2 1R] 172.20.30.1
[L2Frame Z{EA/ AT — AR TE] eth0
[Remote END ID £% %] 1
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[Reschedule Interval £% %] 30

[Auto Negotiation 5% €] A%

[MSS & 3E] B

[MSS {&] 0(EEBIERE)

RERREIEVIVILETS,
REAZ1—TIEEY—ERADREIZV)VILY—ER-BEERTLET.

L2TP Of=1E ke

H—EX—ETUTOERF#RELET,
[L2TPv3] A2 &l
RERBELEEIEV)VILET,

5. <>

—HEIE T TIHBEFAKEETONS Yb—/F vyl a R ZFILELTLHL DL HYFETS,
DNS UL —/FruL a R EEE T S5 [FUT DEREEITVET .
REAZ2—TIEEY—ERDREIZIIVILY—ER—EERRLES,

Deriva Of=IE ek

H—EX—ETUTOERF#RELET,
[DNS Fvvia] &£F
RERBELEEIEV)VILET,
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(NXRA DEE]

nxr120#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr120(config)#thostname NXR_A
NXR_A(config)ttinterface ethernet 0O

NXR_A(config—if)#ip address 192.168.10.2/24
NXR_A(config—if)#exit

NXR_A(config)#ip route 0.0.0.0/0 ppp 0
NXR_A(config)ttip access—list ppp0_in permit 10.10.10.1 10.10.20.1 115
NXR_A(config)ttinterface ppp 0

NXR_A(config—ppp)#ip address 10.10.20.1/32
NXR_A(config—ppp)#ip masquerade
NXR_A(config—ppp)#ip access—group in ppp0._in
NXR_A(config—ppp)#ip spi—filter

NXR_A(config—ppp)#ip tcp adjust—-mss auto
NXR_A(config—ppp)#no ip redirects
NXR_A(config—ppp)#ppp username test2@centurysys password test2pass
NXR_A(config—ppp)#exit

NXR_A(config)ttinterface ethernet 1
NXR_A(config—if)#no ip address
NXR_A(config—if)#pppoe—client ppp 0
NXR_A(config—if)#exit

NXR_A(config)#12tpv3 hostname nxra
NXR_A(config)#l2tpv3 router—id 172.20.20.1
NXR_A(config)#l2tpv3 mac—learning
NXR_A(config)#l2tpv3 mac—aging 300
NXR_A(config)#l2tpv3 path—-mtu—discovery
NXR_A(config)#l2tpv3 tunnel 1
NXR_A(config—-I12tpv3—tunnel)#description XR
NXR_A(config-12tpv3—tunnel)#tunnel address 10.10.10.1
NXR_A(config—12tpv3—tunnel)#tunnel hostname xr
NXR_A(config—12tpv3—tunnel)#tunnel router—id 172.20.10.1
NXR_A(config—12tpv3—tunnel)#tunnel vendor ietf
NXR_A(config—-I12tpv3—tunnel)#exit
NXR_A(config)#12tpv3 xconnect 1
NXR_A(config—12tpv3—xconnect)#description XR
NXR_A(config—12tpv3—xconnect)#tunnel 1
NXR_A(config—12tpv3—xconnect)#xconnect ethernet 0
NXR_A(config—12tpv3—xconnect)#xconnect end—id 1
NXR_A(config—12tpv3—-xconnect)#tretry—interval 45
NXR_A(config—-I2tpv3—xconnect)#ip tcp adjust—-mss auto
NXR_A(config—12tpv3—xconnect)#texit
NXR_A(config)#dns

NXR_A(config—dns)#tservice enable
NXR_A(config—dns)#exit

NXR_A(config)ttexit

NXR_A#tsave config

(NXRB DEEFE]

nxr120#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr120(config)#thostname NXR_B

NXR_B(config)ttinterface ethernet 0

NXR_B(config—if)#ip address 192.168.10.3/24
NXR_B(config—if)#exit

NXR_B(config)ttip route 0.0.0.0/0 ppp 0

NXR_B(config)#ip access—list ppp0_in permit 10.10.10.1 any 115
NXR_B(config)ttinterface ppp 0

NXR_B(config—ppp)#ip address negotiated

—— ROR—VIFENBYET ——
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NXR_B(config—ppp)#ip masquerade
NXR_B(config—ppp)#ip access—group in ppp0_in
NXR_B(config-ppp)#ip spi-filter

NXR_B(config—ppp)#ip tcp adjust—-mss auto
NXR_B(config—ppp)#no ip redirects
NXR_B(config—ppp)#ppp username test3@centurysys password test3pass
NXR_B(config—ppp)#exit

NXR_B(config)ttinterface ethernet 1
NXR_B(config-if)#no ip address
NXR_B(config—if)#pppoe—client ppp 0
NXR_B(config—if)#exit

NXR_B(config)#l2tpv3 hostname nxrb
NXR_B(config)#l2tpv3 router—id 172.20.30.1
NXR_B(config)#l2tpv3 mac—-learning
NXR_B(config)#l2tpv3 mac—aging 300
NXR_B(config)#l2tpv3 path—-mtu—discovery
NXR_B(config)#l2tpv3 tunnel 1
NXR_B(config—12tpv3—tunnel)#description XR
NXR_B(config—12tpv3—tunnel)#tunnel address 10.10.10.1
NXR_B(config—12tpv3—tunnel)#tunnel hostname nxra
NXR_B(config-12tpv3—tunnel)#tunnel router—id 172.20.10.1
NXR_B(config—12tpv3—tunnel)#tunnel vendor ietf
NXR_B(config—12tpv3—tunnel)#exit
NXR_B(config)#l2tpv3 xconnect 1
NXR_B(config—-I2tpv3—xconnect)#description XR
NXR_B(config—12tpv3—-xconnect)#tunnel 1
NXR_B(config-12tpv3—-xconnect)#xconnect ethernet 0
NXR_B(config—12tpv3—xconnect)#xconnect end—id 1
NXR_B(config—12tpv3—xconnect)#retry—interval 30
NXR_B(config—12tpv3—xconnect)#ip tcp adjust-mss auto
NXR_B(config—-I2tpv3—xconnect)#exit
NXR_B(config)#dns

NXR_B(config—dns)#service enable
NXR_B(config—dns)#exit

NXR_B(config)#texit

NXR_B#save config

NXR D SE (B EL TIETFIFATALVTLVS NXR BE D 1—4—X 4 F(CLI R & U FutureNetNXR B E
Ik L2TPV3 #R%E CBBCEEL,

[ RVaLnEEH ]

LAN A @/ LAN B @/\Y3aY LAN C ®/\VaY
IP7FLZR 192.168.10.101 192.168.10.102 192.168.10.103
YITRIYRTRY 255.255.255.0 255.255.255.0 255.255.255.0
TIHINT =k A 192.168.10.1 192.168.10.2 192.168.10.3
DNS #—/3®D IP 7RL R 192.168.10.1 192.168.10.2 192.168.10.3
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IPsec IKREFESR A&

IPsec IREEFER A X

[(NXR]
o RT—HRADWEDR
IPsec D& RIVIKRE—E THEZRT S5 51X, show ipsec status brief AY U REFRALET,

<ETHD>
nxr120#show ipsec status brief
TunnelName Status
tunnell up
tunnel2 down

IPsec SA MHEILL TUL VS (IPsec established)t D% up, F N LIS % down ELTRRLET,

IPsec M SA FEIIKREZTER T DI5E L. show ipsec status AT REFEALET,
F 1= show ipsec status AV R DE(Z tunnel <R L—BB>EIRTET D &IZLKY tunnel IR —EIZRT—
ARZRFSEDIENTEEFT  CNIIZMRNBERTHEL DR —FHERTIDIZEMTT,
<ETHD>
nxr120#show ipsec status
000 “tunnel1”:192.168.30.0/24===10.10.30.1[nxrc]...10.10.10.1[10.10.10.1]===192.168.10.0/24; erouted; eroute
owner: #2
000 “tunnel1™:  ike_life: 10800s; ipsec_life: 3600s; margin: 270s; inc_ratio: 100%
000 “tunnel1™:  newest ISAKMP SA: #1; newest IPsec SA: #2;
000 “tunnel1”:  IKE proposal: AES_CBC_128/HMAC_SHA1/MODP_1536
000 “tunnel1”:  ESP proposal: AES_CBC_128/HMAC_SHA1/MODP_1536
000
000 #2: “tunnell” STATE_QUICK_I2 (sent QI2, IPsec SA established); EVENT_SA REPLACE in 3212s; newest
IPSEC; eroute owner
000 #2: “tunnell” esp.7abcb4c1@10.10.10.1 (0 bytes) esp.9867e772@10.10.30.1 (0 bytes); tunnel
000 #1: “tunnell” STATE_AGGRI2 (sent AI2, ISAKMP SA established); EVENT SA REPLACE in 10291s;
newest ISAKMP
000
Connections:
Security Associations:
none

® N7 DR

A4 [& show syslog message AV K TR T AT EMNTEET,

(&) ZZTHRELTWASRATDTSA4H)T41E infoWIHAE)ERRYET , CDTSA4A )T 1% debug [TE
BIbHiLlcLYiYZ<nnsnEhsnEzd,

IPsec ST TEICIXLUT O LSO AHAIhET,
> AV I—RZTAUE—FFI AR
<H A
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pluto[XXXX]: “tunnell” #1: initiating Main Mode

pluto[XXXX]: “tunnell” #1: received Vendor ID payload [strongSwan]

pluto[XXXX]: “tunnell” #1: received Vendor ID payload [XAUTH]

pluto[XXXX]: “tunnell” #1: received Vendor ID payload [Dead Peer Detection]

pluto[XXXX]: “tunnel1” #1: ISAKMP SA established

pluto[XXXX]: “tunnel1l” #1: Dead Peer Detection (RFC 3706): enabled

pluto[XXXX]: “tunnell” #2: initiating Quick Mode PSK+ENCRYPT+TUNNEL+PFS+UP {using isakmp#1}
charon: 03[KNL] interface tunnell activated

pluto[XXXX]: “tunnell” #2: sent QI2, IPsec SA established {ESP=>0x14bd33f0 <0xf49c1f56 DPD}

> LRARUE TAMUE—FFIAR

<H D

pluto[XXXX]: packet from 10.10.10.1:500: received Vendor ID payload [strongSwan]
pluto[XXXX]: packet from 10.10.10.1:500: received Vendor ID payload [ XAUTH]
pluto[XXXX]: packet from 10.10.10.1:500: received Vendor ID payload [Dead Peer Detection]
pluto[XXXX]: “tunnell” #3: responding to Main Mode

pluto[XXXX]: “tunnel1l” #3: sent MR3, ISAKMP SA established

pluto[XXXX]: “tunnel1l” #3: Dead Peer Detection (RFC 3706): enabled

pluto[XXXX]: “tunnell” #4: responding to Quick Mode

charon: 03[KNL] interface tunnell activated

pluto[XXXX]: “tunnell” #4: IPsec SA established {ESP=>0x9c4fb981 <0xc30f38e1 DPD}

> A=V I—BTT7ILyITE—RFI AR
< D

pluto[XXXX]: “tunnel1” #1: initiating Aggressive Mode #1, connection “tunnell”

pluto[XXXX]: “tunnell” #1: received Vendor ID payload [strongSwan]

pluto[XXXX]: “tunnell” #1: received Vendor ID payload [XAUTH]

pluto[XXXX]: “tunnell” #1: received Vendor ID payload [Dead Peer Detection]

pluto[XXXX]: “tunnel1” #1: sent AI2, ISAKMP SA established

pluto[XXXX]: “tunnel1” #1: Dead Peer Detection (RFC 3706): enabled

pluto[XXXX]: “tunnell” #2: initiating Quick Mode PSK+ENCRYPT+TUNNEL+PFS+UP+0x4000000
{using isakmp#1}

charon: 03[KNL] interface tunnell activated

pluto[XXXX]: “tunnell” #2: sent QI2, IPsec SA established {ESP=>0xc5e28ab0 <0x899ed286 DPD}

> LARRUETTILYTE—RFIAR

<H D

pluto[XXXX]: packet from 10.10.30.1:500: received Vendor ID payload [strongSwan]

pluto[XXXX]: packet from 10.10.30.1:500: received Vendor ID payload [XAUTH]

pluto[XXXX]: packet from 10.10.30.1:500: received Vendor ID payload [Dead Peer Detection]
pluto[XXXX]: “tunnel1”[1] 10.10.30.1 #1: responding to Aggressive Mode from unknown peer 10.10.30.1
pluto[XXXX]: “tunnel1”[1] 10.10.30.1 #1: ISAKMP SA established

pluto[XXXX]: “tunnel1”[1] 10.10.30.1 #1: Dead Peer Detection (RFC 3706): enabled

pluto[XXXX]: “tunnel1”[1] 10.10.30.1 #2: responding to Quick Mode

charon: 03[KNL] interface tunnell activated

pluto[XXXX]: “tunnel1”[1] 10.10.30.1 #2: IPsec SA established {ESP=>0x899ed286 <0xc5e28ab0 DPD}

FISAKMP SA established 1HY ISAKMP SA MFEIZLT-C&% . [Psec SA established |AY IPsec SA AFEIZLLT=C
EHXFTRLTWET,

IPsec N L T AEICH AZNZO07 ELTUTOESIGEONZEFOLNET,
> NREBINSDEENLEN (A E—R)
A= T—HBloas EAED>

[ pluto[XXXX]: “tunnell” #1: initiating Main Mode
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pluto[XXXX]: “tunnell” #1: max number of retransmissions (20) reached STATE_MAIN_I1. No response(or no
acceptable response) to our first IKE message

pluto[XXXX]: “tunnell” #1: starting keying attempt 2 of an unlimited number

pluto[XXXX]: “tunnel1” #2: initiating Main Mode to replace #1

(=) RMEIL—20 WAN ERAEHRSN TS, /3y kNEUL TS A, IPsec D J L4 (UDP500) [EE5
AENTLSD, IPsec H—E ZXABEILTLVDH ., REIL—FTEZY TS IPsec REMNELSERESNT
WBEHIEEFREZEL TS,

> RSB NSDEENLEN(TIT LY TE—R)
A=2x—4lnas A HfED>
“luto[XXXX]: “tunnell” #1: initiating Aggressive Mode #1, connection “tunnell”

pluto[XXXX]: “tunnell” #1: max number of retransmissions (20) reached STATE_AGGR.I1
pluto[XXXX]: “tunnell” #1: starting keying attempt 2 of an unlimited number
pluto[XXXX]: “tunnell” #2: initiating Aggressive Mode #2 to replace #1, connection “tunnell”

(=) XMEIL—FD WAN EEEIEH SN TS D, /7y EHBBULTULNS DY, IPsec D 7JL4 (UDP500) [ EF
A INTULVSD, IPsec H—E AN EEIL TLINSH ., RAIIL—FTZET S IPsec HEMNIELERESINT
WBHIEEFREZEL TIESLY,

> BUITERIONLGENAZUI—ENALE—R)
LRRUAEIOOS H AH>

pluto[XXXX]: packet from 10.10.20.1:500: initial Main Mode message received on 10.10.10.1:500 but no
connection has been authorized with policy=PSK

(=) Zz—X1DE—FIFZELLA . JFEDIL—EFD IP FRLADHRFEIFIELLA . IPsec DEETFEDEED+
[FIELWLAVEEZFREZEL TIEELY,

> BUITERIONLGENAZI—ENTIT Ly TE—R)
LRRUAEIOOSH AH>

pluto[XXXX]: packet from 10.10.20.1:500: initial Aggressive Mode message received on 10.10.10.1:500 but no
connection has been authorized with policy=PSK

(=) 7z—X1DE—FRIXIELLA, IPsec DERTEDEE D (FIXIELLVAEEZREEL TZELY,

> FEAHAEOFA—B(AMVE—F)

LLRRUA RIS H A

pluto[XXXX]: “tunnell” #1: responding to Main Mode
pluto[XXXX]: “tunnell” #1:"tunnell” #1: next payload type of ISAKMP Identification Payload has an unknown
value

pluto[XXXX]: “tunnell” #1: probable authentication failure (mismatch of preshared secrets?):
malformed payload in packet

(=) BELDIIL—FTHREL-EBRIEEHR (PSK) DEMNIELLAIEEZRL TS,
A= T—FBloas EAED>

pluto[XXXX]: “tunnell” #1: initiating Main Mode
pluto[XXXX]: “tunnel1” #1: next payload type of ISAKMP Hash Payload has an unknown value:

(=) BEVDIL—FTREL-ZAHER (PSK) DEAELVDAFERL TS,
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> BRIHBEBOLR—B(TILYITE—R)
LRRUA RO AHD
[ pluto[XXXX]: “tunnel2”[1] 10.10.30.1 #1: responding to Aggressive Mode from unknown peer 10.10.30.1
(=) BEVLDIIL—FTHREL-EFAHER (PSK) DEMNELLMEFELTIZELY,
A=ZIT—HBEI0RT HABD

pluto[XXXX]: “tunnell” #1: initiating Aggressive Mode #1, connection “tunnell”

pluto[XXXX]: “tunnell” #1: received Hash Payload does not match computed value
pluto[XXXX]: “tunnel1” #1: sending notification INVALID_HASH_INFORMATION to 10.10.10.1:500

(=) BEVDIL—FTREL-ZAHER (PSK) DEAELVDAFERL TS,

> J—RX1DO D F—FH(A=ZIT—HD self-identity F—2)

LRRUAEIOOS H AH>

pluto[XXXX]: “tunnel2”[1] 10.10.30.1 #1: no suitable connection for peer 'nxr’

pluto[XXXX]: “tunnel2”[1] 10.10.30.1 #1: initial Aggressive Mode packet claiming to be from 10.10.30.1 but no
connection has been authorized

pluto[XXXX]: “tunnel2”[1] 10.10.30.1 #1: sending notification INVALID_ID_INFORMATION to 10.10.30.1:500

(=) ipsec isakmp policy FREE—KF D remote identity AXFTHRELIE(D 24 T2 &) HAxt MEEI[D
self-identity E—EIL TLV\AHMHEZEL TS,
A= x—5lOaT H HE>

pluto[XXXX]: “tunnell” #1: initiating Aggressive Mode #1, connection “tunnell”
pluto[XXXX]: packet from 10.10.10.1:500: ignoring informational payload, type INVALID_ID_INFORMATION

(=) ipsec local policy X EE—KF D self-identity AV K THREL-E (D 24 TE2EL) N3t AIEEIZED remote
identity E—EIL TLH M FERRL TIEZELY,

» J1—X10D ID F—FH(LAKRUS D self-identity T —)

LLRRUAEIOBS H AFD

pluto[XXXX]: “tunnel2”[1] 10.10.30.1 #1: responding to Aggressive Mode from unknown peer 10.10.30.1
pluto[XXXX]: packet from 10.10.30.1:500: ignoring informational payload, type INVALID_ID_INFORMATION

(=) ipsec isakmp policy SREE—K D remote identity AT/ R THRELE(D 34T &) A%t AIES{D
self-identity &E—EBIL TL\AMEESRL TS,

A= x—FBlnngHAs>

pluto[XXXX]: “tunnell” #1: initiating Aggressive Mode #1, connection “tunnell”

pluto[XXXX]: “tunnell” #1: no suitable connection for peer '10.10.10.1°

pluto[XXXX]: “tunnel1” #1: initial Aggressive Mode packet claiming to be from 10.10.10.1but no connection has
been authorized

pluto[XXXX]: “tunnell” #1: sending notification INVALID_ID_INFORMATION to 10.10.10.1:500

(=) ipsec local policy SREE—KF® self-identity AYKFTHEL{E(D 2472 &) A AR D
remoteidentity &E—E L TLVAMEESRL TS,

> JI—X 20D AFR—

LLRRUAEIOBS H AFD

pluto[XXXX]: “tunnel2”[1] 10.10.30.1 #1: responding to Aggressive Mode from unknown peer 10.10.30.1
pluto[XXXX]: “tunnel2”[1] 10.10.30.1 #1: ISAKMP SA established

pluto[XXXX]: “tunnel2”[1] 10.10.30.1 #1: Dead Peer Detection (RFC 3706): enabled

pluto[XXXX]: “tunnel2”[1] 10.10.30.1 #1: cannot respond to IPsec SA request because no connectionis known
for 192.168.10.0/24===10.10.10.1[10.10.10.1]...10.10.30.1[nxrc]===192.168.30.0/24

plutolXXXXJ: “tunnel2”[1] 10.10.30.1 #1: sending encrypted notification INVALID_ID_INFORMATION
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[610.10.30.1500 |
(=) ipsec access—list AV R CEREL-IEN T RIHEIREX (ZAE>TLVAHMHEZEL TLESLY,

A=ZIT—HBEI0RT HABD
pluto[XXXX]: “tunnell” #1: initiating Aggressive Mode #1, connection “tunnell”
pluto[XXXX]: “tunnell” #1: sent AI2, ISAKMP SA established
pluto[XXXX]: “tunnel1” #1: Dead Peer Detection (RFC 3706): enabled
pluto[XXXX]: “tunnell” #2: initiating Quick Mode PSK+ENCRYPT+TUNNEL+PFS+UP+0x4000000 {using
isakmp#1}
pluto[XXXX]: “tunnell” #1: ignoring informational payload, type INVALID_ID_INFORMATION

(=) ipsec access—list AV R CEREL-EN T RIHEIREX (CAE>TLVAHMHEZEL TLESLY,

» PFSSBREDF—H(LANRS AR TOH PFS ZRTE)

LLRRUAEIOBS H AFD

pluto[XXXX]: “tunnel2”[1] 10.10.30.1 #1: responding to Aggressive Mode from unknown peer 10.10.30.1
pluto[XXXX]: “tunnel2”[1] 10.10.30.1 #1: ISAKMP SA established

pluto[XXXX]: “tunnel2”[1] 10.10.30.1 #1: Dead Peer Detection (RFC 3706): enabled

pluto[XXXX]: “tunnel2”[1] 10.10.30.1 #2: we require PFS but Quick I1 SA specifies no GROUP_DESCRIPTION
pluto[XXXX]: “tunnel2”[1] 10.10.30.1 #2: sending encrypted notification NO_PROPOSAL_CHOSEN to
10.10.30.1:500

(=) ipsec tunnel policy SR FEE—K®D set pfs AV R TEHREL-EA N R E—BLTWAMEZREL TS
0y,

A=2I—4floay A HfED>
pluto[XXXX]: “tunnel1” #1: initiating Aggressive Mode #1, connection “tunnell”
pluto[XXXX]: “tunnell” #1: sent AI2, ISAKMP SA established
pluto[XXXX]: “tunnel1l” #1: Dead Peer Detection (RFC 3706): enabled
pluto[XXXX]: “tunnell” #2: initiating Quick Mode PSK+ENCRYPT+TUNNEL+UP+0x4000000 {using isakmp#1}
pluto[XXXX]: “tunnell” #1: ignoring informational payload, type NO_PROPOSAL_CHOSEN

(=) ipsec tunnel policy EXTEE—F® set pfs AV FEHRTFELTLAMNEZRL TLEELY,

(XR]
Psec DEF RIVKRE-—ETHERTEIBEE. REAZ2—TIEBY—ERDEEIZVVIL, —E
A—BDOERIDIPsec H—/\1%0") 00T HE Psec EH &Y IPsec DELYRIVIKRARRENET,
IPsec DERRIVKIRITFEFRD TIZHAHO, X THRBITHIENTEET,
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IKE/IS AKMPAL 2 — D ERTE

[PSec? 192.168.10.0/24 10.10.10.1

BIED AR ghi'Eh

IPSech L)L —DERE

PG
- XR GATEWAY GATEWAY AR
- _ — — e p—
( IPsec Tunnel )
REDERE
B {ERTD. M ERALEL
EE FEF18
IPSec L &M PFELR BIEND KEFRUL —& PFFLA L &M

PC

2F—47 AEZOHE RSAEOIER YEIUOBRE  JiSA-ATOSRE IPSec Keig—ﬂlive?,g"‘

xE

IPSecl 192.168.10.0/24 10.10.10.1 1 #®R_B IKE1) 10.10.20.1 192.168.20.0/24
1 HRC KEZY  0.0.00 192168.30.0/24
[PSecd 192.168.10.0/24 10.10.10.1 1 PCOQRES 0.0.0.0 192.168.401/32

RN
BE
N

8
W A&

IPsec M SA HEMIKREZHER T HIEE (L. IPsec BIEEDRAT—ARARABEEND—FETICHAHREDIKREIZY)

wILET,

Ffz IPsec RIS —EIZ IPsec D SA K RELFHERTIEELEHRDOTICHD0, x&9)vIF5IET
BRETEET, ChIISNANBERTEL DR —EHEERITHDIZEMTT,

IKE/IS AKMPAL 2 — D ERTE

IPSech L)L —DERE

PG
- XR GATEWAY GATEWAY AR
- . . S— — gm—
( IPsec Tunnel )]
RIEDERE
2 ERTI. R ERLEL
EEiE () FHF 18
IPSec L AN PP FLA $ERNO IKEFRU L —& IPFELA L &M

PC

2T-47 AESOHRT MBI XSOORE  JiSi-sTpmy LoseKeen-hlivegy

xE

i
SA

IPSecl 192.168.10.0/24 10.10.10.1 1 #®R_B IKE1) 10.10.20.1 192.168.20.0/24 @

[PSec? 192.168.10.0/24 10.10.10.1 1 HRC KEZY  0.0.00 192168.30.0/24
[PSecd 192.168.10.0/24 10.10.10.1 1 PCOQRES 0.0.0.0 192.168.401/32
BIED AR ghi'Eh

< RA>

000 interface ipsec5/eth0 192.168.20.1
000 interface ipsec0/ppp0 10.10.20.1
000

000 “xripsec1”: 192.168.20.0/24===10.10.20.1-—10.255.2.1...10.10.10.1===192.168.10.0/24
000 “xripsec1”:  ike_life: 3600s; ipsec._life: 28800s; rekey_margin: 270s; rekey_fuzz: 100%; keyingtries: 0
000 “xripsec1”:  policy: PSK+ENCRYPT+TUNNEL+PFS+DISABLEARRIVALCHECK; interface: ppp0; erouted

000 “xripsec1”:  newest ISAKMP SA: #1; newest IPsec SA: #2; eroute owner: #2
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000 “xripsec1”:  IKE algorithm newest: AES_CBC_128-SHA-MODP1024

000 “xripsec1”:  ESP algorithm newest: AES_128-HMAC_SHA1; pfsgroup=MODP 1024

000

000 #2: “xripsec1” STATE_QUICK_I2 (sent QI2, IPsec SA established); EVENT_SA_REPLACE in 28259s; newest IPSEC;
eroute owner

000 #2: “xripsec1” esp.e764384a@10.10.10.1 esp.8bd9f8ac@10.10.20.1 tun.1002@10.10.10.1 tun.1001@10.10.20.1

000 #1: “xripsec1” STATE_MAIN_I4 (ISAKMP SA established); EVENT_SA_REPLACE in 2974s; newest ISAKMP; DPD active
000

localhost Fri Mar 16 13:42:31 JST 2012

192.168.20.0/24 ->192.168.10.0/24 => tun0x1002@10.10.10.1 espOxe764384a@10.10.10.1 (10)

ipsec0—>ppp0 mtu=1500(1381)->1454

ipsec1->NULL mtu=1500(0)->0

ipsec2->NULL mtu=1500(0)->0

ipsec3—>NULL mtu=1500(0)->0

ipsec4—>NULL mtu=1500(0)->0

ipsec5—>eth0 mtu=1500(1500)->1500

ipsec6—>NULL mtu=1500(0)->0

esp0x8bd9f8ac@10.10.20.1 ESP_AES_128_CBC_HMAC_SHA1_96: dir=in src=10.10.10.1 iv_bits=128bits
iv=0x34793513980¢22151d50770d52cab34c ooowin=64 seq=10 bit=0x3ff  alen=160 aklen=160 eklen=128
life(c,s,h)=bytes(880,0,0)addtime(194,0,0)usetime(142,0,0)packets(10,0,0) idle=7

espOxe764384a@10.10.10.1 ESP_AES_128_CBC_HMAC_SHA1_96: dir=out src=10.10.20.1 iv_bits=128bits
iv=0x10c7aced59bf26a90f7f255f74348d25 ooowin=64 seq=10 alen=160 aklen=160 eklen=128
life(c,s,h)=bytes(1360,0,0)addtime(194,0,0)usetime(142,0,0)packets(10,0,0) idle=7

tun0x1001@10.10.20.1 IPIP: dir=in  src=10.10.10.1 life(c,s,h)=bytes(880,0,0)addtime(194,0,0)usetime(142,0,0)packets(10,0,0)
idle=7

tun0x1002@10.10.10.1 IPIP: dir=out src=10.10.20.1 life(c,s,h)=bytes(880,0,0)addtime(194,0,0)usetime(142,0,0)packets(10,0,0)
idle=7

Destination Gateway Genmask Flags  MSS Window irtt Iface
10.255.2.1 0.0.00 255.255.255.255 UH 00 0 ipsecO
10.255.2.1 0.0.00 255.255.255.255 UH 00 0 ppp0
192.168.10.0 0.0.00 255.255.2550 U 00 0 ethO
192.168.20.0 0.0.00 255.255.255.0 U 00 0 ethO
192.168.20.0 0.0.00 255.255.255.0 U 00 0 ipsecd

® O MR

AV EBEEA=A—TI VAT LEEIZV)VIL. BT DRRIZV)VITHILEIZEYRTINET,

(&) ZCTHRELTWESROTDTS5AA T4 info(#IEE)EARYET , CDTS5AA4) T 4% debug [ZZ
B3 hlLlc&YkUinasrEhshEzd,

IPsec ¥EHSE TEIZIILUTO LSO A hshEzT,
> AV I—BTHAUE—FFIAE

<H AfH>

pluto[XXXX]: “xripsec1” #1: initiating Main Mode

pluto[XXXX]: “xripsec1” #1: STATE_MAIN_I1: initiate

pluto[XXXX]: “xripsec1” #1: received Vendor ID payload [Dead Peer Detection]

pluto[XXXX]: “xripsec1” #1: STATE_MAIN_I2: sent MI2, expecting MR2

pluto[XXXX]: “xripsec1” #1: STATE_MAIN_I3: sent MI3, expecting MR3

pluto[XXXX]: “xripsec1” #1: ISAKMP SA established

pluto[XXXX]: “xripsec1” #1: Dead Peer Detection (RFC 3706): enabled

pluto[XXXX]: “xripsec1” #2: initiating Quick Mode PSK+ENCRYPT+TUNNEL+PFS+DISABLEARRIVALCHECK
pluto[XXXX]: “xripsec1” #2: STATE_QUICK I1: initiate

pluto[XXXX]: “xripsec1” #2: sent QI2, IPsec SA established

» LRARUE TALUE—RFIAR
< A

70/87



8%
IPsec IKREFESR A&

pluto[XXXX]: packet from 10.10.20.1:500: received Vendor ID payload [Dead Peer Detection]
pluto[XXXX]: “xripsec1” #1: responding to Main Mode

pluto[XXXX]: “xripsec1” #1: STATE_MAIN R1: sent MR1, expecting MI2

pluto[XXXX]: “xripsec1” #1: STATE_MAIN_R2: sent MR2, expecting MI3

pluto[XXXX]: “xripsec1” #1: sent MR3, ISAKMP SA established

pluto[XXXX]: “xripsec1” #1: Dead Peer Detection (RFC 3706): enabled

pluto[XXXX]: “xripsec1” #2: responding to Quick Mode

pluto[XXXX]: “xripsec1” #2: STATE_QUICK_R1: sent QR1, inbound IPsec SA installed, expecting QI2
pluto[XXXX]: “xripsec1” #2: IPsec SA established

> AL I—RTF7ILyLTE—FFIAR
<HAB

pluto[XXXX]: “xripsec1” #1: initiating Aggressive Mode

pluto[XXXX]: “xripsec1” #1: STATE_AGGR I1: initiate

pluto[XXXX]: “xripsec1” #1: received Vendor ID payload [Dead Peer Detection]

pluto[XXXX]: “xripsec1” #1: sent Al2, ISAKMP SA established

pluto[XXXX]: “xripsec1” #1: Dead Peer Detection (RFC 3706): enabled

pluto[XXXX]: “xripsec1” #2: initiating Quick Mode PSK+ENCRYPT+TUNNEL+PFS+DISABLEARRIVALCHECK
pluto[XXXX]: “xripsec1” #2: STATE_QUICK I1: initiate

pluto[XXXX]: “xripsec1” #2: sent QI2, IPsec SA established

> LRRUVETTILYLTE—FF AR
<HAB

pluto[XXXX]: packet from 10.10.20.1:500: received Vendor ID payload [Dead Peer Detection]

pluto[XXXX]: packet from 10.10.20.1:500: reset connection(xripsec1)

pluto[XXXX]: “xripsec1”: terminating SAs using these connections(include using same isakmp sa)
pluto[XXXX]: “xripsec1”[1] 10.10.20.1 #1: responding to Aggressive Mode, state #2, connection “xripsec1”
pluto[XXXX]: “xripsec1”[1] 10.10.20.1 #1: STATE_AGGR_R1: sent AR1, expecting Al2

pluto[XXXX]: “xripsec1”[1] 10.10.20.1 #1: ISAKMP SA established

pluto[XXXX]: “xripsec1”[1] 10.10.20.1 #1: Dead Peer Detection (RFC 3706): enabled

pluto[XXXX]: “xripsec1”[1] 10.10.20.1 #2: responding to Quick Mode

pluto[XXXX]: “xripsec1”[1] 10.10.20.1 #2: STATE_QUICK_R1: sent QR1, inbound IPsec SA installed, expecting
Ql2

pluto[XXXX]: “xripsec1”[1] 10.10.20.1 #2: IPsec SA established

[NSAKMP SA established Y ISAKMP SA MIEILLT=C&%. [Psec SA established 1A' IPsec SA MFEILL=C
EERLTLET,

IPsec IEHEAELRKRTAEICH AESNBO5ELTUTOLSIEEDAEIFOLNET,
> RFAEIRHNSDIEEDLEN (A E—R)

A= x—52Rl0OT HHj)>
pluto[XXXX]: “xripsec1” #1: initiating Main Mode
pluto[XXXX]: “xripsec1” #1: STATE_MAIN I1: initiate
pluto[XXXX]: “xripsec1” #1: STATE_MAIN_I1: retransmission; will wait 10s for response
pluto[XXXX]: “xripsec1” #1: STATE_MAIN_I1: retransmission; will wait 20s for response

pluto[XXXX]: “xripsec1” #1: max number of retransmissions (20) reached STATE_MAIN_I1. No acceptable
response to our first IKE message

pluto[XXXX]: “xripsec1” #1: starting keying attempt 2 of an unlimited number

pluto[XXXX]: “xripsec1” #2: initiating Main Mode

(=) XEIL—FD WAN EEEIEH SN TS, /7 yRHBBULTLNS A, IPsec D7) (UDP500) [ EF
A INTULVSD, IPsec H—E AN EEIL TLINSH ., RRAIIL—FTZET S IPsec HEMIELERESINT
WBHIEEFREZEL TIESLY,
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> SARAEFENSDIEEDNGEN(FTI LY TE—R)
A= x—4Elnns E >

pluto[XXXX]: “xripsec1” #1: initiating Aggressive Mode

pluto[XXXX]: “xripsec1” #1: STATE_AGGR.I1: initiate

pluto[XXXX]: “xripsec1” #1: STATE_AGGR I1: retransmission; will wait 10s for response
pluto[XXXX]: “xripsec1” #1: STATE_AGGR.I1: retransmission; will wait 20s for response

pluto[XXXX]: “xripsec1” #1: max number of retransmissions (20) reached STATE_AGGR_I1
pluto[XXXX]: “xripsec1” #1: starting keying attempt 2 of an unlimited number
pluto[XXXX]: “xripsec1” #2: initiating Aggressive Mode

(=) xMIL—2® WAN BEEIEH SN TLNSD, /My BELTLNS DY, IPsec D TJLZ (UDP500) [XEF
AEINTULVSD, IPsec H—E ADEEIL TLINEH ., REIIL—F T T S IPsec HREMNELERESINT
WBHIEEFREZEL TS,

> BETIRIIHEN (A= I—FA AL E—R)
LRRUAEIOBS E AFD

pluto[XXXX]: packet from 10.10.20.1:500: initial Main Mode message received on 10.10.10.1:500 but no
connection has been authorized

(=) Zz—X1DE—FIFZELLA . JFEDIL—EFD IP FRLADHREIFIELLA. IPsec DEETFEDEED I+
[FIELWLAVEEZFREEL TIEELY,

> BYUTERIVALBNAZSI—ENT I LY TE—R)
LRRUAEIOOS H AH>

pluto[XXXX]: packet from 10.10.30.1:500: initial Aggr Mode message received on 10.10.10.1:500 but no
connection has been authorized

(=) Zz—X1DE—FRIXELLID., IPsec DERFEDREEDFIZELLVAD, /22T —AD D (FEELLVAGE
HREFELTIEELY,

> BHHEBEROR—H

LRRUAEIOOSH AH>

pluto[XXXX]: packet from 10.10.20.1:500: received Vendor ID payload [Dead Peer Detection]
pluto[XXXX]: “xripsec1” #1: responding to Main Mode

pluto[XXXX]: “xripsec1” #1: STATE_MAIN_R1: sent MR1, expecting MI2

pluto[XXXX]: “xripsec1” #1: STATE_MAIN_R2: sent MR2, expecting MI3

pluto[XXXX]: “xripsec1” #1: probable authentication failure (mismatch of preshared secrets?): malformed
payload in packet

(=) BEVDIIL—FTREL-ZAHER (PSK) DEAELVDAFERL TS,

> 72— RA1ODFA—HAZIT—EDAF3T—RID F—F)

LRRUAEIOOS H AH>

pluto[XXXX]: packet from 10.10.30.1:500: initial Aggr Mode message received on 10.10.10.1:500 but no
connection has been authorized

(=) IKE/ISAKMP RUL —DEBEDAATT—AD ID THREL-EAS IS THREL-ID E—HLTLY
O RERL TS,
A= x—HBloas EAED>

pluto[XXXX]: “xripsec1” #1: initiating Aggressive Mode
pluto[XXXX]: “xripsec1” #1: STATE_AGGR.I1: initiate
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[ pluto[XXXX]: “xripsec1” #1: STATE_AGGR I1: retransmission; will wait 10s for response |
(=) FEBERDHREDAUHTT—RID THRELENMFAEIZITRELZID E—HLTLSMHERL TS
Z&Ly,
LAV I EEENSDIEENFONGWNMGEICLEKOOTNEASNET,

> J—X1ODF—FH(LAKRADAET—RID F—E)

LLRARUAEIOBS H AFD

pluto[XXXX]: “xripsec1”[1] 10.10.30.1 #1: responding to Aggressive Mode, state #1, connection “xripsec1”
pluto[XXXX]: “xripsec1”[1] 10.10.30.1 #1: STATE_AGGR_R1: sent AR1, expecting Al2
pluto[XXXX]: “xripsec1”[1] 10.10.30.1 #1: ignoring informational payload, type INVALID_ID_INFORMATION

(=) IKE/ISAKMP RS —DEBEDAATT—AD ID THREL-EAS IS THREL-ID E—HLTLY
O RERL TS,
A= T—RBloas EAED>

pluto[XXXX]: “xripsec1” #1: initiating Aggressive Mode

pluto[XXXX]: “xripsec1” #1: STATE_AGGR I1: initiate

pluto[XXXX]: “xripsec1” #1: no suitable connection for peer '@test’

pluto[XXXX]: “xripsec1” #1: sending notification INVALID_ID_INFORMATION to 10.10.10.1:500

(=) FEEADRENAHTT—XID THELEAEHKIZTHRELZ D E—BLTW S HEREL TS
2EY,

> JI—X 20D FR—

LLRRUAEIOBS H AFD

pluto[XXXX]: “xripsec1”[1] 10.10.30.1 #1: responding to Aggressive Mode, state #1, connection “xripsec1”

pluto[XXXX]: “xripsec1”[1] 10.10.30.1 #1: STATE_AGGR_R1: sent AR1, expecting Al2

pluto[XXXX]: “xripsec1”[1] 10.10.30.1 #1: ISAKMP SA established

pluto[XXXX]: “xripsec1”[1] 10.10.30.1 #1: cannot respond to IPsec SA request because no connection is

known for 192.168.100.0/24===10.10.10.1...10.10.30.1[@ipsec2]===192.168.30.0/24

pluto[XXXX]: “xripsec1”[1] 10.10.30.1 #1: sending encrypted notification INVALID_ID_INFORMATION to
10.10.30.1:500

(=) IPsec R —DRE THRELIELN X MR EMITEOTNEMFERL TS,

A= IT—HBEl0RT HAED
pluto[XXXX]: “xripsec1” #1: initiating Aggressive Mode
pluto[XXXX]: “xripsec1” #1: STATE_AGGR.I1: initiate
pluto[XXXX]: “xripsec1” #1: sent Al2, ISAKMP SA established
pluto[XXXX]: “xripsec1” #2: initiating Quick Mode PSK+ENCRYPT+TUNNEL+PFS+DISABLEARRIVALCHECK
pluto[XXXX]: “xripsec1” #2: STATE_QUICK I1: initiate
pluto[XXXX]: “xripsec1” #1: ignoring informational payload, type INVALID_ID_INFORMATION

(=) IPsec R —DERE THRELIMEN W EHIREMITEOTNSMERRL TSN,

> PFSEREDT—HB(LARUSAITOH PFS ZERTE)

LLRRUARIOBYT EAHD
pluto[XXXX]: “xripsec1”[5] 10.10.30.1 #6: responding to Aggressive Mode, state #6, connection “xripsec1”
pluto[XXXX]: “xripsec1”[5] 10.10.30.1 #6: STATE_AGGR_R1: sent AR1, expecting Al2
pluto[XXXX]: “xripsec1”[5] 10.10.30.1 #6: ISAKMP SA established
pluto[XXXX]: “xripsec1”[5] 10.10.30.1 #7: we require PFS but Quick I1 SA specifies no GROUP_DESCRIPTION

pluto[XXXX]: “xripsec1”[5] 10.10.30.1 #7: sending encrypted notification NO_PROPOSAL _CHOSEN to
10.10.30.1:500

(=) IPsec RS —MDERTED PFS FREMN T AIMEZRE—BLTLBNFEFRL TSN,
A= x—slnasHHED>
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pluto[XXXX]: “xripsec1” #1: initiating Aggressive Mode

pluto[XXXX]: “xripsec1” #1: STATE_AGGR.I1: initiate

pluto[XXXX]: “xripsec1” #1: sent Al2, ISAKMP SA established

pluto[XXXX]: “xripsec1” #2: initiating Quick Mode PSK+ENCRYPT+TUNNEL+DISABLEARRIVALCHECK
pluto[XXXX]: “xripsec1” #2: STATE_QUICK I1: initiate

pluto[XXXX]: “xripsec1” #1: ignoring informational payload, type NO_PROPOSAL_CHOSEN

(=) IPsec RUL—DRFED PFS BREA M MR E—HL TLDARERL TZEL,
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GRE 4R AERERR TS %

GRE RRERER &

[NXR]
o RT—HRADWEDR
show interface AV K TCrURIAVETT—ANTYTLTWNENERTHIENTEET,
F1- show interface AR MD&IZ tunnel KA ARATI—RF U IVEIEFETBIEIZEYM O RILARTT—R
BIZEDRRILABTT—AD GRE FfzIL IPinlP TEIEL TL\EHHE DIEREMER T HENTEET,
<E1THD>

nxr120#show interface tunnel 1

tunnell

Link encap:GREIP Tunnel

inet6 addr: fe80::xxx:xxxx:xxxx:xxx/64 Scope:Link

UP POINTOPOINT RUNNING NOARP MTU:1476 Metric:1
RX packets:50894 errors:0 dropped:0 overruns:0 frame:0

TX packets:72219 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0

RX bytes:32969347 (31.4 Mb) TX bytes:64757919 (61.7 Mb)

tunnell: gre/ip remote 10.10.20.1 local 10.10.10.1 ttl 255 tos inherit pmtudisc

RX: Packets Bytes Errors CsumErrs OutOfSeq Mcasts
50894 32969347 0 0 0 0
TX: Packets Bytes Errors DeadlLoop NoRoute NoBufs
72219 64757919 0 0 0 0
[XR]

@ XT—HRADIER

GRE D& RIILKRE—ETRIET 58X, REA=21—TIGRE RE1EV YT 5L GRE —ERRA
RIRSNFET,

GRE A2 R7x—ADY U7 v TIRRIE LinkState D TIZ&H S up, down THERTBHIENTEFET,

GREZXEIndex —H&ET [1-52] [33-64]
GRET GREZ GRE3 GRE4 GRES GRES GRET GRES
s ! IGEED GREID GREN GREIZ GRE1Z GRET4 GRE1S GREIG
I— .

= GrEl7 GRE1 S GRETY GREZ0 GRES GREZE GRES GREZ4

GREZS GREZG GREZT GREZ3 GREZY GRE0 GREZ GRE32
Interface | Interface | Remote | Local Peer 1D |Check emsllee ko Link
= Address | Address | Address | Address Key | sum State

[ et [17z16102/430 [ 1oiaiar [ 1oddeor [ 17216101/30 [ 1430 [ == [&%m [&% [ =8 up

[ ez [72i6r06f0 | toroaor [ otorosor [ r7ziei0sa0 [ 1e0 [=n [&n [&m [ =5 [dom

% GRE /U471 —ADEREHEZE T DHE L. H8% GRE /U2 TT—RABRED—ETICH A RAEDIKE]
V)9 ILFET,

RTEDIRRE Tunnel iz up, Link is up

[emzE | [ (a6
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<FKRRHD
GRE1 ho R JLIRTA—REER

grel: gre/ip remote 10.10.10.1 local 10.10.20.1 ttl 255
keepalive not set.

RX: Packets Bytes Errors CsumErrs OutOfSeq Mcasts
0 0 0 0 0 0

TX: Packets Bytes Errors DeadLoop NoRoute NoBufs
0 0 0 0 0 0

GRE1 FoRILA BT —RIEER

grel Link encap:UNSPEC HWaddr 0A-0A-14-01-BF-28-BF-FF-00—-00-00-00-00-00-00-00
inet addr:172.16.10.2 P-t-P:172.16.10.1 Mask:255.255.255.252
UP POINTOPOINT RUNNING NOARP MTU:1430 Metric:1
RX packets:0 errors:0 dropped:0 overruns:0 frame:0
TX packets:0 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0
RX bytes:0 (0.0 b) TX bytes:0 (0.0 b)
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L2TPv3 REEFEZR A%

(NXR]

® XT—HADHER

L2TPv3 D1EHRERTT DB E L show 12tpv3 AT REFALET,
<EATHI>

NXR_B#show [2tpv3

*kkkkkk Global Information skkkskkk
MAC Learning enable(always), LoopDetect disable, known-unicast drop
RouterID is 172.20.30.1, Hostname is nxrb
snmp disable(disconnect) Trap disable
IP ToS configuration disable, Tunnel ToS is 0x00
fast—forwarding disable

skkkkkk Interface Information sekkekekekok
NumXconnectlnterfaces 1
Interface name is ethernet0, Interface is up, link status is up
LoopDetect is disable, known—unicast drop
164 Frame Sent, 0 dropped, 0 errors
165 received, 0 dropped, 0 known—unicast Frame

*kkkkkk MAC Table Information skkskskekk
Interface ethernet0, NumMACs 1

HW Addr time(sec)
XX XX XX:XX:XX:ca 299

kxkxkkkk FDB Information skkskkkkk

attached Interface ethernet0, NumMACs 1

HW Addr time(sec) Session ID
XX XX XXX X:XX:39 299 3702885691

*kkkkkk Group Information skskeksksksk
NumL2TPGroups 1
Group ID 1
preempt is disable
hold is disable
mac advertise is enable
Primary Xconnect : PeerID(172.20.10.1), RemoteEND ID(1)
Secondary Xconnect  : PeerID(172.20.20.1), RemoteEND ID(1)
Primary Session ID  : 3702885691
Secondary Session ID : 614246102
Active SessionID : 3702885691

*¥kfxkk Tunnel/Session Information kskkkk
NumL2TPTunnels 2
Tunnel MyID 296340432 AssignedID 3833487957 NumSessions 1 PeerIP 10.10.20.1 State established
Session LAC(S) MyID 614246102 AssignedID 3826302678 State established
Interface name is ethernet0, type is Ethernet
Circuit state is DOWN (local is down, Remote is up)
Group ID 1, Group State is Stand—by
0 Packets sent, 0 dropped, 0 errors
0 received, 0 dropped, 0 errors

Tunnel MyID 2323886230 AssignedID 2847244914 NumSessions 1 PeerlP 10.10.10.1 State established
Session LAG(S) MyID 3702885691 AssignedID 305076802 State established
Interface name is ethernet0, type is Ethernet
Circuit state is UP (local is up, Remote is up)
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Group ID 1, Group State is Active
165 Packets sent, 0 dropped, 0 errors
164 received, 0 dropped, 0 errors

[Tunnel ---State established |D\FEILLT=F>R)JL%E . [Session ---te established |NNFEIZLI=t v arERL
TWLET,

Ffz show 12tpv3 AX VR TRRSNOBEDNIL. —HDBEEDHRFRIEDIELARETY
LUTIE L2TPv3 yiar DRI R EHEER T 5 show 12tpv3 session AX R EFEALIFIIZGYET,
758 show 12tpv3 session AY R MDRIC detail ZIEE T H&ITKY ., KYFHMLBERT—RIRERRIESHILEL
TEFEY,
<EATHI>
NXR_B#show 12tpv3 session

Session Information Total tunnels 2 sessions 2

Tunnel MyID 296340432 AssignedID 3833487957
Session LAC(S) MyID 614246102 AssignedID 3826302678 State established
Interface name is ethernet0, type is Ethernet
Circuit state is DOWN (local is down, Remote is up)
Group ID 1, Group State is Stand—by
0 Packets sent, 0 dropped, 0 errors
0 received, 0 dropped, 0 errors

Tunnel MyID 2323886230 AssignedID 2847244914
Session LAC(S) MyID 3702885691 AssignedID 305076802 State established
Interface name is ethernet0, type is Ethernet
Circuit state is UP (local is up, Remote is up)
Group ID 1, Group State is Active
280 Packets sent, 0 dropped, 0 errors
279 received, 0 dropped, 0 errors

® OJ MR

A4 (& show syslog message AV R CHERRT D EMTEET,

(=) ZITHRELTWASSRATDTZAF)T41E info#NEE)EEYET , CDTSA4F ) T4% debug IZE
B HILIcLYKYEBLDaTAHAEINET,

L2TPVv3 e THZIZ LT O LS540 A AShEzd,

<H D

[2tpv3[XXXX]: L2TP Session Established

[2tpv3[XXXX]: Peer IP = 10.10.10.1

[2tpv3[XXXX]: Peer ID = 172.20.10.1

[2tpv3[XXXX]: Remote END ID =1

[2tpv3[XXXX]:  Local Tunnel/Session ID = 2760457796/2128401404
[2tpv3[XXXX]:  Remote Tunnel/Session ID = 544941557/1701490145

L2TPv3 v ar MNiEILLI=C AR I TL2TP Session Established /WA AEhFET,

L2TPv3 ML T B AShBO5ELTUT O LS HBLDONEIFTONET,
> L2TPv3 MRRAREZAIIL—E ID BNA—F
<HAB>
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| 12tpv3[XXXX]: Error: Peer 10.10.10.1 Authentication fail for create a tunnel |
(=) 12tpv3 hostname, 2tpv3 router-id AY VR TERTE LI EAM AHIREM A>TV DH AR L TS

LY,
> AEANSDEENGEN(N R Da—LEETHERILI—2a0%17I)
<H B>

[2tpv3[XXXX]: Error: Too many retransmissions on tunnel (2038817815/0); closing down
[2tpv3[XXXX]: rescheduled I12tpv3 negotiation after 30sec

(=) 3MEIL—2D WAN BEHEMNEHEESNTULDED . Ny BNBLTLSA ., L2TP D I4ILARIFEFRIEN T
LBH L2TPV3 DH—EZANEEL TLAINGEDRA U MEFEZRLTEELY,

(XR]

® XT—HADHER

L2TPv3 DIEHRERTT HIHE (L. REAZ1—TIEB Y —ERDREIZVIVILY—EX—EDEHD
FL2TPV31ZE ) v LET . TLT L2TPv3 RT—RRAKRIRDT A TDRT—RRERKRTDIKRRT 5150
vILET,
<ETHD>

L2TPv3 Status &R

sk Global Information skekskekskekok
MAC Learning enable, LoopDetect disable, known—unicast drop
RouterID is 172.20.20.1, Hostname is xra
snmp disable(disconnect) Trap disable

*kkkkkk Interface Information sekskkekskk

NumXconnectinterfaces 1

Interface name is ethQ, Interface is up, link status is up
LoopDetect is disable, known—unicast drop

L2RP disable
33587 Frame Sent, 0 dropped, 0 errors
14444  received, 5 dropped, 0 known—unicast Frame

sxkkkkk MAC Table Information sksksksksksksk
Interface ethO, NumMACs 1

HW Addr time(sec)
XXXXXXXX:XX:39 299

sokkkkkk FDB Information sekekekekokok

attached Interface ethO, NumMACs 1

HW Addr time(sec) Session ID
XX XX XX:XX:XX:ca 279 2061667679

*kkkkkk Group Information skskeksksksk
NumL2TPGroups 1
Group ID 32630

preempt is disable

hold is disable
Primary Xconnect : PeerID(172.20.10.1), RemoteEND ID(1)
Secondary Xconnect :n/a

Primary SessionID  : 2061667679
Secondary Session ID : n/a
Active SessionID :2061667679

*kkdxk* Tunnel/Session Information skkkkk
NumL2TPTunnels 1
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Tunnel MyID 233151615 AssignedID 1171543176 NumSessions 1 PeerIP 10.10.10.1 State established
Session LAC(S) MyID 2061667679 AssignedID 2518366705 State established
Interface name is ethO, type is Ethernet
Circuit state is UP (local is up, Remote is up)
Group ID 32630, Group State is Active
14444 Packets sent, 0 dropped, 0 errors
33655 received, 0 dropped, 0 errors

[Tunnel -+-State established ID\EILLT=F R JL% ., [Session *--te established |WEILL=tviaERL
TWLET,

® OJ DHER

0O4%'1& show syslog message AV R THRT A ENTEET,

(&) ZCTHRELTWDLRATOTFA4F)T11E infoWIB)EAYET , CDTFA44 )T 1% debug [TE
BgbHiLlcLYiYinnsnEhshEzd,

L2TPV3 e THICIIUT O L5340 A AShEzET,

<H B>

[2tpv3[XXXX]: L2TP Session Established

[2tpv3[XXXX]: Peer IP = 10.10.20.1

[2tpv3[XXXX]: Peer ID = 172.20.20.1

[2tpv3[XXXX]: Remote END ID = 1

[2tpv3[XXXX]: Local Tunnel/Session ID = 2798426619/3632033519
[2tpv3[XXXX]: Remote Tunnel/Session ID = 3172425204/2071486458

L2TPv3 v ar MNHEILLI=C AR I TL2TP Session Established /WS AEhFET,

L2TPv3 AR T AEICH AShBO5ELTUTO LS LBEDOREIFONET,
> L2TPv3 MRARE A )L—4 ID A —E

<H B>
| 12tpv3[XXXX]: Error: Peer 10.10.10.1 Authentication fail for create a tunnel
(=) L2TPv3 HAREERE, L2TPV3 Tunnel X7 TR E LI=EA R AR &3 TR0 TL S A HERRL TS,

> RAMLDBENEN(JRTS1—LBETERIT S I—L30ETS)

<H B>

[2tpv3[XXXX]: Error: Too many retransmissions on tunnel (2038817815/0); closing down
12tpv3[XXXX]: rescheduled |12tpv3 negotiation after 30sec

(=) *@EIL—2D WAN EEAEHEIN TS, /S YRR TULS D, L2TP DI ILAIEERIENT
LB L2TPv3 DY —EZANEEL TLNEIERE DRA U EEEL TS,
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FutureNet 7 R—k,TRXAIOANDERBLNVEDHE

81/87



FutureNet 7 R—hr T RIOANDEBNVEHEIZELT

FutureNet 7 R—F T XINDEENEHEIZELT

HYR—FTRIIZERBNEHLETRERE. LT OREHRELS MO ETRIT D EMBERCHISSE TR EMNFRET
TOT. CHHESENELET,

¥FutureNet 7 R—bTRVIBICTIRETESELFERIE. RREOSMEEHESR—IEHB LSO BMIZIF
FRBLFEEA,
BETRBIBFEROBYBDIZOVWTHREAH DS SICIE. BEVEHLEREEIE/MIZTOEITE
BTEV, (BREIF7AILOTOANATERY Psec DERIHARFERZHIRL THEEVIEUGELLE)
BHDTSAN\—R)—IZDVTIETEE URL DINBESHEER TSI,
http://www.centurysys.co jp/company/privacy.html

<NXRXR &>
B CHABEVTOSNXRBEREEFSO RN T —IERE
(CRIATEVTOSEROIL—F2ZEORILT—IHERD IP FTRLRZEHLI-LD)
B EBEE-TEEONBHLUVTOBRFIE
(WDECTRIET> B EICEDISHMBIFREL-OIETELLEITEAMIZEMSE TELY)
O RLEhERAEHI
OAROHBHOOKOOREXLYHM R A LHLA B DT IPsec ICKDBIEMN TELEE o1, EEFKLER
FCIXMRELLFI A REE oz MAA LM B D IL—EOD LAN 8l IP PRL RIZx LT Ping [C&2EE
BISHERTELA, HFEIIL—F2D LANIIP PRL R, BB TFOIHKRIZH L TIE Ping [Tk 2 EE LR T
ERV, EERLERE TR B D/N\YI7yTERELTENSIA—REERL. pppl 122 TT—R
DREEToI-. REZTICRT ERIERSIMREET S,
B DO NEET X NTP TRIHZIToTULVS,
O RLEHhEREHI2
- H4EH
OAROHBHOOKOORE
- REHS
B AB i
- EERNE
IPsec IZ&HBIEMTEE o1,
- YR ITRE
IL—EERTOIHmRND HZMWEADIL—2D LAN il IP 7RLRIZH LT Ping IZX A BB HERATHE,
®EIL—ED LAN 8l IP 7RL X, B2 F DimFRIZH LTI Ping ICKDBERERA A,

- EERERERTOEE
IW—BDREEBEORYNT—VICEET HERFITOTLVELY,
- w5

PEERLERTE CIIMELRF AR o=,
WERONEEET IR ADEBETI10 7. s B DEBETS 7 ENTLVD,
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O FELabhtErREHI3
7L IPsec MERTERTZH . —EL IPsec SA DHEILH LU IPsec DBEEMNTETULVELY, IPsec ZEXTE
LTWBBENDA U E—RINT I ERABE LV EZEIEAD Ping IZLHEBHEELRIRE, SHEHIK
BLUREFERNDOOT —EIERIER,

O B<EVLREWLEDLE RSN
VPN M TELLY,
—>VPN ELTHRIBLTWWATORa)LIE A, VPN DR RILDFEIL TELZLDO M BIENTELZLOM

LETH,
O BLELEWEHERES2
BIEMNTELEL,

—EDIITBENNDECTTELU (FFTELELGo12) DAL TR,

<NXR>
KIFMEEIG SN DA
V)T VERTHEREIRGSNSE S [FIMEAICTRav U FERITL TS,
#terminal width 180 ({1 EAEICER 915 E & terminal no width)
B CFRATEVLTLS NXRBEGTOFREGRERKODY
AJEUTOITU/RTHAShET,
#show syslog message
B CHATENTLS NXREEDT VAL R—MEROEREIVREI7MI
TOZANHR—MEBEUATOIARURTHASKETS,
# show tech—support
B [EEREROENMEEITUFOETHER (BN A—FFIABEDOH)
#show mobile <N> ap
#show mobile <N> phone—number
#show mobile <N> signal-level

KA EE'ANAILTINARFUN

<XR>
B TOZAILGR—MER (—EBAEHEEDH)
KT IVZNIWYR—MERTIEERET7AIL, B, 12T4A—230 (BRI TR® IPsec THHGE—EBIF
HET—ILEZLO)
TOZNIHR—MERIFLU T AETRELES,
BEA=ZA—TITFHOZHIYR—b1EI)VILET,

HEERIRIROIGSEITLET

ldownload IZH Vv IL) O DRELEFERALTIELET ., (ForO—F#&(&removel&E5) v oL T

83/87



FutureNet 7 R—hr T RIOANDEBNVEHEIZELT

ERLT=IL—3RADT7AILEHIBRL TZELY)

TERROEFEI T T ET

1EEROEISN R TLEL
IO rE R A TERIFLT R

Femaove

B GEHERKR R (—ERSEIEDH)

HHBERERRITUTAHETRELET,

BEA1—TCIEHERBERRTIZIVVILET,

BHE—EFTOI£TOFMBERERTTDIEV)VIL, RRSNFBRERI)VILTETERLIKET
BEARV)YILTREREIE—L. THFRAPITAIZFIZRBEER—RAMEEUFITHLET,

| 2TostmEmrRTTS |

KEMERRRITISLTOEWMERIE. FY—ERADFREN SR TR RERERMGL TS,
WERFEFICHAPORIZOL—HY—XHARETSETEL,

B CHAENTVS XREATOFRESRERODY
KT O=NINYR—MERBEDNH G EIFFTETT,
AT EUTAETRELETS .
BEAZA—TIVRTLREIEVIVIL VAT LRETI AT DRFIZEVVVILETS,

_

e ;_gp_@: S0 Tz-L0Ty BEOEE mrp)por  mman

ﬁJ—/—ﬂ-ﬂ S ﬁ@,g ARE fllter,g TUFR=200 =L (S
E e Eoas

EE-EFTOISEHOT12E67)vI LI IEDREEFERALTRELET . W\vi7vyT 0T v %515
BIRERKIZEIVVILIVORDREFEERALTRELEY)

FIUHOTV O HERETLTEFERLTRAELT Fan
[

B CHIFAELTLS XRERDBREI7AI
KT I=HIHR—MEREREN H LR ITFETT .
REITF7AIVIEUTAETRELES .
REAZ2A—TIOVRTLAREIZV)VIL VAT LBRETIREDREF-EIRIZVIVILET,
| vATLEE ]
T Ej@%% U2k jy—g@?vilng, . e

2229031 spee =n q =n = =
ShY Ly SEBEOEE ARP fitersd FILFR—20 AL i{Ei
= = = JEE EEDERTE

REDORF EF (D) EETIREORF - ERIZIIVILES,
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FutureNet 7 R—rTFRIOANDEBNVEHEIZELT

MERED(RIFERBE] - TR ERIRER T EWTDIE
CHIROION A E B R R FREEORSADMEREET
REREESF - HOFETENE T,

SRTED(RTE (IR L. O— DL IR SVPNIRIg S,
RV T I RIFSN L RR T T BERTTHLET.

BEQRE EWREE T REI7ALOERIEYIVILET, O—FOEE, BXOEEIER)
[ T

RIEDRETRFILEONTEERT.

|:|—F®?EE CEUCILF) @SJSGRLE) O5JEGR |

[Eto#E  Oedmen OuME0E tex) |

| FErvois |

I\ OT VT I7AINDEHIoA—K 1ZE659)V LI %D RFEEFERLTRELET,
=0T

HEORFEEEIT->TLET.

TR L Iy FUELL
| IR IR s e o |

FERBEBRIRGEOAEEISHATOEBDL—HF—XHARIHLEBEINTEYET DT, ThotEHETT
SHTEL,
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