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nxrl30fexit

Century Systemz NWEIE-130 Seriesz ver b.1.0
nxrl30 legin:

<0o00boobgobooboos

nxrl30fconfizure terminal
Enter confizuration commands, one per line.

nxrl130(confiz)ft

End with CNTL/Z.

<gbobDoobooboobgos>

nxrl80(config)#exit
nxrl30
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OO000 show interface” OO0D0OOOO0OO shint" OO0OO0OO0ODOOOOODOOO

OO0 sh» O00000TabOOOOODOO" show'[@ int” OOO0OD0OOTabOOOOOOO" interface”
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gﬁgplg D;Eaé?grﬁgégngonfiguration Protocol (DHCP)
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O grepO O
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O0000000000000000000000000000

D000 (how)DODDDOO0DDOOO0DDOO"(OO0)" + "option” + "000"0000000O0O
O0OoptionD 00O DOOOODOO
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view node
|---- global node

|----- interface node
|----- interface tunnel node
|----- interface ppp node
|----- dns node
|----- 12tp node
|-——-- 12tpv3-tunnel node
|-——-- 12tpv3-xconnect node
|----- 12tpv3-group node
|----- rip node
|----- ospf node
|----- bgp node
|----- ntp node
|----- snmp node
|----- syslog node
|----- dhcp-server node
|----- dhcp-relay node
|----- ipsec local policy node
|----- ipsec isakmp policy node
|----- ipsec tunnel policy node
|----- QoS (class-policy node)
|----- QoS (class-Tilter node)
|----- crp client node
|----- route-map node
|-——-- Web Authenticate node
|----- WarpLink node
|----- Extended track IP reachability node
|----- Extended track IPv6 reachability node
|----- Monitor-log node

<gboobgooog s
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O 50 view(exec) node

view(exec) node

m show

o show config

0000000  running-config(UO D000 0000)000000O
goooooo show config (|xml)

o show startup-config

goooooo startup-config(flashO O OO OO OOOOO0O)dO00OOOO0O
goooooo show startup-config xml

goooooo startup-configD D OO0 OXMLOOODOOODOOODOOO

o show config section

ooooooo Oo00ooooooooooooooon

gooooogo show config
(crp|dhcp-relay|dhcp-server|dns|ntp|qos|route-map
|router rip|router ospf|router bgp|snmp|syslog]upnp)

o show config ipsec
gogoooog IPsec000000O0O0OOOOPolicy ID/Tunnel IDODOODOODOODOOODO
O00Policy/Tunnel D0 00000000 OODOOODOOODOOO
ooooooo show config ipsec
(]isakmp policy <1-65535>]local policy <1-255>]tunnel <1-65535>)

o show config 12tpv3
0000000 LV30O0DO000000000dGroup ID/Tunnel I1D/Xconnect IDO OO 0OOOOO
0000000 Group/Tunnel/Xconnect 00 0000000 OD0OO0OOODOODOOOO
goooooo show config 12tpv3
(]group <1-4095>]tunnel <0-4095>|xconnect <1-4294967295>)

O show ip route
ooooooo Ooodoooooooooooooo
ooooooo show ip route (]bgp]connected|ospf|rip]|static)
show ip route cashe
show ip route database (]bgp]connected]ospf|rip]static)

O show ipv6 route
ooooooo IPv60 000000000000 O00DOO
ooooooo show ipv6 route (]Jconnected]|static)

show ipv6 route cache

show ipv6 route database (]connected]|static)
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O 50 view(exec) node

view(exec) node

O show ip protocols
ggoboboodbbbooobobbouooobbooobobbouooboo
OO0 ODODOO0O show ip protocols (Jospf|rip)

O show ip access-list
oooooooowbooooooboooooooog
00000000 show ip access-list [1Pv4- ACL-NAME]

O show ip access-list
ooooooo iMAOOO00O0OO0O0DOODOO0OO
goooooo ip access-list IPv4-ACL-NAME (permit]deny) SRC-IP DST-IP
ip access-list IPv4-ACL-NAME (permit]deny) SRC-IP DST-IP PROTOCOL
ip access-list IPv4-ACL-NAME (permit]deny) SRC-IP DST-IP ICMP
ip access-list IPv4-ACL-NAME (permit|deny) SRC-IP DST-1P TCP/UDP
ip access-list IPv4-ACL-NAME (permit]deny) SRC-IP DST-IP TCP-OPTIONS

ooooooo
SRC-1P : ALB.C.D | A.B.C.D/M | any | FQDN
DST-IP : A.B.C.D | A.B.C.D/M | any | FQDN
PROTOCOL 1 <0-255> - Protocol number
1CMP : icmp | icmp <0-255> - ICMP <ICMP type>
TCP/UDP > tep | udp

: tep | udp <sport:1-65535>|any|range <min:1-65535> <max:1-65535>
<dport:1-65535>]any|range <min:1-65535> <max:1-65535>
TCP-OPTIONS : tep syn : TCP syn packets
o tep <sport:1-65535>|any|range <min:1-65535> <max:1-65535>
<dport:1-65535>]any|range <min:1-65535> <max:1-65535> syn

O show ip default-gateway
0d000o0oo00oooo0o0oooooogoooooon
00000000 show ip default-gateway

O show ip (snat]dnat)
0000000 SNAT | DNATODOODOOD
OO0 OO00  show ip (snat]dnat) [NAT-RULE-NAME]

O show (ip]ipv6) connection
00000 oo TCP/UDPODOOO listeningD DO 0ODODODOOO
OO0 D00 show (ip]ipv6e) connection

O show ip statistics

00000 OO0 OOoOoOoooowrgTcPOUWPO ICMPOOOODOOOODOOO
000 DO0 show ip statistics
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050 view(exec) node

view(exec) node

m show ip conntrack

o (ip]ipv6) conntrack

0000000 0Oconntrack tableD OO0 OOOO
00000000 show (iplipve) conntrack

o (ip]ipv6) conntrack limit
OOOoOooo0n0  session limitOOOOOOdropOOC00O0OO0OOOODOOOOODOOO
gooooogo show (ip]ipv6) conntrack limit

o (ip]ipv6) conntrack invalid-status-drop

goooooo session invalid-status-drop0 0 00 0O drop0 00000000 OO0DOOOO0O
oog

goooooo show (ip]ipv6) conntrack invalid-status-drop

O show ip spi-Ffilter
ooooooo  SPl filterODODOODODO
gooooogo show ip spi-filter

O show ip upnp

ogoooooo UPnP OO OO0O0ODODODOOONATOOOODODOOO
00000000000 NATOOOUPP OOO0OO0OODO0OO0oO0OOoooooon

goooooon show ip upnp (access-list|nat)

O show ipv6 access-list

goooooo IPveO0 00000000 ODOODOO
goooooo show ipv6 access-list [IPv6-ACL-NAME]
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O 50 view(exec) node

view(exec) node

O show ipv6 access-list

ooooooo Ipv6O0 000000 OO0DOODOOOO

goooooo ipv6 access-list IPv6-ACL-NAME (permit]deny) SRC-IPV 6 DST-1PV6
ipv6 access-list IPv6-ACL-NAME (permit]deny) SRC-1PV6 DST-1PV6 PROTOCOL
ipv6 access-list IPv6-ACL-NAME (permit]deny) SRC-I1PV6 DST-I1PV6 ICMPV6
ipv6 access-list IPv6-ACL-NAME (permit]deny) SRC-I1PV6 DST-1PV6 TCP/UDP
ipv6 access-list IPv6-ACL-NAME (permit]deny) SRC-1PV6 DST-I1PV6 TCP-OPTIONS

gooooogo
SRC-1PV6
DST-1PV6
PROTOCOL
1CMPV6
TCP/UDP

ToXEXTIXIX | XiXzIXiX/M ] any | FQDN)
DX IXIX | XiXziXX/M ] oany | FQDN)

. <0-255> . Protocol number
: (icmpv6 | icmpv6 <0-255>) : IPv6 ICMPv6 <IPv6 ICMP type>
o (tep | udp)

o (tep | udp) (<sport:1-65535>|any|range <min:1-65535> <max:1-65535>)

TCP-OPTIONS

(<dport:1-65535>]any|range <min:1-65535> <max:1-65535>)

: tep syn : TCP syn packets

o tep (<sport:1-65535>]any]range <min:1-65535> <max:1-65535>)

O show ipvé forwarding

(<dport:1-65535>]any|range <min:1-65535> <max:1-65535>) syn

ooooooo IPv60 00000000 on/offFODODOOOOO
00000000 show ipve forwarding
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O 50 view(exec) node

view(exec) node

O show ipv6 interface
ooooooo IPv60000000000DO0O0O0O0ODOO
0Oo0oOoood  show ipvée interface (]| INTERFACE|brief)

O show ipv6 default-gateway
ooooooo IPv60 000000000000 0O00O0OO
00000000 show ipve default-gateway

O show ipv6 statistics
ooooooo IPv600000000000D0O00ODODOO0O
0Oo0oOgood  show ipve statistics

O show ipvé spi-filter
ooooooo IPv6 SPI filterO0 OO OOODO
goooood  show ipve spi-filter

O show ip web-auth access-list
0O0ooooo  wbhdODOOOOODODOOOODODO
0ooogood  show ip web-auth access-list (JWEBAUTH-ACL-NAME)

O show ntp
odooooo NPOOOODOOODOOOOODOOOO
0ooooodg  show ntp

O show dns
ooooooo DNSOOOOOoooooooag
ooooooog show dns

O show dhcp
000O0oOoOO0 DbDHCcPOUODODODOOODODOODOODOODDOD
0ooogood  show dhep lease

O show syslog

oO0oOooogo  syslogODOOOOOO

0oooood  show syslog (message|bootlog|maillog) (Jline:1-99999) (|reverse)

ooooooo

O000OsyslogD 000000000 O0ODOO0ODODOOODOOOOOOreverse00000000OODOOO
ooooooo
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view(exec) node

O show arp
o00oDooOoOoOoAPOOODOOOODOO
00000000 show arp

O show ipv6é neighbors
ggoooog Ipv6eO0 OO OO0OO0DOODOO
00000000 show ipve neighbors

O show (diskO]diskl)
ggobobobooobobobuooobbboooboboobooo
000000000 show (disko]diskl)

O show uptime
gogooood gogoboooboboooooboog
goooooo show uptime

O show tech-support
oooooon dooooooooooooooooad
goooooo show tech-support

O show memory
goooood oo0ooooooooood
goooooo show memory

O show process
goooood O00DO00oo0ooooooDooooooooo
goooooo show process

O show clock
goooooo goo0o0ooooooooooo
oooooono show clock

O show history
goooood O00DO00oOo0oooooooDoooooogooo
goooooo show history

O show file systems
ooooood Ooodoooooooooooo
00000000 show file systems

O show loadavg

oooooog cPhnooDooooooooooood
goooooo show loadavg
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O 50 view(exec) node

m show 12tp
o show 12tp
oooooood
ogoooood

view(exec) node

L2TP O tunnel/sessiond0 00000000

show 12tp

show 12tp tunnel (]<TunnellD:1-65535>)

show 12tp session (|<TunnellD:1-65535>)

show 12tp session <TunnellD:1-65535> <SessionlD:1-65535>

o show 12tp peer

goooogo
goooooo

O show 12tpv3

goooooon
goooooo

0000 tunnelD00O0O00O0OO address pool D00 O00OOOOO
show 12tp peer <0-1> ip pool

L2tPv30 00 000O0DOCO
show 12tpv3

O show 12tpv3 tunnel

googoogon
goooooo

L1300 000000000000
show 12tpv3 tunnel (|<TID:1-4294967295>) (]detail)

O show 12tpv3 session

goooooon
goooooo

L3000 000ooooooood
show 12tpv3 session (|<SID:1-4294967295>) (]detail)

O show 12tpv3 interface

goooogo
goooooo

XconnectOOOOODOOOOODOOOOOO
show 12tpv3 interface (]INTERFACE) (|detail)

O show 12tpv3 fdb

googoogon
goooooo

L2TPv3 FDBO O O OO OO OO
show 12tpv3 fdb (local]forward])

O show 12tpv3 fdb interface

goooogon
goooooo

Xconnect OO O OO ODOOMBOOOOODODOO
show 12tpv3 fdb interface INTERFACE (local|forward])

O show 12tpv3 group

goooooon
goooooo

LTv3id 0000000000
show 12tpv3 group (<GID:1-4095>])

O show 12tpv3 peer

goooooon
goooooo

LThv30ooooooon
show 12tpv3 peer (A.B.C.D|)
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view(exec) node

O show interface
ooooooo Oo00do0ooooooooooooooooooooon
ooooooo show interface (|mode|power-save)
show interface INTERFACE (|mode|power-save)
show interface bridge <0-4095> (Jall]stp|mac)
oo oo (mode |power-save)(] ethernet I/FO OO0 O000OO0O0OOO0O0O

0O show route-map
goooboon Route-mapO OO OO OO
doooood  show route-map (JWORD) detail

O show class access-list
ooooooo class access-list0D 000000
0Oooogood  show class access-list (JWORD)

O show ssh-public-key
0000000 NetconfOOO SSHOOOOOOOODODO
0o0oogood  show ssh-public-key user netconf

O show users
oooooog o0o0Doooooooooooboooon
ooooooo show users

0 show debugging

ooooood oooooooooooo@N/oFHODOoooooooooooonooo@oon
Oo0ooopoDoooooo)yooooooo

ooooooo show debugging (12tpv3]|netevent|ppp)
show debugging timer (]<1-5>)

O show vrrp
0000000 VRRPOODOOOODOOOODOOOO
0oooodno  show vrrp

O show ppp
oooooood PpPPOCOOOOOOOOOOOOOO
Oooooog  show ppp (]<0-4>)
show ppp (]<100-256>)
oo OO0  show ppp <100-256>0 PPP(over L2TP INS) D O OO OO0O0O0O0O0O0O0OOO

O show pppoe-bridge

0000000  PPPoE bridge0 0O DO OO0ODODOOOODODOO
0oooood  show pppoe-bridge
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view(exec) node

O show ipsec
oo0ooooo IPsec0 000000000
0O00oO0Ooogd  show ipsec ca certificates : Display IPsec CA certificates

show ipsec certificates : Display IPsec certificates

show ipsec crls : Display IPsec crls

show ipsec policy : Display IPsec policy

show ipsec public-keys : Display IPsec public-keys

show ipsec rsa-pub-key - Display IPsec RSA public key

show ipsec sa : Display IPsec Security Associations

show ipsec status (]tunnel <1-65535>) (|brief)
show ipsec status (versionl|version2)

O show ip rip
0o0ooooo  RIPOOOOOODOOO
0ooooogd  show ip rip
show ip rip interface (]INTERFACE)
show ip rip database
O show ip ospf
ooooooo  oseFOCOOOODCOOOO
ooooooo show ip ospf
show ip ospf neighbor (]Jdetail)
show ip ospf interface (]INTERFACE)
show ip ospf database (]external]|summary|network]|router]|asbr-summary)
show ip ospf route
show ip ospf virtual-links

O show ip bgp
00ooooo  BePOOOOOODOOO
0ooooogd  show ip bgp
show ip bgp (A.B.C.DJA.B.C.D/M)
show ip bgp neighbors [|A.B.C.D (advertised-routes|received-routes|routes)]
show ip bgp route-map ROUTE-MAP
show ip bgp scan
show ip bgp summary
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O 50 view(exec) node

view(exec) node

m show mobile

00ooooo sc0000Doo00oDoO0o0oOooOooOooo
oc0ODODOOOO

goooood  show mobile (]<0-1>)

o APNOODOOO@OOOOOOOpppl0OOOOOO)
goooood  show mobile <0-1> ap

o000 0O0OD(MUUDOOOOpppO OO OOOOO)
ooooooo show mobile <0-1> phone-number

oJ0UU000O@WUOUUOUUOOpppOODOODOODODO)
goooood  show mobile <0-1> signal-level

O show fast-forwarding

goooooo Fast-forwardingD O OO0 O0OO0OO0OODO

goooood  show fast-forwarding

0000000 0OFast-forwarding is ond OO OO Fast-forwarding is off 000000000

O show fast-forwarding status

OO0oopooo Frest-forwardingD OO OO0OO0OOOOODOOOOOO

ooooooo show fast-forwarding status

ooooooo

000 00O Fast-forwardingd IP forwardingD D OO OO0 OODO
nxrl55#show fast-forwarding status
total forward count 644
3s udp 192.168.0.1:63->192.168.10.1:63 count:9 byte:12564 fw4 natp4 src 192.168.1.254:63 [J
4s udp 192.168.10.1:63->192.168.1.254:63 count:9 byte:12564 natp4 dst 192.168.0.1:63 fw4 O
oooooirp forwardingD OOOOOOOOOO

000 00Fast-forwardingd IPsec0 00000000
nxrl155#show fast-forwarding status
total forward count 661

7s esp 192.168.1.253->192.168.1.254 count:9 byte:12564 ESP_IN spi:$95e97067 fw4 O
7s udp 192.168.10.1:63->192.168.0.1:63 count:8 byte:11168 fwl O
5s udp 192.168.0.1:63->192.168.10.1:63 count:9 byte:13158 fw4 ESP_OUT spi:$44f8bc92 O

OoooooooooooesPCOOO0OOOOOOOCOOINP forwardingDOOOOODOOOO ESP
goooogoiup forwardingU OO ODOOODOODOO
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view(exec) node

O show product
oooooon
ooooooo
ooooooad

m show netevent
o track
oodoooon
goooooo
oooooon

o action

goooooo
goooogo
goooooo

O show warplink
ooooooo
oooooon
ogooooood

Oooooooooooooog

show product
0000000D0O00o00U0oDo0o00oooooooooooooooooog
Dooooooogoooood

Netevent [ track object(U OO O0)IDO0OODOODOOODOODOO
show netevent track (|<object id:1-255>) (]detail|brief)
Object IDO OO OODOODOODOO track statusO OO0 OO0
brief000000OC0OOOOOODOOOOO

detail 000D 0OO00O0O0O0DODOOOOO

Netevent O track object(OO O O)OOODODOOO actionD OO OODOO
show netevent action (]<object_id:1-255>)
Object IDOODOOOOOOO IDOOOOOOODO actionO0OOOOODO

WarpLink ManagerD O OO O OO0OODODODO
show warplink
00000 3200WarpLink node0 000000000
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view(exec) node

O show monitor-log

goooogo
goooogoo
goooogon

O show service

gooobooo
goooogo
goooooo

O show wimax
gooooon
goooooo

O clock set

goooooo
ooooooo
gooooon

O delete

goooooo

ooooooo
a

O save config
ooooooo
oooooon

O dir
gooooono

Monitor-logO0 00O OO0
show monitor-log (reachability]resource)
00000 3500Monitor-log node0 000000000

ooooDoooooooooooo
show service
00000000000 0OuwiOOOdowOOoOOoOooaono

WiNAXO O Oooooooood
show wimax (]<0-0>)

ooooooooooo

clock set HH:MM:SS Day Month Year

20100 120310 120 3405600 0000000000000 0O0ODOOOO
clock set 12:34:56 31 12 2010

ooooooooood

delete bootlog O bootlogD O OO

delete dump OdumpOO0OCODOOOO

delete file (diskO:FILENAME|diskl:FILENAME)DO (disk0=USBO, disk1=USB1)
delete syslog OsyslogO0 OO (@O0O)O

delete reachability-log (reachabilityd0 00 00)

delete resource-log (resource0 00O 0O0O)

0000000000000 00d
save config

OoOOoOoOoOoo(seo, useHOOOOOoOOOOODOODOOOODOOO

goooooo
goooogn

dir (|disko]diskl)
USBOOOOOODO USB FlashD D OO ODODDOOOOOdiskeD 000000
USBLOOOOODO USB FlashD OO O ODODOOOO00OdiskilDOO00000
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view(exec) node

m copy
o (bootlog|dump]syslog]reachability-log]resource-log )
goooooo bootlog, dump, syslog, reachability-log, resource-log0 0000000
goooood
copy (bootlog]dump]syslog]reachability-log|resource-log)
ssh://<user@(A.B.C.D|X:X::X:X)>/FILENAME (]source A.B.C.D|X:X::X:X)
copy (bootlog]dump]syslog]reachability-log|resource-log)
ftp://<A.B.C.D|X:X::X:X>/FILENAME (]source A.B.C.D|X:X::X:X)
copy (bootlog]dump]syslog]reachability-log|resource-log)
(diskO:FILENAME |diskl:FILENAME)
ooooood
Joooooooopoooooooooooo
gssHOOOOOOOODODOO0OOO0OOO0DOO00OO0DO0O0O00OoO00o0o0oO0ooooooooooooo
O ssh://user@A.B.C.D/FILENAMVED 0 0220000000 00O OO =ssh://user@A.B.C.D:22/FILENAMECT]
- IPv4  ssh://user@A.B.C.D:port/FILENAME
- IPv6 ssh://[user@X:X::X:X]:port/FILENAME

o configDOODOODOO
ooooooo 0000ooO00Oooo0Uooooooooooooooooog
ooooooo
copy (config|show-config) ssh://(<user@A.B.C.D|X:X::X:X)>/FILENAME
(lall) (Jsource A.B.C.D|X:X::X:X)
copy (config|show-config) ftp://<A.B.C.D|X:X::X:X>/FILENAME
(lall) (Jsource A.B.C.D|X:X::X:X)
copy (config|show-config) (diskO:FILENAME|disk1:FILENAME) (Jall)
ooooooo
ODallODO0O0O0OOipsec0D0O0D0O configD tgzOODOODODOODOOODOOODOODOODOconfig
OO0O0xmlO0OOCOOODOCOO
OO000D0000 show configUOOOODOOODOOODOODOshow-configDOOOOOO
goopooooooooobooogooobooog
gssHOOoOOoOoOooooOooooooooOoUoooooooopooooooooooooooooo
O ssh://user@A.B.C.D/FILENAMECD 0 02200000000 O OO =ssh://user@A.B.C.D:22/FILENAMECT]
- IPv4  ssh://user@A.B.C.D:port/FILENAME
- IPv6 ssh://[user@X:X::X:X]:port/FILENAME
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O 50 view(exec) node

view(exec) node

o configOOO
ooooooo 000000000 ocal flashD OO USB/CFOOOO)YODOODODOOO
ooooood
copy ssh://user@(A.B.C.D|X:X::X:X)/FILENMAE
(startup-config|diskO:FILENAME|disk1:FILENAME) (]source A.B.C.D|X:X::X:X)
copy ftp://(A.B.C.D|X:X::X:X)/FILENAME
(startup-config|diskO:FILENAME|disk1:FILENAME) (]source A.B.C.D|X:X::X:X)
copy (diskO:FILENAME|diskl1:FILENAME)
(startup-config|diskO:FILENAME |diskl:FILENAME)
ooooood
Odisk0 --> diskOO diskl --> disk1 O O copyd OO O disk0 <--> disk1 OO copyd OO
goooooooooobOooDoooooog
gssHOOOOOOODODODOO0OOO0OOO0DOO00DOO0DO0O0O00oOooDOoooooooooooooooo
O ssh://user@A.B.C.D/FILENAMED 0 0220000000 00O OO =ssh://user@A.B.C.D:22/FILENAME[T]
- IPv4  ssh://user@A.B.C.D:port/FILENAME
- IPv6 ssh://[user@X:X::X:X]:port/FILENAME

o sshOOOOOOOOO
ooooogoo gooooEews)ooooopoossHonoooooooooood
ooooood
copy (ssh://<user@(A.B.C.D|X:X::X:X)>/FILENAME)
ssh-public-key user netconf |<0-4> (]source A.B.C.D|X:X::X:X)
copy (ftp://<A.B.C.D|X:X::X:X>/FILENAME)
ssh-public-key user netconf |<0-4> (]source A.B.C.D|X:X::X:X)
copy (diskO:FILENAME]diskl:FILENAME)
ssh-public-key user netconf |<0-4> (]source A.B.C.D|X:X::X:X)
ooooood
Joooo0oooooobooDooOoooog
gssHOOOOOOODODODOO0OOO0OOO0DOO00DOO0DO0O0O00oooOoooooooooooooooo
O ssh://user@A.B.C.D/FILENAMED 0 0220000000 00O O O =ssh://user@A.B.C.D:22/FILENAME[T]
- IPv4  ssh://user@A.B.C.D:port/FILENAME
- IPv6 ssh://[user@X:X::X:X]:port/FILENAME
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O 50 view(exec) node

view(exec) node

O firmware update
goooood gooooooogoooooooooo
goooooo
firmware update ssh://<user@(A.B.C.D|X:X::X:X)>/FILENAME (]source A.B.C.D|X:X::X:X)
| firmware update ftp://<A_B.C.D|X:X::X:X>/FILENAME (]source A.B.C.D|X:X::X:X)
firmware update (diskO:FILENAME|diskl:FILENAME)
goooooo
gooooooOoOooooooooooooo
gssHOOOOoOOOoOoOOo0ooooOoOooooooooooooo0ooooooooooooooooo
O ssh://user@A.B.C.D/FILENAMEC O 022000000000 O O =ssh://user@A.B.C.D:22/FILENAVET]
- IPv4d  ssh://user@A.B.C.D:port/FILENAME
- IPv6 ssh://[user@X:X::X:X]:port/FILENAME
0000000oo0o00Do0o0O0ooDoo0oDoOoO00oOoOoOO00ooDoooooOooDOoooooDooon
0000000000000 00DOO00mOgU E:Firmware updated 0O O00O0OOOOODO

O restart

0000000 OOooooooooooo

ooooood restart dhcp-relay (HCPO OO DODODODOOOODOO)
restart dhcp-server (HCcPO OO OODOODOO)

restart dns ONSODODoDoooooono)
restart http-server (HTTPOODOODOODOOO)
restart ipsec (lpsec0O000OO0ODOODOO)
restart 12tp (LetPv200000000O00O0DOO)
restart 12tpv3 (LeTp3000000nDooog)

restart monitor-log (Monitor-log0 OO0 O0OODOOODOO)
restart netconf-server (NetconfO OO OO OO0ODOO)

restart ntp (NTPODOODOOOOOOO0O)

restart ospf OSPFOOO0OODOODODODO)

restart rip RIPOOOODOOOOODO)

restart snmp (S\POOOOOOODODOO)

restart ssh-server (SsHOOOooooboood)

restart syslog (SyslogO OO OOOOOOO)
restart system (booooooono)

restart telnet-server (TelnetO O OO OOOODOO)

restart vrrp (VRRPO OO ODOOODOODO)

restart warplink (WarpLinkODODOOOOOOODOOO)

restart waplink send-config (WarpLink ManagerO OO OO config OO ODOO)
O configure

ooooogo 00o00doooooooooooooooo
gooooog configure terminal
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view(exec) node

® dump
ogooooon

o0 oobo

o dump
ooooooo
OO0 0Oogo

o dump filter
goooooo

o dump pcap
ooooooo

NXROOOODOODOODODOOOdumpOODOOODOOO0OO0OOdumpO OO0 OOOOO
(UsBOCAHODOOOOOSSHOOODOOOOODOOOOoDoOOooooooooo
O0OdumpO OO RAMOODOOOOOOOUSEROOOODOOODOODOODOO memory O
00000o000ooooo00oooooooooooon
0000000D0ODO0Odfast-forwawding O disable(no fast-forwarding enable)
oooooooo

dump interface INTERFACE
INTERFACEO OO O OO0ODOOOOOOO
[ethernet <0-2> (]vid<vlan_id:1-4094>) | ppp <0-4> | tunnel <1-255>]

dump interface INTERFACE filter (ssh|telnet]|tcp880)

dump interface INTERFACE pcap count <1-99999> (size <64-1518>))
(filter {ssh|telnet|tcp880}])

O clear 12tpv3 fdb

oooobooo
goooooo

L2TPv30 FOBO OO OO OODOOODO

clear 12tpv3 fdb (CooorBOOOOOOOO)
clear 12tpv3 fdb local ethernet <0-2> (|vid <1-4094>)
clear 12tpv3 fdb forward

clear 12tpv3 fdb forward <gid:1-65535>

clear 12tpv3 fdb forward ethernet <0-2> (|vid <1-4094>)

O clear 12tpv3 counter

oooobooo
goooooo

LTv3i0 0000000000000

clear 12tpv3 counter ethernet <0-2> (Jvid <1-4094>)
clear 12tpv3 counter peer

clear 12tpv3 counter peer A.B.C.D

clear 12tpv3 counter session <session-id:1-4294967295>
clear 12tpv3 counter tunnel <tunnel-id:1-4294967295>
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view(exec) node

O clear 12tpv3 tunnel
ooooooo OO0Oomwoooooooo ooooooLtv3d0noooooooog
goooooo clear 12tpv3 tunnel <tunnel-id:1-4294967295> <session-id:1-4294967295>

O clear 12tpv3 remote-id
ooooooo O0O0ooooimooooooLTvddnoooono
goooooo clear 12tpv3 remote-id <remote-id:A.B.C.D>

O clear 12tpv3 group
ooooooo OO0oommooooooLv3i0ooooono
goooooo clear 12tpv3 group <group-id:1-65535>

m clear ip bgp
oooooon
gpePO OO ODODOOOOOOOoOO
PO 00 O0O0O0OODDODOOOO0O0OOOoOoOOOoOomBecPO OO 0ODOOODODOoooooooon
agoad
- soft outD OO 0O
PO 00000 0OONDNDODO0OOOooDODbOOoOoooooDmmecPOOD DD OOOODODDODOOOooO
0000000Osoftout0 00 00D000DO0DOOO0DOODDOOOBGP neighbor™ UPDATEOD O O O
agoooooon
-soft inO0 QOO0
BGP neighbor 0 ROUTE-REFRESHO O O OO OO OO OneighborO0 00O BPO OO OOOOODOODO
ROUTE-REFRESHO O O O OO ODOOOOOOOUPPATED DO OO OODOOOODOOOOOOOO
- hard0 00O
BGCPO TCPOODOODDOODOOO Oneighbord 0 00O OO Okeepalived holdtimeO OO0 OO0
goooooobooooooobbobooogooob oo boooooooo
0000000000 DOOOOsoft (injout)DDOOOOODO

o bgp *
goooooo clear ip bgp *
clear ip bgp * soft (injout)
0000000 OO0OO0peer0000000O0O0OC0OODOOOO

o bhgp <AS:1-65535>
goooooo clear ip bgp <AS:1-65535>

clear ip bgp <AS:1-65535> soft (injout)
Jooooodo AsOg0o0ooooooooooooooooood

o bgp A.B.C.D
goooooo clear ip bgp A.B.C.D
clear ip bgp A.B.C.D soft (injout)
O0OO0OO0O0OOO NeighborO IPOO00O0OOOOOOODOOODOOODOOODOOO
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view(exec) node

O clear arp
OO0ooooo ARPODOOCOOOOOCOO0O0
goooooo clear arp A.B.C.D

O clear ipv6 neighbors
ocoooooo IPv6O 00000000000
goooooo clear ipv6 neighbors X:X::X:X ethernet <0-2>
clear ipv6 neighbors X:X::X:X ethernet <0-2> vid <1-4094>
clear ipv6 neighbors X:X::X:X ethernet <0-2> vid <1-4094> <id:1-255>

O clear ppp
goooood gooopPOOOOOODOOOOO
0000000  clear ppp <0-4>

O clear 12tp
000000o0doooooLLoooooooooooan
OO0O0O000oOclear 12tp

O clear ipsec tunnel
ogoooood OOO0O IPsec tunnel DO OOODOO
goooooo clear ipsec tunnel <tunnel _policy:1-65535>

O clear ipsec state
ogoooood 0000 IPsec stateO OO O QOOd
goooooo clear ipsec state <state number:1-4294967295>

O clear wimax
gooooog winvaXOOooooooo
oo0ooooo clear wimax <0-0>

O clear ip route cache
gooooon IiPOO0O0O0O0OOO0OO0O0OOOOO0
goooooo clear ip route cache

O clear ip access-list ACL-NAME fqdn

0000000 FQONODOO access-list0 0000000
goooooo clear ip access-list ACL-NAME fqdn
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view(exec) node

O clear ipv6 route cache
ooooooo IPv60 00000000000 O00OO
ooooood clear ipv6 route cache

O clear ipv6 access-list ACL-NAME fqdn
0000000 FQNOODO access-list0 0000000
ooooood clear ipv6 access-list ACL-NAME fqdn

O clear ssh-public-key
0doooogo ssHOOOooooDooooo
ooooood clear ssh-public-key user netconf <0-0>

O clear dns cache
ooooooog DNS cacheD O OO OO OO
Oo0oooon clear dns cache

O clear mobile <0-2>
gooooog ood0oooooooboooooboooooooDooo
Oo0oooon clear mobile <0-2>

O clear ppp <0-4> mobile limitation

0ooooog wmobileDOODOOOOOO

ooooood clear ppp <0-4> mobile limitation

ooooooo

Omobile limit (reconnect|time)0 000 000000000000 ODOOOOOOODOOmobile
limit (reconnect|time)0 0000000000 OCO000DODOO0MOOO0ODODOOOODODOOOOO
oooo

O clear netevent counter track <1-255>
0000000 netevent0000000O0O0DOOOO
ooooood clear netevent counter track <object_id:1-255>
ooooooo
O show netevent track <1-255> detail 00 0O 0 00O History counter0 00000000

O clear route-map
goooogoo route-map 0 O O O (packet/byte 0 0 000 O0)OODOOOOODO
goooood clear route-map <NAME> counter

O clear class access-list

goooobooo class access-list0 000 (packet/byte D 000 O0O0)DOOODOODODO
Oo0oooon clear access-list <NAME> counter
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view(exec) node

m terminal

o length
ogoooooo
ooooooo
oo o odg
ooooooo

o width

gboooooo
gooooogo
gbo o 0o

m connect

o connect ppp
ogoooood
ooooooo

o reconnect ppp
ogoooood
ooooooo

o connect 12tp
gogoooog
goooooo

000DO00oooopoooboooooo

terminal length <0-512>

terminal no length
oO00DO0DOOOoOoOoDOOO0ODODoDOoOoOoooooOon

000DO00oooopoooboooooo
terminal width <40-180>
terminal no width (= terminal width 80)

PpPPOODOOOOOOOOPPOOOOODOOOLOOOOODOODOO
connect ppp <0-4>

PPPOOOOOOOOOOPPPOOODUOOODOOOOOOODOOO
reconnect ppp <0-4>

LtrOdO0noOoooooo
connect 12tp

o connect 12tpv3

gboooobgo
goooobgn

goooobon

o connect ipsec
gogoooog
goooooo

o connect wimax
goooood
goooood

0O disconnect
goooood
goooood

L3I0 000000000

connect 12tpv3 ethernet <0-2> (]JA.B.C.D)

connect 12tpv3 ethernet <0-2> vid <1-4094> (]JA.B.C.D)
A.B.C.D O U Remote Router-1D0 O[O

IPsec0 00000000 OIPsecO000O0OOO0OODOOOOODOOOO
connect ipsec <1-65535>

WiMvaXO OOoooooooo
connect wimax <0-0>

Oo00ooooooooooooo
disconnect console (
disconnect vty <VTY line_number:0-10>

console CLIDOOOOOOOOOD
SSH/TelnetD O OO OOODOOOOD

~
11
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view(exec) node

O format
ooooooo 000000000000000000
ooooood  format (diskO]diskl)

O eject
ooooooo 0000000000000 00000
0000000  eject (diskO]diskl)

O inject
ooooooo 0000000000000000
0000000  eject (diskO]diskl)

0 ping
oo0ooooo ping0 000000
ooooooo ping ip (A.B.C.D | FQDN)
ping ipv6 (X:X::X:X | FQDN)
ooooooo 000000 OdpigOO0OO0O0OOOOOOOODOO0ODOODOOODOO

nxrl20#ping ooooboobonog

Protocol [ip]: Oip|ipv6

Target IP address: OA.B.C.D|XzXz:X:X]FQDN
Repeat count [5]: 0 1-2147483647

Datagram size [100]: (J 36-18024

Interval in seconds [1]: 0 0-10

Extended commands [n]: On(pingDO0D)y(OOOODOODOODOODOOO)
0 Source address or interface: O A.B.C.D|X:X::X:X] INTERFACE
0 Type of service [0x0]: [J 0x00-0xff

0 Set DF bit in IP header? [no]: [ no|yes

(0 Data pattern [OxABCD]: [0 0x0000-0OxffFff

O traceroute
googoogon traceroute 0 0O ODOO
goooooo traceroute (icmp|icmpv6) (A.B.C.D]FQDN)
traceroute (ip|ipv6) (A.B.C.D]JFQDN)
oo0ooooo 0000000 ¢traceroute0 0000000000 DO0ODOOOOODOOOOOO

nxrl20#traceroute ooooooooboo
Protocol [ip]: Oiplipv6

Target IP address: OA.B.C.D|X:Xz:X:X]FQDN
Source address: OA.B.C.D|X:Xz:X:X
Numeric display [n]: Only

Timeout in seconds [2]: J 0-3600

Probe count [3]: 0 1-65535

Maximum time to live [30]: 0 1-255

Port Number [33434]: 0 1025-65535
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O ssh
00oopoo  ssHOooooooDooo
ooooooo
ssh (ip|ipv6e) (A.B.C.D|X:X::X:X]FQDN) user USERNAME [(source A.B.C.D|X:X::X:X)]
ssh (ip|ipv6) (A.B.C.D|X:X::X:X]|FQDN) user USERNAME version 1
[cipher (3des|blowfish]|des)] [(source A.B.C.D|X:X::X:X)]
ssh (ip|ipv6) (A.B.C.D|X:X::X:X]|FQDN) user USERNAME version 2
[cipher (3des-cbc|aesl128-cbc|aesl28-ctr|aesl92-cbc
|aes192-ctr|aes256-chc|aes256-ctr|arcfour|arcfourl28|arcfour256
|blowfish-cbc|cast128-chc)] [(source A.B.C.D|X:X::X:X)]
goooooof. OoOOoOoUoOopoooooOoooboooooo

O telnet

OO0O0Ooooo  TelnetOOOODOOOO

0oooood  telnet (A.B.C.D]X:X:X:X::X]FQDN) [source (A.B.C.D|X:X::X:X)]
0000000 OOoOO0oO0oOooOOoODOOO0OO0OO0O00O0O0O0O000

O logout
ooooooo  cuooooooooooo
gooobooo logout

O get system statistics cpu

ooooooo
ocPu00000000ooooooooooooogn
000o0oooo0OO0ooO0O0O0O0O0D0000000000000000OoCcRD000ooooooooooon
00o0o0ooOooooocPI00 0000 oooooooooooo

0000000  get system statistics cpu <interval(sec):1-86400> <count(J):1-65535>

0 0 0 0OO0O0O0ooooooooo

nxrl20#get system statistics cpu 1 5

14:20:02 %CPU %user %nice  %system %idle %iowait
14:20:03 22.00 17.00 0.00 5.00 78.00 0.00
14:20:04 23.00 11.00 0.00 11.00 77.00 0.00
14:20:05 100.00 65.00 0.00 35.00 0.00 0.00
14:20:06 4.95 3.96 0.00 0.00 95.05 0.00
14:20:07 0.00 0.00 0.00 0.00 100.00 0.00
AVERAGE 29.99 19.39 0.00 10.20 70.01 0.00

O reset
ooooogo DooooooOwiMXDOooOoooooooooooooooo
goooooad reset mobile <0-2>

reset wimax <0-0>
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m debug/undebug

o 12tpv3

00ooooo L3OO ooooooooooog

0000000  debug 12tpv3 (Jall]error|session]tunnel)

O No O undebug 12tpv3 (Jall]error|session|jtunneDO0 = 000000 OO0OOO0OOOOD

o netevent

OO0O0O0Ooo0gd NeteeentQOOOOOOOOOOOOO

ooooooo debug netevent (Jaction]all]error|track)

O No O  undebug netevent (Jactionjall]errorjtrack)J (= DO OOOODOOOCOODOOCOD

© ppp
gbooooboo pPPOOODOODOOODOOODOOO

OOoooognO  debug ppp
O No O undebug ppp0 (= OO O ODOOODOODOOOOOOD

o timer
gooooog timer 0 timeout OO OOOOO conmand D OO0 O ODOO0O
goooooo debug timer <1-5> <5-86400> interface ethernet <0-2> (shutdown|no shutdown)
debug timer <1-5> <5-86400> interface ppp <0-4> (connect|clear]|reconnect)
O No 0  undebug timer <1-5>0 0000 IDO0000ODOO0OOOOODOOOODO
ooooood
O interface ethernet <0-2> shutdown/no shutdown timer O timeout O O O configuration mode O O O
JO00OuUsEROODOO0O0O00OO0oOO0DOO00Dooooooooooooooooooooog
cmd-timer: cmd-id 1 start
cmd-timer: cmd-id 1 error(VTY configuration is locked by other vty)
JooobooOoooooO0obOO0ooOooobOooobDOooDOobooon
cmd-timer: cmd-id 1 start
cmd-timer: cmd-id 1 finished

79



O 50 view(exec) node
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O show flash
ooooooo flashOO configD OO OOOOOOOOXMLOOOOMmM
Ooo0ooooo show flash FILENAME xml

O show version
ooooooo 00000000oo0oooooooood
goooooo show version

show version flash (]<1-2>) ONXR-230/CO 00O

O erase flash
gooooon goooooooobooooboooo
ooooooo erase flash

O delete flash
goooooo goooooooooboooboboooooooooooboooon
goooooo delete flash FILENAME

O delete bootup-config
goooooo bootup-configd DO OO OOOO config OO OODOOODOODO
gO00oOoDbOoO  delete bootup-config

O copy config startup-config

gooooon config O startup-configO O OO0 OO OO

goooooo copy config startup-config (Jall)

ooooooo

OallOOODOOOOOOconfigd O startup-configQ OO O OOOO

OallOOOOOO0Oconfig/ssh ZipsecO OO DO OODO flashDOODOOODO (save configOQ OO OO)O

O show temper
goooood 0000000000000 00000OO0ONXR-230/C0O 0O [
goooooo show temper
ggooooo nxr230#show temper
status : normal
degrees: 61.5

O get system statistics
JooooodOo cPuObDcCcPUOODOO0ODODOONXR-230/CO 0O M
goooooo get system statistics cpu <interval:1-86400> <count:1-65535>
get system statistics (cpuO]cpul|cpu-all) <interval:1-86400> <count:1-65535>
goooood 00o0oD00oo00ooooooooooooooooooooond
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O show memory ecc

0000000 QOeECCO00DOO00ODDOO0O0ODDOOOODONXR-350/CO0OM

0oooood  show memory ecc

ooooooo
gecCO0C0000D1I0000000DO000U0DOoOoOUoDooOoooD200000000000
oooogooooooood
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O 60 global node

global node

O OO0 command

nxr130#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxrl130(config)#

m show

o show config

gooooogo running-config(C OO OO0OO0OOO0OO0OO)DO0OO0OOOO
goooooo show config (|xml)

o show startup-config

0oooood  startup-config(flashO O OO OO OO0OO0OOO0)IDODOOOO
goooooo show startup-config xml

doooood  startup-configO OO0 OXMLOOODOODOOOOOOO

O hostname

oooooog 0opoooobooooooog

goooooo hostname HOSTNAME

ooooood Jooo0o0oooooobOOoooOooOooDoooon
nxr130(config)#hostname NXRO1
NXRO1(config)#
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O fast-forwarding
goooood  fast forwardingD OO O OO0 .

goooooo fast-forwarding enable oogno

OO0 O OO0 no fast-forwarding enable 0O 0O0O0O

a no O no fast-forwarding enable

gooooood

0000000000000 00D000O0Ofast-forwardingD OO0 000000
- Layer4 TCP/UDP/ESP
- Layer3 IPv4

- Layer2 Ethernet(VLAN/PPPoE ] O O O
000000000 0D0D0O00000o0oDoOog fast-forwardingDd OO OOOO
IPOO0O0OOCO0DOOCOO0ODOCOONROOOODOOOODOOO
Ethernet0 00 00O0O0ODO /00000000000
IPvAODOCOO2000000000000000O000DOOOO0ODOOOOO
0000000000000 00000000D00O00000000D0O0O0O0OTCP SYNO FINDD
-000000DOCo00OoooOo0ooOooOUooooOUorFPOOOODOOSIPODOODODOOOO
000000000 fast-forwardingD OO DO OODO
- IPOO00ODOCOOODCOOOODCOO
- 0000000000000 QsOO00Db0ObOOOfast-forwardingD OO ODOOOOODOODOO
-WiMAXOOOODOOOODODoOOOo wOooooOOoOoOoDOoOdfast-forwardingDOOOOO
O fast-forwarding O O O L2TPv3 fast-forwarding OO0 0000000 O0ODOODOODOOOO

O NXR-120 NXR-125 NXR-130 NXR-155 NXR-1200
fast-forwarding 16,383 65,533
L2TPv3 fast-forwarding 16,192 62,462

- fast-forwarding 0000000000000 ODOOOOOfFast-forwarding 00000 O0OOO
oooooo

- fast-forwarding O L2TPv3 fast-forwarding 0000000000000 DOOOOOOOOODO

obooobobobobobobobo0oboo0O0016,3830NXR-1200 DD OO OBS,5330 00000
gooooooo

- L2TPv3 fast-forwarding O O O O O Oglobal node O 12tpv3 fast-forwarding OO O OOOO
ooooooo

84



0O 60 global node

global node

m ip access-list
Access-List(ACL)O O O O OIPv4 packetO filteringU OO ODOOOOODOOOFilteringd D OO0
OO0 matchd OO matchO O actionO OO0 OO0 OOOO
o matchO 0O
IPv4 source address/netmask
IPv4 destination address/netmask
Protocol (0 OO protocol D OO O OO0 protocol DO O O)
Source port(TCP,UDPO O OO DO ODOO)
Destination port(TCP,UDPO O OO OODOO)
TCP syn
icmp type/code 0 O (icmpO OO O 0O)
source mac address
o matchO O QOO

permit 00000 packetd OO acceptd D0 OO O
deny 00000000 packetO OO dropO OO0 O
ooooooo

o ip/protocol

ip access-list ACL-NAME (permit]deny)
<source:>(any|A.B.C.D/M]A.B.C.D|FQDN) <destination:>(any|A.B.C.D/M]A.B.C.D]FQDN)
(]<protocol :0-255>]icmp|tcpjudp) (Imac HH:HH:HH:HH:HH:HH)

o icmp

ip access-list ACL-NAME (permit]deny)
<source:>(any|A.B.C.D/M]JA.B.C.D|FQDN) <destination:>(any|A.B.C.D/M]A.B.C.D]FQDN)
icmp (Jtype code) (|mac HH:HH:HH:HH:HH:HH)

o tcp/udp

ip access-list ACL-NAME (permit]deny)
<source:>(any]A.B.C.D/MJA.B.C.D|]FQDN) <destination:>(any|A.B.C.D/M]A.B.C.D|FQDN)
(tcpludp) [(<sport:1-65535>]any|range <min:1-65535> <max:1-65535>)
(<dport:1-65535>]any|range <min:1-65535> <max:1-65535>)] (|mac HH:HH:HH:HH:HH:HH)

o TCP option
ip access-list ACL-NAME (permit]deny)
<source:>(any]A.B.C.D/M]A.B.C.D|FQDN) <destination:>(any|A.B.C.D/M]A.B.C.D|FQDN)
tep [(<sport:1-65535>]any|range <min:1-65535> <max:1-65535>)
(<dport:1-65535>]any|range <min:1-65535> <max:1-65535>)] (|syn) (|mac HH:HH:HH:HH:HH:HH)

o negate
no ip access-list ACL-NAME

goooood
OIPval IPv6 0 ACLODCDO tableD OO OODOOOOACL-NAMECO O ODODODOOODO
OO0DO0OACLOOODOODOODOI p access-group 0 O O O (interface/tunnel/ppp node 0 O 0 )OO
O o <15
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global node

m ipv6 access-list
Access-List(ACL)O O OO O IPv6 Packetd FilteringO OO OO0 OO OFiltering0 000 OO O match
O0OmatchO O action0D OO0 OO0O0OO0O0O
o matchO O
IPv6 source address/prefix length
IPv6 destination address/prefix length
Protocol(J OO protocol DO OO DOONO protocol DO O0O)
Source port(TCP,UDPO DO OO ODOO)
Destination port(TCP,UDPO OO OOOODO)
TCP syn
icmpv6 type/code 0 0 (icmpve O O O O0O)
o matchO O OO

permit 00000 packetO OO accept OO0 O
deny 00000000 packetO OO dropd 0000
ooooooo

o ip/protocol

ipv6 access-list ACL-NAME (permit]deny)
<source:>(any | XXz :X:X/M]X:X::X:X]FQDN) <destination:>(any|X:X::X:X/M]X:X::X:X]FQDN)
(l<protocol :0-255>]icmpv6 | tcpludp) (|mac HH:HH:HH:HH:HH:HH)

o icmpv6

ipv6 access-list ACL-NAME (permit]deny)
<source:>(any | X:X: :X:X/M]X:X::X:X]FQDN) <destination:>(any|X:X: :X:X/M|X:Xz:X:X]FQDN)
icmpv6 (Jtype code) (Jmac HH:HH:HH:HH:HH:HH)

o tcp/udp

ipv6 access-list ACL-NAME (permit]deny)
<source:>(any | XXz :X:X/M] XXz :X:X]FQDN) <destination:>(any|X:X::X:X/M]X:Xz:X:X]FQDN)
(tcpludp) [(<sport:1-65535>|any|range <min:1-65535> <max:1-65535>)
(<dport:1-65535>]any|range <min:1-65535> <max:1-65535>)] (|mac HH:HH:HH:HH:HH:HH)

o TCP option

ipv6 access-list ACL-NAME (permit]deny)
<source:>(any | XXz :X:X/M]X:X:z:X:X]FQDN) <destination:>(any|X:X::X:X/M]X:Xz:X:X]FQDN)
tep [(<sport:1-65535>|any|range <min:1-65535> <max:1-65535>)
(<dport:1-65535>]any|range <min:1-65535> <max:1-65535>)] (]syn) (Imac HH:HH:HH:HH:HH:HH)

o negate
no ipv6 access-list ACL-NAME

ooooooo
OIPv40 IPVv6 O ACLO OO table DD O UOOOODOOACL-NAMED OO DD OODODO
00000 ACLOO0ODODOODO ipve access-group 0 O O O (interface/tunnel/ppp node 0 0 0)
O0ACLODO0O0D0000D0000DO000DC86
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global node

O ip route access-list
coooooo
route-map 0 matchO OO OO match ip address0 0000000000000 00ODOOOOOO0O0OO0O
BPOOOOODDOOUOOsetO00O0DOOOOODOOOUOODOOOODODOOBGPO distribute-list
000o0oopooodoooooooooooo
ooooood ip route access-list ACL-NAME (permit]deny) A.B.C.D/M (]exact-match)

ip route access-list ACL-NAME (permit]deny) any
O no O no ip route access-list ACL-NAME (permit]deny) A.B.C.D/M (]exact-match)

no ip route access-list ACL-NAME (permit]deny) any
od o0
exact-matchO OO O0OO0O0OprefixOOMODOODOODOODOOOexact-matchO OO OOODOO
OOprefixODOMOO WO 32)DO0000O0O0ODOCO
0.0.0.0/0 exact-match O [0 default route(0.0.0.0/0)0 0000 O00.0.0.0/0(exact-match 0 O )0 O any
oooooo
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global node

m ip (snat|dnat)

OoOoOoOooo NTOODOODDODODOODOO

ooooooo

o 1ip

ip (snat]dnat) NAT-NAME ip
<src:>(any|A.B.C.D/M]JA.B.C.D) <dst:>(any|A.B.C.D/M]A.B.C.D)
<to:A.B.C.D> (]Jto-end:E.F.G.H)

o TCP/IP

ip (snat]dnat) NAT-NAME (tcp]udp)
<src:>(any|A.B.C.D/MJA.B.C.D) (]<sport:1-65535>]any|range <min:1-65535> <max:1-65535>)
<dst:>(any|A.B.C.D/MJA.B.C.D) (]<dport:1-65535>]any|range <min:1-65535> <max:1-65535>)
<to:A.B.C.D> [(Jto-end:E.F.G.H) (]<port:1-65535>|range <min:1-65535> <max:1-65535>)]

o protocol
ip (snat]dnat) NAT-NAME <protocol:0-255>
<src:>(any|A.B.C.D/M]A.B.C.D) <dst:>(any]A.B.C.D/MJA.B.C.D) <to:A.B.C.D> (]Jto-end:E.F.G.H)
goooooo protocol D 00O udp/tep 0 000000 port000O0O0ODO0O
(000000 udp/tecpO000O0DOOOO)

o static
ip (snat]dnat) NAT-NAME ip
<src:>(any|A.B.C.D/M]JA.B.C.D) <dst:>(any|A.B.C.D/M]A.B.C.D) static <to:>A_B.C.D/M

o negate
no ip (snat]dnat)

ooooooo
o snat0000O: Private IPO 00O (192.168.0.0/24)0 Global 1P(1.1.1.1)0 0000000000
ip snat test ip 192.168.0.0/24 any 1.1.1.1

odsnat0000: 1.1.1.1:800 0000000 192.168.1.1:8800 000000
ip dnat test tcp any any 1.1.1.1 80 192.168.1.1 880

o static snat0 O 0O:
ip snat test ip 192.168.0.0/24 192.168.10.0/24 static 192.168.10.0/24
00000192.168.0.2450 0 192.168.10.2470 0000000 0O0OSNATO OO src IPO OO
(192.168.0.245 - 192.168.10.245)0 000 O
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global node

m system (snat|dnat)

goooogod system snatld system dnat0 000000
oooooog

o system (snat]dnat)
system snat SNAT-NAME
system dnat DNAT-NAME

o negate
no system (snat]dnat)
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global node

m ip web-auth access-list

goooooo

WebO O filterDOOOO0OOOODODOO hostd networkO interfaceD OO0 O OWebO OO OOOOOO
doooooooooad

ooooooo

o ip/protocol

ip web-auth access-list ACL-NAME (permit]|deny)
<source:>(any|A.B.C.D/M]JA.B.C.D|FQDN) <destination:>(any|A.B.C.D/M]A.B.C.D|FQDN)
(l<protocol :0-255>]icmp|tcpludp) (|mac HH:HH:HH:HH:HH:HH)

o icmp

ip web-auth access-list ACL-NAME (permit]deny)
<source:>(any|A.B.C.D/M]A.B.C.D|FQDN) <destination:>(any|A.B.C.D/M]A.B.C.D|FQDN)
icmp (Jtype code) (|mac HH:HH:HH:HH:HH:HH)

o tcp/udp

ip web-auth access-list ACL-NAME (permit]|deny)
<source:>(any|A.B.C.D/M]JA.B.C.D|FQDN) <destination:>(any]A.B.C.D/M]A.B.C.D|FQDN)
(tcpludp) [(<sport:1-65535>]any|range <min:1-65535> <max:1-65535>)
(<dport:1-65535>]any|range <min:1-65535> <max:1-65535>)] (|mac HH:HH:HH:HH:HH:HH)

o TCP option
ip web-auth access-list ACL-NAME (permit]|deny)
<source:>(any|A.B.C.D/M]JA_.B.C.D|FQDN) <destination:>(any]A.B.C.D/M]A.B.C.D|FQDN)
tep [(<sport:1-65535>|any|range <min:1-65535> <max:1-65535>)
(<dport:1-65535>]any|range <min:1-65535> <max:1-65535>)] (]syn) (|mac HH:HH:HH:HH:HH:HH)

o negate
no ip web-auth access-list ACL-NAME

ooooooo

o WebODOOODOD: 192.168.0.100 00000 WebhO 0D O0OOWOODODOODOODOO
ip web-auth access-list FORWARD-IN permit any 192.168.0.10 tcp 80 any
ip web-auth access-list FORWARD-OUT permit 192.168.0.10 any tcp any 80

o OD0DUO0UDODODOUODD: OOOWhOODODDOODOOWNOOODODODODOODOOOOD
interface ethernet 1
ip webauth-filter forward-in FORWARD-IN
ip webauth-filter forward-out FORWARD-OUT
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O 60 global node

global node

O pppoe-option sent-padt
OOoOoOoOooOo  PPPEO0OIODOOOOOOOOO
gooooog pppoe-option sent-padt
(all|prev-pppoe-session|unknown-ip-packet]unknown-lIcp-echo)
oo O oo pppoe-option sent-padt all
O no 0  no pppoe-option sent-padt
(] prev-pppoe-session|unknown-ip-packet|unknown-Icp-echo)

O pppoe-bridge

OOO0oOoOooO  PPPoE bridgeO OO O OODO

gooooog pppoe-bridge ethernet <0-2> ethernet <0-2>
OO O OO0 no pppoe-bridge

O no O no pppoe-bridge

O dhcp-server

OO00oooo0Od DbHCPOODOOOOOOIWOOOOOOOODOOOO
goooooo dhcp-server bind HH:HH:HH:HH:HH:HH A.B.C.D

O no 0  no dhcp-server bind HH:HH:HH:HH:HH:HH

m ssh-server
o ssh-server enable
gooooog SSHOOOOOO /00000000

ooooooo ssh-server enable Oood
o0 0O 00 no ssh-server enable
O no O no ssh-server enable 00

o ssh-server version

0O0oopooo  ssHOOoOoOoOooooooooooo

0ooogood  ssh-server version 1)2 : SSHvl or SSHv2
ssh-server version 1 2 : SSHvl and SSHv2

OO0 0O OO0  ssh-serverversion 1 2

g no g no ssh-server version (=ssh-server version 1 2)

o ssh-server ciphers

oooO0oooo ssHOOOoooooooooood

ooooooo ssh-server ciphers (aesl128-chc|3des-chc|blowfish-cbc|castl128-chc|arcfourl28]
arcfour256]arcfour|aes192-cbhc|aes256-cbc|aesl28-ctr|aesl92-ctr|aes256-ctr|)

o0 0o Oo0o0ooooooo

O no 0  no ssh-server ciphers
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O 60 global node

global node

m ssh-server(OO)
o ssh-server address-family
ogooooon SSHOOOOOODOOODOOOoOOooooooadpva/ipve)d0n0oood

0000000  ssh-server address-family ip : IPv4 access only
ssh-server address-family ipv6 : IPv6 access only

o0 o oOOd no ssh-server address-family

O no O no ssh-server address-family I any

o ssh-server port

O0Oooooo ssHOoOOODOoOoOOoOOooOoO0oDOooooooOo2000000000000000
ooooooo ssh-server port (22]512-65535) (22]512-65535)

OO0 O OO  ssh-server port 22

O no O no ssh-server port (=ssh-server port 22)

o ssh-server authentication

000o0oog ssHOOOOOOO0OO0O0OO0000D0000plain-text password 0 RSA public-key O
oooooooo

0000000  ssh-server authentication (password|public-key)

O no O no ssh-server authentication (password|public-key)

oo 00  Defaultd O Opassword 0O ORSAO O (verl/ver2)J 000000

o ssh-server public-key
ooooooo admin00O0000O0OSSHOOOOOODOOODOODODO@OsS0000000)0
0000000  ssh-server public-key username admin <0-4>
ssh://<user@(A.B.C.D|X:X::X:X)>/FILENAME (]source A.B.C.D|X:X::X:X)
ssh-server public-key username admin <0-4>
ftp://<A.B.C.D|X:X::X:X>/FILENAME (]source A.B.C.D|X:X::X:X)
ssh-server public-key username admin <0-4>
(diskO:FILENAME|disk1:FILENAME) (]source A.B.C.D|X:X::X:X)
O no O  no ssh-server public-key username admin <0-4>
o0 od
goooooOoooooOooboooooooo
ossHOOOOOODoDoOOoOoooOooooooUoooooooooooooooooooooooooo
O ssh://user@A.B.C.D/FILENAMEC 002200000000 0O OO =ssh://user@A.B.C.D:22/FILENAVECT]
- IPv4  ssh://user@A.B.C.D:port/FILENAME
- IPv6  ssh://[user@X:X::X:X]:port/FILENAME

o ssh-server vty authentication

0000000 RSAOOOOpassword 0O ODO000OO0O00O0OD0DOOOOMODO passwordd 00 O0OIDT
oo0ooooooooo

ooooooo ssh-server vty authentication

O no O  no ssh-server vty authentication

oo OO  RSA public-keyO OO 0O O OO (ssh-server authentication public-key)O OO
gdoooOoOoOoOoOoOoOooOooooooOoOoOoo
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O 60 global node

global node

O telnet-server enable

ooooooo
goooooo
oo o oo
0 no u

m http-server
o enable

ogoooooo
ooooooo
oo o oo
0 no 0

TelnetOODOOOO/000000DO00O

telnet-server enable (=00)
telnet-server enable
no telnet-server enable (=00o)

HTTPOOOOOO/0D00000D0O

http-server enable =00)
http-server enable
no http-server enable 0o

o ip access-filter

gooooao
ogoooooo
oo oo
0 no 0

OO00OD0OwhOOODODOODOOODODO P4 ACLODODODOOO
http-server ip access-filter 1Pv4-ACL-NAME

source IPOUOOOOODODOOO

no http-server ip access-filter

o ipv6 access-Ffilter

gooooao
ogoooooo
oo oo
0 no 0

OOO0O0DwebhDOOOODOOOOODOIPG ACLOODODOOOO
http-server ipv6 access-filter IPv6-ACL-NAME

source IPOO0OO0OOOOO0

no http-server ipv6 access-filter
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O 60 global node

global node

m session

o session udp timer

gooobon
gooooogo

oo 0O OO
O no O

PO OO0O0ODODOO0OODOOODOOO

session udp timer <sec:1-8589934> (NXR-120/C[J NXR-125/CX NXR-130/C)
session udp timer <sec:1-2147483> (NXR-1200)

session udp timer 30

no session udp timer(=session udp timer 30)

o session udp-stream timer

googoogo
ooooboon

o0 0O 00
O no O

wPOO0O0O0O0O00000000O0O0O0O0O000O00O

session udp-stream timer <sec:1-8589934>[ (NXR-120/C NXR-125/CX[J NXR-130/C)
session udp-stream timer <sec:1-2147483> (NXR-1200)

session udp-stream timer 180

no session udp-stream timer (=session udp-stream timer 180)

o session tcp timer

goooboo
gooooogo

oo 0O 0O0
O no O

o session max
goooood
goooooo

oo 0O 0o

o session limit
gooooog

goooooo

oo 0O oOoo

O no O
Oo0o0ooon

TcPO00D0OO00O0ODOOOODODOOO

session tcp timer <sec:1-8589934>[1 (NXR-120/C NXR-125/CX[0 NXR-130/C)
session tcp timer <sec:1-2147483>[1 (NXR-1200)

session tcp timer 3600

no session tcp timer (=session tcp timer 3600)

0000000000 oooon

session max <4096-32768> (NXR-120/C0O NXR-125/CX0 NXR-130/C)
session max <4096-65536> (NXR-1200)

session max 4096 (NXR-120/C0O NXR-125/CX0 NXR-130/C)
session max 32768 (NXR-1200)

no session max (=0000ODO0O)

IP address 0 O conntrack session0 0 00000000 O0OOOOUSEROOODO
conntrack session0 00 000000000000 DODOOODOOODOOO
OO00000Oforwardingd OO0 OO0 packet0 O OO O0OOOO

session limit <0-32768> (NXR-120/C0 NXR-125/CX[1 NXR-130/C)

session limit <0-65536> (NXR-1200)

session limit 0

no session limit

00000DODOOIP addressd0 sessiond0 00000000
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O 60 global node

global node

m session (O0O)

o session tcplimit

gooooog NXROOOGOOOTCPOOOODDODODODOOOOODODODOOOOOO

0000000  session tep limit (<16-16384>])  (NXR-120/CL NXR-125/CXCJ NXR-130/C)
session tcp limit (<16-32768>])  (NXR-1200)

OO0 O OO  session tcp limit 6400 (NXR-120/C0 NXR-125/CX[] NXR-130/C)
session tcp limit 1024 (NXR-1200)

O no O no session tcp limit 0=0000

ooooood

UNARROOODOO0DOO0OOO0OO0DOO0bOO00ObO0obO0o0booobonDoo

Oipvy/iPv6 00000000000 0ODO0OOODO0ODOOOODO1600000000 1Pv4aD IPVEDO
cPO00D0OO0O0OO00ODOODOIE00DOODbOOOOODObODbOO

gboobobooooboobooboobooboboobooboboboboobobobon
gbooboooboboobobgobo

o session invalid-status-drop enable
goooobgn NXRO packetd O OO OO OconntrackD 0 OO O OO0 ODOOO Ostatusd NEW state
ooO)yoooDooooooooDooooDoOestablishOOOOOO
OO0O00O0O00 packetUOODOOOOODOOOOODO(ex. tepO OO0 OO session
000000 RST+ack O packet 000000000 )dstated invalidD O D0 OO
0000000000 Invalid state 0 0O O session 0 match O O packet O drop O
OO00000DefaultD OO ODOOO
0ooOgoogd  session invalid-status-drop enable
oo 0O oo no session invalid-status-drop enable
O no 0  no session invalid-status-drop enable
ooooooo
gooooooooOoooUoOoOoooUUobOoOoUOOoUUOooOoOUUbOOOUOOODOUobOOoDOODOoo
session invalid-status-drop-interface enable D0 000000000 Oppp OODCOOOOODOO
oooooooooooo
nxr125(config)#no session invalid-status-drop enable
nxr125(config)#interface ppp 0
nxri125(config-ppp)#session invalid-status-drop-interface enable

o session checksum

0ooooogd  tep/udp/icmp packet0 0 OO0 00O Ochecksum error0 000000000 NATODOO
0000000000000 000000D000O0Ochecksum error0 000000
NAT(masquerade 0 0 )0 OO O0ODOO
DefaultD 0O O00O0ODOOOOOver5.6. 1000 versionODO0OO0OO0O0OOODOOO

goooooo session checksum enable

odg 0O Odd no session checksum enable

a no O no session checksum enable
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O 60 global node

m password

o password

gooooon
goooooo
oo o oo
d no g
aad 0o

o gui password
goooobod
goooooad
gg 0O 0o
g no O
ud o o

m CLI

global node

CLiDdooooooooooooooog

password (]hidden) PASSWORD

password admin

no password (= password admin)
Oo0ooooo1-9500000000000D000d
0ooooooooooooodiste=*+_..;0400~0"<>000

cuiDd00oooOooooooooooog

gui password (|hidden) PASSWORD

gui password admin

no gui password (= gui password admin)
Oo0oOoooo1-950000000000D0D000d
0ooooooooooooodiste=*+_..;0400~0"<>000

o console idle-timeout

ooooooo
ooooooo
oo o oo
0 no a

Console0 00O O0OOOOODOOOOOO

console idle-timeout <minutes:0-35791> (]<seconds:0-2147483>)
console idle-timeout 0 3600

no console idle-timeout (=console idle-timeout 0 0)

o console terminal length

ooooooo
ooooooo
oo o oo
0 no a
goooooo

console0 00 00O0O0O0DOOOOOODOOODOOO

console terminal length <0-512>

console terminal length 24

no console terminal length (=console terminal length 24)
ogooOOO0OO0OOOO0DOOOoOODOOoOobODObOOoOboO

o console terminal width

oooooao
goooooo
oo O oo
0 no a

console 00000000 ODOODOOOOODOODOO
console terminal width <40-180>

console terminal width 80

no console terminal width (=console terminal width 80)
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0O 60 global node

global node

m CLI (ODO)

o vty session-max

ooooooo viyydOOOOQOOOOOOOODOOOOO
goooooo vty session-max <1-10>

00 O 00 vty session-max 4

o vty idle-timeout

ooooooo vty O Ooooooooooooooo

0ooooogd vty idle-timeout <minutes:0-35791> (|<seconds:0-2147483>)
o0 O 00 vty idle-timeout 0 600

O no 0 no vty idle-timeout (=vty idle-timeout 0 0)

o vty terminal length

oo0ooooo  viyOOOOOoOOODOOOODOOOOO

0oooood vty terminal length <0-512>

oo 0O oOo0o no vty terminal length

O no 0 no vty terminal length

0000000 DefaultOOOterminal D0 000000 DOOOOODODO
odO0O00oOO00OOOO0ObOOOOUODOOO0ODODOOOn

o vty ip access-filter

0oooooo  vyolIpvAOODODOODODOODOODODOO
0ooooogd vty ip access-filter 1PV4-ACL-NAME

O no O no vty ip access-filter

o vty ipv6 access-filter

ooooooco  vtyOlIpveOOOOO0OQOOOOOOOOODO
goooooo vty ipv6 access-filter IPV6-ACL-NAME

O no 0 no vty ipv6 access-filter
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0O 60 global node

global node

m 12tp
gogooooo OCN IPv6 DO DOODDOODDOOOO0ODOOOONROODOODDOODOPPPOODOOOO
LTPO0D0DODO0O0O0OWNSDODOOO0O0O0OODODOO0O0OOOoO

o udp source-port

ooooooo
JoooooooooooooooooooNROODOODOoooDooooO2TPOO00nooooonooo
src port0 00O UDP/17010 0000 0COLTR/PPPOC 00 ODOOCOOOOOOOOOOOODOOOO
000000000000 LLIPO0O0OOOSsrcport OOOO0O00OO0OOODOOOOdstOOOO
UDP/1701(00)0 0O OO

OJO0O0dwTPvd0UDPOO OO OOOOOLTPVIO LTPO OO OO0 OO portD 00000 OOOOOO

goooood 12tp udp source-port <src_port:1024-65535>

oo O 0Od 12tp udp source-port 40001

o hostname

ooooooo LTPOO0O0OO0OO0O0OOOOO

ooooood 12tp hostname L2TP-HOSTNAME

<00O0O0O0 > 0O0O0OOOhestnamed DOO0OOOOOOOOODOOOOOO
O no O no 12tp hostname
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O 60 global node

global node

m L2TPv3
ooooooo
ONXROODOODO L2TPV3O OO OLAC-LACODODDODOD L2ZTPOODDDDOODDOO OO OEthernet0 OO
000000000000000 End-to-End00 L2000000000000O0OOORFC3931000
oooooo
OLAC-LACO D0 U0DODOOLAC-INSOO OO NS-INSO OO0 O0DOO0ooooo(20000onon
oooooo)o
OLmPv30 0000000000 0000000L2TPv3 over IP (D000 OO0O 115000 0 L2TPv3
over DPOOODDOOOOOO
gLTPO000000000D0OOOL2TPV30O L2ZTPO ULDPOOOOOOODOOOODDOOOODODOO
O000000O0oO0oO0oO0ooooooooooooOoOn
gL2tTp(v2)000000O0OOOO0O0O
OLTPv3d OOIPV4A OO0 O0O00O00O0O0OOOIPGE D000 0DO0DO0OODODOOOOOODOOOO
0000000000 RODODOODODOD0OOOEthernetd 000 (0)00O 802.1Q VLANDOODODO
OO0OOXconnect 000000000 OOOODOOOOEthernet OO0 VLAN OO0
O Ethernet 0 00 00O 0O OEthernet 11, IEEE 802.3 Raw, IEEE 802.3 with LLC, IEEE 802.3
with SNAP OO DOOOO
00000 Ethernet 0000000 O802.1Q in 802.1Q 00 OO ODODO 1522 0O O (FCS O
oo)ooo
OCookie 00O O L2 Specific Sub layer O OO DOODOODO

o hostname

goooood 0000000000000 0O0OLCCE(L2TP Control Connection Endpoint)d0 0 00O
oooooo

goooood 12tpv3 hostname L2TPv3-HOSTNAME

0000000 QOOO0O0Ohostnamed 000000 OOOODODOOOODOO

O no 0  no 12tpv3 hostname

o router-id

0000000 OQOOoODOoOompOooPODOO0O0O0ODOCO0OO0DODOCCEDODODOIWOODOODOon
ood

goooooo 12tpv3 router-id A.B.C.D

O no 0  no 12tpv3 router-id
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O 60 global node

global node

o mac-learning

ooooood

dLLTPv3 MACO O ODODOOOOOO /000000000
-J00000b0oo0oDooDovMCcOD0D0DbOOoO0oDO0boo0DO0obO00D0oDOD0oboDOoDOODOOD
-000D00000ooooooooooooooMacO0D0nDooooooDoooooooDo
goooooo 12tpv3 mac-learning (Jalways) (Junique)

gbo 0O 0o 12tpv3 mac-learning

O no O no I12tpv3 mac-learning

ooooood

OalwaysO OO 00O OOL2TPv3 MAC AddressO 0 AlwaysO O OO0 OO Q00O

-L2TPv3 MAC Advertise Frame O O 00O 0O O OO mac-advertise enable0 0000 O00O0OO0OO0ODOO0O
0000000000 0D0OOL2TPv3 MAC Advertise Frame OO OO OO0 OXconnectD OO OO 0O O
00001000000 oooooooooooooooooovACOD0Dooooooooogn
goooooovMacOODbOooDobDoooooog

-Always 0000000000000 1000000000000000000DO0O00OOO0ONMACOO
gopooboooooo

-000@Iways) DO OOOOOOOOOO
Ounique00000OO0OL2TPv3 MAC AddressO O unique0 0 00O OO0DOODO
-000000000000112tpv3 xconnect node0 00000 O0O0OODOOOOO
nxrl120(config-12tpv3-xconnect)#mac-learning unique enable
-0000000000D000000000 Xconnect Local TableOFDBO OO MACOO O D ODOO
0000000000000 0oD0o0o0oO0DDoD0000O0O0MACODDODOdLocal Tableld FDB
Joo0doooooooooooooooooooooooooooooooog

-0 0000 Xconnect [J [J LoopDetect U 0 1 0 00O OO O LoopDetect I FrameDrop U O O O 0O OO
000D00DooDOoOoooNACODODOOuwiqued 0000000 OOODOOOOO
-000@nique)D00O0O0O00OODOOODOO
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O 60 global node

global node

m L2TPv3 (O O)

o mac-aging

ooooooo O0oooooovACODOO0Ooooooooooooon
ooooooo 12tpv3 mac-aging <seconds:30-1000>

oo o od 12tpv3 mac-aging 300

O no O no I12tpv3 mac-aging (=12tpv3 mac-aging 300)

o loop-detect

ooooooo Ooodoooooooooooo

ooooooo 12tpv3 loop-detect

oo o od no 12tpv3 loop-detect

O no O no 12tpv3 loop-detect

ooooooo
0d0d000000oo00U0ooo0oooooooodUoooogooooooooooooogog?2
00o0ooooooooooooooon

OXconnect DO DO DOO0OO0OUO0ODOOOODOOOODOONMACODOOORBOODODOOOOO
OLTPOODOOCO0ODOOO0ODOOOODOOONACOOO0ODOOOONMACODODODOOODOOOOOO

o send-known-unicast

gooooog L2TPv3 0O known unicast 0 0 0000000 O0O

goooood 12tpv3 send-known-unicast

oo o oOd no 12tpv3 send-known-unicast

O no O  no I12tpv3 send-known-unicast

ooooooo

known unicast0 00 O000OMACOODOOOOODOCOuwicastOO0O0O00OD0OOOOOODOOOOOOOO

0000000000000 uuwicast00000000D0ODOO0OOO

OXconnectD OO OOOOODOOOOOUnicastDOOODOOOOMACOODODOO Local MACOOOODO
goooooo

o udp source-port

ooooooo L2TPv3 over UDPO OO OO src port0 0000000 O0OOOOO

goooooo 12tpv3 udp source-port <1024-65535>

oo o oo 12tpv3 udp source-port 1701

O no O no 12tpv3 udp source-port (=12tpv3 udp source-port 1701)

O00ooood  Srcport0000000O0O0ODOOL2TPv3 over UDPO OO OO OO tunnelOO OO
OO00oO0D0O0O0oTPv3 over IPOOO0OOODOODOOOOODOODOOOOODOOO
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O 60 global node

global node

m L2TPv3 (O O)

o udp path-mtu-discovery

gooooogo

ogoooooo
oo o oo
0 no 0
goooooo

L2TPv3 over UDP O O O O OPath MTU DiscoveryD OO OO /000000000
oooooooog

12tpv3 udp path-mtu-discovery

no I12tpv3 udp path-mtu-discovery

no 12tpv3 udp path-mtu-discovery

0000000000000 000 L2Tpv30 0000 DF(Don’ t Fragment) O 0O O
l0d00oooo0oooOooopFOdbOCOO0booo0gooDoooooooDooog
O0oo0ooooooooooooMii00ooooooomoooooooooon
goooopobrFOO0OOOODOOODOOOO

o path-mtu-discovery

gboooooo

ooooooo
o0 0O 00
O no O

o snmp enable
gooooog

ooooooao
oo 0O 00
O no O

o snmp trap
ooooooo

ooooooo
o0 0O 00
O no O

o tos
gooooogo

L2TPv3 over IPO O OO OPath MTU DiscoveryO DO OO /000000000
ooooooood

12tpv3 path-mtu-discovery

no 12tpv3 path-mtu-discovery

no I12tpv3 path-mtu-discovery

L2TPv30 0 S\WMPO OO OOOODOCOOODOOOOODOOOOODOOOOOL2TPY30O
oooMmBOOODOOOOODODOOO

12tpv3 snmp enable

no 12tpv3 snmp enable

no 12tpv3 snmp enable

L2TPVvZO SNMP trap0 00000000000 O0OOODOODOOOL2TPv3O OO O Trap
oooodooooooo

12tpv3 snmp trap

no 12tpv3 snmp trap

no 12tpv3 snmp trap

OLTv3i 000000000000 000 LBOODOOOIIPOOO PO O0OOOIP/IPVE header
0 ToSO (IPv6 O O O Otraffic class)O USERO O OO O ToSO O 12tpv30 0 0 0O O IP headerd 1Pv4
ToS field(L2TPv3 session packet)d 0 OO0 O 00O O OControl message0 O OxdoO OO OO OO

ooooooo
oo o Odo
0 no 0
goooooo

12tpv3 tos
no I12tpv3 tos
no 12tpv3 tos

OToSOOODOODOOODOIN2tpv3 tunnel tosO OO DO OOOODOOControl messaged ToSO O OO O
goooooogo
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O 60 global node

global node

m L2TPv3 (O O)

o tunnel tos

00oooogno  L2Tpv3d ToSO OO DO OO OO OControl messageD ToSO O OO ODODODOODOOOO
ooooooon 12tpv3 tunnel tos []<0-252>]

oo o oOOd 12tpv3 tunnel tos 208 (=12tpv3 tunnel tos)

O no O no 12tpv3 tunnel tos

ooooooo
OL2TPv3 ToS 0000000/ 000000000000000 ToS 00000000000000
L2TPv30 ToSO 0 O O 0000000000007 ToST
oo no 12tpv3 tos ood 0x0
000 2080 OxdOLI
0o 12tpv3 tos 0ooo 0-25207 0x0-0xFel]

o fast-forwarding

oooooao L2TPv3 O O O fast-forwardingO O OO0 0O O O

oooooog 12tpv3 fast-forwarding enable

oo o oo no I12tpv3 fast-forwarding enable

O no O no I12tpv3 fast-forwarding enable

oooooog

Ofast-forvardingD OO 000000000 /0000MACO0ODOODOOOOOOODOOOOODOOO
-MACODODODODOOODODO/0000000D0000DO0O00O0Ofast-forwardingDdODO0OO0O0O
- 00000 fast-forvardingOD O OO0 OOOOOOOOIPVA/TCR/UDPOOOOOOOOOOO

J000DbooDooLRMPY3DD0000D0oDooooboo000onD0d0ooDooDonDDdfast-
forwardingD OO OOOO0OOOODOQO fast-forwardingd OO0 O M

00000000 0Db0000ooD0bO0000DbO00D00D000DOdL2TPvd tunnelingd OO
L2TPv3 over IPsec policy based 00 O OO fast-forwardingU O O OO OO OO

- L2TPv3 over IPsec (route base)l] O fast-forwardingO O OO 00O

000000o0oDO0o0oooooooooog L2tev3d0d 0O O fast-forwardingD O 0O O

0 L2TPv30 MACODODODOOUODODOOD200000OLAND O local tableOWANO O FDBO O O
- LT3 000000000000 000O00MACOOOODOFBOOOODOOOODONO fast-
forwardingOD OO OO OOO0DOOOO

- LT3 00 0000000000000 000OMACOODOOO local tableDOOOOOOOOOO
0 fast-forwardingO OO O OOOOOOOO

- LTPVv3I0 00000000000 000000OMACOO0ODOOFBOOODOODOOO D WAN-WANO O
O00Ofast-forwardingD 0 0000000000000 O0OO0ODOODOOO0ODOODOOOODOO
oooooo
O 0dooobDooOdlocal tableOD OO0 FBOOOMACOOODOOODOO fast-forwarding O O
000000000 OOMAC aging-timeO00O0O0O0OO0OO0OOOOONocal tableOD OO0 FDBO
OO00OMMCOODODOODODOOODDODOD fast-forwarding0 OO0 0O0OD0O0ODO
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O 60 global node

global node

m L2TPv3
o fast-forwarding (0 0O)
ooooooo
O fast-forwarding 0 O O L2TPv3 fast-forwardingD OO0 OO0 O0O00O0OOOOOOOOOO
U NXR-120 NXR-125 NXR-130 NXR-155 NXR-1200
fast-forwarding 16,383 65,533
L2TPv3 fast-forwarding 16,192 62,462

- L2TPv3 fast-forwardingO OO0 0000 O0OO0O0OOOOOOOOOL2TPv3 fast-forwarding O O
odooooooooooon

- fast-forwarding O L2TPv3 fast-forwardingO 0O 000000 O0OO0OOOOOOOOODOODOO
000D000000o0ooooooonDOooe,3830NXR-12000000065,5330 0000000
oooooo

- fast-forwarding 0 0 O O O Oglobal node O fast-forwardingO O O OO0 O0O00OOODOOOO

ooooood
000 00L2TPv30 fast-forwardingd 0 Ov5.11.10 00 0000000000000 O0ODO0OODOODOO
vb.12.00 000000000
0000bO0000oO0oboooooDoooooooooDooo
000000 fast-forwardingD O OO OOOOdefaultD OO0 O
nxr120(config)# fast-forwarding enable
OLLPVIONACODODOODODO0OO0O0OOdefaultd 0000
nxr120(config)# 12tpv3 mac-learning
O L2TPv3 0O fast-forwardingU D OO OO0 OdefaultO OO0 O MO
nxr120(config)# 12tpv3 fast-forwarding enable
gcLi0do0DOo0oDoO0oooooooDoDO0Do0oooooDoooOooDognOshow configh O
00o00oo0boobDooDoooooobobooDooDoooooooDooo
o O00O0O0OO0O fast-forwardingD 0 O O O OL2TPv3 O fast-forwardingD OO O OO0OO
nxrl120(config)#l12tpv3 fast-forwarding enable
% First configure "fast-forwarding enable™ on global mode.
o L2TPv3 0 fast-forwardingO OO OO OL2TPV3O MACO DO DO OODOODOOOOODOODO
nxrl20(config)#no 12tpv3 mac-learning
% First deconfigure "12tpv3 fast-forwarding enable™ on global mode.
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O 60 global node

global node

m L2TPv3
o fast-forwarding (0 O)
ooooooo
e PtoP OO /700
NXR_10O fast-forwardingO OO O O00OO0D0O0OOOOOODOOOOODOODOOODOODOOODOODO
PCAOPCBOODOOOODOOUOOODODOOOODO
PC A --——- NXR_1 L2TPv3 NXR_2 ----- PC_B
o PCAOOPCBOOODOpingDDOOOOODO
OPCAOOARP REQUESTO OO DODODOODOODOODO
ONXR_1O 0O local tableO PCAOMACOOOOODOOOOOO
OPCBODOPCAOOARP REPLYO D ODOODO
NXR_1IOOFBOOPCBOMACOODODOOOODOOOO
PCAOMACOOOODOOIocal tableODODOODOO0ODOODOOfast-forwardingdO OO OO O
ooopooooogoo
OPCAODOPCBOOICMP REQUESTO O OO DO OO
PCBONMACOOUDORBOOOOODOOOOOOOfast-forwardingD OOOOODOCOOOOO
ooooo
OPCBODOPCAOOICMP REPLYO DO ODOOOO
Fast-forwardingO O OO O0O0O0OOD0O0OO0DOODOODO O fast-forwardingD 00O O
OPCAODOPCBOOICMP REQUESTO OO OOODO
Fast-forwardingO O OO O0O0O0OOD0O0OO0DOODOODO O fast-forwardingD 00O O

e PtoMP OO O DO
NXR_10 fast-forwardingD OO O O0OOO0OOOOOO0OOOCOOODOOOOODOOUOODOOOO
PCAOPCBOPCCOOUODODODODOODODODOODO
PC C ——-—-- NXR_1 L2TPv3 NXR_2 ----- PC_A
L2TPv3 NXR_3 ----- PC_B
o PCAOOPCBOOODOpingDDOOOOODO
OPCAOOARP REQUESTO OO DODODOODOODOODO
ONXR_1IOONXR2O0ODO FDBOOPC AONACOOODOOOODOO
OPCBODOPCAOOARP REPLYO DO ODOODO
NXR_IOONXR 3OOO FBOOPCBOMACOOODOOODOOOOO
PCAOMACOOOODOONXR 2000 FBOOODOOODOODOODODO fast-forwardingd O 0 O
ooooopoooogooooog
OPCAODOPCBOOICMP REQUESTO OO OO OO
PCBOMACOOODOOONKRBOOD FBOODOCOOOODOCOOOOfast-forwardingD O OO
0doooDoooogoooooog
OPCBODOPCAOOICMP REPLYO DO OO OOO
Fast-forwardingO O OO O0O0OOD0OOODOODOODO O fast-forwardingD 00O O
OPCAODOPCBOOICMP REQUESTO OO OOODO
Fast-forwardingO O OO O0O0OOD0OOODOODOODO O fast-forwardingD 00O O
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O 60 global node

global node

m IPv4

O arp
doooodo
ooooooo
0 no 0
ooooooo

OoooboOoARPOOODOOO
arp A.B.C.D HH:HH:HH:HH:HH:HH
no arp A.B.C.D

OStatic RPOOOCOOOODOOOOOGratuitous ARPO ARPO OO OOODOOOOODOOOOODO
J100Hwooooooob v 00O 0ODOO0ODOODODDOODODOODOO1O00IPVMAODOODOO0
gowoobooobooboboobooboo

O ip route
ogooooon
goooooo

O no O
ooooooa

IPAODOO000D0D00O000OD0O0O0OOO

ip route A.B.C.D/M (<gateway:E.F.G.H>]INTERFACE|null) (|<distance:1-255>)
(Jnetevent <trackid:1-255> (active]inactive))

OO0OD0O INTERFACEOODODOOODOOOOO
ethernet <0-2> (|vid <1-4094>) | ppp <0-4> | tunnel <0-255>

no ip route (A.B.C.D/M GATEWAY|INTERFACE|null) (]<distance:1-255>)

OO00000O0ooO00OoOOooO0obDOoOoOUObOOdistancel 000000 O0O0ODOOOODODOODO
go0o00O0b0o0ObDO0bD0obOO0bOo0ObO0DO0bObO0ODO0bOoO0ObOODOOround robind OO
gooobooboooooobo

2550 0000000000000

OO0000000O0O0O0O0OOO0 (ethernetd 802.1Q VLA O OO OOOOODOOOOODOO
gooboboooooboobobobooboobobobobooboobooboboooboobo
OOMRPOCOOODOOOOOLANOOOCOOProxy RPOOOOODOOCOOOODO)Y)YOODOOO
go00000O0Point-to-POint0 0000000 O0DO0OOO0ODO0ODOOODOODOOOOODOOO
goooboobogoooobooooo

O ip icmp-errors-inbound

ooooooo

ooooood
oo O Od
0 no a
ooooooad

goo0o0ooOoboOoO0noCMP error messageJ OO OO OOCMP error0D 000 OO
0 packet 0 O 0O OO interfaced primary address0 0000000

ip icmp-errors-inbound

no ip icmp-errors-inbound

no ip icmp-errors-inbound

ODefault0 OO OODOOODOOOOODOYrouting tableJO0ODOOOOODOOOOOOODOO
primary address0 0000000

OICMP error messaged IPsecO0 000000000000 OOOODOOpacketD00ODOODO
oooooboobooooobooobooooobogoo
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0O 60 global node

global node

O ip arp-invalid-log

goooooo Ethernet/VLAN interface 0 0 0O 0O OO O interfacel IPv4 networkd O O O 1Pv4
addressO arp request0 0 00 0000Osyslog0 0000 O0D0OO0O0ODOOOOOOO

goooooo ip arp-invalid-log

oo o oo no ip arp-invalid-log

| no g no ip arp-invalid-log

ooooood Invalid arp0 0 0000000000000 logO syslogO0 0000000000

00000000000 OOmessage0 00 0000D0OODO0OODOOODOOISyslog message suppress [

O(syslog node0 0 )OO OOOOOODOOODOOOOO

<< Invalid arp0 O log format >>
Jun 16 18:21:06 nxrl20 arp_detect: received invalid arp on ethernetO from 10.10.1.143
(00:90:fe:12:48:8¢c) to 10.10.1.110

ethernet0 : OO 00O interface
10.10.1.143 : arp request sender IP
00:90:fe:12:48:8c : sender mac address
10.10.1.110 : Target IP address
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0O 60 global node

global node

O ip reassemble-output
ooooood
goopoooooodMuoooopNmuoODooooooog P forwardingDd OO OO OOOO0ODO
00000000 oo0oo0oooO0ooooDoooOoo0D@ooobOoO0ooO0oooOOoDOoOOoDOooon
0000oooONRRODOOODOOoOOoooOoooooooooooooooooooooooDooon
- fragmented packet(QOO OO O0OO)OMUDOODOODOODOODODODOOOODOODOOOMTIUD
ooooooooooooooood
- fragmented packet(C OO DO OO)OMUOODOOODOODODOODO fragmented packetd O 0O O
ooooood
- 000000 0DO0oOoMUODO0ODOO00DOO00DO000DO0O0DO0ODO0O0DOODO0ODOO
oooooog ip reassemble-output
oo o oo ip reassemble-output
O no O no ip reassemble-output
ooooood
jdoooooooooooooomoooooooooooooooooooooooooooo
00o00o00b0oo0oo0ob0ooooooboooDo0oD0ooDoooooDoDOOobOowoooboOonDd
00o0dooooo0oooooooooobooodooooooooooooooooooooonog
000000000000 000DO00D0000o00O00D0D0DO0O00O0OD0OONRODDO
0oo0dooooooooooooowoooooooooooooooooooon
- fragmented packet(C OO OO OO)OMUOODOOODOOOODOO fragmented packet O MTUO O
ooooopooooooooooo
- fragmented packet(C OO OO ODO)OMUODOOOOOODOODOOD fragmented packetDd 0O OO
ooooood
- 00000000000 MUDO0ODOD00DOO00O0O fragmented packet0 00 O00O00O0O0O
oooood
ODefaultOOglobal DO O OO interface0 000000000 OGIobal O OO interface 0 OO AND
0000o00o0oooooooooooooooooogodglp forwardingDOOODOOOOOO
goooo
JddoodoooooooooonoooOoo3 0dodooooOods oooooooooooooo
000000000000 0D00000000Oiup reassemble-output OO0 O0O0D0OOODOOOOO
ooo
oooooog
Oglobal noded O no ip reassemble-outputD O O O O O ipsec tunnel interface O Ono ip frag-
ment-reassembly0 D 00O OO0 OOOno ip fragment-reassemblyD OO OO0 0000
0000 no ip fragment-reassemblyd OO OO0 O tunnle interface0 00 0000ODOOO0O
reassemble 00000000 0OOconntrack 000000000000 0ODOODOOOOODOconntrack
000O00000ONATODO /SPIi/session0 00000000000 O0DOOOOODOOOOOOOOO
000 packet coloringD OO OO0 OOOCOOOO
[ no ip reassemble-outputD OO O OOOODOOODOO tunnel interface D Ono ip fragment-
reassemblyd O O ip fragment-reassemblyC 000000000 OCOOOO
(no ip fragment-reassembly 000 OO0 O00OOOOWarningOODOOOODOD
Oip fragment-reassembly 000000000000 OODOOOOODOODO ip reassemble-output™
0ooooooooooooo
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0O 60 global node

global node

m ip local pool

o address

ooooooo IPOCOO0O00DOOOOODOOOO

oooooog ip local pool WORD address A.B.C.D (]JA.B.C.D)
O no O no ip local pool WORD

o exclude-address

ooooooo IPO0O0O0O0ODOODODOODODOOOIPOOOOOOOOIPO000O0OOOOOOOOOD
ooboOoooo ip local pool WORD exclude-address A.B.C.D (]A.B.C.D)

g no g
Oexclude-addressO 0 00O no ip local pool WORD exclude-address
ooooooooo no ip local pool WORD exclude-address A.B.C.D (]A.B.C.D)
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O 60 global node

global node

m [Pv6

O ipvé forwarding

goooooo

goooooo
oo 0O oo
0 no a
oooooio

ooooo 20

O ipv6 neighbor

opoooooao
ooOooooa
O no O

O ipvé route
gogooogod
ogoboooo

goooooo

O ipv6 bridge
ggooogd

ooooooo
O no O
opoooooao

IPv6OO0O00OD0OCOO0OO0OO0OOCOO0ODOOOOIWPeOOO0OOOOO0Oo/OOODODOOODO
Oo0ooooooooo

ipv6 forwarding

no ipv6 forwarding

no ipv6 forwarding

IPv6 forwardingU OO OOOOOO

ONeighbor Advertisement IsRouter flagO OO OO OO0 OO

ORouter SolicitationO 0 O0OODOOO0O
ORAOOOOODOOODOOOODOOT

ORedirects 00000000000 DOOMOI

IPv6 forwardingO 00O 0O O0OOO

ONeighbor Advertisementd IsRouter flagO OO OO OO OODO
OO0O00O0O0ORouter SolicitationOD OO OOO0O0O
ORAODOOODOODOORADODO auto-configurationOD O OO ODOOODO
ORedirects0000O0OOODOredirects00000O00O0DOOOOOO

ipve0 0000000000000 0000
ipv6 neighbor X:X::X:X HH:HH:HH:HH:HH:HH ethernet <0-2> (Jvid <1-4094>)
no ipvé neighbor X:X::X:X ethernet <0-2> (Jvid <1-4094>)

ipv60 00 0000000000000

ipv6 route X:X::/M GATEWAY (]<distance:1-255>)

ipv6 route X:X::/M INTERFACE (]<distance:1-255>)

ipv6 route X:X::/M GATEWAY INTERFACE (]<distance:1-255>)

XXz /M : IPv6 destination prefix (e.g. 3ffe:506::/32)
GATEWAY o X:X:z:X:X IPv6 gateway address
INTERFACE : ethernet <0-2> (|vid <1-4094>) | ppp <0-4> | tunnel <0-255>

no ipv6 route X:X::/M GATEWAY (]<distance:1-255>)
no ipv6 route X:X::/M INTERFACE (]<distance:1-255>)
no ipv6 route X:X::/M GATEWAY INTERFACE (]<distance:1-255>)

goo0oOoOoOoOoOoOoOoOoiIsr(oooooooooooooooOiIpved 0000
0000000000000 0ooooooooooooooooooooooo
goooooo

ipv6 bridge ethernet <0-2> ethernet <0-2>

no ipv6 bridge

IPV6O0 0000000 OOOONRDODO IPEOODOOONROIODODOODDODOD
non-unicast O NXRO O OO IPv60 0000000 O00OOO0O (non-unicastO 000
OONXROOODOOOOOOOOOOOOOO)O
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O 60 global node

global node

m track
gooooood
ONetevent O track object D OO O OOOOOONetevent0 00 O000O00O0O0O F NeteventO OO
goooooogo
goooooo
o delay/retry
OO00O0Ovent upd 0000 OD0)IDOOOwODOactiondODOOOOOOdelayDDODOODO
00000 ODRelay timer0 0000000000 trackd down state0 000000 O0OOO ip
reachability checkDO OO OO OODO
ODelay timerd OO0 event down O (retry00)0 00000 Odelay timerd cancel 0D OO0
ODelay timerd timeoutd OO Oevent upd action0D 0000000 OODOODOdelay timerJ O
000000 ip reachability fail countD 0000000 Oactiond 0000 O reachability
checkDODOOODOOO
o initial-timeout
0 OSPF/BGP4 [0 neighbor D OO0 OO interface link 00000000 DO track OO0 initd0 000
O0trackDOOODOOOODOOOOODOOOOOOO
Oneighbor0 00 @ OO0 interface link up)DO0D00O0OOD0OOO track up0OD0ODODOO
Oneighbor0 00000000 @OODO interface link down)J 000000 OO track down
O0000000D0OD0O0000OOinitial timeoutd timeoutd O O O OSPF/BGP4 [0 O /interface
000000000 downDOOOO0ODOOOOOOOOOOOtrack downd 00 OO0 Odown
actionO O OOOOO
O Initial timeoutO OdefaultO0 OO OOOOOOO defaultO initial timeoutd O 180sec
OO0O00O0Oiunitial timeoutO0 0010 O 3600sec0 0000000 OO0ODOOOOO

o interface linkO O OO
gooooood
track <trackid:1-255> interface INTERFACE
track <trackid:1-255> interface INTERFACE initial-timeout (]<10-3600>)
track <trackid:1-255> interface INTERFACE delay <10-3600>
track <trackid:1-255> interface INTERFACE initial-timeout <10-3600> delay <10-3600>
goooooo
O INTERFACE O [(ppp<0-4>] tunnel<0-255>|ethernet<0-2>)0 0 000000

<gpooooboog >
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O 60 global node

global node

m track (OO)
o ping/ping6 0 00O reachabilityd O OO0
ooooood
track <trackid:1-255> (ip|ipv6) reachability (A.B.C.D]JFQDN) (]source A.B.C.D|interface IFNAME)
(J<interval:10-32767> <retry:0-255>) (|delay <delay:10-3600>)
oooooog
O ip/ipv6 reachabilityd O O OO O icmp/icmpve echo-request/reply packetD OO OO 0O
Ointerval OO ping0 00000000 pingDO0O0O0OOOCOOOOOOOreplyd0D0O0O0OOO
O0pingD 00000 ODODOOODOODOOO
Olnterval D00 retry0000OUSEROODOOODOODOODOOO
OPing O timeout O O 10secO OO
Oip reachability0 00000 interface0 00 0000DO0OO0DOOO

o IKE SADODOOO
goooooo track <trackid:1-255> ipsec isakmp <IKE-POLICY:1-65535>
track <trackid:1-255> ipsec isakmp <IKE-POLICY:1-65535> delay <10-3600>

o OSPF neighbor 0 O
ooooood

track <trackid:1-255> ospf neighbor <PEER RID:A.B.C.D>

track <trackid:1-255> ospf neighbor PEER_RID delay <10-3600>

track <trackid:1-255> ospf neighbor PEER RID initial-timeout (]<10-3600>)

track <trackid:1-255> ospf neighbor PEER_RID initial-timeout <10-3600> delay <10-3600>
ooooooo 0000 router-id0 0 neighbor 0000000 state0 OO0 O0OO0OOOO0O

o BGP peerd O
ooooood

track <trackid:1-255> bgp neighbor <PEER IP:A.B.C.D>

track <trackid:1-255> bgp neighbor PEER_IP delay <10-3600>

track <trackid:1-255> bgp neighbor PEER_IP initial-timeout (]<10-3600>)

track <trackid:1-255> bgp neighbor PEER_IP initial-timeout <10-3600> delay <10-3600>
ooooooo 0000 peer ipOQnneighbor0 000000 stated 00O O0O0OOOOONO

o VRRPOOOODO
goooooo track <trackid:1-255> vrrp ip <vrrpid:1-255> interface ethernet <0-2>
O no O  no track <trackid:1-255>
ooooooo
Oethernet0 000000
Omaster O O backup/initd 0 000000 backup/initd0 O master 00O O0OOOOOOO
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O 60 global node

global node

O ipsec nat-traversal

oooooon
O0O00OO0OOONAT-Traversal DO OO0 O0D0O0D0OODOOONATODOOODOOODODOODOOODOO
OoO00OIPsecO000OO0DOOOoooog
OIKEvVIOOONAT-Traversal 00000 /0000000000000 0COOIKEV200000000
gooodooooooboooooo

ONAT-Traversal OO IPVAO OO OOOOODOO

goooood ipsec nat-traversal enable (NAT-Traversal 0 O0)
g no g no ipsec nat-traversal enable (NAT-Traversal O O0)
oo o od no ipsec nat-traversal enable

ooooooo

O Transport 0 O O 0O NAT-Traversal 0 O O
NATODOO Transport 000000000 DOOO0ODOOOOOOODOOOOODODOOOODOOO
oooopoooooooo

ooooooo
NATOOO Transport 0000000000 COOOO0ODOOOO0ODOOOOONATOODOODOOOO
o0oooooooooooo

OTcP/UDPO OODOODO
TCP/UDPO OO ODOOODOODOODOODOODOODOODOONWODOODOODOODODODODODODO
OO0esPO00O00OOCO0O0OOCO0OOOODOONATOOOOOOOOOODOOOOODOOOOO
00000000oo0o00oDo00oooo00oooDO00oooooUoDoo0oooooOoooon
odooooo0oooOoOoU0oooOoUODoU0U0OooOoO0OobOOoOUboOoUOoDoOoOoOooDoOUOoo
00000000oooDoo0oooooO0io0oooodooooooogoooooooDoooon
OOOTransport D OO0 NAT-Traversal OO0 0O0OOCOOESPOOCOOODOOOOODOOO
oooooo

O ipsec path-mtu-discovery
gogoooog pvTUDO O OQOOOOO
gooooog ipsec path-mtu-discovery enable

O no 00  no ipsec path-mtu-discovery enable
oo O oOo ipsec path-mtu-discovery enable
ooooooo

OlIPsecd 000 PMTU discovery0 O OO0 OOODFbItD 1000 tunnel MTUOODOOOODOO
000000 tunneling0 000000000 ODOOouterd ip headerd DF bitO OO 00 OO0
oooo

OlIPsecO OO0 PMTU discovery0 OO OO OOODFItO 1000 tunnel MTUOODOOODOODOOO
fragment needed0 0000000 OpacketD drop0 00000 OOOOouterd IP header O
DFbit 0 O O tunneling packet0 0 OO OO OOOO
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O 60 global node

global node

O ipsec xauth

ooooooo IPsec XauthO OO OOOOOOOODOOOOODOO
goooooo ipsec xauth username USERID password (]hidden) PASSWORD
O no 0O no ipsec xauth username USERID

00 O o Oo0oo0oooi1-%s00000n00o0o0oooon

0000000000000001$#=*-_.:;0{[0~0 <000

O ipsec x509 enable

OO0OoOopooo  Xxs50000000000000000000
ooooood ipsec x509 enable

O no O no ipsec x509 enable

oo o oOd no ipsec x509 enable

00 00 IPsecOmain0 00000000 O00DOOOOO

O ipsec x509 validity-period-check

OO0ooooo X500 0000000000000000000
goooooo ipsec x509 validity-period-check

O no O  no ipsec x509 validity-period-check

oo 0O 00 ipsec x509 validity-period-check

od oo

goobooboobobboooooboobooboboobooboobobooboobooo

gog

goooboobobooooboobobobooboobooobobooecRLbDoobooboboboobooo

gog

O ipsec x509 ca-certificate

oooobooo
goooooo

X.5090 cAD0O0O0ODOO0OO0O0O00OO0DO

ipsec x509 ca-certificate NAME ssh://<user@(A.B.C.D|X:X::X:X)>/FILENAME

(Jsource A.B.C.D|X:X::X:X)

ipsec x509 ca-certificate NAME ftp://<A_B.C.D|X:X::X:X>/FILENAME

O no O
oo 00O

(Jsource A.B.C.D|X:X::X:X)
no ipsec x509 ca-certificate NAME

goooboooboobobbooboooboon

gssHOOoOoOoOoooOoOooOooOoUooooUOUOoooUooooOooUUboooUoooUooooooo
O ssh://user@A.B.C.D/FILENAMED 0 0220000000 00O OO =ssh://user@A.B.C.D:22/FILENAMELT]
- IPv4  ssh://user@A.B.C.D:port/FILENAME

- IPv6  ssh://[user@X:X::X:X]:port/FILENAME

ODER(*.der, *.cer)U OO PEMCx.pem)0 00 0O00DOOCOO0OOCOOOOOOODOOOODOOO
000000000o0o000Doo0o0oDdoooOoDESO00DOO00oooO0oooDOoUooD
oooooo
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O 60 global node

global node

O ipsec x509 certificate
0O0ooooo  x.5000000000000000000
ooooooo
ipsec x509 certificate NAME ssh://<user@(A.B.C.D|X:X::X:X)>/FILENAME
(]source A.B.C.D|X:X::X:X)
ipsec x509 certificate NAME ftp://<A_B.C.D|X:X::X:X>/FILENAME
(]source A.B.C.D|X:X::X:X)
O no O no ipsec x509 certificate
od od
0000oooo0ooooooopoooooo
gssHOOOOoOOoOoOoOoO0oooOoOoOooOoOoO0OoooOoUoOobOoUOUOOoooUooooUOobooOooo
O ssh://user@A.B.C.D/FILENAMEC 0 02200000000 0O OO =ssh://user@A.B.C.D:22/FILENAMELT]
- IPv4  ssh://user@A.B.C.D:port/FILENAME
- IPv6  ssh://[user@X:X::X:X]:port/FILENAME
ODER(*.der, *.cer)D OO PEMC*.pem)U 00 CO000DOCOOODOOOOOOOOOOODOOODOO
000o0D0o000ooo00ooo0ooogdooogoEs0doooooooooooooooooo
gooooo

O ipsec x509 private-key
OO00O0ooog  X.5090 private keyO OO OO OO
ooooooo
ipsec x509 private-key NAME key ssh://<user@(A.B.C.D|X:X::X:X)>/FILENAME
(]source A.B.C.D|X:X::X:X)
ipsec x509 private-key NAME key ftp://<A.B.C.D|X:X::X:X>/FILENAME
(]source A.B.C.D|X:X::X:X)
g no O no ipsec x509 private-key NAME key
od od
0000oDooo0Oooooooopoooooon
gssHOOOOoOOoOoOoOoOooOOoOoOoOooOoOoO0OoooOoUoOoDOoUOUOoooOooooUgoboogooo
O ssh://user@A.B.C.D/FILENAMEC 0 02200000000 0O OO =ssh://user@A.B.C.D:22/FILENAMELT]
- IPv4  ssh://user@A.B.C.D:port/FILENAME
- IPv6  ssh://[user@X:X::X:X]:port/FILENAME

O ipsec x509 private-key

oooooog  x.500000000000000d

ooooooo ipsec x509 private-key NAME password (hidden]) WORD
O no 0  no ipsec x509 private-key NAME [password]
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O 60 global node

global node

O ipsec x509 crli
ooooooo ooooooooooooooon
oooooog
ipsec x509 crl NAME ssh://<user@(A.B.C.D|X:X::X:X)>/FILENAME (]source A.B.C.D|X:X::X:X)
ipsec x509 crl NAME ftp://<A.B.C.D|X:X::X:X>/FILENAME (|source A.B.C.D|X:X::X:X)
O no O no ipsec x509 crl NAME
0ood oo
dooooooooooooooooooog
gssHOOOOoDOoOoOOoDOOo0O0oO0D00ooooDoooooooooooonooooooooooon
0 0O ssh://user@A.B.C.D/FILENAMED 0 022000000000 OO =ssh://user@A.B.C.D:22/
FILENAMET]
- IPv4  ssh://user@A.B.C.D:port/FILENAME
- IPv6  ssh://[user@X:X::X:X]:port/FILENAME

O ipsec access-list
ooooooo IPsec00000000D0ODOO0OOODO
oooooog ipsec access-list ACL-NAME ip (any|host]|A.B.C.D/M any|host|A.B.C.D/M)
ipsec access-list ACL-NAME ipv6 (any|host|X:X::X:X/M any|host]X:X::X:X/M)
O no 0O no ipsec access-list ACL-NAME ip (any|host]A.B.C.D/M any|host]A.B.C.D/M)
no ipsec access-list ACL-NAME ipv6 (any|host]X:X::X:X/M any]host]X:X::X:X/M)
no ipsec access-list ACL-NAME
0o 00
OOO00 IPsec access-listd Omatch addressO0 0000000 IPsec tunnel DO OOCOOOO
match address0 000000 ODOOIPsec tunnel policy node0 OO O0O00OODOOO
0000 access-list0 ipO ipv6000000000O0O0O0O0OOOOOOOOOOOOOOOOOO
00l0000000O0oooooooo
OIKEV2O DO ip0ipv6 00 0000000000000 0000IKEVIOODOOODOOOO0OO0O00O0OO
ooooooo
O IPsec access-listO0 0 host rule0 000000000 DOOCOOODOOOO
O1IPv4 hostO IPv6 host DO OO OOOOOOUPVAODOO IPVGOODOODOOIKEDOODODO IP
protocol 000 000)J00O0O0O0O0O100hest hostOOOOOOOOO0OOOOOO 100
00000000000000000000O0
ex) ipsec access-list test ip host host
O ipsec access-list test ipv6 host host
OhostOO O host0O00OO0OD0D0OO0DDODODDODODODDODOOOOOOOOhost hostO OO OO
O00O0DoooO00Ovwle00OTS(ODODOOO0ODODOO)YDOODOODOODOOO
ex) ipsec access-list test ip host host
ipsec access-list test ipv6 2001::/64 2002::/64

O ipsec generate

0000000  RSA signature keyO OO O OGO .

ogoboooo ipsec generate rsa-sig-key <key length: 512-1024>
O no 0O  no ipsec generate rsa-sig-key
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O 60 global node

global node

O ipsec eap radius (IKEv2O 0O)
ooooooo
OAccount O O OO O RADIUS server O IP addressCOUDP port0 O OO0 0O (secret)0 00O OO OO
OO00D0O0OUDP port0 00 defaultd 01812000 0OWeb0 00 00DODO radius port0 000000
oooooooooooo
ONAS-identifier Attribute JOUSERO 00O OO0OOO@(20000)000000C0O00OO0OOODe-
faultO OO OO -1Psec(ex.NXR120-1Psec)d [0 O
gooooogo ipsec eap radius (A.B.C.D|X:X::X:X) password (]hidden) WORD
(]port <1-65535>) (|nas-identifier WORD)
g no g no ipsec eap radius (JA.B.C.D|X:X::X:X)
ooooooo
O IPsec clientd O O EAP message O OONXR O O RADIUS message O 0 O O O O O ORADIUS serverd O
oooooooooooooo
ORADIUS serverD OO OOOODOOODO timeoutD 200retry0 0000 3000 OretryD O
timeout O 1000000
00000 »dauthentication local/remote(ipsec isakmp policy node)J 0O O0OODOOO0O

O ipsec eap identity (IKEv2O 0O)
00o00bo0oO0 EAPO0ODOODOODOIDODODOODOODOODOOO
gooooogo ipsec eap identity string WORD password (hidden]) WORD
ipsec eap identity key WORD password (hidden]) WORD
g no g no ipsec eap identity string WORD
no ipsec eap identity key WORD
ooooood
00000 dauthentication local/remote(ipsec isakmp policy node)J 0 OO0 OODOO0O
00o00oooo1-9%5000000000000000000000000000001$#=*+-_.:;0

o000 o

O ipsec pre-share identity (IKEv2O 0O)
ooooooo IKEv2O0 OO0 0O0O0O000ooopPsKOOOOODOODOOOOODO
goooooo ipsec pre-share identity fqdn WORD password (Jhidden) WORD
ipsec pre-share identity user-fqdn WORD password (|hidden) WORD
ipsec pre-share identity key WORD password (]hidden) WORD
g no g no ipsec pre-share identity fgdn WORD
no ipsec pre-share identity user-fgdn WORD
no ipsec pre-share identity key WORD
ooooooo
00000 »Jauthentication local/remote(ipsec isakmp policy node)J 0O OOODOOOO
O000000O01-9%000000000000000000O0DODOODO000000 W #=*+_.:;0

on-e°<>000
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O 60 global node

global node

O interface ethernet

goooooo interface nodeJ 0000000 profile0 000000 ODOOODO
goooooo interface ethernet <0-2>

oooooono ethernet interface0 0000

O interface loopback

goooood interface node 00000000 profile0000000ODOOODO
ooooooo interface loopback <0-9>

O no 0  no interface loopback <0-9>

O interface ethernet <0-2> vid <1-4094>

goooooo interface nodeJ 0000000 profile0D 000000 ODOOODO
goooooo interface ethernet <0-2> vid <1-4094>

O no O no interface ethernet <0-2> vid <1-4094>

O interface tunnel

goooood interface tunnel node 00000000 profile0 0000000 OOOO
goooooad interface tunnel <0-255>

a no a no interface tunnel <0-255>

O interface ppp

goooooo interface ppp nodeJ 0000000 profile0 000000 ODOOODO
goooood interface ppp <0-4>

O no O no interface ppp <0-255>

O interface bridge

goooood interface bridge node 00000000 profile0 0000000 OOOO
ooooooo interface bridge <0-4095>

O no 0  no interface bridge <0-4095>

O 12tp

goooooo I2tp node OO O0O0O0OOO profile0 000000 O00OOODO
ooooooo 12tp <0-1>

g no O no 12tp <0-1>

O access-server profile

0000000  access-server profile node0 0000000 profile0000000O0DOOO0O
ooooooo access-server profile <0-31>

O no 0  no access-server profile |<0-31>

O interface virtual-templare

goooooo interface virtual-template node0 0000000 profileD 0O OOOOOOODOOO
goooood interface virtual-template <0-0>

O no O no interface virtual-template <0-0>
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O 60 global node

global node

O 12tpv3 tunnel

gooooogo

ooooooao
O no O

12tpv3-tunnel node 00000000 profile0000000O0DOOO0O
no0 00000 IDO0O0O0ODOO0OO0OOO0O0OO

12tpv3 tunnel <tunnnel_id:0-4095>

no 12tpv3 tunnel <tunnnel_id:0-4095>

O 12tpv3 xconnect

gooooogo

ooooooao
O no O

O 12tpv3 group

gooooogo

ooooooao
O no O

O ntp

ooooooo
ooooooo
0 no 0

O dns

ooooooo
gooooao
0 no 0

O snmp

goooooo
ooooooo
0 no 0

O syslog

oooooono
ogoooood
0 no 0

O dhcp-server
oooooon
oooooono
0 no 0

12tpv3-xconnect node 0 0 000000000 O0OOOOODOOO
no0 00000 IDO0O0O0ODOO0OO0OOO0O0OO

12tpv3 xconnect <xid:1-4294967295>

no 12tpv3 xconnect <xid:1-4294967295>

12tpv3-group node0 000000000 ODOOOOODOODOO
no0 00000 IDO0O0O0ODOO0OO0OOO0OOO

12tpv3 group <gid:1-4095>

no 12tpv3 group <gid:1-4095>

ntp node0 000000 profileD 000000
ntp

no ntp EGNTPOODOOOOOOO profiled 00 OO0O0D

dns node0 OO ODOOO profileDOOODOOO
dns

no dns GEONSOODOOOOoOoOoOgOoprofileDOD0OD0OD

snmp node 0000000 profile0 000000
snmp

no snmp GESNWPOOOODOODOO0OO0 profiled 000000

syslog node0 0O OO0OO profileD 000000
syslog
no syslog (=syslog0 000000000 profiled 000000

dhcp-server node0 000000 profile0 00 OO0OO
dhcp-server <1-5>
no dhcp-server(]<1-5>) (=DHCPO OO DO DOOOOO profile0D 0D O OO0
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O 60 global node

global node

O monitor-log
gogooobod
goooooo
u no u

O track

oooooog
ooooooo
0 no 0

O router rip
goooooo
gooooog
u no u

O router ospf
oooooood
ogooooon
0 no 0

monitor-log node 0 OO OO OO profileO O OODOOO
monitor-log

no monitor-log EOOOOOOOOOODOOOOOOpprofiledOOOOOD

extended track (ip]ipv6) reachability nodeO O OO0 OO profile0OOOOOO
track <2048-4095> (ip|ipv6) reachability
no track <2048-4095>

RIP node0 000000 profiled 0 OO0O0O0O
router rip

no router rip ERIPOOOCOODOOODOO profileDODOODOOD

OSPF node0 OO OODOO profile0 0 OO0OODO
router ospf

no router ospf (OSPFOCOOOCOUODOOOO profiledOOD0OOD

120



O 60 global node

global node

m sip-nat

o enable

Oooooog  SIPNATOOOOOOOO
0000000  sip-nat enable
ooooooo no sip-nat enable
O00Ono0 OO no sip-nat enable

o port

opoooooo OO00ouwrPODOODODDOOOOOODOODOSIP-NATOODODODOODOODOODO
000000o0oOo70000000000DefaultOd UDPS0600 O OO OOOO

goooood  sip-nat port .<1-65535>

gogooooo sip-nat port 5060

O00OnoO OO no sip-nat port

o port-translate

ooooooo

osSiPO0 00000000 O0OOOOIPOO0DOO0ODOOODOOO0ODOOOODOOOOOOOIP
OO00000od0oooooooooooooooooog

Obefanlt0 00 OO0OO0DOO0ODOOOODODOOODODO

OoOoOoogno  sip-nat port-translate enable

goooood  sip-nat port-translate enable

OO0OnoOO0O  no sip-nat port-translate enable

o exclude-interface

oooooog

00000oo0oooD0o0ooooooooooog LLANODOODOSIP-NATOODODOOOOO0oOOoon
0000000000000 00000OoSIPO000O00O0OO00O00OO00OO0O0O0Oethernet0D 000
Oo0ooooooooooooo

Oo0o0oood  sip-nat exclude-interface INTERFACE

0000000  no sip-nat exclude-interface

O00OnoO OO no sip-nat exclude-interface
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O 60 global node

global node

CRP
udp source port
Oooooo  CRPOUDPODOODOOOOODDOOO
000000  crp udp source-port <1024-65535>
o O 0o crp udp source-port 10625
no O  no crp udp source-port

OooOg o .

o hostname

ooooooo  crRPOODOOOOODOOOOO
goooooo crp hostname HOSTNAME

O no O no crp hostname

o customer-id

0000000 CRPO customer-id0 O 0OO0OOO
goooooo crp customer-id CUSTOMER-1D

O no 0  no crp customer-id

o cpe-id

0000000  CRPOcpe-id0OOOODODO
0ooogood  crp cpe-id CPE-ID

O no O no crp cpe-id

o client

ooooooo crRPODOCOOOODOOODOOO
goooooo crp client <1-2>

O no 0 no crp client (<1-2>])

o advertise
oo0oopoo  crRPODCOOODODOO
ooooooo
crp advertise (ip|ipv6) interface ppp <0-4> (port <1-65535>]) (secondary])
crp advertise (ip|ipv6) interface ethernet <0-3> (port <1-65535>|) (secondary]|)
crp advertise address A.B.C.D (port <1-65535>|)
crp advertise address X:X::X:X (port <1-65535>|)
crp advertise nat (port <1-65535>|)
O no 0  no crp advertise
goooboon interfaceJ 0000 2000000100 secondaryd 00O O
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O 60 global node

global node

m netconf-server
gooooooooooooooo

o enable

oooooao
ooooooo
0 no 0

o lock timeout
ooooDooo
goooooo
0 no 0

o auto-config
goooood
ooooood
g no g

netconfO OO ODOOOOOO
netconf-server enable (tcplover-ssh)
no netconf-server enable

netconfO OO OOOOOODOODDOOOOOOOOO
netconf-server lock timeout <10-3600>
no netconf-server lock timeout

auto-configD O OO OOO0O
netconf-server auto-config enable
no netconf-server auto-config enable
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O 60 global node

global node

m QoS
0O00oOooog QesOOoOoOoOooOod
ooooooo
oJOOOOOgono
class policy NAME
oooooo
no class policy NAME
ooooooo
class filter <2-254>
ooooooo
no class filter <2-254>
Mark O O OO
priority-map <1-255> (high|middle]low|normal) ip mark <1-4095>
TBFO OO
pirority-map <1-255> (high|middle]low|normal)
queue shape <RATE:1-1000000> <BUFFER:1-65535> <LIMIT:1-65535>

o

o

o

o

o

@)

SFQO OO
priority-map <1-255> (high|middle]low|normal) queue fair-queue
FIFOO OO
priority-map <1-255> (high|middle]low|normal) queue fifo (limit <1-16384>)
o default classO OO
defaultO classO0 00000 Odefault classO 00000000 ODOO packetOD OO OO0 classO
OO0000Odefault classO0O000O normal O O O
priority-map <1-255> default (high|middle|normal]low)
o priority-map 000
0000 classO priority-map 0 000000
no priority-map <1-255> (high|middle]normal|low])
o default classO OO0
defaultd class 0 default(norma)0 000000
no priority-map <1-255> default
o MarkOD O OOO
OO00OclassO MarkDOOOODOOODO
no priority-map <1-255> (high|middle|normal|low) ip mark
o default queue(FIFO)O OO
no priority-map <1-255> (high|middle|normal]low) queue

@)

B route-map
goooboon route-map 0 0 00000
ooooood route-map NAME (permit]deny) <1-1024>
g no g no route-map NAME : NAMEO route-map 0 OO O OO
no route-map NAME (permit|deny) <1-1024> : OO0 rouet-map0 0000000
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0O 60 global node

global node

m class access-list
ooooood
route-map 0 matchO OO 0O 0O match ip address0 0 00000000000 OOOOODOOOOOOOO
ToSSOONMARKOOODOODOsetOOOODOODOOOOOOODOOODOODOOO
o 1ip
class access-list ACL-NAME ip (|not) <source:>(any|A.B.C.D/M]A.B.C.D)
<destination:>(any|A.B.C.D/M]A.B.C.D)
o protocol
class access-list ACL-NAME ip (]not) <source:>(any|A.B.C.D/M]JA.B.C.D)
<destination:>(any|A.B.C.D/M]A.B.C.D) (Jnot) (<protocol:0-255>]icmp]tcp]udp)
o icmp
class access-list ACL-NAME ip (|not) <source:>(any|A.B.C.D/M]A.B.C.D)
(Jnot) <destination:>(any|A.B.C.D/M]JA.B.C.D) icmp (|not) type code
o tcp src dst
class access-list ACL-NAME ip (]not) <source:>(any|A.B.C.D/M]JA.B.C.D)
(Jnot) <destination:>(any|]A.B.C.D/M]A_.B.C.D)
tcp (Jnot) (J<sport:1-65535>]any) (|<dport:1-65535>]any)
o tcp src-range dst
class access-list ACL-NAME ip (]not) <source:>(any|A.B.C.D/M]JA.B.C.D)
(Jnot) <destination:>(any|A.B.C.D/M]JA_.B.C.D)
tcp (Jnot) (Jrange <min:1-65535> <max:1-65535>) (]|<dport:1-65535>]any)
o tcp src dst-range
class access-list ACL-NAME ip (]not) <source:>(any|A.B.C.D/M]JA.B.C.D)
(Jnot) <destination:>(any|A.B.C.D/M]JA_.B.C.D)
tcp (Jnot) (J<sport:1-65535>]any) (]Jrange <min:1-65535> <max:1-65535>)
o tcp src-range dst-range
class access-list ACL-NAME ip (]not) <source:>(any|A.B.C.D/M]JA.B.C.D)
(Jnot) <destination:>(any|A.B.C.D/M]A_.B.C.D)
tcp (Jnot) (Jrange <min:1-65535> <max:1-65535>) (Jrange <min:1-65535> <max:1-65535>)
o udp src dst
class access-list ACL-NAME ip (]not) <source:>(any|A.B.C.D/M]JA.B.C.D)
(Jnot) <destination:>(any|A.B.C.D/M]JA_.B.C.D)
udp (Jnot) (]<sport:1-65535>]Jany) (]<dport:1-65535>]any)
o udp src-range dst
class access-list ACL-NAME ip (]not) <source:>(any|A.B.C.D/M]JA.B.C.D)
(Jnot) <destination:>(any|A.B.C.D/M]JA_.B.C.D)
udp (Jnot) (Jrange <min:1-65535> <max:1-65535>) (|<dport:1-65535>|any)
o udp src dst-range
class access-list ACL-NAME ip (]not) <source:>(any|A.B.C.D/M]JA.B.C.D)
(Jnot) <destination:>(any|A.B.C.D/M]A_.B.C.D)
udp (Jnot) (]<sport:1-65535>Jany) (Jrange <min:1-65535> <max:1-65535>)

<gboooboog >
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O 60 global node

global node

m class access-list(O0O)
o udp src-range dst-range
class access-list ACL-NAME ip (|not) <source:>(any|A.B.C.D/M]A.B.C.D)
(|not) <destination:>(any]A.B.C.D/M]A.B.C.D)
udp (Jnot) (Jrange <min:1-65535> <max:1-65535>) (Jrange <min:1-65535> <max:1-65535>)
o no (class access-listd 0 0)
no class access-list ACL-NAME ip

m mobile

o mobile

0000000 scO000000ooOgpPPOO0dOOODOOOOOOODOOO
OO00o0dood  mobile <0-1> ppp <0-4>

O no O no mobile <0-1> ppp

o mobile error-recovery-restart

oo0oooog wmebileDOODOO0ODOODODOOOOODOOOODODOODOODODOO
systemO0 0000000000 ODefaultd 00O OOO

gooogooo mobile error-recovery-restart

O no O no mobile error-recovery-restart

o mobile error-recovery-reset

oo0oooog wmebileDOODOO0ODOODODOOOOODOOOODODOODOODODOO
mobileD reset 00000 O0ODPefaultD OO0 ODODO

gooogooo mobile error-recovery-reset

O no O no mobile error-recovery-reset
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O 60 global node

global node

m system led
gogooobod AUX LED/STS LEDO OO /000000 USERODODOOOODOODOOOOOOOO

o system led ext

ooooood

00o0D000o0ooo0b0o0Dbo0D0oDoooooooowMAXODODODOoOoODooooooog

O000OO0O0OAUX LED 1, 2000 /000000000

goooooo system led ext 0 signal-level mobile <0-0> (Jinterval <0-60>)
system led ext 0 signal-level wimax <0-0> (]interval <0-60>)

O no O no system led ext 0

gbo 0O 0o system led ext 0 signal-level mobile O interval 5

goooooo Interval D 0000000 O0DO0O0ODODOOODOOOO
O0o0000oooooooooooooooooogLeboooooooon
PPPOODODOOODOODOOODODODOOPPPODOOODODLEDODODOOODOO

o system led aux
ooooooo
O00o0o0PPPOtnnelD00OWiMMAXODODOOO/00OODOODOOOODOO0OOO /000000
OO0ooooogd  system led aux <1-2> interface tunnel <0-255>
system led aux <1-2> interface ppp <0-4>
system led aux <1-2> interface wimax <0-0>
system led aux <1-2> track (<1-255>]<2048-4095>)
O no O  no system led aux <1-2>
0000000 ETOOANXL20000000000000000EXTOODOO0OO0OOOAUXL/200
000000000 00AX20000000000EXTOOD0O0DOO0OOODOODO0O

o system led status
ooooooo
OOoogoPPPOwnrelD00OWMIMAXOOODO/00000000DOO00OO/0000000O
goooooo system led status <1-1> interface tunnel <0-255>
system led status <1-1> interface ppp <0-4>
system led status <1-1> interface wimax <0-0>
system led status <1-1> track (<1-255>|<2048-4095>)
O no O no system led status <1-1>
0oogooogo  sTsl Llep000nooOoooooooooonDooon

O as-path

goooooo BGP autonomous system path filterC OO O OO0

gooooogo ip as-path access-list ACL-NAME (permit]deny) LINE

O no O no ip as-path access-list ACL-NAME (permit]deny) LINE
no ip as-path access-list ACL-NAME
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O 60 global node

global node

m schedule
goooooo
go0ooooo/00/0000PPPOO0O/Z00/0000000000O00DOO0OOOODOODODOO

o PPPO scheduleO O /700 /000
ooooooo
oooooogpPPO0O0O/00/00000000D0O0O0/00000PPPOOOODODOOODDOO
O00000000000ooooooooooooooooooooooooooooooooo
0000000000000 DoO00o0oDoOUseRODODO000oooooooooooDoooooon
ooooo
ooooooo oooo
schedule <1-255> HOUR:MIN DAY MONTH interface ppp <0-4> (connect]disconnect]reconnect)
0000000 0OOO00(Dow: bay Of the Week)
schedule <1-255> HOUR:MIN DOW (|DOW) interface ppp <0-4> (connect|disconnect]|reconnect)

o 00000000 scheduleD O OO
ooooooo
0000000000000 000000000000PPPO0DOOOOOOOOODOOOODODODO
PPPOOODOO0ODOODOOODOOPPOODOI0ODOODOOODODOOOODDOOOODOOPPPO on-
demand 0 00O O OOPPPOOOOOOOOOOOOOOOOOOOONOONONOOOODOOOOOO
0000000000000 00oooooooooon
0000000000000 00O0O0oODR20-30000000000DODODODOOODOODODODOODODODO
0000000000000 0DU0DU0D0D0D0D0DUD0DU0D0D0DOooOoooooOg
ooooooo oOooo
schedule <1-255> HOUR:MIN DAY MONTH mobile <0-2> clear
ooooooo OO000(Dow: Day Of the Week)
schedule <1-255> HOUR:MIN DOW (]DOW) mobile <0-2> clear

oJUOUUOODOODOODO
ooooooo
000000 Osyslog0 rotate0 0 0000000000000 rotate00000D0O000ODODOO
O 0Osyslog noded rotate 000000000
ooooooo oooo
schedule <1-255> HOUR:MIN DAY MON syslog rotate
0000000 0OOO00(Dow: bay Of the Week)
schedule <1-255> HOUR:MIN DOW (|DOW) syslog rotate

128



O 60 global node

global node

oJUUODOOOOOODODO
ooooooo
gooOgogdOmonitor-log0 00 logO OO rotate 000 0000DOOODOODOOO rotated OO
0000000000 Omonitor-log reachability/resource 000000000
ooooooo oooo
schedule <1-255> HOUR:MIN DAY MON monitor-log reachability rotate
schedule <1-255> HOUR:MIN DAY MON monitor-log resource rotate
oO0Ooooog OOO0O(ow: bay Of the Week)
schedule <1-255> HOUR:MIN DOW (]DOW) monitor-log reachability rotate
schedule <1-255> HOUR:MIN DOW (]DOW) monitor-log resource rotate

oJOOOoOoOO
0000000 OOO0O00OO0systemOOOO0OODODOOODO
ooooooo oCooo

schedule <1-255> HOUR:MIN DAY MON system restart
oooOoooo OO000(Dow: Day Of the Week)

schedule <1-255> HOUR:MIN DOW (]DOW) system restart

o SNMP notifyO OO
O00O0O0OO0OO0 OJOOOOOOSNMP notify(trap) D 000000
ooooooo oooo
schedule <1-255> HOUR:MIN DAY MON snmp extension-mib WORD notify (]<0-3600>)
000O0ooo0Og DOOdO00(bow: bay Of the Week)
schedule <1-255> HOUR:MIN DOW (|DOW) snmp extension-mib WORD notify (]<0-3600>)
ooooooo
O0000O0OO0OO0O0OOoOoOoOoOoOooO 3OO IO O marginD0O0O0OOOOOOOOOOmargind OO
000000OOmargin * (0-100)0 000000000 notify0 000000
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ocbOOOOODOODbO

gooooogo
gooobgoFrPOSSHOOODOOOOO0ODOOOOOOOODO0ODbDOObOODOObODOOOobOoODbO
goooooogn

goooooo ooon

Oe FTP schedule <1-255> HOUR:MIN DAY MON firmware update
ftp://<A.B.C.D|X:X::X:X>/FILENAME (]source A_B.C.D|X:X::X:X) (Jhold)
(Je SSH schedule <1-255> HOUR:MIN DAY MON firmware update

ssh://<user@(A.B.C.D|X:X::X:X)>/FILENAME password (]hidden) PASSWORD
(]source A.B.C.D|X:X::X:X) (]hold)

Oe OOOOO schedule <1-255> HOUR:MIN DAY MON firmware update
(diskO:FILENAME|disk1:FILENAME) (]hold)

oo0ooooo 0000 (bow: Day Of the Week)

Oe FTP schedule <1-255> HOUR:MIN DOW (|DOW) firmware update
ftp://<A.B.C.D|X:X::X:X>/FILENAME (]source A_B.C.D|X:X::X:X) (Jhold)
(Je SSH schedule <1-255> HOUR MIN DOW (|DOW) firmware update

ssh://<user@(A.B.C.D|X:X::X:X)>/FILENAME password (]hidden) PASSWORD
(]source A.B.C.D|X:X::X:X) (]hold)
Oe OOOOO schedule <1-255> HOUR:MIN DOW (]DOW) firmware update
(diskO:FILENAME|disk1:FILENAME) (]Jhold)
ooooooo
OFfPOCOSSHOOOOODOOOOODOOOODOOOODOOOO
OSssHOOOOOOOOOpasswordD OO OOO0OO0O0OO
gssHOOoOoOoOoooOoOooOooOoUoooOooOoUoooOooooOooUoUoboooooooUooooooo
O ssh://user@A.B.C.D/FILENAMEC 0 022000000000 O O =ssh://user@A.B.C.D:22/FILENAMELT]
- IPv4  ssh://user@A.B.C.D:port/FILENAME
- IPv6  ssh://[user@X:X::X:X]:port/FILENAME
ONXR-1250 00000000000 0000000O00000O0COOOheldd00OOOCOODOOODO
00000000ooo0ooo0o0O0oooo00oooO0UooDoO00ooDoOooooDoOoom
gooodooooOoUooooOoUOOoOooUOU0OOoOoO00obDO0oODOoOoOODOOOoOOoDOOoUOoDoOd
0000000o0o000oDoo00o00oooD0oooo000oDo0oDooo0O0OoDooOoOg configD
odooOoooOooOoOoUoboOooO0ooOoOoOUoboOooUUobDooUooood™
00000 flashOOOOODOODOOOODOOODODOOO0ODOODOODOOOOODODOOOODODOO
odooooOooooOoOo0ooo0oUoboOooOUOoOooUOoDOoOogOoDoUOOoDo
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o WiMAXDDOOUODOODDODOO /0O /000

ooooooo

O0O0O0DOoOoOwiIMMXODOODO /00/00000000000000000OWIMMXODOOOODO
oooooo
0000000DoO000ooO00ooo0o0DoO000ooo00o0DoOo000oDoo0oooooooon
000000 000000oooo0ooo0ooooooooooooooooooooooon
O000o0oooooooooooooooooooo

ooooooo oooo

schedule <1-255> HOUR:MIN DAY MON interface wimax <0-0> (connect]disconnect]reconnect)

ooooooo 0000 (Dow: Day OF the Week)

schedule <1-255> HOUR MIN DOW (|DOW) interface wimax <0-0> (connect|disconnect]|reconnect)

oWiNAXODODODODOOOOO
ooooood
DooDoooowinXODODOODoOoDoooooooooooooooowiMvaXooooooooo
WiMMXOOOOODOOOOODOOOOoOOoooooooowiMXooooooooooooooo
OO00OO0OOnetevent D0 0000000000000 OOWIMMXOODOOODOODOO
ooooood oood
schedule <1-255> HOUR:MIN DAY MON wimax <0-0> clear
ooodgooo 0000 (ow: Day OF the Week)
schedule <1-255> HOUR MIN DOW (]JDOW) wimax <0-0> clear

oQonooOO
ooOooooa no schedule <1-255>

oJODOOODO oJOODODODO
el 00DOOO e JO00TOODOO 00000
schedule 1 *:00 * * schedule 1 *:10 monday
e (10 1:20000 e J000OODO 1:10000
schedule 1 1:20 1 * schedule 1 1:10 sunday
e 01000 1:20000 e weekday O 4:100 00
schedule 1 1:20 10 * schedule 1 4:10 monday friday

oo1o000oOz20000
schedule 1 *:20 10 *
/10000 200000
schedule 1 *:20 10 1
17100 10:200 0 0O
schedule 1 10:20 10 1
10000 1020000
schedule 1 10:20 * 1
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m WiMAX

O error-recovery

ooooooo

OwiMAXO OO OUoOoooOooooooooOooooooooooooooooooogooooooo
ooooooo
Jo000d0ooo0UoooooooooooowiMaxODooooooooooooooooooo
odooooooooooooooooooooo

ooooooo wimax error-recovery (restart|reset)

g no g no wimax error-recovery
oo O 0Od no wimax error-recovery
oooooog

jdo0D0o0oDO0oO0DoOooO0o0DO0o0bDO0oDooOoDoOoDOooDOooo

e JIODOOODODO
o 000000000D000000BOOODOODDOODOODOODOODOODO error-recoveryd
Jdoodoo0o0oooooooooooooowiMaXDoooooooooooooooooooao
ooogd
OwiMAXO OODOoOoDOooooooooooooooo
OJIPO00000D0O0ODO0000DODOSss statusd ODeviceNotFoundYet O O O

e DOODODOO
Joodoooooooooeo0000oooooooooooooo30oooooooerror-
recovery0 0000000000 00ODD0DODOOOOOODODODOODOOUOerror-recoveryd O
00000000 D0O0o00oO00D00DO0oooOoDoOooDoOoDoooDo
OwiMAXO OODOoOoDOooooooooooooooo
Oss status Connected 0 00 O Oantenna level O 10000000

o netevent
ooooooo
00oo0oooooooddownOOO0O0OWMIMAXOOOOODODOODOODODODOOOOODOOOO
0000000  wimax <0-0> netevent (<1-255>]<2048-4095>) reset
mobile <0-2> netevent (<1-255>]<2048-4095>) reset
O no O no wimax <0-0> netevent
ooooogoo 0000w dOOODODOOOoOOoOOoOOoO

O system netevent

goooogoo 00o00ooooodoOddownDODODOOOOOODOODOOODOODOO
ooooooo system netevent (<1-255>]<2048-4095>) restart

g no d no system netevent

ooooogoo 0000w dOOOODOOOooooo
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m 0000000
gboooobgo gboobooboooboobobooboobooo
gooooogo OoOooDooooDOOmail server node0OO0O0O0OOOODO

o mail server
oo0oooon mail server node0 O OO O0O0O
ooooooo mail server <0-2>

o no mail server

ooooooo oooooooooooobooooooo

gooooogo no mail server (]<0-2>)

ooooooo goooooooooooooooooobooboooo
goo0oooOdOoOoooOoooooooogoooogoooooo

o mail from

goooood 000000000 0000oo0OooDo

goooooo mail from WORD

O no O no mail from

ooooood

gworRDO O DOODOODOOODOODODOOcenturysys@xxx.isp-ne.jp0 0000000

Omail send fromO OO OO interface ppp/wimax node0 0000000 OO0OOOOOOOOOOO
gobodo0oooobOoooOO0bOOoooDooooooog

o mail to

goooood O0od0ooooooooooooo

goooood  mail to WORD

g no g no mail to

ooooood

gworRbO OODOOODOODOODOOODOOuser@centurysys.co.jpd 0000000

Omail send to O 0O OO interface ppp/wimax node0 0 0000 O0OO0O0OOOOOO0DOODOOODOOO
Jooodoooooooooooooooooooon

133



O 60 global node

global node

O system boot flash

0000000 OOo0O00O000000000000000O0O0OO0O000
0ooooogd  system boot flash <1-2>

0000000 OOO00OconfigODODOOmHOODOOOODOOOO

O system config flash

oO00oOopoOoo OoO0ObOOoodODb0configdOOOOOODOOOODODOOOO

goooooo system config (flash:FILENAME]diskO:FILENAME)

O000noO OO no system config

googooog no system config

0oooood  flash:startup.config 000 OO0 Osave config OO config OO O O0OOO
USBOOOODOconfig 000D O0OODOOdiskO:FILENAMED OO ODODOO
no system configd ObootupO0 000000000 Ostartup-configd 0000 O

O ppp account username

ooooood
OpPPOOOOOODOODOOODOOOO(PPPPOO)IOODODODORASOODOOODODODOO

ooooooo ppp account username USERNAME password (]|hidden) PASSWORD

gdOdOnoO0O no ppp account username USERNAME

ooooood

O00000001-95 00000000000000000000000000000 1$#=*+-__:;0
{/~~e<>"%0 00

Oppp username 0 O O O O ppp interface nodeld 0 O O O O USERNAMEO password D O O OO0 O OO0 0O
oooooooon
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O OO0 command

nxr130#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#interface ethernet <0-2> [vid <1-4094>]
nxrl30(config-if)#

nxr130(config)#interface loopback <0-9>
nxr130(config-loopback)#

O ip address
ggooooo
ggooooo
| no g

O ip address
ggooooo
ggooood
g no g

O ipv6 address
ggooooo
ggooooo

O ipv6 address
ggooood
ggooooo
o HEN

oo0oooooowooooooooooo
ip address A.B.C.D/M (]secondary)
no ip address A.B.C.D/M (]secondary)

DHCPO OO IPOOODOODODOOODO
ip address dhcp (JHOSTNAME)
no ip address dhcp

00ooooooDiwved0DO0OD0OOODODOO
ipv6 address X:X::X:X link-local : O0O0OO0OOOOO LLADODOOO
ipv6 address X:X::X:X/M (Jeui-64)

Deui-6400 000 ipv6-address O prefixO DO OO0
ipv6 address autoconfig :ipve forwardingD OO OO OOO0OOO
no ipv6 address X:X::X:X link-local
no ipv6 address X:X::X:X/M (Jeui-64)
no ipv6 address autoconfig

DHCPv6 Prefix DelegationO0 OO0 OO O0O
ipv6 address DHCPv6-PD X:X::X:X/M (Jeui-64)
ipv6-address [0 0 sub-prefix 0 host O O OO0 OO
PREFIX-NAME O O dhcpve pd0 00 OO0 prefix0 0000000000
ipvé dhcp client pdO0 OO0 OO0
no ipv6 address DHCPv6-PD (]X:X::X:X/M)
:DHCPV6 packet O O O interfaced0 00O 0O
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0O speed

oooooood
oooooono
oo o oo
0 no 0
og aad

interface node

interface node

O000oooooooooogculi/halhOOOOO0OOO

Default Dauto-negotiationO0 0 00 OO0 ethernet Port0 00000000 O0O
0000000 SWHUB port0 00000000 Oswitched port0 00000000
ooooooooood

speed (auto]10-full]10-half]100-full]100-half]auto-limit) (]Jport <1-4>)
speed auto

no speed

Oauto-limit0 00O OO O O auto-negotiation O 0 10/100M O O advertise O O O O Gigabit inter-
faceOOODOOOOO 1000M(1G)O IinkOOOOODOUDavtoOODOOOOODOO (auto-limit0 OO
1000M linkOOOOOODOOO)O

Oport <1-4>0 HBOODOOOOOODOOODOOOOOO

Oauto-negotiation0 00000000 OO0OODOO0O

0o0o(@)dioo0M > 100M-Full > 100M-Half > 10M-Full > 1OM-HalfO OO 0O (O)

O0000OD0O auto-negotiation0 000000 0ODO0OO0ODOODOODOOOOODOOOOODOODOOO
gooopoooooooooooooooo

oo0opoooooo OOopoooooog oooood
auto 100M-Full 100M-Hal ¥ X
auto 100M-Half 100M-Hal ¥ 0
auto 10M-Full 10M-Hal ¥ X
auto 10M-Hal ¥ 10M-Hal f o

O active power save mode

goooogon

goooooo
oo O oo
0 no 0
oo oo

Ethernet O OO Switching HBO O OO OO PHYO OO OOOOOODOOOOODODO
OO0O1port0 0000000000 DODOO0OODOOOODDOOOODOO
O00000default0 0000000000000 OPHYOODOOOOOOOOO
102000000000000000
gooooOoOoOoOOO0oOO0OOO0OO0OOO0OO0OO0OOOOOOOOOOOOOOOOOOO
ooooooooogd

Jl000M DOODODOOOOODO

OCableD O 1OmOOOOO
power-save enable (]Jport <1-4>)
no power-save enable (]Jport <1-4>)
no power-save enable (|port <1-4>)
port <1-4>0 HBOOOODOOOODOOO
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O mtu

ooooooo
goooooo
oo o oo
0 no u

O ip proxy arp
gooooog
gogooobod
gg O oOd
u no U

interface node

MUOOoOOooOoooo
mtu <bytes:68-1500>

mtu 1500

no mtull (= Set defaults)

Proxy ARPOODOOOOODO
ip proxy-arp

no ip proxy-arp

no ip proxy-arp

O ip directed-broadcast

ogoooooo
goooooo
oo O do
0 no 0

Directed Broadcast 0 0 000000000 OODOODOO
ip directed-broadcast

no ip directed-broadcast

no ip directed-broadcast

138



O 70 interface node

interface node

O ip redirects
ooooooo
OICMP redirectO type=50 000000000000 OO0OOOOOOOOOOOOOOOOOOOO
000000000RFC792
OOO0O0O Send redirect0000O0OOOICMP redirect0 0000000000 O0OOOODOOOO
ooooooon ip redirects
gooooog ip redirectsdd (OO)
Oo00ONeO OO no ip redirectstl (O O)
ooooood
OO0O0 ICMPRedirect 00O OO OOOICMP Redirect DO DO OO0 OHestD OO DODOOODODOO
OOodooo00ooooooooooooooooooog
0 Host A0 OHost B(192.168.1.100)0 0 IPv4A0 0 00O default ge(NXR) D OO OO OO
ONROOOODOOOODODOOODO192.168.1.0/240 00 next hopO 192.168.1.2530 00000
O0O0ORouter ADDDOODOOO
O O0O0OO0Onext hopO Router ADOOOOOHest AUODOOOODOOOODOOOOOHost AO
ICMP RedirectD 0O OO OO
O Host ADOOOOHost BOODO IPVAO OO OODOICMP Redirect0 00O 0O next hopO OO
OORouter AUODOOODOO
OO0OO0OCOOICMP RedirectD 000D OCOODOODOOOOODOODOOOOOOOOOOOOODO
000000000 d forwardingD O OO OOOOO

PC B: 192.168.1.100

A
e — .
|
|
T
192.168.1.0/24 !
|
AET 49T I—hk
192.168.1.0/24 (gw) 192.168.1.253 NXR Router A
192.168.0.254 1192.168.0.253
. v |
Send Redirect#3) -~ ‘ @ IP to 192.168.1.100 !
|
_____________ L1
I 192.168.0.0/24
| @) 1P to 192.168.1.100

(@) Redirect (Next hop=192.168.0.253) l
IP to 192.168.1.100

&

PC A: 182.168.0.100
Default GW=192.168.0.254
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O ip tcp adjust-mss

ooooooo

O Path MTU Discoveryd PMTUDO O OO End-to-endD 00000000000 OODOONMIUODOOOO
0000000000000 000oo00ooo00oo0oo00o0o0oooooooooooon
O00ooooiPvad00000O0O00O0O ICMP fragment needed 000000000000 OODOO
O000000ooooooooDooogoPePNTUDO0OO0OO0O0O0OO0OO0OO0OO0O0O0O0OOnoddPMTUD
0000000ooooooooooMU0bD000Dooo0oDo000oo000o00O00o00dOEnd-
to-end0 000000000000 ODOODOODODOODOODOODOOTCPOO  SYN/SYN-ACKOD O OO
omMsSOODOoO0O0oooooooooooooooooooTcPOOOODDOOODOOOODOO
O0000000o000oo0o0oooooo00oooooooooooooooo

goooood ip tcp adjust-mss (auto]<500-1460:bytes>)

goooooo no ip tcp adjust-mss

Ogo00ONeO OO no ip tcp adjust-mss

ooooooo
OlpvA00000O00O00OO0ODOTCPOOODOOODOOOOTCPODODODOOOOOODOOODOOO
Od00o0oooooooooooooowssoooooooo
O0O0O0ooooMssO000000000Dauto00000O0OOOMSSOOODODOOMSSOOOODO
ooooooooooooooo
O000oooooooooMsSsOoo00ooooooMsSsOo00o0ooooooooooonooo
ooo
guwPOICMPOOOOOODOOOOOOOOODOOODOOODOOODFOOODOOOOODOOO
0000000000o000ooo000oooooo0oooooooogoooon

(I no ip tcp adjust-mssO0 0000 OOOTCP MSSOOODOOODOOODOOODO
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O ip mask-reply
ooooooo
OOpenviewDO OOODOOOODOOODOOOODOOOOOOOOOOO ICMP address mask request
Otype=17000000C00DOOCO0ODOOOODOOODOOODOOODOOODDOOODODODOO
oooooogooooooooood™
O0000000OICMP address mask request 0 0 000000 OOOOOOOOODOOO
goooooo ip mask-reply O ICMP address mask requestd 0 00O 00O M
ooooooo no ip mask-replyd ICMP address mask requestd 0 OO0 0O 0O [
gooONoO OO no ip mask-reply
oooooodg
O ICMP address mask request/replyC 0000000

ISP~ __ppp0 (10.00.196/32)
//F ICMP address mask reply D' %

#
s

a NXR#1

»‘ 192.168.0.254

NXR#2

192.168.0.253
g A

ICMP address mask replyh* G %) Regquest (to 10.0.0.196)

Request (to 192.168.0,254)

192.168.0.0/24

y Reply (mask=255.255.255.255)
Reply (mask=255.255.255.255)

S

OpenView
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O link-check
goooooo
OEthernet linkOOOOODOOODOODODefaultd 10[sec]U 0 O0O0[sec]O O OO OODO link down
COoOoOooo@OuwOOOoOOoO)OLinkOOOOOOOOODOUOOOOODOOOODDOOOODO
OO
O00Oethernetd0 0 vianO OO OO OO0 OO ethernetd link up/down 0 O O vlan interface O
linkOOO up/down0 00000 OOVLAN interface0 0O linkOOOOOOOOOOODOO

upO OO O downO O OO

Connected route] O O O (RIB/FIBO O O 0O) Connected route] 0 OO (RIB/FIBO OO O)

0 O interfacel] O O interface 0 O route 0 O O 0 O interfacel O O interface 0 O routed 0 O O
Interface0 00 000000O0OIPaddress 00000

Interface0 000000000 IPaddressd 0000 (0 O O ip/ipvé access-linkdownd O O O O O O linkdown
gooooooono)

BindOOOOOOODOOoOOODODO BindDOOOOOOoOoOoooono

Network event0 0 OO OO0 Network event0 O OO O OO

Router solicitationO O O (IPv6) -

0 Connected route0 000 /70000 Oshow ip route database 0 00000 O000OODOOO
ORIBO Routing Information BaseO O 0000 0000000000000 O000OOOOOOOOO
0000000000000 UUUUUOUUUUoUoUoUUUOOUOo™
OFIBO Forwarding Information BaseO O O IPO 00000 ODOOOOOOODOOODOODOOOOO
RBOOOODODODODODOODODUOODODUODOOUOODODOODODOOUOUOUOOUrBOOOOOOOO

ooooooo link-check (]<0-60sec>)
oo o 0OOd link-check 10
O no O  no link-check (=link-check 0)
0od oo
ObhindOOODOOODOODOOOOO/00000000
Ethernet interface 0 O tunnel interfaced PPPOEC 00 00O OO0OOONInk downD OO0 OO0
0000 interface0 downO0 OO0 O000O0O0O0ODOOOOTunnel interfaced PPP interface O up/
downOOO0O0O0O keepaliveO OO ODOODOOOOOOUSERODO OO bindO O (OO interface
down O trigger O L2TP tunnel/session0 00 0000) 000000 OOODOOOODOOODOOO
o000
OSwitching HUBO O O OO O OO ethernet interfaced linkOOODO OO
000 Switching HBO OO O OO OO ethernet interface00 linkDOOOOOODOODOO
switching hub port 0000 link downd O 0O 00O O ethernet link downOD 0001000 switch-
ing hub portO linkO upd0 0O 0O Oethernet link up00O000O000O0O0O
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O ip access-linkdown

goooooo 00000000 000hink downO OO O0OOO interfaced IPv4 address [
o0ooooooooooo

goooood ip access-linkdown

O no O no ip access-linkdown

oo oo Default O O 00O (no ip access-linkdown)O O O

O ipv6 access-linkdown

0000000 OO000D0O0O00000Nnk downO0OO0O0ODO0O interfaced IPv6 address D
oooooooooooo

gooooog ipv6 access-linkdown

O no 0  no ipv6 access-linkdown

RN RN Default D O O O (no ipv6 access-linkdown)d O O

O ip arp reachable-time

gogoooono UUOOOARP ODOODOOO0OUOUOOooobobobobo

ooooooo ip arp reachable-time <30000-3600000>

ooooooo ip arp reachable-time 30000

OOO0ONO OO  no ip arp reachable-time

gogoooono show arp OO0 000000000 REACHBLEO OO DO DODOOOO
0000D000OJ0.5 0 1.50x reachable-time 000 0OO0OO0OODOO0O

O ip arp queue length
ooooooo
OEthernet/Vlan interface DO OIPVAO 000 O0DOOOODO O (nexthop)d mac addressO 00000
OO0000OO0Omac address0 000000 queveingD 0 O0O00OO0O0OOOOOODOODOOODOOO
OQueue T Oneighbord entry0 00 0OO0ODODO
Oqueueingd0 0 0 packetD JaddressO 0 0000000000 OOCOOODOO
OQueueD fullODOODOODO packetUDO OO0 Oqueved 0 OO0 dropd D O0ODO
goooood ip arp queue length <1-1000>
oo o OO no ip arp queue length (=3[packets])
O no 0 no ip arp queue length
ood od IPvAO IPv6 0000000 OOunterface000000000O0ODOOO
IPv6 00O OO0 Oipve nd queue lengthO OO0 O O0OO0O0O0O

O ipv6 nd prefix
goooooo IPv6 Routing Prefix AdvertisementO O OO 0O0OO
ooooood ipv6 nd prefix X:X:X:X::X/M
(J<valid-lifetime:0-4294967295> <preferred-lifetime:0-4294967295>)
od OO0 Ethernet/VLANO OO DOOO
g no g no ipv6 nd prefix X:X:X:X::X/M
(]<valid-lifetime:0-4294967295> <preferred-lifetime:0-4294967295>)
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O ipv6 tcp adjust-mss

ooooooo
goooooad
oo o oOd
0 no 0

TCP/IPv6O MSSO O OO DOOOO

ipv6 tcp adjust-mss (auto]500-1460)
no ipv6 tcp adjust-mss

no ipvé tcp adjust-mss

O ipv6 nd send-ra

ooooooo
ooooooo
O no O

1Pv6 RA(Router Advertisement0 0O O 0000
ipv6 nd send-ra ERAODDODOO)
no ipvé nd send-ra ERAOODOO)

O ipv6 nd ra-lifetime

ooooooo
goooodo
oo O OO
0 no 0
oo oo

IPv6 RA(Router Advertisementd 00000000 ODOOOO
ipv6 nd ra-lifetime <0-9000>

ipv6 nd ra-lifetime 90

no ipv6 nd ra-lifetime

ra-lifetime >= ra-interval max

O ipv6 nd ra-interval

goooodo
ooooooo
oo O do
oo oo
0 no 0

IPv6 RA(Router Advertisement0 0000000000000
ipv6 nd ra-interval <min:3-6750> <max:4-9000>

ipv6 nd ra-interval 10 30

min < max x 0.75

no ipv6 nd ra-interval

O ipv6 nd rs-interval

ooooooo
goooodo
oo O Oo
0 no 0

IPv6 Router Solicitation0 000000000000
ipv6 nd rs-interval <interval:1-10sec>
ipv6 nd rs-interval 1

no ipv6 nd rs-interval : Set defaults

O ipv6 nd rs-count

ooooooo
goooodo
oo O Oo
0 no 0

IPv6 Router Solicitation0 00000000000
ipv6 nd rs-count <count:1-2147483647>
ipv6 nd rs-count 3

no ipv6 nd rs-count : Set defaults

O ipv6 nd reachable-time

goooooo
goooodoo
oo O Oo
0 no 0

00000000000000000000
ipv6 nd reachable-time <msec:0-3600000>
ipv6 nd reachable-time 30

no ipv6 nd reachable-time : Set defaults
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O ipvé nd ns-interval

ooooooa
goooooad
oo o oOd
0 no 0

NSOOOOooooooood

ipv6 nd ns-interval <msec:1000-3600000>
ipv6 nd ns-interval 1000

no ipv6 nd ns-interval

O ipvé nd dad attempts

ooooooo
goooooad
oo O oOd
0 no 0

IPv6 DADO 0O ODODDOOODOOOO
ipv6 nd dad attempts <0-600>
ipv6 nd dad attempts 1

no ipv6 nd dad attempts

O ipvé nd accept-redirects

gooooogo

ooooooad
oo o oOd
oad oad
0 no 0

IPv6 forwardingO O OO OO OOICMPYE redirects0 0000000000
oooooo

ipv6 nd accept-redirects

no ipv6 nd accept-redirects

IPvé forwvarding0D 0000000000 OOOODOODODOOODOOO

no ipv6 nd accept-redirects

O ipv6é nd queue length

gboooooo

OEthernet/Vlan interface0 0 IPv6O0 OO OO0 OO OO O ODONeighbor DiscoveryD OO O OO0
O (nexthop)d mac addressO 0000000000 OOOmac address00 00 00O O queueing O O
dooooooooooooooooon

OQueue O OneighborO entry0 000 OO0OODO

Oqueueingd O 0 packetO Oaddress 00000000 D0OOODOOOOODOOO

OQueue D fullODOODOOODO packetO OO OO Oqueuved0 00 OO0 dropO0 0O ODOO

ogoooooo
oo o oo
0 no 0
oo oo

ipv6 nd queue length <1-1000>

no ipvé nd queue length (= 3[packets])

no ipvé nd queue length

IPvaO IPve OO 000000 Ointerface0 00 0000D0ODOOODOO
IPvaO0O0O0O0OOip arp queue length OO OO OOOODOO

O ip rip receive version

ooooooo
ogoooooo
oo o oo
oo oo
0 no 0

RIPODOODOODODOODOOODOO

ip rip receive version (1]12) (]1]12)

ip rip receive version 2

version 1, version 2, version 1 & 2000000
no ip rip receive version

145



O 70 interface node

interface node

O ip rip send version

oooooogo RPOOCOOODCOOOODOOO
goooooo ip rip send version (1]2) (]1]2)

oo o ogo ip rip send version 2

oo OO version 1, version 2, version 1 & 2000000
O no 0 no ip rip transmission version

O ip rip split-horizon

ooooooo Oo000o0ooooooooooooo
oooooog ip rip split-horizon (]poisoned)
oo 0o oo ip rip split-horizon

O no O no ip rip split-horizon

O ip ospf cost

goooooo osPFO0OCODOOOOOOOn
oooooog ip ospf cost <1-65535>

a no O no ip ospf cost

O ip ospf hello-interval

ggooooo HelloDODOOOOOOODOODO
gooooboo ip ospf hello-interval <1-65535>
O no O  no ip ospf hello-interval

O ip ospf dead-interval

0ooooodo DeadDODODOODODOODOOODO
oooooog ip ospf dead-interval <1-65535>
a no O no ip ospf dead-interval

O ip ospf retransmit-interval

ggooooo Retransmit0 0 OO0 0O O0O0ODOOOO
gooooboo ip ospf retransmit-interval <1-65535>
O no O  no ip ospf retransmit-interval

O ip ospf transmit-delay

goooooo Transmit DelayO0 OO0 OO0 0O
oooooog ip ospf transmit-delay <1-65535>
a no O no ip ospf transmit-delay

O ip ospf authentication

ooooooo oooooooooo

goooooo ip ospf authentication (null]|message-digest)
O no 0 no ip ospf authentication
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O ip ospf authentication-key

oo0ooooO OOoOoOoooooOoOoOOoOoOoOo
goooooo ip ospf authentication-key PASSWORD
O no O no ip ospf authentication-key

O ip ospf message-digest-key

0oooooo MsoOooooooooood

goooood ip ospf message-digest-key <keyid:1-255> md5 PASSWORD
O no O no ip ospf message-digest-key <keyid:1-255>

O ip ospf priority

goooooa gogbobooobobbooonono
gooooog ip ospf priority <0-255>

O no 0 no ip ospf priority

O ip ospf mtu-ignore

gogoooog pppO O MUOOODOOOg
ooooooo ip ospf mtu-ignore

O no 0  no ip ospf mtu-ignore

O vrrp ip address

goooooo VRRPO O OOOOOIwPOOOoOWIPHOOOODODOOO
goooooo vrrp ip <vrrpid:1-255> address A.B.C.D

O no O  no vrrp ip <vrripd:1-255> (address A.B.C.D|)

O vrrp ip priority

ooooooo  vRRPOOOOOODOOOODOOO

gooooogo vrrp ip <vrrpid:1-255> priority <1-254>

o0 O OO  wvrrp ip <vrrpid:1-255> priority 100

g no g no vrrp ip <vrrpid:1-255> priority

ooooooo
OoooooodOopriorityJ000000CO00O0ODOCOOpriority000000O0OO

O vrrp ip preempt

OO0o0ooo0Og  PreemptdO0D0OOOOODO

ooooooo vrrp ip <vrrpid:1-255> preempt

o0 O OO  vrrp ip <vrrpid:1-255> preempt

g no g no vrrp ip <vrrpid:1-255> preempt

ooooooo

OPreemptO0 00000 Opriorityl00000000CO0OOOOOODOOOOODOOO
Opreempt0 0000 OOpriority0 00000000000 DOO0OO0OOOODOOOOODODOOOOO
oddoooo0oOooooooOooooooooooo
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O vrrp ip preempt delay

goooooo

OPreempt OOOO0OOO0DOOOOU0DOCOCOOODOCOOODOOOOadvertise JO0OOOOODO
000oodoooo0ooooooooooooooooooooooooooon

Opreempt delay0 0001 O 1000(0)00dooo@OoOO)yYoOoOoO

go0oooog  vrrp ip <vrrpid:1-255> preempt delay <1-1000sec>

O no O  no vrrp ip <vrrpid:1-255> preempt delay

ooooooo

OPreempt delay OO O O00OOCOOO0ODOOOODOOOOODOOOOODOOOOODODOOODOOOO
000ooooo0d0ooooooooooooooOon

o JOOOOOOODO

- master down timerJ0 O OO0 delay timer OO0 0OO0O0ODOODO advertise OO0OO0O0OODOOO
oooooooogod

- 00000000000 advertise 00000000000 O0OO0OODOO0ODOOOO0ODOOO
(delay timer OO OO0O0OO0OO0ODOOOOO)HO
-0000000D00D00 advertise JO0ODOOO0OD0OODOOOOdelay timerOOD0O0ODO delay
timerO0 000 Omaster down timer 000000000000 Odelay OO00OO0O0OODOOOOO
advertise 000000000 DO0O0ODOOOODOO(delay timer0 000 OdO)d

o JOOODOOO

- 00000000000 advertise 000000000000 0ODOOOODODOOOODODO

- 00000000000 advertise JO00OOO0O0ODOadvertise OO0OOODO@OODOOOOO
Oooooooooog)o

O vrrp ip timers

OO0OO0O0OO0OO0O VRRPO advertise0 0O OOOOOOOOO
0000000  vrrp ip <vrrpid:1-255> timers advertise <1-255sec>
OO0 O OO0  vrrp ip <vrrpid:1-255> timers advertise 1

O no O  no vrrp ip <vrripd:1-255> timers advertise

O vrrp ip netevent
OO0OO0OOoOoO0O  VRRP trackingD OO OOODO
0000000000000 00000000oooooooog
0O00oO0oOggd  vrrp ip <vrrpid:1-255> netevent <trackid:1-255> priority <1-254>
vrrp ip <vrrpid:1-255> netevent <trackid:2048-4095> priority <1-254>
O no 0  no vrrp ip <vrripd:1-255> netevent
ooooooo
Otrack eventO downO0 0000000000000 priority0000000000000000OO
Opriority0 00000000000 priority0 000000000000
Oevent downO OO OOpriority0 0 0000000000000 0O0OO0OOOOOOOOOOOO
oooo

oo 00oogodOpriority>0000000000priority
Event downd O O O0oOo0goO0Opriority<00000O0ODOOOpriority
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O ip access-group

ooooooo

Oglobal nodeDO00O0OOACLOODOOCO0ODOOOODOUOODODOOODOOOOOODOOOODOOO
Ooooooo

ooooogoo ip access-group (injout|forward-in|forward-out) IPV4-ACL-NAME

OO00ONeO OO no ip access-group (injout]forward-in]forward-out)

ooooooo

0000000000 0000000D0000D000000(@ DO Packet TravelingD O O)OODO
Oo400000

in(local input) NXROOOOOOOODOOOODOOOODOOOOOOO

out(local output) NXRO O O OO OODOOOOOOOOOOOOOOO

0000000000ooO0oNRRODODDOO0DDODDOoooOoooooooooo

forward-in NXROOOOOOOOOOOOOOO forwardingOOOOODOOOOOOO

forward-out NXRO O OO ODOODOODOODOODOO forwardingOODOODOOOOOOODO

OmacO 0000 ACLOOoutO OO forward-out0 OO0 O0O00O0OOOOOOOO

O ipv6 access-group

O000Doo0 OOoOOooooooiwpveOODOO0OOODOO0ODOODOO
ooooood ipv6 access-group (injout]forward-in|forward-out) IPV6-ACL-NAME
Oo0 0O OO 0Ooo00o

O no O  no ipv6 access-group (in]out|forward-in]forward-out)

O ip masquerade

ooooooo

goooooOoobooO0oUoooOoO0oooOoOoooUOoooUOooOoIwprv4d0DOOOOOOOOOOO
OOmivAaO0D0OD0O00D00000D00000

ooooogoo ip masquerade 0000

ooooogon no ip masqueraded 0 OO

OO0OO0NeO OO  no ip masquerade

ooooooo

000000000000 (Ethernet/VLAN/PPP/Tunnel/WivAX) D O OO OO OOOOOODO

OTCP/UDF/ICMPO 0D OO0DOOOO0OODOODODOOODODOOODOOOODOOOODDOOO

Olpve0O0O0O0O0OIWPOOOOOOODOOOOOO

Oforward out/local output 0 00000000 OO0DOOOODOOIPOOOOOOOODOOOOO

O ip (snat-group]dnat-group)

goooooo

Oglobal node00OOOSNATOOODNATOOODODOOODODOOODDOOODDOOODStatic NATO
oooooooooooOoo

OSNATO OO OOOO0O000O0o0o0o0oooooDNATOOOO0000ooooooooooon

ooooogoo ip (snat-group|dnat-group) NAT-NAME

OO00ONO OO no ip (snat-group|]dnat-group)

000O0oO0 NATODODODOOOOiup snat/ip dnat)d OO0 (global node)D 00O OO0
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O ip webauth-filter

ooooooo
OwebOOODOODODODOOOOOOODODOODOODOODOODOODOOOODOODOODOODOOOOO
00000 Owhd0DO0oOOooDooOoboboooooooog
OwebODODODOODDOOOOODOODOOODOINOUTOODOODOODODOODOOOOOOOOO
O0Default0 D ODOODOODOODO

gooooon ip webauth-filter (forward-in]forward-out) WEBAUTH-ACL-NAME

Oo0oONeO OO no ip webauth-filter (forward-in|forward-out)

goooooo

OWebOODODODOODOOODOOOOOOip web-auth access-listO OO O Oglobal noded OO0 O
gooood

OWebDOODOOOOOOWeb Authenticate node0J 00 000O0O0OO

O pppoe-client ppp

0ooooodo  PPPEO0OOODOODOOODOODOOO
goooooo pppoe-client ppp <PPP-INTERFACE-NUMBER:0-4>
gbo 0o 0o no pppoe-client ppp

oo oo 0000000OEthernet interfaced 00O

O no O  no pppoe-client ppp <0-4>

O ip spi-Ffilter

ooooooo

0000000000 O000O0O00OSPIO Sstateful Packet InspectionD 000000000 OO

000000000000 0ooO0ooooDoDOOooOoDO0DOO0oO0ooDO0oDOO0oDOO0DbOO0ObOOoDODOODOOD
goog

ooooooon ip spi-filter 0OO0OO

gooooon no ip spi-filterD OO O

OooONeO OO no ip spi-filter

goooooo

O000D0000000O0OestablishedO0 OO related0 0000000000 OO0OOODOOO
OEstablishedD 000 0O0OOOOOOO0OOOCOODOOO0ODOOOODODOOOOOOOOOODOOOO
ORelated 00 0000D0OO0D0O0OOO0ODOODODOODOODODOOFPOODODOODOODOODOO
oood

000000000000 0syn000000ODO0ODOODOODODODOODOODOOO

OsSPIOOforward inOO0O local Input0 00000000000 O0ODOOCO0ODOOOODOOOOO
gooooog
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O ipv6 spi-Ffilter

ooooooo IPv6 SPI filterO0 OO OOODO
ooooood ipv6 spi-filter

oo 0O oo no ipv6 spi-filter

O no O no ipvé spi-filter

O shutdown

ooogoooog DO0O00O000 (ethernet <0-3>)00000000000CO0O0OOOOO
gooooao shutdown

oo 0O O0d no shutdown

O no O no shutdown

O shutdown port (NXR-1250 0 0O NXR-15500)

ooooooo 0000000 ethernet )OO OD0O000ODO0OO0OO0ODDOOOOODOOOOO
0000C000000DOoO0o00ooo0OoOooCOno shutdownD OO O

ooooooo shutdown port <1-4>

O no 0  no shutdown port <1-4>

O ipsec policy

0000000 0OO00O0000o00oooogoOlrsecd0DOdDODODODOOOOOD

ooooogoo ipsec policy <local policy:1-255>

goOONO OO no ipsec policy (J<local policy:1-255>)

ooooooo
0oooooooodolrsecO 00000 ODO4000000000000000000DO0
OO0000000ooooooiIPpsec0000DOOO0ODOOOODOOOODOOOOO

O ipsec policy-ignore

ooooooo

OlIPsec policy 000000000 0ODODOODOODOOOOOOIPsec policy 000 any O0OO0O
000000000000 000 1IPsec O0O0ODOO0ODODODOOODODOODODO

0000000 ipsec policy-ignore (]input]output)

OO0O0O0O000 no ipsec policy-ignored 00O 0O

OO00ONoO OO no ipsec policy-ignore

ooooooo

Olnput0 0000000 Oiunbound policy check DO O0OO00OOOOIPsec OO0DOOOOOODOODO
000000 D00ooooooooooooooooooog

Ooutput OO O0ODOCOOOO0ODOCO0ODOOOOOOOOOOOOOOONPsec policy DOOO
OO0000oO0ooooooooo
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m QoS
ogoooood QSO DOoooon

o HTBO OO

ooooooo queue policy POLICYNAME bandwidth <1-1000000> (]ifg-pa-fcs)

ooooood
OHTBOOODOODOOOclass policyDOOOOOODOO class policyD OO OOOO
goo000O0Oclass policyDOOOOO0OOclassOOOOOOODOOOODOO class policyd 00O

000o0oooolBOOODooood

ObandwidthO Oclass policyDC OO0 OO0O0OOO0OOO
Oifg-pa-fes(0O0)ODDOOO0OD0ODOOOOOODefaultdOoonOd

o PQUOO

goooooo queue priority-group <PRIORITY-MAP-NUMBER:1-32>

ooooooo
OPQOOODOOO0OOglobal nodedOO0O0O priority-map0 000000
000O00dpriority-map0 00000000000 0O0O0O default classOO 000000 PQO
00000000000 opriority-map0 0000000000 PQOOOOOODOO
O00classO0000O000O00OO0OOOdefault classO0 0000000000

o SFQO OO
goooooo queue fair-queue

o FIFOO OO
goooooo queue fifo (Jlimit <1-16384>)
ooooooo IlimitO FIFCOODODOO0OO0O0O0OO0DOO00ODOO0DOOO

o TBF(shaping)d O 0O
ooooooo
queue shape <RATE:1-1000000> <BUFFER:1-1000000> <LIMIT:1-1000000> (]ifg-pa-fcs)

ooooooo

[0 <RATE:1-1000000>  ShapingO OO (Kbps)D O OO OO O

[J <BUFFER:1-1000000> Bucket O O 0O (bytes)D DO DO O OO

O<LIMIT:1-1000000> TokenO OO OO OOOOOOOOODOOOOOOOOOOOOOODO (bytes)

ooooooo
Oifg-pa-fcs(OO)D O OO0 O0ODOOOOO0ODODRefault0 OO OODO

O Nno queue

0O00Odo0dO  no queue
goooooo 0000000 queued OO0 00O Odefault queuel pfifo fastO O OO O OO0
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m QoS (00O)

o classify

goooooo classify (inputjoutput) route-map ROUTEMAP

goooood

0dooooooooooooooooooooiloooooooDdOoO0ianputd outputd OO OO
ooooooooooon

Oinput00000000DO0ODOOPRE-ROUTING(O O O Packet TravelingO O O)OODOOODOODO

Ooutput 00O OD0OOODOODODOOPOST-ROUTING(O O O Packet TravelingD 0 DO0)0OOOOOOO

o no classify

ooooooo no classify (]input]output)

ooooooo

dod0oooo0oooooooooooooooooon

MnoclassifyD 000000000 @nputT output) D0 0000000 OODOOOOODOOOO
input0 00 output0D OO OO OO

e ifg-pa-fcs
g0000O0O0O0O0O0O0O0O0O0O0OO0O0OO0O0O0OO0OO0OO0OO0OO0OO0OOOOOOOOOOOOOODOOO shapingO
OOFCSO IFGO PAODODDOO0OODDOOO rate0 000000000 DODOOshaping rated 000
O000OO0O0OODEthernet0 0000000000 0OOOOOOOORCSO IFGO PADOODOOOO
0000000000000 00o0oD000oo000D000oDoO0O00oDooOUOEethernet/
WiMMXOODODOOOOOODOOODOOshaping rate0 000 O O IFG(inter-frame-gap0 000 OO
12000000)OFCSA00D0)dPA(preamble:80 0 0)0000DOOOO0ODODOOOODODOOOODO
O0000ooOooO0ooooOo0oO0oOo0oO0OOo0O0D0ODoOO0DODoOO0ODODOOODOOODOOODOOOOOODOOO
Default D0 O O0DOOODOODOOOOIFGOPAORCS DDOOODDODODOOODODODO
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O (iplipv6) rebound

oooooog
Jooooooooooooooooooo0oooooooooDoooooOooDo0nao (fForwarding)
0000000000 00ONROODODOODO0O0D0D0000000000000O000ONXRODOTTL
goobooooobDoooooooooog

OIP rebound0 0000000000 00ODOODO0O0ODOODOODOOODOODOOODOODOODODOODODODO
O00000D00D0O0O0 destination unreachable0 OO0 O 00O

Obefault0 00D ODO@MOOOOODOODOOODODODOOODOODODODOODOODOODOO)O

oopoooog (ip]ipv6) rebound

oo 0O oo (iplipv6) rebound

O no O no (ip]ipv6) rebound

O ip reassemble-output

ooooooo
doooooooodMTuooogpPMmuioO0ODOooooooolIrP forwardingD OOOOOODOODOO
00000000 oooo000oooo00o0ooo00mMooo0ooooooooooooooon
OO0O0O00O0ONROODOOO0OOO0OO0O0O0DO0O00000O00000000000o0ooogo

- fragmented packet(0 OO0 O00D0)OMUDOOOODOOOODOOOOODOOOODOOOMTUO
ooooooooooooooooon

- fragmented packet(C OO OO OO)DOMIUOOODOOODOODODOODO fragmented packet 0 00O 0O
ooooood

- 00000000000 MUO000D0000D0D0O00000O000DOO0OoO0oDoO0Og

ooooooo ip reassemble-output

oo 0O oo ip reassemble-output

O no O no ip reassemble-output

ooooooo
O000U000o000ooo000o0m@mouoooouoooooooooooooooooooon
0000000 00oDoo000Dooo0o0ooo00ooooooooooooooIwPr0ooooDoon
O000000d00o0oo0dU0oooo0oooooooooooooooooooooooooon
000000000000 oo0o0ooo00Doo000Do000oDoo0o0oooONROOO
O0oo0oooooooooooocOowroooooooooooooooooooo

- fragmented packet(C OO OO OO)OMUOOOOOOOOODOO fragmented packet O MTUO O
oooooooooooooooo

- fragmented packet(CO OO OOO)ONMUOOOODOOODOOOODO fragmented packet OO O
ooooood

- 00000000000 MUODDO000D00000O fragmented packet0 000000000
oooooo

ODefaultO Oglobal DO O OO interface0 00 00O OO0OOGIobal O OO interface 0 OO AND
O0000oo0o0oo000ooooooooooooooogglP forwardingOOOOODOOOOO
ooooo

O000000000000o000ooo0d0320000000033 000000000000000
000000000000 0D0000000OiIp reassemble-output 0O 000000000000
OO
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O session invalid-status-drop-interface
ooooooo
Osession invalid-status-dropd O (global nodeO0 O0)O0 OO OO0OOOOOODOODOOOOODOOOO
J00d00default0OO0 DO OO0
goooooo session invalid-status-drop-interface enable
oo 0O oo no session invalid-status-drop-interface enable
O no O no session invalid-status-drop-interface enable
ooooooo
00000000 o0ooDooboooooooogonOglobal node D session invalid-status-drop O
0000000000 00o0o0000oo0000o0o0o00oo0ou0oOddethernet 00 0OOO0OO
o0oooooooooooog
- global node O O session invalid-status-dropd 0 00000 0O
nxrl25(config)#no session invalid-status-drop enable
-000000ooOooOoooooooooooon
nxrl25(config)#interface ethernet 0
nxr125(config-if)#session invalid-status-drop-interface enable
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O OO0 command

nxrl130#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#interface tunnel <0-255>
nxr130(config-tunnel)#

O description

goooooo goooooboooooooooaao
goooooad description DESCRIPTION

O no O no description (|JDESCRIPTION)

O ip address

ogooooood ooooooooimwroooooooooon
goooooo ip address A.B.C.D/M (]secondary)

O no O no ip address (JA.B.C.D/M) (]secondary)

O ipv6 address

ooooooo goooooooimwpedDOODODODOoOOOO

ooooooo ipv6 address X:X::X:X/M (Jeui-64) : IPv6 address (e.g. 3ffe:506::1/48)
ipv6 address X:X::X:X link-local

d no d no ipv6 address X:X::X:X/M (Jeui-64)
no ipvé address X:X::X:X link-local

O ipv6 address

0000000 DHCPve PDODOOOOODOO

O ipv6-address O O sub-prefixd host D O OO0 OO0 OOOOOOO

CODHCPv6-PD O OODHCPv6 PDO OO OO prefixeO OO OO OO OO OOupv6e dhep client pd0 0O 0000
goooooo ipv6 address DHCPv6-PD X:X::X:X/M (Jeui-64)

d no d no ipvé address DHCPv6-PD X:X::X:X/M

O tunnel source
goooooo gooO0O0OsourceOOOOOOOOO
ooooood tunnel source A.B.C.D

O tunnel destination
ooooooo 00000 DestinationD 0D OOO00OODOODOO
ooooood tunnel destination A.B.C.D

O tunnel mode

ooooooo 0000D0000DoooooliIP over IP/GRE/IPsec 1PvALT]
OOoOoooogd  tunnel mode (ipiplgre|ipsec ipv4)

oo 0O oo tunnel mode gre

O no O no tunnel mode (= tunnel mode gre)

oo oo Route based IPsec (00 00O CDOODOODOOOI psec ipvd0 00 OOOO
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O tunnel key

goooooo O000OCGREODODOODOODOODOIMODOODOOOGREODDODDOODODO
gOoooooo  tunnel key <0-4294967295>

oo O oo no tunnel key

O no 0  no tunnel key

oo Ood

O0O00D0O0OOOkey IDODOOOOdropd 000000 OOkey IDOOOODOOCOIIDOODOOOOO
00000000 dO0drop0OnOO

O tunnel checksum

goooooo GREODOODUOOGREOD D OIDUODOODDOODOUOOODOUDOODOUDDOODODOOOn
0000000000000 0GREDDODNOODODO

goooodo tunnel checksum

oo o oOd no tunnel checksum

O no O no tunnel checksum

O tunnel path-mtu-discovery
gooooogd O000Doo0o0ooooooemUODOOooogno
OO00oooogd  tunnel path-mtu-discovery

oo 0O oo tunnel path-mtu-discovery goon
O no 0  no tunnel path-mtu-discovery oood
ood 00

OIpv40 00000000 0O0DOCOOOPMTY DiscoverydO0OOOOO0ODOOOOO
-0000IP tunneld tunnel mode ipiplgre0 O O fragment0 000000 PMTUDO OO OO O IPsec
tunnelD tunnel mode ipsec ipv4A0 00O PMTUDD OO OOOOO COODOODOODOOO
-PMTUDOD0O0O00DO/ 000000000 O0DOOO0OODODFO0ODDOOOON/IODODODOOOOOO
ooooooogogo

PMTUDDO O DF bit gooogo

0 fragnentO OO O OO0
00 outer IP headerODFO OO O DO1000O0OO

1 fragment needed0 000000000 OOOdrop0 OO

fragnentO O OO OO0
outer IP headerODFO OO O OO0ODOODOONO

OOfragment0 OO0 O OOOOOO
outer IPheaderD DFO OO O OO0 O OO OO

oo

Otwnrel MTUOOODOOOOODOOODOOOODOOOUOODOPMTUODOOOOOOODOODOOOO
O0000000000000D00000D00000D00DbO00DODheader taxODO0OO0QoooOOd
OOO00CwnnelOODCOPMTUDOOCOOOOOOOOO fragnentd 0000000
OO00O0DOO0Oo0oOooOPMTUDOOOODOOOOOOOtnnelO MTUO 15000000000
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O tunnel ttl

ooooooo  TLoo0oooo

OO0oo0oogd  tunnel ttl (<1-255>]inherit)

od 0O OO tunnel ttl inherit

O no O  no tunnel ttl (= tunnel ttl inherit)
OO0 od

OO0O00001-2550000000000PMTUD O tunnel path-mtu-discoveryD O OO OOO0OO
Oinherit0 0000 OO OGRE/ZIPIPO tunnel mode grelipip 00 TTLO OO OO OO O IPsec tun-
nelO tunnel mode ipsec ipv40 00 TTLOOOODOOOODOOCOODODOODOOOO

O tunnel tos

ooooooo

0000 ToS OO tunnel IP Header OO0 O OO OOinherit D00 OOOOOtunneling IPv4 header
O ToS OO tunnel IP header OO0 O OOOOOToS OOOOOOOECN field DOODOOOOOOO

OO00000OIPv6 packet O tunneling OO OO0 Oinherit 00000000 OToS O0x0 OO0O

OOODDOECN field 0000000 MMOOC1.2.4.1ECN field DOOOOO0ODOOOODOOO

0000000  tunnel tos (<0-252>]inherit)
OO0 O 00O  tunnel tos inherit
O no 0  no tunnel tos (= tunnel tos inherit)

O tunnel pre-fragment

ooooooo Fragmnent0 0000000000 fragnentO O OO ESPOOODODO
0000 ESP packetO OO OOODO M
ogoboooo tunnel pre-fragment
oo o 0Od no tunnel pre-fragment
O no 0 no tunnel pre-fragment
oo OO  Route based IPsec(0 0000 C)OOODOODOOO IPsec tunnel interfaced 00O

ooooboobonog

O tunnel protection ipsec policy

ooooood 0000 IPsec tunnel policyOO OO OO0
ooooooo tunnel protection ipsec policy <1-65535>
O no 0O  no tunnel protection
00 OO Route based IPsec(0 0000 CDOOODODOOOODDOOO
O mtu
0000000 OOOO0OOOOOOOOOMIUODDODOOODOOO
ooooooo mtu <bytes:68-1500>
OO0 O OO  mtu 1476 (tunnel mode gre0 0 0)

mtu 1480 (tunnel mode ipipd O 0O)

mtu 1500 (tunnel mode ipsecd 0 0)
O no O no mtull (= Set defaults)
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O ip redirects

ooooooo

OICMP redirectO type=50 00 00000CO0O0OO0OO0OOOOOOOOOOOOOOOODOOO
000000000RFC792

OOO0ODO Send redirectDO000OOOOICMP redirect0 0000000000 OOOOODOOOO

ooooooo ip redirects

0oooooo ip redirectsd 0 (O0O)

OO0OO0ONOODO  no ip redirectst (0 0O)

ooooood

O ICMPRedirect O O O O interface node O ip redirects0 00000000

O ip tcp adjust-mss

ooooood

O Path MTU Discoveryd PMTUDO O O O End-to-end 0 0 0000000 O0DOODOOOOMIVODODOO
0000000000000 00oo00oDo000ooo0oo00oo0oooooooooooon
0ooooooivadD0DOD0ODO0O0O ICMP fragment needed D 00000000 O0OOOOOO
00000000o00ooooDooooPNTUDO0OD0OOO0OO0OOOOOOOOOOODOOOdPMTUD
00000dooooooooooMuoo0d0oooooo00o0o000o0oo00oo0o0odoend-
to-end0 0000000000000 OOODOOOOOOOOOOTCPOO  SYN/SYN-ACKO O OO
omMsSOOOOoOOoOooOoooooooooooooooooTcPOOO0DOOOOOOOOOOOd
0000000000 0o00oDoo0oo0o0oo0oooooooooooOoo

goooooon ip tcp adjust-mss (auto]<500-1460:bytes>)

0000000  no ip tcp adjust-mss

OgooONeO OO0 no ip tcp adjust-mss

ooooood

OiIpvi0000O0O0O00OO0O0OOTCPOOODOOODOOOOOTCPOODODOOOOOOOOODOOO
00000O0oooooooooooooowsscoooooon

oooooooosMssODdoodoo0b00Dantc0 00000 OOOMSSOOOODOOMSSOOODOO
0oo0oooooooooooo

OooDo0ooooooooonssoooooooooowssooooooonoonooononooooon
ooog

guPOICMPOOOOOOOOOOOOOO0ODOOODOOOODOOOODFOOODOOOOOOO
O00000000o0o000Doo000Dooo00ooooooooooon

(M no ip tep adjust-mssO0 0000 OOOTCP MSSOOODOOODOOODOOODO

O ipvé tcp adjust-mss

oooooog  TCP/IpveO MSSOOOODOOOO
ooooooo ipvé tcp adjust-mss (auto]<bytes:500-1440>)
OO0 O OO0 no ipve tcp adjust-mss

O no O no ipvé tcp adjust-mss

160



O 80 interface tunnel node

interface tunnel node

O ip mask-reply
ooooooo
OOpenviewO OOODOOOUODOOODOOOODOOOOOOOOOOO ICMP address mask request
Otype=17000000000O0OCOO0OCOOOOOOODOOODOOOODOOODOOOODOODOO
oooooogooooooooood™
O0000000OICMP address mask request 1 0 000000 OOOOOOOOODOOO
gooooon ip mask-reply O ICMP address mask requestd O 00O OO M
ooooooon no ip mask-replyd ICMP address mask requestd0 0 OO0 OO
gooONoO OO no ip mask-reply
ooooooo
O ICMP address mask request/reply O O O O interface node O ip mask-reply0 00000000

O ip fragment-reassembly
ooooooo
OPre-fragmentO OO packetD OO ODOOOOONXROODO O reassemble 0 0 O O reassemble 0 O O
forwardingO D OO OOOO0OOO0DOOOOOOdefaultd Oreassembled 000
ORoute based IPsec(C 0000 C)DODODOODOODOIPsec tunnel interface0 00 000ODOOO0O
ooo
ooooood ip fragment-reassembly
oo O oo ip fragment-reassembly
O no O no ip fragment-reassembly
od od
Oglobal noded O no ip reassemble-outputD O O O O O ipsec tunnel interface 0 Ono ip frag-
ment-reassembly0 0 000000 OOOno ip fragment-reassemblyC OO0 OO0 0O OOO
0000 no ip fragment-reassemblyd 0 OO0 OO tunnle interface0 0000000 ODO0O
reassemble 00000000 0OOconntrack 000000000000 0ODOODOOOOODOconntrack
OO00O0O0OOOONATOO /SPIl/session0 000000000000 OOO0OOOOO0OOOOOO
000 packet coloringO0 OO OO0 OOOCOOOO
[ no ip reassemble-outputD OO OO OOODOOODOO tunnel interfaced Ono ip fragment-
reassemblyd O O ip fragment-reassemblyC 000000000 OCOOOO
(no ip fragment-reassembly 0 00000 O00OOOOWarningOODOOOODOD
Oip fragment-reassembly 000000000000 OOOOOOODOODO ip reassemble-output™
odoooooooooooo

O ip rip receive version

ooooooo  RpPOOOOOODOOOODOOO
goooooo ip rip receive version (1]12) (]1]12)
ooooooo ooooooo

g no g no ip rip receive version
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O ip rip send version

ooooooo RwpPOOOOOODOOOODOOO
ooooooo ip rip send version (1]12) (]1]2)
coooooo gooooooo

O no O no ip rip send version

O ip rip split-horizon

gooooofo QOoooOoooboooobooooooo
ooooooo ip rip split-horizon (]poisoned)
oo o oOd ip rip split-horizon

O no O no ip rip split-horizon

O ip access-group
ooooooo
Oglobal nodeD 0000 ACLOODOOOODDOOODOOOODDODOOOODDOODOOOODDO
ooooooo
oooobogon ip access-group (injout]forward-in]forward-out) IPV4-ACL-NAME

OO0OO0NoO OO  no ip access-group (injout]forward-in|forward-out)

Ooooooo
ooooDOoO00ooOoOoooO0oOobOO0o0oboboOoOoDOoOoO@OO Packet TravelingOD OO )O OO
oo400000
in(local input) NXROOODOOOODOOOOOOOOOOOOOOO

out(local output) NXRO O O OO OOOOOOOOOOOOOOOOO

goboooooooobDoOooNMROOOOOOOoOobOOOoOoboboooDbbooo
forward-in NXROOOOOOOOOOOOOOO forwardingdOOOOOOOOOOOO
forward-out NXRO OO OOODOOODOOOOOO forwardingDOOODOOODOOOOOO

OmacO0 0000 ACLOOoutd OO forward-out 0 OO0 OO0OOOODOOOODO

O ipv6 access-group

ooooooo ooooooooowsdooooooooooooo
goooooo ipv6 access-group (injout|forward-in|forward-out) IP64-ACL-NAME
O no O no ipvé access-group (in]out|forward-in]forward-out)

O ip masquerade
00o0doodn0 DOO00OO0000oO0o0oooDoDO0DooooooooogoiIv4a0oooon
goooOooooo V400000000000 ODODOO

googoogn ip masquerade O OO0O

ooooooon no ip masquerade] 0 O O

OoOONeO OO no ip masquerade

ooooooo

000000000000 (Ethernet/VLAN/PPP/Tunnel/WiNAX))D O OO OO O0OOOOOOO

gTCP/UDF/ICMPO 0D O0DODOOOODOODOODOODOODOOOOODOOODODOODOODOOO

dipveO0O00O000OIPODOOOOOODOODOOOO

Oforward out/local output 0 OO 0O O0O0C0OODOOOODOOOIIPOOODOOODOOODOOOO
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O ip (snat-group|dnat-group)

ooooooo

Oglobal node0O0OOOSNATOOODNATOOODOOOODOOUOODOOODOOODStatic NATO
Oo00ooopooooogo

OSNATOOOOOOUO0ODOOO0ODOOCOODOoDNTOOOOOODOOOOOOOOOoooo

ooooogon ip (snat-group|dnat-group) NAT-NAME

OO0OO0NoO OO  no ip (snat-group|dnat-group)

ooooooo NATOODOODOODOOip snat/ip dnat)d O O O (global node)D 0D OO O

O ip webauth-Filter

ooooooo
OwebOOOODDOOODOOOODDOODOOODOO0ODDOOODDODDOO0ODOOOODDOODO
CO0O00OO0OOwebhOOOOOOOODOOOUOOOOODOOOO
OwebODODOOOOODOOOODODOODOOOODOOINOUTODODOOODDODOODDOOODODOOOO
OObefaultCOODOOOOOOO

ooooogon ip webauth-filter (forward-in]forward-out) WEBAUTH-ACL-NAME

OO0O0NOODO  no ip webauth-Ffilter (forward-in|forward-out)

ooooooo

OWwebDOODODOOOOOOODOODOOIip web-auth access-listd 0 00O Oglobal noded 0000
ooooog

OWebOOODOOOODOWeb Authenticate node0 O O0OOOOODO0O

O ip spi-filter

ooooooo

000000000 O0DOOO0ODOOSPIO stateful Packet Inspectiond D000 O0OO0O0OOO

00000d0o0oO0O0oo000oo0o0oo00ooO0oOoD00oooDUO0oOo00ooOoOooOoOoooOO
oooo

ooooogon ip spi-filter 0OO0O0O

oooogoono  noip spi-filterDO OO

goOONeO OO no ip spi-filter

ooooooo

O000000D000O0ODOestablishedD OO related0 0000000000 OCOO0DOOO0OO
OEstablishedOD O O0O0O0D0OOO0ODOCOO0OOOOOOOOOOOODOOOODOOOUODOOODDOO
ORelated 000000000000 DODOOODOOOODOOODOOOFPOO0ODODOOODDOODO
oooo

000000000000 0syn000000O0OOO0ODOO0ODOOO0ODDOOD

OSPIOOforward inO0O0O local input0 000000000000 OOOOOCOOODOOOODOO
ooooog

O ipv6 spi-filter

goooooo IPv6 SPI filterOODO DO OO0
ooooooo ipv6 spi-filter

oo o oOd no ipv6 spi-filter

O no O no ipv6 spi-filter
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O netevent
ooooooo
00000000 0DO0b0O0O0O0DO tunnel O connect(C O O disconnect)D 00 ODOODOOODO
goooood netevent <trackid:1-255> (connect|disconnect)
netevent <trackid:2048-4095> (connect]disconnect)
g no d no netevent

O ipv6 nd accept-redirects

goooooo IPv6 forwardingO O OO OO OOICMPYE redirects0 00000 O0OOODO
cooooo

gooooog ipv6 nd accept-redirects

oo o oo no ipv6 nd accept-redirects

ood od IPv6 forvarding0 000000000000 OO0DOOOO0ODOOOO

O no 0 no ipv6 nd accept-redirects

O ipsec policy

ooooood O00000000oOgooodiIpsecO0dD0O0OOOOOOOOOO

ooooooo ipsec policy <local policy:1-255>

gooONeO OO no ipsec policy (J<local policy:1-255>)

ooooooo
0ooooooooddlipsecO000DOOOO0OD400000000000000000O00OOC
O0000000oo0ooooIPpsec0000D0OOO0ODOOOODOOOOOOOOO

O ipsec policy-ignore

goooooo

OlPsec policy 00000 OODODODOODOOOOOOODOOOOINPsec policy OO0 any ODODOO
000000000ooooooiIpsec DO0DOODOOOOODDODODOOOOODOODOO

Oo000ooogd ipsec policy-ignore (Jinput]output)

O0OOO0O0O00 no ipsec policy-ignored OO0

OO0ONoOOO no ipsec policy-ignore

goooooo

OlnputO00O00O0OO0ODOinbound policy check D OO0 OOOOOIPsec DOODOOOOOODOO
000000 DooooDoooooooooooooooon

OOutput OODOOOODODODODOOODOODODODODODOODOOODOOINPsec policy 000D
dooooooooooooood
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m QoS
gooooon QeSO OO nOooon

o HTBOOO

goooood  queue policy POLICYNAME bandwidth <1-1000000>

ooooooo
OHTBOOODOOOOOclass policyDOOOODOODOO class policyD OO OOOO
JOo00d00class policyOO0D0O0O0O0OOclassO 0000000 OO0OONO class policyd OO
00000000 HBOODOOOODO
ObandwidthO Oclass policyO 00000000000

o PQUODOO

goooooo queue priority-group <PRIORITY-MAP-NUMBER:1-32>

oooooog
gPQUDOODOOOOOglobal noded 0000 priority-mapO0 000000
00000dpriority-map0 00 0000000000000 default classOO0O0OO00O0O PQO
O00000DODO0OO0D priority-mep0 0000000 O0OOPQUOOODOODOO
OO0OOclassOO0000O0OCOOODOCOOdefault classO0O0 000000000

o SFQO OO
ooooooo queue fair-queue

o FIFOODOO
0ooooogd  queue fifo (Jlimit <1-16384>)
oo0ooooo limitO FIFOOOOOODOOOOODODOOOODODOOO

o TBF(shaping)d OO
goooood
queue shape <RATE:1-1000000> <BUFFER:1-1000000> <LIMIT:1-1000000>

goooood

[0 <RATE:1-1000000>  Shaping OO (Kbps)O O OO OO O

[J <BUFFER:1-1000000> Bucketd O O O (bytes)D DO DO O OO

O<LIMIT:1-1000000> TokenD OO OOOOOOOODOOOOOOODOOOCOOODOOOD (bytes)

oooooog

o no queue

goooooo no queue
goooooo 0000000 queueD 0000 O default queuel pfifo_fastO O OO0 0000
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m QoS (O0O)

o classify

goooooo classify (input]output) route-map ROUTEMAP

ooooooo

000000000000 00000000001000000000000 i nput0 outputd O OO0
ooooooooooo

Oinput0 00000000000 OOPRE-ROUTING(O O O Packet TravelingOD 00 )0O0 000000

Ooutput 00O O0ODOODOODOOODOPOST-ROUTING(O O O Packet TravelingOD O O0)OD OO0 ODOOODO

o no classify

goooooo no classify (]inputjoutput)

ooooooo

O00000oo0ooooooooooooooooooon

(Mno classifyD 000000000 Gnputd output) D000 O0O0OD0ODOOOOODOODOOODO
input0 00 outputO O OO ODOO
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O (ip]ipv6) rebound

ooooooo

0000000000000 000000D0O0000DOo000DooOO000o0oOOnno (Forwarding)
OO0000000000ONROODOOO0DO0OD0O0000000000000000000NXROODOTTL
gooooOOoOoOUOoOOoOoOOOoOooOooon

OIPrebound0 00 0000000000000 O0O0OO0ODOO0OOODO0OOOODOODOOOOODOOOO
000000000 0DO0O0 destination unreachable0 000000

ObefaultO 00O O0O@OOOOODOOOODOODOOODOODODOOOOODOOOODOO)O

goooood (iplipv6) rebound

oo O oo (ip|ipv6) rebound

O no 0  no (ip]ipv6) rebound

O ip reassemble-output
ooooooo
goooooooodMUooogenUOOOOOoOoOOoOooooOlnp forwardingd O OOOOOOOOO
o0d0oDoo0@ooodooooo0ooooo00mop0oooooooooDooDoooo
OO0O0oOoOoONRROODOOOOOOO0ODOOOO0ODOOUOODOOODOOOOUOOODOOO
- fragmented packet(C 000000 OMUODOOODOOO0ODOOOOODODOOOOOOONTUDO
ooooopoocoooooooooo
- fragmented packet(CODOOODOO)OMUODOOODOODOODOOOD fragmented packetd O 0O
coooooo
-00D0000ooooo0oMU00DO000ooODO00oooD0oooOoDO0ooooDoo
goooood ip reassemble-output
oo O oo ip reassemble-output
O no 0 no ip reassemble-output
ooooooo
goooooodoooo00ooDOo™CoooofooooUUboooUUooogoDoooooDo
00000000ooo0Uoooo00oDo0ooDoo0ooooOooDoooIwPDODoDoDOOOon
gdooood0oooOoUoOoooOUooOooO0OoOooDoOoUOoDoDoOOOUooDoogOoDooOooDo
0000000000000 0000oD00O0O0D000o0O0000O000DoOOoONXROODO
ooooooooooOoOoooocOoOwooOoOoOOobOOoOUOOoOoOOoDooooo
- fragmented packet(QOOOOOO)ONMUDOOOODOOODOODO fragmented packet O MTUO O
oooooooooooooogo
- fragmented packet(QCO OO OOO)ONMUOOOOODOOODOODO fragmented packetdD O OO
coooooo
- 00000000000 MIUODDO000D0D0O0DOO0OO0 fragmented packet0 000000000
cooooo
ODefaultOOglobal DO D OO interface0 000000 ODOOGIobal O OO interfaced OO AND
Od0oOOo0oDOoCOoUOOoDoDoOoOoooOooboooooogOgrr forwardingO ODOOOOODOOO
ooooo
good0oooOdU0oOoooOdUoboOooO0U032000000ODOox3dgoooooooogooooo
0000000000000000000Oip reassemble-output 00000000000 0OOO
od
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O session invalid-status-drop-interface
ooooooo
Osession invalid-status-dropd O (global node0 0)0 OO0 O0O0OO0OO0DOODODOOOOOOOODOODOO
000000default0 OO0 OO
ooooooo session invalid-status-drop-interface enable
oo 0O o0 no session invalid-status-drop-interface enable
O no O no session invalid-status-drop-interface enable
ooooooo
0000000000 oOoooooooboooDoaoOglobal node O session invalid-status-drop O
000000000000 00o0000oo0000oo0o0oo00oo0ddtwnnel 0OODOOOOO
oo0oooooooooooon
- global node O O session invalid-status-dropd 0000000
nxrl25(config)#no session invalid-status-drop enable
- 000000000 0O0oDooooooooooan
nxrl25(config)#interface tunnel 0
nxri125(config-tunnel)#session invalid-status-drop-interface enable
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g9on

O OO command

interface ppp node

interface ppp node

nxrl30#configure terminal

Enter configuration commands, one per line.

End with CNTL/Z.

nxr130(config)#interface ppp <0-4>
nxr130(config-ppp)#

O description

O0o0ooono
ooooooo
O no O

O ip address
gogoooog
goooooo
u no u

O ip address
gooooog
gogooobod
g no g

O ipv6 address

gboooooo
gooooogo
gboooobgo

O no O

O ipv6 address

gboooobgo
gooooogo
gboooooo

interface0 0 00000O0O0O
description DESCRIPTION
no description (|DESCRIPTION)

Oo0oooooowrooooooooooo
ip address A.B.C.D/M
no ip address (JA.B.C.D/M)

PPPOOD IPOO0OOOOOOOOOOOOOO
ip address negotiated
no ip address negotiated

IPv600000000O0OO0O

ipv6 address X:X::X:X/M (Jeui-64) : IPv6 address (e.g. 3ffe:506::1/48)
eui-64 000 0O Oipve-address O prefixO O OO OO OO0
goOoOOdOOinterface-id0 D00 0OO0O0ODO0O

LLAD interface-id0 00 00000DOODOOO

no ipv6 address X:X::X:X/M (Jeui-64)

DHCPv6 PDO OO OO ODOO

ipv6 address DHCPVGPD X:X::X:X/M (Jeui-64) > DHCPv6-PD prefix name

O ipv6-address O O sub-prefixd host DO OO OO OODO
OPREFIX-NAMEC O dhecpve pdO0 0000 prefixCOODOOODOODOOOipve dhep client pdO 00O

oooono
O no O

O mtu

ooooodoo
goooooo
oo o oo
0 no 0

no ipvé address DHCPV6PD X:X::X:X/M

MUOOoODoooooo
mtu <bytes:68-1500>

mtu 1454

no mtull (= Set defaults)
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O ppp Icp mru

ooOoOoOoO0o0 MuODODOODOODOO

gooooogo ppp Icp mru <bytes:128-1500>

oo O oo ppp Icp mru 1454

O no O no ppp lcp mrud (= Set defaults)

ooooooo IV6OODO0ODO0O0OOOMRUO 12800 00000000000

O ipv6 dhcp client pd

0000000 DHCPve PDOOOCOOODOO

goooooo ipvé dhcp client pd DHCPv6-PREFIXNAME

oo 0O oo no ipvé dhcp client pd

0000000 DHCPv6 PDOO O OO interface0 00 0000OO0O
O no O no ipvé dhcp client pd

O ip redirects

ooooooo

OICMP redirectd type=50 0 0000000000000 0ODOOOODOODOODOODOOOOOOOO
00000000 0RFC792

00000 Send redirect0000O0O0OICMP redirect 000000000000 DOODOODOOO

goooooon ip redirects

gooooog ip redirectsdd (OO)

OooONeO OO no ip redirectsl (O O)

ooooood

O ICMPRedirect 0 O O O interface node O ip redirects 000000000
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O ip tcp adjust-mss

goooood

OPath MTU DiscoveryO PMTUDO O OO End-to-end0 0 000 0O00DOO0ODOOOOONMIUODODOOO
gooooooooboooooooooobb oo oo oo ooogao
OoD0Doooogipv4adOODOOOOoDOO ICMP fragment needed D 000 0OO0O0D0OO0OOOOO
gooooooooooooooooogooevTDO0O0DD0ooooboooobbooogo
PMTUDO D OO0 O0O0OO0OOOOOOOOONTIUODDOOO0Oooooooooooooooooooa
O0End-to-end0 0000000000 DOOO0DOOOODOOODOOODOOTCPODO SYN/SYN-ACK
goooowssOodoooooooooooooooooooooooTcPOO0oooooooa
oo ooooobouoooooo

goooooo ip tcp adjust-mss (auto]<500-1460:bytes>)

goooood no ip tcp adjust-mss

go0ONeO OO no ip tcp adjust-mss

goooood

dipva O 00000 OooooogoTetPOOOO0O0DODOoOoOoOoooTCcPO 000D Ooooooooa
J0doooooooooobboooggwewssoooooooo
doooooooMsSOnoooooonobDavto0 0 OO0O0OooOooMSSOoOooooMSSoonon
gooooooboooooooga
dooooooooooooMssooboooooooossoonooooooooooooooooa
ooo

gubpOICMPO OO0 OOO0OOOOOOODOOOOOOOOOOOOOODFOOOOOOOOOOO
ooobooooooooooooooooobbooooooobobobouoao

(M no ip tep adjust-mssO0 0 OO DO OOOTCP MSSOO OO OODOOOODOODO

O ipv6 tcp adjust-mss

ggooooo TCP/IPV6 O MSSO OO ODODOO
ooooooo ipv6 tcp adjust-mss (auto]<bytes:500-1440>)
oo o oo no ipvé tcp adjust-mss

0 no O no ipvé tcp adjust-mss
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O ip mask-reply
ooooood
OOpenviewD OOODDOOODDOODODOOODODOOODOOOOOOO ICMP address mask request
Otype=1l7000000000O0CO0O0OCOOO0OOOODOOOUODOOOODOUOUODOOOOODOO
000oooooooooooood
O0O00O00DOICMP address mask request 000000000000 OOOOOOOO
gooooon ip mask-reply O ICMP address mask requestOd 0 00O 00O M
0000000  no ip mask-replyld ICMP address mask request0 0 0000 O
gooONoeOD OO no ip mask-reply
ooooood
O ICMP address mask request/reply O O O O interface node O ip mask-reply0 00000000

O ip send-source

ooooooo

OPPP interface0 00 00O OO ip address source ip0O 00O packetd O OO0 O Omaind rout-
ing table0 00000 interface0 000000 ip0 000000 ppp interface0 0000000
0000000000000 0OPPPO IP addressd sourced 00 packetO OO O NXROOODOOOO
packet 0 O IPsec policyO matchO OO OO0 OO0

Olocal DO DOODOOODOODOODOOPPP send-source0 0 0O00OONRODODOOpacketD OO0
OOO00IP nat-loophback D000 0O0OOCOO0ODOOODOOOOODOOOOODOO

gooooog ip send-source (]local)

oo o od no ip send-source

O no O no ip send-source

OO0O0O0O0o0Od pDefwltDOODOOOOODOIPMOODOOOOODOOO
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O ip nat-loopback

ooooood

g100 global IPOOOOOODOO Web/Mail server0 00000 OOODNATOOOODOOO server
0000000000 000000000000 NAT routerd 000000 global 1PO OO O access
OOO0OODNATOODOODODOODOOGglobal IPOO0O access0 000000 ODOODOOODOODOIup
nat-loopback D OO0 OO OOO0O

goooooooodgoOglobal IPOOOO0O interfaced O global IPO O OO accessO 0000
OOONXRODOODOODOOOO main routing tableD OO0 OOOODOOOmain routingd O O route
000000D0ooDooognglobal IPOOODODOODOO ppp interface0 0000000 DO0O
OOIsPO 0000000 packetODNATO O OO OONATO O OO OO OO global 1PO O OO access
0o0oo0oo0pDooOoooooooon

ooooood ip nat-loopback

oo O oo no ip nat-loopback

O no O no ip nat-loopback

ooooood

000000defaultOO0OOOOPPP interface0 000000000 OOOOOO

Oip nat-loophack OO OO OO0 interface0 0 SPIO OO OOOOOSPIOOOOOOOOOOO
FILTEROODODOOOOODOO packetO OO OO0OOOOO

0000000 PPP interfaced 0 NAT(O OO O Masquerade) D 000D O00D0OD0O0OODOODODOOPC
0000 serverd0 accessOOISPOOOODOODOODODOO packetDOLANO DO O accessO OO O
000 conntrackO matchO D OOOOOODNATODOODOOODOO server00 accessO0 000000

Global IP(PPP)

Internet (ISP)

s i Nat-loopback A T
e ip nat—loopback 5 B

ONXRO O Global IP(PPP):800 000 access0 O OO0 192.168.1.10 DNATO OO OO OOOODO

od
gprpcO 0O Global IP(PPP):800 accessO OO O
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o 1ip nat-loopback 0 00 addressO0 000000
ip nat-loophack 0000000000 DOOO0OODOOOOODOOOODO
192.168.1.0/24 10.10.0.0/24

.254  10.10.0.100/32

10.10.0.1/32  .254 | I

PC-A: 10.10.0.1

| nter‘neti ISP)

IPsec tunnel

PC-C: 192.168.1.1 e

PC-B: 10.10.0.100
gprC-CO PC-ADO OO PC-COPC-BOOODOODOOODO

OPC-A0 PC-BOOODOODOOOO

OO PCO NXR1/NXR2 O WAN IP(NXR1:10.10.0.100/NXR2:10.10.0.1)0 00 000000000000
goooboolANgwAND OODooboobgoobobooboobgoo

OO0000000 IpsecODOOOO0DDOOODODODONXRI/NXR20 1p send-sourceJ 0 OO OIKE(D OO
ESPHOCOOO0OOoCopPPODOCOOOODOOOODO

OOONXRI/NXR2OWAND IPOCOODOOOOOOODOOOOOODOODOOOOIPOODOODOOO
gboooboobooboboooobo
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O keepalive Icp-echo

ooooooo
goooooo
oo O OO
0 no 0
ooooooo

LCP echo request0 0 0000 O00O00ODO0OOODOOO
keepalive lIcp-echo (]J<interval:30-600> <failure-count:1-10>)
keepalive Icp-echo 30 3

no keepalive lIcp-echo

O Icp-echo request/reply 0000000 O0OFailure count0 00000000 O0OPPPODOOODO

oo

O keepalive icmp-echo

goooooo
ooooooo
oo O do
ooooooo
0 no 0

ICMP echo request0 0000000

keepalive icmp-echo (|<interval:30-600> <retry:0-10> A.B.C.D)
no keepalive icmp-echo

keepalive icmp-echo O O keepalive icmp-echo 30 200 O

no keepalive icmp-echo

O ip rip receive version

goooood
ooooooad
oo o oOd
ooooooo
0 no 0

RIPOOODOOOODDOOOODOD

ip rip receive version (1]12) (]1]12)

ip rip receive version 2

0O00O0o0000ip rip receive version 1 2[]
no ip rip receive version

O ip rip send version

gooooao
ooooooo
oo O do
oooooDooo
0 no 0

RIPOOODOOOOODOOOOOO

ip rip send version (1]2) (]1]2)

ip rip send version 2

gOo0oOooooOip rip send version 1 20
no ip rip send version

O ip rip split-horizon

ooooooo
goooooo
oo O OO
0 no 0

Oo0000oooooooooooogo
ip rip split-horizon (]poisoned)
ip rip split-horizon

no ip rip split-horizon
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O ip access-group
ooooooo
Oglobal nodeC OO0 0O ACLOODOOOODOOUOODOOOODOODOOOODOOUODOOODDOO
ooooooo
ooooogoo ip access-group (injout]forward-in|forward-out) IPV4-ACL-NAME
goOONeO OO no ip access-group (injout]forward-in]forward-out)
ooooooo
0000000000 00000000000000000(@OO Packet TravelingD O O)OODO
OOo400000
in(local input) NXROOODOOOOODOOOODOOOOOOOOOOO
out(local output) NXRO O O OO OOOOOOOOOOOOOOOOO
000000000 0DoO0OoNRODDOO0O00oooooooooooo
forward-in NXROOOOOOOOOOOOOCOO forwardingOOOOOOOOOOOO
forward-out NXRO O OO OODODOODOODOODOO forwardingDODODOODOODOOOOODO
OmacOO0O0OOACLOOoutd OO forward-out D OO OOOOCOODOOOODO

O ipv6 access-group

0000000 QUOOO0DOOooOgOoiwpveOOOODODOODOODOOOO
ooooood ipv6 access-group (injout|forward-in|forward-out) IPV4-ACL-NAME
oo 0O oO0o no ipvé access-group (in]out]forward-in]forward-out)

O no 0  no ipv6 access-group (in]out|forward-in]forward-out)

O ip masquerade

Ooooooo
gooooooOooooOoooOoOooooOoOooUooOoUooogIPv40O0OOoODOOOODOOO
OOv4a0 00000000000 0000

ooooogoo ip masquerade 0O0O0O0O

oooobogon no ip masqueraded O 0O O

OO0O0ONoO OO  no ip masquerade

Ooooooo

O0O0O0O0O00DOO0O0O (Ethernet/VLAN/PPP/Tunnel/WiNAX)) D O OO O OOOOOODODO
gTcp/UDP/ICMPO 0D D0O00DDOO00OO0ODOOODODOOUODOOOODOODODOOODOOO
gipve0O0O0O0OO0IIPOOOOOOOOODOOOO

Oforward out/local output 0 000000000000 OOOOIPODDODO0ODOOOODODOODO

O ip (snat-group]dnat-group)

goooooo

Oglobal node0 0000 SNATOOODNATOOODODOODDOOODODOODDOODOStatic NATO
gooooOoooooooo

OSNATOO OO OO0O0O00O0ooooooooDNATO OO0 O0000ooooooooooon

ooooogoo ip (snat-group|dnat-group) NAT-NAME

OOONeO OO no ip (snat-group]dnat-group)

000oO0oOono NATODODOODOOOiup snat/ip dnat)d 00O 0O (global node)D 00O 00O
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O ip webauth-Filter

goooooodg
OwebOOOOOOOOOOOODOOOODOOODOOOOOUODOOOOOOODOOOODOOOO
O0O0O0OOwehOOOODOOOODOOOODOOODOOO
OwebOOOODOOOOODOOODOOODONIN OUTOODOOOOOOODOOOODOOOODO
O0ObefaultO OO OOODOOOO

goooood ip webauth-filter (forward-in]forward-out) WEBAUTH-ACL-NAME

gooONoO OO no ip webauth-filter (forward-in]forward-out)

ooooooo

OwebOODOOOOOOOOODOODOOIlup web-auth access-listd OO0 Oglobal nodeD OO OO
oooooo

OWebOOODOODOODOWeb Authenticate node0 D OO OOOO0OO

O ip spi-filter

ooooooo

0000000000 O000O00000OSPIO stateful Packet InspectionD 00000000000
00000000000 ooooooDoDO0ooOooo0oDO0oDO0oO0o0oDOoDLDO0ODbOODbObODOOD
gooo

goooood ip spi-filter 0OO0OO

goooooo no ip spi-filterD O OO

Oo00ONoeO OO no ip spi-filter

opoooooo
O000D00D0000O0OOestablishedD OO related0 0000000000 ODOODOODOOO
OEstablished0 0 OO0 O0O0OOOOOOOOOCOODOOO0ODOOODODOOOOOOOOOODOOOO
ORelated 00000 O0D0OO0DOODOOOOOOODODOODOODODOFPOODOODODOODOODODO
goog

0000000000 000syn000000OO00ODODOODOODODODOODOOO
OsSPIOOforward inOO0O local input0 000000000 OOCO0ODOOCO0ODOOOODOOOOO
gooood

O ipv6 spi-Ffilter

goooood IPv6 SPI filterO O OO ODOO
goooooo ipve spi-filter

oo 0o ogo no ipv6 spi-filter

0 no O no ipvé spi-filter

O ppp authentication

oooooodg PPOOOOOODOOCOOOOOCOO

goooooo ppp authentication (chap|pap]auto)

OO0 0O OO0  ppp authentication auto

0 no O no ppp authentication (= ppp authentication auto)
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O ppp username

goooogo
goooooo

0 no [l
oo o o

interface ppp node

interface ppp node

PPPOOOCOOOIMOODOOOOOOOOOOO
ppp username USERID password (|hidden) PASSWORD
ppp username USERID

no ppp username

000000001-950000000000000000000000000000011$#=*-_.:;0
O~ <%0 00

Oppp account D OO O Oglobal D00 DO OO DO USERIDO PASSWORD 0 0 00 00 0 O OUSERIDD
0ooooooon

O ppp auto-connect

ooooooo
ooooooo
oo 0O oo
0 no a

PPPOOOOCOODOOODOODOO

ppp auto-connect <seconds:10-600>
ppp auto-connect 60

no ppp auto-connect

O ppp ipcp enable

oooooao
ooooooo
oo o oo
0 no a

O ppp ipcp dns

goooogo
goooooo

o0 0O 00
O no O
oo 0o o

IPCPOOODOOOOO
ppp ipcp enable

ppp ipcp enable

no ppp ipcp enable

IPCPODNSOOOOODODOOODODO

ppp ipcp dns accept

ppp ipcp dns reject

ppp ipcp dns <primary:A.B.C.D> (|<secondary:A.B.C.D>)

ppp ipcp dns accept

no ppp ipcp dns

accept0 00000000000 DDOOODOOUOODOOOODNSOODOODOOO
reject0 000000000000 O00OOOOOOOODNSOOOODOOO
IPOO0DOCOOO0ODOOODNSODOOO0OOOOOOOOOOOOn

O ppp ipcp ip request

ooooooo
goooooo
oo O oo
0 no 0
ooooodo

IPCPO IPOOODOODOOODOODOODO

ppp ipcp ip request

no ppp ipcp ip request

no ppp ipcp ip request

ip addressO0 00000000 IPO IPCPO requestD OO O
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O ppp ipvécp enable

ooooooa
goooood
oo O OdOd
0 no 0

O ppp ipvéep id

goooogo
ooooooo

o0 0O 00
Oooooaoao
O no O

O ppp on-demand

goooooo
ooooooo
0 no a
ooooooo

IPv6CPOODOOODODOO

ppp ipv6ep enable

no ppp ipvéep enable

no ppp ipvéep enable OO OO

IPv6CPOOOOOOO IDODOOOOOO

ppp ipvecp id X:X::X:X

ppp ipv6cp id ethernet <0-2>

no ppp ipvéep id
O000000D0eth0OmacO0O0OO0OOO0OO0OODOOOOOOLLADDOOOOOO
no ppp ipvéep id

On-demand PPPO OO O0OODO

ppp on-demand

no ppp on-demand

Mobile/PPPOE/BRIO 0O 000 0O ODOOOOOOOOOOOODO
L2TPOIPVECP O 0 OO OO OOODOOO

O ppp idle-timeout

goooooo
goooooo
goooogo

O no O
oooooono

O netevent
goooooo

On-demand PPP [ idle timer0O0 00O OO0

ppp idle-timeout (<sec:30-86400>])

ondemand 0 O O OO (12tp,ipvecp 0 OO OO ODO)
000000000 180sec

no ppp idle-timeout

ondemand 0 0 0 0O 0O O default 180secd O O

000000000000 D0O0000 pppd connect(d OO disconnect)l 0O OO OODOOO

goooooo

O no O

netevent <trackid:1-255> (connect]disconnect)
netevent <trackid:2048-4095> (connect]disconnect)
no netevent

O ipv6 nd accept-redirects

goooooo

OIPv6 forwardingD OO OO DOODOICMPYE redirects0 00000 O0O0OODOOOOODOO

goooooo
oo o oo
oo oo
0 no a

ipvé nd accept-redirects

no ipv6 nd accept-redirects

IPv6 forwardingD 000000 O0OOOODOOODOODODOOODOO
no ipv6 nd accept-redirects
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O ipsec policy

0000000 OO0O0OO0OO0OO0OO0OoOoOoOooOoOlrrPsec0DOOOODODOOOCOOOO

ooooooo ipsec policy <local policy:1-255>

OO0O0ONoOODO  no ipsec policy (|<local policy:1-255>)

ooooooo

000000000 OO0IPsecO000OO0OO0DO0DO0OO040000000000000O0OODOOO0O
O000000oooooOiwsec0 0000000000 ODODODODOOOODOOO

O ipsec policy-ignore

ooooooo

OlPsec policy 00O 0OO0OO0ODOODOODOODOODOODOOOOIPsec policy OO0 any OOQOO
000000000000 0O0O0 IPsec OOO0ODOOOODDOODOOODOOODO

0000000 ipsec policy-ignore (Jinputjoutput)

0000000 no ipsec policy-ignored 00O

OO ONoODOO no ipsec policy-ignore

ooooooo

Olnput0 0000000 Oinbound policy check OO OOD0OOOOOIPsec DODOOOOOODOODO
000000 DooboooUooooUoUoooogoooog

OOutput 00000000000 DOOO0DDOO0ODOOO0ODDOODDOOIPsec policy 00 OO
oOoooooOoOoooogooooo

O ipsec hold-sa

ooooooo

OPPPODO IPsecO 0 OO0 OOOOPPPOOOONO IPsec SAUODDDOOOODODOOOOOOOOOO
OPPPO IPOO0ODOODOOOOODOOOOPPPOdownOOOO00OOOIPsec SADODOODODOODOOOOO
OOONXROOODOOOOODOOPPPOOOOdelete SADODDOOOOOOOPPPOOOODOOOOODO
0000000000000 000o0oooooodnDddelete SADDODOOOODOODOOOO
OOOOPPPO IP address0 000000 0ODOOOOPPPOODOO IPsec SAODODOODOOOOODODOO
0oo0doooooooooooooIiPODO0O0OO0OPPPODODOO IPsec SADDODOODOOODOO
OOONXRODODOOOODOOOODOdelete SAOODOOOOO

goooooo ipsec hold-sa

oo o oOd ipsec hold-sa

O no O no ipsec hold-sa

ooooooo

O00000defaultO OO0 O0O

ooooooco/00poCocoOOCwOUOOOOOODOOUOOOIPODOODOOOODOOO/ZODOO
ooooobooboooboon
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m QoS
oooooood QeSO oo ooad

o HTBOOO
0oooood  queue policy POLICYNAME bandwidth <1-1000000>
ooooooo
OHTBOOODOOOOOclass policyD 00000000 class policyD OO O O0Od
gO0O00O00class policyUODOOOOOOclassOO00O0OOO0OO0ODOOODOOO class policyd OO
OO0O00oOOoOoO0oOoHWHBOODOOOOO
ObandwidthO Oclass policyO OO O0OO0OOOOO0OO

o PQUOODO

0O00O00o0d  queue priority-group <PRIORITY-MAP-NUMBER:1-32>

ooooooo
OPQUDOOOOOOOglobal node0 0000 priority-map0 000000
O00000priority-map0 00000000000 OOOO default classOO0O0OO0O0O PQO
OO000ooCOoOoogooopriority-map000000CO00OO0OO0POOOOOOCOO
O0O0classO000O0O00OO0ODOOOOdefault classO 00000 0OOOOO

o SFQUOO
0o0oOooogd  queue fair-queue

o FIFOO OO
goooooo queue fifo (Jlimit <1-16384>)
goooogoo limitO FIFCOOOODOOO0ODOODOOOOOOOOO0O

o TBF(shaping)d OO
ooooooo
queue shape <RATE:1-1000000> <BUFFER:1-1000000> <LIMIT:1-1000000>

ooooooo

0 <RATE:1-1000000>  ShapingOd OO (Kbps)D OO OO OO

0 <BUFFER:1-1000000> Bucketd O O O (bytes)D OO OO OO

O<LIMIT:1-1000000> TokenD OO O ODODO0ODO0DOO0OODOOOOOODOOODOOOOOOOO (bytes)

ooooooo

o no queue

gogooooo no queue
gooobon 0000000 queueD 00O 00O Odefault queuel pfifo_fastOO O OO OO0
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m QoS (0O)
o classify

gooogooo classify (inputjoutput) route-map ROUTEMAP
coooooo

oooO00o0o0obO0ob0o0obO0booo0ooboOoD1iObo0o00oDoOobDOO0Oinputd outputd OO OO
goooboboobo

Oinput0 000000 O00O0ODOODOPRE-ROUTING(O O O Packet TravelingOD O O)OODOODOOOO
Coutput OO OO0DOOOODODODOOOPOST-ROUTING(O O O Packet TravelingO O O)ODOOOOOOO

o no classify

OOooodoogd  no classify (Jinputjoutput)
ooooooo

gooboobobboboobooboobooboon

Mno classifyd OO0 OOOOO0OGinputO output) DO 0O OO ODOOODOODOOOOOODOO
input0 OO outputO O OO OO0
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m dialer
00ooooo OoOoOoUooooooooooo
ooooooo
o0ODOOOOO
dial-up string XXXXXXXXXX
oooooooooo
no dial-up string
dialup timeout (default:60sec)
dial-up timeout <sec:30-300>
dialup timeout OO 0O
no dial-up timeout

e}

e}

e}

m mobile
ooooooo Oo0o0o0oooooooooooa
ooooooo
o APNO O
mobile apn XXXX cid XX pdp-type (iplppp)
APNOOODOOO/000default0 00000 O0O0DOOODO3GCOOOOO0O0OO0O
no mobile apn
gooooad
mobile limit time <sec:30-21474836>
gooooooooo
no mobile limit time
goooooo
mobile limit reconnect <sec:30-86400>
gooobooooooa
no mobile limit reconnect

e}

e}

e}

e}

e}

O peer neighbor-route

ooooooo

OIPCPOOOO peer ip address0 00000000 0OOODO addressd 000 routed 0000000
ooo0DooOo0d0befaultDOOOO0ODO

oooooog peer neighbor-route

oo 0O oo peer neighbor-route

O no O  no peer neighbor-route

ooooooo

OPPPOO OO ICMP keepalive OO OO OOOOOOOpeer ipd 0000000 DOOODOOODOODO
OO0Ovpeer ipdO000O0OPPOOOOOODOOOODOOOODODOOOOODOICMP keepalive
O000QCpeer ipd 0000000 0OCO0OOODOO0ODOOOOODOOOODOOO
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O (iplipv6) rebound

ooooood

0o0odoo0oooooooooooonoooo0oooooooooooodooooagonog (forwarding)
0000000000 00ONROOODODO000000000000000000000ONXRODOOTTL
gooooooooooooooooooog

OIP rebound0 0000000000000 O0DOO0OOODOOOOOOODOO0OOODOODOOODOODOO
0000D00D0O0D0DO0ODO destination unreachable0 00O OO0

Obefault 000D OO0@OOODOODOOODOODOOOOODOOOOOOODOOOOOOOOO)NO

oooooog (ip]ipv6) rebound

oo o oOd (ip]ipv6) rebound

O no O no (ip]ipv6) rebound

O ip reassemble-output
goooooo
oOooDooooooMuooogeNTUOOOOO0ODoOoOOooooIp forwardingD OO DOOOODOOOO
0000000000000 00000o00o0ooo0moooooooooooooooooo
O00000ONRDODDOODODODODODODOOODODOODODOOOOOOOOOOOOOOOOOOO
- fragmented packet(U 000 O000)INUOOOOOOOOOOOOODOOOOOOOOONTUO
0000000000000 0000d
- fragmented packet(OO O OO0 O)OMUOOOOOODOOOOODO fragmented packetd 00O O
ooooooo
- 00000000000 M00000o0ooooooooooooooooooonoo
oooooog ip reassemble-output
oo o oOd ip reassemble-output
O no O no ip reassemble-output
goooooo
O0000o0ooooooooo0o0mOo0o00000000000000000000000O0O0OO
goooOoOoOoOoOoOoOoOOOOOOCOOOOOOOOOOODOOOOOUOOwroooOoOoODOOO
go0d00oO0O0O0O0O0OO0O0O0O000O0O00000O0O0O0OO0OO0OO0O0OO0OO0OC0DOODOODOOOODOOOOO
0000000000000 000000000000000000000000ogNROODO
go0000oO0O0O0oO0oO0o0o0o0oooOoOo IPO0000OO0O0OO0OO0O0ODOOOOOOODOOO
- fragmented packet(O O 0D OO0O)ONMUDOODOODOOODOOO fragmented packet O MTUO O
0000000000000000
- fragmented packet(D O OO OOO)ONMUODOOOOOOODOODO fragmented packet 0 O 00O
ooooooo
- 00000000000 NMuo0o0o0o0oo0o0oog fragmented packet0 OO0 OO0OOOO
oooooo
ODefaultOOglobal DO OO0 interface0 0000 O00O0OOGIobal OO O interface 0 O O AND
0000000000000 000Doo0ooDoooogolIP forwardingDOOODODOOOOO
goooo
00000DoO000oo00oooD0oo 300000000y O0ODODOO0O0OODO0O0OOD
O0000000000000000000ip reassemble-output0 0000000000000
oo
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O session invalid-status-drop-interface
ooooooo
Osession invalid-status-dropd O (global node0 O0)O OO O0OOO0OOOOODOOODOOODOODOO
O0D0000defaultO0OO0O0O
goooooo session invalid-status-drop-interface enable
oo o oo no session invalid-status-drop-interface enable
O no O no session invalid-status-drop-interface enable
ooooooo
00000O00bO0ooobooooooboooodDOglobal node O session invalid-status-drop O
O000000000oo0000oo0000oo0o0oooooooooodppp OODOOOOOOOO
oooooooooooo
- global node O O session invalid-status-drop0 0000000
nxrl25(config)#no session invalid-status-drop enable
-000000o0oo0ooDoooooooooon
nxrl25(config)#interface ppp 0
nxril25(config-ppp)#session invalid-status-drop-interface enable
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s JO0000000O0O@OOOO0O0)

gooogooo
goboooobobooboobooooboooooobooobooooobooOoooePPP <0-4>0
goooboobogobooobo

goboobogoo

goooooooooooooboOOmail server node0 00000 O0OODO

o mail send server

ooooooo JdoDooooooooooooooooooooon

ooooooo mail send server <0-2>

OO0ONeO OO no mail send server

ooooooo 00000o00oOooDoOgoOdmail serve noded 00 O0O0O0OO0O0O

o mail send from

ooooooo 00000D0obOoo0Doooooon

goobooogo mail send from WORD

OO00ONO OO no mail send from

oopoooog

gworRoO O DOODOOODOOO0DOODODOcenturysys@xxx.isp.ne.jp 0000000

Omail send from0 0000000000 0OOOOOCOO0OOOOCOOmail fromO OO O (global
node) 000000000 DODOOODOOODOODODO

o mail send to

oopoooog 0ooooooooooooooon

oooooog mail send to WORD

OO0ONoO OO no mail send to

oooooog

gworRDOODODOODOOODOODOODOOuser@centurysys.co.jp0 0000000

Omail send toO 0000000000000 DOOODOODOOOOOOmail toO O OO (global node)
0ooooooooooooooooooooon

o mail send subject
oooooog 00000o0b0o0ooDoooooooDobO0oDooDoooooDooDOooooooon
gooogooo mail send subject LINE
OO0ONeO OO no mail send subject
oopoooog
OJLINODODOODOODOODODODOOOODOO0ODO0OO0ODOO0DO0OO0DO0O0o0oooon
pppO0 0 O OO O ppp0 was connected
pppO0 0 O O OO ppp0 was disconnected
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O 100 dns node

O OO0 command

dns noded0 000000

nxr130#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#dns

nxr130(dns-config)#

O service
oo0oooon NSO OOOoOoooooooQg
ooooooo service enable

O address
ooooooo DNSOODOO IPODOODOOODOOO
goooooo address A.B.C.D
address X:X::X:X
oo O oo no address
ooooogo 0040000000
O no 00 no address (A.B.C.D|X:X::X:X)
ooooooo noO0O0OOOOPPPODHCPODNSO O OO ODOOOOODOODOOOcache/proxy 000

O priority
goooooOo DoNSOOODO0OO0OO0oooooooooood
oooooog priority dhcp <priority:0-255>
priority ppp <interface:0-4> <priority:0-255>
priority user <priority:0-255>
oo O oo ooo 20
ooooooo OO0 priority0 000000 - user > ppp4 > ppp3 > ppp2 > pppl > ppp0 > dhcp
dhep6 00000000 DOOOdhep6-pd0 00 OODNS server0 000000000
O no O no priority (dhcp | ppp <interface:0-4> | user)
(=no priority (dhcp 20 | ppp <interface:0-4> 20 | user 20))

O root
Ooo0ooooo root DNSO OO DOOOOO /0000000000
ooooooo root enable

ood og 000O00000OoODNSOO00D00D0000O00000O00d<OrootDNSO query O
ogo

0 no O no root enable

O timeout

oooooog DNSOOODOOoOooooooooog
goooood timeout <seconds:5-30>

oo O oo timeout 30

O no O no timeout (=timeout 30)
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dns node

O limitation enable

gooooao
ooooooo
0 no 0
ooooDooo

0O zone address

ooooooo
ooooooo
0 no 0
ooooooo

O zone domain
gooooon
ooooooo
0 no 0
ooooooo

NSOOOODOOOooooooooog

limitation enable

no limitation enable

enableJ 00 0000ODNSOOODOODOODODOODODOOODOOODO

O000OO0domain0 0000000 0OOO0OODNS server0 0000000000
zone <1-5> address A.B.C.D

no zone <1-5> address OJA.B.C.D|)

zone addressO0 0 0020000000000

address,domain0 0 100 00000000DOOO0OODOO0O
zoneODOODOODOODOOexitOODNSOOODOOOODOOODODO

O000OO0domin0 000000 O0O0OOOOODNS server0 0000000 DOOO
zone <1-5> domain WORD

no zone <1-5> domain O WORD|)

zone domainCD 000 30000000000

address,domain0 0 100 00000000DOOO0OODOO0O

000 .00000000000000 fgdnOOO0OOOOOO
000000000000 oDooooooog12s0000o4ad

O zone limitation

gooobon

ooooooao
o0 0O 00
O no O

O00000OdomainOOODNS server D000 0D000D0OODOOODOOODOOO
odooooooogoon

zone <1-5> limitation enable

zone <1-5> limitation enable

no zone <1-5> limitation enable
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0110 12tp node

12tp node

m L2TPOL2TPv2O0 0O 0O O

OLACODOOOOCN IPveO0 0 O0DOOOUOODOODOOOWNSODO callOOODOOODOPPPOOOODO
LtPOO0O00OO000OO0ODOOOOOOOO/IP6ODOOOOOOODOOODOO
OLACODOO0ODOOOOoDIsPOOO0ODOOOWNSO L2TPOO0O0O0 /00000000 O0OPPPODODO
OO0O0ODOWNSOOOOoOOOoDOoOoLeccEO D sccReuboooooLetPooo/00oboon
googpPPOOO0OCODOOOOWNSODOODOOOODOOOODODOOOODODOOODO
Uooob L2TpdL2TPv2000RFC2661 0 00O OO OONO

0O OO commannd

I12tp node0 OO OO OO

nxrl30#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#12tp <0-1>

nxrl130(config-12tp)#

m L2TP mode

OL2TP tunnel(peer)D 000 LAC/INSO DO O0ODO0DO0D0O0O0OODO0DOO0OOOOOOODefaultd O LAC
00000000000000000000000any0000000000000LWNSOOOOOOO
ooooo

O tunnel mode

ooooooo  LLrObOOCO0OOOoOoOOoboOoOogd

ooooooo tunnel mode (Ins]lac)

OO0 0O OO  tunnel mode lac

ooooooo

Oppp accountO global nodeD OO0 OO0 O0OLACODODOOOOOOOppp accountO0 00000000
Oppp accountD DO O OWNSOOODOODOOOOOppp accountd OO0 O0O0OOO (el 00O0O0OO)T
Ovirtual-template 00000 lacOO DO OO0 OO0 Ovirtual-template 00000000 @OODO
ppp clone0 OO0 OO OO)O

Ovirtual-template 00000 InsOO000O000O0O0OOvirtual-template0 00000000

s(000000000O0O0O0OCOOOOOOOOO0O0
OO00O0000D0O000DoCOOo0O0DOSO00defavit0DO0DOOO00O0ODOODODOOOODOOO
200000000 b0o0o0bo0oboobobo01oboooboboboobosgbooo
coooooooboooOoooooOooDbboOooOoDoOooOo0obDddowndooooooooooo
3100010204080 80 800 00dpobOobDbO1go0obgboonoooboooonDoo

O tunnel retransmit

goooooo
Jdodobd0oboOooO0ododoooooDdobDOooDODO0o0ooDOooDOoooOooDoOoo
goooooo tunnel retransmit retries <max:1-1000>

oo 0O oo tunnel retransmit retries 5

O no O no tunnel retransmit retries] (=tunnel retransmit retries 5)

192



O 110 12tp node

12tp node

m L2TP Keepalive (Hello)

dLrOO0D00O0000000D0000000000O keepaliveO DO OOOODOODOONO 600
OdefaultOOOODO 100000 0000O00000DODODOOOOOO00OO0ODDODOOOOhRelloDOOO0O
aoad
OHelloOOOOODODODOOOOODODODOOOOWINSOOOODODODOOOOODO /00000000
000000000 ooodoheelloD0D0d000O0OD00OOOOODOOO0ODOOOOOODOOLWNSOO
LTPO0O0DOOODO0OO0OODDODOODOOOOhelloOODCOOOO0O

O tunnel hello

goooooo HelloOOOOOOOOOOOOO

goooooad tunnel hello <sec:0-1000>

oo O do tunnel hello 60

0 no 0 no tunnel hello

goooodoo no tunnel hellod =tunnel hello OO OO OOChelloDOOOOOOOODOOO

m L2TP port number
00000b0o0o00b00o0o0oob0o0ooDoDO0oooooobOOoOLTPO0ODODOOOOODOD
source port UDP/17010 00000 0L2TP/PPPOO0OCOOOOOOCOOODOCODOOOOODOOOL2TP
00000 source portd 000 00doooooonon

OL2TP O O O source portd O O UDP/40010 defaultO O O O O O destination port O O UDP/1701
Odefaultd OO 0O OO O Osource port/destination portd O OUDP/10240 655350 0 000000
oooooooo

JL2TPv30 UDPO OO0 OOODOOOL2TPVIO L2ZTPV2O DO O)ODOOODOOOOO port00O00ODODO
goooo

O udp source-port

oooooog  LetPO0OD0COUWPO source port0 000 0O0OO0O
goooooo 12tp udp source-port <src_port:1024-65535>

oo o oo 12tp udp source-port 40001

OO0Ooooogd oOoogoooOglobal nodeOOOCOOOO

O udp port

goooooo L2TPO OO 00O UDP O destination port 0 00000000
goooooo tunnel udp port <dst_port:1024-65535>

0 no 0 no tunnel udp port

og o oo tunnel udp port 1701
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12tp node

m000000

OOO000DOoOO00O00O0OLACOOOn IPva/FONOOWINSOOD OO anyO O 0O0O0D0OOOODODO
OanyO0OOO0OO0OD0DO0ODODOODOODOOODOODODOOODOOOIPsecinooooooboonon
Lt 0o0ogooboo0oooobooobog P00 0oooboboooooboOoLeTPOOn
O/000000dwnO00000O0OOIPSecO0D0OOOODOODOOODOODOOOODn
OLACODUOO0OO0ODOoooooorNODOOOODOSCCRQUDOODOooDNSOOonooDn
IPvAD O 00000000 0DO0O0bObOObObOOobOrNODO0bOOoDobobooboobobo
IPvaO0 0000000000 OOLLTPOOO0O0/000000DC000O0O0OO0DOOOODOOO
goboooooomwpkvidboonoooboobobooboon

OIPv6 over PPPO L2TPOOUOOOODOOOOOOODOOOOODOOOOOODOOOOODO IPveOO
goooboooobon

O tunnel
oooooog 0opoooobooooooog
goooooo tunnel address (A.B.C.D | FQDN)
tunnel address any ipsec
ooooood
OanyOOOObindOOOOOOO@psec) 000000 OOOOOONIPsecOODOOO clientOOd
goooooooooog

s000000000

Otunnel any ipsec000000O0OOIPsecO0000O0OOOOOO3000000 L2TPOOOODOCOO
000000D0ODbO00ODO0ODO0ObOOoObOOdIPsecODOO IPsec tunnelDOO0O0OOOOOOOODO
0000000000000 0DOoOo0d0d activeDOO0OO0OODOOOOIPsec tunnelOODOOOO
00000000000 downOOOOOIPsec tunnel D00 ODO0OODOODO0O
OoboooodoOrsecOOO0OOOODOOLZTIPODODOOOOOODOOOOODOOIPsec SADODO
goooboboooboboobooboboooo
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12tp node

m INSOOOO0OO

OopPPPOOOOODOOODOOOO

OL2TP INSOOODOOODOOOODOODOOOCO LTPOODO/00000000ODOOOODODO
OooooooogoopepPOOdOdO0OOOOOOviIrtual-templateD 00000 PPPOOOODOCOO
gbobooboboooboboobobobooon

OVirtual-template D 00O OO OPPPOOODOOOODODOOOOOODOOODOOODOOOPPPODO
gbooobgogleon 25600 0LL2TPOOODO0ODLOODOODOODO

O tunnel virtual-template

goooooo 0000 virtual-templateO O OO OO0
goooodoo tunnel virtual-template <0-0>

0 no O no tunnel virtual-template

olpva00000O00OOOO

OpPPPOOOODODODODODOOODOODOO IPCP addressO request0 00 0O0IPVAOO0O00OOOO00ODOO
oo

OLTPOO000D00O0OO IP address pool DO O OO IPVAODOOO0DOOO0OO0DO0OO0OODDO access-
server profile nodeJ OO0 0OCOOOODO IPOCOO0OOOOOODOOOOODOCOOOOWwOOOOO
oooogooo

OipPO00C0000DOCOOODOCOOOw peolOO0O0ODOOOOODOPPPOOODOOODOOOOO
OO0 wrooo0o00oD0O000Db00Oexclude addressO 0000000000 OCOOOOIPO
oboobooobgobooobon

O 1ip local pool WORD address

ooooooo IPO0O00O0ODOOOOODODOOO

ooooood ip local pool WORD address A.B.C.D (]JA.B.C.D)
| no g no ip local pool WORD

gOoOooood oCoOooOooOglobal nodeCOOO0OOO

O 1ip local pool WORD exclude-address
ooooooo IPOOC000O0O0O0O0OOOOOOIPOD0OO0O0OOOOIWO0DOOOOOODODOODOOODO
ooooood ip local pool WORD exclude-address A.B.C.D (]JA.B.C.D)

| no O
Oexclude-addressO OO0 no ip local pool WORD exclude-address
oooooDooo no ip local pool WORD exclude-address A.B.C.D (]JA.B.C.D)

goooogn OOO0O0DOglobal nodeDOO0OOO

O peer ip pool

oooooogo OoOoomwroooooooooooooon
oooooog peer ip pool WORD

goOOdNoO OO no peer ip pool WORD

goooooo 00000 interface virtual-template node0 00 00O
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12tp node

O tunnel hidden

OO0oooogd AV HidingOOOOOoOOoOOOo
goooooo tunnel hidden

oo O oOd no tunnel hidden

O no O no tunnel hidden

O tunnel password

oooooon ogoooooooooon

goooooo tunnel password (|hidden) PASSWORD

O no O no tunnel password

oo a0 ogooooool-9suooooooooooooa
00D000000000000011$#=*+_.;0{}[1~0 <000

O tunnel ppp
O0ooooo  PPPOLLRIPOOOOOOOOOOO
goooooo tunnel ppp <ppp:0-4>
O no O no tunnel ppp
ooooooo RtpO OO0 00000OOOpppO0OO0O0OO0ODOOOO
ppp 0 virtual-template O O 0000 @QOOOOOOOO)OOO

O tunnel authentication callin

ooooooo  wenelUO0O0OO0ODOOCDOOOO
goooooo tunnel authentication callin

g no g no tunnel authentication (|callin)
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O 120 12tpv3-tunnel node

12tpv3 tunnel parameters

O 00 commannd

12tpv3-tunnel node0 OO 00O OO

nxrl30#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#12tpv3 tunnel <0-4095>
nxr130(config-12tpv3-tunnel)#

O description

ggooogd L2tPv30 0000000000000
ogoboooo description DESCRIPTION

O no O  no description

O tunnel address
oooooon O000LWCCED O Do OoOoOooooooooo
ooooooo tunnel address A.B.C.D

O no tunnel address

ooooooo OgOd00dO0LCCEO DO Oonoooooonooonoaon
goooooo no tunnel address

OO00OO0OoO0Og  dynamic addressO O[O

O tunnel hostname

oooooog JO00oO0OLwWCED D nDooooooooo
goooooo tunnel hostname HOSTNAME
ooooooo oo

O tunnel router-id

ooodooo D000 LWCCEODDOOoO booooooo
ooooooo tunnel router-id A.B.C.D
ooooood Ood

O tunnel password

ooooooo OO0OAVW HidigOOOOOOoOOoOOoOooooooooo

gooogooo tunnel password PASSWORD
tunnel password hidden PASSWORD

oo 0O o0 no tunnel password

O no O no tunnel password

oo o o doooooo1-9%50000000no0oooog
OO00OoOoOoooooooooOos#s=~_.;;040~ <000

O tunnel hidden
ooooooo AVP HidingO OO OO O0O
ooooooo tunnel hidden
a no a no tunnel hidden
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12tpv3 tunnel parameters

O tunnel protocol

ooooooo
goooooo
ooooooo
0 no 0

00000000000000

tunnel protocol (ipjudp)

tunnel protocol ip

no tunnel protocol (=tunnel protocol ip)

O tunnel local hostname

oooooDooo
goooooo
ooooooo
[0 To UnsetO

J000OLWCED 0 Dooooooonog
tunnel local hostname HOSTNAME

no tunnel local hostname

no tunnel local hostname

O tunnel local router-id

oooooDooo
goooooo
ooooooo
0 no 0

O tunnel digest

ooooooo
goooooo
ooooooo
0 no 0

O tunnel hello

ooooDooo
goooooo
ooooooo
0 no 0

O tunnel vendor

oooooDooo
goooooo
ooooooo
0 no 0

O netevent

goooood
ooooooad
goooooad
ooooooad
0 no 0

O00OO0OLWCCEODOODO mooooooo
tunnel local router-id A.B.C.D

no tunnel local router-id

no tunnel local router-id

000000000000000000O0
tunnel digest (md5]shal)

no tunnel digest

no tunnel digest

HelloOOOOOOODOOOOOOOOO
tunnel hello <0-1000>
tunnel hello 60

no tunnel hello : Disable

OOdO0oOoLwCcEOD0ooo Iboooooon
tunnel vendor (ietf|century|cisco)
tunnel vendor ietf

no tunnel vendor : Set defaults

0000000o00ooooooooooon
netevent <trackid:1-255> disconnect
no netevent

PPP interface0 00O OO0

no netevent
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O 130 I2tpv3-xconnect node

12tpv3 xconnect parameters

O 00 command

nxrl30#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#12tpv3 xconnect <xid:1-4294967295>
nxrl130(config-12tpv3-xconnect)#

O description

gooooog L2TPv3 XconnectO O OO OO OO OO
0000000  description DESCRIPTION

a no 0 no description

= tunnel

o tunnel <0-4095>

ogoooood Xconnect OO O OO L2TPv3 O Tunnel IDOOODOOOO
goooodoo tunnel <tunnel id:0-4095>

o tunnel tos

goooooo Xconnect ToSO OO O ODOOO
0O000o0dOgd  tunnel tos (<0-252>]inherit)
oo o oOd tunnel tos 0

O no O no tunnel tos

O xconnect ethernet
goooooo XconnectU O D OOODOODOODOOO
O0O00O0oogd  xconnect ethernet <0-2> (|vid <1-4094>)

O xconnect end-id
ooooooog O0O0OO0OLCCED end idOODODODOOO
Oo0oooon xconnect end-id <1-4294967295>

O vian-id

goooooo VIAWN tag0 0000000000000
goooodoo vlan-id <1-4094>

0 no 0 no vlan-id

O retry-interval

gooooood oooOo/00000000gggoUooooooooooboooDODOoObObobobbo
gooooboo retry-interval <seconds:0-1000>

oo o oo retry-interval 0

0 no | no retry-interval (=retry-interval 0)
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12tpv3 xconnect parameters

O loop-detect enable

ooooooo
goooooo
oo O OO
0 no 0

Loop DetectionO0 00O O OODOO0O
loop-detect enable

no loop-detect enable

no loop-detect enable

O send-known-unicast enable

ooooooo
goooooo
oo O oOo
0 no 0

Known UnicastD 0D OO0 O0OdOOoOOO
send-known-unicast enable

no send-known-unicast enable

no send-known-unicast enable

0O send-circuit-down enable

ooooooo
goooooo
oo O oOo
0 no 0

O split-horizon

ooooooo
goooooo
oo O oo
0 no 0

Circuit Status downd O O OO O LCCED O O O ONon-Unicast FrameO 0D OO0 O 00O
send-circuit-down enable

no send-circuit-down enable

no send-circuit-down enable

enable

Split HorizonO OO OOODOOODO
split-horizon enable

no split-horizon enable

no split-horizon enable

O mac-learning unique enable

ooooooo
goooooo
oo O oo
0 no 0
ooooooo

L2TPv3 MACO OO OO O uwnique0000O00ODODOOO
mac-learning unique enable

no mac-learning unique enable

no mac-learning unique enable

OoOO0O0oOooOoooooodglobal nnoded DO0ODOCOOODOOOOOOO
nxr120(config)#12tpv3 mac-learning unique

OO000D0OC0CO0O00DOOCO0OO0DOOOO0OO0 Xeonnectd Local TableOFDBO OO MACO OO OOOO
J00o000bO000O00obO0DO0obO0o0bO0bDOO0bOO0O0OOOMACODDOODOOLocal TablelD FDB
gooooobooooooobooooooobooooobooooooboooog

000000 Xconnect O U LoopDetect 1 O OO OO O OO U LoopDetect U FrameDrop D O O O OO O
OoooopoOoooOoOoOMCcODOOOOuwniqued00O00OO0O0ODOOOOODOO

O0O0O0O@nique)D0DO0D0ODOODOODOO

202



O 130 [12tpv3-xconnect node

12tpv3 xconnect parameters

O ip tcp adjust-mss

ooooood

O Path MTU Discoveryd PMTUDO O O OEnd-to-end0 00000000000 OODOONMIUODOOO
O00d0o0ood0od0oo0ooo0ooo0oooooooooooooooooooooon
O0O0o0oooiIpvad00000O0O00O0O ICMP fragment needed 010000000000 O0OODOO
O000000ooooooooooogoePNUDO0OO0OO0O0O0OO0OO0O0O0O0O0OooonoddPMTUD
0000000ooooooooooMU0bD000Dooo0oDo000o000o0o0O00o00dOEnd-
to-end0 000000000000 OOODOODODOODOOOOODOTCPODO  SYN/SYN-ACKD O DO O
onMsSOO0DO0OO0O00oo000oooooooooooooooTcPOOO0ODODO0ODOOOODOO
00000000o000oo00oooooo00oooooooooooooooo

ooooooon ip tcp adjust-mss (auto]<500-1460:bytes>)

oooooon no ip tcp adjust-mss

OooONeO OO no ip tcp adjust-mss

ooooood

OlpvA0 00000000000 TCPOOODOOOODOOOOOTCPODODOODOOODOOOOOO
O00oooooooooooooooodsscoooooon

O0O0O0ooooMssO000Do000000Dautoc00000O0OOOMSSOOODODOONMSSOOOODO
ooooooooooooooo

O000oooooooooMssOoo0ooooogoMsSsO00o0oooooooooooonooo
ooo

guwPOICMPOOOOOODOOOOOOOOODOOODOOODOOODFOOODOOOOOODOO
O000000000o000ooo00oooooo0ooooooogooooon

(I no ip tecp adjust-mssO0 0000 OOOTCP MSSOOODOOODOOODOOODO
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O 140 12tpv3-group node

12tpv3-group node

O 00 command

nxrl30#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#l12tpv3 group <gid:1-4095>
nxr130(config-12tpv3-group)#

O xconnect
ooooooo 0000 XconnectO OO OO OO
gooooood
xconnect <primary-xid:1-4294967295> (]<secondary-xid:1-4294967295>) (Jhotswap)
gooooood
Ohotswap 0 O 0O 0O OO OL2TPv3 primary/secondary xconnect hotswapO O OO0 OO DO OO0
-hotswapO OO OconfigD O OOODOOODO
-0000000000000DO00000D0ODOOdprimary xconnect [ secondary xconnectD OO O
gooopooooOoLeT30000OOoOooooogoon
OO00O0LTPv3000000000ODO0O0ODOOprimary xconnect 0 secondary xconnectD O 0O O
goooooo
-group noded exitO OO Oxconnect OO0 D O00OD0O0ODOOO0ODOOconfigdDOOOOODOOODOO
CoooooooLnv3dooooooooogon
-000000000000000000000112tpvd group noded exitO O OO0 OO0O0OOO0OO
godoOopoooooooooooo
nxr120(config-12tpv3-group)#xconnect 1 2 hotswap
nxr120(config-12tpv3-group)#exit
Change primary/secondary xconnect.._.Please wait.
nxr120(config)#

O preempt enalbe

goooogon GroupO preempt 000000 /0000000DOO
ooooood preempt enable

a no 0 no preempt enable

O enforce-secondary-down enable

ooooooo 0000000000 DOSecondary0 00000000 OODOOO
goooooo enforce-secondary-down enable

oo o gdo no enforce-secondary-down enable

a no 0 no enforce-secondary-down enable

O active-hold enable

goooooo Group O Active HoldO OO OO /000000000
goooooad active-hold enable

oo O oo no active-hold enable

O no O no active-hold enable

205



O 140 12tpv3-group node

12tpv3-group node

O mac-advertise enable
ogoooooo
OL2TPv3 MAC Advertise FrameO O OO O OO /000000000O
-j0d0odoo0oDo0oD0doOooo0ooooDoooooDoOovMACODOoDoooDooo
0Oo00doo0ooobooooooovMcOO0DbDoobooooooooooboooboooooog
0odoDd0bDdoOdoDoobOooooooooooooa
-gdo0oooooooooooooo
-000000000DO0O0OL2TPv3 MAC Addressd O Always O O O O OO 12tpv3 mac-learning alwaysO
oooooooooa
d000d00d0Ddoo0oD0bD0o0o00o00DO00DO0oDoOoDOO0oOooOodys.a1s.1000000
ooooooooooad
ogoooooad mac-advertise enable
oo o oo no mac-advertise enable
O no O no mac-advertise enable
goooooo
00oD0ooooopoooooooooooooo)o L3 odoonooooonooooooooon
ONXROOOOODOOODOOoS/wW2)H)OrmBOOOOODOODOOODODODODODOOODOOODOOOOODOO
do0ddodoDdooooodooDooodoDoOoDodbD0odoooDooooooDOoooOoooa
oooooodoooooood
+----NXR-1---+
PC1---S/W1---(LAN)O O O (WAN)===L2TPv3===(WAN) | | (LAN)---S/W2---PC2
+----NXR-2---+

doodoooLrmvidoddodoodoodoooooooooooooooooooooooooa
MACOODOODODODOODDODODOOOOODOOo0oOoDooooobOoooO1oovACchoooonoao
100 L2TPv3 MAC Advertise FrameU DO D OO ODOOOOOOOODOODOOO
o L2TPv3 MAC Advertise Frame 0 [
O00O0DO0O0OOno mac-advertise enabled O O O L2TPv3 MAC Advertise FrameO OO OO O QOO
00 00000Omac-advertise enable0 0 00000 OO L2TPv3 MAC Advertise FrameO OO OO QOO
-Jd00d0odooDooodoo0oooooonooooDoOon
-0bOoo0boooooooooooon
O0O000Circuit DownO0 00000 ODOOOsend-circuit-down enablel] /0O OO no send-circuit-
down enable0 00000000 LCCED Circuit statusO DOWNO O OO OO O LCCED DropO O O O
OO OOMAC Advertise Framee0D OO OOOODOODO LCCEO O SLI Message(Circuit up)d OO0 O
d0o0doodooooooboooOooo0oOooDoooOooDo0ooOoOooDOonOnd MAC Adver-
tise FrameO OO OOOOOOOODODOOMAC Advertise Frame OO O OO GOO
o L2TPv3 MAC Advertise Frame 0 [
OXconnect0 OO OODOODOOODO /0000000000 DropOdnOnd
OLPOOO0O0O0OO0O0O0OOOO0DOOO/0000000000O00O000O000DO00OO0
-0000000XconnectO O OOOOOOWMWODODODODOODODHWWDOOODODOODOOO
@QUO0O0D000000000DOO000O00D0O00OOXconnect0 00000 OO0DOOODOOO
GHOOODDOoDOoooOobropO OO
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O 150 rip node

rip node

O OO command

nxrl30#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#router rip

nxr130(config-router)#

O network
goooooo
goooooo

O redistribute
ooooooo
goooooo
0 no 0

O distance
gooooog

ooooooao
O no O

O timers basic
goooooo
goooooo

o0 0O 00
O no O

RIPOOODODOODOODODOOODOODOOODOODOOOOOOO

network A.B.C.D/M > IP prefix <network>/<length>, e.g., 35.0.0.0/8
network ethernet <0-2> (Jvid <1-4094>)

network ppp <0-4>

network tunnel <0-255>

no network A.B.C.D/M : IP prefix <network>/<length>, e.g., 35.0.0.0/8
no network ethernet <0-2> (|vid <1-4094>)

no network ppp <0-4>

no network tunnel <0-255>

ooooooooooooog
redistribute (static|connected|ospf|bgp) (|metric <metric:0-16>)
no redistribute (static|connected|ospf|bgp) (Jmetric <metric:0-16>)

RIPOOSPFOOODOOOODOOOODODOOOODOO
J0000000000oooogoooooo

distance <1-255>

no distance

RIPOODOODODOOOOOO

timers basic <update:5-2147483647> <timeout:5-2147483647>
<garbage:5-2147483647>

update: 30sec, timeout: 180sec, garbage: 120sec

no timers basic (=timers basic 30 180 120)(= set defaults)
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rip node

O passive-interface
ooooooo 0000oo000ooo0o0ooooo0ooooooooooood
goooood passive-interface ethernet <0-2> (Jvid <1-4094>)
passive-interface ppp <0-4>
passive-interface tunnel <0-255>

O no 0  no passive-interface ethernet <0-2> (Jvid <1-4094>)
no passive-interface ppp <0-4>
no passive-interface tunnel <0-255>

0O default-information originate

ooooooo O00d00oo0oo0ooooooogoooooon
00o0o0ood  default-information originate

O no O no default-information originate

O version

gooooao RIPOOOODODOODOOO
oooooono version <1-2>

oo O oo version 2

g no O no version (]<1-2>)
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ospf node

O OO command

nxrl30#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#router ospf

nxrl30(config-router)#

O network
goooooo OSPFOC OO IDODOOODOOOd
goooooo network A.B.C.D/M area <0-4294967295> : OSPF area ID as a decimal value
network A.B.C.D/M area A.B.C.D : OSPF area ID in IP address format
0 no O no network A.B.C.D/M area <0-4294967295>
no network A.B.C.D/M area A.B.C.D

O area default-cost

ooooooo O0000o0ooo0oooDooo0oooooooooooDoooooooooooon
goooooo area (<0-4294967295>]A.B.C.D) default-cost <0-16777215>

0 no 0 no area (<0-4294967295>]A.B.C.D) default-cost

O area authentication

oooooon ogoooooooon

goooooo area (<0-4294967295>|A.B.C.D) authentication (|message-digest)
0 no | no area (<0-4294967295>|A.B.C.D) authentication

O area range

ooooooo O000o0ooooooooooooooooog
OOooooog area (A.B.C.D]|<0-4294967295>) range A.B.C.D/M

0 no 0 no area (A.B.C.D|<0-4294967295>) range A.B.C.D/M

O area stub
goooood Ooooooooooooo
goooood area (A.B.C.D|<0-4294967295>) stub
area (A.B.C.D]|<0-4294967295>) stub no-summary
0 no O no area (A.B.C.D|<0-4294967295>) stub
no area (A.B.C.D]<0-4294967295>) stub no-summary
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ospf node

O area virtual-link
ooooooo Oo0oooooooooooo
0000000  area (A.B.C.D]<0-4294967295>) virtual-link A_B.C.D
area (A.B.C.D|<0-4294967295>) virtual-link A.B.C.D
{authentication (message-digest|null)
| authentication-key LINE
| dead-interval <1-65535>
| hello-interval <1-65535>
| message-digest-key <1-255> md5 LINE
| retransmit-interval <1-65535>
| transmit-delay <1-65535>}
O no O no area (A.B.C.D|<0-4294967295>) virtual-link A.B.C.D
no area (A.B.C.D|<0-4294967295>) virtual-link A.B.C.D
{authentication (message-digest|null)
| authentication-key LINE
| dead-interval <1-65535>
| hello-interval <1-65535>
| message-digest-key <1-255> md5 LINE
| retransmit-interval <1-65535>
| transmit-delay <1-65535>}
O redistribute
ooooooo ooooooooooooo
ooooooo
redistribute (connected|static]rip]|bgp)
redistribute (connected|static|rip|bgp) (Jmetric<0-16777214>) [|metric-type (1]2)]
g no d
no redistribute (connected|static|rip|bgp)
no redistribute (connected|static|rip|bgp) (|metric) (|metric-type)

O distance

00ooooo osPFOC00O0NDDO0I0NDOOUO0DDOOUOO0DDOOOOODOOOODOOO
Oo0000oooodooooooooooooooooooogo

ooooood distance <1-255>
distance ospf (intra-area <1-255>|inter-area <1-255>|external <1-255>)

O no O no distance <1-255>
no distance ospf
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ospf node

O tiemrs spf
gogooobod
goooooo

OSPF SPF timersO0 0 OO OO0O

timers spf <delay:0-4294967295> <hold_time:0-4294967295>
<delay:0-4294967295> : Delay between receiving a change to SPF calculation
<hold_time:0-4294967295> : Hold time between consecutive SPF calculations
no timers spf : Set defaults

O passive-interface

gooooogo
gboooooo

000000000000 ooo0oooooooooooooom
passive-interface ethernet <0-2> (|vid <1-4094>)
passive-interface ppp <0-4>

passive-interface tunnel <0-255>

no passive-interface ethernet <0-2> (]vid <1-4094>)

no passive-interface ppp <0-4>

no passive-interface tunnel <0-255>

O default-information

gboooobgo
goooooo

googbooogosFOObOOnnOonO

default-information originate
default-information originate (|metric <0-16777214>) [|metric-type (1]2)] (lalways)

O no O

no default-information originate
no default-information originate (|metric<0-16777214>)[metric-type(1]2)] (Jalways)

O router-id

ooooooo
goooooo
0 no 0

Router IDO O OOOOO
router-id A.B.C.D
no router-id
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O OO0 command

nxr130#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#router bgp <1-65535>

nxrl130(config-router)#

O network

gooooon oooooobooooooooooad

goooooo network A.B.C.D/M (]backdoor)

O no O no network A.B.C.D/M (]backdoor)

aad oo

gdoOosePOODOODOOOOUOODODODODOOOODOOOOBEPOOODODODOO BGPO administrative
distanceO OO0 OO0 DO0OD0OODOOODOOO0OO0DOODOOODOOODOOOOODOO

O aggregate-address

ooooood

OAggregate0 0D OO0 OBGPO OO0 ODOODOOODODOOOODODOODOODOODOOBPODOODO
0000000000000 00000000000000 advertiseO OO0

goooooo aggregate-address A.B.C.D/M (|summary-only|as-set)

O no O no aggregate-address A.B.C.D/M (]summary-only]as-set)

oo 00

OAggregate 000000 0ODO0OO0OOOODOODOOO advertise0 0000 ODOOODO advertise
oo0oO0o0sumary-onlyO OO0 O0OO0O0OOO

O000Oaggregate 0000 00000ASODOO0ODOODOOOOOOOOODOOOOASODOOO
000000000000 0000D0D0000000DO00D0D000000DAs-setdO00O
00000oooopooooASOO00D00ODO00oooooDOOoo0DoooooooooDoDoooooonog
OASOD00D00DO0DO00DO0ODO0DbOO0DOODO0OD

O distance

ogooooood BGP O O O O Administrative Distance0 OO0 O OO OO
goooooo distance bgp <eBPG:1-255> <iBGP:1-255> <local:1-255>
O no O no distance bgp

oo oo 0000 200 eBGPI 2000 iBPGT] 20000 localD O O O

O timers

ooooooo  jJitterDOOOO%OOODOODOODOODODOO

goooooo timers bgp jitter <75-100>

d no g no timers bgp jitter

oo OO0 DefaultdO75% 000
00000000 jitterOOkeepaliveO interval DO 00O OO OO keepalive
interval 0 0O 0O 0O Oneighbor O keep alive interval DO OO O0OO0OOO
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= bgp

o always-compare-med

ooooooo

0000000 ASODO0OO00O0DOO0O00D0OOOMEDODOOOOD OO dalways-compared-medd O
0000ooooooooASOO00O0ODO0oooooooMeDO0O0Oooogon

goooooo bgp always-compare-med

O no O no bgp always-compare-med

o bhestpath as-path

ooooooo

ODO00ASODOD0OO0D00D0O0DOODODOAS-PATHO O O O LUPDATE message0 ASO DO OO OOODO
AS-PATHU O OO ODODOODOOOD

O00O0best path OO O OOOOAS-PATHO OO ODOODOOOOODOODOOODOODOODODOO
O0O0Obest path OO OO OAS-PATHO O OO DO ODOOD

goooood bgp bestpath as-path ignore

O no O no bgp bestpath as-path ignore

o bestpath med

OO0ooooo MeDOOOOprefixOODODOOMEDOODO DO 42949672040 000000000
goooooo bgp bestpath med missing-as-worst

O no O  no bgp bestpath med missing-as-worst

o local-preference
ooooood
0000000 0oooooooASOo00odoDoooooooooooooooooooooonoon
local preference0 0000
gooooogo bgp default local-preference <0-4294967295>
O no O no bgp default local-preference
oo oo iBGP peer0 00000000 DOODO0OODOODOOOOODOODOO
Default O O 1000 00

o default-information-check

ooooood default route 000000000000 ODOOBGP40 O default routed 00
ooooooooo

ooooooog bgp default-information-check

O no O no bgp default-information-check
oo o oOood no bgp default-information-check
oo aog 00000000000 0000000000000O default routeC 00O

PO O OO ODODODOOODOODOOD
(D) redistribute0 0000 default route0 0000 O0OO0O0OO0O0O
(2 networkO OO OO 0.0.0.0/0000000D000O
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m bgp OOOO

o enforce-first-as

0000000 UPPATED OO OO ASODOOOOOOODOOO ASO neighborO0ASOODOOOOO
notificationO O OO O OOOOOOneighborD 000 O0OO0O0OODOOODOODOO

ooooooog bgp enforce-first-as

O no O no bgp enforce-first-as

o network import-check
ooooood
0BGPO advertised O O networkOD (D O MO0 00 O routerd O O networkD O 0 0 00O O O advertise
000000000 networkd BGPO advertiseO O OO O OO OO Oimport-checkOOOOOOOO
O0D0000Oadvertise0 00000000
gooooogo bgp network import-check
O no O no bgp network import-check

o router-id

ooooogoo Router-IDO IPODOOOOOOOOODOOO

goooooo bgp router-id A.B.C.D

O no O no bgp router-id

oo 0d

ORouter-1IDO0 0000000000 OOODOOODOODOONO IPv4 addressO00 00000000 IPv4
00000 Router-1DOO0OOOOOO0O

o scan-time

goooogo BGPO OO OO routed next-hopOD OO OO0 ODOOODOODOODOOODOO
goooooo bgp scan-time <0-60>

O no O no bgp scan-time

oo od oooosoo0ooog
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node

® neighbor

o default-originate

ooooooao
ooooooao
O no O

0000000000000000oooooon
neighbor A.B.C.D default-originate
no neighbor A.B.C.D default-originate

o distribute-list

gooooao
ooooooo
0 no 0
oo oo

o ebgp-multihop
ooooooo
ooooooo
U no g
o0d 00

o filter-list
gooooao
ooooooo
0 no 0
oo oo

o next-hop-self
ooooooo

ooooooao
O no O

o remote-as

oooooog
goooooad
0 no 0

peer000 /70000 route updated FilteringO OO DO O00OO0OO0ODO0O
neighbor A_.B.C.D distribute-list ACL-NAME (in]out)

no neighbor A.B.C.D distribute-list ACL-NAME (in]out)

NeighborO O INOUTO OO OO OO distribute-list0 000000000000

peer0 0000000000 DOOODODOEBGP Peer000O0OOOOODODDODO
neighbor A.B.C.D ebgp-multihop <1-255>

no neighbor A.B.C.D ebgp-multihop <1-255>
oooooooooooooooo

PO OO DOOOOOOOOO

neighbor A.B.C.D filter-list ACL-NAME (in]out)

no neighbor A.B.C.D filter-list ACL-NAME (in]out)
global D00 0OO0OOOAS-PATHOOODOODOODOODOODO

iBGP peer0 0 00O nexthopO OO peer 00000000 ODOODOODODOOODO
OaddressOO0O00ODO0O

neighbor A.B.C.D next-hop-self

no neighbor A.B.C.D next-hop-self

oOooooAsSOOOOOODOOO
neighbor A.B.C.D remote-as <1-65535>
no neighbor A.B.C.D remote-as <1-65535>

o remove-private-as

ooooooao
ooooooao
O no O

Outbound update DO DO OO0 OO ASOOOODOODO
neighbor A.B.C.D remove-private-as
no neighbor A.B.C.D remove-private-as
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® neighbor(D0O)

o route-map
gooooao
ooooooo
0 no 0
oo oo

Peer000 /0000 routed filterigOD OO D OOD0OOODOOODOODODOO
neighbor A.B.C.D route-map WORD (in]jout)

no neighbor A.B.C.D route-map WORD (in]out)

neighborO 0O INOUTOODOOOOO routemapO0 0 00O OO0OODOODOO

o soft-reconfiguration

ooooooo
ogoooooo
0 no 0
oo oo

Neighbor 0 0O BGP session0 0 0000000000 OOOODOOODOOOOO
neighbor A.B.C.D soft-reconfiguration inbound

no neighbor A.B.C.D soft-reconfiguration inbound

BGP O neighbor parameter U routemapO 0O OO0 ODOOOOOODOODOOOOO
0000 BGP sessiond clear0 OO0 OOBGP service DO D ODOODOODODOODO

o keepalive interval & holdtime

ooooooo
goooooo
0 no 0
oo O oo
oo oo

keepaliveO O O OO O holdtime DO DO OOOO

neighbor A.B.C.D timers <keepalive:0-65535><holdtime:0]3-65535>
no neighbor A.B.C.D timers

neighbor A.B.C.D timers 60 180

OPeer00 hold timeO O OOOODOODODOODOkeepalive message [0 update message 0 0 O OO
O0O00OOOpeerd O sessiond closeO O IDLEDOODOOODOODOO

OKeepalived OsecO 000000 Okeepalive message 0 0 OO0 OO0 OO

OKeepalive interval 000 Jitter 000D O0OOO0OO0OOUSERO OO jitter0 OO 0O 0O O 75-100% O
0000000000000 00defaultO0Ojitter0 75%0 0000000000 keepalive
interval x (75-100)%0 interval OO DO OO0 OO jitterO0O00ODO0ODO OO timers bgp jitter
0ooooooobod

o connect timer

ogoooooo
ooooooo
0 no 0
oo o oo
oo oo

o update-source

gboooooo
gooooogo

Connect timer D OO0 OO0

neighbor A.B.C.D timers connect <0-65535>
no neighbor A.B.C.D timers connect
neighbor A.B.C.D timers connect 120
000000000 connectd 0000000

BePO O OO OO0DDDODOO0MODOOoOoooooooIwP0ooooooooon
neighbor A.B.C.D update-source

(ethernet<0-2>] loopback<0-9>| ppp<0-4>] tunnel<0-255>)
no neighbor A.B.C.D update-source
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o advertisement-interval
ooooooo
OBGPODOI0IDOOODOODOODOUODODOOOOOUPATED D DODDDOOOODOOODODODOOOOO

O00000O0O0OD0OO0OO0OOOUPPATED 00000000 OODODOOOOOO CheighborD O ROUTE-
REFRESHO OO0 O O0OOO00DODODOOO0O0DDO neighbord UPDATED OO OODOOOODOO

oooooog neighbor A.B.C.D advertisement-interval <1-600>

O no O  no neighbor A.B.C.D advertisement-interval

o-d 00 OO0OO0O0OO0OD0OD0OO0OO0OO0OO0OOeBGPO 30(O)TIBGPO 5(O)ODODO

o as-origination-interval
ooooooo
OO00O0O0o0O0OoOoOosePODOCOUOODOOUOODOOOOBPOOODOOOODO filterDOOO

redistribute D 000000000 00OBPOOOODOOOOODOOOODDOOOOOOODOOO
00000000000 0000D advertisement-interval DO 0000 O UPDATECD OO OO DO ad-
vertiseO OO0

ooooood neighbor A.B.C.D as-origination-interval <1-600>

| no g no neighbor A.B.C.D as-origination-interval

od 00 QOOO0DoOooOooboboogiso)Hyooo

O UPDATED DO OODD
Neighbor OO UPDATEO OO OO OO OO DO OO OO advertisement-interval 0 as-origination-
interval 0 200 0000000000000OO

-000000000oag
as-origination-interval 00 0000000000000 0ODOO0ODOOOOODOOODOOOODOO
UPDATEO OO ODOOODOODOOOO advertisement-interval D OO 0O UPDATEO O OO OO

-O0peer0O0O0O00O0OBPOODO
OO peerO000OUPDATEO D OODOODOCOOO peerO0 UPDATED DO OODODOOOODODOO adver-
tisement-interval D OO0 UPDATED OO O OO

-softout0 000000

000000000 BPOOOOUPPATEDOOIOOOOODODODODODO advertisement-interval O O
OO UPDATEOD OO ODOO
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m redistribute

o redistribute (connected|static|rip]ospf)

goooooo RIPO OSPFO OO OO route O O connected routel static route [
BPO DD ODOODODODODefawlt0 0D ODOOODODOOODOO

ooooooo redistribute (connected|static|rip|ospf)

O no O no redistribute (connected|static|rip]ospf)

o redistribute (connected|static|rip|ospf) route-map ABCD

goooooo routemap 0 0 0000000000000 O0OOOO0OprefixO0OOOOOOODO
OO0 prefixO0OODOODOOODODOODOOODO

gooooogo redistribute (connected|static|rip|ospf) route-map ABCD

O no O no redistribute (connected|static|rip]ospf) route-map ABCD

m netevent
o advertise-stop
ooooood
O00trackDdownO OO OO0OO0OO0OOOOnetworkDOOOOOODOOOOOOBPOOOODOONO
00000000000 trackOupODOO0OOOOODODOBPOOODODOOOODOODO
ooooooo netevent <1-255> advertise-stop
netevent <2048-4095> advertise-stop
g no g no netevent
oo oo
00BGP4 O network import-check DO OO0 OOtrackD up0 000000 ODODODOODOODOOO
oo
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O 180 ntp node

ntp node

O OO0 command

nxrl30#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#ntp

nxr130(ntp-config)#

O service
goooooo NTPOOOOOOOOOOOO
ooooooa service enable

O server
coooooo NTPOOOOOOODOOOO
ooooooo server (A.B.C.DJFQDN|X:X::X:X) polling min max
g 0O OO no server
00 00 200000000
server0 0000000000 OO masterd QO
serverd set0 0 000master 000000000
O no O  no server (A.B.C.D|FQDN|X:X::X:X) : Delete

O timeout

ooooooo doodbodoodobDOooooooooon
goooooo timeout <seconds:1-30>

oo 0O Odd timeout 30

O no O no timeout (=timeout 30)
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SNMP node

SNMP(Simple Network Management Protocol)O O

NXR O SNMP O O O O system 0 0 O O SNMP protocol D000 0DOOOODO0OOD OO OOsysten
000000000000 00ONMS(SNMP Trap Manager)D trap0 00 0000000000000
SWPODOOOD(set)D 00000000 DOO (read-onlyd 0)0

m SNMP versionO access O O

00000000 SNMPO versionO OvliOv2c O O O SNMP Access 00 0O 0O O O O SNMP Server O network
Ocomunity0 O O0O0O000O0OO0OONetworkOODOODOOIPV4/IPV6 AddressO0 0000000
ooooo

m SNMP Trap

0000000000000 000ooogoNSOO00O0SN\WP TreapO000000O0OOOO
OTrap versionl/version2 000000000000 mmformI0 000000 O0OO0OOOTrap0O0O
OO0IPv4/IPV6 address0 00000000000 OmmformO0 000000 /000000000
oooooooog

OSNMP trap O O communityd 0 SNMP access0 0 00O 00000 OOO0ODOOODOOODOOOOO
Trap0 00000000000 OOOOOO

OTrep0 00000000 ODOOOOCOUSEROOOCODOOOOODODOOOOODOOOOODOODOO
OOTrap0OUWDPOOOOO0ODOOOOOOOserver00000000000O0O0O0O0OOOODOO
OO00OmmformO00O0O0O0ONMSDOOODOODODOOODOODOOOOO

OO0 serviceDOOODOODODOODO0OOOOOO0ODOOOOODOOserviceOOOOOOOOOOOO
0000000000000 000000000000ONSOO000D00000ngn getdO
oooooooogo

m System Group MIB(MIB-11)O 0O

O000OD00ORFCI2BO0 000000 OOMIBOOODOOODOOOUIODODOODOOOOOOOOOO

[ sysContact

U sysName

(0 sysLocation

O sysDescr

O00sysObjectiDO O DcenturyD 000000 O0ODOCIDODOODODOOODOODOODOOODODOO
goooo

O00sysUpTime 0 OO0 00000000000 0ODOODOODODOODOOODOONTPODDOODOODO
oooooooooo)o
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SNMP node
m OJOMIBOO
goooooooovmBOOOoOoOooooOoO
0 Standard OPrivate MIB
RFC1213 (SNMPv2 MIB-11) CS-NXR-PRODUCT-MIB
RFC2011 (IP-MIB) CS-NXR-L2TPv3-MIB

RFC2012 (TCP-MIB)

RFC2013 (UDP-MIB)

RFC2863 (IF-MIB)

RFC3411 (SNMP-FRAMEWORK-MIB)

RFC3412 (SNMP-MPD-MIB)

RFC3413 (SNMP-TARGET-MIB: SNMP-NOTIFICATION-MIB: SNMP-PROXY-MIB)
RFC3414 (SNMP-USER-BASED-SM-MIB)

RFC3415 (SNMP-VIEW-BASED-ACM-MIB)

RFC3418 (SNMPv2 MIB)

RFC2465 (IPv6 MIB) 0O OO0

m 000000
USB/ExpressCard 0 0 000000000 ODOOOOSNPOODOODOOOOODOODODOODOODOODO
gbooobooobooboobooooboobooobon

m WiMAXOO
WiMvAXO D OOOODOOoOOoDOoORSSI/CINROSS/CUD ODOOO0OMBOODOODOOOOODOOO
wiviXxOOOoOoOoooooooooooooooooooooooooooo

Oo0o0oobobo0oooobooo0bobo0ooDoOoboboOoDbOoOndDCcs-NXR-PRODUCT-MIBE O O

goooooo

OWiMMXOOOUOODONXR-155/C-wWO 00000000 0ODOCOONKR-120000000000000O
oooobobooobo

ocOoobooooOoO
gussOoopooooooobooooosswooooboooooboboooooboooooooo
go00ooo0gb00OunknowndOOODOODO
OO0oO00OoOOooOUooooOoOowiMaXODoOOoooooooDoDoOoOd @e/down)DOOOQOOoOoOOO
gooussO000bDoOoboOoboOoooobodnnotSupportd 000000000 DOOOOODOOODOO
OPPPOOOOOODOOOOOOODOO notAccessibleD OO ODODO

ocnogoooon

gussd0 000000000000 DO0OO0ODO0ODO0ODOODOODOO@Qp/down) DO O0DOO0DODODOODOODOO
goboboobooobobooboooooboo
O0000ooooOobOooooowiMXxOOoooooooooooooDbooODerrorbO0OooDO
0dd0dwnOOODOOOOODOCOOOOOOOODOOO1I00DOOOOODOOwWOOODOOO
gooo
OOoO00O0OooO0OoOoOoOOwiMAXODOOOODOOOODOOOOOOdown->up0 0000000
gooo 226
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SNMP node

m SNMP NAT

SNMP PDULD OO OODO IPODOOOOONATOODODOOODUONATOODOODOODORRC292000

gosASICO00ODOODOOOOOpPUOO IPOOOODOOONATODOODOOOOODOOOOOI00DO
goooooooog
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SNMP node

O OO command

nxrl30#configure terminal

Enter configuration commands, one per line.

End with CNTL/Z.

nxr130(config)#snmp
nxr130(snmp-config)#

O security

gogoooog
goooooo
g 0O 0o
od od
g No d

O syslocation
oooooono
oooooon
oo o oo
0 No 0

O syscontact
ooooOooo
goooooo
oo o oo
0 No 0

O sysname

ooooOooo
goooooo
oo 0O 0o
0 No 0

0 sysdescr

oooooood
oooooon
oo o oo
0 No 0
oo oo

SwWwPOOOOOO0O0ooooooooooooooooooo
security A.B_C.D/M]X:Xz:X:X/M COMMUNITY

no security

Network D O30 0000000000 0OOODO

no security (A.B.C.D/M|X:X::X:X/M)

sysLocationO0 0 O OO QOO
syslocation LOCATION

no syslocation

no syslocation

sysContact U 0O OO OO
syscontact CONTACT

no syscontact

no syscontact

sysName O O OO QO QOO

sysname SYSNAME

no sysnamel [=0 O O (ex. NXR-130)]
no sysname

sysbescrU 000 OO0

sysdescr DESCRIBE

no sysdescr

no sysdescr

o000 opooooo

ex. Century Systems NXR-130 Series ver 5.1.0 (build 50/15:44 22 04 2009)
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SNMP node

O trap manager

gooobono
gooooogo

SNMP O trap manager D 0 OO OO O

trap manager (A.B.C.D|X:X::X:X) (]trapcommunity) (]Jv1]v2)
trap manager (A.B.C.D|X:X::X:X) (]Jtrapcommunity) inform [](interval <10-1800>)|(retry <0-10>]

oo 0O oo
U No g
goooooo

O trap agent
ogoooood
oooooono

oo 0O oOo0o
U No g
goooboon

O bind address

gooobon
gooooogo

go 0 0o
O No O
googoooon

no trap manager

no trap manager (JA.B.C.D|X:X::X:X)
3000O0oooOooooooooon

Community 00000 "community" O OO ODODO0O
pdu-type 00000 VviIODODOODOODO

SNMP O trap agentO0 OO0 OO QOO

trap agent ip A.B.C.D

trap agent interface ethernet <0-2>

no trap agent

no trap agent

TRAPO OO OODO "Agent Address” OO0 0O0O0O00O0ODOOO

SNMP [0 bind addressO0 000000

bind address A.B.C.D

bind address X:X::X:X

no bind address

no bind address

TRAPO O OO source ipd 00O bind addressO0 00000
000 (no bind address) 00O 0 0.0.0.00 listenO O OO
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syslog node

O OO command

nxrl30#configure terminal

Enter configuration commands, one per line.

End with CNTL/Z.

nxr130(config)#syslog
nxr130(syslog-config)#

O 1local enable

goooooo
gooogooo
oo 0O 00
O No O

O 1local file
ogoooooo
ogoooooa
oo o oo
0 No a
oo oo

O server

goooooo
goboobogoo
g No O
guo guo

O mark
gooooog

syslog 0D OO0 OOO0OOOO

local enable

local enable

no local enable0 (CODOOOOODOOO)

syslog OO0 DOOOOOOOO

local file (diskO:FILENAME|diskl:FILENAME)

no local file

no local file

filename D Odisk0:0 00 00Odiskl:0 00000000000 ODOOOOOOO

syslogD OO0 IPOOOOOOOFONODOODOOO

server (A.B.C.D|X:X::X:X]FQDN) (]source A.B.C.D|X:X::X:X)

no server (A.B.C.D|X:X:z:X:XJFQDN) (= syslogU OO OO OODOODOO
syslogOD OO0 O05000000000000000

syslogD 000 000000000000 DO0O0O0OOOO0O

Syslog markO OO O OGOOO

OMarkOOOOOOoOO9MmnDOOOOOOOOODOODOOODefaultd 20000000000
OOO0O0OmrkODOOOODOOOO
OOOOmarkd syslogOD OO OOO0OOOOsyslogO OO level O debug/Zinfo0 OO0 O0O0ODOOO0O

goooo
gooogooo
oo 0O 00
oo oo
u No g

O priority

ggooogoo
ggoboogd
od 0O OO0
u No u
od od

mark <min:0-99>

mark 20
mark 0 (DisableD O O0O)
no mark (=mark 20)

SyslogD 0 OO0 O0O0O0O0D0O0ODOODOOOOOOO
priority (debug]info|notice)

priority info

no priority

facility 000000000 OOOOOO

231



0 200 syslog node

syslog node

0O system

ooooooo

0 System Message U O O O O O O Connection tracking D OLoad AverageCl OO0 O O0OODODOODOO
gooDOoOoONR-230/CO00000DOOCOOODOOOODOmrkOO0O00ODOOOOOOO
syslogOD OO0 O0OOOOOODOO

OoO00oooOoO00DoO0o0o0boOd remote serverJ 00 00O00DOOOOODOOO

goooooo system mark > Output messages with mark
system hour : Output messages hourly

gg O oOd no system

0 No 0 no system s System0 OO0 O0QOQOQOOoOO

O suppress

ooooood

U00Omessage 0000000000000 0O0O0D0O00O0OO0Omessagel 00000000000
gooobooboboobobogoo

goooooad suppress <10-3600>
oo O oo no suppress

0 No 0 no suppress
ooooood

OSuppress0 0000 10-3600sec0 000 0OOOOOOOODOOO
Olast message OO O0O0OOODOOODOOsuppress message 1 OO0 O0OOODODO
ODefaultO O OsuppressO 00000

O mail send

0oooooo  syslogdOOO0OO0OD0ODOOOOOOO

OUSEROODOOODOOO0DOO0O messaged syslogO0 0O OO0 OOO0OOOO0DOO E-mail address
milOOO0O0O0O0O000000O0O0OO0OcCLIOn leginOCO0OOO0OO0O0OO0OO0OO0O0ODOOOOO
O00000mill0O00O00OD0OOOO00ODOOOO0OO
0000000000000 00000060secdO checkDOODODOOODODODOOOODOO mail
00000000 OmillO0O0OCO0OO0OOCOOIP/IPVEO0000000O0OO0OO

ogoooooad mail send enable

oo o oo no mail send

O No a no mail send

O mail to

oooooog O0o00oooooooooooo
ooooooo mail to RECEIVER

oo O oo no mail to

0 No 0 no mail to

O mail from

oooooog O0o00oooooooooooo
oooooog mail from SENDER

oo o oo no mail from

g No O

no mail from 232
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O mail subject
oooooono
ogooooon
oo o oo
0 No 0

O mail strings
ooooooo
ogooooon
oo o oo
oo oo
0 No 0

O mail server
goooood
goooood

g No O

O mail server
gooooog
goooooo

O mail server
gooooog
goooooo

O mail server
gooooog
goooooo

ooooooooooooo
mail subject SUBJECT

no mail subject

no mail subject

gboboobobooobobuooboobobooboboon

mail strings <1-32> STRINGS

no mail strings
0ooooobooo32000000
no mail strings <1-32>

000O000O0oo0oooooooooog

mail server authentication pop-before-smtp
mail server authentication smtp-auth-login
mail server authentication smtp-auth-plain
no mail server authentication

poP3a0 00 D0OO0OO0ODOOOOODOO
mail server address A.B.C.D
mail server address FQDN

POP before SMTP
SMTP authentication (login)
SMTP authentication (plain)

swiPOOOO0OO0DOO0DbOObOObOOo0obOoobOon

mail server smtp address A.B.C.D
mail server smtp address FQDN
mail server smtp port <1-65535>

SMTPOOOCOOO0ODO IDOOOOO0ODOOOOODOO
mail server username USERNAME password (|hidden) PASSWORD
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O rotate

ooooooo

o Default0 OO OOOsyslog message 0 0000 O0OOODO 8O ODOOODODOODO 40000000
0000000oooooooooolo000ooooooooooooo
odO0OO00OOOOOsyslog rotate0 0000000 OO0ODOOOO

ORotate0 OO 0O0OO0Osyslog OO0 O0DOOD0DOODOOODOOODOODOODOOO storage d O backup
000000000000 00000DoDo0ooooDd backupO OO0 O

OSchedule0 00000 rotate0 0000000 ODrotate0 0000000 scheduleOD OOOO0O
oooooogooooooon

ODefaultO0 0 Orotate0D 00O O0ODO
ooooooo
rotate (diskO|diskl)
rotate (diskO]diskl) threshold logsize <kbytes:150-1000>
rotate (diskO|diskl) threshold files <files:1-10>
rotate (diskO]|diskl) threshold logsize <kbytes:150-1000> files <files:1-10>
ugg 0O od no rotate
g No g no rotate
od od
guseoCod0OOOOUuUSB FlashDOOOOOOOODOOOdiskoOOOOOOOUSBIOOOOODO USB
FlashOOOOODOOOOODODOdisklOOOODOOO
OSyslog rotate 000000000 (kbytes)D OO OO Obackup fileOODOODOODOODOODO
O Obackup fileO O default O O O5(Ffiles)0 00O
000 Obackup OO0 syslog message 0 Ogzipd OO O OO0OOO0O0OODODOODOOODOOOO file
D000000000OBackupO D OODODOD fileD0ODODOO0ODOODODOOODODO
backupO OO OO0 format : YYYYMMDD_HHMM.log.gz
20100 11020 19050000000 backupO OO OO O O 20101102_1950.10g-9z
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O OO command

nxrl30#configure terminal

Enter configuration commands, one per line.

End with CNTL/Z.

nxr130(config)#dhcp-server <1-64>
nxr130(dhcps-config)#

O network

ogoooooo
ooooooa
0 No 0
oo oo

O lease-time
ogoooooo
ooooooao
oo o oo
O No O

O gateway

gooooon
goooooo
oo o oo
0 No 0

O domain

goooooo
ogoooooao
oo o oo
O No O

O dns-server
goooooo
goooood

oo 0O oo
g g
O No O

pHCPO OO UOODOOOUOODOOOODOOOODO

network A.B.C.D/M range <starting IP: E.F.G.H> <ending IP: 1.J.K.L>

no network A.B.C.D/M range <starting IP: E.F.G.H> <ending IP: 1.J.K.L>
001000000000 00000000OOnetwork0 0000000 O0OO

IPOO0O0O0ODODODODOO0O0OODODOOO
lease-time <default:1-4294967295> <max:1-4294967295>
lease-time 21600 43200

no lease-time : Unset DHCP lease time

DHCPO D DO OOOOOOOODOOOOOODOOOIwrOOOoOoOooOooOooo
gateway GATEWAY
no gateway

no gateway . Delete

DHCPO O ODODODODOOO0O0ODODDODOOO0OO0OODDODOOO
domain DOMAIN
no domain

no domain > Unconfigure

DHCPO OO D OOUOODOOOODNSOUOODOODDOODOODODOOOO
dns-server <primary DNS: A.B.C.D>

dns-server <primary DNS: A.B.C.D> <secondary DNS: A.B.C.D>
no dns-server

20000000

no dns-server : Delete
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O netbios-server

goooogon
goooooo

g0 o oo
g g
a No O

NetBIOSO OO DO IPODOOOOODOODOO

netbios <primary NetBIOS: A.B.C.D>

netbios <primary NetBIOS: A.B.C.D> <secondary NetBIOS: A.B.C.D>
no netbios-server

20000000

no netbios-serverd (= Delete)

O netbios-scope-id

goooogon
goooooo
go o gobo
a No g

O sip-server
ggooood
ggooooo

g0 o oo
| No U
RN oo

NetBIOSO O OO IDODOOOOODOO
netbios-scope-id SCOPED-ID

no netbios-scope-id

no netbios-scope-id

DHCP clientO OO SIP server0 00O OO DOSIP server addressO0 0000000
sip-server A.B.C.D (JA.B.C.D)

sip-server FQDN (]FQDN)

no sip-server

no sip-server

IPvd addressO0 00 FQDNO OO 200 0000000000000

O RFC2131 compatibility broadcast bit

goooogo

ODHCP serverJ 0 OO RFC21310000C00O0DOOOODOCOOODODOONODORFC21310 0 broadcast
bitd 1000 DHCP packetd O 0O OO OO MAC address O broadcast(FF:FF:FF:FF:FF:FF)O O OO
gooooooooooon

0000000000000 00OObroadcast bitd OO O OO ODHCP packet D OO O O O unicast
frame(O O O destination IP address0 OO0 0O00OOOOOOOOOOO limited broadcast)d O

goooboo

OO000D00D00O0OdefaultDOOODO0O

goooogo
go o oo
| No |

rfc2131-compatibility broadcast-bit enable
rfc2131-compatibility broadcast-bit enable
no rfc2131-compatibility broadcast-bit enable
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dhcp-relay node

DHCPv4OI OO OO

DHCPvAO OO DOODOLANOOOOODOOO0O0D0000D000O0ODHPOOOOOOPPPOODOODOO
00000000000000000000000000000000000000000000000
000000000000000000000000

0000000000 0Db00DODOOpHecPOO O OO giaddrO DO OO ODODHCPO DO ODODO
OO00ooOooOoooimv4a0O0ODOOOOODOODODHCPOOODOOgiaddrd OO0 DOOOOODOODODOO
ooooboboooboboooobooooboboo

O OO0 command

nxrl130#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#dhcp-relay

nxr130(dhcpr-config)#

O address

ooooooo BOOTP Request 0 D D 0O OO O OOOOODHCPO OO O IPOOODOODOOODOODO
goooooo address A.B.C.D

oo 0O oOd no address

a No a no address A.B.C.D

ooooooo OODHCPOODOOO400000DOO0DODOODOO

O accept

ooooooo

ODHCPO DO ODODODDOOODDDOOUODDOOODOODODDOOONO BOOTP Request O DO OODO
gooopooodooooooooooooogo

gOo0O00O00d  accept ethernet <0-2>

O No O no accept ethernet <0-2>

ooooooo

OO00O000O0OO0O0O0O00OOO0DO0O BOOTP RequestD OO OO DROPOO OO

OEthernet0 000000000000 DOOOO0DOOOODOOO00OODOOOO EthernetD OO
gooopoooooooooooooooo
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ipsec local policy node

O OO0 command
nxr130(config)#ipsec local policy <policy:1-255>
nxrl130(config-ipsec-local)#

O address
ooooooo IPsec tunnel OO OO IPOOOODOOO
0000000  address ip

address ipv6

O self-identity
gogoooog goooimmooooood

gooooogd  self-identity fgdn FQDN (O = centurysys.co-jp)
self-identity user-fqdn USER@FQDN (O : user@centurysys.co.jp)
self-identity dn DN (Cooooooooon)
self-identity key KEY-ID (KEY IDODODOODODOMm

oo 0O oo no self-identity
O No O  no self-identity
od Ood
ONOOUOOOoOoouooooooooooooo
C=JP,ST=Tokyo,O=century,0U=dev,CN=nxrl.centurysys.co.jp,E=admin@centurysys.co.jp

O x509 certificate

Joooooo X500 000000000

ooooooo x509 certificate CERTIFICATE

a No O no x509 certificate : Unset X.509
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ipsec isakmp policy node

O OO0 command

nxr130#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#ipsec isakmp policy <policy:1-65535>
nxrl130(config-ipsec-isakmp)#

O description

goooood ISAKMP policyO0 O OO OOOOOO
goooooo description DESCRIPTION

g No g no description

O version

goooooo IKEDOOODOOOKEVI/IKEV2) DO O OO 4O OO

goooooo version (1]2)

oo o do version 1

oo oo

OlIPsec ISAKMP policy D0 O DOO0ODOOOOOOOCKEVIO IKEV2OOOODOOOOOOOODOO
0)o

m IKEOOOOOOOO

O IKEvl

OO0OOOresponder 00000000000 O0OOOOOODOMNItIator 0000000000 0O0OO
transform playload D0 00000000000 OOO0OOODOODOOOOODOOO
o0o00oodooooO0U0bDOoOo0U0opDUOOoDoO00OoDOOUbOoDoOUOUOooOoODESOOODOOO
g0o00obO0o0ooO0oboo0ooO0ob0ooOoooOOoboUooDESOObDODOOODbDObObOODODbDOOO

O IKEv2

O000O0O v responder0 000000000 transformO0 000000000 hashOODOOOODODOO
oooooooooooooogo

O hash

ooooooo 0000000000000 0000
ooooood hash (md5]shal|sha256]sha384|sha512)
oo O OO hash shal

O encryption

ooooooo 0000000000 ooooon
goooooo encryption (aesl28]aesl192]aes256|des]|3des)
OO0 0O OO  encryption aesl28

O group

gooobogon DHI Diffie-HelmanO group0 0 OO0 OO
gooooog  group (1]12]5]114]15]116]17)

oo 0O OO group 2

243



O 240 ipsec isakmp policy node

ipsec isakmp policy node

O lifetime
ooooooo
ISAKMP SAD 000000 (Hard timern)D 0000000 DOOOO0ODODOOSAOODODODOOO
ooooooo lifetime <1081-86400>
oo O OO lifetime 10800 (=3 hours)
O No 0 no lifetime (= lifetime 10800)

0O isakmp-mode
0000000 PhaselJDO0OO0O0OD0OOOOODOOOOODOOO
goooood isakmp-mode (main]aggressive)

0 authentication pre-share
oO0oopoo  psKODOOOOODOODOO
0000000  authentication pre-share KEY

0O authentication rsa-sig
00oOopooo  RSAODDOOODOODOO
0000000  authentication rsa-sig
authentication rsa-sig KEY
od od
000000 Oversion0 0000 IKev20OOO0OOO0OOraw RSA keyO OO OOOOOOO
ipsec isakmp policy 1
version 2
authentication rsa-sig AAAAAAAAAAAAAAAAAA

O xauth

0000000 xathOOQOOOOO

OO0O0O0DoOO0  xauth mode client USERID
xauth mode server

O No O  no xauth

RN RN USERID O O ipsec xauth(global node00)00OOODO username 0000 O0D0OOO
userid [0 password [0 O ipsec xauth(global noded00)00O0OOODO
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m authentication local/remote (IKEV200O)
o local
ooooooo IKE2O00OOODO0ooooooooooooooo
ooooooo authentication local pre-share WORD
authentication local rsa-sig
authentication local eap-md5

o remote
ooooooo IKEv20 OOOoooooooooooooogoo
0000000  authentication remote pre-share (JWORD)
authentication remote rsa-sig
authentication remote eap-md5
authentication remote eap-radius(]
O No O  no authentication remote
od od
Oikev20 00000000000 oooo0ooooooooooooooooooogooooooo
ooooo
00O authentication local eap-md5
authentication remote rsa-sig
00O authentication local rsa-sig
authentication remote eap-md5
Opre-share0 000 1: 10100000
00 authentication remote pre-share WORD
authentication local pre-share WORD
00 authentication remote pre-share WORD
authentication local pre-share WORD
Opre-share0 000 2: 10000@OOOOIWPOOODO)YDOO
O 00O ipsec pre-share identity fqdn NXR1 password WORD1
ipsec pre-share identity fgdn NXR2 password WORD2
1
ipsec isakmp policy 1
authentication remote pre-share
authentication local pre-share WORD
remote address ip any
gooooogg
!
0 0O lauthentication remote pre-share WORD
authentication local pre-share WORD1
0 0O 2authentication remote pre-share WORD
authentication local pre-share WORD2
<pOoooooo s>
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m authentication local/remote (O O)
o0 0o
Orsa-sig0 000 [X.5090 O (0O )0 EAP-MD5(C O]
0o0
ipsec x509 enable
ipsec x509 ca-certificate NXR_CA
ipsec x509 certificate NXR_CERT
ipsec x509 private-key PRIV_KEY key
ipsec x509 private-key PRIV_KEY password PASSPHRASE
ipsec x509 crl NXR_CRL
ipsec eap identity string MYID password PASSWORD
1
ipsec local policy 1
address ip
x509 certificate NXR_CERT
oooooooo
!
ipsec isakmp policy 1
version 2
authentication remote eap-md5
authentication local rsa-sig

ooooooog
!

ooo

ipsec x509 ca-certificate NXR_CA

ipsec eap identity string MYID password PASSWORD

1

ipsec isakmp policy 1

version 2

authentication remote rsa-sig

authentication local eap-md5

eap-identity MYID

remote identity dn

C=JP,ST=Tokyo,0=century,0U=dev,CN=nxrl.centurysys.co. jp,E=admin@centurysys.co.jp

ooooooog

!

<O0Ooooooo >
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® authentication local/remote (O 0O)

ipsec eap identity string MYID password PASSWORD
!
ipsec isakmp policy 1
authentication local eap-md5
eap-identity MYID
ocooooooo
!

0o oo

Deap-nd5 000 O
0o
0o

ipsec eap identity string MYID password PASSWORD
!

ipsec isakmp policy 1

authentication remote eap-md5

goooooog
!

Oeap-radiusO0 OO0

go

go

ipsec eap radius A.B.C.D password SECRET
1
ipsec isakmp policy 1
authentication remote eap-radius
oooooooo
!
ipsec eap identity string MYID password PASSWORD
1
ipsec isakmp policy 1
authentication local eap-md5
eap-identity MYID
ocooooooo
1
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O reauthentication (IKEv2O 0O)

oooooog

OIKEv2O OOrekeyO OO O OO0 reauthOO OO rekeyd D000 ODO0DOOOOODOOO
ogoooooad reauthentication enable

oo o oo reauthentication enable

O No O no reauthentication enable

oooooog

ODefaultO0 0 ODreauthO OO OO0 reauthd O OIKE SAO rekeyd 0 CHILD SAOD D OO ODOOODO
OQ0reauthO OO OO0OOO0DOOrekeyO OO0 O OOO

00000000 0Do0oo0d0reauth 0000000000 O0OODOOODOOSecurity Gateway

ONXROOOOOOOOOOO) ODOOOODODOUOODOOOoOOoDoOOOO rekeyODOOOODO
gooooogo
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O keepalive
ooooooo IPsec keepalive(DPD:RFC3706)0 000000
ooooood keepalive periodic (]Jclear|hold]restart)
keepalive <interval:10-3600> <retry:0-60> periodic (|clear|hold]restart)
o0 o oOd keepalive 30 3 periodic restart
O No O no keepalive
ooooo 1o
ODPD [0 O SG(Security Gateway)d down D SGO O IP reachabilityD O OO IKE SADOODODOODODO
gOoOoDoooogbpbdOlIPsec SADCOOOODOOOOODOOOOODOO
OkeepaliveO OO OOOSCOO IPsec0 00000000 DODOOODPDOOODOODOOOODOO
Ono keepaliveO O OO OOODPDOOODOCOOOODOOCOOOOODOOOOScOOODPDOOOOOO
oooooo
Okeepalive 10 3 periodicO0 00000001000 0000400R-U-THEREODDOOOODOOO
O0OR-U-THERE-ACKOD O 0D OOD 1000000 000D0ODO0OO00ODODOO0OOO
ooooo 20
OpPDO0OD0O0ODOOOOODDOIKE/IPsec SADDO IPsec policy 000D OO0O0OODODOOOODO
pPOO O OODOODOOODOON (clear, hold, restart)D 000000
o clear
SAODCOOpolicyDOOOODOOODOOOODODOOOO
o hold
SADCOOOOpolicyCOOOOOOODOCOODpolicyl0DODOOOODOOOODOOO IKED
0000000000000 O0D0000iipsec tunnel policy O O negotiation-mode=responder O
OooOoooOoOoOoOokKEOOOODOoOOooOooogooo
o restart
SAO0OO0 policyOOODOODOIIKEDODODOODOODODODOOODOOODOORDO ipsec tunnel policy
O O negotiation-mode=responder O 0 O 00000 0OOCOIKEODOODODODOODOOOOO
oooooso
gpPDOOODOOODO IKEO Obackup policyOODOODOODOOOOObackup policyD OO ODOOODO
OO00D0C0OOObackup policyJOOOO0OOOOOOObackupODOOOODOOOOMmM
Obackup policyD 00000000 ODOOODO backup policy O negotiation-mode [0 responder O O
goooodooooooooooooo

O backup policy

oooogooo IPsec isakmp O backup policyOD OO O OOO
0000000  backup policy <1-65535>

oo 0O OO0 no backup policy

O No 0  no backup policy

0000000  backup policyOOISAKMPO OO OODOOO
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O rekey
ooooood
O Rekey O soft timer O OmarginO increased-ratio0 0000000000
OMarginO O lifetimeO OO O0O0O0OO0OO rekeyO OOOODOOOOOOODOOO
Oincreased-ratio0 0 Omargin0 00000000000 %O00OO0O00O0O
ooooooo rekey margin <30-360> (increased-ratio <0-100>])
oo O oo no rekey margin
ooooood
J000DbO000ODsSeft timer0 0000000000 DODOODOODOOO0OO Soft timer0O00ODO
good
minimum soft timer = lifetime - margin
maximum soft timer = lifetime - (margin + margin x increased-ratio/100)
OdefaultO O Omargin 0 270sec increased-ratio ] 100000000 00O lifetimed O 2700
540sec0 0000000 0ODOOOOODOODODOONOResponder 000 Osoft timerd Omargin/20 0O
000000000000 D0OOi nitiator000 rekey0 0000000 ODODODO
Oincreased-ratio0 00 00000 soft timer 000000000 O0O0OO0ODODOOOOODOOODOO
00o0oobooboobpooooooooobooo

O remote address

oooooood ogooilPo0oooooooooa

goooooo remote address ip (A.B.C.D]Jany)
remote address ipv6 (X:X::X:X]any)

O remote identity
gogooood gooimboooooon

ooooooog remote identity fqdn FQDN (O = centurysys.co-jp)
remote identity user-fqdn USER@FQDN (O : user@centurysys.co.jp)
remote identity dn DN (Ooooooooooo)
remote identity key KEY-ID (KEY IDOOOOOOMOT

gbo 0O 0o no remote identity
O No O no remote identity
ano oo
Opeer identity OO0 OO OOIP/IPv6OOOOD IDODOODOODOODODO
onNOOOoooooooooooooon
0 C=JP,ST=Tokyo,O=century,0U=dev,CN=nxrl.centurysys.co. jp,E=admin@centurysys.co. jp
ONOOOOOoOoOoooogoRNDO™DO0D0O0OO0OD0OODOOO
0 C=JP,ST=Tokyo,CN=*
0 00O 0C=JP,ST=Tokyo,CN=*_centurysys.co. jp0 0000000 *00000000000O00OO0O
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O 1local policy
ooooooo 0000000000000 0ooooo
gooooog local policy <1-255>

O 1local policy (change action)
ooooooo
O IPsec isakmp O O OO0 local policyO trackJ O (up/down)D OO0 O DactionOD OO0 ODOOODO
od
00000000000oooooo100 Ipsecdd OO main/backup0 00000000000 OO
ooooooo
local policy <policy:1-255> netevent <trackid:1-255> change <local_policy:1-255>
local policy <policy:1-255> netevent <trackid:2048-4095> change <local_policy:1-255>
ood 00
gpskODOODOOOOODOOOOO local policyO IDOOOOO local policyd IDOCOOO IDO
00000000000 0DO00DbO0b0D0OOd change actionOO0O0O0O0O0OOOlocal policy 10
local policy 20 self-identity0 00 IDOOOOOOO0O
1
ipsec isakmp policy 1
local policy 1 netevent 1 change 2
!
ipsec local policy 1
self-identity fqdn myidd OO ID
!
ipsec local policy 2
self-identity fqdn myidd —~O 0O ID
!
OactionO O OODOO: track objectO O OO downO OO actionD OO ODOOODO
OactionODOOO0OO: neteventD 0000000000 0OO0DOOCOOOActiondO0OO0OODOOO
ooooooogoogo

O eap-identity

ooooooo EAPOODOODOOOIOODOODOOO

gooooogo eap-identity (WORD|any)

O No O no eap-identity

gd od 0000 Oauthentication local/remote0 0 000 O00D0OOO

0 netevent
ooooooo 00000000 OIIKEDODO IPsecO00D000ODODODOODOODOODODO
ooooooo netevent <trackid:1-255> (connect|disconnect]|reconnect)
netevent <trackid:2048-4095> (connect|disconnect]reconnect)
g No d no netevent
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ipsec tunnel policy node

O 00 command

nxr130#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#ipsec tunnel policy <policy:1-65535>
nxrl130(config-ipsec-tunnel)#

O description

goooooo IPsec tunnel policyOO DO OD0OODOOOO
0000000  description DESCRIPTION
g No O no description DESCRIPTION

O set transform

googoogon

transformC OO0 Q0000

ooooooo
set transform (esp-3des|esp-des|esp-aesl28|esp-aesl92|esp-aes256|esp-null)
(esp-shal-hmac|esp-md5-hmac|esp-sha256-hmac|esp-sha384-hmac|esp-sha512-hmac|)
00 0O OO0  set transform esp-aesl28 esp-shal-hmac
0000000 HASHOOODOOOOODOESPODOOOODODOOOODOO
0000000000000 Oreplay0 0 windowO O OOOOOOOOO
esp-null 0000000000000 DOOO00ODODOO0OOO

O set pfs
0opooooo  pPrsOO0OCOOOO
ooooooo set pfs (Jgroupl]group2|group5|phasel]groupl4d|groupl5]groupl6]groupl?)
00 0O OO0  set pfs phasel
OIKEviOOOOphaselOOODH group 00O DOOODO
OIKEv2O0O0D0O0OPFSODODOO0ODOODO@ODOO)O
g No O no set pfs (= PFSO0O)

O set anti-replay-check

oooooogd  replay00windowd OOODO /000000000
ooooooo set anti-replay-check

OO0 0O OO0  set anti-replay-check

O No O no set anti-replay-check

O set key-exchange

0000000 DOODOISAKMP OOOO0OO0OOOOoOooo
0000000 set key-exchange isakmp <1-65535>
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O set protocol-mode

ooooood

000000 OtwnnelO000 transport 0 0000000000000 ODOOO0O
Oipve OO OOOIPYEe LLAOODO OO IPsec tunnel/tranport modeD OO0 OO O0OOO0OODOO0O
0000000000000 0000 IPv4 over 1Pv40 IPv4 over IPv6O IPv6 over IPv6l IPv6 over
IPva0 00

gooooogo set protocol-mode (tunnel|tranport)

oo o oo set protocol-mode tunnel

ooooood

O Transport O 0O O O NAT-Traversal O 0 O

NATOOO Transport 00 0000000000 O0OD0O0O0OOOOODOOOOODODOOOOODOOOO
0ooooooboooo

oooooood

NATOOO Transport 0 00 0000000000000 0O0OODOOOOOOONATODOODODODO
doooooooooooood

gTcP/uDPO 00 O0O0O

TCR/UDPO OO ODOOODOODODOODOODODOOOOOIODOODOOOOODODOOODODO
OJ00ESPODOOODODOODOODOOOODOONATOOODOODOOODOODOODOOODOODOOD
00o0dooooodoooooooooooooooooooooooooDooooooooooo
J0o00o0obo0oo0ob0oooDoooooboo0ooO0obO00o0O0obo0ooO0oDbOO00ODOoDOoDO
00o0doooooooDdooodooooooooooooooooobDoooooooooooo

OO0OTransport0 OO0 NAT-Traversal D OO0 O 0000 OOESPOOOOODOOOODOO
goooooogn
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O set key-exchange (change action)
ooooooo
O IPsec tunnel 0O 0O 00O isakmp policy O track O O (up/down)0 O OO DactionO OO0 O0OO
00000o0o0o0o0oooooooi100 IpsecO0dO0O main/backup0 000 00O00OOCODOODOO
ooooooo
set key-exchange isakmp <1-65535> netevent <trackid:1-255> change isakmp <1-65535>
set key-exchange isakmp <1-65535> netevent <trackid:2048-4095> change isakmp <1-65535>
od od
Oactiond0 O O0O0OO: track objectO O OO downO OO actionOD OO0 O OO0OO
OactionDO00OO0O0O: netevent0 00000000000 OO0OOOOOActiondOOOOOOOO
oooooooooo

O set sa lifetime
ogoooooo
IPsec SADOODOOOOHard Timer)DOOODOOOOOODOOODOODODOSAOODOOODOOO
ogoooooad set sa lifetime <1081-86400>
oo o oo set sa lifetime 3600
O No O no set sa lifetime (= set as lifetime 3600)

O negotiation-mode
ooooood IPsec policyO 000000000 O0ODOOOOOOOO
ooooooo negotiation-mode (auto]on-demand]manual|responder)
auto IPsec serviceO OO O negotiationO0 OO0 OO0 OOIKev2000000000OO
TS(OO000000000)YOoOooDOooooooooooOoodeosecOdOd
initiateD 00O O0OOODO
manual IPsec service 0 OO negotiationD OO OO0 wnnelODOOO0O0OODOODOOO
Backup policyO OO OGO O OOO
on-demand IPsec serviceOJ O OO routeO0 OO OO0OODOOO
responder [IPsec serviceOOOOOOOOmanual 00000 OO0 OOOO responder 0000
000000000000 O@ekeyOO0)ODODOOO initiated 00000000
00
OO O OO0 negotiation-mode auto
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O clone
goooooo

000 IPsec tunnel policyd OO policyd OO ipsec tunnel policyD OO OOOO

00000Omain/backup00000000O0OIPsecO0D0000O0OO0O0O main/backup0 000
policy00 00000000 DDOOOOODOOOODOOO

Oroute based IPsec0 00100 tunnel interfaced main/backup0 000 000000000OO0O
OO000000O0Omain/backup0 0000 tunnelD 000000 staticO nat/filter OO DO O0ODO
oooooOoOoOoooooOoOooooOoobooooooo

goooooo
U No U
gooobon

O shutdown

ogoooooo
oooooon
0 No 0

0 set route

goooooo
googoogon
g No O

O set priority

gooooogo
goooooo
gbo 0o OO
O No O

clone <1-65535>

no clone

0000000000 copyD0O0O0DODO@MUDODOOODODOOYODO
O tunnel number

Opriority

Odescription

O negotiation-mode

0 shutdown

0 key-exchange

IPsecO 00000000 DODOOOOODO
shutdown
no shutdown

Destination PrefixO O O0O0OOO0O0OO0OOODOOOOOO
set route

no set route (= Disable)

goooopoooooooooooooo
set priority <1-255>

set priority 1

no set priority (0 O0O)
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m match

o address

ooooooo IPsec tunnel DO OO0 IPsec ACLOODODOODODO

ooooooo match address IPSEC-ACL-NAME (|nat-traversal)

goooooo IPsec ACL O O global node O ipsec access-list0 0000000000

o protocol
goooboon smartphone 0 L2TPoverlPsec0 O 00O ODOOODOODOO
match addressO0 000000000
ooooooo match protocol 12tp-smartphone (|nat-traversal)
goooood
O L2TP over IPsec (I2tp smartphone mode)
smartphone 0 0 00 L2TPv2 over IPsec0 000000000000 DOOOOODOODOOODOOODO
ooooooooooon

O IPsec00000O0DODOOO
IPsecO00000D0OCO0OOOOO0ODOOOOODOOOOO

O protocol-mode - transport

Onegotiation-mode - responder

OlIPsec selector - DOOD0O0O0OO0ODOOOOOOONAT-Traversal OO OOONATOOODOO
godoOopoooooooooooo

1D Payload NXRO smartphonel
IPva0 00O host host
goooo UbP UDP
gogoogd 1701 any(DOOO0OoOoOooooono)
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O OO command

UPnP node

UPnP node

nxrl30#configure terminal

Enter configuration commands, one per line.

End with CNTL/Z.

nxr130(config)#upnp
nxr130(upnp-config)#

m UPnP

o service
ooooooon
ooooooo

oo0ooooooooo
service enable

o external interface

goooboo

goooooon

wWwWwoOooooopoooooooo

INTERFACE O ethernet, vlan, ppp, bridge0 000000 OO0OO0OO
external interface ethernet <0-2> (Jvid <1-4094>)

external interface ppp <0-4>

external interface bridge <0-4095>

o external port-reserve

goooooog

gooooon
gooONDO OO

OOWAN OO00000000000o0o0ooooooooooooooooooon
OO0000O00OuUPPO0O0DDOOO0OOOOODOOOOOOOOOOD
O00oO0oooooTep/UDP DO O OODO0OOOOOOO0OOD0DODODO0O0O 64 O
oooooooooooooo

external port-reserve <1-65535> (]|<1-65535>)

no external port-reserve <1-65535> (]<1-65535>)

o external well-known

gooooon
goooooon
gooONoeO OO

o listen

goooooon
goooogoo
O00ONeO OO
goooood

o timeout

goooood
ooooooo
ooooood

well-known port(1-1023)0 0 UPnPO O OO OOOOOOOO
external well-known port enable
no external well-known port enable

LANODODODOODOUPPODOODODO listenOO IPOO0OODOODOOOOO
listen ip A.B.C.D/M

no listen ip A.B.C.D/M

0020000000

PO 00000 ODOODOODOOOOODOODODOO
timeout <sec:60-21474836>
no timeout (= timout 600)
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QoS (class-policy) node

m QoS
0000000000000 000000 queuing0 0000 O0O0OOOOpacket coloringd O O0O0
OO0 egress interface0 000000000 OODOOO

1. PFIFO(Packet FIFO)

O000O0O0OO default queuingO OO OPFIFO_FASTO OO OO OO OOIPOOODO ToSOOOOO
0000000000000 300queue0 000000000000 queued 000000 0ODODOOO
OOOOOPFIFO_FASTO O OO ODOOOOOOODOOOOOODOOOOO

2. TBF(Token Bucket Filtering)

Token Bucket FilteringO O OO OO0OODOOOOOshaping0 000000 0OODOOOOOOOO
bucketO O tokenO OO OOOO tokenOOOOOOOOOOCOOTokenODOOOOODOODOOOODO
ooooo

Classless queuingD 0 0000000000000 classO0 000000000 DOOOOODDOODOO
000000 classO0000 shapingOD OO0 OO0OOOHBO PQO DO OO class full queuingd OO
000000000000 0000D00ORTBOO shapingO OO0 OO00O0O0O classO TBFOODO O OO
CPUO 0000000000000 000000000000000HTB000000NON0ONOnOoooong

oooooooO0oooOoOoOoooooUdOobOOooOoUbODOooUUoOoOoOoUOoDoOoOgOoDoOoUOoo
0000 shaping 00000000 O0ODOOOFRCS OIFGOPADOODOOOODODOODOODOOO
OO0000O0DO0OOOOshaping rate OO0 OOO0OD0OOCOOODOCEthernet00000000DOOOO
OO0000OO0OFCS OIFGHPA DOOD0DDOO0OOOOODDOOOOdrop OOODODODOOODODOO
0000000000000 OEthernet000000C0O0OOOOOOOshapingDOO0OO0DOCOOO
ifg(inter-frame-gap OO 0O 000 12byte O 0O O )0 fes(4byte)d pa(preamble:8byte) D 0 000 OO
O J00ooO0O00oooO00oOoo0o0ooo0oooo0oooooooooooooOdrop OODO
0000000000 0O0DefaultOOOIFGOPADORCS 0D ODOODOOODOODOODOODO interface
noded ifg-pa-fcsO O OO OODOODO O

3. SFQ (Stochastic Fair Queuing)

00000000000000 queuingDO0O0OOFIowDODOODOOODOODOOOOODODOO bucketO
00000000000 0OsSMQUDbO 12700000 queuedO0O0ODO0O (active)D O OO bucketd O OO
queute 0 00O O0OODOO

Flow O O IP source/destination addressOprotocol 00000000000 (PvAODO)OOOOSK
queue0 000 1270000000000 000O0OD 110240 000000000000000000OO
oo
00000000oo0o00oDo00ooooO00oooooooDoooOo@UuoooD flowdDoOOO
OO000O0OO0O0O0DOoOoOO)oooOOOinteractivelOOOOODOOOOODOOODOOOODOO
ooooooooooo
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4. PQ (Priority Queuing)

High/medium/normal/lowd 40 0 classO queuveD OO0 OO0

High priorityd queue 000000000 OO Omedium/normal/lowd queue 00000000000
oooooooogood

ClassO0 0 400 0)d0classO 00000 traffic000000000DOOOOODOODODO classO
default queuingO OO OPFIFODO OO

5. HTB
ClassOOOOOOCOCOOOOOOOOOOOOOOOOOODOODOOOOOOOOOOOOOOOO
oooooooooo
00000000000000D0D0O0ODOD0O0ODODOD0ODODOO0ODODOODODOOODOOODOOO0OO0O0OO0O0On
oooooooooo

O class 0 default queuing O OPFIFOO OO O 0O O default class O default queuing0 OSFQO O O

51ceilO0O0O00OOO
HTBOODceilOOODODOOOODOOcclassOOOOO0ODOOODOODOODOOOODOODOODOODOO
UO00Orate0 000 rate0D 00000000 O0ODOO
OO00000OclassDO0O0OO0OO0O0OO0ODOODO@ODODOD)YODODODDODODODOODODODODOOO
oo

00000000 Oclass priority0000000OquantumO0 0000000000 OOOOOOprior-
ityJO00OODOODO0OO0OO0OOCclassOO0OD0ODO0OOO0OOODOODOOOquantumd O OclassO O
OO0O00O0Crated 0000000 DOOOO0OODOOODOOODOOOODOOODOOOO

quantum = (rate * 1000/8)/r2q

O r2g00rate0 quantumO0 000000000000 Odefault0O 010000
QuantumO O OO OO15000 6000000000000 r2q0 10000 O rated 120kbps 0 4.8Mbps 0 O O
OO0O0O0Orate0 00000000 0OOCOOOODOOCOOOODOCTrated 120kbpsC OO O 120kbps O O
OO00O04.8Mbps0 000 4.8Mbps 0000000000 OCO0OODODOOOO
O000O0OclassO00 rate0 000 r2q0000000000000O0O0O0DOO0O class rated
0o000oo0ooo0d0oOooo0o0ooopOdoooooooooooon
O00OclassO000 rated 40Mbps 0 00 00 O 0O O40Mbps O quantum 0 O 0 O (60000) 0 00000
rq0000000000000000000O rate0D 000000 minimum rate O

r2q = (40000*1000/8)/60000

min rate = 1500 * 8 /1000 * r2q = 1500 * 40000/60000 = 1000 kbps = 1.0 Mbps
cooooo

5200000000000
HBOOODOODOOODODOODOODODODODO0OO0DOD00D00000000D000D00000d0ceilOn
D000O0OOceilDO0OOOceilUDODO0OOODOOOODOODOO

burst = bandwidth/HZ +1600

cburst = ceil/HZ + 1600

O NXR-1200 OO NXR-1250 00 0HZO 2500 000000000 0O0OOMM

O bandwidth/ceil D00 00000000000t rate)J 0000000 (byte rate)0 000

ooooo
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5.3 class priority0 [

HTBO OO ODOO classO priority0 00000000000 Opriorityd 000 classOODOODO
OO0O00ooOoO00OoooO0oooooovelPOOO0ODOCOOOODOOOODODOOOO D classOOO
OOpriority0000000O0ODOOO

priority0 010 7000000000C000OO0OO0O00OOO0O0OOODOO4000D00000O
OO0 0Opriorityd leaf classOO0 000000 OO class(parent class)D OO0 0O priorityd 0000
OO

6. Packet Coloring

0000000000000 0000O0MARKO(NXROOODODOOO)O ToSOODOODODODOOOToSO
MARKOOOOODOOOOODOOOOODOPacket coloringD OO0 O0O0OOOQSOOOOOOOOOO
oood

OO0O0000C0O000D0OCOMARKO ToSOOOOOOOroute-map0 00000 OOOODO DO Packet
coloringd OO 0O OO NATO packet filteringD OO OOO0OOO0OODOOOOOO Packet Travelingd O
cooooooo

7. 0OclassO00OOO0OOOOOOOODOOO

PQO HTBO OO O classfull O queuingD OO0 OD0O0OO0OOOclassO0O0O0O0OOO0ODOOOOODOOO
OO0OOMARKOO ToSOHTBOOH)OODODODOOOOOODOOoOOOOoOO

MARKO OONXRO OODOOODOODODO Packet coloringD 000 OO0 OOOOODOOODOOO
PQOOclassOO00OO0O0O0OOMARKOOOO1OO classO OO O0OOO0DOODOO1000000O

HTBO O classO0 OO0 O0O0OO0Oclass filterOOOOOOOCHass filterOOOOOOOmatchO OO
0ooooobooooooan
0000000000000 DoDO 10000000 bDoobOclassO000dooooOOoOoooooOoOO
(route-mapO0 0 00O OO0OOOOO0DOOOOODOO)O
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O OO0 command

nxr130#

nxr130#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#class policy NAME
nxrl30(class-policy-config)#

m class
0O00oOooog  class0dooooQg
ooooooo
o class+child class
class <2-254> bandwidth <1-1000000> (]ceil <1-1000000>) queue policy NAME

o class+PQ
class <2-254> bandwidth <1-1000000> (]priority <0-7>) (]ceil <1-1000000>)
queue priority-group <1-32>

o class+fifo
class <2-254> bandwidth <1-1000000> (]priority <0-7>) (]ceil <1-1000000>)
queue fifo (Jlimit <1-16384>)

o classtsfq
class <2-254> bandwidth <1-1000000> (]priority <0-7>) (]ceil <1-1000000>) queue fair-queue

o class+tbf
class <2-254> bandwidth <1-1000000> (|priority <0-7>) (Jceil <1-1000000>)
queue shape <RATE:1-1000000> <BUFFER:1-1000000> <LIMIT:1-1000000>

o classtdefault queue (default queue : fifo)
class <2-254> bandwidth <1-1000000> (|priority <0-7>) (Jceil <1-1000000>)

o classO O
no class <2-254>
no class default

o class default (policyO OO O0O)
class default bandwidth <1-1000000> (]priority <0-7>) (]ceil <1-1000000>)
queue (priority-group|shape|fifo|fair-queue)

o default queue (default queue: sfq)
class default bandwidth <1-1000000> (]priority <0-7>) (]ceil <1-1000000>)

ooooooo bandwidthO OO ceil OO0 O DODOOOODOkbpsO OO
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QoS (class-filter) node

O OO0 command

nxr130#

nxr130#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#class Filter <2-254>
nxrl30(class-filter-config)#

m match
0O00oOooog  MarkOOToSOOOOODOOO
Joooood  match ip mark <1-4095>
match ip tos <0-255>
ooooooo OO0OmatchOOOOODOOQOOOODOorOOOOODOOO
O No O no match ip mark <1-4095>
no match ip tos <0-255>
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CRP client node

oooooooooooo
00000000000000000000MO0000000000000000000

m CMSONROOOOODOOODOOOOO

geMsoooonDOoOoO0OOOn netconf(RFC4741) 000 0O 0netconfO 00000 OODOOODOODOSSH
O netconf over SSH:RFC47420 0000 00O

OSSHO OO netconfOOCMSO OO OOODOOOOOOODOOOONKRODDODOCMSOOODODODOO
ooooooooo

m CMSO NXRO O SsHO O

OCMS—>NXRO DO SSHO OO RSACOOODOOOOOODOO netconfOOOODOCMSO RSADDODODOO
NXROOOOOODOOOOoOOOoSSsHOODOOoOOoooooboooRrRsSADOOODODOOSO0O0OOOobDOoOooOg
000000DO000bD0obDOooossHOOoOooOOoOOoOoDODOview nodeDODODODODOODOODO
OconfigUOODOODOOOOODORAODOODOOOOO flashOOOODOOOO

geMso O NXROD SSHOODODOOOoOOOoOoOoboooboobooobobobooboobooboboo
gooobooooog

CRP
cRrOOOOCOO0OOCOODOOOOCM)UDbODOOOOODODODOOOOODWwOOODODDOOOO
gbooooboooobooocrropuwrPdbDOO0ODOODOOoOOOoOoDOD 10625000000
goooo

m 000000000
gerRrUbOOOOOOOOOOODOODOOOOODOOOODODO

m OJOO00oao
gobooobooboboobooobooboobobooobooboobobbobooboobooboo
ooooooOooobooocRrOOOODOOCMSCOOO)Y OODODOODODOOODOODODODOODOO
oo
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CRP client node

0 OO command

nxrl130#configure terminal

Enter configuration commands, one per line.

End with CNTL/Z.

nxr130(config)#crp client <1-2>

o server address

gooooon
gboooooo
O No O

o server port
gbooooboo
gooooogo
gboooooo
g No O

O username

gboooooo
gooooogo
g No O

o keepalive

ooooooo
ooooooo
oooooo o
O No O
ooooooo

CRRODODOCMSOODOOOIPODOOODOODOOODOO
server address (A.B.C.D|X:X::X:X]FQDN)
no server address

CRROODDOCMSOODOODODODOOODODOODOODOOO
server port <udp:1024-65535>

server port 10625

no server port

CRROOOOODCOOOOWKOUODOOOOODOOOOO
username WORD password (hidden]|) WORD
no username

CRPOODDODODODOODOOODOODOO
keepalive (]<300-28800sec>)

no keepalive

no keepalive

OCRPODOODOO0ODOOOUOO0OOOO0ODDOUOODOOUODODODOUODODOODODOUODODODOO

O keepalived OO0 [1J keepalive 36000 OO0 0000

OO00O0Ono keepaliveD OO OO OCRPODODOODOODOODOOOODOIPOOOODODOOODODOO
00000 up/downOCPE IDO OO CUSTOMER IDOODODOOOOOODODOOOOOOOOOOOOOO
OOOcCRPOODDOOOODDOO

O0O00OONATOODOODOODOOODOOODODODOODOOODOOOODOOOODODOODOODOODODOOD

0000000000 1IPO000O0OCOOOOONATOOOOOOOOOOOOODOOOOOODOOOO
0000000000000 000000D000D0O000O0ODDOODOOkeepalive 36000000000

oooogooo
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0 300 route-map node

route-map node

Route-map

OO0 packetd route 000000000 0ODOOOOOO0ODOOOODOO0OO actiondOOOOODOO

ooooooodg

OPacketd coloringd route0 0000000 OO0OODOONOOPacket coloringd O OO trafficO
mrkO(NXROOOOOOO)D ToSOOOODOOOesOmarkODOOOODOOOOODOO)YOIDOO
dbo0odesOOoboooooboboboon

ORoute-map 0 00000 OO0OOOOOODO route-map0 00 0O0O0OOOOOOOO0O
O0Od0OO0 route-map0 00 000D0COO0O0O0OOOOOOOOOOODOOOOODODOODO
matchOODO0OO0OO actionO0OO0OO0O0O

0100 route-map OO 00O matchOOOOODOOOODOODOOOmtchDOODOOOOODOODOOO
O00oOo0oOo0DOooOooDooDONROCOO1I00mtchDODOOOODOOOODOOOOODO
oooo

O OO0 command

nxrl30#

nxrl130#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#route-map NAME (permit|deny) <1-65535>
nxr130(config-route-map)#

<ggogoog >
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m match
goooooo

ooooooboboooo

0 QoSOOD0(00)I0O matchO O

goooooon

gooooogo

QeSO OO (@O)oOUOmatchOODOOOOODDOOO
IP address(class access-list) tos O O mark O (1Pv4)
match ip tos <0-255>

match ip mark <1-4095>

match ip address ACL

o BGPADO OO (IDO)D OO matchO O

gooobon

goooooo

gooobon

BCPAO DD (IO)OODODOmatchODOOODDOOOOODOOO

ip address(ip route access-list [ ) nexthop address[] med] as-path origin
match ip address ACL

match ip next-hop ACL-NAME

match metric <0-4294967295>

match as-path ACL-NAME

match origin (egpligp|incomplete)

ooooooooooooooo

no match ip [address|tos|mark|netx-hop (JWORD)]
no match as-path (JWORD)

no match metric (]|<0-4294967295>)

no match origin (Jegpligp|incomplete)

ToSO MarkODOOODOOODOODOODOOOOODO
mtchOOOOOOO0OOOOsetOD0OO0O0DOOOO
denyOmatchO OO OO0Oset00O0O0O0O00OOOO
CO0O0O00ooO000OO0OO0OOmatchOOODOOOOODO
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route-map node

m set
oooooood QoSOBGPA O OIDODOOOOODODODOO

o QSsOOO@OYDODoooo

0ooooodo QesOOO(@OYOOooooooooooDbooo
tosO Omark O (IPv4C 0O)

0oooood  set tos <0-255>
set mark <1-4095>

o BGPAO OO (MOHYDOOTOODOO
ooooood
OBGPAO O routemap0 00000000 0ODO attribute 00000000 OD0ODOO
aggregator Centuryl] as-path atomic-aggregatel] nexthopd local-preferencel med origin
goooooad set aggregator as <1-65535>
set as-path prepend <1-65535>
set atomic-aggregate
set ip next-hop A.B.C.D
set local-preference <0-4294967295>
set metric <0-4294967295>
set origin (egp]igp|incomplete)

ooooooo  TeSsOMarkDOOODOOOODOOOODDO
gooobobooobobooooboboobobon

m class access-list0 00O ip route access-list

class access-listO ip route access-listd 00O 00O route-map O matchO O OO O match ip
address0 000000000 O0O0ODOOO0DOODOOOOOOI p route access-list BGP O distribute-
listOOOOOOOoODoOoooooooooooo

class access-list0 ip route access-list0 00000000000 DOO0OOOOOOOOOONO
global node O class access-list O O ip route access-listO0 000000000

o class access-list
OToSOOMARKO OO DOOO setOD O OOOOOOOODOOOO

o ip route access-list

geepO 0D OOOODOset00O0O0OOOOOODOOO
O BGPO distribute-listD 000000000 ODOOOOODOO

273



31

O Web Authenticate node



O 310 Web Authentication node

Web Authentication node

WebOOOO

Web O OO packet FilterUO DO OO OODOODODO USERO IPv4 address O source/destination 0 0O O
0000000000000 0OWebOOD OO packetd OO OOUSERO OO OO forward(in/out)
filter 000000000 OWOODDOOODODOO0OOO0OOO00OO clientOO0O256000

o [O0O command

nxrl20#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr120(config)#web-authenticate

nxr120(config-webauth)#

m O0O0O0

0000000000 00OHTTP BasicO OO OO

o authenticate basic

0o0oooogd WebOOOBasicOOODOODOODOODOOODODOOOOO

goooooo authenticate basic (|redirect)

O No O no authenticate

ooooooon no authenticate

ooooooo

Oredirect000000O00OWebOOODO UWRLOODODOODOOOOODOOOOOOODO URLO O redi-
rect-url0 000000000 OOOO
OWwebOOOOODOOOODOOOHTTPOOOODOOODOOODOO global node O O http-server
enable0 0000 O

m OO URL

BasicO OO URLO O http://0 000 IP address/login.cgiD DD OO OOOOLANO IPOOOOO
192.168.0.254 0 0 0 O http://192.168.0.254/login.cgi 0 000000 O0OWebO OO OO ODOODOO
ooooo

m O0O4dno

gboobooobgoboOUusERObOObD wvLobDbobDoobDoobooboboobooobOooDtepsod
OO00ooO0oO0O0oboooOoOouseROOOO0O0OOOOO0ODOOOOOOOwWDOOOODOODefault
goooboobogobo

o monitor

OOoOoooogd  monitor port 80 (]Jredirect)
O No O no monitor port
googogn no monitor port
ooooooo

authenticate basic + monitor port 80
oOooopPcOCOOOWODOOOODOOOWLDODDODOOOODODOODOOOOOO
authenticate basic + monitor port 80 redirect
oOooopcOOOOWDODDOOOOOOOOWODOOO redirect-urlJ000OO0O0OO
no authenticate + monitor port 80 redirect
oOooopcOOdOwWODOODOOOOOWODOOOO redirect-url00O0O0O00ODO0O
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Web Authentication node

m URLODO
WebOOOOOOOUWRLOOODODOODOOODOOOOOOWhODODODODOODOOODODOOOODODODOOOO
00oDodowLOoooDoOooooooooooooooooooooo

o redirect-url

ooooooo oooowLOoOooooo

goooooo redirect-url RedirectURL (cf. http://www.centurysys.co.jp)

O No O no redirect-url

m 000000
WebODOODOUSERODOODODODOODOOOODO3OOODOOODODODOODOOODOO

o close idle-timeout

goooooo O000O0OUSEROODOO0O0000O00D000O00oooDoooooooDooon
Timeout O 60-25920000 0 00000000 OODOOODOODOOO
Defaultd 18000 00O

goooooad close idle-timeout <60-2592000>

O No O no close

goooooo close idle-timeout 1800

o close session-timeout

goooooo 0J00000d0o0o0Do0od0oodooooooooooooo
0000000000000 00ooo0oo0ooooooooooooonoon
Timeout O 60-25920000 U 000D O0O00OO0DOO0OOOOOOOOOO
Default 18000 0 00O

goooooo close session-timeout <60-2592000>

O No O no close

goooood close idle-timeout 1800

o close browser-close

goooooo 000000 WhdOODODOOODODODODO00OD000O00DO00DODO0ooOOwehOooO
HIMLOOODODOOOOOOe60O0OO refreshd 000000
refresh00000000000O00O0O0O

goooooo close browser-close

O No O no close

goooood close idle-timeout 1800
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Web Authentication node

m 0JOO000OO

BasicOO OO OO usernamedpassword D 0000000 /000000@0O0COO00O)Y)YDOOO0DOO
RADIUS server0 0 000000 OOOOOOO@ADINSOO)YOOODOOODOOORADINSOOODOOO
0dooooooooooooooooooo

goooooo account authenticate (local|radius]radius-and-local)

O No ad no account authenticate

O000D00O0  account authenticate local

m 000000

O00000DO0O usernamedpassword D 00 640000000000 0ODOOODO
0000000  account username USERNAME password (Jhidden) PASSWORD

| No g no account username USERNAME

m RADUISO O
RADIUSO OO PAPOOOOODOOOODDORADIUS server00000O0O00Otimeoutd 500000 3
goooboboooobo

o RADUISOOOOO
AccountJ O O 0O O RADIUS server O IP addressOJUDP portJ 00000 (secret)J 0000 ODOOO
OOO00OUDP portd 00 defaultO 1645000000 ORADIUS serverd 2000000000000
ooo
gooooood

radius A_B.C.D password (]hidden) PASSWORD (Jauth-port <1645]1812]<1024-65535>)

radius A.B.C.D auth-port (1645]1812]<1024-65535>)
| No 0  no radius A.B.C.D (oobooog)

no radius A.B.C.D auth-port (auth-port0 0000000 O00O0O0)

goooooo radius A_.B.C.D auth-port 1645

o Attributed O
RADIUS server0 0 000 Attribute 0000000 Attribute 000000000 DOOOOODOODOO
ooo
goooooo radius attribute nas-ip-address A.B.C.D

NAS-IP-Address: 00O OOOOIP OO0000OOOOOO

radius attribute nas-identifier WORD

NAS-Identifier: 000000000000 DO0ODOOOOODOOOOODOO
a No 0 no radius attribute (nas-ip-address|nas-identifier)
00000o0d RADISOODOOOOUODOOOOOOODAttributed 0000 OO0OD0OOOOODO
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o Idle timeoutd OO0 O Attributed 0O O
0000000 idle timeoutO OO OODOOODOODORADIUS serverd 0000 Attributed OO
timeoutD O O0OD0OCOOOODODOOO
ooooooo radius idle-timeout attribute
(ascend-idle-limit]ascend-idle-limit-vsa]idle-limit)
ascend-idle-limit Ascend-ldle-Limit(Attribute Type=244)
ascend-idle-limit-vsa Ascend-ldle-Limit(Attribute Type=244[VSA Type=260 Vendor-1D=529)
idle-limit Idle-Timeout (Attribute Type=28)
O No O no radius idle-timeout attribute

o Session timeoutd O 0O 00O Attributed O O
0000000 session timeout0 0000000 OO ORADIUS server 00000 Attribute0 0 O
timeout 100 0000000000000 Attribute0 0000000000
goooood radius session-timeout attribute
(ascend-maximum-time|ascend-maximum-time-vsa]session-timeout)
session-timeout Session-Timeout (Attribute Type=27)
ascend-maximum-time  Ascend-Maximum-Time(Attribute Type=194)
ascend-maximum-time-vsa
Ascend-Maximum-Time(Attribute Type=1940 VSA Type=26[] Vendor-1D=529)
O No O no radius session-timeout attribute

o OO0 radiusOOO0DOOO0O
O0DradiusO0000000O00O0O0OODOODOOOO
ooooooo no radius

m MACOOODOOOO
WebOOODOOUOOODOOOOUOUOODOOUOOODODOOODOODOOODOOmac access-listO 0000
MACODODOOODODOPCOODODOODOODOODDOOODOOOODODODOODODDODOUODODODOO
0000000  mac access-list (permit|deny) HH:HH:HH:HH:HH:HH (] IFNAME)

g No g no mac access-list (permit]deny) HH:HH:HH:HH:HH:HH

m WebOOOOOO

WebOODOOODOODOODOODODOODOOO hostO networkO interfaceJ 000 WebhODOODOOODOO
00000o0oOwhOO00Ooo0oooOo0ooooooodglobal node ip web-auth access-list
D00000000OWhODODDO00000 interface0000INOUTODOOOODOOOODODOO
00000Ointerface0 0000 000N 0O interface/tunnel/ppp node O ip webauth-filterO 0O O
ooooooo
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0 320 WarpLink node

WarpLink node

WarpLinkDOOOOOOOO

WarpLinkDOOOOODOOOOODOOOOODOOOOOODOOOWarpLink ManagerJOOOONRO OO
oooooobgo

o OO0 command

nxr120#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr120(config)#warplink

nxr120(config-warplink)#

m JO00O00O0OD0OO

cO000O0O0ODODODOODOOINODODODOODOD

WarpLink Manager 0 00 OO0 OO0 OO0 IDODOO00OO0O0DOODOOOOOOOOODOODOOOOOODOO
gooooo

goooooad account username USERNAME password (|hidden) PASSWORD

O No O no account username (JUSERNAME)

ocd00OOOOODNSOOO/O0D00DOO

OOOOOOONKROWANDO IPOODODO0OODOOODOOODOODOODOOODODOOODOOOOODOOSO
ooooo

ooooooad service enable

O No O no service

cO0000OOODODOODODOD

NXRO CcPuOOOOO0ODOOOO0O0O0ODOOOOODOOOOODOOO0OOOOOoOOoOooDoNSOOOono
oooooooooooooboOooooodooooooOosoboboooooooDooog3uooon
gO000oo0oOo30goooo3cogooogd
OO00000002000000000000CEthernetd VLANO PPPO Tunnel O WiMAXO Bridge 0 O O O
0O0000o0oO00bOo0o20000000O0o0d000oooooo0ogoooooooogog
0000000  send-statistics interface INTERFACE

g No O no send-statistics interface (]INTERFACE)

oOsyslogO0 OO OOOO/00000

NXRO syslogD 0000000000000 D0OOOOODNSOODO0OOODOO0OOOOOoOoOooon
0000000000000 5000000syslog00000000O00O0DOOO 100kbyteO OOO0O
ooog

ooooooo send-syslog enable

O No O no send-syslog
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WarpLink node

m 000000
oOWarpLinkDOOODOOOOODO

WarpLinkD O OO ODOOO0OOOOOOODOODOOO
goooooo restart warplink
0o0oooodo  viewnodeOOODOOOO

oOconfig ODOODO

NXRO configD 0000000000000 OODOOODOOODNSOOO/00D000D00D00DOOO
ooooood

goooooo restart warplink send-config

0o0oooodo  viewnodeODOODOOOO

o OWarpLink Manager OO OO DO OOOO

WarpLink ManagerO OO0 OO0 Q0OOO0OOOO

goooooo show warplink

0ooooogOo  viewnodeODOODOOOD
0oo0doo0ooooooooooooooooon

o0 ooooo o0
Successed WarpLink Manager0 O OO OO 0O
Failed login goooooooood

0000000000 0OWarpLink Manager
ooooooooo

0000000000 0OWarpLink Manager
ooooooooo

Failed registraion WarpLink Manager0 D OO OO O0OODOO
Status error WarpLink Manager0 D OO QOO OOGOOO

Starting

service
Stopping
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0O 330 Extended track IP reachability node

Netevent O O O O (ip reachability)

Netevent O O O O (ip reachability)

Netevent D0 0000 0000000000000 trackODODOOOODO optiond 00000000
OO0OONetevent DD OO OO0 trackDDOOOOO0OO0D0OOOF NeteventOOOODOOOOODO
00

O OO0 command

nxrl25#

nxrl25#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr125(config)#track <2048-4095> ip reachability
nxri125(config-ext-track-ipr)#

m destination
ooooooo ip reachability D000 pingD 00O IPOODOOOOOFRNODOODOOD
gooogooo destination (A.B.C.D|FQDN)

® source
o interface
ooooooo ip reachability0 000 pingD 00000000000 OOOODOOODOODOO
ooooooo source interface ethernet <0-2>
source interface tunnel <0-255>
source interface ppp <0-4>
source interface wimax <0-0>
0 No 0 no source

o 1ip

oopoooog ip reachability0 000 pingD 00000000 OODOOOOOOODOOO
ooooooo source ip A.B.C.D

O No O  no source

= payload-length
coooooo
Oip reachabilityO OO0 pingD OO0 size(icmp headerO 00O O)DODOOO0OOODOODOOO
ooooooo payload-length <56-1500>
ooooboon payload-length 56
O No O no payload-length
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Netevent O O O O (ip reachability)

m transmit

o interval

ooooooo ip reachability0 000 pingU 0000000000000 O0OO0O

0O00O0oOgg  transmit interval <10-32767> (|variable)

ooooooo
Ovariable0O0O0O00O0OOping N6OOODO pingD0 000000000000 OOOOOODefault
ooooooo

o retries

goooood ip reachability0 000 pingO retry0 000000000 ODOO0O
goooooad transmit retries <0-255>

a No a no transmit retries

m recovery

o count

ooooooo OO00O00O0oOdOO0O0DOping K OOOOOOOOOODOOOOO
goooooo recovery count <1-255>

gogooooo recovry count 1

O No O no recovery count
o delay
goooooo

Oip reachability 000000 0O0O0OO(eventup OOODOODOO)DOOODOOup OO actiond
OO000O0OO0Odelay OOOOOOOODOOOOO
ooooooo recovery delay <10-3600>
O No 0  no recovery delay
ooooooo
ODelay timer 000000000 ODOtrackd down state 00000000000 ip reachability
check 00O0OODODOO
ODelay timer 0O 00O event downd retry0 0000000 Odelay timerd cancel DO OO0
ODelay timer O timeoutJ O O Oevent upd actionD 0000000 OOOODOdelay timerd OO
00000 ip reachability fail count 00 OO0 OO0 O0OOactiond 0000 O reachability
checkDODOOODODO
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Netevent O O O O (ip reachability)

m set

o df-bit

ooooDooo ip reachability0 OO0 pingDOOOODF bitO 0O O0OD0OO0OOOOOO
dooodood  set df-bit

0ooooog set df-bit

O No O no set df-bit

o ttl

Ooooooo
Oip reachability 0000 pingD 0000 TTLO OO0 OO OO Default D Osystemd TTLO (64)0
set0 OO0

OOOO0O0oO0Od  set ttl <1-255>

0000000  set ttl 64

O No O no set ttl

m rtt

o threshold

ooooooo

Oping request 00000000 replyD000000OO0ODOO(Round trip time)JOODODOODOO
COreply0000D0CO0DDCOOO0ODOCOO T replyd0O0OOO T rtt delayl0ooooon
O0rtt statusd downO OO0 OO0 ODPefaultOOORTTUOOODOODOODOO

o normal-count
ooooooo RTT status up0 0000000 rtt OO0DO0OOOODefaultOO30000

o delay-count
0000000 RITstatus downOD OO0 0000000000 O0ODRefault0O30000

ooooooo rtt threshold <1-5000>
rtt threshold <1-5000> normal-count <1-255> delay-count <1-255>
O No O no rtt

m netevent

o threshold

oooobogon monitor-logd OO loggingU O OO O0OD0ODOODOODOO
0000000  netevent monitor-log-status

0000000  no netevent monitor-log-statusd (O O)

O No O  no netevent monitor-log-status
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O 340 Extended track IPv6 reachability node

Netevent O O OO0 O (ipv6 reachability)

Netevent O O O O (ipv6 reachability)

Netevent 0 D0 000000000000 000O trackD0OODO0OOO option0 00000000
OOO0ONetevent D0 OO0 000 track DD OOOOOO0DOODOOF NeteventDODOOOOOOOO
0o

O OO command

nxrl125#

nxr125#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxrl25(config)#track <2048-4095> ipv6 reachability
nxrl125(config-ext-track-ipr)#

m destination
ooooooo ipv6 reachabilityO0 OO0 pings0 OO0 IPVEO OO OOOOFNOODOODOOO
0000000  destination (X:X::X:X]FQDN)

B source
o interface
goooogoo ipv6 reachability0 D000 pinge0 0000000000000 ODOOOODOODOO
ooooooo source interface ethernet <0-2>
source interface tunnel <0-255>
source interface ppp <0-4>
0 No 0 no source

o 1ip

Ooo0ooooad ipvé reachabilityO0 000 pinge0 00000000 DOO0ODOOOOOODOO
0000000  source ip X:X::X:X

O No 0 no source

m payload-length
ooooooo
Oipv6 reachabilityd O OO pinged O OO size(icmpvé header 0000 O0)0DO00O0OODOODOO
ooo
goooogn  payload-length <56-1500>
0o0oodogno  payload-length 56
O No O  no payload-length
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Netevent OO 00 O O (ipvé reachability)

m transmit

o interval

ooooogoo ipv6 reachabilityO0 000 pinge0 0000000000 ODOODOOOO

0000000  transmit interval <10-32767> (Jvariable)

ooooooo

OvariableOO0OO0OOOpinge N6OO OO pinge0 00000000 O0OODOOOODOOOODefault
ooooooo

o retries

ooooooon ipvé reachabilityO OO0 pinged retry0 000000000 OOOO0O
O00ooon transmit retries <0-255>

O No 0 no transmit retries

B recovery

o count

ooooooo 000000000 0ODpinge K OOODODODOOOODOODO
gogooooo recovery count <1-255>

goooooa recovry count 1

d No (N no recovery count
o delay
ooooogon

Oipv6 reachability OOOOO00OO0OO0OODOCventup OODOOOOO)IDODOO up OO action
0000000Odelay O0DO0DODODODOOODO
oooooon recovery delay <10-3600>
O No 0  no recovery delay
ooooogoo
ODelay timer O OOOOOO0DOOODOtrackd down state OO0 OO0OOOOO0O ipve
reachability check OO ODOOOODO0O
ODelay timerO0 OO 0O event downd retry0 000000 O Odelay timerd cancel D OO0 O
ODelay timer O timeoutd OO Oevent upU actionD OO O0O0OCOODOOOOOdelay timerO O
000000 ipve reachability fail count 0 0 OO0 OO0 OactionOOOO0OO
reachability checkDO OO OOOO
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Netevent O OO O O (ipv6 reachability)

m set
o hop-limit
ooooooo
Oipv6 reachabilityO0 OO0 pinge0 0000 hop limitOOOODOODO
oooodoodno  set hop-limit <1-255>
gogooooo set hop-limit 64
O No 0 no set hop-limit

m rtt
o threshold
ooooooo
Oping6 request0 000000 Oreplyd0000O00ODOOO (Round trip time)J OO OODOODO
COreply0000000O00COCOOOCOOD T replyd0OOOO T rtt delayld0ooooon
O0rtt statusd dowvnOD OO0 OO0 ODefaultO O ORTTOOOOOODOODOO

o normal-count
ooooooo RTT status up 0 0000000 rtt OOODOOOODefaultO 030000

o delay-count
OO000000 RITstatus downO OO0 000000000 O0ODODefaultOO30000

ooooooo rtt threshold <1-5000>
rtt threshold <1-5000> normal-count <1-255> delay-count <1-255>
O No O no rtt

m netevent

o threshold

ooooogon monitor-log0 OO loggingO O OO OODOODOODOODOO
0000000  netevent monitor-log-status

0000000  no netevent monitor-log-status (O O)

O No 0  no netevent monitor-log-status
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O 350 Monitor-log node

gooo

Neteventip/ipv6 reachability0 000000 reachability0 0000000000 OD0OOOO0OO

oooo

000000 (@UOOOO)DDODOOODODOODOO(SB flashoOO)H)OOoOooooooooOowoO
ooo
0000000000000 doshow monitor-log0 000 (view node0 O0)O CLIODOOOOOOO
O0000D00O0CcopyODOOO(view node00)DO00O0ODO0OOODOOOOD

m JO00OO@OOODOOOOOoO
0000000Oreachability0 00000000000 OOOOODOOO
(1) reachabilityd0 OO0
00o00doobooo0ooooooooo0obo0obooDooooooooooooooooog
000000000 Dead/Delay0 000000000 OCOOALNedDODDOOOOOODOODODODOO
oooooooo
<ggoo s
1.TrackID
ONeteventO OO OODOO TrackO IDODOOCOODOO
2.0000
O DateAndTime O O OO OO DO O (ex. 2010-9-30,9:45:36.0)0
3.000 1Ipva000O0O
4.000 IPva00OODO
5. 000 Ipv6e0 000
6.000 IPV6ODO0O0O
7.00
8.00O
9.00
0. 0000@OoOooOo)
1: Alive(DOOO/ARTTOOOOOOOODO)
2: Dead( O OO)
3: Delay(RTTO OO O)
11.1CMP Code/Type
12.0000@O000000O0ONextHop MTU)
13_RTT[msec]
O Trap00O00ORTTOODOO
140 1pv6 0000000000 @O0DO0O Dead O O)
BOIPVAOO0O000000O0@O0O00 DeadD O 0)
<poooooo >
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s OJO0000OO@OOooooooono (o)
(2 0opoooooo
gooooooooooooboooooooo
<O 0O 0O>
2010-10-5,18:15:15.0,0,133052,5
<gggg >
1.0000
O DateAndTime O OO DO OO OO (ex. 2010-9-30,9:45:36.0)0
2.cru0ond
oo0o3000oboooobioomcooonO
3.000000 0 [Kbyte]
4.0000000Connection Tracking O O
gooooOOoOoOoDOO(@CuODOOoOooOooOooooOoooooD)Ooooopooooo

m 0000000 (USB FlashOOO)OOOOOOODO

() 0O0O0O0oooO
O0000000000000000000000000000000000 (1500 1000 Kbyte)D O O
0000000000000 000000000000000000000000000000(@0
0000000)000000000000000000000USB FlashDOOOOOODO0OOOgzip
00000000000000000000000000000000000000
O00000000000000000 (global noded schedule 000000000000 O)IO0
oooooooo

reachability 0 000 0000000000000 0O00O0O0OO0O00ODOOOO00OOO00OOOOO
00000000000000000000000

(@ O0oooooooooooo
O000b00o0o0obOOob0o0ooooOooboobOooboObOobDOoOuse FlashoDOoooooooo
USB FlashO O OO OOOODOOOO0OOOOOODOOODOOOOODOOOOOoD@obooDboOoO)o
o000bOO00o000ooO0ob0o0oOoobOobOOooboobO0obDOobOoooOoDObDOusSB FlashoDOo OO
gooobooo
gobooboooboobooboobooobooboobobbooboboobuoobobboobo
goobooobgoboooo

292



O 350 Monitor-log node

O OO0 command

nxri25#

nxri25#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr125(config)#monitor-log

nxri125(config-monitor-log)#

® reachability
ooooooo
Oping/ping6 0 0000000000000 000000O0O0OOOOOOOOOOOOOO

ooboOoooo reachability (diskO]diskl) (Jthreshold logsize <150-1000> files <1-10>)
reachability (diskO]diskl) threshold logsize <150-1000>
reachability (diskO]diskl) threshold files <1-10>

0000000  no reachability

O No O no reachability

® resource
oooooog 0000000000 0oooo300oooooooonoooooooDnoon
ooboOoooo resource (diskO]diskl) (Jthreshold logsize <150-1000> files <1-10>)
resource (diskO]diskl) threshold logsize <150-1000>
resource (diskO]diskl) threshold files <1-10>
ggooogd no resource
O No O no resource

oooogooo

OOO000ODOoOoOO0DOoOoOgiskodiskiOO)yDooooouseoodOOOoOO usB FlashO OO O
OOO0O0D0O0OO0O0diskoDOOoOoooousei00onooouse FlashDOOOOOOODOOOOdiskl
gbooogoo

OlogsizeOO0OO0OMODOODOODOODOOODOODOODO
CfilesOO0O0O0OMODOOOOODOOOOODOOUOODOOODODOOO
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O 360 interface WiMAX node

interface WiMAX node

m UQ WiMAXO O
NXR-155-/C-WMO OUQ WiMAX OO D O0OO0OO00OO0D0OODOO0OO0O0OOooooDoOoa

uQ
CERTIFIED

OuQwivaX O0ODCO0O0D00D0O0O0O000O00Ouw WiMiX OOOOOWIMAX MAC OODOODOO0OO
go0oO00ODOwWINMAX MAC DOODO0ODbOO0ODOODOO0ObObOO0ODO0ObOoUObOOobObObOODODbO
oo

O 00obooouwwivxoooooooooooooboooooobooobooooowooo
gooobobooboboobobgoobooboboobo

O wivX OO0D0O0D0OO00O0oooOobobooboobooooobobbooooobo

m WivXOOO0OOOOoO

OWiMAXO Worldwide Interoperability for Microwave Access0 0000000000 O0OO0OOODO0O
0000oDoooooowivaXOOOOOoOuw wiMXOoooooooo

OEthernet0 000 L2 ARPOOOOOOO

OIPvA000000D0OOIPGO0ODO0O0OO00OD0ODOOO
OIPVADODODODOOODHCAVADO DD DO OO0 ODO0DO0DODO0DO0O000ooooooooooooooon
320000 1PO00000DO0O0O0O0ODO0OOOEthernetD 000 ARPODOODO OO O point-to-
point0 0000000000000 00O0

000000000000 00000000000000O0ooOUOoOooOwIMMXOOOODOOoOoooo
ODHCPO O OO IPMAOODODOODO0O0O0OOOODOODOOODODOOOOD/00000000O0O
OwWiMAXO OO /00000SNWMPODOOOO0DOOO0 up/downOOOOOOOWIMMXDODOOOODO
0000000000000 0Od adminup/dowsn0 0000000000000 O0OOOOOOO
OOWiMAXO downOOOOO0OO0ODOOOO0ODOOOOODOOOODDOOOODODOO
O0000000000000000000000000000Ofast-forwardingD 000000000

o WiMAXOODDODOODOOOOO
oooowiMvXOooooDoooooooooooooooooooooooooooooooooood
!
interface wimax 0
ip address dhcp ODHCPO OO OOODO IPOODOOODDOOOODODO
ip masquerade gwooooooooooooo
1

ip route 0.0.0.0/0 wimax 0 O wWiNAXODOOOODOOOOOOOOOOOOODOOOOOO
!

OwWiMMXODOOOOODOOOODODOOOODOno wimax auto-connect0 00O O0O0OOOOOO
WiMvaXOOOODOOOoOOOOoDOOoOoOooOooOoooOoooooooboobooodDclear wimax 0

goooooooog
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o OO command

nxrl55#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr155(config)#interface wimax 0

nxr155(config-wimax)#

O ip redirects
ooooooo
OICMP redirectD type=s50 0 0000000000000 DOO0OOOOOOOOOOOOOODOOO
000000000ORFC792]
O0O00D0 Send redirect00000OOOICMP redirect 0000000000 00OOCOODODOOO
opoooooo ip redirects
gobooooo ip redirectsdd (OO)
O0O0ONoOODO  no ip redirectstl (0 0O)
ooooooo
O000O ICMPRedirect 0 0O OO O OOICMP Redirect 00D DD O OO OHestO O DO O OOOOO
000000000 U0U0U0UoooDoooooooooOooO
0 Host A OHost B(192.168.1.100)0 0 IPv40 00 00O default gw(NXR) DO O OO OO
ONRODDOODODOOOOOODO192.168.1.0/2400 0 next hopd 192.168.1.2530 00000
OO0OORouter ADDDOOOO
O O0OO0OOnext hopd Router ADOOOOOHost ADOODODOOODDOOODDOOOHest AO
ICMP Redirect0 OO ODOOO
O Host ADOOOO Host BOODO IPvAOOOOOOICMP Redirect0 00000 next hopd OO
OORouter ADDOOOOO
OOO0OODOICMP Redirect 00000000000 DODOODODOOOODOOOOOOODOOOOOO
0000000000 forwardingD OO OOOOOO
PC B: 192.168.1.100

A
Lo e —
t |
|
T
192.168.1.0/24 !
|
AETAY7I—F
192.168.1.0/24 (gw) 192.168.1.253 NXR Router A
192.168.0.254 1 192.168.0.253
. - |
Send Redirect 32} -~ ‘ @ IP to 192.168.1.100 !
|
_____________ Ll
I 192.168.0.0/24
| @) IP to 192.168.1.100

(@) Redirect (Next hop=192.168.0.253) l
1) 1P to 192.168.1.100

&

PC A: 192.168.0.100
Default GW=192.168.0.254
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O ip tcp adjust-mss

ooooooo

0O Path MTU DiscoveryO PMTUDO O O OEnd-to-end 0 000000000 OOOOCOONIUODOOOO
0000000000000 000o0ooooo0000U0000000Dooooooooooooon
O00O0O0O0O0IPv4Ad00O0O0O0OO0O0 ICMP fragment needed 00000000000 OO0O0ODO
000000000000 00ooOooePNTUDO0ODODO0ODOOOOOOOOOOODOOOOPMTUD
0000000oooooooooNuo000o0000000o0o0oooooooo0oo00DOOEnd-
to-end0 00000000000 DODOO0ODODOOOOODOOOOOTCPOO  SYN/SYN-ACKOD OO O
oMssOODOOO0OO0OO0OO0ODOOO0OO0000ooooooooooTCcPOODODODOOOODOOOOOOO
00000000000 ooooooo0oo0oo0ooooooooooooooon

goooooo ip tcp adjust-mss (auto]<500-1460:bytes>)

goooooon no ip tcp adjust-mss

JO0OO0ONO OO  no ip tcp adjust-mss

ooooooo

OivAD D000 00oooooTcPOODOODOOOOOOOTCPOOOOOOOODOOOODODODO
000000ooO0OooooooooooMssocoooooon

O000000ONSSO0DD0O0O000000auto0000000O0ONMSSOOO0O00OONMSSOOOOO
00ooooooooooooo

0000000000 OoOooMssO0ooooooooMsSSO000oooooooooooooog
ooo

guwprPOICMPO O O0O0O0ODODODODODOODOOOOOOODOOOOOOOODFOOODOOODODDOO
gdooodo00000000O0000U000000U0DU0UDUOUDUOOODO

(O no ip tcp adjust-mssO0 000 O0OOOTCP MSSODODOODOODOODOOODO
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O ip mask-reply

ooooooo

OOpenviewO OO OODOOOOOODDODODODOOODOOODOOODOO ICMP address mask request
Otype=1700 0000000000000 O0ODOODOODOODOODOOOOOOOOOOODOODODOO
o0o00ooO0oo0oooooooboon

OODODOODOICMP address mask request 00000000 ODOODOOOOOOOOO

oooooon ip mask-reply [ ICMP address mask requestd 00O 00O 0O [T

ooooogn no ip mask-replyd ICMP address mask requestd 0O 0O 0O D0 O M
OO0ONeO OO no ip mask-reply
goooooo

O ICMP address mask request/reply0 0000000

ISP~ __Ppp0 (10.0.0.196/32)

e "ICMP address mask replyhiE %)
//
a NXR#1 NXR#2
192.168.0.254 192.168.0.253
§ A
ICMP address mask reply %A Request (to 10.0.0.196)
Request (to 192.168.0,254
192.168.0.0/24
| Reply (mask=255.255.255.255)

Reply (mask=255.255.255.255)

S

OpenView
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O ip arp reachable-time

ooooood OOOOARP D000 O00O00O0D0OOO0OOOO0O

oooooon ip arp reachable-time <30000-3600000>

ooooooo ip arp reachable-time 30000

OO0ONeOO0O no ip arp reachable-time

OO00O0O00O0 showarp OOOOOO0OOOOOOREACHABLED D OO ODOOOODOO
000000M00.5 0 1.50x% reachable-time0 00000000000

O ip arp queue length

ooooooo

OEthernet/VLAN/WINAX O OO OO OO OO IPVAOODOOCOODOOOOOOOOOO next hopO O
MMCOOOODOODOOOODODDODODOOODOOOOOOoOOMAMCOOODODOOOOD0O0OO queueingD OO0
Oooooooooooog

ooooooo ip arp queue length <1-1000>

oooooon ip arp queue length 3

OO0ONOODO  no ip arp queue length

ooooooo

00000000 Ethernet/VLANVWINA) O OO OO OODODOOOOODO

OQueve0 000000 OO0DODOOODOOOODOO

OO0 queued queueing0 0000000000 DOOCO0ODOO0ODOOODDOOODODOOOQueue
0000000000000 000000000Oquete0 00000000 OCOOO

O ip access-group

ooooooo
Oglobal nodeD 0000 ACLOODOOO0ODDOOODOOODODODODOODOOOOOOODDOOO
ooooooo

oooobogon ip access-group (injout|forward-in|forward-out) IPV4-ACL-NAME

OO00ONoOODO  no ip access-group (inJout]forward-in|forward-out)

Ooooooo
OO0O000O0O00DOO00DOOO00O0O00O0O00OOOO@OO Packet TravelingO O O)OODO
00400000
in(local input) NXROOOOOOODOOOODOCOOODOOOOOOO

out(local output) NXRO O OO ODOODOOOODOODODOODOODOODOO

OO0O0000b0oOoOoobooOooNROOOO0OODOOoOobOoOoooooooog
forward-in NXROOOODOOOODOODOODOOOO forwardingOODOODOOOOOOODO
forward-out NXROOOOOOOOOOOOOOO forwardingOOOOODOOOOOOO

OmacO0OOOOACLOODoutOODO forward-outD OO0 O00O0O0ODOOOODOO
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O ip masquerade

ooooooo

gooooooooooOoooOoOooooOoOooUooOoUooog VM40 OCOODOOODOOO
o040 000000000000000

goooooo ip masquerade 0000

gooooon no ip masqueraded O 0O O

OO0OO0ONoO OO  no ip masquerade

ooooooo

O0O0O0O0O00DOO00 (Ethernet/VLAN/PPP/Tunnel/WiNAX)) D OO OO OODOOOODODO

gTcP/UDP/ICMPO 00O O00DDOOOO0ODOOOODDOODOOOODOODODOOODOOO

Oipve0O0O0OCO0OIIPOOOOOOOOODOOOO

Oforward out/local output 0 00000000000 OOOOOIPODDODOODOOOODODOODO

O ip (snat-group]dnat-group)

goooooo

Oglobal node0 0000 SNATOOODNATOOODODOODODOODODOODDOODOStatic NATO
gooooOoooooooo

OSNATOO OO OO0O0O00O0oooooooooDNATO OO 0000 ooooooooooon

goooooo ip (snat-group|dnat-group) NAT-NAME

OooONeO OO no ip (snat-group]dnat-group)

000oooogo NATODODODOODOODOiup snat/ip dnat) 0 0O O (global node)D 00O OO0

O ip spi-filter

ooooooo

0000000000 0DOOO0DOOSPIO Stateful Packet Inspectiond 00000000 OOO

jooodoooooo0o0oo0ooooOdUoooOoo00oDoOOoUoDoO0UooDoDOoOooDoOoOooDoDOg
oooo

gooooon ip spi-filter 0OO0O0O

0oooogno  noip spi-filterD OO O

goONeO OO no ip spi-filter

ooooood

000000000 0O0ODOestablishedD OO related 00000000000 OCOODODOO0ODO
OEstablishedOD 000000 O0O0OOCOOOOODOOOODOCOOODOOOODOOODODOOOOOO
ORelated 00 0000000000000 DODOO0ODODOOODDOOFPOO0ODOOODODOODODO
oooo

0000000000 O00dosynd00000D0O0O0O0OD0OO0O00ODOO00OOOOODOO

OsPIOOforward inO0O0O local input0 000000000000 DOQCO0OOOCOODODOOODOO
oooooo
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O session invalid-status-drop-interface
goooooo
Osession invalid-status-drop O O (global node00)0 0000000 O0DOOO0OOOODOODOO
oo
O0000Odefault 0O0O0OOO
0000000  session invalid-status-drop-interface enable
goooooo no session invalid-status-drop-interface enable
O0O0ONoO OO  no session invalid-status-drop-interface enable
ooooooo
000000000000 0D000000000DO0d0OOglobal node O session invalid-status-drop
0000000000000 0o0o0o000ooooooooooo0o0dddwimax 0 OO0
goooOoOoOoOoOoOoOoOoOoooooo
- global node O Osession invalid-status-drop OO0 OO0O0O0O
nxrl55(config)#no session invalid-status-drop enable
-00000000000ooooooooo0ooo
nxrl55(config)#interface wimax 0
nxri155(config-wimax)#session invalid-status-drop-interface enable

O netevent
ooooooo

0000000000000 0000 WiMAX O connect(0 OO disconnect) D0 00000000
0000000  netevent <trackid:1-255>|<trackid:2048-4095> (connect|disconnect)
goOONeO OO no netevent

O ip webauth-Ffilter
ooooooo
OwebOOOODOOODOOODODOOOOOOODOOODODOODODOOOODOODOOOOOOODOO
CO0O00OO0OOwebhOOOOOOOODOOOUOOOOODOOOO
OWwebODOOOOOODOOODODOOODOOOOOOINOUTODODOOODDODOODDODOODODOOOO
OObefaultDOOOOOOOOO
ooooogon ip webauth-filter (forward-in]forward-out) WEBAUTH-ACL-NAME
OO0O0NOODO  no ip webauth-filter (forward-in|forward-out)
Ooooooo
OWwebOODODOOOOOOODOODOOip web-auth access-list 0 00O Oglobal noded 0000
ooooog
OWebOOODOOOODOWeb Authenticate node0 O O0OOOOODO0O
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O ipsec policy

0000000 0OO00O0000o00ooogoOlrsecd0DOdDODODODOOOOOD

ooooogoo ipsec policy <local policy:1-255>

OoOONeO OO no ipsec policy (J<local policy:1-255>)

ooooooo
00oooooooooOlrsecO 00000 ODO4000000000000000000DO0
OO0000000ooooooiIPpsec0000DOO0ODOOOODOOOODOOOOO

O ipsec policy-ignore

Ooooooo

OlIPsec policy 00000000000 ODOODODOOOOOOIPsec policy 000 any O0OQO0O
000000000000 000 IPsec OO0O0ODODOO0ODDODOOODODOODODO

ooooogoo ipsec policy-ignore (]inputjoutput)

ooooooo no ipsec policy-ignorell 00O O

OO00ONoO OO  no ipsec policy-ignore

Ooooooo

Olnput0 0000000 Oinbound policy check 0O 0OOO0OOOOOIPsec OO0DOODOOOODOODO
000000 D0o0ooooooooooooooooooog

Ooutput OO OOOCOO0OOO0ODOCO0ODOOOODOOCOODOOODOOOIPsec policy DOOO
OO0000oO0ooooooooo
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m QoS
gooooon QSO O Ooooon

o HTBOOO

ooooooo queue policy POLICYNAME bandwidth <1-1000000> (]ifg-pa-fcs)

ooooooo
OHTBOOODOOOOOclass policyDOOOODOODOO class policyD OO OOOO
JoO00d00dclass policyOO0D0O00O0OO classO 0000000 OO0OONO class policyd OO

00000000 HBOODOOOODO

ObandwidthO Oclass policyO 00000000000
Oifg-pa-fcs(OO0)D0ODOOD0OO0DOOOO0ODODRefault0OOOODO

o PQUOOO

0O00O00O0d  queue priority-group <PRIORITY-MAP-NUMBER:1-32>

ooooooo
OPQUDOOOOOOOglobal node0 0000 priority-map0 000000
O00000priority-map0 00000000000 O0O0OO default classOO0O0OO00O0O PQO
OO000O0O0oOoogooopriority-mpO000000CO0O0OOPQODOOOOODOO
O00OclassOO000DO0OO0ODO0ODO0OOOdefault classO 000000 OOOO

o SFQUOO
0Oo0oooogd  queue fair-queue

o FIFOO OO
goooooo queue fifo (Jlimit <1-16384>)
goooogoo IlimitO FIFCOODOODOOO0OO0OOODOO0ODOOD0OO0O

o TBF(shaping)d OO
ooooooo
queue shape <RATE:1-1000000> <BUFFER:1-1000000> <LIMIT:1-1000000> (]ifg-pa-fcs)

ooooooo

O <RATE:1-1000000>  ShapingOd 00O (Kbps)D OO OO OO

0 <BUFFER:1-1000000> Bucketd O O O (bytes)D OO OO OO

O<LIMIT:1-1000000> TokenD DO OO OD0OODO0DOOODOOOOOODOOODOOOOOOOO (bytes)

ooooooo
Difg-pa-fcs(U O )0 00000000000 ODefault0 00000

o no queue

goooooo no queue
goooooo 0000000 queueD 0000 O default queuel pfifo_fastO 0 OO0 0000
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m QoS (ODO)

o classify

gooooogo classify (inputjoutput) route-map ROUTEMAP

ooooooo

00000oo0d00o0o0o0U0DOOo000oO0o0il0c0d0ooodO0oOOinputd output OO OO
ooooooooooo

Oinput0O000O000OD00ODOOOOPRE-ROUTING(O O O Packet TravelingD O O)ODOOODOOODO

OoutputO OO DOCOOOODODOOOOPOST-ROUTING(D O O Packet TravelingO O O)ODOOOOOOO

o no classify

ooooooog no classify (]input]output)

ooooood

Jopoodooooooooooooooooooooodg

Mno classifyO0 OO0 O0OO0OOOGnputO output) D OO OO O0OOOOOOODOOODOODOO
input0 00 outputD OO OO OO

e ifg-pa-fcs

0000000000000 000000000000000000000000000 0 shapingd
OJOFCSO IFGO PAOODODOOOOODOOD rate000000ODOOODOOOSshaping rated 000
O000000O00Ethernet0 000000000000 OOOODOOFRCSO IFGOD PADOODDOOO
00000000ooooo0oooDo0oo0ooooooDooO0DO0ooOooDOdDododEethernet/
WiMAXOOODOOOODOOOOODOdshaping rated 0000 OIFG(inter-frame-gap 0 O OO 00O
12000000)IFCS@OODn)dPA(preamble: 80 0 0) 0000000 OOODOOODOODOOOOO
000000000 0ooo000ooO000ooO0Uooo000ooo000oDoOo0o0ooDoDOooooo
Default 00000 OOODOOOOOOIFGOPADORCS DOOODODODOOOOOMM
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s JO00000OO0OO0O0O@OoODooOooOon)

oooooog
J0000o0ooo0o0oo000oo0ooooooooo0oo0ooo0oooooono (wimax <0-0>)
odooooooooooo

ooooood

do0oooooooooododdmail server node0 0 O0O0OO0DOODOO

o mail send server

ooooood Jd0d00o00o00ooooooooooooogo

ooooooo mail send server <0-2>

OdONoO OO no mail send server

oooooog 0000000000000 0OCmail serve noded 000000000

o mail send from

ogooogoog dodoodoooooooogoog

ooooooo mail send from WORD

OO0ONoO OO no mail send from

ooooooo
dworRDOOODOODOOODOODOODOOcenturysys@xxx.isp.ne.jpd 0000000

Omail send from0 0000000000 DOO0OOOOOO0OOOOOOmail fromO OO O (global
node) 00000000000 DOODOOODOOOOO

o mail send to

ooooooo 00000D0obOoo0Doooooon

goobooogo mail send to WORD

OO00ONOD OO no mail send to

oopoooog

gwoRpO O OODOOOOOO0DOOOO0OOuser@centurysys.co.jpd 0000000

Omail send toO O 00000000 0OO0O0OOOOOODOOOOOOOmail todO OO (global node)
000o00D00obO0o0oOoooOOooOooooon

o mail send subject

ooooooo O00000000o0o0o0ooooooo0uooooooooooooooon
ooooooo mail send subject LINE

OO0ONoO OO no mail send subject

ooooooo
OLINODODODOOOOODOODODODDOO0000ODOO000ooooooooooon
wimax0O OO QOad wimax0 was connected

wimax0O OO OO wimax0 was disconnected
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ooooooo
0oooooo

gbgboobgobboboobooobooboobooboboobooboboooboboboobo
oo

o PPPODOO /00O
OPPP on-demand0 00000000000 DOCOOODOOOOCOOOODOOOO

oooo oooooo oooooo
PPPO O O ppp0 was connected IP address isA.B.C.D
PPPO O O ppp0 was disconnected IP address is released

OO0O00Cpppo0 00 /0000COOODOOOODOO

o WinvAXO OO /00O

goon gooogo gooogo
WiMAXO O O wimax0 was connected IP address is A.B.C.D
WIMAXO O O wimax0 was disconnected wimax0 was disconnected
DHCPO D DO OODDOOOO wimax0 was disconnected IP address is released

gdO0DC0OwimaxoOOO/0000C000DOCOOODOOO
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o [O00 command

nxrl155#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxri55(config)#mail server 0

nxrl155(config-mail-server)#

m 0OOOO0(SMTP)OO

00ooooo
OSWPOOOO0O0O0O0O0D0000000000000000000000P2580000ISPO 250000
000000000000058700000000000000000000000
0000000000000000000

o server smtp address
goooooo server smtp address (A.B.C.D]|FQDN)

o server smtp port

goooood server smtp port <1-65535>

gddNoO OO no server smtp port

goooooo server smtp port 25 (=no server smtp port)

o server pop3 address

OO0OoOooogd  server pop3 address (A.B.C.D]FQDN)

OOONeO OO no server pop3 address

ooooooo O0O000O0O0OPOP before SMTPOODODOODOOOOODOOO

m OJO0O0
o server authentication
oooooog
osvNTPO0O0OO0OO0ODOODOO0OOODOOO0O0ODO300000000D0000O00OO00O0D0DOO0n
oopoooooo
POP before SMTP, SMTP-Authl logind , SMTP-AuthC plaind
goooooo server authentication (pop-before-smtp|smtp-auth-login|smtp-auth-plain)
gddNeO OO no server authentication

O username

ooooooo oooooooooooooooooowpwooobbooooooboooo
goooooo username WORD password (hidden]) WORD

gddNoO OO no username
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m O0OO0O0OD0OOO0O0O0

ooooooo

ocooooooooOooooOoooooOoobooboOoooo

OO0O00O0O0Ointerface ppp node O OO interface wimax node0 0O OO0OO0OODODO ppp <0-4>,
wimax <0-0>0000000OOO0OOOO

o mail send server

oooooog 0J0000000oo0oooogooooo
goooooo mail send server <0-2>

OddNeO OO no mail send server

o mail send from

oooooog 00o0ooobO0oooDoooooo

goooooad mail send from WORD

OO0O0NoO OO no mail send from

ooooood

gworRoO O OODOOOOODOODOODOOcenturysys@xxx.isp.ne.jpd 0000000

Omail send fromO O O OO interface ppp/wimax nodeD 0000000 0OO0OOODOOOOOOOO
O0mail fromO O OO (global node) D 0000000000 ODOODOOOOODOODO

o mail send to

oooooog 0ooooooooooooogooon

oooooog mail send to WORD

OO0ONeO OO no mail send to

ooooood

gworDOODODOODOOOOODOODOOuser@centurysys.co.jp0 0000000

Omail send toO OO OO interface ppp/wimax node0 0 0 00000000 DOODOOOOOODOODO
mail toO OO0 (global node) IO 000 OD0O0OO0OOODOODOOOOODOOOO

o mail send subject
oooooog Jo00o0ooO00oooooboo0oD0ooooooobO0ooDooDOooOooooon
goooooo mail send subject LINE
OoOONeO OO no mail send subject
ooooood
OJLINODODODODOODOODODOODOO0ODO0ODOD00O0O0DO0DO00O000oo0o0O00n
ppp0 0 O OO O ppp0 was connected
pppO0 0 O 0O OO ppp0 was disconnected

o body

oooooog
0000o0oD0oooooU0o0oooo0ooooooUoOoDOooDoooOooDooon
ooooooooooo

PPPOOOODO 1P address is A.B.C.D

PPPOOCOOO IP address is released
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BridgeO O
20000 Ethernet0 000000000 DO20000 VLANOOD OO O O (IEEE 802.1Q VLAN
tagging)0 OO Bridge DO DO ODOODOOODOODODOO

m BridgeOOOOOOOODODOOO
OO000O000COBridge0DOO0OO0O0ODOOOOODOODOOOODOOO
O00000000DO0O0D0O0OD0OOEthernetd VLIANOOOBridgeD 0O D0OODOOO0ODOODOODOOO
OO0OEthernet0 0000000 Bridgel0O0D0OO0OO0OODOOODOODOO EthernetDOO VLANO OO
O0O0O0O0O0BridgeDOD0OODOOODO

0100000000000 0D0OBridge0000D0OOOODOOO

m BridgeODOOOOOOOOODOODO

O00Bridge0 00000 ODOOOOOODOOOODOODOODOODOOOOODOOODOODOOOON

0000000000 OBridge0 00000000 ODOOOOOOODO

0 shutdown O O

OPPPoE clientOD OO0 OO0 OOOO

OVRRPO O OODOOODOO

OlIPsec policyOODOOOODOOOO

OL2TPv3 xconnect D D OO0 OO O OOOOO

OVLANO xconnectD OO0 OO O0DOODOOOOVIANOODODOODOODDODODODDODOODOOOOODOO
oooooo

OBridge0 0000 O00OOOONMUODOODODOO

000000000 00oDo0o0oOooooOvVIANOODOODODDODOoDoDOoOoDooooo

Oqueve(QoS)O DO OOOOOOO

m IPv6/PPPoE BridgeO O OO

Bridge 000 U0O0OODOODODO EthernetD0 0 OO0 DOOOODOIPYE Bridged O O PPPoE Bridge O O O
OO0O00O0OO0OIPve/PPPOE BridgeOD OO OODOOO

O000OBridge00O0O0O0O0ODOO Bridgingd O 0O OO O IPv6/PPPOE bridge 0 O O O O Bridging O O
ooooo

00000000 0ODethernet0O ethernetl 0 broO 000000 OO0 Oethernetd O ethernet2 O
O O IPv6/PPPOE bridge 0000000000 dethernet20 000 0 O frame O O ethernet0 O Bridge O
O0O0Oethernet0 0000000000 bDOOODOOOOOOODOOOethernet200 bridged OO0
od

® BridgeOOOOOOOOO IPsecOOOO0OOOO

BridgeOOOODOOOOO IPsecO M OO IPODODOOO Ethernet bridge00 00000000000
gooood
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O OO0 command

nxrl20#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr120(config)#interbridge <0-4095>

nxrl120(config-bridge)#

O ip address

ogooooon doooooooimwroooooooooon
ooooooo ip address A.B.C.D/M (]secondary)

O no O no ip address A.B.C.D/M (]secondary)

aad aad Bridge port0 0 00000000 OODOOODOOO

O ip address

ogooooon DHCPO OO IPOODODOOOOOOOO
ooooooo ip address dhcp (JHOSTNAME)

O no O no ip address dhcp

aad aad Bridge port0 0 00000000 OODOOODOOO

O ipv6 address
ooooood goooooogiwpveodoooogooooo
oooooog

ipv6 address X:X::X:X link-local

ipv6 address X:X::X:X/<0-128> (]eui-64)

ipv6 address autoconfig
u no u

no ipv6 address X:X::X:X link-local

no ipv6 address X:X::X:X/<0-128> (Jeui-64)

no ipv6 address autoconfig
00 oo
Olink-local D0 OOO0OO0O0ODOOOOO LLADODOOODOOO
Oeui-640 000 O ipve-address O prefixO O OO0 OOOO
Oautoconfigd Oipve forwarding0 OO DO OO0OOOOOODOOOO

O ipv6 address

ooooooo DHCPv6 Prefix DelegationO0 O OO OO OO0

oooooog ipv6 address DHCPv6-PD X:X::X:X/<0-128> (Jeui-64)

O no O no ipv6é address DHCPv6-PD (|X:X::X:X/<0-128>)

ood oo

O ipv6-address O O sub-prefix O host D OO OO OO OOOOOOO

OODHCPv6-PD [0 O dhcpve pdD OO0 OO0 prefix0 000000000 Oipve dhep client pd0 0000
oooooooon

ODHCPv6 packet OO interface0 00O OOO0O
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m bridge port
o ethernet
0000000 Bridge port0 00000000
ooooood bridge port <1-2> ethernet <0-1> (Jvid <1-4095>)
ogd o0
020000000Obridge port00000OO0ODOO
O0Oethernet0 0000000000 DOOO0OD0O0OOODOOODOOOOMmM
bridge port 1 ethernet 0
bridge port 2 ethernet 0
Oethernet0 vianO O OO ODOOOD0O0ODODOODODOOODOOOOOOOOOOOO
bridge port ethernet 0
bridge port ethernet 1 vid 1
0000vidO0ODODDOOOOOOO0O0O0OO00DOO000ooooooom
bridge port 1 ethernet 0 vidl
bridge port 1 ethernet 1 vid 2

o pathcost

ooooood Bridge portO Opathcost D OO OO OO0OODOOODO

gooooboo bridge port <1-2> pathcost <1-65535>

ooooood bridge port <1-2> pathcost 100

a no 0 no bridge port <1-2> pathcost <1-65535> (=00 0)

od od

Obridge port <1-2> ethernet <0-1>00 00000 0Opathcost0 D0 O O0D0O0OOO0OODOOOO

Ointerface bridge node0 00000 Obridge port0 000000000000 OD0OO@ODODOO
exitD0OdO00O0)O

Ointerface bridge node0 0000 OObridge port 0000000000000 DOOODOODOOOOO

o priority

goooooo Bridge portOOpriority0 0000000 0ODOOODO

ooooood bridge port <1-2> priority <0-63>

goooooo bridge port <1-2> priority 32

O no 0  no bridge port <1-2> priority <0-63> (=000)

ood o0

Obridge port <1-2> ethernet <0-1>0 000000 dpriority000000000O00ODO0O

Ointerface bridge node0 0 0O0O0OOObridge port0 00 00000D0O0OO0OOODOO@ODODOO
exitOOOdO0O0O)O

Ointerface bridge node0 00O OO Obridge port 000000000 DO0ODOODO0OODOODOOODOO
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®m bridge port(C O)

O access-group
goooooo
ooooooo
0 no 0
oo oo

m bridge

O access-group
ooooooo
oooooog
0 no 0
oo oo

o aging-time
ooooooo
oooooog
ooooood
U no U
oo 0d

Bridge portO bridge ACLOODOOOOODOOODOO

bridge port <1-2> access-group (injout]forward-in|forward-out) WORD
no bridge port <1-2> access-group (injout]forward-in|forward-out)
WORDO O Obridge ACLO OO OODOO

bridge ACLO O bridge access-list node0 000000

Bridge 00O 0OO0OOOObridge ACLOODOODOOOOODOOO
bridge access-group (injout]forward-in) WORD

no bridge access-group (injout]forward-in)

WORDO O Obridge ACLO OO OODOO

bridge ACLO O bridge access-list node0 000000

BridgeUOODOOODOOaging-timed 000000 OOOOOO
bridge agint-time <0-65535>

bridge aging-time 300

no bridge agint-time (=000)

OBridgeC O O0ODOOOOOOODOOOODOCOOOMACOOOOODOOOODOOOOAgiINt Time
goobooobgoobo
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m bridge stp

OBridge 0 0000 OO OOSTPO Spanning Tree Protocol IEEES02.100 0000 00OCOOOODOO
000O0OD0O0ODBPDUO Bridge Protocol Data Unitd OO OO OODO Spanning Tree0 OO O0O0OO
gooOoooooOoooooOoooo0ooboOoooooO0ogoDoOoUOooDoOooooUoUoo
Oo000ooooooooooo

OSTPO OdefaultODOO0ODO

ORSTR/MSTPO OO OODOOODO

o enable

oooooao
ooooooo
goooooo
0 no 0
oo oo

o priority

oo0ooooo
ooooooo
ooooooo
u no U

o hello-time
ooooooo
goooooo
ogoooooo
0 no 0

o forward-delay

ooooooo
goooooo
ogoooooo
0 no 0
oo oo

o forward-delay

oooooao
ogoooooo
goooooo
0 no 0

BridgeO OO DODOODODOSIPOODOOODDOODDOOODOODO
bridge stp enable

no bridge stp enable

no bridge stp enable

no bridge stp enable 0 O OO forward delayd 0.000 00000

Bridge 0O ODOOODO priority0 00000000 DOOOO
bridge stp priority <0-65535>

no bridge stp priority 32768

no bridge stp priority (OODO)

BridgeO OO ODOODOO helllo-time0 0000 OO0OOOODOO
bridge stp hello-time <1-10>

bridge stp hello-time 2

no bridge stp hello-time (=00 0)

BridgeU DO OOOODOO forward-delayOD OO OO O0OO0OODOOO

bridge stp forwaed-delay <4-30>

bridge stp forwaed-delay 15

no bridge stp forward-dely (=000)

no bridge stp enable 00000000000 OO0OOODOOOOODOODOO

Bridge0O00OODO0ODOmax-age0 0000 O0O0ODOOOO
bridge stp max-age <6-40>

bridge stp max-age 20

no bridge stp max-age
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O mtu

ooooooo wubooooooboog

goooooo mtu <bytes:68-1500>

U no g no mtu

00 00

Obridge portO MTUO OOODOOOOODOQCUOOODOOCOOOODCOOOethernet 00 MTUD 14000
JddpDuoo000000000D00O0O0OODOO0O0OO)O

O interface bridge node0 00 OO0 Obridge port 000000000000 ODOO@ODOOO
exitOO0o0Oono)o

O interface bridge node0 00 OO0 Obridge port 0000000000000 OOODOOODOODOO

O ip proxy arp

OO00O0DoOoOo  Proxy ARPOODDOOOODO
ooooood ip proxy-arp

oo 0O OO no ip proxy-arp

O no O  no ip proxy-arp

O ip directed-broadcast

0000000  Directed BroadcastO O O OO0 OO0 O0OO0OO0OOOOOOO
goooooo ip directed-broadcast

oo 0O oo no ip directed-broadcast

O no O no ip directed-broadcast
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O ip redirects
ooooooo
OICMP redirectO type=50 0000000000000 0D0O0OO0O0ODOODOODOODOODOODODOO
000000000RFC792(1
00000 Send redirect00000OOOICMP redirect 000000000000 DOOODOODOODO
goooooo ip redirects
ooooood ip redirectsO 0 (O 0O)
goONoeO OO no ip redirectst (0 0O)
ooooooo
0000 ICMPRedirect D 00O DO OOOICMP Redirect D 0D OO0 OOHestD OO OO OOOOO
0000o00o0o0oooDOooooooDoobOOobOO0bOobOOooD
O Host A OHost B(192.168.1.100)0 0 IPv40 0 000 default ge(NXR) O OO OO OO
ONROODODODOOO0O0ODO0O0D192.168.1.0/240 00 next hopd 192.168.1.2530 00000
O0O0ORouter AUODOODOODO
O 0O0O00O0Onext hopO Router ADDODOOOHest ADODOODOODOODOODOODOOHost AD
ICMP Redirect0 DO OO OO
O Host ADODOOOHost BOOO IPVAO O OO OO ICMP Redirect 0O O 0O OO next hopO OO
O0ORouter ADODOODOOO
OO00O00ICMP Redirect D 00O 0DO0DOOO00ODOODOODOODOODOODOOOOOOODODOODOO
000000000d forwardingD OODOOOOOO

PC B: 192.168.1.100

T [

192.168.1.0/24

RAT 92—k
192.168.1.0/24 (gw) 192.168.1.253 NXR Router A
o 1921680254 192.168.0.253

‘ @) IP to 192.168.1.100

Send Redirect&H % --7

|
|
|
|
|
_____________ -

192.168.0.0/24

T
| @) 1P to 192.168.1.100

3 Redirect (Next hop=192.168.0.253) l
IP to 192.168.1.100

&

PC A: 192.168.0.100
Default GW=192.168.0.254
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O ip tcp adjust-mss

ooooooo

O Path MTU Discoveryd PMTUDO O O O End-to-end D 0 0000000 O0DOODOODOOMIVODODOO
000000000 00Doo000oo000oo00oo00oo000o00oooooooooonn
00oooooipvadD0DOD0OODOO0O ICMP fragment needed 0D 0000000000 OOOOO
O0000000o00ooooDoooPNTUDO0OO0OOO0OO0OOO0OOOOOOOODOOOddPMTUD
00000dooooooooooMuoo0od0oooooo0o0o0o000o0oo00oooodoend-
to-end0 0000000000000 OOOOOOOODOOOOOTCPOO  SYN/SYN-ACKO O OO
omMsSOOOOoOOoOoooooooooooooooooooTcPOOO0DOOUOOOOOOOOd
0000000000 0o00oDoDo0oo00oo0oooooooooooOoo

goooooo ip tcp adjust-mss (auto]<500-1460:bytes>)

J0oooogdo  no ip tcp adjust-mss

Ogo00ONeO OO no ip tcp adjust-mss

ooooooo
OiIpvA0000O00O0O0O0O0OOTCPOOODOOODOOOOTCPOODODOOOOOOOOODOOO
000000oooUooooooooooowssooooooon
oooooooowsMssOnDdoodoo000bDantc0 00000 OOOMSSOOOODOOMSSOOODOO
0oooooooooooooo
OooDodooooooooonssoooooooooowssooooooonoonooononoooon
ooog
guwPOICMPOOOOOODOODOOOOOO0ODOO0ODOOOOOOOODFOOODOOOOODOOO
000000000000 00oo000Dooo00ooo0ooooooooon

(M no ip tep adjust-mssO0 0000 OOOTCP MSSOOODODOODOOODOOODO

O ipv6 tcp adjust-mss

oooooog  TCP/IpveO MSSOOOODOOOO
goooooo ipv6 tcp adjust-mss (auto]500-1460)
OO0 O OO0 no ipve tcp adjust-mss

a no O no ipvé tcp adjust-mss
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O ip mask-reply
ooooogoo
OOpenviewO O OODDOODODOOOODOOODOOODOOOODOOODO ICMP address mask request
Otype=1700 0000000000000 O0OO0ODOODOODOOOOOOODOODOODOODOOOOOO
0o000oooooooooooom
OO0O0OODODOICMP address mask request 00000 0O0O0OO0OOOOOOODOODOOO
ooooooon ip mask-reply [ ICMP address mask requestd O 0O 00O O I
googoogon no ip mask-replyd ICMP address mask requestd0 0 OO 00O I
OOONeO OO no ip mask-reply
ooooogoo
O ICMP address mask request/reply0 0000000

ISP~ __ppp0 (10.0.0.196/32)

//F_ ICMP address mask reply D383
//
a NXR#1 NXR#2
192.168.0.254 192.168.0.253
§ A
ICMP address mask replyh" &30 Request (to 10.0.0.196)
Request (to 192,168.0,254)
192.168.0.0/24
| Reply {mask=255.255.255.255)

Reply (mask=255.255.255.255)

S

OpenView
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O (ip]ipv6) access-linkdown

ooooooo OO0O0Oo0O0ooOdoOooOlink downOOOOODOQO interfaced IPv4 address O
oooboooooooo

goooood (ip]ipv6) access-linkdown

O no O no (ip]ipv6) access-linkdown

0oooogno  no (iplipve) access-linkdown[D O 0O O

O (ip]ipv6) rebound

ooooooo

0000000000000 000DoOO000Doo000oooO00ooooOoooooad (forwarding)
OO00000O0O000O0ONROODDOOO00O000000000000000000ONXROODOTTL
goooOooOoOOoUOOoDoOOoOoOooOoooon

OIP rebound0 0 0000000000000 O0DOO0O0OOODOOOOODOODOOODOOOOOOOO0OO
000000000000 destination unreachable0 000000

ObefaultO 00O O0O(@OOOOODOOODODOODOOOOODOOOOODOOOOOOOOO)O

goooood (iplipv6) rebound

oo O oo (ip]ipv6) rebound

O no 0 no (ip]ipv6) rebound
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O ip reassemble-output

ooooooo

goooooooodMiooooeMTUCODOOODOOOOONR forwardingDOOOOOOODOOO
0000000 oooo0o0oooDood0ooooCoooDoo00oooDooooooDoon
OO0O0oOoOoOoNRROODOUOOOOOO0ODOOOO0ODOOUOODOOODOOOOUObOODOOO
- fragmented packet(U OO0 O0OD0)DOMUODOOOOODOOOOOODOOOOODOOOONMTUO
oogooooooooooooooo
- fragmented packet(CO OO OOO)ONMUOOOODOOODOODOOD fragmented packetD OO O
coooooo
-000000oDooo0oMU00DO000ooOD00ooo0oooDO0ooooDoo

goooood ip reassemble-output

oo O oo ip reassemble-output

O no 0 no ip reassemble-output

ooooooo

goooooodoooo00obDOo™CooooO0ooooUUboooUUoDooUoDooooDo
00000000ooo00ooo00ooo0DooooooooOooDoooIwPDOoODDOOOoon
gdoooodO0oooOoOoOoooO0oUooOooOOooooOoUOooDoDboOOUobooogOoDooOooDo
0000000000000 000oD0o0Oo0000o0O0000ooO000DoOOoONXROODO
oooooooOoooOoOoooocOoOwooOoOoOOobOOoOUOOOoOOoDbooooo
- fragmented packet(C OO OOOO)ONMUDOODOOOOOODOOD fragmented packetDd MTUO O
oooooooooooooooo
- fragmented packet(CO O OOOO)ONMUDOOOOODOODODOOODO fragmented packetD OO O
ooooooo
- 00000000000 MUODO0O0O0D0OO0ODOOOd fragmented packet0O0O0O0O00O0O0OO
oooooo

ODefaultO Oglobal DO O OO interface0 00000000 OGIobal O 00O interface 0 OO AND
oooooooDooOooooOoOooooOoooooooogOr forwardingO ODODOOOODOO
ooooo
goooooooooooofoobooooo320pobo0ogoooxk3gooooooooooooDo
00000000000 0D00O0O0O0ODOOddip reassemble-output OO0 O0O00OO0OO0ODOOOO
ooo
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O ip arp reachable-time

goooooo
googooood
goooooo
gooONoD OO0
googooog

OOOO0OARP J00000000OD0OD0ODODO0ODO0OOO

ip arp reachable-time <30000-3600000>

ip arp reachable-time 30000

no ip arp reachable-time

show arp 00000000 O0ODOREACHBLED OO DO OOODODOOO
O00D0O0O0MmO0.50 1.50x% reachable-time0 000 O0O0O0OODOODO

O ip arp queue length

goooooo

OEthernet/VLAN/WINAXO OO OODOCOO IPVMAOODOOCOODOOCOOOOOOOO next hopO O
MACOOODODOUODOOOOUODOODOUODOOODOOOMACODOODUODOODOODOD queveingd O OO
gbooobogoooopboon

goooooo
googooood
gobONoO OO
googooood

ip arp queue length <1-1000>
ip arp queue length 3
no ip arp queue length

00000000 (Ethernet/VLAN/WINAX)O OO ODOODOODOODODO

OQueveD 0O DOODOODOODOOOOOOOOOO

OO0 queuved queveingD 000000000 DOOOODOODOODOODO0OOOODOODODOOQueue
obooboooobooobooouooobuobodbdguesedObobooobooboonO

O ipv6 nd prefix

goooooo
goooogo

O no O

RN go

IPv6 Routing Prefix AdvertisementO O OO 0O0OO
ipv6 nd prefix X:X:X:X::X/M

(I<valid-lifetime:0-4294967295> <preferred-lifetime:0-4294967295>)
no ipv6 nd prefix X:X:X:X::X/M

(I<valid-lifetime:0-4294967295> <preferred-lifetime:0-4294967295>)
Ethernet/VLANO O OOOOOOOODOCOO

O ipvé nd send-ra

ooooooo
ooooooo
O no O

IPv6 RA(Router AdvertisementO OO0 /00000000
ipv6 nd send-ra (RADO)
no ipv6 nd send-ra (RADO)

O ipv6 nd ra-lifetime

goooooad
goooooad
oo o oOd
0 no 0
oad oad

IPv6 RA(Router Advertisement0 00000000 OO0OOOO
ipv6 nd ra-lifetime <0-9000>

ipv6 nd ra-lifetime 90

no ipv6 nd ra-lifetime

ra-lifetime >= ra-interval max0 OO0 O0O0O000O0OO00OOO
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O ipv6 nd ra-interval

goooooo RA(Router Advertisementd D00 O0OO0O0OODOOO
goooood ipv6 nd ra-interval <min:3-6750> <max:4-9000>

oo o oOd ipv6 nd ra-interval 10 30

O no 0 no ipv6 nd ra-interval

ood OO0 min<max x 0.75000000000000000

O ipvé nd ns-interval

0000000  NSONeighbor SolicitationD O OO OOO0OOOOOOO
ooooooo ipv6 nd ns-interval <msec:1000-3600000>

oo o od ipv6 nd ns-interval 1000

O no 0 no ipvé nd ns-interval(J O 00O

O ipvé nd rs-interval

0000000 RSO Router SolicitationD OO OOODOOCOOODOCOO
goooooo ipv6 nd rs-interval <interval:1-10sec>

oo o od ipv6 nd rs-interval 1

O no 0 no ipvé nd rs-interval(0 O 00O

O ipvé nd rs-count

0000000 RSORouter SolicitationD OO OOO0OOOOOOO
goooooo ipv6 nd rs-count <count:1-2147483647>

oo o od ipv6 nd rs-count 3

O no | no ipvée nd rs-countll 0 OO0

O ipvé nd reachable-time

ooooooo
oooo000000oooo0@oooooOo0o00oooDooD0o0ooooDoooOoooooDooDog
oooo

gooooog ipv6 nd reachable-time <msec:0-3600000>

oo o od ipv6 nd reachable-time 30

O no O no ipvé nd reachable-time(11 00O 00O

od od
g00D0000ooo0o00oDo0o0ooo00oooO0U0oDOoo0UooOoOOo0O0DoOOoOoOoDoOO
godoOooooooooooooooooo

O ipv6 nd dad attempts

oooobooo DADCI Duplicate Address DetectionD O OO UOODOODOOOOO
ooooood ipv6 nd dad attempts <0-600>

oo o oOOd ipv6 nd dad attempts 1

O no 0 no ipv6 nd dad attempts[D O OO0
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O ipv6 nd accept-redirects

goooooo

O1Pv6 forwardingD OO OO OO OICMPVE redirects 00000000 OOOOODOO0OO
ooooooo ipv6 nd accept-redirects

oo o 0OOd no ipv6 nd accept-redirects

O no 0 no ipvé nd accept-redirects

od od IPv6 forwardingD OO0 OO0 00OO0O0OO0O0O0ODOOOOODOOOOOOO

O ipv6 nd queue length

oooooog

O Ethernet/Vlan interface 00O IPv6 D00 OO OO0 O OO OONeighbor DiscoveryD OO DO OO O
O (nexthop)d mac addressO0 00000 O0OO0O0OO0OOOmac addressd00 000 OO queueingd O
odoodooooooooooooooo

OQueue D OneighborD entry0 00 OO0 OOO

Oqueuveing0 00O packetODaddressO0 0000000000 O0ODOOODOOO

OQueueD fullDOODOODOO packetO O OO O Oqueued 0O OO dropO O OO0

ooooooo ipv6 nd queue length <1-1000>

oo 0O oo ipvé nd queue length 3

O no O no ipv6 nd queue length

oo oo IPvAO IPv6O 0D OD0O0O0OD0Ointerface0 0000000 ODOOODOO

IPvaOOOO0OOip arp queue lengthOOOODOODOOOO

O ip access-group
ooooooo
Oglobal node0 D000 ACLOOOOOODOODOOOOOODODOOODODODODODOOO
ooooooo
ooooogn ip access-group (injout|forward-in|forward-out) IPV4-ACL-NAME
OO0ONeOO0O no ip access-group (injout]forward-in]forward-out)
ooooooo
000000000000 0000000Db00000000 (@O0 Packet TravelingD O 0O)O0OO
004000000
in(local input) NXROOODOODOODOOOODOODOODODOOOOOO
out(local output) NXRO OO OO OODOOOOOOOOOOOOOOO
00000000 OoooooNRDODO0O0OO0OD0D0ODOO0ODOODOODOOODOOD
forward-in NXROOOODOOOODOOOODOOOO forwardingd OODOODOOOOOOOO
forward-out NXRO OO OODOOOODOOODOOO forwardingD OODOOOODOOOOOO
OmacO 0000 ACLOOoutO OO forward-out 0 000000 OO0OOOOO

O ipv6 access-group

coooooo coooooogoweodoooooooooooo
gooogooo ipv6 access-group (injout]forward-in]forward-out) IPV6-ACL-NAME
O no 0 no ipv6 access-group (injout|forward-in]forward-out)
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O ip masquerade

ooooooo

000000000000 000000o0ooooooooooo a0 00Ooooooog
ooV 0000000 ooooooon

gooooon ip masquerade OOO0O

ooooooon no ip masqueradel] O O O

gooONeO OO no ip masquerade

ooooooo

000000000000 (Ethernet/VLAN/PPP/Tunnel/WiMAX/Bridge) D D O DO D0 OD0ODOOO0O
OTCP/UDP/ICMPO 0000000 OOOO0ODOOOUODOO0ODOOOUODOODOOOODODOO
gipveO000O0O0OowPO0OOODOODOODOOO

Oforward out/local output 0 O 0O O OO0 OOO0DOOOOOOOIPOODOOOOOODODOODOO

O ip (snat-group|dnat-group)

goooooo

Oglobal node0 0000 SNTOOODNATOOOOODODODODOODOODODODOOStatic NATO
dooooopooooood

OSNATOOODOOOOO0OODODOODO0ODODNATODODDODODOODODOODOODO0O0OO00DO0O

gooooon ip (snat-group|dnat-group) NAT-NAME

OooONeO OO no ip (snat-group|dnat-group)

goooooo NATOOODOOOOOip snat/ip dnatd O OO (global node)0 OO OO0

O ip webauth-filter

ooooooo
OwebOOOOOOOOOOOOOOOOOOODOOOOOOOOOOOOOOOOOUOOOOODO
oOooooOwebhDOOODOOOODOOODODOOODOOO
OwebOOODOOOODOOOOOOOOOODOOONINNOUTODODOOODOOODOOOOOOODOOO
od

ObefaultO OO OODOOOOO

ooooooon ip webauth-filter (forward-in]forward-out) WEBAUTH-ACL-NAME

gooONeO OO no ip webauth-filter (forward-in]forward-out)

ooooooo

OwebOODOODODOODOOOOOOOIup web-auth access-listO OO OOglobal nodeD O OO O
oooooo

OWwebOODODOOOOWeb Authenticate nodeJ 0O O0O0OODOOO
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O pppoe-client ppp

0oooooo  PPPEO00OODOOOOOOODOOO

goooooo pppoe-client ppp <0-4>

oo 0O oo no pppoe-client ppp

O no O no pppoe-client ppp <0-4>

oo 00 PPPEOO00ODOODOOOOODOODOOODOODOOOOO

O ip spi-filter

goooogn

ooooOOooobOooobDOoOoOoDOoosPIO stateful Packet Inspectiond 00000000000
gobobooobgooboobooobooboobbboooboobuooboobboobooboo

oood
ooooooon ip spi-filter 0OQO0OO
googoogon no ip spi-filter0DO OO
OoOONeO OO no ip spi-filter
ooooogoo

goopbooO0OobDOoO0ODestablishedD OO related0 0000000 0OOOCOODOOODO

OEstablishedD D O00O0O0O0ODOODOOOOOOOOOOOOOOODODODODODODODOOOO
ORelated 0000000000 OOOOOOOOOOOOODOOORPOOODOOODDOOODO
gogon
gbooobooboobodsynbgoboobooboboobooboobbon
OSPIOOforward inO OO local inputO0 00000000 OOOOOOOOOOODOODODOOO
gboooog

O ipv6 spi-filter

ooooood IPv6 SPI filterO OO OO OO

goooooo ipv6 spi-filter

oo 0O oo no ipv6 spi-filter

O no O no ipvé spi-filter

O shutdown

ooooood 00o0doooooooooooooooooooon
oooooao shutdown

oo O OO0 no shutdown

O no O no shutdown

O ipsec policy

0000000 0OO00O0000O000oOoogolrsecdDdDODODODOOOOOD
ooooooon ipsec policy <1-255>

OoOONeO OO no ipsec policy (]J1-255>)

ooooooo

gboobooobobogOIrsecdbbOobOo40bbo0obo0obooboobobobOoOon
gboboooboobogbooiwpsecl 0000 DbO0ODLOO0OOOODOOODOO
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O ipsec policy-ignore

ooooooog

OlPsec policy 00000000000 ODODOOOOOOO0OIPsec policy D00 any OOQOO
00000000000 O00OoO IPsec 0O0ODODOO0ODDODOODDOOODOOOODDO

opoooooo ipsec policy-ignore (]inputjoutput)

gooooog no ipsec policy-ignore[J OO0

O0O0ONoOOO  no ipsec policy-ignore

ooooooog

Olnput0 000000 Oiinbound policy check OO0 OOO0OO0OOOIPsec DOOODOODOODOOO
000000 000oooooooogoopoooooogo

Coutput 000000000000 OOOOOOOOCOOODOOOODOOIPsec policy DOOO
oooooooooooooooog

m QoS

0000000 QSOOoOoOoOoOOoOoOooOoOoooooO

o classify

ooooood classify (input]output) route-map ROUTEMAP
ooooooo

OOO0U00O0O0o0U00OOOo00DOo0o00DO01l0DogUoooOOOOinputO outputd OO OO
goooboooobo

Cinput0 00000000 DOCOOPRE-ROUTING(E O O Packet TravelingD OO )OO0 OOOOOO

Ooutput DO O O0DOOOODDOOOPOST-ROUTING(O O O Packet TravelingO O O)ODOOODODOOO

o no classify

ooooood no classify (]Jinputjoutput)

ooooooo

O000000oO0o0ooooooooooooooooon

(Mno classify0 000000000 (input0 output) D000 000D OO0O00ODODOOOODOO
input0 00 output 0O OO OO0
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O session invalid-status-drop-interface

goooogo

Osession invalid-status-dropd O (global node0 O0)0O0O0OO0OOODOOOCOODOOOOODODO
O0D000D0defaultO00O0OO

ooooooo session invalid-status-drop-interface enable

oo o oo no session invalid-status-drop-interface enable

O no O no session invalid-status-drop-interface enable

goooogo

O0O00DO0O0000O0bOooOoooobooooonodglobal node O session invalid-status-drop O

goooDo0o0oooooopDobooooobo0oooobU0oooobooUOoOdUethernet 00 D0O0OO0OO
googboboooboboooo

- global node 0 O session invalid-status-drop0 0000000
nxrl25(config)#no session invalid-status-drop enable

- 00000000 0bO0ooOoboooooDoo
nxril25(config)#interface ethernet 0
nxrl25(config-if)#session invalid-status-drop-interface enable
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0O 390 bridge access-list node

bridge access-list node

OBridge access-list node 00000 ACLODOODOOODOODObridge access-group0 0000000
bridge port <1-2> access-group 0 00 O O (interface bridge node 0 O O)OOACLOODOODOODO
oooooooooo

m ethernet-type

O OO0 command

nxrl20#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxrl120(config)#bridge access-list WORD (deny|permit) <1-256> ethernet-type
nxr120(config-bridge-acl)#

o mac source

ooooooo 0oodoooooovAcOOoonoooooood

OO0O0OD0O00  mac source (|not) HH:HHzHH:ZHH:HHzHHC]/MM:ZMMzMM 2 MM MMz MM)

OO0 0ONoO OO no mac source

ooooDooo

ONetOOOnotdOODOOO0ODOO0O0ODODOOODOODOOODOODODODOODOOODOOODOD

jodoO0do0odo0oobDO0o0obDO0ooOoooobDOooDOoooOoog

d00d0ooodoooogooo:go:eb:*»*:**:** 0000000000000 O0O0ODOO0OO
mac source 00:80:6D:00:00:00/FF:FF:FF:00:00:00

o mac destination

ooooooo 0odoooogovAcOOoonoooooood

0000000  mac destination ([not) HH:HH:HH:zHH:HHzHHC]/MMZMM 2 MMz MM 2 MMz MM)

OOOdNoO OO no mac destination

ooooDooo

ONetOOOnotdOODOOO0ODOO0O0ODODOOODOODOOODOODODODOODOOODOOODOD

jodoO0do0odo0oobDO0o0obDO0ooOoooobDOooDOoooOoog

do0d0ooodoooogooo:go:eb:*»*:**:** 00000000000 O0O0OO0O0ODOO0OO
mac source 00:80:6D:00:00:00/FF:FF:FF:00:00:00

o ethernet-type

ooooooo 000000 EthernetD 000000000

0000000  ethernet-type (|not)d <1536-65535>

OO00ONeOODO  no ethernet-type

ooooooo

ONotOOOnotOODOO0ODOOOO0OOO0OOO0ODOOEthernetD 00000000 O0OO0OOOOODOO
od

Oethernet-type 0000 000000000000 DOCDO0O00D exitOOOD0OODOOOOODOOO
O global node0 0D O0OODODO
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m ip

O OO0 command

nxrl20#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxrl20(config)#bridge access-list WORD (deny|permit) <1-256> ip
nxr120(config-bridge-acl)#

o mac source

goooooo doodooooovMAcObDOoDoDooooood

goooogon mac source (|not) HH:HH:HH:HH:ZHHzZHHC]/MM:MMZMMzMM:MM - MM)

OO00ONoO OO no mac source

ooooooo

ONotOOOnotdODODOODODOODODODODOODOOODODOODOODOOODOODOODOOOD

0do000doooDbO0ooo0OooO0o0Do0obDOoooOoooOooDoooDag

d00do0ooodoooogooo:go:eb:**:**:** 0000000000000 O0OO0DOODOO
mac source 00:80:6D:00:00:00/FF:FF:FF:00:00:00

o mac destination

goooooo doodooooovMAcObDOoDoDooooood

goooogon mac destination (Jnot) HH:HH:HH:zHH:ZHHzZHHC]/MM:MMZMM MM 2 MM - MM)

OoONeO OO no mac destination

ooooooo

ONotOOOnotdODODOODODOOODODODODOODOOODODOODOODOOODOODOODOOOD

0do000doooDbO0ooo0OooO0o0Do0obDOoooOoooOooDoooDag

0d00d00ooodoooogooo:go:eb:**:**: 0000000000000 DOOO0DOODOO
mac source 00:80:6D:00:00:00/FF:FF:FF:00:00:00

o source

goooooo doodooooowrooooooooooo

gooooon source (|not) (A.B.C.D | A.B.C.D/M)

OO00ONoO OO no source

ooooooo
ONotOOOnotdODODOODODOOODODODODOODOOODODOODOODOOODOODOODOOOD

o destination

ooooogo Joooooooowooooooooooo

0000000  destination (Jnot) (A.B.C.D | A.B.C.D/M)

gddNeO OO no destination

ooooooo
ONoetODOOnotdOODO0OD0ODO0OO0DODOOO0DOO0DODOOODOOODOO0DOODOODOOOD
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m ip(0O)

o tos

ooooooo goooopoToesooooooog

oooodoogd  tos (Jnot) <0-255>

OO0ONOODO  no tos

ooooooo
ONotOOOnotOO0O0ODO0OD0OOO00O0OODOOO0ODOODOODOO0OOODOODOOOOODOO0On

o protocol

oooooog Jooobooooooooooooo

oooooon protocol (Jnot) (<0-255> | icmp | tcp | udp)

OOONeO OO no protocol

ooooogoo

ONotOOOnotO0 D OODOO0ODODOO0O0OODOODO0O0ODODO0O0ODO0ODO0ODO0O0ODOODO0O0ODODOO
Osource-port 0 O O destination-port U O OO O0O0OOOnotD 0 O00OODOOOOOOOO

O source-port 0 0 O destination-port 0 00000 0O0OOicmpO OO0 <0-255>0000000000
oooo

o source-port

ooooooo 0dooooooooooooooooooog

0000000  source-port (|not) (<1-65535> | range <1-65535> <1-65535>)

goddNeO OO no source-port

ooooooo

ONotOOOnot0 OO0 O0O0OOODODOO0ODODO0OOODOO0OOODOODOODOODDOOO
Oprotocol D0 tcpO0 D0 0D udp0 000000000 OODOO source-port0 0000000 0ODOOO0O
Oprotocol D0 tepO0 0 0D udpO0O0O0OD0OODOOODOOsource-port0 00000000 ODOOODO

o destination-port

coooooo gooopoooooooooooooooodg

0000000  destination-port (Jnot) (<1-65535> | range <1-65535> <1-65535>)

OO0O0ONoO OO  no destination-port

ooooooo
ONotOOOnotOOOOOOOCOOOOOOOOUOOOOOOODOOOOODODOODOOO
Oprotocol OO tcpO0 00 udp OO0 0OOOO0OOO0O0ODOOO destination-portd 000000000
ood

Oprotocol OO tcp0 0 0O udpO0 OO0 OD0ODOOODOOdestination-port0 00000000 ODO0O0ODO
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bridge access-list node

m ipv6

O OO0 command

nxri20#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr120(config)#bridge access-list WORD (deny|permit) <1-256> ipv6
nxr120(config-bridge-acl)#

o mac source

ooooood 0ooopooooovMAcO0OOonDoooooon

oooooano mac source (|not) HH:HH:HH:HH-HH:ZHHC]/MM:MM: MM MM MM MM)

OO00ONeOOO  no mac source

ooooooo

ONotOOOnotO O OOO0OO0O0ODOODOO0ODOODODOO0ODOODOO0ODOODODOOOOODOO0OO

0000000 O0boo0obDO0bO0oo0oooDoboooDobOoooDooDo

0000000000000000:80:6D0:**:**: 0000000000000 00OO0O0O0O0O
mac source 00:80:6D:00:00:00/FF:FF:FF:00:00:00

o mac destination

ooooooo dodopooooovMAcOOoOonooonooood

oooobon mac destination (|not) HH:HH:HH:HH:HHzZHHC]/MM:ZMMzMM MM 2 MMz MM)

OOOdNeO OO no mac destination

ooooDooo

ONotOOOnotdOO0O0OO0O0OO0OOOODOO0OODO0ODODOOODOOODOODODOODODOODODO

00000000 o0o0oD00DbO0o0oDOooDo0oOooDOooDOoooOooDoog

00000000000 O000goo0:80:6D:**:**: 0000000000000 O0ODOOODOO
mac source 00:80:6D:00:00:00/FF:FF:FF:00:00:00

o source

goooooo OoOooooodOoweodooooooooo

OO0O0OD000  source (Jnot) (X:X:z:X:zX | X:X::X:iX/M)

godNoDO OO no source

Ooooooo
ONotOOOnotOOOOOOODOODOOOOODOCOOOODOCOOOODOOUOODOOOODDOOO

o destination

ooooooo OoooooooowpvedOOoOoDoOOoOoDOOO

0000000  destination (Jnot) (X:X:z:X:X | X:X::X:X/M)

OOdONoO OO no destination

ooooogo

ONotOODOnot0 00000000000 DO0OO0DODOOODOO0DOODODOODOODODOO
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m ipv6(00O)

o protocol

ooooood gooodoooooooooooooo

ooooooon protocol (|not) (<0-255> | icmpv6 | tcp | udp)

OO0ONeO OO no protocol

ooooooo
ONotOOOnotO0OODODOO0O0OD0OO0OOODOODOO0ODOODOO0OOODOODOOOOODO0OO0ODOOnDO
Osource-port] 00O destination-port D 0 OO0 OO0 OnotO0 00 OOO0OODOOODOODO
Osource-port 0 O O destination-port D OO0 OO0OOOMempv6e 0 00 <0-255>0 00000000
ooooo

o source-port

ooooood Jooodooooooooooooooogoo

ooooooon source-port (Jnot) (<1-65535> | range <1-65535> <1-65535>)

gddNoO OO no source-port

ooooooo
ONotOOOnotOOOODOOOOD0OODOOO0OO0ODOODOO0ODOODOOO0ODOODODOOOOOODOn
Oprotocol OO tcpO0 00 udp O OO OO0DOODOODOOOOO source-portd 0000000 DOOOO
Oprotocol OO tcp0 OO udpO O OOOODOOOOOsource-port0 00000000 ODOOOO

o destination-port

ooooooo goooooooooooboooooooboog

OO0O0OOO000  destination-port (|not) (<1-65535> | range <1-65535> <1-65535>)

OOONeO OO no destination-port

ooooooo
ONotOOOnotOOOO0OODOCOOOOOOODOOOOODOOODOODOOODODOOODOOO
Oprotocol OO tcpOD OO0 udp OO ODOOOOOOOODOONO destination-portd 000000000
OO

Oprotocol DO tcp0 0T udpO O OODOODOOOOOdestination-port0 00000000 OOO0O0O
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bridge access-list node

m arp

O OO0 command

nxrl20#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr120(config)#bridge access-list WORD (deny|permit) <1-256> arp
nxrl20(config-bridge-acl)#

o mac source
ooooogoo JoooooooovMcO0onooooooon

ooooooon mac source (|not) HH:HH:HH:HH:zHH:ZHHC]/MM: MMz MMz MMz MM 2 MM)

dOOO0ONeOODO no mac source

ooooooo
ONetOOOnotOO0O0OO0DOO0OOD0ODODOO0OOODOO0ODOODODOO0OOODOODOOODOO0DOO
000o00oo0ooobOoooOoboooooooooooboood
00000000000000o00:80:60:**: 00 000000000000 000O0O0O0O0O
mac source 00:80:6D:00:00:00/FF:FF:FF:00:00:00

o mac destination

ooooooo doodooooOovMAcODODoDDoDOooooog

ooooooon mac destination (|not) HH:HH:HH:HH:HH:HHC]/MM:MM:MM:MM:MM:MM)

gddNeO OO no mac destination

goooooon

ONotOOOnotdOODOODODOOODODOODOOODODOOODOOODOODOODOODOOOD

ooooopoooboooooooooobooooooooooooa

000d00ooOodoooogooo:go:eb:**:**:** 0000000000000 DOOODOOOO
mac source 00:80:6D:00:00:00/FF:FF:FF:00:00:00

o opcode

goooogo 000000 Opcoded DO DOOODO

ooooooon opcode (|not) (<0-65535> | request | reply)

goONeO OO no opcode

ooooooo
ONotOOOnotOODO0ODO0ODOO00OO0OODOO0ODOODOO0OOODOODOO0OOODOOOOO0OO
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m arp(d0O)

o sender-mac

oooooao O0000OOsender MACOODODODOODOODO

0000000  sender-mac (|not) HH:HH:HH:HH:HH:ZHHC]/MM:MM:MM:MM:MM:MM)

OoOONeO OO no sender-mac

ooooooon
ONotOOOnotdOO0O0O0D0DO0OO0ODO0OO0ODOO0O0DODOODOOO0DOODODODODOODOOODODO
dooodooooooooboobooooooooboooooooa
000d00D000D0O0DoOoOgoo:go:eb:**:**: 0000000000 0O0OOO0ODOO0ODOO
mac source 00:80:6D:00:00:00/FF:FF:FF:00:00:00

o target-mac

ooooooo 000000000 target MACOODOOODOODOODO

Oo0o0oO0ogo  target-mac (Jnot) HH:HH:HH:HH:HH:ZHHC]/MM:MM:MM:MM:MM:MM)

gddNoO OO no target-mac

ooooooo

ONotOOOnotOOOOOOO0OO0ODOO0OOOOODOODOODODOO0ODOODODOOOOODOO0OO

0000000 O0boo0obDO0bO0oo0oooDoboooDobOoooDooDo

0000000000000000:80:60:**:**:**0 0000000000000 00OOOODOO
mac source 00:80:6D:00:00:00/FF:FF:FF:00:00:00

o opcode

ooooooo 000000 Opcoded OO DOODO

ooooooon opcode (|not) (<0-65535> | request | reply)

OOONeO OO no opcode

ooooooo
ONotOOOnotOOOOOOO0OO0O0OODOO0OOOOOOpcode000O0D0ODODOODOODOODO

o sender-ip

ooooooo 000000 sender IPOOODOODOODOOODO

goooogn  sender-ip (Jnot) A.B.C.D

OoOONeO OO no sender-ip

ooooogoo
ONotOOOnotO0ODOO00O0O0O0ODO0OOO0ODOODOOODOODOODOO0ODOODOODODOODOODOO0OD

o target-ip

ooooooo 000000 target IPOOODOODOODOOODO

doooooo  target-ip (Jnot) A.B.C.D

godNoDO OO no target-ip

ooooooo
ONotOOOnotOOOOOOO0ODOO0OOOOODOODOODODOO0ODOODODOOODOODOO0OD
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m arp(00)

o sender-ip

ooooooo O000O0Osender IPODOODODOODOOODO

gooooon sender-ip (|not) A.B.C.D

OooONeO OO no sender-ip

ooooooo

ONotOODOntO 000000 O0ODODOOO0OO00ODOODO0O0ODOODOODO0O0ODOODOODODOODOODOO

o target-ip

goooogo 000000 target IPOOODOOOODOOOO

ooooooon target-ip (|not) A.B.C.D

gooONoeO OO no target-ip

ooooooo
ONetOOOnotOOO0OO0DOO0OOD0ODODOO0OOODO0ODOODODOO0OOODOOOOODOO0DOO
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bridge access-list node

m vian

O OO0 command

nxrl20#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr120(config)#bridge access-list WORD (deny|permit) <1-256> vlan
nxrl20(config-bridge-acl)#

Oo mac source

ooooogoo 0oooooooovMcOn0onDoooooon

ooooooon mac source (|not) HH:HH:HH:HH:zHH:ZHHC]/MM MMz MMz MMz MM 2 MM)

dOO0ONeO OO no mac source

ooooooo
ONotOOOnotO0OOOO0OO0O0ODOODOO0ODOODODOO0OOODO0OOODODOO0OOODOO0OO
0000000 0bO00oDoooobooooboooooooooog
0000000000000000:80:60:**:**: >0 0000000000000 OO0OODOO
mac source 00:80:6D:00:00:00/FF:FF:FF:00:00:00

o mac destination

ooooooo doddpooooovMAcObDOooonooonod

ooooooon mac destination (|not) HH:HH:HH:HH:HH:HHC]/MM:MM:MM:MM:MM-MM)

oddNeO OO no mac destination

ooooooon

ONotOOOnotdODO0OOD0OO0OO0OODOOODOOO0ODOODODOOODOODODOODOOODOOOO

dodoodooooooooooobooooooooooooooa

00000000D0D0oo0oOOoo:go:eb:**:**: 0000000000000 O0ODOO0O00OO0
mac source 00:80:6D:00:00:00/FF:FF:FF:00:00:00

o vlan-id

ooooooo OOOOO0OVLAN IDODOO0DOooo

goooood  vlan-id (Jnot) <1-4094>

OO00ONoO OO no vlan-id

ooooooon

ONotOOOnotO0OOODOODOODOOOODOOODOOOVIAN IDODDODOODOOO0DOOODOOO
Opriority0 0000000 OvIan-idOOOOOODOODOOODOOO
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m vian(OO)

o priority

ooooood OO0O0O0O00priority0 000000

ooooodno  priority (Jnot) <0-7>

OOdOdNoO OO no priority

ooooooo

ONotOODOnt0 0000000000000 O0O0ODpriority0000000O0D0O0DOODOO
Ovlan-idO OO O0OOOO0dpriority00000000O0OD0ODOO

o ethernet-type

ooooooo 000000 Ethernet0 000000000

OO0o0OooogO  ethernet-type (Jnot)0 <1536-65535>

OO0OdNeO OO no ethernet-type

ooooooo

ONotOODOnot0 000000000 0O0ODOOOO0ODOEthernet00000000ODOOO0OODOOO
o0
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m ieee802-3

O 00 command

nxr120#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr120(config)#bridge access-list WORD (deny|permit) <1-256> ieee802-3
nxr120(config-bridge-acl)#

o mac source

ogoooood JodoooooovMacOooooobooooa

goooooo mac source (|not) HH:HH:HH:HH:HH:HHC]/MM:MM:MM MM - MMz MM)

O0OONoO OO no mac source

goooogoo

ONotOODOnotOOOODOODODOODOOOOODODODOOOODDOOOOO0OODOOOOOOO

ddoD0doooboooodoooooooooDoooooooooa

0000000 0ODOO0O0O0Odooeo:80:60:*»*:**: 00000000 0ODO0OO0ODODODOOO0O
mac source 00:80:6D:00:00:00/FF:FF:FF:00:00:00

o mac destination

ooooooo 0o0o0DOoooOovMACODODOoOoDoonDag

goooooo mac destination (|not) HH:HH:HH:HH:zHH:HHC]/MM:MM:MM:MM: MM MM)

OOddNeO OO no mac destination

goooogoo

ONotOODOnotdO0O0D0ODO0DO0O0OD0ODODOO0DOODODOOODOO0DODOODODOOODOOOn

ddoD0doooboooodoooooooooDoooooooooa

000000000000 00o00:80:6D:**:**: 0000000000000 OODOO0O0OO0
mac source 00:80:6D:00:00:00/FF:FF:FF:00:00:00

o llc-sap

0000000 QOOOO0OOoLwe saAPO00OOOO0

ooooogoo Ilc-sap (|not) <0-255>

OO0ONeO OO no Ilc-sap

ooooooo

ONotOODOntOOO0O0O0ODOD0O00O0OOO0ODOLLC SAPODDOOO0OODOOOODOOO
Osnap-type 0000000 ONc-sap0 00 O0O00OO0O0

o snap-type

ooooooo DOOOoosSNAPOOOOODOOOO

0O00O0ognO  snap-type (|not)d <1536-65535>

goddNeO OO no snap-type

ooooooo
ONotOODOnt0OO0O00O0ODO0OO0O0ODOOOOOOSNAPOOOODOOODODODOODOODOOO
Ollc-sap0 0 0000O0OOsnap-type 00O O0OO0OO0O
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m stp

O OO0 command

nxrl20#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr120(config)#bridge access-list WORD (deny|permit) <1-256> stp
nxrl20(config-bridge-acl)#

o mac source

goooooon 0oooooooovacOoonoooooooo

goooooo mac source (|not) HH:HH:HH:zHH:zHH:ZHHC]/MM:MM 2 MMz MMz MM 2 M)

OoONoOOOd no mac source

goooood

ONetOOOnotOOODOOO0DOOOO0DOODOOODOOOOOODOODOOODOOODOOODOOODOOOn

jddbdoddoDdoodoDoOooobdoobooooooooag

do00oo0ooodoooogooo:go:eb:**:**:**OO0 000000000000 OO0O0OO0OO
mac source 00:80:6D:00:00:00/FF:FF:FF:00:00:00

o bpdu-type

ooooooo go0oOoOooesPOUODOODODOODODOODO

Oo0ooogno  bpdu-type (Jnot) (<0-255> | config-bpdu | tcn-bpdu)

Ogo0o0ONeO OO no bpdu-type

ooooooo

ONotOO0OnotO0 0000000000000 0OOOOBPNIOOOONONONOONONONONONONONOOOOO

o bpdu-flag

goooooo OO0oOdooePUOOODOOOOODOO

goooooo bpdu-flag (|not) (<0-255> | change | change-ack)

gooONoeO OO no bpdu-flag

oooooog
ONotOODOnotOOOOO0O0OO0ODOOOOODOODOOBPNOODOODOOOOOOODOODODOOO

o root-priority

ooooooo Oo0O00b0DreotDO0DOOOOODOOOODO

oboooooo root-priority (Jnot) (<0-65535> | range <0-65535> <0-65535>)

OgoONeO OO no root-priority

goooooodg
ONotOOOnotOOOOODOOOOOOOODOOOOOvreotD00OOO0OODOOOODOOOOO
oooo
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m stp(00O)

o root-mac

oooooao do0o0dO0O0Oroot MACOOODOOODOOODOO

ooooooo root-mac (|not) HH:HH:HH:HH:HH:ZHHC]/MM:MM:MM:MM:MM:ZMM)

000N OO no root-mac

ooooooo

ONotOOOnotdOO0OODOOODODOODOOODOOODOODOOODOOODOOODOODOODOOOO

Jdo00dodobDdooOoooooooooooOooooooooDoa

000000 o0dooobooooo:go:ep:**:**:**OO0 000000000000 OO0OOOOO
mac source 00:80:6D:00:00:00/FF:FF:FF:00:00:00

o bpdu-type

oo0ooooo oooooospUOOOOODOOOOO

oooooon bpdu-type (|not) (<0-255> | config-bpdu | tcn-bpdu)

OooONO OO no bpdu-type

ooooood

ONotOODOnt0 OO0 O00O00O00O0O0ODOOOOOBPUIODOOOOOOOOOOOODOOOOOO

o bpdu-flag

goooogo dooooosPUOOODOODOOOOO

ooooooon bpdu-flag (Jnot) (<0-255> | change | change-ack)

gooONeO OO no bpdu-flag

ooooooo
ONotOODOnotOOOOOO0OOODOOO0ODOODOOOOBPNIOODODOOOOOOODOOODOODOO

o root-priority

ooooooo ooooo0OCreotDODOOOO0ODOOOODOO

ooooooo root-priority (Jnot) (<0-65535> | range <0-65535> <0-65535>)

OooONO OO no root-priority

ooooood

ONotOODOnotOO0O0O0O0DOOOCOO0OO0ODOOOODU reotD00OOOOODOOOOODODOOOO
ooood

o root-cost

oooooao do0o0d0O0O0OreotOOOOOOOOOO

ooooooo root-cost (|not) (<0-65535> | range <0-65535> <0-65535>)

000N OO no root-cost

ooooooo
ONotOOOnotOOOO0DOOO0OOOODOOO0DOOOOvootdODOODOODOOODOOODOOODOOO
oooo
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m stp(00O)

o sender-priority

ooooood O000O0O0sender00000000O0O00ODO0O

0000000  sender-priority (Jnot) (<0-65535> | range <0-65535> <0-65535>)

godNoDO OO no sender-priority

ooooooo

ONotOOOnot0 0000000000000 O0OOOsender0000000000OO0OOOOOODO
goooo

o sender-mac

ooooooo O00O0O0OOsender MACODOODOODOOOO

0000000  sender-mac (|not) HH:HH:HH:HH:HH:ZHHC]/MM:MM:MM:MM:MM:MM)

OO0ONoO OO no sender-mac

ooooooo

ONetOOOnotdODODO0OO0ODO0O0ODOOODODOODOOODOODODODOODOOODOODOD

godooooodooobooboooooooboobooooog

Jdo00d0ooodoooogooo:go:eb:*»*: 00000000000 0O0OO0O0ODOO0O0O
mac source 00:80:6D:00:00:00/FF:FF:FF:00:00:00

o port-id

ooooood 000000 port IDOOODOODOO

oooooano port-id (Jnot) (<0-65535> | range <0-65535> <0-65535>)

gdodNoO OO no port-id

ooooooo

ONotOOOnot0 000000000 ODOOO0OOOOOPport IDODODOOODOODOOOODOODOO

O message-age

gooooon 00000 message agel 0 OO0 Odd

0000000  message-age (Jnot) (<0-65535> | range <0-65535> <0-65535>)

OO0 ONoD OO no message-age

ooooooo

ONotOODOnot0D 000000000 O0D00OO0ODO0ODOOmessage age0 0000000000 ODOODO

o max-age

ooooood O00000max age0 000000

0000000  max-age (|not) (<0-65535> | range <0-65535> <0-65535>)

gdodNoO OO no max-age

ooooooo
ONotOOOnot0O0OD0D0O0OO0O0O0OD0O0OO0OO0Omax age0 000000000 OCOOODOO
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bridge access-list node

m stp(d0O)

o hello-time

goooogo O0000O00OHello Timed OO OOOO

ooooooon hello-time (Jnot) (<0-65535> | range <0-65535> <0-65535>)

gddNoO OO no hello-time

ooooooo

ONotOODOnotODOODOODOO0O0OO0ODOOOOOOHello TimeOODOOODOOOODOODOOO

o forward-delay

oo0ooooo 000000 Forward Delay0D 00O OO0

oOooooog  forward-delay (Jnot) (<0-65535> | range <0-65535> <0-65535>)

Oo0oONOO0O no forward-delay

ooooood

ONotOOOnotOODOODOOOO0O000O00O00DOO Forward Delay0 0000000000000
OO
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bridge access-list node

| any

O OO0 command

nxrl20#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr120(config)#

o any
ooooood 000000 anydOOD0OODO
oooooano bridge access-list WORD (permit]deny) <1-256> any
(Inot) <any|HH:HH:HH:zHH:ZHH:HHC]/MM MM 2 MMz MMz MM - MM)>
(Jnot) <any|HH:HH:HH:HH:HH:HHC]/MM:MM:MM - MM - MMz MM)>
OO0ONoO OO no forward-delay

goooobgo
ONotOOOnotODOOODOO0OODOOODOOODODOONMACODODDODOODOODODODOODOO

goobgooobgooboboobooboobobbooboobo
gbooobooboobooobgooo:go:eb:** OO0 000000000 O0OOO0ODOO0OO

mac source 00:80:6D:00:00:00/FF:FF:FF:00:00:00
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O 400 DDNS node

DDNS node

DODNS O O

DDNSO Dynsmic DNSOO O OODOCOOOOOOOOO wpOO0O0OOOOCO0ODOOOOODOOOODO
gipveO OO OO0O0OMmM
ooooomwprobooooooooowooooobooooooooopNsoooooooogon
IPOO0OO0ODOO0ODOOODOOO
gboooboooooboobomwooboobooboooobooobooboobooboooboon
goooo

m DONSOOOOOO0OOO
ooooooooooopnsooooooooobooooooobo

odOOOOO
goobNsO0OO0O00000o0oooo0ooooodooooDooooo
ooooooodg

http://www.dococame.net/

U Dyn

http://dyn.com/

odOOOOO
gobpNsOOO0O00o0oo0ooooooooooooooooooooooooooooo
OJ DEDNS
http://ww.dtdns.com/
O No-1IP
http://ww.no-ip.com/
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DDNS node

m IPOOODOOCOOO
oooobooooboboooopNnsggoooooogwoogboooobooboooog

DONSO O OO OTCPBO(HTTP) D DO DO OODNSOOOOOODOOOOoOoooooooowobooooo
poNSO O OOoOooooboooooboooobowrboooogopnsgboooooooogooooog
Uo0ooboobobooboboooboarrPOOO00O0ODO0ODLOO0DODOOOODOODOn
gobooboobooboobobooboobobobobboboobooboooboboawpbooo
goponNSOOoOooooooboobobobooboobg

ocbogonouoOono
00000000 configurationd O OO O0O0O0OCOOOO0ODOOOOODOOOOOOOOOODOOO
goOwooobooboboobooboomwrobooboobooboboo

ocOUobObOOoOonoOoDbOO
goooboobooboobooboboowbobbobbobooboobooboobo
IiPOO0OD0O0OO0O0OO0ODOO0OOOIOO0ODO0ObOO0bO0DOon

o lPODODOODOOODODOO
goboNsSOOooooooooooooobooboowooobooooooboooboboooooo
gboooboobogobooobo
goooboboobowobobobobooboobooboobooobobooboobooobo
iPOO0OD0O0O0ODOOO0DOODOOODbDOO0bOODOOOobDOoO0bOOoOobD PO0bODODDbOObODDOODOODO
ooomwooooooooooogoooboooooooo@ooo)opOoooDoooOoDOO
gboooboooboobobooboooboboboobooboobobboobDooboobo

oQjnogonO
gboooboooboobooboboobooboobobboomwrobooboobooboboo
gogono
obooooobowboboooobooooobowbooogoboobobooooboboooobooeo
gogono

m 0000
NSO OO0 O0O0O0OooOo0noooboooOOshow ddnsO 0000000 OODOOOOOODOOODOMH
ooog 0o
Configuration is incomplete ooobooooooooao
Starting DONSO OO OooO
DDNS connect attempt poNSO DO OooOoooooooooooooon
Failed login pONSO DO O0oooooooooooo
Succeed poNSO OO ooomwroooooooad
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DDNS node

O OO command

nxrl20#configure terminal

Enter configuration commands, one per line.

End with CNTL/Z.

nxr120(config)#ddns
nxr120(config-ddns)#

O service enable

googooog
goooooo
googooood
goONoO OO

O account
googooog
goooooo

NSO O OOdDoOooooooo
service enable ooodad
no service enable oooo
no service enable

poNsSOOOOoOoOoOoOooooooooimooogooooooooooo
account username USERID password (]hidden) PASSWORD

O bind-interface

googooood
goooooo
gooobood

0000000o0oooooU0oooooDooooooooooog
bind-interface INTERFACE
00o0D0D00oo0ooooo0ooooooOoIroooooooooooooog
INTERFACE 0 O O ethernet, ppp, bridge0 00000000 OOOO

O forced-update-interval

gooooboo
googoooo
goONoO DO
goooooo
goooboo

IPOCO0O00OOO0DOOOOOOODOOO
forced-update-interval <hour:0-720>
no forced-update-interval

forced-update-interval 0 O0O0O0O

goooooiwobooboobobooobooobbooowroobobboboobooboobo

gogo

O ddns-provider

googooog
goooboo
goooooo

O domain-name

gooooboo
gooooog
goONoO DO
googooog

goooopNsOooooooooooooogo
ddns-provider PROVIDERNAME
PROVIDERNAME O O [0 dococame, dtdns, dyndns, no-ip0 0000000 O0D0O0O0O

IPODODOCO0DOOCO0ODODOOODOOOODODOO0OD0
domain-name DOMAINNAME

no domain-name (|DOMAINNAME)
00o000ooooos000DoD0ooooooooon
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O 410 access-server profile node

access-server profile node

O OO0 command

nxrl25#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr125(config)#access-server profile <0-31>
nxril25(config-ras)#

O ppp username

ooooooog cooooooooooowhooooobooooobooboooooo
goooooo ppp username USERID ip A.B.C.D

gooONoO OO no ppp username

oooooog OO0O0MOoo1RrRASO0OO0ODOOOOODOOOO
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O 420 interface virtual-template node

interface virtual-template node

m Virtual-template interface

OLTP INNOOOODODOOOOORAS)DDDOODOOOOODOOOPPIONOODODONDOOODO
000000000000000000

OVirtual-template 0 0 0000 0call DD OOODOPPPODOIOONOOONODOOODOOOODO
OOPPOODOOOO

OVirtual-template interface 00 0000000000000 00000000000O000O0O0OO
O000O0OPPODOODODOODOODOOOppp <100-256>000000000000000000

O OO0 command

nxri25#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxrl25(config)#interface virtual-template <0-0>
nxrl25(config-if-vt)#

O description

0000000 OoOO000O0ooooooogoood
ooooooon description DESCRIPTION

OoOONeO OO no descritpion

ooooooo oOoooogdooOQa-z,A-Z,0-9,- 000

O ip address

ooooooo ooooooooiwrogoooooooooon
ooooooon ip address A.B.C.D/32

00o0odoono 3RO000000000000000000O0
O mtu

ooooooo wMuObOOoDOOoDoOooo

oooooon mtu <bytes:68-1500>

0o0oooono  mtu 1454

gddNoO OO no mtu

ooooooo

Ovirtual-template D 0 0000000000000 OCOOOOOOvirtual-templatedO0OO0OO
oooooooobooooo

O ppp Icp mru

0oooooo MuOODODoDoooo
ooooooon ppp lcp mru <bytes:128-1500>
googoogn ppp lcp mru 1454

OoOONeO OO no ppp lcp mru
ooooogoo

Ovirtual-template 0O 0000000000 DOOO0ODOOOODOOOOviIrtual-templated OO OO0
oooooooooooooon
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interface virtual-template node

O ip redirects

ooooooo

OICMP redirectO type=s50 0000000000 OC00DODOO0DOOO0ODODOO0ODOOOODODOOO
0000000 OO0ORFC792[

00000 Send redirect00000O0OOICMP redirect0 000000000000 DODOOOODOO

ooooooo ip redirects

ooooooo ip redirectsd O (O0O)

OO0OO0NO OO  no ip redirects0 (0 0O)

ooooooo

O ICMPRedirect 0 0 O O interface node 0 ip redirects0 00000000

O ip tcp adjust-mss

ooooooo

O Path MTU DiscoveryO PMTUDO O OOEnd-to-end 0 00000 0O0O0O0DOOOOOONIUOCOCOOO
0000000000000 00000000000000000000000o0oo0ooDoogooon
0000000 IPMADO0O0OODDOOD ICMP fragment needed 000000000 OCDOOOODOO
0000000000000 00DooOPMTUDOOOOOOOOOOOOOODOOOODOOOPMTUD
000000000oooooooNuOD0O00000000000000o0o0oooo00OOEnd-
to-end0 000000000 DO0O0OOOODOOOOOOOOOOTCPOO  SYN/SYN-ACKDOODO
oMssOOO0OO0O0O0O0O0O0O00OOO0OO0000ooooooooTcPOOODODOOOODOOOODOOO
0000000000000 oooooo000o0o0UoUUoooooooooon

ooooooo ip tcp adjust-mss (auto]<500-1460:bytes>)

ooooooo no ip tcp adjust-mss

OO00ONOODO  no ip tcp adjust-mss

ooooooo

OIpvAO 00000000 D0DOOTCPOOOODOODOOOOOOTCPOOODOOOODODODOOODODOO
O00D0000ooO00oopoooooOooosMssoooooooo

O0000O0OoONMSsSO000000000autoc 00000000 OMSSOOOOOONSSOODODOO
o000oooooooooooo

O00000O0O0OOoOooooMssoooooooooowNMss00ooooooooooooooogoo
ooo

ouPOICMPO O O00OOODODOOODOODOOOOODOODOOOOOOOODFODOOOODDODOOOO
oo0o00o0oO0o0oO0OO0O000O00OO00O0O0O0OO0OO0OOO0OOOOOOOOOOOO

(M no ip tecp adjust-mssO O OO O0OOOTCP NSSODODOODODOODODOO
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O ip mask-reply
ooooood
OOpenviewO OOODDDOO0OOOODODOOODOOODOOOODOOO ICMP address mask request
Otype=1l7000000000O0CO0OOOO0OOOODOOOUOOOOODOUOUODOOOODOODOO
000oooooooooooood
O00000ODOICMP address mask request 000000000000 O0OOOOOOO
gooooon ip mask-reply O ICMP address mask requestd 0 00O 00O M
0000000  no ip mask-replyld ICMP address mask request0 00000 O
gooONoeOD OO no ip mask-reply
ooooood
O ICMP address mask request/reply O O O O interface node O ip mask-reply0 00000000

O keepalive Icp-echo

0000000 LCP echo requestD 00 O00OOOOOOODOOODOOO

googooog keepalive Icp-echo (]|<interval:30-600> <failure-count:1-10>)

oo o od keepalive lIcp-echo 30 3

O no O no keepalive lIcp-echo

ooooooo

O Icp-echo request/reply0 0000000 OFailure cont0D 00000000 OOPPPODODOOO
od

O ip rebound

ooooooo

0000000000000 000000D0O0000oo000DooOO000o0o0OO0n0no (forwarding)
DO0000000000ONROODOOODO0OD0O0000000000000000000NXROODOTTL
goooOooOoOOoUOOoDoOOoOODoOoOoOoon

OIPrebound0 0000000000000 ODOOODOODOODOOOOODOODOOOOODOOODOODOO
000000000000 destination unreachable0 000000

ObefaultO 00O O0O(@OOOOODOOODOODOODOOOOODOOODOODOOOOOOOOO)O

goooooo ip rebound

oo 0O oo ip rebound

O no 0  no ip rebound
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interface virtual-template node

O ip reassemble-output

goooooo

coooooooowuooooePvuoDOOooDooogolue forwardingD OO OOODOOOOO
jjdoooo0@mooodoooo00oooodio0moogooooooooooooooo
gooooooNRROOOOODOOOODOOOOOOOODOODOODOOOODOOOOD
- fragmented packet(COOOOD0OO)OMUOOOODOOOOODOOOODOOOOODOOOONMTIUE
ooooooooooooooooo
- fragmented packet(COOODOOO)OMIUODOODOOOOODOODOO fragmented packetO O OO
ooooooo
-00000ooodoowMiobDOOoO00oOOoO00OoOoOOOooooOoooogooo

ooooooo ip reassemble-output

oo 0O o0 ip reassemble-output

O no O no ip reassemble-output

goooooo

cooooooooooooooo@m@mooooooooobooooobo0oooOooOooboobooo
jddoooooooOo0oDooOo0OoooO0OoooOooooOoooogooIPObOOOOOOO
gooooooooo0oooooOooooogooooooooOogooDooooDboOoooDo
0000oo000oo00oOooO00oOo0o0DOo000oDoOO00OoDoOOOOoooOONROOO
gooooooooooooooOoowoooooobooobooobooboooo
- fragmented packet(C OO OOOO)ONMUOODOODOOOODOOD fragmented packet D MTUD O
oooooooooooooogo
- fragmented packet(C OO OOOO)ONMUDOOOODOODODOOOO fragmented packet OO O
ooooooo
-0000000000OMUOO00O0O0OO0O0O000 fragmented packetDOO0O0O0OOOOODO
oooooo

ODefaultO Oglobal OO OO0 interface0 00 00O0O0O0DOOGIobal 000 interfaced OO AND
gooooooooooooOoooooOooDoooooogOn forwardingDOOOOODOOO
ooooo

oooodooboooOooooooooDooOoO0320pobooooooxs goopooooooooooDoon
0000000D0O000D0OCO00OO0DOdip reassemble-output OO0 O00O0O0O0O0ODOOOO
od
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O ip access-group

ooooood

Oglobal nodeC 0000 ACLOODOOODOOODOOODOOODOOODOOOODOOOOOOO
ooooood

ooooooo ip access-group (injJout|forward-in|forward-out) IPV4-ACL-NAME

OoooONeO OO no ip access-group (injout]forward-in|forward-out)

ooooood

0000000000000 000o0o00ooo0oDoOoO@OO Packet TravelingD OO )O OO
oo400000

in(local input) NXROOOODOODOOO0OOOODOOOOOOODODOOO

out(local output) NXRO OO OO OOO0OOOODOOOOOOODOOOO

O000000000000ONROODOOODODODO0ODO0OOOO0O0O0OoOn

oo

forward-in NXROOOOOOODOOOOOODOO forwardingDODOOODOODOODOODO
forward-out NXRO O OO OOODOOOOOOCOO forwardingDOOOOOOOODOOOO
OmacO0O0O0O0OACLOOoutd OO forward-outJ 000 0OO0OOOODOODOO

O ip (snat-group|dnat-group)

goooooo

Oglobal nodeD O OOOSNATOOODNATOOODODOOODODOODDOODDOOOStatic NATO
goooOooooooooo

OSNATOOOODOOOO0OOO0O0O0ooooooooNATOO0000O00000ooooooo

goooooo ip (snat-group|dnat-group) NAT-NAME

OoooONeO OO no ip (shat-group|dnat-group)

000oO0oOgo NATODOODOODOODOiup snat/ip dnat)0 0 0O O (global node)D 00O OO0

O ppp authentication

ooooooo  PPPOO0OOOOOOOOOOOOO

ooooood ppp authentication (chap|pap]auto)

OO0 O OO0  ppp authentication auto

O no 0  no ppp authentication (= ppp authentication auto)

O ppp ipcp dns

oO0oOoooo pPPOO0OO0OOOCOOODNSOOOOODDO
ooooood ppp ipcp dns <primary:A.B.C.D> (|<secondary:A.B.C.D>)
O no O no ppp ipcp dns

357



O 420 interface virtual-template node

interface virtual-template node

O peer ip proxy-arp

googooood

OO00O0DoDbOooowrcPOO0OO0D peer ipd0000D00DO00OOOOOOD Ethernetd O 0ODO
OO000000O00O0OOOppeer ipOOOOD0ARPOOOOOOO

goooooo
gooONoD OO
googooog

O peer ip pool
ggoooon
goooooo
gddNoO OO
goooooo

peer ip proxy-arp oooo

no peer ip proxy-arp 0000

Ethernet 00 IPO OO OONMACOODOODODOODO peer IPOOOCOOOOOOO
eth0:192.168.0.1/24 mac:00:80:6d:00:00:01
peer ip:192.168.0.200

OO0OARPOOOODODOODOODOOOOOOshow arpO00000OO0OO0O
192.168.0.200 00:80:6d:00:00:01

goooipPOoOoO0OOOOODOOOn

peer ip pool WORD

no peer ip pool WORD

IPOOOODOODOOOMNp local poolODOOOOglobal nodeC OO OODOODO

O session invalid-status-drop-interface

goooogo

Osession invalid-status-dropO O (global node0 0) 00 O00O0OOOOOODOOOOODOOOOOOO
O00000defawlt0 00000

goooodoo
oo o oo
0 no 0
goooooo

session invalid-status-drop-interface enable
no session invalid-status-drop-interface enable
no session invalid-status-drop-interface enable

0O0000O0DbO000OO0bD0obOoOooOobooognodglobal node D session invalid-status-drop O
000000000000 000000000000000000000O0dppp OODOOOODODOOO
oooooooooooo

- global node 0 O session invalid-status-dropd0 0000000
nxri125(config)#no session invalid-status-drop enable

- 0000000000 0DOoO0OoOooDoOoooon
nxri125(config)#interface ppp 0
nxrl25(config-ppp)#session invalid-status-drop-interface enable
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ooobOboooobOooad

UODODOOOODOETHER 10 1IPOD0O00ODO0ODLO0O0O0O0O0OOO0ODOETHER 10 1IPOODOOODOO
gbooooboobgoobobgn

1. Console(CD OO Telnet) D OO OO OOOOODODOO

Century Systems NXR-130 Series ver 5.1.0

nxrl30 login: admin

Password:

Century Systems NXR-130 Series ver 5.1.0 (build 47/17:36 03 04 2009)
nxr130#

2. “ configure terminal” OO O OOOCONFIGURATIONO O OO OODOOOO
nxr130#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxrl30(config)#

3. “ interface ethernet 1” OO0 OO OO interface node0 OO OO0O0O
nxrl30(config)#interface ethernet 1
nxrl30(config-if)#

4. 1POODOO0COODODODODODOODOODOOO
nxrl130(config-if)# description ETHER 1 ~000b00ooooooooooon
nxrl30(config-if)#ip address 192.168.1.254/24

5. “exit" 00000200000 0view nodeCO0O0O0OOO
nxrl30(config-if)#exit

nxr130(config)#exit

nxr130#

6. “ show config” OO O UODOOOOOOOOOOO
nxr130#show config

!

10000000 0ooooooooon

!

interface ethernet 1

description ETHER 1

ip address 192.168.1.254/24

1

nngooboobooobooooobn
!
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OOPPPoEO OO O

PPPOEO0 D 0DOOOOODOUODOOOOODOOOOOOODOOOOODOODODOOOODnOCN IPve O
gomwpvdd BOODOOODOODOOODOOODOO

e

T—INETL
/ADSLE T L

nxr130#show config
!

I Century Systems NXR-130 ver 5.1.1 (build XX/11:43 07 05 2009)
!

hostname nxr130 ~goooooo

!

!

ipv6 forwarding ~IPpv60000000000O00ODO0O
fast-forwarding enable ~J00o0o00oooooooooooooooog
!

!

12tp 0 ~ OCN IPv6O OO0 L2TPOOOOOOO

tunnel address XXXXXXXXX.ocn.ne.jp <~ OCN IPV6 000000 OOXXXXODOD OO
tunnel ppp O « PPP over L2TPO OO

interface ppp 0

description OCNv6 ~PPPOOODOOO OCNVG OO0
no ip address
ipv6 dhcp client pd AAA — DHCPv6-PDO prefix delegationT O O O
mtu 1390 ~PPPOODOOCOOODOMUOOOO
OOCN IPv6O0DOO0DOODOO 13900000
ipv6 tcp adjust-mss auto < IPv6 0 TCP MSSO auto(D DO DO)O OO
ipv6 access-group in dhcpv6 ~O00000ooDbHCPv6 OO OO ODODODOODOODODO
ipv6 spi-filter ~IPv6O SPIOOODOOOO
ppp username XXXXXX password hidden XXXXXXX —~PPPO O 0000000 IDOOOOOOODOOO
no ppp ipcp enable ~IPCPOODOODOO
ppp ipvécp enable ~IpveCPOOOOODO
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interface ppp 1

description B-flets XXX < PPPIOBOOODO

ip address negotiated ~0omwrooo

no ip redirects ~ICMPOO0ODODOOOODOO

ip tcp adjust-mss auto < TCP MSSO auto(D OO DO)HO OO

ip access-group in upnp ~do0oogovunrPOO0O0O0OO0OOOOOODOO

ip access-group forward-in upnp ~gJooopooovurPOO0OO0OODOOOODOODOO

ip access-group forward-out private ~0000000private0 0000000 OOOODOOO
Mmoooooo

ip masquerade ~ppplO00OODOODOIPOODOODOOOOODOODO

ip spi-filter ~ppplOO00D0OOCDOOSPIDOODOOO

ppp username XXXXXX password hidden XXXXXX < PPPOOOOCO0OOOOINOOOOODOOOO
!

interface ethernet 0

ip address 192.168.XXX.XXX/24 ~ethernet 000 O0OO0ODOOIPOODOODOOO

ip access-group in netbhios ~gdoo0oogoNetBlOSOODOOOODOOOODOODOO

ip access-group forward-in netbios ~gbhOoopogoNetBlOSOODOOOODOODOODODOO
ipv6 address AAA ::254/64 <~ DHCPV6-PDO D DD OIODONOIODOOODOOOOODODO 2540
ipv6 nd send-ra — RAO Router advertisementU OO OO0

interface ethernet 1

no ip address ~ethernet 100000000 IPOOOOODOOO
ip access-group in upnp ~gooooobovuwrPOODOODOOOOOODOO
ip access-group forward-in upnp ~Jo00oogounPOODO0ODOOOOOOOOO
pppoe-client ppp 1 —pppoe0 00 0O0DOODOOOPppplO O

!
interface ethernet 2

shutdown ~ethernet 2000 0000000000000

no ip address
!

dns
service enable ~DNSOOOO0Oooooon
address XXX XXX.XXX.XXX <DNSOOO0OO0OOno

address XXX.XXX.XXX.XXX
1

syslog

local enable ~syslogUDOO0ODOOODOODOOOO

!
snmp

security 192.168.XXX.XXX/24 ~SN\\POCOO0O0DOOCOO0ODOOOOOOO
syslocation XXX ~ sysLocation0 OO

syscontact XXXXXX ~ sysContact 0 O O

sysname nxr130 ~ sysName O 0 O
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ip route 0.0.0.0/0 ppp 1 ~IPvAOOO0DOOO0DOOOOppplO0O0O

ip route 192.168.110.0/24 192.168.XXX.XXX ~-Jooodoooooooooooo

ip route 192.168.120.0/24 192.168.XXX.XXX

ip route 192.168.130.0/24 192.168.XXX.XXX

ip route 192.168.140.0/24 192.168.XXX.XXX

ip route 192.168.150.0/24 192.168.XXX.XXX

1

ipv6 route ::/0 ppp O ~IPve0O00D00O0D0OO0OO pppod

1

ip access-list nethios deny any any tcp any range 137 139 ~NetBlOSOOOOODOOO

ip access-list nethios deny any any udp any range 137 139

ip access-list netbios deny any any tcp 137 any

ip access-list nethios deny any any udp 137 any

ip access-list private deny any 192.168.0.0/160 - 0000000000 OCODOOOOODOOOO

ip access-list private deny any 172.16.0.0/12

ip access-list private deny any 10.0.0.0/8

ip access-list upnp deny any any udp any 1900 ~UPnPOOODOOOOO

ip access-list upnp deny any any tcp any 5000

ip access-list upnp deny any any tcp any 2869

1

ipv6 access-list dhcpv6 permit any any udp range 546 547 range 546 547
~DHCPv6 O OO OO OOO
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OooOL2tpvd0 OO0

20000 LTAVO0O0O0O0O0O0O0OOENd to EndO0 < nxrlODDOO >
Ethernet0 00000000 DOOOODOOOOO 1
12tpv3 hostname nxrl 00000000
12tpv3 router-id 192.168.200.254
~ooooiu

I
A
I

!

12tpv3 tunnel 1

description nxrl-nxr2

tunnel address 11.11.11.11

<00 LCCEOWANO IPO DO OO

ETHER 0
nxr—1 tunnel hostname nxr2 OO LCCEOOTOOO
ppp0: 10.10.10.10 tunnel router-id 192.168.200.253

~00LCCET 1D

LAN A: 192.168.0.0/24

12tpv3 xconnect 1

description nxrl-nxr2

tunnel 1

xconnect ethernet 0
~l200000000O0Oooog

xconnect end-id 1

ppp0: 11.11.11.11 <00 LCCED end-id0 000000
nxr—2 |
ETHER 0 )

|

L2TPv3 Tunnel

Internet

L2 Service
|

LAN B: 192.168.0.0/24 <mxr2000 >
]

12tpv3 hostname nxr2

12tpv3 router-id 192.168.200.253
!
12tpv3 tunnel 1
description nxr2-nxril
tunnel address 10.10.10.10
tunnel hostname nxrl

tunnel router-id 192.168.200.254
1

A
|

12tpv3 xconnect 1
description nxr2-nxril
tunnel 1
xconnect ethernet 0

xconnect end-id 1
!
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OOIPsecOOOO

Oodoooogoo wpsecOdOOODO 101000
goooooooooo
<O0Oo0Ood >
O0o0o0oDoOoooooooPPPEOOOOOOO
od0o0oo0obDobOOoOooooooooooog
ogoooboooooood
VAR —: 192.168.1.0/24 OlPsecO0 00 00O0O0OOOOOOOOINPsec OO
ogoooboooooooooo
glPO00dOO0O0OO0ODOODODOOOOOOO

ETHER 0: 192.168. 1. 254/24 oooooooooo
anxr—I 000000 IPO0D00O0ODODaggressive

ppp 0:10.1.0.1 00000000000
gpSKOODOOOOODOO” centurysys”
ooooo

A
I

d.

PPPoE

<000ooooo s>
nternet

r

|Psec Tunnel
PPPoEI_\ -

ppp 0: BIRYIP
nxr—2
ETHER 0: 192.168.2.254/24

Mra: 192.168.2.0/24

AN
|

II____
|
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OO0OIPsecOOOO

<nxr-1000 >
!
ipsec local policy 1
address ip
!
!
ipsec isakmp policy 1
description to nxr2
authentication pre-share centurysys
~ PSKO” centurysys” OO0
keepalive periodic clear
~0000000000000OO0OO0sADDOOD
hash shal
encryption aesl128
group 14
isakmp-mode aggressive ~ aggressive 1 0 0
remote address ip any ~ogoooaie
remote identity fqdn nxr2.desu
000 10000 (FQDN)
local policy 1
!
!
ipsec tunnel policy 1
description to nxr2
negotiation-mode manual
~0000000000000000
set transform esp-aesl128 esp-shal-hmac
set key-exchange isakmp 1
~0o0ooIsakvwooooooogoo
match address nxr2
~IPsecO0DODOOOOO"

nxr2" 000000

!

!

interface ppp O

description test

ip address 10.1.0.1/32

ip tcp adjust-mss auto

ip access-group in in-ppp0
ip masquerade

ip spi-filter

ppp authentication pap

ppp username user001@xxx.com password user001
ipsec policy 1

~O0omwrgooo
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1
interface ethernet 0
ip address 192.168.1.254/24
< LANODO IPOOOO
!
interface ethernet 1
no ip address
pppoe-client ppp O
1
interface ethernet 2
no ip address
!
!
!
ip route 0.0.0.0/0 ppp O
1
ip access-list in-ppp0 permit any any 50
~ESPOODO
ip access-list in-ppp0 permit any any udp
any 500
~ ISAKMPO O O
ip access-list in-ppp0 permit any any icmp
1
ipsec access-list nxr2 ip 192.168.1.0/24
192.168.2.0/24
~srclP dstiPOO0O0ODOOO



O0OfIPsecOOOO

<nxr-2000 >

!

ipsec local policy 1

address ip

self-identity fgdn nxr2.desu

~O0 00O ID(FQDN)

!

!

ipsec isakmp policy 1

description to nxrl

authentication pre-share centurysys
keepalive 10 3 periodic

hash shal

encryption aesl128

group 14

isakmp-mode aggressive

remote address ip 10.1.0.1

~goooowAaNgOwoood

local policy 1

!

!
ipsec tunnel policy 1

description to nxrl

set transform esp-aesl28 esp-shal-hmac
set key-exchange isakmp 1

match address nxrl

!
!
interface ppp 0

description test

ip address negotiated

ip tcp adjust-mss auto

ip access-group in in-ppp0

ip masquerade

ip spi-filter

ppp authentication pap

ppp username user002@xxx.com password user002
ipsec policy 1
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1

interface ethernet 0

ip address 192.168.2.254/24

~LANODO IPOOOO

!

interface ethernet 1

no ip address

pppoe-client ppp O

1

interface ethernet 2

no ip address

!

!

!

ip route 0.0.0.0/0 ppp O

!

ip access-list in-ppp0 permit any any icmp
ip access-list in-ppp0 permit 10.0.0.1 any 50
ip access-list in-ppp0 permit 10.0.0.1 any
udp any 500

!

ipsec access-list nxrl ip 192.168.2.0/24
192.168.1.0/24

~srclP dstlPO 000000



ooo0b0oooooooao

NXROOOODOOODOOOOOOOOOOOOO0ODOOO0DOOO0ODODOO0ODOOoOOooOoooOO Web
ooooooooooogoo
http://www.centurysys.co.jp/router/list_mobiledata.html

gobooboobgooobooboobooboobooboobobooboobooboboobobobo
goobooobooboobobooboobooobo

1. 0000000000000000000000d0Oshow mobile 0 apO0 0000 APN: emb.ne.jp”
OCIDOPDP Type OO OOODODODOOODODOD APN: emb.ne.jp” O CIDO 10PDP TypeO IPO OO
nxrl120#show mobile O ap

CID o1

PDP Type : IP

APN : emb.ne.jp
CID 12

PDP Type : PPP

APN . rtc.data
CID 3

PDP Type : IP

APN - 3g.commu

2. 00000000CIbOPOP TypeOOODDODODOOODOODODDOODO
nxr120#show config
oo0oboopooood
!
interface ppp O
description 3G
ip address negotiated
no ip redirects
ip tcp adjust-mss auto
ip masquerade
ppp username em password em ~goommpoooobooood
dial-up string *99***1# ~cid0 10000000 ®®OOO
mobile apn emb.ne.jp cid 1 pdp-type ip — cidd 10 pdp-type O IP
oooooooood
1

mobile O ppp O ~g00ooodOppp 0OODO

!

ip route 0.0.0.0/0 ppp O ~IPvA0000O0DODODODOO pppo0 OO
end
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OoOQeSOOONO

ooood
Qos(HTR) U O OO DOODOODOO
O30 000AOBICOODOOOOODODOOOOOA:8Mbps, B:4Mbps, C:4Mbps0 0O OO OOODO
OO0O0OADOCOOOceilOODOA:16Mbps, C:8Mbps)D O OO ODOOO
OwANODODOOOODOOOO00ODOOO000ODOCOO00Oo0oooOo0ooooOooooOU1eMepsdOod
oo
eth0:192. 168. 0. 254 eth1:192.168. 1. 254

192.168.0. xx: b5Mbps —=> class G: 4Mbps(ceil:8Mbps) —> 5SMbps
192.168.0.10: 5Mbps -> class B: 4Mbps = MMbps( 7 L—LORE)
192.168.0.20: 5Mbps —> class A: 8Mbps(ceil:16Mbps) —> 5SMbps

OOOoOO0OOO5SMpsOCO00O0OOOO0OOOO0OOOOOOOOBOOODOOOODOUOOODO

gooooboobogoooboooboogn
1

fast-forwarding enable
!

class policy AAA

class default bandwidth 4000 ceil 8000 <- class C
class 10 bandwidth 4000 <- class B
class 20 bandwidth 8000 ceil 16000 <- class A

1

class filter 10
match ip mark 10
1

class filter 20

match ip mark 20

interface ethernet 0 route-map rmapAAA permit 10

ip address 192.168.0.254/24 match ip address listl10

classify input route-map rmapAAA set mark 10
]
! -

interface ethernet 1 route-map rmapAAA permit 20

ip address 192.168.1.254/24 match ip address list20
queue policy AAA bandwidth 16000 set mark 20

<~ class A, B, COOOODO !
1 class access-list list1l0 ip 192.168.0.10 any

udp
class access-list list20 ip 192.168.0.20 any

interface ethernet 2
no ip address

queue shape 90000 23000 128000 udp
!
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oooooooooooo
0000000000000000000000000000000

o show qos class

oooooog
do00oo0oooooooooo0oDdoooooooooooDooDoooOooDooDoooon
oooogooo show gos class INTERFACE

oooooog

class htb 1:1 root rate 16000Kbit ceil 16000Kbit burst 1600b/8 mpu Ob overhead Ob churst
1600b/8 mpu Ob overhead Ob level 7

class htb 1:1 HTBOOOOOoOoOooooOoooooboooimioolaogooooooooban
root root0 0000000000000
rate 16000Kbit bandwidthO OO OO OODOOO0OOOO0ODOO

ceilD00000DODOOOUOOOODOOCO DceilDODOODOOOOOODO rated
oooooobooog

burstO OO0O0O00O0OOOOOOOOOOOOOOODOOCOOOOOODOO
gooosbopoobooboboooboobobooooobobo

mpu Ob Minimum Packet Unit0 OO0 0000000 DODOODOOOOODOODOODO
overhead Ob dodoooododmpuOOOoOodOOODoverheadD OO OO OOOOOO

churstD 000000000000 OceceilIDOODOOODOODOOODOODOO
goboooosboooooooooobooboooobobooooooo

level 7 OO0O00000COCrootd 07000 leafdOOOOCODO

ceil 16000Kbit

burst 1600b/8

cburst 1600b/8

Sent 173034080 bytes 114296 pkt (dropped 0, overlimits O requeues 0)

Sent 173034080 bytes 114296 pkt |00 00000000 OOOOOOOO
dropped 0 enquete 0O 0ODDODDODDODDODODODOOOOO
overlimits 0 gooooooboobooooooo
requeues 0 O0queved D OO0O0OOOOODOOOO

rate 14352Kbit 1185pps backlog Ob Op requeues 0

rate 14352Kbit 1185pps (0 0000 OO0 OO0 OO OO OO O Packet Per Secondd OO0 OO0 00O
backlog Ob Op quee0 0000000000 ODOODODOOOODOO
requeues 0 requeveJ 000000 OO0OODOOOOO

lended: 9993 borrowed: 0 giants: 0

lended: 9993 gooobobooobobooobobooboboobobooobobooon
’ gooobgobooobobooboboobobooboboon

borrowed: 0 gboboobuobooboboobobooboboobooboobobaoooba

giants: 0 googoboooooooboooboo

tokens: -6048 ctokens: -6048

tokenO OO OceilOO0OtokenD0 OO0 OO0
tokens: -6048 ctokens: -6048 000000000 000000000000000b0b0Db000o0o0o
gooooo
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class htb 1:10 parent 1:1 leaf 10: prio 4 quantum 31250 rate 4000Kbit ceil 4000Kbit burst
1600b/8 mpu Ob overhead Ob cburst 1600b/8 mpu Ob overhead Ob level 0

parent 1:1 coboooimooiigoooooooooon

leaf 10 OoOoOooooDiooOleaf0 0000 O0OO0O0OODODODO

prio 4 ooboooboobooboooboon4b0onbn
ooboobooboooboooooboodoooooooobooooooooboonn

quantum 31250 oobOoobooobooobOoobOoobOOoobOooOOoobOOoobOOoobOOoobooOoon
oobooboobooobooooooooon

Sent 47747018 bytes 31537 pkt (dropped 9889, overlimits O requeues 0)

classBO OO O4Mops0 00000000000 OSMpsD0 000000000 O0O0OO
oobooooooo

rate 3948Kbit 326pps backlog Ob 100p requeues 0

lended: 31437 borrowed: O giants: 0
tokens: -46801 ctokens: -46801

dropped 9889

gboobodgbooboobooobodobobuobooboobobooooan

tokens: -6048 ctokens: -6048 oo0o0ooon

class htb 1:255 parent 1:1 leaf 255: prio 4 quantum 31250 rate 4000Kbit ceil 8000Kbit burst
1600b/8 mpu Ob overhead Ob cburst 1600b/8 mpu Ob overhead Ob level 0

Sent 62719498 bytes 41433 pkt (dropped 0, overlimits 0 requeues 0)

rate 5202Kbit 430pps backlog Ob Op requeues 0

lended: 31440 borrowed: 9993 giants: 0
0000000 (41433)0 O lendedd O (31440) 0 borrowedd O (9993) 0 O

0oooooo
borrowedd 0 (9993)0 0 0 0 0O (1:1)0 lended(9993)0 0 000000 O

Sent 62719498 bytes 41433 pkt
lended: 31440 borrowed: 9993

tokens: -17968 ctokens: 1250

class htb 1:20 parent 1:1 leaf 20: prio 4 quantum 60000 rate 8000Kbit ceil 16000Kbit burst
1600b/8 mpu Ob overhead Ob cburst 1600b/8 mpu Ob overhead Ob level 0

Sent 62718964 bytes 41426 pkt (dropped 0, overlimits 0 requeues 0)

rate 5202Kbit 429pps backlog Ob Op requeues 0

lended: 41426 borrowed: O giants: 0

tokens: 1250 ctokens: 625
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o show gos queue

ooooooo

g0o00o0d0bOOo0oO00oooO0oooOoOO0ooDoOoOoU0ooDoOooDoOoOOooOoOOOoooooooo
oooooooooooo

OO0O0OOooOO  show gqos queue INTERFACE

ooooooo

qdisc htb 1: root refcnt 2 r2q 16 default 255 direct_packets stat 0 ver 3.17

qdisc htb gugbobogoboodssboggoooganon

1: goobobooobbooobbomwubobooo

r2q rateDquantumn0 000000000000 0O0OODOOOODOOOOODOOO0O
default 255 defaultDO OO QO IDO 02550 00000000000

Sent 14726355660 bytes 9727030 pkt (dropped 850029, overlimits 21931499 requeues 3)
Sent 14726355660 bytes 9727030 pkt (0000000000000 OOOOD

dropped 850029 enquete] DD DO OOOOODODOOOOOO

overlimits 21931499 g E S S E g g S S EfEf?fﬁfEP O00ceilDD0DOO0OOOOODOOO
requeues 3 O0quevel DO O OOOODOOOOODOO

rate Obit Opps backlog Ob 100p requeues 3

rate Obit Opps gooooobooooooooooon

backlog Ob 100p queveJ 0000 O0O0O0ODODOOOOODOOODODOOO

requeues 3 requeue0l OO0 O0OO0O0OOOOOODOOOO

qdisc sfg 255: parent 1:255 limit 127p quantum 1522b flows 127/1024

limit 127p oobooboooooboooobooboobobooo
flows 127/1024 queuzel 0O 01270 0000000000000 DO1024000000000000

Sent 5337773682 bytes 3525853 pkt (dropped 0, overlimits 0 requeues 0)

rate Obit Opps backlog Ob Op requeues 0
qdisc pfifo 10: parent 1:10 limit 100p

Sent 4050819036 bytes 2675574 pkt (dropped 850029, overlimits O requeues 0)
rate Obit Opps backlog 151400b 100p requeues 0
qdisc pfifo 20: parent 1:20 limit 100p

Sent 5337762942 bytes 3525603 pkt (dropped 0, overlimits 0 requeues 0)

rate Obit Opps backlog Ob Op requeues 0
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o show qos filter

ooooood 00D0oooooooooooooooog
goooooo show qos filter INTERFACE

ooooood

[Filter statistics]

Parent id 1:

filter protocol ip pref 21 fw

filter protocol ip pref 21 fw handle Oxa/Oxfff classid 1:10

pref 21 gobobooooon
handle Oxa/Oxfff ToSO D OOMARKD O OO QOO O
classid 1:10 gooboooobobooooomuooooo

filter protocol ip pref 41 fw
filter protocol ip pref 41 fw handle 0x14/0xfff classid 1:20
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OOsmartphoneO O VPNO O OOOO

m smartphone [0 00 VPN O [
O smartphoned Android/iPhoned 0O O VPNO L2TP over IPsec0 00000000 O0OOOODOODOO

oo0o0ooooon

smartphone(192.168.160.248/24)----- WAN----- (172.16.4.108/24)NXR
L2TP over IPsec
Authentication: PSK
smartphone: Android NO OO

o Androidd O[O
[CO]-[C0O0000000000]-[VPNODO]-[VPNO OO ]-[L2TP/IPsec PSK VPN O O]

VPN O goobboooobooog

VeNO Ooonoo 0172.16.4.108

IPsecO0 0 0OO0OOOO [OPASSWORD

gooboooon OwnrelD 000000 ODOOODOODO

goobooboooooo godobbooobobbooobobboooooboo

o NXRO OO
!
ppp account username test password test O00O0O0OO00O0OO0ODOOOOODOO
!

ipsec nat-traversal enable
1 1

ipsec local policy 10 12tp 1

address ip tunnel address any ipsec

! tunnel authentication callin OtunnelOO0OD0OODOOOO
ipsec isakmp policy 10 tunnel password hidden vnpMEI8pG5YyiwFfvLts4Q==
authentication pre-share PASSWORD OtunnelOOOOOODOOO
hash shal tunnel mode Ins

encryption aesl128 tunnel virtual-template 0

group 5 !

lifetime 86400 interface virtual-template 0

remote address ip any ip address 10.0.0.1/32

local policy 10 peer ip pool century

1 1

ipsec tunnel policy 10 interface ethernet 1

set transform esp-aesl28 esp-shal-hmac ip address 172.16.4.108/24

no set pfs ipsec policy 10

set key-exchange isakmp 10 1

set sa lifetime 28800 ip local pool century address 10.20.0.10 10.20.0.100

set protocol-mode transport ip local pool century exclude-address 10.20.0.20

match protocol 12tp-smartphone 1
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OOsmartphone OO VPNO O OOOO

m smartphone O VPNO O OO OO
ocoooooooo

smartphone(192.168.160.248/24)----- WAN----- (172.16.4.108/24)NXR
L2TP over IPsec
Authentication: CRT
smartphone: Android 1000

ooooooo
a.CAODOO
OcADOO0O0OOooOooono
ODERO OO PEMOOODOCAODOO/RLOODOOCOOODO
b.Server(NXR)O O O
OServer(NXR) DOOODOOODOODODOOSubject CNO O O smartphoned VPNO O OO OO VPN
O000oooOoIwoDodoooogooooog C=Jp, 0=Century, CN=172.16.4.108[]
OServerUNXROO OO /00000ODEROOO PEMOODOOCOOODOCOO
O0D0D0000DOO0/00000NRDOODOOODOODOODO
c.Client(smartphone)d O O
OClientJO00OO0OOODOOO
OClientJ OO0 PKCS#L200000O0OOOODO
Android: CAODO /000 /00000000 (.p12)DCADO0O0DODOODOODOO ccrtO
iPhone: OO0 /00000
00000000000 Osmartphone0 000000 O0OOO
Android: SDOOOOO0OOOOOOOOOOOOOOOO
iPhone: 1Phone 0000000 ODOOOOODODOO

O Android 0 OO

a.0doooooooon
o000 0o0000obo0o00oDoOoooo sho0ooOo0ooooooaon
O[oo]-[ocodD]-[oo0bo0b00o0o0D)ObobDo0obOooDo0obO shOoOoOoboOoog
O00d00000d0D0oD00DO0d0D0oD00oD0ooOooDoOooDUoooDOooDoOooDoOooon
OoooDoooooooon
gcAl00d0DDO0OO0O0DoDOOocAddDDOoOOoOoDoDDoDoOoon

b.VPNO O O
[DO]-[CO00000000000]-[VPNO O]-[VPNO OO ]-[L2TP/IPsec CRT VPNO OO ]
VPN O 0o00oo00oooooon

VPNOOODOOO [172.16.4.108

IPsec00000000 O PASSWORD

0ooooooQ Otunnel 0000000000 O0000O

0000000000 00000000000000000000000
aisfalalsfalsls Da.000000000000000O0000000000

cAUbDbOoOogonon a.004doobobOoOocAoobobuooonbno
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OOsmartphone OO VPNO OO OOO

NXR O O O
ppp account username test password test

!

ipsec
ipsec
ipsec

ipsec

ipsec

nat-traversal enable

X509 enable

x509 ca-certificate CA
DdodDoocAUDOOOoooooo

x509 certificate nxrl25
DO000d00dServerd0000ooooOnO

x509 private-key nxrl25 key
DO0O00d00dServerd00O00oOoooOnO

ipsec x509 private-key nxrl25 password hidden KM98s9ITMmIuAjf3pjEUyA==
OOServer00000000D0O0O0DOODOODOO
ipsec x509 crl CA
oooodpoocLOO0ODODDO 1
! 12tp 1
ipsec local policy 20 tunnel address any ipsec
address ip tunnel authentication callin
x509 certificate nxrl25 OtunnelO0O00OO0O0OOO
! tunnel password hidden vnpMEI8pG5YyiwFfvLts4Q==
ipsec isakmp policy 20 OtwnnelOD0OOO0OODOO
authentication rsa-sig tunnel mode Ins
hash shal tunnel virtual-template 0
encryption aes128 1
group 5 interface virtual-template 0
lifetime 86400 ip address 10.0.0.1/32
lifetimed Android0 00 00O peer ip pool century
remote address ip any 1

remote identity dn C=JP, O=Personal, CN=ArrowKiss

000000 clientO OO0 subject 1

local policy 20 interface ethernet 1

! ip address 172.16.4.108/24

ipsec tunnel policy 20 ipsec policy 20

set transform esp-aesl128 esp-shal-hmac 1

no set pfs ip local pool century address 10.20.0.10 10.20.0.100
set key-exchange isakmp 20 ip local pool century exclude-address 10.20.0.20

set sa lifetime 28800

lifetimeO AndroidO 0O 0O 0O

set protocol-mode transport
match protocol 12tp-smartphone

376



00 Packet Traveling



Packet Traveling

1. IP filteringOOOOO

INPUT/0UTPUT/FORWARDO O filteringD OO0 O OO0O0DOOMM O OOOODO O APsec input/output policy
checkJ OO O O SPD(Security Policy Database) 00O O0O00OODOOOOESPOODOOODODOO/
ESPOO00OCO0OOOO0DOCOOO0ODOOOUODOCOOmtchOd0O0DOOOOODOOOODO

o INPUT
(1) invalid-status-drop filter
O invalid-status-drop in filter(SYSTEM)
O invalid-status-drop in filter(interface )
(2) SYSTEM filter
OTCP connectionO OO
(3) IPsec input policy check
OlPsec ESPOOOO0DOOCOOODOOOOOO
(4) USER input filtering
(5) SPI check
(6) Serviced filter(UIO OO ODO filterdO)

o FORWARD
(1) invalid-status-drop filter
O invalid-status-drop filter(SYSTEM)
O invalid-status-drop forward-in filter(interface )
O invalid-status-drop forward-out filter(interface )
(2) SYSTEM filter
O Session limit
(3) IPsec input/output policy check
OlPsec ESPO0O0OODOODODO Ooutbound policyO matchOD OO OOOODOODOO
(4) UPNP filtering
(5) USER forward in/out filtering
(6) SPI(input/forward 0 O 0)
(7) WebD OO forward in/out filtering

o OUTPUT
(1) IPsec output policy check
(2) IPsec outbound policyO matchO OO OOOOOOOO
(3) USER output filtering
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2. NATOOOOO
NATOOOOOOOO000000000

o INPUT
(1) SYSTEM DNAT
(2) UPNP I DNAT
(3) USERD O DNAT(Static NAT)

o OUTPUT
(1) SYSTEM SNAT
(2) IPsec policyUmatchOO OO OOOOO0OOONATODOODOOODOODOO
OO000OIPsec snat-policy 00000000000 NATOOOODOOOODOO
(3) USER [ O SNAT(Static NAT)
(4) IPv4 Masquerade
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3. NXR Packet Traveling
NXRO Packet 0D O OO OODOOODOODODODOOODO NATO filtering packet coloringOd 00O OO
oooooono

Packet={E

__________ l-_________- Network

PRE-ROUTING
() conntrack

@ packet coloring

(3 DNAT

NXREB &~ MDpacket \ fthDaddress~Dpacket

@ routing process

Y v

INPUT ® inbound SPD& &
®) input filter
v
Y @ oudbound SPD&

®) inbound SPDI& &

A 4 \ 4
Local Process FORWARD
s forward-in

Y
) routing process

forward—out

A 4

outbound SPD#& %

A 4

OUTPUT
) conntrack

D output filter

Y

POST-ROUTING

3 packet coloring

Packeti%{E
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o Packet forwarding [l
- PacketO O -

g

Conntrack

conntrack 0 0000000000 MMOOOO0D0O0O0OO0OD0OO0O00O0O0OODOOTonntrackO O
O00O0Osessiond OO0 (global node) D OO OOO0OODOOO

Packet coloring(input)

Destination NAT

OO0OONATOOOOOUNPIHODODOoooOooooao

Routing Process

IPsec inbound SPD(O 1)0 O

ESPOO OO OO packetd OO OO policy checkO OO O OO OESPO OO O packet D plain-text
O00oO00oO0bDOoOoO0OOdropdOOOOOOOipsec policy-ignore inputO0 00000 O0OOO
OO0 checkDOOOODOODO

IPsec outbound SPD(O 1)O O

ipsec policy-ignore output O OO0 OO0 0000 OOOpolicyD OO OOOOOOO

Packet filtering

gooogrp filteringDOOOO(FORWARDY D D OO OO OODOO

Packet coloring(output)

Source NAT

JOoOoONATODOODOOUTPUMHODODOOOODODOO

- PacketO O -

o PacketOO OO (NXROOO)
- PacketO O -

g

Conntrack

conntrack 0 0000000000 MMOOOO0D0O0O0OOD0OO0O00O00OOODOOonntrackO O
O00O0Osessiond OO0 (global node) D OO O OO0OODOOO

Packet coloring(input)

Destination NAT

OO0OONATOOOOOUNPIHODODOoooOooooo

Routing Process

Packet filtering

goooglrp filteringOOOODOJNPUDHOODOOODOODO

IPsec inbound SPD(O 1)0O O

ESPOO OO OO packetd OO OO policy checkO OO O OO OESPO OO O packet D plain-text
O00oO00oO0bDOoOoO0OOdropdO0ODOOOOOipsec policy-ignore inputO0 00000 OOOO
OO0 checkDOOOODOODO

--> ESP packet 000000 /decrypt 0O 0O OO0 OO0ODODO

--> NXR local process
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Packet OO OONXRO OO OO

- NXR Local ProcessU PacketO O -

O Routing process

0 [IPsec outbound SPD(O 1)0O0 O

0 Conntrack
conntrackD0 OO0 00000000 DOOCO0O0ODOCOO0O0ODOOOOO0DOOOOxonntrackO O
O00Osessiond 00O (global node)D 0O OCOD0OODOOODO

O output filter
Ooooolrp filteringOOOOO@QUTPIMHOOODOOOOODOD

0 Packet coloring(output)

O Source NAT
goooONTOODOO@uUTPIMHOOOOOOOOOO
SNATOODOODOOODOODOODO IPsec outbound SPDO OO OODOODODOODOO ipsec policy-ig-
nore output 000000000 OO00policyD000O0D0OO0OOODO Policyd matchd O packet
OOencrypt0 0 OO 0ODOOUTPUT chain --> POST ROUTINGO O OO OESP packet0 0 OO OOOO

- PacketO O -

@D
IPsecO00000D0COCO00MDOO0OO0ODOOOOOODOOOODODOOOO{discard(OOIOO
O00)dbypass(IPsecO0000OO00OO)Dapply(lPsecO0 0000 ODDOODOODOODOODOO SP
(Security Policy)DOSPODOOODOODOODOOOD SPD(Security Policy Database)d [0 O

SPD 0 0 O inbound SPDO outbound SPDO OO OO OOOOODODOO policy checkd O O inbound SPD
000000000000 O000 policy checkO O Qouthound SPDOOOOOOOO
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OO0 cOPolicy based IPsec 0 Route based IPsec

O O Policy based IPsec

1. Policy based IPsec

OODOOONXRO IPsecO policy base OO OO D0DOD0OODO0OODOODOOOOODOODOPolicy base O
00000000 routing tableD 0000 Opolicyd matchO O packetO OO0 ESPOODOOODO
IPsec ESPO 000 packetJ 0 0O O O filtering O NAT(SYSTEM NATO O O)O O OODODOOOODODOO

1.1. IPsec policy matching
policy O match 0 O O packet O routing tabled 0O O O forwarding O O 0O O O policy O matchO O O
OO0 route0O000O0OO0OOdrop000ODO0O

1.2. ESPOOOOO

1.2.1. IPv4 DFO O PacketO ESP O

IPsecd 000 PMTU discoveryOD OO OO O0OOODOOOODRFhitO 1000 tunnel MTUOODOODO

OO00000OO0O00 tunnelingDOOOO0OD0OCOOOODOO outerd IP header O DF bitOO OO0
ooooooDooo

OO0OIPsecO OO0 PMTU discoveryO OO OO OODFhItO 1000 tunnel MTUDO OO OO O frag-

ment needed D 0000000 Opacketd drop0000OO0OODOOOouterd IP header O DF bitO

O Otunneling packet0 0 OO0 O0O0OO0OO

1.2.2. 1Pv6 Packet O ESP O

IPV6O 00O IPMO0ODO0ODOOO0O0ODOOOO0OOIPV6ODOOONO routerd fragment0D 00O DO
O OPMTU DiscoveryO0 O OO0 fragnent0 00000000 packet size0 0000000 ODOOOO
OO0O0Obefawlt0 000D O0OODOO0ODOOOOODODOOO
OOONXRO O tunneling 0 O O 0O O tunnel header taxO OO OO0 OO OODO packet size O IPv6
OO0 MTU(1280bytes) D 00000000000 O00ODOO0ODODI1200000000000000000O
OO000000128000000 packet000000D0O0OO00OO0ODOCOCOOODOOODOOOODOOO
oooooooogo

000 Otunnelingd ONMTUDOOOOOODOOO fragmentO 00000000 OD0OODOO tunnel
MTUO DO OODO interface0 MTUO O tunnel header 0000 O0OO0O0OODOO

1.2.2.1. tunnelingO O fragmentO O
a. IPv6 over IPv6 tunneling (RFC247300)
-0 tunnel MTUO IPv6 O O MTU(1280)0 0 00O OO
Packet 0 OO O0OOOO hostd icmpv6 packet too big message 0 00O OO0
-0 tunnel MTUO IPVv6 O O MTU(1280)0 0000 OO0OO
0000 fragnentD O O0OO0O0O0O

b. IPv6 over IPv4 tunneling (RFC289301 )

-0 tunnel MTUO IPv6 O O MTU(1280)0 0 00O OO
Packet0 OO OOOOO hostd icmpvé packet too big message 0 000 OO0

-0 tunnel MTUO IPVv6 O O MTU(1280)0 0000 OO0OO
tunneling packetd IPV6 OO MIUOOOOOOOOPacket0 0 OO0 OOOO hostd icmpve packet
too big message 00 OO OO0
Tunneling packetd IPv6 OO MTUO OO OO O OO tunnel header O DFbitO OO0 00O O0OOO
fragmentO O OO OOOOO
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O O Policy based IPsec

1.2.3. Fragment Packet [ ESP[O
Fragment packet 0 ESPO 00O OO Oreassemble D0 ESPO OO O OOO

1.2.4. ToSOOODO
Tunneling IP header O ToS field O O O tunneling packet O ToSO (IPv6 O O O O traffic classOO)
OO00D0OO00O00O0DECN fieldOODOOOOOODOOOOODODOO

1.2.4.1 ECN fieldO OO

Tunneling O O O packet O IPv4 ToS/IPv6 traffic class0 ECN fieldO OO OO O tunnel 1P header
OECN filedOOOODOOOOODOOO(ECN fielddODO OO RRC31680 O0)O

- CEODOO

gectoOooooooon

-CEODOOOO

OECN fieldDOOODOOOOODO

1.3. IPsec policy ignored 0

OlIPsec policyO 00000000000 ODOOODOOOOOOIPsec policylOO anyOD OO0 O0O
000000000 OooooIPsec0 000000 O0ODOOODOOOOODOOOO

oboooooo ipsec policy-ignore (]input]joutput)

gooooon no ipsec policy-ignore good

0 No O no ipsec policy-ignore

ooooooo

00000000 (Ethernet/Tunnel/PPP/AVINAX)) D O DO OO0 ODOODOOOOO
OlnputO0 00 0OO0OOOiunbound policy checkDO DO OOOOOOIPsec ODOODOOOOODODOOOO
0000 00000000ooooooooooooo

Ooutput 00 0000000000000 00ODOO0000O0000O0OIPsec policyD OO QOO0
oooooooooooooon
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2. Route based IPsec

Route based IPsecd OO O IPsec mode 0 OO OO DO tunnel interface0 000 routed0 0O OO0
ESPOO0O00O0DOOO0DOOODOOO

00O interface O IPsec mode O tunnel interface 00000000 OESPOODOOODOOODOOO
0000000 routeD0 00O 0O main/backup tunnel DO O OOOIPVeO IPsecO 0000 anyd OO0
0doodoooodoooon

2.1. IPsec tunnel interface

o IPsec tunnel interfaced OO

IPsec tunnel interface J OGREO ip-in-ip tunnel 000000 O tunnel interface0 000000
mde0 0D ODOODOOODOODOOODOO protocol 0D ODOOODOODOODODOODOtransportOd IPO
coooipv40DOoOooooogo

000 tunnel interface0 000000 tunnel OO ospfO O O routing protocol DO O OOOOip
address0000O0OOmulticastOD 0 00O0D0OOOOODOOOO

OO0O0OO0OoO0g  tunnel mode (ipiplgrelipsec ipvéd)

O No O  no tunnel mode

oooogooo Route based IPsecO0 0O 0OO0O0O0ODOI psec ipv4 ODOOODOOO

IPsec tunnel interface0 000000 ooption0 00000000 ODOOO

o Path MTU DiscoveryO OO OO /00

OO0O00O0OOouter IP header O DF bitO O ipvdO0 OO0 DF bitO OO ODODOOOOIPVGDODOODOL
OO0O0O0DooOooooOorrveD tunnelingD OO OOMUDDOOOODOOOOODOOODOODODODOO
0000000000000 C 1.2.2. IPve PacketD ESPOOOOOODOODOOODO
O0000OOouter header O DF bitO OO 0000 OO DO ODOPath MTU DiscoveryO O OO M OO0 C
2.3. IPsec tunnel interfaced O Path MTU DiscoveryO0 0 OO OO0 O0OOOOO

ooooooo tunnel path-mtu-discovery

OO00o0doogd  tunnel path-mtu-discovery O O0O0O

O No O no tunnel path-mtu-discovery

o ICMP Address Mask Request reply

ICMP address mask request0 00 0000000000000
oooobgon ip mask-reply

OO0o0doogd  no ip mask-reply ooooood
O No (] no ip mask-reply

o ToSOO (0-2520 00O inherit) (Default: inherit)

0000 ToSO O tunnel 1P Header 0O OO OO O inherit0 00000 OO tunneling 1Pv4 header [
ToSO O tunnel IP headerDO 0000 OOToSOOOODOOOECN fieldOOODODOOOODODOOO
OO0000OIPv6e packetD tunnelingO OO OO0 Oinherit0 0000000 OToSO Ox0OOOOOOO
ECN fieldJOOODO0ODOMMODOC 1.2.4.1 ECN fieldDOOOOODODOOOODODOO
0000000  tunnel tos (<0-252>]inherit)

OO00OO0O0O00  tunnel tos inherit

a No O no tunnel tos O = tunnel tos inheritd
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o TTLOO

doooogoi-2550000000000pPMTUDOOOOOOOO

OinheritO 00000 OOCGRE/ZIPIPOOOOOODOOOTILOOOOOO defaultd (64) 000 OO
oo

ooooogn  tunnel ttl (<1-255>]inherit)

ooooooon tunnel ttl inherit

0 No 0 no tunnel ttl O = tunnel ttl inheritO

o protection O

0000 IPsec tunnel policyO OO O OQOO

OOoOoO0oogd  tunnel protection ipsec policy <1-65535>

O No 0 no tunnel protection

goooooo Route based IPsecO0 0000 tunnel DO OO OODO

o pre/post-fragment O O

pre-fragment0 0D OO0 O OFragnent 00O O0O0OOO0OOO fragmentd O OO ESP ODODOO MO
OO ESP packet 0000000 OOOMMOOC 2.4 Fragnentd0 0000 OO0OOODOOO
gooodood  tunnel pre-fragment

goooooo no tunnel pre-fragment

O No 0  no tunnel pre-fragment

2.2. Security PolicyO IPsec phase2 IDOOODO

Route base 0 0 O O policy base 0 00O OO0 OO IPsec phase 2 [0 negotiation OO policy O SP
(Security Policy)D 00O 0O 00O OO Osource/destination address port/protocol D000 anyd O
OsSPOO00OO0OODOOODO interfaced OO IPsec tunnel policyd bind O OO tunnel interface
0000000000000 IPsec tunnel interface 000 OO IPsec tunnel interface0 000

0 ESP packet 0 OO OO policyO matchD O OO DOOOOOOOOODO IPsec phase2 IDOO OO SG
OlPsec SAODODOOOOODOOOODOODOODOOOOOOO

2.3. IPsec tunnel interfaced O Path MTU Discovery O[O

IPsec tunnel interface 0 O O O Path MTU DiscoveryO O OO0 OO0 Otunnel interfaceC0 000
O00O0O0OOOpolicy baseO0 OO OOOQOOC 1.2. ESPO0O0O0O0OOO)00O0O0OOOOtunnel
interface0O MTUO OO OOODOOOOOPath MTU Discovery0 00000000000 OO0OODOO
fragnentU OO0 OOOOOOOOOOO
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2.4. FragmentO O

FragmentO O O 0O O O pre-fragmentU post-fragment D 20 00000000000 OOOOOOpre/
post-fragmnent O OO0 00000000 O0OO0ODOOOOODOOOOOMODOOOOODOOOOOO
ood

pre/post-fragment 0 O O O forwardingO OO0 O 00O IPsecO00D0O00O0OOMUOODOOODOONO
00000000 dpre-fragnentO O OOOOPMIUODOOOOOpost-fragmentO0 OO0 OO0 OOO
goooovuooooooog

OO0O00OOpost-fragnentD OO0 OO0OOOMIUO 15000 00000000O0000COPNTUODOOOO
oo oOoOoooooOooooesPOO0OOO fragmentd O OO

OOO0OIPsecO0000OODOOOMIUO 15000 00000000000 forwarding00000OOOESP
00oo0ooooooEeEsPO00ODOOOOOOODOOOONMIUOOOOODOOOO fragment(post-
fragnent) D OO OO OOOCOESPOOOCOOIP fragnentd DO OOOODOODOO

OO0OOforwardingD OO OOOOOIPsecO0DOOOOODOMUOOOOODOOODOIPsecOOO
OO0O0O0O0OwvMuDOO fragment(pre-fragnent) D O OO OESPOODOOOODOOOOOOOESPOODOO
goooooo

000000000000 0Opost-fragmentO OO O0OOIPVGOODOO0ODODOOOOOOODOOO
pre/post-fragment 0 0 000000 OO0 post-fragment D OO0 OO0 OOO
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2.4.1. Pre-fragment

FragmentO OO O OOOOOfragment0 00000 ESPOOODOOOOOOODOODOO ESP packetd
ooooood

Pre-fragmnent0 000000000000 OD0ODOOOOODOOO

1) Interoperability 0 00O

Netscreen0 O OO OOOOOpre-fragmentO OO DO OOOHWODOODO OO /fragment/reassemble O
OO0O0O00O0O1500bytesO 00 packetD O OO OO0OOOOODOOO

0 00O 2000bytes O packet O ESPO O O OO fragmentD O O O OO O O Netscreen O reassemble 0 O
OO0 1500bytesO 00 packet DO O OO OOOO0OOOOODOODO

OOOO0O0OOOOONXRO pre-fragment0 0 00 000D0CO0OCOOODOOCOOODOOOOODOOO
oooooo

2) NAT-traversal

NAT-traversal O O O post-fragmentU O OO OO0 O OO packetd O UDP header DO O OO OODOO
200000 packetO O UDP header DO OO0 OODOOOOOODOOOONAT routerd 000002
OO000packet0 000 OO00OD0OCOOOOOCOOOOpre-fragnent0OO0O0O0O0O00ODOOOO
oooooooooooooo

3) 00000

OO00O0D00OO00OOpre-fragnentD 000000000 ESP packetDOOOOOOOOO router0dn
00000 packetO O OOOOODOESPO decrypt0 000 packet0 0O OOOOOO end-pointd O
OO reassemble0 000 0O0OO0O0OOOODOODOO

OOOONXRODO fragmentO OO OO packetd OO0 reassemble 0 0000000 0OOOOOOOO

0000000000000 0000000O0DOdreassemble000000000DOOOOODOOO0O

00000000 DOOcd2.4.4. 1Psec interface 00 0O OO fragment packet O reassemble O O

oo0oooooooooon

389



100 COPolicy based IPsec O Route based IPsec
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2.4.2. PMNTUDO OO Fragment O O O DF bitO OO

FragmentO OO DO OOOO0O IPsecd OO0 Opre-fragment(fragment O O OO0 O 0O O )0 post-
fragmeent(CO DO OO fragment0 00 0)0O0O0O0O0OOOOOODOOO

0000 Pre-fragment O O O O Opost-fragment D OO0 OO O0OOOOPMTUDO OO fragmentd O OO
00o00oooo@UuUooDoDooooooon)dor it oO/H00D0o0oonoooooooon
0000000000 pre-fragment/post-fragment 0 OO 0O Table 1000000

Table 1. PMTUD O O O Fragment O O O DF bitDO O O pre-fragment/post-fragment O 00 O

puTuDC O | Tregmento e e 0ooooo
pre/post
0 pre-fragment(fragmentO 0 0 0)
re
i P 1 pre-fragment(fragment [ [0 [0)
disable
c 0 post-fragment( U O O fragment)
0S
P 1 post-fragment(C O O O fragment)
0 pre-fragment(fragmentd 0O 0O 0O)
re
ol P 1 O00000Odropd OO fragment neededd O OO O OO
enable
c 0 post-fragment(Od O O O fragment)
0S
P 1 O00000Odropd OO fragment neededd D OO0 OO

00000 post-fragment(CD OO O fragnent) DO OO OO OD0OOOOOOOEBSPOOODOO
reassemble 000000000 O0ODO0O

ONXRDO O PMTUD O O (enable/diable)] Fragment O O (pre-fragment/post-fragment) O interface
tunnel node0 00O O0O0O0O00OOOO

o PMTUDO O
< enable > tunnel path-mtu-discovery
< disable > no tunnel path-mtu-discovery

o Fragment O
< pre-fragment > tunnel pre-fragment
< post-fragment > no tunnel pre-fragment
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2.4.3. IPsec interfaced 00O 0O O fragment packet O reassembled 00O
Pre-fragment 0 00O packet OO O OO OOCOONXRO OODO reassemble 0 O O O reassemble O O O
forwvardingO OO OOOOOOOOOOODOOdefaultD 00000 (reassembled 0 0)00OOO IPsec
tunnel interface0 0000000000 OO0OOO
ooooooo ip fragment-reassembly
ooooooo ip fragment-reassembly O reassemble 0 0 O
g No g no ip fragment-reassembly [ reassembled O 00O
oooooog
OreassembleD 0 OO0 Ofragnent0 0000 packetO OO0 O ODOODOconntrack 0 O O session
0000000000000 00O0Oconntrack 00 00O 00O DOONATOSPIO session command O 0 O
0000000000000 oooododoooooDooooooooooooooonoon

(reassemble0 0 0)0DOOOOO0OO0ODOOOOODOOOOOOOOOODOOOODOOOODOO
oooooooo

ooo ooo
OO0 route00O0ODOOOOOOIMNvalid-status-drop0 00 drop0D 00 O0O0O0ODOOOO
O filtering O packet coloringO0 00O OO OOprotocol D port0 00000000 OO0DOOOO0O
fragmentO OO 200000 packetUOOOO0OO0OOO200000 packetd filtering O packet
coloring0 0000000 DOOOODOOODOODOOIP header 0 O (source/destination address [
OHyoooooooooooooogoo
coooooo
Oglobal noded O no ip reassemble-outputd O O O OO ipsec tunnel interface 0 Ono ip frag-
ment-reassembly0 0000 00OCOOOOno ip fragment-reassembly0 OO0 OO0 OO0
D000 no ip fragment-reassemblyd 0O 0000 tunnle interfaceD 0000000 ODO0O
reassemble 00000000 0OOconntrack 00000000000 DOOOODOOODOODOconntrack
OO0O0D0OOONATOO /SPIl/session0 000000000000 OOCO0OODOOOOOOODOO
000 packet coloring DO OO OOOOODOO
(O no ip reassemble-outputD OO0 OO0 OOOOOOODO tunnel interfaced Ono ip fragment-
reassemblyd 00 O ip fragment-reassemblyO0 0 OO0 0O O0O0O0OO0O0OOO0O
(no ip fragment-reassembly D00 O 0O0O0OOOOOWarningDOODOOOD

Oip fragment-reassembly 0000 00000000000 OOOODOOO ip reassemble-output ™
Oooooooooooooon
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2.4.4. 1Psec policy-ignored O

IPsec interface 0 0 0 O Opolicy-ignore 000000000 ODO routed IPsec interfaced 000
policyDOOOOOOOOOpacketDOOOOOOOdropOOD0OOO0DOOOOODIPsec interface
00 ipsec policy-ignore 000000000 OCOOOOOno ipsec policy-ignore0 00O MO O0O
oooom

2.4.5. Policy base [ Route base IPsecO0 0000
Policy base/Route base OO0 OO0 IPsecO0 0000 /00000000000 table 2000000

Table 2. Policy/Route baseO OO0 O OO OOOOO

oono Policy Based IPsec Route Based IPsec
set route o x
routingd O O handling X o
policy-ignore o x (DOOooooooo)
NAT . o
(SYSTEMNATO OO OO OO)
filtering X o
routing protocol 9 °
(OSPF,RIPV1/v2)
DF bitd 10 packet o o
0 O O fragment
pre/post-fragment] 0 [ x (post-fragmentD 0 O 00) o)
outer headerU 0 OO O OO x o
IPv6 policy anyd (0 O X o

o (ECMPO D OO DO)
(Equal Cost Multi Path)

QoS x o

balancing X
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NXROOOIKEV2ODODOOOOOOOIKeV1OOODODOooooooooooboobookev200ooaono
gog

1. IKEvliO IKEV2O OO0
IKEviO IKEV20 00 0000000000000

ocnoon
IKEv1 IKEv2
ISAKMP SA IKE_SA
IPsec SA CHILD_SA

o Main/Aggressive/Quick modeO0 O OO OO
Main/Aggressive/Quick mode 0 00000000 O OO O IKE_SA_INITO IKE_AUTHO CREATE_CHILD SA [
00000000o0o000oooo000ooo0U0o0ooo0ooooo0oDoooooDo

o Aggressive Mode O [0 O
O0O0Opre-shared-key0 000 IDO00O0O0O0OO0OO00O0OOOOOOOOOO0O IKEAUTHOOO
address0 0000000000 O0ODODOOOODOO

o lifetime, rekeyO OO OO OOO
O4.RekeydD OO OOOOOOODO

o SAO lifetime O negotiationd O O
IKEv2O0 O OOOOOoOoOO lifetimeODOO0ODO0OO0OOO0O0DOOOOO lifetimed SAODDOOOOODO
O000000O0O0Orekeyd O responder O initiator D0 000000000 ODOOOO

o IKE_SAO IPSEC_SADO O ODOODOO

IKEv20O O O IKE_SAD lifetime OO OO IKESAOOOODOOOOODDODO IKE.SAODOOOODOO
gcHILD. SAD D OOonDoooo

IKEVIO O O ISAKMP SAD IPsec SAOD DO ODODOOOOOOISAKMP SAD lifetimeODOOOOODOOOO
O IPsec SADODOOOOOOO

orekeyOODOOOSAOODOOSAODODOODOOODOO

IKEv2O O OrekeyO O OO SAUODODOOOOOODO SADOODOOOODOOSADOODOOOOO
IKEviOOOrekeyOOODO SAOOODOOOOODOOOOODOOO SAO lifetimedDOOODOODOODO
gboooooobgn
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IKEviO IKEv2O0 OO O0O0oooooooooooogon

ooo IKEv1 IKEv2
set route o o@oooono)
set priority ° x (OO000)
ISAKMP backup o o@ooooo)
XAUTH o -
X.509 o o
PSK o o
O

gorpOOPSKD OO

(mainmode0 OO O ODODOOODOO
OO0O0DooopskdOO)

Multiple authentication

0@oooon)

EAP-MDS

e}

EAP-RADIUS

o (serverll)

1Pvel] [

O

route based IPsec

e}

policy based IPsec

O

MOBIKE

o(0O00D00D)

DPD

e}

Hold SA

O

NAT-Traversal

o (@OOD0)
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IKEv2 Protocol

2. IKev2ODOOO

IKEv2O OO DOOOOoOooOooOooOoODOoOOnIKE_SAINITO IKEAUTHOODOOOOOODOOO
ooooboobobooobobobooobon

o IKE_SA_INIT

IKESAOOOODOODOOOOO negotiationO OO OIKE_SAO O OO OO O RequestOresponsed 0O
Jd@@obOooo)yooooobobgoboobooboooooobooogobobooooboobobuoooo
ooooooooooooooooo

o IKE_AUTH
IKESADDDOODOODOO0OO0OO0O000000000000000 CHILD SADD DO O OO negotiationD
OO OCHILD SADD DO OO ORequestd response 1 000 (20000)0000000

o CREATE_CHILD_SA
IKE SA_INITO IKE AUTHO O OO OO0O0O00O000000 IKESADOOO CHILD SADDOOOO00O0
oooooo

o INFORMATIONAL

IKESADDOUODOOOO0OD0OOO0OOO0ODOIKESADO OO INFORVATIONALO DO OODODOOODOD
O0ORequestdresponse 0 000 QOODOOHYDOOOOOOO

IKEvIO OO INFORMATIONALO OO OO OODODOOOOD O IKEv2O O requestd response 0 00 00O
ooooo
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IKEv2 Protocol

3. gooooan
000 IKEv20O0D0O0000000OalgorithmODH group0 00000

Pre-shared key[] [J
DigitalJ O O O RSA(X.509)
EAP-MDS

EAP-RADIUS

3DES-CBC

DES-CBC
AES128/192/256-CBC

NULL

HMAC-MD5-96

HMAC-SHA1-96
HMAC-SHA256-128
HMAC-SHA384-192
HMAC-SHA512-256

NULL(CO O O 0O ) OCHILD_SAD O O
PRF-HMAC-MD5
PRF-HMAC-SHA1
PRF-HVMAC-SHA-256
PRF-HVMAC-SHA-384
PRF-HMAC-SHA512

DH Group1(MODP768)

DH Group2(MODP1024)

DH Group5(MODP1536)

DH Group14(MODP2048)

DH Group15(MODP3072)

DH Group16(MODP4096)

DH Groupl7(MODP6144)

DH GroupO O O (PFSO OO0 O)

gooo

Encryption Algorithm

Hash Algorithm

PRF Algorithm
(HashO O O AlgorithmO O O0)

DH Group(PFSO O O O 0)

OO0OIKEv2O CHILD. SAODOUOOOPFSOODOOODH groupd OO phasel DO O OOOOOOOOOO
oboooopsOboooobooonon
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IKEv2 Protocol

3. EAP-RADIUSO O

IPsec clientOd O O EAP message [0 ONXRO O RADIUS message 0 O O OO O O ORADIUS server 0 OO
ooooooooooooo

RADIUS serverU O 00O 0ODOOODOO timeoutd 200retry0 0000 3000 Oretryd O timeout
O01000000

3.1 RADIUS serverd QO

Account 0 O O O O RADIUS server O IP addressJUDP port0 OO OO0 (secret)J 00O OO0OODO
oooo

UDP portd 00O defaultD 0181200 00WebO OO OOODO radius port0 000000 0ODOOOO
coooooo

3.2 NAS-identifier AttributeO O
USERO O ODOOO0ODOO0@0000)0000000000000Default0 000 -1Psec(ex.NXR120-
IPsec)0 0 O

ooooooo ipsec eap radius (A.B.C.D|X:X::X:X) password (|hidden) WORD
(Jport <1-65535>) (|nas-identifier WORD)

O no O no ipsec eap radius (JA.B.C.D|X:X::X:X)

oooooogd  global nodeO0 0 OO0OO0O
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IKEv2 Protocol

4. Rekey
4.1 IKEvl O Rekey
O ISAKMP/1Psec SAO lifetime(hard timer) DD OO0 OO0 OO DO OO Defaultd O ISAKMP SAT
10800[sec] IPsec SATI 3600[sec]0 0 00O OD0ODOOOOOSADODODOOODO
O Rekey O soft timer O Omargin increased-ratio0 000000000 OMarginO O lifetime O O
O000O0OOD rekeyOOOODOOOOODOODOOOOOIlNcreased-ratiod 0 Omargind0 0000
0oooooowbhoooooo
ooooooo rekey margin <30-360> (increased-ratio <0-100>])
oo O oo no rekey margin
ooooood
Oipsec isakmp policy node0 000000
Joo0ooooogdoseft timer0 000000000000 OD0ODOOO0OO Soft timer0000O
oood
minimum soft timer = lifetime - margin
maximum soft timer = lifetime - (margin + margin X increased-ratio/100)
Odefault O O Omargin 0 270secd increased-ratio ] 100% 000000 00O lifetimed O 2700
540sec0 00000000 O0OO0OOO0DOOOODODOResponder D0 00Osoft timer O Omargin/20 0O
000000D0oooOgO0dinitiator000 rekey0 0000000 OD0OODOO
Oincreased-ratio0 00 00000 soft timer 00000000000 O0O0ODODOOODOODOOO
dooodooooopooopoooooooooooo

4.1 IKEv2 O Rekey

IKEv2 O O O IKEv1 O Rekey O O O O 0O O packet O O O O sequence number(4294967295)0 90[%]0 O O
OO0 rekeyO OO OOO
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Firmware update

1. Firmware O replace

NXROOOOODOcCLICOOoeUIDOOfirmareDOO0O00O0O0O0OO0O0O0O0CFIimwared 000
OO0O0O0 protocolDOOODOOOOODOO

o HTTP(GUI)
00000000 -eUID0000000000

o SSH/FTP(CLI)
SSHOOO /FPOOODOODOO firmwareD OO0 OO0ODOSSHO OO O Ouser d O passwordd firmware O
00000@oOOoOoD)YOoOooDOoDOODOFTPODanonymous 1 000 0O00O0OOCODOODO0O
oopoooog
firmware update ssh://<user@(A.B.C.D|X:X::X:X)>/FILENAME (]source A.B.C.D|X:X::X:X) (Jno-boot)
firmware update ftp://<A.B.C.D|X:X::X:X>/FILENAME (]source A.B.C.D|X:X::X:X) (Jno-boot)
oooooog
oooooooooooooooooooog
gssHO 0000000000000 00O0bO00D0ooD0ooo0ooOOobO0booDOooDOoooDooDo
O ssh://user@A.B.C.D/FILENAMEC 0 02200000000 0O OO =ssh://user@A.B.C.D:22/FILENAMELT]
- IPv4  ssh://user@A.B.C.D:port/FILENAME
- IPv6  ssh://[user@X:X::X:X]:port/FILENAME
Ono-boot 0000000000 DOODOOODOODOOODODODOOODOODDONXR-230/C0O0OMM

o copy(CLI)
00o00Do0oooog firmware0d 0000000

ooooooo firmware update (diskO:FILENAME]|diskl:FILENAME) (]no-boot)
ooooooo

Ono-boot 00000000000 DOOCOOOOOOOCOOODOOOODOOONXR-230/CO0OMM

401



Firmware update

1.1 Firmware update 0 O serviceO OO

NXR-125/CX00 NXR-130/C(ISDNO 0 00 0O 0 O O O O )T NXR-155/C-WMO NXR-155/C-XW 0 0 O NXR-230/C O
OOfirmware update 0D 00000000 D0O0ODOOOOOODOOODOODOOODOOOOOODOOOO
goooboboooobobooobboooo
gooooNROOOUOOODDOOOOOOoDbObObO0ooooobobboooooooo
ONXR-230/CO0000000D000O0O0O0O0O0O0O0O0O0O0O0O0O0O0O0O0O000O0ODOO0ODODONXR-230/
ciOO00dnDOooDOoDbOOoDoO0mMOonoKoOoD flashDOOODOODOOODOODOOOOOODOOOO
gooboooooboboooon

Firmvare update0 O 0000 O0O0O0OO00O0O
nxri125#firmware update disk0:nxr125-v581.bin

[ ] 100% DECODE
Proceed with update? [(y)es/(b)ackgroud/(r)eserve/(n)o]: b  ----- 0
Unsaved configuration changes exist. Save Flash? [y/n]:y  ---—-- 0

After the firmware is updated, it reboots...

Firmware update is being exXecUted. ... ..o et e e c et aeceaeecanaanaaaaaaannn
Finished the firmware update, it reboots...  --———- O

O Firmare update0 O 00000000000 O0OOODOODOOOOODOOOO
000000000000 0oooooooo0yoDooooooo
00000oo0oooooooooooooooooogphoooonooon
0000000000000 o0oo00o0o0oo0o0ooD00o0oo00ooooooor]ooon
oooo
000000000ooo00o0oooo0ondI0OO0OUooOO
0000000000000 o0ooo000ooo0o0ooo0ooooooooooooooooon

000000000Do000oDoo0U0o0o0000oDoo000DoOo0o0ooDOoooooDOoon
ooooo

O 0000000ooo000oo0o000oooooooooooooooooooooooooon
OO0000ymooooOooooondOoooogo

O firmwvare update 0 O 0000000 O0ODOOOOOODOOOO
O00Mr0d0O0000000000000D0O00000000000000O0O00O0O0OO0O00n
ooo
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Firmware update

1.2 Firmware update 0 OO OO0 /700

000000000000 0D0O0Ofirmware update0J 0000000000000 O0O0ODOO
ocLi/cuioooooooog

ocLi/cui/OMSO O OODOOOO

OCLI/GUI/CMS O O O Firmware update

goli/NSO OO DOOOO

ocLioooooooo/o0n

geuloOooOoo@uUIDOD0ODDOUOog flashOOODOOOOOOODOOO)

1.3 Firmware updateO0 OO O OO
v5.8.1000 versionO OO Ffirmware update 0 0000000000000 O0DOOOO

1.4 Firmware update/downdate 0 00O 0O

FirmmareD OO OO OO0OOOQO startup-configd versionO firmwareD versionD 00000000
0000000000000 0DOO00000DoOo0O0dOOupdated d O downdated O OO OO
OO000ooooooXMOoopDoooooooooooo@ooooooooo)o

(1) update O

running-configD 0 O 0 0O firmware versionD 0000 format0 0000000000 0O0OOO
startup-configD 00O OOO0O0O0OOOO versionOOOOOMMIDOOODOOUSERO (save config
O000)startup-configd 0O 000 0ODOOOstartup-config version0 0D OO0 000000 OOO

(2) downdate O

startup-configd firmwared versionJ OO0 O0O0O0O0OO configl D OOOODOOOOOOODOO
coooooodoooogooobooooobboooooboboOooooooobooDoooooObUOobOo
ddo0oodoUdoooooooxwLooooooouoooooooooooooom
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Netevent OO O

Netevent O [

USERO O ODOO0ODO0D0D0OO0DO0O0ODO0O0DOO0DOOPPPODOODOO IPsec SAO OO OVRRP priority
doodboooooboooooooooon

Track object 0D 0000000 OtrackODO OO upO0 00000 OD0O0ODOOOOeventdOODO
down(D OO uwp)DOODOODOOO0OO0OO0 trackODOOOODOO0Oaction0O00000O0O0DOOOOOO
event downJ 0000000000000 0OO0DODOOactionOOOO0OO0OO0OODOOO down actionld
goooodoo

1. 0000 (track object)O O O
11000000000
ooooooOooooOoobooooooo
Ointerface linkOD O OO
interfaced linkO O (up/down)0 00000 OKeepaliveO OO OOOOO0O interfaced 000
OO0Nink dowsnO0O0OO00O0OkeepaliveOODOOOOOOOOOODOOPPPO tunnel interfaced 00O
Ointerface0 00 /00000000O0O0O0OOO0OOOOOOOODOOOO
OIKE SAODO OO
IKE SAOD O (up/down)D 0 O00O0OOO
O ping/ping6 O O
ping/ping6 0 0 000 hostd O ip reachability0 OO0 O OO0
OVRRPO O OO
master O 0 backup/init0 0000000 backup/initd0 0 master0 0000000000
O OSPF neighbor O O
0000 router-id0 0 neighbor0 000000 state0 000000 O0OOO
0 BGP peerd O
0000 peer ipd0 neighbor0 000000 state0 0000000000

1.20000000000

0000000000 trackOOD0OOO0ODODOOaction0O00O00D0ODOOODOO
O00OtrackDOOOOactionD 000000000 0OO00OOactiond 000000 OO00OODOODOO
O0actionupd0 D 0O0OD0O0O0OO0OO0DOOOOODOOPPP interfacel J 0O OactionO OO connectd O
0000000000000 0oooooooooood (auto-connectd 00O O0OOO)O

1.3 ip/ipv6 reachabilityO O QOO

ip/ipv6 reachability 0 00O 0O OO icmp/icmpv6 echo request/reply packet 0 DO 0O OO 0O
OPing O timeout O O 10sec 0 O O
OPing0D 0000000 retry00000000000D0O0OODOOPINGDOO0O0ODOOecho
request0 000000 echo request0000000000000Oecho reply0 000000000
Otimer000000000D00O00DOOOO
Oip reachabilityO 00000 interface00000000O000OOO
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Netevent I O

1.4 Recovery delay timerd O
ip/ipv6 reachabilityd ospf/bgp neighbor interface linkO isakmp OO OO OO OOOODO (event
wpOODO0OO00O)oOOoOODOuwdOOactionDOOOOOOOdelayDODOOOO0OO0OODOOOO
Delay timer0 0000000 OODOtrackd down state0 00000000000 checkOOOODOO
good
ODelay timer OO 00O event down O retry OO OO0 OO OO Odelay timer O cancel OO0 OO
ODelay timer O timeoutJ OO Oevent upd actionD OO0 OO0OOOOOODOO ip/ipve
reachability check OO OO Odelay timerO0 OO0 OO00OO0O ip reachability fail countO 00 O
O000OOactionODOOODOOO reachability check OO OO OODOO

1.5 00 trackO O
neteventD 0000000000000 trackDODODOODODOOOooptiond0000O000OODOOO
0000 trackOOODOip/ipve reachabilityD 00O D0OOO0OO0OOO0ODOO
<00 trackODOODODOODOO option>
O payload-length
ping/ping6 0 0 O O size(icmp header 0000 0)DOODOOOOOODOOOODefaultd O 56byte
ooo
ooooo
0000000000 ping/pingé OKOOOOOODOOOOOOODOOODefaultdO1000
ORTT
ping/ping6 requestD 0 OO0 O0OOreply00000OOOODOO (Round trip time)J OO OO0
000000000000 reply0000000rttdelay0 00000000 (reply0 00000
O0)Ortt statusO downOD OO0 OO0 ODefaultO O ORTTOOOOOOOOOOO
ORTT delayd O
RTT status downOD 00000000 COOOOODefault0O30000O
ORTT normal O O
RTT status upO0 0000000 ret 000000 ODefault0 030000
ODF
IPvAOOO0O00OD00000000000ODefaultdOODFO setd 0000
OTTL/hop-limit
TTL(IPv6:hoplimit)D OO0 OO O ODefaultd Osystemd TTLO (64)0 setO0 OO0 OO
Omonitor-log
monitor-logO OO loggingD O OO OOOOOODOOOODefaultO OO OnO
O interval variable mode (0 O

ping/ping D 00 0O0O0Oping error 00000000000 OCOODOO0OOOODefaultdOO
ooo

406



Netevent O O

1.5.1 RTT status

RTTOOODOOOODOO

ORTTOODODOODOODOORTTdelayD OODOODODODOOrtt statusO down O OO ORTT normal
0000000000 0OuwpOOODODDOOOO0ODOCDefaultD upOO0Ortt statusOOOO0D0OOOO
action0O0O00OODODOO
CO0OOpingONCOODOOCOOODOrttOO0 /000000000 reset00000O0O0ODO track
OdownOOODO rtt statusO NITODOOODOODODO

1.5.2 Interval variable mode

ip/ipv6 reachability0 0000000000 interval 000000000 O0OOOO modeO OO0

O00O0trackDOOOO0OO interval 00000000 ODefault0 000000

Otrack upO0 OO ping fail OO0 0000 QiInterval 00000000000 DODOODOOOOOODO
oooooooo

O0000D0iInterval DODOO0ODOOOODOOOOOping/pinge0 0 000000000000O00O0O
ooooo

o interval OO ODODO
Interval DO O00O0OO0O0O0OCOO0ODOOCOOInterval0000O0O 10sec00000O00OO0O0ODO 100
0000000000 010secO0Od0DOOOOnO

v_interval = (interval/2"fail_cnt)0 20 000)

Ov_interval : O0O0OO interval

Ointerval : OO0O0O0OOO interval

Ofail_cent : OO0 ping failDOD0OODO

o[ trackODOOO interval D OO DO

trackOOO interval OO0 O0O0O0OOOODOCOO
Otrack upO ping OKO O OOOinterval OO0 OOD0ODODO
Otrack upO 0O ping faill 000000 v_interval DO 0O0O0OO0O00OOO
Otrack downO OO O0Ofail ent = retry0 0 +100000000 v interval OO0 O0DOODOO
oood
Odelay timerJD0O0O00O00Otrack upOOD0OO0OO0O interval O0OO0O0OOPIng failODOOODO
OOv_ interval DOO0OO0OOO0OO

1.6 Initial timeoutO O

OSPF/BGP4 0 neighbor 0 0 O 00O interface linkDOOOOOOOOO trackO OO mnitd 00000

trackDOOO0O0OOD0OO0OO0OODOOOOODOODOO
Oneighbor0 00 (@ OO0 interface link up)DO0D0OD0O0OO0O0O track up0O00OD0OODO
Oneighbor0 00000000 @MOOO interface link down)J 0000 O0O00O0O track down O O
0000000000000 Oianitial timeoutd timeout O O O O 0SPF/BGP4 0 O /interface O O
00000000 downODOOOO0OOO0OO00OO0ODOOOOtrack downO 00 00O OOdown actionO O
goooo
Onitial timeoutd Odefault 0000000000 defaultO initial timeoutd O 180sec O O O
OO0 initial timeout0 00100 3600sec0 0000 O0O0O0OOOOODOOO
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Netevent OO O

1.7 Interface ethernet0 0000
EthernetO OO ODOOOO0OO0O0OD00O trackODOOOOODODODO trackOODO (EthernetDODOODO
000000 uw/down)DOOOOOOOOO
Olink upO
OO0 track up00dO0O00OO0O
O link down O
- initial-timeout DO O0O0OOO0OOOInitial-timeout0OO0O0O00OCOO0O0O0OwpOOODOOOO
OdownOOOOOODO

- initial-timeout 0000000010000 000D0CO00OO0O0OOuwpOOOOO0O downOOO
gogono
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Netevent O O

2 actionO OO
2.1 00000 action
Jd000OD0actiond 00000000000 ODOOODODOODOOODOODOOOOOOO
OVRRP Priority0 00000000 O0DOOODODOO

000000 (interaface node)0 0 OO0 OO0

vrrp ip <vrrpid:1-255> netevent <trackid:1-255> priority <1-254>
O IPsec tunnel DO 0O /00 /000 GsakmpO0 0O O OO) DO OOOODOOODOO

000000 (ipsec isakmp policy node)D OO O OO0

netevent <trackid:1-255> (connect|disconnect]|reconnect)
OpPPPOODO/0000D000DODOODODO

000000 (interface ppp node)d OO OOOO

netevent <trackid:1-255> (connect]disconnect)
O Tunnel interfaced up/down 0 000 0O00OO00OOO

O0O00000d(interface tunnel node)D OO O OO0

netevent <trackid:1-255> (connect]disconnect)
O L2TPv3 tunnel O O O (PPPO interface linkO OO OO O)ODOOOOODOOOOO

OO0O0oOoO2tpvd tunnel node)d 0D OOOOO

netevent <trackid:1-255> disconnect
O IPsec local policyD OO OODOOOOODOODOO

000000 (ipsec isakmp policy node)D OO O OO0

local policy <policy:1-255> netevent <trackid:1-255> change <local _policy:1-255>
O IPsec isakmp policyO 0 OO DO OOOOO0OOOOO

000000 (ipsec tunnel policy node)D 0D OO0 OO0

set key-exchange isakmp <1-65535> netevent <trackid:1-255> change isakmp <1-65535>
0ooo0oooooooooooooood

Ooooodglobal node) OO OOOd

system netevent (<1-255>]<2048-4095>) restart
OwiMXOOODOODooDoooooooobooo

OoOogDod((global node)DODOOODODO

wimax <0-0> netevent (<1-255>]|<2048-4095>) reset
0ooodboooDooooooooooooooooog

Ooooodglobal node) OO OOOd

mobile <0-2> netevent (<1-255>]<2048-4095>) reset
0 BGP advertise-route 0 000 /0000000000D0ODO0O

000000 (gp node)dOO0OO4OO

netevent <trackid:1-255> advertise-stop
O IPv4 static route0 000 /000000000000 0O0O

Ooooodglobal node) OO OOOd

ip route A.B.C.D/M (<gateway:E.F.G.H>] INTERFACE|null) (]<distance:1-255>)

(|netevent <trackid:1-255> (active]inactive))
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Netevent O O

00000000 eentJ 000000000000 DODODO0000ODO0O00ODOODOOODO eventd
OO000OO0000DOO0o00OoOoOoU00DoOo00oDOO0UbODOOoUOOOOOmester000OODOO
ooooooogooo

interface ethernet 0

ip address 192.168.0.254/24

vrrp ip 1 address 192.168.0.1

vrrp ip 1 netevent 1 priority 10

1

track 1 vrrp ip 1 interface ethernet 0
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2.2 Reconnect action
ISAKMP policy 0 O actionO OO Oreconnect D 00000000 DOOOOreconnect0 00 O0OO0O0O
event down [0 detect 0 0 O IKE/IPsec SAO O OO OO negotiationD OO0 OO0 Oevent upd 000
oooooooo
ooooood netevent <trackid:1-255> (connect|disconnect|reconnect)

netevent <trackid:2048-4095> (connect]disconnect]reconnect)
g no d no netevent

2.3 Change action

IPsec isakmp policy O local policyd O 0O 00O IPsec tunnel policy O set key-exchange O O O
OO00000OO0O00d000 actionO OO

IPsec isakmp/tunnel OO O OO local policy/isakmp policyd trackDO OO OD0OOOOODOODOO
000000000000 O0O0O0DOO100 IpsecO0D0O0d main/backupd 00 O0O0O0ODOOCOOO
00000 IPsec isakmp policy O O local policyO changeO OO OOOOO0OPSKOODOOODOO
oooooompooooompoooo ibobocogoooogo

000 Oipsec isakmp policy node/ipsec tunnel policy node O O change actionD OO OO0 OO0
od

2.4 Restart action
00o00dooooodoo0OddownOOOOODOODOOOOODOOOODOOO0ODOOwOOOOODOOOO
oo

ooooooo system netevent (<1-255>]<2048-4095>) restart

g no d no system netevent

2.5 Reset action
00o00dooooooOddownOOOOOWIMAXOOODOODODODOOOODOOOODODODODOODOO
wpOoooooooooo
ooooooo wimax <0-0> netevent (<1-255>]<2048-4095>) reset

mobile <0-2> netevent (<1-255>]<2048-4095>) reset
O no O no wimax <0-0> netevent

2.6 actionOOOOOO
ActionO OO 0O Otrack objectOD O OO0 downO OO0 actionOD OO0 OOOO

2.7 actionO0OOOO0O
ActionO OOOOOO moduleO0 OO0 netevent 0D 00000000000 OOOOOActionO0OO0O

gboooboobgoobobooo
3000000000000 eventOOOO actionOO0O

000000000000 trackO 0000000 DOO0OO0OO0OO0OOOOODDODOOOOOOODODOO
OeventOOO actionO0 000000
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VRRP

O00000D00OD0O0O0O0OVRRP(Virtual Router Redundancy Protocol) DO OO ODOODODO

OVRRPOOODOONMACOODOOOORCODODOOODOO O MAC(00-00-5e-00-01-VRID)D O O O O MAC
googovRRPOOUODOODODOODOOOOO0ODONRDO XROOVRRPOODOODOODOOXROO
gmacoonooonooonod
OVRRPOOOOODOOCOOODOOOODEthernetDO00O0O0DOOOOODOO

1 VRRPV2

OVRRPV2(RFC3768) 00 00O OOOO

gompvaOOOOoooomwpvadOOODOODOOOP address owner)D OO0 O0O0O0OO0OOOOOODOO
ompv4ad00OD00oOooomiv4aOOOooO@uooomwpvdooooooo)oooooooooooooo
goooooogn

1.1 0000000000000
UVRRPOODODOODODOODOOODIPMADOODOODOOODOODOOIvAOODODOOODOODOO
gooobooboboobobogoo

1.2 00000000DO0O00ODOOQ@IPOVRRPOODO)
gripO0DO0D0O0O0OOOVRRPOODOODODOODODOOOOOIPODOODRIPODOODODOO
gbooobobobooboboboooobo

1.3 Proxy ARPOODODOODOO
UVRRPOD DO OODOO0ODOO0DODOOO0ODOOOproxy ARPOOODOODOOODODO

1.4 ICMP redirect0 0 00O
OVRRPOOOOOOOODOOOOOOOODODOICMP redirect000O0O0OOO

1.5 ARP RequestO O OO OO

Oo0O0IPvaOD00O0O0O0ODOARP RequestD OO ODOOOMACODOOOOODOODODOD IPV4AOO
UO0OO0OO0OARP RequestD DO OO NMACOOODODDOO
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l.6 00 IPOO0DO0ODOOOOOO

OVRRPO OO ODODOODODODODOOVRRPOODODOODODOOOO IPOOOOWIPDOODOOOODOOOOO
O0o0oo0OovIPOOODODOOOOOOVIPOOOOODOOOOOOOOOVRRPOODOOOOOOODOO
00000 policy routing tableOD OO O0OO0OO
OoO0ooooowrPO000D0OO000D0D0O0O0OoO0OMACODODODODOOOooONACOO0ODDOD

OCOO0OOVRRPODOOOUOODOCOOODOOOODOEthernetD000O0ODOOOOODODOOOODO
oooooon

1.6.1 VRRROODOODODOO

OVRRPOOOOOODO(@UODOOOODOOOO)Y ODOOOOVRRPOOOOOODODOODOODOOO
OO00000000VRRPOODOODOOOODDOOODOOOOODOODOODDOOODODODOOOODO
oood
OVRRPOODOOODODOO0ODOO0ODODODOOOEthernet00000000DDOO0OODDOODODOOO
OOVRRPODOOOOODO EthernetOD 0 0OOODOOOOarp queue lengthO 1000000000
VRRPO OO OODOODO arp queue lengthd 10000000000

ip icmp mask-reply

ip arp queue length

ip arp reachable-time
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2 VRRP Tracking

0000000 IPsec SADODODODOOODOODOODOOODOODOOOODOOOO0OO0O VRRP
O priority0 000000000000000000000000000O00O00O00O000
00000000000000 IPsec SAODOOOO0DO0OOO0ODOO0OOVRRP priority0 00000
OD0000Netevent0 000000000000

3. VRRP EventO O

OVRRPO O UODOOOOODOODOOOOODOOOOOOOOOPPPODOODODOO IPsec SADDDOODOOO
oo

oobooooboboooouoboooobooooprPPOODOn IPsec SAUDOOOOODOOO
gboooooovRrRPOOODOOODDOOODOODOODODO

4 Preempt O O

OPreempt 0 0000 0000000000000 0000D00000D00000O0000000000O
0Oooooo0

- Preempt 0 0000000000000 00000D0000000O00000000000O

- Preempt 0 00000 Dpriority000000000000000000000000000000
0000000000000000000000000

4.1 Preempt delay OO
OPreempt0 000000000000 DOOO0OODO0OODODO0OO advertised 0000000
0000000000000 CO000DOCO000DO000DOOOOOdelayd 0 OO10O 1000(0)
oooooo@ooyoooo
OPreempt delay0 00000000000 O0ODOOOOO0ODOOOO0ODOOOO0ODOOOODOOOOO
ooooo
o JOODOOOOOO
- master down timer00 OO0 delay timerUDOO000OD00O0ODO advertiseDO0O0OD0OOOOODO
ooooooogod
- 00000000000 advertise0 0000000000000 DOOOODODOOODODO
(delay timer0 00 O0O00DOOCOOOOOOO)O
- 00000000000 advertise JO0O0DOOO0OO0OOOOOdelay timerO OO OODO delay
timer0 00O Omaster down timer0 00000000000 Odelay OODOOOOOOOOOO
advertise D00 0O00O0ODO0O0ODOODOODOOODO (delay timer 00000 0O)O
o JOODOOOO
- 00000000000 advertise000000000DOO00O0ODODOO0OOODOOOO
- 00000000000 advertiseJO0OOOOODOadvertiseD0O0O0O0O@OODOOOOODO
oo0oooooog)o

415



O VLAN



oo

HOOOOOOOOOOOOOOO

OOVLANO O

ooooOo0O0O0OO0OoOo0veAaNono
000000000000 NRONXRI2S 000 NR-1550000VIANODOOODOOO0O0O00000000
00000 Ether000001040000000000(CCPYOODO

m 0O0O0O0O VLAN ID(PVID)

goooogn

OO0O00OoOoOoOoooovVvLAN IpPviD)OOOoooooooogooo

OO0oDO0oooopviDODOODOODOOODOODOO IEEES02.100 O (VLANDOHDO VLAN IDODODOO

gooogo

obooooobooobobDboOoboobooooogepevib=lOviIANOODOODO

goooooad
goooooad
0 no 0
goooooad

switchport (<1-4>|router) default-vlan-id <1-4094>
switchport (<1-4>|router) default-vlan-id 1

no switchport (<1-4>|router) default-vlan-id
00000000000 interface ethernet 0000000000

m 0J00000000000000

goooooo

goooboobobooboobooooboboobooboobobboobooboooboDboo
gooboobobobooboobooboboobooboobooviANODODoboobooboo
gboooboooobboboboboobovisNDobooboobooboobuoobgooooboo
oboobooobobooooboboooboboboooo
gbooboobgoboboobooboobobooboviaNOoOoboobooooooobgoobonoo
0000ob0o0ob0obo0obo0obob0o0ob00o0obOoOobOPYVIDOVLAN IDODOOVLANDOODODO
gooobgoobobooboooon

goooodoo
ooooooo
0 no 0
ooooooo

switchport (<1-4>|router) link (access]|trunk)

switchport (<1-4>|router) link access

no switchport (<1-4>|router) link

00000000000 interface ethernet 00O O OODOOOO

m ViANOOOOOO

goooooad
goooooad
goooooad
0 no 0
goooooad

D00000000O00OO0OVLAN IDODO0D00O0Od
vlan-database vid <1-4094>

no vlan-database

no vlan-database (|vid <1-4094>)

00000000000 interface ethernet 00O O OOOOOO

m VLAN IDOOOOOO

ooooooo
goooodoo
goooooo
0 no 0
ooooooo

0000000000000 VLAN IDO00ODD O (tagged/untagged)D 0000 OO0
switchport (<1-4>|router) vlan <1-4094> (tagged]untagged)

switchport (<1-4>|router) vlan 1 untagged

no switchport (<1-4>|router) vlan (](1-4094)>

00000000000 interface ethernet 00O O OODOOOO
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OO0 HOOOOOOOOOOoOOOOoOO

OoOVLANO O

= ViANOOOOOOOOOOO

oooooon VLAN IDO 0O Otagged/untagged 0 000000000000 O0OOODOOOOO
ooooooo show interface vlan-database

ooooooo view nodeJ 000000000 ODOO

m JO0O00000OO00O00O0
ooooooo

Jooo0ooooboooOobOobgbOoOoVIAN IDObO0oboobo/O00O0o0OoboobOoDbOobDO
gogd

ooooooo show interface switchport
OOoOooooo  viewnodeDOOOODOOODOOOOOO
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OO0 HOOOOOOOOOOODOOoOO

OO00O00000 VLAN

oo0O000 VLAN
gooobogviANDOOoDboobo

m JO00O0000O0Od

O VLANI(Portl O Port2)d O O VLAN2(Port3T Port4)0 200 VIANO OO OODOOOOO

gooviANODOOoobooooobooooobviANDObDoobgoobooeciopP200obooboonon
pCIOPC3ODOOODOOOO

gpC3f P40 0D O0ODODODOODOODbOODbPAADPC2O0D0O0DOOODOODOODOODO

OPC30O PCAODHCP ClientO O ODOOCOOODOOPCIOPC2OOCDHCPOOOOOODOOOOODOOO
00000000 VLANL OORouter Port(CPD O OO0OODOOOOOOOODOOOOODOOOM

DHCP Server: 192, 168.0.0/24

Router Port

VLAN 2

1 2 3 4

VLANT jethernetd VLANZ ethernetl
192 168. 0. 0.4

H| PC2 PC3
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OO0 HOOOOOOOOOOODOOoOO

OOO0O00000 VLAN

m 0O (OO) m 0JO0O0

interface ethernet 0 nxr125#show interface vlan-database

ip address 192.168.0.125/24 ethernet0

switchport 3 default-vlan-id 2 VLAN ID 1

no switchport 3 vlan 1 Untagged:portl,port2

switchport 3 vlan 2 untagged Tagged:n/a

switchport 4 default-vlan-id 2 VLAN ID 2

no switchport 4 vlan 1 Untagged:port3,port4, router

switchport 4 vlan 2 untagged Tagged:n/a

switchport router default-vlan-id 2

no switchport router vlan 1 nxr125#show interface switchport

switchport router vlan 2 untagged ethernet0

vlan-database vid 1 portl Default VLAN ID:1  Access link
vlan-database vid 2 port2 Default VLAN ID:1 Access link
! port3 Default VLAN ID:2 Access link
interface ethernet 1 port4 Default VLAN ID:2  Access link
ip address 172.16.77.125/24 router Default VLAN ID:2 Access link

ip masquerade

!

dns

service enable

address 172.16.77.64

1

dhcp-server 1

network 192.168.0.0/24 range 192.168.0.1 192.168.0.10
gateway 192.168.0.125
dns-server 192.168.0.125

!

ip route 0.0.0.0/0 172.16.77.64
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OO0 HOOOOOOOOOOODOOoOO

0000000 VLAN

00000 VLAN
D00D0O0VIANOOOOOOO0O

m 00000000
O0O0ovIANOODOODOODODoOoooooDoooooooooooooon
VLAN1(Portl, Port2, Port3, Port4, Router Port)[ VLAN10(Portl [0 Port2)d VLAN20(Port3 [0 Port4)O
000 Multiple Port(Router Port)0 00000
OVLANIOO OO VLAN20O OO O VIAN OO0 0000000000000 VLIAN O0O00ooooood
PCIOPC2O0DOODOOOOOPCIOPCG3OODOODODOO
OPC10O PC40 DHCP ClientO OO OO DHCPO O OO O VLANIOO VIANOO OO D ODOOODOOOOOOO
0000000000000 oooooooooooDbHecPODOODOODODO

DHCP Server: 192 168.0.0/24

Router Port: Multiple Port
YLANTO YLANZO

1 2 3 4

VLANTO Eethernetd VLANZ0 ethernetl
194 168. 0.0

421



OO0 HOOOOOOOOOOoOOOOoOO

OO0O0O0O000 VLAN

m OO (@0O)

interface ethernet 0
ip address 192.168.0.125/24
switchport 1 default-vlan-id 10
switchport 1 vlan 10 untagged
switchport 2 default-vlan-id 10
switchport 2 vlan 10 untagged
switchport 3 default-vlan-id 20
switchport 3 vlan 20 untagged
switchport 4 default-vlan-id 20
switchport 4 vlan 20 untagged
switchport router vlan 10 untagged
switchport router vlan 20 untagged
vlan-database vid 1
vlan-database vid 10
vlan-database vid 20

!

interface ethernet 1
ip address 172.16.77.125/24
ip masquerade

!

dns

service enable
address 172.16.77.64

1

dhcp-server 1

m 0000
nxri125#show interface vlan-database
ethernet0
VLAN ID 1
Untagged:portl,port2,port3,port4, router
Tagged:n/a
VLAN 1D 10
Untagged:portl,port2,router
Tagged:n/a
VLAN ID 20
Untagged:port3,port4,router
Tagged:n/a

nxrl25#show interface switchport

ethernet0
portl Default VLAN ID:10 Access link
port2 Default VLAN ID:10 Access link
port3 Default VLAN ID:20 Access link
port4d Default VLAN ID:20 Access link
router Default VLAN ID:1 Access link

network 192.168.0.0/24 range 192.168.0.1 192.168.0.10

gateway 192.168.0.125
dns-server 192.168.0.125
1

ip route 0.0.0.0/0 172.16.77.64
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OO0 O OOoO0OO0OOOO0OOO00OOo0aO0

OO0O00 VLAN(VLANO OO O)

OO VLAN(VLANO OO O)
O0OVLAN(VLANO OO O)H)Ooooooooo

m OJO0O00OOO
0 VLAN10(Portl O Port2)(d VLAN20(Port3 O Port4) 0O O O VLAN1[Router Port(Trunk Port)]O 0O 0O

gooooo
gboboobgoobobboobooboobobobooboobobooboobooooboevibd

VIAN IDO DO VIANDOODOOODOOooOooooooobooobon

DHCP Server1:VLAN10(10.0. 10.0/24)
DHCP Server2:VLAN20(10.0. 20. 0/24)

Router Port: Trunk Port
WLANTO WLANZO
1 2 3 4
VLANTO Eethernetdl VLANZO ethefnetl

14
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OO0 HIOOOOOOOOOOoOOoOOooOo

OO00 VLAN(VLANO O OO)

s OO0 (@0O)

interface ethernet 0

ip address 192.168.0.125/24
switchport 1 default-vlan-id 10
no switchport 1 vlan 1
switchport 1 vlan 10 untagged
switchport 2 default-vlan-id 10
no switchport 2 vlan 1
switchport 2 vlan 10 untagged
switchport 3 default-vlan-id 20
no switchport 3 vlan 1
switchport 3 vlan 20 untagged
switchport 4 default-vlan-id 20
no switchport 4 vlan 1
switchport 4 vlan 20 untagged
switchport router link trunk
switchport router vlan 10 tagged
switchport router vlan 20 tagged
vlan-database vid 1
vlan-database vid 10
vlan-database vid 20

!

interface ethernet 0 vid 10

ip address 10.0.10.125/24

ip access-group forward-in VLAN10
1

interface ethernet 0 vid 20

ip address 10.0.20.125/24

ip access-group forward-in VLAN20
1

interface ethernet 1

ip address 172.16.77.125/24

ip masquerade

!
dns

service enable

address 172.16.77.64
1

dhcp-server 1

network 10.0.10.0/24 range 10.0.10.1 10.0.10.10
gateway 10.0.10.125

dns-server 10.0.10.125

!

dhcp-server 2

network 10.0.20.0/24 range 10.0.20.1 10.0.20.10
gateway 10.0.20.125

dns-server 10.0.20.125

!

ip route 0.0.0.0/0 172.16.77.64

1

ip access-list VLAN1O deny any 10.0.20.0/24

ip access-list VLAN20 deny any 10.0.10.0/24
!

m O0OO0
nxrl25#show interface vlan-database
ethernetO
VLAN ID 1
Untagged:router
Tagged:n/a
VLAN 1D 10
Untagged:portl,port2
Tagged:router
VLAN 1D 20
Untagged:port3,port4
Tagged:router

nxrl25#show interface switchport

ethernetO
portl Default VLAN ID:10 Access link
port2 Default VLAN ID:10 Access link
port3 Default VLAN ID:20 Access link
port4 Default VLAN ID:20 Access link
router Default VLAN ID:1 Trunk link
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OO0 10cConfigDOOOOO

OOConfigO OO

ConfigO OO
00000 config O running-configd OO OO O OO O configh O startup-configd flashOD OO O
goooooOd0ODconfigdOO0DOOOOOOODOOOODOOOODOOOODORashDOOO
odoooOoooooOoooooooeIODo00oDoo00ooo0ooooooO flashODOOOO
ood
00000 configd running-config OO flashO OO OODOO saved O OO Oview nodeD OO OO0O
OO0000o0oDoOOo0oOooDooOoO00DOOceopydO0O0OOview nodeD 0 O0O00D0OOOOOODOODO
Odod0oooOoOoooooooooooooogooo
-0000 config flashOOOOGOOOd save config
-O0000configdOOD0OOO0OODOODOOODOCcopy config disk0:config.xml

0000 configd OHTTPOGUIO OO DOOODO SSH/FTPOCLIO O ODOOODOOOOODOOODODOOO
gooooooooooooDOoooooooDbooOoOoxweoboobooooooo
00000 configd running-config O OSSH/FTPO OO ODOOOOOOOcopyd O OO DO view nodel
coooooooooooooboooooboooooooooooOoboOoobooboooo
-0000 configD FTPOO OO OO O OO Ocopy config ftp://A.B.C.D/config.xml

m show-configD OO OOO
WLooDoOoDOooOoooooooooOdshow-configDOOCLIOOOOOOOODOOOOOODOODO
000000DO00DDO00dshow configUOOODODO configDOODO0DODOODOODOODO
ggoooboboooooboboboboooooobocubbooooobobbbooooobboboooooo
ggooboooooboobooooboo

Oshow configU OO OOOOOOOOOODOOOOcopyOODOOOview nodel 0 O0O0O0ODOOODO
gboooboboobobooobgoobobobobooboobon

-0OsSSsHOOOOOODOODODOOcopy show-config ssh://user@A.B.C.D/show-config.txt
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OO0 10ConfigdOOOOO

OOConfigO OO

ConfigO OO
ConfigO flash DO ODODOOOOODOODOOOOODO configlO00ODOO0OOODOOODODOOODO
oood
00000 configd running-configD O flash OO OO O0OO0O0O0O0OOOsave D 00O OO view noded O
OO0O000O0C0OC0O000OOO00O0OD0O00O0OconfiglO00O0O0OOCO0OO0ODOOCcopy oo
Oview nodeD000000000D0OCO000ODOO0DOOOO0OOODOO0OOOOOODOOOOOO
-000D0configDODOODOOOODOOO save config
-00000000configDOODOODOO copy disk0:config.xml startup-config

cuUIOOODOO0O0OODO0ODOO0OOOstartup-config DO D0OO0OO0O0O00O0DOOOO configdDOOODO
gooobooogoog

00000 configd running-configd 0000000000000 OO0 configdO0O00OO0OOOO
0000000000000 0000 configDOflashDOOOOOOO0OOUSBOODOOOODOOO
oo

00000000DooooOobDOeconfiglOOOODOOOOODOOOODOOOODOOOODODOOO
ooooooo

OCLIOD configd OOOOOOconfiglOODOOODDODOOUOOOOOODOOOOODOOOOODOO
0000000000000 warning0 0000000000000 O0O0OOOOconfigDOO00ODODO
Oo00doooooooooooooooooooom
nxrl30#copy ssh://guest®192.168.0.1/config.xml startup-config
guest®192.168.0.1"s password:
% Version is not same. continue? [y/n]:

CLIOD configD OO OXMLOODOOCLIDDOODOOO200000000000000GUIO00OO
OO00O0configDOOOODODOOOODO
OCLIO configD OO OOOOOshowdOOODOview node0 0000000000000 O0O0ODODOO
godoopoooooooooooooo
-Xveogogoobgooooo show config xml
show startup-config xml
-CLIDO000O0O0DOODOOoOoonO show config
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OO0 10ConfigDOOOODO

OOConfigOOOODO

ConfigOOQOQOoQO
ConfigUOODOOOOODOOUODODOUOUOODOUOUOODOOODOOOODO
OXML configO O

OlPsec X.5090 000

OssHO OO

XML configD OO0 0000000000 text00O00O0OO0OO0OODODOOODO config-xmld
IPsec X.5000 00000000 Oconfigl 0000000 DOCOOOO0ODOOOODOOOOODOODO
OOOXML config OO X.5090 0000 tar.gzO OO O ODOODODO config.tar.gz[d
Otar.gzOO0OO0OOO0OOCOOcopydOOOOvIew nodeC O allOO0O0OO0O0OOODOOOOODO
gdooooodooooooooooooooo

-tar.gzO OO O0OOOOO copy config diskO:config.tar.gz all

config. tgzO OO OOODOQOODOOOOODOCOOOOODOODOOOOODOOOOO
O config.xml
O ipsec/privates
/cacerts
/certs
/crls
Ossh/USERO /SSHO O O

OO0000C0OtextODOOxmOO0O0Mtar.gz000OX.50900000000000000DO0O0OO

ooooboobbooboobobooobo0obooboobbuobobtar.gzOOOOODOODO
OOOOconfig.xmiCOOODOOOOODOOODOOOOODOOOOODOO
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wiNOOOoOoooao



OgooTAOOOOOO

NXR-155/C-XW O WIN OO0 DOOOOO0DOCOO0O00DOOO0O0O0DOO00oboogcuooooooooon
gogd

otACOOO0OOO
KbDIOOOOO0TAD0D0O000000000000000000000000000

ooooooog

oO0ooooo wiINNOOOOOOOoOOoOoooDOOooooDOooooooooooooooooooo
goooooo register ota mobile <2-2>

ooooogoo view node

ooooooo

ooooooo wiNnOooOoOoOoOoooooooooooooooooooobboooooboo
gooooogo unregister ota mobile <2-2>

oOooooo0Og  view node

oooooooooo
0J0oododOd wiNDOOOOOOOOOoOOoOoOOoooooooooooodooooooooo
goooooo show mobile 2 ota
ooooooo view node
goooooo nxrl55#show mobile 2 ota
OTA status is registered

rRoMOODOOOODOOO
ooooood
gotTA 0D ODoOoOoOokKIODOODOoOooooooooooooooooooooooooooooon
0o0oooooooooo
goooooo show mobile 2 inquiry-number
ooooooo view node
goooooo nxr155#show mobile 2 inquiry-number
Inquiry number : 1234
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gowiNOOOOOOOOOOOO

wiNOoOoooooooooo
wINDOOOOOOOOOOOO0O00O000000000000000
0 RSSIOCINNODODOOOO0O00O00000000000000000

() 0oOoo

() 000O0O0O0O

goooooo
goooogo
goooooo

(3) 0O0O0o
ooooooo
ooooooo
ooooooo

(4) SignalLevel
ooooooo
ooooooo
ooooooo

show mobile 2

view node

nxrl55#show mobile 2
Installation : Attached

Vendor - KDDI

Product . KCMP

Revision :01.74.00.00 DOOOOOOOO
IMEI : 8KYKG008811 DO OO OO

show mobile 2 phone-number

view node

nxrl155#show mobile 2 phone-number
PhoneNumber : 09011112222

show mobile 2 signal-level

view node

nxrl155#show mobile 2 signal-level
Signal Level : 3

(5) 000000000

gooooboo
goooooo
gboooogo
goooooo

00000 O0O000.0000 90.00010 0 0 0000.0000 180.0000 00 O00O0O0O
show mobile 2 base-station-position

view node

nxrl155#show mobile 2 base-station-position

Lat : 35.704

Lon : 139.544
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goppPPOO

PPP O [0
(D) Mobile DODOOO0OODOOODOODO

Od020000 MobileOOOODOODODOOOODODODODOOOOODOODOOODOOOOWINDODOOO
O0O000oooodybileDOOOODOOO0OOODOOOOODOO

(@ kKbDIowINODOODOOOOoOooo
KDID wINODODOOOoooooboobobooboobuooboobooboboooo

o000oOoO0O0pooooon
OO0O00oDoDoOo0oO00oooooooooooOooboOiadie-timeoutD 0000000 OOOOODO
goopPOODOODOODOOO
gbooobgoooboooNRrOobooboopPOO0D0OD0DOODOO0OO0DODOOODODOODODO
oboobboobooooobooobuoobboboobooboobobDoobooboobobon
gboobooobgo
OO000bOO0000oOobOOOon-demand D0 O00D0OOO0OOOOODOOOODOODOOOODODO
OOO0D0 idle-timeoutD O OO 0OOOOONROOOPPPOOODOOOOODODOOOODOO
gbooobbobobobooboobgoooboobooboobooo

O ppp on-demand
oooooog
0do0oooooooooooooooPrPPODOdDOOODODOODODODOOD idle-timeout O
0000000000000 on-demand0 000000000 ODOODOOODOOODOODOODOPPPODO
0000000ONROO PPPOwpOOODOOOOOOODOOOOPPPOOODOOOOODOOODOODO
godbbrnetevent DO OO0 OO
OMobile/PPPOE/BRIC O D00 DOODO0ODOOOOODOOODOODOODO
OmivAO 0000000000 O00OPPPOODODOOONIPGODODODODOODOM
gL2TPOIPVECPO 0O OO OODOODO0O
oooooog ppp on-demand (PPPODOODOOODODOOOOD
oo nold O no ppp on-demand (PPPO OO ODOOOOODOOOCOOOD
ooooooo interface ppp node
oooooog
00000000 Odon-demand 00000000 OD0ODOO
O00000000on-demand 00000000000 O0OOOOOON-demandd0 O O00OO0O0ODOO0O
oo0oooOowbhoooooooogopPPPOODCODODOD

O idle-timeout OO0 OO OO0O0OPPPOODOOODOOOODO on-demandd0 DO ODOOODO0O
00000000 Odon-demand 00000000 OD0ODOO

000000000 on-demand0 0000000000 Oon-demand0 00 O0O0O0OOO0O
000d0o0obDO0OO0OoOdOooOdconnect ppp 000 neteventO O OO PPPOODOOOOOODOOoN-
demand 000 O0O00OO0O0O0O

oo0DoooIiPOODOODODOPPPPOODODODOODO

432



oopPpPOO

O ppp idle-timeout

Ooooooo

Oldle-timeoutO0 O OOO0OOOO IPOOCOO0OOOOOODOOOOPPPOODOODOOOO on-demand
o0oooooopoooooo

OOn-demand0 0 O0O00D0OCOOODO

O Idle-timeout DO IPOO0O0OOOOOODOOODOODOLCP Echo Request/Reply0 0 OO0 ODOOOIP

O00D0OO0O00oDOoOoOoOoDCidle-timeoutd 00 O0O0O0OO

OO0O0O0O00O0  ppp idle-timeout (]J<sec:30-86400>)

ooooood ppp idle-timeout (= ppp idle-timeout 180)

o0 noO O no ppp idle-timeout (= ppp idle-timeout 180)

oooooog interface ppp node

OJATEOOOOOOOOO
00o00obo0obOoboob0obooobo30oboo30b00obo0bobobobooobDOJATEDODO
gboobooboboobgoobobobooboobbboboboooboooboobooboobooobooobo
O0O0000O0DbJATED0DOODODOODOOOobooobooon

O ppp auto-connect

goooooo

gpPPOO0DO0ODOO0DOODOOO0ODOOO0ODODOOO0ODOOOODODOOOOODOOO

0000000000000 O0O00DOO0O0O0OOd: connect ppp OCDODOCOOOODOOOODOCOO
0ooooooooooo

odooooooooooocorePOdODOOOOOO

JoooooogrpPPO0DDOOOODOODOODOOODDOOOODODOO

OO0000O00O0DO00D0: clear ppp OUOOOOOODOOOODOOOODO

000o0o000ooo0o00oDo00ooo00oooO00ooooDO0ooDooooooDoDOooOooD
oooo

Jod0oooooooooooo0ooooooooo0oooooooooooOooooDOoouooog

odoooooooooooooooooog

oooogooo ppp auto-connect <sec:10-600>

ooooooo ppp auto-connect 60

oo no O no ppp auto-connectJPPPO O OO OODOODOOODOOO

oooooog interface ppp node

gotAO OO

ocTAO0DbObOOO0bOoOobOopPPOOODOODOODODOODOODODODOODOODODO
gooom
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ooo0b0oooo

gooooo

ooooooo
OWINOODOOODOOOCMAOOOOOODOOOOOOoOooONKRROOOOOOODODOO0O0O0O0o0ooo
owINODODODODDOODODOODOOODODOODOOOOOOOOOOOOOOO

gooooog  system clock mobile <2-2>

O No O no system clock

gooooogd  global node

ooooOoooonNtPOO0O0OO
ONTPOOOOO0ODOOOOOOO0ODOOOO0OOOOONTPOO0O00DOOOOODOOOODDOOO
goooooog

o1

O ntp

O service enable

o1

O nxri155(config)#system clock mobile 2

ONTPOODOOO0ODODOOO0OOOO00ODOOOOOONTPOODOO0OODOOO0OOODOOODOODOO
ONTPOOOOOO0ODOOOOOOOOODOOOOODOOOUOOOOOCLIDOOOODOOOO
o1

O ntp

O service enable

O server 1.2.3.4 polling 4 17

o1

O nxri155(config)#system clock mobile 2

0% NTP server is already configured
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ooooooo
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OoOo0 flashOoOOO

gboooogdflashDOODOODOODODOOO
000 flashOOODOOONXR-230/CO 00 NXR-350/CO00O0O0OOO0ODO

0000DCOO0CO0U0O0DoOoO0OoDooOoOoOoDofilash 1000 flash 2000000000000 OOO
gobooboooboooboboobooboooboobobobobDoobDoobooboobobobobooo
gooobobogooooobo

1. 0000000000
goooogoobOoooOobDoooooooOOobobooooooboeli/CLYODODODODOODOODODO
gooooo

nxr230#firmware update disk0:nxr230-v5170.bin
[ ] 100% DECODE
Proceed with update? [(y)es/(r)eserve/(n)o]:

[(y)es/(r)eserve/(n)o]0 30 0000000000000 reserved 00 OCLIOOMM
yOOOONROOOODO((b)ackgroundO OO OO0 OO0 OOONXR-230/CO 0O 0O NXR-350/COO0O00O0O0O
0000000000000 0DO000ooooooooooooooo

2. 000D0OOOOOOOOO

21 0000000000000

firmware update 0 0 000 000000000000 0OO0O00OODOO0OOOOOODOOOOOOO
gocLioon firmware update D D0 O Ono-boot 0000000 OOOOOOOOOOOOOOOO
oooooooooooooogd

gooooog  firmware update disk0:nxr230-v5170.bin no-boot

goooogono  view node

O00oOoOoOoOo no-bootODOOOOOOCLIDOOOOOOOOO

2200000000

000000000000 0000000D0000000000d0Oconfigd 00O mHODODODOO
ooooo

go0ogboog  system boot flash <1-2>

gooooogd  global node
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o000 flashOoOO OO

3. OO config

3.1 00000000 configd O

ooooooo ooooooobobDCconfigOOOOOOODOOODODOOOO
goooooo system config flash:FILENAVME

goooooo global node

goooooo flash:startup.config 0 O O OO Osave config O configD OO OO OO

oooooogd usBOOOOOconfigdOOOD0ODOO
goooooo system config diskO:FILENAME
ooooooo global node

goooogoo pbootupO OO DO OO ODOODOSstartup-config O OO0 O MM
goooooo no system config
ooooooo global node

3.20000configddnn
OO0O0o0O0O0OOconfigdOODOOOOODOOOOODO
O ODOO0O0O0O configd system config O OO DOOO0O
0 show configO OO OO0 OO config
eMsOOOdOoOOshow configD OO configD NXROOODOOOOODOOOOODOOO
0 startup-config
save configD OO O0O0OOOOOOOOOOOOOOOOO
O O0OosbOo0OOnoo initial-configd OO SDOOOOODOO
O Firmwared OO initial-config
eth0O ip0 192.168.0.254/240 0000000 configd OO
O NITOOOOO0O0OOOO00OOO000OoOogoooogooooooooooo

3.3 configDOODODOOOO
OO000O00O0configlOOOD0OCOOOzODOOOxmOOODOODOOOODOOOOO
O boot-config OO OO0 configOOOO tgzO DO O

O0tgzOO config.xmlODOODOOOOOODOOOO

OOtgzOO ipsec/sshO0 000000 O0OOOOOO

O boot-config OO OO0 configOOOO xml OO O
OCOxmlO0ODOOOOOOOOODOOOOO
OOipsec0 00O sshOOOOOflashOOOODOOOflash/.sshO OO flash/.ipsec0 0000000

000 flashOOOOOOOODOOODOOdir flashOOOOOOOOOODOOOO
O flash/.ipsecO0 00 -> ipsecO0 000000000
Oflash/.sshOOO0O->0000sshO00O0OO0DOOOO

O flash/.ssh_hostd -> NXRO O 0 sshO O O
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OO000 flashOOOO

4. 000000000 OconfigDd0O(@O/00)
4.1 0000000000 view/exec nodeld

gooobooo
goooogo

goooogn
goooooo

goooogon
goooogo

4.2 configO O
ooooooo
ooooooo

goooogon
goooooo

goooogon
goooooo

goooogon
goooogo
goooooo

goooogn
goooooo
goooogo

goooogo
goooooo

goooooo
goooogoo
goooogo

goooboon

goooooo
goooogo

ood0oooooooboooooboooooooDooo
show version

flashD0 OO OOOODOOODOOOOOOOOOOO
show version flash (]<1-2>)

flashOOOOODOODOOOOOOOOO
erase firmware flash <1-2>

flashOO configD OO OODOODOOODO
dir flash

flashO O configD XMLO O OO0 OO0ODO0O
show flash FILENAME xml
show startup-config xml

flashO O startup-configd OO0 000000
save config

configD flashO OO OOXMLOOOOOODOOO

copy config flash:startup-config

save configD OO ODOOOOOOipsec/ssh0 0 000O0OOOOO

sre/dst0 000000000 00DOCO0O0O0O0OdiskOOcopyd0O0DOOOOODOOO

configO woRDO O OO DOOODOODOOOXNWLOOODOOOOOO

copy config WORD

000 fileOODOODOOD @Moverwrite 20000000000
ipsec/ssh0 00 000O000ODO0O

src/dst0 0 000000000000000O0O0OdiskO00 copy00000O0O0ODOO

all0 000000000 OconfighD flashOOOOOOOO
copy config flash:startup-config all

copy config startup-config all

save config allD 0000 Oipsec/ssh0O00O0O0OODOOOO

worRDO OO DOODOOOxmlO configO ipsec/ssh0 000 tgzOOODOODODOODO
copy config WORD all
OO0 fileDDO0O0O0OO0OOMoverwrite 20000000000

startup-configGimD)O WORDO OO OO O OO exportd O OO
copy flash:startup-config WORD
copy startup-config WORD 439



0000 flashOO OO

gboooooo
goooogoo

goooogoo
goooooo
goooogo

goooogoo
goooooo

goooooo
goooooo

goooogo
goooooo

goooogo
goooooo
goooooo

GUIDOconfigDOODOOODOOOODOO startup-configd O OO0 OOO
gooeurooo

flashOO configQ O OO ODOO
delete flash FILENAME
FILENAME O startup-configd 0 OO OO0 O Oerase startup-config OO OO0

bootup0 OO OOODOOOO
delete bootup-config

startup-config OO0 O OO0
erase startup-config

flash O O config(bootup-configd O )OO O OOODOOOO
erase flash

tgzOOOFILENAMEO O O OO tgzO O configO importd 00O O
copy WORD flash:FILENAME

O dstd OO0 =flash/startup-config OO O

O0tgzOODOOODOO config.xml
O0tgzOODOOODOO ipsec/sshd 00

g oogo

->0 flash/startup-config
->[ flash/.ssh/* , flash/.ipsec/*

OOflash/xxxxx OO0 tgzOOOOODOO import0D 000

goooogo
goooooo
goooogn

tgzOOOOO config importd O OO
copy WORD flash:FILENAME
Flash/XXXX0O importO OO 0O

OconfigQlOODOOODOOOOODOOO

O config

O startup-config

O bootup-config

O config.text.gz
O Sb/initial-config

:00o0o0odoo config(running-config)d O O

0000 defaultDO 00O configd O O
flash:startup-configD OO0 OO0 OOOOOOO

00000000 configl0O00ODOOODOODOO
flash:bootup-configD OO OO O OO0OOOOO

SO0 ODO0OO0O0O0OO00D0O configh show configd D OO OO

O 00sb0Od00On initial-configD OO OO SDOOODOODOOI

O firm/initial-config O Firmwared O O initial-configd O O
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oobOb0ooOooO0O0oon

gboobgoobobbooboobooboooooboboobooboobobobooboobooobo
gboobgoobobboobobooboobobobobooboobobboboobooon
OOO0O000ONXR-230/COD0O0O NXR-350/CO0O0OOOOOOOO

l.00000000OC000O0OO000O0O

lli000000O0O00O0ODOOoOOoO0OoOoDooOoon

gooobobooobooboboooboooboobo

O ODO0OO0OCONFIGODOODOOOOFU D ODODOOoooooobooo

0 o0ooboboobooboboobobooobobogon
goboboooboobgoobooboobboboobooboobooboboboobooboon
OOo00ooDoOoboooomflash 100000000 DOOOOOOODOOOOOfIash 20000
gooDoDoOoOoooboooOooooOodflash 200000000000 DOOO

U 0ooboobooooboboobobooobo

O NXR-230/CO CONFIGO O OODODOOOODODOOODODOONXKR-350/COCONFIGO O OODOOOODO
O00000ODOO0OO0OOODONXR-350/CO CONFIGOD O OO DOOOOODODOOOODOODOoOOODO
gbooooboooooooboobooobebbbr0Ob0bL:ODb10Db00O0OO0O:3000
gogbooobooboobooobobooboobooboo

1.2 0000000000CO0000DOOO0O00DODOOOOO
ocoooooooooooooboooooobooooooOoo0oooOooOoobOooooDboooUOoDon
oooooooogooo

O CLiOOOshow versionO OO OOO0OOOO0ODOOOOODOOOOODOOOOODOOOODOOO
O Century Systems NXR-230 Rescue ver 1.0.0 (build 18/14:14 16 11 2011)

O STS2 LEDO OO (m )OO OO

000O00ogsTsido0dm MSTSR2000 CHO0 OO0

2. 00000O0O0O0ODOOO0OOO
gbooboobooboboobooboobooobobooboobobobooboobooobobo
goooboobobboobooboobooboboobooboboooboo

R JO0@O0D0OO0OO0OO0OO0ODO0O)

OO0O0O0ooo  ethoO IPOO0O0OOOOO0ODOCeth000O000OO0O0OO0ODOOOODDOOOODODO
oooooog ip address A.B.C.D/M

goooooo no ip address

ooooood interface node

ooooooo O00oooooooooooooogoooog
goooooo system boot flash (1]2)
ooooooo global node

ooooooo TelnetOOOOOO0OOOOO
oo0ooooo telnet-server enable
ooooooa no telnet-server enable

goooooo global node
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Oo0b000O0o00O0000aon

m 0000 (view/exec node)

gboooogo
gooooogo

goooooo
gboooooo

gboooooo
gooooogo

goooooo
gboooooo

gboooooo
gooooogo

goooobgn
gboooobgo

gboooooo
gooooogo

goooobgn

goooooo
goooooo

0000000000 o0ooDoooooooooooooooooooDo
show system boot

O000o0o000ooooooooboooooooooo
show version

0000000000000 000oooOooooooooo
show version flash (]1]2)

Oo00do0ooooooooooooooooog
show config

goooooooooooooo
show history

O00000000OusBOO0O0O0O0OO0OO0O00OoO00O0boooOoOoOoOooonn
show diskO

ethOOODO0DOOOO0ODOODOOODODOO

show interface ethernet 0 (|mode)

show interface (|mode)

mdeJO0O0O0OOOeth0D 00000 OD0OODOOODOODOODO

rescue#show interface ethernet 0 mode

ethernet0
portl Link:down
port2 Link:down
port3 Link:down
portd Link:up

ooooooooooo
show product
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goob0oOoooooooaan

m [O00(view/exec node)

ogoooogo
ooooooo

oooogooo
gbooogoo

ooooboooussbooooooooboooooooboooooooo
dir disk0

ooooboboboobobogooo

firmware update ssh://user@A.B.C.D/FILENAME (source A.B.C.D|X:X::X:X) flash <1-2>
firmware update ftp://A.B.C.D/FILENAME (source A.B.C.D|X:X::X:X) flash <1-2>
firmware update diskO:FILENAME (source A.B.C.D|X:X::X:X) flash <1-2>

ogoooogo

goooogo
oooogooo

ooooooo
gbooogoo

gooogoo
oooogooo

gooobobooboboboboboooboobon

OoooooooussOO0DOoOoOooOOoOoOoooog
eject disk0

O0ooooppoussO000DOOOOOOOOOD
inject disk0

o0ooooooooooon
restart (|system)
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OO0O00O0O00O0O0000n

3. 00000000O0O00O00Oo0oOan
oooobooboboboobboooboobobobooboooboobo
U obgbooobooooboobobogoo
TFTP/BOOTPO OO ODOOODOOODOOODO
OOoOoOcoNFIGOOOODoxe8o DO oooooooobooon HEE
ooooooboboooboboooboboobo

O0000o0bD0o0o0oOoD0Ob00 DOoooDoOobDOCcoNFIGODODOOKxoODODODOOoODoOoDO
oooooooon

O
g
O
g

O

NXR-230/CO CONFIGO OO D OODOOODODODOOODODODOONXR-350/CO CONFIGD DO OODOODDO
OO0000D00O000O00O0ONXR-350/CO CONFIGD OO DO OOOODOOOOOOOOODOOOoDOoD
goooboobobboobobobooboobebbbblOObO:Ob1DbOD0ODODODDO:BO00O0O

gboobooobgoobooboooboooboobooboobo

3.1000000000000
oooboobobooobobooboobobo0oboboobobobobooobobooobobo
OO000o00oO0oo0U0OoOooO00ooOooOOobDOoOoOouooooOfiash 1200000000000
g000b00000O0o00o0OoO0obO0o0obO0DOD0bO0o0bO0obO0bObOOoDOOobDOoObOOfiash 11200
gooboooboboooboboobooono

O ODoOoogboostsig*g/sts20*000nooobooogonpoon
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m RASO OO0

OBRIVOOODOODOODO L2TPv2 INSODOOOOOODOODOOODOO callOOODOOOAccess
ServerU000000D0OCO0OO0DCOBRIKOODOOOOODOOOOMm
gobooooooboooogivdaboobobooboobobbobooboobobooobooo
gboooogodiipvedOoooooooobobooooboOobooooDbooo
gboboboobOobrASODOO0ObOOODOOobDoouooboboooboePPPOlbODDODODO
gbooobobooboobon

m0000000

O L2TP LNSO O OO

JL2TP INSOODODODOO0O dvirtual-template 000000 OO0 OO interface virtual-
template node 0 00O O0O0OODO0O

OBRIOOOO

ooopooooooooooooo

m 000000 static route0 00O

O0000000DOOstatic route0 000000000 OODODODOOOOODODOOOOO
oOOpPOOODOOCOODOOO
00000000000 DO0O0000DbOOOstatic route0 0 000O0ORASOOOOODODOO
static routeJ 00000000
ip route A.B.C.D/M ppp <0-4>
oOOpPOOODOOCOODOOO
0oodoooooooOoIroDodooDo0oOoo0bDoo0bDOooDoOond static routed 000000
RASOODODOODOODOOOOIPVAO0000O0DODOOOO static routed 0 0O0O0OOO0OO
Ovirtual-template 0 O O 0O O0O0OOQOOPPPOODOOODOODODOODOOOOOODOODODOODOO
ogoooo
ip route A.B.C.D/M a.b.c.d
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m IPOOOOOCOOOO
ooooooooooooooobDvdODOOOOODOOOOOOOODOODIPVEODODOOODODO
oooooooogooo

oO000o0oooao

O0D000D0ODooOobDOoOmwvaD00D0O0D000ODODaccess-server profile node0 00000

ooooooo
1

access-server profile 0

ppp username user0l ip 1.1.1.1

!
OipvA0 000000000000 DOO000DOODODOAccess-serverd O local ip address
Ovirtval-template 0 IPO 0000000 ODOO0OOODOODOO

oO00o0OoO0oOooOowoooao

ORASO OO O interface virtual-template nodeO O OO0 IPOOO0OOOOOOIWPOOOOODO
ood
!
interface virtual-template 0

ip address 10.0.0.1/32
!

oO00PPPOO IPsecO OO
OVirtual-template OO O OIPsecO0 0 0000DO0OOOODOOO
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ooOooooan

goboobooboobooboobooboooboboobooboobboobobboboobon
goboob oooobooobooboboboboooboob"ooboboborobooboobooboo
goooobobogn

gooobooboooobooboooboobobooboobooobooon

goobooood

Oe-mail O support@centurysys.co.jp
oood 0 0422-37-8926
O FAX O 0422-55-3373

OO0O0o00 O 10:00 O 17:00 (OODOCOOODOOOODOOOODOOO)

00000000 http://www._centurysys.co.jp/

gbooobooboobo
goooboooboobooboboobobobooboooboobooobooo
gboobobobooobobooboboobooboboobobooboboboobon

gbooobooboobo
gobobooboobgoooboobooboobbooboobooboboboobooboobobo
goboboooboooboooobooobooo

000000000O0O00000MACOOOO

0000000000 (@)
00000000000000000000000000000000000000000

0000000000000000000
000000000000000000000000000000000000000

00o0Oooooo
0000000000000000000000000000000000000

00000000000000000000 IPO0O

0000000@MOO0000000000O0000O0O000000O0

ooooooo
000000 000oo00o000DoOo00DooO0Doo0oooooo0oDooooooooon
OO0000FQUDO0O0O00000O0OO0OD0O0O0DOOOO
OO0OFutureNetD OO OOOOOO0ODOOO0ODOOOO0OOOOOOOOOOOO
http://www.centurysys.co.jp/support/

gooobooooog
goboobooobooboboboboobooobosoboboobooo
oboooAcdbbOboooooboooobooboooolgoooboom
gooooobooooboooogoboooo@WUooOobooboooDobooo)yoboooooo
goooboboobobooboboobooboboobo
obooobooobobooobobooobuooboboo
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