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O0oDOooooooooooon

OO0O0OD0O0ODO(CONFIGURATIONOI O O)

000000000000 00000000000 <000000000000000 >
00000000000000 marliDCcantie)fextt

0000000000 0000000000000
00000000000000000000000

ooooooo

000000000000 000 0 Xeonfig)#d

oooooooo

“exit" 0000000000 CtrIO+0c000
0000000000000000000000

gbooobobooobooboboobbooo
gboobooobobooooog

<ggoooogd >

ggboooboboobbooobbooobogon PC 2—3F V7 FEE

login:
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000000000000 00mM?0000000 glock srsicn Gloct
gﬁgplg D;Eaé?grﬁzégngonfiguration Protocol (DHCP)
oooooboooooooooooooon diskl External 3torage information
OO0 show 2 00000000000 O0O00 dng Domain Mame Syatem (DN3)

fast-forwarding Faszt-forwarding

goooodobooobooooooooa
godooboooooodo2aoooooooon
godooooobooood <g0ooo?2o00ooooood >
<cr:cUdO0oOdobDdooooooooooon nxrl30¢shon? . . .

show 3how running svetem information
goodooooooooooon

O0000000000
00000000000000000000000000000000000MO000000000000
“ terminal length 00 000O0000C0COO0O000000000O0O000OCOOO0000O

0000 terminal length 20" 0000000000000 0200000000000000100
0(00)00000000
0000000000000000000mSpaced0 00100000 MEnterd0001000000
00000000000000000000000

“ terminal no length’ 00 0000000000000 OOODO000

O grepO 0O
CLiD000D000D0000MO00000000000000000000000000000000
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D000 (show)D 0000000 OOODOO"(OODO)" + "option” + 000" 000000000
O0O0option0 0000000000

O begin 00000000000000000000

Oincludle 0000000 DOO0DOOOODOOOOO

Oexclule 00000000000 O0O0O0DOODOO
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gooooboobgobooobobooboboooo
gbooboobooobgoobobooobuooboobobo

view node
|---- global node

|----- interface node
|----- interface tunnel node
|----- interface ppp node
|----- dns node
|----- 12tp node
|----- 12tpv3-tunnel node
|----- 12tpv3-xconnect node
|----- 12tpv3-group node
|----- rip node
|----- ospf node
|-—--- bgp node
|----- ntp node
|----- snmp node
|----- syslog node
|----- dhcp-server node
|----- dhcp-relay node
|----- ipsec local policy node
|----- ipsec isakmp policy node
|----- ipsec tunnel policy node
|----- QoS (class-policy node)
|----- QoS (class-Tilter node)
|----- crp client node
|----- route-map node
|----- Web Authenticate node
|----- WarpLink node
|----- Extended track IP reachability node
|----- Extended track IPv6 reachability node
|----- Monitor-log node

<gbgobooooogs>
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O 50 view(exec) node

view(exec) node

= show

o show config

ooooooo running-config(C OO OOOOODOO)OOODOOOO
oooooog show config (|xml)

o show startup-config

oooogooo startup-config(flashO O OO O O0OO0OOOO0)OOODOODOO
OO00OO0O0o0d  show startup-config xml

O0O0oooo  startup-configD DO OOXMLODOOOODOOOOOO

o show config section

0000000 OOoO0O0O0ODOO0O000000O0000

oooogooo show config
(crpldhcp-relay|dhcp-server|dns|ntp|qos| route-map
|router rip]router ospf|router bgp|snmp]syslog|upnp)

o show config ipsec
ooooooo IPsecO00000O0OO0OOOCOPolicy ID/Tunnel IDOOODOOOOOOOOO
OO0Policy/Tunnel D0 000000000000 ODOOOOOO
ooooooo show config ipsec
(]isakmp policy <1-65535>]local policy <1-255>]tunnel <1-65535>)

o show config 12tpv3
Ooooooo L300 doboogoDOGroup ID/Tunnel ID/Xconnect IDODOOODOOOO
0000000 Group/Tunnel/Xconnect D0 00O O0OOOODOOOOOOOOOOO
ooooooo show config 12tpv3
(lgroup <1-4095>]tunnel <0-4095>]|xconnect <1-4294967295>)

O show ip route
ooooooo ooooooooooooooooon
ooooooo show ip route (]bgp]connected]ospf|rip|static)
show ip route cashe
show ip route database (]bgp]connected|ospf|rip|static)

O show ipv6 route
ooooood IpPve0 00000000000 ODOOOO
ooooooo show ipv6 route (]connected]|static)

show ipv6 route cache

show ipv6 route database (]connected]|static)
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O 50 view(exec) node

view(exec) node

O show ip protocols
doooooooooooooooooooooooooooooon
OO0 OoO00OOo  show ip protocols (Jospf|rip)

O show ip access-list
gooooooomwoooobooooooooon
O0000000D00Oshow ip access-list [IPv4- ACL-NAME]

O show ip access-list
ooooood IPvAO DO O0O0O0o0ooooooog
ooooooo ip access-list IPv4-ACL-NAME (permit]deny) SRC-IP DST-IP
ip access-list IPv4-ACL-NAME (permit]deny) SRC-IP DST-I1P PROTOCOL
ip access-list IPv4-ACL-NAME (permit]deny) SRC-IP DST-IP ICMP
ip access-list IPv4-ACL-NAME (permit]deny) SRC-IP DST-I1P TCP/UDP
ip access-list IPv4-ACL-NAME (permit|deny) SRC-IP DST-IP TCP-OPTIONS

gooogoog
SRC-1P : A.B.C.D | A.B.C.D/M | any | FQDN
DST-IP : ALB.C.D | A.B.C.D/M ] any | FQDN
PROTOCOL : <0-255> : Protocol number
ICMP : icmp | icmp <0-255> : ICMP <ICMP type>
TCP/UDP : tep | udp

> tep | udp <sport:1-65535>]any|range <min:1-65535> <max:1-65535>
<dport:1-65535>]any|range <min:1-65535> <max:1-65535>
TCP-OPTIONS o tep syn : TCP syn packets
: tcp <sport:1-65535>|any|range <min:1-65535> <max:1-65535>
<dport:1-65535>|any|range <min:1-65535> <max:1-65535> syn

O show ip default-gateway
gooooooooobooooooooooooon
O0000000O0Oshow ip default-gateway

O show ip (snat]dnat)
0000000  SNAT | DNATO OO OO OO
oo Dbooog show ip (snat]dnat) [NAT-RULE-NAME]

O show (ip]ipv6) connection
00000 OO TCP/UDPODODODO listeningD OO OOOOOO
ooad 000 show (ip]ipv6) connection

O show ip statistics
00000 OO0 DOoOooooolwrOgTcPOUPO ICMPOOOOODOODODOODODODO
ood 000 show ip statistics
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O 50 view(exec) node

view(exec) node

® show ip conntrack

o (ip]ipv6) conntrack

00000000 conntrack tableO 0O 0000
00000000 show (ip]ipve) conntrack

o (ip]ipv6) conntrack limit
OoOoOoooo  session limitOOOOODOdrop0OCOOO0ODOOOOODOOOODOO
oooogooo show (ip]ipv6) conntrack limit

o (ip|ipv6) conntrack invalid-status-drop

0000000  session invalid-status-drop0 00000 drop0 0000000000 O0DOOOO
ooo

OO00O0oOoogd  show (iplipve) conntrack invalid-status-drop

O show ip spi-Filter
oOooooog  SPI filterOOODOOODO
ooooooo show ip spi-filter

O show ip upnp

goooooo UPnP OOODODOODOOODOONATHODDOOOOO
J00oooooogOoNATOOOuUWPn DOOD0ODO0DO0OO0OoOooooboooo

0000000 show ip upnp (access-list|nat)

O show ipv6 access-list

ooooooo IPv60 00000 O0O0OO0ODOOOO
0000000  show ipv6e access-list [IPv6-ACL-NAME]
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O 50 view(exec) node

view(exec) node

O show ipvé access-list

ooooood IpPve0 00000000 0ODOOOOO

ooooooo ipv6 access-list IPv6-ACL-NAME (permit]deny) SRC-IPV 6 DST-1PV6
ipv6 access-list IPv6-ACL-NAME (permit]deny) SRC-IPV6 DST-1PV6 PROTOCOL
ipv6 access-list IPv6-ACL-NAME (permit]deny) SRC-1PV6 DST-1PV6 ICMPV6
ipv6 access-list IPv6-ACL-NAME (permit]deny) SRC-1PV6 DST-1PV6 TCP/UDP
ipv6 access-list IPv6-ACL-NAME (permit]deny) SRC-IPV6 DST-1PV6 TCP-OPTIONS

gooogog
SRC-1PV6
DST-1PV6
PROTOCOL
I1CMPV6
TCP/UDP

DOGXDIXIX | XiXiiXiX/M | any | FQDN)
D(XEXiIXiX ] XiXDiXiX/M | any | FQDN)

1 <0-255> . Protocol number
© (icmpv6 | icmpv6 <0-255>) : IPv6 ICMPv6 <IPv6 ICMP type>
> (tcp | udp)

> (tep | udp) (<sport:1-65535>]any|range <min:1-65535> <max:1-65535>)

TCP-OPTIONS

(<dport:1-65535>]any|range <min:1-65535> <max:1-65535>)

: tep syn : TCP syn packets

: tep (<sport:1-65535>|any|range <min:1-65535> <max:1-65535>)

O show ipv6 forwarding

(<dport:1-65535>]any|range <min:1-65535> <max:1-65535>) syn

ooooooo IPv6e 00000000 Oon/offO00O0COOODO
00000000 show ipve forwarding
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O 50 view(exec) node

view(exec) node

O show ipv6 interface
ooooooo IbveO 00000000000 0O000OO
ooooooo show ipv6 interface (]INTERFACE]brief)

O show ipv6 default-gateway
goooooo IPveO0 00000000000 oooooo
O000000D00Oshow ipve default-gateway

O show ipv6 statistics
ooooooo P60 00 0000000000000000
ooooooo show ipv6 statistics

O show ipv6 spi-filter
ooooooo IPv6 SPI filterOOODOOOD
ooooooo show ipv6 spi-filter

O show ip web-auth access-list
ooooooOo  wbhOOOOOOOOOOOOO
ooooooo show ip web-auth access-list (JWEBAUTH-ACL-NAME)

O show ntp
ooooooO NPOODODODDODODODODODOODODOODDOO
onoooooo show ntp

O show dns
ooooooo DNSOOOoOoooooooono
ooooooao show dns

O show dhcp
ooooooo bHePOODOOOOODOOOOODOOOODOO
ooooooo show dhcp lease

O show syslog

ooooooo ocooooooogoo

ooooooo show syslog (message|bootlog|maillog) (]l1ine:1-99999) (]reverse)

ooooooo OO00syslogOO0O0DOOO0OODOOOOODOOOOODOOO
reverse0 00000000000 O0OOOOOOO

O show arp

OoooooOoOoARPOOOODOOOODO
0000000 0show arp
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O 50 view(exec) node

view(exec) node

O show ipv6 neighbors
ooooooo P60 0000000000
0000000 0Oshow ipve neighbors

O show (diskO|diskl)
O0000ooooooooooooooooooog
0000000 0Oshow (disko]diskl)

O show uptime
goooboogo gogoboooobooboooobooo
ooooooo show uptime

O show tech-support
o0o0oO00O00 OOoOOO0OO0ODOOOO0000000000
ooooooo show tech-support

O show memory
0000000 DOoooooooooooo
ooooooo show memory

O show process
0000000 OOoOO0O0O0ODOO0O0000000000o0ooooo
ooooooo show process

O show clock
ooooooo oooooooooobooooo
ooooooao show clock

O show history
0000000 [DOOoo0O00oooo00oOooDooooooood
ooooooo show history

O show File systems
0000000 DOoO0O000ooooooooo
00000000 0Oshow file systems

O show loadavg

ooooooo cvooobooooboboooooon
ooooooo show loadavg
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O 50 view(exec) node

view(exec) node

O show 12tp
oooooo0O  LLrOODODO0DO0O0O0000000000
0oooood  show 12tp (tunnel|session)

O show 12tpv3
oooooogo  LLm30odoooogooo
0ooooogd  show 12tpv3

O show 12tpv3 tunnel
ooooooo v OooDoooooooooo
ooooooo show 12tpv3 tunnel (|<TID:1-4294967295>) (|detail)

O show I2tpv3 session
ooooooo  LvdidOooooooooooooo
ooooooo show 12tpv3 session (|<SID:1-4294967295>) (]detail)

O show I2tpv3 interface
0oooodno  XconnectOOOODOODOOODODOODOOOO
ooooooo show 12tpv3 interface (]INTERFACE) (]detail)

O show 12tpv3 fdb
0o0oooog L3 FBOOOOO0OODOO
ooooood  show 12tpv3 fdb (local|forward])

O show I12tpv3 fdb interface
0000000 XeonnectOOOODOOOOOFBOODOOOODOOO
0o0oOooogd  show 12tpv3 fdb interface INTERFACE (local|forward])

O show 12tpv3 group
ooooooo  LLmpr30oogoooooooo
0ooooogd  show 12tpv3 group (<GID:1-4095>))

O show 12tpv3 peer

ooooooog  LLmpry30doooogogo
ooooood  show 12tpv3 peer (A.B.C.D|)
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O show interface
ooooooo ooooooooooooooooooooooooo
ooooooo show interface (|mode|power-save)
show interface INTERFACE (|mode]power-save)
00 0o (mode|power-save)( ethernet I/FO DO OO0 OOOOODOOOO

O show route-map
0000000  Route-mapd O OO OOO
ooooooo show route-map (JWORD) detail

O show class access-list
ooOoo0ooa class access-list0 000000
ooooooo show class access-list (JWORD)

O show ssh-public-key
OoOooooo  NetconfOODO SSHOOOODOOOOODO
ooooooo show ssh-public-key user netconf

O show users
ooooooo oo0oooDoooooooooooogoo
oo0oooon show users

O show debugging

ooooooo oooodoooooooo@N/oFHODDooooooooooooooo@ooo
0ooooooooooo)y ooooooo

ooooooo show debugging (12tpv3|netevent|ppp)
show debugging timer (|<1-5>)

O show vrrp
goooogd VRRPO O OGQOGQOooooo
ooooooo show vrrp

O show ppp
goooogad pPPOOOOOODODODOO
0000000  show ppp (<0-4>])

O show pppoe-bridge

OO0O0OOoOoO  PPPoE bridgeO O OO OOOOOO
ooooooo show pppoe-bridge
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O show ipsec
ggooogd
gooboogd

O show ip rip
ggooogd
gooboogd

O show ip ospf
goooogd
gooboogd

O show ip bgp
ggooogd
gooboogd

IPsecOO00D0O0O0OOOOO

show
show
show
show
show
show
show
show
show

ipsec ca certificates : Display

IPsec CA certificates
IPsec certificates

IPsec public-keys
IPsec RSA public key
IPsec Security Associations

ipsec certificates : Display

ipsec crls : Display IPsec crls
ipsec policy : Display IPsec policy
ipsec public-keys - Display

ipsec rsa-pub-key : Display

ipsec sa . Display

ipsec status (Jtunnel <1-65535>) (|brief)

ipsec status (versionl|version2)

RIPODOODOODODO

show
show
show

ip rip
ip rip interface (]INTERFACE)
ip rip database

ospFOODOODOO0ODOO

show
show
show
show
show
show

ip ospf
ip ospf neighbor (]detail)
ip ospf interface (]INTERFACE)

ip ospf database (]external|summary]|network]router|asbr-summary)

ip ospf route
ip ospf virtual-links

PO OODOODOODOO

show
show
show
show
show
show

ip bgp
ip bgp (A.B.C.DJA.B.C.D/M)

ip bgp neighbors [JA.B.C.D (advertised-routes]received-routes]|routes)]

ip bgp route-map ROUTE-MAP
ip bgp scan
ip bgp summary
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m show mobile

goooooo 000000 ooooooooooooooa
cOoooOoOO

ooooooo show mobile (]<0-1>)

o APNOODODODO@ODOOOOODpppOOODODODOO)
ooooooo show mobile <0-1> ap

o000 UOODO@MUOIUDOOOpppO OO OODOOO)
ooooooo show mobile <0-1> phone-number

oJOD0ODOOOO@UOUODOOOpppOOOODOO)
ooooooo show mobile <0-1> signal-Ilevel

O show fast-forwarding

ooooooo Fast-forwardingCD O 0000000 OOO

ooooooo show fast-forwarding

0000000 OdFast-forwarding is ond O 0O OO Fast-forwarding is off0 00000000

O show fast-forwarding status

O00o0oog  Fast-forwardingD OO 0000000 OOOOOOO

ooooooo show fast-forwarding status

ooooooo

00000 Fast-forwarding IP forwardingd O OO0 00000
nxrl155#show fast-forwarding status
total forward count 644
3s udp 192.168.0.1:63->192.168.10.1:63 count:9 byte:12564 fw4 natp4 src 192.168.1.254:63 O
4s udp 192.168.10.1:63->192.168.1.254:63 count:9 byte:12564 natp4 dst 192.168.0.1:63 fw4 [
ooooglIrP forwardingO OO OOOOOOOO

0000 0Fast-forwarding IPsecC 00 000000
nxr155#show fast-forwarding status
total forward count 661

7s esp 192.168.1.253->192.168.1.254 count:9 byte:12564 ESP_IN spi:$95e97067 fw4 0
7s udp 192.168.10.1:63->192.168.0.1:63 count:8 byte:11168 fw4 ad
5s udp 192.168.0.1:63->192.168.10.1:63 count:9 byte:13158 fw4 ESP_OUT spi:$44f8bc92 0

ooooobooooobooes,OObDOOOOoDOonOOOnO NP forwardingDOOOODOODODOO ESP
oooooogiIp forwardingD OO OOOOODOODO
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O show product

ogoooooo ooooooooooooooad

goooooo show product

ogooooood Ogooooooooooooooooooooooboooooobobooooooooa
goooooooooooooa

m show netevent
o track
gooooao Netevent ] track object(0 0 0 O0)DDOODOOOOOODOOOO
goooooo show netevent track (]<object id:1-255>) (|detail|brief)
0000000 Object IDODOOOOODOODOO track statusOO0O0O00O0O0O
brief0 0000000000 ODOODOOOO
detail OO0 0O DO0DOD0ODOOODODODOO

o action

ooooboono Netevent [ track object(D OO0 O)0ODOOOOOO actionO0 OO ODOO0O
gooooao show netevent action (]<object_id:1-255>)

000O00o0dOd  Opbject IDODOODOOOODOOIDOODOODOODO actiondOOO0O0O0O

O show warplink

dooooodno  WarpLink Manager0 0D OO0 OO0 O0OO0OOO
goooooo show warplink

OO00o0O0O0O0 OODOO0OO0O03200WarpLink node0 000000000
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O show monitor-log

gooogog
gboooooo
goooooo

O show service

goobogog
gooogog
gboobogog

O show wimax
ooooooo
goooogo

O clock set

ogoooooad
ogoooooad
ooooooo

O delete

ogoooooad

ogoooooad
0

O save config
goooooo
goooooo

O dir
goooood

Monitor-logO 0O O OO0
show monitor-log (reachability]resource)
00000 3500Monitor-log noded0 0O O0O0OOO0O0O

Oo0o0ooooooooooooa
show service
do000o0oo0oooDoduwOOOdownOOOOOonOd

wivaXOoOoooooooo
show wimax (]<0-0>)

ooooooooooo

clock set HH:MM:SS Day Month Year

20100 120 310 120 3405600 00000000000000O0ODOOOO
clock set 12:34:56 31 12 2010

ooooooooooon

delete bootlog O bootlogO O O O

delete dump OdumpOO0O0D0OO0ODO0O

delete file (diskO:FILENAME|diskl:FILENAME)O (disk0=USBO, disk1=USB1)
delete syslog OsyslogO OO (O ODO)HO

delete reachability-log (reachabilityd0 00 d0)

delete resource-log (resourced0 0O 0O0O)

oooooooogoooooog
save config

oooogoogseo, vseHOODODOOoOOoOoOooOobOoooobobooO

gboobogog
goooooo

dir (Jdisko|diskl)
USBOO OO D DO USB FlashO DO OO0 ODODO0OdiskeO000000
USBIOO OO OO USB FlashO OO O D000 OODDOdisklDO00000
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| copy
o (bootlog|dump]syslog]reachability-log|resource-log )
ooooooo bootlog, dump, syslog, reachability-log, resource-log0 0000000
ooooooo
copy (bootlog|dump]syslog]reachability-log]|resource-log)
ssh://<user@(A.B.C.D|X:X::X:X)>/FILENAME (]source A.B.C.D|X:X::X:X)
copy (bootlog|dump|syslog]reachability-log]|resource-log)
ftp://<A.B.C.D|X:X::X:X>/FILENAME (]source A.B.C.D|X:X::X:X)
copy (bootlog|dump|syslog]reachability-log]|resource-log)
(diskO:FILENAME |disk1:FILENAME)
ooooooo
ooooooooooooooooooooon
OssSHOOOOoOOOOoooOoooooo0oooooooooooooooooooooooooooooon
00 ssh://user@A.B.C.D/FILENAMEC 0 0220 000000 00O OO =ssh://user@A.B.C.D:22/FILENAMELT]
- IPv4d  ssh://user@A.B.C.D:port/FILENAME
- IPv6  ssh://[user@X:X::X:X]:port/FILENAME

o configDOOOOOO
oooooog 0000oO0oO00ooobooDobOoooobooooooog
oooodood
copy (config|show-config) ssh://(<user@A.B.C.D|X:X::X:X)>/FILENAME
(Jall) (]Jsource A.B.C.D|X:X::X:X)
copy (config|show-config) ftp://<A.B.C.D|X:X::X:X>/FILENAME
(Jall) (]Jsource A.B.C.D|X:X::X:X)
copy (config|show-config) (diskO:FILENAME]diskl:FILENAME) (Jall)
oooodood
OallODOOOOOOMpsecO 000000 configh tgzOODOODODODOOODOODOOODOOODUOconfig
O0oOxmlO0OO0OO0OD0ODO0O
00000000 show configdODOODOOOOOOOOOOshow-config OO OOOO
dooopoooooooooooooooog
gssHOODODOO0O0OO0OO0O0DO0OO0O0D0DO00DooDoobOoo0oD0DO0obooDooDoooooDo
(0 ssh://user@A.B.C.D/FILENAMEC 0 0220 000000 00O OO =ssh://user@A.B.C.D:22/FILENAMELT]
- IPv4d  ssh://user@A.B.C.D:port/FILENAME
- IPv6 ssh://[user@X:X::X:X]:port/FILENAME
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o configO OO
coooooo OOoOoOooooddocal flashOOOUsSB/CFOOOO)OOOODOOOO
ooooooo
copy ssh://user@(A.B.C.D|X:X::X:X)/FILENVAE
(startup-config|diskO:FILENAME |disk1:FILENAME) (]source A.B.C.D|X:X::X:X)
copy ftp://(A.B.C.D|X:X::X:X)/FILENAME
(startup-config|diskO:FILENAME |disk1:FILENAME) (]source A.B.C.D|X:X::X:X)
copy (diskO:FILENAME|diskl:FILENAME)
(startup-config|diskO:FILENAME|diskl:FILENAME)
ooooooo
Odisk0 --> disk0O diskl --> disk1 0 O copyd O O Odisk0 <--> disk1 O O copy O OO
oooooooOoopoooooooooooo
OgssHOOOOoOOOoOoOOoOoooOoOooooooooooooooooooooooogooooooo
O ssh://user@A.B.C.D/FILENAMEC 0 02200000000 DO O O =ssh://user@A.B.C.D:22/FILENAMET]
- IPv4d  ssh://user@A.B.C.D:port/FILENAME
- IPv6 ssh://[user@X:X::X:X]:port/FILENAME

o sshOOOOOOOOO
ooooooo gooooEews)yooooooooossHooooooooooooo
ooooooo
copy (ssh://<user@(A.B.C.D|X:X::X:X)>/FILENAME)
ssh-public-key user netconf |<0-4> (|source A.B.C.D|X:X::X:X)
copy (ftp://<A.B.C.D|X:X::X:X>/FILENAME)
ssh-public-key user netconf |<0-4> (|source A.B.C.D|X:X::X:X)
copy (diskO:FILENAME]|diskl:FILENAME)
ssh-public-key user netconf |<0-4> (|source A.B.C.D|X:X::X:X)
ooooooo
oooooooOooopooooooooooo
gssHOOOOoOOOoOOoOOoOooDoOoOooooooooooooooooooooooogooooooo
O ssh://user@A.B.C.D/FILENAMEC 0 02200000000 DO O O =ssh://user@A.B.C.D:22/FILENAMET]
- IPv4d  ssh://user@A.B.C.D:port/FILENAME
- IPv6 ssh://[user@X:X::X:X]:port/FILENAME
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O firmware update
oooodood ooooooooooooooooog
oooooog
firmware update ssh://<user@(A.B.C.D|X:X::X:X)>/FILENAME (]source A.B.C.D|X:X::X:X)
O firmware update ftp://<A.B.C.D|X:X::X:X>/FILENAME (]source A.B.C.D|X:X::X:X)
firmware update (diskO:FILENAME]diskl:FILENAME)
oooooog
gooooooooooooooooooog
gssHOOOOODOOOOOoO0ODOO0DOO0O0DOO0DO0obO0oo0DO0bOooDoooDoDooooooboooDg
(0 ssh://user@A.B.C.D/FILENAMEC 0 0220000000 00O OO =ssh://user@A.B.C.D:22/FILENAMELT]
- IPv4d  ssh://user@A.B.C.D:port/FILENAME
- IPv6  ssh://[user@X:X::X:X]:port/FILENAME
JoooobooooooboooooboooooDoboo0ooD0obOO0obDoDOoDLDOobOOO0oDODO
0000000000 000000000M 00 E:Firmwvare updateD 0000000000

O restart

oooooog oopDoooobooooo

ooooooo restart dhcp-relay (HCPO O OODODODDOODOODOO)
restart dhcp-server (HCPO OO OODOODOO)

restart dns oNsOoooooooooo)
restart http-server (HTTPOODOODOOODOO)
restart ipsec (lPpsecO0 00 O0DO0OO0OOO)
restart 12tp (L2TPv20000000O0O0O00O0)
restart 12tpv3 (LT3 000noooooo)

restart monitor-log (Monitor-log0 00O OO OOOODO)
restart netconf-server (NetconfO O OO DO OODOOO)

restart ntp (NTPOOCOOODOOODOOOO)

restart ospf OSPFODDOODOOODOOOnO)

restart rip RIPOCOOODOOODOOODO)

restart snmp (S\wPODDOOOOODOOOO)

restart ssh-server (SsHOOooooooaono)

restart syslog (SyslogD ODOOOODOOOOO)
restart system @goooooooono)

restart telnet-server (TelnetO OO OODOOOOO)

restart vrrp (VRRPO D OODOOODOOONO)

restart warplink (WarpLinkOODOOODOODODOOOOO)

restart waplink send-config (WarpLink Manager 0O O OO configd OO OO O)
O configure

ooooooo godooooooooooooooooo
oooobogon configure terminal
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®  dump
ooooooo

gb ogog

o dump
ooogoood
o0 oOoDbo

o dump filter
ooooooo

o dump pcap
ooogooog

NXRODODOOODODOOOdumpOOOOO0ODOOCOODODdumpDO00O00O0O0DOOO
(USBO CAHOODODOOOOSSHOODODODOUOOOOOUOOOooOooooooooo
OO00OdumpO OO RAMODOOOODODOUSEROODOOOOODOOOOO memory O
Oooooooooooooooooooooooooon

0000000000000 fast-forwawding O disable(no fast-forwarding enable)
oooooooo

dump interface INTERFACE
INTERFACEO DD 00O OO0 OOoon
[ethernet <0-2> (|vid<vlan_id:1-4094>) | ppp <0-4> | tunnel <1-255>]

dump interface INTERFACE filter (ssh|telnet]tcp880)

dump interface INTERFACE pcap count <1-99999> (size <64-1518>|)
(filter {ssh|telnet|tcp880}])

O clear 12tpv3 fdb

googogo
goooogo

L2TPv30 FDBO O OO O0ODOODODOODO

clear 12tpv3 fdb (ooormBOOOODODOO)
clear 12tpv3 fdb local ethernet <0-2> (|vid <1-4094>)
clear 12tpv3 fdb forward

clear 12tpv3 fdb forward <gid:1-65535>

clear 12tpv3 fdb forward ethernet <0-2> (Jvid <1-4094>)

O clear 12tpv3 counter

goooogo
goooogo

Ltpv3i000OoO0Oooooooon

clear 12tpv3 counter ethernet <0-2> (Jvid <1-4094>)
clear 12tpv3 counter peer

clear 12tpv3 counter peer A.B.C.D

clear 12tpv3 counter session <session-id:1-4294967295>
clear 12tpv3 counter tunnel <tunnel-id:1-4294967295>
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O clear 12tpv3 tunnel
OO0oOoooOo QoOoOOoimooodoooo modooodLeThA3ddnooooooogg
OO0oo0oogd  clear 12tpv3 tunnel <tunnel-id:1-4294967295> <session-id:1-4294967295>

O clear 12tpv3 remote-id
ooooooo OOoooooimboooogdLre3dnooooon
OO0o0oog  clear 12tpv3 remote-id <remote-id:A_B.C.D>

O clear 12tpv3 group
OO0oOoooo QoQoooimooogogoLertv3a0doood
OO0oo0oog  clear 12tpv3 group <group-id:1-65535>

m clear ip bgp
ooooood
geepOO0OODOOODODOOODOO
OePO00DOOO0ODDOODODOOO0ODOOOODOOBGPODOOOOODOOOOOODODOODOOOO
oono
- soft outJ 00O
PO 0D 000000 DO00ODODOO00ODODOO00DOOBcPOOODODOOODODOOODOODN
O000000OOsoftoutD 0000000000 O0ODDOOONOOBGP neighborD UPDATED O 0O O
oooooooo
- soft inOO0OO
BGP neighbor (0 ROUTE-REFRESHO OO0 OO0 0O OO Oneighbor0 00 OBPO OO OOOODOODODO
ROUTE-REFRESHO O OO O O0OO0ODOUOOOOUPPATED OO OOOODOOODOOODOODDOOO
- hard00O0ODO
BGPO TCPOUOODUODOUODOODOOOneighbor0 000 OO O Okeepalived holdtimeOD OO O OO
00o000O00oO0ooooooOooDooooooooooDoooooooDoooOooDOoDo
O000DooO0oOoOoooogOdsoeft (injout)DO0O00ODOOOO

o bgp *
oooooogd  clear ip bgp *
clear ip bgp * soft (in]out)
ocoooooo OOO0Opeer00000000D0O0O0O0ODOOO

o bgp <AS:1-65535>
ooooooo clear ip bgp <AS:1-65535>

clear ip bgp <AS:1-65535> soft (injout)
OO0OoOoooo ASsOOO00O0OOoodoOoOoOoOoDoOOooOoDood

o bhgp A.B.C.D
Oooo0oogd  clear ip bgp A.B.C.D
clear ip bgp A.B.C.D soft (in]out)
0000000 NeighborO 1PO000000000000OOOOOOOOOOO
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O clear arp
o0ooooog APOOOOO0ODOOCOOODOO
0oooood  clear arp ALB.C.D

O clear ipv6 neighbors
ooooooo IPv60 00000000000
0O00oO0oogd  clear ipvé neighbors X:X::X:X ethernet <0-2>
clear ipv6 neighbors X:X::X:X ethernet <0-2> vid <1-4094>
clear ipv6 neighbors X:X::X:X ethernet <0-2> vid <1-4094> <id:1-255>

O clear ppp
goooooo gogoprPPPOO0OOOODOOOOOO
00o0o0ooO  clear ppp <0-4>

O clear 12tp
00000o00o0oooolwRPO0O0OO0OOoOoOoooon
0O00oO0o0dOo0clear 12tp

O clear ipsec tunnel
0O00oooog QOO0 1IPsec tunnelODOOOOODO
O0O00oO0ood  clear ipsec tunnel <tunnel_policy:1-65535>

O clear ipsec state
0000000 QOOOd0IIPsec stated 0O OOOO
0000000  clear ipsec state <state_number:1-4294967295>

O clear wimax
ogooooo WivAXO O QoOooooogo
Ooo0ooooo clear wimax <0-0>

O clear ip route cache
ooooooo IPO00000000O0OOOOOOO
0O00oOdoogd  clear ip route cache

O clear ip access-list ACL-NAME fqdn

0000000  FQNOOO access-list0 0000000
0O00oOoDood  clear ip access-list ACL-NAME fqdn
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O clear ipv6 route cache
goooooo IPv60 00 0000000000000
ooooooo clear ipv6 route cache

O clear ipv6 access-list ACL-NAME fqdn
0000000 FNOOO access-list0 0000000
ooooooo clear ipv6 access-list ACL-NAME fqdn

O clear ssh-public-key
ooooooo  ssHooooooooooo
ooooooo clear ssh-public-key user netconf <0-0>

O clear dns cache
oooooog DNS cacheD OO OO OOO
ooooooa clear dns cache

O clear mobile <0-2>
ooooooo gooobooooboboooooboboooooog
ooooooa clear mobile <0-2>

O clear ppp <0-4> mobile limitation

ooooooo  mobileDOOODOOOO

ooooooo clear ppp <0-4> mobile limitation

ooooooo

Omobile limit (reconnect|time)J D000 O0O0ODOO0DOODODOOOOODOOODOODOOOmobile
limit (reconnect|time)0 000000000 DOOCO0OOODOOO0MOOOOOOOOODOOOOO
oooo

O clear netevent counter track <1-255>
OOOO0o0O00  neteventODO000D0O0OOO0DOOO
ooooooo clear netevent counter track <object_id:1-255>
ooooooo
[ show netevent track <1-255> detail 0 00O OO History counter0 00000000

O clear route-map
ooooooo route-map 0 0 O O (packet/byte OO0 D OO OO OOOOOOO
ooooooo clear route-map <NAME> counter

O clear class access-list

ooooooo class access-list0 000 (packet/byte0 0 00O O0)0OOOOOOO
ooooooaod clear access-list <NAME> counter
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m terminal

o length

oo0ooooo ooooopooooooooono

OO0bOooog  terminal length <0-512>

oo 0O oo terminal no length

0000000 oOoOoDOooOOoO0oObDOoO0oOooOOoOooooooooog

o width

oo0ooooo ooooopooooooooono
gooooon terminal width <40-180>

oo 0O oo terminal no width (= terminal width 80)

m connect

o connect ppp

oooooog PPPOOOOCODOODOOOPPODODOOOODOODOOODODOO
ooooooo connect ppp <0-4>

(o]

reconnect ppp
ooooooboo ppPOOOO0O0DCOOOOPPOOUOOOOOOOOOOODOOO
oobooooo reconnect ppp <0-4>

(o]

connect 12tp
ggooogd L2tPO000O0O0ooOooog
ooooooo connect 12tp

(e]

connect 12tpv3
ooooooo  Letpv300O0000O0O0O0O0O
OO00OO0O0O0Od  connect 12tpv3 ethernet <0-2> (JA.B.C.D)
connect 12tpv3 ethernet <0-2> vid <1-4094> (]JA.B.C.D)
goooooo A.B.C.DUO [JRemote Router-ID[ O[O

o connect ipsec
goooogod IPsecO0 0 0000O0OOOOIPsecU 000D ODOOOOODODOOn
ooooooo connect ipsec <1-65535>

o connect wimax
ooooooo WiMAXO O OOoOQoOooooo
Oooo0oooad connect wimax <0-0>

O disconnect

oo0ooooo ooooopooooooooono

oooogooo disconnect console (=console CLIDOODOOOOODOOD
disconnect vty <VTY line_number:0-10> (= SSH/TelnetO0 O OO OO ODOOODOO)
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O format
ooooooo oooooooogoooobooooooo
ooooooo format (disk0|diskl)

O eject
ooooooo oooooooogooooboboooooon
ooooooo eject (diskO|diskl)

O inject
coooooDo oooooooogoooooogoo
ooooooo eject (diskO|diskl)

O ping
0000000 pingD0O000ODOO
Ooodoooo  ping ip (A.B.C.D | FQDN)
ping ipv6 (X:X::X:X | FQDN)
ooooooo OO0O00oo00pingUOI0OD0OOCOO0OOOOOO0OOOOO0ODOOOODOOO

nxrl120#ping oooooooooo
Protocol [ip]: O ip|ipv6

Target IP address: OA.B.C.D|X:X::X:X]FQDN
Repeat count [5]: [0 1-2147483647

Datagram size [100]: [0 36-18024

Interval in seconds [1]: 00-10

Extended commands [n]: On(pingD O 0)y(OODODOOODOODOOODOO)
00 Source address or interface: O A_B.C.D|X:Xz:X:X] INTERFACE
O Type of service [0x0]: [0 Ox00-0xff

[0 Set DF bit in IP header? [no]: 0O no]yes

(0 Data pattern [OxABCD]: [0 0X0000-0Oxffff

O traceroute
goooogad tracerouteJ 0O OO OO
ooooooo traceroute (icmp|icmpv6) (A.B.C.D|FQDN)
traceroute (ip]ipv6) (A.B.C.D|FQDN)
oooooog D000000traceroute 00000000000 DOODOODOOODOODOOODOO

nxrl20#traceroute gooboooooog
Protocol [ip]: O ip|ipv6

Target IP address: OA_B.C.D|X:Xz:X:X]FQDN
Source address: OA.B.C.D|X:X::X:X
Numeric display [n]: Only

Timeout in seconds [2]: 0 0-3600

Probe count [3]: 0 1-65535

Maximum time to live [30]: 0 1-255

Port Number [33434]: [0 1025-65535
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O 50 view(exec) node

view(exec) node

O ssh
gooooboo  ssHoooDooooood
ooooood
ssh (ip|ipv6e) (A.B.C.D|X:X::X:X]FQDN) user USERNAME [(source A.B.C.D|X:X::X:X)]
ssh (ip|ipv6e) (A.B.C.D|X:X::X:X]FQDN) user USERNAME version 1
[cipher (3des|blowfish]des)] [(source A.B.C.D|X:X::X:X)]
ssh (ip|ipv6e) (A.B.C.D|X:X::X:X]FQDN) user USERNAME version 2
[cipher (3des-chc|aesl28-chc|aesl28-ctr|aesl92-chc
|aes192-ctr|aes256-chc|aes256-ctr|arcfour|arcfourl28|arcfour256
|blowfish-cbc|castl128-cbc)] [(source A.B.C.D|X:X::X:X)]
ooooood odoDooooooooooooooooon

O telnet

gooooon TelnetOOOOOOOOO

0000000  telnet (A.B.C.DJ|X:X:X:X::X|FQDN) [source (A.B.C.D|X:X::X:X)]
goooooo goooooooooobooodooood

O logout
ooooooo  cuooooooooooo
goooooon logout

O get system statistics cpu

goooooo
gcrubObCbOoooOoOOoobOoOooobobooooobooboog
g0o000oooOoUdOoooo0OoogoooooOooDoOoOoUooDogecPODODOODODODOODODOUODOO
gooooooooboocPuoooboboooobobooooobooo

gooooon get system statistics cpu <interval(sec):1-86400> <count([] ):1-65535>

O O 0 oObooooooooooo

nxrl20#get system statistics cpu 1 5

14:20:02 %CPU %user %nice  %system %idle ‘%iowait
14:20:03 22.00 17.00 0.00 5.00 78.00 0.00
14:20:04 23.00 11.00 0.00 11.00 77.00 0.00
14:20:05 100.00 65.00 0.00 35.00 0.00 0.00
14:20:06 4.95 3.96 0.00 0.00 95.05 0.00
14:20:07 0.00 0.00 0.00 0.00 100.00 0.00
AVERAGE 29.99 19.39 0.00 10.20 70.01 0.00

O reset
goooooo doodooowimXXODOooDoDoooooooooooooo
ooooooo reset mobile <0-2>

reset wimax <0-0>
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O 50 view(exec) node

view(exec) node

® debug/undebug

o l12tpv3

oooooo0O L300 000000000000

ooooooo debug 12tpv3 (Jall]error|session]tunnel)

O No 0  undebug 12tpv3 (Jall]error|sessionjtunne)0 (= 0000000000 O0O0DO0O0

o netevent

O0O00oOooo  NeteventOOOOOODOOOOODDOO

0000000  debug netevent (Jaction]all]error]track)

O No O  undebug netevent (Jaction]all]error|track)J (= OO0 O0OO0O0OODOO0ODOODOD

© ppp
goooooo pPPOOODOO0ODODOOODOOO

OO00O00O00  debug ppp
O No 0 undebug ppp0 (= O0ODODOOODOODOOOOOD

o timer
goooood timerd timeout DO O 0000 coommand 00O OO0 OO
oooooog debug timer <1-5> <5-86400> interface ethernet <0-2> (shutdown|no shutdown)
debug timer <1-5> <5-86400> interface ppp <0-4> (connect]clear]|reconnect)
O No O  undebug timer <1-5>0 (0000 ID0000O0O0OO0ODOOOOOOOD
ooooooo
O interface ethernet <0-2> shutdown/no shutdown timer OO timeout OO O O configuration mode O OO0 O
OO00OUSEROOOOOODODOO0O0ODOO00O0O00ooDoooooooooooooooon
cmd-timer: cmd-id 1 start
cmd-timer: cmd-id 1 error(VTY configuration is locked by other vty)
0o00ooooo0oDooooooooooooooooooooon
cmd-timer: cmd-id 1 start
cmd-timer: cmd-id 1 finished

74



O 50 view(exec) node

view(exec) node

O show flash
oooooon flashOO configD OO OO OOO0OOOXMLODOODO M
ooooooo show flash FILENAME xml

O show version
oooooog odo00oo0ooooooooooooon
gooooon show version

show version flash (]<1-2>) O NXR-230/C0O 0 0O

O erase startup-config
ooooood 0000000 startup-configD 00 OO0 0O0O0D0OO0OODOOOOO
0000000  erase startup-config

0O erase flash
oooooog oodoooooooooooooog
ooooooo erase flash

O delete flash
gooooog goooooooooboooooboooooooooboooobog
oooooog delete flash FILENAME

O delete bootup-config
ooooooo bootup-configU DD OO OOOO configDOOOOOOOOODO
0000000  delete bootup-config

O copy config startup-config

ooooooo config O startup-config O OO 0OODO0O

goooooo copy config startup-config (Jall)

ooooood

OJallO0DO0O0O0OOO0Oconfigd O startup-configD 0000000

OallOO0OO00OOOconfig/sshd ZipsecOO OO OOO flashODOOOOODO (save configD OO Od0O)d

O show temper
0000000 [OO0O00DOCO0O00DCOO0OO0ODoOoOOgoNxrR-230/c00@
gooooood show temper
0000000  nxr230#show temper
status : normal
degrees: 61.5

O get system statistics
oooooog  chudOocPiOOODOODOOODONXR-230/CO 0O [T
goooooo get system statistics cpu <interval:1-86400> <count:1-65535>
get system statistics (cpuO]cpul]cpu-all) <interval:1-86400> <count:1-65535>
ooooooo O0000000oo0oo0oooooDoooooooooooon
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O 60 global node

global node

O OO0 command

nxr130#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#

= show

o show config

ooooooo running-config(C O OO ODOOODOO)OOOOODOO
oooooog show config (|xml)

o show startup-config

oooogooo startup-config(flashO O OO OO OOOOOO0)dDOODOOO
OO00OO0O0Ood  show startup-config xml

O0O0oooo  startup-configD OO OOXMLODOOOODOOOOOO

O hostname

oo0ooooo 0o0oo0ooooooooooo

ooooooo hostname HOSTNAME

ooooooo 0o0o0oooooooooooooooooon
nxr130(config)#hostname NXRO1
NXRO1(config)#

77



0O 60 global node

global node

O fast-forwarding
ooooooo fast forwardingOD O OO OO0 .

ooooooo fast-forwarding enable oooo
oo 0O oo no fast-forwarding enable O OO0
O no O no fast-forwarding enable
oooodood
00000o0ob0o0oDooooooogofast-forwardingd 00000000
- Layer4 TCP/UDP/ESP
- Layer3 IPv4

- Layer2 Ethernet(VLAN/PPPOE ) O O O
000000 0oo0ob0o0oD0ooDoooOooO fast-forwardingD OO O0O0O0O
IPOO0O0OODOO0OOOOOOO0OONROODOOOOOODOOO
EthernetD 0O OODODO/0000000000O
IPvaO0 O 00 20000000000000000000000DO00DO00O0O0
0000000000000 0000000000000O00D0DO00ODOO0TCP SYNO FINO D
0ooodooooooooooooooooooooooFrFPODODOOODOSIPODOOODOODOO
00000Doodo fast-forwardingO OO OO OO
- IPO00OD00ODO0O0ODOODOOODOODOO
- 0000000000000 QeSO 00000 Ofast-forwardingD OO O00OD0O0ODOOOO
-WiMAXDODOODODODOOoOo wpPoOoDOoOooooOoo0OOod-fast-forwardingd OO0 000
O fast-forwarding 0O O O L2TPv3 fast-forwarding OO0 00000000 OOOOOOOOO

O NXR-120 NXR-125 NXR-130 NXR-155 NXR-1200
fast-forwarding 16,383 65,533
L2TPv3 fast-forwarding 16,192 62,462

- fast-forwarding 000000000000 DOO0OOOODOfast-forwarding OO0OOOOO0OO
oooooo

- fast-forwarding 0O L2TPv3 fast-forwarding 000000000000 DOO0OOOOOOOOO
oooooOoOo0ooOoooboOooo0O0O0ne,3830NXR-1200 DO OO DO65,5330 00000
ocooooogd

- L2TPv3 fast-forwarding O 0O 0O O 0O Oglobal node O 12tpv3 fast-forwarding OO OO0 OO
ooooooo
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0O 60 global node

global node

m ip access-list
Access-List(ACL)O O O O OIPv4 packetD filteringU D OO DOOOOOOODOOFilteringDOO0ODO
OO0 matchO OO matchO O actionO0 000000000
o matchO O
IPv4 source address/netmask
IPv4 destination address/netmask
Protocol (0 O O protocol 0O OO0 OO protocol DO O 0O)
Source port(TCP,UDPO O OO ODOOO)
Destination port(TCP,UDPO OO OO ODOO)
TCP syn
icmp type/code 0 0 (icmpO O OO DO)
source mac address
o matchOD O QOO

permit 00000 packetd OO accept 0 OO0
deny 00000000 packetO O O dropd0 0000
ooooooo

o ip/protocol

ip access-list ACL-NAME (permit]|deny)
<source:>(any|A.B.C.D/M]A.B.C.D|FQDN) <destination:>(any|A.B.C.D/M]A.B.C.D]FQDN)
(l<protocol :0-255>] icmp|tcpludp) (|mac HH:HH:HH:HH:HH:HH)

o 1icmp

ip access-list ACL-NAME (permit]|deny)
<source:>(any|A.B.C.D/M]A.B.C.D|FQDN) <destination:>(any|A.B.C.D/M]A.B.C.D]FQDN)
icmp (Jtype code) (|mac HH:HH:HH:HH:HH:HH)

o tcp/udp

ip access-list ACL-NAME (permit]deny)
<source:>(any|A.B.C.D/M]A.B.C.D|FQDN) <destination:>(any|A.B.C.D/M]A.B.C.D|FQDN)
(tcpludp) [(<sport:1-65535>]any]range <min:1-65535> <max:1-65535>)
(<dport:1-65535>|any|range <min:1-65535> <max:1-65535>)] (|mac HH:HH:HH:HH:HH:HH)

o TCP option
ip access-list ACL-NAME (permit]deny)
<source:>(any|A.B.C.D/M]A.B.C.D|FQDN) <destination:>(any|A.B.C.D/M]A.B.C.D]|FQDN)
tep [(<sport:1-65535>]any|range <min:1-65535> <max:1-65535>)
(<dport:1-65535>|any|range <min:1-65535> <max:1-65535>)] (]|syn) (mac HH:HH:HH:HH:HH:HH)

o negate
no ip access-list ACL-NAME

ooooooo
OIPvAO IPv6 O ACLO DD table D0 D ODOOOOOACL-NAWMEDO OO OO OOOO
OO0O00D0ACLODODOODOOOOI p access-group O O O O (interface/tunnel/ppp node 0 0 0 )O DO
o o o o o N Y 4



O 60 global node

global node

m ipv6 access-list
Access-List(ACL)O O O OO IPv6 PacketO FilteringD OO O OO OOFilteringD 00O O OO match
O00OmatchO O action0 000000000
o match 0O
IPv6 source address/prefix length
IPv6 destination address/prefix length
Protocol (0 OO protocol D OO0 OO0 protocol DO 0O 0O)
Source port(TCP,UDPO O OO OO OO)
Destination port(TCP,UDPO DO DO OO O)
TCP syn
icmpv6 type/code 00 (icmpv6e O OO0 0O)
o matchO O OO

permit 00000 packetd OO accept O OO0
deny 00000000 packetOD OO dropO0 0000
ooooooo

o ip/protocol

ipv6 access-list ACL-NAME (permit]deny)
<source:>(any | X:X: i X:X/M]X: Xz :X:X|FQDN) <destination:>(any|X:X: :X:X/M|X:X: - X:X|FQDN)
(]<protocol :0-255>]icmpv6|tcpjudp) (|Jmac HH:HH:HH:HH:HH:HH)

o icmpv6

ipv6 access-list ACL-NAME (permit]deny)
<source:>(any | X: Xz :X:X/M]X:Xz:X:X]FQDN) <destination:>(any|X:X::X:X/M|X:X::X:X]FQDN)
icmpvb (|type code) (|mac HH:HH:HH:HH:HH:HH)

o tcp/udp

ipv6 access-list ACL-NAME (permit]deny)
<source:>(any | X:X: i X:X/M]X: Xz :X:X]FQDN) <destination:>(any|X:X: :X:X/M|X:X::X:X]FQDN)
(tcpludp) [(<sport:1-65535>]any|range <min:1-65535> <max:1-65535>)
(<dport:1-65535>|any|range <min:1-65535> <max:1-65535>)] (|mac HH:HH:HH:HH:HH:HH)

o TCP option

ipv6 access-list ACL-NAME (permit]deny)
<source:>(any | X:X: :X:X/M]X: Xz :X:X]FQDN) <destination:>(any|X:X: :X:X/M|X: Xz :X:X]FQDN)
tep [(<sport:1-65535>]any|range <min:1-65535> <max:1-65535>)
(<dport:1-65535>]any|range <min:1-65535> <max:1-65535>)] (|syn) (|mac HH:HH:HH:HH:HH:HH)

o negate
no ipv6 access-list ACL-NAME

goooooo
OlIPvaD IPv6 0 ACLOODO tableD OO0 O0ODOOOOACL-NAMECD O ODOOOODO
OO00OO00OACLOOODODODOOD ipve access-group O O O O (interface/tunnel/ppp noded O O)
ODACLO0ODDDDODDDOO00000000C80



0O 60 global node

global node

O ip route access-list
ooooood
route-map 0 matchO O OO0 match ip address0 000000000000 DOOOOOOOOOOOOO
BGPO O D ODOUOODOset0 000D ODOOODODOOOODOODOOODOBGPO distribute-list
gopoooooooooooooboooooo
ooooooo ip route access-list ACL-NAME (permit]deny) A.B.C.D/M (]exact-match)

ip route access-list ACL-NAME (permit]deny) any
O no | no ip route access-list ACL-NAME (permit]deny) A.B.C.D/M (]exact-match)

no ip route access-list ACL-NAME (permit|deny) any
oo oo
exact-matchO O OO O0OO0OO0OprefixOOMODODOODODODOODOODOOOexact-matchO OO OO0 O0O0
O0prefixDOMOO WO 32)DOoDOooooooog
0.0.0.0/0 exact-match [0 0 default route(0.0.0.0/0)0 0 0 00O [00.0.0.0/0(exact-match O 00 ) O any
oooooo
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O 60 global node

global node

m ip (snat|dnat)

OO0o0oog  NATOODOOODOOODOOOo

ooooooo

o 1ip

ip (snat]dnat) NAT-NAME ip
<src:>(any]A.B.C.D/MJA.B.C.D) <dst:>(any|A.B.C.D/M]A.B.C.D)
<to:A.B.C.D> (|to-end:E.F.G.H)

o TCP/IP

ip (snat]dnat) NAT-NAME (tcp|udp)
<src:>(any|A.B.C.D/MJA.B.C.D) (]<sport:1-65535>]any|range <min:1-65535> <max:1-65535>)
<dst:>(any]A.B.C.D/MJA.B.C.D) (]<dport:1-65535>]any|range <min:1-65535> <max:1-65535>)
<to:A.B.C.D> [(Jto-end:E.F.G.H) (]<port:1-65535>|range <min:1-65535> <max:1-65535>)]

o protocol
ip (snat]dnat) NAT-NAME <protocol:0-255>
<src:>(any|A.B.C.D/MJA.B.C.D) <dst:>(any|A.B.C.D/M]JA.B.C.D) <to:A.B.C.D> (|to-end:E.F.G.H)
goooooo protocol DO O udp/tep0 00O 000 portD 00 0OO0OOOO
00000 udp/tep0 00 O0OOODOO)

o static
ip (snat]dnat) NAT-NAME ip
<src:>(any|A.B.C.D/M]JA.B.C.D) <dst:>(any|A.B.C.D/M]A.B.C.D) static <to:>A.B.C.D/M

o negate
no ip (snat]dnat)

ooooooo
o snatd0 000 : Private IPO OO0 (192.168.0.0/24)0 Global 1IP(1.1.1. )00 000O00O0OOOO
ip snat test ip 192.168.0.0/24 any 1.1.1.1

odsnatD O O0O: 1.1.1.1:800 0000000 192.168.1.1:8800 000000
ip dnat test tcp any any 1.1.1.1 80 192.168.1.1 880

o static snatd0 0O 0O:
ip snat test ip 192.168.0.0/24 192.168.10.0/24 static 192.168.10.0/24
00000192.168.0.24500 0 192.168.10.2470 0000 0000O0OSNATO OO src IPO OO
(192.168.0.245 - 192.168.10.245)0 000 O
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0O 60 global node

global node

m system (snat]dnat)

goooooo system snatsystem dnatO0 0 OO0 000
ooogooog

o system (snat]dnat)
system snat SNAT-NAME
system dnat DNAT-NAME

o negate
no system (shat]dnat)
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O 60 global node

global node

m ip web-auth access-list

ogoooooad

WebO O fFilterOOOOOODOOODOOO hostO networkO interface 00 OO0 OWebO OO OO DOOOO
goooooooooo

goooooo

o ip/protocol

ip web-auth access-list ACL-NAME (permit]deny)
<source:>(any]A.B.C.D/M]A.B.C.D|FQDN) <destination:>(any|A.B.C.D/M]A.B.C.D|FQDN)
(]<protocol:0-255>|icmp|tcpjudp) (|mac HH:HH:HH:HH:HH:HH)

o icmp

ip web-auth access-list ACL-NAME (permit]deny)
<source:>(any]A.B.C.D/M]A.B.C.D|FQDN) <destination:>(any|A.B.C.D/M]A.B.C.D|FQDN)
icmp (Jtype code) (|mac HH:HH:HH:HH:HH:HH)

o tcp/udp

ip web-auth access-list ACL-NAME (permit]deny)
<source:>(any|A.B.C.D/M]A.B.C.D|FQDN) <destination:>(any|A.B.C.D/M]A.B.C.D|FQDN)
(tcpludp) [(<sport:1-65535>]any|range <min:1-65535> <max:1-65535>)
(<dport:1-65535>|any|range <min:1-65535> <max:1-65535>)] (|mac HH:HH:HH:HH:HH:HH)

o TCP option
ip web-auth access-list ACL-NAME (permit]deny)
<source:>(any]A.B.C.D/M]A.B.C.D|FQDN) <destination:>(any|A.B.C.D/M]A.B.C.D|FQDN)
tep [(<sport:1-65535>]any|range <min:1-65535> <max:1-65535>)
(<dport:1-65535>|any|range <min:1-65535> <max:1-65535>)] (]syn) (|mac HH:HH:HH:HH:HH:HH)

o negate
no ip web-auth access-list ACL-NAME

ooooooo

o WebODOODOOOD: 192.168.0. 10000000 WebhD00000OWhOODOOODOOODOO
ip web-auth access-list FORWARD-IN permit any 192.168.0.10 tcp 80 any
ip web-auth access-list FORWARD-OUT permit 192.168.0.10 any tcp any 80

o DUDOOODODOODOO: ODODOWhODODOODOOWANODODDODODOODODODDO
interface ethernet 1
ip webauth-filter forward-in FORWARD-IN
ip webauth-filter forward-out FORWARD-OUT
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O 60 global node

global node

O pppoe-option sent-padt
OO0odoog  PPPEC00DODOOOOODOODODO
ooooooo pppoe-option sent-padt
(all]prev-pppoe-session|unknown-ip-packet|unknown-lcp-echo)
oo 0O o0 pppoe-option sent-padt all
O no O no pppoe-option sent-padt
(| prev-pppoe-session|unknown-ip-packet]unknown-Icp-echo)

O pppoe-bridge

0000000  PPPOE bridge0 OO OO OO

ooooooo pppoe-bridge ethernet <0-2> ethernet <0-2>
oo 0O oO0o no pppoe-bridge

O no O no pppoe-bridge

O dhcp-server

0000000 DHCPODODOOODDOIPODOODOODODOODOO
ooooooo dhcp-server bind HH:HH:HH:HH:HH:HH A.B.C.D

O no O no dhcp-server bind HH:HH:HH:HH:HH:HH

m ssh-server
o ssh-server enable
goooood ssHOOOOOO/000O0O0oO00ao

ooOoo0ooa ssh-server enable 000
oo 0O 00 no ssh-server enable
a no ad no ssh-server enable 00

o ssh-server version
goooood SSHOOOOOOOOOoOooOOooooo

ooooooo ssh-server version 1|2 : SSHv1 or SSHv2
ssh-server version 1 2 : SSHv1 and SSHv2

oo 0O oo ssh-serverversion 1 2

O no O no ssh-server version (=ssh-server version 1 2)

o ssh-server ciphers

goooooo ssHOoOooooooooooooo

ooooooo ssh-server ciphers (aesl128-chc|3des-chc|blowfish-cbc|castl128-chc|arcfourl28|
arcfour256]arcfour|aes192-cbhc|aes256-cbc|aes128-ctr|aesl92-ctr|aes256-ctr|)

o0 od ooooooood

O no O no ssh-server ciphers
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O 60 global node

global node

m ssh-server(O0O)
o ssh-server address-family
ogooooon SSHO OO OOODOOOoODOOooooooooadpva/ipve)ooooonod

goooooo ssh-server address-family ip > IPv4 access only
ssh-server address-family ipv6 : IPv6 access only

oo 0O oo no ssh-server address-family

O no O no ssh-server address-family > any

o ssh-server port

O0ooooo ssHOOOoOoDoOOoOoOooOoOooOoOoooDOoooOoo2000000000000000
goooooo ssh-server port (22]512-65535) (22]512-65535)

oo 0O oo ssh-server port 22

O no O no ssh-server port (=ssh-server port 22)

o ssh-server authentication

ooooogo SSHOOODOOOOODOOODOOODOOOplain-text password 0 RSA public-key O
goooooog

goooooo ssh-server authentication (password]public-key)

O no O no ssh-server authentication (password|public-key)

oo oo Default O Opassword 0 O ORSAO O (verl/ver2)D 000 OO DO

o ssh-server public-key
ooooooo adminDO0O0000O0OSSHOOODODOOOODOOO@OsooOooooo)o
goooooo ssh-server public-key username admin <0-4>
ssh://<user@(A.B.C.D|X:X::X:X)>/FILENAME (]source A.B.C.D|X:X::X:X)
ssh-server public-key username admin <0-4>
ftp://<A.B.C.D|X:X::X:X>/FILENAME (]source A.B.C.D|X:X::X:X)
ssh-server public-key username admin <0-4>
(diskO:FILENAME|disk1:FILENAME) (Jsource A.B.C.D|X:X::X:X)
O no O no ssh-server public-key username admin <0-4>
od OO
gooooOooOoOoooogoooooooo
gssHOoOoOoooooooooogoooooooobooooobbooooooooobooboobooo
O ssh://user@A.B.C.D/FILENAMEC 0 02200000000 0O OO =ssh://user@A.B.C.D:22/FILENAVET]
- IPv4  ssh://user@A.B.C.D:port/FILENAME
- IPv6  ssh://[user@X:X::X:X]:port/FILENAME

o ssh-server vty authentication

0000000 RSAODODOOpasswordD OO OO0 O000O0O0O0DODOMOI0O passwordd OO0 OIDO
0oooooooooo

goooooo ssh-server vty authentication

O no O no ssh-server vty authentication

oo oo RSA public-key O 00 0O 0O 0O O O (ssh-server authentication public-key) O O
0oooooooooooooooooooon
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0O 60 global node

global node

O telnet-server enable

ooooooo
oooooog
oo O oo
0 no 0

m http-server
o enable

goooooo
ooooooad
oo o od
0 no 0

TelnetDOOOOO /00000000

telnet-server enable 00)
telnet-server enable
no telnet-server enable 00O)

HTTPOOOOOO /00000000

http-server enable 0o
http-server enable
no http-server enable E00)

o ip access-Filter

ooooood
ooooooad
00 RN
0 no 0

gOoooOwebDOOOODOOOOODO PV ACLODOOOOOO
http-server ip access-filter 1Pv4-ACL-NAME

source IPOO0OOOOOOOO

no http-server ip access-filter

o ipv6 access-Filter

ooooood
ooooooad
00 RN
0 no 0

goooOwebDOOOODOOOOODOIPG ACLODOOOOODO
http-server ipv6 access-filter IPv6-ACL-NAME

source IPOO0O0OOOOOOO

no http-server ipv6 access-filter
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O 60 global node

global node

m session

o session udp timer

gbooobogoo
gooogog

o0 0O 0O4d
[l no [l

wpOOODODOODODOODOOOODOOD

session udp timer <sec:1-8589934> (NXR-120/C NXR-125/CX NXR-130/C)
session udp timer <sec:1-2147483> (NXR-1200)

session udp timer 30

no session udp timer(=session udp timer 30)

o session udp-stream timer

gooogooo
gboooooo

oo 0O oOad
O no O

vwpOOOOOODOOOOOOOOODOOOODOO

session udp-stream timer <sec:1-8589934>[1 (NXR-120/C NXR-125/CX NXR-130/C)
session udp-stream timer <sec:1-2147483> (NXR-1200)

session udp-stream timer 180

no session udp-stream timer (=session udp-stream timer 180)

o session tcp timer

gbooobogoo
gooogog

oo 0O 0Oa4d
[l no [l

o session max
ooooogo
goooogo

go 0O 00

o session limit
ooooood

goobogog

go 0O OO0

O no O
ooooooo

TcPOO0ODODOODODODODOOODO

session tcp timer <sec:1-8589934>[ (NXR-120/C NXR-125/CX[0 NXR-130/C)
session tcp timer <sec:1-2147483>[ (NXR-1200)

session tcp timer 3600

no session tcp timer (=session tcp timer 3600)

ooooooooooooooo

session max <4096-32768> (NXR-120/CL] NXR-125/CX NXR-130/C)
session max <4096-65536> (NXR-1200)

session max 4096 (NXR-120/CL0 NXR-125/CX NXR-130/C)
session max 32768 (NXR-1200)

no session max (=000000O)

IP address 0 OO0 conntrack session0 00000000000 ODOUSEROOODO
conntrack session0 O 0000000000 O0O0OOOODOOODOOODOOO
go0o0oO0O00forwardingD OO0 0 packet0 O OO OO0D0OOO

session limit <0-32768> (NXR-120/C NXR-125/CX NXR-130/C)

session limit <0-65536> (NXR-1200)

session limit 0

no session limit

00D0O00DO0OIP addressd 0 session0 00000000
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O 60 global node

global node

m session (0 0O)

o session tcplimit

goooood NXROODOOOOTCPOOOUOODDODODDODOOOODODODODOOOOO

goobogd session tcp limit (<16-16384>])  (NXR-120/CO NXR-125/CX[] NXR-130/C)
session tcp limit (<16-32768>])  (NXR-1200)

OO0 0O OO  session tcp limit 6400 (NXR-120/C0 NXR-125/CX0 NXR-130/C)
session tcp limit 1024 (NXR-1200)

O no O no session tcp limit 0=0000

ooooooo

ONXRODOODDODOODOO0DOO000O00Doobooo0oooboobo

Olpvd/iPve 0 0000000000000 O0ODOOOODOOD 1600000000 1Pv4aO IPv6DO
cPO0O0ODO0O0OOOOOOOlOODbDOOOODbDUObOOODO

gooboobooobobooobobobooobooboboboobooobooboobo™booooon
gboooboobogoboboboobo

o session invalid-status-drop enable
ooooood NXRO packetD 0 OO0 O Qconntrack 0 00000000 OO0 Ostatusd NEW state
(D000 DOOoOoooDOoDOoooOooOoDOo00 establishODOOOODO
O000000packetDDOO0OOD0OD0O0ODOOODO (ex. tep0 00O 0OODO session
000000 RST+ackd packetD OO0 OO0 OODO)Ostated invalidO OO OO0
0000000000 Invalid stated O 0O 0O session [0 match O O packet O drop O
OO00000DPefaultODOOODOOODO
ooooooo session invalid-status-drop enable
oo 0O oo no session invalid-status-drop enable
O no O no session invalid-status-drop enable
ooooooo
0odoodooooooooooooooodoooooooooooooooooooooooooooon
session invalid-status-drop-interface enable 0 00000000 O0OOppp OO ODOOODOOODO
oooooooooooo
nxrl25(config)#no session invalid-status-drop enable
nxrl25(config)#interface ppp 0
nxrl25(config-ppp)#session invalid-status-drop-interface enable

o session checksum

gooogog tep/udp/icmp packet 0 OO O OO Ochecksum errorD 000000000 NATO OO
000000000000 o0ooooboOgDOdchecksum errord 000000
NAT(masquerade 0 0 )0 OO OODOOO
Default D OO DOOOODOOODOver5.6.1000 versionDOOO0OOO0OOO0DOOO

ooooooad session checksum enable

oo 0O oo no session checksum enable

O no O no session checksum enable
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O 60 global node

m password

o password

ogoooood
ooooooo
oo o oo
0 no 0
oo 0o 0

o gui password
gogoooog
gooooood
ugg 0O od
| no O
od g o

m CLI

global node

CLiooooDooooooooooooog

password (]hidden) PASSWORD

password admin

no password (= password admin)
O0oooog1-9s00000000uoooog
OO00o0oooooooooogis#E=+_.;0{~"<>000

guicOooooOooooooooooog

gui password (Jhidden) PASSWORD

gui password admin

no gui password (= gui password admin)
O0oooog1-9s000000o00uoooog
OO00o0ooOoooooooogs#sE=+_.;0{~"<>000

o console idle-timeout

goooooo
goooooad
oo O od
0 no 0

ConsoleJ 0000 O0OOOOODOODOOO

console idle-timeout <minutes:0-35791> (]<seconds:0-2147483>)
console idle-timeout 0 3600

no console idle-timeout (=console idle-timeout 0 0)

o console terminal length

goooooo
goooooad
oo O od
0 no 0
ogoooooad

console 0000000000 OOOOOOOOOO

console terminal length <0-512>

console terminal length 24

no console terminal length (=console terminal length 24)
0000000000000000000000000000

o console terminal width

ooooooo
ooooooo
oo O oo
0 no 0

console0 0000000 ODOOODOODOODOOOO
console terminal width <40-180>

console terminal width 80

no console terminal width (=console terminal width 80)
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0O 60 global node

global node

= CLI (ODO)

o vty session-max

0000000 vyOoOooooDoooooooDooo
Oooooono vty session-max <1-10>

00 0O OO0 vty session-max 4

o vty idle-timeout

ooooooo vtyOOoOoooooooooooooo

O0oooono vty idle-timeout <minutes:0-35791> (|<seconds:0-2147483>)
oo 0O oo vty idle-timeout 0 600

O no O no vty idle-timeout (=vty idle-timeout 0 0)

o vty terminal length

o0o0o0ooD0o  viyoOooooooooooooooooo

Oooooono vty terminal length <0-512>

oo 0O oo no vty terminal length

O no O no vty terminal length

O000000 DefaultDOOterminal 0D ODO0DODOODOODOODO
oo00oO0oOooDOoooDOoDOoooooooDOoooooOon

o vty ip access-filter

ooooooo  vewyOipvaOOOOOODOOOOOOOOO
Oooooon vty ip access-filter 1PV4-ACL-NAME

O no O no vty ip access-filter

o vty ipv6 access-filter

Oo0ooooo  vtyydIipveOOODOOOOOODOODOOO
O0ooooono vty ipve access-filter 1PV6-ACL-NAME

O no O no vty ipv6 access-filter
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0O 60 global node

global node

= 12tp
gogooogad OCN IPv6e OO OODODODOUOO0OUOODDODOOONRDDODUOOOOOOPPPODOOOO
L2TPO0000O0D0O0ODODOWNSO0OD00O0DOOD0DDO0ODOO0ODO

o udp source-port

ooooooo

00000000 00o00DoooooooNRODooooooDoooOdTPO0DO0ODOO0ODOO0ODOO
src port0 00O UDP/17010 00000 0L2TP/PPPO 0D OO ODOODOOOOODODOOOOODOOODO
00000000000 0LLTPOOD0O0O0srcport OOODOD0DOODODODOODOOdstODOOO
UDP/1701(0 00D O OO

OO000LTP30WDPO 000000 00OLTAIOLTPO0DOO00O00O0port0 000 O0O00O0OOO0OO

ooooooo 12tp udp source-port <src_port:1024-65535>

oo 0O o0 12tp udp source-port 40001

o hostname

ooooooo LTPO00O0O0O0OO0OOOOO

ooooooo 12tp hostname L2TP-HOSTNAME

<00000 > 0OO0O0OOhestnamed 000000000 OODOOCOOOO
O no 0 no 12tp hostname
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O 60 global node

global node

m L2TPv3
ooooooo
ONXROOOOOO L2TPv3O OO OLAC-LACO OO OO0 L2TPOOOOOUO OO OO OEthernet0 OO
0000000000000 00 End-to-End00 L2OODOOO00O0OODOO0OOOOORFC3931000
ooodoo
OLAC-LACO OO O ODODOOLAC-INSOD OO WNS-INSO O DO Ooooooooo00oooon
oooooo)o
OLTPAVOODO0D0000000000D0000L2TPv3 over IP (DO OO OO O 115)000 O L2TPv3
over IDPO OO ODOOOOO
OLTPOODOODOODOOOOOOOOL2TPV30 L2ZTPOUPOODOOOOOOODODOOODOODOOODO
Jod0o0o0oo0oooooooooooooog
gLTp(v2)) 00000000 OOoOn
OL2TPv3d OOIPVA DOOODOOOOOOOOIPVG D0O0O0DODODODODOOOOOOO
0000000000 kkoODDOO0ODOO0OOOEthernet0 000 (O)00O 802.1Q VLANO OO DO O
OO0OOXconnect 0000000000 O0OOOOOOEthernet OO0 VLAN OOO
0 Ethernet O 0O 0O OO O OEthernet 11, IEEE 802.3 Raw, IEEE 802.3 with LLC, IEEE 802.3
with SNAP O OO QOO0
00000 Ethernet 0000000 DO802.1Q in 802.1Q DD OO OODO 1522 0D OO (FCS OO O)
ooo
OCookie 0O O L2 Specific Sub layer 00000000

o hostname

ooooooo O0000000000DO0OD0OOOLCCE(L2TP Control Connection Endpoint)d 0O 0O O
oooooo

goooooo 12tpv3 hostname L2TPv3-HOSTNAME

ooooooo OO0O0OOhostname 00O O0O0O0D0OOO0O0OOOOODOOO

O no O no 12tpv3 hostname

o router-id

oooooog ooooooomgoirdooooboooooooLeccebooomoooooon
oono

ooooooo 12tpv3 router-id A.B.C.D

O no 0 no 12tpv3 router-id
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O 60 global node

global node

o mac-learning

ooooooo

OLTPv3 MACO D OO OOOODOOO /000000000
-J000000o0ooooovMACcO00D0D0oDoDoooooDoDoooDoDoooDooDoDO
-00000oooooooooooooooooMacod0Doonoooooonoooooooon
oooooog 12tpv3 mac-learning (Jalways)

oo 0O oo 12tpv3 mac-learning

O no 0  no I12tpv3 mac-learning

ooooooo

OalwaysO OO0 0OO0OL2TPv3 MAC AddressO 0 AlwaysCO OO0 OO0 o OdonO

-L2TPv3 MAC Advertise Frame 00 0 0O 0O 0O O O mac-advertise enable0 0 000000000 OOO
000000000000 0OL2TPv3 MAC Advertise FrameeJO OO0 OO0 OO OXconnect O 0D OO0 OO O
000010000 0000o0ooooooooooooooovAcOD0noooooooooooo
oo0ooooovMAcOOoOooDoooooonoo

-Always0 000000000000 100000DO00D00ODO0OOOO00ODO0ODOOODOODONMACODO
gooooooooo

-000(always)0 00000000000
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O 60 global node

global node

m L2TPv3 (O O)

o mac-aging

ooooood oo0oOoooooMcOOOoDonDoDooooonDoon
ooooooo 12tpv3 mac-aging <seconds:30-1000>

oo 0O oo 12tpv3 mac-aging 300

O no O no I12tpv3 mac-aging (=12tpv3 mac-aging 300)

o loop-detect

ooooooo ooooooooooooooo

ooooooo 12tpv3 loop-detect

oo 0O oo no 12tpv3 loop-detect

O no O no 12tpv3 loop-detect

ooooooo
00o00oboo0obooOooooooboooDooDoooooOobOO0obOD0oDODOoDOooODOoDOoboOoD 2
o0oooooooooooooooon

OXconnectO O OO DOODOODODODOOODODOODOOOMACOODODOEBODOOODODOO
dLPd000d00O00o0OO00oO0oO0DoOOoDooNvACO000DODOooOMACODODODOoooooon

o send-known-unicast

oooooog L2TPv3 O known unicast0 0000000000

ooooooo 12tpv3 send-known-unicast

oo 0O oo no 12tpv3 send-known-unicast

O no O no 12tpv3 send-known-unicast

ooooooo

known unicast 0 0000 OONMACOOODOODOOOOwnicastD 0000000 ODOOODOODOODOO

0000000000000 wuwnicast00D000D0OD0ODOODOODO

OXconnectO OO OO0 OOOODOOOOUnicastOD OO0 ODOOOMACODOOODO Local MACOO DO OO
oooooog

o udp source-port

O0O0OoOoo0O  L2TPv3 over UDPO OO OO src port0 0 0000000000000

ooooooo 12tpv3 udp source-port <1024-65535>

oo 0O oo 12tpv3 udp source-port 1701

O no O no 12tpv3 udp source-port (=12tpv3 udp source-port 1701)

O0Oooooo0  Srcport000000000O0O0OL2TPv3 over UDPO OO OOOO tunnelD OO O
O000ooogoeTevd over IPOO00OOO0OODOOOODDOOOODOOOOOO
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0O 60 global node

global node

m L2TPv3 (O O)

o udp path-mtu-discovery

oooogooo

ooooooad
od 0O Od
0 no O
ooooood

L2TPv3 over UDP O O O O OPath MTU DiscoveryO OO OO /000000000
ooooooogood

12tpv3 udp path-mtu-discovery

no 12tpv3 udp path-mtu-discovery

no 12tpv3 udp path-mtu-discovery

OO0000000DO0O0O0O0ogOoDL2etpv3dd0 OO0 DR(Don' t Fragment)D OO O
1000000000000 0doFO00DOO0o0DOO0OoooDoOODOoooo
oooooooooooOoooooMobooDOoOooooO@Ooogooboogoo
oO0oooobFOOOdOooOOOoOoOoDoOoOd

o path-mtu-discovery

gooogog

ooOooooa
oo 0O 0Oad
O no O

o snmp enable
ogooooon

Oooo0oooad
oo 0O 0O0
O no O

o snmp trap
oooooog

ooOooooa
oo 0O 0Oad
O no O

o tos
oooogooo

L2TPv3 over IPO O OO OPath MTU Discovery 0D OO OO /000000000
ooooooooo

12tpv3 path-mtu-discovery

no 12tpv3 path-mtu-discovery

no 12tpv3 path-mtu-discovery

L2TPv30 0 S\MPO OO DOOOOODOOOOODODOOO0ODOOOO0ODDOOOL2TPY3O
oooMBOOOOOOOOOOOO

12tpv3 snmp enable

no 12tpv3 snmp enable

no 12tpv3 snmp enable

L2TPV3O SNWP trapO0 0000000000000 COO0O0OOOL2TPv30 000 Trap
ooooooooogoo

12tpv3 snmp trap

no 12tpv3 snmp trap

no 12tpv3 snmp trap

gLVl 000000 0noooooonDLwLoooogo iPOO0 IPved OO OOIP/IPY6 header
O ToSO (IPv6 O O O Otraffic class)J USERO OO O O ToSO O 12tpv30 0 0 0O O IP headerd 1Pv4
ToS field(L2TPv3 session packet) D0 00 00O 00O O OControl message 0 0 0xdoO OO O OO0

ooooood
od 0O Od
0 no 0
ooooood

12tpv3 tos
no 12tpv3 tos
no 12tpv3 tos

OToSOODODOODOOODOINI2tpv3 tunnel tosO O OO OO0 OO OControl messaged ToSO O O OO
cooooooog
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0O 60 global node

global node

m L2TPv3 (O 0O)

o ‘tunnel tos

0O0o0oogO  L2Tpv3d ToSOO OO OO OO OControl messaged ToSO OO O OOOOOOOODODO
ooooooo 12tpv3 tunnel tos []|<0-252>]

oo O oo 12tpv3 tunnel tos 208 (=12tpv3 tunnel tos)

ad no 0O  no 12tpv3 tunnel tos

ooooooo

OL2TPv3 ToS OOOOOCOO/ 0000000000 OOOOO TosOOOOOODODODOOOOOO

L2TPv30 ToSO 0 0 O 000000000000 TosD
oo no 12tpv3 tos odno 0x0

0oQ 2087 0xdoC]
0o 12tpva tos 0ooo 0-25201 0x0-0xFe]

o fast-forwarding

goooooo L2TPv3 0 O O fast-forwardingOD O O OO0 0O OO

ooogoooo 12tpv3 fast-forwarding enable

OO0 O OO0 no I12tpvd fast-forwarding enable

ad no 0  no I12tpv3 fast-forwarding enable

ooooooo

Ofast-forvardingOD 00000000000 /0000NMACO00ODOOOODOOOOODODOOOOO
-MACOODOOODOOOOODO/000000O000DOOO0ODOfast-forwardingDOOOODODO
- 00000 fast-forwardingOD D OO0 OO0 OOOOOIPvA/TCP/UDPOODOOOOODOOOO

cooooooooo L3 0000Oo0oO00ooo0oooo0ooooooOoonon fast-
forwardingD OO0 OO 0O0O0OOODOO fast-forwardingD O 0 0O O [

OoO000opDo0o0ooo0ooOooooooooDooooDoooOgogL2TPvd tunnelingd OO
L2TPv3 over IPsecl policy based 0 O 0O O fast-forwardingO O OO0 00000

- L2TPv3 over IPsec (route base)l [0 fast-forwardingO OO O OO0

00000000 00o0o0oooooooodL2rtevd00dOO fast-forwardingD 00O 0O

O L2TPv30 MACOOOUOODOOOUODOOUO200000OLANODO local tableOWANO O FDBO OO
- LTP3000000000000000000NACOO0DD MBODDOOOODOOOOD fast-
forwardingD OO0 OO O0OOO0OOO

- LTP3000000000000000000MACODODOOO local tableD OO0 OO0OD0OOOOO
0 fast-forwardingO OO O OO0 OODOO0O

- L2TP3000000000000000000MACODDOOOFBOOODOODOOOODWAN-WAND O
OO000Ofast-forvardingD O 000000000 DOO0DOOCOCOOOODOOOOOOODEODOOCOO
oooooo

O d0odoodoOdlocal tableD OO0 FBOODONMACOOODOODOODOO fast-forwarding O O
O000D0O00O0O0O0ODOMAC aging-time0 0000000 OODOOOOINocal tableO O OO FDBO
OOoOMCODOOOODOUOODOO0ODO fast-forwardingD O OOOOODOOCO

97



O 60 global node

global node

m L2TPv3
o fast-forwarding (0 0O)
goobogd

O fast-forwarding O O O L2TPv3 fast-forwardingD OO0 000000000 OOOOOOO

O NXR-120 NXR-125 NXR-130 NXR-155 NXR-1200
fast-forwarding 16,383 65,533
L2TPv3 fast-forwarding 16,192 62,462

- L2TPv3 fast-forwardingO D OO0 O00O00O0O0OO0OOOOODOL2TPv3 fast-forwarding O O
oodoooooooooo

- fast-forwarding O L2TPv3 fast-forwardingO OO 000000000000 OOOOOOOOO
0000000 0o000000oonoon0Os,3830NXR-12000 000 065,5330 0000000
oooooo

- fast-forwarding 0 0 O O 0O O global node O fast-forwardingO D OO0 O00O0O00DOODOO

ooooooo
000 00L2TPv30 fast-forwardingO O 0Ov5.11.10 00 0000000000000 O0OO00O0DOOOOO
vb.12.00000000000
0o0o00doooooooooooooooooooooon
000000 fast-forwardingD OO O O0OOOdefaultD OO 0O O M
nxr120(config)# fast-forwarding enable
OLLTPVIONACOODODODDODOOO0OD0oO0OOdefault0 0000
nxr120(config)# 12tpv3 mac-learning
O L2TPv3 O fast-forwardingO D OO0 00O OO defaultD 000 O M
nxr120(config)# 12tpv3 fast-forwarding enable
gcuoooooooooooDoooooooooonooooonooooOondndshow configh O
00000000 0oO0o0oooooooooooooooooooooog
o 0000D0OO fast-forwarding 0 0 0O 0O 0O OL2TPv3 0 fast-forwardingD 0D OO OO0 O
nxr120(config)#12tpv3 fast-forwarding enable
% First configure "fast-forwarding enable" on global mode.
o L2TPv3 [0 fast-forwardingO OO OO OL2TAVIONACO DO DOODOOOOODODOODO
nxr120(config)#no 12tpv3 mac-learning
% First deconfigure "l12tpv3 fast-forwarding enable™ on global mode.
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O 60 global node

global node

m L2TPv3
o fast-forwarding (0 0O)
ooooooo
e PtoP OO /00
NXR_10 fast-forwardingOD OO0 000000000000 DOOO0OODOOO00ODODOOOOOOOO
PCAOPCBOODOOODODODOOOODOOOOOO
PC A ———-- NXR_1 L2TPv3 NXR_2 ----- PC_B
o PCAOOPCBOOOOpingODODOOOOO
OPCAOOARP REQUESTO OO D OOOOODOODODODOOO
ONXR_10O0Olocal tableO PCAOMACOODOOODODOOOODO
OPCBOOPCAODOARP REPLYO O DO OO OO
NXR IOOFDBOOPC BOMACOODODOOODOODOOO
PCAONMACOODOOODOINocal tableO OO OODOOODOODOOfast-forwardingO OO O 00O
ooooooooogo
OPCAOOPCBOOICMP REQUESTO OO OO OO
PCBONMACOOODOO FBOODOODOOOODOOOOfast-forwardingD DO O OOOOOOOO
ooooo
OPCBOOPCAOOICMP REPLYO OO OOODO
Fast-forwardingO O OO0 O O0O0OO0O0O00OO0ODOODOOfast-forwardingd O 0O
OPCAOOPCBOOICMP REQUESTO OO OO OO
Fast-forwardingO O OO0 O O0OO0O0O0O0O0ODOODOOfast-forwardingd O 00O

e PtoMP OO OO
NXR_10 fast-forwardingOD OO OO0 DO0OO0O00OO0OOOO0O0OODOOOOOOOOO0OO0OOOOOOOOOO
PCAOPCBOPCCODOODOOOODOOOODOOOO
PC C —----- NXR_1 L2TPv3 NXR_ 2 ----- PC_A
L2TPv3 NXR_3 ----- PC_B
o PCAOOPCBOOODOpingODODOOOOO
OPCAOOARP REQUESTO OO DO OOOODOODODODOOO
ONXR_1IOONXR 2O0DO0O FDBOOPC AONMACOODOOOOODOOOO
OPCBOOPCAODOARP REPLYO OO OO OO
NXR_ IOONXR 3OOOFBOOPCBONMACOODOOOOODOOOO
PCAONACOOODOONXR 2000 FBODODODOOODOOOOODOfast-forwardingD 00O
ooooooooooooooon
OPCAODOPCBOOICMP REQUESTO O O OO DO
PCBOMACOOODOOONXR3ODOO FOBOOOOOODOOOOOO fast-forwardingD 00O O
O0o0oooDoooooooo
OPCBOOPCAOOICMP REPLYO OO OOODO
Fast-forwardingO O OO0 O O0OO0O0O0O0O0ODOODOOfast-forwardingd O 0O
OPCAOOPCBOOICMP REQUESTO OO OO OO
Fast-forwardingO O OO0 O O0OO0O0O0O0O0ODOODOOfast-forwardingd O 0O
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O 60 global node

global node

m IPv4
O arp
goooooo
ooooooo
0 no 0
ooooooo

go0ooogoAPOOOOOOOd
arp A.B.C.D HH:HH:HH:HH:HH:HH
no arp A.B.C.D

OStatic ARPO OO OOOODOODOOOCGratuitous ARPO ARPOODOOOOODOOOOOOODOO
gliogwoooboboobawpwwiboooboboooboobooboboo1ioo miva0nDoooo
gowobooooooboobooobooooo

O ip route
ggoooog
goooooo

O no O
ooooooo

IPvAaO DO 0000000000 0DOO0OO0

ip route A.B.C.D/M (<gateway:E.F.G.H>] INTERFACE|null) (]<distance:1-255>)
(|netevent <trackid:1-255> (active]inactive))

OO00O0O INTERFACED OO O OOOoOooono
ethernet <0-2> (Jvid <1-4094>) | ppp <0-4> | tunnel <0-255>

no ip route (A.B.C.D/M GATEWAY|]INTERFACE|null) (]<distance:1-255>)

odbooboooboboobouobouoboobodbodistance 00 0O0O00OOOOOoDOobDOOOO
oooooooooooooboogooobobooooDobooooooooobUround robind OO
goopooobobooooo

g2550000000o00o0ooog

0000o0ooooOobOoOooOoDO (ethernetd 802.1Q VLA)O OO ODODOOOODOODOOO
gboobobobbooboobooobobbobooboobobooboobobboboo
OORPOODOOODOOODOOLANDOODOOProxy ARPOODOODOOOOODOODLD)YODOODOO
OOo0OoOoOdbOpPoint-to-POINtO 00 00O0OO0OO0DOOODOOOOODOOOOODOOOOO
gooooobooooboboob

O ip icmp-errors-inbound

gboooogo

ooooooo
oo O do
0 no |
goooogo

0000000000 0MOICMP error message OO O OO OICMP errord0 00O OO
O packet 0 O 0O OO interfaced primary addressO0 0000000

ip icmp-errors-inbound

no ip icmp-errors-inbound

no ip icmp-errors-inbound

ODefault 000000000 ODOOODDYrouting table0 00000000 ODOOODOODOOO
primary addressO0 00003000

OICMP error message D IPsec0 00000000 DO0ODOOODOOODOOpacketd OO0 O0OONO
oooooooooooooooooooooooo
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O 60 global node

global node

O ip arp-invalid-log

oooooog Ethernet/VLAN interfaceJ 0 0 000 0O OO interface IPv4 network(d O O O IPv4
addressO arp request0 DO OO 0O0OOsyslogD OO0 O0O0O0O0O0OOOODOOO

ooooooo ip arp-invalid-log

oo 0O oo no ip arp-invalid-log

O no O no ip arp-invalid-log

oooodood Invalid arp0 0 0000000000000 logO syslogOOO0O0OO0O0O0O0OO

0000000000 O0O0OOmessage 000000000 OODOOODOOISyslog message suppress [

O(syslog node0 O0)OOOOOOODOOOOOOOOOO

<< Invalid arp O log format >>
Jun 16 18:21:06 nxr120 arp_detect: received invalid arp on ethernetO from 10.10.1.143
(00:90:fe:12:48:8c) to 10.10.1.110

ethernet0 : OO OO interface
10.10.1.143 : arp request ] sender IP
00:90:fe:12:48:8c : sender mac address
10.10.1.110 : Target IP address
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O 60 global node

global node

O ip reassemble-output

ooooooo

ooooooooowNmuooooprnmuOoooooooood P forwardingD OO OO0 OO0OOOO
00000000 oooooooooooooDooo0mooooooooooooooooon
OO0o0O0oooNRODOODOoODOODODO0000ooDooooooooooooooooooon
- fragmented packet(O OO OO0 O)OMUODODODOODOODOOODOODOODOOODOOOMTIUO
0ooooooooooooooon
- fragmented packet(O O OO0 OD0O)OMUDOODODOODODONO fragmented packet 0 0 00O
ooooood
-00o00booooooowoDo0DOooooDOoo0ooDoDooooooDoo0oDoono

ooboonoo ip reassemble-output

o0 O OO0 ip reassemble-output

O no O no ip reassemble-output

ooooooo
ooodooooooooooooomooooooooooooooooooooooooooog
00000000 0o0o0ooooooo0Dooooooooooobooooo wroDooooDono
O0oooDooooooooooooooooooooooooooooooooooooonoon
000000000000 000000000000000000000000000ONXRDOOO
Oo0ooooooooooooooomwrooooooooooooooooooon
- fragmented packet(COOOODOO)ONMUDOODOOOOODOOD fragmented packet O MTUO O
oooooooooooooooon
- fragmented packet(CO OO OO O)OMUDOODOOOODODOOOD fragmented packet 0 0 00O
ooooood
- 00000000000 MUDODO0000D00000 fragmented packet0 000000000
oooooo

ODefaultO Oglobal DO OO0 interface0 00000 OOOOGIobal OO0 interface 0 OO AND
O0o00ooDooooooooooooooooooogoglr forwardingODOOOOOOOOO
ooooo

oo00o00dooooooooooooooo3200oooooo3xd oonoooooooooog
0000000000000 0000000O1p reassemble-output 0000000 O0OOOOO
ooo

ooooooo

Oglobal node O no ip reassemble-outputd O 00 O O O ipsec tunnel interface 0 O no ip frag-
ment-reassembly0 0 0000000 OOno ip fragment-reassemblyD 0 0000000
OO000Ono ip fragment-reassemblyd 00O OO0 tunnle interface0 0000000000
reassemble 00000000 OOconntrack 0000000000 0ODOODOOOOODOODOconntrack
O0000O0OONATOO /SPIl/session0 000000000000 OCOOODOOOOOOOOOO
000 packet coloringD 000 O00O0OOODOO

(0 no ip reassemble-outputD O 000 ODOOOOOODO tunnel interfaced O no ip fragment-
reassemblyd 0 O ip fragment-reassembly0 0 0000000000000
(no ip fragment-reassembly 00000000000 OWarningODOODOODOD

O1ip fragment-reassembly 000 000000000000 OO0O0O0DOONO ip reassemble-output [
oooooooooooooon
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global node

m [Pv6

O ipvé forwarding

goooooo

ooooooo
oo 0O oo
0 no 0
oooooilo

gooogo 2o

O ipv6 neighbor

ooooooo
ooooooa
0 no O

O ipvé route
gooooga
goooogd

goooogo

O ipv6 bridge
goooogd

ooooooo
O no O
ooooooo

IpPveO0 0000000000000 0OO0OIPVGOOODOODOOOO/0000000R0
0oooooooooon

ipv6 forwarding

no ipvé forwarding

no ipvé forwarding

IPv6 forwardingD OO OO OOO0O

O Neighbor Advertisement IsRouter flagO OO OO OO 00O

ORouter SolicitationO0 00000 ODO0O
OrRAOOOODODODOOODOODO
ORedirects 0000 0000D0OODOOMM

IPv6 forwardingD OO0 OO OO00O0O

(O Neighbor Advertisement IsRouter flagOD OO0 OO OO0 O0O0O
O000000DORouter SolicitationO O OO OQOOO
ORADOODOODODOODORADODO auto-configurationO D OO0 OO OO0
ORedirects0 0000000 Oredirects0 00000000 O0ODOODO

ipve 0 0000000000000 0DO0O0O
ipv6 neighbor X:X::X:X HH:HH:HH:HH:HH:HH ethernet <0-2> (Jvid <1-4094>)
no ipvé neighbor X:X::X:X ethernet <0-2> (Jvid <1-4094>)

ipve 000 0000000000000

ipv6 route X:X::/M GATEWAY (]<distance:1-255>)

ipv6 route X:X::/M INTERFACE (]<distance:1-255>)

ipv6 route X:X::/M GATEWAY INTERFACE (]<distance:1-255>)

X:Xz:/M . IPv6 destination prefix (e.g. 3ffe:506::/32)
GATEWAY o X:iX:z:X:X  IPv6 gateway address
INTERFACE : ethernet <0-2> (]Jvid <1-4094>) | ppp <0-4> | tunnel <0-255>

no ipvé route X:X::/M GATEWAY (]<distance:1-255>)
no ipv6 route X:X::/M INTERFACE (]<distance:1-255>)
no ipvé route X:X::/M GATEWAY INTERFACE (]<distance:1-255>)

ooooooooooOooiIskobooooboooooooooo e 0gononO
ooooooooooooboooooboogooDoboooooooobooooboobooo
gooooooo

ipv6 bridge ethernet <0-2> ethernet <0-2>

no ipvé bridge

IPv6e OO 000000 O000ONROO IP6ODOOOONRODOOOODOO
non-unicast O NXRO OO O IPv6 00000 O0O0DOOO0DOODO (non-unicastd 000
ooNxROooOOoOooooooooooooo)o
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global node

m track
oooodood
(ONetevent [0 track object 0 0 OO0 OODOOOONetevent0 OO O0O0O0OODOOO F NeteventD OO
ooooooooon
oooooog
o delay/retry
d000CEeventupd ODOOO0OO0)DDOODOOuwOOactionOOODODOOOOdelayDOOoOoOnO
O0000ODelay timer0 0 O00OO0O00ODOOODOtrackd down stateO0 0000000 OOO ip
reachability check DO OO QO DOOOO
ODelay timer 0 00O event down O (retry0 0)0 000 OO Odelay timerd cancel OO OO0
ODelay timer O timeoutO OO Oevent upd actionO0 0000000 OODOODOdelay timerO O
000000 1p reachability fail countd0 000000 OOactiond OO OO O reachability
checkUDOODODOO
o initial-timeout
(0 OSPF/BGP4 [0 neighbor 0 0 O 0O 0 interface link 000 O00O00O0O track OO0 initd0 000
O0trackDODODOODOOO0OOODOODOODOODOO
OneighborO0 0O @D 00O interface link up)D 000000000 track upO0O0odooonooQ
Oneighbor0 00000000 OONO interface link down)D OO OO OO OO track down O
000000000000 0D0Odiinitial timeout timeout D O O O OSPF/BGP4 [0 O /interface
0000000000 downO 00000000000 ODOOtrack down0 00O 00O O Odown
actionD 000000
O Initial timeoutO OdefaultD OO 0000000 defaultd initial timeout D O 180sec O
00000 iinitial timeoutO0 0010 O 3600sec0 00 00000D0ODOODODODO

o interface linkO O OO
oooodood
track <trackid:1-255> interface INTERFACE
track <trackid:1-255> interface INTERFACE initial-timeout (]<10-3600>)
track <trackid:1-255> interface INTERFACE delay <10-3600>
track <trackid:1-255> interface INTERFACE initial-timeout <10-3600> delay <10-3600>
oooooog
O INTERFACE O ((ppp<0-4>| tunnel<0-255>]ethernet<0-2>)0 0 000000

<goobooog >

104



0O 60 global node

global node

m track (OO)
o ping/ping6 0 0O reachability 0 OO OO
ooooooo
track <trackid:1-255> (ip|ipv6) reachability (A.B.C.D|FQDN) (]source A.B.C.D]interface IFNAME)
(]<interval :10-32767> <retry:0-255>) (|delay <delay:10-3600>)
ooooooo
O ip/ipv6 reachability D O 0O OO O icmp/icmpv6 echo-request/reply packetOD OO 0000
Olnterval D0 pingO0 00000000 ping0D 000000000 OO0Oreply000000DO0O
O0OpingDO0000O0O0ODODOOOODODOOO
Olinterval OO0 retry0000OUSEROOO0O0OOCOOOOOOO
OPing O timeout O O 10sec O O O
Oip reachabilityO 00000 interface0 000000000000

o IKESAODDOOOO
goooooo track <trackid:1-255> ipsec isakmp <IKE-POLICY:1-65535>
track <trackid:1-255> ipsec isakmp <IKE-POLICY:1-65535> delay <10-3600>

o OSPF neighbor 0 O
ooooooo

track <trackid:1-255> ospf neighbor <PEER_RID:A.B.C.D>

track <trackid:1-255> ospf neighbor PEER_RID delay <10-3600>

track <trackid:1-255> ospf neighbor PEER_RID initial-timeout (]<10-3600>)

track <trackid:1-255> ospf neighbor PEER_RID initial-timeout <10-3600> delay <10-3600>
goooooo 0000 router-idd O neighbor 0000000 state0D OO0 O OO0OOO0OO

o BGP peer O
ooooood

track <trackid:1-255> bgp neighbor <PEER_IP:A.B.C.D>

track <trackid:1-255> bgp neighbor PEER_IP delay <10-3600>

track <trackid:1-255> bgp neighbor PEER_IP initial-timeout (]<10-3600>)

track <trackid:1-255> bgp neighbor PEER_IP initial-timeout <10-3600> delay <10-3600>
goooooo 0000 peer ipO00 neighbor0 000000 state0 0000000 O0O0O

o VRRPODOOOO
gO00oO0b0O00  track <trackid:1-255> vrrp ip <vrrpid:1-255> interface ethernet <0-2>
ad no O  no track <trackid:1-255>
ooooooo
Oethernet0 000000
Omaster O O backup/init0 0000000 backup/initdO O master 00O O0O00O00OOOO
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global node

O ipsec nat-traversal
gooooon NATOOOGOOoooooooooad
ooooooo ipsec nat-traversal enable

O no O no ipsec nat-traversal enable
oo 0O o0 no ipsec nat-traversal enable
o0 o0 IPvAO 000000000

IKev2O0OOOoooooogooooooobooooooooooom

O ipsec x509 enable
gogooogod X500 0000b0ooooooooboogoo
ooooooo ipsec x509 enable

O no O no ipsec x509 enable
oo 0O o0 no ipsec x509 enable
o0 OO IPsecO main0 0000000 OO0DOOOOOO

O ipsec x509 validity-period-check

ooooooo  xseuoooooooooooobooooooo

ooooooo ipsec x509 validity-period-check

O no O no ipsec x509 validity-period-check

oo 0O oo ipsec x509 validity-period-check

o0 od
o0oodoooodOoooUdooooo0UoOoOoo0oUooOo0o00ooDooOUOooDoOoOOooDoOoUOoDo
ooo
ooodoooodUoooUooooO0UoooOoOUoDoOoOoU0DUOOooOcRLOUDODDODOUODOODOUODOO
ooo

O ipsec x509 ca-certificate
goOooooo X500 cA0dopoooooogd
coooooo
ipsec x509 ca-certificate NAME ssh://<user@(A.B.C.D|X:X::X:X)>/FILENAME
(]source A.B.C.D|X:X::X:X)
ipsec x509 ca-certificate NAME ftp://<A.B.C.D|X:X::X:X>/FILENAME
(]source A.B.C.D|X:X::X:X)
O no O no ipsec x509 ca-certificate NAME
o0 od
gooooooooooooobooooooo
gssHOOOooooooooooooooooooooooboooooboooobbooooobbooooo
O ssh://user@A.B.C.D/FILENAMEC 0 02200000000 0O OO =ssh://user@A.B.C.D:22/FILENAMECT]
- IPv4  ssh://user@A.B.C.D:port/FILENAME
- IPv6  ssh://[user@X:X::X:X]:port/FILENAME
ODER(*.der, *.cer)U OO PEMCr.pem)0 000 00OOCOCOODOOOOODOOOODOOOODOO
O00d000oO00ooOOo0oO0UoooOoOooOoOoooODbESO00OOO0OODOOOODOOOODO
oooooo
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O 60 global node

global node

O ipsec x509 certificate
oooooog x.h0ooooooooobooogooo
ooooooo
ipsec x509 certificate NAME ssh://<user@(A.B.C.D|X:X::X:X)>/FILENAME
(]source A.B.C.D|X:X::X:X)
ipsec x509 certificate NAME ftp://<A.B.C.D|X:X::X:X>/FILENAME
(]source A.B.C.D|X:X::X:X)
O no O no ipsec x509 certificate
od od
goooooooooooOoooogooooo
gssHOooOoooooooooooooooooooooooooooooooooooobooooo
O ssh://user@A.B.C.D/FILENAMEC 0 02200000000 0O O O =ssh://user@A.B.C.D:22/FILENAMECT]
- IPv4d  ssh://user@A.B.C.D:port/FILENAME
- IPv6  ssh://[user@X:X::X:X]:port/FILENAME
ODER(*.der, *.cer)D OO PEMCr.pem)0 000 0O0O0DOOOOODODOOODOOOOODOOOOODOO
00o0oooOoO00oooOoOoOoooOoOoOooUoOooOoDbDESOOO0O0DOOUOODDODDOOOODODOOODO
oooooo

O ipsec x509 private-key
Oooooogd  X.5090 private keyO OO QOO OO
ooooooo
ipsec x509 private-key NAME key ssh://<user@(A.B.C.D|X:X::X:X)>/FILENAME
(Jsource A.B.C.D|X:X::X:X)
ipsec x509 private-key NAME key ftp://<A_B.C.D|X:X::X:X>/FILENAME
(Jsource A.B.C.D|X:X::X:X)
O no O no ipsec x509 private-key NAME key
od od
goo0oooooooooooooooooo
gssHOooooooooooooooooooooooooooboooooooooooobooooo
O ssh://user@A.B.C.D/FILENAMEC 0 022000000000 O O =ssh://user@A.B.C.D:22/FILENAMELT]
- IPv4d  ssh://user@A.B.C.D:port/FILENAME
- IPv6  ssh://[user@X:X::X:X]:port/FILENAME
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0 60 global node

global node

O ipsec x509 private-key

oogooooo  x.s0ooooobboooooboo

ooooooo ipsec x509 private-key NAME password (hidden]) WORD
O no O no ipsec x509 private-key NAME [password]

O ipsec x509 crl
goooooo gooooooogouooooogo
coooooo
ipsec x509 crl NAME ssh://<user@(A.B.C.D|X:X::X:X)>/FILENAME (]source A.B.C.D|X:X::X:X)
ipsec x509 crl NAME ftp://<A.B.C.D|X:X::X:X>/FILENAME (|source A.B.C.D|X:X::X:X)
O no O no ipsec x509 crl NAME
o0 od
gooooooooooooobooooooo
gssHOOOoooooooooooooooooooooooboooooboooobooooobbooooo
O ssh://user@A.B.C.D/FILENAMEC 0 02200000000 0O OO =ssh://user@A.B.C.D:22/FILENAMECT]
- IPv4d  ssh://user@A.B.C.D:port/FILENAME
- IPv6  ssh://[user@X:X::X:X]:port/FILENAME

O ipsec access-list
oooooog IPsecO0000000O0O00ODOODOOO
ooooooo ipsec access-list ACL-NAME ip (any|host]A.B.C.D/M any|host|A.B.C.D/M)
ipsec access-list ACL-NAME ipv6 (any|host]|X:X::X:X/M any|host]X:X::X:X/M)
O no O no ipsec access-list ACL-NAME ip (any|host]A.B.C.D/M any|host]A.B.C.D/M)
no ipsec access-list ACL-NAME ipv6 (any]host]X:X::X:X/M any|host]X:X::X:X/M)
no ipsec access-list ACL-NAME
00 oo
00000 IPsec access-listd Omatch addressO0 00000000 IPsec tunnel DO OO ODOO0O
match addressO 000000 OO O IPsec tunnel policy node0 0 OO0 OOO0OOO
0000 access-listO ipO ipv6 0 0000000000000 0OOODOOOOODOOODOOOOO
0010000000000 0000D
OIKEv2OO ipOipv6 000 0000000000000 0O0O0OKEVIOODODODODOOOOOOOOO
ooooooo
O IPsec access-list0 0 host rule0 000000000 O0OOOODOODOO
OIPv4 host IPVv6 host D OO OO OODOOOWUPVAOODOO IPGOOOOODOIKEODOODOO IP
protocol 0000 O)DO0O00OOOO100hhoest hostD O OOODODOOOODOODOODO 1000
00000ooo0ooooOooboooDooon
ex) ipsec access-list test ip host host
O ipsec access-list test ipv6 host host
COhostO OO host0 D O0OOODOD0ODOODODOODOODODOODOOODOOhost hostD OO ODOO
oo0o0oooo0wle0 00 TS(OOODOODOODOOO)Y DODODODOODODOO
ex) ipsec access-list test ip host host
ipsec access-list test ipv6 2001::/64 2002::/64
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global node

O ipsec generate

goooooo RSA signature keyO OO0 OO0 .

goooooo ipsec generate rsa-sig-key <key length: 512-1024>
O no O no ipsec generate rsa-sig-key

O ipsec xauth

ooooood IPsec Xauth OO OO OOOO0OOOO0O0DOODOOOO

goooooo ipsec xauth username USERID password (Jhidden) PASSWORD

O no O no ipsec xauth username USERID

oo O 0O 0o0o00boO01-9%500000000000000
O0o0ooooooooooogis#sE=+_..;040~e <000

O ipsec path-mtu-discovery
ooooooo  epvtbCOOODOOO
goooooo ipsec path-mtu-discovery enable

O no O no ipsec path-mtu-discovery enable
oo 0O oo ipsec path-mtu-discovery enable
oooooog

OIPsecO 000 PMTU discovery 0 00O OO0 ODFItO 1000 tunnel MTUO OO ODOODOOODO
000000 tunnelingD OO OOO0OOOOOOdouterd ip headerd DF bitO OO 00 OO0
oooo

OIPsecO 000 PMTU discovery D0 OO0 OO0 ODFItO 1000 tunnel MTUO OO ODOODOOD
fragment needed D OO0 OO0 OOpacketd drop0 000000 OOOouterd 1P header [
DFbit O O Otunneling packetO OO0 OO O0OOOO
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global node

O ipsec eap radius (IKEv2O O)
goooooo
O Account 0 0 O OO RADIUS server 0 IP addressd UDP port OO0 O OO0 (secret)D 00O O OO0
OOOO0OUDP portd 00O default0 01812000 0OWebO0 000000 radius port0 000000
oooooooooooo
ONAS-identifier Attribute O OUSERO OO OOOODO(R0000)0000O0CO0OODOOOOODe-
fault O O 0O 00O -1Psec(ex.NXR120-1Psec) [0 O
ooooooo ipsec eap radius (A.B.C.D|X:X::X:X) password (]hidden) WORD
(]port <1-65535>) (|nas-identifier WORD)
O no O no ipsec eap radius (JA.B.C.D|X:X::X:X)
ooooooo
O IPsec clientd O O EAP message [0 ONXR [0 O RADIUS message [0 0 00 O 0O O O ORADIUS server [0 O
oooooooooooooo
ORADIUS server 00O O0DOODOOONO timeoutD 200retry0 0000 30000retryd O
timeoutJ 0 1000000
000000 authentication local/remote(ipsec isakmp policy node)0 OO OOOODOOO

O ipsec eap identity (IKEv2O O)
0000000  EAPOODOODOOCOIDOODOOODOODODOOD
ooooooo ipsec eap identity string WORD password (hidden]) WORD
ipsec eap identity key WORD password (hidden]) WORD
O no O no ipsec eap identity string WORD
no ipsec eap identity key WORD
ooooooo
0000 0O Oauthentication local/remote(ipsec isakmp policy node)U 0D OO0 OO OOOO
00000ooo1-95000000000000000000000000000001$#=*+-_.:;0
{0~ <000

O ipsec pre-share identity (IKEv20O0)
goooooo IKEv2O0OODO0OO0000ooOgpPsKOODODOOOODOOOODO
ooooooo ipsec pre-share identity fqdn WORD password (|hidden) WORD
ipsec pre-share identity user-fqdn WORD password (]hidden) WORD
ipsec pre-share identity key WORD password (|hidden) WORD
O no O no ipsec pre-share identity fqdn WORD
no ipsec pre-share identity user-fgdn WORD
no ipsec pre-share identity key WORD
coooooo
00000 Oauthentication local/remote(ipsec isakmp policy node)0 OO OOOODOOO
Oo0o0oo0o001-9%500000000000000000000000D0D00OOHE*+_.:;0
{0~~e<>000
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global node

O interface ethernet

ooooooo interface node 0000000 profile0D0000O0D0O0O0O
ooooooad interface ethernet <0-2>

oooooog ethernet interface0 0000

O interface loopback

oooogooo interface nodeJ 0 OO OO0 profileD000OCOODOOODO
ooooooo interface loopback <0-9>

O no O no interface loopback <0-9>

O interface ethernet <0-2> vid <1-4094>

ooooooo interface node 0000000 profile00000O0D0O0O0O
ooooooad interface ethernet <0-2> vid <1-4094>

O no O no interface ethernet <0-2> vid <1-4094>

O interface tunnel

oooogooo interface tunnel node0 000000 profileO O OOOOODOOO
oooooog interface tunnel <0-255>

O no O no interface tunnel <0-255>

O interface ppp

ooooooo interface ppp node 0 000000 profile0 000000000
ooooooo interface ppp <0-4>

O no 00  no interface ppp <0-255>

O 12tp

ooooood 12tp node 0O OO0 OO0 profile0 000000 OO0O
ooooooo 12tp <0>

O no O no 12tp <0>

O 12tpv3 tunnel

ooooooo 12tpv3-tunnel node0 000 0000000000000 OOO
noJ 00000 I1D0D0000O0O0O0O0OOOOOO

ooooooo 12tpv3 tunnel <tunnnel_id:0-4095>

O no O  no 12tpv3 tunnel <tunnnel_id:0-4095>

O 12tpv3 xconnect

oooogooo 12tpv3-xconnect node0 0000000 0OOOOOODOODOOOO
no0O0O00OCOKpOODOOOOODOOOOODOD

oooogooo 12tpv3 xconnect <xid:1-4294967295>

O no 0  no I12tpv3 xconnect <xid:1-4294967295>
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global node

O 12tpv3 group

gboobogog

ooooooOoad
O no O

O ntp

ooooooo
ooooooo
0 no 0

O dns

ooooooo
ooooooo
a no a

O snmp

coooooo
goooooo
U no |

O syslog

goooooo
gooooon
a no a

O dhcp-server
gooboogd
gooboogd
U no U

O monitor-log
goooooo
goooooo
a no a

O track

ogoooooad
ogoooooo
0 no 0

12tpv3-group node0 OO0 0000000 OOOOODOOODOO
no0 00000 IDOOOOOOOOOOOOOO

12tpv3 group <gid:1-4095>

no 12tpv3 group <gid:1-4095>

ntp nodeC 000000 profileO O OOOOO
ntp

no ntp ENTPOOODOOODOODOO profiledDOOOOD

dns node0 000000 profile0 000000
dns

no dns ENSOOOoooooooprofiledDOOO0OD

snmp node 0000000 profileDO0OO0OOO
snmp

no snmp EWPODODOODOODDODO profiled DDOODOOD

syslog node0 000000 profile0O000OOOO
syslog
no syslog (=syslog0 0 O000O0000O0O profiled 000000

dhcp-server node 0 O OO0 OO0 profileO OO OOOO
dhcp-server <1-5>
no dhcp-server(|<1-5>) (=DHCPO O OO OOOOOO profile0 0 OO0 OD

monitor-log node0 OO0 OO0 profileO OO OOOO
monitor-log

no monitor-log (EOOOOODODOOOOODOOODOOprofileOOOODOOD

extended track (ip]ipv6) reachability node0 OO OO0 Oprofiled 0000000
track <2048-4095> (ip|ipv6) reachability
no track <2048-4095>
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global node

O router rip
gogooogo
goooood
a no g

O router ospf
ogooooon
goooooo
0 no 0

® sip-nat

o enable
ooooooo
ooooodgo
ooooogo
OO0OnoO OO

o port
ogoooooo

goooobgon
ooooogon
UO0O0Ono0 00O

RIP node0 OO OOO0OprofileDODOOODOO
router rip

no router rip ERIPOODDODOOOOO0O profiled0O0OO0OO

OSPF node D O OO OODO profile0 0 O0O0ODODO
router ospf

no router ospf (FOSPFOOCOODOOODOODO profiled O OODOOD

SIPNAT ODOOOOODOO
sip-nat enable

no sip-nat enable

no sip-nat enable

OOOouwrPOODODOOODODOOOOOODOOOSIP-NATOOOODOOODODODOOO
0000000000 70000000000DRefaultdd UDPS0600 00O OOOO
sip-nat port .<1-65535>

sip-nat port 5060

no sip-nat port

o port-translate

ooooogon

goooobgon
ooooogon
UO0O0Ono0 00O

SiPO0 00000000000 DOOOwPO0ODOOOO0OOOO0ooOoOOooogooog
ooooowprooo00o0o00oo0o000oooooooooooooo0DO
befaultO 00 O0OOO0O0DODOOODOOOODOOOODO

sip-nat port-translate enable

sip-nat port-translate enable

no sip-nat port-translate enable

o exclude-interface

ooooogon

goooobgon
ooooogon
UO0O0Ono0 00O

0000000000000 0000000000LANOODOOSIP-NATODOOODDO
O00000o0o0oooooooooOooo0oooooosSIP00O0OOOoOOOOD
OO000O0Oethernet0 00000000 OCO0ODOOOODODOO

sip-nat exclude-interface INTERFACE

no sip-nat exclude-interface

no sip-nat exclude-interface
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m CRP

global node

o udp source port

ooooooo  creOUDPOOOODOOOOODODOOO
gooboogd crp udp source-port <1024-65535>
od 0O Od crp udp source-port 10625

g no g no crp udp source-port

o hostname

ooooooo creOO0OOO0OO0ODOOOOO
gooboogd crp hostname HOSTNAME

0 no 0 no crp hostname

o customer-id

0000000 CRPO customer-idd0 00O 0OOCOO
ooooooo crp customer-id CUSTOMER-ID
O no O no crp customer-id

o cpe-id

OoOooooDo  CRPO cpe-id0 OO OOODO
ooooooo crp cpe-id CPE-ID

O no 0 no crp cpe-id

o client

gogooooo cpOO0OO0OCOO0ODODOOOOO
ooooooo crp client <1-2>

O no O no crp client (<1-2>])

o advertise
oo0ooooo
oooooono

CcRROODOOOODOO

crp advertise (ip|ipv6) interface ppp <0-4> (port <1-65535>|) (secondary]|)
crp advertise (ip|ipv6) interface ethernet <0-3> (port <1-65535>]) (secondary|)
crp advertise address A.B.C.D (port <1-65535>|)
crp advertise address X:X::X:X (port <1-65535>|)
crp advertise nat (port <1-65535>])
O no 0 no crp advertise
ooooooo interface 00000 2000000100 secondaryd 00O
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global node

m netconf-server
gooo00oooooooooooon

o enable

ooooooo
ooooooo
a no 0

o lock timeout
ooooooo
gooogoog
0 no 0

o auto-config
ooooooo
ooooooo
g no g

netconfOOOODODOOOODO
netconf-server enable (tcplover-ssh)
no netconf-server enable

netconfO OO OOO0OOO0OOO0OODOOOOOOOOO
netconf-server lock timeout <10-3600>
no netconf-server lock timeout

auto-configD OO OO QOO0
netconf-server auto-config enable
no netconf-server auto-config enable
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global node

m QoS
Ooooooo  QesOOOOODOO
goooooo
oJOOOOODOOO
class policy NAME
oooooo
no class policy NAME
ooooooo
class filter <2-254>
ooooooo
no class filter <2-254>
MarkO O OO
priority-map <1-255> (high|middle]low]normal) ip mark <1-4095>
TBFO OO
pirority-map <1-255> (high|middle]low]normal)
queue shape <RATE:1-1000000> <BUFFER:1-65535> <LIMIT:1-65535>

o

o

o

o

o

O

SFQO OO
priority-map <1-255> (high|middle]low]normal) queue fair-queue
FIFOO OO
priority-map <1-255> (high|middle]low]normal) queue fifo (limit <1-16384>)
o default classO0 00O
defaultO classO 00000 Odefault classO 0000000 O0O0OO packetd O OO0OO classO
O0000Odefault classOO 00O normal OO O
priority-map <1-255> default (high|middle]|normal]low)
o priority-map 0 00O
0000 classO priority-map 0000000
no priority-map <1-255> (high|middle|normal|low])
o default classO0 0 OO
defaultO class O default(normal)0 000000
no priority-map <1-255> default
o MarkO OO OO
OO000OclassO MarkOOOOOOODOO
no priority-map <1-255> (high|middle|normal]low) ip mark
o default queue(FIFO)O OO
no priority-map <1-255> (high|middle|normal|]low) queue

O

® route-map
gooooon route-map 0 OO0 0O
ooooooo route-map NAME (permit]|deny) <1-1024>
0 no 0 no route-map NAME : NAMEO route-map 00 00O D00
no route-map NAME (permit]deny) <1-1024> : OO0 rouet-map 0 OO0 0O OO0
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global node

m class access-list
ooooooo
route-map O matchO OO O O match ip address0 O 0000000000 O0O0ODOOOOOOOOOOOO
ToSSOONMARKOOOOODOsetO OO OOOOOOOODOODOOOOOOODO
o ip
class access-list ACL-NAME ip (]not) <source:>(any]A.B.C.D/M]JA.B.C.D)
<destination:>(any|A.B.C.D/M]A.B.C.D)
o protocol
class access-list ACL-NAME ip (|not) <source:>(any|A.B.C.D/MJA.B.C.D)
<destination:>(any|A.B.C.D/M]A.B.C.D) (|not) (<protocol:0-255>]icmp]tcp|udp)
o icmp
class access-list ACL-NAME ip (]not) <source:>(any]A.B.C.D/M]JA.B.C.D)
(Jnot) <destination:>(any|A.B.C.D/M]JA.B.C.D) icmp (|not) type code
o tcp src dst
class access-list ACL-NAME ip (|not) <source:>(any|A.B.C.D/MJA.B.C.D)
(|not) <destination:>(any|]A.B.C.D/M]JA.B.C.D)
tep (not) (J<sport:1-65535>]any) (|<dport:1-65535>]any)
o tcp src-range dst
class access-list ACL-NAME ip (|not) <source:>(any|A.B.C.D/MJA.B.C.D)
(]not) <destination:>(any]A.B.C.D/M]A.B.C.D)
tcp (Jnot) (Jrange <min:1-65535> <max:1-65535>) (|<dport:1-65535>|any)
o tcp src dst-range
class access-list ACL-NAME ip (|not) <source:>(any|A.B.C.D/MJA.B.C.D)
(]not) <destination:>(any]A.B.C.D/M]A.B.C.D)
tep (Jnot) (|<sport:1-65535>]any) (]Jrange <min:1-65535> <max:1-65535>)
o tcp src-range dst-range
class access-list ACL-NAME ip (|not) <source:>(any|A.B.C.D/MJA.B.C.D)
(]not) <destination:>(any]A.B.C.D/M]A.B.C.D)
tcp (Jnot) (Jrange <min:1-65535> <max:1-65535>) (|range <min:1-65535> <max:1-65535>)
o udp src dst
class access-list ACL-NAME ip (|not) <source:>(any|A.B.C.D/MJA.B.C.D)
(]not) <destination:>(any]A.B.C.D/M]A.B.C.D)
udp (Jnot) (J<sport:1-65535>]Jany) (]<dport:1-65535>]any)
o udp src-range dst
class access-list ACL-NAME ip (|not) <source:>(any|A.B.C.D/MJA.B.C.D)
(]not) <destination:>(any]A.B.C.D/M]A.B.C.D)
udp (Jnot) (Jrange <min:1-65535> <max:1-65535>) (]<dport:1-65535>|any)
o udp src dst-range
class access-list ACL-NAME ip (|not) <source:>(any|A.B.C.D/MJA.B.C.D)
(]not) <destination:>(any]A.B.C.D/M]A.B.C.D)
udp (Jnot) (|<sport:1-65535>]Jany) (Jrange <min:1-65535> <max:1-65535>)

<gpoooobog >
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global node

m class access-list(O00)
o udp src-range dst-range
class access-list ACL-NAME ip (|not) <source:>(any|A.B.C.D/MJA.B.C.D)
(Jnot) <destination:>(any|A.B.C.D/M]JA.B.C.D)
udp (Jnot) (]Jrange <min:1-65535> <max:1-65535>) (]Jrange <min:1-65535> <max:1-65535>)
o no (class access-list000)
no class access-list ACL-NAME ip

m mobile

o mobile

oo0oO0ooo0O 3cO0O0O0O0OoOoOoOoOoPPPOODODOOODOODODOODOODODOODO
OO0Oooooo  mobile <0-1> ppp <0-4>

O no 0  no mobile <0-1> ppp

o mobile error-recovery-restart

ooooooo wmebileDOODOOODOODOOODOODOODOOODOODOOOODODOOO
systemO0 0000000000 ODefaultd OO OO0

goooooad mobile error-recovery-restart

O no O no mobile error-recovery-restart

o mobile error-recovery-reset

ooooooo wmebileDOODOOODOODOOODOODOODOOODOODOOOODODOOO
mobileD reset 0000000 ODefaultD 00O D OO0

goooooad mobile error-recovery-reset

O no O no mobile error-recovery-reset
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m system led
goobogd AUX LED/STS LEDO OO /000000 USEROOODOOODOOODOODODOOO

o system led ext

ooooooo

000000000 0oDooDooooooooooDooowiNMXOOOODOOOoOooDooooo

OO00O0OAUX LED 1, 2000 /000000000

oooooog system led ext 0 signal-level mobile <0-0> (]interval <0-60>)
system led ext 0 signal-level wimax <0-0> (]interval <0-60>)

O no O no system led ext 0

OO0 O OO  system led ext 0 signal-level mobile O interval 5

ooooooo Interval 0 00 0000000000000 O0ODOOO
O000000o0oo000ooooooodoooodLLleboooooooog
PPPOODOOOO0ODOOOOOODOOUOOOPPPODOOOOODLEDDOOOODODOO

o system led aux
ooooooo
00000 PPPOnnelD 00O WiMXDDOOO /0000000000000 /000000
OO00OO0O0O00  system led aux <1-2> interface tunnel <0-255>
system led aux <1-2> interface ppp <0-4>
system led aux <1-2> interface wimax <0-0>
system led aux <1-2> track (<1-255>]<2048-4095>)
O no O no system led aux <1-2>
0000000 EXTOOAUX/20000000000000000EXTOODO0000000OAUXL/200
O0000000000AXL/20000000000EXTODOOOODOOOOODOO

o system led status
ooooooo
OO0000PPPOtwnrelD0O0OWINXODOOOD /0000000000 O0DO0O0/0000000
oooooog system led status <1-1> interface tunnel <0-255>
system led status <1-1> interface ppp <0-4>
system led status <1-1> interface wimax <0-0>
system led status <1-1> track (<1-255>]<2048-4095>)
O no O no system led status <1-1>
oooooog STl Lep000ooooooDooooooooon

O as-path

ooooooo BGP autonomous system path filterOO OO 03O0

oooogooo ip as-path access-list ACL-NAME (permit]|deny) LINE

O no O no ip as-path access-list ACL-NAME (permit|deny) LINE
no ip as-path access-list ACL-NAME
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global node

m schedule
ooooOooo
Oo0oooo/00/0000PPPOOO/00/00000000000000O000O00O0O0O0OOO

o PPPO schedule O /00O /000
goooooo
ooooooopPOO0O/00/00000000O00DO/0000OPPPOOOOODODOOOODODO
goooooooooOoOoOoooO00Ooogoooo0ooDoOooooDoUOooDoOoooooOoo
gooooooooobooobboooooboboOouseRObDOoooobooooooDboooobboooo
ooooo
coooooDo oooo
schedule <1-255> HOUR:MIN DAY MONTH interface ppp <0-4> (connect]disconnect]reconnect)
ooooooo 0000 (bow: Day Of the Week)
schedule <1-255> HOUR:MIN DOW (|DOW) interface ppp <0-4> (connect]disconnect]reconnect)

o000 OOOO scheduled O OO
ooooooo
Jd000d0o000oooodoooooooooooorPPPO000DOODOOOOOOOODOOO
PPPOODOOOOODOODOOOOPPPOOOIDOOOOODOOODOOOOODOODOOODOOPPPO on-
demandO0 O OO OOOPPPOOUODNOOODUODOOOODOOODOOOODOOOOOODOOO
O0000ooooooDoooooooooooooon
D0000000o0ooooooooOo20-300000000000D000000000O0oOgnO
00000000 ooooooDoooooooooooooooooon
ooooood ooood
schedule <1-255> HOUR:MIN DAY MONTH mobile <0-2> clear
ooooooog OO0 00 (DOW: Day Of the Week)
schedule <1-255> HOUR:MIN DOW (|DOW) mobile <0-2> clear

oJOOOOOOOODO
goooooo
OO0O0000Osyslogd rotate0 0000000000000 rotate00000000OO00ODOO
O 0Osyslog noded rotate0 0O OO OOO0O
ooooooo oooo
schedule <1-255> HOUR:MIN DAY MON syslog rotate
ooooooo 0000 (bow: Day Of the Week)
schedule <1-255> HOUR:MIN DOW (]DOW) syslog rotate
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global node

o00DOUOODOODODO
ooooooo
O0000dOmonitor-log0 00 logO OO0 rotate0 000000000 OO0DOOO rotated 00O
OO0O00OD0O0O0O00ODOOmonitor-log reachability/resource0 00000000
Ooooooo ooood
schedule <1-255> HOUR:MIN DAY MON monitor-log reachability rotate
schedule <1-255> HOUR:MIN DAY MON monitor-log resource rotate
ooooood 0000 (Dow: Day OF the Week)
schedule <1-255> HOUR:MIN DOW (]JDOW) monitor-log reachability rotate
schedule <1-255> HOUR:MIN DOW (]DOW) monitor-log resource rotate

oOOOOOO
ooooooo O00000systemOO0O0O0O0O0OO0O00ODOO
ooooooo oooo

schedule <1-255> HOUR:MIN DAY MON system restart
ooooooo OO0 OO0 (DOW: Day Of the Week)

schedule <1-255> HOUR:MIN DOW (JDOW) system restart

o SNMP notifydJ O[O
goooooo OOO0OOOSNMP notify(trap)D 00O QOOO
ooooooo oooo
schedule <1-255> HOUR:MIN DAY MON snmp extension-mib WORD notify (]<0-3600>)
ooooooo 0000 (Dow: Day Of the Week)
schedule <1-255> HOUR:MIN DOW (|DOW) snmp extension-mib WORD notify (]<0-3600>)
coooooo
OoO000oOoOoOUoooogOoooboseo 00O margind 00 0OO0O0O0OOOOOOMmargin0O0O
OoOooDOOOmargin * (0-100)%0 000000000 nnotify000O00ODO0O
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global node

ocbOUOobOUOObnOODOO
gooogog
goboooogrrPOSSHOODOOOO0ODOODOOOOODOOOOODOODLOOOOODOOOODODbOOn
gooogooogo
goobogoog gogo

Oe FTP schedule <1-255> HOUR:MIN DAY MON firmware update
ftp://<A.B.C.D|X:X::X:X>/FILENAME (]source A.B.C.D|X:X::X:X) (Jhold)
[0 e SSH schedule <1-255> HOUR:MIN DAY MON firmware update

ssh://<user@(A.B.C.D|X:X::X:X)>/FILENAME password (|hidden) PASSWORD
(]source A.B.C.D|X:X::X:X) (]hold)

Oe OODOO0O schedule <1-255> HOUR:MIN DAY MON firmware update
(diskO:FILENAME |disk1:FILENAME) (]hold)

ooooooo 0000 (bow: Day Of the Week)

Oe FTP schedule <1-255> HOUR:MIN DOW (|DOW) firmware update
ftp://<A.B.C.D|X:X::X:X>/FILENAME (]source A.B.C.D|X:X::X:X) (Jhold)
[0 e SSH schedule <1-255> HOUR MIN DOW (|DOW) firmware update

ssh://<user@(A.B.C.D|X:X::X:X)>/FILENAME password (|hidden) PASSWORD
(]source A.B.C.D|X:X::X:X) (]hold)
Oe O0ODOODO schedule <1-255> HOUR:MIN DOW (JDOW) Ffirmware update
(diskO:FILENAME |disk1:FILENAME) (]hold)
ooooooo
OFfPOOO SSHOOOOOODODODODOODOODODOOOOOOooOOoO
OgssHOOOOOOOODOpassworddOOOOODOODOO
gssHOOOOOoOoOooOooooooooooooooooooooooooooooooooooog
0 ssh://user@A_B.C.D/FILENAMEC 0 0220 000000 00O O O=ssh://user@A.B.C.D:22/FILENAMELT]
- IPv4d  ssh://user@A.B.C.D:port/FILENAME
- IPv6  ssh://[user@X:X::X:X]:port/FILENAME
ONXR-1250 000 000000000000 00O0000000O000OheldO0OOOOOOOOOOO
00o00boo0oD0oO0ooooDoboobO0oooooDobo0oobOoD0oDOoboooDOoDOO0oDboDOom
0o00ooooooooooooooooooooooooodooooooooDoooooooDoon
0000000 0oO0o00ooDo0o0D0oDobO0o0D0DO00D0o0o0o0o0oo0OobO000nD configd
O0o00oO00ooooooDooooooooooooooooooooooom
00000 flashDOOODODODODOODOOODODODODOOOODOODODOODODOOOOODOODOOO
00o00oDoooooooooooodoooooooooooooooooooon
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o WiMAXODOOUODOOOO/0OO/00O0O

ooooooo

ooo0ooOoOoOowiMAXOOO /00/00000000000000000OWIMXDODODOOO0O0O0O0O
oooooo

0000000000000 0000000000000000O000O0O0ODOOOOOOOOOODOOO
0000000000000 0000000ooooooooooooooooooooooooon
o00o00oDoO00000o0oOoooooooooooo

ooooooo oooo

schedule <1-255> HOUR:MIN DAY MON interface wimax <0-0> (connect]disconnect]|reconnect)

OO0ooooo 0OOO00(Dbow: bay Of the Week)

schedule <1-255> HOUR MIN DOW (|DOW) interface wimax <0-0> (connect]disconnect|reconnect)

oWiMAXODODOOODOODOOO
ooogoog
J0oooooOowiMXOODODODOoOoOooooooooooooooowiMvXDoooooooo
WiviXOOOODOOOOOOoooooooooooooowiMxooooooooooooooog
DO00O0OOnetevent0 0O 000000000000 0OOWIMMXOODODOOOOO
oooooog oooo
schedule <1-255> HOUR:MIN DAY MON wimax <0-0> clear
ooooodo 0000 (DoWw: Day 0f the Week)
schedule <1-255> HOUR MIN DOW (]DOW) wimax <0-0> clear

ocgoonoO
ooooooao no schedule <1-255>

odDOOOO o0ODODODODO
e O00OOOO e JIOOUOODOODOODO
schedule 1 *:00 * * schedule 1 *:10 monday
e 10 1:20000 e JIOOOO1:10000
schedule 1 1:20 1 * schedule 1 1:10 sunday
e 101000 1:20000O e weekday O 4:10000
schedule 1 1:20 10 * schedule 1 4:10 monday friday

ooi1o00000200000
schedule 1 *:20 10 *
/10000200000
schedule 1 *:20 10 1
17100 10:2000 0O
schedule 1 10:20 10 1
10000 10:20000
schedule 1 10:20 * 1
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global node

| WiMAX

O error-recovery

ooooooo

OWiMAXO OO OO0 oo0o0o0oooo0oooooooooooooooooooooooooooog
ooooooo

000000000000 0000000000MwWiMMXOODODOOooooooooooooooooo
Oo0oooooooooooooooooooog

0000000  wimax error-recovery (restart]reset)

g no g no wimax error-recovery
gd o oo no wimax error-recovery
ooooooo

goooooodooooobooboooobooooooooooooooo

e JOOIDOODODO
o0 000D0o00000D00DbD0BOOOODOOOOODOOODOODOOO error-recoveryld
0o000dodooooooooooooooowiMAXDO O DO ooOoooooooooooooo
ood
OwivAXO O ODoDooDoOooodooooooopoooa
OIPO000D000D00D0O00O0OOU0Oss status O O DeviceNotFoundYet [0 O O

e JOODOOODOO
0o000ooooboooooeo000DOO0o0DbOoDooODoO0Dooo0DOOo30b00n0agnod error-
recoveryU 000000000 OOOODODO0O0OODDODODOOOOODODODOUOerror-recoveryd U
0o00doOoooooooobooboooooooooooboooooooo
OwivAXO O ODoDooDoOooodooooooopoooa
Oss statusd Connected 0 0 O 0O Oantenna level O 10000000

o netevent
ooooooo
O0o000ooooooo0OddownODOO0OOWMIMAXODOOODODOODOODODODOOOODOODO
0000000  wimax <0-0> netevent (<1-255>]<2048-4095>) reset
mobile <0-2> netevent (<1-255>]<2048-4095>) reset
O no O no wimax <0-0> netevent
oooooog O000OuwdODOOODODOODOO

O system netevent

ooooood 00000000000 downODO0OO0O0O0DO0OO0OOOOODOOODOO
ooooooo system netevent (<1-255>]|<2048-4095>) restart

g no g no system netevent

oooooog O000OuwdODOOODODOODOO
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m 0000000
goooooo gbooobooboooobooboobooboooobooon
oooogooo OoooooOoobDOoO0Odmail server nodeD 000 0OO00OOODO

o mail server
ooooooo mail server node0 0O O OO0
oooooon mail server <0-2>

o no mail server

0000000 OO0O0O0ODOO0O000000O0000

OO0DoOO0ooog  no mail server (]<0-2>)

0000000 O0000000000000000000000O0
0000000000000 0000ooooDooooooooon

o mail from

oo0ooooo 00ooo0poooooooooooon

ooooooo mail from WORD

O no O no mail from

ooooooo

OJwoRDO O ODOODOODOODOODOOcenturysys@xxx.isp-ne.jpd0 0000000

Omail send fromO O O OO interface ppp/wimax node0 000000000 OOOODOODOOOO
000o0o0oooooooooooDoonoooooooo

o mail to

ooooooo oooooooooooooogooo

OoOOooooO  mail to WORD

O no O no mail to

ooooooo

gworRDOOODOODOODODOOODODOOuser@centurysys.co.jp0 0000000

Omail send tod OO OO interface ppp/wimax node0 OO0 0000000000 DOO0O0O0OODOOO0O
goooopooodoooooooooooooon
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O system boot flash

goobogog
gooogog
gboooooo

O system config
gooboogd
gooboogd
UdOnoO OO
gooboogd
gooboogd

cooooooooooooboooooobooooooon
system boot flash <1-2>
OO0O0OOconfig DDOOOmHOOOODOOOODO

flash

OO0000O0OdOO0O0OOconfig OOOOO0OOOOOODOOOOO

system config (flash:FILENAME|disk0:FILENAME)

no system config

no system config

flash:startup.config 0O 00O OO Osave config OO config DO OO O0ONO
USB OOOODO config DODOOOODODOOdiIskO:FILENMECO OO D OOO

no system configd Obootup 0 0O OO0 OONOOstartup-configh OO0 0O 0O
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interface node

0O OO command

nxr130#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#interface ethernet <0-2> [vid <1-4094>]
nxr130(config-if)#

nxrl130(config)#interface loopback <0-9>
nxr130(config-loopback)#

O ip address
goooood
gooooood
g no g

O ip address
ogooooon
goooooo
0 no 0

O ipv6 address
goooood
gooooood

O ipv6 address
goooogd
gooooood
ud gd

oooooooowrooooooooooo
ip address A.B.C.D/M (]secondary)
no ip address A.B.C.D/M (]secondary)

DHCPO OO IPODOODOOODOODOOO
ip address dhcp (JHOSTNAME)
no ip address dhcp

ooooooogimwpeodooooooooo
ipv6 address X:X::X:X link-local : O0O0OO0OODOO0OLLADODODOO
ipv6 address X:X::X:X/M (Jeui-64)

D eui-6400 000 ipv6-address O prefixO O OO O
ipv6 address autoconfig :ipve forwardingD OO DO O0ODOOO
no ipv6 address X:X::X:X link-local
no ipv6 address X:X::X:X/M (Jeui-64)
no ipv6 address autoconfig

DHCPv6 Prefix DelegationO0 O OO OO0
ipv6 address DHCPv6-PD X:X::X:X/M (Jeui-64)
ipv6-address O [ sub-prefix 0 host D 0 00 0O O
PREFIX-NAMEO O dhcpvé pd0 0 OO0 prefixODOOODOODOOOOOO
ipv6 dhcp client pd0 00000
no ipv6 address DHCPV6-PD (]X:X::X:X/M)

:DHCPv6 packet O O O interface 0 0 0O [
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O speed

ggoboodgo
gooboogd
ugd 0O OO0
U no U
RN gd

interface node

interface node

0oDoobooooooDoooguli/ral®)DoODOD0OOO0O

Default] Oauto-negotiation0 0 O 0 000 ethernet Port D 0000000000
0000000 SWHUB port0 000000000 Oswitched port0 00000000
ooooooooooon

speed (auto]|10-full]10-half]100-full]100-half]auto-limit) (Jport <1-4>)
speed auto

no speed

Oauto-limit 0 0O 0O OO O auto-negotiation O [0 10/100M 00 O advertise O 00 O [ Gigabit inter-
faceO OO OOOOO 1000M(1G)O linkODOOOODODautoO OO OOOOOO (auto-limitO OO
1000M linkDOOODOOOOO0O)O

Oport <1-4>0HBOOOOOODOOOOODOOOOOO

Oauto-negotiation0 0 OO0 00000 OOOOOOO
000 (0)01000M > 100M-Full > 100M-Half > 10M-Full > 10M-HalfO OO 0O (O)

0000000 auto-negotiation0 0 0000000000000 O00O0OOOO0ODOOOOODOOOO
Oooooooooooooooooooon

gooooooon goooooon ogoogo
auto 100M-Full 100M-Hal ¥ x
auto 100M-Hal ¥ 100M-Half o
auto 10M-Full 10M-Hal ¥ X
auto 10M-Hal f 10M-Hal ¥ o

O active power save mode

goooooo

gooogoog
oo 0O oo
a no 0
00 oo

Ethernet O O O Switching HHBO O OO OO PHYO OO ODOODOOOOODOOOOO
OO001portOD0000O0OO0OO0DOOOODOOODOOOODODDOMO
OO0000O0defaultO00O0OO0OQCO0O0OODOOOOPHYODOOOODODOOOODO
1l020000000000000DO
godoooodooooooooOo0UooDoOogOoooUOUoooOoodUoobooogoo
oooooooogoo

g1o000M OOOOODOOOODO

OCableD O 10mODOOOO
power-save enable (Jport <1-4>)
no power-save enable (]port <1-4>)
no power-save enable (]port <1-4>)
port <1-4>0 HBOODOOOOODOOOO
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O mtu

ooooooo
oooooog
oo O oo
0 no 0

O ip proxy arp
ogooooon
goooooo
oo O oo
0 no 0

interface node

Muooooooooo
mtu <bytes:68-1500>

mtu 1500

no mtull (= Set defaults)

Proxy ARPOOO0ODOOOO
ip proxy-arp

no ip proxy-arp

no ip proxy-arp

O ip directed-broadcast

ooooooog
oooooog
oo 0O oo
0 no 0

Directed Broadcast D0 OO0 O0O0OOOOODOODOO
ip directed-broadcast

no ip directed-broadcast

no ip directed-broadcast
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O ip redirects
ooooooo
OICMP redirectd type=s50 00000000000 O0O0DOOOOOOOODOOOOOOOODODOOO
0000000 OO0ORFC792(0
00000 Send redirect00000O0OOICMP redirect0 0000000000 O00OOOOODOO
ooooogo ip redirects
ooooogo ip redirectsd 0 (O0O)
OOONoO OO no ip redirectsd (0 O)
ooooooo
OO0O00O ICMPRedirect 0 0 OO OO ODOICMP Redirect DO DD OO O OHestD O DO OOOOOO
0000000000000 0000oooooooooon
O Host A OHost B(192.168.1.100)0 0 IPv40 00 00O default gw(NXR) D O OO OO O
ONROODODOODOOOOOOOD192.168.1.0/240 0 0 next hop[d 192.168.1.2530 00000
OOORouter ADDDOOOO
O O0OO0O0Onext hopd Router ADOOOOOHost ADOODODOOODODOOODODOOHest AO
ICMP Redirect0 0 OO O OO
O Host AODOOOOHost BOODO IPvAO OO OODOICMP Redirect0 00000 next hopd OO
OORouter ADDOOOOO
O000O0O0ICMP Redirect 0000000000 DOOOOOODOOO0O0O00OOODODOOODOOOOO
0000000000 forwardingD OO O OOOOO

PC B: 192.168.1.100

T [R

|
|
|
T
192.168.1.0/24 !
|
ABTAYTIL—k
192.168.1.0/24 (gw) 192.168.1.253 NXR Router A
5 192.168.0.254 1 192.168.0.253
. - |
Send Redirect 24 -~ ‘ @ IP to 192.168.1.100 !
|
_____________ -
l 192.168.0.0/24
| @) 1P to 192.168.1.100

3) Redirect (Next hop=192.168.0.253) l
IP to 192.168.1.100

&

PC A: 192.168.0.100
Default GW=192.168.0.254
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O ip tcp adjust-mss

ooooooo

O Path MTU Discoveryd PMTUDO O OO End-to-end0 00000000000 OCOOONUOOOOO
O0ddd0oodoooooooooooooo0ooo0ooooooooooooooogoon
O0oooooIpvda000O0D0OCO0O0 ICMP fragment needed 000000000 OCOOOODOO
O0o00o0ooooooooooogpemUDODOOOODOOOOOOOOOODOODOODdPMTUD
O000o0U0oDoooooooovMuo0oo0ooo0ooo0oo000ooo0o0oo0onodUEnd-
to-end0 000000 O00DDOO0OODOOODOOOOOOOOOOTCPOO  SYN/SYN-ACKODOODO
owMsSOO0O0OO0O00OO0OO00O0OoOoU0oDoOoUoooooooTcPODDOOUODOOODODOODO
Od0d00o0d0ood0oodooo0ooooooouooooooooooog

ooooooo ip tcp adjust-mss (auto]<500-1460:bytes>)

ooooooon no ip tcp adjust-mss

OO0O0ONOODO  no ip tcp adjust-mss

ooooooo

Olpvi00O00OO0OO0DOOO0OOTCPOOODOOOODOOOOTCPODOOODOOODOOODODO
O00oooooooooooooooowssooooooon

D0ooooooNMssOdDo0ooDod0Nautoc0000OOOOOOMSSOOOOOOMSSOOODOO
Ooooo0oooooooooon

Oo000oooooooooMssOoooooooooNMssOooooooooooooooooog
odo

ouwrPOICMPODOOOUOODOOOODOOOOODOOOODOOOOOOOODFODOODOODOODDOD
O00000o000oo000ooooooooooooooooooooon

(I no ip tep adjust-mssO OO OO OOOTCP MSSODODOODOODOODODOO
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O ip mask-reply
ooooooo
OOpenViewO OO OOOOODOOODODOODOOOOOOOOOOO ICMP address mask request
Otype=l7000000000O0CO00DOOCOODOOO0ODOO0ODOOODOOOODOOODOOO
Ooooooooooogoooood
O000O0O0OOICMP address mask request 0 000000000000 DOOOOOOO
ooooogon ip mask-reply 0O ICMP address mask requestd O 00O 00O [
0000000  no ip mask-replyl) ICMP address mask requestd 000 00O O M
gOoOdNoO OO no ip mask-reply
ooooooo
O ICMP address mask request/reply 00000000

//F ICMP address mask reply A%

s
s

a NXR#1

»‘ 192.168.0.254

NXR#2

192.168.0.253
% A

ICMP address mask reply DY E %1 Request (to 10.0.0.196)

Request (to 192.168.0,254)

192.168.0.0/24

| Reply (mask=255.255.255.255)
Reply (mask=255.255.255.255)

S

OpenView
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O [link-check
ooooood
OEthernet linkOOOOODOODOOODODefaultd 10[sec]d 0 0O0[sec]C 000 OODO link down O
0o0o0o0oo@OuwbOOoOoO)OLnkODODODODOODOODODOOO0OOoOooOooOoooooo
oo
OO00Oethernetd 0 vianO OO OO OO OO Oethernetd link up/down 0 O O vlan interface O
linkOOO up/down0 000 00O0OOVLAN interfaced 0 linkOOODOODOOOODOOODOOO

upd OO 0O downO O OO

Connected routeC] O O 0O (RIB/FIBO OO O) Connected route] O OO (RIB/FIBO OO O)

0 0O interface0 O O interfacel 0 O route0 0 O O 0 O interface0 O O interfaced 0 O route0 0 O O
Interface0 000000000 IPaddress0 00000

Interface0 000000000 IPaddressd 0000 (0 O O ip/ipve access-linkdownd O O O O O O Finkdown
ooooooooo)

BindDODODOOOOOOooooQg BindDODOUOOOOOOoooQg

Network eventd 0 0 O OO0 Network eventd O 0 0 OO0

Router solicitation0 O O (IPv6) -

O Connected route 0 000 /00 00 Oshow ip route database D OO0 O OO0 O0OO0OOOO
ORIBO Routing Information BaseOl O OO0 00000000 O0DOOODOODOOOOOOOOOOO
go0o0ooO0ooooobooDoooooooobooDooooooDobooDooDo
OFIBO Forwarding Information BaseO O O IPOO00ODOO0ODOODOOOOOODOOODOOODOOOO
RIBOODODODOODODODOOODODDODODODOODODODOODOODOOODORBOODOOOOOO

goooooo link-check (]<0-60sec>)
oo O oo link-check 10
O no O no link-check (=link-check 0)
oo 0o
ObindO0DOD0O0O0OODODOODOOO/0000000
Ethernet interface 0 O tunnel interfaced PPPOEC 00D O OO ODOOONINk dowmmO OO OO0
0000 interfaced downO0 OO0 00O OODOOODOODOTunnel interface 0 PPP interface O up/
downO0OOO0O0ODO keepaliveO DO OODOODOODOOOUSEROODOO bindO O (OO interface
down O trigger O L2TP tunnel/session0 0 0000 0) OO0 O0OOODOOOOOOOOOODOOOO
oood
OSwitching HUBO OO OO O OO ethernet interfaced linkO O OO OO
000 Switching HUBO O OO O OO O ethernet interface0 0 linkOOOODOOODOOOO
switching hub port 0 OO0 link downO O 00O O ethernet link downO 0001000 switch-
ing hub portO linkO upO OO0 Oethernet link upO0 OO O0OO0D0OOOO
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O ip access-linkdown

goooooo

ooOoo0ooa
[l no 0
00 00

O00000000000Nnk downOOOOODOO interface D I1Pv4 address
oooooooooooo

ip access-linkdown

no ip access-linkdown

Default D 00O O (no ip access-linkdown)d O O

O ipv6 access-linkdown

gboooooo

ooooooOoad
O no O
00 00

00000000000 Nnk downDO000O0OO interfaced IPv6 address
oooooooooooo

ipv6 access-Iinkdown

no ipv6 access-linkdown

Default D 0O O (no ipv6 access-linkdown)O [0 O

O ip arp reachable-time

goooogn
gooobgo
goooobgn
godNoDO OO
googoooo

OO0OOARP ODOD0ODO0OD0OO0DOO0ODOODOODOOO

ip arp reachable-time <30000-3600000>

ip arp reachable-time 30000

no ip arp reachable-time

show arp OO0 000000 OOOREACHABLED OO DO DOODOODOO
000000000.5 0 1.50x% reachable-time0 00 000D0O0D0OO0O

O ip arp queue length

gooogog

O Ethernet/Vlan interface0 O OIPVAO OO OO O ODODO OO (nexthop)d mac address 0 0 0 0O O O
O000000O0Omac address0 000000 queueingd 000000000 0ODOODOOOOOOOO

OQueue O Oneighbor D entry0 00 OO DOOOO

Oqueuveing 00 packetODaddress0 0000000000 OODOOODOOO

OQueueD fullDOODOODO packetO OO OO Oqueued 0D OO0 dropO 0000

oooooog
oo 0O o0
a no a
00 00

ip arp queue length <1-1000>

no ip arp queue length (=3[packets])

no ip arp queue length

IPva0 IPv6 000000 OOOMnterface0 00000000 0OO0OOO
IPv6e 0000 O0OiMpv6 nd queue lengthO OO OO OOOO0O

O ipv6 nd prefix

goobogog
gooogog

00 00
[l no [l

IPv6 Routing Prefix AdvertisementO0 OO O OO0
ipv6 nd prefix X:X:X:X::X/M
(J<valid-lifetime:0-4294967295> <preferred-lifetime:0-4294967295>)
Ethernet/VLANO OO O OO
no ipvée nd prefix X:X:X:X::X/M
(J<valid-lifetime:0-4294967295> <preferred-lifetime:0-4294967295>)
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O ipv6 tcp adjust-mss

ooooooo
ooooooo
oo O oo
0 no 0

IPv6 NSSO OO DOODOOODO

ipv6 tcp adjust-mss (auto]500-1460)
no ipvé tcp adjust-mss

no ipvé tcp adjust-mss

O ipv6 nd send-ra

ooooooa
ooooooa
0 no O

IPv6 RA(Router Advertisementd OO OO OO0
ipv6 nd send-ra (=RADDOONO)
no ipvé nd send-ra (RAOODODO)

O ipv6 nd ra-lifetime

ooooooo
ooooooo
oo O oo
0 no 0
oo oo

IPv6 RA(Router AdvertisementO0 00O OO0 0OOO0OOOOO0O
ipv6 nd ra-lifetime <0-9000>

ipv6 nd ra-lifetime 90

no ipvé nd ra-lifetime

ra-lifetime >= ra-interval max

O ipv6 nd ra-interval

ooooooo
ooooooo
oo 0O oo
oo oo
0 no a

IPv6 RA(Router AdvertisementO0 00O OO0 OO0O0OOOOOO
ipv6 nd ra-interval <min:3-6750> <max:4-9000>

ipv6 nd ra-interval 10 30

min < max x 0.75

no ipvé nd ra-interval

O ipv6 nd rs-interval

ooooooo
ooooooo
oo O oo
0 no 0

IPv6 Router SolicitationO0 00O 0OOOOOOODO0O
ipv6 nd rs-interval <interval:1-10sec>
ipv6 nd rs-interval 1

no ipvé nd rs-interval : Set defaults

O ipv6é nd rs-count

ooooooo
ooooooo
oo O oo
0 no 0

IPv6 Router SolicitationO0 0D O 0OOOOOOONO
ipv6 nd rs-count <count:1-2147483647>
ipv6 nd rs-count 3

no ipvé nd rs-count : Set defaults

O ipv6é nd reachable-time

ooooooo
ooooooo
oo O oo
0 no 0

0oooooooooooooooooon
ipv6 nd reachable-time <msec:0-3600000>
ipv6 nd reachable-time 30

no ipvé nd reachable-time : Set defaults
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O ipv6 nd ns-interval

ooooooo
ooooooo
oo 0O oo
0 no 0

NSOODODODoDooooooo

ipv6 nd ns-interval <msec:1000-3600000>
ipv6 nd ns-interval 1000

no ipvé nd ns-interval

O ipv6é nd dad attempts

ooooooo
ooooooo
oo 0O oo
0 no 0

IPv6 DADOOOOOOOODOOOO
ipv6 nd dad attempts <0-600>
ipv6 nd dad attempts 1

no ipvé nd dad attempts

O ipv6é nd accept-redirects

gooogog

gooogoog
oo 0O oo
oo oo
0 no 0

IPv6 forwardingO O O OO OODOICMPVG redirects0 0000000000
oooooo

ipv6 nd accept-redirects

no ipvé nd accept-redirects

IPv6 forwvardingO0 OO0 00000000000 ODOOOOODOOOO

no ipvé nd accept-redirects

O ipv6 nd queue length

gooogog

O Ethernet/Vlan interface 0 0 IPv6 0 00O OO0 OO0 OO OONeighbor DiscoveryD DO DO OO O
O (nexthop)d mac address0 0000000000 OOOmac addressd 00 00 00O queueing 0O
o0oooooooooooooooon

OQueue D Oneighbor O entry0 00 OO D OOO

Oqueueingd O 0O packetd Jaddress0 0000000000 OOOODOOOO

OQueue D fullOODOODOONO packetO0 OO0 OO0 Oqueve0 0000 dropd0 0000

ooooooad
od 0O Od
0 no O
00 00

ipv6 nd queue length <1-1000>

no ipv6 nd queue length (= 3[packets])

no ipvé nd queue length

IPva0 IPv6 000000 OOOunterface0 0 000000OOOOOO
IPvaOOOO0OOip arp queue lengthO OO ODOODOODO

O ip rip receive version

ooooooo
ooooooog
oo 0O oo
oo oo
0 no 0

RIPOOOODOCOOOODOOOOO

ip rip receive version (1]12) (1112)

ip rip receive version 2

version 1, version 2, version 1 & 2000000
no ip rip receive version
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O ip rip send version

goooooo RpPO0ODOOCOOODOOOODOO
ooooooo ip rip send version (1]12) (|1]12)

oo 0O oo ip rip send version 2

oo 00O  wversion 1, version 2, version 1 & 2000000
O no O no ip rip transmission version

O ip rip split-horizon

ooooooo oooooooooooobooooo
ooooooo ip rip split-horizon (]poisoned)
oo 0O o0 ip rip split-horizon

O no O no ip rip split-horizon

O ip ospf cost

gooooon OSPFO 00D DOOOOO0OOOO
0000000  ip ospf cost <1-65535>

O no O no ip ospf cost

O ip ospf hello-interval

OO0O0O00O0 HelloOOOOOOODOOODOOO
ooooooo ip ospf hello-interval <1-65535>
O no O no ip ospf hello-interval

O ip ospf dead-interval

0000000 DeaddODOOOOOOOOOOO
ooooooo ip ospf dead-interval <1-65535>
O no O no ip ospf dead-interval

O ip ospf retransmit-interval

0000000 RetransmitOOOOO0OOOO0DOOOOO
ooooooo ip ospf retransmit-interval <1-65535>
O no O no ip ospf retransmit-interval

O ip ospf transmit-delay

ooooooo Transmit DelayO0 O OO OO0
ooooooo ip ospf transmit-delay <1-65535>
O no O no ip ospf transmit-delay

O ip ospf authentication

goooooo oooooooogo

ooooooo ip ospf authentication (null|message-digest)
O no O no ip ospf authentication

138



O 70 interface node

interface node

O ip ospf authentication-key

goooooo [OOoOoooooooogooo
ooooooo ip ospf authentication-key PASSWORD
O no O no ip ospf authentication-key

O ip ospf message-digest-key

O0o0oooo Ms000000000000

ooooooo ip ospf message-digest-key <keyid:1-255> md5 PASSWORD
O no O no ip ospf message-digest-key <keyid:1-255>

O ip ospf priority

goooooo [OOoOoooooooogooo
ooooooo ip ospf priority <0-255>

O no 0 no ip ospf priority

O ip ospf mtu-ignore

goooooo obepOONMIUOODOOOOO
ooooooo ip ospf mtu-ignore

O no O no ip ospf mtu-ignore

O wvrrp ip address

0000000 VRRPOODOOOOOIPODODODOWIP)ODODODODOOO
0000000  vrrp ip <vrrpid:1-255> address A.B.C.D

O no O  no vrrp ip <vrripd:1-255> (address A.B.C.D|)

O vrrp ip priority
ooooooo vRRPOOOOOODOOOODOOO
0000000  vrrp ip <vrrpid:1-255> priority <1-254>
OO0 O OO  vrrp ip <vrrpid:1-255> priority 100
O no O no vrrp ip <vrrpid:1-255> priority
ooooooo
O0O0O0OoooOOepriority00000000000O00OCO priority0000000OO0O

O vrrp ip preempt

0000000  PreemptOOdOOOOOO

0000000  vrrp ip <vrrpid:1-255> preempt

OO0 O OO  vrrp ip <vrrpid:1-255> preempt

O no O no vrrp ip <vrrpid:1-255> preempt

ooooooo

OPreempt0 00000 O0priority0 0000000000000 ODOO0OOODOOOOOO
Opreempt0 00000 Opriority0 0 000000CO00O0OOO0OO0O0OOODOOOOODOOOO
0o0doooooooooooogoooooooooo
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O vrrp ip preempt delay
oooooog
OPreempt 000000000 DOODOODOO0ODOODOOOODOODOOOadvertise 00000000
00000000 0o0bOo00oo00b0oo0D0ooDobOoD0oDOoDbOoo0DOoDOoDOD
Opreempt delay0 0001 0O 1000(0)dooooo@ooyoooo
0000000  vrrp ip <vrrpid:1-255> preempt delay <1-1000sec>
O no O no vrrp ip <vrrpid:1-255> preempt delay
oooooog
OPreempt delay 0000 000000000000 0O0OODO0O0O0OODOOOOOOOOOOOOOO
O000o0oO0o00o0ooD0oDoooDoooDboooDOnD
o DOOoOoOoOOoOoOO
- master down timer0 O OO O delay timer OO OO0OODOODODO advertise OO0 OO0OOOOO
oooooooogoo
- 00000000000 advertise 0000000000 DODO0ODO0OODOODOODODOO
(delay timer 00000000 OOODOOOO)O
- 00000000000 advertise 00000000 OO0OOdelay timerO OO0 OO delay
timer 0 00O 0O Omaster down timer 00000000000 OOdelay OO0O0O0D0OOO0OODOO0O
advertise 000000000 DOOO0DOOODOODO (delay timerd0 000 0OO)O
o JOOOOOO
- 00000000000 advertise 000000000 D0OODOODOODOOODODODODO
- 00000000000 advertise 00000 OOOadvertise 00000 O0@OOODOOODO
0o0oDooooooo)o

O vrrp ip timers

0000000 VRRPO advertiseJ OO OO00OO0OD0ODOO
0000000  vrrp ip <vrrpid:1-255> timers advertise <1-255sec>
oo 0O oo vrrp ip <vrrpid:1-255> timers advertise 1

O no O no vrrp ip <vrripd:1-255> timers advertise

O vrrp ip netevent
OOO0O0D00O  VRRP trackingOD OO OOOO
ooooooooobooooobooooobo0ooooboooooboogm
0000000  vrrp ip <vrrpid:1-255> netevent <trackid:1-255> priority <1-254>
vrrp ip <vrrpid:1-255> netevent <trackid:2048-4095> priority <1-254>
O no O no vrrp ip <vrripd:1-255> netevent
ooooooo
Otrack eventO0 downOD OO0 O 0OO00OO0O0OOOCOpriority00000000O00OCODOO0ODOO
OpriorityD0000000CO0OOpriority0000000O00OO0O0ODO
Oevent downO O OO OpriorityJ0000000CO00OO00O0OOOQOO0OOOOOOOODOOOOO
oooo

o0 0000000 Opriority>000000000Opriority
Event downO O O 0000000 Opriority<0000000O0OO0Opriority
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O ip access-group

ooooooo

Oglobal node0 0000 ACLOODODOODOODODOOOOOOODODODODOOOOODOOO
ooooooo

goooooo ip access-group (injout|forward-in|forward-out) IPV4-ACL-NAME

OgooONeO OO no ip access-group (injout]forward-in]forward-out)

ooooooo

0000000000000 000000000D0D000D0 (@O0 Packet TravelingO O O)O0OO
oo400000

in(local input) NXROODOODOODOODODODOODODOODODOOO

out(local output) NXRO O OO OO ODODOODOODOOODOODOOODO

0000000000000 0ONRDOODODOO0OOO0O0ODO0ODO0OO0ODOO0DOOD0

forward-in NXROOOOOODOOOO0OOO0OOO forwardingDdODOOODOODOOOOOO

forward-out NXRO OO OOODOOOOOOOOO forwardingD OOODOOODOOODOOO

OmacO0O0OO0OACLOOoutO OO forward-out 0 00000000 O0DOOO0O

O ipv6 access-group

ooooooo ooooooooowweoooooooooooooo
ooooooo ipv6 access-group (injout]forward-in|forward-out) IPV6-ACL-NAME
oo o0 oo oood

O no O no ipv6é access-group (injout|forward-in]forward-out)

O ip masquerade

ooooooo
good00ooO00oo0oU0ooO0OoOooOooOooooooOoooOwv40d0oOoooooOooboOoO
oompv4ad0O0O0O0oooooooooon

goooooo ip masquerade 0O OO0

gpoooooo no ip masqueradel] O O O

gooONeO OO no ip masquerade

ooooooo

00000000000 OdO (Ethernet/VLAN/PPP/Tunnel/WinAX) DO OO OO OOOOOOOO
OTCP/UDP/ICMPO 00O OO0O0DODOOOOOOOOODOOOODOOOODOODODOOODODO
Olpv60O000OOCOIIPOODOOOOOOOOOOO

Oforward out/local output 0 O 0O OO0 DOOO0DOOODOOOOIPOODOOOOOODODOOODO

O ip (snat-group|dnat-group)

ooooooo

Oglobal node0 0000 SNTOOODNATOOODOODODODOODOODOODODOODOOStatic NATO
ooooooooooooo

OSNATOOODOODOOOODOODODOO0OODNATODDODOOO0ODOODO0O00O00O00

goooooo ip (snat-group]dnat-group) NAT-NAME

OgooONeO OO no ip (snat-group]dnat-group)

gooooog NATO O OOOOOOip snat/ip dnat)d OO O (global node)0D DO OO0
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O ip webauth-filter

ooooooo
OwebOOOOOOOODOOOODOOOODOOODOODODOOODOOODOOODOOOODOOODO
OOoO0O0OCOOwhOOOOODOOOOODODOODOOOODODOO
OWebOOOODODDOOOOODOOOODOOOODOINOUTOOOODOOOOODOOOODODOOODOO
OObefaultDOODOOCOODODOO

ooooogon ip webauth-filter (forward-in]forward-out) WEBAUTH-ACL-NAME

OO00ONOOO  no ip webauth-Ffilter (forward-in|forward-out)

ooooooo

OwebOODOOOOODOODODOODOOIup web-auth access-listd 0 000 global noded 0000
oooooo

OWebOOODOOOODOWeb Authenticate node0 OO0 0000000

O pppoe-client ppp

oooooog PPPOEC 0 OO0 ODOODOOODOODOO
O0O0OoOooO0  pppoe-client ppp <PPP-INTERFACE-NUMBER:0-4>
oo 0O 00 no pppoe-client ppp

00 oo 00000O00OEthernet interfaced OO

O no O no pppoe-client ppp <0-4>

O ip spi-filter

ooooooo

0000000000 00000000O0SPIO stateful Packet Inspectiond 00000000000

ooooooooOoOoooOoOoOooUooOo0oOobobOOoOooOU00oOoOUOoOOoUbOOOObOOOoObbOo
oooo

ooooogoo ip spi-filter 0O0O0O0O

ooooogon no ip spi-filterD OO 0O

OO00ONOODO  no ip spi-Ffilter

ooooooo

OO0O0000000O0OODOestablishedD OO0 related0 00000000000 O0OOOOOO
OEstablished0 0000000000 O0ODODOOO0ODOOOODOOOOOOODOOOODOOOODODOO
ORelated0 0 000OOCO0DOOO0ODOOOODOOOODOOOOORPOOODOOOODOOOODO
oooo

o0o0ooo0oboo0odOosynDgoobOoOoOoOo0oOoOoOo0oOoboboOoobDboOooo

OSPIOOforward inO0O0O local inputO0 0 0000000000000 O0OOOOOOOOODOO
oooooo
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O ipv6 spi-filter

ooooooo IPv6 SPI filterOD OO OOODO
ooooooo ipv6 spi-filter

oo o do no ipvé spi-filter

O no O no ipvé spi-filter

O shutdown

gooooaoo 0000000 ethernet <0-3>)0 000000000000 ODO0O0O0O
goooooo shutdown

oo o oo no shutdown

O no O no shutdown

O shutdown port (NXR-1250 00 O NXR-15500)

goooooo OO00000OCthernet O)UODODDOO0O0OOOOODOOODOODOOODOODO
000000000 00o0ooo0ooooooddno shutdownd O 00O

ooooooo shutdown port <1-4>

O no O no shutdown port <1-4>

O ipsec policy

ooooooO0 OOo0oDboOooobooooDoogiIpsecOdbbOOoOobObOOODOOO

goooooo ipsec policy <local policy:1-255>

OgooONeO OO no ipsec policy (J<local policy:1-255>)

ooooooog
OoO00ooOoOooboOoOIpsecOD0DOOOO0ODO2000000000000000O1IPV40O IPv6ODO
000010000 IpsecO000DOO0O0 ODOODDODOOUODOOOODOO

O ipsec policy-ignore

ooooooo

OlPsec policy 00 O0DD0OO0ODOO0OOO0OOOOOOOODOOIPsec policy OO0 any O0O00O0O
oooo0oOooooboooobobOiIpsec DO0O0OOOODOOOOOOODOOOODOO

0000000 ipsec policy-ignore (Jinput]output)

0000000 no ipsec policy-ignored O 00

OO0O0ONoOOO no ipsec policy-ignore

ooooooo

OlnputO0 0000 OO0 inbound policy check 0O OOOOOOOIPsec DOODOOODOOOOO
ooooo0o ooboooooooogooobooooobooog

Ooutput 000000000000 DOOOOOOOOOOOOOOODOOOIPsec policy DOOO
ooooooooooooobooo
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m QoS
gooooon QSO DOOooonono

o HTBOOO
ooooooo queue policy POLICYNAME bandwidth <1-1000000> (]ifg-pa-fcs)
ooooooo
OHTBOOODOOOOOclass policyDOOOOOOOO class policyOD OO OOO0O
000000 class policyDO0 000000 classO00000O0O0O0ODOOO class policyd OO
O0O0O0DoooOoWHBOOOODOOOO
ObandwidthO Oclass policyO D00 O00O0O00O0DO0O
Oifg-pa-fcs(0O0)DOODOOOOODOOOOODefault0 00000

o PQUODO

0000000  queue priority-group <PRIORITY-MAP-NUMBER:1-32>

ooooooo
OPQOOOODOOOOglobal noded O O0O0O priority-map0 000000
OO00000 priority-map0 00000000000 ODOOO default classO0O0O0O0O0OO PQO
OOoOoO0DoOooOogOopriority-mpO0 0000000000 POODOOOODODO
O00OclassO000O0O00DO0O0DODOdefault classO0OO000OOO0OOOO

o SFRQUODO
0000000  queue fair-queue

o FIFOO OO
oooboooo queue fifo (Jlimit <1-16384>)
ooooood Iimitd FIFCO0DO00O000O0DO00ODOODO0O0O00OO0

o TBF(shaping)d OO
ooooooo
queue shape <RATE:1-1000000> <BUFFER:1-1000000> <LIMIT:1-1000000> (]ifg-pa-fcs)

ooooooo

0 <RATE:1-1000000>  ShapingOd O 0O (Kbps)D O OO O OO

00 <BUFFER:1-1000000> BucketO O O 0O (bytes)D DO OO OO

O<LIMIT:1-1000000> TokenO OO0 0000000000000 00000O0O0O0O0OOOT (bytes)

ooooooo
Oifg-pa-fcs(U0)0D 00000000000 ODefault0 0000

o no queue

gooooood no queue
oopooood 0000000 queue 0000 0O0Odefault queued pfifo_fastO OO0 OO0 00O
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m QoS (0DO)

o classify

ooooooo classify (input]output) route-map ROUTEMAP

ooooooo

00000000000 ooo0oO0ooDo0oDooD1IODo0o0o0D0oo0oDd0 nputd outputd OO OO
0oooooooooo

Oinput0 00000000000 OOPRE-ROUTING(OD O O Packet TravelingO O O)OD OO OODOODO
Ooutput0 00O OO0 ODOOOOODOPOST-ROUTING(O O O Packet TravelingOD O O0)D OO0 OO0OODO

o no classify

ooooooo no classify (]input]output)

ooooooo

goooooooooooboobDobooooDooDooDo

(Mno classify0 000000000 GnputD output) DO 000000000 ODOOOOOOOO
inputd 00 output0 OO OO OO

e ifg-pa-fcs
0000oo0o00ooo000ooo00ooo0U0ooOoO00ooOoOo00DOoOooOOoDO shapingd
OOFRCSO IFGO PADOODDOODOUOOODOCOOrate00000D0DOOO0O0ODOOSshaping rated 000
OO0000OCOOOEthernetD00000000DOQCOOODOOOOORCSO IFGO PACOOODOOO
gobooooobooooooooooooooboooobooOooDboOooDOoOogOEthernet/
WiMAXDOOODODODOOOOOOODOOODOdshaping rated 0000 OIFG(inter-frame-gap 0 O 00O OO
12000000)0FrCSEDOO)dPA(preamble:80 0 D)0 00O OOOODOOOOODOOOOODO
gooopooobooooooOoUooooO0OoOoooO0UoOooUUoOooOoUODoOogUoDoOOOoo
PefaultD 0O OO0DOOOOODOCODOIRGOPAORCS DODOUOOODOOOODM
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O (ip]ipv6) rebound

ooooood

0000000000000 0oooD0DOo000ooo0ooooO0O0oDoOooODno (forwarding)
00000000000 0ONRODODOO0D00D0000000000000000000NXROODOTTL
goooOoOoOoOUOOoODoDOOOOoOooOoOoon

OIP rebound0 0000000000000 0000OD00ODO0O0O0OODO0O0ODOODOODOOOOODOOO0O
000000000000 destination unreachable0 D0 00000

Obefault O 00O O0O@MOOODOODOOODODOOOOOOODOOODOODOOOOOODOO)NO

ooooood (iplipv6) rebound

oo o oo (ip]ipv6) rebound

O no O no (ip]ipv6) rebound

O ip reassemble-output
ooooooo
goooooooodMooooopPMmuoDonoooooognoIr forwardingD OO OO OOOODOO
O000d0Doo00@ooo0ooooo00oooo00moo0o0ooooooooooooon
ODO0000O0ONKRRODOOOOOOO0000000000000o0oooooooooooo
- fragmented packet(0 00O 00D0)OMUDODOOODOOOOOOOOOODOOOOODOONMTUDO
Doooooooooooooooo
- fragmented packet(CO O OODO)OMUODOOODOOOOOOD fragmented packet0 O 00O
ooooooo
-00D0000oooooMy00DO0O00oDoo00o0oDoOo00ooooooooog
oooooog ip reassemble-output
oo o oo ip reassemble-output
O no O no ip reassemble-output
ooooooo
J000d0oodoooodooomoooo0ooooooooooooooooooooooon
0000000000000 ooo00ooo0Dooooooooooooo IPO0ODOoOoOoon
O000000d0oo000ooooooo0oooooooooooooooooooooooon
0000000000000 000oo000oo00Doo000oo0o0oDoOoOONROOO
Od000o0doooooooooOowoooooooooooooooooooon
- fragmented packet(O O OO OO0O)ONMUDOOOODOOODOODO fragmented packet 0 MTUO O
Dodooooodooooogo
- fragmented packet(Q OO D OO0O)ONMUODOOOODOOOODOODO fragmented packet D 0 00O
ooooooo
- 00000000000 MUDOO00O0000D00OOO0 fragmented packetO0O OO0 O0OO0O0O0OO
oooooo
ODefaultO Oglobal DO O OO interface0 00000 O0OOOGIobal O OO interface 0 OO AND
00o0o0oooooooooooooooooooooooglp forwardingDOOOOOOOOO
ooooo
Jooooooooooooooooooo32 0ooooooo3s oooonoooooooooon
000000000000 0000000Oip reassemble-output OO0 00000 O0OOOO
0d
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O session invalid-status-drop-interface
ooooooo

Osession invalid-status-dropO O (global node0 0)0 0000000000 OOOODOOODOOOO
O00000defaultDO0OO0OO
0000000  session invalid-status-drop-interface enable
oo O 0o no session invalid-status-drop-interface enable
ad no 0  no session invalid-status-drop-interface enable
ooooooo
0000000000000 00000000000O0Oglobal node 0 session invalid-status-drop [
0000000000000 000Do00o0oo0oooogooOdethernet 0000000
Oo0doooooooooooo
- global node [0 00 session invalid-status-drop0 0000000
nxrl25(config)#no session invalid-status-drop enable
-00000o0ooo0ooooooooooooon
nxrl25(config)#interface ethernet 0
nxril25(config-if)#session invalid-status-drop-interface enable
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O OO command

nxrl30#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxrl30(config)#interface tunnel <0-255>
nxr130(config-tunnel)#

O description

goooobod godobooooboboboooobboo
gooooood description DESCRIPTION

ad no 0  no description (|DESCRIPTION)

O ip address

ooooooo oooooooowroodoooooooo
ooooooo ip address A.B.C.D/M (]secondary)

O no O no ip address (JA.B.C.D/M) (]secondary)

O ipv6 address

ooooooo goooooogiwpvsodooooooooo

ooooooo ipv6 address X:X::X:X/M (Jeui-64) : IPv6 address (e.g. 3ffe:506::1/48)
ipv6 address X:X::X:X link-local

| no 0 no ipv6 address X:X::X:X/M (Jeui-64)
no ipv6 address X:X::X:X link-local

O ipv6 address

0000000 DHCPv6 PDOODOOOODO

O ipv6-address 0 O sub-prefixO host 0 0000 O0O0OOO0ODOOOOO

ODHCPV6-PD O ODHCPV6 PDO D O OO prefixeDO O OO OO OO OODOipv6 dhep client pd0 000000
oooooog ipv6 address DHCPv6-PD X:X::X:X/M (Jeui-64)

| no 0 no ipv6 address DHCPv6-PD X:X::X:X/M

O tunnel source
gooooog goO0O0O0sourceOOOOOOOOOO
goooooo tunnel source A.B.C.D

O tunnel destination
gooooog OO0O00O0DestinationOD DO OO OOoOooOoOonO
goooooo tunnel destination A.B.C.D

O tunnel mode

ooooooo O00000O000o0o0OoooiIP over IP/GRE/IPsec 1PvALT]
gooogoogd  tunnel mode (ipiplgrelipsec ipvéd)

oo o do tunnel mode gre

O no O no tunnel mode (= tunnel mode gre)

oo oo Route based IPsec(0 0000 CUOOOOOOOOIpsec ipvd0 00 OOONO
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O tunnel key

ooooooo ODO00O0OCGREOODUODODOOOOIDOODDODOOOGREDDODODODOOD
OO0o00O0O0Od  tunnel key <0-4294967295>

oo 0O oO0 no tunnel key

O no O no tunnel key

oo oo

O000000OO0key IDOOOOOdropd000000OO0Okey IDOOOOOCODIIDOOODOOODO
0o0oooDooogOdrop0dDO

O tunnel checksum

ooooodgo GREDOUDOOGREDODUODODOODUOODDODOODODOODOODOODOO
do0o00oooooobOoDOocecREDDOOO0DOODOOO

ooooooaod tunnel checksum

oo 0O oo no tunnel checksum

O no O no tunnel checksum

O tunnel path-mtu-discovery
0000000 OOoOOoOoOoOoOoOOOOOOPMTUDOODOOOOOO
ooooooo tunnel path-mtu-discovery

oo 0O 00 tunnel path-mtu-discovery oooo
O no O no tunnel path-mtu-discovery ooon
oo oo

OPva0 0 0000000000000 PMTU DiscoveryOD OO OOOOOOOO
-0000IP tunnell tunnel mode ipip|gred 00 FfragmentO0 OO0 OO0 PMTUDO OO OO O IPsec
tunnel tunnel mode ipsec ipvdO OO PMTUDO OO OOOODOCOOODOOODOODOO
-PMTUDO 00000/ 00000D0O0D0O0DOO0ODOODOOODFODODOOOONIOODODOOODOD
ooooooooog

PMTUDLY O DF bit oooogoo

0 fragmnentO OO0 OO0
00 outer IPheaderD0DFO OO OO 100000OO

1 fragment needed0 D 000000000 OOdropd 00O

fragmentO O OO QOO0
outer IP headerJDFO DO O OO0 O ODOONO

OOfragmentOD OO0 O OOOOO0O
outer IP headerJDFO D OO O00OODOONO

go

Otwnnel MTUOOODOOOOODOOODOOOOOOODOODOOMAUDODODOOOODOOODOODO
OO0oooOo0obOooobo0oDoo0obobo0oOooDboO000DOheader taxJOOOOOODODO
OO00000OwnelOOODOOPMTUDODOODOOODOODOOO fragnentD ODOOOOOO
ooooooooooevmuOODOOOOO0OD0OOOOwwnnelONMTUD 15000000000
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ooooooo  TLoogooon

goooooo tunnel ttl (<1-255>]inherit)

OO0 0O OO  tunnel ttl inherit

O no O no tunnel ttl (= tunnel ttl inherit)
od oo

0000001-2550000000000PMTUD O tunnel path-mtu-discoveryd0 O OO0 OO0 OO
Oinherit0 0000 0O0OOGRE/IPIPO tunnel mode grelipipd OO TTLO DO O OO O OO IPsec tun-
nel tunnel mode ipsec ipv4d0 00 TTLODODOO0ODOO0OOOCOODOOOOOOOO

O tunnel tos

ooooooo

0000 ToS OO tunnel IP Header OO O OO O Oinherit 000 DO OO DO Otunneling 1Pv4 header
00 ToS OO tunnel IP header OO OOOOOOToS OOOOODODOECN field DOOOODODOODOO

OO0O000O0OIPv6 packet O tunneling OO OO0 Oinherit 0000000 O0OToS O Ox0 OO0

OOOOOECN field OO0O0D0OD0ODMMDOOC 1.2.4.1 ECN field DO0DOO0OODOODODOODOO

goooooo tunnel tos (<0-252>]inherit)
OO0 0O OO  tunnel tos inherit
O no O no tunnel tos (= tunnel tos inherit)

O tunnel pre-fragment

ogoooood FragmentO O OO OOO0O000O0O fragmentO O OO ESPOODOO0O
OO000OESP packetO OO OO OO
goooooo tunnel pre-fragment
oo O oo no tunnel pre-fragment
O no O no tunnel pre-fragment
oo oo Route based IPsec (00 00O C)D O OO OODOOIPsec tunnel interface 000

gboobogooogoo

O tunnel protection ipsec policy

oooooono 0000 IPsec tunnel policyO OO OO OO
gooooao tunnel protection ipsec policy <1-65535>
O no O no tunnel protection
oo 00O  Route based IPsec(0 0000 COUODODODOODOODODODO
O mtu
ooooood oooopoooooooodMuODoooooon
goooooo mtu <bytes:68-1500>
oo O oo mtu 1476 (tunnel mode gre 00 0)

mtu 1480 (tunnel mode ipipd O 0)

mtu 1500 (tunnel mode ipsec O [)
O no O no mtull (= Set defaults)
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O ip redirects

oo0ooooo

OICMP redirectU type=s50 0000000000000 DOO0OOOOODOOOOOOOODOOOO
000000000RFC7921

OO0O000 Send redirect0000OOO0OICMP redirect0 0000000000 O0O0OOCOOOOO

oooooao ip redirects

ooooooo ip redirectsO 0 (O O)

OO0O0ONO OO no ip redirectstd (0 0O)

ooooooo

O ICMPRedirect 0 00 O O interface node [0 ip redirects0 000000000

O ip tcp adjust-mss

ooooogo

O Path MTU Discoveryd PMTUDO O O O End-to-endD 0000 0D00DOO0ODOODOODOMIUOODOODO
00o0o00oooDooo0ooo0ooooooooooOdooooooooDooooooDooooooog
OO0D00000IWPv4AOD0OD0OO0OD00ODO0OO0O ICMP fragment needed 00000000 O0DOODOODODOO
O0000o0ooooooooooogpeNTUDODOOOOOOOODOODOOOODOO0OODOPMTUD
Oo0o0o0oooooboboooMmuobOobO0oooo0oDo0oDo0ooO0oD0oD0D0oD0O0000O0OEnd-
to-end0 00000000 ODOODODOODOOOODOODOOOOTCPODO  SYN/SYN-ACKO O OO
gomMssOOooOooOOoooooooopDoooooooooooTcPOODODOODOODODODOOO
00o0ooooooDbdooooooooooooooooDooooooooon

oooooao ip tcp adjust-mss (auto]<500-1460:bytes>)

oooooono no ip tcp adjust-mss

O00ONoO OO no ip tcp adjust-mss

ooooogo

gipva0 00000000000 TCPO0ODOOOOOOODODOTCPODODODODOODODOD
O00oDooooooooooooooowssooooooon

gopDoooooMssO00ooooD0dDanto 000000 0OOOMSSOOOOOONMSSOODOOO
oooodooooooooooon

0o0ooooboooooowMssoooonooooooNssoooooooooboboooooon
oono

gubpOICMPO OO OOO0O0ODOODODOOO0ODODOODOODOODOOOOODFODODOOODODOOO
00o00ooo0oooDooooooooooooooooooooooooo

(M no ip tcp adjust-mssO0 0 OO DO OOOTCP MSSOO OO OODOOOODOODO

O ipv6 tcp adjust-mss

ooooood IPv6 NSSO O OO OODOO

ooooooo ipv6 tcp adjust-mss (auto]<bytes:500-1440>)
oo 0O o0 no ipvé tcp adjust-mss

O no O no ipvé tcp adjust-mss
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O ip mask-reply
ooooooo
OOpenViewO OO OOOODOOOODODOODOOOOOOOOOOO ICMP address mask request
Otype=l70000000O000O0OO00OOOOOOOOOOOOODOOOODOOUOODDOOODOOO
Ooooooooooogoooood
O00O00O0OOICMP address mask request 0 000000000000 DOOOOOOO
ooooogon ip mask-reply 0O ICMP address mask requestd 00O 00O I
0000000  no ip mask-replyl ICMP address mask requestd 00 0O 00O O M
goOOdNoO OO no ip mask-reply
ooooooo
O ICMP address mask request/reply O O O O interface noded ip mask-reply0 00000000

O ip fragment-reassembly
ooooooo
OPre-fragment O O O packet D OO OOOOOONXRO DO OO reassemble 0 O O O reassemble 0 0O O
forwardingU OO O OOO0OOOD0OO0OOOO0OOdefaultd Oreassembled 000
ORoute based IPsec(0 0000 CUDOOOOOODOIPsec tunnel interface0 0 00O00O0O0ONO
ooo
ooooooo ip fragment-reassembly
oo O oo ip fragment-reassembly
O no O no ip fragment-reassembly
00 oo
Oglobal node O no ip reassemble-outputd O 00 O O O ipsec tunnel interface 0 O no ip frag-
ment-reassembly0 0 0000000 OOno ip fragment-reassembly0 00000000
OO000Ono ip fragment-reassemblyd 00 0000 tunnle interface0 00 0000OD0O0O0O
reassemble 0 0000000 OOconntrack 0000000000 0ODOOO0OOOOOODOconntrack
O0O00D0O0OONATOO /SPIl/session0 000000000000 0OO0O0OOOOOOOOOOO
000 packet coloringD 000 00O0OOODOO
(0 no ip reassemble-outputD O 000 ODOO0OOOODO tunnel interfaced Ono ip fragment-
reassemblyd 0 O ip fragment-reassembly0 0 0000000000000
(no ip fragment-reassembly 00000000000 OWarningODOODOODOD
O1ip fragment-reassembly 000 000000000000 OO0O0ODOONO ip reassemble-output O
oooooooooooooon

O ip rip receive version

ooooooo RpPO0OOOOOODOOOOODOOO
oooogooo ip rip receive version (1]12) (1112)
ooooooo ooooooo

O no O no ip rip receive version
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O ip rip send version

ooooooo RIPOODOOOOOOOOOOOOO
ooooooo ip rip send version (1]12) (]1]2)
ooooooo ooooooo

0 no O no ip rip send version

O ip rip split-horizon

ooooooo oooooooooooooooooon
ooooooo ip rip split-horizon (]poisoned)
oo O oo ip rip split-horizon

0 no O no ip rip split-horizon

O ip access-group
ooooooo
Oglobal nodeJ 0000 ACLOODODODOODOODODOODOODOODODODODODOOODOD
ooooooo
gpoooooo ip access-group (injout|forward-in|forward-out) IPV4-ACL-NAME
gooONeO OO no ip access-group (injout]forward-in|forward-out)
ooooooo
0000000000 ooooooDoD00oooooDOooD@Oon Packet TravelingD OO )OO0
oo400000
in(local input) NXROOOOOODOODOOOODOODOODODOODOO
out(local output) NXRO OO OO DO ODOOODOOOOOODOODOODOO
000000000 0oo0ooNROOODO0OD0DO0DO0DO0DOO00O0O0DO00DO0n
forward-in NXROOOOOOODOOOOOODOO forwardingDODOOODOODOODODOO
forward-out NXRO OO DODOOODOOODOOODOOO forwardingD OOOODOOOOOOOO
OmacO O OO0 ACLOOoutD OO forward-out0 0000 O0O0OO0OOOODOOO

O ipv6 access-group

ooooood OoOUOOooooooowwsodoooOoooobbooooo
goooooo ipv6 access-group (injout]forward-in]forward-out) IP64-ACL-NAME
ad no 0  no ipv6 access-group (in]out|forward-in]forward-out)

O ip masquerade
0000000 QOO0DO0O000OOoO00DOoO00ooO0DoOoOoDoDoOoOoooiIev4a0Odnooog
coooooooowv4aD0O0ODOOOODODODOOOOOO

goooooo ip masquerade O OO0

0000000  no ip masqueraded 00O O

OgoONeO OO no ip masquerade

ooooooog

000000000 DOdO (Ethernet/VLAN/PPP/Tunnel/WiNAX)) DO O OO OO OOODOOODO

OTCP/UDP/ICMPO OO OOO0OOOOOOUODOOOODOOUODOOOODODOOOOODODOOO

Olpv6 00000 OIWPOOOOOOOOODODOOO

Oforward out/local output 0000000000 0OOODOOOOINKPOOODOODODOODOOOO
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O ip (snat-group|dnat-group)

ooooooo

Oglobal nodeOOOOOSNATOOODNATOOODOOUOUODOOOODDOOODOOOOStatic NATO
ooooooooooooo

OSNATOOOO0OO0OOOO0O0OO0O0OOOOOoOoDNATOOOODOOOODOOOODooooDO

gpoooooo ip (snat-group]dnat-group) NAT-NAME

gooONeO OO no ip (snat-group|dnat-group)

goooood NATOOODOOODOOip snat/ip dnat)d O 0O O (global node)D OO OO0

O ip webauth-Filter

ooooooog
OwebOOOOOOOOOOOODOOOODOOOOOOOOOODOOOODOOOODODOODODOOOO
00000 OwehOOOODOOOODOOODOOOODOOO

OwebO OOODOOOOODOOOODOOODONIN OUTOOODODOOOOODOOOODOOOODO
O0ObefaultO OO OOOOOOO

gpoooooo ip webauth-filter (forward-in|forward-out) WEBAUTH-ACL-NAME

gooONeO OO no ip webauth-filter (forward-in|forward-out)

ooooooo

OwebOODOOOOODODOOODOOOIdp web-auth access-listO 0 00O Oglobal noded 00O 00O
oooooo

OWebO DO DOODODOOOWeb Authenticate node0 0O OO0 OODO0O0O

O ip spi-filter

ooooooo
000000000000 000000SPIO Stateful Packet Inspectiond 00000000000
OObo00O0ooo0ooooDooO0oooDoobOOoobOOoooDoDO0ooOooDoDOOoDOO0ObOOobOoDODOOoDOD
oooo

gpoooooo ip spi-filter 0O O0O0O

goooooo no ip spi-filtero 0 OO

OgooONeO OO no ip spi-filter

ooooooo
D00000D00000OOestablishedD 00 related0 000000000000 OO0OOOO
OEstablishedD O 00000000000 0OOOOOODOODOOOODOODOODOODOODOOOOO
ORelated 00000000 DO0OOO0OOOODODODOODODODOFPOODODOODOODOODODO
oood

0000000000 000syn0 000000 0ODO0ODOO0ODOODOODOODOODOOO
OSPIO0Oforward inO0 00 local inputO0 00 0000000000000 OOOOOOODOOOO
goooog

O ipv6 spi-Ffilter

goooooo IPv6 SPI filterO OO OOODO
ooooooo ipvé spi-filter

oo O oo no ipvé spi-filter

0 no O no ipvé spi-filter
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O netevent
ooooooo
000000000000 00000 tunnel O connect( O O disconnect) I 0 OO OO OOOO
ooooooo netevent <trackid:1-255> (connect]disconnect)
netevent <trackid:2048-4095> (connect|disconnect)
g no g no netevent

O ipv6 nd accept-redirects

ooooooo IPv6 forwardingO O OO O OODOICMPVE redirects0 00000000 O0O
oooooo

ooooooo ipv6 nd accept-redirects

oo 0O oo no ipvé nd accept-redirects

00 od IPv6 forwardingD OO0 000000000 OO0O0OO0OOODOOOO

O no O no ipvé nd accept-redirects

O ipsec policy

OoooooO0 [DOoOoO0oDOoOooooOoooOoipsecOOODOOODOOODDOO

oooooono ipsec policy <local policy:1-255>

O00ONoO OO no ipsec policy (J<local policy:1-255>)

ooooooo

0000000000 OIPsecO 000000 ODO20000000000000001Pv40 IPv6ODO
000010000 IPsec00O000DODOO DOOUODOOODOOODO

O ipsec policy-ignore

ooooooo

OlPsec policy 000000000 0ODOOD0OODODOOOOOOIPsec policy D00 any 0O OO
000000000000 000 IPsec OO0O0O0O0ODOOOOOODOOODOOOODODO

0000000 ipsec policy-ignore (]inputjoutput)

0000000 no ipsec policy-ignored OO O

OO00ONoO OO no ipsec policy-ignore

ooooooo

Olnput0 000000 Oinbound policy check OO0 OO0 OOOOIPsec ODOOOOODOODOO
000000 Dooooodooooooooooooog

COoutput 0 O0O00O00OOCOO0O0OOOOOOOOODOOOUODOOOODOOIPsec policy DOOO
Oo0ooDoooooooooooo
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® QoS
ogoooooo QeSO oo

o HTBO OO
ooooooo queue policy POLICYNAME bandwidth <1-1000000>
ooooooo
OHTBOOOOOODOOclass policyO OO OOOOOO class policyD OO0 OO0
O000000class policyODO0ODOOO0OOOclassOO00OO0OOOOOOODOO class policyd OO
00000000 HBOODOODODOO
ObandwidthO O class policyD OO0 OO0 O0OO0O0O0OO

o PQUODO

ooooooo queue priority-group <PRIORITY-MAP-NUMBER:1-32>

ooooooo
OPQODOODOOODOOglobal node OO0 O priority-map0 000000
000000 priority-map0 000000000000 OO0O default classOOO0O000OO PQO
00000000000 priority-map0 0000000000 PQODOOOOODODO
OOOclassO00000O00O0O0O0OO00O0COdefault classO OO0 00000000

o SFQU OO
ooooooo queue fair-queue

o FIFOOOO
0000000  queue fifo (Jlimit <1-16384>)
0000000 limitO FIFO0O000000O0D00000000000

o TBF(shaping)d OO
ooooooo
gqueue shape <RATE:1-1000000> <BUFFER:1-1000000> <LIMIT:1-1000000>

ooooooo

[0 <RATE:1-1000000>  ShapingO O O (Kbps)O OO OO OO

[0 <BUFFER:1-1000000> BucketO O O 0O (bytes)D OO OO OO

O<LIMIT:1-1000000> TokenOD O OO DOOODODOOOODOODOODODOODOODOD (bytes)

ooooood

o no queue

gooooon no queue
ooooooo 0000000 queued OO0 0O Odefault queueld pfifo fastO OO O OOdOnO
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m QoS (0O)

o classify

OO0o0O0oogd  classify (inputjoutput) route-map ROUTEMAP

ooooooo

0000000O000000000D00000D010000000000Oinputd outputD 0000
ooo0oooooooo

Oinput0 00000000000 OPRE-ROUTING(O OO Packet TravelingD O D)0 00O OOO0O

Ooutput 000000 O0ODODODOOOPOST-ROUTING(O O O Packet TravelingO 0 O)0DOO0O0OOOO

o no classify

oooooog no classify (]input]output)

ooooooo

gooooooOooooogooooooooooobooo

Mno classifyD 000000000 (inputO output)D 00O O00OOOODOOOOODOODOOO
input0 00 output0D OO OO OO

158



O 80 interface tunnel node

interface tunnel node

O (iplipvé) rebound

coooooo
J0000ooo0oo0oooO0U00oooO0OO00U0oDOoOo0U0oDoDOoOUO0ODOOOOO0DOOd (forwarding)
OoooOoooooooNROOOOOoDooOOoooDOoO00ooODO00DOo0OobooOONRODODOTTL
gpooooOOOUOODOOUOODOOOODO

OIP reboundd0 00 0000O0OOO0ODOOOOODOOOOODOOOODOOOODODOOOODDOOO
O00000000O00O000 destination unreachableO0 0000000

ObefawltO OO O0O0O0@OOODOOOOODOODOOODOODOOODODODOODODODOODOODO)O

ooooooo (ip|ipv6) rebound

oo 0O o0 (iplipv6) rebound

O no O no (ip]ipv6) rebound

O ip reassemble-output
ooooooo
OooooooooMmuooogprMmuiDODO00Oo0oooooglIP forwardingd OO OO ODODOODOO
000000 ooooO0o0oD0booooooD0oDOoboo0oDooD0oDLDOoo0DOoboOoDo
OO0o0O0oDooNRODOOOoO0DOoOO0DOO00Doo0oooDoooooooooooooooooon
- fragmented packet(C OO ODOOO)OMIUODOODOOODOODOOOOODOODOOOOOOOMIUO
0oooooooooooooooon
- fragmented packet(U O OO0 OO)INUODODODOOODOODOOO fragmented packetO0 OO O
ooooood
-0000bOooDobOoMUODO0DO0O0OD0O0DOO00OD0DO0DOD0O0OD0ODOODbOOoO0OD0ODOO
ooooooo ip reassemble-output
oo 0O o0 ip reassemble-output
O no O no ip reassemble-output
ooooooo
oo0o0oooooooooooooDmooooooooooooooooooooDooooooog
0000bO0o0D00oO000o0oDobOoo0D0D0oDoooDooDoboooooDIwrobooDonDo
00o0oooo0oooooooooooooDoooooobooooooooooooooonoon
000000000000 0000000000000000000000DO00O000ONXRDODO
O0oo0oDoooooooooooowrooooooooooooooooooon
- fragmented packet(U OO OO ODO)OMUOODOOODOOOODOO fragmented packet O MTUD O
oooooooooooooooon
- fragmented packet(U OO OO OO)OMUODOOOOOODODOOODO fragmented packet O OO O
ooooood
- 00000000000 MUDODO0O00O0D00D0O00 fragmented packet0 00 O00O0000O0O
oooooo
ODefault O Oglobal OO OO0 interface0 000000000 OGIobal OO0 interface 0 OO AND
00000000 o0oooooooooooooooooalr forwardingOOOODOOOOOO
ooooo
000o00ooooooodoooooooo32 00o0oooo3x’d oooooooooooooon
0000000000000 0D000000Oip reassemble-output DO 000000 O0OOODOO
0d
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0O session invalid-status-drop-interface
ooooooo
Osession invalid-status-drop O (global node0 O0)0 000000000 0ODOODOOOOODOODOO
O00000defaultOOOOOO
000000 Od  session invalid-status-drop-interface enable
oo 0O oo no session invalid-status-drop-interface enable
O no 0  no session invalid-status-drop-interface enable
ooooooo
0000000000000 000000000D0000O0global node 0 session invalid-status-drop O
0oodoooooooooooooooonooooooooooooodOwnnel 0ODOOO0OOO
oooooooooooooo
- global node 0 O session invalid-status-drop0 0 000000
nxr125(config)#no session invalid-status-drop enable
-000000oo0oooooooooogoon
nxrl25(config)#interface tunnel 0
nxri125(config-tunnel)#session invalid-status-drop-interface enable
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0O OO command

nxr130#configure terminal

Enter configuration commands, one per line.

End with CNTL/Z.

nxr130(config)#interface ppp <0-4>
nxr130(config-ppp)#

O description

ooooooao
ooOooooa
O no O

O ip address
ggooogoa
ooooooo
a no d

O ip address
gooooon
goooooo
0 no 0

O ipv6 address

goooooo
oooogooo
gboooooo

O ipv6 address

goooooo
oooogooo
gooogog

interface0 00 0000O0OOO
description DESCRIPTION
no description (|DESCRIPTION)

oooooooowrooooooooooon
ip address A.B.C.D/M (]secondary)
no ip address (]JA.B.C.D/M) (|]secondary)

PPPOODO IPOOOOCO0OOOOOODOOOOO
ip address negotiated
no ip address negotiated

IPv6eO0O0O0D0O0OO00O0DOOO

ipv6 address X:X::X:X/M (Jeui-64) : IPv6 address (e.g. 3ffe:506::1/48)
eui-64 0 00 0 Oipve-address O prefix O 00000 OO0
O0000OOinterface-id0000O0OO0DO0O0O

LLAO interface-id0 00000000 OOODO

no ipv6 address X:X::X:X/M (Jeui-64)

DHCPv6 PDO OO OO ODODO

ipv6 address DHCPvVGPD X:X::X:X/M (Jeui-64) > DHCPv6-PD prefix name

O ipv6-address O O sub-prefix O host OO O OO0 OOOO
OPREFIX-NAME O O dhcpve pd 00 000 prefixDODOOOO0OO0ODOOipve dhep client pd0 0O

ooooo
O no O

O mtu

ooooooo
oooooog
oo O oo
0 no 0

no ipv6 address DHCPV6PD X:X::X:X/M

Muooooooooo
mtu <bytes:68-1500>

mtu 1454

no mtull (= Set defaults)
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O ppp Icp mru

ooooooOo wMuOOOOOOO

OOooOooog  ppp Iep mru <bytes:128-1500>

o0 O 0O0d ppp lcp mru 1454

O no O no ppp Icp mrud (= Set defaults)

ooooooo IO D00 0D0DD0D0DOMUD 12800 00000000000

O ipv6 dhcp client pd

0000000 DHCPv6 PDOO D OO OODO

ooooooo ipv6 dhcp client pd DHCPv6-PREFIXNAME

oo 0O oo no ipv6 dhcp client pd

0000000 DHCPve PDODO O OO interface0 00000 OOODO
O no O no ipvé dhcp client pd

O ip redirects

ooooooo

OICMP redirectD type=s50 000000000000 O00ODOOOOOOOOOOOOOOOOOOO
0000000 OO0ORFC792(T

00000 Send redirect0 00 00O0O0ICMP redirect0 0000000000 O0OOOOODOO

ooooogo ip redirects

ooooogo ip redirectsd 0 (O0O)

OOONoO OO no ip redirectstd (0 O)

ooooooo

O ICMPRedirect 0 0 O O interface node 0 ip redirects0 00000000
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O ip tcp adjust-mss

ooooooo

O Path MTU Discoveryd PMTUDO O OO End-to-end0 00000000000 OOOONUOOOOO
O00000o00o0o0ooo0ooo0U0oDoo0oDoo0oooooDoooooooooooon
OO000O0O0OooiIPvad0000000O0 ICMP fragment needed 0000000 O0O0DODOOODO
O000D0000D0o00DoDoooooooopePMTUDODO0OO0DOOOOOOODOOOOOOOODO
PMTUDO 000000 O0OOOODOOOOOMUOOO0OOOOOOOOOOOOOOOOODOOO
OOEnd-to-end 000 0000000000000 OOOOOODOOOODOTCPOO SYN/SYN-ACK
ooooowMssOd0o0ooooooooooooooooooooTcPODOOOOODOOOO
0000000000000 00ooo0ooo00Dooo0oooooooo0oooooa
ooooooon ip tcp adjust-mss (auto]<500-1460:bytes>)

OO00oOdo0dnOo  no ip tcp adjust-mss

OO00ONoO OO no ip tcp adjust-mss

ooooooo

OipviO 00000000000 TCPOOOOOOODOOOOTCPODODOOODOOODOOOODOD
OO00D0000oooOoooooooooodMssocoooooon
DO00ooooowNssOdoodioDodbDato0000O0OOOOMSSOOOOOOMSSOOOO
O000o0oO0oooooooooon
O0000000ooooooMssooooooooooNss0ooooooooooooogoogoo
ooo
ouPOICMPOOODOOODDOOOODOOOOOOOOOOOOOOOOOODFOOODOOODOODOOO
O000000000o0o0U0oDooouoooooooooooDooooooo

(Mno ip tcp adjust-mss0 0O OO0 OOOTCP MSSOOODOOOOOOOOOO

O ipv6 tcp adjust-mss

ooooooo IPv6 MSSO O OO OODOOO

ooooooo ipv6 tcp adjust-mss (auto]<bytes:500-1440>)
oo o 0oOd no ipv6 tcp adjust-mss

O no 0 no ipvé tcp adjust-mss
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O ip mask-reply
ooooogo
OOpenviewO OO ODDOODOODOODDODODOODOOODOOODOO ICMP address mask request
Otype=1700 0000000000000 OD0ODOODOOOODOOOOODOOOODOODOODOOOO
oo0o0o0oobOooooooooooom
O00O0O00O0O0OICMP address mask request 0 0000000000 DOOODOOOOO0O
oooooao ip mask-reply [ ICMP address mask request 00O 00O O [T
oooooono no ip mask-replyd ICMP address mask requestd 0 0000 0O [
O00ONoO OO no ip mask-reply
ooooogo
O ICMP address mask request/reply (0 00 O O interface node O ip mask-reply0 00000000

O ip send-source

ooooooo

OPPP interface0 0000 O0ODO ip address source ip0d 00O packet 000 00O Omain rout-
ing table0 OO0 OO0 interface0 000000 ipO0 0000000 ppp interfacel0 0 00O00O0ONO
000000000000 0O0OPPPO IP addressU sourced 00 packetO OO O NXRODODOODO
packet 0 O IPsec policyd matchO OO O OOO0O

OLocal DO DO DOODOOODOOODOOOPPP send-source0 0 00O0OONXRODO OO O packetd OO0
OO0O00IP nat-looppack D 0 000000 ODOOD0ODOOOOOOODOOODOO

ooooooo ip send-source (]local)

oo 0O oo no ip send-source

O no O no ip send-source

ooooood Default DO OO ODOOOOOIPMOODOODODOOO
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O ip nat-loopback

ooooooo

0100 global IPOOOCOODOOO Web/Mail server00 0000 OOODNATOOODODOODO server
0000000000000 0D00000000NAT router0 000000 global IPOO OO access
OO0OODNATOOODODODOOOOGglobal IPOD0 O access0 0000000 DOOODODOONOIMp
nat-loopback 0 0O OO OO OO

Oo0odooooooodglobal IPOOOOO interfaced O global IPO OO0 accessO0 OO OO0
OOONXRODOOODOODOOOmain routing tableD 00 OO0 0O OO OOmain routingd O O route
0000000000000 0global 1IPOODOODOOODO ppp interface0 0000000 O0O
OOISsPO0D0O00O00OD packetO DNATO OO OOONATO OO OO DO OO global 1IPO OO O access
O0000oooooooooooo

ooooooo ip nat-loopback

o0 O OO0 no ip nat-loopback

O no O no ip nat-loopback

ooooooo

O00000default OO0 OOOOPPP interface0 000000000 O00DOOOO

O1ip nat-loopback D 0 OO OO0 interface 00 SPIDOOOOOOOSPIOOODOODOOOOOO
FILTEROOOOODOOOOO packetOD OO OOOOOOO

0000000 PPP interface 0 NAT(O OO O Masquerade) D0 00000000 OOODOOOOPC
O000server00 accessOOISPOOOOOODOOODOO packetDOLANO OO accessO OO0
000 conntrackO matchO OO OO0 OOODNATO OO ODODOO serverd0 accessO0 000000

Global IP(PPP)

Internet (ISP)

s nat-loopback® ZhEF .

e ip nat-loopback L) F 192.168.0.100

ONXRO O Global IP(PPP):800 000 accessO DO OO 192.168.1. 10 DNATO O OO OO DODOO
00
OPCO O Global IP(PPP):800 access0 00O
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o ip nat-loophack 0000 0ODOOOO0ODOCOOOOODOOOODOO
ip nat-loopback O O O OPPPO OO ODOOODOODOOODOO policy based routingd O OO OO0
go00d0oooOoO00ooo0ooOoooOo0opooboooooooo
O PPPODOOOOODODOPpep(mODCOOOOONnD 004000000 000m=nx400000O
O 00@ooo@ooddppp(mIiP00000OO0O0ODOOOOOOOODppp(m0OODOOOO
oooooooooooooooooooooboooooDo
(1) rule number m
oooimwrooogdopepMmOIPOOO0DOCOCOOpep(MOCO0OODOOOOODODOOOODODO
(2) rule number m+l
ooo/000mwPOO00000OO0OpppmOPOOOOODOOODOODOOOO
(3) rule number m+2
NXROOOOOODOOOOOOOOoOOOpppmO POOCOOOOOOOODOOOOODO
(4) rule number m+3
ppp(MOOO0O0O0O0DOOOOOODODOOO

o ip nat-loopback OO0 0 addressO0 000000
ip nat-loopback D OO0 00000000 DOOOOOODOOOOOOOOODO

192.168.1.0/24 10.10.0.0/24

.254 10.10.0.100/32

10.10.0.1/32  .254 |— I

T PC-A: 10.10.0.1
' Internet (1SP)
IPsec tunnel
PC-C: 192.168.1.1 P
>

PC-B: 10.10.0.100
gpCc-CO PC-AO OO PC-CO PC-BOOOOODOODODO

OPC-AD PC-BOODOOODOODODO

00O PCO NXR1/NXR2 O WAN IP(NXR1:10.10.0.100/NXR2:10.10.0.1)0 000000000000 DO
gbooobogwlLANgwANO oDooDooboobooobgobonooon

OO0O0O00DoOoO0O IpsecOOOOO0DODODOOODODONXRLI/NXR20 ip send-sourceJ 00O 0OIKE(W OO
ESPHY OCOOOOOCPPOOOOOOODOOOODODO

OOONXRI/NXR2O WAND IPODOOO0DOODOODOOODOODOOOOODOODOOWOODOOODOOO
gooboobobooobobgooo
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O keepalive Icp-echo

ooooooo
goooogo
oo o oo
0 no 0

LCP echo request0 0000 OONO

keepalive Icp-echo (]|<interval:30-600> <failure-count:1-10>)
keepalive Icp-echo 30 3

no keepalive lcp-echo

O keepalive icmp-echo

ooooooo
goooogo
oo o oo
goooogo
0 no 0

ICMP echo request0 0O OO OO0

keepalive icmp-echo (]<interval:30-600> <retry:0-10> A.B.C.D)
no keepalive icmp-echo

keepalive icmp-echo [0 O keepalive icmp-echo 30 20 00O

no keepalive icmp-echo

O ip rip receive version

goooooo
ooooooo
oo O do
gooooon
0 no 0

RIPOOODOOODODOOOOOOO

ip rip receive version (1]12) (]1]12)

ip rip receive version 2

O0O0O00000iup rip receive version 1 20
no ip rip receive version

O ip rip send version

gooooaoo
goooogo
oo o oo
goooooo
0 no 0

RIPODOODOOODODOOOOODOO

ip rip send version (1]2) (]1]2)

ip rip send version 2

OO0O0O00000iup rip send version 1 200
no ip rip send version

O ip rip split-horizon

ogoooogo
ooooooo
oo o oo
0 no 0

O0oDo00ooooooooooooo
ip rip split-horizon (]poisoned)
ip rip split-horizon

no ip rip split-horizon
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O ip access-group

ooooooo

Oglobal node0 000 O0ACLOODOODODOODOODODOODOODOODODODODODOOODOODO
ooooooo

goooooo ip access-group (injout|forward-in|forward-out) IPV4-ACL-NAME

OgooONeO OO no ip access-group (injout|forward-in|forward-out)

ooooooo

000000000000 0D0b0b0b0000oO0DO0D @O0 Packet TravelingOD OO )OO0
004000000

in(local input) NXROOODOODODOODOOOODOODODODODOO

out(local output) NXRO OO DO OO OOOODOODOODOODOODODOO

0000000000000 0ONRDOODODODODODO0ODOOODODOODOD

forward-in NXROOOOOOODOOOOOO0OO forwardingDdODOODOODODOODOOOO

forward-out NXRO OO DO OODOOOOOODOOO forwardingD OOOODOOOOOODOO

OmacO0O00OO0OACLOOoutO OO forward-out0 0000000000 ODO0O

O ipv6 access-group

ooooooo goooooooowsogoooooooooooo
ooooooo ipv6 access-group (injout]forward-in]forward-out) IPV4-ACL-NAME
oo o oo no ipv6é access-group (injout]forward-in]forward-out)

O no O no ipvé access-group (injout]forward-in]forward-out)

O ip masquerade

ooooooo

goo00ooO0oO0Ooo0o0oboOoOoU0ooo0oOoOUoDoDoOOooo IvV4O00ODDOOUODOOODDO
oompv4adDO0oOOooooooooooooo

goooooo ip masquerade 0000

gooooood no ip masqueradel] 00 O O

gooONeO OO no ip masquerade

ooooooo

00000000 D0OO0O (Ethernet/VLAN/PPP/Tunnel/WinAX) D O OO OO OODOOOODO
OTCP/UDF/ICMPO OO OO0OOOOOOOODOOOODODOOODOOOOODOOOOOODOOO
Olpv60O0000COWPOOOOOOOOODDOOO

Oforward out/local output 0 OO0 0O O O0DOOO0DOOOOOOOIIPOOODOOODOOODOOOO

O ip (snat-group|dnat-group)

ooooooo

Oglobal node0 0000 SNTOOODNATOOODOODODODODOODOODODODOOStatic NATO
dooooopooooog

OSNATOOODOODODODOO00O0O0ODODOODNATODDODODODOODOODODODOODOO

goooooo ip (snat-group]dnat-group) NAT-NAME

OooONeO OO no ip (snat-group|dnat-group)

gooooog NATO DO OO OOOOiup snat/ip dnat)d O OO (global node)0 OO OO0
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O ip webauth-filter

ooooooo
OwebOOOODOOOOOOOODOOODOOODOODOOODOODOOUODOOODDOOOO
OO0000OwWbhOOOODOOODOOOODOOOOoOOoOoOoo
OwebOOOOOOOOOODOOOODOOOODOONINOUTOOOOODOOODOOODODOODO
OObefaultDOODOOOODODOO

ooooooo ip webauth-filter (forward-in|forward-out) WEBAUTH-ACL-NAME

OO00ONoO OO no ip webauth-filter (forward-in|forward-out)

ooooooo

OwebOODODOODOOODOODOODOOIlup web-auth access-listd O OO 0Oglobal nodeD O OO0
oooooo

OWebO OO OODOODOWeb Authenticate node0 0 OO0 OOOOOO

O ip spi-filter

ooooooo
0000000000000 00D0OOSPIO stateful Packet Inspectiond 00000000000
goooooooOoooooboooOoooOoOobbobooo0boOgUobooUobDbUoboboOoOoDoOo
oooo

ooooooo ip spi-filter 0O0O0O0O

ooooogon no ip spi-filterD OO O

OO0O0ONOODO  no ip spi-Ffilter

ooooooo
OO0O00C0C0O0D0OO0O0ODOestablishedD OO0 related0 0000000000 OCOODOCOOOO
OEstablished0 0000000000 O0ODODOOO0ODOOOODOOOOOOODOOOODOOOODDOO
ORelated0 0 00D0OOCO0DOOOODODOOODOOOOOOODOOORPOOODOOODOOODO
oooo

o0o0ooo0oboOoO0odOosynggboOo0oobooOoobOo0ooboboooDoooo
OSPIOOforward inO0O0O local input0 0 0000000000000 0OOOOOOOOOODOO
oooooo

O ipv6 spi-Ffilter

ooooooo IPv6 SPI filterO O OO OODO
oooooog ipv6 spi-filter

oo 0O oo no ipv6 spi-filter

O no O  no ipv6 spi-filter

O ppp authentication

ooooooo  pPPOO0O0O0OO0O0OO0OO0OO0OOOOO

0000000  ppp authentication (chap|pap|auto)

OO0 O OO  ppp authentication auto

O no 0O  no ppp authentication (= ppp authentication auto)
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O ppp username
goooooo
ogoooooad
0 no 0
oad o o

PPPO0ODO User IDOOOODOOOOODOOOO

ppp username USERID password (|hidden) PASSWORD

no ppp username
go0oO0oOoOooi1-9%00000000000000
O000Do0o0oooooogis#E=+__.;040M~e w000

O ppp auto-connect

ogooooog
goooooad
oo O od
0 no 0

PPPOOCODOODOOODOODOOO

ppp auto-connect <seconds:10-600>
ppp auto-connect 60

no ppp auto-connect

O ppp ipcp enable

ooooooo
goooooad
oo O od
0 no 0

O ppp ipcp dns
gogoooog
gooooood

ood 0O 00
O no O

IPCPOODODOOOOO
ppp ipcp enable

ppp ipcp enable

no ppp ipcp enable

NSO OOoOooooooooo

ppp ipcp dns accept > Accept any non zero DNS address
ppp ipcp dns reject : Reject negotiations with the peer
ppp ipcp dns <primary:A.B.C.D> (|<secondary:A.B.C.D>) :0ooooo

ppp ipcp dns accept
no ppp ipcp dns

O ppp ipcp ip request

gooooog
goooooad
oo O od
0 no 0
ogoooooad

IPCPO IPODOOOOODOOOOODOODO

ppp ipcp ip request

no ppp ipcp ip request

no ppp ipcp ip request

ip address command D 0O O OO IPO IPCPO request 0 O

O ppp ipvécp enable

ooooooo
ooooooo
oo o oo
0 no 0

IPv6CPO O ODOOOODO

ppp ipvécp enable

no ppp ipveep enable

no ppp ipvéep enable : Disable IPv6CP
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O ppp ipvécp id

googoogn
gboooogo

od 0O oO0a0o
oooooono
O no 0

O ppp on-demand

goooogo
ooooooo
goooooo
0 no 0

IPveCPO O OOOOOIIODOODODOO

ppp ipvecp id X:X::X:X

ppp ipv6cp id ethernet <0-2>

no ppp ipvéep id

O0000000eth0OmacO0 000000000 ODOOLLADODOODOOO
no ppp ipvéep id

On-demand PPPO O OO ODOO

ppp on-demand

OO mobileO DO O0OO(2tp,ipvecp0 000 OOODOO)
no ppp on-demand

O ppp idle-timeout

goooogo
gboooogo
goooogn

O no O
o0oooono

O netevent
goooogo

On-demand PPP [ idle timer0 OO0 OO0

ppp idle-timeout (<sec:30-86400>])

ondemand 0 O O O 0O (12tp,ipvecp 0 0 OO O OMNO)
000000000 180sec

no ppp idle-timeout

ondemand 0 0 O 0 O O default 180sec O O O

O000000DOO00O0O0D00on0O0OO pppl connect(D OO disconnect)I DO OOODOOODO

goooogo

O no O

netevent <trackid:1-255> (connect|disconnect)
netevent <trackid:2048-4095> (connect]disconnect)
no netevent

O ipv6 nd accept-redirects

goooooo

ooooooo
oo o oo
oo oo
0 no 0

IPv6 forwardingO OO OO OOOICMPVG redirects0 0000 OOOOOO
cooooo

ipv6 nd accept-redirects

no ipv6 nd accept-redirects

IPv6 forvardingD 00 000000000000 O0ODOOOODOOOO

no ipv6 nd accept-redirects
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O ipsec policy

0ooooono DOO0D0D000000oooogoOlirsecO00OODODODODODOO

gpoooooo ipsec policy <local policy:1-255>

gooONeO OO no ipsec policy (]J<local policy:1-255>)

ooooooo
O00000D00ooOlPsecO000DOO0DOO020000000000000001Pv40 IPv6eOO
000010000 1wpsec0 0000000 ODDODODDODOODODODODOO

O ipsec policy-ignore

ooooooo

OlPsec policy 0000000 DODOO0DOOODOOOOOODODOOINPsec policy OO0 any 0O OO
000000oooooooogoipsec DO0OODDOODOODODODODODOOOOODODOO

Oo00ooog ipsec policy-ignore (Jinputjoutput)

0000000 no ipsec policy-ignored O 00O

OO00ONoODOO no ipsec policy-ignore

ooooooo

Olnput0 OO0 O O0ODOnbound policy check OO0 OOOOOOOIPsec DOODOOODOOOOO
000000 Doooooooooooooooooooo

OOutput 0000000000 0ODOODOO0O0DO0DO0ODO0ODOOOOO0DOOINPsec policy 000D
dooooooooooooooo

O ipsec hold-sa

ooooooo

OPPPODO IPsecO 00O OOOOOOPPPODOODO IPsec SADDDOOOOODOOOOOODOOOODODO
OPPPO IPODOCOO0OOOOOOOOOPPPOdownDOO000OO0O0OIPsec SADDDDOOOODOOOOO
OCOONXROOOODOOOOOOOPPPOOOOdelete SAUODDODOODOOOOOPPPOOOOOODOOO
00000000000 00000000000000O0Odelete SADODDOOOOODOOOOOO
OOOOPPPO IP address0 000000000 OOPPPOOOO IPsec SAOD DO OOODOOODOOOO
00000000000 000000 1IPO0OOO0O0O0OPPPOOOONO IPsec SAODDODOODODODOOO
OOONXRODOOOOODOOOOOdelete SADOODOOOO

ooooooo ipsec hold-sa

oo o oo ipsec hold-sa

0 no O no ipsec hold-sa

ooooooo

O00000defaultOOOOOO
oo0ooooo/000000wO0oO0oOO00oooooooOoIPOO0oOooooooooD /0000
00o0ooooooooooon
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m QoS
gooooon QSO DOoooon

o HTBO OO

0000000  queue policy POLICYNAME bandwidth <1-1000000>

ooooooo
OHTBODOOODOOOOclass policyO OO OOOO0ODO class policyDOOOOOO
000000Oclass policyO OO0 OOO0OOOclassOO0OO0O0OO0O0OOOOOO class policyO OO
00000000 HBOOOODOODOO
ObandwidthO O class policyO OO OO O0OO0O0OO00O

o PQUDODO

gooboogd queue priority-group <PRIORITY-MAP-NUMBER:1-32>

ooooooo

OPQODOODOOODOOglobal noded O OODO priority-map0 000000

000000 priority-map0 00000000000 O0O00O0O default classO00 000000 PQO
00000000000 priority-map0 000000000 OPOODOODOOODO
O00OclassO0000000O00O0O0OOdefault classO00000O00O0O0OO

o SFQU OO
ooooooo queue fair-queue

o FIFOO OO
ooooooo queue fifo (Jlimit <1-16384>)
ooooooo limitO FIFCOODOOOO0OOOOO0ODOOO0O0ODOO0OO

o TBF(shaping) O O
oobooooo
queue shape <RATE:1-1000000> <BUFFER:1-1000000> <LIMIT:1-1000000>

oobooooo

0 <RATE:1-1000000>  ShapingOd OO (Kbps)OD O OO O OO

[0 <BUFFER:1-1000000> Bucket O O 0O (bytes)D DO OO OO

O<LIMIT:1-1000000> TokenO OO UODOOOOODOODOOOOODOODOOOOODOOOONO (bytes)

oooooog

O no queue

gogooogad no queue
ooooooo 0000000 queued OO 0O0O Odefault queuel pfifo fastO OO OO OdO0O
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m QoS (0DO)

o classify

goooooad classify (input]joutput) route-map ROUTEMAP

ooooood

0oooooooooodooooooooooolioooooooooo0ianputd outputd OO OO
ooooooooooon

Oinput0 000000000 O0ODOOPRE-ROUTING(O O O Packet TravelingO O O0)ODODOOO0DOODO

Ooutput 00000 OODOODOONOOPOST-ROUTING(O O O Packet TravelingD 0 O)0OOODOODOO

o no classify

ooooooo no classify (]input]output)

ooooooo

Jodoooodoooooooooooooooooon

(Mno classifyD 000000000 (inputd output)D 0000000 O0DOO0ODOOOODOOODO
input0 00 outputD OO OODOO
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m dialer
ooooooo ooooopoooooooood
ooooooo
oJOODOOO
dial-up string XXXXXXXXXX
oooooooogo
no dial-up string
dialup timeout (default:60sec)
dial-up timeout <sec:30-300>
dialup timeout 00O 0O
no dial-up timeout

O

O

O

m mobile
goooooo odoooooooooooooad
ooooooo
o APNO O
mobile apn XXXX cid XX pdp-type (ip|ppp)
APNOOOODODOO/000default0 00000000 OODO3GCOO0OOO0O0OOO
no mobile apn
oooooo
mobile limit time <sec:30-21474836>
odooooooood
no mobile limit time
ogoooooog
mobile limit reconnect <sec:30-86400>
ooooooooood
no mobile limit reconnect

O

O

O

O

O

O peer neighbor-route

ooooooo

OIPCPOO OO peer ip addressO 00000000 OOO0O address00 00 routed 0000000
COO0O0D0OOOObefawltOO0OOOODO

ooogoooo peer neighbor-route

OO0 O OO  peer neighbor-route

O no O no peer neighbor-route

ooooooo

OPPPODO OO ICMP keepalive DD OO OODOOOOO peer ipd 0000000 OOOOOODODOO
OOOpeer ip0O0000COPPOOOOOOODOOOODODOOOODOODOOONOICMP keepalive
OO0O0O0Opeer ip0000000000OC0O00O0ODODOO0ODOOOOODOOOODOOO
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O (ip]ipv6) rebound

ooooood

JoooooDooooooDoooDooDoo0obO0o0D00oD0o0000O0DO0b0DO0DOD (forwarding)
00000000000 ONRODOOD0O0000000000000000000000NXROODOTTL
goooopoooDOoOoDOoDOooODOoDOoDO

OIP rebound0 0000000000000 0DOO00ODOODOO0OOODOODOOOOODOOODOODOOD
000000000 0ODO0O0 destination unreachable0 000000

ObefaultO 00D OO@IOOODOODOOOODOODOODOODODOOOOODODOOODOO)O

ooooooo (ip|ipv6) rebound

oo O oo (iplipv6) rebound

0 no O no (ip]ipv6) rebound

O ip reassemble-output
goooooo
goooDooooowuoooopevrUODOOOODOOOON forwarding OO OOOODDOOO
goddooooom@mooodooooogooooogomoodooooogooooooooo
gooooooNRrROOOOO0OOOOOO0ODOOOODOOOOOOOOODOODOOODODOOOD
- fragmented packet(C OO O0OD0O)OMUOOOODOOOOODOOOOOODOOODOOOONMTUE
ooooooooooooooooo
- fragmented packet(U O OO0 OO)IMUODODODOODOOODOOO fragmented packetO OO0
ooooooo
-0o0o0000ooodooowvoooOoO0ooDoDOoo0ooOooOOoooOogoDoogg
ooooooo ip reassemble-output
oo O oo ip reassemble-output
0 no O no ip reassemble-output
gooooooo
ocobooooooooooopooo@mooooooooobooooboooooOoboOooooOobOooo
gddoooooooooUoooOo0U0ooDoOo0DoooUooDoOoUooDoOOowPOOOOOOOO
gooooooooooooooooooooooooooooboooooooooDbbooooDo
000oo000opoo0oooO0U0OoOoo0DOo000oDoOO000oDoOOUODoOOONXROODO
goooooooooooooooOowoooboooboooboooobooooo
- fragmented packet(U O O OO OO)OMUOODOODOOOODOO fragmented packetd MTUDO O
oooooooogoooooogoo
- fragmented packet(U OO OO OO)OMUOOOOOOODODOOODO fragmented packet 0 00O 0O
ooooooo
-00000000C00OMiuODO000ODOO0ODOOOOd fragmented packet0O0O0O0O00OO0O0OO
oooooo
ODefaultO Oglobal OO DO OO interface 000 O00OOOODOOGIobal OO0 interfaced OO AND
gooooooooooooOooooooooooooogOn forwardingD OOODOODOOO
ooooo
ooooooooooooooobooooo3xooooooooxkdogooooooooboooo
00000C00D0DOCO000D0OO0O0O0O0OO0dip reassemble-output0 00 00000COOODOCO

g
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O session invalid-status-drop-interface
gooooon

Osession invalid-status-dropd O (global node0 D)0 00000000 ODOOODOODOODOOODOO
O0000Q0default0 000000

0000000  session invalid-status-drop-interface enable

oo 0O 00 no session invalid-status-drop-interface enable

O no 0O  no session invalid-status-drop-interface enable

ooooooo

0000000000000 00000D000000Odglobal node 0 session invalid-status-drop [

ooooboooboboboboobooob0ooboobobobobooou0bdppe OODODOODOODO
gooooooooooo

- global node O O session invalid-status-drop0 0000000
nxri125(config)#no session invalid-status-drop enable

-J0000goooogooooooooooo
nxri125(config)#interface ppp 0

nxri125(config-ppp)#session invalid-status-drop-interface enable
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R JO00O0D0OOOOOO@OOOO0O0O)

ooooooo
0do0oodoboodoodoooooooooDooooooDooooooooOooDoOoagePPp <0-4>0
ooooooooooooon

goooooo
O0D0D00000D0OD000000Omail server node0 DO O0O0O0OOOO

o mail send server

goooooo oodooobodooooooooooooooon

oooooono mail send server <0-2>

doOONeO OO no mail send server

ooooooo 0000000000000 0Omail serve noded D OOO0OO0O0OO

o mail send from

ooooood O00D000oooooooooooo

oooooono mail send from WORD

OO00NeOODO no mail send from

ooooood

OwWoRDO O OO ODODODOODOODOcenturysys@xxx-isp.ne.jp0 0000000

Omail send from0 0000000000000 ODO0OOOOOOOOOmail fromO OO O (global
node) 0000000000000 0O0OODOOOO0O

o mail send to

ooooood Oo0ooooooooooooooon

ooooood mail send to WORD

Oo00ONeO OO0 no mail send to

ooooood

gworRoO OODOODODOODOOODOODOuser@centurysys.co.jpd 0000000

Omail send toO0 OO0 OO0 0O0O00O00O0OD0OOOOO0DOOO0DOOOmail to OO0 (global node)
O0ooooooooooooooooooon

o mail send subject
ooooooo O0000ooOo000oo00ooo0UuoooooooooooDoooooooon
Oooooogd  mail send subject LINE
doOONeO OO no mail send subject
ooooooo
OLINEODODDOOOODODODOOUOOOO0ODOOO0ODOOO0O0DOOOoOoOOooooog
ppp0 0 0O OO O ppp0 was connected
ppp0 0 O 0 OO ppp0 was disconnected
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O 100 dns node

O OO command

dns node0 0O OO0O0O

nxrl30#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#dns

nxr130(dns-config)#

O service
ooooooo DNSOOOOooooooooad
ooooooo service enable

O address
goooooo NSO O OO IpPOoDOoOooooooon
goooooad address A.B.C.D
address X:X::X:X
oo o oOd no address
goooooo go40000000
O no O no address (A.B.C.D|X:X::X:X)
gooooon no0OOOOOPPPODHCPO DNSO O OO D OODOODODOODO OO cache/proxy 0 00O

O priority
ooogdooo oNsOoooDoooooooooooogon
ooooooo priority dhcp <priority:0-255>
priority ppp <interface:0-4> <priority:0-255>
priority user <priority:0-255>
oo o do 00O 20
goooooon OO0 priority0 0000000 - user > ppp4 > ppp3 > ppp2 > pppl > ppp0 > dhcp
dhep6 0000000 OOOOdhcpb-pdd 00 OODNS server0 000000000
0 no O no priority (dhcp | ppp <interface:0-4> | user)
(=no priority (dhcp 20 | ppp <interface:0-4> 20 | user 20))

O root
ooooood root DNSOOODOOOOO /0000000000
ooooooo root enable

og ood O0000000OoODNSODOD00NO000O0DO00NDOODODrootbNSO query O
ooo

0 no 0 no root enable

O timeout

goooooo INSOOOODOoOOooooooooo
ooooooo timeout <seconds:5-30>

oo o oOd timeout 30

0 no O no timeout (=timeout 30)
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dns node

O limitation enable

ooooooo
ooooooo
a no a
ooooooo

O zone address

ooooooo
ooooooo
a no a
ooooooo

O zone domain
ogoooooo
ogoooooad
a no a
ogoooooad

DNSOOOoDOoooooooooo

limitation enable

no limitation enable

enable0 00 000O0ODNSOOOOODOOOOODOOODOODODOOO

O000O0domain0DO0O0O0O0OO0O0O0O0OODOOODNS server0 0000000000
zone <1-5> address A.B.C.D

no zone <1-5> address [1A.B.C.D])

zone addressO0 000 20000000000

address,domain0 0 100000000000 0OOOOOO0O
zoneODOODOOODOOODOOOexitOODNSOOOOOOODOOODODO

O000OO0domain0DO0O0O0O0OO0O0O0O0OODOOODNS server0 0000000000
zone <1-5> domain WORD

no zone <1-5> domain [JWORD])

zone domaind0 OO0 300000O00OO0OO

address,domain0 0 100000000000 0OOOOOO0O

000 .00o0oooboooooo fqanOO0o0nooooano
Jo00do0d0ooooooDOobOodooOoooi12s00400o0

O zone limitation

gboooooo

ooooooa
oo 0O 004
[l no 0

O000000OdomainOOODNS server0 0000000 O0ODOOO0OODOOOO
dooooooooooo

zone <1-5> limitation enable

zone <1-5> limitation enable

no zone <1-5> limitation enable
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O 110 12tp node

O OO commannd

12tp node

12tp node0 OO ODOO0O
nxrl130#configure terminal

Enter configuration commands, one per line.

End with CNTL/Z.

nxr130(config)#12tp 0
nxr130(config-12tp)#

O tunnel
goooooo
goooood

O tunnel hidden

goooooo
goooooo
oo o oo
0 no 0

L2TP O tunnel addressO 0000 OO
tunnel address (A.B.C.D | FQDN)

AVPOHidingO OO O OOonooOo
tunnel hidden
no tunnel hidden

no tunnel hidden : Set defaults

O tunnel retransmit

goooooo
goooooo
oo o oo
0 no 0

O tunnel hello

goooooo
goooooo
oo o oo
0 no 0

ogoooooooooooooooo

tunnel retransmit retries <max:1-1000>

tunnel retransmit retries 5

no tunnel retransmit retries (=tunnel retransmit retries 5)

HelloOOOOOOOOOOOOO
tunnel hello <seconds:0-1000>
tunnel hello 60

no tunnel hello : Disable

O tunnel password

goooooo
goooooo
0 no 0
oo o d

O tunnel ppp
goooood
goooood
gooooog

oopDoooobooooo

tunnel password (Jhidden) PASSWORD

no tunnel password
oo0oodoooi1-%s00000n00oooooon
D00DDoOoOoooooooogs#=*+_.;040~0 <000

PPPOODOOOCOOOOO
tunnel ppp <interface:0-4>
I2t(p0 0000000000 O0pppO0OO0OODOOO
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O 120 12tpv3-tunnel node

12tpv3 tunnel parameters

0O OO commannd

12tpv3-tunnel node0 0 OO0 OO

nxrl130#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#I12tpv3 tunnel <0-4095>
nxr130(config-12tpv3-tunnel)#

O description

ooooooo L3 oogooocogoooog
goooooo description DESCRIPTION

O no O no description

O tunnel address
oooooog 000 LCCEODOoOooonoooooooooo
ooooooao tunnel address A.B.C.D

O no tunnel address

ooooooo D000 LWCED o ooonooooooonooo
ooooooad no tunnel address

OooooOogd  dynamic addressO 0[O

O tunnel hostname

goooodoo dodoLwccedoooooonooonoa
oooooono tunnel hostname HOSTNAME
goooooo oo

O tunnel router-id

ooooooo 0000 LWCCEODOOoDo wooooooo
goooooo tunnel router-id A.B.C.D
ooodooog oo

O tunnel password

ooooooo OOOAVW HidingOOOOOODOOOOODOOoOOoOooo

goooooad tunnel password PASSWORD
tunnel password hidden PASSWORD

oo 0O o0 no tunnel password

O no 0  no tunnel password

od 00 O0OO00obooogil-eso0podoooogooooogd
oooooooopoooooogis#e=+_..;040~ <000

O tunnel hidden
0O00Odood AV HidingOOOOOOO
goooooo tunnel hidden
O no O no tunnel hidden
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12tpv3 tunnel parameters

O tunnel protocol

oooooog
gooogoog
ooooooo
a no 0

ocooooooooooooo

tunnel protocol (ipjudp)

tunnel protocol ip

no tunnel protocol (=tunnel protocol ip)

O tunnel local hostname

ooooooo
gooogoog
ooooooo
0 To Unset[

0000 LwCceo D ooooonooooo
tunnel local hostname HOSTNAME

no tunnel local hostname

no tunnel local hostname

O tunnel local router-id

ooooooo
gooogoog
ooooooo
a no 0

O tunnel digest

ooooooo
gooogoog
ooooooo
a no 0

O tunnel hello

ooooooo
gooogoog
ooooooo
a no 0

O tunnel vendor

ooooooo
gooogoog
ooooooo
a no 0

O netevent

ooooooo
gooogoog
ooooooo
gooogoog
0 no 0

doooLwcCcCEOooomwooooooo
tunnel local router-id A.B.C.D

no tunnel local router-id

no tunnel local router-id

ooooooooooooooooooo
tunnel digest (md5]shal)

no tunnel digest

no tunnel digest

HelloOOOOOOOOODOOOOOOO
tunnel hello <0-1000>
tunnel hello 60

no tunnel hello : Disable

gogoLwceooogomwoooooon
tunnel vendor (ietf|century|cisco)
tunnel vendor ietf

no tunnel vendor : Set defaults

doooooooooobooooobaon
netevent <trackid:1-255> disconnect
no netevent

PPP interface0 00O O OO

no netevent

187



13

12tpv3-xconnect node



O 130 12tpv3-xconnect node

12tpv3 xconnect parameters

O OO0 command

nxr130#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#12tpv3 xconnect <xid:1-4294967295>
nxr130(config-12tpv3-xconnect)#

O description

OO00o0oogd  L2TPv3 XconnectO OO OO OO ODOO
0000000  description DESCRIPTION

O no O no description

= tunnel

o tunnel <0-4095>

ogooooood Xconnect DO O OO L2TPv3 O Tunnel IDO OO O OOO
goooooo tunnel <tunnel id:0-4095>

o tunnel tos

0000000  Xconnectd ToSO OODOOODOO
goooooo tunnel tos (<0-252>]inherit)
oo 0O Odd tunnel tos 0

O no O no tunnel tos

O xconnect ethernet
OO0o0Ooood  XeconnectOOODOODOOODODOODODO
goooooo xconnect ethernet <0-2> (|vid <1-4094>)

O xconnect end-id
oooooon O00O0OLCCED end idOODODOOOO
ooooooo xconnect end-id <1-4294967295>

O vlan-id

ooooood VIAN tag0 00D OO0O0O00D0O0O0DOO
goooooo vlan-id <1-4094>

0 no 0 no vlan-id

O retry-interval

oooooog 0ooo/0000000000000000O00000000DOO00DODO0000OO
oooooog retry-interval <seconds:0-1000>

oo O oo retry-interval 0

O no O no retry-interval (=retry-interval 0)

189



O 130 [12tpv3-xconnect node

12tpv3 xconnect parameters

O ip mask-reply
ooooooo
OOpenViewO OO OOOOODOOODODOODOOOOOOOOOOO ICMP address mask request
Otype=l70000000O000O0OO0O0O0OOOOOOOOOOOODOOOODOOOODDOOODOOO
Ooooooooooogoooood
O0000O0OOICMP address mask request 0 000000000000 DOOOOOOO
ooooogon ip mask-reply 0O ICMP address mask requestd O 00O 00O I
0000000  no ip mask-replyl) ICMP address mask requestd 00 0O 00O 0O M
goOOdNoO OO no ip mask-reply
ooooooo
O ICMP address mask request/reply O O O O interface node O ip mask-reply0 000000000

O loop-detect enable

goobogd Loop Detection0 0 OO OO OOOO
ooooooo loop-detect enable

o0 O OO0 no loop-detect enable

O no O no loop-detect enable

O send-known-unicast enable

ooooooo Known UnicastO0 0 O OO0 O0OO0OO0O0OO
ooooooad send-known-unicast enable

oo 0O oo no send-known-unicast enable

O no O no send-known-unicast enable

O send-circuit-down enable

ooooooog Circuit Status( down0 O O OO O LCCEO O O O ONon-Unicast FrameO O OO OO0
ooooooad send-circuit-down enable

oo 0O oo no send-circuit-down enable

O no O no send-circuit-down enable

O split-horizon enable

oooooOo0  Split HorizonOOOOOOOOOO
OO0DOO0oog  split-horizon enable

o0 O OO0 no split-horizon enable

O no O  no split-horizon enable
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O 140 12tpv3-group node

12tpv3-group node

O OO0 command

nxrl30#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#12tpv3 group <gid:1-4095>
nxr130(config-12tpv3-group)#

O xconnect
ooooooo OO0O00 XconnectD OO OO OO
ooooooo xconnect <primary-xid:1-4294967295> (]|<secondary-xid:1-4294967295>)

O preempt enalbe

gooooon GroupO preempt 000000 /000000000
ooooooo preempt enable

O no O no preempt enable

O enforce-secondary-down enable

ooooooo 0000000000OSecondary0 0000000 OOOOOO
ooooooo enforce-secondary-down enable

oo 0O oo no enforce-secondary-down enable

O no O no enforce-secondary-down enable

O active-hold enable

ooooooo Group[d Active HoldO OO OO /000000000
ooooooo active-hold enable

oo 0O Od no active-hold enable

O no O no active-hold enable
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12tpv3-group node

O mac-advertise enable
ooooooo
OL2TPv3 MAC Advertise FrameO O OO OO0 /000000000
-0000D000o0o00o00oooooo0ooDooo0oooooovMACO0DODnDonoooog
0DO0000000o0ooooooMcO00D0oo0oooooooooooooooooooog
0do00d00o00oo0ooooooooooooooooon
-000000000ooooooo
-000000000000OL2TPv3 MAC Address 0 O Always 0 0 0 O OO 12tpv3 mac-learning always[]
ooooooooog
0000000000000 o0oo0o0odooooO0DoooOonDOdovs.as.1000000
ooooooooooon
ooooooog mac-advertise enable
od 0O Od no mac-advertise enable
O no O no mac-advertise enable
oooooog
Jdo0oDo0ooooooooooooooooo)oLLTvoodooooooooooooooooo
ONXROODDOOODOOOO0OOOS/W2)OrBOOIODO0DOO0DON0OOODOOOO0OOOO0OOOOOooOog
J0o00do00d0oo0dooooooooioooooooo0o0oooooooooooooooooon
ooooooooooogo
+-—--NXR-1---+
PC1---S/W1---(LAN)O O O (WAN)===L2TPv3===(WAN) | | (LAN)---S/W2---PC2
+-—--NXR-2---+

doooooLrmvdoodoooooooooooooooooooooooooooooooooo
MACOOODOODUOOODODUOODODOODODODOODOooDOOooDoOoDooooDmoovAcOoonDnooo
100 L2TPv3 MAC Advertise FrameO O OO OO 00000 OOOOOOOODOODO
o L2TPv3 MAC Advertise Frame O [
0000000 no mac-advertise enableld O O O L2TPv3 MAC Advertise Frame O OO OO OO0
O0000D00O0OD0OOdmac-advertise enableD 00000 OO0 L2TPv3 MAC Advertise Frame O OO OO OO
-000b0doodooonoooooooooooooooon
-j0do0ooooooDoooooooon
OO0O0O00OCircuit Down 0 OO0 0ODOO0ODOOsend-circuit-down enablel] /0 O O no send-circuit-
down enableD 00O O0O0ODO0O LCCED Circuit statusO DOWO OO O DO O LCCED DropO OO O
00O 0O0OMAC Advertise Frame 000000 OO0 OO LCCEO O SLI Message(Circuit up)d 000 O
0000000000000 bD00D0D00D0D00D000D0D0O0D0O0O0DO00Dnd MAC Adver-
tise FrameO D OO OOODOOODOODOOMAC Advertise FrameO OO O OO0
o L2TPv3 MAC Advertise Frame O [
O Xconnect OO DOODODOOOO /0000000000 bropdO0OOd
OLPO0D0OD00OODO0OO0ODODODOODOODO /000000000000 DOO0DOODOOOO
-0000000XconnectD O ODOOODOOMWODODOODOODODODODHWWDODOODODOODOO
QUOOOD00O0000000000000000O0OXconnectd 0000000 OOoooOon
GHOOODODOD0ODO00ODO0O0OO0Dbrop0OO0ODO
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O 150 rip node

rip node

O OO command

nxrl30#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#router rip

nxrl130(config-router)#

O network
gooooog
goooooo

O redistribute
goooooo
goooooo
0 no 0

O distance
goooood

ooooooo
O no [l

O timers basic
goooood
goooooo

oo 0O 000
O no O

RIPOOOODODOODOOODODOODOODOODOOOOODOOOOO

network A.B.C.D/M : IP prefix <network>/<length>, e.g., 35.0.0.0/8
network ethernet <0-2> (|vid <1-4094>)

network ppp <0-4>

network tunnel <0-255>

no network A.B.C.D/M : IP prefix <network>/<length>, e.g., 35.0.0.0/8
no network ethernet <0-2> (|vid <1-4094>)

no network ppp <0-4>

no network tunnel <0-255>

00o00oooooooooon
redistribute (static|connected]ospf|bgp) (|metric <metric:0-16>)
no redistribute (static|connected|ospf|bgp) (|metric <metric:0-16>)

RIPOOSPFOOUODOODODODODOODOOODOODOODOOO
0oooDoo0bOooooooboooooo

distance <1-255>

no distance

RIPOOOOOOODODOO

timers basic <update:5-2147483647> <timeout:5-2147483647>
<garbage:5-2147483647>

update: 30sec, timeout: 180sec, garbage: 120sec

no timers basic (=timers basic 30 180 120)(= set defaults)
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rip node

O passive-interface
coooooo ooooooooooooooooooooooobooooogom
ooooooo passive-interface ethernet <0-2> (Jvid <1-4094>)
passive-interface ppp <0-4>
passive-interface tunnel <0-255>

O no O no passive-interface ethernet <0-2> (]vid <1-4094>)
no passive-interface ppp <0-4>
no passive-interface tunnel <0-255>

O default-information originate

ooooooo O0ooooooooooooooooooo
ooooooo default-information originate

O no O no default-information originate

O version

oooooog RIPOOODOOOODOOOO
ooooooo version <1-2>

od 0O Od version 2

O no 0 no version (|<1-2>)
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O 160 ospf node

ospf node

0O OO command

nxr130#configure terminal

Enter configuration commands, one per line.

End with CNTL/Z.

nxr130(config)#router ospf
nxrl130(config-router)#

O network
goooooo
oooooog

OSPFODOOD IDODOO0DOO

network A.B.C.D/M area <0-4294967295>
network A.B.C.D/M area A.B.C.D

no network A.B.C.D/M area <0-4294967295>
no network A.B.C.D/M area A.B.C.D

: OSPF area ID as a decimal value
: OSPF area ID in IP address format

O area default-cost

ooOooooa
ooooooa
O no O

O000ooooo0oooooooooooo0oooooooooooooooon
area (<0-4294967295>|A.B.C.D) default-cost <0-16777215>
no area (<0-4294967295>|A.B.C.D) default-cost

0O area authentication

ooOooooa
ooOooooa
O no O

O area range
ogoooooo
ooooooo
0 no 0

0O area stub
oooooog
oooooog

oooooooooo
area (<0-4294967295>|A.B.C.D) authentication (|message-digest)
no area (<0-4294967295>]A.B.C.D) authentication

oo0oooooooooooooooooooo
area (A.B.C.D]|<0-4294967295>) range A.B.C.D/M
no area (A.B.C.D|<0-4294967295>) range A.B.C.D/M

ooooooooooooo

area (A.B.C.D|<0-4294967295>) stub

area (A.B.C.D|<0-4294967295>) stub no-summary

no area (A.B.C.D]|<0-4294967295>) stub

no area (A.B.C.D|<0-4294967295>) stub no-summary
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ospf node

O area virtual-link
oo0ooooo 0o0ooopooooooooo
oooogooo area (A.B.C.D|<0-4294967295>) virtual-link A.B.C.D
area (A.B.C.D|<0-4294967295>) virtual-link A_B.C.D
{authentication (message-digest|null)
| authentication-key LINE
| dead-interval <1-65535>
| hello-interval <1-65535>
| message-digest-key <1-255> md5 LINE
| retransmit-interval <1-65535>
| transmit-delay <1-65535>}
O no O no area (A.B.C.D|<0-4294967295>) virtual-link A.B.C.D
no area (A.B.C.D|<0-4294967295>) virtual-link A.B.C.D
{authentication (message-digest|null)
| authentication-key LINE
| dead-interval <1-65535>
| hello-interval <1-65535>
| message-digest-key <1-255> md5 LINE
| retransmit-interval <1-65535>
| transmit-delay <1-65535>}

O redistribute
ooooooo ooooooooooooo
ooooooo
redistribute (connected|static|rip|bgp)
redistribute (connected|static|rip|bgp) (|metric<0-16777214>) [|metric-type (1]2)]
O no O
no redistribute (connected|static|rip|bgp)
no redistribute (connected|static|rip]bgp) (|metric) (|metric-type)

O distance

O0Oooooo oSPFO0000DOO0OU0NDOOO0NDOOO0N0DDOOOODOOOODOOO
Od0o0o0ooo0oooooooooooooooooooogoo

ooooooo distance <1-255>
distance ospf (intra-area <1-255>|inter-area <1-255>]external <1-255>)

O no O no distance <1-255>
no distance ospf
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ospf node

O tiemrs spf
goobogd
ooooooo

O no O

OSPF SPF timersOD O OO OO0

timers spf <delay:0-4294967295> <hold_time:0-4294967295>
<delay:0-4294967295> : Delay between receiving a change to SPF calculation
<hold_time:0-4294967295> : Hold time between consecutive SPF calculations
no timers spf : Set defaults

O passive-interface

oooogooo
gooogog

o00o0000000O00O00O0O0000000O00000000™
passive-interface ethernet <0-2> (|vid <1-4094>)
passive-interface ppp <0-4>

passive-interface tunnel <0-255>

no passive-interface ethernet <0-2> (|vid <1-4094>)

no passive-interface ppp <0-4>

no passive-interface tunnel <0-255>

O default-information

goooooo
oooogooo

gboooooooogosFObOOOnoOon

default-information originate
default-information originate (|metric <0-16777214>) [|metric-type (1]2)] (Jalways)

O no O

no default-information originate
no default-information originate (|metric<0-16777214>)[metric-type(1]2)] (Jalways)

O router-id

ooooooo
goooood
O no 0

Router IDO OO OOOO
router-id A.B.C.D
no router-id
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O 170 bgp node

O OO command

nxr130#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#router bgp <1-65535>

nxrl30(config-router)#

O network

ooooooo Oodoooooooooooogo

ooooooo network A.B.C.D/M (]backdoor)

O no O no network A.B.C.D/M (]backdoor)

oo od

goooscPO0DIDOODOODODOOODOODOOOOBPOODOOODOO BGPO administrative
distance D00 0O0OO0O000O0OO0O0ODOOOOO0OODOOO0ODOOOOODOOOODO

O aggregate-address

ooooood

OAggregate0 00000 OBGCPO O D ODOOOOODOODOOOOOODOODOODODOBPOODODO
0000000000000 00000000000000 advertiseO OO0

ooooooo aggregate-address A.B.C.D/M (]summary-only]as-set)

O no O no aggregate-address A.B.C.D/M (]summary-only]as-set)

oo oo

OAggregate 00000000000 ODO0O0ODOODOO advertiseJOOOOOO0OODO advertise
00000 summary-onlyO0 OO0 OO0QOoOoOdOoO

O000aggregate 0000000 OOASOODOODOOOOODOOODOOOOOOOOASODODOOO
0000000000000 000000000000000000000000OAs-set0000
O0o0ooooooooASO00D0oDoooooooooooooooooooooooong
OASOD0D000D0DOO00DOODO00D000D0DO0OO00n

O distance

goooooo BGP O O O O Administrative Distance D 0000000
0000000  distance bgp <eBPG:1-255> <iBGP:1-255> <local:1-255>
O no O no distance bgp

oo oo 0000 200 eBGPTI 20000 1BPGLT] 200001 localD 0 O O

O timers

oooooog  jJitter OO0 ®%ODOOOOODOOOOOO

ooooooo timers bgp jitter <75-100>

O no O no timers bgp jitter

od OO0 DefaultOO75%0 00
OO0D00D0000 jitter O OkeepaliveD interval D 0000 O OO Okeepalive
interval 0 0 0 00O Oneighbor O keep alive interval 0000000000
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= bgp

o always-compare-med

ooooooo

O000000ASO0D00ODODDODODOODODODOOOMEDO 00O OOOOOOalways-compared-med 0 O
000000000000 ASO00D00O0O0O0000O0OoONMEDODOO0DoOogng

0000000  bgp always-compare-med

O no O no bgp always-compare-med

o bestpath as-path

ooooooo

O000OASO0000000000OAS-PATHO O O O UPDATE message ASO OO OO O OOO
AS-PATHO O OO QODOOOODOOOO

O00O0Obest path DO OO OOOAS-PATHO O OO ODODOOODDODOOODOOODOOODOODODO
O00Obest pathO OO OOAS-PATHO OO OOQOOOO

ooooooo bgp bestpath as-path ignore

O no O no bgp bestpath as-path ignore

o bestpath med

O0O0oooo MeEDOOOO prefixODDOOOMEDO O OO 42949672940 0000 0O0O0O0OO
0000000  bgp bestpath med missing-as-worst

O no O no bgp bestpath med missing-as-worst

o local-preference
ooooooo
O00O0000D0O000pDoOooASd0oodiooooooooogoooooooooooooog
local preference0 0000
oooogooo bgp default local-preference <0-4294967295>
O no O no bgp default local-preference
o0 0od iBGP peer 000000000 DODO0ODOODOOODOODOOODODODO
Defaultd O 10000 O

o default-information-check
ooooooo default route0 00000000 DOOOOOOBGP4O DO default routel 0O
ooooooooo
OO00O00O00  bgp default-information-check
O no O no bgp default-information-check
o0 O 0bOO no bgp default-information-check
00 oo 0000000000000 0000000000£0 default routed 0O
PO O OO O0ODOODOOOOODOODODO
(D) redistribute0 0000 default route0 000000 0OODOO0O
(2) networkDO OO DO 0.0.0.0/00 000000000
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m bgp OOOO

o enforce-first-as

0000000 UPDATEOOOOD ASOOODOOOODOODOOASO neighbord ASOOODOOO
notificationO OO OO OODOOOOneighbor0 000000 OOOOOOOOO

OO00OO0OO0g  bgp enforce-first-as

O no 0O  no bgp enforce-first-as

o network import-check
ooooooo
OBGPO advertised O Onetworkd (D O M OO0 OO O routerd O O networkd O O 0O O OO O advertise
O00000D0O0O networkd BGPO advertiseD OO0 OO OO0 OOImport-check DO D ODOODODO
OO00O0D0C0OOadvertiseJOOO0OO0OOO
OO00OO0O000  bgp network import-check
O no 0  no bgp network import-check

o router-id

0000000 Router-IDO IPOODOODOOOOODOOOO

0000000  bgp router-id A.B.C.D

O no 0 no bgp router-id

oQd og

ORouter-IDO 00000000 OOOO0ODOODOOOOONO IPv4 addressO0 000000000 IPv4
OO0000Router-1IDOO0OOO0ODOOO

o scan-time

0000000 BePOOOOO routeO next-hopO O OO ODODOOOOODOODOOODO
0000000  bgp scan-time <0-60>

O no 0 no bgp scan-time

o oo oooosoooooo
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node

® neighbor

o default-originate

ooooooad
ooOoo0ooa
[l no [l

00ooo0oobooooooobOoooooo
neighbor A_B.C.D default-originate
no neighbor A.B.C.D default-originate

o distribute-list

ooooooo
ooooooo
a no 0
00 0o

o

ebgp-multihop
ooooood
ooooooo
g no g
00 00

o filter-list
ooooooo
ooooooo
a no 0
00 oo

o next-hop-self
ooooooo

ooOoo0ooa
[l no [l

o remote-as

ooooooo
ooooooo
a no 0

peerJ00 /0000 route updated filteringQD OO DO OOOOOODOO
neighbor A_B.C.D distribute-list ACL-NAME (in]out)

no neighbor A.B.C.D distribute-list ACL-NAME (in]out)

Neighbor O O INOUTO OO OO DO O distribute-list0 000000000000

peer000000000C0O0OO0OOOOeBGP Peer 000000000 OOODO
neighbor A.B.C.D ebgp-multihop <1-255>

no neighbor A.B.C.D ebgp-multihop <1-255>
gooopooooooooboogoo

BePOOUODOOOOODOOOO

neighbor A.B.C.D filter-list ACL-NAME (in]out)

no neighbor A.B.C.D filter-list ACL-NAME (in]out)
global DO OOOOOOAS-PATHOOOOOODOOOODOO

iBGP peer0 000 OnexthopO O Opeer0 0000000000 O0DOOOOODOONO
OaddressO0 000000

neighbor A_B.C.D next-hop-self

no neighbor A.B.C.D next-hop-self

OO0oooASOOO0OOoOooood
neighbor A.B.C.D remote-as <1-65535>
no neighbor A.B.C.D remote-as <1-65535>

o remove-private-as

ooooooOoad
ooOoo0ooa
[l no [l

Outbound update 0 0D OO0 OO ASOOODOOOO
neighbor A_B.C.D remove-private-as
no neighbor A.B.C.D remove-private-as
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® neighbor(0O)

o route-map
ooooooo
ooooooo
0 no 0
oo oo

Peer000 /0000 routed FilterigU OO0 OO0 OODOOODOOODOO
neighbor A.B.C.D route-map WORD (in]out)

no neighbor A.B.C.D route-map WORD (in]out)

neighborO 0 INOUTO OO OOOO routemap0 0000 O00OOODOODOO

o soft-reconfiguration

ooooooo
ooooooog
0 no 0
oo oo

Neighbor OO BGP session0 0 000000000000 DOODOOOOOOODO
neighbor A.B.C.D soft-reconfiguration inbound

no neighbor A.B.C.D soft-reconfiguration inbound

BGP [0 neighbor parameter 0 routemap 0 00000000000 ODOOOOOOO
0000 BGP session clear OO0 OOBGP serviceD DD ODOOOODODOODOO

o keepalive interval & holdtime

ooooood
ooooood
0 no O
od 0O Od
00 oad

keepalive OO O OO O holdtime OO OO DO OO

neighbor A.B.C.D timers <keepalive:0-65535><holdtime:0]3-65535>
no neighbor A.B.C.D timers

neighbor A.B.C.D timers 60 180

OPeer 00 hold timeJ OO0 O0ODOODOONO O keepalive message [0 update message 0 0 0 00O
OO00O0ODOOpeer0d sessiond closeO O IDLEDOOODOODOOOO

OKeepalived OsecO0 00000 OO keepalive message 0 00000000

OKeepalive interval O OO jitter DOOO0OO0OOOODOUSERO OO jitterO OO OO O 75-100% O
O0O00DO0o00DOO0000defaultdO00jitterO 75% 000000000 0O Okeepalive
interval x (75-100)% 0 interval OO OO O0O0O0Ojitter D00 OO O OO O timers bgp jitter
oooooooogog

o connect timer

ooooooad
ooooooad
0 no O
od 0O Od
00 00

o update-source

goooogo
oooogooo

Connect timer0 OO0 OO0

neighbor A.B.C.D timers connect <0-65535>
no neighbor A.B.C.D timers connect
neighbor A.B.C.D timers connect 120
o00D000O00O0O0connectd 00O OOOO

BePO OO ODDO0O0O0ODODODODDMOOOoooooOooOooIP000O0O0OoOoooOO
neighbor A.B.C.D update-source

(ethernet<0-2>| loopback<0-9>|ppp<0-4>] tunnel<0-255>)
no neighbor A.B.C.D update-source
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o advertisement-interval
ooooooo
OBCPODODODOODODODOOODODOODOUPATEDDODODODODOOODODODODOO0DOD

00000000000 O0OUPPATED OO DODOODOOODODOOOD OO Cheighbord OO ROUTE-
REFRESHO OO O 0ODOD0OO00O0D0O0DOODOO neighborO UPDATED DO OO ODODOOD

ooooooo neighbor A_B.C.D advertisement-interval <1-600>

O no O no neighbor A.B.C.D advertisement-interval

0o 0o 00000000000 0eBGPO 30(0)OIBGPO 5(O0)0 OO

o as-origination-interval
ooooooo
OO0DOO000DoOoOosBePOOOO0ODOOOOUODOOOUOOBPOODOOOOUODODOD filterDOOO

redistributeD 000000000 DOOBGPOOOODOOOOODOOOOODOOOOODOOOOO
000000000000 0000 advertisement-interval 0000000 UPDATED O OO OO ad-
vertiseJ OO0

ooooooo neighbor A_B.C.D as-origination-interval <1-600>

O no O no neighbor A.B.C.D as-origination-interval

o0 o0 O0O00opooooooooi@o)yood

O UPDATED OO OOODO
Neighbor OO UPDATEO OO OO DO OO DO OO OO O advertisement-interval 0 as-origination-
interval 0 2000000000000000O0O

-gooboooooooo
as-origination-interval 0000 0000000000000 OOO0OOOOOODOOOOOOO
UPDATED OO0 OO OO OOOOOO advertisement-interval 0 0O O UPDATEO OO O OO

-O0peerd0000OBPOODO
OO peerO000 UPDATEO OO OOODOODOO peer00 UPDATEOD OO OO ODOOOOOODO adver-
tisement-interval 0 0O OO UPDATEO OO DO OO

-softoutd 000000

OO0O00bDOoO0oOogBPOOOOUPPATED DD ODOOODOUODOOOO advertisement-interval OO
U0 UPDATED DO ODOU
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m redistribute

o redistribute (connected|static|rip]ospf)

ooooooo RIPO OSPFO O OO O route O O connected routel] static route
BGPOOODODODODODOOOODefawltD 00D D000 OOOOOODO

ooooooo redistribute (connected|static|rip|ospf)

O no 0O  no redistribute (connected|static|rip]ospf)

o redistribute (connected|static|rip|ospf) route-map ABCD

ooooooo routemap 0 000 0000000000000 OO0OOprefix0O000O0OOO0OO
OO0 prefixDOOODDDODODDODDODODODOOOOO

ooooooo redistribute (connected|static|rip|ospf) route-map ABCD

O no 0O  no redistribute (connected|static|rip]ospf) route-map ABCD

® netevent
o advertise-stop
ooooooo
O00trackOdownO O OO O0OO0OOO0OO0OOnetworkODOOOOOOOOOOOOOBPOOOODOOO
O000DOoD0O00O0twrackOupOOOOO0ODOOOOOOOBPOOOOODOODOOOODO
ooooooo netevent <1-255> advertise-stop
netevent <2048-4095> advertise-stop

0 no 0 no netevent

oo oo

00BGP4 O network import-check D0 OO 0O0OOtrackDupO0 0000000 O0ODOOOOODOOOO
o
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O 180 ntp node

O OO command

nxrl30#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#ntp

nxr130(ntp-config)#

O service
ogoooog NTPOOOOOOODDOOOO
oo0oooon service enable

O server
goooooo NTPOOOOOOODOOOO
ooooooo server (A.B.C.DJFQDN|X:X::X:X) polling min max
oo o oo no server
oo oo 200000000
server0 000000000000 masterd 0O
serverJ set 0000 master0 000000000
O no | no server (A.B.C.D|FQDN|X:X::X:X) : Delete

O timeout

ooooooo O00d0ooooooooooooooon
ooooooo timeout <seconds:1-30>

oo o oOd timeout 30

O no O no timeout (=timeout 30)
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0 190 SNMP node

SNMP node

SNMP(Simple Network Management Protocol)O O

NXRO SNMPO OO OsystemO OO0 SNMP protocol DO D ODODOO0ODOODOOODOODODOODOsystem
O0000000000000ONMS(SNMP Trap Manager)D trap 000 0000000000000
SWPOODDO(set)J DD DO00DDOOOD (read-onlyd 0)0

m SNMP versionO access O O
00000000 SNMPO versionO OvlOv2ec OO OSNMP Access O 0O O O O O SNMP Server O network

OcommunityD OO O0OO0OO0OOODOOONetworkOODOODOOIPV4/IPV6 AddressO 000 0OO00OO
ooooo

m SNMP Trap

0000000000000 00000000ONSOODDO SN, TrapO0 00 O0O0O0OOOOO
OTrap versionl/version2 000000000000 informO000000000000OTrap00O0O
OO0OIPv4/IPY6 address0 00000000000 OImform000000O00O /00000000
ooooooogo

OSNMP trap O O community0d O SNMP accessD 000000000 OOOODOOODOODOOODOO
Trap0 0 0000D0COOODOOOODO

OTrap0 0000000000 OCOOOUSEROOOOOODOOOOOOOOOOOOOOODOOOO
OOTrap00OUDPOOOOOOOOOOOODserver000000D0O0OOODOOOOOODOODO
OO0O00mformO000CO0000ONSOO0OOOOOODOOOOODOOO

OO0 servicelOOOOOODOOOOODOOOOODOOOODOserviceDOOODOOOOODOO
000o0o000oooDoo00oooO0oooooooOowWsSO0oooooooogngetonoO
gooooooooo

m System Group MIB(MIB-11)O 0O
OO00000ORCI2BOO0OOOOOOOMBODOODOOODOOUIDODOOODOODOOOOOOO

O sysContact

[J sysName

O sysLocation

[ sysDescr

O00sysObjectiDO O OcenturyD 0000 O0OO0ODOIDODODOODOODODOOODOODOOD
ooooo

OOOsysUpTimeD OO OOOOOODOOOOODOOOOODOOOOODOOONTPOODOOOODOO
O0oOooooooo)o
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SNMP node
s JOwmviBOO
goooooooowmBObOO0OnononoOogn
0 Standard OPrivate MIB
RFC1213 (SNMPv2 MIB-11) CS-NXR-PRODUCT-MIB
RFC2011 (IP-MIB) CS-NXR-L2TPv3-MIB

RFC2012 (TCP-MIB)

RFC2013 (UDP-MIB)

RFC2863 (IF-MIB)

RFC3411 (SNMP-FRAMEWORK-MIB)

RFC3412 (SNMP-MPD-MIB)

RFC3413 (SNMP-TARGET-MIB: SNMP-NOTIFICATION-MIB: SNMP-PROXY-MIB)
RFC3414 (SNMP-USER-BASED-SM-MIB)

RFC3415 (SNMP-VIEW-BASED-ACM-MIB)

RFC3418 (SNMPv2 MIB)

RFC2465 (IPv6 MIB) OO OO0

m 000000
USB/ExpressCard0 000000000 0OO0OOOOS\wWOOOODODOOOOOOODOODOODO
gbooboboboobooboboobooobooboobo

m WiMAXO O
wivaxO O oOooOooDooogooerssi/CINNOSS/CUODODOOOOMBODOOOOODOOOODOODO
wiMviXOoooooooooooboooobooooboooobobooo

gboooboobobboboobooboobobbobobOODbdiOcs-NXR-PRODUCT-MIBO O O

gboobogog

OWiMAXODOODOOOONXR-155/C-wO 000000000 0OD0ONR-12000000000000D00O
gbobooboboon

opuooboboonDO
gussboooooboooooboooboswooobooboooooboooboobooooboo
OOO0o00O0OOunknownOOOOOODOO
ooooopoobooooboowvAXODODODOooooooobooO up/down)iD0ooopooon
gooussO00OoO0OoOoOoooooOoboOnnotSupportd 0000000000000 OOODOOO
OpPPPOODOODOODODOODOODOO notAccessibled OO OO

oOogonoOoOO
gussOOOoOoOoooOOoOoOooDOoOOoOooDoOoooooDOoO0O@Wpdown)D OO OoooooDOoOO
goooboobobopbooboobuoobon
oooooooooooooboowivaxoODoOoooooooooooooOoberrorboobOod
ooo0OddwnOOOOOOOODOOOOOOODOODOOODOI0D0O00OOODOOwOODOODOO
goon
gobooboobooooooowivaXDOooooooooooooooOdown->upd 0D 00oonoO
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0O 190 SNMP node

SNMP node

m  SNMP NAT

SNWMP PDUO ODOOODOO IPOODOOOONATOOOODOODONATOODODODODOORRC2920 00

gosASICODOODOOOODOOPUDO IPODODOOOONATODOOOOODOOOODOIDOOO
gboogooooboo
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O 190 SNMP node

SNMP node

O OO command

nxrl30#configure terminal

Enter configuration commands, one per line.

End with CNTL/Z.

nxr130(config)#snmp
nxr130(snmp-config)#

O security

oooooood
ogooooon
oo o oo
oo oo
0 No 0

O syslocation
ogooooon
oooooon
oo o o od
0 No 0

O syscontact
0oo0ooooo
ooooooo
00 0O OO0
ad No O

O sysname

00ooooo
ooooooo
00 0O OO0
ad No O

O sysdescr

goooooo
oooooon
oo o oo
0 No 0
oo ad

S\wPOOOOUOOOOOODOOOOODODOOOOoOoOooOOo
security A.B.C.D/M|X:X::X:X/M COMMUNITY

no security

Network D O30 O OOO0DO0OOOO0ODOOOO

no security (A.B.C.D/M]X:X::X:X/M)

sysLocationO0 OO0 OO OO
syslocation LOCATION

no syslocation

no syslocation

sysContact D OO OO0
syscontact CONTACT

no syscontact

no syscontact

sysName O D OO0 Qdd

sysname SYSNAME

no sysnameld [=0 O O (ex. NXR-130)]
no sysname

sysDescrJ 00O OO0

sysdescr DESCRIBE

no sysdescr

no sysdescr

o000 oooboooo

ex. Century Systems NXR-130 Series ver 5.1.0 (build 50/15:44 22 04 2009)
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O trap manager
goooooo SNMP [0 trap manager D 0 OO0 QO OO
goooooo
trap manager (A.B.C.D|X:X::X:X) (Jtrapcommunity) (Jv1]v2)
trap manager (A.B.C.D|X:X::X:X) (]trapcommunity) inform [](interval <10-1800>)]|(retry <0-10>]
gd o 0Oo no trap manager
O No O no trap manager (JA.B.C.D|X:X::X:X)
ooooooo 3ggoooooobbooooo
Community D OO0 O “community" OO0 OO0 0O0O0
pdu-type0 OO OO viOOOOOODO

O trap agent
OO0O0OO0O0OO0 SNWPO trap agentO0 OO OO0
ooooooo trap agent ip A.B.C.D
trap agent interface ethernet <0-2>
oo o oo no trap agent
g No g no trap agent
OO0O0O0O00O0 TRAPODOOOOD "Agent Address” DO OOOOOO0OOOOO

O bind address

ooooooo SNMP O bind addressO0 000000

ooooooad bind address A.B.C.D
bind address X:X::X:X

od 0O Od no bind address

O No O no bind address

ooooooo TRAPO OO0 source ip0 00 bind addressO0 00000
000 (no bind address)0 0 0O 0 0.0.0.00 listenO OO 0O
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syslog node

O OO command

nxrl130#configure terminal

Enter configuration commands, one per line.

End with CNTL/Z.

nxr130(config)#syslog
nxr130(syslog-config)#

O 1local enable

goooogo
goooooo
oo 0o 0o
O No g

O local file
ogoooooo
ooooooo
oo o oo
0 No O
oo oo

O server

ooooboon
gooooogo
O No O
g oo

O mark
goooood

syslog 0D OO0 OO0 OOOO

local enable

local enable

no local enable0 (OO ODOODOOODOO)

syslog D OO0 OO0 OOoOoOOd

local file (diskO:FILENAME]diskl:FILENAME)

no local file

no local file

filename D O disk0:0 0 00 Odiskl:D 000000000 DOO0ODOOOOOOO

syslogO O OO IPOOOODOOOFRONODOOOODO

server (A.B.C.D|X:X::X:X]FQDN) (]source A.B.C.D|X:X::X:X)

no server (A.B.C.D|X:X:z:X:X|FQDN) (= syslogU O OO OOOOOOO
syslogD 000 0O5000000000000000

syslogD 0000000000 O0ODOOOO0ODOOOOOO

Syslog markO OO OO OO0

OMarkOODOOOO OO 9MminODODOOODOODOOOOODOODOODRefault 20000000000
OO0O00O0OmrkOOOOODOOO
OO00Omarkd syslogD OO O0OO0O0OOsyslogO OO level O debugZinfoO O OO OOOODO0O

ooooo
oooooono
oo o oo
oad aad
0 No 0
O priority
oooooood
ogoooooo
oo 0O oo
0 No 0
og oo

mark <min:0-99>

mark 20
mark O (Disable OO 0O)
no mark (=mark 20)

SyslogU 00O 0OO0O0O0O0OD0OO0OOOOO0OOOO
priority (debug]info|notice)

priority info

no priority

facility 00000000000 OOOO
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O system

ooooooo

0 System Message [0 O O O O O O Connection tracking O O Load AverageD 000 ODOOO0DOOODO
COOO00OO0ONR-230/CO000O00DOOOODOOOOODOmrkO0OO0ODOOOCOOOO
syslogO0 OO OO0OO0ODOOOO

OO0000D0O0O0O0O0DOOO00O00O remote server 00000000 DOOOOODOO

ooooooo system mark > Output messages with mark
system hour : Output messages hourly

od 0O Od no system

0 No 0 no system > SystemO OO0 OQOdOoOooOOO

O suppress

ooooooo

O00Omessage 0 D00 000000000 DOO0DOO0DO0OOOmessage 0 000O0OO0O0DOOO
goobooobobooobobooon

ooooooog suppress <10-3600>
od 0O OO0 no suppress

a No g no suppress
ooooooo

OSuppress0 0000 10-3600sec 000 0OOO0ODOOODOODOO
Olast message0 00000000 DOODOOsuppress messageJ 00O O0O0OODOO
ODefault 00 Osuppress0 00000

O mail send

oooooog  syslogdOO0OO0OOO0OO0OOCOODOOOO

OUSEROODOOODOODODOODO messaged syslog D OO0 O0OO0O0O0O0OOOO E-mail address
milld0DO00000000000O00000CLIOO leginODO0OOO0OO0ODOODOOOOODOOODO
OO0DOoO0OmilO0O0OOCO0OOOOOOOOOOOO
O000000000000000oo0detsecdd checkDOOODODODDOOODODOOOOOOO mail
O000DoDOoOmilO0O00COO0OD0OOIP/IPV6EODOO0O00O0O0OOOODODO

ooooodoad mail send enable

oo 0O oo no mail send

O No O no mail send

O mail to

ooooooog Ddo00ooooooooooooon
oooooog mail to RECEIVER

oo 0O oo no mail to

O No O no mail to

O mail from

ooooooog Ddo00ooooooooooooon
oooooog mail from SENDER

oo 0O oo no mail from

O No a
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O mail subject
gooooon
goooooo
oo O oo
0 No 0

O mail strings
gooooon
goooooo
oo O oo
0o 0o
0 No O

O mail server
ooooogo
ooooOogo

U No U

O mail server
ooooOoog
goooogo

O mail server
goooood
ooooOooo

O mail server
goooooo
ooooOooo

D0ooooooooooon
mail subject SUBJECT

no mail subject

no mail subject

ooooboboobooboboobooooboboobo

mail strings <1-32> STRINGS

no mail strings
0o0oo0ooooo32000000
no mail strings <1-32>

oo0o0oO0oooooooooooooo

mail server authentication pop-before-smtp
mail server authentication smtp-auth-login
mail server authentication smtp-auth-plain
no mail server authentication

poP3O0 00O O0ODOOOOOOOODOO
mail server address A.B.C.D
mail server address FQDN

POP before SMTP
SMTP authentication (login)
SMTP authentication (plain)

swipOOO0OoO0oOooOOobOOooooboboooooooo

mail server smtp address A.B.C.D
mail server smtp address FQDN
mail server smtp port <1-65535>

swirOOOOOOOOODOO0O0ooOooooon
mail server username USERNAME password (]hidden) PASSWORD
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O rotate
ooooooo
ODefault 0O O OO Osyslog message 0 0 0D 0000008 IOOODOOOODO400000000
O0o00bO0oooOoooooooDooooooooooooooon
Orotate0 00 0O00O0Osyslog0 00000000000 OOODOODOOD storage D O backupO
000000000000 0000000000000 backupOOOOO@Mrotate0 000000
OOschedule0OODOOOODOOOO
ooooooo
rotate (diskO]diskl)
rotate (diskO]diskl) threshold logsize <kbytes:150-1000>
rotate (diskO]diskl) threshold files <files:1-10>

rotate (diskO]diskl) threshold logsize <kbytes:150-1000> files <files:1-10>
od 0O OO0 no rotate

a No (] no rotate
0o oo
gusBOO O ODOOUSB FlashD O OO OOOODOODOOOdiskoOOOOODOOUSBIOOOODOO USB
FlashOOOOOOODOOOOOdisklOOOOOOO
OSyslog rotate 0 00000000 (kbytes)D OO OO Obackup fileOOOODOOOODOODOOO
0000000 defaultO O O500(kbytes)d O O 5(files)d O O
OO0 0O0Obackupd OO syslog message 0 O gzipO OO O ODODOOOOOOOOOOOODOO file
000000000 0OBackupO OO OOOO filedOO00O0OODOOODOODODOO
backupO0 OO OO0 format : YYYYMMDD_HHMM. log.gz
20100 11020 19050000000 backupO OO O OO O 20101102 1950.1og.9z
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dhcp-server node

O OO command

nxrl30#configure terminal

Enter configuration commands, one per line.

End with CNTL/Z.

nxr130(config)#dhcp-server <1-64>
nxr130(dhcps-config)#

O network

ogoooooo
goooooo
0 No 0
oo oo

O lease-time
ogoooooo
goooooo
oo 0O oo
il No il

O gateway

goooooo
ogoooooo
oo o oo
0 No 0

O domain

goooooo
ogoooooo
oo o oo
0 No 0

O dns-server
goooood
goooooo

oo o oo
g g
g No O

DHCPO O OO DODODOODODODOOODODODODO

network A.B.C.D/M range <starting IP: E.F.G.H> <ending IP: 1.J.K.L>

no network A.B.C.D/M range <starting IP: E.F.G.H> <ending IP: I1.J.K.L>
001600000000 000000O000O0O0networkD 00000 OD0ODO0O

IPO 00000000 0O0O00O00OOODOO
lease-time <default:1-4294967295> <max:1-4294967295>
lease-time 21600 43200

no lease-time : Unset DHCP lease time

DRCPO OO OO0ODODDOODOODOODOOODOOIwOOODOoODOooDOn
gateway GATEWAY
no gateway

no gateway . Delete

DHCPO O OO DDODOOO0O0OO0ODDODODOO0OO0OOOoDoDOOO
domain DOMAIN
no domain

no domain - Unconfigure

DHCPO OO OOODOOOODODODNSOODOOOODODOOOODOD
dns-server <primary DNS: A.B.C.D>

dns-server <primary DNS: A.B.C.D> <secondary DNS: A.B.C.D>
no dns-server

20000000

no dns-server : Delete
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O netbios-server

goooogo
goooooo

oo o oo
oo oo
O No O

NetBIOSO O OO IPOOODOOOOOOOO

netbios <primary NetBIOS: A.B.C.D>

netbios <primary NetBIOS: A.B.C.D> <secondary NetBIOS: A.B.C.D>
no netbios-server

20000000

no netbios-server( (= Delete)

O netbios-scope-id

goooogo
goooooo
go 0O 0o
O No O

O sip-server
goooogoo
goooooad

oo 0O oo
g No U
oo oo

NetBIOSO O OO IDODOOCOOOOO
netbios-scope-id SCOPED-I1D

no netbios-scope-id

no netbios-scope-id

DHCP clientd O O SIP server0 00 OO0 ODOSIP server addressO0 0000000
sip-server A.B.C.D (]JA.B.C.D)

sip-server FQDN (]FQDN)

no sip-server

no sip-server

IPv4d addressO0 00 FDNO OO 200 0000000000000

O RFC2131 compatibility broadcast bit

gooooogo

ODHCP server I 0 OO RFC21310 000000000 OOOOOOOODOORFC21310 0 broadcast
bitd 1000 DHCP packet 0 0 0 00O 0O O MAC address [ broadcast(FF:FF:FF:FF:FF:FF)O O OO
Oooooooooooo

0000000000000 00OObroadcast bitd OO0 OO ODHCP packetd OO 0O O O unicast
frame(d O O destination IP addressO OO0 0000000 OO0ODOODO limited broadcast) O

googoogn

oooooooDOOdefault000000

gooooogo
oo 0O oo
g No U

rfc2131-compatibility broadcast-bit enable
rfc2131-compatibility broadcast-bit enable
no rfc2131-compatibility broadcast-bit enable
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dhcp-relay node

DHCPv4OI O O OO

DHCPvA DO OO OOOLANOOOOOOO00O0000000000DHCPOOOOOOPPPOOOOON
00000000000000000000000000000000000000000000000
000000000000000000000000

OoOooDoooooboOoobooboooobHecPOD O OO giaddrO DO OOOODHCPOOOODOOO
ooooboooogimivadDOODOoOOOoODOoOpHecPO D OO OgiaddrO D 0O OO0 OOODOODO
gbooboobobooboobobooboboobo

O OO0 command

nxrl30#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#dhcp-relay

nxr130(dhcpr-config)#

O address

ooooooo BOOTP Request 0 D 0O O ODDOODOOOOODHCPO DO OO IPODOODOOODOODODOO
ooooooad address A.B.C.D

oo 0O o0 no address

O No O no address A.B.C.D

ooooooo gopbHCPOODOODO40000000D0OO0DOODOO0O

O accept

goooooo

gpHCPO OO OODOOOODOUOOODODOOODOOOO0DOOOOD BOOTP Request DO OO OO
goooooooooopooooooooogag

ooooooo accept ethernet <0-2>

O No O no accept ethernet <0-2>

coooooo

000000000000 O00000D0 BOOTP Requestd OO OO DROPOO OO

OEthernet0 00000000 OOO0OOOOO0DOOOOOOO0O0DODO0OOOOO Ethernetd OO
odoooooooooooooooooo
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ipsec local policy node

O OO0 command
nxr130(config)#ipsec local policy <policy:1-255>
nxrl30(config-ipsec-local)#

O address
ooooooo IPsec tunnel DO OO IPODODOODOO
ooooooo address ip

address ipv6

O self-identity
gooooon goooimwooooooa

ooooooo self-identity fqdn FQDN (O : centurysys.co.jp)
self-identity user-fgdn USER@FQDN (O : user@centurysys.co.jp)
self-identity dn DN @doooooooooa)
self-identity key KEY-ID (KEY IDODOOODOOMM

oo 0O o0 no self-identity
O No 0 no self-identity
00 oo
OoNODOoOooooopooooooooooodg
C=JP,ST=Tokyo,O=century,0U=dev,CN=nxrl.centurysys.co. jp,E=admin@centurysys.co. jp

O x509 certificate

ooooooo X500 00000000d0o

ooooooo x509 certificate CERTIFICATE

O No O no x509 certificate : Unset X.509
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ipsec isakmp policy node

O OO0 command

nxrl130#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#ipsec isakmp policy <policy:1-65535>
nxr130(config-ipsec-isakmp)#

O description

ooooooo ISAKMP policyO 0O OOOOODOO
goooooo description DESCRIPTION

O No O no description

O authentication pre-share
oooooono pPSKOOOOOOOOO
goooooo authentication pre-share KEY

O authentication rsa-sig
ooooooo  RSADOOOODOOO
goooooo authentication rsa-sig
authentication rsa-sig KEY
od o0
OooooO0OversionOD0OO0OOO IKev20OOODOOOOOraw RSA keyO O OOOOOOOO
ipsec isakmp policy 1
version 2
authentication rsa-sig AAAAAAAAAAAAAAAAAA

O xauth

0ooobo0 xathOODODOOO

ooooooo xauth mode client USERID
xauth mode server

O No O no xauth

oo oo USERID [0 O ipsec xauth(global node 0 O0)O0 0000 username 0 000 O OO0
userid [0 password [0 O ipsec xauth(global noded0 O )OO OO OONO
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m authentication local/remote (IKEv2O0O)
o local
ooooooo IKEv2O0 OO Oooooooooooooooooo
ooooooo authentication local pre-share WORD
authentication local rsa-sig
authentication local eap-md5

o remote
ooooood IKev2O0 OO Ooo0ooooooooooooog
ooooooo authentication remote pre-share (JWORD)
authentication remote rsa-sig
authentication remote eap-md5
authentication remote eap-radius[]
O No O no authentication remote
0o oo
OIKev200 0000000000000 00D00DO000D0000bO00DO0DO0O0D0oDOoDOoO0Dn
oooodo
00O authentication local eap-md5
authentication remote rsa-sig
00O authentication local rsa-sig
authentication remote eap-md5
Opre-share0 000 1: 10100000
00O authentication remote pre-share WORD
authentication local pre-share WORD
00O authentication remote pre-share WORD
authentication local pre-share WORD
Opre-share0 000 2: 10000@OOOCOIWPOOOO)DOO
0 O O ipsec pre-share identity fgdn NXR1 password WORD1
ipsec pre-share identity fgdn NXR2 password WORD2
1
ipsec isakmp policy 1
authentication remote pre-share
authentication local pre-share WORD
remote address ip any
ooooooono
!
0 O lauthentication remote pre-share WORD
authentication local pre-share WORD1
0 O 2authentication remote pre-share WORD
authentication local pre-share WORD2
<gooooog»>
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m authentication local/remote (O 0O)
00 oo
Orsa-sigd 000 [X.5090 0 (00O )0 EAP-MD5( O ]
oo
ipsec x509 enable
ipsec x509 ca-certificate NXR_CA
ipsec x509 certificate NXR_CERT
ipsec x509 private-key PRIV_KEY key
ipsec x509 private-key PRIV_KEY password PASSPHRASE
ipsec x509 crl NXR_CRL
ipsec eap identity string MYID password PASSWORD
1
ipsec local policy 1
address ip
x509 certificate NXR_CERT
oooooooo
!
ipsec isakmp policy 1
version 2
authentication remote eap-md5
authentication local rsa-sig

gboobogoood
1

ood

ipsec x509 ca-certificate NXR_CA

ipsec eap identity string MYID password PASSWORD

1

ipsec isakmp policy 1

version 2

authentication remote rsa-sig

authentication local eap-md5

eap-identity MYID

remote identity dn

C=JP,ST=Tokyo,O=century,0U=dev,CN=nxrl.centurysys.co. jp,E=admin@centurysys.co. jp

ooooooDooo

!

<pOooooggd»>
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m authentication local/remote (O O)

ipsec eap identity string MYID password PASSWORD
!
ipsec isakmp policy 1
authentication local eap-md5
eap-identity MYID
oooooooo
!

od o0
Oeap-md50 000
od
od

ipsec eap identity string MYID password PASSWORD
1

ipsec isakmp policy 1

authentication remote eap-md5

goooboog
!

Oeap-radius0 000

g

g

ipsec eap radius A.B.C.D password SECRET
1
ipsec isakmp policy 1
authentication remote eap-radius
oooooooo
!
ipsec eap identity string MYID password PASSWORD
1
ipsec isakmp policy 1
authentication local eap-md5
eap-identity MYID
oooooooo
1
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O reauthentication (IKEv2O 0O)
gooooon

OIKEv2OOOrekeyOOOOOOO reauthO0 0 OO0 rekey0 D 0000000000 OOOOO
ooooooad reauthentication enable
oo 0O oo reauthentication enable
O No O no reauthentication enable
ooooooo
ODefault0 0 OreauthO OO OO Oreauthd OO IKE SADQ rekeyd 0 CHILD SAOD O OO ODOODODO
O0reanthOOOOOOOOOrekeyO OO OGOOO
00000000000 do0d0 reauth 000000000000 OODODOODOOSecurity Gateway

OxROOOOOOODOOOO)Y ODOOOODOUOODOOOODOOO rekeydOoooooo
oooogooo
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O keepalive
goooooo IPsec keepalive(DPD:RFC3706)0 000 00O
ooooboono keepalive periodic (Jclear]|hold]restart)
keepalive <interval:10-3600> <retry:0-60> periodic (Jclear|hold|restart)
oo 0O oo keepalive 30 3 periodic restart
O No O no keepalive
oooooild
OODPD O 0 SG(Security Gateway)[d] down D SGO O IP reachabilityd OO0 IKE SAOD OO OODOOO
OO00ODooOooppOOlIPsec SADODDOOOOOOODOOOOOOOO
OkeepaliveO OO D OOScOO IPsecO 00000 ODO0OODODODPDODOOODODODODOODO
Ono keepalive D0 0O OO ODPDOOODOODOOODOODOOODOOODOOSGOOODPDOOODOODN
oooooo
Okeepalive 10 3 periodicO0 00 0000010000000 400R-U-THEREODOOOOODODOO
O0OR-U-THERE-ACKO OO D OD 100000000000 DODOO0ODOODO0OD
ooooo?20d
goPoO 000000 OD0OOOIKE/IPsec SAODO IPsec policyD0O DO O0OOOODOOOODOOO
pPOOO0ODOOO0DOODDOON (clear, hold, restart) 000000
o clear
SAOOOpolicy0DODOOO0OODOODOOODOODOODO
o hold
SAODO0O0OO0Opolicy00 0000000 OOpolicyD00OO00O0OD00ODOOOODOO IKED
0000000000000 O0D0O00nipsec tunnel policy O [ negotiation-mode=responder [
00000ooooooIKEDODODoDoooooDoooo
o restart
SAODOOpolicyDOODOOOIKEODODOOOODOODODOOOODOOD ipsec tunnel policy
0 O negotiation-mode=responder 0 0 OO0 O OO0 OOOIKEDOODODODOOODOOODOO
ooooo3d
gppDOCOOODOO0O IKEOObackup policyODO OO0 OODOOOOObackup policyO OO OO0OOO
0000000 Obackup policyO 0000000000 ObackupdO00O00O0DOOOM
Obackup policy 00000000 OOOODOO backup policy O negotiation-mode [0 responder [0 O
ooooooooooooooooooon

O backup policy

goooooo IPsec isakmp (0 backup policyO0 OO0 OO0
0O0ooOood  backup policy <1-65535>

oo o oo no backup policy

O No O no backup policy

000000 Od  backup policyOOISAKMPO OO ODOODO

O hash

ooooood 0ooooooooooooooon
goooooo hash (md5]sha]sha256]sha384|sha512)
oo 0O oo hash sha
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O encryption

ooooooo oooooooooooooooo
ooooooo encryption (aesl28|des]3des)
oo o do encryption aesl128

O group

gooooono DHI Diffie-HelmanOd group0 0 00O OO0
ooooooo  group (1]12]15]114]15]116]17)

gg o od group 2

O lifetime
ooooooo
ISAKMP SAO O 0O0OCOOOHard timer)DO0O00O0O0OOO0ODOOCOOODOOOOSAOODOOOOOO
ooooooo lifetime <1081-86400>
oo o oo lifetime 10800 (=3 hours)

0 No O no lifetime (= lifetime 10800)
O rekey
ooooooo

[0 Rekey [0 soft timer 0 Omargin( increased-ratio0 000000000
OMarginO O lifetime0 00000000 rekey0 OO0 OO0ODO0ODOOOOOOOO
Oincreased-ratio0 O Omargin0 000000000 DOO%OOOODOOO
ooooooo rekey margin <30-360> (increased-ratio <0-100>])
oo o oo no rekey margin
ooooood
O000000000OSoft timer00000000000D0ODOODOODODOO0OO Soft timer0O00ODO
oood
minimum soft timer = lifetime - margin
maximum soft timer = lifetime - (margin + margin x increased-ratio/100)
Odefault O O Omargin O 270secO increased-ratiod 1000 0000 0O 00O lifetime O O 2700
540sec0 0000000 0ODOOODOODOODODOONOResponder 0 00 Osoft timer d Omargin/20 O
0000000000000 0i InitiatorD00 rekey0 0000000 ODODODO
Oincreased-ratio0 00 OO OO0 soft timer 00000000000 ODOODOOOOOODOOOO
0oooooboobooboooooooooooo

O isakmp-mode
00ooood PpPhase lO00000D0OCOOOO0OOOCOOOOOOOO
ooooooo isakmp-mode (main]aggressive)
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O version

oooooog IKEODOODOOO(KEVI/IKEV2) DO OO OO oo

oOooooog  version (1]12)

oo O oo version 1

Ood oo

OIPsec ISAKMP policyU 0O DODOOOOO0OOOOOCKEVIO IKEV2OODODDOOOOOOOOODOO
0)O

O remote address

ooooooo ooowprooooooooooo

ooboonoo remote address ip (A.B.C.D]any)
remote address ipv6 (X:X::X:X]any)

O remote identity
gooooon gooimwooooooad

oooooog remote identity fqdn FQDN (0 - centurysys.co-jp)
remote identity user-fqdn USER@FQDN (O : user@centurysys.co-jp)
remote identity dn DN dooooooooog)
remote identity key KEY-ID (KEY IDOOOOCOOMm

oo O oo no remote identity
O No O no remote identity
oQd od
Opeer identity 00O OOOIP/ZIPv6eO OO OO IDOOODOODOOOO
ONOOOUOOoOoooooooooooooon
C=JP,ST=Tokyo,O0=century,0U=dev,CN=nxrl.centurysys.co. jp,E=admin@centurysys.co. jp

O local policy

0000000 OO000000000000000000
ooboonoo local policy <1-255>
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O local policy (change action)
ooooooo
O IPsec isakmp O O OO O local policy O track OO (up/down)0 0 00 OactionO OO0 O OOO
0d
000000000000 0000100 IPsecO0000 main/backup0000000O000DODOODO
ooooooo
local policy <policy:1-255> netevent <trackid:1-255> change <local policy:1-255>
local policy <policy:1-255> netevent <trackid:2048-4095> change <local policy:1-255>
00 oo
OpsKODOODOODOOODOOODOODO local policyO IDOOOOO local policyd IDOOOO IDO
000000000000 0000000D0O0 change actionO O 0O 00O OO O O local policy 10
local policy 20 self-identityO 0O IDOOOOOOOO
1
ipsec isakmp policy 1
local policy 1 netevent 1 change 2
1
ipsec local policy 1
self-identity fqdn myidd —~0O 0O ID
!
ipsec local policy 2
self-identity fqdn myidd OO ID
!
OactionO0 O OO00O0O: track objectO 0 OO downO OO actionO OO0 OOOO
Oaction0 00000 : netevent0 0000000000000 OOO0OActionDO00OOOOOO
oo0oOoooooog

O eap-identity

ooooood EAPOODOOOOCOIDODOOOO0OO

ooooooo eap-identity (WORD]any)

O No O no eap-identity

00 oo 0 00O 00O authentication local/remote 0 00 000O00O0O

O netevent
ooooood O00000000IIKEDOO IPsecO00000D0ODODOOODOODOODOO
ooooooo netevent <trackid:1-255> (connect|disconnect]|reconnect)
netevent <trackid:2048-4095> (connect]disconnect]reconnect)
U No U no netevent
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ipsec tunnel policy node

O OO command

nxrl130#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#ipsec tunnel policy <policy:1-65535>
nxrl130(config-ipsec-tunnel)#

O description

ooooooo IPsec tunnel policyO O OO OOO0DOOO
ooooooo description DESCRIPTION

O No O no description DESCRIPTION

O set transform

ggooooo transformO0 000000

ooooood

set transform (esp-3des|esp-des|esp-aesl28|esp-aesl92|esp-aes256|esp-null)
(esp-shal-hmac|esp-md5-hmac|esp-sha256-hmac|esp-sha384-hmac|esp-sha512-hmac|)

oo o oo set transform esp-aesl28 esp-shal-hmac

0000000 HASHOOOODODOOOOODOOESPOOODOOODOODODOOD
0000000000000 Oreplayd 0 windowD OO OOOODOODOO
esp-null 00000000000 O0OOOOOOOOOOO

O set pfs
ooooooo  pSOCOOODOO
ooooooo set pfs (Jgroupl]group2|group5]|phasel]groupl4|groupl5|groupl6]groupl?)
oo o do set pfs phasel
OIKEviO OO OphaselO OO DH group0 00O O0ODO
OIKev2O0 O OOpPRSOO0DOOOOODOO@DOOOO)HO
O No O no set pfs (= PFSO0O)

O set anti-replay-check

ooooooo replay0 0 windowO OO OO /000000000
ooooooo set anti-replay-check

oo o do set anti-replay-check

O No O no set anti-replay-check

O set key-exchange

0000000 DODOISAKMP ODOODODODOOOD
0000000 set key-exchange isakmp <1-65535>
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O set key-exchange (change action)
ooooooo
O IPsec tunnel O OO OO isakmp policyd track O O (up/down)d OO0 Oactiond DO OO OO
000000000000 0000100 IPsecO0000 main/backup0000000O00O0DODOODO
ooooooo
set key-exchange isakmp <1-65535> netevent <trackid:1-255> change isakmp <1-65535>
set key-exchange isakmp <1-65535> netevent <trackid:2048-4095> change isakmp <1-65535>
00 oo
OactionO0 0 O0DO0O: track objectO 0 OO downO OO actionD OO OOOOO
OactionO0OOO0O0: netevent0 0 0000000000000 O0OOActionDO000O0OODOO
oopoooooood

O set sa lifetime
ooooooo
IPsec SAO D O0OOOO(Hard Timer) D OO OO OOOOOOOOO0ODOOOSADOOOOOOO
ooooooo set sa lifetime <1081-86400>
od 0O OO0 set sa lifetime 3600
O No O no set sa lifetime (= set as lifetime 3600)

O negotiation-mode
ooooooo IPsec policyD 0000000000 OOOOOOOO
ooooooo negotiation-mode (auto]on-demand]manual|responder)
auto IPsec service OO0 negotiation0 000 O00OOIKEv2000000000OO
TS(O000000000) OO0DOooDoDoooooDOoboOoDeosecOd OO
initiate0 0000000
manual IPsec serviced OO0 negotiationO D OO OO tunnelOOODOODOOODOO0O
Backup policyO O OO QOO QOOO
on-demand IPsec serviceO DO OO route0 00000 O0OOO
responder IPsec serviceO OO OOOOOmanual 000 O0000DOODOO responder 0000
0000000000000 @ekey00)0DOOOO Initiate00000000OO
oo
oo 0O oo negotiation-mode auto
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O clone
ooooogo

000 IPsec tunnel policyU OO policy 0 OO ipsec tunnel policyOD 0D OOODO0O

O00000Omain/backup000000000IPsecO000000O0O0OONO main/backupd 000
policy00 00000 O0O0OODOOODOOOOODOOOOOO

Oroute based IPsec ] 0 0100 tunnel interface 0 main/backup 00 0000000000000
OO0O0O0D000OO0main/backup0 0000 tunnelD 000000 staticO nat/filter OO0 OO DO
gooooooOooooooOoooooooobooooooDo

oooogooo
0 No O
ooooooo

O shutdown

goooooo
ooooooo
a No a

O match address
ooooOogo
ooooogo

gooogog

O set route

oooogooo
goooooo
O No O

O set priority
gooboogd
ooooooo
ugd 0O OO0
O No O

clone <1-65535>

no clone
O0O00DoOO0OdO0Dcopy000O0DO(@MUOODODDOOODOO)Y)YOOO
O tunnel number

Opriority

O description

O negotiation-mode

O shutdown

O key-exchange

IPsecO 00000000 DODODOOOODO
shutdown
no shutdown

IPsec tunnel OO0 OO0 IPsecd access-list0 000000
match address IPSEC-ACL-NAME

match address IPSEC-ACL-NAME nat-traversal

IPsec access-listd Oglobal nodeO0 O OO0 OO

Destination PrefixU OO OOOODOODODOOOOODODOO
set route
no set route (= Disable)

ooooooooooooooooooo
set priority <1-255>

set priority 1

no set priority (= 00O0)
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UPnP node

O 00 command

nxr130#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#upnp

nxr130(upnp-config)#

m UPnP

o service

ooooooo oooooooooog
ooooooo service enable

o external interface
oooooono wawOOooOOoooooooooooo
INTERFACE O ethernet, vlan, ppp OO0 OO0 O0OOO0O0O0ODO
oooooao external interface ethernet <0-2> (Jvid <1-4094>)
external interface ppp <0-4>

o external port-reserve

o0o00O0OO0OO0 OOwWANOOOOOoOOoOooOooooDoOoOOoOOOoOOOOOOO000O0DDoOoDooOOoOoOD
OO0o0ooOoOounPO00O0OO0OOOOOOODOOOODOOOODOOO
O000000ggTee/UDP D0 00000000 0OOODOODODO0OODO0O0O 64 O
gooo0o0oO0oooOooooo

0000000  external port-reserve <1-65535> (]|<1-65535>)

O00ONoO OO no external port-reserve <1-65535> (]<1-65535>)

o external well-known

Oooooog  well-known port(1-1023)0 0 UPnPO O OOOOCOODOOOO
ooooooon external well-known port enable

OO00ONeOODO  no external well-known port enable

o listen

0000000 LWWNOOODODOoOOoouPPOOOOOO listenOD0O IPOO0OOOOODOOOO
ooooooo listen ip A.B.C.D/M

gOoONoeO OO no listen ip A.B.C.D/M

oooooog 0Oo20000000

o timeout

oooooono UupnPOOOOODOOODOODOODOODOOOOOOOOO
O0O0O0OoO0Od  timeout <sec:60-21474836>

ooooooo no timeoutd (= timout 600)
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m QoS
0000000000000 000000 queuingDOD0OODODOODOOODOpacket coloringO 0000
00 egress interface0 00000000 OODOOOO
O00000DooO0U0OoOooOdOoOoesOoodoooogonooOfast-forwardingd 0 O0OOO0OOOO
coooooo

1. PFIFO(Packet FIFO)

00000000 default queuingD OO OPFIFO FASTOO DO DOOOOOIPOOODO ToSO OO OO
0000000000000 300queue0000000000000 queued00000000000
O0OOOOPFIFO FASTOOOOOOOD0OOOO00DOO0O0000OOn

2. TBF(Token Bucket Filtering)

Token Bucket FilteringOD OO OO OO0OOO0OODOshapingD 000000000 DOOODOODOO
bucket 00 tokenO0 D OO OO0 tokenOD OO OOOOOOOOOTokenOODOOODOOODOODOOODO
ooooo

Classless quevingD OO0 00000000 OOO0DOclassO000O00D0OOO0OODOOOOODOOOO
000000 classO0000 shapingD O OO DOOOOOHTBO PQO DO OO class full queuingd OO0 0O
O0O00oDoO0o00oDoObO0oo0oo0DOOnBOO shapingU OO ODOOODOO classO TBFOODOOOO
cPuOO0000D0OO0O000ODOOU0DO0OOCO0O0DOOOODOOOOUODONBOOODOOOODODOOOODOO

O0o0ooo0ooooooooooooboooDooDoooooooboooDooDoooooooDooon
O000Oshaping 000000000 OOOOFRCS OIFGOPADODODODOODODOODODOOD
O000000000Oshaping rate 0000000000 O0OEthernet0 000000 O0ODO0O
O000ODO0OOFCS OIFGHPA DODODODODOODODODOODOODOdrop DODOODODODODODODO
0000000000000 OEthernet0 0000000000000 OOshapingD 00000000
ifg(inter-frame-gap O 0 0 0O 00O 12byte O 0O O )O fes(4byte) [ pa(preamble:8byte) 0 0 0 O 00O O
O 0000oodoooooooooooooooooooDoooooooooooddrop OOODO
00000000000 0DefaultO0OIFGOPAORCS 00 O0DOO0ODODOOODOODODOODO interface
node [ ifg-pa-fcsO OO O OO ODOOM

3. SFQ (Stochastic Fair Queuing)
OoOooDoo0oDoO0o0O0quein0O0000OFIowOOOOODOOOODOOOODDO bucketd
00000000000 0OsSQUO 12700000 queued 00000 (active)D O OO bucketO O OO
queueJ DO OO OO0

Flow O O IP source/destination addressUprotocol DO O OO OOOODOOPvADOO)IODOOSK
queuveJ 000 12700000000 C0OOODOOO0240000000000000DOOOODO
oo
goooooogoooboooooboooooobooooooooooooo@oooo flwtoooO
O0000OoOO0o00DooOoOo)ooOODOinteractivelOOOOO0O0OOOOODOODOOOOODO
ooooooooogo
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4. PQ (Priority Queuing)

High/medium/normal/low 0 40 0 class 0 queue 0 O OO OO

High priorityd queue 0 00000 OO0 OO Omedium/normal/lowd queueD OO0 00O O0OOODOO
oooooooogo

ClassO0 O 40(@0O)OOclassOODOOO0OO trafficO0 0000000 DOODOOOOOODODO classO
default queuingO OO OPFIFOO OO

5. HTB
ClassO0OO000DOCOOO0O0ODOOO0ODOOOODOODOOOUODOOOODODOOUODOOOOO
oooooooogo
goddoooo0ooOoOoO0oUoooooU0OobOoO00OooOoUdU0OooOooOUbOoOooOoooboooOoUooDoo
oooooooogo

O class [0 default queuingd O PFIFOO O O O O O default class O default queuing 0 OSFQO O O

51ceil00O0OOOO

HTBOOOceilUODODODOOODOOODc classUOODOOOOOODOOOODOODOOOODODOOOOD
ODrated D00 rate0 0 000O0ODOOODOODOO
OOoOoboboOOclassOO0O0OOOOO0ODOOO@OOO)Y OODDOODODOODOODOOOODDOOO
oo

O000O0000Oclass priority0 0 0000O0quantumO000000DOOOOOOO0OOOprior-
ity0O0O0D0OOD0DO0O0000OclassO0000O00OO0O0ODOOODOOOOOquantum O OclassO O
000000 rate0 0000000 ODOODOO0O0OODOODODOODOOODOODOOOOOMM

quantum = (rate * 1000/8)/r2q

O rg00rate0 quantumO 0000000000 DOOOdefault0d10000
QuantumO OO OO O15000 600000 000 0OODOr2g0 10000 O rate O 120kbps 00 4.8Mbps 00 O O
O0000rate0 0000000000 0DO00ODO0ODO0OODOOTrated 120kbps 0 00O 120kbps 0 O
O0004.8wbpsO0 000 4.8MbpsO0 00000 O00OOOOODOODODOODO
O000O0OOclassO0O0rate0 000 r2qU000000O0O00OOOOOODOODOOO class ratel
0o0o0oooooooboobDoboooooobooogobooog
O00OclassO00 0 rated 40Mbps 0 O 0 0O 0 OO 0 40Mbps O quantum 0 0O 0 0O (60000) 0 00000
rq0 00000000000 0000000 rate0 000 OO0 minimum rate O

r2q = (40000*1000/8)/60000

min rate = 1500 * 8 /1000 * r2g = 1500 * 40000/60000 = 1000 kbps = 1.0 Mbps
oooooo

5200000000000
HBOODOOODOOODODOODODOODODDODODODODODOOo0DODO0o0o00oDoooooooooDOdOceceildO
O00000OceilO00OODceilO00DODOOODOODODODOOO

burst = bandwidth/HZ +1600

cburst = ceil/HZ + 1600

O NXR-1200 00O NXR-1250 00 0OHZO 2500 00000000 O0OOOC

O bandwidth/ceil D OO DO O0O0O0ODOO0O0OODOhit rate)J 0000000 (byte rate)D 00O O

ooooo
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5.3 class priority 0 0

HTBOOODOODO classO priority0 000000000 DOOOpriority0000 classOOO0O00O0O
00o00doooooooooooooovelPODODODOOODOODOODOOOODOOOO classO OO
OO0 priority00000000000OO

priority0 01070 000000000000000000O00O0O00OODOODOO400000000
OO0 Opriorityd leaf classO OO0 0O00O0OO0O class(parent class)00 0000 priorityd0 0000
oo

6. Packet Coloring

0000000000000 00D0O00MARKO(NXRODODODOODO)O ToSOODODOOODODOToSO
MARKOOOOOODOODODOODOODOODOPacket coloring0 000000 OO0QSOOODODOODOOODO
oono
0000000000000 MARKO ToSOODOODOOOroute-map 0000000 OO0 OO Packet
coloringd 0 000 O NATO packet filteringO OO OODOOODOOOODOOO Packet Traveling D O
oooooooo

7. 0classOODOOO0OOOOOODOODOODO

PQO HTBO O OO classfull O queuingO0 O OO0 O0O0OOOclassOO0000D0OOOOODOOONO
OOOOMARKOO ToSO(HTBO OH)ODODOODOOODOOOoDOOooooo
MARKOOONXROOOODOODOODOOODO Packet coloringD OO0 ODOO00O0OODOOOOODOODOO
PQOOclassO 0D OOOOOMARKOOODO1OO classODOOOOOOOODO1000000O
HTBO O classO O OO OOOOclass filterO OO O OOOCHass filterOOO OO OOmatchd OO
doodooooooooogoon

0000000000000 0010000b000b00dDclassO00000DOOOOOOODOOO
(route-map0 00000000 DOODOODOOOOO)DO
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O OO0 command

nxr130#

nxrl30#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#class policy NAME
nxrl130(class-policy-config)#

m class
oooooog  classodoooond
goooooo
o class+child class
class <2-254> bandwidth <1-1000000> (]Jceil <1-1000000>) queue policy NAME

o class+PQ
class <2-254> bandwidth <1-1000000> (]priority <0-7>) (]ceil <1-1000000>)
queue priority-group <1-32>

o class+fifo
class <2-254> bandwidth <1-1000000> (]priority <0-7>) (]ceil <1-1000000>)
queue fifo (Jlimit <1-16384>)

o class+sfq
class <2-254> bandwidth <1-1000000> (|priority <0-7>) (Jceil <1-1000000>) queue fair-queue

o class+thf
class <2-254> bandwidth <1-1000000> (]priority <0-7>) (Jceil <1-1000000>)
queue shape <RATE:1-1000000> <BUFFER:1-1000000> <LIMIT:1-1000000>

o class+default queue (default queue : fifo)
class <2-254> bandwidth <1-1000000> (]priority <0-7>) (]ceil <1-1000000>)

o classO 0O
no class <2-254>
no class default

o class default (policyO0 O QOO QO)
class default bandwidth <1-1000000> (]priority <0-7>) (]ceil <1-1000000>)
queue (priority-group|shape|fifo|fair-queue)

o default queue (default queue: sfq)
class default bandwidth <1-1000000> (]priority <0-7>) (]ceil <1-1000000>)

goooogon bandwidthO OO ceil DO OO0 O0O0OOkbpsO OO
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O OO command
nxri130#

QoS (class-filter) node

nxrl30#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#class filter <2-254>
nxrl30(class-filter-config)#

m match
goooood
ooooOooo

goooooo
U No U

Mark OO ToSOOOOODOOO

match ip mark <1-4095>

match ip tos <0-255>
O00OmatchODOOOODOODOOOOordOO0OO0ODOO
no match ip mark <1-4095>

no match ip tos <0-255>
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CRP client node

gobooooboooooao
gboobgoobobooboobgobooewsboobgoooobooobooboooo

m CMSONXROODOOOOOOOOOOOO
geMsOoOOoOooOO0OoO00 netconf(RFC474D0 0000 netconfO0 00 OO0 OODOOODO OO DO SSH
O netconf over SSH:RFC474200 000000

OSSHO OO netconfOOCMSO D OODOODOOODOODODOOOONRODOOOOCMSODOODOOO
goooooogoo

m CMSO NXRO O SSHO O

OCMS—>NXRO O SSHO OO RSAD OO UOODOOOOOODODO netconfOOOOOCMSO RSAODO DO DO
NXROODDOODOOoOoOOooDoSsHoOOoooooooooorRsSAO DD OOOoDsbogooonboong
ooooooooooooOoooossHoboogoDoOdOview nodel DO0O0O0D0OOOOODO
OeconfigDOOODOOOODOODORADODOODOOD flashDOOODOODO

gewst o NxROO sSHOOOOoOoOooOoooooobooooobbooogoobobooooboooo
goooboogoog

CRP
CRROOOO0DOOODOODODOOCM)DDODOODODOODODODOODOCOOWDODODOOODOOODOO
obooooooooooboocrRrOuwPOOOOODOODOOOOODOD 1625000000
goooo

m JOO0O0O00ooo
gCRrOdOOOOOOOOODODOOOOODObOOODOODOOn

m 000000
ooboobobooobooboobobooboooboooobooobooboboboboobo
goooooooooOocerPOOOOOOOCNSOOO)Y OOOODOOODOOODODODOODODOO
oo
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O 00O command

nxrl30#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxrl30(config)#crp client <1-2>

o server address

ooooooo CRROOOCOCMSO O OO IPOODOODOODOODO
oooooog server address (A.B.C.D|X:X::X:X]FQDN)

O No O no server address

o server port

oo0oDooogo  crPODOOCMSOODOOODODODOOODOODODOOO
ooooooo server port <udp:1024-65535>

ooooooog server port 10625

O No O no server port

o username
Oo0Oooooo CRPOOOOODOOOOIDOODOOOODOOOODO
ooooooo username WORD password (hidden|) WORD

U No U no username

o keepalive

oo0oooogo  cRPOODODOODOOOODODOODO

ooooooo keepalive (]<300-28800sec>)

000000 O no keepalive

O No 0 no keepalive

ooooooo
OCRPOODOOOOODODODOODOODOODOODODODOOODOODODOOODODODOOD
O keepalivell O 1] keepalive 36000 0 O OO OO

O000Ono keepaliveDO OO OO OCRPOODODOODOODODOOODOODOIPOODODODODODODODOO
00000 up/downOCPE IDO OO CUSTOMER IDO O D0 ODOO00ODOODOOO0ODOODOOODOODODOO
gOo0ocCRPODODOODODODOO
O00O0OONTOOODODOOO0ODOO0DOO0DOO00DO00O0000O0DOD0o0o0ooon
O000000DOOoOomwroooooooDOoONATODOD0O0ODDOD0OD0O00o0DODDO0oDODOoO0O0oOO00n
000000000000 0oooDooooooooDOooDOdn dkeepalive 36000000000
oooooog
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route-map node

Route-map

OO0 packetO route 00 0000000000000 O00DOO0OOOOOOaction0O0O00OD0DOOO

oooooooo

OPacket O coloringU route 0 00000000 ODOOODOODOPacket coloringD OO O traffic
markO(NXROOOOCOOO)D TosOOOOOOO@esOmrkOOOODOOOOODOOO)YDOO
O00dO0QesOdOOoOoOooooogoon

ORoute-map U 0O ODOOOOOODODOODODO route-mp 0o oooonononnO

OO000O0O0 route-map0 0000000000000 DODOO0OOOOOOOODOOODOOOOOO
matchOOOO0OOOactionODOOO00ODO0O

0100 route-map0 00 00O matchDOODOO0OO0O0O000O0O0OmatchOOODOOOOODOOOO
O000D00O000DOCO00O0O00OONROOD1IDOmtchDOODOOOOODODOOOODOOOOODO
ooood

O OO0 command

nxr130#

nxrl30#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxrl30(config)#route-map NAME (permit]deny) <1-65535>
nxr130(config-route-map)#

<gpooooog >
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m match
goooogo

gooboooboboooo

o QSOOO@MO)OOO matchd O

goooooo

gooogog

Qs OO (@MO)OOOmtchODODODOOOODOODO
IP address(class access-list)(] tos 0 O mark O (1Pv4)
match ip tos <0-255>

match ip mark <1-4095>

match ip address ACL

o QoSOODO(0D)I 00 matchO O

gboooooo

goobogog

gbooobogoo

BcPAD OO (IO)DDOUOmatchOODOUOOOOODOOO

ip address(ip route access-list ] )0 nexthop address(] med[d as-path[d origin
match ip address ACL

match ip next-hop ACL-NAME

match metric <0-4294967295>

match as-path ACL-NAME

match origin (egp|igp]incomplete)

O0D0O0o0DoD0oo0ooooooono

no match ip [address|tos|mark|netx-hop (JWORD)]
no match as-path (JWORD)

no match metric (]<0-4294967295>)

no match origin (Jegp|igp]incomplete)

ToSO MarkD OO OODOOOOODOOOODOOO
mtchOOOODOOOO0O0OOset00O0O0O0OOOO
denyOmatchO OO O0OOset0D 00000 OOOO
OO00000000o00O0d0mtchOOOO0OO0OOO0O00O0O0O
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m set
oooooon QoSOBePAD D OO ODDOUODOODOODO

o QSOOI ((@OH)Yooooo

ooooooo QesO o @ODHyooooooooooooooo
tosO Omark O (IPv4 0 0O)

gooooon set tos <0-255>
set mark <1-4095>

oBPAOODO(DO)YDDOOO
ooooooo
OBGPAO O routemap0 0000 O00O0DOODO0 attribute 00000000 O0DOOODO
aggregator Century[] as-path(] atomic-aggregatel] nexthop[d local-preferencel] medd origin
ooooood set aggregator as <1-65535>
set as-path prepend <1-65535>
set atomic-aggregate
set ip next-hop A.B.C.D
set local-preference <0-4294967295>
set metric <0-4294967295>
set origin (egp|igp|incomplete)

gooogooo ToSO MarkDOOOOOOOOODOOODOOO
gooobobobooobobooobobobooobon

m class access-listO 00O ip route access-list

class access-list ip route access-list0 00000 route-mapd matchO O 0O O O match ip
address0 0 0000000000000 ODOODOOOOOI p route access-listd BGP O distribute-
listOOOOD0O0O0OO00000O00ooogoooon

class access-list0 ip route access-list0 00000000000 DOODOOOOOOODOODOO
global node O class access-list0 00 ip route access-list0 000000000

o class access-list
OToSOOMARKOODODOOO setO DO OOOO0OOOOOODOO

o ip route access-list

OO OO0 OIDOODOsetDODO0OODOOOODODOO
O BGPUO distribute-list0 0000000 OO0O0O0DOOOOODO
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O 310 Web Authentication node

Web Authentication node

WebO DO OO

Web O OO packet filterOD OO0 OOO0ODOOO USERDO IPv4 address [0 source/destination0 0 0O
0000000000000 0OWODOOd packetD OO OOUSERO OO0 O forward(in/out)
filter0OOOOOOO0O0OOWbOOOOOOOODODOOODODOODOODOODOO clientOO0O256000

o [O0O command

nxrl20#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr120(config)#web-authenticate

nxrl120(config-webauth)#

s JOO0

O00000000000OHTTP BasicO OO OO

o authenticate basic

OO00o0oog WebOOOBasicOOOODOOOOODODOOOOOOO
oooooog authenticate basic (|redirect)

a No 0 no authenticate
ooooooo no authenticate
ooopoogog

Oredirect0000000CWebhOOOO UWRLOOODDODODODOOODODOO0OOO URLOO redi-
rect-url0 000000000 O0O0O0O
OwebOODODODOODOODOOXTTPOOOODOODODODOOOglobal node O O http-server
enable0 0000 0O

m OO0 URL

BasicO OO URLO O http://0 000 IP address/login.cgil 00O O0OOOOLANO IPODOODO
192.168.0.254 0 00 O O http://192.168.0.254/login.cgi OO0 OO0 OO 00O 0OWeb OO OO OO OODOO
ooooo

m 0000

O00bOoobOoboOoOousERObOObD wLODOOobOoOoDbOooOo0oDbOo0oooDboOoDOoO0ODdtepsod
O0O00oDoOOoO0OooopoouseRO0D0OOO0O0DOOOoUOODoOOoDOOOOwWwhODDOOOOD O DDefault
oooboooboboon

o monitor

ooooooo monitor port 80 (]redirect)
O No 0  no monitor port
gooooog no monitor port
ooooooo

authenticate basic + monitor port 80
OOoOoOoPCOOOOWhOOODOOOOOOWLODOOODOODOODODOOOOO
authenticate basic + monitor port 80 redirect
OO0OOPCOOOOWhODODDOODODOOOWhOODOO redirect-urlD 0000000
no authenticate + monitor port 80 redirect
OO0OOoPCOOOOWhOODDOODODOOOWhOOOOO redirect-url0 0000000
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Web Authentication node

m URLOO
WebOOODDOODOWLODODOOODODOODOODOWODODODODODODODODODODOODOODOOOD
oooodoowLODoooDoooooooooooooooooooooo

o redirect-url

ooooood Oo0oowLOooooood

ooooooo redirect-url RedirectURL (cf. http://www.centurysys.co.jp)

O No O no redirect-url

m 000000
WebOOODOUSEROOODOOOOODOODO30000DOO0O0O0DOOOOOO

o close idle-timeout

ooooooo O00O0O0OUSEROOOO0DODODO0OO0oO0ooDooooooooooooooa
Timeout [ 60-25920000 0 0000 0O00OO0DOODOOOOOODOODO
Default 18000 00O

ooooooo close idle-timeout <60-2592000>

O No O no close

ooooooon close idle-timeout 1800

o close session-timeout

ooooooo dodobododobdoDooodbOooooDOooDoooDoOoogon
dooooooooooooooooooooooooboooooooooon
Timeoutd 60-25920000 0 000 00000D0ODOOOOOODOO
Default 18000 0 0O O

ooooooaod close session-timeout <60-2592000>

O No O no close

ooooooo close idle-timeout 1800

o close browser-close

ooooooo do0o0ooOdwehO0ODOOO0ODODODOOOOODOOODOOODOODOOOWeOOOO
HIMLO ODOOOODOOoODOeoOdOO refreshOdCOOdoO
refreshD 0 0000000OOOOOO

ooooooaod close browser-close

O No O no close

ooooooo close idle-timeout 1800
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m 0000000

BasicO DO OOODO usernamel passwordD 0 000000 /000000 @LOOOOO)OOOOO
RADIUS serverJ 000000000 ODOOOD@ADIUSOO)H)ODOOODOOOOORADIUSOOODOODO
odoodoooooooooooooooog

ooooooo account authenticate (local|radius|radius-and-local)

O No O no account authenticate

0000000  account authenticate local

m 000000

00000000 usernamedpassword0 00 64000 000000000O00O0O0O
ooooooo account username USERNAME password (|hidden) PASSWORD

U No | no account username USERNAME

m RADUISO O
RADIUSO OO PAPOOOODOCOOOODOOORADIUS serverJ 0000000 tImeoutd 500000 3
gooooobgooo

o RADUISOODOOO
Account 0 0 0O O O RADIUS server [0 IP addressOUDP port D OO0 OO (secret)l 00 O0O0O0OONO
OO0O0OUDP portd 00 defaultD 1645000000 ORADIUS serverd 2000000000000
oono
oooodood

radius A.B.C.D password (Jhidden) PASSWORD (Jauth-port <1645]1812]<1024-65535>)

radius A.B.C.D auth-port (1645]1812]<1024-65535>)
O No 0  no radius A.B.C.D (oooooog)

no radius A.B.C.D auth-port (auth-port0 000 0O00OO0OO00O)

ooooooon radius A.B.C.D auth-port 1645

o Attributed O
RADIUS serverJ 0000 Attribute D 000000 Attribute D 000000000 DOODOODOODO
oono
ooooooo radius attribute nas-ip-address A.B.C.D

NAS-IP-Address: OO O OOOOIP O0ODOOOOOOOO

radius attribute nas-identifier WORD

NAS-Identifier: 00O 000 O0DOOO0OOOODOODOODOOODOODOODOO
O No O no radius attribute (nas-ip-address|nas-identifier)
ooooood RADINSODODOOODODODOODOOD Attribute0 00000 OD0OODOOOO

262



O 310 Web Authentication node

Web Authentication node

o Idle timeoutO OO OO Attributed O 0O
0000000 idle timeoutO OO OO0 OO OO DO ORADIUS server 00000 Attribute 0 00O
timeout0 000 OO0OOOOOODO
ooooooo radius idle-timeout attribute
(ascend-idle-limit]ascend-idle-limit-vsa]idle-limit)
ascend-idle-limit Ascend-Idle-Limit(Attribute Type=244)
ascend-idle-limit-vsa Ascend-ldle-Limit(Attribute Type=244[VSA Type=260 Vendor-1D=529)
idle-limit Idle-Timeout (Attribute Type=28)
O No O no radius idle-timeout attribute

o Session timeoutD 00O 00O Attribute 0 00O
0000000 session timeoutd O OO OOOOOODORADIUS server 00000 Attribute 0O O
timeout0 0D 0000000 O0DO0OODO Attribute000D0O00O0DODOODO
ooooooo radius session-timeout attribute
(ascend-maximum-time|ascend-maximum-time-vsa]session-timeout)
session-timeout Session-Timeout (Attribute Type=27)
ascend-maximum-time Ascend-Maximum-Time(Attribute Type=194)
ascend-maximum-time-vsa
Ascend-Maximum-Time(Attribute Type=19401VSA Type=26] Vendor-1D=529)
O No O no radius session-timeout attribute

o OO0 radiusOOOOOOO
O00OradiusO00000O0O00O00O0O0OO0OOODOOO
ooooooao no radius

® MACOODOODOOO
WebOOODOOODODOODDODOODODODOOODOODOODOODOOOmac access-listd0000
MACOODODODOPCODODOODODODOODODOODODODODOODODOODOOODODO
ooooooo mac access-list (permit]deny) HH:HH:HH:HH:HH:HH (] IFNAME)

O No O no mac access-list (permit]deny) HH:HH:HH:HH:HH:HH

m WebOOOOOO

WebOOODOUOOODODOOODOODOOOO hostO networkO interfaceJ 000 WebhOOOOOOOO
0000000 OwhOOODODODOOOoOoOooooooOagoDglobal nodel ip web-auth access-list0
OoOooDooOgOwehODDOOOO0DODO interfaceD0O0OINOUTOODOOOOOOOODOOOOO
OO0O0O0OD0OOinterface0 0 0000OOOODO interface/tunnel/ppp node O ip webauth-filter 0 O O
coooooo
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O 320 WarpLink node

WarpLink node

WarpLinkOOOOOOODO

WarpLinkOOOOODOOUOOODOOOOOOOOODOODOOWarpLink ManagerOOOOONXROODO
gooobooogn

o OO command

nxrl20#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxrl20(config)#warplink

nxr120(config-warplink)#

m JO0O000OO0

oJ0DDOOODOODOOOINODODODOOOOOOO

WarpLink Manager 0 0 0 OO0 OO0 OO0 O IDODOO0O0O0O0OOOOOOOODOOOOOOOOOOOO0O
oooooo

ooooooo account username USERNAME password (]|hidden) PASSWORD

O No O no account username (JUSERNAME)

o0O0ODOODOODNSOOO/0D0O0OO

O0DOOOOONKROWAND IPODO0O0D0DODOOODOOODOO0ODOODOODOODOOOODOOSO
ooooo

goooooad service enable

O No O no service

ocdD0IDO0O0DOODOOOOODO

NXRO CPUODOODOODOODODODOOO0ODOO0ODODODODOO0DOOoODoOoOooaoDoNSODoOog
Jooddo0oDoooo0oooDooo0ooooooos000ooooooooo3oooon
odoooooo3nuoonoo3nooooooan

0000000020000 00000000Ethernetd VLANO PPPO TunnelOWIiMAXO OO OO OO OO
0000000200000 00000000000000000D00000DO000

ooooooo send-statistics interface INTERFACE

ad No 0  no send-statistics interface (]INTERFACE)

oOsyslogO O OOOOO /00000

NXRO syslogD 0000000000000 0DOOODNSODOOOODOOOOOOOoOOoOo
000000Doo0oooos000d00dsyslog0 000000000 OOONO 100KbyteO OO OO
ooo

ooooooo send-syslog enable

O No O no send-syslog
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WarpLink node

m 000000
odWarpLinkDOOOOOOOOO
WarpLinkDOOOOOOOOOOODOOOODOOO
ooooooo restart warplink
goooood view node0 000000

oDconfig O OODO

NXRO configD OO0 O OO0O0OOOOO0ODOOODOOOOOODNSOOO/0000000DCOOOOO
ooooooo

ooooooo restart warplink send-config

goooood view nodeJ 000000

o OWarpLink ManagerOD OO OO OODOO

WarpLink Manager0O 0 OO0 O0O00O0D0OOOO

oooogooo show warplink

O0oOoooo  wviewnodeOODODOOOO
0o0ooopoooOdoooooooooooooooo

00 ooood 00
Successed WarpLink Manager0 0 O OO QOO
Failed login ooooooooooo

0000000000 0OWarpLink Manager
ooooooooo

0000000000 0OWarpLink Manager
ooooooooo

Failed registraion |WarpLinkManager0 OO OO0 O0OOOOO

Starting

service
Stopping

Status error WarpLink Manager0 0O OO0 O0O0OO
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O 330 Extended track IP reachability node

Netevent O O O O (ip reachability)

Netevent O O 0O O (ip reachability)

Netevent 10000 000000000000 00 trackODOOOOOODO option0 00000000
OO0OONetevent 000 D000 track DD D000 0O000O000F NeteventD DOOODOOO00DO
0o

O 00 command

nxri25#

nxrl25#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxrl25(config)#track <2048-4095> ip reachability
nxrl125(config-ext-track-ipr)#

m destination
ooooood ip reachability 0000 pingD 00O IPOODOODOOOFRONOOCODODOO
goooooo destination (A.B.C.D]JFQDN)

B source
o interface
ooooooo ip reachability0 000 ping0D O 00000000 OOOODOODOODOOOOO
goooooo source interface ethernet <0-2>
source interface tunnel <0-255>
source interface ppp <0-4>
source interface wimax <0-0>
0 No 0 no source

o 1ip

Ooo0ooooo ip reachability0 000 ping0 0000000000 OODOOODOOODOO
0ooooogd  source ip AB.C.D

O No 0 no source

m payload-length
ooooooo
Oip reachabilityO OO0 ping0D 00O size(icmp header D000 O)0O00ODOOOOODOODO
goooooo payload-length <56-1500>
oooooon payload-length 56
O No O no payload-length
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Netevent O O O O (ip reachability)

m transmit

o interval

coooooo ip reachabilityOD OO0 ping0 00 0O000DOOOOODOOOOODO

onoooooo transmit interval <10-32767> (|variable)

coooooo

OvariableDO00O0OOOOping N6OOOO pingDOO00O0OCOO0O0OODOOOODODOOODefault
oobooooo

o retries

ooooooo ip reachability0 000 pingO retry0 00000000 O0OOOO0O
ooooooo transmit retries <0-255>

O No O no transmit retries

m recovery

o count

ooooood 00000000000 ping K OOOODOODODOOOOODOODO
goooood recovery count <1-255>

gooooog recovry count 1

0 No 0 no recovery count
o delay
ooooooo

Oip reachability 00000000000 Cventup OOODOOOO)OODODOO up OO actiond
O0O00D0OC0COdelay OOOOOOOOODOOO
ooooooo recovery delay <10-3600>
O No O no recovery delay
coooooo
ODelay timer DO OD0OOOOOOOtrackd down state OO0 OO0 OO0OO0O0O ip reachability
check OOOODOOOOO
ODelay timer 0 OO0 event down retry0 000000 O Odelay timer O cancel 000 OO
ODelay timer O timeoutO OO Oevent upd actionO0 000000 DOOOOODOdelay timer 0O O
00000 ip reachability fail count 00 OO0 O OO OOactiond 00000 reachability
checkDOOOODOO
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Netevent O O O O (ip reachability)

m set

o df-bit

goooooo ip reachabilityO 000 ping0 O OO0ODF bitOOO0OOOOOODODOOO
ooooooo set df-bit

ogogooooo set df-bit

a No O no set df-bit

o ttl
ooooooo
Oip reachabilityO OO0 pingD 00 OO TILOOOODO O ODefaultd O systemd TTLO (64)0
setJO 00
OO0O0oOoOogd  set ttl <1-255>
oOooooogOd  set ttl 64
O No O no set ttl

B rtt

o threshold

ooooooo
Oping request 0000 0000reply0 0000000000 (Round trip time)J OO OOOO0O
O0Oreply0 000000000000 OO0OO0O T replyD 00000 T rttdelayD0ooooonad
O0rtt statusO downO OO0 OO0 0ODPefault OO ORTTOOODODOOODOOO

o normal-count
ooooooo RTT status up0 O 000000 rtt OOODOOOODefaultO 030000

o delay-count
OOoO0ooO0O0O0d RITstatus downOD O OOOO0O0OCOO0OOOCOOODefaultDO30000

ooooooo rtt threshold <1-5000>
rtt threshold <1-5000> normal-count <1-255> delay-count <1-255>
U No U no rtt

® netevent

o threshold

goooooon monitor-logC OO loggingD D OO O DOOODOO