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configure terminal D0 000 OO0 O0O0O0DOOO0OODOOOOOODOOODOO

000000 (CONFIGURATIONO O O)
0000000000000000000000000000000000000
00000000000000000000000000000000000000000000000
0ooooo

000000000000000000Xconfig#000000000
exit00O0O00O000O00mMCtri0+0c0000000000000000000000000
00000000000000000000000000000000000000

Li0opooopoooos
nxrg240#exit

Century Systems NXR-G240 Series
nxrg240 login:

«<g00o0OoOoooooooos

nxrg240#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxrg240(config)#

<000000000O000o0o0 >
nxrg240(config)#exit
nxrg240#

<go0ooooas>

PC 2—374)LV 7 FEE

login:
K Password: logout/exit

A—H—F—F T[RRI H#
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<r-:>0UO000000000O0O0OO0ObOO0OO0bOo0bOobObOobDoOobOooDbOobDo

O<O000O00D0O0O0O0?20000000000 >
0 nxrg240#show ?

O arp Address Resolution Protocol (ARP)

O bgp BGP information

O bridge Bridge information

0 class Show class access-list status

0 clock System Clock

0 config Configurations

g crp Century Registration Protocol (CRP) informations
] --More--

O<0000?220000000000 >
U nxrg240#?
[0 Exec commands:

Oclear Reset functions
O clock Adjusting System Clock
O configure  Enter configuration mode
(] connect Attempt connect Functions
U copy Import or Export files
O debug Debugging functions (see also "undebug®)
O delete Delete files
U] --More--
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Oinclude 000000000 O0O00O0O0OOOOOO

Oexclule 00000000000 0O0O0OOOOOO
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snmp mode
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dhcp-server mode
dhcp-relay mode

ipsec local policy mode
ipsec isakmp policy mode
ipsec tunnel policy mode
UPnP mode

QoS (class-policy mode)
QoS (class-filter mode)
crp client mode
route-map mode

Web Authenticate mode
WarpLink mode

Extended track IP reachability mode
Extended track IPv6 reachability mode

Monitor-log mode

mail server mode
interface bridge mode
DDNS mode

access-server profile mode

interface virtual-template mode

ngn-sip client mode
ngn-sip server mode
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OO00O0OCLI O000O0O00O$WZVEG-cOciOOMGUI OODOODOO0OOQDEZ/GeQNFID O OO0 OO0
gooobogoo

O ooo

O nxrgl00#configure terminal

O Enter configuration commands, one per line. End with CNTL/Z.
O nxrgl00(config)#password $VMZVE6-cOci

O nxrg100(config)#gui password QDEZ/GCQjNFJ

O nxrgl00(config)#exit

O nxrgl00#save config

O oooooo

Oglobal mode OO ODOOODO

O O configure terminal

OCLl DOODOoOoooooooooooon
0 O password $VMZVE6-cOci

OGUI OO0D0O0OoOoooooooooon
O O gui password QDEZ/GCQjNFJ

Oglobal mode OO exit OOODO

O Oexit

oooooooogoo

0 O save config
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WAN OODOOO0OO0OODOoooooobOowaNn Dogoooooshioooooooobooooooon
gbooobooobooboobooon
UODOOWAN OODOODOODEMHER 1 DODOODOOO0

o ood

O nxrgl00#configure terminal

O Enter configuration commands, one per line. End with CNTL/Z.
O nxrgl00(config)#interface ethernet 1

O nxrgl00(config-if)#ip spi-filter

O nxrgl00(config-if)#exit

O nxrgl00(config)#exit

O nxrgl00#save config

O o0o0oooa

Oglobal mode OO OO DOOO

O O configure terminal
000000O0oo0oooboooboooog
O O interface ethernet 1

OSPI DO0D0OD0O0ODO0O0O0OODOO

OO0 ip spi-filter

Ointerface mode 00O exit 0O OO
O D0exit

Oglobal mode OO exit OOOO

O D0exit

oo0ooooooog

0O O save config
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O 40 view(exec) mode

view(exec) mode

m show

o show config

ooooooo running-config(QOOOOODOODOO)OOODOOOO
goooood  show config (Jxml)

o show config interface
o0o00000 OO00000O0000000000000
OO0o0O0Ooogd  show config interface ethernet <0-3> (Jvid <1-4094>)
show config interface ppp <0-4>
show config interface tunnel (]J0-511)
show config interface loopback (]0-9)
show config interface bridge <0-4095>
show config interface tap <0-127> (|vid <1-4094>)

o show config file
coooooo oo0oooOoOoO0oooOoOoU0oDoOoOoboooboooooDoooo
ooooooo show config file FILENAME xml (xml]cmd)
ooooooo OxmlOODOOOOOOO
O show config file diskO:nxr.xml xml
Oshow configD O OO OO0OOO
O show config file diskO:nxr.xml cmd

o show startup-config

OOOoOoooo  startup-config(flash OO OO DOOUOOODOOO)ODOOOOOO
ooooooo show startup-config xml

OOOoOoooo  startup-config OO OOXMLOOOODOOOOODOO

o show config section
0000000 OOoO0ooooOOOO0OO0oOo0oOoOoO0oO00d
gooooogd  show config
(crp]dhcp-relay]dhcp-server|dns|ntp|qos|route-map
|router rip|router ospf|router bgp|snmp|syslog|upnp)
show config ssl
show config ssl tunnel (]<0-2>)
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o show config ipsec
goooooo IPsecO0000000OOOOOOPolicy ID/Tunnel IDOOCOOOOOODOOOD
O00Policy/TunnelC 000000000000 DOOOOODOOO
OO0o0oogd  show config ipsec (]isakmp policy <1-65535>)
show config ipsec (]local policy <1-255>)
show config ipsec (]tunnel <1-65535>)

o show config 12tpv3
0000000 L300 0000000000Group ID/Tunnel ID/Xconnect IDO OO OOOOO
0000000 Group/Tunnel/Xconnect DO O OO0 O0D0OO00O0OODOOOOODOODOO
goooooo show config 12tpv3 (]group <1-4095>)
show config 12tpv3 (]tunnel <0-4095>)
show config 12tpv3 (]xconnect <1-4294967295>)

O show config ipv6 dhcp-client

ooooooo ipv6 dhcp-client0 00 OO00O0OOOO

ooooooo show config ipv6 dhcp-client (JWORD)

ooooooo ipv6 dhcp-client WORDO O OO OOwoRDD O OO OOOO
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O show ip route
goooooo 0000000000000 o0ooo
ooooooo show ip route (]bgp]connected|ospf|rip]|static)
show ip route database (]bgp|connected]ospf|rip|static)

O show ipv6 route
ooooooo IPv60000000000000O0DO0OO
0ooooogd  show ipvé route (Jconnected|static)

show ipv6 route cache

show ipv6 route database (]connected|static)

O show ip protocols
0000000000000 000000000ooooooooOoo
OO0 ODODoOgO show ip protocols (Jospf|rip)

O show ip access-list
oooooogoiiO000ooooooooog
O00000000show ip access-list [IPv4- ACL-NAME]

O show ip access-list

ooooooo IPVAO 0 0000000000000

ooooooo

ip access-list IPv4-ACL-NAME (permit]deny)
src_ip(A.B.C.D|A.B.C.D/M]any|FQDN) dst_ip(A.B.C.D]JA.B.C.D/M]any]FQDN)

ip access-list IPv4-ACL-NAME (permit]deny)
src_ip(A.B.C.D]A.B.C.D/M]any|FQDN) dst_ip(A.B.C.D]JA.B.C.D/M]any|FQDN) <protocol:0-255>

ip access-list IPv4-ACL-NAME (permit]deny)
src_ip(A.B.C.D|A.B.C.D/M]any|FQDN) dst_ip(A.B.C.D]JA.B.C.D/M]any]FQDN)
(icmp|<icmp_type:0-255>)

ip access-list IPv4-ACL-NAME (permit]deny)
src_ip(A.B.C.D|A.B.C.D/M]any|FQDN) dst_ip(A.B.C.D]JA.B.C.D/M]any]FQDN)
(tcpludp)
(tcpjudp) (<sport:1-65535>]any|range <min:1-65535> <max:1-65535>)
(<dport:1-65535>]any|range <min:1-65535> <max:1-65535>)

ip access-list IPv4-ACL-NAME (permit]deny)
src_ip(A.B.C.DJA.B.C.D/M]any|FQDN) dst_ip(A.B.C.D]JA.B.C.D/M]any]FQDN)
tcp syn
tep {<sport:1-65535>|any|(range <min:1-65535> <max:1-65535>)}
{<dport:1-65535>]any|(range <min:1-65535> <max:1-65535>)} syn
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O show ip default-gateway
0o0oooooooooooooooooooooooo
0000000 DOshow ip default-gateway

O show ip (snat]dnat)
OO0O0D0O0OO SNAT | DNATODOOODOODO
oo oooo show ip (snat]dnat) [NAT-RULE-NAME]

O show (ip]ipv6) connection
0o0ooo oo Tep/ubPO00 00O histeningD OO0 OODOODO
OO0 DO0O show (ip]ipv6) connection

O show ip statistics
ooooo OO Ooooogorro TcPO UDPO ICMPOOOOOOOODOOOOO
ooo OO0 show ip statistics

m show ip conntrack

o (ip]ipv6) conntrack
OO000O00ODO0Oconntrack tableD OO OOOO
00000000show (iplipvé) conntrack

o (ip]ipv6) conntrack limit
0000000  session limitOOOOOOdrop0 0000000 O0ODOODOOODOOO
0oooood  show (iplipve) conntrack limit

o (ip]ipv6) conntrack invalid-status-drop

goooooo session invalid-status-drop0 00000 drop0 00000000 OOODOODO
ood

gooogoog  show (ip]ipve) conntrack invalid-status-drop

O show ip spi-filter
OO0oOoooog Skl filterODOOOOOO
ooogood  show ip spi-filter

O show ip upnp

0oooooo UnP OOOOOOOOOOCOONATOODOOOOOD
OO00000O00O0D0O0NATOOOUPRP OOO0OO0OO0OD0OOCOO0OO0OOO0O0OO

goooooon show ip upnp (access-list|nat)
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O show ipv6 access-list

goooogon
goooogo

IpveO0 000000 OODOOOOO

show ipv6 access-list [IPv6-ACL-NAME]

O show ipv6 access-list

goooboon
goooogo

goooooo
SRC-1PV6
DST-1PV6
PROTOCOL
1CMPV6
TCP/UDP

TCP-OPTIONS

IPv60 00000000 DO0OOO0OO

ipv6 access-list IPv6-ACL-NAME (permit]deny) SRC-IPV 6 DST-IPV6

ipv6 access-list IPv6-ACL-NAME (permit]deny) SRC-1PV6 DST-1PV6 PROTOCOL
ipv6 access-list IPv6-ACL-NAME (permit]deny) SRC-IPV6 DST-1PV6 ICMPV6

ipv6 access-list IPv6-ACL-NAME (permit]deny) SRC-1PV6 DST-1PV6 TCP/UDP
ipv6 access-list IPv6-ACL-NAME (permit]deny) SRC-IPV6 DST-I1PV6 TCP-OPTIONS

DX IXEX ] XiXziiXiX/M | any | FQDN)
TXEXIIXIX ] XiXDiXiX/M | any | FQDN)

1 <0-255> : Protocol number
> (icmpv6 | icmpv6 <0-255>) : IPv6 ICMPv6 <IPv6 ICMP type>
> (tep | udp)

> (tep | udp) (<sport:1-65535>]any|range <min:1-65535> <max:1-65535>)
(<dport:1-65535>]any|range <min:1-65535> <max:1-65535>)
: tep syn : TCP syn packets
: tep (<sport:1-65535>]any|range <min:1-65535> <max:1-65535>)
(<dport:1-65535>]any|range <min:1-65535> <max:1-65535>) syn

O show ipv6é forwarding

goooogon

IPv60 0000000 Oon/offO00OCOOODO

00000000 show ipve forwarding

O show ipv6 interface

goooogon
goooooo

IpveO0 O O0OOO0OODOOOOODOOOO

show ipv6 interface (]INTERFACE|brief)

O show ipv6 default-gateway

goooogon

IpveO O O0OOOOODOOOOODOOOOO

00000000 show ipve default-gateway

O show ipv6 statistics

goooogon
goooooo

IpveO O OO0OOOODOOO0OOODOODOOO

show ipv6 statistics

O show ipv6 spi-filter

goooogo
goooooo

IPv6 SPI filterODOOOODOO

show ipv6 spi-filter
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O show ipvé dhcp client pd

ooooooo ipv6 dhcp-client0 000000000 0ODO0O
Joooood  show ipve dhep client pd WORD
OO00oOoooo  weRroOOOprefixDOOODODOO

O show ipv6 ndp proxy
ooooooo IPv6 NDP proxyO proxy OO OOOOOOOOO
goooooo show ipv6 ndp-proxy interface ethernet <0-XX>

O show ipv6 ra proxy
ooooooo IPv6 RA proxy O prefixOO OO OOO
goooooo show ipv6 ra-proxy interface ethernet <0-XX>

O show ip web-auth access-list
ooooooo  wbhODOOOOODOOODOOO
goooooo show ip web-auth access-list (JWEBAUTH-ACL-NAME)

O show ntp
gogooood NTPOOUOODOOODOOOOODOOOO
ooooboon show ntp

O show dns
gooooog DNSOOOQOOoOoOooooog
Oo0o0ooono show dns

O show dhcp

0000000 DHPOUDOOOODOOOOODOOOOODOO
ooooooo show dhcp lease
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O show syslog

oooooog  syslogOOOOOOO

goooooo show syslog (message|bootlog|maillog) (Jl1ine:1-99999) (|]reverse)

ooooood

O0OOOsyslog0 OO0 O000000000O0O000O00OOOOOreverse0 00000000000
ooooooo

0oooooo wmonitor00000000000O0OOSsyslog0O00O000OOCODOODO0O

goooooo show syslog message monitor

oooooog

Omonitor0 0000 syslog0 0000000000000 ODOODOOOOODOOOOOOOOO0OO
beginexcludeOinclude 000000000 ODOOOO

0000000 OQOUO0OO0O0OO0OO0OOOOdOFRlashROMOODOOO syslogODOOOODOO
goooooo show syslog file FILENAME (]Jline:1-99999) (]reverse)
goooood goooopoooooooooooooo
00 show syslog file disk0:syslog.log
show syslog file flash1:20160118 1430.log.gz
syslogOD OO0 00000000 0OO00ODOOsyslogmode0 000000 OOOOODO
00 nxrg240(config)#syslog
nxrg240(config-syslog)#local file disk0:syslog.log

O show arp
o00oDooOoOoOoAPOOODOOOODOO
00000000 show arp

O show ipvé neighbors
ggoooog Ipv6eO0 OO OO0OO0DOODOO
00000000 show ipve neighbors

O show (diskO]diskl)
ggobobbooobobobuooobboooboboobooo
000000000 show (disko]diskl)

O show uptime
gogooood gogboboooboboooooboog
goooooo show uptime

O show tech-support

ooooood Oo0oooDooooooooooooo
goooooo show tech-support
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O show memory
ooooood oo0ooooooooood
goooooo show memory

O show process
ooooood O00DO00oo0oooooooDoooDoooooo
goooooo show process

O show clock
goooood goo0o0ooooooooooo
Oo0o0ooono show clock

O show history
ooooood O00DO00oo0oooooooDoooDoooooo
goooooo show history

O clear history
ooooooo doooooooooboooooooooooaao
ooooooo clear history

O show File systems
ooooooo Ooodoooooooooooo
00000000 show file systems

O show loadavg
ogoooood cPuOOO0O0OoooooDooooon
ooooooo show loadavg

O show system usb transfer-mode
ogoooood uUsBOO0O0oOoOoOoOOoOoooooooaa
go0ogoogd  show system usb transfer-mode

m show 12tp
o show 12tp
ooooooo L2TP O tunnel/session0 0 0000COO
goooboon show 12tp
show 12tp tunnel (]<TunnellD:1-65535>)
show 12tp session (|<TunnellD:1-65535>)
show 12tp session <TunnellD:1-65535> <SessionlD:1-65535>

o show 12tp peer
gooobon D000 tunnelDO0O0O0ODOO address poolDO0O0OOOOOO
0oooood  show 12tp peer <0-1> ip pool
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m show 12tpv3

o show 12tpv3

goooood LT3 ooooooooo
goooooo show 12tpv3

o show 12tpv3 tunnel
gooooog L2thv3i00000000DOO0DOOO
0000000  show 12tpv3 tunnel (|<TID:1-4294967295>) (|detail)

o show 12tpv3 session
Oo0oO0o0o0o0O LIP30 00000000000000
OO0OoO0oOoOoOg  show 12tpv3 session (|<SID:1-4294967295>) (|detail)

o show 12tpv3 interface
0000000 XconnectU OO OOOOOOOOOOOOO
OO0Oo0O0oogd  show 12tpv3 interface (]INTERFACE) (|detail)

o show 12tpv3 fdb
goooood L2TPv3 FDBO OO OO OO OO
goooooo show 12tpv3 fdb (local|forward])

o show 12tpv3 fdb interface
OO0O0O0O0O0O0 XeonnectOOOODOOOODORBOOOOODODOOO
goooooo show 12tpv3 fdb interface INTERFACE (local|forward])

o show 12tpv3 group
OO0ooooo L300 00o0oooooo
goooooo show 12tpv3 group (<1-65535>)

o show 12tpv3 peer
oo0ooooo  LTPv3d0000O0O0O0O0O0O
gooooog  show 12tpv3 peer (A.B.C.D])

o show 12tpv3 access-list
Oo00oO0o0o0o0O L300 0000000000000
goooooo show I2tpv3 access-list
show 12tpv3 access-list interface (|INTERFACE)
show 12tpv3 access-list xconnect (]<1-4294967295>)
show 12tpv3 access-list (root|layer2]ip|ipv6]arp|vlan]ieee802-3) (JWORD)
show 12tpv3 access-list detail (root]layer2]vlan) (JWORD)
show 12tpv3 access-list detail root WORD layer2 WORD
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O show interface
ooooooo godoooooOooooooooooooogoooo
googoogd  show interface (|mode|mdix)
show interface INTERFACE (|mode|mdix|bridge)
show interface wlan <0-1> (Jall|ssid)
show interface tap <0-127> (Jvid <1-4094>) (|bridge)
show interface bridge list
show interface bridge db-brief
show interface bridge <0-4095> (port-list|statistics|fdb]flows|stp)
show interface switchport counter
RN oo (modemdix)d ethernet I/FOOODOODOOODOODOODO

O clear interface bridge
goooogod gogbobooobbbooobbuoooboboboooon
ooooooo clear interface bridge <0-4095> fdb

O show route-map
OO0O0O0O0O0OO0O Route-mapOO0OOOODO
gooogoogd  show route-map (Jdetail) (JWORD)

O show class access-list
ooooooo class access-list0 000000
gooogoogd  show class access-list (JWORD)

O show ssh-public-key
ogoooood NetconfO OO SSHOOOOOODOOOO
ooooooo show ssh-public-key user netconf

O show users
ooooooo 00oooooobooooooooooo
goooooao show users

O show debugging

oooooo0O OO0OO0O0O0O0oOoOoOoOoOoOOVOFAHOODOODODOOODOO0DO0DOO0DOoDOoooo@uono
000000000000)§oooooo

0O0o0ooood  show debugging (12tpv3|netevent|ppp)
show debugging timer (]<1-5>)
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O show vrrp
ggoooog
ggooooo

O show ppp
ggoooog
ggooooog

RN oo

VRRPOO OO OODODODDOODODOODO
show vrrp

PPPOO0ODOOOODDOOOODOO

show ppp (]<0-4>)

show ppp (]<100-256>)

show ppp <100-256>0 PPP(over L2TP LNS) O OO OO DOODOOOOOOOO
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O show pppoe-bridge
PPPOE bridge0 00000000 DDOOOODO
show pppoe-bridge

goooooo
gooooogo

O show ipsec
oooooood
oooooon

O show ip rip
gogooood
goooooo

O show ip ospf
oooooood
oooooon

O show ip bgp
gogooood
goooooo

IPsec0 000000000

ipsec ca certificates

ipsec certificates

ipsec crls

ipsec policy

ipsec public-keys

ipsec rsa-pub-key

ipsec sa

ipsec status (]Jtunnel <1-65535>) (]brief)
ipsec status (versionl|version2)
ipsec leases (versionl|version2)

show
show
show
show
show
show
show
show
show
show

RIPOODODOODODOODO

show ip rip

show ip rip interface (]INTERFACE)
show ip rip database

OSPFOO0ODODOOODOO

show
show
show
show
show
show

ip
ip
ip
ip
ip
ip

ospf

ospf neighbor (Jdetail)

ospf interface (]INTERFACE)

ospf database (]Jexternal|summary|network]router|asbr-summary)
ospf route

ospf virtual-links

PO OO OOOoOonoon

show
show
show
show
show
show
show
show

ip
ip
ip
ip
ip
ip
ip
ip

bgp

bgp (A.B.C.D]JA.B.C.D/M)

bgp neighbors (A.B.C.D|X:X::X:X)

bgp neighbors (A.B.C.D|X:X::X:X) (advertised-routes|received-routes|routes)]
bgp route-map ROUTE-MAP

bgp scan

bgp summary

bgp regexp LINE OBGP AS paths 00 OO OO OODO
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O show bgp ipv6
oo0ooooo BePOOOCOODOOOOO
ooooooo
show bgp ipv6 X:X::X:X
show bgp ipv6 X:X::X:X/M
show bgp ipv6 Filter-list ACL-NAME
show bgp ipv6 neighbors (A.B.C.D|X:X::X:X)
show bgp ipv6 neighbors (A.B.C.D|X:X::X:X) (advertised-routes|received-routes|routes)]
show bgp ipv6 regexp LINE
show bgp ipv6 route-map ROUTE-MAP
show bgp ipv6 summary

O clear bgp ipv6
oooooon
OBGP DD OOOODODOOOOODOO
oGP0 0000 U0O0OODOOOOUOOODOOoOOUOOoOoOBGPOOIODOODOOUOODOOOOOAd
oooo
-softout OOOOO
BePO OO OOOOODDOOOODDOUOOODODODDODOOOoOoOecPOOODODDODODOOOOOODOOOO
O0000D00O0Osoftout000000D0O0ODOOO0DOOODOOONOOBGP neighbor O UPDATEO O
goooooooon
-soft inO0QO0QO0O
BGP neighbor [0 ROUTE-REFRESH O 0O OO0 O OO Oneighbor OOOOBGP DO OODOOODOO
OOROUTE-REFRESH OO OO OOO0OODOOOOOOUPDATE DO O DODODODOOOOODOOOOODOOO
-hard OO OO
BGCPO TCPO OO DOOODOOODOOOneighbor OO 00O OO Okeepalive O holdtime OO OO0
gbodbooddooboooouoboboouoboooooooooouoboooobon
O0000DbO0o00OoOoooOdsoft (injout)DO0O0DOOOOO

oooooogd  clear bgp ipve * soft (injout)
OO00OO0OO0OO0O0O OOO0OrneighboroOOO0OO0COOOOODOODODODO

goooooo clear bgp ipv6 X:X::X:X

clear bgp ipv6 X:X::X:X soft (in]jout)
OOO0O0000 Neighbor O IPv6 OO0ODOOOOODOCOOOODOOOODOOOODO
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m show mobile
gooooog cUO00000000OooooOooooooouon

o0OODOOOOO
goooboogd  show mobile (]<0-1>)

Oap
0000000 ANOOODOOOOO0ODOO0ODOCOOOO0OO0CpppOOO0O00D0OCOOODOO
goooooo show mobile <0-1> ap

o network-reg-status
ooooooo
0000000000000000000000000000O0pppO0OODOOOODODOODODO
Ooooood  show mobile <0-1> network-reg-status
goooooo nxrg240#show mobile 0 network-reg-status

Network Area : 3G

o phone-number
ooooooo 00000000 000oooooodUdoOppp0000O0OOoOoOoOnO
goooooo show mobile <0-1> phone-number

o signal-level
ooooooo 0000000 000oooooooouoogppp0000O0OOOOoOOn
goooooo show mobile <0-1> signal-level
0000000  nxrg240#show mobile O signal-level
Signal Level : 3 [Area: 3G]
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O show fast-forwarding

goooooo Fast-forwardingD O OO QO OOOODOOO

goooooo show fast-forwarding

OO00O0bO00 [OFast-forwarding is ond O OO O Fast-forwarding is off D000 0O00OOO

O show fast-forwarding status

goooooo Fast-forwardingD 00000000 OD0OOOOO0OO

goooooo show fast-forwarding status

goooooo

000 00Fast-forwardingd IP forwardingC O OO ODOOODO
nxrg240#show fast-forwarding status
total forward count 644
3s udp 192.168.0.1:63->192.168.10.1:63 count:9 byte:12564 fw4 natp4 src 192.168.1.254:63 [
4s udp 192.168.10.1:63->192.168.1.254:63 count:9 byte:12564 natp4 dst 192.168.0.1:63 fw4 O
oooogirp forwardingO OO OOODOOODOO

00 000Fast-forwardingd IPsecC 00000 OOO
nxrg240#show fast-forwarding status
total forward count 661

7s esp 192.168.1.253->192.168.1.254 count:9 byte:12564 ESP_IN spi:$95e97067 fw4 ad
7s udp 192.168.10.1:63->192.168.0.1:63 count:8 byte:11168 fw4 d
5s udp 192.168.0.1:63->192.168.10.1:63 count:9 byte:13158 fw4d ESP_OUT spi:$44f8bc92 ad

OOooooooooOoooesPOOOOOOOOODOOOO NP forwardingDOOOOOODODODO ESP
oooooooiup forwardingDOOOOOODOODOO
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O show product
oooooon
ooooooo
ooooooad

m show netevent
o track
oodoooon
goooooo
oooooon

o action

goooooo
goooogo
goooooo

O show warplink
ooooooo
oooooon
ogooooood

ooooopoooooooood

show product
0000000D0O00o00U0oDo0o00oooooooooooooooooog
Dooooooogoooood

Netevent [ track object(U OO O0)IDO0OODOODOOODOODOO
show netevent track (|<object id:1-255>) (]detail|brief)
Object IDO OO OODOODOODOO track statusO OO0 OO0
brief000000OC0OOOOOODOOOOO

detail 000D 0OO00O0O0O0DODOOOOO

Netevent O track object(OO O O)OOODODOOO actionD OO OODOO
show netevent action (]<object_id:1-255>)
Object IDOODOOOOOOO IDOOOOOOODO actionO0OOOOODO

WarpLink ManagerD O OO O OO0OODODODO
show warplink
00000 3100WarpLink modeO0 000000 OOO

O show monitor-log

goooogo
goooogon
goooogon

O show service
ooooooo
goooooo
ooooooo

Monitor-logO0 000000
show monitor-log (reachability]resource)
00000 3400Monitor-log mode 0000 OOOOOO

oooooooooooooooo
show service
00o00o00oooodOuwiOODOdwnOOOOoooono
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O show ngn-sip
ggooooo NGN SIPOOOODOOOOO0O
goooooo show ngn-sip

O show ip dhcp route
ooooooad NeNO OO DHCPVv4AO O D OO OO static route0 000000
goooooo show ip dhcp route

O clear ngn-sip call
ggoooooo odobooobobooooooobooo
goooooo clear ngn-sip call <1-99999>

O clock set

ooooood ooooooooooo

goooooo clock set HH:MM:SS Day Month Year
clock set ntp (A.B.C.D|X:X::X:X]FQDN) (timeout <1-30>])

000ooooOg 20100120 310120 34056000000000000000000000
clock set 12:34:56 31 12 2010

O delete
gopooooo O0oDOoooooooo
goooooo delete bootlog ObootlogO O OO
delete bootup-config
O delete dump OdumpOOCOODOOO
delete file (diskO:FILENAME|diskl:FILENAME)O (disk0=USBO, disk1=USB1)
delete flash FILENAME OFlash ROMO OO OOOOODOOOOOOOO
delete flashl FILENAME OFlash ROMDODODOOODOODOOOOODOOOOODOO
delete reachability-log (reachability0 OO0 QO Qd)
delete resource-log (resource0 0O 0O0O)
delete syslog OsyslogC OO0

O save config
ooooood Ooodoooooooooooo
goooooo save config

O dir

ogoooooo

oooDooooEseo, UsBHOO OO Flash RoMOO OO OODODOOOOOOOODOOOOO

0000000  dir (Jdisko]diskl]flash|flashl)

gooooon usBoO OO OdOOuUSB FlashO OO OOOOOOOOOdiskoOOOOOOO
UsB1OOOOODOUSB FlashOOOOOOOOODOOOdisklOOOODOOO
Flash RovODO O OO OOOO0OOOO0OOO0OOflashOOOOOO0O
Flash ROMDDDDDDDDDDSDSDDDDfIashIDDDDDDD
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m copy
o (bootlog|dump]syslog]reachability-log|resource-log )
ooooood bootlog, dump, syslog, reachability-log, resource-log0 0000000
ooooooo
copy (bootlog|dump]syslog]reachability-log|resource-log)
ssh://<user@(A.B.C.D|X:X::X:X)>/FILENAME (]source A.B.C.D|X:X::X:X)
copy (bootlog|dump]syslog]reachability-log|resource-log)
ftp://<A.B.C.D|X:X::X:X>/FILENAME (]source A.B.C.D|X:X::X:X)
copy (bootlog|dump]syslog]reachability-log|resource-log)
http|https://<A.B.C.D|X:X: :X:X>/FILENAME (]source A.B.C.D|X:X::X:X)
copy (bootlog|dump]syslog]reachability-log|resource-log)

(diskO:FILENAME |disk1:FILENAME)
goooooo

oo0o0oooooooOoooooooooo
gssHOOOOoOoOoooOoOooooOooooOoUoboooUoUooooUooooooooogobooooo
O ssh://user@A.B.C.D/FILENAMEC 0 022000000000 OO =ssh://user@A.B.C.D:22/FILENAMELT]
- IPv4  ssh://user@A.B.C.D:port/FILENAME
- IPv6 ssh://[user@X:X::X:X]:port/FILENAME
Ohttps://0 0000000000 validationO OO Ohttps-://00 0 OvalidationOD OO0 00O

o configDOOOOOO
ooooooo 0dd00000ooooUooooooogooooooooo
ooooooo
copy (config|show-config) ssh://(<user@A.B.C.D|X:X::X:X)>/FILENAME
(Jall) (Jsource A.B.C.D|X:X::X:X)
copy (config|show-config) ftp://<A.B.C.D|X:X::X:X>/FILENAME

(Jall) (Jsource A.B.C.D|X:X::X:X)
copy (config|show-config) (diskO:FILENAME|disk1:FILENAME) (Jall)
goooooo

OallO0O0O0O0OOiMpsec00 0000 configh tgzOODOOOOODOODODOODOODODOconfig
OCO0OxmlOODOCOOODOCO

00000000 show configU OOODOODOOODOODOOOSshow-configD ODODOODODO

goooooOoOooooOooboooooooo

gssHOoOoOOooOOoOOoOOoOoOOobOoO0obOOobOOobOoOoOOobOoOobDObDOobOooboUoDOoboooDog
O ssh://user@A.B.C.D/FILENAMEC 0022000000000 OO =ssh://user@A.B.C.D:22/FILENAVECT]
- IPv4  ssh://user@A.B.C.D:port/FILENAME

- IPv6 ssh://[user@X:X::X:X]:port/FILENAME
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o tech-supportO OO

OO00ooooO0  tech-supportD OO OOOODOODOOOOOO

ooooooo
copy tech-support ssh://<user@(A.B.C.D|X:X::X:X)>/FILENAME (]source A.B.C.D|X:X::X:X)
copy tech-support ftp://<A.B.C.D|X:X::X:X>/FILENAME (]source A.B.C.D]X:X::X:X)
copy tech-support (diskO:FILENAME|diskl:FILENAME)

o sshOOOOOOOOO
0000ooo0Oo [pOoooews)yDoooooooossHooooooooooooo
ooooooo
copy (ssh://<user@(A.B.C.D|X:X::X:X)>/FILENAME)
ssh-public-key user netconf |<0-4> (]source A.B.C.D|X:X::X:X)
copy (ftp://<A.B.C.D|X:X::X:X>/FILENAME)
ssh-public-key user netconf |<0-4> (]source A.B.C.D|X:X::X:X)
copy (http]https://<A.B.C.D|X:X::X:X>/FILENAME)
ssh-public-key user netconf |<0-4> (]source A.B.C.D|X:X::X:X)
copy (diskO:FILENAME]|diskl:FILENAME)
ssh-public-key user netconf |<0-4> (]source A.B.C.D|X:X::X:X)
ooooooo
gooooooooooooooooboog
gssHOOoOOOoOoooOoOooooooooOoUooooooooopooooooooooooooooo
O ssh://user@A.B.C.D/FILENAMEC 0 022000000000 O O =ssh://user@A.B.C.D:22/FILENAVECT]
- IPv4  ssh://user@A.B.C.D:port/FILENAME
- IPv6 ssh://[user@X:X::X:X]:port/FILENAME
Ohttps://0000000000O validationd OO Ohttps-://00 0 OvalidationD OO0 OO 0O
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o configd OO
OOoo0ooo0O0 OOOoDOoOoOoOoOdoecal flashOD OO usB/CFOOOO)OOOOOOOO
ooooooo
copy ssh://user@(A.B.C.D|X:X::X:X)/FILENMAE
(startup-config|diskO:FILENAME|disk1:FILENAME) (rollback]source A.B.C.D|X:X::X:X)
copy ftp://(A.B.C.D|X:X::X:X)/FILENAME
(startup-config|diskO:FILENAME|disk1:FILENAME) (rollback]source A.B.C.D|X:X::X:X)
copy http|https://(A.B.C.D|X:X::X:X)/FILENAME
(startup-config|diskO:FILENAME|disk1:FILENAME) (rollback]source A.B.C.D|X:X::X:X)
copy (diskO:FILENAME|disk1:FILENAME)
(startup-config|diskO:FILENAME|disk1:FILENAME) (rollback]source A.B.C.D|X:X::X:X)
ooooooo
Odisk0 --> disk0O diskl --> disk1 O O copyd O OO disk0 <--> disk1 O O copyd OO
oooooOooooooboooooooooo
gssHOOOOOoOOO0OoOO0ooOoO0O0oDoO0OoooOoooOoooooooooooogooogooo
O ssh://user@A.B.C.D/FILENAVED 0 0220000000 00O OO =ssh://user@A.B.C.D:22/FILENAME[T]
- IPv4d  ssh://user@A.B.C.D:port/FILENAME
- IPv6 ssh://[user@X:X::X:X]:port/FILENAME
Ohttps://0 0000000000 validationO OO Ohttps-://000 OvalidationOD OO OO 0O

m Config Rollback O O

OrollbackOOOOOOOOOO startup-configd backupd O OO
O000OOo00DOOoOO0OUdObOCconfigO0OOCODOOOODOOOOBOODODCOOODOOOODOOODO
OO000O0ObackupOO configD ODODOODOODODOO
O000OC0CO0000dO0OOOconfiglOODOOOODOCconfigdOOOODOOOODOOOODOOODO
OO00ooopooooo

Orollback OO0 OO Ostartup-configD 00000000 10000000

Ostartup-configOD OO0 O0OOdiskOO configC OO0 O0O0OO0OODOOODOODOODODOOOO

m Rollback timerO0 OO OOOO
000000000 OORolback timer 000000000000 OOO0OObackupO configD O OO
00m
0 O save config
0 Orestart system
O O firmware update
O Oclear rollback
OoOsSMsd OO clear rooback O O

m Rollback O cancel
ORollbackD OO OO0 configd ODOODOOOOOOOODOODOODOODOODCcancel rollbackOO OO
OO0OOOrollbackOD OO DOOODOOODOOODO
OO0O00O0O0D0OOrollback timerJO0O0O0O0DODOOOOcancel rollbackO0O0 OO0 OO rollback
timrddoooonOd
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O firmware update
opoooooo oooooodoooooooooood
ooooooo
firmware update official (|source A.B.C.D|X:X::X:X) (]no-boot)
firmware update ssh://<user@(A.B.C.D|X:X::X:X)>/FILENAME (|source A.B.C.D|X:X::X:X) (|no-boot)
firmware update ftp://<A_B.C.D|X:X::X:X>/FILENAME (|source A.B.C.D|X:X::X:X) (|no-boot)
firmware update http|https://<A.B.C.D|X:X::X:X>/FILENAME (]source A.B.C.D|X:X::X:X) (]no-boot)
firmware update (diskO:FILENAME]diskl:FILENAME) (]no-boot)
ooooooo
oooooooDooooooooooooodg
Ono-boot0 0 O0D00ODOODODODODOOODODODOODODODODOODOODODOODOD
gssHOOOOOOOoO0OOooDOoOoOoooooooooooooooooooooooDoooooooooon
O ssh://user@A.B.C.D/FILENAVED 0D 0220000000 00O O O =ssh://user@A.B.C.D:22/FILENAME[T]
- IPv4  ssh://user@A.B.C.D:port/FILENAME
- IPv6 ssh://[user@®X:X::X:X]:port/FILENAME
Ohttps://0 0000000000 validationO OO Ohttps-://0 00 OvalidationODOO00OO0O
oo0000oo0O0oDOooO0b0bO0o0o0D0ooD0oDooDo0DbO0ObOOo0DODO0DOO0oDODODODO0ODODbDO0OD
000000000000 00000M 00 EzFirmware update0 0000000000

O firmware list-update

goooood  firmware list-updateO0 O OO0 OO

gooooogno  firmware list-update WORD

ooooooo

OlistO0000 versionOOOO0O versionOOOOOOfirmware updateJ 0000000

Olist00000 versionOOOO0O version 000000 0ONstO0000O0O URLOO firmware O O
OO000Ofirmvare updateJ 000 OO O

O firmware mobile update
Jooooono [O0bO00D0ooOO0obOOo0bDO0oDOO0bOOO0ObOOoDbODbO
opoooooo
firmware mobile <0-1> update
ssh://<user@(A.B.C.D|X:X::X:X)>/FILENAME (]source A.B.C.D|X: X::X:X)
0 firmware mobile <0-1> update
ftp://<A_B.C.D|X:X::X:X>/FILENAME (|source A.B.C.D|X:X::X:X)
firmware mobile <0-1> update (diskO:FILENAME|diskl:FILENAME)
0 firmware mobile <0-1> update
http|https://<A.B.C.D|X:X::X:X>/FILENAME (]source A.B.C.D|X:X::X:X)
opoooooo
00000DO0bO0bO000000ooDooooooDooOooooDOoDOooDooo
Oupdate0 00000 OO0ODOODOODOO (connect/disconnect/show mobile/reset mobile)J O OO O
0000000000 Oconfigh OO /00 Osystem firmware update0 OO0 00000
Ohttps://0 0000000000 validationO OO Ohttps-://0 00 OvalidationODO0O0O0OO
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view(exec) mode

O firmware check official

gooobooo
goooogn

O restart

ooooooo
goooooo restart
restart
restart
restart
restart
restart
restart
restart
restart
restart
restart
restart
restart
restart
restart
restart
restart
restart
restart
restart
restart
restart
restart
restart
restart

O restart rollback
goooood

gbooobobogoboooboo

bgp

ddns
dhcp-relay
dhcp-server
dns
http-server
ipsec

12tp

12tpv3
monitor-log
netconf-server
ntp

ospf

rip

snmp
ssh-server
syslog

system
telnet-server
upnp

vrrp
warplink
terminal-server
ssl-tunnel
Ixc

OO WebOOOOOOOOOOOODOOODODDOOOOODOOOOOOOOO
firmware check official

BePODODOODODODOONO)
@oNsOOoooooooooo)
(HCPO D ODODOOODODODOO)
(oHCcPO OO OOOODOOO)
ONSODOoDOoooooono)
(HTTPOOOOCODOODOOO)
(lPsecO00D00OO0DOOOODOO)
(LeTPv200000000000)
(L2TP300000000000)
(Monitor-log 0 OO OOOOODOO)
(NetconfO O OO DODOODODO)
(NTPOOODOOOOOO0O)
OSPFOO0ODODOODOOODO)
RIPOCDODOOOOOONO)
(S\MPOOODODODOOODO)
(ssHoOoooooooono)
(SyslogUD O DOODOOODOODOO)
(oooooooono)
(TelnetOOO0ODOOD0OODOO)
(UPnPOOODOODOODOOO0O)
G(MRRPOOODODOODOODO)
(WarpLinkOOODOOODOOOOOOO)
(terminal-server0 0000 00)
(ssl-twunnelO O OOOOO)

gwxcoooooooo

Oo0oOoooooOoooooooboooboooOooDooooooogOdDrestart rollbackO OO O

gooogooo
goooooo
goooooo

restart

rol Iback

gooboooobooobooboooboobooboobooboobobooboobobbobo
O0@oobooobodDbDeceonfigOO0O0OOOOODOO
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O configure
gogooooo
goooooo

m dump
gooooog

oo ooobg

o dump
ooooooo
00 oooo

o dump filter
ooooooo

o dump pcap
ooooooo

0000000000 DOO0O0global mdeD OO DOODOOO
configure terminal

NXROODODODOOOODOODODOdumpOOOOOOOOOOOdumpOO0OOOOOOODO
(UsBO CRHOODODOO0OOOSSHOODODOOOOODOOOOooooooooooon
O00OdumpO OO RMWMODOODOODOOOUSEROODODOOOOOODOOO memoryd
000ooo00ooooooo0oooooooooooo
O0000000D0OD0ODO0Ofast-forwawding O disable(no fast-forwarding enable)
oooooooog

dump interface INTERFACE
INTERFACED DD 000D O0O00O0OO
[ethernet <0-2> (|vid<vlan_id:1-4094>) | ppp <0-4> | tunnel <1-255>]

dump interface INTERFACE filter (ssh|telnet]tcp880)

dump interface INTERFACE pcap count <1-99999> (size <64-1518>|)
(filter {ssh|telnet|tcp880}|)
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O clear 12tpv3 fdb

ooooooo L2TPv30 FDBO OO0 DOO0D0O0DOOOD

ooooood  clear 12tpv3 fdb (JooorBOOODODOOOO)
clear 12tpv3 fdb local ethernet <0-2> (|vid <1-4094>)
clear 12tpv3 fdb forward
clear 12tpv3 fdb forward <gid:1-65535>
clear 12tpv3 fdb forward ethernet <0-2> (Jvid <1-4094>)

O clear 12tpv3 counter

0oooooo L3 0O00O0o0oo0oooboooon

ooooooo clear 12tpv3 counter ethernet <0-2> (Jvid <1-4094>)
clear 12tpv3 counter peer
clear 12tpv3 counter peer A.B.C.D
clear 12tpv3 counter session <session-id:1-4294967295>
clear 12tpv3 counter tunnel <tunnel-id:1-4294967295>

O clear 12tpv3 counter access-list
ooooooo L300 000000000000000000O DO
clear 12tpv3 counter access-list
clear 12tpv3 counter access-list interface (]INTERFACE )
clear 12tpv3 counter access-list xconnect (]<1-4294967295>)
clear 12tpv3 counter access-list
(root]layer2]ip|ipv6|arp|vlan]ieee802-3) (JWORD)
clear 12tpv3 counter access-list detail (root|layer2|vlan) (JWORD)

O clear 12tpv3 tunnel
ooooooo OoooimoooooooowdoooogLrtA3dd00oooooooon
goooooo clear 12tpv3 tunnel <tunnel-id:1-4294967295> <session-id:1-4294967295>

O clear 12tpv3 remote-id
ooooooo oooooooimwooooogLrTv3d0ooooon
goooooo clear 12tpv3 remote-id <remote-id:A.B.C.D>

O clear 12tpv3 group

ooooooo goooimooooogLetvddoonooon
goooooo clear 12tpv3 group <group-id:1-65535>
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m clear ip bgp
oooooon
gpePO OO OODOOOOOOOOO
PO 0000000000 oooooooomBecPO OO 0ODODOODoDoOoooooooon
agoad
- soft outD OO 0O
PO 0D 000NN DO0OOOOoOoDOOOOooobDoomePO OO0 DOOoooooooDnO
O000000O0softout0 0000000 DOO0DOOO0DOODDOOMOBGP neighbor™ UPDATED O O O
ogoooooog
-soft inO0 QOO0
BGP neighbor 0 ROUTE-REFRESHO O OO OO OO OOneighbord 0 OO BCPO OO OOOODOODOO
ROUTE-REFRESHO O O OO OO OOOOOOOUPPATED DO O ODOODOOODOOOOOOOOO
- hard0 00O
BGPO TCPO OO ODOODDODOOOneighbor0 000 0O OO Okeepalived holdtimeO O OO0 O
gooooopooooooooboooooooboodoooooboooooooon
O000000oo0oDOoOoOsoft (injout) DD OOOOODO

o bgp *
goooooo clear ip bgp *
clear ip bgp * soft (injout)
ooooooo O000Opeer00000000O0O0OODOOOO

o bhgp <AS:1-65535>
goooooo clear ip bgp <AS:1-65535>

clear ip bgp <AS:1-65535> soft (injout)
Jooooodo AsOg0o0ooooooooooooooooood

o bgp A.B.C.D
goooooo clear ip bgp A.B.C.D
clear ip bgp A.B.C.D soft (injout)
OO0O0OO0O0OO NeighborO IPOO00OO0OOOOOOODOOODOOODOOODOOO

O clear arp
0oooood APOOOCOODOCOOOOO
goooooo clear arp A.B.C.D

O clear ipv6 neighbors
ooooooo IPv6eO 00000000000
goooooo clear ipv6 neighbors X:X::X:X ethernet <0-2>
clear ipv6 neighbors X:X::X:X ethernet <0-2> vid <1-4094>
clear ipv6 neighbors X:X::X:X ethernet <0-2> vid <1-4094> <id:1-255>
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O clear ppp
goooooo gooopPPOOOOODOOOOOOO
0000000  clear ppp <0-4>

O clear 12tp
000000oooooooLLiroooooooooooan
OO0O0000oOclear 12tp

O clear ipsec tunnel
ogoooood o000 IPsec tunnel DO OOODOO
goooooo clear ipsec tunnel <tunnel policy:1-65535>

O clear ipsec state
ogoooood 0000 IPsec state DO OO QOO
goooooo clear ipsec state <state number:1-4294967295>

O clear ip route cache
gooooon IPO0O00OOOOOOOOOOOOO
goooooo clear ip route cache

O clear ip access-list ACL-NAME fqdn
goooood FQDNO O O access-list0 0000000
goooooo clear ip access-list ACL-NAME fqdn

O clear ipv6 route cache
gooooon IPveO0 000000000 OOOOO0O
goooooo clear ipv6 route cache

O clear ipv6 access-list ACL-NAME fqdn
goooood FODNO O O access-list0 0000000
goooooo clear ipv6 access-list ACL-NAME fqdn

O clear ssh-public-key
gooooon ssHOOOOOoOoOooooad
goooooo clear ssh-public-key user netconf <0-0>

O clear dns cache

ooooooo DNS cacheO OO OO OO0
oo0ooooo clear dns cache
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O clear mobile <0-2>
gooooog ood0oooooooboooooboooooooDooo
Oo0oooon clear mobile <0-2>

O clear ppp <0-4> mobile limitation

0ooooog wmobileDOODOOOOOO

ooooood clear ppp <0-4> mobile limitation

ooooooo

Omobile limit (reconnect|time)0 0000000000 O0D0O0OO0OOOOOOOOOOOmobile
limit (reconnect|time)0 0 0000000000000 0OO0O0MOOO0ODODOOOODODOOOOO
oooo

O clear ppp <0-4> mobile data-usage

0000oogg  PPPOODOOOCOOOOOOO
Ooooogo  clear ppp <0-4> mobile data-usage
0000000 000o0oooooooooooood
Oooooooooo

Oschedule OO0 O ppp OOODODOOODO

Ointerface ppp 00O O OODO

Omobile limit data-usage OO DO OOOO0O
OINITOO0O0O0O00O0OD0O0O0O0O0O0O0O0OO00000ooo

O clear netevent counter track <1-255>
0000000 netevent0 00000000 DOOOO
ooooood clear netevent counter track <object_id:1-255>
ooooooo
O show netevent track <1-255> detail 00 00 00O History counter0 00000000

O clear route-map
goooogon route-map 0 O 0 O (packet/byte 0 0 000 O0)H)OOOOOOODO
gogooood clear route-map <NAME> counter

O clear class access-list

goooooo class access-list0 000 (packet/byte D 000 O0O0)0DOOODOODOO
Oo0oooon clear access-list <NAME> counter
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O clear rollback
goooood gooooooobooooonooon
ooooooao clear rollback

O cancel rollback

goooooo gooooooooooboooooooo

ogoooooad clear rollback

goooooo

ORollback OO OOODO configl OO OOODODOOOOODOODOOOOODOCcancel rollbackOODO O
OO00OO0OOrollbackDOODOOOOOODOOODOO

O0O00OD0O0O0O00OOrollback timer00O0O000O0OOOOcancel rollback 00O OO0ODO O rollback
timrd0o0oooon
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m terminal

o length

oooooog 000DO00oooopoooboooooo

gooooogo terminal length <0-512>

oo o oo terminal no length

0doooooo obhOd0OO0oO0oDOooOOoOoOODOOOoDoODOooOOoOoOoOoogn

o width

oooooog 000DO00oooopoooboooooo
goooooo terminal width <40-180>

oo o oo terminal no width (= terminal width 80)

m connect

o connect ppp

ooooooo PPPOODOODOOODOODOODODOOPPPODODODOODOODO
goooooo connect ppp <0-4>

o reconnect ppp
ooooooo PPPOODOODOOODOODOODODOOPPPODODODOODOODO
goooooo reconnect ppp <0-4>

o reconnect tunnel
goooood Tunnel OO OOO0OO0O0O0OO0OOOOOCTunnelOOOODOOOOOO
ooooooo reconnect tunnel <0-1023>

o connect 12tp
ooooooo  LetpOOOOO0DCOOOO
gooooogo connect 12tp

o connect 12tpv3
oooOooo0o L300 00000000
OO00oOgoogO  connect 12tpv3 ethernet <0-2> (JA.B.C.D)
connect 12tpv3 ethernet <0-2> vid <1-4094> (]JA.B.C.D)
OOoooog  A.B.C.DODORemote Router-1DO OO

o connect ipsec
gogoooog IPsecU 00000 0OOOOIPsecU 000D ODOOOOOOOObOOoOg
ooooooo connect ipsec <1-65535>

O disconnect

oooooog 000DO00oooopoooboooooo

gooooogo disconnect console (=console CLIDOOOOOODOOOD
disconnect vty <VTY line _number:0-10> (= SSH/TelnetO OO0 O OO OOOOODO
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O format
ooooooo 000000000000000000
ooooood  format (diskO]diskl)

O eject
ooooooo 0000000000000 00000
0000000  eject (diskO]diskl)

O inject
ooooooo 0000000000000000
0000000  eject (diskO]diskl)

0 ping
oo0ooooo ping0 000000
ooooooo ping ip (A.B.C.D | FQDN)
ping ipv6 (X:X::X:X | FQDN)
ooooooo 000000 OdpigOO0OO0O0OOOOOOOODOO0ODOODOOODOO

nxrg240#ping ooooboobonog
Protocol [ip]: Oip|ipv6

Target IP address: OA.B.C.D|XzXz:X:X]FQDN
Repeat count [5]: 0 1-2147483647

Datagram size [100]: (J 36-18024

Interval in seconds [1]: 0 0-10

Extended commands [n]: On(pingDO0D)y(OOOODOODOODOODOOO)
0 Source address or interface: O A.B.C.D|X:X::X:X] INTERFACE
0 Type of service [0x0]: [J 0x00-0xff

0 Set DF bit in IP header? [no]: [ no|yes

(0 Data pattern [OxABCD]: [0 0x0000-0OxffFff

O traceroute
googoogon traceroute 0 0O ODOO
goooooo traceroute (icmp|icmpv6) (A.B.C.D]FQDN)
traceroute (ip|ipv6) (A.B.C.D]JFQDN)
oo0ooooo 0000000 ¢traceroute0 0000000000 DO0ODOOOOODOOOOOO

nxrg240#traceroute ooooooooog
Protocol [ip]: Oiplipv6

Target IP address: OA.B.C.D|X:Xz:X:X]FQDN
Source address: OA.B.C.D|X:Xz:X:X
Numeric display [n]: Only

Timeout in seconds [2]: J 0-3600

Probe count [3]: 0 1-65535

Maximum time to live [30]: 0 1-255

Port Number [33434]: 0 1025-65535
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O ssh
00oopoo  ssHOooooooDooo
ooooooo
ssh (ip|ipv6e) (A.B.C.D|X:X::X:X]FQDN) user USERNAME [(source A.B.C.D|X:X::X:X)]
ssh (ip|ipv6) (A.B.C.D|X:X::X:X]|FQDN) user USERNAME version 1
[cipher (3des|blowfish]|des)] [(source A.B.C.D|X:X::X:X)]
ssh (ip|ipv6) (A.B.C.D|X:X::X:X]|FQDN) user USERNAME version 2
[cipher (3des-cbc|aesl128-cbc|aesl28-ctr|aesl92-cbc
|aes192-ctr|aes256-chc|aes256-ctr|arcfour|arcfourl28|arcfour256
|blowfish-cbc|cast128-chc)] [(source A.B.C.D|X:X::X:X)]
goooooof. OoOOoOoUoOopoooooOoooboooooo

O telnet
oooogoono TelnetDOOOODODO
ooooooo
telnet (A.B.C.D]X:X:X:X::X]FQDN) (]port PORT) user USER (]source A.B.C.D|X:X::X:X)
ooooooo gooopoooOoooooboooooooo

O logout
oodooooo  cuoopgdoooogooo
goooogoo logout

0 get system statistics cpu

ooooooo
dooooooooooocPiO0OO0O0DOoOooooon
JododooooooooooooooooooooooooooocPri0onoonoooonooooonog
doooooooooocPlO0booooooooooooooon

ooooooo get system statistics cpu (O]1]all]total) <interval:1-86400> <count:1-65535>

O O a0

o00oo0ooooooooo

0 nxrg240#get system statistics cpu 1 1 5

14:13:53 CPU# %CPU %user %nice  %system %idle %iowait
14:13:54 1 5.00 0.00 0.00 5.00 95.00 0.00
14:13:55 1 0.00 0.00 0.00 0.00 100.00 0.00
14:13:56 1 5.00 0.00 0.00 5.00 95.00 0.00
14:13:57 1 0.00 0.00 0.00 0.00 100.00 0.00
14:13:58 1 5.00 0.00 0.00 5.00 95.00 0.00
AVERAGE 1 3.00 0.00 0.00 3.00 97.00 0.00
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O reset
ooooooo 000000000 OwiFIDDOOOO0OO0O0oOoOoO0oo0ooooooo
ooooooo reset mobile <0-1>

reset wifi <0>

m debug/undebug

o [2tpv3

0000000 LD OD0DO00000000000

0000000  debug 12tpv3 (Jall]error|session|tunnel)

O No O  undebug 12tpv3 (Jall]error|session|tunne)J0 (= 0000000000 ODOOO0OD

o netevent

0000000 NeteventOOOOOOOOOOOOOO

ooooooo debug netevent (Jaction]all]error|track)

O No O  undebug netevent (Jactionjall]errorjtrack)J (= 0000000000 ODOOO0OD

© ppp
oooobooo pPPOOODOODOOODOOODOOO

0O0o0OoDoogd  debug ppp
O No g undebug ppp0 (= OO OODOODOOODOODOOOD

o timer
goooooo timer 0 timeout 0 OO0 OO0 conmand 0000 ODOOO
goooooo debug timer <1-5> <5-86400> interface ethernet <0-2> (shutdown|no shutdown)
debug timer <1-5> <5-86400> interface ppp <0-4> (connect|clear]|reconnect)
O No O  undebug timer <1-5>0 (=0000 ID0D00000CO000OO0OCOOOOD
ooooood
O interface ethernet <0-2> shutdown/no shutdown timer OO timeout O O O configuration mode O O O
O00DUSEROODOO0OD0ODOO000000DO0D000O000000000O000000O0d
cmd-timer: cmd-id 1 start
cmd-timer: cmd-id 1 error(VTY configuration is locked by other vty)
dodoooooooooooooooooooooooooon
cmd-timer: cmd-id 1 start
cmd-timer: cmd-id 1 finished
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O show version

view(exec) mode

ooooooo 00D00o00DbO0oO00oDOonoDooooonoo
goooooo show version
show version flash (]<1-2>)
O erase
goooooo Flash ROMO O OOOOOOOOOoOODODOOoOooOoOoooOoOooooon
oooooono erase firmware
erase flash odoodoodooooooad
erase flashl oooooooon
erase startup-config
ooooood erase flashO Oflashi0 000000000000 OOOOOOOO

O delete flash
gooooog
goooooo

goooboobobobobooboooboobobooonog
delete flash FILENAME

O delete bootup-config

gooooogo
gooooogo

bootup-configD OO O OO0 OO0 configDOOOOODOODOOO
delete bootup-config

O copy config startup-config

oooooao config O startup-configO O OO0 OOdO
OOooOooogd  copy config startup-config (Jall)
ooooooo

OallOOODOOOOODOconfigd O startup-configQ OO O OOOO
OallOOO0ODOO0Oconfig/sshd ZipsecO OO OOODO flashODOODOOODO (save configO OO OOd)O
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view(exec) mode

O sleep system

O0D0O0O0ODog  sleepd00O0D00ODOODO

goobooogo sleep system
sleep system timer <1-31536000>
sleep system schedule <NUM>

0o0oooog  timer00000000DOO36500031,536,000[sec]0O0OOO0OODO0O
000000000 resume00000O0OOresumed scheduleO OO OOO0DOODO
sleep/resume 000000 OO0Oglobal mded DO OOOOOODO

O show temper
oopooood 0o0oodooooooooooooogooon
ooooooo show temperature
ooooooo nxrg240#show temper
degrees: 41.5
status : normal

O show ip host

gogooogo iPOO0000oLOoOoooooobbooooonon

goobooogo show ip host

ogoboooo

gmwrdodo0o0oodoooooogDOoOoip host FQDN A.B.C.DO global mode0 OO OO O OO O
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O wol send name

goooooo WOLO Wake On LANOD OO OODODODOOOODODOOOOO
googowLDODOODOO wol named0 OO0 OOglobal mdeD OO OOOOODOONO

goooooo wol send name WORD

ooooooo WORDO O Owol name 0 OO0 0O Oglobal mdeD OO0 O OD0OOOOOOOONO

O wol send interface
oo0ooooo EthernetD O OO OO OO WOLOWake On LANODO OO OODOOOOOOODOOOO
0oooood  wol send interface INTERFACE HH:HH:HH:HH:HH:HH

ethernet (|<1-65535> <1-65535>) (]broadcast)

wol send interface INTERFACE HH:HH:HH:HH:HH:HH

ethernet type <1501-65535> (]<1-65535> <1-65535>) (|broadcast)
ooooooo
O INTERFACE O O O EthernetO VLANO Bridge 0 00 00D 00 O0OO0OOO
OHH:HH:HH:HH:HH:RHO O OO OO MACO OO DOOO0OOOoooO
O type O O O Ethernet typel default:0x0842(2144)0 0000000
Oo0dooooodooili0o0oooooooool10oooon
Obroadcast 0 000000 0OEthernet0 000000 MACOOODOOFF:FF:FF:FF:FF:FFOO OO

0o000oooooooooooovacODoonooooonooon

O wol send interface

ogoooood wPOOOOOOOOWLOWake On LANODOOODOODDOOOODOOODOODO

0000000  wol send ip (A.B.C.DJFQDN) H:H:H:H:H:H (]<1-65535> <1-65535>)

wol send ip (A.B.C.D|FQDN) H:H:H:H:H:H port <1-65535> (]<1-65535> <1-65535>)

ooooooo

000oo0oDo0oooooomwprP 00000 ogo DN OOOoDOooOooIwP ooooooooooiIr oo
000 directed broadcast 000 DOOOOOOO0O

OHH:HH:HH:HH:HH:HH OO OO0OOMAC DO OO0OOODOOO0Od

OPort OOOOOOOUP port OOOOOODOOOOODOODOOODIscarddOOO
goodooobbuoooilgooooogooo 10000

ooooooo

gogoiiroooodoooogoooooooooo
go0o0oo0oooooowLODOOooDooDboooooooARPOODODOOODOOOSsleepOd
O00O0O0O0OARP ODOOOoooooom

ogoooiIiP0d0d00oOOoooooobooooooo
goooooooooooooowLoooobooooboooboooooooooooooooo
00
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O show wlan
goooood doooooooooooooooooo
ooooooad show wlan ssid WORD

show wlan staion ssid WORD

show wlan staion wlan <0-1>

O search-wifi

ooooooo Oo00o0ooooooooooooooooog
OO00o0oO0oOdO0OOwlan OO0D0OOO0OO0OOOO0ODOOOOOOOOOOOO

goooooon search-wifi access-point

m clear wlan deauth
goooooo Deauthentication 000 O00O0O@MOODOOOOOOO)O

o ssid WORD
ooooooo SSID O O 0O Odeauthentication OO0 O0O@UOOCO0OOOODOO)O
Oo0oooon clear wlan deauth ssid WORD

o ssid WORD MAC

goooooon

goooossibodoodonOovMAC DO00DO0OD0OOdeauthentication DO D DOO@MOOOOO
oooo)o

OooooonO clear wlan deauth ssid WORD HH:HH:HH:HH:HH:HH

o wlan <0-1>
0000000 OO0D0O0OO00D0O000Odeauthentication OO0 OO0 OOODOOOOOO)O
0000000 clear wlan deauth wlan <0-1>

o wlan <0-1> MAC

goooooon

000000000000 000000O0NMAC O0ODOD0ODODOdeauthentication DO 0000 (O
ooooooooa)d

Ooo0o0oO00Ogd clear wlan deauth wlan <0-1> HH:HH:HH:HH:HH:HH
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O connect Ixc console

ooooooo

ooooogn
gbooobod

O restart Ixc
goooooo
ogooooog

O shutdown Ixc
goooooo
ogooooog

O show Ixc
goooooo
goooooo

0000 Wcooooooooooooo
Xcoooooooooooooooo

connect Ixc console <1-4>
OD00000ubuntuD 0000000 OubuntuOOO0OO0ODOOO
Ctri+b qOOXCODODOOD exitd OO OO

IXcoooooooao
restart Ixc

IXcooooooo
shutdown Ixc

Xcooooooooooo
show Ixc

O show session max

goooobgo
ooooogn

ooooooooooobooog
show session max

O show openflow interface bridge

goooobgo
ooooogn

openflow interface bridge0 0000000000 OOODOOOO
show openflow interface bridge <0-4095>

show openflow interface bridge <0-4095> flows

show openflow interface bridge XX flows (10]11]12]13)

show openflow interface bridge <0-4095> summary

O show cpu frequency

goooogn
goooobgo

cuoopoooooonogd
show cpu frequency
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m flash-initial-config
O flash-initial-configO O OO0 O 0OO0O0O0OO0OOOOOOOOOO
000000000 configD 000000 HODOODOODOOOO

O show flash-initial-config
doooood  flash-initial-configD OO O OO0
googoogn show flash-initial-config xml

O delete flash-initial-config
goooood  flash-initial-configD OO O OO0
googoogn delete flash-initial-config

O copy flash-initial-config

doooooo  flash-initial-config O copy(import)d O 0O O

googoogn copy WORD flash-initial-config

ooooooo

O Oflash-initial-configD 0100000000C configDOO0O0OOOOOOOOOOOOO
OOconfigd exportd 0 OO0 OO
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O show rollback

goooogn
gooooon
gooooon
gooooon

view(exec) mode

0000000000000 O0DO00DOoU0DUDUOOoDOooo
show rollback config (]<1-5>)
0000000ooooooooooooooooooooo
nxrg260#show rollback config

[Command list]:

interface ethernet 2
ip address 192.168.2.254/24
exit
wifi 1
no txpower
exit

O configure rollback

gooooog
gooooon
gooooon
gooooon

OO0O0o0OdODOconfigDOODOOOOOOOO

configure rollback (]<1-5>)
goboooobooOoOoboOoUoooobooUoobooOoooogoo
nxrg260#configure rollback 1

Proceed with rollback? [y/n]: vy

% Finished a rollback of config.

O copy WORD config

gooooog
gooooon
gooooog
gooooon

OO0O00O0O0OOcommand listOOOOOOODOOOODOO
copy WORD config (source A.B.C.D|X:X::X:X)
oOooooOooooooooooo

nxrg260#copy disk0:nxrg260.config config

Found any differences. apply? [y/n/(c)heck]: c
[Command list]:

interface ethernet 1

ip address 192.168.1.254/24
exit

interface ethernet 2

ip address 192.168.2.254/24
exit
interface wlan 0

exit

apply? [y/n]: y
succeed.
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O show web-authenticate timer
goooooo WebhOOOOOODOOOOUODOODOOUOOUOOOO
Oo00ooon show web-authenticate timer

O show web-authenticate cert
0000000 WwebhOODOOOOOOOOOODOOOODOOO
goooooo show web-authenticate cert (chain-certificate|certificate|private-key)

O clear web-authenticate timer
0000000 WebhOOOOOOOODDOODOOOOODO
OO00oOoOgnO  clear web-authenticate timer (A.B.C.D]all)

O show mape-rule

0000000 WMAPODOOOODODOO

OO00oOdogdno  show mape-rule WORD ip address
show mape-rule WORD port-set
show mape-rule WORD snat (]tcp|udp]icmp)
show mape-rule WORD status

O clear mape-rule
ooooooo MAPODOODODOOO
gogooooo clear mape-rule WORD

O show interface veth
oooooono  vethOOODOOOOODOODODOOOOO
ooooooo show interface veth <0-15>

show interface veth <0-15> bridge

show interface veth <0-15> vid <1-4094>

O get ip route

ooooocoO0 QoQOoooOmwooooOoboOooobobooobooo

ooooogon get ip route A.B.C.D

ooooooOo oCOowgooOOoOoUOOOoOoObOOOoUOOCobUO0ObDOOUOUODbOODoOoOoo

O create rootfs

ooooooo rootfs OO OOOO

ooooooo create rootfs WORDO extract WORD1

ooooooo

Ocreate rootfs diskX:rootfs extract diskY:rootfs.xz O OdiskXO O rootfs 0O OO OOOOO
oooo

00000 rootfs O Ixc O mount OO OO Omount rootfsO OO OO Ixc container OO0 OO0 OO

oogono
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O show rest session
goooooo REST-APIO 0 O0D0DOOO0DOO00O (auth-id)dOOoOooOd
Oo0oooon show rest session

O clear rest session

Oo0oOoooOd  REST-APIO auth-idO O OOOO0O

OOoOoOoogno  clear rest session (JWORD)

0000000  ath-dODOOOO0DOOOOO0ODOO0auth-idO0OOCOODOO
auth-id0000O0O0O0ODOOclear rest sessionfD 0000 auth-idOOOOODOO

O show ip forbidden-access-wan

O show ipv6é forbidden-access-wan

ooooooad

O forbidden-access-wan 0 O 0 000000 OO0O0DOOO0OOODOOOOODOOODOOOOOOOOOO
oono

ooooooon show (ip|ipv6) forbidden-access-wan

ooooooad

OWANO ethernet00 00000000000 OO0ODOODOOAO forbidden-access-wanD 00 O
Oglobal OO0 DO OOOO0DOOOO
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O OO0 command

nxrg240#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxrg240(config)#

m show

o show config

gooooogo running-config(C OO OO0OO0OO0OO0OO0OO)DO0OO0OOO
goooooo show config (|xml)

o show startup-config

0oooood  startup-config(flashO O OO OO OOOO0OOO0)IDODOOOO
goooooo show startup-config xml

0oooood  startup-configO OO0 OXMLOOODOODOOOOOOO

O hostname

oooooog 0opDobooobooooooog

goooooo hostname HOSTNAME

ooooood Joo00o0oooooooOoooooOooDooo
nxrg240(config)#hostname NXRO1
NXRO1(config)#
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O fast-forwarding
goooood  fast forwardingD OO O OO0 .

goooooo fast-forwarding enable oogon

OO0 O OO0 no fast-forwarding enable 0000

O no O no fast-forwarding enable

ooooooo

0000000000000 00D000O0Ofast-forwardingD OO0 000000
- Layer4 TCP/UDP/ESP
- Layer3 IPv4

- Layer2 Ethernet(VLAN/PPPoE 0 O O O
O000000b0o0D00bO0obooooDbOoOoD fast-forwardingO OO OOOO
IPOO00OCOOO0DOCOO0ODOOONROOOODOOOODOOO
Ethernet0 00 0D0O0O0ODO /00000000000
IPvAO0O0OO02000000000000000000DOOOO0ODOOOOO
000000000000 000000000D00O000D00O000D0O0O0O0OTCP SYNO FINDD

-000000DOCo00OoooO0UooOooOOoDoOoOoUOorFPOOOODOOSIPODOODODOOOO
000000000 fast-forwardingO OO0 OO0O

- IPOO00ODOCOOODCOOOODCOO

-0000000000000QsOO00Db0ObOOOfast-forwardingD O DOODOOO0OODOODO
Ofast-forwarding 000000000 0OO16,384000

- fast-forwarding 0000000000000 ODOODOOOfast-forwarding OO00OOO0OOOOO

oooooo

- fast-forwarding O L2TPv3 fast-forwarding O 0000000000 DOODOOOOOOOOOO

O0O000ooOoOo0oO0O0oOo0oO0boOooUOooOote,¥4O000ooboooooooo

- L2TPv3 fast-forwarding O O O O O Oglobal mode O 12tpv3 fast-forwarding OO O OOOO

ooooood
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m ip access-list
Access-List(ACL)O OO O OIPv4 packetd filteringD OO DO O0O0DOOOOOFilteringD 0000
OO0matchO OO matchO O actionD OO0 O0O0O0OCOOO
o matchO O
IPv4 source address/netmask
IPv4 destination address/netmask
Protocol (0 OO protocol DO O OO OO protocol D OO 0O)
Source port(TCP,UDPO O OODOODOO)
Destination port(TCP,UDPO OO OO ODOO)
TCP syn
icmp type/code 0 O (icmpO OO ODO)
source mac address
o matchOD O OO

permit 00000 packetd OO acceptd 0000
deny O000D0000 packetOOO dropd D O0ODO
goooooo

o 1ip/protocol

ip access-list ACL-NAME (permit]deny)
<source:>(any|A.B.C.D/M]JA.B.C.D|FQDN) <destination:>(any|A.B.C.D/M]A.B.C.D]FQDN)
(]<protocol :0-255>|icmp|tcpjudp) (|mac HH:HH:HH:HH:HH:HH) [logO JWORDL]

ip access-list ACL-NAME (permit]deny)
<src:>(src-set SET-NAME) <dst:>(any|A.B.C.D/MJA.B.C.D) (|<protocol:0-255>]icmp]tcp|udp)

ip access-list ACL-NAME (permit]deny)
<src:>(any|A.B.C.D/M]A.B.C.D) <dst:>(dst-set SET-NAME) (]<protocol:0-255>]icmp]tcp|udp)

o icmp

ip access-list ACL-NAME (permit]deny)
<source:>(any|A.B.C.D/M]JA.B.C.D]FQDN) <destination:>(any|A.B.C.D/M]A.B.C.D]FQDN)
icmp (Jtype code) (|mac HH:HH:HH:HH:HH:HH) [logO |WORDO]

ip access-list ACL-NAME (permit]deny)
<src:>(src-set SET-NAME) <dst:>(any]A.B.C.D/MJA.B.C.D) icmp (]Jtype code)

ip access-list ACL-NAME (permit]deny)
<src:>(any|A.B.C.D/M]JA.B.C.D) <dst:>(dst-set SET-NAME) icmp (]type code)
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ip access-list (O O)

tep/udp

access-list ACL-NAME (permit]deny)
<source:>(any|A.B.C.D/M]JA.B.C.D|FQDN) <destination:>(any|A.B.C.D/M]A.B.C.D]FQDN)
(tcpludp) [(<sport:1-65535>]any|range <min:1-65535> <max:1-65535>)
(<dport:1-65535>]any|range <min:1-65535> <max:1-65535>)] (|mac HH:HH:HH:HH:HH:HH)
[logd |WORDO]

access-list ACL-NAME (permit]deny)
<src:>(src-set SET-NAME) <dst:>(any|A.B.C.D/M]JA.B.C.D|FQDN)
(tcpludp) [(<sport:1-65535>]any|range <min:1-65535> <max:1-65535>)
(<dport:1-65535>]any|range <min:1-65535> <max:1-65535>)]

access-list ACL-NAME (permit]deny)
<src:>(any|A.B.C.D/M]A.B.C.D]FQDN) <dst:>(dst-set SET-NAME)
(tcpludp) [(<sport:1-65535>|any|range <min:1-65535> <max:1-65535>)
(<dport:1-65535>]any|range <min:1-65535> <max:1-65535>)]

TCP option

access-list ACL-NAME (permit]deny)
<source:>(any|A.B.C.D/M]JA.B.C.D|FQDN) <destination:>(any]A.B.C.D/M]A.B.C.D|FQDN)
tep [(<sport:1-65535>|any|range <min:1-65535> <max:1-65535>)
(<dport:1-65535>]any|range <min:1-65535> <max:1-65535>)] (|syn)
(Imac HH:HH:HH:HH:HH:HH) [logO |WORDO]

access-list ACL-NAME (permit]deny)
<src:>(src-set SET-NAME) <dst:>(any]A.B.C.D/M]JA.B.C.D|FQDN)
tep [(<sport:1-65535>|any|range <min:1-65535> <max:1-65535>)
(<dport:1-65535>]any|range <min:1-65535> <max:1-65535>)] (]syn)

access-list ACL-NAME (permit]deny)
<src:>(any|A.B.C.D/M]A.B.C.D|FQDN) <dst:>(dst-set SET-NAME)
tep [(<sport:1-65535>]any|range <min:1-65535> <max:1-65535>)
(<dport:1-65535>]any|range <min:1-65535> <max:1-65535>)] (]syn)

negate
ip access-list ACL-NAME
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m ip access-list (O 0O)

ooooood
OIpvad IPv6e O ACLODOD table DO OO OOOOOACL-NAMECO OO DOOODOOO
00000 ACLOODOOOODOODOp access-group 0 O O O (interface/tunnel/ppp mode 0 O O )OO
ACLOOO0OOOOOoooOooDoOooDo
Ologg00000O0D0O0ODOOCOO0ODOOOOsyslogmode0 000000000 OOODOOOODOOOO
OO0000O0b00OO0OsyslogODOOO0OD1IO0000000OO IgO0ODOOOOOICO00OOO
ooACLODOCO00DOOO00DO00DOoOO00oDooOO00oOo0oooOoooooooooooooo
oooooooobooooo

m ipset

ooooood

D000 IPO00OO0OOsre/dst0 0000000000 ACLODDOO0ODOOOOOOOOOOOOOO
00000ooopooooogorsetd000oonooOn
O00ooooIwroDoOoO0OmaskO00O /00 PO 0 0O0OCprefix0O0OO0OO /00000000
ooooooo

0000000000000 D0O0000000oDoo00oDooUooOoOoDoDOoo0onn
010000o0ooglipva0 IPveO0 0000 OOOO0O

O0000000D00OOip access-listOipv6 access-list0 0000 00O0ONO
OIPO000Osre/dst0D00000D00OOOO0O

ooooooo ipset setname XXXX file ssh://a.b.c.d/ipset.txt
ipset setname XXXX file ftp://a.b.c.d/ipset.txt
ipset setname XXXX file http|https://a.b.c.d/ipset.txt
ipset setname XXXX file diskO:ipset.txt

goooooo ipset0 0000000000
192.168.0.0/24
192.168.1.0/24
192.168.2.0/24
172.16.1.0/24
172.16.2.0/24
10.0.0.1/32
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m ipv6 access-list
Access-List(ACL)O O OO O IPv6 Packetd FilteringO OO OO OO OFiltering0 000 OO O match
O0OmatchO O actionO0 OO0 OO0O0OO0O0O
o matchO O
IPv6 source address/prefix length
IPv6 destination address/prefix length
Protocol(J OO protocol DO OO DOONO protocol DO OO)
Source port(TCP,UDPO O OODOODOO)
Destination port(TCP,UDPO O OO OODODO)
TCP syn
icmpv6 type/code 0 0 (icmpve O O O O0O)
o matchO O OO

permit 00000 packetO OO acceptO 0000
deny 00000000 packetO OO dropd 0000
ooooooo

o ip/protocol

ipv6 access-list ACL-NAME (permit]deny)
<source:>(any | XXz :X:X/M]X:X::X:X]FQDN) <destination:>(any|X:X::X:X/M]X:X::X:X]FQDN)
(l<protocol :0-255>]icmpv6 | tcpludp) (|mac HH:HH:HH:HH:HH:HH) [log (JWORD)]

ipv6 access-list ACL-NAME (permit]deny)
<src:>(src-set SET-NAME) <dst:>(any|X:X::X:X/M]X:X::X:X)
(l<protocol :0-255>] icmpv6 | tcp|udp)

ipv6 access-list ACL-NAME (permit]deny)
<src:>(any | X:X: Xz X/MX:X::X:X) <dst:>(dst-set SET-NAME)
(l<protocol :0-255>] icmpv6 | tcp|udp)

o icmpv6

ipv6 access-list ACL-NAME (permit]deny)
<src:>(any | XXz Xz X/MPX: Xz XX FQDN) <dst:>(any | X:X: X X/M]X:X: :X:X]FQDN)
icmpv6 (Jtype code) (|mac HH:HH:HH:HH:HH:HH) [log (JWORD)]

ipv6 access-list ACL-NAME (permit]deny)
<src:>(src-set SET-NAME) <dst:>(any|X:X::X:X/M|X:X::X:X) icmp (]type code)

ipv6 access-list ACL-NAME (permit]deny)
<src:>(any | Xz Xz Xz X/MX:Xz:X:X) <dst:>(dst-set SET-NAME) icmp (]type code)
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m ipv6 access-list (0 0O)

o tcp/udp

ipv6 access-list ACL-NAME (permit]deny)
<sre:>(any [ Xz Xz i XaX/MIX: Xz XX FQDN) <dst:>(any | X: Xz i X:X/M]X:X: - X: X FQDN)
(tcpludp) [(<sport:1-65535>]any|range <min:1-65535> <max:1-65535>)
(<dport:1-65535>]any|range <min:1-65535> <max:1-65535>)] (|mac HH:HH:HH:HH:HH:HH)

[log (JWORD)]

ipv6 access-list ACL-NAME (permit]deny)
<src:>(src-set SET-NAME) <dst:>(any|X:X::X:X/M]X:X::X:X)
(tcpludp) [(<sport:1-65535>]any|range <min:1-65535> <max:1-65535>)
(<dport:1-65535>]any|range <min:1-65535> <max:1-65535>)]

ipv6 access-list ACL-NAME (permit]|deny)
<srcz>(any | Xz Xz X X/MIX:Xz X X]FQDN) <dst:>(dst-set SET-NAME)
(tepludp) [(<sport:1-65535>]any|range <min:1-65535> <max:1-65535>)
(<dport:1-65535>]any|range <min:1-65535> <max:1-65535>)]

o TCP option

ipv6 access-list ACL-NAME (permit]|deny)
<source:>(any | X:X: :X:X/M]X:Xz:X:X]FQDN) <destination:>(any|X:X::X:X/M]X:Xz:X:X]FQDN)
tcp [(<sport:1-65535>]any|range <min:1-65535> <max:1-65535>)
(<dport:1-65535>]any|range <min:1-65535> <max:1-65535>)] (]syn)
(Jmac HH:HH:HH:HH:HH:HH) [log (JWORD)]

ipv6 access-list ACL-NAME (permit]|deny)
<src:>(src-set SET-NAME) <dst:>(any|X:X::X:X/M]X:X::X:X)
tep [(<sport:1-65535>]any|range <min:1-65535> <max:1-65535>)
(<dport:1-65535>]any|range <min:1-65535> <max:1-65535>)] (]syn)

ipv6 access-list ACL-NAME (permit]deny)
<sre:>(any | Xz Xz i XoX/MIX:X: X X|FQDN) <dst:>(dst-set SET-NAME)
tep [(<sport:1-65535>]any|range <min:1-65535> <max:1-65535>)
(<dport:1-65535>]any|range <min:1-65535> <max:1-65535>)] (]syn)

o negate
no ipv6 access-list ACL-NAME
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global mode

m ipv6 access-list (0 0O)

goooooo

OIPv4AO IPv6 O ACLO OO table DD O OOOODOOACL-NAMEDO OO DD OOODO

00000 ACLOO0ODODOOD ipve access-group O O O O (interface/tunnel/ppp mode 0 0 )
OO0OACLOOOOO0OOOO0OO0OOOOOOOOOO

Olog000000000000O0D0OOOsyslogmoded 0000000000000 O0OOOOOOO
O000000O0O0syslogOO0OO0OO0OO0OO010000000O0 loggOD0O0OO0OODOI00000000O0O
ACLOO00000000D0D00D0D0D0ND0N0D0ND0N0NO0NO0NONDONON0N00Noooooooooooooooo
ooooooooooo

O ip route access-list
coooooo
route-map 0 matchO OO OO match ip address0 0000000000000 00ODOOOOOO0O0OOO
BGPOOOOODDOOUOOset0 0000 OOOOODOOOUOODOOOODODOOBGPO distribute-list
000o0oopooodoooooooooooo
ooooood ip route access-list ACL-NAME (permit]deny) A.B.C.D/M (]exact-match)
ip route access-list ACL-NAME (permit]deny) any
O no O no ip route access-list ACL-NAME (permit|deny) A.B.C.D/M (]exact-match)
no ip route access-list ACL-NAME (permit]deny) any
od o0
Oexact-matchO OO OD0OO0O0OprefixDOMOOODOODOOOOODOexact-matchO OO DOO0O0O
OO0OprefixOOMOOWDO 32)D0000CO000DOCO
J0.0.0.0/0 exact-match O [0 default route(0.0.0.0/0)0 0000 00.0.0.0/0(exact-match0 0 )0 O
any0O0Q0QOOO

O ipv6 route access-list
ooooooo
route-map 0 matchO 0O 0O 0O O match ipv6 addressO0 0000000000000 DOOOOODODOOOO
OOBPOODODOOOIODODsetd 00D O0ODODOODODOODODOODOOBGPO distribute-
listOOOOOOOO0OO0O0OOO0O00OOooooooo
goooooo ipvé route access-list ACL-NAME (permit]deny) X:X::X:X/M (Jexact-match)
ipv6 route access-list ACL-NAME (permit]|deny) any
O no O no ipvé route access-list ACL-NAME (permit]deny) X:X::X:X/M (]exact-match)
no ipv6 route access-list ACL-NAME (permit]deny) any
00 00
Oexact-matchO O OO0 0000 OprefixOOMODOODODOOOOOODOOexact-matchO OO 0000
OO00OprefixOOMOO WO 128) 00 0000000O0O0O
0::/0 exact-match 0 O default route 0 000 0O [k :/0(exact-matchD 0 )0 Danyd0 OO0 OO0
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global mode

m ip (snat|dnat)

ooooooo NTOOOOOODOOOO

ooooooo

o ip

ip (snat]dnat) NAT-NAME ip
<src:>(any]A.B.C.D/M]JA.B.C.D) <dst:>(any|A.B.C.D/M]A.B.C.D)
<to:A.B.C.D> (]to-end:E.F.G.H)

o TCP/IP

ip (snat]dnat) NAT-NAME (tcp|udp)
<src:>(any|A.B.C.D/MJA.B.C.D) (]<sport:1-65535>]any|range <min:1-65535> <max:1-65535>)
<dst:>(any]A.B.C.D/MJA.B.C.D) (]<dport:1-65535>]any|range <min:1-65535> <max:1-65535>)
<to:A.B.C.D> [(Jto-end:E.F.G.H) (]<port:1-65535>|range <min:1-65535> <max:1-65535>)]

o protocol
ip (snat]dnat) NAT-NAME <protocol:0-255>
<src:>(any|A.B.C.D/M]A.B.C.D) <dst:>(any]A.B.C.D/MJA.B.C.D) <to:A.B.C.D> (]Jto-end:E.F.G.H)
ooooooo protocol O O 0 udp/tecp0 000000 portO0 00000000
(o000 0udp/tecp0 00 O0OOODOO)

o static
ip (snat]dnat) NAT-NAME ip
<src:>(any|A.B.C.D/M]JA.B.C.D) <dst:>(any|A.B.C.D/M]A.B.C.D) static <to:>A_B.C.D/M

o negate

no ip (snat]dnat) NAT-NAME

OOoOO0OOoO0OO NATODOAT-NAMEO O)H)OODOOOOO

no ip (snat]dnat) NAT-NAME NAT-RULE

Oo0oO0oOoOoO0O NTOOOOODOOOOOOoOoOoO
O00000000000ONATODODDOODODOODOOOOOO
no ip snat test ip 192.168.0.0/24 any 1.1.1.1

ooooooo
o snatO0O00O0: Private IPO 00D (192.168.0.0/24)0 Global 1P(1.1.1.1) 00000000000
ip snat test ip 192.168.0.0/24 any 1.1.1.1

odnat000OD0: 1.1.1.1:800 0000000 192.168.1.1:8800 000000
ip dnat test tcp any any 1.1.1.1 80 192.168.1.1 880

o static snatd0 00O 0:
ip snat test ip 192.168.0.0/24 192.168.10.0/24 static 192.168.10.0/24
00000192.168.0.2450 0 192.168.10.2470000000000OSNATO OO src IPO OO
(192.168.0.245 - 192.168.10.245)0 0 000
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m system (snat|dnat)

goooogod system snatld system dnat0 000000
oooooog

o system (snat]dnat)
system snat SNAT-NAME
system dnat DNAT-NAME

o negate
no system (snat]dnat)
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global mode

m ip web-auth access-list

goooooo

WebO O filterDOOOO0OOOODODOO hostd networkO interfaceD OO0 O OWebO OO OOOOOO
doooooooooad

ooooooo

o ip/protocol

ip web-auth access-list ACL-NAME (permit]|deny)
<source:>(any|A.B.C.D/M]JA.B.C.D|FQDN) <destination:>(any|A.B.C.D/M]A.B.C.D|FQDN)
(l<protocol :0-255>]icmp|tcpludp) (|mac HH:HH:HH:HH:HH:HH)

o icmp

ip web-auth access-list ACL-NAME (permit]deny)
<source:>(any|A.B.C.D/M]A.B.C.D|FQDN) <destination:>(any|A.B.C.D/M]A.B.C.D|FQDN)
icmp (Jtype code) (|mac HH:HH:HH:HH:HH:HH)

o tcp/udp

ip web-auth access-list ACL-NAME (permit]|deny)
<source:>(any|A.B.C.D/M]JA.B.C.D|FQDN) <destination:>(any]A.B.C.D/M]A.B.C.D|FQDN)
(tcpludp) [(<sport:1-65535>]any|range <min:1-65535> <max:1-65535>)
(<dport:1-65535>]any|range <min:1-65535> <max:1-65535>)] (|mac HH:HH:HH:HH:HH:HH)

o TCP option
ip web-auth access-list ACL-NAME (permit]|deny)
<source:>(any|A.B.C.D/M]JA_.B.C.D|FQDN) <destination:>(any]A.B.C.D/M]A.B.C.D|FQDN)
tep [(<sport:1-65535>|any|range <min:1-65535> <max:1-65535>)
(<dport:1-65535>]any|range <min:1-65535> <max:1-65535>)] (]syn) (|mac HH:HH:HH:HH:HH:HH)

o negate
no ip web-auth access-list ACL-NAME

ooooooo

o WebODOOODOD: 192.168.0.100 00000 WebhO 0D O0OOWOODODOODOODOO
ip web-auth access-list FORWARD-IN permit any 192.168.0.10 tcp 80 any
ip web-auth access-list FORWARD-OUT permit 192.168.0.10 any tcp any 80

o OD0DUO0UDODODOUODD: OOOWhOODODDOODOOWNOOODODODODOODOOOOD
interface ethernet 1
ip webauth-filter forward-in FORWARD-IN
ip webauth-filter forward-out FORWARD-OUT
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O pppoe-option sent-padt
OOoOoOoOooOo  PPPEO0OIODOOOOOOOOO
gooooog pppoe-option sent-padt
(all|prev-pppoe-session|unknown-ip-packet]unknown-lIcp-echo)
oo O oo pppoe-option sent-padt all
O no 0  no pppoe-option sent-padt
(] prev-pppoe-session|unknown-ip-packet|unknown-Icp-echo)

O pppoe-bridge

OOO0oOoOooO  PPPoE bridgeO OO O OODO

gooooog pppoe-bridge ethernet <0-2> ethernet <0-2>
OO O OO0 no pppoe-bridge

O no O no pppoe-bridge

O dhcp-server

OO00oooo0Od DbHCPOODOOOOOOIWOOOOOOOODOOOO
goooooo dhcp-server bind HH:HH:HH:HH:HH:HH A.B.C.D

O no 0  no dhcp-server bind HH:HH:HH:HH:HH:HH

m ssh-server

o ssh-server enable

ooooooo SSHOOOOOO /00000000
goooooo ssh-server enable oooo
oo 0O oOd no ssh-server enable

a no O no ssh-server enable OO OO

o ssh-server ciphers

000oooog ssHOOOOOODOOoOOooOoooo

0O00oOgood  ssh-server ciphers (aesl28-chc|3des-cbhec]blowfish-cbc|cast128-chc|arcfourl28|
arcfour256]arcfour|aes192-chc|aes256-chc|aes128-ctr|aesl92-ctr|aes256-ctr|
|aes128-gcm-openssh|aes256-gcm-openssh|chacha20-poly1305-openssh)

O no O no ssh-server ciphers

o0 oo ooooooooo
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m ssh-server(00O)
o ssh-server address-family
gooooog SSHOOOOOOOOOoOOoOooooooooddpva/Zipve)D0oooonoo

goooooo ssh-server address-family ip : IPv4 access only
ssh-server address-family ipv6 - IPv6 access only

oo O oo no ssh-server address-family

O no O no ssh-server address-family I any

o ssh-server port

0o0ooboo ssHOOoOooDoOOoOoDOoDoDOooOoooooooobo200000000000000A0
ooooooo ssh-server port (22]512-65535) (22]512-65535)

oo O oo ssh-server port 22

g no g no ssh-server port (=ssh-server port 22)

o ssh-server authentication

ooooooo SSHOOOOOOOODOOODODOOOOOOplain-text password 0 RSA public-key O
oooooooo

goooooo ssh-server authentication (password]public-key)

O no O no ssh-server authentication (password]public-key)

oo oo Default O Opassword O O ORSADO O (verl/ver2)D OO OO OO

o ssh-server public-key
goooogo admin00000000OSSHOODODOOOOODOODOO@OsS0000000)0
goooooo ssh-server public-key username admin <0-4>
ssh://<user@(A.B.C.D|X:X::X:X)>/FILENAME (]source A.B.C.D|X:X::X:X)
ssh-server public-key username admin <0-4>
Ttp://<A.B.C.D|X:X::X:X>/FILENAME (]source A.B.C.D|X:X::X:X)
ssh-server public-key username admin <0-4>
http|https://<A.B.C.D|X:X::X:X>/FILENAME (]source A_B.C.D|X:X::X:X)
ssh-server public-key username admin <0-4>
(diskO:FILENAME|diskl:FILENAME) (]source A.B.C.D|X:X::X:X)
O no O no ssh-server public-key username admin <0-4>
oo od
00o00bO0oooobooooooboooog
gssHOOOODoOOO0oO00O0oOoooo0ooooooooooooooooooooooooooog
O ssh://user@A.B.C.D/FILENAMEC 0 0220000000 00 O O =ssh://user@A.B.C.D:22/FILENAME[T]
- IPv4d  ssh://user@A.B.C.D:port/FILENAME
- IPv6  ssh://[user@X:X::X:X]:port/FILENAME
Ohttps://000000000O00O validationO OO Ohttps-://0 00 OvalidationOD OO O0O0O
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o ssh-server vty authentication

gooobon
U

ooooooo
O no O
oo oo

RSAOD DO OO password 0O O OO0O0D0O0O0O0O0D0OOO0MD0O passwordd OOO0OID

ooooooooooo

ssh-server vty authentication

no ssh-server vty authentication

RSA public-key O 0O 0O 0O 0O 0O O (ssh-server authentication public-key)d O O
0oo0ooo0oooooooooooooooo

O telnet-server enable

ooooood
ooooooo
oo o oOd
0 no 0

m http-server
o enable

ooooooo
ogoooood
oo o od
u no |

TelnetOOOOODO/0000000O

telnet-server enable (o oo
telnet-server enable
no telnet-server enable (o oo

HTTPOOOOODO /00000000

http-server enable (0 oo)
http-server enable
no http-server enable (0 oo)

o ip access-Tilter

ooooood
goooooon
oo oo
0 no 0

0oodoOwehOOooOoooooooooiIpvd ACLODODOOOODO
http-server ip access-filter IPv4-ACL-NAME

source IPOODOODOODOOOO

no http-server ip access-filter

o ipv6 access-Ffilter

ooooood
goooooon
oo oo
0 no 0

0oodoOwehOOoOoooooooooiIpve ACLOODDOOOODO
http-server ipv6 access-filter 1Pv6-ACL-NAME

source IPOODOODOODOOOO

no http-server ipv6 access-filter

97



O 50 global mode

global mode

m http-server(00O)

o timeout

O000O00OO0 hwhtpOOOODODOODOOODODODOOOOOO
OO0O0ODbOO0O  http-server timeout <5-300>

OO0 O OO  http-server timeout 300

o max-clients

0000000 httpOOODODOOOODOOOODDOO
OO00o0O0o0dO  http-server max-clients <5-200>

OO0 0O OO  http-server max-clients 5

o keepalive

o0o00OC0OOO0 htpOOOOOODODOOO0D0OO0OOOOODODODOOOOOO
OO0O0OOD000  http-server keepalive enable

OO0 O OO  http-server keepalive enable

O no 0 no http-server keepalive enable

o keepalive timeout

000000 bhtpOOOOOOOODOOOO0DOOOOODOODOOOCOOOO
0000000  http-server keepalive timeout <5-60>

OO0 O OO  http-server keepalive timeout 15

o keepalive max-requests

0o0oo0oon0 htpdOOODODODOOOOOOOOODOOOOOODOOOOO
0000000  http-server keepalive max-requests <10-100>

OO O 00O  http-server keepalive max-requests 100
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m session

o session udp timer

goooooo
goooodoo
oo O OO
0 no 0

PO O0O0OO0ODODO0OO@YOODDODOO
session udp timer <sec:1-8589934>

session udp timer 30

no session udp timer(=session udp timer 30)

o session udp-stream timer

goooooo
goooooo
oo O oo
0 no 0

UwPOOO0O0ODOOOOODODOOOO@OUODOODOO

session udp-stream timer <sec:1-8589934>

session udp-stream timer 180

no session udp-stream timer (=session udp-stream timer 180)

o session tcp timer

goooooo
goooodoo
oo O oo
0 no 0

TcPO00D0OCOOODO@YODDOOODO
session tcp timer <sec:1-8589934>

session tcp timer 3600

no session tcp timer (=session tcp timer 3600)

o session tcp time-wait

goooooo
goooodoo
oo O OO
0 no 0
ooooooo

TCPOOOOOOTIMEWAITOODOD(@M)DOODOODOO
session tcp time-wait <1-85889934>

session tcp time-wait 120(sec)

no session tcp time-wait

OTIMEWAITOOOOOTCPOOODOODOOODODOOOOODOOOODUOOOOOOD

OTIMEWAITOODDODODODOODOOOOOODOOOOOOOoOobooObobDbOoobooobooboobo
goooobgoooooboobooobuoobogbooboobooobobo

OTIMEWAITOODOOOOOODOOTNIMEWAITO DO ODOOOooOOoDoboobooooboooboobo
ooooboooobgo

o session tcp fin-wait

goooooo
goooodoo
oo O oo
0 no 0

TCPOOOOODOFIN-WAITOOODOODOODOO@YODDOOOO
session tcp fin-wait <1-8589934>

session tcp fin-wait 180

no session tcp fin-wait (=session tcp fin-wait 180)

o session tcp last-ack

goooooo
goooodoo
oo O oo
0 no 0

TCPOOOOODO LAST-ACKDOOOOODOOOoOOoO@)Yooooooo
session tcp last-ack <1-85889934>

session tcp last-ack 160

no session tcp last-ack
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m session (O 0O)
o session tcp close-wait

ooooooo
goooooo
oo O oOo
0 no 0

TCPOODOOOCLOSE-WAITOOODOOOODDO@)YODoOoooo
session tcp close-wait <1-85889934>

session tcp close-wait 360 (=session tcp fin-wait 360)

no session tcp close-wait

o session tcp close

ooooooo
goooooo
oo O oo
0 no 0

TCPOODOOOCLOSEDDDOOOODOOO@)DOUOoOooDoOO
session tcp close <1-85889934>

session tcp close 10

no session tcp close (=session tcp close 10)

o session tcp syn-sent

ooooooo
goooooo
oo O oo
0 no 0

TCPOODOOOOSYN-SENTOOOODOOOOO@)YODooooo
session tcp syn-sent <1-85889934>

session tcp syn-sent 120

no session tcp syn-sent (=session tcp syn-sent 120)

o session tcp syn-recv

ooooooo
goooooo
oo O oo
0 no 0

TCPOODOOOOSYN-RECVO O OODOOOODO@)YODDOODOOO
session tcp syn-recv <1-85889934>

session tcp syn-recv 60

no session tcp syn-recv (=session tcp syn-recv 60)

o session tcp window-check

ooooooo
goooooo
oo o oo

0 no 0

o session max
ooooooo
goooooo
oo O oo
0 no 0

TCP window OO0 O 0OODOODOOOODOOOOO
session tcp window-check

session tcp window-check

no session tcp window-check

ooooooooooooooo
session max <4096-262144>

session max 131072

no session max (=session max 131072)
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m session (O 0O)
o session limit

goooooo

O IP address 0 O conntrack session0 0000000000000 USERO OO O conntrack session
Jo00D00o00o0DO0DOooooDOoooooOooDon

000000 Oforwarding0 0O 0O00 packetD OO0 O0O0O0DO0O

Jo0O0DO0O0O00IP addressd0 sessiondJ 00000000

ooooooao
o0 0O 00
O no O

session limit <0-65536>
session limit O
no session limit

o session tcp limit

ooooooo
goooooo
oo O oo
0 no 0
ooooooo

NXROOODOOTCPOOOOOODOODOOODOODOOOOOO
session tcp limit (<16-32768>|)

session tcp limit 640

no session tcp limit 0=0000

UNXRROOODOO0OODOOO0ODbOO0bOOooObOoboobooooboDoo

dipvy/iPv6 00000000000 0ODOOOODOODOOOODO160000O00O0D00

1Pv4 [0 1Pv6 O

cPO00ODOODOOODODIEOODOODOOOODbDObOOO
goobobooboobooboobooboobobooobooboobobDoobDoboboo
oboobooobgobooobobooooo

o session invalid-status-drop enable

goooboo

goooooad
oo O oOad
0 no 0
ooooooad

NXRO packetO O O OO0 QconntrackD OO0 000 00O O OO O OstatusO NEW state
(O0O0OO0)OUOODOOoOODoOOoOOoDOOoOoOooOestablishOOOOOO
O000O00D packetOOOOO0O0OODOO0ODOODO(ex. tecp0 OO0 OO session
000000 RST+ack O packet0 0 0O OO0 OO)dstated invalidd0 O OO0 O
0000000000 Invalid stated 00 O sessiond match O O packet O drop O
OO0O0D0Q0DefaultOODOOOOO

session invalid-status-drop enable

session invalid-status-drop enable

no session invalid-status-drop enable

0000000000000 0LDUUDUDUUDDUoDoDooOooDooDoOoOoOoOoODOOOO
session invalid-status-drop-interface enable 0000000000 OOppp 00O DOODODOODO
o0ooooooooooo

nxrg240(config)#no session invalid-status-drop enable
nxrg240(config)#interface ppp 0
nxrg240(config-ppp)#session invalid-status-drop-interface enable
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o session checksum

oooooog

O tcp/udp/icmp packet0 0O OO0 Ochecksum error0 00000000 ONATOOOODODOOOO
Joooooooooo

000000 Ochecksum error0 0000 00O ONAT(masquerade 0 0)0 OO0 O0ODO0O

goooooad session checksum enable

oo o odo no session checksum enable

O no O no session checksum enable

goooogo DefaultD D OO ODOOOOOOver5.6.1000 versionD O OOO0OO0OO0OO0OO

o session tcp unacknowledged

0000000 TCPOOOOUDODO UNACKNOWLEDGEDD D DO OO OOOO(@)YODODOoooOoOd
0000000  session tcp unacknowledged <1-85889934>

oo O Odo session tcp unacknowledged 300

O no 0  no session tcp unacknowledged

0000000  ESTABLISHEDO UNREPLIEDO OO TCPOODOOOOODODOOO
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m password

o password

gooooon
goooooo
oo o oo
d no g
aad 0o

o gui password
goooobod
goooooad
gg 0O 0o
g no O
ud o o

m CLI

global mode

cLiDdooooooooooooooog

password (|hidden) PASSWORD

password admin

no password (= password admin)
O0ooooo1-9%50000000000D0D000d
OO00ooogoooooooogis#s=+_.;;040~e <000

aliDO000oooOoUoOooooooooog

gui password (|hidden) PASSWORD

gui password admin

no gui password (= gui password admin)
O0ooooo1-950000000000D0D000d
OO00ooooooooooogis#s=+_.;040~e <000

o console idle-timeout

ooooooo
ooooooo
oo o oo
0 no a

Console0 000 O0OOOOODOOOOOO

console idle-timeout <minutes:0-35791> (]<seconds:0-2147483>)
console idle-timeout 0 3600

no console idle-timeout (=console idle-timeout O 0)

o console terminal length

ooooooo
ooooooo
oo o oo
0 no a
goooooo

console0 00 0OO00OO0DOOOOODOOOOODOO

console terminal length <0-512>

console terminal length 24

no console terminal length (=console terminal length 24)
ogOooOOOO0OoOOoOOobDOOoOoOoDOOoOobODoOoOoO

o console terminal width

oooooao
goooooo
oo O oo
0 no 0

console 000 000D0OO0ODOODOOOOODOODOO
console terminal width <40-180>

console terminal width 80

no console terminal width (=console terminal width 80)
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global mode

m CLI (ODO)

o vty session-max

ooooooo viyydOOOOQOOOOOOOODOOOO
goooooo vty session-max <1-10>

00 0O OO0 vty session-max 4

o vty idle-timeout

ooooooo vty OQoooooooooooooo

0ooooogd vty idle-timeout <minutes:0-35791> (|<seconds:0-2147483>)
o0 O 00 vty idle-timeout 0 600

O no 0  no vty idle-timeout (=vty idle-timeout 0 0)

o vty terminal length

oo0ooooo  viyOOOOOOODOOOODOOOOO

0oooood vty terminal length <0-512>

oo 0O OO no vty terminal length

O no 0 no vty terminal length

0000000 DefaultOOOterminal D000 0O00OO0DOOOOODODO
od0OO0O0O00ODOOOUO0ObDOOOUODOOOOODODOOOn

o vty ip access-filter

ooooooo  vyOoIipvaOODOODODOOOCOODODOO
0ooooogd vty ip access-filter 1PV4-ACL-NAME

O no O no vty ip access-filter

o vty ipv6 access-filter

ooooooco  vtyOlIpveOOOOOOOOOOOOOODO
goooooo vty ipv6 access-filter IPV6-ACL-NAME

O no 0 no vty ipv6 access-filter
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m 12tp
gogooooo OCN IPv6e O OO ODOOODO0ODOOO0ODOOONROODDODODDOOOPPPPOOOODOO
LTPO0D0DODO0O0O0OWNSDODOOO0O0OODODODO0O0OOOoO

o udp source-port

ooooooo
Joo0oooooooooooooooooNROODOOOoooDooooO2TPOO00n0oooonooo
src port0 00O UDP/17010 00000 OLTR/PPPOC OO ODOOCOOOOOOOOOOOODOOOO
000000000000 LLTPO0O0OOOsrcport OOOO00O0OO0OOODOOOOdstOOOO
UDP/1701(00)0 OO OO

OJo0ooLTev30UDPO O OO OOOOOLTPVIO LZTPO OO OOO OO portD 00000 OOOOOO

goooood 12tp udp source-port <src_port:1024-65535>

ogo 0O 00 12tp udp source-port 40001

o hostname

ooooooo LPOOO0O0ODOOOODOOO

ooooood 12tp hostname L2TP-HOSTNAME

<00O0O0O0 > 0O0O0OOOhestnamed DO0OOOOOOOOODOOOOOO
O no O no 12tp hostname

105



O 50 global mode

global mode

m L2TPv3
ooooooo
ONXROODOODO L2TPV3O OO OLAC-LACOODDODOD L2ZTPOODODDDOODDOO OO OEthernet0 00O
000000000000000 End-to-End00 L2000000000000O0OOORFC3931000
oooooo
OLAC-LACO DO 0DODOOLAC-INSOO OO NS-INSO OO0 O0DO0ooooo(20000onon
oooooo)o
O30 0000000000 0000000L2TPv3 over IP (D000 OOO 115)00 0 0 L2TPv3
over DPO OO DOOOOOO
OLTPO000000000D0OOOL2TPV30O L2ZTPO UDPOOOOOOODOOOODODOOOODODOO
00000000oO0oO0oO0ooooooooooooOOoOn
gL2tp(v2) 0000000 OOO0O
OLTPV3 OOIPV4 OO0 OO0O0O0O0OOOOOIPG DD0ODO0D0OODOODOOOOOOOOOOO
0000000000 RODODOODODOD0OOOEthernetd 000 (0)00O 802.1Q VLANDOODODO
OOOXconnect 000000000 DODOOOODODOOEthernet OO O VLAN OO0
O Ethernet 0 00 00O 0O OEthernet 11, IEEE 802.3 Raw, IEEE 802.3 with LLC, IEEE 802.3
with SNAP OO 0000
00000 Ethernet 00000000 O802.1Q in 802.1Q 00 ODODODODO 1522 0O O (FCS O
oo0)yooo
OCookie 00O O L2 Specific Sub layer O OO DOODOODO

o hostname

goooood 0000000000000 0O0DOLCCE(L2TP Control Connection Endpoint)d0 0 00O
oooooo

ooooood 12tpv3 hostname L2TPv3-HOSTNAME

0000000 OQOOO0O0Ohostnamed 000000 OOOODODOOOODOO

O no 0  no 12tpv3 hostname

o router-id

0000000 OQOOoODOoOompOooPODOO0O0O0ODOCO0OODODOCCEDDOODOIODOODOOn
ood

goooooo 12tpv3 router-id A.B.C.D

O no 0  no I12tpv3 router-id
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o mac-learning

ooooood

OLLTPv3 MACO OO D ODOOOOOO /000000000
-000000b00obDOooDovMACOD0D0DOO0DO0DbO00DO0ODO00DOD0DOD0DOOD0ODOODOOD
-0d0000000oooooo0oooooooovMAcO0D0DooooooDoooooooDo
goooooo 12tpv3 mac-learning (Jalways) (Junique)

oo o oOd 12tpv3 mac-learning enable

O no O no I2tpv3 mac-learning enable

ooooood

OalwaysO OO 00O OOL2TPv3 MAC AddressO 0O AlwaysO O OO0 O OO0 OO

-L2TPv3 MAC Advertise Frame O O 0 0O 0O O OO mac-advertise enable0 0000 O0O00OO0OO0ODOO0O
0000000000 O0D0OOL2TPv3 MAC Advertise Frame OO OO OO0 OXconnectO OO OO OO
0000100000000 o0ooo0oooooooooooovACO00DOooooooooogn
goooooovMacOOoDbOooDobDoooonoog

-Always 0000000000000 1000000000000000000DOOO0OO0OMACODO
gopooboooooo

-000@Iways) DO OOOO0OOOOOO
Ounique00000OO0OL2TPv3 MAC AddressCO O unique0 0 OO0 OO0 DOODO
-000000000000112tpv3 xconnect mode 0 00O OO0 OOOOOOOO
nxrg240(config-12tpv3-xconnect)#mac-learning unique enable
-0000000000000000000 Xconnect Local TableOFDBO OO MACOO O D ODOO
J00000oO000o00oD0DoD0o0o00O0DDO00D00D0O0MACODD OO OLocal Tableld FDB
Joo0doooDooooooooooooooooooooooooooooog

-0 0000 Xconnect 1 [J LoopDetect U 0 U 0 00O OO O LoopDetect I FrameDrop U O O O 0O OO
000D00DooOooOooovNACODODOOuwiqued 0000000 OOODOOOOO
-000@nique)D00O0O0O00O0ODOOODOO
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m L2TPv3 (O O)

o mac-aging

ooooooo O0oooooovACODOO0Ooooooooooooon
ooooooo 12tpv3 mac-aging <seconds:30-1000>

oo o od 12tpv3 mac-aging 300

O no O no I2tpv3 mac-aging (=12tpv3 mac-aging 300)

o loop-detect

ooooooo 0000000000 oooon

gooooog 12tpv3 loop-detect enable

oo o oo no 12tpv3 loop-detect enable

O no O no 12tpv3 loop-detect enable

ooooooo
gooooOo0oOoO0oOoO0oO0oO0O0oO0oO0O0OO0OO0O0O0OO00O0O000000000000000DUODODOOD 2
o00000ooO0o0o0oooooooooo

OXconnect 0 OO ODODOODO0ODODOOOODOOOOODONMACOODOODOFBOODODOOOOO
OLTPOOODOOODOOODOOODOOODOODOOMACOOODODOOOOONMACOOOODOODOOOOOo

o send-known-unicast

gooooog L2TPv3 0O known unicast 00 0000000 O0O

goooood 12tpv3 send-known-unicast enable

oo O OO0 no 12tpv3 send-known-unicast enable

O no 0  no I12tpv3 send-known-unicast enable

ooooooo

known unicast0 00 O000OMACOODOOOOODOCOuwicastOO0O0O00ODOOOOOOOOOOODOOO

0000000000000 uwicast00000000DODOO0OOO

OXconnectD OO OODOOOOOOOOUnicastDOOODOOOONMACOODODOO Local MACOOODODO
goooooo

o udp source-port

ooooooo L2TPv3 over UDPO OO OO src port0 0000000 O0OOOOO

goooooo 12tpv3 udp source-port <1024-65535>

oo o oo 12tpv3 udp source-port 1701

O no O no 12tpv3 udp source-port (=12tpv3 udp source-port 1701)

O00oooo0d  Srcport0000000O0O0ODOOL2TPv3 over UDPO OO OO OO tunnelOO OO
OO00oO0D0o0o0oTPv3 over IPOOOOOODOODOOOOODOODOOOOODOOO
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global mode

m L2TPv3 (O O)

o udp path-mtu-discovery

gooooogo

ogoooooo
oo O oo
0 no 0
goooooo

L2TPv3 over UDP O O O O OPath MTU DiscoveryD O OO0 /000000000
oooooooog

12tpv3 udp path-mtu-discovery enable

no I12tpv3 udp path-mtu-discovery enable

no 12tpv3 udp path-mtu-discovery enable

0000000000000 000 L2Tpv30 0000 DF(Don’ t Fragment)O O 0O O
10000000000 0ooobFO0oooooooonooooooooooonog
O0oo0ooooooooooooMii00ooooooomoooooooooon
oooopodbFODODoOOOOoODOoonOod

o path-mtu-discovery

gboooooo

ooooooo
oo 0O oOad
O no O

o snmp enable
gooooog

ooooooao
oo 0O oO0o
O no O

o snmp trap
ooooooo

ooooooo
o0 0O OO0
O no O

o tos
gooooogo

L2TPv3 over IPO O OO OPath MTU DiscoveryO DO OO /000000000
ooooooood

12tpv3 path-mtu-discovery enable

no 12tpv3 path-mtu-discovery enable

no I12tpv3 path-mtu-discovery enable

L2TPv30 0 S\WPO OO OOOODOOCOOODODOOOODOOOOODOOOOOL2TPV3O
oooMmBOOODOOOOODODOOO

12tpv3 snmp enable

no I12tpv3 snmp enable

no 12tpv3 snmp enable

L2TPVvZO SNMP trap0 00000000000 O0OOODODOOOL2TPv3O OO O Trap
ooooooooooo

12tpv3 snmp trap

no 12tpv3 snmp trap

no 12tpv3 snmp trap

OLTv3i 000000000000 000 LBOOD0OOOIIPOOO PO O0OOOIP/IPVE header
0 ToSO (IPv6 O O O Otraffic class)O USERO O OO O ToSO O 12tpv30 0 0 0O O IP header O 1Pv4
ToS field(L2TPv3 session packet)d 0 OO0 00O O OControl message 0 O0xd0O OO OO OO

ogoooooo
oo o oo
0 no 0
goooooo

12tpv3 tos enable
no I12tpv3 tos enable
no 12tpv3 tos enable

OToSOOODOODOOODOIN2tpv3 tunnel tosO OO DO OOOODOOControl messaged ToSO O OO O
goooooogo
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global mode

m L2TPv3 (O O)

o tunnel tos

00oooogno  L2Tpv3d ToSO OO O OO OO OControl messageD ToSO O OO ODODODOODOOOO
ooooooon 12tpv3 tunnel tos []<0-252>]

oo o oOOd 12tpv3 tunnel tos 208 (=12tpv3 tunnel tos)

O no O no 12tpv3 tunnel tos

ooooooo
OL2TPv3 ToS 0000000/ 000000000000000 ToS 00000000000000
L2TPv30 ToSO 0 O O 0000000000007 ToST
oo no 12tpv3 tos ood 0x0
000 2080 0xdOL]
0o 12tpv3 tos 0ooo 0-25207 0x0-0xFel]

o fast-forwarding

oooooao L2TPv3 0 O O fast-forwardingO O OO0 0O O O

oooooog 12tpv3 fast-forwarding enable

oo 0O oo no I12tpv3 fast-forwarding enable

O no O no I12tpv3 fast-forwarding enable

oooooog

Ofast-forvardingD OO0 00000000 /0000MACOODOODOOOOODOODOODOOOOOO
-MACODOODODODOOODODO/0000000D0000DO0O000Ofast-forwardingDdODO0OO0O0O
- 00000 fast-forwvardingOD OO OO OOOCOOOOIPVA/TCR/UDPOOOOOOOOOOO

J000Db0oo0DgoLRMPY3DD0000o0oDooooboo0oo0ono0d0ooooOonDodfast-
forwardingO OO OOOO0OODOODOQO fast-forwardingd OO0 O M

00000000 0Db00000oD0bO000D0DO00D00DO000DOdL2TPYd tunnelingd OO
L2TPv3 over IPsecO policy based 00 O O O fast-forwardingU O OO OO OO0

- L2TPv3 over IPsec (route base)l] O fast-forwardingO OO O 00O 0O

0000000oD0o0oooooooooog L2tev3d0d 0O O fast-forwardingD O 0O O

O L2TPv30 MACODODOODOODOODOOOD200000LAND O local tableOWANO O FDBO O O
- LT3 000000000000 000O00MACOOOODOFBOOOODOOOODONO fast-
forwardingOD OO OO OOO0DOOOO

- LT3 00 0000000000000 000OMACOODOO local tableDOOOOOOOOOO
0 fast-forwardingO OO OO OO0OOOOOO

- LTPVv3I0 00000000000 000000OMACOO0ODOOFBOOODOODOOO D WAN-WANO O
O00Ofast-forwardingD 0000000000000 O0DOOO0ODOODOOO0ODOODOOOODDO
oooooo
O 0doooDoooOdlocal tableD OO0 FBOOOMACOOODOOODOO fast-forwarding O O
OO0000O00O0D0OOMAC aging-timeO0 0 O0O0O0OO0OO0OOOOONocal tableOD OO0 FDBO
OO00OMMCOODODOODODOOODDOODO fast-forwarding0 OO0 0O0OD0O0O0O
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global mode

m L2TPv3

o fast-forwarding (0 O)

ooooooo

O fast-forwarding O L2TPv3 fast-forwardingD OO0 000000000000 OODOODOOOO
00000000oooooooooooo.,340d00oooooooogg

0 fast-forwardingd 0O O O 0O Oglobal moded fast-forwardingD 000000000 OO0OO

coooooo
000ooo00o0ooo0ooooooooooooooooo

000000 fast-forwardingOD OO0 00000 default0D 00O 0O O M
nxrl120(config)# fast-forwarding enable

OLTPv30MACOCOOOODOO0OO0OO0OO0OOdefaultO0OnoOM™
nxr120(config)# 12tpv3 mac-learning

O L2TPv3 [0 fast-forwardingO OO0 00000 default0O 00O 0O O M
nxr120(config)# 12tpv3 fast-forwarding enable

gcLigoooodoooo0ooo0o0opooooo0ooooOoooooOoooodshow configd O

0000oo00o0ooo0ooooo0oopooooooooooooooo

o 00000 fast-forwarding 0 0 0O 0 0 O L2TPv3 0 fast-forwardingO OO0 OO0 OO
nxr120(config)#12tpv3 fast-forwarding enable
% First configure "fast-forwarding enable™ on global mode.

o L2TPv3 0 fast-forwardingO OO OO OL2TPv30 MACO O OO OODOOODOOOOODODODO
nxr120(config)#no 12tpv3 mac-learning
% First deconfigure "l12tpv3 fast-forwarding enable™ on global mode.
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global mode

m L2TPv3
o fast-forwarding (0 0O)
ooooooo
e PtoP OO /00O
NXR_10 fast-forwardingD OO0 0000000000000 O0O0OOOOO0ODOOOOOOOOO
PCAOPCBOODOOOODOOOOODODOOOOOO
PC A ———-- NXR_1 L2TPv3 NXR_2 ----- PC_B
o PCAOOPCBOOOOpingODOOOOODO
OPCAOOARP REQUESTO O OO OOODODOOOODODOOO
ONXR_10O Olocal tabled PCAOMACOODODOOOODOOOO
OPCBOOPCAOOARP REPLYO OO O OODO
NXR IOOFDBOOPC BOMACOODOOOODODODOOO
PCAOMACOODOOODOIocal table0 OO OO0ODOODOOONOOfast-forwardingO OO O 00O
ooooooooooo
OPCAODOPCBOOICMP REQUESTO OO OO OO
PCBOMACODOODOOFBOOOODOOODOODOOOfast-forwardingD OO O0OOO0O0OOOO
ooooo
OPCBOOPCAOOICMP REPLYO OO O OODO
Fast-forwardingO OO OO OO0OO0O0O0O0ODOOOOOfast-forwardingd O 0O
OPCAODOPCBOOICMP REQUESTO OO OO OO
Fast-forwardingO OO OO OOO0OO0O0OODOOOOOfast-forwardingd 00O

e PtoMP OO OO
NXR_10 fast-forwardingO OO0 0000000000000 OODOODOOO0OOODOOODOODOOOO
PCAOPCBOPCCOOODDOOOOODOODOODDODOOO
PCC -——-- NXR_1 L2TPv3 NXR_2 ----- PC_A
L2TPv3 NXR_3 ----- PC_ B
o PCAOOPCBOOOOpingDOOOOODO
OPCAOOARP REQUESTO O DO OOODODOOOODODOOO
ONXR_IOONXR 2000 FDBOOPC AONMACOODODOODODOODO
OPCBOOPCAOOARP REPLYO OO OO OO
NXRIOONXR 30OO FDBOOPCBONMACOOODOODOOODOODO
PCAONACOOODOONXR 2000 FBOOODOODOOOOOOfast-forwardingD 00O
ooooooooooooooo
OPCAODOPCBOOICMP REQUESTO OO OO OO
PCBOMACODOUOODOONXR3ODOO FDBOOODOODOOODOODOOfast-forwardingd OO 0O
oooooooooooooog
OPCBODOPCAOOICMP REPLYD OO OO OO
Fast-forwardingO O OO O OO0OO0OO00OO0ODOOOOOfast-forwardingd 00O
OPCAODOPCBOOICMP REQUESTO OO OO OO
Fast-forwardingO O OO O OOO0O00OO0ODOOOO Ofast-forwardingd O 0O
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global mode

m IPv4

O arp

ooooooo COoooooAPOOOODOCOO

gooooogd  arp A.B.C.D HH:HH:HH:HH:HH:HH

O no O no arp A.B.C.D

ooooooo
OStatic RPOOOOOOOODOOODOGratuitous ARPO ARPOCOCOOODOOOOODOCOOOODOO
0l00HWOoOOOoODoOoo Iiv400000DOO000ODDOO000ODOOO1I00IPVM4DOD0ODOO0OO
OOowoDOoOOoOoOoDooooopoooooooo

O ip route
ooooooo IPMADDOOO0O0OOCOO0O0ODOOOO0ODOO
goooood ip route A.B.C.D/M (<gateway:E.F.G.H>]|INTERFACE|null) (tag <1-65535>)
(<distance:1-255>) (]netevent <trackid:1-255> (active]inactive))
OO0ODO0O INTERFACEODODODOOODOODOOO
ethernet <0-2> (Jvid <1-4094>) | ppp <0-4> | tunnel <0-255>
O no O no ip route (A.B.C.D/M GATEWAY|INTERFACE|null) (]<distance:1-255>)
ooooooo
O0000DoOoOoO0O0DOoOoOoOoDoOoOOoDOdistanceD000D0OO0O0OODOOOODOOODO
00000000000 00000000000D0D0O000D0D0O00000Oround robinOd0O0O
Ooooopooogooooo
02550 0000000000000
O000000DOCOO0O0O0DOOOO0 (ethernetd 802.1Q VIAN) OO OOOOOODOOOOODOO
0o0o0ooooo0oooO0ooOooo0doooo0o0ooodUooDOUooooDOoUooDooDoo
OCOMRPODOOCOOODOCOOWLANOOODODOProxy ARPODOOCOOODOCOOODO)YDOODOOO
OO000O000OPoint-to-POint0 0000000000 DO0OOODOOODOOOOODOOOOO
godoOopoooooooooooo
0000000000000 tagU0O0OO0O0OODOOOOvroute-map0 00000000000
RIP/OSPFO tagU 0 OO OO00ODOOOO0ODOOOODOODOOODOOOODOOO
oo null OO
Onull0O0000O0OO0OO0OCOO00OO0ODOOOOOODOOODOOOCOOwKOOOODOODOODODOOO
ooooo
OnullDO000CO000up/downJ 00000000 OOCO route0000O0O0ODOOOOOO
route0 000000000000 DOO000OODOO0OOOO0OODOO0ODOOOOODOOOOOO
goooooooOoooooOoooOoUOooooogooDoogooDoooooDooooDpood™™
000Do000ooDoO0o00ooOo0OooDoO00O0ooO00oooOOOooOOooDoOoOoooDooOoon
OCO0OO0Odrop00COCOO0O0ODOOO0OO0OODOOOODOOOOOnIOOOOOODOOOO
distance0 0000000 O00DODOOOODODOOO
Oip route/ipve route 0000000000000 O0OOO0O
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global mode

O ip icmp-errors-inbound

goooooo

goooooad
oo o oo
0 no 0
goooooad

00000000000 OICMP error message O OO ODOOICMP errord 00000
O packet 0 00O 0O O interface 0 primary address0 0000000

ip icmp-errors-inbound

no ip icmp-errors-inbound

no ip icmp-errors-inbound

ODefault OO 0ODOOOODOODOODODOrouting tableD O O00OO0DOOOOODOODOOOOODO
primary address0 0000000

OICMP error message] IPsec0 00000 0ODO0OO0ODOOOODO0OODOOpacketdOOODOOOO
oboooooobooooboooboooooooo

O ip arp-invalid-log

goooooo

goooooad
oo o oo
0 no 0
goooooad

Ethernet/VLAN interfaced OO 0O OO O OO interfaceO IPv4 network O O O IPv4
addressO arp request0 0 00 000Osyslog0 000000000 ODOOOOOOO
ip arp-invalid-log

no ip arp-invalid-log

no ip arp-invalid-log

Invalid arp00000000COCOO0OO logd syslogODOOOOOCOOOOO

0000D000000D0OO0Omessage 000000000 OODOODOOOISyslog message suppress [
O(syslog mode0 O0)OODOOOOOOOOOOOOOO

<< Invalid arp0 O log format >>
Jun 16 18:21:06 nxrg240 arp_detect: received invalid arp on ethernet0 from 10.10.1.143
(00:90:fe:12:48:8¢c) to 10.10.1.110

ethernet0 :

00 00O interface

10.10.1.143 : arp request] sender IP

00:90:fe:12:48:8c :

sender mac address

10.10.1.110 : Target IP address
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m IP martian-logO O

O Source/destination IPOOOOOOODOODOARP sender IP/target IPO Omartiand0 000000
IPVADODOOO/ARPOO0O0OOOOOOOOOOOOOODODOODO

Omartian0 000000000 OCO000O0ODOO00OO0ODOO0DOO0OO0O00Omartian000000D0OO0O
O0000oo0O0o0oooo0oOooo0ooooooooooooooo

O000Omartian0 00000000 Oip martian-log0 00000000000 DO0ODOOOOO
oooooo

-Target IPO0127.0.0.0/80 00 0000000000000 00O00O0O0OOO0OOOOOOOO
ARPODOOOOOOOOOOmartian-log0 0000000

-Source/destination0 0 [00.0.0.00 000000000000 O00DOOO0OODOOOOOOOOO
goooooooo

OMartianO OO QCOOODOO
o martian source

SourceJO0OO0OOODOARP sender IPOOCO0O0DOOCO0ODOOCOODOOOODOOOOOOOOO
martian-log0 0 00000000000 OMACOODODOODOOOOOMACOOODOOOODODO
ood
ooDoooooooooog
oo0Oooo0ooOoglzr.0.0.100 0.0.0.0000000DOO0OOO
OARPOODODDOOOODOOOODODO IPOsender IPOODOOOODO
OOOOO0IIPOO0OD0ODOOsource IPOOOOOOIPOOODOOOOOOOOOOOOO
OO0 Oip nat-loopback 0 O 0O 0O OO OO source/destination IPOO000O0OO0OOOOODOOO
OOOOmartian-log0 000000000 OOOCOOO

o martian destination
O000 IPOD0DOO0O destination IPOO0O0O0ODOOO127.0.0.100 0.0.0.00 000000
oooo

O ip martian-log
ooooooo IP martian-log0 000 00O000O0O

ooooood ip martian-log oood
oo 0o goo no ip martian-log goon
O no 0  no ip martian-log
goooooo

gooobooobooboboooboooboobooooboooOopbestdetcOoonbDOoOoO
goooboooboobobboobobobooboobobooobooboobobooobOoobon
gsgdoopbobooooobooogoboicoboboobobooooboooom
gobooooboobooboboooOobOoO0OoODsupress message 00000000 0OO0O
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O ip reassemble-output

ooooooo

goooooooodMiooooeMTUCODOOODOOOOON forwardingDOOOOOOODOOO
0000000 oooo0o0oooDood0ooooCoooDoooooooDooOooooDoon
OO0O0oOoOoONRROOOOOOOOO0ODOOOOU0ODOOOUOODOOODOOOOODOODOOO
- fragmented packet(U O OO0 O0OD0)OMUODOOOOOODOOOOOODOODOOOOOOOMTUO
ooooopoocoooooooooo
- fragmented packet(CO OO OOO)OMUOOOODOOODOODOOD fragmented packetD OO O
coooooo
-000000oooo0oMU00DO000ooOD00oooD0oooODO0ooooDoo

goooood ip reassemble-output

oo O OO ip reassemble-output

O no 0 no ip reassemble-output

ooooooo

gooo0opoodoOoooU0U0obDOo™CooooO0ooooUUbOOooOUoDooUOoDooOoooDo
00000000ooo00ooo00oo0o0DooooooooOooDoooO IPOODODOOOOD
gooooo0ooooOoOoOooOoOUooOooUOOoOoooUOUoOoOoOOoUoODoogOoDbDooOooDo
0000000000000 00ooD0ooO000o0o0000ooO000DoOOoONXROODO
oooooooooooOoooocOoOwooOoOoOOobOOoOoUOboOogOoDooooo
- fragmented packet(CO O OOOO)ONMUDOODOOODOOODOOD fragmented packet D MTUO O
oooooooooooooogo
- fragmented packet(QCO OO OOO)ONMUOOOOODOOODOODO fragmented packetd O OO
coooooo
- 00000000000 MIUODDO000D0DO00DOO0 fragmented packet0 000000000
cooooo

ODefaultO Oglobal DO O OO interface0 00000000 OGIobal 0 OO interfaced OO AND
od0oOOo0oDOoCOoUOOoDooOoOoooOooboooooogOgrr forwardingO ODOOOOODOOO
ooooo

goodooooU0oOoOoooO0UoboOooOU03x200000O0oDoox’3ooooooooooooDo
0000000000 0000000D0O00Oip reassemble-output 000000000 DOOOO
oood

ooooooo

Oglobal mode O O no ip reassemble-outputD O 0O O 0O O ipsec tunnel interface 0 O no ip frag-
ment-reassembly0 0 0000 O0OOOOno ip fragment-reassemblyD0 00000000
00000 no ip fragment-reassemblyd0 000000 tunnle interface0 0000000000
reassemble 000000000 Oconntrack 0000000000 DOOODOODOODOOODOconntrack
OO0OO0OCOOOONATOO /SPIl/session0 000000000 DOODOCOO0ODOCOOOOOODOOO
000 packet coloringD 0O OOO0OOOODOOO

(M no ip reassemble-output0 000000 OO0OO0OO tunnel interface 0 Ono ip fragment-
reassemblyd O O ip fragment-reassemblyD 0000000000 OODOO
(no ip fragment-reassembly 00000000000 OWarningO OO OOO0OD

Oip fragment-reassembly 000 000000000000 O0OOODO0OO ip reassemble-output O
goooooooooooooo
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m ip local pool

o address

ooooooo IPOCOO0O00DOOOOODOOOO

oooooog ip local pool WORD address A.B.C.D (]JA.B.C.D)
O no O no ip local pool WORD

o exclude-address

ooooooo IPO0O0O0O0ODOODODOODODOOOIPOOOOOOOOIPO000O0OOOOOOOOOD
ooboOoooo ip local pool WORD exclude-address A.B.C.D (]A.B.C.D)

g no g
Oexclude-addressO 0 00O no ip local pool WORD exclude-address
ooooooooo no ip local pool WORD exclude-address A.B.C.D (]A.B.C.D)

117



O 50 global mode

global mode

m [Pv6

O ipvé forwarding

goooooo

goooooo
oo 0O oo
0 no a
oooooio

ooooo 20

O ipv6 neighbor

opoOooooao
ooOooooa
O no O

O ipvé route

goooooo
oooogooo

OO0 null OO

IPv6OO0O00OD0OCOO0OO0OO0OOCOO0ODOOOOIWPeOOO0OOOOO0Oo/OOODODOOODO
Oo0ooooooooo

ipv6 forwarding

no ipv6 forwarding

no ipv6 forwarding

IPv6 forwardingU OO OOOOOO

O Neighbor Advertisement IsRouter flagO OO OO OO0

ORouter SolicitationO0 0 O0OOOOO
ORedirects0 00O 0O00O00OO0OOOOMO

IPv6 forwardingU OO OOOOOO

ONeighbor Advertisement IsRouter flagO OO OO OO0 OO
000000 ORouter SolicitationO OO DOO0O0O
ORedirects0000O0OO0ODOredirects00000O0O00DOOOOOO

ipve0 0000000000000 0000
ipv6 neighbor X:X::X:X HH:HH:HH:HH:HH:HH ethernet <0-2> (]Jvid <1-4094>)
no ipvé neighbor X:X::X:X ethernet <0-2> (Jvid <1-4094>)

ipv60 00 0000000000000

ipv6 route X:X::/M GATEWAY (]<distance:1-255>)

ipv6 route X:X::/M INTERFACE (]<distance:1-255>)

ipv6 route X:X::/M GATEWAY INTERFACE (]<distance:1-255>)
no ipv6 route X:X::/M GATEWAY (]<distance:1-255>)

no ipv6 route X:X::/M INTERFACE (]<distance:1-255>)

no ipv6 route X:X::/M GATEWAY INTERFACE (|<distance:1-255>)

CnullO0OOCO00OODOODOCOOODOOOOODOOOOOOOOIPODOOOODOOOODOOO

goooo

OnullO00000000Oup/down0 0000000 OO0 route00000O0ODOOOOO
routeJ00000000000DOOO0DOOOO0ODODOO0ODODOO0OOODOOODOOOOODO
go0OooO0oOoOoOoOoOoOOOOOOUOOOOOOOOOOOOOOOOOOOOoOoOoOoOOooOon

0000000000000 ooooooogooooooooooooooon
OO0O00Odrop0 00O O0OD0ODODOODODOODODODODODODODOOOIDDODOOOOOOOOO
distanceJ 000 O00DOO0OO0O0ODODOOOODOO

Oip route/ipv route 0 000000000000 ODOO0O0O
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O ipv6 bridge
goobooogo

ooooooo
O no O
ooooooao

doooooooooooiIskdoooooooooooooooiwprvednoonon
00o00o0ob0oopbooooO0ob0ooooooooooDobDooDoooooooDOoo
ooooood

ipv6 bridge ethernet <0-2> ethernet <0-2>

no ipvé bridge

IPve OO 00000000 OONROD IP6OOOOONRODOOOOOOO
non-unicast] NXRO O OO IPv6eO0 OO OO0OODOODOOOO (non-unicast OO0
OONXROODODOOOOODOODOODODOO)O
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m track
ooooooo
ONetevent O track object 00D OOOOOOONeteventD OO0 O0OO0O0OOODODO E Neteventd OO
ooooooooogo
ooooooo
o delay/retry
gO0O0O0OCventup0 O0O000O0OD0)IDOD0OuwOOactionODOOOODOOOdelayODOOOOOO
O00000OPDRelay timer0 00000000 0O0Otrackd down state0 000000 O0O0OO ip
reachability checkDO DO O OO OOO
ODelay timerd OO0 O event down O (retry00)0 00000 Odelay timerd cancel DO DO OO
ODelay timerd timeoutd OO Oevent upU actionD 00000000000 ODOdelay timerd
0000000 ip reachability fail count0 0000000 Oaction0D 00000
reachability check DO DO OO0OOO
o initial-timeout
0 OSPF/BGP4 [0 neighbor 0 OO0 0O O interface link 0000000000 track OO0 nit0d0oOd
OO0 trackDOODOOOODOODOOOODODOOODOO
Oneighbor0 00 @ OODO interface link up)DOO0OO0OO0O0O0O track up0OD0OD0OOODO
Oneighbor0 00000000 @MOODO interface link down)J 000000 OO track down
J000O0000ODOobOoOooOdinitial timeoutD timeout D O O OOSPF/BGP4 0 O /interface
0000o0d0OoCUdO0OdownOOODOOOODOOOOOOOOtrack downD O OO0 0O Odown
actionODOOOOODO
O Initial timeoutO OdefaultOOOOOODOO OO defaultO initial timeoutd O 180sec
OO0O000initial timeout0 0010 O 3600sec0 000000000 DODOOODODO

o interface linkODODOO
ooooooo
track <trackid:1-255> interface INTERFACE
track <trackid:1-255> interface INTERFACE initial-timeout (]<10-3600>)
track <trackid:1-255> interface INTERFACE delay <10-3600>
track <trackid:1-255> interface INTERFACE initial-timeout <10-3600> delay <10-3600>
ooooooo
O INTERFACE O [(ppp<0-4>| tunnel<0-255>|ethernet<0-2>)0 0 00000 O

<ggogoog »
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m track (OO)
o ping/ping6 0 00O reachabilityd O OO0
ooooood
track <trackid:1-255> (ip|ipv6) reachability (A.B.C.D]JFQDN) (]source A.B.C.D|interface IFNAME)
(J<interval:10-32767> <retry:0-255>) (|delay <delay:10-3600>)
oooooog
O ip/ipv6 reachabilityd OO OO O icmp/icmpve echo-request/reply packetD OO O OO0
Olnterval O Oping0D 00000000 pingDO0O0OOO0OO0DOOOOreplyd0d0D0O0O0OOO
O0pingD 00000 ODODOOODOODOOO
Olnterval D00 retry0000OUSEROODOOODOODOODOOO
OPing O timeout D O 10secO OO
Oip reachability0 0O 000 interface0 00 0000O0OO0DOOO

o IKE SADODOOO
goooooo track <trackid:1-255> ipsec isakmp <IKE-POLICY:1-65535>
track <trackid:1-255> ipsec isakmp <IKE-POLICY:1-65535> delay <10-3600>

o OSPF neighbor 0 O
ooooood

track <trackid:1-255> ospf neighbor <PEER RID:A.B.C.D>

track <trackid:1-255> ospf neighbor PEER_RID delay <10-3600>

track <trackid:1-255> ospf neighbor PEER RID initial-timeout (]<10-3600>)

track <trackid:1-255> ospf neighbor PEER_RID initial-timeout <10-3600> delay <10-3600>
ooooooo 0000 router-idO 0 neighborD 000000 state0 OO0 O0OO0OOOO0O

o BGP peerd O
ooooood
track <trackid:1-255> bgp neighbor <PEER IP:A.B.C.D>
track <trackid:1-255> bgp neighbor PEER_IP delay <10-3600>
track <trackid:1-255> bgp neighbor PEER_IP initial-timeout (]<10-3600>)
track <trackid:1-255> bgp neighbor PEER_IP initial-timeout <10-3600> delay <10-3600>
track <trackid:1-255> bgp neighbor <PEER IPVv6:X:X::X:X>
track <trackid:1-255> bgp neighbor PEER_IPv6 delay <10-3600>
track <trackid:1-255> bgp neighbor PEER_IPv6 initial-timeout (]<10-3600>)
track <trackid:1-255> bgp neighbor PEER_IPv6 initial-timeout <10-3600> delay <10-3600>
ooooooo 0000 peer ipO0neighbor0 000000 stated 0O O0O0OOOOONO

o VRRPOOOODO
goooooo track <trackid:1-255> vrrp ip <vrrpid:1-255> interface ethernet <0-2>
O no O  no track <trackid:1-255>
ooooooo
Oethernet0 000000
Omaster O O backup/initd 0 000000 backup/initd0 O master 00O O0OOOO0OOO
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m track (O0O)
o ip/ipv6 neighbord O
ooooood
track <1-255> ip neighbor (A.B.C.D|FQDN) interface IFNAME
track <1-255> ip neighbor (A.B.C.DJFQDN) interface IFNAME
<10-32767> <0-255> (delay <10-3600>])
track <1-255> ip neighbor (A.B.C.D|FQDN) interface IFNAME delay <delay:10-3600>
track <1-255> ipv6 neighbor (X:X::X:X]FQDN) interface IFNAME
track <1-255> ipv6 neighbor (X:X::X:X]JFQDN) interface IFNAME
<10-32767> <0-255> (delay <10-3600>])
track <1-255> ipv6 neighbor (X:X::X:X]JFQDN) interface IFNAME delay <delay:10-3600>
ooooood
J00000retry00D00D0O0ODO0OO0ODOODOODOOODODOOODOODOO

O ipsec nat-traversal

gogooood
OODOO0ODOONAT-Traversal DD OO0 O0OD0O00OODOONATODODODODOOOOOODOODOODOOO
goddlipsecidgononboooooonon
OIKEvVIOOONAT-Traversal D0 000 /000000000000 O0OCOOIKev200000000
gogogobobooboooobobbogoo

ONAT-Traversal OO IPVAO OO OOOOODO0O

goooooo ipsec nat-traversal enable (NAT-Traversal 0 O0)
g no g no ipsec nat-traversal enable (NAT-Traversal O O0)
oo o oo no ipsec nat-traversal enable

ooooood

O Transport O O O O NAT-Traversal O 0O
NATOODO Transport 000000000000 OOOODOOO0ODOOODOOOOOOOOODOOO
ooooopobooooo

ooooood
NATOOO Transport 0 00 0000000000000 0O0OODOOOOOOONATODOODODODO
doooooooooooood

gTcP/lDPO 00 O0O0O
TCh/UDPO D ODDOODOOODOODOOODODDODOOOIIPODOODOOODODOOOOODOOO
O00ESPODOOODODOODOODOOOODOONATOOODOODOOODOODOODOOODOODOOD
00o00dooooo0oooooooooooooooooooooooooooooooooooo
J0o00o0obo0oo0oboooDoooooboo0ooO0obO00o0bO0oboo0oOO0oDbOO0b0ODOO0DOoDO
00o0doooooooDdooooooooooooooooooooDoooooooooooo
O00Transport 0000 NAT-Traversal D 000000000 EBSPODOOODOODOODOODO
ooooooooo
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O ipsec path-mtu-discovery

oooooao
ooooooo
0 no 0
oo O oOo
goooooo

PMTUDO OO OOOOO

ipsec path-mtu-discovery enable

no ipsec path-mtu-discovery enable
ipsec path-mtu-discovery enable

OlIPsecd 000 PMTU discovery0 0O OO0 OOODFbitD 1000 tunnel MTUOODOOOODOO
000000 tunneling0 000000000 ODOOouterd ip headerd DF bitO OO 00000

gogono

OlIPsecO OO0 PMTU discovery0 OO OO OOODFbItO 1000 tunnel MTUOODOOODOOOOO

fragment needed D 000000 O OpacketD drop0 000000 0OODOouter O

IP header O

DFbit 0 O O tunneling packet 00O OO0 OO0OO

O ipsec xauth
oooooono
oooooon
0 no 0
oo 0o O

IPsec XauthOO OO OOOODOOOODOOODOOO

ipsec xauth username USERID password (]hidden) PASSWORD

no ipsec xauth username USERID
oooOoOooopi1-900000000000000
OO000ooOoooooooogs#sE=+_..;04~"<>000

O ipsec x509 enable

oooooao
ooooooo
0 no 0
oo O oo
oo oo

X.509000000000000000000
ipsec x509 enable

no ipsec x509 enable

no ipsec x509 enable

IPsecO main0 00 0000000000000

O ipsec x509 validity-period-check

gooooog
ooooooad
0 no 0
oo O oOad
oad oad

X500 00 000000000000 000DOO
ipsec x509 validity-period-check

no ipsec x509 validity-period-check

ipsec x509 validity-period-check

goobooooboobgoobobooboobooboboobooboobobooboobo

oogd

ooboooooboooboobooooobobooooobobooOoecRLObOObDOobObOOoDOoDbOoOO

oogd
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O ipsec x509 ca-certificate
OOoOoopooo X500 cAC00dooogooooogo
ooooooo
ipsec x509 ca-certificate NAME ssh://<user@(A.B.C.D|X:X::X:X)>/FILENAME
(lsource A.B.C.D|X:X::X:X)
ipsec x509 ca-certificate NAME ftp://<A_B.C.D|X:X::X:X>/FILENAME
(Isource A.B.C.D|X:X::X:X)
ipsec x509 ca-certificate NAME http|https://<A.B.C.D|X:X::X:X>/FILENAME
(lsource A.B.C.D|X:X::X:X)
O no O no ipsec x509 ca-certificate NAME
00 00
gooooooOooooOooobooooood
gssHOOoOOoOOooooOoooOoooooOoooooooooopooooooooooooooooo
O ssh://user@A.B.C.D/FILENAMEC 0 022000000000 O O =ssh://user@A.B.C.D:22/FILENAVET]
- IPv4  ssh://user@A.B.C.D:port/FILENAME
- IPv6  ssh://[user@®X:X::X:X]:port/FILENAME
Ohttps://0000000000O validationd OO Ohttps-://0 00 OvalidationD OO0 OO 0O
ODER(*.der, *.cer)U OO PEMC-.pem)0 00 0O00DOOCOO0OOOCOODOODOOODOOOODOOO
000000000ooO000oDo0o0ooDdooogbDESO00DOO00O0ooO0oooDOoUooD
oooooo

O ipsec x509 certificate
OO0oOoooo  x.s5000000000000000000
ooooooo
ipsec x509 certificate NAME ssh://<user@(A.B.C.D|X:X::X:X)>/FILENAME
(Jsource A.B.C.D|X:X::X:X)
ipsec x509 certificate NAME ftp://<A.B.C.D|X:X::X:X>/FILENAME
(Jsource A.B.C.D|X:X::X:X)
ipsec x509 certificate NAME http|https://<A.B.C.D|X:X::X:X>/FILENAME
(Jsource A.B.C.D|X:X::X:X)
O no O no ipsec x509 certificate
od o0
g0ooooooooooooooooooo
gssHOOoOOoOoOoooOoOoOooOoUoOooOooOUOoooUOOoOoOooU0UobooooooboUooooOoogo
O ssh://user@A.B.C.D/FILENAMECD 0 022000000000 O O =ssh://user@A.B.C.D:22/FILENAMELT]
- IPv4  ssh://user@A.B.C.D:port/FILENAME
- IPv6  ssh://[user@X:X::X:X]:port/FILENAME
Ohttps://00000000000O validationO OO Ohttps-://00 0 0validation0O0OO0O0O
ODER(*.der, *.cer)J OO PEMC-.pem)0 0000000000 DODOO0OOODOOODOOOOODODOO
o00ooOOo0oO00ooOOoOo00oDoOoUOOooUOboOoogbESUd0O0ODOOOOOOOObOODOOUODOD
oooooo
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O ipsec x509 private-key
OOoOoOooog  X.5090 private keyO OO OO QOQO
ooooooo
ipsec x509 private-key NAME key ssh://<user@(A.B.C.D|X:X::X:X)>/FILENAME
(]source A.B.C.D|X:X::X:X)
ipsec x509 private-key NAME key ftp://<A.B.C.D|X:X::X:X>/FILENAME
(]source A.B.C.D|X:X::X:X)
ipsec x509 private-key NAME key http|https://<A.B.C.D|X:X::X:X>/FILENAME
(]source A.B.C.D|X:X::X:X)
O no O  no ipsec x509 private-key NAME key
ood 0od
gooOopoooOooooOooooogooooo
gssHOOOOoOO0OooOoooooooooooooooooooooooooooooooooooo
O ssh://user@A.B.C.D/FILENAMEC 0 0220000000 0O0O 0O OO =ssh://user@A.B.C.D:22/FILENAMECT]
- IPv4d  ssh://user@A.B.C.D:port/FILENAME
- IPv6  ssh://[user@X:X::X:X]:port/FILENAME
Ohttps://00000000000O validationd O O Ohttps-://00 0 0OvalidationO0O0O0OO0O

O ipsec x509 private-key

oooooog  x.5000000000000000d

ooooooo ipsec x509 private-key NAME password (hidden]) WORD
O no 0 no ipsec x509 private-key NAME [password]
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O ipsec x509 crli
ooooooo Oo00o0oopooooooooogoo
goooooo
ipsec x509 crl NAME ssh://<user@(A.B.C.D|X:X::X:X)>/FILENAME (]source A.B.C.D|X:X::X:X)
ipsec x509 crl NAME ftp://<A.B.C.D|X:X::X:X>/FILENAME (|source A.B.C.D|X:X::X:X)
ipsec x509 crl NAME http|https://<A_B.C.D|X:X::X:X>/FILENAME (]source A.B.C.D|X:X::X:X)
O no O  no ipsec x509 crl NAME
o0 od
goooooOoooooOooboooooooo
ossHOOOOOOOooOOoOooDoooooooooooooooooooooooooooooooog
O O ssh://user@A.B.C.D/FILENAMEC 0 02200000000 O OO =ssh://user@A.B.C.D:22/
FILENAMECT
- IPv4  ssh://user@A.B.C.D:port/FILENAME
- IPv6  ssh://[user@X:X::X:X]:port/FILENAME
Ohttps://00 000000000 validationO OO Ohttps-://00 0 0validationO0 OO 00O

O ipsec access-list
ooooooo IPsec00000000D0ODOO0OOODO
oooooog ipsec access-list ACL-NAME ip (any|host]|A.B.C.D/M any|host|A.B.C.D/M)
ipsec access-list ACL-NAME ipv6 (any|host|X:X::X:X/M any|host]X:X::X:X/M)
O no O no ipsec access-list ACL-NAME ip (any|host]A.B.C.D/M any|host]A.B.C.D/M)
no ipsec access-list ACL-NAME ipv6 (any|host]X:X::X:X/M any]host]X:X::X:X/M)
no ipsec access-list ACL-NAME
0o 00
OOO00 IPsec access-listd Omatch addressO0 0000000 IPsec tunnel DO OOCOOOO
match address0 000000 OO O IPsec tunnel policy modeO0 OO OO0OODOOO
0000 access-list0 ipO ipv6000000000O0O0O0O0OOOOOOOOOOOOOOOOOO
00l0000000O0oooooooo
OIKEV2O DO ip0ipv6 00 0000000000000 0000IKEVIOODOOODOOOO0OO0O00O0OO
ooooooo
O IPsec access-listO0 0 host rule0 000000000 DOOCOOODOOOO
O1IPv4 hostO IPv6 host DO OO OOOOOOUPVAODOO IPVEOODOODOOIKEDOODODO IP
protocol 000 000)J00O0O0O0O0O100hest hostOOOOOOOOO0OOOOOO 100
00000000000000000000O0
ex) ipsec access-list test ip host host
O ipsec access-list test ipv6 host host
OhostOO O host0O00OO0OD0D0OO0DDODODDODODODDODOOOOOOOOhost hostO OO OO
O00O0DoooO00Ovwle00OTS(ODODOOO0ODODOO)YDOODOODOODOOO
ex) ipsec access-list test ip host host
ipsec access-list test ipv6 2001::/64 2002::/64
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O ipsec generate

gooooogo RSA signature keyO OO QO QOO .

goooooo ipsec generate rsa-sig-key <key length: 512-1024>
O no O no ipsec generate rsa-sig-key

O ipsec eap radius (IKEv2O O)
ooooood
OAccount 0 OO OO RADIUS server O IP addressd UDP port0 OO OO0 (secret) D00 ODOOODO
O0O0O00OUDP portO 00 defaultd 0181200 00OWeb0 00O O OO radius portd 000000
oooooooooood
ONAS-identifier Attribute JOUSERO OO ODODOD@0000)000000000O0O OO De-
faultO OO OO -1Psec(ex.NXRG240-1Psec)] O O
goooooo ipsec eap radius (A.B.C.D|X:X::X:X) password (|hidden) WORD
(]port <1-65535>) (|nas-identifier WORD)
O no O no ipsec eap radius (JA.B.C.D|X:X::X:X)
ooooood
O IPsec clientd O O EAP message [0 OONXR O [0 RADIUS message 0 O O 0O O O O ORADIUS server O O
0ooooooooooooo
ORADIUS server 00D O OOOOOODO timeoutO 200retry0 0000 30000retryd O
timeout 00 1000000
00000 dauthentication local/remote(ipsec isakmp policy mode)J 0 OO DO ODOOO

O ipsec eap identity (IKEv2O 0O)
OO0oOoooOo EAPOCO0O0OOCOIOCOO0OOCOOOO0ODCOOO
goooooo ipsec eap identity string WORD password (hidden]|) WORD
ipsec eap identity key WORD password (hidden]) WORD
O no O no ipsec eap identity string WORD
no ipsec eap identity key WORD
ooooooo
00000 »dauthentication local/remote(ipsec isakmp policy mode)U O OO DO ODOOODO
o000000O01-9%000000000000000000O0DODO0ODO000000 W #=*+_.:;0

{[~e"<>000

O ipsec pre-share identity (IKEv2O0O)
ooooooo IKev2O0OODO00O00000oPKOODODODODODOODODOO
gooooogo ipsec pre-share identity fgdn WORD password (|hidden) WORD
ipsec pre-share identity user-fgdn WORD password (]hidden) WORD
ipsec pre-share identity key WORD password (|hidden) WORD
O no O no ipsec pre-share identity fqdn WORD
no ipsec pre-share identity user-fgdn WORD
no ipsec pre-share identity key WORD
ooooood
00000 dauthentication local/remote(ipsec isakmp policy mode)0 0 OO DO ODOOO
00o00oooo1-95000000000000000000000000000001$#=*+-_.:;0
{0~ <000 127
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O interface ethernet

goooooo
gooooogo
goooooo

interface modeJ OO 0O0OOO0O profile00000ODOOODO
interface ethernet <0-2>
ethernet interfaceO0 0000

O interface loopback

ooooooao
ooooooao
O no O

interface mode 00000000 profile0 00000000
interface loopback <0-9>
no interface loopback <0-9>

0O interface ethernet <0-2> vid <1-4094>

ooooooao
ooooooao
O no O

interface modeJ 0 O0O0OOO0O profile00000ODOOODO
interface ethernet <0-2> vid <1-4094>
no interface ethernet <0-2> vid <1-4094>

O interface tunnel

ooooooao
ooooooao
O no O

O interface ppp

ooooooao
ooooooao
O no O

interface tunnel mode 00O O0OO0OO0O profile000O00OO0OOO
interface tunnel <0-255>
no interface tunnel <0-255>

interface ppp mode0 OO 0OOOO0O profile00000OD0OOODO
interface ppp <0-4>
no interface ppp <0-255>

O interface bridge

ooooooao
ooooooao
O no O

interface bridge mode 00O O0O0OO0O profile000O00OO0OOO
interface bridge <0-4095>
no interface bridge <0-4095>

O interface wlan

ooooooao
ooooooao
O no O

O wifi

goooooo
ooooooo
0 no 0

O 12tp

gooooog
ooooooo
0 no 0

interface wlan modeJ OO0 OO0OD0 profileD0000ODOOOO
interface wlan <0-1>
no interface wlan <0-1>

wifi mode0 0000000 profile0 00000000
wifi <0-0>
no wifi <0-0>

I2tp modeD OO OOO0OO profile000O0O0O0OOO
12tp <0-1>
no I12tp <0-1>
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O access-server profile

gooooogo

ooooooao
O no O
Oooooooo

access-server profile mode0 0000000 profile0 00000000
no0 D O0000IODOODOO0O0O0ODO0O0O0OOD

access-server profile <0-31>

no access-server profile |<0-31>
00o00oo0ooooooooooooooo

O interface virtual-templare

goooooo
gooooogo

O 12tpv3 tunnel
oooooono

ooooooao
O no O

interface virtual-template mode D 0O O0OO0OO profileO0OO0O0OODOOO
interface virtual-template <0-0>
no00000COIDO0OOOOO0ODOOOOODOD

no interface virtual-template <0-0>

12tpv3-tunnel modeD O OO OO OO profile00000OD0OOODO
no0000OCOIKDOOOOOOODOCOOODO

12tpv3 tunnel <tunnnel_id:0-4095>

no 12tpv3 tunnel <tunnnel_id:0-4095>

O 12tpv3 xconnect

goooooo

ooooooao
O no O

O 12tpv3 group
oooooono

ooooooao
O no O

O ntp

goooooo
ooooooa
0 no 0

O dns

ooooooo
ooooooo
0 no 0

12tpv3-xconnect mode 0 0 OO OODOO profile0 00000 ODO0O
no0000OCOIKDOOOOOOODOCOOODO

12tpv3 xconnect <xid:1-4294967295>

no 12tpv3 xconnect <xid:1-4294967295>

12tpv3-group mode D O OO OO0 OO profileD 0 0D0OO0DOODO
no0000OCOIKDOOOOOOODOCOOODO

12tpv3 group <gid:1-4095>

no 12tpv3 group <gid:1-4095>

ntp modeD OO OOOOOprofileD 00000000
ntp
no ntp GNTPOODOODOODOODOprofiled00OO0OD

dns mode0 OO OO0OO profiled 000000
dns
no dns ENSOODODOoOOoOOoprofiledOD0OO0OD
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O snmp

ooooooo
ooooooo
0 no 0

O syslog

gogooood
gooooog
u no u

O dhcp-server
ooooooo
ogooooon
0 no 0

O monitor-log
gogooobod
goooooo
u no u

O track

oooooog
ooooooo
0 no 0

O router rip
goooooo
gooooog
u no u

O router ospf
oooooood
ogooooon
0 no 0

O router bgp
goooooo
gooooog
u no u

snmp modeJ O OO OO0O profile0 000000
snmp

no snmp GSN\wPO O OOOODOOO profiledDODOOOD

syslog mode0 O OO OO0 profileOD OO OODOO
syslog
no syslog (=syslog0 000000000 profile0 000000

dhcp-server modeO O OO OO0 profileDOOODOOO
dhcp-server <1-64>

no dhcp-server(]<1-64>) (:DHCPO OO0 O0O0O0OOOO profile0000000)

monitor-log mode D OO OO OO profileO DO ODOO
monitor-log

no monitor-log EOOOOOOOOOODOOOOOOpprofiledOOOOO0D

extended track (ip]ipv6) reachability modeO0 OO OO OO profile0 OO O0OO0O
track <2048-4095> (ip|ipv6) reachability
no track <2048-4095>

RIPmodeO0 OO DOODOO profiled 0 OOO0ODO
router rip

no router rip ERIPOOOCOODOOODOO profileDODOOOOD

OSPF mode 0 OO DOODODO profile0 0 OO0OODO
router ospf

no router ospf (OSPFOCOOOCOUODOOOO profiledOOD0OOD

BGP mode 0 OO DO ODOO profile0 0O ODOODO
router bgp

no router bgp EBePOOODDODODODOODOO profileDODOOOOD
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O terminal-server

ooooooo
ooooooo
O no O

m sip-nat

o enable
goooooad
goooood
gooooood
OdOnoD OO

o port
goooooad

goooooo
goooboo
goO0OnoO OO

terminal-server modeO OO OO0 O profileDODOOOOO
terminal-server <0-1>

no terminal-server <0-1> EOOODoOOooooodeprofileDODOOOD

SIPNAT OO ODOOOOO
sip-nat enable

no sip-nat enable

no sip-nat enable

OOOouwrPOODOOODOOOOOOOOOOSIP-NATOOOODOOODOOOD
OO00oOoOooooOo7000O0O0O00OO0O0ODRefaultddubPSOGOO OO OOOOO
sip-nat port .<1-65535>

sip-nat port 5060

no sip-nat port

o port-translate

goooooo

gsSipO00ooooooboOoboOooOomwroboobooooooooooobDobDobobooobooone
oooobo0obobobobooboobooboooon
ObefawltOO0OOOOODOOOODOOOODODOOODOO

goooooo
googooood
gO00OnoOO0O

sip-nat port-translate enable
sip-nat port-translate enable
no sip-nat port-translate enable

o exclude-interface

googooood

gooobooooboobDbOo0oboobooboobOoLlANDDOOoSIP-NTODOODODDODODDODOOOO
00000000 O00oO0oOooOooosiPOO00DCO0OOOOO0OOOUOOOODethernet0 00O
oooobooboboboboo

googooood
goooooo
goO0OnoO 00O

sip-nat exclude-interface INTERFACE
no sip-nat exclude-interface
no sip-nat exclude-interface
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CRP
udp source port
Oooooo  CRPOUDPODOODOOOOODDOOO
000000  crp udp source-port <1024-65535>
o O 0o crp udp source-port 10625
no O  no crp udp source-port

OooOg o .

o hostname

ooooooo  crRPOODOOOOODOOOOO
goooooo crp hostname HOSTNAME

O no O no crp hostname

o customer-id

0000000 CRPO customer-id0 O 0OO0OOO
goooooo crp customer-id CUSTOMER-1D

O no 0  no crp customer-id

o cpe-id

0000000  CRPOcpe-id0OOOODODO
0ooogood  crp cpe-id CPE-ID

O no O no crp cpe-id

o client

ooooooo crRPODOCOOOODOOODOOO
goooooo crp client <1-2>

O no 0 no crp client (<1-2>])

o advertise
oo0oopoo  crRPODCOOODODOO
ooooooo
crp advertise (ip|ipv6) interface ppp <0-4> (port <1-65535>]) (secondary])
crp advertise (ip|ipv6) interface ethernet <0-3> (port <1-65535>|) (secondary]|)
crp advertise address A.B.C.D (port <1-65535>|)
crp advertise address X:X::X:X (port <1-65535>|)
crp advertise nat (port <1-65535>|)
O no 0  no crp advertise
goooboon interfaceJ 0000 2000000100 secondaryd 00O O
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m netconf-server
gooooooooooooooo

o enable

oooooao
ooooooo
0 no 0

o lock timeout
ooooDooo
goooooo
0 no 0

o auto-config
goooood
ooooood
g no g

netconfO OO ODOOOOOO
netconf-server enable (tcplover-ssh)
no netconf-server enable

netconfO OO OOOOOODOODDOOOOOOOOO
netconf-server lock timeout <10-3600>
no netconf-server lock timeout

auto-configD O OO OOO0O
netconf-server auto-config enable
no netconf-server auto-config enable
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m QoS
0O00oOooog QesOOoOoOoOooOod
ooooooo
oJOOOOOgono
class policy NAME
oooooo
no class policy NAME
ooooooo
class filter <2-254>
ooooooo
no class filter <2-254>
Mark O O OO
priority-map <1-255> (high|middle]low|normal) ip mark <1-4095>
TBFO OO
pirority-map <1-255> (high|middle]low|normal)
queue shape <RATE:1-1000000> <BUFFER:1-65535> <LIMIT:1-65535>

o

o

o

o

o

@)

SFQO OO
priority-map <1-255> (high|middle]low|normal) queue fair-queue
FIFOO OO
priority-map <1-255> (high|middle]low|normal) queue fifo (limit <1-16384>)
o default classO OO
defaultO classO0 00000 Odefault classO 00000000 ODOO packetOD OO OO0 classO
OO0000Odefault classO0O000O normal O O O
priority-map <1-255> default (high|middle|normal]low)
o priority-map 000
0000 classO priority-map 0 000000
no priority-map <1-255> (high|middle]normal|low])
o default classO OO0
defaultd class 0 default(norma)0 000000
no priority-map <1-255> default
o MarkOD O OOO
OO00OclassO MarkDOOOODOOODO
no priority-map <1-255> (high|middle|normal|low) ip mark
o default queue(FIFO)O OO
no priority-map <1-255> (high|middle|normal]low) queue

@)

B route-map
goooboon route-map 0 0 00000
ooooood route-map NAME (permit]deny) <1-1024>
g no g no route-map NAME : NAMEO route-map 0 OO O OO
no route-map NAME (permit|deny) <1-1024> : OO0 rouet-map0 0000000
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m class access-list
goooooo
route-map 0 matchO OO OO match ip address0 0000000000 OOOOOODOOOOODOOOO
ToSSOOMARKO OO ODOOsetOOODOOOOOOODOODOODOODODOOO
o 1ip
class access-list ACL-NAME ip (|not) <source:>(any]A.B.C.D/M]A.B.C.D)
<destination:>(any|A.B.C.D/M]A.B.C.D)
o protocol
class access-list ACL-NAME ip (]not) <source:>(any|A.B.C.D/M]A.B.C.D)
<destination:>(any|A.B.C.D/M]JA_.B.C.D) (]not) (<protocol:0-255>]icmp]|tcp|udp)
o icmp
class access-list ACL-NAME ip (|not) <source:>(any]A.B.C.D/M]A.B.C.D)
(Jnot) <destination:>(any|A.B.C.D/MJA.B.C.D) icmp (|not) type code
o tcp src dst
class access-list ACL-NAME ip (]not) <source:>(any|A.B.C.D/M]A.B.C.D)
(Jnot) <destination:>(any|A.B.C.D/M]A.B.C.D|dns-set SETNAME)
tcp (not) (J<sport:1-65535>|any) (]<dport:1-65535>]any)
o tcp src-range dst
class access-list ACL-NAME ip (]not) <source:>(any|A.B.C.D/M]A.B.C.D)
(Jnot) <destination:>(any|A.B.C.D/MJA.B.C.D|dns-set SETNAME)
tcp (Jnot) (Jrange <min:1-65535> <max:1-65535>) (|<dport:1-65535>]any)
o tcp src dst-range
class access-list ACL-NAME ip (]not) <source:>(any|A.B.C.D/M]A.B.C.D)
(Jnot) <destination:>(any|A.B.C.D/MJA.B.C.D|dns-set SETNAME)
tcp (Jnot) (]<sport:1-65535>]any) (]range <min:1-65535> <max:1-65535>)
o tcp src-range dst-range
class access-list ACL-NAME ip (]not) <source:>(any|A.B.C.D/M]A.B.C.D)
(Jnot) <destination:>(any|A.B.C.D/M]A.B.C.D|dns-set SETNAME)
tcp (Jnot) (Jrange <min:1-65535> <max:1-65535>) (]Jrange <min:1-65535> <max:1-65535>)
o udp src dst
class access-list ACL-NAME ip (]not) <source:>(any|A.B.C.D/M]A.B.C.D)
(Jnot) <destination:>(any|A.B.C.D/M]A.B.C.D)
udp (Jnot) (J<sport:1-65535>]any) (]<dport:1-65535>]any)
o udp src-range dst
class access-list ACL-NAME ip (]not) <source:>(any|A.B.C.D/M]A.B.C.D)
(Jnot) <destination:>(any|A.B.C.D/M]A.B.C.D)
udp (Jnot) (Jrange <min:1-65535> <max:1-65535>) (]<dport:1-65535>]any)
o udp src dst-range
class access-list ACL-NAME ip (]not) <source:>(any|A.B.C.D/M]A.B.C.D)
(Jnot) <destination:>(any|A.B.C.D/M]A.B.C.D)
udp (Jnot) (J<sport:1-65535>]any) (]Jrange <min:1-65535> <max:1-65535>)

<gboooboog >
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m class access-list(O0O)
o udp src-range dst-range
class access-list ACL-NAME ip (|not) <source:>(any|A.B.C.D/M]A.B.C.D)
(|not) <destination:>(any]A.B.C.D/M]A.B.C.D)

udp (Jnot) (Jrange <min:1-65535> <max:1-65535>) (Jrange <min:1-65535> <max:1-65535>)
o no (class access-listd 0 0)

no class access-list ACL-NAME ip
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m class access-list WORD ipv6

ooooooo

route-map O match OO OO O match ipv6 address 00000000000 ODOODODOOOO
OO00000TeS OOMARK OODDOOOset OOODODOOODODOOODOOOOOOOOO

o

ipv6
class access-list ACL-NAME ipv6 (|not) <source:>[any|X:X::X:X/M]X:X::X:X]
<destination:>[any|X:X::X:X/M]X:X::X:X]

o ipv6 protocol
class access-list ACL-NAME ipv6 (|not) <source:>[any|X:X::X:X/M]X:X::X:X]
<destination:>[any|X:X::X:X/M|X:X::X:X] (|not) <protocol:0-255>]icmpv6]tcp|udp

o ipv6 icmp
class access-list ACL-NAME ipv6 (|not) <source:>[any|X:X::X:X/M]X:X::X:X]
(Jnot) <destination:>[any|X:X::X:X/M|X:X::X:X] icmpv6 (]Jnot) type code

o ipv6 tcp src dst
class access-list ACL-NAME ipv6 (|not) <source:>[any|X:X::X:X/M]X:X::X:X]
(Jnot) <destination:>[any|X:X::X:X/M|X:X::X:X|1
tcp (Jnot) [<sport:1-65535>|any] [<dport:1-65535>|any]

o ipv6 tcp src-range dst
class access-list ACL-NAME ipv6 (Jnot) <source:>[any|X:X::X:X/M|X:X::X:X]
(Jnot) <destination:>[any|X:X::X:X/M]X:X::X:X]
tcp (Jnot) [range <min:1-65535> <max:1-65535>] [<dport:1-65535>]any]

o ipv6 tcp src dst-range
class access-list ACL-NAME ipv6 (|not) <source:>[any|X:X::X:X/M]X:X::X:X]
(Jnot) <destination:>[any|X:X::X:X/M|X:X::X:X]
tep (|not) [<sport:1-65535>|any] [range <min:1-65535> <max:1-65535>]

o ipv6 tcp src-range dst-range
class access-list ACL-NAME ipv6 (Jnot) <source:>[any|X:X::X:X/M|X:X::X:X]
(Jnot) <destination:>[any|X:X::X:X/M]X:X::X:X]
tcp (Jnot) [range <min:1-65535> <max:1-65535>] [range <min:1-65535> <max:1-65535>]

<goboooo >
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class access-list WORD ipv6d O OO

ipv6 udp src dst
class access-list ACL-NAME ipv6 (]not) <source:>[any|X:X::X:X/M]X:X::X:X]
(Jnot) <destination:>any|X:X::X:X/M]X:X::X:X
udp (Jnot) [<sport:1-65535>]any] [<dport:1-65535>]any]

ipv6 udp src-range dst
class access-list ACL-NAME ipv6 (Jnot) <source:>[any|X:X::X:X/M|X:X::X:X]
(Inot) <destination:>[any|X:X::X:X/M]X:X::X:X]
udp (Jnot) [range <min:1-65535> <max:1-65535>] [<dport:1-65535>|any]

ipv6 udp src dst-range
class access-list ACL-NAME ipv6 (|not) <source:>[any|X:X::X:X/M]X:X::X:X]
(Jnot) <destination:>[any|X:X::X:X/M]X:X::X:X]
udp (Inot) [<sport:1-65535>|any] [range <min:1-65535> <max:1-65535>]

ipv6 udp src-range dst-range
class access-list ACL-NAME ipv6 (not) <source:>[any|X:X::X:X/M|X:X::X:X]
(Inot) <destination:>[any|X:X::X:X/M]X:X::X:X]
udp (Jnot) [range <min:1-65535> <max:1-65535>] [range <min:1-65535> <max:1-65535>]

no (class access-list 0 00)
no class access-list ACL-NAME ipv6
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m mobile

o mobile ppp

0000000 3e000000C000PPPOOODOOOODDOOOODODOOO
0oooood  mobile <0-1> ppp <0-4>

O no O no mobile <0-1> ppp

o mobile error-recovery-restart

0oooooo wmobileDDODO0ODODODOOODOODOOODOODOODOOODOODOODO
systemO0 0000000000 ODefaultd OO OO0

gooooogo mobile error-recovery-restart

O no O no mobile error-recovery-restart

o mobile error-recovery-reset
0oooooo wmobileDDODO0ODODODOOODOODOOODOODOODOOODOODOODO
mobileD reset 0000000 ODefaultD 00O D0 OO0

goooooo mobile error-recovery-reset

O no O no mobile error-recovery-reset

ooooood

OError recovery 0 OO neteventO O OO O Mobile reset 0D 0000000000 OOOOODOOO
0ooooooooooooooon

o mobile termination-recovery
ooooood
OMobileDOOODOOPPPOODOOOOOODOODOOODOODODrecoveryO0 OO OOoooonQ
o00o00ob0oooooooobooboooooog
ORASO OO LCP terminate request0 0O O00OOO
ONXRO OO OO LCP terminate request 0 00000000000 ODOOO0OODOOODOODOODOO
gcb lestO OO O OODO
Omobile card0 000 reset0 0000 CD lostODO0DO0DO0DO0O0ODODOOODODOO
goooooo mobile termination-recovery reset
mobile termination-recovery restart
g no a no mobile termination-recovery
ooooooo Recovery O 0 O O mobile reset system restart D OO0 0000000000
Pefault DO OO OODOODOODO

o mobile frequency-band

ooooooo O00oooooooooooooooo
ooooooo mobile <0-1> frequency-band (auto]lte]wcdma)
O no O no mobile <0-1> frequency-band
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m mobileD O OO

o mobile carrier

goooooo Multi carrier mobile OO OO 0O0OO0OOLTEDODOODOODOOOOOOODO
goooooon mobile 1 carrier (docomo]kddi|softbank) (|mvno)

g no g no mobile <1> carrier

m system led
ooooooo STS L0000 /000000000O0O0OOODOOODOOO

o system led status
ooooooo
OooogoPPPPOwnel0 0000 /0000000000000 /000000
Ongn-sip congestionJ0 OO OSTS1 LEDO OO OOOONNODOOOODDOOODOOODDOOODOO
0000doooooooUoooooooduooooooooooooooog
ooooooon system led status <2-2> interface tunnel <0-255>
system led status <2-2> interface ppp <0-4>
system led status <2-2> track (<1-255>]<2048-4095>)
system led status <2-2> ngn-sip congestion
O no 0  no system led status <2-2>
doooogo  SsTs2 LebOO00O0OoOoDoDOooDOobDO0Oooooonod

O as-path

ooooooon BGP autonomous system path filterOO OO OO0

gooooon ip as-path access-list ACL-NAME (permit]deny) LINE

O no O no ip as-path access-list ACL-NAME (permit]deny) LINE
no ip as-path access-list ACL-NAME
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m schedule
goooooo
go0ooooo/00/0000PPPOO0O/Z00/0000000000O00DOO0OOOODOODODOO

o PPPO scheduleO O /00 /000
ooooooo
oooooogpPO0O0O /00 /00000000000 /00000PPPOOOODODOOOODODODO
000000000o000ooooooooooooooooooooooooooooooooo
0000000000000 D00O000DoOUsERODODOO000ooooooooooooooooon
goooo
ooooooo oooo
schedule <1-255> HOUR:MIN DAY MONTH interface ppp <0-4> (connect]disconnect]reconnect)
0000000 0OOO00(Dbow: bay Of the Week)
schedule <1-255> HOUR:MIN DOW (|DOW) interface ppp <0-4> (connect|disconnect]|reconnect)

oJ00DO0O0ODDDODOOOODDOOODOOOOO
ooooooo
0000000000000 000000000000PPPO0OOOOOOOOODODOOOODODODO
PPPOCOOOODODOOOODOOPPOOIONDDOOOIONDDODOODOODOODOOOPPPO on-
demand0 0000 0OOPPPODODODONODODONONONONOOOODOOODOOODODOODODOODODOODODODO
0000000000000 00000000oooo
0000000O00O0O0O0O0OO0OO0OOODR20-30000000000D0DODODOOODOODODODOODOOO
0000000000000 000000000D000ooooooooo
ooooooo oOooo
schedule <1-255> HOUR:MIN DAY MONTH mobile <0-2> clear
ooooooo O0OO000(Dow: Day Of the Week)
schedule <1-255> HOUR:MIN DOW (]DOW) mobile <0-2> clear

oJ0OUODOODODDOOOOOOOO
0000000 OO0O0O0OO0O0systemOOOO0O0O0OO0OO0OOO0O
ooooooo oooo

schedule <1-255> HOUR:MIN DAY MON system restart
0000000 0OOO0(Dow: bay Of the Week)

schedule <1-255> HOUR:MIN DOW (]DOW) system restart
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o0 DOOOOODOOOOOOODODOO
ooooooo
O00000OsyslogO rotate 0 0000000000000 O rotate0 00000 OD0O0OOOOOO
syslog moded rotate 0 OO0 OO OO OO
ooooood oooo
schedule <1-255> HOUR:MIN DAY MON syslog rotate
ooooooo 0000 (DoW: Day OF the Week)
schedule <1-255> HOUR:MIN DOW (]DOW) syslog rotate

o00DO0O0DODODODOODODOODODDO
goooood
O00O00dOmonitor-log0 00 logO OO rotate0 000000000 OOOO0O rotate0 00O
OO0O0O0O0ODOOOmonitor-log reachability/resource0 00000000

gopooooo o000
schedule <1-255> HOUR:MIN DAY MON monitor-log reachability rotate
schedule <1-255> HOUR:MIN DAY MON monitor-log resource rotate

goooooo OO OO0 (bow: Day Of the Week)
schedule <1-255> HOUR:MIN DOW (]JDOW) monitor-log reachability rotate
schedule <1-255> HOUR:MIN DOW (]DOW) monitor-log resource rotate

odO00OOOOOOONPOOOODO
ooooooo O0O00OoooONTPODOOOO0ODOOOO0ODOO
ooooood oooo
schedule <1-255> HOUR:MIN DAY MON ntp adjust
ooooooo 0000 (DoW: Day OF the Week)
schedule <1-255> HOUR MIN DOW (|DOW) ntp adjust
Jooodooo NPODODOOOODOODOODONTPOODOOOONntp mdeDOOD0OO0O

o00IDO0ODODDOODOOODOOOODOO
goooooo
O00000000OCentury Systems HP(officiaD)D 00000000000 ODOOOOOOOOOOOO
0o000000O0O00dgO0dshow versionO OO0 OOOO0O syslogdOO00OO0O T
OflashO0 0000000000000 ODOODOOO0ODOODO0OO0OOOO0O0ODOODOOOOOO200000
gooooooOoooooobOobooOon
goooood oood
schedule <1-255> HOUR:MIN DAY MON firmware check official
goooooo 0000 (DoW: Day OF the Week)
schedule <1-255> HOUR MIN DOW (|DOW) firmware check official
goooooo 0000000oOoooodshow versionO 000000000
nxrg240#show version
Century Systems NXR-G240 Series ver 9.0.0 (build 30/17:18 11 11 2016)
Update Available:
O Century Systems NXR-G240 Series ver 9.1.0 (build 1/19:38 12 11 2016)
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o000 DOOOOODO
ooooooo
gogoopoogorPOSSHOOCO0OOOOOODOOOOODOOOODOOOODOOODOOUODOOOOO
ooooooog
ooooooo
0 e Official schedule <1-255> HOUR:MIN DAY MON firmware update official
(]source A.B.C.D|X:X::X:X) (Jhold) (margin <30-86400>])
Oe FTP schedule <1-255> HOUR:MIN DAY MON firmware update
Ttp://<A.B.C.D|X:X::X:X>/FILENAME (]source A.B.C.D|X:X::X:X)
(]Jhold) (margin <30-86400>])
e SSH schedule <1-255> HOUR:MIN DAY MON firmware update
ssh://<user@(A.B.C.D|X:X::X:X)>/FILENAME password (|hidden) PASSWORD
(]source A.B.C.D|X:X::X:X) (Jhold) (margin <30-86400>])
(0e HTTP/HTTPS schedule <1-255> HOUR:MIN DAY MON firmware update
http|https://<A.B.C.D|X:X::X:X>/FILENAME (]source A_B.C.D|X:X::X:X)
(Jhold) (margin <30-86400>])
Oe OOOOO schedule <1-255> HOUR:MIN DAY MON firmware update
(diskO:FILENAME|disk1:FILENAME) (Jhold) (margin <30-86400>|)
ooooooo
Oofficial UODDO0ODO0O0OOOWODODDOOODOODOODODOODOODODOOO
gofficialOFTPOSSHO O OO OOOOOOODOOOOODOOOODOO
OSssHOOOOOOOOOpasswordD OO OOO0OOO0OO
gssHOOoOoOoOoooOoOooOooOoUoooOooUOUoOoooUOOooooUoUboooUoooUoooogoo
O ssh://user@A.B.C.D/FILENAMECD 0 02200000000 0O OO =ssh://user@A.B.C.D:22/FILENAMELT]
1Pv40 ssh://user@A.B.C.D:port/FILENAMEC] 1Pv60] ssh://[user@X:X: :X:X] :port/FILENAME
Ohttps://0000000000OO validationO OO Ohttps-://0 00 OvalidationOD OO OO O
OholdOOOOOOOOOOOODOOOOOOOOOOODOODOODODOOOOODOOOODOOO
o0ooooooooooom
CholdDOODOOOOODOOOOODOOOODOODOOOOODOODOOO
jooood0o0ooo0oooooO00oooDO00oooOo0oD0o0oooDO00oooooooDoooooDoDOg
od0o00oooOo0OopooOoDooO0oU0OoooU0UOooOooO00oOooOUOoOCoOoUOODOOdceonfighOd
00000000oo0ooooooooooooooooooooom
oO0ood flasshOOOOOOODOOOOOOOODOOOODOOOODOODOOODOOOODOOO
00000o000oo0o0oooo0ooDoO00oooooOooDoo0ooDoDOoooon
Omargin0 0000000000000 0O0O0O0O margind0O0OOFirmware updated0 000000
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o firmware list-update
coooooo
OO0D0O00O0Odfirmware list-updateOJ OO0 O0O0O
coooooo
schedule <1-255> HOUR:MIN DAY MON firmware list-update URL (hold]) (margin <30-86400>])
schedule <1-255> HOUR:MIN DAY MON firmware list-update URL source (A.B.C.D|X:X::X:X)
(hold]) (margin <30-86400>])
schedule <1-255> HOUR:MIN DAY MON firmware list-update ssh://URL password (hidden]|) WORD
(hold]) (margin <30-86400>])
schedule <1-255> HOUR:MIN DAY MON firmware list-update ssh://URL password (hidden]|) WORD
source (A.B.C.D|X:X::X:X) (hold]) (margin <30-86400>|)
coooooo
OlistO0000 versionOOOOO versionOOOOOOTfirmvare update0 00O OO0OO
ClistOO0O0OOversionOOOOO versionDOOOOOONstOOO0OOUWLODO firmvareO OO

O0O0Ofirmware update0 O OO0 OO
OwRLODODODOOOOODOOoOoOoDoOOd

FTPO OO (ftp://)UHTTPO OO (http://)OHTTPSO O O (https://)

HTTPS(no validate)d O O (https-://)0 Storage 0 0 O (diskX:)
OFTPOSSHOOODODODOOOODODOOOOODOOOODOOO
OssHOOOOODOOOOpasswordO OO OOOOOOO
OgssHOODODOOOODOOoO0oOooodoooooooooooooooooooooooooooooo
O ssh://user@A.B.C.D/FILENAMEC 0 02200000000 O OO =ssh://user@A.B.C.D:22/FILENAVECT]

1Pv40 ssh://user@A.B.C.D:port/FILENAMEO 1Pv60 ssh://[user@X:X: :X:X]:port/FILENAME
Ohttps://00000000000 validationO OO Ohttps-://00 0 OvalidationO0 00000
CholdOODO0O0O0DODOOOO0ODOOO0ODOOOODOOOODOODOOOODOOODOO

goooooooooooom
CholdDOO0ODOOOO00ODOODO0OODOOO0OODODOOODODOOOOO
Omargin0 0000000000000 O0O000OOCO margin0OO0O0dfirmware list-updated0 0000
ood
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o config copy
ooooooo OO0O00O0O0Oconfig copyd 0O OOOO
goooooo
schedule <1-255> HOUR:MIN DAY MON config copy URL (startup-config]config)
(margin <30-86400>])
schedule <1-255> HOUR:MIN DAY MON config copy URL (startup-config]config)
source (A.B.C.D|X:X::X:X) (margin <30-86400>])
schedule <1-255> HOUR:MIN DAY MON config copy ssh://URL (startup-config]config)
password (hidden]) WORD (margin <30-86400>])
schedule <1-255> HOUR:MIN DAY MON config copy ssh://URL (startup-config]config)
password (hidden]) WORD source (A.B.C.D|X:X::X:X) (margin <30-86400>|)
Ooooooo
O configd running-configd 0 0O O

0000 configdOODOODOOO config O configuration-id D0 000 OO Oconfig copyd OO0

oood
O startup-configD 0 O

config copyl 00O OOO00DOO0OOOOOODOODOOOO

configuration-id0 OO OO Oconfig copyD 0D ODOOODO

0000 configD OOO0OOO configO O configuration-id 0 00 00O Oconfig copy0 OO0 OO0

o0
O configuration-id 0 00 system configuration-id0 0000000000
OWRLOODDOOOODoOOoOooooog

FTPOOO (Fftp://H)OHTTPODOO (http://)THTTPSO OO (https://)

HTTPS(no validate)d O O (https-://)0 Storage 0 O 0O (diskX:)
OFTPOSSHOOOOOOODOOOOOOOOOOOOOOOO
OSSHOOOOOODOOOpasswordOOOOOOO0OOO
gssHOOoOOoOoOooOoOoOooOooOoOooOooOoUooOooUoUoooOoUOoDoOoOoDoOoOooDoOoooo
O ssh://user@A.B.C.D/FILENAMECD 0 022000000000 OO =ssh://user@A.B.C.D:22/FILENAMELT]

IPv40 ssh://user@A.B.C.D:port/FILENAMEC] 1Pv60] ssh://[user@X:X::X:X]:port/FILENAME
Ohttps://0 0000000000 validationO OO Ohttps-://000 OvalidationD OO0 OO 0O
Omargin0 0 0000000000000O0O00O marginO0O0OOconfig copy0OO00OO0O
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ocdddOdOOOoOOwLOOO

ooooooad OO00O0O0O0OwoLOWake On LANODOODODOODODOOOOOOOOO
goooood schedule <NUM> HOUR:MIN DAY MON wol send name WORD

Oo0o0oo0ood  WwWoRDO O Owol nameC OO OOglobal mdeD OO DO ODODODOOODOOOOO

oO000O0O0ODDOOWROOODDO
ooooooo Oo0ooooowiFiDDODDoOOooooo
gooooogd schedule <NUM> HOUR:MIN DAY MON wifi <0-0> clear

o000O0O0ODOOOODDOOO
0000000 OOO0OOoOOgOgppp 000000000000
0000000  schedule <1-255> HOUR:MIN DAY MON interface ppp <0-4> clear data-usage

oc00D00OD0OOOOODUODODODODOOOO

0000000 OODOO0ooooNsOdooooooooooooooooooDobooooooDooon
0000000  schedule <1-255> HOUR:MIN DOW (DOW]) dns-intercept ip setname WORD update URL
goooooo OO0O00O00OD00ODOip dns-intercept setnamed 0O O OO global modeD OO OO OODO
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ocQoononoO
ooooooa no schedule <1-255>

oJODOOODO
e O0OODOO schedule 1 *:00 * *
e 0 1:20000 schedule 1 1:20 1 *
e (101000 1:20000 schedule 1 1:20 10 *
e 0100000200000 schedule 1 *:20 10 *
e /10000200000 schedule 1 *:20 10 1
e 17100 10:2000 0O schedule 1 10:20 10 1
e 1000DO10:20000 schedule 1 10:20 * 1
o0ODODOODO
e IO DODOODO 00000 schedule 1 *:10 monday
e 100IDOODO 1:10000 schedule 1 1:10 sunday
e weekday (0 4:100 00O schedule 1 4:10 monday friday
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0 system netevent

ooooooo
ogoooooo
0 no 0
oooooao

m 0000000

gboooobgo
goooooo

o mail server

gboooooo
goooooo

o no mail server

gooooogo
goooooo
goooooo

o mail from

ooooooo
goooooo
0 no 0
goooooo

O0oooOoOoOoOoO0O0downO 00000000000 OOOooOooo
system netevent (<1-255>|<2048-4095>) restart

no system netevent

OO000OuwdODOOOOODOOO

0000000000 0000O0o0o0bDo00oOoOooon
O0O0000000O00Omail server modeO O OOO0OOO0OOO

mail server modeC O OO OO0
mail server <0-2>

oooooooooooooooooo

no mail server (]<0-2>)
gooooooooooooooOoooobooboooo
goo0oooOd0oOoooOoooooooogooooooooooo

g0o0ooooooooobooooooa
mail from WORD
no mail from

gworRDO O DOODOODOOODOODODOdcenturysys@xxx.isp-ne.jp0 0000000
Omail send fromO OO OO interface ppp model DO O0O0O0ODOOO0OOODOODOOCOODODOOO
gooooooooooobooooooboogo

o mail to

goooooo
goooooo
0 no 0
goooooo

ooooooooooooooooa
mail to WORD
no mail to

gworRbO OODOOODOODOODOOODOOuser@centurysys.co.jpd 0000000
Omail send toO OO OO interface ppp mode0 OO0 0O OO0 OODOOODOODODOODOOOOODOOO
Jooodooooooooooooooogoo
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O system boot flash

goooooo 0000000 0ooooooooooooooooooon
goooooo system boot flash <1-2>

ogooooood OO00O0O0Oconfig OOOOmDOOODOODODOO

O system config flash

oooooog 000000D000D0config O0ODO0ODODOODOOODODOO

goooooo system config (flash:FILENAME]|diskO:FILENAME)

OO00OnoO0 OO no system config

oooooog no system config

goooooo flash:startup.config OO0 0O OO Osave config OO config OO OO OO0
USB OOOOOconfig OO0OOOO0ODOOdiskO:FILENWMEDO O ODODOO
no system configd Obootup 00O OO0 OODOOstartup-configd OO 00O O [

O system boot clear-ppp-data-usage

0000000 system boot clear-ppp-data-usage

0000000 system boot clear-ppp-data-usage 00 00O

OOOnoOO0O no system boot clear-ppp-data-usage 0 00O 0O

ooooooo
O00000000000o0o000oo00o0oo00oo0uoooouooooooooooPPP OOOO
0000000000 00o0o0000o0o00oo00o0o00oUo0oo0oooo0oDoooooOon
O00000dooooooooooooooooooooogm

000000000000 000oooo0ooo0ooooooo0ooDooooooooDooOooon
0000000000000 000oo00ooo0o0o00ooo0oooooooooooooon
00000000000 0Doo00o0o00oo00oo000oo0o0oo00oDooU0oDoOOoo0ono
ooo

O ppp account username

ooooooo
OpPPOCOCOO0ODOCOOODOCOOO(PPPOOY)YIOTOOODOORASOODODOOOOOODOOO

goooooo ppp account username USERNAME password (|hidden) PASSWORD

OO00Onod OO no ppp account username USERNAME

ooooooo

OO00000Q001-95 000000000 000ooooo0ooooooooooost=+_.:;0
{}M[1/7-0<>"%?0 0 0

Oppp username 0 O O O O ppp interface moded O OO0 O O O USERNAMEC password D O OO OO OO O
goooooodg
Dd0d0oooo2id0dooooo@mcerio+0vO 0000000 m?200000000000

O show config ipv6 dhcp-client

goooooo ipvé dhcp-client0 0000 O0O0O0OO0O

goooooo show config ipv6 dhcp-client (JWORD)

goooooo ipvé dhcp-client WRDO OO OO QOWORDOD O OO OO OO
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m ip policy access-list

ooooooo

00000000000 O0OPBR(Policy Based Routing)D O OO OOOOOOOODOOOO

OOO0DACLOO0ODDOOODOOOODOOOOOOI p policy route-map0 00000 O0ODOCOCO
O0O0bOOoboooooogodip local policy route-mapd0 000 OO0OOOODO

OPBROOODOCOOOON Policy Based RoutingD OO OO OOODOO

o ip
ip policy access-list ACL-NAME (|not) source:any|A.B.C.D/M]A.B.C.D
destination:any|A.B.C.D/MJA.B.C.D (Jtos (|not) <0-255>)

o protocol
ip policy access-list ACL-NAME (|not) source:any|A.B.C.D/M]A.B.C.D
destination:any|A.B.C.D/MJA.B.C.D (]not) <protocol:0-255>]icmp]|tcp|udp
(Jtos (|not) <0-255>)

o icmp
ip policy access-list ACL-NAME (]not) source:any|A.B.C.D/MJA.B.C.D
(Inot) destination:any]A.B.C.D/MJA.B.C.D icmp (]not) type code (]Jtos (]not) <0-255>)

o tcp src dst
ip policy access-list ACL-NAME (]not) source:any|A.B.C.D/M]A.B.C.D
(Inot) destination:any|A.B.C.D/M]A.B.C.D tcp
(Jnot) [<sport:1-65535>]any] [<dport:1-65535>]Jany] (Jtos (]not) <0-255>)

o tcp src-range dst
ip policy access-list ACL-NAME (|not) source:any|A.B.C.D/M]A.B.C.D
(Inot) destination:any]A.B.C.D/M]A.B.C.D tcp
(Inot) [range <min:1-65535> <max:1-65535>] [<dport:1-65535>]any] (Jtos (|not) <0-255>)

o tcp src dst-range
ip policy access-list ACL-NAME (]not) source:any|A.B.C.D/M]A.B.C.D
(Jnot) destination:any|A.B.C.D/M]A.B.C.D tcp
(Jnot) [<sport:1-65535>]any] [range <min:1-65535> <max:1-65535>] (Jtos (]not) <0-255>)

o tcp src-range dst-range
ip policy access-list ACL-NAME (|not) source:any|A.B.C.D/M]A.B.C.D
(Inot) destination:any]A.B.C.D/M]JA.B.C.D tcp
(Inot) [range <min:1-65535> <max:1-65535>] [range <min:1-65535> <max:1-65535>]
(Jtos (Jnot) <0-255>)

<gobgooog >
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ip policy access-list(00O)
udp src dst
ip policy access-list ACL-NAME (|not) source:any|A.B.C.D/M]A.B.C.D
(Inot) destination:any]A.B.C.D/M]A.B.C.D udp
(Inot) [<sport:1-65535>|any] [<dport:1-65535>]any] (Jtos (|not) <0-255>)

udp src-range dst
ip policy access-list ACL-NAME (]not) source:any|A.B.C.D/M]A.B.C.D
(Inot) destination:any|A.B.C.D/M]A.B.C.D udp
(Jnot) [<sport:1-65535>]any] [range <min:1-65535> <max:1-65535>] (Jtos (]not) <0-255>)

udp src dst-range
ip policy access-list ACL-NAME (|not) source:any|A.B.C.D/M]A.B.C.D
(Inot) destination:any]A.B.C.D/M]A.B.C.D udp
(Inot) [<sport:1-65535>|any] [range <min:1-65535> <max:1-65535>] (Jtos (|not) <0-255>)

udp src dst-range

ip policy access-list ACL-NAME (|not) source:any|A.B.C.D/M]A.B.C.D
(Inot) destination:any|A.B.C.D/M]JA.B.C.D udp
(Inot) [range <min:1-65535> <max:1-65535>] [range <min:1-65535> <max:1-65535>]
(Jtos (|not) <0-255>)

negate
no ip policy access-list ACL-NAME (]-.--. )
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m 000000
000000000000000000000000 sleep/resume00000000

m 0JOO000OOOO0O

O system power-management mode

0000000 0000000000 QObalance0 00O mmO00000000O0O0OOOOOO

ooooooo system power-management mode (m2m]balance)

0000000  system power-management mode balance

ooooooo

ObalanceD OO0 Odefault 00 0000000000000 OOOOOOOOOOOOOOOO
OCm2mO0 0000000000000 000CPIO0DODO0O00O0OD0O0000D0O0OEthernet0d0
O000O0O0OOoO1loMps0 000 O0O0O0ODDOODOOODODOODODOOOOOOOOOOOODOOO
0000000000o0o0o0oooooo0ooooooooooOmn0d0000000o0o0o00o0000
oooooooooo

ooo0oooOoooooao
OO0O000 warning/Critical 0000000000 DOODOOOOOCPIDODOODOODOODODOO
ooocvobooooobooooobooobooooboboooooboooobooooboooo

m Sleep/Resume 0 O
OO0O0O0OOsleepd00O000O0DOOOOODOsleepODO0O0OOO0OCPU/EthernetD 0000000
ooooooo
OO0000DOCOO000DOC0000O0O000O00DoOOoOoooDooOOsleepO0d0d0O0OOOOOODOO
goooooodoooooboooooobogo
OOO0OODOsleepO00000OO0Osleepd 000000 Oresume0 000000 OO0OOOODO sleepd
O00D0C0OOresume00000D0C0OOO0DCresumed00O0O0O0O0DOO 36500031,536,000
oooooooogo

o SleepO0 0 OOODO
O system power-management sleep init-button
OOO000C0O INNTOODCO30000DOoOOdOsleepO00d0OnoOoOognO
0000000 system power-management sleep init-button
system power-management sleep init-button timer <1-31536000>

0000000 system power-management sleep init-button
OO0OOnoO OO no system power-management sleep init-button
oooooog
[ no system power-management sleep init-button0 O OO OINITODOODOODOOOOsleepO OO

oooooooon
Otimer00000000DO0O36500031,536,000[sec]OOCOO0O0ODOOO
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R JO000O0O0OOO0O0
O ppp idle-timeout & system sleep

ooooooo
googoogo

oooobooo

PPP idle-timeout 0O DO OO0 Osleepd 0 0O00OODOODOO

ppp idle-timeout <30-86400> system sleep

ppp idle-timeout <30-86400> system sleep timer <1-31536000>

ppp idle-timeout <30-86400> system sleep schedule <NUM>
timer00000000ODDO36500031,536,000[sec]CO0 0000000
OO0O00D0C0CO0O0O resume000000OOresumed scheduleOOOOOOOODO

O schedule & system sleep

ooooooo
goooooo

oooobooo

O sleep system
ogooooon
goooooo

oooobooo

OO0 mode OO

00000000000 000000D00OOOsleepd000D00O00ODOO
schedule <NUM> HOUR:MIN DOW (DOW]) system sleep

schedule <NUM> HOUR:MIN DOW (DOW]) system sleep timer <1-31536000>
schedule <NUM> HOUR:MIN DOW (DOW]|) system sleep schedule <NUM>
timer00000000DODO36500031,536,000[sec]CO0O0O00O0OOO
000000000 resume000000Oresumed schedule0OOOO0OO0OO

OooooooodOsleepd 0000 OD0OOO

sleep system

sleep system timer <1-31536000>

sleep system schedule <NUM>
timer00000000DODO36500031,536,000[sec]CO 0000000
000000000 resume0 00000 Oresumed schedule0O0O00OO0OO0OO
view mode

o ResumeO Sleep0 OO0 OO OODO

O timer
goooooo
gooooog

O schedule
goooooo
gooooog

O INnToOOO
goooogo
ooooooo

sleep0 00000000 0OO0Oresumed 00 timer0 000000000
ppp idle-timeout <30-86400> system sleep timer <1-31536000>
schedule <NUM> HOUR:MIN DOW (DOW]) system sleep timer <1-31536000>
sleep system timer <1-31536000>

sleep0 00000000000 resumed scheduleOD OO OOOOOO
ppp idle-timeout <30-86400> system sleep schedule <NUM>
schedule <NUM> HOUR:MIN DOW (DOW]) system sleep schedule <NUM>
sleep system schedule <NUM>

INITOODODOOOOOOresumed 00O O
oo
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m JO0O0O00O00O0O0O0
O Serial
0000000 SerialDODODOOOOODOresumeD OO0
0000000 system power-management resume serial <NUM>
OO0OnoO0O0O no system power-management resume serial <NUM>
0000000 Ono system power-management resume serial <NUM>O OO0 0O O
O00Oserial 0000000000 resume0 0000

O Wake-up on Ring

0000000 OOmebileDODOOO0OO0OO0OOO0OOOresumeO 00O

0000000 system power-management resume mobile <NUM>

OO00OnoO OO no system power-management resume mobile <NUM>

0000000 Ono system power-management resume mobileD OO OO
gooooDoOd resumed00Odnd

m 00000
o Firmware update/System restart
Ofirmware updateJ O O OO system restart DO Osleep000000O0OOsleepOO0O00OD0O0OO
oooo
OO00OOsleepd00OO0O0ODOOTfirmware updated system restart D0 000000 0OO0OO

o Sleep/Resume

OsleepO0 000 sleepO0 00000 O0O0OO0OOOOSsSleepdOO0O0DOODOODOOO

Oresume0 00O sleep0 0000000 resumed 000000000 O0OG0O00O0OOOO0O
O0O00O0resume0 0000000000 OOsleep0 0000000

O000Oresume 00000000000 OOOsleepOO00O0O0OO0OOOOOO

oOOOobooOO
OoOOOooOoOOsleepO000DOOO0O0O0ODOOOODOOOOSIleep0DOOOOODOO
OO0O0Osleepd 000000 ODDOOSSleepOOOOODODOOO
OoOooDooOooDmINImTODOobooOoOOsleepO0dooonooog
moooobooobooboobobobooboobboobooboobmm

154



O 50 global mode

global mode

m WOLOWake On LANOOOOOOOOO
WLOOsleep0 0000000000000 O0D0O0D0OO0DOOOOOOO

O wol name WORD

goooooo Uio000o0ooo0oo0o0oo0scheduleDO0OOO0O0OWLODODOOOOODOO
O0000D00O00OEthernetD 0000 UWDPOOOOOOOODOOOOOOOOO
gddoooodobooodobooouooouooooobooouooogd

o EthernetO0 O OO
ooooooo
wol name WORD interface INTERFACE
HH:HH:HH:HH:HH:HH ethernet (]<1-65535> <1-65535>) (]broadcast)
wol name WORD interface INTERFACE
HH:HH:HH:HH:HH:HH ethernet type <1501-65535> (]<1-65535> <1-65535>) (]broadcast)
ooooooo
gworRoO O OOODOODOODOOOOODOO
O INTERFACE O O O EthernetO VLANO Bridge 0 00D 00D OO0 O0ODOOO
OHH:HH:HH:HH:HH:HHO O OO OO MACOODOOODOOD0OO0O0ODO
O type O O O Ethernet typel default:0x0842(2144) 00000000
O0d00ooodo0oili000o0o0ooool1000oo0
Obroadcast 0000 OO O0OEthernet0 000000 MACOOUODOOOFF:FF:FF:FF:FF:FFO OO OO
JoooooooDooooooovMcOOnDoooooooog

o UDPOOOO
ooooooo

wol name WORD ip (A.B.C.D|FQDN) HH:HH:HH:HH:HH:HH (]<1-65535> <1-65535>)

wol name WORD ip (A.B.C.D|FQDN) HH:HH:HH:HH:HH:HH port <1-65535> (]<1-65535> <1-65535>)
ooooooo
gworDOOOOOUOODOOOOODOOO
O00000ooO0oooomwr000oDo0o0DOrNODOODOODOIPOOOODDOOOOOIPOOD

00O directed broadcast0 00 OO O0OO0OOOO

OHH:HH:HH:HH:HH:HHO O OO OO MACOOOOO0OD0OO0000O
COpPortDO0OOOOOCUWP port000000O00O0O0ODOOOO9 Discard0 OO
0o00doooooooilooboo0ooOooooOol100oo

goooooo
gogboiwooobooooboooboobobooog
goo0oooDOoooOowLODOoOoODOOoDOOoOoDOOoDoDOoDoOARPOOODOODOODODSIeepOOO
goboobooARPOO0OO0OODOODO0OMm
oooboiwoobooooobooobooboboboooo
goooooooooooobowLboooooboooobooooobooboobooboooooo
oom
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O ip host FQDN

oooooood IPO0O0ODO0O00O0O0ODOODOOOOstaticO0000OO0OODODOOOOOO

oooooon ip host FQDN A.B.C.D

oooooono
dodoooNSOO00DodoDdooDO0doDoOoo0ooobDdo0dOstaticOO000OOOooOOO
gooNSOOdDooooooooooooon
dodoooNSOO00DdoDdooO0dooooDodoooDodobODOdOstaticOO0OOOO
ooooooooo

O ipsec priority-ignore
0000000  Priority00O0O IPsec SADOODOOOODOOODOOO
IKEv1O Oroute based IPsec0 00 0000000000000

gooooog ipsec priority-ignore enable

O000noO OO no ipsec priority-ignore enable

ooooooo

ORoute based IPsecd 0 Ophase20 IDO O IPsec SAD OO OOOOD IDODOODOODODOOOOO
O00O0Priority0 00000 etc00000000DOO0O0OOO0ODOODOOODOOOOODODOO
OO phase2 IDOOOOOOO IPsec SAODODOOODODODOOOODODOODODO

ORoute based IPsecJ 00 OO route based IPsec policy based IPsec0000O000OOOO0O
Policy based IPsecO0 000 000OOO0OO

OO00O00O0ISPOVPNODOOOOOOphase2O IDO any/any 0000000000000 0OODOOO
oooooo
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m Mode-config
O0OO0OVPN client0 0000000000000 00D0000DOOOOOmode-configD 0000
O0O00IKEV/IKE2 OO 00000000000

O ipsec local pool

ooooooo

OVPN client0 00000000 local pool OOOIP addressO0 00000000 O0OOODO

gooooboo ipsec local pool WORD address A.B.C.D/M

O000noO OO no ipsec local pool WORD

ooooooo

Olocal pool DO O OOOO0OCclient configurationd 0 0 00O ipsec isakmp policyOD 000000
oooo

OVPN clientD 00000 IPOOODOOOOOOOQDOOshow ipsec leasesO OO0 (viewd O O)O
oooooo

O ipsec ike/ike2 client configuration dns-server
OO00oOooOooO  VPNclientOOOOOOOOODNSOODODODDODODDODOODODOOO
gooooboo ipsec ike client configuration dns-server A.B.C.D (A.B.C.D])
ipsec ikev2 client configuration dns-server A.B.C.D (A.B.C.D])
OO0O0noOOO no ipsec ike client configuration dns-server
no ipsec ikev2 client configuration dns-server
ooooooo
OIKEVI/IKEV2O OO OO0 OO Oprimaryd secondary0 20 0000000000000
O0000000000000o0IsAkMPO 00 0000000000000

O ipsec ike/ike2 client configuration netbios-server
ggooooo VPN client0 00 0000OOWINS server000000000O0O0O0OO
gooooboo ipsec ike client configuration netbios-server A.B.C.D (A.B.C.D])
ipsec ikev2 client configuration netbios-server A.B.C.D (A.B.C.D|)
OO0O0noOOO no ipsec ike client configuration netbios-server
no ipsec ikev2 client configuration netbios-server
goooooo
OIKEVI/IKEV2O OO OO0 OO0 OprimaryD secondary0 20 0000000000000
J0000ooooooooooIsakvpOOooooooooooooom

O system usb transfer-mode

0ooooog ussOODooOoOooooOoOooogooo
0O00oOdpood  system usb transfer-mode (pio]dma)
OO0O0noOOO no system ush transfer-mode
0000000 UOJOO0OO0O0O0save configDOOOOOO
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m 00000000
gooobOoobobobDbo0obwxeoooboooboobooobooboobobbooboobooo

0000000000000 000veth OO OOOOOOOO0OOOOOOO0OOOOOOO
OvethOOOOOOOOOOODOOveth interface modeO OO0 O0O0OO0O0OOO

O 1Ixc container
ooooooo Ixc container0 000000

Ixc container0000000IxcOOOOOOO
ooooooo Ixc container <1-4>

OO00OnocO0O0O no Ixc container
oooooog

00000 WXCOOODOOOOOOOconnect Ixc consoled OO0 0O0view modeD OO O0OOOO
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O track mail send server

gooooon
gooooon

OOOnoO OO
gooooon

Track up/down 000000 Omail 0000000 OOO0ODOOOO
track mail send server<0-2>

track mail send server<0-2> subject LINE

no track mail send

no track mail send

O track snmp trap

gooooon
gooooon
OOOnoO OO
gooooon

Track up/down 00O D0OOOSNMP trap0 00 00000OO0ODOODOO
track snmp trap

no track snmp trap

no track snmp trap

O bridge flow-list

goooooo

gooooon

OOOnoO OO
gooooon

oooooooodflwdoOO /000000000000

D000 flowd OOOOOOOONRODOOOOOOOOOOOOOODOOOO
bridge flow-list WORD file WORD

bridge flow-list WORD file

no bridge flow-list WORD

OObridge flow-list0 OO0 0OO0O00000O flow listO0OD0O000OO0O00O0ODODOOOOOOOO
O Obridge flow-list WORD filed Oshow configD O OO DO OO OO
OOcookieOODODOOOOOcookieDOOOODOOOflowdDODODOOODODOOODOOOMM
OOpriority0 0000 01024-327680 0 O

O ip dns-intercept setname

goooooo
gooooon
OOOnoO OO
gooooon

DNSOOOOODOOO0DOOO00oooooooooogoooooo
ip dns-intercept setname WORD file (URL|) (ms-0365])
no ip dns-intercept setname WORD

OWRLOOODO000O0O00oooooon

O FTPO ftp://0 HTTPO http://1 USBO disk0: [T Microsoft Official HPO ms-03650

000000000000 0000000bO0DO0b0Ob0OOip dns-interceptd 0000 interfface
moded O OO OOOO
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O mape-rule
0000000  MAP-E ruled typeOD OO ODOOO
0oooogdno  mape-rule WORD type jpne auto
mape-rule WORD type ocn auto
O0OONOODO  no mape-rule WORD
ooooooog
OO000OCO0ODOOCOJINEDD veplusOOODOOOCN IPCEOOODOOOODOOOODOO
OWORDO O Omape-rule0 00 O0O0ODO

O ip route mape-rule

ooooooo  mape-ruled ip route0 000000
gpoooooo ip route mape-rule WORD (]<1-255>)
OO00ONoOODO  no ip route mape-rule WORD (]<1-255>)

O ipv6 route mape-rule

googooog mape-rule O ipv6 prefix route0 OO ORAD OO O gateway D OO OO OO
opoooooo ipv6 route mape-rule WORD ra (]<1-255>)

Oo00ONeO OO no ipv6 route mape-rule WORD ra (]<1-255>)

O ip tcp minimum-send-mss

ooooooo

OadvertiseD OO MSSODOOODDOOODODOOODOODOOOOsegment0 0000000000
opoooooo ip tcp minimum-send-mss <48-1460>

OO0O0ONOODO  no ip tcp minimum-send-mss
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m REST-API
REST-APIO OO 0O0000O0OOKTTPOOOOOOOOOOOOOOOODO0ODOODODODOO

O REST-APIOOODOOODOOOOO

REST-API O O O Version1(REST-APIV1) Version2(REST-APIV2)D 0D OO OD0OODOODOOOOOOOO
OREST-APIViO 000000 D0OODO0OOO0OOOOOOOOOODOOn

O NXR-53000 NXR-G180/L-CALI NXR-G100 0 O O O

OREST-APIV2O OREST-APIOD 0000000000000 OOOOOOOO00O0O0

O NXR-53000 NXR-G180/L-CA

O REST-APIviOOOOOOOO
OREST-APIVIO O OOOOOOOODOODOO
Auth-IDO OO

ooooo

goooo

ooooooo
startup-configO OO QO QOO
ooooooooon
0odo0odooooooooon
showd O OO OOO
config O O
IPvAOOOOCDOOO0OO0

IPvA0 00000 ooooo
IPVADHCP O O O O O

EthernetO OO0 OO0 QOOOO

O rest (http]https) enable
ogoooooo REST-APIO O OQOQOOOOOO
oooooon rest http enable
rest https enable
gooONeO OO no rest http enable
no rest https enable
ooooooad http, https OO DD O0OOO0DOOOODOOODOOOOO

O rest (http]https) port
J00O0DOoo  ReEST-APIDOOODOODOOOODOODOOOOO
oooooon rest http port <1024-65535>
rest https port <1024-65535>
gddNoO OO no rest http port
no rest https port
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O rest session-max

0000000 REST-APID DO OO0OO0O0OO0ODOOODODOOODOO
goooood rest session-max <1-20>

OddNeO OO no rest session-max

O rest timeout

0000000 REST-AAPIDOODODOOOODOODOOOOO
goooooo rest timeout <60-3600>

OooONeO OO no rest timeout

O rest username

0000000 ReEST-APIDO0OODOO0DOOO0OODOODOOOOODOO
opoooooo rest username WORD password (hidden]|) WORD
goONoO OO no rest username

O http-server cert certificate

0000000 PEMIOOOOOOOOOOOOOOOOCOOO
0000000  http-server cert certificate NAME FILE
OO0O0ONoOODO  no http-server cert certificate NAME

O http-server cert chain-certificate

goooogoO0o PeMOOOOOO(@OOOD)YOODOOUODOOODOOO
goooooo http-server cert chain-certificate NAME FILE

OO00ONoO OO  no http-server cert chain-certificate NAME

O http-server cert private-key
0000000 PEMOOOOODODODOOOOOOOO
0000000  http-server cert private-key NAME key FILE
http-server cert private-key NAME password (|hidden) PASSWORD
O00ONoO OO  no http-server cert private-key NAME key
no http-server cert private-key NAME password
0000000 0000000000000oooooooo00o0ooooooooon

162



O 50 global mode

global mode

O system boot firmware update

ooooood gopoooboogofirmware updateO O OO OO0

oooooog system boot firmware update WORD (|password) (]source) (]Jhold)

system boot firmware update official (|password) (]source) (]Jhold)

gooONoeOD OO no system boot firmware

ooooooo

ooooDOoboOobooboOfirmware updateD OO ODODOO

OholdDODOODOOOfirmware update 0 000000000000 OOOODOODOOOOODOODOOO
oooooooooooooo

gworRDOODOOOODOODODOODOODODO
ssh://<user@(A.B.C.D|X:X::X:X)>/FILENAMEO ftp://<A.B.C.D|X:X::X:X>/FILENAME
http|https://<A.B.C.D|X:X::X:X>/FILENAMEO diskX:FILENAME

O system boot firmware list-update

0000000 OCOoOooogooofirmware list-updatedOO0O000OO0O

goooooon system boot firmware list-update WORD (]password) (]source) (Jhold)

gooONoeOD OO no system boot firmware

ooooooo

OlistO0000 versionOOOO0O versionOOOOOOTfirmwvare update0 0O O0OOOO

OlistD0000 versionOOOO0O versionOOOOOODOlistOOO00OO0O URLOO firmwareO O
OO000Ofirmvare update0 OO0 OO0

O system boot config copy

0000000 O[OOD0OO0D0OO0DbOO0OOconfig copy0DODODOO

oooooon system boot config copy WORD (config]|startup-config) (|password) (]source)

OooONeO OO no system boot config

ooooooo

O configd running-configd O 0O O

U000 configd D OO ODOOO configd configuration-id0 0000 OO Oconfig copyd O OO
oono

O startup-configl O O
config copy 000D O0D00DOODODOODOODOOODOODO
configuration-id0 00 OO config copyQD OO OOOODO
0000 configd OO OO OODO config O configuration-id 0 O 0 O O Oconfig copyO OO OO
ooo

O configuration-id O O system configuration-idO0 00O OO0O0O0O0OO

O system configuration-id

gooooon system configuration-id0 000000

goooooon system configuration-id WORD

gooONoeD OO no system configuration-id

goooooon system boot config copy 0 O O O O schedule xx config copyO OO0 OO0
startup-configD O OO0 O0OO0ODOODOOOO
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O http-server ip forbidden-access-wan
O http-server ipv6 forbidden-access-wan

goooooo
goooooon
gooONoO OO
goooooo

WANDethernetOO OO OOOOOOOOOOOODOOOOGUIIOOODOOOODO
http-server (ip|ipv6) forbidden-access-wan

no http-server (iplipv6) forbidden-access-wan
o0oooooooooooooooooooooooooooo

show (ip]ipv6) forbidden-access-wan

O telnet-server ip forbidden-access-wan
O telnet-server ipv6é forbidden-access-wan

goooooo
goooogoon
gooONoeO OO
goooooo

O ssh-server
O ssh-server
goooood
gooooon
OOONoO OO
goooood

WANO ethernet0 O O 0000000000 0OOOOOOO T TelnetDOOOOOOOO
telnet-server (ip|ipv6) forbidden-access-wan

no telnet-server (ip|ipv6) forbidden-access-wan
0000D00000o00o00ooooooooooooooog

show (ip]ipv6) forbidden-access-wan

ip forbidden-access-wan
ipv6 forbidden-access-wan

WANO ethernet0O OO OO 0OO00OO00OD0OO0OOODOODOOSSHOODOOOOOODO
ssh-server (ip|ipv6) forbidden-access-wan

no ssh-server (ip]ipv6) forbidden-access-wan
0000D00000o00o00ooooooooooooooog

show (ip]ipv6) forbidden-access-wan

O rest http ip forbidden-access-wan
O rest http ipv6é forbidden-access-wan

gooooon

OWANC ethernet0 0 0 D00 O0D0OOOO0DOOOOCOOODOORESTHTTAHODOOODOOOODO

gooooon
goOoONDOO0
gooooog

rest http (ip]ipv6) forbidden-access-wan

no rest http (ip]ipv6) forbidden-access-wan
O0000000O0o00o0U00oooo0oooooooooooo
show (ip|ipv6) forbidden-access-wan

O rest https ip forbidden-access-wan
O rest https ipvé forbidden-access-wan

goooogoon

OWANO ethernetO0 OO0 0O0OO0OOOCOOOOOOOOOORESTHTTPH) D DODOOOOOOO

goooogoon
gooONoeO OO
goooooo

rest https (ip|ipv6) forbidden-access-wan

no rest https (ip]ipv6) forbidden-access-wan
0000D00000o00o00ooooooooooooooog
show (ip]ipv6) forbidden-access-wan
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O system event-notify
goooooo [OOoO0ODbOoO0ODooOO0ODbDOoOUObOboOOoDbDboOoon
OO0O0OD0O0O0  system event-notify <0-3> (crit]err|info]jwarn])
OO00ONoO OO  no system event-notify
Ooooooo
O0000O0O0OD0OCOOLINNOOOOOOOENS mdedODODOOODO
OPriorityd infor, warning, error, critical 000000000000 O000COO priorityd0O
oooooooooooooooooo
info
ooooooo
OO0OnomalDOD0OODOOO
FANO normal D OO O0ODO
CPU LOADO DD OODODOODOOO
FREE MEMORYO O OO OODODOOODOO
SESSIONO 000000000000
warn
O000O00OwarningDODODOODO
CPU LOADO O OODOOOODO
FREE MEMORYO OO OODDOOO
SESSIoONO 0000000 OnO
err
oOoooooooooogog

COO00O0OQCcriticalDOD0OOOODO
FANO faultO DO O0ODO
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O OO0 command

nxrg240#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxrg240(config)#interface ethernet <0-2> [vid <1-4094>]
nxrg240(config-if)#

nxrg240(config)#interface loopback <0-9>
nxrg240(config-loopback)#

O ip address
ooooooo oooooooowrooooooooooo
goooooo ip address A.B.C.D/M (]secondary)
ip address dhcp (|HOSTNAME)
ip address mape-rule WORD
0 no 0 no ip address A.B.C.D/M (]secondary)
no ip address dhcp
no ip address

O ipv6 address
ooooooo OO0ooooooipvedO0O0O0oOoOooooOg
goooooo ipv6 address X:X::X:X link-local
ipv6 address X:X::X:X/M (Jeui-64)
ipv6 address autoconfig
ipv6 address autoconfig interface-id mape-rule WORD
0 no 0 no ipv6 address X:X::X:X link-local
no ipv6 address X:X::X:X/M (Jeui-64)
no ipvé address autoconfig
oo oo link-local DO 00000000 OOOOLLAODOODOODOODO
eui-640 0 00O upve-address O prefixO OO OO OO OO
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O ipv6 address DHCPv6-PD

ooooood DHCPv6 Prefix Delegation0 000000

goooooo ipv6 address DHCPv6-PD X:X::X:X/M (Jeui-64)

O no 0  no ipv6 address DHCPv6-PD (|X:X::X:X/M)

ood 00

O ipv6-address O O sub-prefixO host 00O O 0OOO0OO0OOODOOO

ODHCPv6-PD O ODHCPv6 PDO O D OO prefixU OO OO OO OO DO O ODHCPV6-PD O ODHCPV6 O O O O
00000000000 @DODOoOoooooOoO)ooOipvs dhep client pd0OO0O0OO0O0OOO
ooooo

O ipv6 dhcp client

0000000 000000000000 00DHCP6O D00 OO0 O0DO0DO0DO0DOO0DOO0DO0O0OO0OOO
goooooo ipv6 dhcp client WORD

O no 0  no ipv6 dhcp client

O ipvé dhcp client pd

0000000 DHCPve PDO prefix0 0 OO0 DOOOOODODOOOODODO

oooooog ipv6 dhcp client pd DHCPv6-PD

O no O  no ipv6 dhcp client

ooooooo

ODHCPV6 PDOODOOODOOOODODOOODODODOO

OO0000ODHCPvG PDO (D0 O)IODODODOODODOOOOOOOOOOOipve address DHCPv6-PD O O
ooooooooo

Oipv6 dhcp client WORDO ipv6 dhcpvé pd DHCPv6-PDO OO0 D D0 OO OOODOOOOOO

O ipv6 dhcp server

0000000 Q[OO000O000OoOoOoobHecPv6eOODOOOOOODOO
opoooooo ipv6 dhcp server WORD

goONoO OO no ipv6 dhcp server

g0o0oO0o0oOoOo weRbOOOOOOOODHCPv6OOOOOODOOOUODOOODOOO

O ipv6 address dhcp WORD

0000000 Q[OO000000000000OdDHCPv6O DO ODDOODODOODODOOODOODO
ooooooo ipv6 address dhcp WORD

O no O no ipv6 address dhcp WORD
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O speed
o0o0opooO0o QOOoO0OOooocOogOoooocOodumalhooooooo
Default O O auto-negotiation0 0 OO0 OO0 ethernet Port 00000 OO0O0OODO
coooo
goooooo speed (auto]10-full]10-half]100-full]100-half]auto-limit) (]Jport <1-4>)
OO0 O OO0  speed auto
ood 0od
Oauto-limit0 00O 00O O O auto-negotiation O 0 10/100M O O advertise 0 00 O O Gigabit interface
00o0oo0ooo10MG)O inkD DD OO0 Jautoc 0000 O0ODOOO (auto-limitd O O 1000M
linkOODOOOOOoooo)d
Oauto-negotiation0 0 000 O000OO0OOO0OODOO0O
0o0o(@)doioo0M > 100M-Full > 100M-Half > 10M-Full > 1OM-HalfO OO 0O (O)
0000000 auto-negotiation0 000000000000 DOO0OODOOOOOOOODOOOO
gooopoooooooooooooooo

oo0opoooooo OOopoooooog oooood
auto 100M-Full 100M-Hal ¥ X
auto 100M-Hal T 100M-Hal ¥ 0
auto 10M-Full 10M-Hal ¥ X
auto 10M-Hal ¥ 10M-Hal f o

O speed auto-limit (100]1000)

ogoooooao 0GhpsO0 00O ODOODOODOOOOOOODOODOODOODODOODOOO
goooooon speed auto-limit (100]1000)

ogoooooad

Oauto-limit 100 O 100MbpsO O 00D OODODOODOOODOOODDOODO

Oauto-limit 10000 1000Mbps0 00000 O0OO0ODOOOOOODOODOOO

Oauto-limit d1000MbpsO 0 00O ODODOOODOODOOODODOODOO

(Jauto OlocchpsO0 0D ODOODOODOODOOOOOOODODOO

d10Ghps 000 DOOO0DOOODOOODDOODO Oautod auto-limit (10]1000)0 100M-full O O O
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0 mdix auto
goooooo
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OOOportO MDI/MDI-XOOOOODOODOOOOODOOO
gooowmigwI-XOOOODOooOoobobooboooooooboobooowal b voidMpl-X
gwi-Xxgoooooobooobooobobooobooboobo

Jauto MDI/MDI-XO DO ODOOOOOODOOO/0000000D0000DOODODOOODOODOODOO

gooooo
gooooog
oo O oOd
0 no 0
oad oad

mdix auto
mdix auto
no mdix auto

O auto-negotiation 00 O O =speed auto/auto-limit0 0 00O 0O
mdix auto/no mdix auto 0O DO O0OO0OOO

O auto-negotiation 00 O O O =speed 10-full/10-half/100-full/100-halfO 00O OO
mdix auto OO mdix auto/no mdix auto OO0 00000000 0ODOODOOOOO

0O active power save mode

ooooboon

goooooad
oo O oOad
0 no 0
oad oad

O bandwidth
gooooog

ooooooao
O no O
oo oo

Ethernet 0 O O Switching HBO OO O OO PHYOD OO DOOOODOOOODOOO
O001lport0 0000000000000 O0DODOOOOOODOOOOM™
O00000defawlt00000D0O0OO000OD0ODOOO0OPHYOOODOODOOOOOO
102000000000000000
ooo0o0o0oO0oO0oO0oO0OO0O0O0O0O0O0O0OO0OO0O0O0OOOOOOOOOOOOOOOOOO
ooooooooood

gloooM DOOOOODODOOOODO

OCabledO O 1m0 O OO0

power-save enable (]port <1-4>)

no power-save enable (|port <1-4>)

no power-save enable (]Jport <1-4>)

port <1-4>0 HBOOOOOOOOOOOO

00000oooo0oOooooooooooooooo

bandwidthO OO OO O10Mbps O O O

bandwidth O OO 0O 0O O 106bps O O O

bandwidth <1-10000000000[k/m/g]>

no bandwidth

goOopooosPRODOCOOUOODOOOODOOOO
000000000 DOauto-costO OO0 (ospf mode)D OO ODOOODO
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O mtu

ooooooo  wMuooooooooo
ooooooo mtu <bytes:68-1500>

OO0 O OO0  mtu 1500

O no O no mtull (= Set defaults)

O ip proxy arp

OO0Ooooog  Proxy ARPOOOOOOOO

goooooo ip proxy-arp

OO O OO0 no ip proxy-arp

g no O no ip proxy-arp

ooooooo

OProxy ARPODDOIO0DOOODO0ODODOOOOOOOOODDOARP request010000000DOOOODO
oooo

Oforwvarding0 00 0000000000000 O0ODODOO0DOODOO0ODOOOO0ODOOOOOOO ARP
request0 00000000

O ip local proxy arp

goooooo Local proxy ARPO O OODOODOO

goooooo ip local-proxy-arp

gg O 0Od no ip local-proxy-arp

O no O no ip local-proxy-arp

ooooood

Olocal proxy RPO DD O0D0O0DOO0ODODOODOODOOOOODARP requestD 00 0O0O0OODOOO
goooood

ODefaultd 0O O O OEthernet/VLAN/bridge 0 0D 0000000 O0DOOODOODOODOODO
OforwardingD 00 0000000000000 O0OO0OO0OODOO0OOOOOOOOOODOOO0OO ARP
requestJ J 0000 0O0OO

Olocal proxy RPO OO DOODOOODOODOOOOOOOOVIANOO etcOODOODOOOOOOODOOO
gopooboooooooo

Olocal proxy ARPOOOOOODOOOODOODOOOOODOOOOODOODOOCOODDNIp send-redirects
Joo0oboooooooboooooo

OLlocal proxy RPO OO OOOODOOOOODODOO

Osender IPO target IPOOOOO0O

Otarget IPOOO00O0COD0O0OO0OOODOODOOOOODOOOO

O ip directed-broadcast

ogooooon Directed Broadcast D 0 O OO0 OO0 OODOOOOOO
oooooog ip directed-broadcast

oo O oo no ip directed-broadcast

O no O no ip directed-broadcast
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O ip redirects
oooooog
OICMP redirectO type=50 00 00000C00OO0O0OODOOOOOOOOOOOOOOOOOOO
000000000RFC792
OOO0DO Send redirect0000O0O0OOICMP redirect0 00000000 OCO0OOOCOODOOOO
goooood ip redirects
googooog ip redirectsdd (OO)
OoO0ONeO OO no ip redirectstl (O 0O)
ooooooo
OO0O0 ICMPRedirect D0 OO O OOOICMP Redirect DO DO OO0 OHestD OO DODOOODODOO
Oodooo00ooooooooooooooooooog
0 Host A0 OHost B(192.168.1.100)0 0 IPv4A0 0 00 0O default gv(NXR) D OO OO OO
ONROOOODOOOODODOOOD192.168.1.0/2400 0 next hopO 192.168.1.2530 00000
O0O0ORouter ADDOODOOO
O O0O0OO0Onext hopO Router ADOOOOOHest AUODODOOOOOOOOOOOOHost AO
ICMP Redirect0 0O OO OO
O Host ADOOOOHost BOODO IPMAOOOODOOICMP Redirect0 00O OO next hopO OO
OORouter AUODOOODODO
OOOOOOICMP Redirect 000 00DOOOOO0ODOOCOOODOOOODOOODODOOODOOOOOO
000000000 d forwardingD O OO OOOOO

PC B: 192.168.1.100

A
e — .
|
|
T
192.168.1.0/24 !
|
AET AT I—hk
192.168.1.0/24 (gw) 192.168.1.253 NXR Router A
192.168.0.254 1192.168.0.253
. v |
Send Redirect# %) -~ ‘ @ IP to 192.168.1.100 !
|
_____________ L1
I 192.168.0.0/24
| @) 1P to 192.168.1.100

(3) Redirect (Next hop=192.168.0.253) I
IP to 192.168.1.100

&

PC A: 182.168.0.100
Default GW=192.168.0.254
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O ip tcp adjust-mss

ooooood

O Path MTU Discoveryd PMTUDO O OO End-to-endD 00000000000 OODOONMIUODOOO
000000000 000oo00ooo0ooo00oooooooo0oo0ooooooooooon
O0O0ooooiIpvad00000O0O00O0O ICMP fragment needed 0000000000 OOOODOO
O000000ooooooooDoooPNTUDO0O0OO0O0O0OO0OO0O0O0O0o0OooonoddPMTUD
0000000ooooooooooMmU0D000Dooo0oo000o000o0o0O00o00dOEnd-
to-end0 000000000000 ODOODOODODOODOOOOOOTCPOO  SYN/SYN-ACKODODOO
omMsSOO0DoO0OooooooooooooooooooooTcPOOO0ODODOODOOOODOO
00000000o000ooo0oooooo00ooo0ooooooooooooo

goooooon ip tcp adjust-mss (auto]<500-1460:bytes>)

oooooon no ip tcp adjust-mss

OooONeO OO no ip tcp adjust-mss

ooooood

OlpvA0 00000000 O0ODOTCPOOODOOODOOOOTCPODODDOOOOOOODOOODOOO
O00oooooooooooooooowsscoooooon

O0O0O0ooooMssO00000000Dautoc00000O0OOOMSSOOODODOOMSSOOOODO
ooooooooooooooo

O00O00oooooooooMssoooooooooowssonooooonMssoooooooooog
ooooooooo

ouwPOICMPOOOOOODOOOOOOOOODOOODOOODOOODFOOODOOOOOODODO
O000000000o000ooo00oooooo0ooooooogooooon

(I no ip tcp adjust-mssO0 0 00O OOOTCP MSSOOODOOODOOODOOODO
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O ip mask-reply
ooooooo
OOpenvViewO OO OOOOOOOODOOOODOOOODOOOODODOO ICMP address mask request
Otype=17000000C00DOCOODOCOOODOOOODOOODODOOODOOODDOOODOOO
oooooogooooooooood™
O00O0O000DOICMP address mask request0 0000000000 OOOOODODOODO
goooooo ip mask-reply O ICMP address mask requestd O 00O 00O M
goooood no ip mask-replyd ICMP address mask requestd 0 00O 0O 0O 0O [
gooONoD OO no ip mask-reply
ooooooo
O ICMP address mask request/reply0 0000000

ISP~ __ppp0 (10.0.0.196/32)

//F ICMP address mask reply D%
//
a NXR#1 NXR#2
192.168.0.254 192.168.0.253
8 A
ICMP address mask replyh" &3 Request (to 10.0.0.196)
Request (to 192.168.0,254)
192.168.0.0/24
y Reply (mask=255.255.255.255)

Reply (mask=255.255.255.255)

S

OpenView

174



O 60 interface mode

interface mode

O link-check
goooooo
OEthernet linkOOOOODOOODOODODefaultd 10[sec]U 0 O0O0[sec]O OO OODO link down
COooooo@UOuwbOOoOOoOOoO)OLinkOOOOOODOOOOUOOOOODOOOODOOOOO
OO
O00Oethernetd 0 vianO OO OO OO0 OO ethernetd link up/down 0 O O vlan interface O
linkOOO up/down0 00000 OOVLAN interface 0O linkOOOOOOOOOOODOO

up0 0o downO O OO

Connected route(] 0 OO (RIB/FIBO OO O) Connected route(] 0 OO (RIB/FIBO OO O)

0 O interfacel] O O interface 0 O routed 0 O O 0 O interfacel O O interfaced 0 O routed 0 O O
Interface0 00 000000O0OIPaddressD 00000

Interface0 000000000 IPaddress0 0000 (0 0O ip/ipvé access-linkdownd O O O O O O linkdown
oooooooono)

BindOOODOODOUOODOOOOOO BindDOOOOOOoOooooono

Network eventO O OO O OO Network eventO O OO O OO

Router solicitationd O O (IPv6) -

O Connected route0 000 /700 00O Oshow ip route database 0 00000 O000OODOOO
ORIBO Routing Information BaseO O 0000 0000000000000 O000OOOOOOOOO
0000000000000 UUUUUUOUUUOUoUUoUOoUOo™
OFIBO Forwarding Information BaseO O O IPO 00000 ODOO0OOOOODOOODOODOOOOO
RBOOOOOODODOOODOOOOODOOOUOOOOODOOOOOOoOrRBOOOOOOOO

ooooooo link-check (]<0-60sec>)
oo o 0OOd link-check 10
O no O  no link-check (=link-check 0)
0od oo
OhindOOODOOODOODOOOOO/00000000
Ethernet interface 0 O tunnel interfaced PPPOE0 00O OO ODOOODOlink downOD OO0 OO0
0000 interface0 downO0 0000000 O0ODOOODOTunnel interfaced PPP interface O up/
downO0OO0O0O0O keepaliveO OO ODOODOOOOOOUSERODO OO bindD O (OO interface
down O trigger O L2TP tunnel/session0 0000 00)0O00O0OO0O0OODOODOOOODOOODOOO
oooo
OSwitching HUBO O O OO O OO ethernet interfaced linkO OO O OO
000 Switching HBO O OO OO OO ethernet interface0 0 linkDOOOOOODOOOO
switching hub port 0000 link downd O 0O 00O O ethernet link downOD 0001000 switch-
ing hub portO linkO upO0 0O OO Oethernet link up00O000O000O0O0O
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O ip access-linkdown

goooogn

ooooooo
O no O
oo oo

00000000 000Nnk downO OO O0OOO interfaced IPv4 address [
o0ooooooooooo

ip access-linkdown

no ip access-linkdown

Default 0O OO O (no ip access-linkdown)d 0O O

O ipv6 access-linkdown

goooogoo

ooooooo
O no O
oo 00

00000000 OoO0link downdOOOOOOO interfaced IPv6 address
oooooooogoooo

ipv6 access-linkdown

no ipv6 access-linkdown

Default D O OO (no ipv6 access-linkdown)d O O

O ip arp reachable-time

googooog
goooooo
goooooo
goONoO OO
googoog

ODOODOO0DAP O0D0O0000000D00D0OODODODOO0O0OO msecO OO

ip arp reachable-time <30000-3600000>

ip arp reachable-time 30000

no ip arp reachable-time

show arp 00000000000 REACHABLEO OO DODOOOOOOO
O000000J0.5 0 1.50x reachable-time0 00000000000

O ip arp queue length

goooogo

OEthernet/Vlan interface0 00 IPVAO OO0 OO0 OO OO (nexthop)d mac addressO0 00000
OO0000OO0Omac address0 0000000 queveingD 00000 O0OOOOOODOCOOO0ODOOO
OQueue O OneighborOD entry0 00 0O0D0OO0O

Oqueueingd 00 packetODaddress0 00000000000 OOODOODOO

OQueueD fullOODOODOODO packetO OO OO0OOquevte0 0 OO0 dropd D O0ODO

goooooo
oo O 0o
0 no 0
oo oo

ip arp queue length <1-1000>

no ip arp queue length (=3[packets])

no ip arp queue length

IPvAO IPv6 00000000 Ounterface0 0000000000 O0OO
IPv6 00O OO0 Oipve nd queue lengthO OO0 O OCOO0O0O0O

O ipv6 tcp adjust-mss

goooooo
goooooo
oo O OO
0 no 0

TCP/IPv6O MSSO DO OO DOOOO

ipv6 tcp adjust-mss (auto]500-1460)
no ipvé tcp adjust-mss

no ipv6 tcp adjust-mss
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m NDP

Ethernet/VLAN/Bridge D O O OO O0DOOOORADOODOOOOODOOOOOORADDODOOODODOO
OO000000CO000DOOOO00RADODOOOOIPYE address prefixO gatewayO OO OO O0O0O0OO
ooooooo
OO0000000oOOo000ooOoO0U0OoOooUdU0DOOoOoRADOIO0ODOOOODOOODOODOOODODOO
ocooooom

O prefix information: ipv6 address autoconfigd O O OO0 OO Oprefix informationO OO OO
od

O router preference: OO RAODODOUODOOODO preferenceD 000 OOODOOOhigh>middle>low
goooooogo

OMTUODOOORAOUODOOOUOODOOOODOOOOSshow 1pv6 interface0 00000000000
OOo0DoOrRADOOOODOOOODOOOOODRAODODOODOOOOMUDODOOODOOOOORA
00000000 MTUDOCOOshow ipve default-gatewayl 00O OO0 O00O00OOOOO
Odefault-gateway: RAO OO DOOOOODOOOOOOOOODOOOOODOO

Opreferred lifetime

Ovalid lifetime

Orouter lifetime

Ohop limit:O OO RAODODODOODOOODOODODODOODOSshow ipve interface0 00000000
00000C00RADIODCOOUOODODOOODODOOOORAODOODOOOO hop-limitDOOOOO
O0O000ORAOODOOODOOO hop-limitO OO show ipve default gatewayO OO OO OO OOOO
od

Ons interval: OO O RAOODOOOOOOOODOOODOODOOOOOODOOOODO
Oreachable-time: OO0 RAOOOOODOOODODOOOOOOOOOOODOOOOODOOOO
ORAODOODOOOOOODORAODODOOOOODODOODOODOODOCLIDOOOODOOOODOO
0000d0oood0dRAODOOO0ODOOOOOO0ODOOOODOOOODODOOOOOOsShow ipve
interface0 00000000 O0OOOOOOMMD
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O ipv6 nd send-ra
goooooo IPv6 RA(Router AdvertisementD OO OO0 OO0

goooood ipvé nd send-ra a@ao)
g no O no ipv6 nd send-ra ao)
od od

ORAO OO prefixO OO OEthernet/VLAN/bridge 0 0000000000 O0OOO
goo0O0oooOoUooooO0OoOoo0ooOo0oU00oDoOo0OooOoOOoDOOoUOUOODRAODODOOOOD

-router lifetime: ipv6 nd lifetimeJ O OODOO

-hop limit: ipv6 hop-limit0O OO0 OO (default:64)

-reachable-time: ipv6 nd reachable-time 0 OO0 OO

-retransmit timer: ipv6 nd ns-interval 000000

RA flags

-default router preference: ipv6 nd router-preference d 00 0O O O (default:medium)

-managed-config-flag: ipv6 nd managed-config-flag O O O O O (default:0)

-other-config-flag: ipv6 nd other-config-flag O 0O O O O (default:0)

O home agent flag, proxy flagOD OO OO 0000 ODOOODO

O00D0O0O0O0O0OODHCPYG serverJ 00 O00O0O0OOOOOOO flagDOOM flagh 10000

OO DHCPv6 serverD DO OO ODODOO

Prefix information: ICMPv6 type3U ipv6 nd prefixO OO OOOOO M

-prefix/prefix length

-preferred lifetime

-valid lifetime

-autonoumous address-configuration flag ipv6 nd prefix X:X::X:X/M no-autoconfigd OO 00O
000000000000 10 default:1

-on-link flagd ipv6 nd prefix X:X::X:X/M off-link D0 D000 O0ODOOOODOODOOO 10
default: 10000 Oipve nd prefixOO OO0 prefixODOO prefixDOODOOOOOOODOO
connected route 000000 OOOOCOIPYE addressU 0000000 OODOCOOOOOOOO
0ooo o

-router address flagn OO 0

MTUO iCMPv6 type5

-NTUODDOCOOO0ooowmug

Source link-layer address: iCMPv6 typel

-link-layer address(] ipv6 nd no-advertise-link-address0 00000000000 O0ODO0O
000000000000 00000 link-layer address(MACO OO O)O0OD OO O Odefault:O
ooooopoooooooood
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O ipvé nd accept-ra

ooooood

0000 (ipve address autoconfigD OO0 O) OO O OOOOORAODDOODO O Ostateless address [
goooood

goooooo ipvé nd accept-ra

O no O no ipvé nd accept-ra

oo 00

Oipv6 address autoconfigU OO OO OODOOOOOOODOO
00000D0D0ooOgwved0 00000000000 0ORAODDODODOODOODODOOdefault-
gateway, retransmit timer, reachable time, mtu, hop-limit0D O OO O0O0O0O

O ipv6 nd prefix

ooooooo IPv6 RAO Router Advertisement)D 0D OO0 prefixODOOODOOO

goooooo ipv6 nd prefix X:X:X:X::X/M

<valid-liftime:0-4294967295> <preferred-lifetime:0-4294967295>
(]{off-1ink|no-autoconfig})
ipvé nd prefix X:X::X:X/M (|{off-link|no-autoconfig})
ipv6 nd prefix X:X::X:X/M no-advertise

O no O no ipvé nd prefix (JX:X:X:X::X/M)

oo 0d

OO0D000prefixOODOODODODOOODOODOODOOODO IPVeOOD OO prefixd 00O OO auto-
configurationO DO 0O O0OO0O0OO0OMMOOOOODOO prefixDOOO DHCPv6-PDO OO ODOODO
OprefixOVRRPV3IO OO ODOODOODOO

000000000000 og0prefix00000000O0O prefixODHCPv6-PDO OO OO OOO
prefixOOODOODOO0O0OODOOprefixOODOOODOOD

Ovalid/preferred lifetimeOOOOOOOOOO prefixOCOOODOOOOOODOOpreferred
lifetime O 604800sec valid lifetime [0 2592000sec0 00000 OO

O00oooooodprefixODOOODOOODODOOOODOODOOODOODOOOOOOODOOOOODO
oooooooon

Ono-advertiseJ OO OOOOOO prefixUODO OO O OOdefault: 1M

Ooff-linkODOOODOODOODOO prefixd on-link flagO 0000000 O OO OO default:111

Ono-autoconfig O OO OO OODO prefixd autonomous address-configuration flagd 00 00O O
00000 00default: 110

ORAODOOODO prefixOUOODOUODOOOOOODO prefixOOODOO 1000 preferred lifetime O
00 valid lifetimeO 72030 0000 RAD OO OO O OPreferred lifetimed 00 RAODODODODO
J0000OWLlNDOOoOooOoooooooweD00oOoOooooooooooorRAOOOODODOO
preferred lifetimed 00O OO0 OOO Orouter lifetimeO 0000 OODOOOO
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O ipv6 nd ra-lifetime

goooooo IPv6 RA(Router Advertisement0 OO OO0ODOCOOOODOCO
oooooog ipv6 nd ra-lifetime <0-9000>

o0 o oOOd ipv6 nd ra-lifetime 1800

O no ] no ipv6 nd ra-lifetime

od od ra-lifetime >= ra-interval max

O ipv6 nd ra-interval

oooogooo IPv6 RA(Router AdvertisementOO0 O O00O0OO0OOODOODOO

oooooog ipv6 nd ra-interval <min:3-1350> <max:4-1800>

o0 O oOd ipv6 nd ra-interval 200 600

O no 0 no ipv6 nd ra-interval

o0 od

Omin <max x 0.75000000000000000O

OVRRPV3O OO OO0 O00O0ODO000O0OD0O0ORADIODDODOODODODOOORAODDDODODOOO
COOVRRPODOOOOODOOUOOODODOOOOOOODOOOO prefixOOOOOODOOOODOO
00D IPv6 address prefixOO OO OO0 IPv6 address prefixDODOOODOOODO IPv6eOO0OO
CO0O0O0OOoOdODOprefixODOOOODOOO

m RSOOO
RADODODO0OODOO0DO0O00DO0O0O00000000000UODUDOODODOOoOORSOOOOOOQ
OLLAO0DO /000000

0000000000administratively down0 000000 shutdownO OO upO OO0 OO0
00000D0O000oDo00000downDOupODOOOOO
ORSOORADDODODODOODODODODODODDODODODODODO

m RSOOO
IPv6 forwardingD OO0 000000 0ODOOOORSOOOODOOOORADODOODODOOODOODOO
OOneighbor000000O0OCOOOO

O ipv6 nd rs-interval

oooogooo IPv6 Router Solicitation0 00O O0OO0OO0OODOOOO
oooooog ipv6 nd rs-interval <interval:1-10sec>

oo 0O oo ipv6 nd rs-interval 1

O no 0 no ipv6 nd rs-intervald (0O 0O)

O ipv6 nd rs-count

ogoboooo IPv6 Router SolicitationO0 00000 OOO0OODO
oooooog ipv6 nd rs-count <count:1-2147483647>

o0 o oOd ipv6 nd rs-count 3

O no 0  no ipv6 nd rs-countd (0O 0O)
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O ipv6 nd reachable-time

goooooo
goooodoo
oo O OO
0 no 0

00000000000000000000
ipv6 nd reachable-time <msec:0-3600000>
ipv6 nd reachable-time 30

no ipv6 nd reachable-time (0 O0O)

O ipv6é nd managed-config-flag

goooooo
goooodoo
oo O OO
0 no 0

RA flag(managed-config-flag)D O O OO OOOOODOOO
ipv6 nd managed-config-flag OM flag=10

no ipvé nd managed-config-flag (M flag=0)

no ipv6 nd managed-config-flag

O ipv6é nd other-config-flag

goooooo
goooodoo
oo O OO
0 no 0

RA flag(other-config-flag)U OO OO ODOOODOOODO
ipv6 nd other-config-flag (0 flag=1)

no ipvé nd other-config-flag (0 flag=0)

no ipv6 nd other-config-flag

O ipv6 nd router-preference

goooooo
goooodoo
oo O OO
0 no 0

RA flag(router-preference)J 000000 O0O0O0OODO
ipv6 nd router-preference (high|low|medium)

ipv6 nd router-preference medium

no ipv6 nd router-preference

O ipv6 nd no-advertise-link-address

ooooooo
goooodoo
oo O OO
0 no 0
oo oo

Source link-layer address option0 0 0000 /00000000000
ipv6 nd no-advertise-link-address

no ipv6 nd no-advertise-link-address

no ipv6 nd no-advertise-link-address

0O O Osource link-layer address option0 OO0 0000

O O Osource link-layer address option0 0000000
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m NDP Proxy

ONPOODDOOOODODOOOOODOOONTTNGND IPCEDDO0ODDODOO0ODetcODDOOO
gooooo

goNPOOODODOOOOODOONDP ProxyOODDODOODOODDODOOOODOO
-NSOOOO0:000000000RAProxyDODODOOORAOODOOD prefixODOODONSODOOODO
000000 00oONAOOODOOooooooooooNSOoOooDbooooooooobooooooo
RAOODODOODODOODOOORAProxyOOOODOODOOODOprefixDODODOOODODOODOOODORAO
000000000 00ooDoOoOogognNee proxy OOO0OoOoooOoOOoO
-NAOOOOONAODOOODOOOoODOOoooooooobgono
-RSO00000RSODOOODOODDOODOODOODOD

-RAO 00000000 RAOIDDODDOODOOODOODDOODOOOOOODOOORA ProxyODDOQOQO
Od00ORAODDODODOOOOOOOODODOOOOoOOObOOoOoOooao

m RA Proxy

ORA ProxyOOODODORAODOOOOOprefixDODODODOOOODODODOOODODOODODODOODODODODOO
ooooo
OprefixO0OOODODOOOODODOOO0OO0OO0DO0O0O0000000000000D0DODODODODOOOOOOOO
Om

OOOOONGN IPBEDOOOORADDOD prefixOOODODODODOORADDDODODODOOODOODODOOO
O00000RADOIOOOOOOOOOOOOOOOOOLANODDODODDODODauto configurationd
000000000000 000000000Dooooooooo
Oipv600000000RAOOOOOOOOOOOOOOCOOCOCOOOCOOOOOOCOOOORA Proxy
O00O0O0layer3a0 000000000000 DOOODOOODOOODOOODOODODOOODOOODOOO
oo

O0000O0O0OoO0prefixOOO 1000000000 prefixO0OD0D0OO0OOOOOWANOOODOO RA
0000000000000 00000RADDO0NONONONONODONDONDOOODODOOoOoOooooooooon
0000000000000000000000000D0DUoDoUORADDDODODDODODODDODO

O ipv6 nd accept-ra proxy
0000000 RAProxyOOOOODOOO
goooood ipv6 nd accept-ra proxy ethernet <0-X>
(]rs-interval <0-604800> rs-count <1-255>)
od od
ORA ProxyOODOONDP Proxy OO OOD0O0ODOO0O0OOOONSOOOODOOOODODOOOOD
NDP Proxy OO OOORA ProxyUOOODOOOOOOOODOOOOO
O000000O00ONDP ProxyOOOODDOOOOODOOOOODOOORA Proxy00O0OODODOOO
ood
ODefault OO ONDP ProxyUOO RA ProxyUO DO DOOODO

e RA(2001::) gewmp RA(200]::)
I—!'_

AN
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O ipvé nd ns-interval

ooooooo NOOoooooooooo
goooooo ipv6 nd ns-interval <msec:1000-3600000>
oo o oo ipv6 nd ns-interval 1000

O no O no ipvé nd ns-interval

O ipvé nd dad attempts

ooooooo IPv6 DADO O OO OODOOOCOOO
goooooo ipv6 nd dad attempts <0-600>
gb 0o 0o ipv6 nd dad attempts 1

O no O no ipvé nd dad attempts

O ipvé nd accept-redirects

ooooooo IPv6 forwardingO O OO OO OOICMPY6 redirects0 0000000000
oooooo

ooooooog ipv6 nd accept-redirects

oo o oo no ipvé nd accept-redirects

od oo IPv6 forwardingD OO OO0 O0O0OO0O00OO0O0O0O0OOOOOOOOO

O no O no ipvé nd accept-redirects

O ipv6é nd queue length

ooooood
O Ethernet/Vlan interface 0 0 IPv6e 000 OO0 OO O OO O ONeighbor Discoveryd O OO OO0
O (nexthop)d mac addressO 000000000 COODOOmac addressd 000000 queueingd O
J0oooooooOoooooooooon
OQueue T Oneighbord entry0 00 O0OOODODO
Oqueueingd OO packetO OaddressO 0000000000 OOOOOOOO
OQueueD fullUDOODOODO packetU DO OO0 Oqueved 0 OOOdropd D OODO

goooooo ipv6 nd queue length <1-1000>

oo o oo no ipvé nd queue length (= 3[packets])

O no O no ipvé nd queue length

oo oo IPvaO IPveO O OO O0OO0OOOInterface0 0000000 ODOOOOO

IPvAOOOOOOup arp queue lengthO O OO OOOOOO

O ipvé nd ra-dns-server
ooooooo OooooooooooNsOoooooooog
goooooo ipv6 nd ra-dns-server X:X::X:X

ipv6 nd ra-dns-server dhcp-client INTERFACE
O no O no ipv6 nd ra-dns-server X:X::X:X

no ipvé nd ra-dns-server dhcp-client

no ipvé nd ra-dns-server
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O ipv6 hop-limit

goooooad
goooooad
oo O od
0 no 0
oad oad

IPv6 hop-limitd 0O OOO0DOOCOOODO
ipv6 hop-limit <0-255>

ipv6 hop-limit 64

no ipv6 hop-limit

00000 hop-limitD RAO OO OODODO current-hop-limitD 0000000
OoO0O0O0OOOhop-limitO0OO0O0OOCOO0O0OOCOOODOIPGOOODOO hop-limitODOOO

ooooo

goO0O0DoOOOO0ODOOoDOOCOOdhhop-limitOO00O00O0O0O0ODOO0ODOOO

O ip rip receive version

gooooog
goooooad
oo o oOd
oad oad
0 no 0

RIPOOODOOOODDOOOODODO

ip rip receive version (1]12) (]1]12)

ip rip receive version 2

version 1, version 2, version 1 & 2000000
no ip rip receive version

O ip rip send version

goooooo
ooooooo
oo O do
oo oo
0 no 0

RIPOOODOOOOODOOOOOO

ip rip send version (1]2) (]1]2)

ip rip send version 2

version 1, version 2, version 1 & 2000000
no ip rip transmission version

O ip rip split-horizon

ooooooo
goooodo
oo O oOo
0 no 0

Oo000o0ooooooooooooo
ip rip split-horizon (]poisoned)
ip rip split-horizon

no ip rip split-horizon

184



O 60 interface mode

interface mode

O ip ospf cost

oooooog  oSPFOODOODOOODOODOOO
oooooog ip ospf cost <1-65535>

O no O no ip ospf cost

O ip ospf hello-interval

ggooogd HelloDOODOOOOOOODODOO
ooboOoooo ip ospf hello-interval <1-65535>
O no O no ip ospf hello-interval

O ip ospf dead-interval

0000000 DeadDODOOODODOODOOODO
oooooog ip ospf dead-interval <1-65535>
O no O no ip ospf dead-interval

O ip ospf retransmit-interval

gogooooa RetransmitD 0 OO0 O0O0ODOOOO
ooboOoooo ip ospf retransmit-interval <1-65535>
O no O no ip ospf retransmit-interval

O ip ospf transmit-delay

oooogooo Transmit Delay0 0 OO OO0
oooooog ip ospf transmit-delay <1-65535>
O no O no ip ospf transmit-delay

O ip ospf authentication

0000000 O0OO0O0OO0oO0ooooOOo

ooooooo ip ospf authentication (null]|message-digest)
O no O no ip ospf authentication

O ip ospf authentication-key

ooooooo Ddoooooooooooo
oooooog ip ospf authentication-key PASSWORD
O no O no ip ospf authentication-key

O ip ospf message-digest-key

Oooo0oooO wMs000000000000

ooboOoooo ip ospf message-digest-key <keyid:1-255> md5 PASSWORD
O no O  no ip ospf message-digest-key <keyid:1-255>
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O ip ospf priority

gogooogod ggoobooooobooooo
ooooooog ip ospf priority <0-255>

O no O no ip ospf priority

O ip ospf mtu-ignore

oOoooooo bpepOOMUODOOOOODOO
goooooo ip ospf mtu-ignore

g no g no ip ospf mtu-ignore
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O vrrp ip address

OOo0oO0O0oOoO0O VRRPOOOODOOODIPODOOOWIPODODODODDODOOO
0Ooooood  vrrp ip <vrrpid:1-255> address A.B.C.D

O no 0  no vrrp ip <vrripd:1-255> (address A.B.C.D|)

O wvrrp ip priority

O00ooooo  VRRPOOOODOODOOOODOOO

0O00oo0oogd  vrrp ip <vrrpid:1-255> priority <1-254>

o0 O OO0  wvrrp ip <vrrpid:1-255> priority 100

O no 0  no vrrp ip <vrrpid:1-255> priority

ooooooo
goooooOodOopriorityl0000O0COO0ODOCOOpriority0000000OOO

O wvrrp ip preempt

0000000  Preemptd 0000000

0000000  vrrp ip <vrrpid:1-255> preempt

o0 O OO0  wvrrp ip <vrrpid:1-255> preempt

O no O  no vrrp ip <vrrpid:1-255> preempt

ooooooo

OPreemptOD 00000 OpriorityJ 00000000 OC0O0OOODOOODOOOOODOOO
Opreempt0 0000 OOpriority0000000CO000D0OCOOOOOODOOOOOOOOOOO
ooooooooooooooOooooboooooo
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O vrrp ip preempt delay

goooooo

OPreempt OOOO0OOO0DOOOOU0DOCOCOOODOCOOODOOOOadvertise JO0OOOOODO
000oodoooo0ooooooooooooooooooooooooooon

Opreempt delay0 0001 O 1000(0)00dooo@OoOO)yYoOoOoO

go0oooog  vrrp ip <vrrpid:1-255> preempt delay <1-1000sec>

O no O  no vrrp ip <vrrpid:1-255> preempt delay

ooooooo

OPreempt delay OO O O00OOCOOO0ODOOOODOOOOODOOOOODOOOOODODOOODOOOO
000ooooo0d0ooooooooooooooOon

o JOOOOOOODO

- master down timerJ0 O OO0 delay timer OO0 0OO0O0ODOODO advertise OO0OO0O0OODOOO
oooooooogod

- 00000000000 advertise 00000000000 O0OO0OODOO0ODOOOO0ODOOO
(delay timer OO OO0O0OO0OO0ODOOOOO)HO
-0000000D00D00 advertise JO0ODOOO0OD0OODOOOOdelay timerOOD0O0ODO delay
timerO0 000 Omaster down timer 000000000000 Odelay OO00OO0O0OODOOOOO
advertise 000000000 DO0O0ODOOOODOO(delay timer0 000 OdO)d

o JOOODOOO

- 00000000000 advertise 000000000000 0ODOOOODODOOOODODO

- 00000000000 advertise JO00OOO0O0ODOadvertise OO0OOODO@OODOOOOO
Oooooooooog)o

O vrrp ip timers

OO0OO0O0OO0OO0O VRRPO advertise0 0O OOOOOOOOO
0000000  vrrp ip <vrrpid:1-255> timers advertise <1-255sec>
OO0 O OO0  vrrp ip <vrrpid:1-255> timers advertise 1

O no O  no vrrp ip <vrripd:1-255> timers advertise

O vrrp ip netevent
OO0OO0OOoOoO0O  VRRP trackingD OO OOODO
0000000000000 00000000oooooooog
0O00oO0oOggd  vrrp ip <vrrpid:1-255> netevent <trackid:1-255> priority <1-254>
vrrp ip <vrrpid:1-255> netevent <trackid:2048-4095> priority <1-254>
O no 0  no vrrp ip <vrripd:1-255> netevent
ooooooo
Otrack eventO downO0 0000000000000 priority0000000000000000OO
Opriority0 00000000000 priority0 000000000000
Oevent downO OO OOpriority0 0 0000000000000 0O0OO0OOOOOOOOOOOO
oooo

oo 00oogodOpriority>0000000000priority
Event downd O O O0oOo0goO0Opriority<00000O0ODOOOpriority
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O ip access-group

ooooooo

Oglobal mdeD O O0OOACLOODOOCO0ODOOOODOOUOODODOOODOOOOOODOOOODOOO
Ooooooo

ooooogoo ip access-group (injout|forward-in|forward-out) IPV4-ACL-NAME

OO00ONeO OO no ip access-group (injout]forward-in]forward-out)

ooooooo

0000000000 0000000D0000D000000(@ DO Packet TravelingD O O)OODO
Oo400000

in(local input) NXROOOOOOOODOOOODOOOODOOOOOOO

out(local output) NXRO O O OO OODOOOOOOOOOOOOOOO

0000000000ooO0oNRRODODDOO0DDODDOoooOoooooooooo

forward-in NXROOOOOOOOOOOOOOO forwardingOOOOODOOOOOOO

forward-out NXRO O OO ODOODOODOODOODOO forwardingOODOODOOOOOOODO

OmacO 0000 ACLOOoutO OO forward-out0 OO0 O0O00O0OOOOOOOO

O ipv6 access-group

O000Doo0 OOoOOooooooiwpveOODOO0OOODOO0ODOODOO
ooooood ipv6 access-group (injout]forward-in|forward-out) IPV6-ACL-NAME
Oo0 0O OO 0Ooo00o

O no O  no ipv6 access-group (in]out|forward-in]forward-out)

O ip masquerade

ooooooo

goooooOoobooO0oUoooOoO0oooOoOoooUOoooUOooOoIwprv4d0DOOOOOOOOOOO
OOmivAaO0D0OD0O00D00000D00000

ooooogoo ip masquerade 0000

ooooogon no ip masqueraded 0 OO

OO0OO0NeO OO  no ip masquerade

ooooooo

000000000000 (Ethernet/VLAN/PPP/Tunne)D 0O O0OCOOOOOODO

OTCP/UDF/ICMPO 0D OO0DOOOO0OODOODODOOODODOOODOOOODOOOODDOOO

Olpve0O0O0O0O0OIWPOOOOOOODOOOOOO

Oforward out/local output 0 00000000 OO0DOOOODOOIPOOOOOOOODOOOOO

O ip (snat-group]dnat-group)

goooooo

Oglobal mode0 OO OO SNATOOODNATOOODODOOODODOOODDOOODDOOODStatic NATO
oooooooooooOoo

OSNATO OO OOOO0O000O0o0o0o0oooooDNATOOOO0000ooooooooooon

ooooogoo ip (snat-group|dnat-group) NAT-NAME

OO00ONO OO no ip (snat-group|]dnat-group)

000oO0oOon0o NATODODODOOOOOiup snat/ip dnat)d OO0 (global mode)OD OO OO O
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O ip webauth-filter

ooooooo
OwebOOODOODODODOOOOOOODODOODOODOODOODOODOOOODOODOODOODOOOOO
00000 Owhd0DO0oOOooDooOoboboooooooog
OwebODODODOODDOOOOODOODOOODOINOUTOODOODOODODOODOOOOOOOOO
O0Default0 D ODOODOODOODO

gooooon ip webauth-filter (forward-in]forward-out) WEBAUTH-ACL-NAME

Oo0oONeO OO no ip webauth-filter (forward-in|forward-out)

goooooo

OWebOODODODOODOOODOOOOOOip web-auth access-listO 0O 0O O Oglobal moded OO OO
gooood

OWebDOODOOOOOOWeb Authenticate mode0 000 O00ODOONO

O pppoe-client ppp

0ooooodo  PPPEO0OOODOODOOODOODOOO
goooooo pppoe-client ppp <PPP-INTERFACE-NUMBER:0-4>
gbo 0o 0o no pppoe-client ppp

oo oo 0000000OEthernet interfaced 00O

O no O  no pppoe-client ppp <0-4>

O ip spi-Ffilter

ooooooo

0000000000 O000O0O00OSPIO Sstateful Packet InspectionD 000000000 OO

000000000000 0ooO0ooooDoDOOooOoDO0DOO0oO0ooDO0oDOO0oDOO0DbOO0ObOOoDODOODOOD
goog

ooooooon ip spi-filter 0OO0OO

gooooon no ip spi-filterD OO O

OooONeO OO no ip spi-filter

goooooo

O000D0000000O0OestablishedO0 OO related0 0000000000 OO0OOODOOO
OEstablishedD 000 0O0OOOOOOO0OOOCOODOOO0ODOOOODODOOOOOOOOOODOOOO
ORelated 00 0000D0OO0D0O0OOO0ODOODODOODOODODOOFPOODODOODOODOODOO
oood

000000000000 0syn000000ODO0ODOODOODODODOODOODOOO

OsSPIOOforward inOO0O local Input0 00000000000 O0ODOOCO0ODOOOODOOOOO
gooooog
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O ipvé spi-filter

goooooo
ooooooo
oo 0O oo
0 no 0

IPv6 SPI filterOD DO OOODO
ipv6 spi-filter

no ipvé spi-filter

no ipv6 spi-filter

O ip spi-filter log
O ipv6 spi-Filter log

goooooo

googoogn

googoogn

goONoO OO

googoogn

OO000O00O0O0OOsyslog mded O0O0O00OO0OOOOO
Jo000ooosPI000o0DOoooooogOosyslog0 00000000 ODOOO
ip spi-filter log [limit <0-100>]

ipvé spi-filter log [limit <0-100>]

ip spi-filter log limit 10

ipv6 spi-filter log limit 10

no ip spi-filter

no ipv6 spi-filter

Clhimitd 0000001000000 00O0000DOOO0O0OOO00DWOOOOY/DO0O0O0O
gwaopoDooooobooooooobshobooboobooobooobbooboobooobooon
gbooobbooboobooboob

O shutdown

ooooooo
ogoooooo
oo o oo
] no 0

OO0O00O000 (ethernet <0-3>)0000000000COO0OOOOO
shutdown

no shutdown

no shutdown
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O ipsec policy

0000000 OO0OO0OO0OO0O0O0OOooOoOoOlrrsecOdOODOODOOOOCOOOOO

ooooooo ipsec policy <local policy:1-255>

OO00ONeOOO  no ipsec policy (J<local policy:1-255>)

ooooooo

0000000000 OlIPsecOO000OCOCOO0OODOD400000000000000OODODOOO
0000000000000 iIPsec0 00000000 OOOOODODODOOOOOO

O ipsec policy-ignore

ooooooo

OlPsec policy OO0 0O0O00OD0OO0O0ODOODOODODOOOOOOIPsec policy OO0 any OOOO
000000000 0DOOO0ODO IPsec DOOODOOOODODOODOOUODOOOODO

0000000 ipsec policy-ignore (Jinputjoutput)

0000000 no ipsec policy-ignored 00O

OO0 ONoO OO no ipsec policy-ignore

ooooooo

Olnput0O000O0O0O0OOinbound policy check OO DOOOOOOOIPsec DOOOOODOODODO
OO0O000O0 Dooboooooooooooogooooog

Ooutput 0 0000000000000 O0O0OOO0O00OOO0OOOOODOOOIPsec policy D000
goooooOoOooooooooo
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m QoS
ogoooood QSO DOoooon

o HTBO OO

ooooooo queue policy POLICYNAME bandwidth <1-1000000> (]ifg-pa-fcs)

ooooood
OHTBOOODOODOOOclass policyD OO OOOODOO class policyD OO OOOO
go0o0000Oclass policyDOOOOOO0OOclassOOOOO0OO0DOOOO0OO class policyd 00O

000o0oooolBOOODooood

ObandwidthO Oclass policyC OO0 OO0O0OOO0OOO
Oifg-pa-fes(0O0)0DOO0OD0ODOOOOOOODefaultdOdOnOd

o PQUOO

goooooo queue priority-group <PRIORITY-MAP-NUMBER:1-32>

ooooooo
OPQOOODOOOOOglobal moded OO OO priority-map0 000000
00000dpriority-map0 00 0000000000000 default classOO 000000 PQO
O00000O0o0ooopriority-map0 0000000000 PQODOOOOOOO
O00classO0000O000O00OO0OOOdefault classO0 0000000000

o SFQO OO
goooooo queue fair-queue

o FIFODO OO
goooooo queue fifo (Jlimit <1-16384>)
ooooooo IlimitO FIFCOODODOO0OO0O0O0OO0DOO00ODOO0DOOO

o TBF(shaping)d O 0O
ooooooo
queue shape <RATE:1-1000000> <BUFFER:1-1000000> <LIMIT:1-1000000> (]ifg-pa-fcs)

ooooooo

[0 <RATE:1-1000000>  ShapingC OO (Kbps)O O OO OO O

[J <BUFFER:1-1000000> Bucket O O O (bytes)D OO DO O OO

O<LIMIT:1-1000000> TokenO OO OO OOOODOOOOODOOOOOOOOOOOOOODO (bytes)

ooooooo
Oifg-pa-fcs(OO)DODDOOD0O0ODOOOO0OODRefault0 0O OODO

O Nno queue

0O00Odo0dO  no queue
ooooooo 0000000 queued OO0 00O Odefault queuel pfifo fastO O OO O OO0
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m QoS (00O)

o classify

goooooo classify (inputjoutput) route-map ROUTEMAP

goooood

Joodoooooooooooooooooolioooooooo0goOianputd outputd 0O OO
0oooooooooo

Oinput00000000DOODOOPRE-ROUTING(O O O Packet TravelingO O O)OODOOODOODO

Ooutput 00O O0OOODOODOODOOPOST-ROUTING(O O O Packet TravelingD 0 0)0DOOOOOOO

o no classify

ooooooo no classify (]input]output)

ooooooo

Jod0oooo0doooooooooooooooooon

MnoclassifyD 000000000 @nputT output) D0 0000000 OODOOOOODOOOO
input0 00 output0D OO OO OO

e ifg-pa-fcs
g0000O0O0O0O0O0O0O0O0O0O0OO0O0OO0O0O0OO0OO0OO0OO0OO0OO0OO0OOOOOOOOOOOOODOOO shapingO
OOFCSO IFGO PADDODDOOO0ODDOOD rate0 000000000 DODOOshaping rated 000
O000O0O0OODOEthernet0 000000000000 OOOOOORCSO IFGO PADOODOOOO
0000000000000 0000000000000000D00000000000 OEthernetd
0000000000000 00Oshaping rated 000 00O IFG(inter-frame-gap 0 00000 1200
OO000)OFCS@OOO)OPA(preamble:80 0 0)000D0O00O0ODO0OOOODOOOOOODOOO
goooo0oO0oO0oOoOO0oO0OO0OO0OO0OO0OO0OO0OO0O0OO0OO0OO0OO0OO0OOO0OO0OOOOOOO0OOOOOOOOOODefault
0000000000000 IFGOPAORCS DODOODOO0ODODODOODOMD
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O (iplipv6) rebound

oooooog

JoooooooooooooooooooooooooooDooooooOooDooOnDao (fForwarding)
0000000000 00ONROODODOODO0O0D0D000000000000D0000ONXRODOTTL
goobooooopDoooooooooog

OIP rebound0 0000000000 00DOODO0O0ODOODOODOOODOODOO0ODOODOODODOODODODO
O00000D00D0O0O0 destination unreachable0 00O 00O

Obefault0 00D ODOMIOOOOODOODOOODODODOOODOODODODODOODOODOO)O

ooooood (ip]ipv6) rebound

oo 0O o0 (iplipv6) rebound

O no O no (ip]ipv6) rebound

O ip reassemble-output

ooooooo
dooooooooMTooogpPMmuiDOODOoOoOooogolIP forwardingD OOOODOODOODOO
00000000 ooo00o0ooo000ooo00mMooo0o00ooooooooooooon
OO0O0O00O0ONRROODOOO0ODOO0O0O0O0D0O00000000000000000oooogo

- fragmented packet(0 00O O00D0)OMUDOOOOODOOOODOOOOOOOOODOOONMTUDO
ooooooooooooooooon

- fragmented packet(C OO OO OO)DOMIUOOODOOODOODODOODO fragmented packet 0 O 0O 0O
ooooood

- 00000000000 MUO0000000D0D000000000D0DO0O00DOoO0OO

ooooooo ip reassemble-output

oo 0O o0 ip reassemble-output

O no O no ip reassemble-output

ooooooo
O000000o000ooo00o0m@mouoooouooooooooooooooooooooon
0000000 00ooo00Dooo0o0ooo00ooooooooooooooIwr0oooooon
O00000000o0o0o0u0ooooooooooooooooooooooooooooooon
00000000000 0oo0ooooo00Doo000Doo0oo0Dooooo0ooONROOO
O0o00oo0oooooooooOowooooooooooooooooooon

- fragmented packet(C OO OO OO)OMUOOOOOOOOODOO fragmented packetd MTUD O
oooooooooooooooo

- fragmented packet(C OO OO OO)ONMUOOOODOOODOOOODO fragmented packet O OO O
ooooood

- 00000000000 MUODDO000D0000D00OO fragmented packet0 000000000
oooooo

ODefaultO Oglobal OO OO0 interface0 00000 OO0OOGIobal OO0 interface 0 OO AND
O0000oo0o0o0o00ooooooooooooooogglP forwardingOOOOODOOOOO
ooooo

O00000000000oo000ooo0d0320000000033 000000000000000
0000000000000 D000000OOiIp reassemble-output 0000 0000000000
OO
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O session invalid-status-drop-interface
ooooooo
Osession invalid-status-drop OO0 (global mode 0 OO OO D OODOOODOODOOOOOODOOODOO
O0D0000defaultO0 0000 0O
goooooo session invalid-status-drop-interface enable
oo 0O oo session invalid-status-drop-interface enable
O no O no session invalid-status-drop-interface enable
ooooooo
0000000000 O0o0oOoo0oooooooodndglobal mode O session invalid-status-drop O
O00000000000o0o0000ooo0000o0o0o00ooounoOddethernet 00 0OOO0OO
o0oooooooooooog
- global mode O [0 session invalid-status-dropd 0 000000
nxrg240(config)#no session invalid-status-drop enable
-000000ooooOooooooooooon
nxrg240(config)#interface ethernet 0
nxrg240(config-if)#session invalid-status-drop-interface enable

O ip dhcp mode ngn

ooooooo NeNOOOODOOOODOOODOODOOODOODOoOoo

oooooog ip dhcp mode ngn

O no O no ip dhcp mode

goooogo noOOOOO0OOip dhep request classless-static-routeD 00000000

O ip dhcp request classless-static-route

goooooo NeNOOOODOOoDOOoooooooboooooadcePPh)OOOOOooDooooooon

oooooog ip dhcp request classless-static-route

O no O no ip dhcp request classless-static-route

ogoooooo

J0000OoooOoPPO00ODODOODODOODOOODODODHCPVAO classless-static-route
00000 (RFC3442)000OOONGND OO static route0 0000000 O0OO0OOODOOODOOO
godoNNOOOOoooDoOooooobobboooood

00000 static route0 00000000 OOOODOOODO0O
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O ip dhcp initial-interval

ooooooo gdo0oo0o0oO0oO0oO0O0oO0oO0OO0OO0OO0OO0OO0O0U0O0U0U0U0O0OUOOOOUOOOOg-™
ooooood ip dhcp initial-interval <1-60>

O no O  no ip dhep initial-interval (= default)

oo o do ip dhcp initial-interval 3

O ip dhcp retry

oooooogd
0000O0OoOooobHcPOO O OODOOOOODOOOODOOOODODHCPOOODOOOODOOOO
Doooooooooooo

ooooood ip dhcp retry <1-3600>

a no 0 no ip dhcp retry (= default)

oo o oo ip dhcp initial-interval 300

O ip dhcp timeout

oooooogd
00oo0o00000oDooo0000Doo0@Oo00oDooo000oo0ooooooooooooOog
oooooooo

ooooood ip dhcp timeout <10-3600>

a no 0 no ip dhcp timeout (= default)

oo o oo ip dhcp timeout 60

O ip dhcp backoff-cutoff

oooooogd
0000000oo00o00ooooooO000000000@O00000000O0U0OoOooOoOooooooo
Dooooooogoooooooooon

oooooog ip dhcp backoff-cutoff <2-60>

a no 0 no ip dhcp backoff-cutoff (= default)

oo o oo ip dhcp backoff-cutoff 15
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O ip p2p-detection
0o0DooboOo PPOOOODODOOOCOOIPODODOOI
ooooooo ip p2p-detection (any|winny|share|bittorrent) {log|deny}
O O noO O no ip p2p-detection
no ip p2p-detection (winny|share]|bittorrent)
ooooood
0oooodooooooooooooooooooooooooooooooooog
00000000 o0D wmPPO00D0O0O0OD0OODOOODODOO

O ip arp filter

goooooo

gobooooobbobooooobbboooubobbiboOd ARP requestl D OO OO DO DOARP
reply0 00 /000000000

goooooo ip arp filter

gbo 0o 0o ip arp filter OUOOOARP reply0 0 0O0OODO
0 O noO O no ip arp filter OOOOARP reply0 00O
ooooood

OCOOLANOODOOOOOOOEthernet0 000000 DOO0OO0OODOOOOOOOODOOOODOO
OOOARP reply0 00 00D0ODOODOODOOOODOOO
OoO00O0O0D0LwLANOOOOOOOOhost route0 0000000 DODO0OOODOOOOODODODOO host
OO0 ARP requestOO0OOOARP reply0 0000000 OODOOOOODOO

OARP reply0 000000 OCOOOOOOOODOOOO

O ip arp gratuitous
0000000 gratuitous ARP(GARPO D O OO OO ODOO
goooooo ip arp gratuitous <attempts:1-255> <interval:1-3600> <delay:1-600>

ip arp gratuitous (= ip arp gratuitous <attempts:1> <interval:1> <delay:5>)
oo o oo no ip arp gratuitous OO OOGARPO O OO OODO
O 0O noO O no ip arp gratuitous
ooooooo
OO000000O00O0000OARPOODODOOO0OOOOO0OOO0OODOoOoOOooooooooon
GARP (request)I 0O O DO OO
OiPO000000O0O0O0000O0OCO0O0O0O0GARPOODOODOOO
0000000000000 ooo00o0oo000oo0O0cGARPODOOOODO
OVRRPOOOOOOOOOODOOVIPOOOOGARPODOOOOODO
OGARPO 0000 Odefault 0 D0 00000 DOO0OODOOOOOOODOOOOODO(sec)y0dOn
O00Odelay(sec)D 00000 O0DOO0ODOODOOOO
000000000000 000Ethernetd VLANO Bridge O O O
OOOOVIANO Bridge DO OO0 O0OO0O0O0OD0OOCOOO0OO0OOCOOOGARPODOOOOOOOOOO
000D0O000DoOOo0ooDoooooOooooDoooo
ODHCPO O OO DOOOOODOOODHCPOOODO IPOOOODOOOOODOCOOODOOOGARPOODODO

goooboboooooowooboobooogoboooooooboooooOoboGARPODOOO
oo
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O bridge-group
ooooooo 00000000 bridge-group OO0 0000000000 OOOOOOO
goooooo bridge-group <0-4095>
bridge-group <0-4095> pathcost <0-65535>
bridge-group <0-4095> port <1-128>
bridge-group <0-4095> priority <0-255>
O O noO O no bridge-group (]<0-4095>)
no bridge-group <0-4095> (pathcost|priority)
0000000  bridge-group OO OO0 interface bridge 0000 O0000OOjoin OO0ODODOO

O 12tpv3 access-group
ooooboon XconnectUO O ODOODOODOOOOODOODOII2tpv3 access-list0 000000
goooood 12tpv3 access-group (injout) WORD
O no O no 12tpv3 access-group (injout)
ooooooo
O WORDD root0 ACLODDOOOOD

Orootd ACLO O Oglobal OO OO 12tpv3 access-list WORD root0 0O 000 O
Oin: Xconnect O OO OO0 -000000000DO00O0O0O0OOOOODOOOOODOO
Oout: 00000 XconnectOOOOOOOOOOODOOOODOOODOOOOODOOOODOO
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oen

m 12tpv3 12rp
gogooooo

o enable

goooood
goooood
0 0O nod O

o type
0Ooooooo

goooood
0 o noJ O

oo O do
goooood

o priority
ooooooo
goooooodg
g 0 nod O
oo 0O OO0

o preempt
goooooo

goooood
0O 0 noO O

oo o oo
goooood

interface mode

interface mode

L2TPv3 L2RPO D DO O0DOODOO0ODOODOO

L2RPOOOCOOOOO
12tpv3 12rp <1-255> enable
no 12tpv3 12rp <1-255> enable

MasterOO OO OQOOOOOOOOO

DefaultO O Opriority0 000 00O0O0ODODOODO

12tpv3 12rp <1-255> type (priority|active)

no 12tpv3 12rp <1-255> type

12tpv3 12rp <1-255> type priority

priority0 000000 Opriority000000O0Omaster0 00000
activeJ OO O0ODOOOactive session0 00000 Omasterd 00 O0O0O

MasterO O OO OODOO priority0 0000000O
12tpv3 12rp <1-255> priority <1-255>

no 12tpv3 12rp <1-255> priority

12tpv3 12rp <1-255> priority 100

Priority0 0000000 master 00000000 backupdOOOO0DOOOOO0O
ooooooooo

12tpv3 12rp <1-255> preempt

no 12tpv3 12rp <1-255> preempt

12tpv3 12rp <1-255> preempt

Opreemptd OO0 0OMaster 0 DD 00000 type 00 O0O0ODDO0O0OOOODODOO
Opreempt OO0 Opriorityd 000 session0 00000 LCCEODODOOOOOObackupDODOODO

goo

o fdb-reset
oogoooon
gooooon

12rp <1-255> fdb-reset
O00O0OO0DODOOOEthernetD0000OOCODODOO
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o block-reset

0000000 OOo0O0OO0oU0bOCoOoUbDoOUObDoCdwnOOOODOOOOOOOMACOOOOO
ooooooooo

ooooooo 12tpv3 12rp <1-255> block-reset

O 0O noO O no 12tpv3 12rp <1-255> block-reset

ooooood

OGroup blockingD OO ODOODOOOOOOODOODOO

OGroup blockingOD OO DO OOODOONO Advertise FrameD OO OO0 OO0 ODODO O LCCED Advertise

FrameeOOOOOOO0OOLoopO0ODOO0ODOOO0ODDOOFramed 00000000 OOOODODO

o timers advertise

O00OO0O0OO0O  L2RP Advertise FrameO O DO OO O0O0OOOOOO
ooooooo 12tpv3 12rp <1-255> timers advertise <1-60>

0 0O noO O no 12tpv3 12rp <1-255> timers advertise

oo o 00 12tpv3 12rp <1-255> timers advertise 1

o timers delay

0000000 L2TP session0 0 0O Otimers delay0 000 00 O0OGroup BlockingD OO O OO
FrameOOOOOOGOOGOO

goooooon 12tpv3 12rp <I2rpid:1-255> timers delay <0-60>

O 0O noO O no 12tpv3 12rp <1-255> timers delay

oo O oo 12tpv3 12rp <I2rpid:1-255> timers delay 0

goooooo

OLLRPO OO0 Loop0 D O0DODOOOODODODODODODOODOODODOOL2RP FrameO0oooono

Oloop OODOODOODOOOOOBIocking OOOOODOODOODOOOODOO Broadcast Storm 000 O

OO0 Otimers delay0 0 00 00OO0OOBroadcast StormO0 00000000 OO0OO

Otimers advertise0 000000000 ODO0DOOODOOOOO0O

o port-reset

ooooooo

OL2TP GroupO OO L2RPOO OO OOL2TP session0 0000000000 OOCOOOCOFRBOOO
ooOvaCcOOOOOoOooOooooooobooooooooosgobboooooooobooooo

Oport reset0000000OO00O0OOmaster —» backup OO OOmaster - init0 00000000
LRPOCOOOOCOODOO0ODOCOOO0downOOOOO0ODOODOCOODOERDBO flushODOODODO
gooooon 12tpv3 12rp <12rpid:1-255> port-reset

0 O noO0 O no 12tpv3 12rp <1-255> port-reset

oo 0O oo no 12tpv3 12rp <1-255> port-reset
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O ip dns-intercept

ooooooo
ooooooo
O 0O noO O
ooooooo

O event-notify
ogoooooad
goooood
O 0O noO O
goooood

0000000000D0000 dns-intercept0 000000
ip dns-intercept <0-3>

no ip dns-intercept
DNSOODOODOODOODOODOOdns-intercept mode0 00O 0ODO

00000000 link up/down0 0 0000000000000
event-notify <0-3>

no event-notify

OOODODOOODUOOOLINNDOOODODOODOENS mdeD D OO OOO
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O OO0 command

nxrg240#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxrg240(config)#interface tunnel <0-255>
nxrg240(config-tunnel)#

O description

goooogod ggobobooooboboooobooo
goooooo description DESCRIPTION

O no 0  no description (|DESCRIPTION)

O ip address

ooooooo odooooogwrooooooooooo
goooood ip address A_.B.C.D/M (]secondary)

O no O no ip address (JA.B.C.D/M) (]secondary)

O ipv6 address

goooogoo ooooooooiwpvedDOooooooooo

ooooooo ipv6 address X:X::X:X/M (Jeui-64) : IPv6 address (e.g. 3ffe:506::1/48)
ipv6 address X:X::X:X link-local

O no O no ipvé address X:X::X:X/M (Jeui-64)
no ipv6 address X:X::X:X link-local

O ipv6 address DHCPv6-PD

goooooo DHCPv6 Prefix Delegation0 OO DO OODO

goooood ipv6 address DHCPv6-PD X:X::X:X/M (Jeui-64)

O no O no ipvé address DHCPv6-PD (|X:X::X:X/M)

oo oo

O ipv6-address O O sub-prefix D host OO0 OO0 OOOOOOODOOO

ODHCPv6-PD O ODHCPvE PDO OO OO prefix OO OO OO OO DO OO ODHCPv6-PDO ODHCPV6 O O O O O
00000000000 @UOooDo0ooooo)dOnipve dhcp client pdD00000O00OOOO
oono

O tunnel source
opooooog O00OOOsource DOO0ODOODOODOODODOODOOODOO
0Oooooogno  tunnel source A.B.C.D|X:X::X:X
tunnel source INTERFACE
ooooooo INTERFACE O O Oethernet, bridge, ppp OO0 000000 DOOCO0ODOOOODOOOO

O tunnel destination
0000000 0OO000Destination JOOOOOOOFON OOODOOOO
0000000  tunnel destination A.B.C.D|X:X::X:X

tunnel destination FQDN
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m tunnel mode

goooooo

0000000 00000DOGRE IP-in-1PO IPsec over IPv4/IPv66rdD 500000000000
oooon

oo 0O 00 tunnel mode gre

O no 0O  no tunnel mode (= tunnel mode gre)
o IPinlIP
ooooooo

OIPOOO0OOIP/IPve ODODOOO IPOIPV/IPV6O 00000 OODOODOOOOODOODO
ogoboooo tunnel mode ipip|ipipv6|ipv6ip]|ipv6ipve

ooooood ipip IPv4 over IPv4 tunneling
ipipv6 IPv4 over IPv6 tunneling
ipvbip IPv6 over IPv4 tunneling

ipv6ipv6  IPv6 over IPv6 tunneling

o GREO Generic Routing EncapsulationO

ooooooo

OIPva00 O IPV6O 0000000000000 0000O0OOTransport0 O IPOOIPVAO0ODOOO
ooooo

ORFC2784000000O0ODO

ooo0ooOoOoooo4700O
00000000ooooomwoooooooooo2000000000000000000000O0O
o0ooooooooooo

ooooooo tunnel mode gre

o IPsec over IPv4
o [IPsec over IPv6

ooooooo
ORoute based IPsec(0 0000 BOOOOOOOOI psec ipvd0 00 ipsec ipv6 0000000
oooogooo tunnel mode ipsec ipvd (= IPsec over IPv4)

tunnel mode ipsec ipv6 (= IPsec over IPv6)

o 6rdd IPv6 Rapid Deployment on IPv4 infractructures

ooooooo

gipv6eO0 0000 IPMODOOCOO0O0OOOOODOOOOODOOOOO

ORFC5569/5960 0 00000000

OIpve over IPVAOOOODOOCOOODOIPVMAOOOODO

ooooooo tunnel mode ipv6ip 6rd

goooooo

gerd00000DOOOD tunnel 6rd prefixO tunnel 6rd ipv4 prefix-lengthO 000000000
oood
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O tunnel key

0000000 [OODOCGREODODODODOOOIODODODOODOGREODDOODODODOOO
0Ooooogno  tunnel key <0-4294967295>

oo o oOd no tunnel key

g no g no tunnel key

oo oo

00000000Okey IDOOOOOdropd000000OOkey IDODOOOOOOIDODOODODOO
O00000ooooDdropdbDO0O

O tunnel checksum

ooooooo

OCGCREDODOODOGRED D ODODODOODDODODO0OODODOODODODODODODODODOooooooon
OD000000OGREODOODODOODOOO

ooooooo tunnel checksum

oo O oo no tunnel checksum

O no O no tunnel checksum

O tunnel encap-limit

0000000 100000000000000000000000000o00oooooon
goooood  tunnel encap-limit <0-255>

ooooogno  tunnel encap-limit 4

O No O  no tunnel encap-limit OO OO0

dooooono [OO0O0d0Oipve DDOOODOODOODOOOOO
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O tunnel path-mtu-discovery
gogooobod goobobooooooobooeMiibDOoooon
gooooogo tunnel path-mtu-discovery

oo O oo tunnel path-mtu-discovery oooo
g no O no tunnel path-mtu-discovery gogon
oo oo

O IPvd O

Oipva0 0 0000000000000 PMTU DiscoveryO OO ODOOOOODOO

-0000IP tunnell tunnel mode ipipjgred 0O fragnent0 0000 OO PMTUDOODOOODO
IPsec tunnell tunnel mode ipsec ipvdO OO PMTUDO OO DO OOOBODOOOOOODOOO
-PMTUDOOO0O0ODO/ 00000O0OCO0OOOO0ODOOODFOODOOOON/IODODOOOOOOO
0ooooooobod

PMTUDO O DF bit oooood

0 fragnentO OO OO QOO
00 outer IP headerODFO 00001000000

1 fragment needed0 00000000000 Odrop0 00O

fragnentO OO OO QOO
outer IPheaderdDFO 0 D0 O OO0 O0OOO0O

OOfragnent0 00 O00O0OOOOO

outer IP headerdDFO OO O OO0 OO ODOO

Otwnrel MUOOODODOOOOOOODODOOOOOOOOOOOPNMTUDOODOOOOOOODOOO
O0000000000000000000000000000D000Oheader taxOO O QOO0
OO00000O00O0wnnelOOO0O0PNMTUDOOOO0ODOO0ODOOOOO fragmentOOOOOOOO
OO00000O00ooPMTUDOODOO0O0ODCOOOtunnel O MTUD 15000000000

O IPv6 O

OIPV6 OO OOPNTUD default 00000000000 O0OOOOOOOMO

OMTUOOOPMTUOOOOOOOOOODOOOOOODOOONMUOOOOOOOOOOOO0OOO0OOOO0n

0000000000000 000O0tunnel header taxO OO OO 0OO0OO0OO0OOOOODOOOO
IPv6O00ONMUO 12800 0000000000 000000O0000ODO0O0OOOOO0OOOOOO
0012800 0000000000000 DOOODOOOOODO1200000000000000000
O00o0d0o0o0o00ooooooooooooooooom

IPv6 over IPv6 tunnelingd RFC24730 0 O

OTunnel MTUO IPVv6 O 0O MTUO 12800 0 000000
00000000000000000D00OICMPYe packet too bigD OO OO ODOOOOODO
OTunnel MTUO IPv6O O MTUO 128000 000000000000 0O0O0O
000000000 fragnentD 0000000

IPv6 over IPv4 tunnelingd RFC2893 0 O O

OTunnel MTUD IPv6 00O MTUO 12800 0000000
000000000000 000000ICMPYE packet too bigD DO OO OOOD0ODOO
OTunnel MTUDO IPv6 OO MTUO 12800 00000000000 OOODOO
OO0oooooooooilpved0ONIUOOOO0OO0OOOOOO0ODOOO0O0ODOOOOOOO0 IPve
packet too bigD OO OO OOODOOOO
O0oooooooooilpvedOMNMUOOOODOOOOOODOOOOODFOODOOOOODOOO
O0Ofragnent0 0O OO0 OO0

0

uo
1
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O tunnel ttl
ooooooo
ogoooood
oo 0O oOd
a no a
00 oo

TILO0O0oogo
tunnel ttl (<1-255>]inherit)
tunnel ttl inherit

no tunnel ttl (= tunnel ttl inherit)

0000001-2550000000000PMTUD O tunnel path-mtu-discoveryD O OO OO0OOO
Oinherit0 0000 OO OGRE/IPIPO tunnel mode grelipipd 00 TTLO OO OO OO O IPsec tunnel
O tunnel mode ipsec ipv4A0 00O TTLOOOOCOODOCOOBOOOOODOCOOOO
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O tunnel tos
ooooooad
ogoooood
oo 0O oOod
a no a
00 oo

interface tunnel mode

interface tunnel mode

tunnel tos (<0-252>|inherit)
tunnel tos inherit

no tunnel tos (= tunnel tos inherit)

Oinherit0000000O0IPVAO dnnnerd 0000 ToSO OO OO tunneling IPv6D inner0 000 O
traffic-classJ O tunnel IPv4Oouter0 0000000 ODOOO
OToSOOOOO0OO0OOO00-252000000000000000O0O
OECNOOODDODOUOUODOOUOODDOOECN fieldDDOODOOOOMMODOB 1.2.4.1 ECN fieldO O
oooooooooooo
OGREOODOOOOIPMEODDOIONDOODODDODOOODOOOODOInherit0O000OOToSOOODO 0x0O

gooooo

O tunnel pre-fragment

ooooooo

ooooooo
od 0O O0d
a no 0
oad oad

Fragnent 00000000000 fragnent JOOOESP ODOODOO

OOO0OESP packet 0O OOOODOM

tunnel pre-fragment

no tunnel pre-fragment

no tunnel pre-fragment

Route based IPsec(J 0000 BOODOOOOODO IPsec tunnel interface 00O
oo0oooooooo

O tunnel protection ipsec policy

ooooogo
ooooDooo
0 no 0
oo oo

O bandwidth

ooOooooa
ooooooad
O no O
o0 o0
O mtu

ooooooad
ooOooooa
o0 0O 00
O no O

0000 IPsec tunnel policy 0000 OO0

tunnel protection ipsec policy <1-65535>

no tunnel protection

Route based IPsec(U 0000 BIDOODOODOOOOODOODO

o0000oDoOoO0o000oooooooooooooo

bandwidthO OO O 0 O 10Mbps O O O

bandwidth O O 0 0O 0O 0 106Gbps 0 O O

bandwidth <1-10000000000[k/m/g]>

no bandwidth

goooposPFO0DOOOODDOOOODDOOO

000000000 0Oauto-costO 00O (ospf mode)D O DO DO OODO

o0oooooooooovuoooooood
mtu <bytes:68-1500>

mtu 1476 (tunnel mode greO O 0O)

mtu 1480 (tunnel mode ipipd 0O 0)

mtu 1500 (tunnel mode ipsecd O 0O)

no mtull (= Set defaults) 209
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O ip redirects

ooooooo

OICMP redirectO type=50 00 00000CO0O0OO0OO0OOOOOOOOOOOOOOOODOOO
000000000RFC792

OOO0ODO Send redirectDO000OOOOICMP redirect0 0000000000 OOOOODOOOO

ooooooo ip redirects

0oooooo ip redirectsd 0 (O0O)

OO0OO0ONOODO  no ip redirectst (0 0O)

ooooood

O ICMPRedirect O O O O interface mode O ip redirects0 00000000

O ip tcp adjust-mss

ooooood

O Path MTU Discoveryd PMTUDO O O O End-to-end 0 0 0000000 O0DOODOOOOMIVODODOO
0000000000000 00oo00oDo000ooo0oo00oo0oooooooooooon
0ooooooivadD0DOD0ODO0O0O ICMP fragment needed D 00000000 O0OOOOOO
00000000o00ooooDooooPNTUDO0OD0OOO0OO0OOOOOOOOOOODOOOdPMTUD
00000dooooooooooMuoo0d0oooooo00o0o000o0oo00oo0o0odoend-
to-end0 0000000000000 OOODOOOOOOOOOOTCPOO  SYN/SYN-ACKO O OO
omMsSOOOOoOOoOooOoooooooooooooooooTcPOOO0DOOOOOOOOOOOd
0000000000 0o00oDoo0oo0o0oo0oooooooooooOoo

goooooon ip tcp adjust-mss (auto]<500-1460:bytes>)

0000000  no ip tcp adjust-mss

OgooONeO OO0 no ip tcp adjust-mss

ooooood

OiIpvi0000O0O0O00OO0O0OOTCPOOODOOODOOOOOTCPOODODOOOOOOOOODOOO
00000O0oooooooooooooowsscoooooon

oooooooosMssODdoodoo0b00Dantc0 00000 OOOMSSOOOODOOMSSOOODOO
0oo0oooooooooooo

Oo0oooooooooooMssonoonooooooodMssonoonoowNssoooooooooon
ooooooooo

guPOICMPOOOOOOOOOOOOOO0ODOOODOOOODOOOODFOOODOOOOOOO
O00000000o0o000Doo000Dooo00ooooooooooon

(M no ip tep adjust-mssO0 0000 OOOTCP MSSOOODOOODOOODOOODO

O ipvé tcp adjust-mss

oooooog  TCP/IpveO MSSOOOODOOOO
ooooooo ipvé tcp adjust-mss (auto]<bytes:500-1440>)
OO0 O OO0 no ipve tcp adjust-mss

O no O no ipvé tcp adjust-mss
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O ip mask-reply
ooooooo
OOpenviewO OOODOOOUODOOODOOOODOOOOOOOOOOO ICMP address mask request
Otype=17000000000O0OCOO0OCOOOOOOODOOODOOOODOOODOOOODOODOO
oooooogooooooooood™
O0000000OICMP address mask request 1 0 000000 OOOOOOOOODOOO
gooooon ip mask-reply O ICMP address mask requestd O 00O OO M
ooooooon no ip mask-replyd ICMP address mask requestd0 0 OO0 OO
gooONoO OO no ip mask-reply
ooooooo
O ICMP address mask request/reply O O O O interface mode O ip mask-reply0 00000000

O ip fragment-reassembly
ooooooo
OPre-fragmentO OO packetD OO ODOOOOONXROODO O reassemble 0 0 O O reassemble 0 O O
forwardingO D OO OOOO0OOO0DOOOOOOdefaultd Oreassembled 000
ORoute based IPsec(C OO0 O B)OOOOODOODOIPsec tunnel interface0 00 000ODOOO0O
ooo
ooooood ip fragment-reassembly
oo O oo ip fragment-reassembly
O no O no ip fragment-reassembly
od od
Oglobal moded O no ip reassemble-outputD O O O O O ipsec tunnel interface 0 Ono ip frag-
ment-reassembly0 0 000000 OOOno ip fragment-reassemblyC OO0 OO0 0O OOO
0000 no ip fragment-reassemblyd 0 OO0 OO tunnle interface0 0000000 ODO0O
reassemble 00000000 0OOconntrack 000000000000 0ODOODOOOOODOconntrack
OO00O0O0OOOONATOO /SPIl/session0 000000000000 OOO0OOOOO0OOOOOO
000 packet coloringO0 OO OO0 OOOCOOOO
[ no ip reassemble-outputD OO OO OOODOOODOO tunnel interfaced Ono ip fragment-
reassemblyd O O ip fragment-reassemblyC 000000000 OCOOOO
(no ip fragment-reassembly 0 00000 O00OOOOWarningOODOOOODOD
Oip fragment-reassembly 000000000000 OOOOOOODOODO ip reassemble-output™
odoooooooooooo

O ip rip receive version

ooooooo  RpPOOOOOODOOOODOOO
goooooo ip rip receive version (1]12) (]1]12)
ooooooo ooooooo

g no g no ip rip receive version
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O ip rip send version

ooooooo RwpPOOOOOODOOOODOOO
ooooooo ip rip send version (1]12) (]1]2)
coooooo gooooooo

O no O no ip rip send version

O ip rip split-horizon

gooooofo QOoooOoooboooobooooooo
ooooooo ip rip split-horizon (]poisoned)
oo o oOd ip rip split-horizon

O no O no ip rip split-horizon

O ip access-group
ooooooo
Oglobal mdeCD 000D ACLOODOOO0ODDOOODOOOODDODOOOODDOODOOOODDO
ooooooo
oooobogon ip access-group (injout]forward-in]forward-out) IPV4-ACL-NAME

OO0OO0NoO OO  no ip access-group (injout]forward-in|forward-out)

Ooooooo
ooooDOoO00ooOoOoooO0oOobOO0o0oboboOoOoDOoOoO@OO Packet TravelingOD OO )O OO
oo400000
in(local input) NXROOODOOOODOOOOOOOOOOOOOOO

out(local output) NXRO O O OO OOOOOOOOOOOOOOOOO

goboooooooobDoOooNMROOOOOOOoOobOOOoOoboboooDbbooo
forward-in NXROOOOOOOOOOOOOOO forwardingdOOOOOOOOOOOO
forward-out NXRO OO OOODOOODOOOOOO forwardingDOOODOOODOOOOOO

OmacO0 0000 ACLOOoutd OO forward-out 0 OO0 OO0OOOODOOOODO

O ipv6 access-group

ooooooo ooooooooowsdooooooooooooo
goooooo ipv6 access-group (injout|forward-in|forward-out) IP64-ACL-NAME
O no O no ipvé access-group (in]out|forward-in]forward-out)

O ip masquerade
00o0doodn0 DOO00OO0000oO0o0oooDoDO0DooooooooogoiIv4a0oooon
goooOooooo V400000000000 ODODOO

googoogn ip masquerade O OO0O

ooooooon no ip masquerade] 0 O O

OoOONeO OO no ip masquerade

ooooooo

000000000000 (Ethernet/VLAN/PPP/TunneDO0 00000 O0OOCOOOO

gTCP/UDF/ICMPO 0D O0DODOOOODOODOODOODOODOOOOODOOODODOODOODOOO

dipveO0O00O000OIPODOOOOOODOODOOOO

Oforward out/local output 0 OO 0O O0O0C0OODOOOODOOOIIPOOODOOODOOODOOOO
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O ip (snat-group|dnat-group)

ooooooo

Oglobal mde0 O OO O SNATOOODNATOOODOOUOODOOUOODOOODOOODStatic NATO
Oo00ooopooooogo

OSNATOOOOOOUO0ODOOO0ODOOCOODOoDNTOOOOOODOOOOOOOOOoooo

ooooogon ip (snat-group|dnat-group) NAT-NAME

OO0OO0NoO OO  no ip (snat-group|dnat-group)

ooooooo NATOODOODOOOOip snat/ip dnat)d O O O (global mode)D 0D OO O

O ip webauth-Filter

ooooooo
OwebOOOODDOOODOOOODDOODOOODOO0ODDOOODDODDOO0ODOOOODDOODO
CO0O00OO0OOwebhOOOOOOOODOOOUOOOOODOOOO
OwebODODOOOOODOOOODODOODOOOODOOINOUTODODOOODDODOODDOOODODOOOO
OObefaultCOODOOOOOOO

ooooogon ip webauth-filter (forward-in]forward-out) WEBAUTH-ACL-NAME

OO0O0NOODO  no ip webauth-Ffilter (forward-in|forward-out)

ooooooo

OWwebOODODOOOOOOODOODOOIup web-auth access-listd 0 00O Oglobal moded OO 00O
ooooog

OWebOOODOOOODOWeb Authenticate modeOD O OOOOOODO0O

O ip spi-filter

ooooooo

000000000 O0DOOO0ODOOSPIO stateful Packet Inspectiond D000 O0OO0O0OOO

00000d0o0oO0O0oo000oo0o0oo00ooO0oOoD00oooDUO0oOo00ooOoOooOoOoooOO
oooo

ooooogon ip spi-filter 0OO0O0O

oooogoono  noip spi-filterDO OO

goOONeO OO no ip spi-filter

ooooooo

O000000D000O0ODOestablishedD OO related0 0000000000 OCOO0DOOO0OO
OEstablishedOD O O0O0O0D0OOO0ODOCOO0OOOOOOOOOOOODOOOODOOOUODOOODDOO
ORelated 000000000000 DODOOODOOOODOOODOOOFPOO0ODODOOODDOODO
oooo

000000000000 0syn000000O0OOO0ODOO0ODOOO0ODDOOD

OSPIOOforward inO0O0O local input0 000000000000 OOOOOCOOODOOOODOO
ooooog

O ipv6 spi-filter

goooooo IPv6 SPI filterOODO DO OO0
ooooooo ipv6 spi-filter

oo o oOd no ipv6 spi-filter

O no O no ipv6 spi-filter
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O ip spi-Ffilter log
O ipv6 spi-Filter log
0000000 OQOOODOOOdOOOOsyslogmodedOOOOOOOOOO
OO0000O0OSPIO00000DoO0oDdsyslogD 0000000 O0ODOO0OO
goooooo ip spi-filter log [limit <0-100>]
ipv6 spi-filter log [limit <0-100>]
goooooo ip spi-filter log limit 10
ipv6 spi-filter log limit 10
OO0OO0ONOO0O  no ip spi-filter
no ipv6 spi-filter
ooooood
Olimit0000000100000000000000000DOO000D10000DO /0000
owaNDOOOoooooooooooosioooooooo0ooobooooboooooooooooo
Oo00oo0oooooooooooog

O netevent

goooood

0000000000000 0000wnnel OO0O0O0O0OO0ODOOO0ODOOOODDOOO

goooood netevent <trackid:1-255> (connect|disconnect|reconnect)
netevent <trackid:2048-4095> (connect]disconnect]reconnect)

u no U no netevent

O ipvé nd accept-redirects

ooooooo IPv6 forwardingO O OO OO OOICMPY6 redirects0 0000000000
oooooo

oooooog ipv6 nd accept-redirects

oo o oo no ipvé nd accept-redirects

od oo IPv6 forwardingD OO OO0 O0O0OO0O00OO0O0O0OOOOOOOOOO

O no O no ipvé nd accept-redirects
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O ipsec policy

0000000 0OO0000o00oooooogolrsecd0DOdDODODOOOOOODO

ooooooo ipsec policy <local policy:1-255>

OO0ONoOO0O no ipsec policy (J<local policy:1-255>)

ooooooo
O000oo0oooodripsecO 0000000040 000000000000000D000OO
OO000000D0O0O00ooIpsec0000O0OOOODOOOODOOOODOOODO

O ipsec policy-ignore

Ooooooo

OlIPsec policy 00000000000 ODODOOOOOOO0OIPsec policy 000 any 0OQOO
00000000000 0000 IPsec000000D00O0ODO0ODODOO0ODODOOODODO

0000000 ipsec policy-ignore (]inputjoutput)

OO00O0000 no ipsec policy-ignored OO O

OO00ONoO OO no ipsec policy-ignore

Ooooooo

Olnput0 0000 OO Oiunbound policy check 00000 0OOOOIPsec OODOOOODOODOO
000000 DOoU0ooooOooooooooooooog

Coutput 00000000000 OCO0ODOOOODOOUOUODOOOODOOIPsec policy DOOO
Oo00o0ooooooopoooooo
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m QoS
gooooon QeSO nOooon

o HTBOOO

goooood  queue policy POLICYNAME bandwidth <1-1000000>

ooooooo
OHTBOOODOOOOOclass policyDOOOODOODOO class policyD OO OOOO
Jo00d00class policyO0OD0O0O0O0OOclassO0 0000000 OO0OONO class policyd OO
00000000 HBOODOOOODO
ObandwidthO Oclass policyO 00000000000

o PQUODOO

goooooo queue priority-group <PRIORITY-MAP-NUMBER:1-32>

oooooog
gPQUDOODOOOOOglobal modeO O OO0 priority-map0 000000
00000dpriority-map0 0000000000000 O0O default classOO00O00O0O PQO
00000000000 priority-map0 0000000ODODOOPOODOODOOOO
OO0OOclassOO0000O0OCOOODOCOOdefault classO0O0O0O00O00O0O0OO

o SFQO OO
ooooooo queue fair-queue

o FIFOOOO
0ooooogd  queue fifo (Jlimit <1-16384>)
oo0ooooo limitO FIFOOOOOODOOOOODODOOOODODOOO

o TBF(shaping)d OO
goooood
queue shape <RATE:1-1000000> <BUFFER:1-1000000> <LIMIT:1-1000000>

goooood

[0 <RATE:1-1000000>  ShapingO O O (Kbps)D OO O O OO

[J <BUFFER:1-1000000> Bucketd O O O (bytes)D DO DO O OO

O<LIMIT:1-1000000> TokenO OO OOODOOOOODOOOOOOODOOOCOOODOOOD (bytes)

oooooog

o no queue

goooooo no queue
goooooo 0000000 queueD 0000 O default queuel pfifo_fastO O OO0 0000
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m QoS (O0O)

o classify

goooooo classify (input]output) route-map ROUTEMAP

ooooooo

000000000000 00000000001000000000000 input0 outputd O 0OOO
ooooooooooo

Oinput0 0000000000 OOPRE-ROUTING(O O O Packet TravelingOD OO0 )00 000000

Ooutput 00O OO0 ODOODOOODOPOST-ROUTING(O O O Packet TravelingOD O O0)D OO0 ODOOOO

o no classify

goooooo no classify (]input]joutput)

ooooooo

O0000ooDoooooooooooooooooooon

(Mno classifyD 000000000 Gnputd output) D000 O0O0OD0OODOOOOODOODOOOO
inputd0 00 outputO O OO OOO
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O (ip]ipv6) rebound

ooooooo

0000000000000 000000D0O0000oOo000DooOO00000O0On0no (fForwarding)
OO0000000000ONROODOO0OO0OD0O0000000000000000000NXROODOTTL
gooooOO0OOoOUOoOOoOoOOOoOooOooon

OIP rebound0 0000000000000 0O0O0O0OO0ODOO0OOODO0OOOODOODOOOOODOOO0O
000000000 0DO0O0 destination unreachable0 000000

ObefaultO 00O O0O@OOODOODOOOODOODOOODOODODOOOOODOOOODOO)O

ooooood (iplipv6) rebound

oo O oo (ip|ipv6) rebound

O no 0  no (ip]ipv6) rebound

O ip reassemble-output
ooooooo
goooooooodMiUooogenUOCOOoooooooolrp forwardingd OO OOOOOOOO
o0d0oDoo0@ooodooooo0ooooo00moo0oooooooooooDoooo
OO0O0oOoOoOoNRROODOOOOOOOO0ODOOOO0ODOOUOODOOODOOOOODOODOOO
- fragmented packet(0 OO0 O0D0O0O)OMUODOO0ODOOOO0OOODOODOOOOODOONMTUO
ooooopoooooooooooo
- fragmented packet(CODOOOOO)OMIUODOOOOOODOOOD fragmented packetO O OO
coooooo
-000000Dooo0oMU00DO000ooooD00oooo0oooODO0ooooDoo
goooood ip reassemble-output
oo O OO ip reassemble-output
O no 0 no ip reassemble-output
ooooooo
gooo0opoodoOoooU0U0obDOo™CooooO0ooooUUbOOooOUoDooUOoDooOoooDo
00000000ooo00ooo00oo0o0DooooooooOooDoooO IPOODODOOOOD
gooooo0ooooOoOoOooOoOUooOooUOOoOoooUOUoOoOoOOoUoODoogOoDbDooOooDo
0000000000000 00ooD0ooO000oDo0000ooO000DoOOoONXROODO
oooooooooooOoooocOoOwooOoOoOOobOOoOoUOboOogOoDooooo
- fragmented packet(CO O OOOO)ONMUDOODOOODOOODOOD fragmented packet D MTUO O
oooooooooooooogo
- fragmented packet(QUO OO OOO)ONMUOOOOODOOODOODO fragmented packetd O OO
coooooo
- 00000000000 MIUODDO000D0DO00DO0 fragmented packet0 000000000
cooooo
ODefaultO Oglobal DO OO0 interface0 000000 ODOOGIobal 0 OO interfaced OO AND
od00oOoO0oDoOoCOUOOoDooOoOoooOooboooooogOgrr forwardingO OOOOOODOOO
ooooo
good0oooO0U0OoOooOdUoboOooO0U032000o0o0dOooosx’sdgoooooooogooooo
0000000000000000000Oip reassemble-output 00000000 O00O0OOO
od
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O session invalid-status-drop-interface
ooooood
Osession invalid-status-dropd O (global modeO0 0 )OO O O0OOO0DOOOOODOOODOOODODOO
000000default0O 00O O0O
goooooo session invalid-status-drop-interface enable
oo O OO session invalid-status-drop-interface enable
0 no 0 no session invalid-status-drop-interface enable
ooooood
0000000000 oooooooooooboaonOglobal mode O session invalid-status-drop O
000000000000 00000o0o0000oo0o0oo0o0o0ddtwnnel 0OOO0OO0OOOO
oo0oooooooooooon
- global mode O O session invalid-status-dropd 0000000
nxrg240(config)#no session invalid-status-drop enable
- 000000000 0oDooooooooooan
nxrg240(config)#interface tunnel 0
nxrg240(config-tunnel)#session invalid-status-drop-interface enable

O ip p2p-detection
ggoooog PPO0DO0ODODOOOODOIPVAOO0ODOM

goooooo ip p2p-detection (any|winny|share|bittorrent) {log|deny}
0 0 noO O no ip p2p-detection

no ip p2p-detection (winny|share|bittorrent)
ooooooo

gooogbooboboobooboobobooboobuooboboobooboon
ooboobooomoowgeeP00b0oooooooooonog
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O tunnel hop-limit

ooooooo IPv6 hop-limitO0 OO OO0ODO0O

goooooo tunnel hop-limit <1-255>

OO0 O OO  tunnel hop-limit 64

0O 0O noD O no tunnel hop-limit

ooooooo ooooooOooOoooogoooesyooooooo

O tunnel traffic-class
oooooDooo ooooimwpved0D0D00D0DOD00OO0ODO0OO0DOO0OO0DODOODODOODOOODOOOn
goooooo tunnel traffic-class <0-252>

tunnel traffic-class inherit
oo O do tunnel traffic-class inherit
O 0O noO 0O no tunnel traffic-class
ooooood
Oinheritd 0000000000000 O0OO0DOOO0DOOODOToSO0O0ODOOODOOODOODOODOO
gooipve0I00000000OD0O0OO0O0ODO0OD0OO0OOODOOOOO
0000D00oO0oDo-220 000000000 DO0O00DODODOOENNDODODOODOODOn
ooooooo
OECN field DDOODDOD0OOMmMOOB 1.2.4.1 ECN field D00 00DOO0DODODOOO

O tunnel 6rd prefix

ooooooo erdO0DOCOOOODOOOODCOO
OO00erd00000O000DOOO0DOOO0ODOOOOODOOOODODOOO

0oooood  tunnel 6rd prefix X:X::/M

O 0 no0b O no tunnel 6rd prefix

oooopooo erdOUO0OOOODOODOOODOOOOO

O tunnel 6rdipv4 prefix-length

ooooooo

ORRCSS69 0 00O IPV6 OO0 IODOOOOO IPMAOOOODOOO3ROD0000000O00O0ORRC959000
oooomwv4000000000D00O000DO00ODOO

0oooood  tunnel 6rd ipv4d prefix-length <0-32>

oo O 0Od tunnel 6rd ipv4 prefix-length O

0 O noO O  no tunnel 6rd ipv4 prefix-length

ooooooo

goooooobOO3x20000bOOoUOUOoOOoOOm

032-prefix-lenghthD 000 host DO O OOIPVGO 00 O0ODOOO0OODO0OOOODOOOOODODO
goopoooooooOooooooUooOoooUoooOooOoobooOogoooUgoboog
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O ip dns-intercept

ooooooo
goooood
O 0O noOO O
goooooad

O event-notify
goooooao
goooooa
0 O noO O
goooooad

00000000000 00d0 dns-interceptd 000000
ip dns-intercept <0-3>

no ip dns-intercept
DNSOODODOOODOOOOOOdns-intercept mode OO0 OO

OO000o0Od0d0uwp/downOOOOOOOOOOOOOOO
event-notify <0-3>

no event-notify

O000O0O0OOO0ODOLINODODOOODOENS mdedD OO ODODO
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O OO command

nxrg240#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxrg240(config)#interface ppp <0-4>

nxrg240(config-ppp)#

O description
gogoooog
goooooo
g no d

O ip address
oooooood
oooooon
0 no 0

O ip address
gogoooog
goooooo
g no d

O ipv6 address
oooooood
oooooon
oooooood

O ipv6 address
oooooood
oooooon
oooooono

interface0 000000000
description DESCRIPTION
no description (|DESCRIPTION)

odooooogwroDoooooooooo
ip address A_B.C.D/M
no ip address (JA.B.C.D/M)

PPPOOD IPOOOOOOOOOOOOOOOO
ip address negotiated
no ip address negotiated

IPv60 0000000000

ipv6 address X:X::X:X/M (Jeui-64) : IPv6 address (e.g. 3ffe:506::1/48)
eui-640 00 0O ipve-addressU prefixDO OO OD0OODODO
OOdO0D0COOinterface-id0 00000000

LLAO interface-id0 000000000000

no ipv6 address X:X::X:X/M (Jeui-64)

DHCPv6 PDO O OO OO OO
ipv6 address DHCPV6PD X:X::X:X/M (Jeui-64)  : DHCPv6-PD prefix name

O ipv6-address [0 O sub-prefixd host 000000 OO0
OPREFIX-NAMEO O dhepve pdOD OO0 O prefixDOOOODODODOODOOipve dhep client pdd OO

oOoagno
O no O

no ipvé address DHCPV6PD X:X::X:X/M
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O bandwidth
goooooo

ooooooao
O no O
oo oo

O mtu

ooooooo
ooooooo
oo 0O oo
0 no 0

O ppp Icp mru
goooobod
goooooad
gd 0O 0o
g no g
gooooood

godooooodoooooOooooooooooo

bandwidth O O 0O 0O 0O 0O 10Mbps O O O

bandwidthO O O 0O 0O O 106Gbps O O O

bandwidth <1-10000000000[k/m/g]>

no bandwidth

oooooosPROOOOOODOODOOODODOOO
O0000O0D0O0DOauto-costd OO0 (ospf mode)D OO DO OODO

MUOODOOoOOoOOooDoOo
mtu <bytes:68-1500>

mtu 1454

no mtul) (= Set defaults)

MRUOOOOOODO

ppp Icp mru <bytes:128-1500>

ppp Icp mru 1454

no ppp lcp mrud (= Set defaults)

IPv6e 00 000000OMRUD 12800 00000000000

O ipvé dhcp client

Oo0oo0ooooao
ooooooao
O no O

OO00000O000DoOOogODbHePv6O OO0 ODO0ODOOOODOOOOODOOOOO
ipvé dhcp client WORD
no ipv6 dhcp client

O ipvé dhcp client pd
OO00000OD DHCPve PD O prefix 0000 ODODODOODOOOOO

goooooo

ipv6 dhcp client pd DHCPv6-PD

0 no O no ipv6 dhcp client

googoogn

ODHCPV6 PD DO O OODOODOODOODLOODLOOOOOOO

OOOODODHCPvG PD O (O O)H)OODOUODOUODOODOODOOOOOOODOIupv6 address DHCPv6-PD [0 O
gboooobooood

Oipv6 dhcp client WORD O ipv6 dhcpv6 pd DHCPv6-PD DO OO OODOOOOOOOOOOO
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O ip redirects

oooooog

OICMP redirectO type=s50 0 000000000000 O0O0OOO0OOOOODOODOODOODOOOOOO
000000000RFC792

00000 Send redirect00000O0O0OICMP redirect 0000000000000 ODOODODOO

goooood ip redirects

googooog ip redirectsOO (O O)

OoO00ONeO OO no ip redirectst (O O)

ooooooo

O ICMPRedirect 0 O O O interface mode O ip redirects 0000000 O0O

O ip tcp adjust-mss

ooooooo

O Path MTU Discoveryd PMTUDO O OO End-to-endD 0 0000000000 OODOONMIUODOOOO
000000o0oo0oodooooooooooooooooooooooooooooon
0000oooomwPvadD00D0O0O000 ICMP fragment needed 00000000000 OO0O
00000oooooooooooooooepNUDOO0OO0OOOO0OOOO0OOOOOOOOoon
PMTUDOD O 00D0ODOO0DDOO0ODOOOONMIUDDOO0D0OO0D0OOO0O0DO0OO0O0O0OO000O0
O0End-to-end0 000000000000 OOODOODODOODOODOODOOTCPOO SYN/SYN-ACK
ooooowssd00oooooooooooooooooooooooTcPODOODOOOOOO
00000d00oo00ooo0oooooooooooooooooooooooooog

goooood ip tcp adjust-mss (auto]<500-1460:bytes>)

goooooo no ip tcp adjust-mss

Ogo00ONeO OO no ip tcp adjust-mss

ooooooo

OlpvA0 00000000 O0ODOTCPOOODOOODOOOOTCPOODODOOOOOODOOODOOO
0dooooooooooooooooowssoooooooo
O00O00ooooMsSO000000000autoc0 00000 OOOMSSOOODOOONMSSOOOO
oooooooooooooood
O0000o0ooooooooMssoooooooooovssonooooowMssooooooooonog
ooooooooo
guwrPOICMPOOOOODOOOODDOOOODOODOOODOOODOOODFOOODOOOOODOODO
0000000000000ooodoooo0oooogouoooogoooo

(I no ip tecp adjust-mssO0 0 OO DO OOOTCP MSSOOODOOODOOODOOODO

O ipv6 tcp adjust-mss

goooogoo  TCR/IPveO MSSO OO OO OOO
goooooo ipv6 tcp adjust-mss (auto|<bytes:500-1440>)
oo 0O oo no ipvé tcp adjust-mss

0 no O no ipvé tcp adjust-mss
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O ip mask-reply
ooooood
OOpenviewDO OOODODOOODDOODODOOODODOOODOOOOOOO ICMP address mask request
Otype=1l7000000CO00DOOCO0ODOOCO0ODOO0ODOO0ODOOODOOODOOODODODOO
000oooooooooooood
O00000ODOICMP address mask request 000000000000 OOOOODOOO
gooooon ip mask-reply O ICMP address mask request0 0 00O 00O I
0000000  no ip mask-replyld ICMP address mask request0 00000 0O
gooONoeO OO no ip mask-reply
ooooood
O ICMP address mask request/reply O O O O interface mode O ip mask-reply0 00000000

O ip send-source

ooooooo

OPPP interface0 000 0ODO OO ip address source ipO 00O packetd O 00O OOmaind rout-
ing table0 00000 interface0 000000 ip0 000000 ppp interface0 0000000
0000000000000 0OPPPO IP addressO sourced 00 packetO OO O NXROOODOOOO
packet 0 O IPsec policyO matchO OO OO0 OO0

OLocal DO DOODOOODOODOODOOPPP send-source0 0 0O00OONRODODOOpacketD OO0
OO0O0IP nat-loophback D000 0D0OCOO0ODOOODOOOOODOOOOODOO

googooog ip send-source (]local)

OO O OO0 no ip send-source

O no O no ip send-source

OO0O0O0o0o0Od pDefwltDOODOOOOODOIPMOODOOOOODOOO
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O ip nat-loopback

ooooood

gi100 global IPOOOCOOODOO Web/Mail server0 00000 OOODNATOOOODOOO server
0000000000 000000000000NAT routerd0 000000 global 1PO OO O access
OO0OODNATOODOODODODOODOOGglobal IPOOO access0 000000 O0DO0ODOOODOODOIup
nat-loopback D OO0 OO OOO0O

goooooooodgoOglobal IPOOOO0O interfaced O global IPO O OO accessO 0000
OOONXRODOODOOODOOOO main routing tableD OO0 O0OOODOOOmain routingd O O route
000000D00oDoooOgnglobal IPOODOODOOOO ppp interface0 0000000 DO0O
OOIsPO00000OD00O0 packetODNATO O OO OONATO O OO OO OO global 1PO 0O OO access
0o0oo0oo0pDooOoooooooon

ooooood ip nat-loopback

oo O oo no ip nat-loopback

O no O no ip nat-loopback

ooooood

000000defaultOOOOOOPPP interface0 000000000 OOOOOO

Oip nat-loophack OO OO OO0 interface0 0 SPIOD OO OOOOOSPIOOOOOOOOOOO
FILTEROODODOOOODOODOO packetO OO OO0OOOOO

0000000 PPP interfaced 0 NAT(O OO O Masquerade) D 000D O00OD0OODO0OODOODODOOPC
0000 serverOd0 accessUOISPOOOODOODOODODOO packetDOLANO DO O accessO OO O
000 conntrackO matchO D OOOOOODNATODOOODOODOO server00 accessO0O0O0O0OOO0

Global IP(PPP)

Internet (ISP)

e i Nat-loopback A THEF
e ip nat—loopback & B

ONXRO O Global IP(PPP):800 000 accessI O OO0 192.168.1.10 DNATO O OO OOOOODO

od
gpcO O Global IP(PPP):800 accessO OO O
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o 1ip nat-loopback 0 00 addressO0 000000
ip nat-loophack 0000000000 DOOO0OODOOOOODOOOODO
192.168.1.0/24 10.10.0.0/24

.254 10.10.0.100/32

10.10.0.1/32  .254 |— I

PC-A: 10.10.0.1

| nter‘net ( ISP)

IPsec tunnel

PC-C: 192.168.1.1 e

PC-B: 10.10.0.100
gprC-CO PC-ADO OO PC-COPC-BOOODOODOODO

OPC-AD PC-BOOODOODOOOO

OO PCO NXR1/NXR2 O WAN IP(NXR1:10.10.0.100/NXR2:10.10.0.1)0 00 000000000000
goooboolNOwAND ODOoobooboobobooboobgoo

OO0000000 IPsecO0O0O0D0O0OO0OODOONXRLI/NXR20 1p send-source J O OO OIKE(O DO
ESPHYOOOOOOOPPODOCOOOODOOOODO

OOONXRI/NXR2OWANO IPOOODOO0ODOOOOODOCOOOODOODOOCOOIPOODOODOOO
gboooboobgooboboooobo
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O keepalive Icp-echo

ooooooo
goooooo
oo O oo
0 no 0
ooooooo

LCP echo request0 0 0000000 DODOOOODODOOO
keepalive lIcp-echo (]|<interval:30-600> <failure-count:1-10>)
keepalive Icp-echo 30 3

no keepalive lcp-echo

O Icp-echo request/reply 0000000 0O0OFailure count0 00000000 O0OPPPODOOODO

oo

O keepalive icmp-echo

goooooo
ooooooo
oo O oo
ooooooo
0 no 0

ICMP echo request0 0000000

keepalive icmp-echo (]<interval:30-600> <retry:0-10> A.B.C.D)
no keepalive icmp-echo

keepalive icmp-echo O O keepalive icmp-echo 30 200 O

no keepalive icmp-echo

O ip rip receive version

goooood
ooooooad
oo o oOd
ooooooo
0 no 0

RIPOOODOOOODDOOOODODO

ip rip receive version (1]12) (]1]12)

ip rip receive version 2

0O00O0oO00O0ip rip receive version 1 2[]
no ip rip receive version

O ip rip send version

gooooao
ooooooo
oo O oo
oooooDooo
0 no 0

RIPOOODOOOOODOOOOOO

ip rip send version (1]2) (]1]2)

ip rip send version 2

gOo0oOooooOip rip send version 1 20
no ip rip send version

O ip rip split-horizon

ooooooo
goooooo
oo O oo
0 no 0

Oo0000ooooooooooooo
ip rip split-horizon (]poisoned)
ip rip split-horizon

no ip rip split-horizon
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O ip access-group

ooooooo

Oglobal mdeC OO0 OO ACLOODOOOODOOUOUODOOOODOODOOOODOOODOOODDOO
ooooooo

ooooooo ip access-group (injout]forward-in|forward-out) IPV4-ACL-NAME

Oo0oONeO OO no ip access-group (injout]forward-in]forward-out)

ooooood

0000000000 00000000000000oO0oO@OO Packet TravelingD OO )O OO
oo400000

in(local input) NXROOODOOOOODOOOOODOOOOOOOOOOO

out(local output) NXRO O O OO OOOOOOOOOOOOOOOOO

0000000000000 O0ONROODDODO0ODODDODO0ODODDO0OO0O000oO

forward-in NXROOOOOOOOOOOOOCOO forwardingOOOOOOOOOOOO

forward-out NXRO O OO OODODOOOODOODOO forwardingDODODOODODOOOOODO

OmacO0 0000 ACLOOoutd OO forward-outD OO OOOCOOODOOOODO

O ipv6 access-group

0000000 QOOO0DOooOgOoiwpveOOOoOoDoDOoOOoDOODOOOOO
goooood ipv6 access-group (injout|forward-in|forward-out) IPV4-ACL-NAME
oo O oOo no ipvé access-group (injout]forward-in]forward-out)

O no 0  no ipv6 access-group (in]out|forward-in]forward-out)

O ip masquerade

ooooooo

gooooooOooooOoooOoOooooOoOooUooOoUooogIPv40O0OOoODOOOODOOO
OOv4a0000000000000000

ooooooo ip masquerade 0O0O0O0O

gooooon no ip masqueraded O 0O O

OO0O0ONoOODO  no ip masquerade

ooooooo

O0O0O0O0O0O0DOOOo (ethernet/VLAN/PPP/Tunne)D OO0 DOOCOODOOCOODOO

gTcp/UDP/ICMPO 0D D0O00DDOO0O0OODOOOODODOOODOOOODOODODOOODOOO

gipve0O0O0O0OO0IIPOOOOOOOOODOOOO

Oforward out/local output 0 000000000000 O0OOOIPODODO0ODOOOODODOODO

O ip (snat-group]dnat-group)

goooooo

Oglobal mode0 O OO O SNATOOODNATOOODODOODDOOODODOODDOOOStatic NATO
gooooOoooooooo

OSNATOO OO OO0O000O0ooooooooDNATO 000000 ooooooooooon

ooooooo ip (snat-group|dnat-group) NAT-NAME

OooONeO OO no ip (snat-group]dnat-group)

00ooooo NATODODOODOOOiup snat/ip dnat)d O OO (global mode)D OO OO O
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O ip webauth-Filter

goooooodg
OwebOOOOOOOOOOOODOOOODOOODOOOOOUODOOOOOOODOOOODOOOO
O0O0O0OOwehOOOODOOOODOOOODOOODOOO
OwebOOOODOOOOOOOOODOOODOONN OUTOOOOOOOOODOOODODOOODO
O0ObefanltO OO OOODOOOO

goooood ip webauth-filter (forward-in]forward-out) WEBAUTH-ACL-NAME

goONoD OO no ip webauth-filter (forward-in]forward-out)

ooooooo

OwebOOOOOOOOODOODOODOOIdp web-auth access-listd OO0 Oglobal modeD OO OO
oooooo

OWebOOODOODOODOWeb Authenticate modeD D OO OOOOOO

O ip spi-filter

ooooooo

0000000000 O00O0O0O00OOSPIO Sstateful Packet InspectionD 00000000000
000000000000 0oooooDOoDOOooOoD0oDOO0oO0ooDO0oDODO0oDODO0DbOO0ObOOoODOODOOn
gooo

goooood ip spi-filter 0OO0OO

goooooo no ip spi-filterD OO O

Oo0ONeO OO no ip spi-filter

opoooooo
O000D0000000OOestablishedD OO related0 0000000000 0ODOODOODOOO
OEstablished0 0 OO0 O0O0OOOOOOOOOCOODOOO0ODOOODODOOOOOOOOOODOOOO
ORelated 0000000 O0DOODOOOOODOODODOODOODODOFPOODOODODOODOODODO
goog

000000000000 0syn0 000000 0ODODOODOODODODOODOOO
OSPIOOforward inOO0O local input0 00000000000 O0ODOOCO0ODOOOODOOOOO
gooood

O ipv6 spi-Ffilter

goooood IPv6 SPI filterO OO OO OO
goooooo ipve spi-filter

oo 0o ogo no ipv6 spi-filter

0 no O no ipvé spi-filter
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O ip spi-filter log
O ipvé spi-filter log

goooooo

goooooon

goooooon

gooONDO OO

goooooon

Oo000o0bOOgOdsyslogmodeC O O0OOOOODOOO
OO0oooosPIDOD0OD0OD0OO0O0O0O0OdsyslogD 000000000000
ip spi-filter log [limit <0-100>]

ipv6 spi-filter log [limit <0-100>]

ip spi-filter log limit 10

ipv6 spi-filter log limit 10

no ip spi-filter

no ipv6 spi-filter

Olmtd 000000100000 bO0obO0oboobooooooboobooboooboo/obon
OwaNooooooooobooooosAioboooooobobobooooboobooooooooo
goobooobooboobooooobon

O ppp authentication

ooooooo
ogoooooo
oo o oo
0 no 0

O ppp username

gboooooo
gooooogo

O no O
oo O o

PPPOCOODOOODOODOODOOODOO

ppp authentication (chap|pap]auto)

ppp authentication auto

no ppp authentication (= ppp authentication auto)

PPPOODOOOOOIDODOOOODOODOODOOODO
ppp username USERID password (]hidden) PASSWORD
ppp username USERID

no ppp username

000000001-95000000000000000000000000000001$%=*+-_.:;0
O~ <%?0 00

Oppp account 0O OO0 Oglobal 0D OO O ODODO USERIDO PASSWORD D O O OO D0 O O OUSERID O
Oooooooon
D0000000?000000000M@Ctri0+0vi0000000mM?00000000000

O ppp auto-connect

ooooooo
ogoooooo
oo o oo
0 no 0

PPPOOOOCOOOOODOODOO

ppp auto-connect <seconds:10-600>
ppp auto-connect 60

no ppp auto-connect
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® NCP

o ppp ncp max-configure

oooogooo IPCP configuration request0 000 000@OO00OW00)00ODOOO
ooooos3o@oHyooo

oooogooo ppp ncp max-configure <1-20>

oo o 0Od ppp ncp max-configure 10

O no O no ppp ncp max-configure

o ppp ncp max-failure

OOO0O0OD0OO0O  configuration request00 /00000000 OCOOO0O0OS000000000
oooogooo ppp ncp max-failure <1-255>

oo o 0OOd ppp ncp max-failure 5

O no O no ppp ncp max-failure

OO OO
O00000OOtimeout0 000000000 OOOOODONAKOOODOOODO configuration request
000000000000 0DOO000DOO00OoOOoO0UOOoOOOoDOceonfiguration requestd O
ODO0OO0O0OORASONAKOODOOOODOONPODOODOODOODODODOO

Oconfiguration request D OO0 O NAKO OO O max failure 00000000000 OCODODOOOO
O0 reject00request 00000000000 OOODOOODOODODOODO configuration request
od0oOOo0ooOoo00OoOooO0O0oooOoOOoDoooooOooooPOOOOD)DOOOO configu-
ration request0 0000 0O0ODO0O configuration request 0 00O ACKODOOOOODOIPCPOOODO
oood

O configuration request 0 OO NAKO O ODOOODOOOmax failured O O O configuration request
00000000dconfiguration reject0 000000

o ppp ncp max-terminate

oooogooo configuration request0 0 /00000000000 ODODOS0000000000O
ggooogd ppp ncp max-terminate <1-10>

o0 O OO0 ppp ncp max-terminate 2

g no g no ppp ncp max-terminate

OO0O00D0O0CO0O0DOOOOOIrPCr/IPveCP O enable0 00 OO0DOO0O
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O ppp ipcp enable

ooooooo
goooooad
oo O oOad
0 no 0

O ppp ipcp dns
gogoooog
goooooo

oo 0O OO0
O no O
oo o ad

IPCPOOODOOCOOO
ppp ipcp enable

ppp ipcp enable

no ppp ipcp enable

IPCPODNSOOODOODOOOOOOO

ppp ipcp dns accept

ppp ipcp dns reject

ppp ipcp dns <primary:A.B.C.D> (|<secondary:A.B.C.D>)

ppp ipcp dns accept

no ppp ipcp dns

accept1 000000000 OOOOOOOOOOOOOOOODNSODOODOOO
reject0 000000000000 0O0OOOOOOODNSOOOODOOOO
IPOOO00O0OODODOOODNSOODODODOODOODDDOODOOO
WINSOOODOOOODODOOooDooooooo

O ppp ipcp ip request

ooooooa
goooooad
oo O oOd
0 no 0
ooooooo

IPCPO IPOODOCOOOODOOOODOO

ppp ipcp ip request

no ppp ipcp ip request

no ppp ipcp ip request

ipaddress0 00000000 IPO IPCPO request0 000

O ppp ipvécp enable

ooooDooo
goooooo
oo O oo
0 no 0

O ppp ipvéep id
oooooood
oooooon

oo 0O OO0
Oo0o0ooono
O no O

IPv6CPOODODOOOODO

ppp ipvécp enable

no ppp ipvéecp enable

no ppp ipvéep enable OO OO

IPv6CPO OO OODODO IDODDOOODOOO

ppp ipvecp id X:X::X:X

ppp ipv6cp id ethernet <0-2>

no ppp ipvéep id

O000000O0ethOOmacO00O000DOOODO0OOD LLAOODOOOODO
no ppp ipvéep id
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O ppp on-demand

Oo0ooOoo0O  On-demand PPPO OO OO OO

goooooo ppp on-demand

O no 0O  no ppp on-demand

0000000 Mobile/PPPOE/BRIC OO0 OOO0OOOOOOOOOOOOODODO
L2TPOIPVECPO OO0 OOOOOOOO

O ppp idle-timeout

oooooog

Oidle-timeout 000000 O0ODOIPOODOODOOOOOODOOOPPPOOODOODOOODOO on-
demand OO OO ODO0OOOOOOOO

Oiadle-timeout O OPPPO OO IP/IPV6 D OO OO OOOODOOODOODOOO

OLCP echo-request/reply O Oidle-timeout 0 000000 OOOOODO

ooooood ppp idle-timeout (<sec:30-86400>])

oooobon ondemand O O O (12tp,ipvecp0 000000 000DOODOODODOO 180sec 0O

ondemand0 000 O00OD0OOO0O
O no O no ppp idle-timeoutT] ondemand O O O O O ppp idle-timeout 180)

O ppp idle-timeout & system sleep
ooooooon PPP idle-timeout 0O 0O PPPO OO Osystem sleep0 000000000
oooOoogn  ppp idle-timeout <30-86400> system sleep
ppp idle-timeout <30-86400> system sleep timer <1-31536000>
ppp idle-timeout <30-86400> system sleep schedule <NUM>
0oooooo  timer 0000O0O0OOODOO365 O00031,536,000[sec]lOO0O0D0O0DOO0O0O
000000000 resume OOOODOOOresume O schedule D0OODOOOOO0O

O netevent
oooooog
000000000 OobOoO0oOoOogn pppd connect(d O O disconnectd O O O O reconnect)D O O O
gooooo
ooooooo netevent <trackid:1-255> (connect|disconnect]|reconnect)
netevent <trackid:2048-4095> (connect|disconnect]reconnect)
d no g no netevent

O ipv6 nd accept-redirects

goooogo

O1Pv6 forwardingD OO O OO OOICMPYG redirects0 0000 O00D0OO0O0DOOODOOOO
goooooo ipv6 nd accept-redirects

oo o 0OOd no ipv6 nd accept-redirects

ud ud IPv6 forwardingO 00000000000 ODOOODOODOODOOOO

O no O no ipvé nd accept-redirects
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O ipsec policy

0000000 OO0O0oOoO0OOooOoOooOoOlrrPsecOOOOOODODOOOCOOOO

ooooooo ipsec policy <local policy:1-255>

OO0O0ONoO OO  no ipsec policy (]J<local policy:1-255>)

ooooooo

000000000 OO0IPsecO0O0O0OO0OODO0DO0OO40000000000000O0OODOOO0O
O000000oooooOirsec0 00000000 OODODODOOOOOOOOO

O ipsec policy-ignore

ooooooo

OlPsec policy 0O 0ODO0OO0OO0OODOODOODOODOODOOOOOOIPsec policy OO0 any 0OQOO
OO000000D0O00D0OO00O0O0 IPsec OOO0ODOOOODDOODOOODODOOODOO

0000000 ipsec policy-ignore (Jinputjoutput)

0000000 no ipsec policy-ignored 00O O

OO0 0ONoODOO no ipsec policy-ignore

ooooooo

Olnput0 0000000 Oinbound policy check OO OOD0OOOOOIPsec DODOOOOOODOODO
000000 DooboooUooooUoUoooogoooog

OoOutput 000000000 O0DOOO0DOO0ODOOO0ODDOODODOOIPsec policy 0O O0O
oOoooooOoOoooogooooo

O ipsec hold-sa

ooooooo

OPPPODO IPsecO 0000 OOOOPPPOOOONO IPsec SAUDDDDOOOODODOOOOOOOOOO
OPPPO IPOO0ODOODOOOOODOOOOPPPOdownOOOO0OOOIPsec SADODOODOOODOODOO
OOONXROOODOOOOODOOPPPOOOOdelete SADODDOOOOOOOPPPOOOODOOOOOO
0000000000000 000000D0ooo0o0dnDddelete SADDODOOOODOODOOOO
OOOOPPPO IP address0 00000 OO0DOOOOPPPOODOO IPsec SAODODOODOOOOODODOO
0oo00doooooooooooooIiPODO0O0OO0OPPPODOODOO IPsec SADDODOODOOODOO
OOONXRODODOOOODOOOODOdelete SAOODOOOOO

goooooo ipsec hold-sa

oo o oOd ipsec hold-sa

O no O no ipsec hold-sa

ooooooo

O00000defaultO OO OO0

ooooooco/00DoCocoOOcwOUOOOOOODOOOOOIPODOODOOOODOOOV/ZODOO
oooooboobooboon
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m QoS
oooooood QeSO Ooooooad

o HTBOOO
00ooogood  queue policy POLICYNAME bandwidth <1-1000000>
ooooooo
OHTBOOODOOOOOclass policyDO0 0000000 class policyD OO O O0O0d
gO00000class policyOOOODOOOOclassOO0O0O0OOO0O0ODOOODOOO class policyd OO
OO0O0O0O0OO00OOHBOODOOOOO
ObandwidthO Oclass policyO OO 0OOO0OOODOODOO

o PQUOODO

0O00O00o0d  queue priority-group <PRIORITY-MAP-NUMBER:1-32>

ooooooo
OPQUDOOOOOOOglobal modeO OO OO priority-map0 000000
g00000priority-map0 0000000000 O0OOOO default classOO0O0OO00O0O PQO
OO0O000O0oOoOgoOopriority-map000000CO0OO0OOPOOCOOODOCOO
O0O0classO000O0O0O0O0ODOOOOdefault classOO0O00O0O0O0OOOOO

o SFQUOO
0o0oOooogd  queue fair-queue

o FIFOO OO
goooooo queue fifo (Jlimit <1-16384>)
goooogoo limitO FIFCOOOODOOO0ODOODOOOO00OOOOO0O

o TBF(shaping)d OO
ooooooo
queue shape <RATE:1-1000000> <BUFFER:1-1000000> <LIMIT:1-1000000>

ooooooo

O <RATE:1-1000000>  Shaping0D O 0O (Kbps)D OO OO OO

0 <BUFFER:1-1000000> Bucketd O O O (bytes)D OO OO OO

O<LIMIT:1-1000000> TokenO DO O ODODOODO0DOOOOOOOOOOOOOOOOOOOO (bytes)

ooooooo

o no queue

gogooooo no queue
gooobon 0000000 queveD 00 00O Odefault queuel pfifo_fastOO O OO OO0
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m QoS (0O)
o classify

gooogooo classify (inputjoutput) route-map ROUTEMAP
coooooo

ooodboo0oobOo0o0O0oOobOOoobooD1iOb0ob00O0ooOobDO0Oinputd outputd DO OO
gboobooobgooboo

Oinput0 000000 O00O0ODOODOPRE-ROUTING(O O O Packet TravelingOD O O)OODOODOOOO
Coutput OO OO0DOOOOODDOOOPOST-ROUTING(O O O Packet TravelingO O O)ODOOOOOOO

o no classify

OOooodoogd  no classify (Jinputjoutput)
ooooooo

gooboobobboboobooboobooboon

Mno classifyd OO0 OOOOO0OGinputCD output) D OO0 O OO ODOOODOODOOOOOODOO
input0 00 outputO OO O OO0

238



O 80 interface ppp mode

interface ppp mode

m dialer
ooooooo ooooooooooooood
ooooooo
odOOOOOO
dial-up string XXXXXXXXXX
oooooooooo
no dial-up string
dialup timeout (default:60sec)
dial-up timeout <sec:30-300>
dialup timeoutd OO 0O
no dial-up timeout

o

o

o

m mobile
ooooood oO000oooooooooooog
goooooo
o APNO O
mobile apn XXXX cid XX pdp-type (ip|ppp)
APNODOODOOO/000default00000000DOO0OO3GCOOO0OOOO0O0O
no mobile apn
gooooo
mobile limit time <sec:30-21474836>
gooooooooog
no mobile limit time
goooooo
mobile limit reconnect <sec:30-86400>
gooodooooooa
no mobile limit reconnect
odOooQ
OPPPOmobileD 0000 0O0ODOODOOODOOODOOOODOOOPPPOODOOODOOODOODDOODO
mobile limit data-usage <KiB:1-1073741824>
odoooooood
no mobile limit data-usage

o

o

o

o

o

o
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O peer neighbor-route

ooooooo

OIPCPO DO OO peer ip addressD 0000000 0DO0OOO addressO0 000 route0 00 O0D0O0O0O
COO0O00OO0OOObefawltCOO0OOODO

gO0O0D0OO00  peer neighbor-route

OO0 0O OO  peer neighbor-route

a no 0 no peer neighbor-route

ooooooo

OPPPODO OO ICMP keepalive DD OO OOOODOOOpeer ip0d000O00O00DDODOOOOODODO
OOOpeer ip0O000COPPOODOOCOOODOOOOOODOOODOOODOOOOICMP keepalive
OO00O0O0peer ip0 0000000000000 ODOO0ODOOOODOOOOODODOO
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O (iplipv6) rebound

ooooood

0o0odoo0oooooooooooonoooo0oooooooooooodooooagonog (forwarding)
0000000000 00ONROOODODO000000000000000000000ONXRODOOTTL
gooooooooooooooooooog

OIP rebound0 0000000000000 O0DOO0OOODOOOOOOODOO0OOODOODOOODOODOO
0000D00D0O0D0DO0ODO destination unreachable0 00O OO0

Obefault 000D OO0@OOODOODOOODOODOOOOODOOOOOOODOOOOOOOOO)NO

oooooog (ip]ipv6) rebound

oo o oOd (ip]ipv6) rebound

O no O no (ip]ipv6) rebound

O ip reassemble-output
goooooo
oOooDooooooMuooogeNTUOOOOO0ODoOoOOooooIp forwardingD OO DOOOODOOOO
0000000000000 00000o00o0ooo0moooooooooooooooooo
O00000ONRDODDOODODODODODODOOODODOODODOOOOOOOOOOOOOOOOOOO
- fragmented packet(U 000 O000)INUOOOOOOOOOOOOODOOOOOOOOONTUO
0000000000000 0000d
- fragmented packet(OO O OO0 O)OMUOOOOOODOOOOODO fragmented packetd 00O O
ooooooo
- 00000000000 M00000o0ooooooooooooooooooonoo
oooooog ip reassemble-output
oo o oOd ip reassemble-output
O no O no ip reassemble-output
goooooo
O0000o0ooooooooo0o0mOo0o00000000000000000000000O0O0OO
goooOoOoOoOoOoOoOoOOOOOOCOOOOOOOOOOODOOOOOUOOwroooOoOoODOOO
go0d00oO0O0O0O0O0OO0O0O0O000O0O00000O0O0O0OO0OO0OO0O0OO0OO0OC0DOODOODOOOODOOOOO
0000000000000 000000000000000000000000ogNROODO
go0000oO0O0O0oO0oO0o0o0o0oooOoOo IPO0000OO0O0OO0OO0O0ODOOOOOOODOOO
- fragmented packet(O O 0D OO0O)ONMUDOODOODOOODOOO fragmented packet O MTUO O
0000000000000000
- fragmented packet(D O OO OOO)ONMUODOOOOOOODOODO fragmented packet 0 O 00O
ooooooo
- 00000000000 NMuo0o0o0o0oo0o0oog fragmented packet0 OO0 OO0OOOO
oooooo
ODefaultOOglobal DO OO0 interface0 0000 O00O0OOGIobal OO O interface 0 O O AND
0000000000000 000Doo0ooDoooogolIP forwardingDOOODODOOOOO
goooo
00000DoO000oo00oooD0oo 300000000y O0ODODOO0O0OODO0O0OOD
O0000000000000000000ip reassemble-output0 0000000000000
oo
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O session invalid-status-drop-interface
ooooooo
Osession invalid-status-dropd O (global mode O O0)O OO O0OOO0OOOOOODOOODOOODOODOO
O0D0000defaultO0OO0O0O
goooooo session invalid-status-drop-interface enable
oo O oo session invalid-status-drop-interface enable
O no O no session invalid-status-drop-interface enable
ooooooo
do0000O0o0bDoooooDoooooboooodDOglobal mode O session invalid-status-drop O
O000000000oo0000oo0000oo0o0oooooooooodppp OODOOOOOOOO
oooooooooooo
- global mode O O session invalid-status-drop0 0000000
nxrg240(config)#no session invalid-status-drop enable
-000000o0oo0ooDoooooooooon
nxrg240(config)#interface ppp 0
nxrg240(config-ppp)#session invalid-status-drop-interface enable
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s JO0000000O0O@OOOO0O0)

gooogooo
goboooobobooboobooooboooooobooobooooobooOoooePPP <0-4>0
goooboobogobooobo

goboobogoo

goooooooooooooboOOmail server modeD OO0O0O0O0OOOODO

o mail send server

ooooooo JdoDooooooooooooooooooooon

ooooooo mail send server <0-2>

OO0ONeO OO no mail send server

ooooooo 00000o00oOooDOooOdmail serve moded 00O OO0DOOOOO

o mail send from

ooooooo 00000D0obOoo0Doooooon

goobooogo mail send from WORD

OO00ONO OO no mail send from

oopoooog

gworRoO O DOODOOODOOO0DOODODOcenturysys@xxx.isp.ne.jp 0000000

Omail send from0 0000000000 0OOOOOCOO0OOOOCOOmail fromO OO O (global
mode) 0000 O0DOO0O0ODOOODODOOODOOODO

o mail send to

oopoooog 0ooooooooooooooon

oooooog mail send to WORD

OO0ONoO OO no mail send to

oooooog

gworRDOODODOODOOODOODOODOOuser@centurysys.co.jp0 0000000

Omail send toO 00000000 OOO0OO0OO0DOOODOODOOOOOOmail toO O OO (global mode)
0ooooooooooooooooooooon

o mail send subject
oooooog 00000o0b0o0ooDoooooooDobO0oDooDoooooDooDOooooooon
gooogooo mail send subject LINE
OO0ONeO OO no mail send subject
oopoooog
OJLINODODOODOODOODODODOOOODOO0ODO0OO0ODOO0DO0OO0DO0O0o0oooon
pppO0 0 O OO O ppp0 was connected
pppO0 0 O O OO ppp0 was disconnected

o no mail send
ooooooo oo0o0oooooooooooooooon
oo0ooooo no mail send
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O ip p2p-detection
OO0ooooo PPOOOO0O0OOCOCOODOOCOINIPVOOODOO
goooooo ip p2p-detection (any|winny|share|bittorrent) {log|deny}
O 0O noO O no ip p2p-detection
no ip p2p-detection (winny|share|bittorrent)
ooooooo
Jodood00ooodUoooodoooooooooooooooooogoooog
00000000 ooLopPPO0CO00O0OOOOOODOOO

O pppoe service-name

ooooooo

giIsPO0000000000D000000O0D000O00OO service-name tagOD 00000000 0OOOO
oooooog pppoe service-name

0 0 nob O

Obefault0 0 DO O00D0O00OO0DO0OO0DOODOODODOODOODOODOODOODOOD
0000000000000 o0OD00D0D0O0oDO0O0DOn service-named OO OO O Oservice-
name D D0 OO0 OOPPPOED DO DO OODOODO

O ip dns-intercept

0000000 0OO0O0O0O0000000000dns-intercept0 000000
ooooooo ip dns-intercept <0-3>

O 0O noO O no ip dns-intercept

0000000 DNSOOOO0OODOOO0OO0OOOOdns-intercept moded 00O OO0

O event-notify

goooooo pPPOOCOODOOO0OO0O0OOOOOODDODODOOO
goooooo event-notify <0-3>

O 0O noO O no event-notify

goooooo O00O0O0DO0OOODOOLINOOOODOOENS mded DO OODOO
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O OO0 command

dns mded O0ODOOOO

nxrg240#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxrg240(config)#dns

nxrg240(dns-config)#

0O service
ooooooo NSO OOOoOooooooog
ooooooo service enable

O address
oooooDooo DNSOODOO IPODOODOOODOOO
goooooo address A.B.C.D
address X:X::X:X
oo O oo no address
ooooogo 0040000000
O no 0  no address (A.B.C.D|X:X::X:X)
oooooDooo noO0O0OOOOPPPODHCPODNSO O OO ODOOOOOOODOOOcache/proxy 0 00

O priority
oooOoooOo DoNSOOODO0OOO0oOoooooooooood
ooooood priority (user|ppp<0-4>|dhcp]dhcpv6) <priority:0-255>
o0 0O oo ooo 20
O no O no priority (user|ppp<0-4>|dhcp]dhcpv6)

(=no priority (user 20|ppp <0-4> 20]dhcp 20|dhcpvé 20))
ooooooo
000 priority0 0000000 : user > ppp4 > ppp3 > ppp2 > pppl > ppp0 > dhcp > dhecpvb
Odhep6 000000000 OOdhep6-pd0 00 OODNS server0 0000000000000
go0000OO0O00oOooooooooooon

O root
ooooooo root DNSO OO DOOOOO /0000000000
ooooooo root enable

og ogd 0000000o0ooDNSO0000D000O00000O00dDOrootDNSO query O
ogo

0 no O no root enable

O timeout

ooooooo DNSOOODOOoOooooooooog
goooooad timeout <seconds:5-30>

oo O oo timeout 30

O no O no timeout (=timeout 30)
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O limitation enable

gooooao
ooooooo
0 no 0
ooooDooo

0O zone address

ooooooo
ooooooo
0 no 0
ooooooo

O zone domain
gooooon
ooooooo
0 no 0
ooooooo

NSOOODOOoOooooooooog

limitation enable

no limitation enable

enableJ 00 0000ODNSOOODOODOO0ODODOODODOOODOOODO

O000OO0domain0 0000000 0OOO0OODNS server00000000O00O0O
zone <1-5> address A.B.C.D

no zone <1-5> address OJA.B.C.D|)

zone addressO0 0 0020000000000

address,domain0 0 10000000000 DOOO0OODOO0O
zoneODOOODOODOODOOexitOODNSOOODOOOODOODODO

O000OO0domain00DOO00O0OO0OOOOOOODNS server00000O000DOOO
zone <1-5> domain WORD

no zone <1-5> domain O WORD|)

zone domainCD 000 30000000000

address,domain0 0 10000000000 DOOO0OODOO0O

000 .00000000000000 fgdnOOO0OOOOOO
000000000000 oDooooooog12s0000o4ad

O zone limitation

gooobon

ooooooao
o0 0O OO0
O no O

O domain-search

goooooo
ooooooo
0 no 0
ooooooo

0000000 domainOOODNS server 0000000000 OODOOODOOO
odooooooogoo

zone <1-5> limitation enable

zone <1-5> limitation enable

no zone <1-5> limitation enable

0000000000000 bobOo0o0o0ooooooOoOobDNSOooooooooo
domain-search enable
no domain-search enable

O000000O0ODomain search listOOOOO domain0 00000000000 ODOOODOODNSOO
0000000000000000

O000000O0ODomain search listOO OO0 domain0 00000000000 OOpriority0000
0000000000000000
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O min-ttl
goooood

OMinimum TTLODOOOO TTLODOCOOOODOCOOOOCOOMInimum TTLOOOODOOCO

oooooog min-ttl <120-2147483647>
0 No O no min-ttl

oo 0O 0Od min-ttl 120(sec)

O max-ttl

ooooooo

OMaximum TTLOOOODO TTLOOOOODOOOCOODOODOOOMaximum TTLOCOODOODOO

0o00ooo0oo00d max-ttl <120-2147483647>

g No d no max-ttl

oo O oo min-ttl 604800(sec)

O host-ttl

goooogo iphost0 00000 OO0OOTILOOOOOODO
ooooood host-ttl <120-2147483647>

g No d no host-ttl

oo o oOd host-ttl 86400

O host-ttl

goooogo iphost0 00000 OO0OOTILOOOOOODO
ooooood host-ttl <120-2147483647>

g No d no host-ttl

oo o oOd host-ttl 86400

O edns-query

goooogo EDONSOCO OO O0O0OoOooon

goooooo edns-query enable oooo

g No O no edns-query enable O OO0

oo o oo no edns-query enable

ooooood

gonsOOoooos1izo00gooouwPOibdbooooobooooooobooooobboooo
gomippvdiODOOoooooooboobooboobomwpvedboobobooos120000000O00O
gooooboboo

EDNSOOD OO ODOOoOoOpNSObDoobobobooboboooboobuoobooobovuwrPOobooboon

gbooooobobooobobooogsrzooooooooNsgooobooooooboooog

RN
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0100 12tp mode

12tp mode

m L2TPOL2TPv2O0 0O 0O O

OLACODOOOOCN IPveO0 0 O0DOOOUOODOODOOOWNSODO callOOODOOODOPPPOOOODO
LtPOO0O00OO000OO0ODOOOOOOOO/IP6ODOOOOOOODOOODOO
OLACODOO0ODOOOOoDIsPOOO0ODOOOWNSO L2TPOO0O0O0 /00000000 O0OPPPODODO
OO0O0ODOWNSOOOOoOOOoDOoOoLeccEO D sccReuboooooLetPooo/00oboon
googpPPOOO0OCODOOOOWNSODOODOOOODOOOODODOOOODODOOODO
Uooob L2TpdL2TPv2000RFC2661 0 00O OO OONO

0O OO commannd

12tp modeO0 OO OO OO

nxrg240#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxrg240(config)#12tp <0-1>

nxrg240(config-12tp)#

m L2TP mode

OL2TP tunnel(peer)D 000 LAC/INSO DO O0ODO0DO0D0O0O0OODO0DOO0OOOOOOODefaultd O LAC
00000000000000000000000any0000000000000LWNSOOOOOOO
ooooo

O tunnel mode

ooooooo  LLrObOOCO0OOOoOoOOoboOoOogd

ooooooo tunnel mode (Ins]lac)

OO0 0O OO  tunnel mode lac

ooooooo

Oppp accountO global modeO OO0 OO0 O0OLACODODOOOOODOOppp accountO0 000 O0OOO0O
Oppp accountD DO O OWNSOOODOODOOOOOppp accountd OO0 O0O0OOO (el 00O0O0OO)T
Ovirtual-template 00000 lacOO DO OO0 OO0 Ovirtual-template 00000000 @OODO
ppp clone0 OO0 OO OO)O

Ovirtual-template 00000 InsOO000O000O0O0OOvirtual-template0 00000000

s(000000000O0O0O0OCOOOOOOOOO0O0
OO00O0000D0O000DoCOOo0O0DOSO00defavit0DO0DOOO00O0ODOODODOOOODOOO
200000000 b0o0o0bo0oboobobo01oboooboboboobosgbooo
coooooooboooOoooooOooDbboOooOoDoOooOo0obDddowndooooooooooo
3100010204080 80 800 00dpobOobDbO1go0obgboonoooboooonDoo

O tunnel retransmit

goooooo
Jdodobd0oboOooO0ododoooooDdobDOooDODO0o0ooDOooDOoooOooDoOoo
goooooo tunnel retransmit retries <max:1-1000>

oo 0O oo tunnel retransmit retries 5

O no O no tunnel retransmit retries] (=tunnel retransmit retries 5)
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m L2TP Keepalive (Hello)

dLrOO0D00O0000000D0000000000O keepaliveO DO OOOODOODOONO 600
OdefaultOOOODO 100000 0000O00000DODODOOOOOO00OO0ODDODOOOOhRelloDOOO0O
aoad
OHelloOOOOODODODOOOOODODODOOOOWINSOOOODODODOOOOODO /00000000
000000000 ooodoheelloD0D0d000O0OD00OOOOODOOO0ODOOOOOODOOLWNSOO
LTPO0O0DOOODO0OO0OODDODOODOOOOhelloOODCOOOO0O

O tunnel hello

goooooo HelloOOOOOOOOOOOOO

goooooad tunnel hello <sec:0-1000>

oo O do tunnel hello 60

0 no 0 no tunnel hello

goooodoo no tunnel hellod =tunnel hello OO OO OOChelloDOOOOOOOODOOO

m L2TP port number
00000b0o0o00b00o0o0oob0o0ooDoDO0oooooobOOoOLTPO0ODODOOOOODOD
source port UDP/17010 00000 0L2TP/PPPOO0OCOOOOOOCOOODOCODOOOOODOOOL2TP
00000 source portd 000 00doooooonon

OL2TP O O O source portd O O UDP/40010 defaultO O O O O O destination port O O UDP/1701
Odefaultd OO 0O OO O Osource port/destination portd O OUDP/10240 655350 0 000000
oooooooo

JL2TPv30 UDPO OO0 OOODOOOL2TPVIO L2ZTPV2O DO O)ODOOODOOOOO port00O00ODODO
goooo

O udp source-port

oooooog  LetPO0OD0COUWPO source port0 000 0O0OO0O
goooooo 12tp udp source-port <src_port:1024-65535>

oo o oo 12tp udp source-port 40001

OO0ooood oogoooglobal mdeOOOOOOO

O udp port

goooooo L2TPO OO 00O UDP O destination port 0 00000000
goooooo tunnel udp port <dst_port:1024-65535>

0 no 0 no tunnel udp port

og o oo tunnel udp port 1701
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m000000

OOO000DOoOO00O00O0OLACOOOn IPva/FONOOWINSOOD OO anyO O 0O0O0D0OOOODODO
OanyO0OOO0OO0OD0DO0ODODOODOODOOODOODODOOODOOOIPsecinooooooboonon
Lt 0o0ogooboo0oooobooobog P00 0oooboboooooboOoLeTPOOn
O/000000dwnO00000O0OOIPSecO0D0OOOODOODOOODOODOOOODn
OLACODUOO0OO0ODOoooooorNODOOOODOSCCRQUDOODOooDNSOOonooDn
IPvAD O 00000000 0DO0O0bObOObObOOobOrNODO0bOOoDobobooboobobo
IPvaO0 0000000000 OOLLTPOOO0O0/000000DC000O0O0OO0DOOOODOOO
goboooooomwpkvidboonoooboobobooboon

OIPv6 over PPPO L2TPOOUOOOODOOOOOOODOOOOODOOOOOODOOOOODO IPveOO
goooboooobon

O tunnel
goooood goooooooooooood

o address (A.B.C.D|FQDN)
goooooo tunnel address (A.B.C.D | FQDN)

o address any ipsec

goooooo tunnel address any ipsec

ooooood
OanyOOOObindOOOOOOO@psec) 000000 OOOOOONIPsecOODOOO clientOOd
goooooooooog

o0o0oooDooo

Otunnel address any ipsec0 0 000000IPsecO O OODOOO0DOODODO3000000 L2TPOO
0000000000 000000000000001IPsecO OO0 IPsec tunnelODOODOODOOO
000000000000 o00oo0oDooooooodog activeDlO0OO0OO0O0ODOOIPsec tunnel
0000000000 000D0000downOOOO0OIPsec tunnelD0D0O0O0OODOODO0O
00o0OoooooIPsecO 0000000 OLTIPOOOODOOODOODOOOOOOOIPsec SAODODO
000000 0obO0o0oo0oooOooOoooOoon
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12tp mode

m INSOOOO0OO

OopPPPOOOOODOOODOOOO

OL2TP INSOOODOOODOOOODOODOOOCO LTPOODO/00000000ODOOOODODO
OooooooogoopepPOOdOdO0OOOOOOviIrtual-templateD 00000 PPPOOOODOCOO
gbobooboboooboboobobobooon

OVirtual-template D 00O OO OPPPOOODOOOODODOOOOOODOOODOOODOOOPPPODO
gbooobgogleon 25600 0LL2TPOOODO0ODLOODOODOODO

O tunnel virtual-template

goooooo 0000 virtual-templateO O OO OO0
goooodoo tunnel virtual-template <0-0>

0 no O no tunnel virtual-template

olpva00000O00OOOO

OpPPPOOOODODODODODOOODOODOO IPCP addressO request0 00 0O0IPVAOO0O00OOOO00ODOO
oo

OLTPOO000D00O0OO IP address pool DO O OO IPVAODOOO0DOOO0OO0DO0OO0OODDO access-
server profile mode0 OO0 OCOOOODO IPOCOO0ODOOOOODOOOOODOOOOOWwOODOOO
oooogooo

OipPO00C0000DOCOOODOCOOOw peolOO0O0ODOOOOODOPPPOOODOOODOOOOO
OO0 wrooo0o00oD0O000Db00Oexclude addressO 0000000000 OCOOOOIPO
oboobooobgobooobon

O 1ip local pool WORD address

ooooooo IPO0O00O0ODOOOOODODOOO

ooooood ip local pool WORD address A.B.C.D (]JA.B.C.D)
| no g no ip local pool WORD

gOoOooood OooOdoooDglobal mdeOOO0OOO

O 1ip local pool WORD exclude-address
ooooooo IPOOC000O0O0O0O0OOOOOOIPOD0OO0O0OOOOIWO0DOOOOOODODOODOOODO
ooooood ip local pool WORD exclude-address A.B.C.D (]JA.B.C.D)

| no O
Oexclude-addressO OO0 no ip local pool WORD exclude-address
oooooDooo no ip local pool WORD exclude-address A.B.C.D (]JA.B.C.D)

goooogn OOOO0DOglobal mdeO OO OOO

O peer ip pool

oooooogo OoOoomwroooooooooooooon
oooooog peer ip pool WORD

goOOdNoO OO no peer ip pool WORD

goooooo 00000 interface virtual-template mode0 00O 0O O
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O tunnel hidden

OO0oooogd AV HidingOOOOOoOOoOOOo
goooooo tunnel hidden

oo O oOd no tunnel hidden

O no O no tunnel hidden

O tunnel password

oooooon ogoooooooooon

goooooo tunnel password (|hidden) PASSWORD

O no O no tunnel password

oo a0 ogooooool-9suooooooooooooa
00D000000000000011$#=*+_.;0{}[1~0 <000

O tunnel ppp
O0ooooo  PPPOLLRIPOOOOOOOOOOO
goooooo tunnel ppp <ppp:0-4>
O no O no tunnel ppp
ooooooo RtpO OO0 00000OOOpppO0OO0O0OO0ODOOOO
ppp 0 virtual-template O O 0000 @QOOOOOOOO)OOO

O tunnel authentication callin

ooooooo  wenelUO0O0OO0ODOOCDOOOO
goooooo tunnel authentication callin

g no g no tunnel authentication (|callin)

254



11

12tpv3-tunnel mode



O 110 012tpv3-tunnel mode

12tpv3 tunnel parameters

O OO commannd

12tpv3-tunnel modeOD OO ODOOO

nxrg240#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxrg240(config)#12tpv3 tunnel <0-4095>
nxrg240(config-12tpv3-tunnel)#

O description

gooooon LT3 000000 oooooon
goobooogo description DESCRIPTION

O no O no description

O tunnel address
oooodoog 000D D oooooooooonooo
ooooooo tunnel address A.B.C.D
tunnel address X:X::X:X
tunnel address FQDN
tunnel address any
tunnel address (ip|ipv6) (FQDN]any)
oo O o
dipv60 00000000 DO00ODO00OO0O0ODO0OO0ODODOOOOODO0OOODOODOOODOODOO
OO0 IPv6 000 000ODOL2TPv3 over IPv6IIL2TPv3 over IPv6 [0 O fast-forwarding 00 00O O
oo
00000000000 00FNDOOODOOOODOOOOO0O0O0O0ODNSOOODOOOOd timeout
0000000o0oDo0o0oooooDoorRNDODODOODODOOOn
OFINOO0OO0O0D0CO00O0D0OO0O00O0 familyd IPVAO OO IPV6O OO O0O0OOOOCOODOOO
O0o000000o0ooooooooDoooomwveD00000000000000O00O0OOIPV400O
0000000000000 0o000o0o0doo0o0DoU0oo0o0oooooooooooo
OO0 familyO DO OOOO
Dany00OOOO0O0O0OO0familyDOOOOOOOOO0OO0OOOOanyOD 000000000000 O0OO
OO0 familyDOODOOO0OODO0OO0DOOO0OOODOOOOOOOO

O no tunnel address
ooooooo gooO0OLCcCEObooOooOnonoouononooooon
oo0ooooo no tunnel address

O tunnel hostname
ooooooo gooOoLcceoooooononononoo
oo0ooooo tunnel hostname HOSTNAME

O tunnel router-id
gooooooog O000LCCEOOOD Ibooooooo
oo0ooooo tunnel router-id A.B.C.D
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12tpv3 tunnel parameters

O tunnel password

goooogo
goooooo

oo 0O OO
O no O
oo O 0o

O tunnel hidden

oooooono
ooooooa
0 no O

OO0OAVP HidingOOODOOOODOODOOOOoOODoDOoOoOO

tunnel password PASSWORD

tunnel password hidden PASSWORD

no tunnel password

no tunnel password
O00O0oooOo1-9%50000000000D0D000d
OO00ooooooooooogis#s=+_.;;040~e <000

AVP HidingO O OO QOOOd
tunnel hidden
no tunnel hidden

O tunnel protocol

ooooooo
goooooo
ooooooo
0 no 0

odoooooooooooo

tunnel protocol (ipjudp)

tunnel protocol ip

no tunnel protocol (=tunnel protocol ip)

O tunnel local hostname

ooooooo
goooooo
ooooooo
(0 To Unset[

0000 LWCcCcedDooooonoooonoa
tunnel local hostname HOSTNAME

no tunnel local hostname

no tunnel local hostname

O tunnel local router-id

ooooodo
goooooo
ooooooo
0 no 0

O tunnel digest

ooooooo
goooooo
ooooooo
0 no 0

O tunnel hello

oooooao
goooooo
ooooooo
0 no 0

0000 LWCEOD oD wooooooo
tunnel local router-id A.B.C.D

no tunnel local router-id

no tunnel local router-id

odooooooooooooooooon
tunnel digest (md5]shal)

no tunnel digest

no tunnel digest

HelloOOOOODOOODOOODOOOOO
tunnel hello <0-1000>

tunnel hello 60

no tunnel hello O O0O0O
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12tpv3 tunnel parameters

O tunnel vendor

gooooon o000 LwWCeDoooomwooooooao
ooooooo tunnel vendor (ietf|century|cisco)
goooooo tunnel vendor ietf

O no a no tunnel vendor . Set defaults

0O netevent

ooooooo 0ooooobooooooooooooo
ogoooooad netevent <trackid:1-255> disconnect
ogooooon no netevent

ogoooooo PPP interface0 0O 0O OO0

0 no 0 no netevent
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O 120 12tpv3-xconnect mode

12tpv3 xconnect parameters

O OO0 command

nxrg240#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxrg240(config)#12tpv3 xconnect <xid:1-4294967295>
nxrg240(config-12tpv3-xconnect)#

O description

O000oOoOogd  L2TPv3 XconnectO OO OO OO OODO
0000000  description DESCRIPTION

O no O no description

= tunnel

o tunnel <0-4095>

ogooooon Xconnect OO O OO L2TPv3 O Tunnel IDOOODO O OO
goooooo tunnel <tunnel id:0-4095>

o tunnel tos

ooooooo Xconnect ToSO O OO ODOOO
OO0oO0oogd  tunnel tos (<0-252>]inherit)
od 0O Od tunnel tos 0

O no O no tunnel tos

O xconnect (ethernetjwlan)

0000000 XeonnectODOODOODOOODOODOOODO

0000000  xconnect ethernet <0-3> (Jvid <1-4094>)
xconnect wlan <0-1>

O xconnect end-id
oooooon O0OO0OO0OLCCED end idOOODODODOO
Oo0ooooon xconnect end-id <1-4294967295>

O vlan-id

goooooo VIAN tagU DD O O0O00ooboogg
ooooooad vlan-id <1-4094>

O no O no vlan-id

O retry-interval

0o0odoooo 0OoDooO/000000000000000O000O0O0O00000O0OOOOOOOOO0
oooooog retry-interval <seconds:0-1000>

oo 0O OO0 retry-interval 0

O no O  no retry-interval (=retry-interval 0)
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12tpv3 xconnect parameters

O loop-detect enable

ooooooo
goooooo
oo O oo
0 no 0

Loop DetectionO0 0 OO0 OODOO0O
loop-detect enable

no loop-detect enable

no loop-detect enable

O send-known-unicast enable

ooooooo
goooooo
oo O oo
0 no 0

Known UnicastD 0D OO0 O0OdOOoOOO
send-known-unicast enable

no send-known-unicast enable

no send-known-unicast enable

O send-circuit-down enable

ooooooo
goooooo
oo O oOo
0 no 0

O split-horizon

ooooooo
goooooo
oo O oo
0 no 0

Circuit Status downd O O OO O LCCEO O O O ONon-Unicast FrameO 0D OO0 O OO
send-circuit-down enable

no send-circuit-down enable

no send-circuit-down enable

enable

Split HorizonOOOOOODOOODO
split-horizon enable

no split-horizon enable

no split-horizon enable

O mac-learning unique enable

ooooooo
goooooo
oo O oo
0 no 0
ooooooo

L2TPv3 MACO O OO OO uwnique000D0O00DOOOO
mac-learning unique enable

no mac-learning unique enable

no mac-learning unique enable

OoOO0oOooOoooooodglobal mded DOODOOOODOOOOOOO
nxrg240(config)#12tpv3 mac-learning unique

OOO000O0OO000D00OO0O0O0O0O0OO0O0 Xeonnectd Local TableOFDBO OO MACOOODOOOO
JO00000DO000O00bO0DO00O0o0bO0DbDbOOobObOODOOMACODDOODOOLocal TablelD FDB
oooooobooooooobooooooobooooobooooobooboooog

000000 Xconnect O U LoopDetect 0 O OO OO O OO U LoopDetect [ FrameDrop D O O O OO O
OoooopooooOoOoOoMCcODCOOOOuwniqued00O00OO0O0ODOOOOODOO

O0O0O0O@nique)J0O0D00O0ODO0ODODOO
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O ip tcp adjust-mss

ooooood

O Path MTU Discoveryd PMTUDO O O OEnd-to-endD 00000000000 OOOONMIUODOOO
000d0o0ood0o0d0oo00oo0oooo00ooooooooooooooooooooon
O0O0o0ooolIpvad00000O0O00O0O ICMP fragment needed 010000000000 OOODOO
O000000ooooooooooogoPePNTUDO0O0OO0O0O0OO0OO0OO0OO0O0O0OoOonoodPMTUD
0000000ooooooooooMmUobD0o00oDoo0oDo000o000o0o0O00o00dOEnd-
to-end0 000000000000 OOODOODODOODOOOOODOTCPODO  SYN/SYN-ACKD O DO
onMsSO0DoO0O0oooooooooooooooooooTcPOOO0ODODOODOOOODOO
00000000o000o0o0oooooo00oo0ooooooooooooo

ooooooon ip tcp adjust-mss (auto]<500-1460:bytes>)

oooooon no ip tcp adjust-mss

OooONeO OO no ip tcp adjust-mss

ooooood

OlpvA00000O00O0OOOO0ODOTCPOOODOOODOOOOTCPODDOODOOODOOOOOO
O000o00oooooooooooooodsscoooooon

O0O0O0ooooMssO000Do000000Dauto00000O0OO0OMSSOOODODOOMSSOOOODO
ooooooooooooooo

O0000o0ooooooooMssoooooooooovssonooooonMssoooooooooog
ooooooooo

guwPOICMPOOOOOODOOOOOOOOODOOODOOODOOODFOOODOOOOOODOO
000000000o0o000oooo0oooooo0oooooooogoooon

(I no ip tep adjust-mssO0 0 00O OOOTCP MSSOOODOOODOOODOOODO

O 12tpv3 access-group
00o0oooo L3000 O00000/000000012tpv3 access-list0 000000
goooooo 12tpv3 access-group (injout) WORD
O no O no 12tpv3 access-group (injout)
ooooooo
OWORDO rootO ACLOODOODOODO
Orootd ACLO O Oglobal OO OO I12tpv3 access-list WORD root 0 00O OO0 OONO
Oin: 000000000o0o00o0ooooooooooooon
Oout: O0000oooo0ooooooooooooooooon
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O 130 12tpv3-group mode

12tpv3-group mode

O 00 command

nxrg240#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxrg240(config)#12tpv3 group <gid:1-4095>
nxrg240(config-12tpv3-group)#

O xconnect
ooooooo 0000 XconnectO OO OO OO
gooooood
xconnect <primary-xid:1-4294967295> (]<secondary-xid:1-4294967295>) (Jhotswap)
gooooood
Ohotswap O O 0 0O OO OL2TPv3 primary/secondary xconnect hotswapO OO OO OO0 OO0
-hotswapO OO OconfigD OO0 OO0ODO0O
-0000000000000D00000D0ODOOdprimary xconnect O secondary xconnectD O O O
coooooooOoLe3000COOO0ODOOOOO
OO00Od0LTPv30 0000000 0ODOO0OODOOprimary xconnect 0 secondary xconnect D O 0O O
coooooo
-group mode 0 exitO OO Oxconnect 00D O 0OD0OODOOODOOconfigdOD0OODOOODOOODOO
coooooooLmv3dooooooooooon
-000000000000000000000112tpv3 group moded exitOD 0000000 OOODO
ooooopoooooooooooo
nxrg240(config-12tpv3-group)#xconnect 1 2 hotswap
nxrg240(config-12tpv3-group)#exit
Change primary/secondary xconnect...Please wait.
nxrg240(config)#

O preempt enalbe

goooogon GroupO preempt 000000 /0000000DOO
ooooood preempt enable

a no 0 no preempt enable

O enforce-secondary-down enable

ooooooo 000000000 0DOSecondary0 0000000 OODOOOO
goooooo enforce-secondary-down enable

oo o oo no enforce-secondary-down enable

a no 0 no enforce-secondary-down enable

O active-hold enable

goooooo Group O Active HoldO OO OO /000000000
goooooad active-hold enable

oo O do no active-hold enable

O no O no active-hold enable
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O mac-advertise enable
ogoooooo
OL2TPv3 MAC Advertise FrameO O OO O OO /000000000
-d0d0odoo0oDo0oD0dooooo0ooooDooooooOovMACODOooDoooooo
ddoooooobooobooooooMAcObOooDooooonooooboonoooooooooooon
jdoddbododooooDoooooooooooooog
-gdo0oooooooooooooo
-000000000DO0O0OL2TPv3 MAC Addressd O Always O O O O OO 12tpv3 mac-learning alwaysO
gooooooooo
0000000000000 bDdoo0o00bD0d0bDO0oDoOooDOoOooOgodys.ais.1o00oooao
ooooooooooad
ogoooooad mac-advertise enable
oo o oo no mac-advertise enable
O no O no mac-advertise enable
goooooo
00oD0ooooopoooooooooooooo)o L3 oodoonooooonooooooooon
ONXROODOOODOODOOOS/wW2)H)OrmBOOOOODOODOOODODODOODOOOOOODOOOOODOO
00000000 OodoDdooDooDodooooDodD0odo0oDo0ooooDOoooOooDoOoOg
ooooooooooooad
+----NXR-1---+
PC1---S/W1---(LAN)O O O (WAN)===L2TPv3===(WAN) | | (LAN)---S/W2---PC2
+----NXR-2---+

doodooOoLrmvidodododoodoodoooooooooooooooooooooooooa
MACOODOODODODOODDODODODOOOODOO0ooooDooooobOoooOioovACcOoooonoo
10 0 L2TPv3 MAC Advertise FrameO O OO OO OOO0OOOO0OO0ODOODOODOOO
o L2TPv3 MAC Advertise Frame (0 [
O00O00O0OOOno mac-advertise enabled O O O L2TPv3 MAC Advertise FrameO OO OO O QOO
00 00000Omac-advertise enable0 000000 OO L2TPv3 MAC Advertise FrameO OO OO QOO
-Jd00d0o0odooooodoo0ooooooooooDon
-jdbooboooooooooooon
OO0O0OOOCircuit DownO O OD0OOOOOODOsend-circuit-down enabled /0 O O no send-circuit-
down enable0 00000000 LCCED Circuit statusO DOWNO O OO OO O LCCED DropO O O O
OO OOMAC Advertise Framee0D OO OOOODOODO LCCEO O SLI Message(Circuit up)d OO0 O
do000oo00o0ooooo0o0oDo0oOoobO0o0b0ooooo0oOO0n0ooDOnDOd MAC Adver-
tise Frame O OO OOOOOOOODODOOMAC Advertise Frame OO O OO GOOd
o L2TPv3 MAC Advertise Frame (0 [
OXconnect0 OO OODOODOOODO /0000000000 DropOdnOad
OLPOOO0O0O0OO0O0O0ODOOO0O0OODO/0000000000O00O000O000DO0O0
-0000000XconnectO O ODOOOOOWMWODODODODOODODHWWDOOODODOODOOO
@QUO0O0D00000000000D000000O0OXconnect0 0000000 DOOODOOO
GHOOODDOoODOoooOoObropO OO
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O 140 rip mode

rip mode

O OO command

nxrg240#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxrg240(config)#router rip

nxrg240(config-router)#

O network
goooooo
gooooog

O redistribute
gooooog
goooood

RIPOOODODOODOODODOOODOODOOODOODODOOOOOO

network A.B.C.D/M > IP prefix <network>/<length>, e.g., 35.0.0.0/8
network ethernet <0-2> (Jvid <1-4094>)

network ppp <0-4>

network tunnel <0-255>

no network A.B.C.D/M : IP prefix <network>/<length>, e.g., 35.0.0.0/8
no network ethernet <0-2> (|vid <1-4094>)

no network ppp <0-4>

no network tunnel <0-255>

oooooooooooooo

redistribute (static|connected|ospf|bgp) (|metric <metric:0-16>]route-map
ACL-NAME)

no redistribute (static|connected|ospf|bgp) (|metric <metric:0-16>|route-map
ACL-NAME)

O distribute-list

Ooooooaoao
ooooooa
O no O

O distance

goooogo

ooooooa
O no O

route-map 0 OO OO0

distribute-list ACL-NAME (in]out) (ethernet <0-4>|ppp <0-4>]tunnel <0-255>)
no distribute-list ACL-NAME distribute-list ACL-NAME (in]out) (ethernet
<0-4>|ppp <0-4>]tunnel <0-255>)

RIPOOSPFOOODOOOODOOOODODOOOODOO
J0000000000o0oogoooooo

distance <1-255>

no distance
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O timers basic
gooooog
goooooo

o0 0O 00
O no O

rip mode

RIPOODOOOODOOOO

timers basic <update:5-2147483647> <timeout:5-2147483647>
<garbage:5-2147483647>

update: 30sec, timeout: 180sec, garbage: 120sec

no timers basic (=timers basic 30 180 120)(= set defaults)

O passive-interface

goooooo
gooooogo

0000oo000ooo0o0oooo0o0ooooooooooood
passive-interface ethernet <0-2> (Jvid <1-4094>)
passive-interface ppp <0-4>

passive-interface tunnel <0-255>

no passive-interface ethernet <0-2> (|vid <1-4094>)
no passive-interface ppp <0-4>
no passive-interface tunnel <0-255>

0O default-information originate

ooooooao
ooooooao
O no O

O version

goooooo
ooooooo
oo o oo
0 no 0

00000000000000000000O0
default-information originate
no default-information originate

RIPOOOODODOODOOO
version <1-2>

version 2

no version (]<1-2>)
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O 150 ospf mode

ospf mode

O OO command

nxrg240#configure terminal

Enter configuration commands, one per line.

End with CNTL/Z.

nxrg240(config)#router ospf
nxrg240(config-router)#

O network
goooooo
goooooo

O no O

OSPFO OO IDODOOODOOOd

network A.B.C.D/M area <0-4294967295>
network A.B.C.D/M area A.B.C.D

no network A.B.C.D/M area <0-4294967295>
no network A.B.C.D/M area A.B.C.D

: OSPF area ID as a decimal value
: OSPF area ID in IP address format

O area default-cost

ooooooo
ooooooo
O no O

O0000o0ooo0oooDooo0oooooooooooDoooooooooooon
area (<0-4294967295>]A.B.C.D) default-cost <0-16777215>
no area (<0-4294967295>]A.B.C.D) default-cost

O area authentication

ooooooo
ooooooo
O no O

O area range
ooooooo
goooood
| no |

O area stub
goooooo
goooooo

O no O

oooooooogdo
area (<0-4294967295>|A.B.C.D) authentication (|message-digest)
no area (<0-4294967295>|A.B.C.D) authentication

000000O0000DOOooooooooDoooon
area (A.B.C.D|<0-4294967295>) range A.B.C.D/M
no area (A.B.C.D]|<0-4294967295>) range A.B.C.D/M

O0o00o000oooooond

area (A.B.C.D|<0-4294967295>) stub

area (A.B.C.D]|<0-4294967295>) stub no-summary

no area (A.B.C.D|<0-4294967295>) stub

no area (A.B.C.D]<0-4294967295>) stub no-summary
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ospf mode

O area virtual-link
oooooog 00DO00DoD0oo0oooooooo
0000000  area (A.B.C.D]<0-4294967295>) virtual-link A_B.C.D
area (A.B.C.D|<0-4294967295>) virtual-link A.B.C.D
{authentication (message-digest|null)
| authentication-key LINE
| dead-interval <1-65535>
| hello-interval <1-65535>
| message-digest-key <1-255> md5 LINE
| retransmit-interval <1-65535>
| transmit-delay <1-65535>}
O no O no area (A.B.C.D|<0-4294967295>) virtual-link A.B.C.D
no area (A.B.C.D|<0-4294967295>) virtual-link A.B.C.D
{authentication (message-digest|null)
| authentication-key LINE
| dead-interval <1-65535>
| hello-interval <1-65535>
| message-digest-key <1-255> md5 LINE
| retransmit-interval <1-65535>
| transmit-delay <1-65535>}

O redistribute
ooooooo ooooooooooooo
ooooooo
redistribute (connected|static|rip]bgp)
redistribute (connected|static|rip|bgp) (|metric<0-16777214>) [|metric-type (1]2)
| route-map WORD|tag <0-4294967295>]
u no u
no redistribute (connected|static|rip|bgp)
no redistribute (connected|static|rip|bgp) (|metric<0-16777214>)
[Imetric-type (1]2) |route-map WORD|tag <0-4294967295>]

O distribute-list

ogoooooo route-map 000000

ooooooo distribute-list ACL-NAME out (static]connected]|rip]|bgp)

O no O no distribute-list ACL-NAME out (static|connected|rip|bgp)
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ospf mode

O distance
goooooo

gboooooo

O tiemrs spf
gogooobod
goooooo

OSPFOOO0O0OOOO0ODOOOO0ODOOOOOODODOOODOOOODOOO
gddoopooodoOooooOoOoooooogooooogoooo

distance <1-255>

distance ospf (intra-area <1-255>|inter-area <1-255>|external <1-255>)

no distance <1-255>

no distance ospf

OSPF SPF timersO0 0 OO OO0O

timers spf <delay:0-4294967295> <hold_time:0-4294967295>
<delay:0-4294967295> : Delay between receiving a change to SPF calculation
<hold_time:0-4294967295> : Hold time between consecutive SPF calculations
no timers spf : Set defaults

O passive-interface

gooooogo
gboooooo

JoodoooDdoooooooooooDooooooooooond
passive-interface ethernet <0-2> (|vid <1-4094>)
passive-interface ppp <0-4>

passive-interface tunnel <0-255>

no passive-interface ethernet <0-2> (]vid <1-4094>)

no passive-interface ppp <0-4>

no passive-interface tunnel <0-255>

O default-information

gboooobgo
goooooo

googbooogosFOObOOnnOonO

default-information originate
default-information originate (metric <0-16777214> |metric-type (1]2)]route-map
ACL-NAME | always)

O no O

no default-information originate
no default-information originate (metric <0-16777214> |metric-type (1]2)]route-map
ACL-NAME | always)
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ospf mode

0 auto-cost

oooooog 00000oo0o0ooooooooo@oOMps)DOoooooo

ooooooo auto-cost reference-bandwidth <1-4294967>

O no O no auto-cost reference-bandwidth

oooooog

OOSPFO O OO DO OO O=100(Mbps)/0 0O (Mops)]0 O DO DO OOOOD mefaultD OO OO OO0
100Mbps O O O
00000o0oDOooogoloovbpsd OO0 00O 1M cbpsO 00O O0D1IMOODOOOOOOOOODO
0ol 0ooooooodOlGhpsO 000D ODOO0O0OOOODOODOOOOODOOOOO
0000000000000 o00odooooooo0oooodoooooooooon
oooooooooooo

0000000000000 Ddo0dodd bandwidthO OO O OOOOOOO

O router-id

ooooooo Router IDOODOOOOO
goooooo router-id A.B.C.D

O no O no router-id

O max-concurrent-dd

ooooooo goobpbbOdoUooodoboooboooooooooooooon
goooooo max-concurrent-dd <1-65535>

O No O no max-concurrent-dd
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O 160 bgp mode

O OO0 command

nxrg240#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxrg240(config)#router bgp <1-65535>

nxrg240(config-router)#

O network

gooooon oooooobooooooooooad

goooooo network A.B.C.D/M (]backdoor)

O no O no network A.B.C.D/M (]backdoor)

aad oo

gdoOosePOODOODOOOOUOODODODODOOOODOOOOBEPOOODODODOO BGPO administrative
distanceO OO0 OO0 DO0OD0OODOOODOOO0OO0DOODOOODOOODOOOOODOO

O aggregate-address

ooooood

OAggregate0 0D OO0 OBGPO OO0 ODOODOOODODOOOODODOODOODOODOOBPODOODO
0000000000000 00000000000000 advertiseO OO0

goooooo aggregate-address A.B.C.D/M (|summary-only|as-set)

O no O no aggregate-address A.B.C.D/M (]summary-only]as-set)

oo 00

OAggregate 000000 0ODO0OO0OOOODOODOOO advertise0 0000 ODOOODO advertise
oo0oO0o0sumary-onlyO OO0 O0OO0O0OOO

O000Oaggregate 0000 00000ASODOO0ODOODOOOOOOOOODOOOOASODOOO
000000000000 0000D0D0000000DO00D0D000000DAs-setdO00O
00000oooopooooASOO00D00ODO00oooooDOOoo0DoooooooooDoDoooooonog
OASOD00D00DO0DO00DO0ODO0DbOO0DOODO0OD

O distance

ogooooood BGP O O O O Administrative Distance0 OO0 O OO OO
goooooo distance bgp <eBPG:1-255> <iBGP:1-255> <local:1-255>
O no O no distance bgp

oo oo 0000 200 eBGPI 2000 iBPGT] 20000 localD O O O

O timers

ooooooo  jJitterDOOOO%OOODOODOODOODODOO

goooooo timers bgp jitter <75-100>

d no g no timers bgp jitter

oo OO0 DefaultdO75% 000
00000000 jitterOOkeepaliveO interval DO 00O OO OO keepalive
interval 0 0O 0O 0O Oneighbor O keep alive interval DO OO O0OO0OOO
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= bgp

o always-compare-med

ooooooo

0000000 ASODO0OO00O0DOO0O00D0OOOMEDODOOOOD OO dalways-compared-medd O
0000ooooooooASOO00O0ODO0oooooooMeDO0O0Oooogon

goooooo bgp always-compare-med

O no O no bgp always-compare-med

o bhestpath as-path

ooooooo

ODO00ASODOD0OO0D00D0O0DOODODOAS-PATHO O O O LUPDATE message0 ASO DO OO OOODO
AS-PATHU O OO ODODOODOOOD

O00O0best path OO O OOOOAS-PATHO OO ODOODOOOOODOODOOODOODOODODOO
O0O0Obest path OO OO OAS-PATHO O OO DO ODOOD

goooood bgp bestpath as-path ignore

O no O no bgp bestpath as-path ignore

o bestpath med

OO0ooooo MeDOOOOprefixOODODOOMEDOODO DO 42949672040 000000000
goooooo bgp bestpath med missing-as-worst

O no O  no bgp bestpath med missing-as-worst

o local-preference
ooooood
0000000 0oooooooASOo00odoDoooooooooooooooooooooonoon
local preference0 0000
gooooogo bgp default local-preference <0-4294967295>
O no O no bgp default local-preference
oo oo iBGP peer0 00000000 DOODO0OODOODOOOOODOODOO
Default O O 1000 00

o default-information-check

ooooood default route 000000000000 ODOOBGP40 O default routed 00
ooooooooo

ooooooog bgp default-information-check

O no O no bgp default-information-check
oo o oOood no bgp default-information-check
oo aog 00000000000 0000000000000O default routeC 00O

PO O OO ODODODOOODOODOOD
(D) redistribute0 0000 default route0 0000 O0OO0O0OO0O0O
(2 networkO OO OO 0.0.0.0/0000000D000O
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m bgp OOOO

o enforce-first-as

0000000 UPPATED OO OO ASODOOOOOOODOOO ASO neighborO0ASOODOOOOO
notificationO O OO O OOOOOOneighborD 000 O0OO0O0OODOOODOODOO

ooooooog bgp enforce-first-as

O no O no bgp enforce-first-as

o network import-check
ooooood
0BGPO advertised O O networkOD (D O MO0 00 O routerd O O networkD O 0 0 00O O O advertise
000000000 networkd BGPO advertiseO O OO O OO OO Oimport-checkOOOOOOOO
O0D0000Oadvertise0 00000000
gooooogo bgp network import-check
O no O no bgp network import-check

o router-id

ooooogoo Router-IDO IPODOOOOOOOOODOOO

goooooo bgp router-id A.B.C.D

O no O no bgp router-id

oo 0d

ORouter-1IDO0 0000000000 OOODOOODOODOONO IPv4 addressO00 00000000 IPv4
00000 Router-1DOO0OOOOOO0O

o scan-time

goooogo BGPO OO OO routed next-hopOD OO OO0 ODOOODOODOODOOODOO
goooooo bgp scan-time <0-60>

O no O no bgp scan-time

og og ooooeooooonon
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mode

® neighbor

o default-originate

ooooooao
ooooooao
O no O

0o0000oooo0ooooooooooooog
neighbor (A.B.C.D|X:X::X:X) default-originate
no neighbor (A.B.C.D|X:X::X:X) default-originate

o distribute-list

gooooao
ooooooo
0 no 0
oo oo

o ebgp-multihop
ooooooo
ooooooo
U no g
o0d 00

o filter-list
gooooao
ooooooo
0 no 0
oo oo

o next-hop-self
ooooooo

OO0o0oooo
O no O

o remote-as

oooooog
goooooad
0 no 0

peer000 /70000 route updated FilteringO OO DO O00OO0OO0ODO0O
neighbor (A.B.C.D|X:X::X:X) distribute-list ACL-NAME (in]out)

no neighbor (A.B.C.D|X:X::X:X) distribute-list ACL-NAME (in]out)
NeighborO O INOUTO OO OO OO distribute-list0 000000000000

peer00000000C0OO0ODOCOOOOeBGP Pecer0 00 00O00OO0OOOOO
neighbor (A.B.C.D|X:X::X:X) ebgp-multihop <1-255>

no neighbor (A.B.C.D|X:X::X:X) ebgp-multihop <1-255>
00oooopooooooogoo

PO OO DOOOOOOOOO

neighbor (A.B.C.D|X:X::X:X) Ffilter-list ACL-NAME (in]out)

no neighbor (A.B.C.D|X:X::X:X) filter-list ACL-NAME (in]out)
global D00 O0O0OOOAS-PATHOOODOODOODOODOOD

iBGP peer0 0 00O nexthopO OO peer 00000000 ODOODOODOODOOODO
OaddressOO0O00ODO0O

neighbor (A.B.C.D|X:X::X:X) next-hop-self

no neighbor (A.B.C.D|X:X::X:X) next-hop-self

oOooooAsSOOOOOODOOO
neighbor (A.B.C.D|X:X::X:X) remote-as <1-65535>
no neighbor (A.B.C.D|X:X::X:X) remote-as <1-65535>

o remove-private-as

ooooooao
ooooooao
O no O

Outbound update DO DO OO0 OO ASOOOODOODO
neighbor (A.B.C.D|X:X::X:X) remove-private-as
no neighbor (A.B.C.D|X:X::X:X) remove-private-as
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® neighbor(D0O)

o route-map
gooooao
ogoooooo
0 no 0
oo oo

Peer000 /0000 routed filterigOD OO D OOD0OOODOOODOODODOO
neighbor (A.B.C.D|X:X::X:X) route-map WORD (in]out)

no neighbor (A.B.C.D|X:X::X:X) route-map WORD (in]out)

neighborO 0O INOUTOODOOOOO routemapO0 0 00O OO0OODOODOO

o soft-reconfiguration

ooooooo
ogoooooo
0 no 0
oo oo

Neighbor 0 0O BGP session0 0 0000000000 OOOODOOODOOOOO
neighbor (A.B.C.D|X:X::X:X) soft-reconfiguration inbound

no neighbor (A.B.C.D|X:X::X:X) soft-reconfiguration inbound

BGP O neighbor parameter U routemapO 0O OO0 ODOOOOOODOODOOOOO
0000 BGP sessiond clear0 OO0 OOBGP service DO D ODOODOODODOODO

o keepalive interval & holdtime

ooooooo
goooooo
0 no 0
oo o oo
oo oo

keepaliveO O O OO O holdtime DO DO OOOO

neighbor (A.B.C.D|X:X::X:X) timers <keepalive:0-65535><holdtime:0]3-65535>
no neighbor (A.B.C.D|X:X::X:X) timers

neighbor (A.B.C.D|X:X::X:X) timers 60 180

OPeer00 hold timeO O OOOODOODODOODOkeepalive message [0 update message 0 0 O OO
O0O00OOOpeerdd sessiond closeO O IDLEDOODOOODOODOO

OKeepalived OsecO 000000 Okeepalive message D 0 OO0 OO0 OO

OKeepalive interval 000 Jitter 000D O0OOO0OO0OOUSERO OO jitter 0O O 0O O O 75-100% O
0000000000000 00defaultO0Ojitter0 75%0 0000000000 keepalive
interval x (75-100)%0 interval OO DO OO0 OO jitterO0O00ODO0ODO OO timers bgp jitter
0ooooooobod

o connect timer

ogoooooo
goooooo
0 no 0
oo O oo
oo oo

o update-source

gboooooo
goooogn

Connect timer D OO0 OO0

neighbor (A.B.C.D|X:X::X:X) timers connect <0-65535>
no neighbor (A.B.C.D|X:X::X:X) timers connect
neighbor (A.B.C.D|X:X::X:X) timers connect 120
000000000 connectd 0000000

BePO O OO OO0DDDODOO0MODOOoOoooooooIwP0ooooooooon
neighbor (A.B.C.D|X:X::X:X) update-source

(ethernet<0-2>] loopback<0-9>| ppp<0-4>] tunnel<0-255>)
no neighbor (A.B.C.D|X:X::X:X) update-source
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o advertisement-interval
gooooood
OBGPODOI0IDOOODOODOODOUODODOOOOOUPATED D DODDDOOOODOOODODODOOOOO

000000000000 O0OUPATEDDODOODOOO0DOOOO0ODODOO heighbord O ROUTE-
REFRESHO OO0 O O0OOO00DODODOOO0O0DDO neighbord UPDATED OO OODOOOODOO

oooooog neighbor (A.B.C.D|X:X::X:X) advertisement-interval <1-600>

| no g no neighbor (A.B.C.D|X:X::X:X) advertisement-interval

od o0 00000000000 OeBGPO 30(O)TiBGPO 5(O)H)O OO

o as-origination-interval
ooooooo
OO00O00o0O0OoOoOosePODOCOUOODOOUOODOOOOBPOOODOOOODO filterDOOO

redistribute 0 000000000 00OBPOOOODOOOOODDOOOODDOOOOOOODOOO
00000000000 0000D advertisement-interval DO 0000 O UPDATECD OO OO DO ad-
vertiseO OO0

ooooood neighbor (A.B.C.D|X:X::X:X) as-origination-interval <1-600>

| no g no neighbor (A.B.C.D|X:X::X:X) as-origination-interval

od 00 QOOO0DoOOooOoooboogiso)Hyooo

o activate
ooooooo
O0000D000activateD 00 00O Oipv4d neighbor O /Zipv6e neighbor O O O ipv4 network O adver-
tise0 OO0
ooooood neighbor (A.B.C.D|X:X::X:X) activate
| no g no neighbor (A.B.C.D|X:X::X:X) activate

o interface

gooooood
OPeer000000D0DOLLACOOODOOOOBPOOOODDOODODODOOODODOODODODOO

ooooood neighbor (A.B.C.D|X:X::X:X) interface IFNAME

| no g no neighbor (A.B.C.D|X:X::X:X) interface IFNAME

od od

OEthernet/VLANO O OO OODODOOO

Oupdate-source 0 00 000O0CO0O0ODOOCOO0ODOOOO0ODOOOOODOOOODOODOOOO
0000ooo000ooo0ooooo0o0onoooooooooooo
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O UPDATED OO DO ODOO
Neighbor OO UPDATEO O OO OO OO OO DO OO O advertisement-interval O as-origination-
interval 0 200 0000000000000OO0

-0oooooooooo
as-origination-internval O O 0000000 DOOOOOOOO0DOODOOODOOOOOODOOODOOO
UPDATED O OO ODOODOOODOO advertisement-interval 0 00 0O UPDATEC OO OO O

-O0peer000O0OOBPOOO
OO0 peerO00OUPPATEO OO OOOODOODO peerO0O UPDATED OO OO OO DOODOODO O adver-
tisement-interval OO OO UPDATEO O OO OO

-softoutJ 00O OO0

OOO0O00O0oO0OO0OBPOOOOUPPATED D OODOOODODODO advertisement-interval O O
OO UPDATEOD D D ODOO
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m redistribute

o redistribute (connected|static|rip]ospf)

ooooooo RIPO OSPFO OO OO route O O connected routeld static route [
BGPO OO ODOOODOODODefaultD 00O DOOODOODOOOOO

ooooooo redistribute (connected|static|rip]ospf)

O no O no redistribute (connected|static|rip]ospf)

o redistribute (connected|static|rip|ospf) route-map ABCD

goooooo routemap 000 0000000000000 0ODOOOOprefixOODOOOODOODO
OO0 prefixOO00O0OD0OOO0ODOODOOOO

goooooo redistribute (connected|static|rip]ospf) route-map ABCD

g no g no redistribute (connected|static|rip]ospf) route-map ABCD

® netevent
o advertise-stop
ooooood
OJ00trackDdownO OO 0OOOD0OO0OO0OOOnetworkDOOOODOODOOODODOBRPODODOODOONO
00000o00ooddO0wackODupOOOOOO0OOOOOOOBGPOODOOOOODODOODO
goooooo netevent <1-255> advertise-stop
netevent <2048-4095> advertise-stop
u no U no netevent
oo oo
OBGP4 [0 network import-check DO O OO0 OtrackO up0 00 O00D0OODODOOOOODOOODOODO
oo

m default

o ipv4-unicast

goooooo 00 neighbor0 000000 address family OO OO0 O 0O IPvAO DO OO OODO
goooooo bgp default ipv4-unicast

g no d no bgp default ipv4-unicast

o local-preference

gooooogo local preference0 0000000
O00000dlocal-preference 0 00 0 00O advertised O 0O 0O
O000ODO0Olocal-preference 0 0 1000 O advertiseO0 OO O

goooooo bgp default local-preference <0-4294967295>

O no O  no bgp default local-preference

oo oo local preference0 00000000 OODOOODO0O
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0 BGP recursive route
OBGPOOODOO routed nexthopO O OO OOOODOODOOODOSstatic routed O OO nexthop O O
0000000000000 route0 000000 O0ODOSstatic routed 000 OnexthopO OO OO
ooooo
Orecursive static route 0 0000000 OnexthopO OO ODODOOOOOOODOOODOOODOO
nexthopOOOOOOOODOOOOODOOOOOOUODOOOOTrecursive route00000O0OO
O recursive route 0 O static routed nexthopO OO route 0 0000 0OD0OOOOODOOODOO

283



17

ntp mode



O 170 ntp mode

ntp mode

O OO command

nxrg240#configure terminal

Enter configuration commands, one per line.

End with CNTL/Z.

nxrg240(config)#ntp
nxrg240(ntp-config)#

O service

ogoooooo
ooooooa
0 no a

O server

ooooooo
goooooo
oo O oo
0 no 0
oo oo

NTPOOOOOOOOOOOO
service enable a@om)
no service enable a«@o)

NTPOOOOOOOOOOOO0O

server (A.B.C.DJFQDN|X:X::X:X) polling min<4-16> max<5-17>
no server

no server (A.B.C.DJFQDN|X:X::X:X)

ONTPOOOO0OO20000000000000000
0000000000000o0o0o00o0ooo0oo0oooooooooooooonoooog
O000d0strantum levelO O 100000
ONTPODOOOCOOOOOIPVA/IPvE/FQDNO O DO ODOOODOOO
OD0000O0ONPOODOODOOOODODOOO0OD0O0DOO000O0D0O0OO pollingD OO0 ODONTP
JooooooooodpollingDO0000OO0O0OO0ODOODOOOOOOOpellingDOOODODOO
Joo0ooooooodpPollingdD OO defaultD O OO0 6020 60 =640 00 10020 100
=10240 0000000000000 00O000D0D0oOoDOo0DOo0ooDOoooOon

O timeout

goooooo
ogoooooaa
oo o oo
0 no a
goooooo

NTPOOOODOODOOOODODOODOOD00O0O0D0D0ooooog
timeout <seconds:1-30>

timeout 30

no timeout (=timeout 30)

ONTPOOOOOODOODOOODOO400000000D0O0OOODODOOOOtImeoutx 40000

O master
ooooooo

ooooooo
oo 0O 0Oa0
0 no O

0000000000 DooooooOonDOn stratum levelOOOOODOO
goodoooooo

master <1-15>

master 10

no master
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O disable

ooooooo IPva OOOIPVe DOODOODOODOODOODOOO

goooooo  disable ip|ipv6

O no 0 no disable

ooooooo ip 000000000000 IPVANTP O0OOD0OO0OO0O0OO0OOOOOOOODOOO0OO
ipv6 D000 D000OO0OO0OOIPG NTP DOOODODDOODOODOODODODOODOOOO
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O 180 SNMP mode

SNMP mode

SNMP(Simple Network Management Protocol)O O

NXR O SNMP O O O Osysten 0 0 0O SNMP protocol 00000000 OODO0OODOOOOsysten
0000000000000 0ONMS(SNMP Trap Manager)D trap0 00 0000000000000
S\WPOOODO(set)D0D0D0D0OO0DOOD (read-onlyd )0

m SNMP versionO access OO

00000000 SNMPO versionO OvlOv2ec O O O SNMP Access 00 0O 0O O O O SNMP Server O network
Ocomunity0 0 O00O0000O0O0O0OONetworkOODOOOOIPV4A/IPV6 AddressO0 0000000
ooooo

m SNMP Trap

0000000000 0ooooooooooNSOOOn0SN\wWe Trap000000O0OOOO
OTrap versionl/version2 000000000000 mmformI00O00O0O0OO0OO0OOOTrap0O0O
OO0IPv4/IPV6 address0 00000000000 OmmformO0 000000 /000000000
oooooooog

OSNMP trap 0 O communityd 0 SNMP access0 000000000 OOO0ODOOODOOOOOOOO
Trap0 00000000000 OOOOOO

OTrep0 00000000 ODOOOOCOUSEROOOODOOOOODODOOODOODOOOOODOODOO
OOTrap0OUWDPOOOOO0ODOOCOOOOOserver00000000000O0O0O0O0OOOODOO
OO00Ommformd000O00O0O0ONSDOOODOODODOOODOODOOOOO
OCserviceDOOODOODODOODO0OOOOOO0ODOOOODOOserviceOOOOOOOOOOOO
0000000000000 0000000000000ONSOO000D00000000 getdOO
oooooooogo

m System Group MIB(MIB-11)O 0O
O00000ORFCI2B0000000O00OOMIBOOODOOOOOOUIODODOODOOOOOOOOOO

[0 sysContact

U sysName

[ sysLocation

0 sysDescr
O00sysObjectiDOODcenturyD 00O 0OD0OO0ODOCIDODOODODOOODOODOODOOODODOO
ooooo
O00sysUpTime 0 0000000000000 0ODOODOODODOODOOODOONTPODDOODOODOO
dooooooooo)o
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SNMP mode
m OJOMIBOO
goooooooomBOOOoOoOooooOoO
O Standard OPrivate MIB
RFC1213 (SNMPv2 MIB-11) CS-NXR-PRODUCT-MIB
RFC2011 (IP-MIB) CS-NXR-L2TPv3-MIB

RFC2012 (TCP-MIB)

RFC2013 (UDP-MIB)

RFC2863 (IF-MIB)

RFC3411 (SNMP-FRAMEWORK-MIB)

RFC3412 (SNMP-MPD-MIB)

RFC3413 (SNMP-TARGET-MIB: SNMP-NOTIFICATION-MIB: SNMP-PROXY-MIB)
RFC3414 (SNMP-USER-BASED-SM-MIB)

RFC3415 (SNMP-VIEW-BASED-ACM-MIB)

RFC3418 (SNMPv2 MIB)

RFC2465 (IPv6 MIB) 0O OO0

m 000000
ussboooooooboobooooswPOOoobDooboooDbobooooboooboooboobo
goooboooboboobgooogonboo

Oooooboboooboobo0ooooboboooboboOoboOoDbOoOndDCcs-NXR-PRODUCT-MIBE OO
goooooo

ocO0O0UOOOOODO

OgusBO0 000000000000 OoOSNPOOODODODOOODOODOOOODOO0OOO0OODOO
0000000 OunknownOD OO OOOOO

00000000 000oooou0oooooo@p/down)D 000000 0ODOOCOOOUSBOOODOOO
000000 OdO00OnotSupport 0000000000000 O0OOODOOOOPPPOOOOOOODO
0000000 notAccessibleOD OO OO0

ocnooooon
gussOOO0O0OODO0OOD0OODOODOO0OODOODLOOODODOODOO@Qp/down) DO ODDOODODODODODODOO
gobobooboooooboooboboobon
O00O00000O0bO00o0ooooOobOoboOoOoo0OUerrorD00000OD00ODOOOdownDOODO
gobobooogobboooboobooi1iobbooboobouwobgooboobon
O000000o0o00bo0obO0oD0oboooobooodbOdown—>upd0oooOoooDOOO

m  SNMP NAT

SNWP PDUO D OOOODO IPOOODOONATODOODOOCOOONATODOODOOODOODORRC2962000
gOosASICOO0ODOOOOODOOPUDO IPOODOODOONATODOODOOODOOODOOOD1IO00DOO
gooobooooog
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SNMP mode

O OO command

nxrg240#configure terminal

Enter configuration commands, one per line.

End with CNTL/Z.

nxrg240(config)#snmp
nxrg240(snmp-config)#

O security

gogoooog
goooooo
g 0O 0o
od od
g No d

O syslocation
oooooono
oooooon
oo o oo
0 No 0

O syscontact
ooooOooo
goooooo
oo o oo
0 No 0

O sysname

ooooOooo
goooooo
oo 0O oOao
0 No 0

0 sysdescr

oooooood
oooooon
oo o oo
0 No 0
oo oo

SwWwPOOOOOO0oooooooooooooooooooo
security A.B_C.D/M]X:Xz:X:X/M COMMUNITY

no security

Network D O30 0000000000 OOODO

no security (A.B.C.D/M|X:X::X:X/M)

sysLocationO0 OO0 OO QOO
syslocation LOCATION

no syslocation

no syslocation

sysContact O 00O O OO
syscontact CONTACT

no syscontact

no syscontact

sysName O O OO QO QOO

sysname SYSNAME

no sysnamel] [=0 O O (ex. NXR-G240)]
no sysname

sysbescrU 00000

sysdescr DESCRIBE

no sysdescr

no sysdescr

o000 opooooo

ex. Century Systems NXR-G240 Series ver 9.0.0 (build 30/17:18 11 11 2016)
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O trap manager

googoooo
goooooo

oo 0O oo
U No g
goooooo

O trap agent
ooooooo

SNMP O trap manager 0 0 OO0 OO 0O

trap manager (A.B.C.D|X:X::X:X) (]Jtrapcommunity) (Jv1]v2) (]port <1-65535>)
inform [](interval <10-1800>)]|(retry <0-10>]

no trap manager

no trap manager (JA.B.C.D|X:X::X:X)

3000o0oooOooooooooon

Community 00000 "community" O OO ODODO0O

pdu-type 00000 VviIODODOODOODO

godoOoooooooooooooooo

OTRAPOOOOODO Agent AddressO 0 IPOO0OO0O0O0ODOCOOO0ODOOCOOODOCOOOODOOOODO

goooooo

oo 0O oOo0o
U No g
goooooo

trap agent ip A.B.C.D

trap agent interface ethernet <0-2>
no trap agent

no trap agent

000000000 bO0o0000obObOb0o00oUooDoOoLOoOooOoooDoDIPODODDOOOOODOD
000D IPO0O0000000O00O0ODDOO0O0O000O0DOD0D0O00D0O0DOO00000DODdethernet0
- ethernetl - ethernet2... 0000000000000

O bind address

gooobon
gooooogo

go 0 0o
O No O
gooooogo

TRAPOOOOOOO0OOOOOOIPVMAODOOOOOOOOODOOOODOOOOOOOn
bind address A.B.C.D

bind address X:X::X:X

no bind address

no bind address

gooboooobooobooboboboobooboobooboboooboobooboboobo
oboobooobgoobooooo

oobobooobboboooboobobbooboooboobobooasswoOoboobooooboooo
gooooboiwobobobobooobobobooboobddDrestart snmpO 00000000

ooooo

OOOOOlIPsec policyDlOOOOOOOSNPOOOODOOOOODOOOOODOOOODOOOOO
00000000 0DO0000D00Db0O0DODOlIPsec tunrelDODOOSNMPOODOOODODOODO

291



19

syslog mode



0 190 syslog mode

syslog mode

O OO0 command

nxrg240#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxrg240(config)#syslog

nxrg240(syslog-config)#

O Ilocal enable

ooooood syslogOOOODOOOODOO
ooooooo local enable

oo O oOd local enable

g No O no local enable0 (DO OODOODOODOO)

O local file

ogoooooo syslogO0 00 O0O0O0OOOOOOO
ooooooo local file (diskO:FILENAME|diskl:FILENAME)
oo O oOd no local file

O No O no local file

oad oo filename OO disk0:0 0 0 00Odiskl:0 000000000 0O0OOOOOOOOO
O server

ooooooo

OsyslogO O O0O IPOODOODOOOFRONDOODOODODO
OsyslogO0 OO0 0O5000000000000000O
Osyslog0 OO0 OD0O0OD0O0DOODO0OOOODOODODOODOO
00DooooodOsyslog0 000000 UDP portOD 0 0default:5140 0000000000000
ooooooo
server (A.B.C.D]X:X::X:X]FQDN)
server (A.B.C.D)] X:X::X:X | FQDN) source (A.B.C.D|X:X::X:X)
server (A.B.C.D | X:X::X:X | FQDN) port <1024-65535>
server (A.B.C.D)|] X:X::X:X | FQDN) port <1024-65535> source (A.B.C.D|X:X::X:X)
g No O no server (A.B.C.D|X:X::X:X]FQDN) (= syslogOD OO OO OOOOOO
oo oo
OsyslogO0 000000000000 DOOODODOOOOOOOOeODDOODOOOODOOODOOB0O
000000D00O0syslogD OO0 O0O0D0OO0DOOO0OODODOODOOOOODOODOOOO
00o00oDo0DoO00oo0ooo0oo0D0ooooooooooogdoOsyslog00O0O0oOooOoOonO
oopooooog
0ooooobobooooooooogoglcoo0onod
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O mark
goooood

gooooogo
gb 0o 0o
O No O
g g

O priority

gooooog
gogooobod
gg O oOd
u No U
gd gd

0 system
ooooooo

Syslog markO O OO O OOO

MarkOOOOOOOO 100800 00000000000O00O00O00OO
DefaultD 20000 000000000 OOmark00000ODOODO
mark <min:0-10080>

mark 20
no mark (=mark 20)
mark O (markOODOOOOO)

SyslogD OO O0O0O0O0D0O0OO0OODOOO0OOODOODOO
priority (debug]info|notice)

priority info

no priority

facility 000000000 OOOOOO

0 System Message U O O O O O O Connection tracking D OLoad AverageD 00O OO OOO0OODO0O
OO0oooOoOo0DOOmarkDOO0DOOOOOOODOSsyslogOOOOOOOOOOO
00000000 0Db0O0O0O0OD00O0 remote server 000000 0OOOODOOOOO

goooooo

gbo 0o 00O
O No O

O suppress
ooooooo

system mark
system hour
no system
no system

: Output messages with mark
> Output messages hourly

s SystemO OO 0OOO0OODOO

O0Omessage 0 0000000000000 OODOO0OOOOOmessagel D00 DO0OOOODOOO
gboooboobooboobobgoo

goooooo
gbo 0o 0o
O No O
goooooo

suppress <10-3600>
no suppress
no suppress

OSuppress0 0000 10-3600sec 00D OO0DOODOODOODOO
Olast message 0 000 OO0 OOOOOOsuppress message0 000000000
ODefault O O Osuppressd 00000
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O mail send
goooood

syslogD OO0 OO0O00OO0OO0O0OOOO

OUSEROODOOOOODOODOO messaged syslogU O OO OOOOODOODOOO E-mail address
mil0ODOO00O00OO0000O0OCOO0OODOCLIOD lginDO00O00O0O00DOOOO0DOOOOO

oooodoOmilOOODOOO0OOODOOOOODODO

Oo0ooDoOOoOo0oDO0oOooDoboOoOdOeosecOOcheckD OODOODOOODOODOOOOODOO mail
OO00oOooOoobDdmilOODOOOOOOODOIP/IP6OO0ODOOOOODOODOO

goooooo mail send enable

oo 0O Od no mail send

O No O no mail send

O mail to

goooooo doodoodoDoooooooooo
goooooo mail to RECEIVER

oo o oo no mail to

O No O no mail to

O mail from

goooooo dodoodDooooooooooo
ooooooo mail from SENDER

oo O oo no mail from

0 No 0 no mail from

O mail subject

ooooooo ooooooooooooo
OO00O0oOo00  mail subject SUBJECT

oo o od no mail subject

O No O no mail subject

O mail strings

ooooooo goooOooooUoOooooooOooooooUooooooo
goooooo mail strings <1-32> STRINGS

oo o od no mail strings

ood 00 O0OO0OopDooooos30o0o0ocogd

O No 0  no mail strings <1-32>

O mail server authentication
ooooooo 0000000000000 00000
0ooogood  mail server authentication pop-before-smtp  POP before SMTP
mail server authentication smtp-auth-login  SMTP authentication (login)
mail server authentication smtp-auth-plain  SMTP authentication (plain)
O No O no mail server authentication
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O mail server address
goooooo poP3O0 00 0D000DOO0DOODO0O
goooodoo mail server address A.B.C.D

mail server address FQDN

O mail server smtp
ooooooo swPOCOOOOOOOOOOOOOOOOOOOOOO
goooooo mail server smtp address A.B.C.D

mail server smtp address FQDN

mail server smtp port <1-65535>

O mail server username
oooooog swiPOOOOOCOOIpOOOOOOOoOOOoOOoOoOn
goooooo mail server username USERNAME password (]hidden) PASSWORD

O rotate
gooooood
o Default0 OO 0O0O0Osyslog message 1 0 00000000 8MIODODOOIOOO40000000
oo0ooOOoo0oooOoOoOoooOoOoblooUboOoboUOUobDOooOoUoDbOoo
ocO0O0OO0OOOODOOsyslog rotate0 000000 O0OOODOODO
ORotate 00000 O0OsyslogD 0000000000 ODOODOODOODO storaged O backup
0000000000000 0000D000D000000 backupOOOOOMM
OScheduleO0 0 O0OOO rotate0 0000000 Orotate0 0000000 scheduleODOODOOO
o0oooooooooooo
ODefaultO O Orotate0 0O OO0
goooooo
rotate (diskO|diskl|flashl)
rotate (diskO|diskl|flashl) threshold logsize <kbytes:150-1000>
rotate (diskO|diskl]|flashl) threshold files <files:1-10>
rotate (diskO|diskl|flashl) threshold logsize <kbytes:150-1000> files <files:1-10>
ugg o od no rotate
0 No O no rotate
od od
OusB0OO O O0ODO0OUSB FlashDDOOOODODOODOOOdiskoOODOOOOOUSBIOOOOODO USB
FlashOOOOOOOOOOOOdisklOOOOOOOOO FlashOOOOOOOODOflashaDOOO
ooo
OSyslog rotate 0 00000000 (kbytes)DO OO O Obackup fileOODOODOOOOOODOOO
O Obackup filed O defaultO O O5(Ffiles)J OO
OO000ObackupO OO syslog message 0 O gzipO OO OODOOO0OO0OO0O00OO0OOOODO file
0000000000OBackupO D OODODOD fileJ0O0OD0O0ODOOODOOODOODO
backupO OO OO0 format : YYYYMMDD_HHMM.log.gz
20100 11020 19050000000 backupdO OO OO O O 20101102_1950.10g-9z
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O auto-rotate
ooooooo
Ofirmware updateD restart D0 0000000000 Osyslog0 0000 O0OD0O0ODOOODOODOOO
OO0O0o000O0  auto-rotate enable
OO0 0O OO0  auto-rotate enable
ad No O  no auto-rotate enable
ood 00
OsyslogDUO0OCOOOO0ODOCOOODOCOOOOODOOOOOOOOthresholdOd logsizeOO OO
OO00O0OfilesO00ODOOOODOOO
Olefault0 OO OOOOODOOOOOO DO rotate (diskO]diskl)D OO OOOOOOsyslogODOOO
oooooooogood
ooooooooooooboogooo
backupO OO O OO format : YYYYMMDD_HHMM_restart.log.gz
20100 11020 19050000000 backupO0 OO OO0 O 20101102_1950_restart.log.gz
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m 00000000
OOO0D0OOlIPvd ACLOIPVG ACLOSPIODOOOOODOCOOOODOsyslog OOOOOODOOOOOO
O O00000D0OO0O00oo0oooon

gooboobgobbobooboobooboobooboobooboobobboobooboon
OO00ooOo0oOo0ooooboooObesOO)yoooDooooooooooooo

00000000 00Db00O0O0ODOOpackets/secOO0 00 O0O0Oooooooon

gogbobooobooobooobooboooooobooobooboobbobooboobobobobo

gooodbooboobooobobooboooboobobboob0oobooboobon
gbooobbooboooboboobbuooboobobooboobon

o SPIDOIDOODODO

0il000o0oO0obOo0oooboboooooboOooboggDefaultdgoooon

gwabooooogoboooooooosiobooogbooooooboooobooobobooo
gbooobooboboobooboon

Ooooooodoip spi-filter log/Zipve spi-filter logO0 OO0 OO0 OOO0OOOOOO
e JOODODOO
0l00o0oodoolggooopoooloooon

oobobACcLOb0O0oboobooobooooboboooooboobooboboooboooDo
goooooboboooooboog

O0000000001p access-list/ipv6 access-list0 00000000 O0OOO0O

e P2POLOONO

0l1000000boooobooodOwinny/shared 00000100 bittorrentd 000500
go

m net-ratelimitO0O

goobooooboobuoobobobobooboobobobooboooboobobobobooDbo

boSODDoSUO O etcU O UIDOOODOUODOOOOODOODLOOOOODLOOOOOODODOOODODO
gooobobooobobooboobon

gs0godboooooboooooboobbobbobooboboboOom

UooboobobbOoboo0boobOo0obOdDsupress messagel 00O O0OQOOoOoOonOO
gooboobobbobooboobobooboo

Oip martian-log0 00000 0OO00OO
OL2TPv30 0 000 OO O O Error:Unknown session SESSION IDO O 0O 0O
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dhcp-server mode

O OO command

nxrg240#configure terminal

Enter configuration commands, one per line.

End with CNTL/Z.

nxrg240(config)#dhcp-server <1-64>
nxrg240(dhcps-config)#

O network

ogoooooo
ooooooa
0 No 0
oo oo

O lease-time
ogoooooo
ooooooa
oo o oo
O No O

O gateway

gooooon
goooooo
oo o oo
0 No 0

O domain

goooooo
ogoooooaa
oo o oo
O No O

O dns-server
goooooo
goooood

oo 0O oo
U No U
oo oo

pHCPO OO UOODOOOUOODOOOODOOOODO

network A.B.C.D/M range <starting IP: E.F.G.H> <ending IP: 1.J.K.L>

no network A.B.C.D/M range <starting IP: E.F.G.H> <ending IP: 1.J.K.L>
001000000000 00000000OOnetwork0O00O00O00OO0O0OO

IPOO000000OD0OO0OOOOODOO0

lease-time <default:60-15552000> <max:60-15552000>
lease-time 21600 43200

no lease-time (=lease-time 21600 43200)

pHCPO O DOOOODOOUOOOOOOODOOOOOwOOOODOOOODO
gateway A.B.C.D

no gateway

no gateway

DHCPO O O ODODOODOODODOODOODODOOO
domain DOMAIN

no domain

no domain

DHCPO OO D OOUOODOOOODNSOUODOODDOODOOODOOOO
dns-server <primary DNS: A.B.C.D>

dns-server <primary DNS: A.B.C.D> <secondary DNS: A.B.C.D>
no dns-server

no dns-server
doogoooNsOdooogogoNsOoooooooooogn
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O netbios-server

goooogon
goooooo

g0 o oo
| No U
RN oo

NetBIOSO OO DO IPODOOOOODOODOO

netbios <primary NetBIOS: A.B.C.D>

netbios <primary NetBIOS: A.B.C.D> <secondary NetBIOS: A.B.C.D>
no netbios-server

no netbios-serverd (= Delete)
O0o00oooooboooooooooooooog

O netbios-scope-id

goooogon
goooooo
go o gobo
a No g

O sip-server
ggooood
ggooooo

g0 o oo
| No U
RN oo

NetBIOSO O OO IDODOOOOODOO
netbios-scope-id SCOPED-ID

no netbios-scope-id

no netbios-scope-id

DHCP clientO OO SIP server0 00O OO DOSIP server addressO0 0000000
sip-server A.B.C.D (JA.B.C.D)

sip-server FQDN (]FQDN)

no sip-server

no sip-server

IPvd addressO0 00 FQDNO OO 200 0000000000000

O RFC2131 compatibility broadcast bit

goooogo

ODHCP serverJ 0 OO RFC21310000C00O0DOOOODOCOOODODOONODORFC21310 0 broadcast
bitd 1000 DHCP packetd O 0O OO OO MAC address O broadcast(FF:FF:FF:FF:FF:FF)O O OO
gooooooooooon

0000000000000 00OObroadcast bitd OO O OO ODHCP packet D OO O O O unicast
frame(O O O destination IP address0 OO0 0O00OOOOOOOOOOO limited broadcast)d O

goooboo

OO000D00D00O0OdefaultDOOODO0O

goooogo
go o oo
| No |

rfc2131-compatibility broadcast-bit enable
rfc2131-compatibility broadcast-bit enable
no rfc2131-compatibility broadcast-bit enable
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dhcp-relay mode

DHCPv4OI OO OO

DHCPvAO OO DOODOLANOOOOODOOO0O0D0000D000O0ODHPOOOOOOPPPOODOODOO
00000000000000000000000000000000000000000000000
000000000000000000000000

0000000000 0Db00DODOOpHecPOO O OO giaddrO DO OO ODODHCPO DO ODODO
OO00ooOooOoooimv4a0O0ODOOOOODOODODHCPOOODOOgiaddrd OO0 DOOOOODOODODOO
ooooboboooboboooobooooboboo

O 00 command

nxrg240#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxrg240(config)#dhcp-relay

nxrg240(dhcpr-config)#

0 address

ooooooo BOOTP Request 0 D D 0O OO O OOOOODHCPO OO O IPOOODOODOOODOODO
goooooo address A.B.C.D

oo 0O oOd no address

a No a no address A.B.C.D

ooooooo OODHCPOODOOO400000DOO0DODOODOO

O accept

ooooooo

ODHCPO DO ODODODDOOODDDOOUODDOOODOODODDOOONO BOOTP Request O DO OODO
gooopooodooooooooooooogo

gOo0O00O00d  accept ethernet <0-2>

O No O no accept ethernet <0-2>

ooooooo

OO00O000O0OO0O0O0O00OOO0DO0O BOOTP RequestD OO OO DROPOO OO

OEthernet0 000000000000 DOOOO0DOOOODOOO00OODOOOO EthernetD OO
gooopoooooooooooooooo
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ipsec local policy mode

O OO0 command
nxrg240(config)#ipsec local policy <policy:1-255>
nxrg240(config-ipsec-local)#

O address
ooooooo IPsec tunnel OO OO IPOOOODOOO
0000000  address ip (JA.B.C.D)
address ipv6 (JX:X::X:X)
o0 oo
Oipv6e000D0O0000ODOOO
OoOoo 6000000000000 000000000O0O0OO IPsecO000D0OODOOODO
Oipv6e000000D00OO0OO0OO
O1lIPsec policy XOOOOOOOOOODODODODOOOOOO IPveOODODODOOOOODOOOODODODODO
ooo

O self-identity
gogoooog goooimmpooooood

gooooogd  self-identity fgdn FQDN (O = centurysys.co-jp)
self-identity user-fqdn USER@FQDN (O : user@centurysys.co.jp)
self-identity dn DN (Cooooooooon)
self-identity key KEY-ID (KEY IDODODOODODOMm

oo 0O oo no self-identity
O No O  no self-identity
od Ood
ONODOUOOOoOoouoooooobooooooo
C=JP,ST=Tokyo,O=century,0U=dev,CN=nxrl.centurysys.co. jp,E=admin@centurysys.co.jp

O x509 certificate

Joooooo  X.h500000000000

ooooooo x509 certificate CERTIFICATE oooooooo
a No O no x509 certificate goooooood
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s(00IPO00OCDOOOCOOOCOOOOO

oOoOmwroooooooOoooooooon

IKEvi main0 000000000000 IDO0O0O0OO0OphaselD000O0OD0OOOCOODODOODOOOODO
000oO0oOoopskKODODODOODOOODIDODPSKOODOOODODDDODODODOOOODDOODODOOOOO
OooopPSKOODOODOODODODOODOOOOOIPOOODDOOODOODO
000000000oooooo0oooooooIP00D0O0O0O0OOOO0DDOOOOresponderd
oooooioiPO00O0OO0OPKOOODODOODODODODODODODODODODODOOOOOOIPOOOOOOO
000000oooooooooo0o0ooo0o00oooooooooooooooo
OAggressive 0 0000000

OMain0 00000000000 0ODOO0O0OOOOPSKOODOOO
O000000ooooopskKOOOOODOOOOODOODOODODODODOoOoOooooOooOoOO™
000000000000 000PSK/ARSADDDODOOUODDOODDO D xawthOOOOOOOOOODODO
OIKv2000IDO000000 ScO00000000oooooooo P00 oooooooong
OO00OPSKOOOODPSKODOODODOODDOODOD

OO0 IwPO0O0OOO0OOOOPSKOOODOOOO
gbobooiwoooooobooborooooopPsKkOooobobobooooomwroooog
goooobompooboooobobobooboo
g0oOoOoOoommbooooooOoogooo mgooogn aggressive0 00 0O0OO0O0O0O0OOO
goboooboooooboobooboboobooboobooboo
gbobooooboboboooowooooooo pobobooooooooowrooooDgpPsKd
gobooobooobooomoiipPoobooopsKOoDoooooIPobbooboobooboob o
gogom
gobooboobooobooooobowroobooobNsOoooobobooopPsKOobooooooo
goo
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ipsec isakmp policy mode

O OO command

nxrg240#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxrg240(config)#ipsec isakmp policy <policy:1-65535>
nxrg240(config-ipsec-isakmp)#

O description

oopoooog ISAKMP policyO0 O OO OOOOOO
ooooooo description DESCRIPTION

g No g no description

O version

ooooooo IKEOOODOOO(KEVI/IKEV2) DO O OO O OO

oooooog  version (112)

oo 0O OO0 version 1

0ood oo

OIPsec ISAKMP policy D00 DOOD0ODOOOOOOCKEVIO IKEV2OOOODOOOOOOOODOO
0)o

m IKEOOOOOOOO

O IKEvl

OO0OOOresponder 00000000000 OOOOOOODONItIator 0000000000 0O0OO
transform playload D0 0000000000 O0ODOOOOODOODOOOOODOODOO
ooo0oOoooOoooOo0U0oooOo0OoDOOoDOoO000oDoOOoUOoDoOUOUOOoooODESODOODOOO
oo0000O00oo0obOoUobo0ooOoboOoooOOobOobooDeSOObOODOOODOObOODODbDOOO

O IKEv2

O000O0O responder0 000000000 transformO0 000000000 hashOOOOOODODOO
oooooooooooooogo

O hash

0000000 O0O0000000000000000
0000000  hash (md5]shal]sha256]|sha384|sha512)
oo 0O OO0 hash shal

O encryption

0000000 O0O000000000000000
ooooooo encryption (aesl28]aesl192]aes256|des]|3des)
OO0 O OO  encryption aesl28

O group

ooooooo DHI Diffie-HelmanO gr