FutureNet NXRL [0
O0ddooono CLit

NXR-120/C v5.11.1 000
NXR-125/CX v5.10.1 000
NXR-130/C v5.11.1 000
NXR-155/C-WM v5.12.0000
NXR-1200 v5.8.6 0 OO
Release 3

‘Iﬁ:ﬂnum SYSTEMS



I 5
I 6
I 7
I 8
04 A 9
B2 4 0 11
OO00000000 O ONKR=-130/CH «u et e e et e e e e e e e e e e e e eeeeeeenaaeaaaaaan 13
OO00000000DOONXR=155/C- WM « e o i e et e e e e e e eeeeenccaaeeeenaaaaaaanan 15
G 10 A 17
I 19

I 2 20
I 21
2 5 A 22
3 520 23
2 1 A 24
3 Y O 25
0 AR 26

I 27
(1 A 28
O00000O0000 (Consoled O :NXR-120/C) < ueue et e e eeeeeeeccaaaennnannn 29
0000000000 (Consoled O NXR=125/CX) - ueeme e e e e e e e eeeeeeaanaas 30
0000000000 (Consoled O :NXR-130/C) < uune e e e c e e e e caaaeannannn 31
0000000000 (Console OO :NXR-155/C-WM) ..ot eeeeeeens 32
0000000000 (Console T O :NXR-1200) < uuueee e e e eee e aaaaaeeenacaaaaaannnns 33
O000000000onsole D0 NXRODO O OO0 ) weeceeeee e aeeeeeeeacaaaaeannnns 34
= 1T o T 35
(10 A 36
I 38
A 39
O400000000D00D0 seeciaeeeeaaaaeceaaascccaasssncnassascaasscnaassscnaasssnnnnsns 40
A 41
O500VIew(EXEC) NOUE . .ccuccoeiiee i ceecceccaaccaaaccaaaccaaecaaccaaccasccaascaasnanenanannn 42
VAT (=Gl TR 11 L= 43
O600global Node .....ccree i ceciaecceeccaneccaaccaaccaasccaascaaacaaecancnanannn 66
0] o] o= I T T = 67
O700i0nterface NOde .....c.cciciieeiieieiaaaaaccaaaaccccasecccaaascacaaaascnaasannananns 112
L) 1= T 0 To T [ 113
O800interface tunnel Node ........cciiiiiiiiioiaieieaiesecccaaaacccaaaacncaaaancannnns 132
interface tunnel Node . ... .. it 133
D900 interface ppp NOUe ...ccicoeiioei i iaeccaeccaeccaaeccaaccaaccaaaccaasccaascaaecanens 145
INterface PPP NOOE ..ottt et et et e e 146
O01000dNS NOUE - ccuuceeaeeecaaasecccasccccaaascecaaassnenassncanaascncaassscnaassnnannnns 163
0 S T T [ 164

I I 2 o T oo [ 166
22 000 [ 167
O1200012tpv3-tunnel Node .....coiiiii i iiiicceccceccacccaacccaccasccaancaaacaaenn 168

I2tpv3 tuNnel parameterS .t et et e e 169



01300 12tpv3-Xconnect NOUe ... ..cocccceiecccaeecccaaacccaasacccaaaecccaaaaacnaasannannnnn 171

I2tpV3 XCONNECT ParameterS .. it et et et et et e 172
01400 12tpv3-group NOOE ...cccueeccceuccccaaaecccaasacccaaasacccaasscacaassancaaasancanasnn 174
D 2tpV3-groUD NOOE ... et et et et e e e 175
I 3 I o T o [ 176
Lo T 400 [ 177
0160 00SPF NOUE - cuciiieee i ieieiicceeccccaaacccacaascccaaasacccaasscccaaasacnacaasannannnnn 179
01T 01 1T o [ 180
e I o o O 4T T IR 183
0T 20 = 184
I 1 o T o [ RS 191
L 00 = 192
I Voo R 193
R0 S T oL 194
0200 08ysIOg NOAE - .- cnneee e e eeeaeca e e ccmeeeeeemcmaaaaaaaan 198
SYSHOg NOAE .. e e e e e e 199
021 00dhcp-Server NOe . .....cceueccoeeeccaaaecccacaaaecccaassaccaaasacccaaascacaaasannannnn 203
0] Tt o BT =T T g 0o [ 204
O 220 0dhep-relay NOAe . ... ..o e c e e e e e eeeeaaeaaaaaaaaaaaan 206
dhcp-relay NOOe . . ...t e e e e e 207
O 2300 ipsec local poliicy Node ... ..o e eeeeeaea e aacaaaann 208
ipsec local policCy NOOE .. ..ottt ettt d e c e 209
O 2400 ipsec isakmp policy NOde ... ..o i eeeeeeea e aaaaaaaan 210
ipsec isakmp policy NOde . . ... 211
O 2500 iipsec tunnel poliicy Node ... ..o i eeeeeeeaa e aaaaaaaan 220
ipsec tunnel policy NOde . ... .o 221
0 260 00UPNP NOOE - oo eee e e e eeemeeam e cmceeeeeaeaommmaaaaaaaann 224
0T T o [ 225
0 2700Q0S (class-policy) node ... ..o ceeeeeaea e aaaaaaaan 226
Q0S (class-poliCy) NOOe . ...ttt e e e e 227
0280 0QoS (class-Filter) node . ... ..o i e eeeaeacaa e aaaaaaaaan 231
Q0S (class-TIlter) NOde . ...ttt e e e et et et e 232
0290 0CRP client NOde .. ... i e e ceeeeeeemaeaaaaaaaann 233
O o =T 0 T o[ 234
0 300 0 route-map NOAE - ... ucoo oo e eeeaaae o mcceeeeaaeaommmmaaaaaaaann 235
Lo TU L W17 T o T 0o [ 236
0 310 0Web Authenticate NOOE .......cccceeeeeeoeeunnnsennnnnneenneseeeassanannnnnnnnnns 239
Web Authentication NOOe . ... e et et et o e e e c e 240
0320 0WarpLink node .. ...c.cocoiee i eeiciaceeecccasaccccaasacccaasscccaassaccaasancaannnn 244
L U oI ]G T L= 245
0O 330 O Extended track IP reachability node ........ ..o iiiiiiiiaa i e e aaaaaannn 247
Netevent O 00 O O (ip reachability) ... oot d i e aaaaaaaan 248
O 340 O Extended track IPv6 reachability node ........... o iiiiiiiiiii i iaaaanann 251
Netevent O 00 0O O (Ipv6 reachabi lIty) ... o i i e aaa e 252
O 350 O0MonItor-10g NOAe .. ... e e e e e e c e ceeeeeemamaaaaaaaann 255
I 256
0 360 O interface WiMAX Node .. ... e i ceeeeeeca e aaaaaaaan 259

INterface WIMAX NOOE . .. i e e e e e et e e eeecceaceaceacaaeeaeaannn 260



I 270

I 271
I o AR 272
0 1Y 275
I 1YY o AR 276
I 279
0o 3 AN 280
OO0 BOPacket Traveling - ...cociiconiiaeiieiceccaeccaaccaeccaaeccaaccaaccaaaccasccaaananens 281
Packet Traveling ...t et et et et e 282
00O COPolicy based IPsecd Route based IPSEC ....cccceroiiiceiceerceccaaccanccancaann- 287
I S oy o 1= R 1 o= o 288
I (o U (= o = Y=o B ] o 290
OO0 DOIKEV2 Protocol ... iiie i ieicicceeecccasscccaasaccaaascacaaasacnaasannannnnn 296
TKEV2 ProtoCOl ..ot et et ettt e et et e 297
OO0 EOFirmware update .. ....ccceercceeccaaaecccaaaacccaaseccaaascmcaaasamnaanannnnnnnn 303
FIrmware UPate .. ...ttt et et et et e e ceeceeceeaaeaaecaecaeaaenaeaaaaaaaaaaannn 304
OO0 FONetevent O [ ... ie i iee i e cecccaccaaccaaccaecaeccaaacaaccaamaamaannnenn 307
L= =T o 308
I Y 314
RRP L e ettt e e e e e 315
OO0 HOOODOODODODOD cceeeccaeeecccaaaseccaasscccaassaccaassmccaasscmcaassscnaassnnnnnansns 318

I 319



g ood

l0gbgobooobooobooobobbooboobooboobooobobobooboo
gobooboooboobooboboboobooobuoobobobboobooboobooobo
gboboobobooooobobon

2000000000DO0000D00DOODODOOOODOOOODOOOODODOOD
goooboboobooobobooooobon

sgboobooboboobooboobooboobooboobo

400000000000 O000DO0ODODO0ODOODOOODObODOODOODODDODO
gooooo

s50b000booboboobuooboooboboobooboboobuoobobooboo
gooobobooobobooobobog

g o0ood

O DRitureNetU O OO OO0OOO0OO0DOOOODOODODOOODOO
O UQ WiMAX OOUQ ODOUODOOOOoUObOOoboooobooboooboobooooo

O 0boobooooboobooobooboobooobobooboobon



dooobooooooon

gbooboobobooooboboobobooboobo
gobooboboboobooboobooobuoobobobooboooboobon

gboobobooobooboboobooboobobooboobooboboo

gooboood

O FutureNet NXROO OO OO0OO

00O NXR-120/C | NXR-125/CX | NXR-130/C | NXR-155/C-WM | NXR-1200
00 oo
00ooooooooo oo
0000000000000 oo
ooQ oo
ooQ oo
LNODOOO@Ooooo) 0o O
RJ-45/D-sub90 0000000 O0) 0o O
AC0D0O00/00000 0o 0o
ooQ 0o O
0000000000000 00 O
00oooooo 00 O
00ooooooooo O oo O oo O
00000o0o0oo O 0o O 0o O
CARDOOOODODOOO O 0o O
00 0O (SWiM WA0003) O oo O
WiMAX MACO 00O D000 O oo O
00O0ooo0ooooo O oo
0000000000 O 0o

gbgbodooobooboooobbooboobuoobooobon




oooooan



010 oooooao

ooo0booooo

FutureNet NXARO O OO DOOOO0D0OO0OODOOO0OO0O0ODOO0ODOODOODOOO0OO0O0O0O0O0OOOOO
obOOdOwbOOODOOOOOOODOO

O FutureNet NXR-120/C
http://www.centurysys.co.jp/router/nxr120c.html

O FutureNet NXR-125/CX
http://www.centurysys.co.jp/router/nxr125cx.html

O FutureNet NXR-130/C
http://www.centurysys.co.jp/router/nxrl30c.html

O FutureNet NXR-155/C-WM
http://www.centurysys.co.jp/router/nxr155cwm.html

0 FutureNet NXR-1200
http://www.centurysys.co.jp/router/nxr1200.html



010 Oo0o0o0

O0O000000O0O0OONXR-120/CO

OOooOO (NXR-120/C)

® @ ® @

™
spp ETHERO |k spp ETHERT | Nk CONSOLE ‘";ﬂ:EHTIIIW SYSTEMS

FutureNeth)B(Rﬂzolc
LH_F LH_F Tl izl |
\ I I .H PWR STS1 STS2 usB AUX1  AUX2 ’[
T T T 17 1T 1
N i Y Y Y N A | ¥
® ® @® ® @ O ®

O ETHER 00 OO
gowNobgooooboooogooo

O ETHER 1000
gowaODOooooooooooo

O CONSOLEO OO
cLicobooooooooo
EtherretO OO LANOODODOODOOODOODO

O usBOOO
USB Flash OO OOODOOUSB OOOOOOOO
goboooooboobon

O SPD LED(O 7 O)
ETHERNET 0 0000000000000

10BASE-T DO DO DO OOO . .
100BASE-TX DO O ODOODO |
1000BASE-T DO O ODOODO |

O LINK LED(O)
ETHER 000000000000

Link Down O . .
Link UPO -Omm
ooooon - -

S

O PWR LED(O)
00000000000000
00000 - -

O STS1 LED(O)

000000000 0000000D0D00DDOO
ooooooo :
0ooooooooo . .
DDDDDDDDDDDDDDDDDD%&

O STS2 LED(O)
000000000000000000000
0ooooO0ooooo

0000000 -
Ooooooo .
0000000000 :

gobodLwLb obooboooobooobon
goobooboooboooboooo

STS1 LEDO 0. g
STS2 LEDO 0O
0

O USB LED(O)

USB 0OOOOODODODOOD
UB ODOOOOOODO O
USB OOOOOOOD O -

O AUX1 LED(O)

O AUX2 LED(O)
0000o00ooooooooooooooooo
0o00o00oooooooooooooooDed
global node system ledO0 OO OOOOOO0O

AUX1 AUX2
0o0ooooooon ; =g .
000000 unknown] : W B

OO0 OSignal Level 1 : WE[] BN
O Signal Level 2 : W50 mm
O Signal Level 3 : BB°C BN



010 000000

O0O0000000O0O0ONXR-120/CO

ODoooOO (NXR-120/C)

Va ™
CONFIG pesy
INIT — e-e_@
II
FutureNet NXR-120/C ‘ ‘ @‘
L |
O] @ ®
O INNTOOO O CONFIG
uoooooooooodoooooooooo gooooooobobobboooooooboooboo
ooooooo ggoobobobbooooobbboooa
LiNnIToDoooooooooooooooon
2.5TS1 LEDO OO DOOOOOOOOINIT O Dbpcsvoooooa
goooooooooooooood JodooACObOooooooonoo

ob-00b-00

3.5TS1 LeDO O O0DOOO0DOOONITOOODOO
gogostsyt LebOobooooooooon
oooobooobogon

00000 (NXR-120/C)

0 FeOO
0ooooooooo
@] 0 0000000000000000
\
— — 0 0000000000
® @ 000000000000000000

10



010 000000

O0O00O00000O00O0ONXR-125/CX0O

ODooOO0 (NXR-125/CX)

® @ ©) @
1 ™
[ o 1 e oo 2 TAHERO 5 L weo 4 i ETHERT “ceuTom systew }
”W‘m
uU$BO
I ] I (P 5y e
AN | U
® © @® W
O ETHER 0000 0O sTs2 LED(O)
10BASE-T/100BASE-TX/1000BASE-TO 10 4000 0 [ bcoooooooooooooooooooooooo
00000 WWOO00000000000 pooood
00 OND Om
0 ETHER 1000 boooood ;O -
10BASE-T/100BASE-TX/1000BASE-T I [0 I Ethernet 0 [J oooooboo(@ooooooon)
000000 WANDODOOOOOOOO0O0000 Om
O USBO LED(O)
O CONSOLED O O USB 00000000000000000
cioooooooooon UseO 000 o000l ddm
Ethernet 000 LANO OO OO00000OO ussboooonoooooitm
O USB0O OO O AUX1 LED(O)/ 0 AUX2 LED(O)
USB Flash 00D DDOOUSB 00000 OOOOO 0000000000D0D0000000000000
oooooooo O0O0O00 60 global node system led O OO 1
[ AUX1 0 AUX2
O SPD LED(O /0) 00000000000 :OwOOm
ETHER 0000000000000 0 00 OOOOunknownd :OmO0m
10BASE-T DODOOOOOO: m 00 Signal Level 0-1 :OmOJ0m
100BASE-TX OO OO0O00: m Signal Level 2 :OmO0m
1000BASE-T 0000000 : m Signal Level 3 :OmO0m
O LINK LED(O) O00O0PPPOOD tunnel 000000000
ETHER 0000000 00000000 ooo OO0m
Link Down O Om gogoboo 0O0m
Link UPD Om
O USB1 LED(O)
O PWR LED(O) USB 0000 1000000000000
00000000000000 USBOOO0D 10000000 m.
00 OND OO0m USBOOO0D010000000m
O STS1 LED(O /0) O CARD LED
00000000000000000000000 0000000000000000
00 OND Om 00000000 OOm
0000000 Om 00000000 OOm

DDDDDDDDDDDE}
O0ogoPPPOOD wnneld0OD0OO0OO0O0OO
OO0 60 global noded system ledd O O [ 11
ooo O0m
ogoooo O0mw



010 000000

O0O0000000O0O0ONXR-125/CX0

OOO000 (NXR-125/CX)

(1

[ : CARD :
E E INIT
rutarenet NXRLIZEGX |77 @

DC 5V

usB1 CONFIG CABLE e_c._@

[ e

WJ

J

|

U

@ @

O CARDOOOO

goooooboobobooo
goooobooboooboooooooooobog
gbooboooooboboboboobooboobo
CARDODOODOOO0ObOODbOODOOn

O INITOOO
gboobobobooooboobooobooboboboboo
gogo

O useiOOO

USB Flash DO OO OQOOUSB OOOOOOOOOO
gooooooon

00000 (NXR-125/CX)

12

® @ &® ©

O CONFIG
gboboboobooobooboboboooobooob
gbooboobooooooooobo

O CABLE CRAMP
ACOOU0O0ODOOUODDbOOObOOOobDOoOobOoOoDbed
gboboooooooboboooooob

gobobogooobooobobobooboooboobooon
ooooooo

ODCSvOOOOOO
oooooAcOOboooooooDo

0O F(OO0O0D
oooooooooo
ocooooooooboobooboooo

O 00ooooooooo
ocooooooooooobobooboooo



010 000000

O00000000O0OONXR-130/7CO

00000 (WR-130/C) () © DD
‘"'Iﬁ:munv SYSTEMS I l Futurenct NXR-130/C
/QLRCK ‘i:‘_l;lliulzj‘_l;llﬁ:':l_liljﬁ USB STATUS1
o ] . e e
INIT — SNENG)
% DC 5V CONSOLE ETHER O ETHER 1 ETHER 2 uUsB RELEASE
P @ @ ® ® @ O O @®
O Fe(ODOOO 0O ETHER 1000
ogooooooooo OOwANOODODOooooooooa

goooboboobooobobogon
O ETHER 2000

O INNTOOoO goboMmzoooooooooobgoo

goooboobogoooobobooboboooo

goooooo OO0O0ODETHERD O O O I O Gigabit Ethernet
1.Initddo0o0o0ooooooooogoo 0000000000000 0000oooon
2.STATUS1 LEDO O ODOOODOODOODO Init 0ooo0ooooooon
vboooooooouobooonoo OO0O0O0O0oooO AutoMDiZMDl-XO OO OO
ot-00-00 EthernetO OO LANOOOODOODOODOOOOODO

3.STATUSL LEDO O OODOOCOOOmMit0oCOO
OO0O0OD0O0OSTATUSY LEDO DO ODOODOODO O SPEED LEDO O /00O

oooooooooooon ETHERNETO O OO OGOoOOoOoooooad
10BASE-TO OO ODOOODOOOCEE

0 ocsvOOOOoOoOO0OOoODOOOODOOO 100BASE-TXO D OO DO OOOQOCmm
Oo0o00oOoAcObDodooooooon 1000BASE-TO O DO OO OO QO mEm

oboooooboooopchoooobooooog
0000000000000 0b0ob0obOobO0 O LINK/ZACT LEDO OO
oboooooboooogopcoboboooobooon ETHERNETO OO OO O0O0O0O0O0O0OOoOoOoO

00000000000000 Link Down 0 0 O 0 ==
0000000000000000000000 Link POO OO0
0000000000 00000000 gm-

O CONSOLEO O O O usBOOO

cLi0000O00ooooon USB Flash 0000000 USB 00D0OO0OO
Ethernet 000 LANO OO ODOOOOOOO 0000000000000

O ETHER 00 OO
gbwANobgbooobogooobooo

13



0il0 oooooao

O0000000O0OO0OONXR-130/7CO

O RELEASEO OO
USB flashO OO OOODOOOOODODOOOODO
oOobooguse flash DOOOOO0OO0OOOO0DOO
gbooobooooooobooboo

1. RELEASE OO OOOO0O@3 0O)

2. USB LED OO OOODO

3. USB flash OO OOOODOO

O USB LEDO OO

USB OODODOOODOOO0OOOO
USB OOODOOODOO 0c@
USB OODOOODOOO 0@

O STATUS1 LEDO OO

000000000 0000000000ooooon
0000000000ooon®
000000oooooooon®
000000000000000000 .

gooobooooosTatusicoooooon
ooooboobobbooboobooooog
gooboood

O STATUS2 LEDO OO

0000000000000 0000000000

ooooOoooon
000000oooooooon®
D000D0D0000000:
000000oooooooon®

STATUS LEDO O OO ODOOOOOODOOOOOO

00o0000oo0ooooo
STATUS1 LEDOD O O @
STATUS2 LEDOD O O @

O POWER LEDO OO

gboooboobogooboboooo
0000000 '@

14



010 O0000oao

O00O0OO000O00O00OONXR-155/C-wMO

00000 (NXR-155/C-WM)
) @ €) )

[ spD__1__UINK _spD__2 LINK SPDO 3__LINK _SPD__4  LINK ET E'TJLK CSONFOLE ‘c[“]’“nvsvs'““ 1
Il Fturenet NXR-155/C
UsBo

A [ e

— 14— U

H IEEEEEES |
U
® ® @® © ® a @
O ETHER 0000 O STS2 LED(O)
10BASE-T/100BASE-TX/1000BASE-TO 00 40000 O 00000D000000000D00000000000
00000 LWLNOOOOOOODOODOOOO oooooo
OO0 OoND Om
O ETHER 1000 ooooooo :000000
10BASE-T/100BASE-TX/1000BASE-T 0 O O Ethernet O O O0O00D0O0D0(@OoOooooonog)
O0O0O0O0OWWOOOOOOOOOoOOOoOO Om
O USBO LED(O)
O CONSOLEO OO USB 0000 0000000000000
cLiDooooooooon USBOOOD0ODODOOOOOm
Ethernet DO O LANODOOOOOOOOOO USBOOODO00O0D0O0OOOm
0O useoO OO O AUX1 LED(O)/0 AUX2 LED(O)
USB Flash 00O ODOODUSB 0DODOO0OO0O0O 000000000000 000000000000
uboooood 000060 global node O system ledd O O [1J
O AUX1 0 AUX2
O SPD LED(D /700) 00000000000 :OwO0Om
ETHER DO ODOOO0DO0ooan OO0 0OO000 unknownd :OmO0m
10BASE-T DO OODOUOD: m OO0 Signal Level 0-1 :OmO0m
100BASE-TX 0O O ODOD0 : = Signal Level 2 :Om 00w
1000BASE-T 00O ODOOD : m Signal Level 3 :Om 00w
O LINK LED(O) OO00OO0PPOOD tunnel D0 D 0OOOOD
ETHER 00 0000000000000 ooo OO0m
Link Down O Om oooo0O0 O0Om
Link UPO Om
O USBL LED(O)
O PWR LED(O) USB 0000 1000000000000
ooooooooooodod USBOOODO 10000000m
OooND Ub0m USBOO0DD 10000000 m
O STS1 LED(O /700) O EXT LED
gO00o0o0000O0bOO0O0oOOoo0boOooboOoooa O0000000DODOOoOoOoooooooon
O0oND Om 0000DO00O0O0m
ooooaod Om 0000000000 000O0.

0oDo0bOOoDbOoooooboo@o)
OOOgPPPOOD wnnelOO0O00OOO0OOOOOO
0o 6en global nodel system led 00O 15
ogo O0m
gooogd O0m



010 000000

OO00O0O000O00O0O0O0O0ONXR-155/C-wvO

OOOO0O (NXR-155/C-wM)

[ Q DC 5V l
T USB1 CONFIG CABLE o~ o g
t FutureNet NLI:);SSIC T e Ez m El @ J
@ @ ® @ & ®

O ANTENNA RX, ANTENNA TX/RX
oo0ooooooooooooo

O INNTO0OO
gboboboobooboobobobobobooooo
gooo

O usBiOOO
USB Flash OO0 OO OOOUSB OOOOOOOOoOO
gooooogo

O CONFIG

gboobooooobobobobooboooboban
gbooooooobobooboooboog

OOOO0O0 (NXR-155/C-wM)

16

O CABLE CRAMP
ACOODDbOUDbODbObDObObObObOODbOoDbOooODCcH
gooooooobobobooooooo
gooooboooboooobooooooooooog
goooooo

OD0CsvOOOoOonon
gooooACOOboooooboobo

O r@OOOOOO
goooboooooog
gooboboboboooooodg

O Oooooooooo
gbooboobooooobooboobobo



010 000000

OO00OO0O00O0O0OOONXR-12000

00000 (NXR-1200)

Ol loooooo DI o s 000 "5‘_?:0"::0“5 1 oo O
O I E=E=E==l8E=H SER==E ©
O 1 (T1 [T 1 O

20® ®® @® ©) ® 0RBW®E
ooooo oo O mitoOooo

000 0 edUbO O eOOO O O

O SYSTEM 2 LED(e )
0OoO000000000000O0
0000000 O O
0000000 @OO000000)0 e

O SYSTEM 1 LED(e )
0000000

O Ether 3 LED(e )OO Ether 2 LED(e )
O Ether 1 LED(e )OO Ether 0 LED(e )
OEether0D00000O0ODODODOO

Link uPO O OO e

Link DOWNO OO e

oooooo oo

O USB Status LED(- )
USBO 000000000000 0000000
00000 e - [ -
0000 O
OusB0 000000000 00000
0000 e - [ - e

O usBOOOO
ooooooussoooooobooooooboon
oooobooooboobooboboobo
1.yseO00O0O0O0OO0O@30)

2. USB LED OO ODOOO
.useOD0bonooooooonog

O Init Status LED(- )
ogoooooooooo
goooo o
Omnitddddooooooooooo o
oooono O e

17

gbooboobobooooboboooboobob

gooooo
1.mitD0000000ooooooooooon

2.Init Status LEDO OO OODOOOOODOO
nitbC00o0oo0oo0ooooooooog
oo -0b-00

3.Init Status LEDO OO OOODOOO InitO
OooOoOoobDOOiInit Status LEDO DO OO O
gooobobogooooboboooo

O usBOOOOOOO
googobgouss0boooooooboooon
gboooboooooboooooobooboouseO
gooboooboboooboboooon

O RS-232000(D-Sub 90 0O)
gooocuigooboooobooboooogoon
oo

O Temp LED(e )
ooooooooogo
00000000000 00ooodO O e

O CF LED(- )
000000 CFODDOOOOONDNOOoONOonoon
CFOODOODOO O

O Power LED(e )
oooooooooooo
O000o0ooooooog O e

O PpowerdOGQOQOQd
odod0oo0ooDooooooooooooon
oooo
odo0Doo0oooDoooooooooonoon
ooooooooo



01l0d oooooao

OO00O00000O00O0ONXR-12000

00000 (NXR-1200)

0
)|
]

0

0 OOoO0OoO0oo0oDoooao
goooooboboooooboboooo

O RS-232000(D-Sub 9001 0O)
ocoooooo

O Ether0O O O (RI-45)

O EtherlO O O (RJ-45)

O Ether20 O O (RI-45)

O Ether30 O O (RJ-45)

Ethernet 00O LANOO D OOO0OOODO0OO0OO
00 AutoMDI/MDI-X OO 000

O LINNOOODOe O
EtherUO0O0OO0O0ODOOOODOOO
Link bowNO O OO e
Link PO O OO0 e
ooooooo oo

0 O00O0O0O0O0OOe /o O
Ethernet0 00O OO0OOO0DOODO
10Base-TO OO OO e
100Base-TXO OO O e
1000Base-TO OO O

18




o1i0 oooooao

oooood

gbooobooobooboobooboobobooobooboobooon

ooooooooo
0D0000000000000000000WNDOOODOO0D0O00D0000000000000

OADSLO OO /CATVO O O /0NU OO O 10BASE-TO 100BASE-TX 0 O O 1000BASE-TO O OO OO OO
gboooooboobon

gogboobobooboobooboobobooboobooboobobooboobo

goobooboboboobooboobooboboobooboobobobooboobooboo
gooooo

gooboooooao
OTCP/IPOOOODOOOSODOOOOOOOODOOOODO

geuioooooooobooobooobooboobobooboobooboooDbooooo o
00000000 0C000OOCO00DOOOoOOoOoOdO Internet Explorer 8 00O OOODO
goooooo

oooooobooooooboooboooooobooooobobobooogooosoooogon
goooboobogobog
osOCO0fdOf0OooU0U0bOOoOoUU0DOOO00U0ODOOdWLAWOODO/00000DOOOODOOO
goooboooboobobooboooboobobooobooboboboobooboobobo
gbooooobooobo

19



ooooad



020 00000

dooObooooooooon

gbooboobgooboboboobon
goooboooboobooboooboooboobuooboboobooobooon

A ooo

goooboooboobooboobobbooboobooboboooboobooboooo
goooboooboboobooobooboboboobooob

& ooo

ACOIDUDbOO0OUbOUbUObOOoObObOooACOboboooooboboboobDobooboDboo
gboooboobogoobobooo

gooobooboobobbobbooboobobooboobo

gooAcOdbgoobooboboobooboobobboobooboobobbobDooboon
gooooo

\.

A ooo

OO000OCOO0ODOOCOARP tableO0O0OO0OOOODOPCOOODOOOOODOOOODOOOOPC
0000000000000 00000b0DO000O0DO0ObO0ODb0O0ODARP tableDODOOODOODO
(ooooOo)ooooouooboooopooooobooooo

21



020 00000

OO0000O00O0ONXrR-120/CO

NXR-120/CO PCO xpSLO OO /0000000 /NNOOO0OOOOCOOOOOOOOOO

ood<d»> A3 =3yt
O oo
P0 ETHERD Lk spo ETHERT g CONSOLE ‘ u:::'e s:m:;( I
LAl u@“ 1
Hl e e
L ——
r—FNETL
/ADSLE T Ls
ey
PC
O oo
FutureNet NXR-120/C ‘ e‘g \
| |

1 oooOxbSLOoOO/00000D0 00O /oNng PA

HBO O M OOODDOOODODODOOOM OFFPO0O
goooboboobooboooo

2 O000O0OD0O0OD0O0OETHER 10000 OxbSL/

goboooboooNnOobDLANDODDOoDoDboOon
gooogo

3 O0oO0bD0O0O00OETHER OO DO OO PCO LAN
gooobobooooobon

0 Oboobooobobooobooboobooon
OCETHER o0 OO OODoOoopPCcOOOODOOOO

22

aveEvk

4 oooOoACOOODO0OACODbO0ODbODDbDOn
goooooooog

5 gbooobooboobobooboboon
gooooobgo

0000000 Ethernetd OO O O AutoMDl/
MoI-XOOOOO




020 00000

O000000O0ONXR-125/CXO

NXR-125/CX0O PCO xDSLO OO /0000000 /NNOOO0OOOOCOOOOOOOOOO

ooo<d»>
0O oo
a IAY
: 2 SINER0 5 e 4 L ETHER, CONSOLE " orTuRy sYsTEms
NN N )
T—TIWETL
/ADSLE T L
LN
PC
O oo

CARD

FutureNet NXR-125/CX @

usB1 CONFIG O FoAA
CABLE C @
CRAMP e-c

. B7r%

i

1 oooOxpsLOOO/000000 DO /0N PA

HBO O M OOOOODOOOOODOO oFFrOOO
goooboobooobobooboo

2 O00DU0000O0O0ETHER 10000 DOADSLO

oo/0000000/0NDOAMNOOOODOOOOOO
oooo

3 O000O00O0D0OOETHER OO OODOOHUBO PCO
LANDDODOOooooooooooo

0 oboboooooooooooooboboobo

UOLCETHER oD OO D OOOOpPCcODOOOODOO

avtev b

4 ooooACOO0OOoACOOODOonooonDg
goooooooog

5 gboooboobooboboobobooboon
oooooobgon

0000000 Ethernetd OO O OAutoMDl/
MoiI-XOooooao




020 00000

OO0000O000O0ONXR-130/CO

NXR-130/CO PCO xpSLO OO /0000O0O0O/ONODOO0OCOOOOOOOOOOOOO

ooo<0d >

F—JILETL/
ADSLE 7 Ls/ONU

1

FutureNet NN XR-130/C

si LINK _SPD

LINK _SPD LINK

‘"'HIEENTIIBY SYSTEMS

L]

= —— —

PD
il

= — —— c—— ]
ii

USB STATUST

o wem

CONSOLE ETHER 0 ETHER 1

— smus2 (B

ETHER 2 usB RELEASE

RRRaLEa

1 oooOxpsLOOO/00000 0O /0NO PA

HBO O M OOOODOOOOOODOO oFFP0O OO
gboooboobogoobobooo

2 000000000 ETHER 100000 xDSL O

oo/0000ooo/oubOOolLAmNooooDoog
gooooogo

3 O0ooU0O00000 ETHER 00O OO OETHER 2
goooopcO LANODODOOOODOODOOOO

T e, ’HUB'VbPCt; E -

f
i

—

—

—

—
LIRS "."-'."l'l

0 bdboboooooooooooboobooDo
ULCETHER oD OO D OOOOopPCcODOOOODOO

4 OOooOACODODODOACODbOObODDOn
gboooogooboog

5 gooobooboobgooooboboon
goooooogn

0000000 Ethernetd OO O O AutoMDl/

4 MpI-XOOOOO



020 00000

O0000O0 0O 0ONXR-155/C-wvO

NXR-155/C-WMO PCO xDSLO OO /0000000 /ONDCOOOOCOOOOODOOOOOOO

ood<Od>

, ETHERO _ETHERT - CONSOLE .

Js
sep 1w oo EINERO 3 i oen 4 i CENTURY SYSTEMS
I FutureNetNXR-155/C
USBO
LLI_HJ LLI_HJ LLI_HJ LLI_HJ LLI_HJ ; ; user  Bxr ﬁ ﬁ

00 00 On 0D m oo
PWR _STS1 STS2 USBO AUXI AUX2

1
ﬁid il ==

4

T—JIET L
/ADSLE T Ls

——

ity '.'?Fw’"

PC

usB1 CONFIG CAQLE DC sV
INIT — CLAMP e € 0
BX ANTENNA TXIRX -I @

FutureNet NXR-155/C

1 goooOxbsLOOO/000000 0 /0NO PA avteyk

HBO DM ODOOOOODOOODOOD orFPOD O
gbooooobogoobobooo

2 000000000 ETHER 1000 O 0ADSLO 4 0ooDACDOODDACOODOODOODD

O0/0000000/NDOANOOODOOOOOOO goooboooooon
oooo

5 noooooooooooooooooooo
3 0000OOOOOEMR OOOOOOHBOPD goooO0OO0Oo0

LANODOOoooooooooonbo

O0OO0O0000 EthernetO OO O O AutoMDI/
0 boboboboooooooboobooboobo MpI-XOOOOO

OCETHER OO OO DOOOO0OOPCOODOOOODOO
25



020 00000

O0O000O0O00O0ONXR-12000

NXR-12000 0PCO ADSLO OO /70000OCOCO/ONNODOOOOOCOOOOOOOOOOO

DOO<d>
HUBASPC 7 & —
=~

00
B =
&

0
)
[

0

T—ITLET L
/ADSLE 7 £+/ONU

avterk

1 go0oOoASLO0OO /0000000 /ONDPCOHBOOODOODOODOODOOODOODO" OFF”
gbooboooboboobobgobo

2 O00D00CO0O0O0DEther 100000OASLODOCO/0000000O/NIDOLANCOOODOO
gooogooo

3 J0000O0OD0O0OEther 0OODOOODOHWBO PCO LANODODOODOODODODODOO

0 000000000 DO000bD00bO0DOO0DO0OOEther ODODOOODOOOPCOODOODOO
oo

00000 Ethernetd O O O Gigabit EthernetO AutoMDI/MDI-XO OO OOOOOO

4 gboooboobooobobbooboooboobuoobooooo

5 gobooboooboooboobboobooboobobobOoboooNR-120000000000
Powerd DO OOOOOODOOOODOOOO

26




oooooan



030 0000000

OO00O0O00O0000 L)

ooooo

O0O00O0OFutureNet NXRODOODOOODOODOO Command Line Interface(COOCLHOODODODODO
oooo

gocLioooooon
oooocuioooooboobooboboboooobooboooo

OConsole O O
0000 Console(RS-2320)0 00000 OOoPCOODOODODOOO

OTelnetO O

OO0O0EthernetO0 0 0COOOOPCOO IPMOODOOOOOODOOOO
O 000000000 OEthernet 00 1PvA0 000 (192.168.0.254)0 000000000

OSSHO O
O SSHOOOOODOOOOplain-text passwordd RSA public-keyO O OO OOOOOOO

OO0000O000DOOO0OO0OCOConsoledOIIPVAOOO0O TelnetOO CLIDODOODOOODOOOOO

28



030 0000000

OO00O0O0O0Oo0O0OooeLn

0000000000 (Console OO :NXR-120/C)
Console J0OOOOODOONXR-120/000000000000000000000

1. NXR-120/CO PCO O OO OODO

1. 00C0000OConsoled DO00O00OCOO0OOOOOLANNOOODOOOODOOOOOODOO
ooooboooboboooboooboooo

cOogdLANCOogo@ooono)

O0O0ORJI-45/D-subd 00 0000DOO@ODO)

2. 000000000 0O0b0OPCORS-232CO00O0ODOOODOODO

<0 00O : NXR-120/C>

P _ETHERO Linic spo ETHERT Link

N e

RI-45/D-subd E> 0.
THTEIE
(»BaR) PC |
(RS-232C 7K —F)

3. 0b0booooboooooboobooboobOoooobOooooOoboOPYWR LEDOODO
goooo

OO0 Console OO0 PCOOODOOODOODODOODODOODOODOODODOODOODO

<0000000O0OEConsoledOd:NXROOOOOOHYOOO >

29



030 0000000

OO00O0O0O0OoO0o0OooeLn

0000000000 (Consoled O :NXR-125/CX)
Console 00O OOOOONXR-125/CX000000000000000000000

1’ . Nxr-125/cx0 PCOODOOOO

1. 000000 Console0 000000 0ODO0OODOOWLANDOODOODODODOODOODOODOO
gbooobgoobobooboooooo

ooolLNDOOoOo@oooo)

OO0ORJ-45/D-subd 00 000O00OO@ODO)

2. 00000000D00OO0OOPCcORS-232cO0000DbDOOOODOnO

<000 : NXR-125/CX>

a ™

TR ST consoLe

S0 1 wwc o 2 3w s 4 i 'GENTURY SYSTEMS
Il Futurenet NXR-125/CX
USBO
L‘I_I’J L‘I_I’J LLI_I'J L]_IJJ L.l_rJ :l ; user caRD ﬁ ﬁ
ElE i |

LAN —J )L —
A =T % T, W

RJ-45/D-sub9 E>
E]|THTH =
(¥BaR) PC .
(RS-232C7K—1)

3. 000000b0o0bo0oboooboobooboboboobo0o0bDoobDOoPwWR LEDD DO
goooo

OOOConsoleD 00O PCOOOOOOOUOOOOODOODODOOODODOOODOOO

<0O00O0O0O0DCOOEonsoleO:NXROOOOOOHYODO >

30



O30 0000000

OO00O0OO00O0000oLn)

0000000000 (ConsoleO O :NXR-130/C)
Console 0000 O0O0OOONXR-130/C000000000000000000000

1’7 . \xr-130/cOPCOODOOOO

1. 00000DO0Consoled 00000000 DODOOOLANOODODOOODOOOOOODOOO
gobooboooboobooboobon

gooLaNoooo@ooono)

OO00RJ-45/D-sub90000000O00O@OO)

2. 000000000000 0OPCORS-232CO0OO0ODOODOODOO

<O 00O : NXR-130/C>

‘mﬁENTUHY SYSTEMS Futurenet NXR-130/C
o (|
- & | « mmm
INIT — STATUS2 (l)
@ DC 5v CONSOLE ETHER O ETHER 1 ETHER 2 use RELEASE
LAN 7—J )L
(REL—H)

= 10| N

RJ-45/D-sub9 E> 1.

LT 4 T4 e
(»AaR) PC .
(RS-232C7K—*)
avevh

3. j00b0ooooboooooboboboobooboobooboobOoboOobDOnOPOWER LEDD O
googooo

O0OOConsoleDOOOPCOOOOUODUODOOOUODOOOOODOODOODODOOO

<0J0000ODbDOOEonsoledO:NxROOODOOOHYODOO >

31



O30 0000000

OO00O0O0O0OoO0o0OooeLn

0000000000 (Consoled O :NXR-155/C-WM)
Console 00O OOOOONXR-155/C-WMO00000000000000000000O

1’77 . Nxr-155/c-wMO PCOOOOOO0

1. 000000 Console0 000000 0ODOOODOOWLANDOODOODODODOODODODOODOO
gboooboobobooboooboooo

ooolLNDOoOOo@oooog)

OO00ORJ-45/D-subO00000O00OO@ODO)

2. 00000000D00OO0OOPCcORS-232cO0000DbDOOOODOnO

<000 : NXR-155/C-Wm>

a N

[ eo 1w geo 2 TEHMERO 3 o oo 4 STHERL SONSOLE

e
LG I [ EL_, ﬂ=m
LAN 7~ -]

RJ 45/D sub9 =2
(’7E| )

T —

(RS—2320 R—k)

3. 0000000 00bo0b0oooboobo0ob0oboboboo00boDOo0oDbDPOWER LEDO O
gooood

OOOConsoled00O0OPCOOOOOOOOOOOODOOOOOODODOOODODOO

<0O00O0O0O0D0C0OOEonsoleCO:NXROODOOOOHYODODO >

32



O30 0000000

OO00O0OO00O00000dLrn)

O000O000000 (Consoled O :NXR-1200)
O0000RS-232000000000NXR-1200000000000000000000000

1’777 Nxr-12000 PCOOOOOOD
1. 000000 RS-23200000RS-2320000(000)I000000

2. RS-232CO000OOOPCORS-232CO0000ODOOOOODOOO

<O 00O : NXR-1200>
—
_J

- YRS ..’-.
1 PG (RS-2320 Ai— I )
RS-232C r—J L (HER)

L Rs-232— b (0-sub 9E)
000000 0]eemm= ©cocoo of) ol..] I JFF. |OOOMossses O]
ﬂ == =E=E=E === =l ===
[ 1 1 [ 1 [ 1 C 0 (LI 1

000
000

:

3. 000000bo0booboooboobobob0oboo0obo0o0boooDn Power LEDOO
gooogo

OOOConsoleD 00O PCOOOOODOOOOOOOOOODOODOOODODOOODOO

<0O00O0O0O0D0COOEonsoleCO:NXROODOOOHYDDOO >

33



030 0000000

OO0000000000 L

OO00O0OOO000OConsoledO:NXROOODODOO)

2. O000Db0oO00OPCODO0ODOODOOODOODODODO (TeraTerm O)ODOOODOOO

3. 0000000000000 000000< 000 (TeraTerm OODO0O0OO0OO0O)>
obo0 goboobobooobooboobobooboobuoobobbooboo

Tera Term: ZUFPILH—FE

e

==L, —tE: |
>0
JUFAE: none ¥
S
70— HHENE:

o |suiEe 0 | suRsEL

4. OReturnDUODO0O0O0OEnter0 0000000000 0OO0O0O0O0DOO0ODODO

5. O000bDOO0bO00b0dObadmin@OOO0O0O0OO0OO0bOOooooboobooonDg

B coM7:115200baud - Tera Term YT

JrilE REE EEE 2RO rgleRErid s L
entury Svstems NEE-12b Series ver 5.7.1

nxrlib login: admin

assword

en‘iggﬁ Syztemsz NEE-12b Series wer 5.7.1 (build b/15:61 £1 07 2010)
X

i3

OO0O0o0oD0o0o0o0D0O0OdEonsole 0)DOOOOODO

34



O30 0000000

OOO00OO0O0O0O0000Ln

OO0000O0O0000 (TelnetOO)

1 . TelretOOOOOOOOODOODOOOODODOOODO

Tera Term: JLOIES |X|

v

@TCPp/Pp HAMD: [EB

MR
H—£%: O ToPA h#(g}_
OgsH SSH —2/aL/ 0 55H2

OTORE Snrae

Oyl H—HE: (oM RIS —F (Conmt)

| ok | Frrotl] bubze)

2. 0o0o0ooooboo0o0odbadmin@OO00OOO0OO0OODOOOOOOODOOOO

B 192.168.0.254:23 — Tera Term VT
IrWE REE EES TobO-0) LR AgLFH)

login: admin
azaword -

enturEISystems NER-125 Series wer 5.10.0 (build 24/10:41 29 10 2010)

xrlih

|

0000000 0oboood@elnetb0)0ooonOO

35



030 0000000

OO0O00O000000a0urn)

ooooooboooOooeuld

1 wbooooooooooo

gboogboooboboobgooiwbobobobooboooboobooboon
http://192_168.0.254:880/

0 192.168.0.2540 0Ethernet OO OO OOOODOOCOIPOODOOOO0OOOOODOOODOOOOOO

oooooOo0ooooObo0ooooOboOoO0oOooOOoO0ODoOOOossoOOOOODOOOODOOOn

2. cooooooooooOoobooooooDboboooooDobadmin@ooooooooon

gboooooooo

192.168.0.254 A ¥

i) B

Wielcome to Century Systems MNXR-130 Series Setup O —/5—
1921680254 [ZE 3 - —R2 A0 - FIWEET T,

B L, 3 g AT FEI R TR R TIEE
FoorEERLTLET EahBaE st BRI,

31—l [« v
RAT— (P | |
420 - R EdR R

[ oK | [ Fet ]

192 168.0.254 A g

Welcome to Century Systems NAR-130 Series Setup (I —/{—
19021680264 (D33 —H—BEAT-FIEET T,

EE OO - 3 e AT - PR R TR AR TIES
FooABRLTOGT EehEmsshulEFa00050.

- —gi
MAT—RE:

|ﬁ admin V|

|***** |

Orao-kFetEdaR

[ ok [ =t |

3. gbooboobobboboobbobboboobooboobobo

f.; FutureNet NXR-130 Series — Windows Internet Explorer

CEX

@ ) v | &l nipse1ea0258 880/

B

LB REE FTA BREADE V=T ATH

[]

w e [_@ FutureNet NXR-130 Seriss

v [ =) - G- -

: lmuntunv SYSTEMS

NXR-130 ver 5.1.0
EE Y
R nxrl3o

FutureNet NXR-130 Series

© Copyright 2009 Century Systems Co_Ltd. All nghts reserved.




030 oO0ooooao

OO0O000000000un)

goooeobobobooboooboobo

[DOOOO0O0O]
Ethernet 1/F
O Ethernet
PPP 1/F
gpPPOOOOO
0 PPPoE

[DO0O000O0]
1Pv4

gooobgooood

OO0 ARP

DHCP
gbHCPO OO OODO
ODHCPO O O
ObHCPO O O

DNS

WarpLink

NTP

[DOCOOoOoOoooa]
SSH
gssHOOOOd
[0 SSH O O netconf
NETCONF
JNETCONF
CRP
OCRPODOODOO
OCRPODODOOO

[DO00D0D0O000]
ooooooo

gipva 000000

37

[D00000]
0000000ooO
ooooo

oo
ooopoooo
gooooo
oooo
gooooo
oooooo
oooooood
ooooooo
goooooog
ooooo
oooo
[COOO]
oooooood
OPing
[ Traceroute
ooooooo
ood
ooooo
oodoo
ooopoooo
gooood
ooopoooo
goooooodo
oooooog



O30 0000000

oooOo00O0O0oo00an

cLibdboobooooobobooo20booboooooooo
ooooboooobooboobooooboobobbobooo

ooOopooooocoiewonoo)
ooooooooooooo
odooooOoOoooooooooogoooodg
oooooooooooooooooobooooo
0000000000 0mooooo#ooodg
ooooo

“ logout” /" exit” OOOOOOODOOOOCLID
ooopooooooooo

“ configure terminal” OO OO0OODOOOOOO
oooooooooooooo

000000 (CONFIGURATIONO O 0O)
00000000000000000000000
0000O00o0ooooooo

gobooboboooboobobooobooboon

gbooboboboboobobobooooooon
gooooogo

000000000000 0000 Kconfig)#O

goooooog
“exit DO0O0O0OO0OD0OODOmMCeriO+dcOOD
gboooboobgooobobooboboooo

goooobooobooboobooboooobon
goooboobooobobooboo

gobooobooobbooobbooobboooboo

goooboboboOo0OOnxrl3000000O0ODODOO

38

Lgdooooobood s>
nxrl30fexit

Century Systemz NWEIE-130 Seriesz ver b.1.0
nxrl30 legin:

<0o00boobgobooboos

nxrl30fconfizure terminal
Enter confizuration commands, one per line.

nxrl130(confiz)ft

End with CNTL/Z.

<gbobDoobooboobgos>

nxrl80(config)#exit
nxrl 304

<gbgoogo >

PC #—=F)LVY 7T FEE

login:
Password:

? logout/exit
I'IRR k4] #

!

1—H—F—F




O30 0000000

dooObooooooooon

gobooooooad
goooboobobooboobooboboboobooboboboobooboobooo

OO000 show interface” OO0D0OOOO0OO shint" OO0OO0OO0ODOOOOODOOO

OO0 sh» O00000TabOOOOODOO" show'[@ int” OOO0OD0OOTabOOOOOOO" interface”
gboobooboobooboboobooboobo

ooooooooooo

000000000000000000000

O+ 00000000cCtrI0+0p0000000000000000000O0O0O0O0O0O0O0O0O0OO0OO
000000000

O0D: 00000CriO+0n000000000000000000000D0O00D0O00D0O0O0D0O00

gobooooooon
gooobooboboobooooboobooon <00ooooooobo2ooooboooooon s

130k=how ?
ooooan nxgrp s hddress Remolution Protocol (ARP)
00000000000000mM?0000000 sl S S
gﬁgplg D;Eaé?grﬁgégngonfiguration Protocol (DHCP)
goboobobooboooooooooonoon digk0 External 3torage information
O0O0® show 2 0000000000 O0ODO0O0 dns Domain Name System (DN3)

fagt-formarding Fazt-formarding

Oood0oooooooooooobooooa
00000000000 00?000000000a0
oodooooooooooao <go0oOo2odooooooogd s
<cr:>0U00000odobooooooooboooo nxrl 30fshow? ‘ . ‘

show 3Show rmmning svatem information
oooooooooooooon

ooo0oOooooooa

0000000000000 C0000000000000000000000MO00000000000O0
“ terminal length 00 0000000000000 000000O0O0O000OC0OOO000

0000 terminal length 20 OO00O0OO0OCOO0O0O0O000002000000000000000100
0(00)00000000
00000C00000000000000 SpaceD0 00100000 MEnter00001000000
00000000000000000000000

“ terminal no length’ 00 0000000000000 0OOCOOOO0

O grepO O
CLiDDD0OD0000000D0MODOO0000000000000000000MO0000000000
O0000000000000000000000000000

D000 (how)DODDDOO0DDOOO0DDOO"(OO0)" + "option” + "000"0000000O0O
O0OoptionD 00O DOOOODOO

O begin 0000000000000 0000000

Oincludle 0000000 DO0OO0OOOODOOOOO

Oexclule 00000000D0O000O0O0OOOOOO

39



gooobooon



040 OOOOOOOOO

ooooooooo

gboobooboboooboobgooooboobog
ooooboobobobbobooobooboobobooobo

view node
|---- global node

|----- interface node
|----- interface tunnel node
|----- interface ppp node
|----- dns node
|----- 12tp node
|-——-- 12tpv3-tunnel node
|-——-- 12tpv3-xconnect node
|----- 12tpv3-group node
|----- rip node
|----- ospf node
|----- bgp node
|----- ntp node
|----- snmp node
|----- syslog node
|----- dhcp-server node
|----- dhcp-relay node
|----- ipsec local policy node
|----- ipsec isakmp policy node
|----- ipsec tunnel policy node
|----- QoS (class-policy node)
|----- QoS (class-Tilter node)
|----- crp client node
|----- route-map node
|-——-- Web Authenticate node
|----- WarpLink node
|----- Extended track IP reachability node
|----- Extended track IPv6 reachability node
|----- Monitor-log node

<gboobgooog s

41



view(exec) node



O 50 view(exec) node

view(exec) node

m show

o show config

0000000  running-config(UO D000 0000)000000O
goooooo show config (|xml)

o show flash-config

goooooo flash-config(flashO OO OO0 0OODOOOO)OOODOOOO
goooooo show flash-config xml

goooooo flash-configOD O OO OXMLOOOODOOODOOOOO

o show config section

ooooooo Oo00ooooooooooooooon

gooooogo show config
(crp|dhcp-relay|dhcp-server|dns|ntp|qos|route-map
|router rip|router ospf|router bgp|snmp|syslog]upnp)

o show config ipsec
gogoooog IPsec000000O0O0OOOOPolicy ID/Tunnel IDODOODOODOODOOODO
O00Policy/Tunnel D0 00000000 OODOOODOOODOOO
ooooooo show config ipsec
(]isakmp policy <1-65535>]local policy <1-255>]tunnel <1-65535>)

o show config 12tpv3
0000000 LV30O0DO000000000dGroup ID/Tunnel I1D/Xconnect IDO OO 0OOOOO
0000000 Group/Tunnel/Xconnect 00 0000000 OD0OO0OOODOODOOOO
goooooo show config 12tpv3
(]group <1-4095>]tunnel <0-4095>|xconnect <1-4294967295>)

O show ip route
ooooooo Ooodoooooooooooooo
ooooooo show ip route (]bgp]connected|ospf|rip]|static)
show ip route cashe
show ip route database (]bgp]connected]ospf|rip]static)

O show ipv6 route
ooooooo IPv60 000000000000 O00DOO
ooooooo show ipv6 route (]Jconnected]|static)

show ipv6 route cache

show ipv6 route database (]connected]|static)
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O 50 view(exec) node

view(exec) node

O show ip protocols
ggoboboodbbbooobobbouooobbooobobbouooboo
OO0 ODODOO0O show ip protocols (Jospf|rip)

O show ip access-list
oooooooowbooooooboooooooog
00000000 show ip access-list [1Pv4- ACL-NAME]

O show ip access-list
ooooooo iMAOOO00O0OO0O0DOODOO0OO
goooooo ip access-list IPv4-ACL-NAME (permit]deny) SRC-IP DST-IP
ip access-list IPv4-ACL-NAME (permit]deny) SRC-IP DST-IP PROTOCOL
ip access-list IPv4-ACL-NAME (permit]deny) SRC-IP DST-IP ICMP
ip access-list IPv4-ACL-NAME (permit|deny) SRC-IP DST-1P TCP/UDP
ip access-list IPv4-ACL-NAME (permit]deny) SRC-IP DST-IP TCP-OPTIONS

ooooooo
SRC-1P : ALB.C.D | A.B.C.D/M | any | FQDN
DST-IP : A.B.C.D | A.B.C.D/M | any | FQDN
PROTOCOL 1 <0-255> - Protocol number
1CMP : icmp | icmp <0-255> - ICMP <ICMP type>
TCP/UDP > tep | udp

: tep | udp <sport:1-65535>|any|range <min:1-65535> <max:1-65535>
<dport:1-65535>]any|range <min:1-65535> <max:1-65535>
TCP-OPTIONS : tep syn : TCP syn packets
o tep <sport:1-65535>|any|range <min:1-65535> <max:1-65535>
<dport:1-65535>]any|range <min:1-65535> <max:1-65535> syn

O show ip default-gateway
0d000o0oo00oooo0o0oooooogoooooon
00000000 show ip default-gateway

O show ip (snat]dnat)
0000000 SNAT | DNATODOODOOD
OO0 OO00  show ip (snat]dnat) [NAT-RULE-NAME]

O show (ip]ipv6) connection
00000 oo TCP/UDPODOOO listeningD DO 0ODODODOOO
OO0 D00 show (ip]ipv6e) connection

O show ip statistics

00000 OO0 OOoOoOoooowrgTcPOUWPO ICMPOOOODOOOODOOO
000 DO0 show ip statistics
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050 view(exec) node

view(exec) node

m show ip conntrack

o (ip]ipv6) conntrack

0000000 0Oconntrack tableD OO0 OOOO
00000000 show (iplipve) conntrack

o (ip]ipv6) conntrack limit
OOOoOooo0n0  session limitOOOOOOdropOOC00O0OO0OOOODOOOOODOOO
gooooogo show (ip]ipv6) conntrack limit

o (ip]ipv6) conntrack invalid-status-drop

goooooo session invalid-status-drop0 0 00 0O drop0 00000000 OO0DOOOO0O
oog

goooooo show (ip]ipv6) conntrack invalid-status-drop

O show ip spi-Ffilter
ooooooo  SPl filterODODOODODO
gooooogo show ip spi-filter

O show ip upnp

ogoooooo UPnP OO OO0O0ODODODOOONATOOOODODOOO
00000000000 NATOOOUPP OOO0OO0OODO0OO0oO0OOoooooon

goooooon show ip upnp (access-list|nat)

O show ipv6 access-list

goooooo IPveO0 00000000 ODOODOO
goooooo show ipv6 access-list [IPv6-ACL-NAME]
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O 50 view(exec) node

view(exec) node

O show ipv6 access-list

ooooooo Ipv6O0 000000 OO0DOODOOOO

goooooo ipv6 access-list IPv6-ACL-NAME (permit]deny) SRC-IPV 6 DST-1PV6
ipv6 access-list IPv6-ACL-NAME (permit]deny) SRC-1PV6 DST-1PV6 PROTOCOL
ipv6 access-list IPv6-ACL-NAME (permit]deny) SRC-I1PV6 DST-I1PV6 ICMPV6
ipv6 access-list IPv6-ACL-NAME (permit]deny) SRC-I1PV6 DST-1PV6 TCP/UDP
ipv6 access-list IPv6-ACL-NAME (permit]deny) SRC-1PV6 DST-I1PV6 TCP-OPTIONS

gooooogo
SRC-1PV6
DST-1PV6
PROTOCOL
1CMPV6
TCP/UDP

ToXEXTIXIX | XiXzIXiX/M ] any | FQDN)
DX IXIX | XiXziXX/M ] oany | FQDN)

. <0-255> . Protocol number
: (icmpv6 | icmpv6 <0-255>) : IPv6 ICMPv6 <IPv6 ICMP type>
o (tep | udp)

o (tep | udp) (<sport:1-65535>|any|range <min:1-65535> <max:1-65535>)

TCP-OPTIONS

(<dport:1-65535>]any|range <min:1-65535> <max:1-65535>)

: tep syn : TCP syn packets

o tep (<sport:1-65535>]any]range <min:1-65535> <max:1-65535>)

O show ipvé forwarding

(<dport:1-65535>]any|range <min:1-65535> <max:1-65535>) syn

ooooooo IPv60 00000000 on/offFODODOOOOO
00000000 show ipve forwarding
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O 50 view(exec) node

view(exec) node

O show ipv6 interface
ooooooo IPv60000000000DO0O0O0O0ODOO
0Oo0oOoood  show ipvée interface (]| INTERFACE|brief)

O show ipv6 default-gateway
ooooooo IPv60 000000000000 0O00O0OO
00000000 show ipve default-gateway

O show ipv6 statistics
ooooooo IPv600000000000D0O00ODODOO0O
0Oo0oOgood  show ipve statistics

O show ipvé spi-filter
ooooooo IPv6 SPI filterO0 OO OOODO
goooood  show ipve spi-filter

O show ip web-auth access-list
0O0ooooo  wbhdODOOOOODODOOOODODO
0ooogood  show ip web-auth access-list (JWEBAUTH-ACL-NAME)

O show ntp
odooooo NPOOOODOOODOOOOODOOOO
0ooooodg  show ntp

O show dns
ooooooo DNSOOOOOoooooooag
ooooooog show dns

O show dhcp
000O0oOoOO0 DbDHCcPOUODODODOOODODOODOODOODDOD
0ooogood  show dhep lease

O show syslog

ooooooo 00oo00o0ooooogd

0oooood  show syslog (message|bootlog|maillog) (Jline:1-99999) (|reverse)

0000000 OO0OO0dsyslggO0OO000D0O0OO00O0ODOOOO0ODOOOODOOD
reverse000000000O0O0OO0OOOOOOOOO

O show arp

O0000000OARPOODOOO0OOOOOO
00000000 show arp
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O 50 view(exec) node

view(exec) node

O show ipv6 neighbors
ooooooo IPv60 0000000000
00000000 show ipve neighbors

O show (diskO]diskl)
oddoooo0ooooooooooooooooon
00000000 show (disko]diskl)

O show uptime
ooooooo Oo0d0oooooooooogo
0ooooogd  show uptime

O show tech-support
ooooooo 000000000000000000
0oooood  show tech-support

O show memory
ooooooo oodoooooooooo
doooood  show memory

O show process
ooooooo O00d00ooooooooooooooooogo
0oogoood  show process

O show clock
oooooog ooooDooooooooooo
ooooooo show clock

O show history
ooooooo O00d00ooooooooooooooooogo
0ooogood  show history

O show Ffile systems
ooooooo Oodoooooooooooo
O00000000show File systems

O show version
oooooog o00oDooooboooooooboooooo
ooooooo show version

0O show loadavg
oo0ooooo  cnoooooooDoooooogod
0oooood  show loadavg
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O 50 view(exec) node

view(exec) node

O show 12tp
0000000  wRPOODODO0O0OO0O0O0O0O0O0O00O00
goooooo show 12tp (tunnel|session)

O show 12tpv3
oooooood Ltpv30i0o0ooooooo
goooooo show 12tpv3

O show 12tpv3 tunnel
oooooood L3 00oooooooooon
goooooo show 12tpv3 tunnel (|<TID:1-4294967295>) (|detail)

O show 12tpv3 session
oooooood LT3 00o0oooooooooon
goooooo show 12tpv3 session (|<SID:1-4294967295>) (]detail)

O show 12tpv3 interface
O0O0OoOoo0g  XeonnectOODOOOOODOOODOODOOOOO
goooooo show 12tpv3 interface (]INTERFACE) (]detail)

O show 12tpv3 fdb
oooooood L2TPv3 FDBO OO OO OO OO
goooooo show 12tpv3 fdb (local|forward])

O show 12tpv3 fdb interface
OO0O0O0O00Od  XeonnectOOOODOOOOORBOODOOOOODOOO
goooooo show 12tpv3 fdb interface INTERFACE (local|forward])

O show 12tpv3 group
0oooooo L300 odoooooooo
goooooo show 12tpv3 group (<GID:1-4095>])

O show 12tpv3 peer

0oooooo L3000 OO000O0O
goooooo show 12tpv3 peer (A.B.C.D|)
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O 50 view(exec) node

view(exec) node

O show interface

gooooogo
goooooo

RN RN

Oo00do0ooooooooooooooooooooon

show interface (|mode|power-save)

show interface INTERFACE (|mode|power-save)
(mode|power-save)( ethernet I/FO OO OODOOODOODOOOO

O show route-map

googoogon
goooooo

Route-mapU OO
show route-map (JWORD) detail

O show class access-list

gooooogo
goooooo

class access-list0 000000
show class access-list (]JWORD)

O show ssh-public-key

googoogon
goooooo

O show users
goooood
gooooog

NetconfOO O SSHOOOOOOOOOO
show ssh-public-key user netconf

O000O0o0o0o0ooooooooDoooon
show users

O show debugging

gooooogo

gooooogo

O show vrrp
gogoooog
gogoooog

O show ppp
gogooood
goooooo

oo0o0oO0ooOoOoOoOoOOoOOoOON/OFFH)ODOOODODODODDOODODODODODODDOODDO(@ODOO
000000000000)§doooooo

show debugging (12tpv3|netevent|ppp)

show debugging timer (]<1-5>)

VRRPO OO OO OOOOOd
show vrrp

PPPOCOCOOOOOOODO
show ppp (<0-4>|)

O show pppoe-bridge

gooooogo
goooooo

PPPOE bridge0 0000 O0ODOO0O
show pppoe-bridge
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O 50 view(exec) node

view(exec) node

O show ipsec
oo0ooooo IPsec0 000000000
0O00oO0Ooogd  show ipsec ca certificates : Display IPsec CA certificates

show ipsec certificates : Display IPsec certificates

show ipsec crls : Display IPsec crls

show ipsec policy : Display IPsec policy

show ipsec public-keys : Display IPsec public-keys

show ipsec rsa-pub-key - Display IPsec RSA public key

show ipsec sa : Display IPsec Security Associations

show ipsec status (]tunnel <1-65535>) (|brief)
show ipsec status (versionl|version2)

O show ip rip
0o0ooooo  RIPOOOOOODOOO
0ooooogd  show ip rip
show ip rip interface (]INTERFACE)
show ip rip database
O show ip ospf
ooooooo  oseFOCOOOODCOOOO
ooooooo show ip ospf
show ip ospf neighbor (]Jdetail)
show ip ospf interface (]INTERFACE)
show ip ospf database (]external]|summary|network]|router]|asbr-summary)
show ip ospf route
show ip ospf virtual-links

O show ip bgp
00ooooo  BePOOOOOODOOO
0ooooogd  show ip bgp
show ip bgp (A.B.C.DJA.B.C.D/M)
show ip bgp neighbors [|A.B.C.D (advertised-routes|received-routes|routes)]
show ip bgp route-map ROUTE-MAP
show ip bgp scan
show ip bgp summary
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O 50 view(exec) node

view(exec) node

m show mobile

00ooooo sc0000Doo00oDoO0o0oOooOooOooo
oc0ODODOOOO

goooood  show mobile (]<0-1>)

o APNOODOOO@OOOOOOOpppl0OOOOOO)
goooood  show mobile <0-1> ap

o000 0O0OD(MUUDOOOOpppO OO OOOOO)
ooooooo show mobile <0-1> phone-number

oJ0UU000O@WUOUUOUUOOpppOODOODOODODO)
goooood  show mobile <0-1> signal-level

O show fast-forwarding

goooooo Fast-forwardingD O OO0 O0OO0OO0OODO

goooood  show fast-forwarding

0000000 0OFast-forwarding is ond OO OO Fast-forwarding is off 000000000

O show fast-forwarding status

OO0oopooo Frest-forwardingD OO OO0OO0OOOOODOOOOOO

ooooooo show fast-forwarding status

ooooooo

000 00O Fast-forwardingd IP forwardingD D OO OO0 OODO
nxrl55#show fast-forwarding status
total forward count 644
3s udp 192.168.0.1:63->192.168.10.1:63 count:9 byte:12564 fw4 natp4 src 192.168.1.254:63 [J
4s udp 192.168.10.1:63->192.168.1.254:63 count:9 byte:12564 natp4 dst 192.168.0.1:63 fw4 O
oooooirp forwardingD OOOOOOOOOO

000 00Fast-forwardingd IPsec0 00000000
nxrl155#show fast-forwarding status
total forward count 661

7s esp 192.168.1.253->192.168.1.254 count:9 byte:12564 ESP_IN spi:$95e97067 fw4 O
7s udp 192.168.10.1:63->192.168.0.1:63 count:8 byte:11168 fwl O
5s udp 192.168.0.1:63->192.168.10.1:63 count:9 byte:13158 fw4 ESP_OUT spi:$44f8bc92 O

OoooooooooooesPCOOO0OOOOOOOCOOINP forwardingDOOOOODOOOO ESP
goooogoiup forwardingU OO ODOOODOODOO
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050 view(exec) node

view(exec) node

O show product
oooooon
ooooooo
ooooooad

m show netevent
o track
oodoooon
goooooo
oooooon

o action

goooooo
goooogo
goooooo

O show warplink
ooooooo
oooooon
ogooooood

Oooooooooooooog

show product
0000000D0O00o00U0oDo0o00oooooooooooooooooog
Dooooooogoooood

Netevent [ track object(U OO O0)IDO0OODOODOOODOODOO
show netevent track (|<object id:1-255>) (]detail|brief)
Object IDO OO OODOODOODOO track statusO OO0 OO0
brief000000OC0OOOOOODOOOOO

detail 000D 0OO00O0O0O0DODOOOOO

Netevent O track object(OO O O)OOODODOOO actionD OO OODOO
show netevent action (]<object_id:1-255>)
Object IDOODOOOOOOO IDOOOOOOODO actionO0OOOOODO

WarpLink ManagerD O OO O OO0OODODODO
show warplink
00000 3200WarpLink node0 000000000
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O 50 view(exec) node

view(exec) node

O show monitor-log

goooogo
goooogoo
goooogon

O show service

gooobooo
goooogo
goooooo

O show wimax
gooooon
goooooo

O clock set

goooooo
ooooooo
gooooon

Monitor-logO0 00O OO0
show monitor-log (reachability]resource)
00000 3500Monitor-log node0 000000000

ooooDoooooooooooo
show service
00000000000 0OuwiOOOdowOOoOOoOooaono

WiNAXO O Oooooooood
show wimax (]<0-0>)

ooooooooooo

clock set HH:MM:SS Day Month Year

20100 120310 120 3405600 0000000000000 0O0ODOOOO
clock set 12:34:56 31 12 2010

O erase flash-config

goooogo
goooooo
goooogo

O delete

ooooooo

goooooo
O

O save config
gogooood
goooooo

O dir
gooooon

000000000O0O0000D000000000O00m
erase flash-config
flash-configD OO0 00D O0OO0OOOODOODOOOO

00o00o0ooooogd

delete bootlog O bootlogO 0 OO

delete dump OdumpODOCOODOODO

delete file (diskO:FILENAME|disk1:FILENAME)O (disk0=USBO, disk1=USB1)
delete syslog Osyslogd OO @OO)O

delete reachability-log (reachability00 0 oo d)

delete resource-log (resource0 0O 0O0O)

goooooooooooooo
save config

oooooooEseo, useHOOODODOODODOODODOODODODODOOODOO

goooogo
goooogon

dir (]disko]diskl)
USBOO O OO DD USB FlashO OO OO0 OO0 ODOdiskoD 000000
USBLO O OOOD USB FlashO OO ODOOOOOODOdisklOOO0OOD0O
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O 50 view(exec) node

view(exec) node

m copy
o (bootlog|dump]syslog]reachability-log]resource-log )
goooooo bootlog, dump, syslog, reachability-log, resource-log0 0000000
goooood
copy (bootlog]dump]syslog]reachability-log|resource-log)
ssh://<user@(A.B.C.D|X:X::X:X)>/FILENAME (]source A.B.C.D|X:X::X:X)
copy (bootlog]dump]syslog]reachability-log|resource-log)
ftp://<A.B.C.D|X:X::X:X>/FILENAME (]source A.B.C.D|X:X::X:X)
copy (bootlog]dump]syslog]reachability-log|resource-log)
(diskO:FILENAME |diskl:FILENAME)
ooooood
Joooooooopoooooooooooo
gssHOOOOOOOODODOO0OOO0OOO0DOO00OO0DO0O0O00OoO00o0o0oO0ooooooooooooo
O ssh://user@A.B.C.D/FILENAMVED 0 0220000000 00O OO =ssh://user@A.B.C.D:22/FILENAMECT]
- IPv4  ssh://user@A.B.C.D:port/FILENAME
- IPv6 ssh://[user@X:X::X:X]:port/FILENAME

o configDOODOODOO
ooooooo 0000ooO00Oooo0Uooooooooooooooooog
ooooooo
copy (config|show-config) ssh://(<user@A.B.C.D|X:X::X:X)>/FILENAME
(lall) (Jsource A.B.C.D|X:X::X:X)
copy (config|show-config) ftp://<A.B.C.D|X:X::X:X>/FILENAME
(lall) (Jsource A.B.C.D|X:X::X:X)
copy (config|show-config) (diskO:FILENAME|disk1:FILENAME) (Jall)
ooooooo
ODallODO0O0O0OOipsec0D0O0D0O configD tgzOODOODODOODOOODOOODOODOODOconfig
OO0O0xmlO0OOCOOODOCOO
OO000D0000 show configUOOOODOOODOOODOODOshow-configDOOOOOO
goopooooooooobooogooobooog
gssHOOoOOoOoOooooOooooooooOoUoooooooopooooooooooooooooo
O ssh://user@A.B.C.D/FILENAMECD 0 02200000000 O OO =ssh://user@A.B.C.D:22/FILENAMECT]
- IPv4  ssh://user@A.B.C.D:port/FILENAME
- IPv6 ssh://[user@X:X::X:X]:port/FILENAME
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O 50 view(exec) node

view(exec) node

o configOOO
ooooooo 000000000 ocal flashD OO USB/CFOOOO)YODOODODOOO
ooooood
copy ssh://user@(A.B.C.D|X:X::X:X)/FILENMAE
(flash-config|diskO:FILENAME|disk1:FILENAME) (]source A.B.C.D|X:X::X:X)
copy ftp://(A.B.C.D|X:X::X:X)/FILENAME
(flash-config|diskO:FILENAME|disk1:FILENAME) (]source A.B.C.D|X:X::X:X)
copy (diskO:FILENAME|diskl1:FILENAME)
(flash-config|diskO:FILENAME |diskl:FILENAME)
ooooood
Odisk0 --> diskOO diskl --> disk1 O O copy d O O O disk0 <--> disk1 OO copyd OO
J0oo0o0ooooooobOooDoooooog
gssHOOOOOOODODODOO0OOO0OOO0DOO00DOO0DOO0O0O00oOooDOoooooooooooooooo
O ssh://user@A.B.C.D/FILENAMED 0 0220000000 00O O O =ssh://user@A.B.C.D:22/FILENAME[T]
- IPv4  ssh://user@A.B.C.D:port/FILENAME
- IPv6 ssh://[user@X:X::X:X]:port/FILENAME

o sshOOOOOOOOO
0oooooo ssHoOooooooooooooo
ooooood
copy (ssh://<user@(A.B.C.D|X:X::X:X)>/FILENAME)
ssh-public-key user netconf (source A.B.C.D|X:X::X:X)
copy (ftp://<A.B.C.D|X:X::X:X>/FILENAME)
ssh-public-key user netconf (source A.B.C.D|X:X::X:X)
copy (diskO:FILENAME]diskl:FILENAME)
ssh-public-key user netconf (source A.B.C.D|X:X::X:X)
ooooood
Joo0o0ooooooobooDooOooog
gssHOOOOOODODODOOOO0OOO0DOO00DOO0DO0O0O0O0oooOoooooooooooooooo
O ssh://user@A.B.C.D/FILENAMED 0 0220000000 00O OO =ssh://user@A.B.C.D:22/FILENAME[T]
- IPv4  ssh://user@A.B.C.D:port/FILENAME
- IPv6 ssh://[user@X:X::X:X]:port/FILENAME
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O 50 view(exec) node

view(exec) node

O firmware update
goooood gooooooogoooooooooo
goooooo
firmware update ssh://<user@(A.B.C.D|X:X::X:X)>/FILENAME (]source A.B.C.D|X:X::X:X)
| firmware update ftp://<A_B.C.D|X:X::X:X>/FILENAME (]source A.B.C.D|X:X::X:X)
firmware update (diskO:FILENAME|diskl:FILENAME)
goooooo
gooooooOoOooooooooooooo
gssHOOOOoOOOoOoOOo0ooooOoOooooooooooooo0ooooooooooooooooo
O ssh://user@A.B.C.D/FILENAMEC O 022000000000 O O =ssh://user@A.B.C.D:22/FILENAVET]
- IPv4d  ssh://user@A.B.C.D:port/FILENAME
- IPv6 ssh://[user@X:X::X:X]:port/FILENAME
0000000oo0o00Do0o0O0ooDoo0oDoOoO00oOoOoOO00ooDoooooOooDOoooooDooon
0000000000000 00DOO00mOgU E:Firmware updated 0O O00O0OOOOODO

O restart

0000000 OOooooooooooo

ooooood restart dhcp-relay (HCPO OO DODODODOOOODOO)
restart dhcp-server (HCcPO OO OODOODOO)

restart dns ONSODODoDoooooono)
restart http-server (HTTPOODOODOODOOO)
restart ipsec (lpsec0O000OO0ODOODOO)
restart 12tp (LetPv200000000O00O0DOO)
restart 12tpv3 (LeTp3000000nDooog)

restart monitor-log (Monitor-log0 OO0 O0OODOOODOO)
restart netconf-server (NetconfO OO OO OO0ODOO)

restart ntp (NTPODOODOOOOOOO0O)

restart ospf OSPFOOO0OODOODODODO)

restart rip RIPOOOODOOOOODO)

restart snmp (S\POOOOOOODODOO)

restart ssh-server (SsHOOOooooboood)

restart syslog (SyslogO OO OOOOOOO)
restart system (booooooono)

restart telnet-server (TelnetO O OO OOOODOO)

restart vrrp (VRRPO OO ODOOODOODO)

restart warplink (WarpLinkODODOOOOOOODOOO)

restart waplink send-config (WarpLink ManagerO OO OO config OO ODOO)
O configure

ooooogo 00o00doooooooooooooooo
gooooog configure terminal
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O 50 view(exec) node

view(exec) node

® dump
ogooooon

o0 oobo

o dump
ooooooo
OO0 0Oogo

o dump filter
goooooo

o dump pcap
ooooooo

NXROOOODOODOODODOOOdumpOODOOODOOO0OO0OOdumpO OO0 OOOOO
(UsBOCAHODOOOOOSSHOOODOOOOODOOOOoDoOOooooooooo
O0OdumpO OO RAMOODOOOOOOOUSEROOOODOOODOODOODOO memory O
00000o000ooooo00oooooooooooon
0000000D0ODO0Odfast-forwawding O disable(no fast-forwarding enable)
oooooooo

dump interface INTERFACE
INTERFACEO OO O OO0ODOOOOOOO
[ethernet <0-2> (]vid<vlan_id:1-4094>) | ppp <0-4> | tunnel <1-255>]

dump interface INTERFACE filter (ssh|telnet]|tcp880)

dump interface INTERFACE pcap count <1-99999> (size <64-1518>))
(filter {ssh|telnet|tcp880}])

O clear 12tpv3 fdb

oooobooo
goooooo

L2TPv30 FOBO OO OO OODOOODO

clear 12tpv3 fdb (CooorBOOOOOOOO)
clear 12tpv3 fdb local ethernet <0-2> (|vid <1-4094>)
clear 12tpv3 fdb forward

clear 12tpv3 fdb forward <gid:1-65535>

clear 12tpv3 fdb forward ethernet <0-2> (|vid <1-4094>)

O clear 12tpv3 counter

oooobooo
goooooo

LTv3i0 0000000000000

clear 12tpv3 counter ethernet <0-2> (Jvid <1-4094>)
clear 12tpv3 counter peer

clear 12tpv3 counter peer A.B.C.D

clear 12tpv3 counter session <session-id:1-4294967295>
clear 12tpv3 counter tunnel <tunnel-id:1-4294967295>
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view(exec) node

O clear 12tpv3 tunnel
ooooooo OO0Oomwoooooooo ooooooLtv3d0noooooooog
goooooo clear 12tpv3 tunnel <tunnel-id:1-4294967295> <session-id:1-4294967295>

O clear 12tpv3 remote-id
ooooooo O0O0ooooimooooooLTvddnoooono
goooooo clear 12tpv3 remote-id <remote-id:A.B.C.D>

O clear 12tpv3 group
ooooooo OO0oommooooooLv3i0ooooono
goooooo clear 12tpv3 group <group-id:1-65535>

m clear ip bgp
oooooon
gpePO OO ODODOOOOOOOoOO
PO 00 O0O0O0OODDODOOOO0O0OOOoOoOOOoOomBecPO OO 0ODOOODODOoooooooon
agoad
- soft outD OO 0O
PO 00000 0OONDNDODO0OOOooDODbOOoOoooooDmmecPOOD DD OOOODODDODOOOooO
0000000Osoftout0 00 00D000DO0DOOO0DOODDOOOBGP neighbor™ UPDATEOD O O O
agoooooon
-soft inO0 QOO0
BGP neighbor 0 ROUTE-REFRESHO O O OO OO OO OneighborO0 00O BPO OO OOOOODOODO
ROUTE-REFRESHO O O O OO ODOOOOOOOUPPATED DO OO OODOOOODOOOOOOOO
- hard0 00O
BGCPO TCPOODOODDOODOOO Oneighbord 0 00O OO Okeepalived holdtimeO OO0 OO0
goooooobooooooobbobooogooob oo boooooooo
0000000000 DOOOOsoft (injout)DDOOOOODO

o bgp *
goooooo clear ip bgp *
clear ip bgp * soft (injout)
0000000 OO0OO0peer0000000O0O0OC0OODOOOO

o bhgp <AS:1-65535>
goooooo clear ip bgp <AS:1-65535>

clear ip bgp <AS:1-65535> soft (injout)
Jooooodo AsOg0o0ooooooooooooooooood

o bgp A.B.C.D
goooooo clear ip bgp A.B.C.D
clear ip bgp A.B.C.D soft (injout)
O0OO0OO0O0OOO NeighborO IPOO00O0OOOOOOODOOODOOODOOODOOO
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O clear arp
OO0ooooo ARPODOOCOOOOOCOO0O0
goooooo clear arp A.B.C.D

O clear ipv6 neighbors
ocoooooo IPv6O 00000000000
goooooo clear ipv6 neighbors X:X::X:X ethernet <0-2>
clear ipv6 neighbors X:X::X:X ethernet <0-2> vid <1-4094>
clear ipv6 neighbors X:X::X:X ethernet <0-2> vid <1-4094> <id:1-255>

O clear ppp
goooood gooopPOOOOOODOOOOO
0000000  clear ppp <0-4>

O clear 12tp
000000o0doooooLLoooooooooooan
OO0O0O000oOclear 12tp

O clear ipsec tunnel
ogoooood OOO0O IPsec tunnel DO OOODOO
goooooo clear ipsec tunnel <tunnel _policy:1-65535>

O clear ipsec state
ogoooood 0000 IPsec stateO OO O QOOd
goooooo clear ipsec state <state number:1-4294967295>

O clear wimax
gooooog winvaXOOooooooo
oo0ooooo clear wimax <0-0>

O clear ip route cache
gooooon IiPOO0O0O0O0OOO0OO0O0OOOOO0
goooooo clear ip route cache

O clear ip access-list ACL-NAME fqdn

0000000 FQONODOO access-list0 0000000
goooooo clear ip access-list ACL-NAME fqdn
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view(exec) node

O clear ipv6 route cache
ooooooo IPv60 00000000000 O00OO
ooooood clear ipv6 route cache

O clear ipv6 access-list ACL-NAME fqdn
0000000 FQNOODO access-list0 0000000
ooooood clear ipv6 access-list ACL-NAME fqdn

O clear ssh-public-key
0doooogo ssHOOOooooDooooo
ooooood clear ssh-public-key user netconf <0-0>

O clear dns cache
ooooooog DNS cacheD O OO OO OO
Oo0oooon clear dns cache

O clear mobile <0-2>
gooooog ood0oooooooboooooboooooooDooo
Oo0oooon clear mobile <0-2>

O clear ppp <0-4> mobile limitation

0ooooog wmobileDOODOOOOOO

ooooood clear ppp <0-4> mobile limitation

ooooooo

Omobile limit (reconnect|time)0 000 000000000000 ODOOOOOOODOOmobile
limit (reconnect|time)0 0000000000 OCO000DODOO0MOOO0ODODOOOODODOOOOO
oooo

O clear netevent counter track <1-255>
0000000 netevent0000000O0O0DOOOO
ooooood clear netevent counter track <object_id:1-255>
ooooooo
O show netevent track <1-255> detail 00 0O 0 00O History counter0 00000000

O clear route-map
goooogoo route-map 0 O O O (packet/byte 0 0 000 O0)OODOOOOODO
goooood clear route-map <NAME> counter

O clear class access-list

goooobooo class access-list0 000 (packet/byte D 000 O0O0)DOOODOODODO
Oo0oooon clear access-list <NAME> counter
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view(exec) node

m terminal

o length
ogoooooo
ooooooo
oo o odg
ooooooo

o width

gboooooo
gooooogo
gbo o 0o

m connect

o connect ppp
ogoooood
ooooooo

o reconnect ppp
ogoooood
ooooooo

o connect 12tp
gogoooog
goooooo

000DO00oooopoooboooooo

terminal length <0-512>

terminal no length
oO00DO0DOOOoOoOoDOOO0ODODoDOoOoOoooooOon

000DO00oooopoooboooooo
terminal width <40-180>
terminal no width (= terminal width 80)

PpPPOODOOOOOOOOPPOOOOODOOOLOOOOODOODOO
connect ppp <0-4>

PPPOOOOOOOOOOPPPOOODUOOODOOOOOOODOOO
reconnect ppp <0-4>

LtrOdO0noOoooooo
connect 12tp

o connect 12tpv3

gboooobgo
goooobgn

goooobon

o connect ipsec
gogoooog
goooooo

o connect wimax
goooood
goooood

0O disconnect
goooood
goooood

L3I0 000000000

connect 12tpv3 ethernet <0-2> (]JA.B.C.D)

connect 12tpv3 ethernet <0-2> vid <1-4094> (]JA.B.C.D)
A.B.C.D O U Remote Router-1D0 O[O

IPsec0 00000000 OIPsecO000O0OOO0OODOOOOODOOOO
connect ipsec <1-65535>

WiMvaXO OOoooooooo
connect wimax <0-0>

Oo00ooooooooooooo
disconnect console (
disconnect vty <VTY line_number:0-10>

console CLIDOOOOOOOOOD
SSH/TelnetD O OO OOODOOOOD

~
11
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O format
ooooooo 000000000000000000
ooooood  format (diskO]diskl)

O eject
ooooooo 0000000000000 00000
0000000  eject (diskO]diskl)

O inject
ooooooo 0000000000000000
0000000  eject (diskO]diskl)

0 ping
oo0ooooo ping0 000000
ooooooo ping ip (A.B.C.D | FQDN)
ping ipv6 (X:X::X:X | FQDN)
ooooooo 000000 OdpigOO0OO0O0OOOOOOOODOO0ODOODOOODOO

nxrl20#ping ooooboobonog

Protocol [ip]: Oip|ipv6

Target IP address: OA.B.C.D|XzXz:X:X]FQDN
Repeat count [5]: 0 1-2147483647

Datagram size [100]: (J 36-18024

Interval in seconds [1]: 0 0-10

Extended commands [n]: On(pingDO0D)y(OOOODOODOODOODOOO)
0 Source address or interface: O A.B.C.D|X:X::X:X] INTERFACE
0 Type of service [0x0]: [J 0x00-0xff

0 Set DF bit in IP header? [no]: [ no|yes

(0 Data pattern [OxABCD]: [0 0x0000-0OxffFff

O traceroute
googoogon traceroute 0 0O ODOO
goooooo traceroute (icmp|icmpv6) (A.B.C.D]FQDN)
traceroute (ip|ipv6) (A.B.C.D]JFQDN)
oo0ooooo 0000000 ¢traceroute0 0000000000 DO0ODOOOOODOOOOOO

nxrl20#traceroute ooooooooboo
Protocol [ip]: Oiplipv6

Target IP address: OA.B.C.D|X:Xz:X:X]FQDN
Source address: OA.B.C.D|X:Xz:X:X
Numeric display [n]: Only

Timeout in seconds [2]: J 0-3600

Probe count [3]: 0 1-65535

Maximum time to live [30]: 0 1-255

Port Number [33434]: 0 1025-65535
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O ssh
00oopoo  ssHOooooooDooo
ooooooo
ssh (ip|ipv6e) (A.B.C.D|X:X::X:X]FQDN) user USERNAME [(source A.B.C.D|X:X::X:X)]
ssh (ip|ipv6) (A.B.C.D|X:X::X:X]|FQDN) user USERNAME version 1
[cipher (3des|blowfish]|des)] [(source A.B.C.D|X:X::X:X)]
ssh (ip|ipv6) (A.B.C.D|X:X::X:X]|FQDN) user USERNAME version 2
[cipher (3des-cbc|aesl128-cbc|aesl28-ctr|aesl92-cbc
|aes192-ctr|aes256-chc|aes256-ctr|arcfour|arcfourl28|arcfour256
|blowfish-cbc|cast128-chc)] [(source A.B.C.D|X:X::X:X)]
goooooof. OoOOoOoUoOopoooooOoooboooooo

O telnet

OO0O0Ooooo  TelnetOOOODOOOO

0oooood  telnet (A.B.C.D]X:X:X:X::X]FQDN) [source (A.B.C.D|X:X::X:X)]
0000000 OOoOO0oO0oOooOOoODOOO0OO0OO0O00O0O0O0O000

O logout
ooooooo  cuooooooooooo
gooobooo logout

O get system statistics cpu

ooooooo
ocPu00000000ooooooooooooogn
000o0oooo0OO0ooO0O0O0O0O0D0000000000000000OoCcRD000ooooooooooon
00o0o0ooOooooocPI00 0000 oooooooooooo

0000000  get system statistics cpu <interval(sec):1-86400> <count(J):1-65535>

0 0 0 0OO0O0O0ooooooooo

nxrl20#get system statistics cpu 1 5

14:20:02 %CPU %user %nice  %system %idle %iowait
14:20:03 22.00 17.00 0.00 5.00 78.00 0.00
14:20:04 23.00 11.00 0.00 11.00 77.00 0.00
14:20:05 100.00 65.00 0.00 35.00 0.00 0.00
14:20:06 4.95 3.96 0.00 0.00 95.05 0.00
14:20:07 0.00 0.00 0.00 0.00 100.00 0.00
AVERAGE 29.99 19.39 0.00 10.20 70.01 0.00

O reset
ooooogo DooooooOwiMXDOooOoooooooooooooooo
goooooad reset mobile <0-2>

reset wimax <0-0>
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view(exec) node

m debug/undebug

o 12tpv3

00ooooo L3OO ooooooooooog

0000000  debug 12tpv3 (Jall]error|session]tunnel)

O No O undebug 12tpv3 (Jall]error|session|jtunneDO0 = 000000 OO0OOO0OOOOD

o netevent

OO0O0O0Ooo0gd NeteeentQOOOOOOOOOOOOO

ooooooo debug netevent (Jaction]all]error|track)

O No O  undebug netevent (Jactionjall]errorjtrack)J (= DO OOOODOOOCOODOOCOD

© ppp
gbooooboo pPPOOODOODOOODOOODOOO

OOoooognO  debug ppp
O No O undebug ppp0 (= OO O ODOOODOODOOOOOOD

o timer
gooooog timer 0 timeout OO OOOOO conmand D OO0 O ODOO0O
goooooo debug timer <1-5> <5-86400> interface ethernet <0-2> (shutdown|no shutdown)
debug timer <1-5> <5-86400> interface ppp <0-4> (connect|clear]|reconnect)
O No 0  undebug timer <1-5>0 0000 IDO0000ODOO0OOOOODOOOODO
ooooood
O interface ethernet <0-2> shutdown/no shutdown timer O timeout O O O configuration mode O O O
JO00OuUsEROODOO0O0O00OO0oOO0DOO00Dooooooooooooooooooooog
cmd-timer: cmd-id 1 start
cmd-timer: cmd-id 1 error(VTY configuration is locked by other vty)
JooobooOoooooO0obOO0ooOooobOooobDOooDOobooon
cmd-timer: cmd-id 1 start
cmd-timer: cmd-id 1 finished
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global node

O OO0 command

nxr130#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxrl130(config)#

m show

o show config

gooooogo running-config(C OO OO0OO0OOO0OO0OO)DO0OO0OOOO
goooooo show config (|xml)

o show flash-config

goooood  flash-config(flashO OO OO OOO0O0OOOO)ODOOOooOOO
goooooo show flash-config xml

ooooood  flash-configd OO OOXMLODODOOOOODOOO

O hostname

oooooog 0opoooobooooooog

goooooo hostname HOSTNAME

ooooood Jooo0o0oooooobOOoooOooOooDoooon
nxr130(config)#hostname NXRO1
NXRO1(config)#

O fast-forwarding
gooooogo fast forwardingO O OO OQODO .

goooooo fast-forwarding enable oooo

gbo 0O oo no fast-forwarding enable O O0O0O

O no O no fast-forwarding enable

ooooood

0000000000000 0DO00D000Ofast-forwardingD O O0O0O0O00OO
- Layer4 TCP/UDP/ESP
- Layer3 IPv4

- Layer2 Ethernet(VLAN/PPPOEC O O O
00000000000 0000000000D0 fast-forwardingD OO O0OOO
IPOO0OOOOODOO0OOODOO0OONROOOODOOOODOON
Ethernet 00000000 /00000000000

IPvaO0 OO0 20000000000000000000000DO000O00O00O0O0
0000000000000 0000000DO00D00000O00000DbO0O0O0TCP SYNO FIND O
00000000 o0DoooooooooooooooorPO0OOCODODSIPOOOODOOO
00000ooDodo fast-forwardingd OO OO OO

- IPO000O0O0O0OODOO0ODOODO0O0O0

- 0000000000000 QSsO00O0O00O0Ofast-forwardingD OD0ODOO0O0OODOODO
-WiMAXOOOODOOOODoDoOOoOowoooooooooOodfast-forwardingdO0O0OOOO
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global node

m ip access-list
Access-List(ACL)O O O O OIPv4 packetO filteringU OO ODOOOOODOOOFilteringd D OO0
OO0 matchd OO matchO O actionO OO0 OOO0OOOO
o matchO 0O
IPv4 source address/netmask
IPv4 destination address/netmask
Protocol (0 OO protocol D OO O OO0 protocol DO O O)
Source port(TCP,UDPO OO OO ODOO)
Destination port(TCP,UDPO O OO OO DOO)
TCP syn
icmp type/code 0 0O (icmpO OO O 0O)
source mac address
o matchO O QOO

permit 00000 packetO OO acceptd OO OO
deny 00000000 packetD OO dropO0 0000
ooooooo

o ip/protocol

ip access-list ACL-NAME (permit]deny)
<source:>(any|A.B.C.D/M]JA.B.C.D|FQDN) <destination:>(any|A.B.C.D/M]A.B.C.D]FQDN)
(]<protocol :0-255>]icmp|tcpjudp) (Imac HH:HH:HH:HH:HH:HH)

o icmp

ip access-list ACL-NAME (permit]deny)
<source:>(any|A.B.C.D/M]A.B.C.D]FQDN) <destination:>(any|A.B.C.D/M]A.B.C.D]FQDN)
icmp (Jtype code) (|mac HH:HH:HH:HH:HH:HH)

o tcp/udp

ip access-list ACL-NAME (permit]deny)
<source:>(any]A.B.C.D/MJA.B.C.D|]FQDN) <destination:>(any|A.B.C.D/M]A.B.C.D|FQDN)
(tcpludp) [(<sport:1-65535>]any|range <min:1-65535> <max:1-65535>)
(<dport:1-65535>]any|range <min:1-65535> <max:1-65535>)] (|mac HH:HH:HH:HH:HH:HH)

o TCP option
ip access-list ACL-NAME (permit]deny)
<source:>(any]A.B.C.D/M]A.B.C.D|FQDN) <destination:>(any|A.B.C.D/M]A.B.C.D|FQDN)
tep [(<sport:1-65535>]any|range <min:1-65535> <max:1-65535>)
(<dport:1-65535>]any|range <min:1-65535> <max:1-65535>)] (|syn) (|mac HH:HH:HH:HH:HH:HH)

o negate
no ip access-list ACL-NAME

goooood

OIPv4al IPv6 0 ACLODDO tableD OO OODOOOOACL-NAMECD O ODODODOOODO
OO0DO0OACLOOODOODOODOI p access-group O O O O (interface/tunnel/ppp node 0 0 0 )OO
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m ipv6 access-list
Access-List(ACL)O O OO O IPv6 Packetd FilteringO OO OO OO OFiltering0 000 OO O match
O0OmatchO O actionO0 OO0 OO0O0OO0O0O
o matchO O
IPv6 source address/prefix length
IPv6 destination address/prefix length
Protocol(J OO protocol DO OO DOONO protocol DO OO)
Source port(TCP,UDPO O OODOODOO)
Destination port(TCP,UDPO O OO OODODO)
TCP syn
icmpv6 type/code 0 0 (icmpve O O O O0O)
o matchO O OO

permit 00000 packetO OO acceptO 0000
deny 00000000 packetO OO dropd 0000
ooooooo

o ip/protocol

ipv6 access-list ACL-NAME (permit]deny)
<source:>(any | XXz :X:X/M]X:X::X:X]FQDN) <destination:>(any|X:X::X:X/M]X:X::X:X]FQDN)
(l<protocol :0-255>]icmpv6 | tcpludp) (|mac HH:HH:HH:HH:HH:HH)

o icmpv6

ipv6 access-list ACL-NAME (permit]deny)
<source:>(any | X:X: :X:X/M]X:X::X:X]FQDN) <destination:>(any|X:X: :X:X/M|X:Xz:X:X]FQDN)
icmpv6 (Jtype code) (Jmac HH:HH:HH:HH:HH:HH)

o tcp/udp

ipv6 access-list ACL-NAME (permit]deny)
<source:>(any | X:X: :X:X/M]X:Xz:X:X]FQDN) <destination:>(any|X:X::X:X/M]X:Xz:X:X]FQDN)
(tcpludp) [(<sport:1-65535>]any|range <min:1-65535> <max:1-65535>)
(<dport:1-65535>]any|range <min:1-65535> <max:1-65535>)] (|mac HH:HH:HH:HH:HH:HH)

o TCP option

ipv6 access-list ACL-NAME (permit]deny)
<source:>(any | X:X: :X:X/M]X:Xz:X:X]FQDN) <destination:>(any|X:X::X:X/M]X:Xz:X:X]FQDN)
tep [(<sport:1-65535>|any|range <min:1-65535> <max:1-65535>)
(<dport:1-65535>]any|range <min:1-65535> <max:1-65535>)] (]syn) (Imac HH:HH:HH:HH:HH:HH)

o negate
no ipv6 access-list ACL-NAME

ooooooo

OIPv4a0 IPv6 O ACLO OO table DD O OOOODOOACL-NAMED OO DD OOODO

00000 ACLOO0ODODOOD ipve access-group O O O O (interface/tunnel/ppp node 0 0 0)
O0ACLOD 000000000000 00DmeY
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O ip route access-list
ooooooo
route-map 0 matchO OO OO match ip address0 0 0000000000000 0ODOOOOOO0O0OODO
BePOOOOUOODOOOset0DOOUOOODODOOOODOUOOODOOOOOOBGPO distribute-list
000o0oooo0ogooooooooooog
goooood ip route access-list ACL-NAME (permit]deny) A.B.C.D/M (]exact-match)

ip route access-list ACL-NAME (permit]deny) any
O no 0  no ip route access-list ACL-NAME (permit]deny) A.B.C.D/M (]exact-match)

no ip route access-list ACL-NAME (permit]deny) any
od od
exact-matchO OO OO0 O0OOprefixUOMODODODOOOOODOODOexact-matchO O OOOODOO
OOprefixOOMOO WO 32)DO000O0O0O0ODOCO
0.0.0.0/0 exact-match O O default route(0.0.0.0/0)0 00 00 00.0.0.0/0(exact-match 0 O )0 O any
oooooo
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global node

m ip (snat|dnat)

OoOoOoOooo NTOODODODDODODOODOO

ooooooo

o 1ip

ip (snat]dnat) NAT-NAME ip
<src:>(any|A.B.C.D/M]JA.B.C.D) <dst:>(any|A.B.C.D/M]A.B.C.D)
<to:A.B.C.D> (]Jto-end:E.F.G.H)

o TCP/IP

ip (snat]dnat) NAT-NAME (tcp]udp)
<src:>(any|A.B.C.D/MJA.B.C.D) (]<sport:1-65535>]any|range <min:1-65535> <max:1-65535>)
<dst:>(any|A.B.C.D/MJA.B.C.D) (]<dport:1-65535>]any|range <min:1-65535> <max:1-65535>)
<to:A.B.C.D> [(Jto-end:E.F.G.H) (]<port:1-65535>|range <min:1-65535> <max:1-65535>)]

o protocol
ip (snat]dnat) NAT-NAME <protocol:0-255>
<src:>(any|A.B.C.D/M]A.B.C.D) <dst:>(any]A.B.C.D/MJA.B.C.D) <to:A.B.C.D> (]Jto-end:E.F.G.H)
goooooo protocol D 00 udp/tecp0 000000 port0 00000000
(000000 udp/tecp0 00 O0OODOO)

o static
ip (snat]dnat) NAT-NAME ip
<src:>(any|A.B.C.D/M]JA.B.C.D) <dst:>(any|A.B.C.D/M]A.B.C.D) static <to:>A_B.C.D/M

o negate
no ip (snat]dnat)

ooooooo
o snat0000O: Private IPO 00O (192.168.0.0/24)0 Global 1P(1.1.1.1)0 0000000000
ip snat test ip 192.168.0.0/24 any 1.1.1.1

odsnat0000: 1.1.1.1:800 0000000 192.168.1.1:8800 000000
ip dnat test tcp any any 1.1.1.1 80 192.168.1.1 880

o static snat0 O 0O:
ip snat test ip 192.168.0.0/24 192.168.10.0/24 static 192.168.10.0/24
00000192.168.0.2450 0 192.168.10.2470 0000000 0O0OSNATO OO src IPO OO
(192.168.0.245 - 192.168.10.245)0 000 O
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global node

m system (snat]dnat)
goooogod system snatld system dnat0 000000
oooooog

o system (snat]dnat)
system snat SNAT-NAME
system dnat DNAT-NAME

o negate
no system (snat]dnat)
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global node

m ip web-auth access-list

goooooo

WebO O filterOODOOO0OOOODODOO hostd networkO interfaceD 00O OWebO OO OO OOOO
doooooooooad

ooooooo

o ip/protocol

ip web-auth access-list ACL-NAME (permit]deny)
<source:>(any|A.B.C.D/M]JA_.B.C.D|FQDN) <destination:>(any]A.B.C.D/M]A.B.C.D|FQDN)
(l<protocol :0-255>]icmp|tcpjudp) (|mac HH:HH:HH:HH:HH:HH)

o icmp

ip web-auth access-list ACL-NAME (permit]deny)
<source:>(any|A.B.C.D/M]JA.B.C.D|FQDN) <destination:>(any|A.B.C.D/M]A.B.C.D|FQDN)
icmp (Jtype code) (|mac HH:HH:HH:HH:HH:HH)

o tcp/udp

ip web-auth access-list ACL-NAME (permit]|deny)
<source:>(any|A.B.C.D/M]JA.B.C.D|FQDN) <destination:>(any]A.B.C.D/M]A.B.C.D|FQDN)
(tcpludp) [(<sport:1-65535>]any|range <min:1-65535> <max:1-65535>)
(<dport:1-65535>]any|range <min:1-65535> <max:1-65535>)] (|mac HH:HH:HH:HH:HH:HH)

o TCP option
ip web-auth access-list ACL-NAME (permit]|deny)
<source:>(any|A.B.C.D/M]JA_.B.C.D|FQDN) <destination:>(any]A.B.C.D/M]A.B.C.D|FQDN)
tep [(<sport:1-65535>|any|range <min:1-65535> <max:1-65535>)
(<dport:1-65535>]any|range <min:1-65535> <max:1-65535>)] (]syn) (|mac HH:HH:HH:HH:HH:HH)

o negate
no ip web-auth access-list ACL-NAME

ooooooo

o WebODOOODODO: 192.168.0.100 00000 WebhO 0D O0OOWODOODOODOODOOO
ip web-auth access-list FORWARD-IN permit any 192.168.0.10 tcp 80 any
ip web-auth access-list FORWARD-OUT permit 192.168.0.10 any tcp any 80

o OD0DUO0OODOUODD: DOOWhOODODDOODOOWNOOODOODOODDOOOODOD
interface ethernet 1
ip webauth-filter forward-in FORWARD-IN
ip webauth-filter forward-out FORWARD-OUT
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O 60 global node

global node

O pppoe-option sent-padt
OOoOoOoOooOo  PPPEO0OIODOOOOOOOOO
gooooog pppoe-option sent-padt
(all|prev-pppoe-session|unknown-ip-packet]unknown-lIcp-echo)
oo O oo pppoe-option sent-padt all
O no 0  no pppoe-option sent-padt
(] prev-pppoe-session|unknown-ip-packet|unknown-lcp-echo)

O pppoe-bridge

OOoO0oOoOooO  PPPoE bridgeO OO O OODO

gooooog pppoe-bridge ethernet <0-2> ethernet <0-2>
OO0 0O OO0 no pppoe-bridge

O no O no pppoe-bridge

O dhcp-server

OO00oOooo0Od DbHCPOODOOOOOOIWOOOOOOODODOOOO
goooooo dhcp-server bind HH:HH:HH:HH:HH:HH A.B.C.D

O no 0  no dhcp-server bind HH:HH:HH:HH:HH:HH

m ssh-server
o ssh-server enable
gooooog SSHOOOOOO /00000000

ooooooo ssh-server enable Ooag
o0 0O 00 no ssh-server enable
O no O no ssh-server enable 00

o ssh-server version
gooooog SSHOOOOOOOOooooooooo

Joooood  ssh-server version 1)2 > SSHvl or SSHv2
ssh-server version 1 2 : SSHvl and SSHv2

OO0 0O OO0  ssh-serverversion 1 2

g no g no ssh-server version (=ssh-server version 1 2)

o ssh-server ciphers

ooOooooo ssHOOOOoooooooooood

ooooooo ssh-server ciphers (aesl128-chc|3des-chc|blowfish-cbc|castl128-chc|arcfourl28]
arcfour256]arcfour|aes192-cbhc|aes256-cbc|aesl28-ctr|aesl92-ctr|aes256-ctr|)

o0 0o Oo0o0oo0oooooo

O no 0  no ssh-server ciphers
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O 60 global node

global node

m ssh-server(O0O)
o ssh-server address-family
ogooooood SSHOODODOODOOODOOOoODOooDOoooadpva/ipve)do0n0oonod

0000000  ssh-server address-family ip : IPv4 access only
ssh-server address-family ipv6 : IPv6 access only

oo o oo no ssh-server address-family

0 no | no ssh-server address-family I any

o ssh-server port

000ooooo ssHOOOODOOoOoOoOOoOOoOoO0DOooOoooDoOoOo00000000000000A0
goooooo ssh-server port (22]512-65535) (22]512-65535)

OO0 0O OO0  ssh-server port 22

a no 0 no ssh-server port (=ssh-server port 22)

o ssh-server authentication

0ooodooo ssHOOODODOOOODODOOODOODOdplain-text password 0 RSA public-key O
oooooooo

0000000  ssh-server authentication (password|public-key)

a no 0 no ssh-server authentication (password|public-key)

oo 00 Default O O O password 0 O ORSAO O (verl/ver2)D OO0 OO0 OO

o ssh-server public-key
ooooooo admin00O0000D0OSSHOOOODODOOODOO@DOS0000000)0
0000000  ssh-server public-key username admin <0-4>
ssh://<user@(A.B.C.D|X:X::X:X)>/FILENAME (]source A.B.C.D|X:X::X:X)
ssh-server public-key username admin <0-4>
ftp://<A.B.C.D|X:X::X:X>/FILENAME (]source A.B.C.D]|X:X::X:X)
ssh-server public-key username admin <0-4>
(diskO:FILENAME|disk1:FILENAME) (]source A.B.C.D|X:X::X:X)
O no 0  no ssh-server public-key username admin <0-4>
ood o0
ooooooOoooooOoobooooooo
ossHOOOOOOOoOoOOoOooDoOooOoooooooooooooooooooooogoooooooo
O ssh://user@A.B.C.D/FILENAMEC 0022000000000 OO =ssh://user@A.B.C.D:22/FILENAMECT]
- IPv4  ssh://user@A.B.C.D:port/FILENAME
- IPv6  ssh://[user@X:X::X:X]:port/FILENAME

o ssh-server vty authentication

0000000 RSAODOOOpasswordDOOO0OO0O0O0OO0OO0OO0DOOIOpassword OO 0O0OIDO
oo0ooooooooo

goooooo ssh-server vty authentication

O no 0  no ssh-server vty authentication

oo 00 RSA public-keyO O O 0O O O O (ssh-server authentication public-key)O OO
gdoooOoOoOoOoOoOoOooOooooooOooOoo
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O 60 global node

global node

O telnet-server enable

ooooooo
goooooo
oo o oo
0 no 0

m http-server
o enable

ogoooooo
ooooooo
oo o oo
0 no 0

TelnetOODOOOO/000000D00O

telnet-server enable oo
telnet-server enable
no telnet-server enable oo

HTTPOOOOOO/0D00000D0O

http-server enable (CREED)
http-server enable
no http-server enable 00O

o ip access-filter

gooooao
ogoooooo
oo oo
0 no 0

OO00OD0OwhOOODODOODOOODODO P ACLODODODOOO
http-server ip access-filter 1Pv4-ACL-NAME

source IPOUOOOOODODOOO

no http-server ip access-filter

o ipv6 access-Ffilter

gooooao
ogoooooo
oo oo
0 no 0

OOO0O0DwebhDOOOODOOOOODOIPG ACLOODODOOOO
http-server ipv6 access-filter IPv6-ACL-NAME

source IPOO0OO0OOOOO0O

no http-server ipv6 access-filter
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O 60 global node

global node

m session

o session udp timer

gooobon
gooooogo

oo 0O OO
O no O

wrPOOOO0ODODOOOODOODOOO

session udp timer <sec:1-8589934> (NXR-120/C[J NXR-125/CXJ NXR-130/C)
session udp timer <sec:1-2147483> (NXR-1200)

session udp timer 30

no session udp timer(=session udp timer 30)

o session udp-stream timer

gooogooo
goooboon

o0 0O 00
O no O

wPOOOO0O0O0O0O0O0O0O0O0ODO0OOOOOOOO

session udp-stream timer <sec:1-8589934>[1 (NXR-120/C NXR-125/CX NXR-130/C)
session udp-stream timer <sec:1-2147483> (NXR-1200)

session udp-stream timer 180

no session udp-stream timer (=session udp-stream timer 180)

o session tcp timer

gooobon
gooooogo

oo 0O OO0
O no O

o session max
goooood
goooooo

oo 0O 0o

o session limit
gooooog

goooooo

oo 0O oOoo

O no O
Oo0o0ooon

TcPO0D0ODOO0O0ODO0ODOODO0OO

session tcp timer <sec:1-8589934>(1 (NXR-120/C NXR-125/CX[] NXR-130/C)
session tcp timer <sec:1-2147483>[1 (NXR-1200)

session tcp timer 3600

no session tcp timer (=session tcp timer 3600)

ooooooooooOooooo

session max <4096-32768> (NXR-120/CO NXR-125/CX0 NXR-130/C)
session max <4096-65536> (NXR-1200)

session max 4096 (NXR-120/C0O NXR-125/CX0 NXR-130/C)
session max 32768 (NXR-1200)

no session max (=00000O0)

IP address 0 O conntrack session0 0 00000000 O0OO0OOOUSEROOODO
conntrack session0 0 0 000000000000 DODOOODOOODOOO
00000 Oforwarding0 0000 packet0 0O O0O00OOO0O

session limit <0-32768> (NXR-120/C0 NXR-125/CX[1 NXR-130/C)

session limit <0-65536> (NXR-1200)

session limit 0

no session limit

000000DOOIP addressO 0 session0 0 00O OoOoOO
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O 60 global node

global node

m session (O0O)

o session tcplimit

gooooog NXROOOGOOOTCPOOOODDODODODOOOOODODODOOOOOO

0000000  session tep limit (<16-16384>])  (NXR-120/CL NXR-125/CXCJ NXR-130/C)
session tcp limit (<16-32768>])  (NXR-1200)

OO0 O 00O  session tcp limit 6400 (NXR-120/C0 NXR-125/CX[J NXR-130/C)
session tcp limit 1024 (NXR-1200)

O no O no session tcp limit 0=0000

ooooood

UNARROOODOO0DOO0OOO0OO0DOO0bOO00ObO0obO0o0booobonDoo

Oipvy/iPv6 00000000000 0ODOOOOOODOOOODO1600000000 1Pv4aD IPVEDO
TcPOO0OO0O0O0OO0OO0OO0OOOODODOOOOODOOOODO

gboobobooooboobooboobooboboobooboboboboobobobon
gbooooboobgooooboboobo

o session invalid-status-drop enable
goooobgn NXRO packetd O OO OO OconntrackD 0 OO0 00O OOOO Ostatusd NEW state
ooO)yoooDooopooOooDoOooOoooestablishOOOOOO
OO000O0O00 packetUOODOOOOODOOOOODO(ex. tecpO OO0 OO session
000000 RST+ack O packet 0 00D 00000 ) stated invalidD OO0 OO
0000000000 Invalid state 0 0O session 0 match O O packet O drop O
OO00000DefaultO OO ODOOO
0OooOooogd  session invalid-status-drop enable
oo o odo no session invalid-status-drop enable
O no 0  no session invalid-status-drop enable
ooooooo
gooooooOoUoOoooUdOobOooUoUobOCoOoUOoUoUOooOoOUUbOOOUOOoOoOOoDOoOoOOoDoO
session invalid-status-drop-interface enable D0 000000000 Oppp OODCOOOOODOOO
oooooooooooo
nxr125(config)#no session invalid-status-drop enable
nxr125(config)#interface ppp 0
nxri125(config-ppp)#session invalid-status-drop-interface enable

o session checksum

0oooood  tep/udp/icmp packet 00 OO0 00O Ochecksum error0 000000000 NATO OO
0000000000000 000000D0000Ochecksum error0 000000
NAT(masquerade 0 0 )0 OO OO0ODOO
DefaultD DO O00O0ODOOOOver5.6. 1000 versionOO0OO0OO00OOOODOOO

goooooo session checksum enable

oo 0O oOd no session checksum enable

a no O no session checksum enable
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O 60 global node

m password

o password

gooooon
goooooo
oo o oo
d no g
aad 0o

o gui password
goooobod
goooooad
gg 0O 0o
g no O
ud o o

m CLI

global node

cLiDdooooooooooooooog

password (|hidden) PASSWORD

password admin

no password (= password admin)
O0ooooo1-9%50000000000D0D000d
OO00ooogoooooooogis#s=+_.;;040~e <000

aliDO000oooOoUoOooooooooog

gui password (|hidden) PASSWORD

gui password admin

no gui password (= gui password admin)
O0ooooo1-950000000000D0D000d
OO00ooooooooooogis#s=+_.;040~e <000

o console idle-timeout

ooooooo
ooooooo
oo o oo
0 no a

Console0 000 O0OOOOODOOOOOO

console idle-timeout <minutes:0-35791> (]<seconds:0-2147483>)
console idle-timeout 0 3600

no console idle-timeout (=console idle-timeout O 0)

o console terminal length

ooooooo
ooooooo
oo o oo
0 no a
goooooo

console0 00 0OO00OO0DOOOOODOOOOODOO

console terminal length <0-512>

console terminal length 24

no console terminal length (=console terminal length 24)
ogOooOOOO0OoOOoOOobDOOoOoOoDOOoOobODoOoOoO

o console terminal width

oooooao
goooooo
oo O oo
0 no 0

console 000 000D0OO0ODOODOOOOODOODOO
console terminal width <40-180>

console terminal width 80

no console terminal width (=console terminal width 80)

79



0O 60 global node

global node

m CLI (ODO)

o vty session-max

ooooooo viyydOOOOQOOOOOOOODOOOO
goooooo vty session-max <1-10>

00 0O OO0 vty session-max 4

o vty idle-timeout

ooooooo vty OQoooooooooooooo

0ooooogd vty idle-timeout <minutes:0-35791> (|<seconds:0-2147483>)
o0 O 00 vty idle-timeout 0 600

O no 0  no vty idle-timeout (=vty idle-timeout 0 0)

o vty terminal length

oo0ooooo  viyOOOOOOODOOOODOOOOO

0oooood vty terminal length <0-512>

oo 0O OO no vty terminal length

O no 0 no vty terminal length

0000000 DefaultOOOterminal D000 0O00OO0DOOOOODODO
od0OO0O0O00ODOOOUO0ObDOOOUODOOOOODODOOOn

o vty ip access-filter

ooooooo  vyOoIipvaOODOODODOOOCOODODOO
0ooooogd vty ip access-filter 1PV4-ACL-NAME

O no O no vty ip access-filter

o vty ipv6 access-filter

ooooooco  vtyOlIpveOOOOOOOOOOOOOODO
goooooo vty ipv6 access-filter IPV6-ACL-NAME

O no 0 no vty ipv6 access-filter
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0O 60 global node

global node

m 12tp
gogooooo OCN IPv6e O OO ODOOODO0ODOOO0ODOOONROODDODODDOOOPPPPOOOODOO
LTPO0D0DODO0O0O0OWNSDODOOO0O0OODODODO0O0OOOoO

o udp source-port

ooooooo
Joo0oooooooooooooooooNROODOOOoooDooooO2TPOO00n0oooonooo
src port0 00O UDP/17010 00000 OLTR/PPPOC OO ODOOCOOOOOOOOOOOODOOOO
000000000000 LLTPO0O0OOOsrcport OOOO00O0OO0OOODOOOOdstOOOO
UDP/1701(00)0 OO OO

OJo0ooLTev30UDPO O OO OOOOOLTPVIO LZTPO OO OOO OO portD 00000 OOOOOO

goooood 12tp udp source-port <src_port:1024-65535>

ogo 0O 00 12tp udp source-port 40001

o hostname

ooooooo LPOOO0O0ODOOOODOOO

ooooood 12tp hostname L2TP-HOSTNAME

<00O0O0O0 > 0O0O0OOOhestnamed DO0OOOOOOOOODOOOOOO
O no O no 12tp hostname
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O 60 global node

global node

m L2TPv3
goooooo

ONXROOOOOO L2TPv30 0O OLAC-LACO DO ODOCO L2TPOCOODOOOOODOOEthernet0 OO
0000000000000 00End-to-End0 0 L2O000000000O0O0O0ODOOORRC3931000O

gooood

OLAC-LACO D0 0UDODOOLAC-INSOO OO NS-INSO OO0 O0DOO0ooooo(d20000onon
oooooo)o
O30 0000000000 0000000L2TPv3 over IP (DO OO0 OODO 115)00 0 0 L2TPv3
over DPO OO OOOOOO
gLTPO000000000D0OOOL2TPV30O L2ZTPO ULDPOOOOOOODOOOODODOOOODODOO
00000000oO0oO0oO0ooooooooooooOOoOn
gL2Tp(v2)000000O0O0OOO0OO
O00000000000000IIPVAODODOCOOOIPv6eOOOOOOO
0000000000 LROOODOODDOOOethernetD 0000000 802.1Q VLIANOO DO OOOO
Xconnect 0D D DO ODODOO0OOOOOOOOethernet0 00O VLANO OO
O00O0O0Oethernet0000000O0DO802.1Q in 802.1Q0 00 0O00ODO 1522000 (FCSOOO)
O0OWWDOOODOOO0OO0OO120000000000000000000000O0O0O00O0
OCookie O OO L2 Specific Sub layer OO OO OO0OO

o hostname
goooooo

ooooooao
Oo00oooo
O no O

o router-id
gooooog

ooooooao
O no O

o mac-learning

ooooooo
goooooo
oo O Oo
0 no 0
ooooooo

0000000000000 0O0OLCCE(L2TP Control Connection Endpoint)d 0 00O
oooooo

12tpv3 hostname L2TPv3-HOSTNAME

O000O0Ohostname 00000000000 ODOOOODODO

no 12tpv3 hostname

00ooooompooiPO000D00O00O0OOoODOlecCED O OO IDODOOooOoon
ood

12tpv3 router-id A.B.C.D

no 12tpv3 router-id

MACOOOOODOUODOOoOooooo

12tpv3 mac-learning

12tpv3 mac-learning

no 12tpv3 mac-learning
OO0000oo00O0oooOoovMCO00DOO0OOOO00oooDOooooogooo
0Od0oooOO0o0oO00ooo0OobDooboooOoooooOooorMCcOobDbooOono
Oo00Oooooooooooo
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O 60 global node

global node

m L2TPv3 (O O)

o mac-aging

gogoooog
goooooo
g 0O 0o
O no O

o loop-detect

ooooooa
goooooad
oo O oOad
0 no 0
ooooooad

OooOooOooOovMACOOOOOOOOOOOOOOOO
12tpv3 mac-aging <seconds:30-1000>

12tpv3 mac-aging 300

no 12tpv3 mac-aging (=12tpv3 mac-aging 300)

0000000000 oooon
12tpv3 loop-detect

no 12tpv3 loop-detect

no 12tpv3 loop-detect

goooboooboobobooobooobooboboboobooboobOoboobOoobobbOoD 2
gboooboobgooboboboobon

O0OXconnectD O OO OODOO0ODOOODDOOOOODOOOONVMACODOODOERBODOOOOODOO
oLt 0dbDOO0OO0OOoOobDOOoOoOoDoOooOvNACOOOOODbDOOOMCcOODODobooooooo

o send-known-unicast

ooooDooo
goooooo
oo O oo
0 no 0
ooooooo

L2TPv3 0O known unicast 0 0 0000000 O0O

12tpv3 send-known-unicast

no 12tpv3 send-known-unicast

no 12tpv3 send-known-unicast

known unicast0 OO0 OO0 OMACOODOODODOOuwnicastd DO O0OOODOOO
OO000DOCOo0ooDooOOUoOoooodOdOunicast000D0O0OO00OO0ODOOOOODO

o udp source-port

ooooooo
goooooo
oo O oOo
0 no 0
ooooooo

L2TPv3 over UDPO O OO0 O src port0 00000000000 DOOO

12tpv3 udp source-port <1024-65535>

12tpv3 udp source-port 1701

no 12tpv3 udp source-port (=12tpv3 udp source-port 1701)

Src port0000000D0ODOOOL2TPv3 over UDPO OO OO OO tunnel OO0 OO
COoOOoDoOoOoOeetevd over IPOOOO0OCOOOOOOOODOOOOODOOOOO

o udp path-mtu-discovery

goooooo

goooooad
oo O odd
0 no 0
ooooooad

L2TPv3 over UDP O O O O OPath MTU DiscoveryO OO OO /0000000ODO0O
cooooooodg

12tpv3 udp path-mtu-discovery

no 12tpv3 udp path-mtu-discovery

no 12tpv3 udp path-mtu-discovery

OO0O00D0O0OO000DOO0O0OoOOLw2etev3a0 OO O DR(Don’ t Fragment)O OO O
10000000oooogoobFO0000oodonDoo0oooooooooo
goooooOoOoooogoooOoovMiuobDooooooU0OOoogobooooo

oooobogbrObO0OoODOObOODbDOn
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O 60 global node

global node

m L2TPv3 (O O)

o path-mtu-discovery

goooooo L2TPv3 over IPO O OO OPath MTU DiscoveryO DO OO0 /0000000OO00O
goooooooo

ooooood 12tpv3 path-mtu-discovery

oo o oo no 12tpv3 path-mtu-discovery

O no O  no I12tpv3 path-mtu-discovery

o snmp enable

000O0ooOo L300 S\NPOOOODODOO0OO0O0OO0O00D00D0000D00OOO000DOOL2TPY3O
ocoowmBOOdOOOOOOOOOO

goooooo 12tpv3 snmp enable

o0 O OO0 no I12tpv3 snmp enable

O no O no 12tpv3 snmp enable

o snmp trap

0000000 L2TPW3OSNWP trap0 0000000000000 COOODOCOOL2TPV3OOO0O Trap
coooooooooo

ooooooo 12tpv3 snmp trap

oo o oo no 12tpv3 snmp trap

g no g no 12tpv3 snmp trap

o tos
ooooood
dLpvdiil 0000000000000 00LLOO0O0O0O0 IPOODO IP6O DO OOOIP/IPYE header
O ToSO (IPv6 0 O O Otraffic class)J USERO OO O 0O ToSO O 12tpv30 0 0 O O IP headerd 1Pv4
ToS field(L2TPv3 session packet)J OO0 OO 0O 00O O OControl message0 O 0xd0oO OO ODOOO
ooooooo 12tpv3 tos
oo O oOd no I12tpv3 tos
O no O no I12tpv3 tos
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O 60 global node

global node

m L2TPv3 (O O)
o fast-forwarding
oOooooog  Letpv3d 00 fast-forwardingD OO0 OO0 OO
gooooog 12tpv3 fast-forwarding enable
oo o od no 12tpv3 fast-forwarding enable
O no 0  no I12tpv3 fast-forwarding enable
ooooooo
Ofast-forvardingD 00000000000 /0000NMACO00DOOOOODOOOODODOOODO
-MACOOOUOODOOOOODOO/000000000DOO0O0O0DOfast-forwardingDOOOOODO
- 00000 fast-forwvardingD OO OO O0O0OOOOOIPvA/TCP/UDPOOOODOOODOOOO
OoOO0O00opooOoo L3t d0ooooodoooo0oooooogooooononfast-
forwvardingD OO0 O00OO0O0O0O0ODOO fast-forwardingO OO0 O M
OO0000DOCOO000DOO000o0oDoOO0o00oDoOoOoooOoUgogL2TPvd tunnelingd OO
L2TPv3 over IPsecO policy based 0O 0O 0O O fast-forwardingO O OO0 OO0 OO
- L2TPv3 over IPsec (route base)O O fast-forwardingO O OO0 00O
000000000000 00D000000d L2TPVv300 000 fast-forwardingD 00 0O
O L2TPv30 MACOOOOUOODOOUOUODOOO20000COLAND O local tableOWANO O FDBO O O
- L7300 0000000000000000O0NMACOO0DOFBOOONDOOOODODOO fast-
forvardingO OO O OOO0O0OO0O
- L2TP3000000000000000000MACODOOO local tableD D ODOODOOOOOO
0 fast-forwardingD 000000000 OO
- L2TP3000000000000000000NMACODOD 00O FBOODOOIDDODOODWAN-WANO O
OO00Ofast-forwardingC OO0 O0D0OOOO00OOQOOOCOCOOOOOO0OOOOOOOOOODOOOOO
oooooo
O JODOCOOOO0OCIHocal tableD OO0 FBOOONMACOOODODOOOODO fast-forwarding O O
000000000 DOMAC aging-timeJ 0000000 DOOCOOOOINocal tableOO OO FDBO
gO0OMACOOOOODOOOOODOOODOO fast-forwardingD O OOOOODOOCO
ooooooo
000 00L2TPv30 fast-forwardingDO Ov5.11.10 00 00000000O00Ov5.12. 0000000000
0000oo00oooO0oooooDoooooDoooooo
000000 fast-forwardingO OO0 0000 default 0D OO0 O
nxrl20(config)# fast-forwarding enable
OLTPv30MACODOODOOOO0ODOOOOODOOdefaultd 0000
nxrl20(config)# 12tpv3 mac-learning
0 L2TPv3 0 fast-forwardingO O 000000 default 0000 O[O
nxr120(config)# 12tpv3 fast-forwarding enable
gcLicdd0o0ooUd0U0OoOoOoU0U0OoOoOo0oOooUobDOooooooogooogdshow configh O
00000000ooooooDo0oooooooooooooooooDooog
o 00000 fast-forwarding 0 0 0O 0 0O O L2TPv3 0 fast-forwardingOD OO0 OO0 00O
nxr120(config)#12tpv3 fast-forwarding enable
% First configure "fast-forwarding enable™ on global mode.
o L2TPv3 0 fast-forwardingO O OO OOL2TPv30 MACO OO DO OOODODOOOODODOO
nxr120(config)#no 12tpv3 mac-learning
% First deconfigure "12tpv3 fast-forwarding enable™ on global mode.
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O 60 global node

global node

m L2TPv3
o fast-forwarding (0 O)
ooooooo
e PtoP OO /700
NXR_10O fast-forwardingO OO O O00O0OD0OO0OOOOOODOOOOODOODOOODOODOOODOODO
PCAOPCBOOOOODOOOOODOODOODOODO
PC A -——- NXR_1 L2TPv3 NXR_2 ----- PC_B
o PCAOOPCBOOODOpingDDOOOOODO
OPCAOOARP REQUESTO OO DODOODOODOODOODO
ONXR_1O0O local tableO PCAOMACOOOOODOOOOOO
OPCBODOPCAOOARP REPLYO D ODOODO
NXR_1IOOFBOOPCBOMACODOODOOODOODOOO
PCAOMACOOOODOODIocal tableODODODOODOOODOODOOfast-forwardingdO OO OO0 O
gooooooogoo
OPCAODOPCBOOICMP REQUESTO O OO DO OO
PCBONMACOOUDORBOOOOODUOOOOOOOfast-forwardingD OO OOODOOOOOO
ooooo
OPCBODOPCAOOICMP REPLYO DO ODOOOO
Fast-forwardingO O OO O0O00OOD0OOODOODOODO O fast-forwardingD 00O O
OPCAODOPCBOOICMP REQUESTO OO OOODO
Fast-forwardingO 0D OO O0O00OOD0OOODOODOODO O fast-forwardingD 00O O

e PtoVP OO O DO
NXR_10O fast-forwardingD OO OO0OOO0OOCOOOO0ODOCOCOOODOOOOODOOUOODOOOO
PCAOPCBOPCCOOUOODODODOODODODOODO
PC C ——-—-- NXR_1 L2TPv3 NXR_2 ----- PC_A
L2TPv3 NXR_3 ----- PC_B
o PCAOOPCBOOODOpingDDOOOOODO
OPCAOOARP REQUESTO OO DODOODOODOODOODO
ONXR_1IOONXR2OODO FDBOOPC AONACOOODOOOODOO
OPCBODOPCAOOARP REPLYO DO ODOODO
NXR_IOONXR 3OOO FBODOPCBOMACODOODOOODOOOOO
PCAOMACOOOODOONXR 2000 FBOOODOOODOODOODODO fast-forwardingd O 0 O
ooooopoooogooooog
OPCAODOPCBOOICMP REQUESTO OO OO OO
PCBOMACOOODOOONKRBOOD FBOODOCOOOODOCOOOOfast-forwardingD OO 0O
0doooDoooogoooooog
OPCBODOPCAOOICMP REPLYO DO ODOOOO
Fast-forwardingO O OO O0O00OOD0O0OO0DOODOODO O fast-forwardingD 00O O
OPCAODOPCBOOICMP REQUESTO OO OOODO
Fast-forwardingO O OO O0O0OOD0OOODOODOODO O fast-forwardingD 00O O
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O 60 global node

global node

m IPv4

O arp
doooodo
ooooooo
0 no 0
ooooooo

OooOooOoARPOOODOOO
arp A.B.C.D HH:HH:HH:HH:HH:HH
no arp A.B.C.D

OStatic RPOOOOOOODOOOOOGratuitous ARPO ARPO OO OOODOOOOODOOOOODO
J100Wwooooooob v 00O O0OD0OO0ODOODODOODOOODOO1O00IPVMAODOODOOO0
gowooooooooooboooboobon

O ip route
ogooooon
goooooo
ogooooood

O no O
ooOooooa

IPVAD 0D 000000000000000

ip route (A.B.C.D/M GATEWAY|INTERFACE|null) (]<distance:1-255>)
AB.C.O/M :: 000O0D00ODOOODO/000000 (e-g- 10.0.0.0/8)
GATEWAY : E.F.GLH OO0OOOOOOIPAODODODO

INTERFACE : ethernet <0-2> (]vid <1-4094>) | ppp <0-4> | tunnel <0-255>
no ip route (A.B.C.D/M GATEWAY|INTERFACE|null) (]<distance:1-255>)

OO00000O0ooO00OoOOooO0obDOoOoOUObOOdistancel 000000 O0O0ODOOOODODOODO
Jo0o00O0b0o0bDO0bD0obO0bOo0bO0DO0bObO0oDO0boO0obDODOdOOround robind OO
gooobooboooooobo

2550 0000000000000

OO0000000O0O0O0O0O0OOO0 (ethernetd 802.1Q VLA O OO OOOOODOOOOODODO
goboobooooobooboboboobooboobobooboobooboboooboobo
OOMRPOOCOOODOCOOOLANOOOCOOProxy RPOOOOODOOCOOOODO)Y)YOODOOO
go00000O0Point-to-POint0 0000000 O0DO0OOODOODOOODOODOOOOODOOO
goooboobogoooobooooo

O ip icmp-errors-inbound

ooooooo

goooood
oo O Od
0 no a
ooooooad

00000 O00boOoOonoCMP error messaged OO OO OOCMP error0D 000 OO
0 packet0 O 0O 00O interfaced primary address0 0000000

ip icmp-errors-inbound

no ip icmp-errors-inbound

no ip icmp-errors-inbound

ODefault0 OO UO0ODOOODOOOOODOrouting tableJODODOOOOODOOOOOOODOO
primary address0 0000000

OICMP error messaged IPsecO0 000000000000 OOOODOOpacketD00ODOODO
oooooboobooooobooobooooobogoo
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0O 60 global node

global node

O ip arp-invalid-log

goooooo Ethernet/VLAN interface 0 0 0O 0O OO O interface IPv4 networkd O O O 1Pv4
addressO arp request0 0 00 0000Osyslog0 000000000 ODOOOOOOO

goooooo ip arp-invalid-log

oo o oo no ip arp-invalid-log

| no g no ip arp-invalid-log

ooooood Invalid arp0 0 0000000000000 logO syslogO0OO0O0O0OO0OOOO

00000000 00D0OO0Omessage 000000000 OODOODODOOISyslog message suppress [

O(syslog node0 0)OODODOOOOOOOOOOOOO

<< Invalid arp0 O log format >>

Jun 16 18:21:06 nxrl20 arp_detect: received invalid arp on ethernetO from 10.10.1.143
(00:90:fe:12:48:8¢c) to 10.10.1.110

ethernet0 : OO 00O interface
10.10.1.143 : arp request sender IP
00:90:fe:12:48:8c : sender mac address
10.10.1.110 : Target IP address
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0O 60 global node

global node

O ip reassemble-output
ooooood
goooooooodMuoooopNmuoODooooooog P forvardingDd OO OO OOOO0ODO
00000000 oo0oo0oooO0ooOooD0oooOoo0D@ooobOoO0ooOOoooOOoDOoOOoDOooon
0O000oooNRRODOOODOOOO0OOO0ODOO0O00O0OOO0D0ooOo0ooDoooooDooDoon
- fragmented packet(C O OO OD0OO)OMUDOOOODOOODOODODODOOOODOOODOOOMTIUD
ooooooooooooooood
- fragmented packet(CO OO OOO)OMUOODOOOOOOOODO fragmented packetD O 0O O
ooooood
- 000000 0bOOooovMUODODO0ODO000OO0DO00D0DbOO00DOO0DbOOoO0DO0OD0ODOO
oooooog ip reassemble-output
oo o oo ip reassemble-output
O no O no ip reassemble-output
ooooood
Jdoooooooooooooomooooooooooobooooooooooooooonog
00o00o00oboo0oo00b0ooooooboooDO0oD0oDoDOoooooDoDOOobOOowooDOooOoooDg
0d0o0doooooooooooooobooodooooooooooooooooooooonog
000000000000 00000000D000o00O00D00D0DO0O00O0ODOONROOD
0oo0odooooooooooooowoooooooooooooooooooon
- fragmented packet(C OO OO OO)OMUOODOOODOOOODOO fragmented packet O MTUO O
oooooooooooooooo
- fragmented packet(C OO DO OO)OMUODODOOOOODOODOOD fragmented packetD O OO
ooooood
- 00000000000 MUDO0ODOD00DOO00DO0O fragmented packet0 000000000
oooood
ODefaultOOglobal DO O OO interface0 000000000 OGIobal O OO interface 0 OO AND
0000o00o0oooooooooooooooooogodglp forwardingDOOOODOOOOO
goooo
ooooood
Oglobal noded O no ip reassemble-output O O O O O ipsec tunnel interface d O no ip frag-
ment-reassemblyd0 O OO0 OO0 OOOOOno ip fragment-reassemblyD 00 OO D0O0O0O
0000 no ip fragment-reassemblyd0 OO0 000 tunnle interface0 0000000 O0OO
reassemble 00000000 OOconntrack D000 O00OO0O0OOO0OOO0ODOODODODOOOOconntrack
O0000O00O0OONATOD /SPi/session0 00 0000000O0DOO0OOOOODOOODODODOOO
000 packet coloringD 0O OOOOOODOOO
[T no ip reassemble-outputO0 O OO0 OO0O0OO0OODO tunnel interface 0O no ip fragment-
reassemblyd O O ip fragment-reassemblyC 0000000000 OO0OO
(no ip fragment-reassembly 00000000000 OWarningD OO OOOOD
Oip fragment-reassembly 0000000000 ODOOO0OO0OOOODOOO ip reassemble-output O
0ooooooooooooo
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O 60 global node

global node

m [Pv6

O ipvé forwarding

goooooo

goooooo
oo 0O oo
0 no a
oooooio

ooooo 20

O ipv6 neighbor

opoooooao
ooOooooa
O no O

O ipvé route
gogooogod
ogoboooo

goooooo

O ipv6 bridge
ggooogd

ooooooo
O no O
opoooooao

IPv6OO0O00OD0OCOO0OO0OO0OOCOO0ODOOOOIWPeOOO0OOOOO0Oo/OOODODOOODO
Oo0ooooooooo

ipv6 forwarding

no ipv6 forwarding

no ipv6 forwarding

IPv6 forwardingU OO OOOOOO

ONeighbor Advertisement IsRouter flagO OO OO OO0 OO

ORouter SolicitationO 0 O0OODOOO0O
ORAOOOOODOOODOOOODOOT

ORedirects 00000000000 DOOMOI

IPv6 forwardingO 00O 0O O0OOO

ONeighbor Advertisementd IsRouter flagO OO OO OO OODO
OO0O00O0O0ORouter SolicitationOD OO OOO0O0O
ORAODOOODOODOORADODO auto-configurationOD O OO ODOOODO
ORedirects0000O0OOODOredirects00000O00O0DOOOOOO

ipve0 0000000000000 0000
ipv6 neighbor X:X::X:X HH:HH:HH:HH:HH:HH ethernet <0-2> (Jvid <1-4094>)
no ipvé neighbor X:X::X:X ethernet <0-2> (Jvid <1-4094>)

ipv60 00 0000000000000

ipv6 route X:X::/M GATEWAY (]<distance:1-255>)

ipv6 route X:X::/M INTERFACE (]<distance:1-255>)

ipv6 route X:X::/M GATEWAY INTERFACE (]<distance:1-255>)

XXz /M : IPv6 destination prefix (e.g. 3ffe:506::/32)
GATEWAY o X:X:z:X:X IPv6 gateway address
INTERFACE : ethernet <0-2> (|vid <1-4094>) | ppp <0-4> | tunnel <0-255>

no ipv6 route X:X::/M GATEWAY (]<distance:1-255>)
no ipv6 route X:X::/M INTERFACE (]<distance:1-255>)
no ipv6 route X:X::/M GATEWAY INTERFACE (]<distance:1-255>)

goo0oOoOoOoOoOoOoOoOoiIsr(oooooooooooooooOiIpved 0000
0000000000000 0ooooooooooooooooooooooo
goooooo

ipv6 bridge ethernet <0-2> ethernet <0-2>

no ipv6 bridge

IPV6O0 0000000 OOOONRDODO IPEOODOOONROIODODOODDODOD
non-unicast O NXRO O OO IPv60 0000000 O00OOO0O (non-unicastO 000
OONXROOODOOOOOOOOOOOOOO)O
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O 60 global node

global node

m track
gooooood
ONetevent O track object D OO O OOOOOONetevent0 00 O000O00O0O0O F NeteventO OO
goooooogo
goooooo
o delay/retry
OO00O0Ovent upd 0000 OD0)IDOOOwODOactiondODOOOOOOdelayDDODOODO
00000 ODRelay timer0 0000000000 trackd down state0 000000 O0OOO ip
reachability checkDO OO OO OODO
ODelay timerd OO0 event down O (retry00)0 00000 Odelay timerd cancel 0D OO0
ODelay timerd timeoutd OO Oevent upd action0D 0000000 OODOODOdelay timerJ O
000000 ip reachability fail countD 0000000 Oactiond 0000 O reachability
checkDODOOODOOO
o initial-timeout
0 OSPF/BGP4 [0 neighbor D OO0 OO interface link 00000000 DO track OO0 initd0 000
O0trackDOOODOOOODOOOOODOOOOOOO
Oneighbor0 00 @ OO0 interface link up)DO0D00O0OOD0OOO track up0OD0ODODOO
Oneighbor0 00000000 @OODO interface link down)J 000000 OO track down
O0000000D0OD0O0000OOinitial timeoutd timeoutd O O O OSPF/BGP4 [0 O /interface
000000000 downDOOOO0ODOOOOOOOOOOOtrack downd 00 OO0 Odown
actionO O OOOOO
O Initial timeoutO OdefaultO0 OO OOOOOOO defaultO initial timeoutd O 180sec
OO0O00O0Oiunitial timeoutO0 0010 O 3600sec0 0000000 OO0ODOOOOO

o interface linkO O OO
gooooood
track <trackid:1-255> interface INTERFACE
track <trackid:1-255> interface INTERFACE initial-timeout (]<10-3600>)
track <trackid:1-255> interface INTERFACE delay <10-3600>
track <trackid:1-255> interface INTERFACE initial-timeout <10-3600> delay <10-3600>
goooooo
O INTERFACE O [(ppp<0-4>] tunnel<0-255>|ethernet<0-2>)0 0 000000

<gpooooboog >
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O 60 global node

global node

m track (OO)
o ping/ping6 0 00O reachabilityd O OO0
ooooood
track <trackid:1-255> (ip|ipv6) reachability (A.B.C.D]JFQDN) (]source A.B.C.D|interface IFNAME)
(J<interval:10-32767> <retry:0-255>) (|delay <delay:10-3600>)
oooooog
O ip/ipv6 reachabilityd O O OO O icmp/icmpve echo-request/reply packetD OO OO 0O
Ointerval OO ping0 00000000 pingDO0O0O0OOOCOOOOOOOreplyd0D0O0O0OOO
O0pingD 00000 ODODOOODOODOOO
Olnterval D00 retry0000OUSEROODOOODOODOODOOO
OPing O timeout O O 10secO OO
Oip reachability0 00000 interface0 00 0000DO0OO0DOOO

o IKE SADODOOO
goooooo track <trackid:1-255> ipsec isakmp <IKE-POLICY:1-65535>
track <trackid:1-255> ipsec isakmp <IKE-POLICY:1-65535> delay <10-3600>

o OSPF neighbor 0 O
ooooood

track <trackid:1-255> ospf neighbor <PEER RID:A.B.C.D>

track <trackid:1-255> ospf neighbor PEER_RID delay <10-3600>

track <trackid:1-255> ospf neighbor PEER RID initial-timeout (]<10-3600>)

track <trackid:1-255> ospf neighbor PEER_RID initial-timeout <10-3600> delay <10-3600>
ooooooo 0000 router-id0 0 neighbor 0000000 state0 OO0 O0OO0OOOO0O

o BGP peerd O
ooooood

track <trackid:1-255> bgp neighbor <PEER IP:A.B.C.D>

track <trackid:1-255> bgp neighbor PEER_IP delay <10-3600>

track <trackid:1-255> bgp neighbor PEER_IP initial-timeout (]<10-3600>)

track <trackid:1-255> bgp neighbor PEER_IP initial-timeout <10-3600> delay <10-3600>
ooooooo 0000 peer ipOQnneighbor0 000000 stated 00O O0O0OOOOONO

o VRRPOOOODO
goooooo track <trackid:1-255> vrrp ip <vrrpid:1-255> interface ethernet <0-2>
O no O  no track <trackid:1-255>
ooooooo
Oethernet0 000000
Omaster O O backup/initd 0 000000 backup/initd0 O master 00O O0OOOOOOO
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O 60 global node

global node

O ipsec nat-traversal
gogoooog NATOOOOOOOoooooooo
gooooog ipsec nat-traversal enable

O no 0  no ipsec nat-traversal enable
oo o 00 no ipsec nat-traversal enable
o0 o0 IPvAODODOOOOOOOO

IKEv2O0 OO Oo0oooobooooboobooooboobom™

O ipsec x509 enable
ogoooood X.5000 0000000000 ooooooa
ooooooo ipsec x509 enable

O no 0  no ipsec x509 enable
oo O oo no ipsec x509 enable
o0 o0 IPsecOmain0 00 0000000000000

O ipsec x509 validity-period-check

0O00oOoooo  x.500000000000000000D0000

goooood ipsec x509 validity-period-check

O no O no ipsec x509 validity-period-check

oo o od ipsec x509 validity-period-check

0od Oood

0000000000000 O0000o00U0Do0o00oooooooooo0oooooooooon
oo
O00000DoO000Dooooo000oo00ooooooooocRLO0DO00ooooooon
oo

O ipsec x509 ca-certificate
ooOoOoOooo  X.5090 CAD0O0O0O0O0O0OOOOOO0
ooooooo
ipsec x509 ca-certificate NAME ssh://<user@(A.B.C.D|X:X::X:X)>/FILENAME
(]source A.B.C.D|X:X::X:X)
ipsec x509 ca-certificate NAME ftp://<A.B.C.D|X:X::X:X>/FILENAME
(]source A.B.C.D|X:X::X:X)
O no 0  no ipsec x509 ca-certificate NAME
o0 0o
goooooOoOoOoOoOoODOOODOOODOO
OgssHOOOOoOOOoOoOOoOooooOooooooooooooooooooooooooooooooo
O ssh://user@A.B.C.D/FILENAMED 0 0220 00000000 OO =ssh://user@A.B.C.D:22/FILENAME[T]
- IPv4d  ssh://user@A.B.C.D:port/FILENAME
- IPv6  ssh://[user@®X:X::X:X]:port/FILENAME
ODER(*.der, *.cer)D OO PEMC*.pem)J 0000000 OCO0O0ODODOOOOODOOOOODOODODOO
0000000000000 0O0O0DOUODUDOOoODESODOOOOOODOODODOOODOOODOODOO
oooooo
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O 60 global node

global node

O ipsec x509 certificate
ooooooo  x.s000ooOooooooobooooo
ooooooo
ipsec x509 certificate NAME ssh://<user@(A.B.C.D|X:X::X:X)>/FILENAME
(Isource A.B.C.D|X:X::X:X)
ipsec x509 certificate NAME ftp://<A.B.C.D|X:X::X:X>/FILENAME
(Isource A.B.C.D|X:X::X:X)
O no O no ipsec x509 certificate
00 00
gooooooooooooooooboog
gssHOOoOOoOOooooOoooOoooooOoooooooooopooooooooooooooooo
O ssh://user@A.B.C.D/FILENAMEC 0 022000000000 O O =ssh://user@A.B.C.D:22/FILENAVET]
- IPv4  ssh://user@A.B.C.D:port/FILENAME
- IPv6  ssh://[user@®X:X::X:X]:port/FILENAME
ODER(*.der, *.cer)J OO PEMC-.pem)0 0000000000 DODOO0OOODOOODOOOOODODOO
od0ooOo0oO00ooOOoOoO00oDoOoUOOooUObOOooOgbESOd0O0ODOOOODOOOObOODOOUODbDOD
oooooo

O ipsec x509 private-key
O0O0oO0ooo0O  X.5090 private keyO OO OO OO
ooooooo
ipsec x509 private-key NAME key ssh://<user@(A.B.C.D|X:X::X:X)>/FILENAME
(]source A.B.C.D|X:X::X:X)
ipsec x509 private-key NAME key ftp://<A_B.C.D|X:X::X:X>/FILENAME
(]source A.B.C.D|X:X::X:X)
O no O no ipsec x509 private-key NAME key
OO0 0o
godoooOoOoOoOoOoOoOoOOoDoooOoooo
gssHOOoOOoOoOooooOoooOoooooOoUooooooooopooooooooooooooooo
O ssh://user@A.B.C.D/FILENAVEC 002200000000 0O O O=ssh://user@A.B.C.D:22/FILENAVET]
- IPv4  ssh://user@A.B.C.D:port/FILENAME
- IPv6  ssh://[user@®X:X::X:X]:port/FILENAME
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O 60 global node

global node

O ipsec x509 private-key

ooooooo  x.e0000000000o00o000o

goooood ipsec x509 private-key NAME password (hidden]|) WORD
O no O no ipsec x509 private-key NAME [password]

O ipsec x509 crl
ooooooo OoooOoooooooooooo
ooooooo
ipsec x509 crl NAME ssh://<user@(A.B.C.D|X:X::X:X)>/FILENAME (]source A.B.C.D|X:X::X:X)
ipsec x509 crl NAME ftp://<A.B.C.D|X:X::X:X>/FILENAME (]source A_.B.C.D|X:X::X:X)
O no 0 no ipsec x509 crl NAME
ood 00
gooooooOooooOooooogooooo
OgssHOOOOoO0OOoOoOoOooooooooooooooooooooooooooooooooooo
O ssh://user@A.B.C.D/FILENAMEC 0 02200000000 0O OO =ssh://user@A.B.C.D:22/FILENAMET]
- IPv4d  ssh://user@A.B.C.D:port/FILENAME
- IPv6  ssh://[user@X:X::X:X]:port/FILENAME

O ipsec access-list
oo0ooooo IPsecO00000D000O0DODOOOOO
ooooood ipsec access-list ACL-NAME ip (any|host]A.B.C.D/M any|host]|A.B.C.D/M)
ipsec access-list ACL-NAME ipv6 (anylhost]X:X::X:X/M any|host]X:X::X:X/M)
O no 0O no ipsec access-list ACL-NAME ip (any|host]|A.B.C.D/M any|host|A.B.C.D/M)
no ipsec access-list ACL-NAME ipv6 (any|host|X:X::X:X/M any]host]X:X::X:X/M)
no ipsec access-list ACL-NAME
00 0o
00000 IPsec access-listd Omatch addressO 0000000 IPsec tunnelOOO0OOOO0O
match addressO 0000 OO OO O IPsec tunnel policy node0 000 OOOODOO
0000 access-list0 ip0d ipv6 0 0000000000000 DOOODODOODODOODOODOOOO
00l00ooooooooooooo
OIKEV2O O ip0ipv6 000 0000000000000 OO0OIKEVIOODOOOODOODOOODOOO
ooooooo
OlIPsec access-listd 0 host ruleJ 00000000 DOOOOODOOOOO
O1IPv4 hostO IPv6 host OO OO O0OOOOWPMADODOOO IPVGODOOOOOIKEODODOODOIP
protocol 000 000)J000000100host hostD OO ODOOOOOOOOOOO1000O
dooooooooOooooooooood
ex) ipsec access-list test ip host host
O ipsec access-list test ipv6 host host
OhostO OO hostD OO OODOODODODOOOOOOOOOOODOOOOODhost hostO OO OOO
00000000 vwle0 0O TS(OODOO0OODOO)Y)Y DOOODOODOODOOO
ex) ipsec access-list test ip host host
ipsec access-list test ipv6 2001::/64 2002::/64
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O 60 global node

global node

O ipsec generate

oooogooo RSA signature keyO OO QO OQO .

oooooog ipsec generate rsa-sig-key <key_length: 512-1024>
O no O no ipsec generate rsa-sig-key

O ipsec xauth

ooooooo IPsec Xauth O OO OO0 0000000 0ooooon

ooooooo ipsec xauth username USERID password (]hidden) PASSWORD

O no 0  no ipsec xauth username USERID

00d 00 O[0O000DpoOoil-s00000poooooood
COo0ooooOoooooooogs#eE=+_..;0~ <000

O ipsec path-mtu-discovery
Oo0ooooo  epvDOOOODOOOO
oooooog ipsec path-mtu-discovery enable

O no O no ipsec path-mtu-discovery enable
o0 o oOOd ipsec path-mtu-discovery enable
ooooooo

OlPsecO OO0 PMTU discoveryD OO O OO OODFhItD 1000 tunnel NMTUOODOOOOODOCOO
O0D000D0 tunnelingO O OOO0OODOOOOODOOouterd ip headerO DF bitO DO 00 OODO
oooo

OlPsecO 000 PMTU discoveryD 00O OO0 O0ODFhItO 1000 tunnel NMUOODODOOOODOOO
fragment needed 0 00000 OO0 Opacketd drop0 00000000 OJouterd 1P header O
DFbitO O O tunneling packet O 00O OOOOOO
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O 60 global node

global node

O ipsec eap radius (IKEv2O O)
ooooooo
OAccount 0 00O O O RADIUS server 0 IP addressOUDP port DO OO0 O (secret)J 0000000
OOO0D00OUDP portd 00 defaultO 01812000 0WebO0C000O0ODO radius port0 000000
oooooooooooo
ONAS-identifier Attribute O OUSEROOOOOODOO@@(20000)0000C00O0OOCOO0OODe-
faultO OO OO -1Psec(ex.NXR120-1Psec)] O O
goooood ipsec eap radius (A.B.C.D|X:X::X:X) password (|hidden) WORD
(]port <1-65535>) (|nas-identifier WORD)
O no 0O no ipsec eap radius (JA.B.C.D|X:X::X:X)
ooooooo
O IPsec clientd O O EAP message 0 (ONXR O O RADIUS message 0 00 O O O O O O RADIUS server O O
o0oooooooooooo
ORADIUS server 0000 OD0ODODOODO timeoutOD 200retry0 0000 3000 0retry0 O
timeout0 0 1000000
00000 Odauthentication local/remote(ipsec isakmp policy node)D 0000 O00OOO0O

O ipsec eap identity (IKEv2O O)
0000000 EAPOODODOOODOIDOOCOOOOOOOOOO
ooooood ipsec eap identity string WORD password (hidden]|) WORD
ipsec eap identity key WORD password (hidden]) WORD
O no 0 no ipsec eap identity string WORD
no ipsec eap identity key WORD
goooooo
00000 »Jauthentication local/remote(ipsec isakmp policy node)D 0O O0OO0OOODO
000000001-9%0000000000000000000000000000011$#=*+-_.:;0

{r~e"<>000

O ipsec pre-share identity (IKEv2O 0O)
ooooooo IKE2OOOOODO0OoooopPSKOOODDODODODDODODODODOOOO
ooooooo ipsec pre-share identity fqdn WORD password (Jhidden) WORD
ipsec pre-share identity user-fgdn WORD password (|hidden) WORD
ipsec pre-share identity key WORD password (]hidden) WORD
O no 0  no ipsec pre-share identity fgdn WORD
no ipsec pre-share identity user-fgdn WORD
no ipsec pre-share identity key WORD
ooooooo
00000 »dauthentication local/remote(ipsec isakmp policy node)D 00 OO0 O00OOO0O
00000ooO0o01-900000000000000000000000000000 1$#=*+_.:;0

O~ <000
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O 60 global node

global node

O interface ethernet

goooooo interface node 0 OO0 OO0 profileDO0O0O0OO0OODOO0O
ogoooooo interface ethernet <0-2>

goooooo ethernet interface0 0000

O interface loopback

gooooogo interface nodeJ 0O 0O0OO0O profile0 0000 0ODOOOO
goooooo interface loopback <0-9>

O no O no interface loopback <0-9>

O interface ethernet <0-2> vid <1-4094>

goooooo interface node 0 OO0 OO0 profile0DO0O0O0OO0OODOO0O
ogoooooo interface ethernet <0-2> vid <1-4094>

O no O no interface ethernet <0-2> vid <1-4094>

O interface tunnel

gooooogo interface tunnel nodeO OO OO0OO profileD0O0OOOOOOO
goooooo interface tunnel <0-255>

O no a no interface tunnel <0-255>

O interface ppp

goooooo interface ppp node0 D0 OO0 OO profileD O O0OO0OODOO0O
goooooo interface ppp <0-4>

O no O no interface ppp <0-255>

O 12tp

ooooogoo I2tp node 0000000 profile0 00000 OO0OO
goooooo 12tp <0>

g no d no 12tp <0>

O 12tpv3 tunnel

ooooooo 12tpv3-tunnel node0 O OO OO0O0OOOO0OOOOODOOO
no0O000COIDOOOOOOODOOOOODOO

goooooo 12tpv3 tunnel <tunnnel id:0-4095>

g no g no 12tpv3 tunnel <tunnnel id:0-4095>

O 12tpv3 xconnect

ooooooo 12tpv3-xconnect node0 OO0 O0O0O0OOOO0OOOOOOOOOO
no0 00000 IDOODODOOOOODOODOO

ooooooo 12tpv3 xconnect <xid:1-4294967295>

O no O no I12tpv3 xconnect <xid:1-4294967295>
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O 60 global node

global node

0O 12tpv3 group

goooooo

ooooooao
O no O

O ntp

goooooo
ooooooa
0 no 0

O dns

ooooooo
ooooooo
0 no 0

O snmp

gooooog
ooooooa
0 no 0

O syslog

oooooon
oooooood
0 no 0

O dhcp-server
oooooono
oooooon
0 no 0

O monitor-log
oooooon
oooooono
0 no 0

O track

ooooooo
ogoooooo
0 no 0

12tpv3-group node0 0 000000 O0OODOOOOODOODOO
no0O0OO0OOIDOOOOOOOOOOOODOO

12tpv3 group <gid:1-4095>

no 12tpv3 group <gid:1-4095>

ntp node0 OO OO0OOprofileDOOOO0OO
ntp

no ntp GNTPOODOODOOOOODOprofileDO00OD0OD

dns node0 OO 0000 profileD 00 OO0OO
dns

no dns GENSOODODOOoOOoOoprofileDOD0ODOOD

snmp nodeJ 000000 profile0 000000
snmp

no snmp GSN\WPOOODODOODOODO profiled0OOOOD

syslog node0 000000 profileD 000000
syslog
no syslog (=syslog0 000000000 profiled 000000

dhcp-server node0 000000 profileDOOODOOO
dhcp-server <1-5>
no dhcp-server(|<1-5>) (=DHCPO OO OO OO OODO profiled D0 D0ODOOD

monitor-log node0 000000 profile0 00 OOOO
monitor-log

no monitor-log EOOOOOOOOOOOOOOOOprofileDOD0O0O0OD

extended track (ip]ipv6) reachability node0 00O OO OprofileD D OOO0O0O
track <2048-4095> (ip|ipv6) reachability
no track <2048-4095>

99
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global node

O router rip
goooooo
gooooog
u no u

O router ospf
oooooood
ogooooon
0 no 0

m sip-nat

o enable
ooooooo
ooooooo
ooooooo
OO0OnoO OO

o port
ogoooooo

goooooon
gooooon
gbO0OnoO OO

RIP node0O0O0O0OO0O profiled 0 OOO0ODO
router rip

no router rip ERIPOOOCOODOOODOO profileDODOODOOD

OSPF node0 OO OODOO profile0 0 OO0OODO
router ospf

no router ospf (OSPFOCOOOCOODOOOO profiledOOD0OOD

SIPNAT OODOOOODOO
sip-nat enable

no sip-nat enable

no sip-nat enable

JoouwrPOODODODODOODOODODOOOSIP-NATODODODODOODOOD
0000000000700 00000000DefaultOO UDPS0600 OO0 OOOOO
sip-nat port .<1-65535>

sip-nat port 5060

no sip-nat port

o port-translate

goooooo

goooooon
gooooon
gO0OnoO OO

SiPO00000000O00ODOOOOOwrOO0OO0O0O00DODODODOOoOoOoOoOoOOon
Oo0ooowPO000D0OO00D0DOO00ODOO0ODODODOOooOoOOoOoOoOon
befaultI 000 O0D0ODODOODOOOOOOODOODO

sip-nat port-translate enable

sip-nat port-translate enable

no sip-nat port-translate enable

o exclude-interface

gooooon

goooooon
gooooon
gO0OnoO OO

0000000000000 0000000000LANOOODO SIP-NATOODOODOO
O000000oo00oooooooooooooooosSiPO00DoDOODoOOoon
O000O0Oethernet0 000000000 OO0ODOODOODOO

sip-nat exclude-interface INTERFACE

no sip-nat exclude-interface

no sip-nat exclude-interface
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O 60 global node

m CRP

global node

o udp source port

oO0oopooo  CcrRPOUDPOOODODOOOOODOOO
0O00O0oo0d  crp udp source-port <1024-65535>
oo O oo crp udp source-port 10625

g no d no crp udp source-port

o hostname

oO0ooooo  crRPOODCOODOOOODODO
goooooo crp hostname HOSTNAME

O no O no crp hostname

o customer-id

0000000 CRPO customer-idd0 00O 0OOOO
goooooo crp customer-id CUSTOMER-1D
O no 0  no crp customer-id

o cpe-id

0000000 CRPOcpe-id0 OO OODODO
0ooogood  crp cpe-id CPE-ID

O no O no crp cpe-id

o client

ooooooo crRPODOCOOOODOOODOOO
goooooo crp client <1-2>

O no 0 no crp client (<1-2>])

o advertise
oooooog
ooooooog

CRPOODOODOOO

crp advertise (ip|ipv6) interface ppp <0-4> (port <1-65535>]) (secondary])
crp advertise (ip|ipv6) interface ethernet <0-3> (port <1-65535>|) (secondary]|)
crp advertise address A.B.C.D (port <1-65535>|)
crp advertise address X:X::X:X (port <1-65535>|)
crp advertise nat (port <1-65535>])
O no 0  no crp advertise
goooboon interfaceJ 0000 2000000100 secondaryd 00O 0O
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O 60 global node

global node

m netconf-server
gooooooooooooooo

o enable

oooooao
ooooooo
0 no 0

o lock timeout
ooooDooo
goooooo
0 no 0

o auto-config
goooood
ooooood
g no g

netconfO OO ODOOOOOO
netconf-server enable (tcplover-ssh)
no netconf-server enable

netconfO OO OOOOOODOODDOOOOOOOOO
netconf-server lock timeout <10-3600>
no netconf-server lock timeout

auto-configD O OO OOO0O
netconf-server auto-config enable
no netconf-server auto-config enable
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O 60 global node

global node

m QoS
0O00oOooog QesOOoOdOooood
ooooooo
oJOOOOOgono
class policy NAME
oooooo
no class policy NAME
ooooooo
class filter <2-254>
ooooooo
no class filter <2-254>
Mark O O OO
priority-map <1-255> (high|middle]low|normal) ip mark <1-4095>
TBFO OO
pirority-map <1-255> (high|middle]low|normal)
queue shape <RATE:1-1000000> <BUFFER:1-65535> <LIMIT:1-65535>

o

o

o

o

o

@)

SFQO OO
priority-map <1-255> (high|middle]low|normal) queue fair-queue
FIFODO OO
priority-map <1-255> (high|middle]low|normal) queue fifo (limit <1-16384>)
o default classO 00O
defaultO classO0 00000 Odefault classO 00000000 ODOO packetO OO OO0 classO
OO0000Odefault classOO0O0O0O normal O O O
priority-map <1-255> default (high|middle|normal]low)
o priority-mapd 00
0000 classO priority-map 0000000
no priority-map <1-255> (high|middle]normal|]low])
o default classO OO0
defaultd class 0 default(norma)0 000000
no priority-map <1-255> default
o MarkOOOOO
OO00OclassO MarkDOOOODOOODO
no priority-map <1-255> (high|middle|normal|low) ip mark
o default queue(FIFO)O OO
no priority-map <1-255> (high|middle|normal]low) queue

@)

B route-map
goooboon route-map 0 0 0O OO0
goooood route-map NAME (permit]deny) <1-1024>
g no O no route-map NAME : NAMEO route-map OO0 OO OO0
no route-map NAME (permit|deny) <1-1024> : OO0 rouet-map0 0000000
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0O 60 global node

global node

m class access-list
ooooood
route-map 0 matchO OO0 0O match ip addressO 000000000000 OOOOOOOOOOOOO
ToSOONMARKOOODOODOsetOOOOOOOODOOODOODOODOOOOO
o ip
class access-list ACL-NAME ip (|not) <source:>(any|A.B.C.D/M]A.B.C.D)
<destination:>(any|A.B.C.D/M]A.B.C.D)
o protocol
class access-list ACL-NAME ip (]not) <source:>(any|A.B.C.D/M]JA.B.C.D)
<destination:>(any|A.B.C.D/M]A.B.C.D) (Jnot) (<protocol:0-255>]icmp]tcpjudp)
o icmp
class access-list ACL-NAME ip (|not) <source:>(any|A.B.C.D/M]A.B.C.D)
(Jnot) <destination:>(any|A.B.C.D/M]JA.B.C.D) icmp (|not) type code
o tcp src dst
class access-list ACL-NAME ip (]not) <source:>(any|A.B.C.D/M]JA.B.C.D)
(Jnot) <destination:>(any|]A.B.C.D/M]JA_.B.C.D)
tcp (Jnot) (J<sport:1-65535>]any) (|<dport:1-65535>]any)
o tcp src-range dst
class access-list ACL-NAME ip (]not) <source:>(any|A.B.C.D/M]JA.B.C.D)
(Jnot) <destination:>(any|A.B.C.D/M]JA_.B.C.D)
tcp (Jnot) (Jrange <min:1-65535> <max:1-65535>) (]<dport:1-65535>]any)
o tcp src dst-range
class access-list ACL-NAME ip (]not) <source:>(any|A.B.C.D/M]JA.B.C.D)
(Jnot) <destination:>(any|A.B.C.D/M]A_.B.C.D)
tcp (Jnot) (J<sport:1-65535>]any) (]Jrange <min:1-65535> <max:1-65535>)
o tcp src-range dst-range
class access-list ACL-NAME ip (]not) <source:>(any|A.B.C.D/M]JA.B.C.D)
(Jnot) <destination:>(any|A.B.C.D/M]JA.B.C.D)
tcp (Jnot) (Jrange <min:1-65535> <max:1-65535>) (Jrange <min:1-65535> <max:1-65535>)
o udp src dst
class access-list ACL-NAME ip (]not) <source:>(any|A.B.C.D/M]JA.B.C.D)
(Jnot) <destination:>(any|A.B.C.D/M]A_.B.C.D)
udp (Jnot) (]<sport:1-65535>]Jany) (]<dport:1-65535>]any)
o udp src-range dst
class access-list ACL-NAME ip (]not) <source:>(any|A.B.C.D/M]JA.B.C.D)
(Jnot) <destination:>(any|A.B.C.D/M]JA.B.C.D)
udp (Jnot) (Jrange <min:1-65535> <max:1-65535>) (|<dport:1-65535>|any)
o udp src dst-range
class access-list ACL-NAME ip (]not) <source:>(any|A.B.C.D/M]JA.B.C.D)
(Jnot) <destination:>(any|A.B.C.D/M]JA_.B.C.D)
udp (Jnot) (]<sport:1-65535>Jany) (Jrange <min:1-65535> <max:1-65535>)

<gboooboog >
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global node

class access-list(00O)
udp src-range dst-range
class access-list ACL-NAME ip (|not) <source:>(any|A.B.C.D/M]A.B.C.D)
(|not) <destination:>(any]A.B.C.D/M]A.B.C.D)
udp (Jnot) (Jrange <min:1-65535> <max:1-65535>) (Jrange <min:1-65535> <max:1-65535>)
no (class access-list000)
no class access-list ACL-NAME ip

o

o

m mobile

o mobile

0000000 scO00000OooooPPOO0dOOOOOOOOOODOOO
O00o0dood  mobile <0-1> ppp <0-4>

O no O no mobile <0-1> ppp

o mobile error-recovery-restart

oo0ooooog wmebileDDOODOO0ODOODOOOOOODOOOODOODOODOODODOO
systemO0 00000000 0O0OODefaultd 00O OOO

gooogooo mobile error-recovery-restart

O no 0 no mobile error-recovery-restart

o mobile error-recovery-reset

oo0ooooog wmebileDDOODOO0ODOODOOOOOODOOOODOODOODOODODOO
mobileD reset 00000 O0OPefaultD 000 OO0

gooogooo mobile error-recovery-reset

O no 0 no mobile error-recovery-reset
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O 60 global node

global node

m system led
gogooobod AUX LED/STS LEDO O D /000000 USERODODODOOODOODOOOOODOODO

o system led ext

ooooood

00o0D00000oo0b0o0Dbo0D0oDoooooooowvMAXODODODOoOoODooooooog

O000OO0O0OAUX LED 1, 2000 /000000000

goooooo system led ext 0 signal-level mobile <0-0> (Jinterval <0-60>)
system led ext 0 signal-level wimax <0-0> (]interval <0-60>)

O no O no system led ext 0

gbo 0O OO system led ext 0 signal-level mobile O interval 5

goooooo Interval D 0000000 O0D0O0O0ODODOOODOOOO
O0o0000oooooooooooooooooogLeboooooooon
PPPOODOOOODOODOOODODODOOPPPODOOODODLEDODODOOODOO

o system led aux
ooooooo
O00o0o0PPPOwnnelD00OWiMMAXODODOOO/0D0OODODODOOODOOOOO /000000
OO0ooOooogd  system led aux <1-2> interface tunnel <0-255>
system led aux <1-2> interface ppp <0-4>
system led aux <1-2> interface wimax <0-0>
system led aux <1-2> track (<1-255>]<2048-4095>)
O no O  no system led aux <1-2>
0000000 ETOOAXL/2000000000000000O0EXTOODOO0OO0OOOAUXL/200
000000000 00AX20000000000EXTOOD0O0DOO0OOODOODOO

o system led status
ooooooo
OoogoPPPOwnrelJ00OWMIMAXOOODO/00000000DOO00OO/0000000O
goooooo system led status <1-1> interface tunnel <0-255>
system led status <1-1> interface ppp <0-4>
system led status <1-1> interface wimax <0-0>
system led status <1-1> track (<1-255>|<2048-4095>)
O no O no system led status <1-1>
0oogoogo  sTsl Llepd0n0o0oooooooooooonDooon

O as-path

goooooo BGP autonomous system path filterC OO O OO0

gooooogo ip as-path access-list ACL-NAME (permit]deny) LINE

O no O no ip as-path access-list ACL-NAME (permit]deny) LINE
no ip as-path access-list ACL-NAME
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O 60 global node

global node

m schedule
goooooo
go0ooooo/00/0000PPPOO0O/Z00/0000000000O00DOO0OOOODOODODOO

o PPPO scheduleO O /00 /000
ooooooo
oooooogpPO0O0O /00 /00000000000 /00000PPPOOOODODOOOODODODO
000000000o000ooooooooooooooooooooooooooooooooo
0000000000000 D00O000DoOUsERODODOO000ooooooooooooooooon
goooo
ooooooo oooo
schedule <1-255> HOUR:MIN DAY MONTH interface ppp <0-4> (connect]disconnect]reconnect)
0000000 0OOO00(Dbow: bay Of the Week)
schedule <1-255> HOUR:MIN DOW (|DOW) interface ppp <0-4> (connect|disconnect]|reconnect)

o 00000000 scheduleD O OO
ooooooo
0000000000000 000000000000PPPO0OOOOOOOOODODOOOODODODO
PPPOCOOOODODOOOODOOPPOOIONDDOOOIONDDODOODOODOODOOOPPPO on-
demand0 0000 0OOPPPODODODONODODONONONONOOOODOOODOOODODOODODOODODOODODODO
0000000000000 00000000oooo
0000000O00O0O0O0O0OO0OO0OOODR20-30000000000D0DODODOOODOODODODOODOOO
0000000000000 000000000D000ooooooooo
ooooooo oOooo
schedule <1-255> HOUR:MIN DAY MONTH mobile <0-2> clear
ooooooo O0OO000(Dow: Day Of the Week)
schedule <1-255> HOUR:MIN DOW (]DOW) mobile <0-2> clear

oJUOUUOODOODOODO
ooooooo
000000 Osyslog0 rotate0 0 0000000000000 rotate00000D0O000ODOOO
O 0Osyslog noded rotate 000000000
ooooooo oooo
schedule <1-255> HOUR:MIN DAY MON syslog rotate
0000000 0OOO0(Dow: bay Of the Week)
schedule <1-255> HOUR:MIN DOW (|DOW) syslog rotate
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O 60 global node

global node

oJUUODOOOOOODODO
ooooooo
gooOgodOmonitor-log0 00 logO OO rotate 000 0000DOOODOODOOO rotated OO
0000000000 Omonitor-log reachability/resource 000000000
ooooooo oooo
schedule <1-255> HOUR:MIN DAY MON monitor-log reachability rotate
schedule <1-255> HOUR:MIN DAY MON monitor-log resource rotate
oO0Ooooog OOO0(ow: bay Of the Week)
schedule <1-255> HOUR:MIN DOW (|DOW) monitor-log reachability rotate
schedule <1-255> HOUR:MIN DOW (]DOW) monitor-log resource rotate

oJOOOoOoOO
0000000 O[OOO0O00OO0systemOOO0OO0OD0ODOOODO
ooooooo oCooo

schedule <1-255> HOUR:MIN DAY MON system restart
oooOoooo OO000(Dow: Day Of the Week)

schedule <1-255> HOUR:MIN DOW (]DOW) system restart

o SNMP notify O O[O
O000000 OOOODOSNMP notify(trap)D 000000
ooooooo oooo
schedule <1-255> HOUR:MIN DAY MON snmp extension-mib WORD notify (]<0-3600>)
0000000 0OOdO00(ow: bay Of the Week)
schedule <1-255> HOUR:MIN DOW (]DOW) snmp extension-mib WORD notify (]<0-3600>)
ooooooo
D0000oO0OO0OO0O0OO0OOOoOOoOooO 3OO O OO marginD0O0OO0OOOOOOOOOOmargind OO
O00000OOmargin * (0-100)0 000000000 notify0 000000
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O 60 global node

global node

ocbOOOOODOODbO

gooooogo
gooobgoFrPOSSHOOODOOOOODOOOOOOOODODO0ODbDOODOODOODODOOoOobOoODbO
goooooogn

goooooo ooon

Oe FTP schedule <1-255> HOUR:MIN DAY MON firmware update
ftp://<A.B.C.D|X:X::X:X>/FILENAME (]source A_B.C.D|X:X::X:X) (Jhold)
(J e SSH schedule <1-255> HOUR:MIN DAY MON firmware update

ssh://<user@(A.B.C.D|X:X::X:X)>/FILENAME password (]hidden) PASSWORD
(]source A.B.C.D|X:X::X:X) (]hold)

Oe OOOOO schedule <1-255> HOUR:MIN DAY MON firmware update
(diskO:FILENAME|disk1:FILENAME) (]hold)

oo0ooooo 0000 (bow: Day Of the Week)

Oe FTP schedule <1-255> HOUR:MIN DOW (|DOW) firmware update
ftp://<A.B.C.D|X:X::X:X>/FILENAME (]source A_B.C.D|X:X::X:X) (Jhold)
(J e SSH schedule <1-255> HOUR MIN DOW (|DOW) firmware update

ssh://<user@(A.B.C.D|X:X::X:X)>/FILENAME password (]hidden) PASSWORD
(]source A.B.C.D|X:X::X:X) (]hold)
Oe OOOOO schedule <1-255> HOUR:MIN DOW (]DOW) firmware update
(diskO:FILENAME|disk1:FILENAME) (]hold)
ooooooo
OFfPOCOSSHOOOODOOOOODOOOOODOOOOODOOOO
OssHOOOOOOOOOpassword0 O OOOO0OO0O0OO
gssHOOOoOoOoOoooOoOooOooOoUooooOoUooooUOOoooOooUoUoboooUoooUooooooo
O ssh://user@A.B.C.D/FILENAMECD 0 022000000000 O O =ssh://user@A.B.C.D:22/FILENAMELT]
- IPv4  ssh://user@A.B.C.D:port/FILENAME
- IPv6  ssh://[user@X:X::X:X]:port/FILENAME
ONXR-1250 0 0000000000000 0000O00000O0OOOheld00O0ODOOOOOOODO
00000000ooo0ooo0o0Ooooo00oooO0UooDo00ooDoOooooDoOoom
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O 60 global node

global node

o WiMAXODDOOUODOODOOO/O0DO/000

ooooooo

O0000DoOoOwiMMXODODO /00/00000000000000000OWIMMOODOOOOOO
oooooo

0000000000000 00oooo0o0oDoo00oooo0o0Do000ooDOo0ooooDoooon
000000 000000oooo0ooo0ooooooooooooooooooooooon
O000o0oooooooooooooooooooo

ooooooo oooo

schedule <1-255> HOUR:MIN DAY MON interface wimax <0-0> (connect]disconnect]reconnect)

ooooood 0000 (oW: Day Of the Week)

schedule <1-255> HOUR MIN DOW (|DOW) interface wimax <0-0> (connect|disconnect]|reconnect)

oWiNAXODODODODOOOOO
ooooood
DooDoooowiMvXODODOODooOoDoooooooooooooooowiMvaXooooooooo
WiMMXOOOOODOOOOODOOOOoOOoooooooowiMXooooooooooooooo
ODO00OOOnetevent D0 0000000000000 OOWIMMAXDOODOOODODOO
ooooood oood
schedule <1-255> HOUR:MIN DAY MON wimax <0-0> clear
ooodgooo 0000 (oW: Day Of the Week)
schedule <1-255> HOUR MIN DOW (]DOW) wimax <0-0> clear

oQonooOO
ooOooooa no schedule <1-255>

oJODOOODO oJOODODODO
el 00DOOO e JO00TOODODO 00000
schedule 1 *:00 * * schedule 1 *:10 monday
e (10 1:20000 e J00O0OODO 1:10000
schedule 1 1:20 1 * schedule 1 1:10 sunday
e 01000 1:20000 e weekday O 4:100 00
schedule 1 1:20 10 * schedule 1 4:10 monday friday

ooi1o000o0oz20000
schedule 1 *:20 10 *
/10000200000
schedule 1 *:20 10 1
17100 10:200 0 0O
schedule 1 10:20 10 1
10000 1020000
schedule 1 10:20 * 1
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O 60 global node

global node

m WiMAX

O error-recovery

ooooooo

OwiMAXO OO OUoOoooOooooooooOooooooooooooooooooogooooooo
ooooooo
Jo0o0d0ooo0dUoooooooooooowiMaxDODooooooooooooooooooo
odoooooooooooooooooooon

ooooooo wimax error-recovery (restart|reset)

g no g no wimax error-recovery
oo 0O 00 no wimax error-recovery
oooooog

jdo0DO00ooDO0oO0DoOooO00DO00bDO0ooDoOoDOoOoDOooDOooo

e JODOOODODO
o 00000000000000D0BOOODOODOODOODOODOODOODO error-recoveryld
do0odoDo0o0oooooooooooooowiMaXDOooooooooooooooooooao
ooogd
OwiMAXO OODOoOoDoooooooooooooood
OJIPO00000D0ODO0000DODOSss status O ODeviceNotFoundYet O O O

e JOODODOO
Joodooooooooooeo0000oooooooooooooo30o0oooonooerror-
recovery0 0000000000 00ODD0DODOOOOOODODODOODOOUOerror-recoveryd O
00000000 0O0o00D00DO00ooOooDoOoooooDOoooDOoooo
OwiMAXO OODOoOoDoooooooooooooood
Oss status Connected 0 O OO Oantenna level O 10000000

o netevent
ooooooo
00oo0oooooooOddownOOO0O0OWMIMAXOOODOODODOODOODODODOOOODOOO
0000000  wimax <0-0> netevent (<1-255>]<2048-4095>) reset
mobile <0-2> netevent (<1-255>]|<2048-4095>) reset
O no O no wimax <0-0> netevent
ooooogoo 0000w dOOODODOODOOOOoO

O system netevent

goooooo 00o00oooodoDOddownDOD0OOO0O0OOO0ODOOOOOOODOO
ooooooo system netevent (<1-255>]<2048-4095>) restart

g no d no system netevent

ooooogoo 0000w dOOODODOODOOOOoO
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O OO command

nxrl30#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#interface ethernet <0-2> [vid <1-4094>]
nxrl130(config-if)#

nxr130(config)#interface loopback <0-9>
nxr130(config-loopback)#

O ip address
gogoooog
goooooo
u no u

O ip address
gooooog
gogooobod
g no d

O ipv6 address
gogoooog
goooooo

O ipv6 address
gogooobod
goooooo
ugd ud

oo0oooooowrooooooooooon
ip address A.B.C.D/M (]secondary)
no ip address A.B.C.D/M (]secondary)

DHCPO OO IPOOOODOOOODOO
ip address dhcp (JHOSTNAME)
no ip address dhcp

0oooooooDwved0OOO0OO0OO0OODOO
ipv6 address X:X::X:X link-local : O0O0OOOOOOO LLADODOOO
ipv6 address X:X::X:X/M (Jeui-64)

Deui-6400 000 ipv6-address O prefixO DO OO0
ipv6 address autoconfig :ipve forwardingD OO OO OOO0OOO
no ipv6 address X:X::X:X link-local
no ipvé address X:X::X:X/M (Jeui-64)
no ipv6 address autoconfig

DHCPv6 Prefix DelegationO0 OO OO OO
ipv6 address DHCPv6-PD X:X::X:X/M (Jeui-64)
ipv6-address [0 0 sub-prefix 0 host 0 O OO OO
PREFIX-NAME O O dhcpve pd0 OO0 OO0 prefix00 000000000
ipvé dhcp client pdO0 OO0 OO0
no ipv6 address DHCPv6-PD (]X:X::X:X/M)
:DHCPV6 packet O O O interface0 00O 0O
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0O speed

oooooood
oooooono
oo o og
0 no 0
oo oo

interface node

interface node

O000oooooooooogduli/hnalhOOODOODOOO

Default Dauto-negotiation0 0 00000 ethernet Port 00000000 OO0O
0000000 SWHUB port0 00000000 Oswitched port0 00000000
gooooooooogo

speed (auto]10-full]10-half]100-full]100-half]auto-limit) (]Jport <1-4>)
speed auto

no speed

auto-limit0 0 0 0O 0O O Oauto-negotiation 0 0 10/100M 0 O advertise 0 00O O
Gigabit interface0 0000 OO0 1000M(16)0 linkOODOODODDavto O OO O
00000 (auto-limitO O O1000M linkOOOODOOOOOO)O

port <1-4>0 HBOUOOODOOOOODOOOODOO

O active power save mode

ooooooo
ooooooad
oo o oOd
0 no 0
oad oad
O mtu

ooooooa
goooooad
oo O oOd
0 no 0

O ip proxy arp

ooooooo
goooooad
oo O od
0 no 0

Ethernet O OO Switching HBO O OO OO PHYO OO OOOOOOOOOOODODO
OO0O1port0 000000000000 O0ODODOOOODDOOOODOO
O00000default0 0000000000000 OPHYOOOOOOOOOOO
102000000000000000
gooooOoOoOoOO0OOoOOO0OO0OO0OOO0OO0OO0OOOOOODOOOOOOOOOOOOO
ooooooooogd

gio000M ODOOODOOOOOOO

OCableD O 10mO OO OO
power-save enable (]port <1-4>)
no power-save enable (Jport <1-4>)
no power-save enable (|port <1-4>)
port <1-4>0 HBOOOODOOOOODOOO

MUOOOoOOoODoDOo0oOOo
mtu <bytes:68-1500>

mtu 1500

no mtull (= Set defaults)

Proxy RPOCOOOODOCO
ip proxy-arp

no ip proxy-arp

no ip proxy-arp

O ip directed-broadcast

ooooooad
goooooad
oo O oOd
0 no 0

Directed Broadcast 0 0D 0000000 OOOODOODOO
ip directed-broadcast
no ip directed-broadcast

no ip directed-broadcast
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O ip redirects
ooooooo
OICMP redirectO type=50 000000000000 OO0OOOOOOOOOOOOOOOOOOOO
000000000RFC792
OOO0O0O Send redirect0000O0OOOICMP redirect0 0000000000 O0OOOODOOOO
ooooooon ip redirects
gooooog ip redirectsdd (OO)
Oo00ONeO OO no ip redirectstl (O O)
ooooood
OO0O0 ICMPRedirect 00O OO OOOICMP Redirect DO DO OO0 OHestD OO DODOOODODOO
OOodooo00ooooooooooooooooooog
0 Host A0 OHost B(192.168.1.100)0 0 IPv4A0 0 00O default ge(NXR) D OO OO OO
ONROOOODOOOODODOOODO192.168.1.0/240 00 next hopO 192.168.1.2530 00000
O0O0ORouter ADDDOODOOO
O O0O0OO0Onext hopO Router ADOOOOOHest AUODOOOODOOOODOOOOOHost AO
ICMP RedirectD 0O OO OO
O Host ADOOOOHost BOODO IPVAO OO OODOICMP Redirect0 00O 0O next hopO OO
OORouter AUODOOODOO
OO0OO0OCOOICMP RedirectD 000D OCOODOODOOOOODOODOOOOOOOOOOOOODO
000000000 d forwardingD O OO OOOOO

PC B: 192.168.1.100

A
e — .
|
|
T
192.168.1.0/24 !
|
AET 49T I—hk
192.168.1.0/24 (gw) 192.168.1.253 NXR Router A
192.168.0.254 1192.168.0.253
. - |
Send Redirect#3) -~ ‘ @ IP to 192.168.1.100 !
|
_____________ L1
I 192.168.0.0/24
| @) 1P to 192.168.1.100

(@) Redirect (Next hop=192.168.0.253) l
IP to 192.168.1.100

&

PC A: 182.168.0.100
Default GW=192.168.0.254
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O ip tcp adjust-mss

ooooooo

O Path MTU Discoveryd PMTUDO O OO End-to-endD 00000000000 OODOONMIUODOOOO
0000000000000 000oo00ooo00oo0oo00o0o0oooooooooooon
O00ooooiPvad00000O0O00O0O ICMP fragment needed 000000000000 OODOO
O000000ooooooooDooogoPePNTUDO0OO0OO0O0O0OO0OO0OO0OO0O0O0O0OOnoddPMTUD
0000000ooooooooooMU0bD000Dooo0oDo000oo000o00O00o00dOEnd-
to-end0 000000000000 ODOODOODODOODOODOODOOTCPOO  SYN/SYN-ACKOD O OO
omMsSOODOoO0O0oooooooooooooooooooTcPOOOODDOOODOOOODOO
O0000000o000oo0o0oooooo00oooooooooooooooo

goooood ip tcp adjust-mss (auto]<500-1460:bytes>)

goooooo no ip tcp adjust-mss

Ogo00ONeO OO no ip tcp adjust-mss

ooooooo
OlpvA00000O00O00OO0ODOTCPOOODOOODOOOOTCPODODODOOOOOODOOODOOO
Od00o0oooooooooooooowssoooooooo
O0O0O0ooooMssO000000000Dauto00000O0OOOMSSOOODODOOMSSOOOODO
ooooooooooooooo
O000oooooooooMsSsOoo00ooooooMsSsOo00o0ooooooooooonooo
ooo
guwPOICMPOOOOOODOOOOOOOOODOOODOOODOOODFOOODOOOOODOOO
0000000000o000ooo000oooooo0oooooooogoooon

(I no ip tcp adjust-mssO0 0000 OOOTCP MSSOOODOOODOOODOOODO
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O ip mask-reply
ooooooo
OOpenviewDO OOODOOOODOOODOOOODOOOOOOOOOOO ICMP address mask request
Otype=17000000C00DOOCO0ODOOOODOOODOOODOOODOOODDOOODODODOO
oooooogooooooooood™
O0000000OICMP address mask request 0 0 000000 OOOOOOOOODOOO
goooooo ip mask-reply O ICMP address mask requestd 0 00O 00O M
ooooooo no ip mask-replyd ICMP address mask requestd 0 OO0 0O 0O [
gooONoO OO no ip mask-reply
oooooodg
O ICMP address mask request/replyC 0000000

ISP~ __ppp0 (10.00.196/32)
//F ICMP address mask reply D' %

#
s

a NXR#1

»‘ 192.168.0.254

NXR#2

192.168.0.253
g A

ICMP address mask replyh* G %) Regquest (to 10.0.0.196)

Request (to 192.168.0,254)

192.168.0.0/24

y Reply (mask=255.255.255.255)
Reply (mask=255.255.255.255)

S

OpenView
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O link-check
goooooo
OEthernet linkOOOOODOOODOODODefaultd 10[sec]U 0 O0O0[sec]O O OO OODO link down
COoOoOooo@OuwOOOoOOoO)OLinkOOOOOOOOODOUOOOOODOOOODDOOOODO
OO
O00Oethernetd0 0 vianO OO OO OO0 OO ethernetd link up/down 0 O O vlan interface O
linkOOO up/down0 00000 OOVLAN interface0 0O linkOOOOOOOOOOODOO

uwpOooo downO OO DO

Connected routed O O O (routing protocolD 0000 O) E?ggf?:;%:gg:ﬁg DD DD O0OO0OFBOOO0)

O O interfaced O O interfaced O O routed 0 O O OO interfaced O O interfaced O O routeD 0 O O
InterfaceD 00 0000000OIPaddressd 00000

Interface0 000000000 IPaddress0 0000 (00O ip/ipv6 access-linkdownD 0O 0 O 0 O O linkdown
oooooooon)

BindDOOODODOOOOOOOO BindDOOOOOOOOOOODODO

Network eventO OO OO OO Network eventO OO0 OO OO

Router solicitationd O O (IPv6) -

ooooooo link-check (]<0-60sec>)
oo o 0OOd link-check 10
O no O  no link-check (=link-check 0)
0od oo
ObhindOOODOOODOODOOOOO/00000000
Ethernet interface 0 O tunnel interfaced PPPOEC 00O 0O OO0OOONink downD OO0 OO0
0000 interface0 downO0 OO0 O000O0O0O0ODOOOOTunnel interfaced PPP interface O up/
downOOO0O0O0O keepaliveO OO ODOODOOOOOOUSERODO OO bindO O (OO interface
down O trigger O L2TP tunnel/session0 00 0000) 000000 O0OODODOOOODOOODOOO
o000
OSwitching HUBO O O OO O OO ethernet interfaced linkODO O OO OO
000 Switching HBO OO O OO OO ethernet interface00 linkDOOOOOOODOODOO
switching hub port 0000 link downd O 0O 00O O ethernet link downOD 0001000 switch-
ing hub portO linkO upd0 0O 0O Oethernet link up00O000O000O0O0O
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O ip access-linkdown

goooooo 00000000 000hink downO OO O0OOO interfaced IPv4 address [
o0ooooooooooo

goooood ip access-linkdown

O no O no ip access-linkdown

oo oo Default O O 00O (no ip access-linkdown)O O O

O ipv6 access-linkdown

0000000 OO000D0O0O00000Nnk downO0OO0O0ODO0O interfaced IPv6 address D
oooooooooooo

gooooog ipv6 access-linkdown

O no 0  no ipv6 access-linkdown

RN RN Default D O O O (no ipv6 access-linkdown)d O O

O ip arp reachable-time

gogoooono UUOOOARP ODOODOOO0OUOUOOooobobobobo

ooooooo ip arp reachable-time <30000-3600000>

ooooooo ip arp reachable-time 30000

OOO0ONO OO  no ip arp reachable-time

gogoooono show arp OO0 000000000 REACHBLEO OO DO DODOOOO
0000D000OJ0.5 0 1.50x reachable-time 000 0OO0OO0OODOO0O

O ip arp queue length
ooooooo
OEthernet/Vlan interface DO OIPVAO 000 O0DOOOODO O (nexthop)d mac addressO 00000
OO0000OO0Omac address0 000000 queveingD 0 O0O00OO0O0OOOOOODOODOOODOOO
OQueue T Oneighbord entry0 00 0OO0ODODO
Oqueueingd0 0 0 packetD JaddressO 0 0000000000 OOCOOODOO
OQueueD fullODOODOODO packetUDO OO0 Oqueved 0 OO0 dropd D O0ODO
goooood ip arp queue length <1-1000>
oo o OO no ip arp queue length (=3[packets])
O no 0 no ip arp queue length
ood od IPvAO IPv6 0000000 OOunterface000000000O0ODOOO
IPv6 00O OO0 Oipve nd queue lengthO OO0 O O0OO0O0O0O

O ipv6 nd prefix
goooooo IPv6 Routing Prefix AdvertisementO O OO 0O0OO
ooooood ipv6 nd prefix X:X:X:X::X/M
(J<valid-lifetime:0-4294967295> <preferred-lifetime:0-4294967295>)
od OO0 Ethernet/VLANO OO DOOO
g no g no ipv6 nd prefix X:X:X:X::X/M
(]<valid-lifetime:0-4294967295> <preferred-lifetime:0-4294967295>)
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O ipv6 tcp adjust-mss

goooooon
goooodoo
oo o oo
0 no 0

IPv6 MSSOODOOODOO

ipv6 tcp adjust-mss (auto]500-1460)
no ipvé tcp adjust-mss

no ipvé tcp adjust-mss

O ipv6 nd send-ra

ooooooo
ooooooo
O no O

IPv6 RA(Router AdvertisementD OO OO ODO0O
ipv6 nd send-ra (=RAOOONO)
no ipv6 nd send-ra (RAODODOO)

O ipv6 nd ra-lifetime

goooooo
goooodoo
oo o oo
0 no 0
oo oo

IPv6 RA(Router AdvertisementO OO0 O OO0 O0OO0O0OO0OO
ipv6 nd ra-lifetime <0-9000>

ipv6 nd ra-lifetime 90

no ipv6 nd ra-lifetime

ra-lifetime >= ra-interval max

O ipv6 nd ra-interval

goooodoo
goooooo
oo O do
oo oo
0 no 0

IPv6 RA(Router AdvertisementO 0D OO ODOO0OCOODOOOO
ipvé nd ra-interval <min:3-6750> <max:4-9000>

ipv6 nd ra-interval 10 30

min < max x 0.75

no ipv6 nd ra-interval

O ipv6 nd rs-interval

goooooo
goooodoo
oo o oo
0 no 0

IPv6 Router SolicitationD 0000000 ODOOODO
ipv6 nd rs-interval <interval:1-10sec>
ipv6 nd rs-interval 1

no ipv6 nd rs-interval : Set defaults

O ipv6 nd rs-count

goooooo
goooodoo
oo o oo
0 no 0

IPv6 Router Solicitation0 0000000 O0OOO
ipv6 nd rs-count <count:1-2147483647>
ipvé nd rs-count 3

no ipv6 nd rs-count . Set defaults

O ipv6 nd reachable-time

goooooo
goooodoo
oo o oo
0 no 0

Oo00ooooooooooooooooo
ipv6 nd reachable-time <msec:0-3600000>
ipv6 nd reachable-time 30

no ipv6 nd reachable-time : Set defaults
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O ipv6e nd ns-interval

oO0oopooo NOOOoooooooooo
goooood ipv6 nd ns-interval <msec:1000-3600000>
oo o oOd ipv6 nd ns-interval 1000

O no 0 no ipv6 nd ns-interval

O ipv6 nd dad attempts

oo0ooooo IPv6 DADOOODOOODOODOOOO
goooood ipv6 nd dad attempts <0-600>
oo o oOOd ipv6 nd dad attempts 1

O no 0 no ipv6 nd dad attempts

O ipv6 nd accept-redirects

goooooo IPv6 forwardingO O OO OO OOICMPYG redirects0 00000 O0OOODO
cooooo

gooooog ipv6 nd accept-redirects

OO O OO0 no ipve nd accept-redirects

ood ood IPv6 forwardingD OO0 000000000000 DODOOOODODOOO

O no 0O no ipv6 nd accept-redirects

O ipv6e nd queue length

goooooo

OEthernet/Vlan interface 00 IPv6 0 00000 OO OODO OONeighbor DiscoveryD OO0 OO0
O (nexthop)d mac address0 0000000000 O0OOmac addressd 0000 OO queueing D O
gooopoooOoooooooooooo

OQueue T Oneighbord entry0 000 OO0ODODO

Oqueueingd O 0 packet 0 DJaddressO 000000000000 OODOODOO

OQueueD fullODODOODOODO packetUDO OO0 Oqueved 0 OO0 dropd D OODO

goooood ipv6 nd queue length <1-1000>

oo 0O oo no ipvé nd queue length (= 3[packets])

O no 0 no ipv6 nd queue length

ood od IPvAO IPv6 00000000 OInterface0 0000000000000

IPvaO00000Oiup arp queue length OO OO0 O0OO0OO0O

O ip rip receive version

oO0ooooo  RIPOOODOOOOOOOODOOO
goooood ip rip receive version (1]12) (]1]12)

oo 0O oOoo ip rip receive version 2

od OO0  version 1, version 2, version 1 & 2000000
g no O no ip rip receive version
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O ip rip send version

ooooooo RPOOCOOODCOOOODOOO
goooooo ip rip send version (1]2) (]1]2)

oo o oo ip rip send version 2

oo oo version 1, version 2, version 1 & 2000000
O no 0 no ip rip transmission version

O ip rip split-horizon

ooooooo Oo000o0ooooooooooooo
goooood ip rip split-horizon (]poisoned)
oo 0o oo ip rip split-horizon

O no 0 no ip rip split-horizon

O ip ospf cost

0oooooo  osPFOO0DOODOODOOOOOn
goooood ip ospf cost <1-65535>

O no O no ip ospf cost

O ip ospf hello-interval

gogoooog HelloDODOOOOOOODOODO
gooooog ip ospf hello-interval <1-65535>
O no 0  no ip ospf hello-interval

O ip ospf dead-interval

0000000 DeadDODODODODOODOOODO
goooood ip ospf dead-interval <1-65535>
O no O no ip ospf dead-interval

O ip ospf retransmit-interval

gogoooog Retransmit0 0 OO0 0O O0O0ODOOOO
gooooog ip ospf retransmit-interval <1-65535>
O no 0  no ip ospf retransmit-interval

O ip ospf transmit-delay

goooooo Transmit DelayO0 0O OO0 0O
goooood ip ospf transmit-delay <1-65535>
O no O no ip ospf transmit-delay

O ip ospf authentication

goooooo oooooooooo

ooooooo ip ospf authentication (null]|message-digest)
O no 0 no ip ospf authentication
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O ip ospf authentication-key

ooooooo 00000000000000
gooooogo ip ospf authentication-key PASSWORD
O no O no ip ospf authentication-key

O ip ospf message-digest-key

oooooood M50 0000O00oooaoa

goooooo ip ospf message-digest-key <keyid:1-255> md5 PASSWORD
O no O no ip ospf message-digest-key <keyid:1-255>

O ip ospf priority

ooooooo 00000000000000
ooooooog ip ospf priority <0-255>

O no O no ip ospf priority

O ip ospf mtu-ignore

ooooooo obpBDOOMIUOOOOOOOO
gooooogo ip ospf mtu-ignore

O no O no ip ospf mtu-ignore

O vrrp ip address

goooooo VRRPO OO OOOOIwODOOooOWwIPHOOOooooo
goooooo vrrp ip <vrrpid:1-255> address A.B.C.D

O no O  no vrrp ip <vrripd:1-255> (address A.B.C.D|)

O vrrp ip priority
ooooooo  vRRPOOOOOODOOOODOOO
gooooogo vrrp ip <vrrpid:1-255> priority <1-254>
oo o oo vrrp ip <vrrpid:1-255> priority 100
g no g no vrrp ip <vrrpid:1-255> priority
ooooooo
goooooodOopriority0000000OC0O0OOOOO priority0000000O0O0O

O vrrp ip preempt

OO00ooo0Og  PreemptdO0DOOOOODO

ooooooo vrrp ip <vrrpid:1-255> preempt

o0 O OO  wvrrp ip <vrrpid:1-255> preempt

g no g no vrrp ip <vrrpid:1-255> preempt

ooooooo

OPreempt0 00 00COpriority00000000O0COOODOOCOOODOOOOODOOO
Opreempt0 0000 OOpriority0 00000000000 DOO0OOOOOODOOOOODODOOOOO
oddoooo0oOooooooOoooooogoooo
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O wvrrp ip preempt delay

ooooooo

OPreempt 00 DOOO0O0DO0OOCO0OOCOOODOCOOODOOOODO advertise OOOOODOOO
000oodoooo0oooooooooooooooooooooooooon

Opreempt delayO0 0001 O 1000C)dOOOOO@OOYOOOO

oooooogd  vrrp ip <vrrpid:1-255> preempt delay <1-1000sec>

O no 0  no vrrp ip <vrrpid:1-255> preempt delay

ooooooo

OPreempt delay OO O0ODOOCOOODOCOOOOOOOODOOOOOOOOODOODOOODODOOOOO
000ooooo0d0ooooooooooooooOon

o JOOOOOOODO

- master down timerJ0O OO0 delay timer OO0 0OO0O0ODOODO advertise OO0OO0O0OODOOO
oooooooogod

- 00000000000 advertise 0000000000 O00O0OODOO0ODOOOO0OOOO
(delay timer OO OO0O0OOCOOODCOOOO)O
-0000000D0000 advertise JO0O0O0OO0O0OODOODOdelay timerO0O 0000 delay
timerO0 00O 0O Omaster down timer0 00000000000 Odelay OO00O0O0OOOOO0OO
advertise D0 0000000 DO0OODOODOODOO(delay timer0 000 OO)O

o JOOODOO

- 00000000000 advertise 00000000000 0ODOOOODODOOOODODO

- 00000000000 advertise JO00OOOO0ODOadvertise OO0OOODO@OODOOOOO
ooooooooog)yo

O vrrp ip timers

OO0O0OO0OO0OO00 VRRPO advertise0 OO OOOOOOOOO
0000000  vrrp ip <vrrpid:1-255> timers advertise <1-255sec>
OO0 O OO0  vrrp ip <vrrpid:1-255> timers advertise 1

O no O  no vrrp ip <vrripd:1-255> timers advertise

O vrrp ip netevent
OOO0oOoOooO0O  VRRP trackingD OO OOODO
0000000000000 00000000oooooooog
0O00O0o00d  vrrp ip <vrrpid:1-255> netevent <trackid:1-255> priority <1-254>
vrrp ip <vrrpid:1-255> netevent <trackid:2048-4095> priority <1-254>
O no 0  no vrrp ip <vrripd:1-255> netevent
ooooooo
Otrack eventO downO0 0000000000000 priority0000000000000000OO
Opriority0 00000000000 priority000000000O0OO0O
Oevent downO OO OOpriority0 00 0000000000000 O0O0OO0OOOOOOOOOOOO
oooo

oo 00oogodOpriority>0000000000priority
Event downd O O O0oOo0goO0Opriority<00000O0ODOOOpriority
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O ip access-group

ooooooo

Oglobal nodeDO00O0OOACLOODOOCO0ODOOOODOUOODODOOODOOOOOODOOOODOOO
Ooooooo

ooooogoo ip access-group (injout|forward-in|forward-out) IPV4-ACL-NAME

OO00ONeO OO no ip access-group (injout]forward-in]forward-out)

ooooooo

0000000000 0000000D0000D000000(@ DO Packet TravelingD O O)OODO
Oo400000

in(local input) NXROOOOOOOODOOOODOOOODOOOOOOO

out(local output) NXRO O O OO OODOOOOOOOOOOOOOOO

0000000000ooO0oNRRODODDOO0DDODDOoooOoooooooooo

forward-in NXROOOOOOOOOOOOOOO forwardingOOOOODOOOOOOO

forward-out NXRO O OO ODOODOODOODOODOO forwardingOODOODOOOOOOODO

OmacO 0000 ACLOOoutO OO forward-out0 OO0 O0O00O0OOOOOOOO

O ipv6 access-group

O000Doo0 OOoOOooooooiwpveOODOO0OOODOO0ODOODOO
ooooood ipv6 access-group (injout]forward-in|forward-out) IPV6-ACL-NAME
Oo0 0O OO 0Ooo00o

O no O  no ipv6 access-group (in]out|forward-in]forward-out)

O ip masquerade

ooooooo

goooooOoobooO0oUoooOoO0oooOoOoooUOoooUOooOoIwprv4d0DOOOOOOOOOOO
OOmivAaO0D0OD0O00D00000D00000

ooooogoo ip masquerade 0000

ooooogon no ip masqueraded 0 OO

OO0OO0NeO OO  no ip masquerade

ooooooo

000000000000 (Ethernet/VLAN/PPP/Tunnel/WivAX) D O OO OO OOOOOODO

OTCP/UDF/ICMPO 0D OO0DOOOO0OODOODODOOODODOOODOOOODOOOODDOOO

Olpve0O0O0O0O0OIWPOOOOOOODOOOOOO

Oforward out/local output 0 00000000 OO0DOOOODOOIPOOOOOOOODOOOOO

O ip (snat-group]dnat-group)

goooooo

Oglobal node00OOOSNATOOODNATOOODODOOODODOOODDOOODDOOODStatic NATO
oooooooooooOoo

OSNATO OO OOOO0O000O0o0o0o0oooooDNATOOOO0000ooooooooooon

ooooogoo ip (snat-group|dnat-group) NAT-NAME

OO00ONO OO no ip (snat-group|]dnat-group)

000O0oO0 NATODODODOOOOiup snat/ip dnat)d OO0 (global node)D 00O OO0
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interface node

O ip webauth-filter

ooooooo
OwebOOODOODODODOOOOOOODODOODOODOODOODOODOOOODOODOODOODOOOOO
00000 Owhd0DO0oOOooDooOoboboooooooog
OwebODODODOODDOOOOODOODOOODOINOUTOODOODOODODOODOOOOOOOOO
O0Default0 D ODOODOODOODO

gooooon ip webauth-filter (forward-in]forward-out) WEBAUTH-ACL-NAME

Oo0oONeO OO no ip webauth-filter (forward-in|forward-out)

goooooo

OWebOODODODOODOOODOOOOOOip web-auth access-listO OO O Oglobal noded OO0 O
gooood

OWebDOODOOOOOOWeb Authenticate node0J 00 000O0O0OO

O pppoe-client ppp

0ooooodo  PPPEO0OOODOODOOODOODOOO
goooooo pppoe-client ppp <PPP-INTERFACE-NUMBER:0-4>
gbo 0o 0o no pppoe-client ppp

oo oo 0000000OEthernet interfaced 00O

O no O  no pppoe-client ppp <0-4>

O ip spi-Ffilter

ooooooo

0000000000 O000O0O00OSPIO Sstateful Packet InspectionD 000000000 OO

000000000000 0ooO0ooooDoDOOooOoDO0DOO0oO0ooDO0oDOO0oDOO0DbOO0ObOOoDODOODOOD
goog

ooooooon ip spi-filter 0OO0OO

gooooon no ip spi-filterD OO O

OooONeO OO no ip spi-filter

goooooo

O000D0000000O0OestablishedO0 OO related0 0000000000 OO0OOODOOO
OEstablishedD 000 0O0OOOOOOO0OOOCOODOOO0ODOOOODODOOOOOOOOOODOOOO
ORelated 00 0000D0OO0D0O0OOO0ODOODODOODOODODOOFPOODODOODOODOODOO
oood

000000000000 0syn000000ODO0ODOODOODODODOODOODOOO

OsSPIOOforward inOO0O local Input0 00000000000 O0ODOOCO0ODOOOODOOOOO
gooooog
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O ipv6 spi-Ffilter

ooooooo IPv6 SPI filterO0 OO OOODO
ooooood ipv6 spi-filter

oo 0O oo no ipv6 spi-filter

O no O no ipvé spi-filter

O shutdown

oooooog 0o0o0oooooooooog
gooooao shutdown

oo 0O O0d no shutdown

O no O no shutdown

O ipsec policy

0000000 0OO00O0000o00ooogoOlrsecdDOdDODODODOOOOOD

ooooogoo ipsec policy <local policy:1-255>

goOONO OO no ipsec policy (J<local policy:1-255>)

ooooooo
0oooooooogolrsecO 000000 ODO20000000000000001Pv40 IPv6OO
OO00010000IPsecO0 0000000 ODOOODOOODOOOODOO

O ipsec policy-ignore

ooooooo

OlIPsec policy 000000000 0ODODOODOODOOOOOOIPsec policy 000 any O0OO0O
000000000000 000 1IPsec O0O0ODOO0ODODODOOODODOODODO

0000000 ipsec policy-ignore (]input]output)

OO0O0O0O000 no ipsec policy-ignored 00O 0O

OO00ONoO OO no ipsec policy-ignore

ooooooo

Olnput0 0000000 Oiunbound policy check DO O0OO00OOOOIPsec OO0DOOO0OOODOODO
000000 D00ooooooooooooooooooog

Ooutput OO O0ODOCO0OOO0ODOCO0ODOOOOOOOOOOOOOOONPsec policy DOOO
OO0000oO0ooooooooo
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m QoS
ogoooood QSO DOoooon

o HTBO OO

ooooooo queue policy POLICYNAME bandwidth <1-1000000> (]ifg-pa-fcs)

ooooood
OHTBOOODOODOOOclass policyDOOOOOODOO class policyD OO OOOO
goo000O0Oclass policyDOOOOO0OOclassOOOOOOODOOOODOO class policyd 00O

000o0oooolBOOODooood

ObandwidthO Oclass policyDC OO0 OO0O0OOO0OOO
Oifg-pa-fes(0O0)ODDOOO0OD0ODOOOOOODefaultdOoonOd

o PQUOO

goooooo queue priority-group <PRIORITY-MAP-NUMBER:1-32>

ooooooo
OPQOOODOOO0OOglobal nodedOO0O0O priority-map0 000000
000O00dpriority-map0 00000000000 0O0O0O default classOO 000000 PQO
00000000000 opriority-map0 0000000000 PQOOOOOODOO
O00classO0000O000O00OO0OOOdefault classO0 0000000000

o SFQO OO
goooooo queue fair-queue

o FIFOO OO
goooooo queue fifo (Jlimit <1-16384>)
ooooooo IlimitO FIFCOODODOO0OO0O0O0OO0DOO00ODOO0DOOO

o TBF(shaping)d O 0O
ooooooo
queue shape <RATE:1-1000000> <BUFFER:1-1000000> <LIMIT:1-1000000> (]ifg-pa-fcs)

ooooooo

[0 <RATE:1-1000000>  ShapingO OO (Kbps)D O OO OO O

[J <BUFFER:1-1000000> Bucket O O 0O (bytes)D DO DO O OO

O<LIMIT:1-1000000> TokenO OO OO OOOOOOOOODOOOOOOOOOOOOOODO (bytes)

ooooooo
Oifg-pa-fcs(OO)D O OO0 O0ODOOOOO0ODODRefault0 OO OODO

O Nno queue

0O00Odo0dO  no queue
goooooo 0000000 queued OO0 00O Odefault queuel pfifo fastO O OO O OO0
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m QoS (00O)

o classify

goooooo classify (inputjoutput) route-map ROUTEMAP

goooood

0dooooooooooooooooooooiloooooooDdOoO0ianputd outputd OO OO
ooooooooooon

Oinput00000000DO0ODOOPRE-ROUTING(O O O Packet TravelingO O O)OODOOODOODO

Ooutput 00O OD0OOODOODODOOPOST-ROUTING(O O O Packet TravelingD 0 DO0)0OOOOOOO

o no classify

ooooooo no classify (]input]output)

ooooooo

dod0oooo0oooooooooooooooooon

MnoclassifyD 000000000 @nputT output) D0 0000000 OODOOOOODOOOO
input0 00 output0D OO OO OO

e ifg-pa-fcs
g0000O0O0O0O0O0O0O0O0O0O0OO0O0OO0O0O0OO0OO0OO0OO0OO0OO0OOOOOOOOOOOOOODOOO shapingO
OOFCSO IFGO PAODODDOO0OODDOOO rate0 000000000 DODOOshaping rated 000
O000OO0O0OODEthernet0 0000000000 0OOOOOOOORCSO IFGO PADOODOOOO
0000000000000 00o0oD000oo000D000oDoO0O00oDooOUOEethernet/
WiMMXOODODOOOOOODOOODOOshaping rate0 000 O O IFG(inter-frame-gap0 000 OO
12000000)OFCSA00D0)dPA(preamble:80 0 0)0000DOOOO0ODODOOOODODOOOODO
O0000ooOooO0ooooOo0oO0oOo0oO0OOo0O0D0ODoOO0DODoOO0ODODOOODOOODOOODOOOOOODOOO
Default D0 O O0DOOODOODOOOOIFGOPAORCS DDOOODDODODOOODODODO
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O (iplipv6) rebound

oooooog

Jooooooooooooooooooo0oooooooooDoooooOooDo0nao (fForwarding)
0000000000 00ONROODODOODO0O0D0D0000000000000O000ONXRODOTTL
goobooooobDoooooooooog

OIP rebound0 0000000000 00ODOODO0O0ODOODOODOOODOODOOODOODOODODOODODODO
O00000D00D0O0O0 destination unreachable0 OO0 O 00O

Obefault0 00D ODO@MOOOOODOODOOODODODOOODOODODODOODOODOODOO)O

oopoooog (ip]ipv6) rebound

oo 0O oo (iplipv6) rebound

O no O no (ip]ipv6) rebound

O ip reassemble-output
ooooooo
doooooooodMTuooogpPMmuioO0ODOooooooolIrP forwardingD OOOOOODOODOO
00000000 oooo000oooo00o0ooo00mMooo0ooooooooooooooon
OO0O0O00O0ONROODOOO0OOO0OO0O0O0DO0O00000O00000000000o0ooogo
- fragmented packet(0 OO0 O00D0)OMUDOOOODOOOODOOOOODOOOODOOOMTUO
ooooooooooooooooon
- fragmented packet(C OO OO OO)DOMIUOOODOOODOODODOODO fragmented packet 0 00O 0O
ooooood
- 00000000000 MUO000D0000D0D0O00000O000DOO0OoO0oDoO0Og
ooooooo ip reassemble-output
oo 0O oo ip reassemble-output
O no O no ip reassemble-output
ooooooo
O000U000o000ooo000o0m@mouoooouoooooooooooooooooooon
0000000 00oDoo000Dooo0o0ooo00ooooooooooooooIwPr0ooooDoon
O000000d00o0oo0dU0oooo0oooooooooooooooooooooooooon
000000000000 oo0o0ooo00Doo000Do000oDoo0o0oooONROOO
O0oo0oooooooooooocOowroooooooooooooooooooo
- fragmented packet(C OO OO OO)OMUOOOOOOOOODOO fragmented packet O MTUO O
oooooooooooooooo
- fragmented packet(CO OO OOO)ONMUOOOODOOODOOOODO fragmented packet OO O
ooooood
- 00000000000 MUODDO000D00000O fragmented packet0 000000000
oooooo
ODefaultO Oglobal DO O OO interface0 00 00O OO0OOGIobal O OO interface 0 OO AND
O0000oo0o0oo000ooooooooooooooogglP forwardingOOOOODOOOOO
ooooo
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O session invalid-status-drop-interface
ooooooo
Osession invalid-status-dropd O (global nodeO0 O0)O0 OO OO0OOOOOODOODOOOOODOOOO
J00d00default0OO0 DO OO0
goooooo session invalid-status-drop-interface enable
oo 0O oo no session invalid-status-drop-interface enable
O no O no session invalid-status-drop-interface enable
ooooooo
00000000 o0ooDooboooooooogonOglobal node D session invalid-status-drop O
0000000000 00o0o0000oo0000o0o0o00oo0ou0oOddethernet 00 0OOO0OO
o0oooooooooooog
- global node O O session invalid-status-dropd 0 00000 0O
nxrl25(config)#no session invalid-status-drop enable
-000000ooOooOoooooooooooon
nxrl25(config)#interface ethernet 0
nxr125(config-if)#session invalid-status-drop-interface enable
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O OO0 command

nxrl30#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxrl30(config)#interface tunnel <0-255>
nxrl30(config-tunnel)#

O description

ooooooo Oo0doOopoooooooooogo
goooooo description DESCRIPTION

g no g no description (|DESCRIPTION)

O ip address

oo0ooooo oo0oooooowrooooooooooon
ooooooo ip address A.B.C.D/M (]secondary)

O no O no ip address (JA.B.C.D/M) (]secondary)

O ipv6 address

ooooooo ooooooogipve0d000OOoooooon

goooooo ipv6 address X:X::X:X/M (Jeui-64) : IPv6 address (e.g. 3ffe:506::1/48)
ipv6 address X:X::X:X link-local

O no O no ipv6 address X:X::X:X/M (Jeui-64)
no ipv6 address X:X::X:X link-local

O ipv6 address
gogooooo DHCPv6 PDO OO OO ODOO

gooooogo ipv6 address DHCPVGPD X:X::X:X/M (Jeui-64) . DHCPv6-PD prefix name
O no O no ipv6 address DHCPV6PD X:X::X:X/M
RN oo ipv6-address O O sub-prefix D host D O O OO O

PREFIX-NAMEO O dhcpve pdO O OO0 prefixD0 O OO OO0O0O0O00OO
ipv6 dhcp client pd0 O O0O0OO

O tunnel source
oooooog O00OO0ODO0source00000DOOOOOO
ooooooo tunnel source A.B.C.D

O tunnel destination
oooooog OO0O0DO0ODbestinationD OO O0OOO0O0ODODOOO
ooooooo tunnel destination A.B.C.D

O tunnel mode

ooooooo OOoOoOoDooOoOooooogoip over IP/GRE/IPsec 1PvALT]

Oooooogd  tunnel mode (ipiplgre]ipsec ipv4)

O no O no tunnel mode

RN g Route based IPsec(U 0000 CUOOOOODOOI psec ipvd000OODOOO
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O tunnel key
ggoooog
ggooooo
ugg o0 od
od od
| no U

interface tunnel node

interface tunnel node

Ibooooooooo
tunnel key <0-4294967295>
no tunnel key
GREOOODOO

no tunnel key : Disable

O tunnel checksum

goooodo
goooooo
oo O do
oo oo
0 no 0

od000oooooooooodo
tunnel checksum

no tunnel checksum
GREOOODOO

no tunnel checksum : Disable

O tunnel path-mtu-discovery

goooooo
goooodoo
oo o oo
0 no 0

O tunnel ttl
gooooon
ogoooooo
oo o oo
0 no 0

O tunnel tos
gooooon
goooooo
oo o oo
0 no 0

oOooooPePvTUDOOOODOOOO
tunnel path-mtu-discovery
tunnel path-mtu-discovery

no tunnel path-mtu-discovery : Disable

TTLOO0D00O000
tunnel ttl (<1-255>]inherit)
tunnel ttl inherit

no tunnel ttl : Set defaults

TosOoOoOoooooo
tunnel tos (<0-252>]inherit)
tunnel tos inherit

no tunnel tos : Set defaults

O tunnel pre-fragment

goooogon

goooooo
oo O do
0 no 0
oo oo

FragmentD OO DO OOO0OO0OO0O fragnentd O OO ESPOODOOO
OO00ESP packetO OO OO OO

tunnel pre-fragment
no tunnel pre-fragment
no tunnel pre-fragment

Route based IPsec(U0 OO0 C)UO OO OODOO IPsec tunnel interfaced OO

gbooboooogobo
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O tunnel protection ipsec policy
oooooono 0000 IPsec tunnel policyOO O OOOO
0000000  tunnel protection ipsec policy <1-65535>

O no O no tunnel protection
od OO Route based IPsec(0 0000 CDOOODODOOOODOOO
O mtu

ooooooo wMuoOoooooooog

0000000  mtu <bytes:68-1500>

OO0 O 00O mtu 1476 (tunnel mode gre0 0 0O)
mtu 1480 (tunnel mode ipipd 0O 0)
mtu 1500 (tunnel mode ipsecd O 0O)

O no O  no mtud (= Set defaults)

O ip redirects

Ooooooo

OICMP redirectO type=50 00 0000CO00OCO0ODOOO0ODOOOODOOUODOOODDOOO
00000000O0ORFC792

00000 Send redirectDO0O000OCOICMP redirect0 000000000 OCOODOOOOOOO

ooooDooo ip redirects

ooooooo ip redirectsd 0 (O00O)

OO0ONOODO  no ip redirectsO (0 0O)

ooooooo

O ICMPRedirect O O O O interface noded ip redirects0 00000000
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O ip tcp adjust-mss

ogoooood

OPath MTU DiscoveryO PMTUDO O OO End-to-end 00000000 OOO0DOOODOONIUODODOOO
gooooobooobooooouoooobooooobooboooonooouoo
Ooo0ooooimvaOOOODODOODOO ICMP fragment needed 000000000 OOOOOO0O
0oodooooooooooooooemmiDb 000000000 0O0OgnDnUPMTUD
JdoodooboooboooooovMubbooodoooooooooObObO000000UoooEnd-
to-end0 00 00DO0O0O0OOODOODODOOODOOOODOOOOOTCPOO SYN/SYN-ACKO O OO
gMsSO0oOoooooooooooooooooooooo TcPOdO0o0ooooooooooa
oo oooobooooo

oooooon ip tcp adjust-mss (auto]<500-1460:bytes>)

goooooon no ip tcp adjust-mss

gooONeO OO no ip tcp adjust-mss

ogoooood

gdipva O 00000 OooooogTitPOOdOO00DODOooOooooTCcPO OO0 OoOoooonooa
0o0doooooooooobooooogwawssoooooooo

dooooooouMsStooooooootbDavto000ooooooMSSOo0ooooMSsSooonon
goooooobooooooog

dooooooooooooMssooboooooooovssooooooooooooooooooa
ooo

gubpOICMPO OO0 0ODOOOOOOOOOOOOOOOOOOOOOODFOODOOOODODOOOO
oo oobbooooooooooo

[(Mno ip tecp adjust-mssO0 D0 OO0 OOOTCP MSSOOODOOODOOODODOODO

O ipvé tcp adjust-mss

goooooo IPv6 MSSO O OO OOOO

ooooooog ipv6 tcp adjust-mss (auto]<bytes:500-1440>)
oo o oo no ipvé tcp adjust-mss

O no O no ipvé tcp adjust-mss

O ip mask-reply
ooooooo
OOpenviewDO OOODOOOODOODOOOOOOOOOOOOOOO ICMP address mask request
Otype=17000000000O0OCO0O0DOOOOOOOODOOOOOOODOOODOOOODOODOO
oooooogooooooooood™
O000000OICMP address mask request 0 0 000000 OOOOOOOOODOOO
gooooon ip mask-reply O ICMP address mask requestd O 00O OO M
ooooooon no ip mask-replyd ICMP address mask requestd0 0 OO0 OO
gooONoeO OO no ip mask-reply
ooooooo
O ICMP address mask request/reply O O O O interface node O ip mask-reply0 00000000
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O ip fragment-reassembly
ooooooo
OPre-fragmentO OO packetD OO OOOOOONXRODO OO reassemble 0 0 O O reassemble 0 0 O
forwardingO D OO OOOO0OOO0DOOOOOQOdefaultd O reassembled 000
ORoute based IPsec(C 0000 C)DODODOODOODOIPsec tunnel interface0 00 000ODOOODO
ooo
ooooood ip fragment-reassembly
oo o oo ip fragment-reassembly
O no O no ip fragment-reassembly
od od
Oglobal noded O no ip reassemble-outputd O O O O O ipsec tunnel interface O Ono ip frag-
ment-reassembly0 D 00O OO0 OOOno ip fragment-reassemblyD OO OO0 0 O00O
0000 no ip fragment-reassemblyd 0O OO0 O tunnle interface0 00 0000ODOO0O0O
reassemble 0000000000 conntrack 000000000000 0ODOODOOOOODOconntrack
OO00OO0O0OOOONATOO /SPIl/session0 00000000000 DOCOO0ODOOOOOO0ODOOO
000 packet coloringO0 OO OO0 OOOCOODOO
M no ip reassemble-outputD OO O OO0OODOOODOO tunnel interface 0 Ono ip fragment-
reassemblyd O O ip fragment-reassemblyC 000000000 O0OO0OO
(no ip fragment-reassembly 0 00O OO0 O00OOO0OWarningODOOOODOD
Oip fragment-reassembly 000000000000 OODOOOOODOODO ip reassemble-output™
odoooooooooooo

O ip rip receive version

ooooooo  RpPOODCOCOOODOOOODOOO
goooooo ip rip receive version (1]12) (]1]12)
ooooooo ooooooo

g no g no ip rip receive version

O ip rip send version

ooooooo  RpPOODCOCOOODOOOODOOO
goooooo ip rip send version (1]12) (]1]2)
ooooooo ooooooo

g no g no ip rip send version

O ip rip split-horizon

ooooooo oooooooooooooooooo
ooooood ip rip split-horizon (]Jpoisoned)
oo o oo ip rip split-horizon

g no g no ip rip split-horizon
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O ip access-group
Ooooooo
Oglobal nodeCO0O0OOCACLOODOOOODOOUOUODOOOODOODOOOODOOUODOOODDOO
Ooooooo
ooooogoo ip access-group (injout]forward-in|forward-out) IPV4-ACL-NAME
OOONO OO no ip access-group (injout]forward-in]forward-out)
ooooooo
0000000000 00000000000000000(@OO0 Packet TravelingD OO )O OO
OOo400000
in(local input) NXROOOOOOOODOOOOODOOOOOOOOOOO
out(local output) NXRO O O OO OOOOOOOOOOOOODOOOO
000000000 0Doo0oNRODDOO0oOoooooooooooooo
forward-in NXROOOOOOOOOOOOOCOO forwardingOOOOOOOOOOOO
forward-out NXRO OO ODOODOOOOOODOODOO forwardingDODODOODODOOOOODO
OmacO 0000 ACLOOoutd OO forward-out D OO OO0OOOODOOOODO

O ipv6 access-group

ooooooo 0ooooooooiwpveOooooooooooonoo
ooooood ipv6 access-group (injout|forward-in|forward-out) IP64-ACL-NAME
O no O no ipvé access-group (injout]forward-in]forward-out)

O ip masquerade

ooooooo
J0000oo00oo00ooo0oooooooooooooOoIv4d0D0D00OO0OOooooooo
coiipv4a000O0O0O0D0OCO0DODOO0ODO

oooobogon ip masquerade 0O OO0

0000000  no ip masqueraded 00O O

OoOONeO OO no ip masquerade

ooooooo

000000000000 (Ethernet/VLAN/PPP/Tunnel/WiNAX) D O O OO OODOOOODODO
gTcp/UDH/ICMPO O DOOUOO0DOOOO0OODOOOODOOUODOUOODOODOOOOODOOO
glpve 000000 IIPOODOOOOOOOODOOO

Oforward out/local outputD 0 OO0 COO00OO0OO0OOOCOOOOIPODOOODOCOOODOOOOO
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O ip (snat-group|dnat-group)

ooooooo

Oglobal node0O0OOOSNATOOODNATOOODOOOODOOUOODOOODOOODStatic NATO
Oo00ooopooooogo

OSNATOOOOOOUO0ODOOO0ODOOCOODOoDNTOOOOOODOOOOOOOOOoooo

ooooogon ip (snat-group|dnat-group) NAT-NAME

OO0OO0NoO OO  no ip (snat-group|dnat-group)

ooooooo NATOODOODOODOOip snat/ip dnat)d O O O (global node)D 0D OO O

O ip webauth-Filter

ooooooo
OwebOOOODDOOODOOOODDOODOOODOO0ODDOOODDODDOO0ODOOOODDOODO
CO0O00OO0OOwebhOOOOOOOODOOOUOOOOODOOOO
OwebODODOOOOODOOOODODOODOOOODOOINOUTODODOOODDODOODDOOODODOOOO
OObefaultCOODOOOOOOO

ooooogon ip webauth-filter (forward-in]forward-out) WEBAUTH-ACL-NAME

OO0O0NOODO  no ip webauth-Ffilter (forward-in|forward-out)

ooooooo

OWwebDOODODOOOOOOODOODOOIip web-auth access-listd 0 00O Oglobal noded 0000
ooooog

OWebOOODOOOODOWeb Authenticate node0 O O0OOOOODO0O

O ip spi-filter

ooooooo

000000000 O0DOOO0ODOOSPIO stateful Packet Inspectiond D000 O0OO0O0OOO

00000d0o0oO0O0oo000oo0o0oo00ooO0oOoD00oooDUO0oOo00ooOoOooOoOoooOO
oooo

ooooogon ip spi-filter 0OO0O0O

oooogoono  noip spi-filterDO OO

goOONeO OO no ip spi-filter

ooooooo

O000000D000O0ODOestablishedD OO related0 0000000000 OCOO0DOOO0OO
OEstablishedOD O O0O0O0D0OOO0ODOCOO0OOOOOOOOOOOODOOOODOOOUODOOODDOO
ORelated 000000000000 DODOOODOOOODOOODOOOFPOO0ODODOOODDOODO
oooo

000000000000 0syn000000O0OOO0ODOO0ODOOO0ODDOOD

OSPIOOforward inO0O0O local input0 000000000000 OOOOOCOOODOOOODOO
ooooog

O ipv6 spi-filter

goooooo IPv6 SPI filterOODO DO OO0
ooooooo ipv6 spi-filter

oo o oOd no ipv6 spi-filter

O no O no ipv6 spi-filter
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O netevent
ooooooo
00000000 0DO0b0O0O0O0DO tunnel O connect(C O O disconnect)D 00 ODOODOOODO
goooood netevent <trackid:1-255> (connect|disconnect)
netevent <trackid:2048-4095> (connect]disconnect)
g no d no netevent

O ipv6 nd accept-redirects

goooooo IPv6 forwardingO O OO OO OOICMPYE redirects0 00000 O0OOODO
cooooo

gooooog ipv6 nd accept-redirects

oo o oo no ipv6 nd accept-redirects

ood od IPv6 forvarding0 000000000000 OO0DOOOO0ODOOOO

O no 0 no ipv6 nd accept-redirects

O ipsec policy

ooooood O00000000oOgooodiIpsecO0dD0O0OOOOOOOOOO

ooooooo ipsec policy <local policy:1-255>

gooONeO OO no ipsec policy (J<local policy:1-255>)

ooooooo
000o0ooooodOlIpsec0 0000000020 000000000000O00OIPV4O IPv6OO
000010000 IPsecO0 0000000 ODOOODDOOOODOOOOOO

O ipsec policy-ignore

goooooo

OlPsec policy 00000 OODODODOODOOOOOOODOOOOINPsec policy OO0 any ODODOO
000000000ooooooiIpsec DO0DOODOOOOODDODODOOOOODOODOO

Oo000ooogd ipsec policy-ignore (Jinput]output)

O0OOO0O0O00 no ipsec policy-ignored OO0

OO0ONoOOO no ipsec policy-ignore

goooooo

OlnputO00O00O0OO0ODOinbound policy check D OO0 OOOOOIPsec DOODOOOOOODOO
000000 DooooDoooooooooooooooon

OOutput OODOOOODODODODOOODOODODODODODOODOOODOOINPsec policy 000D
dooooooooooooood
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m QoS
gooooon QeSO OO nOooon

o HTBOOO

goooood  queue policy POLICYNAME bandwidth <1-1000000>

ooooooo
OHTBOOODOOOOOclass policyDOOOODOODOO class policyD OO OOOO
JOo00d00class policyOO0D0O0O0O0OOclassO 0000000 OO0OONO class policyd OO
00000000 HBOODOOOODO
ObandwidthO Oclass policyO 00000000000

o PQUODOO

goooooo queue priority-group <PRIORITY-MAP-NUMBER:1-32>

oooooog
gPQUDOODOOOOOglobal noded 0000 priority-mapO0 000000
00000dpriority-map0 00 0000000000000 default classOO0O0OO00O0O PQO
O00000DODO0OO0D priority-mep0 0000000 O0OOPQUOOODOODOO
OO0OOclassOO0000O0OCOOODOCOOdefault classO0O0 000000000

o SFQO OO
ooooooo queue fair-queue

o FIFOODOO
0ooooogd  queue fifo (Jlimit <1-16384>)
oo0ooooo limitO FIFOOOOOODOOOOODODOOOODODOOO

o TBF(shaping)d OO
goooood
queue shape <RATE:1-1000000> <BUFFER:1-1000000> <LIMIT:1-1000000>

goooood

[0 <RATE:1-1000000>  Shaping OO (Kbps)O O OO OO O

[J <BUFFER:1-1000000> Bucketd O O O (bytes)D DO DO O OO

O<LIMIT:1-1000000> TokenD OO OOOOOOOODOOOOOOODOOOCOOODOOOD (bytes)

oooooog

o no queue

goooooo no queue
goooooo 0000000 queueD 0000 O default queuel pfifo_fastO O OO0 0000
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m QoS (O0O)

o classify

goooooo classify (input]output) route-map ROUTEMAP

ooooooo

000000000000 00000000001000000000000 i nput0 outputd O OO0
ooooooooooo

Oinput0 00000000000 OOPRE-ROUTING(O O O Packet TravelingOD 00 )0O0 000000

Ooutput 00O O0ODOODOODOOODOPOST-ROUTING(O O O Packet TravelingOD O O0)OD OO0 ODOOODO

o no classify

goooooo no classify (]inputjoutput)

ooooooo

O00000oo0ooooooooooooooooooon

(Mno classifyD 000000000 Gnputd output) D000 O0O0OD0ODOOOOODOODOOODO
input0 00 outputO O OO ODOO

142



O 80 interface tunnel node
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O (ip]ipv6) rebound

ooooooo

0000000000000 000000D0O0000DOo000DooOO000o0oOOnno (Forwarding)
OO0000000000ONROODOOO0DO0OD0O0000000000000000000NXROODOTTL
gooooOOoOoOUOoOOoOoOOOoOooOooon

OIPrebound0 00 0000000000000 O0O0OO0ODOO0OOODO0OOOODOODOOOOODOOOO
000000000 0DO0O0 destination unreachable0 000000

ObefaultO 00O O0O@OOOOODOOOODOODOOODOODODOOOOODOOOODOO)O

goooood (iplipv6) rebound

oo O oo (ip|ipv6) rebound

O no 0  no (ip]ipv6) rebound

O ip reassemble-output
ooooooo
goooooooodMUooogenUOOOOOoOoOOoOooooOlnp forwardingd O OOOOOOOOO
o0d0oDoo0@ooodooooo0ooooo00mop0oooooooooDooDoooo
OO0O0oOoOoONRROODOOOOOOO0ODOOOO0ODOOUOODOOODOOOOUOOODOOO
- fragmented packet(C 000000 OMUODOOODOOO0ODOOOOODODOOOOOOONTUDO
ooooopoocoooooooooo
- fragmented packet(CODOOOOO)OMIUODOOOOOODOOOD fragmented packetd O OO
coooooo
-00D0000ooooo0oMU00DO000ooODO00oooD0oooOoDO0ooooDoo
goooood ip reassemble-output
oo O oo ip reassemble-output
O no 0 no ip reassemble-output
ooooooo
goooooodoooo00ooDOo™CoooofooooUUboooUUooogoDoooooDo
00000000ooo0Uoooo00oDo0ooDoo0ooooOooDoooIwPDODoDoDOOOon
gdooood0oooOoUoOoooOUooOooO0OoOooDoOoUOoDoDoOOOUooDoogOoDooOooDo
0000000000000 0000oD00O0O0D000o0O0000O000DoOOoONXROODO
ooooooooooOoOoooocOoOwooOoOoOOobOOoOUOOoOoOOoDooooo
- fragmented packet(CO O OOOO)ONMUDOODOOODOOODOOD fragmented packetD MTUO O
oooooooooooooogo
- fragmented packet(QO OO OOO)ONMUDOOODOODODODODOODO fragmented packetD OO 0O
coooooo
- 00000000000 MIUODDO000D0D0O0DOO0OO0 fragmented packet0 000000000
cooooo
ODefaultOOglobal DO D OO interface0 000000 ODOOGIobal O OO interfaced OO AND
Od0oOOo0oDOoCOoUOOoDoDoOoOoooOooboooooogOgrr forwardingO ODOOOOODOOO

goooo
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O session invalid-status-drop-interface
ooooooo
Osession invalid-status-dropd O (global node0 0)0 OO0 O0O0OO0OO0DOODODOOOOOOOODOODOO
000000default0 OO0 OO
ooooooo session invalid-status-drop-interface enable
oo 0O o0 no session invalid-status-drop-interface enable
O no O no session invalid-status-drop-interface enable
ooooooo
0000000000 oOoooooooboooDoaoOglobal node O session invalid-status-drop O
000000000000 00o0000oo0000oo0o0oo00oo0ddtwnnel 0OODOOOOO
oo0oooooooooooon
- global node O O session invalid-status-dropd 0000000
nxrl25(config)#no session invalid-status-drop enable
- 000000000 0O0oDooooooooooan
nxrl25(config)#interface tunnel 0
nxri125(config-tunnel)#session invalid-status-drop-interface enable
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g9on

O OO command

interface ppp node

interface ppp node

nxrl30#configure terminal

Enter configuration commands, one per line.

End with CNTL/Z.

nxr130(config)#interface ppp <0-4>
nxr130(config-ppp)#

O description

O0o0ooono
ooooooo
O no O

O ip address
gogoooog
goooooo
u no u

O ip address
gooooog
gogooobod
g no g

O ipv6 address

gboooooo
gooooogo
gboooobgo

O no O

O ipv6 address

gboooobgo
gooooogo
gboooooo

interface0 0 00000O0O0O
description DESCRIPTION
no description (|DESCRIPTION)

Oo0oooooowrooooooooooo
ip address A.B.C.D/M (]secondary)
no ip address (JA.B.C.D/M) (]secondary)

PPPOOD IPOO0OOOOOOOOOOOOOO
ip address negotiated
no ip address negotiated

IPv600000000O0OO0O

ipv6 address X:X::X:X/M (Jeui-64) : IPv6 address (e.g. 3ffe:506::1/48)
eui-64 000 0O Oipve-address O prefixO O OO OO OO0
goOoOOdOOinterface-id0 D00 0OO0O0ODO0O

LLAD interface-id0 00 00000DOODOOO

no ipv6 address X:X::X:X/M (Jeui-64)

DHCPv6 PDO OO OO ODOO

ipv6 address DHCPVGPD X:X::X:X/M (Jeui-64) > DHCPv6-PD prefix name

O ipv6-address O O sub-prefixd host DO OO OO OODO
OPREFIX-NAMEC O dhecpve pdO0 0000 prefixCOODOOODOODOOOipve dhep client pdO 00O

oooono
O no O

O mtu

ooooodoo
goooooo
oo o oo
0 no 0

no ipvé address DHCPV6PD X:X::X:X/M

MUOOoODoooooo
mtu <bytes:68-1500>

mtu 1454

no mtull (= Set defaults)
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O ppp Icp mru

ooOoOoOoO0o0 MuODODOODOODOO

gooooogo ppp Icp mru <bytes:128-1500>

oo O oo ppp Icp mru 1454

O no O no ppp lcp mrud (= Set defaults)

ooooooo IV6OODO0ODO0O0OOOMRUO 12800 00000000000

O ipv6 dhcp client pd

0000000 DHCPve PDOOOCOOODOO

goooooo ipvé dhcp client pd DHCPv6-PREFIXNAME

oo 0O oo no ipvé dhcp client pd

0000000 DHCPv6 PDOO O OO interface0 00 0000OO0O
O no O no ipvé dhcp client pd

O ip redirects

ooooooo

OICMP redirectd type=50 0 0000000000000 0ODOOOODOODOODOODOOOOOOOO
00000000 0RFC792

00000 Send redirect0000O0O0OICMP redirect 000000000000 DOODOODOOO

goooooon ip redirects

gooooog ip redirectsdd (OO)

OooONeO OO no ip redirectsl (O O)

ooooood

O ICMPRedirect 0 O O O interface node O ip redirects 000000000
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O ip tcp adjust-mss

goooood

OPath MTU DiscoveryO PMTUDO O OO End-to-end0 0 000 0O00DOO0ODOOOOONMIUODODOOO
gooooooooboooooooooobb oo oo oo ooogao
OoD0Doooogipv4adOODOOOOoDOO ICMP fragment needed D 000 0OO0O0D0OO0OOOOO
gooooooooooooooooogooevTDO0O0DD0ooooboooobbooogo
PMTUDO D OO0 O0O0OO0OOOOOOOOONTIUODDOOO0Oooooooooooooooooooa
O0End-to-end0 0000000000 DOOO0DOOOODOOODOOODOOTCPODO SYN/SYN-ACK
goooowssOodoooooooooooooooooooooooTcPOO0oooooooa
oo ooooobouoooooo

goooooo ip tcp adjust-mss (auto]<500-1460:bytes>)

goooood no ip tcp adjust-mss

go0ONeO OO no ip tcp adjust-mss

goooood

dipva O 00000 OooooogoTetPOOOO0O0DODOoOoOoOoooTCcPO 000D Ooooooooa
J0doooooooooobboooggwewssoooooooo
doooooooMsSOnoooooonobDavto0 0 OO0O0OooOooMSSOoOooooMSSoonon
gooooooboooooooga
dooooooooooooMssooboooooooossoonooooooooooooooooa
ooo

gubpOICMPO OO0 OOO0OOOOOOODOOOOOOOOOOOOOODFOOOOOOOOOOO
ooobooooooooooooooooobbooooooobobobouoao

(M no ip tep adjust-mssO0 0 OO DO OOOTCP MSSOO OO OODOOOODOODO

O ipv6 tcp adjust-mss

ggooooo IPvé MSSO O OO OOOOO

ooooooo ipv6 tcp adjust-mss (auto]<bytes:500-1440>)
oo o oo no ipvé tcp adjust-mss

0 no O no ipvé tcp adjust-mss
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interface ppp node

O ip mask-reply
ooooood
OOpenviewD OOODDOOODDOODODOOODODOOODOOOOOOO ICMP address mask request
Otype=1l7000000000O0CO0O0OCOOO0OOOODOOOUODOOOODOUOUODOOOOODOO
000oooooooooooood
O0O00O00DOICMP address mask request 000000000000 OOOOOOOO
gooooon ip mask-reply O ICMP address mask requestOd 0 00O 00O M
0000000  no ip mask-replyld ICMP address mask request0 0 0000 O
gooONoeOD OO no ip mask-reply
ooooood
O ICMP address mask request/reply O O O O interface node O ip mask-reply0 00000000

O ip send-source

ooooooo

OPPP interface0 00 00O OO ip address source ip0O 00O packetd O OO0 O Omaind rout-
ing table0 00000 interface0 000000 ip0 000000 ppp interface0 0000000
0000000000000 0OPPPO IP addressd sourced 00 packetO OO O NXROOODOOOO
packet 0 O IPsec policyO matchO OO OO0 OO0

Olocal DO DOODOOODOODOODOOPPP send-source0 0 0O00OONRODODOOpacketD OO0
OOO00IP nat-loophback D000 0O0OOCOO0ODOOODOOOOODOOOOODOO

gooooog ip send-source (]local)

oo o od no ip send-source

O no O no ip send-source

OO0O0O0O0o0Od pDefwltDOODOOOOODOIPMOODOOOOODOOO
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interface ppp node

O ip nat-loopback

ooooood

g100 global IPOOOOOODOO Web/Mail server0 00000 OOODNATOOOODOOO server
0000000000 000000000000 NAT routerd 000000 global 1PO OO O access
OOO0OODNATOODOODODOODOOGglobal IPOO0O access0 000000 ODOODOOODOODOIup
nat-loopback D OO0 OO OOO0O

goooooooodgoOglobal IPOOOO0O interfaced O global IPO O OO accessO 0000
OOONXRODOODOODOOOO main routing tableD OO0 OOOODOOOmain routingd O O route
000000D0ooDooognglobal IPOOODODOODOO ppp interface0 0000000 DO0O
OOIsPO 0000000 packetODNATO O OO OONATO O OO OO OO global 1PO O OO access
0o0oo0oo0pDooOoooooooon

ooooood ip nat-loopback

oo O oo no ip nat-loopback

O no O no ip nat-loopback

ooooood

000000defaultOO0OOOOPPP interface0 000000000 OOOOOO

Oip nat-loophack OO OO OO0 interface0 0 SPIO OO OOOOOSPIOOOOOOOOOOO
FILTEROODODOOOOODOO packetO OO OO0OOOOO

0000000 PPP interfaced 0 NAT(O OO O Masquerade) D 000D O00D0OD0O0OODOODODOOPC
0000 serverd0 accessOOISPOOOODOODOODODOO packetDOLANO DO O accessO OO O
000 conntrackO matchO D OOOOOODNATODOODOOODOO server00 accessO0 000000

Global IP(PPP)

Internet (ISP)

s i Nat-loopback A T
e ip nat—loopback 5 B

ONXRO O Global IP(PPP):800 000 access0 O OO0 192.168.1.10 DNATO OO OO OOOODO

od
gprpcO 0O Global IP(PPP):800 accessO OO O
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o ip nat-loopbackD 000 0OOOOODOOOOOOOOODOOOO
ip nat-loophack OO O OPPPOOODOOODOODOOODOODO policy based routingO OO O0OODO
oo0oooOoOo0oooOoOoUoDoDoOoUooDooboooooDoooag
O PPPOODCOOOODCppp(MOCOOODOONOO04000000000m=nx4000000
O 00@Uuo@ooddOppp(mb PO CO00O0OOCOOODOOOOpep(MOOODOOOO
000ooooooooodooooOoooooooooo
(1) rule number m
OO0 IPODOCOOOppp(mO IPOOO0OOCODOppp(MUOCOO0OODOOOODODOOOODO
(2) rule number m+1
OO00/0001WPO0000CO0COppp(mO IPOO0DODOOOODODOOOODO
(3) rule number m+2
NXROOODOODOOOOODDOOOOOppp(mO IPOOOO0ODODOOOOODOOODOOD
(4) rule number m+3
ppp(MO0000D0O0ODOOOODODOOOO

o 1ip nat-loopback 0 00 addressO0 000000
ip nat-loophack 0000000000 DOOO0OODOOOOODOOOODO

192.168.1.0/24 10.10.0.0/24

.254 10.10.0.100/32

10.10.0.1/32  .254 = I

PC-A: 10.10.0.1

| nter‘netr( ISP)

IPsec tunnel

PC-C: 192.168.1.1 e

PC-B: 10.10.0.100
gprC-CO PC-ADODOO PC-CO PC-BOOODOODOOODO

OPC-A0 PC-BOOODOODOOODO

OO PCO NXR1/NXR2 O WAN IP(NXR1:10.10.0.100/NXR2:10.10.0.1)0 0000000000 O0O0O0O
gbooobooOwlANgwAND OobOoobooboobobooboobob
OO0O00o0o0OO0OdIpsecOOOOOOOOODOOONXRI/NXR20 1p send-sourced 0 OO OIKE(OODO
ESPHOCOOO0OOoCopPPODOCOOOODOOOODO

OOONXRI/NXR2OWAND IPOCOODOOOOOOODOOOOOODOODOOOOIPOODOODOOO
gboooboobooboboooobo

151



0 90 interface ppp node

interface ppp node

O keepalive Icp-echo

ooooooo
goooooo
oo O oo
0 no 0

LCP echo request0 0000 DOODO

keepalive Icp-echo (]<interval:30-600> <failure-count:1-10>)
keepalive Icp-echo 30 3

no keepalive lcp-echo

O keepalive icmp-echo

goooood
ooooooad
oo 0O Od
ooooooad
0 no 0

ICMP echo request0 000 ODOO0O

keepalive icmp-echo (]<interval:30-600> <retry:0-10> A.B.C.D)
no keepalive icmp-echo

keepalive icmp-echo O [0 keepalive icmp-echo 30 2000

no keepalive icmp-echo

O ip rip receive version

ooooooo
ooooooo
oo O oo
ooooooo
0 no 0

RIPOOOODOOOOODOOOOOO

ip rip receive version (1]12) (11]12)

ip rip receive version 2

000000001 p rip receive version 1 20
no ip rip receive version

O ip rip send version

ooooooad
ooooooad
oo 0O dd
oooooog
0 no 0

RIPOOOODDOOOODOOOOO

ip rip send version (1]2) (]1]2)

ip rip send version 2

00000000 ip rip send version 1 200
no ip rip send version

O ip rip split-horizon

ooooooad
goooood
oo O OdOd
0 no 0

ooooooooooooooooo
ip rip split-horizon (]Jpoisoned)
ip rip split-horizon

no ip rip split-horizon
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O ip access-group
ooooooo
Oglobal nodeC OO0 0O ACLOODOOOODOOUOODOOOODOODOOOODOOUODOOODDOO
ooooooo
ooooogoo ip access-group (injout]forward-in|forward-out) IPV4-ACL-NAME
goOONeO OO no ip access-group (injout]forward-in]forward-out)
ooooooo
0000000000 00000000000000000(@OO Packet TravelingD O O)OODO
OOo400000
in(local input) NXROOODOOOOODOOOODOOOOOOOOOOO
out(local output) NXRO O O OO OOOOOOOOOOOOOOOOO
000000000 0DoO0OoNRODDOO0O00oooooooooooo
forward-in NXROOOOOOOOOOOOOCOO forwardingOOOOOOOOOOOO
forward-out NXRO O OO OODODOODOODOODOO forwardingDODODOODOODOOOOODO
OmacOO0O0OOACLOOoutd OO forward-out D OO OOOOCOODOOOODO

O ipv6 access-group

0000000 QUOOO0DOOooOgOoiwpveOOOODODOODOODOOOO
ooooood ipv6 access-group (injout|forward-in|forward-out) IPV4-ACL-NAME
oo 0O oO0o no ipvé access-group (in]out]forward-in]forward-out)

O no 0  no ipv6 access-group (in]out|forward-in]forward-out)

O ip masquerade

Ooooooo
gooooooOooooOoooOoOooooOoOooUooOoUooogIPv40O0OOoODOOOODOOO
OOv4a0 00000000000 0000

ooooogoo ip masquerade 0O0O0O0O

oooobogon no ip masqueraded O 0O O

OO0O0ONoO OO  no ip masquerade

Ooooooo

O0O0O0O0O00DOO0O0O (Ethernet/VLAN/PPP/Tunnel/WiNAX)) D O OO O OOOOOODODO
gTcp/UDP/ICMPO 0D D0O00DDOO00OO0ODOOODODOOUODOOOODOODODOOODOOO
gipve0O0O0O0OO0IIPOOOOOOOOODOOOO

Oforward out/local output 0 000000000000 OOOOIPODDODO0ODOOOODODOODO

O ip (snat-group]dnat-group)

goooooo

Oglobal node0 0000 SNATOOODNATOOODODOODDOOODODOODDOODOStatic NATO
gooooOoooooooo

OSNATOO OO OO0O0O00O0ooooooooDNATO OO0 O0000ooooooooooon

ooooogoo ip (snat-group|dnat-group) NAT-NAME

OOONeO OO no ip (snat-group]dnat-group)

000oO0oOono NATODODOODOOOiup snat/ip dnat)d 00O 0O (global node)D 00O 00O
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O ip webauth-Filter

goooooodg
OwebOOOOOOOOOOOODOOOODOOODOOOOOUODOOOOOOODOOOODOOOO
O0O0O0OOwehOOOODOOOODOOOODOOODOOO
OwebOOOODOOOOODOOODOOODONIN OUTOODOOOOOOODOOOODOOOODO
O0ObefaultO OO OOODOOOO

goooood ip webauth-filter (forward-in]forward-out) WEBAUTH-ACL-NAME

gooONoO OO no ip webauth-filter (forward-in]forward-out)

ooooooo

OwebOODOOOOOOOOODOODOOIlup web-auth access-listd OO0 Oglobal nodeD OO OO
oooooo

OWebOOODOODOODOWeb Authenticate node0 D OO OOOO0OO

O ip spi-filter

ooooooo

0000000000 O000O00000OSPIO stateful Packet InspectionD 00000000000
00000000000 ooooooDoDO0ooOooo0oDO0oDO0oO0o0oDOoDLDO0ODbOODbObODOOD
gooo

goooood ip spi-filter 0OO0OO

goooooo no ip spi-filterD O OO

Oo00ONoeO OO no ip spi-filter

opoooooo
O000D00D0000O0OOestablishedD OO related0 0000000000 ODOODOODOOO
OEstablished0 0 OO0 O0O0OOOOOOOOOCOODOOO0ODOOODODOOOOOOOOOODOOOO
ORelated 00000 O0D0OO0DOODOOOOOOODODOODOODODOFPOODOODODOODOODODO
goog

0000000000 000syn000000OO00ODODOODOODODODOODOOO
OsSPIOOforward inOO0O local input0 000000000 OOCO0ODOOCO0ODOOOODOOOOO
gooood

O ipv6 spi-Ffilter

goooood IPv6 SPI filterO O OO ODOO
goooooo ipve spi-filter

oo 0o ogo no ipv6 spi-filter

0 no O no ipvé spi-filter

O ppp authentication

oooooodg PPOOOOOODOOCOOOOOCOO

goooooo ppp authentication (chap|pap]auto)

OO0 0O OO0  ppp authentication auto

0 no O no ppp authentication (= ppp authentication auto)
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O ppp username
oooooao
goooooo
0 no a
oo o d

PPPO OO User IDOOOODOODOOOOODOO

ppp username USERID password (|hidden) PASSWORD

no ppp username
O00o0oooOo1-950000000000D0D000d
O000oooOoooooooogis#eE=+_..;040~<>%000

O ppp auto-connect

ooooooo
ooooooo
oo 0O oo
0 no a

PPPOOOOCOODOOODOODOO

ppp auto-connect <seconds:10-600>
ppp auto-connect 60

no ppp auto-connect

O ppp ipcp enable

oooooao
ooooooo
oo o oo
0 no a

O ppp ipcp dns
goooobod
goooooad

o0 0O 00
O no O

IPCPOOODOOOOO
ppp ipcp enable

ppp ipcp enable

no ppp ipcp enable

NSO OOooooooooDo

ppp ipcp dns accept > Accept any non zero DNS address
ppp ipcp dns reject : Reject negotiations with the peer
ppp ipcp dns <primary:A.B.C.D> (|<secondary:A.B.C.D>) :0o0oooo

ppp ipcp dns accept
no ppp ipcp dns

O ppp ipcp ip request

ooooooo
ooooooo
oo 0O oo
0 no a
goooooo

IPCPO IPODODOODODOODOODOODO

ppp ipcp ip request

no ppp ipcp ip request

no ppp ipcp ip request

ip address coomand OO O OO0 IPO IPCPO request 0 O

O ppp ipvéecp enable

oooooao
goooooo
oo o oo
0 no 0

IPveCPO OO ODOOODO

ppp ipvéep enable

no ppp ipvéep enable

no ppp ipvéep enable : Disable IPv6CP
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O ppp ipvéep id

goooogo
ooooooo

o0 0O 00
Oooooaoao
O no O

O ppp on-demand

ooooooad
goooood
oooooog
0 no a

interface ppp node

interface ppp node

IPv6CPOOOOOOO IDOOOOOOO

ppp ipvecp id X:X::X:X

ppp ipv6cp id ethernet <0-2>

no ppp ipvéep id

O00O0O0O0O00eth0OmacO0 00O ODODOOODDOODLLADODOOOOO
no ppp ipvéep id

On-demand PPPO OO OOODO

ppp on-demand

OO0 mobileDOO0OO2tp,ipvecp0 00 0OO0ODOO)
no ppp on-demand

O ppp idle-timeout

goooooo
ooooooo
googoogo

0 no O
Oo0oo0ooooao

O netevent
ooooooo

On-demand PPP I idle timer0 000000

ppp idle-timeout (<sec:30-86400>])

ondemand 0 O O 00O (12tp,ipvecp 0 00O O OO)
O0000000o0do 180sec

no ppp idle-timeout

ondemand 0 0 0 0O 0O O default 180secd O O

00000000 0ODbO0O0O0O0OD0DO pppl connect(D OO disconnect)D DD ODOODOOODO

goooooo

0 no [l

netevent <trackid:1-255> (connect]disconnect)
netevent <trackid:2048-4095> (connect]disconnect)
no netevent

O ipvé nd accept-redirects

goooooo

ooooooo
oo o oo
oo oo
0 no a

IPv6 forwardingD O OO OO OOICMPYG redirects0 000 0OO00OOOOO
oooooo

ipv6 nd accept-redirects

no ipvé nd accept-redirects

IPv6 forwardingD OO0 000000000 ODOOOODOODOOOO

no ipvé nd accept-redirects
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O ipsec policy

0000000 OO0O0OO0OO0OO0OO0OoOoOoOooOoOlrrPsec0DOOOODODOOOCOOOO

ooooooo ipsec policy <local policy:1-255>

OO0O0ONoOODO  no ipsec policy (|<local policy:1-255>)

ooooooo
O0000O0OO0O0O0O0O0IPsec0 00000000200 00000000000001IPV40 IPv6OO
000010000 wWpsec0 0000000 DOOOODODODDOOOOOO

O ipsec policy-ignore

ooooooo

OlPsec policy 00O 0OO0OO0ODOODOODOODOODOODOOOOIPsec policy OO0 any OOQOO
000000000000 0O0O0 IPsec OOO0ODOOOODDOODOOODOOODO

0000000 ipsec policy-ignore (Jinputjoutput)

0000000 no ipsec policy-ignored 00O

OO ONoODOO no ipsec policy-ignore

ooooooo

Olnput0 0000000 Oinbound policy check OO OOD0OOOOOIPsec DODOOOOOODOODO
000000 DooboooUooooUoUoooogoooog

OOutput 00000000000 DOOO0DDOO0ODOOO0ODDOODDOOIPsec policy 00 OO
oOoooooOoOoooogooooo

O ipsec hold-sa

ooooooo

OPPPODO IPsecO 0 OO0 OOOOPPPOOOONO IPsec SAUODDDOOOODODOOOOOOOOOO
OPPPO IPOO0ODOODOOOOODOOOOPPPOdownOOOO00OOOIPsec SADODOODODOODOOOOO
OOONXROOODOOOOODOOPPPOOOOdelete SADODDOOOOOOOPPPOOOODOOOOODO
0000000000000 000o0oooooodnDddelete SADDODOOOODOODOOOO
OOOOPPPO IP address0 000000 0ODOOOOPPPOODOO IPsec SAODODOODOOOOODODOO
0oo0doooooooooooooIiPODO0O0OO0OPPPODODOO IPsec SADDODOODOOODOO
OOONXRODODOOOODOOOODOdelete SAOODOOOOO

goooooo ipsec hold-sa

oo o oOd ipsec hold-sa

O no O no ipsec hold-sa

ooooooo

O00000defaultO OO0 O0O

ooooooco/00poCocoOOCwOUOOOOOODOOUOOOIPODOODOOOODOOO/ZODOO
ooooobooboooboon
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interface ppp node

m QoS
oooooood QeSO oo ooad

o HTBOOO
0oooood  queue policy POLICYNAME bandwidth <1-1000000>
ooooooo
OHTBOOODOOOOOclass policyD 00000000 class policyD OO O O0Od
gO0O00O00class policyUODOOOOOOclassOO00O0OOO0OO0ODOOODOOO class policyd OO
OO0O00oOOoOoO0oOoHWHBOODOOOOO
ObandwidthO Oclass policyO OO O0OO0OOOOO0OO

o PQUOODO

0O00O00o0d  queue priority-group <PRIORITY-MAP-NUMBER:1-32>

ooooooo
OPQUDOOOOOOOglobal node0 0000 priority-map0 000000
O00000priority-map0 00000000000 OOOO default classOO0O0OO0O0O PQO
OO000ooCOoOoogooopriority-map000000CO00OO0OO0POOOOOOCOO
O0O0classO000O0O00OO0ODOOOOdefault classO 00000 0OOOOO

o SFQUOO
0o0oOooogd  queue fair-queue

o FIFOO OO
goooooo queue fifo (Jlimit <1-16384>)
goooogoo limitO FIFCOOOODOOO0ODOODOOOOOOOOO0O

o TBF(shaping)d OO
ooooooo
queue shape <RATE:1-1000000> <BUFFER:1-1000000> <LIMIT:1-1000000>

ooooooo

0 <RATE:1-1000000>  ShapingOd OO (Kbps)D OO OO OO

0 <BUFFER:1-1000000> Bucketd O O O (bytes)D OO OO OO

O<LIMIT:1-1000000> TokenD OO O ODODO0ODO0DOO0OODOOOOOODOOODOOOOOOOO (bytes)

ooooooo

o no queue

gogooooo no queue
gooobon 0000000 queueD 00O 00O Odefault queuel pfifo_fastOO O OO OO0
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interface ppp node

m QoS (0O)
o classify

gooogooo classify (inputjoutput) route-map ROUTEMAP
coooooo

oooO00o0o0obO0ob0o0obO0booo0ooboOoD1iObo0o00oDoOobDOO0Oinputd outputd OO OO
goooboboobo

Oinput0 000000 O00O0ODOODOPRE-ROUTING(O O O Packet TravelingOD O O)OODOODOOOO
Coutput OO OO0DOOOODODODOOOPOST-ROUTING(O O O Packet TravelingO O O)ODOOOOOOO

o no classify

OOooodoogd  no classify (Jinputjoutput)
ooooooo

gooboobobboboobooboobooboon

Mno classifyd OO0 OOOOO0OGinputO output) DO 0O OO ODOOODOODOOOOOODOO
input0 OO outputO O OO OO0
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interface ppp node

m dialer
00ooooo OoOoOoUooooooooooo
ooooooo
o0ODOOOOO
dial-up string XXXXXXXXXX
oooooooooo
no dial-up string
dialup timeout (default:60sec)
dial-up timeout <sec:30-300>
dialup timeout OO 0O
no dial-up timeout

e}

e}

e}

m mobile
ooooooo Oo0o0o0oooooooooooa
ooooooo
o APNO O
mobile apn XXXX cid XX pdp-type (iplppp)
APNOOODOOO/000default0 00000 O0O0DOOODO3GCOOOOO0O0OO0O
no mobile apn
gooooad
mobile limit time <sec:30-21474836>
gooooooooo
no mobile limit time
goooooo
mobile limit reconnect <sec:30-86400>
gooobooooooa
no mobile limit reconnect

e}

e}

e}

e}

e}

O peer neighbor-route

ooooooo

OIPCPOOOO peer ip address0 00000000 0OOODO addressd 000 routed 0000000
ooo0DooOo0d0befaultDOOOO0ODO

oooooog peer neighbor-route

oo 0O oo peer neighbor-route

O no O  no peer neighbor-route

ooooooo

OPPPOO OO ICMP keepalive OO OO OOOOOOOpeer ipd 0000000 DOOODOOODOODO
OO0Ovpeer ipdO000O0OPPOOOOOODOOOODOOOODODOOOOODOICMP keepalive
O000QCpeer ipd 0000000 0OCO0OOODOO0ODOOOOODOOOODOOO
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interface ppp node

O (iplipv6) rebound

ooooood
0o0odoo0oooooooooooonoooo0oooooooooooodooooagonog (forwarding)
0000000000 00ONROOODODO000000000000000000000ONXRODOOTTL
gooooooooooooooooooog

OIP rebound0 0000000000000 O0DOO0OOODOOOOOOODOO0OOODOODOOODOODOO
0000D00D0O0D0DO0ODO destination unreachable0 00O OO0

Obefault 000D OO0@OOODOODOOODOODOOOOODOOOOOOODOOOOOOOOO)NO

oooooog (ip]ipv6) rebound

oo o oOd (ip]ipv6) rebound

O no O no (ip]ipv6) rebound

O ip reassemble-output

goooooo

oOooDooooooMuooogeNTUOOOOO0ODoOoOOooooIp forwardingD OO DOOOODOOOO
0000000000000 00000o00o0ooo0moooooooooooooooooo
O00000ONRDODDOODODODODODODOOODODOODODOOOOOOOOOOOOOOOOOOO
- fragmented packet(U 000 O000)INUOOOOOOOOOOOOODOOOOOOOOONTUO
0000000000000 0000d
- fragmented packet(OO O OO0 O)OMUOOOOOODOOOOODO fragmented packetd 00O O
ooooooo
- 00000000000 M00000o0ooooooooooooooooooonoo

oooooog ip reassemble-output

oo o oOd ip reassemble-output

O no O no ip reassemble-output

goooooo

O0000o0ooooooooo0o0mOo0o00000000000000000000000O0O0OO
goooOoOoOoOoOoOoOoOOOOOOCOOOOOOOOOOODOOOOOUOOwroooOoOoODOOO
go0d00oO0O0O0O0O0OO0O0O0O000O0O00000O0O0O0OO0OO0OO0O0OO0OO0OC0DOODOODOOOODOOOOO
0000000000000 000000000000000000000000ogNROODO
go0000oO0O0O0oO0oO0o0o0o0oooOoOo IPO0000OO0O0OO0OO0O0ODOOOOOOODOOO
- fragmented packet(O O 0D OO0O)ONMUDOODOODOOODOOO fragmented packet O MTUO O
0000000000000000
- fragmented packet(D O OO OOO)ONMUODOOOOOOODOODO fragmented packet 0 O 00O
ooooooo
- 00000000000 NMuo0o0o0o0oo0o0oog fragmented packet0 OO0 OO0OOOO
oooooo

ODefaultOOglobal DO OO0 interface0 0000 O00O0OOGIobal OO O interface 0 O O AND
0000000000000 000Doo0ooDoooogolIP forwardingDOOODODOOOOO
goooo
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interface ppp node

O session invalid-status-drop-interface
gogooobod

Osession invalid-status-dropO O (global node0 O0)0 00O OO0OOOOODOOOOODOOOOODOO
O00000defaultDOOOOO

ooooooo session invalid-status-drop-interface enable

oo o oo no session invalid-status-drop-interface enable

O no O no session invalid-status-drop-interface enable

ooooooo

0000000000 0bOo0oooooboOoogDbogglobal node D session invalid-status-drop O

goooboooooooboooobobooooobuooooboobodppp o ODOoDOOO
gooboooboboooo

- global node 0 O session invalid-status-drop0 0000000
nxril25(config)#no session invalid-status-drop enable

-0000000000000000000000
nxril25(config)#interface ppp 0

nxrl25(config-ppp)#session invalid-status-drop-interface enable
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O 100 dns node

O OO0 command

dns node0O0O00O0OOO

nxr130#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#dns

nxr130(dns-config)#

0O service
ooooooo NSO OOOoOooooooog
ooooooo service enable

O address
oooooDooo DNSOODOO IPODOODOOODOOO
goooooo address A.B.C.D
address X:X::X:X
oo O oo no address
ooooogo 0040000000
O no 0  no address (A.B.C.D|X:X::X:X)
oooooDooo noO0O0OOOOPPPODHCPODNSO O OO ODOOOOOOODOOOcache/proxy 0 00

O priority
oooOoooOo DoNSOOODO0OOO0oOoooooooooood
gooooog priority dhcp <priority:0-255>
priority ppp <interface:0-4> <priority:0-255>
priority user <priority:0-255>
o0 0O oo ooo 20
goooooo OO0 priority0 000000 - user > ppp4 > ppp3 > ppp2 > pppl > ppp0 > dhcp
dhep6 00000000 DOOOdhep6-pd0 00 OODNS server0 000000000
O no O  no priority (dhcp | ppp <interface:0-4> | user)
(=no priority (dhcp 20 | ppp <interface:0-4> 20 | user 20))

O root
ooooooo root DNSO OO DOOOOO /0000000000
ooooooo root enable

og ogd 0000000o0ooDNSO0000D000O00000O00dDOrootDNSO query O
ogo

0 no O no root enable

O timeout

ooooooo DNSOOODOOoOooooooooog
goooooad timeout <seconds:5-30>

oo O oo timeout 30

O no O no timeout (=timeout 30)
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dns node

O limitation enable

gooooao
ooooooo
0 no 0
ooooDooo

0O zone address

ooooooo
ooooooo
0 no 0
ooooooo

O zone domain
gooooon
ooooooo
0 no 0
ooooooo

NSOOODOOoOooooooooog

limitation enable

no limitation enable

enableJ 00 0000ODNSOOODOODOO0ODODOODODOOODOOODO

O000OO0domain0 0000000 0OOO0OODNS server00000000O00O0O
zone <1-5> address A.B.C.D

no zone <1-5> address OJA.B.C.D|)

zone addressO0 0 0020000000000

address,domain0 0 10000000000 DOOO0OODOO0O
zoneODOOODOODOODOOexitOODNSOOODOOOODOODODO

O000OO0domain00DOO00O0OO0OOOOOOODNS server00000O000DOOO
zone <1-5> domain WORD

no zone <1-5> domain O WORD|)

zone domainCD 000 30000000000

address,domain0 0 10000000000 DOOO0OODOO0O

000 .00000000000000 fgdnOOO0OOOOOO
000000000000 oDooooooog12s0000o4ad

O zone limitation

gooobon

ooooooao
o0 0O 00
O no O

0000000 domainOOODNS server 0000000000 OODOOODOOO
odooooooogoo

zone <1-5> limitation enable

zone <1-5> limitation enable

no zone <1-5> limitation enable
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O 110 012tp node

O OO0 commannd

12tp node

12tp node0 OO0 O0OOO
nxrl30#configure terminal

Enter configuration commands, one per line.

End with CNTL/Z.

nxr130(config)#12tp 0
nxrl130(config-12tp)#

O tunnel
gooooog
goooooo

O tunnel hidden

goooooo
goooodoo
oo O oo
0 no 0

L2TP O tunnel addressO0 000 00O
tunnel address (A.B.C.D | FQDN)

AVPOHidingO O OOoOOoOoo
tunnel hidden
no tunnel hidden

no tunnel hidden . Set defaults

O tunnel retransmit

ooooooo
goooodoo
oo O OO
0 no 0

O tunnel hello

goooooo
goooodoo
oo O oo
0 no 0

0000000000000 0oogo

tunnel retransmit retries <max:1-1000>

tunnel retransmit retries 5

no tunnel retransmit retries (=tunnel retransmit retries 5)

HelloOOOOOOODODOOOOO
tunnel hello <seconds:0-1000>
tunnel hello 60

no tunnel hello : Disable

O tunnel password

goooooad
goooooad
0 no 0
oad o o

O tunnel ppp
ggoooog
goooooo
ggooooo

oooooooooooo

tunnel password (Jhidden) PASSWORD

no tunnel password
0oooooo1-9s000u0ooooooooog
OO0000oOoooooooogs#E=+_..;04~ <000

PPPOODODODODOODOODO
tunnel ppp <interface:0-4>
I2t(p0 0000000000 Oppp0 0000000
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O 120 12tpv3-tunnel node

12tpv3 tunnel parameters

O 00 commannd

12tpv3-tunnel node0 OO0 OO0

nxrl30#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#12tpv3 tunnel <0-4095>
nxr130(config-12tpv3-tunnel)#

O description

ggooooo Ltpv30 0000000000000
goooooo description DESCRIPTION

O no 0  no description

O tunnel address
ooooooog O000LWCCEOD OO OooOooooooooo
Oo0oooon tunnel address A.B.C.D

O no tunnel address

oooooon OgO00dO0LCCED DO Oonouoooooooonoon
goooodoo no tunnel address

ooOooooO  dynamic addressO OO

O tunnel hostname

goooooo JO00oO0OLwWCED D nDooooooooo
oooooon tunnel hostname HOSTNAME
ooooooo oo

O tunnel router-id

goooooo D000 LWCEODDOOoO Ibooooooo
goooooo tunnel router-id A.B.C.D
ooooooo Ood

O tunnel password

ooooooo OO0OAVW HidigOOOOOOoOOoOOoOooooooooo

goooooo tunnel password PASSWORD
tunnel password hidden PASSWORD

oo 0O 0o no tunnel password

0 no 0 no tunnel password

oo o 0o 0oooooo1-9s0000000noooooog
OO0OC0OoOoooooooooOgs#s=~_.;;000~ <000

O tunnel hidden
goooooo AVP HidingO OO OO 0O
goooooo tunnel hidden
0 no 0 no tunnel hidden
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12tpv3 tunnel parameters

O tunnel protocol

ooooooo
goooooo
ooooooo
0 no 0

00000000000000

tunnel protocol (ipjudp)

tunnel protocol ip

no tunnel protocol (=tunnel protocol ip)

O tunnel local hostname

oooooDooo
goooooo
ooooooo
[0 To UnsetO

J000OLWCCED 0 DOooooooonoog
tunnel local hostname HOSTNAME

no tunnel local hostname

no tunnel local hostname

O tunnel local router-id

oooooDooo
goooooo
ooooooo
0 no 0

O tunnel digest

ooooooo
goooooo
ooooooo
0 no 0

O tunnel hello

ooooDooo
goooooo
ooooooo
0 no 0

O tunnel vendor

oooooDooo
goooooo
ooooooo
0 no 0

O netevent

goooood
ooooooad
goooooad
ooooooad
0 no 0

O00OO0OLWCCEDODODO wooooooo
tunnel local router-id A.B.C.D

no tunnel local router-id

no tunnel local router-id

000000000000000000O0
tunnel digest (md5]shal)

no tunnel digest

no tunnel digest

HelloOOOOOOOOOOOOOOOO
tunnel hello <0-1000>
tunnel hello 60

no tunnel hello : Disable

oOdO0oOoLwcCceEoDogoo Iboooooon
tunnel vendor (ietf|century|cisco)
tunnel vendor ietf

no tunnel vendor . Set defaults

0000000o0o0ooooooooooon
netevent <trackid:1-255> disconnect
no netevent

PPP interface0 0O 0O OO0

no netevent
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O 130 02tpv3-xconnect node

12tpv3 xconnect parameters

O OO command

nxr130#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#12tpv3 xconnect <xid:1-4294967295>
nxrl130(config-12tpv3-xconnect)#

O description

oopoooog L2TPv3 XconnectO O OO OO OO OO
ooooooo description DESCRIPTION

g no g no description

= tunnel

o ‘tunnel <0-4095>

ogooooon Xconnect O OO OO L2TPv3 O Tunnel IDOOOODOOO
ooooooo tunnel <tunnel _id:0-4095>

o tunnel tos

0000000  Xconnectd ToSO OO OODOOO
ooooooo tunnel tos (<0-252>]inherit)
oo O oo tunnel tos 0

O no 0 no tunnel tos

O xconnect ethernet
ogooooon XconnectO O OO OOOOoOoooooad
ooooooo xconnect ethernet <0-2> (Jvid <1-4094>)

O xconnect end-id
ooooooo OOOO0OLCCEO end 1dO OO OOOO
oo0ooooo xconnect end-id <1-4294967295>

O vlan-id

ooooooo VIWN tag0D OO0 O0D0OO0OO0OOO0OO0O
ooooooo vlan-id <1-4094>

a no 0 no vlan-id

O retry-interval

coooooo oooo/00o00oooooogooooooooooobooboooboDboooOobobobobbbo
oopoooog retry-interval <seconds:0-1000>

oo 0O OO0 retry-interval 0

g no g no retry-interval (=retry-interval 0)
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12tpv3 xconnect parameters

O ip mask-reply
ooooooo
OOpenviewO OOODOOOUODOOODOOOODOOOOOOOOOOO ICMP address mask request
Otype=17000000000O0COO0OOOOOOOODOOOOOOODOOODOOOODOODOO
oooooogooooooooood™
O00O00000OICMP address mask request 0 0 000000 OOO0OOOOOODOOO
gooooon ip mask-reply O ICMP address mask requestd O 00O OO M
ooooooon no ip mask-replyd ICMP address mask requestd0 0 OO0 00O
gooONoeOD OO no ip mask-reply
ooooooo
O ICMP address mask request/reply 0 O O O interface node O ip mask-reply0 000000000

O loop-detect enable

ogooooon Loop DetectionO0 0 OO OO ODOOO
ooooooo loop-detect enable

oo o oo no loop-detect enable

O no O no loop-detect enable

O send-known-unicast enable

goooooo Known UnicastD 0D OO0 0000 O0OOO
ogoooooad send-known-unicast enable

oo o oo no send-known-unicast enable

O no O no send-known-unicast enable

O send-circuit-down enable

goooooo Circuit StatusO down0 0 0O 00O O LCCEO O O O ONon-Unicast FrameO O OO 0O OO
ogoooooad send-circuit-down enable

oo O oo no send-circuit-down enable

O no O no send-circuit-down enable

O split-horizon enable

gogooood Split HorizonO OO OOODOOODO
ooooboogd  split-horizon enable

oo o oo no split-horizon enable

O no O  no split-horizon enable
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O 140 12tpv3-group node

12tpv3-group node

O 00 command

nxrl30#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#l12tpv3 group <gid:1-4095>
nxr130(config-12tpv3-group)#

O xconnect
0000000 OO00XconnectOOOODOOO
0000000  xconnect <primary-xid:1-4294967295> (|<secondary-xid:1-4294967295>)

O preempt enalbe

goooogon GroupO preempt0 000 O0OODODO0O
ooooood preempt enable

a no 0 no preempt enable

O enforce-secondary-down enable

000ooood  Secondaryd O0OOOOO0ODOOOOOOO
goooooo enforce-secondary-down enable

oo o gdo no enforce-secondary-down enable

a no 0 no enforce-secondary-down enable

O active-hold enable

goooooo Group O Active HoldO O OO OQOOQGQoO
goooooad active-hold enable

oo O oo no active-hold enable

O no O no active-hold enable
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O 150 rip node

rip node

O OO0 command

nxrl30#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#router rip

nxr130(config-router)#

O network
ooooooo RIPOODODOOOODOOOOODOOOODOOOOOOOOOOO
goooooo network A.B.C.D/M > IP prefix <network>/<length>, e.g., 35.0.0.0/8

network ethernet <0-2> (Jvid <1-4094>)
network ppp <0-4>
network tunnel <0-255>
O no O no network A.B.C.D/M : IP prefix <network>/<length>, e.g., 35.0.0.0/8
no network ethernet <0-2> (|vid <1-4094>)
no network ppp <0-4>
no network tunnel <0-255>

O redistribute

ooooooo ooooooooooooog

ooooood redistribute (static|connected|ospf|bgp) (|metric <metric:0-16>)

O no O no redistribute (static|connected|ospf|bgp) (Jmetric <metric:0-16>)

O distance

oooooog RIPOOSPFOOODOOOODOOOODODOOOODOO
J0000000000oooogoooooo

goooooo distance <1-255>

O no O no distance

O timers basic

goooooo RwpPOOOCOOOOOOOOO

ooooooo timers basic <update:5-2147483647> <timeout:5-2147483647>
<garbage:5-2147483647>

oo 0O OO update: 30sec, timeout: 180sec, garbage: 120sec

O no 0  no timers basic (=timers basic 30 180 120)(= set defaults)
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rip node

O passive-interface
ooooooo 0000oo000ooo0o0ooooo0ooooooooooood
goooood passive-interface ethernet <0-2> (Jvid <1-4094>)
passive-interface ppp <0-4>
passive-interface tunnel <0-255>

O no 0  no passive-interface ethernet <0-2> (Jvid <1-4094>)
no passive-interface ppp <0-4>
no passive-interface tunnel <0-255>

O default-information originate

ooooooo O00d00oo0oo0ooooooogoooooon
00o0o0oo0d  default-information originate

O no O no default-information originate

O version

gooooao RIPOOOODODOODOOO
oooooono version <1-2>

oo O do version 2

g no O no version (]<1-2>)
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O 160 ospf node

ospf node

O OO command

nxrl30#configure terminal

Enter configuration commands, one per line.

End with CNTL/Z.

nxr130(config)#router ospf
nxrl30(config-router)#

O network
goooooo
goooooo

O no O

OSPFO OO IDODOOODOOOd

network A.B.C.D/M area <0-4294967295>
network A.B.C.D/M area A.B.C.D

no network A.B.C.D/M area <0-4294967295>
no network A.B.C.D/M area A.B.C.D

: OSPF area ID as a decimal value
: OSPF area ID in IP address format

O area default-cost

ooooooo
ooooooo
O no O

O0000o0ooo0oooDooo0oooooooooooDoooooooooooon
area (<0-4294967295>]A.B.C.D) default-cost <0-16777215>
no area (<0-4294967295>]A.B.C.D) default-cost

O area authentication

ooooooo
ooooooo
O no O

O area range
ooooooo
goooood
| no |

O area stub
goooooo
goooooo

O no O

oooooooogdo
area (<0-4294967295>|A.B.C.D) authentication (|message-digest)
no area (<0-4294967295>|A.B.C.D) authentication

000000O0000DOOooooooooDoooon
area (A.B.C.D|<0-4294967295>) range A.B.C.D/M
no area (A.B.C.D]|<0-4294967295>) range A.B.C.D/M

O0o00o000oooooond

area (A.B.C.D|<0-4294967295>) stub

area (A.B.C.D]|<0-4294967295>) stub no-summary

no area (A.B.C.D|<0-4294967295>) stub

no area (A.B.C.D]<0-4294967295>) stub no-summary
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ospf node

O area virtual-link
oooooog 00DO00DoD0oo0oooooooo
0000000  area (A.B.C.D]<0-4294967295>) virtual-link A_B.C.D
area (A.B.C.D|<0-4294967295>) virtual-link A.B.C.D
{authentication (message-digest|null)
| authentication-key LINE
| dead-interval <1-65535>
| hello-interval <1-65535>
| message-digest-key <1-255> md5 LINE
| retransmit-interval <1-65535>
| transmit-delay <1-65535>}
O no O no area (A.B.C.D|<0-4294967295>) virtual-link A.B.C.D
no area (A.B.C.D|<0-4294967295>) virtual-link A.B.C.D
{authentication (message-digest|null)
| authentication-key LINE
| dead-interval <1-65535>
| hello-interval <1-65535>
| message-digest-key <1-255> md5 LINE
| retransmit-interval <1-65535>
| transmit-delay <1-65535>}
O area redistribute
ooooood ooooooooooood
goooooo redistribute (connected|static|rip]|bgp)
redistribute (connected|static|rip|bgp) (|metric<0-16777214>) [|metric-type

a121
O no O no redistribute (connected|static|rip|bgp)

no redistribute (connected|static|rip]bgp) (|metric) (|metric-type)
O distance

0oooooo osPFO0O00ODODOODODO0ODODODOO0ODODODOOODODOOn
O0000oooooooooooooooooooooooooo

0ooooogd  distance <1-255>
distance ospf (intra-area <1-255>|inter-area <1-255>|external <1-255>)

O no O no distance <1-255>
no distance ospf

O tiemrs spf

OO0OOooOooO  OSPF SPF timersd0 OO OOOO

goooooo timers spf <delay:0-4294967295> <hold_time:0-4294967295>
<delay:0-4294967295> : Delay between receiving a change to SPF calculation
<hold_time:0-4294967295> : Hold time between consecutive SPF calculations

O no O  no timers spf : Set defaults
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ospf node

O passive-interface
ooooooo o0o0o0o0o0oO0oO0oO0oOO0OO0O0OO0O0O0O0O0OD0OO0ODOOODOOO0O0OO0O0O0O0™
ooooooo passive-interface ethernet <0-2> (]Jvid <1-4094>)
passive-interface ppp <0-4>
passive-interface tunnel <0-255>
O no 0  no passive-interface ethernet <0-2> (Jvid <1-4094>)
no passive-interface ppp <0-4>
no passive-interface tunnel <0-255>

O default-information
0000000 O[QOO0ODOoOogOoosPFOODOOOOO
ooooooo
default-information originate
default-information originate (|metric <0-16777214>) [|metric-type (1]2)] (Jalways)

U no U
no default-information originate
no default-information originate (|metric<0-16777214>)[metric-type(1]2)] (Jalways)

O router-id

ooooooo Router IDOOOODOOO
goooooo router-id A.B.C.D

O no O no router-id
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O OO0 command

nxr130#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#router bgp <1-65535>

nxrl130(config-router)#

O network

gooooon ooooooooooooooooa

goooooo network A.B.C.D/M (]backdoor)

O no O no network A.B.C.D/M (]backdoor)

aad oo

gdoOosePOODOODOOOOUOODODODODOOOODOOOOBEPOOODODODOO BGPO administrative
distanceD O OO OO0DOOO0DOODOODOOOOODODOODOOODOOOOODOO

O aggregate-address

ooooood

OAggregate0 0D O OO OBGPO OO0 ODOODOOODODOOOODODOODOODOODOOBPOOOD
0000000000000 00000000000000 advertiseO OO 0O

goooooo aggregate-address A.B.C.D/M (|summary-only|as-set)

O no O no aggregate-address A.B.C.D/M (]summary-only]as-set)

oo 00

OAggregate 000000 0ODO0OO0OOOODOOOOO advertise0 0000 ODOOODO advertise
oo0oO0o0sumary-onlyO OO0 O0OO0O0OOO

O000Oaggregate 0000 00000ASODOO0ODOODOOOOODOOOODOOOOASODOOO
000000000000 0000D0D0000000DO00D0D000000DAs-setdO00O
00000ooooooooASOO0D00ODoO0DOoo0ooDooooooooooDoooooooonog
OASO00D00DO0OD00DODOO0DO0ODO00DOO0D0ODOO

O distance

ogooooood BGP O O O O Administrative Distance0 OO0 O OO OO
goooooo distance bgp <eBPG:1-255> <iBGP:1-255> <local:1-255>
O no O no distance bgp

oo oo 0000 200 eBGPTI 2000 iBPGT] 20000 localD O 0O O

O timers

ooooooo  jJitterDOOO%OOODOODOODOODODOO

goooooo timers bgp jitter <75-100>

d no g no timers bgp jitter

oo OO0 DefaultdO75% 000
00000000 jitterOOkeepalived interval 00000 OO OO keepalive
interval 0 0 00O Oneighbor O keep alive interval DO OO OOO0OOO
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= bgp

o always-compare-med

ooooooo

O0D0000D0ASOD00OD00O000OO0000O0OO0OMEDOODDOOOODO O dalways-compared-med 0 O
0000ooooooooASO000oooDooooooooMeDO0ooooon

goooooo bgp always-compare-med

O no O no bgp always-compare-med

o bhestpath as-path

ooooooo

ODO00ASODOD0OO0D00D0ODOODODOAS-PATHO O O O LUPDATE messageJ ASO DO OO OOODO
AS-PATHU O OO ODODOODOOOD

O00O0Obest path OO OO OOOAS-PATHO OO ODOODOOOODOODOOODOODOODODOO
O0O0Obest pathO OO OOAS-PATHO O OO DO ODOODO

goooood bgp bestpath as-path ignore

O no O no bgp bestpath as-path ignore

o bestpath med

OO0ooooo MeEDOOOO prefixOODODOOMEDOODO O 42949672040 00000 0O0O0O0O
goooooo bgp bestpath med missing-as-worst

O no O  no bgp bestpath med missing-as-worst

o local-preference
ooooood
O0000000oooooooASOo00oooDoooooooooooooooooooooonoon
local preference0 0000
gooooogo bgp default local-preference <0-4294967295>
O no O no bgp default local-preference
oo oo iIBGP peer 00000000 O0DOOODOODOOODOODOOOOODOO
DefaultD 0 1000 00

o default-information-check

ooooood default route 000000000000 O0OOBGP4DO O default routed OO
ooooooooo

ooooooog bgp default-information-check

O no O no bgp default-information-check
oo 0O oo no bgp default-information-check
oo oo 000000000000 0D0O0000000000 default routed 00

PO O OO ODODODOOODOODOODN
(D) redistribute0 0000 default route0 0000 0OO0O0OOO0O
(2 networkO OO OO 0.0.0.0/00 000000000
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m bgp OOOO

o enforce-first-as

goooogn

ooooooao
O no O

UPDATEO OO DO ASOODOODOOODOODOOASO neighborO0 ASOOODOODOO
notificationO O OO O OOOOOOneighborD 000 O0OO0O0OOOOODOODOO
bgp enforce-first-as

no bgp enforce-first-as

o network import-check

gooooogo

0OBGPO advertised O O networkD (O O M OO0 0O O O routerd O O networkd 0 0 0 O O O O advertise
000000000 networkd BGPO advertiseO O O OO ODOOOOimport-checkO O OO OODOO
O00000O0OadvertiseO0 OO0 OOOOO0O

ooooooao
O no O

o router-id

ooooooo
goooooo
0 no 0
oo oo

bgp network import-check
no bgp network import-check

Router-IDO IPODOOOOOOOOODOOO
bgp router-id A.B.C.D
no bgp router-id

ORouter-IDO 00000 0OODOODOOOODOOOOODOODO IPVA addressO0OO000OODOOO0O IPv4
o000 Router-1DO0OO0OOODOOO

o scan-time

ooooooo
goooooo
0 no 0
oo oo

BGPO OO OO routed next-hop D OO OO0 ODOOOOOOODOOODOO
bgp scan-time <0-60>

no bgp scan-time

oooosoo0o0o00og
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® neighbor

o default-originate

ooooooao
ooooooao
O no O

0000000000000000oooooon
neighbor A.B.C.D default-originate
no neighbor A.B.C.D default-originate

o distribute-list

gooooao
ooooooo
0 no 0
oo oo

o ebgp-multihop

gooooao
ooooooo
0 no 0
oo oo

o filter-list
gooooao
ooooooo
0 no 0
oo oo

o next-hop-self

googoogon

ooooooao
O no O

o remote-as

oooooog
goooooad
0 no 0

peer000 /70000 route updated FilteringO OO DO O0OO0OO0ODO0O
neighbor A_.B.C.D distribute-list ACL-NAME (in]out)

no neighbor A.B.C.D distribute-list ACL-NAME (in]out)

Neighbor O O INOUTO OO OO OO distribute-list0 000000000000

peer0 0000000000 DOOODODOeEBGP Peer0000OOOOOODDODO
neighbor A.B.C.D ebgp-multihop <1-255>

no neighbor A.B.C.D ebgp-multihop <1-255>
oooooooooooooooo

PO OO DOOOODOOOOO

neighbor A.B.C.D filter-list ACL-NAME (in]out)

no neighbor A.B.C.D filter-list ACL-NAME (in]out)
global D00 0O0OOOAS-PATHOOODOOODOODOODOOD

iBGP peer0 0 00O nexthopO OO peer 00000000 0ODOO0ODOODODODOODO
OaddressOO0O00ODO0O

neighbor A.B.C.D next-hop-self

no neighbor A.B.C.D next-hop-self

oOooooASOOOOO0ODOOO
neighbor A.B.C.D remote-as <1-65535>
no neighbor A.B.C.D remote-as <1-65535>

o remove-private-as

ooooooao
ooooooao
O no O

Outbound update DO DO OO OO ASOOOODOODO
neighbor A.B.C.D remove-private-as
no neighbor A.B.C.D remove-private-as
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® neighbor(0D0O)

o route-map
gooooao
ooooooo
0 no 0
oo oo

Peer000 /0000 routed filterigO OO D OOD0OOODOOODOODODOO
neighbor A.B.C.D route-map WORD (in]out)

no neighbor A.B.C.D route-map WORD (in]jout)

neighborO O INOUTOODOOOOO routemapOD OO0 OO OO0OODOOODO

o soft-reconfiguration

ooooooo
ogoooooo
0 no 0
oo oo

Neighbor 0 0O BGP session0 0 0000000000 OOOODOOODOOOO
neighbor A.B.C.D soft-reconfiguration inbound

no neighbor A.B.C.D soft-reconfiguration inbound

BGP O neighbor parameter U routemapO 0 OO0 O00O0O0OOOOODOODOOOOO
0000 BGP sessiond clear0 OO0 OOBGP service DO D ODOODOODODOODO

o keepalive interval & holdtime

ooooooo
goooooo
0 no 0
oo o oo
oo oo

keepaliveOO O OO O holdtimeOD OO OO OO

neighbor A.B.C.D timers <keepalive:0-65535><holdtime:0]3-65535>
no neighbor A.B.C.D timers

neighbor A.B.C.D timers 60 180

OPeer00 hold timeO O OO0OOOO0ODOODkeepalive message [0 update message 0 0 0O 00
O000OOOpeerd O sessiond closeO O IDLEDOODOOODOODOO

OKeepalived OsecO 000000 Okeepalive message 0 0 OO0 OO0 OO

OKeepalive interval 000 Jitter 000D O0OOO0OO0OOUSERO OO jitter 10O O 0O 0O O 75-100% O
0000000000000 00defaultO00 Ojitter0 75%0 0000000000 keepalive
interval x (75-100)%0 interval OO DO OO0 ODOjitterO 0 O0O0O0ODO OO timers bgp jitter
0ooooooobod

o connect timer

ogoooooo
goooooo
0 no 0
oo o oo
oo oo

o update-source

gboooooo
gooooogo

Connect timer0 00O ODOO

neighbor A.B.C.D timers connect <0-65535>
no neighbor A.B.C.D timers connect
neighbor A.B.C.D timers connect 120
0000000000 connectd 00 O0O0ODO0O

BePO O DD ODOU0DDDODOO0MODOOoOoooooooIwproooooooooon
neighbor A.B.C.D update-source

(ethernet<0-2>] loopback<0-9>| ppp<0-4>] tunnel<0-255>)
no neighbor A.B.C.D update-source
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o advertisement-interval
ooooooo
OBPOOO0DDOOODODDOUOOODOOUOODOUPPATED D0 DODOO0ODODOOODOODOODOOO

O00000O0O0OD0O0OO0OOOUPPATED D00 DO0O0ODOOOODOOOOOO CheighborD O ROUTE-
REFRESHO OO0 DO DOOO00ODOOOO0ODOO0OODO neighbord UPDATED OO DOODOOOODOO

ooooood neighbor A.B.C.D advertisement-interval <1-600>

O no 0  no neighbor A.B.C.D advertisement-interval

o0 OO0 O000000000000eBGPO 30(0)0iBGPO 5(0)0OO

o as-origination-interval
ooooooo
goDOo0oOo0ooCoOogeePOCO0ODOOOOODODOOUODOBPODOOOOODOODOOT filteroO QOO

redistribute D 000000000 00OBPOOOODOOOOODODOOOODDOOOOODOODOOO
00000000000 0000D advertisement-interval DO 0000 O UPDATECD OO OO DO ad-
vertiseO OO0

ooooood neighbor A.B.C.D as-origination-interval <1-600>

g no g no neighbor A.B.C.D as-origination-interval

od 00 OUOO00OOOoOooooogiso)Hyooo

O UPDATED OO OODOD
Neighbor OO UPDATEO OO0 OO OO OO DO OO OO advertisement-interval 0 as-origination-
interval 0 200 0000000000000OO

-000000000oag
as-origination-interval 000 0000000000000 DOO0ODOOODOODOOODOOOODOO
UPDATEO OO ODOOODOODOOOO advertisement-interval D OO 0O UPDATEO O OO OO

-O0peer0O0000O0OBRPOODO
OO peerO00OUPPATEO D OODOODOCOOO peerO0 UPDATED DO OODOOOOODODOO adver-
tisement-interval D OO 0O UPDATED DO O OO

-softout0 000000

OO0000OO0OO0OBPOOOOUPPATEDOOOOOOODODODODOD advertisement-interval O O
OO UPDATEOD OO ODOO
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m redistribute

o redistribute (connected|static|rip]ospf)

goooooo RIPO OSPFO OO OO route O O connected routel static route [
BPO DD ODOODODODODefault 00D O0DOOODODOOODOO

ooooooo redistribute (connected|static|rip|ospf)

O no O no redistribute (connected|static|rip]ospf)

o redistribute (connected|static|rip|ospf) route-map ABCD

goooooo routemap 0 00 0000000000000 OO0OO0OprefixO0OOOOOOODO
OO0 prefixDO0ODOODOODODODOODOODO

gooooogo redistribute (connected|static|rip|ospf) route-map ABCD

O no O no redistribute (connected|static|rip]ospf) route-map ABCD

m netevent
o advertise-stop
ooooood
O00trackDdownO OO OO0OO0OO0OOOOnetworkDOOOOOODOOODOOOBRPOOOODOONO
00000000000 rackDupO OO0 ODOOODOOOOBPODODOOODOODODODOODO
ooooooo netevent <1-255> advertise-stop
netevent <2048-4095> advertise-stop
g no d no netevent
oo oo
0BGP4 O network import-check D0 OO0 OOtrackDO up0 000000000 DOODOODODOO
oo
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ntp node

O OO0 command

nxrl30#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#ntp

nxr130(ntp-config)#

O service
goooooo NTPOOOOOOOOOOOO
ooooooa service enable

O server
coooooo NTPOOOOOOODOOOO
ooooooo server (A.B.C.DJFQDN|X:X::X:X) polling min max
g 0O 0o no server
00 00 200000000
server0 000000000000 masterd o0
serverOJ set0 0 000master 000000000
O no 0O no server (A.B.C.D|FQDN|X:X::X:X) : Delete

O timeout

ooooooo doodbodoodobDOooooooooon
goooooo timeout <seconds:1-30>

oo O Od timeout 30

O no O no timeout (=timeout 30)
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SNMP node

SNMP(Simple Network Management Protocol)O O

NXR O SNMP O O O Osysten 0 0 0O SNMP protocol 00000000 OODO0OODOOOOsysten
0000000000000 0ONMS(SNMP Trap Manager)D trap0 00 0000000000000
S\WPOOODO(set)D0D0D0D0OO0DOOD (read-onlyd )0

m SNMP versionO access OO

00000000 SNMPO versionO OvlOv2ec O O O SNMP Access 00 0O 0O O O O SNMP Server O network
Ocomunity0 0 O00O0000O0O0O0OONetworkOODOOOOIPV4A/IPV6 AddressO0 0000000
ooooo

m SNMP Trap

0000000000 0ooooooooooNSOOOn0SN\wWe Trap000000O0OOOO
OTrap versionl/version2 000000000000 mmformI00O00O0O0OO0OO0OOOTrap0O0O
OO0IPv4/IPV6 address0 00000000000 OmmformO0 000000 /000000000
oooooooog

OSNMP trap 0 O communityd 0 SNMP access0 000000000 OOO0ODOOODOOOOOOOO
Trap0 00000000000 OOOOOO

OTrep0 00000000 ODOOOOCOUSEROOOODOOOOODODOOODOODOOOOODOODOO
OOTrap0OUWDPOOOOO0ODOOCOOOOOserver00000000000O0O0O0O0OOOODOO
OO00Ommformd000O00O0O0ONSDOOODOODODOOODOODOOOOO
OCserviceDOOODOODODOODO0OOOOOO0ODOOOODOOserviceOOOOOOOOOOOO
0000000000000 0000000000000ONSOO000D00000000 getdOO
oooooooogo

m System Group MIB(MIB-11)O 0O
O00000ORFCI2B0000000O00OOMIBOOODOOOOOOUIODODOODOOOOOOOOOO

[0 sysContact

U sysName

[ sysLocation

0 sysDescr
O00sysObjectiDOODcenturyD 00O 0OD0OO0ODOCIDODOODODOOODOODOODOOODODOO
ooooo
O00sysUpTime 0 OO0 00000000000 0ODOODOODODOODOO0ODOOnpO0ODOODOODOO
dooooooooo)o
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SNMP node

m OJOMIBOO
JooooooooMBOdOOOODOOO
O Standard

RFC1213 (SNMPv2 MIB-11)

RFC2011 (IP-MIB)

RFC2012 (TCP-MIB)

RFC2013 (UDP-MIB)

RFC2863 (IF-MIB)

RFC3411 (SNMP-FRAMEWORK-MIB)

RFC3412 (SNMP-MPD-MIB)

RFC3413 (SNMP-TARGET-MIB: SNMP-NOTIFICATION-MIB: SNMP-PROXY-MIB)

RFC3414 (SNMP-USER-BASED-SM-MIB)

RFC3415 (SNMP-VIEW-BASED-ACM-MIB)

RFC3418 (SNMPv2 MIB)

RFC2465 (IPv6 MIB) OO O OO

OPrivate MIB
CS-NXR-PRODUCT-MIB
CS-NXR-L2TPv3-MIB

m  SNMP NAT

SNWP POUOODOODOOO IPOODOOOONATODOOODOODOOONATOODODODODOORRC29620 00
goBASICOOOOODOOOOpPUOO IPOOOODOONATODODODOOOODOODOOIOODO
goooboobogobog
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SNMP node

O OO command

nxrl30#configure terminal

Enter configuration commands, one per line.

End with CNTL/Z.

nxr130(config)#snmp
nxr130(snmp-config)#

O security

gogoooog
goooooo
g 0O 0o
od od
g No d

O syslocation
oooooono
oooooon
oo o oo
0 No 0

O syscontact
ooooOooo
goooooo
oo o oo
0 No 0

O sysname

ooooOooo
goooooo
oo 0O 0o
0 No 0

0 sysdescr

oooooood
oooooon
oo o oo
0 No 0
oo oo

SwWwPOOOOOO0O0ooooooooooooooooooo
security A.B_C.D/M]X:Xz:X:X/M COMMUNITY

no security

Network D O30 0000000000 0OOODO

no security (A.B.C.D/M|X:X::X:X/M)

sysLocationO0 0 O OO QOO
syslocation LOCATION

no syslocation

no syslocation

sysContact U 0O OO OO
syscontact CONTACT

no syscontact

no syscontact

sysName O O OO QO QOO

sysname SYSNAME

no sysnamel [=0 O O (ex. NXR-130)]
no sysname

sysbescrU 000 OO0

sysdescr DESCRIBE

no sysdescr

no sysdescr

o000 opooooo

ex. Century Systems NXR-130 Series ver 5.1.0 (build 50/15:44 22 04 2009)
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SNMP node

O trap manager

gooobono
gooooogo

SNMP O trap manager D 0 OO OO O

trap manager (A.B.C.D|X:X::X:X) (]trapcommunity) (]Jv1]v2)
trap manager (A.B.C.D|X:X::X:X) (]Jtrapcommunity) inform [](interval <10-1800>)|(retry <0-10>]

oo 0O oo
U No g
goooooo

O trap agent
ogoooood
oooooono

oo 0O oOo0o
U No g
goooboon

O bind address

gooobon
gooooogo

go 0 0o
O No O
googoooon

no trap manager

no trap manager (JA.B.C.D|X:X::X:X)
3000O0oooOooooooooon

Community 00000 "community" O OO ODODO0O
pdu-type 00000 VviIODODOODOODO

SNMP O trap agentO0 OO0 OO QOO

trap agent ip A.B.C.D

trap agent interface ethernet <0-2>

no trap agent

no trap agent

TRAPO OO OODO "Agent Address” OO0 0O0O0O00O0ODOOO

SNMP [0 bind addressO0 000000

bind address A.B.C.D

bind address X:X::X:X

no bind address

no bind address

TRAPO O OO source ipd 00O bind addressO0 00000
000 (no bind address) 00O 0 0.0.0.00 listenO O OO
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syslog node

O OO command

nxrl30#configure terminal

Enter configuration commands, one per line.

End with CNTL/Z.

nxr130(config)#syslog
nxr130(syslog-config)#

O 1local enable

goooooo
gooogooo
oo 0O 00
O No O

O 1local file
ogoooooo
ogoooooa
oo o oo
0 No a
oo oo

O server

goooooo
goboobogoo
g No O
guo guo

O mark
ooooOoog

syslog 0D OO0 OOO0OOOO

local enable

local enable

no local enable0 (CODOOOOODOOO)

syslog OO0 DOOOOOOOO

local file (diskO:FILENAME|diskl:FILENAME)

no local file

no local file

filename D Odisk0:0 00 00Odiskl:0 00000000000 ODOOOOOOO

syslogD OO0 IPOOOOOOOFONODOODOOO

server (A.B.C.D|X:X::X:X]FQDN) (]source A.B.C.D|X:X::X:X)

no server (A.B.C.D|X:X:z:X:XJFQDN) (= syslogU OO OO OODOODOO
syslogD 0O 0000000000000 0D000O0O0O0OO0

Syslog markO OO QO OQOOO

OMarkDOOOOOO0OO9min00O00000000000O00ODefaultd 20000000000
OO00OOmarkO0OOOOOOOO
O0O0OmarkO syslogO0 O OO OOO0OOsyslogOO0O leveld debugZinfoO O OO OOO0OOO

goonoo
goboobogoo
oo 0O oo
guo guo
O No O

O priority

goooogod
goobooogo
ugd 0O Od
g No g
ud g

mark <min:0-99>

mark 20
mark O (DisableO OO 0O)
no mark (=mark 20)

SyslogU 0 OO OOOOOOOO0ODOOOOODOOO
priority (debug|info|notice)

priority info

no priority

facilityU 0O O000O0O0O00ODOOOO
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syslog node

0O system

ooooooo

0 System Message U O O O O O O Connection tracking O O Load Averagel OO0 OO DO OO OO system
OOO00OmarkDOOOOOOOOOODOSsyslogdOOOOOODOOOOO
OSystemUO D UOODOODODOODOO remote serverJ 00 000O0ODOO0OOODOO0O

goooooo system mark : Output messages with mark
system hour - Output messages hourly

oo o og no system

g No g no system s SystemOD OO OOO0OODOO

O suppress

ooooood

O0Omessage 0 0000000000000 OOD0OO0OOOOOmessagel 000D 0OOOODOOO
gboooboobooboobobgoo

ooooooo suppress <10-3600>
oo o og no suppress

O No O no suppress
ooooood

OSuppressO0 0000 10-3600sec 00D OO0DOODOOODOODOO
Olast message 0 000 D0OOOOOOOOOsuppress message0 000000000
ODefault O O Osuppressd 00000

O mail send

ooooooo  syslogDOOOODOOOODOOOO

OUSEROODOOODOODOODOO messaged syslogD O OO OOOODOOODOOO E-mail address
milOO0O0000O0O0OO0OCOO0OODOCLIOD lginDO0000O0O00DOOO0O0DOOOOO
000000 mailO0OOCO0OO0ODOQCOOODOOOOOO
gooooo0o0ooobO0ooboDoboOdOeosecOOcheckD OOODODOOOOODOOOODOOO mail
OO000ooCOoOCOOmilOO0OOCO0OOCOOIP/IPV6O0O0000C0OO0ODOCOO

goooooo mail send enable

oo O oOd no mail send

O No O no mail send

O mail to

goooooo doodoodoDoooooooooo
goooooo mail to RECEIVER

oo 0O oo no mail to

O No O no mail to

O mail from

goooooo doodoodoDoooooooooo
goooooo mail from SENDER

oo o oo no mail from

O No O no mail from
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O mail subject
oooooono
ogooooon
oo o oo
0 No 0

O mail strings
ooooooo
ogooooon
oo o oo
oo oo
0 No 0

O mail server
goooood
goooood

g No O

O mail server
gooooog
goooooo

O mail server
gooooog
goooooo

O mail server
gooooog
goooooo

ooooooooooooo
mail subject SUBJECT

no mail subject

no mail subject

gboboobobooobobuooboobobooboboon

mail strings <1-32> STRINGS

no mail strings
0ooooobooo32000000
no mail strings <1-32>

000O000O0oo0oooooooooog

mail server authentication pop-before-smtp
mail server authentication smtp-auth-login
mail server authentication smtp-auth-plain
no mail server authentication

poP3a0 00 D0OO0OO0ODOOOOODOO
mail server address A.B.C.D
mail server address FQDN

POP before SMTP
SMTP authentication (login)
SMTP authentication (plain)

swiPOOOO0OO0DOO0DbOObOObOOo0obOoobOon

mail server smtp address A.B.C.D
mail server smtp address FQDN
mail server smtp port <1-65535>

SMTPOOOCOOO0ODO IDOOOOO0ODOOOOODOO
mail server username USERNAME password (|hidden) PASSWORD
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O rotate
ooooood
ODefaultO0 O OO OOsyslog message 000 OO0O0OOOO8WOOOOODOOODO 400000000
0o0o0ooooooobooboopoOoooooobobobDOooDOoDOo
Orotate0 0000 0OOsyslogOD OO 0OO0O0ODOOO0OOODOOOOOOODOO storage D O backupO
0000000000000 000000000000 backupOOOD0OOMMrotated00O0O0OO
OOschedule0 OO OOOOOOOO
ooooood
rotate (diskO]diskl)
rotate (diskO|diskl) threshold logsize <kbytes:150-1000>
rotate (diskO|diskl) threshold files <files:1-10>
rotate (diskO|diskl) threshold logsize <kbytes:150-1000> files <files:1-10>
oo O oOd no rotate
u No U no rotate
ano oo
gusBoOOOOODOUSB FlashO OO OOOOOODOODOdiskoDODODOODOOUSBIOODOODOO USB
FlashOOOOOODODODOOOOdisklOOOOODOO
OSyslog rotate0 00000000 (kbytes)D OO OO Obackup fileOOOOOOOOODOODOO
oo
000 ObackupO OO syslog message 0 JozipO OO OOODOODOOODODOODOOODOODOO file
000000000 0BackupO O OO ODOO fileDDOO0ODODOOODOODOODO
backupO OO O OO format : YYYYMMDD_HHMM.log.gz
20100 11020 19050000000 backupO O OO OO O 20101102 1950.1og.gz
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dhcp-server node

O OO command

nxrl30#configure terminal

Enter configuration commands, one per line.

End with CNTL/Z.

nxr130(config)#dhcp-server <1-5>
nxr130(dhcps-config)#

O network

ogoooooo
ooooooa
0 No 0
oo oo

O lease-time
ogoooooo
ooooooao
oo o oo
O No O

O gateway

gooooon
goooooo
oo o oo
0 No 0

O domain

goooooo
ogoooooao
oo o oo
O No O

O dns-server
goooooo
goooood

oo 0O oo
g g
O No O

pHCPO OO UOODOOOUOODOOOODOOOODO

network A.B.C.D/M range <starting IP: E.F.G.H> <ending IP: 1.J.K.L>

no network A.B.C.D/M range <starting IP: E.F.G.H> <ending IP: 1.J.K.L>
001000000000 00000000OOnetwork0 0000000 O0OO

IPOO0O0O0ODODODODOO0O0OODODOOO
lease-time <default:1-4294967295> <max:1-4294967295>
lease-time 21600 43200

no lease-time : Unset DHCP lease time

DHCPO D DO OOOOOOOODOOOOOODOOOIwrOOOoOoOooOooOooo
gateway GATEWAY
no gateway

no gateway . Delete

DHCPO O ODODODODOOO0O0ODODDODOOO0OO0OODDODOOO
domain DOMAIN
no domain

no domain > Unconfigure

DHCPO OO D OOUOODOOOODNSOUOODOODDOODOODODOOOO
dns-server <primary DNS: A.B.C.D>

dns-server <primary DNS: A.B.C.D> <secondary DNS: A.B.C.D>
no dns-server

20000000

no dns-server : Delete
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O netbios-server

goooogon
goooooo

g0 o oo
g g
a No O

NetBIOSO OO DO IPODOOOOODOODOO

netbios <primary NetBIOS: A.B.C.D>

netbios <primary NetBIOS: A.B.C.D> <secondary NetBIOS: A.B.C.D>
no netbios-server

20000000

no netbios-serverd (= Delete)

O netbios-scope-id

goooogon
goooooo
go o gobo
a No g

O sip-server
ggooood
ggooooo

g0 o oo
| No U
RN oo

NetBIOSO O OO IDODOOOOODOO
netbios-scope-id SCOPED-ID

no netbios-scope-id

no netbios-scope-id

DHCP clientO OO SIP server0 00O OO DOSIP server addressO0 0000000
sip-server A.B.C.D (JA.B.C.D)

sip-server FQDN (]FQDN)

no sip-server

no sip-server

IPvd addressO0 00 FQDNO OO 200 0000000000000

O RFC2131 compatibility broadcast bit

goooogo

ODHCP serverJ 0 OO RFC21310000C00O0DOOOODOCOOODODOONODORFC21310 0 broadcast
bitd 1000 DHCP packetd O 0O OO OO MAC address O broadcast(FF:FF:FF:FF:FF:FF)O O OO
gooooooooooon

0000000000000 00OObroadcast bitd OO O OO ODHCP packet D OO O O O unicast
frame(O O O destination IP address0 OO0 0O00OOOOOOOOOOO limited broadcast)d O

goooboo

OO000D00D00O0OdefaultDOOODO0O

goooogo
go o oo
| No |

rfc2131-compatibility broadcast-bit enable
rfc2131-compatibility broadcast-bit enable
no rfc2131-compatibility broadcast-bit enable
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dhcp-relay node

O OO0 command

nxrl30#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#dhcp-relay

nxr130(dhcpr-config)#

O address

oooooogo OODHCPODOOD IPODOOODOODOODOO
oooooono address A.B.C.D

oo O do no address

O No O no address A.B.C.D

0000000 4000000000000000

O accept

0000000 DHCPOODODOOOOODHCPOODOOODODOOODOODOODOOODO OOODOOO
0000000  accept ethernet <0-2>

O No O no accept ethernet <0-2>
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ipsec local policy node

O OO0 command
nxr130(config)#ipsec local policy <policy:1-255>
nxrl130(config-ipsec-local)#

O address
ooooooo IPsec tunnel OO OO IPOOOODOOO
0000000  address ip

address ipv6

O self-identity
gogoooog goooimmooooood

gooooog remote identity fqdn FQDN (O = centurysys.co-jp)
remote identity user-fqdn USER@FQDN (O : user@centurysys.co-jp)
remote identity dn DN (ooooooooog)
remote identity key KEY-ID (KEY IDODOOOOMm

oo O oOo no remote identity
O No 0  no remote identity
od Ood
ONOOUOOOoOoouooooooooooooo
C=JP,ST=Tokyo,O=century,0U=dev,CN=nxrl.centurysys.co.jp,E=admin@centurysys.co.jp

O x509 certificate

Joooooo X500 000000000

ooooooo x509 certificate CERTIFICATE

a No O no x509 certificate : Unset X.509
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ipsec isakmp policy node

O OO0 command

nxrl30#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxrl30(config)#ipsec isakmp policy <policy:1-65535>
nxr130(config-ipsec-isakmp)#

O description

gogooood ISAKMP policyO0 O OO OOOOOO
goooooo description DESCRIPTION

O No 0  no description

O authentication pre-share
0ooooog  psKOOOOOOOOO
0000000  authentication pre-share KEY

O authentication rsa-sig
0o0oooog RSAODODOODODODOOO
0000000  authentication rsa-sig
authentication rsa-sig KEY
od od
O00000OversionOO0OOO IKEV2OODOOOOOOOraw RSA keyO O OOOOOOODO
ipsec isakmp policy 1
version 2
authentication rsa-sig AAAAAAAAAAAAAAAAAA

O xauth

0oooood xathOOOOOOO

0000000  xauth mode client USERID
xauth mode server

ad No O  no xauth

RN oo USERID O O ipsec xauth(global node00)0 0000 username 00000000
userid [0 password O O ipsec xauth(global node00)00O00OO0O
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m authentication local/remote (IKEV200O)
o local
ooooooo IKEROOODODOOooooooooooooooo
ooooooo authentication local pre-share WORD
authentication local rsa-sig
authentication local eap-md5

o remote
ooooooo IKEv20 OOOooooooooooooogoo
0000000  authentication remote pre-share (JWORD)
authentication remote rsa-sig
authentication remote eap-md5
authentication remote eap-radius(]
O No 0  no authentication remote
od od
Oikev20 00000000000 oooo0ooooooooooooooooooogooooooo
ooooo
00O authentication local eap-md5
authentication remote rsa-sig
00O authentication local rsa-sig
authentication remote eap-md5
Opre-share0 000 1: 10100000
00 authentication remote pre-share WORD
authentication local pre-share WORD
00 authentication remote pre-share WORD
authentication local pre-share WORD
Opre-share0 000 2: 10000@OOCOCOIWPOOOO)YDOO
O 0O 0O ipsec pre-share identity fqdn NXR1 password WORD1
ipsec pre-share identity fgdn NXR2 password WORD2
1
ipsec isakmp policy 1
authentication remote pre-share
authentication local pre-share WORD
remote address ip any
gooooogg
!
0 0O lauthentication remote pre-share WORD
authentication local pre-share WORD1
0 0O 2authentication remote pre-share WORD
authentication local pre-share WORD2
<pOgOoooooo s>
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m authentication local/remote (O O)
o0 0o
Orsa-sig0 000 [X.5090 0 (0O )O EAP-MD5(C O]
0o0
ipsec x509 enable
ipsec x509 ca-certificate NXR_CA
ipsec x509 certificate NXR_CERT
ipsec x509 private-key PRIV_KEY key
ipsec x509 private-key PRIV_KEY password PASSPHRASE
ipsec x509 crl NXR_CRL
ipsec eap identity string MYID password PASSWORD
1
ipsec local policy 1
address ip
x509 certificate NXR_CERT
oooooooo
!
ipsec isakmp policy 1
version 2
authentication remote eap-md5
authentication local rsa-sig

oooooobog
!

ooo

ipsec x509 ca-certificate NXR_CA

ipsec eap identity string MYID password PASSWORD

1

ipsec isakmp policy 1

version 2

authentication remote rsa-sig

authentication local eap-md5

eap-identity MYID

remote identity dn

C=JP,ST=Tokyo,0=century,0U=dev,CN=nxrl.centurysys.co. jp,E=admin@centurysys.co.jp

oooooooo

!

<pOoooooo s>
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m authentication local/remote (O 0O)

ipsec eap identity string MYID password PASSWORD
!
ipsec isakmp policy 1
authentication local eap-md5
eap-identity MYID
ocooooooo
!

0o oo

Deap-nd5 000 O
0o
0o

ipsec eap identity string MYID password PASSWORD
!

ipsec isakmp policy 1

authentication remote eap-md5

goooooog
!

Oeap-radiusO0 000

go

go

ipsec eap radius A.B.C.D password SECRET
1
ipsec isakmp policy 1
authentication remote eap-radius
oooooooo
!
ipsec eap identity string MYID password PASSWORD
1
ipsec isakmp policy 1
authentication local eap-md5
eap-identity MYID
ocooooooo
1
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O reauthentication (IKEv2O O)

oooooog

OIKEv2O OOrekeyO OO DO OO0 reauthO OO0 rekey0 OO0 00O DO0DOOOOODOOO
ogoooooad reauthentication enable

oo o oo reauthentication enable

O No O no reauthentication enable

oooooog

ODefaultO0 0 ODreauthODO OO OO0 reauthd O OIKE SAO rekeyd 0O CHILD SAOD D OO ODOOODO
O0reauthO OO OO0OOO0DOOrekeyO OO0 OOOO
0000000000000 d0reauth0 00000000000 ODODOODOOSecurity Gateway

ONXROODOOOODOOO)Y DOOOODODOUOODOOOoooDoOOoOO rekeyOODOOOODO
gooooogo
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O keepalive
ooooooo IPsec keepalive(DPD:RFC3706)0 000000
ooooood keepalive periodic (]Jclear|hold]restart)
keepalive <interval:10-3600> <retry:0-60> periodic (|clear|hold]restart)
o0 o oOOd keepalive 30 3 periodic restart
O No O no keepalive
oooooi1o
ODPD [0 O SG(Security Gateway)d down D SGO O IP reachabilityD O OO IKE SAOOODODOODODO
COoOOoooobppbOOlIPsec SAODODODOODOOOOODOOOODOO
Okeepalive OO OOOSCOO IPsecO0 00000000 DOOOODPDOODOOOOODOODOOO
Ono keepaliveO O OO OOODPDOOODOOOOODOCOOOOODOOOOScOOODPDOOOODOO
oooooo
Okeepalive 10 3 periodicO0 0000000100 00000400R-U-THEREODOOOODOOO
OOR-U-THERE-ACKO OO O OO 100000000 O00DOOOO0ODOODOOO
ooooo 20
OpPDO0OO0OO0DOOOODDOIKE/IPsec SAODOO IPsec policy 000D OO0O0OODODOOOODO
pPOO O OODOODOOODOOO (clear, hold, restart)D 000000
o clear
SAODCOOpolicyDOOO0OOOODOOOOODOOOO
o hold
SADCOOOOpolicyCOOOOOOODOCOODpolicyJOODOOOOOOOOOOOOO IKED
0000000000000 O0D0000iipsec tunnel policy O O negotiation-mode=responder O
OoOO0oooOO0OoOoKKEOOOODOOOooOoogooo
o restart
SAO0OOpolicyDOODOODOIIKEDODODOODOODOODOOODOOOOOD ipsec tunnel policy
O O negotiation-mode=responder O 0 O 00000 0OOCOIKEODODOODODODOODOOOOO
oooooso
gpPDO O OD0OOODO IKEO Obackup policyOODOODOODODOOOObackup policyDODOODOOODO
OOOO0D0COObackup policyOO0OD0OOUOOOOOCOObackupOOOCOOODOOOO
Obackup policyD 00000000 ODOOODO backup policy O negotiation-mode [ responder O O
goooooOoOoooogoooooooo

O backup policy

oooogooo IPsec isakmp O backup policyO OO O OO0
0000000  backup policy <1-65535>

oo 0O OO0 no backup policy

O No 0  no backup policy

0000000  backup policyOOISAKMPO OO OODOOO

O hash

0000000 OOoO0o0oOoODoOoOoOo0o0o0ooOoOoOd
OO00OO0O000  hash (md5]sha]sha256]sha384|sha512)
o0 O 0O0d hash sha
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O encryption

0000000 OOoO0oO0ooOoOOoOoOooooOoOoO0d
O0O00oO0OoO0Od  encryption (aesl28|des|3des)
oo 0O oo encryption aes128

O group

ooooood DH1 Diffie-HelmanO groupd0 OO0 OO OO
OO0Oooooo  group (1]2]5]114]115]16]117)

oo 0O oo group 2

O lifetime
ooooooo
ISAKMP SADDDDOODOO(Hard timer)DOOO0ODOOO0OO000000000SADOOOOOOO
ooooooo lifetime <1081-86400>
oo o od lifetime 10800 (=3 hours)

O No O no lifetime (= lifetime 10800)
O rekey
ooooooo

ORekey O soft timer 0 Omargin increased-ratio0 000000000
OMarginO O lifetimeODOO0O0OO0O0OOO rekeyO OOOOOOOOOOOOOOO
Oincreased-ratio0 O Omargin0 00000000000 OOOODOOO
ooooood rekey margin <30-360> (increased-ratio <0-100>])
oo 0O oo no rekey margin
coooooo
D000DoooOOoseft timer000000000D0O0000O00ODOOO0O0O Soft timer0O0 00O
oooo
minimum soft timer = lifetime - margin
maximum soft timer = lifetime - (margin + margin x increased-ratio/100)
Odefault O O Omargin 0 270secO increased-ratio ] 100% 00000000 lifetimeO O 2700
540sec0 000000000000 ODOOODOOOResponder 00 O 0Osoft timer O Omargin/20 0
OO0000D0O000000O0Oinitiator000 rekey0 0000000 O00OODO
Oincreased-ratio0 00O O0OD0O0O soft timer OO0 O000O0OO0OO0ODOOODOOOOOODOOOODOO
0O0000ooO00oooodooooooooooo

O isakmp-mode

OO0O000O00 Phase 10000000 OOO0OOOOODOOOOO
goooooo isakmp-mode (main]aggressive)
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O version

ooooooo IKEDOOODOOO(KEVI/IKEV2) O OO OO OO

gooooogo version (1]2)

oo O oo version 1

oo oo

OIPsec ISAKMP policyOD 0 OO ODOO0O0OOODOOOKEVIO IKEOODOODOOOOOOOOO
0)d

O remote address

oo0ooooo ooowprooooooooooon

ooooooog remote address ip (A.B.C.D]any)
remote address ipv6 (X:X::X:X|any)

O remote identity
oooooood gooimwooooooo

goooooo remote identity fqdn FQDN (O : centurysys.co.jp)
remote identity user-fgdn USER@FQDN (O - user@centurysys.co.jp)
remote identity dn DN (oooooooooo)
remote identity key KEY-ID (KEY IDOODOOODOMM

oo O oo no remote identity
g No g no remote identity
oo oo
Opeer identity OO0 OO OOIP/IPveOOOOO IDODOOOODOODOO
goNODODoDOooOoooDoboooooooog
C=JP,ST=Tokyo,0=century,OU=dev,CN=nxrl.centurysys.co.jp,E=admin@centurysys.co.jp

O 1local policy

ooooooo O00oooooooooooooooon
ooooooo local policy <1-255>
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O 1local policy (change action)
ooooooo
OIPsec isakmp O O OO0 local policyd trackO O (up/down)d 000 Oactiond OO0 O00ODO0O
od
000000O0000oooOooo100 Ipsecdd OO main/backup0 00000000000 OO
ooooooo
local policy <policy:1-255> netevent <trackid:1-255> change <local_policy:1-255>
local policy <policy:1-255> netevent <trackid:2048-4095> change <local_policy:1-255>
ood 0od
gpskDOOOOOOODOCOOOOO local policyO IDOOOOO local policyd IDOCOOO IDO
0000000000000 00DbO0b0O0OOd change actionO0O00OO0O0O0OODOlocal policy 10
local policy 20 self-identity0 00 IDOOOODOOO0O
1
ipsec isakmp policy 1
local policy 1 netevent 1 change 2
!
ipsec local policy 1
self-identity fqdn myidd OO ID
!
ipsec local policy 2
self-identity fgdn myidd ~O O ID
!
OactionO OO OO0 : track objectODO OO downO OO actionD OO0 ODOOODO
OactionODOO0O0O0O: neteventD 0000000000 O0OOCOOOActiondOOOOOODOO
oooooooooo

O eap-identity

o0ooooo EAPOO0OOOCOIDOOODOCOOO

OO00OgDooOg  eap-identity (WORDJany)

O No O  no eap-identity

RN RN 0000 Oauthentication local/remote0 000000000

O netevent
goooooo 00000000 OIIKEDODO IPsecO00D000D0ODODOOODOODOOOO
ooooooo netevent <trackid:1-255> (connect|disconnect]|reconnect)
netevent <trackid:2048-4095> (connect|disconnect]reconnect)
O No O no netevent
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ipsec tunnel policy node

O OO0 command

nxr130#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#ipsec tunnel policy <policy:1-65535>
nxr130(config-ipsec-tunnel)#

O description

ooooood IPsec tunnel policyO 000000000
0000000  description DESCRIPTION

O No 0  no description DESCRIPTION

O set transform

gooooog transform0 000000

ooooood

set transform (esp-3des|esp-des|esp-aesl28|esp-aesl92]|esp-aes256]esp-null)
(esp-shal-hmac|esp-md5-hmac|esp-sha256-hmac|esp-sha384-hmac|esp-shab12-hmac|)

oo 0O oo set transform esp-aesl28 esp-shal-hmac

0000000 HASHOODOOOOODOODOESPOOOOODOODOOOOOOOO
0oo00oooooooodOreplayd O windowO OO OOOOOOOO
esp-null 000000000000 OO0OODOODOOOOO

0 set pfs
Ooooooo  pPSO0OOODODO
oooooogd  set pfs (Jgroupl|group2|group5|phasel]groupld|groupl5|groupl6|groupl?)
oo 0O oo set pfs phasel
OIKEviO OO OphaselO OO DH groupO O OO OO0
OIKev20000OPFSO0OO0OO0O0ODOOOO@OOOO)O
O No O no set pfs (=PFSO0O)

O set anti-replay-check

0000000 replay00windowDOOOD /000000000
0Oooo0oogd  set anti-replay-check

oo 0O oO0o set anti-replay-check

O No O no set anti-replay-check

O set key-exchange

0000000 DOOOISAKMP ODOO0DOO0DOOoOoOoOoOn
0000000 set key-exchange isakmp <1-65535>
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O set key-exchange (change action)
ooooooo
O1IPsec tunnel 00 00O isakmp policy O track 0 O (up/down)J 0 00 JactionO0 000000
00000000000ooOooo100 Ipsecdd OO main/backup0 00000000000 O0O
ooooooo
set key-exchange isakmp <1-65535> netevent <trackid:1-255> change isakmp <1-65535>
set key-exchange isakmp <1-65535> netevent <trackid:2048-4095> change isakmp <1-65535>
ood 00
Oaction0 OO0 OO0 : track objectOO OO downO OO actionD OO0 OO0O0O0O
OactionO0 0O OO0OO: neteventD 00000000000 OODOOOOAction0O0OO0DOODOO
ooooooooogo

O set sa lifetime
ooooooo
IPsec SADOOOOOO(Hard Timer)D OO OOOOOOOOOOODOOOSAODOOODOOO
0oooood  set sa lifetime <1081-86400>
oo o oo set sa lifetime 3600
O No O no set sa lifetime (= set as lifetime 3600)

O negotiation-mode
ooooooo IPsec policyDOOOODOOOOOOOOOOOOOO
ooooooo negotiation-mode (auto]on-demand]manual|responder)
auto IPsec serviceO OO0 negotiation0 00000 O0OIKEV2O0O000000O00O0O
TS(O000000000)Y DODDDO0D0O0ODDOO000ooOoOoOoDOoedsecdOn
initiate00O0000OCO0O
manual IPsec service 00 0 negotiation0D OO OO0 wnnelOOO0O0OODOOODOO
Backup policy0D O OO OO0 ODOO
on-demand IPsec serviceOJO OO route0 0O O0O0OODOOO
responder [IPsec serviceOO OO OOOOmanual D 0000000 OONO responder0 000
0000000000000 @ekeydO)ODDOOOO initiate0 00000000
OO
oo O oo negotiation-mode auto
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O clone
goooood

000 IPsec tunnel policyd OO policyd OO ipsec tunnel policyD OO OOOO

goodO0OOmain/backupd0 00 00000O00IPsecOD0OODOOOOOOO mainfbackup0 00O
policyl 000000 0OD0OO0OO0OO0O0OOODOOOOOOOOOO

Oroute based IPsecd 00100 tunnel interfaced main/backup 0 00000000 O0OOOO0O
OO00O0O00OO0Omain/backup0 0000 tunnelD 000 OO0 staticO nat/filterCO DO OO0
0000o00b0odoooooooooooooooooo

gooooogo
U No U
googoogn

O shutdown

gooooon
ooooooo
1l No 0

O match address

gooooogo
gboooooo

gboooooo

0 set route

gooooogo
gboooobgo
g No O

O set priority

goooooo
gooooogo
gbo 0 00O
O No O

clone <1-65535>

no clone
00o0ooodO0OD0copyOO0O0OOOD@OODOOOOODOO)OIDOO
O tunnel number

Opriority

O description

O negotiation-mode

0 shutdown

0 key-exchange

IPsecO 00 00000O0DOOOODOO
shutdown
no shutdown

IPsec tunnel OO O OO IPsecO access-listO0 000 OO0
match address IPSEC-ACL-NAME

match address IPSEC-ACL-NAME nat-traversal

IPsec access-listO Oglobal nodeO0 OO OO0O0O

Destination PrefixO O OOOO0OOOO0OOOOOOOOOO
set route

no set route (= Disable)

goooooooooooooooooo
set priority <1-255>

set priority 1

no set priority (= 000)
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O OO command

UPnP node

UPnP node

nxrl30#configure terminal

Enter configuration commands, one per line.

End with CNTL/Z.

nxr130(config)#upnp
nxr130(upnp-config)#

m UPnP

o service
ooooooon
ooooooo

oo0ooooooooo
service enable

o external interface

goooboo

goooooon

wWwWwoOooooopoooooooo

INTERFACE O ethernet, vlan, ppp OO0 OO0OO0OO0OOOO
external interface ethernet <0-2> (Jvid <1-4094>)
external interface ppp <0-4>

o external port-reserve

goooooo

goooooon
gooONoeO OO

OOWAWN 0000000000000 000000oo0ooooooooooooon
O0ooogdounPO0O0D00D0OOO0OO0O0OOODOOOODOODODOm
O0000O00D0O0OTCP/UDP DO ODOOOO0DOOO0ODOOO0ODOOODOO®G4 O
oooooooooooooo

external port-reserve <1-65535> (|<1-65535>)

no external port-reserve <1-65535> (]<1-65535>)

o external well-known

goooooon
gooooon
gooONDO OO

o listen

ooooooo
ooooooo
OO0OdNoO DO
ooooooo

o timeout

ooooooo
ooooooo
ooooooo

well-known port(1-1023)0 0 UPnPO OO OO OOOCOODOO
external well-known port enable
no external well-known port enable

LNODOOOODOOOUPNPPOOOOOO listenOO IPODOCOODOOOODOO
listen ip A.B.C.D/M

no listen ip A.B.C.D/M

oo20000000

upnPOO0D0OOOOOOOOOOOOOOOOOOOO
timeout <sec:60-21474836>
no timeoutd (= timout 600)
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QoS (class-policy) node

m QoS

0000000000000 000000 queuing0 0000 O0O0OOOOpacket coloringd O O0O0
OO0 egress interface0 000000000 OODOOO
O000000O000DooOogOooQestodoooogonooOodfast-forwardingD O OOOO0OOOO
ooooooo

1. PFIFO(Packet FIFO)

O0000O0OO default queuingO OO OPFIFO_FASTO OO OO OO OOIPOOODO ToSOOOOO
0000000000000 300queue0 000000000000 queued 000000 0ODODOOO
OOOOOPFIFO_FASTO O OO ODOOOOOOODOOOOOODOOOOO

2. TBF(Token Bucket Filtering)

Token Bucket FilteringO O OO OO0OODOOOOOshaping0 000000 0OODOOOOOOOO
bucketO O tokenO OO OOOO tokenD OO OOOOOOOCOOTokenODOOOOODOODOOOODO
ooooo

Classless queuingD 0 0000000000000 classO0 000000000 DOOOOODDOODOO
000000 classO0000 shapingOD OO0 OO0OOOHBO PQODO OO class full queuing OO
000000000000 0000D00ORTBOO shapingO OO0 OO00O0O0O classO TBFOODO O OO
CPUO 0000000000000 000000000000000HTB000000NON0ONOnOoooong

oooooooO0oooOoOoOoooooUdOobOOooOoUbODOooUUoOoOoOoUOoDoOoOgOoDoOoUOoo
0000 shaping 00000000 O0ODOOOFRCS OIFGOPADOODOOOODODOODOODOOO
OO0000O0DO0OOOOshaping rate OO0 OOO0OD0OOCOOODOCEthernet00000000DOOOO
OO0000OO0OFCS OIFGHPA DOOD0DDOO0OOOOODDOOOOdrop OOODODODOOODODOO
0000000000000 OEthernet000000C0O0OOOOOOOshapingDOO0OO0DOCOOO
ifg(inter-frame-gap OO 0O 0 00O 12byte O 0O O )0 fes(4byte)d pa(preamble:8byte) D O 000 OO
O J00ooO0O00oooO00oOoo0o0ooo0oooo0oooooooooooooOdrop OODO
0000000000 0O0DefaultOOOIFGOPADORCS 0D ODOODOOODOODOODOODO interface
noded ifg-pa-fcsO O OO OODOODO O

3. SFQ (Stochastic Fair Queuing)

00000000000000 queuingDO0O0OOFIowDODOODOOODOODOOOOODODOO bucketO
00000000000 0OsSMQUDbO 12700000 queuedO0O0ODO0O (active)D O OO bucketd O OO
queute 0 00O O0OODOO

Flow O O IP source/destination addressOprotocol 00000000000 (PvAODO)OOOOSK
queue0 000 1270000000000 000O0OD 110240 000000000000000000OO
oo
00000000oo0o00oDo00ooooO00oooooooDoooOo@UuoooD flowdDoOOO
OO000O0OO0O0O0DOoOoOO)oooOOOinteractivelOOOOODOOOOODOOODOOOODOO
ooooooooooo
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4. PQ (Priority Queuing)

High/medium/normal/lowd 40 0 classO queuveD OO0 OO0

High priorityd queue 000000000 OO Omedium/normal/lowd queue 00000000000
oooooooogood

ClassO0 0 400 0)d0classO 00000 traffic000000000DOOOOODOODODO classO
default queuingO OO OPFIFODO OO

5. HTB
ClassOOOOOOCOCOOOOOOOOOOOOOOOOOODOODOOOOOOOOOOOOOOOO
oooooooooo
00000000000000D0D0O0ODOD0O0ODODOD0ODODOO0ODODOODODOOODOOODOOO0OO0O0OO0O0On
oooooooooo

O class 0 default queuing O OPFIFOO OO O 0O O default class O default queuing0 OSFQO O O

51ceilO0O0O00OOO
HTBOODceilOOODODOOOODOOcclassOOOOO0ODOOODOODOODOOOODOODOODOODOO
UO00Orate0 000 rate0D 00000000 O0ODOO
OO00000OclassDO0O0OO0OO0O0OO0ODOODO@ODODOD)YODODODDODODODOODODODODOOO
oo

00000000 Oclass priority0000000OquantumO0 0000000000 OOOOOOprior-
ityJO00OODOODO0OO0OO0OOCclassOO0OD0ODO0OOO0OOODOODOOOquantumd O OclassO O
OO0O00O0Crated 0000000 DOOOO0OODOOODOOODOOOODOOODOOOO

quantum = (rate * 1000/8)/r2q

O r2g00rate0 quantumO0 000000000000 Odefault0O 010000
QuantumO O OO OO15000 6000000000000 r2q0 10000 O rated 120kbps 0 4.8Mbps 0 O O
OO0O0O0Orate0 00000000 0OOCOOOODOOCOOOODOCTrated 120kbpsC OO O 120kbps O O
OO00O04.8Mbps0 000 4.8Mbps 0000000000 OCO0OODODOOOO
O000O0OclassO00 rate0 000 r2q0000000000000O0O0O0DOO0O class rated
0o000oo0ooo0d0oOooo0o0ooopOdoooooooooooon
O00OclassO000 rated 40Mbps 0 00 00 O 0O O40Mbps O quantum 0 O 0 O (60000) 0 00000
rq0000000000000000000O rate0D 000000 minimum rate O

r2q = (40000*1000/8)/60000

min rate = 1500 * 8 /1000 * r2q = 1500 * 40000/60000 = 1000 kbps = 1.0 Mbps
cooooo

5200000000000
HBOOODOODOOODODOODOODODODODO0OO0DOD00D00000000D000D00000d0ceilOn
D000O0OOceilDO0OOOceilUDODO0OOODOOOODOODOO

burst = bandwidth/HZ +1600

cburst = ceil/HZ + 1600

O NXR-1200 OO NXR-1250 00 0HZO 2500 000000000 0O0OOMM

O bandwidth/ceil D00 00000000000t rate)J 0000000 (byte rate)0 000

ooooo
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5.3 class priority0 [

HTBO OO ODOO classO priority0 00000000000 Opriorityd 000 classOODOODO
OO0O00ooOoO00OoooO0oooooovelPOOO0ODOCOOOODOOOODODOOOO D classOOO
OOpriority0000000O0ODOOO

priority0 010 7000000000C000OO0OO0O00OOO0O0OOODOO4000D00000O
OO0 0Opriorityd leaf classOO0 000000 OO class(parent class)D OO0 0O priorityd 0000
OO

6. Packet Coloring

0000000000000 0000O0MARKO(NXROOODODOOO)O ToSOODOODODODOOOToSO
MARKOOOOODOOOOODOOOOODOPacket coloringD OO0 O0O0OOOQSOOOOOOOOOO
oood

OO0O0000C0O000D0OCOMARKO ToSOOOOOOOroute-map0 00000 OOOODO DO Packet
coloringd OO 0O OO NATO packet filteringD OO OOO0OOO0OODOOOOOO Packet Travelingd O
cooooooo

7. 0OclassO00OOO0OOOOOOOODOOO

PQO HTBO OO O classfull O queuingD OO0 OD0O0OO0OOOclassO0O0O0O0OOO0ODOOOOODOOO
OO0OOMARKOO ToSOHTBOOH)OODODODOOOOOODOOoOOOOoOO

MARKO OONXRO OODOOODOODODO Packet coloringD 000 OO0 OOOOODOOODOOO
PQOOclassOO00OO0O0O0OOMARKOOOO1OO classO OO O0OOO0DOODOO1000000O

HTBO O classO0 OO0 O0O0OO0Oclass filterOOOOOOOCHass filterOOOOOOOmatchO OO
0ooooobooooooan
0000000000000 DoDO 10000000 bDoobOclassO000dooooOOoOoooooOoOO
(route-mapO0 0 00O OO0OOOOO0DOOOOODOO)O
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O OO0 command

nxr130#

nxr130#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#class policy NAME
nxrl30(class-policy-config)#

m class
0O00oOooog  class0dooooQg
ooooooo
o class+child class
class <2-254> bandwidth <1-1000000> (]ceil <1-1000000>) queue policy NAME

o class+PQ
class <2-254> bandwidth <1-1000000> (]priority <0-7>) (]ceil <1-1000000>)
queue priority-group <1-32>

o class+fifo
class <2-254> bandwidth <1-1000000> (]priority <0-7>) (]ceil <1-1000000>)
queue fifo (Jlimit <1-16384>)

o classtsfq
class <2-254> bandwidth <1-1000000> (]priority <0-7>) (]ceil <1-1000000>) queue fair-queue

o class+tbf
class <2-254> bandwidth <1-1000000> (|priority <0-7>) (Jceil <1-1000000>)
queue shape <RATE:1-1000000> <BUFFER:1-1000000> <LIMIT:1-1000000>

o classtdefault queue (default queue : fifo)
class <2-254> bandwidth <1-1000000> (|priority <0-7>) (Jceil <1-1000000>)

o classO O
no class <2-254>
no class default

o class default (policyO OO O0O)
class default bandwidth <1-1000000> (]priority <0-7>) (]ceil <1-1000000>)
queue (priority-group|shape|fifo|fair-queue)

o default queue (default queue: sfq)
class default bandwidth <1-1000000> (]priority <0-7>) (]ceil <1-1000000>)

ooooooo bandwidthO OO ceil OO0 O DODOOOODOkbpsO OO
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QoS (class-filter) node

O OO0 command

nxr130#

nxr130#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#class Filter <2-254>
nxrl30(class-filter-config)#

m match
0O00oOooog  MarkOOToSOOOOODOOO
Joooood  match ip mark <1-4095>
match ip tos <0-255>
ooooooo OO0OmatchOOOOODOOQOOOODOorOOOOODOOO
O No O no match ip mark <1-4095>
no match ip tos <0-255>
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O OO command

CRP client node

nxr130#configure terminal

Enter configuration commands, one per line.

End with CNTL/Z.

nxr130(config)#crp client <1-2>

m server configuration

o server address

goooogo
goooooo
O No O

o server port
ooooood
ooooooo
O No O

O username
ooooooo
ooooooo
O No O

o keepalive

goooooo
ooooooo
ooooooo
O No ad

CRROOODODOOOOOOODOOO
server address (A.B.C.D|X:X::X:X]FQDN)
no server address : CRPO DO ODOOOOODOOODOO

CRROUDOO0ODODOODOODOOO
server port <udp:1024-65535>
no server port : JO0O0OO000O0ODODODOOOO0O

CRROODOODOOODODIDDODOOOODOODOOODO
username WORD password (hidden]|) WORD
no username : J OO IDOOOOOOO

oooooooooooooood

keepalive (<300-28800sec>|)
OO0O0000000DODOKkeepalive 36000000000
no keepalive : 0O O0O0OO00OODOOOCOODOO
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route-map node

Route-map
OO0 packetd route 000000000 0ODOOO0OODO0ODOOOODOO0OO actiondOOOOODOO
ooooooodg
OPacketd coloringd route 00000000 OO0OODOOOOPacket coloringd O OO trafficO
mrkO(NXROODOOOOO)D ToSOOOODOOOesOmrkOOOOOOOOODOOOO)YODO
dbo0odesOOobooooobooboboon
ORoute-map 0 00000 OO0OOOOOODO route-map0 00 00O0OOOOOOOO0O
O0Od0OO0 route-map0 00 000D0OOCOO0O0O0OOOOOOOOOOOODOOOOODOOODO
matchOODO0OO0OO actionO00OO0OO0O0O
0100 route-map OO0 0O matchOOOOODOOOODOODOOOmatchDOODOOOOODOODOOO
O00oOo0oOo0DOooOooooDONROCOO100metchODODOOOODOOOODOODOOODOOO
oooo

O OO0 command

nxrl30#

nxrl130#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#route-map NAME (permit|deny) <1-65535>
nxr130(config-route-map)#

<ggogoog >
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m match
goooooo

goooboooobon

0 QSOOO(D0)I0O matchO O

goooooon

gooooogo

QeSO OO @O)oOUOmatchOODOOOOODODOOO
IP address(class access-list)[] tos O O mark O (1Pv4)
match ip tos <0-255>

match ip mark <1-4095>

match ip address ACL

o QSsODOO@MO)DONO matchD O

gooobon

goooooo

gooobon

BGPAD DO (IO)DUOOmatchOODOODOOODODOO

ip address(ip route access-list [ ) nexthop address(] med as-path origin
match ip address ACL

match ip next-hop ACL-NAME

match metric <0-4294967295>

match as-path ACL-NAME

match origin (egpligp|incomplete)

ooooooooooooooo

no match ip [address|tos|mark]|netx-hop (JWORD)]
no match as-path (JWORD)

no match metric (|<0-4294967295>)

no match origin (Jegp]igp]incomplete)

ToSOMarkOOOOOODODODOOOODOODO
mtchOOOOOOOO0OOOsetODO0OO0ODOOOO
denyOmatchO OO OOOset00O0O0O0O00OOOO
g00oOoO0o00ooCocO0OdOmtchOOODOOOOODO
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m set
oooooood QoSOBGPAN D DO OOOODDOOOOO

o QSsUOD(@MO)YyYDDoOoDOoOo

0ooooodo QeSsOOO(@O)yYOooooooooooobooo
tosO Omark O (IPv40 0O)

dooooogd  set tos <0-255>
set mark <1-4095>

o BGPAO DO (@MOHYDOODOOO
ooooood
OBGPAO O routemap0 00000000 0ODO attribute 00000000 OD0ODOO
aggregator Centuryl] as-path atomic-aggregatel] nexthopd local-preferencel med origin
goooooad set aggregator as <1-65535>
set as-path prepend <1-65535>
set atomic-aggregate
set ip next-hop A.B.C.D
set local-preference <0-4294967295>
set metric <0-4294967295>
set origin (egp|igp]incomplete)

gboooooo ToSO MarkODOOOODOOOOODOOOODO
gbobooboboooobobooobooboboooon

m class access-list0 00O ip route access-list

class access-listO ip route access-list0 00 00O route-map O matchO OO O O match ip
address0 000000000 O0O0ODOOO0DOODOOOOOOT p route access-list BGP O distribute-
listOOOOOOOoODoO0oooooooooooo

class access-list0 ip route access-list0 000000000000 O0OOOOOOOOOONO
global node O class access-list O O ip route access-list0 000000000

o class access-list
OToSOOMARKO OO OOOsetOD O OOOOOOODODOOOO

o ip route access-list

geepO 0D O0OOODOset00DO0O0OOOODOODOOO
O BGPO distribute-listD 0 00000000 ODOOOOODOO
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Web Authentication node

WebO O OO

Web O OO packet FfilterOO OO DOOODOODODO USERO IPv4 address O source/destination 0 0 O
0000000000000 0WebOODOODO packetOOOOOUSERO OO OO forward(in/out)
filter 000000000 OWOODDOOODODOOO0OOO0OOOO00OO clientOO0O256000

o OO command

nxrl20#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr120(config)#web-authenticate

nxrl120(config-webauth)#

m O0O0O0

0000000000 O0HTTP BasicO OO OO

o authenticate basic

0oooooOd WebOOOBasicOOODOODOODOODOOODODOOOOO

goooooo authenticate basic (|redirect)

O No O no authenticate

ooooooon no authenticate

ooooooo

Oredirect000000O00OWebOOODO UWRLOODOOODOOOOODOOOOOOODO URLO O redi-
rect-url000000000OO0OOOO
OWwebOOODOODOOOODOOOHTTPOOOODOOODOOODOOglobal node O O http-server
enable0 0 OO0 O

m OO URL

BasicO O O URLO O http://0 00 0O IP address/login.cgil D OO OOOOOLANO IPODOOODO
192.168.0.254 0 0 O O http://192.168.0.254/login.cgi 0 000000 OOWebO OO OO ODOODOO
ooooo

m OJO40dn0

gooboodboobOgUuseRObOObD wLobDboobDoobDooboobooboobooobOooDbDtepsod
OO00ooOoO0oOo0DOooOoOouseRODOOO00O0ODOOO0ODOOOCOOOOwWDDOODODDODefault
gbooobooboobo

o monitor

Oooooogd  monitor port 80 (Jredirect)
O No O no monitor port
goooogon no monitor port
ooooooo

authenticate basic + monitor port 80
gooopPcOOOOWODOOOODOOWLDODODOODOODODOODOOOOOO
authenticate basic + monitor port 80 redirect
gooopcOOOOwWODOOOOOOOOWODOO redirect-urlJ 0000000
no authenticate + monitor port 80 redirect
gooopcOOOdOwWDODOOODOOOOOWODOOOO redirect-url 00 O0O0O00ODO0O
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m URLODO
WebOOOOOOOUWRLOOODODOODOODOOOOOOWODODODODOODOODODODOOOODODODOOODO
0doDooOowLOoooDoooooooooooooooooooooo

o redirect-url

ooooooo oooowLOoOooooo

goooooo redirect-url RedirectURL (cf. http://www.centurysys.co.jp)

O No O no redirect-url

m 000000
WebODOODOUSERODOODODODOODOOOODOZ3OOODOOODODODOODOOODOO

o close idle-timeout

goooooo O000OO0OUSEROODOO0O00O00O00D000O00ooooooooooDooon
Timeout O 60-25920000 0 00000000 OOODOODOOODOOO
Defaultd 18000 00O

goooooad close idle-timeout <60-2592000>

O No O no close

goooooo close idle-timeout 1800

o close session-timeout

goooooo 0J0000000o0Do0od0ooooooooooooogooo
0000000000000 00ooo0oo0ooooooooooooonoon
Timeout O 60-25920000 U 0000000 DOO0OOOOOOOOOO
Default 18000 0 00O

goooodoo close session-timeout <60-2592000>

O No O no close

goooood close idle-timeout 1800

o close browser-close

goooooo 000000 WhdOOODODODODODOO0DOD00DOD000O000o00oOoOwehOoooO
HIMLOOODOODOOOoOOOe0OOO refreshd 000000
refresh00000000000OCO0O0O

goooodoo close browser-close

O No O no close

goooood close idle-timeout 1800
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m OJOO00000

BasicOO OO OO usernamedpassword 0 0000000 /000000@0O0COO0O0)Y)DOOO0DOO
RADIUS server0 0 000000 OOOOOOO@ADINSOO)OOODOOODOOORADINSOOODOOO
0dooooooooooooooooooo

goooooo account authenticate (local|radius]radius-and-local)

O No O no account authenticate

go000D0O0d  account authenticate local

m 000000

J00000DO0O usernamedpassword D 00 640000000000 0ODOOOO
0000000  account username USERNAME password (Jhidden) PASSWORD

| No O no account username USERNAME

m RADUISO O
RADIUSO OO PAPOOOOODDOOOODODORADIUS server0000O0OOOtimeoutd 500000 3
goooboboooobo

o RADUISOOOOO
AccountJ O O 0O O RADIUS server O IP addressOJUDP portJ 00000 (secret)J 0000 ODOOO
OOO00OUDP portd 00O defaultO 1645000000 ORADIUS serverd 2000000000000
ooo
gooooood

radius A_B.C.D password (]hidden) PASSWORD (Jauth-port <1645]1812]<1024-65535>)

radius A.B.C.D auth-port (1645]1812]<1024-65535>)
| No 0  no radius A.B.C.D (oobooog)

no radius A.B.C.D auth-port (auth-port0 000 00OOOO0O)

goooooo radius A_.B.C.D auth-port 1645

o Attributed O
RADIUS server0 0 000 Attribute 0000000 Attribute 00000 O0O0O00ODOOOOODOODOO
ooo
goooooo radius attribute nas-ip-address A.B.C.D

NAS-IP-Address: 00O OOOOIP OO00O00OOOOOO

radius attribute nas-identifier WORD

NAS-Identifier: 000000000000 DO0ODOOOOODOOOOODOO
a No O no radius attribute (nas-ip-address|nas-identifier)
000000Od RADISOODOOOOODOOUOOOOODAttributed 0000000 OOOODO
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o Idle timeoutd OO0 O Attributed 0O O
0000000 idle timeoutO0 OO OODOOODOODORADIUS server00 000 Attributed OO
timeoutD O O0OD0OCOOOODODOOO
ooooooo radius idle-timeout attribute
(ascend-idle-limit]ascend-idle-limit-vsa]idle-limit)
ascend-idle-limit Ascend-ldle-Limit(Attribute Type=244)
ascend-idle-limit-vsa Ascend-ldle-Limit(Attribute Type=2440]VSA Type=260 Vendor-1D=529)
idle-limit Idle-Timeout (Attribute Type=28)
O No O no radius idle-timeout attribute

o Session timeoutd O 0O 00O Attributed O 0O
0000000 session timeout0 0000000 OOORADIUS server 0000 O Attribute0 0 O
timeout 0 OO0 0000000000000 Attribute0 00000 OO0ODO0O
goooood radius session-timeout attribute
(ascend-maximum-time|ascend-maximum-time-vsa]session-timeout)
session-timeout Session-Timeout (Attribute Type=27)
ascend-maximum-time  Ascend-Maximum-Time(Attribute Type=194)
ascend-maximum-time-vsa
Ascend-Maximum-Time(Attribute Type=1940 VSA Type=2601 Vendor-1D=529)
O No O no radius session-timeout attribute

o OO0 radiusOOO0O0OO0O
O0DradiusO000000O00O00O00O0O0OODOODOOOO
ooooooo no radius

m MACOOODOOOO
WebOOODOOUOOODOOOOOOODOOUOODOOOODOOOOOmMac access-listO 0000
MACODODOOODOPCOODODOOOODOODOODOODDOODOODDOODOODDOOODODODOO
0000000  mac access-list (permit|deny) HH:HH:HH:HH:HH:HH (] IFNAME)

g No O no mac access-list (permit]deny) HH:HH:HH:HH:HH:HH

m WebOOOOOO

WebOODOOODOODOODOODODOODOOO hostO networkd interfaceJ 000 WebhODOODOOODOO
000000o0OwWwhOOoO0DO00D000o0ooo0doodglobal nodel ip web-auth access-listd
00000000 0OWhODODDO00000 interface0000INOUTODOOOODOOOODODOO
O0000Ointerface0 0000 0O0OO0O 0O interface/tunnel/ppp node O ip webauth-filterO OO
ooooooo
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WarpLink node

WarpLinkDOOOOOOODO

WarpLinkDOOOODOOOOODOOOOODOOOOOODOOOWarpLink ManagerJOOOONRO OO
oooooobgo

o [O0 command

nxr120#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr120(config)#warplink

nxr120(config-warplink)#

m 00000000

cO000O0O0ODODODOODOOINODODODOODOD

WarpLink Manager 0 00 OO0 OO0 OO0 IDODOO00OO0O0DOODOOOOOOOOOODOODOODOODOOOO
gooooo

goooooad account username USERNAME password (|hidden) PASSWORD

O No O no account username (JUSERNAME)

ocd0O0OOODOODNSOOO/O0D0DOO

OOOOOOONROWANDO IPOODODOODOO0ODOOODOODOODOOODODOOODOOOOODOOSO
ooooo

ooooooad service enable

O No O no service

cO000OOODODOODODOD

NXRO CcPuOOOOO0ODOOO0O0O0O0ODOOOOODOOOODOOO0OOOOOoOOoOooDoNSOOOono
ooooooooooooobooooooooooooooOosoboboooooooDooog3uooon
CO000o0o0oOo30goooo30cogooogd
OO0O0000002000000000000¢Ethernetd VLAND PPPO TunnelOWIiNAXO OO O DO O OO
oo0doo0oDz200000000000000000O0O0DODO0O0ODOOOOOO

0000000  send-statistics interface INTERFACE

g No g no send-statistics interface (]INTERFACE)

oOsyslogO0 OO OOOO /00000

NXRO syslogD 0O 00000000000 D0OOOOODNSOODO0OODOOOOOOOOOOoOooon
0000000000000 500000syslog00000000O000OO0OO 100kbyteO OOO0O
ooog

ooooooo send-syslog enable

O No O no send-syslog
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O 320 WarpLink node

WarpLink node

m 000000
oOWarpLinkD OO OOOOOODO

WarpLinkDOO OO ODOOOOOOOOODOODOOO
goooooo restart warplink
0oooogdno  viewnodeOOODOODOO

oDOconfigODOODO

NXRO configD 0000000000000 OODOOOOOODNSOOO/00D000D00D00DOOO
ooooood

goooooo restart warplink send-config

0oooogdno  viewnodeOOODOODOO

o OWarpLink Manager DO OO OGO OOO

WarpLink ManagerO OO0 OO0 O0OO0O0OOOO

gooooogo show warplink

0oooooOo  viewnodeOOODOODODO
0oo0dooo0ooooooooooooooooon

o0 ooooo o0
Successed WarpLink Manager0 O OO OO 0O
Failed login ooooooooood

0000000000 0OWarpLink Manager
ooooooooo

0000000000 0OWarpLink Manager
ooooooooo

Failed registraion WarpLink Manager0 D OO OO O0OODOO
Status error WarpLink Manager0 D OO OO OOGODOO

Starting

service
Stopping
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0O 330 Extended track IP reachability node

Netevent O O O O (ip reachability)

Netevent O O O O (ip reachability)

Netevent 00 0000 0000000000000 trackO0DODOOOODO optiond 00000000
OO0ODONetevent D DO O OO0 trackDDOO0OOO0OOD0OOOF NeteventOOOOOOOOODO
00

O 00 command

nxrl25#

nxrl25#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr125(config)#track <2048-4095> ip reachability
nxri125(config-ext-track-ipr)#

m destination
ooooooo ip reachability D000 pingD 00O IPOODOOOOOFRDNOCOODODOO
gooogooo destination (A.B.C.D|FQDN)

® source
o interface
ooooooo ip reachability0 000 pingD 00000000000 OOOODOOODOODOO
ooooooo source interface ethernet <0-2>
source interface tunnel <0-255>
source interface ppp <0-4>
source interface wimax <0-0>
0 No 0 no source

o 1ip

oopoooog ip reachability0 000 ping0 O 00000000 OOODOOODOODOOO
ooooooo source ip A.B.C.D

O No O  no source

= payload-length
coooooo
Oip reachabilityO OO0 pingD OO 0O size(icmp header OO0 OO0 O)DODOOOOODOODOOO
ooooooo payload-length <56-1500>
ooooboon payload-length 56
O No 0 no payload-length
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O 330 Extended track IP reachability node

Netevent O OO O (ip reachability)

m transmit

o interval

ooooooo ip reachability0 000 pingU 0000000000000 O0OO0O

0O00O0ooO  transmit interval <10-32767> (|variable)

ooooooo
Ovariable0O0O00OO0OOping N6OOODO pingD0 00000000000 ODODOOOOODefault
ooooooo

o retries

goooood ip reachability0 000 pingO retry0 000000000 ODOOO0O
goooooad transmit retries <0-255>

a No O no transmit retries

m recovery

o count

ooooooo OO00O0OO0O0oOd0O0O0OO0ping OKOOOOODOOOOODOOOOO
goooooo recovery count <1-255>

gogooooo recovry count 1

O No O no recovery count
o delay
goooooo

Oip reachability 00000000000 (event up OOOD0OODOO)DOOOOO up OO actionO
OO000O0OO0Odelay OOOOOOOODOOOOO
ooooooo recovery delay <10-3600>
O No O  no recovery delay
ooooooo
ODelay timer 000000000 ODOtrackd down state 00000000000 ip reachability
check 00OOODODOOO
ODelay timerJ OO0 event downd retry0 0000000 Odelay timerd cancel DO OO0
ODelay timer O timeoutJ O O Oevent upd action0D 0000000 OOOODOdelay timerd OO
00000 ip reachability fail count 00 OO0 OO0 OO Oactiond 00000 O reachability
checkDODOOODODO
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O 330 Extended track IP reachability node

Netevent O O O O (ip reachability)

m set

o df-bit

ooooDooo ip reachability0 OO0 pingD OO0OODF bitO OO O0OO0OO0OOOOO
dooodood  set df-bit

0ooooog set df-bit

O No O no set df-bit

o ttl

Ooooooo
Oip reachability 0000 pingD 0000 TTLO OO OO OO DefaultO Osystemd TTLO (64)0
set0 OO0

OOOOO0oO0Od  set ttl <1-255>

0000000  set ttl 64

O No O no set ttl

m rtt

o threshold

ooooooo

Oping request 000 0000TreplyD000000OO0ODOO (Round trip time)JOOODOODOO
COreply0000D0CO0DODCOOOOOOOO T replydOOOOO T rtt delayl0ooooon
O0rtt statusd downO OO0 OO0 ODPefaultOOORTTOOOODOODOODOO

o normal-count
ooooooo RTT status up0 0000000 rtt OODO0OOOODefaultOO30000

o delay-count
0000000 RITstatus downOD OO0 0000000000 O0ODRefault0030000

ooooooo rtt threshold <1-5000>
rtt threshold <1-5000> normal-count <1-255> delay-count <1-255>
O No O no rtt

m netevent

o threshold

oooobogon monitor-logd O O loggingU O OO 0OOD0ODOODOODOO
0000000  netevent monitor-log-status

0000000  no netevent monitor-log-statusd (O O)

O No O  no netevent monitor-log-status

250



34

Extended track IPv6 reachability node



O 340 Extended track IPv6 reachability node

Netevent O O OO0 O (ipv6 reachability)

Netevent O O O O (ipv6 reachability)

Netevent 0 D000 0D000D0000000D0O track0O0ODO0OOO optionD 00000000
OOO0ONetevent D0 D000 0 track DD OOOOOODOOODOOF NeteventDODOOOOOOOO
0o

O OO command

nxrl25#

nxr125#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxrl25(config)#track <2048-4095> ipv6 reachability
nxrl125(config-ext-track-ipr)#

m destination
ooooooo ipv6 reachabilityO OO0 ping0 OO0 IPV6O OO OOOOFNOODOODOOO
0000000  destination (X:X::X:X]FQDN)

B source
o interface
doooooo ipv6 reachabilityO0 000 pinge0 0000000000000 ODOODOODOODOO
ooooooo source interface ethernet <0-2>
source interface tunnel <0-255>
source interface ppp <0-4>
0 No 0 no source

o 1ip

Ooo0ooooad ipv6 reachabilityO0 000 ping60 000000000 O0ODOOODOOOODOO
OO00Od000  source ip X:X::X:X

O No 0 no source

m payload-length
ooooooo
Oipv6 reachabilityd O OO pinged O OO size(icmpvé header 0000 O)0DO0D0O0OODOODOO
ooo
goooogn  payload-length <56-1500>
0oooogno  payload-length 56
O No O  no payload-length
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O 340 Extended track IPv6 reachability node

Netevent OO 00 O O (ipv6 reachability)

m transmit

o interval

ooooogoo ipv6 reachabilityO0 000 pinge0 0000000000 O0DOODOOOO

0000000  transmit interval <10-32767> (Jvariable)

ooooooo

OvariableOO0OO0OOOpinge N6OO OO pinge0 00000000 O0OO0OOODODOOODODefault
ooooooo

o retries

ooooooon ipvé reachabilityO0 OO0 pinged retry0 000000000 OODOO0O
O00ooon transmit retries <0-255>

O No 0 no transmit retries

B recovery

o count

ooooooo 000000000 O0OD0Opinge K OOODODOOOOOOODODOO
gogooooo recovery count <1-255>

goooooad recovry count 1

d No (N no recovery count
o delay
ooooogon

Oipv6 reachability OO OOO00OO0OO0OODOCventup OODOOOOO)IDODOO up OO action
0000000Odelay O0DOD0DODODODODOODO
oooooon recovery delay <10-3600>
O No 0  no recovery delay
ooooogoo
ODlelay timer O OOOOOO0DOOODOtrackd down state OO0 OO0OOOOO0O ipv6
reachability check OO ODOOOODO0O
ODelay timerO0 OO 0O event downd retry0 000000 O Odelay timerd cancel D OO0 O
ODelay timer O timeoutd OO Oevent upO actionD OO O0O0OCOOOOOOOdelay timer O O
000000 ipve reachability fail count 0 0 OO0 O OO0 OactionOOOOO0O
reachability checkDO OO OOOO
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O 340 Extended track IPv6 reachability node

Netevent O OO OO0 O (ipv6 reachability)

m set
o hop-limit
ooooood
O1ipv6 reachabilityO OO0 pinge0 0000 hop limitOOOODOODO
doooogno  set hop-limit <1-255>
goooooo set hop-limit 64
O No O  no set hop-limit

m rtt
o threshold
ooooood
Oping6 request0 000000 Oreply0000000DO0OO (Round trip time)D OO DOODOODO
COreply0000000O00CCOOOCOOD T replydOOOODOTrttdelay0dooooon
OO0rtt statusd dowvnO OO0 OO0 ODefaultO O ORTTOOODOODOODOOO

o normal-count
ooooooo RTT status up0 0000000 rtt OOODOOOODefaultO 030000

o delay-count
0000000 RITstatus downO OO0 000000000 O0ODODefaultOO30000

ooooooo rtt threshold <1-5000>
rtt threshold <1-5000> normal-count <1-255> delay-count <1-255>
g No d no rtt

m netevent

o threshold

gooooon monitor-log0 OO loggingD O OO OODOODOODOODOO
0000000  netevent monitor-log-status

0000000  no netevent monitor-log-status (O O)

O No 0  no netevent monitor-log-status
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O 350 Monitor-log node

gooo

Neteventip/ipv6 reachability0 000000 reachability0 0000000000 OD0OOOO0OO

oooo

0000000 (@UOOO0OO0)DDODOOODODOODOOOO(SB flashoOO)H)OODOOODOOOOOOO
ooo
0000000000000 doshow monitor-log0 000 (view noded0O0)O CLIODOOOOOOO
O0000000C0copyDOOO(view node00)DO00O0ODO0OOODOOOOOD

m JO00OO@OOODOOOoO
0000000Oreachability0 00000000000 OOOOODOOO
(1) reachabilityd0 OO0
00o0dooobo0oooooooooooo0oodoDooooooooOoooooooooooooo
000000000 Dead/Delay0 000000000 OCOOALNedDDODODOODOODODOODODOOO
oooooooo
<ggogoo s
1.TrackID
ONeteventO OO OOOO TrackO IDODODOOOOO
2.0000
O DateAndTime D O OO OO DO O (ex. 2010-9-30,9:45:36.0)0
3.000 1Ipva000O0O
4.000 IPva0 0O OO
5. 000 Ipv6e0 000
6.000 IPV6ODO0O0O
7.00
8.00O
9.00
10.0000@OO0O0)
1: Alive(DOOO/ARTTOOOOOOOOO)
2: Dead( DO OO)
3: Delay(RTTO OO O)
11.1CMP Code/Type
12.0000@0O0000O0ONextHop MTU)
13_RTT[msec]
O Trap0000ORTTOODOO
140 1pv6 0000000000 @O0DO0O Dead O O)
BOIPVAOO0O0000000@O0O00 Dead O 0)
<pooooooo >
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O 350 Monitor-log node

m OJO0000OO@OoOoOooooooono (o)
(2 0opoooooo
goooooooooooboooooooboodg
<O 0O 0>
2010-10-5,18:15:15.0,0,133052,5
<gggg >
1.0000
O DateAndTime O OO DO OO OO (ex. 2010-9-30,9:45:36.0)0
2.cruo0dnd
ooOo300oboooobmioomocooonO
3.000000 0 [Kbyte]
4.0000000C Connection Trackingd O
goooOoOoOoOoOoOOo(E@CuODbOoooooOoooooooOo)Ooooobooooo

m 0000O0O0O(USB FlashO0ODO)OOOOOOOO

() 00O0O0oooO
00000000000000000000000000000000000 (1500 1000 Kbyte)D O O
000000000000 0000000000000000000000000000000(@O0
0000000)I00000000000000000000USE FlashODOODOOOOOOOO gzip
00000000000000000000000000000000000000
000000000000000000 (global noded schedule 000000000000 O)D00
0ooooooo

reachability 0 000 0000000000000 OO0O00OOCOOO0O0OOOO0OOOOOOOOO
00000000000000000000000

() Jooooooooooodg
0oo00oob0bo0O0obO0obOoboboobOoobOOobOOobDOoUOoboODuUuUse Flash O oooobOooO
USB FlashO OO OOOOODOOOO0OOOOOODOOODOOOOODOOOOoD@obooDoOoO)o
gbooobooob0obob0oob0bOoU0obO0bDOoboOooooOOobOobObOOoDODbDOusSB FlashDOooOO
gooooo
gooooboobooobooboooboobooboboobobobooobooboobooboboooo
gooobobooobon
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O 350 Monitor-log node

O OO0 command

nxri25#

nxri25#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxrl125(config)#monitor-log

nxri125(config-monitor-log)#

® reachability
ooooooo
Oping/ping6 00 0000000000000 00000O0OOOOOOOOOOOOOOO

ooboOoooo reachability (diskO]diskl) (Jthreshold logsize <150-1000> files <1-10>)
reachability (diskO]diskl) threshold logsize <150-1000>
reachability (diskO]diskl) threshold files <1-10>

0000000  no reachability

O No O no reachability

® resource
oooooog 00000000 00o0oooo300oooooooooooooooDoon
ooboOoooo resource (diskO]diskl) (Jthreshold logsize <150-1000> files <1-10>)
resource (diskO]diskl) threshold logsize <150-1000>
resource (diskO]diskl) threshold files <1-10>
ggooogd no resource
O No ] no resource

oooogooo

OOO000DOoOOoOOoDOoOOgiskodiskiOO)yDooooOouseoOOOOOO usB FlashO OO O
OOoO0o0D0O0OO0diskeDOOoOoooousei00onooouse FlashDOOOOOOODOOOOdiskl
gbooogoo

OlogsizeOO0OO0OMODOODOODOODOOODOODOODO
CfilesOO0O0O0OMODOOOOODOOOOODOOUOODOOODODOOO
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O 360 interface WiMAX node

interface WiMAX node

m UQ WiMAXO O
NXR-155-/C-WMO OUQ WiMAX OO D000 0O0ODODOO0OO00oOooooDoaoa

uQ
CERTIFIED

OuQwivaX O0ODOCO0O0D00O0O0O0O0D00OO00Ouw WiMX OO OOOWIMAX MAC OODOOOO0ODO
go0oO0o0oOODOwWINMAX MAC DO0ODODO0O0ODOODbO0ObObOO0ODO0ObOoUobOOobOobObOOoDOoDbO
oo

O 0obooouwwivxoboooooooooooboooooobooobooooowooo
gooobobooboboobobuoobooboboobo

O wWivX OO0D0O00OO00O0oo0ooOoboboobooboooooboboooooo

B WiNAXOOODOOOO

OWiMAXO Worldwide Interoperability for Microwave AccessO0 000000000 ODOOOOOOO
000oooooooowivaXOOOOOoOuw wiMXOoooooooo

OEthernet0 000 L2 ARPOOOOOODO

OIPvA00 0000000000000 0O0ODOO0
OIPVADODDODOODODHCPVAO DD DO D 0DOD0D0DODOD0DODOD0DO0o0oooo0ooooooooooo
320000 1PO0D0C000DDO0O0O0ODOOOOEthernet0 000 ARPO D OO DO OO O point-to-
point0 0000000000000 00O0

0000000000000 000000000000O00oOoUoOooOowIMMXOOODODOOoooo
ODHCPO O OO IPMAOODODO0ODO0O0OOOOODOODOOODOOOOOD /000000000
OwWiMAXO OO /00000SNMPODOOOO0DOOO0 up/downOOOOOOOWIMMXODOOOODO
0000000000000 O0Odd adminup/dowsn0 0000000000000 O0OOOOOOO
OOWiMAXO downOOOOOO0OO0ODOOOOODOOOOODOOOODDOOOODDOO
O0000000000000000000000000000Ofast-forwardingD 000000000

o WiMAXOODDOUOOODOOOO

oooowiMvXOooooDooooooooooooooooooooooooooooooooooom
!
interface wimax 0
ip address dhcp ODHCPO O OOOODO IPOODOOODDODOOOODO
ip masquerade gwoooooooooooboo
1

ip route 0.0.0.0/0 wimax 0 O WiNAXODOOOODOOOODOOOOOOOOODOOOOODO
!
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O 360 interface WiMAX node

interface WiMAX node

o 0O0O command

nxrl55#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr155(config)#interface wimax 0

nxr155(config-wimax)#

O ip redirects
ooooooo
OICMP redirectD type=s50 000000000000 O00DODOO0OODOOOODOOOODOOODOOO
000000000ORFC792(]
O0O00D0 Send redirect00000O0OOICMP redirect 000000000000 OOOODODOOO
opoooooo ip redirects
gbooooo ip redirectsdd (O0O)
O0O0ONoOODO  no ip redirectstl (0 0O)
ooooooo
0000 ICMPRedirect 0 0 OO OO OOICMP Redirect 00D D DO OO OHestO O DO O OOOOO
000000000 0oU000oooooooooooooO
0O Host A OHost B(192.168.1.100)0 0 IPv40 00 00O default gw(NXR) DO O OO OO
ONRODDOODODOOOOODO192.168.1.0/240 0 0 next hopd 192.168.1.2530 00000
OOORouter ADODODDOOO
O O0OO0OOnext hopd Router ADOOOOOHost ADOODODOOODODOOODDOOOHest AO
ICMP Redirect0 OO ODOOO
O Host ADOOOO Host BOODO IPvAOOOOOOICMP Redirect0 00000 next hopd OO
OORouter ADDOOOOO
OOO0OOOICMP Redirect 00000000000 DDOODODOOODODOOOOOOODOOODOOO
0000000000 forwardingD OO O OOOOO
PC B: 192.168.1.100

A
Lo e —
t |
|
T
192.168.1.0/24 :
|
ARETAYZI—F
192.168.1.0/24 (gw) 192.168.1.253 NXR Router A
192.168.0.254 1192.168.0.253
. - |
Send Redirect#3) -~ ‘ @ IP to 192.168.1.100 !
|
_____________ -
I 192.168.0.0/24
| @) IP to 192.168.1.100

(3) Redirect (Next hop=192.168.0.253) l
1) IP to 192.168.1.100

&

PC A: 192.168.0.100
Default GW=192.168.0.254
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O 360 interface WiMAX node

interface WiMAX node

O ip tcp adjust-mss

ooooooo

O Path MTU DiscoveryO PMTUDO O O OEnd-to-end 0 000000000 OOOOCOONIUODOOOO
0000000000000 0o00o0ooooo00000U000000oooooooooooooon
O000O0O0O0IPv4Ad00O0O0O0OO0O0 ICMP fragment needed 00000000000 OO0O0O0O
000000000000 00oooOooePNTUOO0ODODOODOODOOOOOOOOODOOOOPMTUD
0000000oooooooooNuo00000000000o0ooooooooo00DOOEnd-
to-end0 00000000000 DODOO0ODODOODOOODOOOOOTCPODO  SYN/SYN-ACKOD OO O
oMssOODOOO0OO0OO0OO0ODOOO0OO0000ooooooooooTCcPOODODODOOOODOOOOOOO
00000000000 ooooooo0oo0oo0o0ooooooooooooon

goooooo ip tcp adjust-mss (auto]<500-1460:bytes>)

goooooon no ip tcp adjust-mss

JO0OO0ONOODO  no ip tcp adjust-mss

ooooooo

OlvAD 0000000 0oooTcPOOODOOOOOOOOOTCPOOOOOOOOOOOODODODO
000000000oooooooooosssoooooooo

O000000ONSSO0DD0O0O000000autoc00000000ONMSSOOO0O00OOMSSOOOOO
00ooooooooooooo

0000000000 OoOooMssOoooooooooNMsSsSO000oooooooooooooog
ooo

guwprPOICMPO O O0O0O0ODODODODODOODOOODOOOODOOOOOOOODFOODODOOODODDOO
gdoooo0000000O0O0000U00000U0U0UDUUDUOOODO

(O no ip tcp adjust-mssO0 000 O0OOOTCP MSSODODOODOODOOOOODO
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O 360 interface WiMAX node

interface WiMAX node

O ip mask-reply
ooooooo
OOpenviewO OO OODOOOOOODDOODODOOODOOODOOODOO ICMP address mask request
Otype=1700 0000000000000 ODOODOODOODOODOOOOOOOOOOODOODOODOO
o0o00ooO0oo0oooooooboon
OODOOOOOICMP address mask request 00000000 ODO0ODOOOOOOOOO
oooooon ip mask-reply [ ICMP address mask requestd 00O 00O [T

ooooogn no ip mask-replyl ICMP address mask requestd 00000 O
OO0ONoO OO no ip mask-reply
goooooo

O ICMP address mask request/reply0 0000000

ISP~ __Ppp0 (10.0.0.196/32)

//J“ ICMP address mask reply A3

s
&

NXR#2
192.168.0.253

a NXR#1

192.168.0.254

i A
ICMP address mask replyh'%h Request (to 10.0.0.196)

Request (to 192.168.0,254)

192.168.0.0/24

| Reply (mask=255.255.255.255)

Reply (mask=255.255.255. zss)l

S

OpenView
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O 360 interface WiMAX node

interface WiMAX node

O ip arp reachable-time

ooooood OOOOARP ODO00OO00O0OO00O0D0OO0OO0OOOOO0

ooooooo ip arp reachable-time <30000-3600000>

ooooogoo ip arp reachable-time 30000

OO0ONeO OO no ip arp reachable-time

OO00O0O00O0d showarp OOOOOO0OOOOOOREACHBLED DO OODOOOODOO
000000M00.5 0 1.50x% reachable-time0 00000000000

O ip arp queue length

ooooooo

OEthernet/VLAN/WINAXO OO OO OO OO IPVMAOODOOOOOOOOOODDOOO next hopO O
MMCOOOODOODOOOODODDODODOOODOOOOOOoOOMAMCOOODODODOOOD0O0OO queueingD OO0
Oooooooooooog

ooooogoo ip arp queue length <1-1000>

ooooooo ip arp queue length 3

OO0ONOODO  no ip arp queue length

ooooooo

00000000 Ethernet/VLANWINAX) O O OO OOODODOOOOOO

OQueve0 000000 O0DODOOODOOOODOO

OO0 queued queueing0 0000000000 DOOO0ODOO0ODOOODDOOODODOOOQueue
0000000000000 0000o00000Oqueted 00000000 OCOOO

O ip access-group

ooooooo

Oglobal node0 0000 ACLOODDOOO0ODDOODOOODODODODOODOOOOOOODODOOO
ooooooo

oooobgon ip access-group (injout|forward-in|forward-out) IPV4-ACL-NAME

OO00ONoOODO  no ip access-group (inJout]forward-in|forward-out)

Ooooooo

000000 0DOO00DOCOO00DOO00DOOOO0OOoO@OOd Packet TravelingD O O)O OO
00400000

in(local input) NXROOOOOOODOOOODOOCOOODOOOOOOO

out(local output) NXRO O OO ODOODOOOODOOODOODOODOODOO

OO00000boOoOoobooOooNROOOCO0ODODOOOoDOoOoooogooog

forward-in NXROOOOOOODOODOODOOOO forwardingOOODOODOOOOOOODO

forward-out NXROOOOOOOOOOOOOOO forwardingdOOOOODOOOOOOO

OmacOOOOOACLOODoutODODO forward-out0 OO0 O00O0O0ODOOOODOO
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O 360 interface WiMAX node

interface WiMAX node

O ip masquerade

ooooooo

gooooooOoooOoUoooOoOooooboOooUooOoUooogIPv4d0O0OO0ODOOOODOOO
OOv4a0000000000000000

ooooooo ip masquerade 0O0O0O0O

gooooon no ip masqueraded O OO

OO0OO0ONoOODO  no ip masquerade

ooooooo

O0O0O0O0O0O0DOOO0O (Ethernet/VLAN/PPP/Tunnel/WiNAX)) D O OO O OOOOOODODO

gTcp/UDP/ICMPO 0D D0O00DDOOO0OOODOOODODOOODOOOODOODODOOOOOO

gipve0O0O0O0OO0IIPOOOOOOOOODOOOO

Oforward out/local output 0 000000000000 O0OOOIPODDODOODOOOODODOODO

O ip (snat-group]dnat-group)

goooooo

Oglobal node0 0000 SNATOOODNATOOODODOODDOOODODOODDOODOStatic NATO
gooooOoooooooo

OSNATOO OO OO0O00O0O0ooooooooDNATO OO O0000ooooooooooon

goooooo ip (snat-group|dnat-group) NAT-NAME

OooONeO OO no ip (snat-group]dnat-group)

00ooooo NATODODOODOOOiup snat/ip dnat)d O OO (global node)D 0000 O

O ip spi-filter

ooooooo

0000000000 0DOO0DOOSPIO Stateful Packet Inspectiond 00000000 OOO

jooodoooooo0o0oo0ooooOdUoooOoo00oDoOOoUoDoO0UooDoDOoOooDoOoOooDoDOg
oooo

gooooon ip spi-filter 0OO0O0O

0oooogno  noip spi-filterD OO O

goONeO OO no ip spi-filter

ooooood

000000000 0O0ODOestablishedD OO related 00000000000 OCOO0ODODOO0ODO
OEstablishedOD O O0O0O00OO0O0O0OOCOOOOODOOOODOCOOODOOODOOODODOOOOOO
ORelated 0000000000000 DOO0ODOOOODOOOOOOFPOO0ODDOOODODOODOD
oooo

00000o0o00ooDO000syn000000OoOoO00ooOOoO0ooOoOOoooDoDooo

gsPIOOforward inO0O0O local inputO0 000000000000 DOCO0OOCOODODOOODOO
ooooog
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O 360 interface WiMAX node

interface WiMAX node

O session invalid-status-drop-interface
goooooo
Osession invalid-status-drop O O (global node00)0 0000000 O0DOOO0OOOODOODOO
oo
O0000Odefault 0O0O0OOO
0O00O0Oo00O  session invalid-status-drop-interface enable
goooooon no session invalid-status-drop-interface enable
O0O0ONoOODO  no session invalid-status-drop-interface enable
ooooooo
000000000000 0D000000000DO0d0OOdglobal node O session invalid-status-drop
0000000000000 0o0oo000ooooooooooo0o000dwimax 0 OO0
gdoooOoOoOoOoOoOoOoOoOoooooo
- global node O Osession invalid-status-drop OO O0OOD0O0O0O
nxrl55(config)#no session invalid-status-drop enable
-0000000000ooooooooooooo
nxrl55(config)#interface wimax 0
nxr155(config-wimax)#session invalid-status-drop-interface enable

O netevent
ooooood

0000000000000 0000 WiMAX O connect(D OO disconnect) DD 00000000
0000000  netevent <trackid:1-255>|<trackid:2048-4095> (connect|disconnect)
gooONoeO OO no netevent

O ip webauth-Ffilter
ooooood
OwebOOOODODODOOODOOOOOOOOOOODOOOOOOOOOOODODODOODOOOOOOODO
CO0O00OO0OwebhODOOODOOOODOOODOOOODOOO
OwebODOOOODOOODOOODODOODOOOODOOINOUTODODOOODDODOODDODOODODOOOO
OObefaultDOOOOOOOOO
gooooon ip webauth-filter (forward-in]forward-out) WEBAUTH-ACL-NAME
OO0OO0ONOOO  no ip webauth-filter (forward-in|forward-out)
ooooooo
OwebOODODOOOOOODOODOOip web-auth access-list 0 0O O Oglobal noded 00 OO
ooooog
OWebOOOOOOOOWeb Authenticate node0 0 O0O00OO0OOO0O
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O 360 interface WiMAX node

interface WiMAX node

O ipsec policy

0000000 0OO00OooooooooogolrsecdDOdDODODODOOOOODO

ooooogoo ipsec policy <local policy:1-255>

goOONO OO no ipsec policy (J<local policy:1-255>)

ooooooo
0oooooooogolpsecO 000000 0ODO20000000000000001Pv40 IPv6eOO
000010000 IPsecO0 0000000 DOOUODOOODOOODO

O ipsec policy-ignore

ooooooo

OlIPsec policy 000000000 OD0OOO0OODODOOOOOOIPsec policy 000 any O0OQO0O
000000000000 000 1IPsec OOO0ODODOO0ODDODOOODDOOODDO

ooooogoo ipsec policy-ignore (]input]output)

gooobooo no ipsec policy-ignorell 00O O

OO0OO0ONoOODO  no ipsec policy-ignore

ooooooo

Olnput0 0000000 Oinbound policy check 0O O0OO0OOOOOIPsec OO0DOODOOOODOODO
000000 D0o0ooooooooooooooooooog

Ooutput OO O0OOOCOOOO0ODOCO0ODOOOODOOCOODOOODOOOIPsec policy DOOO
OO0000poO0ooooooooo
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0O 360 interface WiMAX node

interface WiMAX node

m QoS
gooooon QSO DOooonono

o HTBOOO

ooooooo queue policy POLICYNAME bandwidth <1-1000000> (]ifg-pa-fcs)

ooooooo
OHTBOOODOOOOOclass policyDOOOODOODOO class policyD OO OOOO
JO000d00dclass policyO 0000000 classO0 0000000 OO00OONO class policyd OO

00000000 HWHBOODOOOODO

ObandwidthO Oclass policyO 00000000000
Oifg-pa-fcs(OO0)0D0ODOOO0O0ODOOOOO0OODRefault0OOOODO

o PQUOOO

0O00O00o0d  queue priority-group <PRIORITY-MAP-NUMBER:1-32>

ooooooo
OPQUOODOOODOOglobal node0 0000 priority-map0 000000
OO00000priority-map0 00000000000 O0DOOO default classOO0O0O0O0O0O PQO
OO0O00O0O0oOoogogoOopriority-map000000CO0O0OOPQODOOOOODOO
O00OclassOO000D0O0OO0ODO0ODO0OOOdefault classO 00000 0OOOOO

o SFQUOO
00o0oooogd  queue fair-queue

o FIFOO OO
goooooo queue fifo (Jlimit <1-16384>)
goooogoo IlimitO FIFCOODOODOOO0OO0OOODOO0ODOOD0OOO

o TBF(shaping)d OO
ooooooo
queue shape <RATE:1-1000000> <BUFFER:1-1000000> <LIMIT:1-1000000> (]ifg-pa-fcs)

ooooooo

O <RATE:1-1000000>  Shaping0 OO (Kbps)D OO OO OO

0 <BUFFER:1-1000000> Bucketd O O O (bytes)D OO OO OO

O<LIMIT:1-1000000> TokenO DD O ODODO0ODODOO0OODOOOOOODOOODOOOOOOOO (bytes)

ooooooo
Difg-pa-fcs(U 0 )0 00000000000 ODefault0 00000

o no queue

goooooo no queue
goooooo 0000000 queue 00000 Odefault queuel pfifo_fastO 0 OO0 0000
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0O 360 interface WiMAX node

interface WiMAX node

m QoS (O DO)

o classify

gooooogo classify (inputjoutput) route-map ROUTEMAP

ooooooo

0000ooO000oooO00ooo00ooo0io0doDooodooQinputd outputO OO OO
ocooooooogoo

Oinput0O000O000OD00ODOOOOPRE-ROUTING(O O O Packet TravelingD O O)ODOOODOOODO

OoutputO OO DOCOOOODODOOOOPOST-ROUTING(O O O Packet TravelingO O O)ODOOOOOOO

o no classify

ooooooog no classify (]input]output)

ooooood

Jopooooooooooooooooooooooodg

Mno classifyO0 OO0 O0OO0OO0OGnputO output) D OO OO O0OOOOOOODOOODODOO
input0 00 outputD OO OO OO

e ifg-pa-fcs

0000000000000 000000000000000000000000000 0 shapingd
OJOFCSO IFGO PAOODODOOOOODOOD rate0 00000 ODODOODOOOSshaping rated 000
O000000O00Ethernet0 0000000000000 OOOO0OFRCSO IFGOD PADOODDOOO
00000000ooooo0oooDo0o0ooooooDo0oO0DoO0ooOooDOoDododEethernet/
WiMAXOOODOODOOODOOOOODOOshaping rated 0000 OIFG(inter-frame-gap 0 O OO 00O
12000000)IFCS@OODn)OPA(preamble:80 0 0)0 000000 O0OODOOODOOOOOOO
000000000 0ooo00o0ooO000oo0UoDoo00ooo000oDoOo0o0ooDoDOooooo
Default 00 OODODOOOOOOOOIFGOPAORCS DOOODODODOOODOOMM
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ooobObooooboooa

UODODOOOODOETHER 10 1IPOD0O00ODO0DLO0OO0O0O0OOO0ODOETHER 10 IPOODOOODOO
gbooooboobgoobobgn

1. Console(CD OO Telnet) O OO OO OOOOODODOO

Century Systems NXR-130 Series ver 5.1.0

nxrl30 login: admin

Password:

Century Systems NXR-130 Series ver 5.1.0 (build 47/17:36 03 04 2009)
nxr130#

2. “ configure terminal” OO O OOOCONFIGURATIONOD O OO OODOOOO
nxr130#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxrl30(config)#

3. “ interface ethernet 1” 00O O OO interface node0 OO O0O0O0O
nxrl30(config)#interface ethernet 1
nxrl30(config-if)#

4. 1POODO0O0OOOODOODOOOODOODODOO
nxrl30(config-if)# description ETHER 1 ~000o0ooooboooooo
nxrl30(config-if)#ip address 192.168.1.254/24

5. “exit" OO0O0O0O2000000view nodeC 000000
nxrl30(config-if)#exit

nxr130(config)#exit

nxr130#

6. “ show config" OO O UODOOOOOOOOOOO
nxr130#show config

!

00000 00ooooooooon

!

interface ethernet 1

description ETHER 1

ip address 192.168.1.254/24

1

nnoooooobooobooooon
!
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OOPPPEOODONO

PPPOE 000D ODOOOOODOODOOOOODOOOOODOODOOCOODODOODOOOOCN IPvel O
gomwppvdd BOODOOODOODOOODOOODOO

18—

T—INETL
/ADSLE T L

nxr130#show config
!

I Century Systems NXR-130 ver 5.1.1 (build XX/11:43 07 05 2009)
!

hostname nxr130 ~goooooo

!

1

ipv6 forwarding ~IPv6000000000O00O00ODO0O
fast-forwarding enable 000000000000 00D0000DOoon
!

!

12tp 0 < OCN IPV6O O OO L2ZTPOCOODOODO

tunnel address XXXXXXXXX.ocn.ne.jp OCN IPve O OO OOOOOXXXXODOOoono

tunnel ppp O « PPP over L2TPO OO
1

1

interface ppp 0

description OCNv6 ~PPPOOODOOO OCNVG O OO
no ip address
ipv6 dhcp client pd AAA — DHCPv6-PDO prefix delegationT O O O
mtu 1390 ~PPPOODOOCOOODOMUOOOO
OOCN IPv6O0DOO0DOODOO 13900000
ipv6 tcp adjust-mss auto <~ IPv6 0 TCP MSSO auto(0 OO O )OO DO
ipv6 access-group in dhcpv6 ~O00000ooDbHCPv6 OO OO ODODODOODOODDO
ipv6 spi-filter ~IPv6O SPIOOODOOOO
ppp username XXXXXX password hidden XXXXXXX —~PPPOO00O0OO0OOOIDOOOOOOOOOO
no ppp ipcp enable ~IPCPOODOODOO
ppp ipvecp enable ~IpveCPOOOOODO
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OOPPPOEOOOO

interface ppp 1

description B-flets XXX < PPPIOBOOODO

ip address negotiated ~0omwooo

no ip redirects ~ICMPOO0ODOODOOODOODOO

ip tcp adjust-mss auto < TCP MSSO auto(D OO DO)HO OO

ip access-group in upnp ~do0oogovunrPOO0O0O0OO0OOOOOODOO

ip access-group forward-in upnp ~gJoooooovuwrPOOOO0OOOOOODOODOO

ip access-group forward-out private ~0000000private0 0000000 OOOODOO
Mmoooooo

ip masquerade —ppplO00OOOCODOIPOODOODOOOOODOODO

ip spi-filter ~ppplOO00OODOOSPIDOODOOO

ppp username XXXXXX password hidden XXXXXX < PPPOO0OOOOCOOOINOOOOODOOOO
!

interface ethernet 0

ip address 192.168.XXX.XXX/24 ~ethernet 0000 OODOOCOIPOODOODOOO

ip access-group in netbios ~do0oogoNetBlOSOODOOOODOOOODOODOO

ip access-group forward-in netbios ~gJbhOooogoNetBlOSOODOOOODOOOODODOO
ipv6 address AAA ::254/64 <~ DHCPV6-PDO D DD OIODONOIODOOODOOOOODODO 2540
ipv6 nd send-ra — RAO Router advertisementU 0O OO0

interface ethernet 1

no ip address ~ethernet 100000000 IPOOOOODOOO
ip access-group in upnp ~gooooobovuwrPOODOODOOOOOODOO
ip access-group forward-in upnp ~Jo00oogounPOODO0ODOOOOOOOOO
pppoe-client ppp 1 —pppoe0 00 0O0OODOOOPppplO O

!
interface ethernet 2

shutdown —~ethernet 2000 000000000O0O0O0OO

no ip address
!

dns
service enable ~DNSOOOOOooooon
address XXX.XXX.XXX.XXX <DNSOOOOooo

address XXX.XXX.XXX.XXX
1

syslog

local enable ~syslogUDOO0ODOOODOODOOOO

!
snmp

security 192.168.XXX.XXX/24 ~SN\WPOOO0O0ODOOCOO0ODOOOOOOO
syslocation XXX ~ syslLocation 0 O O

syscontact XXXXXX ~ sysContact 0 O O

sysname nxr130 ~ sysName OO O O
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OOPPPOEOODOO

ip route 0.0.0.0/0 ppp 1 ~IPvAOOODO0O0DOODO0OppplO0O0O

ip route 192.168.110.0/24 192.168.XXX.XXX ~-doo0odoooooooooooon

ip route 192.168.120.0/24 192.168.XXX.XXX

ip route 192.168.130.0/24 192.168.XXX.XXX

ip route 192.168.140.0/24 192.168.XXX.XXX

ip route 192.168.150.0/24 192.168.XXX.XXX

1

ipv6 route ::/0 ppp O ~IPve00000O0D00O0O0O pppod

1

ip access-list nethios deny any any tcp any range 137 139 ~NetBlOSOOOOODOOO

ip access-list netbios deny any any udp any range 137 139

ip access-list netbios deny any any tcp 137 any

ip access-list nethios deny any any udp 137 any

ip access-list private deny any 192.168.0.0/1600 OO0 0000 OD0OO0OOCODOOOOODOOOO

ip access-list private deny any 172.16.0.0/12

ip access-list private deny any 10.0.0.0/8

ip access-list upnp deny any any udp any 1900 ~UPnPOOODOOOOO

ip access-list upnp deny any any tcp any 5000

ip access-list upnp deny any any tcp any 2869

1

ipv6 access-list dhcpv6 permit any any udp range 546 547 range 546 547
~DHCPV6 O OO OO OOO
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ooL2tpvd0 OO0

20000 LLTAVOOD0O0O0O0O0O0OOENd to EndO0 < nxrlODDOO >
Ethernet0 00000000 DOOOODOOOOO 1
12tpv3 hostname nxrl 00000000

A
I

12tpv3 router-id 192.168.200.254
~0gooip

!

12tpv3 tunnel 1

description nxrl-nxr2

tunnel address 11.11.11.11

<00 LCCEOWANO IPO DO OO

ETHER 0
nxr—1 tunnel hostname nxr2 OO LCCEOOTOOO
ppp0: 10.10.10.10 tunnel router-id 192.168.200.253

~00LCCET 1D

LAN A: 192.168.0.0/24

1

12tpv3 xconnect 1

description nxrl-nxr2

tunnel 1

xconnect ethernet 0
~l20000000000000

xconnect end-id 1

|

L2TPv3 Tunnel

Internet

L2 Service
|

ppp0: 11.11.11.11 ~0O0LCCEO end-idO O OO OO0
nxr—2 |
ETHER 0 :

LAN B: 192.168.0.0/24 <mnxr2000 >

1

12tpv3 hostname nxr2

12tpv3 router-id 192.168.200.253
!

12tpv3 tunnel 1

description nxr2-nxril

tunnel address 10.10.10.10
tunnel hostname nxrl

tunnel router-id 192.168.200.254
1

A
|

12tpv3 xconnect 1
description nxr2-nxril
tunnel 1
xconnect ethernet 0

xconnect end-id 1
!
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OOiPsecOOOO

Oodoooogo wpsecOdOOODO 101000
goooooooooo
<O0Oo0oOod >
00oooDoOoooooooPepPPEOOOOOOO
od0o0ooobDobOOoOooooooooooog
ogoooboooooood
24— 192.168.1.0/24 OlPsecO0 00 0O0O0O0OOOOOOOOINPsec OO
ogoooboooooooooo
glPOd0dO0O0OOODOODODOOOOOOO

ETHER 0: 192.168. 1. 254/24 oooooooooo
anxr—I 000000 IPO0D000DODaggressive

ppp 0:10.1.0.1 00000000000
gpsSkKOODOOOOODOO” centurysys”
ooooo

I
A
I

PPPoE

<000ooooo s>
nternet

|Psec Tunnel
PPPoEI_\ ]

ppp 0: BRYIP
nxr—2
ETHER 0: 192.168. 2. 254/24

Mra: 192.168.2.0/24

AN
|

I'____
|
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OO0OIPsecOOOO

<nxr-1000 >
!
ipsec local policy 1
address ip
!
!
ipsec isakmp policy 1
description to nxr2
authentication pre-share centurysys
~ PSKO” centurysys” OO0
keepalive periodic clear
~0000000000000OO0OO0sADDOOD
hash shal
encryption aesl128
group 14
isakmp-mode aggressive ~ aggressive 1 0 0
remote address ip any ~ogoooaie
remote identity fqdn nxr2.desu
000 1ID000 (FQDN)
local policy 1
!
!
ipsec tunnel policy 1
description to nxr2
negotiation-mode manual
~0000000000000000
set transform esp-aesl128 esp-shal-hmac
set key-exchange isakmp 1
~0oooIsakvwooooooooo
match address nxr2
~IPsecO0DODOOOOO"

nxr2" JO0O00000

!

!

interface ppp O

description test

ip address 10.1.0.1/32

ip tcp adjust-mss auto

ip access-group in in-ppp0
ip masquerade

ip spi-filter

ppp authentication pap

ppp username user001@xxx.com password user001
ipsec policy 1

~O0omwrgooo
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1
interface ethernet 0
ip address 192.168.1.254/24
< LANODO IPOOOO
!
interface ethernet 1
no ip address
pppoe-client ppp O
1
interface ethernet 2
no ip address
!
!
!
ip route 0.0.0.0/0 ppp O
1
ip access-list in-ppp0 permit any any 50
~ESPOODO
ip access-list in-ppp0 permit any any udp
any 500
~ ISAKMPO O O
ip access-list in-ppp0 permit any any icmp
1
ipsec access-list nxr2 ip 192.168.1.0/24
192.168.2.0/24
~srclP dstiPOO0O0ODOOO



O0OIPsecOOOO

<nxr-2000 >

!

ipsec local policy 1

address ip

self-identity fgdn nxr2.desu

~00000 ID(FQDN)

!

!

ipsec isakmp policy 1

description to nxrl

authentication pre-share centurysys
keepalive 10 3 periodic

hash shal

encryption aesl128

group 14

isakmp-mode aggressive

remote address ip 10.1.0.1

~goooowagdImwproooo

local policy 1

!

!

ipsec tunnel policy 1

description to nxrl

set transform esp-aesl28 esp-shal-hmac
set key-exchange isakmp 1

match address nxrl

!

!
interface ppp O

description test

ip address negotiated

ip tcp adjust-mss auto

ip access-group in in-ppp0

ip masquerade

ip spi-filter

ppp authentication pap

ppp username user002@xxx.com password user002
ipsec policy 1
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1

interface ethernet 0

ip address 192.168.2.254/24

~LANODO IPOOOO

!

interface ethernet 1

no ip address

pppoe-client ppp O

1

interface ethernet 2

no ip address

!

!

!

ip route 0.0.0.0/0 ppp O

!

ip access-list in-ppp0 permit any any icmp
ip access-list in-ppp0 permit 10.0.0.1 any 50
ip access-list in-ppp0 permit 10.0.0.1 any
udp any 500

!
ipsec access-list nxrl ip 192.168.2.0/24
192.168.1.0/24

~srclP dstiPOOOOOOO



ooo0b0oooooooao

NXROOOODOOODOOOOOOOOOOOOO0ODOOO0DOOO0ODODOO0OOOoOoOooooog Web
ooooooooooogo
http://www.centurysys.co.jp/router/list_mobiledata.html

gbooboobooboboobooboobooboboobooboobobboboobobobo
gboobooobooboobobooboobooobo

1. 0000000000000000000000d0Oshow mobile 0 apO0 0000 APN: emb.ne.jp”
OCIDOPDP Type OO OOODODODOOOODOD APN: emb.ne.jp” O CIDO 10PDP Typed IPO OO
nxr120#show mobile 0 ap

CID o1

PDP Type : IP

APN : emb.ne.jp
CID t 2

PDP Type : PPP

APN . rtc.data
CID : 3

PDP Type : IP

APN - 3g.commu

2. 00000000OCIbDOPOP TypeOOODDOODODOOODOODODDODO
nxr120#show config
oo0boopoooog
!
interface ppp 0
description 3G
ip address negotiated
no ip redirects
ip tcp adjust-mss auto
ip masquerade
ppp username em password em ~goommpoooobooood
dial-up string *99***1# ~cid0 10000000 ®OOO
mobile apn emb.ne.jp cid 1 pdp-type ip ~ cid 10 pdp-type O IP
ooooooooog
1

mobile O ppp O ~g00ooodOppp 0OODO

!

ip route 0.0.0.0/0 ppp O ~IPVA000O0O0ODODODODOO pppoO OO
end
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OOQeSOOONO

QeSs(PQYU OO DDOOOODOD

OO0 ADOODO BO OO C(LAN:-1000Mbps)D O WAN:100Mbps O UDPO OO OODOOOCOODOOOOO (PQO
0000000000000 00DO00000O0O 4mppsO OO0 0Opppo 00 O0O0OOCODOODOODOA:
40MbpsO B:40MbpsCO C:20Mbps D O OO O (OO OOODCOOOWANDODOOOODOOOOODO)O

priority:high ->
AR A:192.168.0. 1

-

priority:normal -> 1000Mbps

imA B:192.168.0. 2

priority:low —>
“fffi-ﬁﬁﬂic:192.168.0.3

priority-map 1 high ip mark 1
< MarkOODOOOOODOO
priority-map 1 low ip mark 3
« 1:high, 3:low, O 00O :default(normal)
1
interface ppp 0
description pppoe
ip address negotiated
ip tcp adjust-mss auto
ip masquerade
ppp username XXXX password YYYY
queue priority-group 1
~ PQODOOOoooo
!
interface ethernet 0
ip address 192.168.0.254/24
classify input route-map RMAP1
1
interface ethernet 1
no ip address
pppoe-client ppp 0
!
route-map RMAP1 permit 1
match ip address listl
~ 000000000000 OACL: listl)
set mark 10
~ MarkOODOOOOOO:high)

280

eth0:192. 168. 0. 254

NXR

route-map RMAP1 permit 2
~ 000000000000 OACL:Tist2)
match ip address list2
— default class(nrormaD)0 000 0O0OCOOO
set mark 2
!
route-map RMAP1 permit 3
match ip address list3
~ 000000000000 OACL: Hist3)
set mark 3
~ MarkOODOODOODO3:1ow)
!
!
! QesOODOOoUODODOObODOoDoOoO
class access-list listl ip 192.168.0.1 any udp
class access-list list2 ip 192.168.0.2 any udp
class access-list list3 ip 192.168.0.3 any udp
1

end
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Packet Traveling

1. IP filteringOOOOO

INPUT/0UTPUT/FORWARDO O filteringD OO0 O OO0O0DOOMM O OOOODO O APsec input/output policy
checkJ OO O O SPD(Security Policy Database) 00O O0O00OODOOOOESPOODOOODODOO/
ESPOO00OCO0OOOO0DOCOOO0ODOOOUODOCOOmtchOd0O0DOOOOODOOOODO

o INPUT
(1) invalid-status-drop filter
O invalid-status-drop in filter(SYSTEM)
O invalid-status-drop in filter(interface )
(2) SYSTEM filter
OTCP connectionO OO
(3) IPsec input policy check
OlPsec ESPOOOO0DOOCOOODOOOOOO
(4) USER input filtering
(5) SPI check
(6) Serviced filter(UIO OO ODO filterdO)

o FORWARD
(1) invalid-status-drop filter
O invalid-status-drop filter(SYSTEM)
O invalid-status-drop forward-in filter(interface )
O invalid-status-drop forward-out filter(interface )
(2) SYSTEM filter
O Session limit
(3) IPsec input/output policy check
OlPsec ESPO0O0OODOODODO Ooutbound policyO matchOD OO OOOODOODOO
(4) UPNP filtering
(5) USER forward in/out filtering
(6) SPI(input/forward 0 O 0)
(7) WebD OO forward in/out filtering

o OUTPUT
(1) IPsec output policy check
(2) IPsec outbound policyO matchO OO OOOOOOOO
(3) USER output filtering
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Packet Traveling

2. NATOOOOO
NATOOOOOOOO000000000

o INPUT
(1) SYSTEM DNAT
(2) UPNP I DNAT
(3) USERD O DNAT(Static NAT)

o OUTPUT
(1) SYSTEM SNAT
(2) IPsec policyUmatchOO OO OOOOO0OOONATODOODOOODOODOO
OO000OIPsec snat-policy 00000000000 NATOOOODOOOODOO
(3) USER [ O SNAT(Static NAT)
(4) IPv4 Masquerade
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Packet Traveling

3. NXR Packet Traveling
NXRO Packet 0D O OO OODOOODOODODODOOODO NATO filtering packet coloringOd 00O OO
oooooono

Packet={E
__________ l-_________- Network

PRE-ROUTING
() conntrack

@ packet coloring

(3 DNAT

NXREB &~ MDpacket \ fthDaddress~Dpacket

@ routing process

Y v

INPUT ® inbound SPD& &
® input filter
v
Y @ oudbound SPD&

®) inbound SPDI& &

A 4 \ 4
Local Process FORWARD
s forward-in

Y
) routing process

forward—out

A 4

outbound SPD#& %

A 4

OUTPUT
@) conntrack

A output filter

Y

POST-ROUTING

(13 packet coloring

Packeti%{E
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Packet Traveling

o Packet forwarding [l
- PacketO O -

g

Conntrack

conntrack 0 0000000000 MMOOOO0D0O0O0OO0OD0OO0O00O0O0OODOOTonntrackO O
O00O0Osessiond OO0 (global node) D OO OOO0OODOOO

Packet coloring(input)

Destination NAT

OO0OONATOOOOOUNPIHODODOoooOooooao

Routing Process

IPsec inbound SPD(O 1)0 O

ESPOO OO OO packetd OO OO policy checkO OO O OO OESPO OO O packet D plain-text
O00oO00oO0bDOoOoO0OOdropdOOOOOOOipsec policy-ignore inputO0 00000 O0OOO
OO0 checkDOOOODOODO

IPsec outbound SPD(O 1)O O

ipsec policy-ignore output O OO0 OO0 0000 OOOpolicyD OO OOOOOOO

Packet filtering

gooogrp filteringDOOOO(FORWARDY D D OO OO OODOO

Packet coloring(output)

Source NAT

JOoOoONATODOODOOUTPUMHODODOOOODODOO

- PacketO O -

o PacketOO OO (NXROOO)
- PacketO O -

g

Conntrack

conntrack 0 0000000000 MMOOOO0D0O0O0OOD0OO0O00O00OOODOOonntrackO O
O00O0Osessiond OO0 (global node) D OO O OO0OODOOO

Packet coloring(input)

Destination NAT

OO0OONATOOOOOUNPIHODODOoooOooooo

Routing Process

Packet filtering

goooglrp filteringOOOODOJNPUDHOODOOODOODO

IPsec inbound SPD(O 1)0O O

ESPOO OO OO packetd OO OO policy checkO OO O OO OESPO OO O packet D plain-text
O00oO00oO0bDOoOoO0OOdropdO0ODOOOOOipsec policy-ignore inputO0 00000 OOOO
OO0 checkDOOOODOODO

--> ESP packet 000000 /decrypt 0O 0O OO0 OO0ODODO

--> NXR local process
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Packet Traveling

Packet OO OONXRO OO OO

- NXR Local ProcessU PacketO O -

O Routing process

0 [IPsec outbound SPD(O 1)0O0 O

0 Conntrack
conntrackD0 OO0 00000000 DOOCO0O0ODOCOO0O0ODOOOOO0DOOOOxonntrackO O
O00Osessiond 00O (global node)D 0O OCOD0OODOOODO

O output filter
Ooooolrp filteringOOOOO@QUTPIMHOOODOOOOODOD

0 Packet coloring(output)

O Source NAT
goooONTOODOO@uUTPIMHOOOOOOOOOO
SNATOODOODOOODOODOODO IPsec outbound SPDO OO OODOODODOODOO ipsec policy-ig-
nore output 000000000 OO00policyD000O0D0OO0OOODO Policyd matchd O packet
OOencrypt0 0 OO 0ODOOUTPUT chain --> POST ROUTINGO O OO OESP packet0 0 OO OOOO

- PacketO O -

@D
IPsecO00000D0COCO00MDOO0OO0ODOOOOOODOOOODODOOOO{discard(OOIOO
O00)dbypass(IPsecO0000OO00OO)Dapply(lPsecO0 0000 ODDOODOODOODOODOO SP
(Security Policy)DOSPODOOODOODOODOOOD SPD(Security Policy Database)d [0 O

SPD 0 0 O inbound SPDO outbound SPDO OO OO OOOOODODOO policy checkd O O inbound SPD
000000000000 O000 policy checkO O Qouthound SPDOOOOOOOO
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OO0 cOPolicy based IPsec 0 Route based IPsec

O O Policy based IPsec

1. Policy based IPsec

OODOOONXRO IPsecO policy base OO OO D0DOD0OODO0OODOODOOOOODOODOPolicy base O
00000000 routing tableD 0000 Opolicyd matchO O packetO OO0 ESPOODOOODO
IPsec ESPO 000 packetJ 0 0O O O filtering O NAT(SYSTEM NATO O O)O O OODODOOOODODOO

1.1. IPsec policy matching
policy O match 0 O O packet O routing tabled 0O O O forwarding O O 0O O O policy O matchO O O
OO0 route0O000O0OO0OOdrop000ODO0O

1.2. ESPOOOOO

1.2.1. IPv4 DFO O PacketO ESP O

IPsecd 000 PMTU discoveryOD OO OO O0OOODOOOODRFhitO 1000 tunnel MTUOODOODO

OO00000OO0O00 tunnelingDOOOO0OD0OCOOOODOO outerd IP header O DF bitOO OO0
ooooooDooo

OO0OIPsecO OO0 PMTU discoveryO OO OO OODFhItO 1000 tunnel MTUDO OO OO O frag-

ment needed D 0000000 Opacketd drop0000OO0OODOOOouterd IP header O DF bitO

O Otunneling packet0 0 OO0 O0O0OO0OO

1.2.2. 1Pv6 Packet O ESP O

IPV6O 00O IPMO0ODO0ODOOO0O0ODOOOO0OOIPV6ODOOONO routerd fragment0D 00O DO
O OPMTU DiscoveryO0 O OO0 fragnent0 00000000 packet size0 0000000 ODOOOO
OO0O0Obefawlt0 000D O0OODOO0ODOOOOODODOOO
OOONXRO O tunneling 0 O O 0O O tunnel header taxO OO OO0 OO OODO packet size O IPv6
OO0 MTU(1280bytes) D 00000000000 O00ODOO0ODODI1200000000000000000O
OO000000128000000 packet000000D0O0OO00OO0ODOCOCOOODOOODOOOODOOO
oooooooogo

000 Otunnelingd ONMTUDOOOOOODOOO fragmentO 00000000 OD0OODOO tunnel
MTUO DO OODO interface0 MTUO O tunnel header 0000 O0OO0O0OODOO

1.2.2.1. tunnelingO O fragmentO O
a. IPv6 over IPv6 tunneling (RFC247300)
-0 tunnel MTUO IPv6 O O MTU(1280)0 0 00O OO
Packet 0 OO O0OOOO hostd icmpv6 packet too big message 0 00O OO0
-0 tunnel MTUO IPVv6 O O MTU(1280)0 0000 OO0OO
0000 fragnentD O O0OO0O0O0O

b. IPv6 over IPv4 tunneling (RFC289301 )

-0 tunnel MTUO IPv6 O O MTU(1280)0 0 00O OO
Packet0 OO OOOOO hostd icmpvé packet too big message 0 000 OO0

-0 tunnel MTUO IPVv6 O O MTU(1280)0 0000 OO0OO
tunneling packetd IPV6 OO MIUOOOOOOOOPacket0 0 OO0 OOOO hostd icmpve packet
too big message 00 OO OO0
Tunneling packetd IPv6 OO MTUO OO OO O OO tunnel header O DFbitO OO0 00O O0OOO
fragmentO O OO OOOOO
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1.2.3. Fragment Packet [ ESP[O
Fragment packet 0 ESPO 00O OO Oreassemble D0 ESPO OO O OOO

1.2.4. ToSOOODO
Tunneling IP header O ToS field O O O tunneling packet O ToSO (IPv6 O O O O traffic classOO)
OO00D0OO00O00O0DECN fieldOODOOOOOODOOOOODODOO

1.2.4.1 ECN fieldO OO

Tunneling O O O packet O IPv4 ToS/IPv6 traffic class0 ECN fieldO OO OO O tunnel 1P header
OECN filedOOOODOOOOODOOO(ECN fielddODO OO RRC31680 O0)O

- CEODOO

gectoOooooooon

-CEODOOOO

OECN fieldDOOODOOOOODO

1.3. IPsec policy ignored 0

OlIPsec policyO 00000000000 ODOOODOOOOOOIPsec policylOO anyOD OO0 O0O
000000000 OooooIPsec0 000000 O0ODOOODOOOOODOOOO

oboooooo ipsec policy-ignore (]input]joutput)

gooooon no ipsec policy-ignore good

0 No O no ipsec policy-ignore

ooooooo

00000000 (Ethernet/Tunnel/PPP/AVINAX)) D O DO OO0 ODOODOOOOO
OlnputO0 00 0OO0OOOiunbound policy checkDO DO OOOOOOIPsec ODOODOOOOODODOOOO
0000 00000000ooooooooooooo

Ooutput 00 0000000000000 00ODOO0000O0000O0OIPsec policyD OO QOO0
oooooooooooooon
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2. Route based IPsec

Route based IPsecd OO O IPsec mode 0 OO OO DO tunnel interface0 000 routed0 0O OO0
ESPOO0O00O0DOOO0DOOODOOO

00O interface O IPsec mode O tunnel interface 00000000 OESPOODOOODOOODOOO
0000000 routeD0 00O 0O main/backup tunnel DO O OOOIPVeO IPsecO 0000 anyd OO0
0doodoooodoooon

2.1. IPsec tunnel interface

o IPsec tunnel interfaced OO

IPsec tunnel interface J OGREO ip-in-ip tunnel 000000 O tunnel interface0 000000
mde0 0D ODOODOOODOODOOODOO protocol 0D ODOOODOODOODODOODOtransportOd IPO
coooipv40DOoOooooogo

000 tunnel interface0 000000 tunnel OO ospfO O O routing protocol DO O OOOOip
address0000O0OOmulticastOD 0 00O0D0OOOOODOOOO

OO0O0OO0OoO0g  tunnel mode (ipiplgrelipsec ipvéd)

O No O  no tunnel mode

oooogooo Route based IPsecO0 0O 0OO0O0O0ODOI psec ipv4 ODOOODOOO

IPsec tunnel interface0 000000 ooption0 00000000 ODOOO

o Path MTU DiscoveryO OO OO /00

OO0O00O0OOouter IP header O DF bitO O ipvdO0 OO0 DF bitO OO ODODOOOOIPVGDODOODOL
OO0O0O0DooOooooOorrveD tunnelingD OO OOMUDDOOOODOOOOODOOODOODODODOO
0000000000000 C 1.2.2. IPve PacketD ESPOOOOOODOODOOODO
O0000OOouter header O DF bitO OO 0000 OO DO ODOPath MTU DiscoveryO O OO M OO0 C
2.3. IPsec tunnel interfaced O Path MTU DiscoveryO0 0 OO OO0 O0OOOOO

ooooooo tunnel path-mtu-discovery

OO00o0doogd  tunnel path-mtu-discovery O O0O0O

O No O no tunnel path-mtu-discovery

o ICMP Address Mask Request reply

ICMP address mask request0 00 0000000000000
oooobgon ip mask-reply

OO0o0doogd  no ip mask-reply ooooood
O No (] no ip mask-reply

o ToSOO (0-2520 00O inherit) (Default: inherit)

0000 ToSO O tunnel 1P Header 0O OO OO O inherit0 00000 OO tunneling 1Pv4 header [
ToSO O tunnel IP headerDO 0000 OOToSOOOODOOOECN fieldOOODODOOOODODOOO
OO0000OIPv6e packetD tunnelingO OO OO0 Oinherit0 0000000 OToSO Ox0OOOOOOO
ECN fieldJOOODO0ODOMMODOC 1.2.4.1 ECN fieldDOOOOODODOOOODODOO
0000000  tunnel tos (<0-252>]inherit)

OO00OO0O0O00  tunnel tos inherit

a No O no tunnel tos O = tunnel tos inheritd
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o TTLOO
od0bDoooDOooooOoDooOOooopvMTUDODOOOOODOOODOODOOOODOOODOOOSYSTEMO
defaultO TTL(6H)D OO OOOODO

Ooooogoo  tunnel ttl (<1-255>]inherit)

goooooad tunnel ttl inherit

O No O no tunnel ttl 0 = tunnel ttl inheritd

o protectiond [

OO0O0 IPsec tunnel policyDOOOOOO

OoOO0O0ood  tunnel protection ipsec policy <1-65535>

g No O no tunnel protection

ooooooo Route based IPsecO0 0000 tunnelO OO OODOO

o pre/post-fragment O O

pre-fragmentO OO OO OOfragment OO0 OO0OOOO0OO0OOO fragnentDOOOESP OODOOMMO
OOESP packet OOODOOOOMMODOOOOC 2.4 FragnentO OO0 O OOODOOOODO
goooogn  tunnel pre-fragment

goooooad no tunnel pre-fragment

g No O  no tunnel pre-fragment

2.2. Security PolicyO IPsec phase2 IDOOOO

Route base O O O O policy base 0 0 O OO OO O IPsec phase 20 negotiationd O O policy O SP
(Security Policy)D 00O 0000 OO O source/destination addressd port/protocol OO0 0O anyd O
OsPOO00OO0OO0ODOODOO interfaced OO IPsec tunnel policyd bind O OO tunnel interface O
0000000000 000IPsec tunnel interfaced 000 00O IPsec tunnel interface 0000

O ESP packetO OO OO policyOmatchDODOOOOOOOOODODOIPsec phase2d IDOO OO SG
Olpsec SADOOOODOOOODOOOODOOOODOOOOO

2_3. IPsec tunnel interfaced O Path MTU Discovery O O

IPsec tunnel interfaced O OO Path MTU DiscoveryO OO OO O OO O tunnel interface0 00O
OO0O00O0OOpolicy baseOOOOOOQOOC 1.2, ESPOCOOODOOOO)Y)DOOOODOOO tunnel
interface0 MTUO OO OOODOOOODOPath MTU Discovery0 OO0 OO0OOOO0OOOOOODOO
fragnentO 0 OO0 O0O0OO0O0OOOOO
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2.4. FragmentO O
Fragment O 0 0O O 0O O pre-fragmentd post-fragment0 20 000000000000 O Defaultd O
0 0O O post-fragment 0 0 O

2_.4_.1. Post-fragment
FragnentDO OO O0OO0O0OOESPOODO OO fragnent0 00000000 ODOOESP packetd ip
fragment packet 0 00O 0000

2.4_2_ Pre-fragment

FragnentO O OO 0000 OFfFragnent0 00000 ESPOOOODOOOOOOOODOO ESP packetO
ooooooo

Pre-fragnent0 000 0O00O0OOCOO0OOOOOOOOOOOO

1) Interoperabilityd 00O

NetscreenO O OO OO0 OOpre-fragmentO D OO OO0OHWWODOODO OO /fragment/reassemble O
OO00D00OO00O1500bytesO0 00 packetD O OO0 OO0DOOOOODOOO

00O O 2000bytes O packet O ESPO OO OO fragmentD O 0O OO 0O O ONetscreen O reassemble O O
000 1500bytesO0 00 packet OO OO0 OOOOOOOOOODOOO

O000OO0ODOONXRDO pre-fragmentJ 0000000000 O0ODOODOOOOODOOOODODO
oooooo

2) NAT-traversal

NAT-traversal O O O post-fragment U O OO0 O OO OO packetd O UDP header DO O OO OODOO
200000 packetO O UDP header OO0 00 OO0DOCOOOOODOOOOONAT routerd 000002
O000O0OpacketO O OO0O0ODO0OOOODOODOOOOOpre-fragnent0 0000000 OO0ODOO
oooooooooooooo

3y 00000

00000000 Opre-fragnent0 000000000 ESP packetDO0OOO0OOOOOO router0 0O
00000 packetOO0OOOOOOESPO decryptO0 000 packet0 000000000 end-pointd O
OO0 reassemble 00 000000O0OOOODOOO

OOO0ONROO fragmentO O OO0 packetO OO0 reassemble 0000000000000 ODO0O

000000000000 000000000OOreassemble0 0000000000 0ODOO0OO0ODO

0000000000 CO2.4.4. IPsec interface 0 00 OO fragment packet 0 reassemble (0 O

oooooooooooo
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2.4.3. PNTUDO OO Fragment O OO DF bitO OO

FragmentO OO O OOOO0O IPsecd OO0 Opre-fragment(fragment OO OO0 O 0O O)O post-
fragment(C OO OO fragnent0 00 0)000O0OO0OOCODOOOOO

0000 Pre-fragment O O O O Opost-fragment D O OO0 OO0OOOOPMTUDO OO fragmentO O OO
00o00oooo@UuUooDonooooooon)dor it oO/Ho00noo0ooooooooooon
0000000000 pre-fragment/post-fragmentO OO 0O Table 1000000

Table 1. PMTUD O O O Fragment O O O DF bitDO O O pre-fragment/post-fragment O 00 O

puTuDC O | Tregmento e e 0ooooo
pre/post
0 pre-fragment(fragmentO 0 0 0)
re
i P 1 pre-fragment(fragment [ [0 [0)
disable
c 0 post-fragment(C U O O fragment)
0S
P 1 post-fragment(C O O O fragment)
0 pre-fragment(fragmentd 0O 0 0O)
re
ol P 1 O00000Odropd OO fragment neededd O OO 0O OO
enable
c 0 post-fragment(d O O O fragment)
0S
P 1 O00000Odropd OO fragment neededd D O OO OO

00000 post-fragment(D OO O fragnent) D O OO OO0 O0O0OOOOODOOESPOOODOO
reassemble 0 00000000 OD0ODO0O

ONXRDO O PMTUD O O (enable/diable) Fragment O O (pre-fragment/post-fragment) O interface
tunnel node0 00O O0O0O0O0OOOO

o PMTUDO O
< enable > tunnel path-mtu-discovery
< disable > no tunnel path-mtu-discovery

o Fragment O
< pre-fragment > tunnel pre-fragment
< post-fragment > no tunnel pre-fragment
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O O Route based IPsec

2.4.4. IPsec interfaced 00O OO fragment packet O reassembled 00O
Pre-fragment O OO packet OO O OO OOOONXRO OODO reassemble 0 O O O reassemble O O O
forwvardingU OO OOOOOODOOOO0OOOOdefaultOD 00000 (reassembled 0 0)00O OO IPsec
tunnel interface0 0000000000 O0OOOO
ooooooo ip fragment-reassembly
goooooo ip fragment-reassembly O reassemble 0 0 O
d No g no ip fragment-reassembly [ reassembled O 00O
oooooog
OreassembleD 0 OO0 Ofragnent0 0000 packetO OO0 OODOODOconntrack 0 O O session
0000000000000 00O0Oconntrack 00 00000 ONATO SPIO session command O 0 O
00o0000o0ooooodooooododoooooDoo0ooooooooooooooon
(reassemble0 0 0)0000O0O0O0OOODOODOOO0ODOODOOOOODOODOOODODOOOOODOODO
oooooooo
000 ooo
O0Orouted00OD0OOOOOOIMNnvalid-status-drop0 00 drop0D 00 O00C0ODOOOO
Ofiltering O packet coloring0 OO0 OO OO Oprotocol DO port0 00000 O0OO0O0OO0DOOOO0O
fragmentO OO 200000 packetUDOOOO0OO0OOO200000 packetd filtering O packet
coloring0 0000000 DOOOOOOODOODOOIP header 0O (source/destination address [
OHooooooooooooooooo
oooooog
Oglobal noded O no ip reassemble-outputd O O O OO ipsec tunnel interface 0 Ono ip frag-
ment-reassembly0 0 000 00OCOOOOno ip fragment-reassembly0 OO0 OO0 OO0
OO0O00Ono ip fragment-reassemblyd 0O 0000 tunnle interface0 00 O0000OO0ODO0O
reassemble 00000000 0OOconntrack 00000000000 DOOOODOOOODOODOconntrack
OO0O0OD0OOOONATOO /SPIl/session0 000000000000 OOCO0OODOOCOOOOOODOO
000 packet coloring0 DO OO OOOOOOO
[ no ip reassemble-outputD OO0 OO0 OOOOOOODO tunnel interfaced O no ip fragment-
reassemblyd O O ip fragment-reassemblyO0 0 OO0 0O O0O0O0OO0O0OOO0O
(no ip fragment-reassembly 00000000 OOOOWarningDOODOOOOD
Oip fragment-reassembly D000 00000000000 OOOODOOO ip reassemble-output ™
ooooooooooooon
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2.4.5. IPsec policy-ignored O

IPsec interface 0 0O 0O O Opolicy-ignore 0000000000 DO routed IPsec interfaced 000
policyDOOOOOOOOOpacketDOOOOOOOdropOOD0OO0DOOOOODIPsec interface
00 ipsec policy-ignore 000000000 OCOOOOOno ipsec policy-ignore0 00O 0OO0O
oooom

2.4.6. Policy base O Route base IPsecO0 0000
Policy base/Route base D0 OO0 IPsecO0 0000 /00000000000 table 2000000

Table 2. Policy/Route baseC OO0 O OO0 OOO0OO

oono Policy Based IPsec Route Based IPsec
set route o X
routingd O O handling X o
policy-ignore o x (DOooooooog)
NAT . o
(SYSTEMNATO OO DO OO O)
filtering X o
routing protocol « o
(OSPF,RIPV1/v2)
DF bitO 10 packet ° o
0 0O O fragment
pre/post-fragment O [ x (post-fragmentd O O O) o
outer headerJ 0 OO O OO x o
1Pv6 policy anyd 0 O X o

o(ECMPO D OO O)
(Equal Cost Multi Path)

QoS x o

balancing X
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NXROOOIKEV2OOOODOODOOOIKEVIODOOODODO0Oooooooooooobookev200o0oano
gog

1. IKEvliO IKEV2O OO0
IKEviO IKEV20 00 0000000000000

ocnoon
IKEv1 IKEv2
ISAKMP SA IKE_SA
IPsec SA CHILD_SA

o Main/Aggressive/Quick modeO0 0O OO 0O
Main/Aggressive/Quick mode 0 000000 OO DO OO O IKE_SA_INITO IKE_AUTHO CREATE_CHILD SA [
000000000oo000oo000ooo0U0o0ooo0ooooo0oDooo0o0ooDo

o Aggressive Mode O [0 O
O0O0Opre-shared-key0 000 IDOO0OO00O0OO0O0OO0OOOOOOOOOOO0O IKEAUTHOOO
address0 0000000000 O0ODODOOOODOO

o lifetime, rekeyO OO O OO OO
O4.RekeydD OO OOOOOOODO

o SAO lifetime O negotiationd O[O
IKEv2O0 O OOOOOoO0OO lifetimeOOOO0DO0OOOO0OO0DOCOOO lifetimed SAODDOOOOODO
O000000OO0Orekeyd O responder O initiator D0 00000000 ODOOOO

o IKE_SAO IPSEC_SADO O ODOODOO

IKEv20O O O IKE_SAD lifetime OO OO IKESAOOOODOOOOODODO IKE.SAODOOOODOO
gcHILD. SAD D OOonDoooo

IKEVIO O O ISAKMP SAD IPsec SAOD O OODODOOOODODOISAKMP SAD lifetimeOD OO OODOOOOO
O IPsec SADODOOOOOOO

orekeyOODOOOSAOODOOSADODOODOOOOO

IKEv2O O OrekeyO O OO SAUODODODOOOOODO SAODOODOOOODOOSADOODOOOOO
IKEviOOOrekeyOOODO SAODOODOOOOODOOOOODOOO SAO lifetimeOOOODOODOOO
gboooooobgn
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IKEviO IKEv2O0 OO O0O0oooooooooooooon

ooo IKEv1 IKEv2
set route o o@oooono)
set priority o x (MO00)
I SAKMP backup o o@ooooo)
XAUTH o -
X.509 o o
PSK o o
O

OoOipOOPSKO OO

(mainmode0 OO O OODOOODOO
OOoOoooopskoOO)

Multiple authentication

0@oooon)

EAP-MDS

O

EAP-RADIUS

o (serverll)

IPv6L] [

e}

route based IPsec

e}

policy based IPsec

O

MOBIKE

o(0O00D00D)

DPD

O

Hold SA

O

NAT-Traversal

o(@OOD0)
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2. IKev2ODOOO

IKEv2O OO DOOOOoOo0oOooOoOo0oOoDOoOOnOIKE_SAINITO IKEAUTHODOOOOOOOoOOooooo
ooooboobobooobobobooobon

o IKE_SA_INIT

IKESAOOOODOODOOOOO negotiationO OO OIKE_SAO O OO OO O RequestOresponsed OO
Jd@@oOooo)yoooooboboboobooboooooobooogobobooooooboboooo
ooooooooooooooooo

o IKE_AUTH
IKESADDDOODOODODO0OO0O000000000000000 CHILD SADD D OO OO negotiationD
OO OCHILD SADD DD OO ORequestd response 1 000 (20000)0000000

o CREATE_CHILD_SA

IKE_SA_INITOIKEAUTHO OO DOOODOOODDOOOODOO IKESADOODO CHILD. SAD O ODbOOooDbon
goooood

o INFORMATIONAL

IKESADDOOOODOU00ODODOOOO0ODOIKE S SADO OO INFORVATIONALOD OO ODODOOODOD
O0ORequestdresponse 0 000 QOODOOHYOOOOODOO

IKEvIO OO INFORMATIONALO OO OO OODODOOOOD O IKEv2O O requestd response 0 0 00 00O
ooooo
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3. gooooan
000 IKEv2O0O00OO0000000OalgorithmODH group0 00000

Pre-shared keyl [
Digitald O O O RSA(X.509)
EAP-MD5

EAP-RADIUS

3DES-CBC

DES-CBC
AES128/192/256-CBC

NULL

HMAC-MD5-96

HMAC-SHA1-96
HMAC-SHA256-128
HMAC-SHA384-192
HMAC-SHA512-256

NULL(O OO O) OCHILD_SAO O O
PRF-HMAC-MD5
PRF-HMAC-SHAL
PRF-HMAC-SHA-256
PRF-HMAC-SHA-384
PRF-HMAC-SHA512

DH Group1(MODP768)

DH Group2(MODP1024)

DH Group5(MODP1536)

DH Group14(MODP2048)

DH Group15(MODP3072)

DH Group16(MODP4096)

DH Groupl7(MODP6144)

DH GroupO O O (PFSO O O)

gogoo

Encryption Algorithm

Hash Algorithm

PRF Algorithm
(HashO O O Algorithmd 0 [0)

DH Group(PFSO O O 0 0)

OO0OIKEv2O CHILD. SAO DO UOOOPFSOODOOODH groupd OO phaselD OO OOOOOOOOOO
ooooopsObooooooonon
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3. EAP-RADIUSO O

IPsec clientO O O EAP message 0 ONXRO O RADIUS message 0 O O OO O OORADIUS server 0 OO
gooooooooooooo

RADIUS serverU 0000 0ODOOODOO timeoutd 200retry0 0000 3000 Oretryd O timeout
oo1gooogo

3.1 RADIUS serverd QO

AccountJ O O O O RADIUS server O IP addressOJUDP port0 OO0 OO (secret)J 00O OO0OODO
oooo

UDP portd 00O defaultD 0181200 00WebO OO ODOODO radius port0 000000 0ODOOOO
ooooooo

3.2 NAS-identifier AttributeO O
USERO O ODOO0OD0O0@20000)000000000000O0Default0O0O0O0O -1Psec(ex.-NXR120-
IPsec)0 0O

goooooo ipsec eap radius (A.B.C.D|X:X::X:X) password (|hidden) WORD
(lport <1-65535>) (|nas-identifier WORD)

0 no 0 no ipsec eap radius (JA.B.C.D|X:X::X:X)

goooood  global nodeO OO OOOO
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4. Rekey
4.1 IKEvl O Rekey
O ISAKMP/1Psec SAO lifetime(hard timer) DD OO0 OO0 O0ODO OO Default O ISAKMP SA
10800[sec]0 IPsec SATI 3600[sec]0 0 00O OD0OO0DOOOOOSADODODOODO
O Rekey O soft timer O Omargin increased-ratio0 000000000 OMarginO O lifetime O O
O000O0OD rekeyOOOODOOOOODOODOOOOOIlNcreased-ratiod 0 Omargind0 0000
0oooooowbhoooooo
ooooooo rekey margin <30-360> (increased-ratio <0-100>])
oo O oo no rekey margin
ooooood
Oipsec isakmp policy node0 00O OO0
00o0O0oooogdoseft timer0 000000000000 OD0OODOOO0OO Soft timer00 00O
oood
minimum soft timer = lifetime - margin
maximum soft timer = lifetime - (margin + margin X increased-ratio/100)
Odefault O O Omargin 0 270secd increased-ratio ] 100% 000000 00O lifetimed O 2700
540sec0 00000000 OOOOO0DOODOODNDOResponder D0 00Osoft timer O Omargin/20 0O
000000D0oooOdO0dinitiator000 rekey0 0000000 OD0OODOO
Oincreased-ratio0 00 00000 soft timer 00000000000 O0O0ODOODODOOOODOOO
do0oodoooooooopoooooooooooo

4.1 IKEv2 O Rekey

IKEv2 O O O IKEv1 O Rekey O O O O 0O O packet D O O O sequence number(4294967295)0 90[%]0 O O
OO0 rekeyO OO OOO
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Firmware update

1. Firmware O replace

NXROOOOODOcCLICOOoeUIDOOfirmareDOOO0O00O0O0O0OO0OO0O0O0CFIimwared 000
OO0oO0Og0protocolDOO0OOODOOODOO

o HTTP(GUI)
00000000 -eUID0000000000

o SSH/FTP(CLI)

SSHOOO /FPOOODOODOO firmwareD OO0 OO0ODOSSHO OO O Ouser d O passwordd firmware O

OooooD@uuboO)oooooooooDormPODanonymousD D0 O0OO0OOOOOOOODO
gooogooo

firmware update ssh://<user@(A.B.C.D|X:X::X:X)>/FILENAME (]source A.B.C.D|X:X::X:X)

firmware update ftp://<A_B.C.D|X:X::X:X>/FILENAME (]source A.B.C.D|X:X::X:X)
coooooo

gobooboobobooobooboobon
gssiOoO0ooooooboooooboooooboboooooboooobobooooooboooo

O ssh://user@A.B.C.D/FILENAMEC 0 0220000000 00O O O =ssh://user@A.B.C.D:22/FILENAME[T]
- IPv4  ssh://user@A.B.C.D:port/FILENAME

- IPv6  ssh://[user@X:X::X:X]:port/FILENAME

o copy(CLI)
OOoOoopDooooDo firmwareDOOOOOOOO
gooogoo firmware update (diskO:FILENAME]disk1:FILENAME)
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Firmware update

1.1 Firmware update 0 O serviceO OO

NXR-1250 O O Ffirmware update 0 0000000000000 O0D0OODOODOODODOOOOOOOO
gooooboouseRO0ooooooooooon

NXR-1250 00 NXRODODODOODODOOODOODODOOpacket0DO0D0OOODOODOO

Firmvare update 0 OO0 OO0 O O0O0O0OO0O0O
nxri125#firmware update disk0:nxrl125-v581.bin

[ ] 100% DECODE
Proceed with update? [(y)es/(b)ackgroud/(n)o}j: b  -———-—- O
Unsaved configuration changes exist. Save Flash? [y/n]:y  --—-—-- 0

After the firmware is updated, it reboots...

Firmware update is being execUted. ... ..o ettt e e caecaeceaeecanaanaaaaaaannn
Finished the firmware update, it reboots...  --———- O

O Firmare update0 0 0000000000000 ODO0OO0OOODODOOOOOODOOOOODOOO
O0yoooooOoooooO0O00bm firmware updateD 00000000000 nO0O000O0O0O
OO

O 0000000ooo000oo0000oooooooooooooooooooooooooon
OO0000yMmooooooooonOOoooogoo

O firmwvare update 0 00000000 OO0ODOOOOOODOOOO
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Firmware update

1.2 Firmware update 0 OO OO0 /700

000000000000 0D00Ofirmware update0 0000000000000 OO0OOO
ocLi/cuiooooooooo

ocLi/cui/CMSO OO ODOOODO

OCLI/GUI/CMS O O O firmware update

goli/NSO OO DOOOO

ocLioooooooo /o0

gaulOooOoo@uUIDO00ODDOUOog flashOOODOOOOOOODOOO)

1.3 Firmware updateOD OO OO0
v5.8.10 00 versionO OO Ffirmwvare update 0 0000000000000 O0DOOOO

1.4 Firmware update/downdate 0 00O 0O

FirmnmareD OO OO OO0OOODO startup-configd versionO firmwareD versionD 00000000
0000000000000 0DOO00000DOoO00O00OOupdated 0O downdated O OO OO
OO000oooOooooxXxMoOoooooooooooooo@oooooooono)o

(1) update O

running-configD OO0 0 0O firmware versionO OO0 00 format0 0000000000 0O0OOO
startup-configD OO0 O OOO0O0O0OOOO versionOOOOOMMIDOOODOOUSERO (save configd
O000)startup-configd 0 OO0 0O 0ODOOOstartup-config version0 0D OO0 000000 OOO

(2) downdate O

startup-configd firmwared versionJ OO 0OO00O00OO configl OOOOOOOOOOOODOOO
coooooodoooogooboooobbooooobobooooooooooDoooooObUOobOoo
dd0oodoUdoogooooxwLoooooooUoooooooooooooom
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Netevent OO O

Netevent O [

USEROOOO0ODOOO00ODOO0000ODO0O0O0ODOPPPODOODODO IPsec SAO D O OVRRP priority
goooOopoooooooooooooo

Track object 0D 0000000 OtrackODO OO upO00OO00O0OOOD0O0ODOOODOeventdOODO
down(U OO uwp)DOODO0OO0OOOO0trackDOOODOOOODactionDO0O0O0OCOOOOOOODOO

event dowvnO0 OO0 000000000000 0OO0DO00OactionODO000O0O0O0OO0O0OOO down actionO
ooooooo

1. 0000 (track object)O OO
1.1 000000000
gooOopooOoOooooooooooooo
Ointerface linkOD O OO
interfaced linkO O (up/down)0 00000 OKeepaliveO DO OOOOOO0O interfaced 000
OO0Nink dowsnO0O0OO00OOkeepaliveODOODOOOOOOOOOODOOPPPO tunnel interfaced 00
Ointerface0 00 /00000000O0O00O0OOO0OOOOOOOODOOOO
OIKE SAODOODO
IKE SAOD O (up/down)D 0 O00O0OOO
O ping/ping6 O O
ping/ping6 0 0 000 hostO O ip reachability0 OO0 O0O0O
OVRRPO O OO
master O 0 backup/init0 0000000 backup/initd0 0 master0 0000 O00OO0O0OO
0 OSPF neighbor O O
0000 router-id0 0 neighbor0 000000 state0 000000 OOOO
O BGP peerd O
0000 peer ipd0 neighbor0 000000 state0 0000000 OO0O

120000000000

0000000000 trackODOOODOOO0ODOOaction0ODO00D0OO0DOODOOO
O00trackDOOOOactionD 0000000000 OO0Dactiond 000000000 ODOOO0O
O0actionupO 0 O00O0OO0OOODOOODOODOODOPPP interface] 0O Oactiond OO connectd O
0000000000000 00000000000D00 (auto-connect0 000 OO0OO)T

1.3 ip/ipv6 reachabilityO O OO

ip/ipv6 reachability 0 00O 0O OO icmp/icmpv6 echo request/reply packet 0D OO0 OO 0O
OPing O timeout O O 10sec 0 O O

OPingO00000OD00OOretry0 00000000 DO0OODOODODOODOPINGDOODOONOOecho

request0 000000 echo request00000000000OOecho reply0 000000000
Otimer000000000D00O00DOOOO

Oip reachabilityO 00000 interface0 0000000000 OO
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Netevent O O

1.4 Recovery delay timerd O
ip/ipv6 reachabilityd ospf/bgp neighbor interface linkO isakmp OO O OO0 O0OOODO (event
wpOO0O0O0O0O0O)ODOOoOODOuwdOOactionDOOOOOOOdelayDODOOOO0OO0OODOOOO
Delay timer0 0000000 OO0DOtrackd down state0 00000000000 checkOOOODOO
good
ODelay timer OO OO event down O retry OO OO OO OO Odelay timer O cancel OO0 OO
ODelay timer O timeoutJ OO Oevent upd actionD OO0 O0O0OOOOOODOO ip/ipve
reachability check D OO O Odelay timerO0O O OO0 OO ip reachability fail countd 00 O
O000OOactionODOOODOOO reachability check OO OO OODOO

1.5 00 trackO O
neteventD 00000 OO0O0D0CODCO trackOODOOOOOOOOOOoptionODOO0OO0DOOOOOO
0000 trackOOODOip/ipv6 reachabilityD 00O D0OOO0O0OOO0ODOO
<00 trackODOODODOODOO option>
O payload-length
ping/ping6 0 0 O O size(icmp header 0000 0)DOODOOOOOODOOOODefaultd O 56byte
oood
ooooo
0000000000 ping/pingé KOO OODOOOOODODOUOOODOODefaultODO1000O
ORTT
ping/ping6 requestD 0 OO0 O0OOreply00000OOOO0OO (Round trip time)J OO OO0
OO0O00O00D0O00O0 replyl00D0O0OOrtt delay0 000000 OO@replyddonoon
O0)Ortt statusO downO OO0 OO0 ODefaultO O ORTTOOOOOOODOOOO
ORTT delayd O
RTT status downOD 00000000 COOOOODefault0O30000O
ORTT normal O O
RTT status upO0 0000000 ret 000000 ODefault0 030000
O DF
IPMAOOOO0O0OCOOO0D0OCOO0DOODefaultOODFO set0DOO0ODO
OTTL/hop-limit
TTL(IPv6:hoplimit)D OO0 OO O ODefaultd Osystemd TTLO (64)0 setO0 OO0 OO
Omonitor-log
monitor-logO OO loggingD O OO OOOOOOOOOODefaultOOOOOOO
O interval variable mode 0 O
ping/ping 0 00 0O0O0Oping error 0000000000 OCOCOODOO0OOOODefaultdnOO
ooo
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Netevent O O

1.5.1 RTT status

RTTOOODOOOODOO

ORTTOOODOODOOOOORTTdelayD OO DOODOODOOOTrtt statusO down O OO ORTT normal
0000000000 0OuwpwOOODODDOOOO0ODOOCDefaultD upOO0Ortt statusOOOO0D0O0OOO
actionODO0O0OODODOO
OO0OOpingONGCOODOOOOODOrttOO0 /000000000 reset0000D0ODO0O0O track
OdownOOODO rtt statusO NITOOOOOODODO

1.5.2 Interval variable mode

ip/ipv6 reachability 00000000000 interval 00000000000 OO0O modeO OO0

O00OOtrackDOOOOO0OO interval 00000000 ODefault0 000000

Otrack upO0 OO ping fail OO O0O0O0OQiInterval 0000000000 0ODODOODOOODOODODO
oooooooo

O0000D0Interval D00 000000 DOOOOOping/pinge0 0 000000000000O00O0O
ooooo

o interval OO ODODO
Interval D00 0OCOO0OO0D0OQCOO0OO0OCOOInterval0000O0O 10sec00000O00OO0O0ODO 100
0000000000 01secO0DOd00DOOOOnO

v_interval = (interval/2"fail_cnt)0 20 000)

Ov_interval : O0O0OO interval

Ointerval : OO0O0O0OOO interval

Ofail_cent : OO0 ping failDOD0OODO

o trackODOODO interval DO OO

trackOODO interval D000 OO0OOO0OOOOO
Otrack upO ping OKO OO OOinterval OO0 O0OD0ODODO
Otrack upO0 OO ping faill OO0 O0O0O0O v_interval DO 00O O0O0O0OO
Otrack downO OO O0Ofail ent = retry0 0 +100000000 v interval OO0 O0DOODOO
oood
Odelay timerJD00O0O00OO00Otrack upOOD0OO0OO0O interval O0OO0O0OOPIng failODOOODO
OOv_interval DOOOO0OOOOO

1.6 Initial timeoutO O

OSPF/BGP4 0 neighbor 0 0 O 00O interface linkD O OO OOOOO trackO OO mnitd 000000

trackDOOO0O0OO0D0O0O0OODOOOOODOODOO
Oneighbor0 00 (@ OO0 interface link up)D 00000000 track upOO00ODOODO
Oneighbor0 00000000 @MOO0O interface link down)J OO0 O0O0O0OO track down OO
0000000000000 Oianitial timeoutd timeout O O O O 0SPF/BGP4 0 O /interface O O
00000000 downOOOOO0OODOOO0OO0OOOOOtrack downO 00 00O OOdown actionO O
goooo
Onitial timeoutd Odefault0 000000000 defaultO initial timeoutd O 180sec O O O
O0O0Oinitial timeoutd0 00100 3600sec0 0000 O0O0O0OOOOODOOO
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Netevent O O

1.7 Interface ethernet0 0000
EthernetO OO ODOOOO0OO0O0OD00O trackODOOOOODODODO trackOODO (EthernetDODOODO
000000 uw/down)DOOOOOOOOO
Olink upO
OO0 track up00dO0O00OO00O
O link down O
- initial-timeout D OO0 O0O0O0O0O0OOunitial-timeout0 00 O00COO0O0O0OwpOOODOOOO
OdownOOOOOODO

- initial-timeout 0000000010000 000D0CO00OO0O0OOuwpOOOOO0O downOOO
oogoo
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Netevent O O

2 actionO OO
2.1 00000 action
Jd000OD0actiond 00000 ODO0OO00ODOODOOODODOODOOODOODOODOOOOO
OVRRP Priority0 00000000 O0DOOODODOO

000000 (interaface node)D 0O O OO0

vrrp ip <vrrpid:1-255> netevent <trackid:1-255> priority <1-254>
O IPsec tunnel DO 0O /00 /000 GsakmpO0 OO0 OO0) DO OOOODOOODOO

000000 (ipsec isakmp policy node)D OO0 O OO0

netevent <trackid:1-255> (connect|disconnect]|reconnect)
JPPPOODO/00D000D00DO0DODOODOO

000000 (interface ppp node)d OO OOOO

netevent <trackid:1-255> (connect]disconnect)
O Tunnel interfaced up/down 0 00000 0OO00OOO

O0O00000d(interface tunnel node)D OO O OO0

netevent <trackid:1-255> (connect]disconnect)
O L2TPv3 tunnel O O O (PPPO interface linkO OO OO O)OOOOOOOOODOO

OO0O0oOoO2tpvd tunnel node)d 0D OOOOO

netevent <trackid:1-255> disconnect
O IPsec local policyD OO OODOOOOODOODOO

000000 (ipsec isakmp policy node)D OO0 O OO0

local policy <policy:1-255> netevent <trackid:1-255> change <local _policy:1-255>
O IPsec isakmp policyO 0 OO0 OOO0OOOOOO

000000 (ipsec tunnel policy node)D 0D OO0 OO0

set key-exchange isakmp <1-65535> netevent <trackid:1-255> change isakmp <1-65535>
0ooo0oooooooooooooood

Oooood(global node) OO OOOd

system netevent (<1-255>]<2048-4095>) restart
OwWiMXOOODODOooDoooooooobooo

OOo0ogDood((global node)D OO COODOO

wimax <0-0> netevent (<1-255>]<2048-4095>) reset
0ooodboooDooooooooooooooooog

Ooooodglobal node) OO OOOd

mobile <0-2> netevent (<1-255>]<2048-4095>) reset

0000do0dD0eent0 000000000000 O0D0O0O0O00ODO0OOO00OOOO00OOO0O eventO
0000000000000 0000O0DO00D0D0D0000D00D00Omaster0 000000
oooooooood

interface ethernet 0

ip address 192.168.0.254/24

vrrp ip 1 address 192.168.0.1

vrrp ip 1 netevent 1 priority 10

1

track 1 vrrp ip 1 interface ethernet 0
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Netevent O O

2.2 Reconnect action
ISAKMP policy 0 O actionO OO Oreconnect D 00000000 DOOOOreconnect0 00 O0OO0O0O
event down [0 detect 0 0 O IKE/IPsec SAO O OO OO negotiationD OO0 OO0 Oevent upd 000
oooooooo
ooooood netevent <trackid:1-255> (connect|disconnect|reconnect)

netevent <trackid:2048-4095> (connect]disconnect]reconnect)
g no d no netevent

2.3 Change action

IPsec isakmp policy O local policyd O 0O 00O IPsec tunnel policy O set key-exchange O O O
OO00000OO0O00d000 actionO OO

IPsec isakmp/tunnel OO O OO local policy/isakmp policyd trackDO OO OD0OOOOODOODOO
000000000000 O0O0O0DOO100 IpsecO0D0O0d main/backupd 00 O0O0O0ODOOCOOO
00000 IPsec isakmp policy O O local policyO changeO OO OOOOO0OPSKOODOOODOO
oooooompooooompoooo ibobocogoooogo

000 Oipsec isakmp policy node/ipsec tunnel policy node O O change actionD OO OO0 OO0
od

2.4 Restart action
00o00dooooodoo0OddownOOOOODOODOOOOODOOOODOOO0ODOOwOOOOODOOOO
oo

ooooooo system netevent (<1-255>]<2048-4095>) restart

g no d no system netevent

2.5 Reset action
00o00dooooooOddownOOOOOWIMAXOOODOODODODOOOODOOOODODODODOODOO
wpOoooooooooo
ooooooo wimax <0-0> netevent (<1-255>]<2048-4095>) reset

mobile <0-2> netevent (<1-255>]<2048-4095>) reset
O no O no wimax <0-0> netevent

2.6 actionOOOOOO
ActionO OO 0O Otrack objectOD O OO0 downO OO0 actionOD OO0 OOOO

2.7 actionO0OOOO0O
ActionO OOOOOO moduleO0 OO0 netevent 0D 00000000000 OOOOOActionO0OO0O

gboooboobgoobobooo
3000000000000 eventOOOO actionOO0O

000000000000 trackO 0000000 DOO0OO0OO0OO0OOOOODDODOOOOOOODODOO
OeventOOO actionO0 000000

313



O VRRP



VRRP

O00000D00OD0O0O0O0OVRRP(Virtual Router Redundancy Protocol) DO OO ODOODODO

OVRRPOOODOONMACOODOOOORCODODOOODOO O MAC(00-00-5e-00-01-VRID)D O O O O MAC
googovRRPOOUODOODODOODOOOOO0ODONRDO XROOVRRPOODOODOODOOXROO
gmacoonooonooonod
OVRRPOOOOODOOCOOODOOOODEthernetDO00O0O0DOOOOODOO

1 VRRPV2

OVRRPV2(RFC3768) 00 00O OOOO

gompvaOOOOoooomwpvadOOODOODOOOP address owner)D OO0 O0O0O0OO0OOOOOODOO
ompv4ad00OD00oOooomiv4aOOOooO@uooomwpvdooooooo)oooooooooooooo
goooooogn

1.1 0000000000000
UVRRPOODODOODODOODOOODIPMADOODOODOOODOODOOIvAOODODOOODOODOO
gooobooboboobobogoo

1.2 00000000DO0O00ODOOQ@IPOVRRPOODO)
gripO0DO0D0O0O0OOOVRRPOODOODODOODODOOOOOIPODOODRIPODOODODOO
gbooobobobooboboboooobo

1.3 Proxy ARPOODODOODOO
UVRRPOD DO OODOO0ODOO0DODOOO0ODOOOproxy ARPOOODOODOOODODO

1.4 ICMP redirect0 0 00O
OVRRPOOOOOOOODOOOOOOOODODOICMP redirect000O0O0OOO

1.5 ARP RequestO O OO OO

Oo0O0IPvaOD00O0O0O0ODOARP RequestD OO ODOOOMACODOOOOODOODODOD IPV4AOO
UO0OO0OO0OARP RequestD DO OO NMACOOODODDOO
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l.6 00 IPOO0DO0ODOOOOOO

OVRRPO OO ODODOODODODODOOVRRPOODODOODODOOOO IPOOOOWIPDOODOOOODOOOOO
O0o0oo0OovIPOOODODOOOOOOVIPOOOOODOOOOOOOOOVRRPOODOOOOOOODOO
00000 policy routing tableOD OO O0OO0OO
OoO0ooooowrPO000D0OO000D0D0O0O0OoO0OMACODODODODOOOooONACOO0ODDOD

OCOO0OOVRRPODOOOUOODOCOOODOOOODOEthernetD000O0ODOOOOODODOOOODO
oooooon

1.6.1 VRRROODOODODOO

OVRRPOOOOOODO(@UODOOOODOOOO)Y ODOOOOVRRPOOOOOODODOODOODOOO
OO00000000VRRPOODOODOOOODDOOODOOOOODOODOODDOOODODODOOOODO
oood
OVRRPOODOOODODOO0ODOO0ODODODOOOEthernet00000000DDOO0OODDOODODOOO
OOVRRPODOOOOODO EthernetOD 0 0OOODOOOOarp queue lengthO 1000000000
VRRPO OO OODOODO arp queue lengthd 10000000000

ip icmp mask-reply

ip arp queue length

ip arp reachable-time
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2 VRRP Tracking

0000000 IPsec SADODODODOOODOODOODOOODOODOOOODOOOO0OO0O VRRP
O priority0 000000000000000000000000000O00O00O00O000
00000000000000 IPsec SAODOOOO0DO0OOO0ODOO0OOVRRP priority0 00000
OD0000Netevent0 000000000000

3. VRRP EventO O

OVRRPO O UODOOOOODOODOOOOODOOOOOOOOOPPPODOODODOO IPsec SADDDOODOOO
oo

oobooooboboooouoboooobooooprPPOODOn IPsec SAUDOOOOODOOO
gboooooovRrRPOOODOOODDOOODOODOODODO

4 Preempt O O

OPreempt 0 0000 0000000000000 0000D00000D00000O0000000000O
0Oooooo0

- Preempt 0 0000000000000 00000D0000000O00000000000O

- Preempt 0 00000 Dpriority000000000000000000000000000000
0000000000000000000000000

4.1 Preempt delay OO
OPreempt0 000000000000 DOOO0OODO0OODODO0OO advertised 0000000
0000000000000 CO000DOCO000DO000DOOOOOdelayd 0 OO10O 1000(0)
oooooo@ooyoooo
OPreempt delay0 00000000000 O0ODOOOOO0ODOOOO0ODOOOO0ODOOOODOOOOO
ooooo
o JOODOOOOOO
- master down timer00 OO0 delay timerUDOO000OD00O0ODO advertiseDO0O0OD0OOOOODO
ooooooogod
- 00000000000 advertise0 0000000000000 DOOOODODOOODODO
(delay timer0 00 O0O00DOOCOOOOOOO)O
- 00000000000 advertise JO0O0DOOO0OO0OOOOOdelay timerO OO OODO delay
timer0 00O Omaster down timer0 00000000000 Odelay OODOOOOOOOOOO
advertise D00 0O00O0ODO0O0ODOODOODOOODO (delay timer 00000 0O)O
o JOODOOOO
- 00000000000 advertise000000000DOO00O0ODODOO0OOODOOOO
- 00000000000 advertiseJO0OOOOODOadvertiseD0O0O0O0O@OODOOOOODO
oo0oooooog)o
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ooOooooan

goboobooboobooboobooboooboboobooboobboobobboboobon
goboob oooobooobooboboboboooboob"ooboboborobooboobooboo
goooobobogn

gooobooboooobooboooboobobooboobooobooon

goobooood

Oe-mail O support@centurysys.co.jp
oood 0 0422-37-8926
O FAX O 0422-55-3373

OO0O0o00 O 10:00 O 17:00 (OODOCOOODOOOODOOOODOOO)

00000000 http://www._centurysys.co.jp/

gbooobooboobo
goooboooboobooboboobobobooboooboobooobooo
gboobobobooobobooboboobooboboobobooboboboobon

gbooobooboobo
gobobooboobgoooboobooboobbooboobooboboboobooboobobo
goboboooboooboooobooobooo

000000000O0O00000MACOOOO

0000000000 (@)
00000000000000000000000000000000000000000

0000000000000000000
000000000000000000000000000000000000000

00o0Oooooo
0000000000000000000000000000000000000

00000000000000000000 IPO0O

0000000@MOO0000000000O0000O0O000000O0

ooooooo
000000 000oo00o000DoOo00DooO0Doo0oooooo0oDooooooooon
OO0000FQUDO0O0O00000O0OO0OD0O0O0DOOOO
OO0OFutureNetD OO OOOOOO0ODOOO0ODOOOO0OOOOOOOOOOOO
http://www.centurysys.co.jp/support/

gooobooooog
goboobooobooboboboboobooobosoboboobooo
oboooAcdbbOboooooboooobooboooolgoooboom
gooooobooooboooogoboooo@WUooOobooboooDobooo)yoboooooo
goooboboobobooboboobooboboobo
obooobooobobooobobooobuooboboo
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