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0000000 OO0O0O0ODOO0O000000O0000

oooogooo show config
(crpldhcp-relay|dhcp-server|dns|ntp|qos| route-map
|router rip]router ospf|router bgp|snmp]syslog|upnp)

o show config ipsec
ooooooo IPsecO00000O00OOOOOOPolicy ID/Tunnel IDOOODOOOOOOOOO
OO0Policy/Tunnel D0 000000000000 ODOOOOOO
ooooooo show config ipsec
(]isakmp policy <1-65535>]local policy <1-255>]tunnel <1-65535>)

o show config 12tpv3
Oooooono L300 00bDO0O0O0O0DOGroup ID/Tunnel ID/Xconnect IDOD OO ODOOOO
0000000 Group/Tunnel/Xconnect D 0 00O O0OOOODOOOOOOOOOOO
ooooooo show config 12tpv3
(lgroup <1-4095>]tunnel <0-4095>]|xconnect <1-4294967295>)

O show ip route
ooooooo ooooooooooooooooon
ooooooo show ip route (]bgp]connected]ospf|rip]|static)
show ip route cashe
show ip route database (]bgp]connected|ospf|rip]|static)

O show ipv6 route
ooooood IpPve0 00000000000 ODOO0OO
ooooooo show ipv6 route (]connected]|static)

show ipv6 route cache

show ipv6 route database (]connected]|static)
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O 50 view(exec) node

view(exec) node

O show ip protocols
doooooooooooooooooooooooooooooon
OO0 00000  show ip protocols (Jospf|rip)

O show ip access-list
gooooooowroooobooooooooon
O0000000D00Oshow ip access-list [IPv4- ACL-NAME]

O show ip access-list
ooooood IPvAO DO OO0O00oooooooog
ooooooo ip access-list IPv4-ACL-NAME (permit]deny) SRC-IP DST-IP
ip access-list IPv4-ACL-NAME (permit]deny) SRC-IP DST-I1P PROTOCOL
ip access-list IPv4-ACL-NAME (permit]deny) SRC-IP DST-IP ICMP
ip access-list IPv4-ACL-NAME (permit]deny) SRC-IP DST-I1P TCP/UDP
ip access-list IPv4-ACL-NAME (permit|deny) SRC-IP DST-IP TCP-OPTIONS

gooogoog
SRC-1P : A.B.C.D | A.B.C.D/M | any | FQDN
DST-IP : ALB.C.D | A.B.C.D/M ] any | FQDN
PROTOCOL : <0-255> : Protocol number
ICMP : icmp | icmp <0-255> > ICMP <ICMP type>
TCP/UDP : tep | udp

> tep | udp <sport:1-65535>]any|range <min:1-65535> <max:1-65535>
<dport:1-65535>]any|range <min:1-65535> <max:1-65535>
TCP-OPTIONS : tcp syn > TCP syn packets
: tcp <sport:1-65535>|any|range <min:1-65535> <max:1-65535>
<dport:1-65535>]any|range <min:1-65535> <max:1-65535> syn

O show ip default-gateway
gooooooooobooooooooooooon
O00000000Oshow ip default-gateway

O show ip (snat]dnat)
0000000 SNAT | DNATO OO OO OO
oo Dbooog show ip (snat]dnat) [NAT-RULE-NAME]

O show (ip]ipv6) connection
O0000 OO TCP/UDPODODODO listeningD OO OOOOOO
ooad 000 show (ip]ipv6) connection

O show ip statistics

Ooooo oo DoooooowroTcPOUUWPO IMPOOOOOOOOOODOOO
ooad 000 show ip statistics
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O 50 view(exec) node

view(exec) node

® show ip conntrack

o (ip]ipv6) conntrack
O0000000D0conntrack tableO OO0 OO0
00000000 show (ip]ipve) conntrack

o (ip]ipv6) conntrack limit
OoOoOoooo  session limitOOOOOOdrop0O0OOO0ODOOOOODOOOOODOOO
oooogooo show (ip]ipv6) conntrack limit

o (ip|ipv6) conntrack invalid-status-drop

0000000  session invalid-status-drop0 00000 drop0 000000000 OCODOODOO
ooo

OO00O0oogd  show (iplipve) conntrack invalid-status-drop

O show ip spi-Ffilter
OOooooog Skl filterOODOOODOO
ooooooo show ip spi-filter

O show ip upnp

gogoooo UPnP OOODODODODOO0OOODONATHODDOOOOO
J00oooooOogOgNATOOOuUWPn DOODO0DO0O0OO0Oooboooboogoo

0000000 show ip upnp (access-list|nat)

O show ipv6 access-list

ooooooo IPv60 0000000000000
0000000  show ipve access-list [IPv6-ACL-NAME]
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O 50 view(exec) node

view(exec) node

O show ipvé access-list

ooooood IpPve0 00000000 0ODOOOOO

ooooooo ipv6 access-list IPv6-ACL-NAME (permit]deny) SRC-IPV 6 DST-1PV6
ipv6 access-list IPv6-ACL-NAME (permit]deny) SRC-IPV6 DST-1PV6 PROTOCOL
ipv6 access-list IPv6-ACL-NAME (permit]deny) SRC-1PV6 DST-1PV6 ICMPV6
ipv6 access-list IPv6-ACL-NAME (permit]deny) SRC-1PV6 DST-1PV6 TCP/UDP
ipv6 access-list IPv6-ACL-NAME (permit]deny) SRC-IPV6 DST-1PV6 TCP-OPTIONS

gooogog
SRC-1PV6
DST-1PV6
PROTOCOL
I1CMPV6
TCP/UDP

DOGXDIXIX | XiXiiXiX/M | any | FQDN)
DXEXiIXiX ] XzXDiXiX/M | any | FQDN)

1 <0-255> : Protocol number
: (icmpv6 | icmpv6 <0-255>) : IPv6 ICMPv6 <IPv6 ICMP type>
> (tcp | udp)

© (tep | udp) (<sport:1-65535>]any|range <min:1-65535> <max:1-65535>)

TCP-OPTIONS

(<dport:1-65535>]any|range <min:1-65535> <max:1-65535>)

: tep syn > TCP syn packets

: tep (<sport:1-65535>|any|range <min:1-65535> <max:1-65535>)

O show ipv6 forwarding

(<dport:1-65535>]any|range <min:1-65535> <max:1-65535>) syn

ooooooo IPv6e 00000000 Oon/offOOOOOODO
00000000 show ipve forwarding
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O 50 view(exec) node

view(exec) node

O show ipv6 interface
ooooooo IbveO 00000000000 O000OO
ooooooo show ipv6 interface (]INTERFACE]brief)

O show ipv6 default-gateway
goooooo IPveO0 00000000000 oooooo
O000000D0Oshow ipve default-gateway

O show ipv6 statistics
ooooooo P60 00 0000000000000000
ooooooo show ipv6 statistics

O show ipv6 spi-filter
ooooooo IPv6 SPI filterOOODOOOD
ooooooo show ipv6 spi-filter

O show ip web-auth access-list
ooooooOo  wbhOOOOOOOOOOOOO
ooooooo show ip web-auth access-list (JWEBAUTH-ACL-NAME)

O show ntp
ooooooO NPOOODODDODODODODODODODODODDOO
onoooooo show ntp

O show dns
oooooog DNSOOOoOoooooooono
ooooooao show dns

O show dhcp
ooooooo bHePOODOOOOODOOOODOOOODOO
ooooooo show dhcp lease

O show syslog

ooooooo ocooooooogoo

ooooooo show syslog (message|bootlog|maillog) (]1ine:1-99999) (]reverse)

ooooooo OO00syslogOO0O0DOOO0OO0ODOOOOODOOOOODOOO
reverse0 00000000000 O0OOOOOOO

O show arp

OooooDoOOoOARPOOOODOOOODO
0000000 0Oshow arp
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O 50 view(exec) node

view(exec) node

O show ipv6 neighbors
ooooooo P60 0000000000
0000000 0Oshow ipve neighbors

O show (diskO|diskl)
O0000oooooooooooooooooooo
0000000 0Oshow (disk0o]diskl)

O show uptime
gooboogo gogoboooobooboooobooo
ooooooo show uptime

O show tech-support
oo0o00O00 QOOoOOo0OO0ODOOO0000000000
ooooooo show tech-support

O show memory
0000000 DOoooooooooooo
ooooooo show memory

O show process
o0000O00 OOO0O0O0O0OO000000000000ooooo
ooooooo show process

O show clock
ooooooo oooooooooobooooo
ooooooao show clock

O show history
0000000 [0OOo0o0000ooo0o00oOooDooooOooood
ooooooo show history

O show File systems
0000000 DOoO0O000ooooooooo
00000000 0Oshow file systems

O show version
ooooooo ooo0oooooooboooooboooooo
ooOoo0ooa show version

O show loadavg

ooooooo cvOooobOOoOoobDboOoooDbon
ooooooo show loadavg
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O 50 view(exec) node

view(exec) node

O show 12tp
ooo00000 LLPOODO0D00000000O0OO0O0OO
OO00oO0oog  show 12tp (tunnel|session)

O show 12tpv3
Ooooooo L300 doooogoo
OO0oO0oog  show 12tpv3

O show 12tpv3 tunnel
ooooood L3000 00000o0oooon
oooooog show 12tpv3 tunnel (|<TID:1-4294967295>) (|detail)

O show I2tpv3 session
ooooood LT3 0ooooooooooooo
oooooog show 12tpv3 session (|<SID:1-4294967295>) (]detail)

O show I12tpv3 interface
0000000  XeconnectOOOOODOOODOODOODOODO
oooooog show 12tpv3 interface (]INTERFACE) (|detail)

O show 12tpv3 fdb
O0O0oooo LT3 FDBOOOOOOOODO
OO0oodoog  show 12tpv3 fdb (local |forward])

O show I12tpv3 fdb interface
0000000 XconnectOODOOOOOOFBOODOOOODOOO
OO00O0oOoog  show 12tpv3 fdb interface INTERFACE (local|forward])

O show 12tpv3 group
Oo0ooooo L300 ogoooogon
OO0DoO0oog  show 12tpv3 group (<GID:1-4095>|)

O show 12tpv3 peer

OoOooooo L300 00O0oogd
OO0oodoog  show 12tpv3 peer (A.B.C.D|)
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O 50 view(exec) node

view(exec) node

O show interface
ooooooo ooooooooooooooooooooooooo
ooooooo show interface (|mode]|power-save)
show interface INTERFACE (|mode]power-save)
00 0o (mode|power-save)( ethernet I/FO OO OOOOOOOODOOO

O show route-map
0000000  Route-mapd O OO OOO
ooooooo show route-map (JWORD) detail

O show class access-list
ooOoo0ooa class access-list0 000000
ooooooo show class access-list (JWORD)

O show ssh-public-key
OoOooooo  NetconfOODO SSHOOOODOOOOODO
ooooooo show ssh-public-key user netconf

O show users
ooooooo oo0oooDoooooooooooogoo
oo0oooon show users

O show debugging

ooooooo oooodoooooooo@N/oFmHODDdoooooooooooooo@ooo
0ooooooooooo)yY ooooooo

ooooooo show debugging (12tpv3|netevent|ppp)
show debugging timer (|<1-5>)

O show vrrp
goooogd VRRPOO O GQOGQOooooo
ooooooo show vrrp

O show ppp
goooogad pPPOOOOOODODODOO
0000000  show ppp (<0-4>])

O show pppoe-bridge

OO0O0OOooOO  PPPoE bridgeO O OO OOOOOO
ooooooo show pppoe-bridge
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O 50 view(exec) node

view(exec) node

O show ipsec
ggooogd
gooboogd

O show ip rip
ggooogd
gooboogd

O show ip ospf
goooogd
gooboogd

O show ip bgp
ggooogd
gooboogd

IPsecOO00D0O0O0OOOOO

show
show
show
show
show
show
show
show
show

ipsec ca certificates : Display IPsec CA certificates

ipsec certificates : Display IPsec certificates

ipsec crls : Display IPsec crls

ipsec policy : Display IPsec policy

ipsec public-keys : Display IPsec public-keys

ipsec rsa-pub-key : Display IPsec RSA public key

ipsec sa : Display IPsec Security Associations
ipsec status (Jtunnel <1-65535>) (|]brief)

ipsec status (versionl|version2)

RIPODOODOODODO

show
show
show

ip rip
ip rip interface (]INTERFACE)
ip rip database

ospFOODOODOO0ODOO

show
show
show
show
show
show

ip ospf
ip ospf neighbor (]detail)
ip ospf interface (]INTERFACE)

ip ospf database (]external|summary]|network]router|asbr-summary)

ip ospf route
ip ospf virtual-links

PO OODOODOODOO

show
show
show
show
show
show

ip bgp
ip bgp (A.B.C.DJA.B.C.D/M)

ip bgp neighbors [JA.B.C.D (advertised-routes]received-routes|routes)]

ip bgp route-map ROUTE-MAP
ip bgp scan
ip bgp summary
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O 50 view(exec) node

view(exec) node

m show mobile

goooooo 000000 ooooooooooooooa
cOoooOoOO

ooooooo show mobile (]<0-1>)

o APNOODODODO@ODOOOOODpppOOOODDOO)
ooooooo show mobile <0-1> ap

o000 OOO@UUODOOOpppO OO OODODOO)
ooooooo show mobile <0-1> phone-number

oJOD0ODOOOO@UUODOOOpppOOOODOO)
ooooooo show mobile <0-1> signal-Ilevel

O show fast-forwarding

ooooooo Fast-forwardingD OO0 OO0 00 O0O00OOO

ooooooo show fast-forwarding

0000000 OdFast-forwarding is ond O 0O O O Fast-forwarding is off0 00000000

O show fast-forwarding status

O000oog  Fast-forwardingD OO 00O O0O0OO0OOOOOOOO

ooooooo show fast-forwarding status

ooooooo

00000 Fast-forwarding IP forwardingd D OO0 OO00O0O
nxrl155#show fast-forwarding status
total forward count 644
3s udp 192.168.0.1:63->192.168.10.1:63 count:9 byte:12564 fw4 natp4 src 192.168.1.254:63 O
4s udp 192.168.10.1:63->192.168.1.254:63 count:9 byte:12564 natp4 dst 192.168.0.1:63 fw4 [
ooooglIrP forwardingO OO OOOOOOOO

000 00Fast-forwarding IPsecC 00 000000
nxr155#show fast-forwarding status
total forward count 661

7s esp 192.168.1.253->192.168.1.254 count:9 byte:12564 ESP_IN spi:$95e97067 fw4 O
7s udp 192.168.10.1:63->192.168.0.1:63 count:8 byte:11168 fw4 O
5s udp 192.168.0.1:63->192.168.10.1:63 count:9 byte:13158 fw4 ESP_OUT spi:$44f8bc92 O

oo0bOoobooooooesPOODOOOODODOOn NP forwardingDOOOODOOODOO ESP
oooooogiIp forwardingD OO OOOOODOODO
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O 50 view(exec) node

view(exec) node

O show product

goooooo ooooooooooooooad

ooooooo show product

gooooon Ogooooooooooooooooooooooboooooobobooooooooa
goooooooooooooa

m show netevent
o track
ooooooo Netevent[] track object(0 0 0 0)0DOODOOOOOODOOOO
ooooooo show netevent track (]<object id:1-255>) (|detail|brief)
0000000 Object IDODOOOOOOODOO track statusOO0O0O0O0O00O
brief0 0000000000 ODOODOOOO
detail OO0 0O D0O0D0OOD0ODOOODODODOO

o action

ooooooo Netevent [ track object(D OO0 O)0ODOOOOOO actionO OO ODOO0O
ooooooo show netevent action (]<object_id:1-255>)

0000O0oo0d  Object IDODOODOOOODOOIDODODODOOD actiondOOD0OO0O

O show warplink

00O00O00dno  WarpLink Manager0 0D OO0 OO0 O0OOO0OOO
ooooooo show warplink

ooooooo 00000 3200WarpLink norde0 000000000

53



O 50 view(exec) node

view(exec) node

O show monitor-log

gooogooo
gboooooo
goooogo

O show service

gooobogoo
gooogooo
gooogooo

O show wimax
goooooo
goooood

O clock set

ogoooooad
ogogooooad
ogoooooo

Monitor-logO0 0O O OO0
show monitor-log (reachability]resource)
00000 3500Monitor-log noded0 000000000

O0o0o0ooooooooooooa
show service
do000o0oo0oooDoduwOOOdownOOOOOonOd

wivaXxOoOoooooooo
show wimax (]<0-0>)

ooooooooooo

clock set HH:MM:SS Day Month Year

20100 120 310 120 3405600 0000000000000 O0ODOOOO
clock set 12:34:56 31 12 2010

O erase flash-config

gooogooo
gooogoo
gooogooo

O delete

gogooooad

ogoooooad
]

O save config
goooogd
goooogd

O dir
ooooood

O00000000o0o0o0ooooooooooonm
erase flash-config
flash-configD OO OO OOOOOOOO0OOOOOO

goooooooooon

delete bootlog O bootlogO O O O

delete dump OdumpO 00O OOOO

delete file (diskO:FILENAME]diskl:FILENAME) (disk0=USBO, disk1=USB1)
delete syslog Osyslogd OO (@ODO)HO

delete reachability-log (reachability0 00 Qd0)

delete resource-log (resource0 OO 0O 0O)

oooooooooooooog
save config

ooooooogseo, usenoooooooooOooooooooooOoo

gooogooo
goooogo

dir (Jdisko]diskl)
USBOO O DOODOUSB FlashO OO DDOOOOO0O0DOdiskoD00O00000
USBIO O OO OO USB FlashO OO OOOODOOOOOdisklOOOO0O00O
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O 50 view(exec) node

view(exec) node

| copy
o (bootlog|dump]syslog]reachability-log|resource-log )
ooooooo bootlog, dump, syslog, reachability-log, resource-log0 0000000
ooooooo
copy (bootlog|dump|syslog]reachability-log]|resource-log)
ssh://<user@A.B.C.D>/FILENAME (]source A.B.C.D|X:X::X:X)
copy (bootlog|dump|syslog]reachability-log]|resource-log)
ftp://<A.B.C.D>/FILENAME (]source A.B.C.D|X:X::X:X)
copy (bootlog|dump|syslog]reachability-log]|resource-log)
(diskO:FILENAME |disk1:FILENAME)
ooooooo 0000ooooooooooooooooon

o configlOOOOOO
goooooo oo0d0oOo0oO0O0oooOoO0oUooOoUoooodUooogooooag
coooooo
copy (config|show-config) ssh://<user@A.B.C.D>/FILENAME (Jall) (]source A.B.C.D]|X:X::X:X)
copy (config|show-config) ftp://<A.B.C.D>/FILENAME (Jall) (]source A.B.C.D|X:X::X:X)
copy (config]|show-config) (diskO:FILENAME]disk1:FILENAME) (Jall)
coooooo
OallODOOOOOOIMpsecO 00000 configD tgzOODOODOOODDOODOODOOODOOODUOconfig
OoOxmlO0ODOOOODOO
00000000 show configD ODODODOOOOOOOOOOshow-config OOOOOO
oooooooooooooboooooooon

o configOOO
ooooood 000000000 (ocal flashOOOUSB/CFOODOO)YDDOOOOOO
ooooooo
copy ssh://user@(A.B.C.D|X:X::X:X)/FILENVAE
(flash-config|diskO:FILENAME|disk1:FILENAME) (Jsource A.B.C.D|X:X::X:X)
copy ftp://(A.B.C.D|X:X::X:X)/FILENAME
(flash-config|diskO:FILENAME|disk1:FILENAME) (Jsource A.B.C.D|X:X::X:X)
copy (diskO:FILENAME|diskl:FILENAME)
(flash-config|disk0:FILENAME |disk1:FILENAME)
ooooooo
O disk0 --> disk0O diskl --> disk1 0 O copy O O O O disk0 <--> disk1 0O copy 0 OO
oooooooooooooooooooog

o sshODOOODOOOOO

oO0o0oOoogo ssHOooooooooooooo

ooooooo

O copy (ssh://<user@A.B.C.D>/FILENAME) ssh-public-key user netconf (source A.B.C.D|X:X::X:X)
O copy (ftp://<A.B.C.D>/FILENAME) ssh-public-key user netconf (source A.B.C.D|X:X::X:X)

O copy (diskO:FILENAME|disk1:FILENAME) ssh-public-key user netconf (source A.B.C.D|X:X::X:X)
ooooooo 0oooooooooooooooooon
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O 50 view(exec) node

view(exec) node

O firmware update

gooogooo
ooooooo
U

gooogooo

oooooooooOooooooood

firmware update ssh://<user@A.B.C.D>/FILENAME (]source A.B.C.D|X:X::X:X)
firmware update ftp://<A_B.C.D>/FILENAME (]source A.B.C.D|X:X::X:X)
firmware update (diskO:FILENAME|diskl:FILENAME)

oooobooboboboobooboobon
gooboobgbooboobgoooboboobooboobooobooboboobooboon
O00000000000000D00D00M OO EFirmwvare updateD OO0 O OO0OODOOO

0O restart
gooogooo
ooooooo

O configure
goooooad
ooooooo

oooopooooooo
restart dhcp-relay (oHCPO O ODODOOODOODOOO)
restart dhcp-server (HCPO OO OOoOODOO)

restart dns oNSOOooooooooono)
restart http-server (HTTPOODOODOOODOO)
restart ipsec (lPsecO0 00 O0DOOO0OODO)
restart 12tp (L2TPv20 00000000 O0)
restart 12tpv3 (LT3 00oooooooo)

restart monitor-log (Monitor-log0 00O O DOOOOODO)
restart netconf-server (NetconfO O OO DO OOOOO)

restart ntp (NTPOOCOOODOOODOOOO)

restart ospf OSPFODDOODOOODOOOnO)

restart rip QRIPOCOOODOOODOOODO)

restart snmp (S\wPODDOOOOODOOOO)

restart ssh-server (SsHOOooooooano)

restart syslog (SyslogD O OOOO0DOOOOO)
restart system @goooooooono)

restart telnet-server (TelnetO OO OODOOODOO)

restart vrrp (VRRPO D OODOOODOOONO)

restart warplink (WarpLinkOODOOODOODOOOOOO)

restart waplink send-config (WarpLink Manager 0O O OO configd OO OO O)

0ooooooooooooooooooon
configure terminal
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O 50 view(exec) node

view(exec) node

®  dump
ooooooo

gb ogog

o dump
ooogoood
o0 oOoDbo

o dump filter
ooooooo

o dump pcap
ooogooog

NXRODODOOODODOOOdumpOOOOO0ODOOCOODODdumpDO00O00O0O0DOOO
(USBO CAHOODODOOOOSSHOODODODOUOOOOOUOOOooOooooooooo
OO00OdumpO OO RAMODOOOODODOUSEROODOOOOODOOOOO memory O
Oooooooooooooooooooooooooon
0000000000000 fast-forwawding O disable(no fast-forwarding enable)
oooooooo

dump interface INTERFACE
INTERFACEO DD 00O OO0 OOoon
[ethernet <0-2> (|vid<vlan_id:1-4094>) | ppp <0-4> | tunnel <1-255>]

dump interface INTERFACE filter (ssh|telnet]tcp880)

dump interface INTERFACE pcap count <1-99999> (size <64-1518>|)
(filter {ssh|telnet|tcp880}])

O clear 12tpv3 fdb

googogo
goooogo

L2TPv30 FDBO O OO O0ODOODODOODO

clear 12tpv3 fdb (ooormBOOOODODOO)
clear 12tpv3 fdb local ethernet <0-2> (|vid <1-4094>)
clear 12tpv3 fdb forward

clear 12tpv3 fdb forward <gid:1-65535>

clear 12tpv3 fdb forward ethernet <0-2> (Jvid <1-4094>)

O clear 12tpv3 counter

goooogo
goooogo

Ltpv3i000OoO0Oooooooon

clear 12tpv3 counter ethernet <0-2> (Jvid <1-4094>)
clear 12tpv3 counter peer

clear 12tpv3 counter peer A.B.C.D

clear 12tpv3 counter session <session-id:1-4294967295>
clear 12tpv3 counter tunnel <tunnel-id:1-4294967295>

O clear 12tpv3 tunnel

goooogo
goooogo

gooomobooooooopooooodLeTp3000ooooooogno
clear 12tpv3 tunnel <tunnel-id:1-4294967295> <session-id:1-4294967295>

O clear 12tpv3 remote-id

goooogo
goooogo

ooooooompooooogLetev3oooon
clear 12tpv3 remote-id <remote-id:A_B.C.D>
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O 50 view(exec) node

view(exec) node

O clear 12tpv3 group
OO0oOoooo QoQOoooimooogogoLetv3aC0dooon
OO0o0oog  clear 12tpv3 group <group-id:1-65535>

O clear arp
Ooooooo ARPODOOOO0ODOOCOCOO0
OOooodoogd  clear arp ALB.C.D

O clear ipv6 neighbors
ooooooo IPv6O0O0O00OO0O000DOOOO
0000000  clear ipvé neighbors X:X::X:X ethernet <0-2>
clear ipv6 neighbors X:X::X:X ethernet <0-2> vid <1-4094>
clear ipv6 neighbors X:X::X:X ethernet <0-2> vid <1-4094> <id:1-255>

O clear ppp
goooood gooopPPOOOOODODOOOOOO
0000000  clear ppp <0-4>

O clear 12tp
D0000o0000oooLwRPO00d0oooooooon
00000000 clear 12tp

O clear ipsec tunnel
ooooooo 0000 IPsec tunnel DO OOOOO
OO0o0O0oogd  clear ipsec tunnel <tunnel_policy:1-65535>

O clear ipsec state
ooooooo 0000 IPsec stateJ OO0 OO0
0000000  clear ipsec state <state _number:1-4294967295>

O clear wimax
oooooog WivAXO OO Doooooo
ooooooo clear wimax <0-0>

O clear ip route cache
ooooooo IPO0D0O0O0O0OOOOOOOOOO
OO00O00Oog  clear ip route cache

O clear ip access-list ACL-NAME fgdn

0000000 FONO OO access-list0 0000000
0000000  clear ip access-list ACL-NAME fgdn
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O 50 view(exec) node

view(exec) node

O clear ipv6 route cache
goooooo IPv60 00 0000000000000
ooooooo clear ipv6 route cache

O clear ipv6 access-list ACL-NAME fqdn
0000000 FNOOO access-list0 0000000
ooooooo clear ipv6 access-list ACL-NAME fqdn

O clear ssh-public-key
ooooooo  ssHooooooooooo
ooooooo clear ssh-public-key user netconf <0-0>

O clear dns cache
oooooog DNS cacheD OO OO OOO
ooooooa clear dns cache

O clear mobile <0-2>
ooooooo goooboooooboooooboboooooog
ooooooa clear mobile <0-2>

O clear ppp <0-4> mobile limitation

ooooooo  mobileDOOODOOOO

ooooooo clear ppp <0-4> mobile limitation

ooooooo

Omobile limit (reconnect|time)J 000000000 0OODOOOOO0ODOODODOOOOOmobile
limit (reconnect|time)0 0000000000 OCO0O0ODOOO0NOOOOOOOOODOOOOO
oooo

O clear netevent counter track <1-255>
OOOO0o0O0O0  neteeentCDO000D0O0OOOO0DOOO
ooooooo clear netevent counter track <object_id:1-255>
ooooooo
[ show netevent track <1-255> detail 0 OO O OO History counter0 00000000

O clear route-map
ooooooo route-map 0 0 O O (packet/byte OO0 D OO OO OOOOOOO
ooooooo clear route-map <NAME> counter

O clear class access-list

ooooooo class access-list0 000 (packet/byte0 0 00O O0)DOOOOOOO
ooooooaod clear access-list <NAME> counter
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O 50 view(exec) node

view(exec) node

m terminal

o length

oo0ooooo ooooopooooooooono

OO0bOooog  terminal length <0-512>

oo 0O oo terminal no length

0000000 o0OoODOoDOOoOoOObDOoO0OoOooDOooOOoOooooooog

o width

oo0ooooo ooooopooooooooono
gooooon terminal width <40-180>

oo 0O oo terminal no width (= terminal width 80)

m connect

o connect ppp

oooooog PPPOOOOCODOODOOOPPODODOOOODOODOOODODOO
ooooooo connect ppp <0-4>

o reconnect ppp
ooooooboo ppPOOOO0O0DCOOOOPPOOOOOOOOOOOOODOOOO
oobooooo reconnect ppp <0-4>

o connect 12tp
ggooogd L2tPO000O0O0ooOooog
ooooooo connect 12tp

o connect 12tpv3
ooooooo  Letpv300O00O0O0O0O0OO0O0O
OO00OO0O0O00  connect 12tpv3 ethernet <0-2> (JA.B.C.D)
connect 12tpv3 ethernet <0-2> vid <1-4094> (]A.B.C.D)
goooooo A.B.C.DUO [JRemote Router-ID[ O[O

o connect ipsec
goooogod IPsecO0 0 0000O0OOOOIPsecU 000D ODOOOOonDODOOn
ooooooo connect ipsec <1-65535>

o connect wimax
ooooooo WiMAXO O OoOQoooooo
Oooo0oooad connect wimax <0-0>

O disconnect

goooooo ogoooooooobooooooo

ooooooog disconnect console (
disconnect vty <VTY line_number:0-10> (

console CLIDOODOOOOOOOD
SSH/TelnetO OO OO OOODOOCOD
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view(exec) node

O format
ooooooo oooooooogooooboboooooon
ooooooo format (diskO|diskl)

O eject
ooooooo oooooooogooooboboooooon
ooooooo eject (diskO|diskl)

O inject
coooooDo oooooooogoooooogoo
ooooooo eject (diskO|diskl)

O ping
Oo0ooooo  pingDO0OOD0OOO
Ooodoooo  ping ip (A.B.C.D | FQDN)
ping ipv6 (X:X::X:X | FQDN)
ooooooo OO0O00oo00pingUOI0OD0OOOO0OOOOOO0OOOOO0ODOOOODOOO

nxrl120#ping oooooooooo
Protocol [ip]: O ip|ipv6

Target IP address: OA.B.C.D|X:X::X:X]FQDN
Repeat count [5]: [0 1-2147483647

Datagram size [100]: [0 36-18024

Interval in seconds [1]: 0J0-10

Extended commands [n]: On(pingDO0O)y(OOODOOODOODOOODOO)
00 Source address or interface: O A_B.C.D|X:Xz:X:X] INTERFACE
O Type of service [0x0]: [0 Ox00-0xff

(0 Set DF bit in IP header? [no]: 0O no]yes

(0 Data pattern [OxABCD]: [0 0x0000-0Oxffff

O traceroute
goooogad tracerouteJ O OO OO0
ooooooo traceroute (icmp|icmpv6) (A.B.C.D|FQDN)
traceroute (ip]ipv6) (A.B.C.D|FQDN)
oooooog D000000traceroute 00000000000 DOODOODOOODOODOOODOO

nxrl20#traceroute gooboooooog
Protocol [ip]: O ip|ipve

Target IP address: OA_B.C.D|X:Xz:X:X]FQDN
Source address: OA.B.C.D|X:X::X:X
Numeric display [n]: Only

Timeout in seconds [2]: 0 0-3600

Probe count [3]: [0 1-65535

Maximum time to live [30]: 0 1-255

Port Number [33434]: [0 1025-65535
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O 50 view(exec) node

view(exec) node

O ssh
OO0o0ooog  ssHOoOooOoooDoDbOo
ooooooo
ssh (iplipve) (A.B.C.D|X:X::X:X]FQDN) user USERNAME [(source A.B.C.D|X:X::X:X)]
ssh (ip|ipv6e) (A.B.C.D|X:X::X:X]FQDN) user USERNAME version 1
[cipher (3des|blowfish]des)] [(source A.B.C.D|X:X::X:X)]
ssh (iplipv6e) (A.B.C.D|X:X::X:X]FQDN) user USERNAME version 2
[cipher (3des-chc|aesl128-chc|aesl128-ctr|aesl92-chc
|aes192-ctr|aes256-chc|aes256-ctr|arcfour|arcfourl28|arcfour256
|blowfish-cbc|castl128-cbc)] [(source A.B.C.D|X:X::X:X)]
ooooooo odoDooooooooooooooooon

O telnet

ogoooooo TelnetOOOOOOOOO

0000000  telnet (A.B.C.DJX:X:X:X::X|FQDN) [source (A.B.C.D|X:X::X:X)]
ogoooooad goooooooooobooodooood

O logout
ooooooo cuoooogoooogd
ooooooo logout

O get system statistics cpu

goooooo
gcrubobooooOoOooobOoooooboboooooboboog
go0000o0ooOoUdUoDooOoO0OoogoooOoUOooDoOo0UooDogecPIODODOUODODODOODOUODOO
coooooooooocPuooooboooobbooooobooo

onoooooo get system statistics cpu <interval(sec):1-86400> <count([] ):1-65535>

O O 0 oObooooooooooo

nxrl20#get system statistics cpu 1 5

14:20:02 %CPU %user %nice  Y%system %idle  %iowait
14:20:03 22.00 17.00 0.00 5.00 78.00 0.00
14:20:04 23.00 11.00 0.00 11.00 77.00 0.00
14:20:05 100.00 65.00 0.00 35.00 0.00 0.00
14:20:06 4.95 3.96 0.00 0.00 95.05 0.00
14:20:07 0.00 0.00 0.00 0.00 100.00 0.00
AVERAGE 29.99 19.39 0.00 10.20 70.01 0.00

O reset
ooooooo JdoodooowimaXXODOooDoDoooooooooooooo
ooooooo reset mobile <0-2>

reset wimax <0-0>
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view(exec) node

® debug/undebug

o l12tpv3

oooooo0O LIP30 0000000000000

ooooooo debug 12tpv3 (Jall]error|session]tunnel)

O No 0O  undebug I12tpv3 (Jall]error|session|tunne)0 (= 0000000000 O0O00O0OD

o netevent

O0O0oOooo  NeteventOOOOODOOOOODDOO

0000000  debug netevent (Jaction]all]error]|track)

O No O  undebug netevent (Jaction]all]error|track)J (= OO O0OO0O0OOOOODOOOCOD

© ppp
goooooo pPPOOODOO0ODODOOODOOO

OO00OO00OO00d  debug ppp
O No 0 undebug ppp0 (= OO DODOOODOODOOODOOOD

o timer
goooood timerd timeout DO OO0 OO0 coommand D OO0 O 0O OO
oooooog debug timer <1-5> <5-86400> interface ethernet <0-2> (shutdown|no shutdown)
debug timer <1-5> <5-86400> interface ppp <0-4> (connect]clear]|reconnect)
O No O  undebug timer <1-5>0 0000 IDODO0O0DOOOOODOOOOOOOD
ooooooo
O interface ethernet <0-2> shutdown/no shutdown timer OO timeout OO O O configuration mode O OO0 O
OO00OUSEROOOOOODODOO0O0O0oO0DoO00oooooooooonoooooooon
cmd-timer: cmd-id 1 start
cmd-timer: cmd-id 1 error(VTY configuration is locked by other vty)
000o0000o0oooooDoooooooooooooogn
cmd-timer: cmd-id 1 start
cmd-timer: cmd-id 1 finished
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global node

O OO0 command

nxr130#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#

m show

o show config

ooooooo running-config(C OO DO ODOOODOO)OOOOODOO
oooooog show config (|xml)

o show flash-config

OO0ooood  flash-config(flashO OO OO0 OO0OO0OO0O0OO0)YDOOOOOOO
oooooog show flash-config xml

Oo0oooog  flash-configD OO OOXMLOODODODOOOOOODO
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global node

m ip access-list
Access-List(ACL)O O O O OIPv4 packetD filteringO O OO DOOOOOOODOOFilteringDOODODO
OO0 matchO OO matchO O actionO0 000000000
o matchO O
IPv4 source address/netmask
IPv4 destination address/netmask
Protocol (0 O O protocol 0O OO0 OO protocol DO O 0O)
Source port(TCP,UDPO O OO ODOOO)
Destination port(TCP,UDPO OO OO ODOO)
icmp type/code 0 O (icmpO O ODODO)
source/destination mac address
type/length(Ethernet Header)
o matchO O OO

permit 00000 packetd OO accept0 0 OO0
deny 00000000 packetO OO dropd0 0000
ooooooo

o ip/protocol

ip access-list ACL-NAME (permit]|deny)
<source:>(any|A.B.C.D/M]A.B.C.D|FQDN) <destination:>(any|A.B.C.D/M]A.B.C.D]FQDN)
(l<protocol :0-255>] icmp|tcpludp) (|mac HH:HH:HH:HH:HH:HH)

o 1icmp

ip access-list ACL-NAME (permit]|deny)
<source:>(any|A.B.C.D/M]A.B.C.D|FQDN) <destination:>(any|A.B.C.D/M]A.B.C.D]FQDN)
icmp (Jtype code) (|mac HH:HH:HH:HH:HH:HH)

o tcp/udp

ip access-list ACL-NAME (permit]deny)
<source:>(any|A.B.C.D/M]A.B.C.D|FQDN) <destination:>(any|A.B.C.D/M]A.B.C.D|FQDN)
(tcpludp) [(<sport:1-65535>]any]range <min:1-65535> <max:1-65535>)
(<dport:1-65535>|any|range <min:1-65535> <max:1-65535>)] (|mac HH:HH:HH:HH:HH:HH)

o TCP option
ip access-list ACL-NAME (permit]deny)
<source:>(any|A.B.C.D/M]A.B.C.D|FQDN) <destination:>(any|A.B.C.D/M]A.B.C.D|FQDN)
tep [(<sport:1-65535>]any|range <min:1-65535> <max:1-65535>)
(<dport:1-65535>|any|range <min:1-65535> <max:1-65535>)] (]|syn) (mac HH:HH:HH:HH:HH:HH)

o negate
no ip access-list ACL-NAME

ooooooo
OIPvAO IPv6 0 ACLO DD table D0 D ODOOOOOACL-NAWMED OO OO DOOOO
OO0O00D0ACLODODODOOODO p access-group 0 O O O (interface/tunnel/ppp node 0 0 0 )O DO
o o o o o o o R 51}
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global node

m ipv6 access-list
Access-List(ACL)O O O OO IPv6 PacketO FilteringD OO O OO OOFilteringD 00O O OO match
O00matchO O actionO0 000000000
o match 0O
IPv6 source address/prefix length
IPv6 destination address/prefix length
Protocol (0 OO protocol D OO0 OO0 protocol DO O 0O)
Source port(TCP,UDPO O OO OO ONO)
Destination port(TCP,UDPO DO OO O OO O)
TCP syn
icmpv6 type/code 00 (icmpv6e O OO0 0O)
o matchO O QOO

permit 00000 packetd OO acceptd O O OO
deny 00000000 packetO OO dropOd0 0 OO0
ooooooo

o ip/protocol

ipv6 access-list ACL-NAME (permit]deny)
<source:>(any | X:X: i X:X/M]X: Xz :X:X|FQDN) <destination:>(any|X:X: :X:X/M|X:X: - X:X]|FQDN)
(]<protocol :0-255>]icmpv6|tcpjudp) (|Jmac HH:HH:HH:HH:HH:HH)

o icmpv6

ipv6 access-list ACL-NAME (permit]deny)
<source:>(any | X: Xz :X:X/M]X:Xz:X:X]FQDN) <destination:>(any|X:X::X:X/M|X:X::X:X]FQDN)
icmpvbe (|type code) (|mac HH:HH:HH:HH:HH:HH)

o tcp/udp

ipv6 access-list ACL-NAME (permit]deny)
<source:>(any | X:X: i X:X/M]X: Xz :X:X]FQDN) <destination:>(any|X:X: :X:X/M|X: Xz :X:X]FQDN)
(tcpludp) [(<sport:1-65535>]any|range <min:1-65535> <max:1-65535>)
(<dport:1-65535>|any|range <min:1-65535> <max:1-65535>)] (|mac HH:HH:HH:HH:HH:HH)

o TCP option

ipv6 access-list ACL-NAME (permit]deny)
<source:>(any | X:X: i X:X/M]X: Xz :X:X]FQDN) <destination:>(any|X:X::X:X/M]X:X::X:X]FQDN)
tep [(<sport:1-65535>]any|range <min:1-65535> <max:1-65535>)
(<dport:1-65535>|any|range <min:1-65535> <max:1-65535>)] (|syn) (|mac HH:HH:HH:HH:HH:HH)

o negate
no ipv6 access-list ACL-NAME

goooooo
OIPvaD IPv6 0 ACLOOO tableD OO OODOOOOACL-NAMECD O ODDOOOODO
OO00OO0OACLODOODOODOODipve access-group U O O O (interface/tunnel/ppp noded O 0)
0OoALO 000000000000 0000Oe7
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global node

O ip route access-list
ooooooo
route-map 0 matchO OO 0O O match ip address0 O 0000000000 OODOOOOOOOOOOOO
BGPO O D ODOUOODOset0 000D ODOOODODOOOODOODOOODOBGPO distribute-list
00bO00ooOOoooooooboooooog
ooooooo ip route access-list ACL-NAME (permit]deny) A.B.C.D/M (]exact-match)

ip route access-list ACL-NAME (permit]deny) any
O no O no ip route access-list ACL-NAME (permit]|deny) A.B.C.D/M (]exact-match)

no ip route access-list ACL-NAME (permit|deny) any
00 oo
exact-matchO O OO O0OO0OO0OprefixOOMODOODODODOODOOOexact-matchO OO OO0 O0O0
OOprefixOOMOO WO 32)DO0DOO0O0OOOOODO
0.0.0.0/0 exact-match [0 0 default route(0.0.0.0/0)0 0 0 00O [00.0.0.0/0(exact-match O 00 ) O any
oooooo
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global node

m ip (snat|dnat)

OO0oO0oog NATOODOOODOOoOoOOoOo

ooooooo

o 1ip

ip (snat]dnat) NAT-NAME ip
<src:>(any]A.B.C.D/MJA.B.C.D) <dst:>(any|A.B.C.D/M]A.B.C.D)
<to:A.B.C.D> (|to-end:E.F.G.H)

o TCP/IP

ip (snat]dnat) NAT-NAME (tcp]udp)
<src:>(any|A.B.C.D/MJA.B.C.D) (]<sport:1-65535>]any|range <min:1-65535> <max:1-65535>)
<dst:>(any]A.B.C.D/MJA.B.C.D) (]<dport:1-65535>]any|range <min:1-65535> <max:1-65535>)
<to:A.B.C.D> [(Jto-end:E.F.G.H) (]<port:1-65535>|range <min:1-65535> <max:1-65535>)]

o protocol
ip (snat]dnat) NAT-NAME <protocol:0-255>
<src:>(any|A.B.C.D/MJA.B.C.D) <dst:>(any|A.B.C.D/M]JA.B.C.D) <to:A.B.C.D> (|to-end:E.F.G.H)
goooooo protocol DO O udp/tep0 000000 portD 00O 0OO0OOOO
00000 udp/tep000DODOODOO)

o static
ip (snat]dnat) NAT-NAME ip
<src:>(any|A.B.C.D/M]JA.B.C.D) <dst:>(any|A.B.C.D/M]A.B.C.D) static <to:>A.B.C.D/M

o negate
no ip (snat]dnat)

ooooooo
o snatd0 000 : Private IPO OO0 (192.168.0.0/24)0 Global IP(1.1.1. )00 000O00OO0O0OO
ip snat test ip 192.168.0.0/24 any 1.1.1.1

odsnat0 O 0O0: 1.1.1.1:800 0000000 192.168.1.1:8800 000000
ip dnat test tcp any any 1.1.1.1 80 192.168.1.1 880

o static snat0 Q0O 0O:
ip snat test ip 192.168.0.0/24 192.168.10.0/24 static 192.168.10.0/24
00000192.168.0.24500 0 192.168.10.2470 0000 0000O0OSNATO OO src IPO OO
(192.168.0.245 - 192.168.10.245)0 000 O
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global node

m system (snat]dnat)

goooooo system snatldsystem dnatO0 000000
ooogooog

o system (snat]dnat)
system snat SNAT-NAME
system dnat DNAT-NAME

o negate
no system (shat]dnat)
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global node

m ip web-auth access-list

ogoooooad

WebO O FilterCOOO0OO0ODOOODOOO hostO networkO interface0 0 OO0 0OWebO OO OO DOOOO
goooooooooo

goooooo

o ip/protocol

ip web-auth access-list ACL-NAME (permit]deny)
<source:>(any]A.B.C.D/M]A.B.C.D|FQDN) <destination:>(any|A.B.C.D/M]A.B.C.D|FQDN)
(]<protocol :0-255>|icmp|tcpjudp) (|mac HH:HH:HH:HH:HH:HH)

o icmp

ip web-auth access-list ACL-NAME (permit]deny)
<source:>(any]A.B.C.D/M]A.B.C.D|FQDN) <destination:>(any|A.B.C.D/M]A.B.C.D|FQDN)
icmp (Jtype code) (|mac HH:HH:HH:HH:HH:HH)

o tcp/udp

ip web-auth access-list ACL-NAME (permit]deny)
<source:>(any|A.B.C.D/M]A.B.C.D|FQDN) <destination:>(any|A.B.C.D/M]A.B.C.D|FQDN)
(tcpludp) [(<sport:1-65535>]any|range <min:1-65535> <max:1-65535>)
(<dport:1-65535>|any|range <min:1-65535> <max:1-65535>)] (|mac HH:HH:HH:HH:HH:HH)

o TCP option
ip web-auth access-list ACL-NAME (permit]deny)
<source:>(any]A.B.C.D/M]A.B.C.D|FQDN) <destination:>(any|A.B.C.D/M]A.B.C.D|FQDN)
tep [(<sport:1-65535>]any|range <min:1-65535> <max:1-65535>)
(<dport:1-65535>|any|range <min:1-65535> <max:1-65535>)] (]syn) (|mac HH:HH:HH:HH:HH:HH)

o negate
no ip web-auth access-list ACL-NAME

ooooooo

o WebODOODOOOD: 192.168.0. 10000000 WebhD0000O0OWhODODOOOODOODOO
ip web-auth access-list FORWARD-IN permit any 192.168.0.10 tcp 80 any
ip web-auth access-list FORWARD-OUT permit 192.168.0.10 any tcp any 80

o DUDOUOODODODOO: ODODOWhODODOODODOWAWNOODODODDODODOODODOD
interface ethernet 1
ip webauth-filter forward-in FORWARD-IN
ip webauth-filter forward-out FORWARD-OUT
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global node

O pppoe-option sent-padt
OO0odoog  PPPEC00DODOOOOODOODODO
ooooooo pppoe-option sent-padt
(all]prev-pppoe-session|unknown-ip-packet]unknown-lcp-echo)
oo 0O o0 pppoe-option sent-padt all
O no O no pppoe-option sent-padt
(| prev-pppoe-session|unknown-ip-packet]unknown-Icp-echo)

O pppoe-bridge

0000000  PPPOE bridge0 O OO OO0

ooooooo pppoe-bridge ethernet <0-2> ethernet <0-2>
oo 0O oo no pppoe-bridge

O no O no pppoe-bridge

O dhcp-server

0000000 DHCPODODOOODDOIPODOODOODODOODOO
ooooooo dhcp-server bind HH:HH:HH:HH:HH:HH A.B.C.D

O no O no dhcp-server bind HH:HH:HH:HH:HH:HH

m ssh-server
o ssh-server enable
goooood ssHOOOOOOoO/000O0O00o0OoOo

ooOoo0ooa ssh-server enable 0Ooo
oo 0O 00 no ssh-server enable
a no ad no ssh-server enable 00

o ssh-server version
goooood SSHOOOOOOOOOoOooOOooooo

ooooooo ssh-server version 1|2 : SSHv1 or SSHv2
ssh-server version 1 2 : SSHv1 and SSHv2

oo 0O oo ssh-serverversion 1 2

O no O no ssh-server version (=ssh-server version 1 2)

o ssh-server ciphers

gogooooo ssHOoooooooooooooo

ooooooo ssh-server ciphers (aesl128-chc|3des-chc|blowfish-cbc|castl128-chc|arcfourl28|
arcfour256]arcfour|aes192-cbhc|aes256-cbc|aes128-ctr|aesl92-ctr|aes256-ctr|)

o0 od ooooooood

O no O no ssh-server ciphers
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O 60 global node

global node

m ssh-server(O0O)
o ssh-server address-family
gooooon SSHOOOOODOOoODODOoDoOoooooadpva/ipve)Doooonod

ooooooo ssh-server address-family ip > IPv4 access only
ssh-server address-family ipv6 : IPv6 access only

oo 0O oo no ssh-server address-family

O no O no ssh-server address-family > any

o ssh-server port

Ooooooo ssHOooOoOoOoOoOoodoooo00omooooo00000oo0oooooon
ooooooo ssh-server port (22]512-65535) (22]512-65535)

oo 0O oo ssh-server port 22

O no O no ssh-server port (=ssh-server port 22)

o ssh-server authentication

ooooooo SSHOOODOOOOODOOODOOODOOOplain-text password 0 RSA public-key O
goooooog

ooooooo ssh-server authentication (password]public-key)

O no O no ssh-server authentication (password|public-key)

oo oo Default O O O password 0 O ORSAO O (verl/ver2)D 0O D0 O OO

o ssh-server public-key
ooooooo adminDO0O00D0O0O0OOSSHOOODOOOOODOOO@OsSsoooOoooDo)o
ooooooo ssh-server public-key username admin <0-4>
ssh://<user@A.B.C.D>/FILENAME (]source A.B.C.D|X:X::X:X)
ssh-server public-key username admin <0-4>
ftp://<A.B.C.D>/FILENAME (]source A.B.C.D|X:X::X:X)
ssh-server public-key username admin <0-4>
(diskO:FILENAME|disk1l:FILENAME) (Jsource A.B.C.D|X:X::X:X)
O no O no ssh-server public-key username admin <0-4>

o ssh-server vty authentication

0000000 RSAODOOOpasswordD OO OO0 O000O0O0OODODOOIO passwordd O OO OIDO
0oooooooooo

ooooooo ssh-server vty authentication

O no O no ssh-server vty authentication

0o 0o RSA public-key 0 0 0O 0O 0O O O (ssh-server authentication public-key)O O [0
doooooooooooooooooooon
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0O 60 global node

global node

O telnet-server enable

ooooooo
oooooog
oo O oo
0 no 0

m http-server
o enable

goooooo
ooooooad
oo o od
0 no 0

TelnetDOOOOO /00000000

telnet-server enable (00)
telnet-server enable
no telnet-server enable (=00)

HTTPOOOOOO /00000000

http-server enable =00)
http-server enable
no http-server enable =00)

o ip access-Filter

ooooood
ooooodoad
00 RN
0 no 0

gOooOoOwbDOOOODOOOOODO PV ACLODOOOOOO
http-server ip access-filter 1Pv4-ACL-NAME

source IPOO0OOOOOOOO

no http-server ip access-filter

o ipv6 access-Filter

ooooood
ooooodoad
00 RN
0 no 0

goooOOwebDOOOODOOOOODO PG ACLODOOOOODO
http-server ipv6 access-filter IPv6-ACL-NAME

source IPOO0OOOOOOOO

no http-server ipv6 access-filter
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O 60 global node

global node

m session

o session udp timer

gbooobogoo
gooogog

o0 0O 0O4d
[l no [l

wPpOODOOODODODOOODODODOD

session udp timer <sec:1-8589934> (NXR-120/C NXR-125/CX NXR-130/C)
session udp timer <sec:1-2147483> (NXR-1200)

session udp timer 30

no session udp timer(=session udp timer 30)

o session udp-stream timer

gooogooo
gboooooo

oo 0O oOad
O no O

wpOOOO0O0ODOOOOOOOO0ODOOOOODOOO

session udp-stream timer <sec:1-8589934>[1 (NXR-120/C NXR-125/CX[ NXR-130/C)
session udp-stream timer <sec:1-2147483>[1 (NXR-1200)

session udp-stream timer 180

no session udp-stream timer (=session udp-stream timer 180)

o session tcp timer

gbooobogoo
gooogog

oo 0O 0Oa4d
[l no [l

o session max
ooooogo
goooogo

go 0O 00

o session limit
ooooood

goobogog

go 0O OO0

O no O
ooooooo

TcPOO0ODODOODOODODOOODO

session tcp timer <sec:1-8589934>[ (NXR-120/C NXR-125/CX] NXR-130/C)
session tcp timer <sec:1-2147483>[ (NXR-1200)

session tcp timer 3600

no session tcp timer (=session tcp timer 3600)

oo0ooooooooooooo

session max <4096-32768> (NXR-120/CL] NXR-125/CX NXR-130/C)
session max <4096-65536> (NXR-1200)

session max 4096 (NXR-120/CL0 NXR-125/CX NXR-130/C)
session max 32768 (NXR-1200)

no session max (=000000)

IP address 0 [0 conntrack session0 0 00 00000O0OOO0OUSEROOOO
conntrack session0 0 0 0000000000 O0OOOOODOOOOOOO0O
OO00000dforwardingD OO0 0 packet0 OO0 O OO0DOOO

session limit <0-32768> (NXR-120/C NXR-125/CX NXR-130/C)

session limit <0-65536> (NXR-1200)

session limit 0

no session limit

00000DODOIP addressd0 session0 00000000
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O 60 global node

global node

m session (0 0O)

o session tcplimit

goooood NXROODOOGOOTCPOOOUOODODODDODOOOOODODODOOOOO

goobogd session tcp limit (<16-16384>])  (NXR-120/CO NXR-125/CX[] NXR-130/C)
session tcp limit (<16-32768>])  (NXR-1200)

OO0 0O 00O  session tcp limit 6400 (NXR-120/C0 NXR-125/CX0 NXR-130/C)
session tcp limit 1024 (NXR-1200)

O no 0O no session tcp limit 0=0000

ooooooo

ONXRODOODDODOODOO0ODOO000O00DoobooooooboooDo

Olpvd/iPve 0 0000000000000 OODO0OOODOODO 1600000000 1PvaO IPv6O
TcPO00ODOO0O0OOOOOOlOUODUOOOODOODOODOO
gooboobooobobooobobobooobooboboboobooobooboobo™booooon
gooobobooobobooooog

o session invalid-status-drop enable
ooooood NXRO packetD O OO0 O Qconntrack 0 0 0000000 OO0 Ostatusd NEW state
(D000 DOOoOoooDoDOoooooOoDoOo00 establishOD OO OOO
O000000packetDDODO0OOD0OO0ODOOODO (ex. tepO0 00O 0OODO session
000000 RST+ackd packetD O OO0 OO0OODO)Ostated invalidOD OO O OO
0000000000 Invalid state O 0O 0O session [0 match O O packet O drop O
O00000PRefaultD OO DO OODO
ooooooo session invalid-status-drop enable
oo 0O o0 no session invalid-status-drop enable
O no O no session invalid-status-drop enable
ooooooo
JooDoooooopoooooooooodoooooooooooooooooonoooooooDooon
session invalid-status-drop-interface enable 0 00000000 0O0OOppp OO ODOOODOOODO
oooooooooooo
nxrl25(config)#no session invalid-status-drop enable
nxrl25(config)#interface ppp 0
nxrl25(config-ppp)#session invalid-status-drop-interface enable

o session checksum

gooogog tep/udp/icmp packet 0 OO O OO Ochecksum errorD 0000000 O0ONATOODO
0000000000000 0000o0o0bOO0O0Odchecksum errord 000000
NAT(masquerade 0 0 )0 OO OODOODO
Default 0 OO DOOOODOOODOver5.6.1000 versionDOOO0OOO0OOO0DOOO

ooooooad session checksum enable

oo 0O o0 no session checksum enable

O no O no session checksum enable
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O 60 global node

m password

o password

ogoooood
ooooooo
oo o oo
0 no 0
oo 0o 0

o gui password
gogoooog
gooooood
ugg 0O od
| no O
od g o

m CLI

global node

CLiooopoooooooooooooog

password (]hidden) PASSWORD

password admin

no password (= password admin)
Oo0ooooo1-9500000000u0oooog
O000Doooooooooogis#sE=+_.;040~"<>000

gulidO0oooOoooooooooooo

gui password (]hidden) PASSWORD

gui password admin

no gui password (= gui password admin)
O0ooooo1-9500000000u0oooog
O000Doooooooooogis#sE+_.;040~"<>000

o console idle-timeout

goooooo
goooooad
oo O od
0 no 0

Console0 0O OO0ODOOOODOOOODO

console idle-timeout <minutes:0-35791> (]<seconds:0-2147483>)
console idle-timeout 0 3600

no console idle-timeout (=console idle-timeout 0 0)

o console terminal length

goooooo
goooooad
oo O od
0 no 0
ogoooooad

console 00000000000 OOOOOOOOO

console terminal length <0-512>

console terminal length 24

no console terminal length (=console terminal length 24)
0000000000000000000000000000

o console terminal width

ooooooo
ooooooo
oo O oo
0 no 0

console0 0000000 ODOOODOODOODOOOO
console terminal width <40-180>

console terminal width 80

no console terminal width (=console terminal width 80)
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0O 60 global node

global node

= CLI (ODO)

o vty session-max

0000000 vyODOooooDoooooooooo
Oooooono vty session-max <1-10>

OO0 0O OO0 vty session-max 4

o vty idle-timeout

ooooooo vtyOOoOoooooooooooooo

O0oooono vty idle-timeout <minutes:0-35791> (|<seconds:0-2147483>)
oo 0O o0 vty idle-timeout 0 600

O no O no vty idle-timeout (=vty idle-timeout 0 0)

o vty terminal length

o0o00o0oD0o viyoooooooooooooooooo

Oooooon vty terminal length <0-512>

oo 0O oo no vty terminal length

O no O no vty terminal length

O000000 DefaultDOOterminal DO DO0DO0DODODOODOOODO
oo0oDo0O0oo0oDOoooooDOooooooooooooon

o vty ip access-filter

ooooooo vtyOipvaOOOOOODOOODOOOOOO
Oooooogn vty ip access-filter 1PV4-ACL-NAME

O no O no vty ip access-filter

o vty ipv6 access-filter

Oo0ooooo  vtyydilpveOOODOOOOOODOODOOO
O0ooooono vty ipve access-filter 1PV6-ACL-NAME

O no O no vty ipv6 access-filter
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0 60 global node

global node

m 12tp

goooooo OCN IPve DO UODUOODODDOODOODONKRODODODOODPPPOOODDOO
LtpO000000D00OWNSOO0ODO0ODOO0OOODbO0O0OO0OO

o udp source-port

ooooooo

0000000000000 0000DOooNRODO0DoooooDoooOd2TPO0DO0ODOO0ODOO0ODOO
src port0 00O UDP/17010 00000 0L2TP/PPPO O OO ODOODOOOOODODOOOOODOOOO
O000000000ogLTPOOD0O0OO0srcport 0O0O0D0O0ODODODOODODOOdstODOO0O
UDP/1701(0 00D O OO

OO000LTP30OUWPO D OOO0OO0O0OLTAVOLLIPOODODOOO0OO0OOport0 000 O0O00O0OOO0OO

ooooooo 12tp udp source-port <src_port:1024-65535>

oo 0O o0 12tp udp source-port 40001

o hostname

ooooooo LTPO00O0O0O0O0DOOOO

ooooooo 12tp hostname L2TP-HOSTNAME

<00000 > 0OO0O0OOhestnamed 000000000 OOOOCOOOO
O no 0 no 12tp hostname
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O 60 global node

global node

| L2TPv3
gboobogog

ONXROODOODOO L2TPv30D OO OLAC-LACO OO UODO L2ZTPOODOOO0OODOODO OEthernetO O O
O0O00oDoOoO0o00oDOo0O00nDEnd-to-End00 L2OODDO0OOOOOOOOODOOORRC3931O000O

gooogo

OLAC-LACO DO D DODDOOOLAC-INSOO OO LNS-INSO OO0 000D 00oooo(20000000
oooooo)o
OLTPAVIOODO000000000000000L2TPv3 over IP (D0 OO0 O OO 1150000 L2TPv3
over UDPOOODOOCOOODO
OLTPOODDO000ODOO0OO0ODOOL2TPV30 L2ZTPO UDPO O ODOOOO0ODOOOOODODOOOODODO
O0o00oooooooooooooooooooo
OLTP(v2) 000000000000
Oo0ooooooooooooiva00OOoooIPve0O0 00000
0000000000 kODO0ODOD0OO0OOOethernet0 000000 802.1Q VLIANO OO O OOODO
XconnectD OO DO OOOOODOODOOOOOOethernetd 00O VLANO OO
O0000Oethernet00000000ODO802.1Q in 802.1Q0 00 0O0O0ODO 1522000 (FCSOOO)
OO00OWwWOOoOOoOOoOooOoi22000000000000000000000000000O
0 Cookie O 0O L2 Specific Sub layer 00O OO0 OO0

o hostname
ooooOooo

ooOoo0ooa
ooooooao
O no O

o router-id
goooood

ooooooOoad
O no O

o mac-learning

ooooooo
gooogoog
oo 0O oO0
a no a
ooooooo

0000000000 DO0OD0OOOLCCE(L2TP Control Connection Endpoint)d 0O 0O O
oooooo

12tpv3 hostname L2TPv3-HOSTNAME

OO0O0OOhostname 0 OO O0O0O0D0OOO0O0OODOOODOOO

no 12tpv3 hostname

oo0ooooomooirdoooooooooooLeccebooomoooooon
oono

12tpv3 router-id A.B.C.D

no 12tpv3 router-id

Macoooooooooooooooo

12tpv3 mac-learning

12tpv3 mac-learning

no 12tpv3 mac-learning
ooooooooboooowmcOoboboogoooboboooooboooobbooooo
o00d0o0o0od0ooooooOooooooooOdUooooouooovMacOoogooo
oooooooooooooon
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O 60 global node

global node

m L2TPv3 (O O)

o mac-aging

gooooga
gooboogd
ogd 0O OO0
U no U

o loop-detect

oooogoog
ooooooo
oo O oo
0 no 0
gooogoog

oo0oOoooooMcOOOoDonDoDooooonDoon
12tpv3 mac-aging <seconds:30-1000>

12tpv3 mac-aging 300

no I12tpv3 mac-aging (=12tpv3 mac-aging 300)

ooooooooooooooo
12tpv3 loop-detect

no 12tpv3 loop-detect

no 12tpv3 loop-detect

goboobooogoobooboooooboooooobooooooboboboooboobobobobobooob?
gbobooobobooooboboooo

OOXconnectU D OODDOUODOOOOODOODOOOOODOOONMACODOOOEBODOOOODOO
gLt 00booboobgoboooboobgvACcOboboobooMacbobboboonboon

o send-known-unicast

ooooooo
gooogoog
oo 0O oo
a no 0
ooooooo

L2TPv3 O known unicast0 0000000000

12tpv3 send-known-unicast

no 12tpv3 send-known-unicast

no 12tpv3 send-known-unicast

known unicastD 0 000 0OOMACOODOOODODOOuwnicastDO0OO00OOODOOO
0000oooooooDoooooooodo0dunicast0 00000000 ODOODOO

o udp source-port

ooooooo
gooogoog
oo 0O oo
a no 0
ooooooo

L2TPv3 over UDPO OO OO src port0 000000 0O0OOOODODOO

12tpv3 udp source-port <1024-65535>

12tpv3 udp source-port 1701

no 12tpv3 udp source-port (=12tpv3 udp source-port 1701)
Srcportd0000O00O0OO0DOOL2TPv3 over UDPO OO OO OO tunnel DO OO
0ooodooooetevd over IPOODOOO0OOODOODOOOODOOOOODODOO

o udp path-mtu-discovery

goobogog

ooooooo
oo O oo
0 no 0
gooogoog

L2TPv3 over UDP O O 0O O OPath MTU DiscoveryO0 OO OO /000000000
ooooooooo

12tpv3 udp path-mtu-discovery

no 12tpv3 udp path-mtu-discovery

no 12tpv3 udp path-mtu-discovery

00000o0oooooooooo L2Tev3dd OO0 d bRDon’ t Fragment)D O 0O 0O
1000000000000O00bFO0DO00OD ODODO0OO0ODODOO0OD0ODODOO0n
0ooodooooooooooooMuooooooooooooooooooon

goooogprO0Ooboooboooooboon
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0O 60 global node

global node

m L2TPv3 (O O)

o path-mtu-discovery

OO00OO0oOoo0d  L2TPv3 over IPO 0O OO OPath MTU DiscoveryO0 OO OO /000000000
ooooooogoo

ooooooo 12tpv3 path-mtu-discovery

o0 O OO0 no 12tpv3 path-mtu-discovery

O no O no 12tpv3 path-mtu-discovery

o snmp enable

0000000 L2TPv300 SNMPO OO ODO0O0O00O0O0O0O0O0O0OOO0O0OOOOOOOOOL2TPV3O
oooMBOOOOOOOOOOOO

ooooooo 12tpv3 snmp enable

oo 0O 00 no 12tpv3 snmp enable

O no 0O  no 12tpv3 snmp enable

o snmp trap

ooooooo L2TPV3O SNWP trap0 0000000000000 OCOO00OODOOLTPV3O OO0 Trap
0oooooooooon

ooooooo 12tpv3 snmp trap

o0 O OO0 no 12tpv3 snmp trap

O no O no 12tpv3 snmp trap

o tos
ooooooo
gLVl 0dnooooodnooooooonLwLoooooo irP0oOn Ipved OO OOIP/IPY6 header
O ToSO (IPv6 O O O Otraffic class)J USERO OO O O ToSO O 12tpv30 0 0 0O O IP headerd 1Pv4
ToS field(L2TPv3 session packet)J 0 OO0 00O OO Control messaged D OxdoO OO OO OO
ooooood 12tpv3 tos
od 0O Od no 12tpv3 tos
O no 0  no 12tpv3 tos
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0O 60 global node

global node

O hostname
oooooon ooooooooooo
ooooooOoad hostname HOSTNAME

O fast-forwarding enable

ooooooo fast forwardingOD O OO QOO0 .
ooooooo fast-forwarding enable

oo 0O oo no fast-forwarding enable

O no 0 no fast-forwarding enable
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O 60 global node

global node

m IPv4

O arp

oooooog OO00O0O0OD0ARPODOODOODO

ooooooo arp A.B.C.D HH:HH:HH:HH:HH:HH

O no O no arp A.B.C.D

ooooooo
OStatic RPOUOOOODOODOOODOOGratuitous ARPO ARPOOODOOOOOOODOODOODOO
gliogowoooooooomwv4OODOOOOOoOoDbOooooooooo1oo kv O
oowoooboooooobooboobooo

O ip route
ooooooo IiPvMAOOOOO0OOO0O00OD0OO000OD
ooooooo ip route (A.B.C.D/M GATEWAY|]INTERFACE|null) (]<distance:1-255>)
ooooooo  AB.C.O/M :0OD0OOOOOOOOO/O000O0000O (e-g- 10.0.0.0/8)
GATEWAY :E.F.G.H O00OO0OOOOO IPVAODOOO
INTERFACE : ethernet <0-2> (|vid <1-4094>) | ppp <0-4> | tunnel <0-255>
O no O no ip route (A.B.C.D/M GATEWAY|INTERFACE|null) (]<distance:1-255>)
ooooooo
0000000000000 000D0oO0d0Odistance0 000000000 DOOOOODODOOO
g00ooo0oO00ooo00Doo00ooOoO00oOoOoOOoDOoOoOoooOOdr round robinO OO
oo0ooooooooooo
025500000000000000
00000000000 00D0O0O00 (ethernetd 802.1Q VLA O OO OOODOOOOODOOOODO
goooooooooooooooooOobooOoooDooUoDo0ooooOooboDOooo
OO@POODO0ODOOOOOLWLANOODOOOProxy ARPOOOOODOOOOODOO)Y)YDODOOOO
OOogooOpoint-to-POIntO0O0000DOOCOO0O0DOOOOOOODOODOOODOOOOO
oooopoooodooooooooon

O ip icmp-errors-inbound
goooooo OO00O0OoOoDOO0OO0OOdOcMP error messaged O OO OO OICMP errord 00O OO
O packetO OO OO interface O primary addressO0 0000000
ooooooo ip icmp-errors-inbound
o0 O OO0 no ip icmp-errors-inbound
O no 0  no ip icmp-errors-inbound
ooooooo
ObefaultD DO UOODOOCODOOOOODOrouting tableD 0000000000 OODOOOOO
primary address0 0000000
OICMP error messaged IPsec0 0000000000000 OO00OOOpacketD 0000000
0o0jooooodoooooooooooooooon
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O 60 global node

global node

O ip arp-invalid-log

oooooog Ethernet/VLAN interfaceJ 0 0 000 0O OO interface IPv4 network(d O O O IPv4
addressO arp request0 DO OO 0O0OOsyslogD OO0 O0O0O0O0O0OOOODOOO

ooooooo ip arp-invalid-log

oo 0O oo no ip arp-invalid-log

O no O no ip arp-invalid-log

oooodood Invalid arp0 0 0000000000000 logO syslogOOO0O0OO0O0O0O0OO

0000000000 O0O0OOmessage 000000000 OODOOODOOISyslog message suppress [

O(syslog node0 O0)OOOOOOODOOOOOOOOOO

<< Invalid arp O log format >>
Jun 16 18:21:06 nxr120 arp_detect: received invalid arp on ethernetO from 10.10.1.143
(00:90:fe:12:48:8c) to 10.10.1.110

ethernet0 : OO OO interface
10.10.1.143 : arp request ] sender IP
00:90:fe:12:48:8c : sender mac address
10.10.1.110 : Target IP address
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O 60 global node

global node

O ip reassemble-output

ooooooo

OooooodooowMmuooooopePMmuiOO0OOOCOOOOoOoOOogIP forwardingD OO O0OOOOODODO
00000000 oooooooooooooDooo0mooooooooooooooooon
OO0o0O0oooNRODOODOoODOODODO0000ooDooooooooooooooooooon
- fragmented packet(O OO OO0 O)OMUODODODOODOODOOODOODOODOOODOOOMTIUO
0ooooooooooooooon
- fragmented packet(O O OO0 OD0O)OMUDOODODOODODONO fragmented packet 0 0 00O
ooooood
-00o00booooooowoDo0DOooooDOoo0ooDoDooooooDoo0oDoono

ooboonoo ip reassemble-output

o0 O OO0 ip reassemble-output

O no O no ip reassemble-output

ooooooo

ooodooooooooooooomooooooooooooooooooooooooooog
00000000 0o0o0ooooooo0Dooooooooooobooooo wroDooooDono
O0oooDooooooooooooooooooooooooooooooooooooonoon
000000000000 000000000000000000000000000ONXRDOOO
Oo0ooooooooooooooomwrooooooooooooooooooon
- fragmented packet(COOOODOO)ONMUDOODOOOOODOOD fragmented packet O MTUO O
oooooooooooooooon
- fragmented packet(CO OO OO O)OMUDOODOOOODODOOOD fragmented packet 0 0 00O
ooooood
- 00000000000 MUDODO0000D00000 fragmented packet0 000000000
oooooo

ODefaultO Oglobal DO OO0 interface0 00000 OOOOGIobal OO0 interface 0 OO AND
O000DoO0DoDo00oooOooooooooooooodglP forwardingDOOOODOOODOO
ooooo

ooooooo

Oglobal node d [0 no ip reassemble-output O 0O O OO ipsec tunnel interface 0 Ono ip frag-
ment-reassembly0 OO0 OO0 OO0 OOno ip fragment-reassemblyD 00000 OO0
O000no ip fragment-reassemblyd0 0 00 000 tunnle interface0 0000000000
reassemble 00 0000000 Oconntrack 0 0000000000 DOOODOO0ODOOODOconntrack
OO0000O0O0OONATODO /SPi/session0 0 0000000000000 OO0OODOOOOOOOO
000 packet coloringD OO0 O0O0D0OODOOODOO

(I no ip reassemble-outputd0 000000000 OO0O tunnel interface 0O no ip fragment-
reassemblyd O O ip fragment-reassemblyO0 0 000000000 O00O0O
(no ip fragment-reassembly 00000000000 OWarningO O OO OODOD

O1ip fragment-reassembly 0 0000000000000 O0OOOODOOO ip reassemble-output O
O0oDOooooooooooon
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O 60 global node

global node

m IPv6

O ipvé forwarding

gbooobogooo

ooooooo
oo O oo
0 no 0
oooooilo

ooooo 20

O ipv6 neighbor

ooOooooa
ooooooOoad
O no O

O ipv6 route
ggooogo
goobogd

goooooo

O ipv6 bridge
gooboogd

ooOooooao
[l no [l
ooOooooa

IPve 000000000000 0ODOOOIPveODODOOOO0OO/OD000000O
0oooooooooo

ipv6 forwarding

no ipvé forwarding

no ipvé forwarding

IPv6 forwardingD OO0 O OO0O0O0O

(0 Neighbor Advertisement IsRouter flagO OO0 O OO0 OO0

ORouter SolicitationD OO O OO00OOO
ORADODODOODOODODODOO
ORedirects 0000 00000OODOOM

IPv6 forwardingD OO0 OO0 OO0

O Neighbor Advertisement IsRouter flagO OO0 OO QOO QOOO
000000 ORouter SolicitationO O 0D O0O0O0O
ORAOOOODOODOOORADOD auto-configurationO0 00000000
ORedirects 00000000 Oredirects0 00000000 0ODOODO

ipve0 00000000000 0OD0O00O00OO0O
ipv6 neighbor X:X::X:X HH:HH:HH:HH:HH:HH ethernet <0-2> (Jvid <1-4094>)
no ipv6 neighbor X:X::X:X ethernet <0-2> (|vid <1-4094>)

ipve 0 0000000000000 0O0O

ipv6 route X:X::/M GATEWAY (]<distance:1-255>)

ipv6 route X:X::/M INTERFACE (|<distance:1-255>)

ipv6 route X:X::/M GATEWAY INTERFACE (]<distance:1-255>)

X:X:2:/M : IPv6 destination prefix (e.g. 3ffe:506::/32)
GATEWAY T X:X:z:X:X IPv6 gateway address
INTERFACE : ethernet <0-2> (]vid <1-4094>) | ppp <0-4> | tunnel <0-255>

no ipv6 route X:X::/M GATEWAY (]<distance:1-255>)
no ipvé route X:X::/M INTERFACE (]<distance:1-255>)
no ipv6 route X:X::/M GATEWAY INTERFACE (]<distance:1-255>)

JoooooooooooIs@ooooooooooooooowpved0nDODOO
0000000000000 oooooooooooooooooooog
oooooog
ipv6 bridge ethernet <0-2> ethernet <0-2>
no ipvé bridge
IPve 0000000000 OONKRODO IP6OOOOONRODOOOOODOOO
non-unicastO NXRO OO O IPv6e0 00 0O0OO0DO0ODOOODO (non-unicastd 000
OONROODODOOOOOOODOOOOO)O
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0 60 global node

global node

m track
oooodood
(ONetevent [0 track object 0 0 OO0 OODOOOONetevent0 OO O0O0O0OODOOO F NeteventD OO
ooooooooon
oooooog
o delay/retry
d000CEeventupd ODOOO0OO0)DDOODOOuwOOactionOOODODOOOOdelayDOOoOoOnO
O0000ODelay timer0 0 O00OO0O00ODOOODOtrackd down stateO0 0000000 OOO ip
reachability check DO OO QO DOOOO
ODelay timer 0 00O event down O (retry0 0)0 000 OO Odelay timerd cancel OO OO0
ODelay timer O timeoutO OO Oevent upd actionO0 0000000 OODOODOdelay timerO O
000000 1p reachability fail countd0 000000 OOactiond OO OO O reachability
checkUDOODODOO
o initial-timeout
(0 OSPF/BGP4 [0 neighbor 0 0 O 0O 0 interface link 000 O00O00O0O track OO0 initd0 000
O0trackDODODOODOOO0OOODOODOODOODOO
OneighborO0 0O @D 00O interface link up)D 000000000 track upO0O0odooonooQ
Oneighbor0 00000000 OONO interface link down)D OO OO OO OO track down O
000000000000 0D0Odiinitial timeout timeout D O O O OSPF/BGP4 [0 O /interface
0000000000 downO 00000000000 ODOOtrack down0 00O 00O O Odown
actionD 000000
O Initial timeoutO OdefaultD OO 0000000 defaultd initial timeout D O 180sec O
00000 iinitial timeoutO0 0010 O 3600sec0 00 00000D0ODOODODODO

o interface linkO O OO
oooodood
track <trackid:1-255> interface INTERFACE
track <trackid:1-255> interface INTERFACE initial-timeout (]<10-3600>)
track <trackid:1-255> interface INTERFACE delay <10-3600>
track <trackid:1-255> interface INTERFACE initial-timeout <10-3600> delay <10-3600>
oooooog
O INTERFACE O ((ppp<0-4>| tunnel<0-255>]ethernet<0-2>)0 0 000000

<goobooog >

88



0O 60 global node

global node

m track (OO)
o ping/ping6 0 0O reachability 0 OO OO
ooooooo
track <trackid:1-255> (ip|ipv6) reachability (A.B.C.D|FQDN) (]source A.B.C.D]interface IFNAME)
(]<interval :10-32767> <retry:0-255>) (|delay <delay:10-3600>)
ooooooo
O ip/ipv6 reachability D O 0O OO O icmp/icmpv6 echo-request/reply packetOD OO 0000
Olnterval D0 pingO0 00000000 ping0D 000000000 OO0Oreply000000DO0O
O0OpingDO0000O0O0ODODOOOODODOOO
Olinterval OO0 retry0000OUSEROOO0O0OOCOOOOOOO
OPing O timeout O O 10sec O O O
Oip reachabilityO 00000 interface0 000000000000

o IKESAODDOOOO
goooooo track <trackid:1-255> ipsec isakmp <IKE-POLICY:1-65535>
track <trackid:1-255> ipsec isakmp <IKE-POLICY:1-65535> delay <10-3600>

o OSPF neighbor 0 O
ooooooo

track <trackid:1-255> ospf neighbor <PEER_RID:A.B.C.D>

track <trackid:1-255> ospf neighbor PEER_RID delay <10-3600>

track <trackid:1-255> ospf neighbor PEER_RID initial-timeout (]<10-3600>)

track <trackid:1-255> ospf neighbor PEER_RID initial-timeout <10-3600> delay <10-3600>
goooooo 0000 router-idd O neighbor 0000000 state0D OO0 O OO0OOO0OO

o BGP peer O
ooooood

track <trackid:1-255> bgp neighbor <PEER_IP:A.B.C.D>

track <trackid:1-255> bgp neighbor PEER_IP delay <10-3600>

track <trackid:1-255> bgp neighbor PEER_IP initial-timeout (]<10-3600>)

track <trackid:1-255> bgp neighbor PEER_IP initial-timeout <10-3600> delay <10-3600>
goooooo 0000 peer ipO00 neighbor0 000000 state0 0000000 O0O0O

o VRRPODOOOO
gO00oO0b0O00  track <trackid:1-255> vrrp ip <vrrpid:1-255> interface ethernet <0-2>
ad no O  no track <trackid:1-255>
ooooooo
Oethernet0 000000
Omaster O O backup/init0 0000000 backup/initdO O master 00O O0O00O00OOOO
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global node

O ipsec nat-traversal
Ooooooo NTOOOOOOOODOOObODOOD
ooooooo ipsec nat-traversal enable
O no O no ipsec nat-traversal enable
o0 o0 IPvAO 000000000
IKev2O0 O OOoOooooogoooboooobooooooooom

O ipsec x509 enable

Oogooooo xs000ooodoooooooooooo
ooooooo ipsec x509 enable

O no O no ipsec x509 enable

o0 OO0 IPsecOmainD 0000000 OO0DOOOOOO

O ipsec x509 ca-certificate
gogooooo X500 cA0dopoooooogd
coooooo
ipsec x509 ca-certificate NAME ssh://<user@A.B.C.D>/FILENAME (]source A.B.C.D|X:X::X:X)
ipsec x509 ca-certificate NAME ftp://<A_.B.C.D>/FILENAME (]source A.B.C.D|X:X::X:X)
O no O no ipsec x509 ca-certificate NAME
o0 od
goooooOoOooooOooooogoooo
ODER(*.der, *.cer)U OO PEMCr.pem)I 000 00O0DOOOOODOOOOOODOOODOOOOODO
go000ooOOo0oU00ooo00booo0oUOoOogDooOogoesg0boOoOoOOooDoOoOooDoOoooo
oooooooo

O ipsec x509 certificate
gogooooo xs0o0oooooooooobooogoo
coooooo
ipsec x509 certificate NAME ssh://<user@A.B.C.D>/FILENAME (]source A.B.C.D|X:X::X:X)
ipsec x509 certificate NAME ftp://<A.B.C.D>/FILENAME (]source A.B.C.D|X:X::X:X)
O no O no ipsec x509 certificate
o0 od
goooooOoOooooOooooogoooo
ODER(*.der, *.cer)U OO PEMCr.pem)U 000 0O0O0DOOOOODODOOOOODOOODOOOOODO
go000ooOOo0oU00ooo00booo0oUOoOogDooOogoesg0boOoOoOOooDoOoOooDoOoooo
oooooooo

O ipsec x509 private-key

OO0o0O0O0Oogd  X.5090 private keyO OO O OO0

ooooooo

O ipsec x509 private-key NAME key ssh://<user@A.B.C.D>/FILENAME (]source A.B.C.D|X:X::X:X)
O ipsec x509 private-key NAME key ftp://<A.B.C.D>/FILENAME (]source A.B.C.D|X:X::X:X)

O no O no ipsec x509 private-key NAME key

00 oo 00o00o0oooooobooooooooo
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O 60 global node

global node

O ipsec x509 private-key

oooooog  x.5000000000000000

oooooog ipsec x509 private-key NAME password (hidden|) WORD
O no O no ipsec x509 private-key NAME [password]

O ipsec x509 cri

ooooooo goooopooooooooooo

ooooooo
ipsec x509 crl NAME ssh://<user@A.B.C.D>/FILENAME (]source A.B.C.D|X:X::X:X)
ipsec x509 crl NAME ftp://<A.B.C.D>/FILENAME (]source A.B.C.D|X:X::X:X)

ad no 0 no ipsec x509 crl NAME

od 00 Q[OO0O00o0ooooooOoooooooooo

O ipsec access-list
ooooooo IPsec0 0 0000000000000
ooooooo ipsec access-list ACL-NAME ip (any]host]A.B.C.D/M any]host]|A.B.C.D/M)
ipsec access-list ACL-NAME ipv6 (any|host|X:X::X:X/M any|host|X:X::X:X/M)
ad no O  no ipsec access-list ACL-NAME ip (any|host]A.B.C.D/M any|host]A.B.C.D/M)
no ipsec access-list ACL-NAME ipv6 (any|host]|X:X::X:X/M any]host]X:X::X:X/M)
no ipsec access-list ACL-NAME
o0 Ooo
OO00O0O0O IPsec access-listd Omatch addressO0 0000000 IPsec tunnel OO0 OD0OODODO
match addressO0 000000 O0OOIPsec tunnel policy node0 000 O00OOOO
0000 access-list0 ipO ipv6 0000000000000 DOOOODOOOOOOOOOOOO
001000000000000000
OIKEV20O 0 ip0ipve 00 0000000000000 0000IKEVIOOOOODOO0O000000O0O
ooooooo
O IPsec access-listO 0 host ruleD 00 0000D0DOO0OOODOODOOO
O1IPv4 hostO IPv6 host DO OO OOOOOOPVMAODODODO IPVGOOOOOOIKEDOODOOIP
protocol 000 0OO0O)IOOOODOOO100host hostO OO OOODOOOOOODOOO100
0000000000000 000o0oooOo0
ex) ipsec access-list test ip host host
O ipsec access-list test ipv6 host host
ChostO OO host0 0D O0OODOOOOODODOOOOODOOOOOOODODhost hostO OO OO
000000000 le0 00 TS(OOODODDOODODOOO)YDODODODODDODODDOOO
ex) ipsec access-list test ip host host
ipsec access-list test ipv6 2001::/64 2002::/64

O ipsec generate

goooooo RSA signature keyO O OGO QOO .

ooooooo ipsec generate rsa-sig-key <key_length: 512-1024>
O no O no ipsec generate rsa-sig-key
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global node

O ipsec xauth

ooooooo IPsec XauthO O OO OODOOOOODOOOOODOO

goooooo ipsec xauth username USERID password (]hidden) PASSWORD

O no O no ipsec xauth username USERID

od O 0 goOoOopoogil-s000oooogooooogod
D00DDooooooOooooogs#s=*+_.;;040~0<000

O ipsec path-mtu-discovery
ogoooood pPMTUDO O OO OO OO
goooooo ipsec path-mtu-discovery enable

O no O no ipsec path-mtu-discovery enable
oo o oo ipsec path-mtu-discovery enable
ooooooo

OIPsecO 000 PMTU discovery DD OO OO0 ODFItO 1000 tunnel MTUO OO ODOODOOD
000000 twnelingDOO0OO0OOO0D0O0ODOOOOOouterd ip headerO DF bitO OO 00 OO0
ooood

OIPsecO 000 PMTU discovery 00 OO OO0 ODFItO 1000 tunnel MTUO OO ODOODOOODO
fragment needed D 000 OO0 OOpacketd dropd0 000000 OO0Oouterd 1P header [
DFbit O O O tunneling packet D OO OO O0DOOOO
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global node

O ipsec eap radius (IKEv2O O)
ooooooo
OAccount 0 00O OO RADIUS server O IP addressdJUDP port D OO OO0 (secret) D 00O O0OO0O
O0O000OUDP portd O 0O default 018120 00 0OWebO O OO O OO radius port0 000000
O0oooooooooon
ONAS-identifier Attribute O OUSERO 0D ODO0O0OD@20000)00000000000D0 OO De-
fault O OO OO -1Psec(ex.NXR120-1Psec) [0 O
ooooooo ipsec eap radius (A.B.C.D|X:X::X:X) password (]hidden) WORD
(]port <1-65535>) (|nas-identifier WORD)
O no O no ipsec eap radius (JA.B.C.D|X:X::X:X)
ooooooo
O IPsec client O O EAP message [0 (ONXR [0 OO RADIUS message (0 0 00 O O 0O O O RADIUS server [0 0
oo0oOooooooooooon
ORADIUS serverJ 0 OO0 DOODOODOO timeoutD 200retry0 0000 30000Oretryd 0
timeout0 0 1000000
0000 O Oauthentication local/remote(ipsec isakmp policy node)U OO0 OO OOOO

O ipsec eap identity (IKEv2O O)
Oo0O00oooo EAPOCO0OOCOIDOOO0OOOOOO0ODOOO
ooooooo ipsec eap identity string WORD password (hidden]) WORD
ipsec eap identity key WORD password (hidden]) WORD
O no O no ipsec eap identity string WORD
no ipsec eap identity key WORD
coooooo
000 00O authentication local/remote(ipsec isakmp policy node)D OO OOOODOOO
OoooooOoO01-90000000000000000000oooooooooOs#E*+-_.:;0
{0~~e<>000

O ipsec pre-share identity (IKEv2O O)
oooooog IKv2OO0ODO00000o0opPsKOOOOODOODOOOO
ooooooo ipsec pre-share identity fqdn WORD password (|hidden) WORD
ipsec pre-share identity user-fqdn WORD password (]hidden) WORD
ipsec pre-share identity key WORD password (|hidden) WORD
O no O no ipsec pre-share identity fqdn WORD
no ipsec pre-share identity user-fgdn WORD
no ipsec pre-share identity key WORD
ooooooo
0000 0O Oauthentication local/remote(ipsec isakmp policy node)U OO0 0O OO OOO
00D0o0oooo-9500000000000000000000000000000 1$#=*+-__:;0
{0~ <000
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global node

O interface ethernet

ooooooo interface node 0000000 profile0D0000O0D0O0O0O
ooooooad interface ethernet <0-2>

oooooog ethernet interface0 0000

O interface loopback

oooogooo interface nodeJ 000000 profileD000C0ODOOODO
ooooooo interface loopback <0-9>

O no O no interface loopback <0-9>

O interface ethernet <0-2> vid <1-4094>

ooooooo interface node 0000000 profile0D0000O0D0O0O0O
ooooooad interface ethernet <0-2> vid <1-4094>

O no O no interface ethernet <0-2> vid <1-4094>

O interface tunnel

oooogooo interface tunnel node0 000000 profileO O OOO0OODOOO
oooooog interface tunnel <0-255>

O no O no interface tunnel <0-255>

O interface ppp

ooooooo interface ppp node 0 000000 profile0 000000000
ooooooo interface ppp <0-4>

O no 00  no interface ppp <0-255>

O 12tp

ooooood 12tp node 0O OO0 OO0 profile0 000000 OOO
ooooooo 12tp <0>

O no O no 12tp <0>

O 12tpv3 tunnel

ooooooo 12tpv3-tunnel node0 000 000000000000 O0OOO
noJ 00000 I1ID0000000O0O0OOO0OO0OOO

ooooooo 12tpv3 tunnel <tunnnel_id:0-4095>

O no O  no 12tpv3 tunnel <tunnnel_id:0-4095>

O 12tpv3 xconnect

oooogooo 12tpv3-xconnect node0 0000000 0OOOOOODOODOOOO
no0O0O00OCOKpOODOOOOOOOOOOOO

oooogooo 12tpv3 xconnect <xid:1-4294967295>

O no 0  no I12tpv3 xconnect <xid:1-4294967295>
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global node

O 12tpv3 group

gboobogog

ooooooOoad
O no O

O ntp

ooooooo
ooooooo
0 no 0

O dns

ooooooo
ooooooo
a no a

O snmp

coooooo
goooooo
U no |

O syslog

goooooo
gooooon
a no a

O dhcp-server
gooboogd
gooboogd
U no U

O monitor-log
goooooo
goooooo
a no a

O track

ogoooooad
goooooo
0 no 0

12tpv3-group node0 OO0 0 OO0 OOOOODOOOOOOO0O
no0 00000 IDOOOOOOOOOOOOOO

12tpv3 group <gid:1-4095>

no 12tpv3 group <gid:1-4095>

ntp nodeC 000000 profileO O OOOOO
ntp

no ntp NTPOOODOOODOODOprofileD0DOD0OODO

dns node0 000000 profile0 000000
dns

no dns ENSOOODoDooooooprofileDDODOOOD

snmp node 0000000 profileDO0O0O0OOO
snmp

no snmp EWPODODOODOODDODO profiled DDOODOOD

syslog node0 000000 profile0O000OOOO
syslog
no syslog (=syslogO0 0 O000O0000O0O profiled 000000

dhcp-server node 0 OO O OO0 profileO OO OOOO
dhcp-server <1-5>
no dhcp-server(|<1-5>) (=DHCPO O OO OOOOOO profile0 0 OO0OOD

monitor-log node0 OO OO OO profileO OO OOOO
monitor-log

no monitor-log EOOOOODODOOOOODOOODOOprofileOOOODOOD

extended track (ip]ipv6) reachability node0 OO OO0 Oprofiled 0000000
track <2048-4095> (ip|ipv6) reachability
no track <2048-4095>
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O 60 global node

global node

O router rip
gogooogo
goooood
a no g

O router ospf
ogooooon
goooooo
0 no 0

m sip-nat

o enable
ooooooo
ooooodgo
ooooogo
OO0OnoO OO

o port
ogoooooo

goooogon
ooooogon
UO0O0Ono0 00O

RIPnodeDOOOOOOprofileDO0OOOOO
router rip

no router rip ERIPOODDODOOOOO0O profiled0O0ODOD

OSPF node D O ODOOODO profile0 0 O0O0ODODO
router ospf

no router ospf (FOSPFO OO ODOOODOODO profiledOOODOOD

SIPNAT ODODOOOODOO
sip-nat enable

no sip-nat enable

no sip-nat enable

gOoOouwrPOODODOOODODOOOOOOOOOSIP-NATOOOODOOODODODOOO
0000000000 70000000000DRefaultdO UDPS0600 OO0 OOOOO
sip-nat port .<1-65535>

sip-nat port 5060

no sip-nat port

o port-translate

ooooogon

goooogon
ooooogon
UO0O0Ono0 00O

SiPO0 0000000000000 OwPOD0O0O0O0OO0OO0OOOOOOOOOoDoOOo
ooooowproo00o0o00000o000oooooooooooooo0DO
befaultO 00 O0OOO0O0DODOOODOOOODOOOODO

sip-nat port-translate enable

sip-nat port-translate enable

no sip-nat port-translate enable

o exclude-interface

ooooogon

goooogon
ooooogon
UO0O0Ono0 00O

0000000000000 0000000000LANOODOOSIP-NATOOOODOO
O000000o0oooooooooooo0oooooosSIPO000OOOOOOOD
OO000O0Oethernet0 00000000 OCOODODOOOOOO

sip-nat exclude-interface INTERFACE

no sip-nat exclude-interface

no sip-nat exclude-interface
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0O 60 global node

m CRP

global node

o udp source port

ooooooo  creOUDPOOOODOOOOODODOOO
gooboogd crp udp source-port <1024-65535>
od 0O Od crp udp source-port 10625

g no g no crp udp source-port

o hostname

ooooooo creOOOOOO0ODOOOOO
gooboogd crp hostname HOSTNAME

0 no 0 no crp hostname

o customer-id

OO0O0OOoOoO0  CRPO customer-id0 000000
ooooooo crp customer-id CUSTOMER-ID
O no O no crp customer-id

o cpe-id

Ooooooo  CRPO cpe-id0 OO OOODO
ooooooo crp cpe-id CPE-ID

O no 0 no crp cpe-id

o client

gogooooo cpO0OO0OQCOO0OOODOOOOO
ooooooo crp client <1-2>

O no O no crp client (<1-2>])

o advertise
oo0ooooo
oooooono

CcRROODOOOODOO

crp advertise (ip|ipv6) interface ppp <0-4> (port <1-65535>]|) (secondary]|)
crp advertise (ip|ipv6) interface ethernet <0-3> (port <1-65535>]) (secondary|)
crp advertise address A.B.C.D (port <1-65535>|)
crp advertise address X:X::X:X (port <1-65535>|)
crp advertise nat (port <1-65535>])
O no 0 no crp advertise
ooooooo interface 010000 2000000100 secondaryd 00O
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global node

m netconf-server
gooo00oooooooooooon

o enable

ooooooo
ooooooo
a no a

o lock timeout
ooooooo
gooogoog
0 no 0

o auto-config
ooooooo
ooooooo
g no g

netconfOOOODODOOOODO
netconf-server enable (tcplover-ssh)
no netconf-server enable

netconfO OO OOO0OO0O0OOO0OO0ODOOOOOOOOO
netconf-server lock timeout <10-3600>
no netconf-server lock timeout

auto-configD OO OO QOO0
netconf-server auto-config enable
no netconf-server auto-config enable
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0O 60 global node

global node

m QoS
Ooooooo  QesOOOOODDOO
goooooo
oJOOOOODOOO
class policy NAME
oooooo
no class policy NAME
ooooooo
class filter <2-254>
ooooooo
no class filter <2-254>
Mark O O OO
priority-map <1-255> (high|middle]low]normal) ip mark <1-4095>
TBFO OO
pirority-map <1-255> (high|middle]low]normal)
queue shape <RATE:1-1000000> <BUFFER:1-65535> <LIMIT:1-65535>

o

o

o

o

o

O

SFQO OO
priority-map <1-255> (high|middle]low]normal) queue fair-queue
FIFOO OO
priority-map <1-255> (high|middle]low]normal) queue fifo (limit <1-16384>)
o default classO0 O 0O
defaultO classO 00000 Odefault classO 00000000000 packetdO O OO0OO classO
O0000Odefault classO 0 OO0 normal OO O
priority-map <1-255> default (high|middle]|normal]low)
o priority-map 0 00O
0000 classO priority-map0 000000
no priority-map <1-255> (high|middle|normal|low])
o default classO0 00O
defaultO class O default(normal)0 000000
no priority-map <1-255> default
o MarkO OO OO
OO000OclassO MarkOOOOOOODOO
no priority-map <1-255> (high|middle|normal]low) ip mark
o default queue(FIFO)O OO
no priority-map <1-255> (high|middle|normal|]low) queue

O

® route-map
gooooon route-map 0 OO0 0O
ooooooo route-map NAME (permit]|deny) <1-1024>
0 no 0 no route-map NAME : NAMEO route-map O 0 000 OO
no route-map NAME (permit]deny) <1-1024> : OO0 rouet-map 0 OO0 0O OO0O
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global node

m class access-list
ooooooo
route-map 0 matchO OO OO match ip address0 O 0000000000000 OODOOOODOOOOO
ToSSOOMARKOOOODOODOsetOOOOOODOOOODOOODOOOOOOODO
o ip
class access-list ACL-NAME ip (]not) <source:>(any]A.B.C.D/M]JA.B.C.D)
<destination:>(any|A.B.C.D/M]A.B.C.D)
o protocol
class access-list ACL-NAME ip (|not) <source:>(any|A.B.C.D/MJA.B.C.D)
<destination:>(any|A.B.C.D/M]A.B.C.D) (|not) (<protocol:0-255>]icmp]tcp|udp)
o icmp
class access-list ACL-NAME ip (]not) <source:>(any]A.B.C.D/M]JA.B.C.D)
(Jnot) <destination:>(any|A.B.C.D/M]A.B.C.D) icmp (|not) type code
o tcp src dst
class access-list ACL-NAME ip (|not) <source:>(any|A.B.C.D/MJA.B.C.D)
(|not) <destination:>(any|A.B.C.D/M]JA.B.C.D)
tep (not) (J<sport:1-65535>]any) (|<dport:1-65535>]any)
o tcp src-range dst
class access-list ACL-NAME ip (|not) <source:>(any|A.B.C.D/MJA.B.C.D)
(Jnot) <destination:>(any]A.B.C.D/M]A.B.C.D)
tcp (Jnot) (Jrange <min:1-65535> <max:1-65535>) (|<dport:1-65535>|any)
o tcp src dst-range
class access-list ACL-NAME ip (|not) <source:>(any|A.B.C.D/MJA.B.C.D)
(Jnot) <destination:>(any]A.B.C.D/M]A.B.C.D)
tep (Jnot) (|<sport:1-65535>|any) (]Jrange <min:1-65535> <max:1-65535>)
o tcp src-range dst-range
class access-list ACL-NAME ip (|not) <source:>(any|A.B.C.D/MJA.B.C.D)
(]not) <destination:>(any]A.B.C.D/M]A.B.C.D)
tcp (Jnot) (Jrange <min:1-65535> <max:1-65535>) (|range <min:1-65535> <max:1-65535>)
o udp src dst
class access-list ACL-NAME ip (|not) <source:>(any|A.B.C.D/MJA.B.C.D)
(]not) <destination:>(any]A.B.C.D/M]A.B.C.D)
udp (Jnot) (J<sport:1-65535>]Jany) (]<dport:1-65535>]any)
o udp src-range dst
class access-list ACL-NAME ip (|not) <source:>(any|A.B.C.D/MJA.B.C.D)
(Jnot) <destination:>(any]A.B.C.D/M]A.B.C.D)
udp (Jnot) (Jrange <min:1-65535> <max:1-65535>) (]<dport:1-65535>|any)
o udp src dst-range
class access-list ACL-NAME ip (|not) <source:>(any|A.B.C.D/MJA.B.C.D)
(]not) <destination:>(any]A.B.C.D/M]A.B.C.D)
udp (Jnot) (|<sport:1-65535>]Jany) (Jrange <min:1-65535> <max:1-65535>)

<gpoooobog >
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global node

m class access-list(O00)
udp src-range dst-range
class access-list ACL-NAME ip (|not) <source:>(any|A.B.C.D/MJA.B.C.D)
(Jnot) <destination:>(any|A.B.C.D/M]JA.B.C.D)
udp (Jnot) (Jrange <min:1-65535> <max:1-65535>) (]Jrange <min:1-65535> <max:1-65535>)
no (class access-list000)
no class access-list ACL-NAME ip

o

o

m mobile

o mobile

oo0oO0ooo0O 3cO0O00O0OoOoOoOoOoPPPOODODOOODOODODOODOODOODODO
OO0Oooooo  mobile <0-1> ppp <0-4>

O no 0O  no mobile <0-1> ppp

o mobile error-recovery-restart

ooooooo wmebileDOODOOODOODOOODOODOODOOODOODOOOODODOOO
systemO0 0000000000 ODefaultO OO OO0

goooooad mobile error-recovery-restart

O no O no mobile error-recovery-restart

o mobile error-recovery-reset

ooooooo wmebileDOODOOODOODOOODOODOODOOODOODOOOODODOOO
mobileD reset 0000000 ODefaultD 00D ODOO0

goooooad mobile error-recovery-reset

O no O no mobile error-recovery-reset
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m system led
goobogd AUX LED/STS LEDO OO /000000 USEROOODOOODODODOODOODOOODO

o system led ext

ooooooo

000000000 0oDooDooooooooooDooowiNMXOOOODOOOoOooDooooo

OO00O00OAUX LED 1, 2000 /000000000

oooooog system led ext 0 signal-level mobile <0-0> (]interval <0-60>)
system led ext 0 signal-level wimax <0-0> (]interval <0-60>)

O no 0 no system led ext 0

OO0 O OO  system led ext 0 signal-level mobile O interval 5

ooooooo Interval 0 00 0000000000000 O0OOOO
O000000o0oo000ooooooodoooodLLleboooooooog
PPPOODOOOO0ODOOOOOODOOUOOOPPPODOOOOODLEDDOOOODODOO

o system led aux
ooooooo
00000 PPOtunnelD 00O WIMXDDOOOO /0000000000000 /000000
OO00OO0O0O00  system led aux <1-2> interface tunnel <0-255>
system led aux <1-2> interface ppp <0-4>
system led aux <1-2> interface wimax <0-0>
system led aux <1-2> track (<1-255>]<2048-4095>)
O no O  no system led aux <1-2>
0000000 EXTODAUXL/20000000000000000EXTOOD0000000OAUXL/200
O0000000000AXL/20000000000EXTODOOOODOOOOODOO

o system led status
ooooooo
OO0000PPPOtwnrelD0O0OWINXODOOOD /0000000000000 /0000000
oooooog system led status <1-1> interface tunnel <0-255>
system led status <1-1> interface ppp <0-4>
system led status <1-1> interface wimax <0-0>
system led status <1-1> track (<1-255>]<2048-4095>)
O no O no system led status <1-1>
oooooog STl Llep000ooooooooooooooon

O as-path

ooooooo BGP autonomous system path filterOO OO 03O0

oooogooo ip as-path access-list ACL-NAME (permit]|deny) LINE

O no 0  no ip as-path access-list ACL-NAME (permit]deny) LINE
no ip as-path access-list ACL-NAME
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m schedule
ooooOooo
OooQo0oooo/o00/0000PPPOOO/00/00000000000000O000O00O00O00OOO

o PPPO schedule O /00 /000
goooooo
ooooooopPOOO0O/00/0000000000DO/0000OPPPODOOOODOOOODO
ggoodfoooooUooooOooooOooooOo0oooOUo0OooDooUOooogOoDooOooDo
goooooooboooooooOoooooguseROODbooooboOboooooboooooboooo
ooooo
coooooDo oooo
schedule <1-255> HOUR:MIN DAY MONTH interface ppp <0-4> (connect]disconnect]reconnect)
ooooooo 0000 (Dow: Day Of the Week)
schedule <1-255> HOUR:MIN DOW (|DOW) interface ppp <0-4> (connect]disconnect]reconnect)

o000 OOOO scheduled O OO
ooooooo
0d000d0o0d0oooodoooooooooooorPPPO000DOODOOOOOOOODOOO
PPPOODODOOODOODOOOOPPPOOOIDOOOOODOOODOOOOODOODOOODOOPPPO on-
demandO O OO OOOPPPOOUODNOOODUODOOOODOOODOOOODOOOOOODOOO
Jooodooooooooooooooooooooon
00000000o0o0dooooooo20-300000000000D00000000000OnO
JooodoooDoooooooooooooooDooooooooDnooon
ooooood ooood
schedule <1-255> HOUR:MIN DAY MONTH mobile <0-2> clear
oooooog OO0 OO0 (DOW: Day Of the Week)
schedule <1-255> HOUR:MIN DOW (|DOW) mobile <0-2> clear

oJOOOOOOOODO
goooooo
OO0O000Osyslogd rotate0 0000000000000 rotate00000000OO00ODOO
O 0Osyslog node rotate 0 0 OO OO OO0
ooooooo oooo
schedule <1-255> HOUR:MIN DAY MON syslog rotate
ooooooo 0000 (Dow: Day Of the Week)
schedule <1-255> HOUR:MIN DOW (]DOW) syslog rotate
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oD00DOUOODOOODODO
ooooooo
O0000dOmonitor-log0 00 logO OO0 rotate 0000000000 OO0DOOO rotate 00O
OO0O00OD0O0O0O00ODOOdmonitor-log reachability/resource0 00000000
Ooooooo ooood
schedule <1-255> HOUR:MIN DAY MON monitor-log reachability rotate
schedule <1-255> HOUR:MIN DAY MON monitor-log resource rotate
ooooood 0000 (Dow: Day OF the Week)
schedule <1-255> HOUR:MIN DOW (]|DOW) monitor-log reachability rotate
schedule <1-255> HOUR:MIN DOW (]DOW) monitor-log resource rotate

oOOOOOO
ooooooo O00000systemOO0DO0O0O0O0OO0O00ODOO
ooooooo oooo

schedule <1-255> HOUR:MIN DAY MON system restart
ooooooo OO OO0 (DoW: Day Of the Week)

schedule <1-255> HOUR:MIN DOW (JDOW) system restart

o SNMP notifyd O[O
goooooo OOO0OOOSNMP notify(trap)0 00O O0OO
ooooooo oooo
schedule <1-255> HOUR:MIN DAY MON snmp extension-mib WORD notify (]<0-3600>)
ooooooo 0000 (bow: Day Of the Week)
schedule <1-255> HOUR:MIN DOW (|DOW) snmp extension-mib WORD notify (]<0-3600>)
coooooo
Oo0O0U00oOoOoOoOoooooOooobo seo 000 margind 000000000 OOOmargin00O0O
OoOooDOOOmargin * (0-100)%0 000000000 nnotify0 000000
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ocDOObUOOOODO

gboobogog
gbogoboooorPOSSHOODOODODOOOOODOoO0obOOo0obooboobobobooboooobooo
gboobogooogoo

gooogog gogo

Oe FTP schedule <1-255> HOUR:MIN DAY MON firmware update
ftp://<A.B.C.D>/FILENAME (]source A.B.C.D|X:X::X:X) (Jhold)
(0 e SSH schedule <1-255> HOUR:MIN DAY MON firmware update

ssh://<user@A.B.C.D>/FILENAME password (]hidden) PASSWORD
(]source A.B.C.D|X:X::X:X) (Jhold)

Oe OODOOO schedule <1-255> HOUR:MIN DAY MON firmware update
(diskO:FILENAME|disk1:FILENAME) (]hold)

goooooo O0O0O0 (bow: Day Of the Week)

Oe FTP schedule <1-255> HOUR:MIN DOW (|DOW) firmware update
ftp://<A.B.C.D>/FILENAME (]source A.B.C.D|X:X::X:X) (Jhold)
(0 e SSH schedule <1-255> HOUR MIN DOW (|DOW) firmware update

ssh://<user@A.B.C.D>/FILENAME password (]hidden) PASSWORD
(]source A.B.C.D|X:X::X:X) (Jhold)
Oe OODOODO schedule <1-255> HOUR:MIN DOW (]DOW) firmware update
(diskO:FILENAME|disk1:FILENAME) (]hold)
goooooo
OFfPOOCO SSHOOOOODOOOOOOOOOOOOO0ODOOOO
OssSHOOOOODOOOOpasswordO OO OOOOOOO
ONXR-1250 000000000000 000O00000DOO00O0DOOhedO00ODOOOOOO
goo0oooOo0OoooOoUoOoooU0U0OooooO0UooooUdOoooDoOoUoooOUooooOog
Om
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o WiMAXOOOUODOOOOO/0OO/00O0O

ooooooo

oo0o0oOoOoOoOowiMMXOOO /00/00000000000000000OWIMMXOO0O000000O
oooooo

0000000000000 000000000D0000O00DO0O0ODOOODOOODOOOOOOODOOO
0000000000000 0000000ooooooooooooooooooooooooon
o00o00DoDO0O0000o0oOoooooooooooo

ooooooo oooo

schedule <1-255> HOUR:MIN DAY MON interface wimax <0-0> (connect]disconnect]reconnect)

OO0oooogo 0OOO00(Dbow: bay Of the Week)

schedule <1-255> HOUR MIN DOW (|DOW) interface wimax <0-0> (connect]disconnect]|reconnect)

oWiNAXODODOOODOODOOO
ooogoog
J0oooooOowiMXOODODODOoOoOooooooooooooooowiMvXDoooooooo
WivaXOOOODOOOOoOOOoooooooooooooowiMxooooooooooooooog
DO00OOOnetevent 0000 000000000000 OWIMMXDOODODOOODOO
oooooog oooo
schedule <1-255> HOUR:MIN DAY MON wimax <0-0> clear
ooooodo 0000 (Dow: Day 0f the Week)
schedule <1-255> HOUR MIN DOW (|DOW) wimax <0-0> clear

ocgoonoO
ooooooao no schedule <1-255>

odDOOOO o0ODODODODO
eI O00OOOO e JIO0OUOODOODODO
schedule 1 *:00 * * schedule 1 *:10 monday
e 10 1:20000 e JIOOOO1:10000
schedule 1 1:20 1 * schedule 1 1:10 sunday
e 101000 1:20000O e weekday O 4:10000
schedule 1 1:20 10 * schedule 1 4:10 monday friday

ooi100000200000
schedule 1 *:20 10 *
/10000200000
schedule 1 *:20 10 1
17100 10:2000 0O
schedule 1 10:20 10 1
100001020000
schedule 1 10:20 * 1
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| WiMAX

O error-recovery

ooooooo

OWiMAXO OO OOo0oooooooo0ooooooooooooooooooooooooooog
ooooooo

000000000000 0000000000MwWiMMXOODODOOooooooooooooooooo
Oo0dooooooooooooooooooog

0000000  wimax error-recovery (restart]reset)

g no g no wimax error-recovery
gog o oo no wimax error-recovery
ooooooo

goooooodooooobooboooobooooooooooooooo

e JOOIDOODODO
o0 000D000oo00D0o0DbD0BOOOODOOOOODOOODOODOOO error-recoveryld
0oddodooooooooooooooowvAXDOODOooOoooooooooooooo
ooad
OwivAXO O ODoDooDoOooooooooooooooa
OIrPO000D000D00D0DO0O00OOC0Oss status O O DeviceNotFoundYet [0 O [

e JOODOOODOO
0o000ooooboooooeo000DO00DbOoDooODoO0Dooo0DOOo30b000gnod error-
recoveryU 000000000 0OOOODODO0O0OODDODODOOOOOODODOUOerror-recoveryd U
0o0o0o0oOoooooooooooooboobooobooooooooaon
OwivAXO O OoDooDoooooooooooopoooa
Oss status[d Connected 0 0 O 0O Oantenna level O 10000000

o netevent
ooooooo
O0o0o0ooDooooo0ddownOd0OO0OOWMIMAXODODOOODODOODOODODOOOOOOODO
0000000  wimax <0-0> netevent (<1-255>]<2048-4095>) reset
mobile <0-2> netevent (<1-255>]<2048-4095>) reset
O no O no wimax <0-0> netevent
oooooog O000OuwODOOODOOODOOO

O system netevent

ooooood 00000000000 downOO0OO0O0OD0DOOOOOODOOODOO
ooooooo system netevent (<1-255>]|<2048-4095>) restart

g no g no system netevent

oooooog O000OuwODOOODOOODOOO
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0O OO command

nxr130#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#interface ethernet <0-2> [vid <1-4094>]
nxrl30(config-if)#

nxrl130(config)#interface loopback <0-9>
nxr130(config-loopback)#

O ip address
ggooogoa
ooooooo
a no g

O ip address
gooooon
goooooo
0 no O

O ipv6 address
ggooogoa
ooooooo

O ipv6 address
goobogd
ooooooo
HEN g

oooooooowrooooooooooo
ip address A.B.C.D/M (]secondary)
no ip address A.B.C.D/M (]secondary)

DHCPO OO IPODOODOOODOODOOO
ip address dhcp (JHOSTNAME)
no ip address dhcp

ooooooogmweodooooooooo
ipv6 address X:X::X:X link-local : O0O0OO0OODOOOLLADODOODOO
ipv6 address X:X::X:X/M (Jeui-64)

D eui-6400 000 ipv6-address O prefixO O OO O
ipv6 address autoconfig :ipve forwardingD OO D0 O0ODOOO
no ipv6 address X:X::X:X link-local
no ipv6 address X:X::X:X/M (Jeui-64)
no ipv6 address autoconfig

DHCPv6 Prefix DelegationO0 OO0 OO OO
ipv6 address DHCPv6-PD X:X::X:X/M (Jeui-64)
ipv6-address O (I sub-prefix 0 host 0D 0 0 00O O
PREFIX-NAMEO O dhcpvé pd0 0 OO0 prefixOOODOOOODOOO
ipv6 dhcp client pd0 00000
no ipv6 address DHCPV6-PD (|X:X::X:X/M)
:DHCPv6 packet 0 O O interface 0 0 O [
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70

O speed

ggoboodgo
gooboogd
ogd 0O OO
U no U
g gd

interface node

interface node

goooooogooooogodulinalp)oooooog

Default] Oauto-negotiation0 O 00 000 ethernet Port D 000 OO0O0OOO0O
OO0O00000OSWHUB port0 00000000 Oswitched port0 00000000
ooooooooogoo

speed (auto]|10-full]10-half]100-full]100-half]auto-limit) (Jport <1-4>)
speed auto

no speed

auto-limitO O 0O 00O O O auto-negotiation 0 O 10/100M 0 O advertise D 0O O O
Gigabit interface0 00000000 1000M(16)0O linkO D OOODOODautoO OO
00000 (auto-limitO O O1000M HInkDOOOOOOODOO)O

port <1-4>0 HBOOODOOOOOODOODODOOOO

O active power save mode

ooooooo
gooogoog
oo 0O o0
a no a
00 00
O mtu

ooooooo
ooooooo
oo 0O oo
0 no 0

O ip proxy arp

ooooooo
ooooooo
oo 0O oo
0 no 0

Ethernet O O O Switching HHBO O OO OO PHYO OO ODOODOOOOODOOOOO
OO001portODO0000D0OOO0O0ODOOODODOOOODOOOOODDOMO
OO0000O0defaultO 000000 O0O0OOO0OOPHYODOOOODODOOOODO
l020000000000000DO
godoooodooooooooOo0ooDooOo0OoooUOUooOoodUobooogoo
oooooooogoo

gi1o000M DOOOODOOOODO

OCableD O 10mODOOOO
power-save enable (]port <1-4>)
no power-save enable (|port <1-4>)
no power-save enable (]Jport <1-4>)
port <1-4>0 HBOODOOOOODOOOO

MTUOOOooOooooo
mtu <bytes:68-1500>

mtu 1500

no mtull (= Set defaults)

Proxy ARPO OO ODOOODO
ip proxy-arp

no ip proxy-arp

no ip proxy-arp

O ip directed-broadcast

gooogoog
ooooooo
oo 0O oo
0 no 0

Directed Broadcast 0 O D OO0 D0 O0OO0OO0ODOOODOOO
ip directed-broadcast
no ip directed-broadcast

no ip directed-broadcast
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O ip redirects
ooooooo
OICMP redirectd type=s50 00000000000 O0O0DOOOOOOOODOOOOOOOODODOOO
0000000 OO0ORFC792(0
00000 Send redirect00000O0OOICMP redirect0 0000000000 O00OOOOODOO
ooooogo ip redirects
ooooogo ip redirectsd 0 (O0O)
OOONoO OO no ip redirectsd (0 O)
ooooooo
OO0O00O ICMPRedirect 0 0 OO OO ODOICMP Redirect DO DD OO O OHestD O DO OOOOOO
0000000000000 0000oooooooooon
O Host A OHost B(192.168.1.100)0 0 IPv40 00 00O default gw(NXR) D O OO OO O
ONROODODOODOOOOOOOD192.168.1.0/240 0 0 next hop[d 192.168.1.2530 00000
OOORouter ADDDOOOO
O O0OO0O0Onext hopd Router ADOOOOOHost ADOODODOOODODOOODODOOHest AO
ICMP Redirect0 0 OO O OO
O Host AODOOOOHost BOODO IPvAO OO OODOICMP Redirect0 00000 next hopd OO
OORouter ADDOOOOO
O000O0O0ICMP Redirect 0000000000 DOOOOOODOOO0O0O00OOODODOOODOOOOO
0000000000 forwardingD OO O OOOOO

PC B: 192.168.1.100

T [R

|
|
|
T
192.168.1.0/24 !
|
ABTAYTIL—k
192.168.1.0/24 (gw) 192.168.1.253 NXR Router A
5 192.168.0.254 1 192.168.0.253
. - |
Send Redirect 24 -~ ‘ @ IP to 192.168.1.100 !
|
_____________ -
l 192.168.0.0/24
| @) 1P to 192.168.1.100

3) Redirect (Next hop=192.168.0.253) l
IP to 192.168.1.100

&

PC A: 192.168.0.100
Default GW=192.168.0.254
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O ip tcp adjust-mss

ooooooo

O Path MTU Discoveryd PMTUDO O OO End-to-end0 00000000000 OCOOONUOOOOO
O0ddd0oodoooooooooooooo0ooo0ooooooooooooooogoon
O0oooooIpvda000O0D0OCO0O0 ICMP fragment needed 000000000 OCOOOODOO
O0o00o0ooooooooooogpemUDODOOOODOOOOOOOOOODOODOODdPMTUD
O000o0U0oDoooooooovMuo0oo0ooo0ooo0oo000ooo0o0oo0onodUEnd-
to-end0 000000 O00DDOO0OODOOODOOOOOOOOOOTCPOO  SYN/SYN-ACKODOODO
owMsSOO0O0OO0O00OO0OO00O0OoOoU0oDoOoUoooooooTcPODDOOUODOOODODOODO
Od0d00o0d0ood0oodooo0ooooooouooooooooooog

ooooooo ip tcp adjust-mss (auto]<500-1460:bytes>)

ooooooon no ip tcp adjust-mss

OO0O0ONOODO  no ip tcp adjust-mss

ooooooo

Olpvi00O00OO0OO0DOOO0OOTCPOOODOOOODOOOOTCPODOOODOOODOOODODO
O00oooooooooooooooowssooooooon

D0ooooooNMssOdDo0ooDod0Nautoc0000OOOOOOMSSOOOOOOMSSOOODOO
Ooooo0oooooooooon

Oo000oooooooooMssOoooooooooNMssOooooooooooooooooog
odo

ouwrPOICMPODOOOUOODOOOODOOOOODOOOODOOOOOOOODFODOODOODOODDOD
O00000o000oo000ooooooooooooooooooooon

(I no ip tep adjust-mssO OO OO OOOTCP MSSODODOODOODOODODOO
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O ip mask-reply
ooooooo
OOpenViewO OO OOOOODOOODODOODOOOOOOOOOOO ICMP address mask request
Otype=l7000000000O0CO00DOOCOODOOO0ODOO0ODOOODOOOODOOODOOO
Ooooooooooogoooood
O000O0O0OOICMP address mask request 0 000000000000 DOOOOOOO
ooooogon ip mask-reply 0O ICMP address mask requestd O 00O 00O [
0000000  no ip mask-replyl) ICMP address mask requestd 000 00O O M
gOoOdNoO OO no ip mask-reply
ooooooo
O ICMP address mask request/reply 00000000

//F ICMP address mask reply A%

s
s

a NXR#1

»‘ 192.168.0.254

NXR#2

192.168.0.253
% A

ICMP address mask reply DY E %1 Request (to 10.0.0.196)

Request (to 192.168.0,254)

192.168.0.0/24

| Reply (mask=255.255.255.255)
Reply (mask=255.255.255.255)

S

OpenView
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O [link-check
ooooood
OEthernet linkOOOOODOODOOODODefaultd 10[sec]d 0 0O0[sec]C 000 OODO link down O
0o0o0o0oo@OuwbOOoOoO)OLnkODODODODOODOODODOOO0OOoOooOooOoooooo
oo
OO00Oethernetd 0 vianO OO OO OO OO Oethernetd link up/down 0 O O vlan interface O
linkOOO up/down0 000 00O0OOVLAN interfaced 0 linkOOODOODOOOODOOODOOO

uwpdoono downD O OO

Connected routed O O O (routing protocol0D 00 O00O0) E?g:?::gi:gggﬂg 5 5 OOO0OOFBIO0O0)

O O interfaced O O interfaced O O route0 0O O 00O interfacel O O interfaced O O routeD O O O
InterfaceD0 00 000000OIPaddressO 00000

Interface0 000000000 IPaddress0 0000 (OO0 ip/ipv6 access-linkdownO O 0 O 0O O O linkdown
oooooooono)

BindDOOOOOOOOOOOODO BindUOODOODOOOOOOOO

Network eventO OO0 OO0 O Network eventO OO OO OO

Router solicitationd O O (IPv6) -

goooooo link-check (]<0-60sec>)
oo O oo link-check 10
O no O no link-check (=link-check 0)
oo 0o
ObindO0DOD0O0O0OODODOODOOO/0000000
Ethernet interface 0 O tunnel interfaced PPPOEC 00D O OO OOOONINk dowmmO OO OO0
0000 interfaced downO0 00000 OODOOODOODOTunnel interface 0 PPP interface O up/
downO0OOO0O0ODO keepaliveO DO ODOOODOODOOOUSEROODOO bindO O (OO interface
down O trigger O L2TP tunnel/session0 0 0000 0) OO0 O0OOODOOOOOOOOOODOOOO
oood
OSwitching HUBO OO OO O OO ethernet interfaced linkO O OO OO
000 Switching HUBO O OO O OO O ethernet interface0 0 linkOOOODOOODOOOO
switching hub port 0 OO0 link downO O 00O O ethernet link downO 0001000 switch-
ing hub portO linkO upO OO0 Oethernet link upO0 OO O0OO0D0OOOO
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O ip access-linkdown

goooooo

ooOoo0ooa
[l no 0
00 00

O00000000000Nnk downOOOOODOO interface D I1Pv4 address
oooooooooooo

ip access-linkdown

no ip access-linkdown

Default D 00O O (no ip access-linkdown)d O O

O ipv6 access-linkdown

gboooooo

ooooooOoad
O no O
00 00

00000000000 Nnk downDO000O0OO interfaced IPv6 address
oooooooooooo

ipv6 access-Iinkdown

no ipv6 access-linkdown

Default D 0O O (no ipv6 access-linkdown)O [0 O

O ip arp reachable-time

goooogn
gooobgo
goooobgn
godNoDO OO
googoooo

OO0OOARP ODOD0ODO0OD0OO0DOO0ODOODOODOOO

ip arp reachable-time <30000-3600000>

ip arp reachable-time 30000

no ip arp reachable-time

show arp OO0 000000 OOOREACHABLED OO DO DOODOODOO
000000000.5 0 1.50x% reachable-time0 00 000D0O0D0OO0O

O ip arp queue length

gooogog

O Ethernet/Vlan interface0 O OIPVAO OO OO O ODODO OO (nexthop)d mac address 0 0 0 0O O O
O000000O0Omac address0 000000 queueingd 000000000 0ODOODOOOOOOOO

OQueue O Oneighbor D entry0 00 OO DOOOO

Oqueuveing 00 packetODaddress0 0000000000 OODOOODOOO

OQueueD fullDOODOODO packetO OO OO Oqueued 0D OO0 dropO 0000

oooooog
oo 0O o0
a no a
00 00

ip arp queue length <1-1000>

no ip arp queue length (=3[packets])

no ip arp queue length

IPva0 IPv6 000000 OOOMnterface0 00000000 0OO0OOO
IPv6e 0000 O0OiMpv6 nd queue lengthO OO OO OOOO0O

O ipv6 nd prefix

goobogog
gooogog

00 00
[l no [l

IPv6 Routing Prefix AdvertisementO0 OO O OO0
ipv6 nd prefix X:X:X:X::X/M
(J<valid-lifetime:0-4294967295> <preferred-lifetime:0-4294967295>)
Ethernet/VLANO OO O OO
no ipvée nd prefix X:X:X:X::X/M
(J<valid-lifetime:0-4294967295> <preferred-lifetime:0-4294967295>)
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O ipv6 tcp adjust-mss

ooooood
oodooood
od 0O Od
0 no 0

IPv6 MSSO O OO OODOOO

ipv6 tcp adjust-mss (auto]500-1460)
no ipv6 tcp adjust-mss

no ipvé tcp adjust-mss

O ipv6 nd send-ra

ooooooa
ooOooooa
O no O

IPv6 RA(Router Advertisement0 OO OO OO0
ipv6 nd send-ra (=RADDOONO)
no ipv6 nd send-ra G RADODOO)

O ipv6 nd ra-lifetime

ooooood
oodooood
od 0O Od
0 no 0
oad oad

IPv6 RA(Router Advertisement0 0D OO QD OO0O0OOOOOO
ipv6 nd ra-lifetime <0-9000>

ipv6 nd ra-lifetime 90

no ipv6 nd ra-lifetime

ra-lifetime >= ra-interval max

O ipv6 nd ra-interval

oodooood
ooooood
od 0O O0d
oad oad
0 no 0

IPv6 RA(Router AdvertisementOO OO0 0O0OO0OCOODOODOO
ipv6 nd ra-interval <min:3-6750> <max:4-9000>

ipv6 nd ra-interval 10 30

min < max x 0.75

no ipv6 nd ra-interval

O ipv6 nd rs-interval

ooooood
oodooood
oo 0O Od
0 no 0

IPv6 Router Solicitation0 0O O0O00O0O0COOODO
ipv6 nd rs-interval <interval:1-10sec>
ipv6 nd rs-interval 1

no ipv6 nd rs-interval : Set defaults

O ipv6 nd rs-count

ooooood
oodooood
oo 0O Od
0 no 0

IPv6 Router Solicitation0 OO O0O0OO0OOOOO
ipv6 nd rs-count <count:1-2147483647>
ipv6 nd rs-count 3

no ipv6 nd rs-count : Set defaults

O ipv6 nd reachable-time

ooooood
oodooood
oo 0O Od
0 no 0

000000000000 ooooooon
ipv6 nd reachable-time <msec:0-3600000>
ipv6 nd reachable-time 30

no ipv6 nd reachable-time : Set defaults
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O ipv6 nd ns-interval

ooooooo
gooogoog
oo 0O oo
a no 0

NOOOOooDooooooo

ipv6 nd ns-interval <msec:1000-3600000>
ipv6 nd ns-interval 1000

no ipvé nd ns-interval

O ipv6 nd dad attempts

ooooooo
gooogoog
oo 0O oo
a no 0

IPv6 DADO OO OOOODOODOOO
ipv6 nd dad attempts <0-600>
ipv6 nd dad attempts 1

no ipvé nd dad attempts

O ipv6 nd accept-redirects

gboobogog

ooooooo
oo O oo
00 0o
a no 0

IPv6 forwardingO O OO O OODOICMPVE redirects0 00000000 O0O
oooooo

ipv6 nd accept-redirects

no ipvé nd accept-redirects

IPv6 forwardingD O OO OOO0OO0O0O0DOOOOODOOOOODOO

no ipvé nd accept-redirects

O ipv6 nd queue length

gboobogog

O Ethernet/Vlan interface 00O IPv6 D 00O OO OO DO OO OONeighbor DiscoveryD DO DO OO O
O (nexthop)d mac addressO0 00000 O0O0O0O0OO0OOmac addressd 0 000 OO queueingd O
o0oooooooooooooooon

OQueue O OneighborD entry0 00 OO D0 OOO

Oqueuveing0 00O packetODaddressO 0000000 O0ODOOOOODOOOO

OQueueD fullDODDOODO packetO OO OO Oqueued 0D OO0 dropO 0000

gooogoog
oo 0O oo
a no 0
00 0o

ipv6 nd queue length <1-1000>

no ipvé nd queue length (= 3[packets])

no ipvé nd queue length

IPva0 IPv6 00000000 Ointerface0000000O0O0O0DODOOO
IPvAOOODOODO1dp arp queue lengthO O OO OOOOOO

O ip rip receive version

ooooooo
gooogoog
oo 0O oo
oo oo
0 no 0

RIPODODODODODOODODODOD

ip rip receive version (1]12) (]112)

ip rip receive version 2

version 1, version 2, version 1 & 2000000
no ip rip receive version
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O ip rip send version

ooooooo RwpPO0OOOCOOODOOOODOO
ooooooo ip rip send version (1]12) (|1]12)

oo 0O oo ip rip send version 2

00 OO  wversion 1, version 2, version 1 & 2000000
O no O no ip rip transmission version

O ip rip split-horizon

ooooooo ooooooooooooooooo
ooooooo ip rip split-horizon (]poisoned)
oo 0O o0 ip rip split-horizon

O no O no ip rip split-horizon

O ip ospf cost

goooooo OSPFO 0D 0ODOOO0O0OOOO
0000000  ip ospf cost <1-65535>

O no O no ip ospf cost

O ip ospf hello-interval

0000000 HelloODOOOOOODOOODOO
ooooooo ip ospf hello-interval <1-65535>
O no O no ip ospf hello-interval

O ip ospf dead-interval

0000000 DeaddOOOODOOOOOOOO
ooooooo ip ospf dead-interval <1-65535>
O no O no ip ospf dead-interval

O ip ospf retransmit-interval

0000000 RetransmitOOOOO0OOO0ODOOOOO
ooooooo ip ospf retransmit-interval <1-65535>
O no O no ip ospf retransmit-interval

O ip ospf transmit-delay

ooooooo Transmit DelayO0 O OO OO0
ooooooo ip ospf transmit-delay <1-65535>
O no O no ip ospf transmit-delay

O ip ospf authentication

ooooooo oooooooogo

ooooooo ip ospf authentication (null|message-digest)
O no O no ip ospf authentication
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O ip ospf authentication-key

0000000 O0O0000000000000
oooogooo ip ospf authentication-key PASSWORD
O no O no ip ospf authentication-key

O ip ospf message-digest-key

oo0oodoog wMsO0oooooooood

oooooog ip ospf message-digest-key <keyid:1-255> md5 PASSWORD
O no O no ip ospf message-digest-key <keyid:1-255>

O ip ospf priority

gooboogo gooboooobobooon
ooboonoo ip ospf priority <0-255>

O no O no ip ospf priority

O ip ospf mtu-ignore

gogoooga pBDO O MU OO OOOon
ooooooo ip ospf mtu-ignore

O no O no ip ospf mtu-ignore

O wvrrp ip address

0000000 VRRPODOOOOOIPOODOOWIP)ODODODODODOO
0000000  vrrp ip <vrrpid:1-255> address A.B.C.D

O no O no vrrp ip <vrripd:1-255> (address A.B.C.D|])

O vrrp ip priority
Ooooooo vRRPOOOOOODOOOODOOO
0000000  vrrp ip <vrrpid:1-255> priority <1-254>
OO0 O OO0  vrrp ip <vrrpid:1-255> priority 100
O no O no vrrp ip <vrrpid:1-255> priority
ooooooo
O0O0O0OoDooOOopriority00000000000O0OCO priority0 00000000

O vrrp ip preempt

0000000  PreemptOdOOOOOO

0000000  vrrp ip <vrrpid:1-255> preempt

OO0 O OO0  vrrp ip <vrrpid:1-255> preempt

O no O no vrrp ip <vrrpid:1-255> preempt

ooooooo
OPreemptO000000O0priority000000000D0CO0OODOOOOOODOOOODOD
OpreemptO 00000 Opriorityl 0 000000CO00O0OOO0OO0OOOODOOOOODOOOO
0o0doooooooooooogoooooooooon

119



O 70 interface node

interface node

O vrrp ip preempt delay

ooooooo

OPreempt 0000000000 ODOOOOODOODOO0ODOODOOOOO advertise 00000000
00000000 0o0bOo00oo00b0oo0D0ooDobOoD0oDOoDbOoo0DOoDOoDOD

Opreempt delay0 0001 O 1000(0)dooooo@oo)yooono

0000000  vrrp ip <vrrpid:1-255> preempt delay <1-1000sec>

O no O no vrrp ip <vrrpid:1-255> preempt delay

ooooooo

OPreempt delay 000 0000000000000 0ODOO0O0O0OODOOOOODOOOOOOOOO
O000o0oOoo00o0oD00ooDoooDoooobDOooOoDOnD

o DOOoOoOoOOoOoOO

- master down timerO0 O OO O delay timer OO OO0OODOODODO advertise OO0 OO0OOOOO
gooooooogoo

- 00000000000 advertise 0000000000 DODOODO0OODOODOOODODOO
(delay timer 000000000 OODOOOO)YO

- 00000000000 advertise 00000000000 Odelay timerO0 00000 delay
timer 00O 0O Omaster down timer 00000000000 0OOdelay OOODODOOOOOOOO
advertise 000000000 DOOO0DOOOOODO (delay timerd 000 0OO)O

o JOOoOoOOO

- 00000000000 advertise 000000000 DO0OODOODOODOOODOODODODO

- 00000000000 advertise 00 00O0OOOOadvertise 00000 O0@OOODOOODO
0ooooooooo)o

O vrrp ip timers

0000000 VRRPO advertiseJ 0O OO00OO0OD0ODOO
O0O0O0OoO0n0O  vrrp ip <vrrpid:1-255> timers advertise <1-255sec>
oo 0O oo vrrp ip <vrrpid:1-255> timers advertise 1

O no O no vrrp ip <vrripd:1-255> timers advertise

O vrrp ip netevent
OO00O0000  VRRP trackingD OO OOOO
ooooooooobooooobooooob0ooooboooobooogm
0000000  vrrp ip <vrrpid:1-255> netevent <trackid:1-255> priority <1-254>
vrrp ip <vrrpid:1-255> netevent <trackid:2048-4095> priority <1-254>
O no O no vrrp ip <vrripd:1-255> netevent
coooooo
Otrack eventO0 downOD OO0 O00OO00OO0O0OO0OCOpriority000000000D0CODOO0ODOO
OpriorityD0000000CO0OOpriority0000000O0O0OO0OO
Oevent downO O OO OpriorityJ0000000CO00OO00OO00ODOCOOOODOOOODDOOOOO
oooo

o0 0000000 Opriority>000000000Opriority
Event downO O O 0000000 Opriority<0000000O0OO0Opriority
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O ip access-group

ooooooo

Oglobal node0 0000 ACLOODODOODOODODOOOOOOODODODODOOOOODOOO
ooooooo

goooooo ip access-group (injout|forward-in|forward-out) IPV4-ACL-NAME

OgooONeO OO no ip access-group (injout]forward-in]forward-out)

ooooooo

0000000000000 000000000D0D000D0 (@O0 Packet TravelingO O O)O0OO
oo400000

in(local input) NXROODOODOODOODODODOODODOODODOOO

out(local output) NXRO O OO OO ODODOODOODOOODOODOOODO

0000000000000 0ONRDOODODOO0OOO0O0ODO0ODO0OO0ODOO0DOOD0

forward-in NXROOOOOODOOOO0OOO0OOO forwardingDdODOOODOODOOOOOO

forward-out NXRO OO OOODOOOOOOOOO forwardingD OOODOOODOOODOOO

OmacO0O0OO0OACLOOoutO OO forward-out 0 00000000 O0DOOO0O

O ipv6 access-group

ooooooo ooooooooowweoooooooooooooo
ooooooo ipv6 access-group (injout]forward-in|forward-out) IPV6-ACL-NAME
oo o0 oo oood

O no O no ipv6é access-group (injout|forward-in]forward-out)

O ip masquerade

ooooooo
good00ooO00oo0oU0ooO0OoOooOooOooooooOoooOwv40d0oOoooooOooboOoO
oompv4ad0O0O0O0oooooooooon

goooooo ip masquerade 0O OO0

gpoooooo no ip masqueradel] O O O

gooONeO OO no ip masquerade

ooooooo

00000000000 OdO (Ethernet/VLAN/PPP/Tunnel/WinAX) DO OO OO OOOOOOOO
OTCP/UDP/ICMPO 00O OO0O0DODOOOOOOOOODOOOODOOOODOODODOOODODO
Olpv60O000OOCOIIPOODOOOOOOOOOOO

Oforward out/local output 0 O 0O OO0 DOOO0DOOODOOOOIPOODOOOOOODODOOODO

O ip (snat-group|dnat-group)

ooooooo

Oglobal node0 0000 SNTOOODNATOOODOODODODOODOODOODODOODOOStatic NATO
ooooooooooooo

OSNATOOODOODOOOODOODODOO0OODNATODDODOOO0ODOODO0O00O00O00

goooooo ip (snat-group]dnat-group) NAT-NAME

OgooONeO OO no ip (snat-group]dnat-group)

gooooog NATO O OOOOOOip snat/ip dnat)d OO O (global node)0D DO OO0
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O ip webauth-filter

ooooooo
OwebOOOOOOOODOOOODOOOODOOODOODODOOODOOODOOODOOOODOOODO
OOoO0O0OCOOwhOOOOODOOOOODODOODOOOODODOO
OWebOOOODODDOOOOODOOOODOOOODOINOUTOOOODOOOOODOOOODODOOODOO
OObefaultDOODOOCOODODOO

ooooogon ip webauth-filter (forward-in]forward-out) WEBAUTH-ACL-NAME

OO00ONOOO  no ip webauth-Ffilter (forward-in|forward-out)

ooooooo

OwebOODOOOOODOODODOODOOIup web-auth access-listd 0 000 global noded 0000
oooooo

OWebOOODOOOODOWeb Authenticate node0 OO0 0000000

O pppoe-client ppp

oooooog PPPOEC 0 OO0 ODOODOOODOODOO
O0O0OoOooO0  pppoe-client ppp <PPP-INTERFACE-NUMBER:0-4>
oo 0O 00 no pppoe-client ppp

00 oo 00000O00OEthernet interfaced OO

O no O no pppoe-client ppp <0-4>

O ip spi-filter

ooooooo

0000000000 00000000O0SPIO stateful Packet Inspectiond 00000000000

ooooooooOoOoooOoOoOooUooOo0oOobobOOoOooOU00oOoOUOoOOoUbOOOObOOOoObbOo
oooo

ooooogoo ip spi-filter 0O0O0O0O

ooooogon no ip spi-filterD OO 0O

OO00ONOODO  no ip spi-Ffilter

ooooooo

OO0O0000000O0OODOestablishedD OO0 related0 00000000000 O0OOOOOO
OEstablished0 0000000000 O0ODODOOO0ODOOOODOOOOOOODOOOODOOOODODOO
ORelated0 0 000OOCO0DOOO0ODOOOODOOOODOOOOORPOOODOOOODOOOODO
oooo

o0o0ooo0oboo0odOosynDgoobOoOoOoOo0oOoOoOo0oOoboboOoobDboOooo

OSPIOOforward inO0O0O local inputO0 0 0000000000000 O0OOOOOOOOODOO
oooooo
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O ipv6 spi-filter

ooooooo IPv6 SPI filterOD OO OOODO
ooooooo ipv6 spi-filter

oo o do no ipvé spi-filter

O no O no ipvé spi-filter

O shutdown

goooooo 0ooooobooooooood
goooooo shutdown

oo o oo no shutdown

O no O no shutdown

O ipsec policy

ooooooO0 OOo0oDboOooobooooDoogiIpsecOdbbOOoOobObOOODOOO

goooooo ipsec policy <local policy:1-255>

OgooONeO OO no ipsec policy (J<local policy:1-255>)

ooooooog
OoO00ooOoOooboOoOIpsecOD0DOOOO0ODO2000000000000000O1IPV40O IPv6ODO
000010000 IpsecO000DOO0O0 ODOODDODOOUODOOOODOO

O ipsec policy-ignore

ooooooo

OlPsec policy 00 O0D0D0OO0ODO0OOO0OOOOOOOODOOINPsec policy OO0 any 0000
oooo0oOooooboooobobOiIpsec DO0O0OOOODOOOOOOODOOOODOO

0000000 ipsec policy-ignore (Jinputjoutput)

0000000 no ipsec policy-ignored O 00

OO0ONoOOO no ipsec policy-ignore

ooooooo

OlnputD 0000 OO0 inbound policy check 0O OOOOOOOIPsec 0OODOOOOOOOO
ooooo0o ooboooooooogooobooooobooog

Ooutput 000000000000 DOOOOOOOOOOOOOOODOOOIPsec policy DOOO
ooooooooooooobooo
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m QoS
gooooon QSO DOOooonono

o HTBOOO
ooooooo queue policy POLICYNAME bandwidth <1-1000000> (]ifg-pa-fcs)
ooooooo
OHTBOOODOOOOOclass policyDOOOOOOOO class policyOD OO OOO0O
000000 class policyDO0 000000 classO00000O0O0O0ODOOO class policyd OO
O0O0O0DoooOoWHBOOOODOOOO
ObandwidthO Oclass policyO D00 O00O0O00O0DO0O
Oifg-pa-fcs(0O0)DOODOOOOODOOOOODefault0 00000

o PQUODO

0000000  queue priority-group <PRIORITY-MAP-NUMBER:1-32>

ooooooo
OPQOOOODOOOOglobal noded O O0O0O priority-map0 000000
OO00000 priority-map0 00000000000 ODOOO default classO0O0O0O0O0OO PQO
OOoOoO0DoOooOogOopriority-mpO0 0000000000 POODOOOODODO
O00OclassO000O0O00DO0O0DODOdefault classO0OO000OOO0OOOO

o SFRQUODO
0000000  queue fair-queue

o FIFOO OO
oooboooo queue fifo (Jlimit <1-16384>)
ooooood Iimitd FIFCO0DO00O000O0DO00ODOODO0O0O00OO0

o TBF(shaping)d OO
ooooooo
queue shape <RATE:1-1000000> <BUFFER:1-1000000> <LIMIT:1-1000000> (]ifg-pa-fcs)

ooooooo

0 <RATE:1-1000000>  ShapingOd O 0O (Kbps)D O OO O OO

00 <BUFFER:1-1000000> BucketO O O 0O (bytes)D DO OO OO

O<LIMIT:1-1000000> TokenO OO0 0000000000000 00000O0O0O0O0OOOT (bytes)

ooooooo
Oifg-pa-fcs(U0)0D 00000000000 ODefault0 0000

o no queue

gooooood no queue
oopooood 0000000 queue 0000 0O0Odefault queued pfifo_fastO OO0 OO0 00O
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m QoS (0DO)

o classify

ooooooo classify (input]output) route-map ROUTEMAP

ooooooo

00000000000 ooo0oO0ooDo0oDooD1IODo0o0o0D0oo0oDd0 nputd outputd OO OO
0oooooooooo

Oinput0 00000000000 OOPRE-ROUTING(OD O O Packet TravelingO O O)OD OO OODOODO
Ooutput0 00O OO0 ODOOOOODOPOST-ROUTING(O O O Packet TravelingOD O O0)D OO0 OO0OODO

o no classify

ooooooo no classify (]input]output)

ooooooo

goooooooooooboobDobooooDooDooDo

(Mno classify0 000000000 GnputD output) DO 000000000 ODOOOOOOOO
inputd 00 output0 OO OO OO

e ifg-pa-fcs
0000oo0o00ooo000ooo00ooo0U0ooOoO00ooOoOo00DOoOooOOoDO shapingd
OOFRCSO IFGO PADOODDOODOUOOODOCOOrate00000D0DOOO0O0ODOOSshaping rated 000
OO0000OCOOOEthernetD00000000DOQCOOODOOOOORCSO IFGO PACOOODOOO
gobooooobooooooooooooooboooobooOooDboOooDOoOogOEthernet/
WiMAXDOOODODODOOOOOOODOOODOdshaping rated 0000 OIFG(inter-frame-gap 0 O 00O OO
12000000)0FrCSEDOO)dPA(preamble:80 0 D)0 00O OOOODOOOOODOOOOODO
gooopooobooooooOoUooooO0OoOoooO0UoOooUUoOooOoUODoOogUoDoOOOoo
PefaultD 0O OO0DOOOOODOCODOIRGOPAORCS DODOUOOODOOOODM
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O (ip]ipv6) rebound

ooooood

0000000000000 0oooD0DOo000ooo0ooooO0O0oDoOooODno (forwarding)
00000000000 0ONRODODOO0D00D0000000000000000000NXROODOTTL
goooOoOoOoOUOOoODoDOOOOoOooOoOoon

OIP rebound0 0000000000000 0000OD00ODO0O0O0OODO0O0ODOODOODOOOOODOOO0O
000000000000 destination unreachable0 D0 00000

Obefault O 00O O0O@MOOODOODOOODODOOOOOOODOOODOODOOOOOODOO)NO

ooooood (iplipv6) rebound

oo o oo (ip]ipv6) rebound

O no O no (ip]ipv6) rebound

O ip reassemble-output
goooogod
gooooooooMuoooopPuOODODOODOOOO P forwardingD OO OOODOODOO

O000d0Doo00@ooo0ooooo00oooo00moo0o0ooooooooooooon
ODO0000O0ONKRRODOOOOOOO0000000000000o0oooooooooooo
- fragmented packet(0 00O 00D0)OMUDODOOODOOOOOOOOOODOOOOODOONMTUDO
Doooooooooooooooo
- fragmented packet(CO O OODO)OMUODOOODOOOOOOD fragmented packet0 O 00O
ooooooo
-00D0000oooooMy00DO0O00oDoo00o0oDoOo00ooooooooog

oooooog ip reassemble-output

oo o oo ip reassemble-output

O no O no ip reassemble-output

ooooooo

J000d0oodoooodooomoooo0ooooooooooooooooooooooon
0000000000000 ooo00ooo0Dooooooooooooo IPO0ODOoOoOoon
O000000d0oo000ooooooo0oooooooooooooooooooooooon
0000000000000 000oo000oo00Doo000oo0o0oDoOoOONROOO
Od000o0doooooooooOowoooooooooooooooooooon
- fragmented packet(O O OO OO0O)ONMUDOOOODOOODOODO fragmented packet 0 MTUO O
Dodooooodooooogo
- fragmented packet(Q OO D OO0O)ONMUODOOOODOOOODOODO fragmented packet D 0 00O
ooooooo
- 00000000000 MUDOO00O0000D00OOO0 fragmented packetO0O OO0 O0OO0O0O0OO
oooooo

ODefaultO Oglobal DO O OO interface0 00000 O0OOOGIobal O OO interface 0 OO AND
00o0o0oooooooooooooooooooooooglp forwardingDOOOOOOOOO
ooooo
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O session invalid-status-drop-interface
ooooooo

Osession invalid-status-dropO O (global node0 0)0 0000000000 OOOODOOODOOOO
O00000defaultDO0OO0OO
0000000  session invalid-status-drop-interface enable
oo O 0o no session invalid-status-drop-interface enable
ad no 0  no session invalid-status-drop-interface enable
ooooooo
0000000000000 00000000000O0Oglobal node 0 session invalid-status-drop [
0000000000000 000Do00o0oo0oooogooOdethernet 0000000
Oo0doooooooooooo
- global node [0 00 session invalid-status-drop0 0000000
nxrl25(config)#no session invalid-status-drop enable
-00000o0ooo0ooooooooooooon
nxrl25(config)#interface ethernet 0
nxril25(config-if)#session invalid-status-drop-interface enable
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O OO0 command

nxr130#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxrl30(config)#interface tunnel <0-255>
nxrl130(config-tunnel)#

O description

ooooooo ooooooooooooooooon
0000000  description DESCRIPTION

O no O no description (JDESCRIPTION)

O ip address

ooooooo oooooooowrooooooooooo
ooboonoo ip address A.B.C.D/M (]secondary)

O no O no ip address (JA.B.C.D/M) (|]secondary)

O ipv6 address

ooooooo Ooooooogdive0doooooooon

oooooog ipv6 address X:X::X:X/M (Jeui-64) : IPv6 address (e.g. 3ffe:506::1/48)
ipv6 address X:X::X:X link-local

O no 0  no ipv6 address X:X::X:X/M (Jeui-64)
no ipv6 address X:X::X:X link-local

O ipv6 address
OO0OO0OooOO0  DHCPve PDOODOOOOODO
oooogooo ipv6 address DHCPvGPD X:X::X:X/M (Jeui-64) > DHCPv6-PD prefix name
O no 0O  no ipv6 address DHCPv6PD X:X::X:X/M
oo oo ipv6-address O O sub-prefix D host D 0 O OO O
PREFIX-NAMEO O dhcpv6 pdD O OO0 prefixODOOOOOODOOOO
ipv6 dhcp client pdd0 O 0O0O0OO

O tunnel source
ooooood OO000O0Osource 0000 0O0OOOOO
oooooon tunnel source A.B.C.D

O tunnel destination
ooooood OO00O0OODestinationD OO O0OOOoOoOooOO
oooooon tunnel destination A.B.C.D

O tunnel mode

ooooooo OO0O0O0O0OO0O00DoOooOoooirnpP over IP/GRE/IPsec 1PvAT]

OO0DOO0O0OO00g  tunnel mode (ipiplgrelipsec ipvéd)

O no O  no tunnel mode

oo oo Route based IPsec(U 0000 CUOUOODOODOOIpsec ipvd0 0 O0OOOO
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O tunnel key
goooogd
gooooood
ogd 0O OO
oo o0
g no g

interface tunnel node

interface tunnel node

IDO0o0o0o00oooon
tunnel key <0-4294967295>
no tunnel key
GREOD OO OO

no tunnel key : Disable

O tunnel checksum

ooooooad
ooooood
od 0O O0d
oad 00
0 no 0

Joodoooooooooogo
tunnel checksum

no tunnel checksum
GRED OO OO

no tunnel checksum : Disable

O tunnel path-mtu-discovery

ooooood
oodooooad
oo 0O oOd
0 no 0

O tunnel ttl
goooooo
ooooood
oo o oo
0 no 0

O tunnel tos
ogoooooo
ooooood
oo o oo
O no 0

O0000OPMTUDOOO0O0O0O000
tunnel path-mtu-discovery
tunnel path-mtu-discovery

no tunnel path-mtu-discovery : Disable

TTLo0oooog
tunnel ttl (<1-255>]inherit)
tunnel ttl inherit

no tunnel ttl : Set defaults

ToSOoOooooooo
tunnel tos (<0-252>]inherit)
tunnel tos inherit

no tunnel tos : Set defaults

O tunnel pre-fragment

goooogo

ooooooo
oo O oo
0 no 0
oo oo

FragmentO O OO OOODOOOO fragnentd O OO ESPOOODOO
OO00O0ESP packetOD OO OO0 O

tunnel pre-fragment
no tunnel pre-fragment
no tunnel pre-fragment

Route based IPsec(0 0000 C)DO OO OO OO IPsec tunnel interface 0O

goooogooog

130



O 80 interface tunnel node

interface tunnel node

O tunnel protection ipsec policy
ooooooo 0000 IPsec tunnel policyd OO OO OO
ooooboono tunnel protection ipsec policy <1-65535>

O no O no tunnel protection
od OO Route based IPsec(0D 0000 CUOODOOOOODOODOOO
O mtu

gooobooo  vMuoooooboood

OO0ooooo0  mtu <bytes:68-1500>

oo O oOo mtu 1476 (tunnel mode gre 0 0)
mtu 1480 (tunnel mode ipipO O 0O)
mtu 1500 (tunnel mode ipsecd )

O no O no mtull (= Set defaults)

O ip redirects

oo0ooooo

OICMP redirectU type=50 0000 000000000000 0OOOOOOOOOOOOOOOOO
00000000D00RFC7921

00000 Send redirect0 00 OO0OOICMP redirect0 00 000000000000 OOOOO

ooooooon ip redirects

goooood ip redirectsO 0 (O0O)

Oo0O0ONeO OO no ip redirects] (O O)

ooooooo

O ICMPRedirect 0 O O O interface node O ip redirects 000000000
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O ip tcp adjust-mss

ooooooo

O Path MTU Discoveryd PMTUDO O O OEnd-to-end0 0000 00O0O0O0D0OOCOOONMNOOOOO
O0000000oo0Do00ooo0oo00oo00oo00o0oo0o0ooooooDooOooooon
O000ooOooIvaOO0O0D0OO0O0 ICMP fragment needed 0000000000 O0OOODO0O
000000000 00DoooooooPMTUDOO0OO0OO0O0OOOOOOOODOOODOOOPMTUD
O000o0o0doooooooooovMuoooooooooooo0ooo0ooooooddend-
to-end0 000000 O00DDOO0OODOOODOOOOOOOOOOTCPOO  SYN/SYN-ACKO OO DO
owMsSOO0D0OO0OO0O00000o0ooooooooooooTcPODOOUODOOOOODOOOO
0000o0o0U0oo00DooO0ooo00ooo0oooooDoooooooonog

ooooooon ip tcp adjust-mss (auto]<500-1460:bytes>)

0000000  no ip tcp adjust-mss

O00ONoO OO no ip tcp adjust-mss

ooooooo

OipviOO0O0OO0OO0ODOOCO0OOTCPOOOOOOODOOOOTCPOOOOODOOOOOOODOO
O00D0o0U0ooooooooooooodMssooooooon

DO00ooooovMssOdoodioodbato0000OOOOOOMSSOOOOOOMSSODOODOO
Oo0ooooooooooooon

000000000 OoOogoMssOooooooooooNMssS00ooooooooooooooggo
ooo

ouwPOICMPOOOUOOOOOOODOOODOOOOOOOOOOOOOODFOOODOOOOODOODO
O00000o000oo000oDoo0oDooooo0oooooooooon

(M no ip tep adjust-mss0 00O OO0OOTCP MSSODO O OODOOOODODOOO

O ipv6 tcp adjust-mss

ooooooo IPv6 MSSO O OO OOOO

ooooooo ipv6 tcp adjust-mss (auto]<bytes:500-1440>)
o0 O OO0 no ipv6 tcp adjust-mss

O no O no ipvé tcp adjust-mss

O ip mask-reply
ooooooo
OOpenViewO OO OOOOOOOODODOODOOOOOOOOOOO ICMP address mask request
Otype=l70000000O000OOO0OOOOOOOODOOOODOOOODOOOODDOOODOOO
Ooooooooooogoooood
O000O0O0OOICMP address mask request 0 0 00000000000 DOOOOOOO
ooooogon ip mask-reply 0O ICMP address mask requestd 00O 00O I
0000000  no ip mask-replyl ICMP address mask requestd 00 0O 00O O [
goOOdNoO OO no ip mask-reply
ooooooo
O ICMP address mask request/reply 0 O O O interface noded ip mask-reply0 00000000
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O ip fragment-reassembly
ooooooo
OPre-fragment 0 O O packet DO OO0 OO ODOONXRO O OO reassemble 0 O O O reassemble 0 O O
forwardingU OO O OOO0OOOD0OOO0OOO0ODOdefaultd Oreassembled 000
ORoute based IPsec(C 0000 CUDOOOOOODOIPsec tunnel interface0 0 00O00O0O0ONO
ooo
ooooooo ip fragment-reassembly
oo 0O oo ip fragment-reassembly
O no O no ip fragment-reassembly
00 oo
Oglobal node O no ip reassemble-outputd OO0 00 0 O O ipsec tunnel interface 0 O no ip frag-
ment-reassembly0 0 0000000 OOno ip fragment-reassemblyD 0 0000000
OO000OOno ip fragment-reassemblyd 0O 0000 tunnle interface0 0000000000
reassemble 00000000 OOconntrack 0000000000 O0DOODOOOOODOODOconntrack
O00000OO0OONATOO /SPIi/session0 0000000000000 OO0O0ODOOOOOOODOO
000 packet coloringD 000 O00O0OOODOO
(0 no ip reassemble-outputd O 00O ODOOOOOODO tunnel interfaced O no ip fragment-
reassemblyd O O ip fragment-reassembly0 0 0000000000000
(no ip fragment-reassembly 00000000000 OWarningDOODOODOD
O1ip fragment-reassembly 000 000000000000 O0O0O0O00DOONO ip reassemble-output [
oooooooooooooon

O ip rip receive version

ooooooo RpO0OOCOOOODCOOOODOO
oooogooo ip rip receive version (1]12) (1112)
ooooooo ooooooo

O no O no ip rip receive version

O ip rip send version

ooooooo RpO0OOCOOOODCOOOODOO
oooogooo ip rip send version (1]2) (]1]2)
ooooooo ooooooo

O no O no ip rip send version

O ip rip split-horizon

goooooo [OOoOooOooooboooooobooooo
ooooooo ip rip split-horizon (]Jpoisoned)
o0 O OO0 ip rip split-horizon

O no O no ip rip split-horizon
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O ip access-group

ooooooo

Oglobal node0 0000 ACLOODDODODOOOODODODOODOODODODODODOOOOODO
ooooooo

goooooo ip access-group (injout|forward-in|forward-out) IPV4-ACL-NAME

OgooONeO OO no ip access-group (injout|forward-in|forward-out)

ooooooo

000000000000 0oDoD0b0b000o0oo0DOD@Oon Packet TravelingD OO )O0OO
004000000

in(local input) NXROOODOODODOODOOOODOODODODODOO

out(local output) NXRO OO DO OO OOOODOOODOODOODOODODOO

0000000000000 0ONRDOODODODODODODO0ODOOODODOODOD

forward-in NXROOOOOOODOOOOOOOO forwardingDdODOODODOODOODOOOO

forward-out NXRO OO DO OODOOOOOODOOO forwardingD OOOODOOOOOOODOO

OmacO0O00OO0OACLOOoutO OO forward-out0 0000000000 ODO0O

O ipv6 access-group

ooooooo goooooooowsogooooooooogooo
ooooooo ipv6 access-group (injout]forward-in]forward-out) IP64-ACL-NAME
0 no O no ipv6é access-group (injout|forward-in|forward-out)

O ip masquerade

ooooooo
o000o0opDoo0ooooooOOob0boooooDooDooooDOoPvAd0DODODODODOODOD
ooimvadDO00ooooooooooog

gpoooooo ip masquerade 0O OO0

goooooo no ip masqueradel] O O O

OgooONeO OO no ip masquerade

ooooooo

000000000000 (Ethernet/VLAN/PPP/Tunnel/WiNAX) DO O DO OO OODODODOO
OTCP/UDP/ICMPO 0O ODOO0OOODODOODOOOOODOODODOODOOOOODOOODOO
gipve 000000 MIPODODOODOODOODODOO

Oforward out/local output 0000000 0O0OO00OOOOOOOIIKPOOOOODODOODOOOO
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O ip (snat-group|dnat-group)

ooooooo

Oglobal nodeOOOOOSNATOOODNATOOODOOUOUODOOOODDOOODOOOOStatic NATO
ooooooooooooo

OSNATOOOO0OO0OOOO0O0OO0O0OOOOOoOoDNATOOOODOOOODOOOODooooDO

gpoooooo ip (snat-group]dnat-group) NAT-NAME

gooONeO OO no ip (snat-group|dnat-group)

goooood NATOOODOOODOOip snat/ip dnat)d O 0O O (global node)D OO OO0

O ip webauth-Filter

ooooooog
OwebOOOOOOOOOOOODOOOODOOOOOOOOOODOOOODOOOODODOODODOOOO
00000 OwehOOOODOOOODOOODOOOODOOO

OwebO OOODOOOOODOOOODOOODONIN OUTOOODODOOOOODOOOODOOOODO
O0ObefaultO OO OOOOOOO

gpoooooo ip webauth-filter (forward-in|forward-out) WEBAUTH-ACL-NAME

gooONeO OO no ip webauth-filter (forward-in|forward-out)

ooooooo

OwebOODOOOOODODOOODOOOIdp web-auth access-listO 0 00O Oglobal noded 00O 00O
oooooo

OWebO DO DOODODOOOWeb Authenticate node0 0O OO0 OODO0O0O

O ip spi-filter

ooooooo
000000000000 000000SPIO Stateful Packet Inspectiond 00000000000
OObo00O0ooo0ooooDooO0oooDoobOOoobOOoooDoDO0ooOooDoDOOoDOO0ObOOobOoDODOOoDOD
oooo

gpoooooo ip spi-filter 0O O0O0O

goooooo no ip spi-filtero 0 OO

OgooONeO OO no ip spi-filter

ooooooo
D00000D00000OOestablishedD 00 related0 000000000000 OO0OOOO
OEstablishedD O 00000000000 0OOOOOODOODOOOODOODOODOODOODOOOOO
ORelated 00000000 DO0OOO0OOOODODODOODODODOFPOODODOODOODOODODO
oood

0000000000 000syn0 000000 0ODO0ODOO0ODOODOODOODOODOOO
OSPIO0Oforward inO0 00 local inputO0 00 0000000000000 OOOOOOODOOOO
goooog

O ipv6 spi-Ffilter

goooooo IPv6 SPI filterO OO OOODO
ooooooo ipvé spi-filter

oo O oo no ipvé spi-filter

0 no O no ipvé spi-filter
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O netevent
ooooooo
000000000000 00000 tunnel O connect( O O disconnect) I 0 OO OO OOOO
ooooooo netevent <trackid:1-255> (connect]disconnect)
netevent <trackid:2048-4095> (connect|disconnect)
g no g no netevent

O ipv6 nd accept-redirects

ooooooo IPv6 forwardingO O OO O OODOICMPVE redirects0 00000000 O0O
oooooo

ooooooo ipv6 nd accept-redirects

oo 0O oo no ipvé nd accept-redirects

00 od IPv6 forwardingD OO0 000000000 OO0O0OO0OOODOOOO

O no O no ipvé nd accept-redirects

O ipsec policy

OoooooO0 [DOoOoO0oDOoOooooOoooOoipsecOOODOOODOOODDOO

oooooono ipsec policy <local policy:1-255>

O00ONoO OO no ipsec policy (J<local policy:1-255>)

ooooooo

0000000000 OIPsecO 000000 ODO20000000000000001Pv40 IPv6ODO
000010000 IPsec00O000DODOO DOOUODOOODOOODO

O ipsec policy-ignore

ooooooo

OlPsec policy 000000000 0ODOOD0OODODOOOOOOIPsec policy D00 any 0O OO
000000000000 000 IPsec OO0O0O0O0ODOOOOOODOOODOOOODODO

0000000 ipsec policy-ignore (]inputjoutput)

0000000 no ipsec policy-ignored OO O

OO00ONoO OO no ipsec policy-ignore

ooooooo

Olnput0 000000 Oinbound policy check OO0 OO0 OOOOIPsec ODOOOOODOODOO
000000 Dooooodooooooooooooog

COoutput 0 O0O00O00OOCOO0O0OOOOOOOOODOOOUODOOOODOOIPsec policy DOOO
Oo0ooDoooooooooooo
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® QoS
ogoooooo QeSO oo

o HTBO OO
ooooooo queue policy POLICYNAME bandwidth <1-1000000>
ooooooo
OHTBOOOOOODOOclass policyO OO OOOOOO class policyD OO0 OO0
O000000class policyODO0ODOOO0OOOclassOO00OO0OOOOOOODOO class policyd OO
00000000 HBOODOODODOO
ObandwidthO O class policyD OO0 OO0 O0OO0O0O0OO

o PQUODO

ooooooo queue priority-group <PRIORITY-MAP-NUMBER:1-32>

ooooooo
OPQODOODOOODOOglobal node OO0 O priority-map0 000000
000000 priority-map0 000000000000 OO0O default classOOO0O000OO PQO
00000000000 priority-map0 0000000000 PQODOOOOODODO
OOOclassO00000O00O0O0O0OO00O0COdefault classO OO0 00000000

o SFQU OO
ooooooo queue fair-queue

o FIFOOOO
0000000  queue fifo (Jlimit <1-16384>)
0000000 limitO FIFO0O000000O0D00000000000

o TBF(shaping)d OO
ooooooo
gqueue shape <RATE:1-1000000> <BUFFER:1-1000000> <LIMIT:1-1000000>

ooooooo

[0 <RATE:1-1000000>  ShapingO O O (Kbps)O OO OO OO

[0 <BUFFER:1-1000000> BucketO O O 0O (bytes)D OO OO OO

O<LIMIT:1-1000000> TokenOD O OO DOOODODOOOODOODOODODOODOODOD (bytes)

ooooood

o no queue

gooooon no queue
ooooooo 0000000 queued OO0 0O Odefault queueld pfifo fastO OO O OOdOnO
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m QoS (0O)

o classify

OO0o0O0oogd  classify (inputjoutput) route-map ROUTEMAP

ooooooo

0000000O000000000D00000D010000000000Oinputd outputD 0000
ooo0oooooooo

Oinput0 00000000000 OPRE-ROUTING(O OO Packet TravelingD O D)0 00O OOO0O

Ooutput 000000 O0ODODODOOOPOST-ROUTING(O O O Packet TravelingO 0 O)0DOO0O0OOOO

o no classify

oooooog no classify (]input]output)

ooooooo

gooooooOooooogooooooooooobooo

Mno classifyD 000000000 (inputO output)D 00O O00OOOODOOOOODOODOOO
input0 00 output0D OO OO OO
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O (iplipv6) rebound

coooooo
J0000ooo0oo0oooO0U00oooO0OO00U0oDOoOo0U0oDoDOoOUO0ODOOOOO0DOOd (forwarding)
OoooOoooooooNROOOOOoDooOOoooDOoO00ooODO00DOo0OobooOONRODODOTTL
gpooooOOOUOODOOUOODOOOODO

OIP reboundd0 00 0000O0OOO0ODOOOOODOOOOODOOOODOOOODODOOOODDOOO
O00000000O00O000 destination unreachableO0 0000000

ObefawltO OO O0O0O0@OOODOOOOODOODOOODOODOOODODODOODODODOODOODO)O

ooooooo (ip|ipv6) rebound

oo 0O o0 (iplipv6) rebound

O no O no (ip]ipv6) rebound

O ip reassemble-output

goobogog
ooooooooodMroooopeMmuibOObOoOoooDOoOlue forwarding OOOOOODOODODO

000000 ooooO0o0oD0booooooD0oDOoboo0oDooD0oDLDOoo0DOoboOoDo
OO0o0O0oDooNRODOOOoO0DOoOO0DOO00Doo0oooDoooooooooooooooooon

- fragmented packet(C OO ODOOO)OMIUODOODOOODOODOOOOODOODOOOOOOOMIUO
0oooooooooooooooon
- fragmented packet(U O OO0 OO)INUODODODOOODOODOOO fragmented packetO0 OO O
ooooood
-0000bOooDobOoMUODO0DO0O0OD0O0DOO00OD0DO0DOD0O0OD0ODOODbOOoO0OD0ODOO

ooooooo ip reassemble-output

oo 0O o0 ip reassemble-output

O no O no ip reassemble-output

ooooooo

oo0o0oooooooooooooDmooooooooooooooooooooDooooooog
0000bO0o0D00oO000o0oDobOoo0D0D0oDoooDooDoboooooDIwrobooDonDo
00o0oooo0oooooooooooooDoooooobooooooooooooooonoon
000000000000 0000000000000000000000DO00O000ONXRDODO
O0oo0oDoooooooooooowrooooooooooooooooooon
- fragmented packet(U OO OO ODO)OMUOODOOODOOOODOO fragmented packet O MTUD O
oooooooooooooooon
- fragmented packet(U OO OO OO)OMUODOOOOOODODOOODO fragmented packet O OO O
ooooood
- 00000000000 MUDODO0O00O0D00D0O00 fragmented packet0 00 O00O0000O0O
oooooo

ODefault O Oglobal OO OO0 interface0 000000000 OGIobal OO0 interface 0 OO AND
00000000 o0oooooooooooooooooalr forwardingOOOODOOOOOO
ooooo
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0O session invalid-status-drop-interface
ooooooo
Osession invalid-status-drop O (global node0 O0)0 000000000 0ODOODOOOOODOODOO
O00000defaultOOOOOO
000000 Od  session invalid-status-drop-interface enable
oo 0O oo no session invalid-status-drop-interface enable
O no 0  no session invalid-status-drop-interface enable
ooooooo
0000000000000 000000000D0000O0global node 0 session invalid-status-drop O
0oodoooooooooooooooonooooooooooooodOwnnel 0ODOOO0OOO
oooooooooooooo
- global node 0 O session invalid-status-drop0 0 000000
nxr125(config)#no session invalid-status-drop enable
-000000oo0oooooooooogoon
nxrl25(config)#interface tunnel 0
nxri125(config-tunnel)#session invalid-status-drop-interface enable
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interface ppp node

0O OO command

nxr130#configure terminal

Enter configuration commands, one per line.

End with CNTL/Z.

nxr130(config)#interface ppp <0-4>
nxr130(config-ppp)#

O description

ooooooao
ooOooooa
O no O

O ip address
ggooogoa
ooooooo
a no d

O ip address
gooooon
goooooo
0 no 0

O ipv6 address

goooooo
oooogooo
gboooooo

O ipv6 address

goooooo
oooogooo
gooogog

interface0 00 0000O0OOO
description DESCRIPTION
no description (|DESCRIPTION)

oooooooowrooooooooooon
ip address A.B.C.D/M (]secondary)
no ip address (]JA.B.C.D/M) (|]secondary)

PPPOODO IPOOOOCO0OOOOOODOOOOO
ip address negotiated
no ip address negotiated

IPv6eO0O0O0D0O0OO00O0DOOO

ipv6 address X:X::X:X/M (Jeui-64) : IPv6 address (e.g. 3ffe:506::1/48)
eui-64 0 00 0 Oipve-address O prefix O 00000 OO0
O0000OOinterface-id0000O0OO0DO0O0O

LLAO interface-id0 00000000 OOODO

no ipv6 address X:X::X:X/M (Jeui-64)

DHCPv6 PDO OO OO ODODO

ipv6 address DHCPvVGPD X:X::X:X/M (Jeui-64) > DHCPv6-PD prefix name

O ipv6-address O O sub-prefix O host OO O OO0 OOOO
OPREFIX-NAME O O dhcpve pd 00 000 prefixDODOOOO0OO0ODOOipve dhep client pd0 0O

ooooo
O no O

O mtu

ooooooo
oooooog
oo O oo
0 no 0

no ipv6 address DHCPV6PD X:X::X:X/M

Muooooooooo
mtu <bytes:68-1500>

mtu 1454

no mtull (= Set defaults)
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O ppp Icp mru

ooooooOo wMuOOOOOOO

OOooOooog  ppp Iep mru <bytes:128-1500>

o0 O 0O0d ppp lcp mru 1454

O no O no ppp Icp mrud (= Set defaults)

ooooooo IO D00 0D0DD0D0DOMUD 12800 00000000000

O ipv6 dhcp client pd

0000000 DHCPv6 PDOO D OO OODO

ooooooo ipv6 dhcp client pd DHCPv6-PREFIXNAME

oo 0O oo no ipv6 dhcp client pd

0000000 DHCPve PDODO O OO interface0 00000 OOODO
O no O no ipvé dhcp client pd

O ip redirects

ooooooo

OICMP redirectD type=s50 000000000000 O00ODOOOOOOOOOOOOOOOOOOO
0000000 OO0ORFC792(T

00000 Send redirect0 00 00O0O0ICMP redirect0 0000000000 O0OOOOODOO

ooooogo ip redirects

ooooogo ip redirectsd 0 (O0O)

OOONoO OO no ip redirectstd (0 O)

ooooooo

O ICMPRedirect 0 0 O O interface node 0 ip redirects0 00000000
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O ip tcp adjust-mss

ooooooo

O Path MTU Discoveryd PMTUDO O OO End-to-end0 00000000000 OOOONUOOOOO
O00000o00o0o0ooo0ooo0U0oDoo0oDoo0oooooDoooooooooooon
OO000O0O0OooiIPvad0000000O0 ICMP fragment needed 0000000 O0O0DODOOODO
O000D0000D0o00DoDoooooooopePMTUDODO0OO0DOOOOOOODOOOOOOOODO
PMTUDO 000000 O0OOOODOOOOOMUOOO0OOOOOOOOOOOOOOOOODOOO
OOEnd-to-end 000 0000000000000 OOOOOODOOOODOTCPOO SYN/SYN-ACK
ooooowMssOd0o0ooooooooooooooooooooTcPODOOOOODOOOO
0000000000000 00ooo0ooo00Dooo0oooooooo0oooooa
ooooooon ip tcp adjust-mss (auto]<500-1460:bytes>)

OO00oOdo0dnOo  no ip tcp adjust-mss

OO00ONoO OO no ip tcp adjust-mss

ooooooo

OipviO 00000000000 TCPOOOOOOODOOOOTCPODODOOODOOODOOOODOD
OO00D0000oooOoooooooooodMssocoooooon
DO00ooooowNssOdoodioDodbDato0000O0OOOOMSSOOOOOOMSSOOOO
O000o0oO0oooooooooon
O0000000ooooooMssooooooooooNss0ooooooooooooogoogoo
ooo
ouPOICMPOOODOOODDOOOODOOOOOOOOOOOOOOOOOODFOOODOOODOODOOO
O000000000o0o0U0oDooouoooooooooooDooooooo

(Mno ip tcp adjust-mss0 0O OO0 OOOTCP MSSOOODOOOOOOOOOO

O ipv6 tcp adjust-mss

ooooooo IPv6 MSSO O OO OODOOO

ooooooo ipv6 tcp adjust-mss (auto]<bytes:500-1440>)
oo o 0oOd no ipv6 tcp adjust-mss

O no 0 no ipvé tcp adjust-mss
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O ip mask-reply
ooooogo
OOpenviewO OO ODDOODOODOODDODODOODOOODOOODOO ICMP address mask request
Otype=1700 0000000000000 OD0ODOODOOOODOOOOODOOOODOODOODOOOO
oo0o0o0oobOooooooooooom
O00O0O00O0O0OICMP address mask request 0 0000000000 DOOODOOOOO0O
oooooao ip mask-reply [ ICMP address mask request 00O 00O O [T
oooooono no ip mask-replyd ICMP address mask requestd 0 0000 0O [
O00ONoO OO no ip mask-reply
ooooogo
O ICMP address mask request/reply (0 00 O O interface node O ip mask-reply0 00000000

O ip send-source

ooooooo

OPPP interface0 0000 O0ODO ip address source ip0d 00O packet 000 00O Omain rout-
ing table0 OO0 OO0 interface0 000000 ipO0 0000000 ppp interfacel0 0 00O00O0ONO
000000000000 0O0OPPPO IP addressU sourced 00 packetO OO O NXRODODOODO
packet 0 O IPsec policyd matchO OO O OOO0O

OLocal DO DO DOODOOODOOODOOOPPP send-source0 0 00O0OONXRODO OO O packetd OO0
OO0O00IP nat-looppack D 0 000000 ODOOD0ODOOOOOOODOOODOO

ooooooo ip send-source (]local)

oo 0O oo no ip send-source

O no O no ip send-source

ooooood Default DO OO ODOOOOOIPMOODOODODOOO
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O ip nat-loopback

ooooooo

0100 global IPOOOCOODOOO Web/Mail server00 0000 OOODNATOOODODOODO server
0000000000000 0D00000000NAT router0 000000 global IPOO OO access
OO0OODNATOOODODODOOOOGglobal IPOD0 O access0 0000000 DOOODODOONOIMp
nat-loopback 0 0O OO OO OO

Oo0odooooooodglobal IPOOOOO interfaced O global IPO OO0 accessO0 OO OO0
OOONXRODOOODOODOOOmain routing tableD 00 OO0 0O OO OOmain routingd O O route
0000000000000 0global 1IPOODOODOOODO ppp interface0 0000000 O0O
OOISsPO0D0O00O00OD packetO DNATO OO OOONATO OO OO DO OO global 1IPO OO O access
O0000oooooooooooo

ooooooo ip nat-loopback

o0 O OO0 no ip nat-loopback

O no O no ip nat-loopback

ooooooo

O00000default OO0 OOOOPPP interface0 000000000 O00DOOOO

O1ip nat-loopback D 0 OO OO0 interface 00 SPIDOOOOOOOSPIOOODOODOOOOOO
FILTEROOOOODOOOOO packetOD OO OOOOOOO

0000000 PPP interface 0 NAT(O OO O Masquerade) D0 00000000 OOODOOOOPC
O000server00 accessOOISPOOOOOODOOODOO packetDOLANO OO accessO OO0
000 conntrackO matchO OO OO0 OOODNATO OO ODODOO serverd0 accessO0 000000

Global IP(PPP)

Internet (ISP)

s nat-loopback® ZhEF .

e ip nat-loopback L) F 192.168.0.100

ONXRO O Global IP(PPP):800 000 accessO DO OO 192.168.1. 10 DNATO O OO OO DODOO
00
OPCO O Global IP(PPP):800 access0 00O
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o ip nat-loophack 0000 0ODOOOO0ODOCOOOOODOOOODOO
ip nat-loopback O O O OPPPO OO ODOOODOODOOODOO policy based routingd O OO OO0
go00d0oooOoO00ooo0ooOoooOo0opooboooooooo
O PPPODOOOOODODOPpep(mODCOOOOONnD 004000000 000m=nx400000O
O 00@ooo@ooddppp(mIiP00000OO0O0ODOOOOOOOODppp(m0OODOOOO
oooooooooooooooooooooboooooDo
(1) rule number m
oooimwrooogdopepMmOIPOOO0DOCOCOOpep(MOCO0OODOOOOODODOOOODODO
(2) rule number m+l
ooo/000mwPOO00000OO0OpppmOPOOOOODOOODOODOOOO
(3) rule number m+2
NXROOOOOODOOOOOOOOoOOOpppmO POOCOOOOOOOODOOOOODO
(4) rule number m+3
ppp(MOOO0O0O0O0DOOOOOODODOOO

o ip nat-loopback OO0 0 addressO0 000000
ip nat-loopback D OO0 00000000 DOOOOOODOOOOOOOOODO

192.168.1.0/24 10.10.0.0/24

.254 10.10.0.100/32

10.10.0.1/32  .254 |— I

T PC-A: 10.10.0.1
' Internet (1SP)
IPsec tunnel
PC-C: 192.168.1.1 P
>

PC-B: 10.10.0.100
gpCc-CO PC-AO OO PC-CO PC-BOOOOODOODODO

OPC-AD PC-BOODOOODOODODO

00O PCO NXR1/NXR2 O WAN IP(NXR1:10.10.0.100/NXR2:10.10.0.1)0 000000000000 DO
gbooobogwlLANgwANO oDooDooboobooobgobonooon

OO0O0O00DoOoO0O IpsecOOOOO0DODODOOODODONXRLI/NXR20 ip send-sourceJ 00O 0OIKE(W OO
ESPHY OCOOOOOCPPOOOOOOODOOOODODO

OOONXRI/NXR2O WAND IPODOOO0DOODOODOOODOODOOOOODOODOOWOODOOODOOO
gooboobobooobobgooo
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O keepalive Icp-echo

ooooooo
goooogo
oo o oo
0 no 0

LCP echo request0 0000 OONO

keepalive Icp-echo (]|<interval:30-600> <failure-count:1-10>)
keepalive Icp-echo 30 3

no keepalive lcp-echo

O keepalive icmp-echo

ooooooo
goooogo
oo o oo
goooogo
0 no 0

ICMP echo request0 0O OO OO0

keepalive icmp-echo (]<interval:30-600> <retry:0-10> A.B.C.D)
no keepalive icmp-echo

keepalive icmp-echo [0 O keepalive icmp-echo 30 20 00O

no keepalive icmp-echo

O ip rip receive version

goooooo
ooooooo
oo O do
gooooon
0 no 0

RIPOOODOOODODOOOOOOO

ip rip receive version (1]12) (]1]12)

ip rip receive version 2

O0O0O00000iup rip receive version 1 20
no ip rip receive version

O ip rip send version

gooooaoo
goooogo
oo o oo
goooooo
0 no 0

RIPODOODOOODODOOOOODOO

ip rip send version (1]2) (]1]2)

ip rip send version 2

OO0O0O00000iup rip send version 1 200
no ip rip send version

O ip rip split-horizon

ogoooogo
ooooooo
oo o oo
0 no 0

O0oDo00ooooooooooooo
ip rip split-horizon (]poisoned)
ip rip split-horizon

no ip rip split-horizon
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O ip access-group

ooooooo

Oglobal node0 000 O0ACLOODOODODOODOODODOODOODOODODODODODOOODOODO
ooooooo

goooooo ip access-group (injout|forward-in|forward-out) IPV4-ACL-NAME

OgooONeO OO no ip access-group (injout|forward-in|forward-out)

ooooooo

000000000000 0D0b0b0b0000oO0DO0D @O0 Packet TravelingOD OO )OO0
004000000

in(local input) NXROOODOODODOODOOOODOODODODODOO

out(local output) NXRO OO DO OO OOOODOODOODOODOODODOO

0000000000000 0ONRDOODODODODODO0ODOOODODOODOD

forward-in NXROOOOOOODOOOOOO0OO forwardingDdODOODOODODOODOOOO

forward-out NXRO OO DO OODOOOOOODOOO forwardingD OOOODOOOOOODOO

OmacO0O00OO0OACLOOoutO OO forward-out0 0000000000 ODO0O

O ipv6 access-group

ooooooo goooooooowsogoooooooooooo
ooooooo ipv6 access-group (injout]forward-in]forward-out) IPV4-ACL-NAME
oo o oo no ipv6é access-group (injout]forward-in]forward-out)

O no O no ipvé access-group (injout]forward-in]forward-out)

O ip masquerade

ooooooo

goo00ooO0oO0Ooo0o0oboOoOoU0ooo0oOoOUoDoDoOOooo IvV4O00ODDOOUODOOODDO
oompv4adDO0oOOooooooooooooo

goooooo ip masquerade 0000

gooooood no ip masqueradel] 00 O O

gooONeO OO no ip masquerade

ooooooo

00000000 D0OO0O (Ethernet/VLAN/PPP/Tunnel/WinAX) D O OO OO OODOOOODO
OTCP/UDF/ICMPO OO OO0OOOOOOOODOOOODODOOODOOOOODOOOOOODOOO
Olpv60O0000COWPOOOOOOOOODDOOO

Oforward out/local output 0 OO0 0O O O0DOOO0DOOOOOOOIIPOOODOOODOOODOOOO

O ip (snat-group|dnat-group)

ooooooo

Oglobal node0 0000 SNTOOODNATOOODOODODODODOODOODODODOOStatic NATO
dooooopooooog

OSNATOOODOODODODOO00O0O0ODODOODNATODDODODODOODOODODODOODOO

goooooo ip (snat-group]dnat-group) NAT-NAME

OooONeO OO no ip (snat-group|dnat-group)

gooooog NATO DO OO OOOOiup snat/ip dnat)d O OO (global node)0 OO OO0
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O ip webauth-filter

ooooooo
OwebOOOODOOOOOOOODOOODOOODOODOOODOODOOUODOOODDOOOO
OO0000OwWbhOOOODOOODOOOODOOOOoOOoOoOoo
OwebOOOOOOOOOODOOOODOOOODOONINOUTOOOOODOOODOOODODOODO
OObefaultDOODOOOODODOO

ooooooo ip webauth-filter (forward-in|forward-out) WEBAUTH-ACL-NAME

OO00ONoO OO no ip webauth-filter (forward-in|forward-out)

ooooooo

OwebOODODOODOOODOODOODOOIlup web-auth access-listd O OO 0Oglobal nodeD O OO0
oooooo

OWebO OO OODOODOWeb Authenticate node0 0 OO0 OOOOOO

O ip spi-filter

ooooooo
0000000000000 00D0OOSPIO stateful Packet Inspectiond 00000000000
goooooooOoooooboooOoooOoOobbobooo0boOgUobooUobDbUoboboOoOoDoOo
oooo

ooooooo ip spi-filter 0O0O0O0O

ooooogon no ip spi-filterD OO O

OO0O0ONOODO  no ip spi-Ffilter

ooooooo
OO0O00C0C0O0D0OO0O0ODOestablishedD OO0 related0 0000000000 OCOODOCOOOO
OEstablished0 0000000000 O0ODODOOO0ODOOOODOOOOOOODOOOODOOOODDOO
ORelated0 0 00D0OOCO0DOOOODODOOODOOOOOOODOOORPOOODOOODOOODO
oooo

o0o0ooo0oboOoO0odOosynggboOo0oobooOoobOo0ooboboooDoooo
OSPIOOforward inO0O0O local input0 0 0000000000000 0OOOOOOOOOODOO
oooooo

O ipv6 spi-Ffilter

ooooooo IPv6 SPI filterO O OO OODO
oooooog ipv6 spi-filter

oo 0O oo no ipv6 spi-filter

O no O  no ipv6 spi-filter

O ppp authentication

ooooooo  pPPOO0O0O0OO0O0OO0OO0OO0OOOOO

0000000  ppp authentication (chap|pap|auto)

OO0 O OO  ppp authentication auto

O no 0O  no ppp authentication (= ppp authentication auto)
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O ppp username
goooooo
ogoooooad
0 no 0
oad o o

PPPO0ODO User IDOOOODOOOOODOOOO

ppp username USERID password (|hidden) PASSWORD

no ppp username
go0oO0oOoOooi1-9%00000000000000
O000Do0o0oooooogis#E=+__.;040M~e w000

O ppp auto-connect

ogooooog
goooooad
oo O od
0 no 0

PPPOOCODOODOOODOODOOO

ppp auto-connect <seconds:10-600>
ppp auto-connect 60

no ppp auto-connect

O ppp ipcp enable

ooooooo
goooooad
oo O od
0 no 0

O ppp ipcp dns
gogoooog
gooooood

ood 0O 00
O no O

IPCPOODODOOOOO
ppp ipcp enable

ppp ipcp enable

no ppp ipcp enable

NSO OOoOooooooooo

ppp ipcp dns accept > Accept any non zero DNS address
ppp ipcp dns reject : Reject negotiations with the peer
ppp ipcp dns <primary:A.B.C.D> (|<secondary:A.B.C.D>) :0ooooo

ppp ipcp dns accept
no ppp ipcp dns

O ppp ipcp ip request

gooooog
goooooad
oo O od
0 no 0
ogoooooad

IPCPO IPODOOOOODOOOOODOODO

ppp ipcp ip request

no ppp ipcp ip request

no ppp ipcp ip request

ip address command D 0O O OO IPO IPCPO request 0 O

O ppp ipvécp enable

ooooooo
ooooooo
oo o oo
0 no 0

IPv6CPO O ODOOOODO

ppp ipvécp enable

no ppp ipveep enable

no ppp ipvéep enable : Disable IPv6CP
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O ppp ipvécp id

googoogn
gboooogo

od 0O oO0a0o
oooooono
O no 0

O ppp on-demand

goooogo
ooooooo
goooooo
0 no 0

IPveCPO O OOOOOIIODOODODOO

ppp ipvecp id X:X::X:X

ppp ipv6cp id ethernet <0-2>

no ppp ipvéep id

O0000000eth0OmacO0 000000000 ODOOLLADODOODOOO
no ppp ipvéep id

On-demand PPPO O OO ODOO

ppp on-demand

OO mobileO DO O0OO(2tp,ipvecp0 000 OOODOO)
no ppp on-demand

O ppp idle-timeout

goooogo
gboooogo
goooogn

O no O
o0oooono

O netevent
goooogo

On-demand PPP [ idle timer0 OO0 OO0

ppp idle-timeout (<sec:30-86400>])

ondemand 0 O O O 0O (12tp,ipvecp 0 0 OO O OMNO)
000000000 180sec

no ppp idle-timeout

ondemand 0 0 O 0 O O default 180sec O O O

O000000DOO00O0O0D00on0O0OO pppl connect(D OO disconnect)I DO OOODOOODO

goooogo

O no O

netevent <trackid:1-255> (connect|disconnect)
netevent <trackid:2048-4095> (connect]disconnect)
no netevent

O ipv6 nd accept-redirects

goooooo

ooooooo
oo o oo
oo oo
0 no 0

IPv6 forwardingO OO OO OOOICMPVG redirects0 0000 OOOOOO
cooooo

ipv6 nd accept-redirects

no ipv6 nd accept-redirects

IPv6 forvardingD 00 000000000000 O0ODOOOODOOOO

no ipv6 nd accept-redirects
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O ipsec policy

0ooooono DOO0D0D000000oooogoOlirsecO00OODODODODODOO

gpoooooo ipsec policy <local policy:1-255>

gooONeO OO no ipsec policy (]J<local policy:1-255>)

ooooooo
O00000D00ooOlPsecO000DOO0DOO020000000000000001Pv40 IPv6eOO
000010000 1wpsec0 0000000 ODDODODDODOODODODODOO

O ipsec policy-ignore

ooooooo

OlPsec policy 0000000 DODOO0DOOODOOOOOODODOOINPsec policy OO0 any 0O OO
000000oooooooogoipsec DO0OODDOODOODODODODODOOOOODODOO

Oo00ooog ipsec policy-ignore (Jinputjoutput)

0000000 no ipsec policy-ignored O 00O

OO00ONoODOO no ipsec policy-ignore

ooooooo

Olnput0 OO0 O O0ODOnbound policy check OO0 OOOOOOOIPsec DOODOOODOOOOO
000000 Doooooooooooooooooooo

OOutput 0000000000 0ODOODOO0O0DO0DO0ODO0ODOOOOO0DOOINPsec policy 000D
dooooooooooooooo

O ipsec hold-sa

ooooooo

OPPPODO IPsecO 00O OOOOOOPPPODOODO IPsec SADDDOOOOODOOOOOODOOOODODO
OPPPO IPODOCOO0OOOOOOOOOPPPOdownDOO000OO0O0OIPsec SADDDDOOOODOOOOO
OCOONXROOOODOOOOOOOPPPOOOOdelete SAUODDODOODOOOOOPPPOOOOOODOOO
00000000000 00000000000000O0Odelete SADODDOOOOODOOOOOO
OOOOPPPO IP address0 000000000 OOPPPOOOO IPsec SAOD DO OOODOOODOOOO
00000000000 000000 1IPO0OOO0O0O0OPPPOOOONO IPsec SAODDODOODODODOOO
OOONXRODOOOOODOOOOOdelete SADOODOOOO

ooooooo ipsec hold-sa

oo o oo ipsec hold-sa

0 no O no ipsec hold-sa

ooooooo

O00000defaultOOOOOO
oo0ooooo/000000wO0oO0oOO00oooooooOoIPOO0oOooooooooD /0000
00o0ooooooooooon
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m QoS
gooooon QSO DOoooon

o HTBO OO

0000000  queue policy POLICYNAME bandwidth <1-1000000>

ooooooo
OHTBODOOODOOOOclass policyO OO OOOO0ODO class policyDOOOOOO
000000Oclass policyO OO0 OOO0OOOclassOO0OO0O0OO0O0OOOOOO class policyO OO
00000000 HBOOOODOODOO
ObandwidthO O class policyO OO OO O0OO0O0OO00O

o PQUDODO

gooboogd queue priority-group <PRIORITY-MAP-NUMBER:1-32>

ooooooo

OPQODOODOOODOOglobal noded O OODO priority-map0 000000

000000 priority-map0 00000000000 O0O00O0O default classO00 000000 PQO
00000000000 priority-map0 000000000 OPOODOODOOODO
O00OclassO0000000O00O0O0OOdefault classO00000O00O0O0OO

o SFQU OO
ooooooo queue fair-queue

o FIFOO OO
ooooooo queue fifo (Jlimit <1-16384>)
ooooooo limitO FIFCOODOOOO0OOOOO0ODOOO0O0ODOO0OO

o TBF(shaping) O O
oobooooo
queue shape <RATE:1-1000000> <BUFFER:1-1000000> <LIMIT:1-1000000>

oobooooo

0 <RATE:1-1000000>  ShapingOd OO (Kbps)OD O OO O OO

[0 <BUFFER:1-1000000> Bucket O O 0O (bytes)D DO OO OO

O<LIMIT:1-1000000> TokenO OO UODOOOOODOODOOOOODOODOOOOODOOOONO (bytes)

oooooog

O no queue

gogooogad no queue
ooooooo 0000000 queued OO 0O0O Odefault queuel pfifo fastO OO OO OdO0O
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interface ppp node

m QoS (0DO)

o classify

goooooad classify (input]joutput) route-map ROUTEMAP

ooooood

0oooooooooodooooooooooolioooooooooo0ianputd outputd OO OO
ooooooooooon

Oinput0 000000000 O0ODOOPRE-ROUTING(O O O Packet TravelingO O O0)ODODOOO0DOODO

Ooutput 00000 OODOODOONOOPOST-ROUTING(O O O Packet TravelingD 0 O)0OOODOODOO

o no classify

ooooooo no classify (]input]output)

ooooooo

Jodoooodoooooooooooooooooon

(Mno classifyD 000000000 (inputd output)D 0000000 O0DOO0ODOOOODOOODO
input0 00 outputD OO OODOO
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m dialer
ooooooo ooooopoooooooood
ooooooo
oJOODOOO
dial-up string XXXXXXXXXX
oooooooogo
no dial-up string
dialup timeout (default:60sec)
dial-up timeout <sec:30-300>
dialup timeout 00O 0O
no dial-up timeout

O

O

O

m mobile
goooooo odoooooooooooooad
ooooooo
o APNO O
mobile apn XXXX cid XX pdp-type (ip|ppp)
APNOOOODODOO/000default0 00000000 OODO3GCOO0OOO0O0OOO
no mobile apn
oooooo
mobile limit time <sec:30-21474836>
odooooooood
no mobile limit time
ogoooooog
mobile limit reconnect <sec:30-86400>
ooooooooood
no mobile limit reconnect

O

O

O

O

O

O peer neighbor-route

ooooooo

OIPCPOO OO peer ip addressO 00000000 OOO0O address00 00 routed 0000000
COO0O0D0OOOObefawltOO0OOOODO

ooogoooo peer neighbor-route

OO0 O OO  peer neighbor-route

O no O no peer neighbor-route

ooooooo

OPPPODO OO ICMP keepalive DD OO OODOOOOO peer ipd 0000000 OOOOOODODOO
OOOpeer ip0O0000COPPOOOOOOODOOOODODOOOODOODOOONOICMP keepalive
OO0O0O0Opeer ip0000000000OC0O00O0ODODOO0ODOOOOODOOOODOOO
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O (ip]ipv6) rebound

ooooood

JoooooDooooooDoooDooDoo0obO0o0D00oD0o0000O0DO0b0DO0DOD (forwarding)
00000000000 ONRODOOD0O0000000000000000000000NXROODOTTL
goooopoooDOoOoDOoDOooODOoDOoDO

OIP rebound0 0000000000000 0DOO00ODOODOO0OOODOODOOOOODOOODOODOOD
000000000 0ODO0O0 destination unreachable0 000000

ObefaultO 00D OO@IOOODOODOOOODOODOODOODODOOOOODODOOODOO)O

ooooooo (ip|ipv6) rebound

oo O oo (iplipv6) rebound

0 no O no (ip]ipv6) rebound

O ip reassemble-output
goooooo
goooDooooowuoooopevrUODOOOODOOOON forwarding OO OOOODDOOO
goddooooom@mooodooooogooooogomoodooooogooooooooo
gooooooNRrROOOOO0OOOOOO0ODOOOODOOOOOOOOODOODOOODODOOOD
- fragmented packet(C OO O0OD0O)OMUOOOODOOOOODOOOOOODOOODOOOONMTUE
ooooooooooooooooo
- fragmented packet(U O OO0 OO)IMUODODODOODOOODOOO fragmented packetO OO0
ooooooo
-0o0o0000ooodooowvoooOoO0ooDoDOoo0ooOooOOoooOogoDoogg
ooooooo ip reassemble-output
oo O oo ip reassemble-output
0 no O no ip reassemble-output
gooooooo
ocobooooooooooopooo@mooooooooobooooboooooOoboOooooOobOooo
gddoooooooooUoooOo0U0ooDoOo0DoooUooDoOoUooDoOOowPOOOOOOOO
gooooooooooooooooooooooooooooboooooooooDbbooooDo
000oo000opoo0oooO0U0OoOoo0DOo000oDoOO000oDoOOUODoOOONXROODO
goooooooooooooooOowoooboooboooboooobooooo
- fragmented packet(U O O OO OO)OMUOODOODOOOODOO fragmented packetd MTUDO O
oooooooogoooooogoo
- fragmented packet(U OO OO OO)OMUOOOOOOODODOOODO fragmented packet 0 00O 0O
ooooooo
-00000000C00OMiuODO000ODOO0ODOOOOd fragmented packet0O0O0O0O00OO0O0OO
oooooo
ODefaultO Oglobal OO DO OO interface 000 O00OOOODOOGIobal OO0 interfaced OO AND
gooooooooooooOooooooooooooogOn forwardingD OOODOODOOO
ooooo
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O session invalid-status-drop-interface
ooooooo
Osession invalid-status-dropO O (global node0 0)O0 00000000 ODOOODOODOODOOODOO
O00000defaultD OO0 OO0
ooooooo session invalid-status-drop-interface enable
o0 O OO0 no session invalid-status-drop-interface enable
O no O no session invalid-status-drop-interface enable
ooooooo
000000b0o0b0O0bD0obooOooobooogodglobal node D session invalid-status-drop O
o000O0o0oOoOooOoDooOooOoOOoDOoOOoODoODOO0ODoD0O0ODO0O0DOOO00O0OOppp 0OOODOOOOOO
oooooooooooo
- global node O O session invalid-status-drop0 0000000
nxri125(config)#no session invalid-status-drop enable
-000000000000000000000oo
nxri125(config)#interface ppp 0
nxri125(config-ppp)#session invalid-status-drop-interface enable
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O 100 dns node

O OO command

dns node0 0O OOO0O

nxrl30#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#dns

nxr130(dns-config)#

O service
oo0ooooo DNSOOOOooooooooad
ooOoo0ooa service enable

O address
ooooooo NSO O OO IpPOoDOoOOooooooon
ooooooad address A.B.C.D
address X:X::X:X
od 0O OO0 no address
ooooooo go40000000
O no O no address (A.B.C.D|X:X::X:X)
ooooooo no0OOOOOPPPODHCPO DNSO O OO D OODOODOOODO OO cache/proxy 0 00

O priority
OO00o0doog oNSsOoOoooooDooooooooood
ooooooo priority dhcp <priority:0-255>
priority ppp <interface:0-4> <priority:0-255>
priority user <priority:0-255>
o0 O OO0 ooo20
ooooooo OO0 priority0 0000000 - user > ppp4 > ppp3 > ppp2 > pppl > ppp0 > dhcp
dhep6 0000000 OOOOdhcpb-pdd OO0 OODNS server0 000000000
O no O no priority (dhcp | ppp <interface:0-4> | user)
(=no priority (dhcp 20 | ppp <interface:0-4> 20 | user 20))

O root
oo0oooon root DNSOOODOOOO /0000000000
ooOooooad root enable

00 oo 00000000 O0ODNSOD0D00N000O0DO0O0NDOODOD rootbNSO query O
ooo

a no 0 no root enable

O timeout

ooooooo INSODOOODOoDOooooooooo
ooooooo timeout <seconds:5-30>

od 0O OO0 timeout 30

O no 0 no timeout (=timeout 30)
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dns node

O limitation enable

ooooooo
ooooooo
a no 0
ooooooo

O zone address

ooooooo
ooooooo
a no 0
ooooooo

O zone domain
ogoooooo
ogoooooad
a no 0
ogoooooad

DNSOOOoDOoooooooooo

limitation enable

no limitation enable

enable0 000000 ODNSOOOOODOODOOODOOODOODODOOO

O000OO0domain0DO0O0O0O0OO0O0O0O0OODOOODNS server00 000000000
zone <1-5> address A.B.C.D

no zone <1-5> address [0 A.B.C.D])

zone addressO0 000 20000000000

address,domain0 0 100000000000 0OOOOOO0O
zoneDOODOOODOOODOOOexitOODNSOOOOOOODOOODODO

O000OO0domain0DO0O0O0O0OO0O0O0O0OODOOODNS server00 000000000
zone <1-5> domain WORD

no zone <1-5> domain [JWORD])

zone domain0 OO0 3000000OO0OO

address,domain0 0 100000000000 0OOOOOO0O

000 .00o0oooboooooo fqanODO0o00oooan
J00do0d0ooooooDOobOogooDOoooi12s0000o0

O zone limitation

gboooooo

ooooooOoad
oo 0O 0O4d
[l no [l

O000000OdomainOOODNS server0 0000000 O0ODOOO0OODOOOO
dooooooooooo

zone <1-5> limitation enable

zone <1-5> limitation enable

no zone <1-5> limitation enable
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O 110 12tp node

O OO commannd

12tp node

12tp nodeO OO ODOO0O
nxrl30#configure terminal

Enter configuration commands, one per line.

End with CNTL/Z.

nxr130(config)#12tp 0
nxr130(config-12tp)#

O tunnel
goooood
oooooog

O tunnel hidden

ooooooo
ooooooo
oo 0O oo
0 no 0

L2TP O tunnel addressO 0000 OO
tunnel address (A.B.C.D | FQDN)

AVPOHIdingO OO O O4Odoo
tunnel hidden
no tunnel hidden

no tunnel hidden : Set defaults

O tunnel retransmit

ooooooo
ooooooo
oo 0O oo
0 no 0

O tunnel hello

ooooooo
ooooooo
oo 0O oo
0 no 0

ogoooooooooooooooo

tunnel retransmit retries <max:1-1000>

tunnel retransmit retries 5

no tunnel retransmit retries (=tunnel retransmit retries 5)

HelloOOOOOOOOOOOOO
tunnel hello <seconds:0-1000>
tunnel hello 60

no tunnel hello : Disable

O tunnel password

ooooooo
ooooooo
0 no 0
oo o d

O tunnel ppp
goooogad
goooogd
gooooood

oopDoooobooooo

tunnel password (Jhidden) PASSWORD

no tunnel password
oooopoooi1-%s00000no0oooooon
D00DDoOoOoooooooogs#=*+_.;;040~0<000

PPPOODOOOCOOOOO
tunnel ppp <interface:0-4>
I2t(p0 0000000000 O0pppO0OO0OOOOO
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O 120 12tpv3-tunnel node

12tpv3 tunnel parameters

O OO commannd

12tpv3-tunnel node0 OO OO OO

nxrl30#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#12tpv3 tunnel <0-4095>
nxr130(config-12tpv3-tunnel)#

O description

goooooo LT3 00000 O0Ooooogoon
ooooooo description DESCRIPTION

O no O no description

O tunnel address
ooooooo 000 LCCEODOoooonoooooooooo
ooooooa tunnel address A.B.C.D

O no tunnel address

oooooog D000 LWCED o ooonoooooonooo
ooooooaod no tunnel address

0000000  dynamic addressO O[O

O tunnel hostname

ooooooo dodOoLwccedDooooonooonoa
gooooon tunnel hostname HOSTNAME
goooooo oo

O tunnel router-id

ooooooo 0000 LWCCEODOoo mwoooonooo
goooooo tunnel router-id A.B.C.D
oooooog oo

O tunnel password

coooooo OOOAVW HidingOOOOOODOOOOODOOoOOoOooo

gooooood tunnel password PASSWORD
tunnel password hidden PASSWORD

oo 0O OO0 no tunnel password

O no 0O  no tunnel password

0o0d 00 O0OO00ooogil-es0podooopoooooogd
oooooooopoooooogis#e=+_..;040~ <000

O tunnel hidden
OO0o00doogd AV HidingOOOOOOO
goooooo tunnel hidden
O no O no tunnel hidden
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12tpv3 tunnel parameters

O tunnel protocol

oooooog
gooogoog
ooooooo
a no a

ocooooooooooooo

tunnel protocol (ipjudp)

tunnel protocol ip

no tunnel protocol (=tunnel protocol ip)

O tunnel local hostname

ooooooo
gooogoog
ooooooo
0 To Unset[

0000 LwCceo oD oooooooooo
tunnel local hostname HOSTNAME

no tunnel local hostname

no tunnel local hostname

O tunnel local router-id

ooooooo
gooogoog
ooooooo
a no a

O tunnel digest

ooooooo
gooogoog
ooooooo
a no 0

O tunnel hello

ooooooo
gooogoog
ooooooo
a no a

O tunnel vendor

ooooooo
gooogoog
ooooooo
a no a

O netevent

ooooooo
gooogoog
ooooooo
gooogoog
0 no 0

O0oooLwcCEODoonomwooooooo
tunnel local router-id A.B.C.D

no tunnel local router-id

no tunnel local router-id

ooooooooooooooooooo
tunnel digest (md5]shal)

no tunnel digest

no tunnel digest

HelloOOOOOOOOODOOOOOOO
tunnel hello <0-1000>
tunnel hello 60

no tunnel hello - Disable

oogoLwceooogomwoooooon
tunnel vendor (ietf|century|cisco)
tunnel vendor ietf

no tunnel vendor : Set defaults

dooooooooooboooobaon
netevent <trackid:1-255> disconnect
no netevent

PPP interface0 00O O OO

no netevent
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O 130 12tpv3-xconnect node

12tpv3 xconnect parameters

O OO0 command

nxr130#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#12tpv3 xconnect <xid:1-4294967295>
nxr130(config-12tpv3-xconnect)#

O description

0ooooogd  L2TPv3 XconnectO OO OO OO ODOO
0000000  description DESCRIPTION

O no O no description

= tunnel

o tunnel <0-4095>

oooooood Xconnect 0 OO OO L2TPv3 O Tunnel IDO OO O OOO
goooooo tunnel <tunnel id:0-4095>

o tunnel tos

0000000 Xeconnectd ToSOOODOODOO
goooooo tunnel tos (<0-252>]inherit)
oo 0O Odd tunnel tos 0

O no O no tunnel tos

O xconnect ethernet
0O0o0Oooo00d  XeconnectOOODOODOOODODOODOO
goooooo xconnect ethernet <0-2> (|vid <1-4094>)

O xconnect end-id
ooooooo O000OLCCED end idOODODOOOO
oo0ooooo xconnect end-id <1-4294967295>

O vlan-id

goooood VIAN tag0 00D OO0O0O00D0O0DOO
goooooo vlan-id <1-4094>

0 no 0 no vlan-id

O retry-interval

ooooood 0ooo/0000000000000000D00000000DOO00DODO0000OO
oooooog retry-interval <seconds:0-1000>

oo o oo retry-interval 0

O no O no retry-interval (=retry-interval 0)
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12tpv3 xconnect parameters

O ip mask-reply
ooooooo
OOpenViewO OO OOOODOO0OODODOODOOOOOOOOOOO ICMP address mask request
Otype=l70000000O000O0OO0O0OOOOOOOODOOOODOOOODOOOODDOOODOOO
Ooooooooooogoooood
O0000OO0OOICMP address mask request 0000000000000 DOOOOOOO
ooooogon ip mask-reply 0O ICMP address mask requestd 00O 00O I
0000000  no ip mask-replyl ICMP address mask requestd 00 0O 00O O M
gOoOdNoO OO no ip mask-reply
ooooooo
O ICMP address mask request/reply 0 O O O interface node O ip mask-reply0 000000000

O loop-detect enable

goobogd Loop Detection0 0 OO OO OOOO
ooooooo loop-detect enable

o0 O OO0 no loop-detect enable

O no O no loop-detect enable

O send-known-unicast enable

ooooooo Known UnicastO0 0 OO0 00000000
ooooooad send-known-unicast enable

oo O oo no send-known-unicast enable

O no O no send-known-unicast enable

O send-circuit-down enable

oooooog Circuit Status( down0 O O OO O LCCEO O O O ONon-Unicast FrameO O OO OO0
ooooooad send-circuit-down enable

oo O oo no send-circuit-down enable

O no O no send-circuit-down enable

O split-horizon enable

oooooOoO  Split HorizonO OO OOOOOOO
OO0DOOooog  split-horizon enable

00 O OO0 no split-horizon enable

O no O no split-horizon enable
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O 140 012tpv3-group node

12tpv3-group node

O OO0 command

nxrl30#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#12tpv3 group <gid:1-4095>
nxr130(config-12tpv3-group)#

O xconnect
ooooooo 0000 XconnectD OO OO OO
ooooooo xconnect <primary-xid:1-4294967295> (]<secondary-xid:1-4294967295>)

O preempt enalbe

gooooon GroupO preempt 0 0 00O OO0 OOOO
ooooooo preempt enable

O no O no preempt enable

O enforce-secondary-down enable

0o0ooood  SecondaryD OO OOODODOOOOOOO
ooooooo enforce-secondary-down enable

oo 0O oo no enforce-secondary-down enable

O no O no enforce-secondary-down enable

O active-hold enable

ooooooo Group [ Active HoldO O OO O OODODOO
ooooooo active-hold enable

oo 0O Od no active-hold enable

O no O no active-hold enable
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O 150 rip node

rip node

O OO command

nxrl30#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#router rip

nxrl130(config-router)#

O network
gooooog
goooooo

O redistribute
goooooo
goooooo
0 no 0

O distance
goooood

ooooooo
O no [l

O timers basic
goooood
goooooo

oo 0O 000
O no O

RIPOOOODODOODOOODODOODOODOODOOOOODOOOOO

network A.B.C.D/M : IP prefix <network>/<length>, e.g., 35.0.0.0/8
network ethernet <0-2> (|vid <1-4094>)

network ppp <0-4>

network tunnel <0-255>

no network A.B.C.D/M : IP prefix <network>/<length>, e.g., 35.0.0.0/8
no network ethernet <0-2> (|vid <1-4094>)

no network ppp <0-4>

no network tunnel <0-255>

00o00oooooooooon
redistribute (static|connected]ospf|bgp) (|metric <metric:0-16>)
no redistribute (static|connected|ospf|bgp) (|metric <metric:0-16>)

RIPOOSPFOOUODOODODODODOODOOODOODOODOOO
0oooDoo0bOooooooboooooo

distance <1-255>

no distance

RIPOOOOOOODODOO

timers basic <update:5-2147483647> <timeout:5-2147483647>
<garbage:5-2147483647>

update: 30sec, timeout: 180sec, garbage: 120sec

no timers basic (=timers basic 30 180 120)(= set defaults)
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rip node

O passive-interface
coooooo ooooooooooooooooooooooobooooogom
ooooooo passive-interface ethernet <0-2> (Jvid <1-4094>)
passive-interface ppp <0-4>
passive-interface tunnel <0-255>

O no O no passive-interface ethernet <0-2> (]vid <1-4094>)
no passive-interface ppp <0-4>
no passive-interface tunnel <0-255>

O default-information originate

ooooooo O0ooooooooooooooooooo
ooooooo default-information originate

O no O no default-information originate

O version

oooooog RIPOOODOOOODOOOO
ooooooo version <1-2>

od 0O Od version 2

O no 0 no version (|<1-2>)
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O 160 ospf node

ospf node

0O OO command

nxr130#configure terminal

Enter configuration commands, one per line.

End with CNTL/Z.

nxr130(config)#router ospf
nxrl130(config-router)#

O network
goooooo
oooooog

OSPFODOOD IDODOO0DOO

network A.B.C.D/M area <0-4294967295>
network A.B.C.D/M area A.B.C.D

no network A.B.C.D/M area <0-4294967295>
no network A.B.C.D/M area A.B.C.D

: OSPF area ID as a decimal value
: OSPF area ID in IP address format

O area default-cost

ooOooooa
ooooooa
O no O

O000ooooo0oooooooooooo0oooooooooooooooon
area (<0-4294967295>|A.B.C.D) default-cost <0-16777215>
no area (<0-4294967295>|A.B.C.D) default-cost

0O area authentication

ooOooooa
ooOooooa
O no O

O area range
ogoooooo
ooooooo
0 no 0

0O area stub
oooooog
oooooog

oooooooooo
area (<0-4294967295>|A.B.C.D) authentication (|message-digest)
no area (<0-4294967295>]A.B.C.D) authentication

oo0oooooooooooooooooooo
area (A.B.C.D]|<0-4294967295>) range A.B.C.D/M
no area (A.B.C.D|<0-4294967295>) range A.B.C.D/M

ooooooooooooo

area (A.B.C.D|<0-4294967295>) stub

area (A.B.C.D|<0-4294967295>) stub no-summary

no area (A.B.C.D]|<0-4294967295>) stub

no area (A.B.C.D|<0-4294967295>) stub no-summary
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ospf node

O area virtual-link
oo0ooooo 0o0ooopooooooooo
oooogooo area (A.B.C.D]<0-4294967295>) virtual-link A_.B.C.D
area (A.B.C.D|<0-4294967295>) virtual-link A_B.C.D
{authentication (message-digest|null)
| authentication-key LINE
| dead-interval <1-65535>
| hello-interval <1-65535>
| message-digest-key <1-255> md5 LINE
| retransmit-interval <1-65535>
| transmit-delay <1-65535>}
O no O no area (A.B.C.D|<0-4294967295>) virtual-link A.B.C.D
no area (A.B.C.D]<0-4294967295>) virtual-link A_B.C.D
{authentication (message-digest|null)
| authentication-key LINE
| dead-interval <1-65535>
| hello-interval <1-65535>
| message-digest-key <1-255> md5 LINE
| retransmit-interval <1-65535>
| transmit-delay <1-65535>}

O area redistribute
ooooooo D0ooooooooooon
ooooooo redistribute (connected|static|rip|bgp)
redistribute (connected|static|rip|bgp) (|metric<0-16777214>) [|metric-type
AIx1
O no O no redistribute (connected|static|rip|bgp)
no redistribute (connected|static|rip|bgp) (|metric) (|metric-type)

O distance

Oo0ooooo osPFOO0O00DOOO0OUOODOOUOOODDOOOO0ODOOOODDOOOODDOOO
ooooooooOooooooOooooooooobooooooo

oooogooo distance <1-255>
distance ospf (intra-area <1-255>|inter-area <1-255>|external <1-255>)

O no O no distance <1-255>
no distance ospf

O tiemrs spf

OO00OO0OOod  OSPF SPF timersO O OO OO0

oooooog timers spf <delay:0-4294967295> <hold_time:0-4294967295>
<delay:0-4294967295> : Delay between receiving a change to SPF calculation
<hold_time:0-4294967295> : Hold time between consecutive SPF calculations

O no O no timers spf : Set defaults
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ospf node

O passive-interface
goooooo oO00do00o0oO0d0oOo0o0oUoooo0UoooooooooooooO
ooooooo passive-interface ethernet <0-2> (|Jvid <1-4094>)
passive-interface ppp <0-4>
passive-interface tunnel <0-255>
O no O no passive-interface ethernet <0-2> (]Jvid <1-4094>)
no passive-interface ppp <0-4>
no passive-interface tunnel <0-255>

O default-information
coooooo cooooooogoseFrOdODOOOO
goooooo
default-information originate
default-information originate (|metric <0-16777214>) [|metric-type (1]2)] (Jalways)

g no g
no default-information originate
no default-information originate (|metric<0-16777214>)[metric-type(1]2)] (Jalways)

O router-id

ogoooooo Router IDO O OO OOMN
ogoooooad router-id A.B.C.D

O no 0 no router-id
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O 170 bgp node

0O OO command

nxrl30#configure terminal

Enter configuration commands, one per line.

End with CNTL/Z.

nxr130(config)#router bgp <1-65535>
nxrl130(config-router)#

O network

gogooooad
ogoooooad
0 no 0
oo oo

0oo0ooooboooooooooon

network A.B.C.D/M (]backdoor)

no network A.B.C.D/M (]backdoor)

BackdoorU O DO OOOOOOOOOOBPODODOOODODOODOODODODO
oopooboooooooo

O aggregate-address

ooooooo
ooooooo
0 no 0
0o 0o

O distance

goooooo
ogoooooad
0 no 0
oo oo

O timers

goooooo
ogoooooad
0 no 0
oo oo

gooopooooooooooooo

aggregate-address A.B.C.D/M {|summary-only|as-set}

no aggregate-address A.B.C.D/M {]|summary-only]as-set}

BGP route D00 OO UOOO0DOOOOODOODOCO routed0O00OOOO

OO0 routed 00 advertiseD OO0 O Osummary-only 0000000000

eBGP 0 0 O O administrative distance 0 OO0 OO0 OO0
distance bgp <1-255>

no distance bgp

ooooz20000d

jitterDO OO %O00ODOOD0OODOOODODOO

timers bgp jitter <75-100>

no timers bgp jitter

Default D O 75% 0 0 O

00000 O000 jitterdOkeepalived interval 000 000 O O O keepalive
interval 0 0 0O 0O Oneighbor O keep alive interval DO OO O0OO0O0OO

180



O 170 bgp node

= bgp

o always-compare-med

ooooooao
ooOooooa
O no O

OO0O0ASO0000000DOONMDOOODODOOOOO
bgp always-compare-med
no bgp always-compare-med

o bestpath as-path

gooogog

ooooooOoad
O no O

o bestpath med

ooOooooa
Oooo0oooad
O no O

BGPUULDDUOULODDOUOODDLUOUOLOLAS PATHDOOODDOUOODDOUODLDDO
oooboooboooboo

bgp bestpath as-path ignore

no bgp bestpath as-path ignore

MEDO DO OO prefixUOOOOMEDO OO O 42949672940 000000000
bgp bestpath med missing-as-worst
no bgp bestpath med missing-as-worst

o local-preference

ooooooad
ooooood
0 no 0
00 oad

Local Preference0 000000000 ODOOODO

bgp default local-preference <0-4294967295>

no bgp default local-preference

iBGP peer 000000 O0OODOO0ODOOOOODOODOOODOODO
Defaultd O 100000

o default-information-check

gooogog

ooooood
0 no 0
od 0O Od
00 oad

default route 0000000000 OO0OOOBGP40 O default routed 0O O
ooooooooo
bgp default-information-check
no bgp default-information-check
no bgp default-information-check
00000000000 00D00000D000000 default route0 00O
BPO OO ODODODODODOODODOODOOOO
(1) redistribute0 0000 default route 0000 00O0OOO0O0O
(2) networkDO OO OO 0.0.0.0/00 000000000

o enforce-first-as

ooooooo

Oooo0oooad
O no O

UPDATEO O O OO ASOODOODODOODOODOO ASO neighbor0 ASODOODOOODO
notificationO OO OO OODOOOOneighbor0 000000 OOOOODOOOO
bgp enforce-first-as

no bgp enforce-first-as
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m bgp OOOO

o network import-check

ooooooo

OBGPO advertised O O networkD (D O M OO0 00O routerd O Onetworkd O O 0 O OO O advertise

O00000D0O0O networkd BGPO advertiseD OO0 OO OO0 OOImport-check DO D ODOODODO
OO00O0D0OOadvertiseJO0OO0OO0OOO

OO00OO0O0O00  bgp network import-check

O no 0  no bgp network import-check

o router-id

ooooood Router-IDO IPOOOOOOOOOOOOO

0000000  bgp router-id A.B.C.D

O no 0 no bgp router-id

oo oo Router-IDO OO O0OOO0ODOODOOXROSOOOOODODO IPv4 addressO 00000
0000 IPv4 addressO Router-1IDO0 00 O0O00OODOOO

o scan-time

OO0O0oooo0 BPOOUOODO routed next-hopO OO OOODOOOOODOOOODO
0000000  bgp scan-time <0-60>

O no 0  no bgp scan-time

o0 o0 oooos50000
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node

® neighbor

o default-originate

ooooooad
ooOoo0ooa
[l no [l

00ooo0oobooooooobOoooooo
neighbor A_B.C.D default-originate
no neighbor A.B.C.D default-originate

o distribute-list

ooooooo
ooooooo
a no 0
00 0o

o

ebgp-multihop
ooooood
ooooooo
g no g
00 00

o filter-list
ooooooo
ooooooo
a no 0
00 oo

o next-hop-self
ooooooo

ooOoo0ooa
[l no [l

o remote-as

ooooooo
ooooooo
a no 0

peerJ00 /0000 route updated filteringQD OO DO OOOOOODOO
neighbor A_B.C.D distribute-list ACL-NAME (in]out)

no neighbor A.B.C.D distribute-list ACL-NAME (in]out)

Neighbor O O INOUTO OO OO DO O distribute-list0 000000000000

peer000000000C0O0OO0OOOOeBGP Peer 000000000 OOODO
neighbor A.B.C.D ebgp-multihop <1-255>

no neighbor A.B.C.D ebgp-multihop <1-255>
gooopooooooooboogoo

BePOOUODOOOOODOOOO

neighbor A.B.C.D filter-list ACL-NAME

no neighbor A.B.C.D filter-list ACL-NAME

global DO OOOOOOAS-PATHOOOOOODOOOODOO

iBGP peer0 000 OnexthopO O Opeer0 0000000000 O0DOOOOODOONO
OaddressO0 000000

neighbor A_B.C.D next-hop-self

no neighbor A.B.C.D next-hop-self

OO0oooASOOO0OOoOooood
neighbor A.B.C.D remote-as <1-65535>
no neighbor A.B.C.D remote-as <1-65535>

o remove-private-as

ooooooOoad
ooOoo0ooa
[l no [l

Outbound update 0 0D OO0 OO ASOOODOOOO
neighbor A_B.C.D remove-private-as
no neighbor A.B.C.D remove-private-as
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® neighbor(0O)

o route-map
ooooooo
ooooooo
0 no 0
oo oo

Peer000 /0000 routed FilterigU OO0 OO0 OODOOODOOODOO
neighbor A.B.C.D route-map WORD (in]out)

no neighbor A.B.C.D route-map WORD (in]out)

neighborO 0 INOUTO OO OOOO routemap0 0000 O00OOODOODOO

o soft-reconfiguration

ooooooo
ooooooog
0 no 0
oo oo

Neighbor OO BGP session0 0 000000000000 DOODOOOOOOODO
neighbor A.B.C.D soft-reconfiguration inbound

no neighbor A.B.C.D soft-reconfiguration inbound

BGP [0 neighbor parameter 0 routemap 0 00000000000 ODOOOOOOO
0000 BGP session clear OO0 OOBGP serviceD DD ODOOOODODOODOO

o keepalive interval & holdtime

ooooood
ooooood
0 no O
od 0O Od
00 oad

keepalive OO O OO O holdtime OO OO DO OO

neighbor A.B.C.D timers <keepalive:0-65535><holdtime:0]3-65535>
no neighbor A.B.C.D timers

neighbor A.B.C.D timers 60 180

OPeer 00 hold timeJ OO0 O0ODOODOONO O keepalive message [0 update message 0 0 0 00O
OO00O0ODOOpeer0d sessiond closeO O IDLEDOOODOODOOOO

OKeepalived OsecO0 00000 OO keepalive message 0 00000000

OKeepalive interval O OO jitter DOOO0OO0OOOODOUSERO OO jitterO OO OO O 75-100% O
O0O00DO0o00DOO0000defaultdO00jitterO 75% 000000000 0O Okeepalive
interval x (75-100)% 0 interval OO OO O0O0O0Ojitter D00 OO O OO O timers bgp jitter
oooooooogog

o connect timer

ooooooad
ooooooad
0 no O
od 0O Od
00 00

o update-source

goooogo
oooogooo

Connect timer0 OO0 OO0

neighbor A.B.C.D timers connect <0-65535>
no neighbor A.B.C.D timers connect
neighbor A.B.C.D timers connect 120
o00D000O00O0O0connectd 00O OOOO

BePO OO ODDO0O0O0ODODODODDMOOOoooooOooOooIP000O0O0OoOoooOO
neighbor A.B.C.D update-source

(ethernet<0-2>| loopback<0-9>|ppp<0-4>] tunnel<0-255>)
no neighbor A.B.C.D update-source
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o advertisement-interval
ooooooo
OBCPODODODOODODODOOODODOODOUPATEDDODODODODOOODODODODOO0DOD

00000000000 O0OUPPATED OO DODOODOOODODOOOD OO Cheighbord OO ROUTE-
REFRESHO OO O 0ODOD0OO00O0D0O0DOODOO neighborO UPDATED DO OO ODODOOD

ooooooo neighbor A_B.C.D advertisement-interval <1-600>

O no O no neighbor A.B.C.D advertisement-interval

0o 0o 00000000000 0eBGPO 30(0)OIBGPO 5(O0)0 OO

o as-origination-interval
ooooooo
OO0DOO000DoOoOosBePOOOO0ODOOOOUODOOOUOOBPOODOOOOUODODOD filterDOOO

redistributeD 000000000 DOOBGPOOOODOOOOODOOOOODOOOOODOOOOO
000000000000 0000 advertisement-interval 0000000 UPDATED O OO OO ad-
vertiseJ OO0

ooooooo neighbor A_B.C.D as-origination-interval <1-600>

O no O no neighbor A.B.C.D as-origination-interval

o0 o0 O0O00opooooooooi@o)yood

O UPDATED OO OOODO
Neighbor OO UPDATEO OO OO DO OO DO OO OO O advertisement-interval 0 as-origination-
interval 0 2000000000000000O0O

-gooboooooooo
as-origination-interval 0000 0000000000000 OOO0OOOOOODOOOOOOO
UPDATED OO0 OO OO OOOOOO advertisement-interval 0 0O O UPDATEO OO O OO

-O0peerd0000OBPOODO
OO peerO000 UPDATEO OO OOODOODOO peer00 UPDATEOD OO OO ODOOOOOODO adver-
tisement-interval 0 0O OO UPDATEO OO DO OO

-softoutd 000000

OO0O00bDOoO0oOogBPOOOOUPPATED DD ODOOODOUODOOOO advertisement-interval OO
U0 UPDATED DO ODOU
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m redistribute

o redistribute (connected|static|rip]ospf)

ooooooo RIPO OSPFO O OO O route O O connected routel] static route
BGPOOODODODODODOOOODefawltD 00D D000 OOOOOODO

ooooooo redistribute (connected|static|rip|ospf)

O no 0O  no redistribute (connected|static|rip]ospf)

o redistribute (connected|static|rip|ospf) route-map ABCD

ooooooo routemap 0 000 0000000000000 OO0OOprefix0O000O0OOO0OO
OO0 prefixDOOODDDODODDODDODODODOOOOO

ooooooo redistribute (connected|static|rip|ospf) route-map ABCD

O no 0O  no redistribute (connected|static|rip]ospf) route-map ABCD

® netevent
o advertise-stop
ooooooo
O00trackOdownO O OO O0OO0OOO0OO0OOnetworkODOOOOOOOOOOOOOBPOOOODOOO
O000DOoD0O00O0twrackOupOOOOO0ODOOOOOOOBPOOOOODOODOOOODO
ooooooo netevent <1-255> advertise-stop
netevent <2048-4095> advertise-stop

0 no 0 no netevent

oo oo

00BGP4 O network import-check D0 OO 0O0OOtrackDupO0 0000000 O0ODOOOOODOOOO
o
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O 180 ntp node

O OO command

nxrl30#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#ntp

nxr130(ntp-config)#

O service
ogoooog NTPOOOOOOODDOOOO
oo0oooon service enable

O server
goooooo NTPOOOOOOODOOOO
ooooooo server (A.B.C.DJFQDN|X:X::X:X) polling min max
oo o oo no server
oo oo 200000000
server0 000000000000 masterd 0O
serverJ set 0000 master0 000000000
O no | no server (A.B.C.D|FQDN|X:X::X:X) : Delete

O timeout

ooooooo O00d0ooooooooooooooon
ooooooo timeout <seconds:1-30>

oo o oOd timeout 30

O no O no timeout (=timeout 30)
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0 190 SNMP node

SNMP node

SNMP(Simple Network Management Protocol)O O

NXRO SNMPO OO OsystemO OO0 SNMP protocol DO D ODODOO0ODOODOOODOODODOODOsystem
O0000000000000ONMS(SNMP Trap Manager)D trap 000 0000000000000
SWPOODDO(set)J DD DO00DDOOOD (read-onlyd 0)0

m SNMP versionO access O O
00000000 SNMPO versionO OvlOv2ec OO OSNMP Access O 0O O O O O SNMP Server O network

OcommunityD OO O0OO0OO0OOODOOONetworkOODOODOOIPV4/IPV6 AddressO 000 0OO00OO
ooooo

m SNMP Trap

0000000000000 00000000ONSOODDO SN, TrapO0 00 O0O0O0OOOOO
OTrap versionl/version2 000000000000 informO000000000000OTrap00O0O
OO0OIPv4/IPY6 address0 00000000000 OImform000000O00O /00000000
ooooooogo

OSNMP trap O O community0d O SNMP accessD 000000000 OOOODOOODOODOOODOO
Trap0 0 0000D0COOODOOOODO

OTrap0 0000000000 OCOOOUSEROOOOOODOOOOOOOOOOOOOOODOOOO
OOTrap00OUDPOOOOOOOOOOOODserver000000D0O0OOODOOOOOODOODO
OO0O00mformO000CO0000ONSOO0OOOOOODOOOOODOOO

OO0 servicelOOOOOODOOOOODOOOOODOOOODOserviceDOOODOOOOODOO
000o0o000oooDoo00oooO0oooooooOowWsSO0oooooooogngetonoO
gooooooooo

m System Group MIB(MIB-11)O 0O
OO00000ORCI2BOO0OOOOOOOMBODOODOOODOOUIDODOOODOODOOOOOOO

O sysContact

[J sysName

O sysLocation

[ sysDescr

O00sysObjectiDO O OcenturyD 0000 O0OO0ODOIDODODOODOODODOOODOODOOD
ooooo

OOOsysUpTimeD OO OOOOOODOOCOOODOOOOODOOOOODOOOnpOODOOOODOO
O0oOooooooo)o
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SNMP node

s JOMIBOO
ooooooooowmBODOOODOODOO
[0 Standard

RFC1213 (SNMPv2 MIB-11)

RFC2011 (IP-MIB)

RFC2012 (TCP-MIB)

RFC2013 (UDP-MIB)

RFC2863 (IF-MIB)

RFC3411 (SNMP-FRAMEWORK-MIB)

RFC3412 (SNMP-MPD-MIB)

RFC3413 (SNMP-TARGET-MIB: SNMP-NOTIFICATION-MIB: SNMP-PROXY-MIB)

RFC3414 (SNMP-USER-BASED-SM-MIB)

RFC3415 (SNMP-VIEW-BASED-ACM-MIB)

RFC3418 (SNMPv2 MIB)

RFC2465 (IPv6 MIB) OO O OO

OPrivate MIB
CS-NXR-PRODUCT-MIB
CS-NXR-L2TPv3-MIB

| SNMP NAT

SNWP PDUO O ODOOODOIPOOCODOOONATOOODOOOOOONATODODOOOODORRC29620 00
gOosASICOODOODOOOODOpP OO IPOODODDOONATOOODOODDOODOODO1I0D00O0O
gboobogooogoo
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O OO command

nxrl30#configure terminal

Enter configuration commands, one per line.

End with CNTL/Z.

nxr130(config)#snmp
nxr130(snmp-config)#

O security

goooooo
goooooo
oo o oo
0o 0o
a No 0

O syslocation
goooooo
goooooo
oo o oo
a No 0

O syscontact
ooooooo
ooooooo
o0 0O 0O
O No ad

O sysname

ooooooo
ooooooo
o0 0O OO0
O No O

O sysdescr

gooooon
goooooo
oo o oo
a No 0
oo aad

S\wPOOOOUOOOOOODOOOOODODOOOOoOoOooOOo
security A.B.C.D/M|X:X::X:X/M COMMUNITY

no security

Network D O30 000000000 0OOOOO

no security (A.B.C.D/M]X:X:z:X:X/M)

sysLocationO0 O O OO OO
syslocation LOCATION

no syslocation

no syslocation

sysContact0 D O OO QOO
syscontact CONTACT

no syscontact

no syscontact

sysName O D OO0 Od

sysname SYSNAME

no sysnamel] [=0 O O (ex. NXR-130)]
no sysname

sysDescrJ 00O OO0

sysdescr DESCRIBE

no sysdescr

no sysdescr

o000 ooboogo

ex. Century Systems NXR-130 Series ver 5.1.0 (build 50/15:44 22 04 2009)
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O trap manager

gbooobogooo
gooogog

SNMP [0 trap manager D 0 OO0 QO OO

trap manager (A.B.C.D|X:X::X:X) (Jtrapcommunity) (Jv1]v2)
trap manager (A.B.C.D|X:X::X:X) (]trapcommunity) inform [](interval <10-1800>)]|(retry <0-10>]

go 0O OO0
0 No u
gboobogog

O trap agent
gooogoo
gboobogog

go 0O 00
0 No U
goooooo

O bind address

gbooobogooo
gooogog

oo 0O o0
U No U
goooooo

no trap manager

no trap manager (JA.B.C.D|X:X::X:X)
spgooooooooooooon

Community D OO0 O “community" OO OO0 OO0
pdu-type 0 OO OO viOOOOOODO

SNMP O trap agentJ OO QO dd

trap agent ip A.B.C.D

trap agent interface ethernet <0-2>

no trap agent

no trap agent

TRAPO O OODODO "Agent Address” 00O OOOO0O0OOOOO

SNMP O bind addressO0 000000

bind address A.B.C.D

bind address X:X::X:X

no bind address

no bind address

TRAPO OO0 source ip0 00 bind addressO0 00000
000 (no bind address)0 0 0O 0 0.0.0.00 listenO OO 0O
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syslog node

O OO command

nxrl130#configure terminal

Enter configuration commands, one per line.

End with CNTL/Z.

nxr130(config)#syslog
nxrl130(syslog-config)#

O 1local enable

goooogo
goooooo
gbo 0O oo
O No g

O local file
ogoooooo
ooooooo
oo o oo
0 No O
oo oo

O server

ooooboon
gooooogo
O No O
go g

O mark
gooooog

syslog 0D OO0 OO0 OOO0O

local enable

local enable

no local enable0 (OO ODOODOOODOO)

syslog D OO0 OO0 OOoOoOOd

local file (diskO:FILENAME]diskl:FILENAME)

no local file

no local file

filename O O disk0:0 000 Odiskl:0D 00000000000 O0OOODOOOOO

syslogO O OO IPOOOOOOOFRONODOOOODO

server (A.B.C.D|X:X::X:X]FQDN) (]source A.B.C.D|X:X::X:X)

no server (A.B.C.D|X:X::X:X|FQDN) (= syslogU O OO OOOOOOO
syslog OO0 O0D0O00O00OD000D0O0O000O0OO0O0O0O0O

Syslog markO OO OO0 O0OO

OMarkOOOOOOO0OO%OmnO00 0000000000 O0OODefaultd 20000000000
O00OO0OmarkO0O0OD0OODOOOO
OO0OOmarkO syslogO0 OO OO0O0OO0OOsyslog OO level O debugZinfoO D OO OO0 OO0

goooo
goooogoo
oo 0O 0o
gd gd
O No O
O priority
goooood
goooooad
g 0O 0Od
O No O
gd gd

mark <min:0-99>

mark 20
mark O (DisableO OO 0O)
no mark (=mark 20)

Syslog 00O 0OOCOO0OOOOO0ODOODOOODOOO
priority (debug]info]notice)

priority info

no priority
facilityJ0O0O0O0O0OO0O0DOOOOOO
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O system

ooooooo

0 System Message [0 O O O O O O Connection tracking O O Load Averaged 0O OO0 0O ODO O system
OOO0OOmrkOOOOOOODOOOOSsyslogOOOOOOOODOOOO
OSystemO O OOOOO0OOOODO remote server 0000000 00O0OOODODONO

oooooog system mark : Output messages with mark
system hour - Output messages hourly

oo o oo no system

O No O no system > System0 0O OO0OODOOO

O suppress

ooooooo

O00Omessage0 000000000 O0OODOO0ODOO0ODOOOOMmessage 000 0O0OOODOOO
gooboobobooobooooo

ooooooo suppress <10-3600>
uggd 0O 0o no suppress

O No 0 no suppress
ooooooo

OSuppress0 0000 10-3600sec 00D ODOOOOOODOODONO
Olast message 0 000000000 OO Osuppress message 1 000000000
ODefaultJ O Osuppress0 00000

O mail send

OoOooooo  syslogDOOOOODOOOODOOO

OUSEROOODOODOOODOODO messaged syslogU OO0 O0O0ODO0OO0OOODOO E-mail address
milOO0O0000O00000O00OOCO0ODOocCLIoO lginbdooooooooooooogoo
O0D0O0OmillO00OO0O0OOOOOOOODOOO
OOO0000O0O0000O0O00b0OO0OO60secOO checkDOOOOODOOOOODOOOOOO mail
OO000DoDoDoOmilO0000OO0OO0OCOIP/IPV6O00000O0O0O0O0O0O0O

oooooog mail send enable

od 0O Od no mail send

O No 0 no mail send

O mail to

oooooog 0odoo0oDoooooooooog
oooooog mail to RECEIVER

od 0O Od no mail to

O No 0 no mail to

O mail from

oooooog 0odoo0oDoooooooooog
oooooog mail from SENDER

oo o oo no mail from

O No 0 no mail from
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O mail subject
gooooon
goooooo
oo o oo
0 No 0

O mail strings
gooooon
goooooo
oo o oo
0o ad
0 No 0

O mail server
ooooogo
ooooOogo

U No U

O mail server
ooooOoog
goooogo

O mail server
goooood
ooooOooo

O mail server
goooooo
ooooOooo

D0ooooooooooon
mail subject SUBJECT

no mail subject

no mail subject

oooobobooboobobooobooooboboobo

mail strings <1-32> STRINGS

no mail strings
0o0oo0ooooo3000000
no mail strings <1-32>

oo0o0oO0oooooooooooooo

mail server authentication pop-before-smtp
mail server authentication smtp-auth-login
mail server authentication smtp-auth-plain
no mail server authentication

poP3O0 0O O0ODOOOOOOODODOO
mail server address A.B.C.D
mail server address FQDN

POP before SMTP
SMTP authentication (login)
SMTP authentication (plain)

swipOOO0OoO0oOooOOobOoooobooboooooobon

mail server smtp address A.B.C.D
mail server smtp address FQDN
mail server smtp port <1-65535>

swirOOOOOOOIOODOO0OOooOoOOooon
mail server username USERNAME password (]hidden) PASSWORD
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O rotate
ooooooo
ODefault 0O O OO Osyslog message 0 0000000008 ODOOODOOOODO400000000
O0o00DbO0oooOoooooOooooooooooooooooon
Orotate0 00 0O00O0Osyslog0 D00 00O0O0OD0ODOO0OO0ODOODOOD storage D O backupO
000000000000 0000000000000 backupODOOOOMrotate0 000000
OOscheduleDOODOOO0OODOOO
ooooooo
rotate (diskO]diskl)
rotate (diskO]diskl) threshold logsize <kbytes:150-1000>
rotate (diskO]diskl) threshold files <files:1-10>

rotate (diskO]diskl) threshold logsize <kbytes:150-1000> files <files:1-10>
od 0O Od no rotate

a No g no rotate
0o oo
gusBoO O ODOOUSB FlashD O OO OOOODOOODOOOdiskoOOOOODOUSBIOOOODOO USB
FlashOOOOOOODOOOOOOdisklOOOOOOO
OSyslog rotate 0 00000000 (kbytes)D OO OO Obackup fileOOODDODODOOOOOOO
0o
O00O0Obackupd OO syslog message 0 O gzipO O OO OO0 ODOODOOOOOOOOODOO file
000000000 0OBackupO OO OOOO filed D000 ODOOODOODODOO
backupO0 OO OO0 format : YYYYMMDD_HHMM. log.gz
20100 110 2019050000000 backupO O OO OO O 20101102 1950.1og.9z
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dhcp-server node

O OO command

nxrl30#configure terminal

Enter configuration commands, one per line.

End with CNTL/Z.

nxr130(config)#dhcp-server <1-5>
nxr130(dhcps-config)#

O network

ogoooooo
goooooo
0 No 0
oo oo

O lease-time
ogoooooo
goooooo
oo 0O 00
il No il

O gateway

goooooo
ogoooooo
oo o oo
0 No 0

O domain

goooooo
ogoooooo
oo o oo
0 No 0

O dns-server
goooood
goooooo

oo 0o OO
g g
g No O

DHCPO O OO DODODOODODODOOODODODODO

network A.B.C.D/M range <starting IP: E.F.G.H> <ending IP: 1.J.K.L>

no network A.B.C.D/M range <starting IP: E.F.G.H> <ending IP: I1.J.K.L>
001600000000 000000O000OO0networkD 00 O0DOO0ODOODOO

IPO 00000000 0O0O00O00OOODOO
lease-time <default:1-4294967295> <max:1-4294967295>
lease-time 21600 43200

no lease-time : Unset DHCP lease time

DRCPO OO OO0ODODDOODOODOODOOODOOIwOOODOoODOooDOn
gateway GATEWAY
no gateway

no gateway . Delete

DHCPO OO ODDODODOUOOO0O0ODDDODOOO0OOooDDODO
domain DOMAIN
no domain

no domain > Unconfigure

DHCPO OO OOODOOOODODNSOODOOOODODDOOOOOOD
dns-server <primary DNS: A.B.C.D>

dns-server <primary DNS: A.B.C.D> <secondary DNS: A.B.C.D>
no dns-server

20000000

no dns-server : Delete
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O netbios-server

goooogo
ooooooo

oo 0O oo
oo oo
O No O

NetBIOSO O OO IPOOODOOOOODOOO

netbios <primary NetBIOS: A.B.C.D>

netbios <primary NetBIOS: A.B.C.D> <secondary NetBIOS: A.B.C.D>
no netbios-server

20000000

no netbios-server( (= Delete)

O netbios-scope-id

goooogo
ooooooo
oo 0O 0o
O No O

O sip-server
goooogd
gooooood

oo 0O oo
U No t
oo oo

NetBIOSO O OO IDODOOOOOOO
netbios-scope-id SCOPED-I1D

no netbios-scope-id

no netbios-scope-id

DHCP clientJ OO SIP server0 00 OO0 ODOSIP server addressO0 0000000
sip-server A.B.C.D (]JA.B.C.D)

sip-server FQDN (]FQDN)

no sip-server

no sip-server

IPv4d addressO0 00 FQDNO OO 200 0000000000000

O RFC2131 compatibility broadcast bit

gooogooo

ODHCP server IO OO RFC21310 000000000 OOOOOOOODOORFC21310 0 broadcast
bitd 100 0O DHCP packet 0 0 0 00O 0O O MAC address [ broadcast(FF:FF:FF:FF:FF:FF)O O OO
Oooooooooooo

0000000000000 00Obroadcast bitd OO0 OO ODHCP packetd OO 0O O O unicast
frame(d O O destination IP addressO 000000000 OO0ODOOO limited broadcast) O

googoogn

DoooOoo0DO0Odefault0000o0Q

gooogooo
oo 0O oo
U No U

rfc2131-compatibility broadcast-bit enable
rfc2131-compatibility broadcast-bit enable
no rfc2131-compatibility broadcast-bit enable
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dhcp-relay node

O OO0 command

nxrl30#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#dhcp-relay

nxr130(dhcpr-config)#

O address

ooooooo OODHCPO O OO IPOODOOODOODOOO
ooooooo address A.B.C.D

oo 0O Od no address

O No O no address A.B.C.D

gooogoog A00000000DOooooog

O accept

ooooooo DHCPO O ODOOOODODHCPOODOOOODOOOODDOOOOD DOODOO
ooooooo accept ethernet <0-2>

O No O no accept ethernet <0-2>
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ipsec local policy node

O 00O command
nxr130(config)#ipsec local policy <policy:1-255>
nxrl30(config-ipsec-local)#

O address
ooooooo IPsec tunnel OO OO IPODODODOO
ooooooo address ip

address ipv6

O self-identity
gooooon goooimwooooood

ooooooo remote identity fqdn FQDN (O : centurysys.co.jp)
remote identity user-fgdn USER@FQDN (O - user@centurysys.co.jp)
remote identity dn DN @goooboooooo)
remote identity key KEY-ID (KEY IDO OO ODOOM

oo 0O oo no remote identity
O No O no remote identity
00 oo
OoNODOoOoOooooooooooooooodg
C=JP,ST=Tokyo,O=century,0U=dev,CN=nxrl.centurysys.co. jp,E=admin@centurysys.co. jp

O x509 certificate

ooooooo X500 00000000do

ooooooo x509 certificate CERTIFICATE

O No O no x509 certificate : Unset X.509
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ipsec isakmp policy node

O OO0 command

nxrl30#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#ipsec isakmp policy <policy:1-65535>
nxrl130(config-ipsec-isakmp)#

O description

ooooooo ISAKMP policyO 0O OO OOODOO
ooooooo description DESCRIPTION

O No O no description

O authentication pre-share
oooooooO pPSKOOOOOOOOO
ooooooo authentication pre-share KEY

O authentication rsa-sig
ooooooo  RSADOOOODOOO
ooooooo authentication rsa-sig
authentication rsa-sig KEY
od od
OOO0O0D0O0OversionOD0OOOO IKev20OOOOOOOOraw RSA keyO OO OOOOOOO
ipsec isakmp policy 1
version 2
authentication rsa-sig AAAAAAAAAAAAAAAAAA

O xauth

ooooooo xauthO OO OOoGOO

ooooooo xauth mode client USERID
xauth mode server

O No O no xauth

0o 0o USERID [0 O ipsec xauth(global node 0 O0)0 0000 username0 000 O OO0
userid [0 password [0 O ipsec xauth(global node0 0 )OO OO OONO
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m authentication local/remote (IKEv2O0O)
o local
ooooooo IKEv2O0 OO0 O0oooooooooooooooo
ooooooo authentication local pre-share WORD
authentication local rsa-sig
authentication local eap-md5

o remote
ooooood IKEv2O0 OO Ooo0ooooooooooooog
ooooooo authentication remote pre-share (JWORD)
authentication remote rsa-sig
authentication remote eap-md5
authentication remote eap-radiusl]
O No O no authentication remote
00 ano
OIKev200 0000000000000 00D00DO000D0000bO00DO0DO0O0D0oDOoDOo0ODn
oooodo
00O authentication local eap-md5
authentication remote rsa-sig
00O authentication local rsa-sig
authentication remote eap-md5
Opre-share0 000 1: 10100000
00O authentication remote pre-share WORD
authentication local pre-share WORD
00O authentication remote pre-share WORD
authentication local pre-share WORD
Opre-share0 000 2: 10000@O0O0O0OIWPOOOO)DIOO
0 O O ipsec pre-share identity fgdn NXR1 password WORD1
ipsec pre-share identity fgdn NXR2 password WORD2
1
ipsec isakmp policy 1
authentication remote pre-share
authentication local pre-share WORD
remote address ip any
ooooooono
!
0 O lauthentication remote pre-share WORD
authentication local pre-share WORD1
0 O 2authentication remote pre-share WORD
authentication local pre-share WORD2
<goooood >
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ipsec isakmp policy node

m authentication local/remote (O 0O)
00 oo
Orsa-sigd 000 [X.5090 0O (00O )0 EAP-MD5(O O ]
oo
ipsec x509 enable
ipsec x509 ca-certificate NXR_CA
ipsec x509 certificate NXR_CERT
ipsec x509 private-key PRIV_KEY key
ipsec x509 private-key PRIV_KEY password PASSPHRASE
ipsec x509 crl NXR_CRL
ipsec eap identity string MYID password PASSWORD
1
ipsec local policy 1
address ip
x509 certificate NXR_CERT
oooooooo
!
ipsec isakmp policy 1
version 2
authentication remote eap-md5
authentication local rsa-sig

goooboog
1

ood
ipsec x509 ca-certificate NXR_CA
ipsec eap identity string MYID password PASSWORD
1
ipsec isakmp policy 1
version 2
authentication remote rsa-sig
authentication local eap-md5
eap-identity MYID
remote identity dn
C=JP,ST=Tokyo,0=century,0U=dev,CN=nxrl.centurysys.co. jp,E=admin@centurysys.co. jp
ooooooog
1

<0Ooobooo-»>
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m authentication local/remote (O O)

ipsec eap identity string MYID password PASSWORD
!
ipsec isakmp policy 1
authentication local eap-md5
eap-identity MYID
oooooooo
!

od o0
Oeap-md50 000
od
od

ipsec eap identity string MYID password PASSWORD
1

ipsec isakmp policy 1

authentication remote eap-md5

goooboog
!

Oeap-radius0 000

g

g

ipsec eap radius A.B.C.D password SECRET
1
ipsec isakmp policy 1
authentication remote eap-radius
oooooooo
!
ipsec eap identity string MYID password PASSWORD
1
ipsec isakmp policy 1
authentication local eap-md5
eap-identity MYID
oooooooo
1
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O reauthentication (IKEv2O 0O)
gooooon

OIKEv2OOOrekeyO OO OOOO reauthO0 0 OO0 rekey0 D 0000000000 OOOOO
ooooooad reauthentication enable

oo 0O oo reauthentication enable

O No O no reauthentication enable

ooooooo

ODefault0 0 OreauthO OO OO OreauthOd OO IKE SAD rekeyd 0O CHILD SAOD O OO ODOOODO
O0reanthO OO OOOOOOrekeyO OO OGOOO
0000000000000 d0 reauth 000000000000 OOODOODOOSecurity Gateway

OxROOODOOOOOOOO)Y ODOOOODOUOODOOOODOOO rekeydOoooooo
oooogooo

211



0O 240 ipsec isakmp policy node

ipsec isakmp policy node

O keepalive
goooooo IPsec keepalive(DPD:RFC3706)0 000 0O OMO
oooooono keepalive periodic (Jclear]|hold]restart)
keepalive <interval:10-3600> <retry:0-60> periodic (Jclear|hold|restart)
oo 0O oo keepalive 30 3 periodic restart
O No O no keepalive
oooooild
OODPD O O SG(Security Gateway)[] downd SGO O IP reachabilityd OO0 IKE SAODODOOODOOO
OO00oO0ooooppOOlNPsec SADODDOOOOOOODOOOOOOOO
OkeepaliveO OO D OOSCOO IPsecO 00000 ODO0OODOODODPDODODOODODOODOOD
Ono keepalive D0 OO0 OODPDOOODOODOOOOOOOODOOODOOSGOOODPDOOODOODN
oooooo
Okeepalive 10 3 periodicO0 00 0000010000000 400R-U-THEREODOOOOODODOO
O0OR-U-THERE-ACKO OO D OD10000D000D0O0D00DODOODOODOOD
ooooo?20d
gpPoO 000000 OD0OOOIKE/IPsec SAOD O IPsec policyD 0O DO O0OOOODOOOODOOO
pPOOO0ODOOO0DOODDOON (clear, hold, restart)D 000000
o clear
SAOOOpolicy0DODOOOODOODOOODOODOODO
o hold
SAODO0O0OO0Opolicy00 0000000 OOpolicy00DO0OO0D0O0OODOOODOODOO IKED
0000000000000 O0D00O00 ipsec tunnel policy O [ negotiation-mode=responder [
00000000 0oIKEDODODoDoooooDooo
o restart
SAOOOpolicyDO0ODOOOIKEODODOOOOODOODODOOOODOOD ipsec tunnel policy
0 O negotiation-mode=responder 0 0 OO0 OO0 O0O0OOOIIKEDOODDODODOOOOOODOO
ooooo3d
gppDOCOOODOO0 IKEOObackup policyODO OO0 OODOOOOObackup policyO OO OO0OOO
0000000 Obackup policyO 00000000 0OOObackupdO00O0O0DOOOM
Obackup policyO 0000000 OOOODOO backup policy O negotiation-mode [0 responder [0 O
0oooooooooooooooooon

O backup policy

goooooo IPsec isakmp (0 backup policyO O OO OO0
0oooood  backup policy <1-65535>

oo o oo no backup policy

O No O no backup policy

000000 Od  backup policyOOISAKMPO OO ODOODO

O hash

ooooood 0ooooooooooooooon
goooooo hash (md5]sha]sha256]sha384|sha512)
oo 0O oo hash sha
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O encryption

ooooooo oooooooooooooooo
ooooooo encryption (aesl28|des]3des)
oo o oo encryption aesl128

O group

gooooono DHI Diffie-HelmanOd group0 0 00O O OO
ooooooo  group (1]12]15]114]15]116]17)

ogg O od group 2

O lifetime
ooooooo
ISAKMP SAO O 0O0OO0OOHard timer)DO0O00O0O0OOO0OOOCOOODOOOOSAOOOOOOOO
ooooooo lifetime <1081-86400>
oo o gdo lifetime 10800 (=3 hours)

0 No O no lifetime (= lifetime 10800)
O rekey
ooooooo

[0 Rekey [0 soft timer 0 Omargin( increased-ratio0 000000000

OMarginO O lifetime0 OO 000000 rekey0 OO0 OO0ODO0ODOOOOOOOO
Oincreased-ratio0 O Omargin0 000000000 DOO%OOOODOOO

ooooooo rekey margin <30-360> (increased-ratio <0-100>])

oo o oo no rekey margin

ooooood

O00O00DO0D000OSoft timer00000000000D0ODOODOODODOO0OO Soft timer0O00ODO
oood

minimum soft timer = lifetime - margin
maximum soft timer = lifetime - (margin + margin x increased-ratio/100)
Odefault O O Omargin O 270secO increased-ratiod 1000 0000 0O 00O lifetime O O 2700
540sec0 0000000 0ODOOODOODOODODOONOResponder 0 00 Osoft timer d Omargin/20 0O
J00000D000oDoO000i unitiator000 rekey0 0000000 OD0ODODO
Oincreased-ratio0 00 OO OO0 soft timer 00000000000 ODOODOOOOOODOOOO
0ooooobooboooooooooooooo

O isakmp-mode

00oooo0d PpPhase lO00000D0OO0OO0OOOCOOOOOOOO
ooooooo isakmp-mode (main]aggressive)
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O version

oooooog IKEOOODOOO(KEVI/IKEV2) D OO OO OO

oOooooog  version (1]12)

oo 0O oo version 1

Ood oo

OlIPsec ISAKMP policyU 0O DODOO0OO0OOOOOCKEVIO IKEV2OODODDOOOOOOOOODOO
0)O

O remote address

ooooooo ooowprooooooooooo

ooboonoo remote address ip (A.B.C.D]any)
remote address ipv6 (X:X::X:X]any)

O remote identity
gooooon gooimwooooooo

ooooooog remote identity fqdn FQDN (O - centurysys.co-jp)
remote identity user-fqdn USER@FQDN (O : user@centurysys.co-jp)
remote identity dn DN (oooooooooo)
remote identity key KEY-ID (KEY IDOOOOCOOMm

oo 0O oo no remote identity
O No O no remote identity
oQd og
Opeer identity O 0O OdOIP/ZIPveO OO OO0 IDODOODOODOOOO
ONOOOUOOoOoooooooooooooon
C=JP,ST=Tokyo,O0=century,0U=dev,CN=nxrl.centurysys.co. jp,E=admin@centurysys.co. jp

O local policy

0000000 OO000000000000000000
ooboooo local policy <1-255>
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O local policy (change action)
ooooooo
O IPsec isakmp O O OO O local policy O track O O (up/down)0 0 00 OactionO OO0 O OOO
0d
000000000000 0000100 IPsecO0000 main/backup0000000O00O0DODOODO
ooooooo
local policy <policy:1-255> netevent <trackid:1-255> change <local policy:1-255>
local policy <policy:1-255> netevent <trackid:2048-4095> change <local policy:1-255>
00 oo
OpskODODOOOOODOOODOODO local policyO IDOOOOO local policyd IDOOOO IDO
000000000000 00000000 change actiond OO0 0O OO OO local policy 10
local policy 20 self-identityO 0O IDOOOOOOO0O
1
ipsec isakmp policy 1
local policy 1 netevent 1 change 2
1
ipsec local policy 1
self-identity fqdn myidd —~0O O ID
!
ipsec local policy 2
self-identity fqdn myidd OO ID
!
OactionO0 0O OO00O0O: track objectO OO0 downO OO actionO OO0 O OO0OO
OactionO0 00000 : netevent0 0000000000000 O0OO0OActionDO00O0OOOOO
oo0oOoooooog

O eap-identity

oooooog EAPOODOOOOCOIDODODOOOOO

ooooooo eap-identity (WORD]any)

O No O no eap-identity

00 oo 000 O DOauthentication local/remote 0 000000000

O netevent
ooooood O00000000IKEDOO IPsecO000O00D0ODODOOODOODOODOO
ooooooo netevent <trackid:1-255> (connect|disconnect]|reconnect)
netevent <trackid:2048-4095> (connect]disconnect]reconnect)
U No U no netevent
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O OO command

nxrl30#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#ipsec tunnel policy <policy:1-65535>
nxr130(config-ipsec-tunnel)#

O description

ooooooo IPsec tunnel policyO O OO OOO0DOOO
ooooooo description DESCRIPTION

O No O no description DESCRIPTION

O set transform

ggooooo transformO0 000000

ooooood

set transform (esp-3des|esp-des|esp-aesl28|esp-aesl92|esp-aes256|esp-null)
(esp-shal-hmac|esp-md5-hmac|esp-sha256-hmac|esp-sha384-hmac|esp-sha512-hmac|)

oo o oo set transform esp-aesl28 esp-shal-hmac

0000000 HASHOOOODOOOOOODOOESPODODODOOODODODOOO
0000000000000 Oreplayd 0 windowD OO OOOODOODOO
esp-null 00000000000 O0OOOOOOOOOOO

O set pfs
ooooooo  pSOCOOODOOO
ooooooo set pfs (Jgroupl]group2|group5]|phasel]groupl4|groupl5|groupl6]groupl?)
oo o oo set pfs phasel
OIKEviO OO OphaselO OO DH group0 0 OO0 O0ODO
OIKev2O0 O OOPRSOODOOOOODOO@ODOO)NO
O No O no set pfs (= PFSO 0O)

O set anti-replay-check

ooooooo replay0 O windowO OO OO /000000000
ooooooo set anti-replay-check

oo o oo set anti-replay-check

O No O no set anti-replay-check

O set key-exchange

0000000 DODOISAKMP ODOODODODOOOD
0000000 set key-exchange isakmp <1-65535>
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O set key-exchange (change action)
ooooooo
O IPsec tunnel D O OO O isakmp policyd track O O (up/down)J OO0 Oactiond O OO OO0O
000000000000 0000100 IPsecO0000 main/backup0000000O00O0DODOODO
ooooooo
set key-exchange isakmp <1-65535> netevent <trackid:1-255> change isakmp <1-65535>
set key-exchange isakmp <1-65535> netevent <trackid:2048-4095> change isakmp <1-65535>
00 oo
OactionO0O0 00000 : track objectO 0 OO downO OO actionD OO0 OO0OO
OactionO0OOOOD0: netevent0 0000 000000000000 OActionDO000O0OODOO
oopoooooood

O set sa lifetime
ooooooo
IPsec SAO O O0OOOO(Hard Timer)D OO OO OOOOOOOOO0ODOOOSADOOODOOOO
ooooooo set sa lifetime <1081-86400>
od 0O Od set sa lifetime 3600
O No O no set sa lifetime (= set as lifetime 3600)

O negotiation-mode
ooooooo IPsec policyD 0000000000 OOOOOOOO
ooooooo negotiation-mode (auto]on-demand]manual|responder)
auto IPsec service OO0 negotiation0 000000 OIKEv2000000000OO
TS(O0O00000000)YOO0DhooDooDoooooDobooDoeosecOd OO
initiate0 0000000
manual IPsec service O OO0 negotiationO D OO OO tunnelOOOOODOOODOO0O
Backup policyO O OO QOO QOO0
on-demand IPsec serviceO D OO route0 00000 OOONO
responder IPsec serviceO OO OOOOOmanual 00000000 ODOO responder 0000
0000000000000 @ekeyD0)ODODOODO Initiate0 00000000
oo
oo 0O o0 negotiation-mode auto
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O clone
ooooogo

000 IPsec tunnel policyd OO policyd OO ipsec tunnel policyD 0D OO OO0

O00000Omain/backup000000000IPsecO00000D0OO0OONO main/backupd 000
policy00 00000000 D0ODOOO0OOODOOODOOOOOO

Oroute based IPsecJ 0 0100 tunnel interfaced main/backup 00 0000000000000
OO0O0O0D000OO0main/backup0 0000 tunnelD 000000 staticO nat/filter OO0 OO O
gooooooOooooooOooooooooboooooDo

oooogooo
0 No U
ooooooo

O shutdown

goooooo
ooooooo
a No 0

O match address

oooogooo
gooogog

gooogog

O set route

oooogooo
goooooo
O No O

O set priority

gooogog
oooogooo
oo 0O OO0
O No O

clone <1-65535>

no clone
O0O00DoOO0OdO0Dcopy0O00O0DO@UOODDOOOODOO)YYOOO
O tunnel number

Opriority

O description

O negotiation-mode

0 shutdown

O key-exchange

IPsecO 00000000 DODODOOOODO
shutdown
no shutdown

IPsec tunnel OO0 OO0 IPsecd access-list0 000000
match address IPSEC-ACL-NAME

match address IPSEC-ACL-NAME nat-traversal

IPsec access-listd Oglobal nodeO0 O OO0 OO

Destination PrefixO O OO OO0OO0OO0OO0OOOO0O0OOOO
set route

no set route (= Disable)

ooooooooooooooooooo
set priority <1-255>

set priority 1

no set priority (= 00O0)
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0O OO command

UPnP node

UPnP node

nxr130#configure terminal

Enter configuration commands, one per line.

End with CNTL/Z.

nxr130(config)#upnp
nxr130(upnp-config)#

m UPnP

o service
ooooooo
ooooodgo

ooooooooooo
service enable

o external interface

googoogn

goooogo

WAMD ODOOooOoDoooooooo

INTERFACE O ethernet, vlan, ppp DO OOD0DO0OOO0OO0ODO
external interface ethernet <0-2> (Jvid <1-4094>)
external interface ppp <0-4>

o external port-reserve

goooogn

goooobgon
goOOdNoO OO

OOWAN OODODOOOODOO00000oooooooooooooooooooon
OO0o0ooOoOounPO00O0OO0OOOOOOODOOOODOOOODOOO
O000O00ooggTep/ubP 00000000 0OODODODOOOODODOOO0OO®G4 O
gooo0o0o0oooooooo

external port-reserve <1-65535> (]<1-65535>)

no external port-reserve <1-65535> (]<1-65535>)

o external well-known

goooobgon
ooooogon
godNoDO OO

o listen

ooooooo
ooooooo
OOONoO OO
ooooooo

o timeout

ooooogo
ooooogo
ooooogo

well-known port(1-1023)0 0 UPnPO OO DO ODOOOOOODO
external well-known port enable
no external well-known port enable

LANOOOOOOOOUPPOOODDOO LlistenODO IPOOOOOOOOOOO
listen ip A.B.C.D/M

no listen ip A.B.C.D/M

oo20000000

UpnPO O ODOO0OOOOOOOOOODOODOODOODOO
timeout <sec:60-21474836>
no timeoutd (= timout 600)
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m QoS
0000000000000 000000 queuingDOD0OODODOODOO0OOpacket coloringO 0000
00 egress interface0 00000000 OODOOOO
O000000ooOO0O0OoDoOoOgOoQesOooduooogonooOfast-forwardingd 0 O0OO0OO0OOOO
coooooo

1. PFIFO(Packet FIFO)

00000000 default queuingD OO OPFIFO FASTOO DO DOOOOOIPOOODO ToSO OO OO
0000000000000 300queue0 000000000000 queued00000000000
O0OOOOPFIFO FASTOOOOOOOD0OOOO00DOO0O0000OOn

2. TBF(Token Bucket Filtering)

Token Bucket FilteringD OO0 OO0 OOO0OODOshapingD 000000000 DOOOOODOO
bucket 00 tokenO0 D OO 0O0OO tokenOD OO ODOOOOOOOOTokenOOOOOOOOOOOOODO
ooooo

Classless quevingD 0000000000 DOOO0OclassO000O00O0O0OD0OOOOODOOODODOODO
000000 classO0000 shapingD OO ODOOOOOHTBO PQO DO OO class full queuingd O 0O
O0O00DoO0o00oDoOb00o0ob0oO0oOOnBOO shapingU OO OOOODOO classO TBFOODOOOO
cPuO0O0000D0OCO000DODOO00ODOOUOU0ODOOODOOOOUODONBOOODOOOODODOOOODOO

00o0oooooooooooooooooooooooooooboooooDoooooooDooon
O000Oshaping OO0 O00OO0O0OODOOOFRCS OIFGOPADODODOOODOODOODODODDO
O00000000000Oshaping rate 0000000000 OO0OEthernet0 000000 O0ODO0O
O000ODO0OORCS OIFGHPA DO DO DODODOODODODOODOODOdrop DODOODODODODODODO
0000000000000 OEthernet0 0000000000000 OOshapingD 00000000
ifg(inter-frame-gap O 0 0 0O 00O 12byte O 0O O )O fes(4byte) [ pa(preamble:8byte) 0 0 0 O 00O O
O 000o00ooodoooooooooooooooooooDoooooooooooddrop OOOO
00000000000 0Default00OIFGOPAORCS 00 O0DOO0DODOODOOODOODOADO interface
node [ ifg-pa-fcsO OO O OO OOOMM

3. SFQ (Stochastic Fair Queuing)
OoOoooDooooDooodOqueninO0O0000FIowOOOOODOOOODOOOODDO bucketd
O000D00CO000DO00OsSQUO 12700000 queueC 00000 (active)D OO O bucketO O OO
queueJ OO O OOO

Flow O O IP source/destination addressUprotocol DO O OO OOOODOO(PvADOO)IODOOSK
queuveJ 000 12700000000 C0OOODOOO0240000000000000DOOOODO
oo
goooobooooooboooooboooooobboooooboooooDoog@oooo flwoooO
O000D0DoOO0o00ooOoOo)oOdOODOinteractivelOOOODO0OOOOOODOODOOOOODO
ooooooooogo
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4. PQ (Priority Queuing)

High/medium/normal/low 0 40 0 class O queue 0 O OO OO

High priorityd queue 0 00000 OO0 OO Omedium/normal/lowd queueD 0000 O0O0OODOO
oooooooogo

ClassO0 O 40 @ O0)OOclassOODOODOO trafficO0 0000000 DOOOOOOOODODO classO
default queuingO OO OPFIFOO OO

5. HTB
ClassO0OO000OCOOO0ODOOO0ODOOOODODOOOUDOOOOODOOOUODOOOOO
oooooooogo
godoooooooOo0ooUooOoo0UoOooU0UooOOoodU0ooOOoOoOUDOU0OoDOoOoOOUoDOon
oooooooogo

O class [0 default queuingd O PFIFOO O O O O O default class 0 default queuing 0 OSFQO O O

51ceil00OOOOO

HTBOOOceilUODOODOOODOOODc classUOODOOOOOODOOOODOODOOOOODODOOOODO
0D rated D 00rate0 0 000O0ODOOODOODOO
ooOoboboOOclassO0O0ODOOOO0OOOOOO@OOOYY ODODOODODODOODOOOODDOOO
oo

O0000000Oclass priority000000O0quantumO 000000000 OODOO0OOOprior-
ity0O0O00OODoDoOO0O00O0OclassO0000000O00ODO0OODOOOOOquantum O OclassO O
000000 rate0 0000000 ODODOO0O0OODOODODOODOODOODOOOOOMM

quantum = (rate * 1000/8)/r2q

O rg00rate0 quantumO 0000000000 DOOOdefault0d10000
QuantumO OO OO O15000 600000 0000 OO0 r2g0 10000 O rate O 120kbps 00 4.8Mbps 00 O O
O0000rate0 0000000000 0DO0O0OD0ODOOODOOTrated 120kbps 0 00O 120kbps 0 O
O0004.8wbpsO 000 4.8Wbps0 00000 O00DO0OODOODOODOODO
O000O0OOclassO0O0rate0 000 r2q0 000000000 OOOODOODOOO class ratel
0o0ooooooooboobDobooooooboooobooog
O00OclassO000 rated 40Mbps 0 0O 0 0O 0 OO O 40Mbps O quantum 0 O 0 0O (60000) 0 00000
rq0 00000000000 0000000 rate0 000 OO0 minimum rate O

r2q = (40000*1000/8)/60000

min rate = 1500 * 8 /1000 * r2g = 1500 * 40000/60000 = 1000 kbps = 1.0 Mbps
oooooo

5200000000000
HBOODOOODODOOODODODOODODODODODOODODO0O0DO0o00O0Do00oooD0DOdOceceildO
O00000OceilOD00OODceilO00DODOODOODODODOOO

burst = bandwidth/HZ +1600

cburst = ceil/HZ + 1600

O NXR-1200 00O NXR-1250 00 0OHZO 2500 00000000 O0OOOC

O bandwidth/ceil D OO DO O0O0O0ODOO0O0OODOit rate)J 0000 ODO0O (byte rate)0 00O

ooooo
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5.3 class priority 0 0

HTBOOODOODO classO priority0 000000000 O0OOpriority0000 classOOO0O00O0O
00o00oooooooooooooovelPODODOOODOODODODOOOODOOOO classO OO
O0priority00000000000OO

priority0 01070 0000000000000000O00O00OOC0ODODOODOO400000000
OO0 Opriorityd leaf classO 0000 0O0OO0O class(parent class)0 0000 priorityd 0000
oo

6. Packet Coloring

0000000000000 00D0O00MARKO(NXRODODODOODO)O ToSOODODOOODODOToSO
MARKOOOOOOODOODODOODOODOODOPacket coloring0 000000 0OO0QSOOOODOODOOODO
oono
0000000000000 MARKO ToSOO OO OO Oroute-map 0000000 OODO OO Packet
coloringd 0000 O NATO packet filteringO OO OO DOOO0ODOODODOOO Packet Traveling D O
oooooooo

7. 0classOO0OO0O0OOO0DOOO0DOODOOOO

PQO HTBO O OO classfull O queuingO0 O OO O0O0D0OOOclassOO0000D0OOOOODOOONO
OOOOMARKOO ToSO(HTBO OH)O DO DODODOOODOOOOOoO
MARKOOONXROOOODOODOODOOODO Packet coloringD OO0 O DOO00O0OODOOOOODOODOO
PQOOclassO 0 O0OO0OOOMARKO O OO1OO classODOOOOO0OOOO1000000O
HTBO O classO O OO OOOOclass filterO OO OOOOCHass filterOOOODOOOmatchd OO
dooooooooooogon

0000000000000 0010000b000b00dDclassO00000DOOoOOOOOoODOn
(route-map0 00000000 OODOODOOODOO)DO
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O OO0 command

nxr130#

nxrl30#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#class policy NAME
nxrl30(class-policy-config)#

m class
Ooooooo  classOOOO0O0OO
goooooo
o class+child class
class <2-254> bandwidth <1-1000000> (]Jceil <1-1000000>) queue policy NAME

o class+PQ
class <2-254> bandwidth <1-1000000> (]priority <0-7>) (]ceil <1-1000000>)
queue priority-group <1-32>

o class+fifo
class <2-254> bandwidth <1-1000000> (]priority <0-7>) (]ceil <1-1000000>)
queue fifo (Jlimit <1-16384>)

o class+sfq
class <2-254> bandwidth <1-1000000> (|priority <0-7>) (Jceil <1-1000000>) queue fair-queue

o class+tbf
class <2-254> bandwidth <1-1000000> (]priority <0-7>) (Jceil <1-1000000>)
queue shape <RATE:1-1000000> <BUFFER:1-1000000> <LIMIT:1-1000000>

o class+default queue (default queue : fifo)
class <2-254> bandwidth <1-1000000> (]priority <0-7>) (Jceil <1-1000000>)

o classO 0O
no class <2-254>
no class default

o class default (policyO0 O QOO QO)
class default bandwidth <1-1000000> (]priority <0-7>) (]ceil <1-1000000>)
queue (priority-group|shape|fifo|fair-queue)

o default queue (default queue: sfq)
class default bandwidth <1-1000000> (]priority <0-7>) (]ceil <1-1000000>)

gboooooo bandwidthO OO ceil DO OO0 0000 OkKbpsO OO
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O 00 command

nxr130#

nxrl30#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#class filter <2-254>
nxrl30(class-filter-config)#

® match
Oo0oo0oDog  MarkOOToSOOOOODOO
ooooooo match ip mark <1-4095>
match ip tos <0-255>
ooooood O00OmatchDOOOODOODOOOordOO0OO0ODOO
O No O no match ip mark <1-4095>
no match ip tos <0-255>
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O OO command

CRP client node

nxrl130#configure terminal

Enter configuration commands, one per line.

End with CNTL/Z.

nxr130(config)#crp client <1-2>

m server configuration

o server address

goooboon
goooogo
g No a

o server port
ooooooo
ooooood
a No O

O username

ooooooo
ooooood
a No a

o keepalive

ooooooo
ooooooo
ooooooo
ad No O

CRROODOOOOODOOODOOOODO
server address (A.B.C.D|X:X::X:X]FQDN)
no server address : CRPO DO ODOOODOODODOODOOO

cRrOUTOO0OODOOOOODODOOO
server port <udp:1024-65535>
no server port : JO0O00O0OOO0OODOOOOOO

CRROOOOODOOOOOINOODOODOODOOOOODO
username WORD password (hidden]|) WORD
no username : OO IDODOOODOODO

goooooooooooooo

keepalive (<300-28800sec>])
O0O00000000D0OKkeepalive 36000000000
no keepalive : 00000000 OOODOOOO
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Route-map

OO0 packetO route 00 0000000000000 O00DOO0OOOOOOaction0O0O00OD0DOOO

oooooooo

OPacket O coloringU route 0 00000000 ODOOODOODOPacket coloringD OO O traffic
markO(NXROOOOCOOO)D TosOOOOOOO@esOmrkOOOODOOOOODOOO)YDOO
O00dO0QesOdOOoOoOooooogoon

ORoute-map U 0O ODOOOOOODODOODODO route-mp 0o oooonononnO

OO000O0O0 route-map0 0000000000000 DODOO0OOOOOOOODOOODOOOOOO
matchOOOO0OOOactionODOOO00ODO0O

0100 route-map0 00 00O matchDOODOO0OO0O0O000O0O0OmatchOOODOOOOODOOOO
O000D00O000DOCO00O0O00OONROOD1IDOmtchDOODOOOOODODOOOODOOOOODO
ooood

O OO0 command

nxr130#

nxrl30#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxrl30(config)#route-map NAME (permit]deny) <1-65535>
nxr130(config-route-map)#

<gpooooog >
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m match
goooogo

gooboooboboooo

o QSOOO@MO)OOO matchd O

goooooo

gooogog

Qs OO (@MO)OOOmtchODODODOOOODOODO
IP address(class access-list)(] tos 0 O mark O (1Pv4)
match ip tos <0-255>

match ip mark <1-4095>

match ip address ACL

o QoSOODO(0D)I 00 matchO O

gboooooo

goobogog

gbooobogoo

BcPAD OO (IO)DDOUOmatchOODOUOOOOODOOO

ip address(ip route access-list ] )0 nexthop address(] med[d as-path[d origin
match ip address ACL

match ip next-hop ACL-NAME

match metric <0-4294967295>

match as-path ACL-NAME

match origin (egp|igp]incomplete)

O0D0O0o0DoD0oo0ooooooono

no match ip [address|tos|mark|netx-hop (JWORD)]
no match as-path (JWORD)

no match metric (]<0-4294967295>)

no match origin (Jegp|igp]incomplete)

ToSO MarkD OO OODOOOOODOOOODOOO
mtchOOOODOOOO0O0OOset00O0O0O0OOOO
denyOmatchO OO O0OOset0D 00000 OOOO
OO00000000o00O0d0mtchOOOO0OO0OOO0O00O0O0O
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m set
oooooon QoSOBePAD D OO ODDOUODOODOODO

o QSOOI ((@OH)Yooooo

ooooooo QesO o @ODHyooooooooooooooo
tosO Omark O (IPv4 0 0O)

gooooon set tos <0-255>
set mark <1-4095>

oBPAOODO(DO)YDDOOO
ooooooo
OBGPAO O routemap0 0000 O00O0DOODO0 attribute 00000000 O0DOOODO
aggregator Century[] as-path(] atomic-aggregatel] nexthop[d local-preferencel] medd origin
ooooood set aggregator as <1-65535>
set as-path prepend <1-65535>
set atomic-aggregate
set ip next-hop A.B.C.D
set local-preference <0-4294967295>
set metric <0-4294967295>
set origin (egp|igp|incomplete)

gooogooo ToSO MarkDOOOOOOOOODOOODOOO
gooobobobooobobooobobobooobon

m class access-listO 00O ip route access-list

class access-list ip route access-list0 00000 route-mapd matchO O 0O O O match ip
address0 0 0000000000000 ODOODOOOOOI p route access-listd BGP O distribute-
listOOOOD0O0O0OO00000O00ooogoooon

class access-list0 ip route access-list0 00000000000 DOODOOOOOOODOODOO
global node O class access-list0 00 ip route access-list0 000000000

o class access-list
OToSOOMARKOODODOOO setO DO OOOO0OOOOOODOO

o ip route access-list

OO OO0 OIDOODOsetDODO0OODOOOODODOO
O BGPUO distribute-list0 0000000 OO0O0O0DOOOOODO
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O 310 Web Authentication node

Web Authentication node

WebO DO OO

Web O OO packet filterOD OO0 OOO0ODOOO USERDO IPv4 address [0 source/destination0 0 0O
0000000000000 0OWODOOd packetD OO OOUSERO OO0 O forward(in/out)
filter0OOOOOOO0O0OOWbOOOOOOOODODOOODODOODOODOODOO clientOO0O256000

o [O0O command

nxrl20#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr120(config)#web-authenticate

nxrl120(config-webauth)#

s JOO0

O00000000000OHTTP BasicO OO OO

o authenticate basic

OO00o0oog WebOOOBasicOOOODOOOOODODOOOOOOO
oooooog authenticate basic (|redirect)

a No 0 no authenticate
ooooooo no authenticate
ooopoogog

Oredirect0000000CWebhOOOO UWRLOOODDODODODOOODODOO0OOO URLOO redi-
rect-url0 000000000 O0O0O0O
OwebOODODODOODOODOOXTTPOOOODOODODODOOOglobal node O O http-server
enable0 0000 0O

m OO0 URL

BasicO OO URLO O http://0 000 IP address/login.cgil 00O O0OOOOLANO IPODOODO
192.168.0.254 0 00 O O http://192.168.0.254/login.cgi OO0 OO0 OO 00O 0OWeb OO OO OO OODOO
ooooo

m 0000

O00bOoobOoboOoOousERObOObD wLODOOobOoOoDbOooOo0oDbOo0oooDboOoDOoO0ODdtepsod
O0O00oDoOOoO0OooopoouseRO0D0OOO0O0DOOOoUOODoOOoDOOOOwWwhODDOOOOD O DDefault
oooboooboboon

o monitor

ooooooo monitor port 80 (]redirect)
O No 0  no monitor port
gooooog no monitor port
ooooooo

authenticate basic + monitor port 80
OOoOoOoPCOOOOWhOOODOOOOOOWLODOOODOODOODODOOOOO
authenticate basic + monitor port 80 redirect
OO0OOPCOOOOWhODODDOODODOOOWhOODOO redirect-urlD 0000000
no authenticate + monitor port 80 redirect
OO0OOoPCOOOOWhOODDOODODOOOWhOOOOO redirect-url0 0000000
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Web Authentication node

m URLOO
WebOOODDOODOWLODODOOODODOODOODOWODODODODODODODODODODOODOODOOOD
oooodoowLODoooDoooooooooooooooooooooo

o redirect-url

ooooood Oo0oowLOooooood

ooooooo redirect-url RedirectURL (cf. http://www.centurysys.co.jp)

O No O no redirect-url

m 000000
WebOOODOUSEROOODOOOOODOODO30000DOO0O0O0DOOOOOO

o close idle-timeout

ooooooo O00O0O0OUSEROOOO0DODODO0OO0oO0ooDooooooooooooooa
Timeout [ 60-25920000 0 0000 0O00OO0DOODOOOOOODOODO
Default 18000 00O

ooooooo close idle-timeout <60-2592000>

O No O no close

ooooooon close idle-timeout 1800

o close session-timeout

ooooooo dodobododobdoDooodbOooooDOooDoooDoOoogon
dooooooooooooooooooooooooboooooooooon
Timeoutd 60-25920000 0 000 00000D0ODOOOOOODOO
Default 18000 0 0O O

ooooooaod close session-timeout <60-2592000>

O No O no close

ooooooo close idle-timeout 1800

o close browser-close

ooooooo do0o0ooOdwehO0ODOOO0ODODODOOOOODOOODOOODOODOOOWeOOOO
HIMLO ODOOOODOOoODOeoOdOO refreshOdCOOdoO
refreshD 0 0000000OOOOOO

ooooooaod close browser-close

O No O no close

ooooooo close idle-timeout 1800
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Web Authentication node

m 0000000

BasicO DO OOODO usernamel passwordD 0 000000 /000000 @LOOOOO)OOOOO
RADIUS serverJ 000000000 ODOOOD@ADIUSOO)H)ODOOODOOOOORADIUSOOODOODO
odoodoooooooooooooooog

ooooooo account authenticate (local|radius|radius-and-local)

O No O no account authenticate

0000000  account authenticate local

m 000000

00000000 usernamedpassword0 00 64000 000000000O00O0O0O
ooooooo account username USERNAME password (|hidden) PASSWORD

U No | no account username USERNAME

m RADUISO O
RADIUSO OO PAPOOOODOCOOOODOOORADIUS serverJ 0000000 tImeoutd 500000 3
gooooobgooo

o RADUISOODOOO
Account 0 0 0O O O RADIUS server [0 IP addressOUDP port D OO0 OO (secret)l 00 O0O0O0OONO
OO0O0OUDP portd 00 defaultD 1645000000 ORADIUS serverd 2000000000000
oono
oooodood

radius A.B.C.D password (Jhidden) PASSWORD (Jauth-port <1645]1812]<1024-65535>)

radius A.B.C.D auth-port (1645]1812]<1024-65535>)
O No 0  no radius A.B.C.D (oooooog)

no radius A.B.C.D auth-port (auth-port0 000 0O00OO0OO00O)

ooooooon radius A.B.C.D auth-port 1645

o Attributed O
RADIUS serverJ 0000 Attribute D 000000 Attribute D 000000000 DOODOODOODO
oono
ooooooo radius attribute nas-ip-address A.B.C.D

NAS-IP-Address: OO O OOOOIP O0ODOOOOOOOO

radius attribute nas-identifier WORD

NAS-Identifier: 00O 000 O0DOOO0OOOODOODOODOOODOODOODOO
O No O no radius attribute (nas-ip-address|nas-identifier)
ooooood RADINSODODOOODODODOODOOD Attribute0 00000 OD0OODOOOO
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Web Authentication node

o Idle timeoutO OO OO Attributed O 0O
0000000 idle timeoutO OO OO0 OO OO DO ORADIUS server 00000 Attribute 0 00O
timeout0 000 OO0OOOOOODO
ooooooo radius idle-timeout attribute
(ascend-idle-limit]ascend-idle-limit-vsa]idle-limit)
ascend-idle-limit Ascend-Idle-Limit(Attribute Type=244)
ascend-idle-limit-vsa Ascend-ldle-Limit(Attribute Type=244[VSA Type=260 Vendor-1D=529)
idle-limit Idle-Timeout (Attribute Type=28)
O No O no radius idle-timeout attribute

o Session timeoutD 00O 00O Attribute 0 00O
0000000 session timeoutd O OO OOOOOODORADIUS server 00000 Attribute 0O O
timeout0 0D 0000000 O0DO0OODO Attribute000D0O00O0DODOODO
ooooooo radius session-timeout attribute
(ascend-maximum-time|ascend-maximum-time-vsa]session-timeout)
session-timeout Session-Timeout (Attribute Type=27)
ascend-maximum-time Ascend-Maximum-Time(Attribute Type=194)
ascend-maximum-time-vsa
Ascend-Maximum-Time(Attribute Type=19401VSA Type=26] Vendor-1D=529)
O No O no radius session-timeout attribute

o OO0 radiusOOOOOOO
O00OradiusO00000O0O00O00O0O0OO0OOODOOO
ooooooao no radius

® MACOODOODOOO
WebOOODOOODODOODDODOODODODOOODOODOODOODOOOmac access-listd0000
MACOODODODOPCODODOODODODOODODOODODODODOODODOODOOODODO
ooooooo mac access-list (permit]deny) HH:HH:HH:HH:HH:HH (] IFNAME)

O No O no mac access-list (permit]deny) HH:HH:HH:HH:HH:HH

m WebOOOOOO

WebOOODOUOOODODOOODOODOOOO hostO networkO interfaceJ 000 WebhOOOOOOOO
0000000 OwhOOODODODOOOoOoOooooooOagoDglobal nodel ip web-auth access-list0
OoOooDooOgOwehODDOOOO0DODO interfaceD0O0OINOUTOODOOOOOOOODOOOOO
OO0O0O0OD0OOinterface0 0 0000OOOODO interface/tunnel/ppp node O ip webauth-filter 0 O O
coooooo
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O 320 WarpLink node

WarpLink node

WarpLinkOOOOOOODO

WarpLinkOOOOODOOUOOODOOOOOOOOODOODOOWarpLink ManagerOOOOONXROODO
gooobooogn

o OO command

nxrl20#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxrl20(config)#warplink

nxr120(config-warplink)#

m JO0O000OO0

oJ0DDOOODOODOOOINODODODOOOOOOO

WarpLink Manager 0 0 0 OO0 OO0 OO0 O IDODOO0O0O0O0OOOOOOOODOOOOOOOOOOOO0O
oooooo

ooooooo account username USERNAME password (]|hidden) PASSWORD

O No O no account username (JUSERNAME)

o0O0ODOODOODNSOOO/0D0O0OO

O0DOOOOONKROWAND IPODO0O0D0DODOOODOOODOO0ODOODOODOODOOOODOOSO
ooooo

goooooad service enable

O No O no service

ocdD0IDO0O0DOODOOOOODO

NXRO CPUODOODOODOODODODOOO0ODOO0ODODODODOO0DOOoODoOoOooaoDoNSODoOog
Jooddo0oDoooo0oooDooo0ooooooos000ooooooooo3oooon
odoooooo3nuoonoo3nooooooan

0000000020000 00000000Ethernetd VLANO PPPO TunnelOWIiMAXO OO OO OO OO
0000000200000 00000000000000000D00000DO000

ooooooo send-statistics interface INTERFACE

ad No 0  no send-statistics interface (]INTERFACE)

oOsyslogO O OOOOO /00000

NXRO syslogD 0000000000000 0DOOODNSODOOOODOOOOOOOoOOoOo
000000Doo0oooos000d00dsyslog0 000000000 OOONO 100KbyteO OO OO
ooo

ooooooo send-syslog enable

O No O no send-syslog
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WarpLink node

m 000000
odWarpLinkDOOOOOOOOO
WarpLinkDOOOOOOOOOOODOOOODOOO
ooooooo restart warplink
goooood view node0 000000

oDconfig O OODO

NXRO configD OO0 O OO0O0OOOOO0ODOOODOOOOOODNSOOO/0000000DCOOOOO
ooooooo

ooooooo restart warplink send-config

goooood view nodeJ 000000

o OWarpLink ManagerOD OO OO OODOO

WarpLink Manager0O 0 OO0 O0O00O0D0OOOO

oooogooo show warplink

O0oOoooo  wviewnodeOODODOOOO
0o0ooopoooOdoooooooooooooooo

00 ooood 00
Successed WarpLink Manager0 0 O OO QOO
Failed login ooooooooooo

0000000000 0OWarpLink Manager
ooooooooo

0000000000 0OWarpLink Manager
ooooooooo

Failed registraion |WarpLinkManager0 OO OO0 O0OOOOO

Starting

service
Stopping

Status error WarpLink Manager0 0O OO0 O0O0OO
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O 330 Extended track IP reachability node

Netevent O O O O (ip reachability)

Netevent O O 0O O (ip reachability)

Netevent 10000 000000000000 00 trackODOOOOOODO option0 00000000
OO0OONetevent 000 D000 track DD D000 0O000O000F NeteventD DOOODOOO00DO
0o

O 00 command

nxri25#

nxrl25#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxrl25(config)#track <2048-4095> ip reachability
nxrl125(config-ext-track-ipr)#

m destination
ooooood ip reachability 0000 pingD 00O IPOODOODOOOFRONOOCODODOO
goooooo destination (A.B.C.D]JFQDN)

B source
o interface
ooooooo ip reachability0 000 ping0D O 00000000 OOOODOODOODOOOOO
goooooo source interface ethernet <0-2>
source interface tunnel <0-255>
source interface ppp <0-4>
source interface wimax <0-0>
0 No 0 no source

o 1ip

Ooo0ooooo ip reachability0 000 ping0 0000000000 OODOOODOOODOO
0ooooogd  source ip AB.C.D

O No 0 no source

m payload-length
ooooooo
Oip reachabilityO OO0 ping0D 00O size(icmp header D000 O)0O00ODOOOOODOODO
goooooo payload-length <56-1500>
oooooon payload-length 56
O No O no payload-length
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Netevent O O O O (ip reachability)

m transmit

o interval

coooooo ip reachabilityOD OO0 ping0 00 0O000DOOOOODOOOOODO

onoooooo transmit interval <10-32767> (|variable)

coooooo

OvariableDO00O0OOOOping N6OOOO pingDOO00O0OCOO0O0OODOOOODODOOODefault
oobooooo

o retries

ooooooo ip reachability0 000 pingO retry0 00000000 O0OOOO0O
ooooooo transmit retries <0-255>

O No O no transmit retries

m recovery

o count

ooooood 00000000000 ping K OOOODOODODOOOOODOODO
goooood recovery count <1-255>

gooooog recovry count 1

0 No 0 no recovery count
o delay
ooooooo

Oip reachability 00000000000 Cventup OOODOOOO)OODODOO up OO actiond
O0O00D0OC0COdelay OOOOOOOOODOOO
ooooooo recovery delay <10-3600>
O No O no recovery delay
coooooo
ODelay timer DO OD0OOOOOOOtrackd down state OO0 OO0 OO0OO0O0O ip reachability
check OOOODOOOOO
ODelay timer 0 OO0 event down retry0 000000 O Odelay timer O cancel 000 OO
ODelay timer O timeoutO OO Oevent upd actionO0 000000 DOOOOODOdelay timer 0O O
00000 ip reachability fail count 00 OO0 O OO OOactiond 00000 reachability
checkDOOOODOO
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Netevent O O O O (ip reachability)

m set

o df-bit

goooooo ip reachabilityO 000 ping0 O OO0ODF bitOOO0OOOOOODODOOO
ooooooo set df-bit

ogogooooo set df-bit

a No O no set df-bit

o ttl
ooooooo
Oip reachabilityO OO0 pingD 00 OO TILOOOODO O ODefaultd O systemd TTLO (64)0
setJO 00
OO0O0oOoOogd  set ttl <1-255>
oOooooogOd  set ttl 64
O No O no set ttl

B rtt

o threshold

ooooooo
Oping request 0000 0000reply0 0000000000 (Round trip time)J OO OOOO0O
O0Oreply0 000000000000 OO0OO0O T replyD 00000 T rttdelayD0ooooonad
O0rtt statusO downO OO0 OO0 0ODPefault OO ORTTOOODODOOODOOO

o normal-count
ooooooo RTT status up0 O 000000 rtt OOODOOOODefaultO 030000

o delay-count
OOoO0ooO0O0O0d RITstatus downOD O OOOO0O0OCOO0OOOCOOODefaultDO30000

ooooooo rtt threshold <1-5000>
rtt threshold <1-5000> normal-count <1-255> delay-count <1-255>
U No U no rtt

® netevent

o threshold

goooooon monitor-logC OO loggingD D OO O DOOODOOODOOO
oooooon netevent monitor-log-status

goooood no netevent monitor-log-statust] (0 O)

O No 0O  no netevent monitor-log-status
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O 340 Extended track IPv6 reachability node

Netevent O O O O (ipv6 reachability)

Netevent O O O O (ipv6 reachability)

Netevent D D0 00000000000 00000 trackDOOOO0OOO0O option0 00000000
OO0O0ONetevent 0000000 track 0000000000000 F NeteventDOOOOOOOOO
0o

O OO0 command

nxri25#

nxrl25#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr125(config)#track <2048-4095> ipv6 reachability
nxrl25(config-ext-track-ipr)#

m destination
ooooooo ipv6 reachabilityO OO0 pings 0 OO O IPv6eOOOOOOO FNOODOODOODO
0000000  destination (X:X::X:X]FQDN)

B source
o interface
goooooo ipvé reachabilityO0 000 pinge0 000000000000 OOOODOODOOOO
gpoooooo source interface ethernet <0-2>
source interface tunnel <0-255>
source interface ppp <0-4>
0 No a no source

o 1ip

ooooood ipv6 reachabilityO OO0 ping60 000000000 OOODOOOOOOOO
go00O0O0OOd  source ip X:X::X:X

O No [l no source

m payload-length
ooooooo
O ipv6 reachabilityd OO0 pingé 0 000 size(icmpvb header OO OO0 O)OOOOOODOOODO
ooo
gpoooooo payload-length <56-1500>
goooooo payload-length 56
0 No O  no payload-length
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Netevent O O O O (ipv6 reachability)

m transmit

o interval

goooooo ipv6 reachabilityO0 00O pinge0 0000000000 OOODOOO0O

0O00oO0oOgo  transmit interval <10-32767> (Jvariable)

oooooog

Ovariable0 00000 0Opingd NGOOOO pinge0 00000000000 O0D0ODOODOODefault
ooooooo

o retries

goooood ipv6 reachabilityO OO0 ping60 retry0 0000000000DOOO0O
ooooooo transmit retries <0-255>

O No ad no transmit retries

B recovery

o count

ooooooo 00000000000Opinge OK OOOOOODODODODOODODOO
gooooon recovery count <1-255>

goooood recovry count 1

| No O no recovery count
o delay
goooooo

Oipv6 reachability O 000000000 OCevent up OO0OD0O0OO)DODOODO up OO action
OO00000O0OCOdelay OOOOOOOOOODOOO

opoooooo recovery delay <10-3600>

O No O  no recovery delay

oooooog
ODelay timer 000 O0D0OO0OO0ODOtrackd down state 00000000000 ipve
reachability check 00O QOO0 OOOO
ODelay timerd OO0 event downD retry 0000000 OOdelay timerd cancel DO OO0
ODelay timer O timeoutd O O Oevent upO actionD OO0 O00OOOO0OOOOdelay timerd O
000000 ipve reachability fail count 00 OO0 0000 daction0 00 OO0
reachability checkD OO OO ODOO
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Netevent O O O O (ipv6 reachability)

m set
o hop-limit
ooooogo

Oipv6 reachabilityO0 000 pinge0 0000 hop limitO OO O OOO
Oo0oooodno  set hop-limit <1-255>
O0o0oo00ogo  set hop-limit 64
O No O no set hop-limit

m rtt
o threshold
ooooogo
Oping6 request0 000000 Oreplyd00000O0O0O0ONO (Round trip time)OD OO O OODOO
O0reply0 000000000000 OO0OO0O T replyD 00000 T rttdelayD 000 oaonog
O0rtt statusO down O OO0 OO0 0DPefault OO ORTTOODOODOOODOOO

o normal-count
gooooooo RTT status up0 OO0 00000 rtt OOOOOOODefaultOO30000

o delay-count
OO0OO0DO0O RTT status downOD OO0 OO0O00OOO0O0COOODRefault0O30000

ooooooo rtt threshold <1-5000>
rtt threshold <1-5000> normal-count <1-255> delay-count <1-255>
U No | no rtt

® netevent

o threshold

0000000  monitor-log0 00 loggingOD OO O OOOOOODOODOO
oooooono netevent monitor-log-status

ooooooo no netevent monitor-log-status] (00 O)

O No O  no netevent monitor-log-status
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O 350 Monitor-log node

gooao

Neteventip/ipv6 reachabilityO OO OO OO reachabilityD 00000000 OD0OO0OOCODOODOO

oood

go0d0opooo@oooOo)y oooooooooooogwss flashoOO)oooooooooooOo
ooog
OO0O000DOOO00O0DOOOOshow monitor-log0 000 (view nodedO0)O CLIDOODOOOOO
OO0O00DO00ODOCcopyOOO(view node0 D)0 O0OOO0OO0ODOOOODOOO

m JO00O00OO@OOODOOOOoo
O000000OOreachability0 00000000000 O0OO0ODOOOOO
(1) reachabilityd OO0
00o00oOoo0ooooDoooooooooooooooooooooooDooDoooooooboooonodg
000000000 Dead/Delay0 0000000 OD0OOOOCANNVeDODODDODODOODODODODO
ooooooono
<goog s
1.TracklID
ONeteventO OO OOOO TrackO IDODOODOOODO
2.0000
O DateAndTime O O OO 0O 0O O O (ex. 2010-9-30,9:45:36.0)0
3.000IPvd00 OO
4.0001Pva000O0O
5.0001Pv6e0 OO0
6.000 IPv6e0 OO0
7.00
8.00
9.00
10.0000@OO0O0O)
1: Alive(OOO/ARTTOOOODOODOOO)
2: Dead(D O O0O)
3: Delay(RTTO OO O)
11.ICMP Code/Type
12.0000@0O00 00O O0ONextHop MTU)
13.RTT[msec]
O Trap0O0O0OORTTOODOO
U4OPve 0000000000 @OOO0O Deadd O O)
BOpPvAO0O0O00O000O00@O0OO00O0 Deadd O 0)
<pgoooooo >
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m 000000O@OOOOoOooooo (o)
(@ Oboooooboo
ooboooooooobooooooooog
<0 0O 0>
2010-10-5,18:15:15.0,0,133052,5
<ggogd >
1.0000
O DateAndTime O O OO O OO O (ex. 2010-9-30,9:45:36.0)0
2.CcpuO o
go0o3000booobioomoooboon
3.0000000 [Kbyte]
4.00000 00 Connection Tracking O O
goopooOoOoOooOoOo(@CLIOooooooooDoooooo)yboobooooooo

m 0000000 (USB FlashO0OO)OOOOOOOO

() 00000000

000000000000 00000000000000000000000 (1500 1000 Koyte)d O O
0000000000000 000000000000000000000000000000(@0
0000000)000000000000000000000US FlashD0OOOOODOO0OOO gzip
00000000000000000000000000000000000000
O00000000000000000 (global node schedule D0 0000000000 D0)0O0
0ooo0o0ooo

reachability 00 000 0000000000000 O0000O00O0000000000000000
00000000000000000000000

@ O00oopoooooooooo
g0o00doO0b0o0o0ooO0obooooboobOobobobooboDOoboOouse FlashDOOooooooooO
USB FlashO OO OOUOOODOOOOODOOOOOODOOOODOO0OOOOOOOO@O10o0o000)HO
g000doO0o0ob0ooboobooooboD0oboooOoooboboboOoDOoboOoouss FlashooO
goooon
ooooobooboooboobgoobobbooboooboobooboobobobooboooboooo
goopoooobgoboooo
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O 350 Monitor-log node

O OO0 command

nxri25#

nxrl25#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr125(config)#monitor-log

nxrl125(config-monitor-log)#

m reachability
oooooog
Oping/ping6 0000000000 0DO0OOOODO0ODOODOOOOOOODOO0OOODOODOO

goooooo reachability (diskO]diskl) (Jthreshold logsize <150-1000> files <1-10>)
reachability (diskO]diskl) threshold logsize <150-1000>
reachability (diskO|diskl) threshold files <1-10>

goooooo no reachability

O No O no reachability

B resource
ooooood doooooooooooooo3goooooooooooooooonoDo
goooooo resource (diskO]diskl) (Jthreshold logsize <150-1000> files <1-10>)
resource (diskO]diskl) threshold logsize <150-1000>
resource (diskO]diskl) threshold files <1-10>
goooooa no resource
U No U no resource

gboooooo
OoooboooooboobogdiskojdiskiO0)oooogusBoODOOOOO USB FlashO O OO
DOoOoooOoOdO0diskeDOogooousei0donooouse FlashDOOODOOOOODOOOdiskl
goooooo
OlogsizeO O OO0 MOOOOOOOODODOODODOODOOO
OfilesO0 00000 OO0OO0OOOOOODOOOOOODOOOODODO
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0O 360 interface WiMAX node

interface WiMAX node

m UQ WiMAXO O
NXR-155-/C-wwO OUQ WiMAX O DO D000 O00DODOO0o00ooooooa

WiMAX

uQ
CERTIFIED

O UWQWwWiMaX OOOD0OD0O000D0O0D00oO00ooDOou wivAXx DODOOWIMAX MAC ODOODOODOO
OOoOooooOoOwiMAX VAC DOOOO0OODOO0O0OooOOo0oooOooooooooooooooo
o

O oooooguwwiMxobooooooogoooooooobooooogoooooooobowooo
goooooboboobobooboboboobobon

O wWiMAX OOO0oooogooooogooooooooooobooooooobooo

B WiNAXOOODOOOO

O WiMAXO Worldwide Interoperability for Microwave AccessO OO OO0 O00OOOOODOOODOO
OOoooooooooowivaxoooooouw wiMxooooooooo

OEthernetJ 000 L2 ARPODOOOOODO

Oipva0OOO0D0OOOOWeODOOOOODODOOOO
Olpva0O00O0O0O0ODHCPVAO OO DOOOODOOOUOODOOOODOOODOOOOODOODOOOOO
0000 1wPOO00O0DO0O0O0O0O0O0O0OOEthernetD 000 ARPOOOOD O OO point-to-
point0 00000000 OCO0O0DOOOO
ooooooogoooooooooooooooDobooooDooooOwivaxoooooooooo
ObHCPO O OO IPVMAODOUOOOODOODOOODODOODOODOOO/O0D0OODODO
OwivaXO OO /00000SNWPODOOOOODOOOOO uwp/downOODOOOOOWIMAXODOOODODO
Oo0ooooo0ooooooooOadminup/downd 00000000 O0OO0OO0OOOODOOOOO
OOWiMMXO downO OOOOOOO0O0ODODOOOODOOOOODOOOOOOO0OOODOO
00000000 00O0oO0o00ooO0o0o0DoO0o0ooDoOgdfast-forwardingD OO0 OO0O0O0OOOO

oWiMAXUIDOOODOOOOODOOO
DOooOwiMXODOODOoOooooooooooooooooooooooooooooooooom
!
interface wimax 0
ip address dhcp ODHCPO OO ODOO IPOODOOOOODOODOO
ip masquerade grooooooooooooo
1

ip route 0.0.0.0/0 wimax 0 O WiNAXO OO UOOOOOOOOOOOODOOOODOOOOODO
!
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interface WiMAX node

o OO0 command

nxrl155#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxri55(config)#interface wimax 0

nxr155(config-wimax)#

O ip redirects
ooooooo
OICMP redirectO type=50 00 0000000000000 0O00ODO0ODOODOODOODOODODOOODO
O000000000RFC792(T
00000 Send redirect00000OO0OICMP redirect 00000000000 0DO0O0DOOODOODO
oooooon ip redirects
gooooood ip redirects 0 (O 0O)
OoOONeO OO no ip redirectstd (O 0O)
ooooooo
0000 ICMPRedirect D 00O OOOOICMP Redirect DD 0D OO0 OOHestD OO ODOODOOODO
go0ooooooooooooDooDobOobOoboooDoD
0 Host A0 OHost B(192.168.1.100)0 0 IPv4a0 0 00O O default gw(NXR) O O OO OO O
ONROODODODODOOOO0OD192.168.1.0/240 00 next hopd 192.168.1.2530 00000
OO00ORouter AUODODOODO
O 0O000O0Onext hopO Router ADODOOODOHest ADODOOOODODODODOODOHost AD
ICMP Redirect0 DO O OO0
0 Host ADODO OO Host BODO O IPvAO O OO OO ICMP Redirect 0 OO OO0 next hopO OO
O0ORouter ADODOODOODO
OO000O00OICMP Redirect DD 0D 0DO0DOO00ODOODODODOODODODOOODOODDOODOO
000o00oo0oood forwardingD ODODOOOOO
PC B: 192.168.1.100

A
L oo e e —
i :
|
T
192.168.1.0/24 !
|
ABTAYIIL—b
192.168.1.0/24 (gw) 192.168.1.253 NXR Router A
192.168.0.254 1 192.168.0.253
. = |
Send Redirect 34 -~ ‘ @ IP to 192.168.1.100 !
|
_____________ L1
: 192.168.0.0/24
| @ 1P to 192.168.1.100

(3 Redirect (Next hop=192.168.0.253) l
(1) 1P to 192.168.1.100

&

PC A: 192.168.0.100
Default GW=182.168.0.254
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interface WiMAX node

O ip tcp adjust-mss

ooooooo

O Path MTU Discoveryd PMTUDO O O OEnd-to-endD 0000 O00O0OCO0ODOCOOONMNOOOOO
ogoooooooooooooooooOooooOobooOooooOooobOooooOoobboOoBoooo
OOO0ooOooIvaOO0O0OD0OOOO0O ICMP fragment needed 0000000000 OOOCODOO
OooooooooooooooooopevtDODOOOOOOOOOOOOODOOODOOPMTUD
godoooOdoooOdUooodoovuoooooooOoooo0ooooOo0oOoOOoUooOUEnd-
to-end0 O 0O00D0OOO0DODOOOODOOODOOOOOOOOOOTCPOO  SYN/SYN-ACKO O OO
gwMssOOoOOoOoOoOoOoOoOoOoOoOoUOOooOUOOooOgooOooTCcPODOOUODOOODODOODO
ocooooooooooobogooboooobooooooobbooooDobooooDoDo

oooooono ip tcp adjust-mss (auto]<500-1460:bytes>)

oooooao no ip tcp adjust-mss

O0O0ONoO OO no ip tcp adjust-mss

ooooooo

Olpvi0O00ODOOCO0ODOOOOOTCPOOODOOOODOOOOTCPODOOOODOOUODOOOODO
goboooooooooboooooooowssoogooooo

OO0O0ooOooowvMssOdooO0U0DoOdObauto000O0OOOOOOMSSOOOOOOMSSOOODO
oooooooooooboboooo

OoOoOoooooooooosMsshogooooooogwawssooooooooooooooooog
ooo

gupPOICMPOOOOOOOOODOOOOOODOOOOOOOOOOOODFODOODOCOOUODOODO
gooooooooooooooboooooooooobooooobOoooo

(M no ip tep adjust-mss0 00O OOOOTCP MSSODOOOODOOOODODOOO
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interface WiMAX node

O ip mask-reply

ooooooo

OOpenvViewDO OO ODO0ODOOOODOODODOODOOOOOODOOD ICMP address mask request
Otype=1700 0000000000000 O0O0OOOOOOOOOOOOOOOOOOOOOOOO
oooooooobooooooood

OO000ODOODOICMP address mask request 00000000 O0OOOOOODOODOOO

ooooooo ip mask-reply [ ICMP address mask request 00 00O O [

goooogon no ip mask-replyd) ICMP address mask requestd 0 00O 00O I
OO00ONeOODO  no ip mask-reply
ooooooo

O ICMP address mask request/reply 00000000

ISP~ ppp0 (10.0.0.196/32)

7 "ICMP address mask replyhE %

s
s

NXR#2
192.168.0.253

a NXR#1

192.168.0.254
§ A
ICMP address mask replyh' &30 )‘ Request (to 10.0.0.196)

Request (to 192.168.0,254)

192.168.0.0/24

j A/ Reply (mask=255.255.255.255)
Reply (mask=255.255.255.255)

S

OpenView
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interface WiMAX node

O ip arp reachable-time

0000000 OUCOOUOOUOARP JO000O00OO0DOODODOOODOOOO

ooooooo ip arp reachable-time <30000-3600000>

ooooooo ip arp reachable-time 30000

OO0O0ONoO OO  no ip arp reachable-time

0000000 showarp JO00OD0OOOOOOOREACHBLEDO OO OODODODOOOO
O000000MmMO0.5 0 1.50x% reachable-time 00000 O0O0O0OODO0O

O ip arp queue length

goooooo

OEthernet/VLANWINAX O OO O OODOOO IPVMAOD00O0OCODODOO0O0OODOOOODO next hopd O
MACOOOODOODOOOODODODOODODOOODOOOOMACODOOODOOOODODOO queueingd OO0
goooooooooooo

ooooooo ip arp queue length <1-1000>

ooooooo ip arp queue length 3

OO00ONoO DO no ip arp queue length

goooooo

00000000 (Ethernet/VLANWIMAX)O O DO OODOOOODODOOO

OQuete 00 0ODDODODOOOOOOOOOOODO

000 queueO queueing0 00 0000000000000 OOOOOOOOODOOOOOOQueue
00000000000 000ooooooO0C0Oquesed000O0O0OO0ODODODOOO0O

O ip access-group

ooooooo
Oglobal node0 D000 ACLODOOODODODODODOODOODODODODODOODODOODODO
ooooooo

ooooooon ip access-group (injout|forward-in|forward-out) IPV4-ACL-NAME

OgooONeO OO no ip access-group (injout]forward-in|forward-out)

ooooooo
00o00oo0oodooooooooooooooooDoood@On Packet TravelingD O 0O)O OO
00400000
in(local input) NXRROOODOOOOOOODOODOODODODOOOO

out(local output) NXRO O OO OO DODODOODODOODODOOOD

000000000000 0O0NRDOODOODOOoOoOoOoooooooooon
forward-in NXROODOOOODOOODOOOOOO forwardingD OOODOOOOOODOOO
forward-out NXRO O OO OODODOOO0OOO0ODOO forwardingDdOODOODOODOODOOOO

OmacO0 0000 ACLOOoutOd OO forward-out0 000 0O0O0ODO0ODOODOO
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interface WiMAX node

O ip masquerade

ooooooo
g0oo000ooO0oO00oo0o0OoOo0oU0ooOoU0oOoOUoDoOOooo V400D DOO0ODOOODDO
oompv4adDO0oOOooooooooooooo

oooooono ip masquerade 0O O0O0O

oooooao no ip masqueradel] 00 O O

OO0ONoO OO no ip masquerade

ooooooo

000000000000 (Ethernet/VLAN/PPP/Tunnel/WiNAX) DO O OO OO OODOOOODO
OTCP/UDF/ICMPO OO OO0OOOOOOOODOOOODODOOODOOOOODOOOOODODOOO
Olpv60O000OCOIWKPOOOOOOOOODODOOO

Oforward out/local output 0 OO0 DO OO0DOOO0DOOOOOOOIIPOOOOOODOOODOOOO

O ip (snat-group|dnat-group)

ooooogo

Oglobal node0 0 OO0 SNTOOODNATOOOOODODODODOODOODODODOOStatic NATO
dooooopooooog

OSNATOOODOODODOOO00O0O0ODODOODNATODDODODODOODOODODODOODOO

oooooono ip (snat-group]dnat-group) NAT-NAME

OO0ONoO OO no ip (snhat-group|dnat-group)

goooogn NATO DO OO OOOOiup snat/ip dnat)d O OO (global node)0D OO O OO

O ip spi-filter

ooooooo
000000000000 000000SPIO Stateful Packet Inspectiond 00000000 OO0O
oo0oob0bobooooobDooooooDooOOooDooDobD0ooO0ooO0oDoDODO0oDO0obOOoDbOoODOD
oooo

oooooao ip spi-filter 0O O0O0O

oooooono no ip spi-filter0 0 OO

O0ONoO OO no ip spi-filter

ooooogo
O00000D00000OOestablishedD OO0 related 00000000000 OOODOODOOO
OEstablishedD 0 00O 0O0OO00OO00ODOODOODOODOODOODOOOOOOODOODOOOOOODOOO
ORelated 00000000 ODOD0OO0DODOODOOOOOOODOFTPOODODODOOOODOOO
oood

O000o0DooD0oOooOdsynd00o0oooooDooooDooDoDOoooooo
OSPIOOforward inO 00 local input0 00 0000000000000 DO0OOOOOOOOOO
oooooog
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interface WiMAX node

O session invalid-status-drop-interface
ooooogo
Osession invalid-status-drop OO (global node0 0)O0 O OO0 OODOOOODOOODOOODOOO
oo
O00000Odefault 000000
0000000  session invalid-status-drop-interface enable
oooooao no session invalid-status-drop-interface enable
OO0ONoO OO no session invalid-status-drop-interface enable
ooooooo
0000000DO00DbOO0o0o0o0o0ooDbOoboobOOoondglobal node [0 session invalid-status-drop
0oO0o0oo0oo0oDDO0b0oooo0oDo0oDo0D0DO0oD0Db0bO00DDODOwimax 0 OODO
dooooopooopoooooood
- global node [0 Osession invalid-status-drop O OO0 OO0 OO0
nxr155(config)#no session invalid-status-drop enable
- 0000000000000 ooooooOoon
nxr155(config)#interface wimax 0
nxr155(config-wimax)#session invalid-status-drop-interface enable

O netevent
ooooooo

Oo00ooOooDooOoooDoOo0O wiMAX O connect(0 OO disconnect) D 0O OO OOODODO
oooooono netevent <trackid:1-255>|<trackid:2048-4095> (connect|disconnect)
godNoO OO no netevent

O ip webauth-Filter
ooooooo
OwebOOOOOOOOOOOODOOOODOOODOODOOOODOOODOOOODOOOODOOOO
O0O0O0OdOOwehOOOOOOOOOOOOOOUODOOOOO
OwebO OOODOOOOODOOOODOOODONN OUTOOODODOOOOOOOOOOOOODO
OObPefawltd OO OOODODOOO
oooooao ip webauth-filter (forward-in]forward-out) WEBAUTH-ACL-NAME
OO0ONoO OO no ip webauth-filter (forward-in|forward-out)
ooooooo
OwebOODOOOOOODODOOODOOOIup web-auth access-listO 0 00O 0Oglobal noded 0000
oooooo
OWebO DO DOOODOOOWeb Authenticate node0 D OO0 O OOO0OO
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interface WiMAX node

O ipsec policy

ooooooO0 [OOoOobobooobooooobogipsecObDbOOoObObOOODOOO

goooooo ipsec policy <local policy:1-255>

OooONeO OO no ipsec policy (]J<local policy:1-255>)

ooooooog
Oo0O00ooOoOooboOoOdIpsecODO0OOOODO2000000000000O0O00O0OIIPV4DO IPv6ODO
000010000 IpsecO000O0O0O0 ODOOODOOUOODOODOODOO

O ipsec policy-ignore

ooooooo

OlPsec policy 0000 0OODODOO0ODOO0OODOOOOOODODOOINPsec policy OO0 any O0O0O0O
ooooO0oOooooooooboOirsec DOOODODOODOOODOOODOOOOOO

goooooo ipsec policy-ignore (]input]output)

goooood no ipsec policy-ignored 00O 0O

go0ONoOOO no ipsec policy-ignore

ooooooo

OlnputO0 0000 O0OOinbound policy check 0O OOOODOOOIPsec DOODOOOOOOOO
ooooo0o ooboooooooogooobooooobooo

Ooutput 000000 OCO0OOO0DOOOOOOOOOOUOODOOOOOOIPsec policy 0OOO
ooooooooooooobooo
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interface WiMAX node

® QoS
ogoooooo QeSO OO

o HTBO OO

ooooooo queue policy POLICYNAME bandwidth <1-1000000> (]ifg-pa-fcs)

ooooooo
OHTBOOOOOODOOclass policyOD OO OOO0OO0O class policyD OO0 OO0
O000000class policyD O0OD0OOO00OOclassOO000O0OO0OOOOODOO class policyd OO

00000000 HBOODOODODOO

ObandwidthO O class policyD OO0 OO0 O0OO0O0OOO
Oifg-pa-fes(UO0)ODODODO0OOO0O0OODOODefaultd 00 OO0

o PQUDODO

O0O0OoooO  queue priority-group <PRIORITY-MAP-NUMBER:1-32>

ooooooo

OPQODOODOOODOOglobal noded O OO0 priority-map0 000000

000000 priority-map0 00 0000000000000 default classO000000OO0O PQO
00000000000 priority-map0 000000000 OPOOOODOOODO
O00classO000000000O0O00OOdefault classO00000O00O0OOO

o SFQUDODO
ooooooo queue fair-queue

o FIFOO OO
ooooooo queue fifo (Jlimit <1-16384>)
ooooooo limitO FIFOOOOOOODOOOODOOOOODOOO

o TBF(shaping)O O O
ooooooo
queue shape <RATE:1-1000000> <BUFFER:1-1000000> <LIMIT:1-1000000> (]ifg-pa-fcs)

ooooooo

O <RATE:1-1000000>  Shapingd O O (Kbps)D OO OO OO

[0 <BUFFER:1-1000000> Bucket O O 0O (bytes)D DO OO OO

O<LIMIT:1-1000000> TokenD OO OOOOOOOOCOOOOOOODOOOOOOOOONO (bytes)

ooooooo
Oifg-pa-fcs(UO)DOODOOOOODOOOOODefault0 00000

o no queue

gooooon no queue
ooooooo 0000000 queued 0000 Odefault queuel pfifo fastO OO O OOdOnO
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m QoS (0O)

o classify

ooooooo classify (input]output) route-map ROUTEMAP

ooooooo

000000 o0ooooooooooooooolooooooooodOinputd outputd OO OO
0opooooooooo

Oinput0 00 000O00D0OODDOPRE-ROUTING(O O O Packet TravelingD O O)O0 O OODOOODO
Ooutput0 00O 0OD0ODOOODOODOPOST-ROUTING(O O O Packet TravelingD O O0)0D OO0 OO0OODO

o no classify

ooooooo no classify (]input]output)

ooooooo

O00d0o0oooo0oooooooooooooooon

(Mno classify0 000000000 (inputd output) DO 0000000000 ODOOOOOOOO
input0 00 outputO O OO OOO

e ifg-pa-fcs

00000000 00ooO000oo000ooo00o0oo00o0oo000Doo0o0OOnano shapingO
OOFCSO IFGO PADODOODOOODOODOOO rate00000O00O0DOONO0OOshaping rate0 000
O00000O0OOOEthernet0 000000000000 OOOOOOFRCSO IFGO PAOOOODOOO
O000o0o0oDoooooonooooooodoooooooDoo0ooooodnDoOndndEethernet/
WIMMXDOODODOOODOODOODODOOshaping rate0 000 00O IFG(inter-frame-gap 0 0000 0O
2000000)IFCS@OnO)OPA(preamble:s0 0000 OO OOOOOOOOOOOOODOOO
O000oooDoO000DoOO00o0oo00ooo0UoDoooooooOoo0oDoooooDooOooon
Pefault DO OO OOOODOOOOOIFGOPAORCS DODOOOOODOODOOOMM
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OOoO000O00O0O0000n

O0DO0ODOOO0ODOOETHER 10 1PODO0ODOODOOODOO0ODO0ODOODODOETHER 10 IPODODOODODOO
gboboobobooobon

1. Console(U OO Telnet) O OO OO OODOOOOOOO

Century Systems NXR-130 Series ver 5.1.0

nxrl30 login: admin

Password:

Century Systems NXR-130 Series ver 5.1.0 (build 47/17:36 03 04 2009)
nxr130#

2. “ configure terminal” OO O OODOCONFIGURATIOND OO ODOOOOODO
nxr130#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxrl30(config)#

3. “ interface ethernet 1” OO O OO0 interface nodeCD OO OOO0O
nxrl30(config)#interface ethernet 1
nxrl30(config-if)#

4 \PO0ODOCDOOOOODOOOOOODOOO
nxrl130(config-if)# description ETHER 1 ~000b0oD0oO0oooooooon
nxrl30(config-if)#ip address 192.168.1.254/24

5. "exit" DOOO0O2000000view noded OO0 OOO
nxrl30(config-if)#exit

nxrl30(config)#exit

nxr130#

6. “ show configr OO OO OOOOOOOOOOO
nxr130#show config

!

o000 000ooooooooo

!

interface ethernet 1

description ETHER 1

ip address 192.168.1.254/24

1

Doooobooboobooobobo
!
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OOPPPOEOODOO

PPPOE0 D ODOODODOOODO0ODOODOODLDO0ODLO0ODLODOOODLO0OODDODOOOCN IPved
goipvdd BODOODDODOOODOOODOOO

™

T—IDWETL
/ADSLET Ly

r

‘u;ﬁmum SYSTEMS i Futurence NXR-130/C

nxr130#show config
1

I Century Systems NXR-130 ver 5.1.1 (build XX/11:43 07 05 2009)
!

hostname nxr130 ~goooooo

!

!

ipv6 forwarding ~Ipv60 0000000000000
fast-forwarding enable ~00do0o00oooobooboooooooooo
!

!

12tp 0 <~ OCN IPv6O O OO L2TPOCOODOODOO

tunnel address XXXXXXXXX.ocn.ne.jp <~ OCN IPveO O OOODOOOXXXXOODOOO
tunnel ppp O ~ PPP over L2TPO OO

interface ppp 0

description OCNv6 ~PPPOOODOODOOCNVEO OO
no ip address
ipvé dhcp client pd AAA — DHCPv6-PDLI prefix delegation 0 O O
mtu 1390 ~PPPOODOOODOOOMIUDOODO
JOCN IPveD 0D ODOODODO 13900000
ipvé tcp adjust-mss auto < IPv6 0 TCP MSSO auto(D D O O )OO O
ipv6 access-group in dhcpvé ~00000gpoobHCPv6D DO OO ODODOODDOODOO
ipv6 spi-filter ~IPv6eO SPIOODOOOOO
ppp username XXXXXX password hidden XXXXXXX — PPPOCOOOOODOOIDODOOOOOOOONO
no ppp ipcp enable ~IPCPOOODOODO
ppp ipv6ep enable ~IPv6CPO OO ODOO
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OOPPPOEO OO O

interface ppp 1

description B-flets XXX < PPPIO BOOODO

ip address negotiated ~Ooomwoono

no ip redirects ~IcvvOOoOoOooooooooo

ip tcp adjust-mss auto < TCP MSSO auto(U DO O)H)O OO

ip access-group in upnp ~000b0OooouwpnPO0DOOOOODOOODOO

ip access-group forward-in upnp ~O000booooupnPd0O0OOOOOODOOODOOO

ip access-group forward-out private ~000000O0private0 0000000 OODOODOO
Mmoooooo

ip masquerade ~ppplO0 0000000 IPOOOODOOODOODODOO

ip spi-filter —ppplOO00D0OODOOSPIODOODOODO

ppp username XXXXXX password hidden XXXXXX ~PPPODOOOOOOOOIDOOOODOOOOONO
!

interface ethernet 0

ip address 192.168.XXX.XXX/24 —ethernet OO OODOOODOOIPODOOODOOO

ip access-group in netbios ~000b0gooNetBlOSODOOOOOOOOODOOOO

ip access-group forward-in netbios ~O0oogooNetBlOSOOOOOOOOOODOOOO
ipv6 address AAA ::254/64 <DHCPV6-PDO OO OOODODOODOOODODOOODODO 2540
ipvé nd send-ra ~ RAO Router advertisementd OO0 000

interface ethernet 1

no ip address ~ethernet 100000000 IPOOOODOO0ONO
ip access-group in upnp ~O000boooounPO00D0OODOOOOOODOOO
ip access-group forward-in upnp ~000b0OooouwpnPO00DODOOOOOOODOO
pppoe-client ppp 1 —pppoel 000 0O0OOOOppplO O

!
interface ethernet 2
shutdown —~ethernet 20000000000 000O00O00OO

no ip address
1

dns
service enable ~DNSOOO0O0O00O000O
address XXX.XXX.XXX.XXX ~DNSOOO0OO0O0n0O

address XXX. XXX . XXX . XXX
]

syslog

local enable <syslogO0 O OO0OOO0OOOOOO

!
snmp

security 192.168.XXX_XXX/24 <S\WPODODOODODODOOOOODOO
syslocation XXX « syslLocation O O

syscontact XXXXXX ~ sysContact U 0 O

sysname nxrl130 ~ sysName O OO [
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ip route 0.0.0.

0/0 ppp 1 ~IPVA0000000000ppplOO0

ip route 192.168.110.0/24 192.168_XXX.XXX ~-0d0oooooooooooogo
ip route 192.168.120.0/24 192.168.XXX.XXX
ip route 192.168.130.0/24 192.168_XXX.XXX
ip route 192.168.140.0/24 192.168.XXX.XXX
ip route 192.168.150.0/24 192.168_XXX.XXX

ipv6 route ::/0 ppp O ~IPv6 0000000000 pppo0 OO

!

ip access-list
ip access-list
ip access-list
ip access-list
ip access-list
ip access-list
ip access-list
ip access-list
ip access-list

ip access-list
1

netbios deny any any tcp any range 137 139 ~NetBlOSOOOOODOODO
netbios deny any any udp any range 137 139

netbios deny any any tcp 137 any

netbios deny any any udp 137 any

private deny any 192.168.0.0/160 0O 00000000 OOOOOOOOOOO
private deny any 172.16.0.0/12

private deny any 10.0.0.0/8

upnp deny any any udp any 1900 ~UPnPOOODOOODOO

upnp deny any any tcp any 5000

upnp deny any any tcp any 2869

ipv6 access-list dhcpv6 permit any any udp range 546 547 range 546 547

~DHCPv6 D O DO ODOODO
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ooLetevd0 000

20000 L2Tpv30000000ODO0OENd to Endd < nxrlO OO >
Ethernet0 000000000 OOOOOOOOO 1

12tpv3 hostname nxrl 00000000

12tpv3 router-id 192.168.200.254
~goooiup

!
12tpv3 tunnel 1

description nxrl-nxr2

tunnel address 11.11.11.11
<00 LCCEOWANO IPO DO OO
ETHER 0
nxt—1 tunnel hostname nxr2 OO LCCEOOOOO
ppp0: 10.10.10.10 tunnel router-id 192.168.200.253

00 LCCEO 1D

LAN A: 192.168.0.0/24

12tpv3 xconnect 1

description nxrl-nxr2

tunnel 1

xconnect ethernet 0
~lkkOooooooooooooo

xconnect end-id 1

ppp0: 11.11.11. 11 ~O00LCCEOD end-id0 O OO0OOO
nxr-2 \
ETHER 0 ’

L2TPv3 Tunnel

Internet

L2 Service

LAN B: 192.168.0.0/24 <nxr2000 >
1

12tpv3 hostname nxr2

12tpv3 router-id 192.168.200.253
!
12tpv3 tunnel 1
description nxr2-nxrl
tunnel address 10.10.10.10
tunnel hostname nxrl
tunnel router-id 192.168.200.254
1

A
|

12tpv3 xconnect 1
description nxr2-nxrl
tunnel 1

xconnect ethernet 0

xconnect end-id 1
!
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OO0OIPsecO OO

goooooobgoirsecdddn1b1000n
gbobooboboon

<O0OooOog >
O00000O0bDoooooPPPEOOOOOOO
OooooooOo0ooooooobooooooa
ooobooooooood
24— 192.168.1.0/24 OlPsecO0 0000000 OO0OOOMOIPsec OO
oooooooobooooooo
grdoooooooOooooooooo

ETHER 0: 192.168. 1. 254/24 gbooogooogoo
%nxr% 000000 IPO00OOOODaggressive

ppp 0:10.1.0.1 00000000000
OPSKOODDOOOOODOO” centurysys”
ooooo

PPPoE

<00oooooo s
nternet

,

|Psec Tunnel
PPPoEI_\ -

ppp 0: BhRYIP
nxr-2
ETHER 0: 192. 168. 2. 254/24

Mo 192.168.2.0/24

A
I
n |
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<nxr-1000 >
!
ipsec local policy 1
address ip
!
!
ipsec isakmp policy 1
description to nxr2
authentication pre-share centurysys
~ PSKO” centurysys” OO0
keepalive periodic clear
~000oo0oooooooooosAgooon
hash shal
encryption aes128
group 14
isakmp-mode aggressive ~ aggressive 0 00O
remote address ip any ~ogooogiue
remote identity fqdn nxr2.desu
<000 1D0 00O (FQDN)

local policy 1
!
!
ipsec tunnel policy 1
description to nxr2
negotiation-mode manual

~.do0o0oooooooooooo
set transform esp-aesl28 esp-shal-hmac
set key-exchange isakmp 1

0000 IsAkMPOODOOODOODO0O
match address nxr2

~IPsecO0 000000 nxr2” OODODOODOO

!

!

interface ppp 0

description test

ip address 10.1.0.1/32

ip tcp adjust-mss auto

ip access-group in in-ppp0
ip masquerade

ip spi-filter

ppp authentication pap

ppp username user001@xxx.com password user001
ipsec policy 1

~0gimwrogog
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1
interface ethernet 0
ip address 192.168.1.254/24
~LANODOIPODOOO
!
interface ethernet 1
no ip address
pppoe-client ppp 0
1
interface ethernet 2
no ip address
!
!
!
ip route 0.0.0.0/0 ppp O
!
ip access-list in-ppp0 permit any any 50
~ESPODODO
ip access-list in-ppp0 permit any any udp
any 500
~ ISAKMPO O O
ip access-list in-ppp0 permit any any icmp
1
ipsec access-list nxr2
192.168.2.0/24

ip 192.168.1.0/24

~srclP dstiPOOO0DOOOO



OOIlPsecOOOO

<nxr-2000 >

!

ipsec local policy 1

address ip

self-identity fqdn nxr2.desu

~00000 ID(FQDN)

!

!

ipsec isakmp policy 1

description to nxrl

authentication pre-share centurysys
keepalive 10 3 periodic

hash shal

encryption aes128

group 14

isakmp-mode aggressive

remote address ip 10.1.0.1

~O000ogwAaNO IPOODODO

local policy 1

!

!

ipsec tunnel policy 1

description to nxrl

set transform esp-aesl128 esp-shal-hmac
set key-exchange isakmp 1

match address nxrl
!
!
interface ppp 0

description test

ip address negotiated

ip tcp adjust-mss auto

ip access-group in in-ppp0

ip masquerade

ip spi-filter

ppp authentication pap

ppp username user002@xxx.com password user002
ipsec policy 1
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1

interface ethernet 0

ip address 192.168.2.254/24

~LANOO wPoOogno

!

interface ethernet 1

no ip address

pppoe-client ppp 0

!

interface ethernet 2

no ip address

!

!

!

ip route 0.0.0.0/0 ppp O

!

ip access-list in-ppp0 permit any any icmp
ip access-list in-ppp0 permit 10.0.0.1 any 50
ip access-list in-ppp0 permit 10.0.0.1 any
udp any 500

!
ipsec access-list nxrl ip 192.168.2.0/24
192.168.1.0/24
<srclP dstiPO0ODOOO0O



gooo0boooooooano

NXROODOODOODODOODOODODODODODO0D0O0D0O0000000000000000000000d Web
ooooooooooooo
http://www.centurysys.co. jp/router/list_mobiledata.html

goboobooboobgoobooboobooboobobooboobooboooobobooo
gooobooooboooboobobobooboobo

1. 000000000000000000000O0Oshow mobile 0 apO 00O OO APN: emb.ne.jp”
OCIDOPDP TypeOODOODOOOOOODOOD APN: emb.ne.jp” O CIDO 10PDP TypeO IPO OO
nxr120#show mobile 0 ap

CID :1

PDP Type : IP

APN : emb.ne.jp
CID t 2

PDP Type : PPP

APN . rtc.data
CID : 3

PDP Type : IP

APN - 3g.commu

2. 00000O0OOCcibgPoP TypeOOOOOOOOOODOOOODOOO
nxr120#show config
ooooooogogo
!
interface ppp 0
description 3G
ip address negotiated
no ip redirects
ip tcp adjust-mss auto
ip masquerade
ppp username em password em ~goompoooboooon
dial-up string *99***1# ~cidd 10000000 1000
mobile apn emb.ne.jp cid 1 pdp-type ip — cid 10 pdp-type O IP
ooooooogoo
1

mobile O ppp O 0000000 ppp OOODO

!

ip route 0.0.0.0/0 ppp O IO O0O0O0O00DO0O0 pppo0O OO
end
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O0QeSsOO OO

QoS(PI OO ODC0OODDODO

OO0 AOODO BOO DO C(LANz1000Mbps) [0 WANz10OMbps O UDPO D OO OOOODOODODOODOO (PQU
OoOooDoOoo0oooooooooooOgnOd4Mpstd0Dpppo0 00000 OOoDOOOA:
40MbpsO B:40MbpsO Cz20Mbps D D OO O (OO OODOODOOOOWANODODOODOODODOOO)O

priority:high —>
Imk A:192.168.0. 1

priority:normal —> 1000Mbps

im B:192.168.0. 2

priority:low —>
83 C:192.168.0.3

priority-map 1 high ip mark 1
~ MarkDOOOOOODOO
priority-map 1 low ip mark 3
« 1:high, 3:low, O 0O O :default(normal)
1
interface ppp O
description pppoe
ip address negotiated
ip tcp adjust-mss auto
ip masquerade
ppp username XXXX password YYYY
queue priority-group 1
- PROOOOODOOO
!
interface ethernet 0
ip address 192.168.0.254/24
classify input route-map RMAP1
1
interface ethernet 1
no ip address
pppoe-client ppp 0
!
route-map RMAP1 permit 1
match ip address listl
< 000000000000 OACL: Tistl)
set mark 10
«~ MarkOD OO OODOOOL:high)
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eth0:192. 168. 0. 254

NXR

route-map RMAP1 permit 2
<~ 000000000000 ACL:Tist2)
match ip address list2
~ default class(normaD0 000000000
set mark 2
!
route-map RMAP1 permit 3
match ip address list3
~ 000000000000 OACL: Tist3)
set mark 3
~ MarkOODOODOODOOR:1ow)
!
!
! QeSO O D000 OooOoDODbOOoOn
class access-list listl ip 192.168.0.1 any udp
class access-list list2 ip 192.168.0.2 any udp
class access-list list3 ip 192.168.0.3 any udp
1

end
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Packet Traveling

1. IP filteringOOOOO

INPUT/OUTPUT/FORWARDC] O filteringD OO0 D OO0 OO0 M OO0 DO OO O Psec input/output policy
check 0 00O OO SPD(Security Policy Database) I 00000 OO0OODOOESPOOOOOODOOONO/
ESPOCO0ODO0O00O0ODODODOOOOODOOODOOOOmtchOOO0OO0OOODOODOOOOO

o INPUT
(1) invalid-status-drop filter
O invalid-status-drop in filter(SYSTEM)
O invalid-status-drop in filter(interface)
(2) SYSTEM filter
O TCP connection 0 O O
(3) IPsec input policy check
OlPsec ESPOOOODOODOOOOODOOODO
(4) USER input filtering
(5) SPI check
(6) ServiceO filter(GUID OODOO filterO O)

o FORWARD
(1) invalid-status-drop filter
O invalid-status-drop filter(SYSTEM)
O invalid-status-drop forward-in filter(interface )
O invalid-status-drop forward-out filter(interface(l)
(2) SYSTEM filter
O Session limit
(3) IPsec input/output policy check
OlIPsec ESPO OO OO OO OODOoutbound policyOmatchO OO OOOCOODOOO
(4) UPNP filtering
(5) USER forward in/out filtering
(6) SPI(input/forward 0 O O)
(7) Web O OO forward in/out filtering

o OUTPUT

(1) IPsec output policy check
(2) IPsec outbound policyO matchO OO OO0 OODOOOO
(3) USER output filtering

278



Packet Traveling

2. NATOOOOO
NATOODOODOOOOO0O00000

o INPUT
(1) SYSTEM DNAT
(2) UPNP I DNAT
(3) USERO O DNAT(Static NAT)

o OUTPUT
(1) SYSTEM SNAT
(2) IPsec policyO matchODO O OO OOOOOOONATODOODOODOOODOO
OO0O0lIPsec snat-policyO 0000 O0OO0OOONATOOODOOOOODOOO
(3) USER [ O SNAT(Static NAT)
(4) IPv4 Masquerade
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Packet Traveling

3. NXR Packet Traveling
NXRO Packet D DO O DOODOODOODOOODOODODO NATO Filteringd packet coloringd 00O OO

gooboogd

Packet32{g
__________ l-_________- Network
PRE-ROUTING
() conntrack
@ packet coloring
3 DNAT

NXRE & ~MDpacket 1 fth M address~ Mpacket

J @ routing process

y A 4

INPUT ® inbound SPD&
®) input filter
v

A @ oudbound SPD#& 3
® inbound SPDI& &

A \

Local Process FORWARD
v forward-in
) routing process
forward—out

outbound SPD#& &

‘7

OUTPUT
) conntrack
(D output filter

\

POST-ROUTING
(3 packet coloring

Packeti:{g
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Packet Traveling

o Packet forwarding O
- PacketO O -

O

Conntrack

conntrackD 0000000000 ODOOO0O00OOOO0O0O0DODOOOODDO Ceonntrackd O
OO0O0OsessiondOO0(global node)D OO O OOOOOOO

Packet coloring(input)

Destination NAT

OOOONATOOODOOWUNUHOODOODOOOOOO

Routing Process

IPsec inbound SPD(O 1)O0 O

ESPO OO0 OO packetd OO OO policy check DO OO OO OESPO OO O packetd plain-text
O000D0000000dropd00O0DOO0OOipsec policy-ignore inputd 000000000
OOcheckDOOOOODODO

IPsec outbound SPD(O 1) O

ipsec policy-ignore output D 0000000000 Opolicy00O0O0ODOOO0O

Packet filtering

OOOOIP filteringOOODODO(FORWARD) D OO OO OODOODO

Packet coloring(output)

Source NAT

OOOONATOOOOO@UTPIMHOOOOOOOO0OO

- PacketO O -

o Packetd OO (NXR[] 00 )
- PacketO O -

O

Conntrack

conntrackD 0000000000 ODOOO0O00OOOO0O0O0DODOOOODDO Ceonntrackd O
OO0O0OsessiondO00O0(global node)D OO O OOOOOOO

Packet coloring(input)

Destination NAT

OOOONATOOODOOWUNUDHOODOODOOOOO0O

Routing Process

Packet filtering

COOOIP filteringOOODOOUNPUHOODOODOOOODO

IPsec inbound SPD(O 1)O0 O

ESPO OO0 OO packetd OO OO policy checkDO OO OO OESPO OO O packet plain-text
O000D0000000dropd0O0O00D0OO0OOipsec policy-ignore inputd 000000000
OOcheckDODOOOODODO

--> ESP packet0 00000 /decrypt O OO OO OOOOOO

--> NXR local process
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Packet Traveling

PacketOOOONXROOOOO

- NXR Local Process[] Packet O -

0 Routing process

0 IPsec outbound SPD(O )OO

0 Conntrack
conntrack D0 000000000 OO00O00O0OO00O0O0ODOO0OOODOODOTConntrackO O
O00O0Osession0 000 (global node) D OO0 O OO0OOOOO

O output filter
OOooglIp filteringD OO OO @UTPIHOOOOOODOODODO

0 Packet coloring(output)

O Source NAT
OOO0ONATODOODOO@UTPUIHOOODODODODOOOO
SNATOODOOODOOODODOOD IPsec outbound SPOO O OO OODOOODO OO ipsec policy-ig-
nore output 0 0 OO0 000000 OOpolicyDO00OD0OOODOODODO Policyd matchO O packet
O Oencrypt 0 00O 00O OOUTPUT chain --> POST ROUTINGD O OO OESP packetOD O OO O OOO

- PacketO O -

(Y

IPsec0 000000000 DOOOOOO0O0O0OODO0O0O0O0O0O00OD000O0O{discard(CO0O0O0
O00)Obypass(IPsecO0 D0 O0O0O0O0O)ODapply(lPsecO0 000 OO ODODOOOODOOODOO SP
(Security Policy)DOSPO DO OOOODDOODOOO SPD(Security Policy Database) [0 O

SPD [0 O O inbound SPD O outbound SPDO OO OO OO OO OODO O policy check O O O inbound SPD
0000000000000 00 policy checkO O Ooutbound SPDO OO OOOOO
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OO0 CcOPolicy based IPsec 0 Route based IPsec

O O Policy based IPsec

1. Policy based IPsec

OO00O0O0ONXRO IPsecd policy base DD OO DO OO0O0OOODOOO0OODOOODOOOPolicy based O
O000000OOrouting tableO0 0000 Opolicyd matchO O packetO O OO ESPOOOOONO
IPsec ESPO OO0 packet 0 O 0O O O filtering O NAT(SYSTEM NATO O O)OOODOOOODOOO

1.1. IPsec policy matching
policy [0 match O O O packet 0 routing tabled O O O forwarding 0 O O O Opolicy O matchD 0O O
OO0 routed0O0OO0OOdropO 0o Oad

1.2. ESPOODOOO

1.2.1. IPv4 DFO O PacketO ESPO

IPsec 0000 PMTU discoveryOD 0000000000 OODFhItO 1000 tunnel MTUDO OO OO DO

00000000 0do twnelingD 0000000 O0O0O00O0OOouterd IP headerO DF bitO O OO 0
oooooooo

OO0 1IPsecd OO0 PMTU discovery D 0 OO O OODFbitD 1000 tunnel MTUDO OO O OO frag-

ment needed 00 000000 OpacketD drop0 00000000 Oouterd IP header O DF bitO

OO tunneling packet0 0 OO0 000000

1.2.2. IPv6 PacketO ESPO

IPv6eO OO0 IPVAODOOO0O00O0O0O0O00O0OO0OOOIIPV6OOOOODO routerd fragmentd OO0 O
O OPMTU DiscoveryO0 O OO0 fragnentO O DO DO OODOO packet sizeO0 0O O000OOO0OOOONO
oOdO00befaltD0O00O0OODOOOOODOOOODOOOO

OOONXRODO tunnelingd O O OO tunnel header tax 00O OO0 O OOO0O packet sized O IPv6
OO0 MIU(1280bytes) D0 D 0O OO0OODOOOOOOOODDI2800000000000DO0O000O0OO
000000012800 0000 packet0 00 000DOOOO0OODOOOOOOOODOOOODOOOOO
oooooooooo

O000Otunneling0 OMIUDODOOODODOODOO fragnentD OO OOO0OO0DO0ODOODOOtunnel
MTUOOOOO interfaced MTUO O tunnel header DO OO0 O00O00OO0OOO

1.2.2.1. tunnelingO O fragmentO O
a. IPv6 over IPv6 tunneling (RFC247300)
-0 tunnel MTUD IPv6 O O MTU(1280)0 0O OO OO
Packet 0 OO OO0OODO hostO icmpv6 packet too big message 00 OO OO0
-Otunnel MTUD IPVv6 O O MTU(I280)0 0 OO OOOODO
ooo0d fragmentD OO O OGOOO

b. IPv6 over IPv4 tunneling (RFC28930 1)
-0 tunnel MTUD IPv6 O O MTU(1280)0 0O OO OO
Packet 0 OO OO0OODO host icmpv6 packet too big message 0O OO OO0
-Otunnel MTUD IPVv6 O O MTU(I280)0 0 OO OOOODO
tunneling packetO IPv6 OO MIUD OO OOOOOPacketO0 OO OOOODO hostd icmpve packet
too big message 00O OO OO
Tunneling packetO IPv6 OO MTUDO OO O OO OO tunnel header O DFbitO OO 0O OO OOO
fragnentO O OO0 OOO0O0O
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OO0 cOPolicy based IPsec O Route based IPsec

O O Policy based IPsec

1.2.3. Fragment Packet O ESPO
Fragment packet] ESPO 0 OO0 OO Oreassemble J 0 ESPO OO O OO0

1.2.4. ToSOOOO
Tunneling IP header O ToS field O O O tunneling packet O ToSO (IPv6 O O O O traffic classO0)
OCO0O0O0OOOOOOOECN fieldOOOOOOOODOODOOOOODOO

1.2.4.1 ECN fieldO OO

Tunneling O O O packet OO IPv4 ToS/IPv6 traffic class] ECN fieldO O OO O O tunnel 1P header
OECN filedOOOOODOOOOODOO(ECN fieldDOODO DO RRC31680 O)O

- CEODOO

OECTOUDOOOOOnOO

-CEODOOOO

OECN fieldOODOOOODOOOO

1.3. IPsec policy ignore O

OlpPsec policyUODDOOOOOODOODOOODOODOOOOOOIPsec policyUODO anyOOOQOOO
oo0ooOoOopooOoOooDoo IPsecddbOO0OOoOOODOODOOODOOOOO

ooooooon ipsec policy-ignore (]input]output)

ooooood no ipsec policy-ignore oooo

O No O no ipsec policy-ignore

ooooooo

0000000 d(Ethernet/Tunnel/PPP/WINAX)0 0000 O0O0DOOOOODODO
OlnputO0000O0OOOinbound policy check DD OO OOOOOIPsec DO0DODOO0OOODOOODO
0000 ooooogoooooooooooooooo

COoutputO0 0O OO00DOOCOUOODOO0DOODO0O0OODOO0ODOODOO0ODOOOIPsec policylOODOOO
oooooooooooood
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OO0 CcOPolicy based IPsec 0 Route based IPsec

O O Route based IPsec

2. Route based IPsec

Route based IPsecO O OO IPsec mode D 00O OO0 tunnel interfaced0 000 routeD OO OO0
ESPOOO0DOODOOODOOODOOOO

000 interfaced IPsec mode O tunnel interface 0000 O000O0O0OESPOOOOOOODODODOO
0000000 routed OO0 main/backup tunnel OO0 O OO OIPv6O IPsecO0 0000 anyO OO0
oodoodooooooa

2.1. IPsec tunnel interface

o IPsec tunnel interfaced O 0

IPsec tunnel interface 0 OGRED ip-in-ip tunnel OO OO0 O OO tunnel interface0 000000
mode0 O OODDOODOOOOODOOODO protocolD00O00OO0DOODOOODOODOODNtransportd O IPO
ooooimi,vaDOooooooon

000 tunnel interface 00 000 OO tunnel O O ospf O O O routing protocol DO O OO OOiup
addressO 000 00O0Omulticast0 0000000 O0ODOOOO

goooooo tunnel mode (ipip|gre]ipsec ipv4)

O No O no tunnel mode

goooooo Route based IPsecO0 000000 Oiupsec ipvd DOODOOOO

IPsec tunnel interface 0000000 optiond 0O OO0OOOOODOODO

o Path MTU DiscoveryO OO QOO /00

O0O000O0Oouter IP header O DF bitO O ipvdO0 OO0 DF bitO O OO ODOOOIPVEOODOODO1L
0O0D00o0ooooorrveD tunnelingD OO OO MUODOOOOODOODOOODODOOOODOODOO
00000000000 O0C 1.2.2. IPve PacketD ESPOOODOOOOODOODODO

00000 Oouter header 0 DF bitO OO 00O OO OO OOPath MTU DiscoveryD D OO M OO C
2.3. IPsec tunnel interfaced O Path MTU DiscoveryO O OO O OOO0ODOODOO

goooooo tunnel path-mtu-discovery

goooooo tunnel path-mtu-discovery 0O 000

O No O no tunnel path-mtu-discovery

o ICMP Address Mask Request reply

ICMP address mask request0 00000000 OOOO0ODO0O
ooooooon ip mask-reply

goooooo no ip mask-reply gooooono
O No 0 no ip mask-reply

o ToSO O (0-2520 00O inherit) (Default: inherit)

0000 ToSOO tunnel IP Header OO OO OO Oinherit0 00 00O OO tunneling 1Pv4 header O
ToSO O tunnel IP headerO OO O0D0OOOOToSOODOOUOOOECN fieldODODOOODOODOOOOO
OO0O000IPve packetd tunnelingD OO OO0 Mnherit0 00000000 ToSO Ox0OOOOODOO
ECN fieldD O ODOOOOOMMODOC 1.2.4.1 ECN fieldODOOOOOOODODOOOODOO
oooOoogn  tunnel tos (<0-252>]inherit)

OO0o0ooogd  tunnel tos inherit

O No a no tunnel tos O = tunnel tos inheritd
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OO0 CcOPolicy based IPsec 0 Route based IPsec

O O Route based IPsec

o TTLOO
odoO0O0poDDOOoDOOoDoOoOoopvTDOODODOODOOODOODOOODOODOOODSYSTEMO
defaultd TTL(6H) DO DO OOOODO

0ooooono  tunnel ttl (<1-255>]inherit)

ooooooad tunnel ttl inherit

O No O  no tunnel ttl 0= tunnel ttl inheritd

o protection] [

0000 IPsec tunnel policyO OO OOOO

0000000  tunnel protection ipsec policy <1-65535>

O No 0  no tunnel protection

0000000 Route based IPsecO0 0000 tunnelOOOCOOOO

o pre/post-fragment 0 [

pre-fragment 0 OO0 OO0 OFragment OO0 000000000 fragmentOOOOESP ODODOMMIDO
OOESP packet OOODDOODOOMMOOOOODOC 2.4 FragnentO0 000 0OOCOOOOOODO
goooooo tunnel pre-fragment

0000000  no tunnel pre-fragment

| No | no tunnel pre-fragment

2.2. Security PolicyO IPsec phase2 IDO DO OO

Route base U 00 O Opolicy base0 OO OO OO O IPsec phase 2[00 negotiationd O O policyd SP
(Security Policy)D 000 00O OO Osource/destination address port/protocol 0000 any 0 O
gsPO00O00OODOODOO interfaced OO IPsec tunnel policyd bindO O O tunnel interface
000000000000 dirsec tunnel interfaced 0000 O IPsec tunnel interface 00 00

0 ESP packet OO OO0 policyOmatchOODOODOOOOOOODOODOIPsec phase20 IDO OO O SG
OlpPsec SADODODOOOOODOODOODOODOODOODOOO

2.3. IPsec tunnel interface O Path MTU Discoveryd O

IPsec tunnel interfaced 0 O[O Path MTU DiscoveryO OO OO OO O O tunnel interface0 00O O
OO0O000OOOpolicy baseOOOOOOQOOC 1.2, ESPOOO0OOOOO)DOOOODODOO tunnel
interface0 MTUO OO OOOOODOODOPath MTU DiscoveryDJ 0000000 0ODOODOOODOOOO
fragnentO DO OO0O0OOO0OOOOO
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OO0 cOPolicy based IPsecd Route based IPsec

O O Route based IPsec

2.4. FragmentO O
Fragment O 0 0 0O 0O O pre-fragment post-fragnentJ 200000000000 OO O Defaultd O
O O O post-fragment O [0 O

2.4.1. Post-fragment
FragmentO O OO DOO0OOOESPOODODOO fragnentO OO ODOOOOODOOOESP packetO ip
fragment packet0 0 OO0 0000

2.4.2. Pre-fragment

FragmentO O OO OO0O0OOfFragment0 00000 ESPODOODODOOOOOOOOOD ESP packet
ooooooo

Pre-fragmnentJ 0000000000 DOOCOOODOOOOODOO

1) InteroperabilityO0 00O

NetscreenO0 OO OO OOOOpre-fragmentD OO0 OO0O0ORWWDOODODOODO /fragment/reassemble [
00000001500bytes0 00 packet0 OO0 OO0 O00OO00OO0OOOO0O

0 O O 2000bytes [0 packet 0 ESPO 0 0O OO fragment O O 0O O O O O O Netscreen O reassemble [0 [
000 1500bytesO0 00 packet OO0 OO0 OO0 OOOODOODOOOOO

O000D000OD0ONXRDO pre-fragment0 000000000000 DO0O0OODOOODOODOODOOODO
oooooo

2) NAT-traversal

NAT-traversal O 00 O post-fragment D O 00O 00O OO packetd O UDP headerd D OO OO OO0
200000 packetO O UDP header 0 OO0 OO0 0OO0OO0O0OOOOOODOO NAT router000 0002
O0000packet0 0 0000000000000 O0O0Opre-fragment0000000000ODOO0O
oo0oOooooooooooon

300000

O0000000dpre-fragnentO O OODOOOOO0OESP packetO OO OOO0OOO0O routerd0d0O
00000 packetODOOOOOOESPO decrypt0 000 packetO0 00 OO0OOOO end-point 0
OO reassemble0 000000 O0O0OO0DOOOOO

OO0OONXRODO fragmentO OO OO packetO OO0 reassemble 0 0000000000 O0ODOOO

Oo0O0oDOooDo0oDo0o0ooOb00b0ObO Dreassemble 000000000 DOOOODOOO

000000000000 CO2.4.4. IPsec interfaced O 0 00O fragment packet O reassemble O [

ooboooooooooo
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100 COPolicy based IPsec O Route based IPsec

O O Route based IPsec

2.4.3. PMTUDO OO FragmentO O O DF bitO OO

FragnentO OO 000000 IPsecO 000 00O pre-fragment(fragment 0 000000 00O )O post-
fragment(CO DO OO fragmentO0 00 0)0D0OO0OOOOOOODOOO

0000 Pre-fragment 0 0 0 0O Opost-fragnent 0 000000000 PMTUDO OO fragmentD O 00O
0ooooooo@oooooonoooooon)doF it O/Ho0ooooooooooooog
0000000000 pre-fragment/post-fragmentJ 0 00 Table 1000000

Table 1. PMTUDO O O Fragment O O O DF bitO O O pre-fragment/post-fragment 0 00 O

putupg 0 | Freamentt b oe e 0ooo0oo
pre/post
0 pre-fragment(fragmentd O 0O O)
re
i P 1 pre-fragment(fragmentd 0 0O 0O)
disable
c 0 post-fragment( O O O fragment)
0S
P 1 post-fragment( O O O fragment)
0 pre-fragment(fragmentC O 0 0O)
re
ol P 1 O0O0000OdropO OO fragment neededC OO OO OO
enable
c 0 post-fragment(d O O O fragment)
0s
P 1 O00000dropd OO fragment neededd 000 00O O

00000 post-fragment(D O OO fragnent) D0 00000000000 O0OESPODOODOO
reassemble0 000 000O00O0O0O0O0O

ONXRO O PMTUD O O (enable/diable)d Fragment O O (pre-fragment/post-fragment) D [ interface
tunnel node0 00000000000

o PMTUD DO O
< enable > tunnel path-mtu-discovery
< disable > no tunnel path-mtu-discovery

o Fragmentd O
< pre-fragment > tunnel pre-fragment
< post-fragment > no tunnel pre-fragment
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000 COPolicy based IPsec O Route based IPsec

O O Route based IPsec

2.4.4. IPsec interfaced 00O OO fragment packet O reassembled OO
Pre-fragment 0 0 0 packet OO0 OO0 OO0 OONXRO D OO reassemble d 0 0O 0O reassemble 0 0 O
forwvardingU OO OOOO0OO0OO0OO0D0O0O0O0Odefault0D 00000 (reassembled 0 0)00 OO IPsec
tunnel interface0 0000000000 OOO0OO
ooooooo ip fragment-reassembly
ooooooo ip fragment-reassembly O reassemble 0 0 O
O No O no ip fragment-reassembly [ reassembled 000
ooooooo
Oreassemble 00O OO0 fragment D OO0 O packetO OO OO OO DO Oconntrack J O O session
0000000000 0000D0OOconntrackD 000000 OONATO SPIO session command O O O
00do00o0doooooDooooooooo0oooo0ooooooogoooooooooon

(reassemble0 0 0)0O00OCOCOOO0ODOOOOODOOOODOOOODOOOODOOOOODO
ooooooog

ooo ooo
OO0 route0000O0O0OOODOIInvalid-status-drop0 00 drop0 00000 O00OOODO
Ofiltering 0 packet coloringD OO0 OO OO Oprotocol O port 00000000000 OD0OODO0O
fragmentO OO0 200000 packetJO0OOO0O00ODO200000 packetd filtering O packet
colorig0 00000000000 DOODOOODOOIP header O O (source/destination address [J
OH)yJdoooooooooooogoooo
ooooooo
Oglobal node Ono ip reassemble-outputd 00 0 O O O ipsec tunnel interface 0 O no ip frag-
ment-reassembly0 0 00000 0OO0OOno ip fragment-reassemblyD 00000000
0000 no ip fragment-reassemblyd 0O 000 O tunnle interface0 00 0000ODOOO0O
reassemble D 00000000 OconntrackD 000000000 OO0OOOOODOODOOconntrack
OO000O0O0OONATOO /SPIl/session0 0000000000 0DOOO0O0OOOOOOO0OOOO
000 packet coloringD 00O OO0OOOOOO
(0 no ip reassemble-outputd O 00O 0OO0O00OOOOQO tunnel interfaced O no ip fragment-
reassemblyd O O ip fragment-reassembly0 00 000000000000
(no ip fragment-reassembly 000000000 0OOOWarningOODOOOODOD

Oip fragment-reassembly 000 000000000000 O0D0OODOOO ip reassemble-output ™
oooooooooooogo
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OO0 cOPolicy based IPsec Route based IPsec

O O Route based IPsec

2.4.5. IPsec policy-ignored 0

IPsec interface 0 0 0O 0O Opolicy-ignore0 000000000 Orouted IPsec interface 00 00O
policyOOOOOOOOOOpacketDOOOOOOOdrop0000OO0DODODOODOIPsec interface
00 ipsec policy-ignore0 0000000000 O0OOOno ipsec policy-ignored 00 OMM OO0
ooogmd

2.4.6. Policy based Route base IPsecO O 00O
Policy base/Route base 0O OO0 IPsecO D000 /00000000O000O0 table 20000000

Table 2. Policy/Route baseO0 O D OO O OOOOO

ood Policy Based IPsec Route Based IPsec
set route o x
routingd O O handling X o
policy-ignore o x (ooooboooo)
NAT H o
(SYSTEMNATO O OO DO O)
filtering X o
routing protocol » o
(OSPF,RIPV1/v2)
DF bitO 10 packet o °
0 O O fragment
pre/post-fragmentd [0 O x (post-fragmentd O O 0) o
outer headerd OO OO OO X o
IPv6 policy anyl O O X o

o (ECMPO O OO DO)
(Equal Cost Multi Path)

QoS X o

balancing X
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IKEv2 Protocol

NXROOOIKEV2OOODODOOOOOIKeEVIDOOOODOOooOooooooooobooKkKev2000o0no
god

1. IKEV1O IKEVv2O O OO
IKEviO IKEv2O0OODOOoooooooooooono

oOOO
IKEv1 IKEV2
ISAKMP SA IKE_SA
IPsec SA CHILD_SA

o Main/Aggressive/Quick moded D OO OO
Main/Aggressive/Quick mode D OO0 OO0 OO O OO OO DO IKE_SA _INITO IKE_AUTHO CREATE_CHILD SA [
O000D0DoO000oo00ooo0U0ooo00oooooooooooooooon

o Aggressive Mode 0 0O
O0O0Opre-shared-key OO0 OO IDOO0O0OOO00OO0OO0O0OOOOOOOOO IKEAUTHO OO
address0 00000000 O0DOOOOODOOO

o lifetime, rekeyO OO OO OOO
O4.RekeyD OO O OOOOOOO

o SAO lifetime d negotiationd O O
IKEv2O0OOOOOoooO lifetimeODOO0ODOO0OOOOO0OOOOOO lifetimed SAODOOOODOOO
O0000000OOrekeydO responder 0 initiator 0000000000 OOOODO

o IKE_SAO IPSEC_SADO DO ODOOODO

IKEv2O O O IKE_SAD lifetime OO OO IKESAOOOODOOOOODOODO IKELSAOODODOOOODOO
O CHILD. SAOD D OOoDOoonoa

IKEVIO O O ISAKMP SADO IPsec SAODOOODOOOOODOOISAKMP SAD lifetimeO0 OO OOODOOOO
O IPsec SADOOOOOODOO

orekeyOOODOOSADODOOSADODOOODODO

IKEv2OOOrekeyO OO O SAOODOOOOODOODO SADOODOOOODODO SAODOODOOOODO
IKEviOOOrekeyOO OO SAOOODOOOOODOODOOODOOO SAO lifetimeDDOOOODODDO
gooogoogo
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IKEvid IKEv2O0 OO OOooooooooooooogoo

ooad IKEv1 IKEV2
set route o Oo@ooooo)
set priority 5 x (@O00)
I SAKMP backup o O@ooooo)
XAUTH o -
X.509 o) o
PSK o
U

goirrpOdOPSKD OO

(mainmode OO OOOOOOOO
O00oOooopPskKOODO)

Multiple authentication

0D@ooooon)

EAP-MDS

O

EAP-RADIUS

o (serverd)

1Pvel] O

O

route based IPsec

O

policy based IPsec

O

MOBIKE

o (00DOD0O0)

DPD

O

Hold SA

O

NAT-Traversal

o(0OOO)
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2. IKEv2O0OOO
IKEV2O0 DO 000000000 ooboDOgoOIKE_SA_INITO IKEAUTHO DO OO DODOOoD4ooooo
gbooboobobooboboboooobob

o IKE_SA_INIT

IKESAODOOODOOODODOO negotiationD OO OIKE SAD OO O OO O RequestOresponse [ 0 O
g@eoooo)yoooooooooooooooooooooooboooooboobooooooo
oooooobooboooobooon

o IKE_AUTH
IKESADDDODO0000D0000000000000000 CHILD. SADDO O OO0 negotiationD
OO OCHILD SAD D DD OO 0Requestd response 1 000 (20000)0000000

o CREATE_CHILD_SA
IKE_SA_INITO IKE_LAUTHO OO OO OO0O0000000 IKEESADDOODO CHILD_ SAD OO OoOoOoon
gooogo

o INFORMAT IONAL

IKESAOOO0ODOO0O0DODOO0O0O0O0ODIKE_SADOOD INFORVATIONALO OO ODOOOODDOO
O0ORequestOresponse 0 000 QRODOO)H)IDOOODOOO

IKEVIO O O INFORMATIONALO O OO OODOOOODO OO IKEv2O O requestd response 0 0 0 00 O
ooooo
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3. 00oooao
OO0 IKev20OOOD0OODOO0OO0O0OalgorithmdDH group0 OO0 00O 0O

Pre-shared key[] J
Digitald O 0O O RSA(X.509)
EAP-MD5

EAP-RADIUS

3DES-CBC

DES-CBC
AES128/192/256-CBC

NULL

HMAC-MD5-96

HMAC-SHA1-96
HMAC-SHA256-128
HMAC-SHA384-192
HMAC-SHA512-256

NULL(O OO O) OCHILD_SAO O O
PRF-HMAC-MD5
PRF-HMAC-SHA1
PRF-HMAC-SHA-256
PRF-HMAC-SHA-384
PRF-HVMAC-SHA512

DH Group1(MODP768)

DH Group2(MODP1024)

DH Group5(MODP1536)

DH Group14(MODP2048)

DH Group15(MODP3072)

DH Group16(MODP4096)

DH Groupl7(MODP6144)

DH Groupd O O (PFSO O O)

gooo

Encryption Algorithm

Hash Algorithm

PRF Algorithm
(HashO O O Algorithmd O [0)

DH Group(PFSO O O O 0)

OODOIKEV2O CHILD. SAOODOOPFSODOODOODH groupd 00 phasel OO DOOOOODOODODOO
goooopPSOboobooooonoo
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3. EAP-RADIUSO O

IPsec client D O [0 EAP message O OONXR [ O RADIUS message J 0O OO OO ORADIUS serverd OO
ooooooooboooooo

RADIUS serverJ O OO O0OOOO0OO timeoutd 200 retry0 0000 3000 Oretryd O timeout
oboi1oooooon

3.1 RADIUS serverd Q0

Account 0 O O O O RADIUS server O IP addressCJUDP port0 000 OO (secret)D 000 0ODOOODO
oooo

UDP portd O 0 default 0 01812000 0WebO O OODOODO radius port 0000000 0ODOOODO
ooooooo

3.2 NAS-identifier AttributeO O
USERO O ODOO0ODO@ODDO0D0)H)YDOODDO0000D0O000O0OODefaultd OO0 OO -1Psec(ex.NXR120-
IPsec)d 0 O

oooooog ipsec eap radius (A.B.C.D|X:X::X:X) password (]hidden) WORD
(]port <1-65535>) (|nas-identifier WORD)

O no 0O no ipsec eap radius (JA.B.C.D|X:X::X:X)

ooooooo global node0 OO OO OO
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4. Rekey
4.1 IKEvl O Rekey
O ISAKMP/IPsec SAO lifetime(hard timer)D OO0 OO0 O OO OO ODefault O O ISAKMP SA T
10800[sec]U IPsec SAC 3600[sec]D 000 O0DOOOOODODOOSADODOOOOODO
O Rekey O soft timer O OmarginO increased-ratio0 0000000 O OMarginO O lifetime O O
O000O00OOrekeyDODOOODOODOOODOODOODOO increased-ratiod O Omargin0 0000
O0o00ooowooooooo
ooooooo rekey margin <30-360> (increased-ratio <0-100>])
oo 0O oo no rekey margin
ooooooo
O ipsec isakmp policy node0 000000
O000oooogoSeft timer00000000000O0DOOO0ODOOO0OO Soft timer00 00O
0000
minimum soft timer = lifetime - margin
maximum soft timer = lifetime - (margin + margin X increased-ratio/100)
Odefault O O Omargin 0 270secO increased-ratiod 100 0 0000 0O 00O lifetime O 0O 2700
540sec0 0000000 O0D0O0OOODOODODOODOResponder 000 0O soft timer d Omargin/20 0
0000000000000 0Mnitiator000 rekeyO OO0 O0O0OO0O0O0OOO
Oincreased-ratio0 0000000 soft timer0 0000000000000 DOODOOOOODOOO
oooopooooooooooooooooooog

4.1 IKEv2 O Rekey
IKEv2 O O O IKEv1 [0 Rekey O 0 0 O 0O O packet O O O O sequence number(4294967295)0 90[%]C O O
OO0 rekeyO OO QoOQonO
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Firmware update

1. Firmware O replace
NXRODOOOODOOCLoooeuUIOOOfirmwareD 0000000000000 0OFirmwareO 000
00000 protocol DO O ODOODOOONO

o HTTP(GUI)
00000000 -6UID0000000000

o SSH/FTP(CLI)

SSHOOO /FTPODOODOOODO firmwareD OO OO OOSSHO OO O O user O O passwordd firmware O

oO0ooOo@Uuooo)yoooooooooorPOCanonymous0 00O O0O0OO0ODOOOOODOO

goooooo firmware update ssh://<user@A.B.C.D>/FILENAME (]source A.B.C.D|X:X::X:X)
firmware update ftp://<A_B.C.D>/FILENAME (]source A.B.C.D|X:X::X:X)

ooooooo o0oooooooooooooooooo

o copy(CLI)
OO0ooooooooo firmwareJ OOOO0OOOO
goooooo firmware update (diskO:FILENAME|diskl:FILENAME)

1.1 Firmware update 0 O serviceO OO

NXR-1250 0 0 fFirmware update 0 0 000000000000 DOOO0OODOOODOODOOODOOO
ododoooousseRO000OOoooDoooooo

NXR-1250 00 NXRO DD O0D0OO000O0DODO0ODO packetO DO O0DOOO0DOODO

Firmware updateD O 00O O0O0O0OO0OODOO
nxri125#firmware update disk0:nxrl125-v581._bin

[ ] 100% DECODE
Proceed with update? [(y)es/(b)ackgroud/(n)o]: b  -———- O
Unsaved configuration changes exist. Save Flash? [y/n]:y  ---—-—- O

After the firmware is updated, it reboots...

Firmwvare update 1S heing eXeCULed. . . . ...t et et e e e e et aae e c e aaaeaan
Finished the firmware update, it reboots... ————- O

O Firmare update0 000 O00O0O0OOCOO0ODOOOO0DOOOO0ODOOOOOOODOOOODDOOO
O0yMooooooDboooooObM firmvare update 0 0000000 ODOOONOOODOOO
od

O J00oooooDoooooooodooooooooodoooooooooooooogooooo
O00oO0ymooooooooonoobooOoo

O firmware update 0 0000000000 ODOOOOODOODOO
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1.2 Firmware update0 00O OO /00

0000000000000 00Ofirmware update0 0D 0000000 O0ODOOOOOOOO
geLicuioonoooooog

gcLicui/ensoonooooooo

gcLi/cul/evs 0 O O firmware update

geui/eMsooooood

geLigpoooooo /o0

gllgoooo@Guioooooooooo flashDOOoDOooOooooooOo)

1.3 Firmware update0 O OO OO
v5.8.1000 versionO OO firmwvare update O 00000 O0O000DOOOOODOODOO

1.4 Firmware update/downdate 0 0O 0O

FirnwareJ 00D O00O0OO0OO0O startup-configd versiond firmwvared versionO 00000000
000000000000000000000000000000updatedd0 downdate OO OO0
0000000000 XNMLODDODOOOOODOOODO0OOD(@ODOODODODOoDoOOD)HO

(1) update J

running-config OO0 O O firmware versionOD O OO0 format0 000000000 OOOOO
startup-configD 000000000000 versionODOOOOIOOOOOUSERT (save config D
0 000)startup-configD 00 00000 0OOstartup-configd version0 OO0 O0O00O0O0OO0OO0OODO

(2) downdate O

startup-configd firmwared version0 000000000 configD OO 0OO0O0OOOOOOODOOO
O000oooo0d0oood0oood0oooooooo0ooooooooooooooooooo
O000doDo0oooooooooxwLOpDoooooooDoooooooooooom
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Netevent OO O

USEROODODOOD0DDOO0O0000000D0000000PPPOOODOONO IPsec SAO D OOVRRP priority
odo0d0o0oooooooooooooon

Track object OO0 DO0OD0O0O0OOtrackOODO O upOOD0OODOODOOODODOeventOOO0O0O
down(D O D up)DOODOO0OO0OOO0OOO0trackDOOOO0OOOOactionD 0000000000 OOO
event downO0 0000000000000 DOODOO0O aactionO00000OO0OOOODOO down action
oooooog

1. 0000 (track object)O OO
l.1 000000000
god0oooOoOooooooooooooo
Ointerface linkO OO O
interfaced linkO O (up/down)J 00000 OKeepaliveOD OO DO OOODODO interfaced 0 OO
OO0 link dowsnO0 O O0O0OOkeepaliveO OO OOO0OOOOO0OOOPPPO tunnel interfaced 00
Ointerface0 00 /0000000000000 DO0OOOOO0ODOOOOOO
OIKE SAOODODO
IKE SAOODO (up/down)0 000000
O ping/ping6 00 O
ping/ping6 0 00 OO hostO O ip reachabilityOJ DO OO OODO
OVRRPO O OO
master O O backup/init0 0000000 backupZinitO O master D OO0 O0O0O0OOOO
(0 OSPF neighbor O [
0000 router-id0 0 neighbor 0000000 state0 OO0 D0OODODOOOO
BGP peerd O
0000 peer ipO00 neighbor0 000000 stated 00 O0OOO0DOOOO

l.20000000000

0000000000 trackD0DOO0O0OO0O0OOOaction0000000D0O00O00O0O
OOOtrackOOOOOaction0 00000000000 O0OOC actionO0 000000000 O0OOOO
O0actionupO0OOO0D0OOO0DOOOOODOODOOOPPP interface] 0O Oactiond OO connectd O
000000000000 0000oo00oooooonn (auto-connectD 0O OO OOO)O

1.3 ip/ipv6 reachabilityO O QOO
ip/ipv6 reachability 00 O 0O 0O Oicmp/icmpvé echo request/reply packetO O OO0 00O
OPing O timeout [ O 10sec 0 O O
OPingOOO00D0C0COOretryD000D0O0OO0O0O0DODOOOODOOOOPINGOOODODOOOecho
request0 000000 echo request 000000000 0OOOOecho reply00000O0O0DOO
Ctimer000000000O0DOO0OOOO
Oip reachability OO0 O 0O0O0O interface0 00 0000DOOO0DOOO
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1.4 Recovery delay timerO QO
ip/ipv6 reachability(] ospf/bgp neighbor( interface linkO isakmpO OO OO0 OO0 OO0 O (event
uwpO0O00OD0O00)OOODOuwOOactionOOOOOOODOdelayDOOODOOOOODODOOO
Delay timer0 000000000 Otrackd down stateJ 000000000000 checkODOODOOO
ooood
ODelay timer O OO0 event down O retry OO O OO0 OO Odelay timer O cancel OO0 OO0
ODelay timerd timeout OO Oevent upd actionD OO OOO0OO0OODOODO ip/ipve
reachability check 0 OO0 0O Odelay timer0 0000000 ip reachability fail countd 00O
OO000ODOactionO OO O0ODOO reachability check DO DO ODOODODO

1.5 00 trackO O
neteventD 00000000000 OCO trackOODOOOOODOCOOOOoptionODOO0O0O0DOOOOODO
0000 trackOOODOip/Zipve reachabilityD 00O O0O0O0O0ODOOOO
<00 trackODOOOODOODO option>
O payload-length
ping/ping6 0 0 0 O size(icmp header 0000 0)000O000O0DOODODO OO Defaultd O 56byte
ood
ooooo
0000000000 ping/pingé KOO OOODOOOOODOOOOODefaultd 1000
ORTT
ping/ping6 request0 000000 Oreply0 000000000 O(Round trip time)J OO OO O
OO0O00000oOoCO0OO replyCO00O00OO0Ortt delayOD O OOOOCOOO@replyC0oonono
OO0)drtt statusO downO OO0 00 ODefault OO ORTTOOOODOOODOOO
ORTT delayd O
RTT status downO0 000000000000 0O0ODefault0O030000
ORTT normal O O
RTT status upO0 0000000 ret 0000000 Default0 030000
O DF
IPVAODDO0O0O0DOO0O000O0O00000ODefaultOODFO set0D 0000
OTTL/hop-Timit
TTL(IPv6:hoplimit)D O O 0O 0O O ODefaultD Osystem D TTLO (64)0 set0 DO OO DO
O monitor-log
monitor-log0 OO loggingO 00O 0OO0OO0O0OODOOOODefaultO OO OOONO
O interval variable mode O O
ping/pinge 0 000 0O0O0Oping error0 000000000000 OOODO0OODODefaultdOOO
oood

304



Netevent O O

1.5.1 RTT status

RTTOOODODODOO

ORTTODOOODOOOODORTTdelay0 OO OO0DOODODOOrtt status down O OO ORTT normal
0000000000 0uwOOO0O0OD0000ODefaultO upO00Ortt statusO0 0000000
actionO0 O0OOOoOOOO
O000OpingONCODOOODODOrtt0O00 /000000000 resetd 0000000 track
OdownODOODO rtt statusO INITOOODOODOOOOO

1.5.2 Interval variable mode

ip/ipv6 reachability D 0000000000 interval DOOD0O0O0O0OO0O0ODOOOOmodeD OO0

OO00O0trackDOOODO0OO interval DO O0000O00O0DefaultD 000000
Otrack upO OO ping failUOOOO0ODOInterval 00000000 DOOOQCOOODOOOOOO
oooooooo

OOO0O0ODiInterval DO00O0OO0O0OOOOOOOping/pinge0000000O0O0O0O0ODOOO
ooooo

o interval OO DO ODO
Interval 0000000000000 0OO0OOMnterval0000O0 10secO000000O0O0OOO 100
00000000 00010secO0O0DODOOODOO

v_interval = (interval/2*fail_cnt)J 20000)

Ov_interval : 00O 00O interval

Ointerval : OO0 OO0OO0O interval

Ofail cnt : OO0 ping failOO OO ODO

o[ trackOODOO interval DO OO

trackOOD0O interval DO 0000 OOOODOOO
Otrack upO ping OKO OO OOinterval DO OO OODOO
Otrack upO0 00 ping failO OO OO0 v_interval OO O00O0O0O0OOO
Otrack downO OO dOfail ent = retry0 0 +100000000 v interval OO0 OOO0OOO
ooo
Odelay timer0O 0000000 track upO 0O OO00O0O interval OO0 O0O00OOPIng failO OO ODO
OOv_interval 00O O0OO0O0ODOO

1.6 Initial timeoutO O

OSPF/BGP4 [0 neighbor O 0 O 0O O interface linkO OO OOOODOO trackO OO init00O00O0O

trackDOO00OO0O0OO0O0DOOODOODOODOOO
Oneighbor0 00 (OO0 DO interface link up)D 00000000 track upO OO0 OO0 OO
Oneighbor0 00000000 (@MODODO interface link down)D OO0 0OO0ODOO track down O O
000000000000 0Odiinitial timeoutd timeout O O O O OSPF/BGP4 [0 O /interface 0 O
00000000 downODOOOOOODOODOOOOOtrack downO 00O 0O0O0ODOdown actiond O
ooooo
O Initial timeoutO OdefaultO OO OOOODO OO defaultO initial timeoutd O 180secd O O
O 00 initial timeoutO 00100 3600sec 00 0O00OD0ODOODOOODOO
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1.7 Interface ethernetO O 000
Ethernet 0000000000000 trackDOODOOODODOOO trackO OO (EthernetD OO0 OO
000000 up/down)D OO0 OOOOOO0O
Olink up O
OO0 track up00O0OO0O0OOO
O link down
- initial-timeout 0000 0O0OD0O0OOinitial-timeout 00000000000 wOOODODOO
OdownOOQOOGOOO
- initial-timeout 0000000010000 00000O00O0O00O00OwODOOOO downO OO
good
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2 actionO OO
2.1 00000 action
O000OD0actiond0 0000000000000 DOODODOOOOODOOOOODOOOO
OVRRP Priority 00000000000 0OODOOODO

000000 (interaface node)D 000 OO 0O

vrrp ip <vrrpid:1-255> netevent <trackid:1-255> priority <1-254>
O IPsec tunnel 000 /700 /000 (isakmpO000000)00OOOOOODOOOO

000000 (ipsec isakmp policy node)J 000000

netevent <trackid:1-255> (connect]disconnect]|reconnect)
OPPPOODO/00D000D0ODODOODO

000000 (interface ppp node)D OO OODOO

netevent <trackid:1-255> (connect|disconnect)
O Tunnel interface up/down 0 000 000O0OOO

000000 (interface tunnel node)0 OO OO OO

netevent <trackid:1-255> (connect]disconnect)
O L2TPv3 tunnel O O O (PPPO interface linkO OO OO O) OO ODODOODOOOOO

000000 (2tpv3d tunnel node)D OO OO OO

netevent <trackid:1-255> disconnect
O IPsec local policyD D OOOOOOOODOOODO

000000 (ipsec isakmp policy node)J 000000

local policy <policy:1-255> netevent <trackid:1-255> change <local_policy:1-255>
O IPsec isakmp policy0 00000000 OO0ODO0O

000000 (ipsec tunnel policy node)J 000000

set key-exchange isakmp <1-65535> netevent <trackid:1-255> change isakmp <1-65535>
o0oo0ooooooooooooooon

Oooood(global node)d 00O OO0

system netevent (<1-255>]<2048-4095>) restart
OwWiMMXODODOODOODOOooDoooooooooo

OO0O0O0Ooo(lobal node) OO OODOO

wimax <0-0> netevent (<1-255>]<2048-4095>) reset
Oo0od0oooooooooooooooooooooog

Oooood(global node)d 00O OO0

mobile <0-2> netevent (<1-255>]|<2048-4095>) reset

O000000Cevent0 00000000000 DOODOOOO0ODOOOO0OOOOODOOONO eventD
Oo00opooOo0ooo00boOoo0U0boOoo0ooooooooUoDOOdmesteri0gonooOO
oooooooogod

interface ethernet 0

ip address 192.168.0.254/24

vrrp ip 1 address 192.168.0.1

vrrp ip 1 netevent 1 priority 10

1

track 1 vrrp ip 1 interface ethernet 0
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2.2 Reconnect action
ISAKMP policy 0 O actionO0 OO Oreconnect 000 OO0 OO0O0OOOOreconnect0 00 O0OODO
event down O detectd OO IKE/IPsec SAO O OO OO negotiationO OO OO0 Oevent upO OO0
ooooooono
ooooooo netevent <trackid:1-255> (connect|disconnect]|reconnect)

netevent <trackid:2048-4095> (connect|disconnect|reconnect)
g no g no netevent

2.3 Change action

IPsec isakmp policy (0 local policyd OO0 OO IPsec tunnel policy O set key-exchange [0 [0 O
O000ooooooon actiond OO

IPsec isakmp/tunnel O 0O 0O OO local policy/isakmp policyD trackD O OO0 OO0O0OOO0OODOO0O
00000000 000000oooooo100 IPsecO000 main/backupd0 00000000000
00000 IIPsec isakmp policy O O local policyd change0 OO0 OO0 OOOPSKOOOODOOO
Ooooooimwooooo mwoooo woooooooooo

00O 00O ipsec isakmp policy node/ipsec tunnel policy node O [0 change actiond O OO0 OO0 0OOd
Od

2.4 Restart action

00000000000 downODOO0O0O0DOO0ODODOODOO00ODOODODO0ODOwWwDOOODODODODO
0o

ooooooo system netevent (<1-255>]|<2048-4095>) restart

g no g no system netevent

2.5 Reset action
00000000000 downOOOOOWMIMAXODODOODDODOOODOODOODODODOOODODOOOOD
wpdoOooooooooo
0000000  wimax <0-0> netevent (<1-255>]|<2048-4095>) reset
mobile <0-2> netevent (<1-255>]<2048-4095>) reset
O no O no wimax <0-0> netevent

2.6 actionOOOOOO
ActionO 0O O OO track objectD OO0 downO OO0 actionO OO O0D0OOO

2.7 actionO0OOODODO
ActionO O OOOOOmoduleD OO0 netevent D 0000000000 OOO0O0OOActionOOO0O
ooooooooooooooon

3000000000000 eventO0OO0O actionO0OO

000000000000 twtrack0D 0000000000000 O0OOOOOOODOOOOOOOOO
OeventOO0O actionOO0OOO0OO
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VRRP

000000000000 VRRP(Virtual Router Redundancy Protoco)D O OO ODOOODO

OVRRPOOOODOMACOOODOOORCOODDOOOODOO MAC(00-00-5e-00-01-VRID)D OO0 O O MAC
000D VRRPOOODDOODOOODUOODODODOONKRO XROO VRRPOUDDODOODOXROD
gMacOODoooonogon
OVRRPOOOOODOOOUOODOOUOODOEthernetD0O0O0O0O0OO0OOODOODO

1 VRRPV2

OVRRPV2(RFC3768) 00 00O OOOO

OO iipvadOD0O00OD0IPM0O0000D000D0OP address owner)D 000000 OOOOOOOO
OImipvad0O0O0OO0O0OIPVMOO0OO@UOOD V4O OOOOOOYY ODOODODOODODODOODODO
ooooooooo

1.1 0000000000000
OVRRPOOD DO ODOOODOODOOOIPVMAOODOODOOODOOO0OD IPMO0D0O000O0D0DODOO
goobooobobooobobooon

1.2000000000000O000O00OQRIPOVRRPOOO)
rRIPODODODODOOOVRRPOODOOODOODOODOOOIPOODOODRIPODOODOOO
gbobooobobooobobooboonbo

1.3 Proxy ARPO OO OODOO
OVRRPOD O ODOODOODDOODOODOOproxy ARPOODODODOOODOOO

1.4 ICVMP redirectd0 0 Q00O
OVRRPO O OOOOODOODOOOOOODODOICMP redirect0 0000000

1.5 ARP RequestJ OO O OO

OO0 IPv4000000O00ARP RequestD DO DO ODODOOMACODOOODOODOODOOODO IPV4ADOO
O00O0D0O0OARP RequestD DO OO MACOODOODODO
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l.e 00 IwPOOOODOOOOO
OVRRPOOOODOOCOOOOOOVRRPOOOOOOODOOCOIPOOOOWIPHOOOODOODODOO
oooooviPOO0OOOOoDOOOOvVIPODODOOOODOOOODOOVRRPOOOOOOOOODODO
00000 policy routing tableO OO OO0DOOO
gooooooomwoooooooobooooooovachooobDboooooovACcoOboDoo

Oo0oOovRRPUDODODOODOOODOODOUODOOODOEthernetD 00 0O0O0ODOODOODOOODOODO
gbooood

1.6.1 VRRPO DO ODOOODO
OVRRPOOOODOODO@OOODODOODOOD)Y IDOOODOOVRRPODODODOOODODOOO
0000000oo0ovRRPODOODODODODOODODODODODOODOODOOODODODODOOO
ooo
OVRRPOOODOOODODOOOODOODOOEthernet0 000000 ODODOOODOODODOODO
OOVRRPOOODOOOOO EthernetO D OO OO OOOarp queue lengthO 1000000000
VRRPO DO OODOOODO arp queue lengthO 10000000000

ip icmp mask-reply

ip arp queue length

ip arp reachable-time
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2 VRRP Tracking

0000000 IPsec SADDDODDOO0DO0DO0DOO0DODOO0OOODOO0O0DO00OO0O VRRP
O priority0 00000000000000000000000000000000000O0
00000000000000 IPsec SAODDO0O0D0O00D0OO0OOVRRP priority0 00000
O00O00Netevent 0000000000000

3. VRRP EventO O

OVRRPO OO OOOOODOOOODOOOOOOODOOOPPPPOOOODO IPsec SADODOOOO
oo

gobooobobooobooboooobobooooopePPODOODOO IPsec SADODODOODOO
goobogobovRRPOOODDOODOOODOODOODOOOO

4 PreemptO O

OPreempt0 0000000000000 D0000000O0DODDOOODOOOOOOOOOOOOOD
ooooooo

- Preempt0 0000000000000 000O0DDOODODODOODODOOOOOOOOOO

- Preempt 000000 0priority0 00000000000000000O0D000D0DOOOOOO
0000000000000000000000000

4.1 Preempt delayd O
OPreempt0 000000000000 0DOD0O0ODODODOOODOO advertisedO0D0OD0OO0ODO
0000oooooooooooooodoDoooooooDooooodOdelayd00O10d 1000(0)
oopooo@oo)y oooo
OPreempt delay0 00 0000000000000 O0O0ODOODOO0ODODOOOOOOODOOOOOOO
ooooo
o DOOoOopDOoOOoOO
- master down timerO0 O OO0 delay timer0O 000000000 advertiseO0 OO0 OO0 OOOO
ooooooooo
- 00000000000 advertise0 000000000 DO0OODODODOOODODOODODO
(delay timer0 0000000 ODOOOOO0O)O
- 00000000000 advertise 00000 OO0OOOOOdelay timerd0 00O OO0 delay
timerJ O OO Omaster down timer 000000000000 Odelay DOOOOODOOODOOO
advertise 0000000 OODOOO0DOODOOO (delay timerd OO0 0OO)O
o DOUOODOO
- 00000000000 advertise0 00000000 ODO0OOO0ODOODOOODODOOO
- 00000000000 advertiseO OO0 O0OOOadvertiseD 00000 @MOOODODOOODO
Oo0ooooooo)o
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ooooooon

gboobgooooboobooboboobooboobobooboboboobooboboon
ooooboboooboobobooboobooboboborobooobor"obooboboobo
goooooobgo

goooboooboboobgoobobbobooboobgooboooboobg

oooooood

Oe-mail O support@centurysys.co.jp

ooog O 0422-37-8926

O FAX O 0422-55-3373

00000 O 10:00 0 17:00 (OODDOOOODOOOOODOOOOOOOO)

000000000 http://www._centurysys.co. jp/

goboboobooboon
ooooboobobbobooobooboobooboboooboobon
gboooooboboooboobgooboooboboooboboboobobooobooboboon

oooboooboboon

gbooboobobooboobgoooboobobooboobobooboobooboboobg
oooobooboboboboobobobooboo

0000000000 00000MACOODODO
0000000000 (@)

0000000000000 0000000000000000000000000000
0000000000000000000

0000000000000 00000000000000000000000000
0o0oo0o0o0ooo

0000000000000 000000000000000000000000
00000000000000000000 1PO0
0000000MO000000000000O00O0OO0O0O0OO00

ooooooo
OO00000000ooo0oo0ooooo0ooooooooooooooooooooogg
OO0000FQDOO0D0DDDOO0D0OODO0ODOOOO0ODOO
OO0OFutureNetD O OO ODOOOO0OO0OOOO0OOOOOO0ODOOOOODOOOOOO

http://ww.centurysys.co.jp/support/

gbooogooogobo
gboobooboboboobgobobobsgbuoobob
gboooACOdboboboobooboobooboobooi1ioboobon
ocoooopooooooooooooooobo@ooboooooboooooOo)yoooooooo
goooooboboobobooboboboobobon
gboobgobobooboobooboobooo
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