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gooobooooboooboobobobooboobo

ooooooooooo
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0oo0oooood
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gooboooooo
goboobooboobobooooobooobgn <ObbOooooboooo2ogooooboooo s
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oooood nx;rp s hddress Resolution Protocol (ARP)
00000000000000mM?0000000 clock i Slog
gﬁgplg D;Eaéfgrﬁgégngonfiguration Protocol (DHCP)
uooooooboobboooooooooon dizk0 External 3torage information
000 show 2 0000000000 O00000 dng Domain Name Swystem (DNS)

fagt-forwarding Fazt-forwarding

gdodooooooooooooooooao
Oo0oooo00o00o0oooo?200oooooooao
gdooboooooooooo <gooo?2oooouooogon >
<cr-cUdo0odoboobooboooooooon nxr130fshon? . . .

show 3Show running system information
gddoooooooooood

ooo0oOO0o0oOoooa
0000000000000000000000000000000000MOO000000000OO
“ terminal length’ 000 000000CCOO0O0000000000000OCOO0000O

0000 terminal length 20 OO0O0OOOD0O0O0000002000000000000000100
0(00)00000000
0000000000000000000M Space0000 100000 MEnter0000 1000000
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0000000000000000000
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Oo000000n0

goboboooboboboobobooboonbo
gboooboobobobooboobuoobo
gooogog

view node

global node

interface node

interface tunnel node

interface ppp node

dns node

[2tp node

[2tpv3-tunnel node

[2tpw3-xconnect node

[2tpw3-group node

rp node

ospf node

ntp node

snmp node

gyclog node

———dhep-server node

———dhep-relay node

ipsec local policy node

ipsec isakmp policy node

ipsec tunnel policy node

<gbgoobgoboogs
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O 50 view(exec) node

view(exec) node

O show config <O0O0O0O: OOOO show<OOOO: config>
goooogod gobobooooboooon

goooooo show config [xml]

ooooogo xml - XML format

O show flash-config <O000O0: OOOO show><OOOO : config>
ogoooooo gooooooooooooooooooooooo
goooooo show flash-config [xml]

ooooooog xml  : XML format

O show ip route <OO0O0O: OOO0O show><OOOO: IP>
ooooooo Ooodoooooooooooooo
goooooo show ip route [cache|connected|database|ospf|rip|static]

O show ip rip<O0000: OOO0O show><OOOO: IP>
oooooon RIPOODOOOOOOOOOOO
goooooo show ip rip [[interface [INTERFACE]]|[database]]
ogooooood INTERFACE : ethernet <0-2> [vid <1-4094>]

: ppp <0-4>

> tunnel <0-255>

O show ip protocols <O 0O0O0O: OOOO show><OODOO: IP>
oo0o0oO0oDOoO0O000000ooooooooooooooDooooo
OO0 ODOO0O0d show ip protocols [ospf|rip]

O show ip access-list <O00O0O0: OOO0O show><OOOO: IP>
gooooooomwoooooDoooOoOoDODOD
00000000 show ip access-list [WORD]
OO000OD0OO0OOOWORD : Name of access list

O show ip default-gateway <O OO 0O: OOO0O show><OOODO - IP>
o0ooooooooooooooooooooooooo
00000000 show ip default-gateway

O show ip snat|dnat <OOOO: OOO0O show><OOODO : IP>
OO0OOOO0O  SNAT | DNATOODOODOODO

OO0 O0O000show ip snatjdnat [WORD]

goooobod WORD : NAT rule name

O show ip statistics <O00O0O0: OOO0O show><OOOO: IP>
gogooood gobobogobobooooobobogo

oog OO0 show ip statistics
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O 50 view(exec) node

view(exec) node

O show ip conntrack <O 0O0O0: OOODO show><OOODO: IP>
00000000 Connection TrackingO OO OOOOOOO
00000000 show ip conntrack

O show ip spi-filter <O00O0: OOO0O show><OODOO: IP>
gooooon SPI filterODODODOODOO
00000000 show ip spi-filter

O show ipv6 route <ODOODO: OODOO show><OODOO = IPVE>
ooooooo IPv60 00000000000 0O00O0O0O
0000000  show ipvée route [cache]connected|database|static]

O show ipv6 access-list <O00O0: OOO0O show><ODOODO = 1Pv6>
ooooooo IPv60 0000000000000
00000000 show ipve access-list [WORD] : [WORD] Name of access list

O show ipv6 forwarding <O O0O0O: OO0O0O show><ODOODO - 1Pv6>
ooooooo IPv60 00000000 Oon/offO0O0O00ODO0O
00000000 show ipve forwarding

O show ipv6 interface <OO0OO: OODOO show><OODOO = IPVE>
ooooooo IPv60 00000000000 O00O0OO
0000000  show ipvé interface brief
show ipv6 interface ethernet <0-2> [vid <1-4094>] [brief]
show ipv6 interface loopback <0-9> [brief]
show ipv6 interface ppp <0-4> [brief]
show ipv6 interface tunnel <0-255> [ brief]

O show ipv6 default-gateway <O 0 0O0: OOO0O show><ODO OO - 1Pv6>
ooooood IpveO0 OO0 OO0O0O0OD0OO0OOOOOOOO
00000000 show ipve default-gateway

O show ipv6 statistics <O 0O00: OO0O0O show><ODOODO - 1PV6>
ooooooo IPv600000000000DOO00OODOO0
0000000  show ipve statistics

O show ipv6 conntrack <O O 0O0O: OODOO show><OODOO = IPV6>
oooogooo IPv6 Connection TrackingO O OO OODOOODO
0000000 Oshow ipve conntrack

O show ipv6 spi-filter <O0O00: OOO0O show><ODOODO = 1PV6>

oooogooo IPv6 SPI filter OO OO DOODO
goooooo SPI filter
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O 50 view(exec) node

view(exec) node

O show ntp <O0O0OD0: OODOO show><OOODO - NTP>
ggooogd NTPOOOODOOOOOoooOoOd
onoooooo show ntp

O show dns <O 000: OO00O0O show><O OO Oz DNS>
goooood DNSOOOOOoOUooOooooooo
ooOooooao show dns

O show dhep <O000: ODOOO show><O O OO - DHCP>
0000000 DbHCPOOOOOODOOOOOOOO
ooooooo show dhcp [lease]

oooooog lease : DHCP Leased IP Addresses

O show syslog <O0000: OOOO show><OOOO: SYSLOG>
ooooooo ooooooooogoo
ooooooo show syslog bootlog | maillog | message

show syslog bootlog | maillog | message <lines:1-99999>

O show arp <O000OD0: OODOO show><OOODO : ARP>
gooboboogAPO DO ogoonooboog
0000000 0show arp

O show ipv6 neighbors <O O 0O0O: O0OODO show><O O OO : NDP>
ggooogd IpveO0 OO O0O0O0O0OoOoOon
0000000 0Oshow ipve neighbors

O show disk0 <O000: OO0OO0O shows<OODOO : CF>
goooooooboooboooooobbooonon
OO0000000show disk0

O show uptime <O0O0O0O: OOOO show><O O OO : uptime>
gooboogo gogoboooobooboooobooo
ooooooo show uptime

O show tech-support <O 0O0O0O: OOOO show><O OO O : tech-support>
gogoboogd goooobooobobooobboogoo
ooooooo show tech-support

O show memory <O 0O0O0O: OOO0O show<OOOO : memory>

ooooooo oooooooogooooo
ooooooo show memory
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O 50 view(exec) node

view(exec) node

O show clock <O 000: 0000 shows<OODO DO : date>
ooooOogo goooooooooooooo
oooooon show clock

O show history <O0O00O: OOOO show><O O OO : command history>
gooooon oooooooooooooooooooooon
oooooog show history

O show file systems <O 000: OO0O0O show><ODOODO: File systems>
gooooon ooooooooooooooa
0000000 0Oshow file systems

O show version <O 0O00: O0O0O0O showe<OOOO : firmware version>
oopooOogo goo00ooogooobooooooooooo
ooooooo show version

O show loadavg <O 0O 00O: OOOO show><O O OO : load average>
gooooon cruoooooooooooooon
oooooog show loadavg

O show 12tp <O0O0O0: OOOO show><OOOO: L2TP>

Ooodoooo  Lrddo00o0doooogooood

0000000  show 12tp session : L2TP Session information
show 12tp tunnel : L2TP Tunnel information

O show I2tpv3 <O OO0 : OOOO show><O OO O zL2TPv3>
goooogod L2tpv3000000ooonog
ooooooo show 12tpv3

O show 12tpv3 tunnel <O 0O 0O0: OOO0O show><OO OO : tunnel>
gogooogo L3 00000 0ooooooon
OOoDOooog  show 12tpv3 tunnel [<tunnel-id:1-4294967295>] [detail]

O show 12tpv3 session <O 0O 0O0: OOO0O show><O DO OO : session>
goooogod L2tPv30 00 000oonooooonoo
ooooooo show 12tpv3 session
show 12tpv3 session <session-id:1-4294967295> [detail]
show 12tpv3 session detail
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O 50 view(exec) node

view(exec) node

O show 12tpv3 interface <O OO0 : O0O0O0O show><O OO O :L2TPv3>
0000000 XconnectDOODDDODOODODODDODODDODOO
OO0oOooog  show 12tpv3 interface : Xconnect interface information
show 12tpv3 interface detail : Detail information
show 12tpv3 interface <0-2> [vid <1-4094>] [detail]

O show I12tpv3 fdb <O 000 : OO0OO show><O OO DO :L2TPv3>
OoOooooo  Letpv3d FDBOOOOOOOODO
oooogooo show 12tpv3 fdb : L2TPv3 FDB information
show 12tpv3 fdb [local |forward]
show 12tpv3 fdb interface ethernet <0-2> [vid <1-4094>] [local|forward]

O show 12tpv3 group <O 00O 0O: OOODO show><O DO OO :L2TPv3>

Oo0ooooo L300 0oooooogon

OO00O0Oood  show 12tpv3 group : L2TPv3 group commands
show 12tpv3 group <1-4095> : L2TPv3 group identifier

O show I12tpv3d peer <O 00O0O: OOOO show><O OO DO :L2TPv3>
ooooooOo L300 000000O0
ooooooo show 12tpv3 peer

show 12tpv3 peer A.B.C.D : Remote Router-1ID

O show interface <0000 : OO00O0O show><O OO O :interface>
ooooooo oooooooodoooooooooooooon
0000000  show interface ethernet <0-2> [mode]

show interface ethernet <0-2> [vid <1-4094>]

show interface loopback <0-9>

show interface ppp <0-4>

show interface tunnel <0-255>

O show users <O000: OO0OOshow><OOOO:CLIOODOO >
ooopooogo oo0oooDoooooooooooooo
oooooon show users

O show vrrp <O 0O0O0O: OOODO show><O O OO -VRRP>
OoOdoooo  VRRPOOOOOOOOOO
OOoooood  show vrrp

O show ppp <O0000: OOOOshow><OOOO:PPPOOOOOOO >
ooooooo0o PPPOOOODOOOOOO
OO0oooogd  show ppp <0-4> : PPP interface number
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O 50 view(exec) node

view(exec) node

O show pppoe-bridge <O OO O: O0OOO show><O OO O :PPPoe-bridge>
gooboogd PPPOE bridge0 000 O0ODOODO0O
ooooooo show pppoe-bridge

O show ipsec <OO0OO: OOOO show><OODOO: IPsec>
ooooooo IPsecO00D0O0O0O0OOOO
ooooooo show ipsec ca certificates : Display IPsec CA certificates

show ipsec certificates : Display IPsec certificates

show ipsec crls : Display IPsec crls

show ipsec policy : Display IPsec policy

show ipsec public-keys : Display IPsec public-keys

show ipsec rsa-pub-key : Display IPsec RSA public key

show ipsec sa : Display IPsec Security Associations

show ipsec status tunnel <1-65535> | brief | tunnel <1-65535> brief
: Display IPsec status

O show fast-forwarding<cOO OO : OO0O0O show><O 0O OO :fast- forwarding>
goooooo gooooooooooooooooooon
0000000 0Oshow fast-forwarding

O clock set <O 000 : Date>
ooooooo ocoooooooog
O000000D0Oclock set HH:MM:SS Day Month Year

O0000O0O0O0OHH O hour
MM O minutes
SS 0 seconds
Day (1-31) 0 Day of month
Month (1-12) 00 Month of year
Year (2007-2037) O Year

O erase flash-config <O 00O0: OOOOOO><0000: 000>
goooobooboogooooboooooooooboogoo
0000000 0Oerase flash-config - Configurations on Flash ROM

O delete <OO00O0O: OODOOOO><0O0000: 00>
ooooooo ocooooooogoo
ooooooo delete bootlog

O delete dump sdumpO0 0O ODOO0O
delete file FILENAME (disk0: filename)
delete syslog ssyslogO0 OO @O O)
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O 50 view(exec) node

view(exec) node

O save config <O000O0: OOOOOO><0O0000: configO O >
gooboogo gooboboooobobooooo
0000000 0DOsave config > flashOO OO

O copy <OO0O0O: OOOODODO><O0000: O0OO (syslog/dump)>

oooooog bootlog, dump, syslogO0 OO0 OO0 000000

oooogooo copy bootlog|dump]syslog ssh://<user@IP>/FILENAME
copy bootlog|dump|syslog ftp://<IP>/FILENAME
copy bootlog|dump|syslog diskO:FILENAME

O copy <O0000: ODOOODO><0000: OODOCconfigDOOODOO)>
goooooo [OOoOooOoOoooooooooooooooo
oooogooo copy config ssh://<user@IP>/FILENAME [all]
copy config ftp://<IP>/FILENAME [all]
copy config diskO:FILENAME [all]
goooooo OoOoOoOoooOOoboOooOooOboUOUObooogoogoo
allO00000ODOiMpsecO0 00000 configd tgzOOODODOODOODO
OO0O0O000O0OconfigDOOxmlOODOOOO0ODODO

O copy <OOOO0: OOOOODO><0000: 000 (configDOO)>

0o0odoooo [DOoOoO0OoOoooooooooood

0000000  copy ssh://user@A.B.C.D|X:X::X:X/FILENMAE flash-config]|diskO:FILENAME
copy ftp://A.B.C.D|X:X::X:X/FILENAME flash-config]diskO:FILENAME
copy diskO:FILENAME flash-config

ooooooo OO0OoOooooddocal flashOOOUSBOOODO)OOOOOOODO
disk0 --> disk0 O O copy 0 OO

O dir<O00O0O0O: 000000 ><0000: 00O0O0ooaQg >
O00o0oO0ooooussOo0oooooooooboooooooo
OO0oO0oogodir

O firmware update <O0000: OOOOOOO0><0000: OOOOOO >
0o0odoooo [DOOoOoO0OoOooooooooooogd
OO0oodoog  firmware update ssh://<IP>/FILENAME
O firmware update ftp://<IP>/FILENAME
firmware update diskO:FILENAME
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O 50 view(exec) node

view(exec) node

O restart <O000: OO0O>
gooogog goooboooooooon

ooooooo restart dhcp-relay - Dynamic Host Configuration Protocol (DHCP) Relay
restart dhcp-server : Dynamic Host Configuration Protocol (DHCP) Server
restart dns : Domain Name Service (DNS)
restart http-server : HTTP (Hyper Text Transfer Protocol) Server
restart ipsec o IP security service (IPsec)
restart 12tp : Layer Two Tunneling Protocol version2 (L2TPv2)
restart 12tpv3 : Layer Two Tunneling Protocol version3 (L2TPv3)
restart ntp : Network Time Protocol (NTP)
restart ospf : Open Shortest Path First (OSPF)
restart rip : Routing Information Protocol (RIP)
restart snmp : Simple Network Management Protocol (SNMP)
restart ssh-serve : Secure SHell Server
restart syslog - Syslog
restart system : System restart
restart telnet-server : Telnet Server
restart vrrp : Enable Virtual Router Redundancy Protocol (VRRP) for IP

O configure <O O0O0O: configure>
ooooooo O0o0oooodooooooooooon
oooooog configure terminal

O dump <OOODO: configure>

ooooooo Dooooooooooooo

ooooooo
dump inteface (ppp <0-4>|tunnel <0-255>) [pcap [count <1-9999> [size <64-1518>]1]]
dump inteface ethernet <0-2> [vid <1-4094>] [pcap [count <1-9999> [size <64-1518>]]]
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O 50 view(exec) node

view(exec) node

O clear 12tpv3 fdb <O OO0 : clear><0 00O O :L2TPv3>
0000000  LTpv30 FBOODOOOODOOOOOO
ooooooo clear 12tpv3 fdb local
clear 12tpv3 fdb local ethernet <0-2> vid <1-4094>
clear 12tpv3 fdb remote
clear 12tpv3 fdb remote <1-65535>
clear 12tpv3 fdb remote ethernet <0-2>
clear 12tpv3 fdb remote ethernet <0-2> vid <1-4094>

O clear 12tpv3 counter <O O 00O : clear><0O 00 O :L2TPv3>
0o0ooooo L300 0oooogoooogd
OO00OO0oOoOog  clear 12tpv3 counter ethernet <0-2>
clear 12tpv3 counter ethernet <0-2> vid <1-4094>
clear 12tpv3 counter peer
clear 12tpv3 counter peer A.B.C.D
clear 12tpv3 counter session <1-4294967295>
clear 12tpv3 counter tunnel <1-4294967295>

oooooog
ethernet <0-2> : Ethernet interface <Interface number>
vid <0-4094> I VLAN identifier <ldentifier number>
peer . Peer information
peer A.B.C.D : Remote Router-ID
session <1-4294967295> : Session information <Session-1D>
tunnel <1-4294967295> : Tunnel information <Tunnel-1D>

O clear 12tpv3 tunnel <O OO0 : clear><O 00O :L2TPv3>
ooooooo OOoomoooooooo pogooogLeT3ddnooooonooog
0000000  clear 12tpv3 tunnel <tunnel-id:1-4294967295> <session-id:1-4294967295>

O clear 12tpv3 remote-id <O OO0 : clear><O 00O 0O :L2TPv3>
ooooooo OO0OoooooimogooooLet3dnooogno
OO00O0Ooogd  clear 12tpv3 remote-id <remote-id:A_B.C.D>

O clear 12tpv3 group <O 000 : clear><O0 0O 0O :L2TPv3>
ooooooo OOoooimooooooLetv3a00gooon
OO00OO0O0Oo0  clear 12tpv3 group <group-id:1-65535>

O clear arp <0000 : clear><0O 00 O :ARP>

0000000 ARPOOODOOOOOOOOO
OO0oo0ood  clear arp AB.C.D : ALB.C.D IP address of the ARP cache entry
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O 50 view(exec) node

view(exec) node

O clear ipv6 neighbors <O 00O : clear><0O 00O O :NDP>
ooooooo IPv60 00000 0O0DO0OOO
0000000  clear ipv6é neighbors X:X::X:X ethernet <0-2>
clear ipv6 neighbors X:X::X:X ethernet <0-2> vid <1-4094>
clear ipv6 neighbors X:X::X:X ethernet <0-2> vid <1-4094> <id:1-255>

O clear ppp <0000 : clear><0O 00 O zPPP>
gooooon PPPOOOOOOMO
0000000  clear ppp <0-4>

O clear 12tp <0000 : clear><O0 000 :L2TP>
doooooooLrTPOOOOOog
OO0000000clear 12tp

O clear ipsec tunnel <O OO0 : clear><O 0O 00O :IPsec>
ooooooo IPsec tunnel DO O0DOO0O
OO00O0O0O00  clear ipsec tunnel <tunnel_policy:1-65535>

O clear ipsec state <O OO0 : clear><O00O0O :IPsec>
ooooooo IPsec state0 00O OOOO
0000000  clear ipsec state <state number:1-4294967295>

O terminal <OOO0O: CLI><O000O :length>

ooooooo Dooooooogoooooogo

oooooog terminal length <0-512>
terminal no length [<0-512>]

ooooooo
length <0-512> : <0-512> Number of lines on screen (0 for no pausing)
no : Negate a command or set its defaults

O connect ppp <OO00O0O0O: connect><O0 000 :PPPODODO >
ooooooOo  PPPOOOODOOOOOO
OO00OO0O0O00d  connect ppp <0-4> : PPP <PPP interface number>

O connect 12tp <0000 : connect><O0 000 :L2TPO OO >
ooo00ooo00 LLwro0oooooooo
0000000  connect 12tp

O connect 12tpv3 <O OO0 : connect><0O000 :L2TPv30 OO >

Ooooooo  Lpv30odoooogoo

0000000  connect 12tpv3 ethernet <0-2>
connect 12tpv3 ethernet <0-2> A.B.C.D : A_B.C.D Remote Router-ID
connect 12tpv3 ethernet <0-2> vid <1-4094> : VLAN ldentifier
connect 12tpv3 ethernet <0-2> vid <1-4094> A.B.C.D
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050 view(exec) node

view(exec) node

O connect ipsec <O OO0 : connect><0 000 :IPsecO OO >
ooooooo IPsecO0 000000000
ooooooo connect ipsec <1-65535> > Number of IPsec tunnel policy

O disconnect <O 000 : disconnect>< 000 :CLI logout>
ooooooo Oooooooooooooogoo
ooooooo disconnect console . Disconnect console terminal
disconnect vty <0-10> - Disconnect virtual terminal <VTY Line number>

O format <O 00O : format>
ooooOogo gooooooooooooooooog
ooooooo format diskO

O ping <OOODO: network test>
Oo0ooooo  pingDOOODOOO
OoOOoooo  ping ip A.B.C.D | FQDN
ping ipv6 X:X::X:X | FQDN
ping ipv6 X:X::X:X | FQDN ethernet <0-2>

O traceroute <O 000 : network test>
oooooon traceroute0 0 OO0 OO0

0000000  traceroute icmp A.B.C.D | FQDN : ICMP Trace
traceroute icmpv6 X:X::X:X | FQDN > ICMPv6 Trace
traceroute ip A.B.C.D | FQDN : IP Trace
traceroute ipv6 X:X::X:X | FQDN : IPv6 Trace

O ssh <O0O0O0O: network client>
Ooooopoo ssHOooDooooooo
oooogooo ssh (iplipv6) A.B.C.D|X:X::X:X]FQDN user USERNAME
[version 1 [cipher (3des|blowfish|des)]]
ssh (iplipv6) A.B.C.D|X:X::X:X]FQDN user USERNAME
[version 2 [cipher (3des-chc|aesl28-chc|aesl28-ctr|aesl192-chc
|aes192-ctr|aes256-chc|aes256-ctr|arcfour|arcfourl28|arcfour256
|blowFish-chc|cast128-cbc)]]

O telnet <O OO0 : network client>
ooooooo TelnetOOOOOOOOO
0000000  telnet A.B.C.D]|X:X:X:X::X]FQDN

O logout <O ODO0O: logout>
gooooon ogooooooon
ooooooo logout
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O 50 view(exec) node

view(exec) node

O eject <OOO0O: eject>

ooooooo oodoooooooooooooooon
ooooooo eject disk0
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O 60 global node

global node

O OO command

nxr130#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.

nxrl30(config)#

O ip access-list
gooooon
goooooo

oooogooo
SRC-1P
DST-IP
PROTOCOL
1CMP
TCP/UDP

TCP-OPTIONS

O no O

<O0000: 1IPv4 ACL>

IPMAOOO00OO0O00O0DOOO0O00

ip access-list IPv4-ACL-NAME (permit]deny) SRC-IP DST-IP

ip access-list IPv4-ACL-NAME (permit]deny) SRC-IP DST-IP PROTOCOL

ip access-list IPv4-ACL-NAME (permit]deny) SRC-IP DST-IP ICMP

ip access-list IPv4-ACL-NAME (permit]deny) SRC-IP DST-IP TCP/UDP

ip access-list IPv4-ACL-NAME (permit]deny) SRC-IP DST-IP TCP-OPTIONS

: ALB.C.D | A.B.C.D/M | any
: A.B.C.D | A.B.C.D/M | any

1 <0-255> : Protocol number
> icmp | icmp <0-255> : ICMP <ICMP type>
> tep | udp

> tep | udp <sport:1-65535>]any|range <min:1-65535> <max:1-65535>
<dport:1-65535>]any|range <min:1-65535> <max:1-65535>
: tep syn : TCP syn packets
: tcp <sport:1-65535>]any|range <min:1-65535> <max:1-65535>
<dport:1-65535>]any|range <min:1-65535> <max:1-65535> syn
no ip access-list ACL-NAME

O ipv6 access-list <O OO0 : IPv6 ACL>

goooooo
gooogog

oooogooo
SRC-1PV6
DST-1PV6
PROTOCOL
1CMPV6
TCP/UDP

TCP-OPTIONS

O no O

IPv6000000000DO0OOO0OO

ipv6 access-list IPv6-ACL-NAME (permit]deny) SRC-IPV 6 DST-IPV6

ipv6 access-list IPv6-ACL-NAME (permit]deny) SRC-1PV6 DST-1PV6 PROTOCOL
ipv6 access-list IPv6-ACL-NAME (permit]deny) SRC-IPV6 DST-1PV6 ICMPV6

ipv6 access-list IPv6-ACL-NAME (permit]deny) SRC-1PV6 DST-1PV6 TCP/UDP
ipv6 access-list IPv6-ACL-NAME (permit]deny) SRC-IPV6 DST-1PV6 TCP-OPTIONS

DOXIXDIXIX ] XiXiiXiXAM | any
DOXIXDIXIX ] XiXiiXiX/M | any

1 <0-255> : Protocol number
> icmpv6 | icmpv6 <0-255> - IPv6 ICMPv6 <IPv6 ICMP type>
> tep | udp

> tep | udp <sport:1-65535>]any|range <min:1-65535> <max:1-65535>
<dport:1-65535>]any|range <min:1-65535> <max:1-65535>
: tep syn : TCP syn packets
: tcp <sport:1-65535>]any|range <min:1-65535> <max:1-65535>
<dport:1-65535>]any|range <min:1-65535> <max:1-65535> syn
no ipv6 access-list ACL-NAME
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O ip snat]dnat ip <OO0ODO: NAT><OOODO: IP>

Ooooooo NTOOOOODODOOOwrm

ooooooo ip (snat]dnat) NAT-NAME ip source:any|A.B.C.D/M]A.B.C.D
dst:any|A.B.C.D/MJA.B.C.D to:A.B.C.D [to-end:E.F.G.H]

O ip snat]dnat tcpjudp <O OO O : NAT><O O OO : TCP/UDP>

OO0OOoOoDoo NATOOOODOOOOOdTer/ubPd

ooooooo ip (snat]dnat) NAT-NAME tcp|udp
source:any|A.B.C.D/MJA.B.C.D [<sport:1-65535>]|any|range <min:1-65535> <max:1-65535>]
dst:any|A.B.C.D/M]JA.B.C.D [<dport:1-65535>]any|range <min:1-65535> <max:1-65535>]
to:A.B.C.D [[to-end:E.F.G.H] [<port:1-65535>]range <min:1-65535> <max:1-65535>]]

O ip snat]dnat protocol <O O OO : NAT><O O OO : protocol>
ooooooo NTOOOO0OOOOO0ObDOObOODOOOm
ooooooo ip (snat]dnat) NAT-NAME <protocol:0-255>
source:any|A.B.C.D/MJA.B.C.D dst:any|A.B.C.D/M]JA.B.C.D to:A.B.C.D [to-end:E.F.G.H]
goooooo protocol DO O udp/tep0 000000 portD 00 0OO0OOOO
@QUOO0O000udp/tecpd0OOOOODOO)

O system snat <O OO0 : NAT><O O OO : system NAT>
0000000  Source NATOODOOOOO
goooooo system snat-group SNAT-NAME

g no g no system snat-group

O system dnat <O OO0 : NAT><O O OO : system NAT>
ooooooo Destination NATO OO DO OO
gooboogd system dnat-group DNAT-NAME

0 no 0 no system dnat-group

O pppoe-option sent-padt <O O OO : PPPoE option><O000O0: ODOOOOOO >
Oo0oodoog  PpPEC00DODOOODOODOOODO
ooooooo pppoe-option sent-padt

all | prev-pppoe-session | unknown-ip-packet | unknown-Icp-echo
oo 0O oo pppoe-option sent-padt all
O no O no pppoe-option sent-padt

[prev-pppoe-session | unknown-ip-packet | no pppoe-option]

O pppoe-bridge <O 0O 00O : PPPoE bridge>

0000000  PPPOE bridge0 O OO OO0

ooooooo pppoe-bridge ethernet [0-2] ethernet [0-2]
oo 0O oo no pppoe-bridge

O no 0 no pppoe-bridge
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O dhcp-server <O 000 : DHCP server><[ O 0O 0O :bind address>
0000000 DHCPOODOODODOOOOIPODOODODODODODOODODDO
ooooooo dhcp-server bind HH:HH:HH:HH:HH:HH A.B.C.D

O no O no dhcp-server bind HH:HH:HH:HH:HH:HH

O ssh-server enable <O 000 : ssh server ><O0O0O0O: OO/00 >
ooooooo ssHOOOOOooooooo

ooooooad ssh-server enable

oo 0O oo no ssh-server enable

O no O no ssh-server enable - 0ad

O ssh-server address-family <O 000 : ssh server ><000 0 : address family>
goooooo SsHOOOOOoOOoOOooOooooooooadpva/ipve)do0nooonod

ooooooo ssh-server address-family ip > IPv4 access only
ssh-server address-family ipv6 : IPv6 access only

oo 0O o0 no ssh-server address-family

O no O no ssh-server address-family > any

O ssh-server ciphers <O OO0O: ssh server ><0000 : cipher>

goooooo ssHOoooooooooooooo

ooooooo ssh-server ciphers (aesl128-chc|3des-chc|blowfish-cbc|castl128-chc|arcfourl28|
arcfour256]arcfour|aes192-cbhc|aes256-cbc|aes128-ctr|aesl92-ctr|aes256-ctr|)

00 od ooooo

O no O no ssh-server ciphers

O ssh-server version <O 0O0O0O: ssh server ><0000 : version>
goooood SSHOOOOOOOOOoOooOOooooo

ooooooo ssh-server version 1|2 : SSHv1 or SSHv2
ssh-server version 1 2 : SSHv1 and SSHv2

oo 0O o0 ssh-serverversion 1 2

O no O no ssh-server version (=ssh-server version 1 2)

O telnet-server enable <O 00O : telnet server ><O0O0O0: OO /00 >
ooooooo TelnetU OO OOOOOOOO

ooooooo telnet-server enable

od 0O Od telnet-server enable

O no O no telnet-server enable 0o

O http-server enable <O OO0 : http server ><O000O0: OO /00 >
O0oodoog  HIPOODOODODODOO

ooooooo http-server enable

oo 0O oo no http-server enable

O no 0 no http-server enable 0o
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O http-server ip access-filter <O OO0 : http server ><O000: OOOOOO >

ooooodgo
goooooo
oo oo
0 no 0

WebODOOOOODOODOOOD IPVA ACLODODOODO
http-server ip access-filter 1Pv4-ACL-NAME

source IPOOOOOODODO

no http-server ip access-filter

O http-server ipv6 access-filter <O O OO : http server ><O000: OOOOOO >

ooooodgo
goooooo
oo oo
0 no 0

WebOOOOOODOODOOOD IPve ACLODODOOODO
http-server ipv6 access-filter IPv6-ACL-NAME
source IPOOOOOODOO

no http-server ipv6 access-filter

O session max <O 00O : session lifetime>

goooooo
goooooo
oo O oo
0 no |

O0o0o0o0oooooooooa
session max <4096-16384>
session max 4096

no session max : Set defaults

O session tcp timer <O OO 0O : session lifetime>

ogoooooad
ogoooood
oo O od
0 no 0

TcPOO0DOO0OODOO0OOODOOOOn
session tcp timer <0-8640000> : Expire timer <Timeout value (second)>
session tcp timer 3600

no session tcp timer : Set defaults

O session udp timer <O OO 0O : session lifetime>

ogoooooad
goooood
oo O oOd
0 no 0

wrpOOOODOOOOOOOODOOOO
session udp timer <0-8640000> : Expire timer <Timeout value (second)>
session udp timer 30

no session udp timer : Set defaults

O session udp-stream timer <O OO O : session lifetime>

ogoooooad
goooood
og O od
0 no 0

wrpOOOO0OOOODOO0ODOOOODOOOODOO

session udp-stream timer <0-8640000> :Expire timer <Timeout value (second)>
session udp-stream timer 180

no session udp-stream timer : Set defaults

O password <O 000 : password><0O 0O OO : CLI>

ooooooo QOooooboobooooo

ooooooo password [hidden]WORD

oo o 0od password admin

oo O 0O OpasswordO0OOO0OODOO

O no 0  no password : Set defaults
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O gui password

ocoooooo oeulobDoOooOoDbbooooo

OO0oDoooogd  gui password [hidden] WORD

OO0 O OO  gui password admin

oo O 0 OpasswordO0OOOOOOO

O no 0  no gui password : Set defaults

O console idle-timeout <O OO0 : CLI><OO0OO : console idle-timeout>
Oo0oooogd  ConsoledOO0OD0OD0OOOOODOODOOOO

0000000  console idle-timeout <minutes:0-35791> [<seconds:0-2147483>]
oo 0O 00 console idle-timeout O 3600

O no O no console idle-timeout (=console idle-timeout O 0)

O vty idle-timeout <O O0O0O: CLI><O000: vty idle-timeout>
ooooooo vty OOoooooooooooooo

0000000 vty idle-timeout <minutes:0-35791> [<seconds:0-2147483>]
OO0 O OO vty idle-timeout 0 3600

O no O no vty idle-timeout (=vty idle-timeout 0 0)

O vty ip access-filter <O0O0O0O: CLI><O0O0O0O0: ODODOO >
ooooooo  vyodipv4aOOOODODOOODOODOODO
OO000O00gd vty ip access-filter IPV4-ACL-NAME

O no O no vty ip access-filter

O vty ipv6 access-filter <O0O0O0O: CLI><O0000: OOOO >
ooooooOo  vyOIPv6OOODOODODOODODOODOOOO
OO0ooooog vty ipve access-filter I1PV6-ACL-NAME

O no 0  no vty ipv6 access-filter

O vty session-max <O0O0O0O: CLI>O0O0ODO: veyODOOGOoOGOQO >

ooooooo vyOoOoooooooooooooo

0oooodno vty session-max <1-10> : Maximum number of vty session <Maximum number>
od 0O OO0 vty session-max 4
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O 12tp udp source-port <O OO0 : L2TP><O 000 : source port>
goooogd L2TPO UDPO OO DOODOOOOOODOO
ooooooo 12tp udp source-port <1024-65535>

oo 0O oo 12tp udp source-port 40001

O 12tp hostname <O OO0 : L2TP><0O0 00O : hostname>

ggooogd L2tPO0000D0OoO0oOoOonDOoO

gooboogd 12tp hostname L2TP-HOSTNAME

<00000 > O0000OChostnameD 0000000 O0DOOODOODOODO

O 12tpv3 hostname <O 0O 00O : L2TPv3><O O OO : hostname>
gooooon LT3 0o0oooooooon

ooooooo 12tpv3 hostname L2TPv3-HOSTNAME

gooooon OO00OOOhostname 0000 O0O0O00OODOODOOOOODOO
O no 0 no I12tpv3 hostname

O 12tpv3 router-id <O 000 : L2TPv3><O O OO : router-id>
gogooogod LetPv30 0O O IDOOOODODOO
ooooooo 12tpv3 router-id A.B.C.D

O 12tpv3 mac-learning <O OO0 : L2TPv3><0O000: macO O >
OoOooooo  Lv3dnvMacOnOCOoOoonDoood
oooogooo 12tpv3 mac-learning

o0 O 0O0d 12tpv3 mac-learning

O no O no 12tpv3 mac-learning

O 12tpv3 mac-aging <O OO0 : L2TPv3><0O 00O 0O : mac aging>

gooooono L2TPv3O MACO D OO OOOODODODDOOOOOOoOooOO

ooooooo 12tpv3 mac-aging <seconds:30-1000>

oo 0O oo 12tpv3 mac-aging 300

O no 0 no 12tpv3 mac-aging . Set defaults(=12tpv3 mac-aging 300)

O 12tpv3 loop-detect <O OO0 : L2TPv3><O OO0 : LoopO 0O >
Oooo0ooo0O LIP30 0000000000000
ooooooo 12tpv3 loop-detect

OO0 O OO no 12tpv3 loop-detect

O no O  no 12tpv3 loop-detect . Set defaults

O 12tpv3 send-known-unicast <0000 : L2TPv3><0O 000 : known unicast>
ooooood L2TPv3 0 known unicast 0 0000000000
ooboooo 12tpv3 send-known-unicast

oo O oo no I2tpv3 send-known-unicast

O no O  no 12tpv3 send-known-unicast
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O 12tpv3 udp source-port <O O OO : L2TPv3><O0 000 : over UDP>

gooogoog
ooooooo
oo 0O oo
0 no 0

L2TPv3 over UDPO O OO0 ODOOOOODOODOO
12tpv3 udp source-port <1024-65535>
12tpv3 udp source-port 1701

no 12tpv3 udp source-port : Set defaults(=12tpv3 udp source-port 1701)

O 012tpv3 udp path-mtu-discovery <O 000 : L2TPv3><O 00O O : PMTU discovery>

gooogoog
ooooooo
oo O oo
0 no 0

PMTUD over UDPO O OO DO OODO
12tpv3 udp path-mtu-discovery
no 12tpv3 udp path-mtu-discovery

no 12tpv3 udp path-mtu-discovery : Disable

O I12tpv3 path-mtu-discovery <O OO0 : L2TPv3><O0 00 0O = PMTU discovery>

goooooo
gboobogog
oo 0O 0o
gboobogog

PMTUDO OO ODOOOO
12tpv3 path-mtu-discovery
no 12tpv3 path-mtu-discovery

no I12tpv3 path-mtu-discovery : Disable

O I12tpv3 snmp enable <O OO0 : L2TPv3><O 00O 0O = SNMP>

gooogoog
ooooooo
oo 0O oo
0 no 0

L2TPv3 S\MPO O OODOOOO
12tpv3 snmp enable
no 12tpv3 snmp enable

no I12tpv3 snmp enable : Disable

O 12tpv3 snmp trap <O OO0 : L2TPv3><O 000 : SNMP trap>

gooogoog
ooooooo
oo O oo
0 no 0

L2TPv3 SNWMP trap0 0000000
12tpv3 snmp trap
no 12tpv3 snmp trap

no 12tpv3 snmp trap : Disable
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O hostname<Od O OO : hostname>
ooooOogo gooooooooog
ooOooooa hostname HOSTNAME

O fast-forwarding enable <O OO0 : Fast path>
oooogooo fast forwardingD OO OO OO .
oooooog fast-forwarding enable

O no O no fast-forwarding enable  : Disable

O arp<O000O0: IPv4><O000O - static ARP>
ooooood 000000 ARPODOODOOODO
OO0O00oOoOoO0d  arp A.B.C.D HH:HH:HH:HH:HH:HH
oo0ooooo
A.B.C.D > IP address of the ARP entry
HH:HH:HH:HH:HH:HH : Mac (hardware) address of the ARP entry in HH:HH:HH:HH:HH:HH format
O no O no arp A.B.C.D

O ip route <OOODO: IPv4><0O000O - static route>
0000000 O000000000000000
ooooooo ip route (A.B_C.D/M GATEWAY|INTERFACE|NULL) [<distance:1-255>]
ooooooo

A.B.C.D > IP address of the gateway

INTERFACE : ethernet <0-2> [vid <1-4094>] [<distance:0-255>]

| ppp <0-4> [<distance:0-255>]

NULL : null [<distance:0-255>]

O no O no ip route (A.B.C.D/M GATEWAY]INTERFACE|NULL) [<distance:1-255>]

O ipvé forwarding <O OO0 : IPv6><O0000 : IPv6 forwarding>
ooooooo ipve0 00000000000 0O0DOOO
oooogooo ipv6 forwarding

o0 O OO0 no ipv6 forwarding

O no O no ipv6 forwarding

O ipv6 neighbor <O OO0 : IPv6><0O 000 : static neighbor>

ooooooo ipve00000000D00OO

oooogooo ipv6 neighbor X:X::X:X HH:HH:HH:HH:HH:HH ethernet <0-2> [vid <1-4094>]

O no O  no ipv6 neighbor X:X::X:X HH:HH:HH:HH:HH:HH ethernet <0-2> [vid <1-4094>]
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O ipv6 route <OODOO: IPv6><O 00O : static route>
ggooogd ipve 0 0000000000000 0O0O
ooooooo ipv6 route X:X::/M GATEWAY [<distance:1-255>]
ipv6 route X:X::/M INTERFACE [<distance:1-255>]
ipv6 route X:X::/M GATEWAY INTERFACE [<distance:1-255>]

ooooooo
X:Xz:/M - IPv6 destination prefix (e.g. 3ffe:506::/32)
GATEWAY I X:X::X:X IPv6 gateway address

INTERFACE : ethernet <0-2> [vid <1-4094>] | ppp <0-4> | tunnel <0-255>
O no 0O no ipv6 route X:X::/M GATEWAY [<distance:1-255>]
no ipv6 route X:X::/M INTERFACE [<distance:1-255>]
no ipv6 route X:X::/M GATEWAY INTERFACE [<distance:1-255>]

O ipv6 bridge <ODOODO: IPv6><O0000O - bridge>
ooooooo ipv60 0000000000

ooooood ipv6 bridge ethernet <0-2> ethernet <0-2>
O no O no ipvé bridge

O track <O OO0 : netevent>
ooooooo [OOooOoOoOooOooooooboooboog
ooooooo
track <trackid:1-255> interface (ethernet <0-2> | ppp <0-4>| tunnel <0-255>)
track <trackid:1-255> ip reachability : ping0 00O reachability0 O OO0
(A.B.C.D | FQDN) [source A.B.C.D] [<interval:10-32767> <retry:0-255>]
track <trackid:1-255> ipv6 reachability > ping6 0 00O reachability0 O OO0
(A.B.C.D | FQDN) [source A.B.C.D] [<interval:10-32767> <retry:0-255>]
track <trackid:1-255> ipsec isakmp <IKE-POLICY:1-65535> : IKE SAO DO OOOODOO
track <trackid:1-255> ospf neighbor <PEER_RID:A.B.C.D>
track <trackid:1-255> vrrp ip <vrrpid:1-255> interface ethernet <0-2> :ethernet 0 0O
O no O  no track <trackid:1-255>
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O ipsec nat-traversal <O OO0 : IPsec><O0 000 : NAT-T>

ooooooa
ooooooOoad
O no O

O ipsec x509
gooboogd
gooboogd
U no U

O ipsec x509
gogooogod
gooboogd
g RN
U no U

O ipsec x509
gogooogod
gooboogd
HEN HEN
U no U

NATOOOODOOOOOOoOoooo
ipsec nat-traversal enable
no ipsec nat-traversal enable

enable <O 000 : IPsec><O0000O: X.509>

IPsec X.5090 0000000
ipsec x509 enable
no ipsec x509 enable

ca-certificate <O OO0 : IPsec>xO0000O0: cAODOO >

X.5090 cCADOOOOODOooon
ipsec x509 ca-certificate NAME WORD
WORD OO0 O ftp://, ssh://

no ipsec x509 ca-certificate NAME

certificate <O OO0 : IPsec><xO000O0: OOOOOO >

X.5090 0000000000
ipsec x509 certificate NAME WORD
WORD OO0 O ftp://, ssh://

no ipsec x509 certificate

O ipsec x509 private-key <O OO0 : IPsec><xO0000: OO0O >

ooooooo
ooooooo
oo oo
0 no 0

X.5090 private keyO O OO O OGO
ipsec x509 private-key NAME key WORD
WORD OO O ftp://, ssh://

no ipsec x509 private-key NAME [key]

O ipsec x509 private-key <O OO0 : IPsec><0 000 : passphrase>

ooooooao
ooooooOoad
O no O

X500 0000000000000
ipsec x509 private-key NAME password (hidden]) WORD
no ipsec x509 private-key NAME [password]

O ipsec x509 crl <OO0OD0O: IPsec><0000: OOOOO>

oooooog
gooogoog
00 00
a no 0

oooooooogoooooogoo
ipsec x509 crl NAME WORD

WORD OO OO ftp://, ssh://

no ipsec x509 crl NAME
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O ipsec access-list <OO0O0O: IPsec><O0000 : SelectorO OO >

ooooood IPsecO0000000O0O00ODOOOOO

ooooooo ipsec access-list ACL-NAME ip any|host]A.B.C.D/M any|host]A.B.C.D/M
ipsec access-list NAME ipv6 any|host]X:X::X:X/M any|host]X:X::X:X/M

O no O no ipsec access-list ACL-NAME

O ipsec generate <O OO0 : IPsec><O 000 : rsa-sig-key>
ooooooo RSA signature keyO OO QOO QO .

ooooooo ipsec generate rsa-sig-key <key length: 512-1024>
O no O no ipsec generate rsa-sig-key
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O interface ethernet

ooooooo interface node 0000000 profile0D0000O0D0O0O0O
ooooooad interface ethernet <0-2>

oooooog ethernet interface0 0000

O interface loopback

oooogooo interface nodeJ 0 OO OO0 profileD000OCOODOOODO
ooooooo interface loopback <0-9>

O no O no interface loopback <0-9>

O interface ethernet <0-2> vid <1-4094>

ooooooo interface node 0000000 profile00000O0D0O0O0O
ooooooad interface ethernet <0-2> vid <1-4094>

O no O no interface ethernet <0-2> vid <1-4094>

O interface tunnel

oooogooo interface tunnel node0 000000 profileO O OOOOODOOO
oooooog interface tunnel <0-255>

O no O no interface tunnel <0-255>

O interface ppp

ooooooo interface ppp node 0 000000 profile0 000000000
ooooooo interface ppp <0-4>

O no 00  no interface ppp <0-255>

O 12tp

ooooood 12tp node 0O OO0 OO0 profile0 000000 OO0O
ooooooo 12tp <0>

O no O no 12tp <0>

O 12tpv3 tunnel

ooooooo 12tpv3-tunnel node 0000000 profile0 000000000
ooboonoo 12tpv3 tunnel <0-4095>

O no 0O  no I12tpv3 tunnel <0-4095>

O 12tpv3 xconnect

oooogooo 12tpv3-xconnect node OO OO0 OO0 profileD0O000OOOODOO
ooooooo 12tpv3 xconnect <xid:1-4294967295>

O no O no 12tpv3 xconnect <xid:1-4294967295>
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O 12tpv3 group

ooooooOoad
ooOoo0ooa
[l no O

O ntp

ooooooo
ooooooo
a no a

O dns

ooooooo
oooooog
0 no 0

O snmp

ooooooo
ooooooo
a no 0

O router rip
ggooogod
goooogd
U no |

O router ospf
gooooon
goooooo
a no a

O dhcp-server
gooboogd
gooboogd
U no |

O sip-nat

ooooooo
ooooooo
oo O oo
0 no 0

global node

12tpv3-group node 0 OO OO OO profile0D OO0 OOOODOODO
12tpv3 group <gid:1-4095>
no 12tpv3 group <gid:1-4095>

ntp node0 0 O00O0O0O profile00O00OO0OOD0OOO
ntp

no ntp : Stop and initialize NTP service

dns node0 0 OOO0O0profileDO0OO0OO0OODOO0O
dns

no dns Stop and initialize DNS service

snmp node 0 OO0 O0O0OO profile0 0 00OO0OOOO
snmp

no snmp : Stop and initialize SNMP service

RIP nodeDOO0ODOOOprofileD0O0OO0O0DOOOO
router rip

no router rip : Stop and initialize RIP service

OSPF node 00O OO OO profile0 00O OOOOOO
router ospf

no router ospf : Stop and initialize OSPF service

dhcp-server node 0 O OO0 OO0 profileD OO0 OO0OOOOOO
dhcp-server <1-5>
no dhcp-server[<1-5>]

SIPNATOOODOOOOO
sip-nat enable

no sip-nat enable

no sip-nat enable
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O OO0 command

nxr130#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#interface ethernet <0-2> [vid <1-4094>]
nxr130(config-if)#

nxr130(config)#interface loopback <0-9>
nxr130(config-loopback)#

O ip address <O OO0 : IPv4 address><0000: OOO0O >
goooood goooooooiirgobboboooooo
ooooooo ip address A.B.C.D/M [secondary]

O no 0 no ip address A.B.C.D/M [secondary]

O ip address <O 000 : IPv4 address><0 00O 0O : DHCP>
O0o00ooo0d DHCPOOO IPODOOOODOODOODO
oooooog ip address dhcp [hostname]

O no O no ip address dhcp

O ipv6 address <O OO0 : IPv6 address>
coooooo ooooooogimwpeodooooooooo
ooooooo ipv6 address X:X::X:X link-local : O0O0OO0OODOOOLLADODODOO
ipv6 address X:X::X:X/M [eui-64]
D eui-6400 000 ipv6-address O prefixO DO OO O
ipv6 address autoconfig :ipve forwardingD OO0 O0ODOOO
O no O no ipv6 address X:X::X:X link-local
no ipv6 address X:X::X:X/M [eui-64]
no ipv6 address autoconfig

O ipv6 address <O OO0 : IPv6 address><0 00O 0O : DHCPv6-PD>
goooooo DHCPv6 Prefix DelegationO0 O OO OO0
gooooood ipv6 address DHCPv6-PD X:X::X:X/M [eui-64]
oo oo ipv6-address O O sub-prefix [0 host D 0 0O 000
PREFIX-NAMEO O dhcpvé pd0 0 OO0 prefixODOOODOODOOOOOO
ipv6 dhcp client pd0 00000
O no O no ipv6 address DHCPv6-PD [X:X::X:X/M]
:DHCPv6 packet 0 O O interface0 0 00O

0O speed <0000 : speed><0 000 : set/negate>

0000000 [OoOOoOoooooogooooocuii/malhoooooon
0000000  speed auto]10-full]10-half]100-full]100-half

oo 0O 00 speed auto

od OO0 16bpsO00000autod OO

O no O  no speed > Negate
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O mtu<OOOO: MTU><OO0ODO : set/negate>
ooooooo wMuooooooo
ooooooo mtu <bytes:68-1500>

g no g no mtu

O ip proxy arp <O DO OO : Proxy ARP><O 00O O : set/negate>
O000O0o00O  Proxy RPOOOOOOOO

ooooooo ip proxy-arp

oo 0O oo no ip proxy-arp

O no O no ip proxy-arp

O ip directed-broadcast <O O OO : Directed Broadcast>< 0 0O O : set/negate>
0000000  Directed Broadcast D OO DD DO ODDODOODOODOODODO
ooooooo ip directed-broadcast

oo 0O oo no ip directed-broadcast

O no O no ip directed-broadcast

O ip redirects <O OO0 : ICMP redirects><0 000 : set/negate>
ooooooo IcPO 0000000000000

ooooooo ip redirects

oo 0O oo ip redirects

O no O no ip redirects

O ip tecp adjust-mss <O O 0O 0O : Adjust TCP MSS><O O 00O : set/negate>
Do0oooog wMssOOOoooDoDbOo

ooooooo ip tcp adjust-mss auto]500-1460

oo 0O oo no ip tcp adjust-mss

O no O no ip tcp adjust-mss

O ipv6 tcp adjust-mss <O 0O 00 : Adjust TCP MSS><O 00O O : set/negate>
ooooooog IPv6 NSSO OO DOODODOODO

ooooooo ipv6 tcp adjust-mss auto]500-1460

oo 0O oo no ipvé tcp adjust-mss

O no O no ipvé tcp adjust-mss

O ip mask-reply <O OO0 : ICMP mask reply><0O 00O : set/negate>
ooooooo ICMP Address Mask Request0 OO0 00O 00O
ooooooo ip mask-reply

oo 0O oo no ip mask-reply

O no O no ip mask-reply
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O link-check <O 00O : link check><O OO 0O : enable/disable>

ooooood
ooooooad
od 0O Od
0 no O
00 od

oooooooooooooog
link-check [<0-60sec>]
link-check 10

no link-check (=link-check 0)
link-check<CR> = link-check 10

O ipv6 nd prefix <OOO0O: NDP><O 00O : RA parameters>

gooogooo
gooogog

00 00
O no O

IPv6 Routing Prefix AdvertisementO OO OO OO
ipv6 nd prefix X:X:X:X::X/M
[<valid-lifetime:0-4294967295> <preferred-lifetime:0-4294967295>]
Ethernet/VLANO O OO OO
no ipv6 nd prefix X:X:X:X::X/M
[<valid-lifetime:0-4294967295> <preferred-lifetime:0-4294967295>]

O ipv6 nd send-ra <O O OO : NDP><OO OO : RA parameters>

Oooo0oooad
ooOooooa
O no O

IPv6 RA(Router Advertisement0 OO OO OO0
ipv6 nd send-ra RAODOOO
no ipvé nd send-ra :RADODOO

O ipv6 nd ra-lifetime <O OO0 : NDP><ODO OO : RA lifetime>

ooooooo
gooogoog
oo 0O o0
a no a
00 oo

IPv6 RA(Router AdvertisementO0 OO0 OO0 OO0O0OOOO0O
ipv6 nd ra-lifetime <0-9000>

ipvé nd ra-lifetime 90

no ipvé nd ra-lifetime

ra-lifetime >= ra-interval max

O ipv6 nd ra-interval <OOOO: NDP><OO OO : RA interval>

oooooog
ooooooo
oo 0O oo
00 00
a no a

IPv6 RA(Router Advertisement0 OO0 OO0 0OOO0OOOOO0O
ipv6 nd ra-interval <min:3-6750> <max:4-9000>

ipvé nd ra-interval 10 30

min < max x 0.75

no ipvé nd ra-interval

O ipv6 nd rs-interval <OOO0O: NDP><OO0O0O: RSOODOO >

ooooooo
oooogooog
oo 0O oo
a no a

IPv6 Router Solicitation0 0000000 ODOOODO
ipv6 nd rs-interval <interval:1-10sec>
ipvé nd rs-interval 1

no ipvé nd rs-interval : Set defaults

58



o770

interface node

interface node

O ipvé nd rs-count <O OOO: NDP><OOOO: RSOODOO >

gooogoog
ooooooo
oo O oo
0 no 0

IPv6 Router SolicitationO0 00O OOOOOOONO
ipv6 nd rs-count <count:1-2147483647>
ipv6 nd rs-count 3

no ipvé nd rs-count : Set defaults

O ipv6é nd reachable-time <O OO0 : NDP><OOODO: OOOOOOO >

oooooog
ooooooo
oo O oo
0 no 0

oooooooooooooooooooon
ipv6 nd reachable-time <msec:0-3600000>
ipv6 nd reachable-time 30

no ipvé nd reachable-time : Set defaults

O ipvé nd ns-interval <OOOO: NDP><OOOO: NSOOOO >

ooooooo
ooooooo
oo O oo
0 no 0

NSOODODODoDooooooo

ipv6 nd ns-interval <msec:1000-3600000>
ipv6 nd ns-interval 1000

no ipvé nd ns-interval

O ipv6e nd dad attempts <O O OO : NDP><OO OO : DADO O >

ooooooo
ooooooo
oo O oo
0 no 0

IPv6 DADOOOOOOOODOOOO
ipv6 nd dad attempts <0-600>
ipv6 nd dad attempts 1

no ipvé nd dad attempts

O ip rip receive version <OOOO: RIP><OODODO : version>

ooooooo
ooooooo
oo O oo
00 0o
a no 0

RIPOOOODODOODOODODOO

ip rip receive version 1|2 [1]2]

ip rip receive version 2

version 1, version 2, version 1 & 2000000
no ip rip receive version

O ip rip send version <OOO0O: RIP><ODOOO: version>

ooooooo
gooogoog
oo 0O oo
oo oo
0 no 0

RIPOODODODODOODODODOD

ip rip send version 1]2 [1]2]

ip rip send version 2

version 1, version 2, version 1 & 2000000
no ip rip transmission version

O ip rip split-horizon <O OO0 : RIP><OOOO = split horizon>

oooooog
ooooooo
oo O oo
0 no 0

ooooooooooooooooon
ip rip split-horizon [poisoned]
ip rip split-horizon

no ip rip split-horizon
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O ip ospf cost <OOO0O: OSPF><0O 00O : cost>
ggooogd OSPFO0OD0O0ODOODDOOnOO
ooboonoo ip ospf cost <1-65535>

O no 0  no ip ospf cost

O ip ospf hello-interval <O OO0 : OSPF><0O 000 : hello-interval>
0000000 HelloOODOOODODODOODOOO

ooooooo ip ospf hello-interval <1-65535>

O no O no ip ospf hello-interval

O ip ospf dead-interval <O0O0O0O : OSPF><0O 000 : dead-interval>
ggoboogd Pead 00D ODOOOOODOODO

ooboonoo ip ospf dead-interval <1-65535>

O no 00  no ip ospf dead-interval

O ip ospf retransmit-interval <OOOO: OSPF><O00 00O : retransmit-interval>
0000000 RetransmitD OO OO0OO0OO0O0OOOO

ooooooo ip ospf retransmit-interval <1-65535>

O no O no ip ospf retransmit-interval

O ip ospf transmit-delay <O OO0 : OSPF><O 000 : transmit-interval>
ooooooog Transmit DelayO O OO OO0

ooboooo ip ospf transmit-delay <1-65535>

O no 0  no ip ospf transmit-delay

O ip ospf authentication <O OO0 : OSPF><0O 000 : authentication>
ooooooo oooooooogo

ooooooo ip ospf authentication null|message-digest

O no O no ip ospf authentication

O ip ospf authentication-key <O 000 : 0SPF><0O 0 00O : authentication>
gooboogo gooboooobobooon

oooogooo ip ospf authentication-key PASSWORD

O no 0O  no ip ospf authentication-key

O ip ospf message-digest-key <0000 : OSPF><0O 00O : md-key>
oo0oodoog wMsO0oooooooood

oooooog ip ospf message-digest-key <keyid:1-255> md5 PASSWORD
O no O no ip ospf message-digest-key <keyid:1-255>

O ip ospf priority <OODO0O: OSPF><O0000O : priority>
gooboogo gooboooobobooon
ooboonoo ip ospf priority <0-255>

O no 0  no ip ospf priority
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O ip ospf mtu-ignore <O OO0 : OSPF><O 000 : mtu-ignore>

ooOooooa
ooooooOoad
O no O

pBoO O MIUOOOODOOO
ip ospf mtu-ignore
no ip ospf mtu-ignore

O vrrp ip address <OO0ODO: VRRP><O O OO : IP address>

ooooooao
ooOoo0ooa
[l no [l

VRRPO O OOO IPOOODOODODOOD
vrrp ip <vrrpid:1-255> address A.B.C.D
no vrrp ip <vrripd:1-255> (address A.B.C.D|)

O vrrp ip priority <O0O0O0O: VRRP><O OO0 : priority>

ooooooo
ooooooo
oo O oo
0 no 0

VRRPO OO OOOODOOODODODOOOOOO
vrrp ip <vrrpid:1-255> priority <1-254>
vrrp Ip <vrrpid:1-255> priority 100

no vrrp ip <vrrpid:1-255> priority

O vrrp ip preempt <O O OO : VRRP><O O OO : preempt>

ooooooo
ooooooo
oo O oo
0 no 0

Preempt0 0O Qnoon

vrrp ip <vrrpid:1-255> preempt
vrrp ip <vrrpid:1-255> preempt
no vrrp ip <vrrpid:1-255> preempt

O vrrp ip timers <OO0O0O: VRRP><O OO0 : timers>

ooooooo
ooooooo
oo O oo
0 no 0

VRRPO OO OOOOODOOOOOODOODOO

vrrp ip <vrrpid:1-255> timers advertise <1-255sec>
vrrp ip <vrrpid:1-255> timers advertise 1

no vrrp ip <vrripd:1-255> timers advertise

O vrrp ip netevent <OO OO : VRRP><O OO0 : netevent>

ooOoo0ooa
ooooooOoad
O no O

0000oDooooooovRRPOODOODOOODOO
vrrp ip <vrrpid:1-255> netevent <trackid:1-255> priority <1-254>
no vrrp ip <vrripd:1-255> netevent

O ip access-group <OO0O0O: ACL><OOODO: IPv4>

ooooooo
gooogoog
oo 0O oOd
a no 0

coooooooomwv40ooooooooooon

ip access-group (injout]forward-in|forward-out) IPV4-ACL-NAME
oooo

no ip access-group (injout]forward-in]forward-out)

O ipv6 access-group <O OO 0O: ACL><OODODO: IPv6>

ooooooo
gooogoog
oo 0O oOd
a no 0

coooooogowebooooooooooooo
ipv6 access-group (injout]forward-in]forward-out) IPV6-ACL-NAME
oooo
no ipv6 access-group (injout]forward-in]forward-out)
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O ip masquerade <O O 00O : NAT><O O OO : Masquerade>
gogooogd ip00000000000000O
ooooooo ip masquerade

O no 0 no ip masquerade

O ip snat]jdnat <O OO0 : NAT><O O OO : static NAT>
OOO0OO0O0O0O SNATIDNATOODOOOODO
ooooooo ip snat-group|dnat-group NAT-NAME

O no O no ip snat-group|dnat-group

O pppoe-client ppp <O 00O O : PPPoE>

0000000  PPPEO0OOOOODODOOOODOO

0000000  pppoe-client ppp <PPP-INTERFACE-NUMBER:0-4>

oo 0O o0 no pppoe-client ppp

o0 oo 00 000O00OEthernet interface ] 00O

O no O no pppoe-client ppp [<PPP-INTERFACE-NUMBER:0-4>]

O ip spi-filter <OO0O0O: SPI>
oOooooog  SPI filterOOOOOOO
ooooooo ip spi-filter

oo 0O oO0o no ip spi-filter

O no 0 no ip spi-filter

O ipv6 spi-filter <OOO0O: SPI>
ooooooo IPv6 SPI filterOO OO OOO
ooooooo ipv6 spi-filter

oo 0O o0 no ipve spi-filter

O no O no ipvé spi-filter

O shutdown <O 000 : shutdown>
ooooood ododooooooooood
ooooooo shutdown

od 0O Od no shutdown

O no O no shutdown

O ipsec policy <O OO0 : IPsec>

goooooo IPsecC00000O00DOOOOODOOO

ooooooo ipsec policy <1-255>

O no O no ipsec policy [<local policy:1-255>]

o0 OO0 20000000Gpv40 10Mpved 100000O00O0OO)
ethernetOvlanO O OO0 00O
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O OO command

nxrl30#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#interface tunnel <0-255>
nxrl130(config-tunnel)#

O description <O 00O : Description>
goodoooo OOoooOooopoooooooood
ooooooo description DESCRIPTION

O no O no description [DESCRIPTION]

O ip address <OO0O0O: IPv4 address><O0000: ODOOO >
ooooooOO0 QpOoOOoOoOoOoOoOwOOOOOOOOODOO
gooogog ip address A.B.C.D/M [secondary]

O no 0 no ip address [A.B.C.D/M] [secondary]

O ipv6 address <O OO0 : IPv6 address><0 000 : Global/LLA>

ooooood ooooooooiwpved0DO00oOoOooooon

ooooooo ipv6 address X:X::X:X/M [eui-64] : IPv6 address (e.g. 3ffe:506::1/48)
ipv6 address X:X::X:X link-local

O no O no ipv6 address X:X::X:X/M [eui-64]
no ipv6 address X:X::X:X link-local

O ipv6 address <O OO0 : IPv6 address><0 0O 0O O : DHCPv6-PD>
ggooogd DHCPv6 PDO OO OO ODOO

goooooo ipv6 address DHCPV6PD X:X::X:X/M [eui-64] > DHCPv6-PD prefix name
O no O no ipv6é address DHCPV6PD X:X::X:X/M
o0 oo ipv6-address O [ sub-prefix [0 host 0 OO0 O 00O

PREFIX-NAMEO O dhcpve pd0 O OO0 O prefixDOOOD0OOOOODOO
ipvé dhcp client pdO0 OO0 OO0

O tunnel source <O OO0 : Tunnel Parameters><0O 00 0O : source IP>
oo0ooooo O0000Osource0 0 O0O00O0O0OOOO
ooOoo0ooa tunnel source A.B.C.D

O tunnel destination <O OO0 : Tunnel Parameters><0 0 0O 0O : destination IP>
goooood O0000DestinationD DO OOOOOOOO
ooOoo0ooa tunnel destination A.B.C.D

O tunnel mode <O OO0 : Tunnel Parameters><0 0 00O : mode>
ogoooooad 000o0oo0OO00OoOoooooirr over 1P/GRE
ooooooo tunnel mode (ipip]|gre)

O no O no tunnel mode : Set defaults
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O tunnel key <O 000 : Tunnel Parameters><O0 000 : key>

ooooooo
gooogoog
oo 0O oo
oo oo
0 no 0

IDO000000oo0Ooon
tunnel key <0-4294967295>
no tunnel key
GREODO O OO

no tunnel key : Disable

O tunnel checksum <O OO 0O : Tunnel Parameters><0O 0O 0O O : checksum>

oooogoog
ooooooo
oo O oo
00 oo
a no 0

doodoodoooooooogon
tunnel checksum

no tunnel checksum
GREODODOO

no tunnel checksum - Disable

O tunnel path-mtu-discovery <O 0O OO : Tunnel Parameters><0 000 : PMTU>

ooooooo
gooogoog
oo 0O oo
a no 0

OOooOoopvDOOODOOODO
tunnel path-mtu-discovery
tunnel path-mtu-discovery

no tunnel path-mtu-discovery - Disable

O tunnel ttl <O0O0O0O: Tunnel Parameters><O 000 : TTL>

ooooooo
gooogoog
oo 0O oo
a no 0

TTLOO0O00000
tunnel ttl (<1-255>|inherit)
tunnel ttl inherit

no tunnel ttl : Set defaults

O tunnel tos <O 0O 00O : Tunnel Parameters><0O 000 : TOS>

ooooooo
gooogoog
oo 0O oo
a no 0

TosSOOoOooOoooa
tunnel tos (<0-252>|inherit)
tunnel tos inherit

no tunnel tos : Set defaults

O mtu <OOOO: MTU><OOO0O: set/negate>

ooooooao
ooOoo0ooa
[l no [l

Muooooooo
mtu <bytes:68-1500>
no ip mtu

O ip redirects <OODO0O: ICMP redirects><0 0 OO :set/negate>

ooOoo0ooa
ooooooOoad
O no O

ICMP Redirect0 D OO OO OO
ip redirects

no ip redirects . Negate

65



O 80 interface tunnel node

interface tunnel node

O ip tcp adjust-mss <O OO0 : Adjust TCP MSS><O 0O 00O : set/negate>
ooooooo wMssOOOO0OOoOoOoO

ooooooo ip tcp adjust-mss auto|<bytes:500-1460>

oo 0O oo no ip tcp adjust-mss

O no O no ip tcp adjust-mss

O ipv6 tcp adjust-mss <O OO0 : Adjust TCP MSS><O 0O 00O : set/negate>
ooooooo IPv6 MSSO O OO OOOO

ooooooo ipvé tcp adjust-mss auto|<bytes:500-1440>

oo 0O oo no ipv6 tcp adjust-mss

O no O no ipvé tcp adjust-mss

O ip mask-reply <OO0O0O: ICMP mask reply><0 000 : set/negate>
goooooo ICMP Mask Reply0 OO QOO OODO

ooooooo ip mask-reply

O no 0 no ip mask-reply

O ip rip receive version <O OO0 : RIP><OODODO: version>
ooooooo RepOOO0OOOOODOOOODOO
ooooooo ip rip receive version 1|2 [1]2]
ooooooo Dboooooo

O no O no ip rip receive version

O ip rip send version <OOO0O: RIP><ODOOO: version>
ooooooo RepOOOOOOODOOOODOO
ooooooo ip rip send version 1]2 [1]2]
ooooooo Dboooooo

O no O no ip rip send version

O ip rip split-horizon <O OO0 : RIP><OOOO : split horizon>
ooooooo [oOoOooooooboooooobboogd
ooooooo ip rip split-horizon [poisoned]

oo 0O o0 ip rip split-horizon

O no O no ip rip split-horizon

O ip access-group <OO0O0O: ACL><OOODO: IPv4>

coooooo coooooooomwkv40ooooooooooon
ooooooo ip access-group injout|forward-in]forward-out IPv4-ACL-NAME
O no O no ip access-group injout|forward-in|forward-out

O ipv6 access-group <O 0O 0OO: ACL><ODODO0O: IPv6>

goooooo goooooodowsodoooooooooooo
ooooooo ipv6 access-group injout]forward-in|forward-out 1P64-ACL-NAME
O no O no ipvé access-group in|out|fé)é’ward—in|forward—out
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O ip masquerade <O O OO : NAT><O 0O OO : Masquerade>
oooooog ip masquerade 0 0000000
ooooooo ip masquerade

oo o 0oOd no ip masquerade

O ip snat|jdnat <O OO0 : NAT><O O OO : static NAT>
goooooo source/destination NATO O DO OO OO
ooooood ip snat-group|dnatgroup NAT-NAME

O no O no ip snat-group|dnat-group

O ip spi-filter <OO0ODO: SPI>
OOoOooooo skl filterOOOOOODO
ooooooo ip spi-filter

oo o 0oOd no ip spi-filter

O no O no ip spi-filter

O ipvé spi-filter <OOODO: SPI>
ooooooo IPv6 SPI filterODDOOOOODO
ooooooo ipv6 spi-filter

oo 0O oo no ipvé spi-filter

O no O no ipvé spi-filter

O ipsec policy <OOO0O: IPsec>

ooooooo IPsecOO000O0O0OO0OO0DOOOODO

ooooooo ipsec policy <local policy:1-255>

Ooooooo 20000000 Gpv40 10Mpved 10000O0O0O0O)
O no O no ipsec policy [<local policy:1-255>]
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O OO0 command

nxr130#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#interface ppp <0-4>

nxr130(config-ppp)#

O description <O OO0 : description>

ooooood interface0 000000000
0000000  description DESCRIPTION

O no O no description [DESCRIPTION] : Delete

O ip address <O 0O0O0O: IPv4 address><O0000: OOOO >
ggooogoa gogoooobooimwrooooboboooon
ooboonoo ip address A.B.C.D/M [secondary]

O no 0 no ip address [A.B.C.D/M] [secondary]

O ip address <O 000 : IPv4 address><0 00O O :1PCP>
ooooooo IPOO0000OOO0O0ODOOOOOO
oooooog ip address negotiated : IPCP negotiation
O no 0 no ip address negotiated

O ipv6 address <O OO0 : IPv6 address><0 O O O :global>
oooodood IpPv60 0000000000
ooooooo ipv6 address X:X::X:X/M [eui-64] : IPv6 address (e.g. 3ffe:506::1/48)
0000000 eui-6400000 ipve-addressd prefixD OO OO0
O0000Ointerface-id0 00 00O
LLADO interface-id0 00000000 0O0O0O
O no 0 no ipv6 address X:X::X:X/M [eui-64]

O ipv6 address <O OO0 : IPv6 address><0 O O O :DHCPv6-PD>
OO0OOoooo  DHCPve PDOODOOOOODO
goooooo ipv6 address DHCPV6PD X:X::X:X/M [eui-64] > DHCPv6-PD prefix name
ooooooo ipv6-address O [ sub-prefix 0 host 0 0 0 OO O
PREFIX-NAME O O dhcpv6 pd0 00O O prefixOO0OOO0OOOOODOO
ipv6 dhcp client pd0 00000
O no 0 no ipv6é address DHCPV6PD X:X::X:X/M

O mtu<OOOO: MTU><OODOO :set>

oooooog Muoooooooo

ooooooo mtu <bytes:68-1500>

OO0 O OO  mtu 1454

O no 0 no mtu > Set defaults
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O ppp Icp mru <O 000 : MRU><DO OO O :set>

ooooooo
gooogoog
ooooooo
a no a

MRUOOoOooooo

ppp lcp mru <bytes:128-1500>
IPv6eOOO00OO0O00OO0OMRUDO 1280000000
no ppp Icp mru . Set defaults

O ipv6 dhcp client pd <O OO0 : DHCPv6 client>< O O O :DHCPv6-PD>

ooooooo
oooooog
oo 0O o0
ooooooo
0 no 0

DHCPv6 PDO OO OO OODO

ipv6 dhcp client pd DHCPv6-PREFIXNAME

no ipvé dhcp client pd

DHCPv6 PDO OO OO interface0 00O OO0
no ipvé dhcp client pd

O ip redirects <OODO0O: ICMP redirects><0 0 00O :set/disable>

gooogoog
ooooooo
oo 0O oo
0 no 0

ICMP Redirect messages0 0O OO OO0
ip redirects
no ip redirects

no ip redirects : Disable

O ip tcp adjust-mss <O OO0 : Adjust TCP MSS><0O O O O :set/negate>

ooooooo
ooooooo
oo 0O oo
0 no 0

MssOoooooooo
ip tcp adjust-mss auto|<bytes:500-1460>
no ip tcp adjust-mss
no ip tcp adjust-mss

O ipv6 tcp adjust-mss <O OO0 : Adjust TCP MSS><[O O O O :set/negate>

ooooooo
ooooooo
oo 0O oo
0 no 0

O ip mask-reply

gooogoog
ooooooo
oo 0O oo
0 no 0

IPv6 NSSO OO DOODOOOO

ipvé tcp adjust-mss auto|<bytes:500-1440>
no ipv6 tcp adjust-mss

no ipvé tcp adjust-mss

<0000 : ICMP mask reply><0 00 0O :set/disable>
ICMP Mask ReplyD OO DO OO OO

ip mask-reply

no ip mask-reply

no ip mask-reply : Disable

O keepalive Icp-echo <O 000 : keepalive><O OO 0O :LCP echo/disable>

gooogoog
ooooooo
oo 0O oo
0 no 0

LCP echo request0 0O OO0 DO OO

keepalive lIcp-echo [<interval:30-600> <failure-count:1-10>]
keepalive lIcp-echo 30 3

no keepalive lIcp-echo
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O keepalive icmp-echo <O 0O OO : keepalive><O O 00O :Pingd O /disable>

oooogooog
ooooooo
oo O oo
ooooooo
a no 0

ICMP echo request0 00O ODOO0O

keepalive icmp-echo [<interval:30-600> <retry:0-10> A.B.C.D]
no keepalive icmp-echo

keepalive icmp-echo [0 (0 keepalive icmp-echo 30 2000

no keepalive icmp-echo

O ip rip receive version <OO0O0O : RIP><OOODO :receive version>

ooooooo
oooogooog
oo 0O oo
ooooooo
0 no 0

RIPODODODODODOODODODOD

ip rip receive version 1|2 [1]2]

ip rip receive version 2

O00000000Oiup rip receive version 1 200
no ip rip receive version

O ip rip send version <O OO0 : RIP><OOOO :send version>

ooooooo
ooooooo
oo O oo
ooooooo
a no 0

RIPOOOODODOODOODODOO

ip rip send version 1]2 [1]2]

ip rip send version 2

00000000 p rip send version 1 20
no ip rip send version

O ip rip split-horizon <O OO0 : RIP><O OO O :split horizon>

ooooooo
gooogoog
oo 0O oo
a no 0

ooooooooooooooooo
ip rip split-horizon [poisoned]
ip rip split-horizon

no ip rip split-horizon

O ip access-group <O 000 : ACL><O OO0 - 1Pv4>

goooooo
gooogog
gbooobogooo

oo 0O oOad
O no O

coooooooomwv4booooooooooon
ip access-group (injout]forward-in|forward-out) IPV4-ACL-NAME

in : Apply the access-list to in-forwarding packets
out - Apply the access-list to out-forwarding packets
forward-in : Apply the access-list to incoming packets

forward-out : Apply the access-list to outgoing packets
no ip access-group (injout]forward-in|forward-out)

no ip access-group (injJout|forward-in]forward-out)

O ipv6 access-group <O OO 0O: ACL><O 00O O :IPv6>

ooooooo
gooogoog
oo 0O oo
a no 0

coooooogoweoooooooooooooo

ipv6 access-group (injout]forward-in]forward-out) IPV4-ACL-NAME
no ipv6 access-group (injout]forward-in]forward-out)

no ipv6 access-group (injout]forward-in]forward-out)
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interface ppp node

O ip masquerade <O 0O 00O : NAT><O O O O :Masquerade>

gooogoog
ooooooo
oo 0O oo
0 no 0

IP masquerade0 0 O OO OONO
ip masquerade

no ip masquerade

no ip masquerade

O ip snat]jdnat <O OO0 : NAT><O O OO :Static NAT>

OooOooooad
ooooooOoad
O no O

O ip spi-filter

ooooooo
gooogoog
oo 0O o0
a no 0

source/destination NATO OO OO O OOOO
ip snat-group|dnat-group NAT-NAME
no ip snat-group|dnat-group

<O0000: SPI><0O000:SPI filter>
SPI filterUODODOOOO

ip spi-filter

no ip spi-filter

no ip spi-filter

O ipv6 spi-Ffilter <OOD0ODO: SPI><O000O :SPI filter>

ooooooo
gooogoog
oo 0O o0
a no a

O ppp authentication <O OO0 : PPP><O0 00O : Authentication>

ooooooo
oooogoog
oo 0O o0
a no a

IPv6 SPI filterOO OO OOO
ipv6 spi-filter

no ipvé spi-filter

no ipve spi-filter

pPPOOOODOOOOODOOOODO
ppp authentication (chap|pap)
ppp authentication chap

no ppp authentication . Set defaults

O ppp username <O O0O0O: PPP><O 000 - username>

ooooooao
ooOoo0ooa
[l no 0

PPPUO 0D User IDOUDOOOOODOOOOOODO

ppp username USERID password [hidden] PASSWORD

no ppp username

O ppp auto-connect <O O OO : PPP><O000: OOOO >

ooooooo
ooooooo
oo O oo
0 no 0

PPPODOOOOODOODOOODOO

ppp auto-connect <seconds:30-600>
ppp auto-connect 60

no ppp auto-connect
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interface ppp node

O ppp ipcp enable <OO0O0O: PPP><OOO0O - IPCP>

ooooooad
ooooooad
od 0O Od
0 no 0

IPCPOOODOODOOO
ppp ipcp enable

ppp ipcp enable

no ppp ipcp enable

O ppp ipcp dns <OOO0O: PPP><O0O0O0O: IPCPODNSOO >

gooogooo
oooogooo

oo 0O OO0
no

oNSOOOoOoooooood
ppp ipcp dns accept

ppp ipcp dns reject

ppp ipcp dns primary:A.B.C.D [secondary:A.B.C.D]
ppp ipcp dns accept

no ppp ipcp dns

. Accept any non zero DNS address
: Reject negotiations with the peer
:ooooog

O ppp ipcp ip request <OOO0O: PPP><OO0ODO: IPCP addressO OO OO >

ooooooad
ooooooad
od 0O Od
0 no 0
goooood

O ppp ipvéep
ooooooo
ooooooo
oo O oo
0 no 0

O ppp ipvécp
ooooooo
goooogo

oo 0O Oad
ooooooao
[l no [l

IPCPO IPODODOOOOODOODODOO

ppp ipcp ip request

no ppp ipcp ip request

no ppp ipcp ip request

ip address coomand 0 O O OO0 IPO IPCP O request 0 O

enable <O OO0 : PPP><O OO0z IPVECP>

IPveCPO OO0 ODOODO0O
ppp ipvécp enable

no ppp ipvéeep enable
no ppp ipvéep enable : Disable IPv6CP
<O0000: PPP><O OO0 : interface id>

IPveCPO O ODOOODO IDODODOOOO

ppp ipvecp id X:X::X:X

ppp ipv6cp id ethernet <0-2>

no ppp ipvéep id

O0000000eth0OmacO0 000000000000 LLAODODOODOOO
no ppp ipvéep id

O netevent <O 0O 00O : netevent>

ooooooo
ooooooo
a no 0
ooooooo

neteventJ 0D OO QO QOO

netevent <trackid:1-255> connect]disconnect

no netevent

connect]disconnect [0 track event downO0 OO0 O OO0 OOO
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interface ppp node

O ipsec policy <0000 : IPsec>

ooooooo
ooooooo
0 no 0
ooooodo

IPsec00 0000000000000

ipsec policy <local policy:1-255>

no ipsec policy [<local policy:1-255>]
20000000 @pvda0 100Mpv6e 0 10000)
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O 100 dns node

O OO command

dns node0 0O OOO0O
nxrl30#configure terminal

Enter configuration commands, one per line.

End with CNTL/Z.

nxr130(config)#dns
nxr130(dns-config)#

O service <O000O0O: service><OOOO : enable>

ooooooao
ooOoo0ooa
[l no O

DNSOOOOooooooooad
service enable
no service enable

O address <O OO0 : address><0O 00 0O : set/delete>

goooooo
gboobogog

oo 0O oo
ooooooo
0 no 0
ooooooo

DNSOOOO IPODOODOOODOOOO

address A.B.C.D : IPv4 address of the DNS server

address X:X::X:X : IPv6 address of the DNS server

no address

oo40000000

no address (A.B.C.D|X:X::X:X)

no0O00OOOOPPPODHCPO DNSO O OO OOODODODOODODO cache/proxyd 00O

O priority <O 000 : priority><0O000: set>

gbooobogooo
gooogog

oo 0O 0[O0
goooooo

oNSOOoOoooooooooooooogo

priority dhcp <priority:1-20>

priority ppp <interface:0-4> <priority:1-20>

priority user <priority:1-20>

ooo20

OO0 priority0 000000 - user > pppd > ppp3 > ppp2 > pppl > ppp0 > dhep
dhep6 D00 DOOOOOOODOdhep6-pddODOOODNS serverJ 000000000
no priority (dhcp | ppp <interface:0-4> | user)

(=no priority (dhcp 20 | ppp <interface:0-4> 20 | user 20))

O root <O0O0O0O: root><0O000: set>

goooooo
gboobogog
oo oo

root DNSOOODOOOOO /0000000000

root enable
O00000oo0OoooDNSOO0O0000000D00000000drootDNSO query O
ooo

no root enable - Negate

O timeout <O OO0 : timeout><O OO0 : set>

ooooooo
gooogoog
oo 0O oo
a no 0

NSO OOOoDOoOOoooooooon
timeout <seconds:5-30>
timeout 30
no timeout (=timeout 30)
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O 110 12tp node

12tp node

O OO0 commannd

12tp node0 OO ODOO0O

nxrl130#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#12tp 0

nxr130(config-12tp)#

O tunnel <O0O0O0O: 12tp><0000O = tunnel address>
ooooooo L2TP O tunnel addressO0 000000
ooooooo tunnel address (A.B.C.D | FQDN)

O tunnel hidden <OO0O0: 12tp><O0 000 : AVPs hidden>
ooooodo  AVWOHdingDOODOGoood

ooooooad tunnel hidden

oo o oo no tunnel hidden

O no O no tunnel hidden : Set defaults

O tunnel retransmit <O OO0 : 12tp><0000 : retransmit retries>
ooooooo ogoooooooooooooooo

goooooo tunnel retransmit retries <max:1-1000>

oo o 00 tunnel retransmit retries 5

O no O no tunnel retransmit retries (=tunnel retransmit retries 5)

O tunnel hello <O0O0O0O: 12tp><0000 : hello interval>
goooooo HelloOOOOOOOODOOOOO
ooooooad tunnel hello <seconds:0-1000>

oo o oo tunnel hello 60

O no O no tunnel hello : Disable

O tunnel password <O OO0 : 12tp><0O0000 - tunnel password>
goooood ggoboboogoooog

goooooo tunnel password [hidden] PASSWORD

O no O no tunnel password

O tunnel ppp <O0O00O: ppp>

oo0ooooo  pPPOOOCOODOOOO

goooooo tunnel ppp <interface:0-4>

ooooooo I2tp00 000000000 O0pppO0OO0OODOOO
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O 120 12tpv3-tunnel node

12tpv3 tunnel parameters

0O OO commannd

12tpv3-tunnel node0 0 OO0 OO

nxrl130#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#I12tpv3 tunnel <0-4095>
nxr130(config-12tpv3-tunnel)#

O description <O OO0 : 12tpv3 tunnel><0O0 000 : description>
oooooo0O L3000 00000000000
goooooo description DESCRIPTION

O no O no description

O tunnel address <O OO0 : 12tpv3 tunnel><0 00O : Remote LCCE>
gogoooodg oboooLcCceoboobobooonoooboono
goooooo tunnel address A_B.C.D

O no tunnel address <O OO 0O : 12tpv3 tunnel><0 00 O : Remote LCCE>
gogoooodg ooooLccCeobooboooonoooboono
goooooo no tunnel address

OooooOogd  dynamic addressO 0[O

O tunnel hostname <O 00O 0O : 12tpv3 tunnel><0O 0 0O O : Remote LCCE>
gogoooodg doo0oLccedoooooonooonoo

goooooad tunnel hostname HOSTNAME

goooogo gd

O tunnel router-id <O OO0 : 12tpv3 tunnel><0 00O O : Remote LCCE>
oooooood OoooLwcCceEooooimoooooo

goooooo tunnel router-id A.B.C.D

ooooooo oad

O tunnel password <O OO0 : 12tpv3 tunnel><0O 0 00O : tunnel password>
goooobood OO00AVP HidingOOOOOOODODODOOOODODOoOO
goooooad tunnel password PASSWORD

tunnel password hidden PASSWORD
oo 0O o0 no tunnel password
O no 0  no tunnel password

O tunnel hidden <O OO0 : 12tpv3 tunnel><O 000 : AVPs hidden>
0O0o0Odood AV HidingOOOOOoOO

goooooo tunnel hidden

O no O no tunnel hidden
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12tpv3 tunnel parameters

O tunnel protocol <O OO0 : I2tpv3 tunnel><0 000 : tunnel protocol>
ooooooo oooooooooooooo

ooooooo tunnel protocol (ipjudp)

ooooooo tunnel protocol ip

O no O no tunnel protocol (=tunnel protocol ip)

O tunnel local hostname <O OO 0O : 12tpv3 tunnel><0 000 : Local LCCE>
oooooog D000 LWCCED D ooonooooooo

ooooooo tunnel local hostname HOSTNAME

ooooooad no tunnel local hostname

0 To Unset( no tunnel local hostname

O tunnel local router-id <O O OO : 12tpv3 tunnel><O0 000 : Local LCCE>
oooooog D000 LWCCEODooo mboooooao

ooooooo tunnel local router-id A.B.C.D

ooooooad no tunnel local router-id

O no O no tunnel local router-id

O tunnel digest <O OO0 : 12tpv3 tunnel><0 000 : message digest>
0000000 O000000000000000000
ooooooo tunnel digest (md5]shal)

ooooooo no tunnel digest

O no O no tunnel digest

O tunnel hello <0000 : 12tpv3 tunnel><O0 000 : hello interval>
oooooog HelloOOOOOODOOOOOOOODOO
ooooooo tunnel hello <0-1000>

ooooooad tunnel hello 60

O no O no tunnel hello : Disable

O tunnel vendor <O OO0 : 12tpv3 tunnel><0 000 : vendor>
ooooood o000 LwCEODOooomwooooooo
ooooooo tunnel vendor (ietf|century|cisco)
ooooooo tunnel vendor ietf

O no O no tunnel vendor : Set defaults

O netevent <O 0O 00O : netevent>

oooogoog dodo0ododoooboooooooo
ooooooo netevent <trackid:1-255> disconnect
goooooo no netevent

ooooooo PPP interface0 000000

a no 0 no netevent
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O 130 12tpv3-xconnect node

12tpv3 xconnect parameters

O OO0 command

nxr130#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#12tpv3 xconnect <xid:1-4294967295>
nxr130(config-12tpv3-xconnect)#

O description <O OO0 : 12tpv3 xconnect><[ 0 0O O : description>
gooooon L2TPv3 XconnectD O OO OO OO OO
0000000  description DESCRIPTION

O no O no description

O xconnect ethernet <O O OO : 12tpv3 xconnect><0 0 00O : ethernet>
gogooood XconnectU DO OO UOOOOOOOOO
ooooooo xconnect ethernet <0-2> [vid <1-4094>]

O xconnect end-id <O 000 : 12tpv3 xconnect><O0 00 0O : end-id>
goooood OO000OLCCED end idODODOOODOO
gooooood xconnect end-id <1-4294967295>

O vlan-id <O OO0 : 12tpv3 xconnect><O0 0 00 : vlan-id>
gogooood VIAN tagU DO DO O0O000obobooga
gooooood vlan-id <1-4094>

O no O no vlan-id

O retry-interval <O OO0 : 12tpv3 xconnect><O O 0O O : retry-interval>

ooooood oooo/000oo0ooooooooooooooooogoooooonooooon
ooooooo retry-interval <seconds:0-1000>

oo 0O OO0 retry-interval 0

O no O no retry-interval (=retry-interval 0)

O ip tcp adjust-mss <O OO0 : 12tpv3 xconnect><0O 000 : ip>
ooooooo wMssOoooooooo

ooooooo ip tcp adjust-mss (auto]<bytes:500-1460>)

oo 0O OO0 no ip tcp adjust-mss

O no 0 no ip tcp adjust-mss : Set defaults

O loop-detect enable <O OO0 : 12tpv3 specific commands><O 0O OO : loop-detect>
ooooooo Loop Detection0 0O ODOODOOODO

goooooo loop-detect enable

oo 0O OO0 no loop-detect enable

O no O no loop-detect enable
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12tpv3 xconnect parameters

O send-known-unicast enable <O OO0 : 12tpv3 specific commands>

ooooooog
oooooog
oo 0O oo
0 no 0

Known UnicastO D OO O0O0O0QOOOOO
send-known-unicast enable

no send-known-unicast enable

no send-known-unicast enable

O send-circuit-down enable <O 00O : 12tpv3 specific commands>

ooooooog
oooooog
oo 0O oo
0 no 0

O split-horizon
gooooon
goooooo
oo o 0Oo
0 no 0

Circuit StatusO downO O O OO O LCCED O O O ONon-Unicast FrameO O OO OO0
send-circuit-down enable

no send-circuit-down enable

no send-circuit-down enable

enable <O OO0 : 12tpv3 specific commands><0O 0O 0O 0O : split-horizon>
Split HorizonO O OO OQOOOODO

split-horizon enable

no split-horizon enable

no split-horizon enable
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O 140 012tpv3-group node

12tpv3-group node

O OO0 command

nxrl30#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#12tpv3 group <gid:1-4095>
nxr130(config-12tpv3-group)#

O xconnect <O OO0 : 12tpv3 group parameters><[ O 00O : xconnect>
ooooooo OO0O00 XconnectD OO OO OO
ooooooo xconnect <primary-xid:1-4294967295> [<secondary-xid:1-4294967295>]

O preempt enalbe <O OO0 : 12tpv3 group parameters><O 000 : preempt>
gooooon GroupO preempt 0 0 OO0 O0OOOOO

ooooooo preempt enable

O no O no preempt enable

O enforce-secondary-down enable <O 0O 00O : 12tpv3 group parameters>
OO0OOOoO0OO0  Secondaryl OO OOOOOOOOOOO
ooooooo enforce-secondary-down enable

oo 0O oo no enforce-secondary-down enable

O no O no enforce-secondary-down enable

O active-hold enable <O O OO : 12tpv3 group parameters><[ O OO : active-hold>
OO0OOoOoO0O0  Groupd Active HoldO O OO GO OGOooOO

ooooooo active-hold enable

oo 0O Od no active-hold enable

O no O no active-hold enable
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rip node

O OO command

nxrl30#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#router rip

nxrl30(config-router)#

O network <O OO0 : network>
o0oodoogo  RIPOOOOODOODOOODOODOOOOODOOOOOOOOOOO
ooooooo network A.B.C.D/M : IP prefix <network>/<length>, e.g., 35.0.0.0/8
network ethernet <0-2> [vid <1-4094>]
network ppp <0-4>
network tunnel <0-255>
O no O no network A.B.C.D/M : 1P prefix <network>/<length>, e.g., 35.0.0.0/8
no network ethernet <0-2> [vid <1-4094>]
no network ppp <0-4>
no network tunnel <0-255>

O redistribute <O 0O OO : redistribute>

Oo0ooooo 00o00oooooooooon

ooooooo redistribute (connected | connected metric <0-16>)
redistribute (static | static metric <0-16>)
redistribute (ospf | ospf metric <0-16>)

O no O no redistribute connected
no redistribute satic
no redistribute ospf

O distance <O OO0 : distance>

ogoooooa RIPOOSPFOOOOD0OOUOOOUOOOOODOOOOOOO
godooooooooboooooooad

ooooooad distance <1-255>

O no 0 no distance

O timers basic <0000 : timers>

oooooog  RIPODOOOOOODOOOO

ooooooo timers basic <update:5-2147483647> <timeout:5-2147483647>
<garbage:5-2147483647>

oo 0O oo update: 30sec, timeout: 180sec, garbage: 120sec

O no O no timers basic (=timers basic 30 180 120)(= set defaults)
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rip node

O passive-interface <O 00O : passive interface>
ooooooo 0o0odoooooooooooooooooooooooooom
ooooooo passive-interface ethernet <0-2> [vid <1-4094>]
passive-interface ppp <0-4>
passive-interface tunnel <0-255>

O no O no passive-interface ethernet <0-2> [vid <1-4094>]
no passive-interface ppp <0-4>
no passive-interface tunnel <0-255>

O default-information originate <O O O O :default route>
goooooo [OOoOoOoUoOooooogUoOooooooooo
ooooooo default-information originate

O no O no default-information originate

O version <O 000 :version>

oooooog RIPOODODOOOOODOOOO
ooooooad version <1-2>

oo 0O oo version 2

O no O no version [<1-2>]

89



16

ospf node



O 160 ospf node

ospf node

O OO0 command

nxr130#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#router ospf

nxrl30(config-router)#

O network <O 0O OO : network>
ooooooo OSPFODOOD IDODOO0DOO
goooooo network A.B.C.D/M area <0-4294967295> : OSPF area ID as a decimal value
network A.B.C.D/M area A.B.C.D : OSPF area ID in IP address format
O no O no network A.B.C.D/M area <0-4294967295>
no network A.B.C.D/M area A.B.C.D

O area default-cost <0000 : area><00 00O : default-cost>

goooood goooboooooooboobodooioouoobooboooooooooon
goooooo area (<0-4294967295>|A.B.C.D) default-cost <0-16777215>

O no O no area (<0-4294967295>|A.B.C.D) default-cost

O area authentication <O OO0 : area><0 0O O O :authentication>
ooooooo oooooooogo

goooooo area (<0-4294967295>|A.B.C.D) authentication [message-digest]
O no O no area (<0-4294967295>]A.B.C.D) authentication

O area range <O OO 0O: area><0 0 O O :range>

ooooooo oo0oooooooooooooooooooo
OO0OO0OoOoO0  area (A.B.C.D]|<0-4294967295>) range A.B.C.D/M

O no O no area (A.B.C.D|<0-4294967295>) range A.B.C.D/M

0O area stub <O 00O0: area><0 000 :stub (no-summary)>
Ooo0o0oo0oO00 oOoooooooooo0o0o
OOoOooOoooO area (A.B.C.D]<0-4294967295>) stub
area (A.B.C.D|<0-4294967295>) stub no-summary
O no O no area (A.B.C.D]|<0-4294967295>) stub
no area (A.B.C.D|<0-4294967295>) stub no-summary
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ospf node

O area virtual-link <OO0O0O: area><0 00O :virtual-link>
ooooooo ooooooooooooooo
ooooooo area (A.B.C.D|<0-4294967295>) virtual-link A.B.C.D
area (A.B.C.D|<0-4294967295>) virtual-link A.B.C.D
authentication (message-digest|null)
| authentication-key LINE
| dead-interval <1-65535>
| hello-interval <1-65535>
| message-digest-key <1-255> md5 LINE
| retransmit-interval <1-65535>
| transmit-delay <1-65535>}
O no O no area (A.B.C.D]|<0-4294967295>) virtual-link A.B.C.D
no area (A.B.C.D|<0-4294967295>) virtual-link A.B.C.D
authentication (message-digest|null)
| authentication-key LINE
| dead-interval <1-65535>
| hello-interval <1-65535>
| message-digest-key <1-255> md5 LINE
| retransmit-interval <1-65535>
| transmit-delay <1-65535>}

O area redistribute <O OO O : redistribute>
ooooooo ooooooobooooo
ooooooo redistribute (connected|rip|static)
redistribute (connected|rip|static) [metric<0-16777214>] [metric-type (1]2)]
O no O no redistribute (connected|rip|static)
no redistribute (connected|rip|static) [metric] [metric-type]

O distance <O 000 : distance>

Ooooooo oSPFO0000D00O00O0NDOOOODOOOOON0DOOOODOOOOOoooOOO
O000o0ooo00oooDooooooooooooooooooon

ooooooad distance <1-255>
distance ospf {intra-area <1-255>|inter-area <1-255>|external <1-255>}

O no 0 no distance <1-255>
no distance ospf

O tiemrs spf <O 0O0O0O: timers>

OO0OOOoooO  OSPF SPF timersOOODOOOO

ooooooo timers spf <delay:0-4294967295> <hold_time:0-4294967295>
<delay:0-4294967295> : Delay between receiving a change to SPF calculation
<hold_time:0-4294967295> : Hold time between consecutive SPF calculations

O no O no timers spf . Set defaults
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ospf node

O passive-interface <O 00O : passive interface>
goooooo oddo0oodUoooo0oUooooOoUooooOoUooooooood™
ooooooo passive-interface ethernet <0-2> [vid <1-4094>]
passive-interface ppp <0-4>
passive-interface tunnel <0-255>
O no O no passive-interface ethernet <0-2> [vid <1-4094>]
no passive-interface ppp <0-4>
no passive-interface tunnel <0-255>

O default-information <O 0O OO : default route>
ooooooog gO0000ooOoogoosPFOOODOODnOO
ooooooo
default-information originate
default-information originate [metric <0-16777214>][metric-type (1]2)][always]
U no U
no default-information originate
no default-information originate [metric<0-16777214>][metric-type(1]2)][always]

O router-id <O O0O0O : router-id>
ooodoog Router IDO OO ODOOO
ooooooo router-id A.B.C.D

O no O no router-id
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O OO command

nxrl30#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#ntp

nxrl130(ntp-config)#

O service <O 0O0O0O: service><OODOO: enable>
goooodgo NTPOOOOODOOOOOOO
ooooooo service enable

O no O no service enable

Oserver <O0O0O0O: server><0000: set/delete>

gooooaoo NTPOOOODOOODOOOO

ooooooo server (A.B.C.DJFQDN|X:X::X:X) polling min max

oo o og no server

oo oo 200000004d
serverU00000000OO0O0O0O masterdJ 000
serverd set0 0000 master 000000000

0 no O no server (A.B.C.D|FQDN|X:X::X:X) : Delete

O timeout <O 000 : timeout><0 00O 0O : set/negate>
oooooon gooooooboooooooooooo
ooooooo timeout <seconds:1-30>

oo o oo timeout 30

O no O no timeout (=timeout 30)
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O 180 snmp node

O OO command

snmp node

nxrl30#configure terminal

Enter configuration commands, one per line.

End with CNTL/Z.

nxr130(config)#snmp
nxr130(snmp-config)#

O security <O OO0 : security><O000 : set/delete>

goooogo
goooooo
go o oo
RN RN
| No U

S\NPOOOOD0ODO0OD0ODOO0OO00ODOODOO0ODOO0O0O0
security A.B.C.D/M]X:X::X:X/M COMMUNITY

no security

3000 NetworkO OO OO

no security (A.B.C.D/M|X:X::X:X/M) : Delete

O syslocation <O 00O 0O :syslocation><0 O O O :set/negate>

goooooo
gooooogo
oo 0o OO
| No |

sysLocationO0 0 O OO OO
syslocation LOCATION
no syslocation

no syslocation : Negate

O syscontact <0 00 0O :syscontact><0 O O O :set/negate>

goooogn
gboooogo
g0 o oo
| No U

sysContact O OO O QOO
syscontact CONTACT
no syscontact

no syscontact : Negate

O sysname <O 000 :sysname>< 0 O O O :set/negate>

googoogn
gboooogo
oo o oo
| No U

sysName O OO QOO
sysname SYSNAME
no sysname

no sysname : Negate

O sysdescr <0000 :sysdescr>< 0 O O O :set/negate>

goooogn
gboooogo
g0 o oo
| No |

sysbescr 00O OO0
sysdescr DESCRIBE
no sysdescr

no sysdescr : Negate

O trap manager <O 0O 00O :trap manager><O 0 O O :set/delete>

goooobgo
gboooogo
g0 o oo
goooogo

| No U

SNMP [0 trap manager D 0 OO0 OO

trap manager (A.B.C.D|X:X::X:X) [TRAPCOMMUNITY]
no trap manager

30oooooog

Community O O OO O “community"

no trap manager [A.B.C.DlX:X:g:%(:X] : Delete
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snmp node

O trap agent <O OO O :trap agent><0 0 0O O :set/delete>
OOoOO0OoDO0  SNWPO trap agent0 0O DO OO0
ooooooo trap agent ip A.B.C.D

trap agent interface ethernet <0-2>
ogd 0O OO no trap agent
OOoOO0ooO0  TRAPOOOODODO “Agent Address™ 0O OO OO
g No g no trap agent . Delete

O bind address <0 0O 00O :bind address>< 0 O O O :set/negate>

0000000  SNWPO bind addressO0 000000

ooooooo bind address A.B.C.D
bind address X:X::X:X

oo 0O 00 no bind address

ooooooo SNMPO listenO OO OO OOORAPO OO DO source ipd OO bind address 0 0 0 O
0000000 o0.0.0.00 listenO OO

O No O no bind address : 0000(@.0.0.00 lilsten)
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0O OO command

syslog node

nxr130#configure terminal

Enter configuration commands, one per line.

End with CNTL/Z.

nxr130(config)#syslog
nxr130(syslog-config)#

O 1local enable <O OO0 : Local enable>< 00O : Set/Negate>

ooooooo
gooogooo
oo 0O oo
U No |

syslog0 OO0 OO0OO0OOOdnO
local enable
local enable

no local enable :00o0ooooooao

O local file <0000 : Local file><OO OO : Set/Negate>

ooooooo
gooogooo
oo 0O oo
U No 0
oo oo

syslog0 OO0 O O0OO0OO0OOO0O

local file diskO:FILENAME

no local file

no local file

filename OO disk0: 00000000 DO0ODOOOOOODODOO

O server <O OO0 : Server><0 000 : Set/Negate>

goooogo
ooooooo
oo 0O 00
O No O

syslog D OO0 OOOOoOOd
server (A.B.C.D | X:X::X:X | FQDN)
no server

no server ssyslog0 OO0 O0OODOO

O mark <OO0O0: Mark><O 000 : Set/Disable/Negate>

gooogooo
ooooooo
oo 0O 00
oo oo
U No 0

Syslog markO OO O OO OO
mark <0-99min>

mark 20
mark O : Disable
no mark : =mark 20

O priority <OO0O0O: Mark><O O OO : Set/Negate>

ooooooo
gooogooo
oo 0O oo
U No U

SyslogO0 OO0 OO0O0OOOOOOOOO
priority (debug]info|notice)
priority info

no priority

O system <0000 : System><O 0O 00O : Set/Negate>

ooooooo
gooogooo

oo 0O 00
O No O

syslog0 0 OO0 O0O0O0OO0OO0OO0OODOOOO

system mark : Output messages with mark
system hour : Output messages hourly

no system

no system SystemO OO0 OOOOOOO
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O mail send<O0000 : System><0O 000 : Set/Negate>

oooooog syslogD 00O 00000000000
ooooooad mail send enable

oo O oo no mail send

O No O no mail send

O mail to <O0O0O0O: Mail><O000O0: Set/Negate>

ooooooog odo00ooooooooooooon
oooooog mail to RECEIVER

oo O oo no mail to

O No O no mail to

O mail from <O0O0O0: Mail><0O000 : Set/Negate mail>

oooooog dodooooooooooooog
oooooog mail from SENDER

oo 0O oo no mail from

0 No 0 no mail from

O mail subject <OOO0O: Mail><O0O00: Set/Negate>

ooooooo ooooooobooooo
OO00oO0oo0d  mail subject SUBJECT

oo 0O oo no mail subject

O No O no mail subject

O mail strings <OO0O0O: Mail><O0O00O : Set/Negate>

ooooooo O000o0ooo0oooDooooooooooooooog
0000000  mail strings <1-32> STRINGS

oo 0O oo no mail strings

0od Ood ooooooooo300000d

O No O no mail strings <1-32>

O mail server <O0O0O0O: Mail><O0O 0O 0O : Authentication>

ooooooo ooooooooooooooooodg
ooooooo mail server authentication pop-before-smtp  POP before SMTP
mail server authentication smtp-auth-login  SMTP authentication (login)
mail server authentication smtp-auth-plain  SMTP authentication (plain)
O No O no mail server authentication

O mail server <O0O0O0O: Mail><O00O0 : POP3>
ooooooo pOPR3IOOOODOODOOODOOODOODO
ooooooad mail server address A.B.C.D

mail server address FQDN
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O mail server <OOOO: Mail><O0O0O0O: SMTP>
ooooooo swpOOOO0ODOOO0ODOOOODOOOOODOOOO
ooooooo mail server smtp address A.B.C.D

mail server smtp address FQDN

mail server smtp port <1-65535>

O mail server <O0O0O0O: Mail><O0O0O0O: USER ID and PASSWORD>

Ooooooo swPOOOO0ODOOIDOOOO0ODOOOODOOO
ooooooo mail server username USERNAME password [hidden] PASSWORD
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dhcp-server node

O OO command

nxrl30#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#dhcp-server <1-5>

nxr130(dhcps-config)#

O network <O 000 : Network><O O OO : Set>

000oooo0Oo DbDHePOOODOODOOODOOOOOODOOOOODOOO

ooooooo network A.B.C.D/M range E.F.G.H 1.J.K.L

gooooon E.F.G.H : Starting IP address for DHCP
1.J.K.L : Ending IP address for DHCP

O lease-time <O O0O0O: Lease-time><O 000 : Set>

goooodgo IPOO000000O00ODOOO0OOOO0

ooooooo lease-time <default:1-4294967295> <max:1-4294967295>
oo o oOd lease-time 21600 43200

0 No O no lease-time : Unset DHCP lease time

O gateway <O 000 : Gateway><O O OO : Set>

goooooOo DbHePOCOOODOOOOODOOOODOOOODOIIOODOOOODOOO
goooooo gateway GATEWAY

oo o od no gateway

ad No 0  no gateway . Delete

O domain <O0OO0O: Domain><O0 OO0 : Set>

goooooo DHCPO O OO OODOOODDOODOODOODoOOoDoono
oooooog domain DOMAIN

oo o do no domain

| No O no domain > Unconfigure

O dns-server <O ODO0O: Domain><O 000 : Set>
0000000 DHPODOOODODODOODODNSOOOODODOOODOODOOO
goooooo dns-server <primary DNS: A.B.C.D>

dns-server <primary DNS: A.B.C.D> <secondary DNS: A.B.C.D>
oo o ood no dns-server
oo 00 20000000
O No O no dns-server : Delete
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O netbios-server <O OO0 : Netbios server><0 000 : Set>
ooooooo NetBIOSO O OO IPOOODOOOOOOOO
ooooooo netbios <primary NetBIOS: A.B.C.D>
netbios <primary NetBIOS: A.B.C.D> <secondary NetBIOS: A.B.C.D>
od 0O Odd no netbios-server
oo 00 200000000
O No O no netbios-server > Delete

O netbios-scope-id <O 00O O : Netbios scope id><O000: Set>
goooood NetBIOSO OO DO IDODOODOODODOO
oooooog netbios-scope-id SCOPED-ID

oo o oOd no netbios-scope-id

O No O no netbios-scope-id

O sip-server <OO0O0O: SIP server><0000: Set>

0000000  DHCP clientO OO SIP server0 0000 OOSIP server addressO0 00000
0o

ooooooo sip-server (A.B.C.D [A.B.C.D]| FQDN [FQDN])

oo 0O oo no sip-server

O No O no sip-server : Delete

0d oo IPv4 addressO OO FQINO O D 2000000000000 0O000O
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dhcp-relay node

O OO0 command

nxrl30#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#dhcp-relay

nxr130(dhcpr-config)#

O address <O 000 : Address><0 00 O : Address>

ooooooo OODHCPO O OO IPOODOODODOODOOO
ooooooo address A.B.C.D

oo 0O Od no address

ooooooo 40000000

O No O no address A.B.C.D . Unset DHCP relay address
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ipsec local policy node

O 00O command
nxr130(config)#ipsec local policy <policy:1-255>
nxrl30(config-ipsec-local)#

O address <O OO0 : Address>
ooooooo IPsec tunnel OO OO IPOOOOOOO
ooooooo address ip

address ipv6

O self-identity <O OO0 : Self-identity><0 000 : FQDN]JUSER@FQDN | DN>

goooooo gooomwoooogoo

ooooooo self-identity fqdn FQDN : FQDN e.g., centurysys.co.jp
self-identity user-fgdn USER@FQDN : USER@FQDN e.g., user@centurysys.co.jp
self-identity dn LINE

oo 0O oo no self-identity

O No O no self-identity

O x509 certificate <O O0O0O: X.509 cert>

ooooooo X500 00000000d0o

ooooooo x509 certificate CERTIFICATE

O No O no x509 certificate : Unset X.509
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ipsec isakmp policy node

O OO0 command

nxrl30#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#ipsec isakmp policy <policy:1-65535>
nxrl130(config-ipsec-isakmp)#

O description <O 000 : Description>
ooooooo ISAKMP policyD0 0O OOOOODOO
ooooooo description DESCRIPTION

O No O no description

O authentication pre-share <00 0O 00O : Authentication>
goooogd pSKOD DO DO GOODOO
ooooooo authentication pre-share KEY

O authentication rsa-sig <O 00O 0O : Authentication>

gooooon RSAOD OO OOOO

ooooooo authentication rsa-sig
authentication rsa-sig KEY

O keepalive <O 0O 00O : Keepalive><O O OO : DPD>
goooooo oooopooooooooood
ooooooo keepalive periodic
keepalive periodic (clear|hold]restart)
keepalive <interval:10-3600> <retry:0-60> periodic
keepalive <interval:10-3600> <retry:0-60> periodic (clear|hold]restart)

oooooog
clear > keepaliveO DO OOSAODOODODOO
hold > keepalive OO OOSAODO OO OO IPsec policyd on-demand 0 OO0 00O OO
restart Dkeepalive OO OOSAOOOODOOIKEDODOOODOODOODOOODOO

O No O no keepalive : Unset keepalive

O backup policy <O000O0O: OOO><0000: backup>
ooooooo IPsec isakmp O backup policyO O OO OO0
ooooooo backup policy <1-65535>

oo 0O oo no backup policy

O No O no backup policy

O hash <O 000 : Transform set><0 0 0O O : Hash>
ogoooooad gddoboooooooooooon
ooooooo hash (md5]|sha)

oo 0O Od hash sha
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O encryption <O 000 : Transform set><0 000 : Encryption>
gooboogd goobooooboboooooo
ooooooo encryption (aesl28|des|3des)

oo 0O oo encryption aes128

O group <O 0O 0O0O: Transform set><O0 000 : DH Group>
ooooooo DHI Diffie-Helman group0 0 0O OO O
Ooooooo  group (1]2]5]114)

gd o 0o group 14

O lifetime <O OO0 : Lifetime><O O OO : Lifetime>

ooooooo oodooooooooooon

ooooooo lifetime <1081-86400>

oo 0O oo lifetime 10800 (=3 hours)

O No O no lifetime : Set defaults(lifetime 108000 00 0)

O isakmp-mode <O 0O 00O : Phasel mode><O O OO : Phasel>
gooooon Phase 1000 000O0O0DOOO0OOODODODOOOO
ooooooo isakmp-mode (main]aggressive )

O remote address <O OO0 : Remote><O 00O O : Address>
goooooo gooiwrooooooooooo
ooboonoo remote address ip (A.B.C.D]any)

remote address ipv6 (X:X::X:X]any)

O remote identity <OOODO: Remote><O OO O: ID>
ooooooo goowooooooo
oooooog remote identity dn DN
remote identity fqdn FQDN
remote identity user-fqdn USER@FQDN
oo 0O 00 no remote identity
0o OO0 peer identityOOOOOOIP/IPV6D IDODOOODOOO
O No O no remote identity :Unset remote identity

O local policy <O000O0: Local><0O000O0: LocalOOODODO >
goobogd goobbooobobooooboboooo
ooooooo local policy <1-255>

O netevent <0000 : Netevent>

oooooog O00000000IKEDOO IPsecO00000D0O0DODOOODOODOODOO
ooooooo netevent <trackid:1-255> connect | disconnect

a No g no netevent
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ipsec tunnel policy node

O OO command

nxrl130#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#ipsec tunnel policy <policy:1-65535>
nxrl130(config-ipsec-tunnel)#

O description <O 000 : Description>

ooooooo IPsec tunnel policyO O OO OOO0DOOO

ooooooo description DESCRIPTION

O No O no description DESCRIPTION : Unset IPsec tunnel policy specific description

O set transform <O 00O : Phase2 parameters><0 00O : Transform>
goooogo transformJ0 000000
goooogo set transform ENCRYPTION HASH
ooooooo
ENCRYPTION : esp-3des|esp-des|esp-aes128|esp-null
HASH . esp-shal-hmac|esp-md5-hmac
oo O oo set transform esp-aesl128 esp-shal-hmac

O set pfs <O 000 : Phase2 parameters><0 000 : PFS>
ooooooo  pSOCOOODOO

ooooooo set pfs (group2|group5]groupl]groupl4|phasel)
oo o do set pfs phasel(phasel 00O DH group O 00 0)
O No O no set pfs :PRSODO

O set key-exchange <O 00O 0O : Phase2 parameters><[ 00O O : Key-exchange policy>
goooooo godoiIsAkvwooooooooooo
ooooooo set key-exchange isakmp <1-65535>

O set sa lifetime <O O 0ODO : Phase2 parameters><O0 000 : SA>

ooooooo IPsec SADODOOOOODOOOOODO

oooooog set sa lifetime <1081-86400>

Ood 0O OO0 set sa lifetime 3600

O No O no set sa lifetime . Unset security association lifetime

O negotiation-mode <O OO 0O : Phase2 parameters><[ 00O O : Negotiate>
ooooooo Oo0oooooooooooooooono

gooooon negotiation-mode (auto]on-demand]manual)

oo o do negotiation-mode auto

O shutdown <O 000 : Phase2 parameters><O0 000 : PolicyDO OO >
ogoooood IPsecO 000000 OOOOOOOOO
goooooo shutdown

O No 0 no shutdown
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O match address <O 00O 0O : Phase2 parameters><O 000 : Selector>

gboooooo
gooogog

0000 0O Match address of packets to encrypt
match address IPSEC-ACL-NAME
match address IPSEC-ACL-NAME nat-traversal

O set route <O 000 : Phase2 parameters><0 000 : Route>

gooogog
ooooooo
0 No U

Destination PrefixUO OO ODOODOOOOOOOODOOO
set route
no set route : Disable

O set priority <O O0O0O: Phase2 parameters><0O 00O : Priority>

gooogooog
gooogog
oo 0O o0
0 No U

0000000000000 0ooooo

set priority <1-255>

set priority 1

no set priority : Set defaults
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UPnP node

O OO0 command

nxrl30#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxr130(config)#upnp

nxr130(upnp-config)#

O service enable <O 000 : service><OOOO: set>
goooogo goooooooooo
ooOoo0ooa service enable

O external interface <O 0O 00O : external interface><O0 000 : set>
goooood waMbO oo oooooooooooao
ooooooo external interface ethernet <0-2> [vid <1-4094>] | ppp <0-4>

O listen <O0O0O0O: listen><OOODO: set>

ogoooooo IANOOOOOODODOUPPPOODODODOO listenOO IPOOOODOOOOOOO
ogoooooad listen ip A.B.C.D/M

O No O no listen ip A.B.C.D/M

ooooooo oo20000000

O timeout <O OO0 : timeout><O00O0O0: set>

ooooooo UpnPO 00000 O0OODOOO0DODODOODOOODOOO
oooooog timeout <sec:60-21474836>

oo 0O o0 no timeoutl (= timout 600)
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0250 0000

I. 00000000000

O0DO0ODOOO0ODOOETHER 10 1PODO0ODOODOOODOO0ODO0ODOODODOETHER 10 IPODODOODODOO
gboboobobooobon

1. Console(U OO Telnet) O OO OO OODOOOOOOO

Century Systems NXR-130 Series ver 5.1.0

nxrl30 login: admin

Password:

Century Systems NXR-130 Series ver 5.1.0 (build 47/17:36 03 04 2009)
nxr130#

2. “ configure terminal” OO O OODOCONFIGURATIOND OO ODOOOOODO
nxr130#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
nxrl30(config)#

3. “ interface ethernet 1” OO O OO0 interface nodeCD OO OOO0O
nxrl30(config)#interface ethernet 1
nxrl30(config-if)#

4 \PO0ODOCDOOOOODOOOOOODOOO
nxrl130(config-if)# description ETHER 1 ~000b0oD0oO0oooooooon
nxrl30(config-if)#ip address 192.168.1.254/24

5. "exit" DOOO0O2000000view noded OO0 OOO
nxrl30(config-if)#exit

nxrl30(config)#exit

nxr130#

6. “ show configr OO OO OOOOOOOOOOO
nxr130#show config

!

o000 000ooooooooo

!

interface ethernet 1

description ETHER 1

ip address 192.168.1.254/24

1

Doooobooboobooobobo
!
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0250 OO0OO

I1. PPPOECI O O O

PPPOE0 D ODOODODOOODO0ODOODOODLDO0ODLO0ODLODOOODLO0OODDODOOOCN IPved
goipvdd BODOODDODOOODOOODOOO

™

T—IDWETL
/ADSLET Ly

r

‘u;ﬁmum SYSTEMS i Futurence NXR-130/C

nxr130#show config
1

I Century Systems NXR-130 ver 5.1.1 (build XX/11:43 07 05 2009)
!

hostname nxr130 ~goooooo

!

!

ipv6 forwarding ~Ipv60 0000000000000
fast-forwarding enable ~00do0o00oooobooboooooooooo
!

!

12tp 0 <~ OCN IPv6O O OO L2TPOCOODOODOO

tunnel address XXXXXXXXX.ocn.ne.jp <~ OCN IPveO O OOODOOOXXXXOODOOO
tunnel ppp O ~ PPP over L2TPO OO

interface ppp 0

description OCNv6 ~PPPOOODOODOOCNVEO OO
no ip address
ipvé dhcp client pd AAA — DHCPv6-PDLI prefix delegation 0 O O
mtu 1390 ~PPPOODOOODOOOMIUDOODO
JOCN IPveD 0D ODOODODO 13900000
ipvé tcp adjust-mss auto < IPv6 0 TCP MSSO auto(D D O O )OO O
ipv6 access-group in dhcpvé ~00000gpoobHCPv6D DO OO ODODOODDOODOO
ipv6 spi-filter ~IPv6eO SPIOODOOOOO
ppp username XXXXXX password hidden XXXXXXX — PPPOCOOOOODOOIDODOOOOOOOONO
no ppp ipcp enable ~IPCPOOODOODO
ppp ipv6ep enable ~IPv6CPO OO ODOO
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PPPOEO OO O

interface ppp 1

description B-flets XXX < PPPIO BOOODO

ip address negotiated ~Ooomwoono

no ip redirects ~IcvvOOoOoOooooooooo

ip tcp adjust-mss auto < TCP MSSO auto(U DO O)H)O OO

ip access-group in upnp ~000b0OooouwpnPO0DOOOOODOOODOO

ip access-group forward-in upnp ~O000booooupnPd0O0OOOOOODOOODOOO

ip access-group forward-out private ~000000O0private0 0000000 OODOODOO
Mmoooooo

ip masquerade ~ppplO0 0000000 IPOOOODOOODOODODOO

ip spi-filter —ppplOO00D0OODOOSPIODOODOODO

ppp username XXXXXX password hidden XXXXXX ~PPPODOOOOOOOOIDOOOODOOOOONO
!

interface ethernet 0

ip address 192.168.XXX.XXX/24 —ethernet OO OODOOODOOIPODOOODOOO

ip access-group in netbios ~000b0gooNetBlOSODOOOOOOOOODOOOO

ip access-group forward-in netbios ~O0oogooNetBlOSOOOOOOOOOODOOOO
ipv6 address AAA ::254/64 <DHCPV6-PDO OO OOODODOODOOODODOOODODO 2540
ipvé nd send-ra ~ RAO Router advertisementd OO0 000

interface ethernet 1

no ip address ~ethernet 100000000 IPOOOODOO0ONO
ip access-group in upnp ~O000boooounPO00D0OODOOOOOODOOO
ip access-group forward-in upnp ~000b0OooouwpnPO00DODOOOOOOODOO
pppoe-client ppp 1 —pppoel 000 0O0OOOOppplO O

!
interface ethernet 2
shutdown —~ethernet 20000000000 000O00O00OO

no ip address
1

dns
service enable ~DNSOOO0O0O00O000O
address XXX.XXX.XXX.XXX ~DNSOOO0OO0O0n0O

address XXX. XXX . XXX . XXX
]

syslog

local enable <syslogO0 O OO0OOO0OOOOOO

!
snmp

security 192.168.XXX_XXX/24 <S\WPODODOODODODOOOOODOO
syslocation XXX « syslLocation O O

syscontact XXXXXX ~ sysContact U 0 O

sysname nxrl130 ~ sysName O OO [
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I1. PPPOEC O OO

ip route 0.0.0.

0/0 ppp 1 ~IPVA0000000000ppplOO0

ip route 192.168.110.0/24 192.168_XXX.XXX ~-0d0oooooooooooogo
ip route 192.168.120.0/24 192.168.XXX.XXX
ip route 192.168.130.0/24 192.168_XXX.XXX
ip route 192.168.140.0/24 192.168.XXX.XXX
ip route 192.168.150.0/24 192.168_XXX.XXX

ipv6 route ::/0 ppp O ~IPv6 0000000000 pppo0 OO

!

ip access-list
ip access-list
ip access-list
ip access-list
ip access-list
ip access-list
ip access-list
ip access-list
ip access-list

ip access-list
1

netbios deny any any tcp any range 137 139 ~NetBlOSOOOOODOODO
netbios deny any any udp any range 137 139

netbios deny any any tcp 137 any

netbios deny any any udp 137 any

private deny any 192.168.0.0/160 0O 00000000 OOOOOOOOOOO
private deny any 172.16.0.0/12

private deny any 10.0.0.0/8

upnp deny any any udp any 1900 ~UPnPOOODOOODOO

upnp deny any any tcp any 5000

upnp deny any any tcp any 2869

ipv6 access-list dhcpv6 permit any any udp range 546 547 range 546 547

~DHCPv6 D O DO ODOODO
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I, L2TPv30 000

20000 L2Tpv30000000ODO0OENd to Endd < nxrlO OO >
Ethernet0 000000000 OOOOOOOOO 1

12tpv3 hostname nxrl 00000000

12tpv3 router-id 192.168.200.254
~goooiup

!
12tpv3 tunnel 1

description nxrl-nxr2

tunnel address 11.11.11.11
<00 LCCEOWANO IPO DO OO
ETHER 0
nxt—1 tunnel hostname nxr2 OO LCCEOOOOO
ppp0: 10.10.10.10 tunnel router-id 192.168.200.253

00 LCCEO 1D

LAN A: 192.168.0.0/24

12tpv3 xconnect 1

description nxrl-nxr2

tunnel 1

xconnect ethernet 0
~lkkOooooooooooooo

xconnect end-id 1

ppp0: 11.11.11. 11 ~O00LCCEOD end-id0 O OO0OOO
nxr-2 \
ETHER 0 ’

L2TPv3 Tunnel

Internet

L2 Service

LAN B: 192.168.0.0/24 <nxr2000 >
1

12tpv3 hostname nxr2

12tpv3 router-id 192.168.200.253
!
12tpv3 tunnel 1
description nxr2-nxrl
tunnel address 10.10.10.10
tunnel hostname nxrl
tunnel router-id 192.168.200.254
1

A
|

12tpv3 xconnect 1
description nxr2-nxrl
tunnel 1

xconnect ethernet 0

xconnect end-id 1
!
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0250 O0O0O0O

IV. IPsecO0 00O

goooooobgoirsecdddn1b1000n
gbobooboboon

<O0OooOog >
O00000O0bDoooooPPPEOOOOOOO
OooooooOo0ooooooobooooooa
ooobooooooood
24— 192.168.1.0/24 OlPsecO0 0000000 OO0OOOMOIPsec OO
oooooooobooooooo
grdoooooooOooooooooo

ETHER 0: 192.168. 1. 254/24 gbooogooogoo
%nxr% 000000 IPO00OOOODaggressive

ppp 0:10.1.0.1 00000000000
OPSKOODDOOOOODOO” centurysys”
ooooo

PPPoE

<00oooooo s
nternet

,

|Psec Tunnel
PPPoEI_\ -

ppp 0: BhRYIP
nxr-2
ETHER 0: 192. 168. 2. 254/24

Mo 192.168.2.0/24

A
I
n |
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0250 0000

V.

IPsecO0 000

<nxr-1000 >
!
ipsec local policy 1
address ip
!
!
ipsec isakmp policy 1
description to nxr2
authentication pre-share centurysys
~ PSKO” centurysys” OO0
keepalive periodic clear
~000oo0oooooooooosAgooon
hash shal
encryption aes128
group 14
isakmp-mode aggressive ~ aggressive 0 00O
remote address ip any ~ogooogiue
remote identity fqdn nxr2.desu
<000 1D0 00O (FQDN)

local policy 1
!
!
ipsec tunnel policy 1
description to nxr2
negotiation-mode manual

~.do0o0oooooooooooo
set transform esp-aesl28 esp-shal-hmac
set key-exchange isakmp 1

0000 IsAkMPOODOOODOODO0O
match address nxr2

~IPsecO0 000000 nxr2” OODODOODOO

!

!

interface ppp 0

description test

ip address 10.1.0.1/32

ip tcp adjust-mss auto

ip access-group in in-ppp0
ip masquerade

ip spi-filter

ppp authentication pap

ppp username user001@xxx.com password user001
ipsec policy 1

~0gimwrogog
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1
interface ethernet 0
ip address 192.168.1.254/24
~LANODOIPODOOO
!
interface ethernet 1
no ip address
pppoe-client ppp 0
1
interface ethernet 2
no ip address
!
!
!
ip route 0.0.0.0/0 ppp O
!
ip access-list in-ppp0 permit any any 50
~ESPODODO
ip access-list in-ppp0 permit any any udp
any 500
~ ISAKMPO O O
ip access-list in-ppp0 permit any any icmp
1
ipsec access-list nxr2
192.168.2.0/24

ip 192.168.1.0/24

~srclP dstiPOOO0DOOOO



0250 O0O0O0O

V.

IPsecOO0O0O

<nxr-2000 >

!

ipsec local policy 1

address ip

self-identity fqdn nxr2.desu

~00000 ID(FQDN)

!

!

ipsec isakmp policy 1

description to nxrl

authentication pre-share centurysys
keepalive 10 3 periodic

hash shal

encryption aes128

group 14

isakmp-mode aggressive

remote address ip 10.1.0.1

~O000ogwAaNO IPOODODO

local policy 1

!

!

ipsec tunnel policy 1

description to nxrl

set transform esp-aesl128 esp-shal-hmac
set key-exchange isakmp 1

match address nxrl
!
!
interface ppp 0

description test

ip address negotiated

ip tcp adjust-mss auto

ip access-group in in-ppp0

ip masquerade

ip spi-filter

ppp authentication pap

ppp username user002@xxx.com password user002
ipsec policy 1
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1

interface ethernet 0

ip address 192.168.2.254/24

~LANOO wPoOogno

!

interface ethernet 1

no ip address

pppoe-client ppp 0

!

interface ethernet 2

no ip address

!

!

!

ip route 0.0.0.0/0 ppp O

!

ip access-list in-ppp0 permit any any icmp
ip access-list in-ppp0 permit 10.0.0.1 any 50
ip access-list in-ppp0 permit 10.0.0.1 any
udp any 500

!
ipsec access-list nxrl ip 192.168.2.0/24
192.168.1.0/24
<srclP dstiPO0ODOOO0O



ooooooono
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gboobgooooboobooboboobooboobobooboboboobooboboon
oooob oboooboobobooboobooboboborobooborobooboboobo
goooooobgo

goooboooboboobgoobobbobooboobgooboooboobg

oooooood

Oe-mail O support@centurysys.co.jp

ooog O 0422-37-8926

O FAX O 0422-55-3373

00000 O 10:00 0 17:00 (OODDOOOODOOOODOOOOOOOOO)
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oooboooboboon
gboobgoboboobooboobooboobobooboobon
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000000000
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00000000000000000000 IPO0O

0000000M0O0000000000O0O0O00O0OOOOO000

goooooo
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0000 rQOOO00ODOOO0ODOODOODOOOODOO
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