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2.2D0 DREEZMET S

BE
RESTAPIZHWNT, HAOESE 1 DREZWMET 0 ERLET,

V=R

import requests

import jwt

from datetime import datetime
import random

import urllib3

urllib3.disable_warnings ()

uri = “https://192.168. 254. 254/service/dout/1”

base = datetime. fromisoformat (“2000-01-01 00:00:00. 000”)
delta = datetime. now() — base

seconds = int(delta. total_seconds()) + int(random. random() * 1000)

payload = { “logas”: “admin”, “ita”: seconds }

secret = “system123”
token = jwt. encode (payload, secret, algorithm="HS256")
header = {' Authorization’ : 'Bearer {} .format (token)}

resp = requests. get (uri, headers = header, verify=False)
print (“"Result: {}”. format(resp. status_code))
print (“Content: {}”. format (resp. content. decode ("utf-8")))

HA

Result: 200
Content: {
“num”: 1,

“status”: “off”
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23 HAESR

BE
RESTAPI ZAWWT, HAOER1ZOnICEFE T 5FERLET,

V=R

import requests

import jwt

from datetime import datetime
import random

import urllib3

urllib3.disable_warnings ()

uri = “https://192.168. 254. 254/service/dout/1/on”

base = datetime. fromisoformat (“2000-01-01 00:00:00. 000”)
delta = datetime. now() — base

seconds = int(delta. total_seconds()) + int(random. random() * 1000)

payload = { “logas”: “admin”, “ita”: seconds }

secret = “system123”
token = jwt. encode (payload, secret, algorithm="HS256")

header = {' Authorization’ : 'Bearer {} .format (token)}

resp = requests. put (uri, headers = header, verify=False)

print (“"Result: {}”. format(resp. status_code))
H A

Result: 200
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BE
RESTAPI ZAWT, 727—LDz72BHITEHHE%RLET,

V=R

import requests

import jwt

from datetime import datetime
import random

from io import BytesIO

import urllib3

urllib3.disable_warnings ()

uri = “https://192.168. 254. 254/service/fwup”
base = datetime. fromisoformat (“2000-01-01 00:00:00. 000”)
delta = datetime.now() - base

seconds = int(delta. total_seconds()) + int(random. random() * 1000)

payload = { “logas”: “admin”, “ita”: seconds }
secret = “system123”
token = jwt. encode (payload, secret, algorithm="HS256")

header = {' Authorization’ : 'Bearer {} .format (token)}

open (“as250. img”, “rb”).read()
{ “filel” : ("as250. img”, ByteslO(fwImg)) }

fwlmg

files

resp = requests. post (uri, files = files, headers = header, verify=False)

print (“"Result: {}”. format(resp. status_code))
H A

Result: 200
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AU IR AYHF—

ANy HF—YR}
HE Ay HE—
RELER Authorization: Bearer (JWT)
LARUAD gzip EHEEZ T4+ 51548 |Accept-encording: gzip
JWT
JWT DEMIZDULNTIX, RFC7519 5B L TT LY,
ER ]
Ay B — {
“alg” © "HS256”
"ty I
}
RAO—F {
“logas”: “admin”
“ita”: (2000/01/01 00:00:00 A& #R@FE+ )
}
=YLy k FBEOOY A NRT—F
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3.2 LRKRIR

400 Bad Request
APl ZMUHT URLEZEDRY EZRLET,

401 Unauthorized

PRI ERLET,
F—2 avTrhk
A~y & —|Z Authorization A7 LY {

“title”: “Access token required”

}

WT (235 ita DEN. RIEFEFZ &L Y/hEL |
“title”: “Token expired”

JWT HREE L EX {

“title”: “Invalid access token”

405 Method Not allowed
JOIZRRLEHTTP AV Y FIZHIELTWERA, LARVRIZOVTU REHY FHA.

500 Internal Server Error
ASHERCIS—MEELFE L, LARVRIZOAVTFU REIHY FEA,
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33FER

AY A VISRT— FRTiZHHEROEGE
HEBO/ISRT— FNIIHHAR/ SR T— F(system)DIHFEIE., FERTESAPIE TR A VRRT—FDE
BLHER OAHATT,
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41 )9 T X b+
Method
GET
URI
URI

/service/dout/ FTRTCOEADIKEZWMELET,

HEDERDKREZREFLET.
N: 0, 1, 100-131

/service/dout/ {N}
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4.2 LARIR

200 OK
URI avTrhk
/service/dout/ {
“douts”: [
{
“num”: 0,
“status”: “ (STATUS)”
1,
{
“num”: 1,
“status”: “ (STATUS)”
]
{
“num”: 100
“status”: “ (VSTATUS)”
}
{
“num”:131,
“status”: “ (VSTATUS)”
}
]
}
3¥) STATUS = on | off
5¥) VSTATUS = on” | off | fail
/service/dout/{0]1}/ {

“num”: (URI TRELE=EFS),
“status”: “ (STATUS)”

7¥) STATUS = on | off

/service/dout/ {100-131}/ {
“num”: (URI TRELE=EFS),
“status”: “ (VSTATUS)”

3¥) VSTATUS = on | off | fail

404 Not found
BELEEABSHAFEELEEA,
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r—Xx avFobk
/service/dout/ (N) B, NAY0,1,100-131 LISt D1iE | {
“title”: “do number MUST be from 0,1, 100-131"

16
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5 HOERIRBER
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Method
PUT
URI
URI HL
/service/dout/ {N} /off HAEANEATIZT S
N: 0, 1, 100-131
/service/dout/ {N} /on HAEE N EAVIZT S

N: 0, 1, 100-131
/service/dout/ {N} /off/ {H} HAERN) A TI12F 5
B (H) msec AE@ L =&, TOKEIZCED
N: 0, 1, 100-131
H: 1-300000 (msec)
/service/dout/ {N} /on/ {H} HAEENEAVIZT S
BEfE (H) msec AE@ L =&, TOKREIZED
N: 0, 1, 100-131
H: 1-300000 (msec)
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52 LAERIUR
200 OK

HABEROKREEENAEILI-CEERLET, LRARVRIZOAVTU REIHY FHA,
404 Not found

fr—2
URT 1285 () AY0, 1, 100-131 LIS DIETH o 1= | {

avTrhk
“title”: “do number MUST be from 0,1, 100-131"

REE on”, "of "IN EHEE L 1= {

“title”: “only support on/off command”

URI 2% % (H) A%, 1-300000 LIS DIETH -7z | {
“title”: "hold time MUST be within 1-300000"
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6 77—LOTTEEH
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61O ITX b
Method
POST
URI
URI

BZLT]
I77—LozT7ERHL. BEFHTD

/service/fwup

Content-Type
multipart/form-data

RT 4
T7—LIDITAA—=TT7A4IL(A DDH)EFEZTLEEL, 774 ILEEBVWEEA,
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6.2 LARIR

200 OK
TJ7—LOTT7EHFLPENMLELz, ASIFEEBILET, LARVRICOAVTY RMEHY FHA,

415 Invalid Media File

=2 avF Uk
B\ T 7 —LoTT {
“title”: “Invalid Firmware”
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7TAV)H9TX b
Method
GET
URI
URI

/service/config

BEBEHORET -2 EWMEFT S

24



FutureNet AS-200/AS-M250/AS-P250 > Y — X RESTAPI Y 7 7 L V' &

7.2 LARIR

200 OK
BE DRI
URI avFvhk

/service/config {
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BRET—Z2DEZAHLBES
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Method
POST
URI
URI H L
/service/config BEZERET—2EHREL. SE2BFEHT 5,

Content-Type
application/json

RF«
JSONFex & LFET
F— B9
config B

% 7%E (REST API “/service/config" TR LN DI D LERBHEDTF R H)
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8.2 LARIUX
200 OK

BREDRENEIILEL, ASIEBRBELET, LRAKRVRIZOVTY MEHY FHA
400 Bad Request
JOIZRAMZIIS—BHYFET,
r—Xx

RT 4 DF—n"config”" THLY | {

“title”: “invalid key”

BREDY A XDNKESTED {

“title”: “config too large”

422 Unprocessable Content
BEZ-HRET—FICRYNHYET,
br—2
BREICRYMNH-IIHE {

“title”: “config error”,

“errline”: "RYMNBHLIEEDITOAR)”
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91 UJH IR
Method
POST

URI

URI B2
BRET—2EHHEL. ASZBESHT .

/service/clr

KT«
Z:E-G?—O
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9.2 LARUR

200 OK
BEDVHEIAEILEL=, ASITHEHLET,
URI ayvFok
/service/clr {

“msg”: “Configuration has been cleared.”,

31



FutureNet AS-200/AS-M250/AS-P250 > Y — X RESTAPI Y 7 7 L V' &

10 854 VNRRAT—ROZEE LBES)

32



FutureNet AS-200/AS-M250/AS-P250 > Y — X RESTAPI Y 7 7 L V' &

Method
POST

URI

URI

/service/passwd

Content-Type
application/json

KT«
—
pass_current

pass_new

B L
A4 2RRT—FEEEL. AS £BEHT 5.

BEOOGA VNRAT—FK
EHEEOOT A VINRT—F
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10.2 LAKRU X

200 OK
NRAT—FDEFRICEILELz, ASIEFBRBELET, LRARVRIZaVTUREHY FHA,

401 Unauthorized
NAT—FDEEIZKBLELE, ASIZEREHLEEA.
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1M1 YH9 TR+
Method
GET
URI
URI

B L

/service/disk U —ZXDH) OHEHERERET S

RAM 74 X% - SD 71— K (AS-200

36



FutureNet AS-200/AS-M250/AS-P250 > Y — X RESTAPI Y 7 7 L V' &

11.2 LAKRU X

200 OK
BEORFBICHIILEL,
URI arvyFrhk
/service/disk {
“result”: true,
“ramdisk”: { (RAM T 1 XY DIER)
“bavail”: (ZEEJTOVIH, 16K/S1 FE1 LT 3),
“blocks”: (&7 Rv o #, EL)
|3
(LLF. AS-200 1) —XMDH)
“sdcard”: { (SD H— FDIEHR)
“probed”: (PROBE_BOOL),
“mounted”: (MOUNT_BOOL),
“dirl”: (T4 LY R) 1 OE)”,
“dir2”: “(F4LY ) 2DE)”,
(LLF. mounted=true MZBEDH)
“prm” " (H— FELGZRA) 7,
“bavail”: (BETAVIH, VSRAVARX%E1LT D),
“blocks”: (7O vy %, RL)

}

5¥) PROBE_BOOL = true(SD 71— FiEARE) | false CRIEAR)
5¥) MOUNT_BOOL = true(SD h— K<y > hBf) | false(GR<wo Y FB)
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12 774 IIL—BEDOBE
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Method
GET

URI

URI
/service/disk/ramdisk
/service/disk/sdcard/dir1

/service/disk/sdcard/dir2

21y

oY

ext

HTLL
RMM T4 RODI7AIL—BEEWMBT S
(AS-200 > 1) — XD #)
DH—FEDTALY MITDT7AIL—BEEWMEFTS
(AS-200 > 1) — XD #)
DH—FEDTALY FI2DT7AIL—BEEZWMEFTS

H 1]
BELERERFOI7AILDHERTT 5,
“CAP”: X TFwTFAI
“CFG”: BETIFAIL

DAT": T—RTFAIL

“ING”: AA=DTFAINTFAN(TF—LITT)
“LOG": BgIr AL

“TSP”. HffiyR— rEHRZ 7ML

39



FutureNet AS-200/AS-M250/AS-P250 > Y — X RESTAPI Y 7 7 L V' &

12.2 LARU X

200 OK

REE ayvFok
T7AIL—EDREIZHKY {
“files”: [

“name”: (274 ILER)",
“ext”: (T 7 A ILDYEF) ",
“size”: (ZF7AINYA4RX),
“year”: (77 A IEBHE),
“mon”: (Z7AIIEHFA, 1-12),
“mday”: (74 IILEHB, 1-31),
“hour”: (774 JLEHEF, 0-23),
“min”: (Z7AIEHFS, 0-59),
1,
(AT, Z740 I HREL<)

}
FHICEBT BT 7AADFELEL |

“files”: null
404 Not found

r—x ayvTrhk
(AS-200 &) —XLISN)SD h— K #HE L 1= {
“title”: “sdcard is not supported”

(AS-200 &) — XD H) {
SDA—FRICEBELE=Ta4 LY FULRFEELAL “title”: “dir is not found”
409 Conflict

=z 327U b
(AS-200 1) — XD #) {
SDA—FHEHEEL. SDA—FRTI LS TN “title”: “not mounted”
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13 774 IILOEE
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131 YH TR b+
Method
GET

URI

URI

HL
/file/disk/ramdisk/{filename}

RIM T4 RODI7AILERBT S
(AS-200 > 1) — XD #)

SDA—FEDTALY FITDIT7AILEREBT S
(AS-200 > 1) — XD #)

SDA—FEDTALY L2774 IILERBTS

/file/disk/sdcard/dir1/{filename}

/file/disk/sdcard/dir2/{filename}
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13.2 LAKRU X

200 OK
LARVARTAET7AILDORABTY,

404 Not found
r—2x
T7AIILDEE L {

“title”:

(AS-200 1) — X LISV SD h— FEHRE L 1= {

“title”:

(AS-200 > 1) — XD H) {

SDH— FISHELIT« LY FUBREELEL “title”

409 Conflict

F—2
(AS-200 > 1) — XD H) {
SDH—FEIEEL. SDA—KRTHY FEhTULEWN

43

avTrhk

“file is not found”

“sdcard is not supported”

“dir is not found”

ayvFok

“title”: “not mounted”



FutureNet AS-200/AS-M250/AS-P250 > Y — X RESTAPI Y 7 7 L V' &

44



FutureNet AS-200/AS-M250/AS-P250 > Y — X RESTAPI Y 7 7 L V' &

141 )9 IRk
PR 4

ZD APl [, AS-200 ) —XTOHEAMTT,
Method

PUT

URI

URI
/service/disk/sdcard/mount |SD h—KZTH2 +T 3B
/service/disk/sdcard/umount |SD A—KZ7><H> 95
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14.2 LAKRU X

200 OK
IOV NTUIIY MBI, BICROVMNTURID FEINTNWBBELEAET, LRARVRIZOY
TUREHY FEA,

404 Not found

=2 avF Uk
“mount”, “umount” A4+ EHETE L 1= {
“title”: “only support mount/unmount command”
]
AS-200 2 1) —ZXUUSTI D API #ERA LT | {
“title”: “sdcard is not supported”

503 Service Unavailable

17-_1 avTrhk
IO ToIDy MMIKELE
“title”: “command failed”
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15 PPP E{HKRED NG
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151 YO TR b+
Method
GET
URI
URI

/service/domain

PPP #HUIKREZ G 5
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15.2 LARU X

200 OK
REDBRFBICHIILE LT,
URI arvyrk

/service/domain [

“index”: 0,
“name”: (&% “domain 0”@ APN),
“connect”: (CONNECT_BOOL),
(LLF. connect=true MBZEDH)
“ip”: "(JE—=KIPF7 KFLR)”

|8

(LAF. index=1~4 £T)

]

£) CONNECT_BOOL = true (245%5% % T PPP #&#%i) | false(Zh U5
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16 PPP $E&u/ VI MR {E
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Method
PUT
URI
URI HL
/service/domain/connect/{n} |domain nlZxt L T PPPE&HEEITS.

n: 0-4
/service/domain/disconnect PPP 2 U9 5.
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16.2 LARU X

200 OK
BEICHD, LARVRIZAVTU MEHY TR A,

404 Not found

T—x arvrFrhk
connect ¥ETEM:. IETE L 1= domain ARE S TULVELY {
“title”: “not configured domain”

connect 1EFERF. domain DEAEHESN TH 5 {
“title”: “invalid argument”

409 Conflict

=R arvsrkhk
connect ¥EERF. BEICEShTNS | {

“title”: “already connected”

}

disconnect ¥EEMR. EHESN TR {
“title”: "already disconnected”

503 Service Unavailable

r—X avTrohk
B/ UREAR (24 LTI R) {

“title”: “timeout”
}

connect ¥ETERF, HEREAK (24 LT 7 ML) | {
“title”: "failed”
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17 FEFHROENGF
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Method
GET

URI

URI

/service/product EEERERET S
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17.2 LAKRU X

200 OK
B|ROBRFISHIILE L=,
URI

/service/product

ayvTrhk

“product”: “ (RAEHEIRSA) ",

“ver_major”: (ZF—LHI T AT r—N—T3aY),
“ver_minor”: (Z7—LDTT7IAFT—n"—a),
“ver_revision”: (Z7—LzF7IUEDIY),
“ver_build”: (Z7—ALDZT7EIFE),
“serialnumber”: " (#E ) TILEF)",

“macaddr”: ” (Ethernet MAC 7 KL X)”
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18 show a7 > FOHARNBOEE
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181 YR
Method
GET
URI
URI

HL
CLIa< > K’show’'a<wy FOBAHZRET %,
{HETE D arglT1 2OHTY

/service/show/ {arg}
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18.2 LARU X

200 OK
FRORBICHM LE L=,
URI avFUtb

/service/show/ {arg} {
“result”: “(“show arg”a< > KOHEAH)”,

404 Not found

r—x avrok
“show arg”a <> RAFEELAGLY {
“title”: “command not found”

58
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