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Aug 3 12:00:14 localhost ipsec_setup: Apr 25 11:14:27 localhost ipsec_setup:
...FreeS/WAN IPsec started ...FreeS/WAN IPsec started

Aug 3 12:00:20 localhost ipsec_ plutorun: Aug 3 11:14:34 localhost ipsec_ plutorun: whack:

104 “xripsecl” #1: STATE_MAIN_I1: initiate phl_mode=aggressive whack:CD_ID=@home
whack: ID_FQDN=@home 112 "xripsecl™ #1:

Aug 3 12:00:20 localhost ipsec__ plutorun: STATE_AGGR_I1: initiate
106 "xripsecl™ #1: STATE_MAIN_I2: from
STATE_MAIN_I1; sent MI2, expecting MR2 Aug 3 11:14:34 localhost ipsec__plutorun: 004
"xripsecl™ #1: SAEST(e)=STATE AGGR 12: sent Al2,
Aug 3 12:00:20 localhost ipsec__plutorun: ISAKMP SA established
108 "xripsecl™ #1: STATE_MAIN_I3: from
STATE_MAIN_I2; sent MI3, expecting MR3 Aug 3 12:14:34 localhost ipsec_ plutorun: 117

"xripsecl"™ #2: STATE QUICK I1: initiate
Aug 3 12:00:20 localhost ipsec__ plutorun:
004 "xripsecl™ #1: STATE_MAIN_ 14: ISAKMP SA Aug 3 12:14:34 localhost ipsec_ plutorun: 004
established "xripsecl" #2: SAEST(13)=STATE_QUICK_I2: sent
QI2, IPsec SA established
Aug 3 12:00:20 localhost ipsec__plutorun:
112 "xripsecl™ #2: STATE_QUICK_I1: initiate

Aug 3 12:00:20 localhost ipsec_ plutorun:

004 “xripsecl™ #2: STATE_QUICK_12: sent QI2,
IPsec SA established
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O IPsec SA established
[COO IPsecOO0DODODOOOOOOO]
gooooobooooooirrsectdonon
oooo
000 0000000000000

000 interface ipsec0/ethl 218.XXX.XXX.XXX

000 "xripsecl": 192.168.xxX.xxx/24
===218 XXX - XXX . XXX [@<Td>]---218 . XXX . XXX - XXX - - -

000 "xripsecl™: ...219.XXX.XXX.XXX
===192._168 . XXX . XXX . XXX/ 24

000 "xripsecl": ike_ life: 3600s; ipsec_life:
28800s; rekey margin: 540s; rekey fuzz: 100%;
keyingtries: 0

000 "xripsecl": policy: PSK+ENCRYPT+TUNNEL+PFS;
interface: ethl; erouted

000 "xripsecl": newest ISAKMP SA: #1; newest
IPsec SA: #2; eroute owner: #2

000

000 #2: "xripsecl™ STATE_QUICK_ 12 (sent Ql2,
IPsec SA established); EVENT_SA REPLACE in
27931s; newest IPSEC; eroute owner

000 #2: "xripsecl™ esp-32a406c4@219 XXX .XXX.XXX
esp.1be9611c@218 . XXX . XXX . XXX
tun.1002@219 . xxX . XXX . XxX tun.1001@218.XXX . XXX . XXX

000 #1: "xripsecl™ STATE_MAIN_I4 (ISAKMP SA
established); EVENT_SA REPLACE in 2489s; newest
I SAKMP
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0010 2 Maximize reliability (mr)
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obooooobooogooTestogoobooooobooogo<n 2

TOS aoo 0Od LinuxO O OO ood
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mpO0 0000000000 OOOCOOOO Priority-mapO000000OO0OO
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Apr 7 17:04:45 localhost httpd[21529]:
[error] [client 192.168.0.1] user abc: au-
thentication failure for "/": password mis-
match
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<000oooooog s>

Apr 7 17:04:49 localhost authgw: 192.168.0.1
- abc [07/Apr/2003:17:04:49 +0900] "GET /
HTTP/1.1"™ 200 353
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You can connect to the External Network
(abc@192.168.0.1).

Date: Mon Apr 7 10:06:51 2003
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Device | | GapCount | | GapSize | |
Dump Filter

PacketDump TyvpePcap
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Osize
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gsuoooiIcMpPODOODOOODOODOOG4O
oooiIicMPOOODODOOOOOm

O timeout
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PING 211.14.13.86 (211.14.13.66): 06 dala byies

B4 bytes from 211.14.13.66: icmp_zeq=0 tt1=62 time=49.5 ms
B4 bytes from 211.14.13.66: icnp_seq=1 tL1=52 time=65.7 ns
B4 bytes from 211.14.13.66: icmp_seq=2 tt1=62 time=11.7 ms
E4 bytes from 211,14, 13,662 icmp_seq=3 tt1=562 time=12.0 ns
B4 bytes from 211.14.13.66: icmp_seq=4 t11=62 time=69.0 ms
E4 bytes from 211.14.13.66: icmp_seq=5 tt1=52 time=58.3 ms
B4 bytes from 211.14, 13,662 icmp_seq=6 t11=82 time=12.0 ns
E4 bytes from 211.14.13.66: it
B4 bytes from 211.14.13,88: =
B4 bytes from 211.14.13.66: =S

icmp_seq=7 tt1=62 time=71.4 ns
icmp_seq=3 tt1=62 time=12.0 ns
fcmp_seq=3 tt1=52 time=11.% ns

-- 211,14, 13,68 ping statistics ---
10 packets transmitied, 10 packets received, 0¥ packet loss
round-trip minfave/max = 11.7/37.3/71.4 ns
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PING 211.14.13.86 (211.14.123.88): B8 data byles
B4 bytes from 211.14.13.66: icmp_gea=0 t11=62 time=12.4 ns

-- Z11.14.13.86 ping statistics ---

1 packets transmitted, 1 packets received, 0% packet loss

round-trip minfave/max = 12.4/12.4/12.4 ns

traceroute to 211.14.13.66 (211.14.13.688), 30 hops max, 40 byte packets

1 182.188.120.16 (192, 168.120.15) 1.545 ms 2,253 ms 1.B07 ms

192.188.100.50 (132, 168.100.50) 2.210 ms 4.955 ms 2.308 ms
172.17.254.1 (172.17.264.1) 8.777 me 21.183 ms  13.348 ns
210.135.182.108 (210.185.132.108) 8.206 ms 8.353 ms 9.310 ms
210.135.208.84 (210.185.208.34) B85.588 ms 19.923 ms 14.744 ns D D |:| D D |:| |:| |:| |:| D |:| |:| D |:| |:| D |:| |:| |:| |:| D |:| |:|
210.135.208.10 (210.125.208.10) 41.641 ns 40.476 ms B3.288 ns

H
5
4
5
B
7 210.171.224.116 (210.171.224.116) 43.948 ns 27.266 ms 36.767 ms ogogogoog
8
9
0
1
H
3

211.14.3.233 (211.14.2.233) 36.861 me 23.890 ms 37.679 ms
211.14.3.148 (211.14.3.148) 36.865 ms 47.151 ms  18.491 ms

211.14.3.105 (211.14.3.108) 53.573 ns 13.888 ms 50.057 ns Jododododooooooioododod

211.14.2.193 (211.14.2.193) 33.777 ms 11.380 ms 17.202 ms

BT ML 12 Ten (21114 12.268) 19,892 me W 15.219 we gpoopolo000odooonooooooon
Do0ooooogogooooon

PingOTrace Route 0 O OOOOOOOOOOO
OO0OO0O0OO0OoOoOooNsOOO0OOO0OO0OOOOO
oooooooooooooooooowrooo
oooooooooooooooo
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Fpr 26 00:06:11 localhosl -- WARE -- ﬂ
bpr 26 00:25:11 localhost -- MARK --

dpr 26 00:37:50 localhost named[436]: Cleaned cache of 0 RRsets

4pr 26 00:37:69 localhost named[43B]: USAGE 1018743073 1013566843

CPU=2.58u/2.34s CHILDCPU=0u/0s

4pr 26 00:37:69 localhost named[436]: WSTATS 1019743079 1013556843 A=3

dpr 26 00:37:53 localhost named[436]: ¥STATS 1019743073 1013566843 RR=0 RNXD=0
RFwdR=0 RDupR=0 RFail=0 RFErr=0 RErr=0 RAKFR=0 RLame=0 ROpts=0 Z8ysl=1 SAns=1l
SFwdl=2 SDup0=13232 SErr=4 RE=3 RIU=0 RFwdB=0 RDup@=0 RTCP=0 SFwdR=0 SFail=0
SFErr=0 3Mafns=0 SNXD=0

dpr 26 01:06:00 localhost -- MARK --

Apr 2B 01:26:08 localhost -- MARE --

4pr 26 01:38:57 localhost named[438]: Cleaned cache of 0 RRsels

bpr 26 01:38:57 localhost named[436]: USAGE 1019752737 1013556843

CPU=2.58u/2.84s CHILDCPU=0ufls

bpr 26 01:38:167 localhost named[436]: WSTATS 1019752737 1019556043 A=3

dpr 26 01:38:57 localhost named[436]: HSTATS 1019752737 1019556843 RR=0 RNKD=0
RFwdR=0 RDupR=0 RFail=0 RFErr=0 RErr=0 RAXFR=0 Rlame=0 ROpts=0 S8ysl=1 S&ns=0
SFwd0=3 SDup(=19233 SErr=4 RO=3 RIO=0 RFwd0=0 RDup@=0 RTCP=0 SFwdR=0 SFail=0 J
SFErr=0 SMaknz=0 SNXD=0

Apr 2B 02:07:068 localhost -- MARE --

bpr 26 02:27:106 localhost -- MARK --

Apr 26 02:39:84 localhost named[436]: Cleaned cache of 0 RRsets

bpr 26 02:39:64 localhost named[436]: USAGE 10137663594 10139566843

CPU=2.58u/2.34s CHILDCPU=0u/0s

4pr 26 02:39:64 localhost named[436]: WSTATS 1019756384 1013556843 A=3

dpr 26 02:33:54 localhost named[436]: ¥STATS 1019756394 1013566843 RR=0 RNXD=0
RFwdR=0 RDupR=0 RFail=0 RFErr=0 RErr=0 RAXFR=0 RLame=0 ROpts=0 Z8ysl=1 SAns=1
SFwdl=3 SDup@=13238 SErr=4 REO=3 RIN=0 RFwdB=0 RDupR=0 RTCP=0 SFwdR=0 SFail=0
SFErr=0 SNadns=0 SNKD=0 ~|
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